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Revision History

The Revision History is shown in the “Appendix” on page 53[vol. 0].

Contributors

The persons who contributed to this specification are listed in the , “Appendix”
on page 53[vol. 0].

Web Site

This specification can also be found on the official Bluetooth website:
http://www.bluetooth.com

Disclaimer and Copyright Notice

The copyright in these specifications is owned by the Promoter Members of
Bluetooth SIG, Inc. (“Bluetooth SIG”). Use of these specifications and any
related intellectual property (collectively, the “Specification”), is governed by the
Promoters Membership Agreement among the Promoter Members and Blue-
tooth SIG (the “Promoters Agreement”), certain membership agreements
between Bluetooth SIG and its Adopter and Associate Members (the “Member-
ship Agreements”) and the Bluetooth Specification Early Adopters Agreements
(“1.2 Early Adopters Agreements”) among Early Adopter members of the unin-
corporated Bluetooth special interest group and the Promoter Members (the
“Early Adopters Agreement”). Certain rights and obligations of the Promoter
Members under the Early Adopters Agreements have been assigned to Blue-
tooth SIG by the Promoter Members.

Use of the Specification by anyone who is not a member of Bluetooth SIG or a
party to an Early Adopters Agreement (each such person or party, a “Mem-
ber”), is prohibited. The legal rights and obligations of each Member are gov-
erned by their applicable Membership Agreement, Early Adopters Agreement
or Promoters Agreement. No license, express or implied, by estoppel or other-
wise, to any intellectual property rights are granted herein.

Any use of the Specification not in compliance with the terms of the applicable
Membership Agreement, Early Adopters Agreement or Promoters Agreement
is prohibited and any such prohibited use may result in termination of the appli-
cable Membership Agreement or Early Adopters Agreement and other liability
permitted by the applicable agreement or by applicable law to Bluetooth SIG or
any of its members for patent, copyright and/or trademark infringement.
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THE SPECIFICATION IS PROVIDED “AS IS” WITH NO WARRANTIES
WHATSOEVER, INCLUDING ANY WARRANTY OF MERCHANTABILITY,
NONINFRINGEMENT, FITNESS FOR ANY PARTICULAR PURPOSE, SATIS-
FACTORY QUALITY, OR REASONABLE SKILL OR CARE, OR ANY WAR-
RANTY ARISING OUT OF ANY COURSE OF DEALING, USAGE, TRADE
PRACTICE, PROPOSAL, SPECIFICATION OR SAMPLE.

Each Member hereby acknowledges that products equipped with the Blue-
tooth® technology (“Bluetooth® Products”) may be subject to various regula-
tory controls under the laws and regulations of various governments worldwide.
Such laws and regulatory controls may govern, among other things, the combi-
nation, operation, use, implementation and distribution of Bluetooth® Prod-
ucts. Examples of such laws and regulatory controls include, but are not limited
to, airline regulatory controls, telecommunications regulations, technology
transfer controls and health and safety regulations. Each Member is solely
responsible for the compliance by their Bluetooth® Products with any such
laws and regulations and for obtaining any and all required authorizations, per-
mits, or licenses for their Bluetooth® Products related to such regulations
within the applicable jurisdictions. Each Member acknowledges that nothing in
the Specification provides any information or assistance in connection with
securing such compliance, authorizations or licenses. NOTHING IN THE
SPECIFICATION CREATES ANY WARRANTIES, EITHER EXPRESS OR
IMPLIED, REGARDING SUCH LAWS OR REGULATIONS.

ALL LIABILITY, INCLUDING LIABILITY FOR INFRINGEMENT OF ANY
INTELLECTUAL PROPERTY RIGHTS OR FOR NONCOMPLIANCE WITH
LAWS, RELATING TO USE OF THE SPECIFICATION IS EXPRESSLY DIS-
CLAIMED. BY USE OF THE SPECIFICATION, EACH MEMBER EXPRESSLY
WAIVES ANY CLAIM AGAINST BLUETOOTH SIG AND ITS PROMOTER
MEMBERS RELATED TO USE OF THE SPECIFICATION.

Bluetooth SIG reserves the right to adopt any changes or alterations to the
Specification as it deems necessary or appropriate and to adopt a process for
adding new Bluetooth® profiles after the release of the Specification.

Copyright © 1999, 2000, 2001, 2002, 2003

Agere Systems, Inc.,

Ericsson Technology Licensing, AB,
IBM Corporation,

Intel Corporation,

Microsoft Corporation,

Motorola, Inc.,

Nokia Corporation,

Toshiba Corporation

*Third-party brands and names are the property of their respective owners.
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1 GENERAL DESCRIPTION

Bluetooth wireless technology is a short-range communications system
intended to replace the cable(s) connecting portable and/or fixed electronic
devices. Key features are robustness, low power, and low cost. Many features
of the core specification are optional, allowing product differentiation.

The Bluetooth core system consists of an RF transceiver, baseband, and pro-
tocol stack. The system offers services that enable the connection of devices
and the exchange of a variety of classes of data between these devices.

This chapter of the specification provides an overview of the Bluetooth system
architecture, communication topologies and data transport features. The text in
this chapter of the specification should be treated as informational and used as
a background and for context-setting.

1.1 OVERVIEW OF OPERATION

The Bluetooth RF (physical layer) operates in the unlicensed ISM band at 2.4
GHz. The system employs a frequency hop transceiver to combat interference
and fading and provides many FHSS carriers. RF operation uses a shaped,
binary FM modulation to minimize transceiver complexity. The symbol rate is 1
Megasymbol per second (Ms/s) supporting the bit rate of 1 Megabit per second
(Mb/s).

During typical operation a physical radio channel is shared by a group of
devices that are synchronized to a common clock and frequency hopping pat-
tern. One device provides the synchronization reference and is known as the
master. All other devices are known as slaves. A group of devices synchro-
nized in this fashion form a piconet. This is the fundamental form of communi-
cation in the Bluetooth wireless technology.

Devices in a piconet use a specific frequency hopping pattern, which is algo-
rithmically determined by certain fields in the Bluetooth address and clock of
the master. The basic hopping pattern is a pseudo-random ordering of the 79
frequencies in the ISM band. The hopping pattern may be adapted to exclude a
portion of the frequencies that are used by interferring devices. The adaptive
hopping technique improves Bluetooth co-existence with static (non-hopping)
ISM systems when these are co-located.

The physical channel is sub-divided into time units known as slots. Data is
transmitted between Bluetooth devices in packets, that are positioned in these
slots. When circumstances permit, a number of consecutive slots may be allo-
cated to a single packet. Frequency hopping takes place between the transmis-
sion or reception of packets. Bluetooth technology provides the effect of full
duplex transmission through the use of a Time-Division Duplex (TDD) scheme.

General Description 05 November 2003 13
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Above the physical channel there is a layering of links and channels and asso-
ciated control protocols. The hierarchy of channels and links from the physical
channel upwards is physical channel, physical link, logical transport, logical link
and L2CAP channel. These are discussed in more detail in Section 3.3 on
page 32 - Section 3.6 on page 48 but are introduced here to aid the under-
standing of the remainder of this section.

Within a physical channel, a physical link is formed between any two devices
that transmit packets in either direction between them. In a piconet physical
channel there are restrictions on which devices may form a physical link. There
is a physical link between each slave and the master. Physical links are not
formed directly between the slaves in a piconet.

The physical link is used as a transport for one or more logical links that sup-
port unicast synchronous, asynchronous and isochronous traffic, and broad-
cast traffic. Traffic on logical links is multiplexed onto the physical link by
occupying slots assigned by a scheduling function in the resource manager.

A control protocol for the baseband and physical layers is carried over logical
links in addition to user data. This is the link manager protocol (LMP). Devices
that are active in a piconet have a default asynchronous connection-oriented
logical transport that is used to transport the LMP protocol signalling. For his-
torical reasons this is known as the ACL logical transport. The default ACL log-
ical transport is the one that is created whenever a device joins a piconet.
Additional logical transports may be created to transport synchronous data
streams when this is required.

The Link Manager function uses LMP to control the operation of devices in the
piconet and provide services to manage the lower architectural layers (radio
layer and baseband layer). The LMP protocol is only carried on the default ACL
logical transport and the default broadcast logical transport.

Above the baseband layer the L2CAP layer provides a channel-based abstrac-
tion to applications and services. It carries out segmentation and reassembly of
application data and multiplexing and de-multiplexing of multiple channels over
a shared logical link. LZCAP has a protocol control channel that is carried over
the default ACL logical transport. Application data submitted to the L2CAP pro-
tocol may be carried on any logical link that supports the L2ZCAP protocol.

14 05 November 2003 General Description
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1.2 NOMENCLATURE

Where the following terms appear in the specification they have the meaning
given in Table 1.1 on page 15.

Ad Hoc Network A network typically created in a spontaneous manner.
An ad hoc network requires no formal infrastructure
and is limited in temporal and spatial extent.

Active Slave Broadcast (ASB) The Active Slave Broadcast logical transport that is
used to transport L2CAP user traffic to all active
devices in the piconet. See Section 3.5.7 on page 44

Beacon Train A pattern of reserved slots within a basic or adapted
piconet physical channel. Transmissions starting in
these slots are used to resynchronize parked devices.

Bluetooth Bluetooth is a wireless communication link, operating in
the unlicensed ISM band at 2.4 GHz using a frequency
hopping transceiver. It allows real-time AV and data
communications between Bluetooth Hosts. The link
protocol is based on time slots.

Bluetooth Baseband The part of the Bluetooth system that specifies or
implements the medium access and physical layer pro-
cedures to support the exchange of real-time voice,
data information streams, and ad hoc networking
between Bluetooth Devices.

Bluetooth Clock A 28 bit clock internal to a Bluetooth controller sub-sys-
tem that ticks every 312.5us. The value of this clock
defines the slot numbering and timing in the various
physical channels.

Bluetooth Controller A sub-system containing the Bluetooth RF, baseband,
resource controller, link manager, device manager and
a Bluetooth HCI.

Bluetooth Device A Bluetooth Device is a device that is capable of short-
range wireless communications using the Bluetooth
system.

Bluetooth Device Address A 48 bit address used to identify each Bluetooth
device.

BD_ADDR The Bluetooth Device Address, BD_ADDR, is used to

identify a Bluetooth device.

Bluetooth HCI The Bluetooth HCI provides a command interface to
the baseband controller and link manager and access
to hardware status and control registers. This interface
provides a uniform method of accessing the Bluetooth
baseband capabilities.

Table 1.1: Nomenclature.
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Bluetooth Host

Channel

Connect (to service)

Connectable device

Connected devices

Connecting

Connection

Connection establishment

coverage area

Creation of a secure connection

Creation of a trusted relationship

Device discovery

Discoverable device

Inquiring device

Inquiry

A Bluetooth Host is a computing device, peripheral, cel-
lular telephone, access point to PSTN network or LAN,
etc. A Bluetooth Host attached to a Bluetooth Controller
may communicate with other Bluetooth Hosts attached
to their Bluetooth Controllers as well.

Either a physical channel or an L2ZCAP channel,
depending on the context.

The establishment of a connection to a service. If not
already done, this also includes establishment of a
physical link, logical transport, logical link and L2CAP
channel.

A Bluetooth device in range that periodically listens on
its page scan physical channel and will respond to a
page on that channel.

Two Bluetooth devices in the same piconet and with a
physical link between them.

A phase in the communication between devices when
a connection between them is being established. (Con-
necting phase follows after the link establishment
phase is completed.)

A connection between two peer applications or higher
layer protocols mapped onto an L2CAP channel.

A procedure for creating a connection mapped onto a
channel.

The area where two Bluetooth devices can exchange
messages with acceptable quality and performance.

A procedure of establishing a connection, including
authentication and encryption.

A procedure where the remote device is marked as a
trusted device. This includes storing a common link key
for future authentication and pairing (if the link key is
not available).

A procedure for retrieving the Bluetooth device
address, clock, class-of-device field and used page
scan mode from discoverable devices.

A Bluetooth device in range that periodically listens on
an inquiry scan physical channel and will respond to an
inquiry on that channel. Discoverable device are nor-
mally also connectable.

A Bluetooth device that is carrying out the inquiry pro-
cedure.

A procedure where a Bluetooth device transmits inquiry
messages and listens for responses in order to dis-
cover the other Bluetooth devices that are within the
coverage area.

Table 1.1: Nomenclature.

16

05 November 2003 General Description

IPR2024-01300 Page 00016



BLUETOOTH SPECIFICATION Version 1.2 [vol 1] page 17 of 82

Architecture GB BluetOOt h®

Inquiry scan A procedure where a Bluetooth device listens for inquiry
messages received on its inquiry scan physical channel.

Isochronous data Information in a stream where each information entity
in the stream is bound by a time relationship to previ-
ous and successive entities.

Known device A Bluetooth device for which at least the BD_ADDR is
stored.

L2CAP Channel A logical connection on L2CAP level between two devices
serving a single application or higher layer protocol.

L2CAP Channel establishment A procedure for establishing a logical connection on
L2CAP level.

Link establishment A procedure for establishing the default ACL link and
hierarchy of links and channels between devices.

Link Shorthand for a logical link.

Link key A secret key that is known by two devices and is used

in order to authenticate each device to the other

LMP authentication An LMP level procedure for verifying the identity of a
remote device.

LMP pairing A procedure that authenticates two devices and cre-
ates a common link key that can be used as a basis for
a trusted relationship or a (single) secure connection.

Logical Channel Identical to an L2CAP channel, but deprecated due to
an alternative meaning in Bluetooth 1.1

Logical link The lowest architectural level used to offer independent
data transport services to clients of the Bluetooth system.

Logical transport Used in Bluetooth to represent commonality between
different logical links due to shared acknowledgement
protocol and link identifiers.

Name discovery A procedure for retrieving the user-friendly name (the
Bluetooth device name) of a connectable device.

Packet Format of aggregated bits that are transmitted on a
physical channel.

Page The initial phase of the connection procedure where a
device transmits a train of page messages until a
response is received from the target device or a time-
out occurs.

Page scan A procedure where a device listens for page messages
received on its page scan physical channel.

Paging device A Bluetooth device that is carrying out the page proce-
dure.
Paired device A Bluetooth device with which a link key has been

exchanged (either before connection establishment
was requested or during connecting phase).

Table 1.1: Nomenclature.
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Parked device A device operating in a basic mode piconet that is syn-
chronized to the master but has given up its default
ACL logical transport.

Physical Channel Characterised by synchronized occupancy of a
sequence of RF carriers by one or more devices. A
number of physical channel types exist with character-
istics defined for their different purposes.

Physical Link A Baseband-level connection between two devices
established using paging.

Piconet A collection of devices occupying a shared physical
channel where one of the devices is the Piconet Master
and the remaining devices are connected to it.

Piconet Physical Channel A Channel that is divided into time slots in which each
slot is related to an RF hop frequency. Consecutive
hops normally correspond to different RF hop frequen-
cies and occur at a standard hop rate of 1600 hops/s.
These consecutive hops follow a pseudo-random hop-
ping sequence, hopping through a 79 RF channel set.

Piconet Master The device in a piconet whose Bluetooth Clock and
Bluetooth Device Address are used to define the pico-
net physical channel characteristics.

Piconet Slave Any device in a piconet that is not the Piconet Master,
but is connected to the Piconet Master.

PIN A user-friendly number that can be used to authenti-
cate connections to a device before paring has taken
place.

PMP A Participant in Multiple Piconets. A device that is con-

currently a member of more than one piconet, which it
achieves using time division multiplexing (TDM) to
interleave its activity on each piconet physical channel.

The Parked Slave Broadcast The Parked Slave Broadcast logical transport that is
(PSB) used for communications between the master and
parked devices. Section 3.5.8 on page 45.

Scatternet Two or more piconets that include one or more devices
acting as PMPs.

Service Layer Protocol A protocol that uses an L2CAP channel for transporting
PDUs.

Service discovery Procedures for querying and browsing for services

offered by or through another Bluetooth device.

Silent device A Bluetooth device appears as silent to a remote
device if it does not respond to inquiries made by the
remote device.

Unknown device A Bluetooth device for which no information (Bluetooth
Device Address, link key or other) is stored.

Table 1.1: Nomenclature.
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2 CORE SYSTEM ARCHITECTURE

The Bluetooth core system covers the four lowest layers and associated proto-
cols defined by the Bluetooth specification as well as one common service
layer protocol, the Service Discovery Protocol (SDP) and the overall profile
requirements are specified in the Generic Access Profile (GAP). A complete
Bluetooth application requires a number of additional service and higher layer
protocols that are defined in the Bluetooth specification, but are not described
here. The core system architecture is shown in Figure 2.1 on page 19 except
for SDP that is not shown for clarity.
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Figure 2.1: Bluetooth core system architecture

Figure 2.1 on page 19 shows the four lowest layers, each with its associated
communication protocol. The lowest three layers are sometimes grouped into a
subsystem known as the Bluetooth controller. This is a common implementa-
tion involving a standard physical communications interface between the Blue-
tooth controller and remainder of the Bluetooth system including the L2CAP,
service and higher layers (known as the Bluetooth host.) Although this inter-
face is optional the architecture is designed to allow for its existence and char-
acteristics. The Bluetooth specification enables inter-operability between
independent Bluetooth systems by defining the protocol messages exchanged
between equivalent layers, and also inter-operability between independent
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Bluetooth sub-systems by defining a common interface between Bluetooth
controllers and Bluetooth hosts.

A number of functional blocks are shown and the path of services and data
between these. The functional blocks shown in the diagram are informative; in
general the Bluetooth specification does not define the details of implementa-
tions except where this is required for inter-operability. Thus the functional
blocks in Figure 2.1 on page 19 are shown in order to aid description of the
system behaviour. An implementation may be different from the system shown
in Figure 2.1 on page 19.

Standard interactions are defined for all inter-device operation, where Blue-
tooth devices exchange protocol signalling according to the Bluetooth specifi-
cation. The Bluetooth core system protocols are the Radio (RF) protocol, Link
Control (LC) protocol, Link Manager (LM) protocol and Logical Link Control and
Adaptation protocol (L2CAP), all of that are fully defined in subsequent parts of
the Bluetooth specification. In addition the Service Discovery Protocol (SDP) is
a service layer protocol required by all Bluetooth applications.

The Bluetooth core system offers services through a number of service access
points that are shown in the diagram as ellipses. These services consist of the
basic primitives that control the Bluetooth core system. The services can be
split into three types. There are device control services that modify the behav-
iour and modes of a Bluetooth device, transport control services that create,
modify and release traffic bearers (channels and links), and data services that
are used to submit data for transmission over traffic bearers. It is common to
consider the first two as belonging to the C-plane and the last as belonging to
the U-plane.

A service interface to the Bluetooth controller sub-system is defined such that
the Bluetooth controller may be considered a standard part. In this configura-
tion the Bluetooth controller operates the lowest three layers and the L2CAP
layer is contained with the rest of the Bluetooth application in a host system.
The standard interface is called the Host to Controller Interface (HCI) and its
service access points are represented by the ellipses on the upper edge of the
Bluetooth controller sub-system in Figure 2.1 on page 19. Implementation of
this standard service interface is optional.

As the Bluetooth architecture is defined with the possibility of separate host
and controller communicating through an HCI, a number of general assump-
tions are made. The Bluetooth controller is assumed to have limited data buff-
ering capabilities in comparison with the host. Therefore the L2CAP layer is
expected to carry out some simple resource management when submitting
L2CAP PDUs to the controller for transport to a peer device. This includes seg-
mentation of L2ZCAP SDUs into more manageable PDUs and then the frag-
mentation of PDUs into start and continuation packets of a size suitable for the
controller buffers, and management of the use of controller buffers to ensure
availability for channels with Quality of Service (QoS) commitments.
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The Baseband layer provides the basic ARQ protocol in Bluetooth. The L2CAP
layer can optionally provide a further error detection and retransmission to the
L2CAP PDUs. This feature is recommended for applications with requirements
for a low probability of undetected errors in the user data. A further optional
feature of L2ZCAP is a window-based flow control that can be used to manage
buffer allocation in the receiving device. Both of these optional features aug-
ment the QoS performance in certain scenarios.

Although these assumptions may not be required for embedded Bluetooth
implementations that combine all layers in a single system, the general archi-
tectural and QoS models are defined with these assumptions in mind, in effect
a lowest common denominator.

Automated conformance testing of implementations of the Bluetooth core sys-
tem is required. This is achieved by allowing the tester to control the implemen-
tation through the RF interface, which is common to all Bluetooth systems, and
through the Test Control Interface (TCI), which is only required for conform-
ance testing.

The tester uses exchanges with the Implementation Under Test (IUT) through
the RF interface to ensure the correct responses to requests from remote
devices. The tester controls the IUT through the TCI to cause the IUT to origi-
nate exchanges through the RF interface so that these can also be verified as
conformant.

The TCI uses a different command-set (service interface) for the testing of
each architectural layer and protocol. A subset of the HCl command-set is
used as the TCl service interface for each of the layers and protocols within the
Bluetooth Controller subsystem. A separate service interface is used for testing
the L2CAP layer and protocol. As an L2CAP service interface is not defined in
the Bluetooth core specification it is defined separately in the Test Control Inter-
face specification. Implementation of the L2CAP service interface is only
required for conformance testing.
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2.1 CORE ARCHITECTURAL BLOCKS

This section describes the function and responsibility of each of the blocks
shown in Figure 2.1 on page 19. An implementation is not required to follow the
architecture described above, though every implementation shall conform to
the protocol specifications described in subsequent parts of the Bluetooth
specification, and shall implement the behavioural aspects of the system out-
lined below and specified in subsequent parts of the Bluetooth specification.

2.1.1 Channel manager

The channel manager is responsible for creating, managing and destroying
L2CAP channels for the transport of service protocols and application data
streams. The channel manager uses the L2CAP protocol to interact with a
channel manager on a remote (peer) device to create these L2CAP channels
and connect their endpoints to the appropriate entities. The channel manager
interacts with its local link manager to create new logical links (if necessary)
and to configure these links to provide the required quality of service for the
type of data being transported.

2.1.2 L2CAP resource manager

The L2CAP resource manager block is responsible for managing the ordering
of submission of PDU fragments to the baseband and some relative scheduling
between channels to ensure that L2ZCAP channels with QoS commitments are
not denied access to the physical channel due to Bluetooth controller resource
exhaustion. This is required because the architectural model does not assume
that the Bluetooth controller has limitless buffering, or that the HCI is a pipe of
infinite bandwidth.

L2CAP Resource Managers may also carry out traffic conformance policing to
ensure that applications are submitting L2ZCAP SDUs within the bounds of their
negotiated QoS settings. The general Bluetooth data transport model assumes
well-behaved applications, and does not define how an implementation is
expected to deal with this problem.
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2.1.3 Device manager

The device manager is the functional block in the baseband that controls the
general behaviour of the Bluetooth device. It is responsible for all operation of
the Bluetooth system that is not directly related to data transport, such as
inquiring for the presence of other nearby Bluetooth devices, connecting to
other Bluetooth devices, or making the local Bluetooth device discoverable or
connectable by other devices.

The device manager requests access to the transport medium from the base-
band resource controller in order to carry out its functions.

The device manager also controls local device behaviour implied by a number
of the HCl commands, such as managing the device local name, any stored
link keys, and other functionality.

2.1.4 Link manager

The link manager is responsible for the creation, modification and release of
logical links (and, if required, their associated logical transports), as well as the
update of parameters related to physical links between devices. The link man-
ager achieves this by communicating with the link manager in remote Blue-
tooth devices using the Link Management Protocol (LMP.)

The LM protocol allows the creation of new logical links and logical transports
between devices when required, as well as the general control of link and
transport attributes such as the enabling of encryption on the logical transport,
the adapting of transmit power on the physical link, or the adjustment of QoS
settings for a logical link.

2.1.5 Baseband resource manager

The baseband resource manager is responsible for all access to the radio
medium. It has two main functions. At its heart is a scheduler that grants time
on the physical channels to all of the entities that have negotiated an access
contract. The other main function is to negotiate access contracts with these
entities. An access contract is effectively a commitment to deliver a certain
QoS that is required in order to provide a user application with an expected
performance.

The access contract and scheduling function must take account of any behav-
iour that requires use of the Bluetooth radio. This includes (for example) the
normal exchange of data between connected devices over logical links, and
logical transports, as well as the use of the radio medium to carry out inquiries,
make connections, be discoverable or connectable, or to take readings from
unused carriers during the use of adaptive frequency hopping mode.

In some cases the scheduling of a logical link results in changing to a different
physical channel from the one that was previously used. This may be (for
example) due to involvement in scatternet, a periodic inquiry function, or page

Core System Architecture 05 November 2003 23

IPR2024-01300 Page 00023



BLUETOOTH SPECIFICATION Version 1.2 [vol 1] page 24 of 82

Architecture 9 BIU et 0 0th®

scanning. When the physical channels are not time slot aligned, then the
resource manager also accounts for the realignment time between slots on the
original physical channel and slots on the new physical channel. In some cases
the slots will be naturally aligned due to the same device clock being used as a
reference for both physical channels.

2.1.6 Link controller

The link controller is responsible for the encoding and decoding of Bluetooth
packets from the data payload and parameters related to the physical channel,
logical transport and logical link.

The link controller carries out the link control protocol signalling (in close con-
junction with the scheduling function of the resource manager), which is used
to communicate flow control and acknowledgement and retransmission
request signals. The interpretation of these signals is a characteristic of the log-
ical transport associated with the baseband packet. Interpretation and control
of the link control signalling is normally associated with the resource manager’s
scheduler.

21.7 RF

The RF block is responsible for transmitting and receiving packets of informa-
tion on the physical channel. A control path between the baseband and the RF
block allows the baseband block to control the timing and frequency carrier of
the RF block. The RF block transforms a stream of data to and from the physi-
cal channel and the baseband into required formats.
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3 DATA TRANSPORT ARCHITECTURE

The Bluetooth data transport system follows a layered architecture. This
description of the Bluetooth system describes the Bluetooth core transport lay-
ers up to and including L2CAP channels. All Bluetooth operational modes fol-
low the same generic transport architecture, which is shown in Figure 3.1 on
page 25.

L2CAP L2CAP Ch I
Layer annels
) Logical Links
Logical
Layer Logical Transports
. Physical Links
Physical
Layer Physical Channel

Figure 3.1: Bluetooth generic data transport architecture

For efficiency and legacy reasons, the Bluetooth transport architecture
includes a sub-division of the logical layer, distinguishing between logical links
and logical transports. This sub-division provides a general (and commonly
understood) concept of a logical link that provides an independent transport
between two or more devices. The logical transport sub-layer is required to
describe the inter-dependence between some of the logical link types (mainly
for reasons of legacy behaviour.)

The Bluetooth 1.1 specification described the ACL and SCO links as physical
links. With the addition of Extended SCO (eSCO) and for future expansion it is
better to consider these as logical transport types, which more accurately
encapsulates their purpose. However, they are not as independent as might be
desired, due to their shared use of resources such as the LT_ADDR and
acknowledgement/repeat request (ARQ) scheme. Hence the architecture is
incapable of representing these logical transports with a single transport layer.
The additional logical transport layer goes some way towards describing this
behaviour.

Data Transport Architecture 05 November 2003 25

IPR2024-01300 Page 00025



BLUETOOTH SPECIFICATION Version 1.2 [vol 1] page 26 of 82

Architecture 9 BIU eto 0th®
3.1 CORE TRAFFIC BEARERS

The Bluetooth core system provides a number of standard traffic bearers for
the transport of service protocol and application data. These are shown in Fig-
ure 3.2 on page 26 below (for ease of representation this is shown with higher
layers to the left and lower layers to the right).

Application Bluetoothcore
L2CAP Logical Logical
Traffic Types Channels Links Transports
Clignist Link Manager
Manager
Higher Layer
Protocol Signalling
Reliable Signalling ACL-C
Asynchronous ——l ACL
Framed User Data Unicast ACL-U
Higher Layer
Framed Isochronous
User Data
|—C SCOL-S] )
Constant Rate
Isochronous f
User Data = k ESCO[-S]
Active Broadcast ASB-U ASB
Uneliable
Asynchronous
Framed User Data PSB-C PSB
Piconet Broadcast PSB-U

Figure 3.2: Bluetooth traffic bearers

The core traffic bearers that are available to applications are shown in Figure
3.2 on page 26 as the shaded rounded rectangles. The architectural layers that
are defined to provide these services are described in Section 2 on page 19. A
number of data traffic types are shown on the left of the diagram linked to the
traffic bearers that are typically suitable for transporting that type of data traffic.

The logical links are named using the names of the associated logical transport
and a suffix that indicates the type of data that is transported. (C for control
links carrying LMP messages, U for L2ZCAP links carrying user data (L2CAP
PDUs) and S for stream links carrying unformatted synchronous or isochro-
nous data.) It is common for the suffix to be removed from the logical link with-
out introducing ambiguity, thus a reference to the default ACL logical transport
can be resolved to mean the ACL-C logical link in cases where the LMP proto-
col is being discussed, or the ACL-U logical link when the L2CAP layer is being
discussed.

The mapping of application traffic types to Bluetooth core traffic bearers in Fig-
ure 3.2 on page 26 is based on matching the traffic characteristics with the
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bearer characteristics. It is recommended to use these mappings as they pro-
vide the most natural and efficient method of transporting the data with its given
characteristics.

However, an application (or an implementation of the Bluetooth core system)
may choose to use a different traffic bearer, or a different mapping to achieve a
similar result. For example, in a piconet with only one slave, the master may
choose to transport L2ZCAP broadcasts over the ACL-U logical link rather than
over the ASB-U or PSB-U logical links. This will probably be more efficient in
terms of bandwidth (if the physical channel quality is not too degraded.) Use of
alternative transport paths to those in Figure 3.2 on page 26 is only acceptable
if the characteristics of the application traffic type are preserved.

Figure 3.2 on page 26 shows a number of application traffic types. These are
used to classify the types of data that may be submitted to the Bluetooth core
system. The original data traffic type may not be the same as the type that is
submitted to the Bluetooth core system if an intervening process modifies it.
For example, video data is generated at a constant rate but an intermediate
coding process may alter this to variable rate, e.g. by MPEG4 encoding. For
the purposes of the Bluetooth core system, only the characteristic of the sub-
mitted data is of interest.

3.1.1 Framed data traffic

The L2CAP layer services provide a frame-oriented transport for asynchronous
and isochronous user data. The application submits data to this service in vari-
able-sized frames (up to a negotiated maximum for the channel) and these
frames are delivered in the same form to the corresponding application on the
remote device. There is no requirement for the application to insert additional
framing information into the data, although it may do so if this is required (such
framing is invisible to the Bluetooth core system.)

Connection-oriented L2CAP channels may be created for transport of unicast
(point-to-point) data between two Bluetooth devices. A connectionless L2CAP
channel exists for broadcasting data. In the case of piconet topologies the mas
ter device is always the source of broadcast data and the slave device(s) are

the recipients. Traffic on the broadcast L2ZCAP channel is uni-directional. Uni-

cast L2CAP channels may be uni-directional or bi-directional.

L2CAP channels have an associated QoS setting that defines constraints on
the delivery of the frames of data. These QoS settings may be used to indicate
(for example) that the data is isochronous, and therefore has a limited lifetime
after which it becomes invalid, or that the data should be delivered within a
given time period, or that the data is reliable and should be delivered without
error, however long this takes.

The L2CAP channel manager is responsible for arranging to transport the
L2CAP channel data frames on an appropriate baseband logical link, possibly
multiplexing this onto the baseband logical link with other L2ZCAP channels with
similar characteristics.
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3.1.2 Unframed data traffic

If the application does not require delivery of data in frames, possibly because
it includes in-stream framing, or because the data is a pure stream, then it may
avoid the use of L2CAP channels and make direct use of a baseband logical
link.

The Bluetooth core system supports the direct transport of application data that
is isochronous and of a constant rate (either bit-rate, or frame-rate for pre-
framed data), using a SCO-S or eSCO-S logical link. These logical links
reserve physical channel bandwidth and provide a constant rate transport
locked to the piconet clock. Data is transported in fixed size packets at fixed
intervals with both of these parameters negotiated during channel establish-
ment. eSCO links provide a greater choice of bit-rates and also provide greater
reliability by using limited retransmission in case of error. SCO and eSCO logi-
cal transports do not support multiplexed logical links or any further layering
within the Bluetooth core. An application may choose to layer a number of
streams within the submitted SCO/eSCO stream, provided that the submitted
stream is, or has the appearance of being, a constant rate stream.

The application chooses the most appropriate type of logical link from those
available at the baseband, and creates and configures it to transport the data
stream, and releases it when completed. (The application will normally also
use a framed L2CAP unicast channel to transport its C-plane information to the
peer application on the remote device.)

If the application data is isochronous and of a variable rate, then this may only
be carried by the L2CAP unicast channel, and hence will be treated as framed
data.

3.1.3 Reliability of traffic bearers

Bluetooth is a wireless communications system. In poor RF environments, this
system should be considered inherently unreliable. To counteract this the sys-
tem provides levels of protection at each layer. The baseband packet header
uses forward error correcting (FEC) coding to allow error correction by the
receiver and a header error check (HEC) to detect errors remaining after cor-
rection. Certain Baseband packet types include FEC for the payload. Further-
more, some Baseband packet types include a cyclic redundancy error check
(CRC).

On ACL logical transports the results of the error detection algorithm are used
to drive a simple acknowledgement/repeat request (ARQ) protocol. This pro-
vides an enhanced reliability by re-transmitting packets that do not pass the
receiver’s error checking algorithm. It is possible to modify this scheme to sup-
port latency-sensitive packets by discarding an unsuccessfully transmitted
packet at the transmitter if the packet’s useful life has expired. eSCO links use
a modified version of this scheme to improve reliability by allowing a limited
number of retransmissions.
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The resulting reliability gained by this ARQ scheme is only as dependable as
the ability of the HEC and CRC codes to detect errors. In most cases this is
sufficient, however it has been shown that for the longer packet types the prob-
ability of an undetected error is too high to support typical applications, espe-
cially those with a large amount of data being transferred.

The L2CAP layer provides an additional level of error control that is designed
to detect the occasional undetected errors in the baseband layer and request
retransmission of the affected data. This provides the level of reliability required
by typical Bluetooth applications.

Broadcast links have no feedback route, and are unable to use the ARQ
scheme (although the receiver is still able to detect errors in received packets.)
Instead each packet is transmitted several times in the hope that the receiver is
able to receive at least one of the copies successfully. Despite this approach
there are still no guarantees of successful receipt, and so these links are con-
sidered unreliable.

In summary, if a link or channel is characterised as reliable this means that the
receiver is capable of detecting errors in received packets and requesting re-
transmission until the errors are removed. Due to the error detection system
used some residual (undetected) errors may still remain in the received data.
For L2CAP channels the level of these is comparable to other communication
systems, although for logical links the residual error level is somewhat higher.

The transmitter may remove packets from the transmit queue such that the
receiver does not receive all the packets in the sequence. If this happens
detection of the missing packets is delegated to the L2CAP layer.

On an unreliable link the receiver is capable of detecting errors in received
packets but cannot request retransmission. The packets passed on by the
receiver may be without error, but there is no guarantee that all packets in the
sequence are received. Hence the link is considered fundamentally unreliable.
There are limited uses for such links, and these uses are normally dependent
on the continuous repetition of data from the higher layers while it is valid.

Stream links have a reliability characteristic somewhere between a reliable and
an unreliable link, depending on the current operating conditions.
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3.2 TRANSPORT ARCHITECTURE ENTITIES

The Bluetooth transport architecture entities are shown in Figure 3.3 on page 30
and are described from the lowest layer upwards in the subsequent sections.
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Figure 3.3: Overview of transport architecture entities and hierarchy

3.2.1 Bluetooth generic packet structure

The general packet structure nearly reflects the architectural layers found in the
Bluetooth system. The packet structure is designed for optimal use in normal
operation. It is shown in Figure 3.4 on page 30.
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Figure 3.4: Bluetooth packet structure

30 05 November 2003 Data Transport Architecture

IPR2024-01300 Page 00030



BLUETOOTH SPECIFICATION Version 1.2 [vol 1] page 31 of 82

Architecture GB BluetOOt h®

Packets normally only include the fields that are necessary to represent the
layers required by the transaction. Thus a simple inquiry request over an
inquiry scan physical channel does not create or require a logical link or higher
layer and therefore consists only of the channel access code (associated with
the physical channel.) General communication within a piconet uses packets
that include all of the fields, as all of the architectural layers are used.

All packets include the channel access code. This is used to identify communi-
cations on a particular physical channel, and to exclude or ignore packets on a
different physical channel that happens to be using the same RF carrier in
physical proximity.

There is no direct field within the Bluetooth packet structure that represents or
contains information relating to physical links. This information is implied in the
logical transport address (LT_ADDR) carried in the packet header.

Most packets include a packet header. The packet header is always present in
packets transmitted on physical channels that support physical links, logical
transports and logical links. The packet header carries the LT_ADDR, which is
used by each receiving device to determine if the packet is addressed to the
device and is used to route the packet internally.

The packet header also carries part of the link control (LC) protocol that is
operated per logical transport (except for ACL and SCO transports that operate
a shared LC protocol carried on either logical transport.)

The payload header is present in all packets on logical transports that support
multiple logical links. The payload header includes a logical link identifier field
used for routing the payload, and a field indicating the length of the payload.
Some packet types also include a CRC after the packet payload that is used to
detect most errors in received packets.

The packet payload is used to transport the user data. The interpretation of this
data is dependent on the logical transport and logical link identifiers. For ACL
logical transports Link Manager Protocol (LMP) messages and L2CAP signals
are transported in the packet payload, along with general user data from appli-
cations. For SCO and eSCO logical transports the payload contains the user
data for the logical link.
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