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METHODS AND APPARATUS FOR REMOTELY PROCESSING LOCALLY
GENERATED COMMANDS TO CONTROL A LOCAL DEVICE

FIELD OF THE INVENTION

The present invention relates to methods and systems for the remote processing of
locally generated commands, such as voice commands, to control a local device, such as a

communication device, a media device, a computer, or other electronic device.

BACKGROUND

Voice commands are used in a variety of contexts to control electronic devices.
Often, devices are capable of receiving spoken commands, performing speech processing to
determine what the command is, and then responding to the command by performing the
operation indicated by the command. In certain cases, it may be desirable to control a device
with voice commands in this manner but nevertheless undesirable to include the hardware or
software necessary for interpreting commands within the device itself. For example, speech
processing software (i.e., software that processes audio signals to identify spoken words
within the audio signal) can require significant memory capacity and can be processing
intensive. Such processing and memory demands may undesirably increase the cost and size
of an electronic device due to the need for increased memory and processing capability.
Further, in a network of such devices, updating command processing software would require
downloading new software to each device, which may be cumbersome and time consuming.

Another option would be to control a local device by processing command signals
remotely. Remote procéssing of commands is known in a number of contexts. For example,
many wireless telephones include a hands-free operation feature that allows the user to call a
particular telephone number via a spoken command, e.g., “call home.” In this case, a local
device (the wireless telephone) receives a voice command which is used by the network to
establish a connection between the local device and a specified destination. The state of the
local device is not controlled by such commands, but rather the state of the network is
controlled.

Speech processing is also used with other mobile devices. For instance, a two-way

wireless communication device can use network-based speech recognition resources to
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augment the local user interface. In particular, the wireless communication system uses a
remote voice recognition server system to translate voice input to symbolic data that can be
processed by mobile devices.

Further, it is well known to use spoken commands to interact via telephone with a
menu-driven system or the like. For example, many automated phone answering systems
present a caller with a list of options that may be selected by pressing a keypad button or by
audibly stating a word that corresponds to the command. Likewise, current telephone
directory assistance services generally ask the caller to say the state and city for which
information is desired, and the response is processed by a speech recognition system prior to
proceeding to the next question or prior to being connected to a live operator. In these
examples, speech commands may be interpreted remotely; however, the commands are not
used to control the local device, i.e., the telephone from which the call is being made.

It is also known to control devices, such as cable-supplied televisions, by calling a
certain telephone number and entering commands via the telephone keypad to cause a remote
processor to send control commands to the cable box controlling the television. Here, a local
command is remotely processed to control a local device. However, since a telephone
keypad is used, this scheme does not involve voice commands or a speech recognition
processing.

Moreover, speech processing has been used with computer internet telephony. For
instance, when making connections between network telephones on a computer network,
computer network IP telephones are connected using a speech recognition engine and an IP
address database on an internet server.

Another known use involves remote processing of locally captured speech to control a
local visual display. In particular, human speech is used to control a visual display of a
device such that the audio input is transmitted to a remote processor for speech recognition,
visual update instructions are generated and sent to the local device, and the visual display of
the local device is updated.

All of the foregoing examples lack the capability to provide security via the command
system. Thus, for example, if an unauthorized person gains access to the portion of the
system that receives voice commands, that person can instruct the system to perform

unauthorized commands which may be harmful. There are a numerous circumstances in the
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government/military, commercial, and private sectors where it would be advantageous to
control a local device with a locally-generated voice command without placing the demands
of speech processing on a local device and with the capability to provide a significant degree

of security in the process of interpreting and carrying out voice commands.

SUMMARY

According to the present invention, there is provided a method and system for the
remote processing of locally generated voice commands, and more particularly, for
controlling a local device operated by an operator at a local site, where the local device can
be an electronic device capable of operating in a number of states, modes or configurations.
The local device can be, for example, a military or public-safety radio, a wireless telephone,
a television, a computer, a security system for a premises or vehicle, etc. The operator
controls the local device by speaking voice commands. The voice command constitutes an
acoustic signal that travels through the air and is received by a microphone of a local
command processor. The local command processor generates a corresponding audio signal
(e.g., an clectric or electromagnetic equivalent of the acoustic signal) and sends the audio
signal to a remote processor via a communication link. The remote processor, such as a
server, performs speech recognition processing on the audio signal to determine the
command to be carried out and performs voice recognition processing to determine whether
the person who issued the acoustic voice command is authorized to do so. Specifically, the
remote processor can include a voice recognition processor that attempts to match the voice
of the operator to a database of authorized operator(s). If a command is identified and the
voice is authenticated, the remote processor sends a command signal to the local device via a
communication link to control the state of the local device. The communication links can be
of any type or combination of types (phone network, Internet, wireless link, optical, metal
wire, etc.) and can employ any of a variety of signal formats and protocols.

The local device whose state is altered by the command signal received from the
remote processor can include the local command processor, which could be the case, for
example, where the local device is a two-way radio (e.g., a military radio), a wireless
telephone, or other devices capable of accepting a voice or acoustic command. More

generally, however, the local command processor need not be part of the local device,
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particularly where the local device is not typically equipped with a microphone or the
capability to receive or interpret an acoustic signal, e.g., where the local device is a television,
a security system, computer, or a component of a computer network. In this case, the local
command processor can be a separate device such as a wireless or landline telephone. The
returning command signal can then be received by the local device or a device that controls
the local device, such as a cable box, processor, etc.

Examples of acoustic commands that could be issued to control a local device and
processed according to the invention are as follows. Where the local device is a two-way
radio or the like, a typical command might be “switch to sub-net 3,” which when interpreted
and authenticate by the remote processor would alter the state of the radio such that the radio,
and possibility other networked radios, are tuned to a particular sub-network. Where the
local device is a television, a typical command might be “switch to channel 7” or “order pay-
per-view program 25.” For a cell phone, a typical command might be “switch to vibrate only
mode.” For a computer, a typical command might be “download Windows updates.” For a
security system, a typical command might be “unlock front door, access code 13572.”

The system of the present invention has particular applicability in networked systems
where control of a local device requires interaction or authorization of a remote party or
entity in addition to speech and voice processing of a voice command. For example, in a
premises or vehicle security system, an end user or customer will be present at a local site
along with the local device to be controlled (e.g., a local security control processor). The
customer interacts with a service provider, such as a security company, which in turn relies
on a third party that supplies the remote processor configured to receive and interpret selected
voice commands and to supply corresponding command signals to the local device. The
service provider can relay signals between the customer and remote processor or monitor the
communications therebetween and control various aspects of the process, such as billing.

The above and still further features of the invention will become apparent upon
consideration of the following definitions, descriptions, and descriptive figures of specific
implementations thereof wherein like reference numerals in the various figures are utilized to
designate like components. While these descriptions go into specific details of the invention,
it should be understood that variations may and do exist and would be apparent to those

skilled in the art based on the descriptions herein.
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BRIEF DESCRIPTION OF THE FIGURES

Fig. 1 is a functional block diagram that illustrates a system for implementing the

present invention.

Fig. 2 is a flow diagram that illustrates operation of the system shown in Fig. 1 in
accordance with an exemplary embodiment of the present invention.

Fig. 3 is a functional block diagram that illustrates another implementation of the
present invention.

Fig. 4 is a flowchart that illustrates the operation of the implementation of the present

invention shown in Fig. 3.

DETAILED DESCRIPTION

Referring to Fig. 1, a block diagram for a system for controlling a local device using
remote speech and voice recognition processing according to an exemplary embodiment of
the present invention includes a local command processor 110, a local controllable device
120, a remote processor 130, a communication link 140 between the local command
processor 110 and the remote processor 130, and a communication link 150 between the
remote processor 130 and the local controllable device 120. Local command processor 110
and local controllable device 120 are co-located at the same site and are typically within a
region occupied by a user. Specifically, local command processor 110 is typically within
proximity to the user (e.g., within hand’s reach) to permit reception of acoustic voice
commands issued by the user. Local controllable device 120 is typically within reach of the
user or within visual range or earshot of the user, such that the user is able to perceive in
some manner that the state of the local controllable device has been changed in response to
the voice command being carried out. Optionally, local command processor 110 and local
controllable device 120 can be two separate devices. Another option is that a common local
device 160 includes both local command processor 110 and local controllable device 120 in a
single device (a dashed box is used for local device 160 in Fig. 1 to indicate that including
these two devices in a single local device is optional).

Local command processor 110 and local controllable device 120 are typically

incorporated into a common local device when the local device commonly includes a
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microphone, such as a wireless telephone or a two-way radio. In contrast, the local command
processor is typically a separate device when the local controllable device does not normally
include a microphone, such as a television. Optionally, the local command processor 110 and
the local controllable device 120 can be components of a networked system, such as a
computer or communication network or a security system for a premises (e.g., a home,
building, or facility) or for a vehicle (e.g., an automobile or truck).

Local command processor 110 includes a microphone or similar mechanism for
picking up acoustic signals. As used herein, an acoustic signal comprises pressure waves that
travel through a medium, such as air. Within the range of audible frequencies, such an
acoustic signal is perceptible as sound (i.e., sound waves).

In Fig. 2, a flow diagram illustrates the operations performed according to an
exemplary embodiment of the invention using the arrangement shown in Fig. 1. In operation
210, to control the local controllable device 120, the operator or user at the local site issues an
audible voice command (which is an acoustic signal) which can be detected by the
microphone of the local command processor 110. The voice command may be directly
spoken by a human or, optionally, can be a recorded reproduction. Once an acoustic signal is
detected, local command processor 110 converts the acoustic signal to an audio signal, such
as an electrical or electromagnetic representation of the acoustic signal (operation 220). The
audio signal can be an analog signal or can be sampled to form a digital signal.

Communication link 140 can employ any one or combination of communication
media and protocols to convey the audio signal from the local site to a remote site (operation
230). For example, the communication medium can include conductive (copper) wires,
coaxial cables, optical fibers, wireless channels, and combinations thereof. The audio signal
can be conveyed via any of a variety of communication schemes including, but not limited fo,
a conventional land-line telephone network, RF links, private or public data networks (e.g.,
an intranet, wide area network, or the Internet), satellite communications, and combinations
thereof. Likewise, the audio signal can be transmitted as an analog signal or as a digital
signal using a suitable transmission protocol (e.g., a TCP/IP compliant protocol, packetized
data, VOIP, etc.). Depending on the nature of communication link 140, local command
processor 110 includes suitable means for processing the audio signal for transmission over

communication link 140, such as a modem, an RF transmitter and antenna, etc.
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Optionally, some degree of pre-processing can be performed on the audio signal by
the local command processor. For example, if the received acoustic signal is excessively
long, the local command processor can buffer and/or compress the signal for efficient
transmission. Conversely, if the audio signal contains rapid speech or is unusually short, the
local command processor can expand or slow down the audio signal prior to transmission.

Referring again to Fig. 1, remote processor 130 is located at a remote site that is
geographically separate from the local site (generally, not in the same building or facility).
Preferably, remote processor 130 supports a plurality of local devices in a networked system.
For example, the remote processor may support a home security system from a central site,
where the local sites are the homes or businesses of individual customers.

Remote processor 130 includes at least a speech recognition processor and a voice
recognition processor. Although not shown in Fig. 1, remote processor 130 also includes a
receiver capable of receiving audio signals from communication link 140 and a transmitter
for transmitting resulting command signals over communication link 150 (e.g., a modem).
Upon reception of an audio signal, the speech recognition processor attempts to identify a
voice command within the audio signal (operation 240 in Fig. 2). The speech recognition
processing involves performing any of a variety of signal processing techniques for
identifying spoken words or sets of words within an audio signal. Such techniques and
algorithms are well known in the art and not described here in detail.

Preferably, the speech recognition processor includes a stored list of valid commands
that can be used to control the local device and is tailored to identify only these specific valid
commands. For example, in the case of a security system, only specific sets of words may
constitute valid commands, such as “unlock front door,” “lock windows,” or “arm perimeter
alert system.” Likewise, passwords or security codes can be used with commands for
additional security. Where the local device is a television, the valid commands may be the
numbers of television stations or specific programs to be viewed. With a wireless telephone
or two-way radio, the commands may relate to operational configuration of the telephone or
radio, such as a command to enter a vibrate mode for incoming calls or to switch to particular
channel or network for further communications.

Voice recognition processor analyzes audio signals received at the remote processor

to determine whether the person issuing the voice command is authorized to issue the
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command (operation 250 in Fig. 2). The processing involves comparing the characteristics
(e.g., frequency spectrum, speech patterns, etc.) of the audio signal to stored voice
information to determine whether the audio signal voice matches that of an authorized user.
Algorithms and processing techniques for performing voice recognition are well known in the
art and not described here in detail. Voice recognition processing provides an additional
degree of security, which prevents an unauthorized person at the local site from affecting or
manipulating the local controllable device in some manner.

For éxample, in the case where the local controllable device is a television, voice
recognition processing can prevent an unauthorized person (e.g., a child) from accessing
certain channels or ordering pay-per-view shows, whereas an authorized person (e.g., a
parent) can be authorized to access all channels by issuing voice commands via a telephone
or the like.

In the case of a security system, voice recognition permits only authorized users. to
control some aspect of the system with a voice command, such as accessing a premises or
vehicle. In the case of a computer network, voice recognition prevents unauthorized users
from accessing certain information, viewing certain websites, reconfiguring equipment,
downloading software, etc.

While speech recognition processing and voice recognition processing are shown
sequentially in the flow diagram of Fig. 2, it will Be appreciated that these two operations can
be performed sequentially in either order or in parallel. Optionally, where speech and voice
and recognition processing are performed sequentially, if the first performed processing fails
to produce an acceptable result (i.e., no valid voice command is detected or no authorized
voice is identified), the subsequent processing need not be performed.

In operation 260, if a voice command is successfully identified via the speech
recognition processing and if the voice recognition processing authenticates that the voice is
that of an authorized operator, then the remote processor transmits a command signal to local
controllable device 120 (located at the local site) over communication link 150 in order to
alter a state of the local controllable device 120. The command signal is preferably a digital
signal having a format that is recognizable to local controllable device 120. Communication
links 140 and 150 can be the same, two-way communication link or can be separate

communication links. Communication link 150 can employ any one or combination of
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communication media and protocols, such as those previously listed for communication link
140; however, in general, communication link 150 need not necessarily be of the same type
as link 140.

Local controllable device 120 includes a receiver, modem, processor, or other
components capable of receiving and interpreting the command signal. The mechanism for
receiving the command signal need not be integrally formed with the component of the local
controllable device whose state is to be altered. In general, the remote processor may be
implemented as hardware, software, or a combination thereof. Likewise, the processing
performed by the local command processor and local controllable device can be implemented
with hardware, software, or a combination thereof.

The following are some examples of states of local controllable devices that can be
altered via a command signal. It will be appreciated that the invention is not limited to these
specific examples. In the context of a two-way radio, such as a military or public safety
radio, the command signal may instruct the radio to change an operational status (e.g., on/off,
standby mode, sleep mode, etc) or change a setting (e.g., increase/decrease volume, change
transmission settings, change frequency, etc.). If the local device is a television, virtually any
of the conventional operations that can be performed via a remote control can be carried out
via a remotely processed voice command (e.g., changing channels, changing volume, on/off,
adjusting setting, recording, adjusting screen settings, blocking channels, etc.). In a security
system, a door or gate can be changed from a locked state to an unlocked state or vice versa,
or a sensor (e.g., motion detector, heat detector, smoke detector, etc.) can be instructed to be
in an armed (on) state or an unarmed (off) state.

In an appropriate setting, an operator can effect a global change through a locally
issued “broadcast command,” which can result in a state change in the operator’s local device
as well as other related devices. For instance, in a tactical field setting, an on-scene
commander could change the transmitting frequency of his radio (i.e., local device) along
with the frequency of the radios of the units with whom he must communicate.

A particularly useful configuration for the system of the present invention is now
described in connection with Figs. 3 and 4, where a remote service provider provides a
service to a customer at a local site. In this scheme, a local operator (customer) issues a

voice command at the local site to control the local controllable device 120, and the local
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command processor 110 generates the audio signal in the manner described above (operations
410 and 420 in the flow diagram of Fig. 4). In operation 430, the local command processor
transmits the audio signal to the service provider 170 at a service provider site via a
communication link. The service provider then forwards the audio signal to the remote
processor 130 at the remote site (operation 440), which performs speech recognition
processing and voice recognition processing as described above (operations 450 and 460). In
operation 470, if a valid voice command is identified in the audio signal and if the operator is
authenticated as an authorized operator, remote processor 130 transmits a command signal to
the service provider. The service provider then forwards the command signal to the local
controllable device 120 at the local site to control the state of the device, as described above
(operation 480).

In this manner, the service provider is intermediate to the local site and the remote
site, and the audio signal and the resulting command signal are routed through the service
provider. This arrangement allows the service provider to monitor and manage the command
activity and the current state of the local controllable device at the local site as well as the
signal traffic to and from the remote processor at the remote site. Thus, for example, the
service provider can be alerted by the remote processor if a number of failed attempts are
made to control the local controllable device, and business aspects of the service to the
customer that relate to command activity, such as billing matters, can be managed by the
service provider. For example, when the command is not authenticated, i.e., an imposter is
attempting access, notification of location of the imposter to relevant authorities is possible
since the location of the local site from which the audio signal originated is known.

The remote processor, which provides speech and voice recognition processing, can
be a secondary service provided to the service provider by a separate entity. In this manner,
an entity specializing in speech and voice recognition processing can offer audio signal
processing services to a number of service providers, which can be in different industries or
lines of business. This scenario allows the audio signal processing to be modified or
upgraded easily, since the processing is centralized at one or more remote sites dedicated to
remote audio signal processing.

According to another arrangement, the service provider can monitor or manage

activities at the local site and remote site, but transmission of the audio signal and
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corresponding command signal can occur directly between the local site and the remote site
(i.e., these signals are not routed through the service provider site). This arrangement, which
may reduce signal delays and system complexity, is depicted in Fig. 3 with dashed lines
extending between the local site and the remote processor.

According to yet another option, the remote processor can be located directly at the
service provider site. In this case, speech and voice recognition hardware and/or software can
be supplied to the service provider and integrated into the service provider’s system support
scheme.

A security system is one example of a system involving a customer, service provider,
and an audio signal processing service. The local site can be a customer’s home, vehicle, or
business premises that is linked via a network to a service provider’s central control site that
monitor many such vehicles or premises. The security service provider may subscribe to or
pay a licensing fee to use the speech and voice recognition processing of a third party, which
is adapted to recognize certain voice commands and certain authorized users, depending on
the particular customer or the particular service provider.

The present invention advantageously permits a local operator to control a local
device using voice commands without requiring the complex processing and memory
capabilities associated with speech and voice recognition processing to be incorporated into a
local device. By performing complex speech and voice recognition processing remotely, the
local device can have fewer components, be smaller, use less power, and cost less than a
device that performs these operations locally. Further, upgrades to speech and voice
recognition software would not require significant reconfiguration of the local device.

Having described specific features, details, and implementations, it is believed that other
modifications, variations and changes will be suggested to those skilled in the art in view of
the above description. It is therefore to be understood that such variations, modifications, and
changes are believed to fall within the scope of the invention as defined by the appended
claims. For example, the command may be an analog signal. Alternately, the command may

be a digital signal or an analog signal converted to a digital signal.
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What is Claimed is:

1. A method for remotely processing a locally-generated voice command to control a
local device, the method comprising:

(a) receiving at a local site an acoustic signal and generating an audio signal from the
acoustic signal;

(b) transmitting the audio signal to a remote site;

(c) performing speech recognition processing on the audio signal at the remote site to
identify a voice command from the audio signal;

(d) performing voice recognition processing on the audio signal at the remote site to
determine whether the audio signal has been supplied by an authorized user;

(e) generating a command signal in response to identifying a voice command from an
authorized user; and

(f) transmitting the command signal to the local device at the local site to effect a

change in a state of the local device.

2. The method of claim 1, wherein a service provider provides a service to a customer
located at the local site, the method further comprising:

(g) receiving, at a service provider site, the audio signal transmitted from the local
site;

(h) re-transmitting the audio signal from the service provider site to the remote site;

(i) receiving, at the service provider site, the command signal transmitted from the
remote site; and

(j) re-transmitting the command signal from the service provider site to the local site.

3. The method of claim 1, wherein a service provider provides a service to a customer

located at the local site, wherein the service includes (a) — (f).

4. The method of claim 3, wherein the service provider provides a premises security

service or a vehicle security service or both.

5. The method of claim 3, wherein the service provider provides a network security

service for a communication or computer network.

12
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6. The method of claim 1, wherein the local device receives the acoustic signal.

7. The method of claim 1, wherein a device separate from the local device receives

the acoustic signal.
8. The method of claim 1, wherein the local device is a communication device.

9. The method of claim 1, wherein in the local device is a component of a security

system for a premises or a vehicle.

10. The method of claim 1, wherein (a) includes generating a digital audio signal

from the acoustic signal.

11. The method of claim 1, wherein (b) includes transmitting the audio signal by at

least one of: a wireless link, a wire link, and an optical link.

12. The method of claim 1, wherein the audio signal and the command signal are

transmitted over a common, two-way communication link.

13. The method of claim 1, wherein the audio signal and the command signal are

transmitted on different communication links.

14. An apparatus for remotely processing a voice command generated at a local site
to control a local device at the local site, comprising:

a receiver located at a remote site that is remote from the local site, wherein the
receiver is configured to receive an audio signal originating from the local site;

a speech recognition processor located at the remote site, the speech recognition
processor being configured to identify a voice command from the audio signal;

a voice recognition processor located at the remote site, the voice recognition

processor being configure to determine whether the audio signal has been supplied by an

13
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authorized user, wherein the apparatus generates a command signal in response to identifying
a voice command from an authorized user; and
a transmitter located at the remote site, the transmitter transmitting the command

signal to the local device at the local site to effect a change in a state of the local device.

15. The apparatus of claim 14, wherein a service provider provides a service to a
customer located at the local site, wherein the audio signal is supplied to the apparatus via the

service provider.

16. The apparatus of claim 14, wherein the apparatus supports a security system and

the command signal controls a component of the security system at the locate site.

17. A system for remotely processing a locally-generated voice command to control a
local device, comprising:

a local command processor configured to receive at a local site an acoustic signal, the
local command processor generating an audio signal from the acoustic signal and transmitting
the audio signal to a remote site;

a remote processor located at the remote site, the remote processor performing speech
recognition processing on the audio signal to identify a voice command and performing voice
recognition processing on the audio signal to determine whether the audio signal has been
supplied by an authorized user, wherein the remote processor generates a command signal in
response to identifying a voice command from an authorized user and transmits the command
signal to the local site; and

a local device located at the local site and configured to receive the command signal,
wherein the local device changes a state of the local device in response to the command

signal.

18. The system of claim 17, wherein a service provider provides a service to a
customer located at the local site, wherein the audio signal is transmitted from the local site to
a service provider site and re-transmitted from the service provider site to the remote site, and
wherein the command signal is transmitted from the remote site to the service provider site

and re-transmitted from the service provider site to the local site.

14
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19. The system of claim 17, wherein in the local device is a component of a security

system for a premises or a vehicle.

20. The system of claim 17, wherein in the local device is a component of a security

system for a computer network or communication network.

21. The system claim 17, wherein the local device comprises the local command

Processor.

22. The system of claim 17, wherein the local device and the local command

processor are separate devices.

23. The system of claim 17, wherein the local device is a communication device.

24. A system for remotely processing a locally-generated voice command to control a
local device, comprising:

means for generating an audio signal from an acoustic signal received at a local site;

means for transmitting the audio signal to a remote site;

means for performing speech recognition processing on the audio signal at the remote
site to identify a voice command;

means for performing voice recognition processing on the audio signal at the remote
site to determine whether the audio signal has been supplied by an authorized user;

means for generating a command signal in response to identifying a voice command
from an authorized user;

means for transmitting the command signal to the local site; and

means for changing a state of the local device in response to receiving the command

signal at the local site.

15
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ABSTRACT OF THE DISCLOSURE

A technique for remotely processing a local audio command to control a local device
includes: receiving at a local site an acoustic signal and generating a corresponding audio
signal; transmitting the audio signal to a remote site; performing speech recognition
processing on the audio signal at the remote site to determine whether the audio signal
includes a command; performing voice recognition processing on the audio signal at the
remote site to determine whether the audio signal has been supplied by an authorized user;
generating a command signal in response to the audio signal including a command and being
supplied by an authorized user; and transmitting the command signal to a device at the local

site to effect a change in a state of the local device.

16

IPR2024-01301 Page 00022



"9l
e
)
W= I
40551044 “ —! T19VT1041N0)
NOILINSODIY " L L W01
7I0A |
u Y0S5T04d “
WOSD0W | 0K |
NOLLINDOD3Y [ vossmou
13345 |
s_\ L\ W01
0l
s_\ L

3015 10K

LS W01

_
|
_
_
_
_
_
_
|
_

(TYNDIS J1L5N0DY)

NVHHO) —=—— ONYHWO0)

110

IPR2024-01301 Page 00023



OPERATOR ISSUES VOICE JO

COMMAND (ACOUSTIC SIGNAL)
AT LOCAL SITE

RECEIVE ACOUSTIC SIGNAL 220

AT LOCAL COMMAND PROCESSOR
AND GENERATE CORRESPONDING )

AUDIO SIGNAL

TRANSMIT AUDIO SIGNAL 230
OVER A COMMUNICATION

LINKTO A REMOTE ——J

PROCESSOR AT REMOTE SITE

REMOTELY PERFORM SPEECH 240
RECOGNITION PROCESSING ON AUDIO
SIGNAL TO IDENTIFY COMMAND

|
REMOTELY PERFORM VOICE 250
RECOGNITION PROCESSINGTO| )

AUTHENTICATE OPERATOR
‘ 260
TRANSMIT COMMAND SIGNAL FROM
REMOTE SITE TO DEVICE AT LOCAL J
SITE TO CONTROL A STATE OF

DEVICE IF COMMAND IS IDENTIFIED
IN AUDIO SIGNAL AND OPERATOR
IS AUTHENTICATED

FIG.2

IPR2024-01301 Page 00024



40553)04d
NOLLINDOI3Y
1)10A

¥0553)04d
NOILINI0)3Y
H)314S

05533044
JL0K3Y

43QIA0Yd
DIAY3S

0¢l \

311§ JLOWIY

1130
18Y11041N0D

W01
01—

405532044

S_\

ANYWWO)

S - ——

I.h\ V01
01l

311 (1¥201) ¥IW0LSN)

(1YNDIS 1L5N0DY)

(ANYWWO)
1I0A

IPR2024-01301 Page 00025



OPERATOR ISSUES VOICE 410
|COMMAND (ACOUSTIC SIGNAL) J
AT LOCAL SITE

RECEIVE ACOUSTIC SIGNAL 20
AT LOCAL COMMAND PROCESSOR
AND GENERATE CORRESPONDING )

AUDIO SIGNAL
TRANSMIT AUDIO SIGNAL] 430
TO SERVICE PROVIDER |—

FORWARD AUDIO SIGNAL TO _ﬁo
REMOTE PROCESSOR AT REMOTE SITE

REMOTELY PERFORM SPEECH 450
RECOGNITION PROCESSING ON AUDIO J
SIGNAL TO IDENTIFY COMMAND

REMOTELY PERFORM VOICE 460
RECOGNITION PROCESSING TO J
AUTHENTICATE OPERATOR

TRANSMIT COMMAND SIGNAL FROM REMOTE SITE 470
TO SERVICE PROVIDER IF COMMAND 1S IDENTIFIED )
IN AUDIO SIGNAL AND OPERATOR IS AUTHENTICATED

|

FORWARD COMMAND SIGNALTO| 450
DEVICE AT LOCAL SITE T0 )
CONTROL STATE OF DEVICE

FIG.4

IPR2024-01301 Page 00026



Jan 19 0S : it y
o e 03:07p John UW. Wittenberg 2604712007 p.2

v
»

Atty. Docket No. 0918.0275C

DECLARATION AND POWER OF ATTORNEY
(Patent, Design or C-I-P Application)

As a below-named inventor, [ hereby declare that:

My residence, post office, address and citizenship are as stated below next to my name I believe 1 am the
original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor
(if plural names are stated below) of the subject matter which is claimed and for which a patent is sought
on the invention “Methods and Apparatus for Remotely Processing Locally Generated Commands to
Control a Local Device” the specification of which

X ___is attached hereto

__wasfiled on as Application Serial No. and was amended on
I hereby state that 1 have reviewed and understand the contents of the above-entitled specification,
including the claims, as amended by any amendment referred to above.
I acknowledge the duty to disclose information which is material to the examination of this application
in accordance with Title 37, Code of Federal Regulations §1.56(a).
I hereby claim foreign priority benefits under Title 35 United States Code, §119 of any foreign
application(s) for patent or inventor's certificate listed below and have also identified below any foreign
application for patent or inventor's certificate having a filing date before that of the application on which
priority is claimed.

COUNTRY APPLICATION NO. DATE OF FILING PRIORITY CLAIMED UNDER 35
US.C.119

Yes No

LISTING OF FOREIGN APPLICATIONS CONTINUED ON PAGE 2 HEREOF YES __ NO_X

I hereby claim the benefit under Title 35, United States Code, '119(e) of any United States provisional application(s)
listed below:

(Application Serial No.) (Filing Date)

[ hereby claim the benefit under Title 35, United States Code, §120 of any United States
application(s) listed below and, insofar as the subject matter of each of the claims of this
application is not disclosed in the prior United States application in the manner provided by the
first page of Title 35, United States Code, §112, I acknowledge the duty to disclose material
information as defined in Title 37, Code of Federal Regulations, §1.56(a) which occurred

between the filing date of the prior application and the national or PCT International filing date
of this application

(Application Serial No.) (Filing Datc) (Status)

POWER OF ATTORNEY: As a named inventor, I hereby appoint the following attomney(s)
and/or agent(s) to prosecute this application and transact all business in the Patent and
Trademark Office connected therewith.

)
y /({)/U
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DECLARATION AND POWER OF ATTORNEY
(Patent, Design or C-I-P Application)

Thomas M. Blasey, Reg. No. 33,475 of 1650 Tysons Blvd., Suite 1700, McLean, VA 22102
IRA C. EDELL, Reg. No. 24,119,

STUART B. SHAPIROQ, Reg. No. 40,169,

PATRICK J. FINNAN, Reg. No. 39,189

HOWARD R. RICHMAN, Reg. No. 41,451

ANDREW J. ALDAG, Reg. No. 40,483

HEATHER MORIN, Reg. No. 37,336

MICHAEL E. GRENDZYNSKI, 54,790

WESLEY W. MULLER, Reg. No. 50,988

AISHA AHMAD, Reg. No. Reg. No. 47,381

D. ANDREW FLOAM, Reg. NO. 34,597

of EDELL, SHAPIRO & FINNAN, LLC

1901 Research Boulevard, Suite 400, Rockville, Maryland 20850-3164.

SEND CORRESPONDENCE TO: DIRECT TELEPHONE CALLS TO:
Patrick J. Finnan, Esquire (301)424-3640

Registration No. 37,336

Edell, Shapiro & Finnan, LLC

1901 Research Blvd., Suite 400

Rockville, Maryland 20850

FULL NAME OF LAST NAME: FIRST NAME: MIDDLE NAME:
INVENTOR #1 Wittenberg John W.
RESIDENCE & CITY: STATE OR COUNTRY OF
CITIZENSHIP Fort Wayne FOREIGN CITIZENSHIP:
COUNTRY: U.S.
Indiana
POST OFFICE ADDRESS | POST OFFICE CITY: STATE OR
ADDRESS: COUNTRY AND ZIP
1919 West Cook Fort Wayne CODE:
Road Indiana 46819

[ hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States
Code and that such willful false statements may jcopardife the validity of the application or any
patent issuing thereon. /‘/ (

/
T jj"—~;./~:.~..?4-~ -
Signature of Inventor ’t’%f, Z v
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John W. WITTENBERG

Dae /-/9-2005"
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Attorney Docket No. 0918.0275C

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of
John W. WITTENBERG
Serial No.:  Not Yet Assigned

Filed: Herewith

For: REMOTE SPEECH PROCESSING FOR LOCAL COMMANDS

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

NONPUBLICATION REQUEST - 37 C.F.R. §1.213

I hereby certify that the invention disclosed in the attached application has not and
will not be the subject of an application filed in another country, or under a multilateral
international agreement, that requires publication of applications eighteen months after
filing. I hereby request that the attached application not be published under 35 U.S.C.
§122(b).

— Respectfully submitted by
Dated'&_ﬁﬁam EDELL, SHAPHRQ & FINNAN, LLC
EDELL, SHAPIRO & FINNAN, LLC By: :

CUSTOMER NO. 27896 Pafick J¢Finnan
1901 Research Boulevard, Suite 400 Reg. No. 39,189

Rockville, MD 20850
(301) 424-3640
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re the PATENT application of
John W. WITTENBERG
Serial No.: Not Yet Assigned
Filed: Herewith

For: Methods and Apparatus for Remotely Processing Locally
Generated Commands to Control a Local Device

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INFORMATION DISCLOSURE STATEMENT
UNDER 37 C.F.R. §1.97(b)

Pursuant to the duty imposed by 37 C.F.R. §1.56 to disclose information which
may be material to the patentability of the above-identified patent application, the
Applicant(s) would like to direct the Examiner's attention to the documents listed on the
enclosed Information Disclosure Citation Form (PTO/SB/08). In accordance with this
duty of disclosure, Applicant(s) hereby submits the following information in
conformance with 37 C.F.R. §§1.97 and 1.98.

X Pursuant to 37 C.F.R. §1.98, a copy of each document cited in the attached
Form PTO/SB/08 is enclosed.

[l  The subject Information Disclosure Statement is being filed without
copies of the listed U.S. Patents and/or U.S. patent application
publications pursuant to the waiver of the requirement under 37 C.F.R.
§1.98(a)(2)(i) for applications filed after June 30, 2003. Copies of the
listed foreign patent documents and/or non-patent literature are enclosed
herewith.

[]  No copies of the publications listed on the attached Form PTO/SB/08A are
being provided pursuant to 37 C.F.R. §1.98(d) because the publications
were previously cited by or submitted to the Office in prior Application

Serial No. to which the above-identified application claims priority
under 35 U.S.C. §120.
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Serial No. Not Yet Assigned
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] Publication(s) listed on the attached Form PTO/SB/08A were cited
in a foreign search or examination report corresponding to
application serial no. and mailed on

[]  Enclosed is a copy of a non-English publication(s) . Pursuant to
§609 of the M.P.E.P., Applicant submits the attached foreign search or
examination report, which cites such non-English language publication(s).

] Enclosed is a copy of a non-English publication(s) . English
language publication (copy enclosed) claims priority from this non-
English publication.

] Enclosed is an explanation of non-English publication(s) for which

an English translation is not available.

] Enclosed is an English translation of non-English publication(s)
cited in the attached Form PTO/SB/08A.

[]  Enclosed is a copy of pending patent Application Serial No. .

This Information Disclosure Statement is filed within any one of the following
time periods:

] within three months from the filing date of this national application
other than a CPA under 37 C.F.R. § 1.53(d);

[]  within three months from the date of entry of the national stage as
set forth in 37 C.F.R. §1.491 in this international application;

] before the mailing date of a first office action on the merits; or

[]  before the mailing of a first office action after the filing of a
request for continued examination under 37 C.F.R. § 1.114.

It is respectfully requested that the Examiner consider the above-noted

information and return an initialed copy of the attached Form PTO/SB/08A to the

undersigned.
Respectfully submitted by
Dated: : f / (9[ l m’ EDELL, SH FINNAN, LLC
EDELL, SHAPIRO & FINNAN, LLC By:
CUSTOMER NO. 27896 .
1901 Research Boulevard, Suite 400 Reg. No. 39,189
Rockville, MD 20850

(301) 424-3640
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