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What Are Flash Cookies and How Can You Stop Them?
If you are concerned about your privacy online, it's worth learning about how Flash cookies work and what you can do to control them.

BY JOHN HERRMAN PUBLISHED: SEP 23, 2010 1:20 PM EDT

Media Platforms Design Team

A minor furor has been raised after yesterday's New

York Times report about privacy issues regarding

Flash cookies. These cookies are small pieces of

information stored and accessed by Adobe Flash, the
browser plug-in used by sites ranging from YouTube to
Farmville. As the Times reported, some users are going

so far as to sue companies that use these innocuously
named tracking tools, which most people never even

knew existed. If you are concerned about your privacy
online, it's worth learning about how Flash cookies
work and what you can do to control them.

Locally stored files are common currency for Internet
browser software. Every time you surf the Internet,

your browser collects bits and pieces of information
from the sites you visit, either in the form of cache,
which stores photos and site data on your hard drive

to help speed up page loading, or cookies, which are small files deposited on your computer so Websites can
remember certain things about you. (Whether you've been to their site before, added something to your

shopping cart, or logged in with a username and password, for example.)

But cookies aren't just deposited by site hosts. Advertising companies, whose ads are often present across
multiple sites visited by a given user, can plant cookies of their own, giving them a window into browsers' surfing

habits. This rightly makes some people uncomfortable, so browser makers have for years included tools to clear
local storage and cookies, limit their use in the first place, or specifically block third-party cookies. Enter Flash
cookies.

Like your browser, the Flash plug-in displays all kinds of content—animation, Web apps, text and images—and,
accordingly, stands to benefit from local storage. Instead of using the browser's local storage system, though, it

has its own. Adobe tells Popular Mechanics this capability is "a required capability [for Flash] to support rich
Internet applications," and that it helps provide "a better user experience." The problem is, some sites are using
Flash local storage for an entirely different purpose.

"Clearly enough consumers have said 'no' to cookie-based data mining that advertisers have had to invest in new
technologies to track user data," says Ben Nell, Senior Security Engineer at Foreground Security. He's talking, of

course, about Flash. "Flash cookies were designed to track user preferences in Flash applications, and their
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adoption as a mechanism to keep tabs on our browsing behavior is recent enough that tools that many
consumers rely on to clear their cache of advertisers' cookies aren't even looking for them."

In other words, the Flash plug-in is able to store data locally just like your browser does, but in a different
location on your hard drive. "And since Flash is an add-on component," says Nell, "built-in browser controls over

standard cookies don't apply to Flash cookies."

Such is the problem with Flash local storage: You're probably not aware of it, nor are you in control of it. But
that doesn't mean you can't be. By right-clicking any Flash content, you can access local storage settings for a

particular Website (i.e., YouTube.com), and reduce the local stored content to 0, deleting any data the site has
previously planted on your computer and preventing future storage.

If you want more control over Flash cookies in general, you'll need to open up the Adobe Settings Manager,
accessible either by right-clicking Flash content and clicking "Global Settings," or by navigating directly to your
storage settings through the Flash Website. Here you can clear some or all of your Flash cookies manually

through the Website Storage panel, or even turn off Flash Storage completely, though the latter may prevent
some sites from working properly.

The main problem here—that sites can store and maintain data and tracking cookies through your Flash plug-in,

regardless of your browser's privacy settings—is something Adobe is aware of and says will soon be addressed.
The latest version of Flash (10.1) already supports the private browsing features of browsers like Firefox and

Internet Explorer, which prevent data from being stored locally when activated. Additionally, Adobe says, the
company is working with "major browser vendors to develop effective approaches that allow users to control
local storage in Flash Player directly from their browser privacy settings"—a fix that could eliminate this problem

entirely.

http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager03.html#117498
https://googleads.g.doubleclick.net/aclk?sa=l&ai=C7Ns8mQwsZ6iqIKPnrr4P69yN8Aioztuhe7vxxIqXE7aQHxABILvjhyRgya6ZjeykgBCgAZyv-6gCyAEC4AIAqAMByAMIqgS1A0_Qc7yUXsbFR4VgJgwrZ4LuUTKRDy5dO6rpxn4htjX4ZGLWV4FwyIbd0Fy0iNwqtYgSlC-3gAKtyNSYjf7qESoUmsl6Q9E41F8ohZRgMz0179rbbDT_wIvqd4OFl2KzXcrKGWDXm5D31DC-RxXmltsjZh2rP2dl0BgEype9GJvzDUQ25HvT3pg1t7mf4BDUIM3LL1YiMRggFr5TeJzJPNI_8L4NhF4D12zy9JI9U-rPiGPbTe6rr9n7C20xwXcM5alUt8tc55lSL7gfFPFRdkiHA_WR4P3_9bcxv9iFy6OKvyhF4H4VcvTBrYZGJ60U6kEXzvzod5GUdizoDJgxlE6g8I7_9HHAdBPdkyqSs9CmvX_WcWv4j-xXv2BZMpi7wnSOakPD4r2cMv6q_v0Spu4iKkjx_tiKDJmJgW1roWCfJ60_CdUa0IMGI3YqiY47VM5aVjkRsNDQPowav7DM5YDHYS6KfeC6DPY0lFnp8vquzycMargzKtPw3Jo7lv512mNj75wv9OVbqOtN2blO-gxCSwM7kxmMQ6dlxydK3ZFLw-ylD_TkaxmTi269grim83r5_SYvwATZpOfCgAXgBAGIBbz59-9QoAYCgAfM0ITXAagH1ckbqAfZtrECqAemvhuoB47OG6gHk9gbqAfulrECqAf-nrECqAevvrECqAeaBqgH89EbqAeW2BuoB6qbsQKoB4OtsQKoB-C9sQKoB_-esQKoB9-fsQKoB8qpsQKoB-ulsQKoB-qxsQKoB5m1sQKoB763sQKoB_jCsQKoB_vCsQLYBwHSCC8IjOGAQBABGB0yBIvCgQ46EJrQgICAgAyAwICAgKCIgAJIvf3BOliQiYOa_siJA7EJrEpP1mxBafmACgOYCwHICwHaDBAKChDQ0dK9qNqu8WkSAgEDqg0CVVPIDQHiDRMIvMODmv7IiQMVo7PLAR1rbgOO6g0TCPu1hJr-yIkDFaOzywEda24DjtgTDdAVAZgWAfgWAYAXAbIXAhgBuhcCOAGyGAkSArBTGAIiAQDQGAHoGAE&ae=1&ase=2&gclid=EAIaIQobChMI6NqGmv7IiQMVo7PLAR1rbgOOEAEYASAAEgJjavD_BwE&num=1&cid=CAQSQACa7L7dao_4JkPVLydk3C3vpE-Z4CAt3hnCHIenoGhTrzidlbbCefldbQdCbAt_Zxdd9FlAaxTrMO4op3Ha1J8YAQ&sig=AOD64_2lZ5CtroT30Poc5-vqeupbhTScVA&client=ca-pub-1301581561755234&rf=5&nx=CLICK_X&ny=CLICK_Y&uap=UACH(platform)&uapv=UACH(platformVersion)&uaa=UACH(architecture)&uam=UACH(model)&uafv=UACH(uaFullVersion)&uab=UACH(bitness)&uaw=UACH(wow64)&uafvl=UACH(fullVersionList)&nb=2&adurl=https://www.hero-wars.com/%3Fdelayedsignup%3Dtrue%26nx_source%3Dadx_adwordsdisplay.hw_wb_uf_-.cc-us.g-mix.a-mix.au-theme_sites.opt-purchase2.cr-hw_st_loothead1a.cn-970_250.lp-delayed.dt-display.cid-21709585596.agid-171938796121.csd-291024.-%26aid-719258592680%26gad_source%3D5%26gclid%3DEAIaIQobChMI6NqGmv7IiQMVo7PLAR1rbgOOEAEYASAAEgJjavD_BwE
https://googleads.g.doubleclick.net/aclk?sa=l&ai=C7Ns8mQwsZ6iqIKPnrr4P69yN8Aioztuhe7vxxIqXE7aQHxABILvjhyRgya6ZjeykgBCgAZyv-6gCyAEC4AIAqAMByAMIqgS1A0_Qc7yUXsbFR4VgJgwrZ4LuUTKRDy5dO6rpxn4htjX4ZGLWV4FwyIbd0Fy0iNwqtYgSlC-3gAKtyNSYjf7qESoUmsl6Q9E41F8ohZRgMz0179rbbDT_wIvqd4OFl2KzXcrKGWDXm5D31DC-RxXmltsjZh2rP2dl0BgEype9GJvzDUQ25HvT3pg1t7mf4BDUIM3LL1YiMRggFr5TeJzJPNI_8L4NhF4D12zy9JI9U-rPiGPbTe6rr9n7C20xwXcM5alUt8tc55lSL7gfFPFRdkiHA_WR4P3_9bcxv9iFy6OKvyhF4H4VcvTBrYZGJ60U6kEXzvzod5GUdizoDJgxlE6g8I7_9HHAdBPdkyqSs9CmvX_WcWv4j-xXv2BZMpi7wnSOakPD4r2cMv6q_v0Spu4iKkjx_tiKDJmJgW1roWCfJ60_CdUa0IMGI3YqiY47VM5aVjkRsNDQPowav7DM5YDHYS6KfeC6DPY0lFnp8vquzycMargzKtPw3Jo7lv512mNj75wv9OVbqOtN2blO-gxCSwM7kxmMQ6dlxydK3ZFLw-ylD_TkaxmTi269grim83r5_SYvwATZpOfCgAXgBAGIBbz59-9QoAYCgAfM0ITXAagH1ckbqAfZtrECqAemvhuoB47OG6gHk9gbqAfulrECqAf-nrECqAevvrECqAeaBqgH89EbqAeW2BuoB6qbsQKoB4OtsQKoB-C9sQKoB_-esQKoB9-fsQKoB8qpsQKoB-ulsQKoB-qxsQKoB5m1sQKoB763sQKoB_jCsQKoB_vCsQLYBwHSCC8IjOGAQBABGB0yBIvCgQ46EJrQgICAgAyAwICAgKCIgAJIvf3BOliQiYOa_siJA7EJrEpP1mxBafmACgOYCwHICwHaDBAKChDQ0dK9qNqu8WkSAgEDqg0CVVPIDQHiDRMIvMODmv7IiQMVo7PLAR1rbgOO6g0TCPu1hJr-yIkDFaOzywEda24DjtgTDdAVAZgWAfgWAYAXAbIXAhgBuhcCOAGyGAkSArBTGAIiAQDQGAHoGAE&ae=1&ase=2&gclid=EAIaIQobChMI6NqGmv7IiQMVo7PLAR1rbgOOEAEYASAAEgJjavD_BwE&num=1&cid=CAQSQACa7L7dao_4JkPVLydk3C3vpE-Z4CAt3hnCHIenoGhTrzidlbbCefldbQdCbAt_Zxdd9FlAaxTrMO4op3Ha1J8YAQ&sig=AOD64_2lZ5CtroT30Poc5-vqeupbhTScVA&client=ca-pub-1301581561755234&rf=5&nx=CLICK_X&ny=CLICK_Y&uap=UACH(platform)&uapv=UACH(platformVersion)&uaa=UACH(architecture)&uam=UACH(model)&uafv=UACH(uaFullVersion)&uab=UACH(bitness)&uaw=UACH(wow64)&uafvl=UACH(fullVersionList)&nb=2&adurl=https://www.hero-wars.com/%3Fdelayedsignup%3Dtrue%26nx_source%3Dadx_adwordsdisplay.hw_wb_uf_-.cc-us.g-mix.a-mix.au-theme_sites.opt-purchase2.cr-hw_st_loothead1a.cn-970_250.lp-delayed.dt-display.cid-21709585596.agid-171938796121.csd-291024.-%26aid-719258592680%26gad_source%3D5%26gclid%3DEAIaIQobChMI6NqGmv7IiQMVo7PLAR1rbgOOEAEYASAAEgJjavD_BwE
https://adssettings.google.com/whythisad?source=display&reasons=AbDGNSEIhzzzPgvE6QdlABBJi6EfIzWOfx1Ta90zx_8_VNLferjub_TAY1IZ1RxSyAy65nq3cg8luhyhMUq_rH4zt7Gk0wD4F0rCsTNDT4L0HfwdqJv943VQOLzhQzz6WgYOG9m-nnHNqT6blodKIPS7wI3NUEsQ_ROesdDBC5NYmuW5Bg0n_PjrYtnUQ4rP6SvqZWg30VIRhXg6c9FL_XFoSFzQlK3qeEBW-UDFyjQ8spECGqEV5_HRSIitH2P43JHph-2gKHx3b930RDjXpgunACQhtxq7AyDB9vCWPQtI1AgnBCzJezS4b39CQNhbrxNiBviIbu_1DQLie4R3UMwrXFL426WFpTABaIUvmMiHX98-CuXS2RFtiOwq_ICU7bIL4dm7rA-Tu8edlHSII2PSxLVZHfRzDtFE9AAfbH-GXW-FVh8umWZoDymNO8vLbXMwI3ZOoHb484u43ssudHEMC41B6lxtb-U1gcflNkJ89nZga3KZx84YA5aar30YGxvZNxZl7Cu0_A7FoH-d_zorH_6lexKyCLqxRHxcrJ5G45taKJaw6zGsp5DZhh5rWphOwEpHD51jUnF6QO6tjGMlFM4mNryZ-MSLs3XjgKr6VEnO1cgR6YoAFEzYbEO3pZP6vAbxpTtEjENIonq7zaHRmmEoh5R7u4c_l3NgI0j1QBR3fWTNkRj42Dwfz0NkEG7VxVtT9pklHRdyPU4oJhghJS_U9egm4fvosDaZs-ox4IadqpVPQFe_MQLtvU5mqOacrPnsDz0a6IYfOZ9cmtddtb3buH1BM44M68XXZaTf7JVMz-IM9uWt60Zbiym31FAryYdnfEZAc-axLkuQOx9LG6xn4FSoZbh5u9qUX8_JkwnNwAv8Aw5Fx5JvMltbsWNHkDQvzco7WksIV-I0Ww7_TQw-bSjoetmuaOYuVwxhvdJysKLp-GT1LhU3m0uoh38QUmD9zX7qLFDSaKXwsOutGyThJ_DVxBvTo1B8QvIiDktr_92TPoQeEYeRRQ26VByaD4GkF1GK49Z6_Yfdg09C8ZY1wpKHE18L9MwYOBLz5LoTvnYM0eVx1UKumIPGr8Xje-Ksh6j1TDL75Ve-sCj28crFQwRtjZIPQPwBiUtzqVq6svmFaHN9ADBelgpm8SrSy5rx6ZfPC1iR6GWCJyFOJawT8D1AalI3hxj2z04D7QLwrlarrG8Y4k0DkIoWNOnDTukje6oPKVbG8owwgSv-gmLH2ZguLLGe4fCh8RrhUrJpgx2cHWbco9kdjGLrlQuB-xl05xDmadRDUhZfAU6SRXr40N1IpTAWhvdxjsiqjQt8KAtk5HAbqOKSwlGFatKwgPFS-Q8g1VLb6g7qAIc1Oq6XRmvixcPY4ckYxU4Nm8wrTl3pLZAbM_jKqgtFO-hfVaVGACHrgoE_5gWwa46k-mQd62KSOdIDJXA7Ygxxdl9aEe_JmtIZoI4rEYNfc6vczYr2e6bS8k3NnO3HSThL-yifoNRQwt77s1IQLoRzCQr1kN9PNTV79akfYZjB70bmQcqVcfcFpMhZtzwoLjAHpJQ5fKeLMEyQadaUZ-aSrDV4rn4MGmPVJ2GCOm5XW_ixvAUIi2XYk41wCPYPRwgtljIARJjpNKDyXh1U61fzsi-VSdR9K6taOmJ-WXtqfX7UOKIdALIdx79qDhgwK5cS6NZLVYXq5IlFYs3HIpym-ryK35g3bu28AEOzqWR9yjpDWOy-AYGA0Gr-NDjWb8zG5uYIiD1gqYSqo95KufNKFCg5qVrbi9oM60kJIko6N0qTrfGTXP2NGAmhsHBRW3bCxzCkcwoo9EqnRVFG1O6nX3HGarVlZJEBUj-qx26jqZuSCyAG5Maa5QdzlQmI4y8K3ecwVjZAYytOfT1LprAKCeu1vXdGrXoIydafpEZOHxIdWceVUpdTKOONHoxYHYZIO3KL64Mwkg64HzwU5fCuG2BDK7oD9INO9fddySVJsvl3klSANaUeObwH7WVjcMA13zJyEJ-tDjK6iDT7FtvmqBivWruOdkaKWacyXEeuj32RHS1PlD72jU6RN9l7EfDNJj5gCpXxPhRpvOZcbDiwaPrt7uxLWoXSob5WFTrduIYuapcx5LiK4pZbEe_s4SWT-DHjRDUaOOsTAQh22TTTYFFEPP5FpVIKs9BoiqLRD_zzlw5U-xFb0IEC4Er04t3ffuoW6f7L7Bvr9veOkCeOjp42ZdHmG9cIKZXNeo8UXRVebAVfea2ZrpJyFjJr2RP5hvuYniEMQX7lU5AnVD-FA_xySsAoscUthxm8P-ksWJGNF-NIpQICs8y8wxlW0_VIoSPUKOCfgU-01hi5UMZahRduyfx98YcQfUxMcgrL5GgwiVdCYoacBbws3KCmfW9_KJM64srleZnFGDGQAZyfGz_TFr93HIGCD2vKug&opi=122715837
https://adssettings.google.com/whythisad?source=display&reasons=AbDGNSEIhzzzPgvE6QdlABBJi6EfIzWOfx1Ta90zx_8_VNLferjub_TAY1IZ1RxSyAy65nq3cg8luhyhMUq_rH4zt7Gk0wD4F0rCsTNDT4L0HfwdqJv943VQOLzhQzz6WgYOG9m-nnHNqT6blodKIPS7wI3NUEsQ_ROesdDBC5NYmuW5Bg0n_PjrYtnUQ4rP6SvqZWg30VIRhXg6c9FL_XFoSFzQlK3qeEBW-UDFyjQ8spECGqEV5_HRSIitH2P43JHph-2gKHx3b930RDjXpgunACQhtxq7AyDB9vCWPQtI1AgnBCzJezS4b39CQNhbrxNiBviIbu_1DQLie4R3UMwrXFL426WFpTABaIUvmMiHX98-CuXS2RFtiOwq_ICU7bIL4dm7rA-Tu8edlHSII2PSxLVZHfRzDtFE9AAfbH-GXW-FVh8umWZoDymNO8vLbXMwI3ZOoHb484u43ssudHEMC41B6lxtb-U1gcflNkJ89nZga3KZx84YA5aar30YGxvZNxZl7Cu0_A7FoH-d_zorH_6lexKyCLqxRHxcrJ5G45taKJaw6zGsp5DZhh5rWphOwEpHD51jUnF6QO6tjGMlFM4mNryZ-MSLs3XjgKr6VEnO1cgR6YoAFEzYbEO3pZP6vAbxpTtEjENIonq7zaHRmmEoh5R7u4c_l3NgI0j1QBR3fWTNkRj42Dwfz0NkEG7VxVtT9pklHRdyPU4oJhghJS_U9egm4fvosDaZs-ox4IadqpVPQFe_MQLtvU5mqOacrPnsDz0a6IYfOZ9cmtddtb3buH1BM44M68XXZaTf7JVMz-IM9uWt60Zbiym31FAryYdnfEZAc-axLkuQOx9LG6xn4FSoZbh5u9qUX8_JkwnNwAv8Aw5Fx5JvMltbsWNHkDQvzco7WksIV-I0Ww7_TQw-bSjoetmuaOYuVwxhvdJysKLp-GT1LhU3m0uoh38QUmD9zX7qLFDSaKXwsOutGyThJ_DVxBvTo1B8QvIiDktr_92TPoQeEYeRRQ26VByaD4GkF1GK49Z6_Yfdg09C8ZY1wpKHE18L9MwYOBLz5LoTvnYM0eVx1UKumIPGr8Xje-Ksh6j1TDL75Ve-sCj28crFQwRtjZIPQPwBiUtzqVq6svmFaHN9ADBelgpm8SrSy5rx6ZfPC1iR6GWCJyFOJawT8D1AalI3hxj2z04D7QLwrlarrG8Y4k0DkIoWNOnDTukje6oPKVbG8owwgSv-gmLH2ZguLLGe4fCh8RrhUrJpgx2cHWbco9kdjGLrlQuB-xl05xDmadRDUhZfAU6SRXr40N1IpTAWhvdxjsiqjQt8KAtk5HAbqOKSwlGFatKwgPFS-Q8g1VLb6g7qAIc1Oq6XRmvixcPY4ckYxU4Nm8wrTl3pLZAbM_jKqgtFO-hfVaVGACHrgoE_5gWwa46k-mQd62KSOdIDJXA7Ygxxdl9aEe_JmtIZoI4rEYNfc6vczYr2e6bS8k3NnO3HSThL-yifoNRQwt77s1IQLoRzCQr1kN9PNTV79akfYZjB70bmQcqVcfcFpMhZtzwoLjAHpJQ5fKeLMEyQadaUZ-aSrDV4rn4MGmPVJ2GCOm5XW_ixvAUIi2XYk41wCPYPRwgtljIARJjpNKDyXh1U61fzsi-VSdR9K6taOmJ-WXtqfX7UOKIdALIdx79qDhgwK5cS6NZLVYXq5IlFYs3HIpym-ryK35g3bu28AEOzqWR9yjpDWOy-AYGA0Gr-NDjWb8zG5uYIiD1gqYSqo95KufNKFCg5qVrbi9oM60kJIko6N0qTrfGTXP2NGAmhsHBRW3bCxzCkcwoo9EqnRVFG1O6nX3HGarVlZJEBUj-qx26jqZuSCyAG5Maa5QdzlQmI4y8K3ecwVjZAYytOfT1LprAKCeu1vXdGrXoIydafpEZOHxIdWceVUpdTKOONHoxYHYZIO3KL64Mwkg64HzwU5fCuG2BDK7oD9INO9fddySVJsvl3klSANaUeObwH7WVjcMA13zJyEJ-tDjK6iDT7FtvmqBivWruOdkaKWacyXEeuj32RHS1PlD72jU6RN9l7EfDNJj5gCpXxPhRpvOZcbDiwaPrt7uxLWoXSob5WFTrduIYuapcx5LiK4pZbEe_s4SWT-DHjRDUaOOsTAQh22TTTYFFEPP5FpVIKs9BoiqLRD_zzlw5U-xFb0IEC4Er04t3ffuoW6f7L7Bvr9veOkCeOjp42ZdHmG9cIKZXNeo8UXRVebAVfea2ZrpJyFjJr2RP5hvuYniEMQX7lU5AnVD-FA_xySsAoscUthxm8P-ksWJGNF-NIpQICs8y8wxlW0_VIoSPUKOCfgU-01hi5UMZahRduyfx98YcQfUxMcgrL5GgwiVdCYoacBbws3KCmfW9_KJM64srleZnFGDGQAZyfGz_TFr93HIGCD2vKug&opi=122715837


11/6/24, 7:50 PM What Are Flash Cookies - How to Stop Flash Cookies

https://www.popularmechanics.com/technology/security/how-to/a6134/what-are-flash-cookies-and-how-can-you-stop-them/ 3/4

For now, though, the only browser that includes Flash storage settings in its native preferences panel is Google
Chrome, and even there it's just a link to the aforementioned online Flash Settings panel. The only way to be

sure of what sites are storing on your computer, then, is to check for yourself.
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