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(7) ABSTRACT

A system performing secondary verification using only
existing apparatuses to accomplish a measure for relief in
personal authentication without causing complexity or with-
out increasing cost. The system has a registering apparatus
for obtaining data for verification from information inputted
using an inputting unit and registering the data. The regis-
tering apparatus has a first extracting unit for extracting
biometrics characteristic data from the biometrics informa-
tion obtained by the inputting unit, and registering the
biometrics characteristic data as registry biometrics charac-
teristic data for primary verification, and a second extracting
unit for extracting data, which is different from the registry
biometrics characteristic data, from information inputted
using the inputting unit and registering the data as registry
data for secondary verification. The system is used for
personal authentication using biometrics information such
as fingerprint, palm print, finger shape, palm shape, voice,
retina, iris, face image, dynamic signature, blood vessel
pattern, keystroke, or the like.
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PERSONAL AUTHENTICATION SYSTEM AND
METHOD USING BIOMETRICS INFORMATION,
AND REGISTERING APPARATUS,
AUTHENTICATING APPARATUS AND PATTERN
INFORMATION INPUT MEDIUM FOR THE
SYSTEM

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to a system and a
method for authenticating a person using biometrics infor-
mation such as fingerprint, palm print, finger shape, palm
shape, voice, retina, iris, face image, dynamic signature,
blood vessel pattern, keystroke, or the like, and a registering
apparatus, an authenticating apparatus, and a pattern infor-
mation input medium for the system.

[0003] 2. Description of the Related Art

[0004] Inrecent years, there is growing interest in security
with wide introduction of computers into social systems. ID
cards or passwords are heretofore used as a means for
verifying a person when he or she enters into a computer
room or uses a terminal. However, this leaves a lot of
problems in respect to security.

[0005] As a more reliable means than passwords for
verifying a person, a personal authenticating technique using
biometrics information such as fingerprint, palm print, finger
shape, palm shape, voice, retina, iris, face image, dynamic
signature, blood vessel pattern, keystroke, or the like,
attracts public attention. Verification of a person using
biometrics information inherent in a person produces a very
high reliability.

[0006] In a personal authentication system using such
biometrics information, biometrics information on each per-
son who should be authenticated in the system is obtained,
characteristic data is extracted from the biometrics informa-
tion, and the characteristics data is beforehand registered as
registry characteristic data of each person to be authenti-
cated. When the biometrics information is verified in order
to authenticate a person, biometrics information on the
person to be authenticated is obtained, characteristics data to
be authenticated is extracted from the biometrics informa-
tion, the above characteristic data to be authenticated is
compared and matched with the registry characteristic data
registered beforehand, and a rate of matching of these two
sorts of characteristic data is calculated. When the rate of
matching between the registry characteristic data and the
characteristic data to be authenticated is not less than a
predetermined value (or exceeds a predetermined value), the
person to be authenticated is determined to be the registered
person.

[0007] Next, personal authentication using fingerprint,
which is one piece of biometrics information that can be
used to verify a person, will be briefly described. Fingerprint
is said to have two characteristics that are “no two persons
have exactly the same fingerprint” and “the fingerprint of
anyone individual remain unchanged through life”. There-
fore, fingerprint is considered to be a strong means for
verifying a person. A lot of researches and developments
relating to personal authentication systems using finger-
prints are made in recent years.
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[0008] Fingerprints are minute irregularities on fingertips
of a person. Ranges of the minute irregularities are called
ridges. The ridges form various patterns inherent to a person.
When the ridge is followed, a bifurcation at which the ridge
branches (bifurcation) or a dead-end (ending) appears. Dis-
tribution of bifurcations and endings differs in individuals,
which is thus called minutiae of fingerprints. Matching of a
state of distribution of the minutiae is used as a strong means
to specify a person.

[0009] When personal authentication is performed using
such a fingerprint as biometrics information, coordinates of
an intersection of ridges of the fingerprint, coordinates of a
center of the fingerprint, coordinates of a delta of the
fingerprint, a direction of a ridge of the fingerprint, a
distance between minutiae, the number of ridges between
minutiae of the fingerprint, etc. are extracted along with a
position (coordinates), a type, and a direction of the minutia
described above.

[0010] In a personal authentication system using finger-
prints, fingerprint characteristic data of a person is before-
hand registered. Namely, a user (person) of the system inputs
fingerprint image data into a predetermined apparatus, char-
acteristic data is extracted from the fingerprint image data
and registered as registry characteristic data.

[0011] When fingerprint image data of an authenticating
object person is obtained by a fingerprint scanner at the time
of verification, characteristic data to be authenticated is
extracted from the fingerprint image data, and it is verified
whether the characteristic data to be authenticated matches
the registry characteristic data registered beforehand. When
a rate of matching is not less than a predetermined value, it
is determined that the person to be authenticated is the
person registered in the personal authentication system.

[0012] Generally, a fingerprint pattern is obtained in a
form of a fingerprint image, by photographing the image by
a CCD camera while a finger is contacted with a special
optical system, or by detecting only a ridged part on the skin
by a capacitance sensor. However, when an image of an
unclear fingerprint, that is, an blurred image of a fingerprint
or an image of a fingerprint in which ridges are adhered by
sweat, is obtained, it is impossible to verify whether a person
to be authenticated is a registered person because a rate of
matching becomes less than the predetermined value when
the verification is performed.

[0013] In another case, it is likely that a rate of matching
becomes less than the predetermined value due to unex-
pected factors in the personal authorization system using
biometrics information. As the factors, there are dryness,
roughness, etc. of the fingertips in winter time along with
deformation due to injury in the case of personal authenti-
cation using a fingerprint, and deformation due to injury or
disease in the case of person authorization using a face or an
iris.

[0014] In the above-mentioned personal authorization
technique using biometrics information, when a rate of
matching becomes less than the predetermined value and the
personal authentication thus results in failure due to any
factor, the process is completed in consideration that the
person is not the person himself/herself (registered person),
or personal authentication is performed by inputting a pass-
word or the like as a measure for relief. When the latter
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means is used, a device for inputting a password such as a
ten key pad, a keyboard or the like is beforehand provided
to the apparatus for fingerprint verification, and the person
to be authenticated inputs a password registered beforehand
from the device.

[0015] When the authentication is failed because of an
input error of the biometrics information or the like, re-
verification is performed again by re-inputting the same
biometrics information, which sometimes allows normal
authentication. However, when it becomes impossible to
exceed a predetermined rate of matching due to a factor such
as injury or the like, a system without a measure for relief
cannot authenticate the person to be authenticated as the
person himself/herself (registered person).

[0016] When a measure for relief by inputting a password
is employed, an advantage of personal authentication using
biometrics information that can eliminate a trouble of key-
board inputting is lost, which leads to complexity or an
increase in cost of the system.

[0017] When personal authentication is failed, as another
idea, biometrics information which is different from the one
that has been used when the authentication was failed, is
obtained to authenticate the person (for, example, the
authentication is performed using a face or an iris when the
personal authentication using a fingerprint is failed). In order
to realize this system, it is necessary to provide plural kinds
of biometrics information inputting apparatus to each of the
registering apparatus and the authenticating apparatus.
Namely, a biometrics information inputting apparatus (for
example, an apparatus that obtains a face or an iris as image
data) of a different type from the biometrics information
inputting apparatus used in the first verification (primary
verification) is required, which also leads to complication or
an increase in cost of the system.

[0018] In the personal authentication system using bio-
metrics information, the user has to beforehand register
registry characteristic data, as stated above. When a finger-
print is used as the biometrics information, the user inputs
fingerprint image data in registration. However, it is not
possible to register a person whose fingerprint is in unstable
conditions due to dryness or roughness of the finger in
winter time, or a person whose fingerprint cannot be prima-
rily obtained due to injury or the like, which sometimes
unables personal authentication. Therefore, a measure for
relief in such case is further necessary.

[0019] When the measure for relief by inputting a pass-
word is employed to cope with it, it is necessary to provide
a device such as a ten key pad, a keyboard or the like, as
stated above, which leads to complexity or an increase in
cost of the system. Alternatively, it is considered that registry
characteristic data is extracted from biometrics information
which is different from the biometrics information that failed
to be registered, and is registered (for example, a face or an
iris is used to be registered when registry using, for example,
a fingerprint is impossible). In order to realize this system,
it is necessary to provide plural kinds of biometrics infor-
mation inputting apparatuses, which also leads to complex-
ity or an increase in cost of the system.

SUMMARY OF THE INVENTION

[0020] In the light of the above problems, an object of the
present invention is to provide a personal authentication
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system and method using biometrics information, and a
registering apparatus, an authenticating apparatus and a
pattern information input medium for the system, which
allows secondary verification using only existing structural
apparatuses when personal authentication becomes impos-
sible in primary verification since a rate of matching
between biometrics information (registry characteristic
data), obtained in registration, and biometrics information
(characteristic data to be authenticated), obtained in verifi-
cation, is decreased by an unexpected factor, or when
registration of biometrics information (registry characteris-
tic data) becomes impossible in registration due to a state of
a predetermined part of a body, thereby realizing a measure
for relief in personal authentication without causing com-
plexity or an increase in cost.

[0021] The present invention therefore provides a personal
authentication system using biometrics information com-
prising a registering apparatus including a first biometrics
information inputting unit for obtaining biometrics informa-
tion of a person to be registered, the registering apparatus
obtaining data for verification from information inputted
using the first biometrics information inputting unit and
registering the same, and an authenticating apparatus for
determining whether a person to be authenticated is a person
registered by the registering apparatus, on the basis of the
data for verification registered by the registering apparatus,
the registering apparatus including a first extracting unit for
extracting biometrics characteristic data from the biometrics
information obtained by the first biometrics information
inputting unit, and registering the biometrics characteristic
data as registry biometrics characteristic data for primary
verification, and a second extracting unit for extracting data,
which is different from the registry biometrics characteristic
data for primary verification, from information inputted
using the first biometrics information inputting unit, and
registering the data as registry data for secondary verifica-
tion.

[0022] The registering apparatus may comprise a state
determining unit for determining a state of the registry
biometrics characteristic data for primary verification
extracted by the first extracting unit, and the second extract-
ing unit may carry out extraction and registration according
to a result of determination by the state determining unit.

[0023] The authenticating apparatus may comprise a sec-
ond biometrics information inputting unit for obtaining
biometrics information of the person to be authenticated, a
third extracting unit for extracting biometrics characteristic
data from biometrics information of the person to be authen-
ticated obtained by the second biometrics information input-
ting unit, a primary verifying unit for verifying whether the
biometrics characteristic data extracted by the third extract-
ing unit matches the registry biometrics characteristic data
for primary verification registered by the registering appa-
ratus, a secondary verification shift determining unit for
determining whether to carry out secondary verification, on
the basis of a result of verification by the primary verifying
unit, a fourth extracting unit for extracting data for second-
ary verification from information inputted using the second
biometrics information inputting unit, when the secondary
verification shift determining unit determines that the sec-
ondary verification is required to be carried out, a secondary
verifying unit for verifying whether data extracted by the
fourth extracting unit matches the registry data for second-
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ary verification registered by the registering apparatus, and
a personal determining unit for determining whether the
person to be authenticated is a person registered by the
registering apparatus, on the basis of a result of verification
by the primary verifying unit or the secondary verifying unit.

[0024] The authenticating apparatus may further comprise
an instruction unit for prompting the person to be authenti-
cated to input data for secondary verification by using the
second biometrics information inputting unit, when the
secondary verification shift determining unit determines that
secondary verification is required to be carried out. The
authenticating apparatus may still further comprise a sec-
ondary verification shift setting unit for arbitrarily setting
whether to carry out verification by the secondary verifying
unit. The authenticating apparatus may still further comprise
a personal information setting unit for setting in advance
information on whether to carry out verification by the
secondary verifying unit as personal information for each
registered person.

[0025] The registry data for secondary verification may be
biometrics characteristic data extracted from biometrics
information, which is of the same type as biometrics infor-
mation in primary verification and which is obtained from a
part which is deferent from a part from which the biometrics
information has been obtained in the primary verification. At
this time, the biometrics information may be fingerprint
image data, and the registry data for secondary verification
may be biometrics characteristic data extracted from finger-
print image data of one or more fingers which are differed
from a finger from which the registry characteristic data for
primary verification has been obtained.

[0026] Alternatively, the registry data for secondary veri-
fication may be biometrics characteristic data of a different
type from biometrics characteristic data in primary verifi-
cation extracted from biometrics information, which is of
the same type as biometrics information in primary verifi-
cation and which is obtained from the same part or a
different part. At this time, the biometrics information
maybe fingerprint image data, and the registry data for
secondary verification may be biometrics characteristic data
of a different type from biometrics characteristic data in the
primary verification, extracted from fingerprint image data
of the same finger as a registered finger from which the
registry biometrics characteristic data for primary verifica-
tion has been obtained, or, one or more fingers which are
different from the registered finger.

[0027] Still alternatively, the registry data for secondary
verification may be non-biometrics characteristic data inten-
tionally inputted by the person to be registered using the first
biometrics information inputting unit. At this time, as the
non-biometrics characteristic data, described in (I) to (6)
below may be used. In 2) to (6), the biometrics information
is image data of a predetermined part of a body. The image
data is inputted through an image input screen of the first
biometrics information inputting unit.

[0028] @ Time series data having a pattern deter-
mined by the person to be registered.

[0029] @ Input angle, of the predetermined part of
the body on the image input screen, which is detected
as image data by the first biometrics information
inputting unit.
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[0030] @ Contact position, of the predetermined
part of the body on the image input screen, which is
detected as image data by the first biometrics infor-
mation inputting unit for registry.

[0031] @ Contact trace information, on the image
input screen, which is detected as image data by the
first biometrics information inputting unit.

[0032] @ Contact pattern, on the image input screen,
which is detected as image data by the first biomet-
rics information inputting unit. At this time, the
contact pattern may be formed by a pattern informa-
tion input medium, which is able to be possessed and
carried by the person to be registered or a registered
person, and the pattern information input medium
may comprise one or more contact parts contacting
with the image input screen of the first biometrics
information inputting unit to form the contact pat-
tern. Further, the pattern information input medium
may form a pattern changing in time series as the
contact pattern by the one or more contact parts.

[0033] @ When character data corresponding to
each of a plurality of different contact patterns or a
plurality of different contact points on the image
input screen is set beforehand, the character data
corresponding to the contact pattern or the contact
point detected as image data by the first biometrics
information inputting unit is used as the non-biomet-
rics characteristic data. At this time, the non-biomet-
rics characteristic data may be a character data string
successively inputted in time series. The registering
apparatus and the authenticating apparatus may com-
prise a keyboard unit attachably and detachably
disposed to the biometrics information inputting unit
to be able to form the contact pattern or the contact
point by contacting with the image input screen
according to a key operation, and a keyboard infor-
mation extracting unit for converting the contact
pattern or the contact point formed according to the
key operation of the keyboard unit into correspond-
ing character data, and outputting the same.

[0034] The present invention further provides a personal
authentication method using biometrics information com-
prising the steps of a registering step of obtaining first
biometrics information of a person to be registered using a
first biometrics information inputting unit, registering bio-
metrics characteristic data extracted from the first biometrics
information as registry biometrics characteristic data for
primary verification, inputting registry data for secondary
verification, which is different from the registry biometrics
characteristic data for primary verification, using the first
biometrics information inputting unit, and registering the
same, and an authenticating step of determining whether a
person to be authenticated is a person registered in the
registering step, on the basis of the registry biometrics
characteristic data for primary verification or the registry
data for secondary verification registered in the registering
step.

[0035] At the authenticating step, second biometrics infor-
mation of the person to be authenticated may be obtained via
a second biometrics information inputting unit, it may be
verified whether biometrics characteristic data extracted
from the second biometrics information matches the registry
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biometrics characteristic data for primary verification reg-
istered beforehand, whether to carryout secondary verifica-
tion may be determined on the basis of a result of the
verification, data corresponding to the registry data for
secondary verification may be inputted by the person to be
authenticated using the second biometrics information
inputting unit when the secondary verification is required to
be carried out, it may be verified whether the data inputted
by the second biometrics information inputting unit matches
the registry data for secondary verification registered before-
hand, and whether the person to be authenticated is a person
registered in the registering step may be determined on the
basis of a result of the verification.

[0036] The present invention still further provides a reg-
istering apparatus for a personal authentication system using
biometrics information, the registering apparatus, in a sys-
tem authenticating a person using biometrics information,
having a first biometrics information inputting unit for
obtaining biometrics information of a person to be registered
to obtain data for verification from information inputted
using the first biometrics information inputting unit, and
registering the same, the registering apparatus comprising a
first extracting unit and a secondary extracting unit similar
to those described above. At this time, the registering
apparatus may comprise a state determining unit, similar to
the one described above, to perform extraction and regis-
tration by the second extracting unit according to a result of
determination by the state determining unit.

[0037] The present invention still further provides an
authenticating apparatus for a personal authentication sys-
tem using biometrics information, the authenticating appa-
ratus, in a system authenticating a person using biometrics
information, determining whether a person to be authenti-
cated is a registered person, on the basis of data for verifi-
cation registered beforehand, the authenticating apparatus
comprising a second biometrics information inputting unit,
a third extracting unit, a primary verifying unit, a secondary
verification shift determining unit, a fourth extracting unit, a
secondary verifying unit, and a personal determining unit
similar to those described above. At this time, the authen-
ticating apparatus may comprise an instruction unit similar
to that described above.

[0038] The present invention still further provides a pat-
tern information input medium for a personal authentication
system using biometrics information, the pattern informa-
tion input medium used in a system having a biometrics
information inputting unit for obtaining biometrics informa-
tion as image data in order to authenticate a person by using
the biometrics information, the pattern information input
medium being mounted on the biometrics information input-
ting unit, the pattern information input medium comprising
one or more contact parts for contacting with an image input
screen of the biometrics information inputting unit to form
a contact patter unique to a possessor to be detected by the
biometrics information inputting unit instead of the biomet-
rics information, the pattern information input medium
being carried by the possessor. At this time, the one or more
contact parts may form a pattern which changes in time
series as the contact pattern.

[0039] According to this invention, when biometrics char-
acteristic data to be referred to in normal verification (pri-
mary verification) is registered, registry data for secondary
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verification, which is different from that biometrics charac-
teristic information and which is not limited to data of a
body, is registered using the first biometrics information
inputting unit. At this time, the same first biometrics infor-
mation inputting unit is used in both registration of the
registry biometrics characteristic data for primary verifica-
tion and registration of the registry data for secondary
verification. Using the registry biometrics characteristic data
for primary verification or the registry data for secondary
verification registered as described above, personal verifi-
cation (personal authentication) of a person to be authenti-
cated may be carried out.

[0040] When personal authentication becomes impossible
in primary verification since a rate of matching between
biometrics information, (registry characteristic data),
obtained in registration, and biometrics information (char-
acteristic data to be authenticated), obtained at the time of
verification, is decreased due to an unexpected factor, sec-
ondary verification using registry data for secondary verifi-
cation is possible with only existing structural apparatuses,
that is, without newly adding an apparatus. In consequence,
a user who cannot be authenticated in primary verification
due to any factor after the registration can be relieved.

[0041] A state of registry biometrics character data for
primary verification is determined in registration, and
extraction and registration of registry data for secondary
verification is carried out according to a result of the
determination. It is thereby possible to recognize a person
whose biometrics state is unstable in primary verification, or
a person whose registry biometrics characteristic data for
primary verification cannot be obtained from the beginning,
and to beforehand register registry data for secondary veri-
fication of such persons as a measure for relief. As to a
person whose biometrics state is unstable, probability of
failure in authentication is high when the actual personal
authentication is carried out using registry biometrics char-
acteristic data for primary verification of the person. By
registering registry data for secondary verification, it is
possible to carry out secondary verification using the regis-
try data for secondary verification in authentication even if
authentication results in failure in the primary verification,
so as to relieve users whose biometrics states are unstable,
or whose registry biometrics characteristic data for primary
verification cannot be obtained using only existing appara-
tuses, that is, without newly adding an apparatus.

[0042] In authentication, it is determined whether second-
ary verification is required to be carried out or not on the
basis of a result of primary verification. When the secondary
verification is necessary, a person to be authenticated inputs
data corresponding to the registry data for secondary veri-
fication by using the second biometrics information input-
ting unit. The second biometrics information inputting unit
is, of course, a device of the same type as the first biometrics
information inputting unit (that is, a device obtaining bio-
metrics information of the same type) . These biometrics
information inputting units may be provided as the same
device to determine. It is determined whether a person to be
authenticated is the person himself/herself (a registered
person), on the basis of a result of secondary verification.

[0043] Therefore, even when authentication in primary
verification results in failure, secondary verification using
registry data for secondary verification is performed in
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authentication. It is therefore possible to relieve users whose
authentication in primary verification becomes impossible
due to any factor after registration, users whose biometrics
state is unstable, or users whose registry biometrics charac-
teristic data for primary verification cannot be obtained, with
existing structural apparatuses.

[0044] When secondary verification is required to be car-
ried out in the authenticating apparatus, the instruction unit
prompts the person to be authenticated to input data for
secondary verification by using the second biometrics infor-
mation inputting unit. The person to be authenticated can
smoothly shift to an operation to input the data for secondary
verification according to the instruction.

[0045] In the authenticating apparatus, it is possible to
arbitrarily set whether to carry out secondary verification or
not by the secondary shift setting unit, and to set each of
registered persons on which secondary verification is to be
carried out by the personal information setting unit.
Whereby, whether the procedure has to proceed from pri-
mary verification to secondary verification may be con-
trolled arbitrarily or for each registered person.

[0046] Since biometrics characteristic data extracted from
biometrics information on a part differing from that used in
primary verification, more concretely, biometrics character-
istic data extracted from fingerprint image data of a finger,
which is different from a finger used in primary verification,
is used as the registry data for secondary verification, data,
which is necessary in the primary verification and the
secondary verification, may be inputted by one biometrics
information inputting unit.

[0047] At this time, the primary verification and the sec-
ondary verification are carried out using biometrics charac-
teristic data of the same type, it is thus unnecessary to
prepare extraction algorithm and verification algorithm for
each of the primary verification and the secondary verifica-
tion. This allows the first extracting unit and the second
extracting unit to be used commonly and integrated in the
registering apparatus, further not only the primary verifying
unit and the secondary verifying unit but also the primary
verifying unit and the secondary verifying unit to be com-
monly used and integrated in the authenticating apparatus.

[0048] Biometrics characteristic data of a different type
from that used in the primary verification, extracted from
biometrics information of the same type of that used in the
primary verification, more concretely, biometrics character-
istic data of a different type from that used in primary
verification, extracted from fingerprint image data of the
same finger or a different finger in primary verification, is
used as the registry data for secondary verification, it is
thereby possible to input data, which is necessary in the
primary verification and the secondary verification, by one
biometrics information inputting unit.

[0049] By employing non-biometrics information as the
registry data for secondary verification inputted by the
second biometrics information inputting unit, it is possible
to input data , which is necessary in the primary verification
and the secondary verification, through one biometrics infor-
mation inputting unit. Namely, the biometrics information
inputting unit may be served as both a device for inputting
biometrics characteristic data for primary verification, and a
device for inputting non-biometrics characteristic data (vari-
ous data having intentional patterns).
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[0050] When the non-biometrics characteristic data is time
series data having a pattern determined by a person to be
registered, the person inputs the time series data by tapping
the first biometrics information inputting unit when regis-
tering data, and the time series data is extracted by the
second extracting unit from information obtained by the first
biometrics information inputting unit and registered as the
registry data for secondary verification. When a person to be
authenticated inputs time series data by tapping the second
biometrics information inputting unit in the occasion of
authentication, the time series data is extracted by the fourth
extracting unit from information obtained by the second
biometrics information inputting unit as data for secondary
verification.

[0051] When the non-biometrics characteristic data is an
input angle of a part of a body, the registrant beforehand
determines a unique input angle (for example, an angle to a
reference direction at which a finger is arranged) of the part
of the body on the image input screen. In registration, when
the person to be registered arranges the part of the body at
a unique input angle on the image input screen of the first
biometrics information inputting unit, image data of the part
of the body is obtained by the first biometrics information
inputting unit, an input angle is extracted from the image
data by the secondary extracting unit and registered as the
registry data for secondary verification. In secondary veri-
fication, the person to be authenticated arranges the part of
the body at the unique input angle on the image input screen
of the second biometrics information inputting unit, image
data of the part of the body is obtained by the second
biometrics information inputting unit, and the input angle of
the part of the body is extracted from the image data as data
for secondary verification by the fourth extracting unit.

[0052] When the non-biometrics characteristic data is a
contact position, the person to be registered beforehand
determines a unique contact position of a part of the body on
the image input screen. In registration, when the person to be
registered touches with the part of the body at the unique
position on the image input screen of the first biometrics
information inputting unit, image data of the part of the body
is obtained by the first biometrics information inputting unit,
and the contact position is extracted from the image data by
the second extracting unit and registered as the registry data
for secondary verification. In secondary verification, when
the person to be authenticated touches with the part of the
body at the unique contact position on the image input
screen of the second biometrics information inputting unit,
image data of the part of the body is obtained by the second
biometrics information inputting unit, and the contact posi-
tion of the part of the body is extracted from the image data
as data for secondary verification by the fourth extracting
unit.

[0053] When the non-biometrics characteristic data is con-
tact trace information, the person to be registered beforehand
determines a unique pattern (for example, a signature) to be
drawn on the image input screen. In registration, when the
person to be registered draws the unique pattern with his/her
finger, a pen-like device or the like on the image input screen
of the first biometrics information inputting unit while
making it contact therewith, the pattern is obtained as image
data by the first biometrics information inputting unit, and
contact trace information is extracted from the image data by
the second extracting unit and registered as the registry data



US 2001/0036297 Al

for secondary verification. In secondary verification, when
the person to be authenticated draws a unique pattern with
his/her finger, a pen-like device or the like on the image
input screen of the second biometrics information inputting
unit while making it contact therewith, the pattern is
obtained as image data by the second biometrics information
inputting unit, and contact trace information is extracted
from the image data as data for secondary verification by the
fourth extracting unit.

[0054] When the non-biometrics characteristic data is a
contact pattern on the image input screen of the biometrics
information inputting unit, the person to be registered
beforehand determines a unique contact pattern on the image
input screen. In registration, the person to be registered
forms the unique contact pattern on the image input screen
of the first biometrics information inputting unit, the contact
pattern is obtained as image data by the first biometrics
information inputting unit, and the contact pattern is
extracted from the image data by the second extracting unit
and registered as the registry data for secondary verification.
In secondary verification, when the person to be authenti-
cated forms the unique contact pattern on the image input
screen of the second biometrics information inputting unit,
the contact pattern is obtained as image data by the second
biometrics information inputting unit, and the contact pat-
tern is extracted from the image data as data for secondary
verification by the fourth extracting unit.

[0055] By using a pattern information input medium pos-
sessed and carried by the user (possessor, person to be
registered, or registered person) to input a contact pattern, it
is possible to certainly form a contact pattern unique to the
user on the image input screen of the biometrics information
inputting unit under stable conditions, at any time.

[0056] When the non-biometrics information is character
data corresponding to a contact pattern or a position of a
contact point detected as image data by the biometrics
information inputting unit, the person to be registered
beforehand determines unique character data or a unique
character data string equivalent to a personal identification
number, a password or the like. In registration, when the
person to be registered forms one or more contact patterns
corresponding to the unique character data or the unique
character string on the image input screen of the first
biometrics information inputting unit, or forms one or more
contact points at one or more positions corresponding to the
character data or the character data string, the contact
patterns or the contact points are obtained as image data by
the first biometrics information inputting unit, and the char-
acter data or the character data string is extracted from the
image data by the second extracting unit and registered as
the registry data for secondary verification. In secondary
verification, when the person to be authenticated forms one
or more contact patterns corresponding to unique character
data or a unique character data string, or forms one or more
contact points at one or more positions corresponding to the
character data or the character data string, the contact
patterns or the contact points are obtained as image data by
the second biometrics information inputting unit, the char-
acter data or the character data string is extracted from the
image data as data for secondary verification by the fourth
extracting unit. As described above, the biometrics informa-
tion inputting unit may function as a keyboard or a ten key
pad.
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[0057] At this time, the keyboard unit is disposed attach-
ably to and detachably from the biometrics information
inputting unit in order to form the contact patterns or the
contact points corresponding to character data or a character
data string determined by the user. An input from the
keyboard unit is converted into character data by the key-
board information extracting unit, so that the biometrics
information inputting unit may function as a keyboard or a
ten key pad. The user can readily input character data or a
character data string from the biometrics information input-
ting unit using the keyboard unit. A function of the keyboard
information extracting unit is practically realized as software
by the second extracting unit or the fourth extracting unit.
What is added as hardware is only the keyboard unit to be
mounted on the image input screen.

[0058] The personal authentication system and method,
and the registering apparatus, the authenticating apparatus
and the pattern information input medium for the system of
this invention provide the following effects and advantages.

[0059] (1) By registering the registry data for sec-
ondary verification (personal verification informa-
tion) , secondary verification is performed by using
the registry data for secondary verification even
when primary verification results in failure in
authentication. Therefore, by using only existing
apparatuses, that is, without newly adding an appa-
ratus, it is possible to relieve users whose authenti-
cation becomes impossible due to any factor after
registration, users whose biometrics state is unstable,
or users whose registry biometrics characteristic data
for primary verification cannot be obtained. This can
realize a measure for relief in authentication without
causing complexity or an increase in cost.

[0060] (2) When secondary verification is required to
be carried out, the person to be authenticated is
instructed to input data for secondary verification by
using the second biometrics information inputting
unit. Accordingly, the person to be authenticated can
smoothly and certainly proceed to an operation to
input the data for secondary verification according to
the instruction.

[0061] (3) Whether the procedure is to be proceeded
from the primary verification to the secondary veri-
fication is set arbitrarily or for each registered per-
son. It is therefore possible to control execution/non-
execution of the secondary verification according to
system using environment or at system manager’s or
registered person’s request.

[0062] (4) Since the primary verification and the
secondary verification are carried out by using bio-
metrics characteristic data of the same sort, data of
the user necessary in the primary verification and the
secondary verification can be inputted from one
biometrics information inputting unit. Further, it is
unnecessary to prepare extraction algorithm or veri-
fication algorithm for each of the primary verifica-
tion and the secondary verification. Therefore, both
the primary verification and the secondary verifica-
tion can be carried out by using existing hardware
and software as they are.

[0063] (5) When secondary verification is performed,
by using biometrics characteristic data of a different
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type from the one that is used in primary verification,
extracted from biometrics information of the same
type as that used in the primary verification, data,
which is necessary in the primary verification and the
secondary verification, can be inputted from one
biometrics information inputting unit. Therefore,
both the primary verification and the secondary
verification can be carried out without newly adding
any apparatus.

[0064] (6) By employing, as the registry data for
secondary verification, non-biometrics characteristic
data inputted by using the first biometrics informa-
tion inputting unit, the biometrics information input-
ting unit can be used as both a device for inputting
biometrics characteristic data for primary verifica-
tion and a device for inputting non-biometrics char-
acteristic data (various data having intentional pat-
terns). It is therefore possible to input data, which is
necessary in the primary verification and the second-
ary verification, through one biometrics information
inputting unit, thereby allowing both the primary
verification and the secondary verification to be
carried out without newly adding any apparatus.

[0065] (7) The pattern information input medium,
which is carried by a possessor, can certainly form a
contact pattern unique to the possessor on the image
input screen of the biometrics information inputting
unit under constant conditions at any time. The
pattern information input medium thus fulfils the
similar function to a general seal in association with
the biometrics information inputting unit. So long as
a contact pattern unique to a possessor is beforehand
registered as registry data for secondary verification,
the possessor can input data for secondary verifica-
tion in the personal authentication system by mount-
ing it on the image input screen of the pattern
information input medium in a way similar to when
impressing a general seal on a paper. The personal
authentication system can thereby realize a measure
for relief in personal authentication using only exist-
ing structural apparatuses without causing complex-
ity or an increase in cost.

[0066] (8) Character data or a character data string
can be inputted via the biometrics information input-
ting unit. The biometrics information inputting unit
can therefore function as a keyboard or a ten key pad
without providing a keyboard or a ten key pad. So
long as character data or a character data string
equivalent to a personal identification number of a
password is registered beforehand, the person to be
authenticated can input character data or a character
data string for secondary verification from the image
input screen in the similar way to when inputting a
personal identification number or a password from a
keyboard or a ten key pad. The personal authentica-
tion system can thereby realize a measure for relief
in personal authentication using only existing struc-
tural apparatuses without causing complexity or an
increase in cost.

BRIEF DESCRIPTION OF THE DRAWINGS

[0067] FIG. 1 is a block diagram showing a structure of a
personal authentication system using biometrics information
according to an embodiment of this invention;
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[0068] FIG. 2 is a block diagram showing a structure of a
registering apparatus for the personal authentication system
using biometrics information according to the embodiment
of this invention;

[0069] FIG. 3 is a flowchart for illustrating a procedure for
registration by the registering apparatus according to the
embodiment;

[0070] FIG. 4 is a block diagram showing a basic structure
of an authenticating apparatus for the personal authentica-
tion system using biometrics information according to the
embodiment of this invention;

[0071] FIG. 5is a flowchart for illustrating a procedure for
authentication by the authenticating apparatus according to
the embodiment;

[0072] FIG. 6 is a block diagram showing a first example
of a concrete structure of the authenticating apparatus
according to the embodiment;

[0073] FIG. 7 is a flowchart for illustrating a procedure for
authentication by the authenticating apparatus shown in
FIG. ¢;

[0074] FIG. 8 is a flowchart for illustrating a modified
example of the procedure for authentication by the authen-
ticating apparatus shown in FIG. 6;

[0075] FIG. 9 is a block diagram showing a second
example of the concrete structure of the authenticating
apparatus according to the embodiment;

[0076] FIG. 10 is a flowchart for illustrating a procedure
for authentication by the authenticating apparatus shown in
FIG. 9;

[0077] FIGS. 11A through 11H are diagrams showing
concrete examples of fingerprints in order to explain types of
patterns of fingerprints;

[0078] FIG. 12 is a block diagram showing a third
example of the concrete structure of the authenticating
apparatus according to the embodiment;

[0079] FIG. 13 is a flowchart for illustrating a procedure
for authentication by the authenticating apparatus shown in
FIG. 12;

[0080] FIG. 14 is a block diagram showing a fourth
example of the concrete structure of the authenticating
apparatus according to the embodiment;

[0081] FIG. 15 is a flowchart for illustrating a procedure
for authentication by the authenticating apparatus shown in
FIG. 14

[0082] FIG. 16 is a block diagram showing a fifth example
of the concrete structure of the authenticating apparatus
according to the embodiment;

[0083] FIG. 17 is a flowchart for illustrating a procedure
for authentication by the authenticating apparatus shown in
FIG. 16;

[0084] FIG. 18 is a block diagram showing a sixth
example of the concrete structure of the authenticating
apparatus according to the embodiment;

[0085] FIG. 19 is a flowchart for illustrating a procedure
for authentication by the authenticating apparatus shown in
FIG. 18;
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[0086] FIG. 20 is a vertical sectional view of a structure
of an example of an electronic seal (pattern information
input medium) used in the embodiment;

[0087] FIGS. 21A and 21B illustrate an operation of the
electronic seal shown in FIG. 20; FIG. 21A is a vertical
sectional view showing an operational state of the electronic
seal; FIG. 21B is a plan view showing an example of a
contact pattern on a fingerprint input screen;

[0088] FIGS. 22A and 22B illustrate an operation of the
electronic seal shown in FIG. 20; FIG. 22A is a vertical
sectional view showing an operational state of the electronic
seal; FIG. 22B is a plan view showing another example of
the contact pattern on the fingerprint input screen;

[0089] FIG. 23 is a vertical sectional view showing a
structure of another example of the electronic seal (pattern
information input medium) used in the embodiment;

[0090] FIGS. 24A and 24B illustrate an operation of the
electronic seal shown in FIG. 23; FIG. 24A is a vertical
sectional view showing an operational state of the electronic
seal; FIG. 24B is a plan view showing an example of the
contact pattern on the fingerprint input screen;

[0091] FIG. 25 is a block diagram showing a seventh
example of the concrete structure of the authenticating
apparatus according to the embodiment;

[0092] FIG. 26 is a flowchart for illustrating a procedure
for authentication by the authenticating apparatus shown in
FIG. 25;

[0093] FIGS. 27A and 27B show a structure of an
example of a simplified keyboard used in the embodiment;
FIG. 27A is a vertical sectional view of the same; FIG. 27B
is a plan view of the same;

[0094] FIGS. 28A and 28B illustrate an operation of the
simplified keyboard shown in FIGS. 27A and 27B; FIG.
28A is a vertical sectional view showing an operational state
of the simplified keyboard; FIG. 28B is a plan view showing
an example of an input pattern on a fingerprint input screen;

[0095] FIGS. 29A and 29B show a structure of another
example of the simplified keyboard used in the embodiment;
FIG. 29A is a vertical sectional view of the same; FIG. 29B
is a plan view of the same; and

[0096] FIGS. 30A and 30B illustrate an operation of the
simplified keyboard shown in FIGS. 29A and 29B; FIG.
30A is a vertical sectional view showing an operational state
of the simplified keyboard; FIG. 30B is a plan view showing
an example of an input pattern on the fingerprint input
screen.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0097] Hereinafter, description will be made of an
embodiment of this invention with reference to the draw-
ings.

[0098] FIG. 1 is a block diagram showing a structure of a
personal authentication system using biometrics information
according to an embodiment of this invention. As shown in
FIG. 1, the personal authentication system 1 according to
this embodiment comprises a registering apparatus 2, an
authenticating apparatus 3 (3A to 3G), a communication
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network 4, a data storage unit for primary verification §
(5A), and a data storage unit for secondary verification 6 (6A
to 6G) in order to authenticate a person using biometrics
information (for example, fingerprint, palm print, finger
shape, palm shape, voice, retina, iris, face image, dynamic
signature, blood vessel pattern, keystroke, or the like).

[0099] The registering apparatus 2 comprises an informa-
tion inputting unit 10 (refer to FIG. 2) to obtain biometrics
information of a person (user) to be registered. The regis-
tering apparatus 2 obtains data for verification from infor-
mation inputted using the information inputting unit 10, and
registers the data in the data storage unit 5 (5A) for primary
verification or the data storage unit 6 (6A to 6G) for
secondary verification, which is configured as will be
described later with reference to FIG. 2.

[0100] The authenticating apparatus 3 (3A to 3G) deter-
mines whether a person (user) to be authenticated is the
person himself/herself (registered person) by using the data
for verification which has been beforehand registered by the
person to be authenticated into the data storage unit 5 (5A)
or the data storage unit 6 (6A to 6G) of the registering
apparatus 2. The authenticating apparatus 3 (3A to 3G) is
configured as will be described later with reference to FIG.
3.

[0101] The registering apparatus 2 and the plural authen-
ticating apparatuses 3 (3A to 3G) are communicably con-
nected over the communication network 4 such as Internet,
an intranet or the like. Each of the authenticating apparatus
3 (3A to 3G) has an access to the data storage unit 5 (5A) or
6 (6A to 6G) under the registering apparatus 2 over the
communication network 4 to refer to data for verification
registered in the data storage unit 5 (SA) or 6 (6A to 6G).

[0102] Incidentally, the registering apparatus 2 directly
registers data for verification in the data storage unit 5 (5A)
or 6 (6A to 6G), as shown in FIGS. 1 and 2. The registering
apparatus 2 may alternatively register data for verification in
a data storage unit connected over the communication
network. The authenticating apparatus 3 (3A to 3G) is
connected to the data storage unit 5 (5A) or 6 (6A to 6G)
over the communication network 4 in the example shown in
FIG. 1. Alternatively, the authenticating apparatus 3 (3A to
3G) may be directly connected to the data storage unit 5
(5A) or 6 (6A to 6G) as shown in FIGS. 3, 6, 9, 12, 14, 16,
18 and 25.

[0103] FIG. 2 is a block diagram showing a structure of
the registering apparatus 2 in the personal authentication
system 1 according to this embodiment. As shown in FIG.
2, the registering apparatus 2 comprises the information
inputting unit 10, a biometrics characteristic data extracting
unit 11 for primary verification, a primary verifying unit 12,
a primary verification determining unit 13, and a character-
istic data extracting unit 14 for secondary verification.

[0104] The information inputting unit (biometrics infor-
mation inputting unit for registration, first biometrics infor-
mation inputting unit) 10 obtains biometrics information of
a person (user) to be registered. In concrete, the information
inputting unit 10 is a fingerprint scanner or the like that has
been already used in general. As kinds of biometrics infor-
mation obtained by the information inputting unit 10, there
are, for example, image data such as fingerprint, palm print,
finger shape, palm shape, retina, iris, face image, blood
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vessel pattern and the like, and time series data such as
dynamic signature, voice, key stroke and the like, any one of
which is obtained by the information inputting unit 10.

[0105] The information inputting unit 10 according to this
embodiment is used, not only to obtain biometrics informa-
tion of a person to be registered as data for primary verifi-
cation, but also to input data for secondary verification
which is different from the data for primary verification.
Further, the information inputting unit 10 is provided with an
instruction unit 10a, which will be described later.

[0106] The biometrics characteristic data extracting unit
for primary verification (first extracting unit) 11 extracts and
generates biometrics characteristic data based on biometrics
information of the person (user) to be registered, obtained by
the information inputting unit 10, and registers the biomet-
rics characteristic data as registry biometrics characteristic
data for primary verification into the data storage unit 5§
(5A)for primary verification.

[0107] The primary verifying unit 12 and the primary
verification determining unit 13 function as a state deter-
mining unit for determining a state of the registry biometrics
characteristic data for primary verification extracted by the
extracting unit 11. According to a result of the determina-
tion, it is determined whether the characteristic data extract-
ing unit 14 for secondary verification 14 carries out extrac-
tion and registration.

[0108] The instruction unit 10a in the information input-
ting unit 10 prompts the person to be registered to input data
for secondary verification through the information inputting
unit 10 when it is necessary to register data for secondary
verification. As the instruction unit 10a, a light emitting
element such as an LED or the like, a speaker generating
buzz or the like, or an indicator such as an LCD or the like
is used.

[0109] The primary verifying unit 12 in the registering
apparatus 2 fulfils the similar function to a primary verifying
unit 22 (to be described later) of the authenticating apparatus
3 (3A to 3G), which performs the similar primary verifica-
tion to that performed in personal authentication.

[0110] Namely, in order to determine whether registered
registry biometrics characteristic data for primary verifica-
tion can produce a result of verification sufficient to authen-
ticate a person in the actual verification, the registering
apparatus 2 makes the person to be registered input the same
biometrics information once more, and performs examina-
tion and verification, which will be described later. In this
occasion, the instruction unit 10a described above may be
used to prompt the person to be registered to input the same
biometrics information once more.

[0111] At this time, the biometrics characteristic data
extracting unit 11 for primary verification operates so as to
extract and generate biometrics characteristics data for
examination and verification once more, based on the re-
inputted biometrics information. The primary verifying unit
12 compares and matches the biometrics characteristics
data, obtained again by the extracting unit 11, with biomet-
rics characteristics data registered in the data storage unit 5
in the last examination and verification. Namely, the primary
verifying unit 12 performs examination and verification of
registry biometrics characteristic data for primary verifica-
tion.
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[0112] The primary verification determining unit 13
receives a result of the verification from the primary veri-
fying unit 12 to determine whether a rate of matching is
equal to or greater than a predetermined threshold value p or
not, thereby determining whether the registry biometrics
characteristic data for primary verification can produce a
result of verification sufficient to authenticate the person in
actual verification, that is, whether the characteristic data
extracting unit 14 for secondary verification carries out
extraction and registration.

[0113] When the rate of matching is equal to or greater
than the threshold value p, registration of data for secondary
verification is not performed. When the rate of matching is
less than the threshold value p, it is determined that the
registry biometrics characteristic data for primary verifica-
tion cannot produce a result of verification sufficient to
authenticate the person in actual verification. The primary
verification determining unit 13 thus makes the instruction
unit 10a operate to prompt the person to input data for
secondary verification through the information inputting
unit 10. If the threshold value p is set to 101% at this time,
it becomes possible that the procedure always proceeds to an
information inputting process for secondary verification,
that is, the information inputting process for secondary
verification is always performed on all registered persons.

[0114] The characteristic data extracting unit (second
extracting unit) 14 for secondary verification extracts and
generates a single kind or plural kinds of data, which is
different from the registry biometrics characteristic data for
primary verification, based on information inputted by using
the information inputting unit 10 according to a result of the
verification by the primary verification determining unit 13
(instructing operation by the instruction unit 10a), and
registers the data as registry data for secondary verification
in the data storage unit 6 (6A to 6G) for secondary verifi-
cation. The registry data for secondary verification is
roughly classified into biometrics characteristic data
extracted from the biometrics information on a person to be
registered and non-biometrics characteristic data extracted
from information intentionally inputted by the person to be
registered using the information inputting unit 10.

[0115] When the registry data for secondary verification is
biometrics characteristic data, the biometrics characteristic
data is extracted from biometrics information which is
different from biometrics information obtained for primary
verification. The registry data for secondary verification is,
in concrete, described in items (i) and (ii) below.

[0116] (i) Biometrics characteristic data extracted
from biometrics information of the same type as
biometrics information, which is obtained in primary
verification, but obtained from one or more parts
which are different from a part from which the
biometrics information has been obtained in the
primary verification, is used as registry data for
secondary verification. More concretely, when the
biometrics information is fingerprint image data,
biometrics characteristic data extracted from finger-
print image data of one or more fingers which are
different from a finger, from which the registry
biometrics characteristic data for primary verifica-
tion has been obtained, is used as registry data for
secondary verification.
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10
[0117] (ii) Biometrics characteristic data of a differ- inputting unit 10 obtains fingerprint image data as
ent type from biometrics characteristic data obtained biometrics information, for example, the person
in primary verification extracted from biometrics draws a unique pattern on the image input screen of
information, which is obtained from the same part or the information inputting unit 10 while touching the
a different part but of the same type as biometrics image input screen with his/her finger, a pen-like
information obtained in the primary verification, is device or the like to enter it. The extracting unit 14
used as registry data for secondary verification. then extracts contact trace information as non-bio-
When the biometrics information is fingerprint metrics characteristic data from image data obtained
image data, biometrics characteristic data (for at that time.
example, ﬁngerprmt patter.n).ofadlfferent type from [0123] @ A contact pattern on the image input
the biometrics characteristic data (for example, . . :
S . L . . screen, detected as image data by the information
minutiae) obtained in primary verification, extracted . . . . . .
£ . inputting unit 10, is used as non-biometrics charac-
rom fingerprint image data of the same finger as a . . . . .
. . . . . teristic data. When the information inputting unit 10
registered finger from which the registry biometrics . N . =
. . . : obtains fingerprint image data as biometrics infor-
characteristic data for primary verification has been . .
. . . mation, for example, the person forms a unique
obtained, or, one or more fingers which are different . .
. . . contact pattern on the image input screen of the
from the registered finger, is used as registry data for . . . . . .
. . information inputting unit 10. The extracting unit 14
secondary verification. : .
then extracts a contact pattern as non-biometrics
[0118] When registry data for secondary verification is characteristic data from image data obtained in such
non-biometrics characteristic data, the non-biometrics char- state. At this time, it is alternatively possible to form
acteristic data is as described in items (1) to (6) below. a contact pattern on the image input screen with an

electronic seal (pattern information input medium) to

[0119] @ Time serics data having a patiern deter- be described later with reference to FIGS. 20

mined by a person to be registered is used as non-
biometrics characteristic data. When the information
inputting unit 10 obtains fingerprint image data as
biometrics information, for example, the person taps
an image input screen of the information inputting
unit 10 with his/her finger according to a unique
pattern determined beforehand to input time series
information (Morse code or the like). The extracting
unit 14 extracts time series data in a predetermined
pattern as non-biometrics characteristic data from
image data obtained in time series at that time.

[0120] @An input angle of a predetermined part of
a body on the image input screen, detected as image
data by the information inputting unit 10, is used as
non-biometrics characteristic data. When the infor-
mation inputting unit 10 obtains fingerprint image
data as biometrics information, for example, the
person touches with his/her finger and arranges the
finger at a predetermined unique input angle on the
image input screen of the information inputting unit
10. The extracting unit 14 then extracts the input
angle to a reference direction as non-biometrics
characteristic data from image data obtained in such
state.

[0121] @ A contact position of a predetermined part
of a body on the image input screen, detected as
image data by the information inputting unit 10, is
used as non-biometrics characteristic data. When the
information inputting unit 10 obtains fingerprint
image data as biometrics information, for example,
the person touches with his/her finger and arranges
the finger at a predetermined unique position on the
image input screen of the information inputting unit
10. The extracting unit 14 then extracts a contact
position of the finger as non-biometrics characteris-
tic data from image data obtained in such state.

[0122] @ Information on a contact trace on the
image input screen, detected as image data by the
information inputting unit 10, is used as non-bio-
metrics characteristic data. When the information
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through 24. Such electronic seal is possessed and
carried by a user (person to be registered, registered
person, person to be authenticated) . When registra-
tion is made using an electronic seal, the same
electronic seal is used when secondary verification is
actually performed, as a matter of course.

[0124] @ When character data, corresponding to
each of plural different contact patterns or each of
positions of plural different contact points on the
image input screen of the information inputting unit
10, is beforehand set, the character data correspond-
ing to a contact pattern or a position of a contact
point detected as image data by the information
inputting unit 10 is used as non-biometrics charac-
teristic data. When the information inputting unit 10
obtains fingerprint image data as biometrics infor-
mation, for example, the person forms one or more
contact patterns corresponding to unique character
data or a character data string, or forms one or more
contact points at one or more positions correspond-
ing to the character data or the character data string,
equivalent to a personal identification number, a
password or the like, on the image input screen of the
information inputting unit 10. The extracting unit 14
then extracts character data or a character data string
corresponding to the contact patterns or the contact
points as non-biometrics characteristic data from
image data obtained at that time. At this time, a
keyboard unit to be described later with reference to
FIGS. 27 through 30 may be used to perform a
contacting/inputting operation on the image input
screen.

[0125] The registering apparatus 2 is realized by connect-
ing the information inputting unit 10 such as a fingerprint
scanner (fingerprint unit) or the like to a computer config-
ured with, for example, a CPU, an ROM, an RAM, a display
and the like inter-connected. In this case, functions of the
biometrics characteristic data extracting unit 11 for primary
verification, the primary verifying unit 12, the primary
verification determining unit 13 and the characteristic data
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extracting unit 14 for secondary verification are realized
with a CPU. Therefore, the registering apparatus 2 can be
realized by using an existing registering apparatus as it is
without modifying at all a structure of hardware of the
existing registering apparatus.

[0126] Next, a procedure for registry by the registering
apparatus 2 in the above structure according to this embodi-
ment will be described with reference to a flowchart (steps
S1 to S5) shown in FIG. 3.

[0127] The person (user) to be registered inputs biometrics
information from the information inputting unit 10 as same
as before. The biometrics characteristic data extracting unit
11 extracts and generates biometrics characteristic data
based on the biometrics information obtained by the infor-
mation inputting unit 10. The biometrics characteristic data
is registered as registry biometrics characteristic data for
primary verification in the data storage unit 5 (step S1).

[0128] After that, the person to be registered inputs the
same biometrics information once more through the same
information inputting unit 10. The biometrics characteristic
data extracting unit 11 extracts and generates biometrics
characteristic data for examination and verification based on
the biometrics information which is inputted once more
(step S2). The primary verifying unit 12 compares and
matches the biometrics characteristic data for examination
and verification with the registry biometrics characteristic
data for primary verification obtained at step S1 (step S3).

[0129] The primary verification determining unit 13 deter-
mines whether a result of the verification, that is, a rate of
matching, obtained in the primary verification unit 12, is
equal to or greater than a predetermined threshold value p
(step S4). Whereby, it is determined whether the registry
biometrics characteristic data for primary verification can
produce a result of verification sufficient to authenticate the
person when verification is actually performed. When the
rate of matching is equal to or greater than the predetermined
value p (YES route at step S4), the process is terminated
without registering data for secondary verification.

[0130] When the rate of matching is less than the threshold
value p (NO route at step S4), it is determined that the
registry biometrics characteristic data for primary verifica-
tion cannot produce a result sufficient to authenticate the
person when verification is actually performed. The instruc-
tion unit 10a thus operates to prompt the person to be
registered to input data for secondary verification through
the information inputting unit 10.

[0131] When the person to be registered inputs informa-
tion for secondary verification trough the same information
inputting unit 10 as the one through which the biometrics
information for primary verification has been inputted in
response to the instruction from the instruction unit 10a, the
characteristic data extracting unit 14 extracts and generates
characteristic data from the information for secondary veri-
fication. The characteristic data is registered as registry data
for secondary verification in the data storage unit 6 (step S5)
, and the process is terminated.

[0132] At this time, if the threshold value p for determi-
nation at the step S4 is set to 101%, the procedure always
proceeds to the information inputting process for secondary
verification, it is thereby possible to register registry data for
secondary verification of all registered persons.
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[0133] FIG. 4 is a block diagram showing a basic structure
of the authenticating apparatus 3 in the personal authenti-
cation system 1 according to this embodiment. As shown in
FIG. 4, the authenticating apparatus 3 comprises an infor-
mation inputting unit 20, a biometrics characteristic data
extracting unit 21 for primary verification, a primary veri-
fying unit 22, a verification determining unit 23, a secondary
verification shift determining unit 24, a characteristic data
extracting unit 25 for secondary verification, a secondary
verifying unit 26, a final personal determining unit 27, a
secondary verification shift setting unit 28, and a personal
information setting unit 29.

[0134] The information inputting unit (biometrics infor-
mation inputting unit for authentication, second biometrics
information inputting unit) 20 obtains biometrics informa-
tion of a person (user) to be authenticated. The biometrics
information obtained by the information inputting unit 20 is
of the same type as data stored in the data storage unit 5. The
information inputting unit 20 is thus a device of the same
type (namely, a device obtaining the same type of biometrics
information) as the information inputting unit 10 for registry.

[0135] The information inputting unit 20 is used to not
only obtain biometrics information of the person to be
authenticated as data for primary verification but also input
data for secondary verification which is different from the
data for primary verification, similarly to the information
inputting unit 10. The information inputting unit 20 is
equipped with an instruction unit 20a to be described later.

[0136] The biometrics characteristic data extracting unit
(third extracting unit) 21 for primary verification extracts
biometrics characteristic data to be authenticated from bio-
metrics information of the person (user), obtained by the
information inputting unit 20.

[0137] The primary verifying unit 22 compares and
matches the biometrics characteristic data extracted by the
extracting unit 21 with the registry biometrics characteristic
data for primary verification of the person registered before-
hand in the data storage unit 5.

[0138] When receiving a result of verification from the
primary verifying unit 22, the verification determining unit
(personal determining unit) 23 determines whether a rate of
matching obtained in the primary verification is equal to or
more than a primary verification acceptable threshold value
n or not. The verification determining unit 23 also deter-
mines whether a rate of matching obtained in secondary
verification is equal to or more than a secondary verification
acceptable threshold value m or not when a result of
verification from the secondary verifying unit 26, which will
be described later, is received.

[0139] When the verification determining unit 23 deter-
mines that the rate of matching in the primary verification is
less than the primary verification acceptable threshold value
n, the secondary verification shift determining unit 24 deter-
mines whether the rate of matching in the primary verifica-
tion is equal to or more than a secondary verification shift
threshold value s (s<n) or not. Additionally, the secondary
verification shift determining unit 24 also refers to a state of
setting by the secondary verification shift setting unit 28 and
the personal information setting unit 29 (state of definition
of whether secondary verification is to be performed) or not,
and determines whether secondary verification is necessary,



US 2001/0036297 Al

that is, whether the procedure shifts to secondary verifica-
tion or not, on the basis of the state of setting and a result of
determination on the rate of matching.

[0140] The secondary verification shift setting unit 28 is
served to voluntarily set and define whether verification by
the secondary verifying unit 25 is to be performed or not.
The personal information setting unit 29 beforehand sets and
defines information on whether verification by the secondary
verifying unit 25 is to be performed or not for each user
(registered person) as personal information. The personal
information is stored together with the registry biometrics
characteristic data for primary verification in, for example,
the data storage unit 5.

[0141] When determining that the rate of matching of the
primary verification is equal to or more than the secondary
verification shift threshold value s (s<n) and recognizing that
the secondary verification shift setting unit 28 and the person
information setting unit 29 recognize that shift to the sec-
ondary verification is allowed, the secondary verification
shift determining unit 24 makes the instruction unit 20a
operate to prompt the person to be authenticated to input
data for secondary verification through the information
inputting unit 20. Incidentally, as the instruction unit 20a, a
light emitting element such as an LED or the like, a speaker
generating buzz or the like, or an indicator such as an LCD
or the like, for example, is used similarly to the instruction
unit 10a.

[0142] The characteristic data extracting unit (fourth
extracting unit) 25 for secondary verification extracts data
for secondary verification from information inputted using
the information inputting unit 20 according to a result of
determination by the secondary verification shift determin-
ing unit 24 (instructing operation by the instruction unit 20).
The data to be authenticated which is extracted at this time
is, of course, of the same type as the registry data for
secondary verification registered in the data storage unit 6
for secondary verification in the above-described registering
apparatus 2 at the time of registration.

[0143] The secondary verifying unit 26 compares and
matches the data extracted by the extracting unit 25 with the
registry data for secondary verification of the person to be
authenticated. The registry data is registered beforehand in
the data storage unit 6.

[0144] The final personal determining unit (personal deter-
mining unit) 27 cooperates with the above-described veri-
fication determining unit 23 to function as a personal deter-
mining unit that determines whether the person to be
authenticated is the person himself/herself (registered per-
son) or not, on the basis of results of verification by the
primary verifying unit 22 and the secondary verifying unit
26. When the verification determining unit 23 determines
that a rate of matching in primary verification is equal to or
more than the threshold value n or that a rate of matching in
secondary verification is equal to or more than the threshold
value m, the final personal determining unit 27 determines
and authenticates that the person to be authenticated is the
person himself/herself (registered person). When the verifi-
cation determining unit 23 determines that a rate of match-
ing in secondary verification is less than the threshold value
m, or when the secondary verification shift determining unit
24 determines that shift to secondary verification is unnec-
essary, the final personal determining unit 27 neither deter-
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mines nor authenticates that the person to be authenticated
is the person himself/herself (registered person), as a matter
of course.

[0145] Meanwhile, when plurality of registry data for
secondary verification are registered (for example, when
biometrics characteristic data extracted from fingerprint
image data of plural fingers is registered), the person to be
authenticated operates to input biometrics information plural
times correspondingly to that. The extracting unit 25 extracts
plurality of data to be authenticated from the biometrics
information. In such case, the final personal determining unit
27 determines and authenticates that the person to be authen-
ticated is the person himself/herself (registered person)
when rates of verification that are results of secondary
verification of all authenticating object data are equal to or
more than the threshold value m.

[0146] The authenticating apparatus 3 is actually realized
by connecting the information inputting unit 20, such as a
fingerprint scanner (fingerprint unit) or the like, to a com-
puter configured with, for example, a CPU, an ROM, an
RAM, a display and the like inter-connected by bus lines. In
this case, functions as the biometrics characteristic data
extracting unit 21 for primary verification, the primary
verifying unit 22, the verification determining unit 23, the
secondary verification shift determining unit 24, the char-
acteristic data extracting unit 25 for secondary verification,
the secondary verifying unit 26, and the final personal
determining unit 27, are realized with a CPU. Therefore, the
authenticating apparatus 3 according to this embodiment can
be realized by using an existing authenticating apparatus as
it is without necessity for modifying the hardware structure
of the existing registering apparatus at all. Incidentally, each
of the authenticating apparatuses 3A to 3G to be described
later are structured in a similar way to the authenticating
apparatus 3.

[0147] Further, it is possible to provide an apparatus
having functions of both the registering apparatus 2 and the
authenticating apparatus 3 described above. Such apparatus
is realized by connecting an information inputting unit such
as a fingerprint scanner (fingerprint unit) or the like to a
computer configured with, for example, a CPU, an ROM, an
RAM, a display and the like, as described above. In such
case, one information inputting unit may be served as both
the information inputting units 10 and 20. Additionally, the
data extracting units 11 and 21, the data extracting units 14
and 25, the primary verifying units 12 and 22, and the
verification determining units 13 and 23 may be realized
with the same software, respectively.

[0148] Next, a procedure for authentication by the authen-
ticating apparatus 3 in the above structure according to this
embodiment will be described with reference to a flowchart
(steps S11 to S20) shown in FIG. 5.

[0149] A person (user) to be authenticated inputs biomet-
rics information via the information inputting unit 20 as
same as before. The biometrics characteristic data extracting
unit 21 extracts biometrics characteristic data from the
biometrics information obtained by the information input-
ting unit 20 (step S11).

[0150] The primary verifying unit 22 compares and
matches the biometrics characteristic data extracted by the
extracting unit 21 with registry biometrics characteristic data
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for primary verification of the person to be authenticated
(step S12). The registry biometrics characteristic data is
registered beforehand in the data storage unit 5. The veri-
fication determining unit 23 determines whether a rate of
matching obtained in primary verification is equal to or more
than the primary verification acceptable threshold value n or
not (step S13).

[0151] When the verification determining unit 23 deter-
mines that the rate of matching in the primary verification
equal to or more than the threshold value n (YES route at
step S13), the final personal determining unit 27 determines
and authenticates that the person to be authenticated is the
person himself/herself (registered person) since a rate of
matching sufficient to determine that the person to be
authenticated is the person himself/herself (registered per-
son) is obtained in the primary verification (step S19), and
the process is terminated.

[0152] When the verification determining unit 23 deter-
mines that the rate of matching in the primary verification is
less than the threshold value n (NO route at step S13) , that
is, when a rate of matching sufficient to determine that the
person to be authenticated is the person himself/herself
(registered person) cannot be obtained in the primary veri-
fication, the secondary verification shift determining unit 24
determines whether the rate of matching in the primary
verification is equal to or more than the secondary verifica-
tion shift threshold value s (s<n) or not (step S14).

[0153] When the secondary verification shift determining
unit 24 determines that the rate of matching in the primary
verification equal to or more than the threshold value s (YES
route at step S14), the secondary verification shift determin-
ing unit 24 uninterruptedly refers to a state of setting (state
of defining of whether secondary verification is to be per-
formed or not) by the secondary verification shift setting unit
28 and the personal information setting unit 29 to determine
on the basis of the state of setting whether shift to the
secondary verification is allowed or not (step S15).

[0154] When the secondary verification shift determining
unit 24 recognizes that shift to secondary verification is set
to be allowed (YES route at step S15) , the instruction unit
20a operates to prompt the person to be authenticated to
input data for secondary verification via the information
inputting unit 20.

[0155] When the person to be authenticated inputs infor-
mation for secondary verification via the same information
inputting unit 20 as that used when the biometrics informa-
tion that is an object of authentication has been inputted in
response to the instruction from the instruction unit 20a, the
characteristic data extracting unit for secondary verification
25 extracts authenticating object data corresponding to the
registry data for secondary verification from the information
for secondary verification (step S16).

[0156] The secondary verifying unit 26 performs second-
ary verification (relief verification) to compare and match
the data extracted by the extracting unit 25 with registry data
for secondary verification of the person to be authenticated
(step S17). The registry data is registered beforehand in the
data storage unit 6. The verification determining unit 23
determines whether a rate of matching obtained in the
secondary verification is equal to or more than the secondary
verification acceptable threshold value m or not (step S18).
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[0157] When the verification determining unit 23 deter-
mines that the rate of matching in the secondary verification
is equal to or more than the threshold value m (YES route
at step S18), the final personal determining unit 27 deter-
mines and authenticates that the person to be authenticated
is the person himself/herself (registered person) since a rate
of matching sufficient to determine that the person to be
authenticated is the person himself/herself (registered per-
son) is obtained in the secondary verification (step S19), and
the process is terminated.

[0158] On the other hand, when the verification determin-
ing unit 23 determines that the rate of matching in the
secondary verification is less than the threshold value m (NO
route at step S18), that is, when a rate of matching sufficient
to determine that the person to be authenticated is the person
himself/herself (registered person) cannot be obtained even
in the secondary verification, the final personal determining
unit 27 determines not to authenticate (does not authenticate
that the person to be authenticated is the person himself/
herself (registered person)) (step S20), and the process is
terminated.

[0159] When the secondary verification shift determining
unit 24 determines that the rate of matching in the primary
verification is less than the secondary verification shift
threshold value s (NO route at step S14), or when shift to
secondary verification is set to be unallowable (NO route at
step S15), the final personal determining unit 27 determines
not to authenticate (step S20), and the process is terminated.

[0160] Therefore, in the personal authentication system 1
according to this embodiment, when a rate of matching in
primary verification falls within a predetermined range
(range from equal to or more than s to less than n in this
embodiment) and shift to secondary verification is allowed
even though primary verification results in rejection of
authentication, information for carrying out secondary veri-
fication is inputted from the information inputting unit 20,
and the secondary verification (relief verification) is carried
out. At this time, it is possible to authenticate a person in the
secondary verification by setting the secondary verification
shift threshold value s to 0% and defining that the secondary
verification is always performed when the primary verifica-
tion is failed, even if personal authentication becomes
impossible in the primary verification due to a factor such as
injury or the like.

[0161] According to the personal authentication system 1
(the registering apparatus 2 and the authenticating apparatus
3) of this embodiment of this invention, when biometrics
characteristic data that is referred to, when normal authen-
tication (primary verification) is performed is registered,
registry data for secondary verification (personal identifica-
tion information), which is different from the biometrics
characteristic data and is not limited to data relating to
biometrics, is registered using the information inputting unit
10. Both when the registry biometrics characteristic data for
primary verification is registered, and when registry data for
secondary verification is registered, the same information
inputting unit 10 is used.

[0162] By registering registry data for secondary verifica-
tion, secondary verification (relief verification) using the
registry data for secondary verification is carried out even
when authentication in primary verification results in failure
in authentication. It is thereby possible to relieve users who
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cannot receive authentication in primary verification due to
any factor after registration, users whose states of biometrics
are unstable, and users whose registry biometrics character-
istic data for primary verification cannot be obtained, with-
out newly adding an apparatus. This allows a measure for
relief in personal authentication without causing complexity
or an increase in cost.

[0163] Upon registration, the primary verifying unit 12
and the primary verification determining unit 13 determine
a state of biometrics characteristic data for primary verifi-
cation, and extraction and registration for secondary verifi-
cation are carried out according to a result of the determi-
nation. Accordingly, it is possible to recognize a person
whose state of biometrics to be obtained in primary verifi-
cation is unstable or a person whose registry biometrics
characteristic data for primary verification cannot be
obtained from the beginning according to the determination,
and as a measure for relief, it is possible to register in
advance registry data for secondary verification of only such
persons.

[0164] When secondary verification is required in the
authenticating apparatus 3, the instruction unit 3 prompts a
person to be authenticated to input data for secondary
verification through the information inputting unit 20. The
person to be authenticated can smoothly and certainly shift
to an operation for inputting the data for secondary verifi-
cation according to the instruction.

[0165] In the authenticating apparatus 3, it is possible to
voluntarily set by the secondary verification shift setting unit
28 whether secondary verification is to be carried out or not.
In addition, it is possible to individually set a registered
person who should be secondary-matched, which makes it
possible to voluntarily set or set for each registered person
whether the procedure should shift from primary verification
to secondary verification. Accordingly, it is possible to
control execution/non-execution of secondary verification
according to an environment in which the system is used, or
meeting a demand by the system manager or each registered
person.

[0166] Next, an example of a concrete structure of the
authenticating apparatus used in the personal authentication
system 1 of this embodiment will be described with refer-
ence to FIGS. 6 through 30.

[0167] Each of the authenticating systems 3A to 3G to be
described in the following examples is to realize a measure
for relief (relief verification) when authentication by finger-
prints results in failure in a system in which a fingerprint is
obtained as biometrics information to authenticate a person.
This invention is not limited to only fingerprint authentica-
tion, but also applicable to a system in which palm print,
finger shape, palm shape, voice (voice print), retina, iris,
face image, dynamic signature, blood vessel pattern, key-
stroke or the like, for example, is obtained to carry out
biometrics authentication. Even in a personal authentication
system using biometrics information other than fingerprints,
this invention can accomplish a measure for relief when
personal authentication becomes impossible due to an unex-
pected factor.

[0168] FIGS. 6 to 8 illustrate a first example of the
concrete structure of the authenticating apparatus according
to this embodiment. FIG. 6 is a block diagram showing a
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structure of the authenticating apparatus 3A. FIG. 7 is a
flowchart for illustrating a procedure for authentication by
the authenticating apparatus 3A. FIG. 8 is a flowchart for
illustrating a modified example of the procedure for authen-
tication by the authenticating apparatus 3A. In FIG. 6, the
same reference characters as those described hereinbefore
designate like or corresponding parts, detailed descriptions
of which are thus omitted.

[0169] The authenticating apparatus 3A shown in FIG. 6
obtains fingerprint image data from one or more fingers
other than a finger from which registry biometrics charac-
teristics data for primary verification has been obtained,
when personal authentication, using fingerprint, results in
failure (when primary verification is failed) in the personal
authentication system 1, performs secondary verification by
using biometrics characteristic data (authenticating object
data) extracted from the fingerprint image data, and authen-
ticates the person when rates of verification of all the fingers
are equal to or more than the secondary verification accept-
able threshold value m even if the rate of matching decreases
due to roughness or dryness of the fingertips in winter time,
thereby accomplishing a measure for relief.

[0170] When the authenticating apparatus 3A is employed,
in the registering apparatus 2 of the personal authentication
system 1, the information inputting unit 10 obtains finger-
print image data of a person (user) to be registered, the
biometrics characteristic data extracting unit for primary
verification 11 extracts and generates biometrics character-
istic data from the fingerprint image data, and the data
storage unit for primary verification 5A stores the biometrics
characteristic data as registry biometrics characteristic data
for primary verification. The information inputting unit 10
also obtains fingerprint image data of one or more fingers
(the number of fingers is described as k in this embodiment)
other than the finger from which the registry biometrics
characteristic data for primary verification has been
obtained, the characteristic data extracting unit for second-
ary verification 14 extracts biometrics characteristic data
from the fingerprint image data, and the data storage unit for
secondary verification 6A registers the biometrics charac-
teristic data as registry data for secondary verification.
Incidentally, procedures for registering data in the data
storage unit for primary verification 5A and the data storage
unit for secondary verification 6A are as have been described
above with reference to FIG. 3. In this case, the information
inputting unit 10 is naturally configured with a fingerprint
scanner (optical fingerprint unit, capacitance fingerprint
unit).

[0171] At this time, the biometrics character data extract-
ing unit for primary verification 11 and the characteristic
data extracting unit for secondary verification 14 both
extract biometrics characteristic data of the same type from
fingerprint image data, which can be thus commonly used
and integrated.

[0172] Biometrics characteristic data extracted by the bio-
metrics characteristic data extracting unit for primary veri-
fication 11, the characteristic data extracting unit for sec-
ondary verification 14, or a biometrics characteristic data
extracting unit 21A to be described later is, for example,
coordinates of a bifurcation (minutia) of a fingerprint ridge,
coordinates of an ending (minutia), coordinates of a cross-
ing, coordinates of a core of a fingerprint, coordinates of a
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delta of a fingerprint, a direction of a ridge of a fingerprint,
a distance between minutiae, the number of ridges between
minutiae of a fingerprint, or the like.

[0173] The authenticating apparatus 3A comprises, as
shown in FIG. 6, an information inputting unit 20A, a
biometrics characteristic data extracting unit 21A, a biomet-
rics characteristic data verifying unit 22A, a verification
determining unit 23A, a secondary verification shift deter-
mining unit 24A, and a final personal determining unit 27A.

[0174] The information inputting unit (biometrics infor-
mation inputting unit for authentication) 20A corresponds to
the information inputting unit 20 shown in FIG. 4, which is
configured with, for example, an optical fingerprint unit in
order to obtain fingerprint image data as biometrics infor-
mation of a person (user) to be authenticated.

[0175] The biometrics characteristic data extracting unit
(third extracting unit, fourth extracting unit) 21A fulfils the
similar function to the extracting units 21 and 25 shown in
FIG. 4, which extracts, for example, minutia data as data to
be authenticated from fingerprint image data of the person
(user) to be authenticated. The fingerprint image data is
obtained by the information inputting unit 20A in primary
verification or secondary verification.

[0176] The biometrics characteristic data verifying unit
(primary verifying unit, secondary verifying unit) 22A fulfils
the similar function to the verifying units 22 and 26 shown
in FIG. 4. In the primary verification, the biometrics char-
acteristic data verifying unit 22A compares and matches the
biometrics characteristic data (minutia data of fingerprint,
here) extracted by-the extracting unit 21A with registry
biometrics characteristics data for primary verification of the
person to be authenticated. The registry biometrics charac-
teristic data is registered beforehand in the data storage unit
5A. In secondary verification, the biometrics characteristic
data verifying unit 22A compares and matches the data
extracted by the extracting unit 21A with registry data for
secondary verification of the person to be authenticated. The
registry data is registered beforehand in the data storage unit
6A.

[0177] The verification determining unit (personal deter-
mining unit) 23A fulfils the similar function to the verifica-
tion determining unit 23 shown in FIG. 4. When receiving
a result of primary verification from the verifying unit 22A,
the verification determining unit 23A determines whether a
rate of matching obtained in the primary verification is equal
to or more than the primary verification acceptable threshold
value n or not. When receiving a result of secondary
verification from the verifying unit 22A, the verification
determining unit 23 A determines whether a rate of matching
obtained in the secondary verification is equal to or more
than the secondary verification acceptable threshold value m
or not.

[0178] The secondary verification shift determining unit
24A corresponds to the secondary verification shift deter-
mining unit 24 shown in FIG. 4. When the verification
determining unit 23A determines that a rate of matching in
the primary verification is less than the primary verification
acceptable threshold value n, the secondary verification shift
determining unit 24A determines whether the rate of match-
ing in the primary verification is equal to or more than the
secondary verification shift threshold value s (s<n) or not,
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refers to a state of setting by the secondary verification shift
setting unit 28 and the personal information setting unit
(state of defining of whether secondary verification is to be
carried out or not), and determines whether secondary
verification is necessary, that is, whether the procedure is to
be proceeded to secondary verification or not, on the basis
of the state of setting and a result of determination on the rate
of matching.

[0179] The final personal determining unit (personal deter-
mining unit) 27A corresponds to the final personal deter-
mining unit 27 shown in FIG. 4. In cooperation with the
verification determining unit 23 A described above, the final
personal determining unit 27A functions as a personal
determining unit determining whether the person to be
authenticated is the person himself/herself (registered per-
son) or not, on the basis of a result of verification by the
biometrics characteristic data verifying unit 22A, which
fulfils the similar function (determining and authenticating a
person) to the final personal determining unit 27 shown in
FIG. 4, according to a result of determination by the
verification determining unit 23A.

[0180] Here, biometrics characteristic data for primary
verification and registry data for secondary verification are
separately stored and managed in the data storage unit for
primary verification SA and the data storage unit for sec-
ondary verification 6A, respectively. When the authenticat-
ing apparatus 3A described above is employed, the biomet-
rics characteristic data for primary verification and the
registry data for secondary verification may be together
stored in one biometrics characteristic data storage unit since
the biometrics characteristic data for primary verification
and the registry data for secondary verification are data of
the same type extracted from the same type of biometrics
information (fingerprint image data).

[0181] Next, a procedure for authentication by the authen-
ticating apparatus 3A in the above structure will be
described with reference to a flowchart (steps S21 to S32)
shown in FIG. 7.

[0182] First, a person to be authenticated inputs fingerprint
image data of the first finger from the information inputting
unit 20A in the same manner as before. The biometrics
characteristic data extracting unit 21A extracts biometrics
characteristic data of the first finger from the fingerprint
image data obtained by the information inputting unit 20A
(step S21).

[0183] The biometrics characteristic data verifying unit
22A performs primary verification to compare and match the
biometrics characteristic data extracted by the extracting
unit 21A with registry biometrics characteristic data for
primary verification of the person to be authenticated (step
$22). The registry biometrics characteristic data is registered
beforehand in the data storage unit SA. The verification
determining unit 23 A determines whether a rate of matching
obtained in the primary verification is equal to or more than
the primary verification acceptable threshold value nor not
(step S23),

[0184] When the verification determining unit 23A deter-
mines that the rate of matching in the primary verification is
equal to or more than the threshold value n (YES route at
step S23), the final personal determining unit 27A deter-
mines and authenticates that the person to be authenticated
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is the person himself/herself (registered person), since a rate
of matching sufficient to determine that the person to be
authenticated is the person himself/herself (registered per-
son) is obtained in the primary verification (step S31), and
the process is terminated.

[0185] When the verification determining unit 23A deter-
mines that the rate of matching in the primary verification is
less than the threshold value n (NO route at step S23), that
is, when a rate of matching, sufficient to determine that the
person to be authenticated is the person himself/herself, is
not obtained in the primary verification, the secondary
verification shift determining unit 24A determines whether
the rate of matching in the primary verification is equal to or
more than the secondary verification shift threshold value s
(s<n) or not (step S24).

[0186] When the secondary verification shift determining
unit 24A determines that the rate of matching in the primary
verification is equal to or more than the secondary verifica-
tion shift threshold value s (YES route at step S24), the
secondary verification shift determining unit 24A uninter-
ruptedly refers to a state of setting by the secondary verifi-
cation shift setting unit 28 and the personal information
setting unit 29, and determines on the basis of the state of
setting of whether shift to the secondary verification is
allowed or not (step S25).

[0187] When the secondary verification shift determining
unit 24A recognizes that shift to secondary verification is set
to be allowed (YES route at step S25), the instruction unit
20a operates to prompt the person to be authenticated to
input data for secondary verification from the information
inputting unit 20A.

[0188] Responding to this, the person to be authenticated
successively inputs fingerprint image data of k fingers as
information for secondary verification from the information
inputting unit 20A. The authenticating apparatus 3A extracts
biometrics characteristic data as data to be authenticated
from the fingerprint image data of each of the fingers, and
carries out secondary verification (relief verification) (steps
S26 to S30).

[0189] Namely, the authenticating apparatus 3A first
defines a variable 1 whose initial value is 1, and determines
whether the variable i is greater than the number of times
relief verification data is inputted k (step S26) When the
variable i is not greater than k (NO route at step S26),
fingerprint image data of the i-th finger is inputted. The
biometrics characteristic data extracting unit 21A extracts
biometrics characteristic data of the i-th finger from the
fingerprint image data obtained by the information inputting
unit 20A (step S27).

[0190] The biometrics characteristic data verifying unit
22A compares and matches the biometrics characteristic
data extracted by the extracting unit 21A with registry data
for secondary verification of the i-th finger of the person to
be authenticated (step S28). The registry data is registered
beforehand in the data storage unit 6A. The verification
determining unit 23 A determines whether a rate of matching
obtained in the secondary verification is equal to or more
than the secondary verification acceptable threshold value m
or not (step S29).

[0191] When the verification determining unit 23A deter-
mines that the rate of matching in the secondary verification
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is equal to or more than the threshold value m (YES route
at step S29), the variable i is incremented by one (step S30),
and the procedure goes back to step S26. Until verification
of the k-th finger is completed, the process from step S26 to
step S30 is repetitively carried out.

[0192] Here, the secondary verification acceptable thresh-
old value m is such set as to be less than the primary
verification acceptable threshold value m. Conditions under
which the rate of matching is accepted in the secondary
verification is that rates of verification of characteristic data
of all of k fingers are equal to or more than the threshold
value m.

[0193] When rates of verification of characteristic data of
all the k fingers are equal to or more than the threshold value
m (YES route at step S26), the final personal determining
unit 27A determines and authenticates that the person to be
authenticated is the person himself/herself or registered
person (step S31), and the process is terminated.

[0194] On the other hand, when the verification determin-
ing unit 23A determines that a rate of matching of a certain
finger in the secondary verification is less than the threshold
value m while the plural fingers are successively secondary
matched (NO route at step S29), that is, when even one
finger whose rate of matching in the secondary verification
is less than the threshold value m exists, the final personal
determining unit 27A determines at that moment not to
authenticate (step S32), and the process is terminated.

[0195] When the secondary verification shift determining
unit 24A determines that the rate of matching in the primary
verification is less than the secondary verification shift
threshold value s (NO route at step S24), or when shift to
secondary verification is set to be unallowable (NO route at
step S25), the final personal determining unit 27A deter-
mines not to authenticate (step S32), and the process is
terminated.

[0196] The authenticating apparatus 3A compares and
matches minutia data of the first finger with minutia data
(registry biometrics characteristic data for primary verifica-
tion) registered beforehand, as stated above. When a rate of
the verification exceeds the primary verification acceptable
threshold value n, the authenticating apparatus 3A authen-
ticates that the person is the person himself/herself (the
person is registered), and completes the process. If the rate
of the verification does not exceed the primary verification
acceptable threshold value n, the authenticating apparatus
3A proceeds to the relief authenticating process only when
the rate of the verification exceeds the threshold value,
according to which it is determined whether the relief
authentication is carried out not. By setting the threshold
value, according to which it is determined whether relief
authentication is carried out, to zero, it is possible for the
procedure to shift to the relief authenticating process (sec-
ondary process) even when the rate of matching is 0% due
to injury or the like.

[0197] In the relief authentication (secondary verifica-
tion), fingerprint biometrics information is inputted k times,
which is a predefined number of times relief information is
inputted and can be arbitrarily changed, and the fingerprint
biometrics information is matched with minutia data regis-
tered beforehand. The secondary verification acceptable
threshold value m is set to be less than the primary verifi-
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cation acceptable threshold value n. When fingerprints of all
fingers fall within a range of the secondary verification
acceptable threshold value m, a person to be authenticated
object person is authenticated, and a series of the authenti-
cating process is terminated.

[0198] In FIG. 7, verification is carried out each time
fingerprint information for secondary verification is input-
ted, and “not authenticate” is determined when a finger that
does not reach the rate of the secondary verification is found
during the verification. However, it is alternatively possible
that the final personal determining unit 27A collectively
determines to authenticate the person when, for example,
nine fingers out of ten fingers reach the secondary verifica-
tion acceptable threshold value m.

[0199] In relation to the authenticating apparatus 3A, a
relief authentication in view of secondary verification has
been described. When verification data used in secondary
verification is of the same type as biometrics characteristic
data in primary verification as this example, it is alterna-
tively possible to always match plural types of biometrics
characteristic data irrespective of success/failure of the
primary verification.

[0200] A procedure (flowchart) for authentication in such
case is shown in FIG. 8. As clearly shown when comparing
FIG. 7 with FIG. 8, the primary verification process (steps
S21 to S23) and the process of determining shift to the
secondary verification (steps S24 and S25), which are per-
formed in the authenticating procedure shown in FIG. 7, are
omitted in the authenticating procedure shown in FIG. 8.

[0201] Inthe authenticating apparatus 3A and the personal
authentication system with the authenticating apparatus 3A,
minutia data extracted from fingerprint image data of fingers
other than a finger used in primary verification is used as
registry data for secondary verification, whereby data of a
user necessary in the primary verification and secondary
verification can be inputted from one information inputting
unit 10 or 20A.

[0202] Primary verification and secondary verification are
carried out using biometrics characteristic data of the same
type, so that it is unnecessary to prepare an extraction
algorithm or a verification algorithm for each of the primary
verification and the secondary verification.

[0203] Namely, the extracting unit 11 and the extracting
unit 14 can be commonly used and integrated in the regis-
tering apparatus 2. In addition, the authenticating apparatus
2 does not need to have the biometrics characteristic data
extracting unit (the third extracting unit and the fourth
extracting unit), or the biometrics characteristic data veri-
fying unit (the primary verifying unit and the secondary
verifying unit) for each of primary verification and second-
ary verification. In consequence, it is possible to carry out
both primary verification and secondary verification (relief
verification) using existing hardware and software as they
are.

[0204] FIGS. 9 through 11 depict a second example of
the concrete structure of the authenticating apparatus
according to this embodiment. FIG. 9 is a block diagram
showing a structure of the authenticating apparatus 3B. FIG.
10 is a flowchart for illustrating a procedure for authentica-
tion by the authenticating apparatus 3B. FIGS. 11A through
11H are diagrams showing concrete examples of fingerprints
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in order to explain types of patterns of fingerprints. Inci-
dentally, the same reference characters in FIG. 9 designate
like or corresponding parts, detailed descriptions of which
are thus omitted.

[0205] The authenticating apparatus 3B shown in FIG. 9
obtains fingerprint image data of equal to or more than one
finger which is the same finger or a different finger from a
finger from which registry biometrics characteristic data for
primary verification has been extracted when personal
authentication by a fingerprint results in failure in the
personal authentication system 1 (when primary verification
is failed), and carries out secondary verification using a
fingerprint pattern (data to be authenticated extracted from
the fingerprint image data. Whereby, the authenticating
apparatus 3B accomplishes a measure for relief to authen-
ticate a person even when a rate of matching decreases due
to roughness or dryness of the finger tips in winter, etc., so
long as patterns of fingerprints of all fingers match with
registry data for secondary verification stored in the data
storage unit for secondary verification 6B.

[0206] When the authenticating apparatus 3B is employed,
the registering apparatus 2 of the personal authentication
system 1 extracts biometrics characteristic data from finger-
print image data of a person (user)to be registered in the
similar manner to the above-described, and registers it as
registry biometrics characteristic data for primary verifica-
tion in the data storage unit for primary verification SA. The
registering apparatus 2 also obtains by the information
inputting unit 10 fingerprint image data of equal to or more
than one finger (the number of fingers is described as k in
this embodiment) which is the same finger or a different
finger from the finger from which the registry biometrics
characteristic data for primary verification has been
obtained, extracts pattern data of the fingerprint from the
fingerprint image data by the characteristic data extracting
unit for secondary verification 14, and registers the pattern
data as registry data for secondary verification in the data
storage unit for secondary verification 6B. Procedures for
data registration in the data storage unit for primary verifi-
cation SA and the data storage unit for secondary verification
6B by the registering apparatus 2 are as have been described
above with reference to FIG. 3.

[0207] Patterns of fingerprints are shown in FIGS. 11A
through 11H, for example. A pattern shown in FIG. 11A is
a right central pocket loop type. A pattern shown in FIG.
11B is a left central pocket loop type. A pattern shown in
FIG. 11C is a double loop type. A pattern shown in FIG.
11D is a plain arch type. A pattern shown in FIG. 11E is a
plain whorl type. A pattern shown in FIG. 11F is a left loop
type. A pattern shown in FIG. 11G is a right loop type. A
pattern shown in FIG. 11H is a tented arch type. A type of
such pattern is extracted from each finger as pattern data,
and used as registry data for secondary verification. Note
that FIGS. 11A through 11H shows merely one example of
classification of patterns; a method for classifying patterns
of fingerprints is not particularly defined in this embodi-
ment.

[0208] The authenticating apparatus 3B comprises a veri-
fication determining unit 23B, a secondary verification shift
determining unit 24B, a pattern data extracting unit 25B, a
pattern data verifying unit 26B, and a final personal deter-
mining unit 27B along with the information inputting unit
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20A, the biometrics characteristic data extracting unit 21A,
and the biometrics characteristic data verifying unit 22A.

[0209] The verification determining unit (personal deter-
mining unit) 23B fulfils the similar function to the verifica-
tion determining unit 23 shown in FIG. 4. When receiving
a result of primary verification from the verifying unit 22A,
the verification determining unit 23B determines whether a
rate of matching in the primary verification is equal to or
more than the primary verification acceptable threshold
value n or not, and also determines coincidence of two sorts
of pattern data on the basis of a result of secondary verifi-
cation from the pattern data verifying unit 26B to be
described later.

[0210] The secondary verification shift determining unit
24B corresponds to the secondary verification shift deter-
mining unit 24 shown in FIG. 4. When the verification
determining unit 23B determines that the rate of primary
verification is less than the primary verification acceptable
threshold value n, the secondary verification shift determin-
ing unit 24B determines whether the rate of the primary
verification is equal to or more than the secondary verifica-
tion shift threshold value s (s<n) or not, and further deter-
mines on the basis of a result of the determination necessity
for shift to secondary verification, that is, determines
whether the procedure proceeds to secondary verification or
not.

[0211] The pattern data extracting unit (fourth extracting
unit) 25B corresponds to the characteristic data extracting
unit for secondary verification 25 shown in FIG. 4. The
pattern data extracting unit 25B recognizes pattern data of a
fingerprint as data to be authenticated from fingerprint image
data of a person (user) to be authenticated and extracts the
same. The fingerprint image data is obtained by the infor-
mation inputting unit 20A.

[0212] The pattern data verifying unit (secondary verify-
ing unit) 26B corresponds to the secondary verifying unit 26
shown in FIG. 4. The pattern data verifying unit 26B
compares and matches pattern data extracted by the pattern
data extracting unit 25B with pattern data (registry data for
secondary verification) of the person to be authenticated.
The pattern data of the person is registered beforehand in the
data storage unit 6B.

[0213] The final personal determining unit (personal deter-
mining unit) 27B corresponds to the final personal deter-
mining unit 27 shown in FIG. 4. In cooperation with the
verification determining unit 23B described above, the final
personal determining unit 27B functions as a personal
determining unit which determines on the basis of results of
verification by the biometrics characteristic data verifying
unit 22A and the pattern data verifying unit 26 B whether a
person to be authenticated is the person himself/herself
(registered person) or not. The final personal determining
unit 27B determines and authenticates that the person to be
authenticated is the person himself/herself when the verifi-
cation determining unit 23B determines that a rate of match-
ing in primary verification is equal to or more than the
threshold value n, or that pattern data of all fingers coincide
with registry data for secondary verification.

[0214] Next, a procedure for authentication by the authen-
ticating apparatus 3B in the above structure will be
described with reference to a flowchart (steps S21 to S24,
and S41 to S47) shown in FIG. 10.
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[0215] Steps S21 to S24 are similar to the primary veri-
fication process (steps S21 to S23) and the secondary
verification shift determining process (step S24) performed
in the authenticating process shown in FIG. 7, detailed
descriptions of which are thus omitted. In the authenticating
apparatus 3B, the secondary verification shift setting unit 28
and the personal information setting unit 29 are omitted, thus
the process of determining secondary verification shift cor-
responding to step S25 in FIG. 7 is omitted.

[0216] When the verification determining unit 23B deter-
mines that a rate of matching in primary verification is equal
to or more than the threshold value n (YES route at step
§23), the final personal determining unit 27B determines
and authenticates that a person to be authenticated is the
person himself/herself (registered person) since a rate of
matching sufficient to determine that the person to be
authenticated is the person himself/herself (registered per-
son) in the primary verification is obtained in the primary
verification (step S46), and the process is terminated.

[0217] When the secondary verification shift determining
unit 24B determines that the rate of matching in primary
verification is equal to or more than the secondary verifica-
tion shift threshold value s (YES route at step S24), the
instruction unit 20g operates to prompt the person to be
authenticated to input data for secondary verification
through the information inputting unit 20A.

[0218] Responding to this, the person to be authenticated
successively inputs fingerprint image data of k fingers as
information for secondary verification from the information
inputting unit 20A. The authenticating apparatus 3B extracts
pattern data of the fingerprint from the image data of each of
the fingerprints as data for secondary verification, and car-
ries out secondary verification (relief verification) (steps S41
to S45).

[0219] Namely, a variable i whose initial value is 1 is
beforehand defined in the authenticating apparatus 3B. First,
it is determined whether the variable i is larger than the
number of times relief verification data k is inputted (step
S41). When the variable i is equal to or less than k (NO route
at step S41), fingerprint image data of the i-th finger is
inputted. The pattern data extracting unit 25B recognizes
pattern data of the i-th finger from the fingerprint image data
obtained by the information inputting unit 20A, and extracts
the same (step S42).

[0220] The pattern data verifying unit 26B compares and
matches the pattern data extracted by the pattern data
extracting unit 25B with pattern data of the i-th finger of the
person to be authenticated (step S43). The pattern data of the
person registered beforehand in the data storage unit 6B. The
verification determining unit 23B then determines whether
the two sorts of pattern data coincide with each other or not
(step S44).

[0221] When the verification determining unit 23B deter-
mines that a rate of matching in the secondary verification is
equal to or more than the threshold value m (YES route at
step S44), the variable i is incremented by only one (step
S45), and the procedure goes back to step S41. Until the
pattern data verification of the k-th finger is completed, the
process at steps S41 to S45 is repetitively carried out.

[0222] When two sorts of pattern data of each of all k
fingers coincide with each other (YES route at step S41), the
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final personal determining unit 27B determines and authen-
ticates that the person to be authenticated is the person
himself/herself or registered person (step S47), and the
process is terminated.

[0223] On the other hand, when the verification determin-
ing unit 23B determines that the two sorts of pattern data of
a certain finger do not coincide while verification of the two
sorts of pattern data of the respective plural fingers is
successively carried out (NO route at step S44), that is, when
any one finger whose two sorts of pattern data do not
coincide appears, the final personal determining unit 27B
determines not to authenticate at that time (step S47), and
the process is terminated.

[0224] When the secondary verification shift determining
unit 24B determines that the rate of matching in the primary
verification is less than the secondary verification shift
threshold value s (NO route at step S24), the final personal
determining unit 27B determines not to authenticate, as well
(step S47), and the process is terminated.

[0225] When the authenticating apparatus 3B shifts to the
relief authenticating process, the person to be authenticated
inputs fingerprint biometrics information (pattern data of
fingerprints, here) the number of times relief information is
inputted k defined beforehand, which can be arbitrarily
changed, and the authenticating apparatus 3 matches the
information with pattern data of each finger set in advance.
When all the patterns coincide, the authenticating apparatus
3B authenticates the person, and terminates a series of the
authenticating process.

[0226] In FIG. 10, pattern data is matched each time
fingerprint information for secondary verification is input-
ted, and determination of “not authenticate” is made when a
finger whose patterns do not coincide appears during the
verification. However, it is alternatively possible, on the
assumption that a pattern cannot be recognized due to injury
or the like, that the final personal determining unit 27B
collectively determines, and authenticates the person when
two sorts of pattern data of, for example, each of nine fingers
out of ten fingers coincide.

[0227] According to the authenticating apparatus 3B, and
the personal authentication system 1 with the authenticating
apparatus 3B, it is possible to input data of a user necessary
in primary verification and secondary verification from one
information inputting unit 10 or 20A by using pattern data
extracted from fingerprint image data of the same finger as
or a different finger from a finger used in the primary
verification as registry data for secondary verification. It is
therefore possible to carry out both primary verification and
secondary verification (relief verification) without adding
any new apparatus.

[0228] FIGS. 12 and 13 depict a third example of the
concrete structure of the authenticating apparatus according
to this embodiment. FIG. 12 is a block diagram showing a
structure of an authenticating apparatus 3C. FIG. 13 is a
flowchart for illustrating a procedure for authentication by
the authenticating apparatus 3C. Incidentally, the same ref-
erence characters in FIG. 12 designate like or corresponding
parts, detailed descriptions of which are thus omitted.

[0229] The authenticating apparatus 3C shown in FIG. 12
accomplishes such a measure for relief that, when personal
authentication using a fingerprint results in failure (when
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primary verification is failed) in the personal authentication
system 1, the person to be authenticated taps a sensor
(fingerprint input screen/image input screen of the informa-
tion inputting unit 20A) to input time series data as non-
biometrics characteristic data, and the person is authenti-
cated when the time series data coincides with registry data
for secondary verification registered beforehand.

[0230] When the authenticating apparatus 3C is employed,
a person to be registered taps with his/her finger an image
input screen of the information inputting unit 10 according
to a unique pattern determined beforehand to input time
series information (Morse code or the like) in the registering
apparatus 2 of the personal authentication system 1, as
described before. The extracting unit 14 extracts the time
series data in a predetermined pattern as non-biometrics
characteristic data from image data obtained in time series at
that time, and stores the time series data as registry data for
secondary verification in the data storage unit for secondary
verification 6C. Incidentally, procedures for registering data
in the data storage unit for primary verification 5A and the
data storage unit for secondary verification 6C by the
registering apparatus 2 are as have been described above
with reference to FIG. 3.

[0231] The authenticating apparatus 3C comprises, as
shown in FIG. 6, a verification determining unit 23C, a
secondary verification shift determining unit 24C, a signal
data extracting unit 25C, a signal data verifying unit 26C,
and a final personal determining unit 26C along with the
information inputting unit 20A, the biometrics characteristic
data extracting unit 21A, and the biometrics characteristic
data verifying unit 22A described above.

[0232] The verification determining unit (personal deter-
mining unit) 23C fulfils the similar function to the verifica-
tion determining unit 23 shown in FIG. 4. When receiving
a result of primary verification from the verifying unit 22A,
the verification determining unit 23C determines whether a
rate of matching is equal to or more than the primary
verification acceptable threshold value n or not. The verifi-
cation determining unit 23C also determines coincidence of
two sorts of time series data (signal data) on the basis of a
result of secondary verification from the signal data verify-
ing unit 26C to be described later.

[0233] The secondary verification shift determining unit
24C corresponds to the secondary verification shift deter-
mining unit 24 shown in FIG. 4. When the verification
determining unit 23C determines that the rate of matching in
the primary verification is less than the primary verification
acceptable threshold value n, the secondary verification shift
determining unit 24C determines whether the rate of match-
ing in the primary verification is equal to or more than the
secondary verification shift threshold value s (s<n) or not,
and further determines necessity for secondary verification,
that is, whether the procedure proceeds to the secondary
verification or not, on the basis of a result of the determi-
nation.

[0234] The signal data extracting unit (fourth extracting
unit) 25C corresponds to the characteristic data extracting
unit for secondary verification 25 shown in FIG. 4. The
signal data extracting unit 25C recognizes time series data
(signal data such as Morse code or the like) as authenticating
object data from the time series information (image data
obtained in time series) that is inputted by a person (user) to



US 2001/0036297 Al

be authenticated by tapping with his/her finger an image
input screen of the information inputting unit 20A according
to a unique pattern determined beforehand, and extracts the
same.

[0235] The signal data verifying unit (secondary verifying
unit) 26C corresponds to the secondary verifying unit 26
shown in FIG. 4. The signal data verifying unit 26C
compares and matches signal data extracted by the signal
data extracting unit 25C with signal data (registry data for
secondary verification) of the person to be authenticated.
The signal data of the person is registered beforehand in the
data storage unit 6C.

[0236] The final personal determining unit (personal deter-
mining unit) 27C corresponds to the final personal deter-
mining unit 27 shown in FIG. 4. In cooperation with the
verification determining unit 23C shown in FIG. 4, the final
personal determining unit 27C functions as a personal
determining unit which determines whether the person to be
authenticated is the person himself/herself (registered per-
son) or not on the basis of results of verification by the
biometrics characteristic data verifying unit 22A and the
signal data verifying unit 26C. When the verification deter-
mining unit 23C determines that a rate of matching in
primary verification is equal to or more than the threshold
value n, or determines that signal data obtained from the
person to be authenticated coincides with registry data for
secondary verification, the final personal determining unit
27C determines and authenticates that the person to be
authenticated is the person himself/herself (registered per-
son).

[0237] A procedure for authentication by the authenticat-
ing apparatus 3C in the above structure will be next
described with reference to a flowchart (steps S21 to S24,
and S51 to S55) shown in FIG. 13.

[0238] Steps S21 to S24 are similar to the primary veri-
fication process (steps S21 to S23) and the process of
determining to shift to secondary verification (step S24)
performed in the authenticating procedure shown in FIG. 7,
detailed descriptions of which are thus omitted. In the
authenticating apparatus 3C, the secondary verification shift
setting unit 28 and the personal information setting unit 29
are omitted. Therefore, a process of determining to shift to
secondary verification corresponding to step S25 in FIG. 7
is omitted.

[0239] When the verification determining unit 23C deter-
mines that a rate of matching in primary verification is equal
to or more than the threshold value n (YES route at step
S23), the final personal determining unit 27C determines
and authenticates that a person to be authenticated is the
person himself/herself (registered person) since a rate of
matching sufficient to determine that the person to be
authenticated is the person himself/herself is obtained in
primary verification (step S54), and the process is termi-
nated.

[0240] When the secondary verification shift determining
unit 24C determines that the rate of matching in the primary
verification is equal to or more than the secondary verifica-
tion shift threshold value s (YES route at step S24), the
instruction unit 20a operates to prompt the person to be
authenticated to input data for secondary verification from
the information inputting unit 20A.
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[0241] Responding to this, the person to be authenticated
taps with his/her finger an image input screen of the infor-
mation inputting unit 20A according to a unique pattern
determined beforehand to input time series information. In
the authenticating apparatus 3C, the signal data extracting
unit 25C extracts time series data (signal data such as Morse
code or the like) as data for secondary verification (non-
biometrics characteristic data) from image data obtained in
time series in the inputting operation by the person to be
authenticated (step S51).

[0242] The signal data verifying unit 26C compares and
matches signal data extracted by the signal data extracting
unit 25C with signal data of the person to be authenticated
(step S52). The signal data of the person is registered
beforehand in the data storage unit 6C. The verification
determining unit 23C determines whether the two sorts of
signal data coincide with each other or not (step S53).

[0243] When the verification determining unit 23C deter-
mines that the two sorts of signal data coincide with each
other (YES route at step S53), the final personal determining
unit 27C determines and authenticates that the person to be
authenticated is the person himself/herself or registered
person (step S54), and the process is terminated.

[0244] When the verification determining unit 23C deter-
mines that the two sorts of signal data do not coincide with
each other (NO route at step S54), the final personal deter-
mining unit 27C determines not to authenticate (step S55)
and the process is terminated. When the secondary verifi-
cation shift determining unit 24¢ determines that the rate of
matching in the primary verification is less than the second-
ary verification shift threshold value s (NO route at step
S24), the final personal determining unit 27C determines not
to authenticate as well (step S55), and the process is termi-
nated.

[0245] When the authenticating apparatus 3C shifts to the
relief authenticating process, the person to be authenticated
inputs time series information as signals by tapping via the
same information inputting unit 20A as that used when
biometrics information for primary verification has been
inputted. As the signals, signal information that the system
can originally analyze may be used. Alternatively, an exist-
ing signal analysis routine by Morse signals or the like may
be employed. The inputted signals are compared and
matched with signal information registered beforehand, the
person is authenticated when the two sorts of data coincide,
and the process is terminated.

[0246] According to the authenticating apparatus 3C and
the personal authentication system 1 with the authenticating
apparatus 3C, the user intentionally inputs time series infor-
mation of an image using the information inputting unit 10
or 20a in secondary verification, and time series data
extracted from the time series information is used as registry
data for secondary verification. Accordingly, it is possible to
input data of a user necessary in primary verification and
secondary verification from one information inputting unit
10 or 20A.

[0247] Namely, the information inputting unit 10 or 20A
may be used as a device for inputting biometrics character-
istic data for primary verification and a device for input
non-biometrics characteristic data (data having an inten-
tional time series pattern).
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[0248] Therefore, it is possible to input data of a user
necessary in primary verification and secondary verification
from one information inputting unit 10 or 20A, thus to carry
out both primary verification and secondary verification
(relief verification) without newly adding any apparatus.

[0249] FIGS. 14 and 15 depict a fourth example of the
concrete structure of the authenticating apparatus according
to this embodiment. FIG. 14 is a block diagram showing a
structure of the authenticating apparatus 3D. FIG. 15 is a
flowchart for illustrating a procedure for authentication by
the authenticating apparatus 3D. Incidentally, the same
reference characters as those having described above des-
ignate like or corresponding parts, detailed descriptions of
which are thus omitted.

[0250] The authenticating apparatus 3D shown in FIG. 14
accomplishes a relief authentication using information
intentionally inputted by a person to be authenticated with
his/her body (here, a finger) from a fingerprint input screen/
image input screen of the information inputting unit 20A
when personal authentication with a fingerprint results in
failure (when primary verification is failed) in the personal
authentication system 1.

[0251] At this time, the information inputted from the
information inputting unit 20A is not used for carrying out
biometrics verification, but is non-biometrics information
inputted to determine a personal identification according to
a state of inputting. A type of the information is not limited
so long as it is information whose input state can be
extracted and discriminated. Here, the information is an
input angle of a finger to a reference direction of a finger on
the image input screen of the information inputting unit 20,
for example.

[0252] When the authenticating apparatus 3D is
employed, the person to be registered touches with his/her
finger the image input screen and arranges the finger at a
predetermined unique input angle on the image input screen
of the information inputting unit 10 in the registering
apparatus 2 of the personal authentication system 1, as stated
above. The extracting unit 14 extracts the input angle to the
reference direction as non-biometrics characteristic data
from image data obtained in such state, and stores the input
angle as registry data for secondary verification in the data
storage unit for secondary verification 6D. Incidentally, the
procedure for registering data in the data storage unit for
primary verification SA and the data storage unit for sec-
ondary unit by the registering apparatus 2 are as have been
described above with reference to FIG. 3.

[0253] The authenticating apparatus 3D comprises, as
shown in FIG. 14, a verification determining unit 23D, a
secondary verification shift determining unit 24D, an angle
data extracting unit 25D, an angle data verifying unit 26D,
and a final personal determining unit 27D along with the
information inputting unit 20A, the biometrics characteristic
data extracting unit 21A, and the biometrics characteristic
data verifying unit 22A.

[0254] The verification determining unit (personal deter-
mining unit) 23D fulfils the similar function to the verifi-
cation determining unit 23 shown in FIG. 4. When receiving
a result of primary verification from the verifying unit 22A,
the verification determining unit 23D determines whether a
rate of matching in the primary verification is equal to or
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more than the primary verification acceptable threshold
value n or not. The verification determining unit 23D also
determines coincidence of input angles (angle data) on the
basis of a result of secondary verification from the angle data
verifying unit 26D to be described later.

[0255] The secondary verification shift determining unit
24D corresponds to the secondary verification shift deter-
mining unit 24 shown in FIG. 4. When the verification
determining unit 23D determines that the rate of matching in
the primary verification is less than the primary verification
acceptable threshold value n, the secondary verification shift
determining unit 24D determines whether the rate of match-
ing in the primary verification is equal to or more than the
secondary verification shift threshold value s (s<n) or not,
and further determines necessity for secondary verification,
that is, whether the procedure proceeds to secondary veri-
fication or not, on the basis of a result of the determination.

[0256] The angle data extracting unit (fourth extracting
unit) 25D corresponds to the characteristic data extracting
unit for secondary verification 25 shown in FIG. 4. The
angle data extracting unit 25D recognizes an input angle to
the reference direction as data for secondary verification
from image data of a finger of a person to be authenticated,
the image data being obtained by touching with his/her
finger the image input screen and arranging the finger at a
predetermined unique input angle on the image input screen
of the information inputting unit 20A, and extracts the same.

[0257] The angle data verifying unit (secondary verifying
unit) 26D corresponds to the secondary verifying unit 26
shown in FIG. 4. The angle data verifying unit 26D com-
pares and matches angle data extracted by the angle data
extracting unit 25D with angle data (registry data for sec-
ondary verification) of the person to be authenticated. The
angle data of the person is registered beforehand in the data
storage unit 6D.

[0258] The final personal determining unit (personal deter-
mining unit) 27D corresponds to the final personal deter-
mining unit 27 shown in FIG. 4. In cooperation with the
verification determining unit 23D described above, the final
personal determining unit 27D functions as a personal
determining unit which determines on the basis of results of
determination by the biometrics characteristic data verifying
unit 22A and the angle data verifying unit 26D whether the
person to be authenticated is the person himself/herself or
not. When the verification determining unit 23D determines
that the rate of matching in the primary verification is equal
to or more than the threshold value n, or that angle data
obtained from the person to be authenticated coincides with
registry data for secondary verification, the final personal
determining unit 27D determines and authenticates that the
person to be authenticated is the person himself/herself.

[0259] Next, a procedure for authentication by the authen-
ticating apparatus 3D in the above structure will be
described with reference to a flowchart (steps S21 to S24,
and S61 to S65) shown in FIG. 15.

[0260] Steps S21 to S24 are similar to the primary veri-
fication process (steps S21 to S23) and the process of
determining to shift to secondary verification performed in
the authenticating procedure in FIG. 7, detailed descriptions
of which are thus omitted. In the authenticating apparatus
3D, the secondary verification shift setting unit 28 and the
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personal information setting unit 29 are omitted, the process
of determining to shift to secondary verification correspond-
ing to step S25 in FIG. 7 is thus omitted.

[0261] When the verification determining unit 23D deter-
mines that a rate of matching in primary verification is equal
to or more than the threshold value n (YES route at step
S23), the final personal determining unit 27D determines
and authenticates that a person to be authenticated is the
person himself/herself (registered person) since a rate of
matching sufficient to determine that the person to be
authenticated is the person himself/herself is obtained in
primary verification (step S64), and the process is termi-
nated.

[0262] When the secondary verification shift determining
unit 24D determines that the rate of matching in the primary
verification is equal to or more than the secondary verifica-
tion shift threshold value s (YES route at step S24), the
instruction unit 20a operates to prompt the person to be
authenticated to input data for secondary verification
through the information inputting unit 20A.

[0263] Responding to this, the person to be authenticated
touches with his/her finger the image input screen and
arranges the finger at a predetermined unique input angle on
the image input screen of the information inputting unit 20A.
In the authenticating apparatus 3A, the angle data extracting
unit 25D extracts the input angle to the reference direction
as data for secondary verification (non-biometrics charac-
teristic data) from image data obtained in a state where the
person to be authenticated touches with his/her finger and
arranges the finger as above (step S61).

[0264] The angle data verifying unit 26D compares and
matches angle data extracted by the angle data extracting
unit 25D with angle data of the person to be authenticated
(step S62). The angle data of the person is registered
beforehand in the data storage unit 6D. The verification
determining unit 23D determines whether the two sorts of
angle data coincide with each other or not (step S63).

[0265] When the verification determining unit 23D deter-
mines that the two sorts of angle data coincide with each
other (YES route at step S63), the final personal determining
unit 27D determines and authenticates that the person to be
authenticated is the person himself/herself or registered
person (step S64), and the process is terminated.

[0266] On the other hand, when the verification determin-
ing unit 23D determines that the two sorts of angle data do
not coincide with each other (NO route at step S63), the final
personal determining unit 27D determines not to authenti-
cate (step S65), and the process is terminated. When the
secondary verification shift determining unit 24D deter-
mines that the rate of matching in the primary verification is
less than the secondary verification shift threshold value s
(NO route at step S24), the final personal determining unit
27D determines not to authenticate as well (step S65), and
the process is terminated.

[0267] When the authenticating apparatus 3D shifts to the
relief authenticating process, the person to be authenticated
inputs fingerprint information at an angle of impress (input
angle) intentionally changed one or plural times from the
same information inputting unit 20A as that has been used to
input biometrics information for primary verification, as
stated above. Angle data is then extracted from the inputted
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information (image data of the fingerprint), and compared
and matched with angle data registered beforehand. When
the two sorts of data coincide with each other, the person is
authenticated, and a series of the authenticating process is
terminated.

[0268] According to the authenticating apparatus 3D and
the personal authentication system 1 with the authenticating
apparatus 3D, the user intentionally changes an angle of
impress (input angle) and inputs fingerprint to the informa-
tion inputting unit 10 or 20A in secondary verification, angle
data extracted from image data of the fingerprint is used as
registry data for secondary verification. It is therefore pos-
sible to input data of the user necessary in primary verifi-
cation and secondary verification from one information
inputting unit 10 or 20A.

[0269] The information unit 10 or 20A can be used as a
device for inputting biometrics characteristic data for pri-
mary verification and a device for inputting non-biometrics
characteristic data (angle data intentionally changed).

[0270] Accordingly, it is possible to input data of a user
necessary in primary verification and secondary verification
from one information inputting unit 10 or 20A, and thus to
carry out both primary verification and secondary verifica-
tion (relief verification) without newly adding any appara-
tus.

[0271] In the above example, secondary verification is
performed using an input angle of a finger as has been
described. Namely, the relief verification is performed using
a finger angle on the image input screen of the information
inputting unit 20A intentionally inputted by a person to be
authenticated when personal authentication using a finger-
print is failed (in primary verification) in the personal
authentication system 1. Instead of a finger angle, it is
possible to use a position at which the finger contacts with
the image input screen of the information inputting unit 20A
to perform the relief verification (secondary verification).

[0272] Inwhich case, the registrant beforehand determines
a unique position at which the finger contacts with the image
input screen, similarly to the case of input angle. In regis-
tering, the registrant touches with his/her finger at a unique
position the image input screen of the information inputting
unit 10 in the registering apparatus 2. The information
inputting unit 10 obtains image data of the finger in such
state, and the extracting unit 14 extracts a contact position
from the image data and stores the image data as registry
data for secondary verification in the data storage unit 6A.

[0273] In the secondary verification in the authenticating
apparatus 3D, the person to be authenticated touches with
his/her finger at a unique position the image input screen of
the information inputting unit 20D. The information input-
ting unit 20A obtains image data of the finger in such state,
and the fourth extracting unit (data extracting unit 25D)
extracts a contact position of the finger as authenticating
object data from the image data.

[0274] As this, when a contact position of a finger is used
as data for secondary verification, it is possible to achieve
the same functions and effects as in the case where an input
angle of a finger is used as data for secondary verification.

[0275] FIGS. 16 and 17 depict a fifth example of the
concrete structure of the authenticating apparatus according
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to this embodiment. FIG. 16 is a block diagram showing a
structure of the authenticating apparatus 3E. FIG. 17 is a
flowchart for illustrating a procedure for authentication by
the authenticating apparatus 3E. Incidentally, the same ref-
erence characters in FIG. 16 as those having been described
hereinbefore designate like or corresponding parts, detailed
descriptions of which are thus omitted.

[0276] The authenticating apparatus 3E shown in FIG. 16
uses contact trace information (non-biometrics information)
intentionally inputted by a person to be authenticated via the
fingerprint input screen/image input screen of the informa-
tion inputting unit 20A when personal authentication using
a fingerprint results in failure (when primary verification is
failed) in the personal authentication system 1, thereby
accomplishing a relief authentication.

[0277] A type of the contact trace information is not
specifically limited. Here, the contact trace information is a
signature drawn on the image input screen with, for
example, a felt-tipped pen, and the relief authentication
(secondary verification) is carried out by analyzing the
handwriting.

[0278] When the authenticating apparatus 3E is employed,
the person to be registered draws a predetermined unique
pattern (signature) on the image input screen of the infor-
mation inputting unit 10 with his/her finger or a pen-like
device (felt-tipped pen or the like) while making it contact
with the image input screen in the registering apparatus 2 of
the personal authentication system 1, as stated above. The
extracting unit 14 extracts contact trace information as
non-biometrics characteristic data from image data obtained
at that time, and stores the contact trace information as
registry data for secondary verification in the data storage
unit for secondary verification 6E. Incidentally, procedures
for registering data in the data storage unit for primary
verification 5A and the data storage unit for secondary
verification 6E by the registering apparatus 2 are as have
been described above with reference to FIG. 3.

[0279] The authenticating apparatus 3E comprises, as
shown in FIG. 16, a verification determining unit 23E, a
secondary verification shift determining unit 24E, a hand-
written data extracting unit 25E, a handwriting analysis unit
26E, and a final personal determining unit 27E, along with
the information inputting unit 20A, the biometrics charac-
teristic data extracting unit 21A, and the biometrics charac-
teristic data verifying unit 22A.

[0280] The verification determining unit (personal deter-
mining unit) 23E fulfils the similar function to the verifica-
tion determining unit 23 shown in FIG. 4. When receiving
a result of primary verification from the verifying unit 22A,
the verification determining unit 23E determines whether a
rate of matching in the primary verification is equal to or
more than the primary verification acceptable threshold
value n or not. The verification determining unit 23E also
determines coincidence of two pieces of contact trace infor-
mation (handwritten data) on the basis of a result of analysis
from the handwriting analysis unit 26E to be described later.

[0281] The secondary verification shift determining unit
24E corresponds to the secondary verification shift deter-
mining unit 24 shown in FIG. 4. When the verification
determining unit 23E determines that the rate of matching in
the primary verification is less than the secondary verifica-
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tion shift threshold value n, the secondary verification shift
determining unit 24E determines whether the rate of match-
ing in the primary verification is equal to or more than the
secondary verification shift threshold value s (s<n) or not,
and further determines secondary verification is necessary,
that is, whether the procedure proceeds to secondary veri-
fication or not, on the basis of a result of the determination.

[0282] The handwritten data extracting unit (fourth
extracting unit) 25E corresponds to the characteristic data
extracting unit for secondary verification 25 shown in FIG.
4. The handwritten data extracting unit 25E recognizes
contact trace information (handwritten data) from image
data obtained when the person to be authenticated draws a
predetermined unique pattern (signature) on the image input
screen of the information inputting unit 20A, and extracts
the same.

[0283] The handwriting analysis unit (secondary verifying
unit) 26E corresponds to the secondary verifying unit 26
shown in FIG. 4. The handwriting analysis unit 26E com-
pares and matches the contact trace information (handwrit-
ten data) extracted by the handwritten data extracting unit
25E with contact trace information (registry data for sec-
ondary verification) of the person to be authenticated, the
contact trace information of the person being registered
beforehand in the data storage unit 6E, and analyzes the
handwriting.

[0284] The final personal determining unit (personal deter-
mining unit) 27E corresponds to the final personal deter-
mining unit 27 shown in FIG. 4. In cooperation with the
verification determining unit 23E described above, the final
personal determining unit 27E functions as a personal deter-
mining unit which determines whether the person to be
authenticated is the person himself/herself or not on the
basis of results of verification and analysis by the biometrics
characteristic data verifying unit 22A and the handwriting
analysis unit 26E. When the verification determining unit
23E determines that a rate of matching in primary verifica-
tion is equal to or more than the threshold value n, or that the
pattern (signature) drawn by the person to be authenticated
coincides with registry data for secondary verification, the
final personal determining unit 27E determines and authen-
ticates that the person to be authenticated is the person
himself/herself.

[0285] A procedure for authentication by the authenticat-
ing apparatus 3E in the above structure will be next
described with reference to a flowchart (steps S21 to S24,
and S71 to S75) shown in FIG. 17.

[0286] Steps S21 to S24 are similar to the primary veri-
fication process (steps S21 to S23) and the process of
determining to shift to secondary verification (step S24)
performed in the authenticating procedure shown in FIG. 7,
detailed descriptions of which are thus omitted. Addition-
ally, the secondary verification shift setting unit 28 and the
personal information setting unit 29 are omitted in the
authenticating apparatus 3E, the process of determining to
shift to secondary verification corresponding to step S25 in
FIG. 7 is thus omitted.

[0287] When the verification determining unit 23E deter-
mines that a rate of matching in primary verification is equal
to or more than the threshold value n (YES route at step
$23), the final personal determining unit 27E determines and
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authenticates that a person to be authenticated is the person
himself/herself (registered person) since a rate of matching
sufficient to determine that the person to be authenticated is
the person himself/herself is obtained in the primary veri-
fication (step S74), and the process is terminated.

[0288] When the secondary verification shift determining
unit 24E determines that the rate of matching in the primary
verification is equal to or more than the secondary verifica-
tion shift threshold value s (YES route at step S24), the
instruction unit 20a operates to prompt the person to be
authenticated to input data for secondary verification
through the information inputting unit 20A.

[0289] Responding to this, the person to be authenticated
draws a predetermined unique pattern (signature) on the
image input screen of the information inputting unit 20A
with his/her finger or a pen-like device (felt-tipped pen or the
like) while making it contact with the image input screen. In
the authenticating apparatus 3E, the handwritten data
extracting unit 25E extracts contact trace information (hand-
written data) as non-biometrics characteristic data from
image data obtained when the person to be authenticated
draws the pattern (step S71).

[0290] The handwriting analysis unit 26E compares and
matches the handwritten data extracted by the handwritten
data extracting unit 25E with handwritten data of the person
to be authenticated, the handwritten data of the person being
registered beforehand in the data storage unit 6E (step S72).
The verification determining unit 23E determines whether
two sorts of the handwritten data coincide with each other or
not (step S73).

[0291] When the verification determining unit 23E deter-
mines that the two sorts of handwritten data coincide with
each other (YES route at step S73), the final personal
determining unit 27E determines and authenticates that the
person to be authenticated is the person himself/herself (step
S74), and the process is terminated.

[0292] When the verification determining unit 23E deter-
mines that the two sorts of handwritten data do not coincide
with each other (NO route at step S73), the final personal
determining unit 27E determines not to authenticate (Step
§75), and the process is terminated. When the secondary
verification shift determining unit 24E determines that the
rate of matching in the primary verification is less than the
secondary verification shift threshold value s (NO route at
step S24), the final personal determining unit 27E deter-
mines as well not to authenticate (step S75), and the process
is terminated.

[0293] When the authenticating apparatus 3E shifts to the
relief authenticating process, the person to be authenticated
intentionally draws and inputs his/her signature from the
same information inputting unit 20A as that having been
used when biometrics information for primary verification is
inputted. Handwritten data is extracted from image data
obtained when the signature is drawn, and compared and
matched with handwritten data registered beforehand. When
the two sorts of handwritten data coincide with each other,
the person to be authenticated is authenticated as the person
himself/herself (registered person). At this time, a technique
of determining whether to match handwritings by simply
comparing the handwritings, may be used, but a general
handwriting analyzing technique in which pressures of
handwritings are compared may be alternatively used to
further improve the security.
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[0294] According to the authenticating apparatus 3E and
the personal authentication system 1 with the authenticating
apparatus 3E, the user intentionally inputs a pattern such as
a signature using the information inputting unit 10 or 20A,
and handwritten data (contact trace information) is used as
registry data for secondary verification. It is therefore pos-
sible to input data of the user necessary in primary verifi-
cation and secondary verification from one information
inputting unit 10 or 20A.

[0295] Namely, the information unit 10 or 20A may be
used as a device for inputting biometrics characteristic data
for primary verification and a device for inputting a signa-
ture.

[0296] Accordingly, it is possible to input data of the user
necessary in primary verification and secondary verification
from one information inputting unit 10 or 20A without
adding any new apparatus for inputting a signature, thereby
carrying out both primary verification and secondary veri-
fication (relief verification).

[0297] FIGS. 18 and 19 depict a sixth example of the
concrete structure of the authenticating apparatus 3F accord-
ing to this embodiment. FIG. 18 is a block diagram showing
a structure of the authenticating apparatus 3F. FIG. 19 is a
flowchart for illustrating a procedure for authentication by
the authenticating apparatus 3F. Incidentally, the same ref-
erence characters in FIG. 18 as those described hereinbefore
designate like or corresponding parts, detailed descriptions
of which are thus omitted.

[0298] The authenticating apparatus 3F shown in FIG. 18
uses contact pattern information (non-biometrics informa-
tion) intentionally inputted from the fingerprint input screen/
image input screen of the information inputting unit 20A by
a person to be authenticated when personal authentication
using a fingerprint results in failure (when primary verifi-
cation is failed) in the personal authentication system 1,
thereby accomplishing a relief authentication. A type of
contact pattern to be inputted to the image input screen is not
specifically defined. Here, an impression image of a seal is
inputted as contact pattern information, and the image
obtained by impressing the seal is matched and determined,
thereby carrying out the relief authentication (secondary
verification).

[0299] When the authenticating apparatus 3E is employed,
a person to be registered makes a seal possessed by the
person or user contact with the image input screen of the
information inputting unit 10 in the registering apparatus 2
of the personal authentication system 1 to form an image of
the seal as a contact pattern on the image input screen, as
stated above. The extracting unit 14 extracts a contact
pattern as non-biometrics characteristic data from the image
data obtained in such state, and stores the contact pattern as
registry pattern for secondary verification in the data storage
unit for secondary verification 6F. Incidentally, procedures
for registering data in the data storage unit for primary
verification SA and the data storage unit for secondary
verification 6F by the registering apparatus 2 are as have
been described above with reference to FIG. 3.

[0300] The authenticating apparatus 3F comprises, as
shown in FIG. 18, a verification determining unit 23F, a
secondary verification shift determining unit 24F, a seal data
extracting unit 25F, a seal data verifying unit 26F, and a final
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personal determining unit 27F, along with the information
inputting unit 20A, the biometrics characteristic data
extracting unit 21A, and the biometrics characteristic data
verifying unit 22A.

[0301] The verification determining unit (personal deter-
mining unit) 23F fulfils the similar function to the verifica-
tion determining unit 23 shown in FIG. 4. When receiving
a result of primary verification from the verifying unit 22A,
the verification determining unit 23F determines whether a
rate of matching in the primary verification is equal to or
more than the primary verification acceptable threshold
value n or not. The verification determining unit 23F also
determines coincidence of contact patterns (seal data) on the
basis of a result of secondary verification from the seal data
verifying unit 26F to be described later.

[0302] The secondary verification shift determining unit
24F corresponds to the secondary verification shift deter-
mining unit 24 shown in FIG. 4. When the determining unit
23F determines that the rate of matching in the primary
verification is less than the primary verification acceptable
threshold value n, the secondary verification shift determin-
ing unit 24F determines whether the rate of matching in the
primary verification is equal to or more than the secondary
verification shift threshold value s (s<n) or not, and further
determines necessity for secondary verification, that is,
whether the procedure proceeds to secondary verification or
not, on the basis of a result of the determination.

[0303] The seal data extracting unit (fourth extracting
unit) 25F corresponds to the characteristic data extracting
unit for secondary verification 25 shown in FIG. 4. The seal
data extracting unit 25F recognizes a contact pattern
(impression image of a seal, seal data) as data for secondary
verification from image data obtained when a person (user)
to be authenticated forms an original contact pattern by a
seal possessed by the person (user) to be authenticated on the
image input screen of the information inputting unit 20A,
and extracts the same.

[0304] The seal data verifying unit (secondary verifying
unit) 26F corresponds to the secondary verifying unit 26
shown in FIG. 4. The seal data verifying unit 26F compares
and matches a contact pattern extracted by the seal data
extracting unit 25F with a contact pattern (registry data for
secondary verification) of the person to be authenticated.
The contact pattern of the person is registered beforehand in
the data storage unit 6F.

[0305] The final personal determining unit (personal deter-
mining unit) 27F corresponds to the final personal deter-
mining unit 27 shown in FIG. 4. In cooperation with the
verification determining unit 23F described above, the final
personal determining unit 27F functions as a personal deter-
mining unit which determines whether a person to be
authenticated is the person himself/herself or not on the
basis of results of verification by the biometrics character-
istic data verifying unit 22A and the seal data verifying unit
26F. When the verification determining unit 23F determines
that a rate of matching in primary verification is equal to or
more than the threshold value n, or that a contact pattern
(seal data) inputted by the person to be authenticated coin-
cides with registry data for secondary verification, the final
personal verifying unit 27F determines and authenticates
that the person to be authenticated is the person himself/
herself.
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[0306] Next, a procedure for authentication by the authen-
ticating apparatus 3F in the above structure will be described
with reference to a flowchart (steps S21 to S24, and S81 to
S85) shown in FIG. 19.

[0307] Steps S21 to S24 are similar to the primary veri-
fication process (steps S21 to S23) and the process of
determining to shift to secondary verification (step S24)
performed in the authenticating procedure shown in FIG. 7,
detailed descriptions of which are thus omitted. Since the
secondary verification shift setting unit 28 and the personal
information setting unit 29 are omitted in the authenticating
apparatus 3F, a procedure of determining to shift to second-
ary verification corresponding to step S25 in FIG. 7 is
omitted.

[0308] When the verification determining unit 23F deter-
mines that a rate of matching in primary verification is equal
to or more than the threshold value n (YES route at Step
$23), the final personal determining unit 27F determines and
authenticates that a person to be authenticated is the person
himself/herself (registered person) since the rate of matching
sufficient to determine that the person to be authenticated is
the person himself/herself is obtained in the primary veri-
fication (step S84), and the process is terminated.

[0309] When the secondary verification shift determining
unit 24F determines that the rate of matching in the primary
verification is equal to or more than the secondary verifica-
tion shift threshold value s (YES route at step S24), the
instruction unit 20g operates to prompt the person to be
authenticated to input data for secondary verification
through the information inputting unit 20A.

[0310] Responding to this, the person to be authenticated
forms an original contact pattern (impression image) with a
seal possessed by the person to be authenticated on the
image input screen of the information input screen 20A. In
the authenticating apparatus 3F, the seal data extracting unit
25F extracts the contact pattern (seal data) as authenticating
object data (non-biometrics characteristic data) from image
data obtained by forming the contact pattern (step S81).

[0311] The seal data verifying unit 26F compares and
matches the seal data extracted by the seal data extracting
unit 25F with seal data of the person to be authenticated, the
seal data of the person being registered beforehand in the
data storage unit 6F (step S82). The verification determining
unit 23F determines whether the two sorts of seal data
coincide with each other or not (step S83).

[0312] When the verification determining unit 23F deter-
mines that the two sorts of seal data coincide with each other
(YES route at step S83), the final personal determining unit
27F determines and authenticates that the person to be
authenticated is the person himself/herself or registered
person (step S84), and the process is terminated.

[0313] When the verification determining unit 23F deter-
mines that the two sorts of seal data do not coincide with
each other (NO route at step S83), the final personal deter-
mining unit 27F determines not to authenticate (step S85),
and the process is terminated. When the secondary verifi-
cation shift determining unit 24F determines that the rate of
matching in the primary verification is less than the second-
ary verification shift threshold value s (NO route at step
S24), the final personal determining unit 27F determines not
to authenticate as well (step S85), and the process is termi-
nated.
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[0314] When the authenticating apparatus 3F shifts to the
relief authenticating process, a person to be authenticated
intentionally inputs an impression image of a seal via the
same information inputting unit 20A as that used when
biometrics information for primary verification is inputted.
At this time, the impression image of the seal is obtained as
image data by the information inputting unit 20A, and seal
data is extracted from the image data. The seal data is
compared with seal data registered beforehand. When the
two sorts of seal data coincide with each other, the person to
be authenticated is authenticated as the person himself/
herself (registered person), and a series of the authenticating
process is terminated.

[0315] According to the authenticating apparatus 3F and
the personal authentication system 1 with the authenticating
apparatus 3F, the user inputs an original contact pattern
using a seal or the like from the information inputting unit
10 or 20A in secondary verification, and the contact pattern
(seal data) is used as registry data for secondary verification,
whereby data of the user necessary in primary verification
and secondary verification is inputted from one information
inputting unit 10 or 20A.

[0316] Namely, the information inputting unit 10 or 20A
can be used as a device for inputting biometrics character-
istic data for primary verification and a device for inputting
seal data as non-biometrics characteristic data.

[0317] 1t is therefore possible to input data of a user
necessary in primary verification and secondary verification
from one information inputting unit 10 or 20A, thus carry
out both the primary verification and secondary verification
(relief verification) without adding any new apparatus for
inputting seal data.

[0318] In the above-described example, a normal seal is
used to form a contact pattern on the image input screen of
the information inputting unit 10 or 20A. Alternatively, an
electronic seal (pattern information input medium) 30 or
30A as shown in, for example, 20 to 24 may be used.

[0319] The electronic seal 30 or 30A is possessed and
carried by a user (registered person, a person to be authen-
ticated), and is mounted on the information inputting unit 10
or 20A at the time of registry or secondary verification.
When registry data for secondary verification is registered in
the data storage unit 6F using the electronic seal 30 or 30A,
the same electronic seal 30 or 30A is actually used in
secondary verification, as a matter of course.

[0320] The electronic seal 30 is adapted to a case where
the information inputting unit 10 or 20A is an optical
fingerprint unit, a structure and an operation of which will be
described later with reference to FIGS. 20 to 22. The
electronic seal 30A is adapted to a case where the biometrics
information inputting unit for registration (first biometrics
information inputting unit) or the biometrics information
inputting unit for authentication (second biometrics infor-
mation inputting unit) is a capacitance fingerprint unit 20A’,
a structure and an operation of which will be described later
with reference to FIGS. 23 and 24.

[0321] FIG. 20 is a vertical sectional view showing a
structure of the electronic seal 30. FIGS. 21A, 21B, 22A,
and 22B illustrate an operation of the electronic seal 30.
FIGS. 21A and 22A are vertical sectional views illustrating
operational states of the electronic seal 30. FIGS. 21B and
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22B are plan views showing examples of contact patterns on
the fingerprint input screen 20b.

[0322] As shown in FIG. 20, a grip 31« that is gripped by
a user is such formed on an upper surface of a body 31 of
the electronic seal 30 as to project therefrom. A frame 315
in the same shape (here, a rectangle) as the fingerprint input
screen 205 is such formed on the lower surface of the body
31 of the electronic seal 30 as to project from the lower
surface thereof. The frame 315 is such formed that a shape
of an inner periphery of the frame 315 matches with a shape
of an outer periphery of the fingerprint input screen 200 in
a state where the electronic seal 30 is mounted on the
information inputting unit 20A (10) as shown in FIG. 21A
or 22A.

[0323] Inside the frame 31b, a plurality (here, 4x4=16) of
pins 32 are provided projectably from and retractably into
the body 31. These pins 32 are slidably driven by a drive
mechanism (not shown) built in the body 31, so as to be
projectably and retractably driven with respect to the body
31.

[0324] A rubber film (contact part) 33 is attached to a
surface of a tip of each of the pins 32. When each of the pin
32 is driven to project in a state where the electronic seal 30
is mounted on the information inputting unit 20A (10) as
shown in FIG. 21A or 22A, the rubber film 33 touches the
fingerprint input screen 205 of the information inputting unit
20A (10) and contacts therewith to form a contact pattern
unique to the possessor.

[0325] By using such the electronic seal 30 instead of a
seal or a fingerprint as described above, it is possible to input
data for secondary verification from the fingerprint input
screen 206 of the information inputting unit 20A (10).
Namely, instead of a fingerprint, the pin 32 is driven to
project. When the rubber film 33 on the tip of the pin 32
contacts with the fingerprint input screen 20b, a pattern of
the contacting portion is captured as image data by the
registering apparatus 2 or the authenticating apparatus 3F.

[0326] Accordingly, it is possible to set a unique contact
pattern (seal data) of each user by making pins 32 at
arbitrary positions out of the 16 pins 32 contact with the
fingerprint input screen 205, as shown in FIG. 21B or 22B.

[0327] When the electronic seal 30 is not used (that is,
when the electronic seal 30 is not mounted on the fingerprint
input screen 20b), all the pins are stored inside the body 31.
Only when the electronic seal 30 is used (that is, when the
electronic seal 30 is mounted on the fingerprint input screen
20b), predetermined pins 32 corresponding to a contact
pattern are driven to project from the body 31.

[0328] At this time, it is possible to change a contact
pattern on the fingerprint input screen 205 formed by a
plurality of pins 32 in time series, and use the contact pattern
changing in time series as data for secondary verification
(seal data).

[0329] In the examples shown in FIGS. 21B and 22B, a
shape of the contact pattern formed on the fingerprint input
screen 206 by the rubber film 33 on the tip of each of the pins
32 is a circle. However, the shape is not limited to the above
examples, but other shape maybe used to form a contact
pattern. The rubber film 33 attached to the tip of each of the
pins 32 can bring a good contact with the fingerprint input
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screen 20b. If the pins 32 are made of a material that can
bring a good contact with the fingerprint input screen 205,
it is unnecessary to attach the rubber film 33.

[0330] FIG. 23 is a vertical sectional view showing a
structure of the electronic seal 30A. FIGS. 24A and 24B
depict an operation of the electronic seal 30A. FIG. 24A is
a vertical sectional view showing an operational state of the
electronic seal 30A. FIG. 24B is a plan view showing an
example of a contact pattern on the fingerprint input screen
20b.

[0331] As shown in FIG. 23, a conductive metal ring 20c
connected to the ground is arranged on the outer periphery
of the fingerprint input screen 205 in the capacitance fin-
gerprint unit (information inputting unit) 20A".

[0332] A grip 34a to be gripped by a user is such formed
on a body made of conductor 34 of the electronic seal 30A
as to project therefrom. A frame 34b in the same shape
(rectangle, here) as the fingerprint input screen 205 is such
formed on the lower surface of the body made of conductor
34 of the electronic seal 30A as to project therefrom. A shape
of an inner periphery of the frame 345 matches with a shape
of an outer periphery of the fingerprint input screen 205, and
the lower surface of the frame 34b contacts with the con-
ductive metal ring 20c, with the electronic seal 30A being
mounted on the information inputting unit 20A', as shown in
FIG. 24A.

[0333] A plurality (here, 12=3x4) of conductive pins 35
are provided projectably from and rectractably into the body
made of conductor 34 inside the frame 34b. An insulator 37
is disposed between each of the conductive pins 35 and the
body made of conductor 34. Each of the conductive pins 35
and the body made of conductor 34 are switched to be
electrically connected or insulated according to an ON/OFF
operation of each of switches 38. The ON/OFF operation of
each of the switches is controlled by a control circuit or the
like not shown. The conductive pins 35 are together slidably
operated by a drive mechanism (not shown) built in the body
made of conductor 34, so as to be together driven to project
from and retract into the body made of conductor 34.

[0334] A conductive polymer film (contact unit) 36 is
attached to a surface of a tip of each of the conductive pins
35. As shown in FIG. 24 A, the conductive pins 35 are driven
to project, with the electronic seal 30A being mounted on the
information inputting unit 20A'. When the switch 38 is then
turned ON to electrically connect the body made of con-
ductor 34 to the conductive pins 35, with the conductive
polymer file 36 touching and contacting with the fingerprint
input screen 20b of the information inputting unit 20A’, a
contact pattern of the conductive pins 35 (conductive poly-
mer film 36) is formed on the fingerprint input screen 20B
as shown in FIG. 24B.

[0335] By using such the electronic seal 30A instead of a
seal or fingerprint as described above, it is possible to input
data for secondary verification from the fingerprint input
screen 20B of the information inputting unit 20A' (10). At
this time, it is possible to set a unique contact pattern (seal
data) for each user by electrically connecting the conductive
pins 35 at arbitrary positions out of the 12 conductive pins
35 to the body made of conductor 34 by the switches 38, as
shown in FIG. 24B. The contact pattern is captured as image
data in the registering apparatus 2 or the authenticating
apparatus 3F.
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[0336] When the electronic seal 30A is not used (that is,
when the electronic seal 30a is not mounted on the finger-
print input screen 20b), the conductive pins 35 are all stored
inside the body made of conductor 34. Only when the
electronic seal 30A is used (that is, when the electronic seal
30A is mounted on the fingerprint input screen 20b), the
conductive pins 35 are driven to project from the body made
of conductor 34.

[0337] At this time, it is possible to change in time series
a contact pattern on the fingerprint input screen 20B by
controlling in time series the ON/OFF operation of the plural
switches 38, and to use a contact pattern changing in time
series as data for secondary verification (seal data).

[0338] In the example shown in FIG. 24B, a shape of a
contact pattern formed on the fingerprint input screen 205 by
the conducting polymer film 36 on the tip of the conductive
pin 35 is a circle. However, the shape is not limited to be
above example, but another shape may be used to form the
contact pattern.

[0339] Why the conductive pin 35 does not directly con-
tact with the fingerprint input screen 205 but the conductive
polymer film 36 is interposed between each of the conduc-
tive pins 35 and the fingerprint input screen 205 is to avoid
electrostatic discharge of the capacitance fingerprint unit
20A', and to make the conductive pins 35 softly contact with
the fingerprint input screen 20b. When the conductive pins
35 have the similar characteristic to the conducting polymer
film 36, it is unnecessary to attach the conducting polymer
film 36 thereto.

[0340] The electronic seal 30A adapted to the capacitance
fingerprint unit 20A' can be used for the optical fingerprint
unit 20A like the electronic seal 30 described above.

[0341] When the electronic seal 30 or 30A described
above is used, procedures for registering data in the data
storage unit for primary verification 5A and the data storage
unit for secondary verification 6F by the registering appa-
ratus 2 are as have been described above with reference to
FIG. 3, and a procedure for authentication by the authenti-
cating apparatus 3F is as has been described above with
reference to FIG. 19.

[0342] By using the above electronic seal 30 or 304, it is
possible to readily change the contact pattern, and surely
form a contact pattern unique to each user (possessor) on the
fingerprint input screen 205 of the information inputting unit
10, 20A or 20A' at any occasion under constant conditions.
Namely, the electronic seal 30 or 30A fulfils the similar
function to the general seal in association with the informa-
tion inputting unit 10, 20A or 20A".

[0343] 1If a contact pattern unique to a possessor is before-
hand registered as registry data for secondary verification,
the person to be authenticated can input data for secondary
verification into the personal authentication system 1 in
secondary verification by mounting the electronic seal 30 or
30A on the fingerprint input screen 205 in the similar manner
to when impressing a general seal on a paper. Therefore, the
personal authentication system 1 can realize the measure for
relief in personal authentication by using only existing
structural apparatuses in the personal authentication system
1, without causing complexity or an increase in cost.

[0344] FIGS. 25 and 26 depict a seventh example of the
concrete structure of the authenticating apparatus according
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to this embodiment. FIG. 25 is a block diagram showing a
structure of the authenticating apparatus 3G. FIG. 26 is a
flowchart for illustrating a procedure for authentication by
the authenticating apparatus 3G. Incidentally, the same
reference characters in FIG. 25 as those described herein-
before designate like or corresponding parts, detailed
descriptions of which are thus omitted.

[0345] Here, character data corresponding to each of plu-
ral different contact patterns or each position of plural
different contact points on the image input screen of the
information inputting unit 10 or 20A is beforehand set, and
character data corresponding to a contact pattern or a posi-
tion of a contact point detected as image data by the
information inputting unit 10 or 20A is used as non-biomet-
rics character data.

[0346] For example, the user (person to be registered,
registered person, person to be authenticated) forms one or
more contact patterns corresponding to unique character
data or a unique character data string equivalent to a
personal identification number, a password or the like, or
forms one or more contact points at one or more positions
corresponding to the character data or the character data
string on the image input screen of the information inputting
unit 10 or 20A.

[0347] Hereinafter, description will be made of a case
where a simplified keyboard (keyboard unit) 40 as shown in
FIGS. 27A to 29B is used to form the contact points at the
positions corresponding to the character data or the character
data string to input the character data string unique to the
user.

[0348] FIGS. 27A through 28B depict an example of a
structure and an operation of the simplified keyboard 40
used in this embodiment. FIG. 27A is a vertical sectional
view of the simplified keyboard 40. FIG. 27B is a plan view
of the simplified keyboard 40. FIG. 28A is a vertical
sectional view showing an operational state of the simplified
keyboard 40. FIG. 28B is a plan view showing an example
of an input pattern on the fingerprint input screen 20b
formed by the simplified keyboard 40.

[0349] The simplified keyboard 40 adapted to a case
where the information inputting unit 10 or 20A is an optical
fingerprint unit, which is attachable to and detachable from
the information inputting unit 10 or 20A. As shown in FIGS.
27A and 27B, a frame 4la in the same shape as the
fingerprint input screen 20b (here, a rectangle) is such
formed on the lower surface of a body 41 of the simplified
keyboard 40 as to project therefrom. The frame 41a is such
formed as that a shape of an inner periphery of the frame 41a
matches with a shape of an outer periphery of the fingerprint
input screen 20b, with the simplified keyboard 40 being
mounted on the information inputting unit 20A (10), as
shown in FIG. 28A.

[0350] A plurality (here, 3x3=9) of keys 42 are provided
to the body 41, which can slide in the upward and downward
directions, with the keys 42 penetrating the body 41 inside
the frame 41a. Each of the keys 42 is forced upward by a
spring or the like not shown. When the user presses an upper
surface (key top 42a) of each key 42 downward against a
force of the spring, each key 45 moves downward.

[0351] A rubber film 43 is attached to a surface of a tip
(lower surface) of each of the keys 42. When each of the
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keys 42 is pressed downward with the simplified keyboard
40 being mounted on the information inputting unit 20A
(10), the rubber film 43 touches the fingerprint input screen
20b of the information inputting unit 20A (10) and contacts
therewith.

[0352] Numbers from “1” to “9” are subscribed on the
respective key tops 42a of the nine keys 42, for example. A
correspondence between a contact point formed on the
fingerprint input screen 2Db by the keys 42 and each of the
numbers from “1” to “9” is beforehand held as a conversion
table or the like in the extracting unit 14 of the registering
apparatus 2 or a keyboard information extracting unit 25G of
the authenticating apparatus 3G.

[0353] As shown in FIGS. 28A and 28B, when a key 42
subscribed, for example, “5” is pressed downward and the
rubber film 43 on the surface of the tip of the key 42 thus
contacts with the fingerprint input screen 20b, a contact
point (contact pattern) thereof is read out as image data by
the information inputting unit 20A (10). The extracting unit
14 of the registering apparatus 2 or the keyboard information
extracting unit 25G of the authenticating apparatus 3G
extracts a position of the contact point from the image data,
thereby being able to recognize and specify from the con-
version table or the like that a number “5” corresponding to
the position is inputted.

[0354] By using the simplified keyboard 40, the extracting
unit 14, and the keyboard information extracting unit 25G,
it is possible to input unique character data or a unique
character data string equivalent to a personal identification
number, a password, or the like as data for secondary
verification from the fingerprint input screen 20a of the
information inputting unit 20A (10). Namely, instead of a
fingerprint, pressing down the key 42 of the simplified
keyboard 40 enables the information inputting unit 20A (10)
to function similarly to a keyboard, whereby unique char-
acter data of the user is captured in the registering apparatus
2 or the authenticating apparatus 3G.

[0355] In the example shown in FIG. 28B, a shape of the
contact pattern formed on the fingerprint input screen by the
rubber film 43 at the tip of the key 42 is a circle. However,
the shape is not limited to this example, but may be another.
Why the rubber film 43 is attached to the tip of the key 42
is to give a good contact with the fingerprint input screen
20b. If the keys 42 are made from a material that can give
a good contact with the fingerprint input screen 20b, it is
unnecessary to attach the rubber film 43 thereto.

[0356] Further, the rubber film 43 itself may be in a shape
of a character pattern. Whereby, not a position of the contact
point but a contacting character pattern (contact pattern)
may be discriminated by the extracting unit 14 or the
keyboard information extracting unit 25G, and the inputted
character data may be directly read out.

[0357] A correspondence between a key arrangement and
characters of the keys 42 is not necessarily uniform in the
simplified keyboard 40. It may be set differently from user
to user. Further, it is alternatively possible to input data using
a contact pattern formed by pressing a plurality of the keys
42 in combination, not by pressing only one key 42 at a time,
when data is inputted from the simplified keyboard 40.

[0358] The authenticating apparatus 3G shown in FIG. 25
accomplishes a relief authentication by using a character
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data string (non-biometrics information) intentionally input-
ted by a person to be authenticated from the fingerprint input
screen 20B of the information inputting unit 20A using the
simplified keyboard 40 described above when personal
authentication using a fingerprint results in failure (when
primary verification is failed) in the personal authentication
system 1.

[0359] When the authenticating apparatus 3G is
employed, a person to be registered inputs a unique char-
acter data string equivalent to a personal identification
number, a password or the like from the image input screen
of the information inputting unit 10 using the simplified
keyboard 40 in the registering apparatus 2 of the personal
authentication system 1, as stated above. The information
inputting unit 10 reads a contact point (contact pattern)
formed on the image input screen in the key operation as
image data. The extracting unit 14 obtains a position of the
contact point from the image data, and converts the position
into corresponding character data. The character data string
(keyboard pattern data, keyboard information) obtained as
above is stored as registry data for secondary verification in
the data storage unit for secondary verification 6G. Inciden-
tally, procedures for registering data in the data storage unit
for primary verification SA and the data storage unit for
secondary verification 6G are as have been described above
with reference to FIG. 3.

[0360] The authenticating apparatus 3G comprises, as
shown in FIG. 25, a verification determining unit 23G, a
secondary verification shift determining unit 24G, the key-
board information extracting unit 25G, a data verifying unit
26G, and a final personal determining unit 27G along with
the information inputting unit 20A, the biometrics charac-
teristic data extracting unit 21A, and the biometrics charac-
teristic data verifying unit 22A.

[0361] The verification determining unit (personal deter-
mining unit) 23G fulfils the similar function to the verifi-
cation determining unit 23 shown in FIG. 4. When receiving
a result of primary verification from the verifying unit 22A,
the verification determining unit 23G determines whether a
rate of matching in the primary verification is equal to or
more than the primary verification acceptable threshold
value n or not. The verification determining unit 23G also
determines coincidence of contact patterns (seal data) on the
basis of a result of secondary verification from the data
verifying unit 26G to be described later.

[0362] The secondary verification shift determining unit
24G corresponds to the secondary verification shift deter-
mining unit 24 shown in FIG. 4. When the determination
verifying unit 23G determines that the rate of matching in
the primary verification is less than the primary verification
acceptable threshold value n, the secondary verification shift
determining unit 24G determines whether the rate of match-
ing in the primary verification is equal to or more than the
secondary verification shift threshold value s (s<n)or not,
and further determines on the basis of a result of the
determination secondary verification is necessary, that is,
whether the procedure proceeds to secondary verification or
not.

[0363] The keyboard information extracting unit (fourth
extracting unit) 25G corresponds to characteristic data
extracting unit for secondary verification 25 shown in FIG.
4. The keyboard information extracting unit 25G converts a

Page 57 of 64

Nov. 1, 2001

contact pattern (position of contact point) obtained from
image data of the contact pattern inputted by a person (user)
to be authenticated using the simplified keyboard 40 from
the image input screen of the information inputting unit 20A
into character data with reference to the above-described
conversion table or the like.

[0364] The data verifying unit (secondary verifying unit)
26G corresponds to the secondary verifying unit 26 shown
in FIG. 4. The data verifying unit 26G compares and
matches the character data (keyboard pattern data) extracted
by the keyboard information extracting unit 25G with key-
board pattern data (registry data for secondary verification)
of the person to be authenticated. The keyboard pattern data
of the person is registered beforehand in the data storage unit
6G.

[0365] The final personal determining unit (personal deter-
mining unit) 27G corresponds to the final personal deter-
mining unit 27 shown in FIG. 4. In cooperation with the
verification determining unit 23G described above, the final
personal determining unit 27G functions as a personal
determining unit which determines whether the person to be
authenticated is the person himself/herself (registered per-
son) or not on the basis of results of verification by the
biometrics character data verifying unit 22A and the data
verifying unit 26G. When the verification determining unit
23G determines that the rate of matching in the primary
verification is equal to or more than a threshold value n, or
that the keyboard pattern data inputted by the person to be
authenticated coincides with registry data for secondary
verification, the final personal determining unit 27G deter-
mines and authenticates that the person to be authenticated
is the person himself/herself.

[0366] A procedure for authentication by the authenticat-
ing apparatus 3G in the above-described structure will be
next described with reference to a flowchart (steps S21 to
S24, and S91 to S95) shown in FIG. 26.

[0367] Steps S21 to S24 are similar to the primary veri-
fication process (steps S21 to S23) and the process of
determining to shift to secondary verification performed in
the authenticating procedure shown in FIG. 7, detailed
descriptions of which are thus omitted. The secondary
verification shift setting unit 28 and the personal information
setting unit 29 are omitted in the authenticating apparatus
3G, a process of determining to shift to secondary verifica-
tion corresponding to step S25 in FIG. 7 is thus omitted.

[0368] When the verification determining unit 23G deter-
mines that a rate of matching in primary verification is equal
to or more than the threshold value n (YES route at step
§23), the final personal determining unit 27G determines
and authenticates that a person to be authenticated is the
person himself/herself since a rate of matching sufficient to
determine that the person to be authenticated is the person
himself/herself is obtained in the primary verification (step
S94), and the process is terminated.

[0369] When the secondary verification shift determining
unit 24G determines that the rate of matching in the primary
verification is equal to or more than the secondary verifica-
tion shift threshold value s (YES route at step S24), the
instruction unit 20g operates to prompt the person to be
authenticated to input data for secondary verification from
the information inputting unit 20A.
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[0370] Responding to this, the person to be authenticated
operates the simplified keyboard 40 to form contact points
corresponding to unique character data on the image input
screen of the information inputting unit 20A. The informa-
tion inputting unit 20A obtains the contact point as image
data in the authenticating apparatus 3G. The keyboard
information extracting unit 25G converts the contact points
of the image data into character data, whereby keyboard
pattern data inputted from the simplified keyboard 40 is
extracted as non-biometrics characteristic data (step S91).

[0371] The data verifying unit 26G compares and matches
the keyboard pattern data extracted by the keyboard infor-
mation extracting unit 25G with keyboard pattern data of the
person to be authenticated, the keyboard pattern data being
registered beforehand in the data storage unit 6G (step S92).
The verification determining unit 23G determines whether
the keyboard patterns coincide with each other or not (step
S93).

[0372] When the verification determining unit 23G deter-
mines that the two sorts of keyboard pattern data coincide
with each other (YES route at step S93), the final personal
determining unit 27G determines and authenticates that the
person to be authenticated is the person himself/herself or
registered person (step S94), and the process is terminated.

[0373] When the verification determining unit 23G deter-
mines that the two sorts of keyboard pattern data do not
coincide (NO route at step S93), the final personal deter-
mining unit 27G determines not to authenticate (step S95),
and the process is terminated. When the secondary verifi-
cation shift determining unit 24G determines that the rate of
matching in the primary verification is less than the second-
ary verification shift threshold value s (NO route at step
S24), the final personal determining unit 27G determines not
to authenticate as well (step S95), and the process is termi-
nated.

[0374] When the authenticating apparatus 3G shifts to the
relief authenticating process, a person to be authenticated
intentionally inputs character data or a character data string
from the same information inputting unit 20A as that used
when inputting biometrics information for primary verifica-
tion. At this time, the character data is obtained as image
data by the information inputting unit 20A by using simpli-
fied keyboard 40, keyboard pattern data is extracted from the
image data, and the keyboard pattern data is compared and
matched with keyboard pattern data registered beforehand.
When the two sorts of keyboard pattern data coincide with
each other, the person to be authenticated is authenticated as
the person himself/herself (registered person), and a series of
the authenticating process is terminated.

[0375] According to the authenticating apparatus 3G, and
the personal authentication system 1 with the authenticating
apparatus 3G, the user inputs a unique character pattern or
a unique character pattern string by using the simplified
keyboard 40 through the information inputting unit 10 or
20A in secondary verification, and the character pattern
(keyboard pattern data) is used as registry data for secondary
verification. It is thereby possible to input data of the user
necessary in primary verification and secondary verification
from one information inputting unit 10 or 20A.

[0376] According to this embodiment, the simplified key-
board 40 attachable to and detachable from the information
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inputting unit 10 or 20A is used, and an input from the
simplified keyboard 40 is converted into character data by
the extracting unit 14 or 25G, whereby the information
inputting unit 10 or 20A may function as a keyboard or a ten
key pad. The user can readily input character data or a
character data string from the information inputting unit 10
or 20a using the simplified keyboard 40 without a keyboard
or a ten key pad. Here, a function of the extracting unit 14
or 25G is realized as software, thus what should be added as
hardware is only the simplified keyboard 40 to be mounted
on the image input screen.

[0377] So long as character data or a character data string
equivalent to a personal identification number, a password or
the like is registered beforehand, an authenticating object
person can input character data or a character data string for
secondary verification from the image input screen into the
personal authentication system 1 in secondary verification in
the similar manner to when inputting a personal identifica-
tion number or a password from a keyboard or a ten key pad.
The personal authentication system 1 can accomplish a
measure for relief in personal authentication using the
existing apparatuses without causing complexity or an
increase in cost.

[0378] Next, a structure and operation of the simplified
keyboard (keyboard unit) 40A adapted to the capacitance
fingerprint unit 20A' will be described with reference to
FIGS. 29A through 30B.

[0379] FIGS. 29A to 30B show a structure of the simpli-
fied keyboard 40 used in this embodiment. FIG. 29A is a
vertical sectional view of the simplified keyboard 40A. FIG.
29B is a plan view of the simplified keyboard 40. FIG. 30A
is a vertical sectional view showing an operational state of
the simplified keyboard 40A. FIG. 30B is a plan view
showing an example of an input pattern on the fingerprint
input screen 20b formed by the simplified keyboard 40A.

[0380] The simplified keyboard 40A is adapted to a case
where the information inputting unit is the capacitance
fingerprint unit 20A’, provided attachably to and detachably
from the unit (information inputting unit) 20A" As shown in
FIGS. 29A and 30A, a frame 444 in the same shape (here,
a rectangle) as the fingerprint input screen 20b is such
formed on the lower surface of a body made of conductor 44
of the simplified keyboard 40A as to project therefrom. A
shape of an inner periphery of the frame 444 matches with
a shape of an outer periphery of the fingerprint input screen
20b, and the lower surface of the frame 44a contacts with a
conductive metal ring 20c, with the simplified keyboard 40A
being mounted on the information inputting unit 20A', as
shown in FIG. 30A.

[0381] Aplurality (here, 3x3=9) of conductive keys 45 are
such provided inside the frame 44a of the body made of
conductor 44 as to be able to slide upward and downward.
An insulator 47 is interposed between each of the conductive
keys 45 and the body made of conductor 44. Each of the
conductive keys 45 is forced upward and by a spring or the
like not shown. When a user presses an upper surface (key
top 454a) of each of the conductive keys 45 against a force
by the spring, each of the conductive keys 45 moves
downward.

[0382] Switch pieces 48a and 48b are such provided to the
body made of conductor 44 and each of the conductive keys
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45 as to project therefrom. While each of the conductive
keys 45 shifts upward by a force of the spring, the body
made of conductor 44 and each of the conductive keys 45 are
insulated with these pieces of switch 40a and 40b being
separated from each other, as shown in FIG. 29A. To the
contrary, when the user presses the conductive key 45 so that
the conductive key 45 shifts downward, these switch pieces
484 and 48b are brought into contact with each other (ON
state), whereby the body made of conductor 44 and the
conductive key 45 are electrically connected.

[0383] A conductive polymer film 46 is attached to a
surface of a tip of each of the conductive keys 45. When the
user presses down a conductive key 45 with the simplified
keyboard 40A being mounted on the information inputting
unit 20A" as shown in FIG. 30A, the conductive polymer
film 46 touches the fingerprint input screen 20b of the
information inputting unit 20A' and contact therewith. The
switch pieces 48a and 48b touch each other, which allows
the body made of conductor 44 and the conductive key 45
to be electrically connected. As shown in FIG. 30B, a
contact pattern of the conductive key 45 (conductive poly-
mer film 46) is thus formed on the fingerprint input screen
20b.

[0384] In the simplified keyboard 40A, numbers from “1”
to “9”, for example, are written on the respective key tops
45a of the nine conductive key 45. The simplified keyboard
40A functions similarly to the simplified keyboard 40
described above.

[0385] When the user presses down a conductive key 45
on which “5”, for example, is written to make the conductive
polymer film 46 on the surface at the tip thereof touch the
fingerprint input screen 20 as shown in FIGS. 30A and 30B,
a contact point (contact pattern) formed on the fingerprint
input screen 20b is read as image data by the information
inputting unit 20A (10). The extracting unit 14 of the
registering apparatus 2 or the keyboard information extract-
ing unit 25G of the authenticating apparatus 3G can extract
a position of the contact point from the image data, and
recognize and specify that a number “5” corresponding to
that position is inputted with reference to the conversion
table or the like described above.

[0386] Use of such the simplified keyboard 40A allows
similar functions and effects to the simplified keyboard 40
even when the information inputting unit is the capacitance
fingerprint unit 20A".

[0387] In the example shown in FIG. 30B, a shape of the
contact pattern formed on the fingerprint input screen 206 by
the conductive polymer film 46 on the tip of the conductive
key 45 is circular. However, the shape is not limited to the
above example, but may be another.

[0388] Why the conductive polymer film 46 is interposed
between each of the conductive keys 45 and the fingerprint
input screen 46 to avoid direct contact of the conductive key
45 with the fingerprint input face 200 as well as the
electronic seal 30A is to avoid electrostatic discharge of the
capacitance fingerprint unit 20A', and to make each of the
conductive keys 45 softly touch the fingerprint input screen
2Db. When the conductive keys 45 have similar character-
istics to the conductive polymer film 46, it is unnecessary to
attach the conductive polymer film 46.
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[0389] The simplified keyboard 40A adapted to the capaci-
tance fingerprint unit 20A' can be used for the optical
fingerprint unit 20A as well as the simplified keyboard 40
described above.

[0390] Note that the present invention is not limited to the
above examples, but may be modified in various ways
without departing from the scope of the invention.

What is claimed is:
1. A personal authentication system using biometrics
information comprising:

a registering apparatus including a first biometrics infor-
mation inputting unit for obtaining biometrics informa-
tion of a person to be registered, said registering
apparatus obtaining data for verification from informa-
tion inputted using said first biometrics information
inputting unit and registering the same; and

an authenticating apparatus for determining whether a
person to be authenticated is a person registered by said
registering apparatus, on the basis of said data for
verification registered by said registering apparatus;

said registering apparatus further including,

a first extracting unit for extracting biometrics charac-
teristic data from said biometrics information
obtained by said first biometrics information input-
ting unit, and registering said biometrics character-
istic data as registry biometrics characteristic data for
primary verification; and

a second extracting unit for extracting data, which is
different from said registry biometrics characteristic
data for primary verification, from information
inputted using said first biometrics information
inputting unit, and registering said data as registry
data for secondary verification.

2. The personal authentication system using biometrics
information according to claim 1, wherein said registering
apparatus comprises a state determining unit for determining
a state of said registry biometrics characteristic data for
primary verification extracted by said first extracting unit;
and

said second extracting unit carries out extraction and
registration according to a result of determination by
said state determining unit.
3. The personal authentication system using biometrics
information according to claim 1, wherein said authenticat-
ing apparatus comprises:

a second biometrics information inputting unit for obtain-
ing biometrics information of a person to be authenti-
cated;

a third extracting unit for extracting biometrics charac-
teristic data from biometrics information obtained by
said second biometrics information inputting unit;

a primary verifying unit for verifying whether said bio-
metrics characteristic data extracted by said third
extracting unit matches said registry biometrics char-
acteristic data for primary verification registered by
said registering apparatus;
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a secondary verification shift determining unit for deter-
mining whether to carry out secondary verification, on
the basis of a result of verification by said primary
verifying unit;

a fourth extracting unit for extracting data for secondary
verification from information inputted using said sec-
ond biometrics information inputting unit, when said
secondary verification shift determining unit deter-
mines that said secondary verification is required to be
carried out;

a secondary verifying unit for verifying whether said data
extracted by said fourth extracting unit matches said
registry data for secondary verification registered by
said registering apparatus; and

a personal determining unit for determining whether said
person to be authenticated is a person registered by said
registering apparatus on the basis of a result of verifi-
cation by said primary verifying unit or said secondary
verifying unit.

4. The personal authentication system using biometrics

information according to claim 2, wherein said authenticat-
ing apparatus comprises:

a second biometrics information inputting unit for obtain-
ing biometrics information of said person to be authen-
ticated;

a third extracting unit for extracting biometrics charac-
teristic data from biometrics information obtained by
said second biometrics information inputting unit;

a primary verifying unit for verifying whether said bio-
metrics characteristic data extracted by said third
extracting unit matches said registry biometrics char-
acteristic data for primary verification registered by
said registering apparatus;

a secondary verification shift determining unit for deter-
mining whether to carry out secondary verification, on
the basis of a result of verification by said primary
verifying unit;

a fourth extracting unit for extracting data for secondary
verification from information inputted using said sec-
ond biometrics information inputting unit, when said
secondary verification shift determining unit deter-
mines that said secondary verification is required to be
carried out;

a secondary verifying unit for verifying whether said data
extracted by said fourth extracting unit matches said
registry data for secondary verification registered by
said registering apparatus; and

a personal determining unit for determining whether said
person to be authenticated is a person registered by said
registering apparatus, on the basis of a result of veri-
fication by said primary verifying unit or said second-
ary verifying unit.

5. The personal authentication system using biometrics
information according to claim 3, wherein said authenticat-
ing apparatus comprises an instruction unit for prompting
said person to be authenticated to input data for secondary
verification by using said second biometrics information
inputting unit, when said secondary verification shift deter-
mining unit determines that secondary verification is
required to be carried out.
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6. The personal authentication system using biometrics
information according to claim 4, wherein said authenticat-
ing apparatus comprises an instruction unit for prompting
said person to be authenticated to input data corresponding
to said registry data for secondary verification using said
second biometrics information inputting unit, when said
secondary verification shift determining unit determines that
secondary verification is required to be carried out.

7. The personal authentication system using biometrics
information according to claim 3, wherein said authenticat-
ing apparatus comprises a secondary verification shift set-
ting unit for arbitrarily setting whether to carry out verifi-
cation by said secondary verifying unit.

8. The personal authentication system using biometrics
information according to claim 4, wherein said authenticat-
ing apparatus comprises a secondary verification shift set-
ting unit for arbitrarily setting whether to carry out verifi-
cation by said secondary verifying unit.

9. The personal authentication system using biometrics
information according to claim 5, wherein said authenticat-
ing apparatus comprises a secondary verification shift set-
ting unit for arbitrarily setting whether to carry out verifi-
cation by said secondary verifying unit.

10. The personal authentication system using biometrics
information according to claim 6, wherein said authenticat-
ing apparatus comprises a secondary verification shift set-
ting unit for arbitrarily setting whether to carry out verifi-
cation by said secondary verifying unit.

11. The personal authentication system using biometrics
information according to claim 3, wherein said authenticat-
ing apparatus comprises a personal information setting unit
for setting in advance information on whether to carry out
verification by said secondary verifying unit as personal
information for each registered person.

12. The personal authentication system using biometrics
information according to claim 4, wherein said authenticat-
ing apparatus comprises a personal information setting unit
for setting in advance information on whether to carry out
verification by said secondary verifying unit as personal
information for each registered person.

13. The personal authentication system using biometrics
information according to claim 5, wherein said authenticat-
ing apparatus comprises a personal information setting unit
for setting in advance information on whether to carry out
verification by said secondary verifying unit as personal
information for each registered person.

14. The personal authentication system using biometrics
information according to claim 6, wherein said authenticat-
ing apparatus comprises a personal information setting unit
for setting in advance information on whether to carry out
verification by said secondary verifying unit as personal
information for each registered person.

15. The personal authentication system using biometrics
information according to claim 1, wherein said registry data
for secondary verification is biometrics characteristic data
extracted from biometrics information, the biometrics infor-
mation being of the same type as biometrics information in
primary verification and being obtained from a part which is
different from a part from which the biometrics information
has been obtained in said primary verification.

16. The personal authentication system using biometrics
information according to claim 2, wherein said registry data
for secondary verification is biometrics characteristic data
extracted from biometrics information, the biometrics infor-
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mation being of the same type as biometrics information in
primary verification and being obtained from a part which is
different from a part from which the biometrics information
has been obtained in said primary verification.

17. The personal authentication system using biometrics
information according to claim 3, wherein said registry data
for secondary verification is biometrics characteristic data
extracted from biometrics information, the biometrics infor-
mation being of the same type as biometrics information in
primary verification and being obtained from a part which is
different from a part from which the biometrics information
has been obtained in said primary verification.

18. The personal authentication system using biometrics
information according to claim 4, wherein said registry data
for secondary verification is biometrics characteristic data
extracted from biometrics information, the biometrics infor-
mation being of the same type as biometrics information in
primary verification and being obtained from a part which is
different from a part from which the biometrics information
has been obtained in said primary verification.

19. The personal authentication system using biometrics
information according to claim 15, wherein said biometrics
information is fingerprint image data, and said registry data
for secondary verification is biometrics characteristic data
extracted from fingerprint image data of one or more fingers
which are different from a finger from which said registry
characteristic data for primary data has been obtained.

20. The personal authentication system using biometrics
information according to claim 16, wherein said biometrics
information is fingerprint image data, and said registry data
for secondary verification is biometrics characteristic data
extracted from fingerprint image data of one or more fingers
which are different from a finger from which said registry
characteristic data for primary data has been obtained.

21. The personal authentication system using biometrics
information according to claim 17, wherein said biometrics
information is fingerprint image data, and said registry data
for secondary verification is biometrics characteristic data
extracted from fingerprint image data of one or more fingers
which are different from a finger from which said registry
characteristic data for primary data has been obtained.

22. The personal authentication system using biometrics
information according to claim 18, wherein said biometrics
information is fingerprint image data, and said registry data
for secondary verification is biometrics characteristic data
extracted from fingerprint image data of one or more fingers
which are different from a finger from which said registry
characteristic data for primary data has been obtained.

23. The personal authentication system using biometrics
information according to claim 1, wherein said registry data
for secondary verification is biometrics characteristic data of
a different type from biometrics characteristic data in pri-
mary verification extracted from biometrics information, the
biometrics information being of the same type as biometrics
information in primary verification and being obtained from
the same part or a different part.

24. The personal authentication system using biometrics
information according to claim 2, wherein said registry data
for secondary verification is biometrics characteristic data of
a different type from biometrics characteristic data in pri-
mary verification extracted from biometrics information, the
biometrics information being of the same type as biometrics
information in primary verification and being obtained from
the same part or a different part.
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25. The personal authentication system using biometrics
information according to claim 3, wherein said registry data
for secondary verification is biometrics characteristic data of
a different type from biometrics characteristic data in pri-
mary verification extracted from biometrics information, the
biometrics information being of the same type as biometrics
information in primary verification and being obtained from
the same part or a different part.

26. The personal authentication system using biometrics
information according to claim 4, wherein said registry data
for secondary verification is biometrics characteristic data of
a different type from biometrics characteristic data in pri-
mary verification extracted from biometrics information, the
biometrics information being of the same type as biometrics
information in primary verification and being obtained from
the same part or a different part.

27. The personal authentication system using biometrics
information according to claim 23, wherein said biometrics
information is fingerprint image data, and said registry data
for secondary verification is biometrics characteristic data of
a different type from biometrics characteristic data in said
primary verification, extracted from fingerprint image data
of the same finger as a registered finger from which said
registry biometrics characteristic data for primary verifica-
tion has been obtained, or, one or more fingers which are
different from said registered finger.

28. The personal authentication system using biometrics
information according to claim 24, wherein said biometrics
information is fingerprint image data, and said registry data
for secondary verification is biometrics characteristic data of
a different type from biometrics characteristic data in said
primary verification, extracted from fingerprint image data
of the same finger as a registered finger from which said
registry biometrics characteristic data for primary verifica-
tion has been obtained, or, one or more fingers which are
different from said registered finger.

29. The personal authentication system using biometrics
information according to claim 25, wherein said biometrics
information is fingerprint image data, and said registry data
for secondary verification is biometrics characteristic data of
a different type from biometrics characteristic data in said
primary verification, extracted from fingerprint image data
of the same finger as a registered finger from which said
registry biometrics characteristic data for primary verifica-
tion has been obtained, or, one or more fingers which are
different from said registered finger.

30. The personal authentication system using biometrics
information according to claim 26, wherein said biometrics
information is fingerprint image data, and said registry data
for secondary verification is biometrics characteristic data of
a different type from biometrics characteristic data in said
primary verification, extracted from fingerprint image data
of the same finger as a registered finger from which said
registry biometrics characteristic data for primary verifica-
tion has been obtained, or, one or more fingers which are
different from said registered finger.

31. The personal authentication system using biometrics
information according to claim 3, wherein said registry data
for secondary verification is non-biometrics characteristic
data intentionally inputted by said person to be registered
using said first biometrics information inputting unit.

32. The personal authentication system using biometrics
information according to claim 4, wherein said registry data
for secondary verification is non-biometrics characteristic
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data intentionally inputted by said person to be registered
using said first biometrics information inputting unit.

33. The personal authentication system using biometrics
information according to claim 31, wherein said non-bio-
metrics characteristic data is time series data having a
pattern determined by said person to be registered.

34. The personal authentication system using biometrics
information according to claim 32, wherein said non-bio-
metrics characteristic data is time series data having a
pattern determined by said person to be registered.

35. The personal authentication system using biometrics
information according to claim 31, wherein said biometrics
information is image data of a predetermined part of a body,
and said non-biometrics characteristic data is an input angle
of said predetermined part of the body on an image input
screen of said first biometrics information inputting unit,
said input angle being detected as image data by said first
biometrics information inputting unit.

36. The personal authentication system using biometrics
information according to claim 32, wherein said biometrics
information is image data of a predetermined part of a body,
and said non-biometrics characteristic data is an input angle
of said predetermined part of the body on an image input
screen of said first biometrics information inputting unit,
said input angle being detected as image data by said first
biometrics information inputting unit.

37. The personal authentication system using biometrics
information according to claim 31, wherein said biometrics
information is image data of a predetermined part of a body,
and said non-biometrics characteristic data is a contact
position of said predetermined part of the body on an image
input screen of said biometrics information inputting unit,
said contact position being detected as image data by said
first biometrics information inputting unit.

38. The personal authentication system using biometrics
information according to claim 32, wherein said biometrics
information is image data of a predetermined part of a body,
and said non-biometrics characteristic data is a contact
position of said predetermined part of the body on an image
input screen of said biometrics information inputting unit,
said contact position being detected as image data by said
first biometrics information inputting unit.

39. The personal authentication system using biometrics
information according to claim 31, wherein said biometrics
information is image data of a predetermined part of a body,
and said non-biometrics characteristic data is contact trace
information on an image input screen of said first biometrics
information inputting unit, said contact trace information
being detected as image data by said first biometrics infor-
mation inputting unit.

40. The personal authentication system using biometrics
information according to claim 32, wherein said biometrics
information is image data of a predetermined part of a body,
and said non-biometrics characteristic data is contact trace
information on an image input screen of said first biometrics
information inputting unit, said contact trace information
detected as image data by said first biometrics information
inputting unit.

41. The personal authentication system using biometrics
information according to claim 31, wherein said biometrics
information is image data of a predetermined part of a body,
and said non-biometrics characteristic data is a contact
pattern on an image input screen of said first biometrics
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information inputting unit, said contact pattern being
detected as image data by said first biometrics information
inputting unit.

42. The personal authentication system using biometrics
information according to claim 32, wherein said biometrics
information is image data of a predetermined part of a body,
and said non-biometrics characteristic data is a contact
pattern on an image input screen of said first biometrics
information inputting unit, said contact pattern being
detected as image data by said first biometrics information
inputting unit.

43. The personal authentication system using biometrics
information according to claim 41, wherein said contact
pattern is formed by a pattern information input medium
being able to be possessed and carried by said person to be
registered or a registered person; and

said pattern information input medium comprises one or
more contact parts contacting with said image input
screen of said first biometrics information inputting
unit to form said contact pattern.

44. The personal authentication system using biometrics
information according to claim 42, wherein said contact
pattern is formed by a pattern information input medium
being able to be possessed and carried by said person to be
registered or a registered person; and

said pattern information input medium comprises one or
more contact parts contacting with said image input
screen of said first biometrics information inputting
unit to form said contact pattern.

45. The personal authentication system using biometrics
information according to claim 43, wherein said pattern
information input medium forms a pattern changing in time
series as said contact pattern by said one or more contact
parts.

46. The personal authentication system using biometrics
information according to claim 44, wherein said pattern
information input medium forms a pattern changing in time
series as said contact pattern by said one or more contact
parts.

47. The personal authentication system using biometrics
information according to claim 31, wherein:

said biometrics information is image data of a predeter-
mined part of a body;

character data corresponding each of a plurality of dif-
ferent contact patterns or a plurality of different contact
points on an image input screen of said first biometrics
information inputting unit is set in advance; and

said non-biometrics characteristic data is character data
corresponding to said contact pattern or said contact
point detected as image data by said first biometrics
information inputting unit.
48. The personal authentication system using biometrics
information according to claim 32, wherein:

said biometrics information is image data of a predeter-
mined part of a body;

character data corresponding each of a plurality of dif-
ferent contact patterns or a plurality of different contact
points on an image input screen of said first biometrics
information inputting unit is set in advance; and
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said non-biometrics characteristic data is character data
corresponding to said contact pattern or said contact
point detected as image data by said first biometrics
information inputting unit.

49. The personal authentication system using biometrics
information according to claim 47, wherein said non-bio-
metrics characteristic data is a character data string succes-
sively inputted in time series.

50. The personal authentication system using biometrics
information according to claim 48, wherein said non-bio-
metrics characteristic data is a character data string succes-
sively inputted in time series.

51. The personal authentication system using biometrics
information according to claim 47, wherein said registering
apparatus and said authenticating apparatus comprise:

a keyboard unit attachably and detachably disposed to
said biometrics information inputting unit to be able to
form said contact pattern or said contact point by
contacting with said image input screen of said bio-
metrics information inputting unit according to a key
operation; and

akeyboard information extracting unit for converting said

contact pattern or said contact point formed according

to the key operation of said keyboard unit into corre-
sponding character data, and outputting the same.

52. The personal authentication system using biometrics

information according to claim 48, wherein said registering
apparatus and said authenticating apparatus comprise:

a keyboard unit attachably and detachably disposed to
said biometrics information inputting unit to be able to
form said contact pattern or said contact point by
contacting with said image input screen of said bio-
metrics information inputting unit according to a key
operation; and

akeyboard information extracting unit for converting said

contact pattern or said contact point formed according

to the key operation of said keyboard unit into corre-
sponding character data, and outputting the same.

53. The personal authentication system using biometrics

information according to claim 49, wherein said registering
apparatus and said authenticating apparatus comprise:

a keyboard unit attachably and detachably disposed to
said biometrics information inputting unit to be able to
form said contact pattern or said contact point by
contacting with said image input screen of said bio-
metrics information inputting unit according to a key
operation; and

akeyboard information extracting unit for converting said

contact pattern or said contact point formed according

to the key operation of said keyboard unit into corre-
sponding character data, and outputting the same.

54. The personal authentication system using biometrics

information according to claim 50, wherein said registering
apparatus and said authenticating apparatus comprise:

a keyboard unit attachably and detachably disposed to
said biometrics information inputting unit to be able to
form said contact pattern or said contact point by
contacting with said image input screen of said bio-
metrics information inputting unit according to a key
operation; and
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a keyboard information extracting unit for converting said
contact pattern or said contact point formed according
to the key operation of said keyboard unit into corre-
sponding character data, and outputting the same.

55. A personal authentication method using biometrics

information comprising the steps of:

a registering step of obtaining first biometrics information
of a person to be registered using a first biometrics
information inputting unit, registering biometrics char-
acteristic data extracted from said first biometrics infor-
mation as registry biometrics characteristic data for
primary verification, inputting registry data for second-
ary verification, which is different from said registry
biometrics characteristic data for primary verification,
using said first biometrics information inputting unit,
and registering the same; and

an authenticating step of determining whether a person to
be authenticated is a person registered in said register-
ing step, on the basis of using said registry biometrics
characteristic data for primary verification or said reg-
istry data for secondary verification registered in said
registering step.

56. The personal authentication method using biometrics
information according to claim 55, wherein at said authen-
ticating step, second biometrics information of said person
to be authenticated is obtained by a second biometrics
information inputting unit, it is verified whether biometrics
characteristic data extracted from said second biometrics
information matches said registry biometrics characteristic
data for primary verification registered in advance, whether
to carry out secondary verification is determined on the basis
of a result of the verification, data corresponding to said
registry data for secondary verification is inputted by said
person to be authenticated using said second biometrics
information inputting unit when said secondary verification
is required to be carried out, it is verified whether said data
inputted by said second biometrics information inputting
unit matches said registry data for secondary verification
registered in advance, and whether said person to be authen-
ticated is a person registered in said registering step is
determined on the basis of a result of the verification.

57. A registering apparatus for a personal authentication
system using biometrics information, said registering appa-
ratus, in a system authenticating a person using biometrics
information, having a first biometrics information inputting
unit for obtaining biometrics information of a person to be
registered to obtain data for verification from information
inputted using said first biometrics information inputting
unit, and registering the same, said registering apparatus
comprising:

a first extracting unit for extracting biometrics character-
istic data from said biometrics information obtained by
said first biometrics information inputting unit, and
registering said biometrics characteristic data as regis-
try biometrics characteristic data for primary verifica-
tion; and

a second extracting unit for extracting data, which is
different from said registry biometrics characteristic
data for primary verification, from information inputted
using said first biometrics information inputting unit,
and registering said data as registry data for secondary
verification.
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58. The registering apparatus for a personal authentication
system using biometrics information according to claim 57
further comprising a state determining unit for determining
a state of said registry biometrics characteristic data for
primary verification extracted by said first extracting unit;

wherein said second extracting unit performs extraction
and registration according to a result of determination
by said state determining unit.

59. An authenticating apparatus for a personal authenti-
cation system using biometrics information, said authenti-
cating apparatus, in a system authenticating a person using
biometrics information, determining whether a person to be
authenticated is a registered person, on the basis of data for
verification registered in advance, said authenticating appa-
ratus comprising:

a second biometrics information inputting unit for obtain-
ing biometrics information of said person to be authen-
ticated;

a third extracting unit for extracting biometrics charac-
teristics data from biometrics information obtained by
said second biometrics information inputting unit;

a primary verifying unit for verifying whether said bio-
metrics characteristic data extracted by said third
extracting unit matches registry biometrics character-
istic data for primary verification registered in advance;

a secondary verification shift determining unit for deter-
mining whether to carry out secondary verification, on
the basis of a result of verification by said primary
verifying unit;

a fourth extracting unit for extracting data for secondary
verification registered in advance from information
inputted using said second biometrics information
inputting unit, when said secondary verification shift
determining unit determines that said secondary veri-
fication is required to be carried out;
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a secondary verifying unit for verifying whether said data
extracted by said fourth extracting unit matches said
registry data for secondary verification; and

a personal determining unit for determining whether said
person to be authenticated is a registered person on the
basis of a result of verification by said primary verify-
ing unit or said secondary verifying unit.

60. The authenticating apparatus for a personal authenti-
cation system using biometrics information according to
claim 59 further comprising an instruction unit for prompt-
ing said person to be authenticated to input data correspond-
ing to said registry data for secondary verification using said
second biometrics information inputting unit, when said
secondary verification shift determining unit determines that
said secondary verification is required to be carried out.

61. A pattern information input medium for a personal
authentication system using biometrics information, said
pattern information input medium used in a system having
a biometrics information inputting unit for obtaining bio-
metrics information as image data in order to authenticate a
person by using said biometrics information, said pattern
information input medium being mounted on said biomet-
rics information inputting unit, said pattern information
input medium comprising one or more contact parts for
contacting with an image input screen of said biometrics
information inputting unit to form a contact pattern unique
to a possessor to be detected by said biometrics information
inputting unit instead of said biometrics information, said
pattern information input medium being carried by said
POSSESSOr.

62. The pattern information input medium for a personal
authentication system using biometrics information accord-
ing to claim 61, wherein said one or more contact parts form
a pattern which changes in time series as said contact
pattern.





