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Notice of Pre-AIA or AIA Status
The present application is being examined under the pre-AlA first to invent

provisions.

Final Office Action
This is a Final action of claims 1-30 of United States Patent Number: 7,627,781
issued to Michaelis et al. (hereinafter the ‘781 Patent). This action is responsive to
Reply filed 5/20/2024. Reexamination was ordered on 10/10/2023 responsive to the
Request for ex parte reexamination filed 9/1/2023. Responsive to the Office ordering

reexamination, the Patent Owner chose not to file a Patent Owner statement.

References
¢ U.S. Patent No. 7,085,959 to Safford (hereinafter Safford)
¢ U.S. Patent No. 5,450,576 to Kennedy et al. (hereinafter Kennedy)
¢ U.S. Patent No. 7,251,746 to Fox (hereinafter Fox)
¢ U.S. Patent No. 7,328,371 to Kalyanasundharam et al. (hereinafter
Kalyanasundharam)
o U.S. Patent Application Pub. No. 2004/0123201 to Nguyen et al. (hereinafter Nguyen)

¢ U.S. Patent No. 5,491,788 to Cepulis (hereinafter Cepulis)
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Prosecution History
Original Examination:

The ‘781 Patent was filed as application 10/973,077 (hereinafter the ‘077
application) on October 25, 2004.

During the original prosecution of Michaelis patent, a Non-Final rejection was
mailed on 9/20/2007. In this initial action the Office rejected the claims under obvious-
type double patenting over claims 1-30 of US application 10/972,588 and further under
35 USC 102 over Safford et al. (US patent 7,085,959), while further rejecting other
claims over a combination of Safford and Marshal (US patent 5,915,082).

On 12/12/2007, Patent Owner responded arguing specifically that: “/n contrast,
in Safford, transfer of the architected state of a processor is a transfer of
information from one processor to another, as required for one processor to start
processing instructions at the point that another processor was halted, while the
system is running. Safford does not discuss transfer of system information
(which processer is the boot processor) that remains permanent and survives a
system reset. Safford discusses rebooting individual processors while a system
is running (for example, column 4, lines 57-60, and claim3), but that is not the
same as rebooting the entire system, which is initiated by the one designated
boot processor after a system reset or power shutdown.”

In the Office’s 3/19/2008 Non-Final rejection Examiner Le maintained the Safford
based rejections while further adding an additional grounds of rejection under 35 USC

103 over Fox et al. (US patent 7,251,749) in further view of Quach (US patent
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6,625,749). There was some debate as to whether Safford was valid prior art, but

Patent Owner (then Applicant) eventually admitted that Safford was eligible:

NOTE: I appliosnt’s eply 0 the previous offfer gotion, apphicast sssarted that

oo iy YT 3 ¥ N, A 3 v N AN \‘\ 2 e, 8
LR § HE Howeeer, that avyertion was not

&

sorrecy, and i haveby reteacted, with apologios for e mistake. Safford was pu

Janusry 8, WM, before the Bling o the proseat apphostion on Qotaber 35, 3084,

Fale Hrstpy {BEx HHEY, p 23%

On 9/10/2008, Patent Owner filed a Terminal Disclaimer that was approved by

the Office on 9/11/2008 and further amended the claims as follows:

1. (currently amended) A system comprising:

a plurality of processors;

data storage storing information that assigns a role of boot processor to
one of said plurality of processors and assigns a role of spare processor to
another of said plurality of processors; and

logic operable, responsive to detecting loss of lockstep for said boot
processor, for transferring, during system runtime, the role of boot processor to

said spare processor, wherein said another of said plurality of processors that is

assigned said role of spare processor is held in reserve as a hot spare processor

until said loss of lockstep is detected for said bool processor.
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In the Office’s 9/23/2008 Notice of Allowance, the claims were allowed
apparently in view of the claim amendments of 9/10/2008, corresponding arguments

presented, and discussion in an interview on 9/5/2008.

Litigation History
The ‘781 Patent is involved in the following litigation:
e Foras Technologies Ltd. v. Nissan Motor Company, LTD et al., Case No.
2:23-cv-00640 (W.D. Tex., June 6, 2023)
e Foras Technologies Ltd. v. Toyota Motor Company, Inc. et al., Case No.
2:23-cv-00321 (E.D. Tex., July 12, 2023)
e Foras Technologies Ltd. v. Toyota Motor Company, Inc. et al., Case No.

2:23-cv-00150 (E.D. Tex., April 5, 2023)

Claim Rejections
In the event the determination of the status of the application as subject to AIA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any
correction of the statutory basis for the rejection will not be considered a new ground of
rejection if the prior art relied upon, and the rationale supporting the rejection, would be
the same under either status.
The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102, if the differences between the subject matter sought to be patented
and the prior art are such that the subject matter as a whole would have been obvious at the
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time the invention was made to a person having ordinary skill in the art to which said subject
matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.

Rejection 1 — as proposed in Grounds 2 - Safford (Ex. 1004) in view of Kennedy

(Ex. 1005) - (see Request pages 73-87 and in Appendix B)

Claims 1-2, 5-6, and 9-15 are rejected under 35 U.S.C. 103(a) as being obvious

over the combination of Safford (Ex. 1004) in view of Kennedy (Ex. 1005).

With regard to claim 1, teaching [pre] A system comprising:, Safford disclosed
a computer system. For example, Safford disclosed that “a computer system employs
lock stepped processor cores that operate in a master/check pair.” Safford (Ex. 1004) at
2:55-57.;

With regard to claim 1, teaching [1.1] a plurality of processors, Safford
disclosed a plurality of processors included in the computer system. For example,
Safford taught that “a computer system employs lock stepped processor cores that
operate in a master/check pair. Each of two processors in the pair processes the same
code sequences, and the resulting outputs of the processors are compared by a logic
circuit located near external interfaces of the two processors.” Safford (Ex. 1004) at
2:55-60. “For example, the node controller 130 may store the architected state of the
processors 111, 113, 121, 123, 125, and 127, either internally in the node controller
130, or in another component of the computer system 100.” Id. at 4:6-10. Accordingly,

Safford disclosed a plurality of processors included in the computer system.
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With regard to claim 1, teaching [1.2] data storage storing information that
assigns a role of boot processor to one of said plurality of processors and
assigns a role of spare processor to another of said plurality of processors,
Safford disclosed, or at least rendered obvious, this limitation by disclosing memory that
stores the architected states of microprocessors, including the designation of a hot
standby processor. For example, Safford taught that “the architected states of each of
the microprocessors 22 and 24 is copied from the memory 25 into the microprocessors
22 and 24, respectively.” Safford (Ex. 1004) at 2:2-4. “For example, the node controller
130 may store the architected state of the processors 111, 113, 121, 123, 125, and 127,
either internally in the node controller 130, or in another component of the computer
system 100.” Id. at 4:6-10. “To improve reliability of processing assets, a computer
system employs lock stepped processor cores that operate in a master/check pair.” Id.
at 2:55-57. “The processor 125 may be designated as a ‘hot standby,” and is sitting idle
in lock step mode with the processor 127. Should one of the processors 111, 113, 121,
and 123 suffer an error, the hot standby processors 125, 127 may be used to speed
recovery from the resulting loss of lock step.” Id. at 4:25-30. Accordingly, Safford
described assigning the roles of master and checker to certain processors and the role
of hot standby to another processor. See Wolfe Decl. (Ex. 1003) §187. Safford further
described one pair of these processors “operating in a lock step mode” as initially
“appear[ing] to [a] computer system...to be...a logical CPU 0" but later that logical CPU
0 designation is reassigned to another processor. See Safford (Ex. 1007) at 3:4-5, 4:52-
53 (“The processor pair 125/127 then becomes the logical CPU 0 in the computer

system 100’). A POSITA would have recognized Safford’s logical CPU 0 as being the
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designation used by computing system 100 to identify its boot processor at least
because, in multi-processor system architectures like Safford’s, “logical CPU 0” was
commonly used to indicate that a processor had been selected as a boot processor.
See Wolfe Decl. (Ex. 1003) § 187. Safford lacks an explicit disclosure identifying which
processor was the boot processor, Safford as modified by Kennedy would have stored
information about the assigned roles of boot processor and spare processor. See, e.g.,
Kennedy (Ex. 1005) at 7:5-13. For example, Kennedy taught that, “if this ‘default’ boot
processor fails[,]” then an alternate processor “should take over boot operations to
enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In view of the above
citations, Safford taught data storage that stores the architected states, such as role
assignments (e.g., master/checker), of paired processors, and Kennedy taught that
such assignments could be the roles of boot processor and spare processor. See Wolfe
Decl. (Ex. 1003) § 187. A POSITA would have been motivated to combine these
disclosures from Safford and Kennedy to improve the reliability of Safford’s system by
storing information that assigns the roles of boot processor and spare processor in case
of a reboot. Id. It was well within the skill of a POSITA to modify Safford’s system by
Kennedy in this manner, and thus this combination of Safford and Kennedy would have
been expected to succeed. Id. Accordingly, Safford as modified by Kennedy taught data
storage storing information that assigns the role of boot processor to one of the
processors and assigns the role of spare processor to another one of the processors.
Id.

With regard to claim 1, teaching [1.3] logic operable, responsive to detecting

loss of lockstep for said boot processor, for transferring, during system runtime,
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the role of boot processor to said spare processor, Safford as modified by Kennedy
disclosed, or at least rendered obvious, this limitation by disclosing the failover of a
processor to a hot standby processor in response to a loss of lockstep. For example,
Safford taught that, “[u]sing the impending loss of lock step signal, the computer system
100 may continue operating (processing) using one of the processors 111 and 113 that
did not experience an error.” Safford (Ex. 1004) at 3:27-30; “The six processors 111,
113,121,123, 125, and 127 operate in lock step (i.e., are processing code sequences).
For example, the processor 111 operates in lockstep with the processor 113, and the
processor 121 operates in lock step with the processor 123 and the processor 125
operates in lock step with the processor 127.” Id. at 4:19-24. “The processor 125 may
be designated as a ‘hot standby,” and is sitting idle in lock step mode with the processor
127. Should one of the processors 111, 113, 121, and 123 suffer an error, the hot
standby processors 125, 127 may be used to speed recovery from the resulting loss of
lock step.” Id. at 4:25-30. “In block 210, the processor 111 signals the node controller
130 that the first processor pair 111/113 has broken lock step and that the first
processor pair 111/113 should be taken ‘off-line.” Id. at 4:37-40. Accordingly, Safford
described replacing a failed processor with a hot spare processor in response to a loss
of lockstep. See Wolfe Decl. (Ex. 1003) § 188. The ‘781 Patent notes that a firmware
component known as a processor abstraction layer (PAL) “copies all the needed
information from memory into the internal registers of the hot spare processor so that
the hot spare processor becomes a new active processor, transforming the role of the
hot spare to boot processor.” Ex. 1001 at 17:57-61. Safford disclosed this limitation

through an identical process for transferring the role of boot processor to the spare
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processor. See Safford (Ex. 1004) at 32:29-32. For example, Safford taught “moving an
architected state of the processor unit experiencing the loss of lock step to the spare
processor unit, wherein the spare processor unit becomes an active processor unit in
the computer system.” Id. In view of these citations and the knowledge that a boot
processor was a common component in computer systems (e.g., Safford’s system), a
POSITA would have understood Safford as disclosing the failover of a boot processor to
a hot spare processor in response to a loss of lockstep. See Wolfe Decl. (Ex. 1003)
§188. However, even if Safford did not explicitly identify the failed processor as having
been the boot processor, Safford as modified by Kennedy would have performed boot
processor failover. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example, Kennedy
taught that, “if this ‘default’ boot processor fails[,]” then an alternate processor “should
take over boot operations to enhance availability of the system.” Id. In view of the above
citations, Safford taught logic that causes its system to replace a failed processor with a
hot spare processor in response to a loss of lockstep, and Kennedy taught logic that
causes its system to fail over the boot processor to an alternate processor. See Wolfe
Decl. (Ex. 1003) § 188. A POSITA would have been motivated to combine these
disclosures from Safford and Kennedy to improve the reliability of Safford’s system by
providing fault tolerance and high availability in the event that the boot processor fails
before a reboot occurs. Id. It was well within the skill of a POSITA to modify Safford’s
system by Kennedy in this manner, and thus this combination of Safford and Kennedy
would have been expected to succeed. Id. Accordingly, Safford as modified by Kennedy

taught logic operable for transferring the role of boot processor to the spare processor
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during system runtime in response to detecting loss of lockstep for the boot processor.
Id.

With regard to claim 1, teaching [1.4] wherein said another of said plurality of
processors that is assigned said role of spare processor is held in reserve as a
hot spare processor until said loss of lockstep is detected for said boot
processor, Safford as modified by Kennedy disclosed, or at least rendered obvious,
this limitation by disclosing the failover to a hot standby processor that is sitting idle until
the loss of lockstep. For example, Safford taught that “[t]he processor 125 may be
designated as a ‘hot standby,” and is sitting idle in lock step mode with the processor
127. Should one of the processors 111, 113, 121, and 123 suffer an error, the hot
standby processors 125, 127 may be used to speed recovery from the resulting loss of
lock step.” Safford (Ex. 1004). at 4:25-30. Accordingly, Safford as modified by Kennedy
taught that the processor assigned the role of spare is held in reserve until a loss of
lockstep is detected.

With regard to claim 2, teaching The system of claim 1 wherein said data
storage is non-volatile data storage, Safford as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing memory that stores the architected
states of microprocessors. For example, as explained above in connection with claim 1,
Safford as modified by Kennedy disclosed data storage storing information that assigns
the role of boot processor to one of the processors and assigns the role of spare
processor to another one of the processors. Even if Safford did not explicitly identify the
data storage as being non-volatile data storage, Safford as modified by Kennedy would

have included non-volatile data storage that stores information about the assignments
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of the boot processor and the spare processor. For example, “[tlhe CPU1 120 has a
corresponding non-volatile memory 123 which contains configuration information and
CPU specific initialize and self-test code (ISTC) for the CPU1 120[.]” Kennedy (Ex.
1005), 5:15-18. From these disclosures, a POSITA would have understood that the data
storage that stores the information assigning the roles of boot processor and spare
processor included non-volatile memory. See Wolfe Decl. (Ex. 1003) € 189.
Accordingly, Safford as modified by Kennedy would have rendered the subject matter of
claim 2 obvious to a POSITA.

With regard to claim 5, teaching The system of claim 1 wherein each of said
plurality of processors is a processor module that includes a master processor
and a slave processor, Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the selection of a processor type to boot the
system. For example, Safford taught that “a computer system employs lock stepped
processor cores that operate in a master/check pair.” Safford (Ex. 1004) at 2:55-57.
“The processors operate as pairs when in lock step (i.e., the processors 111 and 113
are a pair; the processors 121 and 123 are a second pair ; and the processors 125 and
127 are a third pair). From the node controller’s perspective, each pair of processors
appears as a single (logical) processor.” Id. at 3:57-63. Accordingly, Safford as modified
by Kennedy taught a plurality of processor modules that each include a master
processor and a slave processor. See Wolfe Decl. (Ex. 1003) § 192.)

With regard to claim 6, teaching The system of claim 1 wherein said another
of said plurality of processors that is assigned said role of spare processor is an

active spare before being transferred said role of boot processor, Safford as
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modified by Kennedy disclosed, or at least rendered obvious, this limitation by
disclosing a spare processor being active before a role transfer. For example, Safford
taught that “the processor 111 signals the node controller 130 that the first processor
pair 111/113 has broken lock step and that the first processor pair 111/113 should be
taken ‘off-line.” Safford (Ex. 1004) at 4:37-40. “In block 230, the node controller 130
‘reboots’ the processors 111 and 113, and the processors 111 and 113 become the new
‘hot standby’ processor pair on the system 100.” Id. at 4:57-60. Safford also taught that
“the spare processor unit becomes an active processor unit in the computer system” Id.,
claim 1. In view of the above citations, a POSITA would have understood Safford as
disclosing that a spare processor can be active before a role transfer. See Wolfe Decl.
(Ex. 1003) § 193. Moreover, a POSITA would have understood that the role at issue
could be the boot processor assignment in view of Safford as modified by Kennedy for
at least the same reasons provided above in connection with claim 1. Id. A POSITA
would have been motivated to combine these disclosures from Safford and Kennedy to
improve the reliability of Safford’s system by providing high availability through active
and/or inactive spare processors. Id. It was well within the skill of a POSITA to modify
Safford’s system by Kennedy in this manner, and thus this combination of Safford and
Kennedy would have been expected to succeed. Id. Accordingly, Safford as modified by
Kennedy taught that the spare processor is an active spare before being transferred the
role of boot processor. Id.

With regard to claim 9, teaching [9.pre] A method comprising:, Safford

disclosed a method. “An apparatus, operating on an advanced multi-core processor
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architecture, and a corresponding method, are used to enhance recovery from loss of
lock step in a multi-processor computer system.” Safford (Ex. 1004), Abstract

With regard to claim 9, teaching [9.1] assigning a role of boot processor to
one of a plurality of processors in a system, Safford disclosed, or at least rendered
obvious, this limitation by disclosing the architected states of microprocessors that
operate as a master/checker pair as well as the designation of the logical CPU 0. For
example, Safford taught that “the architected states of each of the microprocessors 22
and 24 is copied from the memory 25 into the microprocessors 22 and 24, respectively.”
Safford (Ex. 1004) at 2:2-4. “For example, the node controller 130 may store the
architected state of the processors 111, 113, 121, 123, 125, and 127, either internally in
the node controller 130, or in another component of the computer system 100.” Id. at
4:6-10. “To improve reliability of processing assets, a computer system employs lock
stepped processor cores that operate in a master/check pair.” Id. at 2:55-57.
Accordingly, Safford described assigning the roles of master and checker to certain
processors. See Wolfe Decl. (Ex. 1003) § 194. Safford further described one pair of
these processors “operating in a lock step mode” as initially “appear{ing] to [a] computer
system...to be...a logical CPU 0” but later that logical CPU 0 designation is reassigned
to another processor. See Safford (Ex. 1007) at 3:4-5, 4:52-53 (“The processor pair
125/127 then becomes the logical CPU 0 in the computer system 100”). A POSITA
would have recognized Safford’s logical CPU 0 as being the designation used by
computing system 100 to identify its boot processor at least because, in multi-processor
system architectures like Safford’s, “logical CPU 0" was commonly used to indicate that

a processor had been selected as a boot processor. See Wolfe Decl. (Ex. 1003) § 194.
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However, even if Safford is interpreted as not explicitly identifying which processor was
the boot processor, Safford as modified by Kennedy would have assigned the role of
boot processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example, Kennedy taught
that, “if this ‘default’ boot processor fails[,|” then an alternate processor “should take
over boot operations to enhance availability of the system.” Id. at 7:9-13. In view of the
above citations, Safford taught assigning roles (e.g., master/checker) to paired
processors, and Kennedy taught that one such assignment could be the role of boot
processor. See Wolfe Decl. (Ex. 1003) § 194. A POSITA would have been motivated to
combine these disclosures from Safford and Kennedy to improve the reliability of
Safford’s system by assigning the role of boot processor to a certain processor in case
of a reboot. Id. It was well within the skill of a POSITA to modify Safford’s system by
Kennedy in this manner, and thus this combination of Safford and Kennedy would have
been expected to succeed. Id. Accordingly, Safford as modified by Kennedy taught
assigning a role of boot processor to one of a plurality of processors in a system. Id.
With regard to claim 9, teaching [9.2] assigning a role spare processor to
another of said plurality of processors, Safford as modified by Kennedy disclosed, or
at least rendered obvious, this limitation by disclosing the designation of a hot standby
processor. For example, Safford taught that “[t]he processor 125 may be designated as
a ‘hot standby,” and is sitting idle in lock step mode with the processor 127. Should one
of the processors 111, 113, 121, and 123 suffer an error, the hot standby processors
125, 127 may be used to speed recovery from the resulting loss of lock step.” Safford
(Ex. 1004) at 4:25-30. Accordingly, Safford as modified by Kennedy taught assigning a

role of spare processor to another one of the plurality of processors in the system. Id.
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With regard to claim 9, teaching [9.3] responsive to detecting loss of lockstep
for said boot processor, changing, during system runtime, the assignment of the
role of boot processor to said spare processor, Safford as modified by Kennedy
disclosed, or at least rendered obvious, this limitation by disclosing failing over a
processor to a hot standby processor in response to a loss of lockstep. For example,
Safford taught that, “[u]sing the impending loss of lock step signal, the computer system
100 may continue operating (processing) using one of the processors 111 and 113 that
did not experience an error.” Safford (Ex. 1004) at 3:27-30. “The processor 125 may be
designated as a ‘hot standby,” and is sitting idle in lock step mode with the processor
127. Should one of the processors 111, 113, 121, and 123 suffer an error, the hot
standby processors 125, 127 may be used to speed recovery from the resulting loss of
lock step.” Id. at 4:25-30. “In block 210, the processor 111 signals the node controller
130 that the first processor pair 111/113 has broken lock step and that the first
processor pair 111/113 should be taken ‘off-line.” Id. at 4:37-40. Accordingly, Safford
described replacing a failed processor with a hot spare processor in response to a loss
of lockstep. See Id. at 3:27-30, 4:37-54. The 781 Patent notes that a firmware
component known as a processor abstraction layer (PAL) “copies all the needed
information from memory into the internal registers of the hot spare processor so that
the hot spare processor becomes a new active processor, transforming the role of the
hot spare to boot processor.” Ex. 1001 at 17:57-61. Safford disclosed this claim
limitation through an identical process for transferring the role of boot processor to the
spare processor. Safford (Ex. 1004) at 32:29-32. For example, Safford taught “moving

an architected state of the processor unit experiencing the loss of lock step to the spare
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processor unit, wherein the spare processor unit becomes an active processor unit in
the computer system.” Id. In view of this disclosure and the knowledge that a boot
processor was a common component in computer systems (e.g., Safford’s system), a
POSITA would have understood Safford as disclosing the failover of a boot processor to
a hot spare processor in response to a loss of lockstep. See Wolfe Decl. (Ex. 1003) §
195. However, even if Safford is not interpreted as explicitly identifying the failed
processor as having been the boot processor, Safford as modified by Kennedy would
have performed boot processor failover. See, e.g., Kennedy (Ex. 1005) at 7:5-13. In
view of the above citations, Safford taught replacing a failed processor with a hot spare
processor in response to a loss of lockstep, and Kennedy taught failing over the boot
processor to an alternate processor. See Wolfe Decl. (Ex. 1003) § 195. A POSITA
would have been motivated to combine these disclosures from Safford and Kennedy to
improve the reliability of Safford’s system by providing high availability in the event that
the boot processor fails before a reboot occurs. Id. It was well within the skill of a
POSITA to modify Safford’s system by Kennedy in this manner, and thus this
combination of Safford and Kennedy would have been expected to succeed. Id.
Accordingly, Safford as modified by Kennedy taught changing, during system runtime,
the assigned role of boot processor to the spare processor in response to loss of
lockstep for the boot processor. Id.

With regard to claim 9, teaching [9.4] responsive to changing the assignment
of the role of boot processor to said spare processor, an operating system of the
system recognizing said spare processor as the boot processor without requiring

shutdown of said operating system, Safford as modified by Kennedy disclosed, or at
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least rendered obvious, this limitation by disclosing the improved availability of
processor assets to avoid a computer system crash and by disclosing a central boot
ROM that is used by the operating system and stores the boot code executed in
conjunction with the operating system to boot the system. For example, in focusing on
“improv[ing] availability of the processor assets of the computer system”, Safford notes
that “loss of lock step, if not promptly corrected, may cause the computer system 18 to
crash.” Safford (Ex. 1004) at 3:21-22, 1:45-47. Safford lacks an explicit disclosure of an
operating system that recognizes the spare processor as the boot processor without
requiring shutdown, Safford as modified by Kennedy would have rendered this claim
limitation obvious to a POSITA. For example, according to Kennedy, “a central system
boot ROM 150 accessible by all processors...may be used by the operating system.”
Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120 controls the system again and begins
the operating system boot process.” Id. at 9:53-55. “The alternate boot processors...can
execute the boot code in the central boot ROM 150”. Id. at 10:42-45. A POSITA would
have understood that, because Kennedy’s central boot ROM 150 is used by the
operating system and stores the boot code executed in conjunction with the operating
system to boot the system, the operating system would recognize the spare processor
as the boot processor after failover without requiring shutdown of the operating system,
especially if Kennedy is to achieve its objective of providing fault tolerance and high
availability. See Kennedy (Ex. 1005) at 9:1-5, 9:53-55, 10:42-45; see also Wolfe Decl.
(Ex. 1003) § 196. This conclusion of a POSITA’s understanding is also supported by
Safford’s objective of avoiding system crashes. See Safford (Ex. 1004) at 3:21-22, 1:45-

47. A POSITA would have been motivated to combine these disclosures from Safford
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and Kennedy to improve the reliability of Safford’s system by providing fault tolerance
and high availability in the event that the boot processor fails before a reboot occurs.
See Wolfe Decl. (Ex. 1003) § 196. It was well within the skill of a POSITA to modify
Safford’s system by Kennedy in this manner, and thus this combination of Safford and
Kennedy would have been expected to succeed. Id. Accordingly, Safford as modified by
Kennedy would have rendered obvious to a POSITA an operating system that
recognizes the spare processor as the boot processor without requiring shutdown. Id.

With regard to claim 10, Claim 10 recites subject matter that is substantially
similar to claim 2 and is therefore rendered obvious for the same reasons as claim 2
above.

With regard to claim 11, Claim 11 recites subject matter that is substantially
similar to claim 2 and is therefore rendered obvious for the same reasons as claim 2
above.

With regard to claim 12, teaching The method of claim 9 further comprising:
[12.1] determining at least one processor that is coupled to a common
communication bus with said one of said plurality processors assigned to the
role of boot processor, Safford as modified by Kennedy disclosed, or at least
rendered obvious, this limitation by disclosing a determinization that the alternate
processor is installed in one of the slots of a backplane bus and that the boot processor
is installed in another one of the slots of the backplane bus. Safford does not explicitly
disclose determining a processor that is coupled to a common communication bus with
the boot processor, however Safford as modified by Kennedy would have determined

that the alternate processor and the boot processor are coupled to the same backplane
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bus. For example, according to Kennedy, “the system has a centrally accessible
memory, a default boot central processing unit installed in a first slot on the backplane
bus, and may also have one or more alternate boot central processing units installed in
a second slot on the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. In view of these
citations, Kennedy taught that the boot processor and the alternate boot processors are
installed in specific slots along the same backplane bus. Based on this disclosure from
Kennedy, a POSITA would have understood that any alternate processor installed in
one of the slots of the backplane bus would have been coupled to a common
communication bus with the boot processor. See Wolfe Decl. (Ex. 1003) § 197. As a
result, any form of identifying such an alternate processor would constitute a
determination of an alternate processor coupled to a common communication bus with
the boot processor. Id. A POSITA would have been motivated to combine these
disclosures from Kennedy with Safford to improve the communication capabilities of
Safford’s system for fault tolerance and high availability. Id. It was well within the skill of
a POSITA to modify Safford’s system by Kennedy in this manner, and thus this
combination of Safford and Kennedy would have been expected to succeed. Id.
Accordingly, Safford as modified by Kennedy taught this claim limitation. Id.

With regard to claim 12, teaching [12.2] selecting said another of said plurality
of processors to be assigned the role of spare processor from said determined at
least one processor, Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the selection of one or more alternate (e.g., spare)
boot processors by installing the alternate boot processor into a specific slot

corresponding to the alternate boot role on the backplane bus. Even if Safford did not
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explicitly disclose selecting the processor coupled to the common communication bus
as the spare processor, Safford as modified by Kennedy would have selected the
alternate processor installed in the same backplane bus as the boot processor to be the
spare. For example, according to Kennedy, “the system has a centrally accessible
memory, a default boot central processing unit installed in a first slot on the backplane
bus, and may also have one or more alternate boot central processing units installed in
a second slot on the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. A POSITA would
have been motivated to combine these disclosures from Kennedy with Safford to
improve the reliability of Safford’s system by providing fault tolerance and high
availability in the event that the boot processor fails before a reboot occurs. See Wolfe
Decl. (Ex. 1003) § 198. It was well within the skill of a POSITA to modify Safford’s
system by Kennedy in this manner, and thus this combination of Safford and Kennedy
would have been expected to succeed. Id. Accordingly, Safford as modified by Kennedy
taught this claim limitation. 1d.

With regard to claim 13, teaching The method of claim 9 further comprising:
during system boot-up, system firmware identifying the spare processor and
holding said spare processor in reserve as a hot spare, Safford as modified by
Kennedy disclosed, or at least rendered obvious, this limitation by disclosing a BIOS
responsible for identifying a spare processor and holding the same in reserve as a hot
spare. Safford taught identifying a spare processor and holding the spare processor in
reserve as a hot spare for at least the same reasons provided above in connection with
claim 1. Even if Safford did not explicitly disclose doing so via system firmware, Safford

as modified by Kennedy would have rendered this claim limitation obvious to a POSITA.
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For example, according to Kennedy, “central boot ROM 150 comprises a read-only-
memory with the basic input/output system (BIOS) instruction set for an INTEL 80486 or
80386 microprocessor. Accordingly, in the present embodiment, at least one CPU
connected to the 64-bit bus is, or emulates, an INTEL 80486 or 80386 microprocessor
in order to boot the system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central system boot
ROM 150 accessible by all processors...may be used by the operating system.”
Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120 controls the system again and begins
the operating system boot process.” Id. at 9:53-55. “The alternate boot processors...can
execute the boot code in the central boot ROM 150”. Id. at 10:42-45. The BIOS was a
very well-known example of firmware. Wolfe Decl. (Ex. 1003) § 199. In view of the
above citations and this common knowledge, a POSITA would have understood that
Kennedy’s BIOS constitutes firmware responsible for identifying a spare processor and
holding the same in reserve as a hot spare. Id. A POSITA would have been motivated
to combine these disclosures from Safford and Kennedy to achieve cost savings by
performing these tasks with firmware instead of using additional hardware. See id. It
was well within the skill of a POSITA to modify Safford’s system by Kennedy in this
manner, and thus this combination of Safford and Kennedy would have been expected
to succeed. Id. Accordingly, Safford as modified by Kennedy would have rendered the
subject matter of claim 13 obvious to a POSITA. Id.

With regard to claim 14, teaching The method of claim 9 further comprising:
during system boot-up, system firmware booting the spare processor as an
active spare, Safford as modified by Kennedy disclosed, or at least rendered obvious,

this limitation by disclosing a BIOS responsible for booting the spare processor as an
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active spare. Safford taught booting the spare processor as an active spare for at least
the same reasons provided above in connection with claim 6. Even if Safford did not
explicitly disclose doing so via system firmware, Safford as modified by Kennedy would
have rendered this claim limitation obvious to a POSITA. For example, according to
Kennedy, “central boot ROM 150 comprises a read-only-memory with the basic
input/output system (BIOS) instruction set for an INTEL 80486 or 80386
microprocessor. Accordingly, in the present embodiment, at least one CPU connected
to the 64-bit bus is, or emulates, an INTEL 80486 or 80386 microprocessor in order to
boot the system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central system boot ROM 150
accessible by all processors...may be used by the operating system.” Kennedy (Ex.
1005) at 9:1-5. “[T]he CPU1 120 controls the system again and begins the operating
system boot process.” Id. at 9:53-55. “The alternate boot processors...can execute the
boot code in the central boot ROM 150”. Id. at 10:42-45. The BIOS was a very well-
known example of firmware. Wolfe Decl. (Ex. 1003) § 200. In view of the above citations
and this common knowledge, a POSITA would have understood that Kennedy’s BIOS
constitutes firmware responsible for booting the spare processor as an active spare. Id.
A POSITA would have been motivated to combine these disclosures from Safford and
Kennedy to enable Safford’s system to dynamically modify the activity of spare
processors (e.g., between active spare and hot spare) to increase efficiency and/or
throughput. See id. It was well within the skill of a POSITA to modify Safford’s system
by Kennedy in this manner, and thus this combination of Safford and Kennedy would
have been expected to succeed. Id. Accordingly, Safford as modified by Kennedy would

have rendered the subject matter of claim 14 obvious to a POSITA. Id.
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With regard to claim 15, teaching The method of claim 9 wherein system
firmware performs said changing operation, Safford as modified by Kennedy
disclosed, or at least rendered obvious, this limitation by disclosing a BIOS included in
an IOSM responsible for changing the role of boot processor to the spare processor.
Safford taught performing the changing operation for at least the same reasons
provided above in connection with claim 9. Even if Safford did not explicitly disclose
doing so via system firmware, Safford as modified by Kennedy would have rendered
this claim limitation obvious to a POSITA. For example, Kennedy taught that each CPU
includes a slot selection (sometimes referred to as “SS”) logic for selecting which CPU
is designated as the boot processor. “In general, the slot select logic 148 on the default
boot CPU allows this CPU to boot.” Kennedy (Ex. 1005) at 10:29-31, FIG. 3. Kennedy’s
input/output services module (“lIOSM”) is responsible for changing the role of boot
processor to the spare processor in conjunction with the CPUs’ slot selection logic. See
Id. at 6:36-38, FIG. 3. For example, “[a]lny other slot selection circuits on CPUs installed
in the system have a corresponding slot selection line from the IOSM 108.” Id. As
demonstrated by FIG. 3 of Kennedy reproduced below, Kennedy’s IOSM includes the

BIOS.
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FiG. 3

The BIOS was a very well-known example of firmware. Wolfe Decl. (Ex. 1003) §
201. In view of the above citations and this common knowledge, a POSITA would have
understood that that Kennedy’s BIOS, which constitutes firmware, is responsible for
changing the role of boot processor to the spare processor in conjunction with the
CPUs' slot selection logic. Id. A POSITA would have been motivated to combine these
disclosures from Safford and Kennedy to achieve cost savings by performing the
change operation with firmware instead of using additional hardware. See id. It was well
within the skill of a POSITA to modify Safford’s system by Kennedy in this manner, and
thus this combination of Safford and Kennedy would have been expected to succeed.
Id. Accordingly, Safford as modified by Kennedy would have rendered the subject

matter of claim 15 obvious to a POSITA.
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Rejection 2 — as proposed in Ground 3 - Kennedy (Ex. 1005) in view of Nguyen

(Ex. 1008) and Fox (Ex. 1006) ) - (see Request pages 88-106 and in Appendix C)

Claims 1-2, 5-18, and 21-30 are rejected under 35 U.S.C. 103(a) as being
obvious over the combination of Kennedy (Ex. 1005) in view of Nguyen (Ex. 1008) and

Fox (Ex. 1006).

With regard to claim 1, teaching [1.pre] A system comprising:, Kennedy
disclosed a system. For example, Kennedy taught “multiprocessor computer systems.”
Kennedy (Ex. 1005) at 1:14-15.

With regard to claim 1, teaching [1.1] a plurality of processors, Kennedy
disclosed this limitation by disclosing multiprocessor computer systems that enable a
boot processor to fail over to an alternate processor. For example, Kennedy taught
“multiprocessor computer systems.” Kennedy (Ex. 1005) at 1:14-15. Kennedy'’s
disclosure “relates to a method and apparatus to automatically control the determination
of which processor in the system will boot the system.” Id. at 1:15-17. Kennedy further
disclosed that, “[i]f the boot processor fails, control automatically shifts to an alternate
processor.” Id. at 1:17-19. Accordingly, Kennedy taught a plurality of processors.

With regard to claim 1, teaching [1.2] data storage storing information that
assigns a role of boot processor to one of said plurality of processors and
assigns a role of spare processor to another of said plurality of processors,

Kennedy disclosed, or at least rendered obvious, this limitation by disclosing memories
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that hold configuration information about processors that are assigned the roles of boot
processor and spare processor. For example, Kennedy taught that “[t}he CPU ISTC
memories hold configuration information.” Kennedy (Ex. 1005) at 7:33-35. Kennedy also
taught that, “[a]s previously explained, the ISTC memory associated with each CPU
contains...configuration information about the CPU. Thus, the boot CPU determines
how many CPUs are present on the bus.” Id. at 9:16-21. Kennedy further taught that, “if
this ‘default’ boot processor fails[,]” then an alternate processor “should take over boot
operations to enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In
addition, Kennedy taught that “one default boot CPU is designated to boot the system,
and if this CPU fails, control transfers automatically to an alternate processor.” Id. at
2:17-21. In view of the above citations, Kennedy taught memories that store CPU
configuration information that includes the roles of boot processor and alternate
processor in the system. See Wolfe Decl. (Ex. 1003) § 204. Accordingly, Kennedy
taught data storage storing information that assigns the role of boot processor to one of
the processors and assigns the role of spare processor to another one of the
processors. Id.

With regard to claim 1, teaching [1.3] logic operable, responsive to detecting
loss of lockstep for said boot processor, for transferring, during system runtime,
the role of boot processor to said spare processor, Kennedy as modified by Nguyen
disclosed, or at least rendered obvious, this limitation by disclosing the transfer of the
boot processor role to the alternate processor in response to a loss of lockstep. For
example, Kennedy taught that, “if this ‘default’? boot processor fails[,]’ then an alternate

processor “should take over boot operations to enhance availability of the system.”
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Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that “one default boot CPU is
designated to boot the system, and if this CPU fails, control transfers automatically to an
alternate processor.” Id. at 2:17-21. Even if Kennedy did not explicitly identify the boot
processor’s failure as being a loss of lockstep, Kennedy as modified by Nguyen would
have detected a loss of lockstep. See, e.g., Nguyen (Ex. 1008) § [0008], [0024], [0054]-
[0055]. For example, Nguyen taught that “[e]xecution cores 120 operate in lock step.”
Nguyen (Ex. 1008) § [0024]. “FRC- hardware compares results generated by each core,
and if a discrepancy is detected, the FRC system passes control to an error-handling
routine.” Id. § [0006]. “However, for FRC-enabled processors, such errors are likely to
be manifested as FRC errors, since they take the execution cores out of lock-step.” Id. §
[0008]. “[E]ach execution core may include a status bit that is set if an error is detected.
The master execution core may check this bit to determine if it has also generated an
error.” Id. § [0050]. Accordingly, Nguyen described detecting a loss of lockstep. In view
of the above citations, Kennedy taught logic that causes its system to replace the boot
processor with an alternate processor in response to a failure of the boot processor, and
Nguyen taught detecting an error (i.e., a loss of lockstep). See Wolfe Decl. (Ex. 1003) §
205. A POSITA would have been motivated to combine these disclosures from Kennedy
and Nguyen to improve the reliability of Kennedy’s system by providing fault tolerance
and high availability in the event that the boot processor fails through a loss of lockstep.
Id. It was well within the skill of a POSITA to modify Kennedy’s system by Nguyen in
this manner, and thus this combination of Kennedy and Nguyen would have been

expected to succeed. Id. Accordingly, Kennedy as modified by Nguyen taught logic
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operable for transferring the role of boot processor to the spare processor during
system runtime in response to detecting loss of lockstep for the boot processor. Id.
With regard to claim 1, teaching [1.4] wherein said another of said plurality of
processors that is assigned said role of spare processor is held in reserve as a
hot spare processor until said loss of lockstep is detected for said boot
processor, Kennedy as modified by Nguyen and Fox disclosed, or at least rendered
obvious, this limitation by disclosing the transfer of the boot processor role to the spare
processor in response to detecting loss of lockstep and by disclosing the automatic
failover to a hot spare processor. For example, Kennedy as modified by Nguyen taught
a spare processor that assumes the role of boot processor in response to a loss of
lockstep for at least the reasons provided above. Even if Kennedy did not explicitly
identify the spare processor as having been a hot spare processor that is held in
reserve, Kennedy as modified by Nguyen and Fox would have transferred the role of
boot processor to a hot spare processor. See, e.g., Fox (Ex. 1006), Abstract. For
example, according to Fox, “[tlhe invention provides a substantially seamless transfer of
executing processes from the failing processor to the replacement processor, without
halting the execution of the operating system (OS) and/or applications on the overall
MP. That is, a failing processor is able to automatically fail-over to a hot-spare
processor without affecting the OS or executing applications.” Fox (Ex. 1006) at 4:16-
23. In view of the above citations, Kennedy as modified by Nguyen and Fox disclosed,
or at least rendered obvious, transferring the role of boot processor to a hot spare
processor during system runtime in response to detecting loss of lockstep for the boot

processor. See Wolfe Decl. (Ex. 1003) § 206. A POSITA would have been motivated to
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combine these disclosures from Kennedy, Nguyen, and Fox to decrease delays in
failing over from the boot processor to the spare processor. Id. It was well within the skill
of a POSITA to modify Kennedy’s system by Nguyen and Fox in this manner, and thus
this combination of Kennedy, Nguyen, and Fox would have been expected to succeed.
Id. Accordingly, Kennedy as modified by Nguyen and Fox taught that the processor
assigned the role of spare is held in reserve as a hot spare processor until the loss of
lockstep is detected for the boot processor. Id.

With regard to claim 2, teaching The system of claim 1 wherein said data
storage is non-volatile data storage, Kennedy as modified by Nguyen and Fox
disclosed, or at least rendered obvious, this limitation by disclosing non-volatile memory
that stores the configuration information in the system. For example, as explained
above in connection with claim 1, Kennedy as modified by Nguyen and Fox taught data
storage storing information that assigns the role of boot processor to one of the
processors and assigns the role of spare processor to another one of the processors.
Kennedy further taught that “[tthe CPU1 120 has a corresponding non-volatile memory
123 which contains configuration information and CPU specific initialize and self-test
code (ISTC) for the CPU1 120.” Kennedy (Ex. 1005), 5:15-18. From these disclosures,
a POSITA would have understood that the data storage that stores the information
assigning the roles of boot processor and spare processor included non-volatile
memory. See Wolfe Decl. (Ex. 1003) § 207. Accordingly, Kennedy as modified by
Nguyen and Fox would have rendered the subject matter of claim 2 obvious to a

POSITA. ld.

Page 31 of 1042



Application/Control Number: 90/019,244 Page 31
Art Unit: 3992

With regard to claim 5, teaching The system of claim 1 wherein each of said
plurality of processors is a processor module that includes a master processor
and a slave processor, Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing multicore processors that each include
master and slave execution cores. Even if Kennedy did not explicitly disclose that each
of its processors is a processor module that includes master and slave processors,
Kennedy as modified by Nguyen and Fox would have incorporated processor modules
that each include master and slave execution cores. For example, Nguyen “relates to
microprocessors and, in particular, to mechanisms for handling errors in FRC-enabled
processors.” Nguyen (Ex. 1008) § [0002]. Nguyen also taught “a mechanism for
handling recoverable and non-recoverable errors in multi-core processors.” Id. § [0058].
“Processor 110 includes first and second execution cores 120(a), 120(b).” Id. § [0020].
“For one embodiment, one of execution cores may be designated as the master core
and the other as the slave core when processor 10 is operating in FRC mode.” Id. §
[0047]. In view of the above citations, Kennedy as modified by Nguyen and Fox taught
multicore processor modules that each include master and slave execution cores. See
Wolfe Decl. (Ex. 1003) §210. A POSITA would have been motivated to combine these
disclosures from Kennedy, Nguyen, and Fox to improve the spatial efficiency of
Kennedy’s system by consolidating the amount of space occupied by the processors.
Id. It was well within the skill of a POSITA to modify Kennedy’s system by Nguyen and
Fox in this manner, and thus this combination of Kennedy, Nguyen, and Fox would have

been expected to succeed. Id. Accordingly, Kennedy as modified by Nguyen and Fox
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taught that each processor is a processor module including a master processor and a
slave processor.

With regard to claim 6, teaching The system of claim 1 wherein said another
of said plurality of processors that is assigned said role of spare processor is an
active spare before being transferred said role of boot processor, Kennedy as
modified by Nguyen and Fox disclosed, or at least rendered obvious, this limitation by
disclosing the spare as active before the role of boot processor is transferred. Even if
Kennedy did not explicitly disclose that the alternate processor is an active spare before
being transferred the role of boot processor, Kennedy as modified by Nguyen and Fox
would have included the alternate processor as an active spare before being transferred
the role of boot processor. For example, Fox’s BIOS “brings the standby processor out
of the held-off state and into an active state.” Fox (Ex. 1006) at 7:8-10. In view of this
disclosure, Kennedy as modified by Nguyen and Fox taught that the alternate processor
is an active spare before being transferred the role of boot processor. See Wolfe Decl.
(Ex. 1003) § 211. A POSITA would have been motivated to combine these disclosures
from Kennedy, Nguyen, and Fox to improve the usage and/or efficiency of the
processors in the system. Id. It was well within the skill of a POSITA to modify
Kennedy’s system by Nguyen and Fox in this manner, and thus this combination of
Kennedy, Nguyen, and Fox would have been expected to succeed. Id. Accordingly,
Kennedy as modified by Nguyen and Fox taught that the spare is active before being
transferred the role of boot processor. Id.

With regard to claim 7, teaching The system of claim 1 further comprising: an

operating system, wherein, responsive to the logic transferring the role of boot
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processor to the spare processor, the operating system recognizes the spare
processor as the boot processor, Kennedy as modified by Nguyen and Fox
disclosed, or at least rendered obvious, this limitation by disclosing the failover to a hot
spare processor without affecting the OS or executing applications. Even if Kennedy did
not explicitly disclose an operating system that recognizes the spare processor as the
boot processor after the role transfer, Kennedy as modified by Nguyen and Fox would
have rendered this claim limitation obvious to a POSITA. For example, Fox taught that
“[tlhe invention provides a substantially seamless transfer of executing processes from
the failing processor to the replacement processor, without halting the execution of the
operating system (OS) and/or applications on the overall MP. That is, a failing processor
is able to automatically fail-over to a hot-spare processor without affecting the OS or
executing applications.” Fox (Ex. 1006) at 4:16-25. Fox also taught that, “once the spare
processor has been successfully brought on line, the BIOS (table) is updated and the
OS [and] bus controllers...are messaged to change their configurations to reflect a
processor change from the failing processor to the spare processor.” Id. at 8:10-14.
“Control is then returned to the OS, which updates the ‘active’ processor list and
allocates the threads that were running on the failing processor to the hot-spare
processor.” Id., Abstract, 3:28-31, 6:64-67. In view of the above citations, a POSITA
would have understood that, because Fox’s failing processor automatically fails over to
a hot spare processor without affecting the operating system and then control is
returned to the operating system which updates the “active” processor list, the operating
system would recognize the spare processor as having assumed the role of the failing

processor after the role transfer. See Wolfe Decl. (Ex. 1003) § 212. Or at the very least,
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Kennedy as modified by Nguyen and Fox would have rendered the subject matter of
claim 7 obvious to a POSITA due at least in part to Fox’s failing processor automatically
being replaced by a hot spare processor without affecting the operating system and
then having control returned to the operating system which updates the “active”
processor list. Id. It was well within the skill of a POSITA to modify Nguyen’s system by
Kennedy and Fox in this manner, and thus this combination of Kennedy, Nguyen, and
Fox would have been expected to succeed. Id.

With regard to claim 8, teaching The system of claim 1 wherein said plurality
of processors are Itanium Processor Family (IPF) processors, Kennedy as modified
by Nguyen and Fox disclosed, or at least rendered obvious, this limitation by disclosing
IPF processors. Even if Kennedy did not explicitly disclose that its processors are IPF
processors, Kennedy as modified by Nguyen and Fox would have included IPF
processors. For example, Nguyen taught that “[olne embodiment of the recovery
mechanism employs code that is closely associated with the processor. For example,
the Itanium Processor Family of Intel Corporation employs a layer of firmware called
processor abstraction layer (PAL), which provides an abstraction of the processor to the
rest of the computing system.” Nguyen (Ex. 1008) § [0045]. In view of the above
citations, Kennedy as modified by Nguyen and Fox taught that the processors would
have been IPF processors. See Wolfe Decl. (Ex. 1003) 7 213. A POSITA would have
been motivated to combine these disclosures from Kennedy, Nguyen, and Fox to
improve the spatial efficiency of the system by consolidating the processors into the
multicore processor package used by the IPF. Id. It was well within the skill of a POSITA

to modify Kennedy’s system by Nguyen and Fox in this manner, and thus this
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combination of Kennedy, Nguyen, and Fox would have been expected to succeed. Id.
Accordingly, Kennedy as modified by Nguyen and Fox taught this claim limitation.

With regard to claim 9, teaching [9.pre] A method comprising:, Kennedy
disclosed a method. For example, Kennedy taught “a method and apparatus to
automatically control the determination of which processor in the system will boot the
system.” Kennedy (Ex. 1005) at 1:15-17.

With regard to claim 1, teaching [9.1] assigning a role of boot processor to
one of a plurality of processors in a system, Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing a processor that is assigned the role of boot
processor in a multiprocessor system. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]” then an alternate processor “should take over boot
operations to enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In
addition, Kennedy taught that “one default boot CPU is designated to boot the system,
and if this CPU fails, control transfers automatically to an alternate processor.” Id. at
2:17-21. Kennedy also taught “multiprocessor computer systems.” Id. at 1:14-15. In
view of the above citations, Kennedy taught assigning the role of boot processor to one
of the processors in the system. See Wolfe Decl. (Ex. 1003) § 214. Accordingly,
Kennedy taught assigning the role of boot processor to one of the processors in the
system. Id.

With regard to claim 9, teaching [9.2] assigning a role spare processor to
another of said plurality of processors, Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing a processor that is assigned the role of alternate

processor in a multiprocessor system. For example, Kennedy taught that, “if this
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‘default’ boot processor fails[,]’ then an alternate processor “should take over boot
operations to enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In
addition, Kennedy taught that “one default boot CPU is designated to boot the system,
and if this CPU fails, control transfers automatically to an alternate processor.” Id. at
2:17-21. Kennedy also taught “multiprocessor computer systems.” Id. at 1:14-15. In
view of the above citations, Kennedy taught assigning the role of alternate processor to
one of the processors in the system. See Wolfe Decl. (Ex. 1003) § 215. Accordingly,
Kennedy taught assigning the role of spare processor to one of the processors in the
system. Id.

With regard to claim 9, teaching [9.3] responsive to detecting loss of lockstep
for said boot processor, changing, during system runtime, the assignment of the
role of boot processor to said spare processor, Kennedy as modified by Nguyen
disclosed, or at least rendered obvious, this limitation by disclosing the replacement of
the boot processor with the alternate processor in response to a loss of lockstep for the
boot processor. For example, Kennedy taught that, “if this ‘default’ boot processor
fails[,]” then an alternate processor “should take over boot operations to enhance
availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught
that “one default boot CPU is designated to boot the system, and if this CPU fails,
control transfers automatically to an alternate processor.” Id. at 2:17-21. Even if
Kennedy did not explicitly identify the boot processor’s failure as being a loss of
lockstep, Kennedy as modified by Nguyen would have detected a loss of lockstep. See,
e.g-, Nguyen (Ex. 1008) € [0008], [0024], [0054]-[0055]. For example, Nguyen taught

that “[e]xecution cores 120 operate in lock step.” Nguyen (Ex. 1008) § [0024]. “FRC-
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hardware compares results generated by each core, and if a discrepancy is detected,
the FRC system passes control to an error-handling routine.” Id. § [0006]. “However, for
FRC-enabled processors, such errors are likely to be manifested as FRC errors, since
they take the execution cores out of lock-step.” Id. § [0008]. “[E]ach execution core may
include a status bit that is set if an error is detected. The master execution core may
check this bit to determine if it has also generated an error.” Id. § [0050]. Accordingly,
Nguyen described detecting a loss of lockstep. In view of the above citations, Kennedy
taught replacing the boot processor with an alternate processor in response to a failure
of the boot processor, and Nguyen taught detecting an error (i.e., a loss of lockstep).
See Wolfe Decl. (Ex. 1003) § 216. A POSITA would have been motivated to combine
these disclosures from Kennedy and Nguyen to improve the reliability of Kennedy’s
system by providing fault tolerance and high availability in the event that the boot
processor fails through a loss of lockstep. Id. It was well within the skill of a POSITA to
modify Kennedy’s system by Nguyen in this manner, and thus this combination of
Kennedy and Nguyen would have been expected to succeed. Id. Accordingly, Kennedy
as modified by Nguyen taught changing the assignment of the role of boot processor to
the spare processor during system runtime in response to detecting loss of lockstep for
the boot processor. Id.

With regard to claim 9, teaching [9.4] responsive to changing the assignment
of the role of boot processor to said spare processor, an operating system of the
system recognizing said spare processor as the boot processor without requiring
shutdown of said operating system, Kennedy as modified by Nguyen and Fox

disclosed, or at least rendered obvious, this limitation by disclosing the failover to a hot
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spare processor without affecting the OS or executing applications. Even if Kennedy did
not explicitly disclose an operating system that recognizes the spare processor as the
boot processor after the role transfer, Kennedy as modified by Nguyen and Fox would
have rendered this claim limitation obvious to a POSITA. For example, Fox taught that
“[t]he invention provides a substantially seamless transfer of executing processes from
the failing processor to the replacement processor, without halting the execution of the
operating system (OS) and/or applications on the overall MP. That is, a failing processor
is able to automatically fail-over to a hot-spare processor without affecting the OS or
executing applications.” Fox (Ex. 1006), 4:16-25. Fox also taught that, “once the spare
processor has been successfully brought on line, the BIOS (table) is updated and the
OS [and] bus controllers...are messaged to change their configurations to reflect a
processor change from the failing processor to the spare processor.” Id. 8:10-14.
“Control is then returned to the OS, which updates the ‘active’ processor list and
allocates the threads that were running on the failing processor to the hot- spare
processor.” Id., Abstract, 3:28-31, 6:64-67. In view of these citations, a POSITA would
have understood that, because Fox’s failing processor automatically fails over to a hot
spare processor without affecting the operating system and then control is returned to
the operating system which updates the “active” processor list, the operating system
would recognize the spare processor as having assumed the role of the failing
processor after failover. See Wolfe Decl. (Ex. 1003) § 217. Or at the very least,
Kennedy as modified by Nguyen and Fox would have rendered this subject matter
obvious to a POSITA due at least in part to Fox’s failing processor automatically failing

over to a hot spare processor without affecting the operating system or applications. Id.
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It was well within the skill of a POSITA to modify Kennedy’s system by Nguyen and Fox
in this manner, and thus this combination of Kennedy, Nguyen, and Fox would have

been expected to succeed. Id.

With regard to claim 10, Claim 10 recites subject matter that is substantially
similar to Claim 2 and is therefore rendered obvious for the same reasons as Claim 2
above.

With regard to claim 11, Claim 11 recites subject matter that is substantially
similar to Claim 2 and is therefore rendered obvious for the same reasons as Claim 2
above.

With regard to claim 12, teaching The method of claim 9 further comprising:
[12.1] determining at least one processor that is coupled to a common
communication bus with said one of said plurality processors assigned to the
role of boot processor, Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing the processors assigned the roles of boot
processor and spare processor as being coupled to a common communication bus. For
example, Kennedy taught that “the system has a centrally accessible memory, a default
boot central processing unit installed in a first slot on the backplane bus, and may also
have one or more alternate boot central processing units installed in a second slot on
the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. Based on this disclosure from
Kennedy, a POSITA would have understood that any alternate processor installed in
one of the slots of the backplane bus would have been coupled to a common

communication bus with the boot processor. See Wolfe Decl. (Ex. 1003) § 218. As a
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result, any form of identifying such an alternate processor would constitute a
determination of an alternate processor coupled to a common communication bus with
the boot processor. Id. Accordingly, Kennedy as modified by Nguyen and Fox taught
this claim limitation. Id.

With regard to claim 12, teaching [12.2] selecting said another of said plurality
of processors to be assigned the role of spare processor from said determined at
least one processor, Kennedy as modified by Nguyen and Fox taught assigning the
role of spare to a certain processor for at least the reasons provided above in
connection with claim 1. Moreover, Kennedy as modified by Nguyen and Fox taught
determining that the spare processor is coupled to the common communication bus for
at least the same reasons provided above in connection with this claim. Accordingly,
Kennedy as modified by Nguyen and Fox taught selecting a processor coupled to the
common communication bus to be assigned the role of spare. See Wolfe Decl. (Ex.
1003) § 219.

With regard to claim 13, teaching The method of claim 9 further comprising:
during system boot-up, system firmware identifying the spare processor and
holding said spare processor in reserve as a hot spare, Kennedy as modified by
Nguyen and Fox disclosed, or at least rendered obvious, this limitation by disclosing a
BIOS responsible for identifying a spare processor and holding the same in reserve as a
hot spare. As explained above in connection with claim 1, Kennedy as modified by
Nguyen and Fox taught that the processor assigned the role of spare is held in reserve
as a hot spare processor until the loss of lockstep is detected for the boot processor.

Moreover, according to Kennedy, “central boot ROM 150 comprises a read-only-
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memory with the basic input/output system (BIOS) instruction set for an INTEL 80486 or
80386 microprocessor. Accordingly, in the present embodiment, at least one CPU
connected to the 64-bit bus is, or emulates, an INTEL 80486 or 80386 microprocessor
in order to boot the system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central system boot
ROM 150 accessible by all processors...may be used by the operating system.”
Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120 controls the system again and begins
the operating system boot process.” Id. at 9:53-55. “The alternate boot processors...can
execute the boot code in the central boot ROM 150”. Id. at 10:42-45. The BIOS was a
very well-known example of firmware. Wolfe Decl. (Ex. 1003) § 220. In view of the
above citations and this common knowledge, a POSITA would have understood that
Kennedy’s BIOS constitutes firmware responsible for identifying a spare processor and
holding the same in reserve as a hot spare. Id. Accordingly, Kennedy as modified by
Nguyen and Fox would have rendered the subject matter of claim 13 obvious to a
POSITA. Id.

With regard to claim 14, teaching The method of claim 9 further comprising:
during system boot-up, system firmware booting the spare processor as an
active spare, Kennedy as modified by Nguyen and Fox disclosed, or at least rendered
obvious, this limitation by disclosing a BIOS responsible for booting the spare processor
as an active spare. As explained above in connection with claim 6, Kennedy as modified
by Nguyen and Fox taught that that the spare is active before being transferred the role
of boot processor. Moreover, according to Kennedy, “central boot ROM 150 comprises
a read-only-memory with the basic input/output system (BIOS) instruction set for an

INTEL 80486 or 80386 microprocessor. Accordingly, in the present embodiment, at
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least one CPU connected to the 64-bit bus is, or emulates, an INTEL 80486 or 80386
microprocessor in order to boot the system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central
system boot ROM 150 accessible by all processors...may be used by the operating
system.” Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120 controls the system again and
begins the operating system boot process.” Id. at 9:53- 55. “The alternate boot
processors...can execute the boot code in the central boot ROM 150”. Id. at 10:42-45.
The BIOS was a very well-known example of firmware. Wolfe Decl. (Ex. 1003) § 221. In
view of the above citations and this common knowledge, a POSITA would have
understood that Kennedy’s BIOS constitutes firmware responsible for booting the spare
processor as an active spare. Id. Accordingly, Kennedy as modified by Nguyen and Fox
would have rendered the subject matter of claim 14 obvious to a POSITA. Id.

With regard to claim 15, teaching The method of claim 9 wherein system
firmware performs said changing operation, Kennedy as modified by Nguyen and
Fox disclosed, or at least rendered obvious, this limitation by disclosing a BIOS included
in an IOSM responsible for changing the role of boot processor to the spare processor.
As explained above in connection with claim 9, Kennedy as modified by Nguyen and
Fox taught performing the changing operation. Moreover, Kennedy taught that each
CPU includes a slot selection (sometimes referred to as “SS”) logic for selecting which
CPU is designated as the boot processor. “In general, the slot select logic 148 on the
default boot CPU allows this CPU to boot.” Kennedy (Ex. 1005) at 10:29-31, FIG. 3.
Kennedy’s input/output services module (“‘IOSM”) is responsible for changing the role
of boot processor to the spare processor in conjunction with the CPUs’ slot selection

logic. See id. at 6:36-38, FIG. 3. For example, “[a]ny other slot selection circuits on
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CPUs installed in the system have a corresponding slot selection line from the IOSM
108.” Id. As demonstrated by FIG. 3 of Kennedy reproduced below, Kennedy’s IOSM

includes the BIOS.

e T

The BIOS was a very well-known example of firmware. Wolfe Decl. (Ex. 1003) §
222. In view of the above citations and this common knowledge, a POSITA would have
understood that that Kennedy’s BIOS, which constitutes firmware, is responsible for
changing the role of boot processor to the spare processor in conjunction with the
CPUSs’ slot selection logic. Id. Accordingly, Kennedy as modified by Nguyen and Fox
would have rendered the subject matter of claim 15 obvious to a POSITA. Id.

With regard to claim 16, teaching [16.pre] A system comprising:, Kennedy
disclosed a system. For example, Kennedy taught “multiprocessor computer systems.”
Kennedy (Ex. 1005) at 1:14-15.

With regard to claim 16, teaching [16.1] a plurality of lockstep processor

modules that each includes a master processor and a slave processor that is in
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lockstep with said master processor, Kennedy as modified by Nguyen disclosed, or
at least rendered obvious, this limitation by disclosing multicore processors that each
include master and slave execution cores in lockstep. For example, Kennedy taught
“‘multiprocessor computer systems.” Kennedy (Ex. 1005) at 1:14-15. Kennedy’s
disclosure “relates to a method and apparatus to automatically control the determination
of which processor in the system will boot the system.” Id. at 1:15-17. Kennedy further
disclosed that, “[i]f the boot processor fails, control automatically shifts to an alternate
processor.” Id. at 1:17-19. Even if Kennedy did not explicitly disclose that each of its
processors is a processor module that includes master and slave processors in
lockstep, Kennedy as modified by Nguyen would have incorporated processor modules
that each include master and slave execution cores in lockstep. For example, Nguyen
“relates to microprocessors and, in particular, to mechanisms for handling errors in
FRC- enabled processors.” Nguyen (Ex. 1008) [ [0002]. Nguyen also taught “a
mechanism for handling recoverable and non-recoverable errors in multi-core
processors.” Id. § [0058]. “Processor 110 includes first and second execution cores
120(a), 120(b).” Id. § [0020]. “For one embodiment, one of execution cores may be
designated as the master core and the other as the slave core when processor 10 is
operating in FRC mode.” Id. § [0047]. “Execution cores 120 operate in lock step.” Id. at
€ [0024]. “FRC-hardware compares results generated by each core, and if a
discrepancy is detected, the FRC system passes control to an error-handling routine.”
Id. § [0006]. “However, for FRC-enabled processors, such errors are likely to be
manifested as FRC errors, since they take the execution cores out of lock-step.” Id.

[0008]. In view of the above citations, Kennedy as modified by Nguyen taught multicore
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processor modules that each include master and slave execution cores in lockstep. See
Wolfe Decl. (Ex. 1003) § 223. A POSITA would have been motivated to combine these
disclosures from Kennedy and Nguyen to improve the spatial efficiency of Kennedy’s
system by consolidating the amount of space occupied by the processors. Id. It was well
within the skill of a POSITA to modify Kennedy’s system by Nguyen in this manner, and
thus this combination of Kennedy and Nguyen would have been expected to succeed.
Id. Accordingly, Kennedy as modified by Nguyen taught a plurality of lockstep processor
modules that each include a master processor and a slave processor in lockstep with
each other. Id.

With regard to claim 16, teaching [16.2] a first communication bus with which
at least a first two of said plurality of lockstep processor modules are
communicatively coupled, Kennedy as modified by Nguyen disclosed, or at least
rendered obvious, this limitation by disclosing the processors assigned the roles of boot
processor and spare processor as being coupled to a common communication bus. For
example, Kennedy taught that “the system has a centrally accessible memory, a default
boot central processing unit installed in a first slot on the backplane bus, and may also
have one or more alternate boot central processing units installed in a second slot on
the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. In view of these citations, Kennedy
as modified by Nguyen taught that the boot processor and the alternate processor are
installed in slots on the backplane bus. See Wolfe Decl. (Ex. 1003) § 224. In other
words, Kennedy’s backplane bus is communicatively coupled to the boot processor and

alternate processor. See Id. Accordingly, Kennedy as modified by Nguyen taught a first
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communication bus with which at least a first two of the plurality of lockstep processor
modules are communicatively coupled. Id.

With regard to claim 16, teaching [16.3] a second communication bus with
which at least a second two of said plurality of lockstep processor modules are
communicatively coupled, Kennedy as modified by Nguyen and Fox disclosed, or at
least rendered obvious, this limitation by disclosing the processors as being
interconnected with each other via system buses, processor-to-processor buses, and
control buses. As explained above in connection with this claim, Kennedy taught a
backplane bus that is communicatively coupled to the boot processor and alternate
processor. Even if Kennedy did not explicitly disclose a second communication bus with
which at least a second two of the lockstep processor modules are communicatively
coupled, Kennedy as modified by Nguyen and Fox would have rendered this claim
limitation obvious to a POSITA. For example, Fox taught that “[a] system bus 110
connects the memory controller 107 and other components to IA-32 processors 120,
122, via bridges 112, and processor buses 114. The IA-32 processors 120, 122 and the
bridges 112 are grouped at nodes 111.” Fox (Ex. 10086) at 5:9-12, FIG. 1. “In one
alternate implementation, processors 120, 122 are interconnected to each other via
processor-to-processor buses 203.” Id. at 5:41-43. “Processors 120, 122 are also
connected to bridge (bus controller) 207 via individual control buses 205.” Id. at 5:43-45.
In view of these citations, Kennedy as modified by Nguyen and Fox taught a plurality of
processors that are interconnected to each over via two or more different buses (e.g.,
system bus 110, processor-to-processor buses 203, and individual control buses 205).

See Wolfe Decl. (Ex. 1003) § 225. As further demonstrated by FIG. 1 of Fox reproduced
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below, Fox’s system includes various processors that are communicatively coupled to

one another via multiple communication buses.
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A POSITA would have been motivated to combine these disclosures from
Kennedy and Nguyen and Fox to provide multiple communication channels and/or
mechanisms for communicating with the processors. See Wolfe Decl. (Ex. 1003) § 225.
It was well within the skill of a POSITA to modify Kennedy’s system by Nguyen and Fox
in this manner, and thus this combination of Kennedy, Nguyen, and Fox would have
been expected to succeed. Id. Accordingly, Kennedy as modified by Nguyen and Fox
taught a second communication bus with which at least a second two of the plurality of

lockstep processor modules are communicatively coupled. Id.
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With regard to claim 16, teaching [16.4] data storage storing information that
assigns a role of boot processor to one of said plurality of processors and
assigns a role of spare processor to another of said plurality of processors,
wherein said spare processor is communicatively coupled to the same one of
said first and second communication buses as said boot processor, Kennedy as
modified by Nguyen and Fox disclosed, or at least rendered obvious, this limitation by
disclosing memories that hold configuration information about processors that are
assigned the roles of boot processor and spare processor and communicatively coupled
to the same communication bus. For example, Kennedy taught that “[tlhe CPU ISTC
memories hold configuration information.” Kennedy (Ex. 1005) at 7:33-35. Kennedy also
taught that, “[a]s previously explained, the ISTC memory associated with each CPU
contains...configuration information about the CPU. Thus, the boot CPU determines
how many CPUs are present on the bus.” Id. at 9:16-21. Kennedy further taught that, “if
this ‘default’ boot processor fails[,]” then an alternate processor “should take over boot
operations to enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In
addition, Kennedy taught that “one default boot CPU is designated to boot the system,
and if this CPU fails, control transfers automatically to an alternate processor.” Id. at
2:17-21. Kennedy’s “system has a centrally accessible memory, a default boot central
processing unit installed in a first slot on the backplane bus, and may also have one or
more alternate boot central processing units installed in a second slot on the backplane
bus.” Kennedy (Ex. 1005) at 2:34-38. In view of the above citations, Kennedy as
modified by Nguyen and Fox taught memories that store CPU configuration information

that includes the roles of boot processor and alternate processor, which are assigned to
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processors coupled to the same communication bus. See Wolfe Decl. (Ex. 1003) § 226.
Accordingly, Kennedy as modified by Nguyen and Fox taught data storage storing
information that assigns the role of boot processor to one of the processors and assigns
the role of Spare processor to another one of the processors, wherein the boot
processor and the spare processor are coupled to the same communication bus. Id.

With regard to claim 17, Claim 17 recites subject matter that is substantially
similar to claim 15, which depends from claim 9, and is therefore rendered obvious for
the same reasons as claim 15 in view of claim 9 above.

With regard to claim 18, Claim 18 recites subject matter that is substantially
similar to claim 15, which depends from claim 9, and is therefore rendered obvious for
the same reasons as claim 15 in view of claim 9 above.

With regard to claim 21, teaching The system of claim 20 wherein said user
interface presents for selection as said spare processor at least one processor
that is communicatively to the same one of said first and second communication
buses as said boot processor, Kennedy as modified by Nguyen and Fox disclosed, or
at least rendered obvious, this limitation by implicitly disclosing the selection of a
processor type that does not boot the system. For example, Kennedy as modified by
Nguyen and Fox taught a spare processor that is communicatively coupled to the same
communication bus as the boot processor for at least the same reasons provided above
in connection with claim 16. Kennedy as modified by Nguyen and Fox also rendered
obvious user interfaces that facilitate selecting the spare processor for at least the same
reasons provided above in connection with claim 4. Accordingly, for at least the same

reasons provided above in connection with claims 4 and 16, Kennedy as modified by
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Nguyen and Fox would have rendered the subject matter of claim 21 obvious to a
POSITA. See Wolfe Decl. (Ex. 1003) § 227.).

With regard to claim 22, Claim 22 recites subject matter that is substantially
similar to claim 13 and is therefore rendered obvious for the same reasons as claim 13
above.

With regard to claim 23, Claim 23 recites subject matter that is substantially
similar to claim 14 and is therefore rendered obvious for the same reasons as claim 14
above.

With regard to claim 24, Claim 24 recites subject matter that is substantially
similar to claim 8 and is therefore rendered obvious for the same reasons as claim 8
above.

With regard to claim 25, Claim 25 recites subject matter that is substantially
similar to claim 16 and is therefore rendered obvious for the same reasons as claim 16
above.

With regard to claim 26, Claim 26 recites subject matter that is substantially
similar to claim 18 and is therefore rendered obvious for the same reasons as claim 18
above.

With regard to claim 27, Claim 27 recites subject matter that is substantially
similar to claims 3 and 19 and is therefore rendered obvious for the same reasons as
claims 3 and 19 above.

With regard to claim 28, Claim 28 recites subject matter that is substantially
similar to claims 3 and 19 and is therefore rendered obvious for the same reasons as

claims 3 and 19 above.
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With regard to claim 29, Claim 29 recites subject matter that is substantially
similar to claims 3 and 19 and is therefore rendered obvious for the same reasons as
claims 3 and 19 above.

With regard to claim 30, Claim 30 recites subject matter that is substantially
similar to the combinations of claims 13 and 15 and is therefore rendered obvious

for the same reasons as claims 13 and 15 above.

Response to Arguments
Applicant's arguments filed 5/20/2024 have been fully considered but they are

not persuasive.

EXAMINER NOTE:
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REJECTION 1 -

E. Rejection 1, The proposed combination of Safford with Kennedy fails to
teach or suggest each and every element of Independent Claims 1 and 9

1. Claims 1 and 9: [1.2] “data storage storing information that assigns a
role of boot processor to one of said plurality of processors and assigns a role of

spare processor to another of said plurality of processors”

The Patent Owner argues that in Kennedy ‘the default and alternative
distinctions appear to be based on the physical location of the processors, not based on
a software based designation. Accordingly, Kennedy does not disclose data storage
storing information that assigns boot and spare roles to processors as claimed.
Moreover, one skilled in the art would not modify Kennedy to yield the claimed
invention, because doing so would frustrate the purpose of Kennedy’s physical
architecture as a specific solution for overcoming problems associated with which
processors are used to initialize the system. See id. at 1:60-2:12; 2:29-38.”

In response, the Examiner respectfully submits that clearly Kennedy allows for
assignment / reassignment as it describes assigning a new processor to take over boot
operations if the “default” boot processor fails (7:8-13). Though the system does define
a initial boot processor in a specific slot to take the first attempt at boot, other
processors may be reassigned as boot processor or next up processor via slot select
logic to attempt boot should the assigned boot processor fail (see 9:53-67, 10:42-67,
and 13:31-44). With respect to the claimed data storage storing role assignments,

Kennedy teaches that “[tjhe CPU ISTC memories hold configuration information.”
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Kennedy (Ex. 1005) at 7:33-35. Kennedy also taught that, “[a]s previously explained,
the ISTC memory associated with each CPU contains...configuration information about
the CPU. Thus, the boot CPU determines how many CPUs are present on the bus.” Id.
at 9:16-21. Kennedy further teaches that, “if this ‘default’ boot processor fails[,]|” then an
alternate processor “should take over boot operations to enhance availability of the
system.” Kennedy (Ex. 1005) at 7:9-13.

Kennedy is further supplemented by Stafford, where Stafford has been shown to
teach a memory that stores architected states of microprocessor including designations
a hot standby processors (see 4:6-10 and 4:25-35).

In summary Stafford teaches memory storing processor states (default / hot
standby), but doesn’t specifically teach boot processor states, where Kennedy teaches
assigning a processor as a default boot processor and further having a plurality of

processors assigned as backups.

The Patent Owner argues “Safford is therefore silent with regard to how its
respective processors are designated as master/checker, and Kennedy specifically
uses physical slots for the default/alternative processors. As such, the art of record,
alone and in combination, does not explicitly teach or suggest “data storage storing
information that assigns the role of boot processor to one of said plurality of processors
and assigns the role of spare processor to another,” as required by claim 1 and similarly
claim 9.”

In response, the Examiner respectfully submits that with respect to “Safford

(being) silent with regard fo how it's respective processors are designated as
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master/checker’, Safford specifically teaches that node controller stores architected
states of the processors, where some processors are designated as an active
‘processing’ state and other are designated as being in a ‘hot standby’ state, sitting idle
awaiting an error in an active processor to take over processing (see 4:6-45).

Further, with respect to “Kennedy specifically uses physical slots for the
default/alternative processors”, all systems have physical slots for processors by which
they are interconnected with other system components. Kennedy is being brought in
here for the explicit teaching of defining a boot processor, where even though the boot
processor may be in a physical slot which the system associated with an initial (‘default’)
boot processor, the boot processor job may be reassigned to other alternate processors

(see 7:5-13).

The Patent Owner argues “The Examiner also failed to provide sufficient basis
for combining and modifying the combined disclosures of Stafford and Kennedy to yield
the claimed invention. Conclusory statements that the combination will improve
reliability of the Safford system without evidentiary support are not enough to satisfy the
requirement that the Examiner provide “articulated reasoning with some rational

underpinning to support the legal conclusion of obviousness.” MPEP 2141(1ID).”

“The Examiner’s rationale for combining Safford and Kennedy is therefore faulty

because there is no prior art evidence showing (1) boot processors operating in

lockstep, and (2) that loss of lockstep in processor pairs during initialization was
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desirable, or that lockstep could even be resolved without crashing the system, given
the disparate architecture of the Safford and Kennedy systems.”

In response, the Examiner respectfully submits that Safford teaches a plurality of
processors operating in lockstep where memory stores architected states of a plurality
of processors. Safford improves reliability by identifying a processor failure and

speeding recovery via substituting in a ‘hot standby’ processor.

e “the architected states of each of the microprocessors 22 and 24 is copied
from the memory 25 into the microprocessors 22 and 24, respectively.”
Safford 2:2-4.

o “For example, the node controller 130 may store the architected state of
the processors 111, 113, 121, 123, 125, and 127, either internally in the
node controller 130, or in another component of the computer system
100.” Safford 4:6-10.

e “To improve reliability of processing assets, a computer system employs
lock stepped processor cores that operate in a master/check pair.” Safford
2:55-57.

o “The processor 125 may be designated as a ‘hot standby,” and is sitting
idle in lock step mode with the processor 127. Should one of the
processors 111, 113, 121, and 123 suffer an error, the hot standby
processors 125, 127 may be used to speed recovery from the resulting

loss of lock step.” Safford 4:25-30
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What is lacking from Safford it merely the explicit use of the processors for boot
operations. Kennedy teaches an analogous system for providing backup
processors in the event there is a processor failure in the computer system, while
implementing automatic seamless transition between the ‘default’ processor and
the ‘alternate’ / ‘hot standby’ processor.
o “if this ‘default’ boot processor fails[,]” then an alternate processor “should
take over boot operations to enhance availability of the system.” Kennedy
7:5-13.

Simply using a known technique to improve similar devices (methods, or
products) is an acceptable rational to support a conclusion of obviousness. One of
ordinary skill in the art would have been capable of applying this known method of
enhancement to a "base" device (method, or product) in the prior art and the results
would have been predictable to one of ordinary skill in the art. The Supreme Court
in KSR noted that if the actual application of the technique would have been beyond the
skill of one of ordinary skill in the art, then using the technique would not have been

obvious. KSR, 550 U.S. at 417, 82 USPQ2d at 1396.

2. Claims 1 and 9: Safford in view of Kennedy fail to disclose [1.3] ‘logic
operable, responsive to detecting loss of lockstep for said boot processor, for
transferring, during system runtime, the role of boot processor to said spare

processor’.
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The Patent Owner argues “Collectively, Safford and Kennedy do not disclose or
suggest a pair of lockstep processors operating as boot processors, that this
configuration is even possible, and therefore do not collectively teach “logic operable for
detecting the loss of lockstep for said boot processor’. Safford in view of Kennedy also
fails to feach or suggest “transferring, during system runtime, the role of boot processor
to said spare processor,” as recited in claim 1 and similarly in claim 9.”

In response, the Examiner respectfully submits that Kennedy specifically teaches
that if the boot processor fails control is transferred to an alternate processor (see 1:15-
20). This occurring during runtime is evident through Kennedy 9:53-67, which teaches,
the CPU1 begins the boot process, where a time is provided for each stage of the boot
process to occur. When a time allotted is exceeded it is determined that the device is
non-functional (fails) “an alternative boot processor can take over boot operations”.
Kennedy further teaches use of slot select logic 148 to determine faults and redirect

processing to an alternate processor see 10:55-11:16.

The Patent Owner argues “The terms “during system runtime” as used in claims
1 and 9 therefore means “after the start of the normal boot process.” Moreover, because
the transfer occurs responsive to detecting loss of lockstep for said boot processor, the
terms “transferring ... the role of boot processor to the spare processor’ correspondingly

imply that such role transfer occurs after the start and during the normal boot process.”
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In response, the Examiner respectfully submits that as noted above, Kennedy
specifically teaches that if the boot processor fails control is transferred to an alternate
processor (see 1:15-20). This occurring during runtime is evident through Kennedy
teaching that the CPU1 begins the boot process, where a time is provided for each
stage of the boot process to occur. When a time allotted for processing a boot process
is exceeded it is determined that the device failed and “an alternative boot processor

can take over boot operations” (see 9:53-67).

The Patent Owner argues “First, moving “architecture state” of one pair of
processors to another pair of processors to recover the loss of lockstep is not the same
as transferring the role of any of the processors, as discussed above. As such, Safford
fails to disclose transferring the role of the boot processor to the spare processor, as
recited in claim 1 and similarly in claim 9. Second, as also discussed above, Stafford
does not teach recovering lockstep during the boot process. Kennedy does not cure
this deficiency because Kennedy does not attempt to recover during the boot process,
rather, it merely determines which of the available processors will be used to boot the
system at start up, based on the physical location of the processor (Kennedy at 7:5-13,
see also, id. at 10:37-51).”

In response, the Examiner respectfully submits that when the processors of
Safford experience loss of lockstep the transition to ‘hot standby(s)’ is facilitated by the

transferring of ‘architecture state’ / ‘state of processor pair’ from the active processors to
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the ‘hot standby(s)’, where the ‘hot standby(s)’ “become(s) the logical CPU 0 in the
computer system”, thereby transferring the role of the processors.

e “The six processors 111, 113, 121, 123, 125, and 127 operate in lock step
(i.e., are processing code sequences). For example, the processor 111
operates in lockstep with the processor 113, and the processor 121
operates in lock step with the processor 123 and the processor 125
operates in lock step with the processor 127.” Safford at 4:19-24.

e “The processor 125 may be designated as a ‘hot standby,” and is sitting
idle in lock step mode with the processor 127. Should one of the
processors 111, 113, 121, and 123 suffer an error, the hot standby
processors 125, 127 may be used to speed recovery from the resulting
loss of lock step.” Safford at 4:25-30.

¢ ‘“Inblock 210, the processor 111 signals the node controller 130 that the
first processor pair 111/113 has broken lock step and that the first
processor pair 111/113 should be taken ‘off-line.”. In block 220, the node
controller 130 copies the architected state of the first processor pair
111/113 to the hot standby processor pair 125/127. Safford 4:37-45.

o ‘“Alternately, the first node controller 130 may copy the state of the first
processor pair 111/113 directly from the processors 111 and 113 to the
processors 125 and 127”. Safford 4:47-50.

e “The processor pair 125/127 then becomes the logical CPU 0 in the
computer system 100, and the computer system operates without a hot

standby processor pair.” Safford 52-54.
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¢ “In block 230, the node controller 130 ‘reboots’ the processors 111 and
113, and the processors 111 and 113 become the new ‘hot standby’
processor pair on the system 100.” Safford t 4:57-60.

With regard to the argument that the claims teach “recovering (from the loss of)
lockstep during the boot process”, the claims are not specific to the transition occurring
during boot, only during runtime. Claims are broad enough to read on two processors
one assigned as a boot processor and another as a spare, where after boot operations
occur and the system is fully up and running, a loss of lockstep is detected (Safford) in
the processor left assigned as ‘boot processor’, and for the transition to occur at that

point during runtime (not during boot procedure).

The Patent Owner argues “First, it is not enough here to show that a computer
system uses a boot processor. The Examiner fails to appreciate that loss of lockstep
involves a pair of processors, which in the context of claims 1 and 9 require a showing
by the Examiner of a pair of processors operating in lockstep during the boot process.
There is no evidence in the record that shows a pair of boot processors operating in
lockstep, any suggestion to modify Safford to yield this functionality, nor evidence to
show an expectation of success. Again, conclusory statements do not suffice. Second, it
is wholly inappropriate for the Examiner to take official notice of these facts (e.g., a boot
processor was a common component in computer systems) and then to parlay that into
what a POSITA would have understood Safford to disclose, especially when the

Examiner asserts a POSITA would have understood Safford to disclose precisely what
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it is missing, namely, “the failover of a boot processor to a hot spare processor in
response to a loss of lockstep.” NFOA p. 10.”

In response, the Examiner respectfully submits that the Examiner has shown the
knowledge in the art of a pair or processors operating in lockstep. This is evident by the
teaching in of Safford at 4:19-30 and at Safford 4:37-60 noted just above and further by
the 781 patent’s own background section (2:24-36). Kennedy bring in the knowledge in
the art at the time of systems that dynamically and automatically swap boot processor
when a fault is detected, but doesn’t specifically provide for a means for detecting said
fault. Here the known means for detecting processor fault, is a clearly obvious
combination with the boot processor swapping in Kennedy, where the resulting system
would have two boot processor acting in lockstep where output is compared to

determine if a fault exists.

3. Claims 3 and 4 (and 19 and 20 to the extent that the Examiner relies on
Kennedy): Safford in view of Kennedy failed to disclose “a user interface
operable to receive input specifying said one of said plurality of processors to be

assigned said role of boot processor.”
The Patent Owner argues “The Examiner acknowledges that Safford fails to

explicitly disclose the user interface of claims 3 and 4, but argues that “Safford as

modified by Kennedy would have rendered this claim limitation obvious to a POSITA
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[because] [it]t was well known in the art that the act of selecting processor roles in
computer systems (e.g., master/slave designations, distinct duty assignments or
permissions in asymmetric multiprocessor configurations, etc.) is often performed via
user interfaces.” NFOA p. 12-13 (emphasis added) (citing Wolfe Decl. (Ex. 1003, J
190)).

Wolf does not provide any supporting evidence for this contention and this
contention is therefore insufficient to support a finding of obviousness. ...

The Patent Owner submits that the material in claim 3-4 and 10-20 officially
noticed by the Examiner is not capable of instant and unquestionable demonstration as
to defy dispute nor is it of such notorious character as to serve only to fill in the gaps in
the evidence of the record. Accordingly, the Patent Owner demands that the Examiner
produce documentary evidence of the facts so noticed if the rejections are to be
maintained. The Examiner has therefore failed to make a prima facie case of
obviousness with regard to claim 3 and similarly claim 4 for at least the reasons
discussed above.”

In response, the Examiner AGREES. Lacking any evidence of a Ul to select

which processor is assigned a boot processor the rejection cannot be sustained.

4. Claims 9 - Safford in view of Kennedy fail to disclose [9.4]: “responsive
to changing the assignment of the role of boot processor to said spare
processor, an operating system of the system recognizing said spare processor

as the boot processor without requiring shutdown of said operating system”
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The Patent Owner argues “Kennedy does not attempt to recover during the boot
process, rather, it merely determines which of the available processors will be used to
boot the system at startup. Kennedy at 7:5-13, see also, id. at 10:37-51. Accordingly,
the proposed combination of Safford and Kennedy fail to teach or suggest “an operating
system of the system recognizing said spare processor as the boot processor without
requiring shutdown of said operating system’ as recited in claim 9.”

In response, the Examiner respectfully submits that yes, the system makes a
determination of what processor with boot the system (Kennedy 7:5-13), but then “if the
‘default’ boot processor fails to boot the stem, an alternate processor... should take over
boot operations”. Here Kennedy specifically teaches that if the boot processor fails
control is transferred to an alternate processor (see 1:15-20), with this occurring during
runtime is evident through Kennedy 9:53-67, which teaches, the CPU1 begins the boot
process, where a time is provided for each stage of the boot process to occur. When a
time allotted is exceeded it is determined that the device is non-functional (fails) “an
alternative boot processor can take over boot operations”. Kennedy further teaches use
of slot select logic 148 to determine faults and redirect processing to an alternate

processor see 10:55-11:16.

REJECTION 2 -
F. Rejection 2, The proposed combination of Kennedy in view of Nguyen
and Fox fails to teach or suggest each and every element of Independent Claims

1,9,16 and 25
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1. Claims 1 and 16, element [1.2]: data storage storing information that
assigns a role of boot processor to one of said plurality of processors and

assigns a role of spare processor to another of said plurality of processors

The Patent Owner argues “This physical slotted approach by Kennedy, i.e.,
placing the default boot processor in the first slot and any alternative processors in
secondary slots, is not the same as data storage storing information that assigns of boot
and spare roles to processors, as recited in claims 1 and 16. Nguyen and Fox do not
cure this deficiency.”

In response, the Examiner respectfully submits that, as noted above, clearly
Kennedy allows for assignment / reassignment as it describes assigning a new
processor to take over boot operations if the “default” boot processor fails (7:8-13).
Though the system does define a initial boot processor in a specific slot to take the first
attempt at boot, other processors may be reassigned as boot processor or next up
processor via slot select logic to attempt boot should the assigned boot processor falil
(see 9:53-67, 10:42-67, and 13:31-44). With respect to the claimed data storage
storing role assignments, Kennedy teaches that “[tjhe CPU ISTC memories hold
configuration information.” Kennedy (Ex. 1005) at 7:33-35. Kennedy also taught that,
“[als previously explained, the ISTC memory associated with each CPU
contains...configuration information about the CPU. Thus, the boot CPU determines
how many CPUs are present on the bus.” Id. at 9:16-21. Kennedy further teaches that,
“if this ‘default’ boot processor fails[,]|” then an alternate processor “should take over

boot operations to enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13.
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The Patent Owner argues “As with Safford, Nguyen makes no mention of a boot
processor. The functions discussed by Nguyen are simply not the functions of a boot
processor. For example, there is no need for a data pipeline and/or an error pipeline in
boot processors. Id. Moreover, the only mention of lockstep is an indication that the
execution cores operate in lockstep during normal FRC mode, not unlike Safford. Id. at
[0024]. While the Examiner appears to generalize all processors in the prior art to be
one and the same, the boot processor, which is responsible for booting the system, is
distinguishable from generic execution cores in a multi-core architecture that are
processing requests from applications. For the “transferring, during system runtime, the
role of boot processor to said spare processor’ element [1.3], the Examiner refers the
Wolfe declaration (Ex. 1003 at (205), arguing that Kennedy discusses “replacfing] the
boot processor with the alternative processor in response to a failure of the boot
processor...” NFOA at p. 30. First, Wolfe’s statements are merely conclusory and are
not entitled to any weight. Second, as discussed above, the terms “during system
runtime” as used in claims 1 and 9 means “after the start of the normal boot process.”

In response, the Examiner respectfully submits that while much of these
arguments carry over from the Safford / Kennedy arguments in the previous section, the
Examiner further notes that Kennedy explicitly teaches runtime transitioning between an
executing boot processor and a spare processor due to a detected fault in boot
processor (supra). While Kennedy does not specifically mention a specific means for

detecting a fault, both Safford and Nguyen ([0008], [0024], [0054]-[0055]) describe
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specific means for fault detection in a multiprocessor system, similar to that described in
Kennedy. This would be an obvious substitution of know method that would provide
predictable results.

Simply using a known technique to improve similar devices (methods, or
products) is an acceptable rational to support a conclusion of obviousness. One of
ordinary skill in the art would have been capable of applying this known method of
enhancement to a "base" device (method, or product) in the prior art and the results
would have been predictable to one of ordinary skill in the art. The Supreme Court
in KSR noted that if the actual application of the technique would have been beyond the
skill of one of ordinary skill in the art, then using the technique would not have been

obvious. KSR, 550 U.S. at 417, 82 USPQ2d at 1396.

The Patent Owner argues “Kennedy does not attempt to recover during the boot
process, rather, it merely determines which of the available processors will be used to
boot the system at startup, based on the physical location of the processor (Kennedy at
7:5-13, see also, id. at 10:37-51).”

In response, the Examiner respectfully submits that this contention has been
answered above and is reproduced below:

Kennedy specifically teaches that if the boot processor fails, control is transferred
to an alternate processor (see 1:15-20), with this occurring during runtime being evident
through Kennedy 9:53-67, which teaches, the CPU1 begins the boot process, where a

time is provided for each stage of the boot process to occur. When a time allotted is
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exceeded it is determined that the device is non-functional (fails) “an alternative boot
processor can take over boot operations”. Kennedy further teaches use of slot select
logic 148 to determine faults and redirect processing to an alternate processor see

10:55-11:16.

3. Claims 1, 9, 16, and 26 — No basis for combining Kennedy in view of
Nguyen and Fox to yield the claimed invention.

The Patent Owner argues “As with Rejection 1, the Examiner failed to provide
sufficient basis for combining and modifying the combined disclosures of Kennedy,
Nguyen, and Fox to yield the claimed invention. Conclusory statements that the
combination will decrease delays in failing over from the boot processor to the spare
processor without evidentiary support are not enough for the examiner to make a prima
facie case of obviousness.”

In response, the Examiner respectfully submits that Kennedy explicitly teaches
runtime transitioning between an executing boot processor and a spare processor due
to a detected fault in boot processor (supra). While Kennedy does not specifically
mention a specific means for detecting a fault, both Safford and Nguyen ([0008], [0024],
[0054]-[0055]) describe specific means for fault detection in a multiprocessor system,
similar to that described in Kennedy. This would be an obvious substitution of known
method that would provide predictable results.

Simply using a known technique to improve similar devices (methods, or
products) is an acceptable rational to support a conclusion of obviousness. One of

ordinary skill in the art would have been capable of applying this known method of
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enhancement to a "base" device (method, or product) in the prior art and the results
would have been predictable to one of ordinary skill in the art. The Supreme Court

in KSR noted that if the actual application of the technique would have been beyond the
skill of one of ordinary skill in the art, then using the technique would not have been

obvious. KSR, 550 U.S. at 417, 82 USPQ2d at 1396.

The Patent Owner argues “Because Kennedy relates to the startup process only,
delays from failing over is not a concern because the time to boot a processor is
relatively short, as compared to booting the operating system and the associated
applications for continuity. Moreover, it is understood that execution of applications by
the operating system does not occur until after the operating system has booted. See.
e.g., Fox at 1:25-27. It is also understood that the desire to maintain application
continuity is a concern after the operating system has booted. See id. Fox, for instance,
proposes a solution that involves “hot” swapping processors after the operating system
has booted. See id., at 3:3-15. Because Nguyen and Fox provide solutions unrelated
contextually to Kennedy (Nguyen and Fox, supra), a person of ordinary skilled in the art
would not look to combine Kennedy without any of the other reference of record.”

In response, the Examiner respectfully submits that each of the cited pieces of
art exist in the realm of fault based processor swapping. The Examiner is not arguing
that the processors of the different references are processing the same data, rather it is
noted that they are not. Nevertheless, it is noted that Kennedy has been shown to
provide active processor swap during the startup process, where Kennedy notes the

importance of being able to switch boot processor where after one processor ‘begins
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the operating system boot process’, the system enables a second processor to

‘complete the boot process’ (see Kennedy 9:53-67).

To summarize, Kennedy teaches a system for providing dynamic fault tolerance
by enabling an automated shift to an alternate processor when a boot processor fails.
What Kennedy does not teach is how this fault is determined. What Safford, Nguyen,
and Fox teach is a method for determining a fault in processor execution (detecting a
loss of lockstep) and a means for swapping processors. Simply using a known
technique to improve similar devices / methods / products is an acceptable rational to
support a conclusion of obviousness. One of ordinary skill in the art would have been
capable of applying this known method of enhancement (determining a fault by
detecting loss of lockstep) to a "base" device / method / product in the prior art
(automated processor swapping) and the results would have been predictable to one of
ordinary skill in the art (using loss of lockstep to detect a fault in boot operations).

Furthermore, it is worth again noting that the swapping of processors is never
claimed to occur during the bootup procedure, only that it affects the processor
assigned as the boot processor. With the claims further explicitly noting that ‘changing’

occurs ‘during system runtime’.
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STATEMENT OF REASONS FOR PATENTABILITY AND/OR CONFIRMATION

The following is an examiner's statement of reasons for patentability and/or
confirmation of the claims found patentable in this reexamination proceeding: Claims 3,
4, 19, and 20 are confirmed. Specifically, neither the 3PR nor Wolf provided any
supporting evidence for the contention that the act of selecting processor roles in
computer systems is often performed via user interfaces, and therefore is found
insufficient to support a finding of obviousness.

Any comments considered necessary by PATENT OWNER regarding the above
statement must be submitted promptly to avoid processing delays. Such submission by
the patent owner should be labeled: "Comments on Statement of Reasons for

Patentability and/or Confirmation" and will be placed in the reexamination file.

Summary
Claims 1-2, 5-18, and 21-30 are REJECTED.

Claims 3, 4, 19, and 20 are CONFIRMED.

Conclusion
THIS ACTION IS MADE FINAL.
A shortened statutory period for response to this action is set to expire 2 months
from the mailing date of this action.
Extensions of time under 37 CFR 1.136(a) do not apply in reexamination
proceedings. The provisions of 37 CFR 1.136 apply only to “an applicant’” and not to

parties in a reexamination proceeding. Further, in 35 U.S.C. 305 and in 37 CFR
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1.550(a), it is required that reexamination proceedings “will be conducted with special
dispatch within the Office.”

Extensions of time in reexamination proceedings are provided for in 37
CFR 1.550(c). A request for extension of time must specify the requested period of
extension and it must be accompanied by the petition fee set forth in 37 CFR 1.17(g).
Any request for an extension in a third party requested ex parte reexamination must be
filed on or before the day on which action by the patent owner is due, and the mere
filing of a request will not affect any extension of time. A request for an extension of time
in a third party requested ex parte reexamination will be granted only for sufficient
cause, and for a reasonable time specified. Any request for extension in a patent owner
requested ex parte reexamination (including reexamination ordered under 35 U.S.C.
257) for up to two months from the time period set in the Office action must be filed no
later than two months from the expiration of the time period set in the Office action. A
request for an extension in a patent owner requested ex parte reexamination for more
than two months from the time period set in the Office action must be filed on or before
the day on which action by the patent owner is due, and the mere filing of a request for
an extension for more than two months will not affect the extension. The time for taking
action in a patent owner requested ex parte reexamination will not be extended for more
than two months from the time period set in the Office action in the absence of sufficient
cause or for more than a reasonable time.

The filing of a timely first response to this final rejection will be construed as

including a request to extend the shortened statutory period for an additional two
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months. In no event, however, will the statutory period for response expire later than

SIX MONTHS from the mailing date of the final action. See MPEP § 2265.

The patent owner is reminded of the continuing responsibility under 37 CFR
1.565(a) to apprise the Office of any litigation activity, or other prior or concurrent
proceeding, involving the patent throughout the course of this reexamination
proceeding. The requester is also reminded of the ability to similarly appraise the Office
of any such activity or proceeding throughout the course of this reexamination

proceeding. See MPEP § § 2207, 2282, and 2286.

All correspondence relating to this ex parte reexamination proceeding should be

directed:

By Mail to: Mail Stop Ex Parte Reexam
Central Reexamination Unit
Commissioner for Patents
United States Patent & Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

By FAX to: (571) 273-9900
Central Reexamination Unit

By hand: Customer Service Window
Randolph Building
401 Dulany Street
Alexandria, VA 22314
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For electronic transmissions, 37 CFR 1.8(a)(1)(i)(C) and (ii) states that
correspondence (except for a request for reexamination and a corrected or replacement
request for reexamination) will be considered timely filed if (a) it is transmitted via the
USPTO patent electronic filing system in accordance with 37 CFR 1.6(a)(4), and (b)
includes a certificate of transmission for each piece of correspondence stating the date
of transmission, which is prior to the expiration of the set period of time in the Office
action.

Any inquiry concerning this communication should be directed to Central

Reexamination Unit at telephone number (571) 272-7705.

/DENNIS G BONSHOCK/
Primary Examiner, Art Unit 3992
Conferees:

/ADAM L BASEHOAR/
Primary Examiner, Art Unit 3992

/ALEXANDER J KOSOWSKI/
Supervisory Patent Examiner, Art Unit 3992
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re. : Michaelis, Scott L, et al.

Reexam Cont. No. : 90/019,244 Confirmation No. : 7031

Patent No. : 7,627,781 App. No. : 10/973,077

Issue Date : December 1, 2009 Filing Date  : October 25, 2004
Title : System And Method For Establishing A Spare Processor For

Recovering From Loss Of Lockstep In A Boot Processor

RESPONSE TO NON-FINAL OFFICE ACTION

This response is submitted in reply to the Non-Final Office Action in the above
referenced Reexamination dated February 20, 2024. A one-month extension of time was granted,

which extends the time for this response by May 20, 2024.

Remarks begin on Page 2.
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REMARKS
1. Remarks
A. Status of Claims

Claims 1-30 are subject to reexamination.

B. Identification of the Real Party-In-Interest

Foras Technologies Limited is the Patent Owner and the real party-in-interest.

C. Related Proceedings
U.S. Patent 7,627,781 (the “*781 Patent”) is the subject of the following U.S. District Court
proceedings:
1. Foras Technologies, Ltd vs Nissan Motor Co., Ltd, Case No. 1 :23-cv-00640 (W.D.
Tex., June 6, 2023).
2. Foras Technologies Ltd v. Toyota Motor North America, Inc., Case No. 2:23-cv-
00321 (E.D. Tex., July 12, 2023).
3. Foras Technologies Ltd v. Toyota Motor North America, Inc., et al., Case No. 2:23-

cv-00150 (E.D. Tex., April 5, 2023).

D. Reexamination Procedural History

Third Party Requester, Unified Patents LLC, filed a request for reexamination on
September 1, 2023 of claims 1-30 of U.S. Patent 7,627,781 (the 781 Patent”), which was ordered
on October 10, 2023. The Office issued a non-final office action herein on February 20, 2024.
Patent Owner requested a one-month extension of time, which extends the time for this response

to May 20, 2024.
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II.  Response to the Non-Final Office Action (NFOA)

A. Overview of the ‘781 Patent

Silent Data Corruption (“SDC”) is a difficult problem in computing. ‘781 Patent, 1:53.
Numerous techniques have been developed for detecting SDC to prevent the SDC from remaining
“silent” or “undetected” within a system, as well as preventing such SDC from propagating
through the system. Id. at 1:65-2:1. Parity/ECC mechanisms have been employed extensively for
caches, memories, and similar data storage arrays. Id. at 2:16-17. In the remaining circuitry on a
processor, such as data paths, control logic, execution logic, and registers (the “execution core”),
it is more difficult to apply parity/ECC mechanisms for SDC detection. Id. at 2:17-23. Thus, there
is typically some unprotected area on a processor in which data corruption may occur and the
parity/ECC mechanisms do not prevent the corrupted data from actually making it out onto the
system bus. Id. at 2:21-24.

A pair of lockstep processors may, from time to time, lose their lockstep. “Loss of lockstep”
(or “LOL”) is used broadly to refer to any error in the pair of lockstep processors. Id. at 2:37-40.
If the processors are instructed to act on the data of their first cache locations, then a lockstep
mismatch will occur as the output of each of the processors will not match. Id. ar 2:61-67. For
instance, if the processors each add the data stored to the first location of their respective cache
with the data stored to the second location of their respective cache, the first processor (having the
corrupt data) will output a result of “1”” (0+1=1) while the second processor outputs a result of “2”
(1+1=2), and thus their respective outputs will not match. Id. ar 2:61-3:3.

Prior solutions attempting to resolve at least some detected SDCs without requiring the
system to be crashed have been Operating System (“OS”) centric. Id. at 3:28-30. The OS centric

approach places a heavy burden on most commonly used operating systems, such that the current
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state of the art did not employ lockstep recovery. Id. at 3:37-40. Moreover, based on the evidence
of record, it does not appear that boot processors were configured to operate in lockstep at the time
of the 781 Patent and, correspondingly, there is no evidence that computer system were
configured to determine of loss of lockstep during the boot process. The *781 Patent alleviates
these problems in the art by assigning a role of boot processor and a role of spare processor to
distinct processors and having logic, responsive to detecting loss of lockstep in the boot processor,
for transferring during the boot process the role of the boot processor that has lost lockstep to the
spare processor. Id. at Abstract, 3:62-4:9, see also, id. at Fig. 5.

B. Legal Standard

In rejecting patent claims, the burden lies solely on the Office to show that the claims of a
patent are unpatentable. See MPEP 2131 (anticipation); MPEP 2141 (obviousness).

To establish prima facie obviousness of a claimed invention, all the claim limitations must
be taught or suggested by the prior art. In re Royka, 490 F.2d 981, 180 USPQ 580 (CCPA 1974);
In re Wilson, 424 F.2d 1382, 1385, 165 USPQ 494, 496 (CCPA 1970); see also MPEP 2143.03.
“Rejections on obviousness cannot be sustained by mere conclusory statements; instead, there
must be some articulated reasoning with some rational underpinning to support the legal
conclusion of obviousness” MPEP 2141 (quoting KSR International Co. v. Teleflex Inc., 550 U.S.
398, 418 (2007)), and there must be a showing of reasonable expectation of success (MPEP
2143.03). Moreover, it is improper to parse the invention into individual components. Rather, the
claimed invention must be considered as a whole. MPEP 2141.02(1).

C. The claims of the *781 Patent References
The ‘781 Patent includes 30 claims: Claims 1, 9, 16 and 25 are independent:

Claim 1 recites: A system comprising:
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a plurality of processors;

data storage storing information that assigns a role of boot processor to
one of said plurality of processors and assigns a role of spare processor to
another of said plurality of processors; and

logic operable, responsive to detecting loss of lockstep for said boot
processor, for transferring, during system runtime, the role of boot processor to
said spare processor, wherein said another of said plurality of processors that is
assigned said role of spare processor is held in reserve as a hot spare processor
until said loss of lockstep is detected for said boot processor. (emphasis added)

Claim 9 recites: A method comprising:

assigning a role of boot processor to one of a plurality of processors in a
system;

assigning a role of spare processor to another of said plurality of
processors;

responsive to detecting loss of lockstep for said boot processor, changing,
during system runtime, the assignment of the role of boot processor to said
spare processor; and

responsive to changing the assignment of the role of boot processor to said
spare processor, an operating system of the system recognizing said spare
processor as the boot processor without requiring shutdown of said operating
system. (emphasis added)

Claim 16 recites: A system comprising:

a plurality of lockstep processor modules that each includes a master
processor and a slave processor that is in lockstep with said master processor,

a first communication bus with which at least a first two of said plurality
of lockstep processor modules are communicatively coupled;

a second communication bus with which at least a second two of said
plurality of lockstep processor modules are communicatively coupled; and

data storage storing information that assigns a role of boot processor to
one of said plurality of processors and assigns a role of spare processor to
another of said plurality of processors, wherein said spare processor is
communicatively coupled to the same one of said first and second communication
buses as said boot processor. (emphasis added)

Claim 25 recites: A method comprising:
selecting a first one of a plurality of lockstep processor modules in a

system as a boot processor, wherein each of said plurality of lockstep processor
modules includes a master processor and a slave processor that is in lockstep

5
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with said master processor, and wherein said boot processor is communicatively
coupled to a first of a plurality of communication buses;

selecting a second one of said plurality of lockstep processor modules as
a spare processor, wherein said spare processor is selected as one that is
communicatively coupled to the same communication bus as said boot processor;
and

responsive to detecting loss of lockstep for said boot processor, said
system causing said spare processor to dynamically assume the role of boot
processor. (emphasis added)

Claim 3 recites the system of claim 1 further comprising:

a user interface operable to receive input specifying said one of said
plurality of processors to be assigned said role of boot processor.
Claim 19 recites: The system of claim 16 further comprising:

a user interface for receiving information selecting said one of said
plurality of processors to be assigned the role of boot processor.

The Patent Owner submits that the references of record fail to disclose or otherwise
suggest at least the limitations emphasized above and claims 1-30 are therefore patentable

over these references for at least these reasons.

D. The Rejections

In the NFOA, the Office presented two sets of rejections as follows:

Rejection 1 - Claims 1-6 and 9-15 were rejected under 35 U.S.C. 103(a) as being obvious
over U.S. Patent No. 7,085,959 to Safford (“Safford) in view of U.S. Patent No. 5,450,576 to

Kennedy (“Kennedy”). NFOA at p. 6.
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Rejection 2 - Claims 1-30 were rejected under 35 U.S.C. 103(a) as being obvious over
Kennedy in view of U.S. Patent Publication No. 2004/0123201 to Nguyen (“Nguyen”) and U.S.
Patent No. 7,251,746 to Fox (“Fox”). NFOA at p. 28.

These rejections are respectfully traversed.

E. Rejection 1, The proposed combination of Safford with Kennedy fails to
teach or suggest each and every element of Independent Claims 1 and 9

1. Claims 1 and 9: [1.2] “data storage storing information that assigns a
role of boot processor to one of said plurality of processors and assigns a role of spare
processor to another of said plurality of processors”

The Examiner argues that Safford and Kennedy disclose “data storage storing information
that assigns the role of boot processor to one of said plurality of processors and assigns the role
of spare processor to another” as recited in claim 1 and similarly in claim 9. See NFOA at p. 7-8.
To support this theory, the Examiner relies on Safford’s reference to “memory that stores the
architected states of microprocessors, including the designation of a hot standby processor.” Id.
(citing Safford at 2:2-4, 4:6-10 and 4:25-30) (emphasis added). The Examiner acknowledges that
Safford does not explicitly disclose “identifying which of the processors was the boot processor”,
but contents that “Safford as modified by Kennedy would have stored information about the
assigned roles of boot processor and spare processor” and that a "POSITA would have been
motivated to combine these disclosures from Safford and Kennedy to improve the reliability of
Safford’s system by storing information that assigns roles of the boot processor and spare
processor in case of a reboot.” Id. at p. 8 (citing Kennedy at 7:5-13 and Wolfe Decl. (Ex. 1003) at
q 187. The Examiner is mistaken.

Safford is directed to a multi-core processor architecture designed to recover from loss of

lockstep. Safford at Abstract. “To improve reliability of processing assets, a computer system
7
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employs lock stepped processor cores that operate in a master/checker pair.” Id. at 2:55-57. “Each
of two processors in the pair processes the same code sequences, and the resulting outputs of the
processors are compared by a logic circuit located near external interfaces of the two processors.”
Id. at 2:57-60. According to Safford, “[t]he processor 125 may be designated as a ‘hot standby,’
and is sitting idle in lock step mode with the processor 127. Should one of the processors 111, 113,
121, and 123 suffer an error, the hot standby processors 125, 127 may be used to speed recovery
from the resulting loss of lock step.” Id. at 4:25-30. Specifically, the architecture state of one pair
of processors that have lost lockstep will be copied to the standby pair of processors. Id. at 4:37-
46 (“In block 215, the processor 111 signals the node controller 130 that the first processor pair
111/113 has broken lock step and that the first processor pair 111/113 should be taken “off-line.”
In block 220, the node controller 130 copies the architected state of the first processor pair 111/113
to the hot standby processor pair 125/127.”). In this regard, Safford’s architecture state is not the
same as “information that assigns a role of boot processor” and “role of spare processor”, as
recited in the claims, or any role of the processors for that matter.

The Examiner recognizes that “Safford lacks an explicit disclosure identifying which
processor was the boot processor.” NFOA p. 8. To overcome this deficiency, the Examiner asserts
that “Safford as modified by Kennedy would have stored information about the assigned roles of
boot processor and spare processor.” NFOA p. 8. The cited portion of Kennedy states:

“In the multiprocessor system 100 which utilizes a system bus 102, @ number of

problems can arise if more than one processor type is installed on the 64-bit bus

104. For instance, provision needs to be made to determine which processor will

boot the system, and if this "default” boot processor fails to boot the system, an

alternative processor, if one is installed, should take over boot operations to
enhance the availability of the system.” Kennedy at 7:5-13 (emphasis added).
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In other words, Kennedy recognizes that in a multiprocessor system, a default processor will be
used to boot the system, and if that processor fails, an alternative processor will be used. Kennedy
only describes the operation of the single boot/alternative processors being booted in succession
at initialization. Id. at 7:3 et sec. More importantly, Kennedy teaches a specific solution that
involves architecture in which the the default boot processor in the physical first slot and any
alternative processors in physical secondary slots. See id. at 2:13-15, 2:22-27, 2:30-38. In other
words, the default and alternative distinctions appear to be based on the physical location of the
processors, not based on a software based designation. Accordingly, Kennedy does not disclose
data storage storing information that assigns boot and spare roles to processors as claimed.
Moreover, one skilled in the art would not modify Kennedy to yield the claimed invention, because
doing so would frustrate the purpose of Kennedy’s physical architecture as a specific solution for
overcoming problems associated with which processors are used to initialize the system. See id. at
1:60-2:12; 2:29-38.

Safford is therefore silent with regard to how its respective processors are designated as
master/checker, and Kennedy specifically uses physical slots for the default/alternative processors.
As such, the art of record, alone and in combination, does not explicitly teach or suggest “data
storage storing information that assigns the role of boot processor to one of said plurality of

B

processors and assigns the role of spare processor to another,” as required by claim 1 and

similarly claim 9.

The Examiner also failed to provide sufficient basis for combining and modifying the

combined disclosures of Stafford and Kennedy to yield the claimed invention. Conclusory

statements that the combination will improve reliability of the Safford system without evidentiary
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support are not enough to satisfy the requirement that the Examiner provide “articulated reasoning
with some rational underpinning to support the legal conclusion of obviousness.” MPEP 214 1(1I11).
Setting aside the insufficient explanation in this regard, by copying the Requestor’s grounds almost
verbatim, the Examiner failed to correctly assess the differences between Safford and Kennedy,
and ultimately the differences between the art and the claimed invention.

As discussed above, Safford discusses swapping a broken-lockstep pair of processors with
a standby pair of processors. Safford is silent with regard to the broken-lockstep pair being boot
processors, which the Examiner acknowledged. Indeed, there is no evidence in the record of any
boot processor operated in lockstep. Kennedy does not cure this shortcoming because it teaches
default and alternative processors operating alternatively and in succession during system
initialization, not as a pair in lockstep. Kennedy at 7:5-13. The record, therefore, contains no
evidence of prior art that teaches boot processors operating in lockstep, nor is there any evidence
in the records to establish the rationale for such a system.

The Examiner’s rationale for combining Safford and Kennedy is therefore faulty because
there is no prior art evidence showing (1) boot processors operating in lockstep, and (2) that loss
of lockstep in processor pairs during initialization was desirable, or that lockstep could even be
resolved without crashing the system, given the disparate architecture of the Safford and Kennedy
systems. The Wolfe declaration (Ex. 1003 at J187) cited by the Examiner for the rationale and
expectation of success contains mere conclusory statements that ignore these distinctions between
Safford and Kennedy. Conclusory statements by the third party requestor’s expert cannot meet the
Office’s burden with respect to either the rationale or the expectation of success of the proposed
Safford and Kennedy combination. See In re NuVasive, Inc., 842 F.3d 1376, 120 U.S.P.Q.2d 1821

(Fed. Cir. 2016).

10
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The Examiner has therefore failed to make a prima facie case of obviousness with regard
to independent claims 1 and 9, and the claims dependent thereon for at least this reason.

2. Claims 1 and 9: Safford in view of Kennedy fail to disclose [1.3] “logic
operable, responsive to detecting loss of lockstep for said boot processor, for transferring,
during system runtime, the role of boot processor to said spare processor”.

The Examiner alleges that Safford and Kennedy teach responsive to detecting loss of
lockstep for said boot processor. NFOA at p. 9 (citing Safford, 4:19-24). At 4:19-24, Safford
provides merely that pairs of “six processors 111, 113, 121, 123, 125, and 127 operate in lock step
(i.e., are processing code sequences). For example, the processor 111 operates in lockstep with the
processor 113, and the processor 121 operates in lock step with the processor 123 and the processor
125 operates in lock step with the processor 127.” The Examiner acknowledged, however, that
Safford does not explicitly disclose that any of its processors is a boot processor. As such, Safford
fails to disclose “logic operable for detecting the loss of lockstep for said boot processor”, as
recited in claim 1 and similarly in claim 9. Kennedy does not make up for this deficiency.
Specifically, as discussed above, Kennedy uses physical slots to distinguish between a default and
alternative processors. Collectively, Safford and Kenndy do not disclose or suggest a pair of
lockstep processors operating as boot processors, that this configuration is even possible, and
therefore do not collectively teach “logic operable for detecting the loss of lockstep for said boot
processor”.

Safford in view of Kennedy also fails to teach or suggest “fransferring, during system
runtime, the role of boot processor to said spare processor,” as recited in claim 1 and similarly in
claim 9. The *781 Patent, with reference to Fig. 5, discusses a process for recovering lockstep that
begins with a processor booting in lockstep mode (block 501) and continues in normal boot mode

(block 503).°781 Patent at 17:7-19. Loss of lockstep is determined during the boot process at block
11
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505, which triggers attempts to recover lockstep during the normal boot process. /d. Fig. 5, 17:33-
36. The terms “during system runtime” as used in claims 1 and 9 therefore means “after the start
of the normal boot process.” Moreover, because the transfer occurs responsive to detecting loss
of lockstep for said boot processor, the terms “transferring ... the role of boot processor to the
spare processor” correspondingly imply that such role transfer occurs after the start and during
the normal boot process.

The Examiner, alleges that the “transferring” element [1.3] is taught by Safford at 2:26-32,
which suggests “moving an architected state of the processor unit experiencing the loss of lock
step to a spare processor unit, wherein the spare processor unit becomes an active processor unit
in the computer system.” NFOA at p. 9. The Examiner is mistaken. First, moving “architecture
state” of one pair of processors to another pair of processors to recover the loss of lockstep is not
the same as transferring the role of any of the processors, as discussed above. As such, Safford
fails to disclose transferring the role of the boot processor to the spare processor, as recited in
claim 1 and similarly in claim 9. Second, as also discussed above, Stafford does not teach
recovering lockstep during the boot process. Kennedy does not cure this deficiency because
Kennedy does not attempt to recover during the boot process, rather, it merely determines which
of the available processors will be used to boot the system at start up, based on the physical location
of the processor (Kennedy at 7:5-13, see also, id. at 10:37-51). The Examiner has not shown that
it was desirable or even possible to transfer boot roles to the spare “during system runtime”, i.e.,
after the start of and during the normal boot process.

The Examiner further states, “the knowledge that a boot processor was a common

component in computer systems (e.g., Safford’s system), a POSITA would have understood

12
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Safford as disclosing the failover of a boot processor to a hot spare processor in response to a loss
of lockstep.” NFOA p 10 (emphasis added). Applicant respectfully disagrees.

First, it is not enough here to show that a computer system uses a boot processor. The
Examiner fails to appreciate that loss of lockstep involves a pair of processors, which in the context
of claims 1 and 9 require a showing by the Examiner of a pair of processors operating in lockstep
during the boot process. There is no evidence in the record that shows a pair of boot processors
operating in lockstep, any suggestion to modify Safford to yield this functionality, nor evidence to
show an expectation of success. Again, conclusory statements do not suffice.

Second, it is wholly inappropriate for the Examiner to take official notice of these facts (e.g.,
a boot processor was a common component in computer systems) and then to parlay that into what
a POSITA would have understood Safford to disclose, especially when the Examiner asserts a
POSITA would have understood Safford to disclose precisely what it is missing, namely, “the
failover of a boot processor to a hot spare processor in response to a loss of lockstep.” NFOA p.
10.

The Examiner’s apparent use of official notice as a basis of forming an obviousness
rejection is inappropriate under the substantial evidence standard of review. In a determination of
obviousness, factual findings as to scope and content of the prior art, level of ordinary skill in the
art, differences between the claimed invention and the prior art, and secondary considerations of
non-obviousness must be supported by substantial evidence. Novamedix Distrib. Ltd v. Dickinson,
175 F. Supp. 2d 8, 9 (D.D.C. 2001). General conclusions about what it believed to be “basic
knowledge and common sense [in the art] that is not based on any evidence in the record lacks
substantial evidence support” In re Zurko, 258 F.3d 1379, 1385 (Fed. Cir. 2001). “The [Examiner]

cannot reach conclusions based on his own assessment, understanding, or experience of what it

13
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believes to be common sense”, instead, “the [Examiner] must point to some concrete evidence in
the record in support of these findings.” Id. at 1386. See MPEP 2144.03(C). The Wolfe Declaration
merely contains conclusory allegations that do not satisfy the substantial evidence standard.
Patent Owner submits that the material officially noticed by the Examiner is not capable of
instant and unquestionable demonstration as to defy dispute, nor is it of such notorious character
as to serve only to fill in the gaps in the evidence of the record. Accordingly, Patent Owner
demands that the Examiner produce documentary evidence of the fact so noticed if the rejections

are to be maintained.

The Examiner has therefore further failed to make a prima facie case of obviousness with
regard to independent claims 1 and 9, and the claims dependent thereon, for at least the reasons

discussed above.

3. Claims 3 and 4 (and 19 and 20 to the extent that the Examiner relies on
Kennedy): Safford in view of Kennedy failed to disclose ““a user interface operable to
receive input specifying said one of said plurality of processors to be assigned said role
of boot processor.”

The Examiner acknowledges that Safford fails to explicitly disclose the user interface of
claims 3 and 4, but argues that “Safford as modified by Kennedy would have rendered this claim
limitation obvious to a POSITA [because] [it]t was well known in the art that the act of selecting
processor roles in computer systems (e.g., master/slave designations, distinct duty assignments or
permissions in asymmetric multiprocessor configurations, etc.) is often performed via user
interfaces.” NFOA p. 12-13 (emphasis added) (citing Wolfe Decl. (Ex. 1003, q 190)).

Wolf does not provide any supporting evidence for this contention and this contention is

therefore insufficient to support a finding of obviousness. Indeed, the Examiner copied the

14
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unsupported statements from the Wolfe declaration verbatim, which clearly indicate that the
statements are the declarant’s opinion, not facts:

190. Claim 3: .... In my opinion, it was well known in the art that the act of

selecting in computer systems is often performed via user interfaces. Based on

this common knowledge in the art, I agree that a POSITA would have understood

Kennedy's teaching about selecting the processor to boot the system as including

a boot processor selection made by input received via a user interface. In my

opinion, a POSITA would have been motivated to modify Safford by Kennedy

and this common knowledge in the art to enable a user to select which processor

is to boot the system via a user interface. In my opinion, it was well within the

skill of a POSITA to modify Safford's system by Kennedy in this manner, and

thus this combination of Safford and Kennedy would have been expected to

succeed. Wolfe Decl. {190) (emphasis added).

Claims 19 and 20 were similarly rejected.

The Patent Owner submits that the material in claim 3-4 and 10-20 officially noticed by
the Examiner is not capable of instant and unquestionable demonstration as to defy dispute nor is
it of such notorious character as to serve only to fill in the gaps in the evidence of the
record. Accordingly, the Patent Owner demands that the Examiner produce documentary evidence
of the facts so noticed if the rejections are to be maintained.

The Examiner has therefore failed to make a prima facie case of obviousness with regard
to claim 3 and similarly claim 4 for at least the reasons discussed above.

4. Claims 9 - Safford in view of Kennedy fail to disclose [9.4]: “responsive to

changing the assignment of the role of boot processor to said spare processor, an

operating system of the system recognizing said spare processor as the boot processor

without requiring shutdown of said operating system”

The Examiner recognizes that Safford fails to disclose element [9.4]. Specifically, the
Examiner states, “Safford lacks an explicit disclosure of an operating system that recognizes the

spare processor as the boot processor without requiring shutdown.” NFOA p. 20. The Examiner

alleges that Kennedy makes up for this deficiency. NFOA p. 20 (citing Kennedy at 9:1-5) (“a

15
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central system boot ROM 150 accessible by all processors ... may be used by the operating
system.”); id. at 9:53-55 (“[T]he CPU1 120 controls the system again and begins the operating
system boot process.”), and id. at 10:42-45 (“The alternative boot processor ... can execute the
boot code in the central boot ROM 150”). The Examiner is mistaken. Indeed, at p. 42 of the
NFOA the Examiner acknowledges that Kenndy fails fo disclose this limitation.

At 9:1-5 Kennedy merely discusses the operating system using the central system boot
ROM 150. At 9:53-55 Kennedy discusses CPU1 controlling the system after execution of its ISTC
and check-in to begin the operating system boot process. That is the extent of Kennedy’s discussion
about the operating system. At 10:42-45 Kennedy merely notes that the alternative processor can
execute the boot code, not that it will do so without restarting the operating system. Moreover,
an operating system in accordance with claim 9 recognizes the spare “responsive to changing the
assignment’, which is further “responsive to detecting loss of lockstep for said boot processor”,
and which occur after the start of normal boot process. See discussion of Fig. 5, supra. Kennedy
does not attempt to recover during the boot process, rather, it merely determines which of the
available processors will be used to boot the system at startup. Kennedy at 7:5-13, see also, id. at
10:37-51. Accordingly, the proposed combination of Safford and Kennedy fail to teach or suggest
“an operating system of the system recognizing said spare processor as the boot processor

without requiring shutdown of said operating system” as recited in claim 9.
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F. Rejection 2, The proposed combination of Kennedy in view of Nguyen and
Fox fails to teach or suggest each and every element of Independent Claims 1, 9, 16
and 25

1. Claims 1 and 16, element [1.2]: data storage storing information that
assigns a role of boot processor to one of said plurality of processors and assigns a role

of spare processor to another of said plurality of processors

The Examiner asserts that Kennedy discloses information that “assigns a role of boot
processor to one of said plurality of processors and assigns a role of spare processor to another
of said plurality of processors.” NFOA at 28, The portions of Kennedy that the Examiner relied
on are as follows:

The CPU ISTC memories hold configuration information and the ISTC
specific to the associated CPU, and the I/O board ISTC memories hold the
peripheral configuration information and the ISTC for the associated 1/0 board.
Kennedy at 7:33-35.

As previously explained, the ISTC memory associated with each CPU
contains the ISTC code as well as configuration information about the CPU. Thus,
the boot CPU determines how many CPUs are present on the bus 104 by reading
the memory location assigned to the ISTC memory for each slot (e.g. D100,0000
hex for slot 1, D200,0000 hex for slot 2, etc). Id. at 9:16-21) (emphasis added).

For instance, provision needs to be made to determine which processor will
boot the system, and if this “default' boot processor fails to boot the system, an
alternative processor, if one is installed, should take over boot operations to
enhance the availability of the system. Id. at 7:9-13 (emphasis added).

The architecture provides a method and apparatus to interface multiple
processors to the backplane system bus such that upon start-up of the computer

system, one default boot CPU is designated to boot the system, and if this CPU
fails, control transfers automatically to an alternate processor. /d. at 7:33-35.

As can be gleaned from at least the above, Kennedy is directed to “a multiprocessor
interconnection architecture with a backplane system bus for use with multiple processors.” Id. at
2:13-15. According to Kennedy, each CPU, memory, and 1/O module for the system maintains a

copy of the initialization data and self-test code portion of its own boot code, and potentially its
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entire boot code, which can be transferred to memory for execution for the purpose of initialization
and self-testing of the associated module.” Id. at 2:22-27 (emphasis added). The Kennedy system
includes a backplane bus with connector slots capable of receiving multiple central processing
units, memory modules, and other input/output modules. Id. at 2:30-34. The system includes a
default boot central processing unit installed in a first slot on the backplane bus, and may also
have one or more alternate boot central processing units installed in a second slot on the backplane
bus. Id. at 2:35-38. This physical slotted approach by Kennedy, i.e., placing the default boot
processor in the first slot and any alternative processors in secondary slots, is not the same as data
storage storing information that assigns of boot and spare roles to processors, as recited in claims
1 and 16. Nguyen and Fox do not cure this deficiency. Moreover, one skilled in the art would not
modify Kennedy to yield the claimed invention, because doing so would frustrate the purpose of
Kennedy’s physical architecture as a solution with regard to overcoming problems associated with
which processors boot the system. See Kennedy at 1:60-2:12; 2:29-38).
Accordingly, the Examiner has not made a prima facie case that claims 1 and 16, and the
claims dependent thereon, are unpatentable over the cited references for at least this reason.
2. Claims 1, 9, 17, and 25, element [1.3]: logic operable, responsive to detecting
loss of lockstep for said boot processor, for transferring, during system runtime, the role
of boot processor to said spare processor
The Examiner acknowledges that Kennedy fails to teach or suggest “detecting loss of
lockstep for said boot processor.” NFOA p. 30 (emphasis added). To overcome this deficiency,
the Examiner relies on Nguyen for this limitation missing in Kennedy.
Nguyen is directed to multi-core processors operating in functional redundancy checking
mode. Nguyen, Abstract. Each replicated execution core may include one or more caches, register

files and supporting resources in addition to the basic execution units (integer, floating point, load
18

Page 98 of 1042



store, etc.). Nguyen at [0006]. Further, each execution core 120 includes a data pipeline 124 and
an error pipeline 128 that feed into FRC checker 130 and error detector 140, respectively. Id. Data
pipeline 124 represents the logic that operates on various types of data assist moves through
processor 110 toward FRC checker 130. Id. Data processed by data pipeline 124 may include result
operands, Status flags, addresses, instructions and the like that are generated and staged through
processor 110 during code execution. /d.

As with Safford, Nguyen makes no mention of a boot processor. The functions discussed
by Nguyen are simply not the functions of a boot processor. For example, there is no need for a
data pipeline and/or an error pipeline in boot processors. Id. Moreover, the only mention of
lockstep is an indication that the execution cores operate in lockstep during normal FRC mode,
not unlike Safford. Id. at [0024]. While the Examiner appears to generalize all processors in the
prior art to be one and the same, the boot processor, which is responsible for booting the system,
is distinguishable from generic execution cores in a multi-core architecture that are processing
requests from applications.

For the “transferring, during system runtime, the role of boot processor to said spare
processor” element [1.3], the Examiner refers the Wolfe declaration (Ex. 1003 at 4205), arguing
that Kenndy discusses “replac[ing] the boot processor with the alternative processor in response
to a failure of the boot processor...” NFOA at p. 30. First, Wolfe’s statements are merely
conclusory and are not entitled to any weight. Second, as discussed above, the terms “during
system runtime” as used in claims 1 and 9 means “after the start of the normal boot process.”
Moreover, because the transfer occurs responsive to detecting loss of lockstep for said boot
processor, the terms “transferring ... the role of boot processor to the spare processor’

correspondingly imply that such role transfer occurs after the start and during the normal boot
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process. Kennedy does not attempt to recover during the boot process, rather, it merely determines
which of the available processors will be used to boot the system at startup, based on the physical
location of the processor (Kennedy at 7:5-13, see also, id. at 10:37-51). Accordingly, Kennedy in
view of Nguyen does not disclose transferring the role of the processor after startup and during the
normal boot process, in accordance with the claims. Moreover, the Examiner has not shown that
it was desirable or even possible to transfer boot roles to the spare “during system runtime”, i.e.,
after the start of and during the normal boot process, particularly with regard to the slotted
architecture taught by Kennedy. Accordingly, the Examiner has failed to provide sufficient basis

for combing and modifying Kennedy and Nguyen to support a finding of obviousness.

Claims 9, 17, and 25 recite similar elements. Accordingly, Kennedy in view of Nguyen
and Fox do not disclose all of the elements of claim 1, 9, 17, and 25.

3. Claims 1, 9, 16, and 26 — No basis for combining Kennedy in view of Nguyen
and Fox to yield the claimed invention.

As with Rejection 1, the Examiner failed to provide sufficient basis for combining and
modifying the combined disclosures of Kennedy, Nguyen, and Fox to yield the claimed invention.
Conclusory statements that the combination will decrease delays in failing over from the boot
processor to the spare processor without evidentiary support are not enough for the examiner to
make a prima facie case of obviousness. Notwithstanding, Examiner here too has failed to
correctly assess the differences between Kennedy, Nguyen, and Fox and ultimately the differences
between the art and the claimed invention.

Kennedy teaches default and alternative processors operating alternatively and in

succession at the time that the system is initialized, i.e., before the operating system boot process.
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Kennedy at 7:4-13; 8:5-8 (“When a circuit board is initializing, the board specific ISTC is
transferred from the associated ISTC memory to the memory 130 by the boot processor and
assembled into executable code.”), 9:53-55 (“Once each CPU in the system has executed its ISTC
and has checked in, the CPU1 120 controls the system again and begins the operating system boot
process.”) Because Kennedy relates to the startup process only, delays from failing over is not a
concern because the time to boot a processor is relatively short, as compared to booting the
operating system and the associated applications for continuity. Moreover, it is understood that
execution of applications by the operating system does not occur until after the operating system
has booted. See. e.g., Fox at 1:25-27. It is also understood that the desire to maintain application
continuity is a concern after the operating system has booted. See id. Fox, for instance, proposes a
solution that involves “hot” swapping processors after the operating system has booted. See id., at
3:3-15. Because Nguyen and Fox provide solutions unrelated contextually to Kennedy (Nguyeen
and Fox, supra), a person of ordinary skilled in the art would not look to combine Kennedy without
any of the other reference of record.

Moreover, as also discussed above, there is no prior art evidence showing (1) boot
processors operating in lockstep, and (2) that loss of lockstep in boot processor pairs could be

resolved without crashing the system, with the combined Kennedy, Nguyen, and Fox.

The Examiner has therefore failed to make a prima facie case of obviousness with regard

to claims 1-30 for at least the reasons discussed above.

III. Conclusion
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The other dependent claims are patentable over the references of record for the same
reasons noted above, as well as additional reasons. The Patent Owner reserves the right to argue
additional distinctions in its discretion.

In view of the foregoing, the Patent Owner respectfully requests that the Examiner certify

the patentability of claims 1-30 of the *781 Patent.

Date: May 20, 2024 Respectfully submitted,

/Antonio Papageorgiou/
Antonio Papageorgiou

Reg. No. 53,431
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90/019,244 09/01/2023 7627781 7031
199393 7590 05/01/2024 | EXAMINER
Atlantic IP
c/o Lombard Geliebter LLP BONSHOCK, DENNIS G
1325 Sixth Aveneue
28th Floor | ART UNIT | PAPER NUMBER
New York, NY 10019 3992
| MAIL DATE | DELIVERY MODE
05/01/2024 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patents and Trademark Office
P.O.Box 1450

Alexandria, VA 22313-1450
www.uspto.gov

5/1/2024

THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS

GREENBERG TRAURIG (NJ)

500 CAMPUS DRIVE, SUITE 400

P.0. BOX 677

FLORHAM PARK, NEW JERSEY 07932

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. : 90019244
PATENT NO. : 7627781
ART UNIT : 3992

Enclosed is a copy of the latest communication from the United States Patent and Trademark Office
in the above-identified ex parte reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a reply
has passed, no submission on behalf of the ex parte reexamination requester will be acknowledged
or considered (37 CFR 1.550(g)).
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Application No.: 90/019,244 Applicant(s): 7,627,781

Decision on Petition for Extension

Examiner Art Unit

of Time in Reexamination BONSHOCK, DENNIS 3992

1. THIS IS A DECISION ON THE PETITION FILED 04/22/2024.

2. THIS DECISION IS ISSUED PURSUANT TO:

A. |Z| 37 CFR 1.550(c) — The time for taking any action by a patent owner in a third party requested ex parfe
reexamination proceeding will be extended only for sufficient cause and for a reasonable time specified.

B. ] 37CFR 1.550(c) — The time for taking action by a patent owner in a patent owner requested ex parte
reexamination proceeding will only be extended for more than two months for sufficient cause and for a

reasonable time specified.

C. [] 37 CFR 1.956 — The time for taking any action by a patent owner in an infer partes reexamination proceeding
will be extended only for sufficient cause and for a reasonable time specified.
The petition is before the Central Reexamination Unit for consideration.

3. FORMAL MATTERS: Patent Owner requests that the time period for filing a response to the non-final Office action
mailed on 02/20/2024, which set a one (1) month shortened statutory period for response, be extended by one (1)

month.
A. Petition fee per 37 CFR § 1.17(g)):

i. [ Petition includes authorization to debit a deposit account.
i. [X] Petition includes authorization to charge a credit card account.

ii. [] Other:

B. X Proper certificate of service was provided. (Not required in reexamination where patent owner is requester).

C. X Petition was timely filed.
D. X Petition properly signed.
4. DECISION (See MPEP 2265 and 2665)

A. IZI Granted or [_] Granted-in-part for
i. ] Other/comment:

B. [] Dismissed because:

. (See 37 CFR 1.550(c) and 37 CFR 1.956).

i. [ Formal matters (See unchecked box(es) (A, B, C and/or D) in section 3 above).

i. [] Petitioner failed to provide a factual accounting of reasonably diligent behavior by all those
responsible for preparing a response to the outstanding Office action within the statutory time period.

iii. [] Petitioner failed to explain why, in spite of the action taken thus far, the requested additional time is

needed.

iv. [] The statements provided fail to establish sufficient cause to warrant extension of the time for taking

action (See attached).
v. [ The petition is moot.
vi. [] Other/comment:

5. CONCLUSION:

Direct telephone inquiries to either QAS Stephen J. Stein at
571-272-1544 or SPRS Andrew J. Fischer at 571-272-
6779.

/Andrew J. Fischer/, Supervisory Patent Reexamination
Specialist, Central Reexamination Unit

U.S. Patent and Trademark Office

Part of Paper No. 20240501

PTO-2293 (Rev. 11-2013) Decision on Petition for Extension of Time in Reexamination
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P.O. Box 1450
HRITED STATES Alexandria, Virginia 22313-1450
PATERT AND TRADEMARE OFRILE WWW.uspto.gov

FEE ADDRESS CHANGE

APPLICATION # FILING OR 371(C) DATE REQUEST ID

90/019,244 09/01/2023 206518

The following fields have been changed to Customer Number 199393 on 04/26/2024 via Patent Center in view of the certification copied below
that authorized the change.

* Maintenance Fee Address

The address for Customer Number 199393 is:

199393 - Atlantic IP

c/o Lombard Geliebter LLP
1325 Sixth Aveneue

28th Floor

New York, NY 10019

I certify, in accordance with 37 CFR 1.4(d)(4), that I am :

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given power of attorney in this
application

Signature Name Registration #

/Antonio PAPAGEORGIOU/ Antonio Papageorgiou 53431
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This Acknowladgemend Recsipt evidencss receipt on the noled dale by the USPTG of the indicated documents, characterizad
by the applicant, and including pags L‘-OLE:’*-&:-; where appiic as evidenae of receipt sinmilar 1o a Post Sard, a8
described in MPER 501,

o)

New Applications Under 38 LLS.C 11

i & new applicalion is being fled and the application includes iha necessary components for filing date (see 37 CFR 1.585(b-(d)
ard MPER 508}, a Filing Receipt (37 GFR 1.54) will ba issued in dus courss and the date shown on this Acknowledgement
acaint will eslabiish the filing dale of the application

)L'b

33

National Stage of an international Application under 38 U8.C. 374
i a timely subrnission 1o enter the national stage of an inlermational application is compliant with the conditions of 35 UL8.C.

371 and other applicable requiremeanis a Form POT/DOEDA0S indicating acceptance of the application as a national stage
submussion under 35 LLE.C. 371 will be issued in addition 10 the Fiing Hecsipt, In dus cowsa.

New International Application Flled with the USPTO as 2 Recelving Qffics

# a new intermnational aopiicaiisr“ i3 baing filed and the international application includes ihe nacessary componanis for an
international filing date {see POT Article 11 and MPEP 1810}, a Notification of the international Application Number and of the
international Filing Date (Form POT/RO/MTOE) will be ssued in dus course, subject to praseriptions concerning national security,
and the date shown on this Acknowledpe -“-*em s-izszces_sa will eslablish the international filing dale of the application.
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Attorney Docket No. FTL-REX244

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent of
Application No.
Patent No.
Filing Date

Title

Michaelis, Scott L, et al.

90/019,244 Confirmation No. : 7031

7,627,781

October 25, 2004 Issue Date:  December 1, 2009
SYSTEM AND METHOD FOR ESTABLISHING A SPARE

PROCESSOR FOR RECOVERING FROM LOSS OF
LOCKSTEP IN A BOOT PROCESSOR

CERTIFICATE OF SERVICE

I hereby certify that a true and correct copy of the foregoing Request for an Extension of

Time Pursuant to 37 C.F.R. 1.550(c); Declaration of Brett Cooper in Support of Petition to for

Extension of Time to Respond to a Reexamination Office Action Pursuant to 37 CFR 1.550(c),

Power of Attorney and Assignee showing of ownership per 37 CFR 3.73 was electronically filed

on April 22, 2024 and served upon counsel of record via First Class Mail on April 24, 2024 to:

GREENBERG TRAURIG (NJ)
500 CAMPUS DRIVE, SUITE 400

P.O. BOX677

FLORHAM PARK NJ 07932

Date: April 24, 2024

Customer No. 89220
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[Antonio Papageorgiou/
Antonio Papageorgiou

USPTO Reg. No. 53431

Attorney for Patent Owner, Foras Technologies Ltd



2\ UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: (P;SW]S“S;)ONER FOR PATENTS

0. Box

Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
90/019,244 09/01/2023 7627781
CONFIRMATION NO. 7031
89220 POA ACCEPTANCE LETTER
Antonio Papageorgiou
Lombard Galebter LLP I N A
0C000000071516912

230 PARK AVENUE 4TH FL WEST
New York, NY 10169

Date Mailed: 04/24/2024

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 04/22/2024.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

Ipflewis/

page 1 of 1
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2\ UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: (P;SW]S“S;)ONER FOR PATENTS

0. Box

Alexandria, Virginia 22313-1450
.80V

www.uspto.
APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
90/019,244 09/01/2023 7627781
CONFIRMATION NO. 7031
56436 POWER OF ATTORNEY NOTICE
Hewlett Packard Enterprise

3404 £. Harmony Road A TR
Mail Stop 79 0OC000000071516833

Fort Collins, CO 80528

Date Mailed: 04/24/2024

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 04/22/2024.
+ The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/ptlewis/
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Attorney Docket No. FTL-REX244

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventors : Michaelis, Scott L, et al.

Application No. : 90/019,244 Confirmation No. : 7031

Patent No. : 7,627,781

Filing Date : October 25, 2004 Issue Date:  December 1, 2009
Title : System And Method For Establishing A Spare Processor For

Recovering From Loss Of Lockstep In A Boot Processor

Request for an Extension of Time Pursuant to 37 C.F.R. 1.550(c)

A non-final office action was issued in the above referenced reexamination of the on
February 20, 2024, with a two-month response period making a reply from the patent owner due
on April 22, 2024.

The patent owner is requesting a one month extension to file a reply to the non-final office
action pursuant to 37 C.F.R. 1.550(c). The patent owner submits that this extension is reasonable.

The fee pursuant to 1.17(g) accompanies this petition.

As noted in the declaration in support of this petition, the patent owner has sufficient cause
for the Office to grant its request. Specifically, the third party requester, Unified Patents LLC,
served the request for reexamination using the customer number associated with the previous
assignor, Hewlett Packard Enterprises. Although the previous assignor would forward notice to
the patent owner, this time it did not. As a result, the patent owner nor its representatives received
notice of the non-final office action until the due date for a response, April 22, 2024. Specifically,

Mr. Brett Cooper only became aware of the reexamination in connection with a pre-trial
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Attorney Docket No. FTL-REX244

conference that was held today. (See Cooper Decl. at § 7). Because of the late notice of the Office
Action, FORAS does not have the ability to meaningfully reply to the Office Action.
Accordingly, grant of this request is respectfully requested.

Date: April 22, 2024 Respectfully submitted,

/Antonio Papageorgiou/
Antonio Papageorgiou

Reg. No. 53,431
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PTO/AIA/96 (11-23)

Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

First Named Inventor/Patent Owner:Foras TeChnO|09ies Ltd.

Application No./Patent No.: /627,781 Filed/lssue Date: D€cember 1, 2009
SYSTEM AND METHOD FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Titled:
Foras Technologies Ltd. a Corporation
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached™.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: Scott L. Michaelis & Anurupa Rajkumari  ,. Hewlett-Packard Development Company, L.P.

The document was recorded in the United States Patent and Trademark Office at

Reel 015941 , Frame 0381 , or for which a copy thereof is attached*.
2 From: Hewlett-Packard Development Company, L.P. .. Hewlett Packard Enterprise Development LP

The document was recorded in the United States Patent and Trademark Office at
Reel 037079 , Frame 0001 , or for which a copy thereof is attached™.

[Page 1 of 2]
A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with
an information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB
Control Number. The OMB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 12 minutes per
response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and
reviewing the information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions
for reducing this burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email
InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Approved for use through 05/31/2024. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3 From' Hewlett Packard Enterprise Development LP, Hewlett Packard Enterprise Company TO . SOnra" Memory’ L‘td .

4. From: Sonrai Memory, Ltd.

The document was recorded in the United States Patent and Trademark Office at

Reel 052567 , Frame 0734 , or for which a copy thereof is attached™.

To: Foras Technologies Ltd.

The document was recorded in the United States Patent and Trademark Office at

Reel 058992 , Frame 0571 , or for which a copy thereof is attached™.

5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached*.
6. From: To:

Reel , Frame

/Antonio Papageorgiou/

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

Signature

Antonio Papageorgiou

The document was recorded in the United States Patent and Trademark Office at

, or for which a copy thereof is attached™.

*As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

April 22, 2024

Printed or Typed Name

Date
53431

Title or Registration Number
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. The United States Patent and Trademark
Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s system of
records is used to manage all applicant and owner information including name, citizenship, residence, post office
address, and other information with respect to inventors and their legal representatives pertaining to the
applicant's/owner’s activities in connection with the invention for which a patent is sought or has been granted. The
applicable Privacy Act System of Records Notice for the information collected in this form is COMMERCE/PAT-
TM-7 Patent Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013). https://
www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07341. pdf

Routine uses of the information in this record may include disclosure to:

1) law enforcement, in the event that the system of records indicates a violation or potential violation of law;
2) a federal, state, local, or international agency, in response to its request;

3) a contractor of the USPTO having need for the information in order to perform a contract;

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires
disclosure of the record;

5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record;

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to
opposing counsel in the course of settlement negotiations;

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of records
conducted by GSA under authority of 44 U.S.C. 2904 and 29086, in accordance with the GSA regulations and any
other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make determinations
about individuals;

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the
Atomic Energy Act (42 U.S.C. 218(c));

9) the Office of Personnel Management (OPM) for personnel research purposes; and
10) the Office of Management and Budget (OMB) for legislative coordination and clearance.
If you do not furnish the information requested on this form, the USPTO may not be able to process and/or

examine your submission, which may result in termination of proceedings, abandonment of the application, and/or
expiration of the patent.
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National Stage of an international Apphication undsr 35 UE.C. 371

¥ o timely submission o entar the nationad stage of an international application is compliant with the conditions of 35 B8.C.
371 and other applicable requirements a Form POT/DOEGGNE indicating acceptarcs of the application as a national stage
subrmission under 35 U.S.C. 371 will be issued in addition o the Filing Recaipt, In dus coursa.

New International App!i{taﬁon Fitod with the USPTO as a Recalving Office

f & new international appHoation is being fled and the inlermational application includaes the necessary components for an
international filing date (ses PCT !\r icle 11 and MPEP 1810), a Notifleation of the infernalional Application Number and of the
international Filing Dade (Form POT/RG0E) will be ssuad in due course, subject to prascrigtions concaming national security,
and the dals shown on this Acknowledgerment Recsipt will establish the international filing dals of the application.
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PTO/AIA/81B (07-13)
Approved for use through 09/30/2025. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number
[ REEXAMINATION OR SUPPLEMENTAL Control Number(s) 90/019,244 \
EXAMINATION — PATENT OWNER POWER OF Filing Date(s) September 1, 2023
ATTORNEY OR REVOCATION OF POWER OF First Named Inventor | Scott L. Michaelis
ATTORNEY WITH A NEW POWER OF ATTORNEY | Title System An Methos For Esa h1g A Spre Prccessor For Recoer g
AND CHANGE OF CORRESPONDENCE ADDRESS | Patent Number 7,627,781
FOR REEXAMINATION OR SUPPLEMENTAL Examiner Name Dennis G. Bonshock
\_ EXAMINATION AND PATENT Attorney Docket No(s) | FTL-REX244 J

I. Power of Attorney. This form may be used to change the Power of Attorney in a reexamination or
supplemental examination proceeding (or multiple proceedings where merged). This form may also be used to
change the Power of Attorney in the patent file; in such a case, a copy of this form will be placed in both the patent
file and the reexamination or supplemental examination proceeding.

A. Revocation of Previous Power of Attorney. | hereby revoke all previous patent owner powers of attorney, if
any, given:

IE in the above-identified reexamination or supplemental examination proceeding control number(s) (more than
one may be changed only if the proceedings are merged).

|§| in the file of the above-identified patent.

{check BOTH boxes if change in BOTH the patent file and the reexamination or supplemental examination
proceeding is requested).

B. Designation of Power of Attorney.

|:| A Power of Attorney is submitted herewith.

OR
| hereby appoint Practitioner(s) associated with the Customer Number identified in the box at
right as my/our attorney(s) or agent(s) to prosecute the proceeding(s)/patent identified above 89220
and selected in section I(A), and to transact all business in the United States Patent and
Trademark Office connected therewith:

OR
| hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) to prosecute the proceeding(s)
identified above, and to transact all business in the United States Patent and Trademark Office connected
therewith:

Practitioner(s) Name Registration Number

Authorization for the Power of Attorney is provided by the signature on page 2 of this form.

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure
to comply with an information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information
collection has a currently valid OMB Control Number. The OMB Control Number for this information collection is 0651-0035. Public burden for
this form is estimated to average 15 minutes hour per response, including the time for reviewing instructions, searching existing data sources,
gathering and maintaining the data needed, and completing and reviewing the information collection. Send comments regarding this burden
estimate or any other aspect of this information collection, including suggestions for reducing this burden to the Chief Administrative Officer,
United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email InformationCollection@uspto.gov. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. If filing this completed form by mail, send to: Commissioner for Patents, P.O. Box
1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Attorney Docket No. 653-106

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventors : Michaelis, Scott L, et al.

Application No. : 90/019,244 Confirmation No. : 7031

Patent No. : 7,627,781

Filing Date : 10/25/2004 Issue Date:  12/01/2009

Title : System And Method For Establishing A Spare Processor
For Recovering From Loss Of Lockstep In A Boot
Processor

DECILARATION OF BRETT COOPER IN SUPPORT OF
PETITION TO FOR EXTENSION OF TIME TO RESPOND TO A

REEXAMINATION OFFICE ACTION PURSUANT TO 37 CFR 1.550(¢)

I, the undersigned, hereby declare and state that:

1) U.S. Patent No. 7,627,781 (the “’781 Patent”) is owned by FORAS
TECHNOLOGIES LTD. (“FORAS”) (see Frame/Reel No. 058992/0571) (Ex. A,

Assignment 4), which is located at the following address:
THE HYDE BUILDING, SUITE 23
THE PARK, CARRICKMINES
DUBLIN 18, IRELAND

2) I am an attorney for FORAS in a litigation involving the ’781 Patent,
namely Foras Technologies Ltd. v. Nissan Motor Company, Ltd, et al., 1:23-cv-640
(EDTX) (the “Action”). See Ex. B.

3) I am authorized to act on behalf of the assignee, FORAS, including to
submit this statement on its behalf in support of the extension of time herein to respond to
the Office Action dated February 20, 2024 (the “Office Action™).

4) The request for reexamination of the 781 Patent was filed on September
1, 2023. The certificate of service by the third party requester (Unified Patents, LLC)
indicates that the request and the accompanying appendices and exhibits were served by

mail as follows:
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FORAS TECHNOLOGIES LTD.
¢/0 56436 - Hewlett Packard Enterprise
3404 E. Harmony Road
Mail Stop 79

Fort Collins, CO 80528

5) This customer number is associated with the previous assignor, Hewlett
Packard Enterprise (“HP”). (See Ex. A, Assignment 3). On information and belief, the
third party requester did not attempt to serve FORAS directly, including at the assignee
address noted above.

6) HP is under no obligation to forward documents concerning the assigned
patents, and on information and belief, HP did not alert FORAS and FORAS did not
therefore receive any documents concerning the 781 Patent that were mailed to the HP
address, including the request for reexamination and the Office Action in this
reexamination.

7 FORAS first learned about this reexamination and the Office Action today,
April 22, 2024, while getting prepared for today’s initial pretrial conference with Judge
Howell in the Western District of Texas. See Ex. B (D.I. 40). Specifically, a motion to
stay proceedings in the Action (filed on April 10, 2024) listed the existence of this
reexamination — the opposition to this motion to stay is not due until Friday, April 26,
2024. Once the existence of this reexamination was known, I checked the status on the
USPTO Patent Center. This is when FORAS first learned that an Office Action and that a
response thereto is due today, April 22, 2024.

8) Because of the late notice of the Office Action, FORAS does not have the
ability to meaningfully reply to the Office Action.

9) Accordingly, FORAS respectfully requests a one-month extension of time,
which would extend the deadline for a response to May 20, 2024, for it to reply to the
Office Action.

10) I hereby declare that all statements made herein of my own knowledge are
true, all statements made herein on information and belief are believed to be true, and all

statements made herein are made with the knowledge that whoever knowingly and
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willfully makes any false, fictitious, or fraudulent statements or representations shall be

subject to the penalties set forth under 18 U.S.C. 1001.

Date: April 22, 2024 Respectfully submitted,

[Brett Cooper/
Brett Cooper, Esq.

For Foras Technologies Ltd.
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4/22/24, 1:56 PM

UNITED 5TATES
PATENT AND TRAUEMARK OFFICE

United States Patent and Trademark Office

Assignment abstract of title for Application 10973077

Publication
20060107112
May 18, 2006

Application
10973077
Oct 25, 2004

Invention Patent
title/Inventor 7627781
SYSTEM AND Dec 1, 2009
METHOD FOR
ESTABLISHING A

SPARE

PROCESSOR FOR
RECOVERING

FROM LOSS OF

LOCKSTEP IN A

BOOT

PROCESSOR

Scott L.

Michaelis,

Anurupa

Rajkumari

Assignments (4 total)

Assignment 4

Reel/frame Execution date Date recorded
058992/0571 Jan 19, 2022 Feb 11, 2022
Conveyance

ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Assignors Correspondent

SONRAI MEMORY, LTD.

SUITE 900

PCT

Properties

5

VORYS, SATER, SEYMOUR AND PEASE LLP
1909 K STREET NW

WASHINGTON, DC 20006-1152

Assignee

FORAS TECHNOLOGIES LTD.
THE HYDE BUILDING, SUITE 23,
THE PARK, CARRICKMINES,
DUBLIN 18

IRELAND

Assignment 3

Reel/frame Execution date Date recorded
052567/0734 Apr 23, 2020 May 5, 2020
Conveyance

ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

https://assignment.uspto.gov/patent/index.htmli#/patent/search/resultAbstract?id=7627781&type=patNum
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4/22/24, 1:56 PM United States Patent and Trademark Office

Assignors Correspondent
HEWLETT PACKARD ENTERPRISE DEVELOPMENT LP ADAM MULLOOLY
HEWLETT PACKARD ENTERPRISE COMPANY SUITE 23, THE HYDE BUILDING, THE PARK, CARRICKMINE

DUBLIN, DUBLIN 18 IRELAND

Assignee

SONRA[ MEMORY, LTD.

SUITE 23, THE HYDE BUILDING, THE PARK, CARRICKMINE
DUBLIN DUBLIN 18

IRELAND

Assignment 2

Reel/frame Execution date Date recorded Properties Pages
037079/0001 Oct 27, 2015 Nov 9, 2015 11870 1112
Conveyance

ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Assignors Correspondent

HEWLETT-PACKARD DEVELOPMENT COMPANY, L.P. HEWLETT PACKARD ENTERPRISE
3404 E. HARMONY ROAD MS 79
FORT COLLINS, CO 80528

Assignee

HEWLETT PACKARD ENTERPRISE DEVELOPMENT LP
11445 COMPAQ CENTER DRIVE WEST

HOUSTON, TEXAS 77070

Assignment 1

Reel/frame Execution date Date recorded Properties Pages
015941/0381 Oct 20, 2004 Oct 25, 2004 1 3
Conveyance

ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Assignors Correspondent
MICHAELIS, SCOTT L. HEWLETT-PACKARD COMPANY
RAJKUMARI, ANURUPA RECORDS MANAGER

INTELLECTUAL PROPERTY ADMINISTRATION
P.O. BOX 272400
FORT COLLINS, CO 80527-2400

Assignee

HEWLETT-PACKARD DEVELOPMENT COMPANY, LP
20555 SH 249

HOUSTON, TEXAS 77070

https://assignment.uspto.gov/patent/index.htmli#/patent/search/resultAbstract?id=7627781&type=patNum 2/2
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4/22/24, 2:10 PM

Centralized CM/ECF LIVE - U.S. District Court:txwd

PATENT

U.S. District Court [LIVE]
Western District of Texas (Austin)

CIVIL DOCKET FOR CASE #: 1:23-cv-00640-RP

Foras Technologies Ltd. v. Nissan Motor Company, Ltd. et al

Assigned to: Judge Robert Pitman
Related Case: §:23-cv-00386-RP
Cause: 35:271 Patent Infringement

Plaintiff
Foras Technologies Ltd.

https://ecf.txwd.uscourts.gov/cgi-bin/DktRpt.pl?115708673735767-L_1_0-1
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Date Filed: 06/06/2023

Jury Demand: Plaintiff
Nature of Suit: 830 Patent
Jurisdiction: Federal Question

represented by Jonathan Randy Yim

BC Law Group, P.C.

200 Madison Avenue

24th Floor

New York, NY 10016
516-359-9668

Email: jyim@bclgpc.com
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Ashley Marie Ratycz

BC Law Group, P.C.

200 Madison Avenue, 24th Floor
New York, NY 10016
212-951-0100

Email: aratycz@bclgpc.com
ATTORNEY TO BE NOTICED

Drew B Hollander

BC Law Group, P.C.

200 Madison Avenue

24th Floor

New York, NY 10016
212-951-0100

Email: dhollander@bclgpc.com
ATTORNEY TO BE NOTICED

Seth Raymond Hasenour

BC Law Group, P.C.

607 Terrell Hill Drive

Ste Unit B

Austin, TX 78704
516-359-9668

Email: shasenour@bclgpc.com
ATTORNEY TO BE NOTICED

Brett E Cooper

BC LAW GROUP, P.C.

200 Madison Avenue, 24th Floor
New York, NY 10016

177



4/22/24, 2:10 PM Centralized CM/ECF LIVE - U.S. District Court:txwd

516-359-9668
Email: bcooper@b-clg.com

ATTORNEY TO BE NOTICED
V.
Defendant
Nissan Motor Company, Ltd. represented by Binal J. Patel

https://ecf.txwd.uscourts.gov/cgi-bin/DktRpt.pl?115708673735767-L_1_0-1
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Banner & Witcoff, LTD

71 S. Wacker Drive, Ste 3600
Chicago, IL 60606

312-463-5463

Fax: 312-463-5001

Email: bpatel@bannerwitcoff.com
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED

John R. Hutchins

Banner & Witcoff, Ltd.

1100 13th St. Nw, Suite 1200
Washington, DC 20005
202-824-3000

Fax: 202-824-3001

Email: jhutchins@bannerwitcoff.com
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED

Paige Arnette Amstutz

Scott, Douglass & McConnico, LLP
303 Colorado Street

Suite 2400

Austin, TX 78701

(512) 495-6300

Fax: 512-495-6399

Email: pamstutz@scottdoug.com
LEAD ATTORNEY

ATTORNEY TO BE NOTICED

Paul Thomas Qualey

Banner & Witcoff, LTD

1100 13th St., NW, Suite 1200
Washington D.C., DC 20005
202-824-3000

Fax: 202-824-3001

Email: pqualey@bannerwitcoff.com
LEAD ATTORNEY

PRO HACVICE

ATTORNEY TO BE NOTICED

Wesley W. Jones
Banner & Witcoff, Ltd.



4/22/24, 2:10 PM

Defendant

Centralized CM/ECF LIVE - U.S. District Court:txwd

1100 13th St. Nw, Suite 1200
Washington, DC 20005
202-824-3000

Fax: 202-824-3001

Email: wjones@bannerwitcoff.com
LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED

ZF Friedrichshafen AG represented by Binal J. Patel

(See above for address)

LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED

John R. Hutchins

(See above for address)

LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED

Paige Arnette Amstutz

(See above for address)

LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Paul Thomas Qualey

(See above for address)

LEAD ATTORNEY

PRO HACVICE

ATTORNEY TO BE NOTICED

Wesley W. Jones

(See above for address)

LEAD ATTORNEY

PRO HAC VICE

ATTORNEY TO BE NOTICED

Date Filed

Docket Text

06/06/2023

fironn

COMPLAINT ( Filing fee $ 402 receipt number ATXWDC-17522685), filed by Foras
Technologies Ltd.. (Attachments: # } Exhibit 1, # Z Exhibit 2, # 3 Exhibit 3, # 4 Exhibit 4,
# 3 Exhibit 5, # & Exhibit 6, # 7 Exhibit 7, # & Exhibit 8, # & Exhibit 9, # 1{ Exhibit 10, #
11 Exhibit 11, # 12 Civil Cover Sheet)(Cooper, Brett) (Entered: 06/06/2023)

06/06/2023

]

Notice of Filing of Patent/Trademark Form (AO 120). AO 120 forwarded to the Director of
the U.S. Patent and Trademark Office. (Cooper, Brett) (Entered: 06/06/2023)

06/06/2023

Had

RULE 7 DISCLOSURE STATEMENT filed by Foras Technologies Ltd.. (Cooper, Brett)
(Entered: 06/06/2023)

06/06/2023

b

NOTICE Notice of Related Cases by Foras Technologies Ltd. (Cooper, Brett) (Entered:
06/06/2023)

https://ecf.txwd.uscourts.gov/cgi-bin/DktRpt.pl?115708673735767-L_1_0-1
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06/06/2023

o

REQUEST FOR ISSUANCE OF SUMMONS by Foras Technologies Ltd.. as to Nissan
Motor Company, Ltd. (Cooper, Brett) (Entered: 06/06/2023)

06/06/2023

fie

REQUEST FOR ISSUANCE OF SUMMONS by Foras Technologies Ltd.. as to ZF
Friedrichshafen AG (Cooper, Brett) (Entered: 06/06/2023)

06/06/2023

Case assigned to Judge Robert Pitman. CM WILL NOW REFLECT THE JUDGE
INITIALS AS PART OF THE CASE NUMBER. PLEASE APPEND THESE JUDGE
INITIALS TO THE CASE NUMBER ON EACH DOCUMENT THAT YOU FILE IN
THIS CASE. (pg) (Entered: 06/09/2023)

06/06/2023

If ordered by the court, all referrals and consents in this case will be assigned to Magistrate
Judge Howell (pg) (Entered: 06/09/2023)

06/09/2023

bt

Summons Issued as to Nissan Motor Company, Ltd. (pg) (Entered: 06/09/2023)

06/09/2023

3]

Summons Issued as to ZF Friedrichshafen AG. (pg) (Entered: 06/09/2023)

06/09/2023

]

Report on Patent/Trademark sent to U.S. Patent and Trademark Office with Complaint.
(pg) (Entered: 06/09/2023)

09/12/2023

MOTION for Order Appointing International Process Server by Foras Technologies Ltd..
(Attachments: # { Proposed Order)(Cooper, Brett) (Entered: 09/12/2023)

09/27/2023

ORDER GRANTING }# MOTION for Order Appointing International Process Server.
Signed by Judge Robert Pitman. (cc3) (Entered: 09/27/2023)

12/04/2023

Unopposed MOTION for Extension of Time to File Response/Reply as to } Complaint, ZF'
Friedrichshafen AG's Unopposed Motion for Extension of Time to Respond to the
Complaint by ZF Friedrichshafen AG. (Attachments: # | Proposed Order Proposed Order)
(Amstutz, Paige) (Entered: 12/04/2023)

12/05/2023

Text Order GRANTING 12 Unopposed Motion for Extension of Time to File
Response/Reply entered by Judge Robert Pitman. IT IS ORDERED that ZF
FRIEDRICHSHAFEN AG shall answer or otherwise respond to the complaint on or before
January 8, 2024. (This is a text-only entry generated by the court. There is no document
associated with this entry.) (sh) (Entered: 12/05/2023)

12/05/2023

Reset Answer Deadline: ZF Friedrichshafen AG answer due 1/8/2024. (cc3) (Entered:
12/05/2023)

12/06/2023

SUMMONS Returned Executed by Foras Technologies Ltd.. ZF Friedrichshafen AG
served on 11/13/2023, answer due 1/8/2024. (Cooper, Brett) (Entered: 12/06/2023)

12/28/2023

Unopposed MOTION for Extension of Time to File Answer re { Complaint, by Nissan
Motor Company, Ltd.. (Attachments: # } Proposed Order to Unopposed Motion)(Amstutz,
Paige) (Entered: 12/28/2023)

01/02/2024

Text Order GRANTING 14 Unopposed Motion for Extension of Time to Answer entered

by Judge Robert Pitman. IT IS ORDERED that Nissan shall answer or otherwise respond
to the complaint on or before February 9, 2024. (This is a text-only entry generated by the
court. There is no document associated with this entry.) (sh) (Entered: 01/02/2024)

01/02/2024

Reset Answer Deadline: Nissan Motor Company, Ltd. answer due 2/9/2024. (cc3)
(Entered: 01/02/2024)

01/08/2024

MOTION to Dismiss for Lack of Jurisdiction Defendant ZF Friedrichshafen AG's Motion
to Dismiss the Complaint Pursuant to Fed. R. Civ. P. 12(b)(2) by ZF Friedrichshafen AG.
(Attachments: # } Affidavit Declaration of David Council ISO ZF Friedrichshafen AG's
Motion to Dismiss Plaintiff's Complaint)(Amstutz, Paige) (Entered: 01/08/2024)

https://ecf.tbxwd.uscourts.gov/cgi-bin/DktRpt.pl?115708673735767-L_1_0-1
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01/10/2024

RULE 7 DISCLOSURE STATEMENT filed by ZF Friedrichshafen AG. (Amstutz, Paige)
(Entered: 01/10/2024)

01/16/2024

Unopposed MOTION for Extension of Time to File Response/Reply as to }3 MOTION to
Dismiss for Lack of Jurisdiction Defendant ZF Friedrichshafen AG's Motion to Dismiss
the Complaint Pursuant to Fed. R. Civ. P. 12(b)(2) by Foras Technologies Ltd..
(Attachments: # { Proposed Order)(Cooper, Brett) (Entered: 01/16/2024)

01/18/2024

Text Order GRANTING 17 Unopposed Motion for Extension of Time to File
Response/Reply entered by Judge Robert Pitman. IT IS ORDERED that Plaintiff shall
respond on or before January 29, 2024. (This is a text-only entry generated by the court.
There is no document associated with this entry.) (sh) (Entered: 01/18/2024)

01/29/2024

Response in Opposition to Motion, filed by Foras Technologies Ltd., re 13 MOTION to
Dismiss for Lack of Jurisdiction Defendant ZF Friedrichshafen AG's Motion to Dismiss
the Complaint Pursuant to Fed. R. Civ. P. 12(b)(2) filed by Defendant ZF Friedrichshafen
AG (Cooper, Brett) (Entered: 01/29/2024)

02/05/2024

RESPONSE in Support, filed by ZF Friedrichshafen AG, re 13 MOTION to Dismiss for
Lack of Jurisdiction Defendant ZF Friedrichshafen AG's Motion to Dismiss the Complaint
Pursuant to Fed. R. Civ. P, 12(b)(2) filed by Defendant ZF Friedrichshafen AG Defendant
ZF Friedrichshafen AG's Reply Brief In Support of its Motion to Dismiss the Complaint
Pursuant to Fed. R. Civ. P. 12(b)(2) (Amstutz, Paige) (Entered: 02/05/2024)

02/06/2024

=

SUMMONS Returned Executed by Foras Technologies Ltd.. Nissan Motor Company, Ltd.
served on 12/20/2023, answer due 2/9/2024. (Cooper, Brett) (Entered: 02/06/2024)

02/09/2024

]
pants

H

NOTICE of Translation to English by Foras Technologies Ltd. re 2& Summons Returned
Executed (Cooper, Brett) (Entered: 02/09/2024)

02/09/2024

5]

NOTICE of Translation to English by Foras Technologies Ltd. re }3 Summons Returned
Executed (Cooper, Brett) (Entered: 02/09/2024)

02/09/2024

B
Lot

Motion to Dismiss for Lack of Jurisdiction Defendant Nissan Motor Company, Ltd.'s
Motion to Dismiss the Complaint Pursuant to Fed. R. Civ. P. 12(b)(2) by Nissan Motor
Company, Ltd.. (Attachments: # } Affidavit Declaration of Jacquelyn Trussell ISO Nissan
Motor Company, Ltd.'s Motion to Dismiss Plaintiff's Complaint)(Amstutz, Paige)
Modified on 2/12/2024 To edit text (bc). (Entered: 02/09/2024)

02/23/2024

IM
S

Response in Opposition to Motion, filed by Foras Technologies Ltd., re 23 MOTION to
Dismiss for Lack of Jurisdiction filed by Defendant Nissan Motor Company, Ltd. (Cooper,
Brett) (Entered: 02/23/2024)

03/01/2024

li’:s)
(&

RESPONSE in Support, filed by Nissan Motor Company, Ltd., re 23 MOTION to Dismiss
for Lack of Jurisdiction filed by Defendant Nissan Motor Company, Ltd. Defendant Nissan
Motor Company Ltd.'s Reply in Support of Its Motion to Dismiss the Complaint Pursuant
to Fed. R. Civ. P. 12(b)(2) (Amstutz, Paige) (Entered: 03/01/2024)

03/13/2024

B

Order for parties to submit a Joint Proposed Scheduling Order; due by 3/27/2024. Signed
by Judge Dustin M. Howell. (cc3) (Entered: 03/13/2024)

03/21/2024

L
e

f

RULE 7 DISCLOSURE STATEMENT filed by Nissan Motor Company, Ltd. identifying
Corporate Parent None for Nissan Motor Company, Ltd.. (Amstutz, Paige) (Entered:
03/21/2024)

03/22/2024

R

CERTIFICATE OF SERVICE by Nissan Motor Company, Ltd. 27 Disclosure Statement
(Rule 7) (Amstutz, Paige) (Entered: 03/22/2024)

https://ecf.tbxwd.uscourts.gov/cgi-bin/DktRpt.pl?115708673735767-L_1_0-1
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03/22/2024

li’:d
L

MOTION to Appear Pro Hac Vice by Paige Arnette Amstutz for Wesley W. Jones ( Filing
fee $ 100 receipt number ATXWDC-18562555) by on behalf of Nissan Motor Company,
Ltd., ZF Friedrichshafen AG. (Attachments: # i Proposed Order)(Amstutz, Paige)
(Entered: 03/22/2024)

03/22/2024

£
)

MOTION to Appear Pro Hac Vice by Paige Arnette Amstutz for Binal J. Patel ( Filing fee
$ 100 receipt number ATXWDC-18562636) by on behalf of Nissan Motor Company, Ltd.,
ZF Friedrichshafen AG. (Attachments: #  Proposed Order)(Amstutz, Paige) (Entered:
03/22/2024)

03/22/2024

MOTION to Appear Pro Hac Vice by Paige Arnette Amstutz for John R. Hutchins ( Filing
fee $ 100 receipt number ATXWDC-18562645) by on behalf of Nissan Motor Company,
Ltd., ZF Friedrichshafen AG. (Attachments: # 3} Proposed Order)(Amstutz, Paige)
(Entered: 03/22/2024)

03/27/2024

ORDER GRANTING 2§ Motion to Appear Pro Hac Vice as to WESLEY W. JONES.
Pursuant to our Administrative Policies and Procedures for Electronic Filing, the attorney
hereby granted to practice pro hac vice in this case must register for electronic filing with
our court within 10 days of this order. Registration is managed by the PACER Service
Center Signed by Judge Robert Pitman. (cc3) (Entered: 03/27/2024)

03/27/2024

o2
3

ORDER GRANTING 3} Motion to Appear Pro Hac Vice as to BINAL J. PATEL. Pursuant
to our Administrative Policies and Procedures for Electronic Filing, the attorney hereby
granted to practice pro hac vice in this case must register for electronic filing with our
court within 10 days of this order. Registration is managed by the PACER Service Center
Signed by Judge Robert Pitman. (cc3) (Entered: 03/27/2024)

03/27/2024

e

ORDER GRANTING 31 Motion to Appear Pro Hac Vice as to JOHN R. HUTCHINS.
Pursuant to our Administrative Policies and Procedures for Electronic Filing, the attorney
hereby granted to practice pro hac vice in this case must register for electronic filing with
our court within 10 days of this order. Registration is managed by the PACER Service
Center Signed by Judge Robert Pitman. (cc3) (Entered: 03/27/2024)

03/27/2024

NOTICE of Attorney Appearance by Ashley Marie Ratycz on behalf of Foras Technologies
Ltd.. Attorney Ashley Marie Ratycz added to party Foras Technologies Ltd.(pty:pla)
(Ratycz, Ashley) (Entered: 03/27/2024)

03/27/2024

Rule 26(f) Discovery Report/Case Management Plan - Joint Rule 26 Report by Foras
Technologies Ltd.. (Cooper, Brett) (Entered: 03/27/2024)

03/27/2024

A
ol

Joint MOTION for Entry of Scheduling Order Deadlines by Foras Technologies Ltd..
(Attachments: # | Exhibit A - Agreed Proposed Scheduling Order)(Cooper, Brett)
(Entered: 03/27/2024)

04/02/2024

2
o

MOTION to Appear Pro Hac Vice by Paige Arnette Amstutz Motion for Admission Pro
Hac Vice Paul T. Qualey for Nissan Motor Company, Ltd. and ZF Friedrichshafen AG (
Filing fee $ 100 receipt number ATXWDC-18597104) by on behalf of Nissan Motor
Company, Ltd., ZF Friedrichshafen AG. (Attachments: # } Proposed Order Proposed
Order)(Amstutz, Paige) (Entered: 04/02/2024)

04/03/2024

iw
frel

ORDER GRANTING 3§ Motion to Appear Pro Hac Vice as to PAUL T. QUALEY.
Pursuant to our Administrative Policies and Procedures for Electronic Filing, the attorney
hereby granted to practice pro hac vice in this case must register for electronic filing with
our court within 10 days of this order. Registration is managed by the PACER Service
Center Signed by Judge Robert Pitman. (cc3) (Entered: 04/03/2024)

04/09/2024

44

ORDER Setting Initial Pretrial Conference for 4/22/2024 01:30 PM before Judge Dustin
M. Howell. Signed by Judge Dustin M. Howell. (bot2) (Entered: 04/09/2024)

https://ecf.tbxwd.uscourts.gov/cgi-bin/DktRpt.pl?115708673735767-L_1_0-1
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04/10/2024

41

Opposed MOTION to Stay Case by Nissan Motor Company, Ltd., ZF Friedrichshafen AG.
(Attachments: # § Affidavit of John R. Hutchins, # 2 Exhibit 1, # 3 Exhibit 2, # 4 Exhibit 3,
# 5 Exhibit 4, # & Exhibit 5, # 7 Exhibit 6, # § Exhibit 7, # § Exhibit 8, # 1 Exhibit 9, # 11
Exhibit 10, # 12 Exhibit 11, # 13 Exhibit 12, # 14 Proposed Order Granting Motion to
Stay)(Hutchins, John) (Entered: 04/10/2024)

04/15/2024

42

Unopposed MOTION for Extension of Time to File Response/Reply as to 4§ Opposed
MOTION to Stay Case by Foras Technologies Ltd.. (Attachments: # { Proposed Order)
(Cooper, Brett) (Entered: 04/15/2024)

04/17/2024

Text Order GRANTING 43 Unopposed Motion for Extension of Time to File
Response/Reply entered by Judge Robert Pitman. IT IS ORDERED that Plaintiff shall
respond to the motion to stay on or before April 26, 2024. (This is a text-only entry
generated by the court. There is no document associated with this entry.) (sh) (Entered:
04/17/2024)

! PACER Service Center
! Traunsaction Receipt

04/22/2024 13:10:37
PACER Login: \japapageorgion |CHent Code: §if0ras
!i)escripﬁﬁn: Docket Report {[Search Criteria: §11:23_cv—(}064§)—R.[’
[Billable Pages: |16 ICost: H0.60

https://ecf.txwd.uscourts.gov/cgi-bin/DktRpt.pl?115708673735767-L_1_0-1
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
Www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO.
90/019,244 09/01/2023 7627781 7031
56436 7590 ‘ 02/20/2024 | EXAMINER
Hewlett Packard Enterprise
3404 E. Harmony Road BONSHOCK, DENNIS G
Mail Stop 79
Fort Collins, CO 80528 | ART UNIT | papErNUMBER
3992
| MAIL DATE | DELIVERY MODE
02/20/2024 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

DO NOT USE IN PALM PRINTER

(THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS)

GREENBERG TRAURIG (NJ)
500 CAMPUS DRIVE, SUITE 400
P.O. BOX 677

FLORHAM PARK NJ 07932

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. 90/019,244 .
PATENT UNDER REEXAMINATION 7627781 .

ART UNIT 3992.

Enclosed is a copy of the latest communication from the United States Patent and Trademark
Office in the above identified ex parfe reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a
reply has passed, no submission on behalf of the ex parfe reexamination requester will be
acknowledged or considered (37 CFR 1.550(g)).

PTOL-465 (Rev.07-04)

Page 138 of 1042



Control No. Patent Under Reexamination

90/019,244 7627781
Office Action in Ex Parfe Reexarnination Examiner AL Unt AIA (FITF) Status
DENNIS G BONSHOCK 3992 No

- The MAILING DATE of this communication appears on the cover sheet with the correspondernce address --

a. (J Responsive to the communication(s) filed on
(O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

b. (J This action is made FINAL.

C. A statement under 37 CFR 1.530 has not been received from the patent owner.

A shortened statutory period for response to this action is set to expire 2 month(s) from the mailing date of this letter.

Failure to respond within the period for response will result in termination of the proceeding and issuance of an ex parfe reexamination
certificate in accordance with this action. 37 CFR 1.550(d). EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c).

If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days

will be considered timely.

Part| THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION:
1. [ Notice of References Cited by Examiner, PTO-892. 3.0 Interview Summary, PTO-474.

2. O Information Disclosure Statement, PTO/SB/08. 4. .

Partll SUMMARY OF ACTION

1a. Claims 1-30 are subject to reexamination.
1b. [0 Claims ___ are not subject to reexamination.
2. (3 Claims ____ have been canceled in the present reexamination proceeding.
3. (O Claims _____ are patentable and/or confirmed.
4 Claims 1-30 are rejected.
5. (J Claims___ are objected to.
6. (0 Thedrawings, filedon ____ are acceptable.
7. [ The proposed drawing correction, filed on _____hasbeen (7a) (3 approved (7b) (3 disapproved.
8. [J Acknowledgment is made of the priority claim under 35 U.S.C. 119(a)-(d) or (f).

a) JAI by [ Some* ¢) [JNone of the certified copies have
1 {0 been received.
2 (O not been received.
3 (J been filed in Application No.
4 [ been filed in reexamination Control No.
5 (] been received by the International Bureau in PCT application No.
* See the attached detailed Office action for a list of the certified copies not received.

9. [J Since the proceeding appears to be in condition for issuance of an ex parte reexamination certificate except for formal
matters, prosecution as to the merits is closed in accordance with the practice under £x parfe Quayle, 1935 C.D.
11, 453 O.G. 213.

10. [J Other:

cc: Requester (if third party requester)

U.S. Patent and Trademark Office
PTOL-466 (Rev. 08-13) Office Action in Ex Parte Reexamination Part of Paper No. 20240130
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Application/Control Number: 90/019,244 Page 2
Art Unit: 3992

Notice of Pre-AIA or AIA Status
The present application is being examined under the pre-AlA first to invent

provisions.

Non-Final Office Action

This is a Non-Final action of claims 1-30 of United States Patent Number:
7,627,781 issued to Michaelis et al. (hereinafter the 781 Patent). Reexamination was
ordered on 10/10/2023 responsive to the Request for ex parte reexamination filed
9/1/2023. Responsive to the Office ordering reexamination, the Patent Owner chose
not to file a Patent Owner statement.

Extensions of time under 37 CFR 1.136(a) will not be permitted in these
proceedings because the provisions of 37 CFR 1.136 apply only to "an applicant" and
not to parties in a reexamination proceeding. Additionally, 35 U.S.C. 305 requires that
ex parte reexamination proceedings "will be conducted with special dispatch” (37
CFR 1.550(a)). Extensions of time in ex parte reexamination proceedings are provided

for in 37 CFR 1.550(c).

References
¢ U.S. Patent No. 7,085,959 to Safford (hereinafter Safford)
e U.S. Patent No. 5,450,576 to Kennedy et al. (hereinafter Kennedy)

¢ U.S. Patent No. 7,251,746 to Fox (hereinafter Fox)
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Art Unit: 3992

¢ U.S. Patent No. 7,328,371 to Kalyanasundharam et al. (hereinafter
Kalyanasundharam)
o U.S. Patent Application Pub. No. 2004/0123201 to Nguyen et al. (hereinafter Nguyen)

¢ U.S. Patent No. 5,491,788 to Cepulis (hereinafter Cepulis)

Prosecution History
Original Examination:

The 781 Patent was filed as application 10/973,077 (hereinafter the ‘077
application) on October 25, 2004.

During the original prosecution of Michaelis patent, a Non-Final rejection was
mailed on 9/20/2007. In this initial action the Office rejected the claims under obvious-
type double patenting over claims 1-30 of US application 10/972,588 and further under
35 USC 102 over Safford et al. (US patent 7,085,959), while further rejecting other
claims over a combination of Safford and Marshal (US patent 5,915,082).

On 12/12/2007, Patent Owner responded arguing specifically that: “/n contrast,
in Safford, transfer of the architected state of a processor is a transfer of
information from one processor to another, as required for one processor to start
processing instructions at the point that another processor was halted, while the
system is running. Safford does not discuss transfer of system information
(which processer is the boot processor) that remains permanent and survives a
system reset. Safford discusses rebooting individual processors while a system

is running (for example, column 4, lines 57-60, and claim3), but that is not the
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same as rebooting the entire system, which is initiated by the one designated
boot processor after a system reset or power shutdown.”

In the Office’s 3/19/2008 Non-Final rejection Examiner Le maintained the Safford
based rejections while further adding an additional grounds of rejection under 35 USC
103 over Fox et al. (US patent 7,251,749) in further view of Quach (US patent
6,625,749). There was some debate as to whether Safford was valid prior art, but

Patent Owner (then Applicant) eventually admitted that Safford was eligible:

MOTE: In applicant’s repdy W fhe previous offfor aotion, appicast sssevied tha

File History (Bx. W02 p 239

On 9/10/2008, Patent Owner filed a Terminal Disclaimer that was approved by

the Office on 9/11/2008 and further amended the claims as follows:

1. (currently amended) A system comprising:

a plurality of processors;

data storage storing information that assigns a role of boot processor to
one of said plurality of processors and assigns a role of spare processor to
another of said plurality of processors; and

logic operable, responsive to detecting loss of lockstep for said boot
processor, for transferring, during system runtime, the role of boot processor to

said spare processor, wherein said another of said plurality of processors that is
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assigned said role of spare processor is held in reserve as a hot spare processor

until said loss of lockstep is detected for said bool processor.

In the Office’s 9/23/2008 Notice of Allowance, the claims were allowed
apparently in view of the claim amendments of 9/10/2008, corresponding arguments

presented, and discussion in an interview on 9/5/2008.

Litigation History
The ‘781 Patent is involved in the following litigation:
e Foras Technologies Ltd. v. Nissan Motor Company, LTD et al., Case No.
2:23-cv-00640 (W.D. Tex., June 6, 2023)
e Foras Technologies Ltd. v. Toyota Motor Company, Inc. et al., Case No.
2:23-cv-00321 (E.D. Tex., July 12, 2023)
e Foras Technologies Ltd. v. Toyota Motor Company, Inc. et al., Case No.

2:23-cv-00150 (E.D. Tex., April 5, 2023)

Claim Rejections
In the event the determination of the status of the application as subject to AIA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any

correction of the statutory basis for the rejection will not be considered a new ground of
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rejection if the prior art relied upon, and the rationale supporting the rejection, would be
the same under either status.
The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102, if the differences between the subject matter sought to be patented
and the prior art are such that the subject matter as a whole would have been obvious at the
time the invention was made to a person having ordinary skill in the art to which said subject
matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.

Rejection 1 — as proposed in Grounds 2 - Safford (Ex. 1004) in view of Kennedy

(Ex. 1005) - (see Request pages 73-87 and in Appendix B)

Claims 1-6 and 9-15 are rejected under 35 U.S.C. 103(a) as being obvious over

the combination of Safford (Ex. 1004) in view of Kennedy (Ex. 1005).

With regard to claim 1, teaching [pre] A system comprising:, Safford disclosed
a computer system. For example, Safford disclosed that “a computer system employs
lock stepped processor cores that operate in a master/check pair.” Safford (Ex. 1004) at
2:55-57.;

With regard to claim 1, teaching [1.1] a plurality of processors, Safford
disclosed a plurality of processors included in the computer system. For example,
Safford taught that “a computer system employs lock stepped processor cores that

operate in a master/check pair. Each of two processors in the pair processes the same
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code sequences, and the resulting outputs of the processors are compared by a logic
circuit located near external interfaces of the two processors.” Safford (Ex. 1004) at
2:55-60. “For example, the node controller 130 may store the architected state of the
processors 111, 113, 121, 123, 125, and 127, either internally in the node controller
130, or in another component of the computer system 100.” Id. at 4:6-10. Accordingly,
Safford disclosed a plurality of processors included in the computer system.

With regard to claim 1, teaching [1.2] data storage storing information that
assigns a role of boot processor to one of said plurality of processors and
assigns a role of spare processor to another of said plurality of processors,
Safford disclosed, or at least rendered obvious, this limitation by disclosing memory that
stores the architected states of microprocessors, including the designation of a hot
standby processor. For example, Safford taught that “the architected states of each of
the microprocessors 22 and 24 is copied from the memory 25 into the microprocessors
22 and 24, respectively.” Safford (Ex. 1004) at 2:2-4. “For example, the node controller
130 may store the architected state of the processors 111, 113, 121, 123, 125, and 127,
either internally in the node controller 130, or in another component of the computer
system 100.” Id. at 4:6-10. “To improve reliability of processing assets, a computer
system employs lock stepped processor cores that operate in a master/check pair.” Id.
at 2:55-57. “The processor 125 may be designated as a ‘hot standby,” and is sitting idle
in lock step mode with the processor 127. Should one of the processors 111, 113, 121,
and 123 suffer an error, the hot standby processors 125, 127 may be used to speed
recovery from the resulting loss of lock step.” Id. at 4:25-30. Accordingly, Safford

described assigning the roles of master and checker to certain processors and the role
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of hot standby to another processor. See Wolfe Decl. (Ex. 1003) §187. Safford further
described one pair of these processors “operating in a lock step mode” as initially
“appear[ing] to [a] computer system...to be...a logical CPU 0" but later that logical CPU
0 designation is reassigned to another processor. See Safford (Ex. 1007) at 3:4-5, 4:52-
53 (“The processor pair 125/127 then becomes the logical CPU 0 in the computer
system 100°). A POSITA would have recognized Safford’s logical CPU 0 as being the
designation used by computing system 100 to identify its boot processor at least
because, in multi-processor system architectures like Safford’s, “logical CPU 0” was
commonly used to indicate that a processor had been selected as a boot processor.
See Wolfe Decl. (Ex. 1003) § 187. Safford lacks an explicit disclosure identifying which
processor was the boot processor, Safford as modified by Kennedy would have stored
information about the assigned roles of boot processor and spare processor. See, e.g.,
Kennedy (Ex. 1005) at 7:5-13. For example, Kennedy taught that, “if this ‘default’ boot
processor fails[,]’ then an alternate processor “should take over boot operations to
enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In view of the above
citations, Safford taught data storage that stores the architected states, such as role
assignments (e.g., master/checker), of paired processors, and Kennedy taught that
such assignments could be the roles of boot processor and spare processor. See Wolfe
Decl. (Ex. 1003) § 187. A POSITA would have been motivated to combine these
disclosures from Safford and Kennedy to improve the reliability of Safford’s system by
storing information that assigns the roles of boot processor and spare processor in case
of a reboot. Id. It was well within the skill of a POSITA to modify Safford’s system by

Kennedy in this manner, and thus this combination of Safford and Kennedy would have
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been expected to succeed. Id. Accordingly, Safford as modified by Kennedy taught data
storage storing information that assigns the role of boot processor to one of the
processors and assigns the role of spare processor to another one of the processors.
Id.

With regard to claim 1, teaching [1.3] logic operable, responsive to detecting
loss of lockstep for said boot processor, for transferring, during system runtime,
the role of boot processor to said spare processor, Safford as modified by Kennedy
disclosed, or at least rendered obvious, this limitation by disclosing the failover of a
processor to a hot standby processor in response to a loss of lockstep. For example,
Safford taught that, “[u]sing the impending loss of lock step signal, the computer system
100 may continue operating (processing) using one of the processors 111 and 113 that
did not experience an error.” Safford (Ex. 1004) at 3:27-30; “The six processors 111,
113,121, 123, 125, and 127 operate in lock step (i.e., are processing code sequences).
For example, the processor 111 operates in lockstep with the processor 113, and the
processor 121 operates in lock step with the processor 123 and the processor 125
operates in lock step with the processor 127.” Id. at 4:19-24. “The processor 125 may
be designated as a ‘hot standby,” and is sitting idle in lock step mode with the processor
127. Should one of the processors 111, 113, 121, and 123 suffer an error, the hot
standby processors 125, 127 may be used to speed recovery from the resulting loss of
lock step.” Id. at 4:25-30. “In block 210, the processor 111 signals the node controller
130 that the first processor pair 111/113 has broken lock step and that the first
processor pair 111/113 should be taken ‘off-line.” Id. at 4:37-40. Accordingly, Safford

described replacing a failed processor with a hot spare processor in response to a loss
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of lockstep. See Wolfe Decl. (Ex. 1003) § 188. The 781 Patent notes that a frmware
component known as a processor abstraction layer (PAL) “copies all the needed
information from memory into the internal registers of the hot spare processor so that
the hot spare processor becomes a new active processor, transforming the role of the
hot spare to boot processor.” Ex. 1001 at 17:57-61. Safford disclosed this limitation
through an identical process for transferring the role of boot processor to the spare
processor. See Safford (Ex. 1004) at 32:29-32. For example, Safford taught “moving an
architected state of the processor unit experiencing the loss of lock step to the spare
processor unit, wherein the spare processor unit becomes an active processor unit in
the computer system.” Id. In view of these citations and the knowledge that a boot
processor was a common component in computer systems (e.g., Safford’s system), a
POSITA would have understood Safford as disclosing the failover of a boot processor to
a hot spare processor in response to a loss of lockstep. See Wolfe Decl. (Ex. 1003)
§188. However, even if Safford did not explicitly identify the failed processor as having
been the boot processor, Safford as modified by Kennedy would have performed boot
processor failover. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example, Kennedy
taught that, “if this ‘default’ boot processor fails[,]’ then an alternate processor “should
take over boot operations to enhance availability of the system.” Id. In view of the above
citations, Safford taught logic that causes its system to replace a failed processor with a
hot spare processor in response to a loss of lockstep, and Kennedy taught logic that
causes its system to fail over the boot processor to an alternate processor. See Wolfe
Decl. (Ex. 1003) § 188. A POSITA would have been motivated to combine these

disclosures from Safford and Kennedy to improve the reliability of Safford’s system by
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providing fault tolerance and high availability in the event that the boot processor fails
before a reboot occurs. Id. It was well within the skill of a POSITA to modify Safford’s
system by Kennedy in this manner, and thus this combination of Safford and Kennedy
would have been expected to succeed. Id. Accordingly, Safford as modified by Kennedy
taught logic operable for transferring the role of boot processor to the spare processor
during system runtime in response to detecting loss of lockstep for the boot processor.
Id.

With regard to claim 1, teaching [1.4] wherein said another of said plurality of
processors that is assigned said role of spare processor is held in reserve as a
hot spare processor until said loss of lockstep is detected for said boot
processor, Safford as modified by Kennedy disclosed, or at least rendered obvious,
this limitation by disclosing the failover to a hot standby processor that is sitting idle until
the loss of lockstep. For example, Safford taught that “[t]he processor 125 may be
designated as a ‘hot standby,” and is sitting idle in lock step mode with the processor
127. Should one of the processors 111, 113, 121, and 123 suffer an error, the hot
standby processors 125, 127 may be used to speed recovery from the resulting loss of
lock step.” Safford (Ex. 1004). at 4:25-30. Accordingly, Safford as modified by Kennedy
taught that the processor assigned the role of spare is held in reserve until a loss of
lockstep is detected.

With regard to claim 2, teaching The system of claim 1 wherein said data
storage is non-volatile data storage, Safford as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing memory that stores the architected

states of microprocessors. For example, as explained above in connection with claim 1,
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Safford as modified by Kennedy disclosed data storage storing information that assigns
the role of boot processor to one of the processors and assigns the role of spare
processor to another one of the processors. Even if Safford did not explicitly identify the
data storage as being non-volatile data storage, Safford as modified by Kennedy would
have included non-volatile data storage that stores information about the assignments
of the boot processor and the spare processor. For example, “[the CPU1 120 has a
corresponding non-volatile memory 123 which contains configuration information and
CPU specific initialize and self-test code (ISTC) for the CPU1 120[.]" Kennedy (Ex.
1005), 5:15-18. From these disclosures, a POSITA would have understood that the data
storage that stores the information assigning the roles of boot processor and spare
processor included non-volatile memory. See Wolfe Decl. (Ex. 1003) § 189.
Accordingly, Safford as modified by Kennedy would have rendered the subject matter of
claim 2 obvious to a POSITA.

With regard to claim 3, teaching The system of claim 1 further comprising: a
user interface operable to receive input specifying said one of said plurality of
processors to be assigned said role of boot processor, Safford as modified by
Kennedy disclosed, or at least rendered obvious, this limitation by disclosing the
selection of a processor type to boot the system. In other words, even if Safford did not
explicitly disclose a user interface that receives input specifying the processor assigned
the role of boot processor, Safford as modified by Kennedy would have rendered this
claim limitation obvious to a POSITA. For example, Kennedy taught selecting which
processor among multiple processors is to boot the system. See Kennedy (Ex. 1005) at

4:33-34. Specifically, “other processor types may be selected to boot the system with a
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corresponding change in the boot ROM 150, as well known in the art.” Id. It was well
known in the art that the act of selecting processor roles in computer systems (e.g.,
master/slave designations, distinct duty assignments or permissions in asymmetric
multiprocessor configurations, etc.) is often performed via user interfaces. See Wolfe
Decl. (Ex. 1003) 4 190. Based on this common knowledge in the art, a POSITA would
have understood Kennedy’s disclosure about selecting the processor to boot the system
as including a boot processor selection made by input received via a user interface. Id.
A POSITA would have been motivated to modify Safford by Kennedy and this common
knowledge in the art to enable a user to select which processor is to boot the system via
a user interface. Id. It was well within the skill of a POSITA to modify Safford’s system
by Kennedy in this manner, and thus this combination of Safford and Kennedy would
have been expected to succeed. Id. Accordingly, Safford as modified by Kennedy and
this common knowledge in the art would have rendered the subject matter of claim 3
obvious to a POSITA. Id.

With regard to claim 4, teaching The system of claim 1 further comprising: a
user interface operable to receive input specifying said another of said plurality
of processors to be assigned said role of spare processor, Safford as modified by
Kennedy disclosed, or at least rendered obvious, this limitation by implicitly disclosing
the selection of a processor type that does not boot the system. In other words, even if
Safford did not explicitly disclose a user interface that receives input specifying the
processor assigned the role of spare processor, Safford as modified by Kennedy would
have rendered this claim limitation obvious to a POSITA. For example, Kennedy taught

selecting which processor among multiple processors is to boot the system. See
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Kennedy (Ex. 1005) at 4:33-34. Specifically, “other processor types may be selected to
boot the system with a corresponding change in the boot ROM 150, as well known in
the art.” Id. at 4:33-34. It was well known in the art that the act of selecting processor
roles in computer systems (e.g., master/slave designations, distinct duty assignments or
permissions in asymmetric multiprocessor configurations, etc.) is often performed via
user interfaces. See Wolfe Decl. (Ex. 1003) § 191. Based on this common knowledge in
the art, a POSITA would have understood Kennedy’s disclosure of selecting the
processor to boot the system as including a spare processor selection (e.g., one of the
alternate processors not selected as the boot processor) made by input received via a
user interface. Id. A POSITA would have been motivated to modify Safford by Kennedy
and this common knowledge in the art to enable a user to select, via a user interface,
which processor is to serve as a spare to the boot processor. Id. It was well within the
skill of a POSITA to modify Safford’s system by Kennedy in this manner, and thus this
combination of Safford and Kennedy would have been expected to succeed. Id.
Accordingly, Safford as modified by Kennedy and this common knowledge in the art
would have rendered the subject matter of claim 4 obvious to a POSITA. Id.

With regard to claim 5, teaching The system of claim 1 wherein each of said
plurality of processors is a processor module that includes a master processor
and a slave processor, Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the selection of a processor type to boot the
system. For example, Safford taught that “a computer system employs lock stepped
processor cores that operate in a master/check pair.” Safford (Ex. 1004) at 2:55-57.

“The processors operate as pairs when in lock step (i.e., the processors 111 and 113
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are a pair; the processors 121 and 123 are a second pair ; and the processors 125 and
127 are a third pair). From the node controller’s perspective, each pair of processors
appears as a single (logical) processor.” Id. at 3:57-63. Accordingly, Safford as modified
by Kennedy taught a plurality of processor modules that each include a master
processor and a slave processor. See Wolfe Decl. (Ex. 1003) § 192.)

With regard to claim 6, teaching The system of claim 1 wherein said another
of said plurality of processors that is assigned said role of spare processor is an
active spare before being transferred said role of boot processor, Safford as
modified by Kennedy disclosed, or at least rendered obvious, this limitation by
disclosing a spare processor being active before a role transfer. For example, Safford
taught that “the processor 111 signals the node controller 130 that the first processor
pair 111/113 has broken lock step and that the first processor pair 111/113 should be
taken ‘off-line.” Safford (Ex. 1004) at 4:37-40. “In block 230, the node controller 130
‘reboots’ the processors 111 and 113, and the processors 111 and 113 become the new
‘hot standby’ processor pair on the system 100.” Id. at 4:57-60. Safford also taught that
“the spare processor unit becomes an active processor unit in the computer system” Id.,
claim 1. In view of the above citations, a POSITA would have understood Safford as
disclosing that a spare processor can be active before a role transfer. See Wolfe Decl.
(Ex. 1003) § 193. Moreover, a POSITA would have understood that the role at issue
could be the boot processor assignment in view of Safford as modified by Kennedy for
at least the same reasons provided above in connection with claim 1. Id. A POSITA
would have been motivated to combine these disclosures from Safford and Kennedy to

improve the reliability of Safford’s system by providing high availability through active

Page 153 of 1042



Application/Control Number: 90/019,244 Page 16
Art Unit: 3992

and/or inactive spare processors. Id. It was well within the skill of a POSITA to modify
Safford’s system by Kennedy in this manner, and thus this combination of Safford and
Kennedy would have been expected to succeed. Id. Accordingly, Safford as modified by
Kennedy taught that the spare processor is an active spare before being transferred the
role of boot processor. Id.

With regard to claim 9, teaching [9.pre] A method comprising:, Safford
disclosed a method. “An apparatus, operating on an advanced multi-core processor
architecture, and a corresponding method, are used to enhance recovery from loss of
lock step in a multi-processor computer system.” Safford (Ex. 1004), Abstract

With regard to claim 9, teaching [9.1] assigning a role of boot processor to
one of a plurality of processors in a system, Safford disclosed, or at least rendered
obvious, this limitation by disclosing the architected states of microprocessors that
operate as a master/checker pair as well as the designation of the logical CPU 0. For
example, Safford taught that “the architected states of each of the microprocessors 22
and 24 is copied from the memory 25 into the microprocessors 22 and 24, respectively.”
Safford (Ex. 1004) at 2:2-4. “For example, the node controller 130 may store the
architected state of the processors 111, 113, 121, 123, 125, and 127, either internally in
the node controller 130, or in another component of the computer system 100.” Id. at
4:6-10. “To improve reliability of processing assets, a computer system employs lock
stepped processor cores that operate in a master/check pair.” Id. at 2:55-57.
Accordingly, Safford described assigning the roles of master and checker to certain
processors. See Wolfe Decl. (Ex. 1003) § 194. Safford further described one pair of

these processors “operating in a lock step mode” as initially “appear|ing] to [a] computer
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system...to be...a logical CPU 0 but later that logical CPU 0 designation is reassigned
to another processor. See Safford (Ex. 1007) at 3:4-5, 4:52-53 (“The processor pair
125/127 then becomes the logical CPU 0 in the computer system 100”). A POSITA
would have recognized Safford’s logical CPU 0 as being the designation used by
computing system 100 to identify its boot processor at least because, in multi-processor
system architectures like Safford’s, “logical CPU 0” was commonly used to indicate that
a processor had been selected as a boot processor. See Wolfe Decl. (Ex. 1003) § 194.
However, even if Safford is interpreted as not explicitly identifying which processor was
the boot processor, Safford as modified by Kennedy would have assigned the role of
boot processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example, Kennedy taught
that, “if this ‘default’ boot processor fails[,|” then an alternate processor “should take
over boot operations to enhance availability of the system.” Id. at 7:9-13. In view of the
above citations, Safford taught assigning roles (e.g., master/checker) to paired
processors, and Kennedy taught that one such assignment could be the role of boot
processor. See Wolfe Decl. (Ex. 1003) § 194. A POSITA would have been motivated to
combine these disclosures from Safford and Kennedy to improve the reliability of
Safford’s system by assigning the role of boot processor to a certain processor in case
of a reboot. Id. It was well within the skill of a POSITA to modify Safford’s system by
Kennedy in this manner, and thus this combination of Safford and Kennedy would have
been expected to succeed. Id. Accordingly, Safford as modified by Kennedy taught
assigning a role of boot processor to one of a plurality of processors in a system. Id.
With regard to claim 9, teaching [9.2] assigning a role spare processor to

another of said plurality of processors, Safford as modified by Kennedy disclosed, or
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at least rendered obvious, this limitation by disclosing the designation of a hot standby
processor. For example, Safford taught that “[t]he processor 125 may be designated as
a ‘hot standby,” and is sitting idle in lock step mode with the processor 127. Should one
of the processors 111, 113, 121, and 123 suffer an error, the hot standby processors
125, 127 may be used to speed recovery from the resulting loss of lock step.” Safford
(Ex. 1004) at 4:25-30. Accordingly, Safford as modified by Kennedy taught assigning a
role of spare processor to another one of the plurality of processors in the system. Id.
With regard to claim 9, teaching [9.3] responsive to detecting loss of lockstep
for said boot processor, changing, during system runtime, the assignment of the
role of boot processor to said spare processor, Safford as modified by Kennedy
disclosed, or at least rendered obvious, this limitation by disclosing failing over a
processor to a hot standby processor in response to a loss of lockstep. For example,
Safford taught that, “[u]sing the impending loss of lock step signal, the computer system
100 may continue operating (processing) using one of the processors 111 and 113 that
did not experience an error.” Safford (Ex. 1004) at 3:27-30. “The processor 125 may be
designated as a ‘hot standby,” and is sitting idle in lock step mode with the processor
127. Should one of the processors 111, 113, 121, and 123 suffer an error, the hot
standby processors 125, 127 may be used to speed recovery from the resulting loss of
lock step.” Id. at 4:25-30. “In block 210, the processor 111 signals the node controller
130 that the first processor pair 111/113 has broken lock step and that the first
processor pair 111/113 should be taken ‘off-line.” Id. at 4:37-40. Accordingly, Safford
described replacing a failed processor with a hot spare processor in response to a loss

of lockstep. See Id. at 3:27-30, 4:37-54. The ‘781 Patent notes that a firmware
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component known as a processor abstraction layer (PAL) “copies all the needed
information from memory into the internal registers of the hot spare processor so that
the hot spare processor becomes a new active processor, transforming the role of the
hot spare to boot processor.” Ex. 1001 at 17:57-61. Safford disclosed this claim
limitation through an identical process for transferring the role of boot processor to the
spare processor. Safford (Ex. 1004) at 32:29-32. For example, Safford taught “moving
an architected state of the processor unit experiencing the loss of lock step to the spare
processor unit, wherein the spare processor unit becomes an active processor unit in
the computer system.” Id. In view of this disclosure and the knowledge that a boot
processor was a common component in computer systems (e.g., Safford’s system), a
POSITA would have understood Safford as disclosing the failover of a boot processor to
a hot spare processor in response to a loss of lockstep. See Wolfe Decl. (Ex. 1003) §
195. However, even if Safford is not interpreted as explicitly identifying the failed
processor as having been the boot processor, Safford as modified by Kennedy would
have performed boot processor failover. See, e.g., Kennedy (Ex. 1005) at 7:5-13. In
view of the above citations, Safford taught replacing a failed processor with a hot spare
processor in response to a loss of lockstep, and Kennedy taught failing over the boot
processor to an alternate processor. See Wolfe Decl. (Ex. 1003) § 195. A POSITA
would have been motivated to combine these disclosures from Safford and Kennedy to
improve the reliability of Safford’s system by providing high availability in the event that
the boot processor fails before a reboot occurs. Id. It was well within the skill of a
POSITA to modify Safford’s system by Kennedy in this manner, and thus this

combination of Safford and Kennedy would have been expected to succeed. Id.
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Accordingly, Safford as modified by Kennedy taught changing, during system runtime,
the assigned role of boot processor to the spare processor in response to loss of
lockstep for the boot processor. Id.

With regard to claim 9, teaching [9.4] responsive to changing the assignment
of the role of boot processor to said spare processor, an operating system of the
system recognizing said spare processor as the boot processor without requiring
shutdown of said operating system, Safford as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing the improved availability of
processor assets to avoid a computer system crash and by disclosing a central boot
ROM that is used by the operating system and stores the boot code executed in
conjunction with the operating system to boot the system. For example, in focusing on
“improv[ing] availability of the processor assets of the computer system”, Safford notes
that “loss of lock step, if not promptly corrected, may cause the computer system 18 to
crash.” Safford (Ex. 1004) at 3:21-22, 1:45-47. Safford lacks an explicit disclosure of an
operating system that recognizes the spare processor as the boot processor without
requiring shutdown, Safford as modified by Kennedy would have rendered this claim
limitation obvious to a POSITA. For example, according to Kennedy, “a central system
boot ROM 150 accessible by all processors...may be used by the operating system.”
Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120 controls the system again and begins
the operating system boot process.” Id. at 9:53-55. “The alternate boot processors...can
execute the boot code in the central boot ROM 150”. Id. at 10:42-45. A POSITA would
have understood that, because Kennedy’s central boot ROM 150 is used by the

operating system and stores the boot code executed in conjunction with the operating

Page 158 of 1042



Application/Control Number: 90/019,244 Page 21
Art Unit: 3992

system to boot the system, the operating system would recognize the spare processor
as the boot processor after failover without requiring shutdown of the operating system,
especially if Kennedy is to achieve its objective of providing fault tolerance and high
availability. See Kennedy (Ex. 1005) at 9:1-5, 9:53-55, 10:42-45; see also Wolfe Decl.
(Ex. 1003) § 196. This conclusion of a POSITA’s understanding is also supported by
Safford’s objective of avoiding system crashes. See Safford (Ex. 1004) at 3:21-22, 1:45-
47. A POSITA would have been motivated to combine these disclosures from Safford
and Kennedy to improve the reliability of Safford’s system by providing fault tolerance
and high availability in the event that the boot processor fails before a reboot occurs.
See Wolfe Decl. (Ex. 1003) § 196. It was well within the skill of a POSITA to modify
Safford’s system by Kennedy in this manner, and thus this combination of Safford and
Kennedy would have been expected to succeed. Id. Accordingly, Safford as modified by
Kennedy would have rendered obvious to a POSITA an operating system that
recognizes the spare processor as the boot processor without requiring shutdown. Id.

With regard to claim 10, Claim 10 recites subject matter that is substantially
similar to claim 2 and is therefore rendered obvious for the same reasons as claim 2
above.

With regard to claim 11, Claim 11 recites subject matter that is substantially
similar to claim 2 and is therefore rendered obvious for the same reasons as claim 2
above.

With regard to claim 12, teaching The method of claim 9 further comprising:
[12.1] determining at least one processor that is coupled to a common

communication bus with said one of said plurality processors assigned to the
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role of boot processor, Safford as modified by Kennedy disclosed, or at least
rendered obvious, this limitation by disclosing a determinization that the alternate
processor is installed in one of the slots of a backplane bus and that the boot processor
is installed in another one of the slots of the backplane bus. Safford does not explicitly
disclose determining a processor that is coupled to a common communication bus with
the boot processor, however Safford as modified by Kennedy would have determined
that the alternate processor and the boot processor are coupled to the same backplane
bus. For example, according to Kennedy, “the system has a centrally accessible
memory, a default boot central processing unit installed in a first slot on the backplane
bus, and may also have one or more alternate boot central processing units installed in
a second slot on the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. In view of these
citations, Kennedy taught that the boot processor and the alternate boot processors are
installed in specific slots along the same backplane bus. Based on this disclosure from
Kennedy, a POSITA would have understood that any alternate processor installed in
one of the slots of the backplane bus would have been coupled to a common
communication bus with the boot processor. See Wolfe Decl. (Ex. 1003) § 197. As a
result, any form of identifying such an alternate processor would constitute a
determination of an alternate processor coupled to a common communication bus with
the boot processor. Id. A POSITA would have been motivated to combine these
disclosures from Kennedy with Safford to improve the communication capabilities of
Safford’s system for fault tolerance and high availability. Id. It was well within the skill of

a POSITA to modify Safford’s system by Kennedy in this manner, and thus this
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combination of Safford and Kennedy would have been expected to succeed. Id.
Accordingly, Safford as modified by Kennedy taught this claim limitation. Id.

With regard to claim 12, teaching [12.2] selecting said another of said plurality
of processors to be assigned the role of spare processor from said determined at
least one processor, Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the selection of one or more alternate (e.g., spare)
boot processors by installing the alternate boot processor into a specific slot
corresponding to the alternate boot role on the backplane bus. Even if Safford did not
explicitly disclose selecting the processor coupled to the common communication bus
as the spare processor, Safford as modified by Kennedy would have selected the
alternate processor installed in the same backplane bus as the boot processor to be the
spare. For example, according to Kennedy, “the system has a centrally accessible
memory, a default boot central processing unit installed in a first slot on the backplane
bus, and may also have one or more alternate boot central processing units installed in
a second slot on the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. A POSITA would
have been motivated to combine these disclosures from Kennedy with Safford to
improve the reliability of Safford’s system by providing fault tolerance and high
availability in the event that the boot processor fails before a reboot occurs. See Wolfe
Decl. (Ex. 1003) § 198. It was well within the skill of a POSITA to modify Safford’s
system by Kennedy in this manner, and thus this combination of Safford and Kennedy
would have been expected to succeed. Id. Accordingly, Safford as modified by Kennedy

taught this claim limitation. 1d.
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With regard to claim 13, teaching The method of claim 9 further comprising:
during system boot-up, system firmware identifying the spare processor and
holding said spare processor in reserve as a hot spare, Safford as modified by
Kennedy disclosed, or at least rendered obvious, this limitation by disclosing a BIOS
responsible for identifying a spare processor and holding the same in reserve as a hot
spare. Safford taught identifying a spare processor and holding the spare processor in
reserve as a hot spare for at least the same reasons provided above in connection with
claim 1. Even if Safford did not explicitly disclose doing so via system firmware, Safford
as modified by Kennedy would have rendered this claim limitation obvious to a POSITA.
For example, according to Kennedy, “central boot ROM 150 comprises a read-only-
memory with the basic input/output system (BIOS) instruction set for an INTEL 80486 or
80386 microprocessor. Accordingly, in the present embodiment, at least one CPU
connected to the 64-bit bus is, or emulates, an INTEL 80486 or 80386 microprocessor
in order to boot the system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central system boot
ROM 150 accessible by all processors...may be used by the operating system.”
Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120 controls the system again and begins
the operating system boot process.” Id. at 9:53-55. “The alternate boot processors...can
execute the boot code in the central boot ROM 150”. Id. at 10:42-45. The BIOS was a
very well-known example of firmware. Wolfe Decl. (Ex. 1003) § 199. In view of the
above citations and this common knowledge, a POSITA would have understood that
Kennedy’s BIOS constitutes firmware responsible for identifying a spare processor and
holding the same in reserve as a hot spare. Id. A POSITA would have been motivated

to combine these disclosures from Safford and Kennedy to achieve cost savings by
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performing these tasks with firmware instead of using additional hardware. See id. It
was well within the skill of a POSITA to modify Safford’s system by Kennedy in this
manner, and thus this combination of Safford and Kennedy would have been expected
to succeed. Id. Accordingly, Safford as modified by Kennedy would have rendered the
subject matter of claim 13 obvious to a POSITA. Id.

With regard to claim 14, teaching The method of claim 9 further comprising:
during system boot-up, system firmware booting the spare processor as an
active spare, Safford as modified by Kennedy disclosed, or at least rendered obvious,
this limitation by disclosing a BIOS responsible for booting the spare processor as an
active spare. Safford taught booting the spare processor as an active spare for at least
the same reasons provided above in connection with claim 6. Even if Safford did not
explicitly disclose doing so via system firmware, Safford as modified by Kennedy would
have rendered this claim limitation obvious to a POSITA. For example, according to
Kennedy, “central boot ROM 150 comprises a read-only-memory with the basic
input/output system (BIOS) instruction set for an INTEL 80486 or 80386
microprocessor. Accordingly, in the present embodiment, at least one CPU connected
to the 64-bit bus is, or emulates, an INTEL 80486 or 80386 microprocessor in order to
boot the system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central system boot ROM 150
accessible by all processors...may be used by the operating system.” Kennedy (Ex.
1005) at 9:1-5. “[T]he CPU1 120 controls the system again and begins the operating
system boot process.” Id. at 9:53-55. “The alternate boot processors...can execute the
boot code in the central boot ROM 150”. Id. at 10:42-45. The BIOS was a very well-

known example of firmware. Wolfe Decl. (Ex. 1003) § 200. In view of the above citations
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and this common knowledge, a POSITA would have understood that Kennedy’s BIOS
constitutes firmware responsible for booting the spare processor as an active spare. Id.
A POSITA would have been motivated to combine these disclosures from Safford and
Kennedy to enable Safford’s system to dynamically modify the activity of spare
processors (e.g., between active spare and hot spare) to increase efficiency and/or
throughput. See id. It was well within the skill of a POSITA to modify Safford’s system
by Kennedy in this manner, and thus this combination of Safford and Kennedy would
have been expected to succeed. Id. Accordingly, Safford as modified by Kennedy would
have rendered the subject matter of claim 14 obvious to a POSITA. Id.

With regard to claim 15, teaching The method of claim 9 wherein system
firmware performs said changing operation, Safford as modified by Kennedy
disclosed, or at least rendered obvious, this limitation by disclosing a BIOS included in
an IOSM responsible for changing the role of boot processor to the spare processor.
Safford taught performing the changing operation for at least the same reasons
provided above in connection with claim 9. Even if Safford did not explicitly disclose
doing so via system firmware, Safford as modified by Kennedy would have rendered
this claim limitation obvious to a POSITA. For example, Kennedy taught that each CPU
includes a slot selection (sometimes referred to as “SS”) logic for selecting which CPU
is designated as the boot processor. “In general, the slot select logic 148 on the default
boot CPU allows this CPU to boot.” Kennedy (Ex. 1005) at 10:29-31, FIG. 3. Kennedy’s
input/output services module (“IOSM”) is responsible for changing the role of boot
processor to the spare processor in conjunction with the CPUs’ slot selection logic. See

Id. at 6:36-38, FIG. 3. For example, “[a]ny other slot selection circuits on CPUs installed
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in the system have a corresponding slot selection line from the IOSM 108.” Id. As
demonstrated by FIG. 3 of Kennedy reproduced below, Kennedy’s IOSM includes the

BIOS.

RV

R

FIG. 3

The BIOS was a very well-known example of firmware. Wolfe Decl. (Ex. 1003) §
201. In view of the above citations and this common knowledge, a POSITA would have
understood that that Kennedy’s BIOS, which constitutes firmware, is responsible for
changing the role of boot processor to the spare processor in conjunction with the
CPUSs’ slot selection logic. Id. A POSITA would have been motivated to combine these
disclosures from Safford and Kennedy to achieve cost savings by performing the
change operation with firmware instead of using additional hardware. See id. It was well
within the skill of a POSITA to modify Safford’s system by Kennedy in this manner, and
thus this combination of Safford and Kennedy would have been expected to succeed.
Id. Accordingly, Safford as modified by Kennedy would have rendered the subject

matter of claim 15 obvious to a POSITA.
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Rejection 2 — as proposed in Ground 3 - Kennedy (Ex. 1005) in view of Nguyen

(Ex. 1008) and Fox (Ex. 1006) ) - (see Request pages 88-106 and in Appendix C)

Claims 1-30 are rejected under 35 U.S.C. 103(a) as being obvious over the

combination of Kennedy (Ex. 1005) in view of Nguyen (Ex. 1008) and Fox (Ex. 1006).

With regard to claim 1, teaching [1.pre] A system comprising:, Kennedy
disclosed a system. For example, Kennedy taught “multiprocessor computer systems.”
Kennedy (Ex. 1005) at 1:14-15.

With regard to claim 1, teaching [1.1] a plurality of processors, Kennedy
disclosed this limitation by disclosing multiprocessor computer systems that enable a
boot processor to fail over to an alternate processor. For example, Kennedy taught
“multiprocessor computer systems.” Kennedy (Ex. 1005) at 1:14-15. Kennedy'’s
disclosure “relates to a method and apparatus to automatically control the determination
of which processor in the system will boot the system.” Id. at 1:15-17. Kennedy further
disclosed that, “[i]f the boot processor fails, control automatically shifts to an alternate
processor.” Id. at 1:17-19. Accordingly, Kennedy taught a plurality of processors.

With regard to claim 1, teaching [1.2] data storage storing information that
assigns a role of boot processor to one of said plurality of processors and
assigns a role of spare processor to another of said plurality of processors,

Kennedy disclosed, or at least rendered obvious, this limitation by disclosing memories
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that hold configuration information about processors that are assigned the roles of boot
processor and spare processor. For example, Kennedy taught that “[the CPU ISTC
memories hold configuration information.” Kennedy (Ex. 1005) at 7:33-35. Kennedy also
taught that, “[a]s previously explained, the ISTC memory associated with each CPU
contains...configuration information about the CPU. Thus, the boot CPU determines
how many CPUs are present on the bus.” Id. at 9:16-21. Kennedy further taught that, “if
this ‘default’ boot processor fails[,]” then an alternate processor “should take over boot
operations to enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In
addition, Kennedy taught that “one default boot CPU is designated to boot the system,
and if this CPU fails, control transfers automatically to an alternate processor.” Id. at
2:17-21. In view of the above citations, Kennedy taught memories that store CPU
configuration information that includes the roles of boot processor and alternate
processor in the system. See Wolfe Decl. (Ex. 1003) § 204. Accordingly, Kennedy
taught data storage storing information that assigns the role of boot processor to one of
the processors and assigns the role of spare processor to another one of the
processors. Id.

With regard to claim 1, teaching [1.3] logic operable, responsive to detecting
loss of lockstep for said boot processor, for transferring, during system runtime,
the role of boot processor to said spare processor, Kennedy as modified by Nguyen
disclosed, or at least rendered obvious, this limitation by disclosing the transfer of the
boot processor role to the alternate processor in response to a loss of lockstep. For
example, Kennedy taught that, “if this ‘default’? boot processor fails[,]’ then an alternate

processor “should take over boot operations to enhance availability of the system.”
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Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that “one default boot CPU is
designated to boot the system, and if this CPU fails, control transfers automatically to an
alternate processor.” Id. at 2:17-21. Even if Kennedy did not explicitly identify the boot
processor’s failure as being a loss of lockstep, Kennedy as modified by Nguyen would
have detected a loss of lockstep. See, e.g., Nguyen (Ex. 1008) § [0008], [0024], [0054]-
[0055]. For example, Nguyen taught that “[e]xecution cores 120 operate in lock step.”
Nguyen (Ex. 1008) § [0024]. “FRC- hardware compares results generated by each core,
and if a discrepancy is detected, the FRC system passes control to an error-handling
routine.” Id. § [0006]. “However, for FRC-enabled processors, such errors are likely to
be manifested as FRC errors, since they take the execution cores out of lock-step.” Id. §
[0008]. “[E]ach execution core may include a status bit that is set if an error is detected.
The master execution core may check this bit to determine if it has also generated an
error.” Id. § [0050]. Accordingly, Nguyen described detecting a loss of lockstep. In view
of the above citations, Kennedy taught logic that causes its system to replace the boot
processor with an alternate processor in response to a failure of the boot processor, and
Nguyen taught detecting an error (i.e., a loss of lockstep). See Wolfe Decl. (Ex. 1003) §
205. A POSITA would have been motivated to combine these disclosures from Kennedy
and Nguyen to improve the reliability of Kennedy’s system by providing fault tolerance
and high availability in the event that the boot processor fails through a loss of lockstep.
Id. It was well within the skill of a POSITA to modify Kennedy’s system by Nguyen in
this manner, and thus this combination of Kennedy and Nguyen would have been

expected to succeed. Id. Accordingly, Kennedy as modified by Nguyen taught logic
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operable for transferring the role of boot processor to the spare processor during
system runtime in response to detecting loss of lockstep for the boot processor. Id.
With regard to claim 1, teaching [1.4] wherein said another of said plurality of
processors that is assigned said role of spare processor is held in reserve as a
hot spare processor until said loss of lockstep is detected for said boot
processor, Kennedy as modified by Nguyen and Fox disclosed, or at least rendered
obvious, this limitation by disclosing the transfer of the boot processor role to the spare
processor in response to detecting loss of lockstep and by disclosing the automatic
failover to a hot spare processor. For example, Kennedy as modified by Nguyen taught
a spare processor that assumes the role of boot processor in response to a loss of
lockstep for at least the reasons provided above. Even if Kennedy did not explicitly
identify the spare processor as having been a hot spare processor that is held in
reserve, Kennedy as modified by Nguyen and Fox would have transferred the role of
boot processor to a hot spare processor. See, e.g., Fox (Ex. 1006), Abstract. For
example, according to Fox, “[t]he invention provides a substantially seamless transfer of
executing processes from the failing processor to the replacement processor, without
halting the execution of the operating system (OS) and/or applications on the overall
MP. That is, a failing processor is able to automatically fail-over to a hot-spare
processor without affecting the OS or executing applications.” Fox (Ex. 1006) at 4:16-
23. In view of the above citations, Kennedy as modified by Nguyen and Fox disclosed,
or at least rendered obvious, transferring the role of boot processor to a hot spare
processor during system runtime in response to detecting loss of lockstep for the boot

processor. See Wolfe Decl. (Ex. 1003) § 206. A POSITA would have been motivated to
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combine these disclosures from Kennedy, Nguyen, and Fox to decrease delays in
failing over from the boot processor to the spare processor. Id. It was well within the skill
of a POSITA to modify Kennedy’s system by Nguyen and Fox in this manner, and thus
this combination of Kennedy, Nguyen, and Fox would have been expected to succeed.
Id. Accordingly, Kennedy as modified by Nguyen and Fox taught that the processor
assigned the role of spare is held in reserve as a hot spare processor until the loss of
lockstep is detected for the boot processor. Id.

With regard to claim 2, teaching The system of claim 1 wherein said data
storage is non-volatile data storage, Kennedy as modified by Nguyen and Fox
disclosed, or at least rendered obvious, this limitation by disclosing non-volatile memory
that stores the configuration information in the system. For example, as explained
above in connection with claim 1, Kennedy as modified by Nguyen and Fox taught data
storage storing information that assigns the role of boot processor to one of the
processors and assigns the role of spare processor to another one of the processors.
Kennedy further taught that “[tthe CPU1 120 has a corresponding non-volatile memory
123 which contains configuration information and CPU specific initialize and self-test
code (ISTC) for the CPU1 120.” Kennedy (Ex. 1005), 5:15-18. From these disclosures,
a POSITA would have understood that the data storage that stores the information
assigning the roles of boot processor and spare processor included non-volatile
memory. See Wolfe Decl. (Ex. 1003) § 207. Accordingly, Kennedy as modified by
Nguyen and Fox would have rendered the subject matter of claim 2 obvious to a

POSITA. ld.
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With regard to claim 3, teaching The system of claim 1 further comprising: a
user interface operable to receive input specifying said one of said plurality of
processors to be assigned said role of boot processor, Kennedy as modified by
Nguyen, Fox, and common knowledge in the art rendered obvious this limitation by
disclosing the selection of a processor type to boot the system. In other words, even if
Kennedy did not explicitly disclose a user interface that receives input specifying the
processor assigned the role of boot processor, Kennedy as modified by Nguyen, Fox,
and common knowledge in the art would have rendered this claim limitation obvious to a
POSITA. For example, Kennedy taught selecting which processor among multiple
processors is to boot the system. See Kennedy (Ex. 1005) at 4:33-34. Specifically,
“other processor types may be selected to boot the system with a corresponding
change in the boot ROM 150, as well known in the art.” Id. It was well known in the art
that the act of selecting processor roles in computer systems (e.g., master/slave
designations, distinct duty assignments or permissions in asymmetric multiprocessor
configurations, etc.) is often performed via user interfaces. See Wolfe Decl. (Ex. 1003)
208. Based on this common knowledge in the art, a POSITA would have understood
Kennedy’s disclosure of selecting the processor to boot the system as including a boot
processor selection made by input received via a user interface. Id. A POSITA would
have been motivated to modify Kennedy by Nguyen, Fox, and this common knowledge
in the art to enable a user to select which processor is to boot the system via a user
interface. Id. It was well within the skill of a POSITA to modify Kennedy’s system by
Nguyen, Fox, and the common knowledge in this manner, and thus this combination of

Kennedy, Nguyen, Fox, and the common knowledge would have been expected to
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succeed. ld. Accordingly, Kennedy as modified by Nguyen, Fox, and this common
knowledge in the art would have rendered the subject matter of claim 3 obvious to a
POSITA. Id.

With regard to claim 4, teaching The system of claim 1 further comprising: a
user interface operable to receive input specifying said another of said plurality
of processors to be assigned said role of spare processor, Kennedy as modified by
Nguyen, Fox, and common knowledge in the art rendered obvious this limitation by
implicitly disclosing the selection of a processor type that does not boot the system. In
other words, even if Kennedy did not explicitly disclose a user interface that receives
input specifying the processor assigned the role of spare processor, Kennedy as
modified by Nguyen, Fox, and common knowledge in the art would have rendered this
claim limitation obvious to a POSITA. For example, Kennedy taught selecting which
processor among multiple processors is to boot the system. See Kennedy (Ex. 1005) at
4:33-34. Specifically, “other processor types may be selected to boot the system with a
corresponding change in the boot ROM 150, as well known in the art.” Id. at 4:33-34. It
was well known in the art that the act of selecting processor roles in computer systems
(e.g., master/slave designations, distinct duty assignments or permissions in
asymmetric multiprocessor configurations, etc.) is often performed via user interfaces.
See Wolfe Decl. (Ex. 1003) § 209. Based on this common knowledge in the art, a
POSITA would have understood Kennedy’s disclosure of selecting the processor to
boot the system as including a spare processor selection (e.g., one of the alternate
processors not selected as the boot processor) made by input received via a user

interface. 1d. A POSITA would have been motivated to modify Kennedy by Nguyen, Fox,
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and this common knowledge in the art to enable a user to select, via a user interface,
which processor is to serve as a spare to the boot processor. Id. A POSITA would have
been motivated to modify Kennedy by Nguyen, Fox, and this common knowledge in the
art to enable a user to select, via a user interface, which processor is to serve as a
spare to the boot processor. Id. It was well within the skill of a POSITA to modify
Kennedy’s system by Nguyen, Fox, and the common knowledge in this manner, and
thus this combination of Kennedy, Nguyen, Fox, and the common knowledge would
have been expected to succeed. Id. Accordingly, Kennedy as modified by Nguyen, Fox,
and this common knowledge in the art would have rendered the subject matter of claim
4 obvious to a POSITA. Id.

With regard to claim 5, teaching The system of claim 1 wherein each of said
plurality of processors is a processor module that includes a master processor
and a slave processor, Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing multicore processors that each include
master and slave execution cores. Even if Kennedy did not explicitly disclose that each
of its processors is a processor module that includes master and slave processors,
Kennedy as modified by Nguyen and Fox would have incorporated processor modules
that each include master and slave execution cores. For example, Nguyen “relates to
microprocessors and, in particular, to mechanisms for handling errors in FRC-enabled
processors.” Nguyen (Ex. 1008) § [0002]. Nguyen also taught “a mechanism for
handling recoverable and non-recoverable errors in multi-core processors.” Id. § [0058].
“Processor 110 includes first and second execution cores 120(a), 120(b).” Id. § [0020].

“For one embodiment, one of execution cores may be designated as the master core
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and the other as the slave core when processor 10 is operating in FRC mode.” Id. §
[0047]. In view of the above citations, Kennedy as modified by Nguyen and Fox taught
multicore processor modules that each include master and slave execution cores. See
Wolfe Decl. (Ex. 1003) § 210. A POSITA would have been motivated to combine these
disclosures from Kennedy, Nguyen, and Fox to improve the spatial efficiency of
Kennedy’s system by consolidating the amount of space occupied by the processors.
Id. It was well within the skill of a POSITA to modify Kennedy’s system by Nguyen and
Fox in this manner, and thus this combination of Kennedy, Nguyen, and Fox would have
been expected to succeed. Id. Accordingly, Kennedy as modified by Nguyen and Fox
taught that each processor is a processor module including a master processor and a
slave processor.

With regard to claim 6, teaching The system of claim 1 wherein said another
of said plurality of processors that is assigned said role of spare processor is an
active spare before being transferred said role of boot processor, Kennedy as
modified by Nguyen and Fox disclosed, or at least rendered obvious, this limitation by
disclosing the spare as active before the role of boot processor is transferred. Even if
Kennedy did not explicitly disclose that the alternate processor is an active spare before
being transferred the role of boot processor, Kennedy as modified by Nguyen and Fox
would have included the alternate processor as an active spare before being transferred
the role of boot processor. For example, Fox’s BIOS “brings the standby processor out
of the held-off state and into an active state.” Fox (Ex. 1006) at 7:8-10. In view of this
disclosure, Kennedy as modified by Nguyen and Fox taught that the alternate processor

is an active spare before being transferred the role of boot processor. See Wolfe Decl.
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(Ex. 1003) § 211. A POSITA would have been motivated to combine these disclosures
from Kennedy, Nguyen, and Fox to improve the usage and/or efficiency of the
processors in the system. Id. It was well within the skill of a POSITA to modify
Kennedy’s system by Nguyen and Fox in this manner, and thus this combination of
Kennedy, Nguyen, and Fox would have been expected to succeed. Id. Accordingly,
Kennedy as modified by Nguyen and Fox taught that the spare is active before being
transferred the role of boot processor. Id.

With regard to claim 7, teaching The system of claim 1 further comprising: an
operating system, wherein, responsive to the logic transferring the role of boot
processor to the spare processor, the operating system recognizes the spare
processor as the boot processor, Kennedy as modified by Nguyen and Fox
disclosed, or at least rendered obvious, this limitation by disclosing the failover to a hot
spare processor without affecting the OS or executing applications. Even if Kennedy did
not explicitly disclose an operating system that recognizes the spare processor as the
boot processor after the role transfer, Kennedy as modified by Nguyen and Fox would
have rendered this claim limitation obvious to a POSITA. For example, Fox taught that
“[t]he invention provides a substantially seamless transfer of executing processes from
the failing processor to the replacement processor, without halting the execution of the
operating system (OS) and/or applications on the overall MP. That is, a failing processor
is able to automatically fail-over to a hot-spare processor without affecting the OS or
executing applications.” Fox (Ex. 1006) at 4:16-25. Fox also taught that, “once the spare
processor has been successfully brought on line, the BIOS (table) is updated and the

OS [and] bus controllers...are messaged to change their configurations to reflect a
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processor change from the failing processor to the spare processor.” Id. at 8:10-14.
“Control is then returned to the OS, which updates the ‘active’ processor list and
allocates the threads that were running on the failing processor to the hot-spare
processor.” Id., Abstract, 3:28-31, 6:64-67. In view of the above citations, a POSITA
would have understood that, because Fox’s failing processor automatically fails over to
a hot spare processor without affecting the operating system and then control is
returned to the operating system which updates the “active” processor list, the operating
system would recognize the spare processor as having assumed the role of the failing
processor after the role transfer. See Wolfe Decl. (Ex. 1003) § 212. Or at the very least,
Kennedy as modified by Nguyen and Fox would have rendered the subject matter of
claim 7 obvious to a POSITA due at least in part to Fox’s failing processor automatically
being replaced by a hot spare processor without affecting the operating system and
then having control returned to the operating system which updates the “active”
processor list. Id. It was well within the skill of a POSITA to modify Nguyen’s system by
Kennedy and Fox in this manner, and thus this combination of Kennedy, Nguyen, and
Fox would have been expected to succeed. Id.

With regard to claim 8, teaching The system of claim 1 wherein said plurality
of processors are Itanium Processor Family (IPF) processors, Kennedy as modified
by Nguyen and Fox disclosed, or at least rendered obvious, this limitation by disclosing
IPF processors. Even if Kennedy did not explicitly disclose that its processors are IPF
processors, Kennedy as modified by Nguyen and Fox would have included IPF
processors. For example, Nguyen taught that “[olne embodiment of the recovery

mechanism employs code that is closely associated with the processor. For example,
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the Itanium Processor Family of Intel Corporation employs a layer of firmware called
processor abstraction layer (PAL), which provides an abstraction of the processor to the
rest of the computing system.” Nguyen (Ex. 1008) § [0045]. In view of the above
citations, Kennedy as modified by Nguyen and Fox taught that the processors would
have been IPF processors. See Wolfe Decl. (Ex. 1003) 7 213. A POSITA would have
been motivated to combine these disclosures from Kennedy, Nguyen, and Fox to
improve the spatial efficiency of the system by consolidating the processors into the
multicore processor package used by the IPF. Id. It was well within the skill of a POSITA
to modify Kennedy’s system by Nguyen and Fox in this manner, and thus this
combination of Kennedy, Nguyen, and Fox would have been expected to succeed. Id.
Accordingly, Kennedy as modified by Nguyen and Fox taught this claim limitation.

With regard to claim 9, teaching [9.pre] A method comprising:, Kennedy
disclosed a method. For example, Kennedy taught “a method and apparatus to
automatically control the determination of which processor in the system will boot the
system.” Kennedy (Ex. 1005) at 1:15-17.

With regard to claim 1, teaching [9.1] assigning a role of boot processor to
one of a plurality of processors in a system, Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing a processor that is assigned the role of boot
processor in a multiprocessor system. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]” then an alternate processor “should take over boot
operations to enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In
addition, Kennedy taught that “one default boot CPU is designated to boot the system,

and if this CPU fails, control transfers automatically to an alternate processor.” Id. at
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2:17-21. Kennedy also taught “multiprocessor computer systems.” Id. at 1:14-15. In
view of the above citations, Kennedy taught assigning the role of boot processor to one
of the processors in the system. See Wolfe Decl. (Ex. 1003) § 214. Accordingly,
Kennedy taught assigning the role of boot processor to one of the processors in the
system. Id.

With regard to claim 9, teaching [9.2] assigning a role spare processor to
another of said plurality of processors, Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing a processor that is assigned the role of alternate
processor in a multiprocessor system. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]’ then an alternate processor “should take over boot
operations to enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In
addition, Kennedy taught that “one default boot CPU is designated to boot the system,
and if this CPU fails, control transfers automatically to an alternate processor.” Id. at
2:17-21. Kennedy also taught “multiprocessor computer systems.” Id. at 1:14-15. In
view of the above citations, Kennedy taught assigning the role of alternate processor to
one of the processors in the system. See Wolfe Decl. (Ex. 1003) § 215. Accordingly,
Kennedy taught assigning the role of spare processor to one of the processors in the
system. Id.

With regard to claim 9, teaching [9.3] responsive to detecting loss of lockstep
for said boot processor, changing, during system runtime, the assignment of the
role of boot processor to said spare processor, Kennedy as modified by Nguyen
disclosed, or at least rendered obvious, this limitation by disclosing the replacement of

the boot processor with the alternate processor in response to a loss of lockstep for the
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boot processor. For example, Kennedy taught that, “if this ‘default’ boot processor
fails[,]” then an alternate processor “should take over boot operations to enhance
availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught
that “one default boot CPU is designated to boot the system, and if this CPU fails,
control transfers automatically to an alternate processor.” Id. at 2:17-21. Even if
Kennedy did not explicitly identify the boot processor’s failure as being a loss of
lockstep, Kennedy as modified by Nguyen would have detected a loss of lockstep. See,
e.g., Nguyen (Ex. 1008) [ [0008], [0024], [0054]-[0055]. For example, Nguyen taught
that “[e]xecution cores 120 operate in lock step.” Nguyen (Ex. 1008) § [0024]. “FRC-
hardware compares results generated by each core, and if a discrepancy is detected,
the FRC system passes control to an error-handling routine.” Id. § [0006]. “However, for
FRC-enabled processors, such errors are likely to be manifested as FRC errors, since
they take the execution cores out of lock-step.” Id. § [0008]. “[E]ach execution core may
include a status bit that is set if an error is detected. The master execution core may
check this bit to determine if it has also generated an error.” Id. § [0050]. Accordingly,
Nguyen described detecting a loss of lockstep. In view of the above citations, Kennedy
taught replacing the boot processor with an alternate processor in response to a failure
of the boot processor, and Nguyen taught detecting an error (i.e., a loss of lockstep).
See Wolfe Decl. (Ex. 1003) § 216. A POSITA would have been motivated to combine
these disclosures from Kennedy and Nguyen to improve the reliability of Kennedy’s
system by providing fault tolerance and high availability in the event that the boot
processor fails through a loss of lockstep. Id. It was well within the skill of a POSITA to

modify Kennedy’s system by Nguyen in this manner, and thus this combination of
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Kennedy and Nguyen would have been expected to succeed. Id. Accordingly, Kennedy
as modified by Nguyen taught changing the assignment of the role of boot processor to
the spare processor during system runtime in response to detecting loss of lockstep for
the boot processor. Id.

With regard to claim 9, teaching [9.4] responsive to changing the assignment
of the role of boot processor to said spare processor, an operating system of the
system recognizing said spare processor as the boot processor without requiring
shutdown of said operating system, Kennedy as modified by Nguyen and Fox
disclosed, or at least rendered obvious, this limitation by disclosing the failover to a hot
spare processor without affecting the OS or executing applications. Even if Kennedy did
not explicitly disclose an operating system that recognizes the spare processor as the
boot processor after the role transfer, Kennedy as modified by Nguyen and Fox would
have rendered this claim limitation obvious to a POSITA. For example, Fox taught that
“[tIhe invention provides a substantially seamless transfer of executing processes from
the failing processor to the replacement processor, without halting the execution of the
operating system (OS) and/or applications on the overall MP. That is, a failing processor
is able to automatically fail-over to a hot-spare processor without affecting the OS or
executing applications.” Fox (Ex. 1006), 4:16-25. Fox also taught that, “once the spare
processor has been successfully brought on line, the BIOS (table) is updated and the
OS [and] bus controllers...are messaged to change their configurations to reflect a
processor change from the failing processor to the spare processor.” Id. 8:10-14.
“Control is then returned to the OS, which updates the ‘active’ processor list and

allocates the threads that were running on the failing processor to the hot- spare
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processor.” Id., Abstract, 3:28-31, 6:64-67. In view of these citations, a POSITA would
have understood that, because Fox’s failing processor automatically fails over to a hot
spare processor without affecting the operating system and then control is returned to
the operating system which updates the “active” processor list, the operating system
would recognize the spare processor as having assumed the role of the failing
processor after failover. See Wolfe Decl. (Ex. 1003) § 217. Or at the very least,
Kennedy as modified by Nguyen and Fox would have rendered this subject matter
obvious to a POSITA due at least in part to Fox’s failing processor automatically failing
over to a hot spare processor without affecting the operating system or applications. Id.
It was well within the skill of a POSITA to modify Kennedy’s system by Nguyen and Fox
in this manner, and thus this combination of Kennedy, Nguyen, and Fox would have

been expected to succeed. Id.

With regard to claim 10, Claim 10 recites subject matter that is substantially
similar to Claim 2 and is therefore rendered obvious for the same reasons as Claim 2
above.

With regard to claim 11, Claim 11 recites subject matter that is substantially
similar to Claim 2 and is therefore rendered obvious for the same reasons as Claim 2
above.

With regard to claim 12, teaching The method of claim 9 further comprising:
[12.1] determining at least one processor that is coupled to a common
communication bus with said one of said plurality processors assigned to the

role of boot processor, Kennedy as modified by Nguyen and Fox disclosed, or at least
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rendered obvious, this limitation by disclosing the processors assigned the roles of boot
processor and spare processor as being coupled to a common communication bus. For
example, Kennedy taught that “the system has a centrally accessible memory, a default
boot central processing unit installed in a first slot on the backplane bus, and may also
have one or more alternate boot central processing units installed in a second slot on
the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. Based on this disclosure from
Kennedy, a POSITA would have understood that any alternate processor installed in
one of the slots of the backplane bus would have been coupled to a common
communication bus with the boot processor. See Wolfe Decl. (Ex. 1003) § 218. As a
result, any form of identifying such an alternate processor would constitute a
determination of an alternate processor coupled to a common communication bus with
the boot processor. Id. Accordingly, Kennedy as modified by Nguyen and Fox taught
this claim limitation. Id.

With regard to claim 12, teaching [12.2] selecting said another of said plurality
of processors to be assigned the role of spare processor from said determined at
least one processor, Kennedy as modified by Nguyen and Fox taught assigning the
role of spare to a certain processor for at least the reasons provided above in
connection with claim 1. Moreover, Kennedy as modified by Nguyen and Fox taught
determining that the spare processor is coupled to the common communication bus for
at least the same reasons provided above in connection with this claim. Accordingly,
Kennedy as modified by Nguyen and Fox taught selecting a processor coupled to the
common communication bus to be assigned the role of spare. See Wolfe Decl. (Ex.

1003) 9 219.
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With regard to claim 13, teaching The method of claim 9 further comprising:
during system boot-up, system firmware identifying the spare processor and
holding said spare processor in reserve as a hot spare, Kennedy as modified by
Nguyen and Fox disclosed, or at least rendered obvious, this limitation by disclosing a
BIOS responsible for identifying a spare processor and holding the same in reserve as a
hot spare. As explained above in connection with claim 1, Kennedy as modified by
Nguyen and Fox taught that the processor assigned the role of spare is held in reserve
as a hot spare processor until the loss of lockstep is detected for the boot processor.
Moreover, according to Kennedy, “central boot ROM 150 comprises a read-only-
memory with the basic input/output system (BIOS) instruction set for an INTEL 80486 or
80386 microprocessor. Accordingly, in the present embodiment, at least one CPU
connected to the 64-bit bus is, or emulates, an INTEL 80486 or 80386 microprocessor
in order to boot the system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central system boot
ROM 150 accessible by all processors...may be used by the operating system.”
Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120 controls the system again and begins
the operating system boot process.” Id. at 9:53-55. “The alternate boot processors...can
execute the boot code in the central boot ROM 150”. Id. at 10:42-45. The BIOS was a
very well-known example of firmware. Wolfe Decl. (Ex. 1003) § 220. In view of the
above citations and this common knowledge, a POSITA would have understood that
Kennedy’s BIOS constitutes firmware responsible for identifying a spare processor and
holding the same in reserve as a hot spare. Id. Accordingly, Kennedy as modified by
Nguyen and Fox would have rendered the subject matter of claim 13 obvious to a

POSITA. ld.
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With regard to claim 14, teaching The method of claim 9 further comprising:
during system boot-up, system firmware booting the spare processor as an
active spare, Kennedy as modified by Nguyen and Fox disclosed, or at least rendered
obvious, this limitation by disclosing a BIOS responsible for booting the spare processor
as an active spare. As explained above in connection with claim 6, Kennedy as modified
by Nguyen and Fox taught that that the spare is active before being transferred the role
of boot processor. Moreover, according to Kennedy, “central boot ROM 150 comprises
a read-only-memory with the basic input/output system (BIOS) instruction set for an
INTEL 80486 or 80386 microprocessor. Accordingly, in the present embodiment, at
least one CPU connected to the 64-bit bus is, or emulates, an INTEL 80486 or 80386
microprocessor in order to boot the system.” Kennedy (Ex. 1005) at 4.25-33. “[A] central
system boot ROM 150 accessible by all processors...may be used by the operating
system.” Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120 controls the system again and
begins the operating system boot process.” Id. at 9:53- 55. “The alternate boot
processors...can execute the boot code in the central boot ROM 150”. Id. at 10:42-45.
The BIOS was a very well-known example of firmware. Wolfe Decl. (Ex. 1003) § 221. In
view of the above citations and this common knowledge, a POSITA would have
understood that Kennedy’s BIOS constitutes firmware responsible for booting the spare
processor as an active spare. Id. Accordingly, Kennedy as modified by Nguyen and Fox
would have rendered the subject matter of claim 14 obvious to a POSITA. Id.

With regard to claim 15, teaching The method of claim 9 wherein system
firmware performs said changing operation, Kennedy as modified by Nguyen and

Fox disclosed, or at least rendered obvious, this limitation by disclosing a BIOS included
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in an IOSM responsible for changing the role of boot processor to the spare processor.
As explained above in connection with claim 9, Kennedy as modified by Nguyen and
Fox taught performing the changing operation. Moreover, Kennedy taught that each
CPU includes a slot selection (sometimes referred to as “SS”) logic for selecting which
CPU is designated as the boot processor. “In general, the slot select logic 148 on the
default boot CPU allows this CPU to boot.” Kennedy (Ex. 1005) at 10:29-31, FIG. 3.
Kennedy’s input/output services module (““IOSM”) is responsible for changing the role
of boot processor to the spare processor in conjunction with the CPUs’ slot selection
logic. See id. at 6:36-38, FIG. 3. For example, “[a]ny other slot selection circuits on
CPUs installed in the system have a corresponding slot selection line from the IOSM
108.” Id. As demonstrated by FIG. 3 of Kennedy reproduced below, Kennedy’s IOSM

includes the BIOS.

FIG. 3

The BIOS was a very well-known example of firmware. Wolfe Decl. (Ex. 1003) §

222. In view of the above citations and this common knowledge, a POSITA would have
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understood that that Kennedy’s BIOS, which constitutes firmware, is responsible for
changing the role of boot processor to the spare processor in conjunction with the
CPUs’ slot selection logic. Id. Accordingly, Kennedy as modified by Nguyen and Fox
would have rendered the subject matter of claim 15 obvious to a POSITA. Id.

With regard to claim 16, teaching [16.pre] A system comprising:, Kennedy
disclosed a system. For example, Kennedy taught “multiprocessor computer systems.”
Kennedy (Ex. 1005) at 1:14-15.

With regard to claim 16, teaching [16.1] a plurality of lockstep processor
modules that each includes a master processor and a slave processor that is in
lockstep with said master processor, Kennedy as modified by Nguyen disclosed, or
at least rendered obvious, this limitation by disclosing multicore processors that each
include master and slave execution cores in lockstep. For example, Kennedy taught
“multiprocessor computer systems.” Kennedy (Ex. 1005) at 1:14-15. Kennedy’s
disclosure “relates to a method and apparatus to automatically control the determination
of which processor in the system will boot the system.” Id. at 1:15-17. Kennedy further
disclosed that, “[i]f the boot processor fails, control automatically shifts to an alternate
processor.” Id. at 1:17-19. Even if Kennedy did not explicitly disclose that each of its
processors is a processor module that includes master and slave processors in
lockstep, Kennedy as modified by Nguyen would have incorporated processor modules
that each include master and slave execution cores in lockstep. For example, Nguyen
‘relates to microprocessors and, in particular, to mechanisms for handling errors in
FRC- enabled processors.” Nguyen (Ex. 1008) [ [0002]. Nguyen also taught “a

mechanism for handling recoverable and non-recoverable errors in multi-core
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processors.” Id. § [0058]. “Processor 110 includes first and second execution cores
120(a), 120(b).” Id. § [0020]. “For one embodiment, one of execution cores may be
designated as the master core and the other as the slave core when processor 10 is
operating in FRC mode.” Id. § [0047]. “Execution cores 120 operate in lock step.” Id. at
€ [0024]. “FRC-hardware compares results generated by each core, and if a
discrepancy is detected, the FRC system passes control to an error-handling routine.”
Id. § [0006]. “However, for FRC-enabled processors, such errors are likely to be
manifested as FRC errors, since they take the execution cores out of lock-step.” Id. §
[0008]. In view of the above citations, Kennedy as modified by Nguyen taught multicore
processor modules that each include master and slave execution cores in lockstep. See
Wolfe Decl. (Ex. 1003) § 223. A POSITA would have been motivated to combine these
disclosures from Kennedy and Nguyen to improve the spatial efficiency of Kennedy’s
system by consolidating the amount of space occupied by the processors. Id. It was well
within the skill of a POSITA to modify Kennedy’s system by Nguyen in this manner, and
thus this combination of Kennedy and Nguyen would have been expected to succeed.
Id. Accordingly, Kennedy as modified by Nguyen taught a plurality of lockstep processor
modules that each include a master processor and a slave processor in lockstep with
each other. Id.

With regard to claim 16, teaching [16.2] a first communication bus with which
at least a first two of said plurality of lockstep processor modules are
communicatively coupled, Kennedy as modified by Nguyen disclosed, or at least
rendered obvious, this limitation by disclosing the processors assigned the roles of boot

processor and spare processor as being coupled to a common communication bus. For
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example, Kennedy taught that “the system has a centrally accessible memory, a default
boot central processing unit installed in a first slot on the backplane bus, and may also
have one or more alternate boot central processing units installed in a second slot on
the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. In view of these citations, Kennedy
as modified by Nguyen taught that the boot processor and the alternate processor are
installed in slots on the backplane bus. See Wolfe Decl. (Ex. 1003) § 224. In other
words, Kennedy’'s backplane bus is communicatively coupled to the boot processor and
alternate processor. See Id. Accordingly, Kennedy as modified by Nguyen taught a first
communication bus with which at least a first two of the plurality of lockstep processor
modules are communicatively coupled. Id.

With regard to claim 16, teaching [16.3] a second communication bus with
which at least a second two of said plurality of lockstep processor modules are
communicatively coupled, Kennedy as modified by Nguyen and Fox disclosed, or at
least rendered obvious, this limitation by disclosing the processors as being
interconnected with each other via system buses, processor-to-processor buses, and
control buses. As explained above in connection with this claim, Kennedy taught a
backplane bus that is communicatively coupled to the boot processor and alternate
processor. Even if Kennedy did not explicitly disclose a second communication bus with
which at least a second two of the lockstep processor modules are communicatively
coupled, Kennedy as modified by Nguyen and Fox would have rendered this claim
limitation obvious to a POSITA. For example, Fox taught that “[a] system bus 110
connects the memory controller 107 and other components to 1A-32 processors 120,

122, via bridges 112, and processor buses 114. The IA-32 processors 120, 122 and the

Page 188 of 1042



Application/Control Number: 90/019,244 Page 51
Art Unit: 3992

bridges 112 are grouped at nodes 111.” Fox (Ex. 1006) at 5:9-12, FIG. 1. “In one
alternate implementation, processors 120, 122 are interconnected to each other via
processor-to-processor buses 203.” Id. at 5:41-43. “Processors 120, 122 are also
connected to bridge (bus controller) 207 via individual control buses 205.” Id. at 5:43-45.
In view of these citations, Kennedy as modified by Nguyen and Fox taught a plurality of
processors that are interconnected to each over via two or more different buses (e.g.,
system bus 110, processor-to-processor buses 203, and individual control buses 205).
See Wolfe Decl. (Ex. 1003) § 225. As further demonstrated by FIG. 1 of Fox reproduced
below, Fox’s system includes various processors that are communicatively coupled to

one another via multiple communication buses.
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A POSITA would have been motivated to combine these disclosures from
Kennedy and Nguyen and Fox to provide multiple communication channels and/or
mechanisms for communicating with the processors. See Wolfe Decl. (Ex. 1003) § 225.
It was well within the skill of a POSITA to modify Kennedy’s system by Nguyen and Fox
in this manner, and thus this combination of Kennedy, Nguyen, and Fox would have
been expected to succeed. Id. Accordingly, Kennedy as modified by Nguyen and Fox
taught a second communication bus with which at least a second two of the plurality of
lockstep processor modules are communicatively coupled. Id.

With regard to claim 16, teaching [16.4] data storage storing information that
assigns a role of boot processor to one of said plurality of processors and
assigns a role of spare processor to another of said plurality of processors,
wherein said spare processor is communicatively coupled to the same one of
said first and second communication buses as said boot processor, Kennedy as
modified by Nguyen and Fox disclosed, or at least rendered obvious, this limitation by
disclosing memories that hold configuration information about processors that are
assigned the roles of boot processor and spare processor and communicatively coupled
to the same communication bus. For example, Kennedy taught that “[tjhe CPU ISTC
memories hold configuration information.” Kennedy (Ex. 1005) at 7:33-35. Kennedy also
taught that, “[a]s previously explained, the ISTC memory associated with each CPU
contains...configuration information about the CPU. Thus, the boot CPU determines
how many CPUs are present on the bus.” Id. at 9:16-21. Kennedy further taught that, “if
this ‘default’ boot processor fails[,]” then an alternate processor “should take over boot

operations to enhance availability of the system.” Kennedy (Ex. 1005) at 7:9-13. In
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addition, Kennedy taught that “one default boot CPU is designated to boot the system,
and if this CPU fails, control transfers automatically to an alternate processor.” Id. at
2:17-21. Kennedy’s “system has a centrally accessible memory, a default boot central
processing unit installed in a first slot on the backplane bus, and may also have one or
more alternate boot central processing units installed in a second slot on the backplane
bus.” Kennedy (Ex. 1005) at 2:34-38. In view of the above citations, Kennedy as
modified by Nguyen and Fox taught memories that store CPU configuration information
that includes the roles of boot processor and alternate processor, which are assigned to
processors coupled to the same communication bus. See Wolfe Decl. (Ex. 1003) § 226.
Accordingly, Kennedy as modified by Nguyen and Fox taught data storage storing
information that assigns the role of boot processor to one of the processors and assigns
the role of Spare processor to another one of the processors, wherein the boot
processor and the spare processor are coupled to the same communication bus. Id.

With regard to claim 17, Claim 17 recites subject matter that is substantially
similar to claim 15, which depends from claim 9, and is therefore rendered obvious for
the same reasons as claim 15 in view of claim 9 above.

With regard to claim 18, Claim 18 recites subject matter that is substantially
similar to claim 15, which depends from claim 9, and is therefore rendered obvious for
the same reasons as claim 15 in view of claim 9 above.

With regard to claim 19, Claim 19 recites subject matter that is substantially
similar to claim 3 and is therefore rendered obvious for the same reasons as claim 3

above.
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With regard to claim 20, Claim 20 recites subject matter that is substantially
similar to claim 4 and is therefore rendered obvious for the same reasons as claim 4
above.

With regard to claim 21, teaching The system of claim 20 wherein said user
interface presents for selection as said spare processor at least one processor
that is communicatively to the same one of said first and second communication
buses as said boot processor, Kennedy as modified by Nguyen and Fox disclosed, or
at least rendered obvious, this limitation by implicitly disclosing the selection of a
processor type that does not boot the system. For example, Kennedy as modified by
Nguyen and Fox taught a spare processor that is communicatively coupled to the same
communication bus as the boot processor for at least the same reasons provided above
in connection with claim 16. Kennedy as modified by Nguyen and Fox also rendered
obvious user interfaces that facilitate selecting the spare processor for at least the same
reasons provided above in connection with claim 4. Accordingly, for at least the same
reasons provided above in connection with claims 4 and 16, Kennedy as modified by
Nguyen and Fox would have rendered the subject matter of claim 21 obvious to a
POSITA. See Wolfe Decl. (Ex. 1003) § 227.).

With regard to claim 22, Claim 22 recites subject matter that is substantially
similar to claim 13 and is therefore rendered obvious for the same reasons as claim 13
above.

With regard to claim 23, Claim 23 recites subject matter that is substantially
similar to claim 14 and is therefore rendered obvious for the same reasons as claim 14

above.
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With regard to claim 24, Claim 24 recites subject matter that is substantially
similar to claim 8 and is therefore rendered obvious for the same reasons as claim 8
above.

With regard to claim 25, Claim 25 recites subject matter that is substantially
similar to claim 16 and is therefore rendered obvious for the same reasons as claim 16
above.

With regard to claim 26, Claim 26 recites subject matter that is substantially
similar to claim 18 and is therefore rendered obvious for the same reasons as claim 18
above.

With regard to claim 27, Claim 27 recites subject matter that is substantially
similar to claims 3 and 19 and is therefore rendered obvious for the same reasons as
claims 3 and 19 above.

With regard to claim 28, Claim 28 recites subject matter that is substantially
similar to claims 3 and 19 and is therefore rendered obvious for the same reasons as
claims 3 and 19 above.

With regard to claim 29, Claim 29 recites subject matter that is substantially
similar to claims 3 and 19 and is therefore rendered obvious for the same reasons as
claims 3 and 19 above.

With regard to claim 30, Claim 30 recites subject matter that is substantially
similar to the combinations of claims 13 and 15 and is therefore rendered obvious

for the same reasons as claims 13 and 15 above.
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Summary

Claims 1-30 are REJECTED.

Conclusion

Extensions of time under 37 CFR 1.136(a) do not apply in reexamination
proceedings. The provisions of 37 CFR 1.136 apply only to "an applicant" and not to
parties in a reexamination proceeding. Further, in 35 U.S.C. 305 and in 37 CFR
1.550(a), it is required that reexamination proceedings "will be conducted with special
dispatch within the Office."

In order to ensure full consideration of any amendments, affidavits or
declarations, or other documents as evidence of patentability, such documents must be
submitted in response to this Office action. Submissions after the next Office action,
which is intended to be a final action, will be governed by the requirements of 37
CFR 1.116, after final rejection and 37 CFR 41.33 after appeal, which will be strictly
enforced.

The patent owner is reminded of the continuing responsibility under 37 CFR
1.565(a) to apprise the Office of any litigation activity, or other prior or concurrent
proceeding, involving the patent throughout the course of this reexamination
proceeding. The requester is also reminded of the ability to similarly appraise the Office
of any such activity or proceeding throughout the course of this reexamination

proceeding. See MPEP § § 2207, 2282, and 2286.
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All correspondence relating to this ex parte reexamination proceeding should be

directed:

Electronically: Registered users may submit via Patent Center at
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By Mail to: Mail Stop Ex Parte Reexam
Central Reexamination Unit
Commissioner for Patents
United States Patent & Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

By FAX to: (571) 273-9900
Central Reexamination Unit

By hand: Customer Service Window
Randolph Building
401 Dulany Street
Alexandria, VA 22314

For electronic transmissions, 37 CFR 1.8(a)(1)(i}(C) and (ii) states that
correspondence (except for a request for reexamination and a corrected or replacement
request for reexamination) will be considered timely filed if (a) it is transmitted via the
USPTO patent electronic filing system in accordance with 37 CFR 1.6(a)(4), and (b)
includes a certificate of transmission for each piece of correspondence stating the date
of transmission, which is prior to the expiration of the set period of time in the Office
action.

Any inquiry concerning this communication should be directed to Central

Reexamination Unit at telephone number (571) 272-7705.
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/DENNIS G BONSHOCK/
Primary Examiner, Art Unit 3992

Conferees:

/ADAM L BASEHOAR/
Primary Examiner, Art Unit 3992

/ALEXANDER J KOSOWSKI/
Supervisory Patent Examiner, Art Unit 3992
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RESPONSE TIMES ARE SET AS FOLLOWS:

For Patent Owner's Statement (Optional): TWO MONTHS from the mailing date of this communication
(37 CFR 1.530 (b)). EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c).

For Requester's Reply (optional): TWO MONTHS from the date of service of any timely filed

Patent Owner's Statement (37 CFR 1.535). NO EXTENSION OF THIS TIME PERIOD IS PERMITTED.
If Patent Owner does not file a timely statement under 37 CFR 1.530(b), then no reply by requester

is permitted.

cc:Requester ( if third party requester )

U.S. Patent and Trademark Office
PTOL-471G(Rev. 01-13) Office Action in £x Parfe Reexamination Part of Paper No. 20230927
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Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent

provisions.

DECISION ON REQUEST FOR REEXAMINATION
A substantial new question (SNQ) of patentability affecting claims 1-30 of United
States Patent Number: 7,627,781 issued to Michaelis et al. (hereinafter the ‘781 Patent)

is raised by the Request for ex parte reexamination filed 9/1/20283.

The Office’s determination in both the order for reexamination and the
examination stage of the reexamination ordered will generally be limited solely to a
review of the claim(s) for which reexamination was requested (see: MPEP 2240 &
2243). Additionally, if a Requester fails to set forth the pertinency and manner of
applying the cited art to a claim as required by 37 CFR 1.510(b), that claim will generally
not be reexamined. This matter was squarely addressed in Sony Computer
Entertainment America Inc. v. Dudas, 85 USPQ2d 1594 (E.D. Va 2006). The District
Court upheld the Office’s discretion to not reexamine claims in an Inter Partes
Reexamination proceeding other than those claims for which reexamination

had specifically been requested.

Information Disclosure Statement

Regarding Information Disclosure Statement (IDS) submissions, MPEP 2256

recites the following: “Where patents, publications, and other such items of information
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are submitted by a party (patent owner or requester) in compliance with the
requirements of the rules, the requisite degree of consideration to be given to such
information will be normally limited by the degree to which the party filing the information
citation has explained the content and relevance of the information. The initials of the
examiner placed adjacent to the citations on the form PTO/SB/08A and 08B or its
equivalent, without an indication to the contrary in the record, do not signify that the
information has been considered by the examiner any further than to the extent noted
above.”

Accordingly, the IDS submission filed by Third Party Requester (3PR) on
9/1/2023 has been considered by the Examiner only with the scope required by MPEP

2256, unless otherwise noted.

References
The Request presents that the following references raise an SNQ with regard to

claims 1-30 of the ‘781 Patent:

e U.S. Patent No. 7,085,959 to Safford (hereinafter Safford)

e U.S. Patent No. 5,450,576 to Kennedy et al. (hereinafter Kennedy)

e U.S. Patent No. 7,251,746 to Fox (hereinafter Fox)

e U.S. Patent No. 7,328,371 to Kalyanasundharam et al. (hereinafter
Kalyanasundharam)

o U.S. Patent Application Pub. No. 2004/0123201 to Nguyen et al. (hereinafter

Nguyen’)
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e U.S. Patent No. 5,491,788 to Cepulis (hereinafter Cepulis)

Prosecution History
Original Examination:

The ‘781 Patent was filed as application 10/973,077 (hereinafter the ‘077
application) on October 25, 2004.

During the original prosecution of Michaelis patent, a Non-Final rejection was
mailed on 9/20/2007. In this initial action the Office rejected the claims under obvious-
type double patenting over claims 1-30 of US application 10/972,588 and further under
35 USC 102 over Safford et al. (US patent 7,085,959), while further rejecting other
claims over a combination of Safford and Marshal (US patent 5,915,082).

On 12/12/2007, Patent Owner responded arguing specifically that: “/n contrast,
in Safford, transfer of the architected state of a processor is a transfer of
information from one processor to another, as required for one processor to start
processing instructions at the point that another processor was halted, while the
system is running. Safford does not discuss transfer of system information
(which processer is the boot processor) that remains permanent and survives a
system reset. Safford discusses rebooting individual processors while a system
is running (for example, column 4, lines 57-60, and claim3), but that is not the
same as rebooting the entire system, which is initiated by the one designated
boot processor after a system reset or power shutdown.”

In the Office’s 3/19/2008 Non-Final rejection Examiner Le maintained the Safford

based rejections while further adding an additional grounds of rejection under 35 USC
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103 over Fox et al. (US patent 7,251,749) in further view of Quach (US patent
6,625,749). There was some debate as to whether Safford was valid prior art, but
Patent Owner (then Applicant) eventually admitted that Safford was eligible:

NOTE: b applivant's repdy 1 the previous offioe setion, apphicast sasecied that

Sabtord was not progey prior art wider 35 ULRA § 183, Boweves, thal sseerfion wig my

&

< for the mistske

wroet, and iz horeby retracted, with spolog

Fanusry 8.2

04, beften the filing of the pee

e

eol spphication en Ootober 2

Fle Hiveory (Bx. W02, p. 228

On 9/10/2008, Patent Owner filed a Terminal Disclaimer that was approved by

the Office on 9/11/2008 and further amended the claims as follows:

1. (currently amended) A system comprising:
a plurality of processors;
data storage storing information that assigns a role of boot processor to
one of said plurality of processors and assigns a role of spare processor to
another of said plurality of processors; and
logic operable, responsive fo detecting loss of lockstep for said boot
processor, for transferring, during system runtime, the role of boot processor fo

said spare processor, wherein said another of said plurality of processors that is

assigned said role of spare processor is held in reserve as a hot spare processor

until said loss of lockstep is detected for said bool processor.
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In the Office’s 9/23/2008 Notice of Allowance, the claims were allowed
apparently in view of the claim amendments of 9/10/2008, corresponding arguments

presented, and discussion in an interview on 9/5/2008.

Litigation History
The ‘781 Patent is involved in the following litigation:
e Foras Technologies Ltd. v. Nissan Motor Company, LTD et al., Case No.
2:23-cv-00640 (W.D. Tex., June 6, 2023)
e Foras Technologies Ltd. v. Toyota Motor Company, Inc. et al., Case No.
2:23-cv-00321 (E.D. Tex., July 12, 2023)
e Foras Technologies Ltd. v. Toyota Motor Company, Inc. et al., Case No.

2:23-cv-00150 (E.D. Tex., April 5, 2023)

Substantial New Question of Patentability
The presence or absence of “a substantial new question of patentability”

determines whether or not reexamination is ordered. For a substantial new question of
patentability to be present, it is only necessary that: (A) the prior art patents and/or
printed publications raise a substantial question of patentability regarding at least one
claim, i.e., the teaching of the (prior art) patents and printed publications is such that a
reasonable examiner would consider the teaching to be important in deciding whether
or not the claim is patentable; and (B) the same question of patentability as to the claim
has not been decided by the Office in an earlier concluded examination or review of the

patent, raised to or by the Office in a pending reexamination or supplemental
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examination of the patent, or decided in a final holding of invalidity (after all appeals) by
a federal court in a decision on the merits involving the claim. If a reexamination
proceeding was terminated/vacated without resolving the substantial question of
patentability question, it can be re-presented in a new reexamination request. It is not
necessary that a “prima facie” case of unpatentability exist as to the claim in order for a
substantial new question of patentability to be present as to the claim. Thus, a
substantial new question of patentability as to a patent claim could be present even if
the examiner would not necessarily reject the claim as either fully anticipated by, or
obvious in view of, the prior art patents or printed publications (see: MPEP 2242(1)).

In a decision to order reexamination made on or after November 2, 2002,
reliance on old art does not necessarily preclude the existence of a substantial new
guestion of patentability that is based exclusively on that old art. See Public Law 107-
273, 116 Stat. 1758, 1899-1906 (2002), which expanded the scope of what qualifies for
a substantial new question of patentability upon which a reexamination may be based.
Determinations on whether a substantial new question of patentability exists in such an
instance shall be based upon a fact-specific inquiry done on a case-by-case basis. For
example, a substantial new question of patentability may be based solely on old art
where the old art is being presented/viewed in a new light, or in a different way, as
compared with its use in the earlier examination(s), in view of a material new argument
or interpretation presented in the request. Such material new argument or interpretation
may be based solely on claim scope of the patent being reexamined (see: MPEP

2242(11)(A)).
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Claim 1 is presented below italicized showing the limitations that are believed to
be the critical limitations, given the prosecution history recited above, and which are
used by the Examiner to show how specific teachings of the proposed references raise

a substantial new question of patentability.

1. (currently amended) A system comprising:

a plurality of processors;

data storage storing information that assigns a role of boot processor to
one of said plurality of processors and assigns a role of spare processor to
another of said plurality of processors; and

logic operable, responsive to detecting loss of lockstep for said boot
processor, for transferring, during system runtime, the role of boot
processor to said spare processor, wherein said another of said plurality of
processors that is assigned said role of spare processor is held in reserve
as a hot spare processor until said loss of lockstep is detected for said

boot processor.

In the 9/1/2023 Request, the 3PR (Requester) suggests that the following

combination of references provide elements which are allegedly equivalent to claims 1-

30 of the ‘781 Patent.
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Proposed Ground 1: Claims 1-6 and 9-15 over a combination of

Kalyanasundharam (Ex. 1007) in view of Kennedy (Ex. 1005)

The Requestor alleges that the combination of the Kalyanasundharam and
Kennedy references raises a substantial new question of patentability with respect to
claim 1 of the 781 patent. Reading of the Kalyanasundharam and Kennedy references

on the claims is provided on pages 16-31 and in Exhibit AA of the Request.

Each of Kalyanasundharam and Kennedy references are new art that provide
new, non-cumulative technological teachings that were not previously considered nor

discussed on the record during prosecution of the ‘781 patent.

With regard to the limitation of logic operable, responsive to detecting loss of
lockstep for said boot processor, for transferring, during system runtime, the role
of boot processor to said spare processor, Kalyanasundharam discloses transferring
of the role of primary processor to an auxiliary processor in response to a mismatch
involving the primary processor. Kalyanasundharam further teaches lockstep execution
of processors in noting that “the processor cores 18A-18B may execute in lockstep (that
is, may execute the same instructions on the same clock cycle).” Kalyanasundharam
(Ex. 1007) at 4:15-18. Kalyanasundharam further teaches recognizing a loss of

lockstep (LOL), where “If the masked comparison results indicate that the
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communication from the primary processor core mismatches with all auxiliary processor
cores (that are enabled)...the control circuit 84 may disable the primary processor core
and select one of the auxiliary processor cores to be the primary processor core (block
102).” Id. at 13:15- 22. “As with the discussion above for disabling the auxiliary
processor core, the control circuit 83 may simply disable the primary processor core
from comparison by clearing the enable bit in the configuration register 42, or may
disable the primary processor core from executing at all.” Id. at 13:22- 27. “The control
circuit 84 may also update the PC field of the configuration register 42 to reflect the
newly selected primary processor core.” Id. at 13:27-29.

Kennedy supplements in the teaching that, “if this ‘default’ boot processor fails[,|”
then an alternate processor “should take over boot operations to enhance availability of

the system.” (see Kennedy (Ex. 1005) at 7:5-13).

With regard to the limitation of wherein said another of said plurality of
processors that is assighed said role of spare processor is held in reserve as a
hot spare processor until said loss of lockstep is detected for said boot
processor, Kalyanasundharam teaches that “a fixed or programmable number of the
processor cores (less than the total number in the node) may participate in redundant
execution.” Kalyanasundharam (Ex. 1007) at 11:35-38. “The configuration register 42
may further include a set of core enables which indicate which cores are participating in
redundant execution mode.” Id. at 12:12-15. “The control circuit 84 may...optionally
disable a processor core or cores from comparison in the redundant execution mode.”

Id. at 12:29-32; “Additionally, the core enables in the configuration register 42 may be
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used to selectively enable various pairs for redundant execution.” Id. at 15:7-10. “If the
primary processor core is programmably selected, a different processor core may be
selected as the primary processor core and the previous primary processor core may be
disabled.” Id. at 11:45-48. “For example, servers are implemented on fault-tolerant
systems so that the servers may be available as close to 24 hours a day as possible.
Any mission-critical computing functions may benefit from being assigned to fault-
tolerant computer systems.” Id. at 1:14-19.

Though Kalyanasundharam does not explicitly use the term “hot spare” or the
phrase “held in reserve” in connection with its processors, Kalyanasundharam
described its processors as having the same functionality in that Kalyanasundharam
teaches selectively enabling processors for participation, selectively disabling
processors from participation, and maintaining configuration register 42 that tracks

which processors are participating and which processors are not participating.

It is agreed that the combination of the Kalyanasundharam and Kennedy
references does raise a substantial new question of patentability, as proposed in the
request, to at least claim 1 of the ‘781 patent. There is a substantial likelihood that a
reasonable Examiner would consider these teachings important in deciding whether or

not this claim is patentable.

Accordingly, the combination of the Kalyanasundharam and Kennedy references

does raise a substantial new question to at least claim 1, which question has not been
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decided in a previous examination of the ‘781 patent nor was there a final holding of

invalidity by the Federal Courts regarding the ‘781 patent.

Proposed Grounds 2 and 4: Claims 1-6 and 9-15 over a combination of Safford
(Ex. 1004) in view of Kennedy (Ex. 1005) / Claims 1 and 6 over Safford (Ex. 1004)
The Requestor alleges that the combination of the Safford and Kennedy
references, as well as Safford alone, raise a substantial new question of patentability

with respect to claim 1 of the ‘781 patent. Reading of the Safford and Kennedy

references on the claims is provided on pages 31-42 and in Exhibit BB of the Request.

Safford was previously utilized in the Original Examination of the ‘077 application,
and is therefore old art, however, in attempting to raise a substantial new question of
patentability the requester proposes combining the teaching of Safford with the
Kennedy reference. The Kennedy references is new art that provide new, non-
cumulative technological teachings that were not previously considered nor discussed
on the record during prosecution of the ‘781 patent. Though Safford was present in the
original prosecution as discussed above, the combination of Safford and Kennedy has
not been considered against the claims of record. Thus, the Safford references is being

presented here in a new light.
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With regard to the limitation of logic operable, responsive to detecting loss of
lockstep for said boot processor, for transferring, during system runtime, the role
of boot processor to said spare processor, Safford teaches that, “[u]sing the
impending loss of lock step signal, the computer system 100 may continue operating
(processing) using one of the processors 111 and 113 that did not experience an error.”
Safford (Ex. 1004) at 3:27-30. “The six processors 111, 113, 121, 123, 125, and 127
operate in lock step (i.e., are processing code sequences). For example, the processor
111 operates in lockstep with the processor 113, and the processor 121 operates in lock
step with the processor 123 and the processor 125 operates in lock step with the
processor 127.” Id. at 4:19-24. “The processor 125 may be designated as a ‘hot
standby,” and is sitting idle in lock step mode with the processor 127. Should one of the
processors 111, 113, 121, and 123 suffer an error, the hot standby processors 125, 127
may be used to speed recovery from the resulting loss of lock step.” Id. at 4:25-30. “In
block 210, the processor 111 signals the node controller 130 that the first processor pair
111/113 has broken lock step and that the first processor pair 111/113 should be taken
‘off-line.” Id. at 4:37-40. Safford taught “moving an architected state of the processor
unit experiencing the loss of lock step to the spare processor unit, wherein the spare

processor unit becomes an active processor unit in the computer system.” Id.

Kennedy supplements in the teaching that, “if this ‘default’ boot processor fails|,|”

then an alternate processor “should take over boot operations to enhance availability of

the system.” (see Kennedy (Ex. 1005) at 7:5-13).
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With regard to the limitation of wherein said another of said plurality of
processors that is assigned said role of spare processor is held in reserve as a
hot spare processor until said loss of lockstep is detected for said boot
processor, Safford teaches that “[t]he processor 125 may be designated as a ‘hot
standby,” and is sitting idle in lock step mode with the processor 127. Should one of the
processors 111, 113, 121, and 123 suffer an error, the hot standby processors 125, 127
may be used to speed recovery from the resulting loss of lock step.” Safford (Ex. 1004).

at 4:25-30.

The Examiner doesn'’t believe Safford alone raises a substantial new question of
patentability, as it lacks the boot features claimed, but agrees that the combination of
the Safford and Kennedy references does raise a substantial new question of
patentability, as proposed in the request, to at least claim 1 of the ‘781 patent. There is
a substantial likelihood that a reasonable Examiner would consider these teachings

important in deciding whether or not this claim is patentable.

Accordingly, the combination of the Safford and Kennedy references does raise a
substantial new question to at least claim 1, which question has not been decided in a
previous examination of the ‘781 patent nor was there a final holding of invalidity by the

Federal Courts regarding the ‘781 patent.
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Proposed Ground 3: Claims 1-30 over a combination Kennedy (Ex. 1005) in view

of Nguyen (Ex. 1008) and Fox (Ex. 1006)

The Requestor alleges that the combination of the Kennedy, Nguyen, and Fox
references, raise a substantial new question of patentability with respect to claim 1 of
the 781 patent. Reading of the Kennedy, Nguyen, and Fox references on the claims is

provided on pages 42-57 and in Exhibit CC of the Request.

Each of the Kennedy, Nguyen, and Fox references is new art that provide new,
non-cumulative technological teachings that were not previously considered nor
discussed on the record during prosecution of the ‘781 patent. Though Fox was cited
on an IDS after allowance, it was never specifically applied against the claims either
itself or as in the proposed combination. The combination of Kennedy, Nguyen, and

Fox has not been considered against the claims of record.

With regard to the limitation of logic operable, responsive to detecting loss of
lockstep for said boot processor, for transferring, during system runtime, the role
of boot processor to said spare processor, Kennedy teaches that, “if this ‘default’
boot processor fails[,|” then an alternate processor “should take over boot operations to

enhance availability of the system.” (see Kennedy (Ex. 1005) at 7:5-13). In addition,
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Kennedy taught that “one default boot CPU is designated to boot the system, and if this
CPU fails, control transfers automatically to an alternate processor.” Id. at 2:17-21.
Nguyen supplements in teaching that “If an error originates in the master core
rather than the slave core, recovery may be handled by changing the master/slave
designations of the execution cores” (Nguyen (Ex. 1008) [0054]-[0055]]), where
“[e]xecution cores 120 operate in lock step.” Nguyen (Ex. 1008) [0024], “for FRC-
enabled processors, such errors are likely to be manifested as FRC errors, since they
take the execution cores out of lock-step.” Id. [0008]. “[E]ach execution core may
include a status bit that is set if an error is detected. The master execution core may

check this bit to determine if it has also generated an error.” Id. [0050].

With regard to the limitation of wherein said another of said plurality of
processors that is assigned said role of spare processor is held in reserve as a
hot spare processor until said loss of lockstep is detected for said boot
processor, Kennedy modified by Nguyen teaches a spare processor that assumes the
role of boot processor in response to a loss of lockstep (supra). Kennedy does not
explicitly identify the spare processor as having been a hot spare processor that is held
in reserve. Fox, however, explicitly transfers the role of boot processor to a hot spare
processor. See, e.g., Fox (Ex. 1008), Abstract. For example, according to Fox, “[t]he
invention provides a substantially seamless transfer of executing processes from the
failing processor to the replacement processor, without halting the execution of the

operating system (OS) and/or applications on the overall MP. That is, a failing processor
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is able to automatically fail-over to a hot-spare processor without affecting the OS or

executing applications.” Fox (Ex. 1006) at 4:16-23.

It is agreed that the combination of the Kennedy, Nguyen, and Fox references
does raise a substantial new question of patentability, as proposed in the request, to at
least claim 1 of the ‘781 patent. There is a substantial likelihood that a reasonable
Examiner would consider these teachings important in deciding whether or not this

claim is patentable.

Accordingly, the combination of the Kennedy, Nguyen, and Fox references does
raise a substantial new question to at least claim 1, which question has not been
decided in a previous examination of the ‘781 patent nor was there a final holding of

invalidity by the Federal Courts regarding the ‘781 patent.

35 USC 325(d)

A review of the post grant history for the underlying patent indicates that there
have been no other Office post grant challenges made to the patent (Reexamination
Proceedings or Inter Partes Review, Post Grant Review, Covered Business Method
trials). Accordingly, a discretionary denial of reexamination pursuant to 35 USC 325(d)

is not applicable.

Summary

Claims 1-30 are hereby ORDERED to be reexamined.
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Conclusion
Extensions of time under 37 CFR 1.136(a) do not apply in reexamination
proceedings. The provisions of 37 CFR 1.136 apply only to "an applicant" and not to parties in a
reexamination proceeding. Further, in 35 U.S.C. 305 and in 37 CFR 1.550(a), it is required that

reexamination proceedings "will be conducted with special dispatch within the Office."

The patent owner is reminded of the continuing responsibility under 37 CFR
1.565(a) to apprise the Office of any litigation activity, or other prior or concurrent
proceeding, involving the patent throughout the course of this reexamination
proceeding. The requester is also reminded of the ability to similarly appraise the Office
of any such activity or proceeding throughout the course of this reexamination

proceeding. See MPEP § § 2207, 2282, and 2286.

All correspondence relating to this ex parte reexamination proceeding should be

directed:

By Mail to:  Mail Stop Ex Parte Reexam
Central Reexamination Unit
Commissioner for Patents
United States Patent & Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450
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By FAXto: (571) 273-9900

Central Reexamination Unit

By hand: Customer Service Window
Randolph Building
401 Dulany Street

Alexandria, VA 22314

By EFS-Web:

Registered users of EFS-Web may alternatively submit such correspondence via
the electronic filing system EFS-Web, at

hitnsefg usnlo. govietile/myporalels-reqisiarad

EFS-Web offers the benefit of quick submission to the particular area of the
Office that needs to act on the correspondence. Also, EFS-Web submissions are “soft
scanned’ (i.e., electronically uploaded) directly into the official file for the reexamination
proceeding, which offers parties the opportunity to review the content of their
submissions after the “soft scanning” process is complete.

Any inquiry concerning this communication or earlier communications from the
Reexamination Legal Advisor or Examiner, or as to the status of this proceeding, should

be directed to the Central Reexamination Unit at telephone number (571) 272-7705.

/DENNIS G BONSHOCK/
Primary Examiner, Art Unit 3992

Conferees:

/ADAM L BASEHOAR/
Primary Examiner, Art Unit 3992
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/ALEXANDER J KOSOWSKI/
Supervisory Patent Examiner, Art Unit 3992
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TITLE
SYSTEM AND METHOD FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM LOSS
OF LOCKSTEP IN A BOOT PROCESSOR

J All Fees

U 1.16 Fees (Filing)

FEES: Authority has been given in Paper

FILING FEE . .
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT || 1:17 Fees (Processing Ext. of time)
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Doc code: IDS PTO/SB/08a (01-10)

s . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘
Art Unit j
Examiner Name ’

Attorney Docket Number i 185945.012400

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns Lines where
ik Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear

1 7627781 2009-12-01 Michaelis et al.

2 7085959 2022-06-17 Safford

3 5450576 1995-09-12 Kennedy et al.

4 7251746 2007-07-31 Fox

5 7328371 2008-02-05 Kalyanasundharam

6 7191328 2007-03-13 Hobson

7 5491788 2014-05-14 Cepulis et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

EFS Web 2.1.17
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Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ’
Art Unit ]
Examiner Name ‘

Attorney Docket Number 1 185945.012400

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
- Cite No . Relevant Passages or Relevant
Initial Number Code?| Date of cited Document )
Figures Appear
1 20040123201 2001-06-24 Nguyen et al.
2 20030051190 2004-01-06 Marisetty et al.

If you wish to add additional U.S. Published Application citation information please click the Add button

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2i Code4| Date bp Passages or Relevant
Document X
Figures Appear
1 L]

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite o . . .
e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No . . .
publisher, city and/or country where published.
1 U.S. File History of the ‘781 Patent (“U.S. File History”) D
2 Declaration of Andrew Wolfe (“Wolfe Decl.”) D
3 Wendy Bartlett, et. al., Commercial Fauit Tolerance: A Tale of Two Systems, IEEE Transactions on Dependable and D
Secure Computing, Vol. 1, No. 1 (January-March 2004) (“Bartlett”)

EFS Web 2.1.17
ALL REFERENCES CONSIDERED RXCEPT WHERE LINED THROUGH. /D.G.B/
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor ’

STATEMENT BY APPLICANT

N Art Unit |
( Not for submission under 37 CFR 1.99)

Examiner Name ‘

Attorney Docket Number t 185945.012400

4 Intel, Extensible Firmware Interface Specification, Version 1.10 (Dec. 1, 2002) (“Intel EF| Specification”) ]
5 Bozidar“Levi',“UNlX Administration, A Comprehensive Sourcebook for Effective Systems and Network Management H
(2002) (“Levi”)
6 Intel 1A-64 Architecture Software Developer’s Manual, Revision 1.1 (July 2000) (“Intel Itanium Manual”) D
7 Intel Multiprocessor Specification, Version 1.4 (May 1997) (“Intel Multiprocessor Specification”) D
8 L]
9 [
10 L]
11 ]

If you wish to add additional non-patent literature document citation information please click the Add button|

EXAMINER SIGNATURE

Examiner Signature | /DENNIS G BONSHOCE/ Date Considered | 10/04/2023

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor ’

STATEMENT BY APPLICANT

N Art Unit |
( Not for submission under 37 CFR 1.99)

Examiner Name ‘

Attorney Docket Number t 185945.012400

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[ ] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Jon Bills/ Date (YYYY-MM-DD) 2023-09-01

Name/Print Jon Bills Registration Number 71895

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450
‘WWW.uspto.gov

BIB DATA SHEET

CONFIRMATION NO. 7031

SERIAL NUMBER FILING or CLASS GROUP ART UNIT ATTORNEY
371(c) DATE DOCKET NO.
90/019,244 09/01/2023 714 3992 185945.012400
RULE
APPLICANTS |
FORAS TECHNOLOGIES LTD(OWNER, Residence Not Provided;
LLC UNIFIED PATENTS,, CHEVY CHASE, MD;
INVENTORS |
7627781, Residence Not Provided;
GREENBERG TRAURIG (NJ), Residence Not Provided;
** CONTINUING DATA
This application is a REX of 10/973,077 10/25/2004 PAT 7627781
** FOREIGN APPLICATIONS
** |F REQUIRED, FOREIGN FILING LICENSE GRANTED **
Foreign Priority claimed O ves A no STATE OR SHEETS TOTAL |(INDEPENDENT
35 USC 119(a-d) conditons met [y, O o ' Q k".?éﬁ?ﬁée COUNTRY |DRAWINGS| CLAIMS CLAIMS
Verified and i 30 4
Acknowledged Examiner's Signature ! Initials
ADDRESS

Hewlett Packard Enterprise
3404 E. Harmony Road
Mail Stop 79

Fort Collins, CO 80528
UNITED STATES

TITLE
SYSTEM AND METHOD FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM LOSS
OF LOCKSTEP IN A BOOT PROCESSOR

Q All Fees

U 1.16 Fees (Filing)

FEES: Authority has been given in Paper
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RECEIVED |No. to charge/credit DEPOSIT ACCOUNT || 1:17 Fees (Processing Ext. of time)
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO.
90/019,244 09/01/2023 7627781 185945.012400 7031
56436 7590 ‘ 09/13/2023 | EXAMINER
Hewlett Packard Enterprise
3404 E. Harmony Road BONSHOCK, DENNIS G
Mail Stop 79
Fort Collins, CO 80528 | ART UNIT | PAPER NUMBER
3992
| MAIL DATE | DELIVERY MODE
09/13/2023 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

DO NOT USE IN PALM PRINTER

(THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS)

GREENBERG TRAURIG (NJ)
500 CAMPUS DRIVE, SUITE 400
P.O. BOX 677

FLORHAM PARK NJ 07932

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM

REEXAMINATION CONTROL NO. 90/019,244 .
PATENT UNDER REEXAMINATION 7,627,781 .

ART UNIT 3992.

Enclosed is a copy of the latest communication from the United States Patent and Trademark
Office in the above identified ex parfe reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a
reply has passed, no submission on behalf of the ex parfe reexamination requester will be
acknowledged or considered (37 CFR 1.550(g)).

PTOL-465 (Rev.07-04)
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Control No. Patent Under Reexamination is
Ex Parte Reexamination Interview Summary | o .o 544 R;‘é ;‘;S;gf
~ Pilot Program’ for Waiver of Patent Examiner Art Unit AlA (FITF) Status
Owner’s Statement
BONSHOCK, DENNIS 3992 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address. --

All participants (USPTO official and patent owner):

(1) Hewlett Packard Enterprise (3)

(2) Renee Preston 4)

Date of Telephonic Interview: 11 September 2023.

A. The USPTO official requested waiver of the patent owner’s statement pursuant to the pilot program for
waiver of patent owner’s statement in ex parfe reexamination proceedings.*

(J The patent owner agreed to waive its right to file a patent owner's statement under 35 U.S.C. 304 in the event
reexamination is ordered for the above-identified patent.

(O The patent owner did not agree to waive its right to file a patent owner’s statement under 35 U.S.C. 304 at this
time.

USPTO personnel were unable to reach the patent owner.**

B. The Patent Owner of record telephoned the Office and indicated they would like to participate in the pilot
program for waiver of patent owner’s statement in ex parfe reexamination proceedings.*

(J The Patent owner of record telephoned the Office and agreed to waive its right to file a patent owner’s statement
under 35 U.S.C. 304 in the event reexamination is ordered for the above-identified patent.

The patent owner is not required to file a written statement of this telephone communication under 37 CFR 1.560(b) or
otherwise. However, any disagreement as to this interview summary must be brought to the immediate attention of the
USPTO, and no later than one month from the mailing date of this interview summary. Extensions of time are
governed by 37 CFR 1.550(c).

*For more information regarding this pilot program, see Piot Program for Waiver of Patent Owner's Statement in Ex
Parte Reexamination Proceedings, 75 Fed. Reg. 47269 (August 5, 2010), available on the USPTO Web site at
http://www.uspto.gov/patents/law/notices/2010.jsp.

**The patent owner may contact the USPTO personnel at (571) 272-7705 or at the telephone number provided below if
the patent owner decides to waive the right to file a patent owner’s statement under 35 U.S.C. 304.

/RENEE M PRESTON/
CRU Paralegal, OCRU (671) 272-1607
Signature and telephone number of the USPTO official, who contacted, was contacted by, or attempted to contact the patent owner.

cc: Requester (if third party requester)

U.S. Patent and Trademark Office Paper No. 20230912
PTOL-2292 (11-12) Ex Parte Reexamination Interview Summary — Pilot Program for Waiver of Patent Owner’s Statement

Page 232 of 1042




UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

[ REEXAM CONTROL NUMBER FILING OR 371 (c) DATE | PATENT NUMBER |
90/019,244 09/01/2023

CONFIRMATION NO. 7031
GREENBERG TRAURIG (NJ) REEXAMINATION REQUEST
500 CAMPUS DRIVE, SUITE 400 NOTICE
P.O. BOX 677
FLORHAM PARK, NEW JERSEY 07932 R RO GOMRT DT

0C000000061668572

NOTICE OF REEXAMINATION REQUEST FILING DATE

(Third Party Requester)

Requester is hereby notified that the filing date of the request for reexamination is 09/01/2023, the date that the
filing requirements of 37 CFR § 1.510 were received.

A decision on the request for reexamination will be mailed within three months from the filing date of the request
for reexamination. (See 37 CFR 1.515(a)).

A copy of the Notice is being sent to the person identified by the requester as the patent owner. Further patent
owner correspondence will be the latest attorney or agent of record in the patent file. (See 37 CFR 1.33). Any

paper filed should include a reference to the present request for reexamination (by Reexamination Control
Number).

cc: Patent Owner

56436

Hewlett Packard Enterprise
3404 E. Harmony Road
Mail Stop 79

Fort Collins, CO 80528

/pflewis/

Legal Instruments Examiner
Central Reexamination Unit 571-272-7705; FAX No. 571-273-9900

page 1 of 1
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UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PC Box 1450

Alexandria, Virginia 2231314350
WWW.usDto gov

| REEXAM CONTROL NUMBER FILING OR 371 (c) DATE I PATENT NUMBER ]
90/019.244 09/01/2023
CONFIRMATION NO. 7031
56436 REEXAM ASSIGNMENT NOTICE
Hewlett Packard Enterprise
3404 E. Harmony Road IR AR
Mail Stop 79 CGC000000061668593

Fort Collins, CO 80528 Date Mailed: 09/11/2023

NOTICE OF ASSIGNMENT OF REEXAMINATION REQUEST

The above-identified request for reexamination has been assigned to Art Unit 3992. All future correspondence to
the proceeding should be identified by the control number listed above and directed to the assigned Art Unit.

A copy of this Notice is being sent to the latest attorney or agent of record in the patent file or to all owners of
record. (See 37 CFR 1.33(c)). If the addressee is not, or does not represent, the current owner, he or she is
required to forward all communications regarding this proceeding to the current owner(s). An attorney or agent
receiving this communication who does not represent the current owner(s) may wish to seek to withdraw pursuant
to 37 CFR 1.36 in order to avoid receiving future communications. If the address of the current owner{s) is
unknown, this communication should be returned within the request to withdraw pursuant to Section 1.36.

NOTICE OF USPTO EX PARTE REEXAMINATION PATENT OWNER STATEMENT WAIVER PROGRAM

The USPTO has implemented a pilot program where, after a reexamination proceeding has been granted a

filing date and before the examiner begins his or her review, the patent owner may orally waive the right to file a
patent owner's statement. See "Pilot Program for Waiver of Patent Owner's Statement in Ex Parte Reexamination
Proceedings,” 75 FR 47269 (August 5, 2010). One goal of the pilot program is to reduce the pendency of
reexamination proceedings and improve the efficiency of the reexamination process.

Ordinarily when ex parte reexamination is ordered, the USPTO must wait until after the receipt of the patent
owner's statement and the third party requester's reply, or after the expiration of the time period for filing the
statement and reply (a period that can be as long as 5 to 6 months), before mailing a first determination of
patentability. The USPTO's first determination of patentability is usually a first Office action on the merits or a
Notice of Intent to Issue Reexamination Certificate (NIRC).

Under the pilot program, the patent owner's oral waiver allows the USPTO to act on the first determination
of patentability immediately after determining that reexamination will be ordered, and in a suitable case
issue the reexamination order and the first determination of patentability (which could be a NIRC if the
claims under reexamination are confirmed) at the same time.

Benefits to the Patent Owner for participating in this pilot program include reduction in pendency.

To participate in this pilot program, Patent Owners may contact the USPTO's Central Reexamination Unit
(CRU) at 571-272-7705. The USPTO will make the oral waiver of record in the reexamination file in an interview
summary and a copy will be mailed to the patent owner and any third party requester.

cc: Third Party Requester(if any)
GREENBERG TRAURIG (NJ)

500 CAMPUS DRIVE, SUITE 400

P.O. BOX 677

FLORHAM PARK, NEW JERSEY 07932

/pflewis/

Legal Instruments Examiner
Central Reexamination Unit 571-272-7705; FAX No. 571-273-9900

page 1 of 1
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Patent Assignment Abstract of Title

Total Assignments: 4
Application #: 10873077 Filing Dtx 10/25/2004 Patent #: 7827781
PCT #: NONE Intl Reg #: Publication #: USI0080107112
Inventors: Scott L. Michaelis, Anurupa Rajkumari

Title: SYSTEM AND METHOD FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM
LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Assignment: 1

Issue B 12/01/2000
Pub D 05/18/2008

Reel/Frame: QUL TEEONCCS o/2%/2004 Dér25/2005 3o
Conveyance: ASSIGNMENT OF ASSIGNCORS INTEREST (SEE DOCUMENT FOR DETAILS).
Assignors: MICHAELIS, SCOTT L, Exeg BE: 10/20/2004
RAJKUMARI, ANURUSA Exec Dy 10/20/2004
Assignee: HEWLETT-PACKARD DEVELOPMENT COMPANY, 1P
20555 SH 249
HOUSTON, TEXAS 77070
Correspondent: HEWLETT-PACKARD COMPANY
RECORDS MANAGER
INTELLECTUAL PROPERTY ADMINISTRATION
PO, BOX 272400
FORY COLLINS, CO 80527-2400
Assignment: 2
Resi/Frame; SI7L  Recoeds  Recoded:  Meleds
Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS),
Assignor: HEWLETT-PACKARD DEVELOPMENT COMPANY, L5 Exec DE: 10/27/2015
Assignes: HEWLETY PACKARD ENTERPRISE DEVELOPMENT LP
11445 COMPAQ CENTER DRIVE WEST
HOUSTON, TEXAS 77070
Correspondent: HEWLETT PACKARD ENTERPRISE
3404 E. HARMONY ROAD MS 78
FORT COLLINS, CO 80528
Assignment: 3
Real/Frame: BIEELL  LeE 05/08/2020 A
Conveyanca: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).
Assignors: HEWLETT PACKARD ENTERPRISE DEVELOPMENT LP Exec D 04/23/2020
HEWLETT PACKARD ENTERPRISE QOMPANY Exec D 04/23/2020
Assignee: SONAAT MEMORY, 1T,
SUITE 23, THE HYDE BUILDING, THE PARK, CARRICKMINE
DUBLIN, IRELAND DUBLIN 18
Correspondent: ADAM MULLOOLY
SUITE 23, THE HYDE BUILDING, THE PARK, CARRICKMINE
DUBLIN, DUBLIN 18 IRELAND
Assignment: 4
Reel/Frame: SEBLL Receiveds  Recorded: vy S
Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS].
Assignor: SONRAT MEMORY, LTR, Exec Dt 01/19/2022
Assignee: FORAS TECHNOLQGIES LD,
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

BIB DATA SHEET
CONFIRMATION NO. 7031

SERIAL NUMBER FILING or CLASS GROUP ART UNIT ATTORNEY
371(c) DATE DOCKET NO.
90/019,244 09/01/2023 714 3992 185945.012400
RULE
APPLICANTS

LP HEWLETT-PACKARD DEVELOPMENT COMPANY,, Residence Not Provided;
LLC UNIFIED PATENTS,, CHEVY CHASE, MD;

INVENTORS |
7627781, Residence Not Provided;
GREENBERG TRAURIG (NJ), Residence Not Provided,;

** CONTINUING DATA
This application is a REX of 10/973,077 10/25/2004 PAT 7627781

** FOREIGN APPLICATIONS
** |F REQUIRED, FOREIGN FILING LICENSE GRANTED **
Foreign Priority claimed Oves Ono | STATEOR | SHEETS TOTAL |INDEPENDENT
35 USC 119(acc) conditons met [ v (o 5 ;"('.ﬁivi‘;‘ﬁée COUNTRY |DRAWINGS| CLAIMS CLAIMS
Verified and i 30 4
Acknowledged Examiner's Signature ! Initials

ADDRESS

Hewlett Packard Enterprise
3404 E. Harmony Road
Mail Stop 79

Fort Collins, CO 80528
UNITED STATES

TITLE
SYSTEM AND METHOD FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM LOSS
OF LOCKSTEP IN A BOOT PROCESSOR

Q All Fees

1 1.16 Fees (Filing)

FILING FEE FEES: Authority has been given in Paper

RECEIVED |No. to charge/credit DEPOSIT ACCOUNT Q0 1.17 Fees (Processing Ext. of time)
0.00 No. for following: U 1.18 Fees (Issue)
U Other
U Credit

BIB (Rev. 05/07).
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Litigation Search Report CRU 3999

Reexamination Control No. 90/019244

To: Examiner

Location: CRU

Art Unit: 3999
Date: 09/07/2023

From: Karen Ward

Phone: (571) 272-7932
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Search Notes

U.S. Patent No. 7,627,781

1. Performed a KeyCite Search in Westlaw, which retrieves all history on the patent including any

litigation.

2. Performed a search on the patent in Lexis CourtLink for any open dockets or closed cases.

3. Performed a search in Lexis in the Federal Courts and Administrative Materials databases for any

cases found.

4. Performed a search in Lexis in the IP Journal and Periodicals database for any articles on the
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Abstract

S
.sttem comprises a plurality of processors, and data storage storing information that assigns a role of boot processor to one of the plurality of
processors and assigns a role of spare processor to another of the plurality of processors. The system further comprises logic operable, responsive to
detecting loss of lockstep for the boot processor, for transferring, during system runtime, the role of boot processor to the spare processor.

Original

Claims

"I:l\ system comprising: a plurality of processors; data storage storing information that assigns a role of boot processor to one of said plurality of
processors and assigns a role of spare processor to another of said plurality of processors; and logic operable, responsive to detecting loss of
lockstep for said boot processor, for transferring, during system runtime, the role of boot processor to said spare processor, wherein said another of
said plurality of processors that is assigned said role of spare processor is held in reserve as a hot spare processor until said loss of lockstep is
detected for said boot processor.
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2. The system of claim 1 wherein said data storage is non-volatile data storage.

3. The system of claim 1 further comprising: a user interface operable to receive input specifying said one of said plurality of processors to be
assigned said role of boot processor.

4. The system of claim 1 further comprising: a user interface operable to receive input specifying said another of said plurality of processors to be
assigned said role of spare processor.

5. The system of claim 1 wherein each of said plurality of processors is a processor module that includes a master processor and a slave processor.

6. The system of claim 1 wherein said another of said plurality of processors that is assigned said role of spare processor is an active spare before
being transferred said role of boot processor.

7. The system of claim 1 further comprising: an operating system, wherein, responsive to the logic transferring the role of boot processor to the
spare processor, the operating system recognizes the spare processor as the boot processor.

8. The system of claim 1 wherein said plurality of processors are Itanium Processor Family (IPF) processors.

9. A method comprising: assigning a role of boot processor to one of a plurality of processors in a system; assigning a role of spare processor to
another of said plurality of processors; responsive to detecting loss of lockstep for said boot processor, changing, during system runtime, the
assignment of the role of boot processor to said spare processor; and responsive to changing the assignment of the role of boot processor to said
spare processor, an operating system of the system recognizing said spare processor as the boot processor without requiring shutdown of said
operating system.

10. The method of claim 9 wherein said assigning said role of boot processor comprises storing information to non-volatile data storage that
identifies said one of said plurality of processors as said boot processor.

11. The method of claim 9 wherein said assigning said role of spare processor comprises storing information to non-volatile data storage that
identifies said another of said plurality of processors as said spare processor.

12. The method of claim 9 further comprising: determining at least one processor that is coupled to a common communication bus with said one of
said plurality processors assigned the role of boot processor; and selecting said another of said plurality of processors to be assigned the role of
spare processor from said determined at least one processor.

13. The method of claim 9 further comprising: during system boot-up, system firmware identifying the spare processor and holding said spare
processor in reserve as a hot spare.

14. The method of claim 9 further comprising: during system boot-up, system firmware booting the spare processor as an active spare.
15. The method of claim 9 wherein system firmware performs said changing operation.

16. A system comprising: a plurality of lockstep processor modules that each includes a master processor and a slave processor that is in lockstep
with said master processor; a first communication bus with which at least a first two of said plurality of lockstep processor modules are
communicatively coupled; a second communication bus with which at least a second two of said plurality of lockstep processor modules are
communicatively coupled; and data storage storing information that assigns a role of boot processor to one of said plurality of processors and
assigns a role of spare processor to another of said plurality of processors, wherein said spare processor is communicatively coupled to the same
one of said first and second communication buses as said boot processor.

17. The system of claim 16 further comprising: system firmware operable, responsive to detecting loss of lockstep for said boot processor, changing
the assignment of the role of boot processor to said spare processor.

18. The system of claim 17 wherein said system firmware performs said changing during system runtime without requiring an operating system of
said system to be shutdown.

19. The system of claim 16 further comprising: a user interface for receiving information selecting said one of said plurality of processors to be
assigned the role of boot processor.

20. The system of claim 16 further comprising: a user interface for receiving information selecting said another of said plurality of processors to be
assigned the role of spare processor.

21. The system of claim 20 wherein said user interface presents for selection as said spare processor at least one processor that is communicatively
to the same one of said first and second communication buses as said boot processor.

22, The system of claim 16 further comprising: system firmware that, during system boot-up, identifies the spare processor and holds said spare
processor in reserve as a hot spare.

23, The system of claim 16 further comprising: system firmware that, during system boot-up, boots the spare processor as an active spare.
24. The system of claim 16 wherein said plurality of lockstep processor modules include Itanium Processor Family (IPF) processors.

25. A method comprising: selecting a first one of a plurality of lockstep processor modules in a system as a boot processor, wherein each of said
plurality of lockstep processor modules includes a master processor and a slave processor that is in lockstep with said master processor, and
wherein said boot processor is communicatively coupled to a first of a plurality of communication buses; selecting a second one of said plurality of
lockstep processor modules as a spare processor, wherein said spare processor is selected as one that is communicatively coupled to the same
communication bus as said boot processor; and responsive to detecting loss of lockstep for said boot processor, said system causing said spare
processor to dynamically assume the role of boot processor.

26. The method of claim 25 wherein said system causing said spare processor to dynamically assume the role of boot processor comprises: said
system causing said spare processor to dynamically assume the role of boot processor without shutting down an operating system of said system.

27. The method of claim 25 further comprising: receiving input to said system specifying said first one of said plurality of lockstep processor
modules to be said boot processor.

28. The method of claim 25 further comprising: receiving input to said system specifying said second one of said plurality of lockstep processor
modules to be said spare processor.

29. The method of claim 25 further comprising: storing information identifying said selected first one of said plurality of lockstep processor modules
as said boot processor and identifying said selected second one of said plurality of lockstep processor modules as said spare processor.
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30. The method of claim 29 wherein said system causing said spare processor to dynamically assume the role of boot processor comprises: system
firmware determining said spare processor from said stored information; and said system firmware causing an operating system to recognize said
spare processor as said boot processor.
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Description
D

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application is related to the following concurrently filed and commonly assigned U.S. Patent Applications: U.S. patent application
Ser. No. 10/972,835 (U.S. Published Patent Application 20060107114) titled “SYSTEM AND METHOD FOR USING INFORMATION RELATING TO A
DETECTED LOSS OF LOCKSTEP FOR DETERMINING A RESPONSIVE ACTION”; U.S. patent application Ser. No. 10/973,004 (U.S. Published Patent
Application 20060107117, now U.S. Pat. No. 7,308,566) titled “SYSTEM AND METHOD FOR CONFIGURING LOCKSTEP MODE OF A PROCESSOR
MODULE"; U.S. patent application Ser. No. 10/973,076 (U.S. Published Patent Application 20060107107) titled “SYSTEM AND METHOD FOR
PROVIDING FIRMWARE RECOVERABLE LOCKSTEP PROTECTION”; U.S. patent application Ser. No. 10/972,588 (U.S. Published Patent Application
20060090064) titled “SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE TO DETECTTON
OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR”; U.S. patent application Ser. No. 10/973,003 (U.S. Published Patent Application 20060107116) titled
“SYSTEM AND METHOD FOR REESTABLISHING LOCKSTEP FOR A PROCESSOR MODULE FOR WHICH LOSS OF LOCKSTEP IS DETECTED”; U.S. patent
application Ser. No. 10/972,888 (U.S. Published Patent Application 20060107115) titled “SYSTEM AND METHOD FOR SYSTEM FIRMWARE CAUSING AN
OPERATING SYSTEM TO IDLE A PROCESSOR”; U.S. patent application Ser. No. 10/973,075 (U.S. Published Patent Application 20060107111) titled
“SYSTEM AND METHOD FOR REINTRODUCING A PROCESSOR MODULE TO AN OPERATING SYSTEM AFTER LOCKSTEP RECOVERY”; and U.S. patent
application Ser. No. 10/972,796 (U.S. Published Patent Application 20060107106) titled “SYSTEM AND METHOD FOR MAINTAINING IN A MULTI-
PROCESSOR SYSTEM A SPARE PROCESSOR THAT IS IN LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP FOR ANOTHER PROCESSOR”,
the disclosures of which are hereby incorporated herein by reference.

DESCRIPTION OF RELATED ART

[0002] Silent Data Corruption (“SDC") is a difficult problem in the computing industry. In general, SDC refers to data that is corrupt, but which the
system does not detect as being corrupt. SDCs primarily occur due to one of two factors: a) a broken hardware unit or b) a “cosmic” event that
causes values to change somewhere in the system. Broken hardware means that a “trusted” piece of hardware is silently giving wrong answers. For
example, the arithmetic unit in a processor is instructed to add 1+1 and it returns the incorrect answer 3 instead of the correct answer 2. An example
of a cosmic event is when a charged particle (e.g., alpha particle or cosmic ray) strikes a region of a computing system and causes some bits to
change value (e.g., froma 0 to a1 or from a1 to a0).

[0003] Numerous techniques have been developed for detecting SDC to prevent the SDC from remaining “silent” or “undetected” within a system,
as well as preventing such SDC from propagating through the system. Examples of these techniques include parity-based mechanisms and error
correcting codes {(ECCs) on buses and memory locations, as well as checksums and/or cyclic redundancy checks (CRC) over regions of memory.
Parity-based mechanisms are often employed in processors, wherein a parity bit is associated with each block of data when it is stored. The parity bit
is set to one or zero according to whether there is an odd or even number of ones in the data block. When the data block is read out of its storage
location, the number of ones in the block is compared with the parity bit. A discrepancy between the values indicates that the data block has been
corrupted. ECCs are parity-based mechanisms that track additional information for each data block. The additional information allows the corrupted
bit(s) to be identified and corrected.

[0004] Parity/ECC mechanisms have been employed extensively for caches, memories, and similar data storage arrays. In the remaining circuitry on
a processor, such as data paths, control logic, execution logic, and registers (the “execution core”), it is more difficult to apply parity/ECC
mechanisms for SDC detection. Thus, there is typically some unprotected area on a processor in which data corruption may occur and the parity/ECC
mechanisms do not prevent the corrupted data from actually making it out onto the system bus. One approach to SDC detection in an execution
core {or other unprotected area of the processor chip) is to employ “lockstep processing.” Generally, in lockstep processing two processors are
paired together, and the two processors perform exactly the same operations and the results are compared (e.g., with an XOR gate). If there is ever
a discrepancy between the results of the lockstep processors, an error is signaled. The odds of two processors experiencing the exact same error at
the exact same moment {e.g., due to a cosmic event occurring in both processors at exactly the same time or due to a mechanical failure occurring
in each processor at exactly the same time) is nearly zero.

[0005] A pair of lockstep processors may, from time to time, lose their lockstep. “Loss of lockstep” (or “LOL") is used broadly herein to refer to any
error in the pair of lockstep processors. One example of LOL is detection of data corruption (e.g., data cache error) in one of the processors by a
parity-based mechanism and/or ECC mechanism. Another example of LOL is detection of the output of the paired processors not matching, which is
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referred to herein as a “lockstep mismatch.” It should be recognized that in some cases the data in the cache of a processor may become corrupt
(e.g., due to a cosmic event), which once detected {e.g., by a parity-based mechanism or ECC mechanism of the processor) results in LOL. Of course,
unless such corrupt data is acted upon by the processor, the output of that processor will not fail to match the output of its paired processor and
thus a “lockstep mismatch” will not occur. For example, suppose that a value of “1” is stored to first location of cache in each of a pair of lockstep
processors and a value of “1” is also stored to a second location of cache in each of the pair of lockstep processors. Further suppose that a cosmic
event occurs for a first one of the processors, resulting in the first location of its cache being changed from “1” to “0”, and thus corrupted. This data
corruption in the first processor is a LOL for the pair. An error detection mechanism of this first processor may detect the data corruption, thus
detecting the LOL. If the processors are instructed to act on the data of their first cache locations, then a lockstep mismatch will occur as the output
of each of the processors will not match. For instance, if the processors each add the data stored to the first location of their respective cache with
the data stored to the second location of their respective cache, the first processor (having the corrupt data) will output a result of “1” (0+1=1) while
the second processor outputs a result of “2” (1+1=2), and thus their respective outputs will not match.

[0006] By employing such techniques as parity-based error detection mechanisms and output comparisons for lockstep paired processors, SDC
detection can be enhanced such that practically no SDC occurring in a processor goes undetected {and thus such SDC does not remain “silent”) but
instead results in detection of LOL. However, the issue then becomes how best for the system to respond to detected LOL. The traditional response
to detected LOL has been to crash the system to ensure that the detected error is not propagated through the system. That is, LOL in one pair of
lockstep processors in a system halts processing of the system even if other processors that have not encountered an error are present in the
system. However, with the increased desire for many systems to maintain high availability, crashing the system each time LOL is detected is not an
attractive proposition. This is particularly unattractive for large systems having many processors because cosmic events typically occur more
frequently as the processor count goes up, which would result in much more frequent system crashes in those large systems. High availability is a
major desire for many customers having large, multi-processor systems, and thus having their system crash every few weeks is not an attractive
option. Of course, permitting corrupt data to propagate through the system is also not a viable option.

[0007] Prior solutions attempting to resolve at least some detected SDCs without requiring the system to be crashed have been Operating System
(“0S”) centric. That is, in certain solutions the OS has been implemented in a manner to recover from a detected LOL without necessarily crashing
the system. This OS-centric type of solution requires a lot of processor and platform specific knowledge to be embedded in the OS, and thus
requires that the OS provider maintain the OS up-to-date as changes occur in later versions of the processors and platforms in which the OS is to be
used. This is such a large burden that most commonly used OSs do not support lockstep recovery.

[0008] Certain solutions have attempted to recover from a LOL without involving the OS in such recovery procedure. For instance, in one technique
upon LOL being detected, firmware is used to save the state of one of the processors in a lockstep pair {the processor that is considered “good”) to
memory, and then both processors of the pair are reset and reinitialized. Thereafter, the state is copied from the memory to each of the processors
in the lockstep pair. This technique makes the processors unavailable for an amount of time without the OS having any knowledge regarding this
unavailability, and if the amount of time required for recovery is too long, the system may crash. That is, typically, if a processor is unresponsive for X
amount of time, the OS will assume that the processor is hung and will crashdump the system so that the problem can be diagnosed. Further, in the
event that a processor in the pair cannot be reset and reinitialized {e.g., the processor has a physical problem and fails to pass its self-test), this
technique results in crashing the system.

BRIEF SUMMARY OF THE INVENTION

[0009] According to at least one embodiment, a system comprises a plurality of processors, and data storage storing information that assigns a role
of boot processor to one of the plurality of processors and assigns a role of spare processor to another of the plurality of processors. The system
further comprises logic operable, responsive to detecting loss of lockstep for the boot processor, for transferring, during system runtime, the role of
boot processor to the spare processor.

[0010] According to at least one embodiment, a method comprises assigning a role of boot processor to one of a plurality of processors in a system;
assigning a role of spare processor to another of the plurality of processors; and responsive to detecting loss of lockstep for the boot processor,
changing, during system runtime, the assignment of the role of boot processor to the spare processor.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 shows an example multi-processor system in which firmware utilizes a spare processor for recovering from LOL for the system's boot
processor;

[0012] FIG. 2 shows a block diagram of one embodiment implemented for the 1A-64 processor architecture;

[0013] FIG. 3 shows an example system having multi-processor cells in which an embodiment for using firmware for recovering from LOL may be
employed;

[0014] FIG. 4 shows an operational flow diagram for establishing a hot spare for the boot processor according to one embodiment;

[0015] FIG. 5 shows an operational flow diagram for establishing an active spare for the boot processor and assigning such active spare the role of
boot processor responsive to detecting LOL for the boot processor in accordance with one embodiment; and

[0016] FIG. 6 shows a general flow diagram for operation of certain embodiments.

DETAILED DESCRIPTION

[0017] As described further herein and in concurrently filed and commonly assigned U.S. patent application Ser. No. 10/973,076 (U.S. Published
Patent Application 20060107107) titled “SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE LOCKSTEP PROTECTION,” the disclosure
of which is incorporated herein by reference, certain techniques are provided for recovering from LOL detected for a boot processor in a multi-
processor system, in which a spare processor is utilized for such recovery. For instance, upon LOL being detected for the system's boot processor,
the spare processor assumes the role of boot processor, and then recovery of lockstep for the original boot processor is attempted. Accordingly, for
such lockstep recovery technique, a spare processor is used for attempting to recover from LOL detected for the boot processor. Embodiments are
provided herein for establishing a spare processor for the boot processor. That is, embodiments described herein provide techniques for
establishing, in a multi-processor system, a spare processor that assumes the role of boot processor upon LOL being detected for the system's boot
processor.

[0018] In certain embodiments, information (referred to herein as a “device tree”) is stored to the multi-processor system, wherein such information
identifies the processor in the system that is the boot processor and identifies the processor that is the spare for the boot processor. The
information is stored such that it is accessible by the system's firmware, and the firmware, upon detecting LOL for the boot processor, determines
the spare processor from the device tree and assigns the spare processor the role of boot processor. The firmware then attempts to recover
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lockstep for the processor for which LOL was detected. If the recovery of lockstep is successful, the processor for which lockstep was recovered (i.e.,
the former boot processor) may be assigned the role of spare for the current boot processor. Thus, the multi-processor system may recover from
LOL detected for the boot processor without requiring a crash of the system {at least for certain types of “recoverable” LOLs).

[0019] In some implementations described herein, the spare processor for the boot processor is a “hot” spare, in which it is idled and not made
available to the OS for processing instructions during normal system operation. That is, the hot spare processor is held in reserve, idling until such
time as it assumes the role of boot processor responsive to detected LOL for the boot processor. In other implementations, the spare processor is
not held in reserve, but is instead an “active” processor that is made available to the OS for executing instructions during normal system operation.
Upon LOL being detected for the boot processor, the designated spare processor is dynamically transformed into a hot spare (i.e., it is idled) such
that it can assume the role of the boot processor. For instance, upon the system's firmware detecting a LOL for the boot processor, the firmware
accesses the device tree and determines the designated spare processor, and then the firmware instructs the OS to idle the designated spare
processor (i.e., stop scheduling instructions for the processor) to make the “active” spare a “hot” spare, which then assumes the role of boot
processor.

[0020] Concurrently filed and commonly assigned U.S. patent application Ser. No. 10/973,076 (U.S. Published Patent Application 20060107107) titled
“SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE LOCKSTEP PROTECTION,” discloses a technique in which lockstep can be
recovered for processors {particularly, non-boot processors) without requiring use of a spare processor. Rather, upon LOL being detected for a
lockstep pair of processors, the firmware instructs the OS to idle (or “eject”) the lockstep pair of processors for which LOL was detected and then the
firmware attempts to reestablish lockstep (e.g., by resetting the processors). If successful in reestablishing lockstep, the firmware triggers the OS to
recognire the lockstep pair of processors as again being available for servicing instructions.

[0021] However, for various reasons, in certain system architectures problems arise in attempting to idle {or eject) the boot processor from the
system. Thus, in certain embodiments, a spare processor is used for recovering from LOL for the system's boot processor. Again, embodiments are
provided herein for establishing/defining such a spare processor for the boot processor. In certain embodiments, the spare processor is used for
recovering from LOL only in the case in which LOL is detected for the boot processor. For instances in which LOL is detected for non-boot
processors, the lockstep may be recovered without the use of a spare by using the recovery technique described in concurrently filed and commonly
assigned U.S. patent application Ser. No. 10/973,076 (U.S. Published Patent Application 20060107107) titled “SYSTEM AND METHOD FOR PROVIDING
FIRMWARE RECOVERABLE LOCKSTEP PROTECTION,” for example.

[0022] various techniques are provided herein for designating the spare for a boot processor. In certain embodiments, a user interface is provided
for receiving input specifying the boot processor and/or its spare. In certain embodiments, the system's firmware selects the boot processor andfor
its spare. In accordance with one embodiment provided herein, the multi-processor system includes multiple buses, wherein certain processors are
communicatively coupled to a first bus and certain other processors are communicatively coupled to a different bus. In such an architecture, the
spare processor is designated as a processor that is coupled to the same bus as the boot processor. Thus, if a user is allowed to select the boot
processor and the spare, once the boot processor is selected, the user interface may present the other processor(s) that are coupled to the same
bus as the selected boot processor for selection of a spare therefrom. Alternatively, once the boot processor is selected by a user, the system
firmware may select a spare as a processor that is coupled to the same bus as the boot processor. In certain embodiments, the system firmware
may select the boot processor, as well as a spare for the boot processor.

[0023] Turning to FIG. 1, an example embodiment of a system 10 that establishes a spare processor for use in recovering from detected loss of
lockstep (LOL) for a system boot processor is shown. System 10 includes OS 11, as well as master processor 12A and slave processor 12B {collectively
referred to as a lockstep processor pair 12). In certain implementations the lockstep processor pair 12 may be implemented on a single silicon chip,
which is referred to as a “dual core processor” in which master processor 12A is a first core and slave processor 12B is a second core. Further,
lockstep processor pair 12 may be referred to as a processor or CPU “module” because it includes a plurality of processors (12A and 12B) in such
module. As described further herein, to certain portions of system 19, such as its OS 11, the processor module 12 may appear as a single processor
because slave processor 12B is merely used for redundant processing for checking the output of master processor 12A. In this example, lockstep
processor pair 12 is designated as the boot processor for system 10. As described further herein, in certain embodiments lockstep processor pair 12
is designated as the system boot processor by storing information to the system that specifies such designation.

[0024] Master processor 12A includes cache 14A, and slave processor 12B includes cache 14B. OS 11 and lockstep processor pair 12 are
communicatively coupled to bus 16. Typically, master processor 12A and slave processor 12B are coupled to bus 16 via an interface that allows each
of such processors to receive the same instructions to process, but such interface only communicates the output of master processor 12A back onto
bus 16. The output of slave processor 12B is used solely for checking the output of mater processor 12A.

[0025] In this example, master processor 12A includes error detect logic 13A, and slave processor 12B includes error detect logic 13B. While shown
as included in each of the processors 12A and 12B in this example, in certain embodiments the error detect logic 13A and 13B may be implemented
external to processors 12A and 12B. Error detect logic 13A and 13B include logic for detecting errors, such as data cache errors, present in their
respective processors 12A and 12B. Examples of error detect logic 13A and 13B include known parity-based mechanisms and ECC mechanisms. Error
detect logic 13C is also included, which may include an XOR {exclusive OR) gate, for detecting a lockstep mismatch between master processor 12A
and slave processor 12B. As mentioned above, a lockstep mismatch refers to the output of master processor 12A and slave processor 12B failing to
match. While shown as external to the lockstep processor pair 12 in this example, in certain embodiments error detect logic 13C may be
implemented on a common silicon chip with processors 12A and 12B.

[0026] Lockstep mismatch is one way of detecting a LOL between the master processor 12A and slave processor 12B. A detection of an error by
either of error detect logic 13A and 13B also provides detection of LOL in the processors 12A and 12B. Because the detection of LOL by error detect
logic 13A and 13B may occur before an actual lockstep mismatch occurs, the detection of LOL by error detect logic 13A and 13B may be referred to
as a detection of a “precursor to lockstep mismatch”. In other words, once an error (e.g., corrupt data) is detected by error detect logic 13A or 13B,
such error may eventually propagate to a lockstep mismatch error that is detectable by error detect logic 13C.

[0027] System 10 further includes a second lockstep processor pair 15 that is communicatively coupled to bus 16. Lockstep processor pair 15
includes master processor 15A and slave processor 15B. Master processor 15A includes cache 17A, and slave processor 15B includes cache 17B. As
with error detect logic 13A-13C implemented for lockstep processor pair 12, lockstep processor pair 15 has error detect logic 16A-16C. While only two
lockstep processor pairs 12 and 15 are shown for simplicity in the example of FIG. 1, system 10 may include any number of such lockstep processor
pairs. As one specific example, in one implementation system 10 includes 64 lockstep processor pairs, wherein the master processors of the pairs
perform parallel processing for the system. In the specific example of FIG. 1, lockstep processor pair 15 is designated as a spare for boot processor
12, as described further herein.

[0028] In certain embodiments described herein, techniques for designating a spare processor for a boot processor are provided, wherein the spare
processor is used for recovery when LOL is detected for the system's boot processor. That is, the designated spare processor assumes the role of
boot processor in the event that LOL is detected for the boot processor. In accordance with certain embodiments, upon LOL being detected for a
boot processor, a hot spare processor (i.e., an idling processor that is available in the system) is transferred the role of boot processor, and then the
old boot processor having LOL is reset to reestablish its lockstep. Thus, in certain embodiments, a “hot” spare is designated for the boot processor.
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[0029] In other embodiments, a processor is designated as a spare processor for the boot processor, but such designated spare processor is not
held in reserve (idled) during normal system operation. Rather, the designated spare is utilized as an active processing resource made available to
0S 11 for processing instructions that OS 11 schedules for such “active” spare processor. Upon LOL being detected for the boot processor, the
designated spare processor is idled (thereby, transforming such active processor into a hot spare), and is transferred the role of boot processor.
Then, the former boot processor for which the LOL was detected is reset to reestablish its lockstep. Thus, in certain embodiments, a designated
spare processor is not required to be held in reserve, but is instead an available resource for use within the system and is only transformed into an
actual spare processor when needed for recovering from LOL for the boot processor.

[0030] Firmware 18 is also included in system 10, which in this embodiment is invoked upon an error being detected by any of the error detect logics
13A-13C and 16A-16C. In certain embodiments, processors 12A, 12B, 15A, and 15B are processors from the Itanium Processor Family (IPF). IPF is a
64-bit processor architecture co-developed by Hewlett-Packard Company and Intel Corporation, which is based on Explicitly Parallel Instruction
Computing (EPIC). IPF is a well-known family of processors. IPF includes processors such as those having the code names of MERCED, MCKINLEY,
and MADISON. In addition to supporting a 64-bit processor bus and a set of 128 registers, the 64-bit design of IPF allows access to a very large
memory (VLM) and exploits features in EPIC. While a specific example implementation of one embodiment is described below for the IPF
architecture, embodiments described herein for establishing a spare processor for recovering from LOL detected for a boot processor are not
limited in application to an IPF architecture, but may be applied as well to other architectures {e.g., 32-bit processor architectures, etc.).

[0031] Processor architecture generally comprises corresponding supporting firmware, such as firmware 18 of system 10. For example, as described
further below in conjunction with the specific example of FIG. 2, the IPF processor architecture comprises such supporting firmware as Processor
Abstraction Layer (PAL), System Abstraction Layer (SAL), and Extended Firmware Interface (EFI). Such supporting firmware may enable, for example,
the OS to access a particular function implemented for the processor. For instance, the OS may query the PAL as to the size of the cache
implemented for the processor, etc. Other well-known functions provided by the supporting firmware (SAL, EFI) include, for example: (a) performing
1/0 configuration accesses to discover and program the 1/O Hardware (SAL_PCI_CONFIG_READ and SAL_PCI_CONFIG-WRITE); (b) retrieving error log
data from the platform following a Machine Check Abort (MCA) event (SAL_GET_STATE_INFO); {(c) accessing persistent store configuration data
stored in non-volatile memory (EFI variable services: GetNextVariableName, GetVariable and SetVariable); and accessing the battery-backed real-
time clock/calendar (EFI GetTime and SetTime). Accordingly, the supporting firmware, such as the PAL, is implemented to provide an interface to the
processor(s) for accessing the functionality provided by such processor(s). Each of those interfaces provide standard, published procedure calls that
are supported.

[0032] In the example system 10 of FIG. 1, firmware 18 utilizes the above-mentioned hot spare technique for recovering from LOL for a boot
processor. That is, processor 15 is designated as a hot spare for boot processor 12, and such processor 15 is held as an idle, spare processor and
used in the manner described further herein for assuming the role of boot processor in the event that a LOL is detected for boot processor 12. Of
course, as described further herein, the above-mentioned technique in which a designated spare is not held in reserve but is instead dynamically
transformed into a spare processor may be implemented by firmware 18 in alternative embodiments. As described further herein, in certain
embodiments, a device tree is stored to a data storage device (e.g., SRAM) such that it is accessible to the firmware 18, wherein the device tree
includes information identifying processor 12 as the system's boot processor and identifying processor 15 as the spare. The information specifying
the boot processor and/or spare may be received as input from a user in certain embodiments. For instance, in certain embodiments a user
interface is provided that enables a system administrator to designate the boot processor and/or spare processor in the multi-processor system. In
other embodiments, the firmware 18 selects the boot processor and/or spare.

[0033] Suppose that during the system boot-up procedure, master processor 12A assumes the role of boot processor, as shown in the example of
FIG. 1. In this example embodiment, lockstep processor pair 15 is held as a hot spare for recovering from a LOL that may be detected for the boot
processor 12A. Of course, additional lockstep processor pairs may be included in system 10 (not specifically shown in the example of FIG. 1), and
those additional lockstep processor pairs, which are not the system boot processor, may recover from LOL in a different manner that does not utilize
a hot spare processor. Thus, in accordance with certain embodiments hereof, hot spare processor pair 15 is not needed for recovering from LOL
detected for any non-boot processor, but may instead be used for recovery of LOL only if such LOL is detected for the boot processor (processor 12A
in this example).

[0034] Firmware 18 is included in this example, and upon detection of LOL by any of error detect logics 13A-13C, firmware 18 determines, in
operational block 101, whether the detected LOL is a recoverable LOL. That is, firmware 18 determines in block 101 whether the detected LOL is of a
type from which the firmware can recover lockstep for the lockstep processor pair 12 without crashing the system. As described further herein,
lockstep is recoverable for certain detected LOLs (which may be referred to as “recoverable LOLs"), while lockstep is not recoverable for other
detected LOLs (which may be referred to as “non-recoverable LOLs"). If the lockstep is not recoverable from the detected LOL, then in the example
of FIG. 1 firmware 18 crashes the system in block 102.

[0035] If the lockstep is recoverable, then operation advances to block 103 whereat the firmware determines whether the processor for which the
LOL was detected is the system's boot processor. Because the LOL is detected for the lockstep processor pair 12 in this example, firmware 18
determines whether master processor 12A is the system's boot processor. This can be determined, for example, by accessing the device tree 203 of
FIG. 2 (described further below). The device tree may, in certain implementations, include a field for each processor indicating whether such
processor is the system's boot processor. This field in the device tree may be set by the firmware during the boot-up process to identify the
corresponding processor that is used as the system's boot processor or it may be pre-set by a system administrator (e.g., via a user interface), as
examples. If determined in block 103 that the master processor 12A is not the system's boot processor, then operation advances in this example to
block 104, and a lockstep recovery process is performed that does not utilize hot spare 15.

[0036] In the specific example shown in FIG. 1, if the lockstep is determined to be recoverable in block 101 and the processor for which the LOL is
detected is determined in block 103 to not be the system boot processor, firmware 18 cooperates with OS 11 via standard OS methods to recover the
lockstep. For instance, in the example embodiment of FIG. 1, Advanced Configuration and Power Interface (ACPL) methods are used by firmware 18
to cooperate with OS 11, Accordingly, no processor or platform specific knowledge is required to be embedded in OS 11, but instead any ACPI-
compatible OS may be used, including without limitation HP-UX and Open VMS operating systems. Example techniques that may be used for
recovering from LOL for non-boot processors of a system are described further in concurrently filed and commonly assigned U.S. patent application
Ser. No. 10/973,076 (U.S. Published Patent Application 20060107107) titled “SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE
LOCKSTEP PROTECTION,” the disclosure of which is incorporated herein by reference.

[0037] In the example embodiment of FIG. 1, if determined in block 103 that the processor for which the LOL is detected is not the system boot
processor, firmware 18 triggers OS 11 to idle the master processor 12A in operational block 104. In this embodiment, firmware 18 utilizes an ACPI
method 105 to “eject” master processor 12A, thereby triggering OS 11 to idle the master processor 12A (i.e., stop scheduling tasks for the
processor). Of course, by idling master processor 12A, slave processor 12B will in turn be idled. Thus, idling master processor 12A results in idling
the lockstep processor pair 12. In this example embodiment, OS 11 is not aware of the presence of slave processor 12B, but is instead aware of
master processor 12A. The interface of lockstep processor pair 12 to bus 16 manages copying to slave processor 12B the instructions that are
directed by OS 11 to master processor 12A. Thus, firmware 18 need not direct OS 11 to eject slave processor 12B, as OS 11 is not aware of such slave

Page 251 of 1042



processor 12B in this example implementation. Again, by idling master processor 12A, slave processor 12B is also idled as it merely receives copies
of the instructions directed to master processor 12A. Of course, if in a given implementation OS 11 is aware of slave 12B, firmware 18 may be
implemented to also direct OS 11 to idle such slave processor 12B in a manner similar to that described for idling master processor 12A.

[0038] Firmware 18 then attempts to recover lockstep for the lockstep processor pair 12 in block 106. For instance, firmware 18 resets the processor
pair 12. During such reset of processor pair 12, system 10 can continue to operate on its remaining available processors. Once the processor pair 12
is reset and lockstep is recovered, firmware 18 reintroduces master processor 12A to OS 11 in operational block 107. In this embodiment, firmware
18 updates the ACPI device table information for master processor 12A to indicate that such master processor 12A is “present, functioning and
enabled.” As discussed in the ACPI 2.0 specification for the _STA status method of a device, the _STA (status) object returns the status of a device,
which can be one of the following: enabled, disabled, or removed. In this respect, in the result code (bitmap) bit 0 is set if the device is present; bit 1
is set if the device is enabled and decoding its resources; bit 2 is set if the device should be shown in the UI; bit 3 is set if the device is functioning
properly (cleared if the device failed its diagnostics); bit 4 is set if the battery is present; and bits 5-31 are reserved. A device can only decode its
hardware resources if both bits 0 and 1 are set. If the device is not present {bit 0 cleared) or not enabled (bit 1 cleared), then the device must not
decode its resources. Bits 0, 1 and 3 are the “present, enabled and functioning” bits mentioned above. Firmware 18 utilizes an ACPI method 108 to
trigger OS 11 to “check for” master processor 12A, thereby reintroducing the master processor 12A to OS 11. As a result of checking for master
processor 12A, OS 11 will recognize that such master processor 12A is again available and will thus begin scheduling tasks for master processor 12A
once again.

[0039] In view of the above, a recovery technique is provided that does not require utilizing a spare processor for recovering from LOL detected for
non-boot processors. For various reasons, in certain system architectures problems arise in attempting to idle {or eject) the boot processor from the
system. Thus, in certain embodiments, a hot spare processor is used for recovering from LOL for the system's boot processor. For instance, in the
example of FIG. 1, if determined in block 103 that the master processor 12A is the system's boot processor, operation advances to block 109 whereat
the state of the “good” processor in the lockstep processor pair 12 is copied over to each of processors 15A and 15B in the spare lockstep processor
pair 15. Example techniques that may be utilized by firmware 18 for switching the state of a “good” processor in the lockstep processor pair 12 in
accordance with certain embodiments is described further in co-pending U.S. patent application Ser. No. 10/187,833 {published as publication no. US
2004/0006722 A1) filed Jul. 3, 2002 {(now U.S. Pat. No. 7,085,959) and titled “METHOD AND APPARATUS FOR RECOVERY FROM LOSS OF LOCK STEP”
and in concurrently filed and commonly assigned U.S. patent application Ser. No. 10/972,588 (U.S. Published Patent Application 20060090064) titled
“SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF
LOCKSTEP IN A BOOT PROCESSOR”, the disclosures of which are each hereby incorporated herein by reference.

[0040] Thus, operational block 109 essentially makes the spare processor pair 15 the system's boot processor, and then in block 110 firmware 18
resets the lockstep processor pair 12 and reestablishes its lockstep. Once lockstep is reestablished for lockstep processor pair 12, that pair is held in
operational block 111 as a hot spare for the new boot processor pair 15. That is, tirrnware 18 updates the device tree 203 of FIG. 2 to reflect that
lockstep processor pair 12 is a hot spare for the boot processor pair 15. Thus, should a recoverable LOL be detected for the new boot processor 15,
the above process may be used by firmware 18 to make the spare lockstep processor pair 12 the boot processor and then recover lockstep for pair
15. An example technique for resetting the lockstep processor pair 12 and reestablishing its lockstep in which the lockstep processor pair 12 is then
held as a hot spare is described further in concurrently filed and commonly assigned U.S. patent application Ser. No. 10/972,796 U.S. Published
Patent Application 20060107106) titled “SYSTEM AND METHOD FOR MAINTAINING IN A MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR THAT IS IN
LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP FOR ANOTHER PROCESSOR?”, the disclosure of which is hereby incorporated herein by
reference.

[0041] Embodiments described herein enable a spare processor to be designated for a boot processor, such as spare processor 15 in the above
example. In certain implementations, a system administrator can designate through a user interface the boot processor, and, in some cases, further
designate the corresponding spare for such boot processor. In other implementations, a system administrator may designate the boot processor
and firmware selects the appropriate spare processor. In other embodiments, the firmware may select a boot processor and the corresponding
spare processor for such boot processor. The information identifying the boot processor and the spare processor to be used for recovery from LOL
detected for the boot processor is stored to the system in a data storage device {e.g., SRAM) that is accessible by the system's firmware to enable
the firmware to identify those processors.

[0042] FIG. 2 shows a block diagram of one embodiment of the above system 10, which is implemented for the IPF processor architecture and is
labeled as system 10,. The quintessential model of the traditional IPF architecture is given in the Inte/ IA-64 Architecture Software Developer's Manual,
Volume 2: IA-64 System Architecture, in section 11.1 Firmware Model, the disclosure of which is hereby incorporated herein by reference. Accordingly, in
this example embodiment of system 10,, firmware 18, labeled as firmware 18,, includes processor abstraction layer (PAL) 201 and platform/system
abstraction layer (SAL) 202. In general, PAL 201 is firmware provided by Intel for its processors, and SAL 202 is developed by an original equipment
manufacturer (OEM) for the specific system/platform in which the processors are to be employed. PAL 201, SAL 202, as well as an extended firmware
interface (EFI) layer (not shown), together provide, among other things, the processor and system initialization for an OS boot in an IPF system.

[0043] The boot-up process of a traditional IPF system, for example, proceeds as follows: When the system is first powered on, there are some sanity
checks (e.g., power on self-test) that are performed by microprocessors included in the system platform, which are not the main system processors
that run applications. After those checks have passed, power and clocks are given to a boot processor (which may, for example, be master processor
12A). The boot processor begins executing code out of the system's Read-Only Memory {(ROM) (not specifically shown in FIG. 2). The code that
executes is the PAL 201, which gets control of system 10. PAL 201 executes to acquire all of the processors in system 10, (recall that there may be
many lockstep processor pairs, such as pairs 12 and 15) such that the processors begin executing concurrently through the same firmware.

[0044] After it has performed its duty of initializing the processor(s), PAL 201 passes control of system 10,4 to SAL 202. It is the responsibility of SAL
202 to discover what hardware is present on the system platform, and initialize it to make it available for the OS 11. When main memory is initialized
and functional, the firmware 18, is copied into the main memory. Then, control is passed to EFI {(not shown), which is responsible for activating boot
devices, which typically includes the disk. The EFI reads the disk to load a program into memory, typically referred to as an operating system loader.
The EFI loads the OS loader into memory, and then passes it control of system 10, by branching the boot processor into the entry point of such OS
loader program.

[0045] The OS loader program then uses the standard firmware interfaces to discover and initialize system 10, further for control. One of the things
that the OS loader typically has to do in a multi-processor system is to retrieve control of the other processors {those processors other than the boot
processor). For instance, at this point in a multi-processor system, the other processors may be executing in do-nothing loops. In an ACPI-
compatible system, OS 11 makes ACPI calls to parse the ACPI tables to discover the other processors of a multi-processor system in a manner as is
well-known in the art. Then OS 11 uses the firmware interfaces to cause those discovered processors to branch into the operating system code. At
that point, OS 11 controls all of the processors and the firmware 18, is no longer in control of system 10,.

[0046] As OS 11 is initializing, it has to discover from the firmware 18, what hardware is present at boot time. And in the ACPI standards, it also
discovers what hardware is present or added or removed at run-time. Further, the supporting firmware (PAL, SAL, and EFI) are also used during
system runtime to support the processor. For example, OS 11 may access a particular function of master processor 12A via the supporting firmware
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18,, such as querying PAL 201 for the number, size, etc., of the processor's cache 14A. Some other well-known firmware functions that OS 11 may
employ during runtime include: {a) PAL 201 may be invoked to configure or change processor features such as disabling transaction queuing
(PAL_BUS_SET_FEATURES); (b) PAL 201 may be invoked to flush processor caches {PAL_CACHE_FLUSH); {c) SAL 202 may be invoked to retrieve error
logs following a system error (SAL_GET_STATE_INFO, SAL_CLEAR_STATE_INFO); (d) SAL 202 may be invoked as part of hot-plug sequences in which
new I/O cards are installed into the hardware (SAL_PCI_CONFIG_READ, SAL_PCI_CONFIG_WRIT); (e) EFI may be invoked to change the boot device
path for the next time the system reboots (SetVariable); (f) EFI may be invoked to change the clock/calendar hardware settings; and (g) EFI may be
invoked to shutdown the system {ResetSystem).

[0047] A “device tree” is provided, which is shown as device tree 203 in this example. Device tree 203 is stored in SRAM (Scratch RAM) on the cell,
which is RAM that is reinitialized. Firmware 18A builds the device tree 203 as it discovers what hardware is installed in the system. Firmware then
converts this information to the ACPI tables format and presents it to OS 11 so that OS 11 can know what is installed in the system. The ACPI device
tables (not shown) are only consumed by OS 11 at boot time, so they are never updated as things change. For OS 11 to find the current status, it
calls an ACPI “method” to discover the “current status”. The _STA method described above is an example of such an ACPI method. When _STA is
called, the AML can look for properties on the device specified in the firmware device tree and convert that into the Result Code bitmap described
above. So, if lockstep has been lost on a processor, firmware 15A will set the device tree property that indicates loss of lockstep, then when OS 11
calls _STA for that device, the “lockstep lost” property directs the AML code to return to “0” in the “functioning properly” bit so that OS 11 can know
there is a problem with that processor.

[0048] If a lost lockstep is recovered in accordance with the recovery technique described herein, firmware 18A can indicate that lockstep has been
recovered in the device tree 203. Then when _STA is called on that device responsive to the OS receiving the “check for device” ACPI method, the
present, enabled and functioning bits will all be set and OS 11 will know the CPU is safe to use.

[0049] Further, device tree 203 includes information designating which processor is the boot processor, as well as a spare processor for the boot
processor. A simple example of device tree 203 is shown below in Table 1:

[0050]
TABLE 1
Spare for
Lockstep Boot Boot
Device Status Enabled Processor? Processor?
Processor A Present, Enabled, Yes Yes No
and Functioning
Processor B N/A Yes No Yes
Processor C Present, Enabled, Yes No No

and Functioning

[0051] In the above example of Table 1, 3 processors “Processor A,” “Processor B,” and “Processor C” are identified in the device tree as being
included in the multi-processor system. The status of each of processors Processor A and Processor B is identified as “Present, Enabled, and
Functioning.” In this example Processor B is a hot spare, so it is held in reserve and does not show up in the static ACPI tables that are built when the
system boots. Accordingly the OS does not know about Processor B and does not have a device handle to call the _STA method on. As described
above, the _STA method is a known ACPI method for checking the status of the corresponding device. Therefore, the status of Processor B is
designated N/A (not applicable) in this example because the _STA method will not be called for this processor as long as it is the hot spare. Of
course, upon such spare assuming the role of boot processor, its status is updated to “Present, Enabled, and Functioning.” In other embodiments in
which Processor B is an active spare, the OS will be aware of such processor and accordingly its status may be also indicated as “Present, Enabled,
and Functioning.”

[0052] Further, lockstep is identified in this example as enabled for these processors. In certain embodiments, the system administrator can
designate, via user interface 20, whether lockstep mode is to be enabled for the system's processors. Further, Processor A is designated as the
system's boot processor in the example device tree shown in Table 1, and Processor B is designated as the spare processor. Thus, upon detection of
LOL for one of the processors in the system, the firmware can access this device tree to determine if the processor for which LOL is detected is the
system's boot processor; and if determined that the processor for which LOL is detected is the system's boot processor, the firmware can further
determine from this device tree the designated spare processor to use in the lockstep recovery process.

[0053] In the example of FIG. 2, a user interface 20 is included, which allows a user (e.g., system administrator) to designate the system's boot
processor and spare processor. In certain embodiments, the user interface 20 further allows the user to designate other information, such as
whether lockstep mode is enabled for the processors. User interface 20 may be implemented as a command line interface or as a graphical user
interface (GUI), as examples. As one example, the user interface 20 may be implemented as an EFI application that provides a command line
interface for inputting commands. Such command line interface may support commands for assigning the boot processor and/or spare processor,
as well as performing such tasks as configuring and deconfiguring processors, deconfiguring bad memory, specifying which OS to boot, etc. This
command line interface implements a typical command <argument> format and has hooks into the firmware to change settings in NVRAM. As
another example, the user interface 20 may be implemented within “parmgr”, which is an HP-UX application that controls how partitions are
configured, memory interleave, CPU configuration, etc. Such parmgr provides a GUI interface and a command line interface. The GUI interface
presents a “worksheet” that has the current values filled in and allows the system administrator to update/change those values and then “apply”
the changes. At that time, parmgr pushes the changes into NVRAM so they will be honored on the next reset. Various other implementations of a
user interface 20 may be employed in alternative embodiments.

[0054] One example system in which firmware 18, of FIG. 2 may be employed is shown in FIG. 3. FIG. 3 shows system 30 that includes multi-
processor cells A-D, labeled 31,-31p, respectively. Cell A 31, is shown in more detail, and should be understood that cells B-D 315-31p have
substantially the same architecture as that of cell A 31, in this example. The architecture of cell A 31, described hereafter corresponds to that of
Hewlett-Packard's Superdome™ systems. As shown, multi-processor cell A 31, includes coherency controller 304 that is communicatively coupled to
two buses, labeled 305 and 306, respectively. A plurality of processor modules are included within cell A 31,4, shown as CPU 0, CPU 1, CPU 2 and CPU
3 (and labeled 300-303, respectively). More particularly, a plurality of processors modules are communicatively coupled to each of the buses 305 and
306. In this example, CPU 0 (300) and CPU 1 (301) are each communicatively coupled to the first bus 305, and CPU 2 (302) and CPU 3 (303) are each
communicatively coupled to the second bus 306. It should be understood that each of CPU 0 (300), CPU 1 (301), CPU 2 (302), and CPU 3 (303) is in
actuality a lockstep processor pair, such as the lockstep processor pair 12 of FIGS. 1-3. Thus, for instance, CPU 0 (300) includes both a master
processor and a slave processor, as with processors 12A and 12B included in the lockstep processor pair 12 of FIGS. 1-2.
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[0055] Coherency controller 304 decodes the address an interrupt is targeted towards and determines which bus (305 or 306) the interrupt packet
should be delivered to. Each CPU on the destination bus sees the interrupt and compares the interrupt target address with its internal “LID” register
to determine if it is the targeted CPU. If the match is correct, the CPU responds to the interrupt. If the match is not correct, the CPU ignores the
interrupt packet.

[0056] As shown, the example firmware 18, described above with FIGS. 1-2 may be employed to manage the recovery from detected LOLs for the
processors of cells A-D {31,-31p). In this example architecture, when designating a spare for the boot processor, such spare is selected to be another
processor communicatively coupled to the same bus as the boot processor. For instance, suppose that during the boot-up of system 30, CPU 2 (302)
is designated as the boot processor. Accordingly, firmware 18, will identify another processor that is communicatively coupled to bus 306 to
designate as a spare for such boot processor, such as CPU 3 (303). During runtime if a LOL is detected for CPU 2 (302), then firmware 18, may
operate according to the process described above in FIG. 1 to switch the designation of boot processor to a designated spare, CPU 3 (303). In
performing this switch the LID register of the CPU that lost lockstep is copied into the LID register of the spare CPU and the spare CPU pair will then
assume the ID of the failed CPU and start responding to interrupts directed to that ID. The LID of the failed CPU is quickly re-written to a different
value so that it will no longer respond to interrupts directed to that ID. CPU 2 (302) can then be reset to recover its lockstep, and such CPU 2 (302)
may then be designated as a spare for the new boot processor CPU 3 (303).

[0057] It should be recognized that in the example system of FIG. 3, if a hot spare were used for recovering from LOL for all processors, rather than
just for the boot processor, much of the potential processing resources would be required to be held in reserve as spare resources. For instance, a
hot spare would be required on each of the buses of each cell. Because there are two processors coupled to each bus in this example (i.e., CPU 0 and
CPU 1 coupled to bus 305, and CPU 2 and CPU 3 coupled to bus 306), reserving a hot spare processor for each bus would result in holding half of the
total processing resources in reserve. This is an undesirably expensive and wasteful solution. Thus, according to the illustrated embodiment, a hot
spare processor is reserved only for the boot processor. Thus, continuing with the above example in which CPU 2 is the boot processor and CPU 3 is
held as a “hot” spare, both of CPU 0 and CPU 1 are active {i.e., neither are held in spare). Further, none of the processors of cells B-D need to be held
in reserve as hot spares. In the event of a recoverable LOL occurring for any of non-boot processors of the cells, the lockstep recovery process of
FIG. 1 (i.e., operational blocks 104-108) can be utilized without requiring a spare for lockstep recovery for those non-boot processors.

[0058] While in the above example embodiment, a hot spare CPU is maintained for recovery from LOL for the system's boot processor, in an
alternative embodiment a hot spare need not be held as such, but rather a processor can be dynamically made a “spare” when needed for recovery
from LOL encountered for the system boot processor. That is, assuming as in the above example of FIG. 3 that CPU 2 is the system's boot processor,
CPU 3 does not have to be held in reserve (idled) as a hot spare for CPU 2, but instead CPU 3 can be active and dynamically idled and made a “spare”
upon detection of LOL in CPU 2. Accordingly, CPU 3 may be designated as a spare for the boot processor, but such CPU 3 need not be held in reserve
during normal system operation. Instead, the CPU 3 may be dynamically (during system run-time) transformed into a spare processor {e.g., by
causing the OS to idle such processor) in the event that a LOL is detected for the boot processor.

[0059] Thus, the resource of this spare CPU need not be wasted during normal runtime, but can be dynamically turned into a spare processor that is
available for recovering from LOL encountered on CPU 2 in the manner described above. As an example of this embodiment, the firmware may send
an “eject request” on a healthy processor pair {(e.g., CPU 3), and lie to the OS by indicating {e.g., in response to an ACPL_STA method for the healthy
processor pair) that such processor pair is not functioning. This would cause the OS to eject that processor pair as though it had encountered a LOL.
This processor would become the “hot spare” and be used to replace the boot processor. The system boot processor role would be assumed by the
idled healthy processor pair, just as described above in the example in which the healthy CPU 3 is held idle for the system boot processor, CPU 2. The
only difference being that now the firmware had to take some initial action to turn the healthy processor pair into a “hot spare” by idling it and
making it appear to the OS as though it was not functioning. Thus, the LIDs would be swapped. That is, the LID register of the boot processor that
lost lockstep is copied into the LID register of the now spare processor pair {CPU 3 in this example), and the LID register of this spare processor pair
would be copied into the LID register of the original boot processor. Lockstep is then reestablished on the original boot processor, and it can be
reintroduced to the OS with the ID of the original non-boot processor that replaced it as the system boot processor. The processor that was formerly
the boot processor may be designated, in device tree 203, as the spare for the now boot processor.

[0060] Turning to FIG. 4, an operational flow diagram for establishing a hot spare for the boot processor according to one embodiment is shown.
The operational loop of FIG. 4 is performed for each processor in a multi-processor system. In block 401, the processor boots in lockstep mode. As
described above, in certain embodiments, whether the processors are to operate in lockstep mode is configurable in the device tree, and thus the
firmware may consult the device tree to determine whether to boot each processor in lockstep mode. In operational block 402, the firmware
determines whether the processor is configured to be a hot spare for the system's boot processor. As described above, this determination can be
made by accessing the device tree maintained in the firmware. If the processor is not configured to be a hot spare, then operation advances to block
403 whereat the normal boot process continues for this processor. If, on the other hand, the processor is configured to be a hot spare, then
operation advances to block 404 whereat hot spare specific properties are set in the device tree. If configured to be a hot spare, the firmware will
hide the processor from the system's OS by setting properties on the node associated with this CPU in the firmware device tree. Typically, nodes of
type “CPU" are reported to the OS in the ACPI tables. In this case, the “type” will be set in the device tree to “hot_spare” for the designated spare
processor so that this processor is not reported in the ACPI namespace. Thus, when the system firmware builds its ACPI tables, it looks for devices of
type “CPU", and the hot spare is not placed in the ACPI tables because its type is set to “hot_spare” in this example. Accordingly, the OS will not be
aware of the hot spare processor.

[0061] In operational block 405, the hot spare processor executes in an idle loop waiting for a PAL call to set state. Such PAL call to “set state” copies
the saved state from the processor that experienced LOL {i.e., the state of the “good” one of the lockstep pair of processors in the processor module
that experienced LOL) into the hot spare processor. Specifically, PAL copies all the needed information from memory into the internal registers of
the hot spare processor so that the hot spare processor becomes a new active processor, transforming the role of the hot spare to boot processor.
This call does not change the device tree settings. Accordingly, with the spare processor hidden from the OS (i.e., the OS is unaware of the hot
spare), the hot spare sits in an idle loop until it is needed for recovering from LOL detected for the boot processor, at which time the system
firmware interrupts its loop and assigns it the role of boot processor, as described above.

[0062] FIG. 5 shows an operational flow diagram for establishing an active spare for the boot processor and assigning such active spare the role of
boot processor responsive to detecting LOL for the boot processor in accordance with one embodiment. Operational blocks 501-504 of FIG. 5 are
performed for each processor in a multi-processor system for establishing an active spare in the system. In block 501, the processor boots in
lockstep mode. As described above, in certain embodiments, whether the processors are to operate in lockstep mode is configurable in the device
tree, and thus the firmware may consult the device tree to determine whether to boot each processor in lockstep mode. In operational block 502,
the firmware determines whether the processor is configured to be an active spare for the system's boot processor. As described above, this
determination can be made by accessing the device tree maintained in the firmware. If the processor is not configured to be an active spare, then
operation advances to block 503 whereat the normal boot process continues for this processor. If, on the other hand, the processor is configured to
be an active spare, then operation advances to block 504 whereat active spare specific properties are set in the device tree. For instance, in this
example, the device tree would include a property called “Active Spare” and this property would be set to TRUE for the active spare processor. If LOL
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is detected on the boot processor, firmware searches the devices in the device tree for the “Active Spare=TRUE” condition to find the designated
active spare processor. Thereafter, operation returns to operational block 503, whereat the processor continues its normal boot and is introduced to
the OS, rather than being hidden from the OS as the above-described hot spare.

[0063] Operational block 505 represents the system’s normal operation until such time as a LOL is detected for the boot processor. Upon error
detect logic detecting a LOL for a processor, the error detect logic invokes the system's firmware. For instance, the LOL may invoke the PAL, which in
turn may report the LOL to the SAL. The firmware {e.g., SAL) determines if the processor for which the LOL is detected is designated {e.g., in the
device tree) as the boot processor. If so, then the firmware determines in block 505 that LOL is detected for the boot processor. Thus, in operational
block 506, the firmware determines (e.g., from the device tree) the processor designated as the active spare, and the firmware instructs the OS to
“eject” the active spare processor. Thus, the active spare is idled and effectively transformed into a hot spare. In operational block 507, the firmware
assigns the active spare processor the role of boot processor. The state of the “good” one of the lockstep processor pair of the boot processor for
which the LOL is detected is copied into both of the lockstep processors of the active spare processor. Further, the firmware updates the device tree
to identify the active spare as the boot processor, and performs any other configuration changes {e.g., changing the LID of the active spare, etc.) to
cause the OS to recognize the active spare as the boot processor.

[0064] In block 508, the firmware attempts to recover lockstep for the former boot processor for which LOL was detected in block 505. In operational
block 509, the firmware determines whether the lockstep recovery for the former boot processor is successful. In certain embodiments, if the
lockstep cannot be recovered in operational block 508 {e.g., the processor fails its self-test when being reset), then that processor is simply not
reintroduced back to the OS and in operational block 510 a message is generated by the system to provide notice of the loss of this processor and
that the boot processor no longer has a spare. If the lockstep cannot be reestablished in block 508, then if a LOL occurs in the new boot processor
there will not be a spare processor for taking over its role {(and thus the system may crash). If desired, the system administrator can schedule an
orderly shutdown and re-boot in order to establish a new boot processor that has a hot spare available and/or schedule service of the system (e.g.,
for replacing the failed processor).

[0065] If the lockstep recovery is successful, then the former boot processor is assigned the role of active spare (e.g., by designating it as such in the
device tree) in block 511, and the firmware triggers the OS to recognize the active spare as available for executing instructions. Operation then
returns to block 505, and if a LOL is detected for the current boot processor, the procedure of blocks 506-512 may be repeated.

[0066] Turning to FIG. 6, a general flow diagram for operation of certain embodiments is shown. In block 601, the role of boot processor is assigned
to one of a plurality of processors in a system. As described above, the role of boot processor may be so assigned in a device tree. Such role of boot
processor may be assigned by a user (e.g., via a user interface) in certain embodiments, and assigned by the system's firmware in other
embodiments.

[0067] In block 602, the role of spare processor is assigned to another one of the processors. As described above, in certain embodiments the spare
processor may be a hot spare, while in other embodiments the spare processor may be an active spare. As also described above, the role of spare
processor may be so assigned in a device tree. Such role of spare processor may be assigned by a user (e.g., via a user interface) in certain
embodiments, and assigned by the system's firmware in other embodiments.

[0068] In operational block 603, the system firmware, responsive to detecting LOL for the boot processor, changes the assignment of the role of
boot processor to the spare processor. This change in the role of boot processor occurs dynamically during system runtime, rather than requiring
that the system be interrupted (e.g., shutdown and restarted, or crashed).

[0069] Certain systems include a plurality of partitions, wherein each partition includes a boot processor and OS. It should be understood that the
above techniques for establishing a spare processor for use in assuming the role of boot processor in the event that a LOL is detected for the boot
processor may be employed on each partition. Thus, a device tree may designate a boot processor and spare (e.g., active or hot) for each partition.
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Shoichi Araki, Real-Time Tracking of Multiple Moving Object Contours in a Moving Camera Image Sequence, vol. E83-D IEICE Trans. Inf, & Syst, Jul. 7,
2000, 9 pages. {/intapi/scopus/0034229432) 42 Citations in Scopus

Dong Kyu Kim, Active Object Tracking Using Image Mosaic Background, 4 pages.

Jiang-Bin Zheng, Proceedings of the First International Conference on Machine Learning and Cybernetics, Beijing, Nov. 4-5, 2002, 4 pages.
Jong Ryul Kim, Automatic Localization and Trackign of Moving Objects Using Adaptive Snake Algorithm, ICICS-PCM 2003, Dec. 15-18, 2003, 5 pages,
Singapore.

Jianhoa Meng, Cveps-A Compressed Video Editing and Parsing System, Nov. 18, 1996, pp. 1-11.

Final Office Action for U.S. Appl. No. 10/972,835, dated Nov. 21, 2007 in the United States.

Office Action for U.S. Appl. No. 10/973,075, dated Dec. 13, 2007 in the United States.

Notice of Allowance, dated Jul. 14, 2009, U.S. Appl. No. 10/972,588, 12 pages.
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O system and method for switching the role of boot processor to a spare processor responsive to &
detection of loss of lockstep in a boot processor

Publication.number. ... US20060090064A1 According to one embodiment, a method comprises detecting loss of lockstep (LOL)
for a processor in a multi-processor system. The method further comprises
determining that the processor for which the LOL is detected is assigned the role of
boot processor, and switching the role of boot processor to a spare processor without
shutting down the system's operating system. In another embodiment, a method
comprises system firmware determining that an LOL is detected for a lockstep pair of
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processors that are assigned the role of boot processor in a system. The method
further comprises determining one of the lockstep pair of processors that is not the
cause of the LOL, and copying the state of the determined one of the lockstep pair of
processors that is not the cause of the LOL to a spare processor. The method further
comprises switching the role of boot processor to the spare processor.

O system and method for switching the role of boot processor to a spare processor responsive to o]
detection of loss of lockstep in a boot processor

Publication.number.
Publication date...
Application.date..........ooomereen

According to one embodiment, a method comprises detecting loss of lockstep (LOL)
for a processor in a multi-processor system. The method further comprises
determining that the processor for which the LOL is detected is assigned the role of
boot processor, and switching the role of boot processor to a spare processor without
shutting down the system's operating system. In another embodiment, a method
comprises system firmware determining that an LOL is detected for a lockstep pair of
processors that are assigned the role of boot processor in a system. The method
further comprises determining one of the lockstep pair of processors that is not the
cause of the LOL, and copying the state of the determined one of the lockstep pair of
processors that is not the cause of the LOL to a spare processor. The method further
comprises switching the role of boot processor to the spare processor.

O System and method for maintaining in a multi-processor system a spare processor that is in lockstep for 8§
use in recovering from loss of lockstep for another processor

Publication.number.
Publication. date...
ApRlICAtION AAtE. ...

According to one embodiment, a method comprises assigning a first processor of a
multi-processor system a role of spare processor for at least a second processor, and
responsive to detecting loss of lockstep {LOL) for any of the at least a second
processor, the first processor replaces the processor for which the LOL is detected.
The method further comprises reestablishing lockstep for the processor for which the
LOL is detected, and assigning the processor having its lockstep reestablished the
role of spare processor for at least the first processor.

O System and method for maintaining in a multi-processor system a spare processor that is in lockstep for B
use in recovering from loss of lockstep for another processor

Publication.number. 2 107106A1 According to one embodiment, a method comprises assigning a first processor of a

Publication.date... 2006-05-18 multi-processor system a role of spare processor for at least a second processor, and

Application.date. ... 2004-10-25 responsive to detecting loss of lockstep {LOL) for any of the at least a second
processor, the first processor replaces the processor for which the LOL is detected.
The method further comprises reestablishing lockstep for the processor for which the
LOL is detected, and assigning the processor having its lockstep reestablished the
role of spare processor for at least the first processor.

O sSystem and method for reestablishing lockstep for a processor module for which loss of lockstep is 7]

detected

Publication number. US20060107116A1 According to one embodiment, a method comprises, responsive to detection of loss

Publication date... 2006-05-18 of lockstep (LOL) for a processor module in a system, firmware requesting an

Application. date. ..o 2004-10-25 operating system to idle the processor module. The method further comprises the
operating system idling the processor module and returning control of the processor
module to the firmware. According to one embodiment, a method comprises an
operating system idling a processor module for which A loss of lockstep (LOL) is
detected, and system firmware receiving control of the processor module. The
method further comprises the system firmware determining whether a LOL was
detected for the processor module, and if determined that LOL was detected for the
processor module, the system firmware resetting the processor module to
reestablish lockstep for the processor module.

O system and method for configuring lockstep mode of a processor module ]

Publication.number.
Publication date...
Application.date...........ooomere
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A system comprises a processor module that supports lockstep mode of operation.
The system further comprises non-volatile data storage having stored thereto
configuration information specifying whether the processor module is desired to
operate in lockstep mode. A method comprises storing configuration information to
non-volatile data storage of a system, wherein the configuration information specifies
whether lockstep mode of operation is desired to be enabled or disabled for a
processor module of the system. The method further comprises causing, by the
system, the processor module to have its lockstep mode enabled or disabled as
specified by the configuration information.



O System and method for configuring lockstep mode of a processor module ]

Publication.number. 2l 107117A1 A system comprises a processor module that supports lockstep mode of operation.
Publication.date... 2006-05-18 The system further comprises non-volatile data storage having stored thereto
Application.date..........m. 2004-10-25 configuration information specifying whether the processor module is desired to
operate in lockstep mode. A method comprises storing configuration information to
non-volatile data storage of a system, wherein the configuration information specifies
whether lockstep mode of operation is desired to be enabled or disabled for a
processor module of the system. The method further comprises causing, by the
system, the processor module to have its lockstep mode enabled or disabled as
specified by the configuration information.
O system and method for using information relating to a detected loss of lockstep for determining a o]
responsive action
Publication.number. US20060107114A1 According to one embodiment, a method comprises detecting a loss of lockstep (LOL)
Publication.date... 2006-05-18 for a processor module. The method further comprises determining a type of LOL
Application.date..........ore 2004-10-25 that is detected, and, based at least in part on the determined type of LOL,
determining a responsive action to take for the LOL. According to one embodiment, a
method comprises detecting a loss of lockstep (LOL) for a processor module. The
method further comprises using information identifying at least one of type of the
detected LOL and source of the detected LOL to determine a responsive action to
take for the LOL.
O system and method for using information relating to a detected loss of lockstep for determining a 7]
responsive action
Publication.number. ... US7516359B2 According to one embodiment, a method comprises detecting a loss of lockstep (LOL)
2009-04-07 for a processor module. The method further comprises determining a type of LOL
2004-10-25 that is detected, and, based at least in part on the determined type of LOL,
determining a responsive action to take for the LOL. According to one embodiment, a
method comprises detecting a loss of lockstep (LOL) for a processor module. The
method further comprises using information identifying at least one of type of the
detected LOL and source of the detected LOL to determine a responsive action to
take for the LOL.
O System and method for reintroducing a processor module to an operating system after lockstep o]
recovery
Publication.number. US20060107111A1 According to one embodiment, a method comprises, responsive to detection of loss
Publication. date... 2006-05-18 of lockstep (LOL) for a processor module in a system, setting status information
ARRlICAHQN.AALE. .o e 2004-10-25 stored to the system for the processor module to indicate that the processor module
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has an error. The method further comprises reestablishing lockstep for the processor
module without shutting down the system's operating system, and updating the
status information for the processor module to indicate that the processor module no
longer has the error, The method further comprises causing the system's operating
system to recognize that the processor module having its lockstep reestablished is
available for processing.
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Nissan Motor Campany, Lid
Defendant

ZF Friedrichshafen AG
Defendant

Proceedings

USA

516-356-8668 Email:Beoaper@hb-Clg.Com

1 06/06/2023

Proceeding Text

COMPLAINT { Filing fee $ 402 receipt number ATXWDC-
17522885}, filed by Foras Technologies Lid.. (Attachments: # 1
Exhibit 1, & 2 Exhibit 2, # 3 Exhibit 3, # 4 Exhibit 4, # 5 Exhibit 5, #
6 Exhibit 6, # 7 Exhibit 7, # 8 Exhibit 8, # 8 Exhibit 9, # 10 Exhibit
10, # 11 Exhibit 11, # 12 Civil Cover Sheet}{Cooper, Brett}
{Entered: 06/08/2023}

2 06/06/2023

Notice of Filing of Patent/Trademark Form {AQ 120). AO 120
forwarded to the Direclor of the U.S. Palent and Trademark Office.
{Cooper, Brett) {Entered: 06/06/2023)

3 06/06/2023

RULE 7 DISCLOSURE STATEMENT filed by Foras Technologies
Lid.. {Cooper, Bretf) (Entered: 08/06/2023)

4 06/06/2023

NOTICE Notice of Related Cases by Foras Technologies Lid.
{Cooper, Bretl) {(Entered: 06/06/2023)

06/06/2023

w

REQUEST FOR ISSUANCE OF SUMMONS by Foras
Technologies Lid.. as to Nissan Motar Company, Ltd. {Cooper.
Bretft) {(Entered: 06/06/2023)

8 06/06/2023

| 06/06/2023

REQUEST FOR ISSUANCE OF SUMMONS by Foras
Technologies Lid.. as to ZF Friedrichshafen AG {Cogper, Brett)
{Entered: 06/06/2023)

Case assigned o Judge Robert Pitmen. CMWILLNOW

REFLEGCT THE JUDGE INITIALS AS PART OF THE CASE
NUMBER. PLEASE APPEND THESE JUDGE INITIALS TO THE
CASE NUMBER ON EACH DOCUMENT THAT YOU FILE IN
THIS CASE. {pg) (Entered: 08/09/2023)

06/06/2023

if erdered by the court, all referrals and consents in this case will
be assigned to Magistrate Judge Howell {pg) (Entered:
06/09/2023)

7 (6/08/2023

Summons issued as to Nissan Motor Company, Lid. {pg)
{Entered: 06/09/2023}

8 06/G9/2023

Summons issued as to ZF Friedrichshafen AG. {pg) {Entered:
06/09/2023)

8 6/08/2023

Report on PatentTrademark sent to U.S. Patent and Trademark
Office with Complaint. {(pg} (Entered: 08/09/2023)

Patents

Number Title

lssued

7.502.958 System and method for providing firmware 03/10/2009
recoverahle fockstep protection

7,624,302 System and method for switching the role of boot 11/24/2009
processor 1o a spare processor responsive o
datection of loss of lockstep in a boot processor

7.8627.781 Sysiem and method for establishing a spare 12/01/2009
processar for recovering from loss of lockstep in a
boot processor
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Tayeota Motor North America, inc.
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Consol Defendant

Gillam & Smith LLP

162 N College, Suite 800

Tyler, TX 75702

USA

8039348450 Fax: 8039349257
Email: Tom@gillamsmithiaw.Com

Jacob Vannelte

ATTORNEY TC BE NOTICED

Latham & Watkins LLP

555 Eleventh Streef, Nw Suite 1000
Washington, DC 20004

USA

202-837-2200 Email:Jake Vannette@hv.Com

Melissa Richards Smith

ATTORNEY TO BE NOTICED

Gillam & Smith, LLP

303 South Washington Avenue
Marshali, TX 75870

USA

802-834-8450 Fax: 903-934-8257
Email:Melissai@gillamsmithlaw.Com
Steven Routh

ATTORNEY TO BE NOTICED

Orrick, Herrington & Sulcliffe LLP - Washington BC
Columbia Center 1152 15th Strest, Nw

Proceedings

Washington, DC 20005-1706
USA

202-339-8509 Fax: 202-339-8500 Email:Srouth@orrick.Com

# Date

Proceeding Text

Source

1 04/05/2023

COMPLAINT against Denso Corporation, Tovota Motar North
America, inc. { Filing fee § 402 receipt number ATXEDG-
9437538}, filed by Foras Technologias Lid.. (Attachments: # 1
Exhibit 1, £ 2 Exhibit 2, # 3 Exhiblt 3, # 4 Exhibit 4, # 5 Exhibit 5, #
G Exhibit 6, # 7 Exhibit 7, # 8 Exhibil 8, # 8 Exhibit 8, # 10 Civil
Cover Sheet){(Cooper, Brett) (Entered: 04/05/2023}

2 04/05/2023

Naotice of Filing of PatentTrademark Form (AQ 120}, AO 120
mailed to the Director of the U.S. Patent and Trademark Office.
{Cooper, Brett} (Entered: 04/05/2023}

3 04/05/2023

CORPORATE DISCLOSURE STATEMENT filed by Foras
Technologies Lid. {Cooper, Brelt} {Entered: 04/05/2023}

04/05/2023

Case Assigned to District Judge Rodney Gilstrap. (nkl, } (Entered:
03/05/2023}

04/05/2023

in accordance with the provisions of 28 USC Section 636(c), vou
are herapy notified that a U.8. Magisirate Judge of this district
court is available to conduct any or alf proceedings in this case
including a jury or non-jury trial and fo order the entry of a final
judgment. The form Consent to Proceed Before Magistrate Judge
is available on our website. All signed consent forms, excluding
pro se parties, should be filed electronically using the event Notice
Regarding Consent to Proceed Before Magisirate Judge. (nkl, )
{Entered: 04/05/2023}
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Date

Proceeding Text

Source

04/05/2023

SUMBMONS issued as tc Denso Corporation cfo Denso
international America, inc.c/o Corporation Service Company dibfa
CSC Lawvers incorporating Service Company, Tovola Motor
North America, Inc. ¢io CT Corporation System. {Attachments: # 1
Sunmmons{esi}nkl, } (Entered: 04/05/2023)

041172023

SUMMONS Returned Executed by Foras Technologies Lid..
Tovaota Motor North Amaerica, Inc. served on 4/6/2023, answer due
4/27/2023. {Cooper, Brett) {(Entered: 04/11/2023}

04i12/2023

SUMBMONS Returnad Executed by Foras Technologies Lid..
Densc Corporation served on 4/6/2023, answer due 4/27/2023.
{Cooper, Brett} (Enlered: 04/12/2023)

044272023

“*DEFICIENT DOCUMENT ™ "Joint MOTION for Extension of
Time 10 File Response to Complaint by Denso Carporation.
{Attachments: # 1 Text of Proposad Order}{Routh, Steven)
Maodified on 4/27/2023 (ch, }. (Entered: 04/27/2023}

04/27:/2023

“*DEFICIENT DOCUMENT “Joint MOTION for Extension of
Time fo File Response to Complaint by Toyota Motor North
America, Inc.. {Attachments: & 1 Text of Proposed Ordery(Routh,
Steven) Modified on 4/27/2023 {(ch, ). (Entered: 04/27/2023)

0442712023

NOTICE of Deficiency regarding the 7 submitted Needs Cerlificate
of Conference. Correction should be made by one business day
{ch, } {Entered: 04/27:2023)

0442712023

NQTICE of Deficiency regarding the 8 submitted Needs Certificale
of Conference, Carrection should e made by one business day
{ch, } (Entered: 04/27/2023)

(4/27/2023

Joint MOTION for Extension of Time to File Response to
Complaint by Denso Corporation. (Attachments: # 1 Text of
Proposed Order){Routh, Staven) (Entered: 04/27/2023)

10

04/27/2023

Joint MOTION for Extension of Time to Flie Response o
Complaint by Toyota Motor Narth America, Inc.. (Attachiments: # 1
Text of Proposed Order)}{Routh, Steven) (Entered: 04/27/2023}

14

04/28/2023

ORDER granting 9 Motion for Extension of Time to File Response
fo Complaint. Signed by District Judge Rodney Gilstrap on
4/28/2023. (nKl, } (Entered: 05/01/2023)

04/28/2023

ORDER granting 12 Motion for Extension of Time to File
Response to Complaint. Signed by District Judge Rodney Gilstrap
on 412812023, {nki, } {Entared: 05/01/2023}

Q512372023

NOTICE of Altorney Appearance by Drew Benrnelt Hollander on
behalf of Foras Technolagies Lid. {Hollander, Brew} {Entered:
05/23/2023)

14

05/23/2023

NOTICE of Altorney Appearance by Seth Raymond Hasenour on
behalf of Foras Technologies Lid. (Hasenour, Seth) (Entered:
05/23/2023)

15

05/2372023

NOTICE of Attorney Appearance by Jonathan Randy Yim on
behalf of Foras Technologias Lid. {Yim, Jonathan) (Entered:
05/23/2023)

06/13/2023

CONSOLIDATION ORDER - The above-captionad cases are
hereby ORDERED to he CONSQUIDATED for all pretrial issues
with the LEAD CASE, Case No. 2:23-cv-00150. All parties are
instructed to file any future filings in the LEAD CASE. Individual
cases remain active for trial.. Signed by District Judge Rodney
Glistrap on 6/13/2023. {nkl, } (Entered: 08/13/2023}

06/156/2023

ORDER setting Scheduling Conference for 7/20/2023 at 9:30 AM
hefore District Judge Rodney Gilstrap. Signed by District Judge
Rodney Gilstrap on 6/15/23. (tkd, } (Entered: 06/16/2023)

18

06/22/2023

NOTICE of Altorney Appearance hy Melissa Richards Smithon
hehaif of Kia America, Inc., Kia Corporation {Smith, Melissa)
{Entered: 06/22/2023}
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Date

Proceeding Text

Source

062212023

Joint MOTION for exiension of time for Toyota and DENSO to
respond to the complaint and for Foras 1o serve infringement
contentions by Foras Technologies Ltd.. (Aftachments: # 1
Proposed Qrderi{Cooper, Bretl) {Entered: 06/22/2023)

20

06/23/2023

ORDER granting 12 Joint MOTION for axtension of time for
Tovota and DENSO to respond to the complaint and for Foras o
serve infringament contentions. Denso Corporation answer due
7/21/2023; Tovota Motor North America, Inc. answer due
7i21/2023.. Signed by District Judge Rodney Gilstrap on
6/23/2023. {ch, } {Entered: 06/23/2023}

21

Q6/27/2023

NOTICE of Attorney Appearance by Douglas E Lumish on behalf
of Kia America, Inc., Kia Corpaoration {Lumish, Douglas) {(Entered:
0B/27/2023)

22

06/27/2023

NOTICE of Attorney Appearance by Adam Michael Greenfield on
behaif of Kia America, Inc., Kia Corporation {Greenfield. Adam}
{Entered: 06/27/2023}

23

06/2712023

NOTICE of Attorney Appearance by Jacob Vannette on behalf of
Kia America, inc., Kia Corporation {Vannette, Jaceb) (Entered:
0B/27/2023)

24

06/27/2023

NOTICE of Attorney Appearance by Justin Kurt Truelove on
behalf of Foras Technologies Lid, (Truelove, Justin} (Entered:
06/27/2023)

25

06/28/2023

NQTICE of Attorney Appearance by Justin Kurt Truelove on
behalf of Foras Technologies L1d. (Truelove, Justing (Entered:
0B/28/2023)

26

Q71032023

Joint MOTION FOR EXTENSIONS OF TIME REGARDING

INFRINGEMENT AND INVALIDITY CONTENTIONS by Kia
America, Inc., Kia Corporation. (Attachments: # 1 Proposed

Ordery{Smith, Melissa) (Entered: 07/03/2023}

27

Q718712023

ORDER granting 28 Mation for Extensions of Time Regarding
infringement and Invalidity Contentions. Signed by District Judge
Rodney Gilstrap on 7/6/2023. {nkl. } (Entered: D7/07i2023)

28

G7/10/2023

ANSWER to 1 Complaint, by Tovota Motor North America,
inc..(Routh, Steven} {Entered: 07/103/2023}

07:10:2023

Fed. R. Civ. P. 7.1{a)(1) Disclosure Statement filed by Toyota
Motor North America, Inc. identifying Corporate Parent Toyota
#otor Corporation for Tayota Motor North America, inc.. (Routh,
Steven) {Entered: 07/10/2023)

07/10:2023

ANSWER io 1 Complaint, by Densao Corparation.{Routh, Steven}
{(Entered: 07/10/2023)

07/110/2023

Fed. R. Civ. P. 7.1{a}{ 1) Disclosure Siatement fited by Denso
Corporation identifving Corporate Parent Toyota Motor
Caorporation for Denso Corporation. (Routh, Steven) {Entered:
07110/2023)

4711072023

Joint MOTION to Sevar and Stay Claims Against Toyota by
Denso Corporation, Tovota Motor Neorth Ametica, Inc..
{Altachments: # 1 Proposed Order){Routh, Steven) {Additionat
attachment(s} added on 7/11/2023: # 2 Revised Proposed Order)
{rikl, ). {Entered: G7/10/2023)

07/10/2023

in accordance with the provisions of 28 USC Section 636(c), vou
are hereby notified that a U.8. Magistrate Judge of this disfrict
court is available to conduct any or alf proceedings in this case
including a jury or hon-jury trial and to order the entry of a final
judgment. The form Consent to Procerd Before Magistrate Judge
is available on our website. All signed consent forms, excluding
pro se parties, should be filed electrordeally using the event Notice
Regarding Consent to Proceed Before Magisirate Judge. (nkl, )
{Entered: 07/10/2023}
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Date

Proceeding Text

Source

0741212023

ORDER granting 32 Motion to Sever and Stay Claims Against
Tovota. Signed by District Judge Rodney Gilstrap on 7/11/2023.
{rikl, } {Entered: 07/12/2023)

0711212023

NQTICE of Attorney Appearance by Melissa Richards Smith on
behalf of Denso Corporation {Smith, Melissa} (Entered:
07/112/2023)

35

47/19/2023

NOTICE of Altorney Appearance by Andrew Thompson (Tom)
Gorham on behalf of Denso Corporation, Kia America, Inc., Kia
Corparation (Gorham, Andrew) {Entered: 07/18/2023}

07/26/2023

dlinute Entry Tor proceedings held before District Judge Rodney
Gilstrap (Lead 2:23-ov-150; Members 2:23-cv-218; 2:23-cv-

321 stayed): Scheduling Conference/Case Management
Conference held on 7/20/2023. Counsel for the parties appeared.
Court asked whather they consented 1o trial before the U.S,
Magisirate Judge. Court then gave counsel Claim Construction
and Jury Selection/Trial dates. {Court Reporter Shawn
McRoberts) {(aeb) (Entered: 07/24/2023)

36

47/2142023

NOTICE by Foras Technologies Lid. of Compliance Regarding
Disclosure of Asserted Claims and infringement Contentions
{Cooper, Brett} (Enterad: 07/21/2023)

07/2472023

ANSWER to Complaint by Kia America, Inc., Kia
Corporation.{Smith, Melissa) {Enterad: 07/24/2023)

38

07/24/2023

Fed. R. Civ. P. 7.1{a)(1) Disclosure Statement filed by Kia
America, Inc., Kia Corporation (Smith, Melissa} (Entered:
07/24/2023)

39

07242023

DEMAND for Trial by Jury by Kia Amaearica, inc., Kia Carporation.
{Smith, Melissa} {(Entered: 07/24/2023}

07/24/2023

in accordance with the provisions of 28 USC Section §36{(c}, vou
are hereby notified that a U.S. Magistrate Judge of this district
court is available to conduct any or all proceedings in this case
including a jury or non-jury trial and to order the entry of a final
judgment. The form Consent to Proceed Before Magistrate Judge
is available on our website, All signed consent forms, excluding
pro se parties, should be filed electronically using the event Notice
Regarding Consent to Proceed Before Magistrate Judge. {(nkl,}
(Entered: 07/24/2023)

40

08/03/2023

Joint MOTION for Entry of Agread Dockat Conirol Order by Foras
Technologies Lid.. {Attachments: # 1 Proposed Order){Cooper,
Brett) (Entered: 0B/03/2023}

41

(08/03/2023

Joint MOTION for Entry of Agreed Discovery Order by Foras
Technologies Lid.. (Altachments: # 1 Propasad OrderiCooper,
Brett) (Entered: 08/03/2023}

42

08/09/2023

DOCKET CONTROL ORDER re 40 Joint MOTION for Entry of
Agreed Docket Control Order filed by Foras Technologies Lid..,
Pretrial Conference set for 12/2/2024 at 86:00 AM before District
Judge Rodney Gilstrap., Amended Pleadings due by 5/2/2024.,
Jury Selection set for 1/6/2028 at $9:00AM before District Judge
Rodney Gilstrap., Markman Hearing set for 7/18/2024 at 03:00 AM
before District Judge Redney Gilstrap., Motions in Limine due by
11/12/2024., Proposed Pretrial Order due by 11/25/2024. Signed
by District Judge Rodney Gilstrap on 8/8/2023. (nkl, } {(Entered:
080972023}

43

08/08/2023

DISCOVERY ORDER re 41 Mation for Entry of Agreed Discovery
Order. Signed by District Judge Rodney Gilstrap on 8/8/2023. {nkl,
} {(Entered: 08/09/2023)

44

{8/08/2023

Joint MOTION to Ameand Docket Control Order re 42 Order,,,
Terminate Mations,,, Scheduling Order,, by Foras Technologies
tid.. {Altachments: # 1 Proposed Ordery{Cooper, Brett) {(Entered:
0B/09/2023)
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# Date Proceeding Text Source
45 08/10/2023 NOTICE of Attorney Appearance by Sten Anker Jensen on behalf
of Denso Corporation {Jensen, Sten) {(Entered: 08/10/2023)
46 08/11/2023 FIRST AMENDED DOCKET CONTROL ORDER re 44 Mation to
Amend Docket Control Order, Signed by District Judge Rodney
Gilstrap on 8/11/2023. {nkl, } {(Entered: 08{11/2023}
47 081772023 Joint MOTION for Entry of Agreed Protective Order hy Foras
Technologies Lid.. (Altachments: # 1 Proposad OrderiCooper,
Brett} (Entered: 08/17/2023}
48 08/17:2023 NOTICE by Foras Technologies Ltd. of Compliance Regarding
initial Disclosures (Cooper, Breft) (Entered: 08/17/2023)
4G 4811712023 NOTICE of Discovery Disclosure by Denso Corporation (Routh,
Steven) {(Entered: 08/17/2023)
50 08/18/2023 NOTICE by Kia America, inc., Kia Corporation of Compliance
Regarding Initial and Additional Disclosures {Smith, Melissa)
{Entered: 08/18/2023)
51 08/21/2023 PROTECTIVE ORDER. Signed by District Judge Rodney Glistrap
on 82112023, {nKkl, } {(Entered: 05/21/2023;
Patents
Number Title issued Class Subclass
7,502,858 System and method for providing firmware 03i10/2008 714 12
recoverabie fockstep protection
7,624,302 System and method for switching the role of hoot 11/24/2009 714 12
processor 1o a spare processor responsive 1o
detection of loss of lockstep in a boot processor
7,627,781 System and method for establishing a spare 12/01/2009 714 13

processor for recovering from loss of lockstep in a
boot processaor
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1
SYSTEM AND METHOD FOR
ESTABLISHING A SPARE PROCESSOR FOR
RECOVERING FROM LOSS OF LOCKSTEP
IN A BOOT PROCESSOR

CROSS-REY VCE TO RELATED
APPL ](,Al TONS

The present application is related to the following concur-
rently filed and commonly assigned U S, Patent Applications:
U.S. patent application Ser. No. 10/972,835 (U.S, Published
Patent Application 20060107114) titled “SYSTEM AND
METHOD FOR USING INFORMATION RELATING TOA
DETECTED LOSS OF L (3(“KQT“Y‘ FOR DETERMINING
ARESPONSIVE ACTION; U.S. patent application Ser. No.
1/973.004 (U S. }’ubhshed Patent  Applice ‘ucm
20060107117, npow U.8. Pat. No, 7,308,566) titled
TEM ’\\*D M-“lHi"’*l’) FOR CONFIGURING LOCKS?
MODE OF A PROCESSOR MODULE”; U8, patent a]"pl-u
cation Ser, MNo. 10/973,075 (U5, Publ 1shcd Patent Applica-
tion 20060107107) titled “SYSTEM AND METHOD FOR
PROVIMNG FIRMWARE RECOVERABLE LOCKSTER

PROTECTION”; U.S. patent application Ser. No. 18/572,588
(U.S. Published Patent Application 200600090064) titded
“SYSTEM AND ME
OF

THOD FOR SWITCHING THE ROLE
BOOT PROCESSOR TO A SPARE PROCHSSOR
ONSIVE 1O ¥ TON OF LOSS OF LOGCK
B IN A BOOT PROCESSOR”; U8, patent appli
Scr No. 10/973,003 {U.S. Published Patent Applica
20060107116) tided “SYSTEM AN METHOD FOR
REESTABLISHING LOCKSTEF FOR A PROCESSCR
ULE FOR WHICH LOSS OF LOCKSTEP IS
TEIY U.S. patent application Ser. Mo, 1(/972,888
rU S Pubhclu,d Patent Application 20060107115 titled
“SYSTEM AND METHOD FOR SYSTEM FIRMWARE
CAUSING AN OPERATING SYSTEM TO IDLE A PRO-
CESSOR”; ULS. patent application Ser. Mo, 10/973,075 (U.S.
Published Patent Application 20060107111 titled “8YS
TEM AND METHOD FOR REINTRODUCING A P{?‘O.
CESSOR MODULE TO AN OPERATING SYSTEM
AFTER LOCKSTEP RECOVERY™; and U.S. patent appli-
cation Ser. No. 10/972,796 (U.S. Published Patent Applica-
tion 20060107106) titled “SYSTEM AND METHOD FOR
MAINTAINING IN A MUUTI-PROCESSOR SYSTEM A
SPARE PROCESSOR THAT IS IN LOCKSTEP FOR USE
IN RECOVERING FROM LOSS OF LOCKSTEP FOR
ANOTHER PROCESSOR™, the disclosures of which are
hereby incorporated herein by reference.

I

DESCRIPTION OF RELATED ART

Silent Data Cormption ("SDXC™) 1s a diffienlt problew in
the computing industry. In general, SDC refers to data that is
corrupd, but which the systern does not detect as being cor-

rupt. SDCs primarily occur due to one of two factors: a) a s

broken hardware umt or b) a “cosmic” event that causes
valnes to che ange somewhere in the system. Broken hardware
means that a “trusted” piece of hardware is silently giving
wrong answers. For exampie, the arithmetic unit in a proces-
sor is wstructed to add 1+1 and it refuras the incorrect answer
3 instead of the correct answer 2. An example of a cosmic
event s whet a charged particle {e.g., alpha particle or cosmic
ray) strikes a region of a con 1pum-o syster and causes sotme
bits to change value {e.g.. fromaOtoalorfroma f to a 0).

Numerous tec}quues have been developed for detecting
SEBC to prevent the SDC from remaining “silent” or “unde-
tected” within a systeny, as well as preventing such SDC from
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propagatiag through the system. Examples of these tech-
nigues include parity-based mechanisms and error correcting
codes {ECCs} on buses and memoyy locations, as well as
chieckswms and/or eyelie redundaccy checks {CRC) over
vegions of wemory. Parity-based mechanisms are often
employed in processors, wherein a parity bit is associated
with each block of data when 1t s stored. The parity bit is set
to one or zero according to whether there is an odd or even
gumber of ones inthe da.a block. When the data block is read
out of its storage location, the number of ones 1o the block 1s

compared with the parity bit. A discrepancy between the
values indicates that the data block has been corrupted. HCCs

are parity-based mechanisms that track additional informa-
tion for each data block. The additional information allows
the corrupted bit(s) to be identified and corrected.

Parity/BCC mechanisius have been emploved extensively
for cachesg memm‘ies, and similar data storage arrays. In the
ning ¢i A ‘shk.hd\ data paths, control
ti(m core”), it
s for SDC
dc'. m’fu,n. 1nu~ h’*rc 18 tv-maliy SOme ung Jrotmfcd area ona
processor in which data corruption may occur and the pacty/
ECC mechanisms do not prevent the corrupted data from
actually making it out onto the system bus. One approach to
SDC detection in an execution core (or other unprotected area
of the processor chip) is to cmpl()y tockstep processing.”
Generally, in Jockstep processing two proces are paired
together, and the two processors performt exa the same
operations and the resulis are compared {e.g.. with an XOR
gatel). [f there is ever a discrepancy between the results of the
lockstep Processors, an error is signaled. The odds of two
s experiencing the exact same error at the exact
e event deeurring i both
prmcscors at exactly the same iime or due to a mechanical
failure occurring in each processor at exactly the same time)
i3 nearly 7ero.

A pair of iockstg}, processors may, from time to time, lose
therr lockstep. “Loss of lockstep™ (or “LOL) is used broadly
hierein to refer to any ervor in the pair of lockstep processors.

wii

i Oneexaniple of LOL is detection of data corruption{e.g., data

cache error) in one of the proces
nism ami’c-r ECC mechanism.
etection of the output of the paired processors not matching,

is veferred to herein as 2 “lockstep mismatch.” It should
rized that in some cases the data in the cache of a
processor may become cormupt {2.2., due to a cosmic event),
which once detected (e.g., by a pam) -based mechanism or
ECC mechanism of the processor) results in LOL, Of course,
unless such corrupt data 1s acted upon by the processor, the
output of that processor will not {ail to watch the output of'its
paired processor and thus a “lockstep mismateh™ will not
occur. For example. suppose that a value of “17 is stored to
fiest Jocation of cache in each of a pair of lockstep processors
and a value of “1” is also stored 1o a second location of cache
16 each of the pair of lockstep processors. Further suppose
that a cosmic event occurs for a first one of the processors,
resulting in the first location of its cache being changed from
“17to “07, and thus corrapted. This data corruption in the Brst
processor is a LOL forthe pair. An error detection mechanism
of this first processor may detect the data corruption, thus
detecting the LOL. f the processors are instructed to act on
the data of their first cache locations, then a lockstep mis-
mateh will eccur as the Ubtput of each of the processors will
not ruatch. For instance, if the processors each add the data
stored to the first location of their respective cache with the

sors by a parity-based mecha-
Another example of LOL is

data stored to the second location of their re%:)eﬁiive cache,
the first processor {having the cormpt data) will output a
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} while the second processor outputs a
), and thus their respective outputs will

not match.

By emploving such techniques as pa rity-based error detec-
tion mechanisms and ouiput comparisons for lockstep paired
processors, SDC detection can be enhanced such that pract:-
cally no S3I3C occourring in a processor goes undetected {and
thus such SDC does not remain “silent™) bu;m»tead results in
detection of LOL. However, the issue then becomes how best

for the systern to respoud to detected LOL. The traditional
response to detected LOL has been 1o crash the system to
ensure that the detected error is not propagated through the
system. That is, LOL in one pair of lockstep processors w a
sysiom halts processing of the system even if other processors
ihat have not encountered an error are present in the system.
However, with the increased desive for many systenss to main-
tain high availability, crashing the system each time LOL is
detected 1s not an attractive proposition. This is parti
unatiractive for larpe systems having many proces:
because cosmic events typically occur more frequently a
processor count goes up, which would result 1 nJJCh more
frequent system crashes i those large systems. High
ability is a majc e for many customers having large,
nanlti-processor systems, and thus having their system crash
few weeks is not an attractive option. OFf course, per-
2 corrupt data to propagate through the system is also
1ot a /mme option

i1

des

o

=

Prior sofutions attcmpﬁng to resolve at least some detected
SPCs without reguining the system to be crashed have been
Operating System (“0O3”) centric. That is, tn certain solutions
the OS has bee plemented in a manner to rocover from a
detected LOL without necessarily crashing the system. This
OS-centric wpﬂ of solution reguires a lot of processor and
platform specific knowledge to be embedded in the OFS, and
s requires that the O8 provider maintan the OS up-to-date

th
as changes occur in later versions of the processors and plat-
This is such a large

11

-

forms in which the OS is to be used.
burden that most coramonty used OSs do not support Jockstep
recavery.

Certain solutions have attempted to recover from a LOL
without involving the GS in such recovery procedure. For
instance, in one technigue upon LOL being detected, firm-
ware is used to save the state of one of the processors in a
lockstep patr {the processor that is constdered “good”) to
memory, and then both processors of the pair are reset and
reinitialized. Thereafter, the state 1s copied from the meruory
to each of the processors iu the lockstep pair. This technique
malkes the processors unavailable for an arnount of time with-
out the OS having any knowledge regarding this unavailabii-
ity, and if the amount of time rgqmrcd {i recaovery is too long,
the system may crash. That is, typi a processor is
ugresponsive for X amount of time, the 05 will assurue that
the processor is hung and will ¢ he system so that
the probiem can be diagnosed. Furil her, in the event that a
processor 1o the pair canuot be reset and retuitialized (e.g., the
processor has a physical pr“blem and fails to pass its seif-
test), this technique results in crashing the system.

=

BRIEF SUMMARY OF THE INVENTION
According to at lea

a plurality of proce

that assigns a

st one embodiment, a system comprises
ssors, and data storage storing information

the plurality of processors. The system further comprises
logic operable, respousive to detecting loss of Jockstep for the
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w, for ransferring, during
t processor 1o the spare proces
ngto atleast one embodiment, a method ccm.p‘im
assigning a wle of boot POCEssor o one of a plurality of
processors ina systeny assigning a role of spare nmw

another of the plurau v of processors; and respox
‘ieuec.mg loss of tockstep for the boot processor, changing,
during system runtime, the assignment of the role of boot
processor to the spare processor.

boot pro
role of 1*0-
Accordi

{SOT.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an example maunlti-processor system 1o which
ﬁrm“'are utilizes a spare processor for recovering from LOL
for the system’s boot processor;

FIG. 2 shows a block diagram of one emibodiment imple-
mented for the 1A-64 processor architecture;

F1G. 3 shows an example system having multi-processor

ells in which an emabodiment for using firmware for recov-
ering from LOL may be employed,

FIG. 4 shows an operational flow diagram for establishing
a hot spare for the boot processor according to one entbodi-
ment;

FI1G. 8 shows an operational flow diagram for establishing
an active spare for the boot processor and ass]g\“mg such
active spare the role of boot processor responsive to detecting
1O for the boot processor in accordance with one erabodi-

ent; and

FIG. 6 s a general How diagram for operation of
certain embodiments.

DETAILED DESCRIPTION

As described hﬁi‘er herein and in concnrrent]y filed and
comuonly assigned U.S. patent application Ser. No. 1(/973,
G j.5. Published Pau,n' Application 20060107107) titled
“SYSTEM AND METHOD FOR PROVIDING FIRM-
WARE RECOVERABLE LOCKSTEP PROTECTION,” the
disclosure of which 1s incorporated herein | ')y reference,
tain techmgnes are pmw«,.ed for recovering from L()L
detected for a boot processor in a mulii-processor system, i
which a spare processor is utilized for such recovery. For
instance, upon LOL being detected for the system’s boot
processor, the spare processor assumes the role of boot pro-
cessor, and then recovery of lockstep for the original boot
processor is attempied. Atczmrding]v for such lockstep recov-
ery technique, a spare processor is used for atiempting to
recover from LOL detected for the boot processor. Hrobodi-

ents are provided herein for establishing a spare processor
for the boot processor. That is, emabodiments described herein
provide techniques for establishing, in a multi-process :
{em, a spare processor that assumes the wle of boot processor
upon LOL being detected for the system’s boot processor.

In certain embodiments, information {referred to herein as

“device tree”) is stored to the multi-processor system,
Wherc:m such information identifies the processor it the sys-
tem that is the boot processor and identifies the processor that
is the spare for the boot processor. The information s stored
such that it is accessible by the system’s frmware, and the
firmware, upon detecting LOL for the boot processor, deter-
mines the spare processor from the device tree and assigns the
spare processor the role of boot processor, The firmware then
attempts to recover locksiep for the Processo which LOL
was detected. If the recovery of lockstep is successful, the
processor for which lockstep was recovered (i.e., the former
boot processor) may be assigned the role of spare for the
current boot processor. Thus, the mulii-processor systemay

cer-
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recover from 1.OL detected for ¢
requiring a crash of the system
“recoverable™ LOLs).

n some nuplementations descabed herein, the spare pro-
cessor for the boot processor is 2 “bot” spare, o which it is
idled and not made available to the OS for proc
Hons durtng vormal systern operation. That is, the Lu span
processor is held in reserve, idling until such time as it
asswnes the role of bout processor responsive to detected
LOL for the boot processor. In other implemientations, the
spare processor is not held in reserve, but is instead an
“active” processor that 1s made availabie to the OS for execut-
ing instructions during normal system operation. Upon L
being detected for the boot processor, the destgnated spare
processor 1s dynamically transformed into a hot spare (i.e., it
is idled) such that 3t can assu ne the role of the boot processor.
For instance, upen the systern’s firmoware detecting a LOL for
the boot 1 processor, the hrx-}wate accesses the device tree and
determines the designated tpare processor, and then the firma-

ssor withont

e boot proce:

ware instricts the ()b 1o idle the designated spare processor 2

i.e., stop scheduling structions for the processor) to make
the “active” spare a “hot” spare, which then assumes the role
of boot processor.

Concurrently filed and commonlv assigned U.S. patent
application Ser. Mo. [0/973,076 {U.S8. Published Patent
Application  20060107107) ‘ﬂcd “SYSTEM  AND
METHOD FOR PROVIHNG FIRMWARE RECOVER-
ARLE LOCESTEP PRO TION,” discloses a technique
in which lockstep can be recovered for Processors {particu-
iarly, non-boot processors) without requinng use of a spare
processor. Rather, upon LOL being detected for a lockstep
pa‘r of processors, the firmware instructs the OS to idle (or

“eject”) the lockstep pair of processors for which LOL was
detected and then the fimyware attempts to reestablish lock-
step {e.g., by resetting the processors). I successfil in rees-
tablishing lockstep, the fimuware mwer‘; the OS to recoguire
the I(wd\b-“p pair of processors as again being available for
servicing instructions.

However, for various reasons, in cerfain system architec-
tures problems arise in attempting to idle {or eject) the boot
processor frox systern. Thus, 1o certain embodiments, a
spare processor is used for recovering from LOL for the
system’s boot processor. Again, embodiments are provided
herein for establishing/defining such a spare processor forthe
boot processor. In certain nmbudtmems. the spare processor
is used for recovering from LOL only in the case m which
L0 s detected for the boot processor. For mstances inwhich
LOL 1s detected for non-boot processors, the lockstep may be
recovered without the use of a spare by bmg the recovery

technigue described in concurvently filed and commonly
asagnyd 11.S. patent application 501. No. 16/973.076 (1J.S.
Puablished Patent Applicanon 20060107107) tutled “SYS-
TEM AND METHOD FOR PROVIDING FIRMWARE
RECOVERABLE LOCKSTEP PROTECTION” for
example.

Various techniques are provided herein for designating the
spare for a boot prowbw? In certain embodiments, a user
interface is provided for receiving input specifying the boot
processor and/or its spare. In certain embodiments, the sys-
tem’s firmware selects the boot processor and/or its spare. In
accordance with one embodiment provided herein, the nxul-
processor system: includes multiple buses, wherein certain
processors are communicatively coupled to a first bus and
certain other processors are communicatively coupled o a
different bus. In such an architecture, the spare processor is
designated as a processor that is coupledto the same bus as the
boot processor. Thus, i a vser is allowed to select the boot

Page 284 of 1042

(at least for certain types of

-

<

a

n
G

7,781 B2

&

srocessor and the spare, once the boot processor 1s selected,
1he user interface may present the other processor(s) that are
coupled o the same bus as the selected boot processor for
belea don of a spare therefrom. Alternatively, once the boot
PrOCessor is sc}ected bV a user, the system firmware may
selectasparcasary hat is coupled to the same bus as
the boot processor. ]f\ ceman embodunents. the system firm-
ware may select the boo cessor, as well as a spare for the
boot processor.

Toroing 1o FIG. 1, an example embodiment of a system 18
that esta bml ies a spare processor for use in recovering from
detected foss of lockstep (LOL) for a system boot processor is
shown. Systems 18 incly Jdec OS 11, as well as waster proces-
sor 12A and slave processor 128 (col iectively referredto as a
lockstep processor pair 12} In certain tmplementations the
lockstep processor pair 12 may be plemented on a single
silicon chip, which is referred to as a “dual core processor” in
which master processor 124 is a firstcore and slave processor
12B ts a second core. Further, lockstep processor pair 12 may
be referred 1o as a processor o CPU ‘modnle” because it
includes a plurality of processors (12A and 12B) in such
wndule. As described further hcarein, to ceriain portions of
system 18, such as its OS 11, the processor module 12 may
appear as a single processor because slave processor 128 i3
merely used for redundant processing for checking the output
of master processor 12A. In this example, lockstep processor
pair 12 is designated as the boot processor for system 18, As
described further herein, in certain embodiments lockstep
processor pair 12 1s designated as the system boot processor
by storing information to the system that specifies such des-
ignation.

Master processor 12A includes cache 14A, and slave pro-
cessor 128 tucludes cache 14B. OS 11 and lockstep processor
pair 12 are communicatively coupled to bus 16. Typically,
master processor 12A and stave processor 12B are coupled to
bus 16 via an interface that aliows each of such processors to
recetve the same instructions to process, but such interface
only cornmunicates the output of master processor 124 back
onto bus 16. The output of slave processor 128 ts used solely
for checking the output of mater processor 1ZA.

inthis example, master processor 124 includes ervor detect
logic 13 A, and siave processor 1218 tncludes ervor detect logic
13B. While shown as included in each of the processors 12A
aud 128 in this example, in certain embodiments the error
detect logic 13A and 13B may be implemented external to
processors 12A and 128. Brror detect logic 13A and 138
incinde logic for detecting errors, such as data cache errors,
present in theirrespective processors $2A and 128, Examples
oferror detect logic 13A and 13B include known parity-based
wechanisms and ECC mechantsms. Error dete Cis
also included, which may include an ¥OR (exe
gate, for detecting a lockstep pusmatch between master pro-
cessor 12A and slave processor 121, As mentioned above, a
lockstep mismatch refers to the output of master processor
12A and slave processor 128 failing to match. While shown
as external to the lockstep processor pair 12 in this example,
in certain embodiments error detect logic 13C may be imple-

ented on a common silicon chip with processors 12A and
12B.

Lockstep mismatch is one way of detecting a LOL between
the ruaster processor 124 and siave processor 1258, A detec-
tion of an error by either of error detect logic 13A and 138
also provides detection of LOL in the processors 124 and
12B. Because the detecion of LOL by error detect logic 13A
and 13B may occur before an actual lockstep mismatch
occurs, the detection of LOL by error detect loglc 13A and
13B may be referred to as a detection of a “precursor to

r'-vv')
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iockstep msmatch”. In other words, once an error (e.g., cot-
rupt data) is detected by error detect logic 13A or 138, such
error may eventually propagate 1o a lockstep mismatch error
that is detectable by error detect logic 13C.

System 10 further includes a second lockstep processor
pair 15 that is communicatively coupled to bus 16. Lucmicp
processor pair 15 wchides master processor 15A and slave
processor 15B. Master processor 1SA includes cache 17A,
and slave processor 158 includes cache 178. As with error
detect logic 13A-13C implemented for Jockstep processor
pair 12, lockstep processor pair 15 has error detect logic
16A-16C. While only two lockstep processor pas 12 and 15
are shown for simplicity in the example of FIG. 1, system 18
may include any numsber of such lockstep processor pairs. As
one specific g\maple in one implementation system 18
wehrdes 64 lock step processor pe airs, Vvhercam the master pro-
cessors of the pairs perform gmralkl processing for the sys-
ter. Inthe specific example of FIG. 1, E( 1\ ep Processor pair
15 is designated as a spare for boot processor 12, as described
further herein.

u certain embodiments described herein, technigues for
designating a spare processor for a boot processor are pro-
vided, wherein the spare processor is used for recovery when
LOL is detected for the system’s boot processor. That is, the
designated spare proce mes the role of boot processor
i the event that LOL is detected for the boot processor. {n
accordance with cerfain embodiments, upon LOL being
detected for a boot processor, a hot spare processor (i.e., an
idling processor that is available in the system) 1s transferred
the role of boot processor, and theun the old boot processor
having LOL is reset o reestablish its fockstep. Thus, o cer-
tain embodiments, a “hot” spare is dessgnated for the boot
PrOCEssor.

in other embodiments, a processor is designated as a spare
processor for the boot processor, but such designated spare
processor is not held in reserve (idled) during normal system
operation. Rather, the designated spare is utilized as an active
processing resource made available o OS 11 for processing
instructions that OS 11 schedules for such “active” spare
processor. Upon LOL being detected for the boot processor,
the designated spare processor is idled (thereby, trausforming
such active processor into a hot spare), and is transferred the
role of boot processor. Then, the former boot processor for
which the LOL was detected is reset to veestablish its lock-
step. Thus, in certain embodiments, a des-bﬂatc‘ﬁ spare pro-
€ 1ot required 10 be held in reserve, but {s instead an
available resource for use within the system and is only trans-
formed into an actual spare processor when needed for recov-
eving from LOL for the boot processor.

Firmware 18 is also included in system 16, whuh in this
embodiment 1s invoked upon an error being detected by any
of the ervor detect logics 13A-13C and 16A-~ 16(/4 In certain
embodiments, processors 12A, 12B, 15A, and 158 are pro-
cessors from the Hawivxe Processor Family (JPF). IPF 15 a
64-bit processor architecture co-developed by Hewleti-Pack-
ard Company and Iatel Corporation, which is based on
Explicitly Parallel ]ns mction Computing (EPIC). (PF is a
well-known family of processors. IPF includes PrOCESSOTS
such as those having the code names of MERCED, MC
LEY, and MADISON. In addison to supporting a 64-bit
processor bus and a set of 128 registers, the 64-
IPF allows accessicav q larg MmeMory (VLM
feamr“& 16 BPIC. Whilea

¢ embodiment is descri hi‘d below for the IPF architecture,
embomm@n-.s described herein for establishing a spare pro-
cessor for recovering from LOLL detected for a boot processor

and exploits
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are not mited in application to an IPY architecture, but may
beapplied as well to other architectures (e.g., 32-bit processor
architectures, etc.}.

Processor architecture generally comprises corresponding
supporting firmware, sm,h as firmware 18 of system 16, For
example, as described further below in conjunction with the
specific example of FIG. 2, the IPF processor architecture
conaprises such supporting firmware as Processor Abstraction
Layer (PAL), System Abstraction Layer (SAL), and
Extended Firmware Interface (EFI). Such supporting firm-
ware may enable, for example, the OS to access a particular
function implemented for the processor. For instance, the OS
may guery the PAL asto the size of the cache implemeunted for
the processor, ete. Other well-kuown functions provided by
the supponiug firmware (SAL, BF]) include, for example: ()
performing 10 configueation accesses to discover and pro-
gram the /O Hardware (SAL_PCI VFIG REBAD and
SAL_PCI_CONFIG-WRITE); (b) retrieving error log data
from the platform following a Machine Check Abort (MCA)
event (SAL_GET_STATE_INFO); (¢} accessing persistent
store configuration data stored in non-volatile memeory (BF
variable services: GetNextVariableName, GefVatable and
SetVariable); and accessing the battery-backed real-time
clock/calendar (EFY GetTime and SetTime). Accordingly, the
supporting firmware, such as the ’AL, iy implemented to
provide an interface to the processor(s) for accessing the
functionality provided by such p'ocessnf s}. Each of those
interfaces pmwd(: standard, published procedure calls that
are supported.

in the exampie system 18 of FIG. 1, firmyware 18 utilizes
the above-mentioned hot spare technigue for recovering from
LOL for a boot processor. That is, processor 15 is designated
as a hot spare for boot processor 12, and such processor 15 is
held as an idle, Spare processor and wsed in the mauner
described further herein for assuming the role of boot proces-
sor i the event that a LOL is detected for boot processor 12,
Of course, as described further herein, the above-mentioped
technique in which a designated spare is not held in reserve
but is instead dynamically r transformed into a 1 SPALS Processor
may be mmplemented by frmware 18 in alternative emibodi-
ments. As described further herein, in certain embodiments, a
device tree is stored 1o a data storage device {(e.g., SRAM)
such that it is accessible to the firmmware 18, wherein the
device tree includes information identifying processor 12 as
the systex’s boot processor and identi] processor 18 as
the spare. The information specifving the boot p'occqsm qd/
or bpdf’c may be received as input from a user m ¢
emboditents. For instance, in certain embodiments & us
interface is provided that enables a system adiinistrator to
designate the boot processor and/or spare processor in the
multi-processor system. [n other embodiments, the fionware
18 selects the boot processor and/or spare.

Suppose that duting the system boot-up procedure, master
processor 12A assumes the role of boot processor, as shown
in the example of FIG. 1. In this exa fr‘plc embodiment, lock-
ep processor pair 15 3s beld as a hot spare for recovering
frow a LOL that may be detec:iud for the boot processor 1ZA.
Of course, additional lockstep processor pairs may be
inchuded 10 systere 18 (not speciilcally shown it the example
of FIG. 1), and those additional lockstep processor pairs,
which are not the system boot processor, may recover from
LOL in a different manoer that does not utilize a hot spare
processor. Thus, in accordance with certain embodiments
hereot, hot spare processor pair 15 1s not needed for recover-
ing from LOL detected for auy non-boot processor, but may
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instead be nsed for recovery of LOL only if such LOL (s
detected for the boot processor {processor 124 in this
example)

Firruware 18 1s included in this example, and upon detec-
tionof LOL by any of error detect fogics 13A-13C, firmware
18 deterpunes, in operational block 161, whether the detected
L is axecoverable LOL. That is, fliomware 18 deterines in
biock 101 whether the detected LOL is of a type from which
the firmware can recover lockstep for the lockstep processor
pair 12 without crashing the system. As described further
herein, lockstep is recoverable for certain detected LOLs
{which may be referred to as “recoverable LOLs™), while
lockstep is not recoverable for other detected LOLs (which
may be refered to as “non-recoverable LOLs”). It the lock-
step is not recoverable from the detected LOL, then in the
example of FIG. 1 finuware 18 crashes the system in block

he lockstep is recoverable, then operation advances 1o
block 183 whereat the Brmware determines whether the pro-

essor fnr which the LOL was detected is the system’s boot
rocessor. Because the LOL is detected for the lockstep pro-
cessor pair 12 in this exawmple, firmware 18 determines
whe boot processor.

‘50

her master processor 124 is the systen:’s bo
This can be determined, for exaruple, by accessing the device
tree 203 of F1G. 2 (described further below). The device tree
may, i certain anlcrmntatxor;, inchide a field for each
processor indicating whether such processor is the system’s
boot processor. This field in the device tree may be set by the
firmware during the boot-up process to identify the corre-
sponding processor that 1s used as the systeru’s boot proces-
sor or it may be pre-set by a system administrator (e.g., viaa
user i .n'crfuw ). as examples. If determined in block 163 that
the master processor 12A is not the system”s boot processor,
then operation advances in this example to block 184, and a
lockstep recovery process is performed that does not utilize
hot spare 15.

in the specific example shown in FIG. 1, if the lockstep is
determmned to be recoverable 1o block 181 and the processor
for which the LOL is detected is determined in block 143 to
not be the system boot processor, firmware 18 cooperates
with O8 11 via stasdard O8 methods to recover the Jockstep.
For iustance, in the example embodiment of FIC
Advanced Confignration and Power Interface (ACPL) m
ods are used by frmware 18 to cooperate with OFS 11, Accord-
ingly, no processor or platforna specific knowledge is required
10 be ernbedded in OS 11, but instead any ACPl-compatibie
(S ruay be used, inchuding withowt limitation HP-UX and
Open VMS upmatm& systems. :_,X'lll’ipk) technigues that may

a system are described further tn concurrently filed and com-
monly assigned U.S. patent application Ser. No. 184/673,076
(U8, Published Patent Application 20060107107) u{kd
“\Y‘;T MOAND METHOD FOR PROVIDING FIRM-
WARE REC OVER‘ABLE LOCKSTEP PROTECTION,” the
sosure of which is ncorporated herein by reference.

In the example ewbodiment of FIG. 1, #f deteriined in

v which the LOL is detected is
*mt the system boot processor, Ormware 18 triggers OS 11 to
dle the master processor 12A 1o operational block 184, In this
cmbu\almgm, firmware 18 wutilizes an ACPI methoed 108 to
“eject” master processor 124, thereby triggenng 05 11 to
idle the master processor 12A (i.e., stop scheduling tasks for
the processor). Of course, by idling master processor 124,
slave processor 128 will in turn be idied. Thus, 1dhng master
processor 12A resulis in idiing the lockstep processor pair 12,
In this example embodiment, OS 11 is not aware of the

bio
¥

biock 143 that the processor fo

presence of slave processor 12B, but is instead aware of
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master processor 12A. The interface of lockstep processor
pair 12 to bus 16 manages copying 1o slave processor 1215 the
instructions that are directed by OS 11 to master processor
12A. Thus, firmware 18 need not direct O8 11 to eject slave
processor 121, a5 O8 11 is not aware of such slave processor
12B in this example implementation. Again, by idling master
processox 124, slave processor 121 1s alse idled as 1t merely
receives copies of the instructions directed to master proces-
sor 12A. Of course, if i a given implementation OS 111
aware of slave 121, hrmwarc 18 may be imuplemented to also
direct OS 11 to idle such slave processor 12B in a manner
similar to that described for idling master processor 12A.
Firmware 18 then atterapts to recover lockstep for the
Jockstep 'pr ocessor pair 2 o block 186, For tnstance, firm-
ware 18 re the processor pair 12. Durnng such reset of
processor palr 12, system 18 can continne to operate on its
remaining available processors. Once the processor pair 12 is
reset and lockstep s recovered, firmware 18 reintrodu
master processor 12A to 05 11 in operational block 147. In
this embodiment, firmware 18 updates the ACPI device table
information for master processor 124 to indicate that sud)
wmaster processor 12A s “present, functioning and enabled.”
As discussed inthe ACPI 2.0 specification forthe _STA status
ethod of a device, the _STA (status) object returns the status
of a device, which can be one of the following: cnaLled
disabled. or removed. In this respect, in the result code (bit-
map) it §1s set1i'the device 1s present; bit 1 is set1f the device
is enabled and decoding its resources; bit 2 is set if the device
should be shown in the UL, bit 3 is set if the device is func-
1omng properly (¢l ired:[ine device failed its dlagpostics);
bit 4 is set it the battery is present; and bits 5-31 are reserved.
A device can only decode its h rdware rescurces if both bits
@ and { are set. Ifthe device {5 to stpresent (bit § clea r-su\ ornot
enabled (bit 1 cleared), then the device musi not decode its
resources. Bits 8, 1 and 3 are the “present, enabled and func—
ioning” bits mentionad above. Firmware 18 vtilizes an ACPI
method 168 to tri gger O8 11 1o “check for” master processor
124, thereby reintroducing the master processor 12A to OS
11. As a result of ch scking for master processor 124, 0OS 11
will recognize that such master processor 12A is again avail-
able and will thus begin scheduling tasks for master processo
12A ouce again.
Inview of the above, a recovery technique i
does pot reguire utmimg a spare proc
from LOL detected for non-boot processor

£y

@

3

ided ‘k at

rs. For various rea-
sons, i certain system architectures problems arise in
attempting to idle {or gject) the boot processor from the sys-
tem. Thus, in certain embodiments, a hot spare processor is
used for recovering from LOL for the system’s boot proces-
sor. For instance, in the example of FIG. 1, if determined in
block 163 that the master processor 12A is the system’s boot
processor, operation advances to block 109 whereat the state
of the “good” PrOCESSOY it the Jockstep processor pair 12 is
copied over to wch u' pruces sors 18A and 15R in the spare
snple techniques that may be

utilized by imﬂw are 18 En)r swm,hmv the state of a “good”
processor in the lockstep processo - 12 in accordance with
certain embodiments is described further in co-pending U.S.
patent application Ser. No. iy 18 833 {published as publi-
cation no. US 2004/0006722 A1) filed Jul. 3, 2002 {(now U.S.
Pat. No. 7,085,959) and tijed “I\/iL THOD ANJ APPARA-
TUSFOR RECOVERY FROM LOSS OF LOCK STEP” and
in concwrrently filed and commonly assigned U.S. patent
application Ser. No. 10/972,388 (U.S. Published Patent
Application 20060096064}  titled “SYSTEM  AND
METHOD FOR SWITCHING THE ROLE OF BOOT PRO-
CESSOR TO A SPARE PRO SOR RESPONSIVE TG
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DETECTION GF LOSS OF LOCKSTEPR IN A BOOT PRO
CHSSCGR”, the disclosures of which are each hereby incor-
porated herein by reference.
Thus, operational block 149 essentially makes the spare
processor pair 18 the system’s boot processor, aud then
block 118 firmware 18 resets the lockstep processor pair 12
and reestablishes iis Jockstep. Once lockstep is reesiablished
for lockstep processor pair 12, that pair is held in operational
biock 111 as a hot spare for the new boot processor pair 18,
That is, tirrnware 18 updates the device tree 203 of F1G. 2 to
reflect that lockstep processor pair 12 is a hot spare for the
boot processor pair 15, Thus, shonld a recoverable LOL be
detected for the new boot processor 15, the above process
may be used by firmware 18 to wmake the spare Jockstep
processor pair 12 the boot progessor and then recover lmk-
step for pair 15. An example technigue for resetting the tock-
step processor pair 12 and reestablishing its lockstep in which
the lockstep processor pair 12 is then -1cld as a hot spate is
described further in concurre ntly filed and commounly
assigned U.S. patent application Ser. No. 10/972,796 U5,
Punhxhul Patent Application 20060107106 titled “SYS-
TEM AND METHOD FOR MAINTAINING TN A MULTI-
PROCESSOR SYSTEM A SPARE PROCESSOR THAT I8
INLOCKS 8 2 SCOVERING FROM LOSS
OF LOCKSTEP FOR ANOTHER PROCESSOR”, the dis-
closure of which is hereby i muorpum.(;u herein by reference.

e

be designated for a b()m Wo('e,sqor, ';uch as sparz, processor 15

in the above example. In certain implementations, a system
'mim]m&t ator can designate through a user wuterface the boot
ocessor, and, in some cases, further designate the corre-
bpu'zumg spare for such boot processor. In other implemen-
tations, 2 system administrator reay desiguate the boot pro-
cessor and firmware selects the appropriate spare processor.
In other embodiments, the firmware may select a boot pro-
cessor and the uolrespond ng spare processor for such boot
processor. The information ide: ’.-.:iymk the boot processor and
the spare processor to be used fo overy from LOL
detected for the boot processor is st(ared 1o the system ina data
storage device (e.g., SRAM) that is accessible by the system’s
frmware to enable the fioaware 10 identify those processors.

FIG3. 2 shows a Hs)ck diagram of one embodiment of the

above system 18, which is implermented for the 1IPF processor
architecture and 1s labeled ¢ ew 18,. The quiniessential
model of the traditional IPF axuhﬂgﬁam is given in the Jnrel
TA-64 Architecture Software Developer's Manual, Yolume 2:
IA tem Architeciuve, in section 11.1 Firmware Model,
the disclosure of which is hereby incorporated herein by
reference. Accordingly, 1n this cm.mple embodiment of sys-
tem 18, frmware 18, labeled as frmware 18, includes
processor abstraction layer (PAL) 201 and platform/system
abstraction layer (SAL) 262, in general, PAL 261 is firmware
provided by lutel for its processors, and SAL 202 is devel-
oped by an original equipment manufacturer {OEM) for the
specific systemy/platform 1n which the processors are to be
employed. PAL 281, SAL 282, as well as an extended firm-
ware interface (EFI) layer (mot showa}, together provide,
among other things, ﬂ'l\.- processor and system jnitialization
for an (5 boot in an IPF system.

The boot-up process of a tradiiional IPF system, for
example, proceeds as follows: When the systeru s first pow-
eredon, the‘ ¢ are some sanity checls {e.g., power on self-test)
that are performed by microprocessors inciuded in the system
platform, which are ot the main systewm processors that run
\.pphcatlum After those checls have passed, power and
clocks are given to a boot processor {(which may, for example,

be master processor 12A). The boot processor begius execut-

’!3
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ing code out of the system’s Rezid Cinby Menory (ROM) (not
specifically shown in FIG. 2). The code that executes is the
PAL 201 which gets co rul nI system 16 ?AL 201 executes
to acquire all of the proc in systeru 19, {recall that there
way '3‘, wany locksiep pmccssor patrs, su\.h as pairs 12 and
15) such that the processors begin executing concurrently
through the sarge firruware.

After it has performed its duty of initializing the
processoi(s), PAL 261 passes control ofs) stem 1§, to SAL
242, It 1s the responsibility of SAL 262 to (ixsuove- what
hardware is present on the system platform, and initialize it to
make 1t available for the OS 11. When main memory is
initiatized aud functivual, the fitmware 18 , is copied into the
main memory. Then, control ts passed o EF] {not shown),
which is respounsible for activating boot devices, which typi-
cally inchudes the disk. The EF] reads the disk to oad a
program inio memory, typically referred to as an operating
systern loader. The B Joads the OS loader into memory, and
then passes it coutro] of systew 14, by br‘mching the boot
processor into the entry point of such OS 1 d F Program.

The OS loader program then uses the standard firmware
nterfaces to discover and iuitialize system 10, further for
control. One of the things that the OS lcader ty; pjca]ly has to
do 1 a multi-processor system is 1o relrieve contrel of the
other processors (those processors other than the boot pro-
cessor). For instance, at this point in a multi-processor sys-
tem, the other processors may be executing in do-nothing
loops. In an ACPi-compatible ‘é'\")iﬁ,n”., 08 11 makes ACP ]
calls to parse the ACP1 tables to discover the other processors
of a multi-processor system in 2 manuer as is well-known
the art. Then OS 13 uses the firmware interfaces to cause
those discovered processors to branch into the operating sys-
tem code. At that poiat, OS 11 controls &l of the processors
and the firmware 18, is no longer in control of system 316,

As OS 11 is imittalizing, it has to discover from the firm-
ware 18, what hardware s present at boot time. And in the

e
OXE

AP standards, it also discovers what hardware is present or
added or removed at ran-time. Further, the supporting firm-

ware {PAL, SAL, and EFI) a o used during system runt-
ime to support the processor. For example, OS 11 may access
apartcular function of master processor 124 via the support-
ing firmware 18, such as querving PAL 261 for the unrnuiber,
size, etc., of the processor’s cache 14A. Some other well-
known firmware functions that OS 11 may employ during
wntine include: (a) PAL 281 may be invoked to configure or
change processor features such as disabling transaction quen-
ing (P/XL BUS_SET FEATURES)Y; (b) PAL 261 may be
invoked to fiush processor caches {(PAL_CACHE_FLUSH):
{c) SAL 202 may be invoked to retrieve error fogs following
a  system  error  (SAL_GET_STATE_INFO, SAL_
CLEAR_STATE_INFO); (d) SAL 202 may be invoke
part of hot-plug sequences in ich new /O car
installed into the hardware {SAL_PCI_CONFIG_RE AD,
SAL_PCI_CONFIG_WRIT); {e) EFl may be invoked ©
chiange the boot duvice path for the next time the system
reboots {SetVariable); () BFI wmay be lavoked to chauge the
clock/calendar hardware seftings; and { glEPAmaV be invoked
to shutdown the system {ResetSystem).
A “device tree” is pmwde(i, which is shown as device tree
2133 in this example. Device tree 203 1s stored in SRAM
tch RAM)Yon the cell, which 1s RAM that is reimtialized.
anwurc 18A builds the device tree 263 as it discovers wlat
hardware is installed in the system. Firmware then converts
this information 1o the ACPI tables format and presents it to
8 11 50 that OS 11 can know what is installed in the system.
The ACPI device tables (not shown) are only consurned by
OS 11 st boot time, so they are never updated as things

>
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change. For (5 11 to find the current status, i calls an ACPY
“method” to discover the “current The _STA methcd

described above is an example of such an ACPI metho
When _STA is called, the AMI. can look for properties on the
d&”vice specified n the fiomware device tree and convert that
into the }\csu‘;t Code bitmap described above. So, if lockstep
has been lost ou a processor, firmware 154 will set the device

tree property that indicates loss of lockstep, then when OS 11
calls _STA forthat device, the “lockstep lost” property directs

the AML code to retn to “07 in the “fanctioning properly”
bit so that OS5 13 can know there is a problem with that
HCRSEOL.

if a lost Iockstep is recovered in accordance with the recov-
ery technique described herein, fitmware 18A can indicate
that lockstep has been recovered in the device tree 203, Then
when _8STA is called on that device responsive to the O8
receiving the “check for device” ACPI method, the present,
enabled and functioning bits will all be set and 05 11 will
know the CPLI is safe to use.

Further, device tree 283 includes information designating
which processor is the boot processor, as well as a spare
processor for the boot processor. A simiple example of device
iree 203 1s shown below in Table 1:

TABLE 1

L ep Boot
Deavice Status Enabled Processor?
Processor A Yes Yes No
Processor B Yes No Yes
Processor C Bmsum Pnabled, Yes No No
and Functioning

In the above example of Table 1, 3 pro “Processor

A “Processor B and “Processor O are 1duitl§1ed 1w the

device tree as being included in the muli-processor systex.
The status of each of processors Processor A and Processor B
is identified as “Present, Enabled, and Fanctioning” In this
example Processor B is a hot spare, so it s held in reserve and
does not show up in the static ACP1 tables that are built when
the system boots. Accordingly the (05 does not koow about
sor B and does not have a device handle to ¢ _
method on. As described above, the _STA method is a
inown ACP! method for checking the siatus of the corre-
sponding device. Therefore, the status of Processor B is des-
ignated N/A (not applicable) in this example because the _
STA method w;l not be called for this processor as long as i
is the hot spare. Of course, upon such spare assuming thie role
of boot processor, its status is updated to “Present, HEnabled,
and Punctiomueg.” o other embodiments 1 which Processor
B is an active spare, the OS will be aware of such processor
and accordingly its status may be alse indicated as “Presex,
Enabled, and Funsctioning”

Further, lockstep is identified in this example as enabled for
these processors. I certain embodiments, the system admin-
istrator can designate, via user nterface 28, whether lockstep
mode 1s to be enabled for system’s processors. Purther,
Processor A 1s desiguated as the system’s boot processor i
the example device tree shown in Table 1, and Processor B is
designated as the spare processor. Thus, upon detection of
L0 for one of the processors wu the system, the Brmware can
access this device tree to determine if the processor for which

LOL is detected is the syst em"‘ boot processor; and if dever-
rained that the processor for which LOLU is detected is the
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syslern’s boot processor, the Brmware can further determine
from this device tree the designated spare processor to use it
the lockstep recovery process.

Io the example of FIG. 2, a user interface 28 &5 inchuded,
which allows a user {e.g., svstﬁ*“n administrator) to desiguate
the system’s boot processor and spare processor. In ceriain
, the user interface 20 further allows the user to

embodimen
designate other information, such as whether lockstep mode
is enabled for the processors. User interface 28 may be imple-
mented as a coramand bne uterface or as a graphical user
interface (GUT), as exanaples, As one example, the user inter-
face 20 may be implemented as an EFT application that pro-
vides a cowmand line interface fo comumands.
Such commmand line interface wmay support commands for

assigning the boot processor and/or spare processor, as weil

as performing suc b tagks as con fguring and deconfiguring
PrOCessors, a("‘ont guring bad memory, bpt,Cify‘llU which OS
to boot, etc s command fine interface uplements a typi-
cal comumand <argument> format and has hooks into the
firmware to change settings in NVRAM, As another exanmple,
the user interface 26 may be implemented within “parmegr”,
which is an HP-UX application that controls how partitions
are confignred, memory interleave, CPU configuration, etc.
Such parmge provides a GUY interface and a command Line
interface. The GUI interface presents a “worksheet™ that has
the current vaines filled in and allows the systern adminisira-
tor to update/change those values and then “apply” the
changes. At that twme, parmgr pushes the changes into
NVRAM so they will be honored on the next reset. Various
other implementations of a user interface 28 may be
employed in alternative embodiments.

One example system in which firmware 18, of FIG. 2 may
be emploved is shown i FIG. 3. FXG. 3 shows system 38 that
inchudes multi-processor cells A-D, labeled 31 31D. respec-
wrvely. Cell A 31, is shown in more detail, and should be
anderstond that cells B-13 31 ,-31, bave substantially the
sarne architecture as that of cell A 31 in this example. The
architecture of cell A 31, described hereafter corre spc)nds o
that of Hewle acm\rd’. s Superdome™ sys
multi-processor cell A 31, includes coherency controiler 304
that is communicatively coupled to two buses, labeled 308
and 386, respectively. A plurality of processor modules are
inctuded within cell A 31, shown as CPU 6, CPU 1, CPU 2
aud CPU 3 (and labeled 300-383, respectively). More par-
ticularly, a plarality of processors modules are comymunica-
fvely coupled to each of the buses 305 and 366. In this
exaruple, CPU § (388) and CPU 1 (361) are each comumuni-
catively coupled to the first bus 385, and CPiJ 2
CPU 3 {383) are cach communicatively coupled to the second
bus 306. It should be undersiood that each of CPU 6 (348),

CPU 1 {361), CPU 2 (302), and CPU 3 (393) is in actuality a
lockstep processor pair, such as the lockstep processor pair 12
of FIGS. 1-3. Thus, Ecwnstauce,(}?iﬁ # (388 incindes botha
aster processor and a slave processor, as with processors
12A and 128 inchuded in the lockstep processor pair 12 of
FIGS. 2

Coherency controller 304 decodes the address an intermipt
i3 targeted towards and determives which bus (385 or 36 ) the
interrupt packet should be delivered to. Fach CPU on the
destination bus sees the interrupt and compares the interrupt
target address with its internal “LID” register to deteonine if
it is the targeted CPU. If the match is correct, the CPUJ
onds to the interrupt. 1T the match s not correct, the CPU
ignores the interrupt packet.

As shown, the example firmware 18, described above with
FIGS. 1-2 may be employed to manage the recovery from
detected LOLs for the processors of cells A-12 (31 ,-31,). In
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this exaruple architecture, wheu designating a2 spare for the
boat processor, such spare is selected to be another processor
communicatively coupled to the same bus as the boot proces-
sor. For instasee, suppose that duriug the boot-up of system
34, CPU 2 (302) is designated as the boot processor. Accord-
ingly, firmware 18, will dentify ancther processor that is
commumnicatively coupled to bus 386 © guate as a spare
for such boot processor, such as CPU 3 (303). During runtime
if a LOL 1s detected for CPU 2 (362), then firmware 18, may
operate according to the process described above 1n FIG. 1 to
switch the designation of boot processor o a designated
spare, CPU 3 (303). In performing this switch the LiD register
ofthe CPU that lost lockstep is copled into the LU regis
the spare CPU and the spare CPU patr will then assume the 1D
ofthe failed CPU and start responding to interrupts directed to
that {13, The 11D of the fatled CPU is guickly re-written to a
different value so that it will no longer respond to interrupts
directed to that 1D. CPU 2 (362} can then be reset to recover
its lockstep, and such CPU 2 (342) may Ehen be designated as
a spare for the new boot processor CPU 3 (383).

it should be recogmzed that inthe example systemt of FIG.
3, if'a hot spave were used for recovering from LOLU for al
processors, rather than just for the boot processor, much of the
potential processing resources would berequired to be held in
reserve as spare resources. For instance, a hot spare would be
required on each of the buses of each cell. Becaunse there are
two processors coupled to each bus 1o this example (1e., CPU
8 and CPU 1 coupled to bus 385, and CPU 2 and CPI
coupled to bus 386), reserving a hot spare processor for each
bus would result in bolding half of the total processing
resources in reserve. This is an undesirably expensive and
wasteful solution. Thus, according to the iflustrated embod:-
reent, a hot spare processor 1s reserved only for the boot
processor. Thus, continuing with the above example in which
CPU 2 15 the bfwot processor and CPU 3 1s held as a “hot”
spare, both of CPU 8 and CPU 1 are active (i.e., peither are
held in spare). Further, none of the processors of cells B-L
need 1o be held in reserve as hot spares. In the event ¢f a
recoverable LOL occurring Ei)rm"oi'nonb(mtpr'w'
the cells, the lockstep recovery process of FIG. 1 (i.e., opera-
gonal blocks 184-148) can be utilized without ."equiring a
spare for lockstep recovery for those nou-boot processors.

While in the above example embodiment, a hot spare CPU
1s matntained for recovery from LOL for the system’s boot
processor, in an aliernative embodiment a hot spare need not
be i Id as such, but rather a processor can be dynamicaily
made a “spare” when needed for recovery from LOL. encoun-
tered for the system boot processor. That is, assuming as in the
above exan ';,1 of FIG. 3 that CPU 2 is the systerm’s boot
processor, CPU 3 does not have to be held in reserve (idled) a5
a hot spare for CPU 2, but iastead CPU 3 can be aciive and
dypamically idled and made a “spare” upon detection of LOL
in CPU 2. Accordingly, CPU 3 may be designated as a spare
for the boot processor, but such CPU 3 need not be held in
reserve dugng normal system operation. Instead, the CPU 3
may be dynamically {during systemi run-time) transformed
into a spare processor {e.g., by causing the OS to idle such

o

51

PrOs ) in the event that a LOL is detected for the boot
PrOSessor.

Thus, the resource of this spare CPU need not be wasted
during vormal runtime, bot can be dynamically tarned into a
spare processor that is available for recovering from LOL
encountered on CPU 2 in the manner described abeve Asan
example of this embodiruent, the firmmware may send an “egject
request” on a healthy processor pair {e.g., CPLU 3), and licto
the OGS by indicating {e.z., in response to an ACPI_STA
methed for the healthy processor pair) that such processor
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pair 1s not functioning. This wounld cause the OS to gject that
processor pair as though it had encountered a LOL. This
processor would become 'he “hot spare” and be used to
replace the boot PIOCESSOr. The system boot PrOCessor 1o ile
would be assumed lw the idled bealthy processor pair, just as
described above in the exar ample in which the healthy {
held idle for the system hxﬂ. processor, CPU 2. The only
dl"ﬁ‘r@‘kﬁ‘ being that now the finnware had to

take some
ction 1o turn the healthy processor pair into a “hot
lin'* ii and makin 3 it a}mea"‘w the OS as 'h(vng

o the I ID re; gr; r of fl-a, now Spau, pm\ €881 pah
{CPU 3 in this example), and the LID register of this spare
processor pair would be copied into the 11D register of the
original boot processor. Lockstep is then reestablished on the
original boot processor, and it can be reiniroduced to the OS
with the 1D of the original non-boot processor that replaced
as the system boot pr( cessor. The processor that was formetly
the boot processor may be designated, in device tree 203, as
the spare for the now E)oc 3t ProCessor.

Turping to FIG. 4, an operational flow diagram for estab-
ishing a h\,. spare for the boot processor according to one
embodiment 1s shown. The operational loop of FIG. 4 i3
perfornied for each processor in a multi-processor system. In
block 481, the processor boots in lockstep mode. As
described above, in certain embodiments, whether the pro-
ess0rs are to operate in lockstep mode is configurable inthe
device tree, and thus the firmware may consult the device tree
to determine whether to boot each processor in jockstep
mode. In operational biock 402, the firmware determines
whether the processor is Lofxﬁgu*uc to be a hot spare for the
system’s oot processor. \s described above, this determina-
tion can be made by accessing ithe device tree maintained in

e firmware. If the pmccmui is not configured to be a hot
spare, then operation advances to block 443 whereat the nor-
mal boot process con*inuﬂs for this processor. If, on the other
hand, the processor 1s configured to be a hot spare, then
operation advances to block 464 whereat hot spare specific
properties are set in the device tree. If configured to be a hot
spare, the irmware will hide the processor from the system’s
(S by setting properties on the node associated with this CPU
in the firmware device tree. Typically, nodes of type “CPU”
are reported to the O8 in the ACPI tables. lu this case, the
“type” will be set in the device tree to “hot_spare” for the
designated spare processor so that this processor is not
reporied in the ACPI namespace. Thus, when the system
firmware builds its ACP1 tables, it looks for devices of type
“CPUY, and the hot spare is not placed in the ACPI tables
because jis type is set fo “kot s‘pare"’ in this example. Accord-
ingly, the OS will not be aware of the hot spare processor.

in operational block 485, the hot spare processor executes
in an id]e loop Wai‘ing for a PAL c:a]i to set state. Such PAL
call to “set state™ copies the saved state from the processor
that experienced LOL (e, the state of the “good” one of the
lockstep pair of processors in the processor module that expe-
rienced LOL) into the hot spare processor. Specifically, PAL
copies all the needed information from memory teto the inter-
nal re gisters of the hot spare processor so that the hot spare
processor becornes a new active processor, transforming the

role of the hot spare o boot processor. This call does not
change the device tree settings. Accordingly. with the spare
processor hidden from the OS5 ( (i.e., the Os is upaware of the
hot spare), the hot spare sits in an idle loop vntil it is needed
for recovering from LOL detected for the boot processor, at
hich time the system firmware interrupts its loop and
assigns it the role of boot processor, as described above.
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P13, 8 shows an operational fow diagram for establishing
an active spare for the boot processor and assigning such
active spare the role of boot processor respousive to detecting
LOL for the boot processor in accordace with one embodi-
ment. Operational blocks 581-864 of FIG. 8 are performed
for each processor in a multi-processor system for establish-
ing an active spare iu the system. in block 501, the Proce:
boots in lockstep mwode. As described above, in certain
embodiments, whether the processors are to operate in lock-
step mode is configurable in the device tree, and thus the
firmware may cot mult the device tree to determine whether to
boot each processor in lockstep mode. In operational block
562, the firmware determines whether the processor is con-
figured to be an active spare for the systemt’s boot processor.
As described above, this determination can be made by
accessing the device tree mainiained in the Grmware. If the
processor is not configured to be an active spare, then opera-
#on advances to block 563 whereat the normal b\!()l process
sontinues for this processor. If, on the other haud, the p proces-
sor is configured to be an active spare, then operation

vances to block 544 whereat active spare specific proper-
m:s are set in the device tree. Forinstance, inthis example, the
device tree would include a property called “Active Spar
and Lhi‘: property would be set to TRUE for the active spare
ssor. If LOL is detected on the boot processor, fitmware
the devices in the device tree for the “Active
condition 1o find the designated active spare
rocessor. Thereatter, operation returus to operational block
83, whereat the processor continues its normal boot an iis
introduced to the OS, rather than being hidden fromthe O8
the above-described hot spare.

Operational block 585 represents the system’s normal
operation until such time as a LOL {s detected for the boot

cted
processor. Upon error detect logic detecting a LOL for a
processor, the error detect logic invokes the system’s firm-
ware. For instance, the LOL may invoke the PAL, which in
turp may report the LOL to the SAL. The firmware e (e.g
SAL) dbtermmes i the processor for which the LOL is
detected is designated (e.g., in the device tree) as the boot
processor. If so, then the firmware determines in block 505
that LOL is detected for the boot processor. Thus, in opera-
tional block 596, the firmware determines {(e.g., from the
device tree) the processor dC‘\lQI‘-’ait,d as the active spare, and
the fivuware instructs t “gject” the active spare pro-
cessor. Thus, the acnve <p(..e is tdied and effectively trans-
formed into a hot spare. In operational block 587, the firm-
ware assigns the active spare processor the role oi boot
processor. The state of the “good” one of the lockstep proces-
sor pair of the boot processor for which the LOL is detected 1s
copied tato both of the lockstep processors of the active spave
processor. Further, the firmware updates the device tree to
identify the active spare as the boot processor, and performs

30,

any other configuration changes {(e.g., changing the LI of

the activ gtc.) to cause the OS to recognize the active
spate as the b(sot Processor.

Tn block 888, the firmware attempts fo recover lockstep for
the former boot processor for which LOL was detected in
block 805, Ju operational block 8568, the tirmware determines
whether the Jockstep recovery for the former boot processor is
successtul. In certain embodiments, if the lockstep cannot be
recovered o operational block 568 (e.g., the processor fails its
seifttest when being reset), then that processor is simply not
reintroduced back to the OS and in operational block 518 a
message is generated by the system to provide notice of the
loss ofthis processor and that the boot processor no longer has
a spare. If the lockstep cannot be reestablished in bloc ck 508,
then if a LOL occurs in the new boot processor there will not

spare

I
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be a spare processor for taking over i3 role {and thus the
systers xuay crash). If desived, the system administrator can
schedule an orderly shutdown and re-boot in order to estab-
anew boot processor that has 2 hot spare avalable and/or
schedule service of the system (e.g., for replacing the fatled

lisi

f 3]

es
If the lockstep recovery is successinl, then the former boot
essor is assigned the rele of active spare {e.g., by desig-
uch in the device tree) in block 511, and the
5 the OS 1o recognize the active spare as
avai xecuting instructions. Operation then returns fo
block $05, and if a LOL is detected for the current boot
}wo('esqor, the nmuedure of blocks 566-512 may be repeated.
Tarning to FIG. 6, a gcnen.i ﬂow diagram for npdatmp of
certain un')odlmc*ltb 1s shown. In block 661, the rofe of boot
processor is assigned to one ()f a plurality of processors in a
system. As described above, the role of boot processor may be
so assigned 1n a device tree. Such role of boot processor may
be assigned by a user (e.g., via 2 user inferface} in certain
embodiments, and assigned by the system’s firmaware in other
embodiments.
in block 682, the role of spare processor is assigned fo
another one of the processors. As described above, in certain
embodimnents the spare processor may be a hot spare, while in
other embodiments the spare processor may be an active
spare. As also described above, the of spare processor
may be so assigned in a device tree. Such role of spare pri-
may be 'mwr‘cd by auser (e.g., via a user interface) in
'mcmb und assigned Ly the system’s firmware

role

to detecting LOL for Lxc bou- proc 25808, mem tt o i~
ment of the role of boot processor to the spare processor. This
change in the role of boot processor occurs dynamically dur-
ing system xuntine, rather than requiring that the system be
interrupted {e.g., shutdown and restarted, or crashed).

Certain systems inclnde a phrality of p'.miﬁnps wherein
each partition inchudes a boot processor and OGS It should be
understond that the above technigues for ffstabnshmg aspare
processor for use in assuming the role of boot processor in the
event that a LOL is detected for the boot processor may be
employed on each partition. Thus, a device tree may desig-

e a boot processor and spare (e.g., active or bot) for each
partition.

What is claimed is:

1. A system comprising:

a plurality of processors;

data storage storing information that assigns a role of boot
processor to one of said plurality of processors and
assigns a role of spare processor to another of said plu-
rality of processors; and

logic operable, responsive to detecting loss of lockstep for
said boot processor, for transferring, during system runt-
ime, the role of boot processor to said spare processor,
wherein said another of said plurality of processors that
is assigned said role of spare processor is held in reserve
as a hot spare processor until said loss of lockstep is
detected for said boot processor.
The system of claim i wherein sa

gon-volatile dats siorage.

3. The system of claim § further comprising:

a user interface operable to receive input specifying said
one of said plurality of processors to be assigned said
role of beot processor.

id data storage is
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4. The system of clairs 1 Ruther comprising:
a user interface operable o recetve input specifying said
another of said plurality of processors to be assigned
said role of spare prc 7.

8. The system of ¢laim 1 wherein each of satd plurality of
processors is a processor module that includes a master pro-
cessor and a slave processor.

6. The system of claim 1 wherein said another of said
plurality of processors that is assigned said role of spare

processor 1s an active spate before being transterred said role

¥
of boot processor.

7T y stem of claim 1 further comprising:

an operating system, wherein, responsive to the logic frans-

op
ff‘rrmb the role of boot pmcessor t(‘ the spare processor,
he operating system recognizes the spare processor a
the boot processor.

8. The system of claim 1 wherein said plurality of pro
sors are ltaniom Processor Family (IPF) processors.

9. A maethod comprising:

as

guing a role of boot processor to one of a
processors in a system;
assigning a role of spare proc

7 of processors;
respoasive to detecting loss of lockstep for said boot pro-
cessor, changing, during system runtime, the assignment
of the role of boot processor to said spare processor; and
esponsive 10 changing the assi e role of boot
proc ]
the svstern recognizing said spare processor as the boot
processor without requiring shutdown of said operating

systen.

18. The method of clai

v i apother of said pha-

m 9 wherein said assigning said role
i ormation to nea-vola-

processors as said boot processor.

11, The methad of claim % wherein said assigning said role
of spare processor comprises storing mformauon 10 non-
volatile data storage that identifies sard another of said phy-
rality of processors s said spare processor.

12. The method of claim @ further compxis ng:

determining at least one processor that s coupled 1o a
common commuuication bus with said one of said plu-
rality processors assigned the role of boot processor;

selecting satd another of said plarality o E'pmcessm's fo be
assigned the role of spare processor from said deter-
mined at least one processor.

13. The method of claim 9 further comprising:

during system boot-up, system firmware identifying the
spare processor and holding said spare processor ir
wserve as 3 hot spare.

14. The method of claim 9 further compris

during system heot-up system firmware boot
Processot a5 an active spare.

15, The method of claim 9 wherein systen
forms said changing operatio.

16. A syster comprising:

a plurality of lockstep processor moedules that each
mehudes a master processor zind a slave processor that is

in ]0"1(*»(6]’) with said master processor;

a first comrunication bus with whu.h at lea
said pluratity of lockstep processor modules are com-
mumnicatively coupled;

a second communication bus with which at least a second
two of said plurality of lockstep processor modules are
communicatively coupled; and

data storage storing information that assigns a role of boot
processor to one of said phurality of processors aud

&5

::(

g the spare

1 Hrmware por-
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requiring an operating system of said systern

pharality of 2

presents
processor that is communicatively to the sameone of said first
and second coremunication buses as said boot processor.

T, an operating system of

itle data mago that 1dem ifies said one of said plurality of

w
a

said spare proc
PrOCES3OT COMprises:

n
G

a first two of

20

sigus a role of spare processor o another of said plu-

rality of processors, wherein said spare proc i
communicatively coupled to the same one of said first
and second coramunication buses as s 3'd1~'()s>tp“0w-»v~r,

17. The system of claim 18 further comprising:

system firmware operable, rcapeqmw to dt,tf.d‘nv loss of
lockstep for smd boot processor, changing tLa assign-

role of boot processor to said spare proces-

501

18 The sybiem of claim 17 wheremn said system firmware

id changing during systc.-‘.m runtime without

o be shutdown.

18, The systen of claim 16 further comprising:

auser interface for recetving information selecting said one
of said plurality of processors to be assigned the role of
hoot processor.

28. The system of claim 16 further comprising:

a user interface for receiving wformation selecting saxd
another of said plurality of processors to be assigued the

ole of spare processor.
21. The system of claim 28 wherein said user wterfa
ibr selection as said spare processor at Jeast one

22. The system of claim 16 further compri

syster firmware that, during system boot-up, -dumf‘ 5 the
spare processor and holds said spare processor i reserve
as @ hot spare.

23, The systern of claim 16 further comprising:

system firmware that, dudag systera boot-up, boots the
spzue pmcessm as an 2 rctive spare.
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d [ omprmqg
selemmv a first one of a phaeality of lockstep processor
modnlesina system as boot processor, wherein each of

saAd plurality of lockstep processor modules includes a
master processor and a slave processor that is 1o fockstep
with said master mocessorﬁ and wherein said boot pro-
cessor is commanicatively coupled to a fiest of a phyal-
ity of comumu ‘.aau(m b

selecting a second one of said plurality of lockstep proces-
sor modules as a spare processor, wherein said spare
processor ts selected as one that s con’;mumca-.nve‘iy

oupled to the same communication bus as said boot

rocessor; and

responsive to detecting loss of lockstep for said boot pro-
cessor, said system causing said spare processor o
dynamically assume the role of boot processor.

26. The method of claim 25 wherein said system cansing

or to dynanucally assume the role of boot

o

G

said system causing said spare processor to dynamically
wsume the role oﬂ*ootp“oce“ sor withont shutting down
an operating »ys\em of said systenu.

27. The method of claim 25 further comprising:

receiving mput 1o said system specifying said first one of
said plural lockst fep processor modules to be said
Hoot processor.

28. The reethod of claim 25 further comprising:

receiving input 1o said system specifying said second one
of said pharality oflockstep processor modules to be said
Spate processor.

2%, The method of claim 25 further comprising:

storing information identifying said selected first one of
said plurality of lockstep processor modules as said boot
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processor and ideptifying said selected second one of system firmware detenmining said spare processor {rom
said plurality of lockstep processor modules as said aid stored information; and
Spare processor. said system firmware causing an operating system to rec-
38. The wmethod of claim 2% wherein said system causing oguize said spare processor as said boot processor.
t le ofboot 3

said spare processor o dypamically assume the role
processor cormprises:
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The 1A-64 architecture defines three firmware layers: Processor Abstraction Layer (PAL), System
Abstraction Layer (SAL), and Extensible Firmware Interface (EFT).

The PAL, SAL and EFI layers work together to handle the reset abort event. The reset abort
handling performs processor and system initialization for operating system (OS) boot and provides
alegacy-free API to the operating system loader. The PAL and SAL firmware layers work together
to handle machine check aborts (MCA), initialization events (INIT), and platform management
interrupt (PMI) handling. All three firmware layers also provide runtime procedure calls to abstract
processor and platform functions that may vary across implementations.

This chapter will provide an overview of the firmware layers and how the firmware layers interact
with each other as well as with the operatrng system For the full architecture specifications of the
PAL firmware please refer to Scction | *. For full arclntecture
specrflcatrons on SAL and EFI firmware layers please refer to

On

The PAL layer is developed by Intel Corporation and delivered with the processor. The SAL and
EFI firmware is developed by the platform manufacturer and provide a means of supporting value
added platform features from different vendors.

The interaction of the various functional ﬁrmware blocks wrth the processor, platform and
operating system is shown in Figue

are Model” on Pag

Upon detection of a reset event on an [A-64 processor, execution begins at an architected entry
point inside of PAL. This PAL code will verify the integrity of the PAL code and may perform
some basic processor testing. PAL will then branch to an entry point within the SAL firmware. This
first branch to SAL is to determine if a firmware update is needed requiring re-programming of the
firmware code. If no firmware update is needed SAL will branch back to PAL.

PAL now performs additional processor testing and initialization. These first processor tests are
performed without platform memory. PAL indicates the outcome of the testing and branches to an
entry point within SAL firmware for the second time. SAL will now begin platform testing and
initialization.

The order of steps within the SAL firmware is platform implementation dependent and may vary.
In general, the SAL firmware selects a Bootstrap processor (BSP) in multi-processor (MP)
configurations early in the boot sequence. Next, SAL will find and initialize memory and invoke
PAL procedures to conduct additional processor tests to ensure the health of the processors. SAL
then initializes the system fabric and platform devices. SAL will display the progress of the boot on
the video output device and permit the user to change the system configuration.

Firmware Overview 24-1
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The SAL firmware layer hands off control to the EFI firmware layer which incorporates a Boot
Manager. The EFI firmware specification [EFI] enables booting from a variety of mass storage
devices such as hard disk, CD, DVD as well as remote boot via a network. At a minimum, one of
the mass storage devices contains an EFI system partition.

The EFI Boot Manager displays the list of operating system choices and permits the user to select
the operating system for booting. To support this functionality, the OS setup program stores the

24-2
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boot paths of the OS loaders and boot options in non-volatile storage managed by the EFI. The EFI1
reserves the environment variables Boot#### (#### represents values 0000 to OXFFFF) for this
purpose. The OS setup program must also store the OS loader binary images within the EFT System
Partition. The EFI Boot Manager will also allow the user to add boot options, delete boot options,
launch an EFI application, and set the auto-boot time out value.

The EFI System Partition also contains EFI drivers that will be loaded by the EFI firmware prior to
transfer of control to an [A-64 OS loader. The floating-point software assist (FPSWA) library is
included in these EFI drivers. The FPSWA library may be 1nvoked by the OS dunng ﬂoatmg pomt
exceptlon faults and traps. Please see Scotion 18,11, "The Sof i is
&+1 for more information on the usage of this library.

e Assist

ang \

If the user elects to boot an IA-32 operating system, the EFI will load 512 bytes of the first level
boot code (Master Boot Record in the case of disk devices) at location 0x7C00. Next, EFI will
remove its memory footprint and returns to the SAL firmware. The SAL will then invoke a PAL
procedure to set up the [A-32 System environment and jump to the boot code at 0x7C00. The boot
code will load an IA-32 OS loader which, in turn, loads and transfers control to the IA-32 OS
kernel.

If the user elects to boot an IA-64 operating system, the EFI loads the appropriate OS loader from
the EFI System Partition and passes control to it. The OS loader will load other files including the
OS kernel from an OS partition using the EFI boot services which provides a legacy free API
interface to the OS loader. EFI uses SAL to access low level platform resources. The interfaces
between EFI and SAL are platform firmware implementation dependent and not relevant for the
OS loader developers.

The OS loader can obtain information about the memory map usage of the firmware by making the
EFI procedure call GetMemoryMap(). This procedure provides information related to the size and
attributes of the memory regions currently used by firmware.

The OS loader will then jump to the OS kernel that takes control of the system. Until this point,
SAL retained control of key system resources such as the Interrupt Vector Table and provided the
necessary interrupt, trap and fault handlers.

3o Y o .
-2, "Contrel Flow of Boot Process 1o a Muliprocessor Configuration” on p

deplcts the bootlng steps in a MP configuration.

The firmware will initialize the processor(s) and platform to a specific state before handing off to
the operating system boot loader. The boot loader is then responsible for copying the operating
system from some storage medium into memory for running. Once this is done the operating
system will need to initialize some key registers before entering into a higher level language code
such as C. This section will describe code that an OS will need to execute in order to initialize
system registers for preparing an OS to run in virtual mode and handle interrupts. Appendix 3,
Hxamples” provides the IA-64 sample assembly code described in this section.

“Code

Assuming the specific operating system boot loader hands off to the OS kernel in physical mode,
the operating system should first disable interrupts and interrupt collection via the PSR. This is
done to avoid taking external interrupts from timers, etc and also prepares for writing specific
system registers that require PSR .ic to be 0 when written.

Firmware Overview 24-3
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Next the operating system startup code invalidates the ALAT via the invala instruction. The
invala in complete form will invalidate all entries in the ALAT.

The register stack should be invalidated. This can be done by setting the Register Stack
Configuration Register (RSC) to zero followed by a loadrs instruction. Setting the RSC to zero will
put the register stack in enforced lazy mode and set the RSC.loadrs, load distance to tear point, to
zero. The loadrs will invalidate all stacked registers outside current frame.

The region registers and protection key registers are then initialized with operating system
implementation dependent values. For example, the OS will initialize the region register with a
preferred page size. It would also disable the VHPT until it was ready for it. In the example, all
region registers are initialized with an 8-KB page size.

An OS must setup a kernel stack pointer and backing store pointer for the register stack. The stack
pointer (GR12) is set to the OS kernel stack area with scratch space to cover calling conventions.
AR.RSC must be set to enforced lazy mode before writing to the bspstore register. Initializing the
bspstore has effects on all 3 RSE pointers (BSP, BSPSTORE, and RSE.BspLoad).

In order for the operating systems to handle interruptions, the operating system interrupt vector
table base address must be set up. The size of the vector table is 32K bytes and is 32K byte aligned.
Setting the location of the table is accomplished by moving the address into CR.IVA.

Operating systems setup sy stem address translatlons for the kernel text and data by using the
translation insertion format described in Scetion 4.1.1.8, " i Format”™, A
combination of a general register, Interruption TLB Insertion Reglster (ITIR), and the Interruption
Faulting Address register (IFA) are used to insert entries into the TLB. To void TLB faults on
specific text and data areas the operating system can lock critical virtual memory translations in the
TLB by use of Translation Register (TR) section of the TLB. The entries are placed into a TR via
the Insert Translation Register (itr) instruction. The translation will remain unless the software
issues the Purge Translation (ptr) instruction. Other important areas might be locked also, such as
entries for memory mapped 1/O, etc.

After the initial translations have been entered, the OS can make final preparations for enabling
virtual addressing. The OS needs to set several important bits in the IPSR, such as data address
translation (dt), register stack translation (rt), instruction address translation (it), enabling
interruption collection (ic), and setting the specific register bank (bn).

The Default Control Register (DCR) specifies the default parameters for PSR values on
interruption, some additional global controls, and whether speculative load faults can be deferred.
The example defers all speculation faults. Also, if the operating system is utilizing the performance
monitors then the DCR .pp bit should be set so that on interruption the PSR.pp bit will be set.

The global pointer (GR1) should point to the global data area. It must be setup properly before
using higher level languages such as C. The startup code should also set the following registers to
zero, the Interruption Function State (CR.IFS, to set frame marker to zero), and AR.RNAT (to make
sure no NaT bits are set before OS kernel begins using the RSE.

Before enabling virtual addressing, the Interruption Instruction Bundle Pointer (IIP) is set to point a
virtual address. This is done so when the return from interruption instruction (r£1) is executed the
instruction fetched will have a virtual address. The rfi will switch modes based on IPSR values
which are moved into the PSR. The ITP value becomes the new IP.

Firmware Overview 24-5
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4

System Startup and Shutdown

4.1 Introductory Notes

UNIX systems run continuously under normal circumstances. Shutting down and
powering-off a UNIX system should be done rarely, usually only when a hardware
upgrade is being performed or a system is being allocated, or occasionally when another
action requiring a system shutdown is performed. In real life, system shutdown is more
frequent, because unpredictable situations always occur.

Power-cycling a UNIX system is not the only way the system can be shut down.
Rebooting is also a familiar task for any UNIX administrator; UNIX administrators know
well how system rebooting can be healthy for overall system maintenance.

Nevertheless, keeping the UNIX system running is the most visible task of a system
administrator. If the system crashes, everyone will complain, your phone will ring constantly,
and you will find yourself anxiously trying to fix the problem and bring the system back
into production. Quickly you will learn how important the system you are in charge of
really is, and how many users depend on it. Even more important, you will learn how
crucial a smooth, fast, proper system startup can be.

This chapter covers topics related to normal UNIX system startup and shutdown pro-
cedures. Invoking a system startup and shutdown is quite simple; the main requirement
is to be the superuser on the system (an easy task for an administrator). On the other
hand, making the system behave correctly, especially during startup, requires a great deal
of knowledge and administrative skill. Proper system startup is supposed to customize
and set the myriad of existing system configuration files that will control each portion
of the UNIX system. Some of these files include system-related configuration data, but
there are also site-added applications; the bottom line is that the system should be fully
operational after any system startup.

Given the complexity of properly configuring the system startup, this chapter could
easily be located at the end of the overall text, rather than at its beginning. However,
discussing the administration of a running UNIX system without knowing how that
system came to be running seems strange; it is as though we are talking about administering
a nonexistent UNIX system. So this material remains in the beginning by design; it will
focus on the topic of global system startup and shutdown, and we will return to individual
startup and shutdown issues later, whenever it is appropriate in discussing specific UNIX
topics.

© 2002 by CRC Press LLC
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From an administrative standpoint, system shutdown is the simpler procedure; at the
end of the procedure a system must terminate all running processes, dismount all filesys-
tems, and stop any other system activity. System shutdown works even if we never touch
the default shutdown procedure — or perhaps it is better to say it mostly works, because
the author of this text has witnessed a UNIX system that could not be shut down from
the command line, and the only choice was to power-cycle the system. Our administrative
task is to provide a graceful system shutdown. Everything must be stopped in a regular
way, or the administrator will have to use the brute force method of power-cycling. System
startup, on the other hand, must be done properly or the system will never come up.
Obviously, more attention should be paid to system startup, and we will spend much
more time discussing the startup procedure than the shutdown process.

System startup is often referred to as system booting. Although “booting” specifies only
one phase in the overall system startup, the two terms are commonly interchanged, as
you will see in this chapter. Strictly speaking, system startup has a broader meaning than
system booting.

All UNIX systems must be shut down in a regular way before any further action can
be taken. You should never directly power-off UNIX systems (such as DOS-based PCs);
the shutdown procedure must be implemented, otherwise disk data integrity can be
corrupted (a UNIX filesystem could be damaged). The corruption can range between
a relatively benign loss of data to heavy filesystem damage, which in the worst case
scenario can leave a system unbootable.

The two major UNIX platforms BSD and System V have different startup and shutdown
procedures, with, of course, the main differences occurring in startup. Among existing
commercial UNIX flavors, the System V approach is more common; it provides more
flexibility and some other administrative advantages. However, the BSD approach is some-
what easier to understand, and we will start our discussion with the BSD startup /shutdown
procedure. Once the startup/shutdown concept is well understood, it will be easy to
continue with the System V procedure.

4.2 System Startup

The system startup procedure is a continuous process that a UNIX system goes through,
from its initial hardware-determined stage until the final production-ready stage. However,
this unique system journey passes through several distinct phases, and each of these
phases has its specific characteristics. The startup phases, listed in the order they occur, are:

* Bootstrap program execution
* Kernel execution

* rc system initialization

¢ Terminal line initialization

It is easier to understand the system startup procedure when the whole process is
divided into several phases and each of the phases is analyzed separately, so this is the
approach we will take. Although each of the listed phases is equally important for successful
system startup, the system initialization phase requires the most administrative attention,
so most of the following discussion will address this phase.
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In each of the startup phases, the system learns enough to execute the next phase.
Each phase contributes a bit to the overall system startup. At the very beginning, the
system does not know very much; at the very end, the system is ready for multi-user
operations.

4.2.1 The Bootstrap Program

The origin of the word boot (as in, “to boot the system”) is bootstrapping, which is the
process of bringing a computer system to life and ready for use. (“Bootstrapping” is
actually the “nerd word” for starting up a computer.) The computer system itself is only
a collection of hardware resources (registers, arithmetic/logical unit, program counter,
memories, etc.) capable of executing a sequence of instructions that make a program. The
program, stored in the computer’s memory (any kind of memory: ROM, RAM, external
magnetic memory, etc.), defines the system’s activity at every moment, including its first
steps during the system startup.

An initial program, the bootstrap program, must be stored in the fast nonvolatile memory
directly accessible by a processor, or CPU (CPU stands for central processing unit and is
another term for a processor). This portion of the computer memory is known as internal
read-only memory (ROM). The execution of the bootstrap program is always automatically
initiated when the system is powered-on or when a system hardware reset is applied. It
is also initiated when the system is rebooted from the system console. Only the initial part
of the bootstrap program, the part sufficient to bring the system into a workable state to
deal with other memory types, must be stored in ROM. Once this level is achieved, the
bootstrap program execution can be continued from another nonvolatile media such as a hard
disk, a floppy disk, a tape, or a CD-ROM,, or even through the network from a boot-server
(in the case of diskless workstations). For UNIX systems, regular system booting is
commonly executed from a hard disk, while first-time UNIX OS installation is performed
from a CD-ROM (not long ago, a tape was used).

The system has to learn enough from the ROM to be able to access a disk to continue
the bootstrap program, but it still assumes a simple flat data structure on the disk. A complex
disk data organization such as the UNIX filesystem data structure is still too complicated
for the system at this stage; more learning is needed to deal with a filesystem. That is why
the rest of the bootstrap program is stored in a special part of the disk known as the boot
partition (sometimes also known as the boot segment). The main characteristic of the boot
partition is its easy access and flat data structure, so the system is able to continue with
the bootstrap program execution, and further learning.

The ratio of the percentage of the bootstrap program stored in the ROM versus the disk
boot partition varied through time. In the early days of UNIX when only low capacity,
expensive ROM was available, the first part of the bootstrap program was reduced to the
bare minimum size. Today, systems include high-density ROM sufficient to store quite
sophisticated bootstrap programs; this makes boot partitions less important, although they
are still a part of every system startup.

Once the bootstrap program is completely executed, the system is knowledgeable
enough to continue with the kernel execution.

Traditionally UNIX presents the only OS running on underlying hardware; and trad-
itionally this is a proprietary hardware for that UNIX flavor. This fact makes a booting
process unique and quite straightforward. However, once PC hardware also became
common in the UNIX arena, a more flexible booting, with UNIX as one of several choices,
emerged as a preferable system characteristic. Linux is an example.
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On the Linux platform, the three most common booting mechanisms are:

¢ To boot Linux from the floppy, and leave hard drive for other OSs
* To use the Linux loader (LILO), the most common case
e To run Loadlin, an MS-DOS program that boots Linux from within DOS

What is exceptional with LILO is the possibility of configuring this loader in different
ways to match different needs; multiple-choice booting, including a non-UNIX startup, is
also possible. The configured loader should then be installed in the boot sector of the first
disk, known as MBR (master boot record). When the system is started, the PC BIOS
transfers control to MBR and triggers a corresponding LILO booting. Linux provides an
easy LILO configuration through its /etc/lilo.conf configuration file, and the command lilo
for its installation as MBR.

4.2.2 The Kernel Execution

The bootstrap program is responsible for loading the UNIX kernel into the system memory.
The kernel image, originally named unix under System V, or vmunix under BSD, is intentionally
located in the root filesystem, because the root filesystem is the first filesystem the system
mounts to access data. Mounting is a UNIX-specific procedure that makes data on the disk
accessible. (We discuss this issue in great detail in following chapters.) In the past, the kernel
image was located in the root directory for easier access, but today, it usually resides in a
separate subdirectory. We do not refer to “mounting” the kernel; we usually just say that
the kernel image was loaded into the system memory and its execution was started.

The kernel manages all system hardware; all hardware drivers are part of the kernel,
and the only OS access to the system hardware is through the kernel. Therefore the system
hardware will be available upon the completion of this phase.

Once control passes to the kernel, it prepares itself to run the system by initializing its
internal tables and completing the hardware diagnostics that are part of the boot process.
The level of diagnostics implemented varies from one UNIX flavor to another. At the very
end, the kernel verifies the integrity of the root filesystem and remounts it, and starts three
programs that create three basic processes. Two of them, named kernel processes, function
wholly within the kernel in the kernel’s privileged execution mode. They are actually
portions of the kernel itself, only “dressed” like processes for scheduling reasons.

On BSD systems, the two processes are:

1. Swapper (process #0), responsible for the “swapping” — to schedule the transfer
of whole processes between the main system memory and a mandatory swap
partition on the primary disk when system resources are low

2. Pagedeamon (process #2), responsible for supporting the memory-management
system regarding paging — a regular transfer of data in the pages between the
main system memory and the disk

On System V systems, the processes are named differently: sched for the process #0,
while the process #2 is replaced with various memory handlers.

The third process created by the system is the init process (process #1), which performs all
administrative tasks during the system startup and shutdown. The init process is an extremely
important process that enables the creation of all subsequent processes (in UNIX a process
can be created only by another parent process). The init process has the PID=1, and it is the
ancestor of all subsequent UNIX processes and the direct parent of each user’s login shell.
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In the case of diskless workstations, the procedure is slightly different. Obviously, the
kernel cannot be read from a nonexisting root filesystem; therefore, it must be downloaded
from the network. Further kernel activities are adapted to the diskless environment.

The kernel is quite verbose and it prints messages on the console that report on the
current execution status, total memory used and free, and some other information. However,
the information reported varies among different UNIX flavors.

4.2.3 The Overall System Initialization

The init process does the rest of the work needed to bring the system into its final stage:

¢ Mounting the remaining local disk partitions

¢ Performing some filesystem cleanup

¢ Bringing on major UNIX subsystems (accounting, printing, etc.)
¢ Setting the system’s name and time zone

¢ Starting the network

* Mounting remote filesystems

¢ Enabling user logins

4.2.3.1 rc Initialization Scripts

Most of the initialization activities are specified and carried out by means of the system
rc initialization scripts stored in the /etc directory and its subdirectories. Rc initialization
scripts are usually named in the way that they include the acronym rc as part of their
names (as a prefix, a suffix, or in a fullpath name). rc stands for run-command and basically
explains the purpose of the scripts. These mostly Bourne shell programs are organized
differently on BSD and System V platforms, although their purpose is the same. As with
any other script, rc initialization scripts are readable, so we can manage them in a very
comprehensive way. Besides that, rc scripts are sufficiently verbose during execution, and
this is a great help if the system hangs midway through the startup, or if there are any
other related problems.

Main administrative activities are related to this phase. System site-related customization
means editing the rc initialization scripts. Any system upgrade means to upgrade (or to
add) rc initialization scripts; any startup modification means to do something with rc
initialization scripts. The rest of this section exclusively addresses these issues. Afterward,
a full picture of the necessary administration in this segment should be complete.

4.2.3.2 Terminal Line Initialization

The terminal line initialization is a part of the overall system initialization; however, the
implemented initialization technique is quite different than that in the rc system initializa-
tion, which is sufficient reason to handle this topic separately. UNIX is extremely cautious
with terminal line initialization — terminal lines are “gates” to the outside world. Users
access the system via terminal lines, and the essence of UNIX existence is to serve users.
Once the initialization scripts have been executed, the system is fully operational, except
for the fact that no one can log in to the system. In order to provide login via a particular
terminal line, there must be a corresponding controlling process listening on it (usually
the getty process, but the ttymon is used on the Solaris platform). At the final initialization
phase, init spawns the getty processes to all indicated terminals and the startup procedure
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is completed. Today, users typically log in over a network using pseudo-terminals; however,
the getty program is still doing its job.
Terminal line initialization is fully covered in Chapter 11.

4.2.4 System States

Once the initialization activities are completed, the UNIX system enters the multi-user
mode, and users may log in to the system. But init can also place the system in single-user
mode instead of completing the initialization tasks required for multi-user mode. The
single-user mode corresponds to a functionally reduced UNIX system. In single-user
mode, a UNIX system looks very much like a personal computer. The single-user mode
is primarily dedicated to administrative and maintenance activities that require complete
control over the system. The user has all superuser privileges.

In some cases, the system will automatically enter single-user mode if there are any
problems in the boot process that the system cannot handle on its own (for example,
filesystem problems that fsck cannot fix), so the system administrator must resolve the
problem. The init simply spawns the Bourne shell on the system’s console and waits for
it to terminate before continuing with the rest of the startup sequence. Entering <CTRL-D>
or the exit command from the shell prompt can terminate the spawned single-user shell.
Once this is done, the system may continue into multi-user mode.

Single-user mode represents a minimal system startup with no daemons running, so
many UNIX facilities are disabled. Only the root filesystem is mounted (in the most
common case) and a restricted number of commands are available (commands residing
in the root filesystem). Under normal circumstances, other filesystems can be mounted by
hand to access other commands.

Single-user mode can be a security problem for a system, because full control over the
system is granted. On older UNIX systems, no password was required, but physical access
to the system was required in the single-user mode. On some systems, a front panel lock
with normal (secure) vs. maintenance (service) key positions enabled multi-user vs. single-user
mode; the system protection was the key, and only authorized personnel could acquire
the key. Modern UNIX systems usually require a root password to enter single-user mode.
None of these approaches are perfect, and all of them have some disadvantage. A request
for the root password could make difficulties under different circumstances, if the root
password was forgotten.

While the BSD flavored system could be in one of three possible states — off, single-user,
and multi-user mode — the System V platform explicitly defines a series of system states,
called run-levels designated by a one-character name. System V run-levels are flavor
dependent; an example is listed in the following table:

Run-Level Name and Uses

0 Power-down state => safe to power-off the system

1 Administrative state

sorS Single-user mode (on many systems same as 1)

2 Multi-user mode for stand-alone system

3 Multi-user mode for networked system, possibly sharing disks with other systems => via RFS,
TCP/IP, and NFS, or some other protocol

4 Unused => can be user defined locally

5 Firmware state => for maintenance and running diagnostics, and for booting from an alternate
not-root disk

6 Shutdown and reboot state => to reboot system from some running state (s, 2, 3, or 4); the system

is taken down (to run-level 0) and then rebooted back
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To display the current system run-level, the following command is available:

$ who -r
.run-level 3 Mar 14 11:14 3 0 S

The system was taken to run-level 3, from run-level S, via run-level 0, on March 14, at
11:14. The leading dot is by default at the beginning of the line.

On the System V platform, movement between run-levels is managed by init, and each
run-level is controlled by its own set of initialization scripts.

4.2.5 The Outlook of a Startup Procedure

UNIX systems are configured to boot automatically when powered-on. If this is not
possible, systems enter some form of the “ROM monitor mode” — a restricted ROM
resident command interpreter that enables essential diagnostics, booting, and some
other basic system activities. The ROM monitor mode is also the state that the system
enters after being shut down; in that state, a system can be safely powered off. On
some systems there is also a keystroke combination to enter this mode — for example
on Sun Microsystems systems, the key (STOP-A) followed by the specific ROM monitor
prompt “OK>.”

The ROM monitor always provides the boot command, specified as “b” or “boot,” among
the other commands it provides. Certain options sufficient to control the system startup
when problems are encountered (to boot the system from different media, into different
modes, etc.) are also provided. The default booting media is the hard disk.

On old UNIX systems, manual booting from the ROM monitor was a two-stage
procedure:

1. Theboot command first loaded a boot program with a stand-alone shell (actually
a mini-operating system).
2. A second command was then issued in a stand-alone shell to load UNIX kernel.

This two-step procedure looked like this:

>b
$$ unix

Different prompts specify two steps in the boot procedure. The technology available in
the past limited the bootstrap program possibilities, which led to a more complicated
startup procedure.

Today all UNIX flavors provide a relatively verbose system startup; a number of
messages are directed to the console indicating the stage and status of the startup
procedure. It is highly recommended that you monitor the system startup on the console.
Otherwise, some trouble messages can remain undetected, which leads to a high proba-
bility for later surprises.

The startup sequences for two system user modes are presented in Figures 4.1 and 4.2.
The UNIX system named “atlas” is running Solaris 2.x.; brief comments follow.
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e SQOISHAP PROGIAM SIATS wemeremere

SPARCsiation 20 {1 X 380250), Keyboard Present

ROM Rev, 2.18, 32 MB memory instalied, Serial #7481530
Ethernet address 8:3:20:72:4f:0a, Host 1D: 72724fca.

Rebooting with command:
Boot device: fiommu/sbus/espdma @1, 400000/esp @1, 800000/sd@3,0 File and args:

----------------------- bootstap program ends, ang Kermel SIarls wwmwmemswesmmsmsunznn
SunO8 Relsase 5.4 Version generip [UNIX (R} System V Release 4.0]
Copyright (¢} 1883-1884, Sun Microsystemns, inc.

e o karnel ends, and re iilialization SIrs s-oescomsmumnconmscus

configuring network interfaces: iag.
Hosiname: atlas
The system is coming up. Please wall.
checking ufs filesystems
fdevirdsk/cOt2d0s6: is clean
fdevirdsk/cOt3d0s7: is cisan
feovirdsk/cOi2dsd: is olean
Flushing routing table:
add net defaull: gateway 146.95.8.250
starling rpe services: ropbind ksyserv kerbd done,
Setling netmask of le0 fo 255.255.255.0
Setting default interface for mufficast: add net 244.0.0.0: gateway afias.ph.hunter.cuny.edu
syslog service starfed.
Print services startad.
volume management starting.
HTTP service stariing.

The sysiem is ready.
------------------------ 1o inifatization ends, and ferminal fine iniffalizalion starls ce—wsrmecsmommsones

stias console login:

FIGURE 4.1
An illustration of a multiple-user startup sequence.

The Sun logo and first five lines are printed from the bootstrap program. These lines
list basic system configuration and identification data, as well as the kind of boot device.
The somewhat cryptic description of a boot device indicates an SCSI disk. The kernel
prints only two identification lines that include the system version and release. Other lines
are printed from initialization scripts invoked by the program init. One of the lines
indicates that the system was customized. The message that indicates the start of the HTTP
service is not a part of a regular OS installation — obviously, this site has been customized
to provide an Internet service. At the end, the login prompt is displayed upon the console
initialization.

The startup procedure includes filesystem checking, one of the most important activities
performed by the fsck utility (fsck is discussed in greater detail in Chapter 5). The
filesystem verifications are different on BSD and System V platforms. BSD checks all
filesystems on every boot; System V does not check filesystems if they were dismounted
normally when the system last went down (the fsstat command is used for this purpose),
and faster booting is enabled. Filesystem checking can result in the display of many
messages depending on the current filesystem status. If more serious filesystem corruption
is encountered, the system is left in single-user mode, and manual filesystem checking
and repair by the administrator may be required.

A single-user startup sequence is much shorter, and it includes the boot and kernel lines.
The next two lines about the network interface configuration and host’s name are printed
from corresponding initialization scripts involved in the system single-user startup.
Finally, the console is activated and the user is informed of two possibilities:
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1. Enter the system in single-user mode by entering the root password
2. Or continue with multi-user startup by entering [Ctr]l-D]

If [Ctr]-D] is entered, the system continues with the multi-user startup, as in the previous case.

--------------------- DOISIFAP Program SIArlS wesswesenssmsusnnsisnn
SPARCsiation 20 (1 X 380250}, Keyboard Present

HOM Rev. 2.18, 32 MB memory inslalied, Serial #74891530
Ethernet address 8:0:20.72:45ca, Host iD: 72724fca.

Hebooling with command: -s
Boot device: Aammu/sbusfespdma @f, 400000/esp @1, $@GOGO/sd@3 0 Flle a'nd args ~§

- bootstrap program ends, and kemel starts -
Sun(S Fslease 5.4 Version generic [UNIX (R} Systemn V Release 4 ()}
Copyright (¢} 1983-1884, Sun Microsystems, Inc.

--------------------- - kerne! ends, and single-user r¢ Infialization S1ars scescermconmmcuunncos
configuring nelwork inferfaces: le0.
Hostname: atlas

INIT: SINGLE USER MODE

Type Cir-d o proceed with normal stariup,
{or give root password for system maintenance):

>ooEIIeoee»»ms> Siice Ci-D is anfared <ccceccgagegss
————————————————————— ¢ inftialization Continugs ——-——mmrmmmcnamee

INIT: New run level: 3

The system is coming up. Flease wail.

checking ufs filesystems

flevirdskicOI2d0s8: is clean

fdevirdsi/o0t3d0s7: is cisan

devirdskioi2d0s0: is clean

Flushing routing table:

add net defaull: galeway 146.85.8.250

starting rpc servicss: repbind ksyserv kerbd done.
Sstting netmask of fe0 o 255.255.255.0

Setiing defaull interface for multicast: add net 244.0.0.0; gatewsy atlas ph bunier.cuny.edu
svsiog servics staried,

Print services started.

volume management starting.

HTTP service starting.

The sysitem is ready.

atlas consois fogin:

FIGURE 4.2
An illustration of a single-user startup sequence.

4.2.6 Initialization Scripts

Once the init process is born, the system startup is determined by a series of rc initialization
scripts which define a detailed procedure to bring the system into the multi-user mode.
This is the most common case, although other system modes (run-levels) are also possible.
These files control all custom-defined and site-dependent items (there are multiple rc
initialization scripts), and they are executed sequentially. Generally, rc initialization scripts
represent Bourne shell script files, executable at any time and on any UNIX platform. (The
Bourne shell is the default shell, and it is available at the very early system stage on every
UNIX platform.) The rc initialization scripts do not differ from any other shell script,
except at the time of their execution. (This, by the way, is why the prefix “rc” is used in
their description, as well as in the name.) However, they can also be executed from the
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command line at any time, and administrators can make full use of this opportunity: on
System V, individual function-specific initialization scripts are often used to stop and start
specific UNIX functions during regular system production. On modern UNIX platforms,
sometimes Korn shell rc initialization scripts are also included (for example, on the HP-UX
platform) which indicated the early availability of the Korn shell.

Understanding rc initialization scripts is a vital part of system administration — this is
the place for system customization. A system administrator must be familiar with these
files, their locations and, in many cases, their contents. Only then is full control over the
system startup possible, and quick corrective action can follow any problem encountered
during system boot time. Each modification in the initialization scripts must be done very
carefully with respect for the basic administrative rule: save original script files before
making any changes. If this rule is not followed, various problems can ensue.

Despite the fact that rc initialization scripts on both UNIX platforms BSD and System V
serve the same purpose, the mechanisms by which they are initiated and executed are quite
different. These differences require great attention, knowledge, and skills from system
administrators working in a heterogeneous environment, which is very common today.
Today, the System V rc approach prevails — the System V organization of the rc initialization
scripts offers more flexibility and other administrative advantages. We will discuss System
V initialization in greater detail after a quick survey of the BSD-style initialization.

4.3 BSD Initialization

4.3.1 The BSD rc Scripts

Originally, the BSD initialization was controlled only by two rc initialization scripts: /etc/rc
and /etc/rc.local. A general system initialization was supported by the /etc/rc script, while
the /etc/rc.local script referred to a local site, ie., to issues that should be customized
(probably a more appropriate script name would be “rc.site” to avoid any possible confusion
toward the logical association with a “network-local relationship”). During system booting
to the multi-user mode, init executed the rc script, which in turn executed the rc.local
script. If a single-user boot was performed, scripts were only partially executed; the
remaining parts were executed when the single-user shell was exited.

Having only two rc initialization scripts would lead one to believe that system mainten-
ance was easy, but in fact the reality is quite the opposite. The work required for system
initialization remained the same, regardless of how many rc scripts were involved, and
huge rc script files were more difficult to manage and more vulnerable to corruption
during modification. It could be very difficult to find an appropriate control sequence,
items were often doubled, and so on.

SunOS introduced additional script files: /etc/rc.boot and /etc/rc.single. The program
init invokes first rc.boot script and from there rc.single (regardless of whether the system
is booting to single vs. multi-user mode); then the /etc/rc and /etc/rc.local files follow.

4.3.2 BSD Initialization Sequence

For a clearer picture, the block diagram of the SunOS execution sequence is presented in
Figure 4.3 (itis assumed the system is booting from the local disk). The SunOS organization
made a clear distinction between single and multiple-user modes; it was immediately
easier to follow any problems that developed in the system booting.
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Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the articks (when appropriate), title of
initials® No' the itam {book, magazine, journal, serial, sympasium, catalog, ete.), date, page(s), volume-issug T2
number(s), publisher, ¢ity and/or country whets punhsﬂed
Notice of Allowance dated 2-11-2009 for Serial Number 10/973.077 in the
United States
Notice of Allowance dated 9-23-2008 for Serial Number 10/973,077 in the
United States
Office Action dated 3-19-2008 for Serial Number 10/973.077 in the United
States
Office Action dated 9-20-2007 for Setial Number 10/973,077 in the United
States
HeeeeeeeRReER
S
eeereeeeereed
Examiner [ate
Signature Considered
CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob

considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation designation number {(sptional).: L Applicant fs to place a check mark here if English fanguage Transtation is attacherd

This ooflection of information is qur?ﬂ by 37 CFR 1.98. Thainformation is veoum:-d s ninain oF reteit @ benefit by the pubtdic which is to file (and by the USPTO
fo process}an appication. Confidentialily is goverssd by 30U.B.C.132 and 37 bFf’ 114, Thiscallection is estirmabsn tofaks 2 hours o tomplets, mciuung
gatherng, prapariog -and subiitting the compléetedt appiir,aimn formto the USPTOL. Tima will vary. depseidiig upon the fndividual case, Any comvients o the
arnnun of time you require to-somplata this form Andfor Sugiestions o veducing this bisrden, should be ‘sefit to e CHIET Information Tifficar, 11.8. Patent and

Trademark Offics. P.CL Box 1450, Alexandria, YA 2831271450, DO NOT SERDEEER OR COMPLETED FORMR T THIZ ADDRESS. SEND TO:
Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.
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Electronic Patent Application Fee Transmittal

Application Number:

10972588

Fiting Date;

25-0ct-2004

Title of Inventior:

SYSTEM AND METHQD FOR SWITCHING THE ROLE OF BOOT FROCESSCRTC
ASPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS DE LOCKSTER IN A

BOOT PROCESSGR

First Named InventoriApplicant Name:

Scott L. Michaslis

Filer:

Robert Wayne Nelsondloy Reinhart

Attorney Docket Numben: 00404973
Filad as Large Entity
Utility under 35 USC 111(a) Filing Fees
Description Fea Code Quantity Amount Sub-Total in

UsD(s)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-interference:

Post-Allowance-and-Post-issuance:

Extension-of-Timer
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Description Fae Code Quantity Amount Suz;f ;{t;; i
Miscellaneous:
Raguest for cortinued examination 1301 1 810 310
Total in USD (§) 810
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Electronic Acknowledgement Receipt

EFS iD: S32V771
Application Number: 10972588
international Application Number:
Confirmation Number: 1078

Title of Invention:

SYSTEM AND METHQOD FOR SWITCHING THE ROLE QF BQOT PROCESSCRTC
ASPARE PROCESSOR BESPONSIVE TO DETECTION OF LOSS DF LOCKSTER IN A
BOOT PROCESSGR

First Namad inventor/Applicant Name:

Seott L Michaelis

Customer Number:

#2879

Filer:

Hobert Wayne Nelson/loy Reinhart

Filer Authorized By:

Hobert Wayne Nelson

Attorney Docket Number:

2004036733

Receipt Date: 1ZhAAY-2009
Filing Date: 25-0LT-2004
Time Stamp: 17:06:16

Application Type:

Utility uridder 35 USEC 111{a)

Payment information:

Submitted with Payment no
File Listing:
Document N . File Size(Bytes)! HUTHE Pages
MNumber Dacument Description File Name Message Digest | Partlzip] {ifappl)
94300
Request for Continued Examination -
1 (REE) RCEpdf - - - o 2

Warnings:

This is not 3 USPTO supplied RCE $830 form.
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Information:

information Disclosure Statement (1DS)

Filed ($B/08)

st0008kpdf

EFRRLY:

TORNRIRA TS

ne

Warnings:

Information:

This i niot an USPTC supplied 105 fllable form

NPL Documents

2036476

10973077_NGA_3+11-200%pdf}

Ry D3I

ne

33

Warnings:

Information:

NFL Brocuments

1077594

10973077 _NOA_9-23-2008.pdf

na

Warnings:

Information:

WPL Docuniants

10973077 QA 3-19-2008.pdf

no

g
wn

Warnings:

information:

MPL Bocurasnts

1Q973077_CA _920-2007. el

AR

KL

30

Warnings:

Information:

FepWorksheet (PTO-875)

30791

fea-info.pdf

SIS IS

ne

ES

Warnings:

Information:

Total Files Size {in bytes}%

5206043
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This Acknewledgement Receipt evidences receipt oni the noted date by the USPTO of the indicated documenits,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP S03.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(k)-{d) and MPEP 506}, a Filing Receipt {37 CFR 1.54) will be issusd in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 38
U.5.C. 371 and otherapplicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the applicationasa
national stage submission under 35 U,5.C. 371 will be issued in addition to the Filing Receipt, in due course.

If a new international application is being filed and the international application includes the nacessary componeants for
an international filing date {see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date {(Form PCT/RO/ 05) will be issued indue course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

New international Application Filed with the USPTO as a Receiving Office
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
tntellectual Propedy Administration
PG Box 272400

Fort Collins, Colorado 80527.2400

N THE UNITED STATES PATENT ARD TRADEMARK OFFIGE

ATTORNEY OGCKET RO 20804049731

Inventar{s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examniner: Le, Dieu Minh T,
Filing Date: 10/26/2004 Group Art Unit, 2114

SYSTEM AND METHOD FOR SWITCHING THE ROLE BOOT PROCESSOR TO A SPARE PROCESSOR

Tie: RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mait Stop: RCE
Commissioner For Patenis
PO Box 1450

Alexandria, VA 22313-1450

REQUEST FOR CONTINUED EXAMINATION (RCE) 37.CFR.1.134

Bubsection (b} of 35 U.S.C. 132, effective on May 29, 2000, provides for continbed examination of 3 uiiltity or plant apphcation filed on
or affer June 8, 1998,
See Tha American lnventors Protgction Act of 1993 (AIPA).

Thig s 8 Requast for Cortinued Examination {RCE) undey CFR 1.114 ¢f the above-identified application

NOTE! 37 CFR 114 4s effective on May 20, 2000, 1f the above- application was fled priof io May 29, 2600, Applicant may wish o
consider fling 3 continued prosecution spplication (CRA) under CFR L83¢d) (FTCHBB/28) instead of 2 RCE 1o be eligitte for
the.patent tertm adjusiment provisions of thw AIPA. See Changes to Application Examination and Provisional Application
Praciice, interim Rule, 65 Fod, Reg. 14865 (Mar. 20, 2000, 1233 off. Gaz. Pal. Office

Submissionundet 37 CFR 1.114

] Praviously submitted

N Consider the amendment{sVreply under 37 CFR 1,116 previously fled on
{as0y wnentered anentmeni{s) refemad o above will be enteradi.

O Consider the arguments.in the Appeal Briel or Reply Brief prevously fited on

L) omer

X} Enciosed
[ Amendmentfeply

z‘j Affidavitis¥Deckarationfs)

B information Disclosure Statemant (IDS)
E Cther
Miscellangous
7 Suspension of action is requested under 37 CFR 1.103(c for sperigdof anths,

The fee for this Suspension is (37 CFR 1.17(1)} $13000

0 Other

Page 10f 2
Fee 108 (E-RCEY
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- PATENT ARPPLICAT!
CONTINUED EXAMINATION TRANSMITTAL A HON

{(X] RCEfiling fee $810.00
R A Petition for Extension of Time
131 Month 2nd Monih et Manth 4ih Monih
o $130 J $450 o $1110 g $1730
13. Flease charge to Deposit Account 88-2025 the sum of $ 8 . Alany time dufing the pendency of
i this. application; please charge any fees required or credit any over paymeat to Deposit Account 08-2025%
pursuant to 37 CER 125 Additionally please charge any fess (o Depasit Avcount 08-2025 under 37 CFR 118
through 1.21 inclusive; and any other Sections in Title 37 of the Code of Federal Requlafivns thal my regulate
fees.
Respectiuly submitted,
Soott' L. Michaelis
By Robert W. Nelsany
Roberl W Nefson, Esg.
Attlemey/Agent Tor-Applicani(s)
Reg No. @ 37,898
Date : May 12, 2008
Telephone » {303} 208-9888
Page2of 2
Rey 1008 (E-RCE)
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Diocument code: WFEE

United States Batent and Trademark Office
Sales Receipt for Accounting Date;  08/03/2009

ABOARDLE  SALE #00000046  Maitroom Dt: 05/12/2009 082025 108872588
0t FCG:1801 810.00 DA
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UNITED STATES PATENT AND TRADEMARK OFFICE

NV —.
L& \IILI\ ST Y] ER DEFARTMENT OF COMMERCE
Uinjted Bgares ll‘asmd and xmdrmxr}: (}r‘!"u:

AM1S %

NOTICE OF ALLOWANCE AND FEE(S) DUE

RICTRN FE SLAB00S

HEWLETT PAUKARD COMPANY

P OBROX 272400, 3404 P HARMONY ROAD
INTRLLECTUAL PROPERTY ADMINISTRATION
FORT COLLINS, €O 80327-2300

I ART UMY

PAPER MOMBER !

2104
TIATE MATLED: 24 2020608

APPLICATRON ], FILINGYRATE

FIRETNAMED ENVENTOR

l.:‘.’]“.’"illR:\"E‘;’ Dy INGL COMPIRMATTON N0, l

1OA72.588 JHERII004
TITLE OF
T RETEC

FON OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Sveil Lo Michacks
SVENTION: SYSTHEAM AND METHOD FOR SWITUHING THE ROLE QF BOOT PROCESSOR TO-ASPARE PROCESSOR RESPONSIVE

2004049731 75

APPEN. TYFE I SMALL ENTITY [

ST DU ] i

AUATION

TATE

ROE l

noppEoysionat NI Fi8i0 56 FIRG DA EZIO00
THE Ai’Pl N ATION IDENTIFIED ABOVE HAS BEEN EXAMENED AND. lb \l LOWED FOR ISSUANCE AS A PATENT,
B ON THE MERITS IS CLOSED. TS NOTICE OF [ NCOE IS NOT A GRANT OF PATENT RIGHES.
THIES .\I’i’l ICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UGPON

PEEITION BY THE APPLICANT. SEE 37 CFRIL313AND MPEP 1308,
THE ISSUE FEE AND PUBLICATION FEE (JF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE

MAILING. DATE QF

THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED,
SEATUTORY PERIOD CASNOYL Bl EXTENDED.  SEE 35 US.C, 151
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS u*PLl( ATION.
PREVIQUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE §

THIS
THE ISSUE FEE DUE INDICATED ABOVE DOES
IF AN ISSUE FEE HAS
RETURN OF PART 8 OF THIS FORM

WILL BEE CONSIDEREP A REQUEST TO REAPPLY THI PREVIOISLY PAID ISSUE FEE TOWARD THE ISSHE FEE NOW

DUE.
HOW TOREPEY TO THIS NOTICE:
[ Review (e SMALL ENTITY status shawn above.

1f the SMALL BNTTTY i shown as YES, verify your corrent
SMALL ENTITY sttos:

AL M fhe status is the sapte, pay the TOTAL PEIE(S) BUE shown
above,

R 1§ the status above 15 1o he removed, check box b on Part B -

Bee(s) Transmittal and pay the PU ATHON FEE G required)
and twice the amoual of the ISSUE FEE stiowa above, or

IL PART 8B - FEHE{S
(LISPTON with your ISSUIE FEI and PUBLIC
of Part'B - Feelsy Traismital should be dompletad

and an'e

i the SMALL ENTITY i shown as NO:
AL Pay YOTAL FEES) DUR siown above, or

B, I applicant claimed SMALE BN TITY status befors; or s now
claimisig SMALL ENTITY st heck box 34 pa Pagt § - Pe t‘f\)
Transinittal and pay the PUBLICATION FEIZ (if required) and 1/2
the ISSUE FEE showy above.

vy TRANSMITTAL, orits a.qun {x}mt mmust be completed and retirned o e DUaited States Patent and Trademark Difice
! regaired). I you ase charging the i
xira copy of the form should by subraitted. i an equivatent of Pait B s fijed, a

{5} to vour de p\mt account, seetion "g4h”

reguest o veapply a pravionsly paid ssue fee must b clearly imadi, and delays 1o proeessing may occur dig o the diffieully 1 recogoizing

thie paper as an squivaleat.of Part B.

L Adl communications egarding this apphieation must give the application sumsber. Please dirsct all ecnmmnications prior o issuance {o

Mail Stop ISSUE FEI anless advised 1o the contyary.

BIPORTANT REMINDER: Utility patents isseing on applications filed on or after Pec. 12,

1984 may require payment of

maintenance fecs: 1t is palentee’s responsibility to onsere timely payment of mainlenance fees when due.

Page §ol 3

PYOL-KS (Rov. OB Approved for nse through 83 12016,
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PART B - FEES)} TRANSMITTAL

Complete and send this form, together with applicable Teeds), tos Mail Mait Stop ISSUREF t* E
(,(munmmner for Patents
PO Box 1
Muamﬂrla. firginda I2313-145¢
orFax (571)-273-2885
Hitag. thie 1 1 ad PUBLICATION FEE G réquisedy Blocks 1 sheough: § should Be LOHI{‘fll\d e

aent, advance wrders sud antification of madntenince foes will bé mailed 1o th cuerent wrmsgonm
in Hiock 1, by G spedifyipg o new covrespondence addeess; andfor (b)Y indiciung 4 sepssate “TF

\nckpmdgnu mdudm" thie |
d balow ov divected nthmw :

TAORBES Note Thse Hlew ¥ g s GF wekisa) f:. L F can sty b wsed tni dum e maibngs of e
feels} ] i =) ke cannol b ther accompanying

111’1{““ sif E(HT{!“I[ AFAWIRE: mu\!
Hii

dditionat pa{wr such asan as
s owan certificite of mailing of ransmi

280

HEWLETT PAUKARD C O\’IP!\NY

PO BRON 272400, 3404 L HARMONY ROAD
ELECTUAL PROPERTY ADMINISTRATION
3 DY RG527-2400

oy T
italis tieing deposted with the Usited
ist elass matl inan envelope

: ¢ abyove, or boing facsinbe
85, ﬂfl theidate Indicated befow.

{Teneains Swwe

(St

APPLICATRON ], FLING T,

R PIRETNAMED ENVY l,:\;]‘]"(ilRt\’EY Dy INGL COMPIRMATTON N0, l

1OA72.588

2004 Seett L. ?\,-iichaelis 2060404973 1 TS

[ APPEN. TYFE SMATL ENTYIY [

noppEoysionat NI S0 360 FIRG DA EZIO00

[ ENANINER l ARTIDNIT ] CLARE3L

LECDIED MINHTP SR RS-0 2000

2. Por printing o the pateat front page; Tist

(3 the pames ol up 03 registered patent atiarmgys
de address (Or Change of Correspondency ovagents OR., altetrativedy,
cumahad

{2y the pamie of asingtd fvm (having a5 a member a. =
NS of wttorney or agi-at) and the names of up to
2 registerad patent Aomeys ov grats. 1 name is 3

tsted, no narne witl be peinted.

(¥

N THECEATENT priat or type)

.thm will appess oo the paeny W an assignee 1 ideatiied hefow, the dociment-hay been Bled For
P a substivet for filing awassigmment

{B) RESIDENCEACITY and STATE QR COUNTRY)

e ik .
REES (Irsmplc‘-linn of iy foem s

Please vheek the approprisie assipnes category or vategnries (vl ok by primed o de patent) s W lndivigunt [ wporation of cier private proup eatity [ Govermem
i, The following feelsare submmtted: amentof Feelsk (Please st reapply sny. previonsly paid issae fee shown abeovey

{ssie e A check v caclased.

L1 Publication Fee (N srnadbentity discount peemitted N Payment by credit card, Foray FUOW 2038 iy altachedd,
¥ adsance Ordee - #of Crapies L e Dt is hereby authorized (o charge th coquired forlis, sny deficiency, of dredit any

ovverpayment, w Frepdsit Xecoune Newmber fenelone aa exin copy of tis fHrm.

3. Change in Entity Status (from status indicated above
icant chaims BMALL ENTTTY status, See 37 CFR {37, s, Agplicant i o bongdr chaiming SMATLL ENTERY states. See 3T CPR LITipy Iy

LR TE\@ Fasue Fow and Pablication Fee (if vequireds will not be accepted from anyone other thaa the apphicant; a regisiered attorney of agents or the assignes or other pary b
frsfurest ss shown by the seenrds of the United States Patent and Trademark Offive,

Authorfzed Sipmatace Erates
Typed or printed ime Registration No,

Thiy colleetion of informution is vequired by 37 CFR $.311. The information is required to obtain or retain 4 henelit by the pubdic which is to Ble (and by the USPTEO © pracess)
an application. Contldestiafiey Is.governad by 35 U, 3% ’7( H\ 10 This eollection imared for ke 12 mingies o complete, including Sathering, preparing, and
subrmiting the completed Apphu on forgs 104 spending upen the individuad vase, Any commepts on the amount of Hime you require to comiplete
this Torm anddor sugy % for sedinciag this torden, sh g :!«e Chief Informiation Officer, 1.5, Patent and Tt ark. Offiee; Pepartient of Conitres, P,
By 1450, A HEED. DO NOT ES O COMPLETED FORMS TG THIS ADDRESS. SEND T0: Commissioner foe Patents, 12O, Boy 1450,

Under-the Papervork. Reduetion a\.Ll of {995, no persong are requised to pespond tea collection of informastion wnless B displays # valld OMB vontrol numbrer:

PLEOL-E5 (Rov. Q8417 s Appraved for wae through 083 120410 OMB UG -0033

. Patent and T radeack Offee U, OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

ese A e
ST &'ﬁ{g DEFARTMENT OF COMMERCE

i ll?amu and: Teadewaek Office

358 o

TIE-1ANG

l APPLICATION MO I SILING £AYE FIRST NAMETH INVENTOR i ATTORNEY DOSKEUNG. | CONTRMATION MO, ]
YT RER 250200 Seott L. Michantis UG ET 3§ Y
aaE T 0 l EAAMINTR !
HEWLETT PACKARD COMPANY L DIEC MING S
PO BOX 272400, 3404 2 HARMONY ROAD I ART UATY PAPER NOMRER !
INTELLECTUAL PROY Y ADMINISTRATION LA

FORT COLLINS, €0 80327-2400 BATE ML . 62112005

Determination of Patent Term Adjustment onder 35 U.S.C. 154 (b)
{application filed on or after May 29, 2000}

The Patent Term Adjustment to date is 529 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that i3 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 329 day(s).

If a Continued Prosecution Apphication (CPAY was filed in the above-identified application, the filing date that
defermines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain mere detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http:/pair.uspto.gov).

Any guestions regarding the Patent Tenm Exiension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (§71)-272-7702. Questions refating to issue and publication fee payments should be
directed to the Custorner Service Center of the Office of Patent Publcation at [<(888)-786-0101 or
(5713272-4200.

Page 3ol 3
PYOL-KS (Rov. OB Approved for nse through 83 12016,
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Application No, Applicant{s}
. . 10/872,588 MICHAELIS ET AL,
Notice of Allowability Examiner Art Uit
Dheu-Minh La 2114

- The MAILING DATE of this conimunication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS {S (OR' REMAING) CLOSED in this application. ¥ not included
herewdth {of previously mailedy, a Notice of Allowance (PTOL-85) or other appropriate commimication will be mailed in dise course. THIS
NOTICE OF ALLOWARBILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 GFR 1,313 and MPEP 1308.

1. This communication I8 responsive to {he communication filed on 12/08/2008.

2. B The atlowsd slaim{s) isfare 1-12: and 18:30 foow 88 1271

3, ] Acknowledgment is made of & claim for foreign priority under 35 U.S.C0§ 118(a)-(d) or (7).

a3 an by somer [ None ofthe:
1. [ Certified coples of the priority documents have bean received.
2. [ Gertified copies of the priority documents have baern received it Application.No.
3. [3 Coples of the certified copies of the priotity documents Have: besn receivad in this natiorial stage application from the

International Bureau {PCT Rule 17.2(a)).
* Certified copies nat feceived:
Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements

noted below. Failure to fimely comply will result in ABANDONMENT of this application,
THIS THREE-MONTH PERIOCD 1S NOT EXTENDABLE.

4, 7] A BUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is defisient.
8, [T CORRECTED DRAWINGS { 5 “replacament sheets”) must be submifted.
{ay [ ircluging changes required by the Notice of Drafféperson’s Patent Drawing Review ( PTO948) attached
13 [3 heteto or 2) [ to Paper No/Mail Date
{0y [] incluging changes required by the attached Examiner's Amendment § Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (ses 37 CFR 1.84{c}} should be written on the drawings in the front {not the back} of
each shest. Replacement sheet{s} should be labeled as such in the header according to 37 CFR 1.121{d).

6. ] DEPOSIT OF and/or INFORMATION about the: deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examinar's comment regarding REQUIREMENT £OR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [] Notice of References Cited (PTO-892) 5. {T] Noties of informal Patent Application
2. [[] Netice of Draftperson's Fatent Drawing Review (PT0O-848) 6. [] interview Summary (PT0-413),
Paper No./Mait Date R
3. X Information Disclosure Statements (PTGSBIO8), 7. U] Examiner's AniendmeaittComment
Paper No./Mail Date 12/6%/2008
4, [[] Examinar's Comment Regarding Requirement for Degosit 8. [ Examinar's Statarment of Reasons for Allowance
of Binlogival Matarial
g. M other .
Dieu-Minh Lef _
Primary Examiner, At Unit 2114
5.5, Patant and Trademasy Ofes
PTOL-37 {Rev. 08.06} Neotice of Allowability Fartof Paper No.Mail Biate 20090204
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Application/Control Neo. Applicant{s)}/Patent Under Reexamination
Issue Classification | 4475505 MICHAELIS ET AL.
H]”mln l]””l“ IIH“ Im ”l”l lll o m
Diew-Minh Le 2114
ORIGINAL INTERMATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMEDR
714 12 {28 {F 11 £ O3 R008.01.010;
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK}
718 %
3 Clainis renimbered in the same order as presented by applicant ] CPA 1 Tb 3 Ria7
Final Qrigihal Final | Gtiginak Firal Griging) Finat Griginst Finat Originat Fins) Origiriad Finsl Originad Finat rigisat
R i ¥
2 2 18 18
< \ 8] W ]
3 4 17 30
_______ b S p G . Jo
& 8 2 2z
7 ¥ o 23
8 2 5 24
k3 jt 2 2
0 2 23 26
14 4 4 P
12 2 25 8
33 a# 2
4 #F 30
13 1%
MNONE
Total Claims AHowsd:
27
{Assisiant Examiner) {Date}
iDicu-bink Lo/
Primary Examiner Art Uinit 2114 22008 Q.G Print Clain(s) Q.3 Prnt Figure
{Frimary Examiner) {Date) 1 i
U5 Patant and Tratomark Office Fait of MaperMo. 20080201
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Search Notes

Application/Control No.

Applicant{s}/Patent Under
Reexamination

10472588 MICHAELIS ET AL
”Ilm”]” l‘”"l l m”m - .
Disu-Mink Le 2114
SEARCHED
Class Subclass Date Examiner
714 10, 41, 12,13 131089 dmi
712 31 131108 dimi
SEARCH NOTES
Search Noles Date Examiner
EAST search all files updated 13109 dmd
Inventor name search 131/09 dmi
NPL search files [IEEE, Guagle Scholar] 21109 dmi
INTERFERENCE SEARCH
Class Subgclass Date Examiner
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FOR MAINTAINING IN A MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR THAT IS IN
LOCKSTEP FOR USE (N RECOVERING FROM LOSS OF LOCKSTEP FOR ANQTHER PROCESSOR

1R

mm%em%w* med mncurrent!y harewnm anlitled "SYSTEM AND METHOD
FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM 10SS OF LOCKSTEP IN A
BOOT PROCESSOR

18

fe

A

Y  filed concurrantly Rarewith, entitied "SYSTEM AND METHOD
FOR USING INFORMATION RELATING TO A DETECTED LOSS OF LOCKSTEP FOR DETERMINING
A RESPONSIVE ACTION"

A Lt

EXAMINER és %i 2

DATE CONSIDERED

g M/D?

Rov 0504 (PTO3R9)
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FORM PTO-1448 ATTY. DOCKET NO, APPLICATION NO{ CONFIRMATION NO.
2004048731 1A FT2, 658

LST OF PATENTS AND PUBLICATIONS SOR APFICANT =

APPUCANT S INFORMATION DISCLOSURE

STATEMENT Scott L. Michaelis ot al,
FLUNG DATE BROUE
{Use saversl sheets i necessary) . . 02}/#

¥

REFERENCE DESIGNATION U.S. PATENT DOCUMENTS
EXAMINER TOCUMENT PUBLICATION Pages, Columns, Lines Where
INFTIAL NUMBER DATE NAME Falavant Passages or Rgures Appear
Pendl |24 16.625.789 09/23/2003 Quach
28 ip,587,851 02i03/2004 Somers et af,
2C 16,754,787 08122/2004 Mier ot al.
20 200210184177 | 1010872002 Kondo et al.
2E {2003/0070050 |04710/2003 Milier &t al.
2F |2004/0006722 | 01I08/2004 Satford
2G 120041001877 | 04/2972004 Quach
FYAg 1 2H 12004/0153857 [ 08I05/2004 Yamazakl ot al,
21
24
2K
FOREIGN PATENT DOCUMENTS
DOCUMENY | PUBLICATION NAME OF PATENTEE Pages/Calumns/Lings Where "Yf;",‘ifzﬂ
NUMEER “GATE OR APRLICANT Retevant Pagsages/Fgures Apgear atteched
2L
M
2N
20
e

OTHER rEiFEmNCES {inciuding Author, Title, Date, Partinent Pages, ols.}

o
T D
2Q s ¥, h!ed concurrently herewith, entitiod "SYSTEM AND METHCD
W% P R PR DING PR ARE RECOVERABE LOCKSTER LT ECTION:
s
e
A
\i\ | 2R I

=17 filed concurrently hemgﬁﬁx Ee‘nmiad *SYSTEM AND METRCD

FOR CONF!GURING LOCKSTER MGDE OF A PRCESSOR M

25
5 DETECTED”

: 5 X
M@S&Wﬁﬁ* filed vcancmmn!i hergwith, entitied "SYSTEM AND METHOOD
FOR ABLISHING LOCKSTER FOR A FROC } MODULE FORWHICH LOSS OF LOCKSTEP

= dled

OATE CONSIDERED ¢ /2, ‘%0,7

e D503 (F"IQ!MQ}
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FORM PTO-1448

1IST OF PATENTS AND PUBLICATIONS FOR
APPLICANT'S INFORMATION DISCLOSURE
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2004048731

ATTY. DOCKEY NO.

/z? FI2SEE

APPLIZATION NO. | CONFIRMATION NC.

APPLICANT

N

Scott L. Michasts et al.
FIING DATE

24

REFERENCE DESIGNATION

U.8. PATENT DOCUMENTS

EXAMINER DQCUMENT
INITIAL NUMBER

PUBLICATION
DATE

NAME

"Pagas, Calumns, Linss Where
Relevant Passages or Figures Appear

3A

38

ac

3D

3E

IF

3G

ki

3.

34

3K

FOREIGN PATENT DOCUMENTS

DOCUMENT
RUMBER

PUBLICATION
DATE

NAME OF PATENTEE
OR APRUICANT

Pages/Columng/Lines Whaere

| Relovant PassagesiFigures Appeat
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Transistion
aitaghied

3L

M|

AN

30

x

OTHER REFERENCES {including Auther, Title, Dats, Part!nant Pagea, ete.)

: 3Q mteme g@ k !N@" 0404970-1, thed concurrrmu herawith, antitled “SYSTEM AND METHDD
o[ [l AR * SHER

FOR SYSTEM FIRMWARE CAUSING AN OPERATING SYSTEM TO KOLE A

£
\\\\ M R ?gar Décke t Mo 268?069?2 1, filed concurently harewith, antitied ’SYST EM AN{D MET HOD

Efg;RODUC!NG A PROCESSOR MODULE TO AN OPERATING SYSTEM AFTER LOCKSTEP

38

o W

oy 05504 (FTOI4E8)
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L& \IILI\ ST Y] ER DEFARTMENT OF COMMERCE
Uinjted Bgares ll‘asmd and xmdrmxr}: (}r‘!"u:

AM1S %

NOTICE OF ALLOWANCE AND FEE(S) DUE

2R FE DRI

HEWLETT PAUKARD COMPANY

PO BOX 272400, 3404 2 HARMONY ROAD
INTRLLECTUAL PROPERTY ADMINISTRATION
FORT COLLINS, €O 80327-2300

I ART UMY

PAPER MOMBER !

2104
TIATE MATLED: §923/2008

APPLICATRON ], FILINGYRATE

FIRETNAMED ENVENTOR

l.:‘.’]“.’"illR:\"E‘;’ Dy INGL COMPIRMATTON N0, l

1OA72.588 JHERII004
TITLE OF
T RETEC

FON OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Sveil Lo Michacks
SVENTION: SYSTHEAM AND METHOD FOR SWITUHING THE ROLE QF BOOT PROCESSOR TO-ASPARE PROCESSOR RESPONSIVE

2004049731 75

APPEN. TYFE I SMALL ENTITY [

ST DU ] i

AUATION

TATE

ROE l

noAproysional N RJEES! 360 F17 LR2352008
THE APP! i ATION IDENTIFIED ABOVE HAS BEEN EXAMENED AND. lb AL LOWED FOR ISSUANCE AS A PATENT,
B ON THE MERITS IS CLOSED. TS NOTICE OF [ NCOE IS NOT A GRANT OF PATENT RIGHES.
THIS .\I’i’l ICATION IS SUBJECT TO WITHDRAWAL FROM ISSUL AT THE INITIATIVE OF THE OFFICE OR UPON

PEEITION BY THE APPLICANT. SEE 37 CFRIL313AND MPEP 1308,
THE ISSUE FEE AND PUBLICATION FEE (JF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE

MAILING. DATE QF

THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED,
SEATUTORY PERIOD CASNOYL Bl EXTENDED.  SEE 35 US.C, 151
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS u*PLl( ATION.
PREVIQUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE §

THIS
THE ISSUE FEE DUE INDICATED ABOVE DOES
IF AN ISSUE FEE HAS
RETURN OF PART 8 OF THIS FORM

WILL BEE CONSIDEREP A REQUEST TO REAPPLY THI PREVIOISLY PAID ISSUE FEE TOWARD THE ISSHE FEE NOW

DUE.
HOW TOREPEY TO THIS NOTICE:
[ Review (e SMALL ENTITY status shawn above.

1f the SMALL BNTTTY i shown as YES, verify your corrent
SMALL ENTITY sttos:

AL M fhe status is the sapte, pay the TOTAL PEIE(S) BUE shown
above,

R 1§ the status above 15 1o he removed, check box b on Part B -

Bee(s) Transmittal and pay the PU ATHON FEE G required)
and twice the amoual of the ISSUE FEE stiowa above, or

IL PART 8B - FEHE{S
(LISPTON with your ISSUIE FEI and PUBLIC
of Part'B - Feelsy Traismital should be dompletad

and an'e

i the SMALL ENTITY i shown as NO:
AL Pay YOTAL FEES) DUR siown above, or

B, I applicant claimed SMALE BN TITY status befors; or s now
claimisig SMALL ENTITY st heck box 34 pa Pagt § - Pe t‘f\)
Transinittal and pay the PUBLICATION FEIZ (if required) and 1/2
the ISSUE FEE showy above.

vy TRANSMITTAL, orits a.qun {x}mt mmust be completed and retirned o e DUaited States Patent and Trademark Difice
! regaired). I you ase charging the i
xira copy of the form should by subraitted. i an equivatent of Pait B s fijed, a

{5} to vour de p\mt account, seetion "g4h”

reguest o veapply a pravionsly paid ssue fee must b clearly imadi, and delays 1o proeessing may occur dig o the diffieully 1 recogoizing

thie paper as an squivaleat.of Part B.

L Adl communications egarding this apphieation must give the application sumsber. Please dirsct all ecnmmnications prior o issuance {o

Mail Stop ISSUE FEI anless advised 1o the contyary.

BIPORTANT REMINDER: Utility patents isseing on applications filed on or after Pec. 12,

1984 may require payment of

maintenance fecs: 1t is palentee’s responsibility to onsere timely payment of mainlenance fees when due.
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an application. Contldestiafiey Is.governad by 35 U, 3% ’7( H\ 10 This eollection imared for ke 12 mingies o complete, including Sathering, preparing, and
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UNITED STATES PATENT AND TRADEMARK OFFICE

ese A e
ST &'ﬁ{g DEFARTMENT OF COMMERCE

i ll?amu and: Teadewaek Office

358 o

TIE-1ANG

l APPLICATION MO I SILING TATE VIRST NAMET? INVENTOR i ATTORNEY DOSKEUNG. | CONTRMATION MO, ]
YW SRR 250200 Seotd L, Michartiz UG ET 3§ Y
PO - I I EXAMINER !
HEWLETT PACKARD COMPANY HEL DB MINE Y
PO BOX 272400, 3404 2 HARMONY ROAD I ART UATY PAPER NOMRER !
INTELLECTUAL PROY Y ADMINISTRATION LA

FORT COLLINS, €0 80327-2400 AT AT B h0s

Determination of Patent Term Adjustment onder 35 U.S.C. 154 (b)
{application filed on or after May 29, 2000}

The Patent Term Adjustment to date is 529 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that i3 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 329 day(s).

If a Continued Prosecution Apphication (CPAY was filed in the above-identified application, the filing date that
defermines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain mere detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http:/pair.uspto.gov).

Any guestions regarding the Patent Tenm Exiension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (§71)-272-7702. Questions refating to issue and publication fee payments should be
directed to the Custorner Service Center of the Office of Patent Publcation at [<(888)-786-0101 or
(5713272-4200.
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Application No, Applicant{s}
. . 10/872,588 MICHAELIS ET AL,
Notice of Allowability Examiner Art Uit
Dheu-Minh La 2114

- The MAILING DATE of this conimunication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS {S (OR' REMAING) CLOSED in this application. ¥ not included
herewdth {of previously mailedy, a Notice of Allowance (PTOL-85) or other appropriate commimication will be mailed in dise course. THIS
NOTICE OF ALLOWARBILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 GFR 1,313 and MPEP 1308.

1. P This communication is responsive to the inferview on 85708 and communications filed 6/5/08 and 8/10/08.

2. B The atlowsd claimi{s) igtare 1-12 and 16:30 now as [1:271

3, ] Acknowledgment is made of & claim for foreign priority under 35 U.S.C0§ 118(a)-(d) or (7).

a3 an by somer [ None ofthe:
1. [ Certified coples of the priority documents have bean received.
2. [ Gertified copies of the priority documents have baern received it Application.No.
3. [3 Coples of the certified copies of the priotity documents Have: besn receivad in this natiorial stage application from the

International Bureau {PCT Rule 17.2(a)).
* Certified copies nat feceived:
Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements

noted below. Failure to fimely comply will result in ABANDONMENT of this application,
THIS THREE-MONTH PERIOCD 1S NOT EXTENDABLE.

4, 7] A BUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is defisient.
8, [T CORRECTED DRAWINGS { 5 “replacament sheets”) must be submifted.
{ay [ ircluging changes required by the Notice of Drafféperson’s Patent Drawing Review ( PTO948) attached
13 [3 heteto or 2) [ to Paper No/Mail Date
{0y [] incluging changes required by the attached Examiner's Amendment § Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (ses 37 CFR 1.84{c}} should be written on the drawings in the front {not the back} of
each shest. Replacement sheet{s} should be labeled as such in the header according to 37 CFR 1.121{d).

6. ] DEPOSIT OF and/or INFORMATION about the: deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examinar's comment regarding REQUIREMENT £OR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [] Notice of References Cited (PTO-892) 5. {T] Noties of informal Patent Application
2. [[] Netice of Draftperson's Fatent Drawing Review (PT0O-848) 6. Kl interview Summary (PT0-413),
Paper No./Mait Date R
3. [ Information Disclosure Statements (PTOISBIOB), 7. U] Examiner's AniendmeaittComment
Paper No./Mail Date
4, [[] Examinar's Comment Regarding Requirement for Degosit 8. [ Examinar's Statarment of Reasons for Allowance
of Binlogival Matarial
g. M other .
Dieu-Minh Lef _
Primary Examiner, At Unit 2114
5.5, Patant and Trademasy Ofes
PTOL-37 {Rev. 08.06} Neotice of Allowability Fartof Paper No.Mail Biate 20080811
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Application No. Applicant(s)

Interview Summa 10/872,588 MICHAELIS ET AL
' Y Examiner Art Unit
Dieu-Minh Le 2114

All participants {(applicant, applicant’'s representative, FTO personnel):

{13 Dist-Minh Le. (3} .
{2y Augustus Winfield fReg. No. 34.048]. (4) .

Date of Interview: 08 Seplember 2008,

Type: a)X] Telephonic  bY] Video Conference _
o)1 Personal [copy givenio: O] applicant  2)[_] applicants representativie]

Exhibit. shown or demonstration conducted:  d)_] Yes &) No.
¥ Yes, brief description:

Claim(s) discussed: 1-3¢,

Identification of prior art discussed: Safford, Fox and Quach.

Agreement with respact to the claims DB was reached. g | was not reached, Hi[ 1 NA.

Substancs of [nterview including description of the general nature of what was agresd to if an agreemeant was
reached, or any other comments: Main issues discussed were the claimed invention over the above prior arts, double
patenting refection. 38 USC 101 for claims 29-30 and the proposed amended claims 1-30, Applicant's representative
agreed to file TD and supplemental_amendment according fo commitications filed 9/10/2008.

(A fuller description, if necessary, and a copy of the amendments which the exariner agreed would render the claims
allowabls, i available, must be aftached, Also, where ho copy of the amerndmaents that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. {See MPEP Section 713.04}. if a reply fo the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE FPERIQD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE QUBSTANCE OF THE INTERVIEW. See Sumwary of Recard of Interview
requirements on reverse side or on attached shest.

iDheu-Minh Lo/
Frimary Examiner, Art Unit- 2114

L1353, Patast and Trademark ORGT

PTOL-413 (Rev. (M-033) interview Suminary Papear No. 20080917 1

Page 363 of 1042



Search Notes

Application/Control No.

Applicant{s}/Patent Under
Reexamination

10472588 MICHAELIS ET AL
”Ilmm” l‘”"l l m”m - .
Disu-Mink Le 2114
SEARCHED
Class Subclass Date Examiner
714 10, 41, 12,13 9/4/08 dmi
712 31 94158 dimid
SEARCH NOTES
Search Noles Date Examiner
EAST search all files updated 9/4/08 dnd
Inventor name search {4108 dmi
NPL search files [IEEE, Guagle Schilar] 9/11/08 dmi
INTERFERENCE SEARCH
Class Subgclass Date Examiner
714 10-13 9/4/08 dmit
712 31 9/4/08 dmd
Sea Inferference search data file

fQleu-Minh Lef

Pritnary Exaniner &t Unit 2114

115, Patent and Tiademark Office

Page 364 of 1042

Part of Pagerio. | 20080511




Page 1 of

BIB DATA SHEET

N\ Unrrep Staves Patent ann TrAPEMARK OFFICE

CONFIBMATION NO. 1079

SERIAL NUMBER FIUNE’A?{E 371{c) CLASS GROUP ART UNIT ATTQRN§5 DOCKET
10/572,588 10/26/2004 713 2114 2004049731
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Anurupa Rajkuman, Hound Rock, TX;
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