Case 1:22-0v-00840-RP Document 2 Page lofl

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Western District of Texas on the following
[] Trademarks or [M Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
1:23-cv-640 6/6/2023 Western District of Texas

PLAINTIFF DEFENDANT

FORAS TECHNOLOGIES LTD. NISSAN MOTOR COMPANY, LTD. and

ZF FRIEDRICHSHAFEN AG
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 7,502,958 3/10/2009 Foras Technologies Limited

2 7,627,781 12/1/2009 Foras Technologies Limited

3 7,624,302 11/24/2009 Foras Technologies Limited

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment 0 Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy

Copy 1—Upon initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director
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P.O. Box 1450
HRITED STATES Alexandria, Virginia 22313-1450
PATERT AND TRADEMARE OFRILE WWW.uspto.gov

CORRESPONDENCE ADDRESS CHANGE

APPLICATION # FILING OR 371(C) DATE REQUEST ID

10/972,588 10/25/2004 206725

The following fields have been changed to Customer Number 199393 on 04/26/2024 via Patent Center in view of the certification copied below
that authorized the change.

» Correspondence Address

The address for Customer Number 199393 is:

199393 - Atlantic IP

c/o Lombard Geliebter LLP
1325 Sixth Aveneue

28th Floor

New York , NY 10019

I certify, in accordance with 37 CFR 1.4(d)(4), that I am :

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given power of attorney in this

application
Signature Name Registration #
/Antonio PAPAGEORGIOU/ Antonio Papageorgiou 53431
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P.O. Box 1450
HRITED STATES Alexandria, Virginia 22313-1450
PATERT AND TRADEMARE OFRILE WWW.uspto.gov

FEE ADDRESS CHANGE

APPLICATION # FILING OR 371(C) DATE REQUEST ID

10/972,588 10/25/2004 206725

The following fields have been changed to Customer Number 199393 on 04/26/2024 via Patent Center in view of the certification copied below
that authorized the change.

* Maintenance Fee Address

The address for Customer Number 199393 is:

199393 - Atlantic IP

c/o Lombard Geliebter LLP
1325 Sixth Aveneue

28th Floor

New York, NY 10019

I certify, in accordance with 37 CFR 1.4(d)(4), that I am :

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given power of attorney in this

application
Signature Name Registration #
/Antonio PAPAGEORGIOU/ Antonio Papageorgiou 53431
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2\ UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: (P;SW]S“S;)ONER FOR PATENTS

0. Box

Alexandria, Virginia 22313-1450
.80V

APPLICATION NUMBER FILING OR 371(C) DATE | FIRST NAMED APPLICAN”v;ww'usmi ATTY. DOCKET NO./TITLE |
10/972,588 10/25/2004 Scott L. Michaelis 82198514
CONFIRMATION NO. 1079
56436 . POWER OF ATTORNEY NOTICE
e Pt e T e
Mail Stop 79

Fort Collins, CO 80528

Date Mailed: 04/24/2024

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 04/23/2024.
+ The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/ptlewis/

page 1 of 1
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2\ UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: (P;SW]S“S;)ONER FOR PATENTS

0. Box

Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NUMBER FILING OR 371(C) DATE | FIRST NAMED APPLICANT [ ATTY. DOCKET NO./TITLE |
10/972,588 10/25/2004 Scott L. Michaelis 82198514
CONFIRMATION NO. 1079
89220 POA ACCEPTANCE LETTER
Antonio Papageorgiou
Lombard Geliebter LLP N A AR
0OC000000071520303

230 PARK AVENUE 4TH FL WEST
New York, NY 10169

Date Mailed: 04/24/2024

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 04/23/2024.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

Ipflewis/

page 1 of 1
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PTO/AIA/96 (11-23)

Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

First Named Inventor/Patent Owner:Foras TeChnO|09ies Ltd.

Application No./Patent No.: /:624,302 Filed/lssue Date: November 24, 2009

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Titled:
Foras Technologies Ltd. a Corporation
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached™.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: Scott L. Michaelis, Anurupa Rajkumari & Wiliam B. McHardy .. Hewlett-Packard Development Company, L.P.

The document was recorded in the United States Patent and Trademark Office at

Reel 015932 , Frame 0117 , or for which a copy thereof is attached*.
2 From: Hewlett-Packard Development Company, L.P. .. Hewlett Packard Enterprise Development LP

The document was recorded in the United States Patent and Trademark Office at
Reel 037079 , Frame 0001 , or for which a copy thereof is attached™.

[Page 1 of 2]
A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with
an information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB
Control Number. The OMB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 12 minutes per
response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and
reviewing the information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions
for reducing this burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email
InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

If you @@ﬂiﬁdaﬁfﬁﬁﬁoﬂ@gﬂgg%%ﬂﬂll04@31’@-@[2%715[ select option 2.
Page 6 of 322



PTO/AIA/96 (11-23)

Approved for use through 05/31/2024. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3 From' Hewlett Packard Enterprise Development LP, Hewlett Packard Enterprise Company TO . SOnra" Memory’ L‘td .

4. From: Sonrai Memory, Ltd.

The document was recorded in the United States Patent and Trademark Office at
Reel 052567 , Frame 0734 , or for which a copy thereof is attached™.

To: Foras Technologies Ltd.

5. From:

The document was recorded in the United States Patent and Trademark Office at
Reel 058992 , Frame 0571 , or for which a copy thereof is attached™.

To:

6. From:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached*.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached™.

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

Signature

Antonio Papageorgiou

Printed or Typed Name

*As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.
/Antonio Papageorgiou/

April 23, 2024

Date
53431

Title or Registration Number

Page 7 of 322
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. The United States Patent and Trademark
Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s system of
records is used to manage all applicant and owner information including name, citizenship, residence, post office
address, and other information with respect to inventors and their legal representatives pertaining to the
applicant's/owner’s activities in connection with the invention for which a patent is sought or has been granted. The
applicable Privacy Act System of Records Notice for the information collected in this form is COMMERCE/PAT-
TM-7 Patent Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013). https://
www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07341. pdf

Routine uses of the information in this record may include disclosure to:

1) law enforcement, in the event that the system of records indicates a violation or potential violation of law;
2) a federal, state, local, or international agency, in response to its request;

3) a contractor of the USPTO having need for the information in order to perform a contract;

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires
disclosure of the record;

5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record;

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to
opposing counsel in the course of settlement negotiations;

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of records
conducted by GSA under authority of 44 U.S.C. 2904 and 29086, in accordance with the GSA regulations and any
other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make determinations
about individuals;

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the
Atomic Energy Act (42 U.S.C. 218(c));

9) the Office of Personnel Management (OPM) for personnel research purposes; and
10) the Office of Management and Budget (OMB) for legislative coordination and clearance.
If you do not furnish the information requested on this form, the USPTO may not be able to process and/or

examine your submission, which may result in termination of proceedings, abandonment of the application, and/or
expiration of the patent.

Copied from 90019243 on 04/23/2024
Page 8 of 322



PTO/AIA/81B (07-13)
Approved for use through 09/30/2025. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number
( REEXAMINATION OR SUPPLEMENTAL Control Number(s) 90/019,243 \
EXAMINATION — PATENT OWNER POWER OF Filing Date(s) September 1, 2023
ATTORNEY OR REVOCATION OF POWER OF First Named Inventor | Scott L. Michaelis
ATTORNEY WITH A NEW POWER OF ATTORNEY Title System And Method For Swich ng The Ro e Of Boot Processor To A Spa
AND CHANGE OF CORRESPONDENCE ADDRESS | Patent Number 7,624,302
FOR REEXAMINATION OR SUPPLEMENTAL Examiner Name My Trang Ton
\_ EXAMINATION AND PATENT Attorney Docket No(s) | FTL-REX243 J

I. Power of Attorney. This form may be used to change the Power of Attorney in a reexamination or
supplemental examination proceeding (or multiple proceedings where merged). This form may also be used to
change the Power of Attorney in the patent file; in such a case, a copy of this form will be placed in both the patent
file and the reexamination or supplemental examination proceeding.

A. Revocation of Previous Power of Attorney. | hereby revoke all previous patent owner powers of attorney, if
any, given:

IE in the above-identified reexamination or supplemental examination proceeding control number(s) (more than
one may be changed only if the proceedings are merged).

|§| in the file of the above-identified patent.

{check BOTH boxes if change in BOTH the patent file and the reexamination or supplemental examination
proceeding is requested).

B. Designation of Power of Attorney.

|:| A Power of Attorney is submitted herewith.

OR
| hereby appoint Practitioner(s) associated with the Customer Number identified in the box at
right as my/our attorney(s) or agent(s) to prosecute the proceeding(s)/patent identified above 89220
and selected in section I(A), and to transact all business in the United States Patent and
Trademark Office connected therewith:

OR
| hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) to prosecute the proceeding(s)
identified above, and to transact all business in the United States Patent and Trademark Office connected
therewith:

Practitioner(s) Name Registration Number

Authorization for the Power of Attorney is provided by the signature on page 2 of this form.

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure
to comply with an information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information
collection has a currently valid OMB Control Number. The OMB Control Number for this information collection is 0651-0035. Public burden for
this form is estimated to average 15 minutes hour per response, including the time for reviewing instructions, searching existing data sources,
gathering and maintaining the data needed, and completing and reviewing the information collection. Send comments regarding this burden
estimate or any other aspect of this information collection, including suggestions for reducing this burden to the Chief Administrative Officer,
United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email InformationCollection@uspto.gov. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. If filing this completed form by mail, send to: Commissioner for Patents, P.O. Box
1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

Copied from 90019243 on 04/23/2024
Page 9 of 322
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AQ 120 (Rev. 08710}
TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S, Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. Distriet Court Western District of Texas on the following

[ Trademarks or [ Patents, ¢ [ the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED 1).8. DISTRICT COURT
1:23-cv-640 6/6/2023 Western District of Texas

PLAINTIFF DEFENDANT

FORAS TECHNOLOGIES LTD. NISSAN MOTOR COMPANY, LTD. and

ZF FRIEDRICHSHAFEN AG
PATENT OR DATE OF PATENT . . .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 7,502,958 3/10/2009 Foras Technologies Limited

2 7,627,781 12/1/2009 Foras Technologies Limited

3 7,624,302 11/24/2009 Foras Technologies Limited

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment ] Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT | N . .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

|

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISTON/JUDGEMENT

CLERK (BY) DERUTY @] DATE

Philip J. Devlin 06/09/2023

Copy 1—Upon initiation of action, mail this copy to DirgetgF py 3—Upon termination of action, mail this copy to Director
Copy 2—Upen filing document adding patent(s), mail this"copy tu Director Copy 4—Case file copy

= it severe [ et |
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Case 2:23-cv-00150-0RG  Document 2 Filed 0470523 Page 1 of & PageiD & 221

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas on the following
[] Trademarks or [MPatents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:23-cv-150 4/5/2023 Eastern District of Texas

PLAINTIFF DEFENDANT

FORAS TECHNOLOGIES LTD. Toyota Motor North America, Inc., et al.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 7,502,958 3/10/2009 Foras Technologies Limited

2 7,627,781 12/1/2009 Foras Technologies Limited

3 7,624,302 11/24/2009 Foras Technologies Limited

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment [ Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

Page 12 of 322




UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov’

| APPLICATION NUMBER | PATENT NUMBER | GROUP ART UNIT | FILE WRAPPER LOCATION |

10/972,588 7624302 2114 9200

T

Correspondence Address/Fee Address Change

The following fields have been set to Customer Number 56436 on 03/18/2016
« Correspondence Address
« Maintenance Fee Address

The address of record for Customer Number 56436 is:

56436

Hewlett Packard Enterprise
3404 E. Harmony Road
Mail Stop 79

Fort Collins, CO 80528

PART 1 - ATTORNEY/APPLICANT COPY
page 1 of 1
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2 UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| APPLICATION NUMBER | PATENT NUMBER | GROUP ART UNIT | FILE WRAPPER LOCATION |

10/972,588 7624302 2114 9200

e

Correspondence Address/Fee Address Change

The following fields have been set to Customer Number 22879 on 06/14/2010
« Correspondence Address
« Maintenance Fee Address
« Power of Attorney Address

The address of record for Customer Number 22879 is:

22879

HEWLETT-PACKARD COMPANY
Intellectual Property Administration
3404 E. Harmony Road

Mail Stop 35

FORT COLLINS, CO 80528

PART 1 - ATTORNEY/APPLICANT COPY
page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 7,624,302 B2 Page 1 of 1
APPLICATION NO. : 10/972588

DATED : November 24, 2009

INVENTOR(S) . Scott L. Michaelis et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In column 20, line 13, in Claim 13, after “the” delete “s™.
In column 20, line 16, in Claim 13, before “processor;” insert -- boot --.

In column 21, line 8, in Claim 26, before “means” insert -- system firmware --.

Signed and Sealed this

Sixteenth Day of February, 2010

D@w}‘ - KW

David J. Kappos
Director of the United States Patent and Trademark Office

Page 15 of 322



INTHE UNITED STATES PATENT & TRADEMARK OFFICE

ATTORNEY DOCKET NUMBER: 2604049731
TN RE APPLICATION QF: U.S, Patent No. 7024302
USPTO CONFIRMATION CODE: 1079
APPLICATION NO. 1972588
FILEDx Oet. 25, 2004
EXAMINER: DIEUMINHTLE
GROUP ART UNIT: 2134
FOR: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT

PROCESROR TO A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS
QF LOCKSTEP IN A BOOT PROCESSOR

37 CFR 1322 & 37 CPR 1,323 REQUEST FOR CERTIFICATE OF CORRECTION

HONORABLE COMMISSIONER OF PATENTS & TRADEMARKS
Sin

“he following s a reguest for a certificate of comection in Sertal Number
I0/972,588, now Patent Number 7.624,302.

y.,

*"% Cf.‘i“;iﬁta R i corvecticny under 35 USC 254 15 respectindly requested in the

All errors were the fault of the USPTO, no fee required. In the event that a farther
fee is required, please charge the amount to Deposit Account No. 082025,

[ 1 All errors were the fault of the applicant and, accordingly. please charge $1068.68
to our Deposit Account No. 082025, In the event that a further fee is requirved, please
charge the amount to the same Depesit Account.

[ 1 Theerrors were the fault of both the applicant and USPTO and, accordingly,
please charge $188.80 to our Deposit Acconnt No! 082023, s the event that g further fee

is required, please charge the amount to the same Deposit Account,

The exact locations where the errors appear in the patent and patent application
are as follows:

Page 16 of 322



incolumn 20, Hue 13, i Claun §3 after “the” delete “s™

{ Amendments © Claims filed on Sep. 10, 2008, page 4, in claim 18, line §)

Iy columy 20, tine 16, in Claim 13, before “processor;” insert - - boot ~ -,
{Amendments 1o Claims fled on Sep. 10, 2008, page 4, in claim 16, line 9)

I coluran 21, hie 8, in Claim 26, before “means™ msert - - sy

stem firmware - -

{Amendments to Claims filed on Sep. 10, 2008, page 5, in ¢ claim 7 29, line 4)

The requested corrections are attached on Form PTO 1050,

Respectfully Submitted

Attorney/Agen

Hewlett-Packard Company
Inteliectual Property Administration
3404 B, Harmony Read
hiadl Stop 35

Fort Collins, CO 80328

]
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amount of ime you roquire to completa this form and/or suggestions for reducing this burden, should ba sent to the Chief Informatlon Officer, U.S. Patent and
Tradomark Office, P.O, Box 1450, Aloxandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:

Commlsslonor for Patents, P,0, Box 1459, Alexandrla, VA 22313-1450.
if you need assistance In completing the form, call 1-800-PT0-9199 (1-800-786-9199) and seloc! option 2. 4
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CENTRAL PAX CENTER
HEWLETT-PACKARD CDMPANYA PATENT APPLICATION
Intallectual Property Administration
P.O. Box 272400
Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 200404973-1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s); Scott L. Michaelis et al Confirmation No.: 1078 -
Application No.: 10/972,588 Examiner: Dieu-Minh Le
Filing Date: Oct 25, 2004 Group ArtUnit: 2114

Title: System And Method For Switching The Role Of Boot Processor To A Spare Processor Responsive To
" Detaction OF Loss Of Lockstep in A Boot Processor

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

This Information Disclosure Statemant is submitted:
[J under37 CFR 1.97 (b), or
(Within three months of fillng national application; or date of entry of national apphcatxon or before mailing
date of first action on the merits; whichever occurs last)
] under 37 CFR 1.87 (c), together with either a;
Statement under 37 CFR 1.97 {g), or
H a $180 fee under 37 CFR 1.17 {p), or
(After the CFR 1.97 (b) time period, but bafore final action or notice of aflowance, whichever occurs first)
under 37 CFR 1.97 {d), together with a:
Statement under 37 CFR 1.97 (e)(1) or (2), and
a $180 fee set forth in 37 CFR 1.17 (p)

(Flled after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of $ 180.00 | Atany time during the pendency of this application,
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25,

Applicant(s) submit herewith form PTO/SB/08B - Information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant(s) are aware, which applicant(s) belleve(s) may be material to
the examination of this application and for which there may be a duty to disclose in accordance with 37 CFR 1.56.

D A conclse explanation of the relevance of forelgn language patents, foreign language publications and other foreign
language information listed on PTO/SB/08B, as presently understood by the Individual(s) designated in 37 CFR 1.56
(c) most knowledgeable about the contant is given on the attached sheet, or where a foreign language patent is cited
in a search report or other action by a foreign patent office in a counterpart forelgn application, an english language
version of the search report or action which indicates the degree of relevance found by the forelgn ofﬁce is listed on
form PTO/SB/O8B and Is enclosed.

it is requested that the information disclosed hereln be made of record in this application.

[ | hereby certity that this corespondence is being ’ -
deposited with the United States Postal Service Respectfully submitted,

as first class mail in an envelope addressed to: . . "
Commisslonar for Patents, Alexandria, VA 22313-1450 Scott L. Michaelis et al
Date of Deposit: . By Lut
OR Steven L Webb
[X] | hereby centify that this paper Is belng X
transmilted to the Patent end Tredemark Offica Attomey/Agent for Applicani(s)
facsimile number (571) 273-8300 .
Data of facsimile: 1605 OQ Reg No,: 44,395
Typed Name: Marcl Santlllanas Date : /0/}/0?‘

Signature: ~7\\ny 140 m Telephone : 970 898 3451

Rev 10408 (IDSCart)

10/06/2009 HMARZI1 00000010 082025 10972588
01 FC:1806 180.00 DR

PA@@W 1042009 1:17:36 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-5/0 * DNIS:2738300* CSID:970 898 2590 * DURATION (mm-ss):0648
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CENTRAL FAX OENTER

OCT 05 2009

HEWLETT-PACKARD COMPANY PATENT APPLICATION

Intellectual Property Administration
P.O. Box 272400 ATTORNEY DOCKET NO,

200404973-1

Fort Collins, Colorado 80527-2400
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Scott L. Michaelis ct al Confirmation No.: 1079
Application No.: 10/972588 Examiner: Dieu-Minh Le
Filing Date: Oct 25, 2004 Group ArtUnit: 2114

Titla; SYstem And Method For Switching The Rote Of Boot Processor To A Spare Processor Responsiva To

Detection Of Loss Of Lockstep In A Boot Pracessor

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandyia, VA 22313-1450

STATEMENT UND 97 (e

The undersigned hereby cerifies that either:

[] Eachitem of information contained in the Infarmation Disclosure Statement was dlted for the first time in
any communication from a foreign patent office in a counterpart faretgn application, not more than three

months prior to the filing of the statement, or

No item of information contained in the Information Disclosure Statement

— was cited in a communication from a fareign patent office in a counterpart forelgn application, and

- to the knowledge of the undersigned, after making reasonabla inquiry, was known to any designated in
37 CFR 1.56 (c) more than three months prior to the filing of the Information Disclosure Statement.

0 [ hereby cerlify that this correspondence is being

deposited with the United Statas Postal Senvice Respectfully submittad,
as {irst class mail in an envelope addressed to: o
Commissloner for Fatents, Alexandria. VA 223138-1450 Scott L. Michaells et al
Date of Depasit By b
OR Steven L Webb

[x] !hereby cedity that this paper is being
transmitled o the Palent and Trademark Office
facsimile number (571) 273-8300.

Date of facsimile: 100509

Typed Nama:  Marci Santillan Date: /i 0/5/&9
Signature: m%amﬁmw Telephone : 670 898 3451

RegNo.: 44,385

Rev 10/00 (Sx11570)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

22879 7590 07/14/2009 I E INER |

HEWLETT PACKARD COMPANY
P O BOX 272400, 3404 E. HARMONY ROAD |
INTELLECTUAL PROPERTY ADMINISTRATION
FORT COLLINS, CO 80527-2400

LE, DIEUMINH T

ART UNIT PAPER NUMBER |

2114
DATE MAILED: 07/14/2009

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/972,588 10/25/2004 Scott L. Michaelis 200404973-1 1079

TITLE OF INVENTION: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE
TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1510 $300 $0 $1810 10/14/2009

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE.
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

ingicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

22879 7590 07/14/2009
Certificate of Mailing or Transmission
HEWLETT PACKARD COMPANY I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
P O BOX 272400, 3404 E. HARMONY ROAD addressed to the Mail Stop ISSUE FEE address above, or being facsimile
INTELLECTUAL PROPERTY ADMINISTRATION transmitted to the USPTO (571) 273-2885, on the date indicated below.

FORT COLLINS, CO 80527-2400

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/972,588 10/25/2004 Scott L. Michaelis 200404973-1 1079
TITLE OF INVENTION: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE
TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1510 $300 $0 $1810 10/14/2009
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
LE, DIEU MINH T 2114 714-012000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - #of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will va.g de ending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,%.o.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
10/972,588 10/25/2004 Scott L. Michaelis 200404973-1 1079
22879 7590 07/14/2009 I EXAMINER |
HEWLETT PACKARD COMPANY LE, DIEUMINH T
P O BOX 272400, 3404 E. HARMONY ROAD | ART UNIT PAPER NUMBER |

INTELLECTUAL PROPERTY ADMINISTRATION
FORT COLLINS, CO 80527-2400

2114
DATE MAILED: 07/14/2009

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 529 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 529 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.

Page 3 of 3
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Application No. Applicant(s)

. . 10/972,588 MICHAELIS ET AL.
Notice of Allowability Examiner Art Unit
Dieu-Minh Le 2114

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to the RCE filed 5/12/09.

2. X The allowed claim(s) is/are 1-12 and 16-30 [now as 1-27].

3. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[J Al b)[JSome* c)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies notreceived: __
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will resultin ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [] hereto or 2) [] to Paper No./Mail Date .

(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [ Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .
3. [ Information Disclosure Statements (PTO/SB/08), 7. ] Examiner's Amendment/Comment
Paper No./Mail Date 5/12/09, 5/28/09, 5/29/09, 6/1/09, 6/2/09, and
6/3/09
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [] Examiner's Statement of Reasons for Allowance
of Biological Material
9. [ other .
/Dieu-Minh Le/
Primary Examiner, Art Unit 2114
U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20090701
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Under the Paperwork Reduction Act of 1995. no persons are
f Substitute for form 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Use as many sheets as necessary)

Complete if Known

PTO/SB/08b (03-09)
Approved for use through 04/30/2009. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
required to respond to a collection of information unless it contains a valid OMB control number.

Application Number

10/972,588

Filing Date

10/25/2004

First Named Inventor

Scott L. Michaelis

Art Unit

2114

Examiner Name

Le, Dieu Minh T.

Sheet |4

of |1

Attorney Docket Number

2004049731

NON PATENT LITERATURE DOCUMENTS

Examiner
Initials™®

Cite

No.

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue
number(s), publisher, city and/or country where published.

Notice of Allowance for Serial No. 10/972,835 dated 11-20-2008 in the

United States

Notice of Allowance for Serial No. 10/972,835 dated 8-1-2008 in the United

States

Office Action for Serial No. 10/972,835 dated 3-3-2008 in the United States

Office Action for Serial No. 10/972,835 dated 7-12-2007 in the United States

Examiner
Signature

/Bieu Minh Le/

Date
Considered

05/29/2008

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.
1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including

gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.L/
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Under the Paperwork Reduction Act of 1995. no persons ar
f Substitute for form 1449/PTO

PTO/SB/08b (03-09)
Approved for use through 04/30/2009. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

> required to respond to a collection of information unless it contains a valid OMB control number.
Complete if Known

Application Number 10/972.588
INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named Inventor  [guott [ Michaelis
Art Unit 2114
(Use as many sheets as necessary) -
Examiner Name Le, Dieu Minh T.
Sheet |1 of |1 Attorney Docket Number 200404973-1
NON PATENT LITERATURE DOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials™ No." the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T2
number(s), publisher, city and/or country where published.
Office Action for Serial No. 10/973,003 dated 3-5-2008 in the United
States
Office Action for Serial No. 10/973,003 dated 9-12-2007 in the United States
p—
—
Examiner i ‘ ; Date ,
Signature /Dieu Minh Le/ Considered 06/17/2009

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.
1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including

gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.L/
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PTO/SB/08b (03-09)
Approved for use through 04/30/2009. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995. no persons are
Complete if Known
Substitute for form 1449/PTO

required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 10/972,588
INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named Inventor  [guott [ Michaelis
Art Unit 2114
(Use as many sheets as necessary) -
Examiner Name Le, Dieu Minh T.
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659

(714/13).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
15:07

658

(714/10).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
15:07

o

96

(712/31).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
15:07

S

(S42 $43 S44 $45 S46)
and S31 and S33

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2008/02/14
15:07

o

($42 $43 $44 $45 346)
and S31 and S32 and
S37 and 40

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
15:08

49

40917

multi-processor "multi
processor” (plural$3 adj
processor)

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
12:32
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1850

1742

(boot$4 or initializ$4) adj
processor

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
12:32

94

S50 same $49

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
12:32

16

(assign$4 giv$3 order$3
decid$3 mak$3) same
role same S50

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
12:35

2459

lockstep lock-step

US-PGPUB;
USPAT;
USOCR; EPQO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:00

1S54

25133

(loss adj S53) LOL

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:00

56

(detect$3 or track$4) adj
S54

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:00

56

13

S51 same S55

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:00

S56 not S52

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:01
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1S58

803

(714/11).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:01

1859

370

(714/12).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:01

1860

693

(714/13).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:01

682

(714/10).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:01

82

104

(712/31).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:01

1863

2237

S58 S59 S60 S61 S62

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2008/09/04
13:01

S64

803

(714/11).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:02

289

spare adj processor

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:02
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1S66

15

S55 and S50 and S65

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:02

867

221

(loss lose 10s$3 lost$3)
same (lockstep lock-step
"lock step")

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:02

1568

92

(detect$3 track$3
monitor$3) same S67

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:02

1869

$68 and S64 and S66

US-PGPUB;
USPAT;
USOCR; EPQO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
13:02

s70

803

(714/11).ccls.

US-PGPUB;

USPAT; USOCR

OR

ON

2008/09/04
13:46

571

370

(714/12).ccls.

US-PGPUB;

USPAT; USOCR

OR

ON

2008/09/04
13:46

72

693

(714/13).ccls.

US-PGPUB;

USPAT; USOCR

OR

ON

2008/09/04
13:46

73

563

(714/10).ccls.

US-PGPUB;

USPAT; USOCR

OR

ON

2008/09/04
13:46

574

15199

without same (shutt$3
turn-off power-off) same
((operating adj system)
0S)

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
14:09

s75

S52 and S74

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
14:10

576

S75 not S56

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/09/04
14:12

7/1/09 3:47:32 PM
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USPAT; USOCR 06:05
A2 421 {(714/12).ccls. US-PGPUB; OR ON 2009/07/02
USPAT; USOCR 06:05
L3 763 (714/13) .ccls. US-PGPUB; OR ON 2009/07/02
USPAT; USOCR 06:05
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? redundan$4 backup USPAT; USOCR 06:06
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: processor
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: failover fail-over "fail USPAT; USOCR 06:07
over") same (spare slave
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back-up "back up"
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g processor
AL10 212 (loss lose 10s$3 lost$3) US-PGPUB; OR ON 2009/07/02
same (lockstep lock-step {USPAT; USOCR 06:08
: "lock step")
AL 210 (detect$3 track$3 US-PGPUB; OR ON 2009/07/02
monitor$3) same 8 USPAT; 06:12
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13

12 and 9 and 10 and 1

US-PGPUB;
USPAT;
USOCR; EPO;
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DERWENT;
IBM_TDB

OR

ON

2009/07/02
06:12

L14

12 and 9 and 10 and 2

US-PGPUB;
USPAT;
USOCR; EPQ;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/02
06:12

115

12 and 9 and 10 and 3

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/02
06:13

16

12 and 9 and 10 and 4

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/02
06:13

7

12 and 9 and 10 and 5

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/02
06:13

18

13

("714"/$.ccls.) and 12
and 9 and 10

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/02
06:13

§L19

("711"/$.ccls.) and 12
and 9 and 10

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/02
06:13

120

("712"/$.ccls.) and 12
and 9 and 10

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/07/02
06:14

7/2/09 6:14:21 AM
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detecting loss of lockstep multi-processor boot processor switching spare processor - Google Search

Advancad Sagrch
Frefarences

Web Show options... Results 1- 10 of about 601 for detecting loss of lockstep multi-processor boot processor switching spare processor. (0.58 seconds)

1. System and method for confiquring locksten mode of 8 processor ...

A system comprising: a processor module that supports lockstep mode of operation
; . “Oystem and Method for Switching the Role of Boot Processor to a Spare
Processor Responsive to Detection of Loss of Lockstep in a Boot Processor”. .
and method for terminating lock-step sequences in a multiprocessor system ...

M dad ol L o T N i
VAR KD VST TOLARTY LIS I TARYO S S Mg e e ey |
W DRI UG DRTRMS { JUUOU G i

2. System and method for configuring lockstep mode of a processor ..

Dec 11,2007 ... A system comprises a processor module that supports lockstep
mode of operation. ... in a Multi-Processor System a Spare Processor That is in
Lockstep for Use ... and Method for Switching the Role of Boot Processor to a
Spare Processor Responsive to Detection of Loss of Lockstep in a Boot
Processor”. ..

’
i S an i
‘@‘&"E:\!‘b"%":?i)e;\.)\«\\ INUHHE

e O
ot

3. Sel-chacked, fock sten processor pairs - Patent 6233702

A multiprocessor system includes a number of sub-processor systems, .. system for
a multiple processor telecommunications switching control, February, 1983, De et
al. ... 4907228 is also an example of this pair-and-spare technique, ...... the local
router will subsequently detect the loss of keep-alive symbols, ...

W B -

WY

4. por) Softwara Optimization Guide for the AMD Hammer Processer
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- PDF/Adobe Acrobat

Chapter 11, "Multiprocessor Considerations,” discusses processoricore selection
and related ...... Many compilers have an “assume no aliasing” optimization
switch. ...... The application is also typically responsible for detecting the ......
counters in a processor and these counters are rncremen ted in lockstep. ...

v amd.comius-eniassels/conts il 't en fwhite., 40546, §3w - &

5. Processor tditorial Article - Product Releases

May 8, 2009 ... Marathon Technologies everRun VM Lockstep & everRun 2G ....
Manager is connected between a network patch panel and a switch or router, w.
Updated every four hours, a list of precompiled malware-detection rules lets the

ClamAv .. Wr th an Intel Xeon Nehalem 5500 Serres processor, the Stirling 118m ...

wiw procasser comisdionalimticle asp v

6. MD-11 Electronic insirument System - Digital Avionics Systems .

Should a failure occur, the Master Caution or Master Warning switch/light ...
Monitoring within each DEU is capable of detecting a loss of DU ... Each processor
board is capable of running at a sustained rate of 3.6 ... d) 16Kbytes Boot PROM
(UVPROM) lock- step processrng to implement software partrtronrng

meayplore iege. ot 82148 plf P,

7. Unixware 7 Non stop Clusters

A CPU dies, but its twin, which has been running in lockstep all this time, ... the
hardware identically, and the spare sits around waiting for the need. ... NUMA clusters
work by extending memory across multiple machines. .... Well, gee, if processor 1 i
done, then it is available for mare work, isn't it? ...

AL
aplawrence. comyUN/chusters himd

8. Eror detection/correction and fault detectionireoovery inventions ...

Jul 19,2007 ... The number of spare servers is reduced for improving the ...
20070174689 - Computer platform embedded operating system backup switching
handling method and system: ... 20070174687 - Systems and methods for maintaining
lock step ...... 20070168760 Saving state datarnparallel in a multi-processor ...
www irgshpalents.com/Eror-detection-comsction-and-fault detection-recovery-
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9. poFy HF ROM-Based Setup Utility User Guide

Fila Fovnal PDF/Adobe Acrobat - iew as HTML

Selecting the primary boot controller. «. Configuring online spare memory ...

Lockstep Mode provides increased data protection by enabling ...... Multi-Processor
Specification (MPS) Table Mode (on page 105) ..... ROM-based utilities generically
switch to run in either Windows® or VT100 mode to provide maximum ..

N, \v‘ \f‘ 4 f‘
NG00 waw? hpeomboidocs/sippon AU 70T pedf -

10, NEC Fault-Tolerant Linux Server

A stock Linux kernel provides too little error detection and recovery for ... Both
modules run the same instructions in lockstep, checking each ... After pressing the
power swilch, located under a hinged plastic ... We compared this server to a spare
generic server having asingle Athlon XP 2100+ processor using ...

ww fintdournal comfartiole 8T8 - G
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26 29 v = = =
27 30 v = = =
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
Intellectual Property Administration

P.O. Box 272400
Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 2004049731

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examiner:Le, Dieu Minh T.
Filing Date: 10/25/2004 Group Art Unit: 2114
Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE

PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

This Information Disclosure Statement is submitted:
under 37 CFR 1.97 (b), or

(Within three months of filing national application; or date of entry of national application; or before mailing
date of first action on the merits; whichever occurs last)

|:| under 37 CFR 1.97 (c), together with either a:
[ ] Statementunder 37 CFR 1.97 (e), or
[ ] a$180 fee under 37 CFR 1.17 (p), or
(After the CFR 1.97 (b) time period, but before final action or notice of allowance, whichever occurs first)

D under 37 CFR 1.97 (d), together with a:
D Statement under 37 CFR 1.97 (e)(1) or (2), and
D a $180 fee set forth in 37 CFR 1.17 (p)

(Filed after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of $ 0.00 . At any time during the pendency of this application,
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25.

Applicant(s) submit herewith form PTO/SB/08B - Information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant(s) are aware, which applicant(s) believe(s) may be material to
the examination of this application and for which there may be a duty to disclose in accordance with 37 CFR 1.56.

[ ] A concise explanation of the relevance of foreign language patents, foreign language publications and other foreign
language information listed on PTO/SB/08B, as presently understood by the individual(s) designated in 37 CFR 1.56
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language
version of the search report or action which indicates the degree of relevance found by the foreign office is listed on
form PTO/SB/08B and is enclosed.

It is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaelis

By: /Robert W. Nelson/
Robert W. Nelson, Esq.
Attorney/Agent for Applicant(s)
Reg No.: 37,898
Date : June 3, 2009
Telephone : (303) 298-9888
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1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
Intellectual Property Administration

P.O. Box 272400
Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 2004049731

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examiner:Le, Dieu Minh T.
Filing Date: 10/25/2004 Group Art Unit: 2114
Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE

PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

This Information Disclosure Statement is submitted:
under 37 CFR 1.97 (b), or

(Within three months of filing national application; or date of entry of national application; or before mailing
date of first action on the merits; whichever occurs last)

|:| under 37 CFR 1.97 (c), together with either a:
[ ] Statementunder 37 CFR 1.97 (e), or
[ ] a$180 fee under 37 CFR 1.17 (p), or
(After the CFR 1.97 (b) time period, but before final action or notice of allowance, whichever occurs first)

D under 37 CFR 1.97 (d), together with a:
D Statement under 37 CFR 1.97 (e)(1) or (2), and
D a $180 fee set forth in 37 CFR 1.17 (p)

(Filed after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of $ 0.00 . At any time during the pendency of this application,
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25.

Applicant(s) submit herewith form PTO/SB/08B - Information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant(s) are aware, which applicant(s) believe(s) may be material to
the examination of this application and for which there may be a duty to disclose in accordance with 37 CFR 1.56.

[ ] A concise explanation of the relevance of foreign language patents, foreign language publications and other foreign
language information listed on PTO/SB/08B, as presently understood by the individual(s) designated in 37 CFR 1.56
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language
version of the search report or action which indicates the degree of relevance found by the foreign office is listed on
form PTO/SB/08B and is enclosed.

It is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaelis

By: /Robert W. Nelson/
Robert W. Nelson, Esq.
Attorney/Agent for Applicant(s)
Reg No.: 37,898
Date : June 2, 2009
Telephone : (303) 298-9888
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
Intellectual Property Administration

P.O. Box 272400
Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 2004049731

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examiner:Le, Dieu Minh T.
Filing Date: 10/25/2004 Group Art Unit: 2114
Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE

PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

This Information Disclosure Statement is submitted:
under 37 CFR 1.97 (b), or

(Within three months of filing national application; or date of entry of national application; or before mailing
date of first action on the merits; whichever occurs last)

|:| under 37 CFR 1.97 (c), together with either a:
[ ] Statementunder 37 CFR 1.97 (e), or
[ ] a$180 fee under 37 CFR 1.17 (p), or
(After the CFR 1.97 (b) time period, but before final action or notice of allowance, whichever occurs first)

D under 37 CFR 1.97 (d), together with a:
D Statement under 37 CFR 1.97 (e)(1) or (2), and
D a $180 fee set forth in 37 CFR 1.17 (p)

(Filed after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of $ 0.00 . At any time during the pendency of this application,
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25.

Applicant(s) submit herewith form PTO/SB/08B - Information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant(s) are aware, which applicant(s) believe(s) may be material to
the examination of this application and for which there may be a duty to disclose in accordance with 37 CFR 1.56.

[ ] A concise explanation of the relevance of foreign language patents, foreign language publications and other foreign
language information listed on PTO/SB/08B, as presently understood by the individual(s) designated in 37 CFR 1.56
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language
version of the search report or action which indicates the degree of relevance found by the foreign office is listed on
form PTO/SB/08B and is enclosed.

It is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaelis

By: /Robert W. Nelson/
Robert W. Nelson, Esq.
Attorney/Agent for Applicant(s)
Reg No.: 37,898
Date : June 2, 2009
Telephone : (303) 298-9888

Rev 10/08 (E-IDS)
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PTO/SB/08b (03-09)
Approved for use through 04/30/2009. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995. no persons are
Complete if Known
Substitute for form 1449/PTO

required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 10/972.588

INFORMATION DISCLOSURE | Filing Date 10/25/2004

STATEMENT BY APPLICANT | First Named Inventor  [goott| | wichaelis

Art Unit 2114
(Use as many sheets as necessary) -
Examiner Name Le, Dieu Minh T.
Sheet [4 of |1 Attorney Docket Number 200404973-1
NON PATENT LITERATURE DOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials™ No." the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T2
number(s), publisher, city and/or country where published.
Notice of Allowance for Serial No. 10/973,076 dated 11-28-2008 in the
United States
Notice of Allowance for Serial No. 10/973,076 dated 7-16-2008 in the United
States
Notice of Allowance for Serial No. 10/973,076 dated 6-3-2008 in the United
States
Final Office Action for Serial No. 10/973,076 dated 2-27-2008 in the United
States
—
Office Action for Serial No. 10/973,076 dated 9-12-2007 in the United States
Notice of Allowance for Serial No. 10/972,888 dated 11-14-2007 in the United
States
L
Office Action for Serial No. 10/972,888 dated 7-18-2007 in the United States
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.

1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
Intellectual Property Administration

P.O. Box 272400
Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 2004049731

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examiner:Le, Dieu Minh T.
Filing Date: 10/25/2004 Group Art Unit: 2114
Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE

PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

This Information Disclosure Statement is submitted:
under 37 CFR 1.97 (b), or

(Within three months of filing national application; or date of entry of national application; or before mailing
date of first action on the merits; whichever occurs last)

|:| under 37 CFR 1.97 (c), together with either a:
[ ] Statementunder 37 CFR 1.97 (e), or
[ ] a$180 fee under 37 CFR 1.17 (p), or
(After the CFR 1.97 (b) time period, but before final action or notice of allowance, whichever occurs first)

D under 37 CFR 1.97 (d), together with a:
D Statement under 37 CFR 1.97 (e)(1) or (2), and
D a $180 fee set forth in 37 CFR 1.17 (p)

(Filed after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of $ 0.00 . At any time during the pendency of this application,
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25.

Applicant(s) submit herewith form PTO/SB/08B - Information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant(s) are aware, which applicant(s) believe(s) may be material to
the examination of this application and for which there may be a duty to disclose in accordance with 37 CFR 1.56.

[ ] A concise explanation of the relevance of foreign language patents, foreign language publications and other foreign
language information listed on PTO/SB/08B, as presently understood by the individual(s) designated in 37 CFR 1.56
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language
version of the search report or action which indicates the degree of relevance found by the foreign office is listed on
form PTO/SB/08B and is enclosed.

It is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaelis

By: /Robert W. Nelson/
Robert W. Nelson, Esq.
Attorney/Agent for Applicant(s)
Reg No.: 37,898
Date : June 1, 2009
Telephone : (303) 298-9888

Rev 10/08 (E-IDS)
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Electronic Acknowledgement Receipt

EFS ID: 5426049
Application Number: 10972588
International Application Number:
Confirmation Number: 1079

Title of Invention:

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO
A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A|

BOOT PROCESSOR

First Named Inventor/Applicant Name:

Scott L. Michaelis

Customer Number:

22879

Filer:

Robert Wayne Nelson/Kalyn Black

Filer Authorized By:

Robert Wayne Nelson

Attorney Docket Number: 200404973-1
Receipt Date: 01-JUN-2009
Filing Date: 25-0CT-2004
Time Stamp: 00:58:50

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
D t D t FileN f . .
Number ocument Description rie Name Message Digest | Part/.zip| (if appl.)
Inf tion Discl Stat t (IDS) 192644
nrormation Liscliosure s>tatemen
1 Filed (SB/08) sb0008b-3.pdf no 1
<db98c1114a5b5ef308010b498319c07119)
ddda
Warnings:
Information:
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This is not an USPTO supplied IDS fillable form

NPL Documents

343428

10972888-NOA-11-14-07.pdf

cc4d2287cce312a336dac7e46dbadd 1a2¢6)
90d41

no

Warnings:

Information:

NPL Documents

10972888-0A7-18-07 .pdf

757427

b845a9ccBaea7e7f74137f0c06a78694d291
612e

no

20

Warnings:

Information:

NPL Documents

673034

10973076-FOA-2-27-08.pdf

©3414454ddcb4fdb1115¢94aa016213af 1b2)

6dée

no

Warnings:

Information:

NPL Documents

10973076-NOA-6-3-08.pdf

1093613

a2d6b0b19a5d6ef731e857b195cde22c007|
65de6

no

26

Warnings:

Information:

NPL Documents

10973076-NOA-7-16-08.pdf

1096462

41fde393cc85463f280d18dc39da81177464
e

no

20

Warnings:

Information:

NPL Documents

1538148

10973076-NOA-11-28-08.pdf

65a401cdd16f234b9a802e527edal5bd905|

9c198

no

29

Warnings:

Information:

NPL Documents

10973076-0A-9-12-07.pdf

945952

ab199af1fc9eb369e9deadece830e8edd1d

no

30

Warnings:

Information:

Transmittal Letter

E-IDS.pdf

547906

3ec0812121b039bfb234ce86d5970e25f5
déab

no

Warnings:

Information:

Total Files Size (in bytes):l

7188614
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Under the Paperwork Reduction Act of 1995. no persons ar
f Substitute for form 1449/PTO

PTO/SB/08b (03-09)
Approved for use through 04/30/2009. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

> required to respond to a collection of information unless it contains a valid OMB control number.

Complete if Known

Application Number 10/972.588
INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named Inventor  [gcott | Michaelis
Art Unit 2114
(Use as many sheets as necessary)
Examiner Name Le, Dieu Minh T.
Sheet |1 of |1 Attorney Docket Number 200404973-1
NON PATENT LITERATURE DOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials™ No." the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T2
number(s), publisher, city and/or country where published.
Office Action for Serial No. 10/973,003 dated 3-5-2008 in the United
States
Office Action for Serial No. 10/973,003 dated 9-12-2007 in the United States
p—
—
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.
1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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Electronic Acknowledgement Receipt

EFS ID: 5417501
Application Number: 10972588
International Application Number:
Confirmation Number: 1079

Title of Invention:

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO
A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A|

BOOT PROCESSOR

First Named Inventor/Applicant Name:

Scott L. Michaelis

Customer Number:

22879

Filer:

Robert Wayne Nelson/Kalyn Black

Filer Authorized By:

Robert Wayne Nelson

Attorney Docket Number: 200404973-1
Receipt Date: 29-MAY-2009
Filing Date: 25-0CT-2004
Time Stamp: 08:35:50

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document

Document Description
Number P

File Name

File Size(Bytes)/
Message Digest

Multi
Part /.zip

Pages
(if appl.)

1 NPL Documents

10973003_3_5_2008.pdf

636651

ecc20¢500681c00ec53c5f029cd3aded6166|
38fe

no

20

Warnings:

Information:
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826362
2 NPL Documents 10973003_9_12_2007.pdf no 26
16f7bdd13700389b43b8b2587d228€2429|
bd3ch
Warnings:
Information:
541767
3 Transmittal Letter E-IDS.pdf no 1
3d1fb64acs58f92e537e0e5e437d8c4395a2]
f83a
Warnings:

Information:

189925
Information Disclosure Statement (IDS)
4 Filed (5B/08) sb0008b-2.pdf no 1
43948f4f398409d7e52e76d70f3e8e4e2d6
bb90

Warnings:

Information:

This is not an USPTO supplied IDS fillable form

Total Files Size (in bytes):i 2194705

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
Intellectual Property Administration

P.O. Box 272400
Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 2004049731

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examiner:Le, Dieu Minh T.
Filing Date: 10/25/2004 Group Art Unit: 2114
Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE

PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

This Information Disclosure Statement is submitted:
under 37 CFR 1.97 (b), or

(Within three months of filing national application; or date of entry of national application; or before mailing
date of first action on the merits; whichever occurs last)

|:| under 37 CFR 1.97 (c), together with either a:
[ ] Statementunder 37 CFR 1.97 (e), or
[ ] a$180 fee under 37 CFR 1.17 (p), or
(After the CFR 1.97 (b) time period, but before final action or notice of allowance, whichever occurs first)

D under 37 CFR 1.97 (d), together with a:
D Statement under 37 CFR 1.97 (e)(1) or (2), and
D a $180 fee set forth in 37 CFR 1.17 (p)

(Filed after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of $ 0.00 . At any time during the pendency of this application,
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25.

Applicant(s) submit herewith form PTO/SB/08B - Information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant(s) are aware, which applicant(s) believe(s) may be material to
the examination of this application and for which there may be a duty to disclose in accordance with 37 CFR 1.56.

[ ] A concise explanation of the relevance of foreign language patents, foreign language publications and other foreign
language information listed on PTO/SB/08B, as presently understood by the individual(s) designated in 37 CFR 1.56
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language
version of the search report or action which indicates the degree of relevance found by the foreign office is listed on
form PTO/SB/08B and is enclosed.

It is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaelis

By: /Robert W. Nelson/
Robert W. Nelson, Esq.
Attorney/Agent for Applicant(s)
Reg No.: 37,898
Date : May 29, 2009
Telephone : (303) 298-9888

Rev 10/08 (E-IDS)
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PTO/SB/08b (03-09)
Approved for use through 04/30/2009. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid OMB control number.
Complete if Known
Substitute for form 1449/PTO

Application Number 10/972.588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named Inventor  [guott [ Michaelis

Art Unit 2114
(Use as many sheets as necessary)
Examiner Name Le, Dieu Minh T.
Sheet |1 of |1 Attorney Docket Number 200404973-1

NON PATENT LITERATURE DOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials™ No.' the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T?
number(s), publisher, city and/or country where published.

Notice of Allowance for Serial No. 10/972,835 dated 11-20-2008 in the
United States

Notice of Allowance for Serial No. 10/972,835 dated 8-1-2008 in the United
States

Office Action for Serial No. 10/972,835 dated 3-3-2008 in the United States

Office Action for Serial No. 10/972,835 dated 7-12-2007 in the United States

Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.

1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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Electronic Acknowledgement Receipt

EFS ID: 5409696
Application Number: 10972588
International Application Number:
Confirmation Number: 1079

Title of Invention:

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO
A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A|

BOOT PROCESSOR

First Named Inventor/Applicant Name:

Scott L. Michaelis

Customer Number:

22879

Filer:

Robert Wayne Nelson/Kalyn Black

Filer Authorized By:

Robert Wayne Nelson

Attorney Docket Number: 200404973-1
Receipt Date: 28-MAY-2009
Filing Date: 25-0CT-2004
Time Stamp: 09:14:01

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
D t D t FileN f . .
Number ocument Description rie Name Message Digest | Part/.zip| (if appl.)
535632
1 Transmittal Letter E-IDS.pdf no 1
98741454964b448c8a1c021430f814d55¢3|

d76a

Warnings:

Information:
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190653
sb0008b-1.pdf no 1

8a0e906e89192794de7aleefb6622842be)|
d7a01

Information Disclosure Statement (IDS)
Filed (SB/08)

Warnings:

Information:

This is notan USPTO supplied IDS fillable form

1240979
3 NPL Documents 10972835-NOA-8-1-2008.pdf no 25

6182eab2b3051aa346aa5b53eb6da542b1
«fBde

Warnings:

Information:

930084
4 NPL Documents 10972835-NOA-11-20-2008.pdf] no 15

9b79b0497dbeeb0a4fa735fd4d88465afa5
018cc

Warnings:

Information:

943392
5 NPL Documents 10972835-0OA-3-3-2008.pdf no 21

5412d55316e1813f658637ccb44c210fc043|
663e

Warnings:

Information:

738688
6 NPL Documents 10972835-0A-7-12-2007.pdf no 19

6859d5e094895028427h8cd924c6¢7548a5)
8fcd2

Warnings:

Information:

Total Files Size (in bytes){ 4579428

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
Intellectual Property Administration

P.O. Box 272400
Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 2004049731

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examiner:Le, Dieu Minh T.
Filing Date: 10/25/2004 Group Art Unit: 2114
Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE

PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

This Information Disclosure Statement is submitted:
under 37 CFR 1.97 (b), or

(Within three months of filing national application; or date of entry of national application; or before mailing
date of first action on the merits; whichever occurs last)

|:| under 37 CFR 1.97 (c), together with either a:
[ ] Statementunder 37 CFR 1.97 (e), or
[ ] a$180 fee under 37 CFR 1.17 (p), or
(After the CFR 1.97 (b) time period, but before final action or notice of allowance, whichever occurs first)

D under 37 CFR 1.97 (d), together with a:
D Statement under 37 CFR 1.97 (e)(1) or (2), and
D a $180 fee set forth in 37 CFR 1.17 (p)

(Filed after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of $ 0.00 . At any time during the pendency of this application,
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25.

Applicant(s) submit herewith form PTO/SB/08B - Information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant(s) are aware, which applicant(s) believe(s) may be material to
the examination of this application and for which there may be a duty to disclose in accordance with 37 CFR 1.56.

[ ] A concise explanation of the relevance of foreign language patents, foreign language publications and other foreign
language information listed on PTO/SB/08B, as presently understood by the individual(s) designated in 37 CFR 1.56
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(57) Zusammenfassung: Die Erfindung betrifft cin objekz-orientiertes Bewegunagsschitzungsverfahren fir die Interpolation zwi-
schen Videobilddatensatzen. Es werden dabei zwei oder mehr Bewegnngsmodelle verwendet, um die Verschicbong vem Bildob-
jekmzwischwa’n&mmmundeimmzwdtmwdmbﬂd 21 beschreibzn. Die Bewegungsmodelle werden drreh Parametersitze
bestimmt, aus welchen sich Verschiebungsvekorea fiir die Bildobjekte berechnen lassen, Eines der Bewsgiumgsmodelle wird bead-
tigt, um disjenigen Bildieile zu berlicksichrigen, die statisch, also nabeweglich sind. Bei der Scgmentierung des Rildbereiches wird
die zeitliche tnd t2umliche Konsistenz der Zoordmong von beweglichen Rildobjekten zu dem entsprechenden Bildeilen beachret.
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Bewegungsschitzung in Videobildern

Die Erfindung betrifft ein Verfahren zur Bewegungsschitzung in
Videobilddaten, wobei zuniichst ausgehend von einem ersten und einem zweiten Videobild
Parametersitze von zwei oder mehr Bewegungsmodellen ermittelt werden und wobel dann
den Bewegungsmodellen Bildobjekte zngeordnet werden. Die Erfindung betrifft femer eine
5  Vorrichtung zur Durchfithrung des Verfahrens, eine gemab dem Verfahren arbeitende
Vormrichmmng zur Darstellung von Videobildern und ein Computerprogrammprodukt zur
Bewegungsschitzung. '

10 TFortschritte in der Multimedia-Technik haben zur Entwicklung einer Vielzahl
von Videoformaten und Wiedergabestandards gefilhrt. Diese unterscheiden sich unter
anderem auch in der Bildrate, also in der Zahl der Einzelbilder pro Zeiteinheit Soll eine
Videosequenz auf einem PC- oder TV-Bildschitm wiedergegeben werden, so ist es
erforderlich, eine Anpassung an die Bildrate des Wiedergabegeriits vorzunchmen. Hierfur

15  geeignete Schnittstellen arbeiten mit Konversionsverfahren unterschiedlicher Komplexitat.
Die einfachste Methode besteht darin, bei der Wiedergabe je nach gewiinschter Bildrate
Einzelbilder der Videosequenz zu wiederholen oder auszulassen. Bei der Darstellung derartig
behandelter Videodaten treten jedoch unerwiinschte Artefakie auf. Es kommt je nach dem
Vethiltnis der zugrundeliegenden Bildraten zu unerwiinschten Darstellungsfehlern. Die

20 Wiedergabe erscheint stockend und ungleichmasig, so daB die in der Videosequenz
dargesteliten Bewegungen unnatfirlich wirken. Aufwendigere Verfabren nehmen eine.
Interpolation zwischen aufeinanderfolgenden Videobildem vor, wobei ein Algorithmus zur
Bewegungsschitzung zum Einsatz kommt, welcher die Verschiebungen einzelner
Bildelemente von einem Einzelbild zum n#chsten erkennt und daraus Bilddaten erzeugt, dic

25  zeitlich zwischen den Einzelbildern der Videosequenz liegen. Die Anwendung derartiger
Verfahren im Bereich der Heim-Endgeriite erfordert, daf die zugrundeliegenden Algorithmen
eine qualitativ hochwertige Bildratenkonversion liefern und dabei nur einen geringen
Rechenaufwand bendtigen, da der Leistungsfshigkeit der digitalen Signalverar-
beitmgselektronik von Heimgeraten Grenzen gesetzt sind.
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Verfzhren zur Bewegungsschitzung der eingangs genannten Art eignen sich
auBer fiir die Bildratenkonversion auch fiir die Kodierung imd Kompression bei der
Uberragung von Videodaten sowie fir die Tiefeschitzung in der 3D Bilddatenverarbeitung
und fiir Disparitatsschitzungen bei Stereobildem. -

Bin derartiges Verfahren schlagt die WO 99/16251 vor. Es handelt sich hierbed
um ein leistungsfahiges, objektorientiertes Vesfahren zur Bewegungsschitzung, bei dem zwei
oder mehr Bewegungsmodelle verwendet werden, um die Verschiebung von Bildobjekten
rwischen einem aktuellen und einem vorhergehenden Videobild zu beschreiben. Die
Bewegungsmodelle werden durch Parametersitze bestimmt, aus welchen sich
Verschiebungsvektoren berechnen lassen. Eines der Bewegungsmodelie wird benétigt, vrn
diejenigen Bildteile zu berticksichtigen, die statisch sind. Der zugehorige
Verschiebungsvektor ist also der Nullvektor. Die Parametersitze der Ubrigen
Bewegungsmodelle werden ermittelt, indem die Anpassungsfehler der Bewegungsmodelle
bei der Beschreibung der Verschicbung der Bildobjekte zwischen aufeinanderfolgenden
Videobildern bewertet werden. Fir die Interpolation ist es dam erforderlich, die Bilddaten zu
segmentieren und dabei einzelnen Bildobjekten gecignete Bewegungsmodelle zuzyordnen.
Das Ergebnis der Segmentierung sind separate Objekte, also Bildteile die vom
vorhergehenden zum aktuellen Videobild eine dhnliche oder vergleichbare Verschiebung
ausfiihren.

Das vorbekannte Verfahren zur Bewegungsschitzung stellt eine
leistungsfahige Alternative zu den ansonsten {iblichen blockorientierten Verfahren dar, da die
Zahl der unabhingig voneinander beweglichen Objekte in normalen Videosequenzen gering
ist und deswegen auch nur eine entsprechend kleine Zahl von Bewegungsmodelien’
verarbeitet werden muf. Daraus regulﬁen eine geringe Zahl von Rechenoperationen, was das

Verfahren auch im Heimbereich universell einsetzbar macht.

Die grundlegende Aufgabe der vorliegenden Erfindung ist es, das vorbekannie
Bewegungsschitzungsverfahren weiter zu verbessem und dabei gleichzeitig die Komplexitit
weiter zu reduzieren.

Bei dem Verfahren zur Bewegungssch#izung ist die Segmentierung des
Videobildes der schwierigste Schritt. Ziel ist es, jeder Gruppe von Bildpunkten eindeutig ein
Bewegungsmodell zuzuordnen. Bei dem vorbekannten Verfahren wird dies dadurch erreicht,
daB jedem der typischerweise acht mal acht Bildpumkte gro8en Bldcke dasjenige

45
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Bewegungsmodell zugeordnet wird, das die Verschiebuhg jm jeweiligen Bildbereich am

" besten beschreibt. Hiexfiir wird ein Anpassungsfehler bestimmt, welcher als Summe der

absoluten Differenzen dex Intensitaten von gemaB dem entsprechenden Bewegungsmodell
relariv zueinander verschobenen Bildpunkten berechnet wird. Jedem Block wird danm
'clasjenige Bewegungsmodell zugeordnet, bei dem der Anpassungsfehler am kleinsten ist.

In der Praxis hat es sich gezeigt, daB es bei dieser Art der Segmentierung, ins-
besondere wenn eine groBe Zahl von individuell beweglichen Objekten in der Vidéosequenz
dargestellt werden, zu Zuordnungsfehlen und unerwiinschten Bildartefakten kommt.

Gemal der zugrundeliegenden Aufgabenstellung wird die Qualitat der
Segmentienmg bei einem Verfahren der eingangs genannten Art dadurch verbessert, daf die
Bildobjekte aus einer Mehrzahl von Blocken zusammengesetzt werden, in die der gesamte
Bildbereich unterteilt wird, end daB fiir die Zuordnung der Bewegungsmodelle zu den
Blcken die Ubereinstimmung der Bewegungsmodelle mit der Verschiebung innerhalb der
jeweiligen Blocke sowie die rsumliche und/oder die zejtliche Konsistenz der Zuordnung
bewertet werden. .

Erfindungsgemal werden die Blicke nicht unbedingt denjenigen Bewe-
gungsmodelien zugeordnet, fiir die sich der geringste Anpassungsfehler ergibt, Zusétzlich
wird die riumliche Konsistenz der Zuordnung bewertet, indem die Bewegung in rdumlich
benachbarten Bildbereichen beriicksichtigt wird. Typische Videosequenzen bestehen aus
einer groBen Zzh! von Binzelbildern. Das Verfahren zur Bewegungsschiitzung wird dabei anf
Paare von jeweils aufginander'fol genden Bildern angewandt. Gemdf der Erfindung werden
dJ:e einzelnen Bildpaare nicht mehr unabhingig voneinander behandelt, sondern es wird bei
der Zuordnung der Bewegungsmodelle zu den Bldcken bewertet, welche Zuordnung bei
frilheren Bildpaaren der Videosequenz getroffen wurde. Auf diese Weise wird eine
verbesserte raumliche und zeitliche Konsistenz bei der Segmentierung erreicht. Insgesamt
ergibt sich somit ein rekursives Segmentierungsverfahren, mit welchem eine Interpolation
mit deutlich verbesserter Bildqualitit ermdglicht wird. Bei wiederholter Anwendung des
Verfahrens auf eine Videosequenz ist eine rasche Konvergenz bei der Bestimmung der
einzeinen Bildobjekte festzustellen.

Blicken im Sinme der vorliegenden Erfindung sind, wie oben erwihnt,
typischerweise rechteckige oder quadratische Anordnungen von mehreren Bildpunkten. Im
Prinzip kénnen die Bldcke aber auch aus jeweils nur einem einzelnen Bildpunkt bestehen.

Die Zahl der Rechenoperationen hangt bei den Verfahren zor
Bewegungsschiitzung gemib der Erfindung stark von der Zahl der Parameter, durch welche
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die Bewegungsmodelle bestimmt werden, ab. Ist die Zah! der Parameter sehr gering, sind die
Bewegungsmodelle also entsprechend einfach, kénnen unter Umstinden komplexere
Bewegungen nicht beschrieben werden, ohne die Zah] der Bewegungsmodelle zu erhthen.
Dadurch wird jedoch die Zahl der Rechenoperationen wiederum erhsht und auferdem
miissen einzelne Bildobjekte in separate Unterobjekte mit jeweils unterschiedlichen
Bewegungsmodellen aufgeteilt werden. Dies fithrt leicht zu Inkonsistenzen und
znerwinschten Bildartefakten. Vorteithafterweise sind die Verfahren zur
Bewegungsschiitzung germniB der Erfindung dadurch zu verbessern, da8 die Parametersétze
der zwei oder mehr Bewegungsmodelle aus jeweils zwei bis vier Parametern bestehen und
der Parametersatz eines zusatzlichen Bewegungsmodslls aus sechs oder mehr Parametern
besteht. )

Die Bestimmung von zwei bis vier Parametern ist mit nur geringetn
Rechenaufwand verbunden. Durch derartig einfache Bewegungsmodelle lassen sich gnmd-
legende Bewegungstypen wie Schwenks, Drehungen und Zoom problemios beschreiben.
Falls im Bildbereich komplexere Bewegungen auftreten, kdnnen diese durch Hinzufiigen nur
eines zusirzlichen Bewegungsmodells mit sechs oder mehr Parametern beschrieben werden,
wobei der benttigte Rechenanfwand nur geringfiigig ansteigt.

Es ist dabei zweckmifig, den Parametersatz des zusitzlichen Bewegungs-
modelles bei der Zuordnung der Bewegungsmodeile zu den Bildobjekten zu bestimmen.

Wie oben beschrieben, ktnnen die Parametersitze der Bewegungsmodelle
durch Minimierung eines Anpassungsfehlers, der in ausgewihlten Bildbereichen berechnet
wird, bestimmt werden. Hochdimensionale Minimierungsverfahren, wie Sie fiir die
Bestimmmung von sechs oder mehr Parameter benotigt wiirden, sind jedoch extrem
rechenzeitintensiv. Wesentlich effektiver ist es, die sechs oder mehr Parameter des
zusitzlichen Bewegungsmodells erst bei der Segmentierung des Bildbereiches zu ermitteln.
In diesem Fall ist das zusétzliche Bewegungsmodell als globales Bewegungsmodell zu
verstehen, welches die librigen Bewegungsmodelle im gesamten Bildbereich erginzt und
dabei lokale Abweichungen der Bewegungsmodelie von der wahren Bewegung der
Bildobjekte ausgleicht.

Um Rechenzeit zu sparen, ist es weiter vortejlhaft, den Parametersatz des zu-
sitzlichen Bewegungsmodell ausgehend von den Parametern bei friiheren Videobilddaten zur
verfeinern. Auf diese Weise wird die Bestimmung der Parameter des komplexen
Bewegungsmodel]ls rekursiv verbessert. Experimente haben gezeigt, da8 durch das
zusgtzliche Bewegungsmodell eine deutliche Verbesserung bei der Qualitit der Interpolation

41
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erreicht wird, wobei aufgrund der raschen Konvergenz bej der rekursiven
Parameterbestimnmung der Rechenaufwand nur geringfiigig zunimmt.

Fiir die Durchfiibrung des erfindungsgemifien Verfahrens eignet sich eine
Vormchtung zur Bcwegungsschﬁtzuné in Videobilddaten, mit einem digitalen Bildspeicher,
in welchem eine aktuelles und ein vorhergehendes Videobild speicherbar sind, mit Mitteln
zur Bestimmung von Parametersiizen von zwei oder mehr Bewegungsmodellen und mit
Mitzeln zur Zuordnung der Bewegungsmodellen zu Bildobjekten, wobei die Vorrichtung
Mittel zur Unterteilung des gesamten Bildbereiches in Blocke, aus denen die Bildobjekte
zusammengesetzt werden und zur Zuorcimmg der Blocke zu den Bewegungsmodellen
anfweist und wobei die Ubereinstimmung der Bewegungsmodelle mit der Verschiebung in-
nerhalb der jeweiligen Blécke sowie die rdumliche und zeitliche Kongistenz der Zuordnung
bewertet werden. Derartige Vorrichtungen kénnen vorteilhafterweise in Femnsehgerite,
Monitore, Video- oder DVD-Abspielgerite usw. eingebaut werden. Der digitale Bildspeicher
der erfindungsgemiBen Vorrichtung mus dabei nicht notwendigerweise eine ausreichende
Kapazitat haben, um das erste und das zweite Videobild gleichzeitig anfzunehmen. Ine
Speicherung der jeweiligen Bilder nacheinander reicht fiir das erfindungsgeméfe Verfahren
2us.

Vorrichtungen zur Darstellung von Videobildern, wie beispiclsweise
Fernsehgerite, Monitore usw., mit einem digitalen Bildspeicher, in dem Videobilddaten
speicherbar sind, mit elektronischen Mitteln zur Verarbeitung der in dem Bildspeicher
gespeicherten Bilddaten und zur Darstellung von Videobildem auf einer Anzejgevorrichumng,
wobei die Mittel zur Verarbeitung der Bilddaten Mittel zur Bestimmung von Parametersitzen
von zwei oder mehr Bewegungsmedellen und Mittel zur Zuordnung der Bewegungsmodelle
zu Bildobjekien aufweisen, kbnnen vorteilhafterweise von dem erfindungsgemaBen
Verfahren profitieren, wenn die Mittel zur Verarbeitung der Bilddaten ferner Mittel zur
Unterteilung des gesamten Bildbereiches in Blicke, aus denen die Bildobjekte zusam-
mengesetzt werden, und zur Zuordnung der Blocke zu den Bewegungsmodellen aufweisen,
wobei die Ubereinstimunung der Beweguﬁ gsmodelle mit der Verschiebung innerhalb der
jeweiligen Blocke sowie die réumliche und zeitliche Konsistenz der Zuordnung bewertet
werden. Herkommliche digital arbeitende Femsehgerste und Monitore kinnen auf einfache
Weise nach dem erfindungsgemifien Verfahren beuieben werden, wodurch die Qualitit der
Bilddarstellung verbessert wird. Anzeigevorsichiungen im obigen Sintie sind dabei zum
Beispiel die bei Fernsehgeriiten und Monitoren iiblichen Kathodenstrahlrshren oder
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Punktmatrixdisplays. Andere Anzeigevorrichtungen zur visuellen Ausgabe von digitalen
Bilddaten sind genauso denkbar.

Ein entsprechendes Computerprogrammprodukt zur Bewegungsschatzung in
Videobilddaten, welches als Eingabe ein aktuelles und ein vorhergehendes Videobild erhilt
und davon ausgehend ziméchst Parametersitze von zwei oder mehr Bewegungsmodellen
berechnet, dann den Bewegungsmodellen Bildobjekte zuordnet und schlieBlich
Bewegungsdaten ausgibt, welche die Verschiebung der Bildobjekie vom vorhergehenden
zum aktuellen Bild beschreiben, unterteilt den gesamten Bildbereich in Biscke, aus denen die
Bildobjekte zusammengesetzt werden, wobei es fiir die Zuordnung der Blécke zu den
Bewegungsmodellen die Ubereinstimmung der Bewegungsmodelle mit der Verschiebung in-
nerhalb der jeweiligen Blécke sowie die raumliche und zeitlich Konsistenz der Zuordnung
bewertet. Fin derartiges Computerprogrammprodukt kann beispielsweise eine Software
umfassen, welche zur Programmierung von Videogeriten, Fernsehern usw. geeignet ist.
Herkémmliche digital arbeitende Geriite kénnen vorteilhafterweise mittels dieser Software
erfindungsgemaB vetbessert werden. Dic Software kann dabeij auf Datentriigern, wie Diskette
oder CD-ROM vorliegen, oder kann #iber ein Datennetz (Intemet) zum Herunterladen
bereitgestellt werden.

Im folgenden werden, auch anhand der Figuren, Ausfihrungsbeispiele der
Erfindung erlautert. Es zeigen:

Fig. 1 Blockdiagramm eines Bewegungsschitzungsverfahrens gem& der
Erfindung;

Fig. 2 Blockdiagramm einer erfindungsgemiBen Vorrichtung zur Darsteilung
von Videobildem.

Bei der Ermittlung der Parametersitze flir die Bewegungsmodelle gema8 der
Erfindung wird ein Auswahlkriterium auf atisgew#hlte Bildbereiche angewandt. Das
Auswahlkriterium besteht dabei zum Beispiel in der Bewertung eines Anpassungsfehlers &.
Dieser wird als Summe von abseluten Differenzen von einzelnen bewegungskompensierten
Pixelintensitaten zwischen aktuellem und vorhergehendem Videobild folgendermalen

berechnet:

&(C,.ny= YW, (3| F,(Z.n)-F,(x-C,(x,n)n=1)|

Feltn)

49
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Es erfolgt eine Summierung iiber Bildkoordinaten X =(x], die in einer Menge

Y
I(n) von ausgewihiten Bildbereichen enthalten sind. An diesen Bildkoordinaten werden die
absoluten Differenzen zwischen den Pixelintensititen im aktuellen bzw. vorhergehenden
Videobild aufsummiert. F,(¥,n) ist dabei die Pixelintensitét an der Bildkoordinate X in
einem Videobild init reduziertem Bildraster. Es hat sich néimlich gezeigt, daf bei der
Parameterbestimemung die Verwendung eines in der Auflésung reduzierten Bildes (sub~
sampled image) vollig ausreichend ist. Dies ftihrt vorteilhafterweise zu einer erheblichen
Reduktion des Rechenaufwandes, Durch den fortlaufenden Index r wird die Nummer des
Einzelbildes und damit der Zeitpunkt innerhalb der Videosequenz bezeichnet. C,(¥,n)
bezeichnet fur das Bildpaar » als aktuelles und n-1 als vorhergeheﬁdes Videobiid den
Verschiebungsvektor an der Bildkoordinate X gem#8 dem Bewegungsmodell mit dem Index
0. W,(%) stellt einen Wichtungsfaktor dar, mit dem beritcksichtigt wird, welchem

Bewegungsmodell ¢ die Bildkoordinate X bei fritheren Bilddaten der Videosequenz

' zﬁgeordnet wurde. Damit 1Bt sich eine Verkniipfung zwischen Parameterbestimmung und

Bildsegmentiening herstellen, was Vorteile im Hinblick auf die zeitliche Konsistenz der
Bewegungsschitzung und die Leistungsfahigkeit des Verfahrens hat.

Mittels des folgenden Bewegungsmodells lassen sich ausgehend von vier
Parametem Verschiebungsvektoren berechnen:

& Gy (s, (0.n)+x-d, (O,n)]
s,(o,n}+y-d (o,n)

Es handelt sich hierbei um ein einfaches lineares Modell erster Ordnung, mit
dem Translationen und Skalierungen beschreibbar sind. Das Modell wird bestimant durch den
Parametersatz f’, (n)= (s,(o, n),d (0,m),s,(o,n),d, (o,n))" . Der Parametersatz wird so
bestimunt, daB der obige Anpassungsfehler fiir das entsprechende Bewegungsmodell o einen
minimalen Wert annimnmt. Bei dem Bewegungsschitzungsverfahren gem#B der Erfindung
kommen stets wenigstens zwei Bewegungsmodelle zum Einsatz, wovon eines immer den
Nullvektor als Parametersatz hat, so daB durch dieses Bewegungsmodell mit dem
Verschiebungsvektor Co(X,n) =0 die stationtren Bildbereiche beschrieben werden.

Der nichste Schritt bei der Bewegungsschitzung gemni8 der Erfindung ist die
Bildsegmentierung, also die Zuordnung ven Bildbereichen zu den Bewegungsmodellen.
Hierzu wird zunichst der gesamte Bildbereich in Blécke unterteilt. In der Praxis haben sich
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quadratische Blocke aus 8 mal 8 Pixeln bewihst. Fur alle Bildkoordinaten innerhalb des
Blocks an der Stelle X gilt dann x € B(f ). Fiir jeden Block wird wiederum ein
Anpassungsfehler an ein Bewegun gsmods.ll o berechnet:

&,(X,my= Y|F,E+@-a)C,&n),n-F,F-aC,&n),n-1)]

Fe8(X)
5 Der Zeitpunkt, zudem die Segimenterung giiltig sein soll, wird durch &
festgelegt. Im einfachsten Fall wird dem Block X dasjenige Bewegungsmodell o
zugeordnet, fiir das &, (X,r) minimal ist. Die Zuordnung wird damm in der

Segmentierungsmaske M (X,n) abgelegt.
Fur die erfindungsgem@fe Beriicksichtigung der riumlicher und zejtlichen
10 Konsistenz der Bildsegmentierung, also der Zuordnung von Bildbereichen zu

Bewegungsmodellen, wird dem Anpassungfehler £,(X,n) ein geeigneter Straf-Faktor .
P(X ,n) hinzugefiigt:

g, (X,m= Y|FG+0-a)C, (Bm.n)-F,(E-aC,(Zm).n-D|+P(X,n)

FYTES)
Der Straf-Faktor nimmt nach der folgenden Regel verschiedene Werte an:
p.far M(X+&n=o0 ,
= - = = H
15 P(X,n)={P firM(X-6,n=-1)=0 mit & =( _}, i,j=021
P sonst J

I'g
Durch relativ kleine Strafwerte P, und P werden diejenigen Zuordnungen
bevorzugt, bei denen zeitlich und riumlich benachbarte Blscke dem gleichen
Bewegungsmodell o zugeordnet sind, wahrend alle iibrigen Zuordnungen durch einen

vergleichsweise grofien Wert P, benachteiligt werden.

Die Figur 1 zeigt schematisch den Ablauf eines Bewegungs-
schitzungsverfahrens gem#8 der Erfindung. Ausgehend von einem Avorhergehenden
Videobild 6 und einemn akwellen Videobild 7 werden in einem ersten Schritt 9 fiir die

25 Bestimmung der Parametersitze Bildbereiche ausgewihlit. Fur eine Mehrzahl von
Bewegungsmodellen werden alle diese Bildbereiche mit Wichtungsfaktoren 10 versehen und
dann in einem Verfahrensschritt 11, bei dem die Parameter der Bewegungsmodelle nach
einem Auswahlkriterium ermittelt werden, weiterverarbeiter. Ausgehend von den vollstandig
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bestimmten Bewegungsmodellen wird dann in einem Schritt 12 der gesamte Bildbereich in
Blocke unterteilt und fir jeden Block werden die den einzelnen Bewegungsmodellen
entsprechenden Verschiebungsvektoren berechnet. Danach erfolgt in 13 die Segmentierung
~ des Bildbereiches, wobei die Zuordnung der Blécke zu den Bewegungsmodellen
5  vorgenommen wird. In giner dabei entstehenden Segmentierungsmaske 14 werden die
Zuordnungen, die beim nichsten Bildpaar in die Wichtung 10 Eingang finden, gespeichert.
Auf die gespeicherte Segmentierungsmaske 14 wird dann wzhrend der Segmentierung 2ur
Beriicksichtigung der zeitlichen und riumlichen Konsistenz zugegriffen.
Die Figur 2 zeigt schematisch den Aufbau eines digital arbeitenden

10  Anzeigegerites, bei dem es sich 2.B. um ein Fernsehger#t oder einen Videomonitor handeln
kann. Der Vorrichtung wird ein Videosignal 20 zugefiihrt, das in einer digitalen
Bildverarbeitungseinheit 21 gespeichert und aufbereitet wird. Hierzu weist die
Bildverarbeimngseinheit einen Bildspeicher 22, einen Prozessor 23 und einen
Programmspeicher 24 anf. Gegebenenfalls kdnnen diese Elemente auch, zumindest teilweise,

15  ineinem diskreten Bauteil vereinigt sein. Auf dem Prozessor 23 lauft ein in dem
Programmspeicher 24 abgelegtes Programm ab, durch das die erfindungsgematie
Bildverarbeitung gestenert wird. Eine Bilddarstellungseinheit 25 erhélt von der
Bildverarbeitungseinheit 21 aufbereitete Bilddaten 26 und erzeugt daraus ein Signal 27 zur
Ansteuerung einer Kathodenstrahlréhre 28, tber welche die Videobilder visuell ausgegeben

20  werden.
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PATENTANSPRUCHE:

1. Verfahren zur Bewegungsschatzung in Videobilddaten, wobei zunachst

ausgehend von einem ersten und einem zweiten Videobild (6,7) Parametersitze von zwei

oder mehr Bewegungsmodellen ermittelt werden (11) und wobei dann den
Bewegungsmodellen Bildobjekte zugeordnet werden ( 13),

dadurch gekennzeichnet, daf

die Bildobjekte aus einer Mehrzzhl von Blcken zusammengeserzt werden, in die der
gesamite Bildbereich unterteilt wird (12), und da8 fiir die Zuordnung der Bewegungsmodelle
21 den Bldcken die Ubereinstimnmung der Bewegungsmodelle mit der Verschiebung in-
nerhalb der jeweiligen Blocke sowie die réumliche und/oder die zeitliche Konsistenz der

Zuordnung bewertet werden.

2. Verfahren nach Anspruch 1, dadurch gekennzeichnet, daB fir die Bewertung
der riumlichen Konsistenz benachbarte Blocke beriicksichtigt werden.

3. Verfahren nach Anspruch 1, dadurch gekennzeichnet, da fiir die Bewertung
der zeitlichen Konsistenz friihere Videobilddaten in einer Sequenz von Videobildem
beriicksichtigt werden.

4, Verfahren nach Anspruch 1, dadurch gekennzeichnet, da8 die Parametersitze
der zwei oder mehr Bewegungsmodelle aus jeweils zwei bis-vier Parametern bestehen und
der Parametersarz eines zusitzlichen Bewegungsmodell avs sechs oder mehr Parametern
besteht.

5. Verfahren nach Anspruch 4, dadurch gekennzeichnet, da8 der Parametersatz
des zusdzlichen Bewegungsmodells bei der Zuordnung der Bewegungsmodelle zu den
Bildobjekten bestimmt wird.

6. Vorrichtung zur Bewegungsschitzung in Videobilddaten, mit einem digitalen
Bildspeicher, in dem ein erstes und ein zweites Videobild speicherbar sind, mit Mitteln zur

53
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Bestimmung von Parametersitzen von zwei oder mehr Bewegungsmodellen und mit Mitteln
zur Zvordnung der Bewegungsmodelle zu Bildobjekten, gekennzeichnet durch Mittel zur
Unterteilung des gesamten Bildbereiches in Blécke, aus denen die Bildobjekte zusam-
mengesetzt werden, und zur Zoordnung der Bldcke zu den Bewegungsmodellen, wobei die
Ubereinstimmung der Bewegungsmodelle mit der Verschiebung innerhalb der jeweiligen
Blscke sowie die rinmliche und zeitliche Konsistenz der Zuordnung bewertet werden.

7. Vorrichtung zur Darstelhmg von Videobildemn, insbesondere Femsehgerit
oder Monitor, mit éinem digitalen Bildspeicher (22), in dem Videobilddaten speicherbar sind,
mit elektronischen Mitteln (21,25) zur Verarbeitung der in dem Bildspeicher gespeicherten
Bilddaten und zur Darstellung von Videobildern anf einer Anzeigevorrichtung (28), wobet
die Mittel (21) zur Verarbeitung der Bilddaten Mittel zur Bestimmung von Parametersitzen
von zwei oder mehr Bewegungsmodellen und Mittel zur Zuordpung der Bewegungsmodelle
zu Bildobjekten aufweisen, dadurch gekennzeichnet, daB die Mittel (21) zur Verarbejtung der
Bilddaten ferner Mittel zur Unterteilung des gesamten Bildbereiches in Blacke, aus depen die
Bildobjekte zusammengesetzt werden, und zur Zuordnung der Blocke zu den
Bewegungsmodellen aufweisen, wobei die Ubereinstimmung der Bewegungsmodelle mit der
Verschiebung innerhalb der jeweiligen Blécke sowie die rdumliche und zeitliche Konsistenz
der Zuordnung bewertet werden.

8. Computerprogrammprodukt zur Bewegungsschitzung in Videobilddaten,
welches als Eingabe ein Paar von Videobilddatensitzen erhilt und davon ausgehend zunéchst
Parametersitze von zwei oder mehr Bewegungsmodellen berechnet, dann den
Bewegungsmodellen Bildobjekte zuordnet und schlieBlich Bewegungsdaten ausgibt, welche
die Verschiebung der Bildobjekte vom einen zum anderen Bild beschreiben, dadurch
gekennzeichnet, daf es den gesamten Bildbereich in Bléicke unterteilt, aus denen die
Bildobjekte zusammengesetzt werden, wobei es fiir die Zuordnung der Blécke zu den
Bewegnngsmodelien die Ubereinstimmung der Bewegungsmodelle mit der Verschiebung
innerhalb der jeweiligen Bliicke sowie die rdumliche und zeitliche Konsistenz der Zuordnung
bewertet.

hd
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Electronic Acknowledgement Receipt

EFs ID: 5416814
Application Number: 10972588
International Application Number:
Confirmation Number: 1079

Title of Invention:

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO
A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A|

BOOT PROCESSOR

First Named Inventor/Applicant Name:

Scott L. Michaelis

Customer Number:

22879

Filer:

Robert Wayne Nelson/Kalyn Black

Filer Authorized By:

Robert Wayne Nelson

Attorney Docket Number: 200404973-1
Receipt Date: 28-MAY-2009
Filing Date: 25-0CT-2004

Time Stamp: 19:27:01

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
D t D t FileN f . .
Number ocument Description rie Name Message Digest | Part/.zip| (if appl.)
535632
1 Transmittal Letter E-IDS.pdf no 1
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Inf tion Discl Stat t(IDS) 287377
nformation Disclosure Statemen
2 Filed (SB/08) sb0008a-1.pdf no 1
al4dc61b08744aeeb17a921c0a582acddbe]
fdel17
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
861429
3 Foreign Reference WO_01_45421.pdf no 21
d395ece498004ac3b16c91f72c98fed0b7a
72tb
Warnings:
Information:
Total Files Size (in bytes):l 1684438

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
Intellectual Property Administration

P.O. Box 272400
Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 2004049731

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examiner:Le, Dieu Minh T.
Filing Date: 10/25/2004 Group Art Unit: 2114
Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE

PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

This Information Disclosure Statement is submitted:
under 37 CFR 1.97 (b), or

(Within three months of filing national application; or date of entry of national application; or before mailing
date of first action on the merits; whichever occurs last)

|:| under 37 CFR 1.97 (c), together with either a:
[ ] Statementunder 37 CFR 1.97 (e), or
[ ] a$180 fee under 37 CFR 1.17 (p), or
(After the CFR 1.97 (b) time period, but before final action or notice of allowance, whichever occurs first)

D under 37 CFR 1.97 (d), together with a:
D Statement under 37 CFR 1.97 (e)(1) or (2), and
D a $180 fee set forth in 37 CFR 1.17 (p)

(Filed after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of $ 0.00 . At any time during the pendency of this application,
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25.

Applicant(s) submit herewith form PTO/SB/08B - Information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant(s) are aware, which applicant(s) believe(s) may be material to
the examination of this application and for which there may be a duty to disclose in accordance with 37 CFR 1.56.

[ ] A concise explanation of the relevance of foreign language patents, foreign language publications and other foreign
language information listed on PTO/SB/08B, as presently understood by the individual(s) designated in 37 CFR 1.56
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language
version of the search report or action which indicates the degree of relevance found by the foreign office is listed on
form PTO/SB/08B and is enclosed.

It is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaelis

By: /Robert W. Nelson/
Robert W. Nelson, Esq.
Attorney/Agent for Applicant(s)
Reg No.: 37,898
Date : May 28, 2009
Telephone : (303) 298-9888

Rev 10/08 (E-IDS)
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PTO/SB/08b (03-09)
Approved for use through 04/30/2009. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995. no persons ar
Complete if Known
Substitute for form 1449/PTO

(Use as many sheets as necessary)

> required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 10/972.588

INFORMATION DISCLOSURE | Filing Date 10/25/2004

STATEMENT BY APPLICANT | First Named Inventor  [goott| | wichaelis

Art Unit 2114

Examiner Name LE, DIEU MINH T.

Sheet |4

of |1 Attorney Docket Number 200404973-1

NON PATENT LITERATURE DOCUMENTS

Examiner
Initials™®

Cite

No.

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue
number(s), publisher, city and/or country where published.

T2

Notice of Allowance dated 2-11-2009 for Serial Number 10/973,077 in the
United States

Notice of Allowance dated 9-23-2008 for Serial Number 10/973,077 in the
United States

Office Action dated 3-19-2008 for Serial Number 10/973,077 in the United
States

Office Action dated 9-20-2007 for Serial Number 10/973,077 in the United
States

Examiner
Signature

Date
Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.

1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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Electronic Patent Application Fee Transmittal

Application Number:

10972588

Filing Date:

25-Oct-2004

Title of Invention:

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO
A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A|

BOOT PROCESSOR
First Named Inventor/Applicant Name: Scott L. Michaelis
Filer: Robert Wayne Nelson/Joy Reinhart
Attorney Docket Number: 200404973-1

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity

Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Miscellaneous:
Request for continued examination 1801 1 810 810
Total in USD ($) 810
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Electronic Acknowledgement Receipt

EFS ID: 5321771
Application Number: 10972588
International Application Number:
Confirmation Number: 1079

Title of Invention:

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO
A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A|

BOOT PROCESSOR

First Named Inventor/Applicant Name:

Scott L. Michaelis

Customer Number:

22879

Filer:

Robert Wayne Nelson/Joy Reinhart

Filer Authorized By:

Robert Wayne Nelson

Attorney Docket Number: 200404973-1
Receipt Date: 12-MAY-2009
Filing Date: 25-0CT-2004

Time Stamp: 17:06:16

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
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This is nota USPTO supplied RCE SB30 form.
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Filed (SB/08)

sb0008b.pdf

221151

398004ad03d7716dfcfffbfdbb7bde34caa0|
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Warnings:

Information:

This is notan USPTO supplied IDS fillable form

NPL Documents

10973077_NOA_2-11-2009.pdf

2036476

d3a41e61c354ba789db1130ab1058f425f7|

no

33

Warnings:

Information:

NPL Documents

10973077_NOA_9-23-2008.pdf

1017594

685f56bf32e0c8e880647a2164ca45a6a093]

no

20

Warnings:

Information:

NPL Documents

10973077_OA_3-19-2008.pdf

839166

aca4c08012b5a79121033157¢f0188b46f4f|
alle

no

25
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NPL Documents

10973077_OA_9-20-2007.pdf

966565
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4917

no

30

Warnings:
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Fee Worksheet (PTO-875)

fee-info.pdf

30791
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295ec
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
intellectual Property Administration
P.O. Box 272400

Fort Collins, Colorado 80527-2400

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTORNEY DOCKET NO. 2004049731

Inventor(s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examiner: Le, Dieu Minh T.
Filing Date: 10/25/2004 Group Art Unit: 2114

Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE BOOT PROCESSOR TO A SPARE PROCESSOR
" RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop RCE
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

REQUEST FOR CONTINUED EXAMINATION (RCE) 37 CFR 1.114

Subsection (b) of 35 U.S.C. 132, effective on May 29, 2000, provides for continued examination of a utiltity or plant application filed on
or after June 8, 1995.
See The American Inventors Protection Act of 1999 (AIPA).

This is a Request for Continued Examination (RCE) under CFR 1.114 of the above-identified application.

NOTE: 37 CFR 1.114 is effective on May 20, 2000. If the above- application was filed prior to May 29, 2000, applicant may wish to
consider filing a continued prosecution application (CPA) under CFR 1.53(d) (PTO/SB/29) instead of a RCE to be eligible for
the. patent term adjustment provisions of the AIPA. See Changes to Application Examination and Provisional Application
Practice, Interim Rule, 65 Fed. Reg. 14865 (Mar. 20, 2000), 1233 off. Gaz. Pat. Office

Submission under 37 CFR 1.114

[[] Previously submitted

D Consider the amendment(s)/reply under 37 CFR 1.116 previously filed on

(Any unentered amendment(s) referred lo above will be entered).

0 Consider the arguments in the Appea! Brief or Reply Brief prevously filed on

CJ Other

Enclosed

|:| Amendment/Reply
D Affidavit(s)/Declaration(s)
Information Disclosure Statement (IDS)
D Other
Miscellaneous
'l Suspension of action is requested under 37 CFR 1.103(c) for a period of months.
The fee for this Suspension is (37 CFR 1.17(i)) $130.00
D Other
Page 10f 2
Rev 10/08 (E-RCE)
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TENT APPLICA
CONTINUED EXAMINATION TRANSMITTAL PA TION

(RCE) (37 CFR 1.114) (continued) ATTORNEY DOCKET NO. ___ 200404973-1
RCE filing fee $810.00
0 A Petition for Extension of Time
1st Month 2nd Month 3rd Month 4th Month
D $130 D $490 D $1110 D $1730
Please charge to Deposit Account 08-2025 the sum of $ 810 . At any time during the pendency of

[E this application, please charge any fees required or credit any over payment to Deposit Account 08-2025
pursuant to 37 CFR 1.25. Additionally please charge any fees to Deposit Account 08-2025 under 37 CFR 1.16
through 1.21 inclusive, and any other sections in Title 37 of the Code of Federal Regulations that my regulate

fees.

Respectfully submitted,

Scott L. Michaelis

By: /Robert W. Nelson/
Robert W. Nelson, Esq.
Attorney/Agent for Applicant(s)
Reg No.: 37,898
Date : May 12, 2009
Telephone : (303) 298-9888

Page 2 of 2

Rev 10/08 (E-RCE)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

22879 7590 02/12/2009 I E INER |

HEWLETT PACKARD COMPANY
P O BOX 272400, 3404 E. HARMONY ROAD |
INTELLECTUAL PROPERTY ADMINISTRATION
FORT COLLINS, CO 80527-2400

LE, DIEUMINH T

ART UNIT PAPER NUMBER |

2114
DATE MAILED: 02/12/2009

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/972,588 10/25/2004 Scott L. Michaelis 200404973-1 1079

TITLE OF INVENTION: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE
TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1510 $300 $0 $1810 05/12/2009

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE.
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

ingicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

22879 7590 02/12/2009
Certificate of Mailing or Transmission
HEWLETT PACKARD COMPANY I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
P O BOX 272400, 3404 E. HARMONY ROAD addressed to the Mail Stop ISSUE FEE address above, or being facsimile
INTELLECTUAL PROPERTY ADMINISTRATION transmitted to the USPTO (571) 273-2885, on the date indicated below.

FORT COLLINS, CO 80527-2400

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/972,588 10/25/2004 Scott L. Michaelis 200404973-1 1079
TITLE OF INVENTION: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE
TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1510 $300 $0 $1810 05/12/2009
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
LE, DIEU MINH T 2114 714-012000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - #of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will va.g de ending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,%.o.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
10/972,588 10/25/2004 Scott L. Michaelis 200404973-1 1079
22879 7590 02/12/2009 I EXAMINER |
HEWLETT PACKARD COMPANY LE, DIEUMINH T
P O BOX 272400, 3404 E. HARMONY ROAD | ART UNIT PAPER NUMBER |

INTELLECTUAL PROPERTY ADMINISTRATION
FORT COLLINS, CO 80527-2400

2114
DATE MAILED: 02/12/2009

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 529 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 529 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.
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Application No. Applicant(s)

. . 10/972,588 MICHAELIS ET AL.
Notice of Allowability Examiner Art Unit
Dieu-Minh Le 2114

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to the communication filed on 12/09/2008.

2. X The allowed claim(s) is/are 1-12, and 16-30 fnow as 1-27].

3. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[J Al b)[JSome* c)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies notreceived: __
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will resultin ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [[] to Paper No./Mail Date _____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [ Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .
3. [ Information Disclosure Statements (PTO/SB/08), 7. ] Examiner's Amendment/Comment
Paper No./Mail Date 12/09/2008
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [[] Examiner's Statement of Reasons for Allowance
of Biological Material
9. [0 other .
/Dieu-Minh Le/
Primary Examiner, Art Unit 2114
U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20090201
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | 14972543 MICHAELIS ET AL.
“m“ “ “ Examiner Art Unit
Dieu-Minh Le 2114
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
714 12 Glo|e|F 11/00 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
714 11
O Claims renumbered in the same order as presented by applicant O CPA O T.D. O RA1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 1 14 17
2 2 15 18
3 3 16 19
4 4 17 20
5 5 18 21
6 6 19 22
7 7 20 23
8 8 21 24
9 9 22 25
10 10 23 26
11 " 24 27
12 12 25 28
13 26 29
14 27 30
15
13 16
NONE
Total Claims Allowed:
27
(Assistant Examiner) (Date)
/Dieu-Minh Le/
Primary Examiner.Art Unit 2114 2/1/2009 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No. 20090201
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Application/Control No.

Applicant(s)/Patent Under
Reexamination

10972588 MICHAELIS ET AL.
Examiner Art Unit
Dieu-Minh Le 2114
SEARCHED
Class Subclass Date Examiner
714 10, 11,12, 13 1/31/09 dml
712 31 1/31/09 dml
SEARCH NOTES
Search Notes Date Examiner
EAST search all files updated 1/31/09 dml
Inventor name search 1/31/09 dml
NPL search files [IEEE, Google Scholar] 2/1/09 dml
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Class Subclass Date Examiner
714 10-13 1/31/09 dml
712 31 1/31/09 dml
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/Dieu-Minh Le/
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EAST Search History

iiRef # Hits Search Query DBs Default Plurals {{Time Stamp
Operator
AL 34 ("20020144177" | US-PGPUB; OR ON 2009/01/31
E "20020152420" | USPAT; USOCR 22:53
"20030051190" |
"20030070050" |
"20030126498" |
"20030135711" |
"20030140281" |
: "20040006722" |
; "20040019771" |
"20040078650" |
"20040078651" |
"20040153857" |
"20050172164" |
"20050240806" |
"20050240811" |
"20050240829" |
"20060085677" |
"20060248384" |
"20060248684" |
"4358823" | "5537655"
| "5675794" |
"5915082" | "5991900"
| "6220581" |
"6263452" | "6438687"
; | "6625749" |
"6687851" | "6754787"
| "6920581" |
"7085959" | "7225355"
§ | "7251746").PN.
L2 2532  llockstep lock-step US-PGPUB; OR ON 2009/01/31
; USPAT; 23:15
USOCR; EPO;
JPO;
DERWENT;
; IBM_TDB
L3 25197 {(loss adj L2) LOL US-PGPUB; OR ON 2009/01/31
% USPAT; 23:15
USOCR; EPO;
JPO;
DERWENT;
; IBM_TDB
L4 25667 imulti-processor "multi US-PGPUB; OR ON 2009/01/31
: processor” and L3 USPAT; 23:15
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB
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EAST Search History

1817

(boot$4 or initializ$4)
adj processor

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/01/31
23:30

6

302

spare adj processor

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/01/31
23:30

i

20

L5 and L6

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/01/31
23:30

i8

18

4 and 7

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/01/31
23:31

9

169476

without same ("shut$4
down" stop$4 idle
interrupt$4) same (OS
"operating system")

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/01/31
23:32

10

L9 and 8

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/01/31
23:32

IRF

1and 10

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/01/31
23:37

112

30

(michaelis-scott$ or
myer-sylvia$ or
mchardy-william$).in.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2009/01/31
23:38

3

836

(714/11) .ccls.

US-PGPUB;
USPAT; USOCR

OR

ON

2009/01/31
23:38

14

589

(714/10) .ccls.

US-PGPUB;
USPAT; USOCR

OR

ON

2009/01/31
23:38
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iL15 139 (714/12).ccls. US-PGPUB; OR ON 2009/01/31
USPAT; USOCR 23:38
L6 726 (714/13).ccls. US-PGPUB; OR ON 2009/01/31
USPAT; USOCR 23:38
AL17  895 (714/31).ccls. US-PGPUB; OR ON 2009/01/31
USPAT; USOCR 23:38
118 “ (L13 114 L15L16 L17)  {US-PGPUB; OR ON 2009/01/31
: and L12 USPAT; 23:38
USOCR; EPO,
JPO;
DERWENT;
: IBM_TDB
1L19 2 (L13 L14 L15L16 L17) US-PGPUB; OR ON 2009/01/31
: and 10 USPAT; 23:38
USOCR; EPO;
JPO;
DERWENT;
E IBM_TDB
120 7 ("714"/$).ccls. and 8 US-PGPUB; OR ON 2009/01/31
and 9 USPAT; USOCR 23:43
121 0 ("711"/$).ccls. and 8 {US-PGPUB; OR ON 2009/01/31
and 9 USPAT; USOCR 23:44
122 0 ("709"/$).ccls. and 8 US-PGPUB; OR ON 2009/01/31
and 9 USPAT; USOCR 23:44
1St 14 (("7085959") or US-PGPUB; OR OFF 2007/08/26
("20050172164") or USPAT; 17:54
("5675794") or USOCR; EPO;
("6438687") or JPO;
("6920581") or DERWENT;
("5915082") or IBM_TDB
("6625749")).PN.
2 2 ("7085959").PN. US-PGPUB; OR OFF 2007/08/27
USPAT; 15:05
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB
3 730 (714/11).ccls. US-PGPUB; OR ON 2007/08/27
USPAT: 15:06
USOCR; EPO;
JPO,
DERWENT;
IBM_TDB
4 337 (714/12).ccls. US-PGPUB; OR ON 2007/08/29
USPAT; 15:32
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB
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SH 606 (714/13).ccls. US-PGPUB; OR ON 2007/08/27
USPAT; 15:07
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB
16 36 ("20020144177" | US-PGPUB; OR ON 2007/08/27
"20030070050" | USPAT; 15:08
"20040006722" | USOCR; EPO;
"20040019771" | JPO;
"20040153857" | DERWENT;
"5226152" | "5249188" {IBM_TDB
| "5751932" |
"5758058" | "5764660"
| "6065135" |
"6148348" | "6473869"
g | "6560682" |
"6604177" | "6615366"
| "6625749" |
"6687851" | "6754787").
PN.
S7 44 ("20020144177" | US-PGPUB; OR ON 2007/08/27
"20030070050" | USPAT; 15:09
"20040006722" | USOCR; EPO;
"20040019771" | JPO;
"20040153857" | DERWENT;
"6625749" | "6687851" {IBM_TDB
| "6754787")" .PN"
1S9 2222 lockstep lock-step US-PGPUB; OR ON 2007/08/29
% USPAT; 15:21
USOCR; EPO;
JPO;
DERWENT;
: IBM_TDB
11811 25008 i(loss adj $9) LOL US-PGPUB; OR ON 2007/08/29
% USPAT; 15:22
USOCR; EPO;
JPO;
DERWENT;
: IBM_TDB
11812 51 (detect$3 or track$4) US-PGPUB; OR ON 2007/08/29
@ adj Si1 USPAT; 15:23
USOCR; EPO;
JPO;
DERWENT;
; IBM TDB
11813 1547 (boot$4 or initializ$4) US-PGPUB; OR ON 2007/08/29
5 adj processor USPAT; 16:41
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB
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S1a

246

spare adj processor

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
15:27

815

12

S12 and S13 and S14

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
15:30

s1e

25

(michaelis-scott$ or
myer-sylvia$ or
mchardy-william$).in.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:14

SE

632

(714/10).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
15:33

S19

95

(712/31).ccls.

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:08

S0

52536

(switch$4 chang$4
failover fail-over "fail
over") same (spare
slave redundan$4
backup back-up "back
up" second$4) same
processor

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:54

=

81

$20 same S13

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:28

2

168219

without same ("shut$4
down" stop$4 idle
interrupt$4) same (OS
"operating system")

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:33
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23

S21 and S22

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:33

=

20342

multi-processor "multi
processor” and S11 and

S13

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:45

5

176

24 and S20 and S22

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:46

=6

S5 and S14

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:53

7

87

(recover$4 reestablish$3

restart$3) with S9

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:54

S8

31827

(pair spare slave
redundan$4 backup
back-up "back up"
second$4) adj2
processor

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:55

9

101834

firmware

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:56

S0

21

S27 and S28 and S29

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2007/08/29
16:57
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=3

15153

trigger$3 same

("operating system" OS
operating-system) same
(idle stop$4 interrupt$3

halt$3)

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
14:49

2

207

(loss lose 10s$3 lost$3)
same (lockstep lock-
step "lock step")

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
14:52

33

86

(detect$3 track$3
monitor$3) same S32

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
14:56

Y

S33 same S31

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
14:56

&5

S32 same S31

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
15:02

6

10

S32 and S31

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
15:02

w7

33339

(pair spare slave
redundan$4 backup
back-up "back up”
second$4) adj2

processor

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
15:05

8

2323

lockstep lock-step

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2008/02/14
15:06
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39

92

(recover$4 reestablish$3
restart$3) with S38

US-PGPUB;
USPAT;
USOCR; EPO;
JPO;
DERWENT;
IBM_TDB
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*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. ' Applicant’s unique citation designation number (optional). ?See Kinds Codes of
USPTO Patent Documents at v oy or MPEP 901.04. * Enter Office that issued the document, by the two-letter code (WIPO Standard ST 3). * For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ®Applicant is to place a check mark here if English language

Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14, This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 (1-800-786-9139) and select option 2.

Page 149 of 322



Electronic Patent Application Fee Transmittal

Application Number:

10972588

Filing Date:

25-Oct-2004

Title of Invention:

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO
A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A|

BOOT PROCESSOR
First Named Inventor/Applicant Name: Scott L. Michaelis
Filer: Robert Wayne Nelson/Kalyn Black
Attorney Docket Number: 200404973-1

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Miscellaneous:
Request for continued examination 1801 1 810 810
Total in USD ($) 810
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Electronic Acknowledgement Receipt

EFS ID: 4419258
Application Number: 10972588
International Application Number:
Confirmation Number: 1079

Title of Invention:

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO
A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A|

BOOT PROCESSOR

First Named Inventor/Applicant Name:

Scott L. Michaelis

Customer Number:

22879

Filer:

Robert Wayne Nelson/Kalyn Black

Filer Authorized By:

Robert Wayne Nelson

Attorney Docket Number: 200404973-1
Receipt Date: 09-DEC-2008
Filing Date: 25-0CT-2004

Time Stamp: 11:59:52

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document

Document Description
Number P

File Size(Bytes)/

File Name Message Digest

Multi
Part /.zip

Pages
(if appl.)

1 Miscellaneous Incoming Letter

573164
E-RCE.pdf

25301ca0575b4c0ed84218327b438ed7d¢|
eald41

no

Warnings:

Information:

Page 152 of 322




114650
Information Disclosure Statement (IDS)
2 Filed (SB/08) 200404973-1_IDS.pdf no 2
ec317¢6c67198344843aa986ae9dd828687|
a2cbd
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
30795
3 Fee Worksheet (PTO-06) fee-info.pdf no 2
b925711¢38507d46e3baad462e42dc17bb)
24478
Warnings:
Information:
Total Files Size (in bytes)1 718609

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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HEWLETT-PACKARD COMPANY PATENT APPLICATION
Intellectual Property Administration

P.O. Box 272400
Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 2004049731

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Scott L. Michaelis Confirmation No.: 1079
Application No.: 10/972,588 Examiner: Le, Dieu Minh T.
Filing Date: October 25, 2004 Group Art Unit: 2114

Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE
PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop RCE
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

REQUEST FOR CONTINUED EXAMINATION (RCE) 37 CFR 1.114

Subsection (b) of 35 U.S.C. 132, effective on May 29, 2000, provides for continued examination of a utiltity or plant application filed on
or after June 8, 1995.
See The American Inventors Protection Act of 1999 (AIPA).

This is a Request for Continued Examination (RCE) under CFR 1.114 of the above-identified application.

NOTE: 37 CFR 1.114 is effective on May 20, 2000. If the above- application was filed prior to May 29, 2000, applicant may wish to
consider filing a continued prosecution application (CPA) under CFR 1.53(d) (PTO/SB/29) instead of a RCE to be eligible for
the patent term adjustment provisions of the AIPA. See Changes to Application Examination and Provisional Application
Practice, Interim Rule, 65 Fed. Reg. 14865 (Mar. 20, 2000), 1233 off. Gaz. Pat. Office

Submission under 37 CFR 1.114

[ ] Previously submitted

D Consider the amendment(s)/reply under 37 CFR 1.116 previously filed on

(Any unentered amendment(s) referred to above will be entered).

] Consider the arguments in the Appeal Brief or Reply Brief prevously filed on

D Other

Enclosed

] Amendment/Reply
D Affidavit(s)/Declaration(s)
Information Disclosure Statement (IDS)
D Other
Miscellaneous
D Suspension of action is requested under 37 CFR 1.103(c) for a period of months.
The fee for this Suspension is (37 CFR 1.17(i)) $130.00
L1 other

Page 1 of 2
Rev 10/08 (E-RCE)
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CONTINUED EXAMINATION TRANSMITTAL
(RCE) (37 CFR 1.114) (continued)

ATTORNEY DOCKET NO.

PATENT APPLICATION

200404973-1

RCE filing fee $810.00

D A Petition for Extension of Time
|:| 1st Month |:| 2nd Month
$130 $490

]

lzl Please charge to Deposit Account 08-2025 the sum of
this application, please charge any fees required or credit any over payment to Deposit Account 08-2025
pursuant to 37 CFR 1.25. Additionally please charge any fees to Deposit Account 08-2025 under 37 CFR 1.16
through 1.21 inclusive, and any other sections in Title 37 of the Code of Federal Regulations that my regulate

fees.

Rev 10/08 (E-RCE)
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Respectfully submitted,

By:

Scott L. Michaelis

/Robert W. Nelson/
Robert W. Nelson, Esq.

3rd Month |:| 4th Month
$1110 $1730
$ 810 . At any time during the pendency of

Attorney/Agent for Applicant(s)

RegNo.: 37,898

Date : December 9, 2008

Telephone : (303) 298-9888
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Document code: WFEE

United States Patent and Trademark Office
Sales Receipt for Accounting Date: 08/03/2009

ABOARDLE SALE #00000047  Mailroom Dt: 12/09/2008 082025 10972588
01 FC : 1801 810.00 DA
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PATENT APPLICATION

Sheet 1 of 3
FORM PTO-1449 . ATTY. DOCKET NO. APPLICATION NO.| CONFIRMATION NO.
2004049731 /o o 12,SE:
LIST OF PATENTS AND PUBLICATIONS FOR APPLICANT
APPLICANT'S INFORMATION DISCLOSURE
) STATEMENT Scott L. Michaelis et al.
. FILING DATE GROUP
-(Usa several sheets if necessary) &H“
REFERENCE DESIGNATION U.S. PATENT DOCUMENTS
EXAMINER DOCUMENT PUBLICATION . Pages, Columns, Lines Where
INITIAL NUMBER DATE NAME Relevant Passages or Figures Appear
ML_|14 |5.226.152 07/06/1993 Kiug et al.
18 |5.249,188 09/28/1993 - McDonald
1C 165,751,932 05/12/1998 Horst et al.
1D 5,758,058 . |05/26/1998 Milburn
1E [5,764,660 06/09/1998 Mohat
1F 16,065,135 05/16/2000 Marshall et al. ‘
1G|6,148,348 11/14/2000 Garnett et al. ‘ o
1H16,473,869 10/29/2002 Bissett et al.
11 16,560,682 05/06/2003 Miller et al.
WV |14 ]6.604,177 08/05/2003 Kondo et al.
Ryl [1K[6,615,366 | 09/02/2003 Grochowski et al.
FOREIGN PATENT DOCUMENTS
Check if
DOCUMENT PUBLICATION NAME OF PATENTEE Pages/Columns/Lines Where Transfation
NUMBER [ DATE OR APPLICANT Relevant Passages/Figures Appear ltached

1L
1M
1N
10°
1P

OTHER REFERENCES (including Author, Title, Date. Pertinent Pages, etc )

A 190
1Q Mﬂzu?’—s%w-‘}- filed concurrently herewith, entitled “SYSTEM AND METHQOD
A FOR MAINTAINING IN A MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR THAT IS IN

oFs ¢ LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP FOR ANOTHER PROCESSOR"

BOOT PROCESSOR®

\\\ > ol 7
1R WMQQASAM filed concurrently herewith, entitled "SYSTEM AND METHOD
w FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A

; 18 [ Soeibe) R , filed ‘concurrently herewith, entitled "SYSTEM AND METHOD
M FOR USING INFORMATION RELATING TO A DETECTED LOSS OF LOCKSTEP FOR DETERMINING
A RESPONSIVE ACTION"

A al

EXAMINER . DATE CONSIDERED
" g/249/c7

Rov 05/04 (PTO1449)
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PATENT APPLICATION

Sheet 2 of 3
FORM PTO-1449 ATTY. DOCKET NO. APPLICATION NO. ’CQNF]RMATK)N NO.
2004049731 fo, 77,2“5373
UST OF PATENTS AND FUBLICATIONS FOR APPLICANT T
APPUCANT'S INFORMATION DISCLOSURE
STATEMENT Scott L. Michaelis et al.
FILING D GROUP
(Use I sheets H r v) 02//&
REFERENCE DESIGNATION U.S. PATENT DOCUMENTS
EXAMINER DOCUMENT PUBLICATION Pages, Columns, Lines Where
INITIAL NUMBER DATE NAME Relevant Passages or Rgures Appear
Ponl_|2A (6,625,749 09/23/2003 Quach
2B |6,687,851 02/03/2004 Somers et al.
2C 16,754,787, 06/22/2004 Miller et al.
2D |2002/0144177 | 10/03/2002 Kondo et al.
2E (2003/0070050 |04/10/2003 Miller et al.
2F |2004/0006722 |01/08/2004 Safford
/' |2G]2004/0019771 [01/20/2004 Quach
AL _{2H [2004/0153857 | 08/05/2004 Yamazaki et al.
21
2J
2K
FOREIGN PATENT DOCUMENTS
3 - _ Check if
DOCUMENT PUBLICATION NAME OF PATENTEE Pages/Columns/Lines Where Translation
NUMBER -DATE OR APPLICANT Relevant Passages/Figures Appear attached
2L
2M
2N
20
2P

OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, etc.)

2Q

e
[0 2,0
s , filed concurrently herewith, entitled "SYSTEM AND METHOD
FOR PROVIDING FIRMWARE RECOVH?ABLE LOCKSTEP PROTECTION"

2R

)
? filed concurrently herewith, entitled “SYSTEM AND METHOD
FOR CONFIGURJNG LOCKST EP MODE OF A PRCESSOR MODULE"

2S

Lo A filed concurrently herewith, ennued SYSTEM AND METHOD
FOR ABLISHING LOCKSTEP FOR A PROCESSOR MODULE FOR WHICH LOSS OF LOCKSTEP

= olhd

IS DETECTED"
OATE CONSIDERED :
?/29/07 :

Rav 05/04 (PTO1449)
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PATENT APPLICATION
Sheet 3 of 3

FORM PTO-1449

_UIST OF PATENTS AND PUBLICATIONS FOR
APPUCANT'S INFORMATION DISCLOSURE
STATEMENT

(Use al sheet

Y)

ATTY. DOCKET NO.
200404973-1

APPLICATION NO.| CONFIRMATION NO.

/cg 97258

APPLICANT

Scott L Michaelis et al.

FILING DATE

GROUP*

24l

REFERENCE DESIGNATION

U.S. PATENT DOCUMENTS

EXAMINER
INITIAL

DOCUMENT .
NUMBER

PUBLICATION
DATE

NAME

' Pages, Columns, Linas Where
Ralevant Passages or Figures Appear

3A

3B

3ac

30

3E

3F

36

3H

3l

KN

3K

FOREIGN PATENT DOCUMENTS

DOCUMBENT
NUMBER

PUBLICATION
DATE

NAME OF PATENTEE
OR APPLICANT

Theck
Pages/Columns/Lines Where Translation

Relevant Passages/Figures Appear attached

3L

M|

3N

30

3P

OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, etc.)

M_ '30

o] 915, 3% - :
Attorney Do[cket. No?/ 2%0?04970-1, filed concurrently herewith, entitied "SYSTEM AND METHOD
FOR SYSTEM FIRMWARE CAUSING AN OPERATING SYSTEM TO IDLE A PROCESSOR"

LV

FOR
RECOVERY"

5] 5,0 '
Attorne: /DéckZln’No.} 203%—4972-1, filed concurrently herewith, entitled "SYSTEM AND METHOD
RErNTRODUCING A PROCESSOR MODULE TO AN OPERATING SYSTEM AFTER LOCKSTEP

3s

/
EXAMINER

DATE CONSIOERED g/g %}7

Rev 05104 (PTO1449)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

22879 7590 09/23/2008 I E INER |

HEWLETT PACKARD COMPANY
P O BOX 272400, 3404 E. HARMONY ROAD |
INTELLECTUAL PROPERTY ADMINISTRATION
FORT COLLINS, CO 80527-2400

LE, DIEUMINH T

ART UNIT PAPER NUMBER |

2114
DATE MAILED: 09/23/2008

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/972,588 10/25/2004 Scott L. Michaelis 200404973-1 1079

TITLE OF INVENTION: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE
TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1440 $300 $0 $1740 12/23/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE.
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

ingicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

22879 7590 09/23/2008
Certificate of Mailing or Transmission
HEWLETT PACKARD COMPANY I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
P O BOX 272400, 3404 E. HARMONY ROAD addressed to the Mail Stop ISSUE FEE address above, or being facsimile
INTELLECTUAL PROPERTY ADMINISTRATION transmitted to the USPTO (571) 273-2885, on the date indicated below.

FORT COLLINS, CO 80527-2400

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
10/972,588 10/25/2004 Scott L. Michaelis 200404973-1 1079
TITLE OF INVENTION: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE
TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1440 $300 $0 $1740 12/23/2008
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
LE, DIEU MINH T 2114 714-012000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - #of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will va.g de ending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,%.o.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
10/972,588 10/25/2004 Scott L. Michaelis 200404973-1 1079
22879 7590 09/23/2008 I EXAMINER |
HEWLETT PACKARD COMPANY LE, DIEUMINH T
P O BOX 272400, 3404 E. HARMONY ROAD | ART UNIT PAPER NUMBER |

INTELLECTUAL PROPERTY ADMINISTRATION
FORT COLLINS, CO 80527-2400

2114
DATE MAILED: 09/23/2008

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 529 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 529 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.

Page 3 of 3
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Page 162 of 322



Application No. Applicant(s)

. . 10/972,588 MICHAELIS ET AL.
Notice of Allowability Examiner Art Unit
Dieu-Minh Le 2114

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to the interview on 9/5/08 and communications filed 6/5/08 and 9/10/08.

2. X The allowed claim(s) is/are 1-12 and 16-30 now as [1-27].
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICATION NO.: 10/972,588 EXAMINER: Le, Dieu Minh T
FILED: 10/25/2004 ART UNIT: 2114
INVENTOR: Scott L. Michaelis er f. CONFIRMATION NO.: 1079

ATTORNEY DOCKET NUMBER 200404973-1

AMENDMENT IN RESPONSE TO PHONE INTERVIEW ON 09/05/2008

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

Amendments to the claims are reflected in the listing of ¢laims beginning on page 2 of’

this paper.

Remarks begin on page 7 of this paper.
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Application No. 10/972,588 Docket No.: 20040497 3-1
Response to phone interview on 09/05/2008

1. (currently amended) A method comprising:
detecting loss of lockstep (LOL) for a processor in a multi-processor system;
determining that the processor for which said LOL is detected is assigned a role of
boot processor; and

changing a system identifier. used by the system’s operating system 1o recognize

the boot processor, of said boot processor for which said LOL is detected, to a different

value. which causes the system’s operating system to not recognize the processor for

which said LOL is detected as the boot processor; and

changing a system identilier of the sparc processor 1o that of the boot processor,

thereby switching the role of boot processor to a spare processor without shutting down

the system’s operating system.

2 (original) The method of ciaim 1 wherein the spare processor is a hot

spare that is held 1n idle until switched the role of boot processor.

3. (original) The method of claim 1 wherein the spare processor is an active
spare.

4. (original) The method of claim 3 wherein said switching further
comprises:

causing the system’s operating system to idle the active spare.

5. (original) The method of claim 1 wherein the spare processor is a

processor module that includes a master and slave proccessors that operate in lockstep.

6. (original} The method of claim 1 wherein said determining that the
processor tor which said LOL is detected is assigned the role of boot processor
comprises:

accessing information stored to non-volatile data storage that identifies one of the

processors in said multi-processor system that is assigned the role of boot processor.

7. (original) The method of claim 1 further comprising:

determining the processor that is assigned the role of spare processor.
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Application No. 10/972,588 Docket No.: 200404973-1
Response to phone interview on 08/05/2008

8. (original) The method of c¢laim 7 wherein said determining the processor
that is assigned the role ol spare processor comprises:

accessing information stored to non-volatile data storage that identifies one of the

processors in said multi-processor system that 1s assigned the role of spare processor.

9. (original) The method of claim 1 wherein said determining step is

erformed by system firmware.
o o

10. (original) The method of claim 1 wherein said switching step is performed

by system firmware.

1. (original) The method of claim 1 wherein the processor for which said
LOL 1s detected includes a lockstep pair of processors, and wherein said switching
COMPriscs:

determining one of the lockstep pair of processors that is not the cause of said
[.OL; and

copying the state of the determined one of said lockstep pair of processors that is

not the cause of said LOL to said spare processor.

12. (original) The method of claim 11 wherein said spare processor includes a
lockstep pair of processors, and wherein said copying comprises:
copying the state of the determined one of said lockstep pair of processors that is

not the cause ot said LOL to each of said lockstep pair of processors of said spare

processor.
13. {canceled)
14, (canceled)
is. (canceled)
16. (currently amended) A method comprising:

system firmware determining that loss of lockstep (1.OL) is detected for a

[#¥]
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Application No. 10/972 588 Docket No.: 20040497 3-1
Response to phone interview on 09/05/2008

lockstep pair of processors that are assigned the role of boot processor in a system;
determining one of said lockstep pair of processors that is not the cause of said
LOL:
copying the state of the determined one of said lockstep pair of processors that is
not the cause of said LOL to a spare processor; and

changing a system identifier, used by the system’s operating system to recognize

the boot processor, of said lockstep pair of processors that are assigned the role of boot

processor. to a different value, which causes the system’s operating system 1o not

recognize the Jockstep pair of processors for which said LOL is detected as the boot

processor; and

changing a svstem identifier of the spare processor to that of the boot processor,

thereby switching the role of boot processor to said spare processor.

17. (original) The method of claim 16 wherein the spare processor is a hot

spare that is held in idle until switched the role of boot processor.

18. (original) The method of claim 16 wherein the spare processor is an active
spare.
9. (original)y The method of claim 18 further comprising:

causing the system’s operating system to idle the active spare.

20. (original) The method of claim 16 wherein said switching causes the
system’s operating system to recognize said spare processor as said boot processor

without shutting down said operating system.

21. (original) The method of claim 16 wherein said determining step is

performed by system firmware.

22 (original} The method of claim 16 wherein said copying step is performed

by systemn firmware.

23. {originaly The method of claim 16 wherein said switching step is

performed by system firmware.
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Application No. 10/872,588
Response to phone interview on 09/05/200

24. {originaly A system comprising

a plurality of processor modules that each include a master processor and a slave
processor that operate i lockstep:

an operating system;

error detection logic operable to detect loss of lockstep (1LOL) for at lcast one of
sald processor modules; and

o

tection of LOL for a first of said

nrocessor modules, to determime whether said first processor module 1s assigned a role of
system boot proc

system firmware operable, responsive to the det

5807,

whercin it determined that said frst processor maodule 15 assigned the role of
system boot prog

sor, said system firmware is further operable to cause said ope

ratl 1 H
system to recognize another processor module

3 system boo

rocessor without shutting

e =]

down said operating system.

25. {(original) The system of claim 24 wherein the

4 processor module assigned a role of spare processor.

> another processor module is

26. {original) The system of ¢claim 24 wherein the another processor module 1s

held in idle until said system firmware causes said operating system 10 recognize said

another processor module as said system boot processor

27. {(original) The system of clairn 24 wherein the system firmware causes the
operating system 1o idle the another processor module betore causing said operating
system to recognize said another processor module as said system boot processor.

28, {original) The

it

¢ system of claim 24 further comprising:

non-volatile data storage storing information that assigns the rol

> role ot system boot
processor to one of said plurality of processor modules.

29,

stem firmware means for detecting loss of lockstep (LOL) for a processor in a
multi-processor system;

systern firmware means for determining whether the processor for which said
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LOL is detected is assigned the role of boot processor; and

system firmware means for switching the role of boot processor to a spare

processor without shutting down the system’s operating system if determined that the

processor for which said LOL is detected is assigned the role of boot processor.

30, (originai) The system of claim 29 wherein said processor in said multi-

processor system is an ltanium Processor Family (IPF) processor.
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REMARKS

Claims 1, 16, and 29 have been amended. Claims 13-15 have been canceled.
Claims 1-12 and 16-30 remain in the application. Reexamination and reconsideration is

respectfully requested.

Double Patenting Rejections

Claims 1-30 have been rejected under the judicially created doctrine of
obviousness-type double patenting as being unpatentable over claims 1-32 of commonly
owned ULS. application 10/973.077 and claims 1-26 of commonly owned U.S.
application 10/972,796. Note that U.S. application 10/972,796 has issued as U.S. Patent

Number 7.366,948. Terminal Disclaimers have been submutted separately.

Rejections Under 35 U.S.C. § 102

Claims 1-4, 7. 9-23, and 29 have been rejected under 35 U.S.C. § 102(e) as
allegedly being anticipated by U.S. Patent 7,085,959 (Safford). In a phone interview on
September 5, 2008, the examiner and the below signed attorney discussed amendments
that might make the claims allowable. In response to that interview, claim 1 has been
amended to incorporate the limitations of ¢laims 13-15 and claims 13-15 have been
canceled. Claim 16 has been amended to incorporate similar limitations as claim 1. In
addition, claim 29 has been amended to add system firmware as additional structure for

the means plus function claims.
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In view of the above. it is believed all of the pending claims are now in condition
for allowance.

Respectfully submitted,
KLAAS, LAW. OMEARA & MALKIN, P.C.

By: /Augustus W. Winfield/

Augustus W. Winficld, Reg. No. 34.046

leg.
1999 Broadway, Suite 2225
Denver, Colorado 80202
Telephone: (303) 298-9888

Iy s

Date: September 10. 2008
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TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING | Docket Number (Optional)

REJECTION OVER A PENDING “REFERENCE” APPLICATION 200404973-1
in re Application of: Scott L. Michaelis et al.
Application No.: 10/972,588
Filed: October 25, 2004
et SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE PROCESSOR
For: RESPONZIVE TC DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR
Hewlett-Packard Development o
The owner*, Company, L.P. , of M-fumo‘_ percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the slatutory term of any patent granted on the instant application which would extend beyond
the expiration date of the fuli statutory term of any patent granted on pending referense Application Number 10/973,077 , filed

on October 25, 2004 a5 such term is defined in 35 U.S.C. 154 and 173, and as the term of any patent granted con said reference

application may be shortened by any terminal disclaimer filed prior to the grant of any patent on the pending reference application. The owner
hereby agrees that any patent so granted on the instant application shall be enforceable only for and during such period that it and any patent
granted on the reference application are commonly owned. This agreement runs with any patent granted on the instant application and is
binding upon the grantee, its successors or assigns.

in making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application that would
extend to the expiration date of the full statutory lerm as defined in 35 U.S.C. 154 and 173 of any patent granted on said reference
application, “as the terrm of any patent granted on said reference application may be shortened by any termina! disclaimer filed prior to the
grant of any patent on the pending reference application,” in the event that: any such patent: granted on the pending reference application:
expires for failure to pay a maintenance fee, is held unenforceable, is found invatid by a court of competent jurisdiction, is statutorily disclaimed
in whoie or terminally disclaimed under 37 CFRR 1.321, has all claims canceled by a reexamination certificate, is reissued, or is in any rmanner
terminated prior to the expiration of its full statutory term as shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2 below, if appropriate.

1. [j For submissions on behalf of a business/organization (e.g., corparation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued thereon.

2. [X] The undersigned is an attorney or agent of record.  Reg. No. 44,395

/Steven L. Webb/ 9/10/08

Signature - Date
Steven L. Webb

Typed or printed name
(970) 898-3451

Telephone Number

[} Terminal disclaimer fee under 37 CFR 1.20(d) is included.

WARNING: Information on this form may become pubiic. Credit card information should not
be included on this form. Provide credit card information and authorization on PT0-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (cwner).
Form PTO/SB/A6 may be used for making this statement. See MPEP § 324,

This coliection of infarmation is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an appiication. Confidentiality 's governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the compieted application form to the USPTO. Time will vary depending upon the individual case. Any cormments on
the amount of time you require {o complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Cfficer, U.S. Patent and
Trademark Office, U.S. Department of Comrerce, P.O. Box 1450. Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDREES. SEND TO: Commissiconer for Patents, P.C. Box 1450, Alexandria, VA 22313-1450.

If you need assi ce in compieting the form, call 1-800-PT0O-2198 and select option 2.

Page 184 of 322



PTO/SB/26 (08-08)
Approved for use through 09/30/2008. OMB 0651-0031
U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collecnon of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING Docket Number (Optional)
REJECTION OVER A “PRIOR” PATENT 200404373-1

in re Application of.  Scott L. Michaelis et al.

Application No.: 10/973,077
Filed: October 25, 2004

SYSTEM AND METHOD FOR SWITCHING THRE ROLE OF RBOOT PROCESSOR TO A SPARE PROCESSOR
For: RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT

HEWLETT -PACKARD DEVELOPMENT
The owner*, COMPANY, L.P. . of 100 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory fcrm m‘ any &‘atent granted on the instant application which would extend beyond
the expiration date of the full statutory term prior patent No. _ N as the term of said prior patent is defined in 35 U.S.C. 154
and 173, and as the term of said prior patent is presently shortened by ny terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shail be enforceable only for and during such peried that it and the prior patent are commonly owned. This
agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns

7

In making the above disclaimer, the owner does nol disclaim the terminal part of the term of any patent granted on the instant application that
wauld extend to the expiration date of the full statutory term as defined in 35 U.S.C. 154 and 173 of the prior patent, "as the term of said prior
patent is presently shortened by any lerminal disclazimer,” in the event that said grior patent later:

expires for failure to pay a maintenance fee,

is held uneﬂff}rceai}ie,

is found invalid by a court of competent jurisdiction;

is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321:

has all claims canceled by a reexamination certificate;

is reissued; or

is in any manner terminated prior to the expiration of its full statutory term as presently shoriened by any terminal disclaimer

Check either box 1 or 2 below, if appropriate.

1. For submissions on behalf of a business/organization {e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

I hereby declare that ali statements made hergin of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful faise statements and the like so
mada are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jecpardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No. 44,395
/Steven L. Webb/ 9/10/08
Signature Date

Steven L. Webb

Typed or printed name

898-3451

(970) 5
Telephone Number

f__g Terminal disclaimer fee under 37 CFR 1.20(d) inciuded.

WARNING: information on this form may become public. Credit card information should not
be included on this form. Provide cradi card information and authorization on PT0-2038.

el disclaimer is signed by the assignes (owner).
on. See MPEP § 324.

*Statement under 37 CFR 3.73(b) is required if termi
Form PTO/SB/A6 may be used for making this certificati

This colfection of information is required by 37 CFR 1.321. The 'nforrrxaﬁmn is required to obtain or retain a beniefit by the public which is te file {and by the USPTC
o process) an application. Confidentiality {s governed -by 35 U.S.C. 122 and 37 CFR 111 and 1.14  This collection is estimated io take 12 minutes to complete,
including gathering, preparing, and submitiing the completed d;;:}..cation form to the USPTQ. Time wili vary depending upon the individual case  Any commeants
on the amourit of time you require to complete this form and/cr suggestions for reducing this burden, should be sent 1o the Chief Information Officer, U.S. Patent
and Trademark Oifice, U 8. Depariment of Commerce, P.O. Box 1450, Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.C. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-3199 and select option 2.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
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Inventor(s): Scott L. Michaelis et al. Confirmation No.: 1079
Application No.: 10/972,588 Examiner: Le, Dieu Minh T.
Filing Date: October 25, 2004 Group Art Unit: 2114

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE

Title: PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEPR IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450
Alexandria, VA 22313-1450
TRANSMITTAL LETTER FOR RESPONSE/AMENDMENT

Transinitted herewith is/are the following in the above-identified application:

Response/Amendment | ] Petition to extend time to respond
[ ] New fee as calculated below [ ] Supplemental Declaration
Mo additional fee
@ Other Terminal Disclaimer (2) ) Fee$ 260
CLAIMS AS AMENDED BY OTHER THAN A SMALL ENTITY
(1) (2) (3) 4 (5) (6) @)
FOR CLAIMS REMAINING | NUMBER HIGHEST NUMBER PRESENT RATE ADDITIONAL
B AFTER AMENDMENT EXTRA PREVIQUSLY PAID FOR EXTRA FEES
TOTAL
CLAIMS 27 MINUS 30 = 0 X 350 g 0
INDEP. N
CLAIMS 4 MINUS 4 = 0 | X $210|g 0
L] FIRST FRESENTATION OF A MULTIPLE DEPENDENT CLAIM + $370] $ 0
EXTENSION 1st Month — 2nd Month 3rd Month 4th Month
FEE D 5120 U $460 D $1050 D $1640 $ 0
OTHERFEES| § 260
TOTAL ADDITIONAL FEE FOR THIS AMENDMENT | ¢ 260

Charge $ 260 to Deposit Account 08-2025. At any time during the pendency of this application, please charge any fees
required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25. Additionally charge any fees to
Deposit Account 08-2025 under 37 CFR 1.16 through 1.21 inclusive, and any other sections in Title 37 of the Code of Federal

Regulations that may regulate fees. A duplicate copy of this sheet is enclosed.

Respectfully submitted,

Scott L. Michaelis et al.

By:  /Augustus W. Winfield/
Augustus W. Winfield
Attorney/Agent for Applicant(s)
Reg No.: 34,046
Date : September 10, 2008
Telephone : (303) 298-9888

Rev 10/07 (E-TransAmd)
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This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICATION NO.: 10/972,588 EXAMINER: Le, Dieu Minh T
FILED: 10/25/2004 ART UNIT: 2114
INVENTOR: Scott L. Michaelis e al. CONFIRMATION NO.: 1079

ATTORNEY DOCKET NUMBER 200404973-1

RESPONSE TO NON-FINAL OFFICE ACTION MAILED 03/10/2008

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

This is in response to the Office action mailed March 10, 2008, in the above-captioned

application.
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Application No. 10/972,588 Docket No.: 200404973-1
Reply to Office Action of 03/10/2008

REMARKS

No amendments have been made. Claims 1-30 remain in the application.

Reexamination and reconsideration is respectfully requested.

Double Patenting Rejections

Claims 1-30 have been rejected under the judicially created doctrine of
obviousness-type double patenting as being unpatentable over claims 1-32 of commonly
owned U.S. application 10/973,077 and claims 1-26 of commonly owned U.S.
application 10/972,796. If the present application is allowed, then the applicant will take

appropriate action, including a terminal disclaimer if appropriate.

Rejections Under 35 U.S.C. § 102

Claims 1-4, 7, 9-23, and 29 have been rejected under 35 U.S.C. § 102(c) as
allegedly being anticipated by U.S. Patent 7,085,959 (Safford). Applicant respectfully

traverses and requests reconsideration of the Examiner’s rejection.

As discussed in the response to the previous office action, independent claims 1,
16, 24, and 29 specify determining that the processor for which LOL is detected is

assigned a role of boot processor; and switching the role of boot processor to a spare

processor without shutting down the system’s operating system.

Regarding claim 1, in applicant's response to the previous office action, the
applicant discussed the differences between switching processors in Safford, and
switching the role of which processor is the boot processor. In the office action dated
03/10/2008, page 4, paragraph A., the examiner states that the features being discussed
are not recited in the claims. Boot processors, and switching the role of boot processors

are claimed, and the point of the applicant's discussion was that switching processors in
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Application No. 10/972,588 Docket No.: 200404973-1
Reply to Office Action of 03/10/2008

Safford is not the same as switching the role of which processor is the boot processor.
Regarding recovery from lock step, the applicant has not argued that Safford does not
recover from a loss of lock step, rather the applicant has argued that recovery from lock
step does not equate to switching the role of boot processor. To reiterate, the following is

a summary of the points being made by the applicant:

1. Independent claims 1, 16, 24, and 29 specify a boot processor. Safford does not

discuss a boot processor.
2. Safford does not teach or suggest switching the role of boot processor.

3. Re-booting a single processor is not the same as switching the role of boot

processor.

In the office action dated 03/10/2008, pages 5 and 6, paragraph B., the examiner
cites Safford column 4, lines 13-15 and column 3, claims 3 and 7 for support for Safford
switching a boot processor. As applicant discussed in the response to the previous office
action, re-booting a single processor is not the same as switching the role of which

processor is the boot processor.

In the office action dated 03/10/2008, pages 6 and 7, paragraph C., the examiner
discusses recovery from loss of lock step, making a hot spare, etc. , none of which
addresses the claim limitation of switching the role of which processor is the boot

processor.

Rejections Under 35 U.S.C. § 103

NOTE: In applicant's reply to the previous office action, applicant asserted that
Safford was not proper prior art under 35 U.S.C. § 103. However, that assertion was not
correct, and is hereby retracted, with apologies for the mistake. Safford was published on
January 8, 2004, before the filing of the present application on October 25, 2004.
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Claims 1-23 and 29-30 have been rejected under 35 U.S.C. § 103(a) as allegedly
being unpatentable over U.S. Patent number 6,625,749 (Quach) in light of U.S. Patent
number 7,251,749 (Fox). Applicant respectfully traverses and requests reconsideration of

the Examiner’s rejection.

Regarding claims 1, 29 and 30, the examiner cites Quach, figure 1, and column 4,
lines 38-41 for determining that a prbcessor for which LOL is detected is assigned the
role of boot processor. Figure 1 and the cited text do not illustrate or discuss anything
about boot processors. The examiner stipulates that Quach does not explicitly address
switching the role of boot processor, and states that Fox teaches a system response to
processor failure and dynamically activates a spare processor. Nothing in that discussion
provides support for a combination of Quach and Fox teaching or suggesting boot
processors or switching the role of boot processors. The examiner then argues that it
would be obvious to modify a combination of Quach and Fox, but the argument for
modification does not address switching the role of boot processors. No prima facie case

for obviousness has been presented.

Regarding claims 13-15, the examiner cites Quach, column 13, lines 24-26, for
teaching changing a system identifier of a spare processor to that of the boot processor.
The renaming being discussed has to do with registers, not processors, and in particular
does not teach or suggest anything about a boot processor or switching the role of boot
processor. The examiner then further cites Quach, column 13, lines 16-26, and column
14, lines 50-57. Again the discussion in column 13 is about registers. In column 14, claim
6 discusses initializing individual processors, which has nothing to do with a boot

processor or switching the role of boot processor.
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In view of the above, it is believed all of the pending claims are now in condition
for allowance.

Respectfully submitted,
KLAAS, LAW, OMEARA & MALKIN, P.C.

By: /Augustus W. Winfield/

Augustus W. Winfield, Reg. No. 34,046
1999 Broadway, Suite 2225

Denver, Colorado 80202

Telephone: (303) 298-9888

Date: June 5, 2008
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DETAILED ACTION

1. This Office Action is in response to the communications

filed 12/12/07 in application 10/972,588.

2. Claims 1-30 are again presented for examination.

3. The text of those sections of Title 35, U.S. Code not

included in this action can be found in a prior Office action.

4, Claims 1-30 are still rejected under the judicially created
doctrine of obviousness-type double patenting as being
unpatentable over claims 1-32 of U.S. application 10/973,077;
and claims 1-26 of U.S. application 10/972,796. Although the
conflicting claims are not identical, they are not patentably
distinct from each other because the claimed subject matter
contains obvious modifications to previous claims 1-32 of U.S.
application 10/973,077; and claims 1-26 of U.S. application

10/972,796.

5. Claims 1-4, 7, 9-23, and 29 are again rejected under 35
U.S.C. 102(e) as being anticipated over Safford et al. (U.S.

patent 7,085,959 hereafter referred to as Safford).
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This rejection is being applied for the same reasons set forth
in the previous Office Action mailed 09/12/2007.

As per claims 1-4, 7, 9-23, and 29 see the previous office
action for the detailed teaching of Safford.

Applicant asserts that Safford does not disclose or suggest

following limitations:

A. Safford does not discuss transfer of system
information (which processor is the boot processor)
that remains permanent and survives a system reset.
Safford discusses rebooting individual processors
while a system is running (for example, column 4,
lines 57-60, and claim 3), but is not the same as
rebooting the entire system, which is initiated by the
one designated boot processor after a system reset or

power shutdown.

B. Safford does not discuss boot processors, the system
determining whether a processor is the boot processor,
or switching the role of boot processor from one

processor to another.
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C. Safford does not discuss switching a hot spare to the
role of boot processor and operating system to idle a spare

pProcessor

Examiner respectfully transverses Applicant’s argument as

follows:

A. First, in response to Applicant’s argument that the
references fail to show certain features of Applicant’s
invention, it is noted that the feature upon which Applicant

relies (i.e., Safford does not discuss transfer of system

information (which processer is the boot processor) that remains

permanent and survives a system reset. Safford discusses

rebooting individual processors while a system is running (for

example, column 4, lines 57-60, and claim 3), but is not the

same as rebooting the entire system, which is initiated by the

one designated boot processor after a system reset or power

shutdown) is not recited in the rejected claim. Although the
claim is interpreted in light of the specification, limitations
from the specification is not read into the claims. In re Van

Guens, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993).
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Second, Examiner would like to bring Applicant attention to
Safford’s method and apparatus for recovery from loss of lock

step [abstract, col. 2, lines 13-32] comprising information

stored in the memory [col. 1, lines 60 through col. 2, lines 10]

and master/checker pair used in supporting the recovery from

loss of lockstep in a multi-processors system [abstract, col. 2,

lines 55-57]. In addition, Safford explicitly demonstrated a
method and apparatus for recovery from loss of lock step
[abstract, col. 2, lines 13-32] comprising capability to signal
the computer system (i.e., operating system) to idle the

lockstep of processors [col. 4, lines 30-63]. Stafford clearly

illustrated a computer system having a means for detecting and
recovering of a loss of lock step including idling the lockstep

of processor.

B. First, it is NOT true that Safford does not discuss boot
processors, assigning the role of boot processor, data storage
for assigning the role of boot processor, or transferring the
role of boot processor. Safford explicitly disclosed a method
and apparatus for recovery from loss of lock step [abstract,

col. 2, lines 13-32] comprising information stored in the memory

[col. 1, lines 60 through col. 2, lines 10] and master/checker

pair used in supporting the recovery from loss of lockstep in a
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multi-processors system [abstract, col. 2, lines 55-57]. Safford

demonstrated the re-boot processor and its role of re-boot
processor to spare processor [col. 4, lines 13-35 and col. 5,
claims 3 and 7] in supporting the computer data processing
system for recovering from loss of lockstep in a boot processor

(i.e., re-boot processor).

Second, Safford further illustrated capability of moving an
architecture state of the loss of lock step processor to a spare
of processor, rebooting processor unit becomes a new spare
processor unit, and detecting/correcting the loss of lock step
in processor [col. 5, claims 1-2, 7, and 14]. Therefore, it is
clearly to an ordinary skill in the art that Stafford does teach

applicant’s limitation.

C. It is NOT true that Safford does not switching hot spare to

the role of boot processor and operating system to idle a spare

processor. Safford explicitly disclosed a method for recovery
from loss of lock step in a computer system, comprising:
receiving a loss of lock step signal from a processor unit;
receiving a notice from the loss of lock step processor unit to
take the loss of lock step processor unit off line; and moving

an architected state of the loss of lock step processor unit to
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a spare processor unit, wherein the spare processor unit becomes
an active (i.e., hot spare) processor unit in the computer
system. Safford further demonstrated a capability of moving the
architected state comprises: copying the architected state from
the loss of lock step processor unit to a node controller; and
copying the architected state from the node controller to the
idle processor unit [col. 5, claims 1 and 5-6]. Therefore, it is
clearly to an ordinary skill in the art that Stafford does teach

applicant’s limitation.

6. Claims 1-23, and 29-30 are rejected under 35 U.S.C. 103 (a)

as being unpatentable over Quach (U.S. patent 6,625,749) over

Fox et al. (U.S. patent 7,251,749 hereafter referred to as Fox).

As per claims 1-2:

Quach explicitly teaches the invention. Quach teaches:

- detecting loss of lockstep (LOL) for a processor in a
multi-processor system [abstract, col. 3, lines 35-36 and
col. 5, lines 20-28].

- determining that the processor for which said LOL is
detected is assigned a role of boot processor [fig. 1, col.

4, lines 38-48].
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Quach does not explicitly address:

- switching the role of boot processor to a spare processor

without shutting down the system's operating system.

However, Quach does disclose capability of:

- the processors execute in a redundant mode [abstract,
figure 1];

- the error recovery routine is invoked when the processor
detects a error while operating in the redundant

execution mode [abstract, col. 4, lines 30-38].

In addition, Fox explicitly teaches:
- system response to processor failure in a multi-processor
data processing system [abstract];
- dynamically activate spare processor when processor
failure is detected in a multi-processor data processing

system [col.l, lines 8-10].

Therefore, it would have been obvious to a person having
ordinary skill in the art at the time of Applicant’s invention
to realizing Fox’s dynamically activate spare processor when
processor failure is detected in a multi-processor data
processing system as being the use of switching the role of boot

processor to a spare processor without shutting down the
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system's operating system as claimed by Applicant. This is
because Quach’s mutli-data processors /fault tolerant system
explicitly performed data failure detection and recovery (i.e.,

loss of lockstep and/or fail-over) within plurality of

processors via state information, parity information, and boot

information processes.

This modification would have been obvious because a person
having ordinary skill in the art would have been motivated to do
so to improve the multi-data processors, failover, and/or fault-
tolerant system operation availability and network/system
performance therein with a mechanism to enhance the data
connectivity, data debugging, data reliability, and data
throughput which eventually will increase its performance, such

as data throughput between internal and external devices.

As per claims 3-4:

In addition, Fox teaches:
- the spare processor is active spare [col. 3, line 30-31].
- Causing the system’s operating system to idle the active

spare [col. 3 , lines 31-36].

As per claim 5:

Quach further teaches:
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- the spare processor is a processor module that includes a
master and slave processor that operate in lockstep [col. 3,

lines 36-37].

As per claims 6 and 8:

Quach further teaches:

- accessing information stored to non-volatile data storage
that identifies one of the processors in said multi-processor
system that is assigned the role of boot processor [col. 3,
lines 35-65].

In addition, Fox teaches:

- At least one processor of the multiprocessor system [MP]

is initially provided as a reserve [hot-spare] processor

[abstract].

As per claim 7:

Fox further teaches:
- determining the processor that is assigned the role of spare

processor [col. 4, lines 46-48].

As per claims 9-10:

Quach further teaches:
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- determining step is performed by system firmware [col. 5,

lines 17-187.

As per claims 11-12;

Quach further teaches:
- copying the state of the determined one of said lockstep pair
of processors that is not the cause of said LOL to said spare
processor [col. 4, lines 12-24].
- copying the state of the determined one of said lockstep pair
of processors that is not the cause of said LOL to each of said
lockstep pair of processors of said spare processor [fig. 5,

col. 11, lines 1-18].

As per claims 13-15:

Quach further teaches:
- changing a system identifier of the spare processor to that of
the boot processor [col. 13, lines 24-26];
changing a system identifier of said boot processor for which
said LOL is detected to a different value, which causes the
system's operating system to not recognize the processor for
which said LOL is detected as the boot processor [col. 13, lines

16-26; col. 14, lines 50-57].
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As per claims 16-23:

Claims 16-23 are similar to claims 1-9 except using system
firmware for determining LOL [Quach, co0l.5, lines 17-18] and
copying the state of the determined one of said lockstep pair of
processors that is not the cause of LOL to a spare processor
[Quach, col.4, lines 12-28, fig.5, col. 11, lines 1-18].
Therefore, these claims are also rejected under the same
rationale applied against claims 1-9. In addition, all of the

limitations have been noted in the rejection as per claims 1-9.

As per claim 29:

Due to the similarity of claim 29 to claim 1 except for a
system comprising MEANS for detecting loss of lockstep, MEANS
for the determining whether the processor for which LOL is
detected, MEANS for switching the role of boot processor, etc..
instead of a method comprising detecting loss of lockstep,
determining whether the processor for which LOL is detected,
switching the role of boot processor, etc..; therefore, this
claim is also rejected under the same rationale applied against
claim 1. In addition, all of the limitations have been noted in

the rejection as per claim 1.

As per claim 30:
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Quach explicitly teaches the invention. Quach teaches:

- detecting loss of lockstep (LOL) for a processor in a
multi-processor system [abstract, col. 3, lines 35-36 and
col. 5, lines 20-28].

- determining that the processor for which said LOL is
detected is assigned a role of boot processor [fig. 1, col.

4, lines 38-48].

Safford does not explicitly address:

- information stored to non-volatile data storage and an

Itanium Processor Family (IPF) processor.

However, Quach does disclose capability of:
- a computer system includes processor having dual execution

cores [abstract] comprising:

- information stored in the non-volatile memory [col. 3,
lines 52-54] and redundant mode and split mode in
supporting the recovery from 1loss of lockstep in a multi-

processors system[col. 3, lines 35-37].

In addition, Fox explicitly teaches:
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- system response to processor failure in a multi-processor
data processing system [abstract];

- information stored in the memory and active/spare pair
used in supporting the recovery from loss of lockstep in a

multi-processors system[col.8, lines 60-68].

Therefore, it would have been obvious to a person having
ordinary skill in the art at the time of Applicant’s invention
to realizing Fox’s information stored in the memory and
active/spare pair used in supporting the recovery from loss of
lockstep in a multi-processors system as being information
stored to non-volatile data storage and an Itanium Processor
Family (IPF) processor as claimed by Applicant. This is because
Quach’s mutli-data processors /fault tolerant system explicitly
performed data failure detection and recovery (i.e., loss of
lockstep and/or fail-over) within plurality of processors via
state information, parity information, and boot information
processes.

This modification would have been obvious because a person
having ordinary skill in the art would have been motivated to do
so to improve the multi-data processors, failover, and/or fault-
tolerant system operation availability and network/system

performance.
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Art Unit: 2114

Allowable Subject Matter

Claims 24-28 are allowed over the prior art of record.
However, These claims are still objected under the double patenting rejection stated in

the paragraph above.

7. The prior art made of record and not relied upon 1is

considered pertinent to applicant's disclosure.

8. Any inquiry concerning this communication or earlier
communications from the examiner should be directed to Dieu-Minh
Le whose telephone number is (571) 272-3660. The examiner can
normally be reached on Monday - Thursday from 8:30 AM to 6:00
PM.

If attempts to reach the examiner by telephone are
unsuccessful, the examiner’s supervisor, Scott Baderman can be
reached on (571)272-3644.

The Tech Center 2100 phone number is (571) 272-2100.

Information regarding the status of an application may be
obtained from the Patent Application Information Retrieval
(PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have questions on
access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).
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BEGEIVED
cpnRAL FAX GENTER
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE DEC 1 2 2007
APPLICATION NO.: 10/972,588 EXAMINER: Le, Dieu Minh T
FILED: 10/25/2004 ART UNIT: 2114
INVENTOR: Scott L. Michaelis er al. CONFIRMATION NO.: 1079

ATTORNEY DOCKET NUMBER 200404973-1

RESPONSE TO NON-FINAL OFFICE ACTION MAILED 09/12/2007

Commissioner for Patents
P.O. Box 1450 .
Alexandria, VA 22313-1450
Dear Sir;

This is in response to the Office action mailed September 12, 2007, in the above-

captioned application.

Amendments to the specification are reflected in substitute paragraphs beginning on page

2 of this paper.

Remarks and arguments begin on page 8 of this paper.
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Application No. 10/972,588 Docket No.: 2004049731
Reply to Office Action of 09/12/2007 _ :
RECEIVED
AMENDMENTS TO THE SPECIFICATION CENTP‘AL FAX CENTER

[0001] The present application is related to the following concurrently %Feg 12 2007
and commonly assigned U.S. Patent Applications: Serial Ne———————JAttorney
DoecketNe—2008464944-13 U.S. Patent Application Serial No. 10/973,077 (U. 8.

Published Patent Application 20060107112 titled “SYSTEM AND METHOD FOR
ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM LOSS OF

LOCKSTEP IN A BOOT PROCESSOR?; Serial Ne—FAttornerDoeketblo-
200404943-13 U.S. Patent Application Serial No. 10/973.004 (U. S. Published Patent
Application 20060107117, now U.S. Patent Number 7,308,566) titled “SYSTEM AND
METHOD FOR CONFIGURING LOCKSTEP MODE OF A PROCESSOR MODULE";
%Hal—Ne————-—-EA-ttemey—Deeket—Ne—E-@W@% U.S. Patent Application

Serial No, 10/972.835 (U. S. Published Patent Application 20060107114) titled
“SYSTEM AND METHOD FOR USING INFORMATION RELATING TO A

DETECTED LOSS OF LOCKSTEP FOR DETERMIN'ING A RESPONSIVE

ACTION”; Serial MNo—————FfAtterney-Docket No-200404973-1 1).S. Patent
Application Serial No. 10/972,588 (U. S. Published Patent Application 20060090064)

titled “SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT
'PROCESSOR TO A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS
OF LOCKSTEP IN A BOOT PROCESSOR”; Serial No-—————fAttorney-Docket No-
20040497311 U.S. Patent Application Serial No. 10/973.003 (U. S. Published Patent
Application 20060107116) titled “SYSTEM AND METHOD FOR REESTABLISHING
LOCKSTEP FOR A PROCESSOR MODULE FOR WHICH LOSS OF LOCKSTEP IS

DETECTED”; Serial No——fAttomey-Docket No-200404926-13 U.S. Patent
Application Serial No. 10/972,888 ( U. S. Published Patent Application 20060107115)

titled “SYSTEM AND METHOD FOR SYSTEM FIRMWARE CAUSING AN
OPERATING SYSTEM TO IDLE A PROCESSOR”; Serial No—————fAttorney
Decket Ne-200404972 1] U.S. Patent Application Serial No. 10/973.075 (U. §

Published Patent Application 20060107111) titled “SYSTEM AND METHOD FOR
REINTRODUCING A PROCESSOR MODULE TO AN QPERATING SYSTEM

AFTER LOCKSTEP RECOVERY?”; and SerislNe———FAttorney-DocketNe-
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Application No. 10/972,588 Docket No.: 2004049731
Reply to Office Action of 09/12/2007

20040497413 U.S. Patent lication Serial No. 10/972.796 (U. S. Published Patent
Application 200601071 06) titled “SYSTEM AND METHOD FOR MAINTAINING IN
A MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR THAT IS IN LOCKSTEP
FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP FOR ANOTHER
PROCESSOR?”, the disclosures of which are hereby incorporated herein by reference.

[0019] As described further herein and in concurrently filed and commonly

assigned U.S. Patent Application Serial No. ———— fAttorney Doeket Ne:

20040494111 10/973.076 (U. S. Published Patent Application 20060107107) titled
“SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE

LOCKSTEP PROTECTION,” the disclosure of which is incorporated herein by
reference, certain techniques are provided for recovering from LOL detected for a boot

processor in a multi-processor system, in which a spare processor is utilized for such
recovery. For instance, upon LOL being detected for the system’s boot processor, the
spare processor assumes the role of boot processor, and then recovery of lockstep for the
original boot processor is attempted. Accordingly, for such lockstep recovery technique,
a spare processor is used for attempting to recover from LOL detected for the boot

processor. Exemplary techniques are described in concurrently filed and commonly

assigned U.S. Patent Application Serial No. —————fAtiorney-Decket Neo-

200404544-11 U.S. Patent Application Serial No. 10/973.077 (U. 8. Published Patent
Application 20060107112) titled “SYSTEM AND METHOD FOR ESTABLISHING A

SPARE PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT
PROCESSOR,” the disclosure of which is incorporated herein by reference, for
establishing a spare processor for the boot processor. Such exemplary techniques include
techniques for establishing a hot spare processor that is held in reserve until such time as
it is used to assume the role of boot processor responsive to a detected LOL in the boot
processor. The exemplary techniques further include techniques for establishing an
active spare processor that is not held in reserve, but is instead made available to the QS
for executing instructions during normal system operation and is dynamically
transformed into a hot spare (i.e., it is idled) such that it can assume the role of the boot

processor responsive to detection of LOL in the boot processor.
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Application No. 10/972,588 Docket No.: 200404973-1
Reply to Office Action of 09/12/2007

[0021] As described further in concurrently filed and commonly assigned
U.S. Patent Application Serial No. —-———{-A&emey—Deeket-Ne—EomW—l-} U.s.

Patent Application Serial No. 10/973,077 (U. S. Published Patent Application
20060107112) titled “SYSTEM AND METHOD FOR ESTABLISHING A SPARE

PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT
-PROCESSOR,” in certain embodiments, information (referred to herein as a “device

tree;’) is stored to a multi-processor system, wherein such information identifies the
processor in the system that is the boot processor and identifies the processor that is the
spare for the boot processor. The information is stored such that it is accessible by the
system’s firmware, and the firmware, upon detecting LOL for the boot processor,
determines the spare processor from the device tree and assigns the spare processor the
role of boot processor. The firmware then attempts to recover lockstep for the processor
for which LOL was detected. If the recovery of lockstep is successful, the processor for
which lockstep was recovered (i.e., the former boot processor) may be assigned the role
of spare for the current boot processor. Thus, the multi-processor system may recover
from LOL detected for the boot processor without requiring a crash of the system (at least

for certain types of “recoverable” LQLs).

[0023] Concurtently filed and commonly assigned U.S. Patent Application
Serial No. ———fAttomey-DeeketNe-200404941-1 10/973.076 (U. S. Published
Patent Application 20060107107) titled “SYSTEM AND METHOD FOR PROVIDING
FIRMWARE RECOVERABLE LOCKSTEP PROTECTION,” discloses a technique in
which lockstep can be recovered for processors (particularly, non-boot processors)
without requiring use of a spare processor. Rather, upon LOL being detected for a
lockstep pair of processors, the firmware instructs the OS to idle (or “eject”) the lockstep
pair of processors for which LOL was detected and then the firmware attempts to
reestablish lockstep (e.g., by resetting the processors). If successful in reestablishing
lockstep, the firmware triggers the OS to recognize the lockstep pair of processors as

again being available for servicing instructions.
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Application No. 10/972,588 . Docket No.: 20040497 3-1
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{0024] However, for various reasons, in certain system architectures
problems arise in attempting to idle (or gject) the boot processor from the system. Thus,
in certain embodiments, a spare processor is used for recovering from LOL for the
system’s boot processor. Again, embodiments are provided herein for switching the role
of boot processor to an established spare processor responsive to detection of LOL for the
boot processor. In certain embodiments, the spare processor is used for recovering from
LOL only in the case in which LOL is detected for the boot processor. For instances in
which LOL is detected for non-boot processors, the lockstep may be recovered without
the use of a spare by using the recovery technique described in concurrently filed and
commonly assigned U.S. Patent Application Serial No. ———fA#torney-Docket
Ne-200404943-31 10/973.076 (U. S. Published Patent Application 20060107107) titled
“SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE
LOCKSTEP PROTECTION,” for example.

[0041] Thus, operational block 109 essentially makes the spare processor
pair 15 the system’s boot processor, and then in certain embodiments firmware 18 resets
the lockstep processor pair 12 and reestablishes its lockstep in block 110. Once lockstep
is reestablished for lockstep processor pair 12, that pair is held in operational block 111
as a hot spare for the new boot processor' pair 15. That is, firmware 18 updates the device
tree 203 of FIGURE 2 to reflect that lockstep processor pair 12 is a hot spare for the boot
processor pair 15. Thus, should a recoverable LOL be detected. for the new boot
processor 15, the above process may be used by firmware 18 to make the spare lockstep
processor pair 12 the boot processor and then recover lockstep for pair 15. An example
technique for resetting the lockstep processor pair 12 and reestablishing its lockstep in
which the lockstep processor pair 12 is then held as a hot spare is described further in
concurrently filed and commonly assigned U.S. Patent Application Serial No.

tAtiorney-Docket No-200484974-11 U.S, Patent Application Serial No. 10/972.796 (U.
S. Published Patent Application 20060107106) titled “SYSTEM AND METHOD FOR

MAINTAINING IN A MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR
THAT IS IN LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP

5
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FOR ANOTHER PROCESSOR?”, the disclosure of which is hereby incorporated herein

by reference.

[0059] Turning to FIGURE 4, an exemplary operational flow diagra.m for
switching the role of boot processor to a hot spare processor according to one
embodiment is shown. In this case, an LOL has been detected for the boat processor. In
operational block 401, the system firmware allocates space to save the status of the good
processor of the lockstep pair of processors for which LOL was detected. Exemplary ,
techniques for determining which of the lockstep pair of processors had the error are
disclosed in concurrently filed and commonly assigned U.S. Patent Application Serial
No, ————fAHemer-Docket No-200404946-11 U.S. Patent Application Serial No.
10/972.835 (U. 8. Published Patent Application 20060107114) titled “SYSTEM AND
METHOD FOR USING INFORMATION RELATING TO A DETECTED LOSS OF
LOCKSTEP FOR DETERMINING A RESPONSIVE ACTION,” the disclosure of which
is hereby incorporated herein by reference. Accordingly, an appropriate amount of data

* storage space for storing the cache of the “good” processor in the lockstep pair of
processors is allocated in block 401. For instance, an amount of SRAM may be allocated

for storing the registers from the good processor,

[0066] In operational block 504, the system firmware allocates space to
save the status of the good processor of the lockstep pair of processors for which LOL
was detected (i.e., the lockstep pair of processors of the CBP), Exemplary techniques for
determining which of the lockstep pair of processors had the error are disclosed in

~ concurrently filed and commonly assigned U.S. Patent Application Serial No.

PAttorney DocketNe-200404946-13 U.S. Patent Application Serial No. 10/972.835 (U.

S. Published Patent Application 20060107114) titled “SYSTEM AND METHOD FOR
USING INFORMATION RELATING TO A DETECTED LOSS OF LOCKSTEP FOR

DETERMINING A RESPONSIVE ACTION,” the disclosure of which is hereby

incotporated herein by reference. Accordingly, an appropriate amount of data storage

space for storing the cache of the “goad” processor in the Iockstep pair of processors is
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allocated in block 504. For instance, an amount of SRAM may be allocated for storing

the registers from the good processor.

7
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REMARKS

The specification has been amended. No claims have been amended. Claims 1-30

remain in the application. Reexamination and reconsideration is respectfully requested.

Amendments to the Specification

In the office action mailed 09/12/2007, the examiner required amendments to the
specification to provide application numbets corresponding to attorney docket numbers
for co-pending applications. Paragraphs [00017, [0019], [0021], [0023], [0024], [0641],
(0059] and [0056] in the specification have been amended to substitute patent application
serial numbers, published application numbers, and issued patent numbers, for the
originally submitted attorney docket numbers referencing co-pending applications. No
new matter has been presented. The amendments are submitted to satisfy a formality, and

they do not have any effect on the scope of the claims.

Double Patenting Rejections

Clatms 1-30 have been rejected under the judicially created doctrine of
obviousness-type double patenting as being unpatentable over claims 1-32 of commonly
owned U.S. application 10/973,077 and claims 1-26 of commeonly owned U.S.
application 10/972,796. Since none of the referenced applications have issued, the

~ applicant will treat this as a provisional double patenting rejection, and no action will be
taken at this time. If allowable subject matter is found in at least one of the referenced
applications, the applicant will take appropriate action, including a terminal disclaimer if

appropriate.
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Application No. 10/972,588 Docket No.: 200404973-1
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Rejections Under 35 U.S.C. § 102

Claims 1-4, 7, 9-23, and 29 have been rejected under 35 U.S.C. § 102(e) as '
~ allegedly being anticipated by U.S. Patent 7,085,959 (Safford). Applicant respectfully |
traverses and requests reconsideration of the Examiner’s rejection.
From MPEP 2131, a claim is anticipated only if each and every element as set
forth in the claim is found, either expressly or inherently described, in a single prior art
reference. Applicant respectfully submits that Safford does not describe the boot

processor elements of the present claims, as discussed below.

Claims 1, 16. 24, and 29

Independent claim 1 specifies determining that the processor for which said LOL

is detected is assigned a role of boot processor; and switching the role of boot processor
to a spare processor without shutting down the system’s operating system. Independent

claim 16 specifies system firmware determining that loss of lockstep (LOL) is detected

for a lockstep pair of processors that are assigned the role of boot processor in a system;
and switching the role of boot processor to said spare processor. Independent claim 24
specifies system firmware operable, responsive to the detection of LOL for a first of said
processor modules, to determine whether said first processor module is assigned a role of
system boot processor; whetein if determined that said first processor module is assigned
the role of system boot processor, said system firmware is further operable to cause said
operating system to recognize another processor module as system boot processor
without shutting down said operating system. Independent claim 29 specifies means for
determining whether the processor for which said LOL is detected is assigned the role of
boot processor; and means for switching the role of boot processor to a spare processor
without shutting down the system’s operating system if determined that the processor for
which said LOL is detected is assigned the role of boot processor. Safford does not
discuss boot processors, the system determining whether a processor is the boot

processot, or switching the role of boot processor from one processor to another.

9
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In the present application and in Safford, one processor may be halted, and
sufficient run-time state information (called architected state in Safford) is transferred
from the first processor to a second processor, so that the second processor may resume
computation from the point where the first processor is halted. However, changing the
designation of which processor .is the boot processor requires steps that are different than
transferring run-time state, and may be independent from transferring run-time state. That
is, changing the designation of which processor is the boot processor may occur without
transfetring the run-time state. For example, in paragraph [0022], a spare processor that is
designated the new boot processor may be idled, so that the process of transferring run-

time state as discussed in Safford does not occur at all.

The boot processor is determined by the system, externaily from the processors.
For example, from paragraphs [0043] through [0045], as the system is booted, all
processors are idling (executing do-nothing Joops), and the system causes one processor
identified by the system (the boot processor) to branch to the entry point of an operating
system loader program. In contrast, in Safford, transfcrbof the architected state of a
processor is a transfer of information from one processor to another, as required for one
processor to start processing instructions at the point that another processor was halted,
while the system is running. Safford does not discuss transfer of system informatjon
(which processer is the boot processor) that remains permanent and survives a system
reset. Safford discusses rebooting individual processors while a system is running (for
example, column 4, lines 57-60, and claim3), but that is not the same as rebooting the
entire system, which is initiated by the one designated boot processor after a system reset

or power shutdown.

Claims 2-4. 7, 9-15, and 17-23

Claims 2-4, 7, and 9-15 are allowable at least as ultimately depending from
allowable base claim 1. Claims 17-23 are allowable at least as ultimately depending from
allowable claim 16. Claims 2 and 13-15, 17, and 19-20 are allowable on further
independent grounds as discussed below.

10
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Claim 2, dependent on claim 1, further specifies the spare processor is a hot spare
that is held in idle until switched the role of boot processor. Safford does discuss boot

processors or switching to the role of boot processor.

Claim 13, dependent on claim 1, further specifies switching the role of boot

processor to said spare processor comprises changing a system identifier of the spare
processor to that of the boot processor. Safford does not discuss system identifiers of

processors or changing a system identifier to that of the boot processor.

Claim 14, dependent on claim13, further specifies the system identifier is used by
the systemn’s operating systetn to recognize the boot processor. Safford does not discuss

an operating system using a system identifier to recognize the boot processor.

Claim 15, dependent on claim 3, further specifies changing a system identifier of

said boot processor for which said LOL is detected to a different value, which causes the
system’s operating system to not recognize the processor for which said LOL is detected

as the boot processor. Safford does not discuss changing a system identifier of the boot

processor or an operating system not recognizing a processor as the boot processor.

Claim 17, dependent on claim 16, further specifies the spare processor is a hot
spare that is held in idle until switched the role of boot processor. Safford does not
discuss switching a hot spare to the role of boot processor, or switching a hot spare that is

idle to the role of boot processor.

Claim 19, dependent on claim 18, further specifies causing the system’s gperating
system to idle the active spare. Safford does not discuss operating systems or operating

systems idling a spare processor.

Claim 20, dependent on claim 16, further specifies said switching causes the

systern’s operating system to recognize said spare processor as said boot processor

without shutting down said operating system. Safford does not discuss operating systems

or operating systems recognizing a spare processor as the boot processor.

11
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Rejections Under 35 U.S.C. § 103

Claims 5-6, 8, 24-28, and 30 have been rejected under 35 U.S.C. § 103(a) as
allegedly being unpatentable over Safford in view of U.S. Patent Number 5,915,082
(Marshall). Applicant respectfully traverses and requests reconsideration of the
Examiner’s rejection.

Applicant respectfully asserts that Safford is not a valid prior art reference that
may be used in a rejection under 35 U.S.C. § 103(a). 35 U.S.C. § 103(c) states:

(c) Subject matter developed by another person, which qualifies as

prior art only under one or more of sub-sections (e), (f), and (g) of section

102 of this title, shall not preclude patentability under this section where

the subject matter and the claimed invention were, at the time the

invention was made, owned by the same person or subject to an obligation

of assignment to the same person.

Please note that Safford and this application are assigned to the same entity,
Hewlett-Packard Development Company, L.P. Safford was filed before, but did not issue
until after the filing date of the current application. Therefore, the disclosures of Safford
are available only as 35 U.S.C. § 102(e)-type prior art. 35 U.S.C. § 103(c) specifies that
Safford “shall not preclude patentability™ of the claimed invention. Accordingly, the
rejection of claims 5-6, 8, 24-28, and 30 should thercfore be withdrawn.

~ In view of the above, it is believed all of the pending ¢laims are now in condition
for allowance.

Respectfully submitted,
KLAAS, LAW, O'MEARA & MALKIN, P.C.

By: /Augustus W. Winfield/

Augustus W. Winfield, Reg. No. 34,046
1999 Broadway, Suite 2225

Denver, Colorado 80202

Telephone: (303) 298-9888

Date: December 11, 2007
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Application No. Applicant(s)
10/972,588 MICHAELIS ET AL.
Office Action Summary Examiner Art Unit
Dieu-Minh Le 2114

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- |f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b). .

Status

1)IX] Responsive to communication(s) filed on 25 October 2004.
2a)[_] This action is FINAL. . 2b)X] This action is non-final.
3) Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Disposition of Claims

4)[X Claim(s) 1-30 is/are pending in the application. :
4a) Of the above claim(s) is/are withdrawn from consideration.

5[ Claim(s) is/are allowed.

6)X] Claim(s) 1-30 is/are rejected.

7)(J Claim(s) _____is/are objected to.

8)[]. Claim(s) ____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[X] The drawing(s) filed on 10/25/07 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35US.C.§119

12 D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a) (d) or (f).
a)(J Al b)[] Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[J Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) E Notice of References Cited (PTO-892) . 4) D Interview Summary (PTO-413)

2) [[] Notice of Draftsperson’s Patent Drawing Review (PTO-948) ‘ Paper No(s)/Mail Date. o

3) X Information Disclosure Statement(s) (PTO/SB/08) 5) (] Notice of Informal Patent Application
Paper No(s)/Mail Date 10/25/07. 6) [] other:

) U.S. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary " Part of Paper No./Mail Date 20070906
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Part 111 DETAILED ACTION

Specification

1. This Office Action is in response to the application

10/972,588 filed on 10/25/04.
2. Claims 1-30 are presented for examination.

3. The disclosure is objectéd to because of the following
informalities: Applicant is required to update éll the related
applications with the Serial No. or U.S. Patents No. on pages 1,
6-8, 13, 15, 22, and 24.

Appropriate correction is reqi;ired.
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Double Patenting Rejections

4, Claims 1-30 are rejected under the judicially created
doctrine of obviousness-type double patenting as being
unpatentable over claims 1-32 of U.S. application 10/973,077;
and claims 1-26 of U.S. application 10/972,796. Although the
conflicting claims are not identical, they are not patentably
distinct from each other because the claimed subject matter
contains obvious modifications ﬁo previous claims 1-32 of U.S.
application 10/973,077; and claims 1-26 of U.S. application
10/972,796.

As to claims 1, 16, 24 and 29, these claims include
limitations of: detecting loss of lockstep, detecting a role of
boot processdr, which already included in claims 1-32 of U.S.
application 10/973,077; and claims 1-26 of U.S. application
10/972,796. It is well settled that the omission of an element
and its function [i.e.,system firmware] is an obvious expedient
if the remaining elements perform the same function as before.

In re Karlson, 136, USPQ 184 (CCPA 1963). Also note Ex parte

Rainu, 168 USPQ 375 (Bd. App. 1969). Therefore, omitting
various elements from the previous claimed subject matter would
have been obvious to one of ordinary skill in the art in this

case since the remaining elements do in fact perform the same
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functions as before. Elimination/Changing of an element or its

function will not serve as a basis for patentability.

4, The obviousness—type’double patenting rejection is a
judicially established doctrine based upon public policy and is
primarily intended to prevent prolongation of the patent term by
prohibiting claims in a second patent not patentably distinct
from claims in a first patent. In re ngel,.164 USPQ 619 (CCPA
1970). A timely filed terminal disclaimer in compliance with 37
C.F.R. § 1.321(b) would overcome an actual or provisional
rejection on this ground provided the conflicting application or
patent is shown to be commonly 6wned with this application. See

37 C.F.R. § 1.78(d).

Claim Rejections - 35 USC § 102

5. The following is a quotation éf the appropriate paragraphs
of 35 U.S.C. 102 that form the basis for the rejections under
this section made in this Office action:

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for
patent, published under section 122(b), by another filed in
the United States before the invention by the applicant for
patent or (2) a patent granted on an application for patent
by another filed in the United States before the invention
by the applicant for patent, except that an international
application filed under the treaty defined in section
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351(a) shall have the effects for purposes of this
subsection of an application filed in the United States
only if the international application designated the United
States and was published under Article 21(2) of such treaty
in the English language.

6. Claims 1-4, 7, 9-23, and 29 are rejected under 35

U.S.C. 102(e) as being anticipated over Safford et al. (U.S.

patent 7,085,959 hereafter referred to as Safford).

As per claim 1:

Safford explicitly teaches the invention. Safford teaches:
- A method comprising:

- detecting loss of lockstep (LOL) for a processor in a
multi-processor system [gol; 4, lines 13-35 and col. 5,
claim 7].

- determining that the processor for which said LOL is
detected is assigned a role of boot proéessqr [col. 5,
claim 3]. |

- switching the rble of boot processor to a spare processor
without shutting down the system's operating system [col.

5, claim 1].

As per claim 2:
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Safford explicitly teaches the invention. Safford further
teaches:-

- wherein the spare processor is a hot spare that is held

in idle until switched the role of boot processor

[abstract, col. 4, lines 19-29 and col. 5, claim 6].

As per claim 3:

Safford explicitly teaches the invention. Safford further

teaches:

- the spare processor is an active spare [col. 5, claim 1].

As per claim 4:

Safford explicitly teaches tﬁe invention. Safford further
teaches:

- wherein said switching further comprises: causing the

system's operating system to idle the active spare [col. 5,

claims 1 and 6].

This is clearly shown that Safford’s method and apparatus
for recovery from loss of lock step [abstraét, col. 2, lines 13-
32]'téaching capabilities are corrésponding to Applicant’s

invention.
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As per claim 7:

Safford explicitly teaches the invention. Safford further
teaches:
- determining the processor that is assigned the role of

spare processor [col. 5, claim 1].

- As per claim 9:

Safford explicitly teaches the invention. Safford further
teachesf

- determining step is.performed by system firmware (i.e.,

hardware/software) [col. 1, lines 10-31; col. 2, lines 55

through col. 3, lines 51].

As per claim 10:

Safford explicitly teaches the invention. Safford further
teaches:

- switching step is performed by system firmware (i.e.,

hardware/softﬁafe) [col.‘l, lines 10-31; col. 2, lines 55

through col. 3, lines 51].

As pér claim 11:
Safford explicitly teaches the invention. Safford further

teaches:
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- determining one of the lockstep pair of processors that

is not the cause of said LOL [col. 4, lines 30-63 and col.
5, claim 1].

- copying the state of the determined one of said lockstep
pair of processors that is not the cause of said LOL to

said spare processor [col. 5, claims 1, 6, and 13].

As per claim 12:

Safford explicitly teaches the invention. Safford further
teaches: |

- copying the state of the determined one of said lockstep

pair of processors that is not the cause of said LOL to

each 6f séid lockstep pair of processors of said spare

processor [col; 5, claims 1, 6, and 13].

As per claims 13-15:

Safford explicitly teaches ﬁhe invention. Safford further
teaches: |

- chanéing a system identifier of the spare processor to

that of the boot processor [col. 4, lines 30-63 and col. 5,

claim 3];

changing a system idéntifier of said boot processor for

which said LOL is detected to a different value, which
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causes the system's operating system to not recognize the
processor for which said LOL is detected as the boot
processor [col. 2, lines 55-67; col. 4, lines 54-63; col.

5, claim 3].

This is clearly shown that Safford’s method and apparatus
for recovery from loss of lock step [abstract, col. 2, lines 13-
32] teaching.capabilities are corresponding to Applicant’s

invention.

'As-per claim 16:

Safford explicitly teaches the invention. Safford further
teaches:

- system firmware determining that loss.of lockstep (LOL)

is detected for a lockstep pair of processors that are

assigned the role of boot processor in a system (i.e.,

hardware/software) [col. 1, lines 10-31; col. 2, 1ines 55

through col. 3; lines 51]. |

- determining one of said lockstep pair of processors that

is not the éausevof said LOL [col. 4, lines 30-63 and col.

5, claim 1].
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- copying the state of the determined one of said lockstep
pair of processors that is not the cause of said LOL to a
spare processor [col. 5, claims 1, 6, and 13].

- switching the role of boot proceésor to said spare
processor [col. 1, lines 10-31; col. 2, lines 55 through

col. 3, lines 51].

As per claim 17:

Safford explicitly teaches the invention. Safford further
teaches:

- wherein the spare processbr is a hot spare that is held

in idle until switched the role of boot processor

[abstract, col. 4, lines 19-29 and col. 5, claim 6]..

As per claim 18:

Safford explicitly teaches the invention. Safford further
teaches:

- the spare processor is an active spare [col. 5, claim 1].

As per claim 19:

Safford explicitly teaches the invention. Safford further

teaches:
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- causing the system's operating system to idle the active

spare[col. 5, claims 1 and 6].

As per claim 20:

Safford explicitly teaches the invention. Safford further
feaches:

- wherein said switching causes the system's operating

system to recognize said spare processor as* said boot

processor without shutting down said operating system [col.

4, lines 30-63 and col. 5, claim 1].

As per claims 21-23:

Safford explicitly teaches the invention. Safford further
teaches:

- determining step is performed by system firmware (i.e.,

hardware/software) [col. 1, lines 10-31; col. 2, lines 55

through col. 3, lines 51];

- copy step is performed by system firmware (i.e.,

hardware/software) [col. 1, lines 10-31; col. 2, lines 55

through col. 3, lines 51];

- switching step ié performed by system firmware (i.e.,

hardware/software) [col. 1, lines 10—31; col. 2, lines 55

.through col. 3, lines 51].
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As per claim 29:

Due to the similarity of claim 29 tovclaim 1 except for a
system comprising MEANS for detecting loss of lockstep, MEANS
fOrIthe determining whether the processor for which LOL is
detected, MEANS for switching the role of boot processor, etc..
instead of a method comprising detécting loss of lockstep,
determining whether' the processor for which LOL is detected,
switching the role of boot processor, etc..; therefore, these
claims are also rejected under the same rationale applied
against claim 1. In addition, all of the limitations have been

noted in the rejection as per claim 1. Such as, Safford

explicilty illustrates switching or changing spare processor to

an _active processor via an architecture state (i.e., system

information state) [col. 5, claim 1].

This is clearly shown that Safford’s method and apparatus
for recovery from loss of lock step [abstract, col. 2, lines 13-
32] teaching capabilities are corresponding to Applicant’s

invention.

Claim Rejections - 35 USC § 103
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7. The following is a quotation of 35 U.S.C. 103(a) which
forms the basis for all obviousness rejections set forth in this

Office action:

(a) A patent may not be obtained though the inventioﬁ is not
identically disclosed or described as set forth in section 102
of this title, if fhe differenées between the subject matter
sought to be patented and the prior art are such that the
subject matter as a whole would have been obvious at the time
the invention was made to a person having ordinary skill in the

art to which said subject matter pertains. Patentability shall

not be negatived by the manner in which the invention was made.

8.. Claims 5-6, 8, 24-28, and 30 are rejected under 35

U.S.C. 103(a) as being unpatentable overASafford et al. (U.S.
patent 7,085,959 hereafter referred to as Safford) in view of
Marshall et al. (U.S. patent 5,915,082 hereafterﬂreferred to as

Marshall).

As per claim 5:

Safford substantially teaches the invention. Safford

teaches:
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- A method comprising:

- detecting loss of lockstep (LOL) for a proceésor in a
multi-processor System [col. 4, lines 13-35 and col. 5,
claim 7];

- sSpare processor [col. 5, claim 1].

Safford does not explicitly address:

- master and slave processors.

However, Safford does disclose capability of:
- A method and apparatus for recovery from loss of lock
step [abstract, col. 2, lines 13-32] comprising:

- master/checker pair used in supporting the recovery from

loss of lockstep in a multi-processors system [abstract,

col. 2, lines 55-57].

In addition, Marshall explicitly teaches:

- A method comprising:

- An error detection and fault isolation for lockstep
processor systems [abstréct, col. 1, lines 10-20]

comprising:
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- a data connectivity among multi-processors, firmware, OS,
error detection and recovery, user interface, etc... [fig.
2, col. 4, lines 13-35];

- configuring and error signaling used to enhance recovery

from loss of lockstep in a multi-processors system
[abstract, col. 2, lines 11-24 and col. 12, claim 1] via

master/slave;ptocessors [abstract, col. 3, lines 1-15].

Therefore, it would have been obvious to a person having

ordinary skill in the art at the time of Applicant’s invention

to first realizing Safford’s master/checker pair used in

Supporting the recovery from loss of lockstep in a multi-

processors system as being the master and slave processors as
claimed by Applicant. This is because Safford’s mutli-data
processors /fault tolerant system explicitly performed data

failure detection and recovery (i.e., loss of lockstep and/or

fail-over) within plurality of processors via state information,

parity information, and boot information processes. By utilizing

"these capabilities, the multi-data processing system can be
directed or redirected promptly and functioned properly during
failover recovery process in supporting the system operation;

second, by applying the configuring and error signaling used to

enhance recovery from loss of lockstep in a multi-processors
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system_ via master/slave processors as taught by Marshall in

conjunction with the method and apparatus for recovery from loss
of lock step as taught by Safford, the multi-processors within

- fault tolefant/failure recovery networkiné system including
master/slave capability (i.e., failover) can enhance its
operation performance, more specifically to ensuring the error
detected, corrected, and replaced (i.e., backup) in proper and
efficient manner via its state information functionality.

This modification would have been obvious because a person
having ordinary skill in the art would have been motivated to do
so to imprer the multi-data processors, failover, and/or fault-
tolerant systeﬁ operation availability and network/system
performance therein with a mechanism to enhance the data
connectivity, data debugging, data reliability, and data
throughput which eventually will increase its performance, such

as data throughput between internal and external devices.

As per claims 6, 8, 28, 30:
Safford substantially teaches the invention. Safford
teaches:
- wherein the spare processor‘is a hot spare that is held
in idle until switched the role of boot processor

[abstract, col. 4, lines 19-29 and col. 5, claim 6];
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- the spare processor is an active spare [col. 5, claim 1].
- wherein said switching further comprises: causing the
system's operating system to idle the active spare [col. 5,

claims 1 and 6].

Safford does not explicitly address:
- information stored to non-volatile data storage and an

 Itanium Processor Family (IPF) processor.

However, Safford does disclose capability of:
- A method and apparatus for récovery from loss of lock

step [abstract, col. 2, lines 13-32] comprising:

- information stored in the memory [col. 1, lines 60

through col. 2, lines 10] and master/checker pair used in

supporting the recovery from loss of lockstep in a multi-

processors system [abstract, col. 2, lines 55-57].

In addition, Marshall explicitly teaches:

- A method comprising:

- An error detection and fault isolation for lockstep
pfocessor systems [abstract, col. 1, lines 10;20]

comprising:
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- a data connectivity among multi-processors, firmware, OS,
error detection and recovery, user interface, etc... [fig.
2, col. 4, lines 13-35];

- memory used to store data [col. 3, lines 35-50] in-

supporting the recovery from loss of lockstep in a multi-

processors system [abstract, col. 2, lines 11-24 and col.

12, claim 1] via master/slave processors [abstract, col. 3,

lines 1-15].

Therefore, it would have been obvious to a person having

ordinary skill in the art at the time of Applicant’s invention

to first realizing Safford’s information stored in the memory

and master/checker pair used in supporting the recovery from

loss of lockstep in a multi-processors system as being
informa£ion stored to non-volatile data storage and an Itanium
Procéssor Family (IPF) processor as claimed by Applicant. This
is because Safford’s mutli-data processors /fault tolerant
system explicitly performed daté failure detection and recovery

(i.e., loss of lockstep and/or fail-over) within plurality of

processors via state information, parity information, and boot

information processes; second, by applying the memory used to

store data in supporting the recovery from loss of lockstep in a

multi-processors system via master/slave processors as taught
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by Marshall in conjuﬁétion with the method and apparatus for
recovery from loss of lock.step as taught by Safford, the multi-
processors within fault tolerant/failure recovery networking
system including master/slave capability (i.e., failover) can
enhance its operation performance, more specifically to ensuring
the error detected, corrected, and replaced (i.e., backup) in
- proper and efficient manner via its state information

“functionality.

This modification would have been obvious because a person
having ordinary skill in the art would have been motivated to do
so to improve the multi-data processors, failover, and/or fault-
tolerant system operation availability and network/system

performance therein.

As per claim 24:

Safford substantially teaches the invention. Safford
teaches:‘

- A method comprising:

- detecting loss of 1ockstep (LOL) for a processor in a

multi—processor,systém [col. 4, lines 13-35 and col. 5,

claim 7];

- an operating system [col. 5, claim 1].
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- error detection logic operable to detect loss of lockstep
(LOL) for at least one of said processor modules [col; 4,
lines 13-35 and col. 5, claim 7].

- system firmware operable, responsive to the detection of
LOL for a first of said processor‘modules,,to determine whether
said first processor module is assigned a role of system
boot processor [col. 5, claim 3].

- wherein if determined that said first processor module is
assigned the role of system boot processor, said system
firmware'is-further operable to cause said operatiﬁg system to

recognize another processor modﬁle as system boot processor
without shutting down said operating system [col. 5, claim

1].

Safford does not explicitly address:

- master and slave processors.

However, Safford does disclose capability of:
- A method and apparatus for recovery from loss of lock
step [abstract, col. 2, lines 13-32] comprising:

- master/checker pair used in supporting the recovery from

loss of lockstep in a multi-processors system [abstract,

col. 2, lines 55-57].
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In addition, Marshall expiicitiy teaches:

-~ A method comprising:

- An error detection and fault isolation for lockstep
processor systems [abstract, col. 1, liﬁes 10-20)
comprising:

- a data conpéctivity among multi-processors, firmware, OS,
error detection and recovery, user interface, etc... [fig.
2, col. 4, lines 13-35];

- configuring and error signaling used to enhance recovery

from loss of lockstep in a multi-processors system

[abstract, col. 2, lines 11-24 and col. 12, claim 1] via

master/slave processors [abstract, col. 3, lines 1-15}.

Therefore, it would have been obvious to a person having
ordinary skill in the art at the time of Applicant’s invention

to first realizing Safford’s master/checker pair used in

supporting the recovery from loss of lockstep in a multi-

processors system as being the master and slave processors as

claimed by Applicant. This is because Safford’s mutli-data
processors /fault tolerant system explicitly performed data

failure detection and recovery (i.e., loss of lockstep and/or

fail-over) within plurality of processors via state information,

parity information, and boot information processes. By utilizing
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these capabilities, the multi-data processing system can be
directed or redirected promptly and functioned properly during
failover recovery process in supporting the system operation;

second, by applying the configuring and error signaling used to

enhance recovery from loss of lockstep in a multi-processors

system via master/slave processors as taught by Marshall in
conjunction with the method and apparaéus for recovery, from loss
of lock step as taught by Safford, the multi—procéssors within
faulfvtolerant/failure recovery networking system including
méster/slave capability (i.e., failover) can enhance its
operation performance, more specificaily to ensﬁring the error
detected, corrected, and replaced (i.ef, backup) in proper and
efficient manner via its state information functionality.

This modification would have been obvious bécause a person
having ordinary skill in the art would have been hotivated to do
so to improve the multi-data proéessors, failover, and/or fault-
tolerant system operation availability and(network/system
performance therein with»a mechanism'td enhance the data
connectivity, data debugging, data reiiability, and data
throughput which eventuélly will increase its performance, such

as data throughput between internal and external devices.

As per claim 25:
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N

Safford substantially teaches the invention. Safford
teaches:

—.wherein the anqther processor module is a processor

module assigned a role of spare processor [col. 5, claim

1.

As per claim 26:

Safford substantially teaches the invention. Safford
teaches:

- wherein the another processor module is held in idle

until said system firmware causes said operating system to

recognize said another processor module as said system boot

processor [abstract, col. 4, lines 19-29 and col. 5, claim

6].

~ As per claim 27:

Safford substantially teaches the invention. Safford
teaches:

- wherein the system firmware causes the operating system

to idle the another processor module before causing said

operating system to recognize said another processor module

as sald system boot processor [col. 4, lines 30-63 and col.

5, claim 1].
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onclusion

9. The prior art made of record and not relied upon is

considered pertinent to applicant's disclosure.

10. A shortened statutory period for response to this action is
set to expired THREE (3) months, ZERO days from the date of this
letter. Failure to respond within the period for response will

cause the applicatioh to be abandoned. 35.U.S.C. 133.

{

11. Any inquiry concerning this communication or earlier
communications from the examiner should be directed to Dieu-Minh
Le whose telephone number is (703)305-9408. The examiner can
normally be reached on Monday - Thursday from 8:30 AM to 6:30
PM.

Any inquiry concerning this communication or earlier
communications from the examiner should be directed to Dieu-Minh
Le whose telephone number is (571) 272-3660. The examiner can
‘normally be reached on Monday - Thursday from 8:30 AM to 5:00
PM. \

If attempts to reach the examiner by telephone are
unsuccessful, the examiner’s superviéor, Scott Baderman can be
reached on (571)272-3644. Thé,TéchVCenter 2100 phone number is

(571) 272-2100.
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Information regarding the status of an application may be
obtained from the Patent Application Iﬁformation Retrieval
(PAIR) system. Status information for published applications
may be obtained from either Private PAIR of Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information aboﬁt the PAIR system,
see httpﬁ//pair—direct.usptb.gov; Should you.have questions on
access to the Private.PAIR system, contact the Electronic

Business Center. (EBC) at 866-217-9197 (toll-free).

I4s :
DIEU-MINH THAI LE
PRIMARY EXAMINER

ART UNIT 2114

DML
09/05/07
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SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A
SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A
BOOT PROCESSOR

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application is related to the following concurrently filed and
commonly assigned U.S. Patent\Applications: Serial No. [Attorney Docket No.
200404944-1] titled “SYSTEM AND METHOD FOR ESTABLISHING A SPARE
PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT
PROCESSOR”; Serial No. [Attorney Docket No. 200404943-1] titled “SYSTEM AND
METHOD FOR CONFIGURING LOCKSTEP MODE OF A PROCESSOR MODULE?”; Serial
No. [Attorney Docket No. 200404946-1] titled “SYSTEM AND METHOD FOR
USING INFORMATION RELATING TO A DETECTED LOSS OF LOCKSTEP FOR
DETERMINING A RESPONSIVE ACTION™; Serial No. [Attorney Docket No.
200404973-1 titled “SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT
PROCESSOR TO A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF
LOCKSTEP IN A BOOT PROCESSOR™; Serial No. [Attorney Docket No.
200404971-1] titled “SYSTEM AND METHOD FOR REESTABLISHING LOCKSTEP FOR A
PROCESSOR MODULE FOR WHICH LOSS OF LOCKSTEP IS DETECTED?”; Serial No.

[Attorney Docket No. 200404970-1] titled “SYSTEM AND METHOD FOR SYSTEM
FIRMWARE CAUSING AN OPERATING SYSTEM TO IDLE A PROCESSOR”; Serial No.

[Attorney Docket No. 200404972-1] titled “SYSTEM AND METHOD FOR
REINTRODUCING A PROCESSOR MODULE TO AN OPERATING SYSTEM AFTER
LOCKSTEP RECOVERY”; and Serial No. [Attorney Docket No. 200404974-1] titled
«SYSTEM AND METHOD FOR MAINTAINING IN A MULTI-PROCESSOR SYSTEM A
SPARE PROCESSOR THAT IS IN LOCKSTEP FOR USE IN RECOVERING FROM LOSS
OF LOCKSTEP FOR ANOTHER PROCESSOR?”, the disclosures of which are hereby

incorporated herein by reference.
DESCRIPTION OF RELATED ART

[0002] Silent Data Corruption (“SDC”) is a difficult problem in the computing
industry. In general, SDC refers to data that is corrupt, but which the system does not detect as

being corrupt. SDCs primarily occur due to one of two factors: a) a broken hardware unit or b)a
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“cosmic” event that causes values to change somewhere in the system. Broken hardware means
that a “trusted” piece of hardware is silently giving wrong answers. For example, the arithmetic
unit in a processor is instructed to add 1+1 and it returns the incorrect answer 3 instead of the
correct answer 2. An example of a cosmic event is when a charged particle (e.g., alpha particle
or cosmic ray) strikes a region of a computing system and causes some bits to change value (e.g.,

fromaOtoalorfromal toa0).

[0003] Numerous techniques have been developed for detecting SDC to prevent the
SDC from remaining “silent” or “undetected” within a system, as well as preventing such SDC
from propagating through the system. Examples of these techniques include parity-based
mechanisms and error correcting codes (ECCs) on buses and memory locations, as well as
checksums and/or cyclic redundancy checks (CRC) over regions of memory. Parity-based
mechanisms are often employed in processors, wherein a parity bit is associated with each block
of data when it is stored. The parity bit is set to one or zero according to whether there is an odd -
or even number of ones in the data block. When the data block is read out of its storage location,
the number of ones in the block is compared with the parity bit. A discrepancy between the
values indicates that the data block has been corrupted. ECCs are parity-based mechanisms that
track additional information for each data block. The additional information allows the

corrupted bit(s) to be identified and corrected.

[0004] Parity/ECC mechanisms have been employed extensively for caches,
memories, and similar data storage arrays. In the remaining circuitry on a processor, such as
data paths, control logic, execution logic, and registers (the “execution core”), it is more difficult
to apply parity/ECC mechanisms for SDC detection. Thus, there is typically some unprotected
area on a processor in which data corruption may occur and the parity/ECC mechanisms do not
prevent the corrupted data from actually making it out onto the system bus. One approach to
SDC detection in an execution core (or other unprotected area of the processor chip) is to employ
“lockstep processing.” Generally, in lockstep processing two processors are paired together, and -
the two processors perform exactly the same operations and the results are compared (e.g., with
an XOR gate). If there is ever a discrepancy between the results of the lockstep processors, an
error is signaled. The odds of two processors experiencing the exact same error at the exact
same moment (e.g., due to a cosmic event occurring in both processors at exactly the same time
or due to a mechanical failure occurring in each processor at exactly the same time) is nearly

ZCro.
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[0005] A pair of lockstep processors may, from time to time, lose their lockstep.
“Loss of lockstep” (or “LOL”) is used broadly herein to refer to any error in the pair of lockstep
processors. One example of LOL is detection of data corruption (e.g., data cache error) in one of
the processors by a parity-based mechanism and/or ECC mechanism. Another example of LOL
is detection of the output of the paired processors not matching, which is referred to herein as a '
“lockstep mismatch.” It should be recognized that in some cases the data in the cache of a
processor may become corrupt (e.g., due to a cosmic event), which once detected (e.g.,bya
parity-based mechanism or ECC mechanism of the processor) results in LOL. Of course, unless
such corrupt data is acted upon by the processor, the output of that processor will not fail to
match the output of its paired processor and thus a “lockstep mismatch” will not occur. For

“1”

example, suppose that a value of is stored to first location of cache in each of a pair of
lockstep processors and a value of “1” is also stored to a second location of cache in each of the
pair of lockstep processors. Further suppose that a cosmic event occurs for a first one of the
processors, resulting in the first location of its cache being changed from “1” to “0”, and thus
corrupted. This data corruption in the first processor is a LOL for the pair. An error detection
mechanism of this first processor may detect the data corruption, thus detecting the LOL. If the
processors are instructed to act on the data of their first cache locations, then a lockstep
mismatch will occur as the output of each of the processors will not match. For instance, if the
processors each add the data stored to the first location of their respective cache with the data
stored to the second location of their respective cache, the first processor (having the corrupt

data) will output a result of “1” (0+1=1) while the second processor outputs a result of “2”

(1+1=2), and thus their respective outputs will not match.

[0006] By employing such techniques as parity-based error detection mechanisms
and output comparisons for lockstep paired processors, SDC detection can be enhanced such that
practically no SDC occurring in a processor goes undetected (and thus such SDC does not
remain “silent”) but instead results in detection of LOL. However, the issue then becomes how
best for the system to respond to detected LOL. The traditional response to detected LOL has
been to crash the system to ensure that the detected error is not propagated through the system.
That is, LOL in one pair of lockstep processors in a system halts processing of the system even if
other processors that have not encountered an error are present in the system. However, with the
increased desire for many systems to maintain high availability, crashing the system each time

LOL is detected is not an attractive proposition. This is particularly unattractive for large
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systems having many processors because cosmic events typically occur more frequently as the
processor count goes up, which would result in much more frequent system crashes in those
large systems. High availability is a major desire for many customers having large, multi-
processor systems, and thus having their system crash every few weeks is not an attractive
option. Of course, permitting corrupt data to propagate through the system is also not a viable

option.

[0007] Prior solutions attempting to resolve at least some detected SDCs without
requiring the system to be crashed have been Operating System (“OS”) centric. That is, in
certain solutions the OS has been implemented in a manner to recover from a detected LOL
without necessarily crashing the system. This OS-centric type of solution requires a lot of
processor and platform specific knowledge to be embedded in the OS, and thus requires that the
OS provider maintain the OS up-to-date as changes occur in later versions of the processors and
platforms in which the OS is to be used. This is such a large burden that most commonly used

OSs do not support lockstep recovery.

[0008] Certain solutions have attempted to recover from a LOL without involving
the OS in such recovery procedure. For instance, in one technique upon LOL being detected,
firmware is used to save the state of one of the processors in a lockstep pair (the processor that is
considered “good”) to memory, and then both processors of the pair are reset and reinitialized.
Thereafter, the state is copied from the memory to each of the processors in the lockstep pair.
This technique makes the processors unavailable for an amount of time without the OS having
any knowledge regarding this unavailability, and if the amount of time required for recovery is
too long, the system may crash. That is, typically, if a processor is unresponsive for X amount of
time, the OS will assume that the processor is hung and will crashdump the system so that the
problem can be diagnosed. Further, in the event that a processor in the pair cannot be reset and
reinitialized (e.g., the processor has a physical problem and fails to pass its self-test), this

technique results in crashing.the system..
BRIEF SUMMARY OF THE INVENTION

[0009] According to one embodiment, a method comprises detecting loss of
lockstep (LOL) for a processor in a multi-processor system. The method further comprises

determining that the processor for which the LOL is detected is assigned the role of boot
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processor, and switching the role of boot processor to a spare processor without shutting down

the system’s operating system.

[0010] According to one embodiment, a method comprises system firmware
determining that loss of lockstep (LOL) is detected for a lockstep pair of processors that are
assigned the role of boot processor in a system. The method further comprises determining one
of the lockstep pair of processors that is not the cause of the LOL, and copying the state of the
determined one of the lockstep pair of processors that is not the cause of the LOL to a spare
processor. The method further comprises switching the role of boot processor to the spare

processor.

[0011] According to one embodiment, a system comprises a plurality of processor
modules that each include a master processor and a slave processor that operate in lockstep. The
system further comprises an operating system, and error detection logic operable to detect loss of
lockstep (LOL) for at least one of the processor modules. The system further comprises system
firmware operable, responsive to detection of LOL for a first of the processor modules, to
determine whether the first processor module is assigned a role of system boot processor. If
determined that the first processor module is assigned the role of system boot processor, the
system firmware is further operable to cause the operating system to recognize another processor

module as system boot processor without shutting down the operating system.

[0012] According to one embodiment, a system comprises means for detecting loss
of lockstep (ILOL) for a processor in a multi-processor system. The system further comprises
means for determining whether the processor for which the LOL is detected is assigned the role
of boot processor, and means for switching the role of boot processor to a spare processor
without shutting down the system’s operating system if determined that the processor for which

the LOL is detected is assigned the role of boot processor.
BRIEF DESCRIPTION OF THE DRAWINGS -

[0013] FIGURE 1 shows an example multi-processor system in which firmware

utilizes a spare processor for recovering from LOL for the system’s boot processor;

[0014] FIGURE 2 shows a block diagram of one embodiment implemented for the

IA-64 processor architecture;
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[0015] FIGURE 3 shows an example system having multi-processor cells in which
an embodiment for switching the role of boot processor to a spare processor responsive to

detected LOL in the boot processor may be employed;

[0016] FIGURE 4 shows an exemplary operational flow diagram for switching the

role of boot processor to a hot spare processor according to one embodiment;

[0017] FIGURE 5 shows an exemplary operational flow diagram for switching the

role of boot processor to an active spare processor according to one embodiment; and

[0018] FIGURE 6 shows a more general operational flow diagram for certain

embodiments.
DETAILED DESCRIPTION OF THE INVENTION

[0019] As described further herein and in concurrently filed and commonly
assigned U.S. Patent Application Serial No. [Attorney Docket No. 200404941-1]
titled “SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE
LOCKSTEP PROTECTION,” the disclosure of which is incorporated herein by reference,
certain techniques are provided for recovering from LOL detected for a boot processor in a
multi-processor system, in which a spare processor is utilized for such recovery. For instance,
upon LOL being detected for the system’s boot processor, the spare processor assumes the role
of boot processor, and then recovery of lockstep for the original boot procéssor is attempted.
Accordingly, for such lockstep recovery technique, a spare processor is used for attempting to
recover from LOL detected for the boot processor. Exemplary techniques are described in
concurrently filed and commonly assigned U.S. Patent Application Serial No.
[Attorney Docket No. 200404944-1] titled “SYSTEM AND METHOD FOR ESTABLISHING
A SPARE PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT
PROCESSOR,” the disclosure of which is incorporated herein by reference, for establishing a
spare processor for the boot processor. Such exemplary techniques include techniques for
establishing a hot spare processor that is held in reserve until such time as it is used to assume
the role of boot processor responsive to a detected LOL in the boot processor. The exemplary
techniques further include techniques for establishing an active spare processor that is not held in

reserve, but is instead made available to the OS for executing instructions during normal system
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operation and is dynamically transformed into a hot spare (i.e., it is idled) such that it can assume

the role of the boot processor responsive to detection of LOL in the boot processor.

[0020] Embodiments are provided herein for switching the role of boot processor
to an established spare processor responsive to detection of LOL in the boot processor. For
instance, exemplary actions by system firmware for switching the role of boot processor to an
established spare processor and thus causing the OS to recognize the established spare processor

as the system’s boot processor are provided in accordance with certain embodiments hereof.

[0021] As described further in concurrently filed and commonly assigned U.S.
Patent Application Serial No. [Attorney Docket No. 200404944-1] titled “SYSTEM
AND METHOD FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM
LOSS OF LOCKSTEP IN A BOOT PROCESSOR,” in certain embodiments, information
(referred to herein as a “device tree”) is stored to a multi-processor system, wherein such
information identifies the processor in the system that is the boot processor and identifies the
processor that is the spare for the boot processor. The information is stored such that it is
accessible by the system’s firmware, and the firmware, upon detecting LOL for the boot
processor, determines the spare processor from the device tree and assigns the spare processor
the role of boot processor. The firmware then attempts to recover lockstep for the processor for
which LOL was detected. If the recovery of lockstep is successful, the processor for which
lockstep was recovered (i.e., the former boot processor) may be assigned the role of spare for the
current boot processor. Thus, the multi-processor system may recover from LOL detected for
the boot processor without requiring a crash of the system (at least for certain types of

“recoverable” LOLs).

[0022] In some implementations described herein, the spare processor for the boot
processor is a “hot” spare, in which it is idled and not made available to the OS for processing
instructions during normal system operation. That is, the hot spare processor is held in reserve,
idling until such time as it assumes the role of boot processor responsive to detected LOL for the
boot processor. In other implementations, the spare processor is not held in reserve, but is
instead an “active” processor that is made available to the OS for executing instructions during
normal system operation. Upon LOL being detected for the boot processor, the designated spare
processor is dynamically transformed into a hot spare (i.e., it is idled) such that it can assume the

role of the boot processor. For instance, upon the system’s firmware detecting a LOL for the
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boot processor, the firmware accesses the device tree and determines the designated spare
processor, and then the firmware instructs the OS to idle the designated spare processor (i.e., stop
scheduling instructions for the processor) to make the “active” spare a “hot” spare, which then

assumes the role of boot processor.

[0023] -Concurrently filed and commonly assigned U.S. Patent Application Serial
No. [Attorney Docket No. 200404941-1] titled “SYSTEM AND METHOD FOR
PROVIDING FIRMWARE RECOVERABLE LOCKSTEP PROTECTION,” discloses a
technique in which lockstep can be recovered for processors (particularly, non-boot processors)
without requiring use of a spare processor. Rather, upon LOL being detected for a lockstep pair
of processors, the firmware instructs the OS to idle (or “eject™) the lockstep pair of processors for
which LOL was detected and then the firmware attempts to reestablish lockstep (e.g., by
resetting the processors). If successful in reestablishing lockstep, the firmware triggers the OS to

recognize the lockstep pair of processors as again being available for servicing instructions.

[0024] However, for various reasons, in certain system architectures problems arise
in attempting to idle (or eject) the boot processor from the system. Thus, in certain
embodiments, a spare processor is used for recovering from LOL for the system’s boot
processor. Again, embodiments are provided herein for switching the role of boot processor to
an established spare processor responsive to detection of LOL for the boot processor. In certain
embodiments, the spare processor is used for recovering from LOL only in the case in which
LOL is detected for the boot processor. For instances in which LOL is detected for non-boot
processors, the lockstep may be recovered without the use of a spare by using the recovery
technique described in concurrently filed and commonly assigned U.S. Patent\Application Serial
No. [Attorney Docket No. 200404941-1] titled “SYSTEM AND METHOD FOR
PROVIDING FIRMWARE RECOVERABLE LOCKSTEP PROTECTION,” for example.

[0025] Turning to FIGURE 1, an example embodiment of a system 10 in which a
spare processor is used in recovering from detected loss of lockstep (LOL) for a system boot
processor is shown. System 10 includes OS 11, as well as master processor 12A and slave
processor 12B (collectively referred to as a lockstep processor pair 12). In certain
implementations the lockstep processor pair 12 may be implemented on a single silicon chip,
which is referred to as a “dual core processor” in which master processor 12A is a first core and

slave processor 12B is a second core. Further, lockstep processor pair 12 may be referred to as a
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processor or CPU “module” because it includes a plurality of processors (12A and 12B) in such
module. As described further herein, to certain portions of system 10, such as its OS 11, the
processor module 12 may appear as a single processor because slave processor 12B is merely
used for redundant processing for checking the output of master processor 12A. In this example,
lockstep processor pair 12 is designated as the boot processor for system 10. As described
further herein, in certain embodiments lockstep processor pair 12 is designated as the system

boot processor by storing information to the system that specifies such designation.

[0026] Master processor 12A includes cache 14A, and slave processor 12B
includes cache 14B. OS 11 and lockstep processor pair 12 are communicatively coupled to bus
16. Typically, master processor 12A and slave processor 12B are coupled to bus 16 via an
interface that allows each of such processors to receive the same instructions to process, but such
interface only communicates the output of master processor 12A back onto bus 16. The output

of slave processor 12B is used solely for checking the output of mater processor 12A.

[0027] In this example, master processor 12A includes error detect logic 13A, and
slave processor 12B includes error detect logic 13B. While shown as included in each of the
processors 12A and 12B in this example, in certain embodiments the error detect logic 13A and
13B may be implemented external to processors 12A and 12B. Error detect logic 13A and 13B
include logic for detecting errors, such as data cache errors, present in their respective processors
12A and 12B. Examples of error detect logic 13A and 13B include known parity-based
mechanisms and ECC mechanisms. Error detect logic 13C is also included, which may include
an XOR (exclusive OR) gate, for detecting a lockstep mismatch between master processor 12A
and slave processor 12B. As mentioned above, a lockstep mismatch refers to the output of
master processor 12A and slave processor 12B failing to match. While shown as external to the
lockstep processor pair 12 in this example, in certain embodiments error detect logic 13C may be

implemented on a common silicon chip with processors 12A and 12B.. .

[0028] Lockstep mismatch is one way of detecting a LOL between the master
processor 12A and slave processor 12B. A detection of an error by either of error detect logic
13A and 13B also provides detection of LOL in the processors 12A and 12B. Because the
detection of LOL by error detect logic 13A and 13B may occur before an actual lockstep
mismatch occurs, the detection of LOL by error detect logic 13A and 13B may be referred to as a

detection of a “precursor to lockstep mismatch”. In other words, once an error (e.g., corrupt
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data) is detected by error detect logic 13A or 13B, such error may eventually propagate to a

lockstep mismatch error that is detectable by error detect logic 13C.

[0029] System 10 further includes a second lockstep processor pair 15 that is
communicatively coupled to bus 16. Lockstep processor pair 15 includes master processor 15A
and slave processor 15B. Master processor 15A includes cache 17A, and slave processor 15B
includes cache 17B. As with error detect logic 13A-13C implemented for lockstep processor
pair 12, lockstep processor pair 15 has error detect logic 16A-16C. While only two lockstep
processor pairs 12 and 15 are shown for simplicity in the example of FIGURE 1, system 10 may
include any number of such lockstep processor pairs. As one specific example, in one
implementation system 10 includes 64 lockstep processor pairs, wherein the master processors of
the pairs perform parallel processing for the system. In the specific example of FIGURE 1,
lockstep processor pair 15 is designated as a spare for boot processor 12, as described further

herein.

[0030] In certain embodiments described herein, techniques are provided for
switching the role of boot processor to the designated spare processor responsive to detection of
LOL for the boot processor. Thus, the spare processor is used for recovery when LOL is
detected for the system’s boot processor. That is, the designated spare processor assumes the
role of boot processor in the event that LOL is detected for the boot processor. In accordance
with certain embodiments, upon LOL being detected for a boot processor, a hot spare processor
(i.e., an idling processor that is available in the system) is transferred the role of boot processor,
and then the old boot processor having LOL is reset to reestablish its lockstep. In other
embodiments, a processor is designated as a spare processor for the boot processor, but such
designated spare processor is not held in reserve (idled) during normal system operation. Rather,
the designated spare is utilized as an active processing resource made available to OS 11 for
processing instructions that OS 11 schedules for such “active” spare processor. Upon LOL being
detected for the boot processor, the designated. spare processor.is idled (thereby, transforming .
such active processor into a hot spare), and is transferred the role of boot processor. Thereafter,
the former boot processor for which the LOL was detected may be reset to reestablish its
lockstep. Thus, in certain embodiments, a designated spare processor is not required to be held
in reserve, but is instead an available resource for use within the system and is only transformed

into an actual spare processor when needed for recovering from LOL for the boot processor.
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{0031] Firmware 18 is also included in system 10, which in this embodiment is
invoked upon an error being detected by any of the error detect logics 13A-13C and 16A-16C.
In certain embodiments, processors 12A, 12B, 15A, and 15B are processors from the Itanium
Processor Family (IPF). IPF is a 64-bit processor architecture co-developed by Hewlett-Packard
Company and Intel Corporation, which is based on Explicitly Parallel Instruction Computing
(EPIC). IPF is a well-known family of processors. IPF includes processors such as those having
the code names of MERCED, MCKINLEY, and MADISON. In addition to supporting a 64-bit
processor bus and a set of 128 registers, the 64-bit design of IPF allows access to a very large
memory (VLM) and exploits features in EPIC. While a specific example implementation of one
embodiment is described below for the IPF architecture, embodiments described herein for
establishing a spare processor for recovering from LOL detected for a boot processor are not
limited in application to an IPF architecture, but may be applied as well to other architectures

(e.g., 32-bit processor architectures, etc.).

[0032] Processor architecture generally comprises corresponding supporting
firmware, such as firmware 18 of system 10. For example, as described further below in
conjunction with the specific example of FIGURE 2, the IPF processor architecture comprises
such supporting firmware as Processor Abstraction Layer (PAL), System Abstraction Layer
(SAL), and Extended Firmware Interface (EFI). Such supporting firmware may enable, for
example, the OS to access a particular function implemented for the processor. For instance, the
OS may query the PAL as to the size of the cache implemented for the processor, etc. Other
well-known functions provided by the supporting firmware (SAL, EFI) include, for example: (a)
performing I/O configuration accesses to discover and program the I/O Hardware
(SAL_PCI_CONFIG_READ and SAL_PCI_CONFIG_WRITE); (b) retrieving error log data
from the platform following a Machine Check Abort (MCA) event (SAL_GET _STATE_INFO);
(c) accessing persistent store configuration data stored in non-volatile memory (EFI variable
services: GetNextVariableName, GetVariable and SetVariable); and accessing the battery-
backed real-time clock/calendar (EFI GetTime and SétTime). Accordingly, the supporting
firmware, such as the PAL, is implemented to provide an interface to the processor(s) for
accessing the functionality provided by such processor(s). Each of those interfaces provide

standard, published procedure calls that are supported.

[0033] In the example system 10 of FIGURE 1, firmware 18 utilizes the above-

mentioned hot spare technique for recovering from LOL for a boot processor. That is, processor
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15 is designated as a hot spare for boot processor 12, and such processor 15 is held as an idle,
spare processor and used in the manner described further herein for assuming the role of boot
processor in the event that a LOL is detected for boot processor 12. Of course, as described
further herein, the above-mentioned technique in which a designated spare is not held in reserve
but is instead dynamically transformed into a spare processor may be implemented by firmware
18 in alternative embodiments. As described further herein, in certain embodiments, a device
tree is stored to a data storage device (e.g., SRAM) such that it is accessible to the firmware 18,
wherein the device tree includes information identifying processor 12 as the system’s boot
processor and identifying processor 15 as the spare. The information specifying the boot
processor and/or spare may be received as input from a user in certain embodiments. For
instance, in certain embodiments a user interface is provided that enables a system administrator
to designate the boot processor and/or spare processor in the multi-processor system. In other

embodiments, the firmware 18 selects the boot processor and/or spare.

[0034] Suppose that during the system boot-up procedure, master processor 12A
assumes the role of boot processor, as shown in the example of FIGURE 1. In this example
embodiment, lockstep processor pair 15 is held as a hot spare for recovering from a LOL that
may be detected for the boot processor 12A. Of course, additional lockstep processor pairs may
be included in system 10 (not specifically shown in the example of FIGURE 1), and those
additional lockstep processor pairs, which are not the system boot processor, may recover from
LOL in a different manner that does not utilize a hot spare processor. Thus, in accordance with
certain embodiments hereof, hot spare processor pair 15 is not needed for recovering from LOL
detected for any non-boot processor, but may instead be used for recovery of LOL only if such

LOL is detected for the boot processor (processor 12A in this example).

[0035] Firmware 18 is included in this example, and upon detection of LOL by any

of error detect logics 13A-13C, firmware 18 determines, in operational block 101, whether the

detected LOL is a recoverable LOL. That is, firmware 18 determines in block 101 whether the ... .

detected LOL is of a type from which the firmware can recover lockstep for the lockstep
processor pair 12 without crashing the system. As described further herein, lockstep is
recoverable for certain detected LOLs (which may be referred to as “recoverable LOLs”), while
lockstep is not recoverable for other detected LOLs (which may be referred to as “non-
recoverable LOLs”). If the lockstep is not recoverable from the detected LOL, then in the
example of FIGURE 1 firmware 18 crashes the system in block 102.
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{0036] If the lockstep is recoverable, then operation advances to block 103 whereat
the firmware determines whether the processor for which the LOL was detected is the system’s
boot processor. Because the LOL is detected for the lockstep processor pair 12 in this example,
firmware 18 determines whether master processor 12A is the system’s boot processor. This can
be determined, for example, by accessing the device tree 203 of FIGURE 2 (described further
below). The device tree may, in certain implementations, include a field for each processor
indicating whether such processor is the system’s boot processor. This field in the device tree
may be set by the firmware during the boot-up process to identify the corresponding processor
that is used as the system’s boot processor or it may be pre-set by a system administrator (e.g.,
via a user interface), as examples. If determined in block 103 that the master processor 12A is
not the system’s boot processor, then operation advances in this example to block 104, and a

lockstep recovery process is performed that does not utilize hot spare 15.

[0037] In the specific example shown in FIGURE 1, if the lockstep is determined
to be recoverable in block 101 and the processor for which the LOL is detected is determined in
block 103 to not be the system boot processor, firmware 18 cooperates with OS 11 via standard
OS methods to recover the lockstep. For instance, in the example embodiment of FIGURE 1,
Advanced Configuration and Power Interface (ACPI) methods are used by firmware 18 to
cooperate with OS 11. Accordingly, no processor or platform specific knowledge is required to
be embedded in OS 11, but instead any ACPI-compatible OS may be used, including without
limitation HP-UX and Open VMS operating systems. Example techniques that may be used for
recovering from LOL for non-boot processors of a system are described further in concurrently
filed and commonly assigned U.S. Patent Application Serial No. [Attorney Docket
No. 200404941-1] titled “SYSTEM AND METHOD FOR PROVIDING FIRMWARE
RECOVERABLE LOCKSTEP PROTECTION,” the disclosure of which is incorporated herein

by reference.

[0038] In the example embodiment.of FIGURE 1, if determined.in block.103 that..
the processor for which the LOL is detected is not the system boot processor, firmware 18
triggers OS 11 to idle the master processor 12A in operational block 104. In this embodiment,
firmware 18 utilizes an ACPI method 105 to “eject” master processor 124, thereby triggering
OS 11 to idle the master processor 12A (i.e., stop scheduling tasks for the processor). Of course,
by idling master processor 12A, slave processor 12B will in turn be idled. Thus, idling master

processor 12A results in idling the lockstep processor pair 12. In this example embodiment, OS
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11 is not aware of the presence of slave processor 12B, but is instead aware of master processor
12A. The interface of lockstep processor pair 12 to bus 16 manages copying to slave processor
12B the instructions that are directed by OS 11 to master processor 12A. Thus, firmware 18
need not direct OS 11 to eject slave processor 12B, as OS 11 is not aware of such slave processor
12B in this example implementation. Again, by idling master processor 12A, slave processor
12B is also idled as it merely receives copies of the instructions directed to master processor
12A. Of course, if in a given implementation OS 11 is aware of slave 12B, firmware 18 may be
implemented to also direct OS 11 to idle such slave processor 12B in a manner similar to that

described for idling master processor 12A.

[0039] Firmware 18 then attempts to recover lockstep for the lockstep processor
pair 12 in block 106. For instance, firmware 18 resets the processor pair 12. During such reset
of processor pair 12, system 10 can continue to operate on its remaining available processors.
Once the processor pair 12 is reset and lockstep is recovered, firmware 18 reintroduces master
processor 12A to OS 11 in operational block 107. In this embodiment, firmware 18 updates the
ACPI device table information for master processor 12A to indicate that such master processor
12A is “present, functioning and enabled.” As discussed in the ACPI 2.0 specification for the
_STA status method of a device, the _STA (status) object returns the status of a device, which
can be one of the following: enabled, disabled, or removed. In this respect, in the result code
(bitmap) bit O is set if the device is present; bit 1 is set if the device is enabled and decoding its
resources; bit 2 is set if the device should be shown in the UI, bit 3 is set if the device is
functioning properly (cleared if the device failed its diagnostics); bit 4 is set if the battery is
present; and bits 5-31 are reserved. A device can only decode its hardware resources if both bits
0 and 1 are set. If the device is not present (bit O cleared) or not enabled (bit 1 cleared), then the
device must not decode its resources. Bits 0, 1 and 3 are the “present, enabled and functioning”
bits mentioned above. Firmware 18 utilizes an ACPI method 108 to trigger OS 11 to “check for”
master processor 12A, thereby reintroducing the master processor 12A to OS 11. As a result of
checking for master processor 12A, OS 11 will recognize that such master processor 12A is

again available and will thus begin scheduling tasks for master processor 12A once again.

[0040] In view of the above, a recovery technique is provided that does not require
utilizing a spare processor for recovering from LOL detected for non-boot processors. For
various reasons, in certain system architectures problems arise in attempting to idle (or eject) the

boot processor from the system. Thus, in certain embodiments, a hot spare processor is used for
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recovering from LOL for the system’s boot processor. For instance, in the example of FIGURE
1, if determined in block 103 that the master processor 12A is the system’s boot processor,
operation advances to block 109 whereat the state of the “good” processor in the lockstep
processor pair 12 is copied over to each of processors 15A and 15B in the spare lockstep
processor pair 15. Exemplary techniques that may be utilized by firmware 18 for switching the

role of boot processor to the hot spare are described further herein below.

[0041] Thus, operational block 109 essentially makes the spare processor pair 15
the system’s boot processor, and then in certain embodiments firmware 18 resets the lockstep
processor pair 12 and reestablishes its lockstep in block 110. Once lockstep is reestablished for
lockstep processor pair 12, that pair is held in operational block 111 as a hot spare for the new
boot processor pair 15. That is, firmware 18 updates the device tree 203 of FIGURE 2 to reflect
that lockstep processor pair 12 is a hot spare for the boot prc;cessor pair 15. Thus, should a
recoverable LOL be detected for the new boot processor 15, the above process may be used by
firmware 18 to make the spare lockstep processor pair 12 the boot processor and then recover
lockstep for pair 15. An example technique for resetting the lockstep processor pair 12 and
reestablishing its lockstep in which the lockstep processor pair 12 is then held as a hot spare is
described further in concurrently filed and commonly assigned U.S. Patent Application Serial
No. [Attorney Docket No. 200404974-1] titled\ “SYSTEM AND METHOD FOR
MAINTAINING IN A MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR THAT IS IN
LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP FOR ANOTHER
PROCESSOR?”, the disclosure of which is hereby incorporated herein by reference.

[0042] FIGURE 2 shows a block diagram of one embodiment of the above system
10, which is implemented for the IPF processor architecture and is labeled as system 104. The

quintessential model of the traditional IPF architecture is given in the Intel IA-64 Architecture

Software Developer’s Manual, Volume 2: IA-64 System Architecture, in section 11.1 Firmware

Model, the disclosure of which is hereby incorporated herein by reference. Accordingly, in this -

example embodiment of system 10,4, firmware 18, labeled as firmware 18,, includes processor
abstraction layer (PAL) 201 and platform/system abstraction layer (SAL) 202. In general, PAL
201 is firmware provided by Intel for its processors, and SAL 202 is developed by an original

equipment manufacturer (OEM) for the specific system/platform in which the processors are to

be employed. PAL 201, SAL 202, as well as an extended firmware interface (EFI) layer (not
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shown), together provide, among other things, the processor and system initialization for an OS

boot in an IPF system.

[0043] The boot-up process of a traditional IPF system, for example, proceeds as
follows: When the system is first powered on, there are some sanity checks (e.g., power on self-
test) that are performed by microprocessors included in the system platform, which are not the
main system processors that run applications. After those checks have passed, power and clocks
are given to a boot processor (which may, for example, be master processor 12A). The boot
processor begins executing code out of the system’s Read-Only Memory (ROM) (not
specifically shown in FIGURE 2). The code that executes is the PAL 201, which gets control of
system 10. PAL 201 executes to acquire all of the processors in system 104 (recall that there
may be many lockstep processor pairs, such as pairs 12 and 15) such that the processors begin

executing concurrently through the same firmware.

[0044] After it has performed its duty of initializing the processor(s), PAL 201
passes control of system 104 to SAL 202. It is the responsibility of SAL 202 to discover what
hardware is present on the system platform, and initialize it to make it available for the OS 11.
When main memory is initialized and functional, the firmware 18, is copied into the main
memory. Then, control is passed to EFI (not shown), which is responsible for activating boot
devices, which typically includes the disk. The EFI reads the disk to load a program into
memory, typically referred to as an operating system loader. The EFI loads the OS loader into
memory, and then passes it control of system 104 by branching the boot processor into the entry

point of such OS loader program.

[0045] The OS loader pfogram then uses the standard firmware interfaces to
discover and initialize system 104 further for control. One of the things that the OS loader
typically has to do in a multi-processor system is to retrieve control of the other processors (those
processors other than the boot processor). For instance, at this point in a multi-processor system,
the other processors may be executing in do-nothing loops. In an ACPI-compatible system, OS
11 makes ACPI calls to parse the ACPI tables to discover the other processors of a multi-
processor system in a manner as is well-known in the art. Then OS 11 uses the firmware
interfaces to cause those discovered processors to branch into the operating system code. At that
point, OS 11 controls all of the processors and the firmware 184 is no longer in control of system
10a.

25442975.1
16

Page 295 of 322



Docket No. 200404973-1

[0046] As OS 11 is initializing, it has to discover from the firmware 18, what
hardware is present at boot time. And in the ACPI standards, it also discovers what hardware is
present or added or removed at run-time. Further, the supporting firmware (PAL, SAL, and
EFI) are also used during system runtime to support the processor. For example, OS 11 may
access a particular function of master processor 12A via the supporting firmware 18,4, such as
querying PAL 201 for the number, size, etc., of the processor’s cache 14A. Some other well-
known firmware functions that OS 11 may employ during runtime include: (a) PAL 201 may be
invoked to configure or change processor features such as disabling transaction queuing
(PAL_BUS_SET FEATURES); (b) PAL 201 may be invoked to flush processor caches
(PAL_CACHE_FLUSH); (c) SAL 202 may be invoked to retrieve error logs following a system
error (SAL_GET_STATE_INFO, SAL_CLEAR_STATE_INFO); (d) SAL 202 may be invoked
as part of hot-plug sequences in which new I/O cards are installed into the hardware
(SAL_PCI_CONFIG_READ, SAL_PCI_CONFIG_WRIT); (e) EFI may be invoked to change
the boot device path for the next time the system reboots (SetVariable); (f) EFI may be invoked
to change the clock/calendar hardware settings; and (g) EFI may be invoked to shutdown the

system (ResetSystem).

[0047] A “device tree” is provided, which is shown as device tree 203 in this
example. Device tree 203 is stored in SRAM (Scratch RAM) on the cell, which is RAM that is
reinitialized. Firmware 18A builds the device tree 203 as it discovers what hardware is installed
in the system. Firmware then converts this information to the ACPI tables format and presents it
to OS 11 so that OS 11 can know what is installed in the system. The ACPI device tables (not
shown) are only consumed by OS 11 at boot time, so they are never updated as things change.
For OS 11 to find the current status, it calls an ACPI “method” to discover the “current status”.
The _STA method described above is an example of such an ACPI method. When STA is
called, the AML can look for properties on the device specified in the firmware device tree and
convert that into the Result Code bitmap described above. So, if lockstep has been lost on a
processor, firmware 15A will set the device tree property that indicates loss of lockstep, then
when OS 11 calls _STA for that device, the “lockstep lost” property directs the AML code to
return to “0” in the “functioning properly” bit so that OS 11 can know there is a problem with

that processor.

[0048] If a lost lockstep is recovered in accordance with the recovery technique

described herein, firmware 18A can indicate that lockstep has been recovered in the device tree
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203. Then when _STA is called on that device responsive to the OS receiving the “check for
device” ACPI method, the present, enabled and functioning bits will all be set and OS 11 will
know the CPU is safe to use.

[0049] Further, device tree 203 includes information designating which processor
is the boot processor, as well as a spare processor for the boot processor. A simple example of

device tree 203 is shown below in Table 1:

Status Lockstep Boot Processor? Spare for Boot
Device Enabled Processor?
Processor A Present, Enabled, | Yes Yes No
and Functioning
Processor B N/A Yes No Yes
Processor C Present, Enabled, | Yes No No
and Functioning

Table 1

[0050] In the above example of Table 1, 3 processors “Processor A,” “Processor
B,” and “Processor C” are identified in the device tree as being included in the multi-processor
system. The status of each of processors Processor A and Processor B is identified as “Present,
Enabled, and Functioning.” In this example Processor B is a hot spare, so it is held in reserve
and does not show up in the static ACPI tables that are built when the system boots.
Accordingly the OS does not know about Processor B and does not have a device handle to call
the _STA method on. As described above, the _STA method is a known ACPI method for
checking the status of the corresponding device. Therefore, the status of Processor B is
designated N/A (not applicable) in this example because the STA method will not be called for
this processor as long as it is the hot spare. Of course, upon such spare assuming the role of boot
processor, its status is updated to “Present, Enabled, and Functioning.” In other embodiments in
which Processor B is an active spare, the OS will be aware of such processor and accordingly.its ..

status may be also indicated as “Present, Enabled, and Functioning.”

[0051] Further, lockstep is identified in this example as enabled for these
processors. In certain embodiments, the system administrator can designate, via user interface
20, whether lockstep mode is to be enabled for the system’s processors. Further, Processor A is
designated as the system’s boot processor in the example device tree shown in Table 1, and

Processor B is designated as the spare processor. Thus, upon detection of LOL for one of the
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processors in the system, the firmware can access this device tree to determine if the processor
for which LOL is detected is the system’s boot processor; and if determined that the processor
for which LOL is detected is the system’s boot processor, the firmware can further determine

from this device tree the designated spare processor to use in the lockstep recovery process.

[0052] In the example of FIGURE 2, a user interface 20 is included, which allows a
user (e.g., system administrator) to designate the system’s boot processor and spare processor. In
certain embodiments, the user interface 20 further allows the user to designate other information,

such as whether lockstep mode is enabled for the processors.

[0053] One example system in which firmware 184 of FIGURE 2 may be
employed is shown in FIGURE 3. FIGURE 3 shows system 30 tflat includes multi-processor
cells A-D, labeled 314-31p, respectively. Cell A 314 is shown in more detail, and should be
understood that cells B-D 31g-31p have substantially the same architecture as that of cell A 314
in this example. The architecture of cell A 314 described hereafter corresponds to that of
Hewlett-Packard’s Superdome™ systems. As shown, multi-processor cell A 31, includes
coherency controller 304 that is communicatively coupled to two buses, labeled 305 and 306,
respectively. A plurality of processor modules are included within cell A 31,4, shown as CPU 0,
CPU 1, CPU 2 and CPU 3 (and labeled 300-303, respectively). More particularly, a plurality of
processors modules are communicatively coupled to each of the buses 305 and 306. In this
example, CPU 0 (300) and CPU 1 (301) are each communicatively coupled to the first bus 305,
and CPU 2 (302) and CPU 3 (303) are each communicatively coupled to the second bus 306. It
should be understood that each of CPU 0 (300), CPU 1 (301), CPU 2 (302), and CPU 3 (303) is
in actuality a lockstep processor pair, such as the lockstep processor pair 12 of FIGURES 1-3.
Thus, for instance, CPU 0 (300) includes both a master processor and a slave processor, as with

processors 12A and 12B included in the lockstep processor pair 12 of FIGURES 1-2.

[0054] Coherency controller 304 decodes the address an interrupt is targeted
towards and determines which bus (305“or 300) the interrupt packet should be delivered to. Each
CPU on the destination bus sees the interrupt and compares the interrupt target address with its
internal “LID” register to determine if it is the targeted CPU. If the match is correct, the CPU

responds to the interrupt. If the match is not correct, the CPU ignores the interrupt packet.

N

[0055] As shown, the example firmware 184 described above with FIGURES 1-2

may be employed to manage the recovery from detected LOLs for the processors of cells A-D
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(314-31p). In this example architecture, when designating a spare for the boot processor, such
spare is selected to be another processor communicatively coupled to the same bus as the boot
processor. For instance, suppose that during the boot-up of system 30, CPU 2 (302) is
designated as the boot processor. Accordingly, firmware 18,4 will identify another processor that
is communicatively coupled to bus 306 to designate as a spare for such boot processor, such as
CPU 3 (303). During runtime if a LOL is detected for CPU 2 (302), then firmware 18, may
operate according to the process described above in FIGURE 1 to switch the designation of boot
processor to a designated spare, CPU 3 (303). In performing this switch the LID register of the
CPU that lost lockstep ils copied into the LID register of the spare CPU and the spare CPU pair
will then assume the ID of the failed CPU and start responding to interrupts directed to that ID.
The LID of the failed CPU is quickly re-written to a different value so that it will no longer
respond to interrupts directed to that ID. CPU 2 (302) can then be reset to recover its lockstep,
and such CPU 2 (302) may then be designated as a spare for the new boot processor CPU 3
(303).

[0056] It should be recognized that in the example system of FIGURE 3, if a hot
spare were used for recovering from LOL for all processors, rather than just for the boot
processor, much of the potential processing resources would be required to be held in reserve as
spare resources. For instance, a hot spare would be required on each of the buses of each cell.
Because there are two processors coupled to each bus in this example (i.e., CPU 0 and CPU 1
coupled to bus 305, and CPU 2 and CPU 3 coupled to bus 306), reserving a hot spare processor
for each bus would result in holding half of the total processing resources in reserve. This is an
undesirably expensive and wasteful solution. Thus, according to the illustrated embodiment, a
hot spare processor is reserved only for the boot processor. Thus, continuing with the above
example in which CPU 2 is the boot processor and CPU 3 is held as a “hot” spare, both of CPU 0
and CPU 1 are active (i.e., neither are held in spare). Further, none of the processors of cells B-
D need to be held in reserve as hot spares. In the event of a recoverable LOL occurring for any
of non-boot processors of the cells, the lockstep recovery process of FIGURE 1 (i.e., operational
blocks 104-108) can be utilized without requiring a spare for lockstep recovery for those non-

boot processors.

[0057] Wahile in the above example embodiment, a hot spare CPU is maintained for
recovery from LOL for the system’s boot processor, in an alternative embodiment a hot spare

need not be held as such, but rather a processor can be dynamically made a “spare” when needed
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for recovery from LOL encountered for the system boot processor. That is, assuming as in the
above example of FIGURE 3 that CPU 2 is the system’s boot processor, CPU 3 does not have to
be held in reserve (idled) as a hot spare for CPU 2, but instead CPU 3 can be active and
dynamically idled and made a “spare” upon detection of LOL in CPU 2. Accordingly, CPU 3
may be designated as a spare for the boot processor, but such CPU 3 need not be held in reserve
during normal system operation. Instead, the CPU 3 may be dynamically (during system run-
time) transformed into a spare processor (e.g., by causing the OS to idle such processor) in the

event that a LOL is detected for the boot processor.

[0058] Thus, the resource of this spare CPU need not be wasted during normal
runtime, but can be dynamically turned into a spare processor that is available for recovering
from LOL encountered on CPU 2 in the manner described above. As an example of this
embodiment, the firmware may send an “eject request” on a healthy processor pair (e.g., CPU 3),
and lie to the OS by indicating (e.g., in response to an ACPI _STA mettod for the healthy
processor pair) that such processor pair is not functioning. This would cause the OS to eject that
processor pair as though it had encountered a LOL. This processor would become the “hot
spare” and be used to replace the boot processor. The system boot processor role would be
assumed by the idled healthy processor pair, just as described above in the example in which the
healthy CPU 3 is held idle for the system boot processor, CPU 2. The only difference being that
now the firmware had to take some initial action to turn the healthy processor pair into a “hot
spare” by idling it and making it appear to the OS as though it was not functioning. Thus, the
LIDs would be swapped. That is, the LID register of the boot processor that lost lockstep is
copied into the LIDAregister of the now spare processor pair (CPU 3 in this example), and the
LID register of this spare processor pair would be copied into the LID register of the original
boot processor. Lockstep is then reestablished on the original boot processor, and it can be
reintroduced to the OS with the ID of the original non-boot processor that replaced it as the
system boot processor. The processor that was formerly the boot processor may be designated,

in device tree 203, as the spare for the now boot processor.

[0059] Turning to FIGURE 4, an exemplary operational flow diagram for
switching the role of boot processor to a hot spare processor according to one embodiment is
shown. In this case, an LOL has been detected for the boot processor. In operational block 401,
the system firmware allocates space to save the status of the good processor of the lockstep pair

of processors for which LOL was detected. Exemplary techniques for determining which of the
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lockstep pair of processors had the error are disclosed in concurrently filed and commonly
assigned U.S. Patent Application Serial No. [Attorney Docket No. 200404946-1]
titled “SYSTEM AND METHOD FOR USING INFORMATION RELATING TO A
DETECTED LOSS OF LOCKSTEP FOR DETERMINING A RESPONSIVE ACTION,” the
disclosure of which is hereby incorporated herein by reference. Accordingly, an appropriate
amount of data storage space for storing the cache of the “good” processor in the lockstep pair of
processors is allocated in block 401. For instance, an amount of SRAM may be allocated for

storing the registers from the good processor.

[0060] In operational block 402, the state of the good processor is stored to the
allocated storage space. For instance, in this illustrative example, PAL is called to dump the
processor state of the good processor of the current boot processor (CBP) module (for which

LOL was detected) to the allocated storage space.

[0061] In operational block 403, the LID of the current boot processor (for which
LOL was detected) is reprogrammed to a different value. For instance, the current boot
processor may be assigned a LID that is reserved just for this situation (i.e., for switching the role
of boot processor). Accordingly, the boot processor for which LOL was detected will not
respond to the interrupts addressed for its original LID because the boot processor’s LID value is

reprogrammed to a different value.

[0062] In operational block 404, the state of the good processor that was stored in
block 402 to the allocated storage space is stored to the hot spare processor. In this example, the
PAL is called to “Restore Processor State” on the hot spare processor, wherein the PAL is
provided a pointer to the address to Which the good processor’s state was stored in block 402.
Accordingly, all the values from that storage space will be read into the registers of the spare
processor. As a result, the LID value of the spare processor is programmed with the value of the
boot processor that was saved to the allocated storage space. Accordingly, the spare processor
automatically, as a result of receiving this stored state, receives the Local ID corresponding to

the boot processor for interrupt handling.

{0063] In operational block 405, the system firmware updates its device tree
information to reflect that the hot spare is assuming the role of boot processor. The system

firmware further updates its device tree, in this example, to indicate that the former boot
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processor (for which LOL was detected) is assuming the role of hot spare for the new boot

processor.

[0064] In operational block 406, PAL._MC_RESUME (which is a standard PAL
call for resuming normal execution after a machine check (MC)) is called for the hot spare
(which is assuming the role of boot processor) to cause the OS to recognize the hot spare
processor as available for processing instructions, wherein the OS recognizes the hot spare as the
boot processor. Thus, the hot spare has now assumed the role of the boot processor, taking the
place of the former boot processor for which LOL was detected. Accordingly, in operational
block 407 the former hot spare (which has assumed the role of boot processor) resumes normal
operation as the system”s boot processor with its lockstep protection enabled. Thus, in this
exemplary embodiment, upon detection of LOL for a boot processor, the role of boot processor
is switched to a hot spare that has lockstep protection, wherein the system effectively recovers
lockstep for its boot processor without requiring a system shut down (i.e., without shutting down
the OS). In certain implementationg, the firmware may go on to take action to attempt to
reestablish lockstep for the former boot processor (e.g., by resetting the former boot processor),
and if successful in reestablishing its lockstep, such former boot processor may be held in reserve
as a hot spare processor for the new boot processor in the event that LOL is detected for this new

boot processor.

[0065] Turning to FIGURE 5, an exemplary operational flow diagram for
switching the role of boot processor to an active spare processor according to one embodiment is
shown. Again, an LOL has been detected for the boot processor. In operational block 501, the
system firmware, responsive to such detection of LOL for the boot processor, examines the
device tree to determine which processor module is assigned the role of active spare. In
operational block 502 the system firmware (e.g., SAL) asserts a General Purpose Event Interrupt
(GPE) by writing to the appropriate GPE register in the ACPI register space. This causes the OS
to execute its interrupt handler, which will run.an AML Method associated.with this.particular . .
interrupt. In this example, this AML method that is executed responsive to the interrupt
generated by the GPE includes an AML instruction called “Notify”. This “Notify” operation
indicates the determined active spare processor object and that an Eject is being requested as
arguments. Accordingly, an AML method is used to request the OS to eject the active spare that
was determined in block 501. In response, the OS idles the active spare processor and returns

control over the active spare processor to the system firmware, in block 503.
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[0066] In operational block 504, the system firmware allocates space to save the

status of the good processor of the lockstep pair of processors for which LOL was detected (i.e.,
the lockstep pair of processors of the CBP). Exemplary techniques for determining which of the
lockstep pair of processors had the error are disclosed in concurrently filed and commonly
assigned U.S. Patent Application Serial No. [Attorney Docket No. 200404946-1]
titled “SYSTEM AND METHOD FOR USING INFORMATION RELATING TO A
DETECTED LOSS OF LOCKSTEP FOR DETERMINING A RESPONSIVE ACTION,” the

/ disclosure of which is hereby incorporated herein by reference. Accordingly, an appropriate
amount of data storage space for storing the cache of the “good” processor in the lockstep pair of
processors is allocated in block 504. For instance, an amount of SRAM may be allocated for

storing the registers from the good processor.

[0067] In operational block 505, the state of the good processor is stored to the
allocated storage space. For instance, in this illustrative example, PAL is called to dump the
processor state of the good processor of the current boot processor (CBP) module (for which

LOL was detected) to the allocated storage space.

[0068] In operational block 506, the LID of the current boot processor (for which
LOL was detected) is reprogrammed to a different value. For instance, the current boot
processor may be assigned a LID that is reserved just for this situation (i.e., for switching the role
of boot processor). Accordingly, the boot processor for which LOL was detected will not
respond to the interrupts addressed for its original LID because the boot processor’s LID value is

reprogrammed to a different value.

[0069] In operational block 507, the state of the good processor that was stored in
block 505 to the allocated storage space is stored to the idled spare processor. In this example,
the PAL is called to “Restore Processor State” on the active spare processor, wherein the PAL is
provided a pointer to the address to which the good processor’s state was stored in block 505.
Accordingly, all the values from that storage space will be read into the registers of the spare
processor. As aresult, the LID value of the spare processor is programmed with the value of the
boot processor that was saved to the allocated storage space. Accordingly, the spare processor
automatically, as a result of receiving this stored state, receives the Local ID (LID)

corresponding to the boot processor for interrupt handling.
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[0070] In operational block 508, the S};stem firmware updates its device tree
information to reflect that the active spare is assuming the role of boot processor. The system
firmware further updates its device tree, in this example, to indicate that the former boot
processor (for which LOL was detected) is assuming the role of active spare for the new boot

processor.

[0071] In operational block 509, PAL MC_RESUME (which is a standard PAL
call for resuming normal execution after a machine check (MC)) is called for the active spare
(which is assuming the role of boot processor) to cause the OS to recognize the active spare
processor as available for processing instructions, wherein the OS recognizes the active spare as
the boot processor. Thus, the active spare has now assumed the role of the boot processor, taking
the place of the former boot processor for which LOL was detected. Accordingly, in operational
block 510 the former active spare (which has assumed the role of boot processor) resumes
normal operation as the system’s boot processor with its lockstep protection enabled. Thus, in
this exemplary embodiment, upon detection of LOL for a boot processor, an active spare
processor is idled, and the role of boot processor is switched to such idled spare that has lockstep
protection, wherein the system effectively recovers lockstep for its boot processor without
requiring a system shut down (i.e., without shutting down the OS). In certain implementations,
the firmware may go on to take action to attempt to reestablish lockstep for the former boot
processor (e.g., by resetting the former boot processor), and if successful in reestablishing its
lockstep, such former boot processor may be reintroduced to the OS as an active spare processor

for the new boot processor in the event that LOL is detected for this new boot processor.

{0072] The exemplary procedures of FIGURES 4 and 5 switch the role of boot
processor to a spare processor in accordance with certain embodiments. While exemplary
operational flows are provided in FIGURES 4 and 5, embodiments hereof are not limited to

those illustrative examples. For instance, FIGURE 6 shows a more general operational flow

diagram for certain embodiments. In operational block 601, LOL is detected for.a processorina .. .

multi-processor system. In operational block 602, the system (e.g., system firmware) determines
whether the processor for which LOL is detected is the system’s boot processor. As described
above, this is determined in certain embodiments by accessing the node of the device tree
corresponding to the processor for which LOL is detected and determining if the information in

that node of the device tree indicates that the processor is the system’s boot processor.
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[0073] In operational block 603, responsive to determining that the processor for
which LOL is detected is the system’s boot processor, the system’s firmware switches the role of
boot processor to a spare processor, which may be either a hot spare or an active spare, as
described above. Accordingly, the system’s OS recognizes the spare processor as the system
boot processor. In view of the above, embodiments hereof enable the role of boot processor to
be dynamically switched, during system runtime, to a spare processor responsive to a detected
LOL for the boot processor, thus enabling recovery from the LOL without requiring that the

system be crashed or re-booted.
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CLAIMS
What is claimed is:

1. A method comprising:

detecting loss of lockstep (LOL) for a processor in a multi-processor system;

determining that the processor for which said LOL is detected is assigned a role of boot
processor; and

switching the role of boot processor to a spare processor without shutting down the

system’s operating system.

2. The method of claim 1 wherein the spare processor is a hot spare that is held in

idle until switched the role of boot processor.
3. The method of claim 1 wherein the spare processor is an active spare.

4. The method of claim 3 wherein said switching further comprises:

causing the system’s operating system to idle the active spare.

5. The method of claim 1 wherein the spare processor is a processor module that

includes a master and slave processors that operate in lockstep.

6. The method of claim 1 wherein said determining that the processor for which said
LOL is detected is assigned the role of boot processor comprises:
accessing information stored to non-volatile data storage that identifies one of the

processors in said multi-processor system that is assigned the role of boot processor.

7. The method of claim 1 further comprising:

determining the processor that is assigned the role of spare processor.

8. The method of claim 7 wherein said determining the processor that is assigned the - -

role of spare processor comprises:
accessing information stored to non-volatile data storage that identifies one of the

processors in said multi-processor system that is assigned the role of spare processor.

9. The method of claim 1 wherein said determining step is performed by system

firmware.
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10. The method of claim 1 wherein said switching step is performed by system
firmware.
11. The method of claim 1 wherein the processor for which said LOL is detected

includes a lockstep pair of processors, and wherein said switching comprises:
determining one of the lockstep pair of processors that is not the cause of said LOL; and
copying the state of the determined one of said lockstep pair of processors that is not the

cause of said LOL to said spare processor.

12. The method of claim 11 wherein said spare processor includes a lockstep pair of
processors, and wherein said copying comprises:
copying the state of the determined one of said lockstep pair of processors that is not the

cause of said LOL to each of said lockstep pair of processors of said spare processor.

13. The method of claim 1 wherein said switching the role of boot processor to said
spare processor comprises:

changing a system identifier of the spare processor to that of the boot processor.

14, The method of claim 13 wherein the system identifier is used by the system’s

operating system to recognize the boot processor.

15. The method of claim 13 further comprising:
changing a system identifier of said boot processor for which said LOL is detected to a
different value, which causes the system’s operating system to not recognize the processor for

which said LOL is detected as the boot processor.

16. A method comprising:

system firmware determining that loss of lockstep (LOL) is detected for a lockstep pair of
processors that are assigned the role of boot processor in a system;

determining one of said lockstep pair of processors that is not the cause of said LOL;

copying the state of the determined one of said lockstep pair of processors that is not the
cause of said LOL to a spare processor; and

switching the role of boot processor to said spare processor.

17. The method of claim 16 wherein the spare processor is a hot spare that is held in

idle until switched the role of boot processor.
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18. The method of claim 16 wherein the spare processor is an active spare.

19. The method of claim 18 further comprising:

causing the system’s operating system to idle the active spare.

20. The method of claim 16 wherein said switching causes the system’s operating
system to recognize said spare processor as said boot processor without shutting down said

operating system.

21. The method of claim 16 wherein said determining step is performed by system

firmware.

22. The method of claim 16 wherein said copying step is performed by system

firmware.

23. The method of claim 16 wherein said switching step is performed by system
firmware.

24, A system comprising:

a plurality of processor modules that each include a master processor and a slave
processor that operate in lockstep;

an operating system;,

error detection logic operable to detect loss of lockstep (LOL) for at least one of said
processor modules; and

system firmware operable, responsive to the detection of LOL for a first of said processor
modules, to determine whether said first processor module is assigned a role of system boot
processor;

wherein if determined that said first processor module is assigned the role of system boot
processor, said system firmware is further operable to cause said operating system to recognize—

another processor module as system boot processor without shutting down said operating system.

25. The system of claim 24 wherein the another processor module is a processor

module assigned a role of spare processor.
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26. The system of claim 24 wherein the another processor module is held in idle until
said system firmware causes said operating system to recognize said another processor module

as said system boot processor.

27. The system of claim 24 wherein the system firmware causes the operating system
to idle the another processor module before causing said operating system to recognize said

another processor module as said system boot processor.

28. The system of claim 24 further comprising;:
non-volatile data storage storing information that assigns the role of system boot

processor to one of said plurality of processor modules.

29. A system comprising:

means for detecting loss of lockstep (LOL) for a processor in a multi-processor system;

means for determining whether the processor for which said LOL is detected is assigned
the role of boot processor; and

means for switching the role of boot processor to a spare processor without shutting down
the system’s operating system if determined that the processor for which said LOL is detected is

assigned the role of boot processor.

30. The system of claim 29 wherein said processor in said multi-processor system is

an Itanium Processor Family (IPF) processor.
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ABSTRACT

According to one embodiment, a method comprises detecting loss of lockstep (LOL)
for a processor in a multi-processor system. The method further comprises determining that the
processor for which the LOL is detected is assigned the role of boot processor, and switching the
role of boot processor to a spare processor without shutting down the system’s operating system.
In another embodiment, a method comprises system firmware determining that an LOL is
detected for a lockstep pair of processors that are assigned the role of boot processor in a system.
The method further comprises determining one of the lockstep pair of processors that is not the
cause of the LOL, and copying the state of the determined one of the lockstep pair of processors
that is not the cause of the LOL to a spare processor. The method further comprises switching

the role of boot processor to the spare processor.
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Richard
Customer Number | 022879 ichard Stokey

(281) 518-3184
HEWLETT-PACKARD COMPANY
Intellectual Property Administration

P.O. Box 272400 Even though the attorney is listed, please associate HP's Customer
Fort Collins, Colorado 80527-2400 Number 022879 with this case.

| hereby declare that all statements made herein of my own knowledge are true and that all statements
made on information and belief are believed to be true; and further that these statements were made
with the knowledge that willful false statements and the like so made are punishable by fine or
imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful
false statements may jeopardize the validity of the application or any patent issued thereon.

Full Name of Inventor: Scott L. Michaelis Citizenship: |).S.A.
Residence: 1524 Bamburgh Drive, Plano, TX 75075
Post Office Address: 1524 Bamburgh Drive, Plano, TX 75075

o E ey b (0[2¢/200¢

nventors Signature Date

Rev 10/04 (DecPwr) (Use Page Two For Additional Inventor(s) Signature(s)) Page 1 of 2
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DECLARATION AND POWER OF ATTORNEY

FOR PATENT APPLICATION (continued)

ATTORNEY DOCKET NO. 200404973-1

Full Name of # 2 joint inventor:

Residence:

Post Office Address:

Anurupa Rajkumari Citizenship: India

2511 Echo Wood Place, Round Rock, TX 78681

2511 Echo Wood Place, Round Rock, TX 78681

nventor s signature

|

Full Name of # 3 joint inventor:

Residence:

Post Office Address:

%%ﬁum&kz lqﬁuy@g

William B. McHardy

Date

Citizenship: U.S.A.

4023 Sunstone Drive, Fort Collins, CO 80525

4023 Sunstone Drive, Fort Collins, CO 80525

nvenior s Signature

b /@#g,?q/

Full Name of # 4 joint inventor:

Residence:

Post Office Address:

10 /19/6%
7 7

Date

Citizenship:

ventor s Signatuare

Full Name of # 5 joint inventor:

Residence:

Post Office Address:

Date

Citizenship:

Inventor s Signature

Full Name of # 6 joint inventor:

Residence:

Post Office Address:

Date

Citizenship:

Inventor s signature

Full Name of # 7 joint inventor:

Residence:

Post Office Address:

Date

Citizenship:

nventor s Signature

Full Name of # 8 joint inventor:

Residence:

Post Office Address:

Date

Citizenship:

TAventors Slgnature

Rev 10/04 (DecPwr)
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PATENT APPLICATION SERIAL NO.

10/27/2004 GNORDOF1 00000043 082025 10972588

01 FC:1001 . 790.00 DA
02 FC:1201 8.00 DA
03 FC:1202 180.00 DA

PTO-1556
(5/87)

. "U.S. Govemment Printing Office: 2002 — 489-267/68033
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: Application or Docket Number
PATENT APPLICATION FEE DETERMINATION RECORD
Effectiv 1 A9 =
ffective October 1, 2004 Lglcnngg/
| CLAIMS AS FILED - PART | SMALL ENTITY OTHER THAN
) . (Column 1) (Column 2) TYPE [ OR SMALLENTITY.
|| TOTAL CLAIMS 2 ' RATE FEE RATE FEE
FOR ‘ NUMBER FILED | NUMBEREXTRA BASIC FEE| 395.00 |oR[BASIC FEE| 790.00
TOTAL CHARGEABLE CLAIMS | minus 20= |*- ’ . _
' . 20 - 48] X$9 or| X$18= |, o 9
INDEPENDENT CLAIMS minus 3 = = . _
Lgf | X44= OR| X88= s 6
MULTIPLE DEPENDENT CLAIM PRESENT D
- +150= -~ OR[ +300= :
* |f the difference in column 1 is less than zero, enter “0” in column 2 TOTAL OR TOTAL [i
CLAIMS AS AMENDED - PART Il OTHER THAN
{Column 1) (Column 2)  (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
. ADDI- : ADDI-
< REMAININ NUM
e R prEviousty | TRESENT | | RaTe [TIONAL RATE | TIONAL
E AMENDMENT PAID FOR FEE FEE
= . . .
g Total * Minus w = X$ 9= or| X$18=
m . - .
E Independent |« Minus ik = X44= OR X88=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM D
+150= oR|[ +300=
U, 1o, 2y,29. : _
TOTAL OR TOTAL
ADDIT. FEE ADDIT. FEE
(Column 1) (Column 2) _ (Column 3) )
CLAIMS HIGHEST
o REMAINING NUMBER PRESENT ADDI- ADDI-
= AFTER PREVIOUSLY EXTRA RATE | | TIONAL RATE | TIONAL
& - AMENDMENT PAID FOR | FEE FEE
= " .
g Total * Minus *x = X$ 9= oR| X$18=
%’ ]independent |« Minus . = e on | xes-
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM []
‘ +150= OR| +300=
TOTAL OR TOTAL|
ADDIT. FEE ADDIT. FEE
(Column 1) (Column 2) _(Column 3)
CLAIMS HIGHEST -
o REMAINING NUMBER | PRESENT ADDI- ADDI-
E " AFTER PREVIOUSLY EXTRA RATE |TIONAL RATE | TIONAL}
uEJ AMENDMENT PAID FOR . C FEE FEE
% Total * A Minus. wh = X$ 9= - lor | X$18= '
Independent” |« Minus ek = :
g : : L 1| xas= or| Xes= "
— | FIRST-PRESENTATION OF MULTIPLE DEPENDENT CLAIM [:] . _
N B o S +150= or | +300=
* If the entry in column 1 is less than the entry in column 2, write *0" in column 3. TOT . i
** |f the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter 20.” ADDFT,O,IQ'E OR ADDEOFTQE
»=f the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter *** ' ’
. The “Highest Number Previously Paid For” (Total or independent) is the highest n:i~* er found in the appropriate box in column 1.

Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE



HEWLETT-PACKARD COMPANY PATENT APPLICATION
Intellectual Property Administration

P. O. Box 272400 ATTORNEY DOCKET NO. _ 200404973-1

Fort Collins, Colorado 80527-2400

IN THE
UNITED STATES PATENT AND TRADEMARK OFFICE
Inventor(s): Scott L. Michaelis et al. Confirmation No.:
Application No.: Examiner:
Filing Date: Group Art Unit:
Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A
SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT
PROCESSOR

Mail Stop Amendment
Commissioner for Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT
Sir:
This Information Disclosure Statement is submitted:
%) under 37 CFR 1.97(b), or

(Within three months of filing national application; or date of entry of national application; or before
mailing date of first office action on the merits; whichever occurs last)

( ) under 37 CFR 1.97(c) together with either a:
( ) Statement under 37 CFR 1.97(e), or
( ) 2a$180.00 fee under 37 CFR 1.17(p), or

(After the CFR 1.97 (b) time period, but before final action or notice of allowance, whichever occurs first)

( ) under 37 CFR 1.97 (d) together with a:
( ) Statement under 37 CFR 1.97(e)(1) or (2), and
( ) a$180.00 fee set forth in 37 CFR 1.17(p).

(Filed after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of _$0.00 . At any time during the
pendency of this application, please charge any fees required or credit any overpayment to Deposit
Account 08-2025 pursuant to 37 CFR 1.25.

xX) Applicant(s) submit herewith Form PTO 1449 - Information Disclosure Statement together with
any required copies of patents, publications or other information of which applicant(s) are aware, which
applicant(s) believe(s) may be material to the examination of this application and for which there may be
a duty to disclose in accordance with 37 CFR 1.56.

( ) A concise explanation of the relevance of foreign language patents, foreign language publications
and other foreign language information listed on PTO Form 1449, as presently understood by the
individuals(s) designated in 37 CFR 1.56 (c) most knowledgeable about the content is given on the
attached sheet, or where a foreign language patent is cited in a search report or other action by a
foreign patent office in a counterpart foreign application, an English language version of the search
report or action which indicates the degree of relevance found by the foreign office is listed on form PTO
1449 and is enclosed herewith.

It is requested that the information disclosed herein be made of record in this application.

"Express Mail" label no. EV 375345140US Respectfully submitted,

Date of Deposit Oct. 25, 2004 Scott L. Mich et al.

| hereby certify that this is being deposited with the
United States Postal Service "Express Mail Post By
Office to Addressee" service under 37 CFR 1.10 on
the date indicated above and is addressed to:
ggg}ngis‘]sioner for Patents, Alexandria, VA

By

ody C. Bishop

Attorney/Agent for Applicant(s)
Reg. No. 44,034

Typed Name: Phylli Date: Oct. 25, 2004

Rev 10/04 (IDSXML) Telephone No.: (214) 855-8007
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PATENT APPLICATION
Sheet 1 of 3

FORM PTO-1449

LIST OF PATENTS AND PUBLICATIONS FOR
APPLICANT'S INFORMATION DISCLOSURE
STATEMENT

(Use several sheets if necessary)

ATTY. DOCKET NO.
2004049731

APPLICATION NO.

APPLICANT

Scott L. Michaelis et al.

FILING DATE

GROUP

REFERENCE DESIGNATION

U.S. PATENT DOCUMENTS

EXAMINER DOCUMENT PUBLICATION Pages, Columns, Lines Where
INITIAL NUMBER DATE NAME Relevant Passages or Figures Appear
1A [5,226,152 07/06/1993 Klug et al.
1B (5,249,188 09/28/1993 McDonald
1C 5,751,932 05/12/1998 Horst et al.
1D |5,758,058 05/26/1998 Milburn
1E |5,764,660 06/09/1998 Mohat
1F 16,065,135 05/16/2000 Marshall et al.
1G (6,148,348 11/14/2000 Garnett et al.
1H 6,473,869 10/29/2002 Bissett et al.
11 16,560,682 05/06/2003 Miller et al.
1J 16,604,177 08/05/2003 Kondo et al.
1K 16,615,366 09/02/2003 Grochow ski et al.
FOREIGN PATENT DOCUMENTS
DOCUMENT PUBLICATION NAME OF PATENTEE Pages/Columns/Lines Where e
NUMBER DATE OR APPLICANT Relevant Passages/Figures Appear attached
1L
™
1N
10
1P

OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, etc.)

1Q | Attorney Docket No. 200404974-1, filed concurrently herewith, entitled "SYSTEM AND METHOD
FOR MAINTAINING IN A MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR THAT IS IN
LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP FOR ANOTHER PROCESSOR"

1R | Attorney Docket No. 200404944-1, filed concurrently herewith, entitled "SYSTEM AND METHOD
FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A
BOOT PROCESSOR"

1S | Attorney Docket No. 200404946-1, filed concurrently herewith, entitled "SYSTEM AND METHOD
FOR USING INFORMATION RELATING TO A DETECTED LOSS OF LOCKSTEP FOR DETERMINING
A RESPONSIVE ACTION"

EXAMINER

DATE CONSIDERED

Rev 05/04 (PTO1449)
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PATENT APPLICATION
Sheet 2 of 3

FORM PTO-1449

LIST OF PATENTS AND PUBLICATIONS FOR
APPLICANT'S INFORMATION DISCLOSURE

STATEMENT

(Use several sheets if necessary)

ATTY. DOCKET NO.
2004049731

APPLICATION NO.

CONFIRMATION NO.

APPLICANT

Scott L. Michaelis et al.

FILING DATE

GROUP

REFERENCE DESIGNATION

U.S. PATENT DOCUMENTS

EXAMINER DOCUMENT PUBLICATION Pages, Columns, Lines Where
INITIAL NUMBER DATE NAME Relevant Passages or Figures Appear
2A (6,625,749 09/23/2003 Quach
2B |6,687,851 02/03/2004 Somers et al.
2C 6,754,787 06/22/2004 Miller et al.
2D |2002/0144177 | 10/03/2002 Kondo et al.
2E |2003/0070050 |04/10/2003 Miller et al.
2F {2004/0006722 | 01/08/2004 Safford
2G (2004/0019771 | 01/29/2004 Quach
2H |2004/0153857 | 08/05/2004 Yamazaki et al.
21
24
2K
FOREIGN PATENT DOCUMENTS
DOCUMENT PUBLICATION NAME OF PATENTEE Pages/Columns/Lines Where e
NUMBER DATE OR APPLICANT Relevant Passages/Figures Appear attached
2L
2M
2N
20
2P
OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, etc.)
2Q | Attorney Docket No. 20040494 1-1, filed concurrently herewith, entitled "SYSTEM AND METHOD
FOR PROVIDING FIRMWARE RECOVERABLE LOCKSTEP PROTECTION"
2R | Attorney Docket No. 200404943-1, filed concurrently herewith, entitled "SYSTEM AND METHOD
FOR CONFIGURING LOCKSTEP MODE OF A PRCESSOR MODULE"
2S | Attorney Docket No. 20040497 1-1, filed concurrently herewith, entitled "SYSTEM AND METHOD
FOR REESTABLISHING LOCKSTEP FOR A PROCESSOR MODULE FOR WHICH LOSS OF LOCKSTEP
IS DETECTED"
EXAMINER DATE CONSIDERED

Rev 05/04 (PTO1449)
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PATENT APPLICATION

Sheet 3 of 3

ATTY. DOCKET NO. APPLICATION NO.

FORM PTO-1449 CONFIRMATION NO.
2004049731

LIST OF PATENTS AND PUBLICATIONS FOR APPLICANT

APPLICANT'S INFORMATION DISCLOSURE . .

STATEMENT Scott L. Michaelis et al.

FILING DATE GROIJP

(Use several sheets if necessary)

REFERENCE DESIGNATION

U.S. PATENT DOCUMENTS

EXAMINER DOCUMENT PUBLICATION Pages, Columns, Lines Where
INITIAL NUMBER DATE NAME Relevant Passages or Figures Appear
3A
3B
3C
3D
3E
3F
3G
3H
31
3J
3K
FOREIGN PATENT DOCUMENTS
DOCUMENT PUBLICATION NAME OF PATENTEE Pages/Columns/Lines Where ok !
NUMBER DATE OR APPLICANT Relevant Passages/Figures Appear attached
3L
3M
3N
30
3P
OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, etc.)
3Q | Attorney Docket No. 200404970-1, filed concurrently herewith, entitled "SYSTEM AND METHOD
FOR SYSTEM FIRMWARE CAUSING AN OPERATING SYSTEM TO IDLE A PROCESSOR"
3R | Attorney Docket No. 200404972-1, filed concurrently herewith, entitled "SYSTEM AND METHOD
FOR REINTRODUCING A PROCESSOR MODULE TO AN OPERATING SYSTEM AFTER LOCKSTEP
RECOVERY"
38
EXAMINER DATE CONSIDERED
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