188315
Remarks.pdf o &
2534307

Applicart Arguments/Remarks Made
inan Amendment

Ao 180R

Warnings:

Information:

Total Files Size {in bytes); 265096

This Acknowiedgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where apglicable. It serves as evidence of receipt
similar to a2 Post Card, as described in MPEP 503,

New Applications Under 35 U.8.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-{d) and MPEP 5086}, a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown an this Acknowiedgement Receaipt will establish the {iling date of the application.

National Stage of an International Application under 35 U.S.C. 371

if a timely submission to enter the national stage of an internationat application is compfiant with the conditions
of 35 11.5.C. 371 and other applicable requirements a Form PCT/DQ/EQ/803 indicating acceptance of the
application as a national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt,
in'due course.

New international Application Filed with the USPTO as a Receiving Office

If 2 new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the Ihternational Filing Date {Form PCT/RO/105) wilt be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date 'of the application,
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICATION NO.: 10/972,588 EXAMINER: Le. Diea Minh T
FILED: 12572004 ARTUNIT: 2114
INVENTOR: Scott L. Michaglis ef ol CONFIRMATION NO.: 1079

ATTORNEY DOCKET NUMBER 200404973-1

RESPONSE TO NON-FINAL OFFICE ACTION MAILEP 03/10/2008

Commissioner for Patents
T.Q. Box 1450
Alexandria, VA 22313:1450

Dear Si:

This is in response to the Office action mailed March 10, 2008, in the above-captioned

application.
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Applitation No. 10/972,588 Dacket No.: 2004045731
Reply to Qffice Action of 03/10/2008

No amendments have beeny made. Claims 1-30 remain in the appheation,

Reexamination and reconsideration is respectfully requested.

Double Patenting Rejections

Claims 1-30 have been rejected under the judicially crsated dovirine of
obvicusness~-iype double patenting as being unpatentable over claims 1-32 of commanly
owned US, application 10/973,677 and claims 1-26 of commonly owned U.S.
application UH972,796. I the present application is allowed, then the applicant will take

appropriate a¢tion; including 4 tenminal disclaimer if appropriate.

Rejections Under 33 US.C. & 102

Claims 1-4, 7, 9-23, and 29 have been rejected under 35 US AT, § 102{e) as
allegedly being anticipated by TS, Patent 7,085,959 (Safford). Applicant respectfylly

fraverses and requests reconsideration of the Examiner’s rejection.

As discussed in the response to the previous office action, independent claims i,
16, 24, and 29 specify determining that the processor for which LOL is detected is

assigned a role of baot processon and switelung the role of boot processor to a spare

processor without shutting down the system's operating system,

Regarding claim 1, in applicant’s response to the previous officy action, the
applicant discussed the differences between switching processors in Safford, and
switching the role of which processor is the boot processor. o the office action dated
03/10/2008, page 4, paragraph A., the examiner states that the features being discussed
are not recited.in the claims, Boovprocessors, and switching the role of boot processors

are clainved, and the point of the applicant’s discission was that switching processors in
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Applicaticn: No. 10/972,588 Docket No.: 20040497 3-1
Reply to Office Action of 03/10/2008

Safford Is not the same as swilching the role of which processor is the boot processor.
Regarding recovery from lock step, the applicant has not argued that Safford does not
recover from & loss of lock step, rather the applicant has argued that recovery frem lock
step does not equate to switching the rote of boot precessor. To reiterate, the following s

a summary of the points being made by the applicant:

1. Independent claims 1, 16, 24, and 29 spectfy a boot processor. Safford does not

discuss a boot processor,

2. Safford does not teach or suggest switching the roleof boot processor,

et

. Re-booting a single processor is not the same as switching the role of boot

PFOCESSTT.

in'the office action dated 03/10/2008, pages 5 and &, paragraph B., the examiner
cites Safford column 4, lines 13-15 and column 3, claims 3 and 7 for support tor Safford
switching a boot processor. As applicant discussed in the response to the previous oifice
action, re-booling & single processor is not the same a5 switching the role of which

processor 18 the boot processer.

In the office action dated 03/10/2008, pages & and 7, paragraph C., the examiner
discusses recovery from loss of lock step, making a Hot spare, etc. , none of which
addresses the claim limitation of switching the role of which processor is the boot

Processor.

Rejections Under 35 U.S.C. § 103

NOTE: In applicant’s reply o the previous office action; applicant asseried that
Safford was not preper priorart under 35 U.S.C. § 103, However, that assertion was not
correct, and is bereby retracted, with apologies for the mistake. Safford was published on

January &, 2004, before the filing of the present application on Qctober 25, 2004,
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Application Na. 10/972,588 Docket No.: 2004048731
Raply to Office Action of 03/10/2008

Claims 1-23 and 29-30 have been rgjected under 35 US.C. § 103(a) as allegedly
being unpatentable over U,S, Patent number 6,625,749 (Quach) in light of U.S. Patent
number 7,231,749 (Fox). Applicant respectfully traverses and requests reconsideration of

the Examniner’s rejection.

Regarding claims 1, 29 and 30, the examiner cites Quach, figure 1, and column 4,
lines 3841 for determining that a processor for which LOL is detected is assigned the
role of boot progessor. Figure 1 and the cited text do not iHustrate or discuss anything
about boot processors. The examiner stipulates that Quach does not explicitly address
switching the role of boot processor, and states that Fox 1eaches a system response o
processor-faiture and dynamically activates a spare processor. Nisthing in that discussion
provides support for & combination of Quach and Fox teaching or suggesting boot
processors of switching the rale of boot processors. The examiner then argues that it
would be ohviousito modify a combination of Quach and Fox; butthe argument for
madification does not address switching the role of boot processors. No prima facie case

for obvicusness has been presented.

Regarding claims 13-15, the examiner cites Quach, column 13, lines 24-26, for
weaching changing asystem identifier of a spare processor to that of the boot processar.
The renamning being discussed has to do with repisters, not processors, and in particular
does not teach or suggest anything about a boot processor or switching the role of boot
processor. The examiner then further cites Quach, columm 13, lines 16-26, and column
14, tines 30-37. Again the discussion‘in column 13 15 about registers. In column 14, claim
6 discusses initializing individual processors, which has nothing to do with a kool

processor or switching the role of boot processor.
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Application No. 10/872,688 Docket No.: 20040497 3-1
Reply to Office Action of (3/10/2008
in view of the above, it is belisved gl of the pending ¢laims are now in ¢ondition

for allowance.

Respectfully submitted,
KLAAS, LAW, O'MEARA & MALKIN, P.C.

By: /Aupustus W. Winfield/

Augustuy W, Winfield, Reg. No. 34,046
1999 Broadway, Suite 2225
Denver, Colorado 80202

"elephone; (303) 298-984K

Dated Jung 5, 2008
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HEWLEYT-PACRARD COMPANY PATENT APPLICATION
Intslioctuat Proparty Administratinn

2.0, Box 272400 ; ) 31
Fort Colting, Colorado 80527-2400 ATFORNEY BOCKET No. 20“494973 -

Inventorfs): Scott L. Michastis et ak Confirmation No.: 1079
Application No.: 10/972,688 Examiner: Le, Died Miah T,
Fiting Qale: Cctober 28, 2004 Group ArtUnit: 2114

Title: SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PRQCESSOR TO;A SPARE
" PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PRQCESSOR
Mail Stop

Commissioner For Patents

PO Box 1450

Alexandria, VA 22313-1480

TRANSMITTAL LETTER FOR RESPONSE/AMENDMEMNT

Transmitted herewith isfare the following in the above~-identified application:

{X] ResponsefAmendrment i Petition to extend time to respond
i:} New fee as calculated below m Bupplementat Declaration
@ Mo additional fee
{7 Otner Faes
CLAIMS AS AMENDED BY OTHER THAN A SMALL ENTITY
(1} {2} {3 {4} 8 {8} {7}
FOR CLAMS REMAINING | NLIMBER HIGHEST NUMBER PRESENT RATE ADDITIONAL
AFTER AMENDMENT | EXTRA. | PREVIOUSLYPARFOR| EXTRA _ FEES
TOTAL
CLAIMS 30 MINLIS 30 « 0 | x E80g 0
INDEP. o '
CummS 4 MINUS 4 = 9 | X $210]g 8
l FIRST PRESENTATION OF A MULTIRLE DERENDENT CLAIM + 83701 $ 4]
EXTENSION tst Manth = 2nd Morith 3rd Monih 4th Month
FEE |l $i20 0 Seso L stose 0 s § 0
OTHER FEES| ¥
TOTAL ADDITIONAL FEE FOR THIG AMENDMENT | § a

Charge $ 0 to Deposit Accourt 08-2025. At any time during the pendency of this application, please charge any fess

required or credi any over payment to Deposit Account 08-2025 pursuant 1o 37 CFR 1.25. Additionally charge any fees to
Deposit Account 08-2025 under 37 CFR 1,16 through 1.21 inclusive, and any oiher seclions in Title 37 of the Codg of Federa!
Reguistions that may regulate fises. A duplicate copy of this sheet'is enclosed.

Respeeifully submitted,

Scoft L. Michashs st sl

By, /Augustus W, Winfisld/
Augustus WL Winfisld
ARerneyfAgent for Applicanifs}
Reg No. > 34,048
Date © Junie 5, 2008

Telephone  (303) 298-9838
Flew SUAY 4F -Teahsamn}
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PTOSSIOS (07-08)

Apprived for wse through 17312007, GMB 888 10032

LLE, Patent and Trademaik Cifies; LS. DEPARTMEMT OF COMMERCE

Unrer the Pagersork Heduction Act of 1985, no gorsons am reglired fo respond to & polfectinn of information unisss it displays & valid OMB control nurber.

PATENT APPLICATION FEE DETERMINATION RECORD | Avotcation o7 Docket Muver 1 i Date

Subistifute for Form PTO-875 10/972,588 104252004 | [ vo ve maitee
APPLICATION AS FILED ~ PART | DOTHER THAN
{Columm 1) {Colyrmn 2) swalLENTITY [ om SMALL ENTITY
.
FOR KUMBER FILED NUMBER EXTRA RATE () FER (8) RATE {$} R &)
-E BASICFEE- N NIA NIA NIA
& % 138 A R oF Q?
s
[ searcriree NIA NA NIA NiA
37 CFR TR, (D or frild ' ’
Pt -
O3 examiiation FEE NiA A NiA NIA
(37 VR A8 ek tu - or (g ' ‘
TOTAL LLAIMS e D e s o P
{37 CFR TG ITROLS RS = SR OR 26 =
RNREPENDENT CLARIS A . " = ; =
{37 CFR YN s 3 = X3 - K&
H thaspecification and drawings exosed 100
sheets of paper, the application size jee due
IBA;P}?S ’:“ EOE{:‘ML FEE 15 5250 (§128 for'small antity} for each
g 1R additional 50 sheets or fraction thereof. See
25 WSS A1 G and 37 CER 1.18(s).
p——
l:! MULTIPLE DERPENDENT CLAINM PRESENT (37 OFR 18
o
* i the differencs i colwinh 138 kess than-2ors, enter “0™ in colunm 2. TOTAL TOVAL
APPLICATION AS AMENDED - PART I}
OTHER THAN
{Cokem 1} {Colunin. ) {Column 3) SMALL ENTITY R SMALL ENTITY
¥ CLARSS HEST
REMAINING NUMBER PRESENT e g | ADTETRINAE s g ADEFTICNAL
i | 9B/0S/2008 § \rreq pREVIGUSLY | EXTRS RATE® | e o) RAIE ) FEE (8}
E AMENDMENT PAID FOR
= 30 stius |~ 30 = x§ = oR | sees ¢
0
UZ_# ~ 4 ftinus. | g = 3 %€ = OR | Xogdine G
§ §j Appfication Size Fee (37 CFR 1.18(5)
D SRS PRESEHTATION G MUCHPLE DEPENOSRT LA 57 CPR < 184)) Of
TOTAL TQTAL
ATIDH. ORARTFL i
FEE FEE
{Cotushic 13 {Coilutat 2) {Coturar 33
CLAIMS HIGHEST
RERMANING MUMBER PRESENT - AQDITIONAL - ADEATHIMNAL
AFTER PREVIOUSLY EXTRA RATE® | ree g RATE (3) FEE (9)
fomn AMENDMENT PAID FOR
E Tﬁw kil * Wlitigs | = X3 s o ks s
~ Y
a Lo « it | o « X3 o= o [xs =
& D aopiivation Sizs Foe (37 0FR Uisish
=
<L SESTATYIN S MULTIPLE DEPESRORNT TLAM 37 GRRI8) R
TOTAL TCITAL
AL OR aRDL
FEE FEE
:F? five eirwtp‘ in Cf.l-kum:‘s 1 ;s) lesythan tiié e*:ifyﬂm t?‘.v‘!ufi'tii‘;iz. wnt@ « m\ mrun.i:.; 3 Legai Instrument Examiner:
it e “Highest Mumber Praviously Paid For” I THIB SPACE i3 tass than 20, saber 207 JBONNIE PHOENDY

i the “Highsel Nuiiber Predgusly Paid For” IN THIS SRATE s less than 3. enter "3",
The Highest Kumber Praviously Paid For® {Toi.a! or ndependant) is the highastaumber fumd it the appropriate box i colurin A

o
This cofiection of inlonnation is required by 37 (,!‘-R A6, The niomialion is raquired to ablain or retain a benefit by e puhlic adich s odils {and by the. U'SPT() jis]
Proy 5 an application. Confidantility is govemed by 35 U516 122 and 37 CFR 114, This collection is setimated 10 take 12 minutes to complete, inchsding gathering,

preparing, snd submirting the comphetad applicdtion formy bt USPTO, Time wil vary depending upon the individusl case, Any cOEnEiER e e amoant of fime you
roguirs 1o complots this torm andior suggestions Tor reducing this burdsn, should be sont to ths C-.hief hvormation Diticar, LS. Patent and Tradermark Office, U S
Crepartment. of Conynierce, £.00. Box 1450 Aloxandria, YA 2250131450, T NOT SEND FEES DR COMPLETED FORMS IQ THiS

ARDRESS. SEND TQ: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

I yone pesd RsEtance I oomPeing the o, oall 1-800-PTO-2155 an select upion 2.
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Unrred S1aves PaTtent ann TrapeMars Orrice

[ NAMED ISVENTOR l ATTORNDEY DOCKET NG {ZONPIRMATION NG l
Seott L, Michnedis FEMDTR-Y s

L HARMONY ROAD L, TRED MINECT
JAL PROPERTY ADMINISTRATION
ANS OO B0327-2400 I

ARTONIT i PAPTR NITMBER I

A=

ATION TIATH I TRILIVERY MOGIRY [

G008 PLECTRORNIC
Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set'in the attached communication,
Nuotice of the Office communication was sent electronically on above-indicated "Notitication Date" 1o the

following e-mail addresses):

JERRY SHORMA @HP.COM
mkraft @hp.coin
iptanail @hp.com

PTOL-Q0A (Rev, U407)
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Applicationh No: Applicantis)

10/972.588 MICHAELIS ET AL.
Office Action Summary Examiner AU

Diew-dinh Le 2114

-~ Thie MAILING DATE of this vommunication appears o the caver sheet with the correspondence addrass -
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY 1S SET TO EXPIRE 3 MONTH{S) OR THIRTY {30) DAYS,
WH CHEVER I8 LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Expenstons of e way be availabis uiler the provdsions of 37 CFR1138) nno svend, however, iiay & reply be timely filsd

after S B) MOMTHS frony the niailing date of this communication.
=+ B MO prriod for reply s specified above, e maximum statutory sariod will Rpply and will expirs S {6) MONTHS from the medling date of this communicatian.
- Failure to vephy within e sab orsxtended s for reply will, Dy statute, causé i appiication fo becore ABANDONED (RHUB.CF 133

Aty reply redeived by the OFfice iater than thice months after the mailing date.of this comiuricatian, evad iFHmmly sl may reduce anw

s-am-ad patent termr adjustment; Bae 3F CEFR 1704{h):

Siatus

1) Responsive to communication(s) filed on 12 December 2007.
Za) ] This action is FINAL. 2b3R This acticd is non-final,
3] Since this application is in condition for allowance axsept for formal matters, prosecution as 1o the merits is
closed in accordance with the practice under £x parfe Quayle, 1935 C.0D. 11, 453 0.G. 213

Disposition of Claims

4)' Claim(s) 1-30 isfare pending in the application.
4a) Of the above claim{s) isfare withdrawn from considgration.
S5 Claim(s) 24-28 isfare allowed.
85 Claim(s) 1-23,29 and 30 is/are rejected.
7H_] Claim(s) ____is/are objected to,
)] Claimis) ______ are subjectio restriction andior election requirament.

Application Papers

9){7] The specification is objected to by the Examiner.
10X The drawing(s) filed on 25 Cctober 2004 isfare: )G accepted or M ] objected to by the Examiner,
Applicant may riot request that any objection fo the drawing{s} be held in abayance. -Ses. 37 CFR 1,85({a}.
Replacement drawing shest(s) including the correction is required if the drawing(s) is abjected to. Ses 37 CFR 1.121(d}.
1)1 The oath or declaration is ohjected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.8.C. § 112

12)[] Acknowledgment is made of a claim for forsign priotity under 35 U.8.C. § Y19 Xd) or ().
al Jal b)Y ISeme* o)} None of:
1.0 Certified copies of the priority documents have been received.
2.{] Certtified copies of the griority documents have been received in Application No.
3f] Copies of the certified copies of the priority documents have been received in this Nationat Stage
application from the International Bureau (PFCT Rute 17.2(a).
* See the attached detailed Gifice action for & list of the certified copias hot received.

Attachmeni{s)

kB! E Natice of Referances Cited {(PTC-882) #) [[1 tnterview Summary {PTO-413)

25 [} Notios of Draftsperson's Patert Drawing Review (PTO-048) Faper No(sjfall Date: .

2} [ Information Disclosure Statement(s) {(PTOSBI0N) 53 [ Notice of informal Patent Appfication
Paper Mo(syMail Date _____. 6} G Other!

0R Patent and Tradenwry Office

PTOL-326 (Rev, 0808} Qffice Action Swmmary Pari of Paper No./Mail Dale 20080227
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Application/Contral Number: 10/972,588
Art Unit: 2114
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Application/Contral Number: 10/972,588
Art Unit: 2114

' D L o g E g R oy e Ny 2y e - e
G. Saffeord doss not souss swatohang a hot spars Lo ths

e
ot

a4 spare

Examiner respectfully transverses Applicant’s argument as

T, N

TOLLOWER 3

A, first, in response Lo Applic s oarg that the
ferences fail to show certaln features of Applicant’s

iwvention: it is noted that the feature upon whioh Applicant

relies {1.€.;

Safford doess not discussg transfer of system

information (which processer is

the boot processor) that remains

permanent and survives a system

reget. Safford discusses

rebooting individual processors

while a system is running (for

example, column 4, lines 57-60,

and ¢laim 3), but is not the

same as rebooting the entire system, which is initiated by the

one designated boot processor after a system resst or power

15 not recited in the

shutdown)

cladsl is interpreled ia 1ight of the specdification,

Page 405 of 1042

ot read

rejected claim. Although ths

Idmitaticas

iatn the claims.



Application/Contral Number: 10/972,588 Page 5
Art Unit: 2114

3

Second, Exaniner would like to bring dpplicant attention to
Fafford’ s method and apparatus o recowsty fTuow lass

3-3Z] cowprising information

stored in the memory {col. 1, lines &8 through col. 2, lines

and master/checker pair used in supporting the recovery from

logs of lockstep in a multi-processors syvstem {abstract, <ol. 2

~ T

citly demonstrated a

method and

for recovery from luss of lock step
{ahetract, col. 2, lines 13~321 Cinmprising capability to signal
the computer system (i.e., operating system} to idle the

lockstep of processors [col. 4, lines 30-63]. Stafford ¢learly

system having a means for detecting and

a loess of leogk step ingiuding

B Tivat, it is NOT true that fafford doss wot discuss boot

- [T - 3 3 - Y e R . h- e PR R, oy e e
processsrs, assigning the role of boot processor, data storages

for assigning the rode of boot processor, or transisiring the

- ; G AT R e ety g i g T &
and gppara tug £or regover Y Trom G530 o

sshract,

col, 2, lineg 13-32) conmprising information stored in the memory
fooly 1, linss o8 through ooil. &, 1§ 19 and master/checker

pair used in supporting the recovery from loss of lockstep in a
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Application/Contral Number: 10/972,588 Page 6
Art Unit: 2114
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1
CORE REDUNDBANCY IX A CHIP
MULTIPROCESSOR FOR HIGHLY
RELIARLE SYSTEMS

RACKGROUND

1. Field of the luvention

This invention is related to the field of multiprocessors
and, more particularly, to chip multiprocessors (CMPs) and
implementing redundant execntion for high rehability in
CMPs.

2. Description of the Related Art

Fault-tolerant computer systems are nsed in a variety of
applications in the computing world. For example, many
servers are implemented on fanit-tolerant systems so that the
servers may be (W'hldh]e as close to 24 hours a day as
possible. Any sion-critical computing fanctions may
benefit from being assigned to fanit-tolerant computer sys-
tcmc

One of the aspects of fault-tolerant corputer systems is

'ixjg:a refiability through the early detection of errors in
operation. For example, some fault-tolerant systems may
implement high reliability by including multiple processors
and having them redundautly execute the same sof
code. The results of executing the code can be compared,
and any discrepancies may be detected as an emor. The
processors ave discrefe, individual infegrated civenits, and
thus such a sclution is costly both in terms of the number of

required to connect the processors to the rest of the computer
sysiom. Additionally, since the pProcessors are diserete, con-
irolfing the processors to execute in lockstep or 1o otherwise

synchrouize is cowmplex and ewror proue, and tyvpically
requires additional circuitry to be included in the computer
system (external from the processors) to carry out.

SUMMARY

In one embodiment, a node comprises a plurality of
processor cores and a node controller coupled to the pro-
cessor cores. The mode controller is configured to route
communications from the processor cores to other 'e vices in
a computer system. The wode controller comprises a cireuit
coupled to recewu the communications from the processor
cores. In a redundant execution mode in which at least a first
PYOCessor Cote is redund'int}y execuiing code that a second
processor eore is also execnting, the citenit is conligured o
compare conumunications from the first processor core to
comrunnications from the second processor core to verify
correct execution of the code. In some embodiments, the
processor cores and the node controlier may be integrated
onto a single wtegmted circuit chip as a CMP. A similar
method is also cont empiatcd

BRIEF DESCRIPTION OF THE DRAWINGS

The fol 10w1'1g detailed description makes reference o the
accompanyi ings, which are now briefly described.

FIG. 1 is a block diagram of one embodiment of a
Com'mier system.

FIG. 2 is a block diagram of
%n\‘mdel shown in FIG. 1.

one embodiment of a node

FI{3. 3 is a fowchart illustrating operation of one erabodi-
ment of a node controlier shown in FIGS, 1 and 2 in
response o receiving a communication from a processor
core.

£5
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FIG. 8 is a block diagram of one embodiment of the
redundancy check circuit Tor use with “N” PrOCEessor cores.

FIG. 6 is a flowchart iHustrating operation of one erabodi-
merdt of the node wmmﬂm including the redundancy check
circuit shown in FIG. 5 in response to receiving a coramu-
wication from a processor core.

FIu 7 is a block diagram of another embodiment of the
redundancy check circuit for use with “N” processor cores.

While the inveuntion is susceptible to various modifica-
ions and alternative forms, specific embodiments thereof
are shown by way of example in the drawings and wiil
herein be described 1n detail. should be understood,
however, that the drawings and detailed description thereto
are not imtended to Hmit the mvention to the par[iwlar form
disclosed, but on the confrary, the intention is o cover all
modifications, equivalents and alternatives mILng within the
spirit and scope of the present invention as defined by the
appended c:laims.

DETAILED DESCRIPTION OF EMBODIMENTS

Turning now to FIG. 1, a block diagram of one embodi-
ment of a computer system 18 is shown. [n the illustrated
embodiment, the computer system 14 inclodes nodes 12A-
128, memories 14A-148, and peripheral devices 16A-168.
The nodes 12A-12B are covpled, and the node I12B 1s
coupled 1o the peripheral devices 16A-16B. Each of the
nodes 12A-128 are coupled o respective memories 14A-
14B. The node 12ZA comprises processor cores 18A-18B
coupled to a node contreller 20A which is further coupled to
a merory coniroller 22A and a plurality of HyperTrans-
port™ (HT) interface circuits 24A-24C. The node 128
similarly comprises processor cores 18C-18D coupled to a
node controlier 208 which is further coupled to a memory
conwrolier 228 and a phuabty of HT wterface cirouits
24D-24F, The HT circuits 24C-24D are coupled (via an HT
interface, in this embodiment) and the HT circuit 24F 1s
coupled to the peripheral device 186A, which 1s coupled to
the peripheral device 16B 1 a hain configuration
{using HT mterfaces, in this “mbi,-diment) The memory
controliers 22A-22B are coupled to the respective memories
14A-148. In one embodiment, each of the nodes 12A-128
may be a single integrated ciremt chip coruprising the
circuitry shown therein in FIG, 1. That is, cach node
12A-128 may be a chip multiprocessor (CMP). Other
embodiments may implerent the nodes 12A-12B as two or
more separate integrated circuiis, as desired. Auny level of
integration or discrete components may be used.

in the illustrated embodiment, each of the node control-
lers 20A-26B 1nchudes a redundancy check circnit and a
machine check control unit. For example, the node control-
ler 28A includes a redundancy check circmit 26A and a
machine check control unit 28A, and the node controller
248 inchud edundancy check circuit 268 aud a wmachine
check control unit 288. The operation of the redundancy
check circuit 26A and the machine check control nuit 28A
will be described in more detail herein, and the operation of
the redundancy check circuit 268 and the machine check

onteol wnit 288 raay be similar.

The node controller 28A may geverally be configured to
recetve communications from the processor cores 18A-18B,
the memory controller 22A, and the HT circuits 24A- 24C
aud to route those comumnications to the processor cores
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18A-181, the T cirenits 24A-24(, and the memaory con-
traller 22A dependent upon the commuuication type, the
address in the communication, etc. In one embodiment, the
node controlier 284 includes a syster reguest gueve (SRQ)
to which received comumunications are written by the node
controfler 28A. The node controller 28A may scheduie
conumunications from the SRQ for ronting to the destination
or destinations among the processor cores 18A-18B, the HT
circuits 24 A-24C, and the memory controlier 22A. The node
controfler 208 may be stonlar with regard to the processor
cores 18C- 18'3 the HT circuits 24D-24F, and the meniory
controfler 228. Operation of the node 12A and its compo-
nents will be mccu:sed in more detail below. Operation of
the node 12B and its components may be similar
Generally, the processor cores 18A-18B may use the
uterface(s) to the node controller 20A 1o comumuuicate with
other components of the computer systern 18 {e.g. peripheral
devices 18A-1613, processor cores IS{,,-ESU, the TEMOrY
controflers 2ZA- 2”‘}3 efc.). The interface may be designed in
any desired fashion. denc coherent commugnication may be
defined for the interface, in some embodiments. In one
embodiment, communication on the interfaces between the
node controller 28A and the processor cores 18A-188 may
be in the form of packets similar to those used on the HYT
interfaces. In other embodiments, any desired commumica-
tion mayv be used (e.g. transactions on a bus interface,
packets of a different form, etc.}. Generally, the commun-
cations from: the processor cores 18A-188 may inchude
requests such as read operations (1o read a memory location
or a register external to the processor core) and write
operations {to write a memory location or external register),
responses to probes (for cache coherent embodiments),
wterrupt acknowledgements, system management mes-

sages, ete. In the illustrated embodiment, each processor
a separate communicaiion path 1o
$A. The communication path way be

core 18A-18B may have a
the node controller 2
implemented in a V"‘Y’E‘/ of fashions {e.g. a bus, point-to-
point interconnect w each direction, etc.).

in one embodiment, thx, pode 12A wmay support a redun-
dant execuiion mode in which the processor cores 18A-18B
redundantly execute the same sofiware code on the same
data. The processor cores 18A-188 may be copies of the
same processor design {(with the same size caches, the same
register files, efc.}. Accordingly, i no emors in execution
have occurred, communications g z;ene ted by the processor
core 18A should match (.()X'Et,bpu'luj'lg comumunications gen-
erated by the processor core 188 1o redandant execution
mode. For example, the same address shouid be included in
corresponding communications, the same data should be
wehded, ete. Brrors that may occur i execution may
inchade soft errors such as soft memory errors (e.g. those
detectable using an error checking code (ECC) scheme) or
soft comummuication errors such as noise or interference in
the transmission of communications, FErrors may also
inchude hard errors such as errors caused by hardware
tailures.

The redundancy check circuit 26A receives communica-
Hons generated by the processor cores 18A-18B and, in
redundant execution mede, compares the corresponding
conpnunications to verify correct execution of the software
code. If 3 mismatch 1s detected in the compagson, the
redundancy check circuit 26 A may signal an execution error.
An execuiion error may be any indication that an error has
oceurred g execution of the software code, detected via
the redundant execution. In the embodiment of FIG. 1, it
may not be clear which processor core 18A-18B expen-
euced the error, but the error is detected. Dagnostic sottware

COr
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may be nsed to determine which processor core 18A-188B
experienced the error and what corrective measures are to be
taken. In various embodiments, the execution error may be
signatled & variety of fashions. For example, in the present
embodiment, the redundaucy check cirenit 26A may sigual
a machise check exce ption to the machine control unit 28A.
The machine check control unit 28A may cause a machine
check exception in at least one of the processor cores
18A-188 (e.g. the processor core 18A-181 designated as the
primary processor core described below). Gther embodi-
ments may use other exceptions, external interrupts, logging
of execution errors to be checked by software, otc. o signal
an execution error. Still other embodiments may use any
combination of the above fo signal an execution error.

in one embodiment, the processor cores 18A-18B may
execute in fockstep (that is, xuay execute the same struc-
tions on the same clock cyele). In CMP emibodiments of the
node 12A, E}“e processor coves 18A-188 may execuie at the
same clock | guency aund may be driven “from the same
clock source (derived from a clock input to the pode 124,
not shown in FIG. 1) Thus, once the processor cores
18A-181 juitlate execution of the software in ‘;y"\('hr(mi’ 72
tion, they may remain synchronized as long as they receive
corumunications (e.g. responses to requ-s»ls) from the node
controlier 28A concurrently. That is, hardware external to
the node 12.A may not be '"‘u'rgd to run the processor cores
18A-188 1 Jockstep. {n embodiruents in which the proces-
sor cores 18A-18B execute in lockstep, the \'edmdar-cy
check circuit 26A may check that corresponding communi-

cations are concurrently received {rom the processor cores
1BA-18B {e.g. received on the same clock cycle). For
example, if a valid communication is received from one of
the processor cores 18A-181 and a valid communication is
not concurrenily received from the other processor core
18A-188, an execution error may be detected.

The node controller 28A may be configured to propagate
I imm‘mc’mm s frora one of the processor cores 18A-188
{e.g. from the primary processor core ) af d to discard cora-
mhuma‘n(ms from the other processor core 18A-18B (e.g.
from the auxiliary processor core). "1\ 0o d controller 20A
may route the propagated corumumications as appropgate
{e.g. 10 the memory controller 22A or one or mwore of the H’
circuits 24A-24C). Some commnnications may result i
respouses to be returned to the processor cores 18A- 18}3
For example, read requests may result in responses that
return the read daia. The node controller 20A may concur-
reptly provide the response o both processor cores 18A-
18B. Similarly, for external communications received by the
node conirolier 28A that are to be routed to the processor
cores 18A-18B (such as probes, systemt management cont-
mands, ete.), the node comrolier 28A may concurrently
provide the commumications to the processor cores 18A-
18B. For a probe, the probe response from one of the
processor cores 18A-18B may be forwarded to the probe
source and the other probe response from the other processor
core 18A-188 may be discarded after being used to verity
the forwarded probe response

{Generally, one of the processor cores 18A-18B may be
designated as a primary processor core and the other pro-
cessor core 18 A-18B is referred to as the auxiliary processor

ore. The prxuary processor core may be the processor core
whose execution resuits will be used as the result of execut-
ing the redundantly-executed sofiware code. The auxiliary
BYOCESSOYr Core i‘s used to veafy correct execution by the
primary processor core. In other embodiments, more than
TWo p.U(.(:‘SSOt cores may be provided in a pode. In such
embaoditents, oue processor core may be the primary core




US 7,328,371 Bi

(&)

and two or more of the remaining processor cores may be
auxiljary processor cores. }n one implementation, all the
remaining processor cores may be used as auxiliary proces-
S0t cores.

The identification of the pnm'm’ processor core may be
programmable {e.g. in a register 1 the redundancy check
cirewit 26A, in one embodiment). The programruable
embodiment is used as a M{ample for the remainder of the
disclosure. Alter mnwly the pn jary processor core may be
fixedly defined (e.g. via fuses 1u the node 12A, pius to the
node 124, etc.).

in a CMP embodiment, the node 12A may provide a low
cost approach to redundant execution. The node 12A may be
a single wfegrated cirentt chip, occupying one location on a

circuit m)ard )nclud@d in the computer systern 1. Addition-
ally, no external hardware may be required, 1t some embodi-
menis, as mentioned above. The embodiment of the com-
puter sysiem 16 may be a multiprocessor computer system
(om pu)ceasm' per node 12) “with redundancy for each
“processor” implemented internally. Other embodiments of
the computer system 18 may have a single node 12A and
may be nniprocessor system with reduadancy. Additionally,
i some embediments, Jn, computer system 18 may execute
Witb redundant execntion wmode disabled, providing an
ecution environment without redundancy and each pro-

sor core 18A-18B may be used mdcpuld’*ntiv

A.‘s mentioned above, the software code that 1s to be
execoted redundantly may be executed in lockstep, in some
embodiments. By providing responses, probes, and other
conumunications to the processor cores I8A-188 concur-
rently, the processor cores 18A-188 may naturally remain in
lockstep. Synchromzation of the lann f'l"ing of execution {10
get the processor cores 18A-18B executing 1o Jockstep) may
be performed in a variety of fashions. Fo; example, a
software semaphores may be used to control the beginning
of execution of the software code, and the respouse that
provides the sem'xphore data that releases execution may be
provided concurrently fo the processor cores 18A-188. In
other embodiments, the processor cores 18A-18B may be
put in lockstep from the first instruction fetch after reset, or
the first fetch of the software code to He executed redun-
dantly, again by providing the respouse for the first fetch to
each processor core 18A-18B concurrently.

The memories 14A-14B may comprise any suitable
memory devices. For exanmple, & memory MA-14B may
coraprise one or more RAMBUS DRAMs (RDRAMs),
synchrovous DRAMs (SDRAMS), double data rate (DDR)
SDRAM, static RAM, etc. The address space of the com-
puter systern 18 may be divided among memories 14A-148.
Each npode 12A-128 way inchude a memory map {e.g. inthe
node controlier 20A) used 1o determine which addresses ave
ma f’n)cd to which memories 14A-14B, and hence to which
node 12A-12B a memory request for a particular address
shonld be routed. The memory controllers 22A-22B may
cotprise control circuitry {or interfacing o the memories
14A-14B. Additionally, the memory controllers 22A-22R
may include reguest queues for gueuing memory requests,
elc.

The HT circuits 24A-24F may comprise a vari
buffers and control cirenitry for receiving packets from an
HT bk acd for trassentizng packets vpon an HT Hok. The
HT interface comprises unidirectional links for transmitting
packets. Each HT circuit 24A-24F may be coupled to two
<;uch Hoks {one for transmitting and one for receiving). A
riven HT interface may be operated in a cache coherent
shion {e.g. between nodes 12A- 128) or 1n a non-coherent
shion {e.g. to/from peripheral devweas 16A~16B)‘ in the

)
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itlustrated embodiment, the HT circuits 24C and 2413 are
coupled via cobierent HT links for communicating between
the nodes 12A-12B. The HT circnits 24A-24P and 24E are
not in wse, and the HT circuit 24F 15 coupled via non-
coherent Juks to the pedpheral devices 168A-168.

The penpheral devices 16A-16B may be any tvpe of
peripheral devices. For example, the peripheral devices
16A-168 may include devices for commumicating with
another computer system to which the devices may be

cupled (e.g. network 1nterface cards, circuilry similar to a
network interface card tna is infegrated onto a main circuit
board of a computer system, or n‘oduns Furthermore, the

peripheral devices 16 A~ §6‘§ may include video accelerators,
dhd‘u cards, havd or ﬂoppv disk drives or drive controllers,
SCSI (Small Computer Systems Interface) adapters and
te]epLony cards, sound cards, and a vadety ¢ i data df_qux-v
sition cards such as GPIR or field bus in e cards. It i
noted that the terrn “peripheral device is utended to
encompass input/output J/A0) devices.

Generally, a processor core 1RA-18D may comprise cir-
cuitry that is designed to execute iustructions defined in a
given instraction set architecture. That is, the processor core
circuitry may be configured to fetch, decode, execute, and
store results of the instractions defined i the {nstruction set
architectuore. The processor cores 18A-18D may comprise
any desired configurations, wcluding superpipelined, super-
scalar, or cornbivations thereof. Other configurations roay
inchude lar, pipelined, uon-pipelined, etc. Various

embodiments may employ out of order specuiative execu-
fion or i order execution. The processor core may include
microcoding for one or more instructions or other functions,
in combination with any of the above constructions. Various
embodiments may mplewent a variety of other design
features such as caches, translation lookaside buffers
{(TLBs), ete.

it is noted that, whi]ethepre:se:n embodiment uses the HT
interface for communication between nedes and between a
node and peripheral devices, other embodiments may use
auny desired interface & on.

> op interfaces for etther communica
For example, other packet based interfaces may be used, bus
interfaces may be used, various staudard peripheral inter-
faces may be used {e.g. peripheral component interconnect
(P, PCL Ehpiebbnd, ete.), ete.

it 1s noted that, while the computer systemn 18 tlustrated
i FIG. 1 comprises two nodes 12A-12B, other embodi-
ments may implernent one node or more than two nodes.
Similarly, each node 12A-128 rmay include two or more
processor cores, in various embodiments. Various embodi-
ments of the mmpu’.er systern 18 may include different
aumbers of HT erfaces per node EZA—R‘ZB, differing
numbus of pcrmhor i devices coupled to or more of the

Thc, present dwcumon refers to a communication from
the primary processor core and a corresponding cominimni-
catiott {rom an duxmary processor core {or coreesponding
commuications from multiple auxiliary processor cores).
For a given communication, the corresponding communi-
cation may be the comumunication that, in the absence of any
errors, shonld match the given compmunication. If the pro-
sessor cores are running in lock step, the given compuni-
cation and its comesponding commusication{s} may be
received in the node controller concurrently (e.g. on the
same clock cycle).

Tuming now to F{G. 2, a block diagram ithusteating one
embodiment of a portion of the node controlier 206A is
shown. 1o the illustrated embodiment, the node controller
28A jachdes a system request gueve (SRQ) 38, an SRQ
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control unit 32, a crossbhar 34, a muliplexor (m , aset
of input flops 38A-38B, the redundancy check circuit 264,
and the machine check conirol unit 28A. The flops 38A-38B
are coupled to receive commmumnications from the processors
18A-18B, respectively, and are coupled to the manx 36 and
the redundaucy check clrcuit 26A. The mux 36 is coupled to
receive selection controls from the SRG control wnit 32 and
is coupled to the SRQ 38, The K}\Q conteol unit 32 s
coupled to the SR 38, the redundancey check circuit 264,
and the machine check contrel it 28A. The SRQ 34 is
coupled 1o the crossbar 34, which is further coupled to
receive and provide communications to the HT cwrents
24A-24C and the memory confroller 224, aud fo provide
communications to the processor cores 18A-18B. In the
iflustrated embodiment, the redundancy check circuit 26A

may inchide a comparator 48 and a configuration register 42.
A pair of valid bit update circuits 44A-448 are also shown

in FIG. 2, coupled to receive valid bits from the fops
38A-38B (respectively), coupled to receive a PC bit and RE
bit from the configuration register 42, and coupled to the
ranx 34.

The SEQ 38 is configured to store external communica-
ions (e.g. requests, EEPOnSEs, 2Ie.) ) received by the node
124 (e & thmugh the HT cire ht‘l 24A-24C) as well as
internal communications generated by the memory control-
ler 22A(e.g. probes for read/write requests fransmitted {o the
memory coutrolier 22A, read responses providing data for a
read reguest, etc.) and the processor cores 18A-18B {(eg.
requests, responses, etc.}. Generally, the SRQ 38 comprises
sniry cnrﬁbure'} o store a different
conupgication. The SRQ controf wuit 32 may be contigured
to allocate entries for received commun ns, and may be
configured to schedule comwmunications for trausmission
through the crossbar 34. Additionaily, the SRQ control unit
32 may be configured to update state in the SRQ 36 for a
given communication in £eSponse o f:ompkfion of various
internal activities. For example, 1f & probe is in the SRQ 38

and the corresponding responses from the processors 18A-
188 are received for the probe, the SRQ control unit 32 may
update the state in the entry storing the pi be to record the
receipt of the response and fo record the coherency state
reported in the response.

multiple entries, each

2

The crossbar 34 may comprse circuitry configured to
route comumnwications between the various sources and
destinations. The sources may include the SRQ 38 (a request
scheduled by the SRQ conwrel umt 32), the HT ciremits
24 A-24C, and the memory controller 22A. The destinations
may include the SRQ 38. the HT circuits 24A-24C, the
nmemory coutroller 224, and the processor cores 18A-18R.
Generally, received communi 1S are mutef‘ tn the SRQ
38 for later scheduling by the SR control unit 32. Com-
mumcations scheduled frox the SRQ 3¢ and transmitted to
the crossbar 34 may include information identifying the
destination or destinations for the communication, which the
crossbar 34 may use to route the copunuwications.

In the redundant execution mode, the SRQ control unit 32
may be confignred to schednle communications to be routed
0 the processor cores 18A-18B concwrrently for routing to
both the processor cores 1BA-18B. If redundant execution
reode 1s not active, the SRQ control unit 32 may schedule
comnivnications for routing to each of the processor cores
18A-18E independently for each core, if desired. If the
iHustrated embodiment, the control register 42 may store a
redundant mode enable (RE) bit which may indicate whether
or not redundant execution mode is active (e.g. active when
sef, not active when clear, although the opposite meanings
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150 i‘u: used). The SRO control unit
se i scheduling decisions.

I ‘k‘o 11 ustrated embodiment, the SRG 30 may include a
write port shared by the processor cores I8A-188 and a2
write port (or ports) used by the crossbar 34, The processor
cores 18A-18B may be conﬁgured to transmit a communi-
cation {e.g. request or respogse) ¢ the node controfler at

most once every other clock cycle. The communications
may be captured in the flops 38A-38B and provided to the
muxk 36. The SRQ control unit 32 may control the mux 36
1o write received communications from the flops 38A-38B
into the SRQ 36 (or 1o update an existing entry of the SRQ
398, in the case of a respouse). [f only one communication is
received in a given clock cycle, the SRQ control unit 32 may
select the corresponding flop 38A-381 through the mux 36.
it two commnnications are recerved in a given clock cyele,
the SR control unit 32 may select one flop 38A-38B inone
clock cycle and, in the following clock cycle, select the other
flop 38A-38B. With the maximom transmission of one
communication every other clock cycle, there is time to
handle both communications before a new conumunication
way be received. {n other ewbodiments, a direct path from
the processor cores 18A-18B may be provided to the mux 36
in addition to the flops 38A-388, if desired. in still other
embodiments, a write port for each processor core 18A-188
may be provided on the SKQ 36 and the mux 36 may be
eliminated.

More generally, 2 node 12A-12B way tnciude N processor
cores, where N is an tnteger greater than one. The processor
cores may be configured to fransmit a comruunication at
most once every N clock cycles. Thus, N simuitanecous

communications may be captured and written 1o the SRQ 3¢
using a shared write port, similar to the above di 101,

In the redundani execution mode, the communications
from the primary processor core may be pro pagatm' and the
communications from the auxiliary processor core(s) may be
discarded. In one embodiment, each comn ‘micaufm may
include a vaiid bit {V in the flops 38A-38R) that in
whether or not a vlhd comununication has been received.
The wvalid bit update cirenits 44A-44B may be used to
selectively clear the valid bit for conpunnications from the
auxiliary processor core. In this embodiment, the PC bit
from the configuration register 42 ray identify the primary
processor core. Accordingly, if redundant execution mode is
enabled and the processor core 18A ts not identified by the
PC bit as the primary processor core, the valid bit update
circutt 44A ruay ensure that the valid bit from the flop 38A
is cleared when paqsed to Mz 36, Otherwise, the valid bit
from the flop 38A 1s passed unmodified. Similarly, if redun-
dant execution mode is enabled and the processor core 188
is not identified by the PC bit as ;h<, prinary processor core,
the valid bit update circuit -MB may ensure that the valid by
fromn the Hop 388 is cleare en passed to mux 38.
Otherwise, the valid bit from tqe f"i op 388 is passed uvnmodi-
fied. In other embodireents, the valid bits may be selectively
cleared at the lnput to the flops 38A-38B, or comumunica-
tions may be propagated/discarded in other fashions. In
embodiments that include more than two processor cores,
the PC field may be mutltiple bits identifving the pr imary
processor core and additional valid bit update circuits simi-
1o the crrenits 44A-448 may be included for commnni-
cations from each processor core.

In the illustrated embodiment, the Comparaior circuit 49
may receive the comumuuications stored o the flops 38A-
388 for comparimn If valid communications are received
and a mismatch is detected by the comparator circuit 48, the
redundancy check civeuit 26 A may signal an execution error.

32 way receive the
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The vatid bits may also be received by the redundancy check
cireujt 264, to verify that the cormunications are concur-
rently received.

The machine check coutrol nnit 28A may 1mplement
machine check functionality, at least for those wmachine
check errors that are detected cutside of the processor cores
18A-181. Generally, ruachine check errors may be errors
detected in the operation of the hardware itself. For example,
error correction code {(ECC) for memory accesses,
comrunnication  fransmission  errors, cyclic redundancy
check (CRC) errors, parity errors, and the like may cause
machine check errors. If a machine check error is detected
{and, in one embodiment, i the error is enabled in the
machine check control unit 28A), a machine check excep-
tion may be delivered to at least one of the processor cores
18A-188. The machine check exception may canse the
receiving processor core 18A-18B to suspend current execu-
gon and fo fetch mstructions from a predefined machine
check exception vector for proc“winy the machine check
exception. As mentioned above, in the present embodiment,
one of the machine check errors is an execution error
detected by the reduundancy check circuit 26A in the redun-
dant execution moede. If an execution error is signalied by
the redundancy check cirenit 26A 1o the machine check
control unit 28A, the machine check contrel unit 28A may
cause a machine check exception to be dc,l ivered 1o one of
ﬂ processor cores 18A-18B. In one embodiment, the

achine check exception may be delivered to the primary
pr()wssor core. In other embodiments, the machine check
exception may be delivered to all processor cores, or a
subset of the processor cores, if desired.

The SR 38 may have any construction (e.g. registers,
random access mexnory {(RAM), ete.). Iu one emb()mmenL
the SRQ 38 may comprise a shift queve storing various state
information for each request, an address RAM storing an
address provided in the communication, and a data RAM
confignred to store data associated with the communication
{e.g. a cache block located by the address). Hach shift queue
ewtry may comprise a polater to the :ii‘dre.‘" RAM aud a
pointer to the data RAM, locating the corresponding address
and data for a commumication {3f apy).

Turning now to FIG. 3, a flowchart is shown illustrating
operation of one embodiment of the node controfler 204
{incluoding the redundancy check circuit 26A) it response to
receiving a communication from a processor core 18A-188.
While the blocks are shown in a particular order in FI1G. 3
for ease of understanding, any order may be used. Purther-
more, blocks may be pg,nmm\ d in paraliel by coml orial
logic circuitry in the node controller 28A. Blod\b portions
of the flowchart, or the fowchart as & whole may also be

pipelined over multiple clock cycles, if destred. The com-
:nu:ncation received from the processor core 18A-188 may
be a request, a response i a4 previous commuuication
transmitted to the processor core 18A-18B such as a probe
or system management message, ofc.

I redundant execution I\lud\, is not active {decision block
58, “no” leg), the commmunication may be handled normally
{block 52). }hat 18, 0 companson with other comumuica-
tjons uneed be performed. The communication may be
handled independent of comynunications from other proces-
s0r cores, i general, etc.

if redundant execution mode is active {decision b

CYTOrs

k5
ves” leg), the rc,dundancy check circuit 26A may cl‘cck if

commuication is received from each processor core
{decision block 54). Since the flowchart of FIG. 3 is per-
formed in response 1o receiving a communication from
least one processor core, then a valid commuuication shondd
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have been received from each processor core. I a vahd
communication was not recetved from each processor core
{decision block 54, “no” leg), the iemmaax cy check circuit
26A may signal the machine check contro! wnit 28A 1o assert
a machine check exception {(block 58). In one embodiment,
the machine check exception may be delivered to the
prinary processor core. I a valid communication is received
from each processor core (decision block 54, “yes™ leg), the
redundancy check circuit 26A may determine if the com-
mugications raatch (decision block 88). For example, the

comparator circuit 4¢ may be used 1o compare the commu-
mications. if the compnumications do not maich (decision
block 58, “no” leg), the redundancy check circuit 26A may
signal the machine check control unit 28A to assert the
machine check exception (block "«6 ). If the communications
match (decision block 58, “yes” leg), the node coutroller
20A wmay discard communication from the auxiliary
processor core and propagate the comumunication from the
primary processor core {(block 68). Propagating the commu-
nication may generally inchude transmitting the comranni-
cation to its destination. For example, wn the embodiment of
FI3. 2, propagating the communication may include writing
the commumuication to the SR 34, scheduling the commu-

micanon, and trapsmittieg the communication through the
Cross Lar 34.
I
val

(.

t is noted that checking for the concurrent reception of

id communicanons (deasion block 54) and checking for
a mismateh in the coramunications {decision block 58) may
be combined. For example, the comparator circwt 48 may
receive the valid bits along with the other communication
bits and may compare the valid biis in parailel with the other
communication bits, detecting a mismatch if at least one bit
differs. In other embodiments, the redundancy check circuit
26A may compare the state uf the signals used by the
processor core 18A to communicate with the node controller
204 to the state of the signals used by the processor core 188
to communicate with the node controller 20A on a clock
cycle by clock cyele basis. Such embodiments may be used,
for example, if the processor cores 18A-18B are executing
in lock step. In such embodinients, a communication as used
in the present dis ont for comparison may be the state of
the siguals on a given clock cycle.

in one embod;meni, the communication from the primary
processor core muay be propagated even if the machine check
exception is signalled, fo ensure that the primary processor
core may complete the underlying instenction that caused the
corumunication and thus e xs“‘[ 1at the paruary processor
core may take the exception. For example, if the primary
processor core is expecting a response o the communica-
tion, the primary processor core may delay the cxcephon
until the R5PONSE is received. Additionally, if the machine
check exception 1s delivered to the primary processor core
and not the auxiliary processor core, the comumunication
may be propagated to ensure that the auxiliary processor
core ruay complete the underlying instruction {e.g. by
receiving the response). In other exubodiruents, the contmu-
nication from the primary processor core may not be propa-

gated (e.g. if the exception cancels the anderlying instrae-
and permits the exception to be taken).

Turning now to FIG. 4, a flowchart is shown iliustrating
operation of one embodiment of the node controffer 20A
{inciuding the redundancy check circuit 26A) in response to
1'ece‘ving a communication for a processor core 18A-18B.
That is, the comumunication may be a corumunication to be
routed to the processor core 18A-18B. The communication
may be received from the memory controlier 22A or the HT
circuits 24 A-24C, for example. Such communications may

tion
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include a response to a comumupication previously iransmii-
ted by the processor core § {e.g. a read response with data, a
done message for a write request, etc.) or may be another
comrunnication, such as a probe for maintaiping cache
cobierency or a system wanagement message. While the
blocks are shown in a part muiat order in FIG. 4 for ease of
lerstanding, any order may be used. Purthermore, blocks
may be performed in paraliel by combinamri'\l logic cir-
cuitry in the node controller 28A. Blocks, portions of the
flowchart, or the flowchart as a whole may also be pipelined
aver multiple clock cyciec if desired.

if redundant execution mode is not active (decision block
78, “no” leg), the node controller 20A wmay handie the
commutication norually (block 72). That is, the comummnai-
cation may be scheduled for routing 1o the processor core
18A-18B to which 1t 1s addressed. 1f the comuuuication is
0 be routed to each processor core 18A-18B {e.g. a probe),
the commumication may be indepetiden‘dy routed o each
PrOCRSSOT COTe. If redundant execution mode is active (deci-
on block 78, “yes” leg), the node controller 28A may route
the communication concurrently to each processor core

R

18A-18B (block 74). For example, in the embodiment of

FIG. 2, the comnwinication niay be schednied when it can be
routed 10 each processor core 18A-18B, and may be routed
throngh the crosshar 34 to both processor cores 18A-1SB
concurres Ly

As mentioned previously, in other embodiruents a node
12A way include more 111&”1 two processor cores ISA-18B.
Thus, in redundant execution mode, there may be more than
one anxiliary core. In some embodiments, all processor
cores in a node may be used in redundant execution mode
unless an error has been detected {one processor core as the
pramary processor core and remaiing processor cores as the
auxiliary processor cores). If an error is detected, in some
cases, a processor core may be disabled. In other embodi-
ments, a fixed or programmable number of the processor
cores (less than the total pumber in the node) may participate
in redundant execution.

In such embodiments, additional information about the
error may be presumed in some cases. For example, if a
communication from the prm-am processor core rIsCOm-
pares with the corresponding comumuication from each of
the auxiliary processor cores, it may be reasonable to
conchude that the primary processor core experienced the
error. If the primary processor core is programmably
selected, a different processor core may be selected as the
primary processor core a d the previous primary processor
core may be disabled. Similarly, if a communication from
the primary processor core miscompares with the corre-
sponding commuuication from ouly cne of the auxiliary
processor cores (ie. the primary processor core’s conunu-
mication matches with the other auxiliary processor cores), 1t
may be reasonable to conclude that the auxiliary processor
core experienced the error and the erroring auxiliary pro-
cessor may be disabled. {f a miscompare of 2 coramunica-
tion from the primary processor core and the corvesponding
comniunication from at least two, but not ail, of the auxiliary
processor cores s detected, diagnostic software may be
invoked to determine the erwor.

FIG. 5 is a block diagram of one embodiment of a portion
of the redundancy check circuit 26A that may be nsed m a
node that includes N processor cores, where N is an integer
greater than 2. The last processor core is labeled 18N merely
w0 provide a distinet reference pumeral 1o FIG

The portion of the redundancy check circuit 26 A shown in
FIG. 8 may include the logic used to compare the commu-
nications when there is wore thau one auxiliary core. The
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mdancy check circmit 26A receives the communication
from each processor core 184, 185, to I8N (e.g. from
corresponding input flops similar to fiops 3@9,—%8, in one
embodiment). The cormmunications are provided 1o a muox
8¢ and o respective cowmparator circuits 82A-82ZN. The
output of the mux 8§ 15 also coupled to the comparator
cireuits 82A-82N. The cuiputs of the con raparator crronits
82A-82N are coupled to a control circuit 84, which is
coupled 1o the machine check control unit 28A and to the
onfiguration register 42. The mnflgnrzii-fm register 42
inc udes a primary core (PC) field encoded to identify which
of the processor cores I8A-18N 1s designated as the prirnary
core. The confignration register 42 may further inchude a set
of core enables which indicate which cores ate pzu'tu,;patm"
in redundant execution mode. The combination of the core
enables way alse serve as the redundant execution mode

enable, or a separate enable bit may be provided.

in the illustrated embodiment, the primary processor core
is designated by pmbrammmg.. the configuration register 42.
Thus, the communication from the desiguated processor
e is selected through the mux 8§ (under control of the
ue in the PC field) for comparison with the comumunica-
tion from all processor cores. In other embeodiments, if the
primary processor core 18 fixedly assigned, the roux 88 may
be eliminated in favor of hardwiring the primary PrOCEsSE
core’s wmmumcahon ines to the comparator circuits 82A-
$2IN {(and a comparator circuit $§2ZA-82N for the primary
processor core itself may also be eliminated).

The contrel circuit 84 may receive the comparison results
from the comparators 82A-82N, and may optionally disable
a processor core or cores from comparison in the redundant
execution mode and/or signal a machine check exception
dependent on the companson results. Additional details are
provided below with regard to the FIG. 6.

Turning now to FIG. 6, a flowchart is shown illustrating
operation of one embodiment of the node controller 20A
{inciuding the rcdundamy check circuit 26A) in response to
recerving a communication from a processor core I8A-18NL
While the blocks are shown in a particular order in FIG. 6
for ease of understanding, any order may be used, Further-
more, blocks may be perfommed 1o paraliel by cornbisatonal
logic circuitry in the node controller 28A. Blocks, portiom
of the flowchart, or the flowchart as a whole may also be
pipelined over multiple clock cycles, if desired. The com-
wnication received from the processor core 18A-18N may

est, a response o a previous communication

y the processor core 18A-18N such as a probe
rr‘an;mcmcr‘t message, etc. Handling of commu-
o be routed 1o the processor cores 18A-18N may

Iilw&tl()
be snmla‘-: to the flowchart of FIG. 4.

If redundant execution mode is not active (dect
96, “no” leg), the communication may be handled normally
{(block 92). That is, no comparison with other communica-

sion block

ions need be performed. The communication may be
handled independent of commuuications from other proces-
sor cores, in general, etc.

It redundant execution mode is active (decision biock 96,
“yes” leg), the control cirenit 84 rvay mask the comparison
resuits ({rom the comparator circuits 82A-82N) according to
which processor cores are currently enabled, as indicated in
the configueation register 42 (block 94). If the masked
comparison results indicate that the commuuication from the
primary processor core mismatches with a comnunication
with a single auxiliary processor core {apd matches with
comumunications from other auxiliary processor cores—
decision block 96, “yes” leg), the control circunit 84 may
disable the rmismaiching auxiliary processor core {block 48).
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In one embaodiment, the control circuit 84 may merely
disable further comparison with the mismatching auxibiary
processor core by clearing the enable bit for the mismatch-
ing auxiliary processor core in the confignration register 42.
The mismatching auxiliary processor core may coutinue
executing. 1n other embodiments, the coufrol circuit 84 may
wdivectly or dire disable the mismatching auxiliary
processor core from executing (e.g. by causing a machine
tion and having software disable the mismatch-
ssor core, by signaling hardware designed
ble M(: nusmatching auxiliary processor core from
c‘{wutmg, by holding the mismatching auxiliary processor
core in reset, by putting the mismatching auxiliary processor
core in a sleep mode, etc.).

indicate that the com-
cessor core misiatohes

if the masked comparison results
ruunication from the primary pro
with ail au:(iiia“v processor cores {that are enabled) (deci-
sion biock 168, “ves” leg), the control circuit 84 may disable
the primary processor core and select one of the auxiliary
processor cores to be the primary processor core (block
182}, As with the discussion above for disabling the auxil-
iary processor core, the control circuit 84 may simply
disable the primary processor core from comparison by
clearing the corresponding enable bit in the configuration
register 42, or disable the primary pr sor core from
execnting at all. The control cirenit 84 may also update the
P( ‘h?ld of the configuration register 42 to retlect the newly
cted primary processor core. The control circuit 84 may
use any selection mechanista. For example, the processor
Ores mav be numbered (e.g. 0 to MN-1), and the conirol
ircuit 84 ray increment the number of the presently
elect c,d primary processor core o select 3 new primary
processor core. If one or more processor cores are disabled
in the confignraion re r 42, the contre] cirenxt 84 may
increment unitl an enabled processor core is selected, Addi-
tionally, the control circuit 84 may signal the machine check
control unit 28A to assert a machine check exception (e.g. to
the newly selected primary processor core—block 184} to
permit diagnostic sofiware to perform any desired additional
error handling. Altematively, a machine check exception
may not be signalled for this case in other embodiments
{ the masked -:omr-"is‘or\ re
munication from the primary processor
with more than one auxiliary processor core,
anxibary processor cores (decision block 106, “ves
control cirenit 84 may sigual the machine check counirol unit
28Ato assert a machine check exception (e.g. to the primary
processor core} o permit diagnostic soflware o attempt to
locate the error (block 184).
of the mismatch cases and the case of
conteoller 20A may discard the

=

ZAO

=

its rndicate that the com-
core miscompares
at not all

Generally, in each «
no mismatch, the node
communications from the auxiliary processor cores and
propagate the communication from the primary processor
core (block 168).

in another embodiment, a node I12A may include N
processor cores I18A-18N, where N is an even integer
¥ is used merely 8s @ unique reference char-
acter). The processor cores may be configured as N/2 pairs
of redundant pmce‘sscvr cores. Bach pair may redundantly
execute different software code from other pdl“b In some
embodimentis, the processor cores may be preassigned into
pairs for redundant execution purposes. For example, “odd”
and “even” processor cores may be paired (numbering the
processor cores from O to N-1 as mentioned above). Thus

processor cores 18A-181 may be paired, as may other odd
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and even pairtugs up to processor cores 18M and 18N
Alterpatively, processor core pairings may be program-
mable.

in a CMP embodiment of the node I12A having N/2
redundant processor cores, N/Z separate code sequences
may be redundantly executed concurrently within a single
integrated cieewdt. That 15, the CMP embodiment ruay pro-
vide a redondant, multiprocessing solution in a single chip
implementation.

FIG. 7 s an example block diagram of a redundavey
clhieck circuit 26A that may support both a first redundancy
mode having a single primary processor core with ranitiple
auxiliary processor cores and a paired redundauncy wode
having paired sets of redundant processor cores. In the
t'lbud.m-‘*t of FIG. 7, the mux 88 is provided 1o select
comumuications from the various processor cores including
the processor cores 18A, 188, 18M, and 18N. The mux 88
is controfled by the PC field of the configuration regisler 42
as previously described. However, rather than being directly
umpioi to the comparators 82A-82N, the output of mux 8¢
is provided as an input to a set of muxes such as muxes
120A-1288. There may be 3 mux similar to wmuxes 128A-
120B for each pair of processor cores in the node 12A. Each
mux 128A-1268 may be further coupled to receive the
communications from one pair of processor cores {e.g. mbx
120A is coupled to receive the communications from the
processor cores 18A-18B and the mux I128B is coupled to
receive the comn Jmcaih-m from the processor cores 18M-
18M). The output of each mux 128A-1288 is coupled as an
input to a pair of coraparators 82A-82M (e.g. the ontput of
the mux 128A is coupled to the comparators 82A-82B and
the output of the mux 1288 is coupled to the comparators
$2M-B2N). Fach comparator 82A-82N has asother input
coupled to receive a communication from a different one of
the processor cores 38A-18N and an output coupled to the
contre] circuit 84.

If paired redundancy mode is seiected (via an OF field in
the configuration register 26A), the muxes 126A-126F may
select a commuuication from one of the odd or even pro-
cessor cores to which it is coupled. It paired redundancy
made is not selected, the muxes 128A-1288 may select the
output of the mux 86, If paired redundancy mode is not
selecied, the operation of the redundancy check circuit 26A
may be similar to that described above with regard to FIGS.
5 and §. Operation of each pair of processor cores in the
paired redundancy mode mayv be similar 1o that described
above with regard to FIG. 3.

For example, the OF field may comprise two bits, one for
the odd processor core and one for the even processor core.
‘§i:1t“mr the bit for the odd processor core may cause sel
tion of the odd processor core commumications through the
muxes 120A-1208. Setting the bit for the even processor
core may cause selection of the even processor core com-
munications thmu:l‘ the muxes 120A-120B. If both bits are
clear, paired redundancy mode is not selected. In other
embodiments, the opposite meanings may be assigned to the
set a_'ld clear states of the bits, or other encodings may be
used for ‘h\.- OF field.

The o SVER PrOCESSOr cote selecied via the OF field
may be viewed as the primary processor core of the pair. In
other embodiments, the OF field may be used to select the
paired redundancy mode and either the odd processor core
or the even processor core may be preassigned as the
primary processor core. fn such embodiments, each mux
120A-1288 may be coupled to recetve the output of the mux
8¢ and either the odd processor core communication or the
even processor core commuuication, whichever s preas-
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signed as the primary processor core. In still other emboddi-
meuts, the redundancy check cireuit may not support the first
redupdancy mode (having one primary processor core and
reudtiple auxiliary processor cores) and the mux 86 ay be
eliminated. In other such embodiments, the muxes 120A-
1268 may also be eliminated and pairs of processor cores
may be hardwired to & single cox ]")”dlor Trenit for that pair,
similar to the embodiment of FIG. 2. Additionally, the core
enables in the cn-x“iowatmn rcgisibr 42 may be used to

sejectively evable various pairs for redondant execuion.
The comparison of comrmunications in FIG. 7 may be based
on receiving valid communications, or may be on a clock
cycle by clock cyele basis (where 2 c'()mmurica
the state of the signals on a given clock cycle for
PUrposes)

MNumerons variations and modifications will
apparent 1o those skille d 1 the art once the above disclosure
is fully appreciated. It is intended that the following claims

ccome

iated.
be mterpreted to embrace all such variations and modifica-
tions.

What 1s claimed is:
1. A node comprising:
a plurality of processor cores; and
a node coutroller coupled to the plurality of processor
cores and configured to route communications from the
plurality of processor cores her devices in a
compuiter system, wherein the node controiler com-
yris‘“s‘ a circuit conpled to receive the communications
from the p]u\".mf" of processor cores and, in a redun-
dant cxf:w-'oq mode in which at least a first processor
core of the phiality of processor cores is redundantly
execuiing nvde that & second processor core of the
plumh ty of processor cores is also executing, the circuit
is configured to compare communications from the first
processor core o commumnications from the second
processor core to verify correct execution of the code,
and wherern the node conteolier is configured to discard
communications from the first processor cove respon-
sive to comparing the communications to correspond-
ing communications from the frst processor core and
vertfying that the commuuications and corresponding
communications match.
2 The pode as
configured to cor

o of

S
SS

G
ce

vecited in claim wl‘-erﬂin the circuit is
rpare a first communication from the first
processor core to a second corumunication from the second
processor core, wherein the first communication and the
second communication are received concurrently by the
circuit.

3. The node as recited in clai .
communication is received from a first one of the first
processor core and the second processor core and no vald
communication is received from the other one of the first
processor core and the second processor core, the circuit is
configured to signal an execution ertor,

4. The node as recited in claim 2 wherein a separate
cornnunication path is provided between each of the plu-
rality of prows‘s\-r cores and the node controlier.

5. The node cited in claim 1 wherein, if the cirenit
detects a roismate h be‘ween a fiest comrunnication from the
fivst processor core and a corresponding second communi-
cation from the second processor core, the circuit is config-
ured o signal an execution error.

6. The node as recited in claim 5 wherein signailing the
execution error coraprises signaliing a machine check
exception.

idm 2 wherein, if a valid

1,
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The node as recited 1u claim 1 wherein the node
controller is configured to propagate communications from
the second processor core.

8. The node as recited in claim 7 wherein the node
controller, in response (o receiving a response o a conum-

pication propagated from the sec(md PrOCESSOr Core, %g
configured to route the response to both the first processor
core and the second pr,ueb r core.

8. The node as recited in claim 1 wherein a plurality of the
plurality of processor cores are configured to redundantly
execute the code in the redundant execution mode, wherein
the plurality of the plurality of processor cores include the
first processor core, the secoud processor core, and at least
one other processor core.

18. The node as recited in claim 9 whersin one of the
plurality of the plarality of processor cores is a ="‘mary
processor core and rercaining ones of the plurality of the
plm ality of processor Cores are auxiliary proce essor cOres,

and wherein the cirenit is configured to select communica-
3ons recewecl )IOY’J "fhc '“" AAYY processor Core f-:)r Ci)lﬂpﬁl’im
son to each of the pluxanty of the plurality of processor
5.

11. The node as recited 1 claim 18 wherein, if the circuit
detects a mismatch between a communicaon from the
primary processor core and a corresponding communication
from only one auxiliary process e circuit 1s con-
figured to disable comparison of 1at
auxiliary processor core.

12. The node as recited in claim 18 wherein, if the circuit
detects a mismaich between a commuuication from the
primary processor core and a :_onu‘ponding communication
from each of the auxiliary processor cores, the cirenit is

301 core, t
ommumcations from €

configured to disable the primars px cessor core and select
one of the auxiliary processor cores as the primary processor
core

13. The node as recited in claim 18 wherein, if the circuit
detects a mismaich between a communication from the
primary processor core and a corresponding comrunrication,
from at least two of the auxiliary processor cores but not all
of the auxiliary processor cores, the cireuit is configured to
signal an execution error

14. The node as recited in claim 1 wherein the plurality of
processor cores comprise a plurality of pairs of processor
cores, and wherein each pair of the plurality of pairs of
processor cores is configured to redundantly execute code
independently of other pairs of the plurality of pairs of
PrOCESSOr COres.

15. The node as recited in claim 1 wherein the plurality of
processor cores and the node controller are integrated onto
a single integrated circuit.

16. A method comprising:

ruening at least a first processor core of a plurality of

processor cores and a second processor core of the
pluratity of processor cores in a redundant execution
mede 1o which the first processor core redundantly
executes the same code that the second processor core
is executing;

verifying correct execution of the code in a node control-
ler coupled o the piuz‘ality of processor cores, the
verifying  inchuding  comparing  coremunications
received in the node controller from the first Processor

ore and the second processor core; and
scarding cormmunications received from the first pro-
cessor core and propagating corresponding communi-
cations received from the second processor core
responsive to verifving that the corumunications from

=3
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the first processor core mateh the corresponding com-
munications from the second processar core.

17. The method as recited in claim 16 wherein the
comparing  comprises comuparing concurrently  received
commnications.

18. The method as recited in claim 17 further comprising
detecting 2 mismateh in the concurrently received counmu-
nications and signalling an execution error.

19. The method as recited in claim 16 wherein the running
at least the first processor core and the secoud processor core

in the redund
the plurality of processor cores in the redundant execution

primary processor core and remaining ones of the plurality
of processor cores are auxiliary processor cores, the method
further comprising:
responsive io detecting a mismatch between a communi-
cation from the primsary processor core and a corre-
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1 execution mode comprises running each of
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i%

sponding communication from only one auxiliary pro-
cessor core, disabling comparison of comumunications
from that auxiliary processor core;

%

sive to deteciing a mismatch between a communi-
from the primary processor core and a corre-
sponding coremunication from each of the auxibary
processor cores, disabling the primary processor core
and selecting one of the auxiliary processor cores as the
primary processor core; and

responsive to detecting a mismatch between a comumumni-
cation from the primary processor coxe and a corre-
sponding commmuication from at least two of the
auxiliary processor cores but not all of the auxiliary
processor cores, signalling an execotion error.




EXHIBIT
A

Page 435 of 1042



Andrew Wolfe Ph.D.
2005 De La Cruz Blvd STE 142
Santa Clara, CA 95050
(408) 394-1096 (mobile)
Email: awolfe@awolfe.org

Education:
Ph.D. in Electrical and Computer Engineering, Carnegiec Mellon University, 1992
Visiting Graduate Student, Center for Reliable Computing, Stanford University, 1988-1989
M.S. in Electrical and Computer Engineering, Carnegie Mellon University, 1987
B.S.E.E. in Electrical Engineering and Computer Science, The Johns Hopkins University, 1985

Recent Employment:

Lecturer, [September 2013-present]
Santa Clara University

Teaching graduate and undergraduate courses on embedded computing, mechatronics, real-time systems,
computer architecture, design, and community service.

Consultant, [October 2002-present]
Wolfe Consulting

Consultant on processor technology, computer systems, consumer electronics, software, design tools, and
intellectual property issues. Testifying and consulting expert for IP and other technology -related litigation
matters.

Sample clients include:

Google Apple Samsung

Sony Huawei HTC

AT&T Verizon Mobile T-Mobile

IBM Motorola/Lenovo Nintendo
Activision AMD Western Digital
Sonos Qualcomm LG

Netflix Roku Tivo

Synaptics Sawstop 3M

Medigus TCL ZTE

Egnyte Acer Waymo

Chief Technical Officer, [1999-2002]; Sr. VP of Business Development, [2001-2002]; VP, Systems Integration,
S3 Fellow , [1998 — 1999]; Director of Technology. S3 Fellow , [1997 - 1998]
SONIC|blue, Inc, Santa Clara, CA (formerly S3 Inc.)

Strategic Business Development:
Developed and implemented strategy to reposition S3 from PC graphics into the leading networked consumer
clectronics company.
e Acquired Diamond Multimedia and coordinated integration of communications, Rio digital music, and
workstation graphics divisions into S3.
o Identified and negotiated acquisitions to grow digital media businesses including Empeg, ReplayTV, and
Sensory Science.
o Identified and negotiated strategic investments including Comsilica, Intellon, KBGear Interactive, Entridia,
DataPlay and others.
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¢ Developed strategy for integrated graphics/core-logic products and established a joint venture with Via
Technologies to design and market these products.
e Negotiated divestiture of graphics chip business to Via and the workstation graphics division to ATI.

Product Planning and Development:

e Drove roadmap development within SONICblue product divisions.

e Managed Business Development for all product lines.

e Led New Product Development and Corporate Vision processes.

e Acting co-General Manager of Rio digital music business in 2™ half of 2001. Responsible for all areas of
product development, business development, and cost management.

e Managed development of the Savage/MX and Savage/IX mobile 3D graphics accelerators and Savage/NB
system logic products.

Public Relations, Public Policy and Investor Relations:
e Present company products and strategy at industry events such as CES, Comdex, and Microprocessor Forum.
e Discuss new products and initiatives with the press.
¢ Promote issues of interest to SONICblue to industry groups and in Washington.
e Brief analysts, and investors on company progress. Participate in quarterly conference calls.

IP Management and Licensing:
e Negotiated and managed partnership agreements including a critical cross-licensing agreement with Intel.
¢ Renegotiated technology-licensing agreements with IBM for workstation graphics products.
¢ Evaluated outside technology opportunities, managed video research and development, and managed
corporate IP strategy with legal staff including patent filings, cross licensing, and litigation.

Consulting Professor , [1999-2002]
Stanford University, Stanford, CA

Teaching computer architecture and microprocessor design.

Assistant Professor [1991 - 1997]
Princeton University, Princeton, NJ

Teaching and resecarch in the Electrical Engineering department. Research in embedded computing systems,
multimedia, video signal processors, compiler optimization, and high performance computer architecture.
Principal investigator or project manager for ~$6M in funded research.

Visiting Assistant Professor , [1992]
Carnegie Mellon University, Pittsburgh, PA

Research and preparation of teaching materials on advanced microprocessor designs including new superscalar
and superpipelined processor architectures.

Founder and Vice President and Consultant, [1989 - 1995]
The Graphics Technology Company, Inc., Austin, TX

Founded company to develop touch-sensitive components and systems for the first generation of PDA devices
and interactive public systems. Obtained financing from Gunze Corp., Osaka, Japan. Company is now part of
3M.

Senior Flectrical Engineer, [1989]
ESL - TRW, Advanced Technology Division, Sunnyvale, CA

Designed the architecture for an Intel i860-based multiple-processor digital signal processing system for
advanced military applications. Designed several FPGA interface chips for VME-bus systems.
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Design Consultant, [1986 -1987]
Carroll Touch Division, AMP Inc., Round Rock, TX

Developed several new technologies for touch-screen systems. Designed the first ASIC produced for AMP, a
mixed-signal interface chip for controlling touch-screen sensors. Developed the system electronics, system
firmware, and customer utility software for numerous products including those based on the new ASIC.

Senior Design Engineer, [1983 -1985]
Touch Technology Inc., Annapolis, MD
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Advisory Boards:

Director, Turtle Beach Corporation (NASDAQ:HEAR) (formerly Parametric Sound Corporation), KBGear
Interactive, Inc., Comsilica, Inc., Rioport.com, various S3 subsidiaries.

Technical Advisory Boards, Ageia, Inc., Intellon, Inc., Comsilica, Inc., Entridia, Inc., Siroyan, Ltd., BOPS, Inc,
Quester Venture Funds

Carnegie Mellon University Silicon Valley Advisory Board; Johns Hopkins University Tech Transfer Advisory
Board

Awards:
IEEE Fellow - for contributions in hardware code compression of embedded software, power consumption
analysis, and optimization, 2022
IEEE Computer Society Distinguished Contributor - 2021
Micro Test-of-Time Award (in recognition of one of the ten most influential papers of the first 25 years of the
symposium), 2014
Business 2.0 “20 Young Executives You Need to Know”, 2002
Walter C. Johnson Prize for Teaching Excellence, 1997.
Princeton University Engineering Council Excellence in Teaching Award, Spring 1996
AT&T/Lucent Foundation Research Award, 1996.
Walter C. Johnson Prize for Teaching Excellence, 1995
IEEE Certificate of Appreciation, 1995, 2001.
AT&T Foundation Research Award, 1993.
Semiconductor Research Corporation Fellow, 1986 - 1991.
Burroughs Corporation Fellowship in Engineering, 1985 - 1986.

Professional Activities:
Program Chair: Micro-24, 1991, Hot Chips 13, 2001.
General Chair: Micro-26, 1993, Micro-33, 2000.
Associate Editor: IEEE Computer Architecture Letters; ACM Transactions in Embedded Computing Systems
Speaker at CES, WinHec, Comdex, Intel Dev. Forum, Digital Media Summit, Microprocessor Forum, etc.
Keynote speaker at Micro-34, ICME 2002
IEEE B. Ramakrishna Rau Award committee —2012-2016
IEEE Computer Society Awards Committee — 2015
CES Awards Judge — 2016
Entrepreneurship Mentor — Draper University

Over 50 refereed publications.

Publications since January 2006:

Wolfe, A., “Retrospective on Code Compression and a Fresh Approach to Embedded Systems”, IEEE MICRO,
July/Aug. 2016, Invited paper.
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Patents:

U.S. Pat. 5,041,701 — Edge Linearization Device for a Contact Input System, Aug. 20, 1991.

U.S. Pat. 5,438,168 — Touch Panel, Aug. 1, 1995.

U.S. Pat. 5,736,688 — Curvilinear Linearization Device for Touch Systems, Apr. 7, 1998.

U.S. Pat. 6,037,930 — Multimodal touch sensitive peripheral device, March 14, 2000.

U.S. Pat. 6,408,421 — High-speed asynchronous decoder circuit for variable-length coded data, June 18,
2002.

U.S. Pat. 6,865,668 — Variable-length, high-speed, asynchronous decoder circuit, March 8, 2005
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[57] ABSTRACT

A system for controlling initialization and self test oper-
ations in a muliiprocessor system facilitates the use of
central processing vumits based around differing micro-
processor types. More specifically, the present inven~
tion involves storing configuration information, initial-
ization self-test code, and boot code specific to each
processor, memory moduale, or 10 circuit board in
non-executable form in a nox-volatile memory, on the
respective circuit board, and storing the execuiable
portion of the boot code needed by the initial boot
processor in a centrally accessible non-volatile memory.
Moreover, the present invention provides a system to
antomatically transfer default system initialization oper-
ations from a default processor to a first alternative
processor if the defanlt processor fails, and to automati-
cally transfer initialization operations to a second alter-
native processor if the first alternative processor fails,
and so forth depending upon how many aliernaiive
processors are installed in the roultprocessor system.
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DISTRIBUTED MULTI-PROCESSOR BOOT
SYSTEM FOR RBOOTING EACH PROCESSOR IN
SEQUENCE INCLUBING WATCHDOG TIMER
FOR RESETTING BACH CPU IR IT FAILS O S
BOOT

This application is a continuation of application Ser.
Mo, §7/721,692, filed Jun, 26, 1991 now abandoned.

10
BACKGROUND OF THE INVENTION
1. Field of the Invention
The present mvention relates to management of ini-
tiatization operations in multiprocessor computer sys-
is

tems. Specifically, the invention refates 1o a method and
apparatus o automatically control the determination of
which processor in the system will boot the system. If
the boot processor fails, control automatically shifts to
an aliernate processor. Additionally, the preseat inven-
tion involves a system wherein each central provessing 0
untt inclades a corresponding copy of its own boot
code. The boot code is transferred to memory for exe-
cution by the corresponding processor o carry out
nitialization operations.

2. Drescription of the Related Axt

The processing reguirements of rmult-user computer
systems for personal and business needs continuously
become more demanding. For instance, more complex
application programs for use with local area netwaorks
are contingously being developed. Moreover, many
mul-user systems provide access to more than one
operating eavironment, such as UNIX and DOS, on the
same system.

In general, the computers servicing these needs are
single processor systems conforming to conventional
architectures using a standard input/outpui /O bus
such as the Extended industry Standard Aschitecture
(EISA). New and more powerfud systems constantly
cmerge. However, upgrading an old system generally 44
requires investing in substantial hardware modifications
ar buying & new system.

Ome solution to the constantly changing power of
microprocessors controlling a system is the CUPID
architecture designed by AST Research Inc. In the 4
CUPID architecture, the microprocessor based ceniral
processing unit (CPU) 15 not penmanently attached to
the backplane bus, but is a removable circult board
runming at its own speed, asynchronous with the back-
plane bus operations. Thus, when more power from the 5o
microprocessor is desired, a faster CPU can replace the
existing CPUL .

However, as processing power demands increase,
application software and opexating systems pexfor-
mance would benefit from an architecture similar to the s5
CUPID architecture, but which has multiprocessor
capabiiities to provide parallel processing, and to ser-
vice high numbers of simultaneous users while still
retaining high batch performance.

A number of problems hamper the development of 6
such a muitiprocessor architecture, such as, determin-
ing which processor boots the system, and, if one pro-
cessor fails 1o boot the system, enabling another alter-
nate processor 1o take over boot operations. Moreover,
if’ after one processor boots the system {(by executing 63
instructions out of a read-only-memory {ROM)), but
another processor utilizes a different instruction set than
the boot processor installed in the system, then this

(343
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2
other processor will require access 1o a different boot
ROM.

SUMMARY OF THE INVENTION

Advantzgeously, 2 system to provide mulfiprocessor
capabilities would overcome these protiems and pro-
vide expandability capabilities for adding additional
memory, /0 controlers, and CPUs. Such a system
would provide high performance batch processing and-
sor high-availability, mmiti-user services. The system
architecture would also be suitable for a wide range of
micreprocessor-based designs.

The present invention provides a multiprocessor in-
terconnection architecture with a backplane system bus
for use with multiple processors. The architecture pro-
vides a method and apparatus o interface multiple pro-
cessors 1o the backplane system bus such that upon
stact-up of the compnier system, one defanlt boot CPU
is designated to boot the system, and if this CPU fails,
control transfers automatically to an alternate proces-
sox. This provides fault tolerance and high availability
for the system. Additionally, each CPU, memory, and
/G module for the system maintains a copy of the
initialization data and self test code portion of its own
hoot code, and potentially iis entire boot code, which
can be trausferred to memory for executinn for the
purpose of initialization and scli-iesting of the associ-
ated module.

One aspect of the invention involves a multiprocessor
distributed initialize and self test system for use with 2
multiprocsssor fnterconnect having a backplane bus
with connector siots capable of recetving multiple cen-
tral processing units, memory modules, and other input-
/output modules. The system has a cenirally accessible
mernory, a defanit boot central processing unit instailed
in & first slot on the backplane bus, and may also have
one of more aliernate boot cemiral processing nnits
installed in a second slot on the backplane bus. The
system also has centrally accessible boot code execnt~
able by the default central processing unit and the alter-
nate central processing unit. A first slot select cirouit
associated with the default central processing unit
which allows the default central processing unif to exe-
cute boot operations, is assigned a pre-determined time-
out period, selected by a respective slof identification
code. If the time-out period elapses before the defanlt
central processing unit successfully boots, the first slot
select ciroult disables the defanlt central processing vnit
by placing it in a reset state.

A second slot select civenit associated with the alter-
pate central processing wit holds the alternate proces-
sor it a reset state unti} either the default central pro-
cessing unit successfully boots the system, or a predeter-
mined period of time, selected by a respective slot iden-
tification code, elapses indicating that the default cen-
tral processing unit failed to boot the system.

{n one embodiment the default boot central process-
ing unit comprisas an INTEL 80486 corapatible central
processing wmit, and the alternate central processing
unit comprises an INTEL 80486 compatible central
processing unit.

Another aspect of the present invention provides a
multiprocessor distributed initialize and self test system
for use with 2 multiprocessor interconnect, wherein the
interconnect includes a backplane bus capable of con-
necting multple central processing umts, memory mod-
ules, and other input/output modules. The system has a
first central processing unit nstalied in the backplase
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bus, a second central processing umit installed in the
backplane bus, and a centraily accessihle memory. The
system also has centrally accessible boot code accessible
and executable by the defanlt central processing unit. A
first non-volatile memory associated with the fiest cen-
tral processing unit contains indtialization and self test
code specific to the first central processing unit. In a
preferred embodiment, this is {ransferred to the cen-
trally accessible memory and assembled for execution
by the first central processing unit. A second non-
volaiile memory associated with the second central
processing unit coniains boot code specific to the sec-
ond central processing unit. Preferably, this code may
be transferred to the centrally accessible memory and
assembled for execution by the second central process-
ing vmit,

BRIEF DESCRIPTION OF THE DRAWINGS

FIG, 1 s 2 block disgram of an exemplary multipro-
cessor Inferconnection system with a backplane system
bus according 10 the present mvention.

FIG. 2 is a more detailed block diagram of the input-
Jouiput services module JOSM) shown in FIG. 1.

FIG. 3 s a block diagram of a coufiguration of a
multiprocessor interconnection system with three cen-
tral processing units and illustrates the slot select inter-
connections between the IOSM and the slot select cir-
cuits of the present invention.

FIG. 4 is a schematic diagram of the slot select logic
of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

FIG. 115 a block diagram of a multiprocessor inter-
conuection system 188, The system I8¢ of the present
embodiment comprises, in general, a backplane systern
bus 102 with a 64-bit multiple processor data bus 3184, an
mput/output 370} bus 183, which advantageocusly
comprises a 32-bit Extended Industry Standard Archi-
tecturs (EISA) bus in the present emboediment, an input-
foutput services module ({OSM) 168 with a corre-
sponding bus controller 112, a conventional /0 con-
troller(s) 118, a first central processing wnit (CPUL) 128
with & corresponding cache 124 and bus controller 126,
a memory module 130 with a corresponding bus inter-
face 131, and a second central processing unit (CPU2)
132 with a corresponding cache 336 and bus controller
138. Preferably, the 1/0 controller(s) 138 comprise(s)
conventional EISA or ISA compatible controller(s) in
the present embodiment. Advantagecusly, the I/70 bus
103 has 8 {/0 connectors {e.g., conventional EISA 1/0
connectors) for the L/0 controller(s) 118, and the back-
plane system bus 302 for the 64-bit system has eight
system connectors along the 64-bit system bus 104, An
additional connector designated t© contain the IOSM
308 35 located between the backplane system bus 162
and the /(3 bus 183, The IOSM 108 interfaces the 64-bit
system bus 184 with the 32-bit 1/0 bus 383,

Advantageously, the bus connectors for the 64-bit
sysiem are 240 pin METRAL conneciors from DuPont,
and the bus conuector for the IOSM 188 is 3 430 pin
METRAL connector. The I/0 bus connectors in the
present embodiment are standard commectors from
Burndy Corp., as well known in the art.
The IOSM

The I0SM 108, as shown in more detail in FIG. 2,
comprises bus arbitration logic 118, the bus controller
112 which interfaces with the 64-bit system bus 14, an
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/0 interface 118, which interfaces with the 32-bit 1/0
bus 183, a central boot read-only-memaory (ROM) 158, 2
memory 152, and an internal 8-bit data bus 184 which
interconnects the central boot ROM 150, the memory
152 and the I/0 interface 116. Preferably, the internal
8-bit bus 154 alse conneots to a real time clock {(not
shown), a parailel port {not shown) a serial pori (not
shown), a floppy disk controller {not shown), a key-
board controiler {not shown), and a system timer/coun-
ter (not shown), as well understood in the ant.

The /0 interface 116 advantageously comprisss a
conventional BISA bus controller chip set, well known
io the art, and interfaces the conventional I/'0 control-
lers 338 and the internal 8.-bit bus 154 with the 64-bit
multiple processor sysiem bus 184 via the bus controller
112, The bus coniroller 3112 interfaces with the system
bus 304 using a 32-bit o &4-bit multiplexer/denmulti-
plexer {a double word/quad word multiplexer (DQ
MUXT). The DQ-MUX of the bus controlier 332
breaks up 64-bit words into two 32-bit words, or com-
bines pairs of 32-bit words into &4-bit words, as well
known in the art. Advantageously, the bus controller
112 also includes a single level storage buffer (nod
shown).

In the present embodiment, the central boot ROM
150 comprises a read-only-memorv with the basic input-
Foutput systemy {BIOS) instruction set for an INTEL
80486 or 80386 microprocessor. Accordingly, in the
present embodiment, 2t least one CPU connected to the
H4-bit bus s, or emulates, an INTEL 0486 or 80386
microprocessor in order to boot the system. Morsover,
any alternate boot processors are, or emnilate an INTEL
80486 or 80386. However, other processor types may be
selected to boot the system with a corresponding
chauge in the boot ROM 158, as well known in the art.
Advantageously, the memory 52 comprises § Kbytes
of complementary metal oxide semi-conductor
{CMOS), static random access memory (SRAM).

The bus arbitration logic 110 accepts 3 number of
individual bus requests from varicus devices which can
become bus masters and provides a signal to grant the
bus to the device requesting the bus as well understood
in the art. The bus arbitration logic 110 operates on 3
conventional scheme consisting of two signals carried
by a bus request (BUSROSTn) signal line and 2 bus
grant {BUSGNTn} signal line, one of each for every
device which can become a bus masier. The bus arbitra-
tion logic 130 communicaics with bus controlers for
these operations. For example, the bus controller 126
for the CPUI 128 (FIG. 1) reguests the bus by activat-
ing a2 BUSRQSTY signal Hine 140, and the bus arbitration
fogic 116 responds with an active signal on the a
BUSGNTY signal line 342 o grant the bus fo the bus
controller 126, Similarly, the bus controller 138 for the
CPU2 132 reguests the bus by actvating the
BUSRQST? signal hue 144, and the bus arbitration
logic 118 grants the bus to the bus controller 138 by
activating the BUSGNT2 signal line 145, The /0 inter-
face 116 may also obiain conirol of the bus, on behalf of
an IO controller 318 reguesting to be a bus master,
with corresponding BUSRQSTO and BUSGNTY signal
lines (not shown).

Devices instafled on the system: bus 182 advanta-
geously accept a 64-bit {ransfer even though the actual

evice may not utilize 2 full 64-bit data bus. For in-
stance, if the CPUT 126 is based upon an INTEL 80486
which uses a 32-bit data bus, the bus controlier 126
accepts a 64-bit transfer from the system bus 102, places
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this data nto the cache 124 which provides a 32-bit
interface to the CPUY 130
The CPU Modules

The CPUY module 138 could be any microprocessor
chip set runming at any speed. In the present embodi-
ment, at least one CPU is based upon an INTEL 8486
or compatible microprocessor. Accordingly, through-
out the remainder of this description, references to the
CPUL 120 assume an INTEL 80486-based CPU with
supporting resources and on-board crystal oscillators
for independent fiming. Other CPUs in the sysiem need
not be 080486-based as explained in more detail herein,

CPUs installed in the bus 184 may have independent
asynchronous timing with respect to the bus 4.

The CPUL 128 has 2 corresponding non-volatile 1

memory 123 which contains configuration information
and CPU specific initialize and self test code ISTC) for
the CPUT 120, and further comprises a slot select sircuit
348 A which is explained in detadl below. In one alterna-
tive embodiment of the invention, the non-volatile
memory 123 comprises a programmable read-only-
memory (FROM), as well known in the art. In the pres-
ent embodiment; the cache 124 for the CPUL 126 is a
356-Kbyte, two-way, set-associative, write-back cache

with a 32-byfe line size {4 bus cycles ¥ 8 bytes). The 2

cache 124 interfaces the asynchronous CPU1 128 with
the synchronous #4-bit bus 104 via the bus controller
326 which responds to signals on the BUSRQST1 signal
line 348} and the BUSGNT signal line 142 as explained.
The cache 124 supports write-back and the conven-
tional Modified, Exclusive, Shared, Invalid (MESDH
protocol to maintain cache colierency for the multipro-
cessor system 108, The cache 124 has a corresponding
64-bit interface (not shown) for the 64-bit bus 184 and a
32-bit interface {not shown) with the 80486 processor.
When the cache 124, or any other cache, generates a
write-back cycle, 1t asserts an active low signal on the
write-back start (WBSTRT-} control line {not shown)
1o indicate the beginning of a write-back ¢ycle from the
cache, as well understood in the art.

The CPU2 132 is similar to the CPUL 120 except that
the CPU2 132 need not be an 803486 or 8038¢ based
CPU. The CPUZR 132 includes an non-volatile ISTC
memory 333 which contains configuration information
and ISTC for the microprocessor of the CPUJ2 132, The
CPUZ 132 also comprises a slot select circuit 3488, and
has a corresponding bus controller 338 and a cache 136
simifar 10 those associted with CPUI 130, Further
CFUs may also be added to the system and need noi
comprise INTEL 80488 or 80386 based CPUs.

The Memory Modules

In the present embodiiment, the memory moduie 138
accepts 64-bit transfers. However, memory modules
need not be capable of accepting full 64-bit transfers.
Advaniageously, the memory 136 comprises 40-bit sin~
gle-in-line memory modules (8IMMs) which could be
constructed from 1-Meg-by-4 or 4-Meg-by-4 dynamic
random  access memories  (DRAMs).  Toshibas
THM4010208(G-80 18 an exemplary 10-chip SEMM ap-
propriate for use in the present system. The memory
138 supports 64 megabytes (Mbytes) {per module) of
RAM with 1-Meg-by-4 DRAM based SIMMs, or 256
megabytes (per module} with 4-Meg-bv-4 DRAM
based SIMMs. The present embodiment allows up o
four 256 Mbyte memory modules to be installed in the
systesn. The memory module 338 also inclndes error
correction code (ECC) capability for rehability. Howe
ever, 1o chiminate the read-modify-write cvele cansed
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by 32-bit operations on 2 84-bit ECC memory, ECC is
performed on a 32-bit basis and not on a 64-bit basis.

The memory module 338 also comprises a DRAM
controller (not shown) which provides conventional
row address select (RAS), column address select
{CAS), hidden refresh, address multiplexing, page maode
and burst mode support. Accordingly, the DRAM con-
troller comprises DRAM RAS/CAS address multiplex-
ers, RAS/CAS generation logic, refresh counters, page-
mode/page-hit logic and DRAM address drivers, ailt
well understood in the art. The DRAM controller de-
rives memory timing from an external olock signal car-
red on the system bus 384, and therefore, runs synchro-
nously with the system bus 384,

In the present embodiment, the memory 138 also
mchudes a corresponding bus interface 131 to the 64-bit
bus 104. Advantagecusly, the bus interface 133 com-
prises a 8level deep by 64-bit wide regisier. Paxity
gencration and checking for the bus interface 131 is
performed on a byte-by-byte basis on the 64-bit bus side
of the register.

Additionally, the memory has an asscciated non-
volatile ISTC memory 129 which contains the ISTC for
the memory 130

FIG. 3 tliustrates an embodiment with three CPUs:
the CPIIE 120 instalied in slot §, the CPU2 132 installed
in slot 2, and 2 CPU3 1680 installed in slot 3 with 2 corre-
sponding ISTC memory 161 and a slot select circuit
148C. FYG. 3 further ilfustrates the counections from
the slot select circuits 1484, 1488, and ¥48C 1o the
IOSM 08, As seen in FIG. 3, the slot select civcuit
1484 for the CFUI 128 connects to the IOSM 168 with
2 slot select signal line (881) 362. Similarly the siot
select circuirs 148F and 148C connect to the HO8M 168
with slot select signal Hnes (852 and 883) 164 and 166
respectively. Any other slot select circuits on CPUs
instatled in the systern have a corresponding slot select
signal line from the IOSM 108 The $81, 882 and 853
signal lines 162, 164, and 166 respectively, connect to a
respective SLOT. SELECT signal ine 193 (FIG. &)
for each slot select circuit 1484, 31488 and 148C, respec-
tively. The signals on the 88n signal lines are conirolled
by a2 memory or /0 mapped slot select register {not
shown) in the JOSM 198, Thus, the CPUs in the system
can acecess or change the signals on thece lines by exe-
cuting a read or write to the memory or /0 mapped
address for the register. These S3n signal lines are wsed
duoring boot operations as explained heretn.

The Slot Select Cirouits

FIG. 4 illustrates the logic 148 comresponding to the
slot select circuits 148A and 1481 and slot select circuits
for any other CPU installed in the svsiem. The slot
select logic 348 comprises AND gates 172,174, 176, a
NAND gate 178, an EXOR gate 189, OR gates 182,183,
a thmer 184, time sclect logic 185, a iatch 18§, and in-
verters 188, 189, 196, 191, and 392, The timing circuit
responds to signals on a SLOT_SELECT signal line
3193, SLOT. 1D (SID0, SID31, 8102, 81D3) signal lines
194-397, & CLOCK signal line 208, 3 CLK signal line
2382, a BD_RESET- signal ine 284, and a CPU_RE-
SET- signal line 206. The slot select circuit 148 provides
a signal on & RESET- signal line 208 connected to the
reset pin of the microprocessor 208 on the CPU board.
The slot select circnit 148 further responds to a number
of internal signal lines, such as a SLOT__ONE signal
{ine 210, 2 SLOT_ONE- signal line 232, 2 SLOT_SE-
LECT- signal line 234, a TERM- signal line 216, 2
RUN- signal line 218, a SLOT 1. RESET- signal line
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228, 2 RUN signal line 223, and a TOP- signal line 222,
The functions of these signal lines are further explained
herein.
Dristributed Initialize Function

In the multiprocessor system 300 which utilizes a
system bus 182, a number of problems can arise if more
than one processor type is installed on the 64-bit bus
183, For instance, provision needs to be made to deter-
mine which processor will boot the system, and if this
“defanit” boot processor fails 1o boot the system, an
alternative processor, if one is installed, should take
over boot operations o enhance the availability of the
system.

Amnother potential difficulty with the multiprocessor
system IQ00 is that a central system boot ROM 3158
should be accessible by all CPUs for initialization opera-
tions. Bowever, the boot code for each CPU in the
systesn may differ. Thus, changes to the sysiem boot
cade are often needed when the processor type
changes, when problerss are found, or when the mem-
ory, cache and 1/ features are enhanced. Even if boot
code for numerous processors were focluded in the
central boot ROM 1588, as new developments emerge,
the boot ROM would need updating.

The present invention solves this problem by provid-
ing memorics {€.g., ISTC memory 123, ISTC memory
133, and ISTC memory 138, etc.) for each CPU, /O
board, and mewmory module. These ISTC memories
contain configuration, and initializarion and self-test
code (ISTC) (commonly referred to as the power-on
seif test (POST) and INITIALIZE portion of the boot
code in the art) specific to the respective CFU, 1/0
board or memory module. The CPU ISTC memories
held configuration information and the ISTC specific to
the associated CPU, and the /0 board ISTC memories
hold the peripheral configuration information and the
ISTC for the associated 1/0 board. For instance the
memory 123 contains configuration information and
ISTC for the CPUT 128 and the memaory 133 contains
configuration information and ¥STC for CPU2 132, and
the memory 128 contains configuration information and
ISTC for testing and nitializing the memory module
130.

Advantageously, the FROMs 133, 129, 133, and any
other ISTC memories are memory mapped, and prefer-
ably addressable in upper memory space {(e.g., above the
2 gigabyte boundary). The precise address location
mapped to cach ISTC memory on a cirenit board de~
pends upon the slot in which the board is installed. For
instance, advantageously, the memory 123 on CPUR
120 is addressable beginming at address location
DI00,0000 hexadecimal (hex), f CPUT 126 is installed
in slot §, and the memory 133 on CPU2 132 is address~
abic beginning at address location D200,0000 hex, if
CPU2Z 132 is installed in slot 2 on the bus.

However, if each circuit board ISTC memory con-
tained boot code in executable form {(e.g., 32-bit words
for INTEL 80486 based CPUs) and was directly acces-
sible for execution of the code in the ISTC memory,
then each board would need data shift logic to interface
the ISTC memory with the 64-bit systern bus 164, This
fogic would add to the complexity, and therefore in-
crease the cost, of the system. Therefore, in the present
embodiment, the ISTC memories are & bits (1 by}
wide and are not directly accessible for execution of the
code (Le. the ISTC memories are execution inaccessi-
ble}. In the present embodinent, the board specific code
held 1o the ISTC memories on the circuit boards is
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accessible on a byte-by-byte, non-executable basis. Ac-
cordingly, in the present embodiment, the ISTC memo-
ries interface with the least significant byte of the sys-
tem bus 134,

‘When a cirenit beard is initializing, the board specific
ISTC is transferred from the associated ISTC memory
to the memory 138 by the boot processor and assembled
nio executable code. The non-execuiable code is assem-
bled by transferring the code, byte-by-byte, from the
byte-wide memory into 32-bit words I the memory
130

The assewbly of the information in the ISTC memo-
ries into sysiem memory 130 preferably involves mov-
ing the information, byte-by-byte in the present embodi-
ment, into a register until 4 bytes are assembled in the
register {or & byies if the system memory is 8 bytes
wide). Then the contents of the register are preferably
moved to the systern memory 138 in one move opera-
tion. Alternatively, the ISTC memories could be assem-
biled directly on a byte-by-byte basis into the system
memory, but this would require more time because of
the Increase in systen mMemory accesses.

As well understood in the art, conventional address-
ing allows byte addressing of the bytes on the system
bus 184. For instance, the INTEL 280386 and 80486
provide address lines starting at address lne A2 (the
third significant bit in the address} and provide four
byte enable lines for selecting which bytes are active
during 2 bus transaction. As explained above, in the
present embodiment, the ISTC memories are one byte
wide and interface to the least significant byte of the
system bus 184, Therefore, the byte enable lines sefect
the least significant byte as active during transfers from
the ISTC memories to the memory 130 and any data on

s the remaining seven bytes of the sysiem bus 164 are

ignored.

However, in an alternative embodiment, the ISTC
memories may be wider that one byie. Preferably, the
width of the ISTC memory interface to the system bus
164 is contained along with the configuration informa-
tion in the ISTC memory. Thus, the system can deter-
rine how to transfer the information from an ISTC
memory to the memory 130

Tu order to propexly acocess the ISTC memoriss, the
address lines of these ISTC memories connect to system
address Hines A3 and above (where Al is the least signif-
icant bit). In this manner, incrementing the address on
the system address lings by eight, is detecied by the
ISTC memories as an increment of one on address line
A3, and the byte enable line are used to select which
hytes are active on the sysiem bus 184,

For instance, if the ISTC memory interface to the
system bus M is two bytes wide, then the sofiware
which transfers the information from an ISTC memory
to the system memory 338 for execution preferably
transfers iwo bytes at 3 time instead of a single byte per
transfer. The bytie enable lines ave used o select the two
lcast significant byies as active on the system bus 104
with each transfer.

Once the ISTC s assembled in memory, it s executed
from memory by the corresponding CPU, or exeeuted
by the boot CPU if the ISTC corresponds to 2 memory
module or L0 circuit board.

However, until 2 processor is controlling the system,
the nomeexecutable code from the ISTC memories is
inaccessible by 3 CPU attempting to boot the system.
Therefore, a central boot ROM is still needed that is
accessible to any CPU which can boot the system. In
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the present embodiment, a central system boot ROM
150 accessible by all processors containg INTEL 83X 86
ezecutable boot code in addition to conventional DOS
BIOS CALL code which may be used by the operating
system, as well understood in the art. Accordingly, in
the present embodiment, the boot CPU is based around
an INTEL B0X86 compatible processor {e.g., an
INTEL 20486). Because the only board unique to the
entire system is the IOSM 108, the boot ROM 150 (FI1G.

2} provides the central system boot code and contams 10

the conventional DOS BIOS code.

Upon power-up reset, the defauli boot CPU (assume
this is CPUL 126 for present discussion} execuies code
from the system boot ROM 388 (this code is for an
INTEL 80X86 which is why the boot CPU is an
80X 86 based CPU in the present embodiment). As
previously explained, the ISTC memory associated
with each CPU contains the ISTC code as well as con-
figuration information about the CPU. Thus, the boot

CPU determines how many CPUs are present on the |

bus 184 by reading the memaory location assigned 1o the
ISTC memory for each stot {e.g. D100,0000 hex for slot
1, D200,0000 hex for slot 2, ete). I 4 slot contains a
CPU, then the boot CPU will receive information about
the type of CPU instalied in the slot

The CPU1 120 then tests the first megabyte of mem.-
ory in the system aud sets a ‘check-inword in the
CMOS portion of the memory 183 Once the integrity
of the first megabyte of memory is established, the

CPUL 120 copies and assembles its own ISTC byte-by- 3

byte from iis ISTC memory 323 into memory in 32-bit
word execuntable format and begins executing Hs own
ISTC. Omee the CPUR 120 s nitialized, it checks Jself
S by writing 10 the check-in-word in the CMOS por-
tion of the memory 152,

After the CPU1L 120 is checked ‘in, it copies the
ISTC from the ISTC memory 128 to the memory 138,
executes the ISTC, and creates a memory configured/-
memory good table in the CMOS portion of the mem-
ory 152,

Once the memory module 138 is configured (and any
other memory modules installed in the system are con-
figured), the CPUL 120 wansfers and executes the ISTC
from appropriate ISTC memories on the 1/Q control-
lers that are installed on the system bus #84. Then, the
CPU1 120 transfers the next CPU’s {(assume CPUZ 132
for present discussion} ISTC from the next CPUSs
associated ISTC memory (memory 133 for the CPU2
132) io the memory 13¢ and allows the CPU2 132 1o exit
a reset state and execute its own ISTC. After successiul
cormnpletion of the indtialization and self test, the CPU2
132 checks “in’

QOuce each CPU in the system has exscuted its ISTC
and has checked ‘in,” the CPUT 126 controls the system
again and begins the operating system boot process.

If one or more CPUs in the system are not INTEL
80X 86 based CPUs, then the ISTC memories for these
CPUs would hold the entire boot code for these CFUs,
not just the configuration information and ISTC.

A time lmit is provided for each stage of the boot
process so that if the time allotted for a device to initial-
ize and check-in is exceeded, that device is assumed to
be non-functional and is disabled. The remaining hard-
ware may then attemipt to complete the boot process.
When multiple CFUs are instalied in the system, if the
default boot pracessor exceeds the time allotted for it to
boot (it fails), an aliernative boot processcr can take
over boot operations as explained below.
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Alternative Boot Processor Functions

In a wultiprocessor environment, one critical dever-
mination is which processor will boot the system. More-
over, if one processor fails, provision for disabling the
non-functional processor and allowing another alterna-
tive processor to boot the systen enhiances the availabil-
ity of the system. With multiple CPUs connected to the
same bus, the problem is automatic boot control of the
system. The reason for the difficulty is that until at Jeast
one CPLU is operating the system, BO mMICTOProcessor
control is available o supervise the other processors.

Accordingly, in the present ipvention, sach CPU on
the bus includes slot select Ingic 148 (FIG. 4). In gen-
eral, at power-up or system reset the slot select logic
148 for each CPY, is loaded with a time-out count de-
pendant upon the slot in which the board is nstalled.
Each slot connector has four hard connections which
provide signals for 2 4-bit identification code (slot 1D}
on signal lines 194-397 for a board installed in the slot.
The signals on the SLOT_ID signal lines 194-197 se-
iect a pre-determined time-out period from the time
select logic 185 corresponding to the time-cut period
assigned to the slot in which the slot seiect logic 148 is
installed. The time-out period for the slot select logic
I48A is a lower value than the time-out penod for the
slot sefect Jogic 148B and so forth. Advantageousty, the
time select Iogic i85 may comprise & programmable
logic array or 2 read-only-memory with thme-out values
programmed corresponding to each slot. In general, the
slot select logic 148 on the default boot CPU allows this
CPU to boot. The remainder of the slot select logic
circunits 188, installed in other slots, hold the associated
CPUs in reset until the predetermined time-ont period
has expired for the associated CPU, or until the boot
CPU successfully boots the system and then activates
the CPUs in other slots.

If the default boot CPU does not successfully boot
and disable its own slot select logic 148 before #t times-
out, it enters a reset state. The next CPU (based upon a
slot identification) then times-out and exits the reset
state and attempts to boot the system as an alternate
boot processor. The alternate boot processors are the
same type processor as the default boot processor so
that they can execute the boot cade in the central boot
ROM 180 {e.g., in a preferred embodiment, the alternate
boot processor(s) is an 80486 compatible}. As part of the
alternate processor boot operations, it disables CPUs
wmstalled in slois with a lower number than is own that
have not checked ‘in.” If the alternate boot CPU fails to
boot, then ancther CPU (of the same processor type)
has a chance to boot the system and so forth.

i after all the CPUs installed in the sysiem have
baooted, tut one or more have failed 1o check-in, the
boot CPU disables any CPUs which fatled to check-in.

The slot select logic 148 is daescribed in more detail in
reference to the CPUL 120 insialled in slot 3 as the
default hoot processor and the CPU2 132 installed In
slot 2 as the aliernate boot processor. The slot select
circuit 3484 for CPU1 120 is identical to the siot select
circuit 3488 for CPU2 132, however, the circuits 1484,
148B provide slightly different functions depending on
in which slot each cireunit is instailed.

Installed in Skot 3

In the present embodimeant, stot 1 contains the default
boot CFU, Thaus, the CPUL 128 in slot 1 s first allowed
to boot the system. The general function of the slot
select logic 1484 installed in slot 1 is to allow the CPUI
120 to perform system boot operations. However, if the
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CPUI 320 fails to boot properly, the siot select logic
148A disables CPUI 128 and coatrol automatically
shifts to the pext CPU in the system—in the depicted
embodiment, the CPU2 132 in slot 2—as described in
wore detail below.

The SLOT_ONE signal line 210, the SLOT_SE-
LECT signal line 193 and a TERM- signal line 216
carry the main control signals for the slot select logic
1484 and the resulting signal from the logic 148Aisa
reset signal on the RESET-signal line 208 (FIG. 4). The
values of the reset signal for varying combinations of
signal levels on the SEOT_SELECT signal line 193,
the TERM- sigual line 218 and the SLOT_ONE signal
Hne 23 for cirenit boards installed in slot 1 are shown in
Table 1 below. Corresponding values for circuit boards
installed in slots 3-8 are shown in Table 2 below.

12

Until the timer, which is counting down, reaches the
terminal count of zero, the signal on the TERM- signal
Hne 216 remains high. With the signal on the TERM-
signal Hne 246 at a bigh level, the AND gate 176 also
remains inactive. However, becanse the SLOT_SE-
LECT- signal line 234 and the SLOT_.ONE- signal line
carry low signals at this point, if the timer 184 reaches
zexo before the signal on the SLOT_SELECT-signal
line 214 becomes high (the CPU1L 120 failed to boot), the
signal on the TERM- signal line 216, which becomes
active when the timer reaches zero, activaies the AND
gate 176 to provide a low signal on the SLOT1_RE-
SET- signal line 220.

The low signal on the SLOT _I_RESET- signal hne

5 228 activates the OR gate 182 to produce 2 low signal

on the RESET- sigual line 208 and hold the micro-

TABLE 1
Slot 1
SLOT..ONE SLOT_SELECT TERM-— RESET--
BOARD RESET t 1 1 ]
FAIL 1 1 il ]
RUN 3 ¢ it 1
SHUT DOWN i 0 o [

As seen in row § of Table 1, at board reset, the
SLOT_SELECT line 183 and the TERM- signal line
16 from the timer 184 are both at a high level, regard-
less of the slot in which a circuit board is instalied. For
a circuit hoard installed in slot %, the SLOT_ONE
signal line 218 is also high because the AND gate 174 in
conjunction with the inverters 190, 191, and 192 de-
codes the siot {1 on signal lines 394197 to produce an
active sigual on the SLOT..ONE signal line 218, This
signal is inverted by the inverter 188 1o produce a low
signal on the SLOT..ONE- signal line 232. The high
signal on the SLOT_SELECT signal line 193 is in-
veried by the inverter 198 to produce a low signal ona
SLOT_SELECT- signal line 214,

The function of the SLOT_SELECT lne 193
changes for the slot select circuit 1484 in slot ¥ depend-
tng on the cutput of the treer. While the timer & run-
wing, the signal on the SLOT. _SELECT signal line 193
has no effect on the slot select circuit 3484, When the
timer siops rumning, then & low signal on the
SLOT _SELECT sigaal line 193 indicates that the slot
is cpabled, while a high signal disables the CPUL 120 in
siot 1.

As long as the BD_RESET- signal line 204 is active,
all circuit boards in the system are held in reset because
the active signal on the BD_RESET- signal line 204
activaies the OR gate 182 connected to the RESET-
signal Bine 208 which provides a reset signal to the mi-
croprocessor 208 (FIG. 4.

The BD_RESET- signal line 284 becoming active
also Joads the time-out valse from the time select logic
388 into the timer 184, and clears the latch 186 which
produces 2 low signal on the RUN. signal line 238 and
2 high signal on the RUN signal line 221, The low signal
on the RUN- signal line 218 enables the timer i8¢ to
start counting down from the value provided by the
time select logic 385 once the BD._RESET- signal line
204 becomes inactive. The timer 184 continues to ron
uniil the latch 186 produces a high signal on the RUN-
signal line 238, This occurs if the AND gate 172 is
activated or the STOP- signal hine 222, whick is con-
nected to the preset input of the latch 188, becomes
active, as further explained herein.
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processor 209 in reset (Le. to disable the circuit board).

The active signal on the TERM.- signal ine 216 acti-
vates the OR gate 183 to produce an active signal on the
STOP-signal line 222. The active signal on the STOP-
signal Bne 222 stops the timer 388 by activating the
preset connection to the latch 186, Thus, the latch 186
drives the RUN- signal line 218 high to stop the timer
184 from operating and also drives the RUN signal line

21 low which also activates the OR gate 183 to pro-
duce the active signal on the STOP- signal fine 222,
Advantageonsly, this prevents the laich 186 from acti-
vating the RUN- signal line 2318 unill another board
reset is signalled on the BD_RESET- signal line 284,
The signale stabilize as indicated in the FAIL row in
Table 1.

Because the signal on the SLOT_ONE- signaf line
212 is low, the NAND gate 178 remains inactive with 2
high signal on a signal line 179. Thus, the signal from
the NAND gate 178 does not effect operation of the OR.
gate 182 if the circnit board is installed in slot 1. Ac-
cordingly, as long 2s the BDL__RESET- signal line 304
and the CPU_RESET- signal line 206 also remain inac-
tive, the signal from AND gate 176 on the SLUT...
1. RESET- signal line 220 controls the OR gate 182,

if the CPUI 120 boots properly, it changes the level
of 881 signal line 162 from the JOSM 168 by writing to
the memory or 1/0 mapped slot select register in the
IOSM 108 as previously explained. The 881 signal line
162 connects to the SLOT_SELECT (88) signal Hne
193 for slot select clrouit 348A. The change in the level
on the S81 signal line results in 2 low level on the
SLOT SELECT signal line 193 and a high level on the
SLOT.SELECT- signal line 214. The high level on the
SLOT.SELECT- signal line 214 prevents the AND
gate 176 from becoming active when the TERM- signal
line 21% becomes active upon the timer 184 reaching
zero. Thus, when the CPUL 120 boots properly, the
SLOT..1.RESET- signal line 220, the OR gate 183,
and the RESET- signal line 208 remain inactive even if
the TERM- signal line 2186 becomes active.

Even after the CPUI 128 in slot 1 has booted, the
timer continues to time-out to activate the TERM.
signal line 236 The timer siops at zero because the
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active signal on the TERM- signal line 316 activates the
OR gate 183 1o produce an active signal on the STOP-
signal Bine 222. The active signal line the STOP- signal
line 222 presets the latch 186 to produce 2 high signal on
the RUN- signial line 238 which stops the timer 184 from
operating, and leaves the timer 184 with the TERM-
signal line 23§ active. Accordingly, when the CPUl in
slot 1 properly boots, the slot select logic becomes sta-
ble with AN gate 176 and the OR gate 182 inactive so
that signal bne 288 15 inactive and the processor is not
held in reset. The stable signals are indicated by the
‘RUN’ row in Table 1.

From the state shown in the RUN row of Table §, the
IOSM 188 can reset the CPUR 128 by activating the
corresponding SS1 signal line 162 which connects to
the SLOT_SELECT signal line 193 of the slot select
circuit 348A. An active signal on the SLOT_SELECT
signal line 193 resets the CPUL 120 because the corre-
sponding active signal on the SLOT_SELECT- signal

line 234 activates the AND gate 174 (the TERM- signal 20

line 21§ and the SLOT_ONE- signal line 212 ate also
active) to activate the SLOT_1_RESET- signal line
228 which activates the OR gate 182 as previously ex-
plained. The signals stabilize 3s indicated in the ‘Shut
Down’ row of Table L

With the CPUL 120 installed in slot 4, the AND gate
172 remains inactive and does not effect operation of the
siot select logic 148A because the SLOT _ONE- signal
line 232 is low which prevents the AN gate 172 from
being activated.

Instalied in Slot 2-8

The general function of the slot select logic 148 in-
stalled in any of the sdlots 3-8 is to hold the correspond-
ing CPU in reset until CPUs in previous siots have had
sufficlent {(pre-defermined) time io boot In other
words, for the CPUZ 132 installed in slot 2, the slot
select logic 1488 holds the CPU 132 in a reset state until
sufficient time has elapsed for the CPU1 120 to boot. If
the CFU1 120 does not complete boot operations within

the time aliotted, then the CPU2 132 takes over default 4

boot operations as aun aliernative boot processor instead
of CPU1 12¢. If the CPU1 120 does boot propesly, then
the CPUZ 332 checks in as an additional processor
rather than taking over as a boGt processor.

Table 2 below indicates the valus of the signals on the
RESET. signal line 208 for varions combinations of
signals on the TERM- signal line 216, the SLOT_SE-
LECT signal line 193 and the SLOT..ONE signal line
218 The funciion of the slot select logic 148 for slots

3-8 is explained with reference to CPU2 132inslot 2 of 3

the bus 184,
TABLE?2

i4
the CPLUT 320 1n slot 1 1o execute initialization opera-
tons.

At board reset, the SLOT_SELECT signal fine 193
is high, as scen in Table 2, which is inverted by the
mverter 188 to a low level on the SLOT.SELECT-
signal line 214. The TERM-signal line 216 is high be-
cause the timer 384 is active. The high signal on the
TERM- signal line 2386 and the low level on the
SEAT_SELECT- signal lne 234 activate the EXOR

4 gate 180 which produces 2 hight level on 2 signal kne

181 connected to the NANID gate 178. The high level
signals on the signal line 181 and the SLOT__ONE-
signal line 212 combine to activate the NAND gate 178
which produces an active signal on the signal line 179
The active signal on signal line 179 activates the OR
gate 383 to produce an active signal on the RESET-
signal Bine 208 to hold the CPU2 132 in reset.

For CPU2 132 in slot 2, the SLOT..ONE signal line
is imactive because the AND gate 174 in conjunction
with the inverters 198, 191, and 182 does not detect the
correct siot I on signal lines 194-197 1o indicate that
the CPU2 132 s installed in slot 1. Thus, the SLOT.
ONE- signal Hine 212 is high because the inactive signal
on the SLOT_ONE signal line 238 is inverted by the
inverter 188 to produce a high signal on the SLOT.
ONE- signal line 212.

¥f the CPUR 120 in slot 1 boots properly before the
tirner 184 for the CPUZ 132 in slot 2 times out, the timer
184 for the CPU2 132 is prevented from counting and
the RESET-signal line 208 becomes inastive, allowing
the CPLI2 132 to boot. The signals stabilize a5 seen in
the ‘RIUN’ row of Table 2.

The timer stops becanse when the CPUL 128 boots
property, the CPUT 120 changes the level of the 882
signal line 164 in the IOSM 188 which is connected 1o
the SLOT_SELECT line 393 for the slot select circnit
1488, This results in a high signal on the SLOT..SE-
LECT- signal lme 284 The high signal or the
SLOT. . SELECT- signal line 214, the high signal on the
SLOT..ONE- signal line 212, and the high signal on the
TERM- signal line 216 combine to activate the AND
gate ¥72 to produce a high signal for the input to the
iatch 186, A pudse on the CLK signal line 202 causes the
high signal to propagate through the latch 186 to the

5 RUN- signal line 218 to stop the timer 184, This results

inalow signal on the RUN signal Hue 221, which causes
the OR gate 183 1o activate the STOP- signal lne 232
The active signal on the STOP-signal line 221 presets
the latchk 186 1o hold the RUN- signal line 218 high and
the RUN signal line 223 low. Accordingly, the signal on
the TERM- signal Hine 218 remains high because the

o Slots 2-8
SLOT.ONE  SLOT_SELECT TERM~— RESET—
BO_RESET o 1 1 ¢
ALY 8OCT 3 1 a 1
RUM 0 ] i t
FAIL G 0 1] B

Upon a board reset, the active pulse on the BD_RE-
SET-signal line 204 loads the timer 184 with the value
from the time select logic 185 corresponding to the siot
2 fourbit siot I on Hoes 188197 and the timer 184
begins to operate (25 explained for slot 1). The slot 1D
value loaded in the timer 184 is greater than the value
for slot ¥ and is pre-selected to allow encugh time for
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timer did not time-out.
The RESET- signal Bine 268 becomes inactive be-

183 i¢ inverted by the inverter 189 to a high level on the

5 SLOT__SELECT- signal line 214. The high signals on

the TERM- signal line 218 aund the SLOT_SELECT-
signal line 214 combine to cause the EXOR gate 180 to
become inactive and produce an inactive low signal on
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the signal line 181, The inactive signal on the signal line
181 from the EXOR gate 183 inactivates the NAND
gate 178 which produces an inactive signal on the signal
line 379 to inactivate the NOR gatc 182, The AND gate

182 produces an inactive signal on the RESETS signal 5

{ine 208 which allows the microprocessor of the CPU2
132 to exit the resct state and initialize itself as explained
above,

If the CPUT 126 in slot ¥ does not boot {proper boot

is indicated by a change in the level of the SLOT_SE- 10

LECT signal line 193 from high to low) before the
tirner 3184 in slot 2 times-out, then the CPUZ 132 exits
the reset siate and attempts to boot the systern as an
alternate boot CPUL

The TERM- signat Hue 216 becomes active when the 15

timer 184 times-out. The SLOT. SELECT signal hine
193 remains high because the CPU1 132 (which failed to
boot) did not change the level of this signal. The active
(ow) signal on the TERM- signal line 216 and low

signal on the SLOT_SELECT -signal lne 214 deacti- 20

vate the EXOR gate 3180 which produces an inactive
signal on the signal line 181 to deasctivate the NAND
gate 178. The inactive NMAND gate 178 provides an
mactive signal on the signal fine 179 which allows the

OR gate 182 to become inactive and produce an inactive 25

signal on the RESET- signal line 208. Accordingly, the
CPUZ2 132 exits from the reset state and takes over boot
operations in place of the CPUL 120, By checking the
level of the SLOT_SELECY signal line 393, the CPU2Z

132 determines that the CPU 132 failed to boot and 30

that it {the CPUZ 132) is now the boot CPU. If the
CPU2Z 132 boots properdy, then the siguals stabilize as
indicated in the ‘ALT BOOT row of Table 2.

The functional level of the signal on the SLOT_SE-~

LECT signal line 193 changes depending upon the out~ 35

put of the timer 184 for slot select logic 1488 installed in
stot 2 (as well as for slot select logic 348 installed in all
other slots 3-8). While the timer is running, 3 low signal
on the SLOT_SELECT signal 183 {reezes the timer

and indicates that slot 2 is epabled and 2 high on the 40

SLOT_SELECT signal line 193 disables the slot.
When the timer 184 siops running, 2 low signal on the
SLOT_SELECT signal line 193 indicates that the slot
2 is disabled, and 2 high signal indicates that the slot is

enabled. The change in level on the SLOT_SELECT 45

ignal line 193 from high to low if the CPU2 132 also
fafled to boot ocours because the timer 184 for CPU3
160 in slot 3 will thme-out and begin to boot the systexm.
When the CPU3 388 beging boot operations, 1t disables

the CPU2 132 by changing the level of the 882 signal 50

iine 364 in the ¥OSM 108 to 2 low level.

Thus, regardless of which CPU boats the syster, the
boot CPU can let other CPUs time out, at which tme
they will begin to initialize. Otherwise, the boot CPU

can specifically enable them before they time-out by use 55

of the SLOT.SELECT signal line 183, or the boot
CPU can disable the timer on any or ai} TPUs and hold
the corresponding CPLUs in reset by toggling the corre-
sponding SLOT.SELECT line 183,

Accordingly, after the CPUT 120 in skot 2 bas failed 60

to boot properly, aud the CPUZ2 132 in slot 2 takes over
boot operation, the timer 184 of slot select circuit 1488
has stopped operating and the signal on the TERM-
signal line 236 is active. The level on the SLOT..SE-

LECT lne 193 remains high as explained above which 65

indicates at this point that the CPUJ2 132 is enabled.
However, if the level on the SLOT _SELECT signal
line 193 now changes to low {driven by the JOSM 188

Page 457 of 1042

16

with the 882 signal line 164), indicating that the CPU2
132 failed to boot the systenn within the time allotted for
the CPU2 132 to complete boot gperations, then the
CPUZR 132 enters a reset state because the active signal
on the TERM- signal line 216 combines with the now
high signal on the SLOT_SELECT- signal line 234 in
the EXOR gate 188 to produce an active signal on the
signal line 181, The active signal on the signal line 181
combines with the high signal on the SLOT_ONE-
signal line 212 to activate the NAND gate 178 which in
turn provides an active signal on the signal line 17% o
activate the OR gate 182 to hold the microprocessor of
the CPUZ 132 in reset. Accordingly, the signals become
stable as indicated in the ‘FAIL row of Table 2.

Although preferred embodiments of the present in-
vention has been described and illustrated above, those
skilled in the art will appreciate that various changes
and modifications can be made to the present invention
without departing from its spirlt, Accordingly, the
scope of the present Imvention is deemed 1o be limited
only by the scope of the following appended claims.

What is claimed is:

1. A system for coordinating the indtialization of mnl~
tiprocessor systeras tilizing a2 multiprocessor backplane
tus, wherein said backplane bus has connsctor slots for
cormecting multiple central processing units, memary
modules, and other input/output modules, said system
for coordinating comprising:

a default boot central processing unit coupled to said

backplane bus in a first slot;

ai least one alternate boot central processing unit
coupled to satd backplane bus in & second slot, said
alternate boot central processing unit substantially
compatible with said default boot central process-
ing unit;

a first siot select cireuit coupled to said defandt boot
central processing unit, said first slot select circuit
configured to release said defzult boot centyal pro-
cessing unit from a reset state upon sysiem start-wp
and allow said default central processing wuit to
execuie said boot code, and further configured to
place said default boot central processing unit in a
reset state if a first predetermined time-out period,
selected by a first respective slot identification
code, elapses before said defanlt ceniral processing
it successfully boots; and

2 second slot select cirenit coupled to said alternate
boot central processing unit, wherein szid second
siot select cirenit is configured to hold said alter-
nate processing wait in a reset state until either said
default boot central processing umnit successfully
boots, of a second predetermined time-out period,
selected by @ second respective slot identification
code, elapses, indicating that said defanlt boot cen-
tral processing unit fafed to boot the system, and
wherein said second slot select cirendt is further
configured to reledse said alternate boot central
processing unit from said reset state after said de-
favlt central processing unit successfully boots or
said second predetermined time-out period elapses.

2. The system for coordinating the initialization of
multiprocessor systems of claim 1, wherein said second
predetermined time-out pericd is longer than said first
predetermined time-out pericd.

3. The system for coordinating the initialization of
multiprocessor systems of claim 1, wherein said second
predetermined time-out period is equal to said frst pre-

stermined thme-out period.
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4. The system for coordingling the inttiatization of
multiprocessor systems of clatm 1, wherein said default
baoot central processing unit comprises an INTEL 80486
based compatibie processor and SupPOTINgG resouTCes,
and wherein said alternate boot central processing undt
comprises and INTEL 80486 based compatible proces-
sor and Supporiing resomces.

5. A system for coordinating the initialization and
selfstest of multiprocessor systems, said multiprocessor
system having a backplane bus with slots for connecting
muitiple central processing units, memory modules, and
other input/output modules, said system comprising:

a first central processing unit coupled 10 said back-
plane bus in 2 first slot, said first central processing
unit assigned to-boot fixst upon systerm start-up;

a second central processing unit coupled to said back-
plane bus in a second slot, said second central pro-
cessing wnit substantially compatible with said first
central processing unit;

a first non-volatile memory having memory locations
for storing ceniral processing unit boot instructions
in sxecutable form, said first non-volatile memory
directly accessible by said first and said second
ceniral processing units;

first means coupled 0 said first central processing
upit for releasing said first central processing unit
from a reset state during system start-up to allow
said first central processing unit to execute said
central processing unit boot instructions, and for
placing said first central processing nmil in a reset
state if a fiest predetermined time-out period, se-
lected by a first respective slot identification code,
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elapses before said first central processing unit
successfully boots; and

second means coupled to said second central process-

ing unit for holding said second central processing
unit in the reset state until either said frst central
processing unit successfully boots, or a second
predetermined time-ont period, selected by a sec-
ond respective slot ideniitfication code, elapses, and
for releasing said second central processing unit
from said reset state after said first central process-
ing wnit successiully boots or said second predeter-
wined time-out period elapses.

& The system for coordinating the initialization and
self-test of multiprocessor systems of claim §, further
comprising first siot identification code circuitry cou-
pled to said first slot and 2 second slot identification
code circuitry coupled to said second slot, said first and
said second slot idensification code circuitry configured
to provide mutually exclusive slot identification codes
10 a central processing unit, memaory modale, or inpui-
Joutput module coupled to the backplane bus in the
respective sint.

7. The system for coordinating the inftialization of

s mudtiprocessor systems of claim 5§, wherein said second

predetermined tune-out period is equal to said first pre-
determined time-ont period.

8. The system for coordinating the initialization of
multiprocessor systems of claim 5, wherein saild second
predetermined iime-out period is longer than said first

pre-determined time-out period.

¥ % % % %
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Appendix A

This claim chart compares claims 1-6 and 9-15 to U.S. Patent No. 7,328,371 to Kalyanasundharam
et al. (“Kalyanasundharam”) (Ex. 1007) in view of U.S. Patent No. 5,450,576 to Kennedy
(“Kennedy”) (Ex. 1005). Kalyanasundharam qualifies as prior art under at least 35 U.S.C. § 102(e)
and is a valid prior-art reference for the purpose of establishing an obviousness rejection under 35
U.S.C. § 103(a). Kennedy qualifies as prior art under at least 35 U.S.C. §§ 102(a), 102(b), and
102(e) and is a valid prior-art reference for the purpose of establishing an obviousness rejection
under 35 U.S.C. § 103(a).

The table below reflects Ground 1 presented in the corresponding Request for Reexamination.
Further, corroborated evidence reflecting the perspective knowledge of a person having ordinary
skill in the art at the time of the invention of the ‘781 Patent (a “POSITA”) is provided through the
declaration of Wolfe (Ex. 1003).

Kalyanasundharam (Ex. 1007)

Kennedy (Ex. 1005)

system Kalyanasundharam disclosed a computer system. For example,
comprising: Kalyanasundharam taught that “the computer system 10
includes nodes 12A-12B, memories 14A-14B, and peripheral
devices 16A-16B.” Kalyanasundharam (Ex. 1007) at 2:26-29.
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[1.1] a plurality
processors;

of

Kalyanasundharam disclosed multiple processors executing in
lockstep. For example, Kalyanasundharam taught that “the
processor cores 18A-18B may execute in lockstep (that is, may
execute the same instructions on the same clock cycle).”
Kalyanasundharam (Ex. 1007) at 4:15-18. “For example, some
fault-tolerant systems may implement high reliability by
including multiple processors and having them redundantly
execute the same software code.” /d. at 1:23-25.
Kalyanasundharam’s description of processor cores is consistent
with the ‘781 Patent’s use of the term “processor.” See, e.g.,
781 Patent (Ex. 1001) at 6:13-19. For example, the ‘781 Patent
notes that “[s]ystem 10 includes OS 11, as well as master
processor 12A and slave processor 12B (collectively referred to
as a lockstep processor pair 12).” See id at 6:13-15. The ‘781
Patent further notes that “the lockstep processor pair 12 may be
implemented on a single silicon chip, which is referred to as a
‘dual core processor’ in which master processor 12A is a first
core and slave processor 12B is a second core.” See id. at 6:15-
19. Accordingly, Kalyanasundharam disclosed multiple
processors executing in lockstep.
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[1.2] data storage storing
information that assigns a
role of boot processor to
one of said plurality of
processors and assigns a
role of spare processor to
another of said plurality of
processors; and

Kalyanasundharam disclosed, or at least rendered obvious, this
limitation by disclosing a PC bit in a configuration register that
identifies the role of a processor as either a primary processor or
an alternate processor. For example, Kalyanasundharam taught
that “the communications from the primary processor core may
be propagated and the communications from the auxiliary
processor core(s) may be discarded...In this embodiment, the
PC bit from the configuration register 42 may identify the
primary processor core.” Kalyanasundharam (Ex. 1007) at
8:34-44. “The configuration register 42 includes a primary
core (PC) field encoded to identify which of the processor
cores 18A-18N is designated as the primary core.” /d. at
8:34-44. “In such embodiments, one processor core may be the
primary core and two or more of the remaining processor cores
may be auxiliary processor cores.” /d. at 4:66 — 5:2.
Accordingly, Kalyanasundharam described assigning the roles
of primary processor core and auxiliary processor core to certain
processors via the PC bit in the configuration register. See id at
8:34-44, 4:66 — 5:2. In view of these citations and the
knowledge that a boot processor was a common component in
computer systems (e.g., Kalyanasundharam’s system), a
POSITA would have understood Kalyanasundharam as
disclosing a boot processor and a spare processor. See supra §
L.C.2; see also Wolfe Decl. (Ex. 1003) ] 169. Even if
Kalyanasundharam did not explicitly identify which processor
was the boot processor, Kalyanasundharam as modified by
Kennedy would have stored information about the assigned
roles of boot processor and spare processor. See, e.g., Kennedy
(Ex. 1005) at 7:5-13. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]” then an alternate processor
“should take over boot operations to enhance availability of the
system.” Kennedy (Ex. 1005) at 7:9-13. In view of the above
citations, Kalyanasundharam taught data storage that stores role
assignments (e.g., primary core and auxiliary core) of the
processors, and Kennedy taught that such assignments could be
the roles of boot processor and alternate processor. See Wolfe
Decl. (Ex. 1003) q 169. A POSITA would have been motivated
to combine these disclosures from Kalyanasundharam and
Kennedy to improve the reliability of Kalyanasundharam’s
system by storing information that assigns the roles of boot
processor and spare processor in case of a reboot. /d. It was well
within the skill of a POSITA to modify Kalyanasundharam’s
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system by Kennedy in this manner, and thus this combination of
Kalyanasundharam and Kennedy would have been expected to
succeed. /d. Accordingly, Kalyanasundharam as modified by
Kennedy taught data storage storing information that assigns the
role of boot processor to one of the processors and assigns the
role of spare processor to another one of the processors. /d.
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[1.3] logic operable,
responsive to detecting
loss of lockstep for said
boot  processor, for
transferring, during
system runtime, the role of
boot processor to said
spare processor,

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing the
replacement of a primary processor with an auxiliary processor
in response to a lockstep mismatch. For example,
Kalyanasundharam taught that “the processor cores 18A-18B
may execute in lockstep (that is, may execute the same
instructions on the same clock cycle).” Kalyanasundharam (Ex.
1007) at 4:15-18. “If the masked comparison results indicate
that the communication from the primary processor core
mismatches with all auxiliary processor cores (that are
enabled). ..the control circuit 84 may disable the primary
processor core and select one of the auxiliary processor cores
to be the primary processor core (block 102).” /d. at 13:15-
22. “As with the discussion above for disabling the auxiliary
processor core, the control circuit 83 may simply disable the
primary processor core from comparison by clearing the
enable bit in the configuration register 42, or may disable the
primary processor core from executing at all.” /d. at 13:22-
27. “The control circuit 84 may also update the PC field of the
configuration register 42 to reflect the newly selected
primary processor core.” /d. at 13:27-29. Accordingly,
Kalyanasundharam described transferring the role of primary
processor to an auxiliary processor in response to a mismatch
involving the primary processor. See id. In view of these
citations and the knowledge that a boot processor was a
common component in computer systems (e.g.,
Kalyanasundharam’s system), a POSITA would have
understood Kalyanasundharam as disclosing the failover of a
boot processor to a spare processor in response to a loss of
lockstep. See supra § 1.C.2; see also Wolfe Decl. (Ex. 1003)
170. Even if Kalyanasundharam did not explicitly identify the
mismatched processor as having been the boot processor,
Kalyanasundharam as modified by Kennedy would have
performed boot processor failover in response to a lockstep
mismatch. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example,
Kennedy taught that, “if this ‘default’ boot processor fails[,]”
then an alternate processor “should take over boot operations
to enhance availability of the system.” /d. In view of the above
citations, Kalyanasundharam taught logic that causes its system
to replace the primary processor with an auxiliary processor in
response to a mismatch involving the primary processor, and
Kennedy taught logic that causes its system to fail over the boot
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processor to an alternate processor. See Wolfe Decl. (Ex. 1003)
9 170. A POSITA would have been motivated to combine these
disclosures from Kalyanasundharam and Kennedy to improve
the reliability of Kalyanasundharam’s system by providing fault
tolerance and high availability in the event that the boot
processor fails before a reboot occurs. /d. It was well within the
skill of a POSITA to modify Kalyanasundharam’s system by
Kennedy in this manner, and thus this combination of
Kalyanasundharam and Kennedy would have been expected to
succeed. /d. Accordingly, Kalyanasundharam as modified by
Kennedy taught logic operable for transferring the role of boot
processor to the spare processor during system runtime in
response to detecting loss of lockstep for the boot processor. /d.
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[1.4] wherein said another
of said plurality of
processors that is assigned
said role of  spare
processor is held in
reserve as a hot spare
processor until said loss of
lockstep is detected for
said boot processor.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing processors
that have the same functionality as a hot spare. For example,
Kalyanasundharam taught that “a fixed or programmable
number of the processor cores (less than the total number in
the node) may participate in redundant execution.”
Kalyanasundharam (Ex. 1007) at 11:35-38. “The configuration
register 42 may further include a set of core enables which
indicate which cores are participating in redundant execution
mode.” /d. at 12:12-15. “The control circuit 84
may...optionally disable a processor core or cores from
comparison in the redundant execution mode.” /d. at 12:29-32;
“Additionally, the core enables in the configuration register 42
may be used to selectively enable various pairs for redundant
execution.” Id. at 15:7-10; “If the primary processor core is
programmably selected, a different processor core may be
selected as the primary processor core and the previous
primary processor core may be disabled.” /d. at 11:45-48.
“For example, servers are implemented on fault-tolerant
systems so that the servers may be available as close to 24
hours a day as possible. Any mission-critical computing
functions may benefit from being assigned to fault-tolerant
computer systems.” /d. at 1:14-19. Even if Kalyanasundharam
did not explicitly use the term “hot spare” or the phrase “held in
reserve” in connection with its processors, Kalyanasundharam
described its processors as having the same functionality as the
hot spare recited in claim 1. For example, in view of the above
citations, Kalyanasundharam taught selectively enabling
processors for participation, selectively disabling processors
from participation, and maintaining configuration register 42
that tracks which processors are participating and which
processors are not participating. See Wolfe Decl. (Ex. 1003) |
171. For at least these reasons, a POSITA would have
understood Kalyanasundharam as having taught that the
auxiliary processor that assumes the role of primary processor
would have been disabled prior to the primary processor’s
mismatch. /d. Accordingly, Kalyanasundharam as modified by
Kennedy taught that the processor assigned the role of spare
would be held in reserve until a loss of lockstep is detected,
thereby rendering this subject matter obvious to a POSITA. /d.
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[2] The system of claim 1
wherein said data storage
is  non-volatile  data
storage.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing a PC bit in a
configuration register that identifies the role of a processor as
either a primary processor or an alternate processor. For
example, Kalyanasundharam taught that “the communications
from the primary processor core may be propagated and the
communications from the auxiliary processor core(s) may be
discarded...In this embodiment, the PC bit from the
configuration register 42 may identify the primary processor
core.” Kalyanasundharam (Ex. 1007) at 8:34-44. “The
configuration register 42 includes a primary core (PC) field
encoded to identify which of the processor cores 18A-18N is
designated as the primary core.” /d. at 8:34-44. Even if
Kalyanasundharam did not explicitly identify the configuration
register as being non-volatile data storage, Kalyanasundharam
as modified by Kennedy would have included non-volatile
memory that contains the configuration information. For
example, “The CPU1 120 has a corresponding non-volatile
memory 123 which contains configuration information and
CPU specific initialize and self test code (ISTC) for the CPU1
120.” Kennedy (Ex. 1005), 5:15-18. From these disclosures, a
POSITA would have understood that the data storage that stores
the information assigning the roles of boot processor and spare
processor included non-volatile data storage. See Wolfe Decl.
(Ex. 1003) q 172. It was well within the skill of a POSITA to
modify Kalyanasundharam’s system by Kennedy in this
manner, and thus this combination of Kalyanasundharam and
Kennedy would have been expected to succeed. /d.
Accordingly, Kalyanasundharam as modified by Kennedy
would have rendered the subject matter of claim 2 obvious to a
POSITA. /d.
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[3] The system of claim 1
further comprising: a user
interface  operable to
receive input specifying
said one of said plurality
of processors to be
assigned said role of boot
processor.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing the
selection of a processor type to boot the system. In other words,
even if Kalyanasundharam did not explicitly disclose a user
interface that receives input specifying the processor assigned
the role of boot processor, Kalyanasundharam as modified by
Kennedy would have rendered this claim limitation obvious to a
POSITA. For example, Kennedy taught selecting which
processor among multiple processors is to boot the system. See
Kennedy (Ex. 1005) at 4:33-34. Specifically, “other processor
types may be selected to boot the system with a corresponding
change in the boot ROM 150, as well known in the art.” /d. It
was well known in the art that the act of selecting processor
roles in computer systems (e.g., master/slave designations,
distinct duty assignments or permissions in asymmetric
multiprocessor configurations, etc.) is often performed via user
interfaces. See Wolfe Decl. (Ex. 1003) q 173. Based on this
common knowledge in the art, a POSITA would have
understood Kennedy’s disclosure about selecting the processor
to boot the system as including a boot processor selection made
by input received via a user interface. /d. A POSITA would
have been motivated to modify Kalyanasundharam by Kennedy
and this common knowledge in the art to enable a user to select
which processor is to boot the system via a user interface. /d. It
was well within the skill of a POSITA to modify
Kalyanasundharam’s system by Kennedy in this manner, and
thus this combination of Kalyanasundharam and Kennedy
would have been expected to succeed. /d. Accordingly,
Kalyanasundharam as modified by Kennedy and this common
knowledge in the art would have rendered the subject matter of
claim 3 obvious to a POSITA. /d.
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[4] The system of claim 1
further comprising: a user
interface  operable to
receive input specifying
said another of said
plurality of processors to
be assigned said role of
spare processor.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by implicitly disclosing
the selection of a processor type that does not boot the system.
In other words, even if Kalyanasundharam did not explicitly
disclose a user interface that receives input specifying the
processor assigned the role of spare processor,
Kalyanasundharam as modified by Kennedy would have
rendered this claim limitation obvious to a POSITA. For
example, Kennedy taught selecting which processor among
multiple processors is to boot the system. See Kennedy (Ex.
1005) at 4:33-34. Specifically, “other processor types may be
selected to boot the system with a corresponding change in the
boot ROM 150, as well known in the art.” /d. at 4:33-34. It was
well known in the art that the act of selecting processor roles in
computer systems (e.g., master/slave designations, distinct duty
assignments or permissions in asymmetric multiprocessor
configurations, etc.) is often performed via user interfaces. See
Wolfe Decl. (Ex. 1003) q 174. Based on this common
knowledge in the art, a POSITA would have understood
Kennedy’s disclosure about selecting the processor to boot the
system as including a spare processor selection (e.g., one of the
alternate processors not selected as the boot processor) made by
input received via a user interface. /d. A POSITA would have
been motivated to modify Kalyanasundharam by Kennedy and
this common knowledge in the art to enable a user to select, via
a user interface, which processor is to serve as a spare to the
boot processor. /d. It was well within the skill of a POSITA to
modify Kalyanasundharam’s system by Kennedy in this
manner, and thus this combination of Kalyanasundharam and
Kennedy would have been expected to succeed. /d.
Accordingly, Kalyanasundharam as modified by Kennedy and
this common knowledge in the art would have rendered the
subject matter of claim 4 obvious to a POSITA. Id.
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[S] The system of claim 1
wherein each of said
plurality of processors is a
processor module that
includes a master
processor and a slave
processor.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing nodes that
each included a primary processor and an auxiliary processor.
For example, Kalyanasundharam taught that “[t]he nodes 12A-
12B are coupled.” Kalyanasundharam (Ex. 1007) at 2:30. “The
node 12A comprises processor cores 18A-18B coupled to a
node controller 20A.” /d. at 2:33-34. “The node 12B similarly
comprises processor cores 18C-18D coupled to a node
controller 20B.” /d. at 2:36-37. The node controller 20A may be
configured to propagate communications from one of the
processor cores 18A-18B (e.g., from the primary processor
core) and to discard communications from the other
processor core 18A-18B (e.g., from the auxiliary processor
core).” Id. at 4:36-40. “In one embodiment, each of the nodes
12A-12B may be a single integrated circuit chip comprising
the circuitry shown therein in FIG. 1. That is, each node 12A-
12B may be a chip multiprocessor (CMP).” Id. at 2:46-49. In
view of these citations, Kalyanasundharam taught nodes that
each included a primary processor and an auxiliary processor,
but only the primary processor propagates communications
because the auxiliary processor’s communications are
discarded. Therefore, under the broadest reasonable
interpretation consistent with the ‘781 Patent, a POSITA would
have understood Kalyanasundharam’s nodes as each
constituting a processor module, Kalyanasundharam’s primary
processor core as constituting a master processor, and
Kalyanasundharam’s auxiliary processor core as constituting a
slave processor. See Wolfe Decl. (Ex. 1003) § 175. Accordingly,
Kalyanasundharam as modified by Kennedy taught processor
modules that each include a master processor and a slave
processor. /d.
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[6] The system of claim 1
wherein said another of
said plurality of
processors that is assigned

said role of  spare
processor is an active
spare  before  being

transferred said role of
boot processor.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing that the
spare to the boot processor may be an enabled (e.g., active)
processor core by control circuit. For example,
Kalyanasundharam taught that “[t]he control circuit 84 may use
any selection mechanism. For example, the processor cores may
be numbered (e.g., 0 to N-1), and the control circuit 84 may
increment the number of the presently selected primary
processor core to select a new primary processor core.”
Kalyanasundharam (Ex. 1007) at 13:29-33. “If one or more
processor cores are disabled in the configuration register 42, the
control circuit 84 may increment until an enabled processor
core is selected.” Id. at 13:33-36. In view of these citations,
Kalyanasundharam taught that the spare to the primary
processor may be an enabled (e.g., active) processor core
selected by control circuit 84. See Wolfe Decl. (Ex. 1003) 9 176.
Although Kalyanasundharam did not explicitly use the term
“boot processor” when describing the primary processor,
Kalyanasundharam as modified by Kennedy would have
performed boot processor failover. Based on the
supplementation of Kennedy’s disclosures, a POSITA would
have understood Kalyanasundharam’s primary processor to
have constituted a boot processor for at least the same reasons
provided above in connection with claim 1. See id. Accordingly,
Kalyanasundharam as modified by Kennedy taught that the
spare processor is an active spare before being transferred the
role of boot processor. Id.

[9.pre] A
comprising:

method

Kalyanasundharam disclosed a method. “A similar method is
also contemplated.” Kalyanasundharam (Ex. 1007), Abstract.
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[9.1] assigning a role of
boot processor to one of a
plurality of processors in a
system;

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing the
assignment of a primary processor role to a certain processor
core. For example, Kalyanasundharam taught that “the
communications from the primary processor core may be
propagated and the communications from the auxiliary
processor core(s) may be discarded...In this embodiment, the
PC bit from the configuration register 42 may identify the
primary processor core.” Kalyanasundharam (Ex. 1007) at
8:34-44. “The configuration register 42 includes a primary
core (PC) field encoded to identify which of the processor
cores 18A-18N is designated as the primary core.” /d. at 8:34-
44. In view of these citations, Kalyanasundharam described
assigning the role of primary processor to one of processor
cores 18A-18N. In view of these citations and the knowledge
that a boot processor was a common component in computer
systems (e.g., Kalyanasundharam’s system), a POSITA would
have understood Kalyanasundharam as disclosing a boot
processor and a spare processor. See supra § 1.C.2; see also
Wolfe Decl. (Ex. 1003) § 177. Even if Kalyanasundharam did
not explicitly identify which processor was the boot processor,
Kalyanasundharam as modified by Kennedy would have
assigned the role of boot processor. See, e.g., Kennedy (Ex.
1005) at 7:5-13. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]” then an alternate processor
“should take over boot operations to enhance availability of the
system.” Kennedy (Ex. 1005) at 7:9-13. Therefore,
Kalyanasundharam taught assigning the role of primary
processor to a certain processor core, and Kennedy taught
assigning the role of boot processor to one of its processors. See
Wolfe Decl. (Ex. 1003) 177. A POSITA would have been
motivated to combine these disclosures from
Kalyanasundharam and Kennedy to improve the reliability of
Kalyanasundharam’s system by assigning the roles of boot
processor and spare processor in case of a reboot. /d. It was well
within the skill of a POSITA to modify Kalyanasundharam’s
system by Kennedy in this manner, and thus this combination of
Kalyanasundharam and Kennedy would have been expected to
succeed. /d. Accordingly, Kalyanasundharam as modified by
Kennedy taught assigning the role of boot processor to one of its
processor cores. Id.

Page 472 of 1042




[9.2] assigning a role spare
processor to another of
said plurality of
processors;

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing the
assignment of an auxiliary (e.g., spare) processor role to at least
one of its processor cores. For example, Kalyanasundharam
taught that “the communications from the primary processor
core may be propagated and the communications from the
auxiliary processor core(s) may be discarded...In this
embodiment, the PC bit from the configuration register 42 may
identify the primary processor core.” Kalyanasundharam
(Ex. 1007) at 8:34-44. “The configuration register 42 includes
a primary core (PC) field encoded to identify which of the
processor cores 18A-18N is designated as the primary core.”
Id. at 8:34-44. “In such embodiments, one processor core may
be the primary core and two or more of the remaining processor
cores may be auxiliary processor cores.” Id. at 4:66 — 5:2. “If
the masked comparison results indicate that the communication
from the primary processor core mismatches with all auxiliary
processor cores (that are enabled)...the control circuit 84 may
disable the primary processor core and select one of the
auxiliary processor cores to be the primary processor core
(block 102).” Id. at 13:15-22. In view of these citations,
Kalyanasundharam described assigning the role of auxiliary
(e.g., spare) processor to at least one of its processor cores.
Accordingly, Kalyanasundharam as modified by Kennedy
taught assigning the role of spare processor to one of its
processor cores. /d.
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[9.3] responsive  to
detecting loss of lockstep
for said boot processor,
changing, during system
runtime, the assignment of
the role of boot processor
to said spare processor;
and

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing the
replacement of a primary processor with an auxiliary processor
in response to a lockstep mismatch. For example,
Kalyanasundharam taught that “the processor cores 18A-18B
may execute in lockstep (that is, may execute the same
instructions on the same clock cycle).” Kalyanasundharam (Ex.
1007) at 4:15-18. “If the masked comparison results indicate
that the communication from the primary processor core
mismatches with all auxiliary processor cores (that are
enabled). ..the control circuit 84 may disable the primary
processor core and select one of the auxiliary processor cores
to be the primary processor core (block 102).” /d.at 13:15-22.
“As with the discussion above for disabling the auxiliary
processor core, the control circuit 83 may simply disable the
primary processor core from comparison by clearing the
enable bit in the configuration register 42, or may disable the
primary processor core from executing at all.” /d. at 13:22-
27. “The control circuit 84 may also update the PC field of the
configuration register 42 to reflect the newly selected
primary processor core.” /d. at 13:27-29. Accordingly,
Kalyanasundharam described changing the role of primary
processor to an auxiliary processor in response to a mismatch
(e.g., loss of lockstep) involving the primary processor. See id.
In view of these citations and the knowledge that a boot
processor was a common component in computer systems (e.g.,
Kalyanasundharam’s system), a POSITA would have
understood Kalyanasundharam as disclosing the failover of a
boot processor to a spare processor in response to a loss of
lockstep. See supra § 1.C.2; see also Wolfe Decl. (Ex. 1003)
178. Even if Kalyanasundharam did not explicitly identify the
mismatched processor as having been the boot processor,
Kalyanasundharam as modified by Kennedy would have
changed the boot processor assignment in response to a lockstep
mismatch. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example,
Kennedy taught that, “if this ‘default’ boot processor fails[,]”
then an alternate processor “should take over boot operations
to enhance availability of the system.” /d. In view of the above
citations, Kalyanasundharam taught changing the role of
primary processor to the spare processor in response to a loss of
lockstep involving the primary processor, and Kennedy taught
changing the role of boot processor to an alternate processor.
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See Wolfe Decl. (Ex. 1003) 9 178. A POSITA would have been
motivated to combine these disclosures from
Kalyanasundharam and Kennedy to improve the reliability of
Kalyanasundharam’s system by providing fault tolerance and
high availability in the event that the boot processor fails before
a reboot occurs. /d. It was well within the skill of a POSITA to
modify Kalyanasundharam’s system by Kennedy in this
manner, and thus this combination of Kalyanasundharam and
Kennedy would have been expected to succeed. /d.
Accordingly, Kalyanasundharam as modified by Kennedy
taught changing the role of boot processor to the spare processor
during system runtime in response to detecting loss of lockstep
for the boot processor. /d.
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[9.4] responsive  to
changing the assignment
of the role of boot
processor to said spare
processor, an operating
system of the system
recognizing said spare
processor as the boot
processor without
requiring shutdown of said
operating system.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing a central
boot ROM that is used by the operating system and stores the
boot code executed in conjunction with the operating system to
boot the system. In other words, even if Kalyanasundharam did
not explicitly disclose an operating system that recognizes the
spare processor as the boot processor after the role change,
Kalyanasundharam as modified by Kennedy would have
rendered this claim limitation obvious to a POSITA. For
example, according to Kennedy, “a central system boot ROM
150 accessible by all processors...may be used by the
operating system.” Kennedy (Ex. 1005) at 9:1-5. “[TThe CPU1
120 controls the system again and begins the operating system
boot process.” /d. at 9:53-55. “The alternate boot
processors...can execute the boot code in the central boot
ROM 150”. /d. at 10:42-45. A POSITA would have understood
that, because Kennedy’s central boot ROM 150 is used by the
operating system and stores the boot code executed in
conjunction with the operating system to boot the system, the
operating system would recognize the spare processor as the
boot processor after failover. See Wolfe Decl. (Ex. 1003) { 179.
Or at the very least, Kalyanasundharam as modified by
Kennedy would have rendered the subject matter of claim 9
obvious to a POSITA due at least in part to Kennedy’s central
boot ROM 150 being used by the operating system and storing
the boot code executed in conjunction with the operating system
to boot the system. /d. It was well within the skill of a POSITA
to modify Kalyanasundharam’s system by Kennedy in this
manner, and thus this combination of Kalyanasundharam and
Kennedy would have been expected to succeed. /d.

[10] Claim 10 recites subject matter that is substantially similar to
Claim 2 and is therefore rendered obvious for the same reasons
as Claim 2 above.

[11] Claim 11 recites subject matter that is substantially similar to

Claim 2 and is therefore rendered obvious for the same reasons
as Claim 2 above.
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[12] The method of claim
9 further comprising
[12.1] determining at least
one processor that is
coupled to a common
communication bus with
said one of said plurality
processors assigned to the
role of boot processor; and

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing a
determinization that the alternate processor is installed in one of
the slots of a backplane bus and that the boot processor is
installed in another one of the slots of the backplane bus. Even
if Kalyanasundharam did not explicitly disclose determining a
processor that is coupled to a common communication bus with
the boot processor, Kalyanasundharam as modified by Kennedy
would have determined that the alternate processor and the boot
processor are coupled to the same backplane bus. For example,
according to Kennedy, “the system has a centrally accessible
memory, a default boot central processing unit installed in a
first slot on the backplane bus, and may also have one or more
alternate boot central processing units installed in a second
slot on the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. In
view of these citations, Kennedy taught that the boot processor
and the alternate boot processors are installed in specific slots
along the same backplane bus. Based on this disclosure from
Kennedy, a POSITA would have understood that any alternate
processor installed in one of the slots of the backplane bus
would have been coupled to a common communication bus with
the boot processor. See Wolfe Decl. (Ex. 1003)9 180. As a
result, any form of identifying such an alternate processor
would constitute a determination of an alternate processor
coupled to a common communication bus with the boot
processor. Id. A POSITA would have been motivated to
combine these disclosures from Kennedy with
Kalyanasundharam to improve the communication capabilities
of Kalyanasundharam’s system for fault tolerance and high
availability. /d. It was well within the skill of a POSITA to
modify Kalyanasundharam’s system by Kennedy in this
manner, and thus this combination of Kalyanasundharam and
Kennedy would have been expected to succeed. /d.
Accordingly, Kalyanasundharam as modified by Kennedy
taught this claim limitation. /d.
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[12.2] selecting  said
another of said plurality of
processors to be assigned
the role of spare processor
from said determined at
least one processor

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing the
selection of one or more alternate (e.g., spare) boot processors
by installing the alternate boot processor into a specific slot
corresponding to the alternate boot role on the backplane bus.
Even if Kalyanasundharam did not explicitly disclose selecting
the processor coupled to the common communication bus as the
spare processor, Kalyanasundharam as modified by Kennedy
would have selected the alternate processor installed in the same
backplane bus as the boot processor to be the spare. For
example, according to Kennedy, “the system has a centrally
accessible memory, a default boot central processing unit
installed in a first slot on the backplane bus, and may also have
one or more alternate boot central processing units installed
in a second slot on the backplane bus.” Kennedy (Ex. 1005) at
2:34-38. In view of these citations, Kennedy taught selecting
one or more alternate (e.g., spare) boot processors by installing
those alternate boot processors into specific slots corresponding
to that alternate boot role on the backplane bus. A POSITA
would have been motivated to combine these disclosures from
Kalyanasundharam and Kennedy to improve the reliability of
Kalyanasundharam’s system by providing fault tolerance and
high availability in the event that the boot processor fails before
a reboot occurs. See Wolfe Decl. (Ex. 1003) § 181. It was well
within the skill of a POSITA to modify Kalyanasundharam’s
system by Kennedy in this manner, and thus this combination of
Kalyanasundharam and Kennedy would have been expected to
succeed. /d. Accordingly, Kalyanasundharam as modified by
Kennedy taught this claim limitation. /d.
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[13] The method of claim

9 further comprising:
during system boot-up,
system firmware

identifying the spare
processor and holding said
spare processor in reserve
as a hot spare.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing a BIOS
responsible for identifying a spare processor and holding the
same in reserve as a hot spare. For example, Kalyanasundharam
taught identifying a spare processor and holding the spare
processor in reserve as a hot spare for at least the same reasons
provided above in connection with claim 1. Even if
Kalyanasundharam did not explicitly disclose doing so via
system firmware, Kalyanasundharam as modified by Kennedy
would have rendered this claim limitation obvious to a POSITA.
For example, according to Kennedy, “central boot ROM 150
comprises a read-only-memory with the basic input/output
system (BIOS) instruction set for an INTEL 80486 or 80386
microprocessor. Accordingly, in the present embodiment, at
least one CPU connected to the 64-bit bus is, or emulates, an
INTEL 80486 or 80386 microprocessor in order to boot the
system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central system
boot ROM 150 accessible by all processors...may be used by
the operating system.” Kennedy (Ex. 1005) at 9:1-5. “[TThe
CPU1 120 controls the system again and begins the operating
system boot process.” Id. at 9:53-55. “The alternate boot
processors...can execute the boot code in the central boot
ROM 150”. /Id. at 10:42-45. The BIOS was a very well-known
example of firmware. Wolfe Decl. (Ex. 1003) ] 182. In view of
the above citations and this common knowledge, a POSITA
would have understood that Kennedy’s BIOS constitutes
firmware responsible for identifying a spare processor and
holding the same in reserve as a hot spare. /d. A POSITA would
have been motivated to combine these disclosures from
Kalyanasundharam and Kennedy to achieve cost savings by
performing these tasks with firmware instead of using additional
hardware. See id. It was well within the skill of a POSITA to
modify Kalyanasundharam’s system by Kennedy in this
manner, and thus this combination of Kalyanasundharam and
Kennedy would have been expected to succeed. /d.
Accordingly, Kalyanasundharam as modified by Kennedy
would have rendered the subject matter of claim 13 obvious to a
POSITA. /d.
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[14] The method of claim
9 further comprising:
during system boot-up,
system firmware booting
the spare processor as an
active spare.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing a BIOS
responsible for booting the spare processor as an active spare.
For example, Kalyanasundharam taught booting the spare
processor as an active spare for at least the same reasons
provided above in connection with claim 6. Even if
Kalyanasundharam did not explicitly disclose doing so via
system firmware, Kalyanasundharam as modified by Kennedy
would have rendered this claim limitation obvious to a POSITA.
For example, according to Kennedy, “central boot ROM 150
comprises a read-only-memory with the basic input/output
system (BIOS) instruction set for an INTEL 80486 or 80386
microprocessor. Accordingly, in the present embodiment, at
least one CPU connected to the 64-bit bus is, or emulates, an
INTEL 80486 or 80386 microprocessor in order to boot the
system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central system
boot ROM 150 accessible by all processors...may be used by
the operating system.” Kennedy (Ex. 1005) at 9:1-5. “[TThe
CPU1 120 controls the system again and begins the operating
system boot process.” /d. at 9:53-55. “The alternate boot
processors...can execute the boot code in the central boot
ROM 150”. /d. at 10:42-45. The BIOS was a very well-known
example of firmware. Wolfe Decl. (Ex. 1003) q 183. In view of
the above citations and this common knowledge, a POSITA
would have understood that Kennedy’s BIOS constitutes
firmware responsible for booting the spare processor as an
active spare. /d. A POSITA would have been motivated to
combine these disclosures from Kalyanasundharam and
Kennedy to enable Kalyanasundharam’s system to dynamically
modify the activity of spare processors (e.g., between active
spare and hot spare) to increase efficiency and/or throughput.
See id. It was well within the skill of a POSITA to modify
Kalyanasundharam’s system by Kennedy in this manner, and
thus this combination of Kalyanasundharam and Kennedy
would have been expected to succeed. /d. Accordingly,
Kalyanasundharam as modified by Kennedy would have
rendered the subject matter of claim 14 obvious to a POSITA.
Id.

[15] The method of claim
9 wherein system
firmware performs said
changing operation.

Kalyanasundharam as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by disclosing a BIOS
included in an IOSM responsible for changing the role of boot
processor to the spare processor. Kalyanasundharam taught

Page 480 of 1042




performing the changing operation for at least the same reasons
provided above in connection with claim 9. Even if
Kalyanasundharam did not explicitly disclose doing so via
system firmware, Kalyanasundharam as modified by Kennedy
would have rendered this claim limitation obvious to a POSITA.
For example, Kennedy taught that each CPU includes a slot
selection (sometimes referred to as “SS”) logic for selecting
which CPU is designated as the boot processor. “In general, the
slot select logic 148 on the default boot CPU allows this CPU to
boot.” Kennedy (Ex. 1005) at 10:29-31, FIG. 3. Kennedy’s
input/output services module (“IOSM?) is responsible for
changing the role of boot processor to the spare processor in
conjunction with the CPUs’ slot selection logic. See id. at 6:36-
38, FIG. 3. For example, “[a]ny other slot selection circuits on
CPUs installed in the system have a corresponding slot selection
line from the IOSM 108.” Id. As demonstrated by FIG. 3 of
Kennedy reproduced below, Kennedy’s IOSM includes the
BIOS.
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The BIOS was a very well-known example of firmware. Wolfe
Decl. (Ex. 1003) q 184. In view of the above citations and this
common knowledge, a POSITA would have understood that
that Kennedy’s BIOS, which constitutes firmware, is
responsible for changing the role of boot processor to the spare
processor in conjunction with the CPUs’ slot selection logic.
See id. A POSITA would have been motivated to combine these
disclosures from Kalyanasundharam and Kennedy to achieve
cost savings by performing the change operation with firmware
instead of using additional hardware. See id. It was well within
the skill of a POSITA to modify Kalyanasundharam’s system by
Kennedy in this manner, and thus this combination of
Kalyanasundharam and Kennedy would have been expected to
succeed. /d. Accordingly, Kalyanasundharam as modified by
Kennedy would have rendered the subject matter of claim 15
obvious to a POSITA.
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Appendix B

This claim chart compares claims 1-6 and 9-15 to U.S. Patent No. 7,085,959 to Safford (“Safford™)
(Ex. 1004) and U.S. Patent No. 5,450,576 to Kennedy (“Kennedy”) (Ex. 1005). Safford qualifies
as prior art under at least 35 U.S.C. §§ 102(a) and 102(e) and is a valid prior-art reference for the
purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). Kennedy qualifies as
prior art under at least 35 U.S.C. §§ 102(a), 102(b), and 102(e) and is a valid prior-art reference for
the purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a).

The table below reflects Ground 2 presented in the corresponding Request for Reexamination.
Further, corroborated evidence reflecting the perspective knowledge of a person having ordinary
skill in the art at the time of the invention of the ‘781 Patent (a “POSITA”) is provided through the

declaration of Wolfe (Ex. 1003).

Safford (Ex. 1004)

Kennedy (Ex. 1005)

[1.pre] A system comprising:

Safford disclosed a computer system. For example, Safford
disclosed that “a computer system employs lock stepped
processor cores that operate in a master/check pair.” Safford
(Ex. 1004) at 2:55-57.

[1.1] a  plurality of
processors;

Safford disclosed a plurality of processors included in the
computer system. For example, Safford taught that “a computer
system employs lock stepped processor cores that operate in a
master/check pair. Each of two processors in the pair processes
the same code sequences, and the resulting outputs of the
processors are compared by a logic circuit located near external
interfaces of the two processors.” Safford (Ex. 1004) at 2:55-
60. “For example, the node controller 130 may store the
architected state of the processors 111, 113, 121, 123, 125, and
127, either internally in the node controller 130, or in another
component of the computer system 100.” /d. at 4:6-10.
Accordingly, Safford disclosed a plurality of processors
included in the computer system.
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[1.2] data storage storing
information that assigns a
role of boot processor to one
of said plurality of processors
and assigns a role of spare
processor to another of said
plurality of processors; and

Safford disclosed, or at least rendered obvious, this limitation by
disclosing memory that stores the architected states of
microprocessors, including the designation of a hot standby
processor. For example, Safford taught that “the architected
states of each of the microprocessors 22 and 24 is copied from
the memory 25 into the microprocessors 22 and 24,
respectively.” Safford (Ex. 1004) at 2:2-4. “For example, the
node controller 130 may store the architected state of the
processors 111, 113, 121, 123, 125, and 127, either internally
in the node controller 130, or in another component of the
computer system 100.” /d. at 4:6-10. “To improve reliability of
processing assets, a computer system employs lock stepped
processor cores that operate in a master/check pair.” /d. at
2:55-57. “The processor 125 may be designated as a ‘hot
standby,’ and is sitting idle in lock step mode with the
processor 127. Should one of the processors 111, 113, 121, and
123 suffer an error, the hot standby processors 125, 127 may
be used to speed recovery from the resulting loss of lock step.”
Id. at 4:25-30. Accordingly, Safford described assigning the
roles of master and checker to certain processors and the role of
hot standby to another processor. See Wolfe Decl. (Ex. 1003)
187. Safford further described one pair of these processors
“operating in a lock step mode” as initially “appear[ing] to [a]
computer system...to be...a logical CPU 0” but later that
logical CPU 0 designation is reassigned to another processor.
See Safford (Ex. 1007) at 3:4-5, 4:52-53 (“The processor pair
125/127 then becomes the logical CPU 0 in the computer
system 100”). A POSITA would have recognized Safford’s
logical CPU 0 as being the designation used by computing
system 100 to identify its boot processor at least because, in
multi-processor system architectures like Safford’s, “logical
CPU 0” was commonly used to indicate that a processor had
been selected as a boot processor. See supra § 1.C.2; see also
Wolfe Decl. (Ex. 1003) q 187. Even if Safford is somehow
interpreted to lack an explicit disclosure of identifying which
processor was the boot processor, Safford as modified by
Kennedy would have stored information about the assigned
roles of boot processor and spare processor. See, e.g., Kennedy
(Ex. 1005) at 7:5-13. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]” then an alternate processor
“should take over boot operations to enhance availability of the
system.” Kennedy (Ex. 1005) at 7:9-13. In view of the above
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citations, Safford taught data storage that stores the architected
states, such as role assignments (e.g., master/checker), of paired
processors, and Kennedy taught that such assignments could be
the roles of boot processor and spare processor. See Wolfe Decl.
(Ex. 1003) 9 187. A POSITA would have been motivated to
combine these disclosures from Safford and Kennedy to
improve the reliability of Safford’s system by storing
information that assigns the roles of boot processor and spare
processor in case of a reboot. /d. It was well within the skill of a
POSITA to modify Safford’s system by Kennedy in this
manner, and thus this combination of Safford and Kennedy
would have been expected to succeed. /d. Accordingly, Safford
as modified by Kennedy taught data storage storing information
that assigns the role of boot processor to one of the processors
and assigns the role of spare processor to another one of the
processors. 1d.
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[1.3] logic operable,
responsive to detecting loss
of lockstep for said boot
processor, for transferring,
during system runtime, the
role of boot processor to said
spare processor,

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the failover of a processor
to a hot standby processor in response to a loss of lockstep. For
example, Safford taught that, “[u]sing the impending loss of
lock step signal, the computer system 100 may continue
operating (processing) using one of the processors 111 and
113 that did not experience an error.” Safford (Ex. 1004) at
3:27-30; “The six processors 111, 113, 121, 123, 125, and 127
operate in lock step (i.e., are processing code sequences). For
example, the processor 111 operates in lockstep with the
processor 113, and the processor 121 operates in lock step with
the processor 123 and the processor 125 operates in lock step
with the processor 127.” Id. at 4:19-24. “The processor 125 may
be designated as a ‘hot standby,’ and is sitting idle in lock step
mode with the processor 127. Should one of the processors 111,
113, 121, and 123 suffer an error, the hot standby processors
125, 127 may be used to speed recovery from the resulting
loss of lock step.” /d. at 4:25-30. “In block 210, the processor
111 signals the node controller 130 that the first processor pair
111/113 has broken lock step and that the first processor pair
111/113 should be taken ‘off-line.”” /d. at 4:37-40.
Accordingly, Safford described replacing a failed processor
with a hot spare processor in response to a loss of lockstep. See
Wolfe Decl. (Ex. 1003) 9 188. The ‘781 Patent notes that a
firmware component known as a processor abstraction layer
(PAL) “copies all the needed information from memory into the
internal registers of the hot spare processor so that the hot spare
processor becomes a new active processor, transforming the role
of the hot spare to boot processor.” Ex. 1001 at 17:57-61.
Safford disclosed this limitation through an identical process for
transferring the role of boot processor to the spare processor.
See Safford (Ex. 1004) at 32:29-32. For example, Safford taught
“moving an architected state of the processor unit
experiencing the loss of lock step to the spare processor unit,
wherein the spare processor unit becomes an active
processor unit in the computer system.” /d. In view of these
citations and the knowledge that a boot processor was a
common component in computer systems (e.g., Safford’s
system), a POSITA would have understood Safford as
disclosing the failover of a boot processor to a hot spare
processor in response to a loss of lockstep. See supra § 1.C.2;
see also Wolfe Decl. (Ex. 1003) § 188. However, even if Safford
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did not explicitly identify the failed processor as having been
the boot processor, Safford as modified by Kennedy would have
performed boot processor failover. See, e.g., Kennedy (Ex.
1005) at 7:5-13. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]” then an alternate processor
“should take over boot operations to enhance availability of the
system.” /d. In view of the above citations, Safford taught logic
that causes its system to replace a failed processor with a hot
spare processor in response to a loss of lockstep, and Kennedy
taught logic that causes its system to fail over the boot processor
to an alternate processor. See Wolfe Decl. (Ex. 1003) ] 188. A
POSITA would have been motivated to combine these
disclosures from Safford and Kennedy to improve the reliability
of Safford’s system by providing fault tolerance and high
availability in the event that the boot processor fails before a
reboot occurs. /d. It was well within the skill of a POSITA to
modify Safford’s system by Kennedy in this manner, and thus
this combination of Safford and Kennedy would have been
expected to succeed. /d. Accordingly, Safford as modified by
Kennedy taught logic operable for transferring the role of boot
processor to the spare processor during system runtime in
response to detecting loss of lockstep for the boot processor. /d.

[1.4] wherein said another of
said plurality of processors
that is assigned said role of
spare processor is held in
reserve as a hot spare
processor until said loss of
lockstep is detected for said
boot processor.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the failover to a hot
standby processor that is sitting idle until the loss of lockstep.
For example, Safford taught that “[t[he processor 125 may be
designated as a ‘hot standby,’ and is sitting idle in lock step
mode with the processor 127. Should one of the processors 111,
113, 121, and 123 suffer an error, the hot standby processors
125, 127 may be used to speed recovery from the resulting loss
of lock step.” Safford (Ex. 1004). at 4:25-30. Accordingly,
Safford as modified by Kennedy taught that the processor
assigned the role of spare is held in reserve until a loss of
lockstep is detected.
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[2] The system of claim 1
wherein said data storage is
non-volatile data storage.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing memory that stores the
architected states of microprocessors. For example, as explained
above in connection with claim 1, Safford as modified by
Kennedy disclosed data storage storing information that assigns
the role of boot processor to one of the processors and assigns
the role of spare processor to another one of the processors.
Even if Safford did not explicitly identify the data storage as
being non-volatile data storage, Safford as modified by
Kennedy would have included non-volatile data storage that
stores information about the assignments of the boot processor
and the spare processor. For example, “[tlhe CPU1 120 has a
corresponding non-volatile memory 123 which contains
configuration information and CPU specific initialize and self
test code (ISTC) for the CPU1 120[.]” Kennedy (Ex. 1005),
5:15-18. From these disclosures, a POSITA would have
understood that the data storage that stores the information
assigning the roles of boot processor and spare processor
included non-volatile memory. See Wolfe Decl. (Ex. 1003)
189. Accordingly, Safford as modified by Kennedy would have
rendered the subject matter of claim 2 obvious to a POSITA. /d.
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[3] The system of claim 1
further comprising: a user
interface operable to receive
input specifying said one of
said plurality of processors to
be assigned said role of boot
processor.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the selection of a
processor type to boot the system. In other words, even if
Safford did not explicitly disclose a user interface that receives
input specifying the processor assigned the role of boot
processor, Safford as modified by Kennedy would have
rendered this claim limitation obvious to a POSITA. For
example, Kennedy taught selecting which processor among
multiple processors is to boot the system. See Kennedy (Ex.
1005) at 4:33-34. Specifically, “other processor types may be
selected to boot the system with a corresponding change in the
boot ROM 150, as well known in the art.” /d. It was well known
in the art that the act of selecting processor roles in computer
systems (e.g., master/slave designations, distinct duty
assignments or permissions in asymmetric multiprocessor
configurations, etc.) is often performed via user interfaces. See
Wolfe Decl. (Ex. 1003) § 190. Based on this common
knowledge in the art, a POSITA would have understood
Kennedy’s disclosure about selecting the processor to boot the
system as including a boot processor selection made by input
received via a user interface. /d. A POSITA would have been
motivated to modify Safford by Kennedy and this common
knowledge in the art to enable a user to select which processor
is to boot the system via a user interface. /d. It was well within
the skill of a POSITA to modify Safford’s system by Kennedy
in this manner, and thus this combination of Safford and
Kennedy would have been expected to succeed. /d.
Accordingly, Safford as modified by Kennedy and this common
knowledge in the art would have rendered the subject matter of
claim 3 obvious to a POSITA. /d.
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[4] The system of claim 1
further comprising: a user
interface operable to receive
input specifying said another
of said plurality of processors
to be assigned said role of
spare processor.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by implicitly disclosing the selection of
a processor type that does not boot the system. In other words,
even if Safford did not explicitly disclose a user interface that
receives input specifying the processor assigned the role of
spare processor, Safford as modified by Kennedy would have
rendered this claim limitation obvious to a POSITA. For
example, Kennedy taught selecting which processor among
multiple processors is to boot the system. See Kennedy (Ex.
1005) at 4:33-34. Specifically, “other processor types may be
selected to boot the system with a corresponding change in the
boot ROM 150, as well known in the art.” /d. at 4:33-34. It was
well known in the art that the act of selecting processor roles in
computer systems (e.g., master/slave designations, distinct duty
assignments or permissions in asymmetric multiprocessor
configurations, etc.) is often performed via user interfaces. See
Wolfe Decl. (Ex. 1003) § 191. Based on this common
knowledge in the art, a POSITA would have understood
Kennedy’s disclosure of selecting the processor to boot the
system as including a spare processor selection (e.g., one of the
alternate processors not selected as the boot processor) made by
input received via a user interface. /d. A POSITA would have
been motivated to modify Safford by Kennedy and this common
knowledge in the art to enable a user to select, via a user
interface, which processor is to serve as a spare to the boot
processor. /d. It was well within the skill of a POSITA to
modify Safford’s system by Kennedy in this manner, and thus
this combination of Safford and Kennedy would have been
expected to succeed. /d. Accordingly, Safford as modified by
Kennedy and this common knowledge in the art would have
rendered the subject matter of claim 4 obvious to a POSITA. /d.
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[S] The system of claim 1
wherein each of said plurality
of processors is a processor
module that includes a master
processor and a slave
processor.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the selection of a
processor type to boot the system. For example, Safford taught
that “a computer system employs lock stepped processor cores
that operate in a master/check pair.” Safford (Ex. 1004) at
2:55-57. “The processors operate as pairs when in lock step
(i.e., the processors 111 and 113 are a pair; the processors 121
and 123 are a second pair ; and the processors 125 and 127 are a
third pair). From the node controller’s perspective, each pair of
processors appears as a single (logical) processor.” /d. at 3:57-
63. Accordingly, Safford as modified by Kennedy taught a
plurality of processor modules that each include a master
processor and a slave processor. See Wolfe Decl. (Ex. 1003) q
192.

[6] The system of claim 1
wherein said another of said
plurality of processors that is
assigned said role of spare
processor is an active spare
before being transferred said
role of boot processor.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing a spare processor being
active before a role transfer. For example, Safford taught that
“the processor 111 signals the node controller 130 that the first
processor pair 111/113 has broken lock step and that the first
processor pair 111/113 should be taken ‘off-line.’” Safford (Ex.
1004) at 4:37-40. “In block 230, the node controller 130
‘reboots’ the processors 111 and 113, and the processors 111
and 113 become the new ‘hot standby”’ processor pair on the
system 100.” /d. at 4:57-60. Safford also taught that “the spare
processor unit becomes an active processor unit in the
computer system” /d., claim 1. In view of the above citations, a
POSITA would have understood Safford as disclosing that a
spare processor can be active before a role transfer. See Wolfe
Decl. (Ex. 1003) § 193. Moreover, a POSITA would have
understood that the role at issue could be the boot processor
assignment in view of Safford as modified by Kennedy for at
least the same reasons provided above in connection with claim
1. Id. A POSITA would have been motivated to combine these
disclosures from Safford and Kennedy to improve the reliability
of Safford’s system by providing high availability through
active and/or inactive spare processors. /d. It was well within
the skill of a POSITA to modify Safford’s system by Kennedy
in this manner, and thus this combination of Safford and
Kennedy would have been expected to succeed. /d.
Accordingly, Safford as modified by Kennedy taught that the
spare processor is an active spare before being transferred the
role of boot processor. /d.
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[9.pre] A method Safford disclosed a method. “An apparatus, operating on an
comprising: advanced multi-core processor architecture, and a corresponding
method, are used to enhance recovery from loss of lock step in
a multi-processor computer system.” Safford (Ex. 1004),
Abstract.
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[9.1] assigning a role of boot
processor to one of a plurality
of processors in a system;

Safford disclosed, or at least rendered obvious, this limitation by
disclosing the architected states of microprocessors that operate
as a master/checker pair as well as the designation of the logical
CPU 0. For example, Safford taught that “the architected states
of each of the microprocessors 22 and 24 is copied from the
memory 25 into the microprocessors 22 and 24, respectively.”
Safford (Ex. 1004) at 2:2-4. “For example, the node controller
130 may store the architected state of the processors 111,
113, 121, 123, 125, and 127, either internally in the node
controller 130, or in another component of the computer system
100.” Id. at 4.6-10. “To improve reliability of processing assets,
a computer system employs lock stepped processor cores that
operate in a master/check pair.” Id. at 2:55-57. Accordingly,
Safford described assigning the roles of master and checker to
certain processors. See Wolfe Decl. (Ex. 1003) q 194. Safford
further described one pair of these processors “operating in a
lock step mode” as initially “appear[ing] to [a] computer
system...to be...alogical CPU 0” but later that logical CPU 0
designation is reassigned to another processor. See Safford (Ex.
1007) at 3:4-5, 4:52-53 (“The processor pair 125/127 then
becomes the logical CPU 0 in the computer system 1007). A
POSITA would have recognized Safford’s logical CPU 0 as
being the designation used by computing system 100 to identify
its boot processor at least because, in multi-processor system
architectures like Safford’s, “logical CPU 0” was commonly
used to indicate that a processor had been selected as a boot
processor. See supra § 1.C.2; see also Wolfe Decl. (Ex. 1003)
194. However, even if Safford is interpreted as not explicitly
identifying which processor was the boot processor, Safford as
modified by Kennedy would have assigned the role of boot
processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example,
Kennedy taught that, “if this ‘default’ boot processor fails[,]”
then an alternate processor “should take over boot operations to
enhance availability of the system.” /d. at 7:9-13. In view of the
above citations, Safford taught assigning roles (e.g.,
master/checker) to paired processors, and Kennedy taught that
one such assignment could be the role of boot processor. See
Wolfe Decl. (Ex. 1003) q 194. A POSITA would have been
motivated to combine these disclosures from Safford and
Kennedy to improve the reliability of Safford’s system by
assigning the role of boot processor to a certain processor in
case of a reboot. /d. It was well within the skill of a POSITA to
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modify Safford’s system by Kennedy in this manner, and thus
this combination of Safford and Kennedy would have been
expected to succeed. /d. Accordingly, Safford as modified by
Kennedy taught assigning a role of boot processor to one of a
plurality of processors in a system. /d.

[9.2] assigning a role spare
processor to another of said
plurality of processors;

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the designation of a hot
standby processor. For example, Safford taught that “[t]he
processor 125 may be designated as a ‘hot standby,’ and is
sitting idle in lock step mode with the processor 127. Should
one of the processors 111, 113, 121, and 123 suffer an error, the
hot standby processors 125, 127 may be used to speed
recovery from the resulting loss of lock step.” Safford (Ex.
1004) at 4:25-30. Accordingly, Safford as modified by Kennedy
taught assigning a role of spare processor to another one of the
plurality of processors in the system. /d.
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[9.3] responsive to detecting
loss of lockstep for said boot
processor, changing, during
system runtime, the
assignment of the role of boot
processor to said spare
processor; and

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing failing over a processor to
a hot standby processor in response to a loss of lockstep. For
example, Safford taught that, “[u]sing the impending loss of
lock step signal, the computer system 100 may continue
operating (processing) using one of the processors 111 and
113 that did not experience an error.” Safford (Ex. 1004) at
3:27-30. “The processor 125 may be designated as a ‘hot
standby,’ and is sitting idle in lock step mode with the
processor 127. Should one of the processors 111, 113, 121, and
123 suffer an error, the hot standby processors 125, 127 may
be used to speed recovery from the resulting loss of lock
step.” Id. at 4:25-30. “In block 210, the processor 111 signals
the node controller 130 that the first processor pair 111/113
has broken lock step and that the first processor pair 111/113
should be taken ‘off-line.”” /d. at 4:37-40. Accordingly, Safford
described replacing a failed processor with a hot spare processor
in response to a loss of lockstep. See id. at 3:27-30, 4:37-54.
The ‘781 Patent notes that a firmware component known as a
processor abstraction layer (PAL) “copies all the needed
information from memory into the internal registers of the hot
spare processor so that the hot spare processor becomes a new
active processor, transforming the role of the hot spare to boot
processor.” Ex. 1001 at 17:57-61. Safford disclosed this claim
limitation through an identical process for transferring the role
of boot processor to the spare processor. Safford (Ex. 1004) at
32:29-32. For example, Safford taught “moving an architected
state of the processor unit experiencing the loss of lock step
to the spare processor unit, wherein the spare processor unit
becomes an active processor unit in the computer system.”
1d. In view of this disclosure and the knowledge that a boot
processor was a common component in computer systems (e.g.,
Safford’s system), a POSITA would have understood Safford as
disclosing the failover of a boot processor to a hot spare
processor in response to a loss of lockstep. See supra § 1.C.2;
see also Wolfe Decl. (Ex. 1003) § 195. However, even if Safford
is not interpreted as explicitly identifying the failed processor
as having been the boot processor, Safford as modified by
Kennedy would have performed boot processor failover. See,
e.g., Kennedy (Ex. 1005) at 7:5-13. In view of the above
citations, Safford taught replacing a failed processor with a hot
spare processor in response to a loss of lockstep, and Kennedy
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taught failing over the boot processor to an alternate processor.
See Wolfe Decl. (Ex. 1003) ] 195. A POSITA would have been
motivated to combine these disclosures from Safford and
Kennedy to improve the reliability of Safford’s system by
providing high availability in the event that the boot processor
fails before a reboot occurs. /d. It was well within the skill of a
POSITA to modify Safford’s system by Kennedy in this
manner, and thus this combination of Safford and Kennedy
would have been expected to succeed. Id. Accordingly, Safford
as modified by Kennedy taught changing, during system
runtime, the assigned role of boot processor to the spare

processor in response to loss of lockstep for the boot processor.
Id.
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[9.4] responsive to changing
the assignment of the role of
boot processor to said spare
processor, an  operating
system of the system
recognizing  said  spare
processor as the boot
processor without requiring
shutdown of said operating
system.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the improved availability
of processor assets to avoid a computer system crash and by
disclosing a central boot ROM that is used by the operating
system and stores the boot code executed in conjunction with
the operating system to boot the system. For example, in
focusing on “improv[ing] availability of the processor assets of
the computer system”, Safford notes that “loss of lock step, if
not promptly corrected, may cause the computer system 18 to
crash.” Safford (Ex. 1004) at 3:21-22, 1:45-47. Even if Safford
did not explicitly disclose an operating system that recognizes
the spare processor as the boot processor without requiring
shutdown, Safford as modified by Kennedy would have
rendered this claim limitation obvious to a POSITA. For
example, according to Kennedy, “a central system boot ROM
150 accessible by all processors...may be used by the operating
system.” Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120
controls the system again and begins the operating system boot
process.” Id. at 9:53-55. “The alternate boot processors...can
execute the boot code in the central boot ROM 150”. /d. at
10:42-45. A POSITA would have understood that, because
Kennedy’s central boot ROM 150 is used by the operating
system and stores the boot code executed in conjunction with
the operating system to boot the system, the operating system
would recognize the spare processor as the boot processor after
failover without requiring shutdown of the operating system,
especially if Kennedy is to achieve its objective of providing
fault tolerance and high availability. See Kennedy (Ex. 1005) at
9:1-5, 9:53-55, 10:42-45; see also Wolfe Decl. (Ex. 1003) 1 196.
This conclusion of a POSITA’s understanding is also supported
by Safford’s objective of avoiding system crashes. See Safford
(Ex. 1004) at 3:21-22, 1:45-47. A POSITA would have been
motivated to combine these disclosures from Safford and
Kennedy to improve the reliability of Safford’s system by
providing fault tolerance and high availability in the event that
the boot processor fails before a reboot occurs. See Wolfe Decl.
(Ex. 1003) 9 196. It was well within the skill of a POSITA to
modify Safford’s system by Kennedy in this manner, and thus
this combination of Safford and Kennedy would have been
expected to succeed. /d. Accordingly, Safford as modified by
Kennedy would have rendered obvious to a POSITA an
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operating system that recognizes the spare processor as the boot
processor without requiring shutdown. /d.

[10] Claim 10 recites subject matter that is substantially similar to
Claim 2 and is therefore rendered obvious for the same reasons
as Claim 2 above.

[11] Claim 11 recites subject matter that is substantially similar to

Claim 2 and is therefore rendered obvious for the same reasons
as Claim 2 above.

[12] The method of claim 9
further comprising [12.1]
determining at least one
processor that is coupled to a
common communication bus
with said one of said plurality
processors assigned to the
role of boot processor; and

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing a determinization that the
alternate processor is installed in one of the slots of a backplane
bus and that the boot processor is installed in another one of the
slots of the backplane bus. Even if Safford did not explicitly
disclose determining a processor that is coupled to a common
communication bus with the boot processor, Safford as
modified by Kennedy would have determined that the alternate
processor and the boot processor are coupled to the same
backplane bus. For example, according to Kennedy, “the system
has a centrally accessible memory, a default boot central
processing unit installed in a first slot on the backplane bus,
and may also have one or more alternate boot central
processing units installed in a second slot on the backplane
bus.” Kennedy (Ex. 1005) at 2:34-38. In view of these citations,
Kennedy taught that the boot processor and the alternate boot
processors are installed in specific slots along the same
backplane bus. Based on this disclosure from Kennedy, a
POSITA would have understood that any alternate processor
installed in one of the slots of the backplane bus would have
been coupled to a common communication bus with the boot
processor. See Wolfe Decl. (Ex. 1003)  197. As a result, any
form of identifying such an alternate processor would constitute
a determination of an alternate processor coupled to a common
communication bus with the boot processor. /Id. A POSITA
would have been motivated to combine these disclosures from
Kennedy with Safford to improve the communication
capabilities of Safford’s system for fault tolerance and high
availability. /d. It was well within the skill of a POSITA to
modify Safford’s system by Kennedy in this manner, and thus
this combination of Safford and Kennedy would have been
expected to succeed. /d. Accordingly, Safford as modified by
Kennedy taught this claim limitation. /d.
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[12.2] selecting said another
of said plurality of processors
to be assigned the role of
spare processor from said
determined at least one
processor

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing the selection of one or
more alternate (e.g., spare) boot processors by installing the
alternate boot processor into a specific slot corresponding to the
alternate boot role on the backplane bus. Even if Safford did not
explicitly disclose selecting the processor coupled to the
common communication bus as the spare processor, Safford as
modified by Kennedy would have selected the alternate
processor installed in the same backplane bus as the boot
processor to be the spare. For example, according to Kennedy,
“the system has a centrally accessible memory, a default boot
central processing unit installed in a first slot on the
backplane bus, and may also have one or more alternate boot
central processing units installed in a second slot on the
backplane bus.” Kennedy (Ex. 1005) at 2:34-38. A POSITA
would have been motivated to combine these disclosures from
Kennedy with Safford to improve the reliability of Safford’s
system by providing fault tolerance and high availability in the
event that the boot processor fails before a reboot occurs. See
Wolfe Decl. (Ex. 1003) 4 198. It was well within the skill of a
POSITA to modify Safford’s system by Kennedy in this
manner, and thus this combination of Safford and Kennedy
would have been expected to succeed. Id. Accordingly, Safford
as modified by Kennedy taught this claim limitation. /d.
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[13] The method of claim 9
further comprising: during
system  boot-up, system
firmware identifying the
spare processor and holding
said spare processor in
reserve as a hot spare.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing a BIOS responsible for
identifying a spare processor and holding the same in reserve as
a hot spare. Safford taught identifying a spare processor and
holding the spare processor in reserve as a hot spare for at least
the same reasons provided above in connection with claim 1.
Even if Safford did not explicitly disclose doing so via system
firmware, Safford as modified by Kennedy would have rendered
this claim limitation obvious to a POSITA. For example,
according to Kennedy, “central boot ROM 150 comprises a
read-only-memory with the basic input/output system (BIOS)
instruction set for an INTEL 80486 or 80386 microprocessor.
Accordingly, in the present embodiment, at least one CPU
connected to the 64-bit bus is, or emulates, an INTEL 80486 or
80386 microprocessor in order to boot the system.” Kennedy
(Ex. 1005) at 4:25-33. “[A] central system boot ROM 150
accessible by all processors...may be used by the operating
system.” Kennedy (Ex. 1005) at 9:1-5. “[T]The CPU1 120
controls the system again and begins the operating system boot
process.” Id. at 9:53-55. “The alternate boot processors...can
execute the boot code in the central boot ROM 150”. /d. at
10:42-45. The BIOS was a very well-known example of
firmware. Wolfe Decl. (Ex. 1003) § 199. In view of the above
citations and this common knowledge, a POSITA would have
understood that Kennedy’s BIOS constitutes firmware
responsible for identifying a spare processor and holding the
same in reserve as a hot spare. /d. A POSITA would have been
motivated to combine these disclosures from Safford and
Kennedy to achieve cost savings by performing these tasks with
firmware instead of using additional hardware. See id. It was
well within the skill of a POSITA to modify Safford’s system
by Kennedy in this manner, and thus this combination of
Safford and Kennedy would have been expected to succeed. /d.
Accordingly, Safford as modified by Kennedy would have
rendered the subject matter of claim 13 obvious to a POSITA.
1d.
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[14] The method of claim 9
further comprising: during
system  boot-up, system
firmware booting the spare
processor as an active spare.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing a BIOS responsible for
booting the spare processor as an active spare. Safford taught
booting the spare processor as an active spare for at least the
same reasons provided above in connection with claim 6. Even
if Safford did not explicitly disclose doing so via system
firmware, Safford as modified by Kennedy would have rendered
this claim limitation obvious to a POSITA. For example,
according to Kennedy, “central boot ROM 150 comprises a
read-only-memory with the basic input/output system (BIOS)
instruction set for an INTEL 80486 or 80386 microprocessor.
Accordingly, in the present embodiment, at least one CPU
connected to the 64-bit bus is, or emulates, an INTEL 80486 or
80386 microprocessor in order to boot the system.” Kennedy
(Ex. 1005) at 4:25-33. “[A] central system boot ROM 150
accessible by all processors...may be used by the operating
system.” Kennedy (Ex. 1005) at 9:1-5. “[TThe CPU1 120
controls the system again and begins the operating system boot
process.” Id. at 9:53-55. “The alternate boot processors...can
execute the boot code in the central boot ROM 150”. /d. at
10:42-45. The BIOS was a very well-known example of
firmware. Wolfe Decl. (Ex. 1003) q 200. In view of the above
citations and this common knowledge, a POSITA would have
understood that Kennedy’s BIOS constitutes firmware
responsible for booting the spare processor as an active spare.
1d. A POSITA would have been motivated to combine these
disclosures from Safford and Kennedy to enable Safford’s
system to dynamically modify the activity of spare processors
(e.g., between active spare and hot spare) to increase efficiency
and/or throughput. See id. It was well within the skill of a
POSITA to modify Safford’s system by Kennedy in this
manner, and thus this combination of Safford and Kennedy
would have been expected to succeed. Id. Accordingly, Safford
as modified by Kennedy would have rendered the subject matter
of claim 14 obvious to a POSITA. /d.

[15] The method of claim 9

wherein system firmware
performs said changing
operation.

Safford as modified by Kennedy disclosed, or at least rendered
obvious, this limitation by disclosing a BIOS included in an
IOSM responsible for changing the role of boot processor to the
spare processor. Safford taught performing the changing
operation for at least the same reasons provided above in
connection with claim 9. Even if Safford did not explicitly
disclose doing so via system firmware, Safford as modified by
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Kennedy would have rendered this claim limitation obvious to a
POSITA. For example, Kennedy taught that each CPU includes
a slot selection (sometimes referred to as “SS”) logic for selecting
which CPU is designated as the boot processor. “In general, the
slot select logic 148 on the default boot CPU allows this CPU to
boot.” Kennedy (Ex. 1005) at 10:29-31, FIG. 3. Kennedy’s
input/output services module (“IOSM”) is responsible for
changing the role of boot processor to the spare processor in
conjunction with the CPUs’ slot selection logic. See id. at 6:36-
38, FIG. 3. For example, “[a]ny other slot selection circuits on
CPUs installed in the system have a corresponding slot selection
line from the IOSM 108.” Id. As demonstrated by FIG. 3 of
Kennedy reproduced below, Kennedy’s IOSM includes the
BIOS.
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The BIOS was a very well-known example of firmware. Wolfe
Decl. (Ex. 1003) §201. In view of the above citations and this
common knowledge, a POSITA would have understood that
that Kennedy’s BIOS, which constitutes firmware, is
responsible for changing the role of boot processor to the spare
processor in conjunction with the CPUs’ slot selection logic. /d.
A POSITA would have been motivated to combine these
disclosures from Safford and Kennedy to achieve cost savings
by performing the change operation with firmware instead of
using additional hardware. See id. It was well within the skill of
a POSITA to modify Safford’s system by Kennedy in this
manner, and thus this combination of Safford and Kennedy
would have been expected to succeed. /d. Accordingly, Safford
as modified by Kennedy would have rendered the subject matter
of claim 15 obvious to a POSITA.
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Appendix C

This claim chart compares claims 1-6 and 9-15 to U.S. Patent No. 5,450,576 to Kennedy et al.
(“Kennedy™) (Ex. 1005) in view of U.S. Patent Publication No. 2004/0123201 to Nguyen et al.
(“Nguyen”) (Ex. 1008) and Fox U.S. Patent No. 7,251,746 to Fox (“Fox™) (Ex. 1006). Kennedy
qualifies as prior art under at least 35 U.S.C. §§ 102(a), 102(b), and 102(e) and is a valid prior-art
reference for the purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). Nguyen
qualifies as prior art under at least 35 U.S.C. §§ 102(a) and 102(e) and is a valid prior-art reference
for the purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). Fox qualifies as
prior art under at least 35 U.S.C. §§ 102(e) and is a valid prior-art reference for the purpose of
establishing an obviousness rejection under 35 U.S.C. § 103(a).

The table below reflects Ground 3 presented in the corresponding Request for Reexamination.
Further, corroborated evidence reflecting the perspective knowledge of a person having ordinary
skill in the art at the time of the invention of the ‘781 Patent (a “POSITA”) is provided through the
declaration of Wolfe (Ex. 1003).

Kennedy (Ex. 1005)

Nguyen (Ex. 1008)
Fox (Ex. 1006)

[1.pre] A system Kennedy disclosed a system. For example, Kennedy taught

comprising: “multiprocessor computer systems.” Kennedy (Ex. 1005) at 1:14-15.
[1.1] a plurality Kennedy disclosed this limitation by disclosing multiprocessor
of processors; computer systems that enable a boot processor to fail over to an

alternate processor. For example, Kennedy taught “multiprocessor
computer systems.” Kennedy (Ex. 1005) at 1:14-15. Kennedy’s
disclosure “relates to a method and apparatus to automatically control
the determination of which processor in the system will boot the
system.” /d. at 1:15-17. Kennedy further disclosed that, “[i]f the boot
processor fails, control automatically shifts to an alternate
processor.” Id. at 1:17-19. Accordingly, Kennedy taught a plurality of
processors.
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[1.2] data
storage storing
information that
assigns a role of
boot processor to
one of said
plurality of
processors and
assigns a role of
spare processor
to another of
said plurality of
processors; and

Kennedy disclosed, or at least rendered obvious, this limitation by
disclosing memories that hold configuration information about
processors that are assigned the roles of boot processor and spare
processor. For example, Kennedy taught that “[t]he CPU ISTC
memories hold configuration information.” Kennedy (Ex. 1005) at
7:33-35. Kennedy also taught that, “[a]s previously explained, the
ISTC memory associated with each CPU contains...configuration
information about the CPU. Thus, the boot CPU determines how
many CPUs are present on the bus.” /d. at 9:16-21. Kennedy further
taught that, “if this ‘default’ boot processor fails[,]” then an alternate
processor “should take over boot operations to enhance availability of
the system.” Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy
taught that “one default boot CPU is designated to boot the system,
and if this CPU fails, control transfers automatically to an alternate
processor.” Id. at 2:17-21. In view of the above citations, Kennedy
taught memories that store CPU configuration information that
includes the roles of boot processor and alternate processor in the
system. See Wolfe Decl. (Ex. 1003) 9 204. Accordingly, Kennedy
taught data storage storing information that assigns the role of boot
processor to one of the processors and assigns the role of spare
processor to another one of the processors. /d.
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[1.3] logic
operable,
responsive to
detecting loss of
lockstep for said
boot processor,
for transferring,
during system
runtime, the role
of boot processor
to said spare
processor,

Kennedy as modified by Nguyen disclosed, or at least rendered
obvious, this limitation by disclosing the transfer of the boot processor
role to the alternate processor in response to a loss of lockstep. For
example, Kennedy taught that, “if this ‘default’ boot processor
fails[,]” then an alternate processor “should take over boot
operations to enhance availability of the system.” Kennedy (Ex. 1005)
at 7:9-13. In addition, Kennedy taught that “one default boot CPU is
designated to boot the system, and if this CPU fails, control
transfers automatically to an alternate processor.” /d. at 2:17-21.
Even if Kennedy did not explicitly identify the boot processor’s
failure as being a loss of lockstep, Kennedy as modified by Nguyen
would have detected a loss of lockstep. See, e.g., Nguyen (Ex. 1008) 9
[0008], [0024], [0054]-[0055]. For example, Nguyen taught that
“[e]xecution cores 120 operate in lock step.” Nguyen (Ex. 1008) 9
[0024]. “FRC-hardware compares results generated by each core,
and if a discrepancy is detected, the FRC system passes control to an
error-handling routine.” /d. § [0006]. “However, for FRC-enabled
processors, such errors are likely to be manifested as FRC errors,
since they take the execution cores out of lock-step.” /d. 4 [0008].
“[E]ach execution core may include a status bit that is set if an error is
detected. The master execution core may check this bit to determine
if it has also generated an error.” /d. § [0050]. Accordingly, Nguyen
described detecting a loss of lockstep. In view of the above citations,
Kennedy taught logic that causes its system to replace the boot
processor with an alternate processor in response to a failure of the
boot processor, and Nguyen taught detecting an error (i.e., a loss of
lockstep). See Wolfe Decl. (Ex. 1003) §205. A POSITA would have
been motivated to combine these disclosures from Kennedy and
Nguyen to improve the reliability of Kennedy’s system by providing
fault tolerance and high availability in the event that the boot
processor fails through a loss of lockstep. Id. It was well within the
skill of a POSITA to modify Kennedy’s system by Nguyen in this
manner, and thus this combination of Kennedy and Nguyen would
have been expected to succeed. /d. Accordingly, Kennedy as modified
by Nguyen taught logic operable for transferring the role of boot
processor to the spare processor during system runtime in response to
detecting loss of lockstep for the boot processor. /d.
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[1.4] wherein
said another of
said plurality of
processors that is
assigned said
role of spare
processor is held
in reserve as a
hot spare
processor until
said loss of
lockstep is
detected for said
boot processor.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing the transfer of the boot
processor role to the spare processor in response to detecting loss of
lockstep and by disclosing the automatic failover to a hot spare
processor. For example, Kennedy as modified by Nguyen taught a
spare processor that assumes the role of boot processor in response to
a loss of lockstep for at least the reasons provided above. Even if
Kennedy did not explicitly identify the spare processor as having been
a hot spare processor that is held in reserve, Kennedy as modified by
Nguyen and Fox would have transferred the role of boot processor to a
hot spare processor. See, e.g., Fox (Ex. 1006), Abstract. For example,
according to Fox, “[t]he invention provides a substantially seamless
transfer of executing processes from the failing processor to the
replacement processor, without halting the execution of the operating
system (OS) and/or applications on the overall MP. That is, a failing
processor is able to automatically fail-over to a hot-spare processor
without affecting the OS or executing applications.” Fox (Ex. 1000) at
4:16-23. In view of the above citations, Kennedy as modified by
Nguyen and Fox disclosed, or at least rendered obvious, transferring
the role of boot processor to a hot spare processor during system
runtime in response to detecting loss of lockstep for the boot
processor. See Wolfe Decl. (Ex. 1003) §206. A POSITA would have
been motivated to combine these disclosures from Kennedy, Nguyen,
and Fox to decrease delays in failing over from the boot processor to
the spare processor. /d. It was well within the skill of a POSITA to
modify Kennedy’s system by Nguyen and Fox in this manner, and
thus this combination of Kennedy, Nguyen, and Fox would have been
expected to succeed. /d. Accordingly, Kennedy as modified by
Nguyen and Fox taught that the processor assigned the role of spare is
held in reserve as a hot spare processor until the loss of lockstep is
detected for the boot processor. /d.
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[2] The system
of claim 1
wherein said
data storage is
non-volatile data
storage.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing non-volatile memory
that stores the configuration information in the system. For example,
as explained above in connection with claim 1, Kennedy as modified
by Nguyen and Fox taught data storage storing information that
assigns the role of boot processor to one of the processors and assigns
the role of spare processor to another one of the processors. Kennedy
further taught that “[t]he CPU1 120 has a corresponding non-volatile
memory 123 which contains configuration information and CPU
specific initialize and self test code (ISTC) for the CPU1 120.”
Kennedy (Ex. 1005), 5:15-18. From these disclosures, a POSITA
would have understood that the data storage that stores the
information assigning the roles of boot processor and spare processor
included non-volatile memory. See Wolfe Decl. (Ex. 1003) § 207.
Accordingly, Kennedy as modified by Nguyen and Fox would have
rendered the subject matter of claim 2 obvious to a POSITA. /d.
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[3] The system
of claim 1
further
comprising: a
user interface
operable to
receive input
specifying said
one of said
plurality of
processors to be
assigned said
role of boot
processor.

Kennedy as modified by Nguyen, Fox, and common knowledge in the
art rendered obvious this limitation by disclosing the selection of a
processor type to boot the system. In other words, even if Kennedy did
not explicitly disclose a user interface that receives input specifying
the processor assigned the role of boot processor, Kennedy as
modified by Nguyen, Fox, and common knowledge in the art would
have rendered this claim limitation obvious to a POSITA. For
example, Kennedy taught selecting which processor among multiple
processors is to boot the system. See Kennedy (Ex. 1005) at 4:33-34.
Specifically, “other processor types may be selected to boot the
system with a corresponding change in the boot ROM 150, as well
known in the art.” /d. It was well known in the art that the act of
selecting processor roles in computer systems (e.g., master/slave
designations, distinct duty assignments or permissions in asymmetric
multiprocessor configurations, etc.) is often performed via user
interfaces. See Wolfe Decl. (Ex. 1003) q 208. Based on this common
knowledge in the art, a POSITA would have understood Kennedy’s
disclosure of selecting the processor to boot the system as including a
boot processor selection made by input received via a user interface.
1d. A POSITA would have been motivated to modify Kennedy by
Nguyen, Fox, and this common knowledge in the art to enable a user
to select which processor is to boot the system via a user interface. /d.
It was well within the skill of a POSITA to modify Kennedy’s system
by Nguyen, Fox, and the common knowledge in this manner, and thus
this combination of Kennedy, Nguyen, Fox, and the common
knowledge would have been expected to succeed. Id. Accordingly,
Kennedy as modified by Nguyen, Fox, and this common knowledge in
the art would have rendered the subject matter of claim 3 obvious to a
POSITA. /d.
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[4] The system
of claim 1
further
comprising: a
user interface
operable to
receive input
specifying said
another of said
plurality of
processors to be
assigned said
role of spare
processor.

Kennedy as modified by Nguyen, Fox, and common knowledge in the
art rendered obvious this limitation by implicitly disclosing the
selection of a processor type that does not boot the system. In other
words, even if Kennedy did not explicitly disclose a user interface that
receives input specifying the processor assigned the role of spare
processor, Kennedy as modified by Nguyen, Fox, and common
knowledge in the art would have rendered this claim limitation
obvious to a POSITA. For example, Kennedy taught selecting which
processor among multiple processors is to boot the system. See
Kennedy (Ex. 1005) at 4:33-34. Specifically, “other processor types
may be selected to boot the system with a corresponding change in
the boot ROM 150, as well known in the art.” /d. at 4:33-34. It was
well known in the art that the act of selecting processor roles in
computer systems (e.g., master/slave designations, distinct duty
assignments or permissions in asymmetric multiprocessor
configurations, etc.) is often performed via user interfaces. See Wolfe
Decl. (Ex. 1003) 4 209. Based on this common knowledge in the art, a
POSITA would have understood Kennedy’s disclosure of selecting the
processor to boot the system as including a spare processor selection
(e.g., one of the alternate processors not selected as the boot
processor) made by input received via a user interface. /d. A POSITA
would have been motivated to modify Kennedy by Nguyen, Fox, and
this common knowledge in the art to enable a user to select, via a user
interface, which processor is to serve as a spare to the boot processor.
Id. A POSITA would have been motivated to modify Kennedy by
Nguyen, Fox, and this common knowledge in the art to enable a user
to select, via a user interface, which processor is to serve as a spare to
the boot processor. /d. It was well within the skill of a POSITA to
modify Kennedy’s system by Nguyen, Fox, and the common
knowledge in this manner, and thus this combination of Kennedy,
Nguyen, Fox, and the common knowledge would have been expected
to succeed. Id. Accordingly, Kennedy as modified by Nguyen, Fox,
and this common knowledge in the art would have rendered the
subject matter of claim 4 obvious to a POSITA. /d.
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[5] The system
of claim 1
wherein each of
said plurality of
processors is a
processor
module that
includes a master
processor and a
slave processor.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing multicore processors
that each include master and slave execution cores. Even if Kennedy
did not explicitly disclose that each of its processors is a processor
module that includes master and slave processors, Kennedy as
modified by Nguyen and Fox would have incorporated processor
modules that each include master and slave execution cores. For
example, Nguyen “relates to microprocessors and, in particular, to
mechanisms for handling errors in FRC-enabled processors.”
Nguyen (Ex. 1008) 9 [0002]. Nguyen also taught “a mechanism for
handling recoverable and non-recoverable errors in multi-core
processors.” /d. 9 [0058]. “Processor 110 includes first and second
execution cores 120(a), 120(b).” /d. q [0020]. “For one embodiment,
one of execution cores may be designated as the master core and the
other as the slave core when processor 10 is operating in FRC
mode.” Id. 9 [0047]. In view of the above citations, Kennedy as
modified by Nguyen and Fox taught multicore processor modules that
each include master and slave execution cores. See Wolfe Decl. (Ex.
1003) §210. A POSITA would have been motivated to combine these
disclosures from Kennedy, Nguyen, and Fox to improve the spatial
efficiency of Kennedy’s system by consolidating the amount of space
occupied by the processors. Id. It was well within the skill of a
POSITA to modify Kennedy’s system by Nguyen and Fox in this
manner, and thus this combination of Kennedy, Nguyen, and Fox
would have been expected to succeed. /d. Accordingly, Kennedy as
modified by Nguyen and Fox taught that each processor is a processor
module including a master processor and a slave processor.
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[6] The system
of claim 1
wherein said
another of said
plurality of
processors that is
assigned said
role of spare
processor is an
active spare
before being
transferred said
role of boot
processor.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing the spare as active
before the role of boot processor is transferred. Even if Kennedy did
not explicitly disclose that the alternate processor is an active spare
before being transferred the role of boot processor, Kennedy as
modified by Nguyen and Fox would have included the alternate
processor as an active spare before being transferred the role of boot
processor. For example, Fox’s BIOS “brings the standby processor
out of the held-off state and into an active state.” Fox (Ex. 1006) at
7:8-10. In view of this disclosure, Kennedy as modified by Nguyen
and Fox taught that the alternate processor is an active spare before
being transferred the role of boot processor. See Wolfe Decl. (Ex.
1003) §211. A POSITA would have been motivated to combine these
disclosures from Kennedy, Nguyen, and Fox to improve the usage
and/or efficiency of the processors in the system. /d. It was well
within the skill of a POSITA to modify Kennedy’s system by Nguyen
and Fox in this manner, and thus this combination of Kennedy,
Nguyen, and Fox would have been expected to succeed. /d.
Accordingly, Kennedy as modified by Nguyen and Fox taught that the
spare is active before being transferred the role of boot processor. /d.
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[7] The system
of claim 1
further
comprising: an
operating
system, wherein,
responsive to the
logic transferring
the role of boot
processor to the
spare processor,
the operating
system
recognizes the
spare processor
as the boot
processor.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing the failover to a hot
spare processor without affecting the OS or executing applications.
Even if Kennedy did not explicitly disclose an operating system that
recognizes the spare processor as the boot processor after the role
transfer, Kennedy as modified by Nguyen and Fox would have
rendered this claim limitation obvious to a POSITA. For example, Fox
taught that “[t]he invention provides a substantially seamless transfer
of executing processes from the failing processor to the replacement
processor, without halting the execution of the operating system
(OS) and/or applications on the overall MP. That is, a failing
processor is able to automatically fail-over to a hot-spare processor
without affecting the OS or executing applications.” Fox (Ex. 10006)
at 4:16-25. Fox also taught that, “once the spare processor has been
successfully brought on line, the BIOS (table) is updated and the OS
[and] bus controllers...are messaged to change their configurations
to reflect a processor change from the failing processor to the
spare processor.” Id. at 8:10-14. “Control is then returned to the
OS, which updates the ‘active’ processor list and allocates the
threads that were running on the failing processor to the hot-
spare processor.” Id., Abstract, 3:28-31, 6:64-67. In view of the
above citations, a POSITA would have understood that, because Fox’s
failing processor automatically fails over to a hot spare processor
without affecting the operating system and then control is returned to
the operating system which updates the “active” processor list, the
operating system would recognize the spare processor as having
assumed the role of the failing processor after the role transfer. See
Wolfe Decl. (Ex. 1003) q 212. Or at the very least, Kennedy as
modified by Nguyen and Fox would have rendered the subject matter
of claim 7 obvious to a POSITA due at least in part to Fox’s failing
processor automatically being replaced by a hot spare processor
without affecting the operating system and then having control
returned to the operating system which updates the “active” processor
list. /d. It was well within the skill of a POSITA to modify Nguyen’s
system by Kennedy and Fox in this manner, and thus this combination
of Kennedy, Nguyen, and Fox would have been expected to succeed.
1d.
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[8] The system
of claim 1
wherein said
plurality of
processors are
Itanium
Processor
Family (IPF)
processors.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing IPF processors. Even if
Kennedy did not explicitly disclose that its processors are IPF
processors, Kennedy as modified by Nguyen and Fox would have
included IPF processors. For example, Nguyen taught that “[o]ne
embodiment of the recovery mechanism employs code that is closely
associated with the processor. For example, the Itanium Processor
Family of Intel Corporation employs a layer of firmware called
processor abstraction layer (PAL), which provides an abstraction of
the processor to the rest of the computing system.” Nguyen (Ex. 1008)
9 [0045]. In view of the above citations, Kennedy as modified by
Nguyen and Fox taught that the processors would have been IPF
processors. See Wolfe Decl. (Ex. 1003) §213. A POSITA would have
been motivated to combine these disclosures from Kennedy, Nguyen,
and Fox to improve the spatial efficiency of the system by
consolidating the processors into the multicore processor package
used by the IPF. /d. It was well within the skill of a POSITA to
modify Kennedy’s system by Nguyen and Fox in this manner, and
thus this combination of Kennedy, Nguyen, and Fox would have been
expected to succeed. /d. Accordingly, Kennedy as modified by
Nguyen and Fox taught this claim limitation.

[9.pre] A
method
comprising:

Kennedy disclosed a method. For example, Kennedy taught “a
method and apparatus to automatically control the determination of
which processor in the system will boot the system.” Kennedy (Ex.
1005) at 1:15-17.

[9.1] assigning a
role of boot
processor to one
of a plurality of
processors in a
system,;

Kennedy disclosed, or at least rendered obvious, this limitation by
disclosing a processor that is assigned the role of boot processor in a
multiprocessor system. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]” then an alternate processor “should
take over boot operations to enhance availability of the system.”
Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that “one
default boot CPU is designated to boot the system, and if this CPU
fails, control transfers automatically to an alternate processor.” /d. at
2:17-21. Kennedy also taught “multiprocessor computer systems.”
Id. at 1:14-15. In view of the above citations, Kennedy taught
assigning the role of boot processor to one of the processors in the
system. See Wolfe Decl. (Ex. 1003) 4 214. Accordingly, Kennedy
taught assigning the role of boot processor to one of the processors in
the system. /d.
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[9.2] assigning a
role spare
processor to
another of said
plurality of
processors;

Kennedy disclosed, or at least rendered obvious, this limitation by
disclosing a processor that is assigned the role of alternate processor in
a multiprocessor system. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]” then an alternate processor “should
take over boot operations to enhance availability of the system.”
Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that “one
default boot CPU is designated to boot the system, and if this CPU
fails, control transfers automatically to an alternate processor.” /d. at
2:17-21. Kennedy also taught “multiprocessor computer systems.”
Id. at 1:14-15. In view of the above citations, Kennedy taught
assigning the role of alternate processor to one of the processors in the
system. See Wolfe Decl. (Ex. 1003) § 215. Accordingly, Kennedy
taught assigning the role of spare processor to one of the processors in
the system. /d.
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[9.3] responsive
to detecting loss
of lockstep for
said boot
processor,
changing, during
system runtime,
the assignment
of the role of
boot processor to
said spare
processor; and

Kennedy as modified by Nguyen disclosed, or at least rendered
obvious, this limitation by disclosing the replacement of the boot
processor with the alternate processor in response to a loss of lockstep
for the boot processor. For example, Kennedy taught that, “if this
‘default’ boot processor fails[,]” then an alternate processor “should
take over boot operations to enhance availability of the system.”
Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that “one
default boot CPU is designated to boot the system, and if this CPU
fails, control transfers automatically to an alternate processor.” /d.
at 2:17-21. Even if Kennedy did not explicitly identify the boot
processor’s failure as being a loss of lockstep, Kennedy as modified
by Nguyen would have detected a loss of lockstep. See, e.g., Nguyen
(Ex. 1008) 9 [0008], [0024], [0054]-[0055]. For example, Nguyen
taught that “[e]xecution cores 120 operate in lock step.” Nguyen (Ex.
1008) q [0024]. “FRC-hardware compares results generated by each
core, and if a discrepancy is detected, the FRC system passes control
to an error-handling routine.” /d. q [0006]. “However, for FRC-
enabled processors, such errors are likely to be manifested as FRC
errors, since they take the execution cores out of lock-step.” /d. §
[0008]. “[E]ach execution core may include a status bit that is set if an
error is detected. The master execution core may check this bit to
determine if it has also generated an error.” /d. § [0050].
Accordingly, Nguyen described detecting a loss of lockstep. In view
of the above citations, Kennedy taught replacing the boot processor
with an alternate processor in response to a failure of the boot
processor, and Nguyen taught detecting an error (i.e., a loss of
lockstep). See Wolfe Decl. (Ex. 1003) §216. A POSITA would have
been motivated to combine these disclosures from Kennedy and
Nguyen to improve the reliability of Kennedy’s system by providing
fault tolerance and high availability in the event that the boot
processor fails through a loss of lockstep. Id. It was well within the
skill of a POSITA to modify Kennedy’s system by Nguyen in this
manner, and thus this combination of Kennedy and Nguyen would
have been expected to succeed. /d. Accordingly, Kennedy as modified
by Nguyen taught changing the assignment of the role of boot
processor to the spare processor during system runtime in response to
detecting loss of lockstep for the boot processor. /d.
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[9.4] responsive
to changing the
assignment of
the role of boot
processor to said
spare processor,
an operating
system of the
system
recognizing said
spare processor
as the boot
processor
without
requiring
shutdown of said
operating
system.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing the failover to a hot
spare processor without affecting the OS or executing applications.
Even if Kennedy did not explicitly disclose an operating system that
recognizes the spare processor as the boot processor after the role
transfer, Kennedy as modified by Nguyen and Fox would have
rendered this claim limitation obvious to a POSITA. For example, Fox
taught that “[t]he invention provides a substantially seamless transfer
of executing processes from the failing processor to the replacement
processor, without halting the execution of the operating system
(OS) and/or applications on the overall MP. That is, a failing
processor is able to automatically fail-over to a hot-spare processor
without affecting the OS or executing applications.” Fox (Ex.
1006), 4:16-25. Fox also taught that, “once the spare processor has
been successfully brought on line, the BIOS (table) is updated and
the OS [and] bus controllers...are messaged to change their
configurations to reflect a processor change from the failing
processor to the spare processor.” /d. 8:10-14. “Control is then
returned to the OS, which updates the ‘active’ processor list and
allocates the threads that were running on the failing processor to
the hot-spare processor.” /d., Abstract, 3:28-31, 6:64-67. In view of
these citations, a POSITA would have understood that, because Fox’s
failing processor automatically fails over to a hot spare processor
without affecting the operating system and then control is returned to
the operating system which updates the “active” processor list, the
operating system would recognize the spare processor as having
assumed the role of the failing processor after failover. See Wolfe
Decl. (Ex. 1003) §217. Or at the very least, Kennedy as modified by
Nguyen and Fox would have rendered this subject matter obvious to a
POSITA due at least in part to Fox’s failing processor automatically
failing over to a hot spare processor without affecting the operating
system or applications. /d. It was well within the skill of a POSITA to
modify Kennedy’s system by Nguyen and Fox in this manner, and
thus this combination of Kennedy, Nguyen, and Fox would have been
expected to succeed. /d.

[10]

Claim 10 recites subject matter that is substantially similar to Claim 2
and is therefore rendered obvious for the same reasons as Claim 2
above.

[11]

Claim 11 recites subject matter that is substantially similar to Claim 2
and is therefore rendered obvious for the same reasons as Claim 2
above.
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[12] The method
of claim 9
further
comprising
[12.1]
determining at
least one
processor that is
coupled to a
common
communication
bus with said
one of said
plurality
processors
assigned to the
role of boot
processor; and

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing the processors assigned
the roles of boot processor and spare processor as being coupled to a
common communication bus. For example, Kennedy taught that “the
system has a centrally accessible memory, a default boot central
processing unit installed in a first slot on the backplane bus, and
may also have one or more alternate boot central processing units
installed in a second slot on the backplane bus.” Kennedy (Ex. 1005)
at 2:34-38. Based on this disclosure from Kennedy, a POSITA would
have understood that any alternate processor installed in one of the
slots of the backplane bus would have been coupled to a common
communication bus with the boot processor. See Wolfe Decl. (Ex.
1003) 4/ 218. As a result, any form of identifying such an alternate
processor would constitute a determination of an alternate processor
coupled to a common communication bus with the boot processor. /d.
Accordingly, Kennedy as modified by Nguyen and Fox taught this
claim limitation. /d.

[12.2] selecting
said another of
said plurality of
processors to be
assigned the role
of spare
processor from
said determined
at least one
processor

Kennedy as modified by Nguyen and Fox taught assigning the role of
spare to a certain processor for at least the reasons provided above in
connection with claim 1. Moreover, Kennedy as modified by Nguyen
and Fox taught determining that the spare processor is coupled to the
common communication bus for at least the same reasons provided
above in connection with this claim. Accordingly, Kennedy as
modified by Nguyen and Fox taught selecting a processor coupled to
the common communication bus to be assigned the role of spare. See
Wolfe Decl. (Ex. 1003) § 219.
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[13] The method
of claim 9
further
comprising:
during system
boot-up, system
firmware
identifying the
spare processor
and holding said
spare processor
in reserve as a
hot spare.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing a BIOS responsible for
identifying a spare processor and holding the same in reserve as a hot
spare. As explained above in connection with claim 1, Kennedy as
modified by Nguyen and Fox taught that the processor assigned the
role of spare is held in reserve as a hot spare processor until the loss of
lockstep is detected for the boot processor. Moreover, according to
Kennedy, “central boot ROM 150 comprises a read-only-memory with
the basic input/output system (BIOS) instruction set for an INTEL
80486 or 80386 microprocessor. Accordingly, in the present
embodiment, at least one CPU connected to the 64-bit bus is, or
emulates, an INTEL 80486 or 80386 microprocessor in order to boot
the system.” Kennedy (Ex. 1005) at 4:25-33. “[A] central system boot
ROM 150 accessible by all processors...may be used by the operating
system.” Kennedy (Ex. 1005) at 9:1-5. “[T]he CPU1 120 controls the
system again and begins the operating system boot process.” /d. at
9:53-55. “The alternate boot processors...can execute the boot code
in the central boot ROM 150”. /d. at 10:42-45. The BIOS was a very
well-known example of firmware. Wolfe Decl. (Ex. 1003) §220. In
view of the above citations and this common knowledge, a POSITA
would have understood that Kennedy’s BIOS constitutes firmware
responsible for identifying a spare processor and holding the same in
reserve as a hot spare. Id. Accordingly, Kennedy as modified by
Nguyen and Fox would have rendered the subject matter of claim 13
obvious to a POSITA. /d.
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[14] The method
of claim 9
further
comprising:
during system
boot-up, system
firmware
booting the spare
processor as an
active spare.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing a BIOS responsible for
booting the spare processor as an active spare. As explained above in
connection with claim 6, Kennedy as modified by Nguyen and Fox
taught that that the spare is active before being transferred the role of
boot processor. Moreover, according to Kennedy, “central boot ROM
150 comprises a read-only-memory with the basic input/output
system (BIOS) instruction set for an INTEL 80486 or 80386
microprocessor. Accordingly, in the present embodiment, at least one
CPU connected to the 64-bit bus is, or emulates, an INTEL 80486 or
80386 microprocessor in order to boot the system.” Kennedy (Ex.
1005) at 4:25-33. “[A] central system boot ROM 150 accessible by
all processors...may be used by the operating system.” Kennedy (Ex.
1005) at 9:1-5. “[T]he CPU1 120 controls the system again and begins
the operating system boot process.” /d. at 9:53-55. “The alternate
boot processors...can execute the boot code in the central boot
ROM 150”. Id. at 10:42-45. The BIOS was a very well-known
example of firmware. Wolfe Decl. (Ex. 1003) §221. In view of the
above citations and this common knowledge, a POSITA would have
understood that Kennedy’s BIOS constitutes firmware responsible for
booting the spare processor as an active spare. Id. Accordingly,
Kennedy as modified by Nguyen and Fox would have rendered the
subject matter of claim 14 obvious to a POSITA. /d.

[15] The method
of claim 9
wherein system
firmware
performs said
changing
operation.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing a BIOS included in an
IOSM responsible for changing the role of boot processor to the spare
processor. As explained above in connection with claim 9, Kennedy as
modified by Nguyen and Fox taught performing the changing
operation. Moreover, Kennedy taught that each CPU includes a slot
selection (sometimes referred to as “SS”) logic for selecting which
CPU is designated as the boot processor. “In general, the slot select
logic 148 on the default boot CPU allows this CPU to boot.” Kennedy
(Ex. 1005) at 10:29-31, FIG. 3. Kennedy’s input/output services
module (“IOSM”) is responsible for changing the role of boot
processor to the spare processor in conjunction with the CPUs’ slot
selection logic. See id. at 6:36-38, FIG. 3. For example, “[a]ny other
slot selection circuits on CPUs installed in the system have a
corresponding slot selection line from the IOSM 108.” Id. As
demonstrated by FIG. 3 of Kennedy reproduced below, Kennedy’s
IOSM includes the BIOS.
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The BIOS was a very well-known example of firmware. Wolfe Decl.
(Ex. 1003) 9 222. In view of the above citations and this common
knowledge, a POSITA would have understood that that Kennedy’s
BIOS, which constitutes firmware, is responsible for changing the role
of boot processor to the spare processor in conjunction with the CPUs’
slot selection logic. /d. Accordingly, Kennedy as modified by Nguyen
and Fox would have rendered the subject matter of claim 15 obvious
to a POSITA. /d.

[16][16.pre] A

Kennedy disclosed a system. For example, Kennedy taught

system “multiprocessor computer systems.” Kennedy (Ex. 1005) at 1:14-15.
comprising;

[16.1] a plurality Kennedy as modified by Nguyen disclosed, or at least rendered

of lockstep obvious, this limitation by disclosing multicore processors that each
processor include master and slave execution cores in lockstep. For example,

modules that
each includes a
master processor
and a slave
processor that is
in lockstep with
said master
processor;

Kennedy taught “multiprocessor computer systems.” Kennedy (Ex.
1005) at 1:14-15. Kennedy’s disclosure “relates to a method and
apparatus to automatically control the determination of which
processor in the system will boot the system.” /d. at 1:15-17.
Kennedy further disclosed that, “[i]f the boot processor fails, control
automatically shifts to an alternate processor.” /d. at 1:17-19. Even if
Kennedy did not explicitly disclose that each of its processors is a
processor module that includes master and slave processors in
lockstep, Kennedy as modified by Nguyen would have incorporated
processor modules that each include master and slave execution cores
in lockstep. For example, Nguyen “relates to microprocessors and, in
particular, to mechanisms for handling errors in FRC-enabled
processors.” Nouyen (Ex. 1008) 4 [0002]. Nguyen also taught “a
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mechanism for handling recoverable and non-recoverable errors in
multi-core processors.” /d. 9 [0058]. “Processor 110 includes first
and second execution cores 120(a), 120(b).” Id. 4 [0020]. “For one
embodiment, one of execution cores may be designated as the master
core and the other as the slave core when processor 10 is operating
in FRC mode.” Id. § [0047]. “Execution cores 120 operate in lock
step.” Id. at 9 [0024]. “FRC-hardware compares results generated
by each core, and if a discrepancy is detected, the FRC system
passes control to an error-handling routine.” /d. 9 [0006]. “However,
for FRC-enabled processors, such errors are likely to be manifested as
FRC errors, since they take the execution cores out of lock-step.”
1d. 9 [0008]. In view of the above citations, Kennedy as modified by
Nguyen taught multicore processor modules that each include master
and slave execution cores in lockstep. See Wolfe Decl. (Ex. 1003)
223. A POSITA would have been motivated to combine these
disclosures from Kennedy and Nguyen to improve the spatial
efficiency of Kennedy’s system by consolidating the amount of space
occupied by the processors. Id. It was well within the skill of a
POSITA to modify Kennedy’s system by Nguyen in this manner, and
thus this combination of Kennedy and Nguyen would have been
expected to succeed. /d. Accordingly, Kennedy as modified by
Nguyen taught a plurality of lockstep processor modules that each
include a master processor and a slave processor in lockstep with each
other. /d.

[16.2] a first
communication
bus with which
at least a first
two of said
plurality of
lockstep
processor
modules are
communicatively
coupled;

Kennedy as modified by Nguyen disclosed, or at least rendered
obvious, this limitation by disclosing the processors assigned the roles
of boot processor and spare processor as being coupled to a common
communication bus. For example, Kennedy taught that “the system
has a centrally accessible memory, a default boot central processing
unit installed in a first slot on the backplane bus, and may also have
one or more alternate boot central processing units installed in a
second slot on the backplane bus.” Kennedy (Ex. 1005) at 2:34-38. In
view of these citations, Kennedy as modified by Nguyen taught that
the boot processor and the alternate processor are installed in slots on
the backplane bus. See Wolfe Decl. (Ex. 1003) ] 224. In other words,
Kennedy’s backplane bus is communicatively coupled to the boot
processor and alternate processor. See id. Accordingly, Kennedy as
modified by Nguyen taught a first communication bus with which at
least a first two of the plurality of lockstep processor modules are
communicatively coupled. /d.

[16.3] a second
communication

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing the processors as being
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bus with which
at least a second
two of said
plurality of
lockstep
processor
modules are
communicatively
coupled;

interconnected with each other via system buses, processor-to-
processor buses, and control buses. As explained above in connection
with this claim, Kennedy taught a backplane bus that is
communicatively coupled to the boot processor and alternate
processor. Even if Kennedy did not explicitly disclose a second
communication bus with which at least a second two of the lockstep
processor modules are communicatively coupled, Kennedy as
modified by Nguyen and Fox would have rendered this claim
limitation obvious to a POSITA. For example, Fox taught that “[a]
system bus 110 connects the memory controller 107 and other
components to IA-32 processors 120, 122, via bridges 112, and
processor buses 114. The IA-32 processors 120, 122 and the bridges
112 are grouped at nodes 111.” Fox (Ex. 1006) at 5:9-12, FIG. 1. “In
one alternate implementation, processors 120, 122 are
interconnected to each other via processor-to-processor buses
203.” /d. at 5:41-43. “Processors 120, 122 are also connected to
bridge (bus controller) 207 via individual control buses 205.” /d. at
5:43-45. In view of these citations, Kennedy as modified by Nguyen
and Fox taught a plurality of processors that are interconnected to each
over via two or more different buses (e.g., system bus 110, processor-
to-processor buses 203, and individual control buses 205). See Wolfe
Decl. (Ex. 1003) ] 225. As further demonstrated by FIG. 1 of Fox
reproduced below, Fox’s system includes various processors that are
communicatively coupled to one another via multiple communication
buses.
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A POSITA would have been motivated to combine these disclosures
from Kennedy and Nguyen and Fox to provide multiple
communication channels and/or mechanisms for communicating with
the processors. See Wolfe Decl. (Ex. 1003) § 225. It was well within
the skill of a POSITA to modify Kennedy’s system by Nguyen and
Fox in this manner, and thus this combination of Kennedy, Nguyen,
and Fox would have been expected to succeed. /d. Accordingly,
Kennedy as modified by Nguyen and Fox taught a second
communication bus with which at least a second two of the plurality
of lockstep processor modules are communicatively coupled. /d.c

[16.4] data
storage storing
information that
assigns a role of
boot processor to
one of said
plurality of
processors and
assigns a role of
spare processor
to another of
said plurality of
processors,
wherein said
spare processor
is
communicatively
coupled to the
same one of said
first and second
communication
buses as said
boot processor.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by disclosing memories that hold
configuration information about processors that are assigned the roles
of boot processor and spare processor and communicatively coupled
to the same communication bus. For example, Kennedy taught that
“[t}he CPU ISTC memories hold configuration information.”
Kennedy (Ex. 1005) at 7:33-35. Kennedy also taught that, “[a]s
previously explained, the ISTC memory associated with each CPU
contains...configuration information about the CPU. Thus, the
boot CPU determines how many CPUs are present on the bus.” /d. at
9:16-21. Kennedy further taught that, “if this ‘default’ boot processor
fails[,]” then an alternate processor “should take over boot
operations to enhance availability of the system.” Kennedy (Ex. 1005)
at 7:9-13. In addition, Kennedy taught that “one default boot CPU is
designated to boot the system, and if this CPU fails, control transfers
automatically to an alternate processor.” Id. at 2:17-21. Kennedy’s
“system has a centrally accessible memory, a default boot central
processing unit installed in a first slot on the backplane bus, and
may also have one or more alternate boot central processing units
installed in a second slot on the backplane bus.” Kennedy (Ex. 1005)
at 2:34-38. In view of the above citations, Kennedy as modified by
Nguyen and Fox taught memories that store CPU configuration
information that includes the roles of boot processor and alternate
processor, which are assigned to processors coupled to the same
communication bus. See Wolfe Decl. (Ex. 1003) § 226. Accordingly,
Kennedy as modified by Nguyen and Fox taught data storage storing
information that assigns the role of boot processor to one of the
processors and assigns the role of spare processor to another one of
the processors, wherein the boot processor and the spare processor are
coupled to the same communication bus. /d.
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[17]

Claim 17 recites subject matter that is substantially similar to claim
15, which depends from claim 9, and is therefore rendered obvious for
the same reasons as claim 15 in view of claim 9 above.

[18]

Claim 18 recites subject matter that is substantially similar to claim
15, which depends from claim 9, and is therefore rendered obvious for
the same reasons as claim 15 in view of claim 9 above.

[19]

Claim 19 recites subject matter that is substantially similar to claim 3
and is therefore rendered obvious for the same reasons as claim 3
above.

[20]

Claim 20 recites subject matter that is substantially similar to claim 4
and is therefore rendered obvious for the same reasons as claim 4
above.

[21] The system
of claim 20
wherein said
user interface
presents for
selection as said
spare processor
at least one
processor that is
communicatively
to the same one
of said first and
second
communication
buses as said
boot processor.

Kennedy as modified by Nguyen and Fox disclosed, or at least
rendered obvious, this limitation by implicitly disclosing the selection
of a processor type that does not boot the system. For example,
Kennedy as modified by Nguyen and Fox taught a spare processor that
is communicatively coupled to the same communication bus as the
boot processor for at least the same reasons provided above in
connection with claim 16. Kennedy as modified by Nguyen and Fox
also rendered obvious user interfaces that facilitate selecting the spare
processor for at least the same reasons provided above in connection
with claim 4. Accordingly, for at least the same reasons provided
above in connection with claims 4 and 16, Kennedy as modified by
Nguyen and Fox would have rendered the subject matter of claim 21
obvious to a POSITA. See Wolfe Decl. (Ex. 1003) §227.

[22]

Claim 22 recites subject matter that is substantially similar to claim 13
and is therefore rendered obvious for the same reasons as claim 13
above.

[23]

Claim 23 recites subject matter that is substantially similar to claim 14
and is therefore rendered obvious for the same reasons as claim 14
above.

[24]

Claim 24 recites subject matter that is substantially similar to claim 8
and is therefore rendered obvious for the same reasons as claim 8
above.

[25]

Claim 25 recites subject matter that is substantially similar to claim 16
and is therefore rendered obvious for the same reasons as claim 16
above.
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[26]

Claim 26 recites subject matter that is substantially similar to claim 18
and is therefore rendered obvious for the same reasons as claim 18
above.

[27]

Claim 27 recites subject matter that is substantially similar to claims 3
and 19 and is therefore rendered obvious for the same reasons as
claims 3 and 19 above.

[28]

Claim 28 recites subject matter that is substantially similar to claims 4
and 20 and is therefore rendered obvious for the same reasons as
claims 4 and 20 above.

[29]

Claim 29 recites subject matter that is substantially similar to a
limitation of claim 1 and is therefore rendered obvious for the same
reasons as that limitation of claim 1 above.

[30]

Claim 30 recites subject matter that is substantially similar to portions
of claims 9 and 13-15 and is therefore rendered obvious for the same
reasons as claims 9 and 13-15 above.
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Appendix D

This claim chart compares claims 1 and 6 to U.S. Patent No. 7,085,959 to Safford (“Safford™) (Ex.
1004) in light of U.S. Patent 5,491,788 to Cepulis et al. (“Cepulis”)(Ex. 1013). Safford qualifies as
prior art under at least 35 U.S.C. §§ 102(a) and 102(e) and is a valid prior-art reference for the
purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). Cepulis qualifies as
prior art under at least 35 U.S.C. §§ 102(a) and 102(b).

The table below reflects Ground 4 presented in the corresponding Request for Reexamination.
Further, corroborated evidence reflecting the perspective knowledge of a person having ordinary
skill in the art at the time of the invention of the ‘781 Patent (a “POSITA”) is provided through the
declaration of Wolfe (Ex. 1003).

Safford (Ex. 1004)
Cepulis (Ex. 1013)

example, Safford disclosed that “a computer
system employs lock stepped processor cores
that operate in a master/check pair.” Safford (Ex.
1004) at 2:55-57.

[1.1] a plurality of processors; Safford disclosed a plurality of processors
included in the computer system. For example,
Safford disclosed “a computer system employs
lock stepped processor cores that operate in a
master/check pair. Each of two processors in the
pair processes the same code sequences, and the
resulting outputs of the processors are compared
by a logic circuit located near external interfaces
of the two processors.” Safford (Ex. 1004) at
2:55-60. “For example, the node controller 130
may store the architected state of the processors
111, 113, 121, 123, 125, and 127, either
internally in the node controller 130, or in
another component of the computer system
100.” /d. at 4.6-10. Accordingly, Safford
disclosed a plurality of processors included in
the computer system.

[1.2] data  storage  storing Safford disclosed this limitation, whether
information that assigns a role of expressly or inherently, by disclosing memory
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boot processor to one of said
plurality of processors and assigns
a role of spare processor to another
of said plurality of processors; and

that stores the architected states of
microprocessors, including the designation of a
hot standby processor, and by disclosing the
logical CPU 0 designation. For example, Safford
disclosed “the architected states of each of the
microprocessors 22 and 24 is copied from the
memory 25 into the microprocessors 22 and 24,
respectively.” Safford (Ex. 1004) at 2:2-4. “For
example, the node controller 130 may store the
architected state of the processors 111, 113, 121,
123, 125, and 127, either internally in the node
controller 130, or in another component of the
computer system 100.” /d at 4:6-10. “To
improve reliability of processing assets, a
computer system employs lock stepped processor
cores that operate in a master/check pair.” /d. at
2:55-57. “The processor 125 may be designated
as a ‘hot standby,’ and is sitting idle in lock step
mode with the processor 127. Should one of the
processors 111, 113, 121, and 123 suffer an error,
the hot standby processors 125, 127 may be
used to speed recovery from the resulting loss of
lock step.” Id. at 4:25-30. Accordingly, Safford
described assigning the roles of master and
checker to certain processors and the role of hot
standby to another processor. See Wolfe Decl.
(Ex. 1003) q 230. Safford further described one
pair of these processors “operating in a lock step
mode” as initially “appear[ing] to [a] computer
system...to be...a logical CPU 0” but later that
logical CPU 0 designation is reassigned to
another processor. See Safford (Ex. 1007) at 3:4-
5, 4:52-53 (“The processor pair 125/127 then
becomes the logical CPU 0 in the computer
system 100”). A POSITA would have recognized
Safford’s logical CPU 0 as being the designation
used by computing system 100 to identify its boot
processor at least because, in multi-processor
system architectures like Safford’s, “logical CPU
0” was commonly used to indicate that a
processor had been selected as a boot processor.
See, e.g., Cepulis (Ex. 1013) at 2:52-64, see also
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Wolfe Decl. (Ex. 1003) § 230. For example,
during boot-processor selection,

If CPU PO is not functioning properly and cannot
perform even the most basic functions, it is
designated as inoperative. The hardware system
then awakens CPU P1 and repeats the process of
testing the CPU. If CPU P1 is operational, then it
is designated as CPU LO, and it boots the
remainder of the system. On the other hand, if
CPU P1 also fails, it is also given an inoperative
designation. The computer system then turns on
CPU P2, and repeats the process. The process
repeats until an operational microprocessor is
found to perform the CPU LO functions.!

Cepulis (Ex. 1013) at 2:52-64.

A POSITA would have also recognized “CPU 0”
and “CPU 1” as being physical designations
used by computing system 100 to identify
processors 111 and 113. The use of both logical
and physical designators by a computing system
is generally necessary when the role of boot
processor can be assigned and reassigned to a
processor regardless of its physical position
within a system. See Wolfe Decl. (Ex. 1003) §
230; see also Safford (Ex. 1007) at 4:52-53
(“The processor pair 125/127 then becomes the
logical CPU 0 in the computer system 100).
Thus, a POSITA would have understood
“logical CPU 0” to be the boot-processor
designation used by an operating system to
determine which of its processors is the boot
processor and/or to distinguish its boot processor
from its non-boot processors. See Wolfe Decl.
(Ex. 1003) § 230. Furthermore, because the
architected states of Safford’s processors are
copied from memory, a POSITA would have
understood the memory to be storing the boot-
processor designation (e.g., logical CPU 0) and
the hot-standby designation for the processors so

! Cepulis is provided herein to explain the meaning of the term “boot processor” used in Safford, the primary reference.
See MLP.E.P. § 2131.01(B).
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assigned by Safford’s system. See id. In view of
these citations and the knowledge that a boot
processor was a common component identified
as “logical CPU 0” in computer systems (e.g.,
Safford’s system), a POSITA would have
understood Safford as disclosing data storage
that stores information assigning the role of boot
processor to one of the processors and assigns
the role of spare processor to another one of the
processors. See supra § 1.C.2; see also Wolfe
Decl. (Ex. 1003) 4 230.
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[1.3] logic operable, responsive to
detecting loss of lockstep for said
boot processor, for transferring,
during system runtime, the role of
boot processor to said spare
processor,

Safford disclosed this limitation by disclosing
the failover of a processor to a hot standby
processor in response to a loss of lockstep. For
example, Safford disclosed “[u]sing the
impending loss of lock step signal, the computer
system 100 may continue operating
(processing) using one of the processors 111
and 113 that did not experience an error.”
Safford (Ex. 1004) at 3:27-30; “The six
processors 111, 113, 121, 123, 125, and 127
operate in lock step (i.e., are processing code
sequences). For example, the processor 111
operates in lockstep with the processor 113, and
the processor 121 operates in lock step with the
processor 123 and the processor 125 operates in
lock step with the processor 127.” Id. at 4:19-24.
“The processor 125 may be designated as a ‘hot
standby,’ and is sitting idle in lock step mode
with the processor 127. Should one of the
processors 111, 113, 121, and 123 suffer an
error, the hot standby processors 125, 127
may be used to speed recovery from the
resulting loss of lock step.” /d. at 4:25-30. “In
block 210, the processor 111 signals the node
controller 130 that the first processor pair
111/113 has broken lock step and that the first
processor pair 111/113 should be taken ‘off-
line.”” /d. at 4:37-40. Accordingly, Safford
described replacing a failed processor with a hot
spare processor in response to a loss of lockstep.
See Wolfe Decl. (Ex. 1003) 9 231. The ‘781
Patent notes that a firmware component known
as a processor abstraction layer (PAL) “copies
all the needed information from memory into the
internal registers of the hot spare processor so
that the hot spare processor becomes a new
active processor, transforming the role of the hot
spare to boot processor.” Ex. 1001 at 17:57-61.
Safford disclosed this limitation through an
identical process for transferring the role of boot
processor to the spare processor. See Safford
(Ex. 1004) at 32:29-32. For example, Safford
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disclosed “moving an architected state of the
processor unit experiencing the loss of lock
step to the spare processor unit, wherein the
spare processor unit becomes an active
processor unit in the computer system.” /d.
Safford further described one pair of these
processors “operating in a lock step mode” as
initially “appear[ing] to [a] computer system...to
be...alogical CPU 0” but later that logical CPU
0 designation is reassigned to another processor.
See Safford (Ex. 1007) at 3:4-5, 4:52-53 (“The
processor pair 125/127 then becomes the logical
CPU 0 in the computer system 100). As
explained above, a POSITA would have
understood “logical CPU 0 to be the boot-
processor designation used by an operating
system to determine which of its processors is
the boot processor and/or to distinguish its boot
processor from its non-boot processors. See
supra § 1.C.2; see also Wolfe Decl. (Ex. 1003) §
231. In view of these citations and the
knowledge that a boot processor was a common
component identified as “logical CPU 0” in
computer systems (e.g., Safford’s system), a
POSITA would have understood Safford as
disclosing failover of the boot processor (e.g.,
logical CPU 0) to a spare processor in response
to a loss of lockstep for the boot processor,
especially in light of Cepulis” explanation of the
meaning of the “logical CPU 0” boot-processor
designator. See Wolfe Decl. (Ex. 1003) § 231.
Accordingly, Safford disclosed logic operable
for transferring the role of boot processor to the
spare processor during system runtime in
response to detecting loss of lockstep for the
boot processor. /d.
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[1.4] wherein said another of said Safford disclosed replacing the failed processor

plurality of processors that is with a hot standby processor that is sitting idle in
assigned said role of spare response to an error. For example, Safford
processor is held in reserve as a hot disclosed that “[t]he processor 125 may be

spare processor until said loss of designated as a ‘hot standby,” and is sitting idle
lockstep is detected for said boot in lock step mode with the processor 127.
Processor. Should one of the processors 111, 113, 121, and

123 suffer an error, the hot standby processors
125, 127 may be used to speed recovery from the
resulting loss of lock step.” Safford (Ex. 1004).
at 4:25-30. Accordingly, Safford disclosed that
the processor assigned the role of spare is a hot
standby held in reserve until a loss of lockstep is
detected.
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[6] The system of claim 1 wherein
said another of said plurality of
processors that is assigned said role
of spare processor is an active spare
before being transferred said role of
boot processor.

Safford as modified by Kennedy disclosed, or at
least rendered obvious, this limitation by
disclosing a spare processor being active before
a role transfer. For example, Safford taught that
“the processor 111 signals the node controller
130 that the first processor pair 111/113 has
broken lock step and that the first processor pair
111/113 should be taken ‘off-line.”” Safford (Ex.
1004) at 4:37-40. “In block 230, the node
controller 130 ‘reboots’ the processors 111 and
113, and the processors 111 and 113 become the
new ‘hot standby’ processor pair on the
system 100.” /d. at 4:57-60. Safford also taught
that “the spare processor unit becomes an active
processor unit in the computer system” /d.,
claim 1. In view of the above citations, a
POSITA would have understood Safford as
disclosing that a spare processor can be active
before a role transfer. See Wolfe Decl. (Ex. 1003)
9 193. Moreover, a POSITA would have
understood that the role at issue could be the
boot processor assignment in view of Safford as
modified by Kennedy for at least the same
reasons provided above in connection with claim
1. Id. A POSITA would have been motivated to
combine these disclosures from Safford and
Kennedy to improve the reliability of Safford’s
system by providing high availability through
active and/or inactive spare processors. /d. It was
well within the skill of a POSITA to modify
Safford’s system by Kennedy in this manner,
and thus this combination of Safford and
Kennedy would have been expected to succeed.
Id. Accordingly, Safford as modified by
Kennedy taught that the spare processor is an
active spare before being transferred the role of
boot processor. 1d.
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UNIED STATES PATENT AND TRADEMARK OFFICE

l APPLICATION MO I SILING £AYE FIRST NAMETH INVENTOR i ATTORNEY DOSKEUNG. | CONTRMATION MO, ]
YT RER 250200 Seott L. Michantis UG ET 3§ Y
aaE T AU l EAAMINTR !
HEWLETT PACKARD COMPANY L DIEC MING S
PO BOX 272400, 3404 2 HARMONY ROAD I ART UATY PAPER NOMRER !
INTELLECTUAL PROY Y ADMINISTRATION LA
FORT COLLINS, COR0327-2400 AT MATLED: G308

Determination of Patent Term Adjustment onder 35 U.S.C. 154 (b)
{application filed on or after May 29, 2000}

The Patent Term Adjustment to date is 529 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 529 day(s).

If a Continued Prosecution Apphication (CPAY was filed in the above-identified application, the filing date that
defermines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain mere detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http:/pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (§71)-272-7702. Questions refating to issue and publication fee payments should be
directed to the Custorner Service Center of the Office of Patent Publcation at [<(888)-786-0101 or
(5713272-4200.
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Application No, Applicant{s}
. . 10/872,588 MICHAELIS ET AL,
Notice of Allowability Examiner Art Uit
Dheu-Minh La 2114

- The MAILING DATE of this conymunication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS {S (OR' REMAING) CLOSED in this application. ¥ not included
herewdth {of previously mailedy, a Notice of Allowance (PTOL-85) or other appropriate commimication will be mailed in dise course. THIS
NOTICE OF ALLOWARBILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 GFR 1,313 and MPEP 1308.

1. P4 This communication is responsive to the RCE filed 5/12/08.

2. B The atlowsd claimi{s) igtare 1-12 and 16:30 fnow 85 1271

3, ] Acknowledgment is made of & claim for foreign priority under 35 U.S.C0§ 118(a)-(d) or (7).

a3 an by somer [ None ofthe:
1. [ Certified coples of the priority documents have bean received.
2. [ Gertified copies of the priority documents have baern received it Application.No.
3. [3 Coples of the certified copies of the priotity documents Have: besn receivad in this natiorial stage application from the

International Bureau {PCT Rule 17.2(a)).
* Certified copies nat feceived:
Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements

noted below. Failure to fimely comply will result in ABANDONMENT of this application,
THIS THREE-MONTH PERIOCD 1S NOT EXTENDABLE.

4, 7] A BUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is defisient.
8, [T CORRECTED DRAWINGS { 5 “replacament sheets”) must be submifted.
{ay [ ircluging changes required by the Notice of Drafféperson’s Patent Drawing Review ( PTO948) attached
13 [3 heteto or 2) [ to Paper No/Mail Date
{0y [] incluging changes required by the attached Examiner's Amendment § Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (ses 37 CFR 1.84{c}} should be written on the drawings in the front {not the back} of
each shest. Replacement sheet{s} should be labeled as such in the header according to 37 CFR 1.121{d).

6. ] DEPOSIT OF and/or INFORMATION about the: deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examinar's comment regarding REQUIREMENT £OR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [] Notice of References Cited (PTO-892) 5. {T] Noties of informal Patent Application
2. [[] Netice of Draftperson's Fatent Drawing Review (PT0O-848) 6. [] interview Summary (PT0-413),
Paper No./Mait Date R
3. X Informiation Disclosure Statements (PTOISB/08), _ 7. U] Examiner's AniendmeaittComment
Paper No./Mail Date 5/12/09, B28/09, 5/29/09. 6/1/08, §/2/08, and
6/3/09
4. [[] Examiner's Commeit Regarding Requirement for Depasit 8. [] Examiner's Staterment.of Reasons for Albwance
of Biological Material
8. 7] Other .
BiguMint Le/ ‘
Primary Examiner, At Unit 2114
W&, Hetent and Yradera Offics
37 {Rev. 08-0&) Notice of Alfowability Part of Paper No.bail Date 25086701
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Cantinuation Sheet (PTOL-37) Applicatian No.

P
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FTOSRABE (63-09}

Approved foruse Wpugh (47302004, OMB 08510031

WS, Patent and Tradarmark Offices; U8, DEPARTMENT OF COMMEREZE

Urtlar the Paserwork Reduction Act of 1995 10 pessans avs requiied to rassond o a collsct d s ipation wilsss it containe & valid OB contrat guimbasr,
Compiete if Known

- Substitute for form 1440070
Application Number 107972, 588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named taventor  {so0i 1 Michaelis

At Unit D114
{Use as many shosis 85 necessary}
Examiner Name Le, Diey Minh T,
Sheet |4 of |1 Attorney Docket Number {anndoagra-d /

NON PATENT LITERATURE BOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the articks (when appropriate), title of
Initials® NoS | theitern {book, magazine, journal, serial, sympasium, catalog, eic), date, page(s), volume-issug T2
number(s), publisher, ¢ity and/or country whets punhsﬂed

Notice of Allowange for Serial No. 10/972.835 dated 11-20-2008 in the
United States

Notice of Allowance for Serial No. 16/972.835 dated 8~1-2008 in the United
States

Office Action for Serial No. 10/972,835 dated 3-3-2008 in the Linited Stales

Office Action for Serial No. 10/972,8356 dated 7-12-2007 in the United States

[—
e
Bl

Craminer ey Minh Le/ Dats: 05/129/2009

Signature AR TR LAY Considered

CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob

considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation designation number {(sptional).: L Applicant fs to place a check mark here if English fanguage Transtation is attacherd

This ooflection of information is qur?ﬂ by 37 CFR 1.98. Thainformation is veoum:-d s ninain oF reteit @ benefit by the pubtdic which is to file (and by the USPTO
fo process}an appication. Confidentialily is goverssd by 30U.B.C.132 and 37 bFf’ 114, Thiscallection is estirmabsn tofaks 2 hours o tomplets, mciuung
gatherng, prapariog -and subiitting the compléetedt appiir,aimn formto the USPTOL. Tima will vary. depseidiig upon the fndividual case, Any comvients o the
arnnun of time you require to-somplata this form Andfor Sugiestions o veducing this bisrden, should be ‘sefit to e CHIET Information Tifficar, 11.8. Patent and

Trademark Offics. P.CL Box 1450, Alexandria, YA 2831271450, DO NOT SERDEEER OR COMPLETED FORMR T THIZ ADDRESS. SEND TO:
Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE UINED THROUGH, ML/
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FTOSRABE (63-09}

Approved foruse Wpugh (47302004, OMB 08510031

1.8, Patent and Tradarnark Offfes; U8, BEPARTMENT OF COMMERZE

Urtlar the Paserwork Reduction Act of 1995 10 pessans avs requiied to rassond o a collsct d s ipation wilsss it containe & valid OB contrat guimbasr,

) Compiete if Known
P Rubstitute for form 144Q°0TO

Application Number 107972, 588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named taventor  {so0i 1 Michaelis

ArtUnit 2414
{Use as many shosis 85 necessary}
Examiner Name Le Dieu Minh T.
Shaet {1 of 1 Attorney Docket Number {anndoagra-d /J

NON PATENT LITERATURE DOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the articks (when appropriate), title of
Initials® No | the e (Dook, magazing, journal, serial, symposium, catalog, elc.), date, pags(s), volume-issue T2
) number(s), publisher, ¢ity and/or country whers published,
Office Action for Serial No. 10/973,003 dated 3-5-2008 in the United
States

Office Action for Serial No. 10/973,003 dated 2-12-2007 in the United States

[—
e
Bl
Examiner i § fteds el [ate
: ANst M Ly P Q870N
Signature DiguMinh Le Considersd G0/ 772008
CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob

considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation designation number {(sptional).: L Applicant fs to place a check mark here if English fanguage Transtation is attacherd

This coflection of infarmation isvequired by 37 CFR 1.88. Theinformation Is required o nfstain o retalty & benefit by the-public which is to file (and Sy the USPTO
io process) an-appicstion.  Confidentiadify fe govermsd Sy 38U B.C122 and 37 OFR 114, Thiscallection is estimabs o fake 2 hours 1o tomplets, incheding
gatherng, preparimg-and submitting the completed-application form o the USPTQ. Timawill vary depseding apon the fndividual case.  Any commients or the
amount of timé you require to coimplete this form and@r suggestions for veducing this burden, should be sent to the: Chief information Difficer, 11.8. Patert and
Trademark Offics, P00 Box 1450, Alexandda, VA 283139450, DO NOT SERDN FEER-OR COMPLETED FORMR TEC THIS ADDRESS. SEND TO!
Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.

ALL BEFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. ML
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- Substitute for form 1440070

FTOSRABE (63-09}

Approved foruse Wpugh (47302004, OMB 08510031

WS, Patent and Tradarmark Offices; U8, DEPARTMENT OF COMMEREZE

Urtlar the Paserwork Reduction Act of 1995 10 pessans avs requiied to rassond o a collsct d s ipation wilsss it containe & valid OB contrat guimbasr,
Compiete if Known

Application Number 107972, 588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named taventor  {so0i 1 Michaelis

At Unit D114
{Use as many shosis 85 necessary}
Examiner Name Le, Diey Minh T,
Showt {4 of |1 Attorriey Docket Number { 2004046751 /

NON PATENT LITERATURE BOCUMENTS

Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the articks (when appropriate), title of
Initials® NoS | theitern {book, magazine, journal, serial, sympasium, catalog, eic), date, page(s), volume-issug T2
number(s), publisher, ¢ity and/or country whets punhsﬂed

Notice of Allowange for Serial No. 10/973.076 dated 11-28-2008 in the
United States

Notice of Allowance for Serial No. 10/973.078 dated 7-16-2008 in the United
States

Notise of Allowance for Serial No. 10/973,076 daled 8-3-2008 in the Unifed
States

Final Otffice Action for Serial No. 10/973.076 dated 2-27-2008 in the United
States

QOffice Action for Serial No. 10/873,076 dated 8-12-2007 in the Uniled Siales

Notice of Allowance {or Serial No. 10/872,888 dated 11-14-2007 in the United
States

Office Actiort for Serial No. 10/972 888 dated 7-18-2007 in the United States

Bl
Examiner . . [ate g
; y Doy Minh Lgl Pt WA TO008
Signature ADieu Minh Ley Considered (6/17/2008
CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob

considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation ﬁesignation number {aotional). < Applicant s o place a check mark here if English langusge Transtation is attacherd,

This coflection of information is reguived by 37 CFR 1,980 Theinformation is required o nbtain or retain o benefit by the public whinh is to file {and by the USPTO

fo process}an appication. Confidentialily is goverssd by 30U.B.C.132 and 37 bFf’ 114, Thiscallection is estirmabsn tofaks 2 hours o tomplets, mciuung

qﬁrhermm pwp«rrnn an:* suhmatﬁmq the mmpkniaal ap,)iir,aimn fom\ iu the UQMQ Time wilt «»aw depuriding upan e momduai case Any commients on the
,,,,, Tficar, 11.8. Patert and

!mdemdris Uﬁ:uz P, Bm ‘MJQ‘ Abexandna WA 223?’% 14«] UQ NOI bt‘kﬁ_‘ £ i:L‘w OR U"M&F‘ LTE_D FORM‘\ 1' 3 ‘i Hib AUDR!:‘&) BEND YO:

Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH, MLJ
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FTOSRABE (63-09}
Approved foryse traugh 047302009, OMB 0851-0033
WS, Patent and Tradarmark Offices; U8, DEPARTMENT OF COMMEREZE
Urtlar the Paserwork Reduction Act of 1995 10 pessans avs requiied to rassond o a collsct d s ipation wilsss it containe & valid OB contrat guimbasr,

) Compiete if Known
P Rubstitute for form 144Q°0TO

Application Number 107972, 588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named taventor  {so0i 1 Michaelis

At Unit D114
{Use as many shosis 85 necessary}
Examiner Name Le, Uien Minh T.
Shaet {4 of 1 Attorney Docket Number {200404975-1 /

NON PATENT LITERATURE BOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the articks (when appropriate), title of
Initials® NoS | theitern {book, magazine, journal, serial, sympasium, catalog, eic), date, page(s), volume-issug T2
number(s), publisher, ¢ity and/or country whets punhsﬂed

Notice of Allowange for Serial No. 10/973.004 dated 8-1-2007 in the
United States

Office Action for Serial No. 10/973.004 dated 4-10-2007 in the United States

Final Office Action for Senal No. 10/973,075 dated 5-12-2009 in the United
States

Office Action for Seriad No. 10/973.075 dated 10-29-2008 in the United Stale

Office Action for Serial No. 10/973,075 daled 3-12-2008 in the United States

Office Action for Serial No. 10/873,075 dated 7-2-2007 in the United States

|
Notice of Alfowance for Serial No. 10/872,796 dated 12-18-2007 in the United
Stales
Office Action for Serial No. 10/872,796 dated 7-12-2007 in the United
States
eeereeeeereed
Examiner e S8l 1 af Date WA TR0
Signature /ey Minh Le/ Considersd 0871772008

CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob

considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation ﬁesignation number {aotional). < Applicant s o place a check mark here if English langusge Transtation is attacherd,

This coflection of information is reguived by 37 CFR 1,980 Theinformation is required o nbtain or retain o benefit by the public whinh is to file {and by the USPTO

fo process}an appication. Confidentialily is goverssd by 30U.B.C.132 and 37 (»H’ 114, Thiscallection is estirmabsn tofaks 2 hours o tomplets, mciuung

nﬁrhermm pwp«rrnn an:* suhmatﬁmq the mmpkniaal ap,)iif,aimn fom\ iu the UQMQ Time wilt «»aw depuriding Upon e ;rmwduai case Any commients on the
,,,,, Tficar, 11.8. Patert and

!mdemdris Uﬁ:uz PO, Bm ‘EAJG‘ At&xsmdna VA 223?'% 14«1 LA) NOI bt‘&kl_‘ £ i:L‘w OR u"nml‘ LTE_D FORM‘\ 1' 3 ‘i HL‘: rXUDRt‘cS} BEND YO:

Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE UINED THROUGH, ML/

Page 563 of 1042



FTOSRABE (63-09}

Approved foruse Wpugh (47302004, OMB 08510031

WS, Patent and Tradarmark Offices; U8, DEPARTMENT OF COMMEREZE

Urtlar the Paserwork Reduction Act of 1995 10 pessans avs requiied to rassond o a collsct d s ipation wilsss it containe & valid OB contrat guimbasr,
Compiete if Known

- Substitute for form 1440070
Application Number 107972, 588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named taventor  {so0i 1 Michaelis

At Unit D114
{Use as many shosis 85 necessary}
Examiner Name Le, Uien Minh T.
Sheet |4 of |1 Attorney Docket Number {anndoagra-d /

NON PATENT LITERATURE BOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the articks (when appropriate), title of
Initials® NoS | theitern {book, magazine, journal, serial, sympasium, catalog, eic), date, page(s), volume-issug T2
number(s), publisher, ¢ity and/or country whets punhsﬂed

2iE

A1 SHOIGHE ARAKI, Real-Time Tracking of Multiple Moving Object Corfours ina Moving
B Camera Image Sequence, Vol. E83-D IEICE Trans. Inf. & Syst, 7-7-2000, 9 pages

noy dabe %

pages

ALk SANG-BIN ZHENG, Proceedings of the First international Conference on -é,,
o Machine Learning and Cybemetics, Beijing, 4-5 November 2002, 4 pages

JONG RYLIL KIM, Actomatic Locaiizaﬁnn and Trackign of Moving Chiects Using Adaptive
Snake Algorithm, ICICS-PCM 2003, 1518 Decemiber 2003, 5'pages, Singapore

[—
JANBOA MENG, CVEPRS-A Compressed Video Ediling and Parsing System,
18-11-1896, Pages 1-11
e
Bl
Examiner ot ey [ate
i sy Minh Lgf onsidened
Signature LRI B S Considered
CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob

considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation ﬁesignation number {aotional). < Applicant s o place a check mark here if English langusge Transtation is attacherd,

This coflection of information is reguived by 37 CFR 1,980 Theinformation is required o nbtain or retain o benefit by the public whinh is to file {and by the USPTO
fo process}an appication. Confidentialily is goverssd by 30U.B.C.132 and 37 (»H’ 1.1, This pallection is eatitmabsd toofake 2 hours io tomplets, mciuung
gatherng, prapariog -and subiitting the compléetedt ap,)iif,aimn formto the USPTOL. Tima will vary. depseidiig upon the fndividual case, Any comvients o the
armtunt of tme you require 1o completa this form and®r suggestions for veducing Mis biurden, should be sent to the Chief Infarmation £ Tficer, 118 Patent and

Trademark Offics, P00 Box 1450, Alexandda, VA 283139450, DO NOT SERDN FEER-OR COMPLETED FORMR TEC THIS ADDRESS. SEND TO!
Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.
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Application/Control Neo. Applicant{s)}/Patent Under Reexamination
Issue Classification | 4475505 MICHAELIS ET AL.
H]”mln l]””l“ IIH“ Im ”l”l lll o m
Diew-Minh Le 2114
ORIGINAL INTERMATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMEDR
714 12 {28 {F 11 £ O3 R008.01.010;
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK}
718 %
3 Clainis renimbered in the same order as presented by applicant ] CPA 1 Tb 3 Ria7
Final Qrigihal Final | Gtiginak Firal Griging) Finat Griginst Finat Originat Fins) Origiriad Finsl Originad Finat rigisat
R i ¥
2 2 18 18
< \ 8] W ]
3 4 17 30
_______ b S p G . Jo
& 8 2 2z
7 ¥ o 23
8 2 5 24
k3 £ @2 2
0 2 23 26
14 4 4 P
12 2 25 8
33 a# 2
4 #F 30
13 1%
MNONE
Total Claims AHowsd:
27
{Assisiant Examiner) {Date}
iDicu-bink Lo/
Primary Examiner Art Uinit 2114 Q7i02/2008 Q.G Print Clain(s) Q.3 Prnt Figure
{Frimary Examiner) {Date) 1 i
U5 Patant and Tratomark Office Fait of MaperMo. 20080701
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JPO;
DERWENT;
: IBM TDB
L4 22 £3 and L1 US-PGRUS; OR ON 2009/ 07/

1419

39197

{pair spare slave

redundan$4 backup back-
up "bBack up” second$d}
adj2 processor

LIS-PGPUB;
LUSPAT;
USQCR; EPG;
JPC
DERWENT;
(B0 _TDB

14:31

16 usas

multi-processor "multi

processcr” {plurai$3 adj
Provessor)

US-PGPUB;
LISPAT;
USOCR; ERO;
JPC
DERWENT;
18M TDB

12009/07/01

14:31

7 Gate

L6 and LS

US-PGRUS;
USPAT;
USQCR, ER;
JRO;
DERWENT;

1BM_TDB

2009/07/01
14:3%
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EAST Search History

18

21

4 and 7

{US-PGRUE:

USPAT;
USOCR: ERG;
JROY
DEBWENT:
18M TDB

12009107701

14:32

L9

33

{michaelis-scott$ or
myer-syivia$ or mohardy-
williar$) in.

US-PGRUB;
LISPAT;
USOCR; ERC;
JPO:;
DERWENT;

IBM_TDB

2009/07/04
14:32

US-PGEPUS;
LISPAT;
USOCH; ERO;
JPCH
DERWENT
1BM_TDB

2009/07/61
1432

XY

869

{714/ 11).ccls.

US-PGEPUSB;
USPAT;
LSOCR: EPC;
JPO;
DERWENT;
IBM TDR

15009/07/01

14:32

12

421

Y714/12).ccls.

LS-FGPUB;
LISPAT;
USQCR; EPC;
JRC;
DERWENT;
[Bh TDB

“Booaroior

14:32

i3

{7147/13).cdls.

LS-PGPUB;
LISPAT;
USOCR; ERG;
JPO:
DERWENT;
18N _TDB

2009/07/01

14:32

L4

738

H714/10) .cols.

US-PGRUS;
USPAT;
USQCH; EPG;
JPG;
DERWENT:
IBM TDB

OR

2009/07/01
14:32

15

117

N712/31}.odls.

US-FGPUS:
USPAT:
LISOCR; EPO;
SR
DERWENT,

1BM_TDB

2008/ 07/

14:32
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EAST Search History

116

12421

Y41 42 143114 15

US-PGRUB;
LISPAT,;
USOCR; ERO;
JPO:
DERWENT:
i8M TODB

20008/0773%
14:32

L7

2637

{booth3 initializ$s power-
up) adj processor

US-FGHUSB;
USPAT:
USCER; EPC;
JPO;
DERWENT:
IBM TDB

2009/07/01
14:34

18

17

Band 17

US-PGPUB;
USPAT:
LSOCR; ERG:
JPC
DERWENT:
I8M TDR

ON

2009/07/01
15:04

119

16

Y{operating adj system)

0%) and 18

US-FGPUS;

USPAT:
USOCR: EPG;
JRC
DERWENT;
[BM TDR

15:368

120

1600244

firmware

US-PGPUB;
LISPAT;
USOCR; ERO;
JPO:
DERWENT:
I18M TDB

2009/07/01
15:39

21

18

19 and 120

US-PGRUS;
LISPAT;
USOCR; BERG:
JPC;
DERWENT;
IBM TDB

2008/07/01
15:39

22

{1112 13 14 15) andt 3

and 6 and 17

US-PGPUB:
USPAT:
LISQCR: EPG;
JPC
DERWENT;
I1BM TDB

2008/07/01
15:40

23

13

(714" %.cols.y and 3 and
6and 17

11S-FGRUS;
USPAT;
LISOCR; EPG;
JPO
DERWENT;

[BM_TDB

2009/ 07/01
15:40
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24 0 ("711°7%.00l8) and 3and (US-PGPUE; OR ON 2009/07/01
: 6and 17 USPAT; 15:41
USOCR: ERG;
JROY
DERWENT;
: IBM_TDB
481 14 {{"7085953") or US-PGRUB; oR OFF 2007/08/26
- {"20050172164") or USPAT; 17:54
{"5675794"} or USOCR; EPO;
{("B438687") or JPO:;
("6920581} or DERWENT:
{"5915082"} or I18M_TDB
{“BB25749")). PN,
s 2 {"7085959") PN, LS-PERUS; HOR OFF 2007/08/27
USPAT; 15:05
USOCR: EPO:
JPO;
DERWENT:
IBM_TDB
183 730 {714/11).cals, US-PGPUS; OR ON 2007/08/27
LISPAT; : 15:06
USOCE:; EPG;
JPO;
DERWENT;
IBM_TDB
54 337 (714712} .cols. US-PGPUB: OR ON 2007/08/29
USPAT; 15:32
LISOCR; EPO);
JPO;
DERWENT:
IBM_TDB
= S5 T e RRGRETT e i ST
USPAT: 15:07
USOCR: EPO;
JRO;
DERWENT;
IBM_TDB .
1S 36 {“20020144177" | US-PGPUB; OR ON 2007/08/27
"20030070050" | LISPAT; 15:08
"20040006722" | USOCR; EPO;
“20040019771" | JPO:
"20040153857" | DERWENT:
52061527 | "5249188" | IBM_TDB
"B751932" | "5758058" |
"5764860" | "6065135" |
“6148348" | "6473869" |
"GHE0E82" | 6804177 |
"6615366" | "6625749" |
“BBRTBST" | “B754787").
PN
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57

44

1120020144177 |

“ 20030070050 |
"20040006722" |
20040019771 |
"20040153857” |
"§6R5749" | "6687851" |
“B7E47ET"). PN

US-PGRUB;
LISPAT,;
USOCR; ERO;
JPO:
DERWENT:
IBM_TDB

2007/08/27
15:09

12222

dockstep lock-step

US-PGPUS;
USPAT:
USOCR; EPG;
JRCG;
DERWENT,
I8k _TDB

2007/08/29
15:21

&

55008

'{iass adj SS} LOL |

US-PGPUB;
LISPAT;
USOCE; EPO;
JPCG:
DERWENT:
[8M TDRB

007108729

15:22

Si2

51

{datect$3.or track$4) ad
S11

US-PGRPUB;
USPAT;
LSQCR: BRO;
JPG;
DERWENT;
IBM TDB

12007/08/29

15:23

{boot$4 or initiatizb4) adi
PrOCessor

LIS-PEPUB;
USPAT;
LISOCR; EPO;
RO,
DERWENT,
IBM TDB

ON

2007/08/29
16:41

14

spare adj processor

LIS-PGPUS;
USPAT;
USOCR; ERG;
JPO;
DERWENT;
(8K TD8

2007/08/29
16:27

815

12

12 and $13 and S14

US-PGPUR;
LISFAT;
USOCH; ERC,
JPS;
DERWENT!
1BM _TDB

{Ond

2007/08/29
1530

816

25

{michaglis-scott$ or

myer-gylvia$ or mchardy-
william$).in.

US-PGPUB:
USPAT:
USOCR: FRO;
JPO;
DERWENT;

IBM_TDB

12007/08/29

16:14
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EAST Search History

1632

(714/10).ccls.

{US-PGRUE:

USPAT;
USOCR: ERG;
JROY
DEBWENT:
B TDB

- 12007:08/29

15:33

819

G5

(712/31).ccls.

US-PGRUB;
LISPAT;
USOCR; ERC;
JPO:;
DERWENT;
I18M TDB

2007/08/29
16:08

62535

{switch$4 chang$4
fallover fai-over "fail
over") .same (spare slave
redundan$4 backup back-
up "back up® secondBa)
SaME PIOCEssor

US-PGEPUS;
LISPAT;
USOCH; ERO;
JPCH
DERWENT
I8N TDB

2007/08/29
16:54

&1

S20 same §13

US-PGEPUSB;
USPAT;
LSOCR: EPC;
JPO;
DERWENT;
IBM_TDR

15007/08/29

168:28

w2

“He8219

without same (“shut$4
dow" stop$d idie

dnterrupt$4; same {(OS

“operating system”}

LS-FGPUB;
LISPAT;
USQCR; EPC;
JRC;
DERWENT;
[Bh TOB

“Boorionss

16:33

1521 and 922

LS-PGPUB;
LISPAT;
USOCR; ERG;
JPO:
DERWENT
18N _TDB

2007/08/29

16:33

4

20342

Smulti-progessor “multi

processor” and 811 and
513

US-PGRUS;
USPAT;
USQCH; EPG;
JPG;
DERWENT;
IBM TDB

OR

2007/08/29
16:45

176

' 824 and SQQ and 822

US-FGPUS:
USPAT:
LISOCR; EPO;
SR
DERWENT:

1BM_TDB

2007708129
1646
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=

' S25 and 814

US-PGRUB;
LISPAT,;
USOCR; ERO;
JPO:
DERWENT:
i8M TODB

2007/08/29
16253

&7

{racover$d recstablish$d
restart$d) with 89

US-FGHUSB;
USPAT:
USCER; EPC;
JPO;
DERWENT:
IBM TDB

2007/08/29
16:54

&8

31827

{pair spare slave

redundan$4 backup back-
up "back up” second$4)
adj2 processor

US-PGPUB;
USPAT:
LSOCR; ERG:
JPC
DERWENT:
I8M TDR

ON

2007/08/249
168:55

101834

firmware

US-FGPUS;

USPAT:
USOCR: EPG;
JRC
DERWENT;
[BM TDR

16.58

S0

21

27 and 828 and 529

US-PGPUB;
LISPAT;
USOCR; ERO;
JPO:
DERWENT:
I18M TDB

2007/08/29
16:57

15153

trigger$3 same
{"operating system™ OS
operating-system;} same
{idle stopB4 interrupt$3
halt$3)

US-PGRUS;
LISPAT;
USOCR; BERG:
JPC;
DERWENT;
IBM TDB

2008/02/14
14:49

Sa2

207

Hloss lose los$3 lostEd)

sama {lacksteg lock-step
“lock step™)

US-PGPUB:
USPAT:
LISQCR: EPG;
JPC
DERWENT;
I1BM TDB

2008/02/14
14:52

86

{detect$S track$3
monitor$3) same 832

11S-FGRUS;
USPAT;
LISOCR; EPG;
JPO
DERWENT;

[BM_TDB

2008102714
14.56
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833 same 531

{US-PGRUE:

USPAT;
USOCR: ERG;
JROY
DEBWENT:
B TDB

- 12008/02/14

14:58

$32 same 53

US-PGRUB;
LISPAT;
USOCR; ERC;
JPO:;
DERWENT;

Jlem TDB

2008/02/14
15:02

US-PGEPUS;
LISPAT;
USOCH; ERO;
JPCH
DERWENT
I8N TDB

2008/02/14
15:02

33339

{pair spare slave
redundan$4 backup back-
up "back up” secondd)
adj2 processor

US-PGEPUSB;
USPAT;
LISOCR: FPRS;
EPG;, JRC,
DERWENT;
IBM_TDR

5008/0214

15:05

38

2323

" lockstep lock-step

LS-FGPUB;
LISPAT;
USQCR; EPC;
JRC;
DERWENT;
[Bk_TOB

“Booaos T

15:06

=

' {recover$4 reestablish$3

restart$3) with $38

LS-PGPUB;
LISPAT;
USOCR; ERG;
JPO:
DERWENT:
18M TDB

2008/02/14

15:06

S0

114677

Firmware

US-PGRUS;
USPAT;
USQCH; EPG;
JPG;
DERWENT;
IBM TDB

OR

2008/02/14
15:06

o

11

1537 same 39 same S40

US-FGPUS:
USPAT:
LISOCR; FPRS;
ERC: JPC
DERWENT:

1BM_TDB

2008/02/14
15:06
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EAST Search History

764

{714/11).cds.

US-PGRUB;
LISPAT,;
USOCR; ERO;
JPO:
DERWENT:
i8M TODB

2008/02714
15:07

352

(714/12).cals.

US-FGHUSB;
USPAT:
USCER; EPC;
JPO;
DERWENT:
IBM TDB

2008/02/14
1507

iy

{714/13).ccls.

US-PGPUB;
USPAT:
LSOCR; ERG:
JPC
DERWENT:
I8M TDR

ON

2008/02/14
1507

658

Y1410 .eds

US-FGPUS;

USPAT:
USOCR: EPG;
JRC
DERWENT;
[BM TDR

1507

a6

¥712/31).cols,

US-PGPUB;
LISPAT;
USOCR; ERO;
JPO:
DERWENT:
I18M TDB

2008/02/14
15:07

(542 543 344 $45 S26)

and 831 and 833

US-PGRUS;
LISPAT;
USOCR; BERG:
JPC;
DERWENT;
IBM TDB

2008/02/14
15:47

S8

{542 $43 544 $45 $48)

and 831 and 832 and
$37 and 540

US-PGPUB:
USPAT:
LISQCR: EPG;
JPC
DERWENT;
I1BM TDB

2008/02/14
15:08

uont7

multi-processor "ot
processor” {plural$3 adj
PIrOCESSOT)

11S-FGRUS;
USPAT;
LISOCR; EPG;
JPO
DERWENT;

[BM_TDB

2008/09/04
1230
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EAST Search History

S50

11742

{boot$4 or intializ$4) adj
PYOGRESOF

LIS-PERUS;
USPAT;
USOCR: ERG;
JROY
DEBWENT:
B TDB

- 12008/09/04

12:32

94

S50 same 549

US-PGRUB;
LISPAT;
USOCR; ERC;
JPO:;
DERWENT;

Jlem TDB

2008/09/04
12:32

{assignB4 give3 order$d
decidd3 mak$3) same
role same S50

US-PGEPUS;
LISPAT;
USOCH; ERO;
JPCH
DERWENT
I8N TDB

2008/09/04
12:35

2459

tdockstep lock-step

US-PGEPUSB;
USPAT;
LSOCR: EPC;
JPO;
DERWENT;
IBM_TDR

15008/08/04

13:00

854

25133

{loss adj $53) LOU

LS-FGPUB;
LISPAT;
USQCR; EPC;
JRC;
DERWENT;
[Bk_TOB

“Booaroaod

1300

‘ {detect$3 or track$4) adj

854

LS-PGPUB;
LISPAT;
USOCR; ERG;
JPO:
DERWENT:
18M TDB

2008/09/04

13:00

856

13

151 same S55

US-PGRUS;
USPAT;
USQCH; EPG;
JPG;
DERWENT;
18k TD8

OR

2008/09/04
13:00

1556 not S52

US-FGPUS:
USPAT:
LISOCR; EPO;
SR
DERWENT:

IBM_TDB

2008/09/04
13:01
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EAST Search History

803

{714/11).cas.

US-PGRUB;
LISPAT,;
USOCR; ERO;
JPO:
DERWENT:
i8M TODB

2008/ 09704
13:01

370

(714/12).cals.

USPGERUS;
USPAT:
USOCR: EPC;
JPO;
DERWENT:
I8 TDR

2008/09/04
13:01

860

{714/13).ccls.

US-PGEPUB;
USPAT:
LSOCR; ERG:
JRO,
DERWENT;
I8M TDR

ON

2008/09/04
13:01

682

Y1410 .eds

US-FGPUS;

USPAT:
USOCR; EPG;
JPCH
DERWENT;
[BM_TDB

133

104

¥712/31).cols,

US-PGPUB;
LISPAT;
USOCR; ERO;
JPO:
DERWENT:
I18M TDB

2008/09/04
13:01

2037

358 S59 S60 961 So2

US-PGRUS;
LISPAT;
USOCR; BERG:
JPC;
DERWENT;
IBM TDB

2008/09/04
13:01

564

803

{714/ 11}.0cls.

US-PGRPUB;
USPAT:
LSOCR: ERO;
JPC
DERWENT;
IBM TDB

2008/09/04
13:62

289

spare adj processar

11S-FGRUS;
USPAT;
LISOCR; EPC;
JPO;
DERWENT:

[BM_TDB

2008/09/04
13:02
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EAST Search History

66

15

855 and S50 and 865

{US-PGRUE:

USPAT;
USOCR: ERG;
JROY
DEBWENT:
B TDB

- 12008/09/04

13:02

&7

221

{loss lose [Ds$3 lost$3)
same {lockstep lock-step
"‘lGd‘; sx epu)

US-PGRUB;
LISPAT;
USOCR; ERC;
JPO:;
DERWENT;
I18M TDB

2008/09/04
13:02

monitor$3) sames 867

US-PGEPUS;
LISPAT;
USOCH; ERO;
JPCH
DERWENT
I8N TDB

2008/09/04
1302

569

588 and S84 and S66

US-PGEPUSB;
USPAT;
LSOCR: EPC;
JPO;
DERWENT;
IBM_TDR

o

5

15008/08/04

13:02

1570

Y714/ 11).ccls.

LUS-PGRUB;,
LISPAT; USOCR

“ooaioeiod
13:46

S

{714/ 12).0cls.

US-PGPUB;
USPAT; USOCR

2008/09/04

113046

1872

714/13).cdls.

USPGRUS;

LISPAT; USOCR

2008/08/04
13:46

73

{714790) cds.

US-FGPUS,
USPAT; UsOCR

I

2008/09/04
13:46

&7

'Withaut same {shutt$3

turn-off power-off) same
{{operating adj systen)
&3]

us-peeus;,

USPAT;
USQUR; EPO:
JPC
DERWENT,
IBM TDB

o =] o] R o] g

- 12008/09%/04

14:09

1862 and 574

US-FGPUE;
USPAT;
USCOR, BPY;
JPO;
DERWENT;
[Br4_TDS

3

2008/09/04
14:10

76

875 not $h6

US-PGPUR;
LISPAT;
USOCR, ERD;
JPO;
DERWENT;

180 TOB

200809/ 04
14:12

Fi1/ 09 3:47:32 PM

Fike /O TIocusaaus A 208 st WA A S oo SESFEAS TS oMby WM ISEE  SeceusitinVersintuion (B2 o T3V3 G0 34747 PV

Page 577 of 1042




EAST Search History

Ci Documents and Settings) Miel My Documents\ EAST, Workspaces! roe3 10972588 . wsp

fike ZGCVTocupns 20 d % 208 sing ' ML I ocum. SESEAN TS cae iy HITISESE  ScceandbiliVepsininhion (53 of T3 DT 304

Page 578 of 1042



Application/Control No.

Applicant{s}/Patent Under

Reaxamination
Search Notes 10972588 MICHAELIS ET AL,
Ullm”]” l‘”"l ] m”m - .
Disu-Mink Le 2114
SEARCHED
Class Subclass Date Examiner
714 10, 41, 12,13 6/30/09 dmi
712 31 8/30/08 dmi
SEARCH NOTES
Search Noles Date Examiner
EAST search all files updated 6/30/09 dnd
Inventor name search 6/30/09 dmi
NPL search files [IEEE, Guagle Scholar] 708 dmi
INTERFERENCE SEARCH
Class Subgclass Date Examiner
714 10-13 712109 dmit
712 31 712109 dmd
Sea Inferference search data file

fQleu-Minh Lef

Pritnary Exaniner &t Unit 2114

115, Patent and Tiademark Office

Page 579 of 1042

Part of Paper o, © 20000701




TEAST Searvh History

EAST Search History

Ref Hits iSearch Query DBs Detfault Plurals Time Stamp
o | Operator : i
L1 869 {714/ 11).cols, US-RGPUB; OR (O 12008/07/02
_ USPAT; USOCR 106:05
a2 421 {714/12}) ocls. US-PGRUB; OR ON 12009/07/02
T T USPAT; USOCR. : 108:05
L3 763 {714/13).ccls. US-PGRUB; OR N 12009/07/02
: {USPAT: USOCR . 106:05
L4 b1g {714/10}.c0ls. US-PGPUB; OR ON 2009/07/02
T T HUSPAT; USOCR . 06:05
LS 17 {712/31) cols, SUS-PEPUB; OR O 2009/07/02
_ USPAT,USOCR & f 0e0s
a6 38825  imulti-processor "multi US-PGPRUB; OR ON 2009/07/02
: processor” (plural$3 adi  USPAT; USOCR 0608
: : processor) S . T T——
L7 38570 Ypair spare slave IS POPUB; OR ON 2009/07/02
: redundan$d backup JUSPAT; USOCR 0608
back-up "back up”
second$d) adiz?
% PrOCessor
L8 11727 {boot$4 or intializ$4) adj US-PGPUB; OR ON 12009/07/02
A processor USPAT; USOCR 06:07
L9 H8002 {switch$4 chang$4 US-PGPRUB; OR ON 2000/07:/02
: fattover fail-over "fag USPAT; USOCR 06.07
over") same {spare slave
redundan$4 backup
hack-up "back up”
second$4) same
: i Processar i . . _
2110 212 {loss lose 10883 lost$3) US-PGPUB; OR ON 2009/07/02
same {lockstep lock-step (JUSPAT; USQCR 08:08
o ltooksten” | __ |
Gt 210 Ydetect$3 track$d WSPGPUB, IOR 0 ION 2009/07/02
: fmonitdr$3y same 8 USPAT: 0a:12
USOCR; EPO;
LIPS
DERWENT;
_ {BM_TDB .
12 B0 {UiandGand7 US-PGPUB; OR ON 2009/07/02
g USPAT: 06:12
USOCR; BPO;
PO,
DERWENT:
IBM_TOB

kel Bocumenis % 2end SIS a g ML R Docume. 25B8AAS Thearch listory 1007 258K - Acovasible Vorsian bt £ 1ol 2577204 5:15:00 AM

Page 580 of 1042




TEAST Searvh History

13

12 and 9 and 18 and 1

US-PGRUB;
USPAT:
USOCR; BPO;
JPO;
DERWENT;

1BM_TOB

OR

12009/07/02
106:12

{2and9and 10and2

US-PGRUB;
LSPAT;
USQCR; EPO;
JPO;
DERWENT;
{BM TOB

CR

12009/07/02
0612

12and and igand 3

US-PGPUR;

USPAT;
USOCR; EPC;

IR

DEHWENT;

{BM_TDB

OR

2009/07/02
06:13

16

12 and 9 and 10 and 4

UERGRE

USPAT;
USOCR; ERO;

WPO;

DERWENT;
IBM_TDR

.C}H.

5006/07/02

06:13

7

{2and Qand 10 and &

HUS-PEPUB;

USPAT:
USOCR; BPO;
SO

{DERWENT,

{BM_TOB

“OR

5009/ 07/02
10613

118

W3

(714713 cols.) and 12
and 9 and 10

US PaPUB;

SUSPAT;

USTICR; £P0;
PO,

SDERWENT,
{BM_TDB

"OR

" 2009707702

08113

§L19

{"T11"/§.colsy and 12
and 9 and 10

USPAT:

USOCR; EPO;
SR

DERWENT:
1BM_TDB

2009/07/02

06:13

120

("712"/$.ccls.) and 12
and @ and 10

US-PGRUB;
USPAT;
USOCR; BRPO;
JPO;
DERWENT;
IBM_TOB

OR

5000/ 07)09

0614

7/2/096:14:21 AM
G\ Documents and Setfings\ Mie\ My Documents\ EASTN Workspaces: rce310972588.wsp

kel Bocumenis % 2end SIS o g ML R Docune. 25BSAAS Thearch listory 1007 258K Acovasible Vorsian bt (3 af 257209 5 15:00 AM

Page 581 of 1042




FTOSRABE (63-09}

Approved foruse Wpugh (47302004, OMB 08510031

1.8, Patent and Tradarnark Offfes; U8, BEPARTMENT OF COMMERZE

Urtlar the Paserwork Reduction Act of 1995 10 pessans avs requiied to rassond o a collsct d s ipation wilsss it containe & valid OB contrat guimbasr,

) Compiete if Known
P Rubstitute for form 144Q°0TO

Application Number 107972, 588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named taventor  {so0i 1 Michaelis

At Unit D114
{Use as many shosis 85 necessary}
Examiner Name LE DIEUMINH T
Sheet |4 of |1 Attorney Docket Number {anndoagra-d /

NON PATENT LITERATURE BOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the articks (when appropriate), title of
Initials® NoS | theitern {book, magazine, journal, serial, sympasium, catalog, eic), date, page(s), volume-issug T2
number(s), publisher, ¢ity and/or country whets punhsﬂed

Notice of Allowance dated 2-11-2009 for Serial Number 10/973.077 in the
United States

Notice of Allowance dated 9-23-2008 for Serial Number 10/973,077 in the
United States

Office Action dated 3-19-2008 for Serial Number 10/973.077 in the United
States

Office Action dated 9-20-2007 for Serial Number 10/973,077 in the United
States

Examiner - X Date
’ Meaes Rdinl b/ . N
Signature Do Mink Le/ Considered {E/28/2008

CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob
considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation designation number {(sptional).: L Applicant fs to place a check mark here if English fanguage Transtation is attacherd

This ooflection of information is qur?ﬂ by 37 CFR 1.98. Thainformation is veoum:-d s ninain oF reteit @ benefit by the pubtdic which is to file (and by the USPTO
fo process}an appication. Confidentialily is goverssd by 30U.B.C.132 and 37 bFf’ 114, Thiscallection is estirmabsn tofaks 2 hours o tomplets, mciuung
gatherng, prapariog -and subiitting the compléetedt appiir,aimn formto the USPTOL. Tima will vary. depseidiig upon the fndividual case, Any comvients o the
arnnun of time you require to-somplata this form Andfor Sugiestions o veducing this bisrden, should be ‘sefit to e CHIET Information Tifficar, 11.8. Patent and

Trademark Offics. P.CL Box 1450, Alexandria, YA 2831271450, DO NOT SERDEEER OR COMPLETED FORMR T THIZ ADDRESS. SEND TO:
Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH, /ML
Page 582 of 1042



FTOSRABE (63-09}

Approved foruse Wpugh (47302004, OMB 08510031

1.8, Patent and Tradarnark Offfes; U8, BEPARTMENT OF COMMERZE

Urtlar the Paserwork Reduction Act of 1995 10 pessans avs requiied to rassond o a collsct d s ipation wilsss it containe & valid OB contrat guimbasr,

) Compiete if Known
P Rubstitute for form 144Q°0TO

Application Number 107972, 588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named taventor  {so0i 1 Michaelis

ArtUnit 2414
{Use as many shosis 85 necessary}
Examiner Name Le Dieu Minh T.
Shaet {1 of 1 Attorney Docket Number {anndoagra-d /J

NON PATENT LITERATURE BOCUMENTS

Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the articks (when appropriate), title of
Initials® No | the e (Dook, magazing, journal, serial, symposium, catalog, elc.), date, pags(s), volume-issue T2
) number(s), publisher, ¢ity and/or country whers published,

Final Office Action for Serial No. 10/972,835 dated 11-21-2007 in the
United States

Office Action for Serial No. 10/973.,075 dated 12-13-2007 in the United States

[—
e
Bl
Examiner [ate WA TION00
o BN &1 i et !6;‘! r’:‘g(\?{}"
. RSN §§\_.‘:=¥E= Y iy . ,{:.xsz\ \§
Signature Ay Minh Ly Considered e
CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob

considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation designation number {(sptional).: L Applicant fs to place a check mark here if English fanguage Transtation is attacherd

This coflection of infarmation isvequired by 37 CFR 1.88. Theinformation Is required o nfstain o retalty & benefit by the-public which is to file (and Sy the USPTO
io process) an-appicstion.  Confidentiadify fe govermsd Sy 38U B.C122 and 37 OFR 114, Thiscallection is estimabs o fake 2 hours 1o tomplets, incheding
gatherng, preparimg-and submitting the completed-application form o the USPTQ. Timawill vary depseding apon the fndividual case.  Any commients or the
amount of timé you require to coimplete this form and@r suggestions for veducing this burden, should be sent to the: Chief information Difficer, 11.8. Patert and
Trademark Offics, P00 Box 1450, Alexandda, VA 283139450, DO NOT SERDN FEER-OR COMPLETED FORMR TEC THIS ADDRESS. SEND TO!
Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.

ALL BEFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. ML

Page 583 of 1042



dizsorting loss ol Sochstop msli-provissor ooy processns swkiching spese provessey « Songle Scaech

WEE} a?"d&éi viden x\'& 3 News b“xﬂﬁ'{‘ ”\, \J’ﬁﬁxi ey

detecing o of oostep mulfprocessor boot processar siching spare proce

S

freeey #1,\ f;pwmh

.Yl-."f

1. Svstem and mathod lor corfiguring lockstep mode of  processar .,

A system comprising; a processor module that supports lockstep mode of operation
e System and Method for Switching the Role of Boot Processor to a Spare
Processar Hesponsive fo Detection of Loss of Lockstep in a Boot Processor”. ..
an“ met hc;d r terminal mg Essk-siep sequences i a multiprocessor system ..

2. System and method for configuring lockstep mode of 4 processor .

Dec 11, 2007 ... A system comprises a processor module that supperts lockstep
mode o operation. ... in & Multi-Processor System a Spare Processor Thatis in
Lockstep for Use ... and Method for Switching the Role of Boot Processorto a
Spare Processor Responsive to Detection of Loss of Lockstep in a Boot

Processor’.

k

d, ook step processor pairs - Patent 8233702

A multiprocessor system includes a number of sub-processor systems, ... System for
a multiple processor telecommunications switching conlrol, February, 1983, De ef

3. o 4907228 is also an example of this pair-and-spare technigue. ... the focal
router will sumequenﬂy detect the Eoss of kenp aiwe symbols, .«

4, won Sofbvare Ontimization Guide for the AMD Hamensr Progessor

Speifaess poghocmead e

Page 584 of 1042

s yeteoting il slsp g nm sitesemihadas gesy il Sglsdes aovisarydersas aesda nhidsilestmgen i ol

: Resu f51-10 of atm 6D1 for detet:tmg foss of lockstep muiti pmcessnr boot processor swrtchmg spare processor {058 saands‘



dizsorting loss ol Sochstop msli-provissor ooy processns swkiching spese provessey « Songle Scaech

P i PDF/Adobe Acrobat

Cbap*er 11, "Multiprocessor Considerations,” discusses processorcore selection
andrelated ...... Many compilers have an “assume no alfasing” optimization
switeh. ..... [he application is also typically responsible for detecting the ...
counters in a processor and these counters are increment ed in lockstep. ...

5, Processor eoitorial Ariicle - Frodust Releases

(

May 8, 2009 ... Marathon Technologies everRun VM Lockstep & everRun 2G ...
Manager is connected between a network palch panel and a swilch of router, ...
Updated every four howrs, & fist of precompiled malware-detection wles lefs the
GE&mAV With an Intel Xeon Nehalem 5500 Series pracessor, the Stiring 118m ..

18 ™~ b boons o
8. D11 Bleckorin Insiument Systam - Digital Svionics Syslang o

Should a faifure coour, the Master Caution or Master Warning switehfight ..
Monitoring within each DEU is capable of defecting a loss of DU ... Each processor
board is capable of running at a sustained rate of 3.8 .. d) 16Kbytes Boot PROM
(U\}:‘%OM . lock-step processing to ,mpfemenf so**ware pa* mmm

T Y by .
7. Univware 7 Non siop Cluslers

A CPU dies, but ifs twin, which has been rusning in lockstep all this time, ... the
hardware identically, and the spare sits around walling for the need. ... NUMA clusters
work by extending memory across multiple machinea. o Well, gee, ¥ processor 1is
done, thenitis avaf!ab!e far more work, isn'tit?

8, Engr detectipninonection and fault detection/rsooveny invenfions i

Jul 19, 2007 ... The number of spare servers IS reduced for improving the ..
20070174689 - Computer platiorm embedded operating system backup swilching
handling method and system: ... 20070174687 - Systems and methods for maintaining
Enckstep (.,.;Eﬁ?ﬁ 88760 - Sawnas edaamga rallel ina multi-processor .

"

pit-geleclinnanneay ¥

Speifaess poghocmead e

s yeteoting il slsp g na«w sitesemihadas gesy il Slsdes aoviarydoredas deda nhisdsalosige 7

Page 585 of 1042



dizsorting loss ol Sochstop msli-provissor ooy processns swkiching spese provessey « Songle Scaech

18

IATaT Y Rn] b | kG £F Fa T
8, o HP RO Baced Selup Uil User Guide

+h PDF/Adobe Acrobal - Yiew as HIML
Se;ectmg the primary boot confrofler, + Configuring onling spare memory a.

Lockstep Mode provides increased data protection by enabling ... Multi-Processor
Specification {MPS) Table Mods {on page 105} ... ROM-based utlities generically
sw;!ch o run i either Windows8 or VTIG{} mode o pro«scfe Maximum ..

EAE AR
10 NEC Fault-Tolerant Unior Seever

A stock Linux kernel provides foo fitfle ervor detection and recovery for ... Both
modules run the same instructions in lockstep, checking sach ... After pressing the
power switch, located under & hinged plastic .. We comparad this server {0 a spare
genenc server havmg a 55!’!9!8 Af hion XP 21 {}E}T Pprocessor USING e

¥ dt?

RATRTUR IS Rioh, e b 5 o i Panoang | Abved Seaad
So0oke Home - Advertising Frocrams - Business Srliions - Privany - Ahoat Goonde

e poakcomboudh i

Page 586 of 1042

b gedebectingHomroirlnclslprmeit proe, sitessarheds thi‘-lgs Sl aoviarydorsdas e nhindsilesbge: (3ol RT3 20T



o Reave

£dit an exisling gusty or
COMPosE & new Query nihe
Search Query Display.

-Set_ect a search ﬂumber {#}

FsitpSoverpditeiinee wrgisaare ks

Page 587 of 1042




Index of Claims

Application/Control No.

Applicant{s}/Patent Under
Reexamination

10972588 MICHAELIS ET AL,
LT —
Dieu-Miniy Le 2114
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + | Restricted 1 | Interference O Objected
{] cClaims renumbered in the same order as presented by applicant ] cea & 10 ] rRi1.47
CLAIM DATE
Final Origingl  [02/28/2008 | G H L2008 GR/012009 | 070272008
f 1 < = = =
2 2 v = = =
3 3 ¢ = =
4 4 i = = =
5 5 e = = =
6 3 = = =
7 7 5 = = .
8 8 = =
5 g < = = =
10 1 p = = =
11 11 v = =
12 12 v = = =
13 < - - -
14 v -
15 v
13 18 = = =
14 17 = = =
15 18 v = = =
18 19 ¥ £ = =
17 20 ' = = =
18 21 v = = -
14 22 = = =
20 23 ¢ = = =
21 24 = = = =
22 25 B = = =
2 # = = =
24 27 = = = =
28 28 = = = =
2% 25 v - s s
2 30 v = = =

5. Patent and Trademark Offics

Page 588 of 1042

Parct of Paper No. 1 20080701




FTOSRABE (63-09}

Approved foruse Wpugh (47302004, OMB 08510031

1.8, Patent and Tradarnark Offfes; U8, BEPARTMENT OF COMMERZE

Urtlar the Paserwork Reduction Act of 1995 10 pessans avs requiied to rassond o a collsct d s ipation wilsss it containe & valid OB contrat guimbasr,

) Compiete if Known
P Rubstitute for form 144Q°0TO

Application Number 107972, 588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named taventor  {so0i 1 Michaelis

ArtUnit 2414
{Use as many shosis 85 necessary}
Examiner Name Le Dieu Minh T.
Shaet {1 of 1 Attorney Docket Number {anndoagra-d /J

NON PATENT LITERATURE DOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the articks (when appropriate), title of
Initials® Na.! the itam {book, magazine, journal, serial, sympaosium, catalog, efc)), date, page(s), volume-issue T2
) number(s), publisher, ¢ity and/or country whers published,
Final Office Action for Serial No. 10/972,835 dated 11-21-2007 in the
United States

Office Action for Serial No. 10/973.,075 dated 12-13-2007 in the United States

[—
e
Bl
Examiner [ate
Signature Considered
CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob

considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation designation number {(sptional).: L Applicant fs to place a check mark here if English fanguage Transtation is attacherd

This coflection of infarmation isvequired by 37 CFR 1.88. Theinformation Is required o nfstain o retalty & benefit by the-public which is to file (and Sy the USPTO
io process) an-appicstion.  Confidentiadify fe govermsd Sy 38U B.C122 and 37 OFR 114, Thiscallection is estimabs o fake 2 hours 1o tomplets, incheding
gatherng, preparimg-and submitting the completed-application form o the USPTQ. Timawill vary depseding apon the fndividual case.  Any commients or the
amount of timé you require to coimplete this form and@r suggestions for veducing this burden, should be sent to the: Chief information Difficer, 11.8. Patert and
Trademark Offics, P00 Box 1450, Alexandda, VA 283139450, DO NOT SERDN FEER-OR COMPLETED FORMR TEC THIS ADDRESS. SEND TO!
Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.

Page 589 of 1042



Electronic Acknowledgement Receipt

EFS iD: 5451360
Application Number: 10972588
international Application Number:
Confirmation Number: 1078

Title of Invention:

SYSTEM AND METHQOD FOR SWITCHING THE ROLE QF BQOT PROCESSCRTC
ASPARE PROCESSOR BESPONSIVE TO DETECTION OF LOSS DF LOCKSTER IN A
BOOT PROCESSGR

First Namad inventor/Applicant Name:

Seott L Michaelis

Lustemer Number: 32879
Filer: Robert Wayne Nelson/Kalyn Black
Fiter Authorized By: fobert Wayne Nelson
Attorney Docket Number: 200403973
Receipt Date: G3-JUN-2009
Filing Date: 25-0LT-2004
Time Stamp: 21:26:30

Application Type:

Utility uridder 35 USEC 111{a)

Payment information:

Submitted with Payment

EEle]

File Listing:

Document

Number Deacument Description

File Size(Bytes)! HUTHE Pages

File Name Raessage Digest | Part/zip| (ifappl)

1 NPL Documants

GANSH

1097307 5-0A-12-13-07 pdf |, o 18

SRR e

Warnings:

information:

Page 590 of 1042




622102
2 NPL Documents 1007 2835-FOA-11-21-2007. pdf no 17

Vb3S

SEPERLTAS At I

Warnings:

Information:

550184
3 Transmittal Letler E-1DS, pdf o 1

RN IR

Warnings:

Information:

1509832
sb0008L-6.pdf ne 1

) S TN 2 RIS M et aT Ry
Sary

information Disciosure Statemeint (IDS)
Filed (SB/0B}

Warnings:

Infermation:

This s not s USPTC supplied 105 fllable form

Total Files Size {in bytes):{ 2048325

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. ¥ serves as evidence of receipt similarto a
Post Card, as described in MPEP 503,

New Applications Under 35 U.8,C. 111

If & new applicationis baing filed and the application includes the necessary compenents for a filing date (see 37 CFR
1:53(h)-(d} and MPEP 506}; a Filing Receipt {37 CFR 1.54) will be issued in due course and the date shown on this
Acknowiedgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of anv internationalapplication is compliant with the conditions of 35
U.5.C 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
rational stage submission under 35 U,5.C 371 will be issued in addition to the Filing Receipt, in due course.,

an international filing date {see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/M05) will be issued in due course, stbject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Page 591 of 1042




HEWLETT-PACKARD COMPANRY PATENT APPLICATION
intellectual Property Administration

P.O. Box 272400

Fort Collins, Colorade 80527-2400 ATTORNEY DOCKET NO. ____200404973-1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

foveritor{s): Scoft L. Michaslis Confiridation No.: 1078
Application No.: 10/972,588 Examiner: Le, Diey Minh T.
Filing Date: 107252004 Group ArtUnit: 2114

Title: DYSTEM AND METHOD FOR SWITCHING THE ROLE QF BOOT PROCESSOR TO A SPARE
" PROCESSOR RESPONSIVE TO-DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 223131450

INFORMATION DISCLOSURE STATEMENT
Thig information Disclosure Statemant is submitted:
i‘g] under 37 CER 1.97 (k) or

{Within three months of filing national application; or date of entry of naticnal application; or before mailing
date of first action on the merits; whichever accurs last)

O ondersy CFR 1.97 {¢), together with either &

[ ] Statement under 37 CFR 1.87 (8} or

[ 1 a$180 fae under 37 CFR 1.7 {p), or

{After the CFR 1.97 (B} time period, but before final action or nolice of aliowance; whichaver ocdurs first)
1 under3veer1.97 (dy, together with a:

E:] Statement undar 37 CFR 1.97 {e){(1) or {2}, and

[7] @ $180 fee sei forth in 37 OFR 117 (p)

{Filed after final action, & notice nf allowance, on or before payment of the lssus fee)

Plzase charge to Deposit Account 08-2025 the sumof § 0.00 . At any time during the pendency of this application,
please charge any fees required or sredit any over payment o Depusit Account 08-2025 pursuant 1o 37 CFR 1.25.

Applicani{s} submit herewith form PTO/SB/BE - information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant{s) are aware, which applicant(s} believe(s) may be matedial to
the examination of this application and for which there may be a duty to disclese in acesrdance with 37 CFR 1.56.

B A concise explanation of the relevance of foreign languags patents, foreign language publications and other foreign
language information listed on PTO/ESB/UABR, as presently understond by the individual{s} designated in 37 CFR 1.56
{c} most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in & vearch report or other action by a foreign patent office in a counterpan foreign application, an english langusage
version of the search report or action which indicates the degrae of relevance found by the foreign office is listed on
form PTQ/SBIO8E and isenclosed.

it is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaslis

By /RobentW. Nelsan/
Robert W. Nelson, Esq.
AttorneyiAgent for Applicantis)
Rag No.: 37,888
Date: June 3, 2008
Telephone @ {303) 298-9888

Rz 108 {8083

Page 592 of 1042



FTOSRABE (63-09}

Approved foruse Wpugh (47302004, OMB 08510031

1.8, Patent and Tradarnark Offfes; U8, BEPARTMENT OF COMMERZE

Urtlar the Paserwork Reduction Act of 1995 10 pessans avs requiied to rassond o a collsct d s ipation wilsss it containe & valid OB contrat guimbasr,

) Compiete if Known
P Rubstitute for form 144Q°0TO

Application Number 107972, 588

INFORMATION DISCLOSURE | Filing Date 10/25/2004
STATEMENT BY APPLICANT | First Named taventor  {so0i 1 Michaelis

ArtUnit 2414
{Use as many shosis 85 necessary}
Examiner Name Le Dieu Minh T.
Shaet {1 of 1 Attorney Docket Number {anndoagra-d /J

NON PATENT LITERATURE BOCUMENTS
Examiner | Cite Inchude name of the author (in CAPITAL LETTERS), titte of the article {(when appropriate), title of
Initials® No | the e (Dook, magazing, journal, serial, symposium, catalog, elc.), date, pags(s), volume-issue T2
) number(s), publisher, ¢ity and/or country whers published,

Notice of Allowange for Serial No. 10/973.004 dated 8-1-2007 in the
United States

Office Action for Serial No. 10/973.004 dated 4-10-2007 in the United States

Final Office Action for Senal No. 10/973,075 dated 5-12-2009 in the United
States

Office Action for Seriad No. 10/973.075 dated 10-29-2008 in the United Stale

Office Action for Serial No. 10/973,075 daled 3-12-2008 in the United States

Office Action for Serial No. 10/973,075 dated 7-2-2007 in the United States

————
Notice of Alfowance for Serial No. 10/872,796 dated 12-18-2007 in the United
o
wlates
Office Action for Serial No. 10/972,796 dated 7-12-2007 in the United
States
eeereeeeereed
Examiner [ate
Signature Considered
CEAXAMINER: fnitiad if refevencs congiderad, whathevar not eitation s e conformancs sath MPEP 608, Draw lins through citstios Brol in conformancs. sod sob

considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation designation number {(sptional).: L Applicant fs to place a check mark here if English fanguage Transtation is attacherd

This coflection of infarmation isvequired by 37 CFR 1.88. Theinformation Is required o nfstain o retalty & benefit by the-public which is to file (and Sy the USPTO

io process) an-appicstion.  Confidentiadify fe govermsd Sy 38U B.C122 and 37 OFR 114, Thiscallection is estimabs o fake 2 hours 1o tomplets, incheding

gatherng, preparimg-and submitting the completed-application form o the USPTQ. Timawill vary depseding apon the fndividual case.  Any commients or the
,,,,, fficar, 1.8 Patent and

Trademark Offics, P00 Box 1450, Alexandria, VA 223139450, DO NOT SERIVFEER OR COMPLETED FORMS DO THIS ADDRESS.  SERD YO!

Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

foveritor{s): Scoft L. Michaslis Confiridation No.: 1078
Application No.: 10/972,588 Examiner: Le, Diey Minh T.
Filing Date: 107252004 Group ArtUnit: 2114

Title: DYSTEM AND METHOD FOR SWITCHING THE ROLE QF BOOT PROCESSOR TO A SPARE
" PROCESSOR RESPONSIVE TO-DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 223131450

INFORMATION DISCLOSURE STATEMENT
Thig information Disclosure Statemant is submitted:
i‘g] under 37 CER 1.97 (k) or

{Within three months of filing national application; or date of entry of naticnal application; or before mailing
date of first action on the merits; whichever accurs last)

O ondersy CFR 1.97 {¢), together with either &

[ ] Statement under 37 CFR 1.87 (8} or

[ 1 a$180 fae under 37 CFR 1.7 {p), or

{After the CFR 1.97 (B} time period, but before final action or nolice of aliowance; whichaver ocdurs first)
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Plzase charge to Deposit Account 08-2025 the sumof § 0.00 . At any time during the pendency of this application,
please charge any fees required or sredit any over payment o Depusit Account 08-2025 pursuant 1o 37 CFR 1.25.

Applicani{s} submit herewith form PTO/SB/BE - information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant{s) are aware, which applicant(s} believe(s) may be matedial to
the examination of this application and for which there may be a duty to disclese in acesrdance with 37 CFR 1.56.

B A concise explanation of the relevance of foreign languags patents, foreign language publications and other foreign
language information listed on PTO/ESB/UABR, as presently understond by the individual{s} designated in 37 CFR 1.56
{c} most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in & vearch report or other action by a foreign patent office in a counterpan foreign application, an english langusage
version of the search report or action which indicates the degrae of relevance found by the foreign office is listed on
form PTQ/SBIO8E and isenclosed.

it is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaslis

By /RobentW. Nelsan/
Robert W. Nelson, Esq.
AttorneyiAgent for Applicantis)
Rag No.: 37,888
Date: June 2, 2008
Telephone @ {303) 298-9888
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This Acknewledgement Receipt evidences receipt oni the noted date by the USPTO of the indicated documenits,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP S03.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(k)-{d) and MPEP 506}, a Filing Receipt {37 CFR 1.54) will be issusd in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 38
U.5.C. 371 and otherapplicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the applicationasa
national stage submission under 35 U,5.C. 371 will be issued in addition to the Filing Receipt, in due course.

If a new international application is being filed and the international application includes the nacessary componeants for
an international filing date {see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date {(Form PCT/RO/ 05) will be issued indue course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Fort Collins, Colorade 80527-2400 ATTORNEY DOCKET NO. ____200404973-1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

foveritor{s): Scoft L. Michaslis Confiridation No.: 1078
Application No.: 10/972,588 Examiner: Le, Diey Minh T.
Filing Date: 107252004 Group ArtUnit: 2114

Title: DYSTEM AND METHOD FOR SWITCHING THE ROLE QF BOOT PROCESSOR TO A SPARE
" PROCESSOR RESPONSIVE TO-DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 223131450

INFORMATION DISCLOSURE STATEMENT
Thig information Disclosure Statemant is submitted:
i‘g] under 37 CER 1.97 (k) or

{Within three months of filing national application; or date of entry of naticnal application; or before mailing
date of first action on the merits; whichever accurs last)

O ondersy CFR 1.97 {¢), together with either &

[ ] Statement under 37 CFR 1.87 (8} or

[ 1 a$180 fae under 37 CFR 1.7 {p), or

{After the CFR 1.97 (B} time period, but before final action or nolice of aliowance; whichaver ocdurs first)
1 under3veer1.97 (dy, together with a:

E:] Statement undar 37 CFR 1.97 {e){(1) or {2}, and

[7] @ $180 fee sei forth in 37 OFR 117 (p)

{Filed after final action, & notice nf allowance, on or before payment of the lssus fee)

Plzase charge to Deposit Account 08-2025 the sumof § 0.00 . At any time during the pendency of this application,
please charge any fees required or sredit any over payment o Depusit Account 08-2025 pursuant 1o 37 CFR 1.25.

Applicani{s} submit herewith form PTO/SB/BE - information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant{s) are aware, which applicant(s} believe(s) may be matedial to
the examination of this application and for which there may be a duty to disclese in acesrdance with 37 CFR 1.56.

B A concise explanation of the relevance of foreign languags patents, foreign language publications and other foreign
language information listed on PTO/ESB/UABR, as presently understond by the individual{s} designated in 37 CFR 1.56
{c} most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in & vearch report or other action by a foreign patent office in a counterpan foreign application, an english langusage
version of the search report or action which indicates the degrae of relevance found by the foreign office is listed on
form PTQ/SBIO8E and isenclosed.

it is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaslis

By /RobentW. Nelsan/
Robert W. Nelson, Esq.
AttorneyiAgent for Applicantis)
Rag No.: 37,888
Date: June 2, 2008
Telephone @ {303) 298-9888
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HEWLETT-PACKARD COMPANRY PATENT APPLICATION
intellectual Property Administration

P.O. Box 272400

Fort Collins, Colorade 80527-2400 ATTORNEY DOCKET NO. ____200404973-1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

foveritor{s): Scoft L. Michaslis Confiridation No.: 1078
Application No.: 10/972,588 Examiner: Le, Diey Minh T.
Filing Date: 107252004 Group ArtUnit: 2114

Title: DYSTEM AND METHOD FOR SWITCHING THE ROLE QF BOOT PROCESSOR TO A SPARE
" PROCESSOR RESPONSIVE TO-DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 223131450

INFORMATION DISCLOSURE STATEMENT
Thig information Disclosure Statemant is submitted:
i‘g] under 37 CER 1.97 (k) or

{Within three months of filing national application; or date of entry of naticnal application; or before mailing
date of first action on the merits; whichever accurs last)

O ondersy CFR 1.97 {¢), together with either &

[ ] Statement under 37 CFR 1.87 (8} or

[ 1 a$180 fae under 37 CFR 1.7 {p), or

{After the CFR 1.97 (B} time period, but before final action or nolice of aliowance; whichaver ocdurs first)
1 under3veer1.97 (dy, together with a:

E:] Statement undar 37 CFR 1.97 {e){(1) or {2}, and

[7] @ $180 fee sei forth in 37 OFR 117 (p)

{Filed after final action, & notice nf allowance, on or before payment of the lssus fee)

Plzase charge to Deposit Account 08-2025 the sumof § 0.00 . At any time during the pendency of this application,
please charge any fees required or sredit any over payment o Depusit Account 08-2025 pursuant 1o 37 CFR 1.25.

Applicani{s} submit herewith form PTO/SB/BE - information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant{s) are aware, which applicant(s} believe(s) may be matedial to
the examination of this application and for which there may be a duty to disclese in acesrdance with 37 CFR 1.56.

B A concise explanation of the relevance of foreign languags patents, foreign language publications and other foreign
language information listed on PTO/ESB/UABR, as presently understond by the individual{s} designated in 37 CFR 1.56
{c} most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in & vearch report or other action by a foreign patent office in a counterpan foreign application, an english langusage
version of the search report or action which indicates the degrae of relevance found by the foreign office is listed on
form PTQ/SBIO8E and isenclosed.

it is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaslis

By /RobentW. Nelsan/
Robert W. Nelson, Esq.
AttorneyiAgent for Applicantis)
Rag No.: 37,888
Date: June 1, 2008
Telephone @ {303) 298-9888
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This Acknewledgement Receipt evidences receipt oni the noted date by the USPTO of the indicated documenits,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP S03.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(k)-{d) and MPEP 506}, a Filing Receipt {37 CFR 1.54) will be issusd in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 38
U.5.C. 371 and otherapplicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the applicationasa
national stage submission under 35 U,5.C. 371 will be issued in addition to the Filing Receipt, in due course.

If a new international application is being filed and the international application includes the nacessary componeants for
an international filing date {see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date {(Form PCT/RO/ 05) will be issued indue course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

New international Application Filed with the USPTO as a Receiving Office
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considersd, clude copy of this form with next commmunization to applicant.

tapplicant's unique citation designation number {(sptional).: L Applicant fs to place a check mark here if English fanguage Transtation is attacherd

This coflection of infarmation isvequired by 37 CFR 1.88. Theinformation Is required o nfstain o retalty & benefit by the-public which is to file (and Sy the USPTO
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amount of timé you require to coimplete this form and@r suggestions for veducing this burden, should be sent to the: Chief information Difficer, 11.8. Patert and
Trademark Offics, P00 Box 1450, Alexandda, VA 283139450, DO NOT SERDN FEER-OR COMPLETED FORMR TEC THIS ADDRESS. SEND TO!
Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.
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Post Card, as described in MPEP 503,

New Applications Under 35 U.8,C. 111

If & new applicationis baing filed and the application includes the necessary compenents for a filing date (see 37 CFR
1:53(h)-(d} and MPEP 506}; a Filing Receipt {37 CFR 1.54) will be issued in due course and the date shown on this
Acknowiedgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of anv internationalapplication is compliant with the conditions of 35
U.5.C 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
rational stage submission under 35 U,5.C 371 will be issued in addition to the Filing Receipt, in due course.,

an international filing date {see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/M05) will be issued in due course, stbject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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P.O. Box 272400

Fort Collins, Colorade 80527-2400 ATTORNEY DOCKET NO. ____200404973-1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

foveritor{s): Scoft L. Michaslis Confiridation No.: 1078
Application No.: 10/972,588 Examiner: Le, Diey Minh T.
Filing Date: 107252004 Group ArtUnit: 2114

Title: DYSTEM AND METHOD FOR SWITCHING THE ROLE QF BOOT PROCESSOR TO A SPARE
" PROCESSOR RESPONSIVE TO-DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 223131450

INFORMATION DISCLOSURE STATEMENT
Thig information Disclosure Statemant is submitted:
i‘g] under 37 CER 1.97 (k) or

{Within three months of filing national application; or date of entry of naticnal application; or before mailing
date of first action on the merits; whichever accurs last)

O ondersy CFR 1.97 {¢), together with either &

[ ] Statement under 37 CFR 1.87 (8} or

[ 1 a$180 fae under 37 CFR 1.7 {p), or

{After the CFR 1.97 (B} time period, but before final action or nolice of aliowance; whichaver ocdurs first)
1 under3veer1.97 (dy, together with a:

E:] Statement undar 37 CFR 1.97 {e){(1) or {2}, and

[7] @ $180 fee sei forth in 37 OFR 117 (p)

{Filed after final action, & notice nf allowance, on or before payment of the lssus fee)

Plzase charge to Deposit Account 08-2025 the sumof § 0.00 . At any time during the pendency of this application,
please charge any fees required or sredit any over payment o Depusit Account 08-2025 pursuant 1o 37 CFR 1.25.

Applicani{s} submit herewith form PTO/SB/BE - information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant{s) are aware, which applicant(s} believe(s) may be matedial to
the examination of this application and for which there may be a duty to disclese in acesrdance with 37 CFR 1.56.

B A concise explanation of the relevance of foreign languags patents, foreign language publications and other foreign
language information listed on PTO/ESB/UABR, as presently understond by the individual{s} designated in 37 CFR 1.56
{c} most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in & vearch report or other action by a foreign patent office in a counterpan foreign application, an english langusage
version of the search report or action which indicates the degrae of relevance found by the foreign office is listed on
form PTQ/SBIO8E and isenclosed.

it is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaslis

By /RobentW. Nelsan/
Robert W. Nelson, Esq.
AttorneyiAgent for Applicantis)
Rag No.: 37,888
Date: May 29, 2009
Telephone @ {303) 298-9888
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Commissionst for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

K you need assistancs 7 complating the form, call 1:800-PTO-Q189 {1-800-T86-Q1D9} snd seloct aplion 2.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documants,
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Post Card, as describad in MPEP 503,

New Applications Under 35 U,5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date {ses 37 CFR
1.53{b)-{d} and MPEPF 508&), a Filing Recaipt {37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgamaent Receipt will establish the filing date of the application.

Mational Stage of an International Application under 35 U.S.C. 371

if a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.8.C. 371 and other applicable requirements a Form PCT/DO/ED/903 indicating acceptance of the apyplication as a
national stage submission under 35 U.5.C, 371 will be issued in addition to the Filing Receipt, in due course,

If & new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in duexourse, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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intellectual Property Administration

P.O. Box 272400

Fort Collins, Colorade 80527-2400 ATTORNEY DOCKET NO. ____200404973-1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

foveritor{s): Scoft L. Michaslis Confiridation No.: 1078
Application No.: 10/972,588 Examiner: Le, Diey Minh T.
Filing Date: 107252004 Group ArtUnit: 2114

Title: DYSTEM AND METHOD FOR SWITCHING THE ROLE QF BOOT PROCESSOR TO A SPARE
" PROCESSOR RESPONSIVE TO-DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 223131450

INFORMATION DISCLOSURE STATEMENT
Thig information Disclosure Statemant is submitted:
i‘g] under 37 CER 1.97 (k) or

{Within three months of filing national application; or date of entry of naticnal application; or before mailing
date of first action on the merits; whichever accurs last)

O ondersy CFR 1.97 {¢), together with either &

[ ] Statement under 37 CFR 1.87 (8} or

[ 1 a$180 fae under 37 CFR 1.7 {p), or

{After the CFR 1.97 (B} time period, but before final action or nolice of aliowance; whichaver ocdurs first)
1 under3veer1.97 (dy, together with a:

E:] Statement undar 37 CFR 1.97 {e){(1) or {2}, and

[7] @ $180 fee sei forth in 37 OFR 117 (p)

{Filed after final action, & notice nf allowance, on or before payment of the lssus fee)

Plzase charge to Deposit Account 08-2025 the sumof § 0.00 . At any time during the pendency of this application,
please charge any fees required or sredit any over payment o Depusit Account 08-2025 pursuant 1o 37 CFR 1.25.

Applicani{s} submit herewith form PTO/SB/BE - information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant{s) are aware, which applicant(s} believe(s) may be matedial to
the examination of this application and for which there may be a duty to disclese in acesrdance with 37 CFR 1.56.

B A concise explanation of the relevance of foreign languags patents, foreign language publications and other foreign
language information listed on PTO/ESB/UABR, as presently understond by the individual{s} designated in 37 CFR 1.56
{c} most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in & vearch report or other action by a foreign patent office in a counterpan foreign application, an english langusage
version of the search report or action which indicates the degrae of relevance found by the foreign office is listed on
form PTQ/SBIO8E and isenclosed.

it is requested that the information disclosed herein be made of record in this application.
Respectfully submitted,
Scott L. Michaslis

By /RobentW. Nelsan/
Robert W. Nelson, Esq.
AttorneyiAgent for Applicantis)
Rag No.: 37,888
Date: May 28, 2009
Telephone @ {303) 298-9888

Rz 108 {8083

Page 615 of 1042



PTIVSRIGE {01089}

Approved foruse Wpugh $2282004, OB 08510031

WS, Patent and Tradarmark Office; U8, DEPARTMENT OF COMMEREZE
1y g coection of infamation unless i contaits a vali OME cantrof number.

Complete if Known

L Inder the Fagainwork R,er}ur:tion Act of 1995 00 persans arg regui‘rﬁﬂ ig Fesy et

Substile for form 1449FTH

{Use as many sheets as necessary)

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Application Mumber

10/872,588

Fiting Date

10/85/2004

First Marnes nvastor

Scott L. Michaetis

Art Unit 2144

Examiner Mams

La, BHeu Minh T.

N\ _Sheat U1 Uoap 1 Altomey Dacket Number | 200404373-1
U 8 PATENT DOCUMENRTS
Examvener | Cite Gocument Number Publication Data Maras of Fatentes or Pages, Colurans, Lines, Whers
inttiate™ No.! MM-DD-YYYY Agplicant of Cited Docurnent RBPEV’&F!E\_F‘E ssages or Relevant
Number-Kind Gogg® Fmwwe Figures Appsar
US-0004-0078651 02:21-2008  {Kevin David Safford
NS 2006-0248384 T1-08-2008  {Kevin David Safford
Us- 330,356 12-11-2007  {SUNDARESWARAN
US-g. 141,770 10-31-2000 |STEPHEN FUCHS
U8 6,263,452 07-17-2001  IDOUGLASE. JEWETT
U 8,643,387 11-04-2003 Stiram Sethuraman
US- 6,735,253 05-11-2004  {SHIH-FU CHANG
Y5 6.963,018 01-03-2008  {CHIH-LUNG
US-7 042,943 05-03-2006  Barin Geatfry Haskel
L&~
US-
35«
s
HRRS
Us.
US-
WS-
i
Us:
FOREIGN PATENT DOCUMENTS
Exarmingr | Cle | Forgign Fatent Decument Publication Mainz of Patentes of Fages, Coturmng, Lines,
{ritials® Mo, Dats Applicant of Cited Document Whare Relevant Passages .
. ) MAM-DLLYYYY Or Relevant Figuras Appear | T°
Cowdry Cods™ Stamyer K
WO 01 45441 DB-21-2001 |[Koninklike
ExAmines Bate
Signature Lanstdererd

CRARY

considerad. Includs oopy of this farm with aed Sommuanication fo appluan\

LISETO Patent Docwments at @
Japanasy palant dotumants, “It. nd
the appropriate symbolz as indicated on the document under WIRD Standard ST.18 i possible.

Transkation & attached,

e of MPEP 461,064,

Appi;a.mi i to dace s

: Inthal i reference considerad, whather oF not clation 14 wmun’mm & Wi MIPED D00, T hoe through cilation i aob i wnfm‘mame anid not
Apphrantv ufigue G ation ('e\:gn.mon nyimber {optionat},
R * fnter Offfce thal issued the document, by the' Fvd-letter code {WIRQ Stamiard ST:3). °
Hosir of the yearof the relgir of the Bimgeror must precede the serdal nurmbst of the patent doctiment. “Kinet of documsit By
check - mark hars i English languags

“Bee Kinds (‘od?s of
For

Thiz colfection of information s required by 37 CFRUBT snd .58, The iformmation & requirsd to abaln o retain a benefit by the public which is o fils {and by the
LSETO fo process) an application. Corfidentiality is governed by 35 U8.C, 128 and 37 OFR 144, This eallection is sstimatett ta take 2 hours o complate,
inciuding gatfisrinig, prepating. and submitting i complsted application form to the USPETO. Time will viary depending upon e fndividual tasa, Ay comrnants.
on the ameunt of time you reguire fo complats this form andine suggestions for reducing this burden, should be sent (o the Thief information Officer, 3.8, Patent
and Tradamark Office, PO, Box 1450, Aloxandria; VA 223131450, DO ROT SERD FEES OR COMPLETED FORME T THIS ADDRESS. SERD
TO: Commissiones for Patents, P.O. Box 1450, Alexandria, VA 2231 34450,

K you need assistancs i compisting the farm, call 1:800-=PTO-9198 {1-800-TA6-9199}  snd seloct aplion 2.

Page 616 of 1042



JUN. 2

-
Oy oljects can be calenlxsed. One of the motion models v regnived for aking inmo assoums the parts of the image that & staric, 1.6,

@
=

L2008 §:34aM

HP LEGAL

NO. 433 P

{12) NACH HEM VERTRAG UBER BIE INTERNATIONALE ZUSAMMENARBIIT AUF DEM GEBIET DES
PATENTWESENS (PCT) VEROFFENTLICHTE INTERNATIONALR ANMELDURG

{1%) Weltorganisation iy getstizes Eigentum
Interpstionales Bire

{43) Xnten;aﬁonxle;s Verdfentlichungsdatum
2X. Jugd 2001 2L.062001)

PCT

R

{10) Iniernationals Yerdffentichungsnummer

WO 01/45421 Al

51 Inwrastionsle Parentkisssifuation’; BN 7726

{21} Intermationsles Aktcoreichen: PCTAEPO 1653
{23} Intermationates Anmetdedainm:
23. November 2000 (23,1 1.20003

25 Einrelchengyspracher Pewtsch

{26) Verdtentlichumgssprache: Deutseh
(30) Angaben zur Priovitht
Y3685 17, Dezamber 1999 0 70.12.1999) EP
{78y Anmelder (fv alie Besimmbipsstaalen mivdusahose vor
75 KOMINKLIIKE PHELIPS ELECTRONICS NV
INEDNLY: Groengwondsewsg 1, NL-5621 BaA Eindhoven
(ML

(72) Erhader; und

{75y Ecfindsvfanmelder oy & USj: DE HASAN, Gorard
JEANLY Prof Holwlam §, NL-S636 AA Eiadhoven
(L), WITTEBROOYD, Rismest, B. [NLNLE Prof
Holsthasa 6, NL-3656 4.4 Bindhover (NL): SCRUTTEN,
Rabert, S, INLNL)L Prof, Habltlaan 6, DL-S656 AA
Emdheven (ML),

(R4) Anwalt: STERKBREEK, Leosardas, 4 Internatonast
Cetrotiburesy B.V,, Prof Holsisan 6, NL.S655 AA Fnds
horeen (NLX

{%3} Bestimmungsstasten dational: [P, BR, U8,
{84) Bestimmungnstanteh frgionad): europiischis Pasent (AT,

85, CH, CY, DE, DK, ES, FI, FR, OB, OR, TE, TR LU, MC,
NE FLSETR).

{Forisctrung pof der réichsten Ssive]
T (54 Titles MOTION ESTIMARION N VIDEQ IMAGES
{84} Berelvbnnag: BEWEGUNGSSCRATIUNG IN VIDEOBILDERN
i
H
0 o 1
-
——
S ]
ORI
RS ey SR E 4
foonne3

{87 Absbracts The jnvention relstey tivan object-grienied motion estmation mefhiod foethe interpelation betwesn vidio irsge duts
SN Antording wr axik malhod, two-or me motion models are used 1& desexibe the displasement of image abjects betwesn a first
andd 1 soovad video Tage. The motion modals are determizod by sets of parsmeters from which displacement vectons for she fmags

statiopsy. The conmvesiey of the eflovanon of the movesbls feage shfests 1o the muﬁsm»gmgepmmlm of hms aad

‘spare is taken fute acoount whin the image ares i segmented.

Page 617 of 1042

{f‘uﬁwmmg auf dar ndcksien Selte]

PAGE 42662 RCVD AY $121/2006 11:30:02 AM [Eastern Daylight Time}* SYR:USPTCEFXRF-4/8 * DNIS:2736300" CSID: 608573487 * DURATION (mneas) 1843

41



JUR 21,2006 :358M  HP LEGAL 0,439 P 43

WO 01/45421 A1 HEATRRIERE IR SR m R E

Verdiicatichts Sur Exlddnmg der SwelbushstobenCodas, snd der anderen
v M ivernatonglen Rocherchenberfeht Abkeraungen wird e die Brid@ringon {*Guidence Notes on
—  Var Ablxg dev fir dnderungen der Avgpriche giltenden  Codes and Abbreviations®) om Am’ang fedsr m@ml@!réwgam
Fvige Verofendishung wird wiederhols, Yolis Sndirungen dor PCT-Grretts verwiesen.
sintreffen,

{87 Zusamsneatassang: Die Eefindung towifl o objoke-orientiertes Bewegnagsschitunpsveriihren 1B dis Tnrarpolation zwi-
schen Videobilddaienatitzen, Es werden dabai zwel oder mehr Rewegnmgsmiodells verwendet, um die Visschishong von Bildob-
jelaen zwisclion alnam arsien wad emam rweilen Vidsohild 20 baschreiben. e Bewsgunpsnodelle wendon dovels Parametersiivos
bostiorgt, s welchen sich Verschisbongs velnorsms fitr die Blldobiekze bevechaen Jassen, Binss der Bewagungempdslle wird bant
Bt am Gegerdpen Bildeile m borboksichtipen, die statisch, wso ndbeweplich sind. Bei der Segmentiamng ¢es Bildharsiches witd
die zaithichs vpd réumtiche Ronsizeny der Zoorduang von baweglichen Rildohjskion zu den entsprechenden Bldinilen brackear,

PAGE 43/62° RCVD AT SI42006 11:30:02 AH [Eastern Dayfight Time]* SYR-USPTO£F XRF.513 DNIS:2738300* CSID:6808575487 * DURATION (mms}:iﬁeé

Page 618 of 1042



JUN. 202006 5.35AM AP LEGAL NO. 439

10

1%

20

25

WO 61/45423 PCTEPOON 1633

Bewegungsschitzung in Videobildem

Die Exfindung betrifft ein Verfahren zur Bewegungsschitzung in
Videobilddater, wobet zuntichst ausgehend von einem ersten und sinem zwelwn Videobild
Parumstersitze von zwel oder mele Bewegnngsmodellon srmittelt werden und wobed dam
den Bawegumgernodelisn Bildobjekee zogeordaet werden. Die Eefindung betnfft femer eine
Vorrichtung 2ur Darchfidhrung des Verfutwens, eine gemal dem Verfahren srbeitende
Vomichmung mur Darstellung von Videobildern und ein Computerprogrammprodukt zur
Bewsgungsschitzung. :

Fortschritte in der Multhmedis-Technik haben 2ur Entwickhung einer Vielzahl
von Videoformaten und Wiedergabestandards gefilht. Diese unterscheiden sich unter
anderem auch in der Bildrate, also in der Zahl der Binzelbilder pro Zeiteinheit. Soll eine
Videosequenz quf einem PC- oder TV-Bildschion wiedergegeben werden, so Ist es
sxfordertich, eine Anpassung an die Bildrate des Wiedergabegerits vorzunshmen. Hierfir
gesignete Schrittstellon arbelien mit Konversionsverfahren unterschiedlicher Komplexitit,
Die einfachste Methode besteht darim, bei der Wiedergabe je nach gewlinschier Bildrate
Einzelbilder der Videvsequenz zu wisdetholen oder auszulassen. Bel der Dasstellung derartdg
behandeker Videcdsten treten jedoch snerwiinschie Artefakie aull Es kommt je nach dem
Veriltnia dar regrundeliegenden Bildraten zu uaerwilnschten Darstellungsfehiem. Die
Wiedergabe erscheint stockand und ungleichmaBip, so daB die in der Videoseguens
dargesteliten Bewegungen unnatlishich wirken. Anfwendigere Verfabhren nehmen eine,
Interpolation zwischen wdeingnderfoligenden Videobildem vor, wobed sin Algerithmivs zur
Bewegungsschitzung zum Einsatz kommt, welcher die Verschisbungen einzelner
Bildelemente von einem Binzelbild zum nfchsten erkennt und daraus Bilddaten sreaugt, die
zeitlich ewischen den Binzelbildem der Videoseguenz legen. Die Anwendang devartiger
Verfahren im Bersich dor Heiro-Endgerite acfordert, defl die zugrundeliegenden Algorithmen
zine qualitathv hochwertige Bildratenkonversion Hefern und dabei nur einen geringen
Rechenaufvand bandtigen, da der Leistungsfihigheit der digitalen Signalverar
beltengselekironil von Hetmgeriten Grenzen gesewt sind.
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Verfahren zor Bewegungsschiming der singangs genannten Ast signen sich
anBer fiir dis Bildratenkonversion auch fiir die Kodienung wd Kompression bet der
Ubertragong von Videodaten sowie filr die Tiefeschatzung in der 3D Bilddstenverarbeitang
wnd fir Disparitdrsschitrungen bel Stepzobildem.

Bin derardiges Verfatuen schldgn die WO 99/16251 vor. Bs handelt sich hierbed
m ein leisnmgsiihiges, objekrorientiertes Verfahren zur Bewggungsschiitzung, bei dem zwed
oder michr Bewvegungsmodaiie verwendet werden, um die Verschiehung von Bildobjelren
rwischen einem alcuellen nnd einern vorhergehonden Videobild zu beschraiben, Die
Bowegungsmodelle werden durch Parametersiitze bésthnmt, aus welchen sich
Verschishungsvelktoren berochnen lagsen, Eines der Bewegungsmodelie wind bantrigt, tm
diejenigan Bildieile zn berticksichtigen, die statisch sind. Der zugehdrige
Verschiebungsvektor ist also der Nullvektor. Die Parametersitze der @brigen
Bewegmgsmodelle werden ermittalr, mdem die Anpassungsfehler der Bewegungsmodelle
bet der Beschueibung der Verschicbung der Bildobjekts ewischen asufeinanderfolgenden
Videobildern bewerntet werden. Fir die Interpolation ist es-dann erfordexdich, die Bilddaten zu
segmentisren und dabet elnzelnen Rildobjekten gesipnete Bewsgungsmodelie zuzuordnes.
Das Fraebnis der Sepmentierung sind sepacate Objekte, slso Bildietle die vom
vorhergehenden zum aktuellen Videobild emne ghnliche oder vergleichbere Verschiebung
ausfithren.

Iias vorbekannte Verfahren zor Bewegungsschiitzupy stellt sine
leistungsfahige Alternative zu den ansonsten fiblichen blockorientiorten Verfahren dar, da dik
Zahl der unabhiingig voneinander beweglichen Objekte in normalen Videosequenzen gering
ist und deswegen such nur sing enteprechend Kleins Zshl von Bewegingsmodallen’
verarbeitet werden mull, Davaus resultiert sine geringe Zahl von Rechenoperationen, was das
Verfahven such im Heimbergich uﬁivemaii eingetzbar macht.

Die grundisgende Aufgabe der vorliegenden Brfindung ist g3, das vorbekanoee
Bewegungsschitzungsverfahren weiter zu verbesseri und dabel gleichzeitly die Ramplexitas
walter zu reduzieren.

Bei dem Verfahren zur Bewegungsschiitzung ist die Segmentierung des
Videobildes der schwierigste Schritt. Zisl ist €3, jeder Gruppe von Bildpunkren eindautig sin
Beweswngsinodell zuzvordnen, Bef dem verbekannten Verfahren wird dies dadurch grreicht,
daB fedem der typischerweise acht mal acht Bildpunkie groBen Bltcke dasjenige

AW P LEGAL ML 438 B
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Bewegnagsmodell 2ugeordnet wird, das die Verschisbung im jeweiligen Bildbereich am

" besten beschreibt. Hiexftr wird eln Anpassangsfehler bestimmt, welcher als Swmme der

absolutedn Differenzen der Intensititen vou gemil dem ensprechenden Bewepangsmodell
peladv zueinander verschobenen Bildpunkien berechnet wird. Jeden Block wird damn
'd,&sjmige Bewegungsmodell zugeordnet, bei dem der Anpassungsfehler wn kleinsten fst.

In der Praxis hat es sich gezeigy, daB o3 bel dieser Ast der Segrmentisrung, ins-
besondere wenp eing profe Zall vonindividuell beweglichen Qbjekien inder Vidéasequcnz
durgestellt werden, zu Zuordnungsfehlem und unerwitnschien Bildartefakisn kommt.

Gemill der 2uprundeliegenden Aufgzbenstething wird die Qualitit der
Segmenticermyg bei sinemn Verfahren der singangs genannten Art dadurch verbesser, daB die
Bildobjekte sus einer Mehreshl von Bitgcken zusanunengesetzt werden, in die der gesarats
Bildbersich unterteilt wird, und dab fir die Zuerdnung der Bewegungamodelle zu'den
Bidckaiy die Ubsreinstimmung dér Bewegungsmodelie mit der Verschiebung innerbalb der
joweiligen Blocke sowie die rduntiche und/oder die zeithiche Konsistenz der Fuordmmg
bewertet werden. "

Erfindungsgemil werden die Blocks nicht unbedingt denjenigen Bewe-
sungsmodelion rugeordnet, fifr dis sich der gexingste Anpassungsfehler ergibt, Zusitzlich
wird die riumliche Konsistenz dey Zuordnung bewertet, indem die Bewegung in riumlich
benschbarten Bildbereichen bertcksichtigt wird. Typische Videosequenzen bastehen sug
gner groBen Zah! von Einzelbildern. Das Verfahren zur Beweguogsschéitzung wird dabei auf
Paarc von jeweils aufeinanderfolgenden Bildem angewandt. Gem#R der Erfindung werden
die einzeinen Bildpaare nicht mehr unabhinglg vonehnander behandek, sondern es wird bej
der Zuordnung der Bewegnngsmodetle zu den Bidcken bewertet, welche Zuordnung bed
friheren Bildpraren der Yideosequenz getroffen warde, Auf diess Weise wird sine
verbesserte riumliche und zeltliche Konsistenz bet der Segmentisrong ermsicht. Insgesamt
ergibt sich somit ein rekursives Segmentisrungsverfabren, it welchem eine Interpolation
mit deutlich verbesserter Bildgualitic extmdglichr wird. Bei wisderholter Anwendung des
Verfahrens anf eine Videoseguenz 15t eine rasche Kopvergenz bei der Bestinnmung der
einzeinen Bildobjekte festzustelion.

Blocken im Sinne der vodiegenden Erfindung singd, wie oben erwihn,
typischerweise rechteckige oder guadratische Anordnungen von mehreren Bitdponkten. Im
Prinzip kinnen dis Blocke eher auch aus jeweils nur ginerm einzelnen Bildpunk: bestehen.
Die Zahl der Rechenoperationsn hangt bei den Verfahren zor
Bewegungsschtitzung gemib der Erfindung stark von der Zahl der Parameter, durch welche

46
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diz Bewegungemeodelle bestirnut werden, ab. Tst die Zah! der Paramerer sehyr gering, sind die
Bewegungsmodelle also entsprechend eintach, kanen unter Umstinden komplexere
Bewsgungen nicht beschricben werden, ohne die Zohl der Bewegungsmodsile zu erhihen.
Dadurch wird jedoch die Zahl der Réchenoperationen wisderum erhdht und auflerdem
miissen sinzeine Bildobjekte in separate Unterobjekte roit jeweils wierschisdlichen
Bewegangsmodelen aufgeteilt werden, Dies fibirt leicht zu Inkonsisterizes und
anerwiinschten Bildarefakem, Vorteilhafterweise sind die Verfalyen 2ur
Bewegungsschitzung pernil der Brfindung daduech 2t verbessern, daf-dic Parametersitze
der zwet ofer mehr Bewegungsmodslle aus jeweils zwei bis vier Pagamnetern bestehen nond
der Parantetersatz sines zusitzlichen Bewsgungamodsils aus sechs odar mehy Parametem
bastehit. )

Die Bestimayeung von twéi bis vier Parametern ist mit mur gevingem
Rechenanfwand verbunden. Durch derantig einfache Bewegiingsmodelle lassen sich grmd-
legends Bewegungstypen wie Schwenks, Drehungen und Zoom problemios beschreiben:
Falls im Bildbereich komplexere Bewegungen auftreten, kiinnen diese durch Hinzufugen nusr
einey zusiizlichen Bewsgumgeamodells roit sechs oder yechr Parametson beschneben werden,
wohei der bendtipte Rechenavfwand nur peringfigic ansteigh.

Es ist dabel zweckmiBig, den Parametersatz des zusizlichen Bewegungse
moadelles bet der Zuordnung der Bewegunpamuodeile zu den Bildobjekten zu bestinupes.

Wie oben beschrieben, konnen die Parametersatze der Bewegungsmodelis
durch Minimiterung eines Anpassungsfehlers, der in ausgewihilten Bildbereichen berachnet
wird, bestirrnt werden: Hochdimensiongls Minimierungsvesfabiven, wis Sie fiir die
Bestirnmiting von sechs oder mehr Paramieter bentitigy wiirden, sind jedoch extresa
rechenzeitintensiv. Wesentlich-effekiiver ist es, die sechs oder moehr Paramater deg
rusitzlichen Bewegangsmodells érst bei der Segrnentisrung des Bildbersiches zu exmitiein,
In diesern Fall ist day wustitliche Bewegungsmodell als globaies Bewegutigsmodel] zi
verstehen, welchas dis itbrigen Bewsgungsmodalle im geasmien Bildbersich sraglagt und
dabei lokale Abweichungen der Bewegungsmodelie von der wahren Bewegung der
Bildobjekts ausgleicht.

Um Rechenzeit zu sparan, it s weiter vofteiihafi, den Pargmetersatz des zu-
sitzlichen Bewsgungsmodell ansgehend vou den Parameters bei fritheren Videobilddaten 2ur
verfeinern. Auf diese Wedse wird die Bestimmung der Parameter des koraplexen
Bewegungemodells fekursiv verbessert. Experimente haben gezetgt, daB durch das
zus#izliche Bewegungsmodell eine demtliche Verbesserung bei der Quatitat der Interpolation

4
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erveicht wird, wobet aufgrund der raschen Konvergenz bei der rekursiven
Parameterbestimrmung der Rechenaufwand nur geringlitgly zuniomt.

Fiir die Durchfiihrung des erfindungsgemiifien Verfahrens aignet sich eine
Verrichiung zor Bewegwmgsschﬁtzuné in Videobilddaten, mit einems digitalen Bildspeicher,
in welchem eine alcwalies und ein vorhergehendes Videobild speicherbar sind, mit Minein
zur Bestimrmung von Peramstersitzen von xiwei oder mehr Bewegungsinodallen und mit
Miueln zor Zuordiung des Bewegungsmodelon zu Bildobjekten, wobed die Vorrichning
Mittel zor Unierreilung des gesamben Bildbereiches in Blocke, aus denen dic Brldobiekte
zusammengessatzt werden und zur zue:&.qmg der Blocke zu den Bewegungemodelien
sufweist und wobel die Ubereinstimmung der Bewegungsmiodsile mit der Verschiehung in-
nerhalb der jeweiligen Bldcke sowie die riumiichs ond zeitliche Kongistenz der Zbotdnong
bewertel werden, Derartige Vomichnungen kénngn vorteithafterweiss in Femsehgerite,
Mouitore, Video- oder DVD-Abspielgerite usw. eingebaut warden, Der digitale Bildspeicher
der erfindungsgemiBen Vommichtung muf dabel nicht notwendigerweise eine ansroichends
Rapazitit haben, urn das erste und das zwehte Videobild gleichzeitig sufzunehmen. Die
Speicherung der jeweiligen Bilder nacheinandsr reicht fUr das erfindungsgomifie Verfghren
dus.

Varichtungen zur Darstellung von Videobildern, wie beispisisweise
Fernsehgeréte, Monitore usw., wit einem digitalen Bildspeicher, in dem Videobilddaten
speicherbar sind, mit elektronischen Mitteln ot Verarbejtung der in dexy Bildspeichar
gespeicherten Bilddaten und zur Danstellung von Videobilders auf ciner Anzeigevordehhwny,
wobsi die Mittel zur Verarbeitung der Bilddeten Mivtel zur Restimmung von Parametersatzen
von 2wei odermehr Bewegimgsmadellen und Mitta) zur Zuordnung der Bewegungsmodelle
zu Bildobjekien aufweisen, kiinnen vorteithalerweise von dem erfincimgsgernalen
Verfahwen profitieren, wenn die Mittel zur Verarbeitung der Bilddaten ferner Mittel zur
Unterteilung des gesamten Bildbereiches in Blticke, aus denen die Bildobjekte zugam-
mengesetzt werden, und zur Zuordnung der Blocke zu den Bewegnngsmedellen aufweisen,
wobei die Ubereinstimmung der Bewegm{gsmade:lie mit der Verschigbung mnerhalb der
jeweiligen Blicke sowie die réamliche und zeitliche ¥onsistenz der Zuordnunyg bewestet
werden, Herktmmliche digital arboitende Femsehgerite und Monitore konnen auf einfache
Weise nach dem erfindungsgemaBen Verfahren betrieben werden, wodurch die Qualitit der
Bilddarstelhung verbessert wind. Anzeigevorrichungen im obigen Singe sind dabel zum
Beispicl die bei Fernsehgerften und Monitoren Gblichen Kathodenistrahirchren oder

PAGE 4X/62" RCVD AT B24/2008 11:39:02 AM (Eastem Daylight Time] SYR:USPTOEFYRF-58* DNIS:2738300" COID:B508575457 * DURATION {mmess}:1848

Page 623 of 1042



712306 B:36aM RP LEGAL ¥0. 4338 P

10

15

20

30

PAGE 4382 RCVD AT 6242006 11:39:02 AM [Eastern Daylight Time]* SYR:USPTOEFYRF-513* DNIS:2738300* CSID:5308575487 * DURATION {mmess):1848

W 01143421 PCT/EPOONIESS
6 ) ,
Punkunetrixdisplays. Andere Anzeigevornichtungen zur visuellen Ausgabe von digitalen
Bilddaten sind genauso denkbar.

Ein entsprechendes Computerprogranimproduokt zor Bewegungsschitzung io
Videobilddaten, welctes als Eingabs ein aktuelles und ein vorhergehendas Videobild erhiilt
und davon susgehend zwnichst Parametersitze yon zwed ader mebr Rewegungsmodelien
berechnet, dann den Bewepungsmodeilen Bildobiekte zuordnet und schlieRlich
Bewegungsdaten ausgibt, welche die Verschiebung der Bildobjekte vorn vinhergebenden
zunt akbiielten Bild besclueiben, untertsilt den gesamten Bildbereich tn Bldcks, sus denen dis
Bildobjekw: zosammengessixt wepden, wobsi gs fiwe die Zuordnung der Bldcke zu den
Bewegungsmodetlen die Ubersinstimmung der Bewegungsmodelle it der Verschishung ine
rerhalb der jewsiligen Blicke sowie die riumbiche nnd zeitiich Konsistenz der Zuordnung
bewertat. Fin derartiges Computerprograrmprodukt kano beispielsweise sine Software
wmfassern, welche zar Programrhierang von Videogeniten, Femnsehern usw. gesignet ist.
Herkinmiliche digital arbeitende Geriite kdnuen vorithafterweiss mitfels disser Software
erfindungsgemill varbessert wenden. Die Software kans dabei auf Datenteigern, wis Disketts
oder CD-ROM vorliegen, oder kaun Sber cin Datenneta (Intemet) zum Henumterladen
hereitgestelit wenden.

Ini folgenden werden, such anhand der Figuren, AusfChrungsbelspiele der
Erfindung erlimert. Bs zeigen:

Fig. 1 Blockdtagramm eines Bewegungsschiungsverfahrens gemsf der
Erfindung;

Fig, 2 Blockdiagramnm einer erfindongsgemiBen Verrichtung o Darstellung
von Videowiidem.

Bei der Brmintlung der Paramnetersitze flir die Bewsgungsmadelle gemiaf der
Erfindung wird ein Avswahllvitesium auf atsgewihite Bildberciche angewandt. Das
Augwahdkriterium besteht dabei zum Beispiel in der Bewertung eines Anpassungsfeblers &.
Disger wird als Summe von abseluten Differenzen von cinzelnen bewegungskompensietten
Pixelintensititen 2wischen aktusllem und vorhergehendem Videobild folgendesmaten
berechoet:

8(C,.my= T W, (B F,(GR)~F,E~C(E =1
}]

Faitn)
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Es erfolgt eine Summisrang dber Bildkoordinaten & :{;} . dierin efner Memge

Hry vor avsgewihiwen Bildbereichen eathalien sind. An diesen Bildkoordinaten wenden dis
absplaten Differenzen 2wischen den Pixelintensitiien im aktvellen bew. vorherpehenden
Videobild aufennundert. F (X0} st dabei die Pixclintensitit an der Bildkoordivate ¥ in
einem Videobild mit reduzierter Bildraster. Bs hat sich nirofich gezeigt, da bei der
Parymeterbesticnmung die Verwendung sines in der Auflésung reduziesten Bildes (sub-
sampled image) vbilig ausreichend ist. Pres fiihnt vortejlhaftorweise ziy einer erheblichen
Reduktion des Rechenanfwandes, Duech den fortiaufenden Index n wird die Numnmer des
Einzelbildes und damit der Zeitpunkt innerhaib der Videosequenz bezeichoet, C, (¥,n)
bezeichnet fur das Bildpaar » as aktuelies und n~1 als vorhergehendes Videobild den
Verschicbungsvekior an der Bildkoordinate ¥ gemu8 dem Bewegungsmodell mit dem Index
0. W, (X} stellf einen Wichtungsfaktor dar, mit dem bericksichtigt wird, weichem
Rewegnngsmodell o dic Bildkotrdinate X beifritheren Bilddaten der Videoseguenz

“zugeondnet wrde. Damit 148t sich sine Verknipfung zwischen Parameterbestimmong und

Bildsegmentierung herstellen, was Vorteile im Hinblick auf die zeatliche Konsistenz der
Bewegungsschatung nnd die Leistungsfohigheit des Verfatmens hat.

Mittels des folgenden Bewegungsmaodells lassen sich ausgehend von vier
Parameiem Verschiebungsveksoren berecknen:

- s {e.nyvxd {o.n
G xm) =[s:§:,rz; +y- d‘iarn;)

Es handalt sich hierbei vm edn sinfaches lincares Modell erster Ovdniung, mit
dem Translationen und Skalierungen beschreibbar sind. Das Modell wind bestinant durch den
Parametersatz ,?", ()= (s, {o.n)d {o.m) s {o.n), d, (o,n})T . Der Parametersarz witd so
bestimnit, da8 der obipe Anpassungsfehler fiir das entsprechende Beweguugsmodel] o ainen
minirmglen Wart annimamt. Bel dem Bewegtingsschitzungsverfahren gemiif der Erfindung
kommien stets wenigsions zwei Bewsgunpsmodelle zum Einsatz, woven eines iminer den
Nullveldor als Parametersatz hat, so dab durch dieses Bewegungsmodedl mit dem
Verschisbungsvektor Co(%,7) = die stationtiven Bildbereiche beschrieben werden.

Der nchsle Schritt bei der Bewepangsschitzung permnil der Brfindung ist die
Bildsegmentierung, alse die Zuoninung von Bildbersichen 2u den Bewepungswodellen,
Hierzu wird zunichst der gesamte Bildbersich in Blocke unterteilt. In-der Praxis haben sich

Bl

PAGE 502" ROVD AT 242008 11:20:02 Y [aster Daylght ime] SVR USPTO.SFARF-41 DHI:2734300° CSID-BS08575487 DURATION s} 848

Page 625 of 1042



JUK 21, 3006 8:37aM HP LEGAL #0439 P By

WO 145421 PCYEPOMI1653
8

guadratische Bldcke aos § mal 8 Pixeln bewihet. Fiir-alle Bildkoofdinaten tnnerhalb des
Blocks an der Stelle ¥ giltdann T B(X). Fiir jeden Block wird wiederum ein
Anpassungsfehiey an ein Bewsgun gsmod:,;ll ¢ berechnat:

g, (X.my= TIF,FE+0-a)C, & m)n -~ EE =l Enda -1

=8k
3 Dy Zeitpunkt, zudem die Segmentienung giildp sein soll, wird durch o
festgelegt. Tm einfachsten Fall wind dem Block ¥ desjenige Bewegungsmodell o 7
zugeordnet, fiirdas &£, (X,n) minimal ist. Die Zuordnong wird dant in der

Segmentisrungemaske M (X,n) abgelegt.
Fiir die erfindungsgemife Beriicksichtigung der :Sumbichen und zelilichen
16 Konsistenz der Bildsegpmentierung, also der Zuordnung von Bildbereichen zu
Bewegungsmodellen, wird dem Anpassungfehler £,(X,n) sin gecigneter Straf-Faktor .
P(X,n) hinzugefige

(R = Y| F(E+ -a)C, (B n)m)— F, (E-aC (), n-D i+ P(X,m
FOY TR

Der Straf-Faktor nimmyt nach der folgendan Regel verschisdena Werte ai:
P fur MR +£§,n} =g .
oo 2 g i
15 PXmy={F forMF ~&n-D=0 mit & m( ], Lj=0x1
P, sonst ’
Durch relativ Kleing Strafwernts P, und P werden disjenigen Zuordmungen
bevorzegt, bei denen zeitlich und riumlich benachbarte Blocke dem gleichen
Bewegungsmodell ¢ zugesrdnet sind, withrend alle brigen Zuordmingen direh sinen

vergleichsweise grofien Wert B, benachieiligt werden.

e Figur 1 zeigt schematisch den Ablaif etnes Bewsgungs«
schitzungsverfahrens gemi8 der Brfindung. Ausgehend von einem ~vorht',rgsz‘fI-mm:im
Videobild 6 und sinem akwmelien Videobild 7 werden in einemn exsten Schritt ¢ fiir die

25 Bestmnung der Parametersétze Bildbersiche ansgawihit, Fur ¢ins Mehrzahl von
Bewsgungsmodellen werden alle diese Bildbereiche mit Wichtungsfaktoren 10 versehen und
dang in einem Verfabrepsschritt 11, bef der die Parameter der Bewsgungsmodetle nach
einem Auswahikrirerivmn ermittelt werden, weiterverarbeitet. Ausgehend von den vollstindix

°
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bestimmten Bewegungsmodelien wird dann in sinem Schgint 12 der gesamie Bildbersich in
Elocke umierteilt cad filr jeden Block werden die den sinzelnen Bewegungsmodellen
entsprechenden Verschishbungsvektoren berechnet. Danach erfolgt in 13 die chmmtie:“!iﬂg
_ des Bildbersiches, wobei die Zuordnung der Blicke zu den Bewegungsmodellen
5 vorgenorumen wird In giner dabei sntstehenden Segmentierungsmaske 14 werden dis
Zuordpungen, die beim nichsten Bildpaar in die Wichtung 10 Blngang finden, gespeichert.
Auf die gespeichente Segmenticrangsmaske 14 wird dann wihrend der Segmentienmg aur
Berficksichtiging der zeitlichen und riumlichen Konsistenz zugegriffen.
e Pigur 2 zeigt schematisch den Aufbau eines digital arbeitenden

1 Anzeigegerites, bei dom es sich 2.8, um ¢in Femsehgerit odereinen Videomonitor handeln
kann. Der Vorrichiung wird ein Videosignal 20 zugefishet, das in einer digialon
Bildverarbeitungseinheir 31 geepaichent und autbereitet wird. Fierzn weist die
Bildversrbeiumgseinheit einen Bildspeicher 22, einen Prozesser 23 und eines
Programmspeicher 24 auf. Gegebenenfalls konnee disse Elemente auch, Zumindest eiiveise,

1% in cinem diskreten Bauteil vereinigt sein. Anf dem Proxessor 23 Euft oin in dem
Programmspeicher 24 abgeleptes Programm ab, durch dss die erfindungsgemits
Bildverasheiting gestenert wird. Bine Bilddarsreliungseinhedt 25 exhilt vonder
Bildverarbeitungseinheit 21 aufbereiicte Bilddaten 26 und erzeug durais ein Signal 27 sur
Angienerunyg einét Kathodenatrahirshre 28, ther welche die Videobilder visusll ausgegeben

20 werden.
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PATENTANSPRUCHE:
1 Verfahyen zor Bewegungsschitzung in Videobilddaten, wobsi zunachst

0

15

ausgehend von einem ersten und einem zweiten Videobila (6,7) Parametersfiize von zwel

oder mehr Bewegungsmodsllen ermittelt werden (11) ued wobel dany den
Bewegungsmodslien Bildobjekte zugeordner werden (13),

dadverch gekennzeichuet, daf

die Bildehjekre sus einer Mehrzahl von Blécken zusammengesewzt werden, in die der
gesamte Bildbereich vntestsil wind (12}, und dafl filr e Zuordnung der Bewegungsmodelle
2u den Blacken die Ubersinstinmung der Bewegungsmodelle mit der Verschiebung in-
nerhsibder jeweiligen Blocke sowie die rdumliche und/oder die zeitliche Konsistenz der
Zizordnung bawertet werden.

2. Verfahren nach Anspruch I, dadurch gekennzeichnet, dad fir die Bewerbung
der révrolichen Konsistene benachbarie Bliscke berilcksichtigt werden.

3 Verfahren nach Anspruch 1, dadurch gekennzeichnet, daf fur dic Bewarting
der zeitlichen Konsistenz frithere Vidgobilddaten in giner Sequenz von Videobildem
berticksichtiz werden.

4, Verfahren nach Anspruch 1, dadurch gekennzeichnet, dag die Pararoetersates
der zwel oder mehr Bewegungsmodelle aus jewsils zwei bis: vier Parametern bestehen und
der Parametersats eines zusazlichan Bewegungsmodell avs seehs uder mehr Parametesn
besteht.

5 Verfaliren nach Anspruch 4, dadureh gekennzeichnet, dad der Parametersate
des zusivlichen Bewegungamodalls bel der Evordnung der Bewegtngsmodelie zu dey
Bildobjelaen bestirmmt wird.

8, Vorrichtung zor Bewegungsschitzung in Videobilddaten, mit einem digitalen
Bildspeicher, in demo ein arstes und in zweites Videobild speicherbar sind, mit Mitshn zor

53
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11

Bestimmung, von Paramerersdtzen von 2wel oder mehr Bewegungsmodelien und mit Mitteln
zur Zuordnung der Bewegmmgamodelle zo Bildobieken, gekennzeichnet durch Mitiel zuy
Unterteilung des gesamten Bildbersiches in Blbcke, aus denen die Blldobiekie 2usam-
mengesetzt wexden, und zur Zoordnung der Blcks zu den Bewegungsmodslien, wobel die
Ubereinstirmung der Bewegenssmodelie mit der Verschiebung innerhatt der jeweiligen
Blscke sowie die tiamliche und zeitliche Konsistens der Zuordnung bewertet wardan.

7. Vorrichtung sur Darstelhing von Vidsobildern, insbesondere Fetnsehgerst
oder Momitor, mit einent digitalen Bildspeicher (22), in dem Videobilddaten speicherbay sind,
mit elekuronischen Mitteln (21,35 zur Verarbeitung der in dem Bildspeicher gespeicherten
Bilddaten und zor Darsteliung von Videobildern anf einer Anzeigevorrichtung (28), wobe
die Minel (21} zar Verarbuitung der Bilddaten Mittel zur Bestmmung vor Paramstersdtzen
van zwed oder mehr Bewegangsmodellsn und Miteel 2ur Zuordnuny der Bewsgungsmodelle
zu Bildobjekten aufweisen, dadweh gekennzeichnet, dal dis Mitwl (31) aur Verprbeitung der
Bilddaton fermer Mittel zur Unterteilung des gesamten Bildbereiches in Blvcke, aus denen die
Bildobjekte zusamunengesetz? werded, tnd 2w Zuovdnung der Blocke zu den
Bewsgungsmaodellen avfweisen, wobei die Ubereinstimmung der Bewegmgstnodelle mit der
Verschisbung innerhalb der jeweiligen Bldcke sowie die rfumliche und zeitliche Konsistenz
der Zuordnung bawerter werden,

2. Computerprogrammprodukt zur Bewegungsschitzang in Vidsobilddaten,
welches als Eingabe sin Paar von Videobilddatensitzen arhilh und davon ausgehend zun¥chst
Parapietersdtes von $wad oder sechr Bewegingsmadellen berechnet, dann den
Bewsgungsmodellen Bildobjekie zuordnet und schlieBlch Bewegungedaten avsgibt, welche
die Verschisbung der Bildobiekte vom einen zum anderen Bild beschreiben, dadwreh
gekennzeichnst, dal es den gesamren Bildbereich in Blocke untertsily, sus denien die
Bildobjekte zesammengesstzt werden, wobei s fitr die Zuordnung der Blécke zu'den
Bewegangsmadellen die Ubereinstimmung der Bewegungsmodelie mit der Verschichung
innerhalb der jeweiligen Blicke sowie die riumliche ued zeitiche Konsistenz der Zuordnung
bewertet.

he
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1
AUTONOMOUS FALL-OVER TO HOT-SPARE
PROCESSOR USING 8MI

BACKGROUND OF THE INVENTION

1. Technical Field

The present investion relates generally to data processin,

ystems and in particular to system re CSPOASE 10 PEOCESSOr
fcuiuA in a muili-processor data processing system. Still
reore particniacly, the present mvention relates to a method
and system for dynamicaily activating a sparc processor
when processor fatlure is detected in a multi-processor data
processing system

2. Descr ription of the Related Axt

Conventional data proc often config-
ured with multiple processo COTI to each other
and other system wmpomn'ﬁ Thcsc muitiple processors
may exist on a stugle chip or may be manufactured on
separate chips. The processors operate in tandem to effi-
ciently complete tasks associated with application code
being executed. Those skilled in the art are familiar with the
various configuration aud operations of wultiprocessor sys-
terns (MPs).

Oceasionally, while a system s runaing and the proces-
sors are executing application code, one {or more} of the
FOCESSOrs may fail (i.e., begin to provide inaccurate pro-
resn,ts and/or begin operating outside of pre-estab-
yw “ideal” operating pavameters, eic.). When such
ssor failure occurs, the systern’s technician has 10
replace the failing processor (or processor chip) with a new
one in order to muaintain the level of processing desired for
the system. This changing of processors is pormally a
reanual operation, which requires the techunician to halt all
cxccutmsz processes {across the system including the oper-

g sysicm {OR)), shut down the MP obtain a new/
replacement processor, complete the switch out of't he .zi.:lmg
processors, reboot the system, and then restart the executing
s across the MP.

Dul u{ the system reboot, the replacement processor is
rec “"rg xzc‘d by -l"o MP’s B_OS {basic input/output system)
ration Wilhi'] Lhe system. Convention-
(.],V th ph ically detached
{or removed) from the wterconnect), and the
replacement processor is comnected {phugged-in) to the
interconuect i place of the removed processor. This replace-
ment method is convenient when non-critical processes are
betug completed on the MP; however, the time reguired 1o
replace the pmcessor and dnwrxtime in proce:
acceptable for critical processes that reguire
up-time of the M“

Also, with current replacement methods, a separate
replacernent processor is required to be plugged-in after the
failure condifion is detected. This reguires a fechnician to
swap out the failed processor with the replacement, and as
desciibed above, the O and executing processes are halted
until the swap of the processors is completed.

The traditional method of responding to processor failure
severely hroits the ability of larger systemus (e.g., multipro-
cessor server systems) with non-failing processors fo cop-
tinue executing dcbpuc the presence of the failing processor.
B lager server systems that require confinuous up-time,
u,ph\ ement of a failing processor has to be uonmlctcd
without shutting down the cutire system. Ty pica_ly, in a
server system, when a processor begins to fail, the processor
must be taken out of the processing pipeline and replaced by
another processor 1o avoeid the entire MP crashing. Jﬂpmd-
g on the built-in redundancy and complexity of the MP,
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such a femporary reruoval may have wide ranging effects,
from shghtly degrading the overall performance of the MP
1o temporarily removing the MP from service.

Currently, mannfacturers of server systems provide dif-
ferent types of server architectures, with common architec-
fres being the S/390 architecture and the Intel Architecture-
32 bit (1A-32). The S/390 architecture has a wachine
instruction for switching to a backup '1\'0(‘9§S()1', while 1A-32
does not bave a similar machine instruction. Rather, 1
is designed with the functionality to generate an SMI
{Systerns Management {nterrupt) after a CPU fanlt. Gener:
tion of SMls for standard system management iasks is
unigue to the TA-32 and the process is described jn detailed
g LS. Pat. No. 6,625,674,

Realizing that shutting down the entire MP aund then
restaring all processes is av unaccepiable method of hag-
dling single processor falures, manufacturers designed
some conventional MPs with a faihure respouse mechanism
that involves a hiot-spare processor and hardware changes to
the system architecture to support processor failure condi-
tions. Implementation f the failure response mechanism is
based on the type of server architecture.

[1.3. Pat. No. 6,115,829 provides a hot spare processor for
solving processor problems relating to the <’390 architec-
. The solation mvolves the ut a hardware
instruction built into the processor that is usab}e only by
millicode. Since the pm‘sk‘ms in the S/350 architecture are
specific to that arch the above solution 1s not avail-
able 1o the TA-32 ar ,hjtecmr* which has a different proces-
sor configuration and exhibits a different set of processor
problems. Those ﬁki]‘eu in the art are famliar with the
tunctional and architectural differences in the two types of
architectures and appreciate that different response methods
anique to each architechure must be implemented for pro-
cessor failure.

As another example, U.S. Pat. No. 4,819,232 provides a
hardware wstraction for software programs 10 ntilize when
completing fault recovery to a spare processor from the
primary processor. Implementation of this process in an
JA-32 systemn would require architecture (hardware)
changes to current IA-32. Another patent, U.5. Pat. No
5,155,729 provides a redundant processor that engages 1o a
ping-ponging process with the privaary processor during a
hot swap condition. This process is also specific to the 57390
architecture and not provided within the [A-32 arc
Finally, U.S. Pat. No. 6,370,657 places the system mto
standby prim 10 hot-swapping the processors; however, the
respo mechanism does not provide a hot-spare nor does
it provide a means to keep the OS running during the switch
between processors.

With server systems, processor dowutime is an undesir-
able condition, and thus a fast fault t-response mechanism/
scheme is reguired. }t would be desirable for such a suhﬂt ne
to include the abilit ty to detect when ope of the mu
processors has failed. Additionally, when a processor failure
bas been detected, it would also be desirable for the fault-
response niechanism to quickly respond to the failure by
providing a replacement processor without the system hav-
ing to suspend processing and with minimal distupiion to the
overall system. The present invention recognizes that it
would be desirable to provide a processor failure response
mechanism that provides a reﬂ}acemem rOCEsSOr 10 &
seamless manner so that ex g processes and the OS
continue executing during cwnam"' replacement of the failed
PIOCESSOT.
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SUMMARY OF THE INVENTION

Disclosed is a method and system for dynamically replac-
ing a failing processor in a server systexs configured with
1A-32 architecture without requiring hardware chauges to
the [A-32 architecture or administ tive effort. The method
eunables a system to remain operational, i.e., continue execut-
ing operating system {OS) processes and application pro-
cegses on the other processors, while the fuiling processor is
antomatically de-activated and a replacement processor s
dynamically activated. Negligible system dowatime occurs
during the transfer of executing threads/processes to the
replacement processor, unlike other methods which require
temporary haltieg of the OS processing and, in some
instances, halting all other processes across the system.

Implementation of the invention involves the utilization
of Syst fems ‘\/I anagerent Inferrupt (\MI) functionality pro-
rasic input outpul system yof the 1A-32
architect; At least one processor of the multiprocessor
system (MP) is inittally pwvdcd as a reserve (or hot~spare)
processor that remains in an idle, off, or low-power mode.
While i"\ ﬂw mnc‘ie thi: 08 i‘; prev‘“med from in.itiaily

=
7]

the US tn ;lUld off allucabr‘v pmwsc(‘ﬁ to m&: failing pro-

cessor. Conternporaneously, the SMI (and OS) activates and
completes an initialization of the hot-spare processor to
prepare it 1o begin recezwm, the held-off processes. Control
is then returned to the OS, which updates h “active”
processor list and (.LO( ates the threads that were runuing on
the fatling processor to ihe hot-spare processor.

Thus, a processor is able to antonomically fail-over to a
hot-spare processor without affecting the OS or executing
applications. The invention substantially eliminates the
problens refated to high ava‘la")‘l“t\/ during single processor
fa]lure withoot crashing all of the processors. Further, the

nvention completes [las processor replacement without
req.lmng specialized OS or middieware features. Finally, the
invention provides a method for dynamic, hot swap of spare
processors  wi ithout the need of processor architecture
cha*m hat is, no special bardware tustruction is bult into
the processor, as in other methods,

The ub()ve as well as additional objects, features, and
advantages of the present invention will becowme apparent in
the following detailed written description.

BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed characteristic of the invention
are set forth i the appended claims. The fuvention itsel!
however, as we‘l as a preterred mode of use, further objects
and advantages thereof, will best be understoed by reference
o the I ‘]-’iw;ng detailed description of an illustrative
embodiment when read in conjumection with the accompa-
uyving drawings, wherein:

FIG. 1 is a block diagram: of a muitiproccss“r computer
system (MP) designed according to 1A-32 architecture and
a spare processor according to one tllustrative embodiment
of the present invention;

FIG, 2A is a block dia;:,ra_'v depicting two major internal
components of one of the 1A-32 processors of FIG. 14,
according to one ilustrative ernbodiment of the present
invention;

FIG. 2B is a block djagxam of a multiprocessor chip
designed with dual {A-32 processors and a a spare IA-32
processor o enable dyunamic switching out of a iniled
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BrOCesSOT dumg faihure response it accordance with one
embodiment of the present tnvention; and
3 is a flow chart illustrating the process of detecting
onding 1o processor faihure with the spare processor
C\"Limﬂ"iil"n of FIGS. 1 and 2B according to one embodi-
ment Qf the present invention.

DETAILED DESCRIPTION O“ ILLUSTRATIVE
EMBODIME

The present invention provides a method for dynamically
replacing failing processors in a {A-32 conf‘gured mutipro-

essor computer system (MP) by providing the MP with a
spare processor that is initially held-off and ts later brought
into the group of execuiing processors whenever one of the
main processors is defected as fatling. The investion pro-
vides a substantially seamiess transfor of executing pro-
cesses from the failing processor to the replacement proces-
sor, without halting the execution of the operating system
{38 and/or applications on the overall MP. That is, a failing
processor is able 1o autonomically fail-over to a hot-spare
PrOCessor without affecting the OS or executing "npliczi=
tions. The {fail 1RPOTSE method of the nwc‘xtmn is
completed without requiring special hardware instructions
built tnto the processors.

With reference now to the figures and in particular to FIG.
1, there is illnsirated a multiprocessor system (MP) designed
with a spare processor and other components that ena nk the
impiementation of the various features of the invention. MP
146 15 designed according to 1/ e and com-
prises an IA-32 processor system 128 coupled to system
components by a bridge 112, The TA-32 processor system 11
may include one or more processors 128, 122 that perfomn
various computing functions. The processors 14 are coupled
to a common bus 114, and may be coupled to a jocal
advanced programmable iutermupt controller (APIC) bus
{described below). The processors 128, 122 share access to
the common bus 1314, and may also share other resource
sach as memory, input/output (0} devices, and mtemxpt
handlers, for example. The system componpents provide
echanced functionality, and can be used with the existing
[A-32 processors 128, 122, provided that appropriate hard-
ware and/or software used to ensure compatibility
between the IA-32 processor systexn and the system com-
potenis

MP 168 also comprises a spare processor 122, The
processors are interconnected to each other via processor
interconnect 134, Each processor 126,322 comprises service
rocessor logic (not shown), which communicates with
other service processors of other processors as well
bus/interconnect logic (e.g., bridge 112) to allow the pro-
cessors 1248, 122 to operate in a coherent manner with each

other and the rest of the MP 1088,

As shown by FIG. 2A, each processor 128, 122 includes
a core unit 148 that contre ols processing on the processor
128, 122 and an APIC 141 that processes external and
uormal in.er"xpw that the proc receive at
its interrupt pins 143 and 144, APIC HE :ﬂeo J‘clnues 3
connection to the APIC bus 18, used to deliver interrupts to
the application processors. The interrupt pins 143 and 144
may be programimed to receive specific types of interrupts.

The system components inclnde one or more /O control-
lers 165, which are coupled to a memory controller (MC)
167. The VO controllers 183 are conpled to 140 device buses
109, The buses 199 may include a peripheral computer
interface (PCI) bus, for example, the buses 189 may connect
standard computer peripherals such as a keyvboard.
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Coupled to MO 187 is a system memory 318, within
which is stored software for controlling the MP and execut-
ing application processes. These software include: the OS
1313, BIOS 116, which inclades SMI, and program apphca-
tions 117, SMI uotifies the OGS of additional processor
eSUUICes widm‘ the MP {i.e., increase/decrease 1 number
of processors) as well as d(iumomre noval of other system
resources {i.e., memory and /0, eic.),

A systern bus 118 connects the memory controller 107 and
other components 1o 1A-32 processors 128, 122, via bridges
1312, and processor buses 114 The 1A-32 processors 129,
122 and the bridges 112 are grouped at nodes 111

The bridge 112 takes the interrupts that ave being deliv-
ered over the systemn bus 118 and siguals the intermupt to the
iate IA-32 proc - 126, 122, To ensure that a
{cular interrupt reaches the appropriate JA-32 processor
128, 122, all interrupt iransactions on the sysitem bus 11¢
contain target node 113 and 1A-32 processor identification.

S :h\"aie may initialize the /O controllers 365 to wanster
an interrupt transaction in & manner that identifies the 1A-32
processor 126, 122 to be interrupted. The bridge 112 that is
connected to the same processor bus 114 as the destination
1A-32 processor 128, 122 recognizes the inferrupt transac-
gon, and asserts an interrupt pin at the targeted 1A-32
processor 126, 122.

During operation, the OS and software code from the
program application are executed by the processors to
complete specific tasks or functions associated with the
application. The processors are interconnected to the other
conponents {memaory, eic.) via system interconnect 118.
Interconnect fabric 114 includes wires and control logic for
routing commumnication between the components as well as
controiling the response of the U5 of MP 168 to changes in
ihe hardware configuration. In the present invention, BIOS
comprises processor failure response logic 287, which gen-

erates the SMI, aud configuration sefting Jogic 209.

FIG. 2B provides a block diagram representation of a
mnitiprocessor chip designed wit h main [A-32 processors
128 and a spare processor 122. Also provided with MP chip
289 is a register 209 for tracking active processors on MP
chip 208, as described below. 1o one alternate nnplementa-
tion, processors 128, 122 are interconuected to each other
via processor-to-processor buses 263. Processors 120, 122
are also conuected to bridge (bus controller) 247 via wdi-

vidual conirol buses 245, (,,om\ol buses enable transfer of

control data from the bus contreller that indicates which
processor is active within MP chip 284. Control bus then
provides a connector 211 that couples MP chip 200 to larger
processing system such as MP 186 of FIG. 1 via pins 213.

When the MP is initially activated for processing, one
1A-32 processor 1s held off

b4

id off as 3 spare processor. Holding off
ssor involves having the basic input cutput system
(B I08) recognize the processor as a spare durnk RIOS boot
(i.e., power on self test (POST), etc. of the MP and having
tbe BIOS respond by not enabling the spare proce
witially atlocated for OS and applicati
particalar set-up of the MP may reguire sorme adm
input and support. However, 1n one embodinent, the pro-
cessor initialization/identification code includes a software
tag to identify the processor as a spare processor 10 the OS
and l,Ji@r omponents. The other processors are witiated and
identified to the OS for regular processing.

In one cmoodimeﬂt during boot, BIOS utilizes advanced
configuration and power interface (ACPY) specification and/
or the 83 state to put the processor in a low-power, standby.,
or “off” state. The 83 state is a computer sleep state defined
by the ACPI specification in which the system is not

HIC Proc
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powered nor running, but the memory remains iniact, pow-
ered and 1o a continuous refresh cycle. This initial removal
of the spare processor from the group of executing proces-
sors aceurs before the BIOS bands over counirel o the OS.
[n another embodiment the system is made to enable the “hot
are processor” feature on- [he-ﬂv by the OS with a driver-

3R-8MI handshake. Tracking which processors are active
may be completed by an software table of active processors,
which is available to be read by the O8, when determining
work load allocation to each of the active processors.

Notably, the present invention maintains system uptime
even while a processor in the MP is failing. This feature of
the invention is particularly applicable fo operations in a
critical server environment that requires continuous uptime
of the system.

The spare processor remains hidden until one of the
primary processors fails and the spare Processor i is needed to
replace the failing processor. As lustrated in FIG. 28, the
spare processor may be built on the same board as the main
processors. However, in another implementation, the spare
processor is provided on a separate processing board to
make serviceability easier. For example, with the spare
processor operation for Series x440 models, the bottom-

wst board with CPiPs is ideutified as the ideal board on
which to reserve a hot-spare CPU(s), since the bottom CPU
board is not as accessible. This enables a failed CPU 1o be
disabled while the OS remains runoing.

The spare processor is interconnected similarly to cach
primary processor with the exception that BIOS does not
initialize the spare nor initially present the spare processor to
the OS following the POST. During POST, BIOS hides the
spare processor fror the OS. This 1s accomplished either
through a setup of the MP table and/or an AC Pi qemp The
RIOS brings the spare processor all the way online, then puts
it into & spin lock (e, & tig sfiware loop 1o the SMI
handler). This has the effect of completely hiding the pro-
cessor from the OS until the spare processor is c,g,ac:d Once
processor failure coours and the spare processor 1s activated,
the spare processor is then placed under complete OS
control.

Possible triggers for the failure-response features of the
invention inchndes the following: (1) CPU thermal trends are
observed by a system manageruent uiility, which may be
dware (HW), fiomaware {(FW), aad/or software (SW). In

implementation, the systen: manager uviility aiso pro-
andler itself; (2} The CPU temperature goes
GVEr OF near some operanol‘al breaking point; and (3) The
yat(."v nan: ent entity causes an SMI to be invoked,
indicating which CPU s to be off-loaded fo the hot spare
CPU.

irnplementation of the invention involves the atilization
of Systes Management lnterrupt (SMI} functionality pro-
vided within basic input output system (BIOS) of the [A-32
systems. At least one processor of the multiprocessor system
is reserved as a hot-spare processor that remains w an idle,
off, or inw-powar mode. While in that wmode, the OS is
prevexted from indtially wtilizing the hot-spare Processor.
When a processor faiture is \.[s,u\.ed. SMI C\)d&: e muing on
a good processor instructs the OS to hold off allocating
processes 1o the ['a ing processor. Contemporageously, the
SMI (and OS) activates and completes an initialization of
the hot-spare processor o prepare it to begin receiving the
held-off processes. Control is then retumed to the OS, which
updates the “active” processor list and allocates the threads
that were ranning on the failing processor to the hot-spare
PIOCESSOT.
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The SMI is generated by hardware during various pro-

cessor failure conditions. During an SM], the system state of

each processor is completely saved to mewory and the
caches and pipelines are flushed. A BIOS interrupt havdler
-he SMi handler} then takes conire] of the system until
une (RSM) instruction is performed by the OS. The
handi-sr 18 ptiiized to atlow BIOS to swap out proces-
. The BIOS p‘iaces the failing processor in a halt state

and contemporaneously brings the standby processor out of

the held-off state and mto an active state. Addinonaily, the
BIOS switches the memory save state from the old processor
10 the new processor. In one ernbodiment, the above pro-

cesses are accomplished by providing a software register of

active processors in the OS and setting the register to reflect
the spare processor as active and the failing processor as
nactive.

In the present invention also, SMI allows BIOS to detect
a falure and control the reallocation of processing from a
good CPU to the hot spare CPU. The SMis are generated
through hardware, and an internal monitoring mechanism is
provided for each processor or group of processors that
generates the SMI. In the described embodiment, the spe-
cific processor-fault SMI is generated when a processor is
failing. The SMI identifies to the OS and the B W h]m
one of the processors is fai irg SMis are invoked periodi-
cally and/or asynchronously by the hardware or other system
events, and possibly by software control. A descri
the functionality and wtilization of the SMand SMi
is described in detail in U.S. Pat. No. 6,463,492,

Whenever 2 CPU fault occurs, an SMI is automatically
generated by the exis 1g hardware, as described in the

above referenced patent. The SMl is ut*l zed as a trigger that

initiates the activation of the spare pre w by the BIOS.
Notably, unlike with other conventional methods, no hard-
ware switching logic is needed to dL(.OlYl[‘lhhh the fail-over
process of the invention. That is, the fnvention provides a
software-only sclution for processor failure respons

Thus, a processor 1s able 1o awtonomically fail-over to a
hot-spare processor without affecting the OS or executing

applications. The invention substauntially eliminates the

problems related to high availability doring single processor
failure without crashing all of the processors. Further, the
invention completes this solution in a way that also does not
require specialized OS or middleware features. Finally, the
invention provides a method for kot swap sparve processors
without the need of processor architecture changes. That is,
10 special hardware instruction is required built into the
processor as in other methods

FIG. 3 is a flow chart illustrating the proc

ce
S

bty

haudler

35 of failure

detection and response according to one implenwentation of

the invention. Por simplicity, the process is described with
reference to the MP and processor configuration of FIGS. 1
and ZA, 2B. As provided at block 381, the process begins
with the BIOS setting up and installing the ¢ tain Processors,
P4 and PR, durng the indtial POST of the MP. The presence
of the spare processor is registered in the BIOS and that
processor is initially left in power-down (held-off) or inac-
gve mode. The OS and apphication not provided with an
indication of the spare processor, a0 operations are
nitially atlocated to that processor. The primary processors
comruence processing application code and O8 operations
on the MP, as shown at block 363, The system monitors the
processors for a detection of failure on one of the processors,
and a determination is made at block 385 whether a flure
is detected. In one implementation, the processors detect
failure within their subsystem, generating a processor fault

SMI, and message the faihure to the SMI handie. I no faihwe

ar

¢
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occurs, the processing of appli
normal on the main processors

If failure is detected, however, the receipt of a processor
fault SMI by the OS inunediately activates a switch over
respouse to replace the fatling processor with the spare
processor as indicated at block 387. The spare processor is
brought out of the held-off Concurrently, processes

ation and OS contiunes as

state. €
{(instructions, threads, etc.) initially allocated to the failing
processor ave held by the OS5 and processing on the 'dlhi]g
processor is stopped as shown at block 309, Ounce the spare

processor has been successfully brought on line, the BIOS
{table) is updated and the OB, bus controllers, etc. are

messaged to change their c,cmhmuatu,ns o reflect a proces-

r change from the failing processor fo the spare processor
as «bowl at block 311. The processes initially allocated to
the fmling processor are sent to the spare processor as
indicated at block 313, and the application code and OS
continue processing on the processors that are now func-
tional {i.e., the other main processor and the spare processor)
as provided at block 318, Notably, for this searless transfer
to be possible, all processors in the system must be identical
or process iustructions in an identical manner. Otherwise a
degradation or improvement in processing may become
noticeable and affect overall throughput. Once the fail-over
to the spare prnmbmf has been wmpletcd a ﬂlgna]/message
is generated ndicating (to the administrator) that the pro-

essor has failed and is 1cpldcei with a spare, as shown at
block 317, Then the process ends as depicted at block 319,

The invention provides a method for hot swap spare
srocessors  without the need of processor architectare
changes, i.c., without i'ﬁqwirimz a hardware instruction built
into the '.’JI"O&, essor. The invention provides high availability
of pmc“ssmc resources and elimivates delays due to per-
sonal switching out failing processors manually. Furiler, the
invention completes this solution in a way that also does not
require specialized OGS or mxdulf:ware features.

The present 1nvention provides several advantages over
other avatlable methods lm,ud}ng. (1) no specialized soft-
ware is needed because SM1is in BIOS, and the reaction to
a failing processor is automatic. Also, \A using an SMI, a
service processor is able 1o iden a failing processor &
halt its execution from an outside pe\»recnw, uniike the
limitation with a software limitation. Furthermore, (3) an
alert about 3 hot-spare processor switching eveut can be
generated.

The other software methods do not utilize SMis or SMI
functionality and encounter several drawbacks, including {1)
customers must purchase the OS/software license that pro-
vides the hot-spare-processor feature, since not all OSes
support this feature; and (2) the OS that has to make the
decision 10 switch to a hot spare processor may be rinning
decision threads ato op the fanlting processor, leading to
incorrect eode execution.

While the invention has been particularly shown and
described with reference to a preferred ernbodiment, 1t will
be understood by those skilled 1o the art that various changes
in form and detail may be made therein without departing
from the spirit and scope of the mvention.

What s claimed is:

1. In a multiprocessor data processing system (MP) con-
figured according to [A-32 architecture, a method
dynamically providing spare processor rescurces when an
operating processor fails, said method comprising:

tiolding-off a spare processor during a POST (power on

seif test), wherein said spare processor is available
within said MP aiong with at least two operating
processors, and said spare processor is not allocated

1=
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any processing load by the operating system (OS)
following the POST, wherein said MP includes a basic
input/output system {BIO8) and a processor register
finked to said BEOS, which indicates which pr HCESSOLS
among said operating processors and said spare pro-
cessors are currently available to said OS5 for L.ii ocating
joad, wherein said holmng off of the spare processor

coniprises:

ng a bit within said s
said operfl-‘ino' processors o an active state during said
mitial POST, wherein said active state indicates to said
O8 that the com:spond' operating processor is avail-
able for alloc:

1 to each ¢

ting load: dn\i
ag @ bit corresponding fo said spare
inactive state; and
when one of the operating processors is determined to be
fanling, dynaencally activating said spare processor to
replace the failing operating processor, wherein the
processing load of the failing processor 1s automatically
sen“{ to the spare processor for processing.
. The method of claim I, whereln said dynarically
acﬁ‘m.ns step comprises:
re-setting a bit corresponding to the failing processor to an
inactive state; and
setting said bit corresponding to
active state.

3. The method

COH]p (38es:

S processos o an

said spare processor to an

of claim 1, wherein said holding off step

crg said spare processor in a low-power, standby siate
duriag system boot utilizing advanced configuration
andd power iaterface (ACPI) of the BIOS; and

subsequently hauding off counwrol of said MP {from said
BIOS to the OS.
4. The method of claim 1, wherein said holding off step
COMprises:

cing satd spare processor in an 83 state during s
bom ut; 1g advanced configuration and pow,
face {ACPI) of the BIOS; and

subsequenily hand ng off control
BIOS to tix
3. The method o
further comprises:
said sp
and then plau

of said MP from said

atm 1, wherein said holding off step

Are Process
spare processor

or onle during BIOS boot
nto a spin lo

ng .
6. The method of claim 1, her comprising generating
a message signaling said processor failure io a system

administrator.
7. The method of claim I, wheretn said dynarmicaily
activating step c\-mpnﬁes C\-mpklrw a driver-OS-SW
'm;dsl"\kc op i
8. In a multip

ystem (MP) con-

figured according to IL\-V. aruututu:c,, a method for

dynarnically providing spare processor resources when an
operating processor fam, said method comprising:
holding-off’ a spare processor during a POST (power on
3, wherein said spare processor is available
said MP along with at least two operating
processors, and said spare processor is not aliocated
any proc essing load by the operating system (OS)
swing the POST; and
when one of the operating processor:
failing, dynami ("1113 activating sai
replace the failing operating p
processing load of the failing proc
seqit to the spare processor for p[ cessing
dynamically activating inchudes:

within

is determined to be
| spare processor 1o
ces sor, wherein the
is automaticaily

wherein said
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a systen management interrupt {SM)
4 ing processor is detemaine'l to be f £,
wherein said SMI messages said OS to hold off
alivcation of said processing load to said failing
5 PIOCESSOE;
saving a system state of each processor to memory;
activating an SMJ haadler o teruporarily take control
f id cybtem Ir'\n“ said OS while said spare pro-

activating

when

sor is being activated:
10 swap;mng out the fatling processor for the spare pro-
Cess0r;
updating system configuration parameters, ncluding
bus controller, menory and (S parameters, to reflect
switcl over to said spare processor from said failing
i5 processor; and

restoring control to said OS once

has been activated
9. The method of claim 8, further comprising enabling Q‘\
apdates to an active processor lists, wherein said OS begins

26 allocating threads previously running on said failed proc

sor to said spare processor
18, A multiprocessor data processing system {MP} con-

ﬁﬂ:urcd according to 1A-32 architecture, cumprismg:
plurality of processors having at Jeast two main oper-
ating processors and a spare processor;
a memory coupled to said plurality of processors:
an operaiino system (O8) that controls work allocation to
each of said plurality of processors;
a basic nput ow.pur. system {BIOS) that supports sy
reanagement interrupt (SME),
means for holding-off the spare processor during a POST
{power on self test), wherelin said spare processor s not
allocated any processiug load by ﬁe 7yerdung system

(OS) following a3 power-on self t

means including:

a processor register :d to
cates which processors any
cessors and said spare proce
able to said O8 for alh)catm’r load; and

means for setting a bit within m.ld register c'nreﬂpur‘d-

ing to each of saxd operating PrOCEssors 0 an active

state d said initial POST, wherein said active
state indicates to said OS that the corresponding
op erating processor is available for al-ucat‘ng pro-
sing luad, whereln further a bit of said spare
processor is set to an inactive states; and

reeans, when one of the operating processors is deter-
mined to be failing, for dynamically activating said
spare processor 1o replace the failing operating pro-
cessor, wherein the processing load of the Fz\i}ins.f,

sad spare processor

> said BIOS, which indi-
ong said operating p
$S0LS are c:mm[ly avail-

processor is automatically sent to the spare processor
for processing.
i1, The MP of claim 18, wherein said weans for dynami-

cally activating comprises:
means for re-setting a bit corresponding to the failing
processor fo an lnactive state; and
means for sefting the bit corresponding to
processor o an active state.
12. A multiprocessor date processing system (T\,
figured according to [A-32 architecture, comprising:
a plurality of processors having at least two main oper-
ating processors and a spare processor;
a memory wup]ed to said plurality of processors;
an operating systexs ((35) that controls work allocation to
cach of said phurality of proces ‘ors;
a basic input ot pu. system )} that supports sys

n
G

said spare

P
7

50

Y
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11
means for holding-off the spare processor during a POST
(power on self test), wherein said spare processor is not
allocated any processing load by the operating system
{O8) following a power-on seif test (POST); and
means, when one of the operating processors is deter-
mined to be failing, for dynamically activating said
spare processor {o replace the | ‘)i‘ing operating proces-
sor, wherein the processing load of'the iaihng processor
is automatically sent to the spare processor for process-
ing, said xueans including:
means for activating a sysiem management interropt
(SM1) when said failing processor de!.ermlned 10
be failing, wherein said SMI we said OS to
hold off allocation of said proce i
failing processor.
means for saving a system state of each processor to
Memory,
means for activating an SMI haandler to teruporarily
take control of satd system from said O8 while said
spare processor 18 being activated;
means for swapping out the failing processor for the
Spare processor;
means for updating systen: con ﬁ tion parameters,
inclading bus controller, meru nd OS param-
eters, to reflect switch over to sai d 5pare processor
from said failing processor; and
means for restoning control to said GOS ouce said spare
processor has been activated.
13. The MP of claim 12, wherein said
off comprises:
means for cino' <aid. spare processor in a low-power,
standby state during system boot utilizing advanced
conﬁgur ation and power wterface (ACPT) of the BIOS,;
and

means for holding
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means {or subsequentty banding off control of said M

from said BIOS to the OS.

14. The MP of claim 12, wherein said means for holding
off comprises:

means for placing said spare processor i an 83 state

during system boot utilizing advanced configuration
and power interface (ACPT} of the BIOS; and

means for Ub‘:equerfw handing off control of said MP

rom said BIOS to the OS.

15. The MP of c]ama 12, wherein said means for holding
off further comprises BIOS means for bringing said spare
processor ondine and then placing the spare processor 1610 @
spin lock.

16. The MP of claim 12, further comprising generating a
message signaling said processor failure to a system admin-
istrator.

17. The MP of claim 312, wherein said means for dynari-
cally activating comprises meauns for completing a driv
(S-SMI handshake operation.

18. The MP of claira 12, further comprising means for
enabling (O3 updates o an active processor lsts, wherei
said OF begins allocating threads previously running on said
falled processor 1o said spare pro i

1%, The MP of claim 12, wherein further:

said plurality of processors are configured with said at

& A

least two main processors on a frst yroaesn 2 board
and said SPAIe ProSEssor On a se :cond processing board,
nmf{:ssmg

wherein said second processing board is a
board among a plurality of processing boa
ing a pruccswr wnhm the MP
access,

srds contai-
that is most diffienlt to
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B
Operating System
Programming Guidelines

The goal of the MP specification is to transfer enough information about the hardware environment
to the operating system that a single, shrink-wrapped, operating-system binary can boot-up and
fully utilize a wide variety of multiprocessor systems. The following sections explain how the
operating system can take advantage of this specification to handle these operations:
Operating-system boot-up.

Self configuration.

Interrupt mode initialization.

Application processor startup.

Application processor shutdown.

\\ famic intey oDt masing

Nownwbkwbe—

Support for unequal processors.

B.1 Operating System Boot-up

While all processors in an MP-compliant system are functionally identical, one of the processors
will be designated as the boot processor (BSP) at system initialization by the system hardware or
by the system hardware in conjunction with the BIOS. The rest of the processors are designated as
the application processors (APs). The BSP is responsible for booting the operating system. Once
the MP operating system is up and running, the BSP functions as an AP.

Usually a processor is designated as the BSP because it is capable of controlling all system
hardware, including AP startup and shutdown. The operating system must determine and
remember the APIC ID of the designated BSP, so it can keep the BSP operating as the last running |

processor during system shutdown. The BSP is not necessarily the first processor, especially in
fault-tolerant MP systems in which any available processor can be designated as the BSP.

At the time that the first instruction of the operating system is executed, the APs are in the

following state:

e The APs have been restrained (either by the BIOS or by the hardware) from executing
operating system code.

o The APsare inabaled conditionw yupis disabled. This means that the
APICs are passively monitoring the AP bus and will ¢ only to INIT or STARTN

B-1
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The operating system’s ¢ determine whether the system conforms to the MP
specification. This is done by searching for the MP floating pointer structure. If_

pointer structure is detected, it indicates that the system is MP-compliant, and the operating system
should continue to look for the MP configuration table. If the system is not MP-compliant, the
operating system may attempt other means of MP system detection, if it is capable of doing so, or
treat the system as a uniprocessor system.

B.2 Operating System Booting and Self-configuration

An MP configuration table is required by the MP specification, with the exceptign of the default
system configurations defined in Chapter 5. The table shonid bs sl ag read—only by the
operating system. If the MP configuration table exists, the BSP should access the processor entries
in the table to configure the operating system.

The BSP should later configure the operating system based on the bus, I/O APIC, IRQs, and
system interrupt assignment entries of the configuration table. Note that certain types of buses are
mutually exclusive, such as EISA with MCA, or ISA with MCA. The operating system may report
such errors in the configuration table, if they occur.

If the MP configuration table does not exist, the BSP configures the operating system for the
tod by the default configuration bits of the MP feature

information bytes. In this case, only two processors and one I[/O APIC exist in the system; both
processors have the same type and features.

tH
TRERY

. N feay fahie aannd ¥
fefined teral configuration tables at represent the

.. For MP- comphant systems that use one of the

. . ¥ oen g £ 1A IR AT Y By
st derives the regwured configuration information fom

B.3 Interrupt Mode Initialization and Handling

At the time the operating system boots, the interrupt structure is configured for DOS compatibility.
The system may be running either in PIC Mode or in Virtual Wire Mode. If it is in PIC Mode, the
NMI and INTR will bypass the BSP’s local APIC when the Interrupt Mode Configuration Register
(IMCR) has a value of zero. The operating system should not try to read the IMCR because it may
not exist.

The operating system should switch over to Symmetric /O Mode to start multiprocessor operation.
If the IMCRP bit of the MP feature information bytes is set, the operating system must set the
IMCR to APIC mode. The operating system should not write to the IMCR unless the IMCRP bit
is set.

B-2
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cations

the I/O APIC

1

an /O interrupt may be

ing

rwise,

ng state. Othe

i

mn

the system to the normal operat:

ringing

the loss of the i

d AP, result

initialize

interrupt.

ing

ng

1 APICs.

B-3

Then the operating system should enable its own local APIC, thereby allowing IPI comm
with other APIC-based processors. At this time, the APs’ local APICs have interrupts disabled.

Interrupts must remain disabled at the APs’ local APICs while the BSP is ena

delivered to the un
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By putting an appropriate pointer in the warm-reset vector, setting the shutdown code to 0Ah, then
causing an INIT, the BIOS (or the operating system) can cause the current processor to jump
immediately to any location. Because all processors in an MP system share the same system
memory, and because the INIT IPI gives one processor the power to cause an INIT at another, the
operating system can cause any processor to jump immediately to any location.

B.4.2

&

3. STARTUP IPI

‘s ars used with systems based on {mig! processors with local AP versiong gf 1.x or
cal APICs recognize the STARTUP IPI, which is an APIC Interprocessor Interrupt
with trlgger mode set to edge and delivery mode set to “110” (bits 8 through 10 of the i{;

The STARTUP IPI causes the target processor to start executing in Real Mode from address
000VV000h, where VV is an 8-bit vector that is part of the IPI message. Startup vectors are
limited to a 4-kilobyte page boundary in the first megabyte of the address space. Vectors AO-BF
are reserved; do not use vectors in this range. STARTUP IPIs are not maskable, do not cause any
change of state in the target processor (except for the change to the instruction pointer), and can be
issued gnly ong ¥ - RESET or after an INIT 1P ross tiassertion. A STARTUP IPI
neither requires the targeted APIC to be enabled nor the mterrupt tabl to be programmed. If the
target processor is in the fialied state med 4 RESEY or INLY, a STARTUP IPI causes it
&t CS IP to VV00:0000h.

to leave that state and start executing. Th

For an operating system to use a STARTUP IPI to wake up an AP, the address of the AP
initialization routine (or of a branch to that routine) must be in the form of 000VV000h. Sending a
STARTUP IPI with VV as its vector causes the AP to jump immediately to and begin executing
the operating system’s AP initialization routine.

The operating system should not issue a STARTUP IPI to an 82489DX since the STARTUP IPI
will be ignored instead of forcing the targeted processor to execute from the given address.

S

B.5 AF Shutdown Handling

An AP may be shut down by itself, by the BSP, or by another active AP. Shutting down an AP
with an active task or a bound device driver is not permitted. Only the BSP may shut itself down,
and it must be the last processor to shut down.

B-5
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HICH-RELIABILITY PROCESSOR

{31} It C17 . GOIR 31728, GOOF 11/00

(76) inventors: Hang T. Nguyen, Tempe, AZ (US); 52y US. Cho 714/736
Steven [, Tu, Phoemx, AZ (US);
Alexander J. Honcharik, Holden, MA {57} ABSTRACT

{USY; Sujat Jamil, Chandler, AZ (US) . . .
’ ’ A processor includes first and second execution cores that

Correspondence Address: operate 1n a redundant (FRC) mode, an FRC check unit to
Leo V. Novakaski compare esults from the first and second execution cores,
BLAKELY, SOKOLOFE, TAYLOR & ZAFMAN and an error check unit to detect recoverable errors in the

LLP first and second cores. The error detector disables the FRC
Seventh Floor checker, responsive to detection of & recoverable error. A
12486 Wilshire Boulevard multi-mode embodiment of the processor implements a
Los Angeles, CA 30625-1026 (US) multi-core mode i3 addition to the FRE mode. An arbitration
unit regnlaies access to resources shared by the fivst and
{21} Appl No.: 16/324,957 second execution cores i mulii-core mode. The FRC
chiecker is located pruximatt‘. to the arbitration unil i the
(22) Filed: Phec. 19, 2002 wmlti-mode embodiment.
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ON-DIE MECHANISM FOR HIGH-RELIABILITY
PROCESSOR

BACKGROUND OF THE INVENTION
[6681] 1. Technical Field

[6882] The present invention relates to microprocessors
and, in particular, fo mechanisms for haudling ervors in
FRC-enabled processors.

[8663] 2. Background Ast

[0664] ‘\‘f:rvers and other high-end computing and com-
reupicalion s sigaed o provide bigh levels of
relisbility and availability. Soft errors pose a major chal-
lenge 1o both of these properties. Soft errors result from
collisions between high-energy particles, e.g. aipha par-
ticles, and charge sioring podes. They are prcvalem in
storage arrays, such as caches, TLRs, and the hke, which
tachide large numbers of charge storing nodes. They also
in random state elements and logic. Rates of occcur-
rence of soft errors {soft error rates or SFRS) will likely
mcr ase as device geometry decreases and device densities

1

hly reliable systems include safeguards to
detect and ruanage soft errors, before they lead to silent, e.g.
undetected, data cortuption {SDC). However, fo the exfent
error detection/handiing mechanisms that support high-reli-

ability operations take a system away from its normal
operations, the system’s availability is reduced. For
example, onc such mechanism resets the sysierm to its
koown valid state if an error is detected. The systern is
unavailable to carry out tis assigned task while it is engaged
in the resct (i}cmi}\m.

[6686] One well-known mechanismn for detecting soft
errors is fuunctional redundancy che"kin? {FRC). A slogle
PFOCESSOT enabled for FRC may include replicated instruc-
tion execution cores on which the same {ostruction code I
run. Depending on the particular embodiment, each rﬁp]iA
cated execution core may inchide one or more caches,
register files and supporting resources in addiion fo the
basic execution uunits {juteger, fioating point, load store,
cte). FRC-hardware compares resuits generated by each
core, and 3f a discrepancy 18 detected, the FRC system passes
cenfrol to an eiror—ha'\ Hing routine. The point(s) at which
results from differcnt execution cores are compared repre-
sents the FRC-boundary for the system. Errors that are not
detected at the FRC boundary can lead to SDC.

(86971 Since FRC errors indicate only that the execution
cores disagree on a result, FRC errors are detectable but not
recoverable. As noted above, the FRC error handling routine
typically rescts the system to the last known point of reliable
data This reset me ism is relatively time consuming. 1t

Ikes the system away from its normal operations, reducing
system availability.

[8668] PRC is only one mechanism for handling soft
errors, and for randowm logic and random state eleme
the primary mechanism, Array structures present a different
picture. Armv structures typi callv include pari iy and/or BCC
hardware, which detect soft errors by exarmining propertics
of the data. In many cases, the system can correct errors
created by data cormaption using reiatively fast hardware or
software mechanisms. However, for FRC-enabled proces-
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sors, such corors are likely to be maanifested as FRC errors,
sioce they take the execution cores out of lock-step. Hau-
dling these otherwise recoverable errors through a reset
i3 %ham(»m reduces system availability.

[6069] The present invention addresses mechanisms for
corbining recoverable and non-recoverable error handhing
mechanisms efficiently in FRC-enabled processors.

BRIEF DESCRIPTION OF THE DRAWINGS

[$6189] The present invention may be understood with
reference to the following drawings, in which like elements
are indicated by lke numbers. These drawings are provided
to illustrate sclected embodiments of the present invention
and are not inteaded to limit the scope of the invention.
[0311] ¥FIG. 1 s 2 block diagram of a processor inchuding
dual execution cores and FRC-detection and handling logic.
(08121 FIG. 215 a block diagram of an embodiment of the
processor of FIG, 1 that is capable of operating in multiple
modes.

[0613] FIG. 3A is a block diagram o
a computing system that implernents
essot of FIG. 2.

[0614] FIG. 3B is a block diagram of a mechanism for

signaling recoverable ercors in the commpuling system of

FIG, 3A.

[0615] FIG. 4 is a block diagram reprosenting the
paths of the computing system of FIG. 3A.

of one embodiment of
the multi mode pro-

data

[0616] FIG. 5 is a flowchart representing one embodiment
of & mechanism for tecovering from soft exor in an execy-
tion core.

[0617] FIG. 6 s a flowchart representing one embodiment
of & mechauism for recovering from a soft ervor in a mul
©XCCUiIon COIS Processor.

[8618] FIG. 7 is a block diagram representing one
embodiment of an FRC checker that mitigates race condi-
fzons between recoverable and non-recoverable errot mecha-
nisms.

DETAILED DESCRIFTION OF THE
INVENTION

[0819] The following discussion sets forth numerous spe-
cific details to provide a thorough understanding of the
invention. However, those of ordinary skillin the art, having
the beneflt of this disclosure, will appreciate that the toven-
tion may be practiced without these specific details. In

addition, various well-known methods, procedures, compo-
pents, and circuits bave not been described in detail in order
to focus attention on iy
For example, aspects of the present invention are iljustrated
using a dual-core processor, but persons skilled i the art
will recognize that more than iwo cores may be used with

catures of the present invention.

appropriate modifications of the reset and recovery mecha-
pisms.
(66267 FIG. 1 is a block diagram represeming one

embodiment of an FRC-cuabled processor 118 dn accor-
dance with the present invention. Processor 11§ includes
first and second execution cores 12«), 126(5) (genercally,
execution core 128), an FRC bhecktr 138, an ervor detector
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140, a recovery module 138, a reset module 166, and shared
souroes 170, A portion of the FRC-boundary is mdicated
} dashed line 184. For purposes of illustration, recovery
nodule 158 and reset module 166 are shown as part of
processor 118, These modules may be implemented in whole
or in part as hardware, firmware or software and located on
or off of the processor die. Similarly, shared resonrces 178
may inchude compouents that are on the processor die as
Wdl as components that are on one or more different &

7z

=

[0621] Each execution core 126 includes a data pipeline
124 and an crror pipeline 128 that feed nto FRC checker
139 and ercor detector 144, respectively. Data pipeline 124
represents the logic that operates on various types of date a
it moves theough processor 118 toward FRC checker 130
Data processed by data pipeline 124 may include result
operands, status flags, addresses, instructions and the like
that are generated aud staged through processor 118 dunug
code execuiion. Error pipeline 128 represenis the logic that
crates on various types of data to detect errors tn the data
emd provide appropriate signals fo error detector 144, For
example, the signals may be one or more bits (flags)
pra%mm the parity or ECC status of data retrieved from
various storage arrays (not shown) of processor 8. Soft
errors in these arrays may aypca' as parity or ECC error flags
when the corrupted data is accessed.

(#8221 I an ervor reaches error detector 148 from cither
core 12¢, recovery module 158 is activated to implement a

TECOVEIY routine, RQ(‘QVLIV can be implemented with rela-
JVL.)’ fow latency by hardware, software, firmware or some
combination of these. For example, there is an extremely
sraail probability that data is corrupted in both exccution
cores 128 at the same {or nearly the same) time. This leaves
an uncorrupted copy of the data available to restore data
integrity to processor 116, However, an FRC crror will be
iriggered if the comrupt ted data from one execution core and
an uncorrupted version of the data from the other execution
are allowed to reach FRC checker 13§ before recovery
moduie 138 s activaied. Since FRC errors are not recover-
blie, reset module 168 reseis the system, if FRC checker 136
HCC error

grals an FRC error before the nuderlying panty/E

[8823] Not all FRC-errors are fraceable to underlying
parity/HCC or other correctible soft errors. For those that
are, 1t is Taster for ercor detector 148 to addreess the undec-
ying soft error than for FRC-checker to address the FRC
ewor that resulis when the cormupted data reaches FRC
boundary 184, As noted above, the reset process has a
significantly longer latency than the recovery process, and it
is to be aveided if the error can be corrected by recovery
module 188, In addition, reset usually brings the entire
system down, whereas recovery ouly results in a a temporary
performance loss. For this reason, FRC checker 138 1s
temporarily disabled if error detector 144 detects an error in
either error pipeline 128, since execution cores 12€ are no
oager 1t lock step.

[#824] Cxecution cores 128 operate in lock step dunag
normal FRC mode, but data pipeline 124 and error pipeline
128 may operate relatively mdependently. For example,
ECC hardware s relatively complex and, couasequently,
relatively slow, especially for 2-bit errors. A flag <10nal.ng
such an error may reach error detector 346 before, after,
the same time 3s the data with which itis assae:}a»ed reaches
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FRC checker 136, This flexibility 1s generaily beneficial. For
example, it atiows data to be used speculatively before its
error status is determined. Since soft errors are relatively
rare, and error pipeline 128 is gcrrally as fast as data
pipeline 124, this Hexibility is net positive. As long as the
error flag arrives at error detector 148 in time to disable FRC
cker 13§ before it acts on a mismatch attributable to the
-orrupted data, the relatively low latency recovery routine is
engaged.

(80257  As discussed below, processor 138 may implement
sirategies to Titig’\ta the race between recoverable and
nog-recoverable error mechanisms. For &\1“&})1@, a stream-
hoed signaling mechanism may be used in FRC made to
speed disabling of FRC checker 136 in the cvent of a
aon-FRC errof. En addi:ion. FRC errors may be delayed for
i late atriving recoverable

(86267 For one embodis nent of the invenlion, processo:
118 is capable of operating in a high reHability {e.g. FRC)
mode or a high performance h, ¢. maufti-core) mode. The
operating mode may be ieln,ied for example, when a
computing systern that inchudes processor 118 is booted o
resel. fn FRC mode, execution cores 128(a) and 126(5) rmay
appear {0 the operating system as a single logical processor.
Execution cores $128{a) and 128(F) process the same code
sequence, and the results generated are compared by FRC

checker 138. If the n.su}i,s agree, & machine state corre-
sponding to the code sequence is updated.

[68271 Yo FRC wode, one of execution cores 128 may be
designated as the master, The master refers to the execution
core that is 'cspc)nsiblc for updating the resources sha “d by
execution cores 128. The other execution core 128 may
designated as the slave. The slave is responsible for gcn@y
ating results from the same code sequence to be checked
agaiost those of the master. Since auw crror Mmay occur
either the master or slave, embodiments of the present
invention allow the ruaster/slave designation to be changeid
dynamically. As discussed below, this allows the slave to
take over the master designation to iraplement recovery if a
recoverabie error is detected in the execution core that is
currently designated as master.

=

(03281 Ju multi~core mode, execution cores 128(a) and
128(8) may appear to the \--)uaﬁﬁc system as two different
logi al PIOCESSOTS O 8 smgl-s processor die. Ju this mode,
execuiion cores 12{e) and Lﬂ(b process different code
sequences, and each updates a machine state assoclated with
the code sequence it processes. Portions of the machine state
of a logical processor may be stored 1o a cache and/or
register associated with the corresponding execution core

At some poini{s} ou the processor die, results from exe(:u\,mn
cores 126(a) and 128(D) arc routed to shared resource(s) 176
for, ¢.g., storage {cache) or transmission off of the processor
die {bus). For this embodiment, additional logic is provided
to mediate access to shared resources 178 by execution cores
128{a) acd 1“'0(,;} o general, multi-core mode allows the
execution cores of the processor o be controlled separately.

[6628] FIG.2isablock diagram representing an embodi-
ment of processor 118 that is capable of operating in
multipie modes, ¢.g. FRC mode and multi-core mode. For
the disclosed embodiment, an arbitration unit 188 is pro-
vided 10 manage transactions to shared resources 178 by
execution cores 128(w) and 128(h), when processor 118
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operates ia maulti-core mode. Arbitration unit 188 is assoc-
ated with FRC vait 138, placing the arbitration point for
multi-core mode operation proximate to the FRC boundary
for FRC mode operation. In multi-core raode, signals from
execution cores 128, e.g. transaction tequest signals, may be
processed by arbl.ratmn unit 188, which manages access to
shated resource(sy 176¢. 1a FRC mode, signals from execu-
fion cores 128 may be processed by FRC checker 138, which
compares them to detect soft errors in either execution core
Locating FRC checker 138 and arbitration umt 188 1 clos
proximity expands the FRC boundary fo encompass most, if
not all, of the logic for which signals from the two es
cores remain distinet. It also reduces the wiring necessary to
support processor 118 in FRC and mult-core modes.

[6638] Expaasion of the FRC boundary in this manner
naturally increases the time necessary io propagate signals to
FRC checker 138, This jucreased “flight time” provides
more {ime for a parity or ECC error to reach detector 148,
which increases the opportunity for error recovery. As noted
above, the recovery mutine friggered by error detector 148
provides greater system availability than the reset routine
teaggered by FRC checker 138. l\fmndmg, the FRC bound-
s increases boih the amount of logic that is duplicated
ution cores 128 and the flight time, during which
cta:)lﬂ errors may be d"miﬁcd The former increases

dete
FRC protection, albeit through a reset mechanism. The latter

reases the likelihiood that errors identifiable through par-
), BECC or similar core-specific proiections are hcmdlcd
through recovery rather than reset.

i

[6831] FiG. 3A s a block diagram representing one
embodirent of a computing systen: 388 in accordance with
the present tavention. The disciosed embodiruent of system
366 includes a processor 319, chipser 379, main memory
”%{P non-volatile memory 398 and peripheral devico(s) 398.

For the disclosed embodiment of syst ) 3, processor 316
may be operated in FRC mode or in multi-core mode. The
mode may be selected, e.g., when computiag system 386 is
booted or weset. Chipset 378 manages communications
among processor 31@, main memorv 38§, non-volatile
memory 39 aud peripheral devices 398,

(8832} Processor 318 includes first and second execution
cores 328(u} and 32U(H), respeciively {generically, execu-
tion cores 328). Each execution core includes execution
resources 324 and a bus cluster 328. Execution resources
324 may include, for example, one or more integer, floating
pomat, load/store, and branch execution umis, as well as
register files and cache(s} to supply them with data {e.g.
instructions, operands, addresses). Bus cluster 328 repre-
sents logic for managing transactions to a cache 346 that is
shared by execution cores 328{a) and 328(H), as well as to
a front side bus 368, for those fransactions that may miss in
hared cache 348 Resources corresponding o the error

v

pipeline of FIGS. 1 and 2 may be associated with execution
resources 324 and/or bus cluster 328,
[0033] Interface units (IFU) 330(a), 3306(8) (generically,

{1 336 represent a boundary between execution cores 328
and shared resources, cache 348 and FSB 368, The disclosed
embodiment of IFU 33¢ inchudes an FRC unit 332 and an
arbitration unit 334, As noted above, FRC unit 332 and
arbitration unit 334 receive signals from execution cores
328, and locating thern pm\*ma-ﬂ o each other resuls in
significant savings of wiring oun the processor die. Also

Page 669 of 1042

Jun. 24, 2004

shown i FIGL 3A are crror units 336(a) and 336(b), which
inchude compounents to wonitor for defectable errors in
execution cores 32H(a) and 320(H).

[0834] Yor FRC mode, FRC unit 332 corupares signals
from execution cores 32 for tramsactions to shared
resources like cache 348 and FSB 368, FRC uait 332 thus
forms part of the FRC boundary of processox 318, For
nulti-core mode, arbitration unit 334 monitors signals from
execution cores 320 and graunts access to ifs associated
shared resource according fo an arbitration algorithm. The
arbifration algorithm wsplemented by arbitration unit 334
may be, for exarapic, a round robin scheme, a prionity-based
scheme or similar arbitration algorithrus. For both FRC and
multi-core mnde, error unit 336 may monitor signals from
executzon cores 328 for recoverable errors.

[0633] Portions of recovery module 13 and reset module
168 (FIG. 2) may be located on processor 318 or eisewhere
{o system 388. For one ernb(sdmmm, a recovery routine 392
and a reset routine 394 may be stored in non- Vola';ile
meHory 386 and images of these routines may be foaded 10

main memory 38¢ ﬁ,r execufion. For this en.\,odm‘.cm,
recovery module 150 and reset module 168 may include
porgters {0 recovery routine 392 and reset-routine 3%4,
wespectively {or their images n main memory 388).

[6836] The disclosed embodiment of system 386 also
includes interrupt controllers 378(a) and 378(b) {geuerically,
interrupt \ontml.s,r( sy 378} to process interrupts for execu-
tion cores 320(a) and 320(b), respectively. Each interrupt
controlier 378 is shown having first and second compounents
374 and 378, respectively, to accommodate the different
clock domains in which interrupt controller 378 way oper-
ate. For examp\e, FSR 368 typically operates at 2 different
frequency than processor 318. Consequently, commponents of
processor 3186 that interact directly with FSE 368 typically
operate in its clock domain, which is indicated as area 364
on processor 318.

{08371 The disclosed embodiment of interrupt controller
378 also includes an FRC-bouadary-like component in the
form of XOR 372. XOR 372 siguals an FRC eoor if it
detecis a mismatch between ouigolng signals, e.g. intermpt
responses, of compouents 374(e) and 374(D) from execution
cores 328(@) and 328(b). Errors attributable to interrupt

ontrollers 378 may still arise, however, from soft errors in
components 37‘2(J}, 378(b)in FSH clock domain 364. These
etror may be detected by the discrepancies they infroduce
between the su bsequc,m operations of execution cores
320¢a) and 320(b).

[G338] Yor the disclosed embodiment of system 338, a
common spoop biock 362 processes suoop trapsachions o
acd from execution cores 328{a) and 328(b). XOR 366
provides FRC-checking oun snoop respouses from execution
cores 328(a), 326(b) and signals an error if a mismateh is
detected. XORs 372 and 366 may be disabled i processor
318 1s operating in multi-core mode.

[H039] FIG. 3B s a block diagram representing one
embodiment of an apparatus 344 for bfondc(:smm—recovef-
able error conditions fo components of computing sysierm
364, Yor exaruple, error units 336(a) and 336(H) may rep-
resent ECC or parity error detection logic for various arrays
{registor, caches, | uffers, eic) of execution cores 32y and
320D}, respectively, and/or exception logic o handle these




S 2004/0123201 Al

if e'ﬁner error mgnal is nsserted The error signal may be a
high fevel : Ji“‘riupi such as the machine check abort (MCA)
o processors. The output of OR gate 3138
is also fed back to execution cores 328 to indicaie to the

crror-{ree execution core that a recovery ruechanisny is to be
tnitlated. A second GR gate 339 is provided o trausfer error
signals to execution cores 328 from the shared resources.

[8848] U the error signal does not disable FRC unit 332 the
corrupted data triggers an FRC ewor, and an otherwise
recoverable error is treated as a non-recoverable, e.g. FRC,
error. That {s, the system goes through a reset operation
rather than a shorter recovery operation. Depending on the
particuiar implementation of the system, there may be a
number of cases in which the race to FRC unit 332 between
the error sigeal and the mismatched data signals from the
execution cores {created by the recoverable error) is close.
For this reason, apparatus 344 may include a mechanism to
aceslerate error signal propagation, at least in FRC mode.

[6841] For one embodiment, apparatus 334 supporis a
high level interrupt such as an MCA that operates in both
FRC and high performance modes. Io high performance
raode, the error swnai is subject (o pipelioe stalls, e.g., in the
front end of the execution core or in the L2 cache. This
ensures that o unnecessary MCAs are taken, since the event
that triggered the stall may make the error qwral moet. In
FRC mode, the error sigoal bypasses these stalls. Bypassiog
stalls in FRC may result in the processing of some unnce-
eS3ATy errd nals, but it also reduces the probability that
an FRC error is triggeraed before the (nop-FRC) error signal
disables FRC unit 332, As discussed in conjunction with
FIG. 7, embodiments of PrOCESSOE 116 may also inchude a
hardware mechanism to m te the race between the errog
signal and the core signals that reflect the corrupted data.

U‘J

[8642] FIG. 4 is a block diagram representing data paths
for one embodiment of computing system 318, includiag
FRC compouents fo support processor 318 in FRC mode.
F iosed t:'ubohmlcm. cache 348, FSB 360 and
execution cores 328 are conpled through a sedes of buffers.
For eXf-mp]e, a write-out buffer (WOB) 418 stages data
evicted from cache 340 to main memory 388, and a snoop
data bufler (SDB) 420 provides saoop data from execution
cores 328 or cache 340 to FSE 368, responsive 1o a snoop

hit 10 these structures {Exwumn cores 32 may each have
one or mote levels of cache in addition to shared cache 348).

(6843} A pair of write-line buifers (WLB) 434(a), 434(b)
stage data from execution cores 320(a), 328(b), respectively,
to cache 348 or FSB 366, and a pair of read-line buffers
448(a), 438(5) stage data from FSB 368 to cache 348 or
execution cores 326. Coalescing buffers (CR) 43@((1) 458(D)
collect data to be written to memory 3869 and forward it to
FSB 368, periodically. For example, multiple data writes to
the same line of memory may be coliected in CBs 4538 before
triggering a write transaction on FSB 366,

A&

[#844] Cor the disclosed embodiment, logic associated
with these buffers provides the FRC-checking and data
routing functions when processor 314 is operated in FRC
mode. For exampie, logic block 454 mrmant% MUX and
XOR functions for data in CBs 438(¢), 458(b). The XOR
function provides FRC checking if processor 316 is oper-
ating in FRC mode. The MUX function provides data
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routing if processor is operatiag in mulii-core mode. Logic
blocks 434 and 444 pro siandar functions for data in
WLBs 438(a), 430(b) and RLBs 440((1) 4486(h), 1
tvely. MUXs 466, 479 and 486 route data from dif
sourees to cache 346, FSB 368 and exe 0 cores 324

h
[#8458] As noted above, the recovery mechanism for errors
detected within the FRC boundary may be handled by
vagious combinations of hardware, software and fiomware
modules. One embodiment of the recovery mechanism
employs code that is cimc'y associated with the processor.
For example, the hamum Processor Family of Intel®
Corporation, emaploys a layer of firmaware called the proces-
301 ab%’ramun layer (PAL) which provides an abstraciion of
the processor 10 the rest of the computing system. Imple-
menting recovery in the PAL hides the recovery process
from system level code, such as the system abstraction layer
{SAL}, e.g. BIOS, and the operating system. PAL-based
implementations of the recovery mechanism should be able
1o complete quickly enough to avoid tnggering a time-out
seriod enforced by the operating system. Recovery mecha-
nisms may also be implemented using system level code,

g. SAL/BIGS, or operating system code. The latler ruple-
mcnm-.ms may oot be subject to the same time counstraints
as the PAL-based implementation. Unless otherwise noted,
the recovery mechanisms discussed below may be mek—
mented using code associated with any of the foregoing
SOUICES.

R

[6046] FIG. § is a flowchart representing a mechanism for
recoverng from ao error detecte oue of the execution
cores before it triggers an FRC reset. Responsive fo a parity,
ECC or other error detected in one of the execution cores, a
signal is broadcast 518 to {ndicate the start of a recovery
routine. As long as the error is detected before it triggers a
FRC resct, th Lorrjptcd data can be localized 1o one of the
SXeCUIon COi ving the machine state data of the other
execution core available for recovery, Accordingly, the
machine state of the good core is saved 828. To prepare the
processor for recovery, both cores are initialized 538 o 2
xpecﬁﬁed condition, and the saved machine state is restored
548 to the foitinhzed cores. FRC mode is then restored 550
and the processor returns 364 to the interrupted code.

[8847] For one embodiment of the imvention, one of
execution cores 128 may be designated as the master core
and the other as the slave core when processor 16 i

operating in FRC mode. For this embodiment, signals gen-

erated by the master and slave cores are compared at the
FRC boundary to determioe if r

eset {s pecessary. I oo FRC
reset is warranted, signals generated by the master core are
transferred to shared resource(s) 179, and signals generated
by the slave core are dropped. For this smbodiment, a bit in
a status register of each execution core 128 may be used to
indicate its status ss master or slave. The bit sy be set, for
example, when the system is booted or eset. As d
below in greater detail, the master/slave status of an execu-
non roay also be changed dynaaically to allow recovery for
ap ermr i either core. For errors detected within the FRC
boundary, e.g. recoverable errors, the achions of the master
and slave core may differ, depending on which core gener-
ated the srror.

[0048] FIG. 6 is 2 flowchart representing one embodiment
of 2 mechanism 680 for recovering from an error detected in
au execution core desiguated as 1he slave execution core.
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Operations of the slave exceution core are shown on the left,
aud operations of the master exceution core are showe on the
right.

[6849] Rouune 668 s imtiated if the slave execution core
detects 618 an error (parity, ECC, etc.}. The slave core
triggers 628 an interrupt 1o signal the error condition 1o other

components of the computing system. For embodiments of

routine 8¢ implm“en:ed by PAL or comparable processor-
tevel code, broadcast of the i ipterrupt %Lgval raay be limited
0 components within the processor chip, such as the master
cxecution core. In addition o signaling the crror, the slave
execution core disables 636 the FRC uait and suspends its
activities. [¥sabling the FRC nuait preveunts the error from
iriggering an FRC reset when it reaches the FRC boundary,
and suspending activities in the slave core prevents it from
disrupting the recovery process

[B838] In response 624 to the interrupt, the master execu-
tion core determuines 648 whether its state data contains aay
errors. For example, each execution core may include a
status bit that is set if an error is detected. The master
execution core may check this bit to determine if if has alse

generated an error. Except for the very rare case in which
soft errors oceur in both execution cores almost simulta-

neously, the master core s likely to be clean. I i is not clean

649, there is no uncorrupted processor state with whick to

implernent a recovery. In this case, the master cote sigpals

642 a reset condition to the slave core and the computing
stem executes 544 a full, e.g. FRC-level, reset.

[0(351} U the state data for the master core is not corrupted,
the master core saves 660 its machine state and flushes 64
gueues and baffers in its pipehice. For example, the ruaster
core may save the contents of its data and couniro} registers
and low-level cache(s) o a protected area of memory. The
rnaster core also E-L,:Z)"ldl‘- 668 a limited reset to the siave core
and sets §7¢ it resonrces to E specit
its pipeline. The slave core detects §798 the limited reset dlld
inttalizes 674 s pipehine, syochronizing the states of the
cores.

[8852] With the cores thus synchroized, FRC mode is
ated 68¢. Thist omplisbed, for example, by
having each core execute a han outine, which sets
appeopriate state bits i ils status/c a)rmfh sgisters. The saved
state is restored 684 to both execution cores, and control is
returned 698 to the interrupted code scquence.

[8833] Method 608 represenis an embodiment of the
rery mechanisto for the case in which the error is
detected o the execution core that is currently desiguated as
the slave core. For one embodiment, the slave core is the
cxecution that does not “control” the shared

resource(s). For example, tn FRC roode, signals from the
"iaw execution cote are dropped following comparison with
those from the master execution core at the FRC boundary.
1f no FRO errox s detected, siguals from the master core are
used to control the shared resourees outside the FRC bound-
ary.

[8634] If the error originates in the master core rather than
ihe slave core, recovery may be handled by changing the
master/stave  designations  of ih» cxecution cores. For
example, master/slave designation may be indicated by the
state of a bit in a status register ociated with each
execution core. The execution core for which this status bit

ne

TeCo

core
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is in the master state controls the shared resources, which are
used o woplement the state-saving operatious of recovery
routine 608, ¢.g. operation &6,

[8655] Por one embodiment of the recovery outine, the
exccution core in which the error originates may check its

master/slave status bit. If the status bir mdicates it 1s the
slave, method 668 may be tmplemented as descobed. If the

1] the slave to
tatus to slave,

status bit indicates it is the master, it may s
chang 8¢ its status to master, changc s own s
aud sus,pend activities.

[0656] FIG. 7 is a block disgram illustrating an embodi-
ment of ag FRC-checker ’/"“0 that mitigates race conditions
between recoverable and pon-tecoverable ewror handling.
The disclosed embodiment of FRC checker 738 includes a
compars unit 734, quene 736, and timer nait 738. Queue 736
receives data from execution core (8}, and compare unit 734
compares the data from cores A and B, and sets a status flag
to 1adicate if the coraparison § a match. [f the
matches, the status flag is set to indicate the match.

[8057]

~

ff the data does wot match, the status flag is o
ndicate the mismatch and timer wuit 738 is triggered to
begin a countdown interval. If error detecior 148 receives an
ereor flag bbfc)re }*etimcc)ut interval expires, it disables FRC
checker 738 and triggers recovery unit 156 1o iaplement the

eCovery r()utm

[G358] There has thus been disclosed a mechanism for
handling recoverable and non-recoverable errors in nwlti-
core processor. The multiple cores may be operated in FRC
mode, in which case, one or more checker units compare
ﬁlgnalﬂ from the cores to detect non-recoverable errors. In
addition, each core tnchides an error uait 1o detect recover-
able errors. If a recoverable
untts are disabled and a
mul-core mode ¢

error is detected, the check
LA

a recovery routine 1s implernente

ibodiment of the multi-core processor

wmay include au arbifration unit, proximate to the checker, to

control access to the shared re bU,U(.L(b) Proximity of the

FRC bouadary 10 the shared resources tncreases the fogic

p“otectcd by the FRC boundary and reduces wiring neces-
y for the multi-core made implementation.

{68597 Embodiments of the present invention detect vir-
tually ali errors that are undetected i non-FRC-enabled
systems, and they support recovery of virtually all detectable
errors, inchuding those that are typically handled through
reset in other FRC-enabled processors.

[6060] The disclosed embodiments have been provided to
itlustrate varicus features of the present imventicn. Persons
skilled i the axt of processor design, having the benefit of
this disclosure, will tecognize variations ,m"a modifications
of ihe disclosed embodiments, which none the less fall
within the spiat and scope of the appended clatms.

We clatm:
1. A processor comprising:

first and second execution cores to operate in ag FRC

'ld

a resource to process a trausaction from af keast one of the

first and second execution cores; and

an interface conirol unit fo regulate access to the resource
by the first and second execution cores, the interface
controt unit including an FRC check unit 1o compare
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tragsaciion s;g_,mm from the first and sceond exceution
cores and to signal an ewror i the comparison indicates
a mismatch.

2. The processor of claira 1, further comprising an error
detector to detect errors in the first and second execuiion
cores and to disable the FRT checker responsive 1o detecting
an error.

T (e ¢ of claim 2 whe“ei\i the error detector
3. The processor ;

corprises first and second error detectors to detect errors in
the fiest and secound execution cores, cspeciwciy.

4. The processor of claim 3, wherein the first error
detector friggers an error signal, responsive to an error in the
fixst execution core, to disable the FRC check unit and to
ipitiate a recovery procedure using the second execution
core.

3. The processor of claim 4, wherein the second execution
core is designated as an FRC slave and is re-designated as
an FRC master, responsive 1o the emor sigaal.

6. The processor of claim 3, wherein the second execution
core saves 1ts machine state data to a memory location, and
execufes a resel sequence.

7. The processor of claim 2, wherein the first and second
execution cores may also operate in a multi-core mode and
the Interface control umt further comprises an arbitrabion
unit to regulate access (o the shared resource by the execn-
1on cores if they operate 1o muit~-core mode.

8. The processor of claim 7, wherein the shared resource
comprises a cache ihat may process trausactions from both
the first and second cores in multi-core mode and that may
yrocess transactions from ouly oune of the first and second
core in FRC mode.

9. The processor of claim 7, wherein, responsive 1o
detecting au error the error detector triggers an interrupt if
the processor is in multi-core mode and an accelerated
interrupt if the processor is in FRC mode.

18, The processor of claim 9, wherein the accelerated
interrupt bypasses portions of an execution core traversed by
the interrupt 1a ranlti-core ruode

1. A system: comprising:

e

a first memory location {0 store a recovery routine;

a second memory location to store a reset routine;

first and second execution cores
FRC maode;

capable of operating 16 an

an error wnit 1o initiate the recovery routine responsive {0
detecting an error 1 one of the first and second execu-
tion cores; and

>

at FRC checker to mitiate the reset routine "csp(vnsivc to
detecting a muismatch between sigunals from the first and
second execution cores.

2. The sysiers of clairn 11, wherein the error unit disables
the FRC checker, responsive 1o detecting the error in one of
the first and se“.-nd execuion cores.

13. The system of claim 12, wherein the reset routine
inchides instructions e;‘cutabie by the first and second
execution cores 1o initialize the first and second execution

cores 1u either a multi-core mode or the FRC mode.

14. The system of clazm 13, ALrthc. coruprising a cache 10
be shared by the first and second execution cores if the first
and second execution cores are initialized in evuiti-core
mode.
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n arbi-

15, The system of claim 14, further comprising 2
he first and

ration unit to manage access to the cache by th

-

second execuiton cores in multi-core maode

16. The system of claim 15, wherein the FRC checker
monitors transaction signals to the arbitration unit from the
first and second execution cores o FRC mode and initiates
the reset routine responsive (o a muismatch in the fransaction
signals.

a
3

17. The system of claim 11, wherein the first and second
execution cotes operate as master and slave, wspectively, in
an FRC mode.

18. The system of claim 17, wherein the first execution
core 15 disabled and the second execution core operates as
the master, responsive to an error in the first execution core.

18, The system of claim 11, wherein the first and second
execution cores may be initialized in a multi-core mode or
ap FRC mode.

28. The system of claim 19, wherein the er
an interrupt to the first and second execution cores, Tes
sive to an error in one of the execution cores.

21. The system of claim 20, wherein the interrupt is an
accelerated inter lur,)l ifthc c:xccu[ion cores are in FRC mode.
the accelerated
intemlpt by 255€S 2 poitmn uf thc eXeculion core.

23. A wethod cornprising:

operating first and second execution cores in an FRC

mode;

monitoring data of the first and second execution cores for
CIIGis;

comparing signals generated by the first and second
execution cores;

oXi

i ing a tecovery routine, respousive to an error in the
first or second execution core; and

executing a reset routing, respopsive {0 a mismatch
bf’i‘wwn signals generated by the first and second
execution cores.

24. The method of claim 23, further comprising suspend-
ing signal compa'lsun responsive 1o the exror in the first or

seconid execution core.

25. The method of claim 24, wherein cxecuting a resct
routine responsive o the misruatch further comprises:

triggering a delay interval responsive to the pusmatch;

executing the reset routine if 1o eror is monttored in the
execution cores before the delay interval expires,
26. The method of clazm 25, further C()mpri«in_g cxecuting
the recovery routine if an eror is detected in one of the
execution cores before the delay interval expires.

27. The method of clam 23, wherein operating the first
aud second execution cores in an FRC mode comprises
operating the first and second cores in the FRC mode or in

a multi-core wode, responsive 10 a reset si

=3

28. The method of claim 27, where
recovery routine comprises:

n executing the

executing the recovery routine responsive {0 an ertor
signaled by an interrupt if the cores are operating in
multi-core mode; and
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exccuiing the recovery routine responsive to ag ereof
signaled by an accelerated interrupt i the cores are
operating in FRC mode.

29. The method of claim 23, wherein operating the first
and second execution cores in an FRC moede further com-
prises designating the first and second execution cores as

mster and slave exceution cores, rospectively.

Page 673 of 1042

Jun. 24, 2004

36, The method of claim 23, wherein executing the
recove atine further compuses disabling the first execu-
tion core and designating the second execution core as
master, responsive to an eor in the first execution core.
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pdf/2013-07341.pdf
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make determinations about individuals; 8) another federal agency for purposes of National Security review (35 U.S.C.
181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of Personnel Management
(OPM) for personnel research purposes; and 9) the Office of Management and Budget (OMB) for legislative
coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine
your submission, which may result in termination of proceedings, abandonment of the application, and/or expiration of
the patent.

Additional Uses

Additional USPTO uses of the information in this record may include disclosure to: 1) the International Bureau of the
World Intellectual Property Organization, if the record is related to an international application filed under the Patent
Cooperation Treaty; 2) the public i) after publication of the application pursuant to 35 U.S.C. 122(b), ii) after issuance of
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DEC~12-2087 15248 I\3 297 2255 : 333 297 2266 . PLES

BEGEVED
e vRAL BRX CENTER
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE DEC 1 7 2007
APPLICATION NO.: 10/972,588 EXAMINER: Le, Dieu Mink T
FILED: 10/25/2004 ART UNIT: 2114
INVENTOR: Scott L. Michastis ef al. CONFIRMATION NO.: 1079

ATTORNEY DOCKET NUMBER 2004049731

RESPONSE TO NON-FINAL OFFICE ACTION MAILED 09/12/2007

Comumiasioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Dear Sin:

This is in response to the Office action mailed September 12, 2007, in the above-

captioned application.

Amendrents to the specification are reflected in substitute paragraphs beginning on page
2 of this paper. '

Remuarks and arguments begin on page & of this paper.
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Application No, 10/872,588 Docieet No.: 200404873+
Raply tv Office Action of 88/12/2007 _
o RECEIVED
AMENDMENTS TOTHE SPECIRICATION CurTRAL FAX CENTERN

[0001] The presemt application is related 1o the following r:ancurrenﬂygigag 12 2007
and commonly assigned U.S. Patent Applications: SerialNe—————JAtiorney
BoslorMNe—200404044-43 118, Patent Application Serial No. 16/973.077 (U §

Published Patent Appleation 20060107112} titled “SYSTEM AND METHOD FOR
ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM LOSS OF
LOCKSTEP IN A BOOT PROCESSOR”; Seeial-Ner————FARosney-DeoslatNe:

20040494313 1.8, Patent Application Serial No, 10/973,004 (11, 8§, Published Patenit
lication 20068107117, now 1.8, Patent Nurnher 7,308,566) titled “SYSTEM AND

METHOD FOR CONFIGURING LOCKS'I EP MODE OF A PROCESSOR MODULE”;
i 33 ULS. Patent Application

Serinl No, 10/972 835 (1. 8. Pgbhshed Patent Apnlication 20060107114) utled
“SYSTEM AND METHOD FOR USING INFORMATION RELATING TQ A

DETECTED LOSS OF LOCKSTEP FOR. DE’I’ERMFNIZ\;’G A RESPONSIVE
ACTION"; Soriat i —FAtarmey-Docket No- 2004049731 11.8. Patent
Application Serial No. 10/972,588 (U, §. Published Patent Application 20060090064
titled “SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT
PROCESSOR TO A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS
OF LOCKSTEP IN A BOOT PROCESSOR”; Serial Npr———wfdttompyr-Docket No-
20040482313 U8, Patent Application Serial No. 10/873,003 {U. 8. Published Patent
Application 2006G107 118) titled “SYSTEM AND METHOD FOR REESTABLISHING
LOCKSTEP FOR A PROCESSOR MODULE FOR WHICH LOSS OF LOCKSTEP IS
DETECTED”; SedalNow—————DLAlomeyBocket No-200404926-13 118, Patent
Application Serial No. 10/972 888 { 1. 8. Published Patent Application 20060107115
titled “SYSTEM AND METHOD FOR SYSTEM FIRMWARE CAUSING AN
OPERATING SYSTEM TO IDLE A PROCESSOR”; SetiatNere———{Attomey
Mﬁw&@@&&%«i—} .S, Patent Application Serial No. 10/973.073 (U, 8.

A cation 2004 QiQNLm titled “SYSTEM AND METHODR FOR
REINTRODUCING A PROCESSOR MODULE TO AN OPERATING SYSTEM
AFTER LOCKSTEP RECOVERY™; and SstiaiNeww——fAttomeyDocket Nex
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20040409441 1S, Patent Application Serial No. 10/672.796 (U, 8. Published Patent
Application 20060107 106) titled “SYSTEM AND METHOD FOR MAINTAINING IN

A MULTI-PROCESSOR 8YSTEM A SPARE PROCESSOR THAT 1S IN LOCKSTEP
FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP FOR ANOTHER
PROCESSOR”, the disclosurss of which are hereby incorporated herein by reference.

[0019]  As described further herein and in concurrently filed and comimonly
assigned 1.8, Patent Application Serigl No, ——————{Attomey-Doeket e
2004049441} 10/973,076 (U, S. Published Patent Application 20060107107) titled
“SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE
LOCKSTEP PROTECTION," the disclosure of which is incorporated herein by
reference, certatn techniques are provided for recovering from LOL detected for a boot

processor in a multi-processor system, it which a spare processor is utilized for such
recovery. For instance, upon LOL being detected for the system’s boot processer, the
spare processor assumes the role of boot processor, and then recovery of lockstep for the
original boot processor is attempted. Accordingly, for such lockstep recovery technique,
a spare processor is used for attempting to recover from LOL detected for the boot
processor. Exemplary techniques are described in coneyrrently filed and commonly
assigned US, Patent Application Serial No. LA OERe-Fookot-No;
200464944-13 U.S. Patent Application Serial Mo, 10/973.077 (1. 8, Published Patert
Application 200601071 12) titled “SYSTEM AND METHOD FOR ESTABLISHING A
SPARE PROCESSOR FOR RECOVERING FROM LOSS OF LGCKSTE? I A BOOT
PROCESSOR,” the disclosure of which is incorporated herein by reference, for

establishing a spare processor for the boot processor. Such exemplary techniques include
techniques for establishing & hot spare processor that is held in reserve until such time as
it is used 1o assume the role of boot provessor responisive to 4 detected LOL in the boot
processor, The excoaplary techniques further inciude techniques for establishing an
active spare processor that is not held in reserve, but is instead made available to the 08
for executing instructions during normal system operation and is dynamically
transformed into a hot spare (i.e., itig idied) such that it can assume the role of the boot
processor responsive to detection of LOL in the boot processor,
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{00217 As described further in concurrently filed and commonly assigned
U.8. Patent Application Serial No. -—«WWMJGMW&«} us,
Patert Application Seeisl N, 10/973,077 (U. 8. Published Patent Application
20060107112y titled “SYSTEM AND METHOD FOR ESTARLISHING A SPARE
PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT
- PROCESSOR,” in certain embodiments, information (referred to herein as a “davice

tree”™) s stored to & multi-processor systeny, whersin such information identifies the

processor in the system that is the boot processor and identifies the processor that is the
spare for the boot processor. The infonmation is stored suchthat it i3 accessible by the
system’s fismware, and the firmware, upon detecting LOL for the boot processor,
determines the spare processor from the device tree and assigns the spare processor the
rofe of boot precessor. The firmware then attempts o recover lockstep for the processor
for which LOL wis detected. If the recovery of lockstep is successful, the processor for
which lockstep was recovered (1.2, the former boot processor) may be assigned the role
of spare for the current boot processor. Thus, the muiti-processor system may recover
from LOL detected for the boot processor without requiring a crash of the aystern (at least
for certain types of “recoverable” LOLs),

f0023] Concurtently filed and commonly assigned U.S. Patent Application
Serial No, m—————fAttomey-Dosket Ne-200404941-1] 10/973.076 (U. 8. Published
Patent Application 20060107107} titled “SYSTEM AND METHOD FOR PROVIDING
FIRMWARE RECOVERABLE LOCKSTEP PROTECTION,” discloses a technique in
which lockstep can be recovered for processors (particularly, non-boot processors)
without requiring use of a spare processor. Rather, upon LOL being detected for a
lockstep pair of processors, the firmware instructs the OS to idle (or “gject”) the lockstep
pair of processors for which LOL was detected and then the firmware attempts to
reestablish lockstep (e.g., by resetting the processors). If successful in resstablishing
lockstep, the firmwars triggers the O8 to recognize the lockstep pair of processors as

again being available for servicing insteugtions,
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{0024] However, for various reasans, in certain system architectures
problems arise in attempting to idle (or gject) the boot processor fom the system. Thus,
in certain embodiments, a spare processor is used for recovering from LOL for the
system’s boot processor. Again, embodiments are provided herein for switching the role
of boot processor to an established spare processor responsive to detection of LOL for the
boot processor, In certain embodiments, the spare processor is used for recovering from
LOL only in the case in'which LOL is detected for the boot processor. For instances in
which LOL is detected for non-boot processors, the lockstep may be recovered without
the use of a spare by using the recovery technigue described in concurrently filed and
commonly assigned U.S. Patent Application Serial No. ——————fAdtomoyr-Podket
No-200404041-43 10/973.076 (U. 8. Published Patent Application 20060107107 titled
"SY’STEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE
LOCKSTEP PROTECTION,” for example.

{00411  Thus, operational bBlock 109 sssentially makes the spare processor
pair 18 the system’s boot processor, and then incertaint embodiments firmware 18 resets
the lockstep processor pair 12 and resstablishes its lockstep in blogk 119. Once lockstep
is reestablished for lockstep processor pair 12, that pair is held (v operational block 111
as-a hot spare for the new boot proaezasar. pair 15. That is, firmware 18 updates the device
tree 203 of FIGURE 2 to reflect that lockstep processor pair 12 {5 a hot spare for the boot
processor pair 15, Thus, showld a recoverable LOL be detected for the new boot
prosessor 139, the above process may be used by firmware 18 to make the spare lockstep
processor pair 12 the boot processor and then recover lockstep for pair 15, An example
techrique for resefting the lockstep processor pair 12 and reestablishing its lockstep in
which the {ockastep processor pair 12 is theo held as a hot spare is degcribed further in
concurrently filed and commonly assigned U8, Patent Application Serial No.
fAtioraey-Docket No-200484974-13 1S, Patent Application Rerisl No. 10/972,798 (U,
8. Published Patent Application 20060107106) titled “SYSTEM AND METHOD FOR
MAINTAINING IN A MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR
THAT IS IN LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP

§
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FOR ANOTHER PROCESSOR”, the disclosure of which is hereby incorporated herein

by reference.

f0059] Turning to FEGURE 4, an exemplary operational flow diagram for
switching the role of boot processor to a hot spare processor according to one
embodiment is shown. In this case, an LOL hds been detected for the boot processor. In
operationsl block 401, the system firmware allocates space to save the status of the good
pracessor of the lockstep pair of processors for which LOL was detected. Exemplary |
techniques for détermining which of the lockstep pair of processors had the emor are
digelosed in concurrently filed and commeonly assigned U.8. Patent Application Serial
No, e bbitoener-Dockat- No-200404946-1 118, Patent Application Serial No.
10/972.835 (U. 8. Published Patent Application 20660107114) titled “SYSTEM AND
METHOD FOR USING INFORMATION RELATING TO A DETECTED LOSS QF
LOCKSTEP FOR DETERMINING A RESPONSIVE ACTION,” the disclosure of which
is hereby incorporated herein by reference. Accordingly, an appropriafe amount of data

* starage space for storing the cache of the “good” processor iy the lockstep pair of
processors is allocated in block 401, For instance, &n amount of SRAM may be aligcated
for storing the registers from the good processor,

[0066] In operational black 504, the system fittnware allocates spacs to
save the status of the good processor of the logkstep pair of processors for which LOL
was detected (i.e., the lockstep pair of processors of the CBP). Exemplary techniques for
determining which of the lockstep pair of processors had the error are disclosed in

© concurrently filed and commonly assigned U.S. Patent Application Serial No, —e—
HAiterney-Docket-Ne-200404946-13 U8, Patent Application Serial No. 10/972,.835 (U,
_S_.»_gg;bii shed Patent Avolication 200601071 14) titled “SYSTEM AND METHOD FOR
USING INFORMATION RELATING TO A DETECTED LOSS OF LOCKSTEP FOR,
DETERMINING A RESPONSIVE ACTION,” the disclosure of which is hereby
incotperated herein by reference. Accordingly, an appropriate amount of data storage

space for storing the cachie of the “good™ processor in the lockstep pair of processors is

PAGE 8114 * RCVD AT 121122007 3:22:43 PH) [Eastem Standard Time]* SVRUSPTOEFXRF-114 * DNIS;273800 " C310:303 197 2266 * DURATION frmess):04:18

Page 694 of 1042





