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IN THE UNITED STATES PATENT AND TRADEMARK OPFICE 

APPLICATION NO.: 10/972,588 

.FILED: 10/25/2004 

INVENTOR: Scott L. Michaelis et al. 

ATTORNEY' DOCKET NUMBER 200404973• ! 

EXAMfNER: Le, Dieu Minh T 

ART UNIT: 2.114 

CONFIRMATION NO.: J 079 

RESPONSE TO NON.fTNAL OFflCE ACTION MA[LED 03/10/2008 

Commissioner fiJr Patents 
P.O. Box 1450 
Alexandria, VA 223 l J-1450 

Dear Sir: 

This is in response to the Office action mailed March lO, 2008, in the ahovc~captioned 

app! i cation. 
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Application No. 10/972,588 Docket No : 200404973-1 
Reply to Office Action of 03/10/2008 

REMARKS 

No arnendments have bei::n made, Claims 1-30 remai11 in the application. 

Reexamination and reconsideration is respectfully requested. 

Double Patenting Rejections 

Claims 1-30 have been rejected under the judicially created doctrine of 

obviousness-type double patenting as being unpatentable over daims 1-32 of commonly 

o\vned lLS. application 10/973,077 .and cl.aims l-26 of commonly owned U.S. 

application 10/972,796. ff the present application is allov,,ed, then the applicant will take 

appropriate action, induding a terminal disclaimer if appropriate. 

Re jet lions Under ~~U.S.C. § 102 

Claims 1-4, 7, 9-23, and 29 have been rejected under 35 U.S.C. § l 02(e) as 

allegedly being anticipated. by U.S, Patent 7,085,959 (Safford), Applicant respectfully 

traverses and requests reconsideration ofthe Examiner's rejection. 

As discussed in the response to the pn!viow; office . .action, independent daims l, 

16, 24, and 29 specify determining that the processor for which LOL is detected is 

fl.~~l.ru1ed a role of boot process.m:; and switching the role of bootnrQ£~ssor to a spare 

processor without shutting d(l\.vn the system's operating systenL 

Regarding claim 1, in applicant's response to the previous office action, the 

applicant discussed the differem;:.es b-etween S\Vitching processors in Safford, and 

switching the role of which processor is the boot processor- !n the office action dated 

03/10/2008, page 4, paragraph A., the examiner states that the. foatures being discussed 

are not recited in the claims. Boot processors, and switching the role of boot processors 

are claimed, and the point of the applicant's discussion was that switching processors in 

2 
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Application No, 10/972,588 Docket No.: 200404973-1 
Reply to Office Action of 03/10/2008 

Safford is not the sarne as switching the role of which processor is the boot processor. 

Regarding recovery from lock step, the applicant has not argued that Saft(mi does not 

recover from a loss of lock step, rather the applicant has argued that recovery from lock 

step does not equate to switching the role of boot processor. To reiterate, the following is 

a summary of ihe points being made by the applicant: 

l. Independent claims 1, 16. 24, and 29 specify a boot processor. Safford does not 

discuss a boot processor. 

2, Safford does not teach or suggest switching the rule of boot processor, 

3, Re-booting a single processor is not the same as switching the role of boot 

.Processor. 

In the office action dated 03/10/2008, pages 5 and 6, paragraph B., the examiner 

cites Safford column 4, lines J 3.15 and column 5. claims 3 and 7 for support for Safford 

switching a boot processor. As applicant discussed in the response to the previous office 

action, re-booiing a single processor is not the same as S\Vitching the role of which 

processor is the boot processor. 

ln the offic.e action dated 03il0/2008, pages 6 and 7, paragraph C., the examiner 

discusses recovery from loss of lock step, making a hot spare, etc. , none of which 

addresses the claim limitation of s\vitching the role of which processor is the boot 

processor. 

Rejections lJndcr 35 U.S.C. § HJ3 

NOTE: In applicant's reply to the previous offict'! action, applicant asserted that 

Safford was not propt;r prior art under 35 l.J.S.C. § 103. Ho,vever, that assertion was not 

con-ect, m1d is hereby retracted, with apologies for the .mistake, Saffi.)rd was published on 

Jm1uary S, 2004, before the filing: ofthe present application on October 25, 2004, 

3 
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Application No. 10/972,588 Docket No .. 200404973-1 
Reply to Office Action of 03110/2008 

Claims 1-23 and 29~30 have been rejected under 35 U.S.C. § l03(a) as allegedly 

bt:ing unpatcntab!e over US. Patent number 6,625,749 (Quach) in light of US Patent 

number 7,251,749 (Fox), Applicant respectfuliy traverses and requests reconsideration of 

the Examiner's rejection, 

Regarding claims 1, 29 and 30, the examiner cites QtHtch, figi1re 1, and column 4, 

lines 38-·4 l for determining that a processor for which LOL is detected is assigned the 

role of boot processoL Figure 1 and the cited text do not illustrate or discuss anything 

about boot processors. The examiner stipulates that Quach does not explicitly address 

switching the role of boot processor1 and states that Fox teaches a system response to 

processor failure and dynamically activates a spare processor. Nothing in that discussion 

provides support for a combination of Quach and Pox teai.:hing or suggesting boot 

processors or switching the role ofboot processors. The examiner then argues that it 

\•muld be obvious to modify a combination of Quach and Fox, but the argument fr.)r 

modification does not address switching the role of boot proc.essors. No primafcu:ie case 

for obviousness has been presented. 

Regarding clairns 13-15, the examiner cites Quach, column 13, lines 24-26, for 

teaching changing: a system identifier of a spare processor to that of the boot processor. 

The renaming being discussed has to do with registers, notprocessors, and in particular 

does not teach or suggest anything about a boot processor or switching the role of boot 

processor, The exarniner then further cites Quach, column 13~ lines 16~26, and column 

14, lines 50-57. Again thediscussio:n in column 13 is aboi.lt registers, In column 14, claim 

6 discusses initializing individual processors, ·Vv-hich has nothing to do with a boot 

processor or switching the role of boot processor. 

4 
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Application No. 10/972.,588 Docket No.; 200404973-i 
Reply to Office Action of 03/10/2008 

In view of the above, it is believed all of the pending daims are nmv in condition 

for allowance. 

Respectfully submitted, 
KLAAS, LAV/, O'MEARA & MALKIN, P.C 

By;_ I Augustus W. Winfield/ 

Augustus \V. Winfield, Reg. No. 34,046 
1999 Broad\.Vtt.y, Suite 2225 
Denver, Colorado 802()2 
Telephone: (303) 298~9888 

Date: Ji.me 5, 2008 

5 
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HIEWlcTT·PACKARO COMPANY 
1n10llm;tua! Propgrty Adminl!i!ratlon 
P.O. Box ~724tlf.) 

PATENT APPLICATION 

Fort Co!Uns, Colorado 80527<l400 
ATTORNl:'.'f OOCKET NO. _____ fQ0404973•1 

lrwentor{sl: Scott L. Michaelis et al. 

Application No.; "!01972,588 

Fmng Date: October 25, 2004 

Confirmation No.: 1079 

Examh1c;: Le, Oieu Minh T. 

Group Art Unit: 2114 

Ti . SYSTEM ANO METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPAR!; 
tie. PROCESSOR RESPONSIVE TO OETECT!ON OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR 

Mai!Stop 
Commissioner For Patents 
PO Box 1450 
Alexandria, VA 22313-1450 

TRANSMITTAL LETTER FOR RESPQNSf;IAMENDMENT 

TraMmitted herewith is/are !he following in the above-identified applicatiori: 

[g] Response/Amendment 
D New tee as calculated below 

rJ Peti!ion to e:<tend !ime to respond 
LJ Supplemental Declara!ion 

[8} No ildditional foe 
! i Other 
'-~~- -- -· 

Foo$ 

CLAIMS AS AMENDED BY OTHER THAN A SMALL ENTITY 

(5) ftl) (7} (1) ,2i I {:1) 14) 
FOf~ ClAIMS REMA!NiNG , NUMBER HIGHEST NUMSt.R PRESENT RATE AOOITIONAl 

AFTER p.MENDMENT. EXTRA . PREVIOUSLY PAiO FOR E:.XTRA FEES 
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OTHER FEES $ 

TOTAL ADDfflONAL FEE FOR THIS AMENDMENT $ 0 

Charge $ ____ L to Deposit Account 08·2025. At any lime during lne pendency of this apo!ication, please charge any fees 
required or credil any over paymefll to Deposit Account 08°2025 pursuant to 37 CFf1 1.25. AdditionaHy charge any lees to 
Deposit Accctml 06-2025 under 37 CFR 1.16 through 1.21 inclusive. and any c!her sediomr. in Tilfe 37 of the Code of Federal 
Reg~·lalion:s that may regulate fees. A dupli,,at.e copy of this sheet is enclosed. 

Resp(ictfutiy subm'itted, 

Scott L. Michaelis et al. 

By: /.ll.ugustus W. Winfietd/ 

Augvslus W. Winfield 

Attorriey/Agent fOf App!ic,m!{~} 

Reg No. : 34.045 

Date : June 5, 2008 

Telephone : {303) 298-9688 
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HPNLETT PACKARD COMPANY 
PO BOX 272400, 3404 E. HAR\:tONY ROAD 
INTELLECTUAL PROPERl'Y ADMINISTRATION 
FORT COLLINS, CO 80527-2400 

1.'Nrmn STA:TE.'l IlEPA.RT1\:tENT OF COM:\.rnRCE 
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C(iNFlRMATJON NO. 

2lKH(l407:l- 1 

EXA,VIINER 

Please find bel0\>\1 and/or attached an Office communication concerning this ap1,lication or proceeding. 

The time period for reply, 1f any, is set in the attached communication. 

Notice of the Office communication \\.'as sent electronically on above-indicated "Notification Date'' to the 
follo\ving t>mail addrcss(es): 

JERRY .SH0RMA@HP.C01·1 
rnkrafl@hp.com 
ipa.mail (,'i,Jlp.com 
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Office Action Summary 

Application No. 

10/972.588 

Examiner 

DieL.!-Mir.h Le 

Applicant(s) 

M!CHAEUS ET AL. 

Art Unit 

2114 

•· The MAILING DATE of this communication appears on the cover sheet with the correspondence address •· 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE :1 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
- E,:Mri;;k>ns ol tirne may be a,·aitab!e 1m-:!;ir tile provi.sior,;; of 37 CFR 1 J36(a). lri w, ev;im, n,,,..-,;;ver. f!k1y a rer,r1 be timely fil;ir.1 

alter SIX {fii MONTHS from !he ma.Hirn:; dat<l of lhis communication. • 
• If NO p;iri:,(l for r0pl\' .f!l spocifk<d abO\lE< the maxrm,..1m ;,t;;tu~Jry period wHI apply and ,viii e:,:pim SIX {6i MONrHS from the mailing cate of this communication. 

Failur<:> to reply Within the set Of8xtendM p;iriotl for reply <1..-ill, by statl!tB, cau$,, th,, application to becom:e/1BANDONED (3f, U.S.C. § 133). 
Any reply re~•ve(l t;y ttie Office l,1ter than three 1F,ontt1s ilfl"'r the mafliri9 (lat"' of tnis comnwnicalk>t\ even if tirn"'!y me,l, 11iay tec!uce any 
,mmed palent t,mn adj~s!men!. S,:,;, 37 Cl'I~ i:l04{tJ). 

Status 

1 )tzl Responsive to communication( s) filed on 12 December 2007. 

2a)0 This action is FINAL. 2b)tzl This action is non-finaL 

3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quclyle, 1935 C.D. 11, 453 O.G, 213, 

Disposition of Claims 

4)f:8'J Claim(s) 1y30 is/are pending in the application. 

4a} Of the above claim{s} __ is/are withdrawn from consideration. 

5)t8l C!aim{s) 24-28_ is/are allowed. 

6)0 Claim(s) 1-23,29 and 30 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

10)[8J The drawing(s) filed on 25 October 2004 is/are: a)[8l accepted or b)O objected to by the Examiner. 

Applicarit may riot request that any objection to the dr.awir.g(s) be held in abeyance .. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) inducting the correction is required if the dra.wing(s) is objected to, See 37 CFR 1.121(d), 

11 )0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or fortn PTO~ 152. 

Priority under 35 U.S.C, § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U,S:C., § 1 ·19(a}-(d) or (f}, 

a)O All b)O Some .. c)O None of: 

1.0 Certified copies ofthe priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ , 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17,2(a)}. 

*Seethe attached detailed Office action for a list of the certffied copies not received. 

Attachment{s) 

1) 18) Notice of References Cited (PTO,892) 

2) 0 Notice of Drnf!sperson's Paten! Drawing Review (PTO,948) 

4) 0 tnlerview Summary {PTO-413) 
Paper No(s)!Mail Date __ 

5) 0 Notice of Informal Patent Application 3) 0 Information Disclosure Statemeri!{s) {PTO/S8/08) 
Paper No(s}iMai! D:cite __ . 

i.).S. ra~ent atii:l T'r~demi:frf-. m1t:e 

PTOL·326 {Rev. 08-06) 

6) 0 Other:--~-· 

Office Action Summary Part o-f Paper No.iMa1I Date 20000227 
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Application/Control Number: 10/972,588 
Art Unit: 2114 

DETAILED ACTION 

This Office Action is in response to the communications 

filed 12/12/07 in application 10/972,588. 

2. Claims 1-30 are again presented for examination. 

The text of those sections of Title 35, U.S. Cede not 

Page 2 

included in this action can be found in a prior Office action. 

4. Claims 1-30 are still rejected under ths judicially created 

doctrine of obviousness-type double patenting as being 

unpatentable over claims 1-32 of U.S. application 10/973,077; 

distinct from each other because the claimed subject matter 

contains obvious modifications to previous claims 1-32 of U.S. 

application 10/973,077; and claims 1-26 of U.S. application 

5. Cla.ims 1-4, : , 9-23, and 29 are aga.in rejected under 35 

U.S. C, 102 ( e) ar, b~';inc;i anticipated ()\tc:-::r Safford et al. rn. S. 

patent 7,085,959 hereafter referred to as Safford). 

Page 403 of 1042



Application/Control Number: 10/972,588 
Art Unit: 2114 

Page 3 

This reject~on is being applied for the same reasons set forth 

As per claims 1-4, 7, 9-23, and 29 see the previous office 

action for the detailed teaching of Safford. 

Applica.nt asserts tr,at Safford does not disclose or ::,uq9est 

following limitations: 

A. Safford does not discuss transfer of system 

information (which processor is the boot processor) 

that remains permanent and survives a system reset. 

Safford dis.cusrses reboctinq individua.1 processors 

while a system is running (for example, column 4, 

rebootinq the entire system, which is initiated by the 

one designated boat processor after a system reset or 

determining whether a processor is the boot processor, 

er switchin9 the ro1e of boot processor from one 

processor to another. 
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Application/Control Number: 10/972,588 
Art Unit: 2114 

role of boot processor and operating system to idle a spare 

Exanl_Lner respectfully transverses App1icant' ::, ,::1.rqument as 

A. First, in response to Applicant's argument that the 

rel ii_,, s ( .1 .. e . , Saf £ord does not; discuss transfer a£ system 

Page4 

information (which processer is the boot processor) that remains 

,eermanent and survives a sxstem reset. Safford discusses 

rebooting individual processors while a system is running (£or 

exanple,. column 4 1 lines 57-60 1 and claim 3), but is not the 

same as rebooting the entire system,. which is initiated by the 

one designated boot processor after a system reset; or power 

shutdown) is not recited in the rejected claim. Although the 

claim is interpreted in light of the specification, limitations 

:frcm the specification is not redd intc the claims. 1.n re 'ilan 

Guens, 988 P.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). 
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Second, Examiner would like to bring Applicant attention to 

Safford's method and apparatus for recovery from loss of lock 

ste:r· [abstract, col. 2, LLnes 13-32.1 compri.sing information 

stored in the memory [cc.il. l, line~'; 60 t.hrouqh col. 2, lines lG_l 

and master/checker pair used in supporting the recovery from 

loss of lockstep in a multi-processors system [abstract, col. 2, 

lines 55-57} . .In addit.ion, Sa.fford ~;,xp1.icitl_y demc)nstrated a 

method and apparatus far recovery from loss of lock step 

labs; tract, coJ.. 2, lines 13-32} cc,mpr:i.s inr,1 ca.pabili ty to signal 

the CO.llFuter system (i.e., operating system) to idle the 

lockstep of processors [col. 4 1 lines 30-63]. Staffor.d c1ear.1.y 

illustrated a computer system having a means for detecting and 

recovering of a loss of lock step iricluding id1.ing the lockstep 

,. 
o.r processor. 

B. First, it is NOT true that Safford does rwt discuss boot 

for assigning the role of boot processor, or transferring the 

role of boot processor. Safford explicitly disclosed a met.hod 

and apparatus for recovery from loss of lock step [abstract, 

co.l, 2, l:i.nes :l.3-32] ccmpr.Ls~,_n9 information stored in the memory 

[col. ,,, 1i.n-::":'s 60 through coL 2, line23 1-0] and master/checker 

pair used in supporting the recovery from loss of lockstep in a 
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multi-processors system [2tbstract, col. L, lines :'>5-571. Sa.ff{)rd 

processor to spare processor (col. 4, lines 13-35 and col. 5, 

claims 3 and tJ in supporting the comp □ter data processing 

system for recovering from loss of lockstep 1n a boat processor 

(i.e., re-boot processor). 

Safford further illustrated capability an 

architecture state of the loss of 1ock step processor to a spare 

processor unit, and cletectinq/carrect ing the loss o_f lock step 

in processor [col. 5, claims 1-2, 7, and 141. Therefore, it is 

clearly to an ordinary skill in the art that Staffard does teach 

,,1pplicant' :c:~ limitation. 

C. It is NOT true that Safford does not switching hot spare to 

processor. Safford explicitly disclosed a method for recovery 

receiving a lass of lack step signal from a processor unit; 

receiving a notice trom the loss of lock step processor unit to 

an architected state of the loss of lock step processor unit to 
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spare processor unit becomes 

an act.i. ve (i.e., bat spare) p.n)cessor unit in th(c comput(cr 

system. Safford further demonstrated a capability of mc•-~-g the 

architected state comprises: copying the architected state fro1n 

the loss of lock step processor unit to a node controller; and 

copying the architected state from the node controller to the 

idle processor unit [col. 5, claims 1 and 5-6]. Therefore, it is 

clearly to an ordinary skill in the art that Staffard does teach 

applicant's limitation. 

6. Claims 1-23, and 29-30 are rejected under 35 0.S.C. 103(a) 

Fox et al. (U.S. patent 7,251,749 hereafter referred to as Fox). 

- detecting loss of lockstep (LOL) for a processor in a 

nrnlti-processor system [abstract, col. 3, lines 35-36 and 

- determining that the processor for which said LOL is 

detected is assigned a role of boot processor [fig. l., co1. 
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Quach does not explicitly address: 

Page 8 

- switching the role of boot processor to a spare processor 

However, Q1-iach d.oes disclose c3pabi1ity of: 

- the processors execute in a redundant mods [abstract, 

f , ·11 •. l(JUi~8 __ . ; 

the error recovery routine is invoked when the processor 

detects a error while operating in the redundant 

execut. ion mock, 

In addition, Fox explicitly teaches: 

- system response to processor fai1ure in a nru1ti-processor 

data processing system [aostract); 

-· dynamically a.cti.vate spare processor when proce:::sor 

failure is detected in a rn1lti-processor aata processing 

system [col.1, lines f3~10]. 

Therefore, it would have been obvious to a person having 

ta rea1izing Fox's dynamically activate spare processor whsn 

processing system as being the use 

processor to a spare processor without shutting down the 
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because Quach's rnutli-data processors /fault tolerant system 

Page 9 

explicitly performed data failure detection and recovery (i.e., 

having ordinary skill in the art would have been motivated to do 

tolerant system operation availability and network/system 

performar1ce therein with a nlec:hanism to enhance the data 

connectivity, data del:::•t,c;;-gin9, data reliabilit':.,', and data 

as d.ata throughput between internal and external cle,vices. 

As per claims 3-4: 

In addition, Fox teaches: 

Causing the system's operating system to idle the active 

[col. 

Quach further teaches: 
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the spare processor is a processor module that includes a 

and slave processor that operate lockstep 

Quach further teaches: 

- accessing information stored to non-volatile data storage 

that identi fie,'3 one of the processors _1_n said mul t:L-proc:essnr 

system that is assigned the role of boot processor tcoi. 3, 

In addition, Fox teaches: 

Fox further teaches: 

determining the processor that is assigned the role of spare 

processor [col. 4, lines 46-48]. 

As per claims 9-10: 

Quach further teaches: 
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1 

CORE REIHJNDANCY IN A CHIP 
MULTIPROCESSOR FOR H1GHLY 

RELUBLE SYSTEMS 

BACKGROUND 

Field of the lnvention 
This invention is related to the field of multiprocessors 

and. more particularly, to chip multiprocessors (CMPs) and 
implemen1ing redundant execution for high reliability in 
CMPs. 

2. Description of the Related Art 
Fault-tolerant compu1er systems are used in a variety of 

applications in the computing world. For example, many 
servers are implemented cm fault-tolerant systems so that the 
servers may be available as close to 24 hours a day as 
possible. i\ny mission-critical computing functions may 
benefit from being assigned to fault-tolerant computer sys-­
terns. 

2 
FIG. 4 is a flowchart illustrating operation of one embodi-­

men1 of a node con1rol1er shmvn in FIGS. 1 and 2 in 
response to receiving a communication to he routed to the 
processor cores. 

FlG. 5 is a block diagram of one embodimen1 of the 
redundancy check circuit for use with "N" processor cores. 

FIG. 6 is a flowchart illustrating operation of one embodi-­
ment of the node controller including the redundancy check 
circuit shown in FIG. 5 in response to receiving a commu-

10 nication from a processor core. 
FIG. 7 is a block diagram of another embodiment of the 

redundancy check circuit for use with "N" processor cores. 
WrLile the inven1ion is su:,ceptible to variou:, moditka­

tions and alternative form5~ specific errJ bodi111ents therf;:of 
15 are shovvn bv ,vav of exan1ple in the dravvings and w'ill 

herein be d~scrib,ed in de1ail. lt should be understood, 
however, that the drawings and detailed description thereto 
are not intended to limit the invention 1o the particular fomt 
disclosed, but on 1he contrary, the intention is to cover all 

::io modifications, ,x1uivalents ,md alternatives falling within the 
spirit and scope of the present invention as defined by the 
appended c]airns. 

One of the aspects of fault-tolerant computer systems is 
high reliability through the early detection of errors in 
op~ration" Fo1: example, some fault-tolerant systems may 
imnlemcnt high reliabilitv bv including multiple processors 
and having 1hem redundan1ly execu1e the same sofiware 

25 code. The results of executing the code can he compared, 

DF[A[LED DESCRJPTJON OF EMBODl rvmNTS 

Turning nmv to FIG. 1, a block diagram of one embodi­
men1 of' a compu1er system 10 is shown. [n the illustrated 
embodimen1, the computer :,ys1em 10 includes nodes 12A-
12B, memories 14A-14B, cmd peripheral devices 16A-16B. 

and any discrepcmcies may be detected as an error. The 
nrocessors are discre1e, individual integrated circuits, and 
thus such a solution is costly both in tenns of the number of 
in1egrated circuits needed· and the circuit board space ._, 30 
required to connect the processors to the rest of1he computer 

The nodes 12A-12B are coupled, and the node 12B is 
coupled to the peripheral devices 16A-16B. Each of the 
nodes 12A-12B arc coupled to respective memories 14A-
14[-3. The node 12A comprises processor cores 18A-18B 
coupled to a node controller 20A which is fi.uther coupled to 

system. Additionally, sine,~ th,~ processors ar,~ discrete, con­
trolling the processors to execute in lockstep or to othen,ise 
synchronize is complex and error prone, and typically 
requires additional circuitry to be included in the computer 

35 
system (external from the processors) to carry out. 

a memory controller 22A and a plurality of HyperTram­
port™ (HT) interfoce circuits 24A-24C. The node 12B 

SUMMARY 

In one embodiment, a node comprises a plurality of 
processor cores cmd a node controller coupled to the pro­
i;essor cores. The node controller is contlgured to route 
cornmlmications from the processor cores to other devices in 
a computer system. The node controller comprises a circuit 
coupled to receive the communications from 1he processor 
cores. In a redundant execution mode in which at least a first 
nrocessor core is redundantly executing code that a second 
processor core is also executing, the circuit is contlgured 1o 
conmare communications from the first processor core to 
corn~mnications from the second processor core to verify 
correct execution of the code. In some embodiments, the 
processor cores and the node controller may he integrated 
~mto a single integrated circuit chip as a CMP. A similar 
method is also contemplated. 

BRJEF DESCRJPTION OF THE DRAWINGS 

The following detailed description makes reference to the 
accompanying drawing:,, which are now briefiy described. 

FIG. 1 is a block diagram of one embodiment of a 
cornpu1er system. 

FIG. 2 is a block diagram of one embodiment of a node 
controller shovm in Fili. 1. 

FlG. 3 is a llowchmi illustrating operation of one embodi-­
ment of a node controller shown in FIGS. 1 and 2 in 
response to receiving a communication from a processor 
core. 

similarly comprises processor cores 18C-18D coupled to a 
node controller 20B which is fmtber coupled to a memory 
controller 22B and a plurality of HT interface circuits 

40 24D-24F. The HT circuits 24C-24D arc coupled (via an HT 
interface, in this embodiment) and the HT circuit 24F is 
coupled to 1he peripheral device 16A, which is coupled to 
the peripheral device 16B in a daisy-chain configuration 
(using HT interfaces, in this embodiment). The memory 

45 controllers 22A-22B are coupled to the respective memories 
14A-14B. [none embodiment, each of the nodes 12A-12B 
may be a single integrated circuit chip comprising the 
circuitry shm,vn therein in FIG. 1. That is, each node 
12A-12B may be a chip multiprocessor (CMP). Other 

50 embodimen1:, may implement the nodes 12A-12B as two or 
more separate integrated circuits. as desired. Any level of 
integration or discrete components may be used. 

In the illustrated embodiment, each of the node control­
lers 20A-20B includes a redundancy check circuit and a 

ss machine check control unit. For example, the node control­
ler 20A includes a redundancy check circuit 26A and a 
machine check control unit 28A, and the node con1roller 
20B includes a redundancy check circuit 26B and a machine 
check control unit 28B. ;rhe operation of the redundancy 

60 check circui1 26A and the machine check control unit 28A 
·will he described in more detail herein, and the operation of 
the redundancy check circuit 26B and the machine check 
control unit 28B may be similar. 

The node controller 20A may generally be configured to 
65 receive corr,munications from the processor cores 18A-18B, 

the memory controller 22A, and the HT circuits 24A-24C 
and 10 route those corrnrnmica1ions 1o the proce:,sor cores 
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18A-18B, 1he HT circuits 24A-24C and the memory con-­
troller 22A dependen1 upon the communication type, 1he 
address in the communication, etc. In one embodiment, the 
node controller 20A includes a system request queue (SRQ) 
in1o which received communications are 'lvrit1en by the node s 
controller 20A. The node controller 20A may schedule 
communications from the SRQ for routing to the destination 
or destinations among the processor cores 1SA-18B, the HT 
circuits 24A-24C, and the memory controller 22A. The node 
con1roller 20[-3 may be similar with regard 1o the processor 10 

cores 18C-1SD, the HT circuits 24D-24F, and the memory 
controller 22B. Operation of the node 12A and its compo­
nents will be discussed in more detail below. Opera1ion of 
the node 12B and its components may be similar. 

Generally, the processor cores 1SA-18B may use the 15 

in1erface(s) to the node controller 20A to communicate with 
other components of the computer system 10 (e.g. peripheral 
devices 16A-16B, processor cores 18C-18D, the memory 
controllers 22A-22B, etc.). The interface may be designed in 
any desired fashion. Cache coh<c~nmt communication may b<c~ ::io 
defined for the interface, in some embodiments. In one 
embodiment. communica1ion on the intert;ice:, be1ween the 
node controller 20A and the processor cores 18A-1SB may 
be in the form of packets similar 1o those used on the HT 
interfaces. In other embodiments, any desired corr,munica- 25 

tion may be used (e.g. transactions on a bus interface, 
packets of a different form, etc.). Generally, the communi­
cations from the processor cores 18A-1SB may include 
requests such as read operations (to read a memory location 
or a register external to the processor core) and write 30 

operations (to write a memory location or external register), 
responses to probes (for cache coherent embodiments), 
in1errupt acknowledgements, system management mes­
sages, etc. In the illustrated embodiment, each processor 
con:' 18A-18B may have a separate communication path to 35 

the node controller WA. The communica1ion path may be 
implemented in a variety of fashions (e.g. a bus, point-to­
point rnterconnect in each direction, etc.). 

In one embodiment, the node 12A may support a redun­
dant execution mode in which the processor cores 1SA-18B ~o 
redundantly execme the same sofhvare code on the same 

4 
may be used to de1ermine which processor core 18A-18B 
experienced the error a..rid ,vhat co1Tective 1neasures are to he 
taken. In various embodiments, the execution error may he 
signalled in a variety of fashions. For example, in the present 
embodiment, the redundancy check circuit 26A may :,ignal 
a machine check exception to the machine control unit 28A. 
The machine check control uni1 28A may cause a machine 
check exception in at least one of the processor cores 
1SA-18B ( e.g. the processor core 1SA-18B designated as the 
primary processor core described below). Other embodi­
ments may use other exceptions. external intemipts, logging 
of execuhcm errors to he checked by softv,;m·e, etc. to signal 
an execution error. S1ill other embodiments may u:,e any 
co1nhination of th(: above to sjgnal an executjon ern.-;r. 

In one embodiment, the processor cores 18A-1SB may 
execute in lockstep (that is, may execute the same instruc­
tions on the same clock cycle). In CMP embodiments of the 
node 12A, the processor cores 18A--18B may execute at the 
same clock frequency and may be driven from the :rnme 
clock source (deriv,x! from a clock input to th,, node 12A, 
not shown in FlG. 1). Thus, once the processor cores 
18A-18B ini1iate execution ot' the soJtware in :,ynchroniza­
tion, they may remain synchronized as long as they receive 
communications (e.g. responses to reques1s) from the node 
controller 20A concurrently. That is, hm·dware external to 
the node 12A may not be required to run the processor cores 
18A-18B in locks1ep. In embodiments in which the proces­
sor cores 1SA-18B execute in lockstep, the redundancy 
check circuit 26A may check that corresponding communi­
cations are concurrently received from the processor cores 
1SA-18B (e.g. received on the same clock cycle). For 
example, if a valid communication is received from one of 
the processor cores 18A--18B and a valid communication is 
not concurrently received from the other processor core 
18A-1SB. an execution error may be detected. 

The node controller 20A may be configured to propagate 
communications from one of the processor cores 18A-1SB 
(e.g. from the primmy processor core) and to discard com­
nmnications from 1he o1her processor core 1SA-18B ( e.g. 
from the auxiliary processor core). The node controller 20A 
may route the propagated communications as appropriate 
(e.g. to 1he memory controller 22Aor one or more of the HT 
circuits 24A-24C). Some communications may result in 
responses to be returned to the processor cores 1SA-18B. 

45 For exan1plf;:, read requests n1ay result ju responses that 
return the read data. The node controller 20A may concur-

data. The processor cores 18A-18B may be copies of 1he 
same processor design (with the same size caches, the same 
regi5ter fi]es, etc.), 1-\ccording]y, if no e1rors in execu1ion 
have occurred, con11111n1ications generated by th(: processor 
con:' 18A should match corresponding conrnrnnications gen­
erated by the processor core 18B in redundant execution 
mode. For example, the same address should be included in 
corresponding commm1icaticms, the same data should be 
included, etc. Errors that may occur in execution may 50 

include soft errors such as soft memory error, (e.g. those 
detectable using an e1Tor checking code (ECC) scheme) or 
soft corrmmnication errors such as noise or interference in 

ren1ly provide 1he response to both processor cores 18A .. 
18B. Similarly, for external communications received by the 
node controller 20A that are to be routed to the processor 
cores 1SA-18B (:mch as probes, system management com­
mands, etc.), the node comroller 20A may concurrently 

the tra11smission of communications. Errors may also 
include bard emJrs such as emirs caused by hanhvare 55 

provide the commmlications to the processor cores 18A-
1SB. For a probe, 1he probe response from one of 1he 
processor cores 18A-1SB may be forwarded to the probe 
source and the other probe response from the other processor 
core 18A~18B may be di:,carded after being u:,ed 1o verity fililures. 

The redundancy check circuit 26A receives communica­
tion,; generated by the processor cores 18A .. 18[-3 and, in 
redundan1 execu1ion mode, compares the cmTesponding 
communications to verify correct execution of the software 
code. lf a mismatch is detected in 1he comparison, the 
redundancy check circuit 26A may signal an execution e1Tor. 
A.n execution error may be any indication that an error has 
occmTed in the execu1ion of the software code, detected via 
the redm1da11t execution. In the embodiment of FIG. 1, it 
may not he clear which processor core 1SA-18B experi­
enced 1he error, but the error is detected. Diagnostic :mfiware 

the forwarded probe response. 
Generally, one of the processor cores 18A-18B may be 

designated as a primary processor core and the o1her pro-
60 cessor core 18A-18B is referred to as the auxiliary processor 

core. The primary processor core may be the processor core 
whose execution results will be used as the result of execut­
ing the redundantly-executed sofuvare code. The auxiliaiy 
processor core is used to verif)1 correc1 execution by the 

65 primary processor core. In other embodiments, more tha11 
two processor cores may be provided in a node. ln such 
embodiments, one processor core may be the primary core 
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and two or more of 1he remaining processor cores may be 
auxiliary processor cores. ln one implementation. all 1he 
remaining processor cores may be used as auxiliary proces­
sor cores. 

·n1e identi ti cation of the primary proces:mr core may be s 
programmable (e.g. in a register in the redunclcmcy check 
circuit 26A, in one embodiment). The programrnable 
embodiment is used as an example for the remainder of the 
disclosure. Alternatively, the primary processor core may be 
fixedly defined ( e.g. via fuses in the node 12A, pins to the 10 

node 12A, etc.). 
In a CMP embodiment, the node 12A may provide a Iow 

co:,1 approach to redundant execution. The node 12Amay be 
a single integrated circuit chip. occupying one location on a 
circuit board included in the computer system 10. Addition- 15 

ally, no extemal hardware may be required, in some embodi­
ments, as mentioned above. The embodiment of the com­
puter system 10 may be a multiprocessor computer system 
(one "processor" per node 12) with redundancy for each 
"processor" implerm~nted internally. Other embodiments of ::io 
the computer system 10 may have a single node 12A and 
may be uniprocessor system with redundancy. Addi1ionally, 
in some embodiments, the computer system 10 may execute 
with redundant execution mode disabled, providing an 
execution environment without redundancy and each pro- 25 

cessor core 18A-18B may he used independently. 

6 
illus1ra1ed embodiment. the HT circui1s 24C and 24D are 
coupled via coherent HT linics for communicating between 
the nodes 12A-12B. The HT circuits 24A-24B and 24E are 
not in use, and the HT circuit 24F is coupled via non­
coherent link:, to the peripheral devices 16A-HiB. 

The peripheral devices 16A-16B may be any type of 
peripheral devices. For example, 1he peripheral devices 
16A-16B may include devices for comnllmicating with 
another computer system to which the devices may be 
coupled (e.g. network interface cards. circui1ry similar to a 
network interface card that is integrated onto a main circuit 
board of a computer system, or modems). Furthermore, the 
peripheral devices 16A-16B may include video accelerators, 
audio cards, hard fJr floppy disk drives or drive controllers~ 
SCSl (Small Computer Systems Interface) adapters and 
telephony cards, sound cards. and a variety of data acqui-
sition cards such as GPIB or field bus inteiface cards. It is 
noted that the term "peripheral device" is in1ended to 
encompass input/output (l/O) devices. 

Gew,,rally. a proc,,ssor cor,, 18A-18D may comprise cir-
cuitry that is designed to execute instructions defi.ned in a 
given instmction set architec1ure. That is, the processor core 
circuitry may be confi.gured to fetch, decode, execute, and 
store results of the instructions defined in the instruction set 
architecture. The processor cores 18A-18D may comprise 
any desired confi.guratiom. including superpipelined, super­
scalar, or combinations thereof. Other configurations may 
include scalar. pipelined, non-pipelined. etc. Various 
embodiments may employ out of order speculative execu-

As mentioned above. the software code that is to be 
execu1ed redundnntly may be executed in lockstep, in some 
embodiments. By providing responses, probes, and other 
communications to the processor cores 18A--18B concur-­
rently, the processor cores 18A-18B may naturally remain in 
lockstep. Synchronization of the launching of execution (to 

30 1ion or in order execution. The processor core may include 
microcoding for one or more instrnctions or other functions. 

get 1he processor cores 18A-18B execu1ing in lockstep) may 
be performed in a variety of fashions. For example, a 
software semaphores may be used to control the beginning 35 

of execution of 1he software code, and the response that 
provides the semaphore data that releases execution may be 
provided concrnTently to the processor cores 18A-18B. In 
other embodiments, the processor cores 18A-18B may be 
put in lockstep from the first instrnction fetch after reset, or 40 

the first fetch of the software code to be execu1ed redun--
dantly, again by providing the response for the first fo1ch 1o 
each processor core 18A-18B concurrently. 

in combination 1vith any of the above constrnctions. VaTious 
embodiments may implement a variety of other design 
features such as caches. translation lookaside buffers 
(TLBs ), etc. 

it is noted 1hat, while the present embodiment w,e:, 1he HT 
interface for communication between nodes and between a 
node and peripheral devices. other embodiments may use 
any desired interface or ]nterfoces for ei1her co111nu1nica1ion. 
For example, other packet based inteifaces may be used. bus 
interfiices may be used, various standard peripheral inter•-
faces may be used (e.g. peripheral componen1 interconnect 
(PCl). PCI ExpressTM. etc.), etc. 

It is noted that, while 1he computer :,ystem 10 illustrated 
45 in FIG. 1 comprises two nodes 12A-12B, other embodi­

ments may implement one node or more than two nodes. 
Similarly, each node 12A--12B may include two or more 
processor cores, in various embodiments. Various embodi­
ments of the computer system 10 may include different 

·n1e memories 14A-14B may comprise any suitable 
1nemory devices. Ff;r cxan1ple, a n1cmo1y· 14;\.-14B n1ay 
comprise one or more RAMBUS DRAMs (RDRAMs), 
synchronous DR.A.Ms (SDRAMs). double dnta rate (DDR) 
SDRAM, static RAIVL etc. The address space of the com­
puter system 10 may he divided among memories 14A-14B. 
Each node 12A-12B may include a memory map (e.g. in the 
node controller 20A) used to determine which addresses are 
mapped to which memories 14A-14B. and hence to which 
node l2A-12B a memory request for a particular address 
should be routed. Tiie memory controllers 22A-22B may 
comprise con1rol circuitry for interfiicing to the memories 55 

14A-14B. Addi1ionally, the memory controllers 22A-22B 
may include request queues for queuing memory requests, 
e1c. 

1he HT circuits 24A-24F may comprise a variety of 
buffers and control circuitry for receiving packets from an 
HT link and for transmitting packets upon an HT link. The 
HT inteiface comprises lmidirectional links for transmitting 
packets. Each HT circuit 24A-24F may be coupled to hvo 
such links (one for transmitting and one for receiving). A 
given HT interface may be operated in a cache coherent 
fashion (e.g. betv,;een nodes 12A-12B) or in a non-coherent 
foshion (e.g. 1oifrom peripheral devices 16A-16B). Ju the 

50 numbers of HT in1erfaces per node 12A-12B. differing 
numbers of peripheral devices coupled to one or more of the 
nodes, etc. 

The present discussion refers to a communication from 
the primary processor core and a corresponding communi­
cation from an auxiliary processor core (or corresponding 
communications from multiple auxiliary pmcessor cores). 
For a given communication, the corresponding communi­
cation may he 1he communication that, in the absence of any 
en-ors, should match the given conmumica1ion. ff the pro-

60 cessor cores are running in lock step, the given communi­
cation and its cotTesponciing communication(s) may be 
received in the node controller concurrently (e.g. on the 
sa111e clock cycle). 

Tuming now to F[G. 2, a block diagram illustrating one 
65 embodiment of a portion of the node controller 20A is 

shown. ln the illustrated embodiment. the node controller 
20A includes a system request queue (SRQ) 30, an SRQ 
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control unit 32, a crossbar 34, a multiplexor (mux) 36, a set 
of inpm flops 38A-38B, the redundancy check cirrnit 26A, 
and the machine check control unit 28A, The flops 38A-38B 
are coupled to receive communications from the processors 
18A-18B, respectively. and are coupled 1o the nmx 36 and 
the redundancy check circui1 26A, The mux 36 is coupled 1o 
receive selection controls from the SRQ control uni1 32 and 
is coupled to the SRQ 30. The SRQ control uni1 32 is 
coupled tu the SRQ 30, the rechmdancy check circuit 26A, 

8 
may also be used). The SRQ control unit 32 may receive the 
RE hit for use in scheduling decisions. 

In the illustrated embodiment, the SRQ 30 may include a 
write port shared by tbe processor cores 18A--18B and a 

s write port (or poi1s) used by 1he crossbar 34. The processor 
cores 18}\-18B may be configured to transmit a communi­
cation (e.g. request or response) to the node controller at 
most once eve1y other clock cycle, The conlillunications 
may be captured in the flops 38A-38B and provided to the 

10 mux 36. The SRQ control unit 32 may control the mux 36 
to write received communications from the flops 38A-38B 
into the SRQ 30 (or to update an existing entry of the SRQ 
30, in 1he case of a response), if only one communication is 

and the machine check control unit 28A. The SRQ 30 is 
coupled to the crossbar 34, which is further coupled to 
receive and provide communications 1o the HT circuits 
24A-24C and the memory controller 22A, and 1o provide 
commlmications to the processor cores 18A-18R In the 
illustrated embodiment. the redundancy check circuit 26A 15 

may include a compara1or 40 and a configuration register 42. 

received in a given clock cycle, the SRQ control unit 32 may 
select the corresponding flop 38A-38B through the mux 36. 
[f hvo cormmmications are received in a given clock cycle, 
the SRQ control unit 32 may select one flop 38A-38B in one 
clock cycle and, in the fr;Jlowing clock cycle, select tbe otber 
flop 38A-38B. With the maximum transmis:,ion of one 
conununication evt~ry otht~r clock cych.:~. th'-:~re is tin1e to 
handle both communications before a new communication 

A pair of valid bit update circuits 44A-44B are also shown 
in F[G. 2, coupled to receive valid bits from tbe flops 
38A-38B (respectively), coupled to receive a PC bit and RE 
bit from the configuration register 42. and coupled to the ~o 
mux 36. 

may be received. In other embodiments, a direc1 path from 
the processor cores 18A-18B may be provided to the mux 36 
in addition to 1he flops J8A-38B, if desired. ln still otber 

The SRQ 30 is configured to store external conlillur1ica­
tions (e.g. requests, responses, etc.) received by the node 
12A (e.g. through the HT circuits 24A-24C) a:, well as 
internal communications generated by the memory control­

25 embodiments, a write port for each processor core 18A-18B 
may be provided on the SRQ 30 and the mux 36 may be 
eliminated. ler 22A ( e.g. probes for read/write requests transmitted to the 

n1emory controller 22A? read responses providing da1a fi)r n 
read request, etc,) and the processor cores 18A-18B (e.g. 
reques1s, responses, etc.). Generally. the SRQ 30 comprises 

30 
mul1iple entries, each entry configured to :,1ore a different 
cornrmmication. The SRQ control m1it 32 may be configured 

More generally, a node 12A-12B may include N processor 
cores, where N is an integer greater than one. The processor 
cores may be configured to 1rnnsmi1 a comrnunication at 
most once every N clock cycles. Thus, N simultaneous 
communications may be captured and written to the SRQ 30 
using a shared write port, similar to the above discussion. to allocate entries for received communications, and may be 

configured to schedule communications for transmission 
through the crossbar 34. Additionally, the SRQ control unit 
32 may be configured to update sta1e in the SRQ 30 for a 
given communication in response to completion of various 
internal activiti,,s, For ,,xample, if a probe is in the SRQ 30 

35 

and tbe corresponding responses from the processors 18A-
18B are received for the probe, the SRQ control unit 32 may ~o 
update the state in the entry storing the probe to record the 

In the redundant execution mode, the cornmunications 
from the primary processor core may be propagated cmd the 
communications from the auxiliary proce:,sor core{s) may he 
discarded. [n one embodiment, each communication may 
include a valid bit (V in the flops 38A-38B) that indicates 
whether or not a valid communication has been received. 
The valid bit update circuits 44A-44B may be used to 
selectively clear 1he valid bit fcir comrnunica1ions from the 

receipt of the response and 1o record the coherency s1ate 
reported in the response. 

The crossbar 34 may comprise circui1ry configured to 
route com1nunications herw-een the various sources and 45 

auxiliary processor core. ln this embodiment, the PC bit 
from the rnnflgurntion register 42 may identify the primary 
processor core. Accordingly. ifredundan1 execution mode is 
enabled and the processor core 18A is not identified hy the 
PC bit as the primary processor core, the valid bit update destinations. The sources may include the SRQ 30 ( a request 

scheduled by the SRQ control unit .U), tbe HT circuits 
24A-24C, and the memory controller 22A. The destinations 
may include the SRQ 30, the HT circuits 24A-24C the 
memory con1roller 22A, and the processor cores 18A-18B. 
Generally, received communications are routed to the SRQ 
30 for later scheduling by the SRQ control unit 32. Com­
munications scheduled from the SRQ 30 and transmitted 1o 
the crossbar 34 may include information identifying the 
destination or destinations fr1r the communication, which the 
crossbar 34 may use to route the communications. 

In the redundant execution mode, the SRQ control unit 32 
may be configured to schedule communications to be rou1ed 
to 1he proces:,or cores 18A-18B concurren1ly for routing 1o 
both the processor cores 18A-18B. If redundant execution 
mode is not active, the SRQ control unit 32 may schedule 
communications for routing to each of the processor cores 
18A-18B independently for each core, if desired. If the 
illustrated embodimen1, the control register 42 may store a 
redundant mode enable (RE) bit which may indicate whether 
or not redundant execution mode is active (e.g. active when 
set, not active when clear, al1hough the oppo:,ite meanings 

circuit 44A may ensure tha1 the valid bit from the flop 3SA 
is cleared vvhen passed to mux 36. Otherwise, the valid bit 
from the flop 38A is passed unmodified. Similarly, ifredun-

50 dant execution mode i:, enabled and 1he proces:,or core 18B 
is not identified by the PC bit as the primary processor core, 
the valid bit update circuit 44B may ensure that the valid bit 
from the tlop 38B i:, cleared when passed 1o nmx 36. 
Otherwise, the valid hit from the flop 38B is passed unrnodi-

55 fled. ln other embodiments, the valid bits may be selectively 
cleared at the input to 1he flops 38A-38B, or communica­
tions may be propagated/discarded in other fashions. In 
embodimen1s that include more tban two processor cores, 
1he PC field may be multiple bits identifying the primary 

60 processor core and additional valid bit update circuits simi­
lar to the circuits 44A-44B may be included for communi­
cations from each processor core, 

In the illustrated embodiment, the comparator circuit 40 
may receive the communications s1ored in the flops 3SA-

65 38B for comparison. If valid communications are received 
and a mismatch is detected by the comparator circuit 40, the 
redundancy check circuit 26A may signal an execu1ion e1Tor. 
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The valid bi1s may also be received by the redundancy check 
circuit 26A, to verity 1hat the communications are concur-­
rently received. 

The machine check con1rol unit 28A may implement 
machine check functionality, at least for 1hose machine s 

10 
have been received from each processor core. lf a valid 
con1municatjon \Vas no! received fron1 each processor core 
(decision block 54, "no'' leg), the redundancy check circuit 
26Amay signal the madnne check control uni1 28A to assert 
a machine check excep1ion (block 56). in one embodiment, 
the machine check exception may be delivered to the 
primary processor core. lf a valid communication is received 
from each processor core (decision block 54, ''yes'' leg), the 
redundancy check circuit 26A may detennine if the com-

10 munications match (decision block 58). For example, the 
comparator circuit 40 may be used to compare the comnrn­
nications. If the communications do not match (decision 
block 58, "no" leg), 1he redundancy check circui1 26A may 

check errors that are detected outside of the processor cores 
18A-18B. Generally, machine check errors may be errors 
detected in the operation of the hardware itself For example. 
error correction code (ECC) errors for memory accesses, 
communication 1rnnsmission errors, cydic redundancy 
check (CRCj errors, parity errors, and the like may cause 
machine check errors. If a machine check error is detected 
(and, in one embodiment, if the e!Tor is enabled in 1he 
machine check control unit 28A), a machine check excep­
tion may be delivered to at least one of the processor cores 15 

18A·-18B. The machine check exception may cause the 
receiving processor core 18A-UlB to suspend current execu­
tion and 1o fetch instructions from a predefined machine 
check exception vector for processing the machine check 
exc<c'ption. As mention<c~d abov,', in th,, pr,,sent embodiment, ::io 
one of the machine check errors is an execution error 
detec1ed by the redundancy check circui1 26A in 1he redun­
dant execution mode. If an execution error is signalled by 
the redundancy check circuit 26A 1o the machine check 
control unit 28A, the machine check control unit 28A may 25 

cause a machine check exception to be delivered to one of 
the processor cores 18A--18B. In one embodiment, the 
machine check excep1ion may be delivered to 1he primary 
processor core. [n other embodiments, the machine check 
exception may be delivered 1o all processor cores, or a 30 

subset of the processor cores, if desired. 
The SRQ 30 may have any construction (e.g. registers, 

random access memory (RAM), etc.). ln one embodiment, 
the SRQ 30 may comprise a shift queue storing various state 
information for each request, an address RAM storing an 35 

address provided in the communication, and a data RAM 
configured to store data associated 1vith the communication 
( e.g. a cache block located by the address). Each shift queue 
entry may comprise a poin1er to the addres:, RAM and a 
pointer to the data RAM, locating the corresponding address ~o 
and data for a commmncation (if any). 

1in11ing now to FIG. 3, a flowchart is shown illustrating 
operation of one embodiment of the node controller 20A 
(including the redundancy check circui1 26A) in response to 
recejving a co1nnu1nicatjon frorrJ a processor core 18;\.-18B. 45 
While the blocks are shown in a particular order in FlG. 3 

signal the machine check control unit 28A to assert the 
machine check exception (block 56 ). If the communications 
match (decision block 58, "yes" leg), the node con1roller 
20A may discard the comnrnnication from the auxiliary 
processor core and propagate the communication from the 
primary proce:,sor core (block 60). Propaga1ing the commu­
nication rr1ay gene.rally include tr~::. . .ns1nitting the co1nrnuni­
cation to its destination. For example, in the embodiment of 
FIG. 2, propagating 1he communication may include wri1ing 
the communication to the SRQ 30, scheduling the comnrn­
nication, and transmit1ing the communication through the 
crossbar 34. 

It is noted that checking for the concurrent reception of 
valid communications (decision block 54) and checking fr;r 
a mismatch in 1he communications (decision block 58) may 
be combined. For example, the comparator circuit 40 may 
receive the valid bits along with the other communication 
bits and may compare the valid bits in parallel with the other 
communication bits, detecting a mismatch if at least one bit 
dit1ers. ln other embodiments, the redundancy check circuit 
26A may compare the state of the signals used by the 
processor core 18A to communicate 1vith the node controller 
20A to the sta1e of1he signals used by the processor core 18B 
to communicate with the node controller 20A on a clock 
cycle by clock cycle basis. Such embodiments may be used, 
t(ir example, if the processor cores 18A-18B are execu1ing 
in lock step. In such embodiments, a comnrnnication as used 
in the present discussion for comparison may be the s1ate of 
1he :,ignals on a given clock cycle. 

In one embodiment, the comnmnication from the primary 
processor core may be propagated even it'1he machine check 
exception jg signalled, to ensure that th(: pritnary processor 
core may complete the underlying instruction that caused the 
communication and thus ensuring that the primary processor 
core may take the exception. For example, if the primary 
processor core is expecting a response to the commrniica-

for ease of unders1anding, any order may be used. Fur1her-­
more, blocks may be performed in parallel by combinatorial 
logic circuitry in the node comroller 20A. Blocks, portions 
of 1he flowchart, or the fiowchmi as a whole may also be 
pipelined over multiple clock cycles, if desired. The com­
munication received from the processor core 18A-18B may 
be a request~ n response to n previous com111un]cation 
transmitted to the processor core 18A-18B such as a probe 
or system management message, etc. 

50 tion, the primary proces:mr core may delay the excep1ion 
until the response is received. Additionally, if the maclnne 
check exception is delivered to the primary processor core 
and not 1he auxiliary processor core, 1he communication 
may be propagated to ensure that the auxiliary processor 

If redundant execu1ion mode i:, not active (decision block 
55 core may comple1e the Lmderlying instruction (e.g. by 

receiving 1he response). In other embodiments, the commu­
nication from the primary processor core may not be propa­
gated (e.g. if 1he exception cancels the underlying ins1rnc-

50, "no" leg), the communication may be handled nonnally 
(block 52). That is, no comparison with other cmmnu,,'1ica-­
tions need be performed. The communica1ion may be 
handled independem of communications from other pmces- 60 

sor cores, in general, etc. 
If redundant execution mode is active (decision block 50, 

"yes" legj, the redundancy check circuit 26A may check if 
a valid cmnrnunication is received from each processor core 
(decision block 54). Since the flowchatt of FIG. 3 is per- 65 

formed in response to receiving a communication from at 
least one processor core, 1hen a valid communication should 

1ion and permit:, the exception to be taken). 
Turning now to FlG. 4, a flowchart is shown illustrating 

operation of one embodiment of the node controller 20A 
(including the redundancy check circuit 26A) in response to 
receiving a communication for a processor core lSA-18B. 
That is, the communication may be a communication to be 
routed to the processor core 18A-18B. The comnrnnication 
may be rc'ceived from the memory comroller 22A or the HT 
circui1s 24A-24C, for example. Such communications may 
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include a response to a communication previously transmil--
ted by the processor core (e.g. a read response ,vith data, a 
done message for a ·write request, etc.) or may be another 
communication, such as a probe for main1aining cache 
coherency or a system managemen1 message. While the s 
blocks are shown in a particular order in FIG. 4 for ease of 
understanding, any order may be used. Fwiherrnore, blocks 
may be performed in parallel by combinatorial logic cir­
cuitry in the node controller 20A. Blocks, portions of the 
flowchart, or the flowchart as a whole may also be pipelined 10 

over multiple clock cycles, if desired. 
If redundant execution mode is not active (decision block 

70, "no" leg), the node controller 20A may handle 1he 
con1munjcation nonnaHy (bJock 72). That is, the comrr1uni­
cation may be scheduled for routing to the processor core 15 

18A-18B to ,vhich it is addressed. l f the communication is 
to be routed to each processor core 18A-18B (e.g. a probe), 

12 
redundancy check circuit 26!-\ receives tbe communication 
from each processor core HlA, 18B, to 18N (e.g. from 
corresponding input flops similar to flops 3{iA-36B, in one 
embodiment). Tbe communications are provided 1o a mux 
80 and to respective compara1or circuits 82A-82N. The 
output of the mux 80 is also coupled to the comparator 
circuits 82A-82N. The outputs of the comparator circuits 
82A-82N are coupled to a control circuit 84, which is 
coupled to the machine check control unit 28A and to the 
configura1ion register 42. The configura1ion regis1er 42 
includes a primary core (PC) field encoded to identify ·which 
of the processor cores 18A-18N is designated as the primary 
core. The configuration register 42 may li.uiher include a set 
of core enables which indicate which cores are participating 
in redundam execution mode. The combination of the core 
enables may also serve as tbe redundant execution mode 
enable, or a separate enable bit may be provided. 

in the illustrated embodiment, 1he primary processor core 
i:, designated by programming the configuration register 42. 

the communication may be independently routed to each 
processor core. If redundant execution mode is active (deci­
sion block 70, ''y-,," leg), th<c, node controll,,r 20A may rout<c, 
the communication concurremly to each processor core 
18A-18B (block 74). For example, in the embodimen1 of 
FIG. 2, the communication may be scheduled when it can be 
routed to each processor core 18A-1SB, artd may be routed 
through the crossbar 34 to both processor cores 18A-18B 
concurrently. 

::io Thus, th,, communication from the designated processor 
core is selected through the mux 80 (under control of the 
value in 1he PC field) for comparison wi1h 1he communica­
tion from all processor cores. In other embodiments. if the 
primary processor core is fixedly assigned, the mux 80 may 

25 be eliminated in favor of hard·wiring the primaiy processor 
core's commmticaticm lines to the comparator circuits 82A­
S2N (and a comparator circuit S2A-82N for the primary 
processor core itself may al:,o be elimina1ed). 

As men1ioned previously, in other embodiments a node 
12A may include more 1han two proces:,or cores 18A-1 SB. 
Thus, in redundant execution mode, there may be more than 
one auxilimy core. In some embodimen1s, all processor 
cores in a node may be used in redundant execution mode 
unless cm error has been detected ( one processor core as the 
primary processor core and remaining processor cores as the 
auxiliary processor coresj. If an error is detected, in some 
case's, a processor core may be disabled. In other embodi- 35 

ments, a fixed or programmable number of the proce:,sor 
cores (less than the total munber in the node) may participate 

The cofltrol circuit 84 may receive the comparison results 
30 from the comparators 82A-82N, and may optionally disable 

a processor core or cores from comparison in the redundant 
execution mode and/or signal a machine check exception 
dependent on the comparison results. Additional details are 

rn redundam execution. 

provided below ,vith regard to the FIG. 6. 
Turning now to FIG. 6, a flowchart is shown illustrating 

operation of one embodimen1 of the node controller 20A 
(including the redundancy check circuit 26A) in response to 
rece1 ving a commmucaticm from a processor core 18A-1 SN. 
\Vbile the blocks are shown in a particular order in FIG. 6 In such embodiments, additional informa1ion about the 

error may be presmned in some cases. For example, if a 
communication from tbe primary processor core miscom-­
pares \Vith 1he corresponding comrnunicntion fro111 each of 
the auxiliary processor cores, it may be reasonable to 
conclude 1hat 1he primmy processor core experienced the 
error. If the pri111a1y processor core is programnJably 
selected, a differem processor core may be selected as the 
primmy processor core and 1he previous primary processor 
core may be disabled. Similarly, if a conllilu ... 'lication from 

40 for ease of understanding. any order may be used. Further­
more, blocks may be performed in parallel by combina1orial 
logic circuitry in 1he node controller 20A. Blocks, portions 
of the flowchart, or the flowchart as a whole may also be 
pipelined over multiple clock cycles, if desired. The com-

45 munication received from the processor core 18A-18N may 
be a request a response to a previous communication 
1rnnsmi1ted to the processor core 18A--18N such as a probe 
or system management message, etc. Handling of commu­
nications to be routed to the processor cores 18A-18N may the primary processor core miscompares with the corre­

sponding communiC3tion from only one of the auxiliary 
processor cores (i.e. the prirr1ai)· processor core's comrrm­
nication matches with the other auxiliary processor cores), it 
may be reasonable to conclude 1hat the auxilimy proce:,sor 
core experienced the error and the erroring auxiliary pro­
cessor may be disabled. Ir a miscompare of a connrnmica- 55 

tion from 1he primary processor core and the corresponding 
communication from at least hvo, but not all, of the auxiliary 
processor cores is detected, diagnostic sof1.ware may be 
invoked to de1ermine the en-or. 

50 he similar to 1he flowchart of F[G. 4. 

F[G. 5 is a block diagrmn of one embodiment of a portion 60 

of the redundancy check circuit 26A that may be used in a 
node that includes N processor cores, where N is an integer 
greater than 2. The last processor core is labeled 18N merely 
to provide a distinct reference numeral in FIG. 5. 

The portion of the redundancy check circuit 26A shown in 65 

FIG. 5 may include the logic used to compare the commu­
nica1ions when there is more than one auxiliaiy core. The 

If redundant execution mode is not active (decision block 
90, "no" leg), the communication may be handled normally 
(block 92). That is, no comparison with other communica­
tions need be performed. The communication may he 
handled independen1 of c:mnrnunications from other proces­
sor cores, in general, e1c, 

If redm1dant execution mode is active ( decision block 90, 
"yes" leg), the control circuit 84 may mask 1he comparison 
resul1s (from the comparator circuits 82A-82N) according to 
which processor cores are currently enabled, as indicated in 
the configuration register 42 (block 94). Ir the masked 
comparison results indicate that the communication from the 
prima.ty processor core mismatches with a communication 
with a siHgle auxiliary processor core (and ma1ches with 
conllilunications from other auxiliary processor cores­
decision block 96. "yes" leg), the control circuit 84 may 
disable the mismatching auxiliary processor core (block 98). 
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ln one embodiment, the control circuit 84 may merely 
disable forther comparison with the mismatching auxiliary 
processor core by clearing the enable bit for the mismatch­
ing auxiliary processor core in the configuration register 42. 
The mismatching auxiliary processor core may continue 5 

executing. In other embodimen1s, the con1rol circuit 84 may 
indirectly or directly disable the mismatching auxiliary 
processor core from executing (e.g. by causing a machine 
cltt·ck exct•ption and having softwar~, disable the mismatch-
ing auxiliary processor core~ by signaling bard,vare designed 10 

to disable the mismatching auxiliary processor core from 
executing, by holding the mismatching auxiliary processor 
core in reset, by putting the mismatching auxiliary processor 

14 
and even pairings up to processor cores 18M and 18N. 
Altema1ively, processor core pairings may he program·­
mabk 

In a CMP embodiment of the node 12A having N/2 
redundant processor cores, N/2 separate code sequences 
may be redundantly executed concurrently within a single 
integrn1ed circuit. That is, the CMP embodiment may pro•­
vide a redundant, multiprocessing solution in a single chip 
implementation. 

FlCi. 7 is an example block diagram of a redundancy 
check circuit 26A that may support both a first redundancy 
mode having a single primary processor core 1vith multiple 
auxiliary processor cores and a paired redundancy mode 
having paired sets of redundant processor cores. Jn the 

core in a sleep mode, etc.). 

if the masked comparison resui1s indicate that the corn .. 
munica1ion from the primat)' processor core mismatches 
witb all auxiliary processor cores (that are enabled) (deci .. 
sion block 100, "yes" leg), the control circuit 84 may disable 
the primary proc,,ssor core mid select one of the auxiliary 
processor cores to he the primary processor core (block 
102). As with the discussion above for disabling 1he amil­
iary processor core, 1he control circui1 84 may simply 
disable the primary processor core from comparison by 
clearing the corresponding enable bit in the configuration 
register 42, or may disable the primary processor corn from 
executing at ail. The control circuit 84 may also update the 

15 embodiment of FIG. 7, the mux 80 is provided to select 
cmnrnunications from the various processor cores including 
the processor cores 18A, 18B, 18M, and 18N. The mux 80 
is controlled hy the PC field of the configuration regis1er 42 
as previously described. However, rather 1han being direc1ly 

PC field of the configuration register 42 to reflect the newly 
selected primary processor core. The control circuit 84 may 
u:,e any selection mechanism. For example, the proce:,sor 
cores may be numbenxi (,,og, 0 to N-1), and th,, control 
circuit 84 may increment the number of the presently 
selected prin1ary processor core to select a nevv prirnary 
processor core. If one or more processor cores are disabled 
in the configurn1ion register 42, the control circuit 84 may 
increment until an enabled processor core is selected. Addi­
tionally, the control circuit 84 may signal the machine check 
con1rol unit 28A to assert a machine check exception (e.g. to 

::io coupl,xi to th,, comparators 82A-82N, the output of mux 80 
is provided as an input to a set of muxes such as muxes 
120A-120B. There may be a mux similar to muxes 120A-
120B for each pair of processor cores in the node 12A. Each 
mux 120A .. 120B may he fortber coupled to receive the 

25 communications from one pair of processor cores ( e.g. mux 
120A is coupled to receive the communications from the 
processor cores 18A-18B and the mux 120B is coupled to 
receive the comnumica1ions from the processor cores 18M-
18N). The output of each mux 120A-120B is coupled as art 

30 input to a pair of compara1ors 82A-82N (e.g. the output of' 
the mux 120A is coupled to the comparators 82A-82B and 
the output of the mux 120B is coupled to the comparators 
82M-82N). Each comparator 82A-82N ha, another input 
coupled to receive a communication from a different one of 

35 the processor cores 18A-18N and an output coupled to the 
control circuit 84. 

If paired redundancy mode is selected (via an OE field in 

the newly selec1ed primary proces:,or core----block 104) to 
permit diagnostic software to perform any desired additional ~o 
error handling. Altematively, a machine check exception 
may not be signalled for this case in other embodiments. 

the ccmfigurat10n register 26A), the muxes 120A-120B may 
select a communication from one of the odd or even pro­
cessor cores to which it is coupled. If paired redundancy 
mode is not selected, 1he muxes 120A-120B may select the 
output of the mux 80. lf paired redundancy mode is not 
selected, 1he operation of the redundancy check circuit 26A 
may be similar to that described above with regard to FlGS. 

45 5 and 6. t)peration of each pair of processor cores in the 
paired redundancy mode may be similar to that described 
above with regard 1o FlCi. 3. 

If the masked comparison results indicate tbat the com­
munica1ion from 1he primary processor core miscompares 
with more than one auxiliary processor core, but not all 
auxiliary processor cores ( decision block 106, "yes" leg), 1he 
control circuit 84 may signal the machine check control unit 
28A to assert a machine check exception ( e.g. to the primary 
processor core) to permit diagnostic sofhvare to attempt to 

50 
locate the error (block 104). 

Generally, in each of the mismatch cases and the case of 

For example, the OE field may comprise two hits, one for 
the odd processor core and one for the even processor core. 
Se1ting the bi1 for the odd processor core may cause selec­
tion of the odd processor core cormnLmications through the 
muxes 120A-120B. Setting the bit for the even processor 
core may cause selection of 1he even processor core com­
munications through the muxes 120A-120B. Ifhoth bits are 

no mismatch, the node controller 20!-\ may discard 1he 
cornmlmications from the auxiliary processor cores and 
propagate tbe communica1ion from the primary processor 
core (block 108). 

55 clear, paired redundancy mode is not selected. [n other 
embodiments, the opposi1e meanings may be assigned 1o the 
set and clear states of the bits, or other encodings may be 
used for 1he OE field. 

In another embodiment, a node 12A may include N 
processor cores 18A-18N, where N is an even integer 
(although 18N is used merely a:, a unique reforence char­
acter). The processor cores may be configured as N/2 pairs 60 

of redundant processor cores. Each pair may redundantly 
execute different software code from other pairs. In some 
embodiments, the processor cores may he preassigned into 
pair,; for redundant execution purposes. For example, "odd" 
and "even" processor cores may be paired (numbering the 65 

processor cores from Oto N-1 as mentioned above). Thus, 
processor cores 18A-18B may be paired, as may other odd 

The odd or even processor core selected via the OE tleld 
may be viewed as the primary processor core of the pair. [n 
other embodiments, the OE field may he used to select the 
paired redur1da11cy mode and either the odd processor core 
or the even processor core may he preassigned as the 
primary processor core. In such embodiments, each mux 
120A-120B may be coupled to receive the output of the mux 
80 arid either the odd processor core communication or the 
even processor core communication, whichever is preas-
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signed as tbe primary processor core. in still otber embodi .. 
ments, 1he redundancy check circuit may not support the first 
redundancy mode (having one primary processor core and 
multiple auxiliary processor cores) and the mux 80 may be 
eliminated. Jn o1her such embodiments. the muxes 120A- s 
120B may also be eliminated and pairs of processor cores 
may be hardwired to a single compara1or circuit for tbat pair, 
similar to the embodiment of FIG. 2. Additionally, the core 
enables in the configuration register 42 may be used to 
selectively enable various pairs fcir redundant execution. 10 

The comparison of communications in FIG. 7 may be based 
on receiving valid communications, or may be on a clock 
cycle by clock cycle basis (where a communication may be 
the state of the signals on a given clock cycJe for con1p31·j;,on 
purposes). 

Nmnemus variations and modifications will become 
apparent 1o those skilled in 1he art once the above disclosure 
is folly appreciated. It is intended that the following claims 
be interpreted to embrace all such variations and modifica-

15 

Hi 
7. The node as recited in claim 1 wherein tbe node 

controller is configured to propagate communications from 
the second processor core, 

8. The node as recited in claim 7 wherein the node 
controller, in response to receiving a response to a commu­
nication propagated from the second processor core, is 
configured to route the response to both the first processor 
core and the second processor core. 

9. The node as recited in claim 1 wherein a plurality of the 
plurality of processor cores are configured 1o redundan1ly 
execute the code in the redundant execution mode, wherein 
the plurality of the plurality of processor cores include the 
first processor core, the second processor core, and a1 lea:,1 
one other processor core, 

HJ. The node as recited in claim 9 wherein one of 1he 
plurality of the plurality of processor cores is a primary 
processor core and remaining ones of the pluraiity of the 
plurality of processor cores are auxiliary processor cores, 
and wherein the circuit is configured to select communica-

tions. ::io 1ions received from the primary processor core for compmi­
son to each of the plurality of the plurality of processor 

'What is claimed is: 
1. A node comprising: 
a plurality of proce:,sor cores; and 

25 a node controller coupled to the plurality of processor 
cores and configured to route communications from the 
plurality of processor cores to other devices in a 
computer system, wherein the node controller com­
prises a circui1 coupled to receive the comrnunications 

30 
from the plurality of processor cores and, in a redun­
darn execution 1nodc in vdllch at least a first prt)CCS3fJr 

core of the plurality of processor cores is redundantly 
execu1ing code that a :,econd processor core of 1he 
plurality of processor cores is also executing, the circuit 
is configured to compare communications from the fast 

35 

processor core to communications from the second 
processor core to verify cmYect execution of the code, 
and wherein the node controlier is corJigured to discard 
communica1ion:, from the tlrst processor core respon-

40 
sive to comparing the communications to correspond-

cores. 
11. The node as recited in claim 10 wherein, if the circuit 

detects a mismatch be1ween a communication from the 
primary processor core and a corresponding comnrnnication 
fro1n only 011<;;~ auxiliary pnJct~ssor co.re, th'-:~ circuit is con­
figured to disable comparison of communications from that 
auxiliary processor core. 

12. The node as recited in claim 10 wherein. if the circuit 
detects a mismatch between a communication from the 
prirr1ary processor core and a corresponding corrmrnnication 
from each of the auxiliary processor cores, the circuit is 
configured to disable 1he pdnuuy processor core and seJect 
one of the auxiliary processor cores as the primary processor 
core. 

13. The node as recited in claim 10 wherein. if the circuit 
detects a mismatch between a communication from the 
primary processor core and a corresponding comrnunication 
trom at least 1wo of the auxiliary processor core:, bu1 not all 
of the auxiliary processor cores, the circuit is configured to 
signal an execution error. ing comnmnica1ions from the tlrst processor core and 

verifying that the communications and con-esponding 
communica1ions match. 

2 The node as recited in claim 1 wherein 1he circui1 is 
configured to compare a first communication from the first 
processor core to a second communication from the second 
processor core, wherein the first communication and 1he 
second communication are received concurrently by the 
circuit. 

14. The node as recited in claim 1 wherein the plurality of 
processor cores comprise a plurality of pairs of processor 

45 
cores, and wherein each pair of 1he plurali1y of pairs of 
processor cores is con1igured to redundantly execute code 
independemly of other pairs of the plurality of pairs of 
processor cores. 

15. The node as recited in claim 1 wherein the plurality of 

50 
processor cores anci the node controller are integrated onto 
a single integrated circuit. 3. The node as recited in claim 2 wherein. if a valid 

communication is received from a first one of the first 
processor core and the second processor core and no valid 
communication is received from the other one of the first 
processor core and the second processor core, the circuit is 55 
configured to signal an execu1ion error. 

4 The node as recited in claim 2 wherein a separate 
communication path is provided between each of the plu­
rali1y ot' processor cores and the node controller. 

5. The node as recited in claim 1 wherein. if the circuit 60 

detects a mismatch between a first cmmnunication from 1he 
first processor core and a corresponding second communi­
cation from the second processor core, the circuit is contig­
ured to signal an execution error. 

6. The node as recited in claim 5 ,vherein signalling the 65 

execution error comprises signalling a machine check 
excep1ion. 

Hi. A method comprising: 
running at least a first processor core of a pluraiity of 

processor cores and a second processor core of the 
plurality of processor cores in a redundant execution 
mode in which 1he firs1 processor core redundantly 
executes the same code that the second processor core 
is executing: 

veri tying correc1 execution of1he code in a node control­
ler coupled to the plurality of processor cores, the 
verif)1ing including comparing communications 
received in the node controller from the first processor 
core and the second processor core; and 

discarding communications received from the first pro .. 
cessor core and propagating corresponding communi­
cations received from the second processor core 
respon:,ive to verilying 1hat the communications from 
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the first processor core match the corresponding com-­
munications from 1he second processor core. 

17. The method as recited in claim Hi wherein the 
comparing comprises comparing concurren1ly received 
cornmunica1ions. 

18. The method as recited in claim 17 further comprising 
detecting a mismatch in the concurrently received commu-­
nications and signalling an execution en-or. 

19. The method as recited in claim 16 wherein the running 
at least the first processor core and the second processor core 10 

in the redundant execution mode comprises rnnning each of 
the plurnlity of processor cores in the redundant execution 
mode, wherein one of the plura1i1y of proce:,sor cores is a 
prin1a1y· p:n . .-;cessor core and rerr1ainjng ones of the plurality 
of processor cores are auxiliary processor cores, the method 15 

forther comprising: 
responsive to detecting a mismatch between a comnmni­

cation from tbe primary processor core and a com:--

18 
sponding communication from only one auxiliary pro .. 
ce~sor core~ disc:.bljng '-:omparison of '-:ow .. J..nun]cations 
from that auxiliary processor core; 

responsive to detecting a mismatch between a communi .. 
cation from the primary processor core and a corre­
sponding communication from each of the auxiliary 
processor cores, disabling the primary processor core 
and selecting one of the auxiliary processor cores as the 
primmy processor core; and 

responsive to detecting a mismatch between a communi­
cation from the primary processor core and a corm­
sponding communication from a1 least two of the 
auxiliary processor cores but not all of the auxiliary 
processor cores, signalling an execu1ion error. 
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Wolfe Consulting 

Consultant on processor technology, computer systems, consumer electronics, software, design tools, and 
intellectual property issues. Testifying and consulting expert for IP and other technology-related litigation 
matters. 

Sample clients include: 
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Sony Huawei HTC 

AT&T Verizon Mobile T-Mobile 

IBM Motorola/Lenovo Nintendo 

Activision AMD Western Digital 

Sonos Qualcomm LG 

Netflix Roku Tivo 

Synaptics Sawstop 3M 

Medigus TCL ZTE 

Egnyte Acer Waymo 

Chief Technical Officer, [1999-2002]; Sr. VP of Business Development, [2001-2002]; VP, Systems Integration, 
S3 Fellow, [1998 -1999]; Director of Technology, S3 Fellow, [1997 - 1998] 
SONIClblue, Inc, Santa Clara, CA (formerly S3 Inc.) 

Strategic Business Development: 
Developed and implemented strategy to reposition S3 from PC graphics into the leading networked consumer 
electronics company. 

• Acquired Diamond Multimedia and coordinated integration of communications, Rio digital music, and 
workstation graphics divisions into S3. 

• Identified and negotiated acquisitions to grow digital media businesses including Empeg, ReplayTV, and 
Sensory Science. 

• Identified and negotiated strategic investments including Comsilica, Intellon, KBGear Interactive, Entridia, 
DataPlay and others. 
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• Developed strategy for integrated graphics/core-logic products and established a joint venture with Via 
Technologies to design and market these products. 

• Negotiated divestiture of graphics chip business to Via and the workstation graphics division to ATI. 

Product Planning and Development: 
• Drove roadmap development within SONlCblue product divisions. 
• Managed Business Development for all product lines. 
• Led New Product Development and Corporate Vision processes. 
• Acting co-General Manager of Rio digital music business in 2nd half of 2001. Responsible for all areas of 

product development, business development, and cost management. 
• Managed development of the Savage/MX and Savage/IX mobile 3D graphics accelerators and Savage/NB 

system logic products. 

Public Relations, Public Policy and Investor Relations: 
• Present company products and strategy at industry events such as CES, Comdex, and Microprocessor Forum. 
• Discuss new products and initiatives with the press. 
• Promote issues of interest to SONICblue to industry groups and in Washington. 
• Brief analysts, and investors on company progress. Participate in quarterly conference calls. 

IP Management and Licensing: 
• Negotiated and managed partnership agreements including a critical cross-licensing agreement with Intel. 
• Renegotiated technology-licensing agreements with IBM for workstation graphics products. 
• Evaluated outside technology opportunities, managed video research and development, and managed 

corporate IP strategy with legal staff including patent filings, cross licensing, and litigation. 

Consulting Professor, [1999-2002] 
Stanford University, Stanford, CA 

Teaching computer architecture and microprocessor design. 

Assistant Professor [1991 - 1997] 
Princeton University, Princeton, NJ 

Teaching and research in the Electrical Engineering department. Research in embedded computing systems, 
multimedia, video signal processors, compiler optimization, and high performance computer architecture. 
Principal investigator or project manager for -$6M in funded research. 

Visiting Assistant Professor, [1992] 
Carnegie Mellon University, Pittsburgh, PA 

Research and preparation of teaching materials on advanced microprocessor designs including new superscalar 
and superpipelined processor architectures. 

Founder and Vice President and Consultant, [1989 - 1995] 
The Graphics Technology Company, Inc., Austin, TX 

Founded company to develop touch-sensitive components and systems for the first generation of PDA devices 
and interactive public systems. Obtained financing from Gunze Corp., Osaka, Japan. Company is now part of 
3M. 

Senior Electrical Engineer, [1989] 
ESL - TRW, Advanced Technology Division, Sunnyvale, CA 

Designed the architecture for an Intel i860-based multiple-processor digital signal processing system for 
advanced military applications. Designed several FPGA interface chips for VME-bus systems. 
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Design Consultant, [1986 -1987] 
Carroll Touch Division, AMP Inc., Round Rock, TX 

Developed several new technologies for touch-screen systems. Designed the first ASIC produced for AMP, a 
mixed-signal interface chip for controlling touch-screen sensors. Developed the system electronics, system 
firmware, and customer utility software for numerous products including those based on the new ASIC. 

Senior Design Engineer, [ 1983 -1985] 
Touch Technology Inc., Annapolis, MD 
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Director, Turtle Beach Corporation (NASDAQ:HEAR) (formerly Parametric Sound Corporation), KBGear 
Interactive, Inc., Comsilica, Inc., Rioport.com, various S3 subsidiaries. 

Technical Advisoty Boards, Ageia, Inc., Intellon, Inc., Comsilica, Inc., Entridia, Inc., Siroyan, Ltd., BOPS, Inc, 
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analysis, and optimization, 2022 
IEEE Computer Society Distinguished Contributor - 2021 
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symposium), 2014 
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Walter C. Johnson Prize for Teaching Excellence, 1995 
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AT&T Foundation Research Award, 1993. 
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U.S. Pat. 5,736,688 
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U.S. Pat. 8,203,541 
U.S. Pat. 8,243,045 
U.S. Pat. 8,244,982 
U.S. Pat. 8,260,996 
101185761 (KR) 
101200740 (KR) 
101200741 (KR) 
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101372623 (KR) 
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U.S. Pat. 8,687,533 
101388735 (KR) 
U.S. Pat. 8,725,697 
U.S. Pat. 8,726,043 
ZL201010124826.0 
JP 554 7820 B2 
U.S. Pat. 8,738,949 

- Edge Linearization Device for a Contact Input System, Aug. 20, 1991. 
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- Curvilinear Linearization Device for Touch Systems, Apr. 7, 1998. 
- Multimodal touch sensitive peripheral device, March 14, 2000. 
- High-speed asynchronous decoder circuit for variable-length coded data, June 18, 

2002. 
- Variable-length, high-speed, asynchronous decoder circuit, March 8, 2005 
- Superscalar 3D Graphics Engine, July 18, 2006 
- PORTABLE ENTERTAINMENT APPARATUS, Jan. 21, 2009 
- Method and system for adaptive transcoding and transrating in a 

video network, June 30, 2009 
- Interrupt Arbitration for Multiprocessors, Aug. 9, 2011 
- Interrupt Arbitration for Multiprocessors, Oct. 10, 2011 
- Compiler Based Cache Allocation, March 6, 2012 
- Hierarchical read-combining local memories, May 15, 2012 
- Snoring Treatment, June 5, 2012 
- OLED display and sensor, June 19, 2012 
- Touch-sensitive display device and method, August 14, 2012 
-Allocating processor cores with cache memory associativity, August 14, 2012 
- Interrupt Optimization for Multiprocessors, Sept. 4, 2012 
- Noise Cancellation for Phone Conversation, Sept. 19, 2012 
- OLED display and sensor, November 7, 2012 
- Touch-sensitive display device and method, November 7, 2012 
- Dynamic scheduling interrupt controller for multiprocessors, Nov. 27, 2012 
- Selectively securing data and/or erasing secure data caches responsive to security 

compromising conditions, Jan. 8, 2013 
- Texture Sensing, Jan. 15, 2013 
- Cloud Data Backup Storage Manager, Feb. 5, 2013 
- Tactile Input Interaction, March. 19, 2013 
- Routing Across Multicore Network Using Real World or Modeled Data, April 13, 2013 
- Interrupt Optimization for Multiprocessors, April 17, 2013 
-Apparatus for Viewing Television with Pause Capability, April 23, 2013 
- Data Centers Task Mapping, May 10, 2013 
- Direction and Force Sensing Input Device, August 13, 2013 
- Camera Flash Mitigation, October 1, 2013 
- Processor core communication in multi-core processor, October 1, 2013 
- Camera Flash Mitigation, October 10, 2013 
- Microphone for remote health sensing, January 14, 2014 
- Thread Shift: Allocating Threads to Cores, Feb. 5, 2014 
- Cache Prefill on Thread Migration, Feb. 5, 2014 
- Mapping Of Computer Threads onto Heterogeneous Resources, Feb. 5, 2014 
- Mapping Of Computer Threads onto Heterogeneous Resources, Feb. 28, 2014 
- Task Scheduling Based on Financial Impact, Feb. 28, 2014 
- Cache Prefill on Thread Migration, Feb. 28, 2014 
- Power Management for Processor, March. 4, 2014 
- Allocating Processor Cores with Cache Memory Associativity, March 6, 2014 
- Method for the determination of a time, location, and quantity of goods to be made 

available based on mapped population activity, March 18, 2014 
- Energy Reservation in Power Limited Networks, April 1, 2014 
- Routing Across Multicore Networks Using Real World or Modeled Data, April 17, 2014 
- Cloud Data Backup Storage, May 13, 2014 
- Securing Backing Storage Data Passed Through a Network, May 13, 2014 
- Dynamic scheduling interrupt controller for multiprocessors, May 14, 2014 
- Processor core communication in multi-core processor, May 23, 2014 
- Power Management for Processor, May 27, 2014 
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U.S. Pat. 8,751,854 
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101414033 (KR) 
JP 5571184 B2 
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- Task Scheduling Based on Financial Impact, Aug. 18, 2014 
- Noise Cancellation for Phone Conversation, Sept. 2, 2014 
- Snoring Treatment, Sept. 16, 2014 
- Traffic flow model to provide traffic flow information, Sept. 16, 2014 
- Dynamic Computation Allocation, Sept. 16, 2014 
- Routing Across Multicore Networks Using Real World or Modeled Data, Oct. 7, 2014 
- Thread Shift: Allocating Threads to Cores, Oct. 15, 2014 
- Sudden infant death prevention clothing, Oct. 21, 2014 
- Allocating threads to cores based on threads falling behind threads, Nov. 4, 2014 
- Camera Flash Mitigation, Nov 5, 2014 
- Microphone for remote health sensing, Nov. 11, 2014 
- Securing Data Cache through Encryption, December 30, 2014 
- Camera Flash Mitigation, March 31, 2015 
- Camera Flash Mitigation, April 8, 2015 
- Thread Shift: Allocating Threads to Cores, June 10, 2015 
- Processor core communication in multi-core processor, June 10, 2015 
- Method and system for adaptive transcoding and transrating in a 

video network, Sept 22, 2015 
- Mapping Of Computer Threads onto Heterogeneous Resources, Oct. 14, 2015 
- Securing Backing Storage Data Passed Through a Network, November 3, 2015 
- Thread-to-core mapping based on thread deadline, thread demand, and hardware 

characteristics data collected by a performance counter, November 17, 2015 
U.S. Pat. 9,189,448 - Routing image data across on-chip networks, November 17, 2015 
U.S. Pat. 9,208,093 -Allocation of memory space to individual processor cores, December 8, 2015 
U.S. Pat. 9,239,994 - Data Centers Task Mapping, January 19, 2016 
ZL20108003661 l.l -Allocating Processor Cores with Cache Memory Associativity, January 20, 2016 
EP2228779 Bl - Traffic flow model to provide traffic flow information, Jan. 27, 2016 
U.S. Pat. 9,262,628 - Operating System Sandbox, February 16, 2016 
GB2485682 - Mapping Of Computer Threads onto Heterogeneous Resources, Sept. 28, 2016 
U.S. Pat. 9,330,137 - Cloud Data Backup Storage Manager, May. 3, 2016 
ZL201080035185.X - Cache Prefill on Thread Migration, Aug. 24, 2016 
U.S. Pat. 9,519,305 - Processor Core Clock Rate Selection, December 13, 2016 
U.S. Pat. 9,569,270 - Mapping thread phases onto heterogeneous cores based on execution characteristics 

and cache line eviction count, February 14, 2017 
GB2485683 - Thread Shift: Allocating Threads to Cores, Oct. 18, 2017 
U.S. Pat. 9,852,435 - Telemetries based location and tracking, December 26, 2017. 
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Expert testimony by deposition or at trial -April 15, 2018 - -present 

Case Venue Case Number 
2: 16-cv-010986-

Joe Andrew Salazar v HTC Corporation E.D. Texas JRG-RSP 
Hitachi Maxell, Ltd. v. ZTE Coiporation and ZTE 5:16-cv-00179 
(USA), Inc. E.D. Texas 5:16-cv-00178 
INTER PARTES REVIEW OF U.S. PATENT NO. IPR2017-00101 
7,663,506 (Mediatek v AMD) PTAB IPR2017-00102 
Papst Licensing GmbH & Co. KG v. Samsung 
Electronics Co.,Ltd. and Samsung Electronics America, 
Inc. E.D. Texas 6:15-CV-1102 
HTC Corporation v. Telefonaktiebolaget LM Ericsson E.D. Texas 6: 18-cv-00243-JRG 
Seven Networks, LLC v ZTE (USA) Inc and ZTE 
Corporation N. D. Texas - Dallas 3:17-CV-1495 
AGIS Software Development, LLC v. HTC Corporation E. D. Texas 2:17-cv-514 
Barbaro Teclmologies, LLC v. Niantic, Inc N.D.CA 3: 18-cv-02955-RS 
Immersion Corp. v. Samsung Electronics America, Inc. E.D. Texas 2:17-cv-00572 
et al 
INTER PARTES REVIEW OF U.S. PATENT NO. PTAB IPR2018-01004 
7,171,526 (Northstar Innovations -Micron) IPR2018-01005 
CISCO SYSTEMS, INC., N.D.CA 3: 18-cv-04991-SI 
vs. 
UNILOC USA, INC., UNILOC 2017 LLC 
and UNILOC LICENSING USA LLC 
INTER PARTES REVIEW OF U.S. PATENT NO. PTAB IPR2018-01661 
8,020,014 (Intel/VLSI) IPR2018-01312 
INTER PARTES REVIEW OF U.S. PATENT NO PTAB IPR2019-00299 
Patent 9,294,799 (Comcast/Rovi) 
Inter Partes Review of U.S. Patent No 7720929 (Unified PTAB IPR2019-01115 
Patents v Datascape) 
Solas OLED Ltd,, v. Samsung Display Co,, Ltd,, PTAB IPR2019-01668 
Samsung Electronics Co, Ltd,, and Samsung Electronics 
America, Inc,, 
INTER PARTES REVIEW OF U.S. PATENT NO PTAB IPR2019-01434 
Patent 8,973,069 (Comcast/Rovi) 
U.S. Patent No. 8,448,215 IPR (Comcast v Rovi) PTAB IPR2019-01353 
U.S. PATENT NO. 8,847,898 IPR filing (Samsungv PTAB IPR2020-00234 
Neodron) 
U.S. PATENT NO. 8,610,009 IPR filing (Samsungv PTAB IPR2020-00225 
Neodron) 
U.S. PATENT NO. 10,365,747 IPR filing (Samsungv PTAB IPR2020-00308 
Neodron) 
AGIS Software Development LLC v. Google LLC, E.D. Texas 2:19-cv-00361-JRG 
AGIS Software Development LLC v. W AZE Mobile 2:19-cv-00359-JRG 
Limited,and AGIS Software Development LLC v. 2: l 9-cv-00362-JRG 
Samsung Elecs. Co., Ltd. et al 
InterPartes Review of U.S. Patent No 8,112,670 (Sony) PTAB IPR2020-00726 
U.S. Patent 8,819,505 IPR (Intel v PACT) PTAB IPR2020-00525 
Inter Partes Review of U.S. Patent No 8,078,540 (Sony) PTAB IPR2020-00922 
Inter Partes Review of U.S. Patent No 9,037,807 (Intel v PTAB IPR2020-00540 
PACT) 
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HONG KONG UCLOUDLINK NETWORK N.D.CA 3: 18-cv-05031-EMC 
TECHNOLOGY LIMITED AND UCLOUDLINK 
(AMERICA), LTD., vs. SIMO HOLDINGS INC. AND 
SKYROAM, INC., 
Joe Andrew Salazar v AT&T Mobilitv, LLC et al. E.D. Texas 2:20-cv-00004-JRG 
Innovative Memory Solutions Inc. v Micron, Inc Delaware 14-1480 RGA 

IPR2021-01338 
Inter Partes Review of U.S. Patent No. 6,411,941 PTAB IPR2021-01406 
Maxell, Ltd. et al v. VIZIO, Inc C.D.CA 2-21-cv-06758 
Inter Partes Review of U.S. Patent No. 7,619,912 PTAB IPR2022-00615 
Inter Partes Review of U.S. Patent Nos. 11,016,918 and IPR2022-00996 
11,232,054 PTAB IPR2022-00999 
In the Matter of Certain Smart Televisions, - Maxell, 
Ltd. et al v. VIZIO, Inc ITC 337-TA-1338 
INTER PARTES REVIEW OF U.S. PATENT NOS. IPR2022-01427 
8,787,060 and 9,318,160 PTAB IPR2022-01428 
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[57] ABSTRACT 

A system for controlling initialization and self test oper­
ations in a multiprocessor system facilitates the us,, of 
central processing units based around differing micro­
processor types. More specifically, the present inven­
tion involves storing configuration ir1formation, initial­
ization self-test code, and boot code specific to each 
processor, memory module, or I/0 circuit board in 
non-executable form in a non-volatile memory, on the 
respective circuit board, and storing the executable 
portion of the boot code needed by the initial boot 
processor in a centrally accessible non-volatile memory. 
Moreover, the present invention provides a system to 
automatically transfer default system initialization oper­
ations from a default processor to a first alternative 
processor if the default processor fails, and to automati­
cally transfer initial1za1.ion operations to a second alter­
native processor if the first alternative processor fails, 
and so forth depending upon how many alternative 
processors are installed in the multiprocessor system. 

8 Claims, 4 Drawing Sheets 
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DISTRIBUTED MULTI-PROCESSOR BOOT 
SYSTEM FOR BOOTING EACH PROCESSOR IN 
SEQUENCE J:N(,'LUDING WATCHDOG TL."'\-IER 
FOR RESE'ITING EACH CPU IF IT FAII.S TO 

BOOT 

This application is a continuation of application Ser. 
No. 07/721,692, filed Jun. 26, 1991 now abandoned. 

other processor will require access to a different boot 
ROM. 

SUMMARY OF THE INVENTION 

Advantageously, a system to provide multiprocessor 
capabilities ,vouid overcome these problems and pro­
vide expandability capabilities for adding additional 
memory, 1/0 controllers, and CPUs. Such a system 
vmuld provide high performance batch processing and· 

BACKGROUND OF THE INVENTION 

L Field of the Invention 

10 /or high-availability, multi-user services. The system 
architecture would also be suitable for a wide range of 
microprocessor-based designs. 

The present invention relates to management of ini­
tialization operations in multiprocessor computer sys­
tems. SpecificaJly, the invention relates to a method and 15 

apparatus to automatically control the determination of 
which proc.essor in the system will hoot the system. If 
the boot processor fails, control automatically shifts to 
an alternate processor. Additionru.ly, the present inven­
tion involves a system wherein each central processing 20 

unit includes a corresponding copy of its own boot 
code. The boot code is transferred to memory for exe­
cution by the corresponding processor to carry out. 

The present invention provides a multiprocessor in­
terconnection architecture with a backplane system bus 
for use with multiple processors. The architecture pro­
vides a method and apparatus to interface multiple pro-
cessors to the backplane system bus such that upon 
st.art-up of the computer system, one default boot CPU 
is designated to boot the system, and if this CPU fails, 
control transfers :automatically to an alternate proces­
sor. This provides fault tolerance and high availability 
for the system. Additionally, each CPU, memory, and 
I/0 module for the system maintains a copy of the 
initialization data and self test code portion of its own initialization operations. 

2. Description of the Related Art 25 boot code, and potentially its entire boot code, which 
can be transferred to memory for execution for the 
purpose of initialization and self-resting of the associ­
ated module, 

The processing requirements of multi-user computer 
systems for personal and business needs continuously 
become more demanding. For instance, more complex 
application programs for use with local area networks 30 
are continuously being developed. Moreover, many 
multi-user systems provide access to more than one 
operating environment, such as UNIX and DOS, ou the 
same system. 

In general, the computers servicing these needs are 35 
single processor systems conforming to conventional 
architectures using a standard input/output I/0 bus 
such as the Extended Industry Standard Architecture 
(ETSA). New and more powerlul systems constantly 
emerge. However, upgrading a:r1 old system generally 40 
requires investing in substantial hardware modifications 
or buying a new system. 

One solution to the constantly changing power of 
microprocessors controlling a system is the CUPID 
architecture deSigned by AST Research Inc. In the 45 
CUPID architecture, the microprocessor based central 
processing unit (CPU) is not permanently attached to 
the backplane bus, but is a removable circuit boa.rd 
nmning at it, own speed, asynchrnnom; with the back­
plane bus operations. Thus, when more power from the 50 
microprocessor is desired, a faster CPU can replace the 
existing CPU. 

However, as processing power demands increase, 
application softw,rre and operating systems perfor­
mance would benefit from an architecture si.milar to the 55 
CUPID architecture, but which has multiprocessor 
capabilities to provide parallel processing, and to ser­
vice high numbers of simultaneous users while still 
retaining high batch perform&'lce. 

A number of problems hamper the development of 6G 
such a multiprocessor architecture, such as, determin-
ing which processor boots the system, and, if one pro­
cessor fails to boot the system, enabling another a.lter­
nate processor to take over boot operations. Moreover, 
if after one processor boots the system (by executing 65 
instructions out of a read-only-memory (ROM)), but 
another processor utilizes a different instruction set than 
the boot processor installed in the system, then this 

One aspect of the invention involves a multiprocessor 
distributed initialize and self test system for use with a 
multiprocessor interconnect having a backplane bus 
·with connector slots capable of receiving multiple cen­
tral processing units, memory modules, and other input­
/output modules. The system has a centrally accessible 
memory, a default boot central processing unit installed 
in a first :;Jot on the backplane bus, and may also have 
one or more alternate boot central processing units 
installed in a second slot on the backplane bus. The 
system also has centrally accessible boot code execut­
able by the default central processing unit and the alter­
nate centra1 processing unit. A first slot select circuit 
associat,,d with the default central processing unit 
wl1ich allows the default central processing unit to exe­
cute boot operations, i;; assigned a pre-determined time­
out period, selected by a respective slot identification 
code. If the time-out period elapses before the default 
central processing unit successfully boots, the first slot 
select circuit disables the default central processing unit 
by placing ii in a reset state. 

A second slot select circuit associated ,vith the alter­
nate central processing unit holds the alternate proces­
sor in a reset state until either the default central pro• 
cessing unit successfoily boots the system, or,-, predeter­
mined period of time, selected by a respective slot iden­
tification code, elapses indicating that the default cen­
tral processing unit failed to boot the system. 

In one embodiment the default born. central process-
ing unit comprises an INTEL 80486 compatible central 
processing unit, and the alternate central processing 
unit comprises an Il'-i'TEL 80486 compatible central 
processing unit. 

Another aspect of the present invention provides a 
multiprocessor distributed initialize and self test system 
for use with a multiprocessor interconnect, wherein the 
interconnect includes a backpla.'"le bus capable of con­
necting multiple central processing umts, memory mod-
ules, and other input/output modules. The system has a 
first central proceSsing unit installed in the backplane 
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,, bus, a second central processmg umt mstalled in the 
4 

I/O interface 116, which interfaces with the 32-bit l/O 
bus 103, a central boot read-only-memory (ROM) 150, a 
memory 152, and an internal 8-bit data bus 154 which 
interconnects the central boot ROM 150, the memory 

" backplane bus, and a centra1ly accessible memory. The 
system also has centrally accessible boot code accessible 
and executable by the default central processing ,mit. A 
first non-volatile memory a~sociated with the first cen­
t.nil processing unit contains initiali:r,ation and self test 
code specific to the first central processing unit. In a 
preferred embodiment, this is transferred to the cen­
trally accessible memory and assembled for execution 
by the first central processing unit. A second non­
volatile memory associated wifii the second central 
processing unit contains boot code specific to the sec-­
ond central processing unit. Preferably, this code may 

5 152 and the T/O interface 116. Preferably, the internal 
8-bit bus 154 also connects to a real time clock (not 
shown), a parallel port (not shown) a serial port (not 
shown), a floppy disk controller (not shown), a key­
board controller (not shown), and a system timer/coun-

10 ter (not shown), as well understood ln the art. 

be transferred to the centrally accessible memory and 
assembled for execution by the second central process- 15 
ing unit, 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an exemplary multipro­
cessor interconnection system with a backplane system 20 
bus according to the present invention. 

FIG. 2 is a more detailed block diagram of the input­
/output services module (iOSM) shown in FIG. 1. 

FIG. 3 is a block diagram of a configuration of a 
multiprocessor interconnection system with three cen- 25 
tral processing units and illustrates the slot select inter­
connections between the IOSM and the slot select cir­
cuits of the present invention. 

The I/0 interface 116 advantageously comprises a 
conventional EISA bus controller chip set, well known 
in the art, and interfaces the conventional I/0 control­
lers 118 and the internal 8-bit bus :154 with the 64-bit 
multiple processor system bus 104 via the bus controller 
112. Tne bus controller 112 interfaces with the system 
bus 104 using a 32.-bit to 64-bit muhiplexer/demulti• 
plexer (a double word/quad word multiplexer ('DQ 
MUX')). The DQ-MUX of the bus controller 112 
breaks up 64-bit words into two 32-bit words, or com­
bines pairs of 32-bit words into 64-bit words, as well 
known in the art. Advantageously, the bus controller 
H2 also includes a single levei storage buffer (not 
shown). 

In the present embodin1ent, the central boot ROM 
150 comprises a read-only-memory with the basic input­
/output system (BIOS) i11st:rnction set for ari. INTEL 
80486 or 80386 microprocessor. Accordingly, in the 
present embodiment, at least one CPU connected to the FIG. 4 is a schematic diagram of the slot select logic 

of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFER.RED EMBODIMENT 

30 64--bit bus is, or emulates, an INTEL 80486 or 80386 
£nicroprocessor in order to boot the system. Moreover, 
any alternate boot processors are, or emulate an I~'TEL 
80486 or 80386. However, other processor types may be 

FIG. 1 is a block diagram of a multiprocessor inter­
connection system 100. The system JOO of the present 35 
embodiment comprises, in general, a backplane system 
bus 102 ,,lith a 64-bit multiple processor data bus 1(14, an 
input/output (I/O) bus 103, which advantageously 
comprises a 32-bit Extended Industry Stnndard Archi­
tecture (EISA) bus in the present embodiment, an input- 40 
/output services module (IOSM) 108 with a corre­
sponding bus controller 112, a conventional I/O con­
troller(s) 118, a first central processing unit (CPUl) 120 
with a corresponding cache 124 a..".td bus controller 126, 
a memory module 130 with a corresponding bus inter- 45 
face 131, and a second central processing wilt (CPU2) 
132 ,vith a corTesponding cache 136 and bus controller 
138. Preferably, the I/O controller(s) 118 comprise(s) 
conventional EISA or ISA compatible controHer(s) in 
the present embodiment. Advantageously, the I/O bus 50 
103 has 8 I/O connectors (e.g., conventional EISA I/O 
connectors) for the l/O controller(s) 118, and the back­
plane system bus 102 for the 64-bit system has eight 
system connectors along the 64-bit system bus 104. An 
additional connector designated to conurin the JOSM 55 
108 is located between the backplane system bus 102 
and the I/O bus 103. The IOSM 108 interfaC'..es the 64-bit 
system bus 104 with the 32-bit I/O bus 103. 

Advantageously, the bus connectors for the 64-bit 
system are 24-0 pin METRAL connectors from DuPont, 60 
and the bus connector for the IOSM 108 is a 480 pin 
METRAL connector. The I/0 bus com1ectors in the 
present embodiment are standard connectors from 

selected to boot the system with a corresponding 
change in the boot ROM 150, as \Vell known in the art. 
Advantageously, the memory 152 comprises 8 Kbytes 
of complementary metal oxide semi-conductor 
(CMOS), static random access memory (SRAM). 

The bus arbitration logic 110 accepts a number of 
individual bus requests from various devices which c-.an 
become bus masters and provides a signal to grant the 
bus to the device requesting the bus as wen understood 
in the art. The bus arbitration logic 110 operates on a 
conventional scheme consisting of two signals carried 
by a bus request (BUSRQSTn) signal line and a bus 
grant (BUSGNTn) signal line, one of each for every 
device which can become a bus :master. The bus arbitra­
tion logic HO communicates with bus controllers for 
these operations. For example, the bus controller 126 
for the CPUI 120 (FIG. 1) requests the bus by activat­
ing a BUSRQSTl signal line 140, and tlie bus arbitration 
logic 110 responds with an. active signal on the a 
BUSGNTl signal line 142 to grant the bus to the bus 
controller 126. Similarly, the bus controUer 13S for the 
CPU2 132 request.s; the bus by activating the 
mJSRQST2 signal line 144, and the bus arbitration 
logic 110 grants the bus to the bus controller US by 
activating the BUSGNT2 signal line 146. The I/O inter­
face 116 may also obt,"lin control of the bus, on beh21f of 
an I/O controller 118 requesting to be a bus master, 
,vi.th correspondi..".tg BUSRQSTO and BUSGNT0 signal 
lines (not shown). 

Devices installed 011 the system bus 102 advanta­
geously accept a 64-bit transfer even though the actual Burntly Corp., as well known il1 the art. 

The IOSM 
The IOSM 108, as shown in more detail in FIG. 2, 

comprises bus arbitration logic HO, the bus controller 
112 •which interfaces with t.he 64-bit system bus 104, an 

65 device may not utilize a foil 64-bit data bus. For in­
stance, if the CPUl 120 is based upon an INTEL 80486 
which uses a 32-bit data bus, the bus controller 126 
accepts a 64-bit transfer from the system bus 102, places 
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this data into the cache 124 which provides a 32-bit 
interface to the CPU1 1:20. 
The CPU Modules 

The CPUl module 120 could be any microprocessor 
chip set running at any speed. In the prerent embodi- 5 
ment, at least one CPU is based upon an INTEL 8(.,\486 
or compatible microprocessor. Accordingly, through­
out the remainder of this description, references to the 
CPUl 120 assume an INTEL 80486-based CPU with 
supporting resources and on-board crystal oscillators 10 
for independent timing. Other CPUs in the system need 
not be 080486-based as explained in more detail herein. 

CPUs inst2lled in the bus 104 may have independent 
asynchronous timing with respect to the bus 104-

The CPU1 120 has a corresponding non-volatile 15 
memory 123 which contains configuration information 
and CPU specific initialize and self test code (ISTC) for 
the CPU1 120, and further comprises a slot select circuit 
148A which is explained i.vi detail below. In one alterna­
tive embodiment of the invention, the non-volatile 20 
memory 123 comprises a programmable read-only­
memory (PROM), as well known in the art. In the pres-
ent embodiment, the cache 124 for the CPUl 1.20 is a 
256-Kbyte, two--way, set-associative, write-back cache 
,vith a 32-byte line size (4 bus cyclesx 8 bytes). The 2.5 
cache 124 interfaces the asynchronous CPU1 :120 with 
the synchronous 64--bit bus 104 via the bus controller 
126 which responds to signals on the BUSRQST1 signal 
line 140 and the BUSGNTl signal line 142 as explained. 
The cache 124 supports write-back and the conven- 30 
tiomll Modified, Exclusive, Shared, Invalid (MESI) 
protocol to maintain cache coherency for the multipro­
cessor system 100. The cache 124 has a corresponding 
64--bit interface (not shown) for the 64--bit bus 104 and a 
32-bit inte1face (not shown) with the 80486 processor. 35 
When the cache 124, or any other cache, generates a 
write-back cycle, it asserts an active low signal on the 
write-back start (\VBSTRT-) control line (not shown) 
to indicate the beginning of a write-back cycle from the 
cache, as well understood in the art. 40 

The CPU2 132 is similar to the CPUl 120 except that 
the CPU:2 132 need not be ru1 80486 or 80386 bas,,d 
CPU. The CPU2 132 includes an non-volatile ISTC 
memory 133 which contains configuration information 
and ISTC for the microprocessor of the CPU2132. TI1e 45 
CPU2 132 also comprises a slot seiect circuit 148B, a.".td 
has a corresponding bus controller 138 and a cache 136 
similar to those ass..')Ciated with CPUl 1:20. Further 
CPUs may al.so be added to the system and need not 
comprise INTEL 80486 or 80386 bm;ed CPUs. 50 
The Memory Modules 

In the present embodiment, the memory moduie 130 
accepts 64-bit transfers. However, memory modules 
need not be capable of accepting full 64--bit transfers. 
Advantageously, the memory 130 comprises 40-bit sin- 55 
gle-in-line memory modules (SIMMs) which could be 
constructed from 1-Meg-by--4 or 4-Meg-by-4 dynamic 
random access memories (DR.Ai'-is). Toshiba's 
THM401020SG-80 is an exemplary 10-chip SIMM ap­
propriate for use in the present system. The memory 60 
130 supports 64 megabytes (Mbytes) (per modulej of 
RAM with 1-Meg-by-4 DRAM based SIMMs, or 256 
megabytes {per module) with 4-Meg-by--4 DRAM 
based SIMMs. The present embodiment allows up to 
four 256 Mbyte memory modules to be installed in the 65 
system. The memory module 130 also includes e!Tor 
correction code (ECC) capability for reliability. How­
ever, to eliminate the read-modify-write cycle caused 

6 
by 32-bit operations on a 64-bit ECC memory, ECC is 
performed on a 32-bit basis and not on a 64-bit basis. 

The memory moduie 130 also comprises a DRAM 
controller (not shown) which provides conventional 
row address select (RAS), column address select 
(CAS), hidden refresh, address multiplexing, page mode 
and burst mode support. Accordingly, the DRA.M con­
troller comprises DRAM RA.S/CA.S address multiplex­
ers, RAS/CAS generation logic, refresh counters, page­
mode/page-hit logic and DRAM address drivers, all 
well understood in the a.it. The DRAM controller de­
rives memory timing from an external dock signal car­
ried on the system bus 104, and therefore, runs synchro• 
nously with the system bus 104. 

In the present embodiment, the memory 130 also 
includes a correspondin.g bus interface 131 to the 64-bit 
bus 104. Advantageously, the bus interface 131 com­
prises a 8-Jevd deep by 64-bit wide register. Parity 
generation and checking for the bus interface 131 is 
performed on a byte-by-byte basis on the 64-bit bus side 
of the register. 

Additionally, the memory has an associated non­
volatile ISTC: memory 129 which contains the ISTC for 
the memory 130. 

FIG. 3 illustrates an embodiment with three CPUs: 
the CPUl 120 instalied in slot 1, the CPU2 132 installed 
in slot 2, and a CPU3 160 installed in slot 3 with a corre­
sponding ISTC memory 161 and a slot select circuit 
148C. FIG. 3 further illustrates the connections from 
the slot select circuits 148A, 148B, and 148C to the 
IOSM 108. As seen in FIG. 3, the slot select circuit 
14-SA for the CPUl 120 connects to the IOSM 108 with 
a slot select signal line (SSl) 162. Similarly the slot 
select circuits 148B and 148C connect to the IOSM 108 
with slot select signal lines (SS2 and SS3) 164 and 166 
respectively. Any other slot select circuits on CPUs 
installed in tbe system have a correspondmg slot select 
signal line from the IOSM 108. The SS1, SS2 and SS3 
signal lines 16Z, 164, and 166 respectively, connect to a 
respective SLQL_.SELECT signal line 193 (FIG. 4) 
for each slot select circuit 14-SA, 148B and 148C, respec­
tively. The signals on the SSn signal lines are controlled 
by a memory or I/0 mapped slot select register (not 
shown) in the IOSM 108. Thus, the CPUs in the system 
can access or change the signals on these lines by exe­
cuting a read or write to the memory or I/0 mapped 
address for the register. These SSn signal lines are used 
during boot operations as explained herein. 
The Slot Select Circuits 

FIG. 4 illustrntes the logic 148 corresponding to the 
slot select circuits 148A ,md 148B and slot select circuits 
for any other CPU installed in the system. The slot 
select logic 148 comprises AND gate;; 172,174, 176, a 
NAND gate 178, an EXOR gate U!O, OR gates 182,183, 
a timer 184, time select logic 185, a latch 186, and in­
verters U!8, 189, 190, 191, and 192. The timing circuit 
responds to signals· on a SLQT_SELECT signal line 
193, SLQT_lD (SIDO, SIDl, SID2, SID3) signal lines 
194--197, a CLOCK signal line 200, a CLK signal line 
202, a BD-RESET- signal line 204, and a CPU. __ RE­
SET- signal line 206. The slot select circuit 148 provides 
a signal on a RESET- signal line 208 connected to the 
reset pin of the microprocessor 209 on the CPU board. 
The slot select circuit 148 fmiher responds to a number 
of internal signal lines, such as a SLOT_ONE signal 
line 210, a SLQT_ONE- signal line 212, a SLQT_SE­
LECT- signal line 214, a TERM- signal line 216, a 
RUN- signal line 218, a SLOT ___ l_RESET- signal line 
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220, a RUN signal line 221, and a STOP- signal line 222. 
'The functions of these signal lines are further explained 
herein. 
Distributed Initialize Function 

In the multiprocessor system 100 which utilizes a 5 
system bus 102, a number of problems can arise if more 
than one process{)r type is installed on the 64-bit bus 
104. For instance, provision needs to be made to deter­
mine which processor will boot the system, and if this 
"default" boot processor fails to boot the system, an lO 
alternative processor, if one is installed, should take 
over boot operations to enhance the availability of the 
system. 

Another potential difficulty with the multiprocessor 
system 100 is that a central system bQot ROM 150 15 
should be accessible by all CPUs for initialization opera­
tions. However, the boot code for each CPU in the 
system may differ. Thus, changes m the system bQot 
code are often needed when the processor type 
changes, when problems are found, or when the mem- 20 
ory, cache and :vo features are enhanced. Even if boot 
code for rmmemus processors were included in the 
central boot ROM 150, as new developments emerge, 
the boot ROM would need updating. 

The present invention solves this problem by provid- 25 
i.ng memories (e.g., ISTC memory 123, ISTC memory 
133, and ISTC memory 129, etc.) for each CPU, I/O 
board, and memory module. These ISTC memories 
contain configuration, and initialization and self-test 
code (ISTC) (commonly referred to as the power-on 30 
self test (POST) and INITIALIZE portion of the boot 
code in the art) specific to the respective CPU, I/O 
board or memory module. The CPU ISTC memo.ries 
hold configuration information and the ISTC specific to 
the associated CPU, and the I/O board ISTC memories 35 
hold the peripheral configuration information and the 
ISTC for the associated I/O board. For instance the 
memory 123 contains configuration information and 
ISTC for the CPUl 120 and the memory 133 contains 
configuration information and ISTC for CPU2 132, and 4-0 
the memory 129 contains configuration information and 
lSTC for testing and initializing the memory module 
130. 

Advantageously, the PROMs 123, 129, 133, and any 
other ISTC memories are memory mapped, and prefer- 45 
ably addressable in upper memory space (e.g., above the 
2 gigabyte boundary). The precise address location 
mapped to each ISTC memory on a circuit board de­
pends upon the slot in \Vhich the board is installed. For 
instance, advantageously, the memory 123 on CPU1 50 
120 is addressable beginning at addres:; location 
Dl00,0000 hexadecimal (hex), if CPUl 120 is installed 

accessible on a byte-by-byte, non-executable basis. Ac­
cordingly, in the present embodiment, the ISTC memo­
ries interface with the least significant byte of the sys-
tem bus 104. 

When a circnit board is initializing, the board specific 
ISTC is transferred from the associated IS'TC memory 
to the memory 130 by the boot processor and assembled 
into executable code. The non-executable code is assem­
bled by transferring the code, byte-by-byte, from the 
byte-wide memory into 32-bit words in the memory 
130. 

The assembly of the information in the ISTC memo-
ries into system memory 130 preferably involves mov­
ing the information, byte-by-byte in the present embodi­
ment, into a .register until 4 bytes are assembled il1 the 
register ( or 8 bytes if the system memory is 8 bytes 
wide). TI1en the contents of the register a.re preferably 
moved to the system memory 130 i,-i one move opera­
tion. Alternatively, the IS'TC memories could be assem­
bled directly on a byte-by-byte basis into the system 
memory, but this would require more time because of 
the increase in system memory accesses. 

As well understood in the art, conventional address­
ing allows byte addressing of the bytes on the system 
bus 104. For instance, the I!'i'TEL 80386 and 80486 
provide address lines starting at address line A.2 (the 
third significant bit in the address) and provide four 
byte enable lines for selecting which bytes are active 
during a bus transaction. As explained above, in the 
present embodiment, the ISTC memories are one byte 
wide and interface to the least significant byte of the 
system bus 104. Therefore, the byte enable lines select 
the least significant byte as active during transfers from 
the ISTC memories to the memory 130 and any data on 
the remaining seven bytes of the system bus 104 are 
ignored. 

However, in an alternative embodiment, the ISTC 
memories may be wider that one byte. Preferably, the 
width of the ISTC memory interface to the system bus 
104 is contained along with the configuration informa­
tion in the ISTC memory. Thus, the system can deter-
mine how to transfer the information from an ISTC 
memory to the memory 130. 

In order to properly access the ISTC memories, the 
address lines of these ISTC memories connect to system 
address lines A3 and above (where AO is the least sigrJf~ 
icant bit). In this manner, incrementing the address on 
the system address lines by eight, is detected by the 
ISTC memories as an increment of one on address line 
A3, and the byte enable line are used to select which 
bytes are active on the system bus 104. 

For instance, if the ISTC memory interface to the 
system bus 104 is two bytes wide, then the software 
which transfers the information from an ISTC memory 

in slot 1, and the memory 133 on CPU2 132 is address­
able beginning at address location 0200,0000 hex, if 
CPU2 132 is installed in slot 2 on the bus. 

However, if each circuit board ISTC memory con­
tained boot code il1 executable form (e.g., 32-bit words 

55 to the system memory 130 for execution preferably 
transfers two bytes at a time instead of a single byte per 
transfer. The byte enable lines are used to select the two 
least significam bytes as active on the system bus 104 for INTEL 80486 ba..--ed CPUs) and was directly acces­

sible for execution of the code in the ISTC memory, 
then each board would need data shift logic to interface 60 
the ISTC :memory with the 64-bit system bus 104, This 
logic would add to the complexity, and therefore in­
crease the cost, of the system. Therefore, in the present 
embodiment, the ISTC memories are 8 bits (1 byte) 
wide and are not directly accessible for execution of the 65 
code (i.e. the ISTC memories are execution inaccessi­
ble). In the present embodiment, the board specific code 
held in the ISTC memories on the circuit boards is 

with each transfer. 
Once the ISTC is assembled in memory, it is executed 

from memory by the corresponding CPU, or executed 
by the boot CPU if the ISTC corresponds to a memory 
module or l/O circuit board. 

However, until :a processor is controlling the system, 
the non-executable code from the ISTC memories is 
inaccessible by a CPU attempting to hoot the system. 
Therefore, a central boot ROM is still needed that fa 
accessible to any CPU which can boot the system. In 
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the present embodiment, a central system boot ROM 
150 accessible by all processors contains INTEL 80 X 86 
executable boot code in addition to conventional DOS 
BIOS CALL code which may be used by the operating 
system, as well understood in the art. Accordingly, in 5 
the present embodiment, the boot CPU is based around 
an INTEL 80X86 compatible processor (e.g., an 
IN'I'EL 20486). Because the only board unique to the 
entire system is the IOSM 108, the boot ROM 150 (FIG. 
2) provides the central system boot code and contains 10 
the conventional DOS BIOS code. 

Upon power-up reset, the default boot CPU (assume 
tJ:,js is CPU1 120 for present discussion) executes code 
from the system boot ROM 150 {this code is for an 
INTEL 80X86 which is why the boot CPU is an 15 
80X86 based CPU in the present embodiment). As 
previously exp!mned, the ISTC memory associated 
with each CPU contains the ISTC code as ,vell as con­
figuration information about the CPU. Thus, the boot 
CPU determines how many CPUs are present on the 20 
bus 104 by reading the memory location assigned to the 
ISTC memory for each slot (e.g. Dl00,0000 hex for slot 

Alternative Boot Processor Functions 
In a multiprocessor environment, one critical deter-

mination is which processor will boot the system. More­
over, if one processor fail,, provision for disabling the 
non-functional processor and allowing another alterna­
tive processor to boot the system enhances the availabil-
ity of the system. With multiple CPUs connected to ,he 
same bus, the problem is automatic boot control of the 
system. The reason for the difficulty is that until at least 
one CPU is operating the system, no microprocessor 
control is available to supervise the other processors. 

Accordingly, in the present invention, each CPU on 
the bus includes slot select logic 148 (FIG. 4). In gen­
eral, at power-up or system reset the slot select logic 
148 for each CPU, is loaded with a time-out count de­
pendant upon the slot in which the board is instaJied. 
Each slot connector has four hard connections which 
provide signals for a 4-bit identification code (slot ID) 
on signal lines 194-197 for a board installed in the slot. 
The signals on the SLOT_ID signal lines 194-197 se­
lect a pre-determined time-out period from the time 
select logic 185 corresponding to the time-out period 
assigned to the slot in which the slot select logic 148 is 
installed. The time-out period for the slot select logic 

1, D200,0000 hex for slot 2, etc). If a slot contains a 
CPU, then the boot CPU wili receive information about 
the type of CPU installed in the slot. 

The CPU1 120 then tests the first megabyte of mem­
ory in the system and sets a 'check-in-word' in the 
CMOS portion of the memory 152. Once the integrity 

25 148A is a iower value than the time-out penod frir the 
slot select logic 148B and so forth. Advantageously, the 
time select logic 185 may comprise a progrn.,'l.1mable 
logic array or a read-only-memory \",'lth time-out values 

of the first megabyte of memory is established, the 
CPUl 120 copies and assembles its own ISTC byte-by- 30 
byte from its ISTC memory 123 into memory in 32-bit 
word executable format and begins executing its own 
ISTC. Once the CPUl 120 is initialized, it checks itself 

programmed corresponding to each slot. In general, the 
slot select logic 148 on the default boot CPlJ allows this 
CPU to boot. The remainder of the slot select logic 
circuits 148, insr.a.Hed in other slots, hold the associated 
CPUs in reset until the prede!ermined time .. out period 
has expired for the associated CPU, or until the boot 'in' by writing to the check-in-word in the CMOS por­

tion of the memory 152. 
After the CPU1 120 is checked 'in', it copies the 

ISTC from the ISTC memory 129 to the memory 130, 
executes the ISTC, a.'ld creates a memory configured/­
memory good table li1 the CMOS portion of the mem-

35 CPU successfully boots the system ,md then activates 
the CPUs in other slots. 

ory 152. 40 
Once the memory module 130 is configured (and any 

other memory modules installed in the system are con­
figured), the CPU1 120 transfers and executes the ISTC 
from appropriate ISTC memories on the I/0 control­
lers that are installed on the system bus 104. Then, the 45 
CPU1 120 transfers the next CPU's (assume CPU2 132 
for present discussion) ISTC from the next CPUs's 
associated ISTC memory (memory 133 for the CPU2 
132) to the memory 130 and allows the CPU2 132 to exit 
a reset state and execu:te its own ISTC. After successful 50 
completion of the initialization and self test, the CPU2 
132 checks 'in.' 

Once each CPU in the system has executed its ISTC 
and has checked 'in; the CPUI 120 controls the system 
again and begins the operating system boot process. 

If one or more CPUs in the system are not INTEL 
80 X 86 based CPUs, then the ISTC memories for these 
CPUs would hold the entire boot code for these CPUs, 
not just the configuration information and ISTC. 

55 

A time limit is provided for each stage of the boot 60 
process so that if the time allotted for a device to initial-
ize and check-in is exceeded, that device is assumed to 
be non-functional and is disabled. 'The remaining hard­
ware may then attempt to complete the boot process. 
When multiple CPUs are installed in the system, if the 65 
default boot processor exceeds the time allotted for it to 
boot (it fails), an alternative boot processor can take 
over bom operations as explained below. 

If the default boot CPU does not successfully boot 
and disable its own slot select logic 148 before it times­
out, it enters a reset state. The next CPU (based upon a 
slot identification) then times-out and exits the reset 
slate and attempts to boot the system as an alternate 
boot processor. The alternate boot processors are the 
same type processor a.~ the default boot processor so 
that they can execute the boot code in the central boot 
ROM 150 (e.g., in a preferred embodiment, the alternate 
boot processor(s) is an 80486 compatible), As part ofthe 
alternate processor boot operations, it disables CPUs 
instaHed in slots with a lower number than its own that 
have not checked 'in.' If the alternate boot CPU fails to 
boot, then another CPU (of the same processor type) 
has a chance to boot the system and so forth. 

lf after all the CPUs installed in the system have 
booted, but one or more have failed to check-in, the 
boot CPU disables any CPUs which failed to check-in. 

The slot select. logic 148 is described in more detail in 
referenc,, to the CPU1 120 instailed in slot 1 as the 
default boot processor and the CPU2 132 installed in 
slot 2 as th,, alternate boot processor. The slot select 
circuit 148A for CPUl 120 is identical to the slot select 
circuit 148B for CPU2 132, however, the circuits 148A, 
14813 provide slightly different functions depending on 
in which slot each circuit i& installed. 

Instailed in Slot 1 
In the present embodiment, slot 1 contains the default 

boot CPU. Thus, tbe CPUl 120 in slot 1 is first allowed 
to boot the system. The general function of the slot 
select logic 148A installed in slot 1 is to allow the CPU1 
120 to perform system boot operations. However, if the 
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Until the timer, which is counting down, reaches the 
terminal count of zero, the signal on the TERM- signal 
line 216 remains high. With the signal on the TER.l\,f. 
signal line 216 at a high level, the AND gate 176 also 

CPUl 120 fails to boot properly, the slot select logic 
148A disables CPU1 120 and control automatically 
shift5 to the next CPU in the system-in the depicted 
embodiment, the CPU2 132 in slot 2----·as described in 
more detail below. 5 remains inactive. However, because the SLOT ... SE­

LECT- signal line 214 and the SLOT _QNE- signal line 
carry low signals at this point, if the tfrner 184 reaches 
zero before the signal on the SLQT_SELECT-signal 

The SLOT_ONE signal line 210, the SLOT-SE­
LECT signal line 193 and a TERM- signal line 216 
carry the main control sigrutls for the slot select logic 
148A and the resulting signal from the logic 14-SA is a 
reset signal on the RESET-signal line 208 (PIG. 4). The 10 
values of the reset signal for varying combinations of 
signal levels on the SLOT-SELECT signal line 193, 
the TERM- signal line 216 and the SLOT_O:N'E signal 
line 210 for circuit boards insutlled in slot 1 are shown in 
Table 1 below. Corresponding values for circuit boards 15 
installed in slots 2-8 are shown in Table 2 below. 

TABLE l 

line 214 becomes high (the CPU1120 failed to boot), the 
signal on the TERM- signal line 216, which becomes 
active when the timer reaches zero. activates the AND 
gate 176 to provide a low signal on the SLOT_l_RE. 
SET- signal line 220. 

The low signal on the SLQT __ L.RESET- signal line 
220 activates the OR gate 182 to produce a low signal 
on the RESET- signal line 208 and hold the micro• 

Slot l 

SLOT_ONE SLOT_SELECT TERM- RESET---

BOARD RESET 
FAIL 
RUN 
SHUTDOWN 

[I 

0 

l 0 
0 0 
0 l 
0 0 

As seen in row 1 of Table l, at board reset, the processor 209 in reset (i.e. to disable the circuit board). 
SLOT _SELECT line 193 and the TERM- signal line The active signal on the TERM- signal line 216 acti-
216 from the timer 184 are both at a high level, regard- vates the OR gate 183 to produce an active signal on the 
less of the slot in which a circuit board is installed. For STOP-signal line 222. The active signal on the STOP-
a circuit board inst.alled in slot 1, the SLOT ... ON.E 30 signal line 222 stops the timer 184 by activating the 
signal line 210 is also high because the AJ\,TI gate 174 in preset connection to the latch 186. Thus, the latch 186 
conjunction with the inverters 190, 191, and 192 de- drives the RUN- signal line 218 high to stop the timer 
codes the siot ID on signal lines 194-197 to produce an 184 from operating and also drives the RUN signal line 
active signal on the SLOT _ONE signal line :210. This 221 low which also activates the OR gate 183 to pro--
signal is inverted by the inverter 188 to produce a lmv 35 duce the active signal on the STOP· signal line 222. 
sig-.ual on the SLOT-ONE- signal line 212. The high Advantageously, this prevents the latch 186 from acti-
signal on the SLOT_SELECT signal line 193 is in- vating the RlJN- signal line 218 until another board 
verted by the inve1ter 190 to produce a low signal on a reset is signalled on the BD_RESET- signal iine 204. 
SLOT_SELECT- signal line 214. The signals stabilize as indicated in the FAIL row in 

The function of the SLOT _SELECT line 193 4D Table l. 
changes for the slot select circuit 148A in siot 1 depend• Because the signal on the SLOT _QNE- signa1 line 
ing on the output or the ti.mer. While the timer is run- 212 is low, the NAND gate 178 remains inactive with a 
ning, the signal on the SLOT _SELECT signal line 193 high signal on a signal line 179. Thus, the signal from 
has no effect on the slot select circuit 148A. \\t1ien the the NAND gate 178 does not effect operation of the OR 
tin1er stops running, then a low signal on the 45 gate 182 if the circuit board is installed in slot 1. Ac-
SLOT __ _sELECT signal line 193 indicates that the slot cordingly, as long as the BD. __ RESET- signal line 204 
is enabled, while a high signal disables the CPUl 120 in and the CPU....RESET- signal line 206 also remain inac• 
slot 1. tive, the signal from AND gate 176 on the SLOT. .. _ 

As long as the BD_RESET-signal line 204 is active, 1....RESET- signal line 220 controls the OR gate 182. 
all circuit boards in the system are held in reset because 50 If the CPU1 120 boots properly, it changes the level 
the active signal on the BD_RESET- signal line 204 of SS1 signal line 162 from the IOSM 108 by writing to 
activates the OR gate 182 connected to the RESET- the memory or l/0 mapped slot select register in the 
signal line 208 which provides a reset signal to the :mi- lOSM 108 as previously explained. The SS1 signal line 
croprocessor 209 (FIG. 4). 162 connects to the SLOT-SELECT (SS) signal line 

The BD_RESET - signal line 204 becoming active 55 193 for slot select circuit 148A. The change in the level 
also loads the time-out value from the time select logic on the SSl signal line results in a !ow level on the 
185 into the timer 184, and dears the latch 186 which SLOT _SELECT signal line 1.93 and a high level on the 
produces a low signai on the RUN• signal line 218 and SLOT ... SELECT- signal line 214. The high level on the 
a high signal on the RUN signal line 221. The low signal SLOT-.. SELECT- signal line 214 prevents the AND 
on the RUN- signal line 218 enables the timer 184 to 60 gate 176 from becoming active when the TER...\1- signal 
start counting down from the value provided by the line 216 becomes active upon the timer 184 reaching 
time select logic 185 once the BD. ___ RESET- signal line zero, Thus, when the CPU1 120 boots properly, the 
204 becomes inactive. The timer 184 continues to run SLOT-1......RESET- signal line 220, the OR gate 182, 
until the latch 186 produces a high signal on the RUN- and the RESET- signal line 208 remain inactive even if 
signal line 218. This occurs if the ANTI gate 172 is 65 the TERM- signal line 216 becomes active. 
activated or the STOP- signal line 222, which is con- Even after the CPU1 120 in slot 1 has booted, the 
nected to the preset input of the latch 186, becomes timer continues to time-out to activate the TER.i\.1-
active, as further explained herein. signal line 216. The timer stops at zero because the 
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active signai on the TERM- signal line 216 activates the the CPU1 120 in slot 1 to execute initialization opera• 
OR gate 183 to produce an active signa1 on the STOP- tions. 
signal line 222. The active signal line the STOP· signal At board reset, the SLOT_SELECT signal line 193 
line 222 presets the latch 186 to produce a high signal on is high, as seen in Table 2, ,vlnch is inve,ted by the 
the RUN- signal line 218 which stops the timer 184 from 5 inverter 189 to a low level on the SLOT._SELECT-
operating, and leaves the timer 184 with the TERM- signal line 214. The TERM-signal line 216 is high be-
signal line 216 active. Accordingly, when the CPUl in cause the timer 184 is active. The high signal on the 
slot 1 properly boots, the slot select logic becomes sta- TERM- signal line 216 and the low level on the 
ble with AND gate 176 and the OR gate 182 inactive so SLOT_SELECT- signal line 214 activate the EXOR 
that signal line 208 is inactive and the processor is not 10 gate 180 which produces a high level on a signal line 
held in reset. The stable signals are indicated by the 181 connected to the NAND gate 178. The high level 
'RUN' row in Table 1. signals on the signal line 181 and the SLOT_Ql'.'E-

From the state shown in the RlJN row of Table l, the signal line 212 combine to activate the NAND gate 178 
IOSM 108 can reset the CPU1 120 by activating the which produces an active signal on the signal line 179. 
corresponding SSl signal line 162 which connects to 15 The active signal on signal line 179 activates the OR 
the SLQT_SELECT signal line 193 of the slot select gate 182 to produce an active signal on the RESET-
circuit 148.A. An active signal on the SLOT _SELECT signal line 2[)8 to hold the CPU2 132 in reset. 
signal line 193 resets the CPU1 l:20 because the com,- For CPU2 132 in slot 2, the SLOT _.Ql\'E signal line 
sponding active signal on the SLOT. ... SELECT- signal is inactive because the AND gate 174 in conjunc,ion 
line 214 activates the AND gate 174 (the TERJvi- signal 20 with the inverters 190, 191, and 192 does not detect the 
line 216 and the SLOT_ONE- signal line 212 are also correct slot ID on sigm,J lines 194-197 to indicate that 
active) to activate the SLOT_l_RESET- signal line the CPU2 132 is installed in slot L Thus, the SLOT_ 
220 which activates the OR gate 182 as previously ex- ONE- signal line 212 is 1'Jgh because the inactive signal 
plained. The signals stabilize as indicated in the 'Shut on the SLOT _QNE signal line 210 is inverted by the 
Down' row of Table 1. 25 inverter 188 to produce a high signal on the SLOT ..... 

With the CPUl 120 installed in slot 1, the AND gate ONE- signal line 212. 
172 remains inactive and does not effect operation of the If the CPU1 120 in slot 1 boots properly before the 
slot select logic 148A because the SLQT_QNE- signal timer 184 for the CPU2 132 in slot 2 times out, the timer 
line 212 is low which prevents the AND gate 172 from 184 for the CPU2 132 is prevented from counting and 
being activated. 30 the RESET-signal line 208 becomes inactive, allowing 

Installed in Slot 2-8 the CPU2 132 to boot. The signals stabilize as seen i.n 
The general function of the slot select logic 148 in­

stalled in any of the slots 2-8 is to hold the correspond-
ing CPU in reset until CPUs in previous slots have had 
sufficient (pre-determined) time to boot. In other 35 
words, for the CPU2 132 installed in slot 2, the slm 
select logic 148B holds the CPU 132 in a reset state until 
sufficient time has elapsed for the CPUl 120 to boot. If 
the CPUl 120 does not complete boot operations within 
the ti.'Ile allotted, then the CPU2 132 takes over default 40 
boot operations as 2.11 alternative boot processor instead 
of CPUl 120. If the CPUl 120 does boot properly, then 
the CPU2 132 checks in as an additional processor 
rather than taking over as a boot processor. 

Table 2 below indicates the value of the signals on the 45 
RESET .. signal line 208 for various combinations of 
signals on the TERM- signal line 216, the SLOT-SE· 
LECT signal line 193 and the SLOT _QNE signal line 
210. The function of the slot select logic 148 for slots 
2-8 is e.xvlained v.--ith reference to CPU2 132 in slot 2 of 50 
the bus 104. 

TABLE 2 
Slots 2-8 

the 'RUN' row of Table 2. 
The timer stops because when the CPU1 120 boots 

properly, the CPUl 120 changes the level of the SS2 
signal line 164 in the IOSM 108 which is connected to 
the SLQT_SELECT line 193 for the slot select circuit 
148B. This results in a high signal on the SLOT ... .SE­
LECT- signal line 214. The high signal on the 
SLOT __ SELECT- signal line 214, the high signal on the 
SLOT _Ol\1E- signal line 212, and the high signal on the 
TERM- signal line 216 combine to activate the AND 
gate 172 to produce a high signal for the input to the 
latch 186. A pulse cm the CLK signal line 202 causes the 
high signal to propagate through the latch 186 to the 
RUN• signal line 218 to stop the timer 184. This results 
in a low signal on the RUN signa1 line 221, which causes 
the OR gate 183 to activate the STOP· signal line 222. 
Tne active signal on the STOP-signal line 221 presets 
the latch 186 to hold the RUN- signal line 218 high and 
the RUN signal line 221 low. Accordingly, the signal on 
the TERJ'v1- signal line 216 remains high because the 

SLOT ... ONE SLOT .... SELECT TERivi- RESET-

J3D_RESET 0 
ALTIIOOT i) 1 0 
RUN 0 0 
FAJL 0 I) I) 

Upon a board reset, the active puise on the BD......RE­
SET-signal line 204 loads the timer 184 with the value 
from the time select logic 185 corresponding to the siot 
2 four-bit siot ID on lines 194-197 and the timer 184 65 
begins to operate (as explained for slot 1). The slot ID 
value loaded in the timer 184 is greater than the value 
for slot 1 2.11d is pre-selected to allow enough time for 

0 

0 

timer did not time-om. 
The RESET- signal line 208 becomes inactive be­

cause the lmv signal on the SL{ff_SELECT signal line 
193 is inverted by the inverter 189 to a high level on the 
SLOT_SELECT- signal line 214. The high signals on 
the TERM• signal line 216 and the SLOT ... SELECT .. 
signal line 214 combine to cause the EXOR gate 180 to 
become inactive and produce ar1 inactive low signal on 
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the signal line 181. The inactive signal on the signal line 
181 from the EXOR gate 180 inactivates the NAND 
gate 178 which produces an inactive signal on the signal 
line 179 to inactivate the NOR gate 182. The AND gate 
182 produces an inactive signal on the RESET· signal 5 
line 200 which allows the microprocessor of the CPU2 
132 to exit the reset state and initialize itself as explained 
above. 

If the CPUl 120 in slot 1 does not boot (proper boot 
is indicated by a change in the level of the SLOT _SE- 10 
LECT signal line 193 from high to low) before the 
timer 184 in slot 2 times-out, then the CPU2 13.2 exits 
the reset state and attempts to boot the system as an 
alternate boot CPU. 

The TERM- signal line 216 becomes active when the 15 
timer 184 times-out. The SLOT ... SELECT signal line 
193 remains high because the CPUl 132 (which failed to 
boot) did not change the level of this signal. The active 
(low) signal on the TERM- signal line 216 and iow 
signal on the SLQ'f_SELECT-signal line 214 deacti- 20 
vate the EXOR gate 180 which produces an inactive 
signal on the signal line :1!U. to deactivate the NAND 
gate 178. The inactive NAND gate 178 provides an 
inactive signal on the signal tine 179 which allows the 
OR gate 182 to become inactive and produce an inactive 25 
signal on the RESET- signal line 208. Accordingly, the 
CPU.2 13.2 exits from the reset state and ta.lees over boot 
operations in place of the CPU1 120. By checking the 
level of the SLOT _SELECf signal iL'le 193, the CPU2 
132 determines that the CPU1 132 failed to boot and 30 
that it (the CPU.2 132) is now the boot CPU. If the 
CPU2 132 boots properly, then the signals stabilize as 
indicated in the 'ALT BOOT' row of Table 2. 

The functional level of the signal on the SI..OT _SE­
LECT signal line 193 changes depending upon the out- 35 
put of the timer 184 for slot select logic 148B installed in 
slot 2 (as well as for slot select logic 148 installed in all 
other slots 3-8). \Vhile the timer is running, a low signal 
on the SLOT _SELECT signal 193 freezes the timer 
and indicates that slot 2 is enabled and a high on the 40 
SLQT_SELECT signal line 193 disables the slot. 
When the timer 184 stops running, a low signal on the 
SLOT_SEI .. ECT signal line 193 indicates that the slot 
2 is disabled, and a high signal indicates that the slot is 
enabled. The change in level on the SLar _SELECT 45 
signal line 193 from high to low if the CPU2 132 also 
failed to boot occurs because the timer 184 for CPU3 
160 in slot 3 will time-out lllld begin to boot the system. 
When the CPU3 160 begins boot operations, it disables 
the CPU2 132 by changing the level of the SS2 signal 50 
iine 164 in the IOSM 108 to a low level. 

Thus, regardless of which CPU boots the system, the 
boot CPU can lei. other CPUs time out, at. which time 
they will begin to initialize. Olherwise, the boot CPU 
can specifically enable them before they time-out by use 55 
of the SLOT __ SELECT signal line 193, or the boot 
CPU car1 disable tbe timer on any or ail CPUs and bold 
the corresponding CPUs in reset by toggling the corre­
spo:nding SLOT. ... SELECT line :193. 

Accordingly, after the CPU1 120 in slot 1 has failed 60 
to boot properly, and the CPU2 132 in slot 2 takes over 
boot operation, the timer 184 of slot select circuit 148B 
has stopped operating and the signal on the TERM­
signal line 216 is active. The level on the SLOT __ SE­
LECT line 193 remains high as explained above which 65 
indicates at this point that the CPU2 132 is enabled. 
However, if the level on the SLOT-SELECT signal 
line 193 now changes to low (driven by the IOSM 108 

with the SS2 signal line 164), indicating that the CPU2 
132 failed to boot the system within the time allotted for 
the CPU2 132 to complete boot operations, then the 
CPU2 132 enters a reset state because the active signal 
on the TER...."1- signal line 216 combines with the now 
high signal on the SLOT ... SELECT- signai line 214 in 
the EXOR gate 180 to produce an active signal on the 
signal line 181. The active signal on the signal line 181 
combines with the high signal on the SLOT_ONE­
signal line 212 to activate the NA:NTI gate 178 which in 
tum provides an active signal on the signal line 179 to 
activate the OR gate 182 to hold the microprocessor of 
the CPU2 132 in reset. Accordingly, the signals become 
stable as indicated in the 'FAIL' row of Table 2. 

Although preferred embodiments of the present in­
vention has been described and illustrated above, those 
skilled in the art vvm appreciate that va.ricms changes 
and modifications can be made to the present invention 
without departing from its spirit. Accordingly, the 
scope of the present invention is deemed to be limited 
only by the scope of the following appended claims. 

What is claimed is: 
1. A system for coordinating the initialization of mul­

tiprocessor systems utilizing a multiprocessor backplane 
bus, wherein said backplane bus has connector slots for 
connecting multiple central processing units, memory 
modules, and other input/output modules, said system 
for coordinating comprising: 

a default boot central processing unit coupled to said 
backplane bus in a first slot; 

at least one alternate boot central processing unit 
coupled to said backplane bus in a second slot, said 
alternate boot central processing unit substantially 
compatible vii.th said default boot centrnl process­
ing unit; 

a first slot select circuit coupled to said default boot 
central processing unit, said first slot select circuit 
configured to release said default boot central pro­
cessing unit from a reset state upon system start-up 
and allow said default central processing unit to 
execute said boot code, and further configured to 
place said default boot central processing unit in a 
reset state if a first predetermined time-out period, 
selected by a first respective slot identification 
code, elapses before said default central processing 
unit successfully boots; a:nd 

a second slot select circuit coupled to said alternate 
boot central processing ur.it, wherein said second 
slot select circuit is configured to hold said alter­
nate processing unit in a reset state until either said 
default boot central processing unit successfully 
boots, or a second predetermined time-out period, 
selected by a second respective slot identification 
code, elapses, indicating that said default boot cen­
tral processing unit failed to boot the system, and 
wherein said second slot select circuit is further 
configured to rele,i:ie said alternate boot central 
processing unit from said reset state after said de­
fault central processing unit successfuliy boots or 
smd second predetermined time-out period elapses. 

2. The system for coordinating the initialization of 
multiprocessor systems of claim 1, wherein said second 
predetermined time-out period is longer than said first 
predetermined time-out period. 

3. The system for coordinating the initialization of 
multiprocessor systems of claim l, wherein said second 
predetermined time-out period is equal to said first pre­
determined time-out period. 
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4, The system for coordi..'latmg the imtiahzatmn of 
multiprocessor systems of dairn 1, wherein said default 
b<::iot central processing u.."lit comprises an INTEL 80486 
based compatible processor and supporting resources, 
and wherein said alternate boot central processing unit 5 
comprises and INTEL 80486 based compatible proces­
sor .L'ld supporting resources. 

5. A system for coc,rdinating the initialization and 
self-test of multiprocessor systems, said multiprocessor 
system having a backplane bus with slots for connecting 10 
multiple central processing units, memory modules, and 
other input/output modules, said system comprising: 

18 
elapses before said first central processing unit 
successfully boots; and 

second means coupled to said second central process­
ing unit for hoiding said second central processing 
unit in the reset state mitil either said first central 
processing unit successfully boots, or a second 
predetermined time-out period, selected by a sec­
ond respective slot identification code, elapses, and 
for releasing said second central processing unit 
from said reset st.ate after said first cent.ml. process­
ing unit successfully boots or said second predeter­
mined time-out period elapses. 

6. The system for coordinating the initialization and a first cemral processing unit coupled to said back­
plane bus in a first slot, said first central processing 
unit assigned to boot first upon system start-up; 

a second central processing unit coupled to said back­
plane bus in a second slot, s..iid second central pro­
cessing unit substantfally compatible with said firs, 
central processing unit; 

15 self-test of multiprocessor systems of claim 5, further 
comprising fast slot identification code circuitry cou­
pled to said first slot and a second slot identification 
code circuitry coupled to said second slot, said first and 
said second slot idemification code circuitry configured 

a first non-volatile memory having memory locations 20 
for storing central processing unit boot instructions 
in executable form, said first non-volatile memory 
directly accessible by said first and said second 
central processing units; 

first means coupled to said first central processing 25 
unit for releasing said first central processing unit 
from a reset state during system start-up to allow 
said first central processing unit to execute said 
central processing unit boot instructions, and for 
placing said first central processing unit in a reset 30 
state if a first predetermined tin1e-out period, se­
lected by a first respective slot identification code, 

35 

40 

4-5 

50 

55 

60 

65 

to provide mutually exclusive slot identification codes 
to a central processing unit, memory module, or input­
/output module coupled to the backplane bus in the 
respective siot. 

7. The system for coordinating the initialization of 
multiprocessor systems of claim 5, wherein said second 
predetermined time-out period is equal to said firs, pre­
determined time-out period. 

8. The system for coordinating the initialization of 
multiprocessor systems of claim 5, wherein said second 
predetermined time-out period is longer than said first 
pre-determined time-out period. 

* * * * * 
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Appendix A 

This claim chart compares claims 1-6 and 9-15 to U.S. Patent No. 7,328,371 to Kalyanasundharam 
et al. ("Kalyanasundharam") (Ex. 1007) in view of U.S. Patent No. 5,450,576 to Kennedy 
("Kennedy") (Ex. 1005). Kalyanasundharam qualifies as prior art under at least 35 U.S.C. § 102(e) 
and is a valid prior-art reference for the purpose of establishing an obviousness rejection under 35 
U.S.C. § 103(a). Kennedy qualifies as prior art under at least 35 U.S.C. §§ 102(a), 102(b), and 
102(e) and is a valid prior-art reference for the purpose of establishing an obviousness rejection 
under 35 U.S.C. § 103(a). 

The table below reflects Ground 1 presented in the corresponding Request for Reexamination. 
Further, corroborated evidence reflecting the perspective knowledge of a person having ordinary 
skill in the art at the time of the invention of the '781 Patent (a "POSIT A") is provided through the 
declaration of Wolfe (Ex. 1003). 

[1.pre] A 
compnsmg: 

system Kalyanasundharam disclosed a computer system. For example, 
Kalyanasundharam taught that "the computer system 10 
includes nodes 12A-12B, memories 14A-14B, and peripheral 
devices 16A-16B." Kal anasundharam Ex. 1007 at 2:26-29. 
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[1.1] a plurality of 
processors; 

Kalyanasundharam disclosed multiple processors executing in 
lockstep. For example, Kalyanasundharam taught that "the 
processor cores 18A-18B may execute in lockstep (that is, may 
execute the same instructions on the same clock cycle)." 
Kalyanasundharam (Ex. 1007) at4:15-18. "For example, some 
fault-tolerant systems may implement high reliability by 
including multiple processors and having them redundantly 
execute the same software code." Id at 1 :23-25. 
Kalyanasundharam's description of processor cores is consistent 
with the '781 Patent's use of the term "processor." See, e.g., 
'781 Patent (Ex. 1001) at 6: 13-19. For example, the '781 Patent 
notes that "[s]ystem 10 includes OS 11, as well as master 
processor 12A and slave processor 12B (collectively referred to 
as a lockstep processor pair 12)." See id at 6: 13-15. The '781 
Patent further notes that "the lockstep processor pair 12 may be 
implemented on a single silicon chip, which is referred to as a 
'dual core processor' in which master processor 12A is a first 
core and slave processor 12B is a second core." See id at 6: 15-
19. Accordingly, Kalyanasundharam disclosed multiple 
processors executing in lockstep. 
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[1.2] data storage storing 
information that assigns a 
role of boot processor to 
one of said plurality of 
processors and assigns a 
role of spare processor to 
another of said plurality of 
processors; and 

Kalyanasundharam disclosed, or at least rendered obvious, this 
limitation by disclosing a PC bit in a configuration register that 
identifies the role of a processor as either a primary processor or 
an alternate processor. For example, Kalyanasundharam taught 
that "the communications from the primary processor core may 
be propagated and the communications from the auxiliary 
processor core(s) may be discarded ... In this embodiment, the 
PC bit from the configuration register 42 may identify the 
primary processor core." Kalyanasundharam (Ex. 1007) at 
8:34-44. "The configuration register 42 includes a primary 
core (PC) field encoded to identify which of the processor 
cores 18A-18N is designated as the primary core." Id at 
8:34-44. "In such embodiments, one processor core may be the 
primary core and two or more of the remaining processor cores 
may be auxiliary processor cores." Id at 4:66 - 5:2. 
Accordingly, Kalyanasundharam described assigning the roles 
of primary processor core and auxiliary processor core to certain 
processors via the PC bit in the configuration register. See id at 
8:34-44, 4:66 - 5:2. In view of these citations and the 
knowledge that a boot processor was a common component in 
computer systems (e.g., Kalyanasundharam's system), a 
POSITA would have understood Kalyanasundharam as 
disclosing a boot processor and a spare processor. See supra § 
I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 169. Even if 
Kalyanasundharam did not explicitly identify which processor 
was the boot processor, Kalyanasundharam as modified by 
Kennedy would have stored information about the assigned 
roles of boot processor and spare processor. See, e.g., Kennedy 
(Ex. 1005) at 7:5-13. For example, Kennedy taught that, "if this 
'default' boot processor fails[,]" then an alternate processor 
"should take over boot operations to enhance availability of the 
system." Kennedy (Ex. 1005) at 7:9-13. In view of the above 
citations, Kalyanasundharam taught data storage that stores role 
assignments (e.g., primary core and auxiliary core) of the 
processors, and Kennedy taught that such assignments could be 
the roles of boot processor and alternate processor. See Wolfe 
Deel. (Ex. 1003) ,i 169. A POSITA would have been motivated 
to combine these disclosures from Kalyanasundharam and 
Kennedy to improve the reliability ofKalyanasundharam's 
system by storing information that assigns the roles of boot 
processor and spare processor in case of a reboot. Id It was well 
within the skill of a POSIT A to modify Kalyanasundharam' s 
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system by Kennedy in this manner, and thus this combination of 
Kalyanasundharam and Kennedy would have been expected to 
succeed. Id Accordingly, Kalyanasundharam as modified by 
Kennedy taught data storage storing information that assigns the 
role of boot processor to one of the processors and assigns the 
role of spare processor to another one of the processors. Id 
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[1.3] logic operable, 
responsive to detecting 
loss of lockstep for said 
boot processor, for 
transferring, during 
system runtime, the role of 
boot processor to said 
spare processor, 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing the 
replacement of a primary processor with an auxiliary processor 
in response to a lockstep mismatch. For example, 
Kalyanasundharam taught that "the processor cores 18A-18B 
may execute in lockstep (that is, may execute the same 
instructions on the same clock cycle)." Kalyanasundharam (Ex. 
1007) at 4: 15-18. "If the masked comparison results indicate 
that the communication from the primary processor core 
mismatches with all auxiliary processor cores (that are 
enabled) ... the control circuit 84 may disable the primary 
processor core and select one of the auxiliary processor cores 
to be the primary processor core (block 102)." Id at 13: 15-
22. "As with the discussion above for disabling the auxiliary 
processor core, the control circuit 83 may simply disable the 
primary processor core from comparison by clearing the 
enable bit in the configuration register 42, or may disable the 
primary processor core from executing at all." Id at 13 :22-
27. "The control circuit 84 may also update the PC field of the 
configuration register 42 to reflect the newly selected 
primary processor core." Id at 13 :27-29. Accordingly, 
Kalyanasundharam described transferring the role of primary 
processor to an auxiliary processor in response to a mismatch 
involving the primary processor. See id In view of these 
citations and the knowledge that a boot processor was a 
common component in computer systems (e.g., 
Kalyanasundharam's system), a POSITA would have 
understood Kalyanasundharam as disclosing the fail over of a 
boot processor to a spare processor in response to a loss of 
lockstep. See supra§ I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 
170. Even if Kalyanasundharam did not explicitly identify the 
mismatched processor as having been the boot processor, 
Kalyanasundharam as modified by Kennedy would have 
performed boot processor failover in response to a lockstep 
mismatch. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example, 
Kennedy taught that, "if this 'default' boot processor fails[,]" 
then an alternate processor "should take over boot operations 
to enhance availability of the system." Id. In view of the above 
citations, Kalyanasundharam taught logic that causes its system 
to replace the primary processor with an auxiliary processor in 
response to a mismatch involving the primary processor, and 
Kennedy taught logic that causes its system to fail over the boot 
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processor to an alternate processor. See Wolfe Deel. (Ex. 1003) 
,i 170. A POSITA would have been motivated to combine these 
disclosures from Kalyanasundharam and Kennedy to improve 
the reliability ofKalyanasundharam's system by providing fault 
tolerance and high availability in the event that the boot 
processor fails before a reboot occurs. Id It was well within the 
skill of a POSIT A to modify Kalyanasundharam' s system by 
Kennedy in this manner, and thus this combination of 
Kalyanasundharam and Kennedy would have been expected to 
succeed. Id Accordingly, Kalyanasundharam as modified by 
Kennedy taught logic operable for transferring the role of boot 
processor to the spare processor during system runtime in 
response to detecting loss of lockstep for the boot processor. Id 
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[1.4] wherein said another 
of said plurality of 
processors that is assigned 
said role of spare 
processor is held in 
reserve as a hot spare 
processor until said loss of 
lockstep is detected for 
said boot processor. 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing processors 
that have the same functionality as a hot spare. For example, 
Kalyanasundharam taught that "a fixed or programmable 
number of the processor cores (less than the total number in 
the node) may participate in redundant execution." 
Kalyanasundharam (Ex. 1007) at 11 :35-38. "The configuration 
register 42 may further include a set of core enables which 
indicate which cores are participating in redundant execution 
mode." Id at 12: 12-15. "The control circuit 84 
may ... optionally disable a processor core or cores from 
comparison in the redundant execution mode." Id at 12:29-32; 
"Additionally, the core enables in the configuration register 42 
may be used to selectively enable various pairs for redundant 
execution." Id at 15:7-10; "If the primary processor core is 
programmably selected, a different processor core may be 
selected as the primary processor core and the previous 
primary processor core may be disabled." Id at 11 :45-48. 
"For example, servers are implemented on fault-tolerant 
systems so that the servers may be available as close to 24 
hours a day as possible. Any mission-critical computing 
functions may benefit from being assigned to fault-tolerant 
computer systems." Id at 1: 14-19. Even ifKalyanasundharam 
did not explicitly use the term "hot spare" or the phrase "held in 
reserve" in connection with its processors, Kalyanasundharam 
described its processors as having the same functionality as the 
hot spare recited in claim 1. For example, in view of the above 
citations, Kalyanasundharam taught selectively enabling 
processors for participation, selectively disabling processors 
from participation, and maintaining configuration register 42 
that tracks which processors are participating and which 
processors are not participating. See Wolfe Deel. (Ex. 1003) ,i 
171. For at least these reasons, a POSIT A would have 
understood Kalyanasundharam as having taught that the 
auxiliary processor that assumes the role of primary processor 
would have been disabled prior to the primary processor's 
mismatch. Id Accordingly, Kalyanasundharam as modified by 
Kennedy taught that the processor assigned the role of spare 
would be held in reserve until a loss of lockstep is detected, 
thereby rendering this subject matter obvious to a POSITA. Id 
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[2] The system of claim 1 
wherein said data storage 
1s non-volatile data 
storage. 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing a PC bit in a 
configuration register that identifies the role of a processor as 
either a primary processor or an alternate processor. For 
example, Kalyanasundharam taught that "the communications 
from the primary processor core may be propagated and the 
communications from the auxiliary processor core(s) may be 
discarded .. .In this embodiment, the PC bit from the 
configuration register 42 may identify the primary processor 
core." Kalyanasundharam (Ex. 1007) at 8:34-44. "The 
configuration register 42 includes a primary core (PC) field 
encoded to identify which of the processor cores 18A-18N is 
designated as the primary core." Id at 8:34-44. Even if 
Kalyanasundharam did not explicitly identify the configuration 
register as being non-volatile data storage, Kalyanasundharam 
as modified by Kennedy would have included non-volatile 
memory that contains the configuration information. For 
example, "The CPUl 120 has a corresponding non-volatile 
memory 123 which contains configuration information and 
CPU specific initialize and self test code (ISTC) for the CPUl 
120." Kennedy (Ex. 1005), 5: 15-18. From these disclosures, a 
POSITA would have understood that the data storage that stores 
the information assigning the roles of boot processor and spare 
processor included non-volatile data storage. See Wolfe Deel. 
(Ex. 1003) ,i 172. It was well within the skill of a POSIT A to 
modify Kalyanasundharam's system by Kennedy in this 
manner, and thus this combination ofKalyanasundharam and 
Kennedy would have been expected to succeed. Id 
Accordingly, Kalyanasundharam as modified by Kennedy 
would have rendered the subject matter of claim 2 obvious to a 
POSITA. Id. 
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[3] The system of claim 1 
further comprising: a user 
interface operable to 
receive input specifying 
said one of said plurality 
of processors to be 
assigned said role of boot 
processor. 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing the 
selection of a processor type to boot the system. In other words, 
even if Kalyanasundharam did not explicitly disclose a user 
interface that receives input specifying the processor assigned 
the role of boot processor, Kalyanasundharam as modified by 
Kennedy would have rendered this claim limitation obvious to a 
POSITA. For example, Kennedy taught selecting which 
processor among multiple processors is to boot the system. See 
Kennedy (Ex. 1005) at 4:33-34. Specifically, "other processor 
types may be selected to boot the system with a corresponding 
change in the boot ROM 150, as well known in the art." Id It 
was well known in the art that the act of selecting processor 
roles in computer systems (e.g., master/slave designations, 
distinct duty assignments or permissions in asymmetric 
multiprocessor configurations, etc.) is often performed via user 
interfaces. See Wolfe Deel. (Ex. 1003) ,i 173. Based on this 
common knowledge in the art, a PO SITA would have 
understood Kennedy's disclosure about selecting the processor 
to boot the system as including a boot processor selection made 
by input received via a user interface. Id A POSIT A would 
have been motivated to modify Kalyanasundharam by Kennedy 
and this common knowledge in the art to enable a user to select 
which processor is to boot the system via a user interface. Id It 
was well within the skill of a PO SITA to modify 
Kalyanasundharam's system by Kennedy in this manner, and 
thus this combination ofKalyanasundharam and Kennedy 
would have been expected to succeed. Id Accordingly, 
Kalyanasundharam as modified by Kennedy and this common 
knowledge in the art would have rendered the subject matter of 
claim 3 obvious to a POSIT A Id 
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[4] The system of claim 1 
further comprising: a user 
interface operable to 
receive input specifying 
said another of said 
plurality of processors to 
be assigned said role of 
spare processor. 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by implicitly disclosing 
the selection of a processor type that does not boot the system. 
In other words, even if Kalyanasundharam did not explicitly 
disclose a user interface that receives input specifying the 
processor assigned the role of spare processor, 
Kalyanasundharam as modified by Kennedy would have 
rendered this claim limitation obvious to a POSITA. For 
example, Kennedy taught selecting which processor among 
multiple processors is to boot the system. See Kennedy (Ex. 
1005) at 4:33-34. Specifically, "other processor types may be 
selected to boot the system with a corresponding change in the 
boot ROM 150, as well known in the art." Id at 4:33-34. It was 
well known in the art that the act of selecting processor roles in 
computer systems (e.g., master/slave designations, distinct duty 
assignments or permissions in asymmetric multiprocessor 
configurations, etc.) is often performed via user interfaces. See 
Wolfe Deel. (Ex. 1003) ,i 174. Based on this common 
knowledge in the art, a POSITA would have understood 
Kennedy's disclosure about selecting the processor to boot the 
system as including a spare processor selection (e.g., one of the 
alternate processors not selected as the boot processor) made by 
input received via a user interface. Id A POSITA would have 
been motivated to modify Kalyanasundharam by Kennedy and 
this common knowledge in the art to enable a user to select, via 
a user interface, which processor is to serve as a spare to the 
boot processor. Id It was well within the skill of a POSIT A to 
modify Kalyanasundharam' s system by Kennedy in this 
manner, and thus this combination ofKalyanasundharam and 
Kennedy would have been expected to succeed. Id 
Accordingly, Kalyanasundharam as modified by Kennedy and 
this common knowledge in the art would have rendered the 
subject matter of claim 4 obvious to a POSITA. Id 
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[5] The system of claim 1 
wherein each of said 
plurality of processors is a 
processor module that 
includes a master 
processor and a slave 
processor. 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing nodes that 
each included a primary processor and an auxiliary processor. 
For example, Kalyanasundharam taught that "[t]he nodes 12A-
12B are coupled." Kalyanasundharam (Ex. 1007) at 2:30. "The 
node 12A comprises processor cores 18A-18B coupled to a 
node controller 20A." Id at 2:33-34. "The node 12B similarly 
comprises processor cores 18C-18D coupled to a node 
controller 20B." Id at 2:36-37. The node controller 20A may be 
configured to propagate communications from one of the 
processor cores 18A-18B (e.g., from the primary processor 
core) and to discard communications from the other 
processor core 18A-18B (e.g., from the auxiliary processor 
core)." Id at 4:36-40. "In one embodiment, each of the nodes 
12A-12B may be a single integrated circuit chip comprising 
the circuitry shown therein in FIG. 1. That is, each node 12A-
12B may be a chip multiprocessor (CMP)." Id at 2:46-49. In 
view of these citations, Kalyanasundharam taught nodes that 
each included a primary processor and an auxiliary processor, 
but only the primary processor propagates communications 
because the auxiliary processor's communications are 
discarded. Therefore, under the broadest reasonable 
interpretation consistent with the '781 Patent, a POSITA would 
have understood Kalyanasundharam's nodes as each 
constituting a processor module, Kalyanasundharam's primary 
processor core as constituting a master processor, and 
Kalyanasundharam's auxiliary processor core as constituting a 
slave processor. See Wolfe Deel. (Ex. 1003) ,i 175. Accordingly, 
Kalyanasundharam as modified by Kennedy taught processor 
modules that each include a master processor and a slave 
processor. Id 
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[6] The system of claim 1 
wherein said another of 
said plurality of 
processors that is assigned 
said role of spare 
processor 1s an active 
spare before being 
transferred said role of 
boot processor. 

[9.pre] 
comprising: 

A method 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing that the 
spare to the boot processor may be an enabled (e.g., active) 
processor core by control circuit. For example, 
Kalyanasundharam taught that "[t]he control circuit 84 may use 
any selection mechanism. For example, the processor cores may 
be numbered (e.g., 0 to N-1), and the control circuit 84 may 
increment the number of the presently selected primary 
processor core to select a new primary processor core." 
Kalyanasundharam (Ex. 1007) at 13 :29-33. "If one or more 
processor cores are disabled in the configuration register 42, the 
control circuit 84 may increment until an enabled processor 
core is selected." Id at 13:33-36. In view of these citations, 
Kalyanasundharam taught that the spare to the primary 
processor may be an enabled (e.g., active) processor core 
selected by control circuit 84. See Wolfe Deel. (Ex. 1003) ,i 176. 
Although Kalyanasundharam did not explicitly use the term 
"boot processor" when describing the primary processor, 
Kalyanasundharam as modified by Kennedy would have 
performed boot processor failover. Based on the 
supplementation of Kennedy's disclosures, a POSITA would 
have understood Kalyanasundharam's primary processor to 
have constituted a boot processor for at least the same reasons 
provided above in connection with claim 1. See id. Accordingly, 
Kalyanasundharam as modified by Kennedy taught that the 
spare processor is an active spare before being transferred the 
role of boot processor. Id 
Kalyanasundharam disclosed a method. "A similar method is 
also contemplated." Kalyanasundharam (Ex. 1007), Abstract. 
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[9.1] ass1gmng a role of 
boot processor to one of a 
plurality of processors in a 
system; 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing the 
assignment of a primary processor role to a certain processor 
core. For example, Kalyanasundharam taught that "the 
communications from the primary processor core may be 
propagated and the communications from the auxiliary 
processor core(s) may be discarded ... In this embodiment, the 
PC bit from the configuration register 42 may identify the 
primary processor core." Kalyanasundharam (Ex. 1007) at 
8:34-44. "The configuration register 42 includes a primary 
core (PC) field encoded to identify which of the processor 
cores 18A-18N is designated as the primary core." Id at 8:34-
44. In view of these citations, Kalyanasundharam described 
assigning the role of primary processor to one of processor 
cores 18A-18N. In view of these citations and the knowledge 
that a boot processor was a common component in computer 
systems (e.g., Kalyanasundharam's system), a POSITA would 
have understood Kalyanasundharam as disclosing a boot 
processor and a spare processor. See supra§ I.C.2; see also 
Wolfe Deel. (Ex. 1003) ,i 177. Even ifKalyanasundharam did 
not explicitly identify which processor was the boot processor, 
Kalyanasundharam as modified by Kennedy would have 
assigned the role of boot processor. See, e.g., Kennedy (Ex. 
1005) at 7:5-13. For example, Kennedy taught that, "if this 
'default' boot processor fails[,]" then an alternate processor 
"should take over boot operations to enhance availability of the 
system." Kennedy (Ex. 1005) at 7:9-13. Therefore, 
Kalyanasundharam taught assigning the role of primary 
processor to a certain processor core, and Kennedy taught 
assigning the role of boot processor to one of its processors. See 
Wolfe Deel. (Ex. 1003) ,i 177. A POSITA would have been 
motivated to combine these disclosures from 
Kalyanasundharam and Kennedy to improve the reliability of 
Kalyanasundharam's system by assigning the roles of boot 
processor and spare processor in case of a reboot. Id It was well 
within the skill of a POSITA to modify Kalyanasundharam's 
system by Kennedy in this manner, and thus this combination of 
Kalyanasundharam and Kennedy would have been expected to 
succeed. Id Accordingly, Kalyanasundharam as modified by 
Kennedy taught assigning the role of boot processor to one of its 
processor cores. Id 
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[9.2] assigning a role spare 
processor to another of 
said plurality of 
processors; 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing the 
assignment of an auxiliary (e.g., spare) processor role to at least 
one of its processor cores. For example, Kalyanasundharam 
taught that "the communications from the primary processor 
core may be propagated and the communications from the 
auxiliary processor core(s) may be discarded ... In this 
embodiment, the PC bit from the configuration register 42 may 
identify the primary processor core." Kalyanasundharam 
(Ex. 1007) at 8:34-44. "The configuration register 42 includes 
a primary core (PC) field encoded to identify which of the 
processor cores 18A-18N is designated as the primary core." 
Id at 8:34-44. "In such embodiments, one processor core may 
be the primary core and two or more of the remaining processor 
cores may be auxiliary processor cores." Id at 4:66 - 5:2. "If 
the masked comparison results indicate that the communication 
from the primary processor core mismatches with all auxiliary 
processor cores (that are enabled) ... the control circuit 84 may 
disable the primary processor core and select one of the 
auxiliary processor cores to be the primary processor core 
(block 102)." Id at 13: 15-22. In view of these citations, 
Kalyanasundharam described assigning the role of auxiliary 
(e.g., spare) processor to at least one of its processor cores. 
Accordingly, Kalyanasundharam as modified by Kennedy 
taught assigning the role of spare processor to one of its 
processor cores. Id 
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[9.3] responsive to 
detecting loss of lockstep 
for said boot processor, 
changing, during system 
runtime, the assignment of 
the role of boot processor 
to said spare processor; 
and 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing the 
replacement of a primary processor with an auxiliary processor 
in response to a lockstep mismatch. For example, 
Kalyanasundharam taught that "the processor cores 18A- l 8B 
may execute in lockstep (that is, may execute the same 
instructions on the same clock cycle)." Kalyanasundharam (Ex. 
1007) at 4: 15-18. "If the masked comparison results indicate 
that the communication from the primary processor core 
mismatches with all auxiliary processor cores (that are 
enabled) ... the control circuit 84 may disable the primary 
processor core and select one of the auxiliary processor cores 
to be the primary processor core (block 102)." Id at 13: 15-22. 
"As with the discussion above for disabling the auxiliary 
processor core, the control circuit 83 may simply disable the 
primary processor core from comparison by clearing the 
enable bit in the configuration register 42, or may disable the 
primary processor core from executing at all." Id at 13 :22-
27. "The control circuit 84 may also update the PC field of the 
configuration register 42 to reflect the newly selected 
primary processor core." Id at 13 :27-29. Accordingly, 
Kalyanasundharam described changing the role of primary 
processor to an auxiliary processor in response to a mismatch 
(e.g., loss of lockstep) involving the primary processor. See id 
In view of these citations and the knowledge that a boot 
processor was a common component in computer systems (e.g., 
Kalyanasundharam's system), a POSITA would have 
understood Kalyanasundharam as disclosing the fail over of a 
boot processor to a spare processor in response to a loss of 
lockstep. See supra§ I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 
178. Even if Kalyanasundharam did not explicitly identify the 
mismatched processor as having been the boot processor, 
Kalyanasundharam as modified by Kennedy would have 
changed the boot processor assignment in response to a lockstep 
mismatch. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example, 
Kennedy taught that, "if this 'default' boot processor fails[,]" 
then an alternate processor "should take over boot operations 
to enhance availability of the system." Id. In view of the above 
citations, Kalyanasundharam taught changing the role of 
primary processor to the spare processor in response to a loss of 
lockstep involving the primary processor, and Kennedy taught 
changing the role of boot processor to an alternate processor. 
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See Wolfe Deel. (Ex. 1003) ,i 178. A POSITA would have been 
motivated to combine these disclosures from 
Kalyanasundharam and Kennedy to improve the reliability of 
Kalyanasundharam's system by providing fault tolerance and 
high availability in the event that the boot processor fails before 
a reboot occurs. Id It was well within the skill of a POSIT A to 
modify Kalyanasundharam's system by Kennedy in this 
manner, and thus this combination ofKalyanasundharam and 
Kennedy would have been expected to succeed. Id 
Accordingly, Kalyanasundharam as modified by Kennedy 
taught changing the role of boot processor to the spare processor 
during system runtime in response to detecting loss of lockstep 
for the boot processor. Id 

Page 475 of 1042



[9.4] responsive to 
changing the assignment 
of the role of boot 
processor to said spare 
processor, an operating 
system of the system 
recognizing said spare 
processor as the boot 
processor without 
requiring shutdown of said 
operating system. 

[10] 

[11] 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing a central 
boot ROM that is used by the operating system and stores the 
boot code executed in conjunction with the operating system to 
boot the system. In other words, even if Kalyanasundharam did 
not explicitly disclose an operating system that recognizes the 
spare processor as the boot processor after the role change, 
Kalyanasundharam as modified by Kennedy would have 
rendered this claim limitation obvious to a POSITA. For 
example, according to Kennedy, "a central system boot ROM 
150 accessible by all processors ... may be used by the 
operating system." Kennedy (Ex. 1005) at 9: 1-5. "[T]he CPUl 
120 controls the system again and begins the operating system 
boot process." Id at 9:53-55. "The alternate boot 
processors ... can execute the boot code in the central boot 
ROM 150". Id at 10:42-45. A POSITA would have understood 
that, because Kennedy's central boot ROM 150 is used by the 
operating system and stores the boot code executed in 
conjunction with the operating system to boot the system, the 
operating system would recognize the spare processor as the 
boot processor after failover. See Wolfe Deel. (Ex. 1003) ,i 179. 
Or at the very least, Kalyanasundharam as modified by 
Kennedy would have rendered the subject matter of claim 9 
obvious to a POSITA due at least in part to Kennedy's central 
boot ROM 150 being used by the operating system and storing 
the boot code executed in conjunction with the operating system 
to boot the system. Id It was well within the skill of a POSIT A 
to modify Kalyanasundharam's system by Kennedy in this 
manner, and thus this combination ofKalyanasundharam and 
Kennedy would have been expected to succeed. Id 
Claim 10 recites subject matter that is substantially similar to 
Claim 2 and is therefore rendered obvious for the same reasons 
as Claim 2 above. 
Claim 11 recites subject matter that is substantially similar to 
Claim 2 and is therefore rendered obvious for the same reasons 
as Claim 2 above. 
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[12] The method of claim 
9 further compnsmg 
[12.1] determining at least 
one processor that is 
coupled to a common 
communication bus with 
said one of said plurality 
processors assigned to the 
role of boot processor; and 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing a 
determinization that the alternate processor is installed in one of 
the slots of a backplane bus and that the boot processor is 
installed in another one of the slots of the backplane bus. Even 
if Kalyanasundharam did not explicitly disclose determining a 
processor that is coupled to a common communication bus with 
the boot processor, Kalyanasundharam as modified by Kennedy 
would have determined that the alternate processor and the boot 
processor are coupled to the same backplane bus. For example, 
according to Kennedy, "the system has a centrally accessible 
memory, a default boot central processing unit installed in a 
first slot on the backplane bus, and may also have one or more 
alternate boot central processing units installed in a second 
slot on the backplane bus." Kennedy (Ex. 1005) at 2:34-38. In 
view of these citations, Kennedy taught that the boot processor 
and the alternate boot processors are installed in specific slots 
along the same backplane bus. Based on this disclosure from 
Kennedy, a POSITA would have understood that any alternate 
processor installed in one of the slots of the backplane bus 
would have been coupled to a common communication bus with 
the boot processor. See Wolfe Deel. (Ex. 1003) ,i 180. As a 
result, any form of identifying such an alternate processor 
would constitute a determination of an alternate processor 
coupled to a common communication bus with the boot 
processor. Id A POSIT A would have been motivated to 
combine these disclosures from Kennedy with 
Kalyanasundharam to improve the communication capabilities 
of Kalyanasundharam's system for fault tolerance and high 
availability. Id It was well within the skill of a POSIT A to 
modify Kalyanasundharam's system by Kennedy in this 
manner, and thus this combination ofKalyanasundharam and 
Kennedy would have been expected to succeed. Id 
Accordingly, Kalyanasundharam as modified by Kennedy 
taught this claim limitation. Id 
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[12.2] selecting said 
another of said plurality of 
processors to be assigned 
the role of spare processor 
from said determined at 
least one processor 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing the 
selection of one or more alternate (e.g., spare) boot processors 
by installing the alternate boot processor into a specific slot 
corresponding to the alternate boot role on the backplane bus. 
Even if Kalyanasundharam did not explicitly disclose selecting 
the processor coupled to the common communication bus as the 
spare processor, Kalyanasundharam as modified by Kennedy 
would have selected the alternate processor installed in the same 
backplane bus as the boot processor to be the spare. For 
example, according to Kennedy, "the system has a centrally 
accessible memory, a default boot central processing unit 
installed in a first slot on the backplane bus, and may also have 
one or more alternate boot central processing units installed 
in a second slot on the backplane bus." Kennedy (Ex. 1005) at 
2:34-38. In view of these citations, Kennedy taught selecting 
one or more alternate (e.g., spare) boot processors by installing 
those alternate boot processors into specific slots corresponding 
to that alternate boot role on the backplane bus. A POSIT A 
would have been motivated to combine these disclosures from 
Kalyanasundharam and Kennedy to improve the reliability of 
Kalyanasundharam's system by providing fault tolerance and 
high availability in the event that the boot processor fails before 
a reboot occurs. See Wolfe Deel. (Ex. 1003) ,i 181. It was well 
within the skill of a POSIT A to modify Kalyanasundharam' s 
system by Kennedy in this manner, and thus this combination of 
Kalyanasundharam and Kennedy would have been expected to 
succeed. Id Accordingly, Kalyanasundharam as modified by 
Kennedy taught this claim limitation. Id 
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[13] The method of claim 
9 further compnsmg: 
during system boot-up, 
system firmware 
identifying the spare 
processor and holding said 
spare processor m reserve 
as a hot spare. 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing a BIOS 
responsible for identifying a spare processor and holding the 
same in reserve as a hot spare. For example, Kalyanasundharam 
taught identifying a spare processor and holding the spare 
processor in reserve as a hot spare for at least the same reasons 
provided above in connection with claim 1. Even if 
Kalyanasundharam did not explicitly disclose doing so via 
system firmware, Kalyanasundharam as modified by Kennedy 
would have rendered this claim limitation obvious to a POSIT A 
For example, according to Kennedy, "central boot ROM 150 
comprises a read-only-memory with the basic input/output 
system (BIOS) instruction set for an INTEL 80486 or 80386 
microprocessor. Accordingly, in the present embodiment, at 
least one CPU connected to the 64-bit bus is, or emulates, an 
INTEL 80486 or 80386 microprocessor in order to boot the 
system." Kennedy (Ex. 1005) at 4:25-33. "[A] central system 
boot ROM 150 accessible by all processors ... may be used by 
the operating system." Kennedy (Ex. 1005) at 9:1-5. "[T]he 
CPUl 120 controls the system again and begins the operating 
system boot process." Id. at 9:53-55. "The alternate boot 
processors .. . can execute the boot code in the central boot 
ROM 150". Id. at 10:42-45. The BIOS was a very well-known 
example of firmware. Wolfe Deel. (Ex. 1003) ,i 182. In view of 
the above citations and this common knowledge, a POSIT A 
would have understood that Kennedy's BIOS constitutes 
firmware responsible for identifying a spare processor and 
holding the same in reserve as a hot spare. Id. A POSITA would 
have been motivated to combine these disclosures from 
Kalyanasundharam and Kennedy to achieve cost savings by 
performing these tasks with firmware instead of using additional 
hardware. See id. It was well within the skill of a PO SITA to 
modify Kalyanasundharam's system by Kennedy in this 
manner, and thus this combination ofKalyanasundharam and 
Kennedy would have been expected to succeed. Id. 
Accordingly, Kalyanasundharam as modified by Kennedy 
would have rendered the subject matter of claim 13 obvious to a 
POSITA. Id. 
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[14] The method of claim 
9 further comprising: 
during system boot-up, 
system firmware booting 
the spare processor as an 
active spare. 

[15] The method of claim 
9 wherein system 
firmware performs said 
changing operation. 

Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing a BIOS 
responsible for booting the spare processor as an active spare. 
For example, Kalyanasundharam taught booting the spare 
processor as an active spare for at least the same reasons 
provided above in connection with claim 6. Even if 
Kalyanasundharam did not explicitly disclose doing so via 
system firmware, Kalyanasundharam as modified by Kennedy 
would have rendered this claim limitation obvious to a POSIT A 
For example, according to Kennedy, "central boot ROM 150 
comprises a read-only-memory with the basic input/output 
system (BIOS) instruction set for an INTEL 80486 or 80386 
microprocessor. Accordingly, in the present embodiment, at 
least one CPU connected to the 64-bit bus is, or emulates, an 
INTEL 80486 or 80386 microprocessor in order to boot the 
system." Kennedy (Ex. 1005) at 4:25-33. "[A] central system 
boot ROM 150 accessible by all processors ... may be used by 
the operating system." Kennedy (Ex. 1005) at 9: 1-5. "[T]he 
CPUl 120 controls the system again and begins the operating 
system boot process." Id. at 9:53-55. "The alternate boot 
processors .. . can execute the boot code in the central boot 
ROM 150". Id. at 10:42-45. The BIOS was a very well-known 
example of firmware. Wolfe Deel. (Ex. 1003) ,i 183. In view of 
the above citations and this common knowledge, a POSIT A 
would have understood that Kennedy's BIOS constitutes 
firmware responsible for booting the spare processor as an 
active spare. Id. A POSIT A would have been motivated to 
combine these disclosures from Kalyanasundharam and 
Kennedy to enable Kalyanasundharam's system to dynamically 
modify the activity of spare processors ( e.g., between active 
spare and hot spare) to increase efficiency and/or throughput. 
See id. It was well within the skill of a POSITA to modify 
Kalyanasundharam's system by Kennedy in this manner, and 
thus this combination ofKalyanasundharam and Kennedy 
would have been expected to succeed. Id. Accordingly, 
Kalyanasundharam as modified by Kennedy would have 
rendered the subject matter of claim 14 obvious to a POSITA. 
Id. 
Kalyanasundharam as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by disclosing a BIOS 
included in an IOSM responsible for changing the role of boot 
processor to the spare processor. Kalvanasundharam taught 
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performing the changing operation for at least the same reasons 
provided above in connection with claim 9. Even if 
Kalyanasundharam did not explicitly disclose doing so via 
system firmware, Kalyanasundharam as modified by Kennedy 
would have rendered this claim limitation obvious to a POSIT A 
For example, Kennedy taught that each CPU includes a slot 
selection (sometimes referred to as "SS") logic for selecting 
which CPU is designated as the boot processor. "In general, the 
slot select logic 148 on the default boot CPU allows this CPU to 
boot." Kennedy (Ex. 1005) at 10:29-31, FIG. 3. Kennedy's 
input/output services module ("IOSM") is responsible for 
changing the role of boot processor to the spare processor in 
conjunction with the CPUs' slot selection logic. See id. at 6:36-
38, FIG. 3. For example, "[a]ny other slot selection circuits on 
CPUs installed in the system have a corresponding slot selection 
line from the IOSM 108." Id. As demonstrated by FIG. 3 of 
Kennedy reproduced below, Kennedy's IOSM includes the 
BIOS. 
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The BIOS was a very well-known example of firmware. Wolfe 
Deel. (Ex. 1003) ,i 184. In view of the above citations and this 
common knowledge, a POSITA would have understood that 
that Kennedy's BIOS, which constitutes firmware, is 
responsible for changing the role of boot processor to the spare 
processor in conjunction with the CPUs' slot selection logic. 
See id A POSITA would have been motivated to combine these 
disclosures from Kalyanasundharam and Kennedy to achieve 
cost savings by performing the change operation with firmware 
instead of using additional hardware. See id. It was well within 
the skill of a POSIT A to modify Kalyanasundharam' s system by 
Kennedy in this manner, and thus this combination of 
Kalyanasundharam and Kennedy would have been expected to 
succeed. Id Accordingly, Kalyanasundharam as modified by 
Kennedy would have rendered the subject matter of claim 15 
obvious to a POSITA. 
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Appendix B 

This claim chart compares claims 1-6 and 9-15 to U.S. Patent No. 7,085,959 to Safford ("Safford") 
(Ex. 1004) and U.S. Patent No. 5,450,576 to Kennedy ("Kennedy") (Ex. 1005). Safford qualifies 
as prior art under at least 35 U.S.C. §§ 102(a) and 102(e) and is a valid prior-art reference for the 
purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). Kennedy qualifies as 
prior art under at least 35 U.S.C. §§ 102(a), 102(b), and 102(e) and is a valid prior-art reference for 
the purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). 

The table below reflects Ground 2 presented in the corresponding Request for Reexamination. 
Further, corroborated evidence reflecting the perspective knowledge of a person having ordinary 
skill in the art at the time of the invention of the '781 Patent (a "POSIT A") is provided through the 
declaration of Wolfe (Ex. 1003). 

[1.pre] A system comprising: 

[1.1] a plurality of 
processors; 

Safford disclosed a computer system. For example, Safford 
disclosed that "a computer system employs lock stepped 
processor cores that operate in a master/check pair." Safford 
Ex. 1004 at 2:55-57. 

Safford disclosed a plurality of processors included in the 
computer system. For example, Safford taught that "a computer 
system employs lock stepped processor cores that operate in a 
master/check pair. Each of two processors in the pair processes 
the same code sequences, and the resulting outputs of the 
processors are compared by a logic circuit located near external 
interfaces of the two processors." Safford (Ex. 1004) at 2:55-
60. "For example, the node controller 130 may store the 
architected state of the processors 111, 113, 121, 123, 125, and 
127, either internally in the node controller 130, or in another 
component of the computer system 100." Id at 4:6-10. 
Accordingly, Safford disclosed a plurality of processors 
included in the com uter s stem. 
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[1.2] data storage storing 
information that assigns a 
role of boot processor to one 
of said plurality of processors 
and assigns a role of spare 
processor to another of said 
plurality of processors; and 

Safford disclosed, or at least rendered obvious, this limitation by 
disclosing memory that stores the architected states of 
microprocessors, including the designation of a hot standby 
processor. For example, Safford taught that "the architected 
states of each of the microprocessors 22 and 24 is copied from 
the memory 25 into the microprocessors 22 and 24, 
respectively." Safford (Ex. 1004) at 2:2-4. "For example, the 
node controller 130 may store the architected state of the 
processors 111, 113, 121, 123, 125, and 127, either internally 
in the node controller 130, or in another component of the 
computer system 100." Id at 4:6-10. "To improve reliability of 
processing assets, a computer system employs lock stepped 
processor cores that operate in a master/check pair." Id at 
2:55-57. "The processor 125 may be designated as a 'hot 
standby,' and is sitting idle in lock step mode with the 
processor 127. Should one of the processors 111, 113, 121, and 
123 suffer an error, the hot standby processors 125, 127 may 
be used to speed recovery from the resulting loss of lock step." 
Id at 4:25-30. Accordingly, Safford described assigning the 
roles of master and checker to certain processors and the role of 
hot standby to another processor. See Wolfe Deel. (Ex. 1003) ,i 
187. Safford further described one pair of these processors 
"operating in a lock step mode" as initially "appear[ing] to [a] 
computer system ... to be ... a logical CPU 0" but later that 
logical CPU 0 designation is reassigned to another processor. 
See Safford (Ex. 1007) at 3 :4-5, 4:52-53 ("The processor pair 
125/127 then becomes the logical CPU 0 in the computer 
system 100"). A POSITA would have recognized Safford's 
logical CPU Oas being the designation used by computing 
system 100 to identify its boot processor at least because, in 
multi-processor system architectures like Safford's, "logical 
CPU 0" was commonly used to indicate that a processor had 
been selected as a boot processor. See supra§ I.C.2; see also 
Wolfe Deel. (Ex. 1003) ,i 187. Even if Safford is somehow 
interpreted to lack an explicit disclosure of identifying which 
processor was the boot processor, Safford as modified by 
Kennedy would have stored information about the assigned 
roles of boot processor and spare processor. See, e.g., Kennedy 
(Ex. 1005) at 7:5-13. For example, Kennedy taught that, "if this 
'default' boot processor fails[,]" then an alternate processor 
"should take over boot operations to enhance availability of the 
system." Kennedy (Ex. 1005) at 7:9-13. In view of the above 
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citations, Safford taught data storage that stores the architected 
states, such as role assignments (e.g., master/checker), of paired 
processors, and Kennedy taught that such assignments could be 
the roles of boot processor and spare processor. See Wolfe Deel. 
(Ex. 1003) ,i 187. A POSITA would have been motivated to 
combine these disclosures from Safford and Kennedy to 
improve the reliability of Safford's system by storing 
information that assigns the roles of boot processor and spare 
processor in case of a reboot. Id It was well within the skill of a 
POSITA to modify Safford's system by Kennedy in this 
manner, and thus this combination of Safford and Kennedy 
would have been expected to succeed. Id Accordingly, Safford 
as modified by Kennedy taught data storage storing information 
that assigns the role of boot processor to one of the processors 
and assigns the role of spare processor to another one of the 
processors. Id 
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[1.3] logic operable, 
responsive to detecting loss 
of lockstep for said boot 
processor, for transferring, 
during system runtime, the 
role of boot processor to said 
spare processor, 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing the fail over of a processor 
to a hot standby processor in response to a loss of lockstep. For 
example, Safford taught that, "[u]sing the impending loss of 
lock step signal, the computer system 100 may continue 
operating (processing) using one of the processors 111 and 
113 that did not experience an error." Safford (Ex. 1004) at 
3:27-30; "The six processors 111, 113, 121, 123, 125, and 127 
operate in lock step (i.e., are processing code sequences). For 
example, the processor 111 operates in lockstep with the 
processor 113, and the processor 121 operates in lock step with 
the processor 123 and the processor 125 operates in lock step 
with the processor 127." Id at 4: 19-24. "The processor 125 may 
be designated as a 'hot standby,' and is sitting idle in lock step 
mode with the processor 127. Should one of the processors 111, 
113, 121, and 123 suffer an error, the hot standby processors 
125, 127 may be used to speed recovery from the resulting 
loss oflock step." Id at 4:25-30. "In block 210, the processor 
111 signals the node controller 130 that the first processor pair 
111/113 has broken lock step and that the first processor pair 
111/113 should be taken 'off-line.'" Id at 4:37-40. 
Accordingly, Safford described replacing a failed processor 
with a hot spare processor in response to a loss of lockstep. See 
Wolfe Deel. (Ex. 1003) ,i 188. The '781 Patent notes that a 
firmware component known as a processor abstraction layer 
(PAL) "copies all the needed information from memory into the 
internal registers of the hot spare processor so that the hot spare 
processor becomes a new active processor, transforming the role 
of the hot spare to boot processor." Ex. 1001 at 17:57-61. 
Safford disclosed this limitation through an identical process for 
transferring the role of boot processor to the spare processor. 
See Safford (Ex. 1004) at 32:29-32. For example, Safford taught 
"moving an architected state of the processor unit 
experiencing the loss of lock step to the spare processor unit, 
wherein the spare processor unit becomes an active 
processor unit in the computer system." Id. In view of these 
citations and the knowledge that a boot processor was a 
common component in computer systems (e.g., Safford's 
system), a POSITA would have understood Safford as 
disclosing the fail over of a boot processor to a hot spare 
processor in response to a loss oflockstep. See supra§ I.C.2; 
see also Wolfe Deel. (Ex. 1003) ,i 188. However, even if Safford 
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[1.4] wherein said another of 
said plurality of processors 
that is assigned said role of 
spare processor is held in 
reserve as a hot spare 
processor until said loss of 
lockstep is detected for said 
boot processor. 

did not explicitly identify the failed processor as having been 
the boot processor, Safford as modified by Kennedy would have 
performed boot processor failover. See, e.g., Kennedy (Ex. 
1005) at 7:5-13. For example, Kennedy taught that, "if this 
'default' boot processor fails[,]" then an alternate processor 
"should take over boot operations to enhance availability of the 
system." Id. In view of the above citations, Safford taught logic 
that causes its system to replace a failed processor with a hot 
spare processor in response to a loss of lockstep, and Kennedy 
taught logic that causes its system to fail over the boot processor 
to an alternate processor. See Wolfe Deel. (Ex. 1003) ,i 188. A 
POSITA would have been motivated to combine these 
disclosures from Safford and Kennedy to improve the reliability 
of Safford's system by providing fault tolerance and high 
availability in the event that the boot processor fails before a 
reboot occurs. Id It was well within the skill of a POSITA to 
modify Safford's system by Kennedy in this manner, and thus 
this combination of Safford and Kennedy would have been 
expected to succeed. Id Accordingly, Safford as modified by 
Kennedy taught logic operable for transferring the role of boot 
processor to the spare processor during system runtime in 
response to detecting loss of lockstep for the boot processor. Id 
Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing the failover to a hot 
standby processor that is sitting idle until the loss oflockstep. 
For example, Safford taught that "[t]he processor 125 may be 
designated as a 'hot standby,' and is sitting idle in lock step 
mode with the processor 127. Should one of the processors 111, 
113, 121, and 123 suffer an error, the hot standby processors 
125, 127 may be used to speed recovery from the resulting loss 
oflock step." Safford (Ex. 1004). at 4:25-30. Accordingly, 
Safford as modified by Kennedy taught that the processor 
assigned the role of spare is held in reserve until a loss of 
lockstep is detected. 
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[2] The system of claim 1 
wherein said data storage is 
non-volatile data storage. 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing memory that stores the 
architected states of microprocessors. For example, as explained 
above in connection with claim 1, Safford as modified by 
Kennedy disclosed data storage storing information that assigns 
the role of boot processor to one of the processors and assigns 
the role of spare processor to another one of the processors. 
Even if Safford did not explicitly identify the data storage as 
being non-volatile data storage, Safford as modified by 
Kennedy would have included non-volatile data storage that 
stores information about the assignments of the boot processor 
and the spare processor. For example, "[t]he CPUl 120 has a 
corresponding non-volatile memory 123 which contains 
configuration information and CPU specific initialize and self 
test code (ISTC) for the CPUl 120[.]" Kennedy (Ex. 1005), 
5: 15-18. From these disclosures, a POSIT A would have 
understood that the data storage that stores the information 
assigning the roles of boot processor and spare processor 
included non-volatile memory. See Wolfe Deel. (Ex. 1003) ,i 
189. Accordingly, Safford as modified by Kennedy would have 
rendered the subject matter of claim 2 obvious to a POSIT A. Id. 
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[3] The system of claim 1 
further comprising: a user 
interface operable to receive 
input specifying said one of 
said plurality of processors to 
be assigned said role of boot 
processor. 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing the selection of a 
processor type to boot the system. In other words, even if 
Safford did not explicitly disclose a user interface that receives 
input specifying the processor assigned the role of boot 
processor, Safford as modified by Kennedy would have 
rendered this claim limitation obvious to a POSITA. For 
example, Kennedy taught selecting which processor among 
multiple processors is to boot the system. See Kennedy (Ex. 
1005) at 4:33-34. Specifically, "other processor types may be 
selected to boot the system with a corresponding change in the 
boot ROM 150, as well known in the art." Id It was well known 
in the art that the act of selecting processor roles in computer 
systems (e.g., master/slave designations, distinct duty 
assignments or permissions in asymmetric multiprocessor 
configurations, etc.) is often performed via user interfaces. See 
Wolfe Deel. (Ex. 1003) ,i 190. Based on this common 
knowledge in the art, a POSITA would have understood 
Kennedy's disclosure about selecting the processor to boot the 
system as including a boot processor selection made by input 
received via a user interface. Id A POSIT A would have been 
motivated to modify Safford by Kennedy and this common 
knowledge in the art to enable a user to select which processor 
is to boot the system via a user interface. Id It was well within 
the skill of a POSIT A to modify Safford' s system by Kennedy 
in this manner, and thus this combination of Safford and 
Kennedy would have been expected to succeed. Id 
Accordingly, Safford as modified by Kennedy and this common 
knowledge in the art would have rendered the subject matter of 
claim 3 obvious to a POSIT A Id 
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[4] The system of claim 1 
further comprising: a user 
interface operable to receive 
input specifying said another 
of said plurality of processors 
to be assigned said role of 
spare processor. 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by implicitly disclosing the selection of 
a processor type that does not boot the system. In other words, 
even if Safford did not explicitly disclose a user interface that 
receives input specifying the processor assigned the role of 
spare processor, Safford as modified by Kennedy would have 
rendered this claim limitation obvious to a POSITA. For 
example, Kennedy taught selecting which processor among 
multiple processors is to boot the system. See Kennedy (Ex. 
1005) at 4:33-34. Specifically, "other processor types may be 
selected to boot the system with a corresponding change in the 
boot ROM 150, as well known in the art." Id at 4:33-34. It was 
well known in the art that the act of selecting processor roles in 
computer systems (e.g., master/slave designations, distinct duty 
assignments or permissions in asymmetric multiprocessor 
configurations, etc.) is often performed via user interfaces. See 
Wolfe Deel. (Ex. 1003) ,i 191. Based on this common 
knowledge in the art, a POSIT A would have understood 
Kennedy's disclosure of selecting the processor to boot the 
system as including a spare processor selection (e.g., one of the 
alternate processors not selected as the boot processor) made by 
input received via a user interface. Id A POSIT A would have 
been motivated to modify Safford by Kennedy and this common 
knowledge in the art to enable a user to select, via a user 
interface, which processor is to serve as a spare to the boot 
processor. Id It was well within the skill of a PO SITA to 
modify Safford's system by Kennedy in this manner, and thus 
this combination of Safford and Kennedy would have been 
expected to succeed. Id Accordingly, Safford as modified by 
Kennedy and this common knowledge in the art would have 
rendered the subject matter of claim 4 obvious to a POSIT A. Id 
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[5] The system of claim 1 
wherein each of said plurality 
of processors is a processor 
module that includes a master 
processor and a slave 
processor. 

[6] The system of claim 1 
wherein said another of said 
plurality of processors that is 
assigned said role of spare 
processor is an active spare 
before being transferred said 
role of boot processor. 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing the selection of a 
processor type to boot the system. For example, Safford taught 
that "a computer system employs lock stepped processor cores 
that operate in a master/check pair." Safford (Ex. 1004) at 
2:55-57. "The processors operate as pairs when in lock step 
(i.e., the processors 111 and 113 are a pair; the processors 121 
and 123 are a second pair; and the processors 125 and 127 are a 
third pair). From the node controller's perspective, each pair of 
processors appears as a single (logical) processor." Id at 3 :57-
63. Accordingly, Safford as modified by Kennedy taught a 
plurality of processor modules that each include a master 
processor and a slave processor. See Wolfe Deel. (Ex. 1003) ,i 
192. 
Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing a spare processor being 
active before a role transfer. For example, Safford taught that 
"the processor 111 signals the node controller 130 that the first 
processor pair 111/113 has broken lock step and that the first 
processor pair 111/113 should be taken 'off-line."' Safford (Ex. 
1004) at 4:37-40. "In block 230, the node controller 130 
'reboots' the processors 111 and 113, and the processors 111 
and 113 become the new 'hot standby' processor pair on the 
system 100." Id at 4:57-60. Safford also taught that "the spare 
processor unit becomes an active processor unit in the 
computer system" Id, claim 1. In view of the above citations, a 
POSITA would have understood Safford as disclosing that a 
spare processor can be active before a role transfer. See Wolfe 
Deel. (Ex. 1003) ,i 193. Moreover, a POSITA would have 
understood that the role at issue could be the boot processor 
assignment in view of Safford as modified by Kennedy for at 
least the same reasons provided above in connection with claim 
l. Id A POSIT A would have been motivated to combine these 
disclosures from Safford and Kennedy to improve the reliability 
of Safford's system by providing high availability through 
active and/or inactive spare processors. Id It was well within 
the skill of a POSIT A to modify Safford' s system by Kennedy 
in this manner, and thus this combination of Safford and 
Kennedy would have been expected to succeed. Id 
Accordingly, Safford as modified by Kennedy taught that the 
spare processor is an active spare before being transferred the 
role of boot processor. Id 
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[9.pre] A method 
compnsmg: 

Safford disclosed a method. "An apparatus, operating on an 
advanced multi-core processor architecture, and a corresponding 
method, are used to enhance recovery from loss of lock step in 
a multi-processor computer system." Safford (Ex. 1004), 
Abstract. 
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[9.1] assigning a role of boot 
processor to one of a plurality 
of processors in a system; 

Safford disclosed, or at least rendered obvious, this limitation by 
disclosing the architected states of microprocessors that operate 
as a master/checker pair as well as the designation of the logical 
CPU 0. For example, Safford taught that "the architected states 
of each of the microprocessors 22 and 24 is copied from the 
memory 25 into the microprocessors 22 and 24, respectively." 
Safford (Ex. 1004) at 2:2-4. "For example, the node controller 
130 may store the architected state of the processors 111, 
113, 121, 123, 125, and 127, either internally in the node 
controller 130, or in another component of the computer system 
100." Id at 4:6-10. "To improve reliability of processing assets, 
a computer system employs lock stepped processor cores that 
operate in a master/check pair." Id at 2:55-57. Accordingly, 
Safford described assigning the roles of master and checker to 
certain processors. See Wolfe Deel. (Ex. 1003) ,i 194. Safford 
further described one pair of these processors "operating in a 
lock step mode" as initially "appear[ing] to [a] computer 
system ... to be ... a logical CPU 0" but later that logical CPU 0 
designation is reassigned to another processor. See Safford (Ex. 
1007) at 3:4-5, 4:52-53 ("The processor pair 125/127 then 
becomes the logical CPU 0 in the computer system 100"). A 
POSITA would have recognized Safford's logical CPU Oas 
being the designation used by computing system 100 to identify 
its boot processor at least because, in multi-processor system 
architectures like Safford's, "logical CPU 0" was commonly 
used to indicate that a processor had been selected as a boot 
processor. See supra§ I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 
194. However, even if Safford is interpreted as not explicitly 
identifying which processor was the boot processor, Safford as 
modified by Kennedy would have assigned the role of boot 
processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example, 
Kennedy taught that, "if this 'default' boot processor fails[,]" 
then an alternate processor "should take over boot operations to 
enhance availability of the system." Id at 7:9-13. In view of the 
above citations, Safford taught assigning roles (e.g., 
master/checker) to paired processors, and Kennedy taught that 
one such assignment could be the role of boot processor. See 
Wolfe Deel. (Ex. 1003) ,i 194. A POSITA would have been 
motivated to combine these disclosures from Safford and 
Kennedy to improve the reliability of Safford' s system by 
assigning the role of boot processor to a certain processor in 
case of a reboot. Id It was well within the skill of a POSIT A to 
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[9.2] assigning a role spare 
processor to another of said 
plurality of processors; 

modify Safford's system by Kennedy in this manner, and thus 
this combination of Safford and Kennedy would have been 
expected to succeed. Id Accordingly, Safford as modified by 
Kennedy taught assigning a role of boot processor to one of a 
plurality of processors in a system. Id 
Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing the designation of a hot 
standby processor. For example, Safford taught that "[t]he 
processor 125 may be designated as a 'hot standby,' and is 
sitting idle in lock step mode with the processor 127. Should 
one of the processors 111, 113, 121, and 123 suffer an error, the 
hot standby processors 125, 127 may be used to speed 
recovery from the resulting loss of lock step." Safford (Ex. 
1004) at 4:25-30. Accordingly, Safford as modified by Kennedy 
taught assigning a role of spare processor to another one of the 
plurality of processors in the system. Id 
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[9.3] responsive to detecting 
loss of lockstep for said boot 
processor, changing, during 
system runtime, the 
assignment of the role of boot 
processor to said spare 
processor; and 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing failing over a processor to 
a hot standby processor in response to a loss oflockstep. For 
example, Safford taught that, "[ u ]sing the impending loss of 
lock step signal, the computer system 100 may continue 
operating (processing) using one of the processors 111 and 
113 that did not experience an error." Safford (Ex. 1004) at 
3:27-30. "The processor 125 may be designated as a 'hot 
standby,' and is sitting idle in lock step mode with the 
processor 127. Should one of the processors 111, 113, 121, and 
123 suffer an error, the hot standby processors 125, 127 may 
be used to speed recovery from the resulting loss of lock 
step." Id at 4:25-30. "In block 210, the processor 111 signals 
the node controller 130 that the first processor pair 111/113 
has broken lock step and that the first processor pair 111/113 
should be taken 'off-line.'" Id at 4:37-40. Accordingly, Safford 
described replacing a failed processor with a hot spare processor 
in response to a loss of lockstep. See id at 3:27-30, 4:37-54. 
The '781 Patent notes that a firmware component known as a 
processor abstraction layer (PAL) "copies all the needed 
information from memory into the internal registers of the hot 
spare processor so that the hot spare processor becomes a new 
active processor, transforming the role of the hot spare to boot 
processor." Ex. 1001 at 17:57-61. Safford disclosed this claim 
limitation through an identical process for transferring the role 
of boot processor to the spare processor. Safford (Ex. 1004) at 
32:29-32. For example, Safford taught "moving an architected 
state of the processor unit experiencing the loss of lock step 
to the spare processor unit, wherein the spare processor unit 
becomes an active processor unit in the computer system." 
Id. In view of this disclosure and the knowledge that a boot 
processor was a common component in computer systems (e.g., 
Safford's system), a POSITA would have understood Safford as 
disclosing the fail over of a boot processor to a hot spare 
processor in response to a loss oflockstep. See supra§ I.C.2; 
see also Wolfe Deel. (Ex. 1003) ,i 195. However, even if Safford 
is not interpreted as explicitly identifying the failed processor 
as having been the boot processor, Safford as modified by 
Kennedy would have performed boot processor failover. See, 
e.g., Kennedy (Ex. 1005) at 7:5-13. In view of the above 
citations, Safford taught replacing a failed processor with a hot 
spare processor in response to a loss of lockstep, and Kennedy 
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taught failing over the boot processor to an alternate processor. 
See Wolfe Deel. (Ex. 1003) ,i 195. A POSITA would have been 
motivated to combine these disclosures from Safford and 
Kennedy to improve the reliability of Safford's system by 
providing high availability in the event that the boot processor 
fails before a reboot occurs. Id It was well within the skill of a 
POSITA to modify Safford's system by Kennedy in this 
manner, and thus this combination of Safford and Kennedy 
would have been expected to succeed. Id Accordingly, Safford 
as modified by Kennedy taught changing, during system 
runtime, the assigned role of boot processor to the spare 
processor in response to loss of lockstep for the boot processor. 
Id 
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[9.4] responsive to changing 
the assignment of the role of 
boot processor to said spare 
processor, an operating 
system of the system 
recogmzmg said spare 
processor as the boot 
processor without requiring 
shutdown of said operating 
system. 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing the improved availability 
of processor assets to avoid a computer system crash and by 
disclosing a central boot ROM that is used by the operating 
system and stores the boot code executed in conjunction with 
the operating system to boot the system. For example, in 
focusing on "improv[ing] availability of the processor assets of 
the computer system", Safford notes that "loss of lock step, if 
not promptly corrected, may cause the computer system 18 to 
crash." Safford (Ex. 1004) at 3 :21-22, 1:45-47. Even if Safford 
did not explicitly disclose an operating system that recognizes 
the spare processor as the boot processor without requiring 
shutdown, Safford as modified by Kennedy would have 
rendered this claim limitation obvious to a POSITA. For 
example, according to Kennedy, "a central system boot ROM 
150 accessible by all processors ... may be used by the operating 
system." Kennedy (Ex. 1005) at 9:1-5. "[T]he CPUl 120 
controls the system again and begins the operating system boot 
process." Id at 9:53-55. "The alternate boot processors .. . can 
execute the boot code in the central boot ROM 150". Id at 
10:42-45. A POSITA would have understood that, because 
Kennedy's central boot ROM 150 is used by the operating 
system and stores the boot code executed in conjunction with 
the operating system to boot the system, the operating system 
would recognize the spare processor as the boot processor after 
fail over without requiring shutdown of the operating system, 
especially if Kennedy is to achieve its objective of providing 
fault tolerance and high availability. See Kennedy (Ex. 1005) at 
9: 1-5, 9:53-55, 10:42-45; see also Wolfe Deel. (Ex. 1003) ,i 196. 
This conclusion of a POSIT A's understanding is also supported 
by Safford's objective of avoiding system crashes. See Safford 
(Ex. 1004) at 3 :21-22, 1 :45-47. A POSIT A would have been 
motivated to combine these disclosures from Safford and 
Kennedy to improve the reliability of Safford' s system by 
providing fault tolerance and high availability in the event that 
the boot processor fails before a reboot occurs. See Wolfe Deel. 
(Ex. 1003) ,i 196. It was well within the skill of a POSITA to 
modify Safford's system by Kennedy in this manner, and thus 
this combination of Safford and Kennedy would have been 
expected to succeed. Id Accordingly, Safford as modified by 
Kennedy would have rendered obvious to a POSITA an 
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[10] 

[11] 

[12] The method of claim 9 
further compnsmg [12.1] 
determining at least one 
processor that is coupled to a 
common communication bus 
with said one of said plurality 
processors assigned to the 
role of boot processor; and 

operating system that recognizes the spare processor as the boot 
processor without requiring shutdown. Id 
Claim 10 recites subject matter that is substantially similar to 
Claim 2 and is therefore rendered obvious for the same reasons 
as Claim 2 above. 
Claim 11 recites subject matter that is substantially similar to 
Claim 2 and is therefore rendered obvious for the same reasons 
as Claim 2 above. 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing a determinization that the 
alternate processor is installed in one of the slots of a backplane 
bus and that the boot processor is installed in another one of the 
slots of the backplane bus. Even if Safford did not explicitly 
disclose determining a processor that is coupled to a common 
communication bus with the boot processor, Safford as 
modified by Kennedy would have determined that the alternate 
processor and the boot processor are coupled to the same 
backplane bus. For example, according to Kennedy, "the system 
has a centrally accessible memory, a default boot central 
processing unit installed in a first slot on the backplane bus, 
and may also have one or more alternate boot central 
processing units installed in a second slot on the backplane 
bus." Kennedy (Ex. 1005) at 2:34-38. In view of these citations, 
Kennedy taught that the boot processor and the alternate boot 
processors are installed in specific slots along the same 
backplane bus. Based on this disclosure from Kennedy, a 
POSITA would have understood that any alternate processor 
installed in one of the slots of the backplane bus would have 
been coupled to a common communication bus with the boot 
processor. See Wolfe Deel. (Ex. 1003) ,i 197. As a result, any 
form of identifying such an alternate processor would constitute 
a determination of an alternate processor coupled to a common 
communication bus with the boot processor. Id A POSIT A 
would have been motivated to combine these disclosures from 
Kennedy with Safford to improve the communication 
capabilities of Safford's system for fault tolerance and high 
availability. Id. It was well within the skill of a POSIT A to 
modify Safford's system by Kennedy in this manner, and thus 
this combination of Safford and Kennedy would have been 
expected to succeed. Id Accordingly, Safford as modified by 
Kennedy taught this claim limitation. Id 

Page 499 of 1042



[12.2] selecting said another 
of said plurality of processors 
to be assigned the role of 
spare processor from said 
determined at least one 
processor 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing the selection of one or 
more alternate (e.g., spare) boot processors by installing the 
alternate boot processor into a specific slot corresponding to the 
alternate boot role on the backplane bus. Even if Safford did not 
explicitly disclose selecting the processor coupled to the 
common communication bus as the spare processor, Safford as 
modified by Kennedy would have selected the alternate 
processor installed in the same backplane bus as the boot 
processor to be the spare. For example, according to Kennedy, 
"the system has a centrally accessible memory, a default boot 
central processing unit installed in a first slot on the 
backplane bus, and may also have one or more alternate boot 
central processing units installed in a second slot on the 
backplane bus." Kennedy (Ex. 1005) at 2:34-38. A POSITA 
would have been motivated to combine these disclosures from 
Kennedy with Safford to improve the reliability of Safford's 
system by providing fault tolerance and high availability in the 
event that the boot processor fails before a reboot occurs. See 
Wolfe Deel. (Ex. 1003) ,i 198. It was well within the skill of a 
POSITA to modify Safford's system by Kennedy in this 
manner, and thus this combination of Safford and Kennedy 
would have been expected to succeed. Id Accordingly, Safford 
as modified by Kennedy taught this claim limitation. Id 
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[13] The method of claim 9 
further comprising: during 
system boot-up, system 
firmware identifying the 
spare processor and holding 
said spare processor m 
reserve as a hot spare. 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing a BIOS responsible for 
identifying a spare processor and holding the same in reserve as 
a hot spare. Safford taught identifying a spare processor and 
holding the spare processor in reserve as a hot spare for at least 
the same reasons provided above in connection with claim 1. 
Even if Safford did not explicitly disclose doing so via system 
firmware, Safford as modified by Kennedy would have rendered 
this claim limitation obvious to a POSITA. For example, 
according to Kennedy, "central boot ROM 150 comprises a 
read-only-memory with the basic input/output system (BIOS) 
instruction set for an INTEL 80486 or 80386 microprocessor. 
Accordingly, in the present embodiment, at least one CPU 
connected to the 64-bit bus is, or emulates, an INTEL 80486 or 
80386 microprocessor in order to boot the system." Kennedy 
(Ex. 1005) at 4:25-33. "[A] central system boot ROM 150 
accessible by all processors ... may be used by the operating 
system." Kennedy (Ex. 1005) at 9:1-5. "[T]he CPUl 120 
controls the system again and begins the operating system boot 
process." Id at 9:53-55. "The alternate boot processors ... can 
execute the boot code in the central boot ROM 150". Id at 
10:42-45. The BIOS was a very well-known example of 
firmware. Wolfe Deel. (Ex. 1003) ,i 199. In view of the above 
citations and this common knowledge, a POSIT A would have 
understood that Kennedy's BIOS constitutes firmware 
responsible for identifying a spare processor and holding the 
same in reserve as a hot spare. Id A POSIT A would have been 
motivated to combine these disclosures from Safford and 
Kennedy to achieve cost savings by performing these tasks with 
firmware instead of using additional hardware. See id. It was 
well within the skill of a POSIT A to modify Safford' s system 
by Kennedy in this manner, and thus this combination of 
Safford and Kennedy would have been expected to succeed. Id 
Accordingly, Safford as modified by Kennedy would have 
rendered the subject matter of claim 13 obvious to a POSITA. 
Id 
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[14] The method of claim 9 
further compnsmg: during 
system boot-up, system 
firmware booting the spare 
processor as an active spare. 

[15] The method of claim 9 
wherein system firmware 
performs said changing 
operation. 

Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing a BIOS responsible for 
booting the spare processor as an active spare. Safford taught 
booting the spare processor as an active spare for at least the 
same reasons provided above in connection with claim 6. Even 
if Safford did not explicitly disclose doing so via system 
firmware, Safford as modified by Kennedy would have rendered 
this claim limitation obvious to a POSITA. For example, 
according to Kennedy, "central boot ROM 150 comprises a 
read-only-memory with the basic input/output system (BIOS) 
instruction set for an INTEL 80486 or 80386 microprocessor. 
Accordingly, in the present embodiment, at least one CPU 
connected to the 64-bit bus is, or emulates, an INTEL 80486 or 
80386 microprocessor in order to boot the system." Kennedy 
(Ex. 1005) at 4:25-33. "[A] central system boot ROM 150 
accessible by all processors ... may be used by the operating 
system." Kennedy (Ex. 1005) at 9:1-5. "[T]he CPUl 120 
controls the system again and begins the operating system boot 
process." Id at 9:53-55. "The alternate boot processors .. . can 
execute the boot code in the central boot ROM 150". Id at 
10:42-45. The BIOS was a very well-known example of 
firmware. Wolfe Deel. (Ex. 1003) ,i 200. In view of the above 
citations and this common knowledge, a POSITA would have 
understood that Kennedy's BIOS constitutes firmware 
responsible for booting the spare processor as an active spare. 
Id A POSIT A would have been motivated to combine these 
disclosures from Safford and Kennedy to enable Safford's 
system to dynamically modify the activity of spare processors 
(e.g., between active spare and hot spare) to increase efficiency 
and/or throughput. See id. It was well within the skill of a 
POSITA to modify Safford's system by Kennedy in this 
manner, and thus this combination of Safford and Kennedy 
would have been expected to succeed. Id Accordingly, Safford 
as modified by Kennedy would have rendered the subject matter 
of claim 14 obvious to a POSITA. Id 
Safford as modified by Kennedy disclosed, or at least rendered 
obvious, this limitation by disclosing a BIOS included in an 
IOSM responsible for changing the role of boot processor to the 
spare processor. Safford taught performing the changing 
operation for at least the same reasons provided above in 
connection with claim 9. Even if Safford did not explicitly 
disclose doing so via system firmware, Safford as modified bv 
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Kennedy would have rendered this claim limitation obvious to a 
POSITA. For example, Kennedy taught that each CPU includes 
a slot selection (sometimes referred to as "SS") logic for selecting 
which CPU is designated as the boot processor. "In general, the 
slot select logic 148 on the default boot CPU allows this CPU to 
boot." Kennedy (Ex. 1005) at 10:29-31, FIG. 3. Kennedy's 
input/output services module ("IOSM") is responsible for 
changing the role of boot processor to the spare processor in 
conjunction with the CPUs' slot selection logic. See id at 6:36-
38, FIG. 3. For example, "[a]ny other slot selection circuits on 
CPUs installed in the system have a corresponding slot selection 
line from the IOSM 108." Id. As demonstrated by FIG. 3 of 
Kennedy reproduced below, Kennedy's IOSM includes the 
BIOS. 

SLOT1 -120 SLOT2 _____ c.!}.? SLOT.3 -160 
1·---------

CPU1 CPU2 1 CPU3 

FIG. 3 
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The BIOS was a very well-known example of firmware. Wolfe 
Deel. (Ex. 1003) ,i 201. In view of the above citations and this 
common knowledge, a POSIT A would have understood that 
that Kennedy's BIOS, which constitutes firmware, is 
responsible for changing the role of boot processor to the spare 
processor in conjunction with the CPUs' slot selection logic. Id 
A POSITA would have been motivated to combine these 
disclosures from Safford and Kennedy to achieve cost savings 
by performing the change operation with firmware instead of 
using additional hardware. See id. It was well within the skill of 
a POSITA to modify Safford's system by Kennedy in this 
manner, and thus this combination of Safford and Kennedy 
would have been expected to succeed. Id Accordingly, Safford 
as modified by Kennedy would have rendered the subject matter 
of claim 15 obvious to a POSITA. 
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Appendix C 

This claim chart compares claims 1-6 and 9-15 to U.S. Patent No. 5,450,576 to Kennedy et al. 
("Kennedy") (Ex. 1005) in view of U.S. Patent Publication No. 2004/0123201 to Nguyen et al. 
("Nguyen") (Ex. 1008) and Fox U.S. Patent No. 7,251,746 to Fox ("Fox") (Ex. 1006). Kennedy 
qualifies as prior art under at least 35 U.S.C. §§ 102(a), 102(b), and 102(e) and is a valid prior-art 
reference for the purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). Nguyen 
qualifies as prior art under at least 35 U.S.C. §§ 102(a) and 102(e) and is a valid prior-art reference 
for the purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). Fox qualifies as 
prior art under at least 35 U.S.C. §§ 102(e) and is a valid prior-art reference for the purpose of 
establishing an obviousness rejection under 35 U.S.C. § 103(a). 

The table below reflects Ground 3 presented in the corresponding Request for Reexamination. 
Further, corroborated evidence reflecting the perspective knowledge of a person having ordinary 
skill in the art at the time of the invention of the '781 Patent (a "POSITA") is provided through the 
declaration of Wolfe (Ex. 1003). 

[1.pre] A system 
com nsm : 
[1.1] a plurality 
of processors; 

Kennedy disclosed a system. For example, Kennedy taught 
"multi rocessor com uter s stems." Kenned Ex. 1005 at 1:14-15. 
Kennedy disclosed this limitation by disclosing multiprocessor 
computer systems that enable a boot processor to fail over to an 
alternate processor. For example, Kennedy taught "multiprocessor 
computer systems." Kennedy (Ex. 1005) at 1: 14-15. Kennedy's 
disclosure "relates to a method and apparatus to automatically control 
the determination of which processor in the system will boot the 
system." Id at 1:15-17. Kennedy further disclosed that, "[i]fthe boot 
processor fails, control automatically shifts to an alternate 
processor." Id at 1: 17-19. Accordingly, Kennedy taught a plurality of 
rocessors. 
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[1.2] data 
storage storing 
information that 
assigns a role of 
boot processor to 
one of said 
plurality of 
processors and 
assigns a role of 
spare processor 
to another of 
said plurality of 
processors; and 

Kennedy disclosed, or at least rendered obvious, this limitation by 
disclosing memories that hold configuration information about 
processors that are assigned the roles of boot processor and spare 
processor. For example, Kennedy taught that "[t]he CPU ISTC 
memories hold configuration information." Kennedy (Ex. 1005) at 
7:33-35. Kennedy also taught that, "[a]s previously explained, the 
ISTC memory associated with each CPU contains ... configuration 
information about the CPU. Thus, the boot CPU determines how 
many CPUs are present on the bus." Id at 9: 16-21. Kennedy further 
taught that, "if this 'default' boot processor fails[,]" then an alternate 
processor "should take over boot operations to enhance availability of 
the system." Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy 
taught that "one default boot CPU is designated to boot the system, 
and if this CPU fails, control transfers automatically to an alternate 
processor." Id at 2: 17-21. In view of the above citations, Kennedy 
taught memories that store CPU configuration information that 
includes the roles of boot processor and alternate processor in the 
system. See Wolfe Deel. (Ex. 1003) ,i 204. Accordingly, Kennedy 
taught data storage storing information that assigns the role of boot 
processor to one of the processors and assigns the role of spare 
processor to another one of the processors. Id 
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[1.3] logic 
operable, 
responsive to 
detecting loss of 
lockstep for said 
boot processor, 
for transferring, 
during system 
runtime, the role 
of boot processor 
to said spare 
processor, 

Kennedy as modified by Nguyen disclosed, or at least rendered 
obvious, this limitation by disclosing the transfer of the boot processor 
role to the alternate processor in response to a loss of lockstep. For 
example, Kennedy taught that, "if this 'default' boot processor 
fails[,]" then an alternate processor "should take over boot 
operations to enhance availability of the system." Kennedy (Ex. 1005) 
at 7:9-13. In addition, Kennedy taught that "one default boot CPU is 
designated to boot the system, and if this CPU fails, control 
transfers automatically to an alternate processor." Id at 2: 17-21. 
Even if Kennedy did not explicitly identify the boot processor's 
failure as being a loss of lockstep, Kennedy as modified by Nguyen 
would have detected a loss of lockstep. See, e.g., Nguyen (Ex. 1008) ,i 
[0008], [0024], [0054]-[0055]. For example, Nguyen taught that 
"[e]xecution cores 120 operate in lock step." Nguyen (Ex. 1008) ,i 
[0024]. "PRC-hardware compares results generated by each core, 
and if a discrepancy is detected, the FRC system passes control to an 
error-handling routine." Id , [0006]. "However, for PRC-enabled 
processors, such errors are likely to be manifested as FRC errors, 
since they take the execution cores out oflock-step." Id ,i [0008]. 
"[E]ach execution core may include a status bit that is set if an error is 
detected. The master execution core may check this bit to determine 
if it has also generated an error." Id ,i [0050]. Accordingly, Nguyen 
described detecting a loss of lockstep. In view of the above citations, 
Kennedy taught logic that causes its system to replace the boot 
processor with an alternate processor in response to a failure of the 
boot processor, and Nguyen taught detecting an error (i.e., a loss of 
lockstep). See Wolfe Deel. (Ex. 1003) ,i 205. A POSITA would have 
been motivated to combine these disclosures from Kennedy and 
Nguyen to improve the reliability of Kennedy's system by providing 
fault tolerance and high availability in the event that the boot 
processor fails through a loss of lockstep. Id It was well within the 
skill of a POSIT A to modify Kennedy's system by Nguyen in this 
manner, and thus this combination of Kennedy and Nguyen would 
have been expected to succeed. Id Accordingly, Kennedy as modified 
by Nguyen taught logic operable for transferring the role of boot 
processor to the spare processor during system runtime in response to 
detecting loss of lockstep for the boot processor. Id 
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[1.4] wherein 
said another of 
said plurality of 
processors that is 
assigned said 
role of spare 
processor is held 
m reserve as a 
hot spare 
processor until 
said loss of 
lockstep is 
detected for said 
boot processor. 

Kennedy as modified by Nguyen and Fox disclosed, or at least 
rendered obvious, this limitation by disclosing the transfer of the boot 
processor role to the spare processor in response to detecting loss of 
lockstep and by disclosing the automatic fail over to a hot spare 
processor. For example, Kennedy as modified by Nguyen taught a 
spare processor that assumes the role of boot processor in response to 
a loss of lockstep for at least the reasons provided above. Even if 
Kennedy did not explicitly identify the spare processor as having been 
a hot spare processor that is held in reserve, Kennedy as modified by 
Nguyen and Fox would have transferred the role of boot processor to a 
hot spare processor. See, e.g., Fox (Ex. 1006), Abstract. For example, 
according to Fox, "[t]he invention provides a substantially seamless 
transfer of executing processes from the failing processor to the 
replacement processor, without halting the execution of the operating 
system (OS) and/or applications on the overall MP. That is, a failing 
processor is able to automatically fail-over to a hot-spare processor 
without affecting the OS or executing applications." Fox (Ex. 1006) at 
4:16-23. In view of the above citations, Kennedy as modified by 
Nguyen and Fox disclosed, or at least rendered obvious, transferring 
the role of boot processor to a hot spare processor during system 
runtime in response to detecting loss of lockstep for the boot 
processor. See Wolfe Deel. (Ex. 1003) ,i 206. A POSITA would have 
been motivated to combine these disclosures from Kennedy, Nguyen, 
and Fox to decrease delays in failing over from the boot processor to 
the spare processor. Id It was well within the skill of a POSIT A to 
modify Kennedy's system by Nguyen and Fox in this manner, and 
thus this combination of Kennedy, Nguyen, and Fox would have been 
expected to succeed. Id Accordingly, Kennedy as modified by 
Nguyen and Fox taught that the processor assigned the role of spare is 
held in reserve as a hot spare processor until the loss of lockstep is 
detected for the boot processor. Id 
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[2] The system 
of claim 1 
wherein said 
data storage is 
non-volatile data 
storage. 

Kennedy as modified by Nguyen and Fox disclosed, or at least 
rendered obvious, this limitation by disclosing non-volatile memory 
that stores the configuration information in the system. For example, 
as explained above in connection with claim 1, Kennedy as modified 
by Nguyen and Fox taught data storage storing information that 
assigns the role of boot processor to one of the processors and assigns 
the role of spare processor to another one of the processors. Kennedy 
further taught that "[t]he CPUl 120 has a corresponding non-volatile 
memory 123 which contains configuration information and CPU 
specific initialize and self test code (ISTC) for the CPUl 120." 
Kennedy (Ex. 1005), 5: 15-18. From these disclosures, a POSITA 
would have understood that the data storage that stores the 
information assigning the roles of boot processor and spare processor 
included non-volatile memory. See Wolfe Deel. (Ex. 1003) ,i 207. 
Accordingly, Kennedy as modified by Nguyen and Fox would have 
rendered the subject matter of claim 2 obvious to a POSIT A. Id. 
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[3] The system 
of claim 1 
further 
compnsmg: a 
user interface 
operable to 
receive input 
specifying said 
one of said 
plurality of 
processors to be 
assigned said 
role of boot 
processor. 

Kennedy as modified by Nguyen, Fox, and common knowledge in the 
art rendered obvious this limitation by disclosing the selection of a 
processor type to boot the system. In other words, even if Kennedy did 
not explicitly disclose a user interface that receives input specifying 
the processor assigned the role of boot processor, Kennedy as 
modified by Nguyen, Fox, and common knowledge in the art would 
have rendered this claim limitation obvious to a POSITA. For 
example, Kennedy taught selecting which processor among multiple 
processors is to boot the system. See Kennedy (Ex. 1005) at 4:33-34. 
Specifically, "other processor types may be selected to boot the 
system with a corresponding change in the boot ROM 150, as well 
known in the art." Id It was well known in the art that the act of 
selecting processor roles in computer systems (e.g., master/slave 
designations, distinct duty assignments or permissions in asymmetric 
multiprocessor configurations, etc.) is often performed via user 
interfaces. See Wolfe Deel. (Ex. 1003) ,i 208. Based on this common 
knowledge in the art, a POSITA would have understood Kennedy's 
disclosure of selecting the processor to boot the system as including a 
boot processor selection made by input received via a user interface. 
Id A POSIT A would have been motivated to modify Kennedy by 
Nguyen, Fox, and this common knowledge in the art to enable a user 
to select which processor is to boot the system via a user interface. Id 
It was well within the skill of a POSIT A to modify Kennedy's system 
by Nguyen, Fox, and the common knowledge in this manner, and thus 
this combination of Kennedy, Nguyen, Fox, and the common 
knowledge would have been expected to succeed. Id Accordingly, 
Kennedy as modified by Nguyen, Fox, and this common knowledge in 
the art would have rendered the subject matter of claim 3 obvious to a 
POSITA. Id 
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[4] The system 
of claim 1 
further 
compnsmg: a 
user interface 
operable to 
receive input 
specifying said 
another of said 
plurality of 
processors to be 
assigned said 
role of spare 
processor. 

Kennedy as modified by Nguyen, Fox, and common knowledge in the 
art rendered obvious this limitation by implicitly disclosing the 
selection of a processor type that does not boot the system. In other 
words, even if Kennedy did not explicitly disclose a user interface that 
receives input specifying the processor assigned the role of spare 
processor, Kennedy as modified by Nguyen, Fox, and common 
knowledge in the art would have rendered this claim limitation 
obvious to a POSITA. For example, Kennedy taught selecting which 
processor among multiple processors is to boot the system. See 
Kennedy (Ex. 1005) at 4:33-34. Specifically, "other processor types 
may be selected to boot the system with a corresponding change in 
the boot ROM 150, as well known in the art." Id at 4:33-34. It was 
well known in the art that the act of selecting processor roles in 
computer systems (e.g., master/slave designations, distinct duty 
assignments or permissions in asymmetric multiprocessor 
configurations, etc.) is often performed via user interfaces. See Wolfe 
Deel. (Ex. 1003) ,i 209. Based on this common knowledge in the art, a 
POSIT A would have understood Kennedy's disclosure of selecting the 
processor to boot the system as including a spare processor selection 
(e.g., one of the alternate processors not selected as the boot 
processor) made by input received via a user interface. Id A POSITA 
would have been motivated to modify Kennedy by Nguyen, Fox, and 
this common knowledge in the art to enable a user to select, via a user 
interface, which processor is to serve as a spare to the boot processor. 
Id A POSIT A would have been motivated to modify Kennedy by 
Nguyen, Fox, and this common knowledge in the art to enable a user 
to select, via a user interface, which processor is to serve as a spare to 
the boot processor. Id It was well within the skill of a POSIT A to 
modify Kennedy's system by Nguyen, Fox, and the common 
knowledge in this manner, and thus this combination of Kennedy, 
Nguyen, Fox, and the common knowledge would have been expected 
to succeed. Id Accordingly, Kennedy as modified by Nguyen, Fox, 
and this common knowledge in the art would have rendered the 
subject matter of claim 4 obvious to a POSITA. Id 
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[5] The system 
of claim 1 
wherein each of 
said plurality of 
processors 1s a 
processor 
module that 
includes a master 
processor and a 
slave processor. 

Kennedy as modified by Nguyen and Fox disclosed, or at least 
rendered obvious, this limitation by disclosing multicore processors 
that each include master and slave execution cores. Even if Kennedy 
did not explicitly disclose that each of its processors is a processor 
module that includes master and slave processors, Kennedy as 
modified by Nguyen and Fox would have incorporated processor 
modules that each include master and slave execution cores. For 
example, Nguyen "relates to microprocessors and, in particular, to 
mechanisms for handling errors in FRC-enabled processors." 
Nguyen (Ex. 1008) 1 [0002]. Nguyen also taught "a mechanism for 
handling recoverable and non-recoverable errors in multi-core 
processors." Id 1 [0058]. "Processor 110 includes first and second 
execution cores 120(a), 120(b)." Id 1 [0020]. "For one embodiment, 
one of execution cores may be designated as the master core and the 
other as the slave core when processor 10 is operating in FRC 
mode." Id 1 [0047]. In view of the above citations, Kennedy as 
modified by Nguyen and Fox taught multi core processor modules that 
each include master and slave execution cores. See Wolfe Deel. (Ex. 
1003) 1210. A POSIT A would have been motivated to combine these 
disclosures from Kennedy, Nguyen, and Fox to improve the spatial 
efficiency of Kennedy's system by consolidating the amount of space 
occupied by the processors. Id It was well within the skill of a 
POSITA to modify Kennedy's system by Nguyen and Fox in this 
manner, and thus this combination of Kennedy, Nguyen, and Fox 
would have been expected to succeed. Id Accordingly, Kennedy as 
modified by Nguyen and Fox taught that each processor is a processor 
module including a master processor and a slave processor. 
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[6] The system 
of claim 1 
wherein said 
another of said 
plurality of 
processors that is 
assigned said 
role of spare 
processor 1s an 
active spare 
before being 
transferred said 
role of boot 
processor. 

Kennedy as modified by Nguyen and Fox disclosed, or at least 
rendered obvious, this limitation by disclosing the spare as active 
before the role of boot processor is transferred. Even if Kennedy did 
not explicitly disclose that the alternate processor is an active spare 
before being transferred the role of boot processor, Kennedy as 
modified by Nguyen and Fox would have included the alternate 
processor as an active spare before being transferred the role of boot 
processor. For example, Fox's BIOS "brings the standby processor 
out of the held-off state and into an active state." Fox (Ex. 1006) at 
7:8-10. In view of this disclosure, Kennedy as modified by Nguyen 
and Fox taught that the alternate processor is an active spare before 
being transferred the role of boot processor. See Wolfe Deel. (Ex. 
1003) ,i 211. A POSIT A would have been motivated to combine these 
disclosures from Kennedy, Nguyen, and Fox to improve the usage 
and/or efficiency of the processors in the system. Id It was well 
within the skill of a POSIT A to modify Kennedy's system by Nguyen 
and Fox in this manner, and thus this combination of Kennedy, 
Nguyen, and Fox would have been expected to succeed. Id 
Accordingly, Kennedy as modified by Nguyen and Fox taught that the 
spare is active before being transferred the role of boot processor. Id 
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[7] The system 
of claim 1 
further 
compnsmg: an 
operating 
system, wherein, 
responsive to the 
logic transferring 
the role of boot 
processor to the 
spare processor, 
the operating 
system 
recognizes the 
spare processor 
as the boot 
processor. 

Kennedy as modified by Nguyen and Fox disclosed, or at least 
rendered obvious, this limitation by disclosing the failover to a hot 
spare processor without affecting the OS or executing applications. 
Even if Kennedy did not explicitly disclose an operating system that 
recognizes the spare processor as the boot processor after the role 
transfer, Kennedy as modified by Nguyen and Fox would have 
rendered this claim limitation obvious to a POSITA. For example, Fox 
taught that "[t]he invention provides a substantially seamless transfer 
of executing processes from the failing processor to the replacement 
processor, without halting the execution of the operating system 
(OS) and/or applications on the overall MP. That is, a failing 
processor is able to automatically fail-over to a hot-spare processor 
without affecting the OS or executing applications." Fox (Ex. 1006) 
at 4: 16-25. Fox also taught that, "once the spare processor has been 
successfully brought on line, the BIOS (table) is updated and the OS 
[and] bus controllers ... are messaged to change their configurations 
to reflect a processor change from the failing processor to the 
spare processor." Id at 8: 10-14. "Control is then returned to the 
OS, which updates the 'active' processor list and allocates the 
threads that were running on the failing processor to the hot-
spare processor." Id, Abstract, 3:28-31, 6:64-67. In view of the 
above citations, a POSITA would have understood that, because Fox's 
failing processor automatically fails over to a hot spare processor 
without affecting the operating system and then control is returned to 
the operating system which updates the "active" processor list, the 
operating system would recognize the spare processor as having 
assumed the role of the failing processor after the role transfer. See 
Wolfe Deel. (Ex. 1003) ,i 212. Or at the very least, Kennedy as 
modified by Nguyen and Fox would have rendered the subject matter 
of claim 7 obvious to a POSITA due at least in part to Fox's failing 
processor automatically being replaced by a hot spare processor 
without affecting the operating system and then having control 
returned to the operating system which updates the "active" processor 
list. Id It was well within the skill of a POSIT A to modify Nguyen's 
system by Kennedy and Fox in this manner, and thus this combination 
of Kennedy, Nguyen, and Fox would have been expected to succeed. 
Id 
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[8] The system Kennedy as modified by Nguyen and Fox disclosed, or at least 
of claim 1 rendered obvious, this limitation by disclosing IPF processors. Even if 
wherein said Kennedy did not explicitly disclose that its processors are IPF 
plurality of processors, Kennedy as modified by Nguyen and Fox would have 
processors are included IPF processors. For example, Nguyen taught that "[o]ne 
Itanium embodiment of the recovery mechanism employs code that is closely 
Processor associated with the processor. For example, the ltanium Processor 
Family (IPF) Family of Intel Corporation employs a layer of firmware called 
processors. processor abstraction layer (PAL), which provides an abstraction of 

the processor to the rest of the computing system." Nguyen (Ex. 1008) 
1 [0045]. In view of the above citations, Kennedy as modified by 
Nguyen and Fox taught that the processors would have been IPF 
processors. See Wolfe Deel. (Ex. 1003) 1213. A POSITA would have 
been motivated to combine these disclosures from Kennedy, Nguyen, 
and Fox to improve the spatial efficiency of the system by 
consolidating the processors into the multicore processor package 
used by the IPF. Id It was well within the skill of a PO SITA to 
modify Kennedy's system by Nguyen and Fox in this manner, and 
thus this combination of Kennedy, Nguyen, and Fox would have been 
expected to succeed. Id Accordingly, Kennedy as modified by 
Nguyen and Fox taught this claim limitation. 

[9.pre] A Kennedy disclosed a method. For example, Kennedy taught "a 
method method and apparatus to automatically control the determination of 

. . 
which processor in the system will boot the system." Kennedy (Ex . compnsmg: 
1005) at 1: 15-17. 

[9.1] assigning a Kennedy disclosed, or at least rendered obvious, this limitation by 
role of boot disclosing a processor that is assigned the role of boot processor in a 
processor to one multiprocessor system. For example, Kennedy taught that, "if this 
of a plurality of 'default' boot processor fails[,]" then an alternate processor "should 
processors m a take over boot operations to enhance availability of the system." 
system; Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that "one 

default boot CPU is designated to boot the system, and if this CPU 
fails, control transfers automatically to an alternate processor." Id at 
2: 17-21. Kennedy also taught "multiprocessor computer systems." 
Id at 1:14-15. In view of the above citations, Kennedy taught 
assigning the role of boot processor to one of the processors in the 
system. See Wolfe Deel. (Ex. 1003) 1214. Accordingly, Kennedy 
taught assigning the role of boot processor to one of the processors in 
the system. Id 
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[9.2] assigning a 
role spare 
processor to 
another of said 
plurality of 
processors; 

Kennedy disclosed, or at least rendered obvious, this limitation by 
disclosing a processor that is assigned the role of alternate processor in 
a multiprocessor system. For example, Kennedy taught that, "if this 
'default' boot processor fails[,]" then an alternate processor "should 
take over boot operations to enhance availability of the system." 
Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that "one 
default boot CPU is designated to boot the system, and if this CPU 
fails, control transfers automatically to an alternate processor." Id at 
2: 17-21. Kennedy also taught "multiprocessor computer systems." 
Id at 1:14-15. In view of the above citations, Kennedy taught 
assigning the role of alternate processor to one of the processors in the 
system. See Wolfe Deel. (Ex. 1003) ,i 215. Accordingly, Kennedy 
taught assigning the role of spare processor to one of the processors in 
the system. Id 
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[9.3] responsive 
to detecting loss 
of lockstep for 
said boot 
processor, 
changing, during 
system runtime, 
the assignment 
of the role of 
boot processor to 
said spare 
processor; and 

Kennedy as modified by Nguyen disclosed, or at least rendered 
obvious, this limitation by disclosing the replacement of the boot 
processor with the alternate processor in response to a loss of lockstep 
for the boot processor. For example, Kennedy taught that, "if this 
'default' boot processor fails[,]" then an alternate processor "should 
take over boot operations to enhance availability of the system." 
Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that "one 
default boot CPU is designated to boot the system, and if this CPU 
fails, control transfers automatically to an alternate processor." Id 
at 2: 17-21. Even if Kennedy did not explicitly identify the boot 
processor's failure as being a loss oflockstep, Kennedy as modified 
by Nguyen would have detected a loss of lockstep. See, e.g., Nguyen 
(Ex. 1008) 1 [0008], [0024], [0054]-[0055]. For example, Nguyen 
taught that "[e]xecution cores 120 operate in lock step." Nguyen (Ex. 
1008) 1 [0024]. "FRC-hardware compares results generated by each 
core, and if a discrepancy is detected, the FRC system passes control 
to an error-handling routine." Id, [0006]. "However, for FRC­
enabled processors, such errors are likely to be manifested as FRC 
errors, since they take the execution cores out of lock-step." Id 1 
[0008]. "[E]ach execution core may include a status bit that is set if an 
error is detected. The master execution core may check this bit to 
determine if it has also generated an error." Id 1 [0050]. 
Accordingly, Nguyen described detecting a loss of lockstep. In view 
of the above citations, Kennedy taught replacing the boot processor 
with an alternate processor in response to a failure of the boot 
processor, and Nguyen taught detecting an error (i.e., a loss of 
lockstep). See Wolfe Deel. (Ex. 1003) 1216. A POSITA would have 
been motivated to combine these disclosures from Kennedy and 
Nguyen to improve the reliability of Kennedy's system by providing 
fault tolerance and high availability in the event that the boot 
processor fails through a loss of lockstep. Id It was well within the 
skill of a POSIT A to modify Kennedy's system by Nguyen in this 
manner, and thus this combination of Kennedy and Nguyen would 
have been expected to succeed. Id Accordingly, Kennedy as modified 
by Nguyen taught changing the assignment of the role of boot 
processor to the spare processor during system runtime in response to 
detecting loss of lockstep for the boot processor. Id 
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[9.4] responsive Kennedy as modified by Nguyen and Fox disclosed, or at least 
to changing the rendered obvious, this limitation by disclosing the failover to a hot 
assignment of spare processor without affecting the OS or executing applications. 
the role of boot Even if Kennedy did not explicitly disclose an operating system that 
processor to said recognizes the spare processor as the boot processor after the role 
spare processor, transfer, Kennedy as modified by Nguyen and Fox would have 
an operating rendered this claim limitation obvious to a POSITA. For example, Fox 
system of the taught that "[t]he invention provides a substantially seamless transfer 
system of executing processes from the failing processor to the replacement 
recognizing said processor, without halting the execution of the operating system 
spare processor (OS) and/or applications on the overall MP. That is, a failing 
as the boot processor is able to automatically fail-over to a hot-spare processor 
processor without affecting the OS or executing applications." Fox (Ex. 
without 1006), 4: 16-25. Fox also taught that, "once the spare processor has 

.. 
been successfully brought on line, the BIOS (table) is updated and requmng 

shutdown of said the OS [and] bus controllers ... are messaged to change their 
operating configurations to reflect a processor change from the failing 
system. processor to the spare processor." Id 8: 10-14. "Control is then 

returned to the OS, which updates the 'active' processor list and 
allocates the threads that were running on the failing processor to 
the hot-spare processor." Id, Abstract, 3:28-31, 6:64-67. In view of 
these citations, a POSITA would have understood that, because Fox's 
failing processor automatically fails over to a hot spare processor 
without affecting the operating system and then control is returned to 
the operating system which updates the "active" processor list, the 
operating system would recognize the spare processor as having 
assumed the role of the failing processor after fail over. See Wolfe 
Deel. (Ex. 1003) ,i 217. Or at the very least, Kennedy as modified by 
Nguyen and Fox would have rendered this subject matter obvious to a 
POSITA due at least in part to Fox's failing processor automatically 
failing over to a hot spare processor without affecting the operating 
system or applications. Id It was well within the skill of a POSITA to 
modify Kennedy's system by Nguyen and Fox in this manner, and 
thus this combination of Kennedy, Nguyen, and Fox would have been 
expected to succeed. Id 

[10] Claim 10 recites subject matter that is substantially similar to Claim 2 
and is therefore rendered obvious for the same reasons as Claim 2 
above. 

[11] Claim 11 recites subject matter that is substantially similar to Claim 2 
and is therefore rendered obvious for the same reasons as Claim 2 
above. 
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[12] The method Kennedy as modified by Nguyen and Fox disclosed, or at least 
of claim 9 rendered obvious, this limitation by disclosing the processors assigned 
further the roles of boot processor and spare processor as being coupled to a 

.. 
common communication bus. For example, Kennedy taught that "the compnsmg 

[12.1] system has a centrally accessible memory, a default boot central 
determining at processing unit installed in a first slot on the backplane bus, and 
least one may also have one or more alternate boot central processing units 
processor that is installed in a second slot on the backplane bus." Kennedy (Ex. 1005) 
coupled to a at 2:34-38. Based on this disclosure from Kennedy, a POSITA would 
common have understood that any alternate processor installed in one of the 
communication slots of the backplane bus would have been coupled to a common 
bus with said communication bus with the boot processor. See Wolfe Deel. (Ex. 
one of said 1003) ,i 218. As a result, any form of identifying such an alternate 
plurality processor would constitute a determination of an alternate processor 
processors coupled to a common communication bus with the boot processor. Id 
assigned to the Accordingly, Kennedy as modified by Nguyen and Fox taught this 
role of boot claim limitation. Id. 
processor; and 
[12.2] selecting Kennedy as modified by Nguyen and Fox taught assigning the role of 
said another of spare to a certain processor for at least the reasons provided above in 
said plurality of connection with claim 1. Moreover, Kennedy as modified by Nguyen 
processors to be and Fox taught determining that the spare processor is coupled to the 
assigned the role common communication bus for at least the same reasons provided 
of spare above in connection with this claim. Accordingly, Kennedy as 
processor from modified by Nguyen and Fox taught selecting a processor coupled to 
said determined the common communication bus to be assigned the role of spare. See 
at least one Wolfe Deel. (Ex. 1003) ,i 219. 
processor 
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[13] The method 
of claim 9 
further 
compnsmg: 
during system 
boot-up, system 
firmware 
identifying the 
spare processor 
and holding said 
spare processor 
m reserve as a 
hot spare. 

Kennedy as modified by Nguyen and Fox disclosed, or at least 
rendered obvious, this limitation by disclosing a BIOS responsible for 
identifying a spare processor and holding the same in reserve as a hot 
spare. As explained above in connection with claim 1, Kennedy as 
modified by Nguyen and Fox taught that the processor assigned the 
role of spare is held in reserve as a hot spare processor until the loss of 
lockstep is detected for the boot processor. Moreover, according to 
Kennedy, "central boot ROM 150 comprises a read-only-memory with 
the basic input/output system (BIOS) instruction set for an INTEL 
80486 or 80386 microprocessor. Accordingly, in the present 
embodiment, at least one CPU connected to the 64-bit bus is, or 
emulates, an INTEL 80486 or 803 86 microprocessor in order to boot 
the system." Kennedy (Ex. 1005) at 4:25-33. "[A] central system boot 
ROM 150 accessible by all processors ... may be used by the operating 
system." Kennedy (Ex. 1005) at 9:1-5. "[T]he CPUl 120 controls the 
system again and begins the operating system boot process." Id at 
9:53-55. "The alternate boot processors .. . can execute the boot code 
in the central boot ROM 150". Id at 10:42-45. The BIOS was a very 
well-known example of firmware. Wolfe Deel. (Ex. 1003) ,i 220. In 
view of the above citations and this common knowledge, a POSIT A 
would have understood that Kennedy's BIOS constitutes firmware 
responsible for identifying a spare processor and holding the same in 
reserve as a hot spare. Id Accordingly, Kennedy as modified by 
Nguyen and Fox would have rendered the subject matter of claim 13 
obvious to a POSITA. Id. 
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[14] The method Kennedy as modified by Nguyen and Fox disclosed, or at least 
of claim 9 rendered obvious, this limitation by disclosing a BIOS responsible for 
further booting the spare processor as an active spare. As explained above in 

.. 
connection with claim 6, Kennedy as modified by Nguyen and Fox compnsmg: 

during system taught that that the spare is active before being transferred the role of 
boot-up, system boot processor. Moreover, according to Kennedy, "central boot ROM 
firmware 150 comprises a read-only-memory with the basic input/output 
booting the spare system (BIOS) instruction set for an INTEL 80486 or 80386 
processor as an microprocessor. Accordingly, in the present embodiment, at least one 
active spare. CPU connected to the 64-bit bus is, or emulates, an INTEL 80486 or 

80386 microprocessor in order to boot the system." Kennedy (Ex. 
1005) at 4:25-33. "[A] central system boot ROM 150 accessible by 
all processors ... may be used by the operating system." Kennedy (Ex. 
1005) at 9:1-5. "[T]he CPUl 120 controls the system again and begins 
the operating system boot process." Id at 9:53-55. "The alternate 
boot processors .. . can execute the boot code in the central boot 
ROM 150". Id at 10:42-45. The BIOS was a very well-known 
example of firmware. Wolfe Deel. (Ex. 1003) ,i 221. In view of the 
above citations and this common knowledge, a POSITA would have 
understood that Kennedy's BIOS constitutes firmware responsible for 
booting the spare processor as an active spare. Id Accordingly, 
Kennedy as modified by Nguyen and Fox would have rendered the 
subject matter of claim 14 obvious to a POSITA. Id 

[15] The method Kennedy as modified by Nguyen and Fox disclosed, or at least 
of claim 9 rendered obvious, this limitation by disclosing a BIOS included in an 
wherein system IOSM responsible for changing the role of boot processor to the spare 
firmware processor. As explained above in connection with claim 9, Kennedy as 
performs said modified by Nguyen and Fox taught performing the changing 
changing operation. Moreover, Kennedy taught that each CPU includes a slot 
operation. selection (sometimes referred to as "SS") logic for selecting which 

CPU is designated as the boot processor. "In general, the slot select 
logic 148 on the default boot CPU allows this CPU to boot." Kennedy 
(Ex. 1005) at 10:29-31, FIG. 3. Kennedy's input/output services 
module ("IOSM") is responsible for changing the role of boot 
processor to the spare processor in conjunction with the CPUs' slot 
selection logic. See id at 6:36-38, FIG. 3. For example, "[a]ny other 
slot selection circuits on CPUs installed in the system have a 
corresponding slot selection line from the IOSM 108." Id. As 
demonstrated by FIG. 3 of Kennedy reproduced below, Kennedy's 
IOSM includes the BIOS. 
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[16][16.pre] A 
system 
com nsm : 
[16.1] a plurality 
of lockstep 
processor 
modules that 
each includes a 
master processor 
and a slave 
processor that is 
in lockstep with 
said master 
processor; 

!OSM 

SLOT2 ,:::!~?. 
CPU2 

162 

164 
( SS11--------" 

ss21--------,..__________---~ 
166 
I 

SLOB ,.-160 ,~----------------------
1 CPU3 

. ,-:16! --­
[STC 

;MEMORY 

ss3-------------------------------------------------------~----~ 

SS8 
BiOS __ ./50 

FIG. 3 

The BIOS was a very well-known example of firmware. Wolfe Deel. 
(Ex. 1003) ,i 222. In view of the above citations and this common 
knowledge, a POSITA would have understood that that Kennedy's 
BIOS, which constitutes firmware, is responsible for changing the role 
of boot processor to the spare processor in conjunction with the CPUs' 
slot selection logic. Id Accordingly, Kennedy as modified by Nguyen 
and Fox would have rendered the subject matter of claim 15 obvious 
to a POSIT A Id 
Kennedy disclosed a system. For example, Kennedy taught 
"multiprocessor computer systems." Kennedy (Ex. 1005) at 1:14-15. 

Kennedy as modified by Nguyen disclosed, or at least rendered 
obvious, this limitation by disclosing multicore processors that each 
include master and slave execution cores in lockstep. For example, 
Kennedy taught "multiprocessor computer systems." Kennedy (Ex. 
1005) at 1: 14-15. Kennedy's disclosure "relates to a method and 
apparatus to automatically control the determination of which 
processor in the system will boot the system." Id at 1: 15-17. 
Kennedy further disclosed that, "[i]fthe boot processor fails, control 
automatically shifts to an alternate processor." Id at 1:17-19. Even if 
Kennedy did not explicitly disclose that each of its processors is a 
processor module that includes master and slave processors in 
lockstep, Kennedy as modified by Nguyen would have incorporated 
processor modules that each include master and slave execution cores 
in lockstep. For example, Nguyen "relates to microprocessors and, in 
particular, to mechanisms for handling errors in FRC-enabled 

rocessors." M u en Ex. 1008 0002 . N u en also tau ht "a 
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mechanism for handling recoverable and non-recoverable errors in 
multi-core processors." Id 1 [0058]. "Processor 110 includes first 
and second execution cores 120(a), 120(b)." Id 1 [0020]. "For one 
embodiment, one of execution cores may be designated as the master 
core and the other as the slave core when processor 10 is operating 
in FRC mode." Id 1 [0047]. "Execution cores 120 operate in lock 
step." Id at 1 [0024]. "FRC-hardware compares results generated 
by each core, and if a discrepancy is detected, the FRC system 
passes control to an error-handling routine." Id ,-i [0006]. "However, 
for FRC-enabled processors, such errors are likely to be manifested as 
FRC errors, since they take the execution cores out oflock-step." 
Id 1 [0008]. In view of the above citations, Kennedy as modified by 
Nguyen taught multicore processor modules that each include master 
and slave execution cores in lockstep. See Wolfe Deel. (Ex. 1003) 1 
223. A POSIT A would have been motivated to combine these 
disclosures from Kennedy and Nguyen to improve the spatial 
efficiency of Kennedy's system by consolidating the amount of space 
occupied by the processors. Id It was well within the skill of a 
POSITA to modify Kennedy's system by Nguyen in this manner, and 
thus this combination of Kennedy and Nguyen would have been 
expected to succeed. Id Accordingly, Kennedy as modified by 
Nguyen taught a plurality of lockstep processor modules that each 
include a master processor and a slave processor in lockstep with each 
other. Id 

[16.2] a first Kennedy as modified by Nguyen disclosed, or at least rendered 
communication obvious, this limitation by disclosing the processors assigned the roles 
bus with which of boot processor and spare processor as being coupled to a common 
at least a first communication bus. For example, Kennedy taught that "the system 
two of said has a centrally accessible memory, a default boot central processing 
plurality of unit installed in a first slot on the backplane bus, and may also have 
lockstep one or more alternate boot central processing units installed in a 
processor second slot on the backplane bus." Kennedy (Ex. 1005) at 2:34-38. In 
modules are view of these citations, Kennedy as modified by Nguyen taught that 
communicatively the boot processor and the alternate processor are installed in slots on 
coupled; the backplane bus. See Wolfe Deel. (Ex. 1003) 1224. In other words, 

Kennedy's backplane bus is communicatively coupled to the boot 
processor and alternate processor. See id Accordingly, Kennedy as 
modified by Nguyen taught a first communication bus with which at 
least a first two of the plurality of lockstep processor modules are 
communicatively coupled. Id. 

[16.3] a second Kennedy as modified by Nguyen and Fox disclosed, or at least 
communication rendered obvious, this limitation by disclosing the processors as being 
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bus with which 
at least a second 
two of said 
plurality of 
lockstep 
processor 
modules are 
communicatively 
coupled; 

interconnected with each other via system buses, processor-to­
processor buses, and control buses. As explained above in connection 
with this claim, Kennedy taught a backplane bus that is 
communicatively coupled to the boot processor and alternate 
processor. Even if Kennedy did not explicitly disclose a second 
communication bus with which at least a second two of the lockstep 
processor modules are communicatively coupled, Kennedy as 
modified by Nguyen and Fox would have rendered this claim 
limitation obvious to a POSITA. For example, Fox taught that "[a] 
system bus 110 connects the memory controller 107 and other 
components to IA-32 processors 120, 122, via bridges 112, and 
processor buses 114. The IA-32 processors 120, 122 and the bridges 
112 are grouped at nodes 111." Fox (Ex. 1006) at 5:9-12, FIG. 1. "In 
one alternate implementation, processors 120, 122 are 
interconnected to each other via processor-to-processor buses 
203." Id at 5:41-43. "Processors 120, 122 are also connected to 
bridge (bus controller) 207 via individual control buses 205." Id at 
5:43-45. In view of these citations, Kennedy as modified by Nguyen 
and Fox taught a plurality of processors that are interconnected to each 
over via two or more different buses (e.g., system bus 110, processor­
to-processor buses 203, and individual control buses 205). See Wolfe 
Deel. (Ex. 1003) ,i 225. As further demonstrated by FIG. 1 of Fox 
reproduced below, Fox's system includes various processors that are 
communicatively coupled to one another via multiple communication 
buses. 
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A POSIT A would have been motivated to combine these disclosures 
from Kennedy and Nguyen and Fox to provide multiple 
communication channels and/or mechanisms for communicating with 
the processors. See Wolfe Deel. (Ex. 1003) ,i 225. It was well within 
the skill of a POSIT A to modify Kennedy's system by Nguyen and 
Fox in this manner, and thus this combination of Kennedy, Nguyen, 
and Fox would have been expected to succeed. Id. Accordingly, 
Kennedy as modified by Nguyen and Fox taught a second 
communication bus with which at least a second two of the plurality 
of lockstep processor modules are communicatively coupled. Id.c 

[16.4] data Kennedy as modified by Nguyen and Fox disclosed, or at least 
storage storing rendered obvious, this limitation by disclosing memories that hold 
information that configuration information about processors that are assigned the roles 
assigns a role of of boot processor and spare processor and communicatively coupled 
boot processor to to the same communication bus. For example, Kennedy taught that 
one of said "[t]he CPU ISTC memories hold configuration information." 
plurality of Kennedy (Ex. 1005) at 7:33-35. Kennedy also taught that, "[a]s 
processors and previously explained, the ISTC memory associated with each CPU 
assigns a role of contains ... configuration information about the CPU. Thus, the 
spare processor boot CPU determines how many CPUs are present on the bus." Id. at 
to another of 9:16-21. Kennedy further taught that, "ifthis 'default' boot processor 
said plurality of fails[,]" then an alternate processor "should take over boot 
processors, operations to enhance availability of the system." Kennedy (Ex. 1005) 
wherein said at 7:9-13. In addition, Kennedy taught that "one default boot CPU is 
spare processor designated to boot the system, and if this CPU fails, control transfers 
IS automatically to an alternate processor." Id. at 2: 17-21. Kennedy's 
communicatively "system has a centrally accessible memory, a default boot central 
coupled to the processing unit installed in a first slot on the backplane bus, and 
same one of said may also have one or more alternate boot central processing units 
first and second installed in a second slot on the backplane bus." Kennedy (Ex. 1005) 
communication at 2:34-38. In view of the above citations, Kennedy as modified by 
buses as said Nguyen and Fox taught memories that store CPU configuration 
boot processor. information that includes the roles of boot processor and alternate 

processor, which are assigned to processors coupled to the same 
communication bus. See Wolfe Deel. (Ex. 1003) ,i 226. Accordingly, 
Kennedy as modified by Nguyen and Fox taught data storage storing 
information that assigns the role of boot processor to one of the 
processors and assigns the role of spare processor to another one of 
the processors, wherein the boot processor and the spare processor are 
coupled to the same communication bus. Id. 
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[17] Claim 17 recites subject matter that is substantially similar to claim 
15, which depends from claim 9, and is therefore rendered obvious for 
the same reasons as claim 15 in view of claim 9 above. 

[18] Claim 18 recites subject matter that is substantially similar to claim 
15, which depends from claim 9, and is therefore rendered obvious for 
the same reasons as claim 15 in view of claim 9 above. 

[19] Claim 19 recites subject matter that is substantially similar to claim 3 
and is therefore rendered obvious for the same reasons as claim 3 
above. 

[20] Claim 20 recites subject matter that is substantially similar to claim 4 
and is therefore rendered obvious for the same reasons as claim 4 
above. 

[21] The system Kennedy as modified by Nguyen and Fox disclosed, or at least 
of claim 20 rendered obvious, this limitation by implicitly disclosing the selection 
wherein said of a processor type that does not boot the system. For example, 
user interface Kennedy as modified by Nguyen and Fox taught a spare processor that 
presents for is communicatively coupled to the same communication bus as the 
selection as said boot processor for at least the same reasons provided above in 
spare processor connection with claim 16. Kennedy as modified by Nguyen and Fox 
at least one also rendered obvious user interfaces that facilitate selecting the spare 
processor that is processor for at least the same reasons provided above in connection 
communicatively with claim 4. Accordingly, for at least the same reasons provided 
to the same one above in connection with claims 4 and 16, Kennedy as modified by 
of said first and Nguyen and Fox would have rendered the subject matter of claim 21 
second obvious to a POSITA. See Wolfe Deel. (Ex. 1003) ,i 227. 
communication 
buses as said 
boot processor. 
[22] Claim 22 recites subject matter that is substantially similar to claim 13 

and is therefore rendered obvious for the same reasons as claim 13 
above. 

[23] Claim 23 recites subject matter that is substantially similar to claim 14 
and is therefore rendered obvious for the same reasons as claim 14 
above. 

[24] Claim 24 recites subject matter that is substantially similar to claim 8 
and is therefore rendered obvious for the same reasons as claim 8 
above. 

[25] Claim 25 recites subject matter that is substantially similar to claim 16 
and is therefore rendered obvious for the same reasons as claim 16 
above. 
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[26] Claim 26 recites subject matter that is substantially similar to claim 18 
and is therefore rendered obvious for the same reasons as claim 18 
above. 

[27] Claim 27 recites subject matter that is substantially similar to claims 3 
and 19 and is therefore rendered obvious for the same reasons as 
claims 3 and 19 above. 

[28] Claim 28 recites subject matter that is substantially similar to claims 4 
and 20 and is therefore rendered obvious for the same reasons as 
claims 4 and 20 above. 

[29] Claim 29 recites subject matter that is substantially similar to a 
limitation of claim 1 and is therefore rendered obvious for the same 
reasons as that limitation of claim 1 above. 

[30] Claim 30 recites subject matter that is substantially similar to portions 
of claims 9 and 13-15 and is therefore rendered obvious for the same 
reasons as claims 9 and 13-15 above. 
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Appendix D 

This claim chart compares claims 1 and 6 to U.S. Patent No. 7,085,959 to Safford ("Safford") (Ex. 
1004) in light of U.S. Patent 5,491,788 to Cepulis et al. ("Cepulis")(Ex. 1013). Safford qualifies as 
prior art under at least 35 U.S.C. §§ 102(a) and 102(e) and is a valid prior-art reference for the 
purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). Cepulis qualifies as 
prior art under at least 35 U.S.C. §§ 102(a) and 102(b). 

The table below reflects Ground 4 presented in the corresponding Request for Reexamination. 
Further, corroborated evidence reflecting the perspective knowledge of a person having ordinary 
skill in the art at the time of the invention of the '781 Patent (a "POSITA") is provided through the 
declaration of Wolfe (Ex. 1003). 

[1.pre] A system comprising: 

[1.1] a plurality of processors; 

[1.2] data storage storing 
information that assi ns a role of 

Safford disclosed a computer system. For 
example, Safford disclosed that "a computer 
system employs lock stepped processor cores 
that operate in a master/check pair." Safford (Ex. 
1004 at 2:55-57. 
Safford disclosed a plurality of processors 
included in the computer system. For example, 
Safford disclosed "a computer system employs 
lock stepped processor cores that operate in a 
master/check pair. Each of two processors in the 
pair processes the same code sequences, and the 
resulting outputs of the processors are compared 
by a logic circuit located near external interfaces 
of the two processors." Safford (Ex. 1004) at 
2:55-60. "For example, the node controller 130 
may store the architected state of the processors 
111, 113, 121, 123, 125, and 127, either 
internally in the node controller 130, or in 
another component of the computer system 
100." Id at 4:6-10. Accordingly, Safford 
disclosed a plurality of processors included in 
the com uter s stem. 
Safford disclosed this limitation, whether 
ex ressl or inherent! , b disclosin 
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boot processor to one of said 
plurality of processors and assigns 
a role of spare processor to another 
of said plurality of processors; and 

that stores the architected states of 
microprocessors, including the designation of a 
hot standby processor, and by disclosing the 
logical CPU 0 designation. For example, Safford 
disclosed "the architected states of each of the 
microprocessors 22 and 24 is copied from the 
memory 25 into the microprocessors 22 and 24, 
respectively." Safford (Ex. 1004) at 2:2-4. "For 
example, the node controller 130 may store the 
architected state of the processors 111, 113, 121, 
123, 125, and 127, either internally in the node 
controller 130, or in another component of the 
computer system 100." Id at 4:6-10. "To 
improve reliability of processing assets, a 
computer system employs lock stepped processor 
cores that operate in a master/check pair." Id at 
2:55-57. "The processor 125 may be designated 
as a 'hot standby,' and is sitting idle in lock step 
mode with the processor 127. Should one of the 
processors 111, 113, 121, and 123 suffer an error, 
the hot standby processors 125, 127 may be 
used to speed recovery from the resulting loss of 
lock step." Id at 4:25-30. Accordingly, Safford 
described assigning the roles of master and 
checker to certain processors and the role of hot 
standby to another processor. See Wolfe Deel. 
(Ex. 1003) ,i 230. Safford further described one 
pair of these processors "operating in a lock step 
mode" as initially "appear[ing] to [a] computer 
system ... to be ... a logical CPU 0" but later that 
logical CPU 0 designation is reassigned to 
another processor. See Safford (Ex. 1007) at 3:4-
5, 4:52-53 ("The processor pair 125/127 then 
becomes the logical CPU 0 in the computer 
system 100"). A POSIT A would have recognized 
Safford's logical CPU Oas being the designation 
used by computing system 100 to identify its boot 
processor at least because, in multi-processor 
system architectures like Safford's, "logical CPU 
O" was commonly used to indicate that a 
processor had been selected as a boot processor. 
See, e.g, Cepulis (Ex. 1013) at 2:52-64, see also 
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Wolfe Deel (Ex. 1003) ,i 230. For example, 
during boot-processor selection, 
If CPU PO is not functioning properly and cannot 
perform even the most basic functions, it is 
designated as inoperative. The hardware system 
then awakens CPU PI and repeats the process of 
testing the CPU. If CPU Pl is operational, then it 
is designated as CPU LO, and it boots the 
remainder of the system. On the other hand, if 
CPU Pl also fails, it is also given an inoperative 
designation. The computer system then turns on 
CPU P2, and repeats the process. The process 
repeats until an operational microprocessor 1s 
found to perform the CPU LO functions. 1 

Cepulis (Ex. 1013) at 2:52-64. 
A POSIT A would have also recognized "CPU 0" 
and "CPU 1" as being physical designations 
used by computing system I 00 to identify 
processors 111 and 113. The use of both logical 
and physical designators by a computing system 
is generally necessary when the role of boot 
processor can be assigned and reassigned to a 
processor regardless of its physical position 
within a system. See Wolfe Deel (Ex. 1003) ,i 
230; see also Safford (Ex. 1007) at 4:52-53 
("The processor pair 125/127 then becomes the 
logical CPU 0 in the computer system 100"). 
Thus, a POSITA would have understood 
"logical CPU 0" to be the boot-processor 
designation used by an operating system to 
determine which of its processors is the boot 
processor and/or to distinguish its boot processor 
from its non-boot processors. See Wolfe Deel 
(Ex. 1003) ,i 230. Furthermore, because the 
architected states of Safford's processors are 
copied from memory, a PO SITA would have 
understood the memory to be storing the boot­
processor designation (e.g., logical CPU 0) and 
the hot-standby designation for the processors so 

1 Cepulis is provided herein to explain the meaning of the term "boot processor" used in Safford, the primary reference. 
See M.P.E.P. § 2131.0l(B). 
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assigned by Safford's system. See id. In view of 
these citations and the knowledge that a boot 
processor was a common component identified 
as "logical CPU O" in computer systems (e.g., 
Safford's system), a POSITA would have 
understood Safford as disclosing data storage 
that stores information assigning the role of boot 
processor to one of the processors and assigns 
the role of spare processor to another one of the 
processors. See supra§ I.C.2; see also Wolfe 
Deel. (Ex. 1003) ,i 230. 
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[1.3] logic operable, responsive to 
detecting loss of lockstep for said 
boot processor, for transferring, 
during system runtime, the role of 
boot processor to said spare 
processor, 

Safford disclosed this limitation by disclosing 
the fail over of a processor to a hot standby 
processor in response to a loss oflockstep. For 
example, Safford disclosed "[ u ]sing the 
impending loss of lock step signal, the computer 
system 100 may continue operating 
(processing) using one of the processors 111 
and 113 that did not experience an error." 
Safford (Ex. 1004) at 3:27-30; "The six 
processors 111, 113, 121, 123, 125, and 127 
operate in lock step (i.e., are processing code 
sequences). For example, the processor 111 
operates in lockstep with the processor 113, and 
the processor 121 operates in lock step with the 
processor 123 and the processor 125 operates in 
lock step with the processor 127." Id at 4: 19-24. 
"The processor 125 may be designated as a 'hot 
standby,' and is sitting idle in lock step mode 
with the processor 127. Should one of the 
processors 111, 113, 121, and 123 suffer an 
error, the hot standby processors 125, 127 
may be used to speed recovery from the 
resulting loss oflock step." Id at 4:25-30. "In 
block 210, the processor 111 signals the node 
controller 130 that the first processor pair 
111/113 has broken lock step and that the first 
processor pair 111/113 should be taken 'off­
line.'" Id at 4:37-40. Accordingly, Safford 
described replacing a failed processor with a hot 
spare processor in response to a loss of lockstep. 
See Wolfe Deel. (Ex. 1003) ,i 231. The '781 
Patent notes that a firmware component known 
as a processor abstraction layer (PAL) "copies 
all the needed information from memory into the 
internal registers of the hot spare processor so 
that the hot spare processor becomes a new 
active processor, transforming the role of the hot 
spare to boot processor." Ex. 1001 at 1 7 :57-61. 
Safford disclosed this limitation through an 
identical process for transferring the role of boot 
processor to the spare processor. See Safford 
(Ex. 1004) at 32:29-32. For example, Safford 
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disclosed "moving an architected state of the 
processor unit experiencing the loss of lock 
step to the spare processor unit, wherein the 
spare processor unit becomes an active 
processor unit in the computer system." Id. 
Safford further described one pair of these 
processors "operating in a lock step mode" as 
initially "appear[ing] to [a] computer system ... to 
be ... a logical CPU O" but later that logical CPU 
0 designation is reassigned to another processor. 
See Safford (Ex. 1007) at 3 :4-5, 4:52-53 ("The 
processor pair 125/127 then becomes the logical 
CPU O in the computer system 100"). As 
explained above, a POSIT A would have 
understood "logical CPU O" to be the boot­
processor designation used by an operating 
system to determine which of its processors is 
the boot processor and/or to distinguish its boot 
processor from its non-boot processors. See 
supra§ I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 
231. In view of these citations and the 
knowledge that a boot processor was a common 
component identified as "logical CPU O" in 
computer systems (e.g., Safford's system), a 
POSITA would have understood Safford as 
disclosing fail over of the boot processor (e.g., 
logical CPU 0) to a spare processor in response 
to a loss of lockstep for the boot processor, 
especially in light of Cepulis' explanation of the 
meaning of the "logical CPU 0" boot-processor 
designator. See Wolfe Deel. (Ex. 1003) ,i 231. 
Accordingly, Safford disclosed logic operable 
for transferring the role of boot processor to the 
spare processor during system runtime in 
response to detecting loss of lockstep for the 
boot processor. Id 
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[1.4] wherein said another of said 
plurality of processors that is 
assigned said role of spare 
processor is held in reserve as a hot 
spare processor until said loss of 
lockstep is detected for said boot 
processor. 

Safford disclosed replacing the failed processor 
with a hot standby processor that is sitting idle in 
response to an error. For example, Safford 
disclosed that "[t]he processor 125 may be 
designated as a 'hot standby,' and is sitting idle 
in lock step mode with the processor 127. 
Should one of the processors 111, 113, 121, and 
123 suffer an error, the hot standby processors 
125, 127 may be used to speed recovery from the 
resulting loss of lock step." Safford (Ex. 1004). 
at 4:25-30. Accordingly, Safford disclosed that 
the processor assigned the role of spare is a hot 
standby held in reserve until a loss of lockstep is 
detected. 
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[6] The system of claim 1 wherein 
said another of said plurality of 
processors that is assigned said role 
of spare processor is an active spare 
before being transferred said role of 
boot processor. 

Safford as modified by Kennedy disclosed, or at 
least rendered obvious, this limitation by 
disclosing a spare processor being active before 
a role transfer. For example, Safford taught that 
"the processor 111 signals the node controller 
130 that the first processor pair 111/113 has 
broken lock step and that the first processor pair 
111/113 should be taken 'off-line."' Safford (Ex. 
1004) at 4:37-40. "In block 230, the node 
controller 130 'reboots' the processors 111 and 
113, and the processors 111 and 113 become the 
new 'hot standby' processor pair on the 
system 100." Id at 4:57-60. Safford also taught 
that "the spare processor unit becomes an active 
processor unit in the computer system" Id, 
claim 1. In view of the above citations, a 
POSITA would have understood Safford as 
disclosing that a spare processor can be active 
before a role transfer. See Wolfe Deel. (Ex. 1003) 
,i 193. Moreover, a POSITA would have 
understood that the role at issue could be the 
boot processor assignment in view of Safford as 
modified by Kennedy for at least the same 
reasons provided above in connection with claim 
l. Id A POSIT A would have been motivated to 
combine these disclosures from Safford and 
Kennedy to improve the reliability of Safford's 
system by providing high availability through 
active and/or inactive spare processors. Id It was 
well within the skill of a POSIT A to modify 
Safford's system by Kennedy in this manner, 
and thus this combination of Safford and 
Kennedy would have been expected to succeed. 
Id Accordingly, Safford as modified by 
Kennedy taught that the spare processor is an 
active spare before being transferred the role of 
boot processor. Id 
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56436 
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Mail Stop 79 
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UNlTED STATES PATENT AND TRADEMARK OFFlCE 
CERTlFlCATE (JF CORRECTJ()N 

PATENT NO, : 7,624,.302 B2 
APPLICATION NO, : 10/972588 
DATED : November 24, 2009 
INVENTOR($) : Scott L. .Michaelis et al. 

Page 1 of 1 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown beiow 

ln column 20, line 13, in Claim 13_ after 'tht" ddctc "s''. 

In column 20, line 16, rn Claim 13, be.fore: '·processor;" insert -- boot--. 

In column 21, line 8, in Claim 26, before ''·nwans" insert -· system frr-rmvan., --. 

&gnedandSe~edt~s 
V 

Sixteenth Day of February, 20 l 0 

David J. K.a.p1Ns 
Di tee.tor r.fthe er.niter! Si\:.:fo":1,· p·,:~ient find Trod:i:.:'rm1.=-·f.; Ofli::.:t 
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AJTOKNEY DOCKET NDivfBER: 20(H0497J., i 

USPTO CONFmJvLATION CODE: i 079 

GROUP A.RT UNJT: 2114 

FOR: S\-'STE?d .AND i\.iETHOD FOR SWITCHING THE RC'LE OFBOOT 
PROCESSOR TO A SPARE PROCESSOR -RESP:ONSIVETO DETEL'.TlON OF LOSS 
OF LOCKSTEP lN A BOOT PROCESSOR 

HON{}RABLE corvLi\tHSSIONER OF PATE}tfS &TRADEl\lARKS 

The folfo:,..vm2· is a nx1uest for a certificate of corTtction b Se,:ia1 Nl.m\{x."::r· 
~~.;, ..,_ 

H)/972,588, nc,w Patent Nurnber 7,.624,302. 

)i certificate of C<>rrection undcr35 USC 254 is respeotfolly tequested rn tht= 
Ah<:, :-:;-. ..;,, -~·A -~ ..... ..,'t~"+\,-..,:-~ + q-:}o-..,., t -.t~-~,.• :\,,-...,.-_.._~rt'.-~ l~~ -~ -~-....:-i;.~ 1J.-:,-..~.:,:,..;},;..~ 
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lri C{>l~nlt~1.2{}~ }in.t.~ 1.3'~. it\ (~-lai.nl 13:- i:rftt:-:r ;:_~tf1t)~-:> (1c.1c:)t~ ,:~s=-~ ... 
{i\111i111tit~1t~~1tt~ n.> c:I:iin~)s .fllt~·(l o~n St)·p~ lti,:. 2~.)(18:~ t:<ige--4~ "in.ch:1.iJ1~ J 6::. Ji1H} B) 

I1~ ~:.-:r>tuxn.n 2t)~ 1:knt~ 16.~ ir1 (:;1~~tr11. 13 ~ l1t)f()re -~(,r~ro.cessor_;=-~ insert ~, ,. l)CHJt ....... 

{i\nx~nzhnz~nw to Cbirns fikx1 on StT, 10, 2008, rn.1gt,4, in dahn 16, line 9) 

.t_,,x_;_ ,·',.<~.-t;J,',·_r_,,'f_', _} _i,·' :,,_i._,,x_.~:~ ~ ~1·,. {'°'"h~-; ....... l '16." 1-){:)-t~·-p"'-),'":> ,:.":,.;'f'=:,l:-~,")..-t"·•t:0 ~';i, .;i"),(~-~,~-- '-' ,.._. ..::,1\/e.~-.'.i-:~=-1·~ -f~'<"_, "(-.•:=;~l:··:.~ . .:,-•,:~ .. , 
. .... ..... .,..._. , . '- -~ .., ~~ l,-,•:,-.). .;,,, ...... ,~,...:'-'~-~-" ." ... ,,,_,..,_ _:,. ~ .... ~, ... -..., ti;.., .,._.,,1-,;,,,.,,<,.;:,.,,e.:,::.,:,- .,.e..~~,.,....,,~.... --~.,.1 ~:..~•A_, :,.:.A .. , }~X'<. -.,;,.-.:,,.,, •• , 

{}\nKndn1entsre Cb.ims fik:d -on Sep, W, 2008, pa&w 5; in chiim 29~ Hrt;;} 4} 

t}<"\~' 'i'.c''tf° ~P,~-,-l/ ,,_~-d .(" ,,.,,...,..,,,,1+,, i 
.t ...,-.,..., ·, ~ -.;,..,,:,_.,;.. ~ ),,.._.:.;,,,.::;x .... -..:~- ~ ... ,..-v),~.i;..~•-c::~<}-\J 

fotdkcw.<~l Prepexty A.dr.ni.nistmtion 
3~4{)4. l~. f{rrtri~1(1t1)t R.oit,d 
J\-:fitii St.t~r~-35 
Fort Collins, CO 80528: 

RcsnectfuHv Suhm.itled 
,., ,-.1 

/ ... :JF:~~¾f~--------·-- • --· 
Nmne: Stevt,n L, ·webb 
Registrnfa.n1 No.: 44,395 
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Electronic Acknowledgement Receipt 

EFSID: 6814910 

Application Number: 10972588 

International Application Number: 

Confirmation Number: ·1079 

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO 
Title of Invention: A $PARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A 

BOOT PROCESSOR 

First Named Inventor/Applicant Name: Scott L Mk:haefo 

Customer Number: 22879 

Filer: Steven L WebbiMilrci Santillilnes 

Filer Authorb:ed By: Steven L Webb 

Attorney Docket Number: 200404973·· ·1 

Receipt Date: ·14-.JAN-201 O 

Filing Date: 25-0CT-2004 

Time Stamp: 18:47:41 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with P<.1yment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /,zip (if appl.) 

499942 

1 Reque:;t for Certifk:ate of Correction: 20040497 3-J .pelf no 3 
<.h) 1ilS,~Sf,6i'.;._.:8,l))-!l ""t ~;_.~:,-:,:,?•:i.~S'--) h_;'Yi(,?l~, 

d~ 

Warning:sc: 

lnfonn~tion: 
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Total Files Size (in bytes)J 499942 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable, It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53{b)-(d) and MPEP 506}, a Filing Receipt (37 CFR 1.54} will be issued in due ,ourse and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application, 

NationalSt!,9! of an lnternationALAJ?pJkation under 35 U.S,C. 371 
lh timely submission to enter the national stage of an international appli<:ation is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCl/OO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.$.C. 371 will be issued in .!lddition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international fiti ng date ( see PCT Artide 11 and MPEP 1810), a Notification of the International Application N um bet 
and ofthe International Filing Date {Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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1. ',\;ffUJ STATES DEi>ARl'.MK\T OF COMMERCE 
l.:nlfrd Stat~s Paknl and Trarl-,maf"k Offir,, 
.~«;St::-::.!-: CO!\'L\·!iiSlONli.R FOR PA'1'EN'TS 

APPUCATiON NO 

l0/972,5H8 Iii24/2Utl'l 

HEWLETT-PACKARD COl\1PAN'{ 
lntdk'.dual Property Administnaion 
3404 E. Harmony Road 
[\Jail Stop 35 
FORT COLLINS, CO 8052X 

l'.O.tic,, ll<i') 
ltfoxJgcb·~: ... _ \'j~~'t;:1h. -~·~;n~.:.-+.1H 
:1~->:~.-~-: '>':~_:x..-.., .. ~..:.,\: 

i,.TTORNEY DOCKET NO 

7("24J02 20().:104973- J 

ISSUE NOTIFICATION 

The projecti,xi patent number and issue date arc specificcLabove. 

Determination of Patent Term Adjustment under 35 lJ.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

l07'l 

The Patent Terrn Adjustrnent is 513 day(s). Any patent to issue from the above~identified application \Viii 

include an indication of t11e adjustment on t11e front page. 

lf a Conti11ued Prosecution A.pplication (CPA) was filed in the above-identified application, the filing date that 
detennines Patent Term Adjustrnent is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application lnforr:nation 
Retrieval (PAIR) WEB site (http://pair.uspto.gov ). 

Any questions regarding the Patent Tem1 Extension or Adjustment determination should be directed to the 
Office of Patent Legal Admi11istration at (571)-272-7702. Questions relating to issue and publication fee 
pay>rnents should be directed to the Application Assistance Unit (AAU) of the Office. of Data Management 
{ODM) at (571)-272-4200. 

APPLICANT(s) (Please sec PAIR \VEB site hHp:/fpa:ir.uspto.gov for additional applicanisJ: 

Scott L ~-iidwdis, Plam\ TX; 
Ammlpa Rajkmnari, Ronnd Rock, TX; 
\Villiam B. l\-kHardy, Fort CoHius, CO; 
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FIUNGDATE 

128"?9 "?S~.:'l".1 1 Cl/..,f:t."1·•~•(" 

HPNL ETT-IJ,,\CKARD CO!vlP ANY 
lntdkctual Property Adminis!mtic'm 
3404 E. Harmony Road 
Mail Stop35 
FORT COLLINS, CO 8052:S 

1.'Nrmn STA:TE.'l IlEPA.RT1\:tENT OF COM:\.rnRCE 
T.'ttih'd St-'.lt~s p,,t.<:1>1 mul Tr,,demar!< Oltk<: 
AJ,h<S: C01':i:'.I-HSSJUNER FOR J"A'ilo!>,'!'S 

/\.':):~:-:tt,cki,1, Vi~i:;Jm~ ·::;,22, [:'.-..] 4.9;-:) 
~,;w-;.: ~•~;:=::1n.ii)':.' 

C(iNFlRMATJON NO. 

2lKH(l407:l- 1 

EXA,VIINER 

Plea'ie find bel0\>\1 and/or attached an Office communication concerning this ap1,lication or proceeding. 

The time period for reply, 1f any, is. set in the attached communication. 

Notice of the Office communication \\.'as s.ent electronically on above-indicated "Notification Date'' to the 
follo\ving t>mail addrcss(es): 
JERRY .SH0RMA@HP.(X)1·1 
ipa.mail@lrp.<'.Oill 
jesska.l.fusek@·hp.com 

PTOL-90A (Rtcv. 04/ffll 
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APPLICATION NO./ 
CONTROL NO. 
10972588 

FILING DATE 

! {)/25/04 

HEWLETT-PACKARD COMPANY 
lfltellectual Properly A.dministration 
3404 E. Harmony Road 
Mail Stop 35 
FORT COLUNS. CO 80528 

UNITED STATES DEPARTl\lENT OF COJWMERCE 
U.S. Patent and Trademark Office 
AocJress : COMMISSlONER FOR PATENTS 

PD.Box1450 
Aiexa ndria. Virginia 22313--1450 

FIRST NAMED INVENTOR I 
PATENT IN REEXAMINATION 

MICHAELIS ET AL. 

ATTORNEY DOCKET NO. 

200404973-l 

EXAMINER 

Dieu-Miilh Le 

I ART UNIT I PAPER 

2114 2009'1014 

DATE l'llAILm): 

Please find below and/or attached an Office communication concerning this application or 
proceeding. 

Commissioner for Patents 

ln rc,,pon;;e 10 the crn111111mication f:ilcd on l 0/0512009, The rd<::'.!\:ncc cited in thit. JDS hat. been considered by the Examiner. 

/Dieu-Minh Le/ 
Primary Examiner, Art Unit 2114 
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~-- P.ct.-0'.5-2009 11 ; 17 HP 9708982590 
MiSiiVriw 

effl1'\AL m 01ih'lffiR 

OCT 05 2009 
PTOl$811lllb (tlMl9) 

Appr111(<Ni !Ct \1$e ll!l"'tl~ 07131J21l12. ·OM& OllSi-M31 
U.S. PalMt;,ild Traduro;uk Ofllce; U.S. 0£?A1'iM!ft(f OF COMMERCE 

Hml,;.t !!1<> p,,_ -~s'Orl< n.,d11tlfa11 Ac! ,:,t1 S95. no 01!/'S<IM a,r «mul<ll!l lo "'""''lld lo a Q:11!0<;1!,m 01 l/lfo1m<11i"'1 u Rmil lh:•>,st&iltlS II vruld rum ooo1!ci ffllmllet, 

/61,!n;!iMo for form 1M!lfP'\'O 
Compfete it Known ...... 

Ap,t,lleatlon Number 101972,588 

INFORMATION DISCLOSURE Filing Oa,~ October 25, 2009 

STATEMENT BY APPLICANT Flrst Named Inventor Scott L Mk:haells,etal 
Art Unit .2114 

(118.1>,.,. m~ny ~~m ~s ,w«1~,.,-,-} 
Examiner Name Oieu¥Mlnh Le 

~iieet 11 I oi I 1 AttomGy O<lcl<8t Number 200404973-1 J 

NON PA TENT LITERATURE DOCUMENTS 
wminer Cits 
Initials* No..1 

lncJude name of thf;l authtlf (in CAPITAL LETTERS), title of lhe article (when appropr!ala), lllle of 
th1;1 item {boOk, magazine, Journal, serial, symposium, catalog, eto.}, dale; paga(t), Vo-iume-ls~ue ~ 

number(s}. pub.fisher, cltv and/or countrv where ouhUslled. 

iMJ) Notice of Allowance, dated July 23, 2009, serial number 10/973,077, 20 
pages 

-

I 
l 

•i!XAM!Nll:R: lnili;ll ~ r<ilomm;g oan~!durall, wMtll!;r r;ir no\ d~\llin 1~ in ~man<;t:1 wllh Ml'fil' &Oil, Oraw Una throug!I cl!!!UOn it Ml Ill~~ mid "-"'­
ctlMldell!II. 1/it!Udl!-~Y Cf 11\l~ r~tr.1 '&ill, nmrt wmmui,ic6!1ioo m 11~1. 

-

l Appli(:.mfs t>n!qui> du.tkm d11!>l!lffllll¢1'1 nu,Ylbcr (<>pli<>MI). 2 Aw)"""11 lo m pl,,w 9 ch~ IMrk ilete it En!;fish l,1n91,~v,::; 1"tan,;iall:i!n iG albchad. 
Th!s-eoli~l,<i~ et m!o,m;,l:k,"1 fa a,q,t11,lld by;:, CWA 1.1111-. 'rh'-' tiiromi$i,: ls ~ti m $1bklin (1r rot.a!ii j) lle'""'ftt ~y Ill~ ffi!J>~-!' \l@l<'-11' 1$ ~ f~ (~!I~ i>)' IM USPm 
la> prm:a~) 11n ap¢.\µl!Qn, C,,,~¢~lia1ily !ii 91l"fflffielt by 35 U.S,C, i~ M>1 :11 CFR 1, 1'1, Th$$ ®lle~"lioo;.. m;tim11!e,Uo IB~a 2 hoo,s !l> rmi,p¾'tll, l11¢li.<dl!l$l 
QOll\<lrin\l, p:mpa<ing. and ,;.ubm!t!lnp um ®m.p!"ed n_ppl~n re-rm !c 11>1, USPTO. ,_ will ""'Y d~pen<!lnjl upo~ 1M 111~u.!:! ~$¢. As~ l:<lmmm1&, ® Um 
lllMUtll ct ~tl'le yw mqt11m tu eompl&te l:hla lomi 11/ldhlr ~uggestli:m~ fer red'Jci«t1 lhi• burdsn, ,;.h""-IDi bll aw>I w \!is C:lll<ll 11\.'°l>lm~llM O!II~r, \J.S- P.itcn! ol"!ll 
Tradnmarl< O!m':a,. P.O. fl(.ll( '1451;1, Al~~, VA "231:J..i~SO- 00 NOT Sl::MO Fll:~S Oft COMPUi.TGO FORMS TO l)-11!; ADDRESS. SEND 10: 
C9mmisslonor for Pat-11nts. l'>,O, tto:w. 1450, Alexandria,. VA 2Zl13-145Q. 

!lyou fll)i;lf/ e~m:e In compJett,ig the form, call 1,iJOO-PTr;).9199 (1,{Wti-766,.91.PS} i:utd ~.:t~ ~ 2. 

PAGE mi RCVD AT 10/5J2009 t:11:36 PM [Eastern Da~lght TimeJ I SVR:USPTO-EFXRF-510 ~ DfflS:2738300 
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CSlD:970 89! mo • DURATION {mm-s:s):0648 

3123 

Page 549 of 1042



r· ·~ 
Oct-06-20 ~~p 

ocr o s 2009 '¼ 

9708982::190 

PART B - fl?.E(S) 1'RAN$MJTTAL 

Crunpl d send lbi& fo~, 

~~~~~~f 
g\.-thcr with appticnbfo fct!.(s), to: l!dB.!l 

loml,Sll!l 1~ Sco!tl....Ml.::hntlis 2\Xl40J!973-.I J~ 
TITI.U OP INVENTION: SYS'll!M AN!) Ml!'moD I'OR SWITOllNG nm ROT..B or l}OQT l'ROCI:SSOa 'lV A SPA.~ P:R0(,.13\SSOR RBSPONSNE 
TO DE'l'ECf~0N OF LOSS OPLOCKsrm> IN A BOO'.!' PRQ1';6SSOR 
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Slllltl 
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!'LEASE NO"l'B: 1.Jnles~ 'ill ~l!t,IW ls !J.ci11!fied bi!ow, 00 ~~,: dat« will •PP'!," oJ> 1hr. :p=t. l.f .., 11S:1ilJ.ru," is ld<'ntlfle(I below, ~ OOC\lllll:ld &,,J; ~,:n Iii~"<! fnr 
rei:,;,nl.s!ioo as "'I fooh in 31 Cl'R J.U. CbrnµMl<!.D llf lhlu f<inn is NOT 11 s.-Jh:ltiW!o for lillns; ~•1 ~$nffilm1, 

Wl'IAME Of ASSrOt-'lill (13) Ra!OENCE: (CITY =I STA 1'5 OR COmrrn.Y) 

Hewlett-Packard Development Company, L.P, Houston, Texas 

·43. Toll: ~l>liQt fce{i) ;tro iubmitl'¢t/: 
©1,....,m, • 

El Pu~till!I !"'l!e (No 11m:tl1 Clilll),· diseaiJnt p"1'ttducdj 

DA1h~ll~ Ol'<ltt• lj!cf~--------

4h. Pi:iymen! m r~(s}: {l'lm.e tir!Jt r~pply •my previously pllld ,s.1ut !¢~ $!1<»t'n .,t,,,~i,) 
QA dm± is ,:m:foOL-.1. 

Q Rlym~lll by <,r,:dJ! ca~ f«rm l'TC).:imli h ,mulu:d. 
!il'l"l11> l)!f!lC!O< j~ l:~ri:by m,lti0ri7.N l.~u:IIA'l:(' tho rqm!'l!d f~,),M)' ®r«:sfllt:)', or on:dil 111>1 

,wcrp~JtllC:nt. ,o ~l! A(~~I N~,nl;,ei' . ...ll:&1.00:$........__ (wclru<:an ,::w,, ""PY (l(thi!i !ntm). 

5. Ch:mg,., in li.:nllly Sla!n {fmm ~l:JJw. indil::w:d llixl11t.} 
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ocr 00 2009 i 
PART B • FEE{S) 'I'RANSMlT'fAL 

Mail StoP. JSSUE ffi-E 
C~mm.issioner ror Patents 
P.u.Box14S0 

CC(Q)[Py 

'1S90 

UEWLE'lT PACKARD COMPANY 
PO BOX 272400. 3404 E. HARMONY ROAD 
INTBILEC'l'UAL PROPERTY ADMINISTAA'TION 
FO~T COLt.lNS. CO 805:27-2400 

. AlCX311dr~ Vh-ginia22313-1450 
or fil!x. (51l),,Z73•Z885 

IOl91l.SSll. iMSIZ004 &mt! I... M~h;o;IIJ 200404\m-·I 107~ 

'l:nt.n OP ll'fll2Nl10Nl SYS'mMM'O ~00 Wi SWJ'ICffiNG T'rlEROUl OF .BOO'r1'ROC:GSSOR TO A SPAlU! f'ROCESSOR.RllSPONSIVE 
ro P~ONQl"J:.,0$$ OF~ J]l!ABOOT PRotmSoa • 

l'tl'1ll..tCA'nO~H:'.E OQa l'.ll.IDI. l'Am IllSUEFER Wl'Af..Ptt(S) Dtn:l 

NO St5Hl $ll smo 10/l.~ 

~ ;\ITTW!IT cr..ASS-Sl.ll!CLASS 

L5. DI5U:MOOt 'f 

-----------------------------------------------3. ASSIGNE!i NAME AND r<BSIPP.NCB PATA TO BE l'aJNilro ON 11m: PATENT (flrl!!t t>I' t)Tl') 

l't..el\SB :Nam, Unless ll:I l!'aignei: i• idwif~ below t Ill:> ~lljgn~ lb.~ will ;i~ on I® pal~t. lf 1W. aul(inee i:i id!l.l!if!=d below, !hQ do:Mrnn,,m{ h<I~ be1:11. fi!!ld tm 
ffl!Q,-d.311~~ !!! ~ roroi: In 37 oaa. J.. 1l. Complc!.l!lA or thi; fttrm idIDr uulmluiie flld!l:l:l:!g &11 .!Wlgi,m.r::111. 

(A) NAME OP .AflSIONJ:m (B) ru!:l!O~ (cm' ;wd S'l'A'n:: OR COtlNnY) 

Hewlett-Packard Development Companyt L.P. Houston; Texas 

4;s.. The f Pllowlns frc(,} ow ;,nbml).u,,t 

Wbsue~ 
11 J'lll)lJC:Qlloo Fe,i (No ffl1:'lll ~illy d!Sl:QUOl pwnl!SMJ 
OM-,,isicc:;Oniet- #of~;.,, ______ _ 

4b.. ~t ofl""'(,}: {f>!M>m fint rrnpply ""Y prmioiwy Fid L..,,,., n,., iil'isl<ffl "'""'") 
0Ai;!iuk!s~e.i!. 
0 Payme1>t 1,y Cl'tldit cw'li. i'~l!I M'!J-.itrn: ,~ :U!JlcM/l. 

ih11" l'.>i~ is here.by aw.lwcl=l ""cl.~ 1hc mprlmd r~),. Q.t!Y ddid=:y, M cn:dit m:1y . 
o~ym<)~t. ro ~t t~ ?,urlltl!,r ~ {llllC.l.o,nl!l'I ~ cepy oftnh ll:lrm). 

S. Cllwl'lgtt ill' '&#lily S~lll.f Cff<ffll ~ ln~d :sbo-) 
011. ~~ d.ums SMAIL KNTrn:' ,1a1u1. Sec, 37 cm 1.21. QI>. Ap;illcam&: 110c i.o~i:~mlng. SM.\LL l'lN'rrlY =\IS, See, 'J1 Cflt 1..%?(g)a:). 

Au~Sipoll>.n: 7.Jz~ D,,J..,_/.+~_,f,-~-"'-• ------
Typ,:,11 orpr!n#d lWRG Steven L, WeQb Raa.!lU":ll®!iNO- ___ 44~~3_9_5 ______ _ 
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~iiViW 

e~TAAL RU MNtiiA 

OCT O 5 2009 
PT01$8/!JBb {l,lMl9) 

Appt11V<N2 usr ~$e oi~i, 01ra1J21n2. ·OM& oas1-oo:n 
U.S. Pillent and Tr.nfam.1:111: Offlea;. U.S. O~J•AFl"!'MEN'I' OF COMM!ffi:GE 

Vrulctlh& f'a-~011< ,,~~»~N1m Ac!,:,/ 1&"91i t'tO pj),SOri1' "'" _,,l\,,,,d k> OJ<ll>nlld !I> 1> <¥lile<;l!M « !M<>M~liQ/1 f.mloosc it j:pr,l,fns I.\ Vlllld OU!\ """I~! numb~r ' ' ' ' 
's~b"1iMo ror form 1 M!tll"1'0 

compfete It Known 

Ap~ncat1011 Numbet 10/972,588 

INFORMATION DISCLOSURE l"lling Date October 25, 2009 

STATEMENT BY APPLICANT Flrst Named Inventor Scott L Mklhaells,etal --Att Unit 2114 
(illm J!..~ nran)I !$/1~ttt .-ts n.,,;oiu;~sy} 

Examiner Name OleU-Mlnh Le 

\,!iheel 11 I or 11 AtlMJ&iY Docket Number 200404973-1 .,I 

NON PATENT LITERATURE DOCUMENTS 
Examin~r Cit~ loou<fe name of the author (in CAPITAL Le-TTERS}, UUe of the ru-ticlt7l {whan appropriate), title of 
!nilla!s* No/ the item {book, magazine, journal, serial, symposium, catalog, etc.}, data; (lage{s), voiurne-i3:;1,1e -r2 

numoor{s). publisher, r:ltv end/or CQWltrv where oubllshed. 

Notice of Allowance, dated July 23, 2009, serial number 10/973,077, 20 
pages 

[ 

Examlner Date 
Signalure Considered 
• XI\M!Nll:R: lmi.i;rl If !'11f11ron,;o oani>~, w))ll-1J\Er Of no\ d13Uon •~ in ~fflan<;11 Wllh Ml'EI' tll)l'l, Orl:IW tint\ throllQI! cl!!!UOn If Ml Ill ~~ "'1-d r:ei 
Cl'lM!t:!ell!II. lm:lude- ~Y ~ 11',l~ r~tm'&!lth nmrt 1:1>mmu1>icatlon m 11~. 

--

1 Apphc:ar.rs unlq""' cllaffl>l1 deol~liwl 11~mli<:r {'-'!lflWJill). 2 Awt~<Jt ti; tr> pl~oo a c~ei:11 ~it. I!!.,,,:, if El't!,lll,-ll l~n~u~ Tmm;taliw! i&llttllckBd. 
i!ll1' <;Qlie(i<oll olift!o,mallvn !. m(lu.i:n,d by 37 CFR 1,Dll-. ')'he, !ll!Qm1.1.l!Qn l:IHCq11ircd k> <>lllai!! 11rrelaln .a ~Mf:! II!,' 1h11 ~ W)ll,;,h ~ 1<:t ll!e 13.1!! Ill' Ill(> IJlll"TO 
W: pnx::!!"'l}&r! OJ)#ll,allw<. C,,,l\lld:Qnll.l!ily iii QOYllfflmf by 3l!. U.S,C. 122 &nd 37 crn 1, l>l, ~ eo!IC;;!Jl)(l fll. osllma!ed iii (akt, 2 hout!i tt> cm,,pl""1!, fni:l~dlrm 
M~, p:,opa<it,g, aml ~ubmlt!in~ the C!l~'1"d appi~!lcn !0-ml !0 llu, USf'TO. • T._ will vruy dip~ upon ~ 11\d'MII~ ~$¢. MJ <:<>rnm,:ml:. o~ Um 
B/111>\Jnl cl ~me ~ mqui:ra I<> eompleta thla k,m, andhlr ~"ll!>Hlkm~ f<>f ~d'Jci«i U'lil; burds11, &honmi be aool w tile C:n!<ll 11\.lall'@l!M OffiQolr, \J.S. P;,n=nl ol'!ll 
Tmllo!Nl.rk Offi<>a, l".O. ll<:»i 14$0, o\J~~. VA 22313---1450, DO NO'!' se.1<10 /Ill.I;$ OF( COMPt.e.TED FORMS ro 1}1!$ A0l:IR£$$. S£j;!(J 1'0: 
Ci;1mmisslooor far Patents. l>',o, B"l!lt 1450, Atexanart11, VA 2Zl13-14SQ, 

tlyau nimd e'3:.'islam:e In compietfng /he loon, call 1•i!OQ.Pro-g199 (1..QOtJ.'?tls.9199) i-iml ~.:tl#a ~ 2. 
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Hi;,WL£ili.PACKARt> COMPANY 
l!tt>'lllllct1.1al Property Admln!&trnl.lon 
P.O. Box. 712400 
Fett comns, Co!Offldo lltlS27-24{lO 

Ri61iiVratl 
e~I.. r:AM Ol!fflA 

OCT 05 2009 

PATENT AF>Pl!CATiON 

ATTORN£V DOCKST NO. 200404873-1 

IN THE UNITED STATES PA'fflNT ANO Tl'tAD.l::MARK OFFICE 

!nventor(s}; Seutt L Michaelis et al 

Applkation No,: 10/i72,.5!:18 

Fifing Date: Oct 25, 2004 

Confirm.iuon No.: 1019 

1::;xamlner: Oleu.Minh Lil 

Gn:,up Art Unit 2114 

TiUe· System And Method For Switching The Role Of Boot ?roces!'.-or To A Spar~ PmcGssQr Reiponsl~ To 
• Ocmetion Of Lotis Of Lock.-Jtep in A Boot Proce&$Or 

M<Jil Stop Amendment 
Commli;s!cmer N'»" Patents 
PO Box 1450 
Alc~mntrla, VA 21313•1450 

J.NE.QBWIA.IIQN OlSCLQSUI:lfLSIA!EMiN.I 

Thfa, Information Dlsdoswa Statement is sUbmi!ted: 
O un<ler 37 C.FR 'tS7 (b), or 

• (Vvilhin thl'$e month!> of rmng natkma! app![catiQf"I; or dine of entry of national appHC8tlon: or before me:iffng 
date of rust aelkm on the merit$: wnlellever ooourn last) 

D ur,,o~r 37 CfR UW (c), loge!Mrwlth eltherl,l! 

B St.®ment under 37 CFR 1.91 (e), or 
a $1t!Of11ra under37 CFR 1.17 (p), or 

(After the CFR "1.97 (b) time i:mrloo, bt.1t bsforo final at,tlon or notice of a!bWam:e, whichever ooours 'llt!tl:) 

lRl under 37 CFR 1. 9"1 {dt toeether with a: 
[8] Statement und.ir 37 CPR 1.1:17 (a)(1} or (2), and 
(81 a $180 fee set forth ill 37 CFR 1,17 (p) 

(Fffecl after llo.ai aclio.n, a notice of anowance,. on at before p~ymant of the issue fee) 

Please charge to Deposit Account. 08-2(125 the: sum of ! 180.flO . At any time durlog the peni:feri~ oflh!B appHcatron, 
please charge any f&e$ required or cretllt any over payment to Deposit Accovnt 08-2025 pursuant to 37 CFR 1.25. 

App:li~,mt{s) submit herewith form Pr0/$5/086 - l11fotmalion orac!amire State:menl together witn any requli-M copies of 
paterits, publfcations or other information of wh!cl'I appUcant{a) are aware, ~11ich appiicant(s} bel!eve(s) may be mawrlal to 
the elCamination cf this application and fotwtm;h thero may be a duty to disclose In acc<lrdance with 37 CFR 1.56, 

0 A concise explanation ofth'lt rel&V.ln<:e offOl'ftlgn language patents, foreign language pub!k:A!IMs and ollwrforaig11 
lariguaaa informs1t!on Hated on PTO!SB/088, as presar,tly r.mdel'Stooo by the lndlv!dua!(s) da$lgoat"eci fn J7 Cr'R 1.56 
(i,} m-0$t knowledgeable about the: c»ntent is g!v-en on I.he ath:lcl1e!d shel:l'L Qr where a foreigo !angu1:19& pa.tet'lt is cited 
in a search report of oth!W ~u;tion by a foreign patent offii.e in a counlsrparl. foreign app!leatiti11, in engUsih lan9ua~ 
varali:m of the search report or aetlon whicll !m;!icates the degree of relevance fuum:I by the foraisn offi<.:e is listed on 
fQrm PlO!SB/088 and Is enclosed. 

lt is requested Um! the information disclosed hett'Jn be marla of record in this .appl!caUon. 

0 1 ~reby rerlify Iha! Ul!!S ~()$P,@r.i~n1:~ i& belllg 
o'eposi!ed wllh Ill~ Unlted Slates Pas!a.1 Servi¢.e 
as fl!'%! dass m<lil in an envelope addrC11soo to: 
CommlS&!OflOt for Patent$, Ale.mndfi!I, VA 22.:HS.-1450 

Oate ol Del}Osil: 

OR 
@ I herety Clel'!ify ttml this pap!lr !~ !:<El"G 

lranstn!l~i:f I{) the Pt!enl end Tmlfemllrk O!flea 
fa~llll nuo1ber (571) 273-6300 

Oma of fae.siml~ fO .(15 oq 
Tyr,111:1 Name: Marci San!IHam1a 

l'Nl¥11!.'00EIDl;Cml) 

10/0fi/2009 HMAAZ11 00000010 082025 10972588 

01 FC~ta06 180.00 DA 

Steven L Webb 

Allomey,'A{:!ent l'tlr Applil':anl(a) 

Reg No, : 44,395 

Date: t~;41 
Telephone: : 970 898 3451 
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1-tEWLIITT•PACKARD COMPANY 
tnttJll~al Property Adm!n!s1r.st1an 
P.O. 80~ 2'71400 
Fort Col!lmi, Colorado 6(.IS,!7•2400 

~6i!VifJ 
e~Lr♦AioeNffl~ 

OCT O 5 2009 

PATENT APPLICAY!ON 

ATTORNEY DOCKET NO. 20040497=!:.i __ 

IN iHE UNJTED S1'ATES PATENT AND TRAOEMA~K OfF'iC~ 

tnv~ntor(s): Scott L, Michat:li» llt al 

Appllcatlon No.: 1019725$8 

Filing Date: 

Ccnl'lrmatl1m No.: 1079 

Examiner: Oieu•Minh la 

Group Art Unit: 2114 

Titfg, system And Method For Sw!tr;hlng Th.e Ro!e Of Boot P:roce~or To A S1;1are Processor Respcmsive T <> 
• Oetection Of LO$$ Of Lockstep !n A Bo:ot Procossor 

Mail Stop Amendment 
Camrnrasloner For Patents 
PO Bo:il- 1450 
A!a~riQria, VA 22313·1450 

§TATEMENT UNDER l7 CFR 1&.'t.~j 

ThEI imdero:ignei;t hereby certifies that either; 

0 E.acli item of inform~!ioo cor,ra1ned in !J"!e Information Oi$Cl!J$\.lfO St.itemen! wat olted for the first time In 
i.;ioy communlcatkm from a foreign patent office in a counterpart fomlgn application, not mora than three 
mor1lhs prlor to the. fl!ln:g of the stalemen!, or 

{81 No item of informaUori oontainl:lcl in thei lnfe-rmafum Disclosure S!alement 

- was cilect tr. a communiPatJon from a forfJci9n pll!teflt office in a ootmterpart furelgf) app6ca!ion, and 

- to the knowledge of ths 1.moorstgned, after making. re.isonable inquiry, was known lo any desfgnated ill 
37 CFR 1.t'i6 {c) more than three months prior to the lllin_g of the lriforma.t!on Disclosure Slatement 

D I hereby rettlly lhtil thl!i ce-rres.pondern::e is belflg 
d:eµosi!.etl 'Mlh !he I.Jnlfed Smt~s Po1l!al Set'\lice 
~ll fl1'$1 Clast m.,n fn 1:1n mwe!cpe oodm!lt(;ti: !o: 
Commission~ fol" P~llmfs, AlexIDldtia. VA 22313-14~0 

O!tle of Oeimslt 

OR 
[8J I !mreoy amity 11ml lhfa paper f5 beino . 

ll'•"smi1!ed to thl:"l Palen! an.d Trndomafk O!lli;::e 
f.acslm!,'e number (S7'l) Z73+830fl. 
oate of filcs!mlle: l O ,(J?6 -~ 

Typ. l:ld t,Jgm:ia; . M.i1cl .S.intiilim~ __.. . ~ 

~1$fla1Utl;': -~ ~L) 

Respectfully submitted, 

Scott L. Mlohaells et al 

By .df??w/_.-
Steven L Webb 

AllOMey/Agent for Appocanf{s) 

Reg NQ. : 44,.395 

Date: /o/~? 
Telephone : 970 898 3451 
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UNITEI) STATES PATENT AND 'TRADE1\lARK 0FFl('.E 
UNITED STA Tl'.8 UEPAKrMENT 01' COM,\illRCE 
l'IJite<! St->lt-<'s P,,t~nl at\d Tmdnn,.rk Olli<:-" 
.:\ddt,,:,;s: CO.\·t\11Ss;·oNE~~ FOR p_..\T?:...:"¾·~~ 

l'0.3J,,:,~; l➔:Hi 
--~k.>-~,;__\g~r,i,l~ Y,;_rginiq :r:.3-~J-L ~~t; 
\'l•S~f.ll~p)~-.' S,C', 

NOTICE Ofi' ALLO\VANCE AND F'EE(S) DlJE 

HE\\lLETT PACKARD COMPANY 
PO BOX 272400, 3404 E. HARMONY ROAD 
lNTEIJ,ECTUAL PROPERTY A.Dfl.flNJSTRATlON 
FORT COLLINS, CO 80527-2400 

J0/15/2004 

nl.4 

DATE ?-,,,1'\.!LED: 07/l4ll(~:J9 

200404973· I 1079 

TITLE OF INVENTION: SYS11\M AND METHOD fOR S\\'lTCHlNG THE ROLE or BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE 
TO DETECTtON OF LOSS OF L(WKSTEP lN .'\ HOOT PROCESSOR 

DAT" DUL 

NO $!'.HO SJOO SO SJ.8!0 J.0114/'.'.()09 

Tlm APPLlCA·.noN ll)ENTlFlEO AUOVE HAS UREN EXAl\1lNED AN1) lS A.LLOWEll FOR ISSUANCE AS A PATENT, 
PROSECUIION ON THE l\-lERITS !S. (LOSEU. THIS NOTJCE OF ALLOWANCE IS NOT A GRANT OF' PATENT RIGHTS. 
nus APPLICATION IS SVHJECT TO "\VHHDRA "\VAL FROM ISSUE AT THE INITlATJVE OF THE OFFICE OR UPON 
PETITION HY THE APPLlCAN'L SEE 37 CFR 1.313 AND MPEP 1308. 

TIU"£ ISSUE FEE AND PUUUCATJON FEE (IF REQUIRED) l\H.!S'f HE PAlD WITHIN THREE !VlONTHS FROl\:I THE 
MAILING DATE OF THIS NOTICE OR THIS APPUCATJON SIL\LL BE REGARDED AS ABANDONED. THili 
.STllllIT.QRY l~.f.;.1{101> CA NN1JI. Ilk~ .t:X[f;.t;LQ!:JJ. SEE 35 n.s.c 151. THE lSSl.!E FEE DUE INDICATED AJH)'VE DOES 
NO1' REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY REEN PAlD lN TlllS APPLICATION (AS SHO\VN AUOVEt. THE RETURN O.F l'ART HOF THIS FOR!\1 
\VILL BE CONSIDERED A REQUEST TO REA.PPL Y THE PRKVIOUSLY PAID ISSUE FEE TO\\\\RD THE ISSUE FEE NOW 
DllE. 

HO\·V TO REPLY TO nus NOTICE: 

L Revk:w the SMALL ENTlT'{ statu:« shown above. 

Ir the Sfl.-'IAlL ENTITY is shown as YES, verify your current 
SJVIALL ENTITY status; • -

A. lf lhc status i:« the sam,~, pay !he TOTAL FFE(S) DUE shown 
above, 

B. If the statns above is to be removed, check box 5b on Pan B -
Fw(s) Trau<;mittal and pay 1hc PUBIJCAT10N FEE (if nc:quired) 
and !\vice the amount of Hie ISSUE FEE shown abov,\ or 

lfth('. SMALL ENTITY is shov;.'n as NO: 

A. P<1y TOTAL FEE(S) DUE :show,1 above, or 

E, If applicant claimed Si'vlALL EN'ITf"I' status before, or is now 
claiming SMALL ENTlTY sw1ns, check box 5a !)U Par1 n , Feds) 
Trnnsmittal and pay the PUBLICATION FEE (if required) and l/2 
th.: ISSUE FEE shown above. 

ll PART H - FEE(S) TRANSMT1TAL, or its equivaknl, mus:t be completed and returned to th,~ United States Patent and Trademark Office 
(USPTO) wi!h your ISSUE FEE and PUBLICATION FEE (if required). 1f you arc charging the fec(s) to your dc1x1sit account, ,;.cction "4b'' 
of Part B - F'<,:e(s} TransmiH;:1.l should be completed and an extra copy of lhc form sh011ld be submilt~~d. If ;1n (~quiv;1knt of Part B .is fikd. ,:1. 
rcq1.1es! !o reapply a previonsly paid issue foe mus! he clearly mad1c.\ and delays in processing may occur due to ihc difficulty in recognizing: 
1hc papet af. an equivalent of Part B. 

III. AH cormm1nica1ions regarding this application rnusi give 1he applicaiion mm:i!X'.L Pleas('. dir(:d a.l! crnrnnmiirntioBs prior lo issuance to 
\foil Stop ISSUE FEE 1mk% advist~d to the conlrary. 

11\U"ORT ANT REI\UNIJER: Utilit:y patents is.-.uing on applications filed 011 or after Dec. 12, 1980 may rN1uire pa.y'ment of' 
ma.intena.nce tees. h is pateutce's rt:.siwnsibility to ensure timely pa.ynnint of nmintcnancl! foes when due. 
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PA.RT U • FRE(S) TRANSMffTAL 

CQntpfotc and send thb forrn, togdhN· with applkablc fee(s), to: .Mru1 Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. nox 1450 

or Fax 
Alexandria, Virginia 22313•1450 
{571 )•273,2885 

lNSTRUC"flO,'iS: Thi, form should he us;;d !or trn1.1wliUing ltii< !SS"C"E FEE ,md n::HUCATJON FEE (ff n,,111m·d). Blo-cks l 1-hti,ugh 5 sh,,uld be c,~mpkt,·d wlM,' 
apprnpriale, A!I for!h(r wrres~•~m,knc~: including lh~: f'i!Wnl. advance <rrders and no!ific;<iicm of rrmint~n:rnn· foes will be mailed to th~ wrrent ,;mc\spondence ,,cl<ln,,,:s ;,s 
jndkati!d unles:':: t'iJ.fn:-di!d heh.)\V <Jr din~.cted <Jlht\fWge ju Bll-'>t:.:k 1 ,. by fo) ~pecifyiug ~t m:-'\V i:()l"fl.:·:':p(mdt:.:m:-~ adtkt."s~-~ andk,r (b) ittdi(;:'ttlng a ~;.:'fr•jJ:_·ah:~ 

1T·1~E ATJfJRE.SS'~ for 
rtEl!!lli.:'cna.tH:\: i·i.:~i.:' !l()t.ifiraiii,)HS. 

HE\\lLETT PACKARD COMPANY 
PO BOX 272400, 3404 E. HARMONY ROAD 
lNTEIJ,ECTUAL PROPERTY A.D-MTNJSTRATJON 
FORT COLLINS, CO 80527-2400 

J0/15/2004 

Nr~w: A cf:rtifil'~lt~: _of .rn::rifint-; can nnly ~1t' 1J~t.,,i f{"r do1ne-_;kk mailing~ of ~t-w 
F"e(s) TnmsmHtnl. Thi, ,,,,.rtifkat,' om.,wl b,: !m'd for any ,-,.tlwr ,wco.>npanyrng 
pap;~':f$ .. Eiwh -~.d.dittnn<~t .P~{'ttT: such ~1$ an ~1:5~:hpnn{:nt or 8:~n-n;;:1t tlravdng. rnn.~t 
havr· Hs O'-Vn f{".rfifir~-tl,',;~ of m.1ihug or 1.r.m1s.n1l~~don. 

Ceriilk11te of Mailing or Transmi~sioo 
l hc,rd>y ~frtify th;,1 !his F;;dp Tnm,millal i, b;;i1ig ,fop<'dled wi!.h the lillitt'd 
Stiih::•:, P-...}.stai s~rvk~e vdtl~ ~ftlffi<.~ient plJ:Stag~ ft.ir fh~t d.:iss Jnail in :.rn en ve.Jc~pe 
addr<',s,'d ln th~ \1:J-il Stop ISS~T, f·'.Et: J.dch'>'- nhtwc: m b,'ing facsimifo 
tnmsnutte<l t~i the t:f,f'TO (~71) 2 :'.<·2~8S, ,m th~ J.ak md,cak,d bdow. 

200404973· I 1079 

TITLE OF INVENTION: SYS11\M AND METHOD fOR S\\'lTCl-llNG TI-JE ROLE or BOOT PROCESSOR TO A SPARE PROCESSOR RESPONSIVE 
TO DETECTtON OF LOSS OF L(WKSTEP lN .'\ HOOT PROCESSOR 

NO $J5.l0 

J\RTl~JT 

LE. DfH) MlNH T 2J.H 

1;5-Juu\~~:..,of corrt'.:-:iponch:-nct: .:.tt.idre-~s o.l' ifldi(n~knt tif "Fct: .. .:\ddn:·~-~•r { 37 
U·R Lh,}. 

0 c:hattg;.:" of c,xri:~~poni..h.:·.tH .. 'e nddr;.:"')·s_ for Ch.oJ)gt· 1.)f Cnrr;.:"'jpou<lt":u·c~ 
1\w.fres;, t',m11 PTO/SB!ll2) amithed. 

0 ''h,,•: ,\,!dn:,/' imlicatit>ll (or "F~c, /uJdr,,sr:'' fodi,:atioJJ fnrrn 
l-''f()/SUi47; Rev o·_!-02 •:Jr m,,,.s: n·,,t-llt"i aHadwd. T_:se ofi~ Cu~t<Jml'r 
Nml1bl.'r i~ i·rquh-1.'d, • 

? 14-0 l 20-00 

2. Fi..'ri' printing i)U lh;.:~ p:ak~tH front p:tg-t:. Hs.t 

( l) the n,,mc,s .c,r ,ip lo .< regisktc'cl pal@l <>!k>rneys 
rn· :tg<'nl, OR. ,,J.t,'.t'Mtlvdy, 

i2J ltw Mm,, of a s.i.\w.k finn ihavim,: :i~ ,, m~mher a 
n::gi ~.ter•:d ~,.ttorm: y i . .){ .agi::at) ~1ll(1 iJ~~~ nmn,~~ .i.)f ~._p 10 
l f.'.:"giskn'd p,{1.ttnt i1Honct"YS qr ~g1;,nt~. ff 110 nanK>: i~ 
Jisr.~d, n<.> w,J,w wU! t><: prfot;,d. 

DAT" DUL 

SJ.SW J.0114/'.'.()09 

l --

2 __ 

3_ 

,>. ASS!G.-\TE .NAME AND RJ.:SlDU,!CE DATA TO BE- PRJ.NTED O'N Tl-fE f-'ATEN'f (p,ifll or (yp,::J 

PLEASE NOTE: hik,,;, ,w w.,;,iguc=,, I\' kk1Jtiikd bdrm,, tW csf.signce (fata wilt ''l:'1""H' 011 lhe _p,u.;;,nt. jf ;1.11 '"'',igm,;, i, ickntiikd hd'-'w,. the ,k1<;nmc11t ha~ l"l<.''-:'!l fikd for 
re,,irdall<>n as :;~c\ fo,ih in J? CFR 3. J. J.. Cnmpktion l',f this form is NOT ,1 s.ubstHutc~ for filing an ,,s:;1 gmneJJl, 

4a. Tlw fo!k,wing: fb,(,;} ,1!<' ,uhiniit;,cl: 
Cl fa:-.11t. r,·ct: 

0 P,iblka!ion he i,~o small emlty dis,,ount re,miited} 

0 . .'\,lv"nn, Order - # of (:npkr: _ 

5. Clrnngt· in Entit~' Slulus {frnm ,,taws incli,·atecl abow) 
Cl .a. /\pfilic;.u~t.clallnS: s·:\1-ALL EX\TlT'{ S:tatus. Sc~;;.' f? C'.F1l 1.J.7. 

ff.() RESlDENCL: (CITY .rnd STATE OR COlTXrRY, 

4b. P,Iym@I nf h,,,1 ,i: (Pfoast, li!'st !'t:>:1pply ::1r1y [Ht•,.-iomly paid issi1.t' fr'!.' shown ahon') 

0 A ch~.::k ,s t'ttdml'd. 

0 Payment h' cr~Jil cant h>nu F'T0,:20}8 is attachru, 
On,; Dit'\!lt,;,r is hereby authmh-.,xl lo ch,trg.:• the• rc,qnired fr~(,), ;my deficiency, vr credit any 

ov;.:"'.q)tr)"n-ff~TtL, lO rX:~p,;)~jt_ An_'iJU.tH Nurnhcr ............ : .............. (t.'ni.."k:i:-k' an 1.:·x~r:t i'.f~ry n.f thl~ frJ-1·1n). 

0 b. A!-'j)l.icailt i~ 110 lmigcr c·l.aiming S.MA! .. L ENT.ITY ,tMllS. Sec _,7 CFR l.27(gl(1.). 

NCrr.E: The l~S.U\:" F;;_"{:': am-J .PuhHc.afiou .Ft~;.:" Of r.f•q1·iin:·d_1 \v1H not ht" aCi..'t•J.1h:·d fnxn. at1yom:' o-tht~r thiU} Hlf" appHcan'f; H n·g:is.rt°H"d attnrJJ<.:·:y o.l' agent~ of (he a~:::.igH'-:·-~ or ,)ther rJany in 
int~resi as shown bv !lw rc,~~,rds ~,r the· T,:nitc,u States Patent and Trademark Offi,·e. 

Regislrati@ No. _ 

'!bi,, w!lt•rti,,m of infr,nm,tion is req,1irnd by 37 {.TR J .3 l i. lht• inform~!ion is reqttir~J to obtain or retain 1 brnd1l by !he public which is io file i and by iJrn l 'SPTfJ to rroc~:ss} 
an app-hc .. 'ltHJU, (\)ttf!den~faHly 1:-:. govern.td by J:5 l.: SJ.'. J 22 and J.7 CFl{ l.14. ··n·d~ tJ.)lh:.f.:.tiott is ;.:'i.Jfrnak-..d h) i;th:. 12 n1unH~:; to i..~o.rttph .. :te. !rH.Judin.g g~tht:rhtg) pn.:'JJanng. and 
su_b11!millg th~ compkted application form. to tb,, l 'SPT(). Time wili v,u)' d~pc,11~i11g up,,m the _il)divid,1\t! _case. Any ,·oinmenis ,,n th~_ a.motu'.t of time y()u ret{Uir~ to tc,mpkt_c, 
!ht, k,rn't and,_,,,. wgg,·,lwll, for r<'dunng ttw, b!lnkn. ,hnuld b;; ,,,n! to lh,, Lh,d lnto1.m:ttw,i. U!fKl'f, T.· .. S . .Paten( nnd f rndcmar.k Otf1n-, !.: .S. Dq,;,rtme1\( ol (. mnm~1-c.:,, VU. 
Bm, 1450. Akx:m<lria. Virdnia 123U, J450. l.X) NOT SEND FEES OR CO:vfPLE-lT:cD FORMS TO THlS ADDRESS. SEJ1W TO: Cormnis,,ioner for Patents. P.O. Bm: 1450, 
Ah:.:Xandrj;j~ Virginfo. 22J J ~f l450. • • 

Under !he Piif1":rwork Red,1ttion A,·t of J 995, no p<.-,rnons ,!f<' requir~J. to 1c•spond w ,, wlleuion of i11forrmHion un!t•s,; ii displays a nlid Ol\:!B rnntrol number. 
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HE\\lLETT PACKARD COMPANY 
PO BOX 272400, 3404 E. HARMONY ROAD 
lNTEIJ,ECTUAL PROPERTY A.Dfl.flNJSTRATlON 
FORT COLLINS, CO 80527-2400 

UNITED STA Tl'.8 UEPAKrMENT 01' COM,\illRCE 
l'IJite<! St->lt-<'s P,,t~nl at\d Tmdnn,.rk Olli<:-" 
.:\ddt,,:,;s: CO.\·t\11Ss;·oNE~~ FOR p_..\T?:...:"¾·~~ 

l'0.3J,,:,~; l➔:Hi 
--~k.>-~,;__\g~r,i,l~ Y,;_rginiq :r:.3-~J-L ~~t; 
\'l•S~f.ll~p)~-.' S,C', 

nl.4 

DATE ?-,,,1'\.!LED: 07/l4ll(~:J9 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustrnent to date is 529 day(s). ff the issue fee ls paid on the date that is three rnonths after the. 
rnai!ing date of this notice and the patent issues on the Tuesday before the date that is 28 1,;veeks (six and a half 
months) after the mailing. date of this notice, the Patent Tenn Adjustment 'Nill be 529 day(s). 

If a Continued Prosec11tion Application (CPA) was filed in the abo..,.·c-identified application, the filing date that 
detemtines Patent Tenn Adjustrnent is the filing date of the most recent CPA, 

/\pplicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) \VEB site (http://pair.uspto.gov). 

Any questiom, regarding thi': Patent Tern1 Extension or Adjustment determination should be direc.ted to the Office of 
Patent Legal Administration at (571)-272-7702, Questions relating to issue and publication fee payments should be 
directed to the Customer Servicl'.., Center of the Office of Patent Publication at 1 -(888)-786-010 I or 
(571 )-272-4200. 
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Application No. Applicant(s) ] 

Notice of Allowability 
·10/972,588 MICHAtllS ET AL I 
Examiner Art Unit 

I Dieu-Minh Le 2·114 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address•­
AII claims being allowable, PROSECUTION ON THE MERITS IS (OR REIVlAINS) CLOSED in this applicabon. !f not included 
herewith (or previously rnaik~d}, a Nolie(~ of Allowance (PTOL-85) or other approprlat1:.i cornrnunk;ahon wrn be mailed in due course. THIS 
NOTICE OF ALLOWAB!UTY IS NOT A GRANT OF PATENT RIGHTS. This applicahon is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant See 37 CFR 1.313 and MPEP 1308. 

1.181 This communication is responsive to /he RCE fi1ed 5112/09. 

2. !SJ The allowed claim(s) is/are 1--12 and 16-30 {now as 1-27[. 

3, D Acknowledgment is made of a daim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f), 

a) 0 All b) D Some• c) 0 None ofthe: 

l. D Certified copies of !he priority documents have been received. 

2. 0 Cer@ed copies of the priority documents have tieen received in ;.\pplrcation No, __ . 

3. D Copies of the certified copies of t~ie priority documents have been received m this natlonal stage application from the 

lntemalional Bureau (PCT Rule 17.2{a)), 

" Certified copies noi received: __ . 

Applicant has THREE MONTHS FROM THE ''MAI UNG DATE'' of this communication to file amply complying with the requirements 
noted below, Failure to timely comply will result in ABANDONMENT of this application, 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4, 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAIVHNER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5, 0 CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) D including changes required by the N()tice of Oraftsperson's Patent Drawing Review ( PT0.948) attached 

1) 0 hereto ot 2) D to Paper No./Mail Date __ . 

(b) D including changes required tiy the attached Examiner's Amendment I Comment or m the Office action of 
Paper No.!Mail Date __ . 

Identifying imiicia such as the application number (see 37 CFR -1.84(c}) should be written on the drawings in the front (not the back} of 
each sheet, Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d), 

6. 0 DEPOSIT OF and/or !NFORMA T!ON about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached E:,mminer's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

' . 
2. D Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. l81 lnfo1rnatim~ Disclosure Statements (PTO/SB/08), 
Paper NoJMail Date 5/12/09, 5128/09. 5/29/09, 6til09, 612/09, and 

6/3/09 
4. D Examiner's Commerit Regarding Requiremet1t for Deposit 

of Biological Material 

/Dieu-Minh Le/ 
Primary Examiner, Art Unit 2114 

5. D Notice of Informal Patent Application 

6. D Interview Swnmary (PT0.413), 
Paper No.iMail Date __ . 

7. D Examiner's AmendmentlCommenl 

6. D Examiner's Statement of Reasons for .Allowance 

9. D Other __ . 

PTOL-3t {Rev. 08-06) Notice of Allow.ability Par! of Paper No.!Mail Dale 20090701 

I 
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2 

Page 559 of 1042



PTOISB/08tJ {03-09) 
Approved J-or '..15€> lhrougll 04/30/2009. 0MB 0651"0031 

U.S. Pa!enl and Tra1fomarl<. Offb,; U.S DEPARTMENT OF COMMERCE 
U~11'1r the P"""rwork Reduction Ac! ol 1995 no D€lf"Of1S a,-;, rc><iuirec' to resoond to a col!~!icm of infomF""'n !J!ll1••s ii <-'<lntJin- a va!i-d 0MB cm1trol numtwr . ·- .~ ' - ~ -~ ,, 

St•b'sJ.ihl!,; for ft,rm 1449iPTO 
Complete if Known 

' Application Number 10/972,588 

INFORMATION DISCLOSURE Filing Date 10/25/2004 

STATEMENT BY APPLICANT First Named Inventor Scott L Michaelis 

Art Unit 2114 
(Us~ a.r. many sheet;;; as ne-cessar_v.l 

Examiner Name Le, rneu Minh T. 

Sh0€lt 11 I of I 1 Attorney Docket Number 200404973· 1 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite Include name of the author (in CAPITAL LETTEHS), title of the article (when appmpriate), title of 
lnitfals* No. 1 the item (book, magazine, jowmaL serial. symposium, catalog, etc.), date, page(s), volume-issue T2 

Examiner 
Signature 

mm,ber(s\ publisher, cilv and/or counttv where published. 

Notice of Allowance for Serial No. 10/972,835 dated i 1-20-2008 in the 
United States 

Notice of Allowance for Serial No. 10/972,835 dated 8-1-2008 in the United 
States 

Office Action for Serial No. 10/972,835 dated 3-3-2008 in the United States 

Office Action for Serial No. 10/972,835 dated 7-12-2007 in the United States 

Date 
Conskknxl 

'EXAMINER: Initial if mkwenu~ cons.i<.lmed,. wlwl.hm or no! d!aUon b in confomiilm;,J wi!h MPEP 609. Dmw lim; !!,rough d!alJr:m if not in r,onfomian<c» ;mrJ nol 
cor;,,idere~.I. iiKlmle r:o;:,y of this !orrn wit.Ii 11e~I c-rm1mqr;(c:a!ion lo a;:,;:,Hca!l! .. 
·1 1'.\r.,r,licanl's uniqa;e dt,~tion designation number f•~•p!io11al_). 2 A,>,>lic-.ant fa to place a che<.:1-: mark here if Engli-sh langu,Jge Tmm,lation i$ anad-,ed. 
This ,xilleclion of informatfon is rnqsiir,;(J tJy :3'1' en, 1,%. Tf1e iJalom,ation i,s required to otJtc'ffl ur retain a t>eoeflt t>y the ;mtJlic whor:h ff, to me (arid i,y lhe USPTO 
to proces5) e1n a;:,;:,lk:alion. Con!ldenti-ali!y is govem,Jtl by 3c, ~l.S.C. 122 i.l!ld 37 CH~ 1.14. rhis mlle,clion is <1s!1matut! !>:i !a~ .• 3 2 hours to rnmp!ete. including 
9sthering, prflparinq. and m1bmiltlng thfl completed applicm1oa) form !n !he USPrO. Time will va1y dor,m,rJing upo11 !h~, imJividtml ease. Any comrn,,.n!s or, lhe 
amo,,nt of tirne yo,.i require tn <.-:<J;11plel.e this form andlor f,,.ig(jf!fAions for reduci11g thi:, b1m.!e11, slwuld be .sent to the Chief fnfo;malioJa Offh::.eJr, IJ.S. Paterit s111d 
·r rn,imnark Olfk,,. P.O. Box 145{), At€>xandda, VA 22313·1450. DO NOT SEND FEES OR COMPLEH:O FORMS TO ·t HIS ADDRESS. SENO TO: 
Commissioner for Patents, P .0. Box 1450, Alexandria, VA 22313-1450. 
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PTOISB/08tJ {03-09) 
Approved J-or '..15€> lhrougll 04/30/2009. 0MB 0651"0031 

U.S. Pa!enl and Tra1fomarl<. Offb,; U.S DEPARTMENT OF COMMERCE 
U~11'1r the P"""rwork Reduction Ac! ol 1995 no D€lf"Of1S a,-;, rc><iuirec' to resoond to a col!~!icm of infomF""'n !J!ll1••s ii <-'<lntJin- a va!i-d 0MB cm1trol numtwr . ·- .~ ' - ~ -~ ,, 

St•b'sJ.ihl!,; for ft,rm 1449iPTO 
Complete if Known 

' Application Number 10/972,588 

INFORMATION DISCLOSURE Filing Date 10/25/2004 

STATEMENT BY APPLICANT First Named Inventor Scott L Michaelis 

Art Unit 2114 
(Us~ a.r. many sheet;;; as ne-cessar_v.l 

Examiner Name Le, rneu Minh T. 

Sh0€lt 11 I of I 1 Attorney Docket Number 200404973· 1 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite Include name of the author (in CAPITAL LETTEHS), title of the article (when appmpriate), title of 
lnitfals* No. 1 the item (book, magazine, jowmaL serial. symposium, catalog, etc,), date, page(s), volume-issue T2 

Examiner 
Signature 

mm,ber(s\ publisher, cilv and/or counttv where published, 

Office Action for Serial No. 10/973,003 dated 3-5-2008 in the United 
States 

Office Action for Serial No. 10/973,003 dated 9-12-2007 in the United States 

/Dleu kfa1h Le/ Date 
Conskknxl 

'EXAMINER: Initial if mkwenu~ cons.i<.lmed,. wlwl.hm or no! d!aUon b in confomiilm;,J wi!h MPEP 609. Dmw lim; !!,rough d!alJr:m if not in r,onfomian<c» ;mrJ nol 
cor;,,idere~.I. iiKlmle r:o;:,y of this !orrn wit.Ii 11e~I c-rm1mqr;(c:a!ion lo a;:,;:,Hca!l! .. 
·1 1'.\r.,r,licanl's uniqa;e dt,~tion designation number f•~•p!io11al_). 2 A,>,>lic-.ant fa to place a che<.:1-: mark here if Engli-sh langu,Jge Tmm,lation i$ anad-,ed. 
This ,xilleclion of informatfon is rnqsiir,;rJ tJy :3'1' en, 1,%. Tlie iJalom,ation i,s required to otJtc'!n ur retain a t>eoeflt t>y the ;mtJlic whor:h ff, to me (arid i,y lhe USPTO 
lo proces5) e1n a;:,;:,lk:alion. Con!ldenti-ality is govem,Jtl by 3c, ~l.S,C. 122 i.l!ld 37 CH~ 1.14. rhis mlle,clion is <1s!1matut! !>:i ta~ .• 3 2 hours to rnmp!ete, including 
9sthering, prflparinq. and m1bmiltlng thfl completed applicm1oa) form !n !he USPrO. Time will va1y dor,m,rJing upo11 !h~, imJividtml ease. Any comrn,,.n!s or, lhe 
amo,,nt of tirne yo,.i require tn <.-:<J;11plel.e this form andlor f,,.igrjefAions for reduci11g this b1m.!e11, slwuld be .sent to th? Chief fnfom1alkm Offh::.eJt:, IJ.S. Paterit s111d 
·r rn,imnark Ollb,. P.(L Box 145{), At€>xandria, VA 22313·1450, DO NOT SEND FEES OR COMPLEH:O FORMS TO ·t HIS ADDRESS. SENO TO: 
Commissioner for Patents, P ,0. Box 1450, Alexandria, VA 22313-1450. 
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PTOISB/08tJ {03-09) 
Approved J-or '..15€> lhrougll 04/30/2009. 0MB 0651"0031 

U.S. Pa!enl and Tra1fomarl<. Offb,; U.S DEPARTMENT OF COMMERCE 
U~11'1r the P"""rwork Reduction Ac! ol 1995 no D€lf"Of1S a,-;, rc><iuirec' to resoond to a col!~!icm of infomF""'n !J!ll1••s ii <-'<lntJin- a va!i-d 0MB cm1trol numtwr . ·- .~ ' - ~ -~ ,, 

St•b'sJ.ihl!,; for ft,rm 1449iPTO 
Complete if Known 

' Application Number 10/972,588 

INFORMATION DISCLOSURE Filing Date 10/25/2004 

STATEMENT BY APPLICANT First Named Inventor Scott L Michaelis 

Art Unit 2114 
(Us~ a.r. many sheet;;; as ne-cessar_v.l 

Examiner Name Le, rneu Minh T. 

Sh0€lt 11 I of I 1 Attorney Docket Number 200404973· 1 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite Include name of the author (in CAPITAL LETTEHS), title of the article (when appmpriate), title of 
lnitfals* No. 1 the item (book, magazine, jowmaL serial. symposium, catalog, etc.), date, page(s), volume-issue T2 

Examiner 
Signature 

mm,ber(s\ publisher, cilv and/or counttv where published. 

Notice of Allowance for Serial No. 10/973,076 dated i 1-28-2008 in the 
United States 

Notice of Allowance for Serial No. 10/973,076 dated 7-16-2008 in the United 
States 

Notice of Allowance for Serial No. 10/973,076 dated 6-3-2008 in the United 
States 

Final Office Action for Serial No. 10/973,076 dated 2-27-2008 in the United 
States 

Office Action for Seri a! No. 10/973,076 dated 9-12-2007 in the United States 

Notice of Allowance for Serial No. 10/972,888 dated 11-14-2007 in the United 
States 
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Commissioner for Patents, P ,0. Box 1450, Alexandria, VA 22313-1450. 
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BOOT PROCESSOR 
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Filer Authorb:ed By: Robert Wayne Nelson 
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This Acknowledgement Receipt. evidences: receipt on the noted date by the USPTO of the indic:ated documents, 
characterized by the applicant, and inc.luding page counts, where applicable. It .serves as evidence of receipt .similar to a 
Post Card, a.s described in MPEP 503. 

New Ap_pJkatj_ons Under 3~U.S.hl 11 
If a new application is being fifed and the application includes the necessary components for a filing date (see 37 CFR 
1,53{bHd) and MPEP 506}, a Filing Receipt (37 CFR 1,54) will be issued in due course and the date .shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international applkation is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating a.cceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be is.sued in addition to the FUing Receipt, in due course. 

Newtnttinational Ap11lkatl9n_Filed withjh~ USPTO as: a Receiyin.g__Qffice 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (.see PCT Article 11 and MPEP 1810), a Notification ohhe International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national .security, and the date shown on thi:sc Acknowledgement Receipt will establish the international filing date of 
the application, 
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HEWLETT,PACKARD COMPANY 
Intellectual Property Adrninlstrntion 
P.O. Box 272400 
Fort Collins, Colorado 80527•2400 

PATENT APPLICATION 

A HORNEY DOCKET NO. __ 2_0_0_4_04_9_7_3_-1 __ 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

lnventor(s): Scott L Michaelis 

Application No,: 10/972,588 

Filing Date: '10/25/2004 

Confirmation No,: 1079 

Examiner: Le, Dieu Minh T. 

Group Art Unit: 2114 

. . SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE 
Title, PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR 

Mail Stop Amendment 
Cpmroissipner For Patents 
PO Box 1450 
Alexandria, VA 22313-1450 

!NFORMA TfON .DlS;CL.OSURESTA TEMENT 

This Information rnsclosure Statement is submitted: 
fgJ under 37 CFR 1.97 (b), or 

(Within three months of fiting natlonal application: or dale of entry of national application; or before mailing 
date of fir$t action on the merits; whichever occurs last) 

D under 37 CFR ur1 (c), together with either a: 
D Statement undet 37 CFR 1.97 (e\ m 
0 a $180 fee under 37 CFR 1.17 (p), or 
{After the CFR 1.97 {b) time period, but before final action or notice of allowance, whichever occurs first) 

D under 37 CFR 1.97 (d), together with a: 
D Statement under 37 CFR 1,97 (e)(1) or (2}, and 

D a $180fee selforth in 37CFR 1.17 (Pt 

(Filed after final action, a notice of allowance, on or before payment of the issue fee) 

Please charge to Deposit Accmmt 08•2025 the sum of $ 0.00 . At any time during the pendency of this application, 
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25. 

Applicant(s) submit herewith form PTO/SB/088 • Information Disclosure Statemen! together with any requit-ed copies of 
patents, publications or other information of whlch applicant(s) are aware, which applic:ant(s) believe(s} may be material to 
the exarninafon of this applicatlon and for which there may be a duly to disclose in accordance with 37 CFR 1-56. 

D A concise explanation of !he relevance of foreign language patents, foreign language putitica!.1011s and other foreign 
languag,~ infonri,,tion listed on PTO/SB/088, as presently uncterstood by the inctividual(s) designated in 37 CFR 1.56 
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is dted 
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language 
version of the search report or achon which indicates !he degre.e of relevance found by the foreign office is !isted 011 
form PTO/SB/08B and is enclosed, 

It is requested that the informatton disdosed herein be made of record in this application. 

Respecifolly s,ibmitted, 

Scott L. Michaelis 

By:. /Robert W. Nelson/ 

Robert W, Nelson, Esq, 

AUomey/A9ent !or Applicant(s) 

Reg No. : 37.898 

Date: June 2, 2009 

Telephone : (303) 298-9888 
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Approved J-or '..15€> lhrougll 04/30/2009. 0MB 0651"0031 

U.S. Pa!enl and Tra1fomarl<. Offb,; U.S DEPARTMENT OF COMMERCE 
U~11'1r the P"""rwork Reduction Ac! ol 1995 no D€lf"Of1S a,-;, rc><iuirec' to resoond to a col!~!icm of infomF""'n !J!ll1••s ii <-'<lntJin- a va!i-d 0MB cm1trol numtwr . ·- .~ ' - ~ -~ ,, 

St•b'sJ.ihl!,; for ft,rm 1449iPTO 
Complete if Known 

' Application Number 10/972,588 

INFORMATION DISCLOSURE Filing Date 10/25/2004 

STATEMENT BY APPLICANT First Named Inventor Scott L Michaelis 

Art Unit 2114 
(Us~ a.r. many sheet;;; as ne-cessar_v.l 

Examiner Name Le, rneu Minh T. 

Sh0€lt 11 I of I 1 Attorney Docket Number 200404973· 1 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite Include name of the author (in CAPITAL LETTEHS), title of the article (when appmpriate), title of 
lnitfals* No. 1 the item (book, magazine, jowmaL serial. symposium, catalog, etc.), date, page(s), volume-issue T2 

Examiner 
Signature 

mm,ber(s\ publisher, cilv and/or counttv where published. 

Notice of Allowance for Serial No. 10/973,076 dated i 1-28-2008 in the 
United States 

Notice of Allowance for Serial No. 10/973,076 dated 7-16-2008 in the United 
States 

Notice of Allowance for Serial No. 10/973,076 dated 6-3-2008 in the United 
States 

Final Office Action for Serial No. 10/973,076 dated 2-27-2008 in the United 
States 

Office Action for Seri a! No. 10/973,076 dated 9-12-2007 in the United States 

Notice of Allowance for Serial No. 10/972,888 dated 11-14-2007 in the United 
States 

Office Action for Serial No. 10/972,888 dated 7-18-2007 in the United States 

Date 
Conskknxl 

'EXAMINER: Initial if mkwenu~ cons.i<.lmed,. wfwl.hm or no! d!aUon b in confomiilm,,J wi!h MPEP 609. Dmw lim; !lirough d!alJr:m if not in r,onfomian<c» ;mrJ nol 
cor;.,idere~.I. iiKlmle r:o;:,y of this !orrn wit.Ii 11e~I c-rm1mqr;(c:a!ion lo a;:,;:,Hca!l! .. 
·1 1'.\r.,r,licanl's uniqa;e dt,~tion designation number f•~•p!io11al_). 2 A,>,>lic-.ant fa to place ache<.:!<: mark here if Engli-sh langu,Jge Tmm,lation i$ anad-,ed. 
This ,xilleclion of informatfon is rnqsiir,;rJ tJy :3'1' en, 1 .st>. Tf1e iJalom,ation i,s required to otJt;s,in ur retain a t>eoeflt t>y the ;mtJlic whor:h ff, to me (arid i,y lhe USPTO 
to proces5) e1n a;:,;:,lk:alion. Con!ldenti-ali!y is govem,Jtl by 3c, ~l.S,C. 122 i.l!ld 37 CH~ 1.14. rhis mlle,clion is <1s!1matut! !>:i !a~ .• 3 2 hours to rnmp!ete. including 
9athering, prflparinq. and m1bmiltlng the completed applicm1oa) form !n !he USPrO. Time will va1y dor,m,rJing upo11 !h~, imJividtml ease. Any comrn,,.n!s or, lhe 
amo,,nt of tirne yo,.i require tn <.-:<J;11plel.e this form andlor f,,.ig(jefAions for reduci11g this b1m.!e11, slwuld be .sent to th? Chief fnfo;malion Offh::.eJt:, IJ.S. Paterit s111d 
·r rn,imnark Olfk,,. P.O. Box 145{), At€>xandria, VA 22313·1450, DO NOT SEND FEES OR COMPLEH:O FORMS TO ·t HIS ADDRESS. SENO TO: 
Commissioner for Patents, P ,0. Box 1450, Alexandria, VA 22313-1450. 
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HEWLETT,PACKARD COMPANY 
Intellectual Property Adrninlstrntion 
P.O. Box 272400 
Fort Collins, Colorado 80527•2400 

PATENT APPLICATION 

A HORNEY DOCKET NO. __ 2_0_0_4_04_9_7_3_-1 __ 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

lnventor(s): Scott L Michaelis 

Application No,: 10/972,588 

Filing Date: '10/25/2004 

Confirmation No,: 1079 

Examiner: Le, Dieu Minh T. 

Group Art Unit: 2114 

. . SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE 
Title, PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR 

Mail Stop Amendment 
Cpmroissipner For Patents 
PO Box 1450 
Alexandria, VA 22313-1450 

!NFORMA TfON .DlS;CL.OSURESTA TEMENT 

This Information rnsclosure Statement is submitted: 
fgJ under 37 CFR 1.97 (b), or 

(Within three months of fiting natlonal application: or dale of entry of national application; or before mailing 
date of fir$t action on the merits; whichever occurs last) 

D under 37 CFR ur1 (c), together with either a: 
D Statement undet 37 CFR 1.97 (e\ m 
0 a $180 fee under 37 CFR 1.17 (p), or 
{After the CFR 1.97 {b) time period, but before final action or notice of allowance, whichever occurs first) 

D under 37 CFR 1.97 (d), together with a: 
D Statement under 37 CFR 1,97 (e)(1) or (2}, and 

D a $180fee selforth in 37CFR 1.17 (Pt 

(Filed after final action, a notice of allowance, on or before payment of the issue fee) 

Please charge to Deposit Accmmt 08•2025 the sum of $ 0.00 . At any time during the pendency of this application, 
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25. 

Applicant(s) submit herewith form PTO/SB/088 • Information Disclosure Statemen! together with any requit-ed copies of 
patents, publications or other information of whlch applicant(s) are aware, which applic:ant(s) believe(s} may be material to 
the exarninafon of this applicatlon and for which there may be a duly to disclose in accordance with 37 CFR 1-56. 

D A concise explanation of !he relevance of foreign language patents, foreign language putitica!.1011s and other foreign 
languag,~ infonri,,tion listed on PTO/SB/088, as presently uncterstood by the inctividual(s) designated in 37 CFR 1.56 
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is dted 
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language 
version of the search report or achon which indicates !he degre.e of relevance found by the foreign office is !isted 011 
form PTO/SB/08B and is enclosed, 

It is requested that the informatton disdosed herein be made of record in this application. 

Respecifolly s,ibmitted, 

Scott L. Michaelis 

By:. /Robert W. Nelson/ 

Robert W, Nelson, Esq, 

AUomey/A9ent !or Applicant(s) 

Reg No. : 37.898 

Date: June 1, 2009 

Telephone : (303) 298-9888 
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This Acknowledgement Receipt. evidences: receipt on the noted date by the USPTO of the indic:ated documents, 
characterized by the applicant, and inc.luding page counts, where applicable. It .serves as evidence of receipt .similar to a 
Post Card, a.s described in MPEP 503. 

New Ap_pJkatj_ons Under 3~U.S.hl 11 
If a new application is being fifed and the application includes the necessary components for a filing date (see 37 CFR 
1,53{bHd) and MPEP 506}, a Filing Receipt (37 CFR 1,54) will be issued in due course and the date .shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international applkation is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating a.cceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be is.sued in addition to the FUing Receipt, in due course. 

Newtnttinational Ap11lkatl9n_Filed withjh~ USPTO as: a Receiyin.g__Qffice 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (.see PCT Article 11 and MPEP 1810), a Notification ohhe International Application Number 
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national .security, and the date shown on thi:sc Acknowledgement Receipt will establish the international filing date of 
the application, 
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St•b'sJ.ihl!,; for ft,rm 1449iPTO 
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' Application Number 10/972,588 

INFORMATION DISCLOSURE Filing Date 10/25/2004 

STATEMENT BY APPLICANT First Named Inventor Scott L Michaelis 

Art Unit 2114 
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Examiner Name Le, rneu Minh T. 

Sh0€lt 11 I of I 1 Attorney Docket Number 200404973· 1 

NON PATENT LITERATURE DOCUMENTS 
Examiner Cite Include name of the author (in CAPITAL LETTEHS), title of the article (when appmpriate), title of 
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Examiner Date 
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·1 1'.\r.,r,licanl's uniqa;e dt,~tion designation number f•~•p!io11al_). 2 A,>,>lic-.ant fa to place a che<.:1-: mark here if Engli-sh langu,Jge Tmm,lation i$ anad-,ed. 
This ,xilleclion of informatfon is rnqsiir,;rJ tJy :3'1' en, 1,%. Tlie iJalom,ation i,s required to otJtc'!n ur retain a t>eoeflt t>y the ;mtJlic whor:h ff, to me (arid i,y lhe USPTO 
lo proces5) e1n a;:,;:,lk:alion. Con!ldenti-ality is govem,Jtl by 3c, ~l.S,C. 122 i.l!ld 37 CH~ 1.14. rhis mlle,clion is <1s!1matut! !>:i ta~ .• 3 2 hours to rnmp!ete, including 
9sthering, prflparinq. and m1bmiltlng thfl completed applicm1oa) form !n !he USPrO. Time will va1y dor,m,rJing upo11 !h~, imJividtml ease. Any comrn,,.n!s or, lhe 
amo,,nt of tirne yo,.i require tn <.-:<J;11plel.e this form andlor f,,.igrjefAions for reduci11g this b1m.!e11, slwuld be .sent to th? Chief fnfom1alkm Offh::.eJt:, IJ.S. Paterit s111d 
·r rn,imnark Olfk,,. P.(L Box 145{), At€>xandria, VA 22313·1450, DO NOT SEND FEES OR COMPLEH:O FORMS TO ·t HIS ADDRESS. SENO TO: 
Commissioner for Patents, P ,0. Box 1450, Alexandria, VA 22313-1450. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

lnventor(s): Scott L Michaelis 

Application No,: 10/972,588 

Filing Date: '10/25/2004 

Confirmation No,: 1079 

Examiner: Le, Dieu Minh T. 

Group Art Unit: 2114 

. . SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE 
Title, PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR 

Mail Stop Amendment 
Cpmroissipner For Patents 
PO Box 1450 
Alexandria, VA 22313-1450 

!NFORMA TfON .DlS;CL.OSURESTA TEMENT 

This Information rnsclosure Statement is submitted: 
fgJ under 37 CFR 1.97 (b), or 

(Within three months of fiting natlonal application: or dale of entry of national application; or before mailing 
date of fir$t action on the merits; whichever occurs last) 

D under 37 CFR ur1 (c), together with either a: 
D Statement undet 37 CFR 1.97 (e\ m 
0 a $180 fee under 37 CFR 1.17 (p), or 
{After the CFR 1.97 {b) time period, but before final action or notice of allowance, whichever occurs first) 

D under 37 CFR 1.97 (d), together with a: 
D Statement under 37 CFR 1,97 (e)(1) or (2}, and 

D a $180fee selforth in 37CFR 1.17 (Pt 

(Filed after final action, a notice of allowance, on or before payment of the issue fee) 

Please charge to Deposit Accmmt 08•2025 the sum of $ 0.00 . At any time during the pendency of this application, 
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25. 

Applicant(s) submit herewith form PTO/SB/088 • Information Disclosure Statemen! together with any requit-ed copies of 
patents, publications or other information of whlch applicant(s) are aware, which applic:ant(s) believe(s} may be material to 
the exarninafon of this applicatlon and for which there may be a duly to disclose in accordance with 37 CFR 1-56. 

D A concise explanation of !he relevance of foreign language patents, foreign language putitica!.1011s and other foreign 
languag,~ infonri,,tion listed on PTO/SB/088, as presently uncterstood by the inctividual(s) designated in 37 CFR 1.56 
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is dted 
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language 
version of the search report or achon which indicates !he degre.e of relevance found by the foreign office is !isted 011 
form PTO/SB/08B and is enclosed, 

It is requested that the informatton disdosed herein be made of record in this application. 

Respecifolly s,ibmitted, 

Scott L. Michaelis 

By:. /Robert W. Nelson/ 

Robert W, Nelson, Esq, 

AUomey/A9ent !or Applicant(s) 

Reg No. : 37.898 

Date : May 29, 2009 

Telephone : (303) 298-9888 
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Application No,: 10/972,588 

Filing Date: '10/25/2004 

Confirmation No,: 1079 

Examiner: Le, Dieu Minh T. 

Group Art Unit: 2114 

. . SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A SPARE 
Title, PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A BOOT PROCESSOR 

Mail Stop Amendment 
Cpmroissipner For Patents 
PO Box 1450 
Alexandria, VA 22313-1450 

!NFORMA TfON .DlS;CL.OSURESTA TEMENT 

This Information rnsclosure Statement is submitted: 
fgJ under 37 CFR 1.97 (b), or 

(Within three months of fiting natlonal application: or dale of entry of national application; or before mailing 
date of fir$t action on the merits; whichever occurs last) 

D under 37 CFR ur1 (c), together with either a: 
D Statement undet 37 CFR 1.97 (e\ m 
0 a $180 fee under 37 CFR 1.17 (p), or 
{After the CFR 1.97 {b) time period, but before final action or notice of allowance, whichever occurs first) 
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D Statement under 37 CFR 1,97 (e)(1) or (2}, and 
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(Filed after final action, a notice of allowance, on or before payment of the issue fee) 

Please charge to Deposit Accmmt 08•2025 the sum of $ 0.00 . At any time during the pendency of this application, 
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25. 

Applicant(s) submit herewith form PTO/SB/088 • Information Disclosure Statemen! together with any requit-ed copies of 
patents, publications or other information of whlch applicant(s) are aware, which applic:ant(s) believe(s} may be material to 
the exarninafon of this applicatlon and for which there may be a duly to disclose in accordance with 37 CFR 1-56. 

D A concise explanation of !he relevance of foreign language patents, foreign language putitica!.1011s and other foreign 
languag,~ infonri,,tion listed on PTO/SB/088, as presently uncterstood by the inctividual(s) designated in 37 CFR 1.56 
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is dted 
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language 
version of the search report or achon which indicates !he degre.e of relevance found by the foreign office is !isted 011 
form PTO/SB/08B and is enclosed, 

It is requested that the informatton disdosed herein be made of record in this application. 

Respecifolly s,ibmitted, 

Scott L. Michaelis 

By:. /Robert W. Nelson/ 

Robert W, Nelson, Esq, 

AUomey/A9ent !or Applicant(s) 

Reg No. : 37.898 

Date : May 28, 2009 

Telephone : (303) 298-9888 
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BewegungsschE!tzung: in Videobildern 

Die Erlindnng betrifft ein Ve:rfahren zur Bewegungsschatzung in 

Videobilddaten, wobei Zllntichst ausgeh~d von einem ersten und cinetn zweiten Videobild 

Parametersatte von zvtcl oder mehr Bewegungsmodellen ennittelt werden und wobei dmil 

den :Sewegungsmodellt1'Jl Bildotrjel.1:e zogeordnet werden. Die Etfinoong betrifft feme::. cine 

S Vonichtnng zur Durohfl.lh:rnng des V e:rfihret1s,_ eine gema.G dem Ve,rfahren rubeitende 

Vonichtung zur Darstellung von Videobildern und ein Computerprog.rnmmprodukr. i.w: 

10 

Bewegung.sschatZung. 

Fortschritte in der Multl:media-Technik baJ.ien zur Entwicklung efaer Viclzahl 

vQn Videofonmten und Wiedergabestandards iefuhrt. Diese un~cheiden sich unter 

anderem auch in der :Biidrate~ also in der Zahl der Einzelbilder pro Zeiteinhe:l.t, Soll eine 

Vid~sequent. ijuf einem PC- oder TV-Bildsi:::hirrn wiedec~geben werden, so ist es 

erlor~lich, eine Anpassung an die Bildrate des Wiedergabegertits vorzuneh:rnen. ;8.ierfur 

15 geeignete Schnittstellen arbeiten mitKonvenionsverfaru:en unter.schii::d.tii:::ber Komplexitat. 

Di.e el.nfachste Methode be-.steht darin, bei der Wiedergabe. je nach g:ewiiru;cbter Biidrate 

Einzel"l)Ude:r der Videosequenz zu wied~1holen oder auszulassen. Bei der Darstellung dentrtig 

behandeh:er Videoda.ten treten jedoch unerWilnschte Artef akte auf Es kornmt Je mt.ch dem 

Verbiiltnis der zu.grundeliegenden Bildraten zu unerwunschten J:)arstellungsfehlem. Die 

20 Wiede:rgabe erscheint stockend und unglejchn;iaAig, so da6 die in der Videosequenz 

dargestellten Bewe.g;ungen urmartirlfoh wirken .. Aufwendigete Verfabren nehmen eine. 

Intmpolation zwischen aufuinanderfoigendmi Videobildern var, wobei e.in Al_gorlthmus zur 

Bewegungsschatwng zum Einsatz konm1t, welcher die Verschiebunge~ einzeli:ler 

Bildelemcnte von einem EinzelbHd zum n~hsien erkennt und daraus Bilddaten eneugt, die 

25 uit:lich zwischen den Einzelbildern der Vidoosequen:z; liegen. Die Anwendung deta:rtiger 

Vmfahren im Eereich def :Seim~Endgerite edQrdert, daS die zugrundeliegenden Algrnittunen 

~foe qualititiv hoehwertige Bildratenkortversion lief em und dab~i mu einw geringen 

Rechenaufwand ben&ige-n. da. cl.er Leistongsfl!hlgkeit a.er digiwen: S:ignalvexar­

beittmgsek.lctronik von Hetmgeriten Grenzen gesetzt s.ind. 

?. 44 
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Verfahren zur BewegungsschatzUng de:r ein:g.angs gen~umten Art eignen sich 

au8er ftir die Eildratenkonvenion aucb fur die Kodierong und K.om.pression bei der 

Dbenragung von Videodaten so·wie fUr die Tiefesehruzung in der 30 Bilddatenverertlt>-it:ung 

lmd rur Disparitatsschlitzungen bei. S~o:Pildem. • 

5 Ein derartiges Vertab.ren schlagt die WO 99/16251 vo:r. Es handelt sich hierbci 

um ein leisnmg;sfamges, objekt.orlentiertes Verfahren zur Bewegungsschitzung, bei dem zwei 

ode:r:mr-..hr Bewegungsrnodelle varwendet werden. um die Verschiebung Yon Bildobjekten 

twischen einem aktuellen rmd einem vorhergehenden Videobild zu beschrniben. Die 

Bewegungsmodelle werden durch P-armietersau:e be.stltnmt. aus welchen sich 

1 O Vers~hiebungsvektoren be1oohnen !.assen, Einecs der Bewegungsniodelle wb:d benotigt, um 

diejenige.n Bildteile zu berttck.!lkhtigen. die statisch sind. Der zugehorige 

V erschiebungsvektor ist also de:r Nullvektor, Pie Pararne•tersiitze der ilb:dgen 

Bewegungs:roodelle werden ermittelt., indem die Anpassungsfehler der Bewegungsmodelle 

bei der Besc:hte.ibung der Vernchiebung der Bild.ohje:kte xwischen iufcinanderfolgenden 

15 Videobildem bewe~et we.den. Fur die Interpolation ist es dann erfotdedich, die Bilddaten zu 

seg.rnentieren und dabei einzelnen Bildobjekten geeignete Bewe.gungsmodeUe zuzuoronen, 

Das Ergebnis de:r Segmentienmg sind separate Objekte., also :ai.Idtcile die vom 

vnrhergehenden zum a.'lctuellen Videobfld cine a.hri:lic:he oder "\'ctgleichbare Vers:chiebung 

ausfuhren. 

20 Das vo1bekannte Verfahren mr BewegungssQh'iltZU.Pg stellt eine 

leisnmgsfiUuge Alternative zu den an.sonsten D.blichen bloekorientfort.en Varfahren dar. da die 

Zahl de:r unahhangig voneirumdcr beweglichen Objekte in normal.en Videoseqoeru:en gering 

ist und desweg:en e.uch nu:r ~in~ entspre!_:hend kleirte Zahl von Be·wegungsmodelien • 

verarbeitet werd.en muB. Dara.us resultiert eine geringe Z,ahl von RechenQperatio:oen, was das 

25 Vetfahren auch iln Reimbere,ich universe!} einsetibar maeht. 

Die grund1egende Aufgabe der vorliegenden Erftndung ist es, das vorbekannre 

$eweg1.mgsschi1tz:ungsverf ~n Weiter zu verbessem und da'bei gleic:hzeitig die Komplexitat 

30 weiter zu reduzien:n. 

Bei dem Vetfahren zur Bewegungsoohtuzung is:t die Segmentierung des 

Videobildeo d.~ schwierigste Schritt. Ziel ist es, jeder Gmppe von BHdpunkten einde1.1tig ein 

Bewegun,g;s1nodell zuzuordnen. Bei dem voroeka:nnten Vetfab.ren wm:i dies dadutch erre:ictu, 

daS jedero der typis:chenveise aeht mal acht B.ildptmkte gro&n Blijcke dasjeruge 

P. 45 
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BewegungffllodeU zu.geordnet wd, das die Verschiebu.ag im j~weiJigen Bildbereich run 

• besren beschreibL E'.ie.ifilr wifd ei.n .A.npassungsfe.hler bestimmt, welcher als Summe der 

absoluten Difforem:en det Inteniitil:ten von gem:IB dem entsprechenden BewegungsmodeH 

re!ativ zu~inander verschobenen Bildpunkren berechnet wird Jed.em Block wird darm 

5 d1JSjenig:e Beweg-J.ngsmodell zugeOf<inet, be,i dem der Anpassungsfehler am kleinsreu far. 

In der Praxis hat es: sich ge-.1:.eig~. daS es. bei dieser Art der Segmentierung, ins­

besondere wenn eine gro.6e Zahl von individuell beweglicllen Objekten i11 der V.ideosequenz 

darge.stellt werden, zu Zuturl11ungsfehlem und unerwlinschteti Bildartefakl.en l<:ommt, 

Ge:i;nrul der 2.ugrunde!iegenden Au.fgabenstelh:mg wird die Qualitat der 

10 Se:gme11timmg bei e:i.nem Verlah:ren der cingangs genanriten Art dadw:ch verbessen. dal1 me 

BHdobjekte mm einer Mehriah1 von :S1ockeu :zusanune'11&e.setzt weroen, jn die der ne,..tamte 

B:ildbereich unterteil.t ·wird, 1l'ild: da0 fUr die Zuordllung derBewegu.ngsmodeUe Z\l den 

Block.en die Ubereinstimrnung der Bewegungsro,;idelle mit der Vern:hlebung innerhalb der 

jewclligen Blocke sowie die rliumliche und/oder die .zeitlicbe Konsistenz aer Zuorrunmg 

15 QeVlertet WWell. 

ErfindungsgemiB werden die Blocke nicht unbedingt denjenigen Bewe+ 

gungsmQdellen zugeordnet, fOr die sich der gering:ste Anpass:ungsfehler ergibt, Zuslittlich 

111,<ird die raumliche Konsi-stenz. der Zuoninung bewertet, inde.m die Bewegung :in rlhunlioh 

benaclibarteri Bildbereichen berucksichtigt wird. Typische Videosequenzen bestehen a.us 

P. 46 

20 ciner groBen 7..ahl von Einzcibildern, D.as Verfahren zur Bewi;":gungsschat.tung wird dabei auf 

P~are von jl~wcils auf~nanderf olgenden BHdern a.'lgewandt. Ge.mall der Edindung we:rden 

die einzelnen Bildpa:at-e nicht meltr tmabhangig voneinander behandelt. sondern es wird bei 

der Zuordmmg der Beweignnw,:,.-m.odelle zu den Blocken bewen:et, welche Zuordnung bei 

frtiheren :Sildpaaren der Yideosequenz getroffen wurde. Auf diese Weise wird eine 

25 verbesserte raumlfohe und ~itliche Konsistenz bei de. Segmentiening erre:icht. Insge.samt 

erglbt 1>ich somit ein relrurslves Segroentierungsverfahren, mit welchei:n e-ine Inrerpofation 

mft deurlich vernessener Bildquali&tt erm(}glich.t wir<i Bei wiederholter Anwend1.mg des 

Verfahrens auf eine Vidoosequenz ist eine rascbe Korrvergenz bei der Bestinunung de:r 

einzeine:n BHdohjekte fesrxuswllen. 

30 B1ocken im Smne det vorUegenden F,mndu.ng sind. wie obe.-, erwahnt. 

typischerweise rechteckige. oder guadrab.sr..he Ano:rdnungen von mehreren Bi!dpunkten. Im 

Prlnzip ktmnen die Blocke aber au.ch aus jeweUs nur einem einzelnen '.Bildpunkt beste.ben. 

Dle Zahl der Reehenoperationen hangt bei den Verfahren zur 

Beweg1;11"J:~SCh1Uz:ung gemi.£ de. Erfindung stark von der Zahl der .Parameter, durch wekhe 
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die Beweg..u1gsmo<lelle bestimmt werden. ab. I.st die Zahl der Parameter seht gerlng, sind die 

Bewegungsmodelle also enisprecherid einf~h. konnen unter Um.Standen komplexe:re 

l:lewegungen nicht beschrieben werden, ohne die Zahl def Bewe-gungs:r:m.xielle zu. erhohen. 

Dadw:ch wirdjedoch die Zahl der RecJ,.enoperationen wiedenun erhoht und aui\erde:m 

5 muss.en clm;elne Bildobjekte in separate Unter.objekte mil'.jeweils un:terschiedlichen 

Bewegu_n_is,smodellen auf getcilt werden. Die$ fubrt li,lcht zu Inkons.istenzen und 

tmenvtmschten Bildattefakren. Vortei1haftetYreise silui die Verfalu'en z:m: 

.Bewegungsschi!:tzung gem la der Erfindl.mg dadureh zu v(':fbesse:rn, da.8 die Parametersfi1tze 

der zwei oder mchr Bewe.gungsmodelle aus jeweils zwei bis vier P.aruxnetern besteh.en imd 

10 der Parar11etenm eines zuslwichen Be,;,.•egungsmodells a.us sechs oder mehr Panunetern 

besteht. 

Die Bestimm:ung von z.wei b:is vier Pm:ametern ist mir nur geringem 

Rechenaufwa.nd. Verbund.en. Durch demtig einfache BewegungsmodelJe lassen sich grund­

lege:nde Beweguogstypen wie Schwenks, Drehnngen un¢ Zoom problemlos beachreiben. 

15 Falls im Bildbercich komplexere Bewegungen auftteten, ktmnen diese duroh Hinzutug:en nur 

eines z:usittzlfohen Bewegungsmodells mit secht oder roehr Pa:rametem beschrieben werden, 

wobei der ben6tigte '.R.echenaufwand nur geringfilgig ansteigt. 

20 

& ist dabei zweck.m:aBig. den Parametersatz des zusiitzlichen Bewegu11gs.­

mode-Jles bel det Zuordnung der ,B(!.wegungsmodelle zu dt:m Bildobjekten zu bestimmen. 

Wie oben beschrieben, k:5nnen die Parameten,atze der Bewegungsmodelle 

clurch Minirruenlng eines. Anpass:ungsfehlers,, der in ausgewahlten B.ildbereichen berechnet 

winl~ bestitnmt we.rden, H<,1Chdhnensionale :Mlnimierungsverfahren. wie Sie ffir die 

Bestinunung vou sechs oder melu- Parameter benotigt wtirden, sind jedoch extrem 

rechertzeitirmmslv. Wesentlic:h effektiver ist es, die sechs oder i:.nehr Parameter des 

25 zusatzlichen Bewegungsmodells erSt bei det Segmentierong des Bildbereiches zu emiittein. 

30 

In diesem Fall ist das- zusattliche Bewegungsmodel1 ah global es Beweg11ngsmodell zu 

vers.tehen,. welches dieubrigen Bewegungsmodelle im gesarnum Bildbereich ergint.t und 

dabei 1okale Abwcich.ungen rler Bewegungsmodel!e von der wah:ren Bewegung der 

Bildobjekte ausgieicht. 

Um Rechenzeitzu. spsren, ist e..s weiter vortei!haft. den Pararnetersatz: des zu .. 

satzlichen BewegungsmodeU ausgehend von den Parametem bei fmheren Videobilddate,n 2.ur 

verfelnern. Auf diese Weise wird d1e Bes.timmung der Parameter des komplexen 

Bewe$Ungsmodell.$ rekursiv ver'bessert. Experiment.e habe:n gezeigt, daB durch das 

zt1Satuiche Bewegungsmodell eim: deutliche. Verbessenmg bei der Qualitlit der Interpelation 

P. 4 7 
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erteicht wird, wobei auf g,1UI1d der raschen Konvergenz ooi der ~kllrsiven 

Parameterbestim.'Tinng der Re:c.henaut\vand nur geri.ngfugig ~unimt,nt. 

rm 439 

PCTlEPOO!l 1653 

Fur die Durc;hftihru:n,g des erfind.ungsgemli.Ben Verfahrens eignet rich eine 

Vmricbtung zur Bewegungsscbatzung in Videobilddaten, mit einem wgitru.en .Bildspeiche:r, 

5 in welchem eine aku.te.lles uncl eitt vorhergehendes VioeobHd speicheroar sind, mit Mitteln 

zur Bestimmung von P~etemttzen von zwei oder mcltt Bewegungsmodcllen nnd mit 

Mitteln zur Zuo:rdmmg der Bewegungsmodelten m BildobjeJ.."ten, wobei die Vo:rrichrnn.g 

Mit:tel zur Unterteilu.o.g des gesamten Bildt,e,."'eiches i-n Blocke. aus denen die Bildobjekte 

i.usm:n:rueng~.setzt werden und ZUf Zuordnung der Bll:icke zu den BewegungsmodeUen 

10 aufweist und wobci die Uber~ns-t:i.mlP.ung der Bewegungsmodclle mit der Verschiebung in­

nerh:&lb der jeweiligen B115cke sowie die rllumliche und zcitliche Kon~istenz d.er Zuordnu:ng 

bewenet werden. Derartige Voll'ichrunge.n konm::n vorteiJh_a:ftel"i.reise in Pemsehgeci.te, 

Monitore, Video- oder DVD-Abspielge:rate usw. eingebaut werden, Der digital.e BHdspeicher 

([er erfimiungS.gemlU3en Vorrichtung mu$ dabei nicht notV.1endi_geN1eise ei.ne a11sreichende 

15 Kapa.zit.lit haben. um das erste und das :;;::weire Videobild gleichzeitig aufzune.h:roen. Die 

Speicherung der jewe:iligen Bild.¢rnacheinander re±cht flit das erfindungsgemitk Verla,hren 

.ms. 

Vonicha.mgen zurDarstetlung von Videobildem, wie beispielsweise 

~f!lsehgerare, Monitore usw .. n:,:it einern digitalen Bildspekber, in dem Videobilddaten 

20 speicherbar sind, mit elektronischenMitteln m:r Verarbeirung der in dent BUdspeichor 

gespeicherten Bilddaten und zur Darstellung von Videobildem auf einer Anzeigevorrichtung. 

wobei die lvlittel mr Ve-rarbeitung dei:- Bilc.ld$ten Mitre! zur Bestimnmng von Parnmetersiitzen 

von zwei oder mehr Bewegungsmodelfon und M:itte.l iur Zuoidnung <!er BewegimgsmodeUe 

zu Bildobjekten aufweisen, k~nnen vorteilbafterweise von den'l erfindur1gsgemlillen 

25 V erfahten profitieren, wenn die M.ittel zur Vet:arbeit1.mg der Bildd.aren fern-er MitteJ Zllr 

Unterteilung des gesrunten Bildt,erei.ches in Bltieke, aus den.en die Bi.ldobjekte zusam­

me:ngesetzt werden, und zur Zuord.nung der BJocke zu den Bewegungsrnodellen aufweisen, 

wobei die llberein$thrunung der Bewegungsmodelle :mit der Ve..."'Sehiebung innerhalb der 

jeweiligen BI~ke sowie die uumliche und zeitliche Konsisteru: der Zuordnung be\-vertet 

30 werden. Herk6.mmliche dig.ital tlrl,clrende. l-ernse.hgmte und M'onitare konnen auf einfa.eh.e 

Weise nach dem. emndungsgemiSen Verfahren beuii:~ werden, wodurch die Qualitii.t der 

BilddarsteHung verbessen wtrd. Anzeigevomchtungen im obige,, Sinne sind dabei zum 

Beispiel die bei Femsehgerate11 und Monitoren ublic:hen Kal'.hodenstrahb:ohren oder 

P. 48 
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Punktrnatrixdi~plays. Andere Anz.ei_ge-vonichtungen zur vi.suellen Auf:;_gal;ie von d.igitalen 

Bilddamn sind genauso denkba.r. 

Ein entsprecllen~ Computetprogramrnprodukt zu:r Bewegungs&chiitttmg in 

Vidoobilddaten, welches a.ls Eingabe ein aktuelles und ein vorhergeb.endes Videoblld erltlUt 

P. 49 

5 und davon ausgehepd mmachst Parameterslitze von .r;wei oder mebr Bewegungsmodellen 

berechnet,. dann den '.Bewegungsmodellen :Sildobjekte zuordnet und sc;h.lieSlich 

Bewegungsdaten ansgibt,. welche die V erschiebung der Bildobjekte vom vorhergebenden 

xuro aktuellen BHd bet.chreiben, unterleilt d...<>n geH1.mten Bildberek:h in BH>cke, aus d.enen die 

Bildobjektt zusammengesttZt werrlen, wobtJ es fur die Zuordnung: der BlOc:ke zu den 

1.0 Bewegungsmodellen die Uberein,stimmung der Bewegung.,~mo:delle rr.rlt der VefSchiebung in~ 

nerhalb der jeweiligen Blocke sowie die raumliche mid z.eltlich Konsfa.renz der Zuordnung 

bewertet. Ein derattig.es Computerprogrammprodul.'t kann beispielsweise eine Software 

urofassen, welche zor Programmjerong von Vk.l.eogertlte11, Fernsehem usw. geeignet 1st 

Herkijmmliche digital arbeitt..-nde Ger.ite kon11en voneilhafte:rweise mittels dies&- Sof'twate 

15 erlindungsgemaB vru:'bessert we:rden. Die Software kann dwei auf :bate-ntrligern. wie Diskette 

oder CD~ROM vorliegen, oder kaan Uber ein Datennetz (lnte:met) zurn Henmtedaden 

bc:reitgestellt werden. 

20 hu folgenden weniert, auch a.nhMd det Figuten, Ausftihrungsbeispiele ®r 

Erfindung erliutert. Es z.eigen': 

Fig. 1 Blockdiagramm eines Bewegungsschatzungsverfaiirens gem~ der 

Fig, 2 Blockmagrammeiner e.iindungsgemai¼n Vomchtung :zur Da.tstellung 

.2S von Videobildem. 

Bei der Ermittlung der f'.araroetersatze ftir die Bewegungsinodelle gemiill der 

E:rl"1rn:1ung wird ein Auswahlkriterium auf ausgmvihlte Bildbere.iche angewandt. Das 

Auswahl.kriterium besteht dabei .rum Bei$piel in der" Bewertt.mg eines Anpassungsfehlern. e. 

Die.set wrrd als Summe von absoluten Differenzen von einzelnen bewegungskomperuiienen 

30 Pixelintf'.nsitaten 2wischen aktuellem und vorhergehendem Videob:ild folgendennaBert 

berechnet: 

s(C.,,n}!!: Iw,. (i), I F:Ct,n)-F,(x-C,.(x,n),n-I) I 
~l(,i) 
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Es erfolgt eine Stummerong Uber Bildkoordinaten 1 ::.: (;), die in einer Menge 

1 (n) von ausgewihlren Bildbenrichen ~nthi:uten &ind. An dies.en Bildkoordinaoon werden die 

absoluten Differen-zen zwisehen den Pix.elintensitaten fan ak'roellen bzw~ vorhergehenden 

VideobUd aufsunuuiert, F, (x,n) ist dabei die Pixelintensittit an mir Bildlroordiuate x in 

5 einem Videobild mit reduzierrem Bildfaster. Es hat sich ruirolkh gezeigt. daB bei der 

Parameterbestiromung die Verwendung eines in der Aufltssung reduzierten Bildes (sub-­

sampled image) vollig ausreichend ist. Dies fOhrt vorteilhaftenveise zu einer erhebUchen 

Reduktion des Rechenaufwandes. Durch den f ortlaufenden Index n wird Qie Nummer des 

Binulbildes und damit der bitpunkt innerhalb der Videosequen~ be1..eichnet. C.,,(x,n) 

10 bezeichnet f'Jt d8.s. Bildpaar n a:ls aktuelles und n -1 als vorhergehe:nde.s Videobild den 

Verscmebungsvektor an der Bildkoordinate i iemaS dem Bewegungsm.odell mit dem fodex 

o. Wll<(x) stem einen Wlchtungsfaktocd.ar. n-ut cl.em bertick$ichtigt wird1 welchem 

Bewegnngsmodl'!=lI o die Bildkoordinate x bei friiheren Bilddaten der Videosequenz 

• iugeordnet wl.U"de. namit l~t sicb- eine Verknupfung zwischen Paramer.erbestimmung und 

15 B-ildsegmentienmg he:rsteUen, wa,; Vortcile im Hinblick.auf die zeitl.iche Kon.sisten:z ~ 

Bewegungsschattung und die Leis.tungsf-&.ugkeit des Verfahrens hat. 

1vllttels des folgenden Bewegungsmodells lassen sich ausgehend von vier 

Patametern Verschiebungsvektoren berechnen: 

C (x.,n)'"' 
- _ (s.,.(o.n)·t-x·d~(o,n)) 
" slo,n)+y ·d,(o,n) 

20 Bs handelt sich hierbe:i um e:in einfaches lineares Modell ernter Ordnung, mit 

dem Tnmsiafo:men und Skalierungen beschw-ibbar sind. Das Modell wird bestimmt durch den 

P$1'amet.ersatz P,,(n) = (s~{o-,i,).diD,n),sy(o,n),d.,(o.n)t. Der Parametersatz Witd so 

bestilnmt. daS der cibige Anpassungsfehler fur a.as ents:prechende Bewesuugsmodell c einen 

~n Wert armimmL Bei dem Bewegungsschfil:tUng:sverfahrnn gemim rler E....-findung 

25 komm.en stets wen.igstens zwei :Bewegungsmodclle zum Ei.nsau., wovon eines itnmer den 

Nullvektor a.ls Parameternatt hat .. so daB durch dieses Bewegun.gsmodcll mit dem 

Vl;lrsebiebungsvektor C0 (x,n) z 5 die station~ Bi!dbereiche beschrieben werden, 

Der niiGhste Schlitt be.i der Bewegongssdl.llnung gemaB der Erfindung ist die 

Bildsegmentienmg, also die Zuonin1mg van Bildbereichen zu den Bewegungsmodcllen. 

30 Hierzu wird zuna.ch&t: der ge$amte Bildbereich b:i Blocke unterteilt In der Praxis haben sich 

P. 50 
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quadratiscb.e :81&:ke a.us 8 mal 8 Pixeln bewijhrt, fur a.l.Ie Blldkoordinaten innethalb des 

:Blocks an der SteUe X gilt drum .i e B(X). Fur jeden Block wird wiederom ein 

Anpas:.mn,gsfehler an ei.:n Bewegi.mgsmodell o berechnec 

eQ(X,n),;,: Ll Fi (x +(l---a)C,.,(x,n),n)-F:o:-i:.rC,.(x.n),n-1) ! 
-""B(X) 

0f'J" Zaitpunkt, zudern die Segmenti:erung giiltig sein soil, wird durch a 

fe.stgeJegt. lm einfacltsten Fall wi.r'd dem Block i dasjenige Bewegung;smodell o ' 

zugeordnet, fur das Ee (X ,n) m,injmal ist. Die Zt,ordt!1mg wird dam! in det 

Segmeritierungsmaske M(X,n) abgeleg,t.. 

FUr die emndungsgemiBe Bemcksichtigung der aumlicben und zeitlh:::hen 

10 Konsistenz der Bildsegmentierun~ also der Zuotdnung von Bildbereichen·ru 

Beweguny,smode.llen, wird dem Anyassungfehler e,,(X,n) ein geeigneter,Sttaf-Fak-tor. 

P(X ,n) hinzug_efflgt: 

t~(X ,n)= LI F~(x+(l-a)C.,(x,n),n)-P-Jx-<'.lCi.x,n),n-l) I+ P{X ,n) 
~B(i; 

Der Straf-Faktornimm.t na.ch derfolgende."l Regel venchii:,dene Werte- a.11: 

{

P,. ,fur M(X +S,n) = c . 
15 ·P(X,n)= ~,fOrM(X-J,n-1),,,o mit 8=(1

.). !,j~O,±l 
P~ sonst J 

2Q 

Durch relativ kleine Strafwene P, und P, werden diejenigen. Zuordnungen 

bevorzugt, bei denen zcitlich und rauml:ich. benachbarte BH,cke dem gieichi;m 

.Bewegu.ngsrn.odell o zuge-.ordnet sfad. wfillrend ane ubrigen Zuordni:m.gen d~trd:.t ein:en 

vergleichsweise gro6en Wert .P., benachteiligt werden. 

Pie Figur 1 z:eigt schemati.sch den Ablauf eines .Bewegungs .. 

s:chtttungsverfahrens geml8. der Fnindung,. Ausgehend vcn ein.em vomergehenden 

Vidoobild 6 und rnnem akwenen VideobUd 7 werden in einem ersten Schritt 9 fur die 

2S Bestit:runmig der Param~ters!!.tze BHdbe:re.iche ausgewahlt. FUr eip_e Mehrzahl von 

Beweg~odellen werdsq rule diese :Sildberekhe mit Wichtungstaktoren 10 vetsehen und 

dann in einem Ve-ifahreosschrltt 11, bei dem die Parameter deJ- Bewe_gungsmodeU~ Mch 

einemAuswahJkrir.eriwn ermittelt werdeil, weitervera:rbeiwt:. Ausgehood von den votlsHindig 

P. 51 
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besmrunten Bewegu.ngsmocteUen wird drum in ci:nem Schritt 12 de. gesamte Bildbe.reich :in 

Blocl-e tmterteilt und fi.lr jeden Block tvcrden die den cinzelnen Bewegungs:modellen 

emsprecbenden Versehiebutigsvekton:n berechneL Dana.ch eifolgt in 13 die Segmentie~ng: 

des Bildbereiches, wobei die Zuo;rdnong der Blocke ~ den :Sewegungsroodellen 

5 vorgenommen wird. In einer dabei rrntstehtnden Segrnentieroagsmaske 14 werden die 

Zuorommgen, die beim nachsten Sildpaar in die Wichtung 10 Eingang finde-n, gespeichert. 

Auf die ge.$l'eiCb.erte Segmentie.nmgsmaske 14 \vu-d dann w!hrend der Segmentierung m.:r 

Bertlcksi(:htigurig der :reitlichen 1md 1-auutlk:ben Konsistenz iugegriffen. 

Die Figu:r 2 zci gt schei:natisch den Aufbau eines dig.ital arbeit®dcn 

10 Anzeigegertttes. bei dem es sich z..B. um ein Pexns:ehgerat oder einen Videomcmitor handeln 

kmm. Der Voni.chtung wird ein Videosig.nal 20 :v.igefµhrt, das in ein~ digitfllen 

Bildverarbeitl..ltlgi.e..weit 21 gespeicbert un.d aufbueitet wird. Hierzn weist die 

Bildverm:beiu:mgse:inheit einen Bildspeiche:r 22, einen ProzessQl" ~ und einen 

Programmspeieher 24 au!, Gegebenenfa.lls konnen diese Elemente auch, zurninde.st teilw~ise,, 

15 in einem disk:R-..ten BautciI verninigt sein. Auf dem Pratessor 23 l:auft ein in deni 

:Pro~eic:het 24 ahgelegtes. Programm ab. durch das die mfindungSV:f.\liiBe 

Bildvetatbeitunt gesteuert -.vird. Rine B!lddatstellungseinheit 25 erhllt von der 

Bildverarbeitungseinheit 21 autbereitcte Bilddaten 26 und etzeUgt daxaus ein Signal 27 iu:r 

Anr~uernng ciner Kathodenstrahlrt>hre 28, Uber welche die Videobilder visuell ausgegeben 

20 werden. 

P. 52 
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PATENTAi~SPRUCHE; 

l. Verfahten z.ur Bewegungss.chitzung in Videobilddaten, wobei ZUl'.).aChst 

ausgehend von einem CTSten und einem zw(.iten Viaeobild (6,7) l?a:rametc:i:satze von zwei 

oder mcltr '.Bewegung:s:rnodell~ ermittelt werden ( 11) und wobei dann den 

BewegungsmodeUen Bildot>jekte zug~ wenien (13), 

5 dad u r ch g eke n n. z e i ch n e t, d a 8 

die Bildobjek1e aus einer Mehr.zahl von Bl&ken zusanu:nengesetzt were.en, in die der 

gesamte Bildbereich untertcilr. wjm (12), und. daS fur die Zuordtrung tier Bewegungs:m.Qdelle 

Zll den Bll}cken die Uberein.stimmung der Bewegungsmodelle mit der Verschiebung in­

ne:rhalb der JeweiUgen Slocke sowie die ntuwic.he und/oder die zeitliche Konsistenz der 

10 Zuordnung bewr-..Jtet werden. 

2. Verfahren na.ch Ansprucii I, dadurch gekenru:eichnet, daB fur di~ Bewernmg 

de.tttumlichen Konsiste:ni. 'benachbarte Blticke berllcksichtigt werden. 

15 3. Verfahren na<:h Anspruch l. dadui:ch gek~chnet, daB fill' die Beweromg 

der zeit.lichen Konsistenz fruhen:: Vid.eobilddaten in ejner Sequenz von VideobUdem 

berilcksichtigt werden. 

4. Verf ahren nach Anspruch 1, dadurch gekennzeichnet. da$ die Pa:rar.aetersatz.e 

20 def~ oder mer,x BewegungsrnodeUe a~.is jewcils zwei bis .. vi.er Parametem besteben und 

der Paxametersau: eines zus.atl.lkhen Bewegu.ngsmodell a.us sechs oder mehr Parametem 

besteht. 

5. Verfahren nach Anspruc:h 4. dadu:rt:'.h gekennzeichnct. daB dcr- Parametersatz 

2S des zusitzli-ehen Bewegungsmodells bcl der Zuordnung der Bewegungsmodelle z:u den 

Bildobjekl:en be:i."ti:mtnt wird. 

6, Vorrichttmg zur Bewegungsschiittung in Videobi.lddaten, mit einem digitalen 

Bildspele-her. in dem ein en.tes und ein zweites Videobild speicherba:r sind, mit Mirteln zur 
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Bestimmung von Pammetersatun von zwei oder m.ehr Bewegungsm.odcllen und mit Mitte1n 

zur 2uotd.nung der BewegUrtgsn,.odelle :ru .Sildobje1.-wn, gekennzeich.net durcb Mittel zur 

Unterte.ilung de.s gesru::nten Bildbereiches in Bl&ke, 1R1s denen die Bilrlobjekte .zw.am~ 

mmgeseo::t wetden, u.nd zur Zuordnu:ng der Bli'Jcke zu den Bewegungs:modelten, wobei die 

5 Obereiosthnmung der Bewegungim:iodelle mit der V erscmebung innerha1b der jeweilige;n 

Blocke sowie die raamliche tmd zeitliehe. Konsisrenz der Zuonitmng bewettet we.rd.en. 

Vo:rriehtung xur Darntellung von Videobildem, insbeson~e Femsehgerat 

P. 54 

oder Monito1\ rnit eioem digitalen Bildspeicher (22}, in dem Videobilddaten spelcherba,- rind, 

IO In.it elekcron.i&ehen M.itteln (21,25) zur Verarbeitung der in dero Bildspeicher gespcicherten 

:Bilddate:n und zur Datstellung von Videobildem auf einer Anzeigevo~ct11:ung (28), wobcl 

die Mittel (21) zur Ver.n:oeit1mg derBilddaten Mlttel ::rur Bestlmmung vcn PamneteJ:"Satz.en 

von zwei oder meht Bewegungsa:u.:>®Uen und Mittel zur Zuord,,"ltmg der Bewegungsl!)Ode11e 

zu Bildobjek.ten aufweisen, da.d~h geke:nnzeichnet, da& die Mi~l (21) Zltr Verar~tl.mg der 

lS Bilddaoon femer Nll.ttel :zur Unterteih1ng des gesarnten B:ildherekhes in Blocke, aus denen die 

Bildobjekte zm:a:m.m.engesetz:t werden, und ,i.-UX Z.uordnung der Blocke zu den 

Bewegungsmodellen aufweisen, wobei die tJbe.einstimmun.g der Bewegun~odelle nrit der 

Venchiebtrng innerllalb der jeweiliten. Bloeke sowie die rl!umlkhe: und zeitliche K<,n$is:tenz 

der Zuorrlnung bawe:rtet werden, 

20 

8. Computeipmgra:mmprodukt zur Bewegungsscbatzuug in Videobilddaten, 

Welches ~fa Eingaoe ein Paar von Vid.~bllddarenslt.z-en erhrut und davon awgebend z:un~chst 

Parame.tersi.iµe von zwci. od,.."'r mehr Bewegungsmodellen berechnet, drum den 

Bewegungs,rnodellen Bildobjekte zuordnet und sehlieBJ,k.h Bewegungsdaten ausg.ibt, welche 

25 die Veraehiebtmg dc.r}3ildobjekte vom einen zum ruideren Bild be~chreiben1 dadurch 

gekenn.zcichnet, da.8 es den gesamten Bildbereich in Blocke unterteilt, aus denen die 

Bi1dobj('kte zusammengeseitz.t werden. wobei es flir die Zuordnung der Blticke zu den 

Bewegungsmodellen die Ubereinstimmu:ng det' Bewegu:ngsmodclle mit der Verschlebung 

mnerhalb der jeweiligen BWcke sowie rue raumliche und zeitlic.he Konsistenz der Zuordnung 

30 bewertet. 
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ABSTRACT 

A method and system for dynamically replacing a failing 
processor in a server system configured ,vith IA-32 archj-
1ecture without requiring hardware changes 1o the lA-32 
architecture or administrative eflort. At least one processor 
of the multiprocessor system (MP) is initially provided as a 
reserve (or hot-spare) processor that remains in an idle. o:ff, 
or low-power mode. ·while in tba1 mode, the OS is prevented 
from initially u1ilizing the hot-spare processor. \\;11en a 
processor failure is detected, SMI code nmning on a good 
processor instructs the OS 1.o bold off allocating processes to 
the failing processor. Con1emporaneou:,ly, the SMJ (and OS) 
activates and completes an initialization of the hot-spare 
processor to prepare i1. 1.o begin receiving the held--off 
proces:,es. Control is then returned to 1he OS, which updates 
the "active" processor list and allocates the threads that were 
running on the failing processor to the bot-spare processor. 

19 Claims, 4 Drawing Sheets 
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1 

AUTONOMOUS FAIL-OVER TO IIOI~SPARE: 
PROCESSOR USING SM1 

BACKGROUND OF THE lNVENTlON 

2 
such a 1emporary removal may have wide ranging effects, 
from slightly d,,grading the overall performance of the MP 
to temporarily removing the MP from service. 

Cum?ntly, manufacturers of server systems provide dif-

1. Technical Field 
'Ihe present invention relates generally 1o cbta processing 

systems and in particular to system response to processor 
failure in a multi-processor data processing system. Still 
more particularly, the present invention relates to a me1hod 
and system for dynamically activating a spare processor 
when processor failure is detected in a multi-processor data 

5 forent types of server architectures, with common architec-
1um, being the S/390 architecture and the [ntel Architec1ure-
32 bit (IA-32). The S/390 archi1ecture has a machine 
instrnction for swi1ching to a backup processor, while lA-32 

process1ng systern, 
2. Description of the Related Ait 

10 
does not have a similar rnachrne instruction. Rather, IA-32 
is designed with the functionality to generate an SMI 
(Systems Management Interrupt) after a CPU fault. Genera­
tion of SMis for standard system management tasks is 
unique to the JA-32 and the process is described in detailed 

15 in U.S. Pat No. 6,625,679. Conventional data processing systems m·e often config­
ured with multiple processors in1erconnec1ed to each o1her 
and other system components. These multiple processors 
may exist on a single chip or may be manufoctured on 
separate chip:,. The processors operate in tandem to efi.i~ 
ciently complete tasks associat<c~d with application cocle ::io 
being executed. Those skilled in the art are familiar with the 
variou:, configura1ion and opera1ions of multiprocessor sys­
tems (MPs). 

Occasionally, while a system is rnmting and the proces•• 
sors are executing application code, one ( or more j of the 25 

processors may fail (i.e., begin to provide inaccurate pro­
cessing results and/or begin operating ou1side of pre-es1ab­
lished or "ideal" operating parameters, etc.). \v11en such 
processor failure occurs, the system's techniciart has to 
replace the fiiiling processor (or processor chip) with a ne,v 30 

one in order to maintain the level of processing desired for 
the system. This changing of processors is normally a 
manual opera1ion, which requires the 1echnician to halt all 
executing processes (across the system including the oper­
ating system (OS)), shut down the MP, obtain a new/ 35 

replacement processor, comple1e the switch out of the foiling 
processors, reboot the system, artd then restart the executing 
processes across the MP. 

Realizing that shut1ing down the en1ire MP and then 
res1arting all processes is an unaccep1able method of han­
dling single processor foilures, manufacturers designed 
some conventional MPs with a failure response mechanism 
that involves a hot-spare processor and hm·dware changes to 
the system architecture to support processo£ failure comli­
tions. Implementation of the failure response mechanism is 
based on the type of server architecture. 

U.S. Pat. No. 6, l J 5,829 provides a hot spare processor for 
solving processor problems relating to the S/390 architec­
ture. The solution involves the utilization of a hardware 
ins1ruction built into 1he processor that is usable only by 
millicode. Since the problems in the S/390 architecture are 
specific to that architecture, the above solution is not avail .. 
able 1o 1he lA-32 architec1ure, which has a different proces­
sor confi.gLJratio11 a11d exhibits a different set of processor 
problems. Those skilled in the art are familiar with the 
timctional and architec1ural differences in the two 1ypes of 
architectures and appreciate that different response methods 
unique to each architecture must be implemented for pro .. 
cessor failure. 

As another example, U.S. Pat. No. 4,819,232 prnvid~,, a 
hardware instrnc1ion for software programs 1o utilize ,vben During 1he system reboo1, the replacement processor is 

recognized by the MP's BIOS (basic input/output system) 
and activated fcir operation ,vi1hin the system. Conven1ion•· 
a]ly 1he :foiled (or :foiling) processor ]s physically detached 

~o completing fault recovery to a spm·e processor from the 
primary processor. Implementation of this process in art 
lt\-32 sys1e111 \vould require architec1ure (hanhvare) 
changes to current IA-32. Another patent U.S. Pat. No. (or removed) from the system bus (or interconnect), and the 

replacement proce:,sor is connected (plugged-in) 1o the 
inten.~:lJnn(:ct in place of the ren1oved processor. Tbjs replace- 45 

mem method is convenient when non-critical processes m·e 
being completed on the MP; hmvever, 1he time required 1o 
replace the processor and dm,vntime in processing is un­
acceptable for critical processes that require continuous 
up~time of the MP. 

5, l 55,729 provides a redundant processor that engages in a 
ping-ponging process 1vith the pri111ary processor during a 
hot swap condition. T11is process is also specific to the S/390 
architecture and not provided within the [A-32 archi1ecture. 
Finally, U.S. Pat. No. 6,370,657 places the system into 
standby prior to hot-swapping the processors; however, the 

Also. 1vith currem replacemem methods, a separate 
replacement processor is required to he plugged-in after the 
failure condi1ion is detected. This requires a 1echnician 1o 
swap out the failed processor with the replacement, and as 
described above, the OS and executing processes are halted 
un1il the swap of the processors is comple1ed. 

50 response mechanism does not provide a ho1-spare nor does 
it provide a mea11s to keep the OS rnrn1ing during the s·witch 
betvveen processors. 

With server systems, processor down1ime is an undesir­
able condition, and thus a fast fault-response mechanism/ 

55 scheme is required. lt would be desirable for such a scheme 

The traditional method of responding to processor failure 
severely limits the ability of larger systems (e.g., multipro•• 
cessor server systerns) \Vi1h non-failjng processors 1o con­
tinue executing despite the presence of the failing processor. 60 

[n lager server systems that require continuous up••time, 
replacement of a failing processor has to be completed 
without shutting down the entire system. Typically, in a 
server system, when a processor begins to fiiil, the processor 
must be taken out of the processing pipeline and replaced by 65 

another processor to avoid the entire MP crashing. Depend-
ing on the buil1-in redundancy and complexity of the MP, 

to include the ability to detec1 when one ot' 1he mul1iple 
processors has failed. Additionally, when a processor failure 
has been detec1ed, it would also be desirable for the faul1·­
response mechanism to quickly respond to the failure by 
providing a replacement processor without the system hav­
ing to suspend processing and with minimal dismption to the 
overall system. The present invention recognizes that it 
,vould be desirable to provide a processor failure response 
mechanism that provides a replacement processor in a 
seamless mam1er so that executing processes a11d the OS 
continue executing during dynamic replacement of the failed 
processor. 
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SllMfVIARY OF THE iNVENTlON 

Disclosed is a method and system for dynamically replac-

4 
processor during failure response in accordance witb one 
emhodimen1 of the present invention; and 

ing a failing processor in a server sys1ern configured wi1h 
lA-32 architecture without requiring hardware changes 1o 5 

the IA-32 architecture or administrative effort. The method 
enables a system to remain opern1ional, i.e., continue execut-

FIG. 3 is a flow chart illustrating the process of detecting 
and responding to processor failure ,vi1h the spare processor 
configura1ion of FlGS. 1 and 2B according to one embodi­
ment of the present invention. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENT(S) 

The present inven1ion provides a method for dynamically 
replacing failing processors in a IA-32 configured multipro­
cessor computer system (MP) by providing the MP wi1h a 
spare processor that is initially held-off and is later brought 

ing operating system (OS) processes and application pro­
cesses on the other processors, while the failing processor is 
automatically de-activated and a replacement processor is 10 

dynamically activated. Negligible system downtime occurs 
during the tramfor of executing threads/processes to the 
replacement processor, unlike other methods which require 
tt:n1porary halting of tht: t)S pnJl-:t:ssing and, in son1e 
instances, halting all other processes across the system. 15 into the group of executing processors whenever one of the 

main processors is de1ecttxi as foiling. The inven1ion pro•­
vides a substantially seamless transfer of executing pro­
cesses from the failing processor to the replacement proces­
sor, without halting the execution of the operating system 

Implementation of the invention involves the utiliza1ion 
of Systems Management Internipt (SMI) fimctionality pro­
vided within basic input output system (BIC)S) of the iA-32 
archi1ecture. A1 least one processor of the multiproce:,sor 
system (MP) is initially prnvid(xi as a reserve (or hot-spare) 
processor that remains in an idle, off; or low-power mode. 
\v11ile in 1hat mode, the OS i:, preven1ed from initially 
utilizing the hot-spare processor. Vvhen a processor failure is 
detected, SMl code running on a good processor instructs 
the OS to hold orr allocating processes to the failing pro­
cessor. Com<c~mporaneously, the SMI (and OS) activates and 
cornple1es an initialization of tbe bot-spare processor to 
prepare it to begin receiving the held-off processes. Control 
is then returned to the OS, which updates the "active" 
processor list and allocate:, the threads that were running on 
the failing processor to the hot-spare processor. 

Ihus, a processor is able to autonomically fail-over to a 
hot-:,pare processor without affecting the OS or executing 
applications, The invention substantially eliminates the 
problems related to high availability during single processor 
fililure without crashing all of 1he processor:,. Further, the 
invt·ntion completes this processor replacement without 
requiring specialized OS or middle,vare features. Finally, 1he 
inven1ion provides a method for dynamic, hot swap of spare 
processors without the need of processor architecture 
changes. That is, no special h:mhvare instruc1ion is built into 
the processor, as in other methods. 

::io (OS) cmd/or clpplications on the overall MP. That is, a failing 
processor is able to autonomically fail-over to a hot-spare 
processor vvithou! a:ffecting the ()S or executing applica­
tions. The failure response method of the invention is 
completed without requiring special hardware ins1ructions 

25 built into the processors. 
\Vith reference now to the figures and in particular to FlG. 

1, tbere is illus1rnted a mui1:processor system (MP) designed 
with a spare processor and other components that enable 1he 
implementation of the various foatures of the invention. MP 

JO 100 is designed according to lA-32 archi1ecture and com­
prises an IA-32 processor system 120 coupled to system 
components by a bridge 112. The IA-32 processor system 11 
may include one or more processors 120, 122 that perfomt 
various computing fonctions. The processors 14 are coupled 

35 to a common bus 114, and may be coupled to a local 
advanced programmable interrup1 controller {APIC) bus 
(described below). The processors 120, 122 share access to 
the common bus 114, and may also share other resources 
such as memory, input/ou1put (i/O) devices, and interrupt 

~o handlers, for exampk The system components provide 
enhanced functionality, and can be used w1tb 1he existing 
[A-32 proces:,ors 120, 122, provided tha1 appropriate hard­
ware and/or software is used to ensure compatibility 
between the iA-32 processor sys1ern and the system com-

The above as well as additional objects, features, and 
advantage:, ot"the presen1 inven1ion will become apparen1 in 

45 the following detailed ,vritten description. 
ponents 

MP 100 also comprises a spare processor 122. The 
processors are interconnected to each other via processor 
intercmmect 114. Each processor 120, 122 comprises service 
processor logic (not shown), which communicates 1vith 

BRIEF DESCRJPTJON OF THE DRAWiNGS 

The novel features believed characteristic of the invention 
are set forth in tbe appended claims. The invention itself 
hov,ever, as well as a preterred mode of use, fortber objec1s 
and advantages thereof, will best be understood by reference 
to the following detailed description of an illustrative 
embodiment when read in conjunc1ion with 1he accompa­
nying drawings, wherein: 

FIG. 1 is a block diagram of a multiprocessor computer 
system (MP) designed according to IA-32 architecture and 
a spare processor according to one illustrative embodiment 
of the present invention: 

FIG. 2A is a block diagram depicting hvo major internal 
components of one of the lA--32 processors of FiG. 1A, 
according to one ilh!strative embodiment of the present 
invention: 

FIG. 2B is a block diagram of a multiprocessor chip 
designed with dual IA-32 processors and a spare IA-32 
processor to enable dynamic switching out of a foiled 

50 other service proce:,sors of other processors as well as 
bus/interconnect logic (e.g., bridge 112) to allow the pro­
cessors 120, 122 to operate in a coherent manner with each 
other and the rest of the MP HlO. 

As shown by F [G. 2A, each processor 120, 122 includes 
55 a core unit 140 that controls processing on the processor 

120, 122 and an APIC 141 that processes external and 
normal interrupts that 1he processor 120, 122 may receive at 
its interrupt pins 143 and 144. APJC 141 also includes a 
connection to the APIC bus 18, used to deliver intermpts to 

60 1he application processors. 'i11e interrupt pins 143 and 144 
may be programmed to receive specific types of internipts. 

The system components include one or more I/O control­
lers 105, which are coupled to a memmy controller (MCj 
107. The [/0 controllers 105 are coupled to l;() device buses 

65 109. The buses 109 may include a peripheral computer 
interface (PCI) bus, for example, the buses 109 may connect 
standard computer peripherals :mch as a keyboard. 
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Coupled to MC 107 is a system memory 110, within 
which is stored solhvare for controliing the MP and execut-· 
ing application processes. These software include: the OS 
113, BJOS 116, which includes S[VIi, and program applica­
tions 117. SMI no1itle:, the OS of addi1iona1 processor s 
resources within the MP (i.e., increase/decrease in munber 
of processors) as well as addition/removal of other system 
resources (i.e., memory and I/0, etc.j. 

6 
powered nor running, but the memory remains in1act, pow­
ered and in a continuous refresh cycle. This initial removal 
of the spare processor from the group of executing proces­
sors occurs before tbe BIOS bands over control to 1he OS. 
[n ano1her embodiment the sys1em i:, made 1o enable the "'ho1 
spare processor" feature on-the-fly by the OS with a driver­
OS--SMI handshake. Tracking wbicb processors are active 
may be completed by an software table of active processors, 
which is available to be read by the OS, when detennining A system bus 110 connects the memory controller 107 and 

other components to lA-32 processors 120, 122, via bridges 
112, and processor buses 114. The IA-32 processors 120, 
122 and the bridges 112 are grouped at nodes 111. 

10 work load allocation to each of the active processors. 

The bridge 112 takes the intemipts 1hat are being deliv­
ered over the system bus 110 and signals the intern;pt to the 
appropriate IA-32 processor 120, 122. To ensure that a 15 

particular interrupt reaches the appropriate lA-32 processor 
120, 122, all interrupt transactions on the system bus 110 
contain 1arget node 111 and lA-32 processor iden1iflcation. 

Notably, the present invention maintains system uptime 
even while a processor in the MP is failing. This feature of 
1he inven1ion is particularly applicable 1o opera1ions in a 
critical server environment that requires continuous uptime 
of the system. 

Sotiware may initialize 1he J/O contmllers 105 to trans for 
an inteIYupt transaction in a marn1<c~r that identifies th,, IA-32 
processor 120, 122 to be intermpted. The bridge 112 that is 
connected to the same proce:,sor bus 114 as the des1ina1ion 
IA-32 processor 120. 122 recognizes the internipt transac­
tion, and asserts an interrupt pin at the targeted iA-32 
processor 120, 122. 

The spare processor remains bidden until one of the 
primary processors fails and the spare processor is needed to 
replace 1he failing processor. As illustrated in F[G. 2B, the 
spare processor may be built on the same board as the main 

~o processors. Ho\vever~ in another implen1entation, the spare 
processor is provided on a separn1e processing hoard to 
make serviceability easier, For example, with the spare 
processor operation for Series x440 models, the bottom­
most board with CPU's is identified a:, the ideal board on 

25 ·which to reserve a hot-spare CPU(s), since the bottom CPU 
board i, not as a,,cessibk Thi, enables a failed CPU to be During operation, the OS and software code from the 

program application are executed by tbe processors to 
cornple1e speci tic tasks or timctions a:,sociated with the 
application. The processors are interconnected to the other 
components (memory, etc.) via system interconnect HO. 30 

Interconnect fabric 110 includes wires and control logic for 
routing communication between the components as well as 
con1rolling the response of the OS of' MP 100 to changes in 
the hardware config1Jration. In the present invention, BIOS 
comprises processor failure response logic 207, which gen- 35 

erates the SMI, and configuration :,e1ting logic 209. 
F[G. 2B provides a block diagram representation of a 

multiprocessor cl11p designed with main [A-32 processors 
120 and a spare processor 122. Also provided with MP chip 
200 is a register 209 for tracking active processors on MP ~o 
chip 200, as described below. In one al1ernate implementa-­
tion, processors 120, 122 are in1erconnec1ed to each other 
via processor-to-processor buses 203. Processors 120, 122 
are also connec1ed to bridge (bus controller) 207 via indi­
vidual control buses 205. Control buses enable transfer of 45 

control data from the bus controller that indicates which 
processor is active wi1hin MP chip 200. Control bus then 
provides a connector 211 that couples JVIP chip 200 to larger 
processing system such as MP 100 of FIG. 1 via pins 213. 

'When 1he MP is initially activated for processing, one 50 

lA-32 processor is hdd off as a spare processor. Holding off 
the processor involves having the basic input output system 
(BiOS) recognize the processor as a spare during BJOS boot 
(i.e., power on self t<cst (POST). etc. of the MP and having 
the B[OS respond by not enabling the spare processor 1o be 55 

initially allocated for OS and applica1ion proces:,ing. This 
particular set-up of the MP may require some administrative 
input and support. [-{mvever, in one embodiment, the pro-­
cessor ini1ializationiiden1itlcation code includes a soJtware 
tag to identify the processor as a spare processor to the OS 60 

and other componen1s. The other processors are initiated and 
identified to the OS for regular processing. 

disabled wbile the ()S remains running. 

The spa.re processor is intercmmected similarly to each 
primary processor wi1h tbe excep1ion that BIOS does not 
initialize the spare nor ini1ially present the spare processor to 
the OS following the POST. During POST, BIOS hides the 
spare processor from the OS. This is accomplished either 
through a setup of the MP table and/or an ACPl setup. The 
BIOS brings the spcll'e processor all the v,;ay online, then puts 
it into a spin lock (i.e., a tight sofiware loop in the SM[ 
handler). This has the effoct of completely hiding the pro­
cessor from tlw OS lmtil the span, processor is neeckd. Once 
processor failure occurs and tbe spare processor is activated, 
the spare processor is then placed m1der complete OS 
control. 

Possible triggers for 1he failure-response features of 1he 
invemion includes the following: ( l) CPU thermal trends are 
observed by a system management u1ility, wbicb may be 
hardware (H'vV), firmware (F\V), and/or software (S\V). 1n 
one implementation, the system manager utility also pro­
vides an SIi/Ii handler itself; (2) The CPU temperature goes 
over or near some operational breaking point; and (3) The 
system managemem entity causes an SMI to be invoked, 
indicating which CPU is to be otl~loaded 1o the hot spare 
CPU. 

Implementation of the invention involves the utilization 
of Sy:,1ems Management In1emtp1 (SMI) func1ionali1y pro­
vided within basic input output system (BIOSj of the IA-32 
systems. At least one processor of' 1he mul1iprocessor system 
is reserved a:, a bot-spare processor that remains in an idle, 
orr. or low-power mode. While in that mode, the OS is 
prevented from initially utilizing the bot-spare processor. 
When a processor failure is detec1ed, SMI code rnrming on 
a good processor instructs the OS to hold off allocating 
processes to the failing processor. Contemporaneously, the 
Sl'vH (and OS) activates and completes an initialization of 
the hot-spare processor to prepare it to begin receiving the 
held--offprocesses. Control is then re1umed 1o the OS, wbich 

In one embodiment, during boot. BIOS utilizes advanced 
configuration and power interface (ACPi) specification and/ 
or the S3 state to put the processor in a lm,v-power, standby, 
or "off" state. The S3 state is a computer sleep state defined 
by the ACPJ specification in which 1he system is not 

65 updates the "active" processor list and allocates the threads 
that were running on the failing processor to the hot-spare 
processor. 
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'Ihe SM [ is genera1ed by hardware during various pro-­
cessor foilure conditions. During an SM], the system state of 
each processor is completely saved to memory and the 
caches and pipelines are flushed. A BJOS interrupt handler 
(i.e., the SM[ handler) 1hen takes control of the system until s 
a resume (RSM) instruction is pe,formcd by the OS. The 
SIi/II handler is utilized io allow B[OS to s,vap out proces-­
sors. The BIOS places the failing processor in a halt state 
and contemporaneously brings the standby processor out of 
the held-off sta1e and into an ac1ive state. Additionally. the 10 

BIOS switches the memory save state from the old processor 
to the new processor. ln one embodiment, the above pro­
cesses are accon1plished by provjding a so:fhvare register of 
active processors in the OS and setting the register to reflect 
the spare processor as active and the failing processor as 15 

inac1ive. 
In the present invention also, SMI allows BIOS to detect 

a failure and control the reallocation of processing from a 
good CPU to 1he ho1 spare CPU. The SMis are genera1ed 
through hardware, and an imernal monitoring mechanism is ::io 
provided for each processor or group of processors that 
generates the SML In the described embodiment, 1he spe­
cific processor-fault Sl'vH is generated ·when a proccsso£ is 
failing. "(1te SM [ identifies to the OS and the BIC)S which 
one of the processors is failing. Sl'vHs arc invoked periodi- 25 

cally and/or asynchronously by the hardware or other system 
events, and possibly by soflware control. A description of 
the functionality and u1ilization of the SMI and SM[ handler 
is described in detail in U.S. Pat. No. 6,463,492. 

Whenever a CPU fault occurs, an SMI is automatically 30 

generated by the existing hardware, as described in the 
above referenced patent. The SMl is utilized as a trigger that 
initiates the ac1iva1ion ofihe spare processor by the BiOS. 
Notably, unlike ·with other conventional methods, no hard­
ware switching logic is needed to accomplish the fail-over 35 

process of 1he inven1ion. Tha1 is, 1he invention provides a 
software-only solution for processor failure response. 

Thus, a processor is able to autonmmcally fail-over to a 
ho1-spare processor withou1 afi.ec1ing 1he OS or execu1ing 
applications. The invention substantially eliminates the ~o 
problems related io high availability during single processor 
failure without crashing all of the proce:,sors. Fm1her, 1he 
invention completes this solution in a way that also does not 
require specialized OS or middleware foa1.1tres. Finally, the 
inventjon provjdes a 1nethod for hot s,vap spare proc(:Ssors 45 

without the need of processor architecture changes. That is, 
no special hardware instruction is required built into 1he 
processor as in other methods. 

F[G. 3 is a flow chart illustrating the process of failure 
detec1ion and response according to one implementation of 50 

the invention_ For si1nplicity, the process is described \Vith 
reference to the MP and processor configuration of F[GS. 1 
and 2A, 2B. As provided at block 301, the proce:,s begins 
with the BIOS setting up and installing the main processors, 
PO and Pl, during the ini1ial POST of1he MP. The presence 55 

of the spare processor is registered in the BIOS and that 
processor is initially left in power-dovm (held-off) or inac­
tive mode. The OS and applications are noi provided with an 
indication of the spare processor~ so no operations are 
initially allocated to that processor. The primary processors 60 

commence processing application code and OS operations 
on the l'vIP, as shm,vn at block 303. The system monitors the 
processors for a detection of failure on one of the processors, 
and a determination is made at block 305 whether a fiiilure 
is detected. In one implementation, the processors detect 65 

failure within their subsystem. generating a processor fault 
SMI, and me:,sage the failure 1o the SMI handle. Ifno failure 

8 
occurs, the processing of application and c,s continues as 
normal on the main processors. 

If failure is detected, however, the receipt of a processor 
fault Sl\'1[ by the OS immediately activates a switch over 
response 1o replace 1he failing processor with the spare 
processor as indicated at block 307. The spare processor is 
brought out of the held--off sta1e. Concurrently, processes 
(instructions, threads. etc.) initially allocated to the failing 
processor arc held by the OS cmd processing on the failing 
processor is stopped as shown at block 309. Once the spare 
processor has been successfolly brought on line, the BIOS 
(table) is updated and the OS. bus controllers, etc. are 
messaged to change 1heir configurations to reflec1 a proces­
sf;r change fro111 the f3i11ng pn.-;cessor to the spare pn.-;cessor 
as shown at block 311. The processes initially allocated to 
the failing processor are sent to the spare processor as 
indicated at block 313, and the application code and OS 
continue processing on the processors that are now fonc•-
1ional {i.e., the o1her main processor and 1he spare processor) 
as provided at block 315. Notably, for this seamless transfer 
to be possible, all processors in the system must be identical 
or proce:,s instrnc1ions in an identical manner. O1herwise a 
degradation or improvement in processing may become 
noticeable and affect overall throughput. Once the fail--over 
to the spare processor has been completed, a signal/message 
is generated indicating (to the adrninistrato£) that the pro­
cessor ha,; foiled and is replaced with a spare, as shown ai 
block 317 I11en the process ends a:, depicted at block 319. 

The invention provides a method for hot swap spare 
processors without the need of processor architecture 
changes, i.e., without requiring a hardware instrnction built 
into the processor. The invention provides high availability 
of processing resources and eliminates delays due to per­
sonal switching out failing processors manually. Further, the 
invention completes this solution in a v,;ay that also does not 
require specialized OS or middleware foa1.1tres. 

The present invention provides several advantages over 
other available methods includrng: (1) no speciahzed soft­
ware is needed because SMI is in B[OS, and the reaction to 
a failing processor is automatk Also, (2) using an SMI, a 
service processor is able io identify a failing processor & 
halt its execu1ion from an outside perspective, unlike 1he 
limitation with a software limitation. Furthermore, (3) an 
alert about a ho1-spare proce:,sor switching even1 can be 
gf;:nerated. 

The other software methods do not utilize SMis or SMI 
functionality and encounter several drawbacks, including (1) 
customers must purchase the OS/sofuvare license that pro­
vides the hot-spare-processor feature, since not all OSes 
suppoii thi:, feature; and {2) the OS tha1 has 1o make the 
decision to switch to a hot spare processor may be running 
decision threads atop the faulting processor, leading to 
incorrect code execution. 

VVhilc the invention has been particula£ly shovm and 
described with reference to a preferred embodiment, it will 
be understood by tho:,e skilled in 1he art that various changes 
in form and detail may be made therein without departing 
from the spirit and scope of the invention. 

What is claimed is: 
1. In a multiprocessor data processing system (MP) con­

figured according 1o iA-32 architecture, a method fr;r 
dynamically providing spare processor resources ·when an 
operating processor fails, said method comprising: 

holding-off a spare processor during a POST (power on 
self test), wherein said spare processor is available 
within said MP along with at least two operating 
processors, and said spare processor is not allocated 
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any processing load by the operating system (OS) 
following the POST, wherein said MP includes a basic 
input/output system (BIOS) and a processor register 
linked to said B[OS, which indicates which processors 
among :,aid opern1ing processors and :,aid spare pro- s 
cessors are currently available to said OS for allocating 
load, wherein said holding off of the spare processor 
comprises: 

:-;e!11ng a h1t \Vi1hin sa1d register corre:-;pnnding to each nf 

said operating processors to an active state during said 10 

ini1ial POST, wherein said active sta1e indica1es to said 
OS tha1 the com,sponding operating processor is avail­
able for allocating load: and 

st;tting a bjt corresponding to said span:: processor to an 
inactive state: and 15 

10 
activating a system management interrupt (SM[) when 

said foiling processor is determined to be foiling, 
wherein said SMI messages said OS to hold off 
allocation of said processing load to said failing 
processor; 

saving a system state of each processor to memory: 
activating an SMl handler to 1empor:rrily take control 

of said system from said OS while said spare pro­
cessor is being activated: 

swapping out the failing processor [cir the spare pro-
cessor; 

updating system configuration parameters, including 
bus con1roller, memory and OS parameters, to rell.ect 
swjtch over to said 5pare procf:;ssor from said failing 
processor; and 

restoring control to said OS once said spare processor 
has been activated. 

when one of the operating processors is determined to be 
fiiiling, dynamically activating said spare processor to 
replace the failing operating processor. wherein the 
processing load of the failing proct'ssor is automatically 
sent to the spare processor fin· processing. 

2. The method of claim 1, wherein said dynamically 
activating s1ep co111pdses: 

9. The me1hod of claim 8, fortber comprising enabling OS 
upda1es to an ac1ive processor list:,, wherein said OS begins 

::io allocating threads pr,,viously running on said faikd proc-,s­
sor to said spare processor. 

re-setting a bit corresponding to 1he failing proce:,sor tc an 
inactive state; and 

setting said bit corresponding to said spare processor to an 25 

active state. 
3. The method of claim t wherein said holding orr step 

corDpnses: 

placing said spare processor in a low-power, standby s1ate 
during system boot utilizing advanced contJguration 30 

and pmv,,r int<c,rface (ACPl) of the BIOS; and 
subsequently handing off control of said MP from said 

mos to the OS. 
4. The method of claim 1, wherein said holding orr step 

corDpnses: 

placing said spare processor in an S3 state during system 
boot utilizing advanced configuration and power inter­
face (ACPI) of the BIOS; and 

35 

subsequently handing off control of said MP from said 
40 mos to the OS. 

5. The method of claim 1, wherein said holding orr step 
f\.irther comprises: 

bringing said spare processor online during BIOS boot 
and then placing the spare processor into a spin lock. 45 

6. The method of claim 1, farther comprising genera1ing 
a message signaling said processor failure to a system 
adrrlinistrator. 

7. The method of claim 1, wherein said dynamically 
activating step comprises completing a driver-OS-SM[ 50 
handshake operation. 

8. In a multiprocessor data processing system (MP) con­
figured according to IA-32 architecturn, a method for 
dynamically providing spare processor resources when an 
operating processor fails, said method comprising: 

holding-off a spare processor during a POST (power on 
self test), wherein said spare processor is available 
within said MP along with at least two operating 
processors, and said spare processor is no1 allocated 

55 

any processing load by the operating system (OS) 60 

following the POST; and 
when one of the operating processors is determined to be 

failing, dynamically activating said spare processor to 
replace 1he failing operating processor, wherein 1he 
processing load of the failing processor is automatically 65 

sem to the spare processor for processing, wherein said 
dynamically activating includes: 

10. A nmltiproces:,or da1a processing system (MP) con­
figured according to IA-32 architecturn, comprising: 

a plurality of processors having at least two main oper-­
ating processors and a spare processor: 

a memory coupled to said plurality of processors; 
an opera1ing system (OS) that controls work allocation to 

each of snid plurality of processors; 
a basic input output system (BIOS) that supports system 

management interrupt (SM[); 
means for holding-off the spare processor dming a POST 

(power on self test), wherein said spare processor is not 
allocated any processing load by the operating system 
(OS) following a power-on self test (POST), said 
means including: 
a proces:mr register linked to said B[OS, which indi­

cates which processors among said operating pro­
cessors and said spare processors are currently avail­
able to said OS for allocating load: and 

means for setting a bit within said register correspond­
ing to each of said operating processors 1o an active 
sta1e during said initial POST, wherein said active 
state indicates to said OS that the corresponding 
operating proce:,sor is available for allocating pro­
cessing load, wherein fruther a bit of said spare 
processor is set to an inactive states; and 

means, when one of the operating processors is deter--
mined to be failing, for dynamically activating said 
spare processor to replace the failing operating pro­
cessor, wherein the processing load of the failing 
processc,r is auto1natica1ly sent to the spare prc,cessor 
for processing. 

11. The MP of claim 10, wherein said means for dynarni­
cally activating comprises: 

means for re--setting a bit corresponding to the failing 
processor to an inac1ive state; and 

means for setting the bit corresponding to said spare 
processor to an ac1ive state. 

12. A mul1iprocessor data processing system (MP) con­
figured according to IA-32 a1-d1itecture, comprising: 

a plurali1y of processors having at leas1 1wo main oper­
ating processors and a spare processor; 

a memory coupled to said plurality of processors; 
an operating sys1em (()S) that controls work allocation to 

each of said plurality of processors; 
a basic input output system (BIOS) that supports system 

management intenup1 (SMJ); 
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means for holding-off the spare processor during a POST 
(power on self1es1), wherein said spare processor is not 
allocated any processing load by the operating system 
(OS) following a pmver--on self test (POST); and 

means, when one of 1he operating processors is deter- s 
mined to be failing, for dynamically activating said 
spare processor to replace the failing operating proces-­
sor. wherein the processing load of the failing processor 
is automatically sent to the spare processor for process­
ing, said means including: 
means for activating a system management interrupt 

(SMI) when said failing processor is determined to 

10 

12 
means for subsequen1ly banding off control of said MP 

fi:-orn said BIOS to the OS. 
14. The MP of claim 12, wherein said means for holding 

off comprises: 
mean:, for placing said :,pare processor in an S3 sta1e 

during system boot utilizing advanced configuration 
and power interface (ACPI) of the BJOS; and 

means for subsequently handing o:ff control of said MP 
from said BIOS to the OS. 

15. The MP of claim 12, wherein :,aid means for holding 
orr further comprises BIOS means for bringing said spare 
processor online and 1hen placing the spare processor into a 
spin lock be failing, wherein said SMI message:, said OS 1o 

hold off allocation of said processing load to said 
failing processor. 

means for saving a system sta1e of each processor to 
15 

16. The MP of claim 12. farther comprising generating a 
message signaling said processor failure to a system admin•-
]s1ra1or. 

n1emory; 
means for activating an SM[ handler to 1emporarily 

take control of said system from :,aid OS while :,aid 
span:~ proc'-:~s:sor is bt~ing activakx-l; 

17. The' MP of claim 12, wherein said means for dynami­
cally ac1ivating compri:,es means for completing a driver­

::io OS-Sl'vH handshake operation, 

means for swapping out the failing processor for the 
:,pare processor: 

means for updating system configuration parameters, 
including bus con1roller, memory and OS pararn-­
eters. to reflect switch over to said spare processor 25 

from said failing processor; and 
means for restonng control to said OS once said spare 

processor ha:, been ac1iva1ed. 
13. The MP of claim 12, wherein said means for holding 

off comprises: 
means for placing said spare processor in a low-power, 

standby state during system hoot utilizing advanced 
configuration and power interface (ACPI) of the B[OS; 
and 

30 

18. The MP of claim 12, farther comprising means for 
enabling OS updates to an active processor lists, wherein 
said OS begins allocating tln-eads previously rnnning on said 
failed processor 1o said spare processor. 

19, The MP of claim 12, wherein further: 
said plurality of processors are configured with said at 

least two main processors on a first processing board 
and said spare proce:,sor on a second proce:,sing board, 
wherein said second processing board is a processing 
board among a plurality of processing boards contain­
ing a processor within the MP that is most difticult to 
access. 
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B 
Operating System 

Programming Guidelines 

The goal of the MP specification is to transfer enough information about the hardware environment 
to the operating system that a single, shrink-wrapped, operating-system binary can boot-up and 
fully utilize a wide variety of multiprocessor systems. The following sections explain how the 
operating system can take advantage of this specification to handle these operations: 

1. Operating-system boot-up. 
2. Self configuration. 
3. Interrupt mode initialization. 
4. Application processor startup. 
5. Application processor shutdown. 
6. I1_ynn111ic inte.r.t'lttlt 1na.sk·i11g~. 
7. Support for unequal processors. 

B.1 Operating System Boot-up 

While all processors in an MP-compliant system are functionally identical, one of the processors 
will be designated as the boot processor (BSP) at system initialization by the system hardware or 
by the system hardware in conjunction with the BIOS. The rest of the processors are designated as 
the application processors (APs). The BSP is responsible for booting the operating system. Once 
the MP operating system is up and running, the BSP functions as an AP. 

Usually a processor is designated as the BSP because it is capable of controlling all system 
hardware, including AP startup and shutdown. The operating system must determine and 
remember.Jh.~~ APIC ID_gf the ;:.ksignat(Xt BSP, so it can keep the BSP operating as the last running 
processor during system shutdown. The BSP is not necessarily the first processor, especially in 
fault-tolerant MP systems in which any available processor can be designated as the BSP. 

At the time that the first instruction of the operating system is executed, the APs are in the 
following state: 

• The APs have been restrained ( either by the BIOS or by the hardware) from executing 
operating system code. 

APICs are passively monitoring the l1ElC .. bus and will r~_Il~.t only to I.NIT or STARTUP 
interprocessor interrupts (_IPI~), 

B-1 I 
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The operating system'.5 first task i_~J\,"._determine whether the system conforms to the MP 
specification. This is done by searching for the MP floating pointer structure. If a '-/alid fioatintr 
ps,intcr structure is detected, it indicates that the system is MP-compliant, and the operating system 
should continue to look for the MP configuration table. If the system is not MP-compliant, the 
operating system may attempt other means of MP system detection, if it is capable of doing so, or 
treat the system as a uniprocessor system. 

B.2 Operating System Booting and Self-configuration 

An MP configuration table is required by the MP specification,, wilhJhg__exceptj9119f the default 
system configurations defined in Chapter 5. The table should. he treated. as read-only by: the 
operating system. If the MP configuration table exists, the BSP should access the processor entries 
in the table to configure the operating system. 

The BSP should later configure the operating system based on the bus, I/0 APIC, IRQs, and 
system interrupt assignment entries of the configuration table. Note that certain types of buses are 
mutually exclusive, such as EISA with MCA, or ISA with MCA. The operating system may report 
such errors in the configuration table, if they occur. 

If the MP configuration table does not exist, the BSP configure~ the operating system for the 
default system configuration i.nd.katt~d by the default configuration bits of the MP feature 
information bytes. In this case, only two processors and one I/0 APIC exist in the system; both 
processors have the same type and features. 

default configurations, the opera.ting s-v·ste1n derives t.he regtdred. co:nfif{UXa.tion ir~fo.rn]atio.n fi'"o.rn 
th<:_ <.:orrt~sr1or1di:n.f; J)r<~riefined_ table. 

B.3 Interrupt Mode Initialization and Handling 

B-2 

At the time the operating system boots, the interrupt structure is configured for DOS compatibility. 
The system may be running either in PIC Mode or in Virtual Wire Mode. If it is in PIC Mode, the 
NMI and INTR will bypass the BSP's local APIC when the Interrupt Mode Configuration Register 
(IMCR) has a value of zero. The operating system should not try to read the IMCR because it may 
not exist. 

The operating system should switch over to Symmetric I/0 Mode to start multiprocessor operation. 
If the IMCRP bit of the MP feature information bytes is set, the operating system must set the 
IMCR to APIC mode. The operating system should not write to the IMCR unless the IMCRP bit 
is set. 

Page 653 of 1042



Operating System Programming Guidelines 

Then the operating system should enable its own local APIC, thereby allowing IPI communications 
with other APIC-based processors. At this time, the APs' local APICs have interrupts disabled. 
Interrupts must remain disabled at the APs' local APICs while the BSP is enabling the I/O APIC 
and bringing the system to the normal operating state. Otherwise, an I/O interrupt may be 
delivered to the uninitialized AP, resulting in the loss of the interrupt. 

It is the responsibility of the operating system to assign unique IDs to I/O APIC units. 

B.4 Application Processor Startup 

An AP may be started either by the BSP or by another active AP. The operating system causes 
application processors to start executing their initial tasks in the operating system code by using 1hg 
i1)1h:n:vin~i u.nivl~r~aJ ;:~1gorithr.rL ··rne ah=.~orith.rn d.eta.i1(%1 ·be1{J\~/ consists of a seque.ncR: of 
int::~r_p.rocessor_int{:rru~pts _and_ sl1ort JJro.gra1r1111atic. dela.1/s_ to _a.110,v_ th.e .i\I~s _to res:por1d._to. t11e \~vak:(:u._p 
corn1r~a .. nd-S. ··r11e ah~{o.r.it11n:1 s110\v.n. t~er(~ in. J~S(~11do~-code assu.rnes t:tu:s.t the J:-iS~P is sta.tting a.n .i\J-~ for 
doc1.1rn:::ru.a11on. con,ler1.ier1ce, _l11e_ I:ssi--s _:r11u.st_initia.ti.z::~_13I(}S _sh.utd.ovvn _code_ to. 0./tl·I _ar:.d_ ttte _\l/B.rn1_ 

re~et Vl~ctor {f)\.\l()l~J) based at -40::67") to no.int to tbe i\Jf) st~trtUJl code ~;r.ior to z~xec11tin~~ the 
i:(111 (J\~ring_ 3(~qu.er1ce: 

1 

If the MP configuration table exists, it provides the IDs of the application processor kica.l_APICs. 
These IDs should be used as the destination addresses in targeted IPis. 

If the MP configuration table does not exist on 1cm. J\·1P-crm:rQ1i_m1L~s:~t~.n1, the system must be ~1f 
~l;:f1iult cor1~fi~}Jtration t:Y~t)_t\ 'The IvtP :rpecif1cation re(lUtres 1ocal i\1"$1(: II)s to t1-.~~ 11ur:n.bere::l 
~equ(:.ntiall~/.~ sb1rtjni~- at .z{:rn for a11 d{~flrult i~Or.tfii~u.ratitn1s., ..:\s a r{:~~ta1t., th(~ }3SI~ ca.11 tiete:rrn.in.e the 
i\p~:-s _1oca.1 i\J-~Ic.: lfJ ir1 Qs~f1~.ult t\:\:s!~:.processor conf!gura.tions hv reading its o\~?n 1oca1 .l\r~ic~ Il)~ 
.SinG(~ the~n.~ are onlv t,.vo n .. pssible ]ocal i\J~I(~: II)s ln this ca~e.~ zero a:nd 01.1{: .. \'fii11er1 tlte i\11<J(~ II) of 
tl1e J3sr~ i~ __ 9ne,. th.t:) i\.PIC~ I1) of tl1e i-\r~ is zero~ and vie<-: -versa~ This is important, because a BSP 
cannot start up an AP unless it already knows the local APIC ID. 

Both INIT IPI and STARTUP IPI are open-ended commands. __ The_nperating: svstetn is res:ponsibk: 
J1~~-~~~~terI11inin~; 1.;v11t:)t11t:)I its local /\J~I(~J}11it succcssfully~_dil)J1atc11es one nf th.es~\_~-·:prn~n1a~nds~ 'I'h.t:) 
9-L':~~IJlti.nJtJI:ri?..tt:n1 ... n111~t do so fl1r an INlI~ a:nd ~rri\R'l~-LH? Il~I because tlae i\l1<J(~ eithtr does rtot 
a.utornaticall-y retrv· or ~Ju.a1·r:u1tee d.eli,ver\' fl)r one of these special 1r1e~§l~-JI~i§."--

i-\_ local i-\Jll(: unit ir1dica.t<-:s ~tt~'..~~©..i~lbJ __ di_~1atz:l~ of an tPI h~~l resettlr1~i th.e I)eli:ver)( __ St1}.tus hit in t11e 
J...nJ~.rgJipt C~ornn1and. R.egi~t~~r .... {J.(~Il). ·-rhe op{:ratin~~-~3~~t~Irt1:so1ls th{: deli\.rerv status bit afti;\"t: 
~~DJiiIUJ an INI'I~ nr ST\.:\I~'TTJI~ tPI u .. nti1 the cornrn.ar.1d has bee~n dispatchet"L 

B-3 
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i\J,1(~r1od of 20 rnicrosecon.d.s shzn.i1d. be s11f11ci<-:nt fl)r JJll dis.patch. to corn.plet<-: ur1der n.ortr1a.l 
<.3J;serati11g cn.nd . .itio11s,. If' the Il~I ls 11ot succ{~ssfu11v· d..isil~:ttc11ed~ _the OJ){~ratl1lg .~vsten1 ca.11 abort tb{~ 
s~nrnn1~1tH.L ..:\lterr1ativel:L~ fh.e· nneratin~i--li.·yste1r1 ca.n rt:)tr-v th.e 1r~1. t"\Y- \-Vrhin.g th<-: lo\~?t:.-:r 32--lrlt do1,_~bJ~ 
yvnrd. of t11e I(~'.R .. I11ht_~)ime-ouf5 1r.techa.nis1n ca.11 b{~ irnplen1ented. thr<.n.a:~~11 an exte.rna1 inte.t1\lt!t._j_f 
jJJJ~I[~~J)t§ an_:) t:)~nah1<-:(i on th.t:) 1":I~1__~i1:~sor, or tbrQ __ \U~l~ ext)ClJtio~n of a.11 i~nstruction. or ti1r1f>~starnn 
<.;rH1t1ter_ s:pin _ h)(~tt 

()I)tin.na.Hv-1_t11e: _nr~erati11g_svste1r.t can rnal,e use nf the h1tl1rrnatinn prn,..-.ided hv the h1te:~~ratei.i .. /\.'PI(~. 
er:ror reglstz:r. ltlh;·~~Tated loc~d i\P·I(~ u~nits nn Ir1tel ./\:rch,.itectux(: :processors .provide an i\..PI(~. error 
I~~g.ister that lnd.ii~ates t}H.~ reaso:n .fiJ:r .notl·"de1iv(~rv o.f a:n i\J~I(~ r.nessag~~u-1~§'..f~~<.H1S fl)r .non--de1iv~~I.Y 
includt::: sr~NI)C'.~~i~~(~~~I:~I~1· a .. nd J~J~C~f~I\/I~ .. -~~i\.(:c.:1~1~/"r (:lTOr8 th.at are ~Ier1erated ·~llh.en. n(lJ)~r~·~s~©..~~QI 
re~;por1ds t<.3 a 1r1es~1~g:e 011 the i\PI(~ l)lis. i\.Ji (~xa.n1pl{~ of thi~ tvrg~ n.f t1s.Hu.re h1cludes S{~ntiir1guf;. 
I)T'.i-\J~:Tl.LP 11?1 to a destir1ation. i\.PI(~ Il) fi)r a n.on.--exi8tent _proce8sor. ()th.t::::r errors are ttsua.ll~L 
i.nd . .icativ{~ of hardyva..t{~ prot~le111s and includ{~ SIIN1) a:nd Rt:(~:I~1\l1: (~IJ1~(~KSlT~•'1 {~rrnrs. 

11ae_OfH~rath1fs_S'VStern .is res1)onsihle fb:r i.ieterrn.i1aing __ yvl1etl1er the rPI \~•as received hv the targeted 
i\P· a;1d cxt:::ctitcd SlI.Q-k~~ssfbllv·~ }'or ex.arnJ)le, the o_ne:ratin~i_Ji'YSte.rn. ca:tn dt:::fine a statu8_t1:~ul f()r each 
:proc{~ssor .. i\fter being a:v,/aken{~ct a _processor 3{~ts its stat\~~u.fli!l~~ intiicatlng to the o.perating.s~{stern 
tl1at it is p:rz:se11t and rurtnLng, If the st~ltus flag does r1nt chan~i©..J:~@1n.e after a certai11 tin1<.\ the 
9-1":~~Ii~Ji.nir_§rvsten1 shou.hi treat th{~ p:roce3sor as l10t 12I~~s{~nt or lJOt fitncti,rna.1~ 

·-rhe fl)HO\\t.ir.H~~ t,~lO section.s descril:se ~peci.flcs r{~1atir.a:~~ to tl1e use of IN]1"" and:}~'T.i\.Jl'Tl)l~ rPis that 
s:an be l~§©..~iJs1_guide thz: irnt)len1entation of the ur1iversa1 al~~orit11rn 1)_I~:sentz:d. here~ 

B.4.1 

B-4 

tN11'_tPis __ ca~n be u.sed_ \-Vitl1_syst(:rns_1Yased_ on_th(:_ 82489I)X_i\l~Jt~.--or on_s,lsteins_th.a.t are:_hased_ on 
:n~niH:in1e .Perath.arn (735./90,. § 15/.100).);rocessors .. IN.rr I.PI 1s an In.tx~rp.rocessor Intt::::cn.1rlt ,~~ith trir~~g~~~I 
111<}de_s(:t_to _1::~vl~l. ar1d_delive:r1-~· 1I1ode _set to __ '·~.101 ~-~ Jbits __ 8 _to _1_0 _of tlie _I.(~'.R )_, __ It-~rrr 11~I.s_sh<.luld 
a1'\.~/~f\lS bz~ 1~r(H-:.~ran1rned as lev-z~l trirlg~ered.: the operatiruz s·ystern n~.rust perfb1111 t,¥0 v:.rrites to the 1c:1t 
to_ ass(~rt_a~nd_ th.en _deass::~rt_this_ d.t~li'\le.ry· _111ode:._ 

An INIT IPI is an IPI that has its delivery mode set to RESET. Upon receiving an INIT IPI, a local 
APIC causes an INIT at its processor. The processor resets its state, except that caches, floating 
point unit, and write buffers are not cleared. Then the processor starts executing from a fixed 
location, which is the reset vector location. To cause the processor to jump to a different location, 
the INIT IPI must be used as part of a warm-reset. 

The warm reset is a feature of every standard PC/ AT BIOS. It allows the INIT signal to be 
asserted without actually causing the processor to run through its entire BIOS initialization 
procedure (POST). This feature is used, for example, to return an 80286 processor to Real Mode. 
The key components of warm reset are the following: 

• Shutdown code. One of the first actions of the BIOS POST procedure is to read the shutdown 
code from location 0Fh of the CMOS RAM. This code can have any of several values that 
indicate the reason that an INIT was performed. A value of 0Ah indicates a warm reset. 

• Warm-reset vector. When POST finds a shutdown code of 0Ah, it executes an indirect jump 
via the warm-reset vector, which is a doubleword pointer in system RAM location 40:67h. 
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By putting an appropriate pointer in the warm-reset vector, setting the shutdown code to 0Ah, then 
causing an INIT, the BIOS (or the operating system) can cause the current processor to jump 
immediately to any location. Because all processors in an MP system share the same system 
memory, and because the INIT IPI gives one processor the power to cause an INIT at another, the 
operating system can cause any processor to jump immediately to any location. 

B.4.2 

higher. These .toca1_APICs recognize the STARTUP IPI, which is an APIC Interprocessor Interrupt 
with trigger mode set to edge and delivery mode set to "110" (bits 8 through 10 of the KR). 

The STARTUP IPI causes the target processor to start executing in Real Mode from address 
000VV000h, where VV is an 8-bit vector that is part of the IPI message. Startup vectors are 
limited to a 4-kilobyte page boundary in the first megabyte of the address space. Vectors AO-BF 
are reserved; do not use vectors in this range. STARTUP IPis are not maskable, do not cause any 
change of state in the target processor ( except for the change to the instruction pointer), and can be 

neither requires the targeted APIC to be enabled nor the interrupt table to be programmed. If the 
target processor is in the ha1tt~d state hnn:K~dfatdv after RESET or IN.rf, a STARTUP IPI causes it 
to leave that state and start executing. The _effect.ls. to_ set_ CS:IP to VV00:0000h. 

For an operating system to use a STARTUP IPI to wake up an AP, the address of the AP 
initialization routine ( or of a branch to that routine) must be in the form of 000VV000h. Sending a 
STARTUP IPI with VV as its vector causes the AP to jump immediately to and begin executing 
the operating system's AP initialization routine. 

The operating system should not issue a STARTUP IPI to an 82489DX since the STARTUP IPI 
will be ignored instead of forcing the targeted processor to execute from the given address. 

B.5 A.P __ Shutdown Handling 

An AP may be shut down by itself, by the BSP, or by another active AP. Shutting down an AP 
with an active task or a bound device driver is not permitted. Only the BSP may shut itself down, 
and it must be the last processor to shut down. 

'Ih(:.rt:) are se,?eral Dossible a1ternatiVt:)S f;)r shutti~"':YV.n h.<lndlin§.~ '1'1.:vn of the· possibilities ax(~, 
:presented here b __ j~J·Y1~Y of e.xaJ.n:t~l~~~. 

In th{~ sir.npk.:ut ca:-;{\ th{~ operath:1§~ svstx~rn ca11 d(:fh:H.: an. LPI f()r ~11uttlng. dt}\\tn and. b1k_h1E i\J~s off, 
"Llr1e. 1l1e exact usage· and. bel1avior of an tPI that is defined. fl)r this 1)J}1JH:sse is o_per~1ting sv·sten1 
;i__\l.~1i~iflc a11djJi not def111ed ln this ~12i~clflcatio1t 

S11nuld the E3SP ni;:.~~d. to take an i\P· nff-1in½u~)_r_t~~J::1ace the i\.1} hack: into a II.i-\1_.'T' stat{\ th{: 13SJ~ 
can ah;o 1.ise tl1e INI1"i Il"$I ,:vith \-\/arn1 Restart. ~riu:: 01)_~1~~~1iittl--:i.'YSten1 pla.G~~ th.e a.zh:lrt:)S~ __ pf a I-11/f 
i.n~truction in t11~:._yva.t111'"reset vector (40:67}~u~ets th{: c~·!\.,i()S sln..at-{iOV·/H code to 0.i\.h._ th{:11 S{~n(l~u~~Jl 
INTI' I.PI to thz: /\.P. ·-rltt:) IN1J' 11~1 ca.t~ses the /\_P to enter th(~ I31()S_I}()S1"' routine> \-Vh.ere it 
.ir11111{:d.ia1x~]x~ ... i~in1ps to t11~:._yvar111--res{~t ··vector and {~xectttes the OJ.Htr~~th:.u~_5_y·st{:rn !, s 1fL.~r .i11str1i~~ti~1lL. 
()nJ, .. one 1~[~JS~-essor ca.r1 execute the shutdt~i-~£!1J~QJJtine at an\~J~lvz:.n thr1e" zlue to th.e use of thz~ 
shutd.09v.n cod{:~ 'Il1e OJ.Ht!I~tirui_1ty·stt:rn rrn..ast :not relv on a11v cnd~ __ l":~jJ1g:J~xs.~cuted. after tl1e deli,..-erv 
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ON-DIE MECHANISM FOR HIGH-RELIABILITY 
PROCESSOR 

BACKGROUND OF THE INVENTION 

[0001] 1. Technical Field 

[0002] Tbe present inven1ion relates to microprocessors 
and, in par1icular, to mechanisms for handling errors m 
PRC-enabled processors. 

[0003] 2. Background Art 

[0004] Servers and other high-end computing and com­
munica1ion systems are designed to provide bigb levels of 
reliability and availability. Soft errors pose a major chal­
lenge to both of these properties. Soft errors result from 
collisions between high-energy par1icles, e.g. alpha par­
ticles, and charge storing nodes. They arc prevalent in 
storage arrays. such as caches, TLBs, and the like, which 
include large numbers of charge storing nodes. They also 
occur in random state elements and logic. Rates of occur­
rence of soft errors (soft error rates or SERs) will likely 
increase as device geometry decreases and device densities 
rncrcase. 

[ 0005] Highly reliable systems include safeguards to 
detect and manage soft errors, before they lead to silen1, e.g. 
undetected, darn corruption (SDC). However, to the extent 
error detection/handling mechanisms that support high-reli­
ability operations take a system away from its normal 
opera1ions, the system's availability is reduced. For 
example. one such mechanism resets the systern to its last 
knmvn valid sta1e if an error is detected. The sys1em is 
unavailable to carry out its assigned task vvhilc it is engaged 
in the reset operation. 

[0006] One well-known mechanisrn for detecting soft 
errors is functional redundancy checking (FRC). A single 
processor enabled for FRC may include replicated instruc­
tion execu1ion cores on which the same instruc1ion code is 
nm. Depending on the particular embodiment, each repli­
cated execution core may include one or more caches, 
register Jiles and supporting resources in addition lo 1he 
basic execution units (integer, floating point, load store, 
etc.). FRC-hardwarc cornpares results generated by each 
core, and if a discrepancy is detected, 1he FRC system passes 
control to an error-handling routine. The point(s) at which 
results from different execution cores are compared repre­
sents the FRC-bmmdary for the system. Errors that are not 
detected at the FRC boundary can lead to SDC. 

[0007] Since PRC errors indicate only that the execution 
cores disagree on a result, FRC errors arc detectable but not 
reccverable. i\s noted above, the FRC error handling routine 
typically resets the system to the last known point of reliable 
data. This reset mechanism is relatively time consuming. lt 
takes the system away from its normal operations, reducing 
system availability. 

[0008] PRC is only one mechanism for handling soft 
errors, and for random logic and random sta1e elemen1s, it is 
the primary mechanism. A.rray stmctures present a different 
picture, Array stmctmcs typically include parity and/or ECC 
bardware, whicb de1ect soft errors by examining properties 
of the data. In many cases, the system can correct errors 
created by data corruption using relatively fast hardware or 
software mechanisms. However, for FRC-enabled proces-
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sors. such errors are likely to be manifested as FRC errors, 
since they take 1he execution cores out of lock--step. Han­
dling these otherwise recoverable errors through a reset 
mechanism reduces system availability. 

[0009] The present invention addresses mechanisms for 
combining recoverable and non-recoverable error handling 
mechanisms efficiently in }-'RC-enabled processors. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] The present invention may be understood vvith 
reference to the following dra,vings, in which like elements 
are indicated by like numbers. These drawings are provided 
to illustrate selected embodiments of the present invention 
and arc not intended to limit the scope of the invention. 

[0011] FIG. 1 is a block diagram of a processor including 
dual execution cores and FRC-detedion and handling logic. 

[0012] FIG. 2 is a block diagram of an embodiment of the 
processor of FIG. 1 that is capable of operating in multiple 
modes. 

[0013] FIG. 3A is a block diagram of one embodiment of 
a computing system that impkrnents the multi mode pro­
cessor of FIG. 2. 

[0014] FIG. 3B 1s a block diagram of a mechanism for 
signaling recoverable errors in 1he computing system of 
FIG. 3A, 

[0015] FIG. 4 is a block diagram representing the data 
paths of the computing system of FIG. 3A. 

[0016] FIG. 5 is a flowchart representing one embodiment 
of a mechanism for recovering from soft error in an execu­
tion core. 

[0017] FIG. 6 is a flowchart representing one embodiment 
of a mechanism for recovering from a soft error in a multi 
execution core processor. 

[0018] FIG. 7 is a block diagram representing one 
embodiment of an FRC checker that mitigates race condi-
1ions between recoverable and non-recoverable error mecba'" 
msms. 

DETAILED DESCRlPTlON OF THE 
INVENTION 

[0019] Tbe following discussion sets fortb numerous spe­
cific details to provide a thorough understanding of the 
invention. However, those of ordinary skill in the art, having 
tbe benefit of this disclosure, will appreciate that tbe inven­
tion may be practiced without these specific details. In 
addition, various well-known methods, procedures, compo­
nents, and circuits have not been described in detail in order 
to focus attention on the features of tbe present jnvention. 
For example. aspects of the present invention arc illustrated 
using a dual--core processor, bu1 persons skilled in the art 
will recognize that more than two cores may be used vvith 
appropriate moclifica1ions of the reset and recovery mecba'" 
msms. 

[0020] FIG. 1 is a block diagram representing one 
embodimen1 of an FRC-enabled processor HO in accor'" 
dance with the present invention. Processor HO includes 
first and second execution cores 120(a), 120(b) (generically, 
execution core 120), an FRC checker 130, an error detector 

Page 667 of 1042



US 2004/0123201 Al 

140, a recovery rnodule 150, a reset module 160, and shared 
resources 170. A portion of the FRC-boundary is indicated 
by dashed line 104. For purposes of illustration, recovery 
module 150 and reset module 160 arc shown as part of 
processor 110. These modules may be implemen1ed in whole 
or in part as hardware, finmvare or software and located on 
or off of the prncc:ssm dit,. Similarly, shared resoun.:,s 170 
may include components tlu1 are on the processor die as 
well as components that are on one or more different die. 

[0021] Each execution core 120 includes a data pipeline 
124 and an error pipeline 128 that feed imo FRC checker 
130 and error de1ector 140, respectively. Data pipeline 124 
represents the logic that operates on various types of data as 
it moves 1hrough processor 110 toward FRC checker 130. 
Data processed by data pipeline 124 may include result 
operands, status flags, addresses, instructions and the like 
tlrnt are generated and staged through processor 110 during 
code execution. Error pipeline 128 represents the logic that 
operates on various types of data to detect errors in the data 
and provide appropriate signals to error detector 140. For 
example, the signals may be one or more bits (flags) 
representing the parity or ECC status of data retrieved from 
various storage arrays (not shown) of processor 110. Soft 
errors in these arrays may appear as parity or ECC error flags 
when the corrupted data is accessed. 

[0022] If an error reaches error detector 140 from ei1her 
core 120, recovery module 150 is activated to implement a 
recovery routine. Recovery can be implemented with rela­
tively lmv latency by hardware, sofhvare, firmware or some 
combination of these, For example, there is an extremely 
srnall probability that data is corrupted in both execution 
cores 120 at the same (or nearly the same) time. Tbis leaves 
an uncorrupted copy of the data available to restore data 
integrity to processor 110. However, an FRC error will be 
triggered if the corrupted data from one exccu1ion core ,md 
an uncormpted version of the data from the other execution 
are allowed to reach FRC checker 130 before recovery 
module 150 is activated. Since FRC errors are no1 recover­
able, reset module 160 resets the system, ifFRC checker 130 
signals an FRC error before the underlying parity/ECC error 
is detected. 

[0023] No1 all FRC-errors are traceable to underlying 
parity/ECC or other correctible soft errors. For those that 
arc, it is faster for error de1ector 140 to address the under•· 
lying soft error than for PRC-checker to address the FRC 
error that results when the corrupted data reaches FRC 
boundary Hl4. As noted above, the reset process has a 
significantly longer latency than the recovery process, and it 
is to be avoided if the error can be corrected by recovery 
module 150, ln addi1ion, reset usually brings 1he entire 
system down, whereas recovery only results in a temporary 
performance loss. For this reason, FRC checker 130 is 
temporarily disabled if error detec1or 140 de1ects an error in 
either error pipeline 128, since execution cores 120 are no 
longer in lock step. 

[0024] Execution cores 120 operate in lock step during 
normal PRC mode, but data pipeline 124 and error pipeline 
128 may operate relatively independently. For example, 
ECC hardware is rela1ively complex and, consequently, 
relatively slow, especially for 2-bit errors. A flag signaling 
such an error may reach error detector 140 before, after, at 
the same time as the data with wbich it is associated reacbes 
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PRC checker 130. This flexibility is generally beneficial. For 
example, it allows data to be used speculatively before its 
error status is determined. Since soft errors are relatively 
rare, and error pipeline 128 is generally as fast as data 
pipeline 124, this tlexibility is net positive. As long as 1he 
error flag arrives at error detector 140 in time to disable FRC 
ch,cker 130 bdore it acts on a mismatch aitrilmtable to the 
corrupted data, the relatively low latency recovery rou1ine is 
engaged. 

[0025] As discussed below, processor HO may implemen1 
strategies to mitigate the race between recoverable and 
non-recoverable error rnechanisms. For example, a stream­
lined signaling mecbanisrn may be used in FRC mode to 
speed disabling of FRC checker 130 in the event of a 
non-FRC error. In addition, PRC errors may be delayed for 
an interval prior to reset, in case a late arriving recoverable 
error signal obviates the need for reset 

[0026] For one embodiment of 1he inven1ion, processor 
110 is capable of operating in a high reliability (e.g, FRC) 
mode or a high performance (e.g. rnulti-core) mode. The 
operating mode may be selec1ed, for example, when ,t 

computing system that includes processor 110 is booted or 
rt,stsL In FRC mod,, execution cores 120(a) and 120(h) may 
appear to the operating system as a single logical processor. 
Execution cores 120(a) and 120(b) process the same code 
sequence, and the results generated are compared by FRC 
checker 130. ff the results agree, a macbine sta1e corre­
sponding to the code sequence is updated. 

[0027] ln FRC mode, one of execution cores 120 may be 
designated as the master. TI1e master refers to the execution 
core that is responsible for updating the resources shared by 
execution cores 120. Tbe o1her execution core 120 may be 
designated as the slave. The slave is responsible for gener­
ating results from the same code sequence to be checked 
agains1 those of 1he master. Since an error may occur in 
either the master or slave, embodiments of the present 
invention allow the master/slave designation to be cbanged 
dynamically, i\s discussed below, 1his allows tbe slave to 
take over the master designation to irnplcment recovery if a 
recoverable error is de1ectecl in the execution core that is 
currently designated as 1nasteL 

[0028] rn multi-core mode, execution cores 120(a) and 
120(b) may appear to the operating system as two different 
logical processors on a single processor die. Jn this mode, 
execution cores 120(a) and 120(b) process different code 
sequences, and each updates a machine sta1e associated with 
1he code sequence i1 processes. Portions of the machine state 
of a logical processor may be stored in a cache and/or 
register associated with the corresponding execution core. 
At some poin1(s) on the processor die, results from execu1ion 
cores 120(a) and 120(b) are routed to shared resource(s) 170 
for, e.g., storage (cache) or transmission off of the processor 
die (bus). For this embodiment, additional logic is provided 
to mediate access to shared resources 170 by execution cores 
120(a) and 120(h). ln general, multi-core 1node allows the 
execution cores of 1he processor 1o be contrnlled separately, 

[0029] FIG. 2 is a block diagram representing an embodi­
ment of processor 110 that is capable of operating in 
multiple modes, e.g. FRC mode and multi--corc mode. For 
the disclosed embodiment, an arbitration unit 180 is pro­
vided to manage transactions to shared resources 170 by 
execution cores 120(a) and 120(h), when processor 110 
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operates in rnulti-core mode. Arbitration unit um is associ­
ated with FRC unit 130, placing the arbitration point for 
multi-core mode operation proximate to the FRC boundary 
for FRC mode operation. In multi-core rnode, signals from 
execution cores 120, e.g. trans:.ction request signals, may be 
processed by arbitration unit 180, which manages access to 
:shart•d resource(:s) 170. lu FRC mock, signals from ,xecu­
tion cores 120 may be processed by FRC checker 130, which 
compares them to detect soft errors in either execution core. 
Locating FRC checker 130 and arbitration unit um in close 
proximity expands the FRC boundary to encompass most, if 
not all, of the logic for ,vhich signals from the two execution 
cores remain distinct. It also reduces the wiring necessary to 
support processor HO in FRC and multi-core modes. 

[0030] Expansion of the FRC boundary in this manner 
naturally increases the time necessary to propagate signals to 
FRC checker 130. This increased "flight time" provides 
more time for a parity or ECC error to reach detector 140, 
which increases the opportunity for error recovery. As noted 
above, the recovery routine triggered by error detector 140 
provides greater system availability than the reset routine 
triggered by FRC checker 130. Expanding the FRC bound­
ary thus increases hoth the amount of logic that is duplicated 
for execution cores 120 and the flight time, during which 
detectable errors may be identified. The former increases 
FRC protection, albeit through a reset mechanism. The latter 
increases the lL\elihood that errors identifiable through par­
ity, ECC or similar core-spcc:ilk prrncctions arc handled 
through recovery rather than reset. 

[0031] FIG. 3A is a block diagram representing one 
embodirnent of a computing system 300 in accordance with 
the present invention. The disclosed embodiment of system 
300 includes a processor 310, chipset 370, main memory 
380, non-volatile memory 390 and peripheral device(;) 398. 
For tbe disclosed embodiment of system 300, processor 310 
may be operated in FRC mode or in multi-core mode. The 
mode may be selected, e.g., when computing system 300 is 
booted or reseL Chipset 370 manages communications 
among processor 310, main memory 380, non-volatile 
memory 390 and peripheral devices 398. 

[0032] Processor 310 includes first and second execution 
cores 320(a) and 320(h), respectively (generically, execu­
tion cores 320). Each execution core includes execution 
resources 324 and a bus cluster 328. Execution resources 
324 may include, for example, one or more integer, floating 
point, load/store, and branch execution units, as well as 
register £llcs and cachc(s) to supply tbcm witb data (e.g. 
instructions, operands, addresses). Bus duster 328 repre­
sent, logic for managing transactions to a cache 340 that is 
shared by execution cores 320(a) and 320(h), as well as to 
a front side bus 360, for those transactions that may miss in 
shared cache 340. Resources corresponding to the error 
pipeline of FIGS. 1 nnd 2 may be associated with execution 
resources 324 and/or bus duster 328. 

[0033] Interface units (IFU) 330(a), 330(h) (generically, 
IFU 330) represent a boundary bet\veen execution cores 320 
and shared resources, cache 340 and FSB 360. The disclosed 
embodiment of IFU 330 includes an FRC unit 332 and an 
arbitration unit 334. As noted above, FRC unit 332 ;md 
arbitration unit 334 receive signals from execution cores 
320, and locating thern proximate to each other results in 
significant savings of wiring on the processor die. Also 
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shown in FIG. 3A arc error units 336(a) and 336(b), which 
include components to monitor for detectable errors in 
execution cores 320(a) and 320(b\ 

[0034] For FRC mode, FRC unit 332 compares signals 
from execution cores 320 for transactions to shared 
resources like cache 340 and FSB 360. FRC unit 332 thus 
forms part of the FRC boundary of processor 310. For 
multi-core mode, arbitration unit 334 monitors signals from 
execution cores 320 and grams access to its associated 
shared resource according to an arbitration algorithm. The 
arbitration algorithm implemented by arbitration unit 334 
may be, for exarnplc, a round robin scheme, a priority-based 
scheme or similar arbitration algorithms. For both FRC and 
multi-core mode, error unit 336 may monitor signals from 
execution cores 320 for recoverable errors. 

[0035] Portions of recovery module 150 and reset module 
160 (FIG. 2) may be located on processor 310 or elsewhere 
in system 300. For one embodiment, a recovery routine 392 
and a reset routine 394 may be stored in non-volatile 
memory 390 and irnages of these routines may be loaded in 
main memory 380 for execution. For this embodiment, 
recovery module 150 and reset module 160 may include 
pmmers to recovery routine 392 and reset-routine 394, 
respectively (or their images in main memory 380). 

[0036] The disclosed embodiment of system 300 also 
includes interrupt controllers 370(a) and 370(b) (generically, 
interrupt controller(s) 370) to process interrupts for execu­
tion cores 320(a) and 320(b), respectively. Each interrupt 
controller 370 is shown having first and seco□d components 
374 and 378, respectively, to accommodate the different 
clock domains in which interrupt controller 370 may oper,­
ate. For example, FSB 360 typically operates at a different 
frequency than processor 310. Consequently, cornponents of 
processor 310 that interact directly with FSB 360 typically 
operate in its clock domai□, which is indicated as area 364 
on processor 310. 

[0037] The disclosed embodiment of interrupt controller 
370 also includes an FRC-boundary-like component in the 
form of XOR 372. XOR 372 signals an FRC error if it 
detects a mismatch between outgoing signals, e,g. interrupt 
responses, of components 374(a) and 374(b) from execution 
cores 320(a) and 320(b). Errors attributable to interrupt 
controllers 370 may still arise, however, from soft errors in 
componems 378(a), 378(h) in FSB clock domain 364. These 
error may be detected by the discrepancies they introduce 
between the subsequent operations of execution cores 
3W(a) and 320(b). 

[0038] For the disclosed embodiment of system 300, a 
common snoop block 362 processes snoop transactions to 
and from execution cores 320(a) and 320(b). XOR 366 
provides PRC-checking on snoop responses from execution 
cores 320(a), 320(h) and signals an error if a mismatch is 
detected. XO Rs 372 and 366 may be disabled if processor 
310 is operating in multi-core mode. 

[0039] FIG. 3B is a block diagram representing one 
embodiment of an apparatus 344 for broadcasting-recover­
able error conditions to components of computing system 
300. For example, error units 336(a) and 336(b) may rep­
resent ECC or parity error detection logic for various arrays 
(register, caches, buffers, etc) of execution cores 320(a) and 
320(b), respectively, and/or exception logic to handle these 
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errors. An OR gate 338 rnonitors error signals from execu­
tion cores 320 and asserts a signal to disable FRC unit 332 
if either error signal is asserted. The error signal may be a 
high level interrupt, such as the machine check abort (IVICA) 
defined for Irnnium@ processors. The output of OR gate 338 
is also fed back to execution cores 320 to indicate to the 
errm-fn:-t• execution core that a recovery mt•chauism is to be 
initiated. A second OR gate 339 is provided to transfer error 
signals to execution cores 320 from the shared resources. 

[0040] If the error signal does not dis:;ble FRC unit 332 the 
cormpted data triggns an FRC error, and an otherwise 
recoverable error is treated as a non-recoverable, e.g. FRC, 
error. That is, the system goes through a reset operation 
rather than a shorter recovery operation. Depending on the 
particular implementation of the system, there may be a 
number of c:;ses in which the race to FRC unit 332 between 
the ermr signal and the misrrrntched data signals from the 
execution cores (created by the recoverable ermr) is close. 
For this reason, apparatus 344 may include a mechanism to 
accelerate error signal propagation, at least in FRC mode. 

[0041] For one embodiment, apparatus 334 supports a 
high level intermpt such as an MCA that operates in both 
FRC aud high performance mod,s. fo high pt•rformam.:e 
mode, the error signal is subject to pipeline stalls, e.g., in tbe 
front end of the execution core or in the L2 cache. This 
ensures that no unnecessary MCAs are taken, since the event 
that triggered the stall may make the error signal moot. ln 
PRC rnode, the error signal bypasses these stalls. Bypassing 
stalls in FRC may result in the processing of sorne unnec­
essary error signals, but it also reduces the probability that 
an FRC error is triggered before the (non-FRC) ermr signal 
disables FRC unit 332. As discussed in conjunciion with 
FIG. 7, embodiments of processor 110 may also include a 
hardware mechanism to mitigate the race between the ermr 
signal and the core signals that reflect the corrupted data. 

[0042] FIG. 4 is a block diagram representing data paths 
for one embodiment of computing system 310, including 
FRC components to support processor 3Hi in FRC mode. 
For the disclosed embodiment, cache 340, FSB 360 and 
execution cores 320 are coupled through a series of buffers. 
For example, a vvrite-out buffer (\VOB) 4Hl stages data 
evicted from cache 340 to main mernory 380, and a snoop 
data buffer (SDB) 420 provides snoop data from execution 
cores 320 or cache 340 to FSB 360, responsive to a snoop 
hit in these structures (Execution cores 320 may each have 
one or more levels of cache in addition to shared cache 340). 

[0043] A pair of write--line buffers (WLB) 430(a), 430(b) 
stage data from execution cores 320(a), 320(b), respectively, 
to cache 340 or FSB 360, and a pair of read-line buffers 
440(a), 440(b) stage data from FSB 360 to cache 340 or 
execution cores 320. Coalescing buffers (CB) 450(a), 450(b) 
collect data to be wriiten to memory 380 and forward it to 
FSB 360, periodically. For example, multiple darn writes to 
the same line of memory may be collected in CBs 450 before 
triggering a write transaction on FSB 360. 

[0044] For the disclosed embodimrni, logic associated 
with these buffers provides the FRC-checking and data 
muting functions when processor 310 is operated in FRC 
mode. For example, logic block 454 represents MUX ,md 
XOR functions for data in CBs 450(a), 4SO(b). The XOR 
function provides PRC checking if processor 310 is oper­
ating in FRC mode. The MUX tirnction provides data 
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routing if processor is operating in multi-core mode. Logic 
blocks 434 and 444 provide similar functions for data in 
WLBs 430(a), 430(b) and RLBs 440(a), 440(b), respec­
tively. MUXs 460, 470 and 480 route data from different 
sources to cache 340, FSB 360 and execution cores 320. 

[0045] As noted above, the recovery mechanism for errors 
detected within the FRC boundary may be handled by 
various combinations of hardware, software and firmware 
modules. One embodiment of the recovery mechanism 
employs code that is closely associated with the processor. 
For example, the Itanium@ Processor Family of Intel@ 
Corporation, employs a layer of firmware called the proces­
sor abstraction layer (PAL), which provides an abstraction of 
the processor io the rest of the computing system. Imple-­
menting recovery in the Pi'~L hides the recovery process 
from system level code, such as the system abstraction layer 
(SAL), e.g. BIOS, and the operating system. PAL-based 
implementations of the recovery mechanism should be able 
to complete quickly enough to avoid triggering a time-out 
period enforced by the operating system. Recovery mecha­
nisms may also be implemented using system level code, 
e.g. SAL/BIOS, or operating system code. The latter imple­
mentations may not be subject to the same time constraints 
as the PAL-based implementation. Unless otherwise noted, 
the recovery mechanisms discussed below may be imple­
mented using code associated with any of the foregoing 
sources. 

[0046] FIG. 5 is a flowchart represeming a mechanism for 
recovering from an error detected in one of the execution 
cores before it triggers an FRC reset. Responsive to a parity, 
ECC or other error detected in one of the execution cores, a 
signal is broadcast SH} to indicate the start of a recovery 
routine. J,.;;, long as the error is detected before it triggers an 
FRC reset, the corrupted data can be localized to one of the 
execution cores, leaving the machine state data of the other 
execution core available for recovery. Accordingly, the 
machine state of the good core is saved 520. To prepare the 
processor for recovery, both cores are initialized 530 to a 
specified condition, and the saved machine state is restored 
540 to the initialized cores. FRC mode is then restored 550 
and the processor returns 560 to the interrnpted code. 

[0047] For one embodiment of the invention, one of 
execution cores 120 may be designated as the master core 
and tbe other as the slave core when processor H} is 
operating in FRC mode. For this embodiment, signals gen­
erated by the master and slave cores are compared at the 
FRC boundary to determine if reset is necessary. If no FRC 
reset is ,varrnnted, signals generated by the master core are 
transferred to shared resomce(s) 170, and signals generated 
by the sbve core are dropped. For this embodiment, a bit in 
a status register of each execution core 120 may be used to 
indicate its status as master or slave. The bit may be se(, for 
example, when the system is booted or reset. As discussed 
below in greater detail, the master/slave status of an execu­
tion may also be changed dynamically to allow recovery for 
an error in either core. For errors detected within the FRC 
boundary, e.g. recoverable errors, the actions of the master 
and slave core rr1ay d]ffer, depending on ,vhich core gener-• 
ated the error. 

[0048] FIG. 6 is a flmvchart representing one embodiment 
of a mechanism 600 for recovering from an error detected in 
an execution core designated as the slave execution core. 

Page 670 of 1042



US 2004/0123201 Al 

Operations of the slave execution core are shown on the kft, 
and operations of the master execution core are shown on tbe 
right. 

[0049] Routine 600 is initiated if tbe slave execution core 
detects l.iW an error (parity, ECC, etc.). The slave core 
triggers 620 an interrupt to signal the error condition to other 
components of the computing system. For embodiments of 
routine 600 implemented by PAL or comparable processor­
kvcl code, broadcast of the imerrupt signal rnay be limited 
to componen1s wi1hin the processor chip, such as the master 
execution core. In addition to signaling the error, the sfavc 
execution core disables 630 the FRC unit and suspends its 
activities. Disabling 1he FRC unit prevents the error from 
triggering an FRC reset when it reaches the FRC boundary, 
and suspending activLties in the slave core prevents i1 from 
disrupting the recovery process. 

[0050] In response 624 to the interrupt, the master execu­
tion core determines 640 whether its sta1e data contains any 
errors. For example, each execution core may include a 
status bit that is set if an error is detected. The master 
execution core may check this bit 1o determine if it has also 
generated an error. Except for the very rare case in which 
sof1 errors occur in both execution cores almost simulta­
neously, the mas1er core is likely to be clean. If i1 is no1 clean 
640, there is no uncorrupted processor state with which to 
implement a recovery. In 1his case, the master core signals 
642 a reset condition 1o the slave core and the computing 
system executes 644 a full, e.g. FRC-levd, reset. 

[0051] If the s1ate da1a for 1he master core is not corrupted, 
the master core saves 61.iO its machine state and flushes 664 
queues and but1ers in its pipeline. For example, the master 
core may save the conten1s of its data and con1rol regis1ers 
and low-level cachc(s) to a protected area of memory. The 
master core also signals 668 a limited reset to the slave core 
and sets 676 it resources to a specified sta1e, e.g. ini1ializes 
its pipeline. The slave core detects 670 the limited reset and 
initializes 674 its pipeline, synchronizing the s1ates of 1he 
cores. 

[0052] Wi1h tbe cores thus synchronized, FRC mode is 
reactivated 680. This may be accomplished, for example, by 
having each core execute a handkr routine, which sets 
appropriate state bits in i1s status/control registers. Tbe saved 
state is restored 684 to both execution cores, and control is 
returned 690 to the interrnptcd code sequence. 

[0053] Method 600 represents an embodiment of the 
recovery mechanism for the case in which rhe error is 
detected in the execu1ion core tbat is currently designa1ed as 
the slave core. For one embodiment, the slave core is 1he 
execution core rhat does not "control" the shared 
resource(s). For example, in FRC mode, signals from tbe 
slavt: cxecutjon core are dropped foHo\t\rjng con1p:u·json Vlith 
rhose from the master execution core at rhe FRC boundary. 
l f no FRC error is detected, signals from tbe master core are 
used to control the shared resources outside the FRC bound­
ary. 

[0054] If the error originates in the master core rather than 
the slave core, recovery may be handled by changing the 
master/slave designations of tbe execution cores. For 
exampk, master/slave designation may be indicated by the 
state of a bit in a status register associated with each 
execu1ion core. The execution core for which this s1atus bit 
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is in the master state controls the shared resources, which arc 
used to implement the state-saving operations of recovery 
routine 600, e.g. operation 660. 

[0055] For one embodiment of 1he recovery routine, the 
execution core in which the error originates may check its 
master/slave status bit. lf rhe status bit indicates it is the 
slave, method 600 may be implemented as described. lf the 
status bit indicates i1 is the mas1er, it may signal the slave to 
change its status to master, change its own status to slave, 
and suspend activities. 

[0056] FIG. 7 is a block diagram illustrating an embodi­
ment of an FRC-checker 730 that rnitigates race conditions 
between recoverable and non-recoverable error handling. 
The disclosed embodiment of FRC checker 730 includes a 
compare uni1 734, queue 736, and timer unit 738. ()ueue 736 
receives data from execution core (a), and compare unit 734 
compares the darn from cores A and B, and sers a status flag 
to indicate if 1he comparison yields a match. If the da1a 
matches, the status flag is set to indicate the match. 

[0057] [f the data does not matcb, the status Jlag is se1 to 
indicate the mismatch and 1imer uni1 738 is triggered to 
begin a countdown interval. lf error detector 140 receives an 
error Jlag before the timeout interval expires, it disables FRC 
checker 730 and triggers recovery uni1 150 to implement 1he 
recovery routine. 

[0058] There has thus been disclosed a mechanism for 
handling recoverable and non-recoverabk errors in multi­
core processor. The multiple cores rnay be operated in PRC 
mode, in which case, one or more checker units compare 
signals from the cores to detect non-recoverable errors. In 
addi1ion, each core includes an error unit 1o detect recover•­
able errors. If a recoverable error is detected, the checker 
units are disabled and a recovery routine is implernented. A 
nmlti•-core mode embodiment of tbe multi-core processor 
may include an arbitration unit, proximate to 1he checker, to 
control access to the shared resource(s). Proximity of the 
FRC boundary 1o tbe shared resources increases 1he logic 
protected by the FRC boundary and reduces vviring neces­
sary for the multi-core mode implementa1ion. 

[0059] Embodiments of the present invention detect vir­
tually all errors that arc undetected in non-PRC-enabled 
systems, and 1hey support recovery of virtually all detectable 
errors, including those that arc typically handled through 
reset in other FRC-enabled processors. 

[0060] The disclosed embodiments have been provided to 
illustrate various foamres of the present invention. Persons 
skilled in 1he an of processor design, having tbe benefit of 
1his disclosure, will recognize variations and modifi.cations 
of the disclosed embodiments, which none the kss fall 
within 1he spirit and scope of the appended claims. 

\Ve claim: 
1. A processor comprising: 

first and second execution cores to operate m an FRC 
mode; 

a resource to process a transaction from at leas1 one of the 
first and second execution cores; and 

an interface control unit to regulate access to the resource 
by the first and second execution cores, the interface 
control unit including an FRC check uni1 1o compare 
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transaction signals from the first and second execution 
cores and to signal an error if the comparison indica1es 
a mismatch. 

2. The processor of clairn 1, further comprising an error 
detec1or to de1ect errors in 1he tirst and second execu1ion 
cores and to disable the FRC checker responsive to detecting 
an error. 

3. The processor of cbim 2, wherein the error detec1or 
cornprises first and second error detectors to detect errors in 
the fi.rs1 and second execution cores, respectively. 

4 The processor of claim 3, ,vherein the first error 
detector triggers an error signal, responsive to an error in the 
fast execution core, to disable 1he FRC check unit and 1o 
initiate a recovery procedure using the second execution 
core. 

5. The processor of claim 4, wherein the second execution 
core is designated as an FRC slave and is re-designated as 
an FRC master, responsive to the error signal. 

6. The processor of claim 5, wherein the second execution 
core saves its machine state data to a memory location, and 
executes a reset sequence. 

7. The processor of claim 2, wherein the first and second 
execution cores may also operate in a multi-core mode and 
the interface control unit further comprises an arbi1rn1ion 
unit 1o regulate access to the shared resource by the execu­
tion cores if they operate in multi-core mode. 

8. The processor of claim 7, wherein the shared resource 
comprises a cache that may process transactions from both 
the first and second cores in multi-core rnode and that may 
process transactions from only one of 1he first and second 
core in FRC mode. 

9. The processor of claim 7, wherein, responsive 1o 
detecting an error 1he error detector triggers an interrup1 if 
the processor is in multi-core mode and an accelerated 
interrupt if the processor is in FRC rnode. 

10. The processor of claim 9, wherein the accelern1ed 
interrupt bypasses portions of an execution core traversed by 
the interrupt in multi .. core mode. 

11. A system comprising: 

a tirst memory location 1o s1ore a recovery routine; 

a second memory location to store a reset routine; 

first and second execution cores capable of operating in an 
FRC mode; 

an error unit 1o initiate 1he recovery routine responsive 1o 
detecting an error in one of the first and second execu­
tion cores; and 

an FRC checker lo initiate the reset routine responsive 1o 
detec1ing a mismatch between signals from 1he first ,md 
second execution cores. 

12. The system of claim 11, wherein the error unit disables 
the FRC checker, responsive to detecting the error in one of 
the first and second execu1ion cores. 

13. The system of claim 12, wherein the reset routine 
includes instmctions executable by the first and second 
execution cores lo initialize the first and second execution 
cores in either a rrmlti-•core mode or tbe FRC mode. 

14. The system of claim 13, further comprising a cache 1o 
be shared by the first and second execution cores if the first 
and second execution cores are initialized in multi-core 
n1ode. 
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15. The system of claim 14, further comprising an arbi­
tration unit to manage access to the cache by the first and 
second execution cores in multi-core mode. 

16. The system of claim 15, wherein the FRC checker 
monitors transaction signals to the arbitration unit from the 
first and second execution cores in FRC mode and initiates 
1he reset rnu1ine responsive to a mismatch in the transaction 
signals. 

17. The system of claim 11, wherein the first and second 
execution cores operate as master and slave, respectively, in 
an PRC mode. 

18. The system of claim 17, wherein the first execution 
core is disabled and the second execution core operates as 
the master, responsive to an error in the first execution core. 

19. ·n,e system of claim 11, wherein 1he firs1 and second 
execution cores may be initialized in a multi-core mode or 
an PRC mode. 

20. The sys1em of claim 19, wherein 1he error unit 1riggers 
an interrupt to the first and second execution cores, respon­
sive lo an error in one of tbe execution cores. 

21. The system of claim 20, wherein the interrupt is an 
accelerated interrupt if the execution cores arc in FRC mode. 

22. The sys1em of claim 21, wherein the accelerated 
intermpt bypasses a portion of the execution core. 

23. A method comprising: 

operating first and second execution cores m an FRC 
rnodc; 

monitoring data of the firs1 and second execution cores for 
errors; 

comparing signals generated by the first and second 
execution cores; 

execu1ing a recovery rou1ine, responsive to an error in the 
first or second execution core; and 

execu1ing a reset rou1ine, responsive to a mismatch 
between signals generated by the first and second 
execution cores. 

24. The method of cfaim 23, further comprising suspend­
ing signal comparison responsive to the error in the first or 
second execution core. 

25. The method of claim 24, wherein executing a reset 
routine responsive to the misma1ch further comprises: 

triggering a delay interval responsive to the misrnatch; 

executing tbe reset rou1ine if no error is monitored in the 
execution cores before the delay interval expires. 

26. The method of claim 25, further comprising executing 
1he recovery rou1ine if an error is detected in one of 1he 
execution cores before the delay interval expires. 

27. The me1hod of claim 23, wherein operating the firs1 
and second execution cores in an FRC mode comprises 
operating the first and second cores in the FRC mode or in 
a multi-core mode, responsive lo a reset signal. 

28. The method of claim 27, wherein executing the 
recovery routine comprises: 

executing the recovery routine responsive to an error 
signaled by an interrupt if the cores are operating in 
mul1i-core mode; and 
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executing the recovery routine responsive to an error 
signaled by an accelerated interrupt if the cores arc 
operating in FRC mode. 

29. The method of claim 23, wherein operating the first 
and second execution cores in an FRC mode further com~ 
prises designating the first and second execution cores as 
master aud slave execution cores, respectively. 
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30. The method of claim 23, wherein executing the 
recovery routine further comprises disabling tbc first execu­
tion core and designating the second execution core as 
master, responsive to an error in the first execution core. 

* * * * * 
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- determining step 1.s perfonned by syi_:;tem firmwa.re [col. 5, 

c;J.a i rns 

Quach further teaches: 

cc;py inq the sta t·2 of the determined one of said le,ckst,';p pair 

of processors that is not the cause of said LOL to said spare 

processor (col. 4, lines 12-24]. 

- copying the state of the determined one of said lockstep pair 

of processors that is not the cause of said LOL to eacn or said 

l ncks tep pa.1 r 
,. 

or: processors of said ,spa.re processnr (fig. 5, 

As per claims 13-15: 

the boot processor [col. 13, lines 24-26]; 

said LOL is detected to a different value, 

system's operating system to not recognize the processor for 
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using 

processors that is not the cause of LOL to a spare processor 

Therefore, these claims are also rejected under the same 

rationale applied against claims 1-9. In addition, all of the 

limitations have been noted in the rejection as per claims 1-9. 

Due to the similarity cf claim 29 to claim 1 except for a 

szstem ccrnpr1.s.u1g MEANS for detecting less cf lcckBtep, MEANS 

fer the determining whether th 0 processor for which LOL is 

determining whether the processor for which LOL 1s detected, 

claim is also rejected under the same rationale applied against 

claim i. In addition, all limitations have been noted in 

the rejection as per ~iaim 1. 
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Quach explicitly teaches the 

Page 13 

- detecting loss of lockstep (LOL) for a processor in a 

multi-processor system [abstract, col. 3, lines 35-36 and 

- determinin9 that the processor for ,,,hi ,-,h S~iid. LOL lo 

detected is assigned a role of boot processor (fig. 1, col. 

Safford does not explicitly address: 

- information stored to non-volatile data storage and an 

Itanium Processor Family (IPF) processor. 

However, Quach does disclose capability of: 

- a computer system include~':: proces~c:or hc,\ting ducd executic:,n 

.J..i.nes 52-.54] and red11ndant mode and split mode J.n 

processors systemfcol. 3T lines 35-37]. 

In addition, Fox explicitly teaches: 
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data processing system fabstract]; 
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-~ inforrna tion storE';d in thE'" rr1emory and active/ spare pair 

used in supporting the recovery from loss of lockstep in a 

multi-processors system[col.B, lines 60-68]. 

it would have been obvious to 

Qrdinary sk:UJ_ in the art at the time of Applica.nt' s inv·ention 

to real.izing Fox's information stored i.n the n,emory and 

lockstep in a multi-prQcesscrs system as being infQrmation 

stored to non-··vol.at:Ll.e data 2.:torage and an Itanium Pn:::-ce2.;sor 

Quach':c-;-; rrn.,tli-data prccesscrs /f,;'l.1.:ilt tole.rant system explicitly 

performed data failure detection and recovery (i.e., 

lockstep and/or fail-over) within plurality of processors via 

This modification would have been obvious because a person 

so to i.mprcve the muiti-d.ata processors, fai"Lover_, and/or fa-:..:;Jt-· 

tolerant system operation availability and network/system 

per.formancfc~. 
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~+lowable Subject Matter 

Claims 24-28 are allowed over the prior art of record. 

Page 15 

However, These claims are still objected under the double patenting rejection stated in 

the paragraph above. 

7. The prior art made of record and not relied upon is 

considered pertinent to applicant's disclosure. 

8. Any inquiry concerning this ccmnrunication or earlier 

PM. 

If ,,1ttempts ta reach the examiner L,y telephone .~ire 

unsuccessful, the examiner's supervisor, Scott Baderman can be 

reached on (571)272-3644. 

Information regarding the status of an application may be 

obtc1.ined frotn the Pa.tent Appiica.tion Informa.tion Retrieval 

(?AIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status 

Private PAIR only. For more information about the PAIR system, 

,_'lCCesn to the Private PAIR syntem, contact th,2 Electronic 

Business Center (EBC) at 866-217-9197 (tall-free). 
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CONFIRMATlONNO.: 1079 

RESPONSE TO NON-FINAL OFFICE ACTION MAILED 09/12/2007 

Commissioner for Patents 
P.O. Box:.1450 
Alexandria1 VA22313-1450 

Dear Sir: 

This is in re$ponse to the Office action mailed September 12, 2007, in the above~ 

captioned app]k.ation. 

Amendments to the specification are reflected in substitute paragraphs beginning on page 

2 of this paper. 

Remarks and arguments begin 011 page 8 of this paper. 
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Application No, 10/972,588 Dock.et No.: 200404973,1 
Repty to Office Action of 09/12./2007 

rtECEIVL;D 
e~AL FAX C:l:N"feA 

[000 l] The present application is related to the following c.oneurrently ~~ l 2 2007 
and commonly assigned U.S. Patent Applications: Serial Ne. ____ fAtte-r-fte;' 

E)eelcatl>to. i!094.Q4944 41 U.S. Patent Application Serial No. 10/973,077 (U, $. 

Published Patent ARplication 200601Q7,1 I.2)titled "SYSTEM AND IvfETHOD FOR 

ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM LOSS OF 

LOCKSTEP IN A BOOT PROCESSOR"; Serial No. . fAttome;· Dooket }le. 

2004-0494:3--ij U.S. Pa1~nt h.Jm!kati5u_1 ~ttaL!."io, lQ/97~,,.QQ¼ ru. S. Publislted Patent 

Application 20060107117, now U.S. Patent Number 7.308,566) titled "SYSTE~-1 AND 

METHOD FOR CONFIGURING LOCKSTEP MODE OF A PROCESSOR MODULE"; 
.. 

Serial Ne. ____ fhttefft.0¥ Doeleet}~2~QilG4946,,1] U.S. Patent Application 

~!11 N_q.1...LQLm~8~_(1J, S. Published Patent Ap_plic~tion 20060 l Q7 l 14} titled 

"SYSTEM AI'\ID METHOD FOR USING INFORMATION RELATING TO A 

DETECTED LOSS OF LOCKSlT:P FOR DETERMINING A RESPONSIVE 

Application Serial No. 10/972,588 (U, $, Published Patent Apnlication 20060090064) 

tided ('SYSTEM AND ME11-IOD FOR SWlTCHlNG 'n-IE ROLE OF BOOT 

PROCESSOR TO A SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS 

OF LOCKSTEP IN A BOOT PROCESSOR"; -SeriaFNe-:-----··-- fN:temey Goeket Ne., 

200404971 l} U.S. Patent Application Seria.l_l!QJ 0/973.Q.0L{!J,S.hhlis,lied Patent 

Anplkation 20060 l 07116) titled "SYSTEJvf AND METIIOD FOR REESTABLISHING 

LOCKSTEP FOR A PROCESSOR MODULE FOR WHICH LOSS OF LOCKS'IBP IS 

DETECTED"; 8ett$!l Na, ___ [A*~l"fleY Dosket No, 2004 0.4 9-'ff0 H U,S. :eate111 

ApplicaJion SeriaJ No. 10/9'(2_Jl88 ( U. S. Published Patent Al}.Pficatio,:i __ lQ0601071151 

titled ''SYSTEM ANO METHOD FOR SYSTEM FIRMWARE CAUSING AN 

OPERATING SYSTEM TO IDLE A PROCESSOR"; ~Se=r-ia.-1P-l-e,'":...---_-_-_-_ ...... [·A,..,,.....tto...,r-1'1-ey 

Doek~t No .. :JQ0·W4972, l,} U.S. Patent Application Serial No. 10/973,07.2J}J. S..., 

~ubl,ished Patent Application ZQQ6Q1JU11ll titled "SYSTEM AND METHOD FOR 

REINTRODUCING A PROCESSOR MODULE TO AN OPERA TING SYSTEM 

AFTER LOCKSTEP RECOVERY''; and~-.. - [Attem.ey Deeket~e. 

2 
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Application No, 10/972,588 Oocket No,: 200404973--1 
Reply to Office A~tion of 09/1212007 

2:GG4Q19+•1 1] U,,.S. Patent Application Se.rial No. I0l21lJ.2§.ill. S. Published Patent 

Applie~tion.20Q60107106) titled "SYSTEM AND METHOD FOR :MAINTAINING IN 

A MUL TI~PROCESSOR SYSTEM A SPARE PROCESSOR THAT IS IN LOCKSTEP 

FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP FOR ANOTHER 

PROCESSORt\ the disclosures of which are here.by incorporated herein by referenct!. 

[0019J As described further herein and in concurrently filed and commonly 

assigned U.S. Patent Application Serial No. ____ [/>..ttemey Doeket Ne. 

2004Q194 l IJ 10/973,076 (US. Publish~d Paten!.!~p!i~ism.2Q_060I 07107) titled 

~'S'lSTEM AND METHOD FOR PROVlDINO FIRMWARE RECOVERABLE 

LOCKSTEP PROTECTION/' the disclosure of which is inoorpotated herein by 

reference, certain techniques are provided for recovering from LOL detected for a bot)t 

processor ln a multi~processor system, in which a spare processor is utilized for such 

recovery. For instance, upon LOL bi;:ing detected for the system's boot processor, the 

spare processor assumes the role of l,oot processor, and then re-covery of lockstep for the 

original boot processor is attempted. Accordingly, for such lockstep recovery technique, 

a spare processor is used for attempting to recover from LOL detected for the boot 

processor. E,xempbuy techniques are destribed in concurr¢fitly filed and commonly 

assigned U.S. Patent Application Serial No. =:::::::::::::::::tAttem83/ Deeket No, 

200404944 1] U.S. Patent Application Serial No. l0/973107lilJ.,_S....f.~hlIB.~ .tatent 

Applfoation 20060l.07l 12) titled "SYSTEM AND METHOD FOR ESTABLISHING A 

SP ARE PROCESSOR FOR. RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT 

PROCESSOR,'' the disclosure of which ls incorporated herein by reference, for 

establishing a spare processor for the boot processor. Such exemplary techniques include 

techniques for establishing a hot spare processor that is held in reserve until such time as 

it ls used to assume the role of boot pro(essor responsive to a detected LOL in the boot 

processor, The exemplary tec,hniques further include techniques for establishing an 

active spare processor that is not held in reserve, but is instead made available to the OS 

for executing instructions during normal system operation ru1d is dynamically 

transformed into a. hot spa.re (i.e., it is idled) such that it can assume the role of the boot 

processor responsive to detection of LOL in the boot processor. 

3 

P,05 
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[00211 As described further in concurrently filed and commonly assigned 

U.S. Patent Application Serial No.---~ [Attorney Doeket No, 2QtH04944-11 IL.& 
f.ay;qt AP.Plication S_erial No. 10/973,077.{P- [,.J~,Y~heg_fil!W1..,&mlicati9n 

20060107112) titled ~'SYSTEM AND METHOD FOR ESTABLISHING A SPARE 

PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP 1N A BOOT 

.PROCESSOR.," in certain embodiments, information (referred to herein as a "dev1ce 

tree') is stored to a multH,roces.';ot system, wherein such information identifies the 

processor in the system that is. the boot processor and identifies the processor that is the 

spare for the boot processor. The information is stored such that it is accessible by the 

system's fmnware, and the firmware) upon dete,cting LOL for the boot processor, 

detem1ines the spam processor f.rnm the device tree and assigns the spare proce..~sor the 

role of boot proeeMor. The firmware then attempts to recover lockstep for the proc,essor 

for which LOL was detected, If the recovery of lockstep is successful, the processor for 

which lockstep was recovered {Le., the fom1er boot processor) may be assigned the role 

of spare for the c:ummt boot processor. Thus, the rnulti~processor system may recover 

from LOL detected for the boot processor without requidng a crash of the system (at least 

for certain types of"recoverable" LOLs), 

[0023] Concurtently filed and commonly assigned U.S. Patent Application 

Serial No. ____ ft..ttemey Deel~, )ie, 20040494 J:.+} l0/973a076 {U, S. Published 

Patent Application 200601071Q1) titled "SYSTEM AND METHOD FOR PROVIDING 

FlRfvIWAR.E RECOVERABLE LOCKSTEP PROTECTION." discloses a. te<:hnique in 

which lockstep can be recovered for processors (partic,ularly, non--boot processors) 

without requiring use of a spare processot. Rather. upon LOL being detected for a 

lockste.p pair of processors. the firmware instmct1 the OS to idle {or "eject") the lockstep 

pair of processors fot whieh LOL was detected and then the firmware attempts to 

reestablish lockstep (e,i,. by resetting the processors). If successful in reestabUshing 

lockstep, the firmware triggers the OS to recognize the lockstep pair of processors as 

again being available for servicing instructions, 

4 

P.06 
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Application No. 10/972,588 Docket No.: 200404973·1 
Reply to Office Action of 09/12/2007 

(0024) However, for various reasons, in certain system architectures 

problems arise in attempting to idle (or eject) tll.e boot processor from the system, Thu$, 

in certain embodiments, a spare processor is used for recovering from LOL for the 

system's boot processor. Again, embodiments are provided herein tor switching the rote 

of boot processor to an established spare processor responsive to detection of LOL for the 

boot processor, In certain embodiments, the $pare processor is used for recoverine from 

LOL only in the ~e in which LOL is detected for the boot processor. For instances in 

which LOL is detected for non-boot processors, the lockstep may be recovered without 

the use of a spare by using the recovery technique described in concurrently filed and 

commonly assigned U.S. Patent Application Serial No. [Artomey :O~ 

~00404941-ij 10/973.076 (U, S. Published Pate?t Applicatkm 20060107107) titled 

"SYSTEM AND METHOD FOR :PROVIDING FIRMWARE RECOVERABLE 

LOCKSTEP PROTECTION," for example. 

[0041 J Thus. operational block 109 es~ntially makes the spare processor 

pair 15 the system ls boot processor~ and then in certain embodimeflts firmware 18 resets 

the lockstep processor pair 12 imd reestablishes its lockstep in block l 10. Once lockstep 

is rnestablished for lockstep processor pait 12, that pair is held in operational block l l l 

a._~ a hot spare for the new boot processor pair 15. That is, firmware 18 updates the device 

tree 203 of FIGURE 2 to refle<:t that lockstep processor pair lZ is a hot spare for the boot 

processor pair l 5. Thus, sl1ould a recoverable LOL be detected for the new boot 

processor 15, the above process may be used by firmware l 8 to make the spare lockstep 

processor pair 12 the boot processor and then recov~r lockstep for pair 15, An example 

technique for resetting the lockstep processo!." pair 12 and reestablishing its lockstep in 

which the lockstep processor pair l2 is then held as a. hot spare is descdbed further in 

concurrently filed and commonly assigned U.S. Patent Application Serial No. ======= 
fAttome,' '9oek;&t Ne. 2904,84974 l} U.S. Patent A.P ... ~.!Jcati.Qn Seri!ll No. I0/972.796 (U. 

s. Publish;::d Patent t\.llplication 2006010710.Q.} titled "SYSTEM AND METHOD FOR 

:tvtAfNTAINlNO IN A MULTl,PROCESSOR SYSTEM A SPAllE PROCESSOR 

THAT IS fN LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP 

5 
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Application No. 101972.568 Ooc1<et No.: 200404973~ 1 
Repiy to Office Action of 09/1?J2007 

FOR ANOTHER PROCESSOR:\ the disclosure of which is. hereby incorporated herein 

by reference. 

[0059] Tu.ming to FIGURE 4~ an exemplary operational flow diagram for 

switching the role of boot processor to a hot spare processor ac-0ording to one 

embodiment is shown. In this c~e, ao LOL Ms been detected for tlw boot processor. In 

operatioual block 401, the system :firmware allocates spac.e to save the status of the good 

processor of the lockstep pair of proees._~ors for whfo.h LOL was: detected. Exemplary 

techniques for determining 'Which of the lockstep pair of processors had the error nre 

disdosed in concurrently filed and comm1;m!y assigned U.S. Patent Applic~tion Serial 

No. fl'.•eff!Ei)~ Oe(>l~~IJ y.s_,._p~nt Ap.plfoath;:m Serial l;::!o. 

101.972.,835 (U.S. Published Patent Applic'1tion 20060lQZllil titled "SYSTEM AND 

METHOD FOR USING 1NFORMATION RELATING TO A DETECTED LOSS OF 

LOCKSTEP FOR DETER11ININO A RESPONSIVE ACTION," the disclosure of which 

is hereby im:orpoi:ated herein by referer)ce. Aceordingly 1 fill appropriate amount of data 

StQl''lige space for storing the cache of the ''good" processor in the fockstep pair of 

processors is allocated in block 401. For instance, an amount ofSRAM may be allocated 

for storing the registe.rs from the good processor, 

[0066] In operational block 504, the system firm-ware allocates spac-e to 

~ve the status of the good processor of the lockstep pair of proce$sors for which LOL 

was detected (i.e., the lockstep pair of processors .of the CBP), Exemplary te(;hniqo:es for 

determining which of the lockstep pair of processors had the error a.re disoJosed in 

concurrently filed and commonly assigned U.S. Patent Applicatiou Serial No. ======­
~nay Doek:et }ie-. ~00404916 11 U,S, Psut;:nt.ApplieaiiQJl Serial No. 10/972.835 (1!. 

S. Published Patent Ap.plica:tion 200601071 IA_) titled "SYSTEM AND .METifOD FOR 

USING INFORMA T1ON RELATING TO A DETECTED LOSS 0.F LOCKSTEP FOR, 

DETERMINING A RESPONSIVE ACTION/' the disclosure of which is hereby 

incorporated herein by reference. Accordiriglyt an appropriates amount of data storage 

space for storing the cache of the .. good" processor in the lockstep pair of processors is 
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