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allocated in block 504, For instance, an amount of SRAM may be allocated for storing 

the registers from the good processor, 
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REMARKS 

The specification has, been amended. No claims have been amended. Claims 1·30 

rernaitt in the application. Reexamination and rnconsideration is re-spectfu.lly requested. 

Amendme,nts to the SJ.!!t:if.K';.ation 

In the office action mailed 09/12/2007, the;: 1;:;\\aminer required amendments to the 

specifo::ation to provide application numbers corresponding to attorney docket numbers 

for co~pending application-,;. Paragraphs [0001], (0019], [0021], [0023}, [0024], [0041), 

(0059] and [0056] in the specification have been amended to substitute patent application 

serial numbers, published application numbers, and issued patent numbers, for the 

originally submitted aftoroey docket numbers referencing co-pending applications. No 

new matter has been presented. The amendments are submitted to satisfy a formality, and 

they do not have any effect on the scope of the claims, 

Dpcubls Patenting Reiections 

Claims 1-30 have been rejected under the judicially c.reated doctrine of 

obviousnesswtype double patenting as being unpatentable ove-r claims l--32 ◊fcommonly 

owned U.S. application I0/973,077 and claims l<).6 of commonly owned U.S. 

application 10/972,796, Since none of the referenced applications have issuec.(. the 

applicant will treat this a,,; a provisional double patenting rejection, and no action will be 

taken at this time. If atlowable subject matter is found in at least one of the referenced 

applications, the applicant will take appropriate action~ induding a terminal disclaimer if 

appropriate. 
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Reiections Under 35 p.s.c. § .t,02 

Claims 1-4, 7, 9~23, and 29 have been rejected under JS U.S.C. § l02(e) as. 

allegedly being anticipated by U.S. Patent 7,085,959 (Safford}. Applicant respectfully 

traverses and requests reconsideration of the Examiner's rejection. 

From ivlPEP 2131, a claim is anticipated only ifeach and every element as set 

forth in the claim is found; either expressly or inherently described, in a single prior art 

reference. Applicant respectfully submits that Safford does not describe the boot 

processor elements of the present <:la:ims, as discussed below . 

.Cl~m~J ~ 16. 24, and 29. 

Independent claim l specifies determining that the processor for which said LOL 

is detected is assigned a role of boot processor; and switching the role of boot processor 

to a spare processor without shutti.lig do,vn the system's opera.ting system. Independent 

claim lo specifies system firmware determining that Joss of lockstep (LOL) is detected 

for a lockstep pair of processors that are assigned the role of h.QQ!.g[.~K in a system; 

and switclling the role of boot processor to said spare processor, Independent claim 24 

specifies system firmware op~rable. responsive to the detection of LOL for a first of said 

processor modules, to detennlne whether said first processor module is assigned_~ role of 

system boot processor; wherein if determined that said first processor module is assigned 

the role of system boot processor, said system firmware is further operable to cause said 

operating system to recognize another propesSOLtllQdyle M system boot Rroce.ssor 

without shutting dc1wn said operating system, Independent elaim 29 specifics means for 

determining whethe_r the processor for which said LOL is detected is assigned the role of 

boot processor: and means for switcl1ing the role of boot processor to a spare processor 

without shutting down the s:ystem?s operating system if determined that the processor for 

which said LOL is detected is assigned the role of boot processor. Safford does not 

discuss boot processors, the system determining whether a processor is the boot 

processor. or switching the role of boot processor from one processor to another. 
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ln the present application and in Safford, one processor may be haltedi and 

sufficient run-time state information ( called architected state in Safford) is trSJ1sferred 

from the. first processor to a second processor, so that the second process.Qr may resume 

compmation from the point where the first processor is halted. However, changing the 

designation of which processor 1$ the boot proces.':lor requires steps that are different than 

tram,ferring run•time state, and may be independent from transferring run~time state. That 

is, changing the designation of which processor is the boot processor may occur without 

transferd.ng the run-time state. For example, in piiragraph [0022]. a spare processor that is 

designated the new boot processor may be idled, so that the process of transferring run­

time state as discussed io Safford does not oci;:ur at all. 

The boot processor is determined by the system, extemaUy from the processors. 

For ex:runple, from paragraphs [0043] through [0045J. as the system is booted, all 

processors ate idling (executing do-nothing loops), and the system <;auses one processor 

identified by the system (the:, boot processor) to branch to the entry point of an operating 

system loader program. In contra.st, in Safford, transfer of the architected state of a 

prooesscif is a transfer of infomiation from one processor to another, as required for one 

processor to start processing instructions at the point that another processor was halted, 

while the system is running. Safford does not discuss transfer of system. infom1ation 

(whi.ch.processer is the boot processor) that remains.permanent and survives a system 

reset Safford discusses rebooting individual processors while a system is running (for 

example, column 4, lines 57~60. and daim3), but that is not the same as rebooting the 

entire system, which is initiated by the one designated boot proeessor after a system reset 

or power shutdo'>vn. 

Claims 2A, 7. and 9-15 are al low able at least as ultimately depending from 

allowable base claim 1, Claims 17-23 a.re allowable at least as ultimately depending from 

allowable claim 16. Claims 2 and 13-15, 17, and 19~20 are allowable on further 

independent grounds as discussed below. 
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Claim 2, dependent on claim l, further specifies the spare processor is a hot spare 

t:hlit is held in idle until s\vltched the role of boot processor, Safford does discuss boot 

processors or switching to th.e role of boot processor. 

Claim 13, dependent on claim 1, further spedfa::s ~witchin1¥ the role of}2qQt 

pmcessg.r to said spare processor comprises changing a system identifier of the S,m1!1~ 

.QmCessor to that qf thLboot processor. Safford doeSc not discuss system Ide:ntifi~rs of 

processors or changing a system identifier to that of the boot _processor. 

Claim .14, dependent on claim! 3, further specifies the systemjg~u.Jifwr it us:ed by 

!,Q~Sti)m~s operating system to recogniz.e the ~tp_~~s!?.Pr. Safford does not discuss 

an operating system using a system identifier to recognize the boot processor. 

Claim 15, dependent on claim 3, further specifies changing a system identifier of 

said boot processor for which said LOL ht_~te{..-i:ed to a different value. which causes the 

system's operating sy§tem to pot recognize the processor for wbiqh said LOL is detected 

M..We boot processor. S~fford does not discuss changing a system identifier oft.he boot: 

processor or an operating system not recogntring a processor as the boot processor. 

Claim 17, dependent on claim t 6~ further specifies the spare processor is a hot 

spare that is hf.'lid in idle until switched the role of boot pr~es§..QI. Safford does not 

discuss switching: a hot spare to the role of boot _processor, or swit.c-hing a hot spare that is 

idle to the role of boot processor, 

Clahn 19, dependent on olaim 18, further specifies causing the system's (')_pe.mting 

system to idle the active ~. Safford does not discuss operating systems or operating 

systems idling a spare processor. 

Claim 20, dependent on claim 16, further :specifies said switching causes the 

system's operating~ to recggnize said warn processor as said boot processor 

without shutting do,vn said operating system. Safford does not dis.cuss operating systems 

or operating systems recognizing a spare processor as the boot processor. 
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R~jegtions Under 35 U.S.C, § 103 

Claims 5-6, 8, 24-28, and 30 have been rejected under 35 U.S.C. § l03(a) as 

aUegedly being unpatentable over Saftord in view of U.S. Patent Number 5,915,082 

(Marshall). Applicant respectfully traverses and requests :reconsideration of the 

Examiner· s rejection. 

Applicant respe~tfuHy asserts that Safford is nN a valid prior art reference that . 

may be used in a re_iet.tio:n under 35 U.S.C. § 103(a). 3:5 U.S,C. § 103(c) states: 

(c) Subject matter developed by another person, which qualifies as 

prior art only under one or more of sub-sections (e}. (t), and (g) of section 

I 02 of this title, shall not preclude patentability under this section where 

the .subjeet matter ""d the claimc,d invention were, at -t¾e time the 

invention was made, owned by the same person or subject to an obligation 

of assignment to the same person. 

Please note that Safford and this application are assigned to the same entity, 

Hewlett-Packard D~velopmeni: Company,. L.P. Si!fford was filed before, but did not issue 

until after the filing date of the current application. Therefore, the disclosures of Safford 

are available only as 35 U.S.C § l 02(e)+type prior art. 35 U .S.C. § I 03(c) specifies that 

Safford "shall not preclude patentabitity'' of the claimed inveution. Accordingly, the 

rejootlon of claims 5 ... 6, 8, 24~28, and 30 should therefore be withdl.'.a""11, 

In view of the above, it is believed aU of the pending claims are now in condition 

foi:- allowance. 

Respectfully submitted, 
KLAAS. LAW, O'MEARA & lvfALKlN. P .C. 

By: /Augµstus W, Winfield/ 

Augustus W. Winfield, Reg. No. 34,046 
1999 Broadway, Suite 2225 
r>enver, Colorado 80202 
Telephone: (303) 298-9888 

Date: December t l • 2007 
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P,0.13ox272400 

PATENT APPLICATION 

Foit co111nt1, C:oh.1ra110- iour.2:400 

lnventor(s): Scott L MlthMlilll ,,it. al. 

ATTORNEY DOCKET NO.-. -~~'l04fil:L._ 

CQflfirmation No.; 1ors 

Appl!catlort No .. : 10ED72,S88 Examlniir: Le, Oleu Minh T. 

Group Art. Unit: 2114 

. $¥STEM AND METHOD FOR SWITCHING THE ROLE OF 13001' PROCESSOR TO A SPARE 
Tffle. PROCESSOR RESPONSNE TO DETECTION OF LO$$ OF LOCKSTEP IN A i300T PROCES:SOR 

Mall Stop Amendment 
Cotnml$atonar For Patents 
P080J(146Q 
Al~ximdrta, VA 22313-1450 

TRANSMITlAL LETTEB f~lif.QNS.elAM.etl2MEM! 

rra11smltted herewith is/am li'\e following in ttlfJ a,1;1ove-ir;tlllnti"fle.d appU~liori: 

I&] Ru. pon.sfl/Ame·n·a· m.ent D New fee atl cah:::ulaled t>erov,, 8 Petition to extend time to resi,ond 
$upp1emer-ta! Declaration 

[xJ No adaillonal fee 
F'i Other Fae$ 

CL.AIM$ AS AMENDED BY OTHER THAN A SMALL ENTfTY 
(1) {4} (5) {G) m (~ {3) 

FOR CLAIMS REMAINING NUM8:Ell HIGHEST NUMBER PRESENT RATE ADDITIONAL 
AFTER AMENDMENT EXTR/, FlR~fOUSLY MIO FQR EXTRA i:EE$ 

10TAL 
M!NlJS C.LA.!MS 30 30 "' 0 X $50 $ 0 

INDEP. 
CLAIMS 4 M!NUS 4 "' 0 X $200 $ a 

□ FIRST PRESENTATION OF A MUL TIPl,.E OEPENDENT CLAIM + $360 $ 0 

EXTENSION D 1at Monlh 
□ 

~Month I □ 311,iMot'llh Jo 41)'1.Mo!Wi 
$ 0 rf;E $'!20 $450 $1020 61590 -

OTHER FEES $ 

TOTAL. A.DD!llONAL FEE FOR THIS AMENDMENT $ 0 

Ch!:l~ge L......~--" to Deposit Account 08-2025. At any time during Iha pendency or this application, please charge any tees 
teq!.l1r8(f or ~1t any over P?!)'ment to Dep\)Sit Mcount 00-2025 purs.1.iant to 31 CFR 1.2~ Additionally charge any rees to 
OeposttA<:C01.mt 06-2025 und~r 37 CFR 1, 16 through 121 inclus[ve,, an<I any other secllons in TIiie 37 ofth& Code of Federal 
~$Qu!ati-0m, th~ mQy re91.d~te fees. • 

!.&1 A duplicate, copy of l.hl<i lransmitt,t letter is enclose{!. 

l l'IC)reby 0011lfy lhal thlti Pf?Etr i!!- being 
!J'iln$mlttee1 to 11'1:e Patent and Tradematl< Office 
fac:tlmile numbm- (571) 273-llJOO. 
C>Qle offacslml!&:t)j,,,;;ernber 12. 200? 

-Jt;T~ Slg:r,alute: - . 

Resp~flJ!ly sttbmitted, 

Scott L. Ml,.,.......,_.,,_ 

By 

A 

Reg No.: 31,393 

Oate; Deoomber 12,. 2007 

Tel~phom~ : (303) 29e,smm 
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fnfflll11&Wl,d Property Admlntst.rm~n 
P.Q. Box 272400 

PATENT APPUCATION 

Fort Cofllmi, ~!arado 80527•J400 

lmretttort&): Scott I.., Ml~ha$1le et af. 

ATTO~EY DOCKET NO. _2Q._Q404973•1 

Ci:mflrmatlon No.; 1079 

AppUca&n No,; 10/972,568 E:r.am1ner: Le, Dleu Minh T. 

Flllng Date: October 25, 2004 Group Art Unit: 2114 

. SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR, TO A SPARE • 
Tit~. P~QCESSOR AESPOW.SIVE TO PEfcCTION OF LOSS OF LOCKSTEP lti A BOOT PROCESSOR 

Mall Stop Amendment 
Commlufoner For Patents 
POB:ox14!0 
Alexandria, VA 22313•1450 

TRANSMITTAL 1.EI!EB FOR RESPQNSfl~ 

Tr.ansmittoo h1!!rewitll is/am the fo!lowing in the at,ove-id&n'!l1led appli~t!Qn: 

f: R&&poMG/Afth~nomerit B P1"1tition fo extend !Ima to re 
New tea as calculated below Supplemental Declaration 

~ No additional fea 
Other Foo$ 

CLAIMS AS AMENDED av OTHER THAN A SMALL ENTITY 
(5) (8) (7) (1) (2) ~) (4) 

FOR CLAIMS REMAIN!~G NUMBE~ HlGHESf NUMBER P~ESENT RATE ADDITiONAL 
A!:I§R AMENDMENi· El(fRA PnfMOl!SLY PAlO FOR EXTAA F!;(;S 

TOlAl 
CLAIMS 30 M!NVS 30 = 0 X $50 $ 0 

-
IND~. 
ClAIMS 4 MINUS 4 = 0 X $200 $ 0 

0 FIRST PRESE.t,f'r A TION OF A MULTIPLE. DEPENDENT CLAIM + $360 $ 0 

EXTENSION D 1$1 M"nth I□ ~MorM I □ 3rd Mti<1lt1 I □ 4th f'Jenth $ 0 FEE $120 $400 $1020 $'!590 

OTHER FEES $ 

TOTAL ADDITIONAL FEE FOR THI$ AMENDMENT $ 0 

Charge t. . 0, to oe~~lt Account 08~2025. At any llme during the pendency of thls application,. please charge l:ltlY fees 
requir~d or credit !my over payment to Deposit Account OB--W25 pursutmt to J.7 CFR ·1.25. Atklitiona!ly o!'iarge any fees to 
Depos!t. Acooi.mt OS-2026 under 37 CFR 1.16 lhrough 1.2.1 inc!us~. and any other iectorts in Thie 37 of ttil} Coda of Feooral 

. Rsgufatic;ms that n,ay rogvlate fees. 

[8J A duplle$ttl COPY of this tran$mlttal letter is em::losed. 

! hetet,y ccrllfy- ti'l,1 llil!!- paper b being 
ttani,m~led lo !he P al'erit and T ~~ 11( Office 
facs!ml!<t ri~{671) '.?.7~H3300. 
Date off1J.¢11!ntll1,d)et.:embet1,t 2007 

'ry~N11m1,: 

Slg!'!iillM&: 

Re$poo1fui!y submitte<I, 

Scott L Ml----~ 

Reg No,: 31,393 

O~fB: Oeeambfl!f 1,2, 2007 

Telephone : {303) 29F.H:ISS6 
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10/972,588 MICHAELIS ET AL 

Office Action Summary Examiner Art Unit 

Dieu-Minh Le 2114 
- The MAILING DA TE of this communication appears on the cover ShfN't with the corre$pondence addres$ -

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIREJ MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions ot time may be <1v<1ilabt& um1er the prov!$ions of 37 CFR 1. 136(a). !n no even!, however,. ,nay a reply !le limely Ried 
after SIX (6) MONTHS !tom the malling date of this communicalion, • 

" !f NO period for reply is spe.cilled above, tho maximum staMory period Will apply and will expire SIX (6) MONTHS frum !he maHing dale of this communication. 
faikm, to reply within the sel or e:,;tencied period for replywiff. by staMe. cause theappllcalion to become AEIANOONEO (35 U.S.C § 133}. 
Afly rel)ly received by !he Office later than three months atterthe malling date of this communication. even r! timely !iled, may reo:.i~a any 
eamed patont term adiustment. S11e 37 CFR 1.704{b). 

Status 

1)12} Responsive to communication(s) filed on 25 October 2004. • 

2a)0 This action is FINAL. 2b)I2;J This action is non-flnaL 
3)0 Since this application is in condition for allowance except for formal matters, prosecution as to the.merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11,453 O,G. 213. 

Disposition of Ctaims 

4}0 C!aim(s) 1-30 is/are pending in the application. 
4a) Of the above c!aim(s) __ is/are withdrawn from consideration, 

5)0 C!alm(s) __ is/are allowed. 

6)[8J Clairn(s) 1-:JQ is/are rejected .. 
7)0 Claim(s) _" ___ is/are objected to. 

8)0 . Clalm(s) __ are subject to restriction and/or election requirement 

Application Papers 

9)0 The specification is objected to by the Examiner, 
10}tE) The draw!ng(s) filed on 1(JJ2.&1Jl. is/are: a)fgl accepted or b)O objected to by the Examiner. 

Applicant may not request that any objectiorl to the drawing{s) be held In abeyance. See 37 CFR 1,85(a). 

Replacement drawing sheet(s) including tne correction is requited if the drawlng(s) is obJectw to. See 37 CFR 1.121 (d). 

11 )0 The oath or declaration is objected to by the Examiner, Note the attached Office Action or form PT0-152. 

Priority under 35 U.S.C. ~ 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U,S.C. § 119(a}-(d) or (f}. 
a)D All b}O Some* c}D None of: 

1 ,0 Certified copies of the priority documents have been received. 
2.0 Certified copies of the priority documents have been received in Application No, __ . 

3.0 Copies of the certified copies of the pr!orlty documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

*Seethe attached detailed Office action for a list of the certified copies not received. 

Attachment(a} 

1) ~ Notice ot References Cited (PT0-892) 
2) 0 Notice of Oraftspel'$cin, Patent Drawing Re11iew (PT0-948) 

4) D interview Summary (PTO-413) 
Paper No(s)/Mai! Daie. __ . 

5) D Notice of Inform.al Patent App!ica!ion 3) tgJ Information Disclosure Statement(s) (PTO/SB/08) 
Paper No{s)iMail Dale 1()/25107. 

I.I S. Palettt and na<len'i<'rk ("J!f,c~ 

PTOL-328 {Rev. 08-06) 

6) 0 Other:·--· 

Office Action Summary • Part of Paper No./Mai! Date 20070006 
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Application/Control Number: 10/972,588 
Art Unit 2114 

Part III DETAILED ACTION 

Specification 

1. This Office Action is in response to the application 

10/972,588 filed on 10/25/04. 

2. Claims 1-30 are presented for examination. 

Page2 

3. The disclosure is objected to because of the following 

informalities: Applicant is required to update all the related 

applications with the Serial No. or U.S. Patents No. on pages 1, 

6-8, 13, 15, 22, and 24. 

Appropriate correction is required. 
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Double Paten.ting Reiections 

Page 3 

4. Claims 1-30 are rejected under the judicially created 

doctrine of obviousness-type double patenting as being 

unpatentable over claims 1-32 of U.S. application 10/973,077: 

and claims 1-26 of U.S. application 10/972,796. Although the 

conflicting claims are not identical, they are not patentably 

distinct from each other because the claimed subject matter 

contains obvious modifications to previous claims 1-32 of U.S. 

application 10/973,077; and claims 1-26 of U.S. application 

10/972,796. 

As to claims 1, 16, 24 and 29, these claims include 

limitations of: d~tecting loss of lockstep, d~tecting a role of 

boot processor, which already included in claims 1-32 of U.S. 

application 10/973,077; and claims 1-26 of U.S. application 

10/9 72,796 .. It is well settled that the omission of an element 

and its function [i.e. ,system firmware} is an obvious expedient 

if the remaining elements perform the same function as before. 

In re !arlson, 136, USPQ 184 (CCPA 1963). Also note Ex parte 

Rainu, 168 USPQ 375 (Bd. App. 1969). Therefore, omitting 

various elements from the previous claimed subject matter would 

have been obvious to one of ordinary skill in the art in this 

case since the remaining elements do in fact perform the same 
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functions as before. Elimination/Changing of an element or its 

function will not serve as a basis for patentability. 

4. The obviousness-type double patenting rejection is a 

judicially established doctrine based upon public policy and is 

primarily int~nded to prevent prolongation of the patent term by 

prohibiting claims in a second patent not patentably.distinct 

from claims in a first patent. In re Vogel, 164 USPQ 619 (CCPA 

1970). A timely filed terminal disclaimer in compliance with 37 

C.F.R. § l.32_l(b) would overcome an actual. or provisional 

rejection on this ground provided the conflicting application or 

patent is shown to be co1Th11only owned with this application. See 

37 C.F.R. § l.78(d). 

Claim Rejections - 35 USC§ 102 

5. '!'he following is a quotation of the appropriate paragraphs 

of 35 U.S.C. 102 that form the basis for the rejections under 

this section made in this Office action: 

A person shall be entitled to a patent unless -

(e) the invention was described in (l} an application for 
patent, published under section 122(b), by another filed in 
the United States before the invention by the applicant for 
patent or (2) a patent granted on an application for patent 
by another filed in the united States before the invention 
by the applicant for patent, except that an international 
application filed under the treaty defined in section 
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subsection of an application filed in the United States 

Pages 

only if the international application designated the United 
States and was published under Article 21(2) of such treaty 
in the English language. 

6. Claims 1-4, 7, 9-23, and 29 are rejected under 35 

u.s.c. 102(~) as being anticipated over Safford et al. (U.S. 

patent 7,085,959 hereafter referred to as Safford}. 

As per claim 1 : 

Safford explicitly teaches the invention. Safford teaches: 

- A method comprising: 

- detecting loss of lockstep (LOL) for a processor in a 

multi-processor system (coli 4, lines 13-35 and col. 5, 

claim 7]. 

- determining that the processor for. which said LOL is 

detected is assigned a role of boot processor [col. 5, 

claim 3}. 

- switching the role of boot processor to a spare processor 

without shutting down the system's operating system [col. 

5, claim l]. 

As pflr claim 2: 
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Safford explicitly tea6hes the invention. Safford further 

teaches: 

- Wherein the spare processor is a hot spare that i~ held 

in idle until switched the role of boot processor 

[abstract, co~. 4, lines 19-29 and col. 5, claim 6]. 

Safford explicitly teaches the invention. Safford further 

teaches: 

- the spare processor is an active spare {col. 5, claim l]. 

As·per claim 4: 

Safford explicitly teaches the invention. Saffoid further 

teaches: 

- wherein said switching further comprises: causing the 

system's operating system to idle th~ active spare [col. 5, 

claims 1 and 6]. 

This is clearly shown that Safford's method and apparatus 

for recovery from loss of lock step [abstract, col. 2, lines 13-

32] teaching capabilities are corresponding to Applicant's 

invention. 
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Safford explicitly teaches the invention. Safford further­

teaches: 

- determining the processor that is assigned the role of 

spare processor [col. 5, claim l]. 

As per claim 9: 

Safford explicitly teaches the invention. Safford further 

teaches: 

- determ'ining step is performed by system firmware (i.e., 

hardware/software) [col. 1, lines 10-31; col. 2, lines 55 

through col. 3, lines 51]. 

As per claim 10: 

Safford explicitly teaches the invention. Safford further 

teaches: 

- switching step is performed by system firmware (i.e., 

hardware/software) [col. 1, lines 10-31; col. 2, lines 55 

through col. 3, lines 51]. 

As per claim 11: 

Safford explicitly teaches the invention. Safford further 

teaches: 
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- determining one of the lockstep pair of processors that 

is not the cause of said LOL [col. 4, lines 30-63 and col. 

5; claim 1]. 

- copying the state of the determined one of said lockstep 

pair of processors that is not the cause of said LOL to 

said spare processor [col. 5, claims 1, 6, and 13]. 

As per claim 12: 

Safford explicitly teaches the invention. Safford further 

teaches: 

- copying the state of. the determined one of said lockstep 

pair of processors that is not the cause of said LOL to 

each of said lockstep pair of processors of said spare 

processor {col. 5, claims 1, 6, and 13]. 

As _per claims 13-15: 

Safford explicitly teaches the invention. Safford further 

teaches: 

- changing a system identifier of the spare processor to 

that of the boot processor (col. 4, lines 30-63 and col. 5, 

claim 3]i 

changing a system identifier of said boot processor for 

which said LOL is detected to a different value, which 
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causes the system's operating system to not recognize the 

processor for which said LOL is detected as the boot 

processor [col. 2, lines 55-67; col. 4, lines 54-63; col. 

5, claim 3J. 

This is clearly shown that Safford's method and apparatus 

for recovery from loss of lock step [abstract, col. 2, lines 13-

32] teaching capabilities are corresponding to Applicant's 

invention. 

As per claim 16: 

Safford explicitly teaches the invention. Safford further 

teaches: 

- system firmware determining that loss of lockstep (LOL) 

is detected for a lockstep pair of processors that are 

assigned the role of boot processor in a system (i.e., 

hardware/software) (Col. 1, lines 10-31; col. 2, lines 55 

through col. 3, lines 51]. 

- determining one of said lockstep pair of processors that 

is not the cause of said LOL [col. 4, lines 30-63 and col. 

5, claim 1]. 
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- copying the state of the determined one of said lockstep 

pair of processors that is not the cause of said LOL to a 

spare processor {col. 5, claims 1, 6, and 13]. 

- switching the. role of boot processor to said spare 

processor [col. 1, lines 10-31; col. 2, lines 55 through. 

col. 3, lines 51 J. 

As oer cla.im 17: 

Safford explicitly teaches the invention. Safford further 

teaches: 

- wherein the spare processor is a hot spare that is held 

in idle until switched the role of boot processor 

[abstract, col. 4, lines 19-29 and col. 5, claim 6). 

As p~_r claim l 8: 

Safford explicitly teaches the invention. Safford further 

teaches: 

- the spare processor is an active spare [col. 5, claim 1]. 

As per claim 19: 

Safford explicitly teaches the invention. Safford further 

teaches: 
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- caus.ing the system I s ope1"'atinq system to idle the acti.ve 

spare[col. 5, claims 1 and 6J. 

As per claim 20: 

Safford explicitly teaches the invention. Safford further 

teaches: 

- wherein said switching causes the system's operating 

system to recognize said spare processor as·said boot 

processor without shutting down said 6perating system [col. 

4, lines 30-63 and col. 5, claim l]. 

As p~r claims 21-23; 

Safford explicitly teaches the invention. Safford further 

teaches: 

- determining step is performed by system firmware (i.e., 

hardware/software} [col. 1, lines 10-31; col. 2, lines 55 

through col. 3, lines 51]; 

~ copy step is performed by system firmware (i~e.~ 

hardware/software} [col. 1, lines 10-31; col. 2, lines 55 

through col. 3, lines 51]; 

- switching step is performed by system firmware (i.e., 

hardware/software) [col. 1, lines 10-31; col. 2, lines 55 

.through col. 3, lines 51]. 
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Due to the similarity of claim 29 to claim 1 except for a 

system comprising MEANS for detecting loss of lock.step, MEANS 

f6r the determining whether the processor for which LOL is 

detected, MEANS for switching the role of boot processor, etc ... 

.instead of a method comprising detecting loss of lockstep, 

determining whether- the processor for which LOL is detected, 

switching the role of boot processor, etc ... ; therefore, these 

claims are also rejected under the same rationale applied 

against claim 1. In addition, all of the limitations have been 

noted in the rejection as per claim 1 .. Such as, Safford 

explicilty illustrates switchin!l or changing spare processor to 

an active processor via an architecture state (i.e., system 

information state) [ col. 5, claim l J. 

This is clearly shown that Safford's method and apparatus 

£01::- recovery from loss of lock step [abstract, col. 2, lines 13-

32] teaching capabilities are corresponding to Applicant's 

invention, 

Claim Rejections - 35 use§ 103 
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forms the basis for all obviousness rejections set forth in this 

Office action: 

(a) A patent may not be obtained though the invention is not 

identic~lly disclosed or described as set forth in section 102 

of this title, if the differences between the subject matter 

sought to be patented and the prior art are such that the 

subject matter as a whole would have been obvious at the time 

the invention was made to a person having ordinary skill in the 

art to which said subject matter pertains. Patentability shall 

not be negatived by the manner in which the invention was made. 

8. Claims 5-6, 8, 24-28, and 30 are rejected under 35 

u.s.c. 103(a) as being unpatentable over Safford et al. (U.S. 

patent 7,085,959 hereafter referred to a$ Safford) in view of 

Marshall et al. (U.S. patent 5,915,082 hereafter referred to as 

Marshall). 

As per claim 5: 

Safford substantially teaches the invention. Safford 

teaches: 
' 
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- detecting loss of lockstep (LOL) for a processor in a 

multi-processor system [col. 4, lin~s 13-35 and col. 5, 

claim 7]; 

- spare processor [col. 5, claim l]. 

Saff6rd does not explicitly address: 

- master and slave processors. 

However, Safford does disclose capability of: 

- A method and apparatus for recovery from loss of lock 

step [abstract, col. 2, lines 13-32] comprising: 

- master/check.er pair used in support.ingthe-_rec<>ve-ry from 

loss of lockstep in a multi-processors system [abstract, 

col. 2, lines 55-57]. 

In addition, Marshall explicitly teaches:. 

A method comprising: 

- An error detection and fault isolation for lockstep 

processor systems [abstract, col. 1, lines 10-20] 

comprising; 
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- a data conriecti vi ty among multi-processors, firmware, OS, 

error detection and re.covery, user interface, etc.... [fig. 

2, col. 4, lines 13-35]; 

- configuring and error signaling used to enhance recovery 

from loss of lockstep in a multi-processors system 

[abstract, col. 2, lines 11-24 and col. 12 1 claim l] via 

master Isl.ave processors [abstract, col. 3, lines 1-· l 5 J . 

Therefore, it would have been obvious to a person having 

ordinary skill in the art at the time of Applicant's invention 

to first realizing Safford's master/checker pa:ir used in 

suworting the recovery fro111. loss of lockstep in a multi-

2rocessors system as being the master and slave processors as 

claimed by Applicant. This is because Safford's mutli-data 

processors /fault tolera.nt system explicitly performed data 

failure detection and recovery ·(i.e., loss of lockstep and/or 

fail-over) within plurality of processors via state information, 

parity information, and boot information processes. By utilizing 

these capabilities, the multi-data processing system can be 

directed or redirected promptly and functioned properly du.ri.ng 

fai.lover recovery process in supporting the system operation; 

second, by applying the configuring and error signaling used to 

enhance recovery :from loss of lockstep in a .multi-processors 
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system via master/slave processors as taught by Marshall in 

conjunction with the method and apparatus for recovery from loss 

of lock step as taught by Safford, the multi-processors within 

fault tolerant/failure recovery networking system including 

master/slave capability (i.e., failover) can enhance its 

operation performance, more specifically to ensuring_the error 

detected, corrected, and replaced (i.e., backup) in proper and 

efficient manner via its state information functionality. 

This modification would have been obvious because a person 

having ordinary skill in the art would have been motivated to do 

so to improve the multi-data processors, failover, and/or fault­

tolerant system operation availability and network/system 

performance therein with a mechanism to enhance the data 

connectivity~ data debugging, data reliability, and data 

throughput which eventually will increase its. performance, such 

as data throughput between internal and external devices. 

As per cla!ms 6, 8, 28, 30: 

Safford substantially teaches the invention. Safford 

teaches: 

- wherein the spare processor is a hot spare that is held 

in idle until switched the role of boot processor 

[abstract, col. 4t lines 19-29 and col. 5, claim 6]; 
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the spare processor is an active spare [col. 5, claim lJ. 

- wherein said switching further comprises: causing the 

system's operating system to idle the active spare [col. 5, 

claims land 6]. 

Safford does not explicitly address: 

- information stored to non-volatile data storage and an 

Itanium Processor Family {IPF) processor. 

However, Safford does disclose capability of: 

- A method and apparatus for recovery from loss of lock 

step [abstract, col. 2 1 lines 13-32] comprising: 

-· .information. stored in the memory [col. 1, lines 60 

through col. 2, lines 10] and masterlcbecker 2,air used in 

supporting the recovery from loss of lockstep .in a multi.-

processors system [abstract, col. 2, lines 55-57]. 

In addition, Marshall explicitly teaches: 

A method comprising: 

- An error detection and fault isolation for lockstep 

processor systems [abstract, col. 1, Lines 10-2 0 J 

comprising: 
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- a data connectivity among multi-proce.ssors, firmware, OS, 

error detection and recovery, user interface, etc., .. [fi9. 

2, col. 4, lines 13-35]; 

- memory used to store data [col. 3, lines 35-50] in· 

supporting the recovery from loss of lockste,p in a multi-

processors system [abstract, col. 2, lines 11-24 and col. 

12, claim l] via master/slave processors [abstract, col. 3, 

lines 1-15]. 

Therefore, it would have been obvious to a person having 

ordinary skill in the art at the time of Applicant's invention 

to first realizing Safford' s information stored .in the memory 

and master/checker pair used in supporting the recovery from 

loss of lockstep in a multi-processors system as being 

information stored to non-volatile data storage and an Itanium 

Processor Family (IPF)·processor as claimed by Applicant. This 

is because Safford's mutli-data processors /fault tolerant 

system explicitly performed data failure detection and recovery 

(i.e., loss of lockstep and/or fail-over) within plurality of 

processors via state information, parity information, and boot: 

information proce.sses; second, by applying the memory used to 

store data in supporting the recovery from lass of lockstep in a 

multi-processors system via master/slave processo.rs as taught 
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by Marshall in conjun6tion with the method and apparatus for 

recovery from loss of lock step as taught by Safford, the multi­

processors within fault tolerant/failure recovery networking 

system including master/slave capability (i.e., failover) can 

enhance its operation performance, more specifically to ensuring 

the error detected, corrected, and replaced (i.e., backup) in 

proper and efficient manner via its state information 

functionality. 

This modification would have been obvious because a person 

having ordina~y skill in the art would have been motivated to do 

so to improve the multi-data processors, failover, and/or fault­

tolerant system operation availability and network/system 

performance therein. 

As per_claim 24: 

Safford substantially teaches the invention. Safford 

teaches: 

- A method comprising: 

- detecting loss of lockstep (LOL) for a processor in a 

multi-processor system [col. 4, .lines 13-35 and col. 5, 

claim 7]; 

- an operating system [col. 5, claim 1]. 
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- error detection logic operable to detect loss of lockstep 

(LOL) for at least one of said 

lines 13-35 and col. 5, claim 7]. 

processor modules [col. 4, 

- system firmware operablet responsive to the detection of 

LOL for a first of said processor modules,. to determine whether 

said first processor module is assigned a role of 

boot processor [col. 5, claim 3]. 

system 

- wherein if determined that said first processor module is 

assigned the role of system boot processor, said system 

firmware is further operable to cause said operating system to 

recogniie another processor module as system boot processor 

without shutting down said operating system [col. 5, claim 

11 . 

Safford does not explicitly address: 

- master and slave processors. 

However, Safford does disclose capability of: 

- A method and apparatus for recovery from loss of lock 

step [abstract, col. 2, lines 13-32] comprising: 

- master/checker pair used in supporting the recovery from 

loss of lockstep in a multi-processors system [abstract, 

col. 2, lines 55-57]. 
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- An error detection and fault isolation for lockstep 

processor systems [abstract, col. 1, lines 10-20] 

comprising: 
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- . a <la.ta connectivity among multi-processors, firmware, OS, 

error detection and recovery, user interface, etc.... {fig. 

2, col. 4, lines 13-35 J; 

- configuring and error signaling used to enhance recovery 

from loss of lockstep in a multi-processors system 

[abstract, col. 2, lines 11-24 and col. 12, claim l] via 

master/slave processors [abstract, col. 3, lines 1-15]. 

rrherefore, it would have been obvious to a person having 

ordinary skill in the art at the time of Applicant's invention 

to first realizing Safford's master/checker pair used in 

supporting the recovery from loss of lockstep in a multi-

processors sxstem as being the master and slave processors as 

claimed by Applicant. This is because Safford's mutli-data 

processors /fault tolerant system explicitly performed data 

failure detection and recovery (i.e., loss of lockstep and/or 

fa.il~over) within plurality of processors via state informat.ion, 

parity information, and boot information processes. By utilizing 
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these capabilities, the multi-data processing system can be 

directed or redirected promptly and functioned properly during 

failover recovery process in supporting the system operation; 

second, by applying the configuring and error signaling used to 

enhance recovery from loss of lockstep in a multi-processors. 

system via master/slave processors as taught by Marshall. in 

conjunction with the method and apparatus for recovery from loss 

of lock step as taught by Safford, the multi-processors within 

fault tolerant/failure recovery networking system including 

master/slave capability (i.e., failover) can enhance its 

operation·performance, more specifically to ensuring the error 

detected, corrected, and replaced (i.e., backup) in proper and 

efficient manner via its state information functionality. 

This modification would have been obvious because cl person 

having ordinary skill in the art would have been motivated to do 

so to improve the multi-data processors, failover, and/or fault­

tolerant system operation availability and network/system 

performance therein with a mechanism to enhance the data 

connectiv~ty, data debugging, data reliability, and data 

throughput which eventually will increase its performance, such 

as data throughput between internal and external devices. 

As per claim 25: 
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- wherein the another processor module is a processor 

module assigned a role of spare processor [col. 5, claim 

l ] . 

As per claim 26: 

Safford substantially teaches the invention. Safford 

teaches: 

- wherein the another processor module is held in idle 

until said system firmware causes said operating system to 

recognize said another processor module as said system boot 

processor [abstract, col. 4, lines 19-29 and col. 5, claim 

6) . 

As per claim 27: 

Safford substantially teaches the invention. Safford 

teaches: 

- wherein the system firmware causes the operating system 

to idle the another processor module before causing said 

operating system to recognize said another processor module 

as said system boot processor [col. 4, lines 30-63 and col. 

5, claim lJ. 
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9~ The prior art made of record and not relied upon is 

considered pertinent to applicant's disclosure. 

_ Page 24 

10. A shortened statutory period for response to this action is 

set to expired 1HREE .(3) months, ZERO days from the date of this 

letter. Failure to respond within the period for response will 

cause the application to be abandoned. 35 u.s.c. 133. 

11. Any inquiry concerning th.is comnmnication or earlier 

communications from the examiner should be directed to Dieu~Minh 

Le whose telephone number is (703)305-9408. The examiner can 

normally be reached on Monday - Thursday from 8:30 AM to 6:30 

PM. 

Any inquiry concerning this communication or earlier 

communications from the examiner should be directed to Dieu-Minh 

Le whose telephone number is (.571) 272-3660. The examiner can 

·normally be reached on Monday - Thursday from 8:30 AM to 5:00 

PM. 

If attempts to r,each the examiner by telephone are 

unsuccessful, the examiner's supervisor, Scott Baderman. can be 

reached on (571)272-3644. The.Tech Center 2100 phone number is 

(571} 272-2100. 
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Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval 

(PAIR} system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, 

see http://pair-direct.uspto.gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic 

Business Center {EBC) at 866-217-9197 (toll-free). 
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s.o•~~.mh :••.·al. 
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~ C, ·shop -----

Attorney/Agent for Applicant(s) 
Reg. No. 44,034 

Date: Oct, 25, 2004 

Telephone No,: (214) 855-8007 
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Docket No. 200404973-l 

SYSTEM AND METHOD FOR SWITCHING THE ROLE OF BOOT PROCESSOR TO A 

SPARE PROCESSOR RESPONSIVE TO DETECTION OF LOSS OF LOCKSTEP IN A 

BOOT .PROCESSOR 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001) Thi;: present application is related to the following concurrently filed ,md 

commonly assigned U.S. Patent Applications: Serial No,~--- [Attorney Docket No. 
' 

200404944-1] titled «SYSTEM AND 1'.1ETHOD FOR ESTABLISHING A SPARE 

PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP IN A BOOT 

PROCESSOR"; Serial No .. -~- [Attorney Docket No. 200404943-.I J titled "SYSTEM Ai~D 

METHOD FOR CONFIGURING LOCKSTEP MODE OF A PROCESSOR MODULE"; Serial 

No. __ ""~ [Attorney Docket No. 200404946-l] titled "SYSTEM AND METHOD FOR 

USING 11'\lFORMATlON RELATING TO A DETECTED LOSS OF LOCKSTEP FOR 

DETERMINING A RESPONSIVE ACTION"; Seria1 No. ___ [Attorney Docket No. 

200404973-1 titled "SYSTEM AND METHOD FOR SWlTCHfNG THE ROLE OF BOOT 

PROCESSOR TO A SPARE PROCESSOR RESPONSlYE TO DETECTION OF LOSS OF 

LOCKSTEP lN A BOOT PROCESSOR"; Serial No, ___ [Attorney Docket No, 

200404971-1} titled "'SYSTEM AND METHOD FOR REESTABLISHING LOCKSTEP FOR A 

PROCESSOR tvlODULE FOR WHICH LOSS OF LOCKSTEP IS DETECTED"; Serial No, 

_________ {Attorney Docket No. 200404970-l] titled '"SYSTEM AND t---1ETHOD FOR SYSTEM 

FIRMWARE CAUSlNG AN OPERA TING SYSTEM TO IDLE A PROCESSOR'~; Serial No . 

..... [Attomey Docket No. 200404972~ l] titled ''SYSTEM AND METHOD FOR 

REINTRODUCING A PROCESSOR MODULE TO AN OPERATING SYSTEM AFTER 

LOCKSTEP RECOVERY"~ and Serial No. __ [Attorney Docket No, 200404974-l] titled 

"SYSTEM AND METHOD FOR MAINT AfNING IN A MULTI-PROCESSOR SYSTEM A 

SPARE PROCESSOR THAT IS IN LOCKSTEP FOR USE tN RECOVERING FROM LOSS 

OF LOCKSTEP FOR ANOTHER PROCESSOR", the disclosures of which are hereby 

incoq>orated herein by reference. 

DESCRJPTION OF RELATED ART 

(0002] Silent Data Corruption ("SDC") is a difficult problem in the computing 

industry. In general, SDC refers to data that is c01rupt, but which the system does not detect as 

being corrupt SDCs primarily occur due to one of two factors: a) a broken hardware unit orb) a 

25442975. l 
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"cosmic" event that c.auses values to change somev,lhere in the system. Broken hardware means 

that a "trnsted" piece of hardware is silently giving wrong answers. For example, the arithmetic. 

unit in a processor is instructed to add 1 +1 and it returns the incorrect answer 3 instead of the 

correct ansv.wr 2. An example of a cosmic event is when a c;ha:rged particle (e.g., alpha particle 

or cosmic ray) strikes a region of a computing system and causes some bits to change value (e.g., 

from a O to a 1 or from a l to a 0). 

[0003} Numerous techniques have been developed for detecting SDC to prevent the 

SDC from rernaining "'silent" or "undetected" vrithin a system, as well as preventing such SDC 

from propagating through the system. Examples of these techn1ques include parity-based 

mechanisms and error correcting codes (ECCs) on buses and memory locations, as well as 

checksums and/or cyclic redundancy checks (CRC) over regioi:i:s of m.emory, Parity-based 

mechanisms are often employed in processors, wherein a parity bit is associated with each block 

of data when it is stored. The parity bit is set to one or zero according to whether there is an odd • 

or even number of ones in the data block. When the data block is read out of its storage location, 

the number of ones in the block is compared with the parity hiL A discrepancy between the 

values indicates that the data block has been corrupted. ECCs are parity-based mechanisms that 

track additional infonnation for each data block. The additional information allows the 

corrupted bit(s) to he identified and con-ected. 

[0004] Parity/ECC mechanisms have been employed extensively for caches, 

memories, and similar data storage rurays. In the remaining circuitry on a processor, such as 

data paths, control logic, execution logic, and registers (the "execution core"), it is more difficult 

to apply parity/ECC mechanisms for SDC detection. Thus, there is typically some unprotected 

area on a processor in vd1ich data corruption 11.)ay occur and the parity/ECC mechanisms do not 

prevent the con1-1pted data from actually making it out onto the system bus. One approach to 

SDC detection in an execution core (or other unprotected area of the processor chip) is to employ 

"lockstep processing." Generally, in lockstep processing two processors are paired together, and• 

the two processors perfonu exactly the same operations and the results are compared (e.g., with 

an XOR gate). If there is ever a discrepancy between the results of the lockstep processors, an 

error is signaled, The odds of two processors experiencing the exact same error at the exact 

same moment (e .. g., due to a cosmic event occurring in both processors at exactly the same time 

or due to a mechanical failure occurring in each processor at exactly the same time) is nearly 

zero. 
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[0005] A pair oflockstep processors may, from time to time, lose their lockstep. 

"Loss of lockstep'' {or '"LOL") is used broadly herein to refer to any error in the pair of lockstep 

processors. One example of LOL is detection of data corrnption (e.g.1 data cache error) in one of 

the processors by a parity-based. mechanism and/or ECC rnechanism. Another example of LOI,, 

is detection of the output of the paired processors ncrt matching, which is referred to herein as a 

"lockstep mismatch." It should be recognized that in some cases the data in the cache of a 

processor may become co1wpt (e.g., due to a cosmic event), which once detected (e.g., by a 

parity-based mechanism or ECC mechanism of the processoT) results in LOL Of course, unless 

such corrupt data is acted upon by the processor, the output ofthat processor ,vill not fail to 

match the output ofits paired processor and thus a "lockstep mismatch" wilt not occur. For 

example, suppose that a value of"l" is stored to first location of cache in each of a pair of 

lockstep processors and a value of "1" is also stored to a :second location of cache in each of the 

pair of lockstep processors. Further suppose that a cosmic event occurs for a first one of the 

processors, resulting in the first location of its cache being changed from "1 '' to "0", and thus 

corrupted. This data corruption in the first processor is a LOL for the pair. An error detection 

mechanism of this first processor may detect the data con-uption1 thus detecting the LOL. lf the 

processors are instructed to act on the data of their first cache locations, then a lockstep 

mismatch will occur as the output of each of the processors will not match. For instance, if the 

processors each add the data stored to the first location of their Tespective cache ·with the data 

stored to the second location of their respective cache, the first processor (having the corrupt 

data) will output a result of" I" (0+ l =1) while the second processor outputs a result of "2" 

( 1 + 1 oz:2), and thus their respective outputs will not match. 

[0006] By employing such techniques as parity-based en-or detection mechanisms 

and output comparisons for lockstep paired processors, SDC detection can be enhanced such that 

practically no SDC occurring in a processor goes ~mdetected (and thus such SDC does not 

remain ''"silent") but instead results in detection of LOL. .However, the issue then becomes ho.v 

best for the system to respond to detected LOL The traditional response to detected l.,OL has 

been to crash the system to ensure that the detected error is not propagated through the system, 

That is, LOL in one pair oflockstt~p processors in a system halts processing of the system even if 

other processors that have not encountered an error are present in the system. However, with the 

increased desire for many systems to maintain high availability, crashing the systetn each time 

LOL is detected is not an attractive proposition. This is particularly unattractive for large 
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systems having many processors because cosmic events typically occur more frequently as the 

processor count goes up, which would result in much more frequent system crashes in those 

large systems. High availability is a major desire for many customers having large, multi­

processor systems, and thus having their system crash every few· \veeks is not an attractive 

option. Of course, permitting com:tpt data to propagate through the system is also not a viable 

option. 

[0007) Prior solutions attempting lo resolve at least some detected SDCs without 

requiring the system to be crashed have been Operating System ("OS") centric. That is, in 

certain solutions the OS has been implemented in a manner to recover from a detected LOL 

\Vithout necessarily crashing the system. This OS-centric type of solution requires a lot of 

processor and platfonn specific knowledge to be embedded in the OS, and thus requires that the 

OS provider maintain the OS up-to-date as changes occur in later versions of the processors and 

platfonns in which the OS is to be used. This is such a large burden that most commonly used 

OSs do not support lockstep recovery. 

[0008] Certain solutions have attempted to recover from a LOL without involving 

the OS in such recovery procedure. For instance, in one technique upon LOL being detected, 

finnware is used to save the state of one of the processors in a lockstep pair {the processor that is 

considered "good") to memory, and then both processors of the pair are reset and reinitialized. 

Thereafter, the state is copied from the memory to each of the processors in the lockstep pair. 

This technique makes the processors unavailable for an amount of time without the OS having 

any knotvledge regarding this unavailability, and if the amount of time required fur recovery is 

too long, the system may crash. That is, typka1ly, if a processor is unresponsive for X amount of 

time, the OS will assume that the processor is hung and will crashdump the system so that the 

problem cm:1 be diagnosed. Further, in the event that .a processor in the pair cannot be reset and 

reinitialized {e.g., the processor has a physical problem and fails to pass. its self~test), this 

technique results in eras hi ng. the .system .. 

BRIEF SUMMARY OF THE INVENTION 

[0009] According to one embodim:ent, a method comprises detecting loss of 

loc.kstep (LOL) for a processor in a multi-processor system. The method further comprises 

detem1ining that the processor for which the LOL is detected is assigned the role of boot 
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processor, and switching the role of boot processor to a spare processor without shutti11g down 

the system's operating system, 

[001 OJ According to one embodiment, a method comprises system fimnvare 

de!ermining thai loss of lockstep (LOL) is detected for a lockstep pair of processors that are 

assigned the role of boot processor in a system, The method further coniprises determining one 

of the lockstep pair of processors that is not the cause of the LOL, and copying the state of the 

detemrined one of the lockstep pair of processors that is not the cause of the LOL to a spare 

processor. The method further comprises switching the role of boot processor to the spare 

processor. 

[0011] According to one embodiment, a system comprises a plurality of processor 

modules that each include a master processor and a slave processor that operate in lockstep. The 

system further comprises i1n operating system. and en·or detection logic operable to detect loss of 

lockstep (LOL) for at least one of the processor modules. The system further comprises system 

firmware operable, responsive to detection of LOL for a first of the processor modules, to 

detenn:ine whether the first processor module is assigned a role of system boot processor. If 

detem1ined that the first processor module is assigned the role of system boot processor, the 

system fomware is further operable to cause the operating system to recognize another processor 

module as system boot processor without shutting down the operating system. 

[0012] According to one embodiment, a system comprises means for detecting loss 

of lockstep (LOL) for a processor in a multi-processor system. The system further eomprises 

means for determining whether the processor for which the LOL is detected is assigned the role 

of boot processor, and means for switching the role of boot processor to a spare processor 

without shutting down the system's operating system if determined that the processor for which 

the LOL is detected is assigned the role of boot processor. 

BRIEF DESCRlPTION OF THE DRAWINGS •• 

[0013] FIGURE 1 shows an example multi-processor system in which fi.m1ware 

utilizes a spare processor for recovering from LOL for the system's boot processor; 

[0014] FIGURE 2 shows a block diagram of one embodiment implen,ented for the 

lA-64 processor architecture; 
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[0015) FIGURE 3 shows an example system having multi-processor cells in which 

an embodiment for switching the role of boot processor to a spare processor responsive to 

detected LOL in the bm)t processor may be employed; 

[0016] FIGURE 4 shows an exemplary operational flow diagram for switching the 

role of boot processor to a hot spare processor according to one embodiment; 

(0()1 7] FIGURE 5 shows an exemplary operational flow diagram for switching the 

role of boot processor to an active spare processor according to one embodiment; and 

[0018) FIGURE 6 shows a more general operational flow diagram for certain 

embodiments. 

DETAILED DESCRIPTION OF THE INVENTION 

[0019] As desc.ribed further herein and in concurrently filed and commonly 

assigned U.S. Patent Application Serial No. -------------------------------- (Attorney Docket No, 200404941 ~l] 

titled "SYSTEM AND METHOD FOR PROVIDING FIRMWARE RECOVERABLE 

LOCKSTEP PROTECTION," the disclosure of which is incorporated herein by reference, 

certain techniques are provided for recovering from LOL detected for a boot processor in a 

multi-processor system, in which a spare processor is utilized for such recovery. For instance, 

upon LOL being detected for the system's boot processor, the spare processor assumes the role 

of hoot processor1 and then recovery of lockstep for the original boot processor is attempted, 

Accordingly, for such lockstep recovery technique, a spare processor is used for attempting to 

recover from LOL detected for the boot processor. Exemplary techniques are described in 

concurrently filed and commonly assigned U.S. Patent Application Serial No, ___ _ 

(Attorney Docket No. 200404944· I J titled ''SYSTEM AND METHOD FOR EST ABLISFIING 

A SPAR.E PROCESSOR FOR RECOVERING FROM LOSS OF LOCKSTEP fN A BOOT 

PROCESSOR," the disclosure of which is incorporated herein by reference, for establishing a 

spare processor for the boot processor.. Such exemplary techniques include techniques for 

establishing a hot spare processor that is held in reserve until such time as it is used to assume 

the role nf boot processor responsive to a detected LOL in the boot processor. The ex.empl.ary 

techniques further include techniques for establishing an active spare processor that is not held in 

reserve, but is instead made available to t:he OS for executing instructions during normal system 
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operation and is dynamically transformed into a hot spare (i.e,, it is idled) such that it can assume 

the role of the boot processor responsive to detection of LOL in the boot processor. 

[0020] Embodiments are provided herein for switching the role of boot processor 

to an established spare processor responsive to detection of LOL in the boot processor. For 

instance, exemplary actions by system firmware for switching the role of boot processor to an 

established spare processor and thus causiug the OS to recognize the established spare processor 

as the system's hoot processor are prcwided in accordance v.rith certain embodiments hereof. 

[0021] As described further in concurrently filed and commonly assigned U.S. 

Patent Application Serial No. _____ [Attorney Docket No. 200404944-1] titled "SYSTEM 

AND METHOD FOR ESTABLISHING A SPARE PROCESSOR FOR RECOVERING FROM. 

LOSS OF LOCKSTEP IN A BOOT PROCESSOR," in certain embodiments, infomuttion 

(referred to herein as a "device tree") is stored to a multi-processor system, wherein such 

information identifies the processor in the system that is the boot processor and identifies the 

processor that is the spare for the boot processor. The infonnation is stored suc.hthat it is 

accessible by the system's firmware, and the firmware, upon detecting LOL for the boot 

processor, determines the spare processor from the device tree and assigns the spare processor 

the role of boot processor- The finm1iare then attempts to recover lockstep for the processor for 

which LOL was detected... If the recovery of lockstep is successful, the processor for which 

lockstep was recovered (i.e .. the fonner boot processor) may be assigned the role of spam foT the 

current boot processor. Thus, the multi~processor system may recover from LOL detected for 

the boot proc.essor \'Vithout requiring a crash of the system (at least for certain types of 

''recoverable" LOLs). 

[00221 In some implementations described herein, the spitre processor for the boot 

processor is a "hot" spare, in which it is idled and not made available to the OS for processing 

instructions duri11g normal system opePltion, That is, the hot spare processor is held in reserve, 

idling until such time as it assumes the role of boot processor responsive to detected LOL for the 

boot processor. ln other implementations. the spare processor is not held in reserve, but is 

instead an "active" processor that is ma.de a\1ailable to the OS for exe.c,uting instructions du.ring 

normal system operation. Upon LOL being detected for the hoot processor, the designated spare 

processor is dynamically transfom1ed into a hot spare (i.e., it is idled) such that it can assume, the 

role of the boot processor, For instance, upon the system's firmware detecting a LOL for the 
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boot processor, the finnware accesses the device tree and detem1ines the designated spare 

processor; and then the firmware instructs the OS to idle the designated spare processor (Le,., stop 

scheduling instructions for the processor) to make the "active'; spare a. '"'hot" spare, which then 

assumes the role of boot processor. 

[0023] Concurrently filed and commonly assigned U.S. Patent Application Serial 

No. ____ [Attorney Docket No. 200404941-lJ titled "SYSTEM AND METHOD FOR 

PROVIDING FIRMWARE RECOVERABLE LOCKSTEP PROTECTION," discloses a 

technique in which lockstep can be recovered for processors (particularly, non-boot processors) 

without requiring use of a spare processor. Rather, upon LOL being detected for a lockstep pair 

of processors. the finmvare instructs the OS to idle (or "eject") the l.ockstcp pair of processors for 

which LOL was detected and then the firmware attempts to reestablish lockstep (e.g., by 

resetting the processors). If successful in reestablishing lockstep, the firmware triggers the OS to 

reco,b'Tlize the lockstep pair of processors as again being available for servicing instructions. 

[0024] However, for various reasons, in certain system architectures problems arise 

in attempting to idle (or ~ject) the boot processor from the system. Thi1s, in certain 

embodiments, a spare processor is used for recovering from LOL for the system's boot 

processor. Again, embodiments a.re provided herein for switching tbe role of boot processor to 

an established spare processor responsive to detection of LOL for the boot processor. ln certain 

embodiments, the spare processor is used for recovering from LOL only in the case in which 

LOL is detected for the boot processor. F{)t' instances in which LOL is detected for non-boot 

pn.'lcessors, the lockstep may be recovered without the use of a spare by using the recovery 

technique described in concurrently filed and commonly assigned U.S. Patent Application Serial 

No. ____ [Attorney Docket No. 200404941-1] titled "SYSTEM AND METHOD FOR 

PROVIDING FIRt-..fW ARE RECOVERABLE LOCKSTEP PROTECTION," for example. 

[0025] Turning to FIGURE 1. an example embodiment of a system 10 in which a 

spare processor is used in recovering from detected loss oflocksteµ (LOL) for a system boot 

processor is shown. System 10 includes OS 11, as well as rnaster proce);;sor 12A and slave 

processor 12 B ( collectively referred to as a lockstep processor pair 12). ln certain 

implementations the lockstep processor pair 12 may be implemented on a single silicon chip, 

which is refened to as a "dual core processor'' in which master processor 12A is a first core and 

slave processor 128 is a second core. Further, lockstep process_or pair 12 may he referred to as a 
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processor or CPU "module" because it includes a plurality of processors (12A and 12B) in such 

module. As described further herein, to certain portions of system 10, such as its OS 11, the 

processor module 12 may appear as a single processor because slave processor 12B ls merely 

used for redundant processing for checking the output of master processor 12A. In this example. 

lockstep processor pair 12 is desig11ated as the boot processor for system 10. As described 

further herein, in certain embodiments lockstep processor pair 12 is designated as the system 

boot processor by storing information to the system that specifies such designation. 

[0026] Master processor 12A includes cache 14A, and slave processor 12B 

includes cache 14B, OS 11 and lockstep processor pair 12 are communicatively coupled to bus 

16. Typically, master processor 12A and slave processor 12B arc coupled to bus 16 via an 

interface that allows each of such processots to receive the same instructions to process, but such 

interface only communicates the output of master processor 12A back onto bus t 6. The output 

, of slave processor 12B is used solely for checking the output of mater processor 12A. 

[0027] [n this example, master processor 12A includes en-or detect logic 13A, and 

slave processor 12B includes error detect logic 138. While shown as included in each oft.he 

processors 12A and 12B in this example, in certain embodiments the error detect logic 13A and 

138 may be implemented ex temal to processors 12.A and l 2B. Error detect logic 13A and 13 B 

include logic for detecting errors. such as data cache errors, present iu their respective processors 

l2A and 12B, Examples of error detect logic 13A and 13B include known parity-based 

mechanisms and ECC mechanisms, Error detect logic t 3C is also included, which may include 

an XOR (exclusive OR) gate, for detecting a lockstep mismatch between master processor 12A 

and slave processor 12B. As mentioued above, a lockstep mismatch refers to the output of 

master processor 12A and slave processor 12B failing to match. While shown as external to the 

lockstep processor pair 12 in this example, in certain embodiments e1Tor detect logic 13C may be 

implernented on a common silicon chip with processors 12A and 12B. 

[0028] Lockstep mismatch is one way of detecting a LOL between the master 

processor 12A and slave processor 12B. A detection of an error by either of e.rror detect logic 

13A and 13B also provides detection of LOL in t11e processors 12A and 12B. Because the 

detection of LOL by error detect logic 13A and 13B may occur before an actual lockstep 

mismatch occurs, the detection of LOL by error detect logic 13A and 13B may be referred to as a 

detection of a ''precursor to lockstep mismatch". In other words, once tin error (e.g., corrupt 
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data) is detected by error detect logic 13A or 138, such error may eventually propagate to a 

lockstep mismatch error that is detedable by error detect logic I JC. 

[0029] System l 0 further includes a second lockstep processor pair I 5 that is 

communicatively coupled to bus 16. Lockstep processor pair 15 includes master processor 15A 

and slave processor l 5R Master processor l 5A includes cache 17 A, and slave processor 15B 

includes cache 17B. As with error detect logic l 3A-13C implemented for lockstep prncessot 

pair l 2, lockstep processor pair 15 has error detect logic 16A- l6C. While only two lockstep 

processor pairs 12 and 15 are shown for simplicity in the example of FIGURE 1, system l 0 may 

include any number of such lockstep processor pairs. As one specific example, in one 

implementation system 1 0 includes 64 lockstep processor pairs, wherein the master processors of 

the pairs perform parallel processing for the system. In the specific example of FIGURE l, 

lockstep processor pair 15 is designated as a spare for boot processor 12, as described further 

herein. 

[0030] In certain embodiments described herein, techniques are provided for 

switching the role of boot processor to the designated spare processor responsive to detection of 

LOL for the boot processor. Thus, the spare processor is used for recovery when LOL is 

detected for the system's boot processor. That is, the designated spare processor assumes the 

role of boot processor in the event that LOL is detected for the boot processor, In accordance 

with certain embodiments, upon LOL being detected for a boot processor, a hot spare processor 

(i.e., an idling processor that fa available in the system) is transferred the role of boot processor, 

and then the old boot processor having LOL is reset to reestablish its lockstep. In other 

embodiments, a processor is designated as a spare processor for the boot processor, but such 

designated spare processor is not held in reserve (idled) during nomial system operation, Rather, 

the. designated spare .is utilized as an active processing resource made available to OS l l for 

processing instructions that OS 11 schedules for such ''active'' spare processor. Upon LOL being 

detected for the boot processor, the designated.spare processor. is idled (thereby, transforming 

such active processor into a hot spare), a:nd is transferred the role of boot processor. Thereafter, 

the former boot processor for which the LOL was detected may be reset to reestablish its 

lockstep. Thus, in certain embodiments, a designated spare processor is not requited to be held 

in reserve, but is instead an available resource for use ,vi thin the system and is only transformed 

into an actual spare processor ,vhen needed for recovering from LOL for the boot processor. 
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[0031) Firmware 18 is also inc.luded in system 10, which in this embodiment is 

invoked upon an error being detected by any of the error detect logics 13A-13C and 16A-16C. 

In certain embodiments, processors 12A, 12B, 15A, and 15B are processors from the Itanium 

Processor Family (JPF). fPF is a 64-bit processor architecture co•developed by He\vlctt-Packard 

Company and Intel Corporation, which is based on Explicitly Parallel Instruction Computing 

(EPIC). IPF is a well-known family of processors. IPF includes processors such as those having 

the code names of MERCED, MCKINLEY, and MADISON. In addition to supporting a 64-bit 

processor bus and a set of 128 registers, the 64-bit design ofIPF allows ~ccess to a very large 

memory (VLM) and exploits features in EPIC. While a specific example implementation of one 

embodiment is described below for the IPF architecture, embodiments described herein for 

establishing a spare processor for recovering from LOL detected for a boot processor are not 

limited in application to an IPF architecture, but may be applied as well to other architectures 

(e.g., 32-hit processor architectures, etc} 

(0032] Processor archit<X'.':turc generally cornpdscs con-esponding supporting 

firrnware, such as firmware 18 of system 10. For example, as described further below in 

conjunction with the specific example of FIGURE 2, the IPF processor ;1rchitecture comprises 

such supporting fimnvare as Processor Abstraction Layer (PAL), System Abstraction Layer 

(SAL), and Extended Flnm,vare Interface (EFI}. Such supporting fim1ware r.nay euable. for 

example, the OS to access a particular function implemented for the processor. For instance, the 

OS may query the PAL as to the size of the cache implemented for the processor. etc. Other 

well-known functions provided by the supporting finnware (SAL, EFI) include, for ex,1mple: (a) 

perfom1ing I/O configuration accesses to discover and program the l/O Hardware 

(SAL_PCl_CONFlG_READ and SAL_PCl_CONFIG __ .WRITE}; (b) retrieving error log data 

from the platform following a Machine Check Abort (MCA) event (SAL~GET __ STATE_INFO}; 

(c) accessing persistent store configuration data stored in non-volatile memory (EFI variable 

services; GetNextVariableName, GetVariabJe and SetVariahle); an.d accessing the battery­

backed real-time dock/calendar (EFI GetTime and SetTime). Accordingly, the supporting 

firmware, such as the PAL, is implemented to provide an interface to the processor(s) for 

Hccessing the ilmctiona.lity provided by such processor(s}. Each of those intt:rfaces provide 

standard, published procedure calls that are supported, 

(0033] ln the cxam:ple system 10 ofFIGURE 1, firmware 18 utilizes the above­

mentioned hot spare technique forrecovering from LOL for a boot processor. That is, processor 
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15 is designated as a hot spare for boot processor 12, and such processor 15 is held as an idle, 

spare processor and used in the manner described further herein for assmning the role of boot 

processor in the event that a LOL is detected for boot processor 12. Of course, as described 

further herein, the above-mentioned technique in which a desigmlted spare is not held in reserve 

but is instead dynamically transformed into a spare processor may be itl:!plemented by firrnwarc 

18 in alternative embodiments, As described further herein~ in certa.in embodiments, a device 

tree is stored to a data storage device (e,g,, SRAM) such that it is accessible to the firmware 18, 

wherein the device tree includes information identifying processor 12 as the system's boot 

processor and identifying processor 15 as the spare .. The. infom1ation specifying the boot 

processor and/or spare may he received as input from a user .in certain embodiments. For 

instance, in certain embodiments a user interface is provided that enables a system administrator 

to designate the boot processor and/or spare processor in the multi-processor system. In other 

embodiments, the finnware 18 selects the boot processor and/or spare. 

[0034) Suppose that during the system boot-up procedure, master processor .12A 

assumes the role of boot processor, as shown in the example of FIGURE 1. ln this e),atnplc 

embodime-nt, lockstep processor pair 15 is held as a hot spare for recovering :from a LOL that 

may be d'etected for the boot processor 12A, Of course, additional lockstep processor pairs may 

be included in system 10 (not specifically shown in the example ofFlGURE 1), and those 

additional lockstep processor pairs, which are not the system boot processor, may recover fi:otn 

LOL in a different manner that does not utilize a hot spare processor- Thus, in accordance with 

certain embodiments hereof, hot spare processor pair 15 is not needed for recovering from LOL 

detected for any non-boot processor, but may instead be used for recovery of LOL only if such 

LOL is detected for the boot processor (processor 12A in this example), 

[0035] Firmware 18 is included in this example, and upon detection ofLOL by any 

of error detect logics 13 A-13C, firmware 18 detennines, in operational block 101, whether the 

detected LOL is a recoverable LOL That is, firmware 18 determines in block 101 whether the 

detected LOL is of a type from which the finmvare can recover lockstep for the lockstep 

processor pair 12 without crashing the system, As described further herein, lockstep is 

recoverable for certain detected LO Ls (w'hich may be n~ferred to as ''recoverable LOLs"), while 

lockstep is not recoverable for other detected LOLs (which may be referred to as ''non­

recoverable LOLs"), If the lockstep is not recoverable from the detected LOL, then in the 

example of FIGURE 1 firmware 18 crashes the system in block I 02. 
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[0036] If the lockstep is recoverable, then operation advances to block 103 whereat 

the fi.rrn,vare detennines whether the processor for which the LOL was detected is the system's 

boot processor. Because the LOL is detected for the lockstep processor pair 12 in this example, 

firmware l8 determines whether ma;;ter processor 12A is the system's boot processor. This can 

be determined, for example, by accessing the device tree 203 of FIGURE 2 (described farther 

be1ow), The device tree may, in certain implementations, include a field for e.,ach processor 

indicating whether such processor is the system's boot processor. This field in the device tree 

may be set by the finnware (iuting the boot-up process to identify the corresponding processor 

that is used as the system's boot processor or it may be pre~set by a system administrator (e.g., 

via a user interface), as examples. If determined in block 103 that the master processor 12A is 

not the system's boot processor, then operation advances in this example to block 104, and a 

lockstep recovery process is performed that does not utilize hot spare 15. 

[0037] In the specific example shown in FIGURE l, ifthe lockstep is determined 

to be recoverable in block 10 I and the processor for which the LOL is detected is detenr1it1ed in 

block 103 to not be. the system boot processor, firmware 18 cooperates with OS 11 via standard 

OS methods to recover the lockstep. For instance, in the example embodiment of FIGURE l, 

Advanced Configuration and Power Interface (ACPI) methods, are used. by finnwarc 18 to 

cooperate with OS 11. Accordingly. no processor or platform specific knowledge is required to 

be e111bedded in OS 1 l, but instead any ACPI-compatible OS may be used, including without 

limitation HP-UX and Open VMS operating systems. Example techniques that may be used for 

recovering from LOL for non-boot processors of a system are described further in concurrently· 

filed and commonly assigned U.S. Patent Application Serial No. _____ [Attomey Docket 

No. 200404941-l] titled "SYSTEM AND METHOD FOR PROVIDING FIRM\:VARE 

RECOVER/\BLE LOCKSTEP PROTECTION," the disclosure of which is incorporated he.rein 

by reference. 

[0038] 1n the example embodiment.ofl;JGURE l, if determined in hlock_l.03 thaL 

the processor for vvhich the LOL is detected is not the system boot processor, firmware 18 

triggers OS 11 to idle the master processor 12A in operational block l 04. ln this embodiment, 

finnware 18 utilizes an ACPl method 105 to "eject" rnaster processor 12A, thereby triggering 

OS 11 to idle the master processor 12A (Le., stop scheduling tasks for the processor). Of course, 

by idling tnaster processor 12A, slave processor 12B will in tum be idled, Thus, idling maste.r 

processor 12A results in idling the lockstep procesi.or pair 12. fo this example ernhodiment, OS 
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11 is not aware ofthe presence of slave processor 12B, but is instead aware of master processor 

12A, The interface of lockstep processor pair 12 to bus 16 rnanages copying to slave processor 

12B the instructions that are directed by OS 11 to master processor 12A, Thus, firmware 1 8 

need not direct OS 11 to eject slave processor 12B, as OS 11 is not aware of such slave processor 

12B in this example implementation, Again, by idling master processor 12A, slave processor 

12B is also idled as .it merely receives copies of the instructions directed to master processor 

12A Of course, if in a given implementation OS 11 is aware of slave 12B, finnware 18 may be 

impk~mented to also direct OS l l to idle such slave processor 128 in a manner similar to that 

described for idling master processor 12A, 

[0039] Firmware 18 then attempts to recover lockstep for the lockstep processor 

pair 12 in block 106, For instance, firmware 18 resets the processor pair 12. During such reset 

ofprocessor pair 12, system lO can continue to operate on its remaining available processors. 

Once the processor pair 12 is reset and lockstep is rec.overed, finnvvare 18 reintroduces master 

pr()cessor 12.A to OS 11 in operational block 107. ln this eu1bodiment, firmware 18 updates the 

ACPI device table infomrntion for master processor 12A to indicate that such master processor 

12A is "present, functioning and enabled." As discussed in the ACPr 2.0 specification for the 

.5T A status method of a device, the _STA (status) object returns the status of a device, \.Yhich 

can be one of the following: enabled, disabled, or removed. In this respect, in the result code 

(bitmap) bit 0 is set if the device is present; bit 1 is set if the device is enabled and decoding its 

resources~ bit 2 is set iffhe device should be shown in the Ul; bit 3 is set if th(~ device is 

functioning properly (cleared if the device failed its diagnostics); bit 4 is set if the battery is 

present~ and bits 5-31 are reserved, A device can only decode its hardware resources if both bits 

0 and 1 ate set. If the. device is not present (bit 0 cleared) or not enabled (bit 1 cleared), then the 

device rnust not decode its resources, Bits 0, 1 and 3 are the "present, enabled and functioning" 

bits mentioned above. Firmware 18 utilizes an ACPl method 108 to trigger OS 11 to "check for'' 

master processor 12A, thereby reintroducing the master processor l 2A to OS 11. As a result of 

checking for master processor 12A, OS l l will recognize that such master processor 12.A is 

again available and will thus begin scheduling tasks for master proc.essor 12A onc.e again. 

[0040} In vie\\i" of the above, a recovery technique is provided that does not require 

utilizing a spare processor for recovering from LOL detected for non-hoot processors. For 

various reasons, in certain system architectures problems arise in atternpting to idle (or eject) the 

boot processor from the system. Thus, in certain emhodim.ents, a hot spare processor is used.for 
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recovering from LOL for the system's boot processor. For instance, in the example of FIGURE 

1, if determined in block 103 that the master processor 12A is the system's boot processor, 

operation advances to block I 09 whereat the state of the ''good" processor in the lockstep 

processor pair 12 is copied over to each of processors 15A and 15B in the spare lockstep 

processor pair 15, Exemplary techn.iques that may be utilized by firmware 18 for s,vitching the 

role of boot processor io the hot spare are described further herein below, 

[004 I J Thus. operational block l 09 essentially makes the spare processor pair 15 

the system's boot processor, and then in certain embodiments finnware 18 resets the lockstep 

processor pair 12 and reestablishes its lockstep in block 110, Once lockstep is reestablished for 

lockstep processor pair 12, that pair is held in operational block 11 l as a hot spare for the new 

boot processor pair 15. That .is, fimw,•·are 18 updates the device tree 203 of FIGURE 2 to re.fleet 

that lockstep processor pair 12 is a hot spare for the boot processor pair 15, Thus, should a 

recoverable LOL be detected for the ne\v boot processor .15, the above process may be used by 

firmware 18 to make the spare lockstep processor pair 12 the boot processor and then recover 

lockstep for pair 15. An example technique for resetting the lockstep processor pair 12 and 

reestablishing its lockstep in which the lockstep processor pair 12 is then held as a hol spare is 

described further in concurrently filed and commonly assigned U.S. Patent Application Serial 

No. ____ [Attorney Docket No. 200404974-l] litled "SYSTEM AND METHOD FOR 
• ' 

MAINTAINING IN A MULTI-PROCESSOR SYSTEM A SPARE PROCESSOR THAT IS IN 

LOCKSTEP FOR USE IN RECOVERING FROM LOSS OF LOCKSTEP FOR ANOTHER 

PROCESSOR", the disclosure of .... vhich is hereby incorporated herein by reference. 

(0042] FIGURE 2 shows a block diat:,>ram of one embodim1:.mt of the above system 

10, which is imp lemcnted for the lPf processor architecture and is labeled as system 1 OA. The 

quintessential model of the traditional IPF architecture is given in the Intel IA-64 Architecture 

Software. Developer's Manual, Volume 2: IA-64 System,Architecture, in section I 1 .l P'irmware 

A1odel, the disclosure of which is hereby incorporated herein by reference. Accordingly, in this -~-- -

example embodiment of system 1 OA, firmware 18, labeled as firmware 18A, includes processor 

abstraction layer (PAL) 201 and platform/system abstraction layer (SAL) 202, In general, PAL 

201 is finnware provided hy Intel for its processors, and SAL 202 is developed by an original 

cquiptnent manufacturer (OEM) for the specific system/platfom1 in which the processors ate to 

be employed. PAL 201, SAL 202, as ,veil as an extended finnware interface (EFT) layer (not 
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shown), together provide, among other things, the processor and system initialization for fill OS 

boot in an IPF system. 

[0043] The boot-up process of a traditional IPF system, for example, proceeds as 

follows: When the system is first powered on~ there are some sanity checks (e.g., power on self­

test) that are performed by microprocessors included in the system platfonn, \.Yhich arc not the 

main system processors that nm applications. After those checks have passed, power and clocks 

are given to a boot processor (,vhich may, for example, be master processor 12A). The boot 

processor begins executing code out of the system's Read-Only Memory (ROM) (not 

specifically shown in FIGURE 2). The code that executes is the PAL 201, which gets control of 

system 10. PAL 201 executes to acquire all of the processors in system lOA (recall that there 

may be many lockstep processor pafrs, such as pairs 12 and 15) such that the processors begin 

executing concurrently through the same firmware. 

(0044] After it has perfom1ed its duty of initializing the processor(s), PAL 201 

passes control of system l OA to SAL 202. It is the responsibility of SAL 202 to discover what 

hardware is present on the system platfonn, and initialize h to make it available for tfa'o OS l l. 

\Vhen main memory is initialized and functional, the fim1ware 18A is copied into the m<tin 

memory. Then, contrnl is passed to EFI (not shown), which is responsible for activating boot 

devices, which typically includes the disk, The EFI reads the disk to load a program into 

memory, typically referred to as an operating system loader. The EFI loads the OS loader into 

memory, and then passes it control of system 1 OA by branching the boot processor into the entry 

point of such OS loader program. 

[0045] The OS loader program then uses the standard finnware interfaces to 

discover and initialize system 10.t\ forth er for conttoL One of the things that the OS loader 

tyvically has to do in a multi-processor system is to retrieve control of the other processors (those 

processors other than the boot processor), For instance, at this point in a multi-processor system, 

the other processors may be executing in do-nothing loops. In an ACPI-compatible system, OS 

11 makes ACPI calls to parse the ACPI tables to discove.r the other processors of a multi­

processor system in a manner as is weH-kuovm in H:ie art, Then OS n uses the firmware 

interfaces to cause those discovered processors to branch into the operating system code, At that 

point, OS l 1 controls all of the processors and the finnware 18A is no longer in control of system 

]QA. 
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[0046} As OS 11 is initializing, it has to discover from the .firmware it, what 

hardware is present at boot time. And in the ACPI standards, it also discovers what hardware is 

present or added or removed at run-time. Further, the supporting finnware (PAL, SAL., and 

EFI) are also used during system runtime to support the processor. For example, OS l l may 

access a particular function of master processor 12A via the supporting fimnvare 18A, such as 

querying PAL 201 for the number, size, etc., of the processor's cache 14A. Some other well-· 

known firmware functions that OS 11 may employ during nmt:ime include: (a) PAL 201 may be 

invoked to configure or change processor feattires such as disabling transaction queuing 

(PAL_BUS_SET_-_FEATURES); (b) PAL 201 may be invoked to flush processor caches 

(PAL_CACHE_FLUSH); (c) SAL 202 may be invoked to retrieve error Jogs following a system 

error (SAL_(iET_STATE_lNFO, SAL_CLEAR_STATE.)NFO); (d) SAL 202 may be invoked 

as part of hot-plug sequences in which new J/0 cards are installed into the hardware 

(SAL_PCI_CONFIG_READ, SAL_PClc...CONFJG_ \1/RIT)~ (e) EFI may be mvoked to change 

the boot device path for the next time the system reboots (SetVariable)~ (t) EFI may be invoked 

to change the clock/calendar hardware settings; and (g) EFI may be invoked to shutdown the 

system (ResetSystem). 

[0047] A ''device tree" is provided, which is sho"vn as device tree 203 in this 

example. Device tree 203 is stored in SRM-1 (Scratch RAM:) on the cell, which is RAM that is 

reinitialized. Firmware 18A builds the device tree 203 as it discovers what hardware is installed 

in the system, Finnware then converts this infom1ation to the ACPl tables format and presents it" 

to OS 11 so that OS 11 can know what is installed in the system. The ACPI device tables (not 

shown) arc only consumed by OS l l at boot time, so they are never updated as things change. 

For OS 11 to find the curre-nt status, it calls an ACPI "method" to discover the "current status". 

The _STA method described above is an example of such an ACPl method. When _STA is 

called, the Alv1.L can look for properties on the device specified in the firmware device tree and 

convert that into the Result Code bitmap described above. So, if lockstep has been lost on a 

processor, finnware 15A will set the device tree prnperty that indicates loss of lockstep, then 

when OS 1 I calls ... STA for that device, the "lockstep .lost" property directs the AML code to 

return to "O" in the ''functioning properly" bit so that OS 11 can know there is a problem with 

that processor. 

(0048] If a lost l?ckstep is recovered in accordance with the recovery technique 

described herein. fim1ware .l 8A can indicate that lockstep has been recovered in the device tree 
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203. Then \3-i'hen _ STA is called on that device responsive 10 the OS receiving the "chec.k for 

device'' ACPI method, the present, enabled and functioning bits will all be set and OS 11 will 

knmv the CPU is safe to use. 

[0049] Further, device tree 203 includes infomwtion designating which processor 

is the boot process.or, as well as a spare processor for the boot processor. A simple example of 

device tree 203 is shown below in Table I: 

Status Lockstep Boot Processor'? Spare for Boot 
Device Enabled Processor? 

Processor A Present, Enabled, Yes Yes No 
and Functit)nin_g-___ .. 

................................................. .................................................................. ,,,,,,,,,,,,,,,,,,~-------

Processor B N/A Yes No Yes 
Processor C Present, Enabled, Yes No No 

..,,,nn--.~,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,~~~~~~~~~~~n 
... md_ Functioning _____ 

~••H~ --- ___ ,,,,,, ,,,,,,,,,,...,._ 

., . . .. ... . .. ... 
Table 1 

[0050) In the above example of Table 1, 3 processors "Ptocessor A," "Processor 

B," and "Processor C" are identified in the device tree as. being included in the multi-processor 

system. The status of each of processors Processor A and Processor Bis identified as ''Present, 

Enabled, and Func:.tioning." ln this example Processor Bis a hot spare, so it is held in reserve 

and does not show up in the static ACPI tables that are built ·when the system boots, 

Accordingly the OS does not know about Processor B and does not have a device handlc to call 

the _ST A method on. As described above, the __ STA method is a known ACPl method for 

checking the status of the- corresponding device. Therefore, the status of Processor Bis 

designated NIA (not applicable) in this example because the ___ STA method '-Vill not be called for 

this processor as long as it is the hot spare, Of course, upon such spare assuming the role of boot 

processor, its status is updated to "Present, Enabled, and Functioning." In other embodiments in 

which Processor B is an active spare, the OS will be aware of such processor and accordingly its --­

status may be also indicated as "'Present, Enabled, and Functioning." 

(0051] Further, lockstep is identified in this example as enabled for these 

processors. In certain embodiments, the system administrator can designate, via user interface 

20, whether lockstep mode is to be enabled for the system's processors. Further, Processor A is 

designated as the system's boot processor in the example device tree shown in Table 1, and 

Processor B is designated as the spare processot. Thus, upon detection of LOL for one of the 
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processors in the system, the fim1ware can access this device tree to detenninc if the processor 

for "vhich LOL is detected is the system's bQot processor; and if determined that the processor 

for which LOL is detected is the system's boot processor, the firmv,rare can further determine 

from this device tree the designated spare processor to use in the lockstep recovery process, 

[0052] In the example of FIGURE 2, a user interface 20 is included, which allows a 

user (e.g., system administrator) to designate the system's boot processor and spare processor. ln 

certain embodiments, lhe user interface 20 further allows the user to designate other infomrntion, 

such as whether lockstep mode is en.a.bled for the processors. 

[0053] One example system in which firr:mvare 18A of FIGURE 2 may be 

employed is shov,m in FIGURE 3. FIGURE 3 shows system 30 that includes multi-processor 

cells A-D. labeled 31A··3 In. respectively, Cell A 3 lA is shown in more detail, and should be 

tmderstood that cells B-D 3 lw31 D have substantially the same architecture as that of cell A 3 lA 

in this example, The architecture of cell A 31 A described hereafter corresponds to that of 

Hewlett-Packard's SuperdomeTM syst<.~ms. As shown, multi-processor cell A JlA includes 

coherency controller 304 that is conununicatively coupled tQ tvlo buses. labeled 305 and 306, 

respectively. A plurality of processor modules arc included within cell A 31 A, shown as CPU 0, 

CPU l, CPU 2. and CPU 3 (and labeled 300-303, respectively), More particularly, a plurality of 

processors modules are communicatively coupled to each of the buses 305 and 306. In this 

example, CPO 0 (300) and CPU 1 (301) are each con:ununicatively coupled to the first bus 305, 

and CPU 2 (302) and CPU 3 (303) are each conununicatively coupled to the second bus 306, It 

should be understood that each of CPU 0 (300), CPU l (301), CPU 2 (302), and CPU 3 (303) is 

in actuality a lockstep processor pair, such as the lockstep processor pair 12 of FIGURES l-3. 

Thus, for instance, CPU 0 (300) includes both a master processor and a slave pr(lcessor, as with 

processors 12A and 128 included in the lockstep _processor pair 12 of FIGURES 1-2, 

[0054) Coherency controller 304 decodes the address an interrupt is targeted 

towards and determines which bus (305 or 306) the interrupt packet should be delivered to. Each 

CPU on the destination bus sees the interrupt and compares the interrupt target address with its 

internal "LID" register to determine if it is the targeted CPU. If the match is correct, the CPU 

responds to the interrupt. If the match is not corn~ct, the CPU ignores the interrupt packet. 

[0055] As shown, the examplefirmware 18A described above with FIGURES 1-2 

may be employed to manage the recovery from detected LOLs for the processors of cells A-D 
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(31A-31 0 ). ln this example architecture,. wher1 designating a spare for the boot processor, such 

spare is selected to be another processor communicatively coupled to the same bus as the boot 

processor. For instance, suppose that during the boot-up of system 30, CPU 2 (302) is 

designated as the boot processor. Accordingly, firmware I 8A will identify another processor that 

is communicatively coupled to bus 306 to designate as a span~ for such boot processor, such as 

CPU 3 (303). During nm time if a LOL is detected for CPU 2 (302), then firmware 18A may 

operate according to the process described above in FIGURE 1 to switch the designation of boot 

processor to a designate~ spare, CPU 3 (303). In performing this switch the UD register of the 

CPU that lost lockstep is copied into the LID register of the spare CPU and the spare CPU pair 

will then assume the ID of the failed CPU and start responding to intem.ipts directed to that 10. 

The LfD of the foiled CPU is quickly re-written to a difR~rent value so that it \:\-'ill no longer 

respond to interntpts directed to that lD. CPU 2 (302) can then be reset to recover its lockstep, 

and such CPU 2 (302) may then he designated as a spare for the new boot processor CPU 3 

(303). 

[0056] It should be recognized that in the example syste.:m of FIGURE 3, if a hot 

spare \Vere used for recovering from LOL for all processors:, rather than j nst for the boot 

processor, much of the potential processing resources would be required to he held in reserve as 

spare resources. For instance, a hot spare would be required on each of the buses of each cell. 

Because there are t\vo processors c.oupled to each bus in this example (i.e., CPU 0 and CPU l 

coupled to bus 305, and CPU 2 and CPU 3 coupled to bus 306), reserving a hot spare processor 

for each bus would result in holding half of the total processing resources in reserve. This is an 

undesirably expensive and wasteful solution. Thus, according to the illustrated embodiment, a 

hot spare processor is reserved only for the boot processor. Thus, continuing with the above 

example in which CPU 2 is the boot processor and CPU 3 is held as a "hot" spare, both of CPU 0 

and CPU 1 are active (i.e., neither are held in spare). Further, none of the processors of cells B-

O need to be held in reserve as hot spares. In the event of a recoverabk LOL occuning for any 

of non-boot processors of the cells, the lockstep recovery process of FIGURE l (i.e,, operational 

blocks 104-108) can be utilized without requiring a spare for lockstep recovery for those. non­

hoot processors, 

[0057] While in the above example embodiment, a hot spare CPU is maintained for 

recovery from LOL for the system's boot processor, in an alternative embodiment a hot spare 

need not be held as such, but rather a processor can be dynamically made a "'spare" when needed 
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for recovery from LOL encountered for the system boot processor. That is, assmning as in the 

above example of FIGURE 3 that CPU 2 is the system's boot processor, CPU 3 does not have to 

be held in reserve (idled) as a hot spare for CPU 2, but instead CPU 3 can be active (.lnd 

dynamicatly idled and made a "spare'' upon detection ofLOL in CPU 2. Accordingly, CPU 3 

may be designated as a spare for the boot processor, but such CPU 3 need not be held in resen1e 

during nonnal system operation. Instead, the CPU 3 may be dynamically (during system nm­

time) transfom1ed into a spare processor (e.g., by causing the OS to idle such processor) in the 

event that a LOL is dctei;;ted for the boot processor. 

(0058] Thus, the resource of this spare CPU need not be wasted dtiring nonnal 

runtime, but can be dynamically tu.med into a spare processor that is available for recovering 

from LOL encountered on CPU 2 in the manner desclihed abnve, As an example of this 

embodiment, the firmware may send an "eject request" on a healthy processor pair (e.g., CPU 3), 

and lie to the OS by indicating (e.g., in response to an ACPI _"STA method for the healthy 

processor pair) that such processor pair is not functioning. This would cause the OS to ejec.t that 

processor pair as though it had encountered a LOL, This processor would become the "hot 

spare" and he used to replace the boot processor. The system boot processor role would be 

assumed by the idled healthy processor pair;just as described above in the example in which the 

healthy CPU 3 is held idle for the system boot processor, CPU 2. The only difference being that 

now the firmware had to take some initial action to tum the healthy processor pair into a "hot 

spare" by idling it and making it appear to the OS as though it was not functioning. Thus, the 

LIDs would be swapped, That is, the LID register of the boot processor that lost lockstep is 

copied into the LID register of the now spare processor pair (CPU 3 in this example), and the 

LID register of this spare processor pair would he copied into the LTD register of the original 

boot processor. Lockstep is then reestablished on the original boot processor, and it can be 

reintroduced to the OS with the JD of the origimu non-boot processor that replaced it as the 

system boot processor. The processor that was formerly the boot processor may be designated, 

in device tree 203, as the spare fc.'):r the now hoot processor. 

[0059J Turning to FIGURE 4, an exemplary operational flow diagram for 

switching the role of boot processor to a hot spare processor according to one embodiment is 

shown, In this case, an LOL has been detected for the boot processor. In operational block 401, 

the systen:1 finnware allocates space to save the status of the good processor of the lockstep pair 

of processors for which LOL was detected. Exemplary techniques for detenuining which of the 
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lockstep pair of processors had the error are disclosed in concurrently filed and commonly 

assigned U,S. Patent Application Serial No. . [Attorney Docket No. 200404946~ l] 

titled "SYSTEM AND METHOD FOR lJSING INFORMATION RELATING TO A 

DETECTED LOSS OF LOCKSTEP FOR DETERMINING A RESPONSIVE ACTION," the 

disclosure of which is hereby incorporated herein by reference. Accordingly, an appropriate 

amount of data storage space for storing the cache of the '-good" processor in the lockstep pair of 

processors is allocated in block 401. For instance, an amount of SRAM may be allocated for 

storing the registers from the good processor. 

[0060] In operational block 402, the state of the good processor is stored to the 

allocated storage space. For instance, in this illustrative example, PAL is called to dump the 

processor state of the good processor of the current boot processor (CBP) module (for which 

LOL ,.vas detected) to the allocated storage space. 

[0061] 1n operational block 403, the LID of the current boot processor (for which 

LOL was detected) is reprogrammed to a different value. For instance, the current boot 

processor may be assigned a LID that is reserved just for this situation (i.e., for switching the role 

of boot processor). Accordingly, the boot processor for whic:h LOL was detected will not 

respond to the interrupts addressed for its original LID because the boot processor's LID value is 

reprogrammed to a different value. 

(0062] In operational block 404, the state of the good processor that was stored in 

block 402 to the allocated storage space is stored to the hot spare processor. In this example, the 

PAL is called to '"Restore Processor State" on the hot spare processor, wherein the PAL is 

provided a pointer to the address to ~hich the good processor's state vvas stored in block 402. 

Accordingly, all the values from that storage space will be read into the registers of the spare 

processor, As a result, the LID value of the spare processor is programmed with the value of the 

boot processor that was saved to the allocated storage space. Accordingly, the spare processor 

automatically, as a result of receiving this stored state, receives the Local ID con·esponding to 

the boot processor for interrupt handling. 

[0063] ln operational block 405, tlu:: system firmware updates its device tree 

mformation to refle.ct that the hot spare is assuming the role of boot processor. The system 

firmware further updates its device tree, in this example, to indicate that the fortner boot 
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processor (for which LOL was detected) is assuming the role of hot spare for the ne\V boot 

processor. 

[0064] In operational block 406, PAL __ MC_RESUME (which is a standard PAL 

call for resuming normal execution after a machine check (MC)) is called for the hot spare 

(which is assuming the role of boot processor) to cause the OS to recognize the hot spare 

processor as available for processing instructions, wherein the OS recognizes the hot spare as the 

boot processor. Thus, the hot spare has now assumed the role of the boot processor, taking the 

place of the fom1er boot processor for which LOL was detected, Accordingly, in operational 

block 407 the former hot spare (which has assumed the role of boot processor) resumes normal 

operation as the system's boot processor with its lockstep protection enabled, Thus, in this 

exemplary embodiment, upon detection of LOL for a boot processor, the role of boot processor 

is S\vitched to a hot spare that has lockstep protection, wherein the system effectively recovers 

lockstep for its boot processor without requiring a system shut down (i.e., tvithout shutting down 

the OS) .. Jn certain implementations, the fimnvare may go on to take action to attempt to 

reestablish lockstep for the fonner boot processor (e.g., by resetting the former boot processor), 

and if successful in reestablishing its lockstep, such fonner boot processor may be held in reserve 

as a hot spare processor for the new boot processor in the event that LOL is detected for this new 

boot processor. 

[0065) Turning to FIGlJRE 5, an exemplary operational flow diagram for 

switching the role of boot processor to an active spare processor according to one embodiment is 

shown. Again, an LOL has been detected for the boot processor. In operational block 501, the 

system finmv~ffe, responsive to such detection of LOL for the boot processor, examines the 

device tree to determine which processor module is assigne.d the role of ,:1ctive spare. In 

operational block 502 the system firmware (e.g., SAL) asserts a General Purpose Event hlterrnpt 

(GPE) by writing to the appropriate GPE register in the ACPI register space. This causes the OS 

to execute its interrnpt handler, which wi11 run an _,..\J\.11, Method .associated. with this.particular 

interrupt In this example, this AML method that is executed responsive to the interrupt 

generated by the GPE includes an AML instruction called "Notify". This "Notify" open1tion 

indicates the determined active spare processor object and that an Eject is being requested as 

arguments. Accordingly, an AML method is used to request the OS to eject the active_spare that 

was determined in block 50L In response, the OS idles the ac.tive spare process.or and returns 

control over the active spare processor to the system firmware. in block 503. 
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[0066] 1n operatic.'mal block 504, the system fim1ware allocates space to save the 

status of the good processor of the lockstep pair of processors for which LOL was detected (i.e., 

the lockstep pair of processors of the CBP). Exemplary techniques for determining ,vhich of the 

lockstep pair of processors had the error are disclosed in concurrently filed and commonly 

assigned US. Patent Application Serial No. ____ [Attorney Dock.et No. 200404946~1] 

titled "SYSTEM AND rvlETHOD FOR USING INFORMATION RELATTNG TO A 

DETECTED LOSS OF LOCKSTEP FOR DETERMINING A RESPONSIVE ACTION," the 

" disclosure of which is hereby incorporated herein by reference. Accordingly, an appropriate 

an1ount of data storage space for storing the cache of the «good" processor in the lockstep pair of 

processors is allocated in block 504. For instance. an amount of SRAl\.:f may be alloc:.ated for 

storing the registers from the good processor. 

(0067] In operational block 505, the state of the good processor is stored to the 

allocated storage space, For instance, in this illustrative example, PAL is called to dump the 

processor state of the good processor of the current boot processor (CBP) module (for which 

LOL was detected) to the allocated storage space. 

(0068] In l)perational block 506, the LID of the current boot processor (for which 

LOL was detected) is reprogrammed to a different value. For instance, the current boot 

processor may be assigned a LID that is reserved just for this situation (i.e., for switching the role 

of boot processor). Accordingly, the boot processor for which LOL was detected will not 

respond to the interrupts addressed for its original LID because the boot processor's LID value is 

reprogrammed to a different value. 

(0069] In operational block 507, the state of the good processor that was stored in 

block 505 to the allocated storage space is stored to the idled spare processor. In this example, 

the PAL is called to "Restore Processor State" on the active spare processor, wherein the PAL is 

provided a pointer to the address to \vhich the good processor's state was stored in b.lock. 505. 

Accordingly, all the values fron1 that storage space will be read into the registers of the spare 

processor. As a result, the LID value of the spare processor is programmed with the value of the 

boot processor that was saved to the allocated. storage space. Accordingly, the spare processor 

automatically, as a result of receiving this stored state, receives the Local ID (LID) 

corresponding to the boot processor for interrupt hm1dling. 
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[0070] In operational block 508, the system firmware updates its device tree 

infonnation to reflect that the active spare is assuming the role of boot processor. The system 

firn1ware farther updates its device tree, in this example, to indicate that the fom1er hoot 

processor (for which LOL was detected) is assuming the role of active spare for the new boot 

processor. 

[0071] In operational block 509, PAL_MC_RESUME (which is a standard PAL 

call for resuming normal execution after a m,H::hine check (MC)) is called for the active spare 

(which is assuming the role of boot processor) to cause the OS to recognize the active spare 

processor as available for process.ing instructions, wherein the OS recoe,>nizes the active spare as 

the boot processor. Thus, the active spare has nov,' assumed the role of the boot processor, taking 

the pla(:e of the former boot processor for which LOL was detected. Accordingly, in operational 

block 510 the former active spare (which has assumed the role of boot processor) resumes 

normal operation as the system's boot processor with its lockstep protect.ion enabled. Thus, in 

this exemplary embodiment, upon detection ofLOL for a boot processor, an active spare 

processor is idled, and the role of boot processor is switched to such idled spare that has lockstep 

protection, wherein the system effectively recovers lockstep for its boot processor without 

requiring a system shut down (i.e., without shutting down the OS). In certain implementations, 

the firmware may go on to take action to attempt to reestablish lockstep for the fom1er boot 

processor (e,g., by resetting the former boot processor), and if succ.essful in reestablishing its 

lockstep, such former boot processor may be reintroduced to the OS as an active spare processor 

for the ne,v boot processor in the event that LOL is detected for this nevl boot processor. 

[0072] The exemplary procedures of FIGURES 4 and 5 switch the role of boot 

processor to a spare processor in accordance with certain embodiments. While exemplary 

operational flo\'VS are provided in FIGURES 4 and 5, embodiments hereof are 11ot limited to 

those illustrative examples. For instance, FIGURE 6 shows a more general operational flow 

diagram for certain embodiments. In operational block 601, LOL is detected for_a processorin a 

multi-processor system. In operational block 602, the system (e.g., system firmware) determines 

whether the processor for which LOL is detected is the system's boot ptocessor. As described 

above, this is detennined in certain embodiments by accessing the node of the device tree 

corresponding to the processor for which LOL is detected and determining if the infom1ation in 

that node of the device tree indicates that the processor is the system's boot processor. 
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[0073] ln operational block 603, responsive to determining that the processor for 

which LOL is detected is the system's boot processor, the system's firmware switches the role of 

boot processor to a spare processor, which may be either a hot spare or an active spare, as 

described above. Accordingly, the system's OS recognizes the spare processor as the system 

boot processor. ln view of the above, embodiments hereof enable the role of boot processor to 

be dynamically switched, during system runtime, to a spare processor responsive to a detected 

LOL for the boot processor, thus enabling recovery from the LOL ,vithout requiring that the 

system be crashed or re-booted. 
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CLAJJ\1S 

What is claimed is; 

l, A method comprising: 

detecting loss: of lockstep (LOL) for a processor in a multi-processor system; 

determining that the processor for which said LOL is detected is assigned a role of boot 

processor; and 

switching the role of boot processor to a spare processor v,dthout shutting down the 

system's operating system, 

2. The method of claim J wherein the spare processor is a hot spare that is held in 

idle until switched the role of hoot processor. 

3. The method of claim 1 wherein the spare processor is an active spare. 

4. The method of claim 3 wherein said switching _fo,ther comprises: 

causing the system's operating system to idle the active spare. 

5. The method of claim 1 wherein the spare processor is a processor module that 

includes a master and slave processors that operate in lockstep. 

6. The method of claim 1 ,~,,herein said determining that the processor for which said 

LOL is detected -is assigned the role of boot processor comprises: 

accessing infonnation stored to non-volatile data storage that identifies one of the 

processors in said multi-processor system that is assigned the role of bocrt processor, 

7. The method of claim l further comprising: 

determining the processor that is assigned the -role of spare processor. 

8. The method of claim 7 wherein said determining the processor that is assigned the 

role of spare processor comprises: 

accessing information stored to non-volatile data storage that identifies t)ne of th<.~ 

processors in said multi-processor system that is assigned the ro.le of spare processor. 

9. The method of clahn 1 wherein said detennining step is perfom]e.d by system 

finnware .. 
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I 0, The method of claim 1 wherein said switching step is pe:rfonned by system 

firnwvare. 

11, The method of claim 1 wherein the processor for which said LOL is detected 

includes a lockstep pair of processors. and wherein said switching comprises: 

determining one of the lockstep pair of processors that is not the cause of said LO L; and 

copying the state of the determined one of said lockstep pair of processors that is not the 

cause of said LOL to said spare processor. 

12. The method of claim 11 wherein said spare processor includes a lockstep pair of 

processors, and wherein said copying comprises: 

copying the state of the determined one of said lockstep pair of processors that is not the 

cause of said LOL to each of said lockstep pair of processors of said spare processor. 

13. The method of claim l wherein said switching the role of boot processor to said 

spare processor compnses: 

changing a system identifier ofthe spare processor to that of the. bciot processor. 

14. The method of claim 13 v;-herein the systern identifier is used by the ::;ystem's 

operating systern to recognize the boot processor. 

15. The method of claim 13 further comprising: 

changing a system identifier of said boot processor for \\-'hich said LOL is detected to a 

different value, which causes the system's operating system to not recognize the process.or for 

which said LOL is detected as the boot processor. 

16. A method comprising: 

system firmware detennining that loss oflockstep: (LOL) is detected for a lockstep pair of 

processors that are assi&'tled the role of boot processor in a system; 

detennining one of said lockstep pair ofprocessors that is not the cause of sajd LOL~ 

copying the state of the determined one of said lockstep pair of processors that is not the 

cause of said LOL to a spare processor; and 

switching the role of boot processot to said spare processor. 

17. The method of claim 16 wherein the spare processor is a hot spare that is held in 

idle until switched the role of boot processor, 
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18. The method of claim 16 wherein the spare processor is an active spare. 

19. The method of claim 18 further comprising: 

causing the system's operating system to idle the active spare. 

20. The method of claim 16 wherein said switching causes the system's operating 

system to recognize said spare processor as said boot processor without shutting down said 

operating system. 

21, The method of claim 16 wherein said detennining step is perfonned by system 

fim1ware. 

The rnethod of claim 16 ,vherein said copying step is perfonned by system 

firrnware. 

23. The method of claim 16 wherein said switching step is performed by system 

firn1ware. 

24. A system comprising: 

a plurality of processor modules that each include a master proc.essor and a slave 

processor that operate in lockstep; 

an operating system; 

etTor detection logic operable to detect loss of lockstep (LOL) for at least one of said 

processor modules; and 

system fimnvare operable, responsive to the detection of LOL for a first of said processor 

modules. to determine whether said first proeessor module is assigned a role of system boot 

processor; 

wherein if detenn.ined that said first processor module is assigned the role of system boot 

processor, said system firmware is further operable to cause said operating system to recognize-­

another processor module as system boot processor v.'ithout shutting down said operating system. 

25. The system of claim 24 wherein the another processor module is a proc.essor 

module assigned a role of spare processoL 
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26. The system of claim 24 wherein the another processor module is held in idle until 

sai.d system fim1ware causes said operating system to recognize said another processor module 

as said system boot processor, 

27. The system of claim 24 wherein the system finnware causes the operating system 

to idle the another processor module before. causing said operating system to recognize said 

another processor module as said system boot processor. 

28. The system of claim 24 further comprising: 

non-volatile data storage storing information that assigns the role of system boot 

processor to one of said plurality of processor modules. 

29. A system comprising: 

means for detecting loss of lockstep (LOL) for a processor in a multi-processor system; 

means for detennin.ing whether the processor for which said LOL is detected is assigaed 

the role of boot proce.ssor; and 

means for switching the role of boot processor to a spare processor without shutting down 

the system's operating system if detennined that the processor for which said LOL is detected is 

assigned the role of boot processor. 

30.. The system of claim 29 wherein said processor in said multi-processor system is 

an Itanium Processor Family (IPF) processor, 
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ABSTRACT 

According to one embodiment, a method comprises detecting loss of lockstep (LOL) 

for a processor in a multi-processor system. The method further comprises determining that the 

processor for \J,,'hich the LOL is detected is assigned the role of boot processor, and switching the 

role of boot processor to a spare processor without shutting down the system's operating systern. 

In another embodiment, a method comprises system finnware detennining that an LOL is 

detected for a lockstep pair of processors that are assigT1ed the role of boot processor in a system 

The method further comprises determining one of the lockstep pair of processors that is not the 

cause of the LOL, and copying the state of the determined one of the lockstep pair of processors 

that is not the cause of the LOL to a spare processor. The method further comprises switching 

the role of boot processor to the spare processor, 
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1 
Introduction 

This Ettensible Firmware Intf:1:filce (hereafter known as EFI) Spec(fication describes an interface 
between the operating system (OS) and the platform fim1ware. The interface is in the form of 
data tables that contain platfonn-related infom1ation, and boot and runtime service cans that are 
available to the OS loader and the OS. Together, these provide a standard environment for 
booting an OS. 

The EFr specification is desi5>ned as a pure interface specification. As such, the specification 
defines the set of interfaces and structures that platform firmware must implement. Simiiarly, the 
specification defines the set of interfaces and strnctures that the OS may use in booting. How either 
the firmware developer chooses to implement the required elements or the OS developer chooses to 
make use of those interfaces and strnctures is an implementation decision left for the developer. 

The intent of this specification is to define a \vay for the OS and platfom1 finmvare to communicate 
only information necessary to support the OS boot process. This is accomplished through a frmnal 
and complete abstract specification of the software-visible interface presented to the OS by the 
platfom1 and firmware. 

Using this fonnal definition, a shrink-wTap OS intended to nm on Intef® architecture-based 
platforms \Viii be able to boot on a variety of syste.m designs without further platfom1 or OS 
customization. The definition will also alkJ\.Y for platform innovation to introduce new features and 
functionality that enhance p1atfom1 capability without requiring new code to be written in the OS 
boot sequence. 

Furthermore, an abstract specification opens a route to replace legacy devices and fim1ware code 
over time. New device types and associated code can provide equivalent fi.mctionality through the 
same defined abstract interface, again without impact on the OS boot support code. 

The EFI specification is primarily intended for the next generation of 32-bit Intel architecture 
(IA-32) and Ttaniurn®-based computers. Thus, the specification is applicable to a full range of 
hardware platfom1s from mobile systems to servers. The specification provides a core set of 
services along \Vith a selection of protocol interfaces. The selection of protocol interfaces can 
evolve over time to be optimized for various platform market segments. At the same time the 
specification allows maximum extensibility and customization abi1ities for OEMs to alJow 
differentiation. In this, the purpose of EFI is to define an evolutionary path from the traditional 
"PC-AT"-style boot world into a legacy-API free environment. 
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1.1 EFI Driver Model Extensions 

1-2 

Access to boot devices is provided through a set of protocol interfaces. The frl 1.02 SJJec(fication 
describes these protocol interfaces in detail. However, it does not describe how these protocol 
interfaces are produced by the system firmware. The EFI 1. 10 .S'pec{fic:ation includes extensions to 
the EFT 1. 02 Spec(lication that describe the EFI Driver Model along with additional protocol 
interfaces that provide access to a richer set of boot devices. One purpose of the EFI Driver Model 
is to provide a replacement for "PC-AT"-style option ROMs. It is important to point out that 
drivers written to the EFl Driver Model are designed to access boot devices in the preboot 
environment. They are not designed to replace the high performance OS specific drivers. The 
EFI 1.10 Specification is designed to he backward compatible with the EFI 1.02 Spec(flcatton. 
This means that any EFI applications or drivers v,Titten to the EPJ 1.02 Spec(fication will continue 
to function on system firmware that complies with the EFI l.!O Spec1jication. 

The EFJ Driver Afodel is designed to support the execution of modular pieces of code, also known 
as drivers that n:m in the preboot environment. These drivers may manage or contrn1 hanhvare 
buses and devices on the platform or they may provide some software derived platform specific 
service. 

The £7'1 Driver Model is designed to extend the EFJ Spec(fication in a way that supports device 
drivers and bus drivers. These extensions are provided in the form of new protocols, new boot 
services, and updated EFl hoot services that are backwani compatible with their original versions. 
The EFJ Driver }vfodel also contains information required by EFI driver writers to design and 
implement any combination of bus drivers and device drivers that a platfom1 may need to boot an 
EFl compliant OS. 

The EFJ Driver Afodel is designed to be generic and can be adapted to any type of bus or device. 
The EFI 1.10 SJJec{fication describes how to write PCT bus drivers, PCI device drivers, lJSB bus 
drivers, USB device drivers, and SCSI drivers. Additions details are provided that allow EFI 
drivers to be stored in PCI option RO Ms while maintaining compatibility with legacy option 
ROM images. 

One of the design goals in the EFJ 1.10 Spec:fjication is to keep the driver images as small as 
possible. However, if a driver is required to support multip1e processor architectures, a driver 
object file would have to be shipped for each supported processor architecture. To address this 
space issue, the Er-7 1.10 Spec(fication also defi11es the EFT Byte Code Virtual Machine. An EFI 
driver can he compiled into a single EFI Byte Code Virtual Machine object file. EFI 1.10 
complaint finnware must contain an EFI Byte Code interpreter. This allmvs a single EFJ Byte 
Code o~ject file to be shipped that supports multiple processor architectures. Another space saving 
technique is the use of compression. The EFI 1.10 :::..pec:ijication defines compression and 
decompression algorithms that may be used to reduce the size of EFI drivers, and thus reduce the 
overhead when EFI drivers are stored in ROM devices, 

The infom1ation contained in the EFI 1.10 Spec{fication can be used by OSVs, IHVs, OEMs, and 
firmware vendors to design and implement EFI firmware, EFI drivers that produce standard 
protocol interfaces, and EFI operating system loaders that can be used to boot EFI compliant 
operating systems. 
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l11troductio11 

1.2 Overview 

This EFI 1.10 Specification is organized as listed in Table 1-1. 

Table 1 M1. Organization of the EFI Specification 

Chapter/Appendix I Description 
------------------------------------------------------------------------------------------.."---------------------------------------------------------------------------------------------------------------------------------------------

1. Introduction ! Introduces the EFI Specification and topics related to using the 
I specification. 

2. Overview I Describes the major components of EFl, including tile boot 
! manager, firmware core, calling conventions, protocols, and 
I requirements. 

-----------------------------------------------------------------------------------------,'--------------------,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

3. Boot Manager ! D!~scribes the boot manager, which ls used to load EF! drivers 
I and EFl applications. 

4. EFI System Table ! Describes the EFI System Table that is passed to ever/ EF! 
I driver and EFI application. 

•''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''" 

5. Services - Boot Services ! Contains the definitions of the fundamental services that are 

6. Services - Runtime Services 

7. Protocols - EFI Loaded image 

I present in an EFl-compliant system before an OS is booted. 

! Contains definitions for the fundamental services that are 
! present in an EFl-compliant system before and after an OS is 
! booted. 

! Defines the EFl loaded Image Protocol that describes an EFI 
! lmage that has been loaded into memory, 

8. Protocols - Device Path Protocol ! Defines th!~ device path protocol and provides the information 
I needed to construct and manage device paths in the EFI 

9. Protocols - EFt Driver Model 

10. Protocols - Console Support 

Version 1.10 

! environment 

Describes a generic driver model for EFL This includes the set 
of services and protocols tt1at apply to every bus and device 
type. These protocols include the Driver Binding Protocol. the 
Platform Driver Override Protocol, the Bus Specific Driver 
Override Protocol, the Driver Diagnostics Protocol, the Driver 
Configuration Protocol, and thr~ Component Name Protocol. 

Defines the Console 1/0 protocols, which handle input and output 
of text-based information intended for the system user while 
executing in the EFl boot services environment. These protocols 
include the Simple Input Protocol, the Simple Text Output 
Protocol, the Universal Graphics Adapter (UGA) Protocol, the 
Simple Pointer Protocol, and the Serial !iO Protocol. 

continued 
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Table 1-1. Organization of the EFI Specification (continued) 

Chapter/Appendix 

11. Protocols - Bootable Image 
Support 

12. Protocols - PC! Bus Support 

I Description 

! Defines the protocols that provide access to bootable images 
! while executing in the EFI boot services environment ft aiso 
! describes the supported disk layouts including MBR, El Torito, 
I and the Guided Partition Table (GPT). These protocols include 
! the Load File Protocol, the Simple File System Protocol, the Disk 
! 1/0 Protocol, tile Block 1/0 Protocol, and tile Unicode Collation 
! Protocol. 

! Defines PC! Bus Drivers, PC! Device Drivers, and PC! Option 
! ROM layouts. The protocols described include the PC! Root 
I Bridge 1/0 Protocol and the PC! 1/0 Protocol. 

.~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~,'-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-

13. Protocols - SCSI Bus Support ! Defines the SCSI Pass Thru Protocol that is used to abstract 
I access to a SCSI channel that is produced by a SCSI host 

........................................................................................ .!..controller ..................................................................................................................... . 
14. Protocols - USB Support ! Defines USS Bus Drivers and USB Device Drivers. The 

15, Protocols - Network Support 

16, Protocols - Debugger Support 

17, Protocols - Compression 
Algorithm Specification 

18. Protocols - Device i/O Protocol 

! protocols described include the USB Host Controller Protocol 
! and the USB 1/0 Protocol. 

! Defines the protocols that provide access to network devices 
! while executing in the EF! boot services environment These 
! protocols include the Simple Network Protocol, tile PXE Base 
! Code Protocol, and the Boot integrity services (BIS) Protocol. 

] An optional set of protocols that provide the services required to 
! implement a source level debugger for the EFI environment. 
! The EFI DebugPort Protocol provides services to communicate 
I with a remote debug host. The Debug Support Protocol provides 
! services to hook processor exceptions, save the processor 
i context, and restore the processor context. These protocols can 
! be used in the impiementaUon of a debug agent on the target 
! system that interacts with the remote debug host 

] Describes in detail the EFI compression/decompression 
! algorithm, as well as the EFI Decompress Protocol. The EFi 

Decompress Protocol provides a standard decompression 
inte1iace for use at boot time. The EF! Decompress Protocol is 
used by a PC! Bus Driver to decompress EFI drivers stored in 
PC! Option ROrvls. 

Defines the Device 1/0 protocol, which is used by code running 
in the EFi boot services environment to access memoiy and !10. 

continued 
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Table 1-1. Organization of the EFI Specification (continued) 

Chapter/Appendix 

19. EFI Byte Code Virtual Machine 

I Description 

Defines the EFl Byte Code virtual processor and its instruction 
set. it also defines how EBC object files are loaded into 
memory, and the mechanism for transitioning from native code to 
EBC code and back to native code. The information in this 
document is sufficient to implement an EFI Byte Code 

.A. GU!D and Time Formats 

B, Console 

interpreter, an EFI Byte Code compiler, and an EFi Byte Code 
linker . 

! Describes the requirements for a basic text••based console 
! required by EFi-conformant systems to provide communication 
I capabi!itie~ . 

. ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~,"-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· 
C. Device Path Examples ! Examples of use of the data strnctures that defines various 

! hardware devices to the EFI boot services. 

D. Status Codi~s ! Lists success, error, and warning codes returned by EFi 
I interfaces. 

-----------------------------------------------------------------------------------------,"--------------------------------------------------------------------------------------------------------------------------------------------
E. 32i64-Bit UNO! Specification ! This appendix defines the 32i64-blt H/W and S1W Universal 

! Network Driver Interfaces (UNDls), 

F. Using the Simple Pointer Protocol ! This appendix provides the suggested usage of the Simple 
I Pointer ProtocoL 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-,,"-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-

G, Using the EFI SCSI Pass Thru ! This appendix provides an example on how the SGS! Pass Thru 
Protocol ! Protocol can be used, 

H. Compression Source Code ! The C source code to an implementation of the EFi Compression 

I Algorithm. 
-----------------------------------------------------------------------------------------..'---------------------------------------------------------------------------------------------------------------------------------------------

1. Decompression Source Code ! The C source code to an implementation of the EFl 
I Decompression Algorithm. 

J. EFI Byte Code Virtual Machine ! A summary of the opcodes in the instruction set of the EFI Byte 

........... .'.??'.?.?.~~.?~!::!::~'.!'.. ..................................... -1-. Code. Virtual. Machine· ........................................................................................... . 
K. Alphabetic Function List ! Lists all EFI interface functions alphabetically. 

----------------------------------------------------------------------------------------,'----------------------------------------------------------------------------------------------------------------------------------------------
References ! Lists all necessary and/or useful specifications, web sites, and 

! other documentation that is referenced in this EFI Specification. 

Glossary ! Briefly describes terms defined or referenced by this 
I specification. 

-----------------------------------------------------------------------------------------,,'---------------------------------------------------------------------------------------------------------------------------------------------
Index !,, Provides an index to the key terms and concepts in the 

specification. 
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1.3 Goals 

1-6 

The "PC-Ar' boot environment presents significant challenges to im10vation within the industry. 
Each new platform capability or hanhvare innovation requires firmware developers to cratl 
increasingly complex solutions, and often requires OS developers to make changes to their boot 
code before customers can benefit from the innovation. This can be a time-consuming process 
requiring a significant investment of resources. 

The primary goal of the EFI specification is to define an alternative boot environment that can 
alleviate some of these considerations. ln this goaL the specification is similar to other existing 
boot specifications. The main properties of this specification and similar solutions can be 
summarized by these attributes: 

• Coherent, scalable plaf/(wm environment. The specification defines a complete solution 
tor the firmware to completely describe platform features and surface platform capabilities 
to the OS during the boot process. The definitions are rich enough to cover the full range 
of contemporary Intel architecture-based system designs. 

• Abstraction of the OS.flmn thejirrmvare. The specification defines interfaces to platform 
capabilities. Through the use of abstract interfaces, the specification al1mvs the OS loader 
to be constructed vvith far less knowledge of the platform and firmware that underlie those 
interfaces. The interfaces represent a well-defined and stable boundary between the 
underlying platform and firmware implementation and the OS loader. Such a boundary 
allows the underlying firrnware and the OS loader to change provided both limit their 
interactions to the defined interfaces. 

• Reasonable device abstractionfi·ee c~.flega(v interfaces. "PC-AT" BIOS interfaces 
require the OS loader to have specific knowledge of the workings of certain hardware 
devices. This specification provides OS loader developers with something different­
abstract interfaces that make it possible to build code that works on a range of underlying 
hardware devices without having explicit knov,rledge of the specifics for each device in 
the range. 

• Abstraction of Option ROAfsfiwn thejirnnvare. This specification defines interfaces to 
platform capabilities including standard bus types such as PCI, USB, and SCSI. The list 
of supported bus types may grow over time, so a mechanism to extend to future bus t1ves 
is included. These defined interfaces and the ability to extend to future bus t1ves are 
components of the EFI Driver Afodel. One purpose of the EFT Driver lvfodel is to solve a 
wide range of issues that are present in existing "PC-Ar' option ROMs. Like OS loaders, 
drivers use the abstract interfaces so device drivers and bus drivers can be constructed 
vvith far less knowledge of the platform and firmware that underlie those interfaces. 

• Architecturalfv shareabie system partition. Initiatives to expand platform capabilities and 
add new devices often require software support. In many cases, vvhen these platform 
innovations are activated before the OS takes control of the platform, they must be 
supported by code that is specific to the platfom1 rather than to the customer's choice of 
OS. The traditional approach to this problem has been to embed code in the platfi.,rm 
dming manufacturing (t{)r example, in flash memory devices). Demand for such 
persistent storage is increasing at a rapid rate. This specification defines persistent store 
on large mass storage media types for use by platfom1 support code extensions to 
supplement the traditional approach. The definition of how this works is made clear in the 
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specification to ensure that fim1\vare developers, OEMs, operating system vendors, and 
perhaps even third parties can share the space safely \vhile adding to platfom1 capability. 

Defining a boot environment that delivers these attributes could be accomplished in many ways. 
Indeed several alternatives, perhaps viable from an academic point of view, already existed at the 
time this specification was written. These alternatives, however, typically presented high barriers 
to entry given the current infrastructure capabilities surrounding Intel architecture platfom1s. This 
specification is intended to deliver the attributes listed above vihile also recognizing the unique 
needs of an industry that has considerable investment in compatibility and a large installed base of 
systems that caimot be abandoned Sl1mmarily. These needs drive the requirements for the 
additional attributes embodied in this specification: 

• Evolutionary, not revolutionwy, The interfaces and structures in the specification are 
designed to reduce the burden of an initial implementation as much as possible. While 
care has been taken to ensure that appropriate abstractions are maintained in the interfaces 
themselves, the design also ensures that reuse of BIOS code to implement the interfaces is 
possible with a minimum of additional coding effort. ln other words, on IA-32 platforms 
the specification can be implemented initially as a thin interface layer over an underlying 
implementation based on existing code. At the same time, introduction of the abstract 
interfaces provides for migration away from legacy code in the future. Once the 
abstraction is established as the means for the finmvare and OS loader to interact during 
boot, developers are free to replace legacy code underneath the abstract interfaces at 
leisure. A similar migration for hardware legacy is also possible. Since the abstractions 
hide the specifics of devices, it is possible to remove underlying hardware, and replace it 
with new hardware that provides improved functionality, reduced cost, or both. C1early 
this requires that new platform firmware be written to support the device and present it to 
the OS loader via the abstract interfaces. However, without the interface abstraction, 
removal of the legacy device might not be possible at all. 

• C'ompatibilizv by design, The design of the system partition structures also preserves all 
the structmes that are cmrently used in the "PC-AT' boot envirornnent. Thus it is a 
simple matter to construct a single system that is capable of booting a legacy OS or an 
EFI-aware OS from the same disk. 

• Simpl(/ies addition of OS-neutral platform value-add. The specification defines an open 
extensible interface that lends itself to the creation of p1att<xm "drivers." These may be 
analogous to OS drivers, providing support for new device types during the boot process, 
or they may be used to implement enhanced platform capabilities like fault tolerance or 
security. Furthermore this ability to extend platform capability is designed into the 
specification from the outset. This is intended to help developers avoid many of the 
frustrations inherent in t1ying to squeeze new code into the traditional BIOS environment. 
As a result of the inclusion of interfaces to add new protocols, OEMs or firmware 
developers have an infrastructure to add capability to the platform in a modular way, Such 
drivers may potentially be implemented using high level coding languages because of the 
calling conventions and environment defined in the specification. This in turn may help to 
reduce the difllculty and cost of innovation. The option of a system partition provides an 
alternative to nonvolatile memory storage for such extensions. 

• Built on existing investment. Where possible, the specification avoids redefining 
interfaces and structures in areas where existing industry specifications provide adequate 
coverage. For example, the ACPI specification provides the OS v-rith all the infom1ation 
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Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re patent of Michaelis et al. § 

§ 
U.S. Patent No. 7,627,781 § 

§ 
Issue Date: December 1, 2009 § 

§ 
Filing Date: October 25, 2004 § 

§ 
For: SYSTEM AND METHOD FOR § 

ESTABLISHING A SPARE § 

PROCESSOR FOR RECOVERING § 

FROM LOSS OF LOCKSTEP IN A § 

BOOT PROCESSOR § 

Attorney Docket No.: 185945.012400 

Customer No.: 67395 

REQUEST FOR EX PARTE REEXAMINATION OF 
U.S. PATENT 7,627,781 

Mail Stop "Ex Parte Reexam" 
Attn: Central Reexamination Unit 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

Pursuant to the provisions of 35 U.S.C. §§ 301-307, Unified Patents, LLC ("Requester") 

hereby requests an ex parte reexamination of claims 1-3 0 (the "Challenged Claims") ofU.S. Patent 

7,627,781 (the '"781 Patent", Ex. 1001), which issued on December 1, 2009, based from U.S. 

Application 10/973,077 (the '"077 Application") filed on October 25, 2004. The '781 Patent was 

originally assigned to Hewlett-Packard Development Company, LP, as reflected in the assignment 

recorded in the U.S. Patent and Trademark Office ("USPTO") at reel/frame 015941/0381 and is 

currently assigned to Foras Technologies LTD., as reflected in the assignment recorded in the 

USPTO at reel and frame number 058992/0571. 

This Request presents prior art references and analyses that are noncumulative of the prior 
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art that was before the Examiner during the original prosecution of the '781 Patent. As 

demonstrated herein, the Challenged Claims are invalid over these references. Requester therefore 

requests that an order for reexamination and an Office Action rejecting claims 1-30 be issued. 

Ex Parte Patent Reexamination Filing Requirements 

Pursuant to 37 C.F.R. § l.510(b)(l), statements pointing out at least one substantial new 

question of patentability based on material, non-cumulative reference patents and printed 

publications for the Challenged Claims of the '781 Patent are provided in Section I of this Request. 

Pursuant to 37 C.F.R. § l.510(b)(2), reexamination of the Challenged Claims (1-30) of the 

'781 Patent is requested, and a detailed explanation of the pertinence and manner of applying the 

cited references to the Challenged Claims is provided in Section II of this Request. 

Pursuant to 37 C.F.R. § l.510(b)(3), copies of every patent or printed publication relied 

upon or referred to in the statement pointing out each substantial new question of patentability or 

in the detailed explanation of the pertinence and manner of applying the cited references are 

provided as Exhibits 1001-1015 (with Exhibits 1004-1008 and 1013 forming the basis for the 

substantial new questions of patentability presented herein) and Appendices A-D of this Request. 

Pursuant to 37 C.F.R. §1.510(b)(4), a copy of the '781 Patent is provided as Exhibit 1001 

of this Request, along with a copy of any disclaimer, certificate of correction, and reexamination 

certificate issued corresponding to the patent. 

Pursuant to 37 C.F.R. § l.510(b)(5), the attached Certificate of Service indicates that a 

copy of this Request, in its entirety, has been served on Patent Owner at the following address of 

record for Patent Owner, in accordance with 37 C.F.R. § l.33(c): 

FOR.AS TECHNOLOGIES LTD. 

c/o 56436 - Hewlett Packard Enterprise 

3404 E. Harmony Road 

Mail Stop 79 

Fort Collins, CO 80528 

Also submitted herewith is the fee set forth in 37 C.F.R. § l.20(c)(l). 

Pursuant to 37 C.F.R. § l.510(b)(6), Requester hereby certifies that the statutory estoppel 

provisions of35 U.S.C. § 315(e)(l) and 35 U.S.C. § 325(e)(l) do not prohibit Requester from filing 

this ex parte patent reexamination request. 
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I. SUBSTANTIAL NEW QUESTIONS OF PATENTABILITY 

As shown below, Requester submits that the prior art references raise substantial new 

questions of patentability because "the teaching of the (prior art) patents and printed publications 

is such that a reasonable examiner would consider the teaching to be important in deciding whether 

or not the claim is patentable." See Manual of Patent Examining Procedure (M.P.E.P.) § 2242. 

For example, the references discussed below and in further detail in the attached charts, 

when considered alone or in combination, teach or suggest each limitation of the Challenged 

Claims, including a plurality of processors operating in lockstep, a data storage that stores 

information that assigns the roles of boot processor and spare processor, logic that transfers the 

role of boot processor to the spare processor in response to a loss of lockstep, and an operating 

system that recognizes the spare processor as the new boot processor without shutting down. Two 

of the references relied upon in this Request, namely U.S. Patent No. 7,085,959 to Safford 

("Safford") and U.S. Patent 7,251,746 to Fox et al. ("Fox"), were considered alone or in different 

combinations by the Examiner who handled the original examination of the '077 Application. As 

shown below, the ways in which these two references are applied in this Request differ from, and 

are non-cumulative to, all those decided by the Examiner in the original examination of the '077 

Application. Accordingly, these two references, as applied in combination with U.S. Patent No. 

5,450,576 to Kennedy ("Kennedy") in this Request, each raise substantial new questions of 

patentability, none of which has already been decided by the Office. In addition, this Request 

presents new, non-cumulative technological teachings of Cepulis that place Safford in "a new light 

or a different way that escaped review during earlier examination." See MPEP § 2242. In other 

words, the "same question of patentability as to the claim has not been decided by the Office in an 

earlier concluded examination or review of the patent" at least because Safford and Fox were never 

considered in view of Kennedy, in light of Cepulis, or the like during prosecution of the '077 

Application or during a prior post-grant proceeding challenging any claim of the '781 Patent. 

All the other references relied upon in this Request-namely Kennedy, U.S. Patent No. 

7,328,371 to Kalyanasundharam et al. ("Kalyanasundharam"), U.S. Patent Publication No. 

2004/0123201 to Nguyen et al. ("Nguyen"), and U.S. Patent No. 5,491,788 to Cepulis et al. 

("Cepulis")-are new and were not previously considered at all by the Office. Thus, the "same 

question of patentability as to the claim[s] has not been decided by the Office in an earlier 

concluded examination or review of the patent" at least because none of these other references 
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were before the Office during prosecution of the '077 Application or during a prior post-grant 

proceeding challenging any claim of the '781 Patent. The original Examiner did not consider any 

of these other references prior to deciding to allow the '077 Application and issue the '781 Patent. 

In view of these observations and the corresponding support that follows, reexamination 

should be ordered and the Challenged Claims should be canceled. 

A. U.S. Patent 7,627,781 

1. Technical Background 

Since the 1960s and 1970s, computer system designers, such as IBM and Tandem, have 

been developing and releasing fault-tolerant systems with high availability. Bartlett (Ex. 1009) at 

89. For example, in 1964, IBM shipped the S/360, which "was designed with robust error checking 

and was the first commercial computer to include Error Correction Code (ECC) in memory." Id 

As another example, the Tandem NonStop system shipped in 1976 and included "processor pairs 

[that] are an effective design for recovering from transient problems." Id at 91. Tandem and IBM 

both continually improved these systems, and by the early 1990s Tandem had moved to "tight 

lockstepping of a pair of MIPS chips" with a variant "being developed for future Intel Itanium(R)­

based platforms." Id at 91-92. For its part, in 2001 IBM introduced its "Autonomic Computing 

initiative," which focused on self-healing that included "dynamic CPU sparing, a process by which 

a failed CPU can be transparently replaced by a spare." Id at 95. These systems were often 

operating-system centric, with "the operating system provid[ing] its own layer of fault detection 

and fail-fast response [and supplying] the infrastructure that allows applications to survive single 

processor failures." Id at 89. 

Around the same time that IBM and Tandem were iterating on their high-availability 

systems in which the OSes managed the hardware, Intel was working on an initiative that attempted 

to address some of challenges with OS management of hardware and released the Extensible 

Firmware Interface (EFI). See Intel EFI Specification (Ex. 1010) at 1-6. One of the primary goals 

of the EFI was "abstraction of the OS from the firmware" to allow the OS "to be constructed with 

far less knowledge of the platform and firmware that underlie those interfaces." Id In other words, 

Intel proposed "a backward-compatible solution in which the EFI layer is configured to emulate 

certain aspects oflegacy BIOS operation." Hobson (Ex. 1011) at 1 :43-46. 

Within this historical context, on October 25, 2004, Applicants for the '781 Patent filed a 

patent application claiming that they had invented a novel system that is "responsive to detecting 
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loss of lockstep" by transferring "the role of boot processor to [a] spare processor." '781 Patent 

(Ex. 1001 ), claim 1. However, as noted above and shown in greater detail below, detecting and 

recovering from loss-of-lockstep was not new, and abstracting and replacing a failed processor 

with a spare was not new either. Furthermore, as explained in detail herein, it would have been 

obvious to combine these limitations in the manner claimed in the '781 Patent. 

2. Summary 

The '781 Patent is generally directed to systems and methods for recovering from lockstep 

errors that occur in boot processors. Ex. 1001, Abstract. For example, the '781 Patent describes a 

multi-processor system that assigns the roles of boot processor and spare processor and then, in 

response to detecting a loss of lockstep in the boot processor, transfers the role of boot processor 

to the spare processor. See id Specifically, the '781 Patent notes that a firmware component known 

as a processor abstraction layer (PAL) "copies all the needed information from memory into the 

internal registers of the hot spare processor so that the hot spare processor becomes a new active 

processor, transforming the role of the hot spare to boot processor." Id at 17:57-61. 

According to the '781 Patent, a loss oflockstep "is used broadly ... to refer to any error in 

the pair oflockstep processors." Id at 2:38-39, 6:13-19. In the '781 Patent, the boot processor is 

responsible for booting the underlying system and communicating the output of processed 

instructions to the system bus. See id at 11 :60-12:26, 6:26-40. The '781 Patent distinguishes the 

boot processor from other processors (e.g., the spare processor) by noting that the output of the 

boot processor is the only one communicated to the system bus. See id at 6:26-40. 

The configuration of the '781 Patent's system is illustrated in FIG. 1, which is reproduced 

below for convenience. 
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'781 Patent (Ex. 1001), Fig. 1 

The '781 Patent includes a total of thirty claims, four of which are independent claims (e.g., claims 

1, 9, 16, and 25) whose limitations vary slightly relative to one another. For example, independent 

claim 1 of the '781 Patent specifies that the spare processor is a hot spare held in reserve until the 

loss of lockstep is detected. See id., claim 1, 5:4-10. Independent claim 9 of the '781 Patent 

specifies that, after the transfer of the boot processor role to the spare processor, an operating 

system recognizes the spare processor as the new boot processor without shutting down. See id., 
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claim 9, 18:33-36. Independent claims 16 and 25 of the '781 Patent specify that the boot processor 

and the spare processor are both communicatively coupled to the same communication bus and 

also specify that the boot processor and the spare processor both include a master-and-slave pair 

whose outputs are compared to one another for detecting a loss oflockstep. See id, claims 16 and 

25. 

3. Discretionary Denial is not Warranted 

Requester submits that, because a substantial new question is presented herein that has not 

been previously adjudicated by the U.S. Patent Office, 35 U.S.C. § 325(d) does not warrant denial 

of this Reexam Request. Indeed, 35 U.S.C. § 325(d) notes that: 

Notwithstanding sections 135(a), 251, and 252, and chapter 30, during the 
pendency of any post-grant review under this chapter, if another proceeding or 
matter involving the patent is before the Office, the Director may determine the 
manner in which the post-grant review or other proceeding or matter may proceed, 
including providing for the stay, transfer, consolidation, or termination of any such 
matter or proceeding. In determining whether to institute or order a proceeding 
under this chapter, chapter 30, or chapter 31, the Director may take into account 
whether, and reject the petition or request because, the same or substantially the 
same prior art or arguments previously were presented to the Office. 

Requester notes that the cited art combinations presented herein were not considered by 

the Examiner during initial prosecution. As such, the material differences between the prior art 

asserted in this request and the prior art involved during examination are substantial. Moreover, 

because none of the combinations presented herein were relied on by the Examiner as a primary 

basis for unpatentability, Requester submits that 35 U.S. C. § 325( d) does not warrant denial of this 

Reexam Request. 

4. Challenged Claims 

For convenience, the claims for which reexamination is requested are reproduced below. 

Claims 1, 9, 16, and 25 are the independent claims, while the other Challenged Claims depend 

directly or indirectly from the independent claims. 

1. A system comprising: 

a plurality of processors; 

data storage storing information that assigns a role of boot processor to one of said plurality 

of processors and assigns a role of spare processor to another of said plurality of processors; and 

5 

Page 812 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

logic operable, responsive to detecting loss of lockstep for said boot processor, for 

transferring, during system runtime, the role of boot processor to said spare processor, wherein 

said another of said plurality of processors that is assigned said role of spare processor is held in 

reserve as a hot spare processor until said loss of lockstep is detected for said boot processor. 

2. The system of claim I wherein said data storage is non-volatile data storage. 

3. The system of claim I further comprising: 

a user interface operable to receive input specifying said one of said plurality of processors 

to be assigned said role of boot processor. 

4. The system of claim I further comprising: 

a user interface operable to receive input specifying said another of said plurality of 

processors to be assigned said role of spare processor. 

5. The system of claim I wherein each of said plurality of processors is a processor 

module that includes a master processor and a slave processor. 

6. The system of claim I wherein said another of said plurality of processors that is 

assigned said role of spare processor is an active spare before being transferred said role of boot 

processor. 

7. The system of claim I further comprising: 

an operating system, wherein, responsive to the logic transferring the role of boot processor 

to the spare processor, the operating system recognizes the spare processor as the boot processor. 

8. The system of claim I wherein said plurality of processors are Itanium Processor 

Family (IPF) processors. 

9. A method comprising: 

assigning a role of boot processor to one of a plurality of processors in a system; 

assigning a role of spare processor to another of said plurality of processors; 

responsive to detecting loss of lockstep for said boot processor, changing, during system 

runtime, the assignment of the role of boot processor to said spare processor; and 

responsive to changing the assignment of the role of boot processor to said spare processor, 

an operating system of the system recognizing said spare processor as the boot processor without 

requiring shutdown of said operating system. 

I 0. The method of claim 9 wherein said assigning said role of boot processor comprises 

storing information to non-volatile data storage that identifies said one of said plurality of 
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processors as said boot processor. 

11. The method of claim 9 wherein said assigning said role of spare processor comprises 

storing information to non-volatile data storage that identifies said another of said plurality of 

processors as said spare processor. 

12. The method of claim 9 further comprising: 

determining at least one processor that is coupled to a common communication bus with 

said one of said plurality processors assigned to the role of boot processor; and 

selecting said another of said plurality of processors to be assigned the role of spare 

processor from said determined at least one processor. 

13. The method of claim 9 further comprising: 

during system boot-up, system firmware identifying the spare processor and holding said 

spare processor in reserve as a hot spare. 

14. The method of claim 9 further comprising: 

during system boot-up, system firmware booting the spare processor as an active spare. 

15. The method of claim 9 wherein system firmware performs said changing operation. 

16. A system comprising: 

a plurality oflockstep processor modules that each includes a master processor and a slave 

processor that is in lockstep with said master processor; 

a first communication bus with which at least a first two of said plurality of lockstep 

processor modules are communicatively coupled; 

a second communication bus with which at least a second two of said plurality oflockstep 

processor modules are communicatively coupled; and 

data storage storing information that assigns a role of boot processor to one of said plurality 

of processors and assigns a role of spare processor to another of said plurality of processors, 

wherein said spare processor is communicatively coupled to the same one of said first and second 

communication buses as said boot processor. 

17. The system of claim 16 further comprising: 

system firmware operable, responsive to detecting loss oflockstep for said boot processor, 

changing the assignment of the role of boot processor to said spare processor. 

18. The system of claim 17 wherein said system firmware performs said changing during 

system runtime without requiring an operating system of said system to be shutdown. 
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19. The system of claim 16 further comprising: 

a user interface for receiving information selecting said one of said plurality of processors 

to be assigned the role of boot processor. 

20. The system of claim 16 further comprising: 

a user interface for receiving information selecting said another of said plurality of 

processors to be assigned the role of spare processor. 

21. The system of claim 20 wherein said user interface presents for selection as said spare 

processor at least one processor that is communicatively to the same one of said first and second 

communication buses as said boot processor. 

22. The system of claim 16 further comprising: 

system firmware that, during system boot-up, identifies the spare processor and holds said 

spare processor and holds said spare processor in reserve as a hot spare. 

23. The system of claim 16 further comprising: 

system firmware that, during system boot-up, boots the spare processor as an active spare. 

24. The system of claim 16 wherein said plurality of lockstep processor modules include 

Itanium Processor Family (IPF) processors. 

25. A method comprising: 

selecting a first one of a plurality of lockstep processor modules in a system as a boot 

processor, wherein each of said plurality of lockstep processor modules includes a master 

processor and a slave processor that is in lockstep with said master processor, and wherein said 

boot processor is communicatively coupled to a first of a plurality of communication buses; 

selecting a second one of said plurality oflockstep processor modules as a spare processor, 

wherein said spare processor is selected as one that is communicatively coupled to the same 

communication bus as said boot processor; and 

responsive to detecting loss of lockstep for said boot processor, said system causing said 

spare processor to dynamically assume the role of boot processor. 

26. The method of claim 25 wherein said system causmg said spare processor to 

dynamically assume the role of boot processor comprises: 

said system causing said spare processor to dynamically assume the role of boot processor 

without shutting down an operating system of said system. 

27. The method of claim 25 further comprising: 
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receiving input to said system specifying said first one of said plurality of lockstep 

processor modules to be said boot processor. 

28. The method of claim 25 further comprising: 

receiving input to said system specifying said second one of said plurality of lockstep 

processor modules to be said spare processor. 

29. The method of claim 25 further comprising: 

storing information identifying said selected first one of said plurality oflockstep processor 

modules as said boot processor and identifying said selected second one of said plurality of 

lockstep processor modules as said spare processor. 

30. The method of claim 29 wherein said system causmg said spare processor to 

dynamically assume the role of boot processor comprises: 

system firmware determining said spare processor from said stored information; and 

said system firmware causing an operating system to recognize said spare processor as said 

boot processor. 

5. Priority 

The '781 Patent has a priority date of October 25, 2004. Specifically, the '781 Patent 

resulted from the allowance of the '077 Application, which was filed on October 25, 2004. While 

the '781 Patent does include cross-references to applications related by subject matter, the '781 

Patent has no family members related by priority. 

6. Prosecution History 

Prosecution of the '077 Application consisted of two Office Actions (e.g., a Non-Final 

Office Action of Sept. 20, 2007, and a Non-Final Office Action of Mar. 19, 2008) and 

corresponding Responses, which were followed by an Examiner Interview and a corresponding 

Supplemental Amendment. See File History (Ex. 1002) at 189-190, 207-214, 233-247, 274-295. 

As will be described below, the Examiner who handled this prosecution made several errors that 

led to the allowance of the '077 Application. These errors included (1) the Examiner being 

persuaded by a faulty, subsequently retracted argument about Safford not being a valid prior-art 

reference under 35 U.S.C. § 103(a), (2) the Examiner believing that a hot spare processor held in 

reserve was missing from the cited art, and (3) the Examiner believing that an operating system 

recognizing a new role for the spare processor without requiring a shutdown was missing from the 
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cited art. 

In the Non-Final Office Action of Sept. 20, 2007 (the "first OA"), the Examiner rejected 

claims 1, 3-4, 6-8, 10, and 13-17 under 35 U.S.C. § 102(e) as being anticipated by U.S. Patent 

7,085,959 to Safford ("Safford"). See File History (Ex. 1002) at 277-281. In the first OA, the 

Examiner also rejected claims 2, 5, 9, 11-12, and 18-32 under 35 U.S.C. § 103(a) as being rendered 

obvious by Safford in view of U.S. Patent 5,915,082 to Marshall ("Marshall"). See id. at 282-294. 

In response to the first OA, the Applicant traversed the rejections raised against claims 1-

32 without making any claim amendments. See id. at 260-271. For example, with respect to claims 

1-17, the Applicant argued that Safford did not disclose a boot processor, much less transferring 

the role of boot processor to the spare processor. See id. at 268-269. With respect to claims 18-32, 

the Applicant argued that Safford was not a valid prior-art reference for the purpose of establishing 

an obviousness rejection under 35 U.S.C. § 103(a). See id. at 270. Specifically, the Applicant 

argued that "the disclosures of Safford are available only as 35 U.S.C. § 102(e)-type prior art. 35 

U.S.C. § 103(c) specifies that Safford 'shall not preclude patentability' of the claimed invention." 

Id. 

Based on the Non-Final Office Action of Mar. 19, 2008 (the "second OA"), the Applicant's 

arguments directed to the rejections raised under 35 U.S.C. § 102(e) were unsuccessful in 

persuading the Examiner that original claims 1-17 were allowable. See id. at 235-239. However, 

based on the second OA, the Applicant's argument directed to the rejections raised under 35 U.S.C. 

§ 103(a) appeared to be successful in persuading the Examiner that original claims 18-32 were 

allowable. See id. at 246-247. Accordingly, the Examiner indicated that claims 18-32 were allowed 

over the cited art. See id. In the second OA, the Examiner maintained the anticipation rejections 

raised against claims 1, 3-4, 6-8, 10, and 13-17 under 35 U.S.C. § 102(e) and also raised new 

obviousness rejections against claims 1-17 under 35 U.S.C. § 103(a) in view of the combination 

of Fox and U.S. Patent 6,625,749 to Quach ("Quach"). See id. at 235, 240-246. 

In response to the second OA, the Applicant essentially repeated the same arguments about 

Safford not disclosing a boot processor or transferring the role of boot processor to the spare 

processor. See id. at 227-228. In addition, the Applicant made similar arguments about Fox and 

Quach, asserting that neither Fox nor Quach teaches or suggests anything about a boot processor 

or transferring the role of boot processor to the spare processor. See id. at 229. Notably, even 

though the Examiner was apparently persuaded by the Applicant's previous argument about 
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Safford not being a valid prior-art reference under 35 U.S.C. § 103(a), the Applicant retracted that 

argument and admitted that Safford was a valid prior-art reference under 35 U.S.C. § 103(a). See 

id. This admission made by the Applicant is reproduced below for convenience. 

NOTE: In applicant's reply to the previous office action, applicant asserted that 

Safford was not proper prior art under 35 U.S.C. § 103. Ho\-vever, that assertion was not 

correct, and is hereby retracted, with apologies for the mistake. Safford was QLlblished on 

January 8, 2004, before the filing of the present application on October 25, 2004. 

File History (Ex. 1002), p. 229 

After the Applicant responded to the second OA, the Examiner and the Applicant held an 

Examiner Interview on Sept. 5, 2008, to discuss a proposal to place some of claims 1-17 in 

condition for allowance. See id at 189-190, 207-214. The Applicant then filed a Supplemental 

Amendment that incorporated the subject matter of claim 6 (which was simultaneously cancelled) 

into independent claim 1 and the subject matter of claim 14 (which was simultaneously cancelled) 

into independent claim 10 [issued claim 9], thus resulting in the allowance of the '077 

Application and the issuance of the '781 Patent. See id at 207-214. The subject matter 

incorporated into independent claim 1 clarified that the spare processor is a hot spare held in 

reserve. See id The subject matter incorporated into independent claim 10 clarified that, in 

response to changing the assignment of the boot processor role to the spare processor, an 

operating system recognizes the spare processor as the boot processor without requiring a 

shutdown. See id. 

As the Supplemental Amendment resulted in the allowance of the '077 Application and 

the issuance of the '781 Patent, it appears as though the Examiner believed that the subject matter 

incorporated into independent claims 1 and 10 was missing from the cited art. See id at 189-190. 

Additionally or Alternatively, the Examiner may have been partially persuaded by the 

Applicant's repeated arguments directed to Safford not disclosing a boot processor or transferring 

the role of boot processor to the spare processor. 

In view of the above observations, the allowance of the '077 Application and the issuance 

of the '781 Patent apparently resulted from (1) the Examiner being persuaded by the faulty, 

subsequently retracted argument about Safford not being a valid prior-art reference under 35 

U.S.C. § 103(a), (2) the Examiner believing that a hot spare processor that is held in reserve 
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distinguished independent claim 1 from the cited art under 35 U.S.C. §§ 102 & 103, (3) the 

Examiner believing that an operating system recognizing the spare processor as the boot 

processor without requiring a shutdown distinguished independent claim 10 from the cited art 

under 35 U.S.C. §§ 102 & 103, and (4) possibly the Examiner being partially persuaded by the 

faulty, repeated argument about Safford failing to disclose a boot processor. 

Accordingly, the Examiner missed a few significant issues that led to the allowance of 

the '077 Application and the issuance of the '781 Patent. First, as the Applicant subsequently and 

correctly admitted on the record, Safford was a valid prior-art reference under 35 U.S.C. § 103(a), 

so original claims 18-32 [issued claims 16-30] should not have been allowed as a result of the 

argument that Safford was not a valid prior-art reference under 35 U.S.C. § 103(a). Indeed, as 

the Applicant explicitly retracted that argument on the record, original claims 18-32 were allowed 

even though the Applicant never made any viable arguments against the Examiner's original 

obviousness rejections raised against claims 18-32 in the first OA. 

Second, Safford explicitly disclosed a hot-standby processor pair that is held idly in 

reserve until the first processor pair experiences an error, so claims 1-5 and 7-9 [issued claims 1-

8] should not have been allowed as a result of the amending claim 1 to clarify that the spare 

processor is a hot spare held in reserve. See Safford (Ex. 1004) at 4:25-30. Third, Fox explicitly 

disclosed failing over to a hot-spare processor without affecting the operating system, so claims 

10-13 and 15-17 [issued claims 9-16] should not have been allowed as a result of amending claim 

10 to clarify that an operating system recognizes the spare processor as the boot processor without 

requiring a shutdown. See Fox (Ex. 1006) at 4:16-25. Fourth, to the extent that the Examiner 

found persuasive the repeated argument about Safford failing to disclose a boot processor, the 

Examiner did not recognize Safford's disclosure of a boot processor in the form of "logical CPU 

0". See, e.g., Safford (Ex. 1005) at 3:4-5, 4:52-54; see also infra§§ I.C.2, I.F.l, I.H.2, I.H.3, 

11.B. l; see also Wolfe Deel. (Ex. 1003) ,i,i 47, 49. For example, Safford opted for the designator 

"logical CPU 0," which was commonly used to refer to a system's boot processor, instead of 

using the word "boot processor" itself. See, e.g., Safford (Ex. 1005) at 3:4-5, 4:52-54; see also 

Wolfe Deel. (Ex. 1003) ,i 47, 49. 

The '781 Patent was subject to a terminal disclaimer filed on September 10, 2008, which 

disclaimed any term beyond U.S. Patent Application No. 10/972,588 filed on October 25, 2004, 

and U.S. Patent No. 7,366,948 also filed on October 25, 2004. 
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B. Level of Ordinary Skill in the Art 

A Person of Ordinary Skill in The Art ("POSITA") would have had, as of October 25, 

2004: (1) at least a Bachelor's Degree in electrical engineering, electronics engineering, computer 

engineering, or a related scientific field; and (2) at least one to two years of experience in the 

computer science field, including chip design and software engineering, with additional education 

substituting for less experience and vice versa. Wolfe Deel. (Ex. 1003) ,i 45. 

C. Claim Construction 

1. Overview 

The claims should be construed according to their broadest reasonable interpretation. 

"During reexamination ordered under 35 U.S.C. 304, and also during reexamination ordered under 

35 U.S.C. 257, claims are given the broadest reasonable interpretation consistent with the 

specification and limitations in the specification are not read into the claims (In re Yamamoto, 740 

F.2d 1569, 222 USPQ 934 (Fed. Cir. 1984)). Requester reserves the right to advocate a different 

claim interpretation in any other forum if necessary. 

2. "boot processor" 

Claims 1, 3, 7, 9, 10, 12-14, 16, 17, 19, 21-23, 25-27, 29, and 30 recite a "boot processor," 

which should be given the broadest reasonable interpretation that is both "consistent with the 

ordinary and customary meaning of the term" and "consistent with the use of the term in the 

specification and drawings." See M.P.E.P. § 2111. Under this standard, a boot processor is a 

common component that was found in running computer systems at the time of the alleged 

invention of the '781 Patent and would have been understood by a POSITA to include any 

processor designated for handling bootstrap functions. See Wolfe Deel. (Ex. 1003) ,i,i 47-49. 

Furthermore, a boot processor can also be referred as a bootstrap processor (BSP) or by a 

computer-readable designator (e.g., logical CPU 0). Id. 

As noted, a boot processor was a critical device for any computing system and was a 

common component included in computing systems. Indeed, "[t]he execution of the bootstrap 

program is always automatically initiated when the system is powered-on or when a system 

hardware reset is applied. It is also initiated when the system is rebooted from the system console." 

Levi (Ex. 1012) § 4.2.1. Furthermore, "[t]he origin of the word boot (as in, 'to boot the system') is 

13 

Page 820 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

bootstrapping, which is the process of bringing a computer system to life and ready to use. 

('Bootstrapping' is actually the 'nerd word' for starting up a computer.)." Id 

As of the priority date, a POSIT A would have understood that in multi-processor system 

architectures, a boot processor may either be selected by default or through a selection process 

during bootup. For example, "one default boot CPU is designated to boot the system." Kennedy 

(Ex. 1005) at 2:18-20. Alternatively, as noted in Intel's Itanium Manual, which the '781 Patent 

incorporates by reference, "firmware selects a Bootstrap processor (BSP) in multi-processor (MP) 

configurations early in the boot sequence." Ex. 1014 § 24.1.1. And in some systems (e.g., fault­

tolerant systems), the processor designated as the boot processor may change over time. For 

example, the Intel MultiProcessor Specification explains how an operating system can determine 

and track the ID of a designated BSP: 

While all processors in an MP-compliant system are functionally identical, one of 
the processors will be designated as the bootstrap processor (BSP) at system 
initialization by the system hardware or by the system hardware in conjunction with 
the BIOS. The rest of the processors are designated as the application processors 
(APs). The BSP is responsible for booting the operating system. Once the MP 
operating system is up and running, the BSP functions as an AP. Usually a 
processor is designated as the BSP because it is capable of controlling all system 
hardware, including AP startup and shutdown. The operating system must 
determine and remember the APIC ID of the designated BSP, so it can keep the 
BSP operating as the last running processor during system shutdown. The BSP is 
not necessarily the first processor, especially in fault-tolerant MP systems in which 
any available processor can be designated as the BSP. 

Ex. 1015 § B. 1. 

In some multi-processor system architectures, a boot processor may be referred to by a 

logical, rather than a physical, position (e.g., logical CPU 0 or CPU LO rather than physical CPU 

0 or CPU PO) that is indicative of its designation for controlling other system hardware since the 

role of boot processor may often be assigned to a processor regardless of its physical position 

within a system. For example, during boot-processor selection, 

If CPU PO is not functioning properly and cannot perform even the most basic 
functions, it is designated as inoperative. The hardware system then awakens CPU 
Pl and repeats the process of testing the CPU. If CPU Pl is operational, then it is 
designated as CPU LO, and it boots the remainder of the system. On the other hand, 
if CPU Pl also fails, it is also given an inoperative designation. The computer 
system then turns on CPU P2, and repeats the process. The process repeats until an 
operational microprocessor is found to perform the CPU LO functions. 
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Cepulis (Ex. 1013) at 2:52-64. 

The proposed interpretation of boot processor is consistent with the context provided by 

the '781 Patent, which references the boot process of an Itanium Processor Family (IPF) system: 

"The boot-up process of a traditional IPF system, for example, proceeds as follows: when the 

system is first powered on, there are some sanity checks ( e.g., power on self-test) that are 

performed by microprocessors included in the system platform, which are not the main system 

processors that run applications. After those checks have passed, power and clocks are given to a 

boot processor (which may, for example, be master processor 12A)." Ex. 1001 at 11 :60-68. As 

another indicator that the '781 Patent's usage of boot processor is consistent with the ordinary and 

customary meaning, the '781 Patent discusses using the process outlined in the Intel 

Multiprocessor Specification to switch the role of a boot processor by "changing a system 

identifier, used by the system's operating system to recognize the boot processor. .. to a different 

value." Id, claim 1. 

As shown, the broadest reasonable interpretation for boot processor that is both "consistent 

with the ordinary and customary meaning of the term" and "consistent with the use of the term in 

the specification and drawings" is any processor designated for handling bootstrap functions, and 

a boot processor can also be referred to as a bootstrap processor (B SP) or by its logical designation 

(e.g., CPU 0). 

D. List of Prior Art Patents and Printed Publication 

Reexamination of the Challenged Claims is requested in view of the following references: 

• Ex. 1004 ("Safford"): Safford is a patent that issued on August 1, 2006. Safford derived 

from a patent application filed on July 3, 2002. The contents of Safford were published as 

U.S. Patent Publication No. 2004/0006722 on January 8, 2004. Safford qualifies as prior 

art under at least 35 U.S.C. §§ 102(a) and 102(e) and is a valid prior-art reference for the 

purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). 

• Ex. 1005 ("Kennedy"): Kennedy is a patent that issued on September 12, 1995. Kennedy 

derived from a patent application filed on April 26, 1993. Kennedy qualifies as prior art 

under at least 35 U.S.C. §§ 102(a), 102(b), and 102(e) and is a valid prior-art reference for 

the purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). 
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• Ex. 1006 ("Fox"): Fox is a patent that issued on July 31, 2007. Fox derived from a patent 

application filed on January 4, 2004. The contents of Fox were published as U.S. Patent 

Publication No. 2005/0172164 on August 4, 2005, by International Business Machines 

Corporation. Fox qualifies as prior art under at least 35 U.S.C. §§ 102(e) and is a valid 

prior-art reference for the purpose of establishing an obviousness rejection under 3 5 U.S. C. 

§ 103(a). 

• Ex. 1007 ("Kalyanasundharam"): Kalyanasundharam is a patent that issued on February 

5, 2007. Kalyanasundharam derived from a patent application filed on October 15, 2004, 

by Advanced Micro Devices, Inc. Kalyanasundharam qualifies as prior art under at least 

35 U.S.C. §§ 102(e) and is a valid prior-art reference for the purpose of establishing an 

obviousness rejection under 35 U.S.C. § 103(a). 

• Ex. 1008 ("Nguyen"): Nguyen is a patent publication that was published on June 24, 2004. 

Nguyen derived from a patent application filed on December 19, 2002. Nguyen qualifies 

as prior art under at least 35 U.S.C. §§ 102(a) and 102(e) and is a valid prior-art reference 

for the purpose of establishing an obviousness rejection under 35 U.S.C. § 103(a). 

• Ex. 1013 ("Cepulis"): Cepulis is a patent that issued on February 13, 1996. Cepulis derived 

from a patent application filed on September 10, 1993. Cepulis qualifies as prior art under 

at least 35 U.S.C. §§ 102(a) and 102(b). 

E. Ground 1: Kalyanasundharam in view of Kennedy Presents Substantial New 
Questions of Patentability for Claims 1-6 and 9-15 

1. Overview of Kalyanasundharam 

Kalyanasundharam generally described a redundant processing system that establishes 

multiple processing core pairs "in which at least a first processor core is redundantly executing 

code that a second processor core is also executing" and that "compare[ s] communications from 

the first processor core to communications from the second processor core to verify correct 

execution of the code." Kalyanasundharam (Ex. 1007), Abstract. 

Kalyanasundharam's redundant processing system implements processors that operate 

in lockstep. Id., 4:15-17. Kalyanasundharam indicates that" ... the processor cores 18A-18B 

may execute in lockstep (that is, may execute the same instructions on the same clock cycle)." 

Id. Such is illustrated in FIG. 1, in which a pair of processor cores 18A and 18B are shown to 
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operate in lockstep as controlled by node controller 20A. 

r-------------------------- -----1 
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PeJ:ipheraI 16A 

Peripheral 16B 
Fig. 1 

Kalayanasundharam (Ex. 1008), FIG. 1. 

Furthermore, as in the '781 Patent, which designates one processor pair as master and 

the remaining processor pairs as slaves, Kalyanasundharam's system designates one processor 

pair as a "primary processor core" and refers to other processor cores as "auxiliary processor 

cores." Id. at 4: 58-61. Kalyanasundharam further defines the primary and auxiliary cores, 

indicating that "[t]he primary processor core may be the processor core whose execution results 

will be used as the result of executing the redundantly-executed software code." Id. at 4: 61-63. 

"The auxiliary processor core is used to verify correct execution by the primary processor core." 

Id. at 4:63-65. 

Like the '781 Patent, however, Kalyanasundharam notes that problems can occur when 

processors lose lockstep with each other. Kalyanasundharam states that, "An execution error 

may be any indication that an error has occurred in the execution of the software code, detected 

via the redundant execution." Id. at 3 :63-65. "In the embodiment of FIG. 1, it may not be clear 

which processor core 18A-18B experienced the error, but the error is detected." Id. at 3:65-67. 
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"Diagnostic software may be used to determine which processor core l 8A- l 8B experienced the 

error and what corrective measures are to be taken." Id. at 3:67-4:3. 

Once Kalyanasundharam's system identifies which processor core experienced the 

error, it will disable the primary processor core and select one of the auxiliary processor cores 

to become the new primary processor core. Id. at 13: 16-22. Thus, just as the '781 Patent 

determines whether a boot processor experienced an error and then switches the boot processor 

to a spare processor, Kalyanasundharam's system will "disable the primary processor core and 

select one of the auxiliary processor cores to be the primary processor core (block 102)." Id. 

This is shown below in step 102 of Kalyanasundharam's FIG. 6. In this manner, 

Kalyanasundharam establishes primary and secondary processor cores and, upon detection of 

an error at the primary processor core, switches processing from the primary processor core to 

a secondary processor core. Id at 4: 15-25; see also 4:61-65. 
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Kalyanasundharam (Ex. 0007), Fig. 6 

Kalyanasundharam is analogous art to the '781 Patent because Kalyanasundharam is 

from the same field of endeavor (e.g., providing recovery from failure in a high-availability 

computing system) and is reasonably pertinent to a problem faced by the inventors of the '781 
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(e.g., processor failures and high availability in multiprocessor systems). Id at 1 :20-35; see also 

'781 Patent 4:34-53; Wolfe Deel. (Ex. 1003) ,i 54. For example, in focusing on "the increased 

desire for many systems to maintain high availability", the '781 Patent notes that the problem 

of "crashing the system each time LOL is detected is not an attractive proposition." Ex. 1001 at 

3: 16-18. Similarly, in focusing on "implement[ing] high reliability by including multiple 

processors", Kalyanasundharam notes that "controlling the processors to execute m 

lockstep .. .is complex and error prone." Kalyanasundharam (Ex. 0007) at 1 :23, 1 :31-34. 

2. Overview of Kennedy 

Kennedy generally described a high-availability multi-processor computing system for 

"controlling initialization and self-test operations." Ex. 1005, Abstract. Like the '781 Patent's 

high-availability processing system, the multi-processor system in Kennedy is configured "to 

automatically transfer default system initialization operations from a default processor to a first 

alternative processor if the default processor fails, and to automatically transfer initialization 

operations to a second alternative processor if the first alternative processor fails, and so forth 

depending upon how many alternative processors are installed in the multiprocessor system." Id. 

Like the assignment of a boot processor role to a given processor in the '781 Patent, 

Kennedy determines which processor will boot the system and designates that processor as the 

"default boot processor." Id at 7:7-10. Kennedy states that "one default boot CPU is designated 

to boot the system, and if this CPU fails, control transfers automatically to an alternate processor." 

Id at 2:17-21. Accordingly, Kennedy similarly designates "boot" and "alternate" processors. In 

reference to FIG. 1 below, Kennedy states that, "slot 1 contains the default boot CPU." Id. at 10:64-

65. Further, Kennedy taught that "if this 'default' boot processor fails[,]" then an alternate 

processor "should take over boot operations to enhance availability of the system." Id at 7:9-13. 
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Kennedy (Ex. 1005), Fig. I 

Kennedy specifically explains that "the CPU2 132 takes over default boot operations as an 

alternative boot processor instead ofCPUl 120." Id at 13:38-42. Kennedy continues, "If the CPUl 

120 does boot properly, then the CPU2 132 checks in as an additional processor rather than taking 

over as a boot processor." Id at 13 :42-44. Thus, Kennedy designates a boot processor and, upon 

detecting a failure in the boot processor, switches to an alternative processor. See id at 2:29-38, 

2:50-56. 
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Kennedy (Ex. 1005), Fig. 1 

Kennedy is analogous art to the '781 Patent because Kennedy is from the same field of 

endeavor (e.g., recovery from failure in a high-availability computing system) and is reasonably 

pertinent to a problem faced by the inventors of the '781 Patent (e.g., processor failures in 

multiprocessor systems). Id. at 2: 15-21; see also '781 Patent (Ex. 1001) at 4:34-53; see also Wolfe 

Deel. (Ex. 1003) ,i 56. For example, in focusing on "the increased desire for many systems to 

maintain high availability", the '781 Patent notes that the problem of "crashing the system each 

time LOL is detected is not an attractive proposition." Ex. 1001 at 3:16-18. Similarly, in focusing 

on "one critical determination", Kennedy notes that, "if one processor fails, provision for disabling 

the non-functional processor to boot the system enhances the availability of the system." Ex. 1005 

at 10:4-7. 

3. Obviousness of the '781 Patent in view Kalyanasundharam and 
Kennedy 

Claims 1-6 and 9-15 of the '781 Patent would have been rendered obvious to a POSITA 

in view ofKalyanasundharam and Kennedy. As will be described below, this conclusion of 
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obviousness is supported by one or more motivations to combine Kalyanasundharam and 

Kennedy as proposed, a reasonable expectation of success for the proposed combination of 

Kalyanasundharam and Kennedy, and various KSR rationales detailed throughout M.P.E.P. § 

2143. 

(I) Overview of Motivation to Combine Kalyanasundharam and 
Kennedy as Proposed 

As mentioned above, Kalyanasundharam described replacing a failed primary processor 

with an auxiliary processor in response to a detected lockstep mismatch. See, e.g., 

Kalyanasundharam (Ex. 1007) at 4: 15-18, 13: 15-29. Even if Kalyanasundharam did not 

explicitly identify the failed primary processor as having been the boot processor, 

Kalyanasundharam as modified by Kennedy would have rendered boot processor failover 

obvious. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example, Kennedy described failing over a 

boot processor to an alternate boot processor. See id. Accordingly, Kalyanasundharam as 

modified by Kennedy taught replacing a failed boot processor with an auxiliary processor in 

response to a detected lockstep mismatch. 

A POSIT A would have been motivated to combine the teachings of Kalyanasundharam 

and Kennedy to improve the reliability ofKalyanasundharam's system (e.g., in the event that the 

boot processor fails). Wolfe Deel. (Ex. 1003) ,i 58. For example, a POSITA would have been 

motivated to modify Kalyanasundharam's system, which implements general processor failover, 

by Kennedy's teachings about boot processor failover. Wolfe Deel. (Ex. 1003) ,i 59. A POSITA 

would have been motivated to do so because Kennedy's failover capabilities would provide 

Kalyanasundharam's system with additional fault tolerance and high availability (e.g., in the 

event that the boot processor fails). Wolfe Deel. (Ex. 1003) ,i 60. Indeed, a POSITA would have 

recognized the obvious benefits and advantages of enabling Kalyanasundharam's system to 

dynamically replace a failed boot processor, especially in view of Kennedy's express suggestion 

that doing so "provides fault tolerance and high availability." Kennedy (Ex. 1005) at 2:21-22; see 

also Wolfe Deel. (Ex. 1003) ,i 61. Consistent with the Supreme Court's holding in KSR, the 

rationales provided below further support this conclusion of obviousness. 

(11) Reasonable Expectation of Success 

A POSITA would have had a reasonable expectation of success in combining 

Kalyanasundharam and Kennedy. Wolfe Deel. (Ex. 1003) ,i 62. For example, Kalyanasundharam 
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described replacing a failed primary processor with an auxiliary processor in response to a 

detected lockstep mismatch. See, e.g., Kalyanasundharam (Ex. 1007) at 4: 15-18, 13: 15-29. Even 

if Kalyanasundharam did not explicitly identify the failed primary processor as having been a 

boot processor, Kalyanasundharam as modified by Kennedy would have rendered boot processor 

failover obvious. See, e.g., Kennedy (Ex. 1005) at 7:5-13. Moreover, Kalyanasundharam's failed 

primary processor could have been the boot processor of Kalyanasundharam's fault-tolerant 

system even though that detail is not explicitly stated in Kalyanasundharam. See, e.g., Wolfe 

Deel. (Ex. 1003) ,i 63. Indeed, and as explained in detail above, a boot processor was a common 

component of computer systems, such as Kalyanasundharam's system. See supra § I.C.2. 

Because a boot processor was a common component in computer systems (e.g., 

Kalyanasundharam's system) and Kennedy's specific teachings are merely directed to failing 

over the boot processor, the proposed combination of Kalyanasundharam and Kennedy would 

have been expected to succeed. See, e.g., Wolfe Deel. (Ex. 1003) ,i 64. It was well within the skill 

of a POSIT A to modify Kalyanasundharam's system by Kennedy in the manner proposed, and 

Kalyanasundharam did not teach away from or discourage applying such a modification. See, 

e.g., Wolfe Deel. (Ex. 1003) ,i 65. That is, Kalyanasundharam does not limit or otherwise 

discourage application of its techniques to a "boot processor." Accordingly, the proposed 

combination of Kalyanasundharam and Kennedy, in which Kalyanasundharam's system is 

modified by Kennedy to achieve dynamic replacement of a failed boot processor, would have 

been reasonably expected to succeed. Id 

(111) KSR Rationales 

Consistent with the Supreme Court's holding inKSR and M.P.E.P. § 2143, the following 

rationales further support this conclusion of obviousness in view of Kalyanasundharam and 

Kennedy. 

Combining Prior-Art Elements According to Known Methods to Yield Predictable Results 

A POSIT A would have combined the teachings of Kalyanasundharam and Kennedy 

according to known methods to yield predictable results. See, e.g., Wolfe Deel. (Ex. 1003) ,i 67. 

Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by showing that (1) the prior art 

disclosed each element claimed, (2) a POSITA could have combined the prior-art elements by 

known methods, (3) each prior-art element performs the same function in isolation and in the 
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combination, and (4) a POSITA would have recognized the results of the proposed combination 

as being predictable. As shown below, the proposed combination of Kalyanasundharam and 

Kennedy satisfies all the prongs of this rationale. 

First, the combination ofKalyanasundharam and Kennedy disclosed each element recited 

in the applicable claims. See, e.g., Appendix A (Ex. AA). 

Second, a POSITA would have combined the prior-art elements by known methods. 

Wolfe Deel. (Ex. 1003) ,i,i 67-70. For example, Kalyanasundharam described a fault-tolerant 

system that replaces a failed primary processor with an auxiliary processor in response to a 

detected lockstep mismatch. See, e.g., Kalyanasundharam (Ex. 1007) at 4:15-18, 13:15-29. 

Kennedy described failing over boot processors to spare processors. See, e.g., Kennedy (Ex. 

1005) at 1:16-19, 2:15-22, 7:5-13. Specifically, Kennedy disclosed a known method for 

transferring the role of boot processor to a spare processor. See id.; see also Wolfe Deel. (Ex. 

1003) ,i 69. A POSIT A would have understood Kalyanasundharam as disclosing a boot processor 

and failing over the same to an auxiliary processor. See supra § I.C.2; see also Wolfe Deel. (Ex. 

1003) ,i 69. However, to the extent that Kalyanasundharam is interpreted to not explicitly disclose 

a "boot processor", a POSITA would have combined Kalyanasundharam's fault-tolerant system 

with Kennedy's boot processor by the method disclosed in Kennedy to transfer the role of boot 

processor to Kalyanasundharam's auxiliary processor. Wolfe Deel. (Ex. 1003) ,i 69. 

Third, each prior-art element performs the same function in isolation and in the 

combination. Wolfe Deel. (Ex. 1003) ,i 70. For example, in isolation and in the combination, 

Kalyanasundharam's fault-tolerant system replaces a failed primary processor with an auxiliary 

processor, and Kennedy's system automatically transfers the role of boot processor to a spare 

processor in response to a detected failure. Id. Accordingly, the functions performed by the prior­

art elements do not change from the individual Kalyanasundharam and Kennedy references to 

the proposed combination. 

Fourth, a POSITA would have recognized the results of the proposed combination as 

being predictable. Wolfe Deel. (Ex. 1003) ,i 70. For example, a POSITA would have recognized 

that, by replacing Kalyanasundharam's failed primary processor with Kennedy's failed boot 

processor, Kalyanasundharam's system would have been able to predictably provide boot 

processor failover, as opposed to just primary processor failover. Wolfe Deel. (Ex. 1003) ,i 70. 

Simple Substitution of One Known Element for Another to Obtain Predictable Results 
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A POSITA would have performed a simple substitution of Kalyanasundharam's 

processor with Kennedy's boot processor to obtain predictable results. Wolfe Deel. (Ex. 1003) ,i 

71. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by showing that (1) the prior art 

disclosed a device that differed from the claimed device by the substitution of some components 

with other components, (2) the substituted components and their functions were known in the art, 

(3) a POSIT A could have substituted one known element for another, and (4) the results of the 

substitution would have been predictable. As shown below, the proposed combination of 

Kalyanasundharam and Kennedy satisfies all the prongs of this rationale. 

First, to the extent that Kalyanasundharam is interpreted as differing from the claim 

limitations of the '781 Patent, Kalyanasundharam disclosed a device that differed from the 

claimed device by the substitution of some components with other components. For example, 

Kalyanasundharam disclosed a device that replaces a failed primary processor with an auxiliary 

processor. See, e.g., Kalyanasundharam (Ex. 1007) at 4:15-18, 13:15-29. Similarly, the claimed 

device transfers the role of boot processor to a spare processor in response to a detected lockstep 

mismatch. '781 Patent (Ex. 1001), claim 1. Accordingly, to the extent that Kalyanasundharam 

is not interpreted as explicitly disclosing a "boot processor," the substitution of 

Kalyanasundharam's failed primary processor with a failed boot processor would obviate the 

difference between Kalyanasundharam and the claimed device. Wolfe Deel. (Ex. 1003) ,i 72. 

Second, the substituted components and their functions were known in the art. Wolfe 

Deel. (Ex. 1003) ,i 73. For example, the substituted boot processor from Kennedy and its 

functions were known in the art. See, e.g., Kennedy (Ex. 1005) at 1:16-19, 2:15-22, 7:5-13; see 

also Wolfe Deel. (Ex. 1003) ,i 73. As described in Kennedy, a "default boot CPU is designated 

to boot the system." Kennedy (Ex. 1005) at 2:18-19. Accordingly, the prior art shows that the 

substituted boot processor was known to boot the system. 

Third, a POSITA would have substituted one known element for another. Wolfe Deel. 

(Ex. 1003) ,i 74. For example, it was well within the skill of a POSIT A to merely substitute one 

type of processor for another (e.g., Kalyanasundharam's failed primary processor for Kennedy's 

failed boot processor). Id. 

Fourth, a POSITA would have recognized the results of the substitution as being 

predictable. Wolfe Deel. (Ex. 1003) ,i 75. For example, a POSITA would have recognized that, 

by substituting Kalyanasundharam's failed pnmary processor for Kennedy's failed boot 
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processor, Kalyanasundharam's device would have been able to predictably provide boot 

processor failover. Id 

Use of Known Technique to Improve Similar Devices in the Same Way 

A known technique had been used to improve similar devices in the same way, thereby 

making this technique part of the ordinary capabilities of a PO SITA. Wolfe Deel. (Ex. 1003) ,i 

76. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by showing that (1) the prior art 

disclosed a base device upon which the claimed invention can be seen as an improvement, (2) 

the prior art also disclosed a comparable device that has been improved in the same way as the 

claimed invention, (3) a POSITA could have applied the known improvement technique in the 

same way to the base device, and (4) the results would have been predictable to a POSITA. As 

shown below, the proposed combination of Kalyanasundharam and Kennedy satisfies all the 

prongs of this rationale. 

First, Kalyanasundharam disclosed a base device upon which the claimed invention can 

be seen as an improvement. Wolfe Deel. (Ex. 1003) ,i 77. For example, Kalyanasundharam 

disclosed a device that replaces a failed primary processor with an auxiliary processor in response 

to a detected lockstep mismatch. See, e.g., Kalyanasundharam (Ex. 1007) at 4: 15-18, 13: 15-29. 

Similarly, the claimed invention transfers the role of boot processor to a spare processor in 

response to in response to a detected lockstep mismatch. '781 Patent (Ex. 1001), claim 1. 

Accordingly, to the extent that Kalyanasundharam does not explicitly disclose applying its 

techniques specifically to a "boot processor," an improvement appears to be that the claimed 

invention replaces a failed boot processor, as opposed to a failed primary processor. Wolfe Deel. 

(Ex. 1003) iJ 77. 

Second, the prior art also disclosed a comparable device that has been improved in the 

same way as the claimed invention. Wolfe Deel. (Ex. 1003) ,i 78. For example, Kennedy disclosed 

a comparable device that transfers control from a failed boot processor to an alternate processor. 

See, e.g., Kennedy (Ex. 1005) at 1: 16-19, 2: 15-22, 7:5-13; see also Wolfe Deel. (Ex. 1003) ,i 78. 

Because Kennedy's device transfers control from the failed boot processor to the alternate 

processor, Kennedy's device has been improved relative to Kalyanasundharam's device in the 

same way as the claimed invention. See, e.g., Wolfe Deel. (Ex. 1003) ,i 78. 

Third, a POSIT A would have applied the known improvement technique in the same way 

to the base device. Wolfe Deel. (Ex. 1003) ,i 79. For example, a POSITA would have improved 
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Kalyanasundharam's device by applying Kennedy's technique to fail over a boot processor, as 

opposed to failing over a primary processor. Id. 

Fourth, a POSITA would have recognized the results of the applied improvement 

technique as being predictable. Wolfe Deel. (Ex. 1003) ,i 80. For example, a POSIT A would have 

recognized that, by applying Kennedy's known technique, Kalyanasundharam's device would 

have been able to predictably provide boot processor failover. Id 

Applying a Known Technique to a Known Device Ready for Improvement 

A known technique that is recognized as part of the ordinary capabilities of a POSITA 

would have been applied to a known device ready for improvement to yield predictable results. 

Wolfe Deel. (Ex. 1003) ,i 81. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by 

showing that (1) the prior art disclosed a base device upon which the claimed invention can be 

seen as an improvement, (2) the prior art also disclosed a known technique that is applicable to 

the base device, (3) a POSITA would have recognized that applying the known technique would 

have yielded predictable results, and (4) the predictable results would have improved the base 

device. As shown below, the proposed combination ofKalyanasundharam and Kennedy satisfies 

all the prongs of this rationale. 

First, Kalyanasundharam disclosed a base device upon which the claimed invention can 

be seen as an improvement (if Kalyanasundharam is interpreted to somehow limit its disclosure 

to processors other than "boot processors"). Wolfe Deel. (Ex. 1003) ,i 82. For example, 

Kalyanasundharam disclosed a device that replaces a failed primary processor with an auxiliary 

processor in response to a detected lockstep mismatch. See, e.g., Kalyanasundharam (Ex. 1007) 

at 4:15-18, 13:15-29. Similarly, the claimed invention transfers the role of boot processor to a 

spare processor in response to a detected lockstep mismatch. '781 Patent (Ex. 1001), claim 1. 

Accordingly, an improvement appears to be that the claimed invention replaces a failed boot 

processor, as opposed to a failed primary processor. Wolfe Deel. (Ex. 1003) ,i 82. 

Second, the prior art also disclosed a known technique that is applicable to the base 

device. Wolfe Deel. (Ex. 1003) ,i 83. For example, Kennedy disclosed a known technique for 

transferring control of a device from a failed boot processor to an alternate processor. See, e.g., 

Kennedy (Ex. 1005) at 1:16-19, 2:15-22, 7:5-13; see also Wolfe Deel. (Ex. 1003) ,i 83. Because 

Kennedy's known technique involves transferring control of the device from the failed boot 

processor to the alternate processor, and Kennedy's device is very similar to and includes the 
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same components and functionality as Kalyanasundharam's device, Kennedy's known technique 

is applicable to Kalyanasundharam's device. See, e.g., Wolfe Deel. (Ex. 1003) ,i 83. 

Third, a POSIT A would have recognized that applying the known technique to the base 

device would have yielded predictable results. Wolfe Deel. (Ex. 1003) ,i 84. For example, a 

POSITA would have recognized that applying Kennedy's known technique to 

Kalyanasundharam's device would have yielded predictable results. Id. More specifically, a 

POSITA would have recognized that, by applying Kennedy's known technique, 

Kalyanasundharam's device would have been able to predictably provide boot processor failover. 

Id Moreover, because Kalyanasundharam already disclosed applying the same failover 

technique to processors in general, a POSITA would have expected the application of Kennedy's 

technique on Kalyanasundharam's device to be successful. 

Fourth, the predictable results would have improved the base device. Wolfe Deel. (Ex. 

1003) ,i 85. For example, the predictable results would have improved the reliability of 

Kalyanasundharam's device (e.g., in the event that the boot processor fails). Id 

Some Teaching, Suggestion, or Motivation in the Prior Art Would Have Led a POSITA to 
Combine Prior-Art Teachings to Arrive at the Claimed Invention 

One or more teachings, suggestions, or motivations in Kennedy would have led a 

POSITA to combine the teachings of Kalyanasundharam and Kennedy to arrive at the claimed 

invention. Wolfe Deel. (Ex. 1003) ,i 86. Pursuant to M.P.E.P. § 2143, this rationale is 

demonstrated by showing that (1) there was some teaching, suggestion, or motivation either in 

the references themselves or in the knowledge generally available to one of ordinary skill in the 

art to combine the references' teachings and (2) there was a reasonable expectation of success 

for the combination. As shown below, the proposed combination of Kalyanasundharam and 

Kennedy satisfies all the prongs of this rationale. 

First, Kennedy emphasized and/or reiterated certain teachings, suggestions, and/or 

motivations that would have led a POSITA to combine the teachings ofKalyanasundharam and 

Kennedy in this way. See, e.g., Kennedy (Ex. 1005) at 1:16-19, 2:15-22, 7:5-13; see also Wolfe 

Deel. (Ex. 1003) ,i 87. For example, Kennedy taught that its technique for failing over boot 

processors "provides fault tolerance and high availability for the system." See, e.g., Kennedy (Ex. 

1005) at 2:21-22. Further, Kennedy taught that, "if this 'default' boot processor fails[,]" then an 

alternate processor "should take over boot operations to enhance availability of the system." 
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Kennedy (Ex. 1005) at 7:9-13. Kennedy also taught that, "if one processor fails, provision for 

disabling the non-functional processor and allowing another alternative processor to boot the 

system enhances the availability of the system." Id at 10:4-7. Any or all of these teachings, 

suggestions, and/or motivations from Kennedy would have led a POSITA to combine the 

teachings ofKalyanasundharam and Kennedy in this way. Wolfe Deel. (Ex. 1003) ,i 87. 

Additionally or alternatively, a POSITA would have had the knowledge to combine the 

teachings of Kalyanasundharam and Kennedy so as to enable Kalyanasundharam's system to 

dynamically replace a failed boot processor, as opposed to dynamically replacing a failed primary 

processor. Wolfe Deel. (Ex. 1003) ,i 88. Even disregarding the express teachings, suggestions, 

and/or motivations cited from Kennedy, a POSITA's knowledge alone constitutes a sufficient 

motivation to combine Kalyanasundharam and Kennedy in this way. See, e.g., M.P.E.P. § 

2143.I(G); see also DyStar Textilfarben GmbH & Co. Deutsch/and KG v. C.H. Patrick Co., 464 

F.3d 1356, 1360 (Fed. Cir. 2006). "Because the desire to enhance commercial opportunities by 

improving a product or process is universal-and even common-sensical-we have held that 

there exists in these situations a motivation to combine prior art references even absent any hint 

of suggestion in the references themselves." Id "In such situations, the proper question is whether 

the ordinary artisan possesses knowledge and skills rendering him capable of combining the 

prior art references." Id A POSITA would have possessed the knowledge and skills to combine 

the teachings of Kalyanasundharam and Kennedy in this way. See, e.g., Wolfe Deel. (Ex. 1003) 

iJ 88. 

Second, there was a reasonable expectation of success for the proposed combination of 

Kalyanasundharam and Kennedy. See Wolfe Deel. (Ex. 1003) ,i 88. For example, 

Kalyanasundharam described replacing a failed primary processor with an auxiliary processor. 

See, e.g., Kalyanasundharam (Ex. 1007) at 4:15-18, 13:15-29. Even if Kalyanasundharam did 

not explicitly identify the failed primary processor as having been a boot processor, 

Kalyanasundharam as modified by Kennedy would have rendered boot processor failover 

obvious. See, e.g., Kennedy (Ex. 1005) at 7:5-13. Moreover, Kalyanasundharam's general 

disclosure of a failed primary processor would have been understood to include the boot 

processor of Kalyanasundharam' s fault-tolerant system even though that detail is not explicitly 

stated in Kalyanasundharam. See, e.g., Wolfe Deel. (Ex. 1003) ,i 88. Kalyanasundharam does not 

discourage or otherwise limit its disclosure to processors other than "boot processors," and it was 
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well within the skill of a POSITA to modify Kalyanasundharam's system by Kennedy in the 

manner proposed. See id. Accordingly, the proposed combination of Kalyanasundharam and 

Kennedy, in which Kalyanasundharam's system is modified by Kennedy to achieve dynamic 

replacement of a failed boot processor, would have been reasonably expected to succeed. Id 

F. Ground 2: Safford in view of Kennedy Presents Substantial New Questions 
of Patentability for Claims 1-6 and 9-15 

1. Overview of Safford 

Safford generally described a multi-processor system capable ofrecovering from a loss of 

lockstep detected in connection with a certain processor pair. See, e.g., Safford (Ex. 1004), 

Abstract. As explained in Safford, "to improve reliability of processing assets, a computer system 

employs lock stepped processor cores that operate in a master/check pair." Id at 2:55-57. "Each 

of two processors in the pair processes the same code sequences, and the resulting outputs of the 

processors are compared by a logic circuit located near external interfaces of the two processors." 

Id at 2:57-60. "Any difference in the processor outputs indicates the existence of an error." Id at 

2: 60-63. The configuration of Safford' s system, whose processors operate in lockstep, is illustrated 

in FIG. 2, and is reproduced below for convenience. 
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FIG. 2 
Safford (Ex. 1004), FIG. 2 

Safford's system includes data storage for storing information that assigns different roles 

to the processors. For example, in Safford's system, ''the architected states of each of the 

microprocessors 22 and 24 is copied from the memory 25 into the microprocessors 22 and 24, 

respectively." Id at 2:2-4. "[T]he node controller 130 may store the architected state of the 

processors 111, 113, 121, 123, 125, and 127, either internally in the node controller 130, or in 

another component of the computer system 100." Id at 4:6-10. "The node controller 130 has 

available at all time [sic] a current architected state of the processors to which the node controller 

130 is coupled." Id 

Further, Safford's system includes logic for changing the roles of the processors in 

response to a loss of lockstep. For example, "[u]sing the impending loss of lock step signal, the 

computer system 100 may continue operating (processing) using one of the processors 111 and 

113 that did not experience an error." Id at 3:27-30. In addition, Safford's system recovers from 
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the loss of lockstep by transferring the role of the failed processor pair to a hot standby processor 

pair. For example, Safford described a pair of processors "operating in a lock step mode" that 

"appear to [a] computer system ... to be ... a logical CPU 0." Safford (Ex. 1005) at 3:4-5. 

Safford's "processor 111 signals the node controller 130 that the first processor pair 111/113 has 

broken lock step and that the first processor pair 111/113 should be taken 'off-line."' Id at col. 

4:37-40. Then Safford's "node controller 130 copies the architected state of the first processor pair 

111/113 to the hot standby processor pair 125/127". Id at 4:40-43. After the architected state is 

copied to the hot standby processor pair 125/127, "[t]he processor pair 125/127 ... becomes the 

logical CPU 0 in the computer system 100." Id. at 4:52-54. 

To change the roles of the processors in this way, Safford's system follows the process 

illustrated in FIG. 4, which is reproduced below for convenience. 

C~:~)··,_ z,35 

4 

D(l::CiJ'fl: R.f:CO\/::RY 
{-\CTl(Jl'{fi 

----------- ~ -----~-------
~!:H:'.')::.1r f NU:::D 

P~OCESSOR AND 
D1::SK;NAf~ AS ..-JOT 

;3"fl\N08'i ~•Fwc~::SSOR 

i- .. 
(--" END ·)-· . __ /l:, 
·.___ __ _.,,.. 

FIG. 4 

Safford (Ex. 1004), Fig. 4 

Safford is analogous art to the '781 Patent because Safford is both from the same field of 

endeavor (e.g., providing recovery from failure in a high-availability computing system) as the 

'781 Patent and is reasonably pertinent to a problem faced by the inventors of the '781 Patent (e.g., 

system crashes caused by loss of lockstep). See Wolfe Deel. (Ex. 1003) ,i 91. For example, in 

focusing on "the increased desire for many systems to maintain high availability", the '781 Patent 

notes the problem that "crashing the system each time LOL is detected is not an attractive 
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proposition." Ex. 1001 at 3:16-18. Similarly, in focusing on "improv[ing] availability of the 

processor assets of the computer system", Safford notes that "loss of lock step, if not promptly 

corrected, may cause the computer system 18 to crash." Ex. 1004 at 3:21-22, 1 :45-47. 

2. Overview of Kennedy 

An overview of Kennedy appears above. See supra § I.E.2. That overview is equally 

applicable to Ground 2 and will not be repeated here for the sake of brevity. 

3. Obviousness of the '781 Patent in view of Safford and Kennedy 

Claims 1-6 and 9-15 of the '781 Patent would have been rendered obvious to aPOSITA in 

view of Safford and Kennedy. As will be described below, this conclusion of obviousness is 

supported by a reasonable expectation of success for the proposed combination of Safford and 

Kennedy and various KSR rationales detailed throughout M.P.E.P. § 2143. 

(I) Overview of Motivation to Combine Safford and Kennedy 

As mentioned above, Safford described replacing a failed processor with a hot spare 

processor in response to a loss oflockstep. See, e.g., Safford (Ex. 1004) at 3 :27-30, 4:37-54. Even 

if Safford did not explicitly identify the failed processor as having been the boot processor1, 

Safford as modified by Kennedy would have rendered obvious the application of Safford's 

methods to a boot processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13; Wolfe Deel. (Ex. 1003) ,i 

93. For example, Kennedy described failing over a boot processor to an alternate boot processor. 

See id Accordingly, Safford as modified by Kennedy taught replacing a failed boot processor 

with a hot spare processor in response to a loss of lockstep. 

A person of ordinary skill in the art ("POSIT A") would have been motivated to combine 

the teachings of Safford and Kennedy to improve the reliability of Safford's system (e.g., to 

provide high availability in the event that the boot processor fails). Wolfe Deel. (Ex. 1003) ,i 93. 

For example, a POSITA would have been motivated to modify Safford's system, which 

implements general processor failover, by Kennedy's specific teachings about boot processor 

failover. Wolfe Deel. (Ex. 1003) ,i 93. A POSITA would have been motivated to do so because 

1 Requester notes that Safford did disclose a boot processor in the form of"logical CPU 0". See, e.g., Safford (Ex. 
1005) at 3:4-5, 4:52-54; see also Wolfe Deel. (Ex. 1003) ,r XX. Safford opted for the designator "logical CPU 0," 
which was commonly used to refer to a system's boot processor, instead of using the word "boot processor" itself. 
See, e.g., Safford (Ex. 1005) at 3:4-5, 4:52-54; see also Wolfe Deel. (Ex. 1003) ,r XX. 
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Kennedy's failover capabilities would provide Safford's system with additional fault tolerance 

and high availability (e.g., in the event that the boot processor fails). Wolfe Deel. (Ex. 1003) ,i 

93. Indeed, a POSITA would have recognized the obvious benefits and advantages of enabling 

Safford's system to dynamically replace a failed boot processor, especially in view of Kennedy's 

express suggestion that doing so "provides fault tolerance and high availability." Kennedy (Ex. 

1005) at 2:21-22; see also Wolfe Deel. (Ex. 1003) ,i 93. Consistent with the Supreme Court's 

holding in KSR, the rationales provided below further support this conclusion of obviousness. 

(11) Reasonable Expectation of Success 

There would have been a reasonable expectation of success for the proposed combination 

of Safford and Kennedy. Wolfe Deel. (Ex. 1003) ,i 94. For example, Safford described replacing 

a failed processor with a hot spare processor. See, e.g., Safford (Ex. 1004) at 3:27-30, 4:37-54. 

Even if Safford did not explicitly identify the failed processor as having been a boot processor, 

Safford as modified by Kennedy would have rendered obvious the application of Safford's 

methods to a boot processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. Moreover, Safford's failed 

processor could have been the boot processor of Safford's system even though that detail is not 

explicitly stated in Safford. See, e.g., Wolfe Deel. (Ex. 1003) ,i 95. Indeed, and as explained in 

detail above, a boot processor was a common component of computer systems, such as Safford's 

system. See supra § I.C.2. Because a boot processor was a common component in computer 

systems (e.g., Safford's system) and Kennedy's teachings are specifically directed to failing over 

the boot processor, the proposed combination of Safford and Kennedy would have been expected 

to succeed. See, e.g., Wolfe Deel. (Ex. 1003) ,i 95. It was well within the skill of a POSITA to 

modify Safford's system by Kennedy in the manner proposed, and Safford did not teach away 

from or discourage applying such a modification. See, e.g., Wolfe Deel. (Ex. 1003) ,i 95. That is, 

Safford does not limit or otherwise discourage application ofits techniques to a "boot processor." 

Accordingly, the proposed combination of Safford and Kennedy, in which Safford's system is 

modified by Kennedy to achieve dynamic replacement of a failed boot processor, would have 

been reasonably expected to succeed. Id 

(111) KSR Rationales 

Consistent with the Supreme Court's holding inKSR and M.P.E.P. § 2143, the following 

rationales further support this conclusion of obviousness in view of Safford and Kennedy. 
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Combining Prior-Art Elements According to Known Methods to Yield Predictable Results 

A POSIT A would have combined the teachings of Safford and Kennedy according to 

known methods to yield predictable results. Wolfe Deel. (Ex. 1003) ,i 97. Pursuant to M.P.E.P. § 

2143, this rationale is demonstrated by showing that (1) the prior art disclosed each element 

claimed, (2) aPOSITA would have combined the prior-art elements by known methods, (3) each 

prior-art element performs the same function in isolation and in the combination, and ( 4) a 

POSITA would have recognized the results of the proposed combination as being predictable. 

As shown below, the proposed combination of Safford and Kennedy satisfies all the prongs of 

this rationale. 

First, the combination of Safford and Kennedy disclosed each element recited in the 

applicable claims. See, e.g., Appendix B (Ex. BB). 

Second, a POSITA would have combined the prior-art elements by known methods. 

Wolfe Deel. (Ex. 1003) ,i 97. For example, Safford described a system that replaces a failed 

processor with a hot spare processor. See, e.g., Safford (Ex. 1004) at 3:27-30, 4:37-54. Kennedy 

described failing over boot processors to spare processors. See, e.g., Kennedy (Ex. 1005) at 1: 16-

19, 2: 15-22, and 7:5-13. Specifically, Kennedy disclosed a known method for transferring the 

role of boot processor to a spare processor. See id and Wolfe Deel. (Ex. 1003) ,i XX. A POSIT A 

would have understood Safford as disclosing a boot processor and failing over the same to a hot 

spare processor. See supra§ I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 97. However, to the extent 

that Safford is interpreted to not explicitly disclose a "boot processor", a POSITA would have 

combined Safford's system with Kennedy's boot processor by the method disclosed in Kennedy 

to transfer the role of boot processor to Safford's hot spare processor. Wolfe Deel. (Ex. 1003) ,i 

97. 

Third, each prior-art element performs the same function in isolation and in the 

combination. Wolfe Deel. (Ex. 1003) ,i 98. For example, in isolation Safford's system replaces a 

failed processor with a hot spare processor, and Kennedy's system automatically transfers the 

role of boot processor to a spare processor in response to a detected failure. Id And the combined 

Safford-Kennedy system would transfer the role of a failed boot processor to a hot spare 

processor, performing the same failover function that each element performed in isolation. 

Accordingly, the functions performed by the prior-art elements do not change from the individual 

Safford and Kennedy references to the proposed combination. 
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Fourth, a POSITA would have recognized the results of the proposed combination as 

being predictable. Wolfe Deel. (Ex. 1003) ,i 99. For example, a POSITA would have recognized 

that, by replacing Safford's failed processor with Kennedy's failed boot processor, Safford's 

system would have been able to predictably provide boot processor failover, as opposed to just 

general processor failover. Id 

Simple Substitution of One Known Element for Another to Obtain Predictable Results 

A POSITA would have performed a simple substitution of Safford's processor with 

Kennedy's boot processor to obtain predictable results. Wolfe Deel. (Ex. 1003) ,i 100. Pursuant 

to M.P.E.P. § 2143, this rationale is demonstrated by showing that (1) the prior art disclosed a 

device that differed from the claimed device by the substitution of some components with other 

components, (2) the substituted components and their functions were known in the art, (3) a 

POSITA could have substituted one known element for another, and (4) the results of the 

substitution would have been predictable. As shown below, the proposed combination of Safford 

and Kennedy satisfies all the prongs of this rationale. 

First, to the extent that Safford is interpreted as differing from the claim limitations of the 

'781 Patent, Safford disclosed a device that differed from the claimed device by the substitution 

of some components with other components. For example, Safford disclosed a device that 

replaces a failed processor with a hot spare processor in response to a loss of lockstep. See, e.g., 

Safford (Ex. 1004) at 3:27-30, 4:37-54. Similarly, the claimed device transfers the role of boot 

processor to a spare processor in response to a loss of lockstep. See '781 Patent (Ex. 1001), 

claim 1. Accordingly, to the extent that Safford is not interpreted as explicitly disclosing a "boot 

processor," the substitution of Safford's failed processor with a failed boot processor would 

obviate the difference between Safford and the claimed device. Wolfe Deel. (Ex. 1003) ,i 101. 

Second, the substituted components and their functions were known in the art. Wolfe 

Deel. (Ex. 1003) ,i 102. For example, the substituted boot processor from Kennedy and its 

functions were known in the art. See, e.g., Kennedy (Ex. 1005) at 1:16-19, 2:15-22, 7:5-13; see 

also Wolfe Deel. (Ex. 1003) ,i 102. As described in Kennedy, a "default boot CPU is designated 

to boot the system." Kennedy (Ex. 1005) at 2:18-19. Accordingly, the prior art shows that the 

substituted boot processor was known to boot the system. 

Third, a POSITA would have substituted one known element for another. Wolfe Deel. 

(Ex. 1003) ,i 103. For example, it was well within the skill of a POSIT A to merely substitute one 
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type of processor for another (e.g., Safford's failed processor for Kennedy's failed boot 

processor). Id 

Fourth, a POSITA would have recognized the results of the substitution as being 

predictable. Wolfe Deel. (Ex. 1003) ,i 104. For example, a POSITA would have recognized that, 

by substituting Safford's failed processor for Kennedy's failed boot processor, Safford's device 

would have been able to predictably provide boot processor failover. Id 

Use of Known Technique to Improve Similar Devices in the Same Way 

A known technique had been used to improve similar devices in the same way, thereby 

making this technique part of the ordinary capabilities of a POSIT A. Wolfe Deel. (Ex. 1003) ,i 

105. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by showing that (1) the prior art 

disclosed a base device upon which the claimed invention can be seen as an improvement, (2) 

the prior art also disclosed a comparable device (method, or product that is not the same as the 

base device) that has been improved in the same way as the claimed invention, (3) a POSITA 

could have applied the known improvement technique in the same way to the base device, and 

(4) the results would have been predictable to a POSITA. As shown below, the proposed 

combination of Safford and Kennedy satisfies all the prongs of this rationale. 

First, Safford disclosed a base device upon which the claimed invention can be seen as 

an improvement. Wolfe Deel. (Ex. 1003) ,i 106. For example, Safford disclosed a device that 

replaces a failed processor with a hot spare processor in response to a loss of lockstep. See, e.g., 

Safford(Ex. 1004) at 3:27-30, 4:37-54. Similarly, the claimed invention transfers the role of boot 

processor to a spare processor in response to a loss oflockstep. See '781 Patent (Ex. 1001), claim 

1. Accordingly, to the extent that Safford does not explicitly disclose applying its techniques 

specifically to a "boot processor," an improvement appears to be that the claimed invention 

replaces a failed boot processor, as opposed to a failed general processor, with a hot spare. Wolfe 

Deel. (Ex. 1003) ,i 106. 

Second, the prior art also disclosed a comparable device that has been improved in the 

same way as the claimed invention. Wolfe Deel. (Ex. 1003) ,i 107. For example, Kennedy 

disclosed a comparable device, method, or product that transfers control from a failed boot 

processor to an alternate processor. See, e.g., Kennedy (Ex. 1005) at 1:16-19, 2:15-22, and 7:5-

13; see also Wolfe Deel. (Ex. 1003) ,i 107. Because Kennedy's device transfers control from the 

failed boot processor to the alternate processor, Kennedy's device has been improved relative to 
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Safford's device in the same way as the claimed invention. See, e.g., Wolfe Deel. (Ex. 1003) ,i 

107. 

Third, a POSIT A would have applied the known improvement technique in the same way 

to the base device. Wolfe Deel. (Ex. 1003) ,i 108. For example, a POSITA would have improved 

Safford's device by applying Kennedy's technique to fail over a boot processor, as opposed to 

failing over a general processor. Id. 

Fourth, a POSITA would have recognized the results of the applied improvement 

technique as being predictable. Wolfe Deel. (Ex. 1003) ,i 109. For example, a POSITA would 

have recognized that, by applying Kennedy's known technique, Safford's device would have 

been able to predictably provide boot processor failover. Id 

Applying a Known Technique to a Known Device Ready for Improvement 

A known technique that is recognized as part of the ordinary capabilities of a POSITA 

would have been applied to a known device ready for improvement to yield predictable results. 

Wolfe Deel. (Ex. 1003) ,i 110. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by 

showing that (1) the prior art disclosed a base device upon which the claimed invention can be 

seen as an improvement, (2) the prior art also disclosed a known technique that is applicable to 

the base device, (3) a POSITA would have recognized that applying the known technique would 

have yielded predictable results, and (4) the predictable results would have improved the base 

device. As shown below, the proposed combination of Safford and Kennedy satisfies all the 

prongs of this rationale. 

First, Safford disclosed a base device upon which the claimed invention can be seen as 

an improvement (if Safford is interpreted to somehow limit its disclosure to processors other than 

"boot processors"). Wolfe Deel. (Ex. 1003) ,i 111. For example, Safford disclosed a device that 

replaces a failed processor with a hot spare processor in response to a loss of lockstep. See, e.g., 

Safford (Ex. 1004) at 3:27-30; 4:37-54. Similarly, the claimed invention transfers the role of boot 

processor to a spare processor in response to a loss oflockstep. '781 Patent (Ex. 1001), claim 1. 

Accordingly, an improvement appears to be that the claimed invention replaces a failed boot 

processor, as opposed to a failed general processor, with a hot spare. Wolfe Deel. (Ex. 1003) ,i 

111. 

Second, the prior art also disclosed a known technique that is applicable to the base 

device. Wolfe Deel. (Ex. 1003) ,i 112. For example, Kennedy disclosed a known technique for 
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transferring control of a device from a failed boot processor to an alternate processor. See, e.g., 

Kennedy (Ex. 1005) at 1: 16-19, 2: 15-22, 7:5-13; see also Wolfe Deel. (Ex. 1003) ,i XX. Because 

Kennedy's known technique involves transferring control of the device from the failed boot 

processor to the alternate processor and Kennedy's device is very similar to and includes the 

same components and functionality as Safford's device, Kennedy's known technique is 

applicable to Safford's device. See, e.g., Wolfe Deel. (Ex. 1003) ,i 112. 

Third, a POSIT A would have recognized that applying the known technique to the base 

device would have yielded predictable results. Wolfe Deel. (Ex. 1003) ,i 113. For example, a 

POSITA would have recognized that applying Kennedy's known technique to Safford's device 

would have yielded predictable results. Id. More specifically, a POSITA would have recognized 

that, by applying Kennedy's known technique, Safford's device would have been able to 

predictably provide boot processor failover. Id Moreover, because Safford already disclosed 

applying the same fail over technique to processors in general, a POSIT A would have reasonably 

expected the application of Kennedy's technique on Safford's device to be successful. 

Fourth, the predictable results would have improved the base device. Wolfe Deel. (Ex. 

1003) ,i 114. For example, the predictable results would have improved the reliability of Safford's 

device (e.g., in the event that the boot processor fails). Id 

Some Teaching, Suggestion, or Motivation in the Prior Art Would Have Led a POSITA to 
Combine Prior-Art Teachings to Arrive at the Claimed Invention 

One or more teachings, suggestions, or motivations in Nguyen and Fox would have led a 

POSITA to combine the teachings of Safford and Kennedy to arrive at the claimed invention. 

Wolfe Deel. (Ex. 1003) ,i 115. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by 

showing that (1) there was some teaching, suggestion, or motivation either in the references 

themselves or in the knowledge generally available to one of ordinary skill in the art to combine 

the references' teachings and (2) there was a reasonable expectation of success for the 

combination. As shown below, the proposed combination of Safford and Kennedy satisfies all 

the prongs of this rationale. 

First, Kennedy emphasized and/or reiterated certain teachings, suggestions, and/or 

motivations that would have led a PO SITA to combine the teachings of Safford and Kennedy in 

this way. See, e.g., Kennedy (Ex. 1005) at 1: 16-19, 2: 15-22, 7:5-13; see also Wolfe Deel. (Ex. 

1003) ,i 116. For example, Kennedy taught that its technique for failing over boot processors 
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"provides fault tolerance and high availability for the system." See, e.g., Kennedy (Ex. 1005) at 

2:21-22; see also Wolfe Deel. (Ex. 1003) ,i XX. Further, Kennedy taught that, "if this 'default' 

boot processor fails[,]" then an alternate processor "should take over boot operations to enhance 

availability of the system." Kennedy (Ex. 1005) at 7:9-13. Kennedy also taught that, "if one 

processor fails, provision for disabling the non-functional processor and allowing another 

alternative processor to boot the system enhances the availability of the system." Id at 10:4-7. 

Any or all of these teachings, suggestions, and/or motivations from Kennedy would have led a 

POSITA to combine the teachings of Safford and Kennedy in this way. Wolfe Deel. (Ex. 1003) 

iJ 116. 

Additionally or alternatively, a POSITA would have had the knowledge to combine the 

teachings of Safford and Kennedy so as to enable Safford's system to dynamically replace a 

failed boot processor, as opposed to dynamically replacing a failed general processor. Wolfe Deel. 

(Ex. 1003) ,i 117. Even disregarding the express teachings, suggestions, and/or motivations cited 

from Kennedy, a POSITA's knowledge alone constitutes a sufficient motivation to combine 

Safford and Kennedy in this way. See, e.g., M.P.E.P. § 2143.I(G); see also DyStar Textilfarben 

GmbH & Co. Deutsch/and KG v. C.H. Patrick Co., 464 F.3d 1356, 1360 (Fed. Cir. 2006). 

"Because the desire to enhance commercial opportunities by improving a product or process is 

universal-and even common-sensical-we have held that there exists in these situations a 

motivation to combine prior art references even absent any hint of suggestion in the references 

themselves." Id "In such situations, the proper question is whether the ordinary artisan possesses 

knowledge and skills rendering him capable of combining the prior art references." Id A 

POSIT A would have possessed the knowledge and skills to combine the teachings of Safford and 

Kennedy in this way. See, e.g., Wolfe Deel. (Ex. 1003) ,i,i 117, 118. 

Second, there was a reasonable expectation of success for the proposed combination of 

Safford and Kennedy. Wolfe Deel. (Ex. 1003) ,i 118. For example, Safford described replacing a 

failed processor with a hot spare processor. See, e.g., Safford (Ex. 1004) at 3:27-30, 4:37-54. 

Even if Safford did not explicitly identify the failed processor as having been a boot processor, 

Safford as modified by Kennedy would have rendered obvious the application of Safford's 

methods to a boot processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. Moreover, Safford's general 

disclosure of failed processors would have been understood to include the boot processor of 

Safford's system even though that detail is not explicitly stated in Safford. See, e.g., Wolfe Deel. 

41 

Page 848 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

(Ex. 1003) ,i 118. Safford does not discourage or otherwise limit its disclosure to processors other 

than "boot processors," and it was well within the skill of a POSIT A to modify Safford' s system 

by Kennedy in the manner proposed. See, e.g., Wolfe Deel. (Ex. 1003) ,i 118. Accordingly, the 

proposed combination of Safford and Kennedy, in which Safford's system is modified by 

Kennedy to achieve dynamic replacement of a failed boot processor, would have been reasonably 

expected to succeed. Id 

G. Ground 3: Kennedy in view of Nguyen and Fox Presents Substantial New 
Questions of Patentability for Claims 1-30 

1. Overview of Kennedy 

An overview of Kennedy appears above. See supra § I.E.2. That overview is equally 

applicable to Ground 3 and will not be repeated here for the sake of brevity. 

2. Overview of Nguy en 

Nguyen generally described a processor that includes first and second execution cores that 

operate in functional redundancy checking (FRC) mode. Ex. 1008, Abstract. As explained in 

Nguyen, a "single processor enabled for FRC may include replicated instruction execution cores 

on which the same instruction code is run." Id ,i [0006]. "In FRC mode, one of execution cores 

120 may be designated as the master. The master refers to the execution core that is responsible 

for updating the resources shared by execution cores 120." Id ,i [0027]. "The other execution core 

120 may be designated as the slave. The slave is responsible for generating results from the same 

code sequence to be checked against those of the master." Id 

Nguyen's processor implements multiple "[e]xecution cores 120 [that] operate in lock step 

during normal FRC mode." Id. ,i [0024]. The configuration of Nguyen's processor, whose 

execution cores 120 operate in lockstep, is illustrated in FIG. 1 and is reproduced below for 

convemence. 
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Also, Nguyen's processor includes data storage for storing information that assigns 

different roles to the execution cores. For example, Nguyen's processor maintains "a bit in a status 

register of each execution core 120 ... to indicate its status as master or slave. The bit may be set, 

for example, when the system is booted or reset." Id 1 [0047]. "[T]he master/slave status of an 

execution may be changed dynamically to allow recovery for an error in either core." Id. 

Further, Nguyen's processor includes logic for changing the roles of the execution cores in 

response to a loss of lockstep. For example, "[i]f the error originates in the master core rather than 

the slave core, recovery may be handled by changing the master/slave designations of the 

execution cores." Id 1 [0054]. Nguyen notes that such errors result in a loss of lockstep. 

43 

Page 850 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

Specifically, "for PRC-enabled processors, such errors are likely to be manifested as FRC errors, 

since they take the execution cores out oflock-step." Id ,i [0008]. 

Nguyen is analogous art to the '781 Patent. For example, Nguyen is from the same field of 

endeavor (e.g., providing recovery from failure in a high-availability computing system) and is 

reasonably pertinent to a problem faced by the inventors of the '781 Patent (e.g., silent data 

corruption). Wolfe Deel. (Ex. 1003) ,i 121. For example, as described in the '781 Patent, "Silent 

Data Corruption ('SDC') is a difficult problem in the computing industry." Ex. 1001 at 3:16-18. 

Similarly, as described in Nguyen, "[e]rrors that are not detected at the FRC boundary can lead to 

SDC." Ex. 1007 iJ [0006]. Moreover, the '781 Patent elaborates on a common source of the SDC 

problem by noting that "a charged particle (e.g., alpha particle or cosmic ray) strikes a region of a 

computing system and causes some bits to change value (e.g., from a Oto a 1 or from a 1 to a 0)." 

Ex. 1001 at 1 :56-64. Like the '781 Patent, Nguyen also elaborated on the same source of the SDC 

problem by noting that soft errors, which pose a major challenge to both high reliability and high 

availability, "result from collisions between high-energy particles, e.g. alpha particles, and charge 

storing nodes." Ex. 1007 iJ [0004]. 

3. Overview of Fox 

Fox generally described a multiprocessor system capable of dynamically replacing a failed 

processor with a hot-spare processor that remains idle and/or off until the failed processor is 

detected. Ex. 1006, Abstract. As explained in Fox, a "multiprocessor computer system (MP) [is 

provided] with a spare processor that is initially held-off and is later brought into the group of 

executing processors whenever one of the main processors is detected as failing." Id. at 4: 11-16. 

Fox's MP "provides a substantially seamless transfer of executing processes from the failing 

processor to the replacement processor, without halting the execution of the operating system (OS) 

and/or applications of the overall MP." Id. at 4: 16-20. "That is, a failing processor is able to 

autonomically fail-over to a hot-spare processor without affecting the OS or executing 

applications." Id. at 4:20-23. 

Fox's MP includes multiple main processors that operate in lockstep by processing the 

same application code and OS operations. For example, Fox's MP begins by setting up the BIOS 

and "installing the main processors, PO and Pl". Id. at col. 7, lines 53-55. "The primary processors 

commence processing application code and OS operations on the MP". Id at 7:60-62. "[T]he 

application code and OS continue processing on the processors that are now functional (i.e., the 
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other main processor and the spare processor)". Id at 8: 15-20. "Notably, for this seamless transfer 

to be possible, all processors in the system must be identical or process instructions in an 

identical manner." Id at 8:20-22. The configuration of Fox's MP, whose processors operate in 

lockstep, is illustrated in FIG. 1 and is reproduced below for convenience. 
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Also, Fox's "system monitors the processors for a detection of failure." Id. at 7:62-63. "If 

failure is detected ... the receipt of a processor fault SMI by the OS immediately activates a switch 

over response to replace the failing processor with the spare processor." Id. at 8:3-6. "The spare 

processor is brought out of the held-off state." Id. at 8: 6-7. Fox's MP then updates the 

configurations of the OS and bus controllers to "reflect a processor change from the failing 

processor to the spare processor." Id. at 8: 11-15. To change the role of a processor from hot spare 

to primary in this way, Fox's system follows the process illustrated in FIG. 3, which is reproduced 

below for convenience. 
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Fox is analogous art to the '781 Patent because Fox is from the same field of endeavor 

(e.g., providing recovery from failure in a high-availability computing system) and is reasonably 

pertinent to a problem faced by the inventors of the '781 Patent (e.g., suspension of processing 

during the replacement of a failed processor). Wolfe Deel. (Ex. 1003) ,i 123. More specifically, the 
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'781 Patent identifies the problem of"requiring that the system be interrupted (e.g., shutdown and 

restarted, or crashed)" when changing the role of a boot processor due to failure. '781 Patent (Ex. 

1001) at 18:32-36. Similarly, Fox notes the problem of"the system having to suspend processing" 

when providing a replacement processor due to failure. Fox (Ex. 1006) at 2:60-62. 

3. Obviousness of the '781 Patent in view of Kennedy in view of Nguyen 

and Fox 

Claims 1-30 of the '781 Patent would have been obvious to aPOSITA in view of Kennedy, 

Nguyen, and Fox. As will be described below, this conclusion of obviousness is supported by one 

or more motivations to combine Kennedy, Nguyen, and Fox as proposed, a reasonable expectation 

of success for the proposed combination of Kennedy, Nguyen, and Fox and various KSR rationales 

detailed throughout M.P.E.P. § 2143. 

(I) Overview of Motivation to Combine Kennedy, Nguyen, and Fox as 

Proposed 

As mentioned above, Kennedy described failing over a boot processor to an alternate boot 

processor in response to a failure of the boot processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. 

For example, Kennedy states that "one default boot CPU is designated to boot the system, and if 

this CPU fails, control transfers automatically to an alternate processor." Id at 2: 17-21. Even if 

Kennedy did not explicitly describe failing over the boot processor in response to a loss of 

lockstep for the boot processor, Kennedy as modified by Nguyen would have rendered such a 

technique obvious. See, e.g., Nguyen (Ex. 1008), pars. [0008], [0054]-[0055]. For example, 

Nguyen described failing over a master execution core to a slave execution core in response to a 

functional redundancy checking (FRC) error (e.g., loss of lockstep) detected in the master 

execution core. See id In view of Nguyen's teachings regarding failing over from one core to 

another in response to a loss of lockstep, a POSITA would have been motivated to modify 

Kennedy to fail over from the boot processor to the alternate processor in response to a loss of 

lockstep in the boot processor. See Wolfe Deel. (Ex. 1003) ,i 125. That Kennedy uses the term 

"processor" and Nguyen uses the term "core" does not change this since a POSITA would have 

recognized that, to the extent any difference exists, "processors" and "cores" are corresponding 

components whose differences do not implicate the combination. See Wolfe Deel. (Ex. 1003) ,i 

126. The '781 Patent itself even admits as much as it describes its processors as being cores. See, 
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e.g., '781 Patent (Ex. 1001) at 6: 13-19. For example, the '781 Patent notes that "[s]ystem 10 

includes OS 11, as well as master processor 12A and slave processor 12B (collectively referred 

to as a lockstep processor pair 12)." See id at 6:13-15. The '781 Patent further notes that "the 

lockstep processor pair 12 may be implemented on a single silicon chip, which is referred to as a 

'dual core processor' in which master processor 12A is a first core and slave processor 12B is a 

second core." See id at 6: 15-19. 

Even if neither Kennedy nor Nguyen explicitly described the alternate processor as being 

a hot spare processor that is held in reserve, Kennedy as modified by Nguyen and Fox would 

have rendered obvious such a hot spare processor. See, e.g., Fox (Ex. 1006), Abstract. For 

example, Fox described failing over a processor to a hot spare processor. See id Accordingly, 

Kennedy as modified by Nguyen and Fox taught replacing a failed boot processor with a hot 

spare processor in response to an FRC error detected in the boot processor. 

A POSIT A would have been motivated to combine the teachings of Kennedy, Nguyen, 

and Fox to improve the reliability of Kennedy's system (e.g., by failing over the boot processor 

to a hot spare processor in response to a loss of lockstep). Wolfe Deel. (Ex. 1003) ,i 127. For 

example, a POSIT A would have been motivated to modify Kennedy's system, which implements 

boot processor failover, by Nguyen's teachings about detecting a loss of lockstep. See id. A 

POSIT A would have been motivated to do so because Nguyen's capabilities of initiating fail over 

in response to a loss oflockstep would provide Kennedy's system with additional fault tolerance 

and high availability (e.g., in the event that the boot processor fails during runtime). Wolfe Deel. 

(Ex. 1003) ,i 129. Indeed, a POSITA would have recognized the obvious benefits and advantages 

of enabling Kennedy's system to dynamically fail over boot processors in response to a loss of 

lockstep, especially in view of Kennedy's express objective of "provid[ing] fault tolerance and 

high availability." Kennedy (Ex. 1005) at 2:21-22; see also Wolfe Deel. (Ex. 1003) ,i 130. 

Moreover, a POSITA would have been motivated to further modify Kennedy's system 

by Fox's teachings about a hot spare processor that is held idly in reserve. Wolfe Deel. (Ex. 1003) 

,i 131. A POSITA would have been motivated to do so because Fox's hot spare processor would 

enable Kennedy's system to seamlessly transfer executing processes from the failing master 

execution core to a hot spare processor without affecting the operating system (OS), the 

applications running on Nguyen's system, or the high availability of Kennedy's system. Wolfe 

Deel. (Ex. 1003) ,i 132. Indeed, a POSITA would have recognized the obvious benefits and 
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advantages of providing Kennedy's system with a hot spare processor, especially in view of 

Fox's express suggestion that "a failing processor is able to automatically fail-over to a hot-spare 

processor without affecting the OS or executing applications." Fox (Ex. 1006) at 4:20-23; see 

also Wolfe Deel. (Ex. 1003) ,i 133. Consistent with the Supreme Court's holding in KSR, the 

rationales provided below further support this conclusion of obviousness. 

(11) Reasonable Expectation of Success 

A POSIT A would have had a reasonable expectation of success in combining the 

teachings of Kennedy, Nguyen, and Fox. Wolfe Deel. (Ex. 1003) ,i 134. For example, Kennedy 

described failing over a boot processor to an alternate boot processor. See, e.g., Kennedy (Ex. 

1005) at 7: 5-13. Even if Kennedy did not explicitly describe detecting a loss oflockstep, Kennedy 

as modified by Nguyen would have rendered such a technique obvious. See, e.g., Nguyen (Ex. 

1008), pars. [0008], [0054]-[0055]. For example, Nguyen described detecting a functional 

redundancy checking (FRC) error (e.g., loss of lockstep) in a master execution core. See id. As 

mentioned above, the '781 Patent describes such cores as each being an example of a processor. 

See, e.g., '781 Patent (Ex. 1001) at 6: 13-19. Because Kennedy's teachings are directed to failing 

over the boot processor and Nguyen describes a loss of lockstep as triggering such processor 

failover, the proposed combination of Kennedy and Nguyen would have been expected to 

succeed. See, e.g., Wolfe Deel. (Ex. 1003) ,i 135. It was well within the skill of a POSITA to 

modify Kennedy's system by Nguyen in the manner proposed, and Kennedy did not teach away 

from or discourage applying such a modification. See, e.g., Wolfe Deel. (Ex. 1003) ,i 136. That 

is, Kennedy does not limit or otherwise discourage application of its techniques from being 

triggered by a loss of lockstep. 

Moreover, even if neither Kennedy nor Nguyen explicitly identified the alternate 

processor as being a hot spare processor that is held in reserve, Kennedy as modified by Nguyen 

and Fox would have rendered obvious such a hot spare processor. See, e.g., Fox (Ex. 1006), 

Abstract. It was well within the skill of a POSITA to further modify Kennedy's system by Fox 

in the manner proposed, and Kennedy did not teach away from or discourage applying such a 

further modification. See, e.g., Wolfe Deel. (Ex. 1003) ,i 138. That is, Kennedy does not limit or 

otherwise discourage application of its techniques to a "hot spare processor." Accordingly, the 

proposed combination of Kennedy, Nguyen, and Fox-in which Kennedy's system is modified 

by Nguyen and Fox to achieve dynamically replacing a failed boot processor with a hot spare 
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processor in response to a loss of lockstep-would have been reasonably expected to succeed. 

Id 

(111) KSR Rationales 

Consistent with the Supreme Court's holding in KSR, the following rationales further 

support this conclusion of obviousness in view of Kennedy, Nguyen, and Fox. 

Combining Prior-Art Elements According to Known Methods to Yield Predictable Results 

A POSITA would have combined the teachings of Kennedy, Nguyen, and Fox according 

toknownmethodstoyieldpredictableresults. Wolfe Deel. (Ex. 1003),i 140. PursuanttoM.P.E.P. 

§ 2143, this rationale is demonstrated by showing that (1) the prior art disclosed each element 

claimed, (2) a POSIT A could have combined the prior-art elements by known methods, (3) each 

prior-art element performs the same function in isolation and in the combination, and ( 4) a 

POSITA would have recognized the results of the proposed combination as being predictable. 

As shown below, the proposed combination of Kennedy, Nguyen, and Fox satisfies all the prongs 

of this rationale. 

First, the combination of Kennedy, Nguyen, and Fox disclosed each element recited in 

the applicable claims. See, e.g., Appendix C (Ex. CC). 

Second, a POSITA would have combined the prior-art elements by known methods. 

Wolfe Deel. (Ex. 1003) ,i 142. For example, Kennedy described failing over boot processors to 

spare processors. See, e.g., Kennedy (Ex. 1005) at 1: 16-19, 2: 15-22, 7:5-13; see also Wolfe Deel. 

(Ex. 1003) ,i 142. Nguyen described detecting a loss oflockstep in a master execution core. See, 

e.g., Nguyen (Ex. 1008), pars. [0008], [0054]-[0055]; see also Wolfe Deel. (Ex. 1003) ,i 142. A 

POSIT A would have combined Kennedy's system with Nguyen's known methods to transfer the 

role of boot processor to the alternate processor in response to a loss of lockstep for the boot 

processor. Wolfe Deel. (Ex. 1003) ,i 142. Moreover, Fox described a multiprocessor system that 

replaces a failed processor with a hot spare processor. See, e.g., Fox (Ex. 1006), Abstract. 

Specifically, Fox disclosed a known method for failing over to a hot spare processor. See id; see 

also Wolfe Deel. (Ex. 1003) ,i 142. A POSIT A would have further combined Kennedy's modified 

system with Fox's hot spare processor by the methods disclosed in Fox to perform the boot 

processor failover without affecting Kennedy's OS or corresponding applications. Wolfe Deel. 

(Ex. 1003) iJ 142. 

50 

Page 857 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

Third, each prior-art element performs the same function in isolation and in the 

combination. Wolfe Deel. (Ex. 1003) ,i 143. For example, in isolation and in the combination, 

Kennedy's system automatically transfers the role of boot processor to a spare processor in 

response to a detected failure, Nguyen's system detects a loss of lockstep, and Fox's system 

replaces a failed processor with a hot spare processor. Id Accordingly, the functions performed 

by the prior-art elements do not change from the individual Kennedy, Nguyen, and Fox 

references to the proposed combination. 

Fourth, a POSITA would have recognized the results of the proposed combination as 

being predictable. Wolfe Deel. (Ex. 1003) ,i 144. For example, a POSIT A would have recognized 

that, by failing over Kennedy's boot processor to Fox's hot spare processor in response to 

Nguyen's detection of a loss of lockstep, Kennedy's modified system would have been able to 

predictably fail over the boot processor to the hot spare processor in response to a loss oflockstep. 

Wolfe Deel. (Ex. 1003) ,i 144. 

Simple Substitution of One Known Element for Another to Obtain Predictable Results 

A POSIT A would have performed a simple substitution of Kennedy's detection of a boot 

processor failure with Nguyen's detection of a loss of lockstep and a simple substitution of 

Kennedy's alternate processor with Fox's hot spare processor to obtain predictable results. Wolfe 

Deel. (Ex. 1003) ,i 145. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by showing 

that (1) the prior art disclosed a device that differed from the claimed device by the substitution 

of some components with other components, (2) the substituted components and their functions 

were known in the art, (3) a POSITA could have substituted one known element for another, and 

( 4) the results of the substitution would have been predictable. As shown below, the proposed 

combination of Kennedy, Nguyen, and Fox satisfies all the prongs of this rationale. 

First, Kennedy disclosed a device that replaces the boot processor with an alternate 

processor in response to a failure of the boot processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. 

Similarly, the claimed device transfers the role of boot processor to a hot spare processor in 

response to a detected error. '781 Patent (Ex. 1001), claim 1. Accordingly, the substitution of 

Kennedy's detection of a boot processor failure with a detection of a loss of lockstep and the 

substitution of Kennedy's alternate processor with a hot spare processor would obviate the 

difference between Kennedy and the claimed device. Wolfe Deel. (Ex. 1003) ,i 146. 

Second, the substituted components and their functions were known in the art. Wolfe 
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Deel. (Ex. 1003) ,i 147. For example, the substituted detection of a loss oflockstep from Nguyen, 

the substituted hot spare processor from Fox, and their corresponding functions were known in 

the art. See, e.g., Nguyen (Ex. 1008), pars. [0008], [0054]-[0055]; see also Fox (Ex. 1006), 

Abstract; see also Wolfe Deel. (Ex. 1003) ,i 147. As described in Nguyen, "[e]xecution cores 120 

operate in lock step," and "a discrepancy is detected." Nguyen (Ex. 1008), pars. [0024], [0008]. 

As described in Fox, one processor "is initially provided as a reserve ( or hot-spare) processor 

that remains in idle, off, or low-power mode." Fox (Ex. 1006) at 3: 19-21. Accordingly, the prior 

art shows that the substituted detection of loss of lockstep, the substituted hot spare processor, 

and their functions were known. 

Third, a POSITA would have substituted one known element for another. Wolfe Deel. 

(Ex. 1003) ,i 148. For example, it was well within the skill of a POSITA to merely substitute one 

type of trigger for boot processor failover for another (e.g., Kennedy's boot processor failure for 

Nguyen's loss oflockstep) and to merely substitute one type of spare processor for another ( e.g., 

Kennedy's alternate processor for Fox's hot spare processor). Id 

Fourth, a POSITA would have recognized the results of the substitution as being 

predictable. Wolfe Deel. (Ex. 1003) ,i 149. For example, a POSITA would have recognized that, 

by substituting Kennedy's boot processor failure for Nguyen's loss of lockstep and Kennedy's 

alternate processor for Fox's hot spare processor, Kennedy's modified device would have been 

able to predictably fail over the boot processor to the hot spare processor in response to a loss of 

lockstep to ensure that a boot processor is always selected in case of a reboot and to decrease 

delays in the failover process. Wolfe Deel. (Ex. 1003) ,i 149. 

Use of Known Technique to Improve Similar Devices in the Same Way 

A known technique had been used to improve similar devices in the same way, thereby 

making this technique part of the ordinary capabilities of a PO SITA. Wolfe Deel. (Ex. 1003) ,i 

150. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by showing that (1) the prior art 

disclosed a base device upon which the claimed invention can be seen as an improvement, (2) 

the prior art also disclosed a comparable device that has been improved in the same way as the 

claimed invention, (3) a POSITA could have applied the known improvement technique in the 

same way to the base device, and (4) the results would have been predictable to a POSITA. As 

shown below, the proposed combination of Kennedy, Nguyen, and Fox satisfies all the prongs of 

this rationale. 
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First, Kennedy disclosed a base device upon which the claimed invention can be seen as 

an improvement. Wolfe Deel. (Ex. 1003) ,i 151. For example, Kennedy disclosed a device that 

replaces the boot processor with an alternate processor in response to a failure of the boot 

processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. Similarly, the claimed invention transfers the 

role of boot processor to a hot spare processor in response to a detected error. '781 Patent (Ex. 

1001), claim 1. Accordingly, an improvement appears to be that the claimed invention fails over 

from the boot processor to the hot spare processor. Wolfe Deel. (Ex. 1003) ,i 151. 

Second, the prior art also disclosed comparable devices that have been improved in the 

same ways as the claimed invention. Wolfe Deel. (Ex. 1003) ,i 152. For example, Nguyen 

disclosed a comparable device that detects a loss of lockstep. See, e.g., Nguyen (Ex. 1008), pars. 

[0008], [0054]-[0055]; see also Wolfe Deel. (Ex. 1003) ,i 152. Fox disclosed a comparable device 

that replaces a failed processor with a hot spare processor. See, e.g., Fox (Ex. 1006), Abstract; 

see also Wolfe Deel. (Ex. 1003) ,i 152. Because Nguyen's device detects a loss of lockstep and 

Fox's device replaces the failed processor with a hot spare processor, Nguy en's and Fox's devices 

have been improved relative to Kennedy's device in the same ways as the claimed invention. See, 

e.g., Wolfe Deel. (Ex. 1003) ,i 152. 

Third, a POSITA would have applied the known improvement techniques in the same 

ways to the base device. Wolfe Deel. (Ex. 1003) ,i 153. For example, a POSITA would have 

improved Kennedy's device by applying Nguyen's technique to perform the failover in response 

to a loss of lockstep and by applying Fox's technique to fail over to a hot spare processor. Id. 

Fourth, a POSITA would have recognized the results of the applied improvement 

techniques as being predictable. Wolfe Deel. (Ex. 1003) ,i 154. For example, a POSITA would 

have recognized that, by applying Nguyen's and Fox's known techniques, Kennedy's device 

would have been able to predictably fail over the boot processor to the hot spare processor in 

response to a loss of lockstep. Id 

Applying a Known Technique to a Known Device Ready for Improvement 

A known technique that is recognized as part of the ordinary capabilities of a POSITA 

would have been applied to a known device ready for improvement to yield predictable results. 

Wolfe Deel. (Ex. 1003) ,i 155. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by 

showing that (1) the prior art disclosed a base device upon which the claimed invention can be 

seen as an improvement, (2) the prior art also disclosed a known technique that is applicable to 
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the base device, (3) a POSITA would have recognized that applying the known technique would 

have yielded predictable results, and (4) the predictable results would have improved the base 

device. As shown below, the proposed combination of Kennedy, Nguyen, and Fox satisfies all 

the prongs of this rationale. 

First, Kennedy disclosed a base device upon which the claimed invention can be seen as 

an improvement. Wolfe Deel. (Ex. 1003) ,i 156. For example, Kennedy disclosed a device that 

replaces the boot processor to an alternate processor in response to a failure of the boot processor. 

See, e.g., Kennedy (Ex. 1005) at 7:5-13. Similarly, the claimed invention transfers the role of 

boot processor to a hot spare processor in response to a loss oflockstep. '781 Patent (Ex. 1001), 

claim 1. Accordingly, an improvement appears to be that the claimed invention fails over from 

the boot processor to the hot spare processor in response to a loss of lockstep. Wolfe Deel. (Ex. 

1003) iJ 156. 

Second, the prior art also disclosed known techniques that are applicable to the base 

device. Wolfe Deel. (Ex. 1003) ,i 157. For example, Nguyen described a known technique for 

detecting a functional redundancy checking (FRC) error (e.g., loss of lockstep) in a master 

execution core. See, e.g., Nguyen (Ex. 1008), pars. [0008], [0054]-[0055]; see also Wolfe Deel. 

(Ex. 1003) ,i 157. Fox disclosed a known technique for replacing a failed processor with a hot 

spare processor. See, e.g., Fox (Ex. 1006), Abstract; see also Wolfe Deel. (Ex. 1003) ,i 157. 

Because Nguyen's known technique involves detecting a loss of lockstep and Fox's known 

technique involves replacing the failed processor with the hot spare processor, Nguyen's and 

Fox's known techniques would have been applicable to Kennedy's device, which is very similar 

to and includes the same components and functionality as Nguyen's and Fox's devices. See, e.g., 

Wolfe Deel. (Ex. 1003) ,i 157. 

Third, a POSITA would have recognized that applying the known techniques to the base 

device would have yielded predictable results. Wolfe Deel. (Ex. 1003) ,i 158. For example, a 

POSITA would have recognized that applying Nguyen's and Fox's known techniques to 

Kennedy's device would have yielded predictable results. Id. More specifically, a POSIT A would 

have recognized that, by applying Nguyen's and Fox's known techniques, Kennedy's device 

would have been able to predictably fail over the boot processor to the hot spare processor in 

response to a loss of lockstep. Id 

Fourth, the predictable results would have improved the base device. Id For example, the 
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predictable results would have improved the reliability of Kennedy's device (e.g., by failing over 

the boot processor to a hot spare processor in response to a loss of lockstep). See, e.g., Wolfe 

Deel. (Ex. 1003) ,i 159. More specifically, Kennedy's device would become more reliable by 

failing over the boot processor to a hot spare processor such that the hot spare processor 

immediately assumes responsibility for booting the underlying system in case a reboot is needed. 

Id By doing so, Kennedy's device as modified by Nguyen and Fox would avoid a situation in 

which the underlying system attempts to reboot without a designated, functional boot processor 

after a loss of lockstep. Id 

Some Teaching, Suggestion, or Motivation in the Prior Art Would Have Led a POSITA to 
Combine Prior-Art Teachings to Arrive at the Claimed Invention 

One or more teachings, suggestions, or motivations would have led a POSIT A to combine 

the teachings of Kennedy, Nguyen, and Fox to arrive at the claimed invention. Wolfe Deel. (Ex. 

1003) ,i 160. Pursuant to M.P.E.P. § 2143, this rationale is demonstrated by showing that (1) 

there was some teaching, suggestion, or motivation either in the references themselves or in the 

knowledge generally available to one of ordinary skill in the art to combine the references' 

teachings and (2) there was a reasonable expectation of success for the combination. As shown 

below, the proposed combination of Kennedy, Nguyen, and Fox satisfies all the prongs of this 

rationale. 

First, Nguyen emphasized and/or reiterated certain teachings, suggestions, and/or 

motivations that would have led a POSITA to combine the teachings of Kennedy and Nguyen. 

See, e.g., Nguyen (Ex. 1007) ,i [0006], [0008], [0054]; see also Wolfe Deel. (Ex. 1003) ,i 161. For 

example, Nguyen taught that "[ e ]rrors that are not detected at the FRC boundary can lead to 

[Silent Data Corruption] SDC." Id ,i [0006]. Further, Nguyen taught that, "for PRC-enabled 

processors, such errors are likely to be manifested as FRC errors, since they take the execution 

cores out of lock-step." Id ,i [0008]. Nguyen also taught that soft errors, which pose a major 

challenge to both high reliability and high availability, "result from collisions between high­

energy particles, e.g. alpha particles, and charge storing nodes." Id ,i [0004]. Any or all of these 

teachings, suggestions, and/or motivations from Kennedy would have led a POSITA to combine 

the teachings of Kennedy and Nguyen. Wolfe Deel. (Ex. 1003) ,i 161. 

Similarly, Fox emphasized and/or reiterated certain teachings, suggestions, and/or 

motivations that would have led a POSIT A to combine the teachings of Kennedy and Fox. See, 
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e.g., Fox (Ex. 1006) at 3:32-42, 4:16-25, 7:38-40; see also Wolfe Deel. (Ex. 1003) ,i 161. For 

example, Fox taught that its technique for failing over to hot spares "provides a substantially 

seamless transfer of executing processes ... without halting the execution of the operating system 

(OS) and/or applications on the overall MP." See, e.g., Fox (Ex. 1006) at 4:16-20. Further, Fox 

taught that "a failing processor is able to autonomically fail-over to a hot-spare processor without 

affecting the OS or executing applications." See, e.g., Fox (Ex. 1006) at 4:20-23. Any or all of 

these teachings, suggestions, and/or motivations from Fox would have led a POSIT A to combine 

the teachings of Kennedy and Fox. Wolfe Deel. (Ex. 1003) ,i 161. 

Additionally or alternatively, a POSITA would have had the knowledge to combine the 

teachings of Kennedy, Nguyen, and Fox so as to enable Kennedy's system to fail over the boot 

processor to a hot spare processor in response to a loss oflockstep. Wolfe Deel. (Ex. 1003) ,i 162. 

Even disregarding the express teachings, suggestions, and/or motivations cited from Nguyen and 

Fox, a POSIT A's knowledge alone constitutes a sufficient motivation to combine Kennedy, 

Nguyen, and Fox in this way. See, e.g., M.P.E.P. § 2143.I(G); see alsoDyStar Textilfarben GmbH 

& Co. Deutsch/and KG v. C.H. Patrick Co., 464 F.3d 1356, 1360 (Fed. Cir. 2006). "Because the 

desire to enhance commercial opportunities by improving a product or process is universal-and 

even common-sensical-we have held that there exists in these situations a motivation to 

combine prior art references even absent any hint of suggestion in the references themselves." 

Id "In such situations, the proper question is whether the ordinary artisan possesses knowledge 

and skills rendering him capable of combining the prior art references." Id A POSITA would 

have possessed the knowledge and skills to combine the teachings of Kennedy, Nguyen, and Fox. 

See, e.g., Wolfe Deel. (Ex. 1003) ,i 162. 

Second, there was a reasonable expectation of success for the proposed combination of 

Kennedy, Nguyen, and Fox. Wolfe Deel. (Ex. 1003) ,i 163. For example, Kennedy described 

failing over a boot processor to an alternate boot processor in response to a failure of the boot 

processor. See, e.g., Kennedy (Ex. 1005) at 7: 5-13. Even if Kennedy did not explicitly describe 

detecting a loss of lockstep, Kennedy as modified by Nguyen would have rendered such a 

technique obvious. See, e.g., Nguyen (Ex. 1008), pars. [0008], [0054]-[0055]; see also Wolfe 

Deel. (Ex. 1003) ,i 163. Even if neither Kennedy nor Nguyen explicitly identifies the alternate 

processor as being a hot spare processor that is held in reserve, Kennedy as modified by Nguyen 

and Fox would have rendered obvious such a hot spare processor. See, e.g., Fox (Ex. 1006), 
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Abstract; see also Wolfe Deel. (Ex. 1003) ,i 163. Kennedy does not discourage or otherwise limit 

its disclosure to replacing the boot processor with an active spare processor in response to a non­

lockstep error, and it was well within the skill of a POSITA to modify Kennedy's system by 

Nguyen and Fox in the manner proposed. See, e.g., Wolfe Deel. (Ex. 1003) ,i 163. Accordingly, 

the proposed combination of Kennedy, Nguyen, and Fox-in which Kennedy's system is 

modified by Nguyen and Fox to achieve dynamically replacing a failed boot processor with a hot 

spare processor in response to a loss of lockstep-would have been reasonably expected to 

succeed. Id 

H. Ground 4: Safford Presents Substantial New Questions of Patentability for 
Claims 1 and 6 

1. Overview of Safford 

An overview of Safford appears above. See supra § I.F .1. That overview is equally 

applicable to Ground 4 and will not be repeated here for the sake of brevity. 

2. Overview of Cepulis 

Cepulis generally described "a multiprocessor computer system [that] handles the failure 

of one or more of its processors without totally disabling the system." Cepulis (Ex. 1013), Abstract. 

Cepulis described a boot process for a multiprocessor computer system that includes designating 

one of the multiprocessor computer system's physical processors as a boot processor or "first 

logical CPU." Id Like the boot processor described in the '781 Patent, the boot processor in 

Cepulis "retains its designation until power is cycled" unless it fails at which time its "designation 

is transferred to another active CPU." Id 

Like Safford, Cepulis used the "logical CPU O" designator to identify its boot processor as 

explained in greater detail in § 11.B .1 below. 

Cepulis is analogous art to the '781 Patent. For example, Cepulis is from the same field of 

endeavor (e.g., providing recovery in a high-availability multi-processor system) and is reasonably 

pertinent to the problem faced by the inventors of the '781 Patent. As noted above, the '781 Patent 

is directed to recovering from processor errors in multiprocessor systems in a manner that avoids 

crashing an operating system. '781 Patent (Ex. 1001) at 3:16-18. Similarly, Cepulis is directed to 

"a multiprocessor computer system [that] handles the failure of one or more of its processors 
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without totally disabling the system." Cepulis (Ex. 1013), Abstract. 

3. Anticipation by Safford 

Safford anticipates each and every limitation of claims 1 and 6, and therefore presents a 

substantial new question of patentability. Although Safford was considered by the Examiner, the 

analysis was without the benefit ofCepulis' clarifying explanation of"logical CPU O." A POSITA 

would have considered the disclosure of Safford in light of Cepulis important in determining 

whether claims 1 and 6 are patentable because Safford in light of Cepulis' explanation of the 

meaning of the "logical CPU O" boot-processor designator was never expressly considered or 

discussed during prosecution of the '077 Application or during a prior post-grant proceeding 

challenging any claim of the '781 Patent. Exhibit A shows in greater detail how Safford anticipates 

each and every element of claims 1 and 6 when considered in light of Cepulis' explanation of 

"logical CPU O." 

II. DETAILED APPLICATION OF THE PRIOR ART TO EVERY CLAIM FOR WHICH 
REEXAMINATION IS REQUESTED 

A. Proposed Obviousness Rejections for the Challenged Claims 

1. Ground 1 Kalyanasundharam in view of Kennedy 

Kalyanasundharam in view of Kennedy would have rendered claims 1-6 and 9-15 obvious 

to a POSITA. For ease ofreference, Requester has provided some proposed obviousness rejections 

for claims 1-6 and 9-15 below. Requester has also provided a detailed mapping of 

Kalyanasundharam and Kennedy to claims 1-6 and 9-15 in Appendix A 

Claim 1: fl.pre] A system comprising: (Kalyanasundharam disclosed a computer system. 

For example, Kalyanasundharam taught that "the computer system 10 includes nodes 12A-12B, 

memories 14A-14B, and peripheral devices 16A-16B." Kalyanasundharam (Ex. 1007) at 2:26-

29); 

[1.1] a plurality of processors (Kalyanasundharam disclosed multiple processors executing 

in lockstep. For example, Kalyanasundharam taught that "the processor cores 18A-18B may 

execute in lockstep (that is, may execute the same instructions on the same clock cycle)." 

Kalyanasundharam (Ex. 1007) at 4:15-18. "For example, some fault-tolerant systems may 

implement high reliability by including multiple processors and having them redundantly execute 

the same software code." Id at 1 :23-25. Kalyanasundharam's description of processor cores is 
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consistent with the '781 Patent's use of the term "processor." See, e.g., '781 Patent (Ex. 1001) at 

6: 13-19. For example, the '781 Patent notes that "[s]ystem 10 includes OS 11, as well as master 

processor 12A and slave processor 12B (collectively referred to as a lockstep processor pair 12)." 

See id at 6: 13-15. The '781 Patent further notes that "the lockstep processor pair 12 may be 

implemented on a single silicon chip, which is referred to as a 'dual core processor' in which 

master processor 12A is a first core and slave processor 12B is a second core." See id. at 6: 15-19. 

Accordingly, Kalyanasundharam disclosed multiple processors executing in lockstep.); 

[1.2] data storage storing information that assigns a role of boot processor to one of said 

plurality of processors and assigns a role of spare processor to another of said plurality of 

processors (Kalyanasundharam disclosed, or at least rendered obvious, this limitation by 

disclosing a PC bit in a configuration register that identifies the role of a processor as either a 

primary processor or an alternate processor. For example, Kalyanasundharam taught that "the 

communications from the primary processor core may be propagated and the communications 

from the auxiliary processor core(s) may be discarded ... In this embodiment, the PC bit from the 

configuration register 42 may identify the primary processor core." Kalyanasundharam (Ex. 

1007) at 8:34-44. "The configuration register 42 includes a primary core (PC) field encoded to 

identify which of the processor cores 18A-18N is designated as the primary core." Id. at 8:34-

44. "In such embodiments, one processor core may be the primary core and two or more of the 

remaining processor cores may be auxiliary processor cores." Id. at 4:66 - 5:2. Accordingly, 

Kalyanasundharam described assigning the roles of primary processor core and auxiliary processor 

core to certain processors via the PC bit in the configuration register. See id at 8:34-44, 4:66- 5:2. 

In view of these citations and the knowledge that a boot processor was a common component in 

computer systems (e.g., Kalyanasundharam's system), a POSITA would have understood 

Kalyanasundharam as disclosing a boot processor and a spare processor. See supra § I.C.2; see 

also Wolfe Deel. (Ex. 1003) ,i 169. Even if Kalyanasundharam did not explicitly identify which 

processor was the boot processor, Kalyanasundharam as modified by Kennedy would have stored 

information about the assigned roles of boot processor and spare processor. See, e.g., Kennedy (Ex. 

1005) at 7:5-13. For example, Kennedy taught that, "if this 'default' boot processor fails[,]" then 

an alternate processor "should take over boot operations to enhance availability of the system." 

Kennedy (Ex. 1005) at 7:9-13. In view of the above citations, Kalyanasundharam taught data 

storage that stores role assignments (e.g., primary core and auxiliary core) of the processors, and 
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Kennedy taught that such assignments could be the roles of boot processor and alternate processor. 

See Wolfe Deel. (Ex. 1003) ,i 169. A POSITA would have been motivated to combine these 

disclosures from Kalyanasundharam and Kennedy to improve the reliability of 

Kalyanasundharam's system by storing information that assigns the roles of boot processor and 

spare processor in case of a reboot. Id It was well within the skill of a POSITA to modify 

Kalyanasundharam's system by Kennedy in this manner, and thus this combination of 

Kalyanasundharam and Kennedy would have been expected to succeed. Id Accordingly, 

Kalyanasundharam as modified by Kennedy taught data storage storing information that assigns 

the role of boot processor to one of the processors and assigns the role of spare processor to another 

one of the processors. Id); 

[1.3 J logic operable, responsive to detecting loss of lockstep for said boot processor, for 

transferring, during system runtime, the role of boot processor to said spare processor 

(Kalyanasundharam as modified by Kennedy disclosed, or at least rendered obvious, this limitation 

by disclosing the replacement of a primary processor with an auxiliary processor in response to a 

lockstep mismatch. For example, Kalyanasundharam taught that "the processor cores 18A-18B 

may execute in lockstep (that is, may execute the same instructions on the same clock cycle)." 

Kalyanasundharam (Ex. 1007) at 4: 15-18. "If the masked comparison results indicate that the 

communication from the primary processor core mismatches with all auxiliary processor cores 

(that are enabled) ... the control circuit 84 may disable the primary processor core and select one 

of the auxiliary processor cores to be the primary processor core (block 102)." Id at 13: 15-

22. "As with the discussion above for disabling the auxiliary processor core, the control circuit 

83 may simply disable the primary processor core from comparison by clearing the enable bit 

in the configuration register 42, or may disable the primary processor core from executing at 

all." Id at 13 :22-27. "The control circuit 84 may also update the PC field of the configuration 

register 42 to reflect the newly selected primary processor core." Id at 13 :27-29. Accordingly, 

Kalyanasundharam described transferring the role of primary processor to an auxiliary processor 

in response to a mismatch involving the primary processor. See id In view of these citations and 

the knowledge that a boot processor was a common component in computer systems ( e.g., 

Kalyanasundharam's system), aPOSITA would have understood Kalyanasundharam as disclosing 

the fail over of a boot processor to a spare processor in response to a loss of lockstep. See supra§ 

I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 170. Even ifKalyanasundharam did not explicitly identify 
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the mismatched processor as having been the boot processor, Kalyanasundharam as modified by 

Kennedy would have performed boot processor failover in response to a lockstep mismatch. See, 

e.g., Kennedy (Ex. 1005) at 7:5-13. For example, Kennedy taught that, "if this 'default' boot 

processor fails[,]" then an alternate processor "should take over boot operations to enhance 

availability of the system." Id. In view of the above citations, Kalyanasundharam taught logic that 

causes its system to replace the primary processor with an auxiliary processor in response to a 

mismatch involving the primary processor, and Kennedy taught logic that causes its system to fail 

over the boot processor to an alternate processor. See Wolfe Deel. (Ex. 1003) ,i 170. A POSITA 

would have been motivated to combine these disclosures from Kalyanasundharam and Kennedy 

to improve the reliability of Kalyanasundharam's system by providing fault tolerance and high 

availability in the event that the boot processor fails before a reboot occurs. Id It was well within 

the skill of a POSIT A to modify Kalyanasundharam 's system by Kennedy in this manner, and thus 

this combination of Kalyanasundharam and Kennedy would have been expected to succeed. Id 

Accordingly, Kalyanasundharam as modified by Kennedy taught logic operable for transferring 

the role of boot processor to the spare processor during system runtime in response to detecting 

loss of lockstep for the boot processor. Id); 

[1.4] wherein said another of said plurality of processors that is assigned said role of 

spare processor is held in reserve as a hot spare processor until said loss of lockstep is detected 

for said boot processor (Kalyanasundharam as modified by Kennedy disclosed, or at least 

rendered obvious, this limitation by disclosing processors that have the same functionality as a hot 

spare. For example, Kalyanasundharam taught that "a fixed or programmable number of the 

processor cores (less than the total number in the node) may participate in redundant 

execution." Kalyanasundharam (Ex. 1007) at 11 :35-38. "The configuration register 42 may further 

include a set of core enables which indicate which cores are participating in redundant execution 

mode." Id at 12: 12-15. "The control circuit 84 may ... optionally disable a processor core or 

cores from comparison in the redundant execution mode." Id at 12:29-32; "Additionally, the core 

enables in the configuration register 42 may be used to selectively enable various pairs for 

redundant execution." Id at 15:7-10; "If the primary processor core is programmably selected, a 

different processor core may be selected as the primary processor core and the previous 

primary processor core may be disabled." Id at 11 :45-48. "For example, servers are 

implemented on fault-tolerant systems so that the servers may be available as close to 24 hours 
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a day as possible. Any mission-critical computing functions may benefit from being assigned to 

fault-tolerant computer systems." Id at 1: 14-19. Even if Kalyanasundharam did not explicitly 

use the term "hot spare" or the phrase "held in reserve" in connection with its processors, 

Kalyanasundharam described its processors as having the same functionality as the hot spare 

recited in claim 1. For example, in view of the above citations, Kalyanasundharam taught 

selectively enabling processors for participation, selectively disabling processors from 

participation, and maintaining configuration register 42 that tracks which processors are 

participating and which processors are not participating. See Wolfe Deel. (Ex. 1003) ,i 171. For at 

least these reasons, a POSITA would have understood Kalyanasundharam as having taught that 

the auxiliary processor that assumes the role of primary processor would have been disabled prior 

to the primary processor's mismatch. Id Accordingly, Kalyanasundharam as modified by 

Kennedy taught that the processor assigned the role of spare would be held in reserve until a loss 

of lockstep is detected, thereby rendering this subject matter obvious to a POSIT A Id). 

Claim 2: The system of claim 1 wherein said data storage is non-volatile data storage 

(Kalyanasundharam as modified by Kennedy disclosed, or at least rendered obvious, this limitation 

by disclosing a PC bit in a configuration register that identifies the role of a processor as either a 

primary processor or an alternate processor. For example, Kalyanasundharam taught that "the 

communications from the primary processor core may be propagated and the communications 

from the auxiliary processor core(s) may be discarded ... In this embodiment, the PC bit from the 

configuration register 42 may identify the primary processor core." Kalyanasundharam (Ex. 

1007) at 8:34-44. "The configuration register 42 includes a primary core (PC) field encoded to 

identify which of the processor cores 18A-18N is designated as the primary core." Id at 8:34-

44. Even if Kalyanasundharam did not explicitly identify the configuration register as being non­

volatile data storage, Kalyanasundharam as modified by Kennedy would have included non­

volatile memory that contains the configuration information. For example, "The CPUl 120 has a 

corresponding non-volatile memory 123 which contains configuration information and CPU 

specific initialize and self test code (ISTC) for the CPUl 120." Kennedy (Ex. 1005), 5: 15-18. From 

these disclosures, a POSIT A would have understood that the data storage that stores the 

information assigning the roles of boot processor and spare processor included non-volatile data 

storage. See Wolfe Deel. (Ex. 1003) ,i 172. It was well within the skill of a POSITA to modify 

Kalyanasundharam's system by Kennedy in this manner, and thus this combination of 
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Kalyanasundharam and Kennedy would have been expected to succeed. Id Accordingly, 

Kalyanasundharam as modified by Kennedy would have rendered the subject matter of claim 2 

obvious to a POSITA. Id.). 

Claim 3: The system of claim 1 further comprising: a user interface operable to receive 

input specifying said one of said plurality of processors to be assigned said role of boot processor 

(Kalyanasundharam as modified by Kennedy disclosed, or at least rendered obvious, this limitation 

by disclosing the selection of a processor type to boot the system. In other words, even if 

Kalyanasundharam did not explicitly disclose a user interface that receives input specifying the 

processor assigned the role of boot processor, Kalyanasundharam as modified by Kennedy would 

have rendered this claim limitation obvious to a POSITA. For example, Kennedy taught selecting 

which processor among multiple processors is to boot the system. See Kennedy (Ex. 1005) at 4:33-

34. Specifically, "other processor types may be selected to boot the system with a corresponding 

change in the boot ROM 150, as well known in the art." Id It was well known in the art that the 

act of selecting processor roles in computer systems ( e.g., master/slave designations, distinct duty 

assignments or permissions in asymmetric multiprocessor configurations, etc.) is often performed 

via user interfaces. See Wolfe Deel. (Ex. 1003) ,i 173. Based on this common knowledge in the art, 

a POSITA would have understood Kennedy's disclosure about selecting the processor to boot the 

system as including a boot processor selection made by input received via a user interface. Id A 

POSITA would have been motivated to modify Kalyanasundharam by Kennedy and this common 

knowledge in the art to enable a user to select which processor is to boot the system via a user 

interface. Id It was well within the skill of a POSITA to modify Kalyanasundharam's system by 

Kennedy in this manner, and thus this combination of Kalyanasundharam and Kennedy would 

have been expected to succeed. Id Accordingly, Kalyanasundharam as modified by Kennedy and 

this common knowledge in the art would have rendered the subject matter of claim 3 obvious to a 

POSITA. Id). 

Claim 4: The system of claim 1 further comprising: a user interface operable to receive 

input specifying said another of said plurality of processors to be assigned said role of spare 

processor (Kalyanasundharam as modified by Kennedy disclosed, or at least rendered obvious, 

this limitation by implicitly disclosing the selection of a processor type that does not boot the 

system. In other words, even if Kalyanasundharam did not explicitly disclose a user interface that 

receives input specifying the processor assigned the role of spare processor, Kalyanasundharam as 
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modified by Kennedy would have rendered this claim limitation obvious to a POSITA. For 

example, Kennedy taught selecting which processor among multiple processors is to boot the 

system. See Kennedy (Ex. 1005) at 4:33-34. Specifically, "other processor types may be selected 

to boot the system with a corresponding change in the boot ROM 150, as well known in the art." 

Id at 4:33-34. It was well known in the art that the act of selecting processor roles in computer 

systems (e.g., master/slave designations, distinct duty assignments or permissions in asymmetric 

multiprocessor configurations, etc.) is often performed via user interfaces. See Wolfe Deel. (Ex. 

1003) ,i 174. Based on this common knowledge in the art, a POSITA would have understood 

Kennedy's disclosure about selecting the processor to boot the system as including a spare 

processor selection (e.g., one of the alternate processors not selected as the boot processor) made 

by input received via a user interface. Id A POSIT A would have been motivated to modify 

Kalyanasundharam by Kennedy and this common knowledge in the art to enable a user to select, 

via a user interface, which processor is to serve as a spare to the boot processor. Id It was well 

within the skill of a POSITA to modify Kalyanasundharam's system by Kennedy in this manner, 

and thus this combination of Kalyanasundharam and Kennedy would have been expected to 

succeed. Id Accordingly, Kalyanasundharam as modified by Kennedy and this common 

knowledge in the art would have rendered the subject matter of claim 4 obvious to a PO SITA. Id). 

Claim 5: The system of claim 1 wherein each of said plurality of processors is a processor 

module that includes a master processor and a slave processor (Kalyanasundharam as modified 

by Kennedy disclosed, or at least rendered obvious, this limitation by disclosing nodes that each 

included a primary processor and an auxiliary processor. For example, Kalyanasundharam taught 

that "[t]he nodes 12A-12B are coupled." Kalyanasundharam (Ex. 1007) at 2:30. "The node 12A 

comprises processor cores 18A-18B coupled to a node controller 20A." Id at 2:33-34. "The node 

12B similarly comprises processor cores 18C-18D coupled to a node controller 20B." Id at 2:36-

37. The node controller 20A may be configured to propagate communications from one of the 

processor cores 18A-18B (e.g., from the primary processor core) and to discard 

communications from the other processor core 18A-18B (e.g., from the auxiliary processor 

core)." Id at 4:36-40. "In one embodiment, each of the nodes 12A-12B may be a single 

integrated circuit chip comprising the circuitry shown therein in FIG. 1. That is, each node 12A-

12B may be a chip multiprocessor (CMP)." Id at 2:46-49. In view of these citations, 

Kalyanasundharam taught nodes that each included a pnmary processor and an auxiliary 
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processor, but only the primary processor propagates communications because the auxiliary 

processor's communications are discarded. Therefore, under the broadest reasonable interpretation 

consistent with the '781 Patent, a POSITA would have understood Kalyanasundharam's nodes as 

each constituting a processor module, Kalyanasundharam 's primary processor core as constituting 

a master processor, and Kalyanasundharam 's auxiliary processor core as constituting a slave 

processor. See Wolfe Deel. (Ex. 1003) ,i 175. Accordingly, Kalyanasundharam as modified by 

Kennedy taught processor modules that each include a master processor and a slave processor. 

Id). 

Claim 6: The system of claim 1 wherein said another of said plurality of processors that 

is assigned said role of spare processor is an active spare before being transferred said role of 

boot processor (Kalyanasundharam as modified by Kennedy disclosed, or at least rendered 

obvious, this limitation by disclosing that the spare to the boot processor may be an enabled ( e.g., 

active) processor core by control circuit. For example, Kalyanasundharam taught that "[t]he 

control circuit 84 may use any selection mechanism. For example, the processor cores may be 

numbered (e.g., 0 to N-1), and the control circuit 84 may increment the number of the presently 

selected primary processor core to select a new primary processor core." Kalyanasundharam 

(Ex. 1007) at 13 :29-33. "If one or more processor cores are disabled in the configuration register 

42, the control circuit 84 may increment until an enabled processor core is selected." Id at 13 :33-

36. In view of these citations, Kalyanasundharam taught that the spare to the primary processor 

may be an enabled (e.g., active) processor core selected by control circuit 84. See Wolfe Deel. (Ex. 

1003) ,i 176. Although Kalyanasundharam did not explicitly use the term "boot processor" when 

describing the primary processor, Kalyanasundharam as modified by Kennedy would have 

performed boot processor failover. Based on the supplementation of Kennedy's disclosures, a 

POSITA would have understood Kalyanasundharam's primary processor to have constituted a 

boot processor for at least the same reasons provided above in connection with claim 1. See id. 

Accordingly, Kalyanasundharam as modified by Kennedy taught that the spare processor is an 

active spare before being transferred the role of boot processor. Id). 

Claim 9: [9.pre] A method comprising: (Kalyanasundharam disclosed a method. "A 

similar method is also contemplated." Kalyanasundharam (Ex. 1007), Abstract); 

[9.1 J assigning a role of boot processor to one of a plurality of processors in a system 

(Kalyanasundharam as modified by Kennedy disclosed, or at least rendered obvious, this limitation 
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by disclosing the assignment of a primary processor role to a certain processor core. For example, 

Kalyanasundharam taught that "the communications from the primary processor core may be 

propagated and the communications from the auxiliary processor core(s) may be discarded ... In 

this embodiment, the PC bit from the configuration register 42 may identify the primary 

processor core." Kalyanasundharam (Ex. 1007) at 8:34-44. "The configuration register 42 

includes a primary core (PC) field encoded to identify which of the processor cores 18A-18N 

is designated as the primary core." Id at 8:34-44. In view of these citations, Kalyanasundharam 

described assigning the role of primary processor to one of processor cores l 8A-l 8N. In view of 

these citations and the knowledge that a boot processor was a common component in computer 

systems (e.g., Kalyanasundharam's system), a POSITA would have understood 

Kalyanasundharam as disclosing a boot processor and a spare processor. See supra § I.C.2; see 

also Wolfe Deel. (Ex. 1003) ,i 177. Even ifKalyanasundharam did not explicitly identify which 

processor was the boot processor, Kalyanasundharam as modified by Kennedy would have 

assigned the role of boot processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For example, Kennedy 

taught that, "if this 'default' boot processor fails[,]" then an alternate processor "should take 

over boot operations to enhance availability of the system." Kennedy (Ex. 1005) at 7:9-13. 

Therefore, Kalyanasundharam taught assigning the role of primary processor to a certain processor 

core, and Kennedy taught assigning the role of boot processor to one of its processors. See Wolfe 

Deel. (Ex. 1003) ,i 177. A POSITA would have been motivated to combine these disclosures from 

Kalyanasundharam and Kennedy to improve the reliability of Kalyanasundharam's system by 

assigning the roles of boot processor and spare processor in case of a reboot. Id It was well within 

the skill of a POSIT A to modify Kalyanasundharam 's system by Kennedy in this manner, and thus 

this combination of Kalyanasundharam and Kennedy would have been expected to succeed. Id 

Accordingly, Kalyanasundharam as modified by Kennedy taught assigning the role of boot 

processor to one of its processor cores. Id); 

[9.2] assigning a role spare processor to another of said plurality of processors 

(Kalyanasundharam as modified by Kennedy disclosed, or at least rendered obvious, this limitation 

by disclosing the assignment of an auxiliary (e.g., spare) processor role to at least one of its 

processor cores. For example, Kalyanasundharam taught that "the communications from the 

primary processor core may be propagated and the communications from the auxiliary processor 

core(s) may be discarded ... In this embodiment, the PC bit from the configuration register 42 may 
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identify the primary processor core." Kalyanasundharam (Ex. 1007) at 8:34-44. "The 

configuration register 42 includes a primary core (PC) field encoded to identify which of the 

processor cores 18A-18N is designated as the primary core." Id at 8:34-44. "In such 

embodiments, one processor core may be the primary core and two or more of the remaining 

processor cores may be auxiliary processor cores." Id at 4:66 - 5:2. "If the masked comparison 

results indicate that the communication from the primary processor core mismatches with all 

auxiliary processor cores (that are enabled) ... the control circuit 84 may disable the primary 

processor core and select one of the auxiliary processor cores to be the primary processor 

core (block 102)." Id at 13: 15-22. In view of these citations, Kalyanasundharam described 

assigning the role of auxiliary (e.g., spare) processor to at least one of its processor cores. 

Accordingly, Kalyanasundharam as modified by Kennedy taught assigning the role of spare 

processor to one of its processor cores. Id); 

[9.3] responsive to detecting loss of lockstep for said boot processor, changing, during 

system runtime, the assignment of the role of boot processor to said spare processor 

(Kalyanasundharam as modified by Kennedy disclosed, or at least rendered obvious, this limitation 

by disclosing the replacement of a primary processor with an auxiliary processor in response to a 

lockstep mismatch. For example, Kalyanasundharam taught that "the processor cores 18A-18B 

may execute in lockstep (that is, may execute the same instructions on the same clock cycle)." 

Kalyanasundharam (Ex. 1007) at 4: 15-18. "If the masked comparison results indicate that the 

communication from the primary processor core mismatches with all auxiliary processor cores 

(that are enabled) ... the control circuit 84 may disable the primary processor core and select one 

of the auxiliary processor cores to be the primary processor core (block 102)." Id at 13: 15-22. 

"As with the discussion above for disabling the auxiliary processor core, the control circuit 83 

may simply disable the primary processor core from comparison by clearing the enable bit in 

the configuration register 42, or may disable the primary processor core from executing at all." 

Id at 13:22-27. "The control circuit 84 may also update the PC field of the configuration 

register 42 to reflect the newly selected primary processor core." Id at 13 :27-29. Accordingly, 

Kalyanasundharam described changing the role of primary processor to an auxiliary processor in 

response to a mismatch (e.g., loss of lockstep) involving the primary processor. See id In view of 

these citations and the knowledge that a boot processor was a common component in computer 

systems (e.g., Kalyanasundharam's system), a POSITA would have understood 
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Kalyanasundharam as disclosing the fail over of a boot processor to a spare processor in response 

to a loss of lockstep. See supra § I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 178. Even if 

Kalyanasundharam did not explicitly identify the mismatched processor as having been the boot 

processor, Kalyanasundharam as modified by Kennedy would have changed the boot processor 

assignment in response to a lockstep mismatch. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For 

example, Kennedy taught that, "if this 'default' boot processor fails[,]" then an alternate 

processor "should take over boot operations to enhance availability of the system." Id. In view of 

the above citations, Kalyanasundharam taught changing the role of primary processor to the spare 

processor in response to a loss of lockstep involving the primary processor, and Kennedy taught 

changing the role of boot processor to an alternate processor. See Wolfe Deel. (Ex. 1003) ,i 178. A 

POSITA would have been motivated to combine these disclosures from Kalyanasundharam and 

Kennedy to improve the reliability of Kalyanasundharam's system by providing fault tolerance 

and high availability in the event that the boot processor fails before a reboot occurs. Id It was 

well within the skill of a POSITA to modify Kalyanasundharam's system by Kennedy in this 

manner, and thus this combination ofKalyanasundharam and Kennedy would have been expected 

to succeed. Id Accordingly, Kalyanasundharam as modified by Kennedy taught changing the role 

of boot processor to the spare processor during system runtime in response to detecting loss of 

lockstep for the boot processor. Id); 

[9.4] responsive to changing the assignment of the role of boot processor to said spare 

processor, an operating system of the system recognizing said spare processor as the boot 

processor without requiring shutdown of said operating system (Kalyanasundharam as modified 

by Kennedy disclosed, or at least rendered obvious, this limitation by disclosing a central boot 

ROM that is used by the operating system and stores the boot code executed in conjunction with 

the operating system to boot the system. In other words, even if Kalyanasundharam did not 

explicitly disclose an operating system that recognizes the spare processor as the boot processor 

after the role change, Kalyanasundharam as modified by Kennedy would have rendered this claim 

limitation obvious to a POSITA. For example, according to Kennedy, "a central system boot 

ROM 150 accessible by all processors ... may be used by the operating system." Kennedy (Ex. 

1005) at 9: 1-5. "[T]he CPUl 120 controls the system again and begins the operating system boot 

process." Id at 9:53-55. "The alternate boot processors ... can execute the boot code in the central 

boot ROM 150". Id at 10:42-45. A POSITA would have understood that, because Kennedy's 
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central boot ROM 150 is used by the operating system and stores the boot code executed in 

conjunction with the operating system to boot the system, the operating system would recognize 

the spare processor as the boot processor after failover. See Wolfe Deel. (Ex. 1003) ,i 179. Or at 

the very least, Kalyanasundharam as modified by Kennedy would have rendered the subject matter 

of claim 9 obvious to a POSITA due at least in part to Kennedy's central boot ROM 150 being 

used by the operating system and storing the boot code executed in conjunction with the operating 

system to boot the system. Id It was well within the skill of a POSIT A to modify 

Kalyanasundharam's system by Kennedy in this manner, and thus this combination of 

Kalyanasundharam and Kennedy would have been expected to succeed. Id). 

Claim 10: Claim 10 recites subject matter that is substantially similar to claim 2 and is 

therefore rendered obvious for the same reasons as claim 2 above. 

Claim 11: Claim 11 recites subject matter that is substantially similar to claim 2 and is 

therefore rendered obvious for the same reasons as claim 2 above. 

Claim 12: The method of claim 9 further comprising: [12.1] determining at least one 

processor that is coupled to a common communication bus with said one of said plurality 

processors assigned to the role of boot processor (Kalyanasundharam as modified by Kennedy 

disclosed, or at least rendered obvious, this limitation by disclosing a determinization that the 

alternate processor is installed in one of the slots of a backplane bus and that the boot processor is 

installed in another one of the slots of the backplane bus. Even if Kalyanasundharam did not 

explicitly disclose determining a processor that is coupled to a common communication bus with 

the boot processor, Kalyanasundharam as modified by Kennedy would have determined that the 

alternate processor and the boot processor are coupled to the same backplane bus. For example, 

according to Kennedy, "the system has a centrally accessible memory, a default boot central 

processing unit installed in a first slot on the backplane bus, and may also have one or more 

alternate boot central processing units installed in a second slot on the backplane bus." 

Kennedy (Ex. 1005) at 2:34-38. In view of these citations, Kennedy taught that the boot processor 

and the alternate boot processors are installed in specific slots along the same backplane bus. Based 

on this disclosure from Kennedy, a POSITA would have understood that any alternate processor 

installed in one of the slots of the backplane bus would have been coupled to a common 

communication bus with the boot processor. See Wolfe Deel. (Ex. 1003) ,i 180. As a result, any 

form of identifying such an alternate processor would constitute a determination of an alternate 
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processor coupled to a common communication bus with the boot processor. Id A PO SITA would 

have been motivated to combine these disclosures from Kennedy with Kalyanasundharam to 

improve the communication capabilities of Kalyanasundharam 's system for fault tolerance and 

high availability. Id It was well within the skill of a POSITA to modify Kalyanasundharam's 

system by Kennedy in this manner, and thus this combination of Kalyanasundharam and Kennedy 

would have been expected to succeed. Id Accordingly, Kalyanasundharam as modified by 

Kennedy taught this claim limitation. Id); and 

[12.2] selecting said another of said plurality of processors to be assigned the role of 

spare processor from said determined at least one processor (Kalyanasundharam as modified by 

Kennedy disclosed, or at least rendered obvious, this limitation by disclosing the selection of one 

or more alternate (e.g., spare) boot processors by installing the alternate boot processor into a 

specific slot corresponding to the alternate boot role on the backplane bus. Even if 

Kalyanasundharam did not explicitly disclose selecting the processor coupled to the common 

communication bus as the spare processor, Kalyanasundharam as modified by Kennedy would 

have selected the alternate processor installed in the same backplane bus as the boot processor to 

be the spare. For example, according to Kennedy, "the system has a centrally accessible memory, 

a default boot central processing unit installed in a first slot on the backplane bus, and may 

also have one or more alternate boot central processing units installed in a second slot on the 

backplane bus." Kennedy (Ex. 1005) at 2:34-38. In view of these citations, Kennedy taught 

selecting one or more alternate (e.g., spare) boot processors by installing those alternate boot 

processors into specific slots corresponding to that alternate boot role on the backplane bus. A 

POSITA would have been motivated to combine these disclosures from Kalyanasundharam and 

Kennedy to improve the reliability of Kalyanasundharam's system by providing fault tolerance 

and high availability in the event that the boot processor fails before a reboot occurs. See Wolfe 

Deel. (Ex. 1003) ,i 181. It was well within the skill of a POSITA to modify Kalyanasundharam's 

system by Kennedy in this manner, and thus this combination of Kalyanasundharam and Kennedy 

would have been expected to succeed. Id Accordingly, Kalyanasundharam as modified by 

Kennedy taught this claim limitation. Id). 

Claim 13: The method of claim 9 further comprising: during system boot-up, system 

firmware identifying the spare processor and holding said spare processor in reserve as a hot 

spare (Kalyanasundharam as modified by Kennedy disclosed, or at least rendered obvious, this 

70 

Page 877 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

limitation by disclosing a BIOS responsible for identifying a spare processor and holding the same 

in reserve as a hot spare. For example, Kalyanasundharam taught identifying a spare processor and 

holding the spare processor in reserve as a hot spare for at least the same reasons provided above 

in connection with claim 1. Even if Kalyanasundharam did not explicitly disclose doing so via 

system firmware, Kalyanasundharam as modified by Kennedy would have rendered this claim 

limitation obvious to a POSITA. For example, according to Kennedy, "central boot ROM 150 

comprises a read-only-memory with the basic input/output system (BIOS) instruction set for an 

INTEL 80486 or 80386 microprocessor. Accordingly, in the present embodiment, at least one CPU 

connected to the 64-bit bus is, or emulates, an INTEL 80486 or 80386 microprocessor in order to 

boot the system." Kennedy (Ex. 1005) at 4:25-33. "[A] central system boot ROM 150 accessible 

by all processors ... may be used by the operating system." Kennedy (Ex. 1005) at 9: 1-5. "[T]he 

CPUl 120 controls the system again and begins the operating system boot process." Id at 9:53-

55. "The alternate boot processors . .. can execute the boot code in the central boot ROM 150". 

Id at 10:42-45. The BIOS was a very well-known example of firmware. Wolfe Deel. (Ex. 1003) ,i 

182. In view of the above citations and this common knowledge, aPOSITA would have understood 

that Kennedy's BIOS constitutes firmware responsible for identifying a spare processor and 

holding the same in reserve as a hot spare. Id A POSIT A would have been motivated to combine 

these disclosures from Kalyanasundharam and Kennedy to achieve cost savings by performing 

these tasks with firmware instead of using additional hardware. See id. It was well within the skill 

of a POSITA to modify Kalyanasundharam's system by Kennedy in this manner, and thus this 

combination of Kalyanasundharam and Kennedy would have been expected to succeed. Id 

Accordingly, Kalyanasundharam as modified by Kennedy would have rendered the subject matter 

of claim 13 obvious to a POSIT A. Id) 

Claim 14: The method of claim 9 further comprising: during system boot-up, system 

firmware booting the spare processor as an active spare (Kalyanasundharam as modified by 

Kennedy disclosed, or at least rendered obvious, this limitation by disclosing a BIOS responsible 

for booting the spare processor as an active spare. For example, Kalyanasundharam taught booting 

the spare processor as an active spare for at least the same reasons provided above in connection 

with claim 6. Even if Kalyanasundharam did not explicitly disclose doing so via system firmware, 

Kalyanasundharam as modified by Kennedy would have rendered this claim limitation obvious to 

a POSITA. For example, according to Kennedy, "central boot ROM 150 comprises a read-only-
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memory with the basic input/output system (BIOS) instruction set for an INTEL 80486 or 80386 

microprocessor. Accordingly, in the present embodiment, at least one CPU connected to the 64-

bit bus is, or emulates, an INTEL 80486 or 80386 microprocessor in order to boot the system." 

Kennedy (Ex. 1005) at 4:25-33. "[A] central system boot ROM 150 accessible by all 

processors ... may be used by the operating system." Kennedy (Ex. 1005) at 9:1-5. "[T]he CPUl 

120 controls the system again and begins the operating system boot process." Id at 9:53-55. "The 

alternate boot processors .. . can execute the boot code in the central boot ROM 150". Id at 

10:42-45. The BIOS was a very well-known example of firmware. Wolfe Deel. (Ex. 1003) ,i 183. 

In view of the above citations and this common knowledge, a POSITA would have understood 

that Kennedy's BIOS constitutes firmware responsible for booting the spare processor as an active 

spare. Id A POSIT A would have been motivated to combine these disclosures from 

Kalyanasundharam and Kennedy to enable Kalyanasundharam's system to dynamically modify 

the activity of spare processors (e.g., between active spare and hot spare) to increase efficiency 

and/or throughput. See id. It was well within the skill of a POSIT A to modify Kalyanasundharam 's 

system by Kennedy in this manner, and thus this combination ofKalyanasundharam and Kennedy 

would have been expected to succeed. Id Accordingly, Kalyanasundharam as modified by 

Kennedy would have rendered the subject matter of claim 14 obvious to a POSIT A Id). 

Claim 15: The method of claim 9 wherein system firmware performs said changing 

operation (Kalyanasundharam as modified by Kennedy disclosed, or at least rendered obvious, 

this limitation by disclosing a BIOS included in an IOSM responsible for changing the role of boot 

processor to the spare processor. Kalyanasundharam taught performing the changing operation for 

at least the same reasons provided above in connection with claim 9. Even if Kalyanasundharam 

did not explicitly disclose doing so via system firmware, Kalyanasundharam as modified by 

Kennedy would have rendered this claim limitation obvious to a POSITA. For example, Kennedy 

taught that each CPU includes a slot selection (sometimes referred to as "SS") logic for selecting 

which CPU is designated as the boot processor. "In general, the slot select logic 148 on the default 

boot CPU allows this CPU to boot." Kennedy (Ex. 1005) at 10:29-31, FIG. 3. Kennedy's 

input/output services module ("IOSM") is responsible for changing the role of boot processor 

to the spare processor in conjunction with the CPUs' slot selection logic. See id at 6:36-38, FIG. 

3. For example, "[a]ny other slot selection circuits on CPUs installed in the system have a 

72 

Page 879 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

corresponding slot selection line from the IOSM 108." Id. As demonstrated by FIG. 3 of Kennedy 

reproduced below, Kennedy's IOSM includes the BIOS. 

IOSM 

SLOT1 

i CPU1 

,:123 ... 
lSTC 

MEMORY 

164 
! 

ss21----------'----~ 
166 

. SLOT3 ....... J:!60 

i CPU3 

,148C 
r·stor 
'SELECT I ss 

S:S:3 ················-·•·-•··································-~----~ 

ssa 
mos _ .. /50 

FIG. 3 

The BIOS was a very well-known example of firmware. Wolfe Deel. (Ex. 1003) ,i 184. In 

view of the above citations and this common knowledge, a POSIT A would have understood that 

that Kennedy's BIOS, which constitutes firmware, is responsible for changing the role of boot 

processor to the spare processor in conjunction with the CPUs' slot selection logic. See id. A 

POSITA would have been motivated to combine these disclosures from Kalyanasundharam and 

Kennedy to achieve cost savings by performing the change operation with firmware instead of 

using additional hardware. See id. It was well within the skill of a POSITA to modify 

Kalyanasundharam's system by Kennedy in this manner, and thus this combination of 

Kalyanasundharam and Kennedy would have been expected to succeed. Id Accordingly, 

Kalyanasundharam as modified by Kennedy would have rendered the subject matter of claim 15 

obvious to a PO SIT A.). 

2. Ground 2 Safford in view of Kennedy 

Safford in view of Kennedy would have rendered claims 1-6 and 9-15 obvious to a POSIT A 

under 35 U.S.C. § 103(a). For ease of reference, Requester has provided some proposed 

obviousness rejections for claims 1-6 and 9-15 below. Requester has also provided a detailed 

mapping of Safford and Kennedy to claims 1-6 and 9-15 in Appendix B. 
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Claim 1: fl.pre] A system comprising: (Safford disclosed a computer system. For 

example, Safford disclosed that "a computer system employs lock stepped processor cores that 

operate in a master/check pair." Safford (Ex. 1004) at 2:55-57.); 

[1.1] a plurality of processors (Safford disclosed a plurality of processors included in the 

computer system. For example, Safford taught that "a computer system employs lock stepped 

processor cores that operate in a master/check pair. Each of two processors in the pair processes 

the same code sequences, and the resulting outputs of the processors are compared by a logic 

circuit located near external interfaces of the two processors." Safford (Ex. 1004) at 2:55-60. "For 

example, the node controller 130 may store the architected state of the processors 111, 113, 121, 

123, 125, and 127, either internally in the node controller 130, or in another component of the 

computer system 100." Id at 4:6-10. Accordingly, Safford disclosed a plurality of processors 

included in the computer system.); 

[1.2] data storage storing information that assigns a role of boot processor to one of said 

plurality of processors and assigns a role of spare processor to another of said plurality of 

processors (Safford disclosed, or at least rendered obvious, this limitation by disclosing memory 

that stores the architected states of microprocessors, including the designation of a hot standby 

processor. For example, Safford taught that "the architected states of each of the microprocessors 

22 and 24 is copied from the memory 25 into the microprocessors 22 and 24, respectively." 

Safford (Ex. 1004) at 2:2-4. "For example, the node controller 130 may store the architected state 

of the processors 111, 113, 121, 123, 125, and 127, either internally in the node controller 130, 

or in another component of the computer system 100." Id at 4:6-10. "To improve reliability of 

processing assets, a computer system employs lock stepped processor cores that operate in a 

master/check pair." Id at 2:55-57. "The processor 125 may be designated as a 'hot standby,' 

and is sitting idle in lock step mode with the processor 127. Should one of the processors 111, 113, 

121, and 123 suffer an error, the hot standby processors 125, 127 may be used to speed recovery 

from the resulting loss of lock step." Id at 4:25-30. Accordingly, Safford described assigning the 

roles of master and checker to certain processors and the role of hot standby to another processor. 

See Wolfe Deel. (Ex. 1003) ,i 187. Safford further described one pair of these processors "operating 

in a lock step mode" as initially "appear[ing] to [a] computer system ... to be ... a logical CPU 0" 

but later that logical CPU 0 designation is reassigned to another processor. See Safford (Ex. 1007) 

at 3:4-5, 4:52-53 ("The processor pair 125/127 then becomes the logical CPU 0 in the computer 
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system 100"). A POSITA would have recognized Safford's logical CPU Oas being the designation 

used by computing system 100 to identify its boot processor at least because, in multi-processor 

system architectures like Safford's, "logical CPU 0" was commonly used to indicate that a 

processor had been selected as a boot processor. See supra§ I.C.2; see also Wolfe Deel. (Ex. 1003) 

,i 187. Even if Safford is somehow interpreted to lack an explicit disclosure of identifying which 

processor was the boot processor, Safford as modified by Kennedy would have stored information 

about the assigned roles of boot processor and spare processor. See, e.g., Kennedy (Ex. 1005) at 

7:5-13. For example, Kennedy taught that, "if this 'default' boot processor fails[,]" then an 

alternate processor "should take over boot operations to enhance availability of the system." 

Kennedy (Ex. 1005) at 7:9-13. In view of the above citations, Safford taught data storage that stores 

the architected states, such as role assignments (e.g., master/checker), of paired processors, and 

Kennedy taught that such assignments could be the roles of boot processor and spare processor. 

See Wolfe Deel. (Ex. 1003) ,i 187. A POSITA would have been motivated to combine these 

disclosures from Safford and Kennedy to improve the reliability of Safford's system by storing 

information that assigns the roles of boot processor and spare processor in case of a reboot. Id It 

was well within the skill of a POSIT A to modify Safford's system by Kennedy in this manner, and 

thus this combination of Safford and Kennedy would have been expected to succeed. Id 

Accordingly, Safford as modified by Kennedy taught data storage storing information that assigns 

the role of boot processor to one of the processors and assigns the role of spare processor to another 

one of the processors. Id); 

[1.3 J logic operable, responsive to detecting loss of lockstep for said boot processor, for 

transferring, during system runtime, the role of boot processor to said spare processor (Safford 

as modified by Kennedy disclosed, or at least rendered obvious, this limitation by disclosing the 

fail over of a processor to a hot standby processor in response to a loss of lockstep. For example, 

Safford taught that, "[u]sing the impending loss oflock step signal, the computer system 100 may 

continue operating (processing) using one of the processors 111 and 113 that did not 

experience an error." Safford (Ex. 1004) at 3 :27-30; "The six processors 111, 113, 121, 123, 125, 

and 127 operate in lock step (i.e., are processing code sequences). For example, the processor 111 

operates in lockstep with the processor 113, and the processor 121 operates in lock step with the 

processor 123 and the processor 125 operates in lock step with the processor 127." Id at 4: 19-24. 

"The processor 125 may be designated as a 'hot standby,' and is sitting idle in lock step mode 
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with the processor 127. Should one of the processors 111, 113, 121, and 123 suffer an error, the 

hot standby processors 125, 127 may be used to speed recovery from the resulting loss of lock 

step." Id at 4:25-30. "In block 210, the processor 111 signals the node controller 130 that the first 

processor pair 111/113 has broken lock step and that the first processor pair 111/113 should be 

taken 'off-line.'" Id at 4:37-40. Accordingly, Safford described replacing a failed processor with 

a hot spare processor in response to a loss oflockstep. See Wolfe Deel. (Ex. 1003) ,i 188. The '781 

Patent notes that a firmware component known as a processor abstraction layer (PAL) "copies all 

the needed information from memory into the internal registers of the hot spare processor so that 

the hot spare processor becomes a new active processor, transforming the role of the hot spare to 

boot processor." Ex. 1001 at 17:57-61. Safford disclosed this limitation through an identical 

process for transferring the role of boot processor to the spare processor. See Safford (Ex. 1004) at 

32:29-32. For example, Safford taught "moving an architected state of the processor unit 

experiencing the loss of lock step to the spare processor unit, wherein the spare processor 

unit becomes an active processor unit in the computer system." Id. In view of these citations 

and the knowledge that a boot processor was a common component in computer systems (e.g., 

Safford's system), a POSITA would have understood Safford as disclosing the failover of a boot 

processor to a hot spare processor in response to a loss of lockstep. See supra § I.C.2; see also 

Wolfe Deel. (Ex. 1003) ,i 188. However, even if Safford did not explicitly identify the failed 

processor as having been the boot processor, Safford as modified by Kennedy would have 

performed boot processor fail over. See, e.g., Kennedy (Ex. 1005) at 7: 5-13. For example, Kennedy 

taught that, "if this 'default' boot processor fails[,]" then an alternate processor "should take 

over boot operations to enhance availability of the system." Id. In view of the above citations, 

Safford taught logic that causes its system to replace a failed processor with a hot spare processor 

in response to a loss of lockstep, and Kennedy taught logic that causes its system to fail over the 

boot processor to an alternate processor. See Wolfe Deel. (Ex. 1003) ,i 188. A POSIT A would have 

been motivated to combine these disclosures from Safford and Kennedy to improve the reliability 

of Safford's system by providing fault tolerance and high availability in the event that the boot 

processor fails before a reboot occurs. Id It was well within the skill of a POSIT A to modify 

Safford's system by Kennedy in this manner, and thus this combination of Safford and Kennedy 

would have been expected to succeed. Id Accordingly, Safford as modified by Kennedy taught 
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logic operable for transferring the role of boot processor to the spare processor during system 

runtime in response to detecting loss of lockstep for the boot processor. Id); 

[1.4] wherein said another of said plurality of processors that is assigned said role of 

spare processor is held in reserve as a hot spare processor until said loss of lockstep is detected 

for said boot processor (Safford as modified by Kennedy disclosed, or at least rendered obvious, 

this limitation by disclosing the fail over to a hot standby processor that is sitting idle until the loss 

of lockstep. For example, Safford taught that "[t]he processor 125 may be designated as a 'hot 

standby,' and is sitting idle in lock step mode with the processor 127. Should one of the processors 

111, 113, 121, and 123 suffer an error, the hot standby processors 125, 127 may be used to speed 

recovery from the resulting loss of lock step." Safford (Ex. 1004). at 4:25-30. Accordingly, Safford 

as modified by Kennedy taught that the processor assigned the role of spare is held in reserve until 

a loss of lockstep is detected.). 

Claim 2: The system of claim 1 wherein said data storage is non-volatile data storage 

(Safford as modified by Kennedy disclosed, or at least rendered obvious, this limitation by 

disclosing memory that stores the architected states of microprocessors. For example, as explained 

above in connection with claim 1, Safford as modified by Kennedy disclosed data storage storing 

information that assigns the role of boot processor to one of the processors and assigns the role of 

spare processor to another one of the processors. Even if Safford did not explicitly identify the 

data storage as being non-volatile data storage, Safford as modified by Kennedy would have 

included non-volatile data storage that stores information about the assignments of the boot 

processor and the spare processor. For example, "[t]he CPUl 120 has a corresponding non-volatile 

memory 123 which contains configuration information and CPU specific initialize and self test 

code (ISTC) for the CPUl 120[.]" Kennedy (Ex. 1005), 5: 15-18. From these disclosures, a 

POSITA would have understood that the data storage that stores the information assigning the 

roles of boot processor and spare processor included non-volatile memory. See Wolfe Deel. (Ex. 

1003) ,i 189. Accordingly, Safford as modified by Kennedy would have rendered the subject matter 

of claim 2 obvious to a POSITA. Id.). 

Claim 3: The system of claim 1 further comprising: a user interface operable to receive 

input specifying said one of said plurality of processors to be assigned said role of boot processor 

(Safford as modified by Kennedy disclosed, or at least rendered obvious, this limitation by 

disclosing the selection of a processor type to boot the system. In other words, even if Safford did 
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not explicitly disclose a user interface that receives input specifying the processor assigned the 

role of boot processor, Safford as modified by Kennedy would have rendered this claim limitation 

obvious to a POSITA. For example, Kennedy taught selecting which processor among multiple 

processors is to boot the system. See Kennedy (Ex. 1005) at 4:33-34. Specifically, "other processor 

types may be selected to boot the system with a corresponding change in the boot ROM 150, as 

well known in the art." Id It was well known in the art that the act of selecting processor roles in 

computer systems (e.g., master/slave designations, distinct duty assignments or permissions in 

asymmetric multiprocessor configurations, etc.) is often performed via user interfaces. See Wolfe 

Deel. (Ex. 1003) ,i 190. Based on this common knowledge in the art, a POSITA would have 

understood Kennedy's disclosure about selecting the processor to boot the system as including a 

boot processor selection made by input received via a user interface. Id A POSITA would have 

been motivated to modify Safford by Kennedy and this common knowledge in the art to enable a 

user to select which processor is to boot the system via a user interface. Id It was well within the 

skill of a POSITA to modify Safford's system by Kennedy in this manner, and thus this 

combination of Safford and Kennedy would have been expected to succeed. Id Accordingly, 

Safford as modified by Kennedy and this common knowledge in the art would have rendered the 

subject matter of claim 3 obvious to a POSIT A Id). 

Claim 4: The system of claim 1 further comprising: a user interface operable to receive 

input specifying said another of said plurality of processors to be assigned said role of spare 

processor (Safford as modified by Kennedy disclosed, or at least rendered obvious, this limitation 

by implicitly disclosing the selection of a processor type that does not boot the system. In other 

words, even if Safford did not explicitly disclose a user interface that receives input specifying the 

processor assigned the role of spare processor, Safford as modified by Kennedy would have 

rendered this claim limitation obvious to a POSIT A For example, Kennedy taught selecting which 

processor among multiple processors is to boot the system. See Kennedy (Ex. 1005) at 4:33-34. 

Specifically, "other processor types may be selected to boot the system with a corresponding 

change in the boot ROM 150, as well known in the art." Id at 4:33-34. It was well known in the 

art that the act of selecting processor roles in computer systems (e.g., master/slave designations, 

distinct duty assignments or permissions in asymmetric multiprocessor configurations, etc.) is 

often performed via user interfaces. See Wolfe Deel. (Ex. 1003) ,i 191. Based on this common 

knowledge in the art, a POSITA would have understood Kennedy's disclosure of selecting the 
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processor to boot the system as including a spare processor selection (e.g., one of the alternate 

processors not selected as the boot processor) made by input received via a user interface. Id A 

POSITA would have been motivated to modify Safford by Kennedy and this common knowledge 

in the art to enable a user to select, via a user interface, which processor is to serve as a spare to 

the boot processor. Id It was well within the skill of a POSITA to modify Safford's system by 

Kennedy in this manner, and thus this combination of Safford and Kennedy would have been 

expected to succeed. Id Accordingly, Safford as modified by Kennedy and this common 

knowledge in the art would have rendered the subject matter of claim 4 obvious to a PO SITA. Id). 

Claim 5: The system of claim 1 wherein each of said plurality of processors is a processor 

module that includes a master processor and a slave processor (Safford as modified by Kennedy 

disclosed, or at least rendered obvious, this limitation by disclosing the selection of a processor 

type to boot the system. For example, Safford taught that "a computer system employs lock stepped 

processor cores that operate in a master/check pair." Safford (Ex. 1004) at 2:55-57. "The 

processors operate as pairs when in lock step (i.e., the processors 111 and 113 are a pair; the 

processors 121 and 123 are a second pair; and the processors 125 and 127 are a third pair). From 

the node controller's perspective, each pair of processors appears as a single (logical) 

processor." Id at 3:57-63. Accordingly, Safford as modified by Kennedy taught a plurality of 

processor modules that each include a master processor and a slave processor. See Wolfe Deel. 

(Ex. 1003) iJ 192.). 

Claim 6: The system of claim 1 wherein said another of said plurality of processors that 

is assigned said role of spare processor is an active spare before being transferred said role of 

boot processor (Safford as modified by Kennedy disclosed, or at least rendered obvious, this 

limitation by disclosing a spare processor being active before a role transfer. For example, Safford 

taught that "the processor 111 signals the node controller 130 that the first processor pair 111/113 

has broken lock step and that the first processor pair 111/113 should be taken 'off-line."' Safford 

(Ex. 1004) at 4:37-40. "In block 230, the node controller 130 'reboots' the processors 111 and 

113, and the processors 111 and 113 become the new 'hot standby' processor pair on the system 

100." Id at 4:57-60. Safford also taught that "the spare processor unit becomes an active 

processor unit in the computer system" Id, claim 1. In view of the above citations, a POSITA 

would have understood Safford as disclosing that a spare processor can be active before a role 

transfer. See Wolfe Deel. (Ex. 1003) ,i 193. Moreover, a POSITA would have understood that the 
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role at issue could be the boot processor assignment in view of Safford as modified by Kennedy 

for at least the same reasons provided above in connection with claim 1. Id A POSITA would 

have been motivated to combine these disclosures from Safford and Kennedy to improve the 

reliability of Safford's system by providing high availability through active and/or inactive spare 

processors. Id It was well within the skill of a POSITA to modify Safford's system by Kennedy 

in this manner, and thus this combination of Safford and Kennedy would have been expected to 

succeed. Id Accordingly, Safford as modified by Kennedy taught that the spare processor is an 

active spare before being transferred the role of boot processor. Id). 

Claim 9: [9.pre] A method comprising: (Safford disclosed a method. "An apparatus, 

operating on an advanced multi-core processor architecture, and a corresponding method, are used 

to enhance recovery from loss of lock step in a multi-processor computer system." Safford (Ex. 

1004), Abstract); 

[9.1] assigning a role of boot processor to one of a plurality of processors in a system 

(Safford disclosed, or at least rendered obvious, this limitation by disclosing the architected states 

of microprocessors that operate as a master/checker pair as well as the designation of the logical 

CPU 0. For example, Safford taught that "the architected states of each of the microprocessors 

22 and 24 is copied from the memory 25 into the microprocessors 22 and 24, respectively." Safford 

(Ex. 1004) at 2:2-4. "For example, the node controller 130 may store the architected state of the 

processors 111, 113, 121, 123, 125, and 127, either internally in the node controller 130, or in 

another component of the computer system 100." Id at 4:6-10. "To improve reliability of 

processing assets, a computer system employs lock stepped processor cores that operate in a 

master/check pair." Id at 2:55-57. Accordingly, Safford described assigning the roles of master 

and checker to certain processors. See Wolfe Deel. (Ex. 1003) ,i 194. Safford further described one 

pair of these processors "operating in a lock step mode" as initially "appear[ing] to [a] computer 

system ... to be ... a logical CPU O" but later that logical CPU O designation is reassigned to another 

processor. See Safford (Ex. 1007) at 3:4-5, 4:52-53 ("The processor pair 125/127 then becomes 

the logical CPU O in the computer system 100"). A POSITA would have recognized Safford's 

logical CPU O as being the designation used by computing system 100 to identify its boot processor 

at least because, in multi-processor system architectures like Safford's, "logical CPU O" was 

commonly used to indicate that a processor had been selected as a boot processor. See supra § 

I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 194. However, even if Safford is interpreted as not 
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explicitly identifying which processor was the boot processor, Safford as modified by Kennedy 

would have assigned the role of boot processor. See, e.g., Kennedy (Ex. 1005) at 7:5-13. For 

example, Kennedy taught that, "if this 'default' boot processor fails[,]" then an alternate processor 

"should take over boot operations to enhance availability of the system." Id at 7:9-13. In view of 

the above citations, Safford taught assigning roles (e.g., master/checker) to paired processors, and 

Kennedy taught that one such assignment could be the role of boot processor. See Wolfe Deel. (Ex. 

1003) ,i 194. A POSITA would have been motivated to combine these disclosures from Safford 

and Kennedy to improve the reliability of Safford's system by assigning the role of boot processor 

to a certain processor in case of a reboot. Id It was well within the skill of a POSIT A to modify 

Safford's system by Kennedy in this manner, and thus this combination of Safford and Kennedy 

would have been expected to succeed. Id Accordingly, Safford as modified by Kennedy taught 

assigning a role of boot processor to one of a plurality of processors in a system. Id); 

[9.2] assigning a role spare processor to another of said plurality of processors (Safford 

as modified by Kennedy disclosed, or at least rendered obvious, this limitation by disclosing the 

designation of a hot standby processor. For example, Safford taught that "[t]he processor 125 may 

be designated as a 'hot standby,' and is sitting idle in lock step mode with the processor 127. 

Should one of the processors 111, 113, 121, and 123 suffer an error, the hot standby processors 

125, 127 may be used to speed recovery from the resulting loss oflock step." Safford (Ex. 1004) 

at 4:25-30. Accordingly, Safford as modified by Kennedy taught assigning a role of spare 

processor to another one of the plurality of processors in the system. Id); 

[9.3] responsive to detecting loss of lockstep for said boot processor, changing, during 

system runtime, the assignment of the role of boot processor to said spare processor (Safford as 

modified by Kennedy disclosed, or at least rendered obvious, this limitation by disclosing failing 

over a processor to a hot standby processor in response to a loss of lockstep. For example, Safford 

taught that, "[u]sing the impending loss of lock step signal, the computer system 100 may 

continue operating (processing) using one of the processors 111 and 113 that did not 

experience an error." Safford (Ex. 1004) at 3:27-30. "The processor 125 may be designated as a 

'hot standby,' and is sitting idle in lock step mode with the processor 127. Should one of the 

processors 111, 113, 121, and 123 suffer an error, the hot standby processors 125, 127 may be 

used to speed recovery from the resulting loss oflock step." Id at 4:25-30. "In block 210, the 

processor 111 signals the node controller 130 that the first processor pair 111/113 has broken 
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lock step and that the first processor pair 111/113 should be taken 'off-line.'" Id at 4:37-40. 

Accordingly, Safford described replacing a failed processor with a hot spare processor in response 

to a loss oflockstep. See id at 3:27-30, 4:37-54. The '781 Patent notes that a firmware component 

known as a processor abstraction layer (PAL) "copies all the needed information from memory 

into the internal registers of the hot spare processor so that the hot spare processor becomes a new 

active processor, transforming the role of the hot spare to boot processor." Ex. 1001 at 17: 57-61. 

Safford disclosed this claim limitation through an identical process for transferring the role of boot 

processor to the spare processor. Safford (Ex. 1004) at 32:29-32. For example, Safford taught 

"moving an architected state of the processor unit experiencing the loss of lock step to the 

spare processor unit, wherein the spare processor unit becomes an active processor unit in 

the computer system." Id. In view of this disclosure and the knowledge that a boot processor was 

a common component in computer systems (e.g., Safford's system), a POSITA would have 

understood Safford as disclosing the failover of a boot processor to a hot spare processor in 

response to a loss of lockstep. See supra§ I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 195. However, 

even if Safford is not interpreted as explicitly identifying the failed processor as having been the 

boot processor, Safford as modified by Kennedy would have performed boot processor failover. 

See, e.g., Kennedy (Ex. 1005) at 7:5-13. In view of the above citations, Safford taught replacing a 

failed processor with a hot spare processor in response to a loss of lockstep, and Kennedy taught 

failing over the boot processor to an alternate processor. See Wolfe Deel. (Ex. 1003) ,i 195. A 

POSITA would have been motivated to combine these disclosures from Safford and Kennedy to 

improve the reliability of Safford's system by providing high availability in the event that the boot 

processor fails before a reboot occurs. Id It was well within the skill of a POSIT A to modify 

Safford's system by Kennedy in this manner, and thus this combination of Safford and Kennedy 

would have been expected to succeed. Id Accordingly, Safford as modified by Kennedy taught 

changing, during system runtime, the assigned role of boot processor to the spare processor in 

response to loss of lockstep for the boot processor. Id); 

[9.4] responsive to changing the assignment of the role of boot processor to said spare 

processor, an operating system of the system recognizing said spare processor as the boot 

processor without requiring shutdown of said operating system (Safford as modified by Kennedy 

disclosed, or at least rendered obvious, this limitation by disclosing the improved availability of 

processor assets to avoid a computer system crash and by disclosing a central boot ROM that is 
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used by the operating system and stores the boot code executed in conjunction with the operating 

system to boot the system. For example, in focusing on "improv[ing] availability of the processor 

assets of the computer system", Safford notes that "loss of lock step, if not promptly corrected, 

may cause the computer system 18 to crash." Safford (Ex. 1004) at 3:21-22, 1:45-47. Even if 

Safford did not explicitly disclose an operating system that recognizes the spare processor as the 

boot processor without requiring shutdown, Safford as modified by Kennedy would have rendered 

this claim limitation obvious to a POSIT A. For example, according to Kennedy, "a central system 

boot ROM 150 accessible by all processors ... may be used by the operating system." Kennedy 

(Ex. 1005) at 9: 1-5. "[T]he CPUl 120 controls the system again and begins the operating system 

boot process." Id at 9:53-55. "The alternate boot processors ... can execute the boot code in the 

central boot ROM 150". Id at 10:42-45. A POSITA would have understood that, because 

Kennedy's central boot ROM 150 is used by the operating system and stores the boot code 

executed in conjunction with the operating system to boot the system, the operating system would 

recognize the spare processor as the boot processor after failover without requiring shutdown of 

the operating system, especially if Kennedy is to achieve its objective of providing fault tolerance 

and high availability. See Kennedy (Ex. 1005) at 9: 1-5, 9:53-55, 10:42-45; see also Wolfe Deel. 

(Ex. 1003) ,i 196. This conclusion of a POSITA's understanding is also supported by Safford's 

objective of avoiding system crashes. See Safford (Ex. 1004) at 3:21-22, 1:45-47. A POSITA 

would have been motivated to combine these disclosures from Safford and Kennedy to improve 

the reliability of Safford's system by providing fault tolerance and high availability in the event 

that the boot processor fails before a reboot occurs. See Wolfe Deel. (Ex. 1003) ,i 196. It was well 

within the skill of a PO SIT A to modify Safford' s system by Kennedy in this manner, and thus this 

combination of Safford and Kennedy would have been expected to succeed. Id Accordingly, 

Safford as modified by Kennedy would have rendered obvious to a POSITA an operating system 

that recognizes the spare processor as the boot processor without requiring shutdown. Id). 

Claim 10: Claim 10 recites subject matter that is substantially similar to claim 2 and is 

therefore rendered obvious for the same reasons as claim 2 above. 

Claim 11: Claim 11 recites subject matter that is substantially similar to claim 2 and is 

therefore rendered obvious for the same reasons as claim 2 above. 

Claim 12: The method of claim 9 further comprising: [12.1] determining at least one 

processor that is coupled to a common communication bus with said one of said plurality 
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processors assigned to the role of boot processor (Safford as modified by Kennedy disclosed, or 

at least rendered obvious, this limitation by disclosing a determinization that the alternate 

processor is installed in one of the slots of a backplane bus and that the boot processor is installed 

in another one of the slots of the backplane bus. Even if Safford did not explicitly disclose 

determining a processor that is coupled to a common communication bus with the boot processor, 

Safford as modified by Kennedy would have determined that the alternate processor and the boot 

processor are coupled to the same backplane bus. For example, according to Kennedy, "the system 

has a centrally accessible memory, a default boot central processing unit installed in a first slot 

on the backplane bus, and may also have one or more alternate boot central processing units 

installed in a second slot on the backplane bus." Kennedy (Ex. 1005) at 2:34-38. In view of these 

citations, Kennedy taught that the boot processor and the alternate boot processors are installed in 

specific slots along the same backplane bus. Based on this disclosure from Kennedy, a POSITA 

would have understood that any alternate processor installed in one of the slots of the backplane 

bus would have been coupled to a common communication bus with the boot processor. See Wolfe 

Deel. (Ex. 1003) ,i 197. As a result, any form of identifying such an alternate processor would 

constitute a determination of an alternate processor coupled to a common communication bus with 

the boot processor. Id A POSIT A would have been motivated to combine these disclosures from 

Kennedy with Safford to improve the communication capabilities of Safford's system for fault 

tolerance and high availability. Id. It was well within the skill of a POSITA to modify Safford's 

system by Kennedy in this manner, and thus this combination of Safford and Kennedy would have 

been expected to succeed. Id Accordingly, Safford as modified by Kennedy taught this claim 

limitation. Id); and 

[12.2] selecting said another of said plurality of processors to be assigned the role of 

spare processor from said determined at least one processor (Safford as modified by Kennedy 

disclosed, or at least rendered obvious, this limitation by disclosing the selection of one or more 

alternate (e.g., spare) boot processors by installing the alternate boot processor into a specific slot 

corresponding to the alternate boot role on the backplane bus. Even if Safford did not explicitly 

disclose selecting the processor coupled to the common communication bus as the spare processor, 

Safford as modified by Kennedy would have selected the alternate processor installed in the same 

backplane bus as the boot processor to be the spare. For example, according to Kennedy, "the 

system has a centrally accessible memory, a default boot central processing unit installed in a 
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first slot on the backplane bus, and may also have one or more alternate boot central processing 

units installed in a second slot on the backplane bus." Kennedy (Ex. 1005) at 2:34-38. A POSIT A 

would have been motivated to combine these disclosures from Kennedy with Safford to improve 

the reliability of Safford's system by providing fault tolerance and high availability in the event 

that the boot processor fails before a reboot occurs. See Wolfe Deel. (Ex. 1003) ,i 198. It was well 

within the skill of a POSIT A to modify Safford's system by Kennedy in this manner, and thus this 

combination of Safford and Kennedy would have been expected to succeed. Id Accordingly, 

Safford as modified by Kennedy taught this claim limitation. Id). 

Claim 13: The method of claim 9 further comprising: during system boot-up, system 

firmware identifying the spare processor and holding said spare processor in reserve as a hot 

spare (Safford as modified by Kennedy disclosed, or at least rendered obvious, this limitation by 

disclosing a BIOS responsible for identifying a spare processor and holding the same in reserve as 

a hot spare. Safford taught identifying a spare processor and holding the spare processor in reserve 

as a hot spare for at least the same reasons provided above in connection with claim 1. Even if 

Safford did not explicitly disclose doing so via system firmware, Safford as modified by Kennedy 

would have rendered this claim limitation obvious to a POSITA. For example, according to 

Kennedy, "central boot ROM 150 comprises a read-only-memory with the basic input/output 

system (BIOS) instruction set for an INTEL 80486 or 80386 microprocessor. Accordingly, in the 

present embodiment, at least one CPU connected to the 64-bit bus is, or emulates, an INTEL 80486 

or 803 86 microprocessor in order to boot the system." Kennedy (Ex. 1005) at 4 :25-33. "[A] 

central system boot ROM 150 accessible by all processors ... may be used by the operating 

system." Kennedy (Ex. 1005) at 9: 1-5. "[T]he CPUl 120 controls the system again and begins the 

operating system boot process." Id at 9:53-55. "The alternate boot processors .. . can execute 

the boot code in the central boot ROM 150". Id at 10:42-45. The BIOS was a very well-known 

example of firmware. Wolfe Deel. (Ex. 1003) ,i 199. In view of the above citations and this 

common knowledge, a POSITA would have understood that Kennedy's BIOS constitutes 

firmware responsible for identifying a spare processor and holding the same in reserve as a hot 

spare. Id A POSIT A would have been motivated to combine these disclosures from Safford and 

Kennedy to achieve cost savings by performing these tasks with firmware instead of using 

additional hardware. See id. It was well within the skill of a POSITA to modify Safford's system 

by Kennedy in this manner, and thus this combination of Safford and Kennedy would have been 
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expected to succeed. Id Accordingly, Safford as modified by Kennedy would have rendered the 

subject matter of claim 13 obvious to a POSIT A Id). 

Claim 14: The method of claim 9 further comprising: during system boot-up, system 

firmware booting the spare processor as an active spare (Safford as modified by Kennedy 

disclosed, or at least rendered obvious, this limitation by disclosing a BIOS responsible for booting 

the spare processor as an active spare. Safford taught booting the spare processor as an active spare 

for at least the same reasons provided above in connection with claim 6. Even if Safford did not 

explicitly disclose doing so via system firmware, Safford as modified by Kennedy would have 

rendered this claim limitation obvious to a POSITA. For example, according to Kennedy, "central 

boot ROM 150 comprises a read-only-memory with the basic input/output system (BIOS) 

instruction set for an INTEL 80486 or 80386 microprocessor. Accordingly, in the present 

embodiment, at least one CPU connected to the 64-bit bus is, or emulates, an INTEL 80486 or 

80386 microprocessor in order to boot the system." Kennedy (Ex. 1005) at 4:25-33. "[A] central 

system boot ROM 150 accessible by all processors ... may be used by the operating system." 

Kennedy (Ex. 1005) at 9: 1-5. "[T]he CPUl 120 controls the system again and begins the operating 

system boot process." Id at 9:53-55. "The alternate boot processors ... can execute the boot 

code in the central boot ROM 150". Id at 10:42-45. The BIOS was a very well-known example 

of firmware. Wolfe Deel. (Ex. 1003) ,i 200. In view of the above citations and this common 

knowledge, a POSITA would have understood that Kennedy's BIOS constitutes firmware 

responsible for booting the spare processor as an active spare. Id A POSIT A would have been 

motivated to combine these disclosures from Safford and Kennedy to enable Safford's system to 

dynamically modify the activity of spare processors (e.g., between active spare and hot spare) to 

increase efficiency and/or throughput. See id. It was well within the skill of a POSITA to modify 

Safford's system by Kennedy in this manner, and thus this combination of Safford and Kennedy 

would have been expected to succeed. Id Accordingly, Safford as modified by Kennedy would 

have rendered the subject matter of claim 14 obvious to a POSITA. Id). 

Claim 15: The method of claim 9 wherein system firmware performs said changing 

operation (Safford as modified by Kennedy disclosed, or at least rendered obvious, this limitation 

by disclosing a BIOS included in an IOSM responsible for changing the role of boot processor to 

the spare processor. Safford taught performing the changing operation for at least the same reasons 

provided above in connection with claim 9. Even if Safford did not explicitly disclose doing so via 
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system firmware, Safford as modified by Kennedy would have rendered this claim limitation 

obvious to a POSITA. For example, Kennedy taught that each CPU includes a slot selection 

(sometimes referred to as "SS") logic for selecting which CPU is designated as the boot processor. 

"In general, the slot select logic 148 on the default boot CPU allows this CPU to boot." Kennedy 

(Ex. 1005) at 10:29-31, FIG. 3. Kennedy's input/output services module ("IOSM") is 

responsible for changing the role of boot processor to the spare processor in conjunction with the 

CPUs' slot selection logic. See id at 6:36-38, FIG. 3. For example, "[a]ny other slot selection 

circuits on CPUs installed in the system have a corresponding slot selection line from the IOSM 

108." Id. As demonstrated by FIG. 3 of Kennedy reproduced below, Kennedy's IOSM includes 

the BIOS. 

SLOT1 120 SLOT3 -160 
. -············ .f .• 

CPU1 i CPU3 

FIG. 3 

The BIOS was a very well-known example of firmware. Wolfe Deel. (Ex. 1003) ,i 201. In view of 

the above citations and this common knowledge, a POSITA would have understood that that 

Kennedy's BIOS, which constitutes firmware, is responsible for changing the role of boot 

processor to the spare processor in conjunction with the CPUs' slot selection logic. Id A POSIT A 

would have been motivated to combine these disclosures from Safford and Kennedy to achieve 

cost savings by performing the change operation with firmware instead of using additional 

hardware. See id. It was well within the skill of a POSIT A to modify Safford' s system by Kennedy 

in this manner, and thus this combination of Safford and Kennedy would have been expected to 

succeed. Id Accordingly, Safford as modified by Kennedy would have rendered the subject matter 

of claim 15 obvious to a POSITA.). 
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3. Ground 3 Kennedy in view of Nguy en and Fox 

Kennedy in view of Nguyen and Fox would have rendered claims 1-30 obvious to a 

POSITA. For ease ofreference, Requester has provided some proposed obviousness rejections for 

claims 1-30 below. Requester has also provided a detailed mapping of Kennedy in view of Nguyen 

and Fox to claims 1-30 in Appendix C. 

Claim 1: fl.pre] A system comprising: (Kennedy disclosed a system. For example, 

Kennedy taught "multiprocessor computer systems." Kennedy (Ex. 1005) at 1: 14-15.); 

[1.1] a plurality of processors (Kennedy disclosed this limitation by disclosing 

multiprocessor computer systems that enable a boot processor to fail over to an alternate processor. 

For example, Kennedy taught "multiprocessor computer systems." Kennedy (Ex. 1005) at 1: 14-

15. Kennedy's disclosure "relates to a method and apparatus to automatically control the 

determination of which processor in the system will boot the system." Id at 1: 15-17. Kennedy 

further disclosed that, "[i]f the boot processor fails, control automatically shifts to an alternate 

processor." Id at 1:17-19. Accordingly, Kennedy taught a plurality of processors.); 

[1.2] data storage storing information that assigns a role of boot processor to one of said 

plurality of processors and assigns a role of spare processor to another of said plurality of 

processors (Kennedy disclosed, or at least rendered obvious, this limitation by disclosing 

memories that hold configuration information about processors that are assigned the roles of boot 

processor and spare processor. For example, Kennedy taught that "[t]he CPU ISTC memories 

hold configuration information." Kennedy (Ex. 1005) at 7:33-35. Kennedy also taught that, "[a]s 

previously explained, the ISTC memory associated with each CPU contains ... configuration 

information about the CPU. Thus, the boot CPU determines how many CPUs are present on the 

bus." Id at 9: 16-21. Kennedy further taught that, "if this 'default' boot processor fails[,]" then an 

alternate processor "should take over boot operations to enhance availability of the system." 

Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that "one default boot CPU is 

designated to boot the system, and if this CPU fails, control transfers automatically to an alternate 

processor." Id at 2: 17-21. In view of the above citations, Kennedy taught memories that store 

CPU configuration information that includes the roles of boot processor and alternate processor in 

the system. See Wolfe Deel. (Ex. 1003) ,i 204. Accordingly, Kennedy taught data storage storing 

information that assigns the role of boot processor to one of the processors and assigns the role of 

spare processor to another one of the processors. Id). 
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[1.3 J logic operable, responsive to detecting loss of lockstep for said boot processor, for 

transferring, during system runtime, the role of boot processor to said spare processor (Kennedy 

as modified by Nguyen disclosed, or at least rendered obvious, this limitation by disclosing the 

transfer of the boot processor role to the alternate processor in response to a loss of lockstep. For 

example, Kennedy taught that, "if this 'default' boot processor fails[,]" then an alternate 

processor "should take over boot operations to enhance availability of the system." Kennedy 

(Ex. 1005) at 7:9-13. In addition, Kennedy taught that "one default boot CPU is designated to 

boot the system, and if this CPU fails, control transfers automatically to an alternate 

processor." Id at 2: 17-21. Even if Kennedy did not explicitly identify the boot processor's failure 

as being a loss of lockstep, Kennedy as modified by Nguyen would have detected a loss of 

lockstep. See, e.g., Nguyen (Ex. 1008) 1 [0008], [0024], [0054]-[0055]. For example, Nguyen 

taught that "[e]xecution cores 120 operate in lock step." Nguyen (Ex. 1008) 1 [0024]. "FRC­

hardware compares results generated by each core, and if a discrepancy is detected, the FRC 

system passes control to an error-handling routine." Id 1 [0006]. "However, for PRC-enabled 

processors, such errors are likely to be manifested as FRC errors, since they take the execution 

cores out of lock-step." Id 1 [0008]. "[E]ach execution core may include a status bit that is set if 

an error is detected. The master execution core may check this bit to determine if it has also 

generated an error." Id 1 [0050]. Accordingly, Nguyen described detecting a loss oflockstep. In 

view of the above citations, Kennedy taught logic that causes its system to replace the boot 

processor with an alternate processor in response to a failure of the boot processor, and Nguyen 

taught detecting an error (i.e., a loss of lockstep). See Wolfe Deel. (Ex. 1003) 1205. A POSITA 

would have been motivated to combine these disclosures from Kennedy and Nguyen to improve 

the reliability of Kennedy's system by providing fault tolerance and high availability in the event 

that the boot processor fails through a loss of lockstep. Id It was well within the skill of a POSIT A 

to modify Kennedy's system by Nguyen in this manner, and thus this combination of Kennedy 

and Nguyen would have been expected to succeed. Id Accordingly, Kennedy as modified by 

Nguyen taught logic operable for transferring the role of boot processor to the spare processor 

during system runtime in response to detecting loss of lockstep for the boot processor. Id). 

[1.4] wherein said another of said plurality of processors that is assigned said role of 

spare processor is held in reserve as a hot spare processor until said loss of lockstep is detected 

for said boot processor (Kennedy as modified by Nguyen and Fox disclosed, or at least rendered 
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obvious, this limitation by disclosing the transfer of the boot processor role to the spare processor 

in response to detecting loss of lockstep and by disclosing the automatic fail over to a hot spare 

processor. For example, Kennedy as modified by Nguyen taught a spare processor that assumes 

the role of boot processor in response to a loss of lockstep for at least the reasons provided above. 

Even if Kennedy did not explicitly identify the spare processor as having been a hot spare processor 

that is held in reserve, Kennedy as modified by Nguyen and Fox would have transferred the role 

of boot processor to a hot spare processor. See, e.g., Fox (Ex. 1006), Abstract. For example, 

according to Fox, "[t]he invention provides a substantially seamless transfer of executing processes 

from the failing processor to the replacement processor, without halting the execution of the 

operating system (OS) and/or applications on the overall MP. That is, a failing processor is able to 

automatically fail-over to a hot-spare processor without affecting the OS or executing 

applications." Fox (Ex. 1006) at 4:16-23. In view of the above citations, Kennedy as modified by 

Nguyen and Fox disclosed, or at least rendered obvious, transferring the role of boot processor to 

a hot spare processor during system runtime in response to detecting loss of lockstep for the boot 

processor. See Wolfe Deel. (Ex. 1003) ,i 206. A POSITA would have been motivated to combine 

these disclosures from Kennedy, Nguyen, and Fox to decrease delays in failing over from the boot 

processor to the spare processor. Id It was well within the skill of a POSIT A to modify Kennedy's 

system by Nguyen and Fox in this manner, and thus this combination of Kennedy, Nguyen, and 

Fox would have been expected to succeed. Id Accordingly, Kennedy as modified by Nguyen and 

Fox taught that the processor assigned the role of spare is held in reserve as a hot spare processor 

until the loss of lockstep is detected for the boot processor. Id). 

Claim 2: The system of claim 1 wherein said data storage is non-volatile data storage 

(Kennedy as modified by Nguyen and Fox disclosed, or at least rendered obvious, this limitation 

by disclosing non-volatile memory that stores the configuration information in the system. For 

example, as explained above in connection with claim 1, Kennedy as modified by Nguyen and Fox 

taught data storage storing information that assigns the role of boot processor to one of the 

processors and assigns the role of spare processor to another one of the processors. Kennedy further 

taught that "[t]he CPUl 120 has a corresponding non-volatile memory 123 which contains 

configuration information and CPU specific initialize and self test code (ISTC) for the CPUl 120." 

Kennedy (Ex. 1005), 5:15-18. From these disclosures, a POSITA would have understood that the 

data storage that stores the information assigning the roles of boot processor and spare processor 
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included non-volatile memory. See Wolfe Deel. (Ex. 1003) ,i 207. Accordingly, Kennedy as 

modified by Nguyen and Fox would have rendered the subject matter of claim 2 obvious to a 

POSITA. Id.). 

Claim 3: The system of claim 1 further comprising: a user interface operable to receive 

input specifying said one of said plurality of processors to be assigned said role of boot processor 

(Kennedy as modified by Nguyen, Fox, and common knowledge in the art rendered obvious this 

limitation by disclosing the selection of a processor type to boot the system. In other words, even 

if Kennedy did not explicitly disclose a user interface that receives input specifying the processor 

assigned the role of boot processor, Kennedy as modified by Nguyen, Fox, and common 

knowledge in the art would have rendered this claim limitation obvious to a PO SITA. For example, 

Kennedy taught selecting which processor among multiple processors is to boot the system. See 

Kennedy (Ex. 1005) at 4:33-34. Specifically, "other processor types may be selected to boot the 

system with a corresponding change in the boot ROM 150, as well known in the art." Id It was 

well known in the art that the act of selecting processor roles in computer systems (e.g., 

master/slave designations, distinct duty assignments or permissions in asymmetric multiprocessor 

configurations, etc.) is often performed via user interfaces. See Wolfe Deel. (Ex. 1003) ,i 208. 

Based on this common knowledge in the art, a POSITA would have understood Kennedy's 

disclosure of selecting the processor to boot the system as including a boot processor selection 

made by input received via a user interface. Id A POSIT A would have been motivated to modify 

Kennedy by Nguyen, Fox, and this common knowledge in the art to enable a user to select which 

processor is to boot the system via a user interface. Id It was well within the skill of a PO SITA to 

modify Kennedy's system by Nguyen, Fox, and the common knowledge in this manner, and thus 

this combination of Kennedy, Nguyen, Fox, and the common knowledge would have been 

expected to succeed. Id Accordingly, Kennedy as modified by Nguyen, Fox, and this common 

knowledge in the art would have rendered the subject matter of claim 3 obvious to a POSIT A. Id). 

Claim 4: The system of claim 1 further comprising: a user interface operable to receive 

input specifying said another of said plurality of processors to be assigned said role of spare 

processor (Kennedy as modified by Nguyen, Fox, and common knowledge in the art rendered 

obvious this limitation by implicitly disclosing the selection of a processor type that does not boot 

the system. In other words, even if Kennedy did not explicitly disclose a user interface that receives 

input specifying the processor assigned the role of spare processor, Kennedy as modified by 
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Nguyen, Fox, and common knowledge in the art would have rendered this claim limitation obvious 

to a POSITA. For example, Kennedy taught selecting which processor among multiple processors 

is to boot the system. See Kennedy (Ex. 1005) at 4:33-34. Specifically, "other processor types may 

be selected to boot the system with a corresponding change in the boot ROM 150, as well known 

in the art." Id at 4:33-34. It was well known in the art that the act of selecting processor roles in 

computer systems (e.g., master/slave designations, distinct duty assignments or permissions in 

asymmetric multiprocessor configurations, etc.) is often performed via user interfaces. See Wolfe 

Deel. (Ex. 1003) ,i 209. Based on this common knowledge in the art, a POSITA would have 

understood Kennedy's disclosure of selecting the processor to boot the system as including a spare 

processor selection (e.g., one of the alternate processors not selected as the boot processor) made 

by input received via a user interface. Id A POSIT A would have been motivated to modify 

Kennedy by Nguyen, Fox, and this common knowledge in the art to enable a user to select, via a 

user interface, which processor is to serve as a spare to the boot processor. Id A POSITA would 

have been motivated to modify Kennedy by Nguyen, Fox, and this common knowledge in the art 

to enable a user to select, via a user interface, which processor is to serve as a spare to the boot 

processor. Id It was well within the skill of a POSITA to modify Kennedy's system by Nguyen, 

Fox, and the common knowledge in this manner, and thus this combination of Kennedy, Nguyen, 

Fox, and the common knowledge would have been expected to succeed. Id Accordingly, Kennedy 

as modified by Nguyen, Fox, and this common knowledge in the art would have rendered the 

subject matter of claim 4 obvious to a POSIT A Id). 

Claim 5: The system of claim 1 wherein each of said plurality of processors is a processor 

module that includes a master processor and a slave processor (Kennedy as modified by Nguyen 

and Fox disclosed, or at least rendered obvious, this limitation by disclosing multicore processors 

that each include master and slave execution cores. Even if Kennedy did not explicitly disclose 

that each of its processors is a processor module that includes master and slave processors, 

Kennedy as modified by Nguyen and Fox would have incorporated processor modules that each 

include master and slave execution cores. For example, Nguyen "relates to microprocessors and, 

in particular, to mechanisms for handling errors in FRC-enabled processors." Nguyen (Ex. 1008) 

,i [0002]. Nguyen also taught "a mechanism for handling recoverable and non-recoverable errors 

in multi-core processors." Id ,i [0058]. "Processor 110 includes first and second execution cores 

120(a), 120(b)." Id ,i [0020]. "For one embodiment, one of execution cores may be designated 
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as the master core and the other as the slave core when processor 10 is operating in FRC mode." 

Id 1 [0047]. In view of the above citations, Kennedy as modified by Nguyen and Fox taught 

multicore processor modules that each include master and slave execution cores. See Wolfe Deel. 

(Ex. 1003) 1 210. A POSITA would have been motivated to combine these disclosures from 

Kennedy, Nguyen, and Fox to improve the spatial efficiency of Kennedy's system by consolidating 

the amount of space occupied by the processors. Id It was well within the skill of a POSIT A to 

modify Kennedy's system by Nguyen and Fox in this manner, and thus this combination of 

Kennedy, Nguyen, and Fox would have been expected to succeed. Id Accordingly, Kennedy as 

modified by Nguyen and Fox taught that each processor is a processor module including a master 

processor and a slave processor.). 

Claim 6: The system of claim 1 wherein said another of said plurality of processors that 

is assigned said role of spare processor is an active spare before being transferred said role of 

boot processor (Kennedy as modified by Nguyen and Fox disclosed, or at least rendered obvious, 

this limitation by disclosing the spare as active before the role of boot processor is transferred. 

Even if Kennedy did not explicitly disclose that the alternate processor is an active spare before 

being transferred the role of boot processor, Kennedy as modified by Nguyen and Fox would have 

included the alternate processor as an active spare before being transferred the role of boot 

processor. For example, Fox's BIOS "brings the standby processor out of the held-off state and 

into an active state." Fox (Ex. 1006) at 7:8-10. In view of this disclosure, Kennedy as modified 

by Nguyen and Fox taught that the alternate processor is an active spare before being transferred 

the role of boot processor. See Wolfe Deel. (Ex. 1003) 1 211. A POSITA would have been 

motivated to combine these disclosures from Kennedy, Nguyen, and Fox to improve the usage 

and/or efficiency of the processors in the system. Id It was well within the skill of a POSIT A to 

modify Kennedy's system by Nguyen and Fox in this manner, and thus this combination of 

Kennedy, Nguyen, and Fox would have been expected to succeed. Id Accordingly, Kennedy as 

modified by Nguyen and Fox taught that the spare is active before being transferred the role of 

boot processor. Id). 

Claim 7: The system of claim 1 further comprising: an operating system, wherein, 

responsive to the logic transferring the role of boot processor to the spare processor, the 

operating system recognizes the spare processor as the boot processor (Kennedy as modified by 

Nguyen and Fox disclosed, or at least rendered obvious, this limitation by disclosing the failover 

93 

Page 900 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

to a hot spare processor without affecting the OS or executing applications. Even if Kennedy did 

not explicitly disclose an operating system that recognizes the spare processor as the boot 

processor after the role transfer, Kennedy as modified by Nguyen and Fox would have rendered 

this claim limitation obvious to a POSITA. For example, Fox taught that "[t]he invention provides 

a substantially seamless transfer of executing processes from the failing processor to the 

replacement processor, without halting the execution of the operating system (OS) and/or 

applications on the overall MP. That is, a failing processor is able to automatically fail-over to 

a hot-spare processor without affecting the OS or executing applications." Fox (Ex. 1006) at 

4:16-25. Fox also taught that, "once the spare processor has been successfully brought on line, 

the BIOS (table) is updated and the OS [and] bus controllers ... are messaged to change their 

configurations to reflect a processor change from the failing processor to the spare 

processor." Id at 8: 10-14. "Control is then returned to the OS, which updates the 'active' 

processor list and allocates the threads that were running on the failing processor to the hot­

spare processor." Id, Abstract, 3 :28-31, 6:64-67. In view of the above citations, a PO SITA would 

have understood that, because Fox's failing processor automatically fails over to a hot spare 

processor without affecting the operating system and then control is returned to the operating 

system which updates the "active" processor list, the operating system would recognize the spare 

processor as having assumed the role of the failing processor after the role transfer. See Wolfe 

Deel. (Ex. 1003) ,i 212. Or at the very least, Kennedy as modified by Nguyen and Fox would have 

rendered the subject matter of claim 7 obvious to a POSITA due at least in part to Fox's failing 

processor automatically being replaced by a hot spare processor without affecting the operating 

system and then having control returned to the operating system which updates the "active" 

processor list. Id It was well within the skill of a POSIT A to modify Nguyen's system by Kennedy 

and Fox in this manner, and thus this combination of Kennedy, Nguyen, and Fox would have been 

expected to succeed. Id). 

Claim 8: The system of claim 1 wherein said plurality of processors are Itanium 

Processor Family (IPF) processors (Kennedy as modified by Nguyen and Fox disclosed, or at 

least rendered obvious, this limitation by disclosing IPF processors. Even if Kennedy did not 

explicitly disclose that its processors are IPF processors, Kennedy as modified by Nguyen and Fox 

would have included IPF processors. For example, Nguyen taught that "[o]ne embodiment of the 

recovery mechanism employs code that is closely associated with the processor. For example, the 

94 

Page 901 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

ltanium Processor Family of Intel Corporation employs a layer of firmware called processor 

abstraction layer (PAL), which provides an abstraction of the processor to the rest of the computing 

system." Nguyen (Ex. 1008) 1 [0045]. In view of the above citations, Kennedy as modified by 

Nguyen and Fox taught that the processors would have been IPF processors. See Wolfe Deel. (Ex. 

1003) 1213. A POSITA would have been motivated to combine these disclosures from Kennedy, 

Nguyen, and Fox to improve the spatial efficiency of the system by consolidating the processors 

into the multi core processor package used by the IPF. Id It was well within the skill of a POSIT A 

to modify Kennedy's system by Nguyen and Fox in this manner, and thus this combination of 

Kennedy, Nguyen, and Fox would have been expected to succeed. Id Accordingly, Kennedy as 

modified by Nguyen and Fox taught this claim limitation.). 

Claim 9: [9.pre] A method comprising: (Kennedy disclosed a method. For example, 

Kennedy taught "a method and apparatus to automatically control the determination of which 

processor in the system will boot the system." Kennedy (Ex. 1005) at 1: 15-17.); 

[9.1 J assigning a role of boot processor to one of a plurality of processors in a system 

(Kennedy disclosed, or at least rendered obvious, this limitation by disclosing a processor that is 

assigned the role of boot processor in a multiprocessor system. For example, Kennedy taught that, 

"if this 'default' boot processor fails[,]" then an alternate processor "should take over boot 

operations to enhance availability of the system." Kennedy (Ex. 1005) at 7:9-13. In addition, 

Kennedy taught that "one default boot CPU is designated to boot the system, and if this CPU 

fails, control transfers automatically to an alternate processor." Id at 2: 17-21. Kennedy also taught 

"multiprocessor computer systems." Id at 1:14-15. In view of the above citations, Kennedy 

taught assigning the role of boot processor to one of the processors in the system. See Wolfe Deel. 

(Ex. 1003) 1214. Accordingly, Kennedy taught assigning the role of boot processor to one of the 

processors in the system. Id); 

[9.2] assigning a role spare processor to another of said plurality of processors (Kennedy 

disclosed, or at least rendered obvious, this limitation by disclosing a processor that is assigned 

the role of alternate processor in a multiprocessor system. For example, Kennedy taught that, "if 

this 'default' boot processor fails[,]" then an alternate processor "should take over boot 

operations to enhance availability of the system." Kennedy (Ex. 1005) at 7:9-13. In addition, 

Kennedy taught that "one default boot CPU is designated to boot the system, and if this CPU fails, 

control transfers automatically to an alternate processor." Id at 2: 17-21. Kennedy also taught 
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"multiprocessor computer systems." Id at 1:14-15. In view of the above citations, Kennedy 

taught assigning the role of alternate processor to one of the processors in the system. See Wolfe 

Deel. (Ex. 1003) ,i 215. Accordingly, Kennedy taught assigning the role of spare processor to one 

of the processors in the system. Id); 

[9.3] responsive to detecting loss of lockstep for said boot processor, changing, during 

system runtime, the assignment of the role of boot processor to said spare processor (Kennedy 

as modified by Nguyen disclosed, or at least rendered obvious, this limitation by disclosing the 

replacement of the boot processor with the alternate processor in response to a loss oflockstep for 

the boot processor. For example, Kennedy taught that, "if this 'default' boot processor fails[,]" 

then an alternate processor "should take over boot operations to enhance availability of the 

system." Kennedy (Ex. 1005) at 7:9-13. In addition, Kennedy taught that "one default boot CPU 

is designated to boot the system, and if this CPU fails, control transfers automatically to an 

alternate processor." Id at 2: 17-21. Even if Kennedy did not explicitly identify the boot 

processor's failure as being a loss of lockstep, Kennedy as modified by Nguyen would have 

detected a loss of lockstep. See, e.g., Nguyen (Ex. 1008) ,i [0008], [0024], [0054]-[0055]. For 

example, Nguyen taught that "[e]xecution cores 120 operate in lock step." Nguyen (Ex. 1008) ,i 

[0024]. "PRC-hardware compares results generated by each core, and if a discrepancy is 

detected, the FRC system passes control to an error-handling routine." Id ,i [0006]. "However, 

for PRC-enabled processors, such errors are likely to be manifested as FRC errors, since they 

take the execution cores out of lock-step." Id ,i [0008]. "[E]ach execution core may include a 

status bit that is set if an error is detected. The master execution core may check this bit to 

determine if it has also generated an error." Id ,i [0050]. Accordingly, Nguyen described 

detecting a loss of lockstep. In view of the above citations, Kennedy taught replacing the boot 

processor with an alternate processor in response to a failure of the boot processor, and Nguyen 

taught detecting an error (i.e., a loss of lockstep). See Wolfe Deel. (Ex. 1003) ,i 216. A POSITA 

would have been motivated to combine these disclosures from Kennedy and Nguyen to improve 

the reliability of Kennedy's system by providing fault tolerance and high availability in the event 

that the boot processor fails through a loss of lockstep. Id It was well within the skill of a POSIT A 

to modify Kennedy's system by Nguyen in this manner, and thus this combination of Kennedy 

and Nguyen would have been expected to succeed. Id Accordingly, Kennedy as modified by 
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Nguyen taught changing the assignment of the role of boot processor to the spare processor during 

system runtime in response to detecting loss of lockstep for the boot processor. Id). 

[9.4] responsive to changing the assignment of the role of boot processor to said spare 

processor, an operating system of the system recognizing said spare processor as the boot 

processor without requiring shutdown of said operating system (Kennedy as modified by Nguyen 

and Fox disclosed, or at least rendered obvious, this limitation by disclosing the failover to a hot 

spare processor without affecting the OS or executing applications. Even if Kennedy did not 

explicitly disclose an operating system that recognizes the spare processor as the boot processor 

after the role transfer, Kennedy as modified by Nguyen and Fox would have rendered this claim 

limitation obvious to a POSITA. For example, Fox taught that "[t]he invention provides a 

substantially seamless transfer of executing processes from the failing processor to the 

replacement processor, without halting the execution of the operating system (OS) and/or 

applications on the overall MP. That is, a failing processor is able to automatically fail-over to 

a hot-spare processor without affecting the OS or executing applications." Fox (Ex. 1006), 

4: 16-25. Fox also taught that, "once the spare processor has been successfully brought on line, 

the BIOS (table) is updated and the OS [and] bus controllers ... are messaged to change their 

configurations to reflect a processor change from the failing processor to the spare 

processor." Id 8:10-14. "Control is then returned to the OS, which updates the 'active' 

processor list and allocates the threads that were running on the failing processor to the hot­

spare processor." Id, Abstract, 3:28-31, 6:64-67. In view of these citations, a POSITA would 

have understood that, because Fox's failing processor automatically fails over to a hot spare 

processor without affecting the operating system and then control is returned to the operating 

system which updates the "active" processor list, the operating system would recognize the spare 

processor as having assumed the role of the failing processor after fail over. See Wolfe Deel. (Ex. 

1003) ,i 217. Or at the very least, Kennedy as modified by Nguyen and Fox would have rendered 

this subject matter obvious to a POSIT A due at least in part to Fox's failing processor automatically 

failing over to a hot spare processor without affecting the operating system or applications. Id It 

was well within the skill of a POSITA to modify Kennedy's system by Nguyen and Fox in this 

manner, and thus this combination of Kennedy, Nguyen, and Fox would have been expected to 

succeed. Id). 

97 

Page 904 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

Claim 10: Claim 10 recites subject matter that is substantially similar to Claim 2 and is 

therefore rendered obvious for the same reasons as Claim 2 above. 

Claim 11: Claim 11 recites subject matter that is substantially similar to Claim 2 and is 

therefore rendered obvious for the same reasons as Claim 2 above. 

Claim 12: The method of claim 9 further comprising: [12.1] determining at least one 

processor that is coupled to a common communication bus with said one of said plurality 

processors assigned to the role of boot processor (Kennedy as modified by Nguyen and Fox 

disclosed, or at least rendered obvious, this limitation by disclosing the processors assigned the 

roles of boot processor and spare processor as being coupled to a common communication bus. 

For example, Kennedy taught that "the system has a centrally accessible memory, a default boot 

central processing unit installed in a first slot on the backplane bus, and may also have one or 

more alternate boot central processing units installed in a second slot on the backplane bus." 

Kennedy (Ex. 1005) at 2:34-38. Based on this disclosure from Kennedy, a POSITA would have 

understood that any alternate processor installed in one of the slots of the backplane bus would 

have been coupled to a common communication bus with the boot processor. See Wolfe Deel. (Ex. 

1003) ,i 218. As a result, any form of identifying such an alternate processor would constitute a 

determination of an alternate processor coupled to a common communication bus with the boot 

processor. Id Accordingly, Kennedy as modified by Nguyen and Fox taught this claim limitation. 

Id.); and 

[12.2] selecting said another of said plurality of processors to be assigned the role of 

spare processor from said determined at least one processor (Kennedy as modified by Nguyen 

and Fox taught assigning the role of spare to a certain processor for at least the reasons provided 

above in connection with claim 1. Moreover, Kennedy as modified by Nguyen and Fox taught 

determining that the spare processor is coupled to the common communication bus for at least the 

same reasons provided above in connection with this claim. Accordingly, Kennedy as modified by 

Nguyen and Fox taught selecting a processor coupled to the common communication bus to be 

assigned the role of spare. See Wolfe Deel. (Ex. 1003) ,i 219.). 

Claim 13: The method of claim 9 further comprising: during system boot-up, system 

firmware identifying the spare processor and holding said spare processor in reserve as a hot 

spare (Kennedy as modified by Nguyen and Fox disclosed, or at least rendered obvious, this 

limitation by disclosing a BIOS responsible for identifying a spare processor and holding the same 
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in reserve as a hot spare. As explained above in connection with claim 1, Kennedy as modified by 

Nguyen and Fox taught that the processor assigned the role of spare is held in reserve as a hot 

spare processor until the loss of lockstep is detected for the boot processor. Moreover, according 

to Kennedy, "central boot ROM 150 comprises a read-only-memory with the basic input/output 

system (BIOS) instruction set for an INTEL 80486 or 80386 microprocessor. Accordingly, in the 

present embodiment, at least one CPU connected to the 64-bit bus is, or emulates, an INTEL 80486 

or 80386 microprocessor in order to boot the system." Kennedy (Ex. 1005) at 4:25-33. "[A] 

central system boot ROM 150 accessible by all processors ... may be used by the operating 

system." Kennedy (Ex. 1005) at 9: 1-5. "[T]he CPUl 120 controls the system again and begins the 

operating system boot process." Id at 9:53-55. "The alternate boot processors .. . can execute 

the boot code in the central boot ROM 150". Id at 10:42-45. The BIOS was a very well-known 

example of firmware. Wolfe Deel. (Ex. 1003) ,i 220. In view of the above citations and this 

common knowledge, a POSITA would have understood that Kennedy's BIOS constitutes 

firmware responsible for identifying a spare processor and holding the same in reserve as a hot 

spare. Id Accordingly, Kennedy as modified by Nguyen and Fox would have rendered the subject 

matter of claim 13 obvious to a POSITA. Id.). 

Claim 14: The method of claim 9 further comprising: during system boot-up, system 

firmware booting the spare processor as an active spare (Kennedy as modified by Nguyen and 

Fox disclosed, or at least rendered obvious, this limitation by disclosing a BIOS responsible for 

booting the spare processor as an active spare. As explained above in connection with claim 6, 

Kennedy as modified by Nguyen and Fox taught that that the spare is active before being 

transferred the role of boot processor. Moreover, according to Kennedy, "central boot ROM 150 

comprises a read-only-memory with the basic input/output system (BIOS) instruction set for an 

INTEL 80486 or 80386 microprocessor. Accordingly, in the present embodiment, at least one CPU 

connected to the 64-bit bus is, or emulates, an INTEL 80486 or 80386 microprocessor in order to 

boot the system." Kennedy (Ex. 1005) at 4:25-33. "[A] central system boot ROM 150 accessible 

by all processors ... may be used by the operating system." Kennedy (Ex. 1005) at 9: 1-5. "[T]he 

CPUl 120 controls the system again and begins the operating system boot process." Id at 9:53-

55. "The alternate boot processors . .. can execute the boot code in the central boot ROM 150". 

Id at 10:42-45. The BIOS was a very well-known example of firmware. Wolfe Deel. (Ex. 1003) ,i 

221. In view of the above citations and this common knowledge, aPOSITA would have understood 
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that Kennedy's BIOS constitutes firmware responsible for booting the spare processor as an active 

spare. Id Accordingly, Kennedy as modified by Nguyen and Fox would have rendered the subject 

matter of claim 14 obvious to a POSIT A Id). 

Claim 15: The method of claim 9 wherein system firmware performs said changing 

operation (Kennedy as modified by Nguyen and Fox disclosed, or at least rendered obvious, this 

limitation by disclosing a BIOS included in an IOSM responsible for changing the role of boot 

processor to the spare processor. As explained above in connection with claim 9, Kennedy as 

modified by Nguyen and Fox taught performing the changing operation. Moreover, Kennedy 

taught that each CPU includes a slot selection (sometimes referred to as "SS") logic for selecting 

which CPU is designated as the boot processor. "In general, the slot select logic 148 on the default 

boot CPU allows this CPU to boot." Kennedy (Ex. 1005) at 10:29-31, FIG. 3. Kennedy's 

input/output services module ("IOSM") is responsible for changing the role of boot processor 

to the spare processor in conjunction with the CPUs' slot selection logic. See id at 6:36-38, FIG. 

3. For example, "[a]ny other slot selection circuits on CPUs installed in the system have a 

corresponding slot selection line from the IOSM 108." Id. As demonstrated by FIG. 3 of Kennedy 

reproduced below, Kennedy's IOSM includes the BIOS. 
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FIG. 3 

The BIOS was a very well-known example of firmware. Wolfe Deel. (Ex. 1003) ,i 222. In 

view of the above citations and this common knowledge, a POSIT A would have understood that 

that Kennedy's BIOS, which constitutes firmware, is responsible for changing the role of boot 

processor to the spare processor in conjunction with the CPUs' slot selection logic. Id 
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Accordingly, Kennedy as modified by Nguyen and Fox would have rendered the subject matter of 

claim 15 obvious to a POSITA. Id) 

Claim 16: [16.pre] A system comprising: (Kennedy disclosed a system. For example, 

Kennedy taught "multiprocessor computer systems." Kennedy (Ex. 1005) at 1: 14-15.); 

[16.1 J a plurality of lockstep processor modules that each includes a master processor 

and a slave processor that is in lockstep with said master processor (Kennedy as modified by 

Nguyen disclosed, or at least rendered obvious, this limitation by disclosing multicore processors 

that each include master and slave execution cores in lockstep. For example, Kennedy taught 

"multiprocessor computer systems." Kennedy (Ex. 1005) at 1:14-15. Kennedy's disclosure 

"relates to a method and apparatus to automatically control the determination of which processor 

in the system will boot the system." Id at 1: 15-17. Kennedy further disclosed that, "[i]f the boot 

processor fails, control automatically shifts to an alternate processor." Id at 1: 17-19. Even if 

Kennedy did not explicitly disclose that each of its processors is a processor module that includes 

master and slave processors in lockstep, Kennedy as modified by Nguyen would have incorporated 

processor modules that each include master and slave execution cores in lockstep. For example, 

Nguyen "relates to microprocessors and, in particular, to mechanisms for handling errors in FRC­

enabled processors." Nguyen (Ex. 1008) 1 [0002]. Nguyen also taught "a mechanism for handling 

recoverable and non-recoverable errors in multi-core processors." Id 1 [0058]. "Processor 110 

includes first and second execution cores 120(a), 120(b)." Id 1 [0020]. "For one embodiment, 

one of execution cores may be designated as the master core and the other as the slave core 

when processor 10 is operating in FRC mode." Id 1 [0047]. "Execution cores 120 operate in 

lock step." Id at 1 [0024]. "PRC-hardware compares results generated by each core, and if a 

discrepancy is detected, the FRC system passes control to an error-handling routine." Id 1 [0006]. 

"However, for PRC-enabled processors, such errors are likely to be manifested as FRC errors, 

since they take the execution cores out oflock-step." Id 1 [0008]. In view of the above citations, 

Kennedy as modified by Nguyen taught multi core processor modules that each include master and 

slave execution cores in lockstep. See Wolfe Deel. (Ex. 1003) 1223. A POSITA would have been 

motivated to combine these disclosures from Kennedy and Nguyen to improve the spatial 

efficiency of Kennedy's system by consolidating the amount of space occupied by the processors. 

Id It was well within the skill of a POSITA to modify Kennedy's system by Nguyen in this 

manner, and thus this combination of Kennedy and Nguyen would have been expected to succeed. 
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Id Accordingly, Kennedy as modified by Nguyen taught a plurality oflockstep processor modules 

that each include a master processor and a slave processor in lockstep with each other. Id); 

[16.2] a first communication bus with which at least a first two of said plurality of 

lockstep processor modules are communicatively coupled (Kennedy as modified by Nguyen 

disclosed, or at least rendered obvious, this limitation by disclosing the processors assigned the 

roles of boot processor and spare processor as being coupled to a common communication bus. 

For example, Kennedy taught that "the system has a centrally accessible memory, a default boot 

central processing unit installed in a first slot on the backplane bus, and may also have one or 

more alternate boot central processing units installed in a second slot on the backplane bus." 

Kennedy (Ex. 1005) at 2:34-38. In view of these citations, Kennedy as modified by Nguyen taught 

that the boot processor and the alternate processor are installed in slots on the backplane bus. See 

Wolfe Deel. (Ex. 1003) ,i 224. In other words, Kennedy's backplane bus is communicatively 

coupled to the boot processor and alternate processor. See id Accordingly, Kennedy as modified 

by Nguyen taught a first communication bus with which at least a first two of the plurality of 

lockstep processor modules are communicatively coupled. Id.); 

[16.3 J a second communication bus with which at least a second two of said plurality of 

lockstep processor modules are communicatively coupled (Kennedy as modified by Nguyen and 

Fox disclosed, or at least rendered obvious, this limitation by disclosing the processors as being 

interconnected with each other via system buses, processor-to-processor buses, and control buses. 

As explained above in connection with this claim, Kennedy taught a backplane bus that is 

communicatively coupled to the boot processor and alternate processor. Even if Kennedy did not 

explicitly disclose a second communication bus with which at least a second two of the lockstep 

processor modules are communicatively coupled, Kennedy as modified by Nguyen and Fox would 

have rendered this claim limitation obvious to aPOSITA. For example, Fox taught that "[a] system 

bus 110 connects the memory controller 107 and other components to IA-32 processors 120,122, 

via bridges 112, and processor buses 114. The IA-32 processors 120, 122 and the bridges 112 

are grouped at nodes 11 l." Fox (Ex. 1006) at 5:9-12, FIG. 1. "In one alternate implementation, 

processors 120, 122 are interconnected to each other via processor-to-processor buses 203." 

Id at 5:41-43. "Processors 120, 122 are also connected to bridge (bus controller) 207 via 

individual control buses 205." Id at 5:43-45. In view of these citations, Kennedy as modified by 

Nguyen and Fox taught a plurality of processors that are interconnected to each over via two or 
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more different buses (e.g., system bus 110, processor-to-processor buses 203, and individual 

control buses 205). See Wolfe Deel. (Ex. 1003) ,i 225. As further demonstrated by FIG. 1 of Fox 

reproduced below, Fox's system includes various processors that are communicatively coupled to 

one another via multiple communication buses. 
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A POSIT A would have been motivated to combine these disclosures from Kennedy and 

Nguyen and Fox to provide multiple communication channels and/or mechanisms for 

communicating with the processors. See Wolfe Deel. (Ex. 1003) ,i 225. It was well within the skill 

of a POSITA to modify Kennedy's system by Nguyen and Fox in this manner, and thus this 

combination of Kennedy, Nguyen, and Fox would have been expected to succeed. Id Accordingly, 

Kennedy as modified by Nguyen and Fox taught a second communication bus with which at least 

a second two of the plurality of lockstep processor modules are communicatively coupled. Id); 

[16.4] data storage storing information that assigns a role of boot processor to one of 

said plurality of processors and assigns a role of spare processor to another of said plurality of 

processors, wherein said spare processor is communicatively coupled to the same one of said 
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first and second communication buses as said boot processor (Kennedy as modified by Nguyen 

and Fox disclosed, or at least rendered obvious, this limitation by disclosing memories that hold 

configuration information about processors that are assigned the roles of boot processor and spare 

processor and communicatively coupled to the same communication bus. For example, Kennedy 

taught that "[t]he CPU ISTC memories hold configuration information." Kennedy (Ex. 1005) at 

7:33-35. Kennedy also taught that, "[a]s previously explained, the ISTC memory associated with 

each CPU contains ... configuration information about the CPU. Thus, the boot CPU 

determines how many CPUs are present on the bus." Id at 9: 16-21. Kennedy further taught that, 

"if this 'default' boot processor fails[,]" then an alternate processor "should take over boot 

operations to enhance availability of the system." Kennedy (Ex. 1005) at 7:9-13. In addition, 

Kennedy taught that "one default boot CPU is designated to boot the system, and if this CPU 

fails, control transfers automatically to an alternate processor." Id at 2:17-21. Kennedy's 

"system has a centrally accessible memory, a default boot central processing unit installed in a 

first slot on the backplane bus, and may also have one or more alternate boot central processing 

units installed in a second slot on the backplane bus." Kennedy (Ex. 1005) at 2:34-38. In view of 

the above citations, Kennedy as modified by Nguyen and Fox taught memories that store CPU 

configuration information that includes the roles of boot processor and alternate processor, which 

are assigned to processors coupled to the same communication bus. See Wolfe Deel. (Ex. 1003) ,i 

226. Accordingly, Kennedy as modified by Nguyen and Fox taught data storage storing 

information that assigns the role of boot processor to one of the processors and assigns the role of 

spare processor to another one of the processors, wherein the boot processor and the spare 

processor are coupled to the same communication bus. Id). 

Claim 17: Claim 17 recites subject matter that is substantially similar to claim 15, which 

depends from claim 9, and is therefore rendered obvious for the same reasons as claim 15 in view 

of claim 9 above. 

Claim 18: Claim 18 recites subject matter that is substantially similar to claim 15, which 

depends from claim 9, and is therefore rendered obvious for the same reasons as claim 15 in view 

of claim 9 above. 

Claim 19: Claim 19 recites subject matter that is substantially similar to claim 3 and is 

therefore rendered obvious for the same reasons as claim 3 above. 

Claim 20: Claim 20 recites subject matter that is substantially similar to claim 4 and is 
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therefore rendered obvious for the same reasons as claim 4 above. 

Claim 21: The system of claim 20 wherein said user interface presents for selection as 

said spare processor at least one processor that is communicatively to the same one of said first 

and second communication buses as said boot processor (Kennedy as modified by Nguyen and 

Fox disclosed, or at least rendered obvious, this limitation by implicitly disclosing the selection of 

a processor type that does not boot the system. For example, Kennedy as modified by Nguyen and 

Fox taught a spare processor that is communicatively coupled to the same communication bus as 

the boot processor for at least the same reasons provided above in connection with claim 16. 

Kennedy as modified by Nguyen and Fox also rendered obvious user interfaces that facilitate 

selecting the spare processor for at least the same reasons provided above in connection with claim 

4. Accordingly, for at least the same reasons provided above in connection with claims 4 and 16, 

Kennedy as modified by Nguyen and Fox would have rendered the subject matter of claim 21 

obvious to a POSITA. See Wolfe Deel. (Ex. 1003) ,i 227.). 

Claim 22: Claim 22 recites subject matter that is substantially similar to claim 13 and is 

therefore rendered obvious for the same reasons as claim 13 above. 

Claim 23: Claim 23 recites subject matter that is substantially similar to claim 14 and is 

therefore rendered obvious for the same reasons as claim 14 above. 

Claim 24: Claim 24 recites subject matter that is substantially similar to claim 8 and is 

therefore rendered obvious for the same reasons as claim 8 above. 

Claim 25: Claim 25 recites subject matter that is substantially similar to claim 16 and is 

therefore rendered obvious for the same reasons as claim 16 above. 

Claim 26: Claim 26 recites subject matter that is substantially similar to claim 18 and is 

therefore rendered obvious for the same reasons as claim 18 above. 

Claim 27: Claim 27 recites subject matter that is substantially similar to claims 3 and 19 

and is therefore rendered obvious for the same reasons as claims 3 and 19 above. 

Claim 28: Claim 28 recites subject matter that is substantially similar to claims 3 and 19 

and is therefore rendered obvious for the same reasons as claims 3 and 19 above. 

Claim 29: Claim 29 recites subject matter that is substantially similar to claims 3 and 19 

and is therefore rendered obvious for the same reasons as claims 3 and 19 above. 
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Claim 30: Claim 30 recites subject matter that is substantially similar to the combinations 

of claims 13 and 15 and is therefore rendered obvious for the same reasons as claims 13 and 15 

above. 

B. Proposed Anticipation Rejections for Claims 1 and 6 

1. Ground 4 Safford in Light of Cepulis 

Safford anticipates claims 1 and 6 under 35 U.S.C. § 102. In particular, when considered 

in light of the common technical knowledge that "CPU 0" is a reference for a boot processor as 

demonstrated in Cepulis, Safford discloses each and every limitation of claims 1 and 6. See supra 

§§ I.C.2, I.F. l, I.H.2, I.H.3. For ease of reference, Requester has provided some proposed 

obviousness rejections for claims and 6 below. Requester has also provided a detailed mapping of 

Safford in light of Cepulis to claims 1 and 6 in Appendix D. 

Claim 1: fl.pre] A system comprising: (Safford disclosed a computer system. For 

example, Safford disclosed that "a computer system employs lock stepped processor cores that 

operate in a master/check pair." Safford (Ex. 1004) at 2:55-57.); 

[1.1] a plurality of processors (Safford disclosed a plurality of processors included in the 

computer system. For example, Safford disclosed "a computer system employs lock stepped 

processor cores that operate in a master/check pair. Each of two processors in the pair processes 

the same code sequences, and the resulting outputs of the processors are compared by a logic 

circuit located near external interfaces of the two processors." Safford (Ex. 1004) at 2:55-60. "For 

example, the node controller 130 may store the architected state of the processors 111, 113, 121, 

123, 125, and 127, either internally in the node controller 130, or in another component of the 

computer system 100." Id at 4:6-10. Accordingly, Safford disclosed a plurality of processors 

included in the computer system.); 

[1.2] data storage storing information that assigns a role of boot processor to one of said 

plurality of processors and assigns a role of spare processor to another of said plurality of 

processors (Safford disclosed this limitation, whether expressly or inherently, by disclosing 

memory that stores the architected states of microprocessors, including the designation of a hot 

standby processor, and by disclosing the logical CPU 0 designation. For example, Safford 

disclosed "the architected states of each of the microprocessors 22 and 24 is copied from the 

memory 25 into the microprocessors 22 and 24, respectively." Safford (Ex. 1004) at 2:2-4. "For 

example, the node controller 130 may store the architected state of the processors 111, 113, 121, 
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123, 125, and 127, either internally in the node controller 130, or in another component of the 

computer system 100." Id at 4:6-10. "To improve reliability of processing assets, a computer 

system employs lock stepped processor cores that operate in a master/check pair." Id at 2:55-57. 

"The processor 125 may be designated as a 'hot standby,' and is sitting idle in lock step mode 

with the processor 127. Should one of the processors 111, 113, 121, and 123 suffer an error, the 

hot standby processors 125, 127 may be used to speed recovery from the resulting loss of lock 

step." Id at 4:25-30. Accordingly, Safford described assigning the roles of master and checker to 

certain processors and the role of hot standby to another processor. See Wolfe Deel. (Ex. 1003) ,i 

230. Safford further described one pair of these processors "operating in a lock step mode" as 

initially "appear[ing] to [a] computer system ... to be ... a logical CPU 0" but later that logical CPU 

0 designation is reassigned to another processor. See Safford (Ex. 1007) at 3:4-5, 4:52-53 ("The 

processor pair 125/127 then becomes the logical CPU 0 in the computer system 100"). A POSIT A 

would have recognized Safford's logical CPU 0 as being the designation used by computing 

system 100 to identify its boot processor at least because, in multi-processor system architectures 

like Safford's, "logical CPU 0" was commonly used to indicate that a processor had been selected 

as a boot processor. See, e.g., Cepulis (Ex. 1013) at 2:52-64, see also Wolfe Deel. (Ex. 1003) ,i 

230. For example, during boot-processor selection, 

If CPU PO is not functioning properly and cannot perform even the most basic functions, 
it is designated as inoperative. The hardware system then awakens CPU Pl and repeats the 
process of testing the CPU. If CPU PI is operational, then it is designated as CPU LO, and 
it boots the remainder of the system. On the other hand, if CPU PI also fails, it is also given 
an inoperative designation. The computer system then turns on CPU P2, and repeats the 
process. The process repeats until an operational microprocessor is found to perform the 
CPU LO functions. 2 

Cepulis (Ex. 1013) at 2:52-64. 

2 Cepulis is provided herein to explain the meaning of the term "boot processor" used in Safford, the primary reference. 
See M.P.E.P. § 2131.0l(B). 
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A POSIT A would have also recognized "CPU 0" and "CPU 1" as being physical designations used 

by computing system 100 to identify processors 111 and 113. The use of both logical and physical 

designators by a computing system is generally necessary when the role of boot processor can be 

assigned and reassigned to a processor regardless of its physical position within a system. See 

Wolfe Deel. (Ex. 1003) ,i 230; see also Safford (Ex. 1007) at 4:52-53 ("The processor pair 125/127 

then becomes the logical CPU O in the computer system 100"). Thus, a POSITA would have 

understood "logical CPU O" to be the boot-processor designation used by an operating system to 

determine which of its processors is the boot processor and/or to distinguish its boot processor 

from its non-boot processors. See Wolfe Deel. (Ex. 1003) ,i 230. Furthermore, because the 

architected states of Safford's processors are copied from memory, a POSITA would have 

understood the memory to be storing the boot-processor designation (e.g., logical CPU 0) and the 

hot-standby designation for the processors so assigned by Safford's system. See id In view of 

these citations and the knowledge that a boot processor was a common component identified as 

"logical CPU 0" in computer systems (e.g., Safford's system), a POSITA would have understood 

Safford as disclosing data storage that stores information assigning the role of boot processor to 

one of the processors and assigns the role of spare processor to another one of the processors. See 

supra§ I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 230.); 

[1.3 J logic operable, responsive to detecting loss of lockstep for said boot processor, for 

transferring, during system runtime, the role of boot processor to said spare processor (Safford 

disclosed this limitation by disclosing the failover of a processor to a hot standby processor in 

response to a loss of lockstep. For example, Safford disclosed "[u]sing the impending loss oflock 

step signal, the computer system 100 may continue operating (processing) using one of the 

processors 111 and 113 that did not experience an error." Safford(Ex. 1004) at 3:27-30; "The 

six processors 111, 113, 121, 123, 125, and 127 operate in lock step (i.e., are processing code 

sequences). For example, the processor 111 operates in lockstep with the processor 113, and the 

processor 121 operates in lock step with the processor 123 and the processor 125 operates in lock 

step with the processor 127." Id at 4:19-24. "The processor 125 may be designated as a 'hot 

standby,' and is sitting idle in lock step mode with the processor 127. Should one of the processors 

111, 113, 121, and 123 suffer an error, the hot standby processors 125, 127 may be used to 

speed recovery from the resulting loss oflock step." Id at 4:25-30. "In block 210, the processor 

111 signals the node controller 130 that the first processor pair 111/113 has broken lock step 
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and that the first processor pair 111/113 should be taken 'off-line.'" Id at 4:37-40. Accordingly, 

Safford described replacing a failed processor with a hot spare processor in response to a loss of 

lockstep. See Wolfe Deel. (Ex. 1003) ,i 231. The '781 Patent notes that a firmware component 

known as a processor abstraction layer (PAL) "copies all the needed information from memory 

into the internal registers of the hot spare processor so that the hot spare processor becomes a new 

active processor, transforming the role of the hot spare to boot processor." Ex. 1001 at 17:57-61. 

Safford disclosed this limitation through an identical process for transferring the role of boot 

processor to the spare processor. See Safford (Ex. 1004) at 32:29-32. For example, Safford 

disclosed "moving an architected state of the processor unit experiencing the loss of lock step 

to the spare processor unit, wherein the spare processor unit becomes an active processor 

unit in the computer system." Id. Safford further described one pair of these processors 

"operating in a lock step mode" as initially "appear[ing] to [a] computer system ... to be ... a logical 

CPU O" but later that logical CPU O designation is reassigned to another processor. See Safford 

(Ex. 1007) at 3:4-5, 4:52-53 ("The processor pair 125/127 then becomes the logical CPU 0 in the 

computer system 100"). As explained above, a POSITA would have understood "logical CPU O" 

to be the boot-processor designation used by an operating system to determine which of its 

processors is the boot processor and/or to distinguish its boot processor from its non-boot 

processors. See supra§ I.C.2; see also Wolfe Deel. (Ex. 1003) ,i 231. In view of these citations and 

the knowledge that a boot processor was a common component identified as "logical CPU O" in 

computer systems (e.g., Safford's system), a POSIT A would have understood Safford as disclosing 

fail over of the boot processor (e.g., logical CPU 0) to a spare processor in response to a loss of 

lockstep for the boot processor, especially in light of Cepulis' explanation of the meaning of the 

"logical CPU 0" boot-processor designator. See Wolfe Deel. (Ex. 1003) ,i 231. Accordingly, 

Safford disclosed logic operable for transferring the role of boot processor to the spare processor 

during system runtime in response to detecting loss of lockstep for the boot processor. Id); 

[1.4] wherein said another of said plurality of processors that is assigned said role of 

spare processor is held in reserve as a hot spare processor until said loss of lockstep is detected 

for said boot processor (Safford disclosed replacing the failed processor with a hot standby 

processor that is sitting idle in response to an error. For example, Safford disclosed that "[t]he 

processor 125 may be designated as a 'hot standby,' and is sitting idle in lock step mode with 

the processor 127. Should one of the processors 111, 113, 121, and 123 suffer an error, the hot 

109 

Page 916 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

standby processors 125, 127 may be used to speed recovery from the resulting loss of lock step." 

Safford (Ex. 1004). at 4:25-30. Accordingly, Safford disclosed that the processor assigned the role 

of spare is a hot standby held in reserve until a loss of lockstep is detected.). 

Claim 6: The system of claim 1 wherein said another of said plurality of processors that 

is assigned said role of spare processor is an active spare before being transferred said role of 

boot processor (Safford disclosed a spare processor being active before a role transfer. For 

example, Safford disclosed that "the processor 111 signals the node controller 130 that the first 

processor pair 111/113 has broken lock step and that the first processor pair 111/113 should be 

taken 'off-line."' Safford (Ex. 1004) at 4:37-40. "In block 230, the node controller 130 'reboots' 

the processors 111 and 113, and the processors 111 and 113 become the new 'hot standby' 

processor pair on the system 100." Id at 4:57-60. Safford also disclosed that "the spare processor 

unit becomes an active processor unit in the computer system" Id, claim 1. In view of the above 

citations, a POSIT A would have understood Safford as disclosing that a spare processor can be 

active before a role transfer. See Wolfe Deel. (Ex. 1003) ,i 232. Moreover, a POSITA would have 

understood that the role at issue could be the boot processor assignment in view of Safford for at 

least the same reasons provided above in connection with claim 1. Id Accordingly, Safford 

disclosed that the spare processor is an active spare before being transferred the role of boot 

processor. Id). 

C. Secondary Considerations 

This Request demonstrates that the Challenged Claims of the '781 Patent are unpatentable 

as obvious in view of the prior art references. The Applicant did not identify any evidence of 

secondary considerations during prosecution. Further, the clear teachings in the prior art outweigh 

any supposed "secondary considerations." Graham v. John Deere Co. of Kansas City, 383 U.S. 1, 

36 (1966). 

III. DISCLOSURE OF CONCURRENT LITIGATION, REEXAMINATION, AND RELATED 
PROCEEDINGS 

Based on information available to Requester, the '781 Patent is the subject of three District 

Court litigations, as listed below. Requester is unaware of any prior reexamination or other post­

grant proceeding in which the '781 Patent is or has been involved. 

• Foras Technologies, Ltd vs Nissan Motor Co., Ltd, Case No. 1 :23-cv-00640 (W.D. 

Tex., June 6, 2023). 
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• Foras Technologies Ltd v. Toyota Motor North America, Inc., Case No. 2:23-cv-

00321 (E.D. Tex., July 12, 2023). 

• Foras Technologies Ltd v. Toyota Motor North America, Inc., etal., Case No. 2:23-

cv-00150 (E.D. Tex., April 5, 2023). 

IV. CONCLUSION 

Reexamination and cancellation of claims 1-30 of the '781 Patent is respectfully requested. 

The Commissioner is hereby authorized to charge Deposit Account 50-6990 under Docket No. 

185945.012400 the Ex Parte Reexamination fee of $12,600 under 37 C.F.R. § l.20(c)(l). 

Requester believes no other fee is due with this submission, however, the Commissioner is hereby 

authorized to charge any fee deficiency or credit any over-payment to Deposit Account 50-6990. 

Please direct all correspondence in this matter to the undersigned. 

Dated: August 31, 2023 

111 

Respectfully Submitted, 

By: /Jon Bills/ 
Reg. No. 71,895 

GREENBERG TRAURIG, LLP 
222 South Main Street, Suite 1730 
Salt Lake City, UT 84101 
Tel: (801) 478-6900 

Counsel for Requester Unified Patents, LLC 
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FIG. 1 is a schematic and block diagram of a compu1er 
sys1em that incorporn1es a system for implementing an 
extensible finnware interface. 

SYSTEM AND METHOD FOR USING AN 
EXTENSIBLE F1RIVIWARE 1NTERFACE (EI"l) 

UTILITY TO BUILD AN EFI LAYER 
BETW~:EN AN OPERAHNG SYSTEM AND A 
LEGACY BASIC INPlJTiOUTPUT SYSTEM 

DURING A BOOT PROCESS 

FlG. 2 is a flow diagram tha1 illustrates an embodiment of 
s a method t(ir implementing an exten:,ible fim1ware intert;ice. 

BACKGRGUND 

FIG. 3 is a block diagram representing a system configu­
ration tha1 resul1s when an extensible firmware interface is 
implemented. 

FlG. 4 is a flow diagram that illustrates an embodiment of 
10 operation of the EFI implementation system sbown in FIG. 

1. 
For years, personal computers (PCs) have used 1he so­

called legacy basic input/output system (B[OS) to facilitate 
booting and to provide an interface betv,·een the computer 
operating system and various input/output (I/OJ devices 
rnch as displays, keyboards, mice, and disk drives. Over the 
past several years, however, the Microsoft Corporation has 15 
been developing a new sof1.ware interface, called the exten-­
aible firmware interface (EFl), that is expected to replace the 
legacy BIOS. The EFl provides a new model for the 
interface between operating systems and platform firmware 
and conmriscs data tables that contain nlatform-related 
informati;m and boot and runtime servic~ calls that are ::io 

FIG. 5 is a flow diagram that illustrates a further embodi­
men1 of a me1hod for implementing an extensible fiimware 
interface. 

DETAJLED DESCRl PTJON 

Disclosed herein are c'mbodimems of a system and 
method for implemen1ing an extensible tlrmware interfoce 
(EFI). More p<1rticufarly, disclosed are a system ,md method 
that comprise a legacy BJOS interface that is configured to, 
if desired and/or necessary, launch an EFl utility that in:,1alls 
an EFI layer between the BIOS and an EFI-based operating 
system dl!ring the boot process. \Vith such operation, the 

available to tbe opera1ing system and its loader. ln order to 
communicate with the EFL the operming system must be 
spccifi.cally configured for use with the EFI, or other appro­
priate sof,ware must be developed to enable such commu­
nication. 25 system suppoiis bo1h legacy BIOS operation and EFl opera-

Given that it appears that the PC industry will be transi­
timling to EFI-based systems, it is likely that future PCs will 
comprise the EFI. At least for the next fo-w years. however, 
there will be many persons 1hat will still use legacy-based 
operating systems tha1 cannot communica1e wi1h the EFL JO 

Accordingly, needed is an interim solution tha1 supports botb 
legacy B[OS and EFI so as to enable the use of either a 
legacy-based operating system or an EFI-based operating 
systen1. 

Although both ink'rface systems could be supported by 35 

installing both the legacy BIOS and the EFI in the system 
memory so that either is available for use, such a solution 
typically would require a larger :,ystem memory device ( e.g., 
fiasb chip) to store both interface systems. Although sucb 
memory devices are available, tbeir use ,voulci undesirably 40 
increase the coat of the PCs in which they arc installed. 

1he [ntel Corpora1ion has proposed an altemative solu­
tion. Specifically, proposed is a backward-compatible solu­
tion in which the EFl layer is corJigured to emulate certain 
aspects of legacy BIOS operation so as to enable interface 45 
with legacy-based operating systems. In that solution, a 
compatibility support module (CSl'vI) comprising a series of 
drivers choose:, a legacy BiOS or EF[ booting route depend-
ing upon the hoo1 device(s) 1hat i:,/are selec1e<l. Although 
this solution avoids 1he memory space problem identified 
above, such emulation is relatively complex and therefore 50 

n,quire, significant tim,, and resources to devdop. 

SUMMARY OF THE DlSCLOSURE 

tion. 
Referring now to the drawings, in whicb like nun,erals 

indicate corresponding parts throughout the several views, 
FIG. 1 illustrates a computer system 100 that incorporates a 
system for implementing an EFl and, more par1icularly, 
supporting both legacy BIOS and EFI operation. The com-
puter system 100 comprises a central computing unit (CPU) 
102 a display 104. Also illustrated in F[G. 1 is an example 
architecture for the CPU 102. In the illustrated embodiment. 
the CPU includes a processor 200, memory 202, and input/ 
ou1pu1 components 204, each of which is c:omwc1ed to a 
local interface 206. 

The processor 200 can include one or more microproces­
sors 1hat con1rol the logic of 1he digital devices of the 
computer system 100. The memory 202 includes any one of 
or a combination of volatile memory elements (e.g., RAM) 
and nonvolatile memory elements (e.g., read only memory 
(ROM), flash memory, bard disk, etc.). 

The [/() components 204 comprise the components with 
\Vhich inputs and outputs can he exchanged hf.:t,veen the 
CPU 102 and a user input/outpm device such as the display 
104, a keyboard 208, and a mouse 210. In addition, the 
components 204 may, for example, comprise various pmis, 
a modem. wireless transceiver, a telephonic interface, and a 
network card tha1 enable communication with other devices. 

The memory 202 comprises various programs including 
an opera1ing sys1em 212, a legacy B[OS 214, and an EFJ 
implementation system 216. The operating system 212 con-
1rols the execu1ion of various compmer system software and 

Disclosed is a system and a method for implementing an 
extensible finuware interface (EFT). In one embodiment, a 
system and a metbod pertain to launching an EFl u1ili1y 
during a boot process of a computer system, and building an 
EFI layer that resides betv,;een an operating system of the 
computer system and a legacy basic input/output system 
(BIOS) of the computer system using the EFI utility. 

55 provides scheduling, input-output control, file and data 
management memory management, and communication 
control and related services. As is described in the following, 
the operating system 212 may compri:,e a legacy-based 
operating system or an EFI-based operating system depend-

BRIEF DESCRJPTJON OF THE DRAWiNGS 

The disclosed svstem and method can be better under­
stood with referen~e 1o the following drawings. The com­
ponents in the draw,jngs are not necessarily to scale. 

60 ing upon the particular implementation. Indeed, 1he CPU 
102 may. in some embodiments, comprise both a legacy­
based operating system and an EF[--based operating system. 

The EFI implementation system 2Hi comprises the vari­
ous programs that are used to enahle interfoce with an 

65 EFI-based operating system. As is indicated in FIG. t the 
EFI implementation system 216 comprises an EFI launcher 
218 1hat is comprised by the legacy BIOS 214, and a 
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bootable EF[ utility 220 thal is separate from the legacy 
BIOS 214. By ,vay of example. 1he legacy BIOS 214 resides 
within a non-volatile memory device provided on the system 
circuil board of the CPU 102. "(1te memory device may 
comprise a th,h-based memory chip or an electrically- s 
erasable, programmable read only memory (EE PROM). The 
memory device may be relatively small, for ins1ance having 
a capacity of about 512 kilobytes (KB) so as to lower the 
cost of the device, and the CPU 102 in which it is provided. 

The booiable EFI utiliiy 220 is a utiliiy tha1, when 10 

launched, builds an EFI as an interface layer between an 
operating system and a legacy B[OS. By way of example, 
!he EFI u1ility 220 may comprise a publicly-available u1ili1y 
such as the EFI sample implementation source code (version 
l .J0.1,t62) that is currently available from the Intel Corpo- 15 

ra1ion. Although use of that utility may be desirable due to 
its ready availability, other ( e.g., later designed) versions of 
,hat utility or a custom-designed utility thai is configured 1o 
build an EFI layer between an operating system and a legacy 
BIC)S could be used instead. 

4 
computer system comprises an EFl-basecl operating system, 
1he user may elect to insiali the EFI layer. 

Referring next to decision block 230. flow from this point 
depends upon whether an EFl layer is to be installed. l fnoi, 
flow for the EFJ implementation portion of1he boo! process 
is tenninateci. In such a case, the legacy BlOS will complete 
1he boot process anci will operate as an irnerf;ice between a 
legacy-based operating system and the various hard,vare of 
the computer system as is currently conventional. If, on the 
oiher hand, an EFl layer is to be installed, flow continues to 
block 232 at which the legacy BIOS launches the EFI utility 
that, for example, resides in the EPA. \Vhen the EFl utility 
i:, launched, !he EF[ Ulili1y 1a,.\::es conlrol over the boot 
pmcess and, as indicated in block 234, builds an EFT layer 
between the operating system (presumably an EFI-based 
operaiing system) and the legacy BIOS. [n ,uch a case, the 
operating system ·will communicate with the EFI layer, but 
1he legacy BIOS will still be available for communicating 
with !he computer :,ystem hardware. 

FlG. 3 illustrates an ,,xample implementation of an EFL 
More pmiicularly. FlG. 3 illustrates the system configuration 
that can resull when 1he legacy BJOS launches the EFl utility 
as described above in relation to FIG. 2. As is indicated in 
FiG. 3, the system 300 comprises one or bo1h of a legacy--

IlTespec1i ve of ils pmiicular configurn1ion, the EFI utility 
220 resides outside of the legacy BIOS 214. With such a 
configuration. the legacy BJOS 214 may be installed on the 
aforementioned memory device without 1he need to increase 
the size of that device. By way of example, the EFI utility 
220 rn,ides within a ho,t prntect,;;d area (HPA) of a hard disk 
of the CPU 102. As is known. ,he HPA is an area of a 
computer hard disk that is available to the system BIOS but 
which is unknown and inaccessible 1o ,he operating system. 
ln altemalive arrangements, the EFl utility 220 may m,ide 
in anoth<c,r location, for instance on a bootable removable 
disk. such as a floppy disk, CD or DVD, that is inserted into 
a disk drive of !he CPU 102. 

25 based operating system 212A and an EFI-based operating 
system 212B. [n cases in which the legacy-based operating 
system 212A is present and is to be used, ,he operating 
system communicates direclly with the legacy B[OS 214. [n 
cases in which the EFI-based operating system 212B is to be 

\}1rious programs (logic) have been described above. 

30 used, however, the FF[ wili1y builds an FF[ layer 302 ,hat 
resides between the operating system and the legacy BIOS 
214. Therefore. the operating system 212B communicates 
with the EF[ layer 302. if the operating sys1em 212B needs 
to communicate with the system hardware 304, for instance 

The,;e programs can be stored on any computer--reaciable 
medium for use by or in cmmection with any compmer­
n,lated system or rw,,thod. ln tlw context of this disclosurn, 

35 to read data fro1n a systern ]u:...rd disk, a ccnnrnand is 
communicated to 1he EFI layer 302, and 1he EFJ layer makes 
an appropriate request of the legacy BIOS 214. which is 
configured for direct communication with the system hard-

a computer--reaclable medium is an electronic, magnetic, 
optical, or other physical device or means that contains or 

40 
stores a computer program for use by or in connection with 
a compu1er-related system or me1hod. Programs can be 
embodied in any computer-readable medium for use by or in 
connection with an instruciion execution system, apparatus, 
or device. such as a compuler-based :,ystem, proce:,sor-

45 
containing system, or other system that can fetch the instruc­
iion,; from the instmciion execmion sysiem. apparatus. or 
device and execute the instmctions. 

F[G. 2 is a flow diagram that describes a method 222 for 
implemen1ing an EFL Process :,1eps or blocks in the flow 50 
diagrams of this disclosure may represent modules, seg­
mems. or portions of code that include one or more execut­
able instructions for implemerning specific logical fonctions 
or steps in the process. Although particular example process 
steps are described, altemaiive implernentaiions are feasible. 55 
Moreover, step:, may be executed out of order from thal 
shown or discussed, including substantially concurrently or 
in reverse order. depending on the functionality involved. 

Beginning wi1h block 224 of FlG. 2, a computer system 
boot is initiated. for instance when the user turns on the 60 

pov,er of the computer system or resets the computer 
system. As a result of the boot initiation, the legacy BIOS is 
activated, as indicated in block 226. Arter that activation, the 
legacy BlOS de1ermines whether lo install an EFI layer, as 
indicated in block 228. That detennination can be input in 65 

various ways. By way of example, the determination is made 
in relalion 1o a selec1ion input by the user. For instance. if the 

\Vare. 
FIG. 4 describes an example of operation of the EFI 

implementa1ion system 214 shmvn in F[G. 1. Beginning 
with block 400, the legacy EllOS 214 is activated in a similar 
manner to that described above in relation to FIG. 2. Once 
activated, the legacy BIOS 214 controls the boo1 process 
and, as indicated in decision block 402, detennines whether 
to prompt the user to select an interface to use. More 
par1icularly, the legacy BlOS 214 deiermines wheiher to 
prompt the user to elect between the default legacy BIOS 
interface or the EFL 

If 1he legacy BIOS 214 is not configured 10 prompt the 
user to choose, flow continues to decision block 404 at 
which it 1s detennined whether an indication to install the 
EF[ has been received. By way of example, such an indi­
cation can be input by the user by selecting an appropriate 
keyboard button, such as a t\mction key (e.g., the "FlO" 
key). [f such an indication were made during !he boo1 
process, the legacy BIOS 214 could launch the EFI utility 
such 1hat the EFl layer will be built and an EFI-based 
operating sys1e111 can he used. 

If no such indication is received, the system 216 defaults 
to ,he legacy I-HOS interface and no EFI is insialled. 
However, if an indication that the EFI is desired (e.g., if an 
EFI-based operating system will be used), flow continues to 
block 412 described below. 

With reference back to decision block 402, if the legacy 
BIOS 214 is configured to prompt the user to select m1 
in1erface. tlow continues to block 406 a1 which the EllOS 
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interrupts 1he boot process and queries the user to elect one 
of a legacy-based boot or an EF[--based booL The legacy 
BIOS 214 then awaits a response to the query and, presum­
ably, a user selection is received, as indicated in block 408. 

Referring next to decision block 410, if the user selec1ion s 
indicates that the EFI is not to be installed, the legacy BIOS 
214 completes the boo1 process and no EF[ layer ,vill be 
installed. If, on the other hand, an EFI layer is to be installed, 
flow continues to block 412 at which the EFl launcher 218 
(e.g., of the legacy B[OS 214) launches 1he EFl u1ility 220 10 

that, for example. resides in the HPA. When the EFI utility 
220 is launched, the EFI utility takes control over the hoot 
process and, as indicated in block 414, builds an EFI layer 
(302, FIG. 3) between the operating system and the legacy 
B[OS in the manner described above and depicted in FIG. 3. 15 

With the above--described functionality, a single computer 
system can be created that is compatible with both legacy­
based and EFl -base operating systems. Given that the EFI 
layer is not installed within 1he non-volatile memory device 
that comprises the legacy BIOS. the memory d,,vice can b<c, ::io 

kept relatively small. In addition, given that the legacy BJOS 

6 
7. Ihe method of claim 1, further comprising prompting 

a user during the boo1 process to elect between installing the 
EFI layer and not installing the EFI layer. 

8. The me1hod of claim 7, ,vberein prompting a user 
comprises interrupting the boot proces:, wi1h 1he legacy 
mos. 

9. The method or claim 1, further comprising receiving an 
indication from a user as to ,vhether to install the EFI layer. 

10. A system for implementing cm extensible firmware 
interface (EFI), the system comprising: 

means for determining whether to build an EFI layer on 
a computer system: 

means for launching an EFl u1ilit-y during a boo1 proce:,s 
of the ccnnputer syste1n; and 

means for building an EFl layer that resides betv,;een an 
operating system of the computer system and a legacy 
basic input/output system (BIOS) of the computer 
system using the EFI utility. 

11. The system ot" claim 10, wherein the means t(ir 
d,,termining comprise part of th,, l,,gacy BIOS. 

12. The system of claim 10, 1vherein the means for 
launching comprise an EFl utility launcher or the legacy 
BIOS. 

B. The system of 

still resides within the computer system, the EF[ need not 
emulate operation of the legacy BIOS, thereby providing a 
simple solution to the problem of suppor1ing both legacy-­
based and EFI-based operating systems. 

Although implementation of the EFI has been described 
25 building comprise an 

protected area (EPA) 
system. in the foregoing as being user selected, al1ernative embodi­

ments are pos:,ihle. For instance, the legacy BIOS can be 
configured to detennine the configuration of the operating 
system tba1 will be used during the boot process (i.e., 30 

legacy-based or EFI-based) and automatically launch the 
EFl utility 220 if an EFI-based operating system is detected. 

claim 10, wherein the means for 
EFI utility that resides in a host 
or a hard disk of the computing 

In view or the foregoing, a me1hod 500 for implemen1ing 
an extensible finnware interface can he described as is 
provided in FlG. 5. As is indicated in that figme, the method 35 

500 comprises launching an EFl utility during a hoot process 
or a computer system (502), and building cm EFl layer that 
resides between an operating system of the computer system 

14. An extensible finuware interfoce (EF]) implementa­
tion sysk'm stored on a computer-readable medium, the 
sys1em comprising: 

logic configured to launch an EFI utility during a boot 
process of a computer system; and 

logic configured to build an EFI layer 1hat resides between 
an operating system of the computer system and a 
legacy basic input/output system (B[OS) of the com­
pu1er system w,ing the EFI utility, 

15. The system of claim 14, 1vherein the logic configured 
to launch comprises an EFI utility launcher of the legacy 
BiOS. and a legacy basic input/output system (BJOS) of the 

computer system using the EFI utility (504). 
What is claimed is: 
1. A me1hod t(ir implementing an ex1ensible lhmware 

interface (EFI), the method comprising: 
l3uncrLing an EFi u1ilit-y during a boo1 process of a 

computer systen1; and 

16. The system of claim 14, wherein the logic configm-ed 
1o build comprises the EFI utility that resides in a host 
protected area (HPA) of a hard disk o t" 1he computer system. 

17. The system of claim 14, 1vherein the logic configured 
to build comprises the EFi utility 1hat resides on a removable 

45 disk that is inse1table into a disk drive of the computer 
building an EFI layer that resides between an operating 

system of the computer system and a legacy basic 
input/output system (BIOS) of the computer system 
using the EFI utility. 

2 The method or claim 1, wherein launcbng an EFi 50 

utility comprises launching an EFI utility with the kgacy 
BIOS. 

3. The method of claim 1, wherein launching an EFI 
utility comprises launching an EFI utility with the legacy 
B[OS that resides on a non-volatile memory device of the 55 

con1pu1ing system. 
4 The method of claim 1, wherein launching an EFI 

utility comprises launching an EFl utility 1hat resides in a 
host protected area (HPA) of a hard disk of the computing 
systern. 60 

system. 
18. The system or claim 14, forther comprising logic 

configured to determine whether to install an EFI layer. 
19. A computer system, comprising: 
a processor; and 
a non-volatile memory device that comprises a legacy 

basic input/output system (BIOS), the legacy BIOS 
including an ex1ensible firmware interface (EFI) u1ility 
launcher that is configured to lmmch an EFI utility 
during a boot process or the compmer system; and 

a hard disk that comprises an unprn1ected area tha1 
comprises an operating system and a host protected 
area (HPA) that comprises a bootable EF[ utility that is 
configured to build an EFl layer 1hat m,ides between 
the operating system artd the legacy BIOS, the EFl 
layer being configured to communicate with the oper-
ating system and the legacy BIOS. 

5. The method or claim 1, wherein launching an EFi 
utility comprises launching an EFI utility that resides on a 
removable disk that is insertable into a disk drive of the 
computing system. 

6. The method of claim 1, ·wherein building an EFI layer 
comprises building an EFI layer that is configmed to com­
munica1e with au EFI-based operating system. 

20. The computer system of claim 19, ·wherein the non­
vola1ile memory device comprises a fiash--based memory 

65 chip. 
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[57] ABSTRACT 

A multiprocessor computer system lrn.,'1dles the failure of one 
or more of its processors without tot.ally disabling the 
system. On power up, all of the CPUs are deactivated except 
for a CPU in a first physical slot. Tbe power on self test 
routine, review a log of errors and deterrnine if certain 
critical errors have previously occurred. lf so, the CPU in the 
first physical slot halts operation entirely. If the CPU in the 
first physical slot is not functioning properly or is halted, the 
hardware then awakens a CPU in a second physical ,lot, 
designates it ;is the first logical CPU, and the CPU then 
performs si1rrilar diagnostic checks. lf it fails, the hardware 
again tries a third physical CPU and so on. When one CPU 
passes the initial em;r review, it proceeds with initialization 
of the computer system and perform,; farther self testing. ff 
it fonctions properly, il is desigrmted as Lhe first logical CPU, 
&'ld retains its designation until the power is cycled. Tnis 
first logical CPU then awakens the remaining CPUs and 
boots the rest of the system. If it fails this later self testing 
by having certain critical errors occur, the logical CPU 0 
designation is transferred to another active CPU and the old 
CPU is halted. The new CPU commences operation effec­
tively where the old CPU halted, so that system mitialization 
is continued not restarted. The power on self test routines 
then further test the CPU in the first physical slot. Thus, if 
at least one CPU is operational, Lhe computer system boots 
and operates. 
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lVIETHOD O:F HOOTING A 
J'\'1ULTIPROCESSOR COMPUTER WHERE 
EXECUTION IS TRANSFERRING FROM A 

FIRST PROCESSOR TO A SECOND 
PROCESSOR BASED ON THE FIRST 

PROCESSOR HAVING HAD A CRITICAL 
ERROR 

5 

2 
[n addition, for many DOS based applications and for 

booting plli"1}0ses, one of the CPUs must be designated a, 
CPU0. CPU0 commonly performs various fonctions for lhe 
system, like DRA.M refresh operations, which make CPU0 
unique even in a symmetrical multiprocesrnr system. 'Hms, 
nmst multiprocessor syslems require one of the micropro-
cessors to be designated as CPUO, In many systems, a CPU 
residing in a particular physical location is always desig­
nated as CPU0. ff one of the CPU locations is always 

BACKGROUND OF THE INVENTION 

l. Field of the Invemion 

lO designated as containing CPU0, however, the slot may be 
empty, or the CPU may fail, crippling the entire system. 

One system, described in more detail below, addressed the 
problem of the CPU in the first physical slot failing by 
automatically rotating the CPUO designation to the CPU in 

TI1e invention relmes to mul1iprocessor computer sys­
tems, aml more par1icularly, to start-up logic for assigning 
logical central processing unit (CPU) designations among 
multiple CPUs, with the booting CPU being reassigned 
based on the ex.i,tence of certain prior errors on that CPU. 

2, Description of the Related Art 
Advancements in computer technology proceed at a tre­

mendous rate" Modem microprocessors operate at frequen­
cies so high that processors only a few years old seem 
sluggish aJ1d lethargic in comparison, On Lhe other hand, 
modern appiications have become so complex and versatile 
that even the high performance delivered by modern systems 
is taxed to the limit. Consequently, the effort to develop yet 
more powerful and effectl ve computer systems continues. 

l.5 the next physical slot if the first CPU did not perform a 
selected operation within a given time period. This solved 
the problem of the total failure of the CPU, as it was marked 
bad a.'1d L.l-ie CPU0 designation was mrnted. However, il was 
not helpful in the cases of 1he more marginal failures, ,uch 

20 as parity errors, which are relatively infrequent but are 
critical enough that the CPU cannot be considered depend­
able. 'Ihe prior system would have simply continued until 
the CPU failed again, wilh a resulting loss of time and 
productivi,y &'1d potential loss of information" Thus, it is 

25 desirable to have CPU0 rotation on causes other than toral 
CPU failure. 

One well known method of improving computer perfor­
mance is to provide multiple processors in a single system. 
Asyi=tetrical multiprocessor systems, in which one micro-

30 
processor is the master and another microprocessor performs 
specific funcliom as a slave of the master microprocessor, 
are common and well kt,own. l'Vthough the master/slave 
relationship improves computer performance due to the 
di vision of tasks, the computer does not operate at maxi mum 

35 
capability. This is because the slave processor performs only 
particularly designated operations, and thus remains idle 
when a task not designated for the slave processor is 
performed. While these operations are executed, the com­
puter system is no more efficient than a single processor 

40 
system. 

The computer system's efficiency may be further 
enhanced by making the mul1ipie processors symmetrical. In 
a symmetrical system, any processor can perfonn any 
required function. Thus, all microprocessors operate sirrml- 45 
taneously, spending little or no idle time, and the computer 
system operates near its rnaximum etficiency. In addition, 
the system may be fun.her improved by adding suppi.emen­
tary microprocessors as the workload increases. Adding 
microprocessors is particularly effecrive in file server sys- 50 
terns having an array of independent functions to be per­
formed simultaneously. 

SUMMARY OF THE PRESENT INVENTION 

The present multiprocessor computer system includes 
power up logic for finding a fully functiorJng CPU to 
designate as CPU(!, paiticularly a CPU which has not 
previously had cenain severe or critical errors which limit 
system dependability Each microprocessor has a physical 
location designation which remains constant. Because the 
CPU designated as CPUO may not occupy physical location 
0 in the computer, the designated CPU is referred to as 
logical CPU0, or CPU LO. Wilen tbe system is powered up, 
all of the CPUs except the CPU in physical slot 0 (CPU PO) 
are initially placed in a SLEEP mode, The microprocessor in 
physical location 0 performs its power on self test (POST). 
An early paii of this POST routine involves reviewing a iog 
of errors ai1d determining if a critical error ha, occurred. [f 

so, ttJe CPU halts operation. ff there were no prior critical 
errors, the POST routine continues. Included in the POST 
routine are other tests of the CPU, both the processor itself 
and the associated cache memory system. ff the CPU 
functions properly during all of fr:ese tests, the CPU i5 
designated as CPU LO, ,md the CPU retains this designation 
until the system is power cycled. The CPU designated as 
CPU LO then awakens the remaining CPUs and boots up the 
rest of the computer system. 

ff CPU PO is not functioning properly and cannot perform 
even the most basic functions, it is designated as inoperative. 

Although symmetric:al multiprocessor systems are effi­
cient, they are difficult to design. One of the many obstacles 
to overcome in designing a symmetrical multiprocessor 
system is the potential presence of a non--frmc1ional proces­
sor. A simple method of booting up a multiprocessor system 
is to power up one of lhe central processing units (CPUs), 
generally designated CPU0, and ignore the others. When rhe 
first CP1J has booted up, the first CPU then turns on a.,d tests 
the remaining CPUs and ttJe various components of the 
system. If the first microprocessor does not fonction prop­
erly, however~ it cannot tum on the remaining processors and 

55 The hardware ,;y,;tem then awakens CPU Pl at"1d repeats the 
process of testing the CPU. lf CPU Pl is operational, then 
it is designated as CPU LO, arid it boots the remainder of the 
system. On the other imJ1d, if CPU Pl also fails, il is aiso 
given an inoperative designation. The computer system then 

60 turns on CPU P2, and repeats the process. The process 
repeats until an operalional microprocessor is found 10 

pe1form the CPU LO functions. Consequently, if at least one 
of tl1e microprocessors in L.l-ie system is functioning, the 

the entire system is left incapacitated. Consequently, the 
computer owner or operator has a computer system with one 55 

or more operalional CPUs, but ironically, L.l-ie system is 
useless until tbe repairmart arrives, 

computer system boots and operates. 
ff the early portion of the POST routine determine~ that 

there have been critical errors, then the halting of the CPU 
occurs sufficiently quickly that the rotation hardware per-
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forms as described. If, however, the errors are not deter­
mined until the later tests of the CPU in the POST routine, 
the next operational CPU is activated, the CPU LO desig-• 
nation passed to that CPU &'1d the original CPU is noted as 
failed and is halted. The new CPU comrnences operation at 5 

approximately the point where the original CPU hl!lted, so 
that completed operations of the POST routine are not 
repeated. 

4 
access (DMA) controller, an EISA arbitration controller, and 
numerous system board logic. fonctions ii.lee memory refresh 
control and interrupt logic. 

The EISA bus 42 incllldes a plurality of EISA ,dots 52 and 
54 for receiving EISA expansion cards, Hke a network 
interface card or a hard disk interface card. The EISA bl!s 42 
is coupled through buffers 56 to a bus referred to as the X 
bus 60. A number of peripheral devices are coupled to the X 
bus 60 including the keyboard controller 62, a real time Thus, the multiprocessor system is not crippled by the 

failure or probable failure of a single processor, based on 
either total failure or certain critical intermittent failures, 
enhancing the dependability of the computer system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

10 clock (RTC) and CMOS mernory 64, an electrically erasable 
programmable read only memory (EEPROM) 66 used to 
store the BIOS and system functions, a floppy disk controller 
68, and a peripheral controller chip 70, which includes 
numerous ports and UARTs (universally asynchronous 

15 receiver/transmitters). 
A be1ter understanding of the present invention can be 

obtained when the following detailed description of the 
preferred embodiment is considered in conjunction with the 
following drawings, fa which: 

FIO. 1 is a block diagram of a computer system incor­
porating the present invention; 

FIG. 2 is a block diagram of the CPU board of FIG. 1; 
HG. 3 is a more detailed block diagram of frie distributed 

system peripheral (DSP) of FIG. 2; 

The MUX bus 50 between the CSP 46 and the various 
DSPs 126 associated with the CPUs 20, 22, 23, 25 includes 
an XAD bus. The XAD bus is an 8-bit bi-directional darn. bus 
on which interrupt, .i/O, and special cycle data is transfen-ed. 

20 The MUX bus 50 fl!rtiler includes a cycle status bus called 
the XST bus. This three-bi! bus is controiled by the CSP 46 
and defines the cycle currently being tra.'1sferred on the 8-bit 
MUX bus 50. The MUX bus 50 further includes a t.wo-bit 
XBP bus, which is an input bus on which DMA byte pointer 

25 infonnation is received from the DSPs 126. u·sing the XAD, 
XST, and XBP buses, 1.he CSP 46 interfaces with the DSPs 
126 to provide interaction between the general computer 
system C and the CPUs 20, 22, 23, 25. The MUX bus SO is 
a broadcast bus that transmits all signals to all of the CPUs 

HG. 4 is a simplified flow chart ofthe power up sequence 
for finding an operational CPU and FIG. 5A, 5B, 6, 7, 8, 9, 
10, 11, 12, 13, 14 aud 15 are flowcharts iilustrn1ing trans­
ferring control of the computer system to an operational 
CPU based on the occurrence of critical errors. 

DETAJLED DESCRIPTION OF THE 
PREFERRED EMBODJ:MENT 

30 20, 22, 23, 25, and each CPU 20, 22, 23, 25 determines 
whether it is the CPU being accessed. 

For more information on the operation of the MUX bus 
50, please see related copending application Ser. No. 07/955, 

Referring now to FIG. 1, a computer system C is shown. 
The computer system C includes four CPU boards 20, 22, 
23, 25 cormected to a host bus 24 arid a memory controller 

35 
482 entitled MULTIPLEJ(ED COwllvHJNICATION PRO­
TOCOL BET\VEEN CENTRAL AND DJSTR1BUTED 
PERIPHERALS IN MULTIPROCESSOR COi.\1P1}TER 
SYSTEMS, filed on Oct. 2, 1992, which is hereby incorpo-30, which is also coupled to the host bus 24. Although four 

CPUs 20, 22, 23, 25 are used in the preferred computer 
system C, the present system functions for any multiproces- 40 
sor system. Each CPU occupies a physical slot in the 
computer system by which the CPUs 20, 22, 23, 25 are 
designated. Thus, CPU PO 20 is the CPU that occupies 
physical slot O in the system, Tne CPUs are designated CPU 
PO 20, CPU Pl 22, CPU P2 23, and CPU P3 25, in reference 45 
to each CPU's physical location. 

rated by reference. For more information regarding the CSP 
46 and the DSPs 126, please see related copending appli­
cation Ser. No. 07i955,683, entitled ARRA .. t"'l"GEMENT OF 
DMA, INTERRUPT AND Tit,,1ER FUNCTlONS TO 
Th1PLEMENT SYMMETRICAL PROCESSING IN A 
M1JLTIPROCESSOR CO:MPUTER SYSTEM, filed on Oct. 
2, 1992, which is hereby incorporated by reference. 

The CSP 46 provides a.".! interface between the MUX bus 
50 and the ElSA bus 42 a.'ld X bus 60 of the computer system 
C. Various transfers and operations are defined on the MUX 
bus 50 using the XST bus to define 1.he transfer and the XAD 

A main memory array 32, preferably comprised of 
dynairJc random access memory (DRAi\.1) modules, is 
coupled to the memory controller 30. Memory mapper logic 
34 is coupled to the hos! bus 24, the memory contro!ler 30, 
and the memory array 32. The memory mapper lor,ic 34 
provides memory mapping functions to facilitate memory 
accesses to the memory array 32. 

50 bus to identify addresses, data, and intem1pts" The CSP 46 
implements a lvfUX bus master interface to assert intemipts 
and tra."1sfer data to and from the DSPs 126. The CSP 46 in 
the present system also includes power up timer logic. \\'hen 

A bus controller 40, preferably an EISA bus controller 
(EBC), is coupled between the host bus 24 and an expansion 55 

bus 42, preferably an Extended Industry Standard ArcrJtec­
ture (EISA) bus. The EBC 40 provides various bus cycle 
translation and conversion functions to facilitate transfers 
between the host bus 24 and the EISA bus 42. A system data 
buffer (SDB) 44 is also coupled between the host bus 24, the 60 

memory array 32 and the EISA bus 42. A logic block 
referred to as the cmmnon system peripheral (CSP) 46 is 
coupled between the host bus 24 and the EISA bus 42. The 
CSP 46 is also coupled through a MUX bus SO to logic 
blocks referred to as distributed system peripherl!ls (DSPs) 65 
126 in each of the CPUs 20, 22, 23, 25. Tne CSP 46 includes 
various system components including a direct memory 

the system is powered up, a power up timer begins counting. 
If CPU 20 in physical location zero does not write to a 
particular DSP port accessed via t..1-ie CSP 46 within a specific 
interval, which is two seconds in the preferred embodiment, 
the CSP 46 asserts a power up timeout (PUTO) signal to all 
of the DSPs 126. The PUTO signal is generated as a 
miscellaneous data transfer on the l\,1lJX bus 50. As 
described below, the PUl'O signal causes the cwrem CPU to 
be designated as inoperative and initiates testing of the next 
CPU. 

Referring now to FIG. 2, a block diagram of CPU PO 20 
is shov,,n. For the purposes of this application, all of ,he 
CPUs 20, 22, 23, 25 are substantially identical. In the 
following description, CPU PO 20 is described for simplic-
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ity, and the following description applies equally well to lhe 
other CPUs 22, 23, 25. CPU PO 20 includes a processor 102 
which preferably inciudes ,m internal cache 1.04. The pro­
cessor 102 is preferably tile Intel i486 processor preferably 
running at 33/66 MHz or Pentium processor preferably 5 
rm1,.YJ.ing at 66 MHz. However, tile use of other types of 
vrocessors is also contemvlated. The orocessor Hl2 is 
;;oupled to a processor bus 106 including control, data and 
address portions, as shown. 

sleep siaie, which causes the SLEEP* and the microproces­
sor hold request signals to be negated, and the micropro­
cessor 1.02 resumes operation. 

Processor slot identification logic 152 consists of the logic 
required for physical CPU identification and logical CPU 
assignment. The logical CPU assignment is an arbitrary 
designation of a p,micular CPU, and each CPU may be 
addressed by its physical location or logical assignment 
using the l'vfUX bus 50, One of the pons in the proces,or slot The CPU PO 20 further has a cache memory system which 

includes an arrav of cache RAMs 110. a cache controller 
108. and various cache interface logic 120 and buffers 1.24 
to interface between the processor bus Hl6 &"1d the CPU 
components. In the preferred embodiment, the cache RA1'v1s 

10 identification logic 152 is the .index CPU port, which is used 
to select the physical CPU to access when the I..CA pm1 is 
accessed, or to select the logical CPU to access when other 
local ports are accessed from the EISA bus, Local ports can 
be accessed directly or via an Index Address port in the CSP. 

15 The Index CPU port must be written before being used to 
assure its contents, If the indicated CPU mmches the assign­
ment indicated by the DSP's 12ii WHOA.Ml pmt, the CPU 
perfonns the local operation. Otherwise, the operation from 
the MUX bus SO is ignored. 

110 are C8 or 82490 cache RAMs produced by Intel 
Corporation, and the cache controller 108 is a C5 or 82495 
cache com:roller, also produced by intel. The cache control­
ler is also connected lo an address transceiver 122 for 
transmitting addresses to and from the host bus 24. The 
transceiver 122 receives control signals from ,he cache 
interface iogic 120. 20 Each DSP 126 includes a Logical CPU Assignment 

Tite cache data buffer is linked not only to the host bus, 
but is also connected by a local I/0 bus 125 to the DSP 126. 
The DSP 126 implements various logic functions that are 
closely related Lo the processrn/cache. system. Referring now 

(LCA) port. The LCA port is used by the software, as 
discussed below, to assign logical CPU designations to 
physical CPU locations. It is also used ;o determine the 
physical location of a logical. CPU. Each CPU's LCA port is 

25 accessible to all elements of the system C, but is not locally lO FIG. 3, the DSP 126 includes interrupt controller logic 
1.40, preferably comprising two cascaded Intel 8259 inter­
rupt controllers which provide 15 levels of interrupts. The 
DSP 1.26 also includes non-maskablc interrupt (N.Ml) logic 
144 and multiprocessor intemrpt sharing logic 146. The 
multiprocessor intemipt sharing logic 146 allows a CPU to 
intemipt other CPUs at any inten11pt level m one 1/0 access, 
thm providing a,ri efficicm multiprocessor communication 
capability, Also included are reset logic 148, DMA (direct 
memory acces,) logic 150, numeric coprocessor logic 153, :,s 
timer clock genermion logic 154, and dual port I/0 interface 
logic 156. The dual port I/0 interface logic 156 interfaces 

accessible but is accessible only over the EISA bus 42 
through the CSP 46. The port contains CPU assignment bits 
used to assign ,he logical CPU number to lhe physical CPU 
location. The LCA port works in conjunction with lhe Index 

3° CPU port to access a particular physical CPU. Before the 
LCA port is wlitten, the Index CPU port must be wrilten 
with the desired CPU's physical location. Vlhen the LCA 
port is written on the next operation, the CPU having the 
indicated physical designation, instead of logical assign­
ment, is accessed. 

The WHOA.Ml port slores the iogicai CPU designation 
for ,he CPU and may only be read via the local bus 125. 
When accessed, the WHO AMI port responds with a number 

ilie various registers fil!d logic in ti.'1e DSP 126 with the local 
lJO bus 125 and the MUX bus 50. 

CPU processor I/0 logic 142 on the DSP includes a 
processor control por1, &"1d processor slot ide.ntification logic 
152 includes a CPU Identification (VVHOA,_W) port, fill 

Index CPU port, and a Logical CPU Assignment (LCA) 
port, The processor control pmt comrnis miscellaneous 
processor functions, like cache enabling and flushing and 
processor interrupt signals. fa particular, the processor con­

40 indkming the individual CPU's logical designation. 'I1te 
CPU's logical designation is detennined when the sys,em C 
is powered up, as discussed below. When tile system C is 
power cycled, the WHOAMI port initially receives a value 
corresponding to the CPU's physical location. By accessing 

45 
this port, each CPU determines its own logical CPU assign­
ment, and therefore detenn.ines whether it is lhe particular 
CPU being addressed on the MUX bus 50. trol port enables and disables the SLEEP. signal 158 to the 

microprocessor 102, When the system is power cycled, the 
SLEEP* signal 158 is disabled until the processor control 
port is written and the SLEEP, signal 158 is enabled, Any 50 
device, including the microprocessor 1.02 itself, may write to 

Each CPU also receives a separate set of three SLT signals 
161, I1ie SLT signals 161 are permanently connected to 
particular signals to correspond to individual slots. For 
example, the SU' signals 161 for physical CPU slot O al ways 

a CPU's processor control port to change the sleep bit in the 
port, which causes the SLEEP* signal 15!l to be dJ:iven low 
by the DSP 126. The SLEEP* signal 158 is asserted low as 
long as the value of the sleep bit in the processor control port 55 
remains 1. 

asse11 000, while 11iose for slots l and 2 always assert 001 
&'1d om, respectively. The SLT signals 161. are provided to 
the processor slot identification logic 152 on the DSP 126 so 
that each CPU may determine its physical slot location. 

The processor slot identification logic 152 further receives 
a ROTATE signal HiO generated by the dual port I/0 
interface logic 156, The interface logic 156 asserts the 
ROTATE signal 160 when the PUTO signal is asse1ted on 

The SLEEP* signal 151! is provided to the cache interface 
logic 120. In t.½e prefmed embodiment, the SLEEP* signal 
158 causes a hold request to be asserted to the micropro­
cessor 102. When foe hold request is acknowledged, the 
internal 486 first level cache 104 and the external second 
level C5 cache 110 arc flushed. After the flush is completed, 
the hold request signal remains asserted so that tlte rnk,o, 
processor 102 s12.ys inactive, The hold request signal is 
maintained as iong as the SLEEP* signa1 158 is asserted, 
Tnus, to :iC1ivate the microprocessor 102, the processor 
control port of the DSP 126 is again written lO disable the 

60 the MUX bus 50. When the ROTATE signal 160 is asserted, 
the processor siot identification logic 152 decrements the 
CPU's iogical assignment in the WHOA1VIT port. If the 
CPU's logical CPU assignment is O when the ROTATE 
signal is asserted, the \\'HOAl'vH pon value is set to FFh, 

65 indicating a non-functioning CPU. If the CPU's logical 
assignment is FFh when the ROTAT.c, signal 160 is asserted, 
the ROTATE signai is ignored. 

Page 946 of 1042



5,491,788 
7 

If the CPU's logical assignment rotates to 0, the processor 
slot identification logic 152 asserts a WAKE signal 165 to 
the interface logic 120. The WAKE signal 165 causes the 
interface logic 120 to change the processor control port's 
sleep bit in ihe processor l/0 logic 142. As a result the 5 
SLEEP* signal 158 is negated, and the CPU begins opera­
tion. 

Referring now to FiG. 4, the logical configuration of the 
CPUs is established after the computer system is power 
cycled. ¥\,'hen foe system is powered up, the computer 10 
system C resets in step 300 and, in step 302, the DSP inputs 
the SLT signals to the W1IOM1I port, so that each CPU 
receives an initial logical designation corresponding to its 
physical location. At t.11e same time, each DSP asserts the 
SLEEP* signal on its CPTJ except for CPU PO, which 
remains awake a..'1tl begins its po\ver--on se-!f test (POST) 15 

routine. ln an alternative embodimem., the DSP for CPU PO 
20 may also enable its sleep bit, but CPU PO 20 is then 
in:unediately awakened. When the SLEEP* signal is asseited 
for each CPU, all of the CPUs 22, 23, 25, except for CPU 
PO 20, become inactive. Meanwhile, the power up timer in 20 

the CSP 46 loads a preset interval on reset &"ld begfrrn 
counting when the reset signal is negated. In the preferred 
embodiment, the preset interval is approximately 2 seconds. 
The power up timer counts until it is disabled or times out. 

25 
Toe timer may be disabled by a write operation to the 

LCA port. In step 304, the CSP 46 detemrines whether a 
write operation to the LCA port has occurred before the 
tinter times out. If CPU PO 20 is operating properly, the 
POST progra,.,11 directs Hte CPU PO 20 to execme a wl'ite 

30 
operation to the LCA port. The write operation to the LCA 
port is detected by the CSP 46, which disables the timer in 
step 306. 

8 
DSP asserts the ROTATE sign;il 160 in step 312 and the 
logical assignment in the WHOA.1\ill port of each CPU is 
decremented by 1. Toe current CPU LO that failed to write 
the LCA port within the timer interval is assigned a value in 
its DSP 126 of FFh, indicating that the CPU is inoperative. 
A CPTJ having a logical assignment of FFh does not have its 
slot identification decremented when the power up iirncout 
signal is asserted. 

After the logic,.J CPU assignments have been rotated, the 
new CPU LO is awakened by the WAKE signal and begins 
the same POST code described before, which includes the 
write to the LCA port. The power up timer is restarted, and 
the prnces;; returns to step 304. The procedure repeats until 
a.YJ. operational CPU writes m the LCA port before the timer 
times out and boots the rest of the system, If none of lhe 
CPUs are oper,1tional, the system wm not boot up. 

Referring now to FIG. 5A, a more detailed version of the 
RESET sequence is shown. fa fois case the COLD RESET 
sequence 400 commences at step 402 where the BIST or 
basic internal self test. value provided by the processor of 
CPU PO 20 is stored for later examination, Control proceeds 
to step 404 which is a wait period until the RTC 64 becomes 
fully active. Control then proceeds to step 406, which is a 
cal[ m the CHECK_ WELL_PROCS sequence 500 (FIG. 6) 
to determine and update the failed flags. Preferably a series 
of flag bytes is maintained in the CMOS portion of the RTC 
64 to store certain variables. One byte is used to indicate 
which processors are present, &"lother to indicate which have 
failed. Control then proceeds to step 408, which is a call to 
ihe CHK_FAIL_PROCS sequence 550 (FlG. 7) which 
aolually checks 1.o see if a.'1y failed processors am present 
and if lhe current processor is a failed processor. Assurning 
that the current processor is not a failed processor, control 
proceeds to step 410 to determine if the CPU RIST value as Next, in step 308, the operational CPU, now designated 

CPU LO, completes its POST program and boots up the. rest 
of the system C using sta..YJ.dard boot software. In particular, 
CPU LO wakes up and boots the remaining CPUs 22, 23, 25, 
v,ith each CPU executing software to lest itself and to assign 
an appropriate logical CPU designation. This process c&"l 
conveniently be done by placing a special vector, which is 
interrogated early in the POST program, to special ,,vake up 
code, which includes a handsha..ke to CPU LO, so that each 
CPU can be brought up imli vidually and indicate its status. 

35 
stored in step 402 indicates that there are no problems. If 
there are problems, control proceeds to step 412 where the 
specific error i, indicated, is logged in the wellness log arid 
in envirnn,'Il.ent variables. The wellness log is a running log 
contained preferably in the extended CMOS are contained in 
the RTC 64 or in &"lother nonvolatile RAM source in the 

40 
computer system C which keeps track of all of the errors 
which have occnrred in the computer system C. 

A more detailed descripiion is provided below. For more 
details on the b2sic operation of the startup ;md h&".\dshake 45 

procedure, please refer to application Ser. No. 071431,743, 
originally entitled "COMMON RESET ROM", filed on 
Nov. 3, 1989, and continued as Ser. No. 08/051,601, filed on 
ApL 22, 1993 and retitled "METHOD AND ,t.\PPAR.,1\'.TUS 
FOR RESETTING MULTIPLE PROCESSORS USING A 50 

[n most cases during run time operations, these errors 
generate an N1W or nornnaskabie intermpt, with the NMI 
sequence then logging the error in the wellness log so that 
a maintenance record can be maintained. The environment 
va,-iables file also areas L"l the extended CMOS area and 
which are used to set flags and pass infonnation as to the 
state of the computer or for configuration values. In this case 
the error is just logged in ;m environment variable that 
indicates an error has occurred. The wellness log is used for 
more complete infom1ation. For more details, please refer to 
Ser. No. 07/955,849, entitled ;;COMPUTER FAlLl;"RE 
RECOVERY AND ALERT SYSTEiv1", filed on Oct. 2, 1992 

COMMON ROM" which is hereby incorporated by refer-• 
ence. If one of the CPUs 22, 23, 25 is not functional as 
indicated by a failure to handshake within a give.n time, it is 
so designated in its DSP and the next consecutive function­
ing CPU is designated with the next logical CPU assign­
menL If the slot is e.mpty, the logical CPU assignment 
sequence continue.s at the next slot occupied by &"1 opera­
tional CPU. In addition to booting up the other CPUs, the 
designated CPU Ul boots up the rest oft.lie computer system 
C. and operates as CPU LO for all unique CPU LO functions. 
As noted, this sequence is described in more detail below, 
particularly when intennitteni critical errors have occurred 
on the first CPU. 

If the write operation to the LCA port does not occur 
before the timer times out, the CSP 46 generates the PUTO 
signal in step 310 ;md it is transfen-ed onto the MUX: bus .50. 
Wlien the PUTO signal is received by the DSPs 126, each 

55 and hereby incorporated by reference. 
Control proceeds to step 414 after step 412 or if the CPU 

was okay in step 410. In step 414 t.11e cache controller system 
104 present on the CPU is checked to determine if its basic 
internal self test value was okay. If not, control proceeds to 

60 step 416 where the error is logged in the wellness log and in 
the environment variable. If it was okay in step 414 or after 
416, control proceeds to step 418 where the CHECK_ 
\YELL_PROCS sequence 500 is again called. This call is to 
rcupdate the failed status based on the errors which may 

65 have been determined in steps 410 and 414. Control then 
proceeds to step 4211, where tbe CHK_Et.\.IL_PROCS 
sequence 550 is called to shutdown a processor if necessary. 
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Control proceeds 10 step 422 where physical CPUO is set to 
indicate to be a logical CPUO. Tlris is done by a write 
operation to the LCA port as described above. This operation 
will have the effect of disabling the timer so that automatic:, 
hardware-based CPU LO rowtion does not occur. 

rn 
lf errors have been indicated in steps 506, 508 or 510, 

control proceeds to step 518 to determine the physical CPU 
number of the CPU indicating the failure. Control then 
proceeds to step 518 to determine ff a failed flag is set for 
that particular CPU. Preferably this would have been set 
when ,he error occurred during normal operation:; when the 
wellness entries were actualiy made, bur it could have 
occurred at other times as seen below. If the flag is nor set, 
control proceeds to step 522 where it is set for that particular 

Control then proceeds to step 424 to determine ff the 
checksum in the EEPROM 66 is okay. This is a check of the 
integrity of the EE.PROM 66. If it checks okay, conttol 
proceeds to step 426 to detennine if the 8042 keyboard 
controller 62 i.s okay. if not, contrni returns to step 402 and 
operations repeat. If the checksum did not validate in step 
424, control proceeds to step 428 where a..'1 error is indicated 
by the appropriate number of beeps. If the keyboard con­
troller 62 was okay in step 426 or :h'l:er step 428, control 
proceeds to step 432 where values are written to ensure that 

10 
processor and control then proceeds to step 512. If the flag 
was alreadv ser. control moceeds from steo 520 to step 512. 
TI1us the s~quence 500 scans the wellness-log a..'1d indicates 
CPU failure for certain critical errors wrkich have previously 
occurred. 

15 
all of the other CPUs in 1he system are asleep so that they 
do not interfere with the POST &'ld booting process. Control 
then proceeds to step 434 (FIG. SB) where miscellaneous 
initialization operations occur. After a number of these 
operations, control proceeds to step 436 where the call 

20 
ASSJGN ___ CPCs sequence 600 (HG. 8) is called. Control 
then proceeds to step 438, where more miscell&.'1eous ini­
tfalhatio,i, operations occur. Control proceeds to step 440 
where the CHECK_PROC_OK sequence 650 (FIG. 9) is 
called, which checks to see if any CPUs iiave failed and if 

25 
so provides a message. Control then proceeds to step 442 
where the lNIT __ J'ROC ___ _AVAIL sequence 700 (FIG. 10) is 
called. This sequence 700 sets available bits in a stored flag 
byte for each of rhe CPUs after physical CPUO, as that is the 
one assumed to be operating. Controi then proceeds 10 step 

30 
444, where ll:te POST __ JNIT sequence 720 (HG. 11) is 
calied. 'I1tis sequence 720 is used to start &."l.tl ini1ialize any 
secondary processors, which are processors other than CPU 
LO, L'1 the system. Control ,hen proceeds to step 446 where 
more miscellaneous initialization operations occur. Control 

35 
proceeds to step 448 where the BOOT ___ CPU sequence 850 
(FIG" 14) is called, This sequence 350 is used to check if the 
CPU cruTently executing has developed errors during t.'le 
initializm.ion operations and ihus is sufficiently dependable 
to continue the boot process. Control proceeds lo step 450 

40 
where miscelianeous initialization and POST or power-on 
self test operntions occur. Ultimately control proceeds to 
step 452, which is the booth"lg process of the computer 
system C. 

It is noted that on the preferred microprocessors, step 422 45 
will be executed in well less than the hardware CPU rotation 
time, hut that any steps after step 422 are assumed to have 
occ111Ted well after the romtion time. Paniculady, step 44!! 
will have occurred well afl:er the rotation time. 

]11e CBECK_ __ WELL ____ PROCS sequence 500 (FIG. 6) so 
commences operation at step 502 where a pointer is set to 

The CHK_FAIL_PROCS sequence 550 commences m 
step 552 where a value indicating which CPUs are installed 
is obtained. This cm1 be obtained by referencing a value 
contained h1 the CMOS memory or can be done by checking 
each processor slot. Control proceeds to step 554 where a 
value indicating the failed CPUs is obtained, such as the 
value developed in the CHECK ___ WELL ___ PROCS sequence 
500. Preferably the installed a11d failed CPU values are 
contained in the environment variable area, with particula1· 
bits indicating particular processors. Control proceeds to 
step 556, where all of the failed CPUs are removed from the 
installed value. Control then proceeds lo step 558 w deter­
mine if any CPUS are indicated as remaining If not, control 
proceeds to step 560, which is a retu.111 from the sequence 
550. If so, control proceeds to step 562 to determine if the 
c1ment physical CPU is installed and has not failed. The 
current physical CPO is detem1ined by doing a call to the 
appropriate location as described above and the failed flag is 
then compared. If it is installed and has not failed, this 
indicates tbat the CPU is considered sufliciemly reliable and 
controi proceeds lo step 560. 

If the failed flag is set, then the control essentially 
proceeds to a closed 1oop, commonly referred to as JTl,fP $ 
instruction. This is quite proper in that the CHK_FAlL_ 
PROCS sequence 550 is called from the COLD RESET 
sequence 400 well within the 2 second period used by 1he 
CPU rotation timer to indicate the need for the hardware to 
rotate h'1e logical CPU value. Thus in L\..is manner if the 
computer C goes through a cold reset, i.e. a power up 
condition, then ils failed status of the booting processor is 
quickly detennined and if certain critical errors have previ­
ously occurred, the CPU simply shuts down and the hard­
ware proceeds to rotate the logical CPU number so that the 
booting process can continue. As discussed above, the 
reason for this rotation of the CPUs is that in many cases it 
may be possible for a processor lo actllally complete the 
entire POST and boot process before it fails. This is par­
ticularly true where parity error occurred as they are rela­
tively infrequent and if they do occur, the consequences are 
relatively extreme. Thus it is con,ideretl that a CPU which 

the beginning of the wellness log. Control proceeds to step 
504 to get the wellness entry indicated by t.li.e pointer. In step 
506 a determination is made whether the wellness entry 
indicates a cache parity error. If not, control proceeds to step 
508 to detenninc if it indicates a CPU parity error. If not, 
control proceeds to step 510 to determine if the entry 
indicates that a processor POST error has occurred, that is an 
error during the POST procedure described below. ff not, 
then none of lhese crilic:al errors have occurred, and the 
particula, CPU is considered sufficiently reliable to continue 
processing. Control proceeds to step 512, where the pointer 
value is incremented. At step 514 a determination is made 
whether the last entry in the wellness 1og has been checked. 
ff not, control returns to step 504 and the next entry is 
obtained. Jf so, control proceeds to step 516, which is a 

55 has previously had a parity error in the processor it.self or in 
the cache system is not sufficiently dependable over the long 
term to allow h to fully operate the computer C. 

return from the sequence 500. 

The ASSIGN_CPUS sequence 600 (FIG. 8) commences 
at step 602 where the installed CPUs are obtained. Control 

60 proceeds to step 604 where tbe list of failed CPUs is 
obtained. Control proceeds to step 606 to determine if there 
arc any good CPUs. If not, ar1 error fiag is set in step 60!! and 
control proceeds to step 610, which is a remrn from the 
sequence 600. U there are good CPUs, control proceeds 

65 from step 606 to step 612, where logical CPU numbers are 
assigned to nonfailed physical CPUs in physical order, 
Control then proceeds to step 610. 
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The CHK_PROC_OK sequence 650 (FIG. 9) com­
mences at step 652 to determine if CPU PO is equal to CPU 

12 
764 where it is put back to sleep pending execution for 
further t.asks. 

If the CPU did not indicate START in the allmted time or 
it did not indicate finished in the allotted time, control 
proceeds from steps 758 2nd 762 to step 768, where the CPU 
is put back to sleep and a reset condition is indicated. 
Control proceeds to step 768, where an error message is 
displayed ilnd then to step 770 where the error is logged in 
the wellness log artd environment variable. Control then 

LO. That is, is the nhysical 0 CPU also the logical CPU 0, 
indicating that it is• apparently propedy bootlri ilie system 
and bas not previously failed. If not, control proceeds to step 5 
651 to determine if CPU PO is act11ally installed. If not, 
comrol proceeds to step 654 where a no CPU PO error 
message is provided to the user. If it is installed, control 
proceeds to step 656 where the failed bit is set in the faiied 
bvte to indicate the CPU PO has failed. If the CPU PO is 
equal to CPU LO in step 650 or ilfter steps 654 and 656, 
control proceeds to step 658, where the failed byte is 
obtained. Control then proceeds to step 660 where the 
installed byte value is obtained. Control proceeds to step 662 
where an error message is provided to the user to indicate 

10 proceeds 10 step 772, which is a return from the sequence 
750, which is also where execution proceeds after step 764. 

any faiied and instalied CPUs. Control then proceeds to step 15 

664, which is a return. 
The lNT. .. YROC ___ AVAlL sequence 700 (FIG. 10) has a 

step 702. Jn step 702, the computer system C reads the 
identifications for each CPU slot after physical 0, as physical 

20 
0 is assumed to be the one booting, and if there is a value, 
then a CPU is present a.YJd the available bit is set in the 
available byte. Conirol then proceeds to step 704 wrJch is a 
return from the sequence. 

The POST.. . .INT sequence 720 co=ences at step 722 to 25 
determine if there are any secondary processors. If not, 
control proceeds directly to step 724, which is a return, as 
there is nothing to initialize. If a secondary processor is 
present, control proceeds to step 726, where a pointer is set 
to indicate CPU LL Control proceeds to step 728 to deter- 30 
mine if the cache for that parti.cular CPU had a BIST error. 
If not, control proceeds to step 730 where the POST_ 
PROCESS sequence 750 (FiG. 12) is called. This sequence 
750 initializes operation of the secondaiy processor. After 
step 730, comrol proceeds to step 738. lf there was an error, 35 
control proceeds to ste.p 732 where an error message is 
displayed. In step 734 the error is logged fa bolh the wellness 
log and lhe environment variable. Conlrol proceeds to step 
736 where the logier,] CPU number is incremented. Control 
proceeds to step 738 where the physical CPU slot number is 40 

incremented. Control proceeds to step 740 to determine if 
this was the last slot. If not, control returns to step 728 where 
the process is repeated. If it was the last slot, control 
proceeds to step 724. 

The POST ... PROCESS sequence 750 commences at step ,15 

752, where a vector value is provided at the address 40:6711 
to a sequence called INIT_PROCESS or RESET 800 (FIG. 
13). The 40:67h vector sequence is described in the refer-• 
cnced applications, but briefly is a location previously 
defined in IBM PC compatibles l.o receive a ve(:tor location so 
used under certain conditions after a reset is issued to the 

The INIT .... PROCESSOR .. JlliSET sequence 800 com­
mences at step 802, where the CMOS_RS'I'.__CODE value 
is obtained. As noted above, 40:67h is utilized for certain 
reset operations as a vector pointer. 11tc way this is indicated 
is that a value contained in lhe CMOS memory portion of the 
RTC 64 i.s utilized to indicate the particular type of reset 
operation occurring. If a certain type is occuning, then a 
vector from 40:67h is executed, so that a more complete 
initiaiization and reset sequence is not executed. Control 
proceeds to step 804 to detenrJne if the 40:67h vector reset 
is in effect If not, control proceeds lo step 806 1.0 delermine 
if this sequence 800 is being executed on a secondmy 
processor. If not, control proceeds to step 808 which is the 
normal reset sequence. Effectively step 808 camcs an entry 
into step 432 of the COLD RESET sequence 400. If vec1ored 
reset was indicated in step 804 or if this was a secondary 
processor in step 806, control proceeds ;o step 810, where 
ihe STARTED flag is set to inform the other CPU in step 758 
that the CPU initialization operation has started, Control 
proceeds to step 812 where initialization steps occur. Con-
trol then proceeds to step 814 where the INH'.__DONE flag 
is set to indicate to the other CPU that initialization has 
completed. Control then proceeds to step 816, where the 
CPU puts Hself to sleep. 

The BOOT_ ___ CPU sequence 850 commences at step 852, 
where the ASSIGN_ CPUS sequence 300 is called. Control 
then proceeds to step 854 where the failed byte is obtained 
and to step 856, where the installed byte is obtained. Control 
proceeds to step 858, where the two vaiues arc combined to 
develop an installed and not failed list. Control then pro-
ceeds to step 860 where the physical and logical CPU 
numbers for the particular processor on which the sequence 
is operating are obtained. Control then proceeds to step 862 
to determine if the physical CPU as indicated by step 860 is 
equal to the first good CPU as indicated in the combined 
installed and not failed value provided in step 858. ff so, this 
is a.'1 indication that everything is satisfactory and control 
proceeds to step 864, which is a return from the sequence. 
If the physical CPU is not the first good CPU, this is an 
indication that an error has previously occurred on CPU PO 
such that it can no longer be considered reliable. Then in step 
863 the state of all the registers in the particular CPU are 
stored for later recall. Control then proceeds lo step 866, 

processor. The original reason forthis vector was to allow an 
80286 processor to return from protected mode to real mode, 
but the vector location is now utilized for other operations. 
Control then proceeds to step 754 where the particular CPUs 
SLEEP bit is cleared. This will allow lhe CPU to begin 
operations. Control proceeds to step 756, where a period of . 
time equal to at, mitialization delay is passed. This time 
period is provided to allow a certain period to have passed 
for the part.icular CPU to begin operations. Control proceeds 
to step 758 to determine if the CPU has indicated that it has 
started the initialization procedure. if so, control proceeds lo 
step 760, where a further period of time elapses. Control 
proceeds to step 762 to detemiine if a flag has been set by 
the CPU which is initializing to indicate that lbe CPU in 
irJtialization opetalion has finishedo If so, this is an indica­
tion the CPU has fully initialized, so control proceeds to step 

55 where a message is displayed indicating control of the 
system is switching from one CPU to another active CPU in 
the system. Control then proceeds to step 868, where the 
vector pointing to the SVv'ITCH_START sequence 880 
(FiG. 15) is stored at 40:6711. Control proceeds to step 870 

60 where operation is set up to perform a vectored reset from 
40:67. T1'Js would include probably selting the CMOS 
vaiues. Conlrol proceeds to step 872, where the SLEEP bit 
in CPU LO is cleared. By definition, this sequence can not be 
operating on CPU LO as the ASSIGN_CPUS sequence 300 

65 executed in step 852 would not have assigned a logical value 
to this pa..'iicular CPU as it has been indicated as being 
failed. 'Thus by dcaring the SLEEP bit in logic in CPU LO, 
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the first active processor will actually bave been ac1i vated. 
Control then proceeds to step 874 to determine if the new 
CPU has started operations by looking for the START fiag. 
If so, comrol proceeds to step 876 where the CPU puts itself 
10 sleep. lf it has not &tarted after a proper time, control 5 
proceeds to step 878 where the new CPU is put back to sleep 
and re.set. Control then proceeds to step 864. 

The S\VITCH_START sequence 81!0 commences at step 
882, where the CPU state which had been saved by the prior 
processor in step 864 is restored, so that effectively the new 10 
processor has the same state a, the prior processor so 
operation can commence at effectively same point. Control 
proceeds to step 884 to determine if the old CPU is asleep 
yet. Control remains at step 884 until it has. Once it has gone 
to sleep, control proceeds to step 886, where a message is 

[5 provided to indicate that the switch has occurred. Control 
then returns in step 888. A return is proper because by the 
state being restored, operation is able to be continued as 
though there was no processor switch. Effectively the return 
srep 888 is the same as the return step 864 and returns 
operation to proceed at step 450. Tbns in the BOOT ___ CPU 20 

sequence 850 the processors are rotated automatically based 
on tlle cli,ical error log for errors which occurred during 
later initialization operations and had not occurred by the 
initial operations, The switch is done using the BOOT ___ G'U 
sequence 850 because step 448 occurs well after the pre- 25 

ferred 2 second time for the hardware CPU rotation, 
Therefore the computer system according to the prefe.rred 

embodiment not only automatically rotates CPUs to the first 
fully operational CPU in case of major hardware failure of 

30 
the bom processor but also transfers control should the 
processor have developed certain crifa:al errors during its 
later operation such th,;t it would be considered unreliable 
and undependable for long tern, operation. By this further 
improvement it is clear that fae system will boot completely 

35 
on only fully functional and dependable CPUs, thus reduc-
ing user aggravation and avoiding the potential loss of data, 

The foregoing disclosure and description of the invention 
are iliustrntive and explanatory thereof, and various changes 
in the size, shape, materials, components, circuit elements, 4o 
wiring connections and contacts, as well as in the details of 
the illustrated circuiu-y and construction ;ind method of 
operation may be made without. departing from the spirit of 
the invention_ 

We claim: 45 
1. A method for booting a multiprocessor compllter sys­

tem with a processor, complising the steps of: 
maintaining a log of predetermined critical errors which 

have occurred on the computer system; 
rcsettbg the computer system and beginning executfon of 50 

initialization operations on a first processor of the 
multiprocessor computer system; 

determining if said first processor has previously had one 
of said predetermined critical errors; and 

if one of said predetermined critical errors had occurred, 
disabling said first processor and transferring execution 
to a second processor of the multiprocessor computer 
system lo perform initialization operations. 

55 

2. The method of claim 1, further comprising the step of: 
60 

transferring execution from the first processor to the 
second processor if the flrst proce,sor has not per­
formed a predetermined one of said initialization opera­
tions in a predetermined time, and 

wherein said step of determining if said first processor has 65 

previously had one of said predetermined critical errorn 
occurs before said predetenrined time. and 

14 
wherein said step of disabling said first processor occurs 

before said predetermined time and includes halting 
operation of said first processor before performing said 
predetennined operation so lhat said step of iransfer­
ring execution if the flrst processor has not perfom1ed 
said predetermined operation causes transfer of execu­
tion. 

3. The method of claim 2, flirtber comprising lhe steps of: 
if none of said predctcm1incd clitical errors had occurred, 

performing said predetermined operation; 
performing tests on said first processor after performing 

said predetermined opennion ;md logging a critical 
error if one occurs; 

determining if one of said tests indicates one of said 
predetermined clitical errors has occurred; 

if one of said predetermined critical errors has occurred, 
storing the processor state, activating said second pro­
cessor and halting operation of said first processor; and 

rcstoling said stored processor state m said second pro­
cessor and pe1fonning the remaining initialization 
operations on said second processor. 

4. The me1hod of claim 1, wherein said step of determin­
ing if said first processor has previously bad one of said 
critical errors includes ,he steps of: 

performing tests on said first processor and logging a 
critical error if one occurs; and 

determining if one of' said tests indicates one of said 
predetelmined criticai en-ors has occurred, and 

wherein said step of dis,;bling said firsl processor includes 
the steps of: 
if one of said medetermined critical errors has 

occurred, stoling the processor state, activating said 
second processor and halting operation of said first 
proce~sor; and 

restoring said stored processor state to said second 
processor and performing the remaining initializa­
tion operations on said second processor. 

5, A system for booting a multiprocessor computer system 
with a reliable processor, the syslem comprising: 

means for detec1ing and maintaining a log of predeter­
mined critical errors which have occurred on the com­
puter system; and 

means for initializing the computer system including: 
mea.'1s for resetting the computer system and beginning 

execution of initialization operations on a first pro­
cessor of the multiprocessor computer system; 

mea..."ls for determi-'1ing if said first processor has pre­
viously had one of said predetermined critical errors; 
and 

me,ms for disabling said first processor and transfen-ing 
execution to r, second processor of the multiproces­
sor computer system to perform initialization opern­
tions if one of said predeterniined clitical errors had 
occurred to said flrst processor. 

6. The system of claim 5, wherein said means for initial­
izing the computer system further includes: 

means for transferring execution from tile first designated 
processor to tbe second designated processor if the first 
designated processor bas not performed a predeter­
mined one of said initialization operations in a prede­
termined time; &'1d 

wherein said means for determining operates before said 
predetermined operation is pertonned, and 

wherein said means for disabling halts operation of said 
first processor before said predcterrnined operation is 
performed. 
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7. The system of claim 6, wherein said means for initial­
izing the computer system :further includes: 

means for pe1forming tests on said firsr processor and 
logging a critical em;r in said log if one occurs; 

means for deiennining jf one of said te.sts indicate.s one of 5 

said predetermined ;,'litical errors has occurred; 
means for storing the processor state of said first proces­

sor and halting ope.ration of said first processor and for 
activating said second processor if one of said prede-
termined critical errors bas occum:d; and 

10 

means for restoring said stored processor state to said 
second processor &'ld performing the remaining initiai-• 
ization operations on said second processor. ., 

8. The system of claim 5, wherein said means for deter­
mining further includes: 

Hi 
means for performing tests on said fast processor and 

logging a critical error in said log if one occurs; and 

means for determining if one of said tests indicates one of 
said predetermined cri1ical errors has occurred; and 

wherein said mea.,s for disabling further includes: 
means for staring the processor state or said first 

processor, activating said second processor and halt­
ing operation of said first processor if one of said 
predetermined critical en-ors has occurred: &"ld 

means for reswring said stored processor state to said 
second processor and performing the remaining ini­
tialiw.tion operations on said second processor, 
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Commercial Fault Tolerance: 
A Tale of Two Systems 

Wendy Bartlett, Member, IEEE Computer Society, and Lisa Spainhower, Member, IEEE 

Abstract-This paper compares and contrasts the design philosophies and implementations of two computer system families: the IBM 
S/360 and its evolution to the current zSeries line, and the Tandem (now HP) Nonstop® Server. Both systems have a long history; the 
initial IBM S/360 machines were shipped in 1964, and the Tandem Nonstop System was first shipped in 1976. They were aimed at 
similar markets, what would today be called enterprise-class applications. The requirement for the original S/360 line was for very high 
availability; the requirement for the Nonstop platform was for single fault tolerance against unplanned outages. Since their initial 
shipments, availability expectations for both platforms have continued to rise and the system designers and developers have been 
challenged to keep up. There were and still are many similarities in the design philosophies of the two lines, including the use of 
redundant components and extensive error checking. The primary difference is that the S/360-zSeries focus has been on localized 
retry and restore to keep processors functioning as long as possible, while the Nonstop developers have based systems on a loosely 
coupled multiprocessor design that supports a "fail-fast" philosophy implemented through a combination of hardware and software, 
with workload being actively taken over by another resource when one fails. 

Index Terms-Computer systems implementation, fault tolerance, high availability. 

1 INTRODUCTION 

SINCE the 1960s, there have been a number of commercial 
systems introduced with a specific focus on high 

availability or fault tolerance. This paper describes the 
design points and evolution of two of them-IBM's S/360 
and its evolution to the zSeries, and Tandem's (now HP's) 
NonStop systems. Other well-known systems in this space 
include Stratus and Marathon. 

For enterprise customers, definitions of what constitutes 
"availability" vary and may factor in not only the ability to 
provide a service but also acceptable response time and 
whether the results are accurate and consistent. Application 
availability requirements also vary tremendously, including 
different applications for the same customer. The need for 
availability may be "7 x 24 x forever" (e.g., ATM/POS 
applications and manufacturing floors for three-shift opera­
tions), or it may be for 100 percent availability within given 
timeframes (e.g., stock markets), or it may allow for 
infrequent, short disruptions (many applications). A frame­
work for describing levels of availability is shown in Fig. 1. 

Both system families described in this paper were 
originally targeted toward the High Availability /Fault 
Tolerant quadrant and since then have evolved toward 
Continuous Availability. While the goal has been the same 
in both cases, their paths toward achieving it have been 
different. The details appear in later sections, but Table 1 
gives a high-level comparison of their approaches. 
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2 INITIAL TARGET AUDIENCES/APPLICATIONS FOR 
THE SYSTEMS 

Both systems serve commercial business audiences for 
applications that require very high to continuous avail­
ability. From the beginning, IBM mainframes were de­
signed with general-purpose business processing in mind. 
In the mid-1960s, most real-time business processes were 
manual and System/360 mainframes were used primarily 
for background jobs and overnight batch processing. The 
primary availability goals were to detect failures quickly 
enough to preserve data integrity and to locate and repair 
those failures quickly enough to not interfere with getting 
the tasks done by their deadlines. Over time, mainframes 
were used for more and more of the real-time work, 
although it tended to be local with well-defined hours of 
usage during the day and days during the week. This 
increased the requirements to lessen the frequency and 
impact of failures. As businesses became more global and 
moved to 24 x 7 operations, the demand for continuous 
operation became common. Limiting planned downtime 
required for change and upgrade became an increasingly 
important goal. IBM mainframes responded to each of these 
evolutionary needs for business computing. 

The original Tandem NonStop systems were targeted at 
a few specific applications that had very high availability 
requirements, including back-end support for Automated 
Teller Machines (ATMs) or Point Of Sale (POS) devices 
and reliable message switching for applications such as 
credit card authorization. The expectation at the time for 
A TMs was that the infrastructure might be taken down 
for service at designated times (typically, 2:00-6:00 a.m. on 
Sundays) but otherwise was expected to supply 100 per­
cent overall availability, so the emphasis was on fault 
tolerance rather than continuous operations. Individual 
machines might fail, but whole sites should not be 
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Dimensions of Availability 
i • 

Continuous Continuous 
Operations Availability 

'\. ., 

Basic High Availability 
Availability I Fault Tolerant 

..... ,I 

Unscheduled Outage 0% 

3 INITIAL FAULT TOLERANCE PHILOSOPHIES 

3.1 zSeries 
There was partial, but not complete, overlap in the original 
design principles for the two systems. Both focused on 
providing fault tolerance through duplicate components 
and paths. They also emphasized rapid error detection, as 
data integrity was and is a key requirement in their markets. 

Three of the System/360 founding concepts are specific 
to dependability: 

1. "It must be possible and straightforward to assemble 
systems with redundant 1/0, storages, and CPUs so 
that the system can operate when modules fail. 

Fig. 1. Availability dimensions. 

2. As CPUs become increasingly reliable, built-in 
thorough checking against hardware malfunction is 
imperative for all systems, regardless of application. 

unavailable. Typically, a single site such as a bank branch 
would have two ATMs, connected via two different 
networks to two different systems, or at least to two 
different processors in the same system. NonStop servers 
soon moved into other financial markets such as stock 
exchanges and then into the telecommunications arena­
not as switch replacements but for high-availability off­
switch functions such as collection of call data records and 
billing. Use in other markets, including manufacturing 
shop floors, emergency 911 services, retail, and health 
care, followed shortly thereafter. 

3. Since the largest servicing problem is diagnosis of 
malfunction, built-in hardware fault-locating aids 
are essential to reduce downtimes. Furthermore, 
identification of individual malfunctions and of 
individual invalidities in program syntax would 
have to be provided" [1]. 

Scope 

:Fault l\fodel 

.vr Operation 

Recovery Techniques 

Data Integrity 

These concepts have come to be embodied as three 
prioritized principles on how to react to faults: 

1. Ensure system integrity. 
2. Provide uninterrupted applications. 
3. Repair without disruption. 

TABLE 1 
System Comparison 

IBMzSeries 

General purpose server 
(Supports multiple OSs; zOS , 
VM. TPF, Linux) 
Integrated zOS Cluster (Parallel 
Sysplex) 

Two types: transient, permanent 

Explicit redundancy in support 
subsystems; implicit redundancy 
in computational subsystems 
Parallel Sysplex: no SPOF, 
distributed applications, data 
sharing 

Begin with local retry 
Recover from transient 
Spare cache, memory, CPUs 
Spare or degrade from permanent 
Parallel Sysplex: Transaction-
level restart 
Redundant CPU logic, Inline 
checking in I/0 subsystem, ECC 

HP (Tandem) NonStop 

Integrated system 
(Server, disk, comm, OS, DB, 
Txn monitor) 
Specific classes of target 
applications 
Loosely-coupled cluster of 
systems (ServerNet Clusters) 

Two types: recoverable, 
nonrecoverable 
Multiple hardware components 
and patl1s 
Process pairs, mainly at lower 
levels oflhe system 
Persistent processes plus 
transactions at application level 
ServerNet Clusters: Dislributed 
applications 
Takeover by backup processes in 
case of processor failure caused 
by either hardware or software 
Restart of persistent processes 
Transaction backout 
Switch paths 
Lockstepped microprocessors, 
ECC, end-to-end disk checksums, 
CRC 
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The zSeries, like its System/360-390 standalone main­
frame predecessors, is designed to maximize hardware 
resource utilization during normal, fault-free operation, 
retry and recover locally when failures are detected, and 
continue operation without interrupting the ongoing 
applications. System packaging facilitates online mainte­
nance of hardware components. Firmware and system 
software are designed to allow updates concurrent with 
normal operation in most cases. For well-tested software, 
clusters of zSeries mainframes, Parallel Sysplex, can be 
configured for no single point of failure in hardware or 
software. Maintenance, for repair or upgrade, can be 
performed online as far as the application is concerned. 

Ensuring system integrity is paramount, even if applica­
tion disruption is required in order to preserve it. These 
design principles apply equally well to the NonStop line, 
but its implementation philosophy is somewhat different. 

3.2 Nonstop Server 
NonStop systems always have been designed to keep 
properly designed applications running after a single 
failure of any kind, to support online repair and reintegra­
tion of hardware components, and to preserve data 
integrity by preventing silent data corruption. For hard­
ware, these goals have been met with a loosely coupled 
design based on multiple modules with multiple inter­
connections among them. The modularity helps to delineate 
fault containment zones and facilitate online repair. 
Individual modules are designed for ease of maintenance, 
in order to minimize repair time and reduce opportunities 
for service-induced failures. Fault detection is built-in to 
provide "fail-fast" capability to detect errors and isolate the 
offending hardware from the rest of the system. In contrast 
to most architectures, the software is an equal partner to the 
hardware in implementing fault tolerance and preservation 
of data integrity. The operating system provides its own 
layer of fault detection and fail-fast response, and supplies 
the infrastructure that allows applications to survive single 
processor failures. For a more detailed overview of the 
NonStop fault tolerance philosophy, see [2]. 

4 DESIGN PRINCIPLES 

Although they use different system recovery designs, both 
HP and IBM mainframes rely on near-instantaneous error 
detection. Whether the aim is to fail fast and rapidly switch­
over or to transparently retry and recover locally, it is 
imperative that the scope of any faulty operation be strictly 
contained. 

4.1 zSeries 
There has been a steady advancement in the fault tolerant 
characteristics of IBM mainframes in the 40 years since 
System/360 was introduced [3]. As previously mentioned, 
the goal was and is to meet the requirements of general 
purpose business processing. System/360 was designed 
with robust error checking and was the first commercial 
computer to include Error Correction Code (ECC) in 
memory. Early system requirements were to reduce down­
time by improving diagnosis. In the 1960s, computer 
downtime could be easily masked from customers and 

clients. Much of the computer workload was overnight 
batch and businesses depended on manual fall-back 
methods to continue processing bills, invoices, and service 
requests during downtime. 

In the 1970s, designers improved mainframe fault 
tolerance with recovery from transient failures and in­
creased the ability to mask hard failures with graceful 
degradation. For a specialized class of applications, S/370 
Extended Recovery Facility was developed to permit one 
mainframe to monitor another and to assume its workload 
upon detection of a failure. 

In the 1980s and early 1990s, as more and more business 
applications, particularly online transaction processing 
(OLTP), started to run 24 x 7, continuous availability grew 
as a mainframe requirement. To meet the demand, one 
major change was that online repair capabilities, formerly 
found only on multiprocessors, were greatly enhanced for 
all IBM mainframes. Initially, support subsystems-power, 
cooling, service processor-were either duplicated or 
designed to be noncritical to the ongoing processing of 
the computer. Later, those functional elements replicated 
for higher performance, like CPUs and 1/0 channels, were 
designed so that an operational element could take over in a 
transparent fashion for one that had failed. Increasingly, 
redundant elements were packaged so that they could be 
removed, replaced, and restarted without interrupting 
processing. Another type of online repair, electronic 
sparing, was also introduced. Mean time to application 
crash increased to 10 years with these enhancements. 

The mid-1990s System/390 semiconductor technology 
transition from Emitter Coupled Logic (ECL) to Comple­
mentary Metal Oxide Semiconductor (CMOS) began a 
new evolution of fault tolerant design [4]. Fault tolerant 
enhancements were added with each new generation of 
CMOS, and today's zSeries has the most extensive 
detection and recovery in the mainframe history, as well 
as mean time to hardware-caused application crash in 
excess of 30 years. 

Today, the zSeries memory hierarchy uses store-through 
(write-through) cache design, spare elements, and Error 
Correction Codes (ECC) for data redundancy [5]. Pending 
instruction, results are kept in both a store-through 
microprocessor cache (Ll) and an ECC-protected store 
buffer and completed results are immediately stored into 
L2. L1 data is thus always replicated, allowing byte parity 
to be sufficient within the cache. A transient L1 failure is 
recovered by CPU instruction retry. For a permanent 
failure, depending on the scope, a cache line or quarter­
cache delete is performed dynamically. A deleted line may 
be restored with a spare line at the next power on. Shared 
Level 2 (L2) cache is protected by ECC. Permanent faults in 
L2 that might result in an uncorrectable data error can be 
avoided by using a cache delete capability. Faulty locations 
either in the data array or in the address directory can be 
dynamically marked as invalid and a spare line can be 
substituted for the failed one. Each main memory (L3) 
array chip contributes one bit to an ECC word, so a (72,64) 
SEC/OED code can protect the system from catastrophic 
failures due to any single array chip failure. Automatic 
online repair of faulty DRAMs is done using built-in spare 
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Fig. 2. Original tandem system architecture (1976). 

chips. Counts of correctable errors are maintained on a per 
chip basis. When a threshold is exceeded, the data from the 
overthreshold chip is dynamically transferred to an error­
free spare chip. 

The 1/0 subsystem exploits the redundant paths 
between all devices and main memory to minimize the 
scope of any failures [6]. All paths are normally active and 
are used to enhance performance as well as to provide 
backup for one another if one should fail. The I/ 0 channel 
adapters perform direct memory access with robust 
memory protection on behalf of I/ 0 devices such as disk 
and tape storage, network communications, and server-to­
server cluster (Parallel Sysplex) services. They prevent 1/0 
devices from unauthorized memory read operations and 
from memory write operations into arbitrary memory 
locations.1/0 channel adapters also provide error isolation 
by preventing the propagation of interface errors into the 
system. The bulk of the 1/0 subsystem hardware is 
packaged into various circuit cards that provide many 
different 1/0 interfaces and most of these cards can be 
concurrently replaced. Each 1/0 card position has an 
interface that controls the soft switch on the card. Before 
an 1/0 card is removed, the soft switch is deactivated 
causing the power on the card to drop. After a card is 
inserted, the soft switch is activated and the power to the 
card is turned on. To reduce human errors during 
concurrent card replacement, a group of LED indicators, 
one for each card position, is used to positively identify the 
card to be replaced. 

To meet mainframe availability requirements, the power 
and cooling subsystem is designed with no single points of 
failure and concurrent repair capability of virtually all 
components. 

4.2 Nonstop Server 
The Tandem NonStop system shown in Fig. 2, introduced in 
1976, consisted of two to 16 independent processors 
connected by a pair of interprocessor buses collectively 
referred to as the Dynabus. Each processor had its own 
memory and ran its own copy of the operating system. Each 
processor also had an 1/0 bus. Each dual-ported 1/0 
controller was connected to two processors' 1/0 buses, and 
had internal logic that selected which port was currently the 

primary path. If a processor or its 1/0 bus were to fail, the 
controllers whose primary paths were currently configured 
to use that I/ 0 bus would switch ownership to their backup 
paths. Controller configuration was flexible enough that the 
workload of a failing processor could be spread over 
multiple surviving processors rather than all being taken 
over by a single processor. 

The general design principle was that there be at least 
two of everything, including power supplies and fans as 
well as the more obvious processors, controllers, and 
peripherals. Dual-ported controllers and dual-ported per­
ipherals provided four paths to each device. For disks, the 
use of host-based RAID-1 mirrored pairs of drives provided 
eight paths to the data and offered improved data integrity. 

There were several special requirements on the hardware 
design. The first was that the Dynabus interfaces had to 
protect against a single processor failing in a way that 
disabled both buses or induced errors on both buses when 
power was removed from the processor module. The 
second was that power be managed in a way that allowed 
a power supply failure to be tolerated. The third was that 
hot insertion of boards into powered slots be supported, 
which enabled both online repair and online expansion. 
Battery backup, which preserved memory contents and 
supported power-fail restart, was standard [7]. Online 
repair was designed in for all hardware components, 
including power supplies and fans. 

Beyond those requirements, there was a general need for 
extensive error checking using appropriate techniques such 
as parity, parity prediction, ECC, self-checking, and check­
sums. Controllers had their own fail-fast requirements to 
not corrupt data and, if possible, make available diagnostic 
information on the failure. End-to-end checksums were 
generated at the host and written to disk along with the 
data, with the checksum being recalculated and compared 
when the data was read back. The hardware was, in a sense, 
fault-intolerant-it was designed to fail quickly and cleanly 
at the first sign of a nonrecoverable error. 

The system was architected to maximize useful, active 
modules and minimize the existence of "redundant," 
inactive modules, both for cost reasons and to prevent the 
accumulation of undetected, latent errors. This maximiza­
tion was primarily the responsibility of the operating 
system software. As examples, processes were run in all 
processors-there were no "standby" processors; the 
message system used both paths of the Dynabus; and the 
disk process issued reads against both halves of the mirror 
(which also improved read performance). 

Both the hardware and the software were optimized to 
support the message-based operating system design, in­
cluding microcode-level support for sending and receiving 
messages. The choice of design yielded a system that is both 
highly distributed and fault tolerant. In addition to being 
easy to repair, the system could be easily expanded online. 

Software fault tolerance was built into the operating 
system from the beginning [8], [9]. The system was 
structured as a set of processes communicating via inter­
process messages, influenced by Dijkstra's "THE" system 
[10] and Brinch Hansen's implementation of a message­
based operating system nucleus [11]. Each processor was 
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preconfigured with a small set of daemon-type processes 
that were responsible for specific tasks within that processor 
such as process control and memory management, along 
with a supporting set of library routines, interrupt handlers, 
etc. The key software abstraction, process pairs, allowed two 
communicating processes running in different processors to 
collectively represent a named resource such as a disk 
volume, communications line, or group of terminals, with 
one process functioning as the primary at any point in time 
and checkpointing necessary state to its backup. If a primary 
process or its processor were to fail, the backup process 
would take over and the operating system would transpar­
ently redirect requests to it without the application seeing an 
error. Operating system infrastructure was put in place to 
reliably maintain the named resource table that provides the 
redirection transparency. 

Process pairs are an effective design for recovering from 
transient problems ("Heisenbugs" [12]) such as race 
conditions, where the identical conditions are unlikely to 
be in effect when the backup process takes over. They are 
vulnerable to deterministic defects ("Bohrbugs"), but those 
are relatively rare in a well-tested system. See [13] for an 
empirical study on this topic. 

The initial focus of the system was to provide tolerance 
against single faults. Over time, the direction has been to 
add more support for continuous operations in order to 
serve the needs of customers who have been under 
increasing pressure to provide true continuous availability. 

5 ADVANCED DESIGN 

5.1 Chip Technology 
The designers of both system lines have had to continu­
ously redesign their error checking logic in order to deal 
with both evolving technologies and the increasing rate of 
transient errors that is the inevitable side effect of the 
decreasing silicon feature size associated with newer, faster 
microprocessors and other components [14]. 

5. 1. 1 zSeries 
From System/360 through System/390 ECL mainframes, 
increasingly complete and effective inline error checking 
was built into the circuitry. Within the CPU, parity and ECC 
were used extensively for all arrays, data paths, and control 
paths. Control logic, such as state machines and ALUs, used 
a variety of mechanisms such as parity prediction or illegal 
state detection. 

For CMOS, a totally new design approach was needed 
[15]. The requirement for dynamic recovery, coupled with 
other design constraints (e.g., power, performance, second­
level packaging) pointed to a highly checked single-chip 
microprocessor. However, inline checking of control and 
arithmetic logic was prohibited by performance penalties. 
As shown in Fig. 3, the decision was made to duplicate 
I-unit and E-unit and compare outputs. With a carefully laid 
out floorplan, there are no cross-chip performance-limiting 
paths. The cycle time is the same as if the same design were 
implemented on a smaller chip with only one unchecked 
I-unit and E-unit. The compare and detect cycle is 

- .,.. Address 
_.,. Cache data 

A ... ,... ~nstruct!ons 
• •► Results ! state updates 
...... Soved state, data 

Fig. 3. Logical layout of the zSeries microprocessor chip. 

completely overlapped in the instruction execution pipe­
line, so cycles per instruction (CPI) is not increased. 

Most of the microprocessor area is devoted to the 
cache where data is primarily moved around unchanged. 
Updates to memory are maintained in an ECC-protected 
store buffer during instruction execution and transferred 
to an ECC-protected L2 cache when instruction execution 
completes. Thus, for the on-chip cache, low-overhead 
parity checking is sufficient. 

A key element of the microprocessor's R-unit is an 
ECC-protected register file, the checkpoint array. The 
checkpoint array keeps track of the entire state of the 
CPU including register contents and instruction ad­
dresses. Completed instructions are known to be error­
free and the checkpoint array and the store buffer 
accurately describe the state of the machine at successful 
instruction execution. 

The R-unit permits recovery to be completely controlled 
by hardware and identical for all instructions. The R-unit 
manages instruction retry when an error is detected as 
follows: Except for the R-unit itself, the CPU is reset and 
store buffer contents are sent to L2. The state of the CPU is 
returned to what it was at the last instruction completion. 
Serialized instruction processing starts up, retrying the 
instruction that caused the error. If it is successful, the 
failure was transient and the CPU resumes pipelined 
instruction processing. If not successful, then the error is 
permanent and the CPU will be stopped. For permanent 
failures, the service element moves the checkpoint to 
another, typically spare, microprocessor and instruction 
execution resumes with no apparent interruption. 

Total circuit overhead for cache parity, Register Unit 
ECC and duplicate I-unit and E-unit is about 30 percent. 
Design, verification, and test are greatly simplified com­
pared to inline checking. 

5. 1.2 Nonstop Server 
The original NonStop system was designed in 1974-1975. 
The hardware logic was based on 7400 series TTL 
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integrated circuits, with the most complex being the 4-bit 
ALU. As gate density within an IC package increased and 
gate arrays became available, the designers were able to 
increase the self-checking logic. Because processor design 
was under Tandem's control, it was possible to build in as 
much self-checking logic as the developers deemed 
necessary, using techniques such as parity on buses and 
branch prediction. This approach continued to be used for 
more than 10 years. In the late 1980s, Tandem moved to 
ECL logic for its Cyclone processor [16]. By then, it was 
becoming evident that the economics of building its own 
processors from the ground up were no longer attractive, 
and the Cyclone was the last internally designed processor 
in the line. 

In 1991, Tandem moved to building its processors 
around commercial microprocessors, choosing the MIPS 
3000 for its initial CMOS system. Because the amount of 
error checking within the microprocessor was not within 
Tandem's control and was considered to be inadequate for 
its target markets, the design changed to a scheme based on 
tight lockstepping of a pair of MIPS chips. That approach 
has continued to be used up until now, and a variant is 
being developed for future Intel Itanium@-based platforms. 
The new approach enables use of a looser, but still effective, 
level of synchronization between microprocessors. This 
design allows individual microprocessors to temporarily 
diverge in their instruction streams, e.g., to perform 
transient error recovery, without their associated logical 
processors being declared down. It also supports a triplex 
configuration for customers who wish to retain processor­
level hardware single fault tolerance and data protection 
during processor repair actions. 

5.2 Other Changes 
5.2. 1 zSeries 
The next step in the evolution of availability beyond a 
single operating system and mainframe, whether unipro­
cessor or SMP, was the tightly coupled multiprocessor. 
Such mainframes were comprised of two mainframes, 
which could be run as one operating system image or as 
two isolated images. When run as two, there was no 
common hardware, thus no single point of failure. A very 
common operational mode was to run a tightly coupled 
multiprocessor as one operating system image and, when 
needed for maintenance or when a failure occurred, 
degrade to a single mainframe. This is in keeping with 
the general design philosophy of delivering all available 
capacity during normal operation and only using capacity 
for availability in unusual conditions. 

Logical partitioning, (LP AR), further enhanced the 
ability to design a single mainframe for higher availability. 
LP AR allows multiple operating system instances to 
concurrently reside on one mainframe. Each is isolated 
from the other, test and production can be run at the same 
time, and new releases run with old. With the advent of 
LPAR came Extended Recovery Facility (XRF), which 
allowed a backup partition to be created within the same 
or a different mainframe. The partition needed very few 
resources during normal operation as it monitored the 
primary operating partition. It did require a high priority 

such that, upon failure, it could take over the necessary 
resources to keep the primary workload running on the 
backup. XRF in one mainframe had no software single point 
of failure (SPOF) and running across two mainframes, no 
software or hardware SPOF. 

A major new design paradigm came about with the 
introduction of Parallel Sysplex, a data-sharing cluster 
design [17]. Multiple mainframes (up to 32) can be 
connected together via a coupling facility, or for the most 
robust installations, two coupling facilities. All mainframes, 
or at the least, all mainframes in the Sysplex sharing data, 
have equal access to shared disks as well as to the coupling 
facilities which manage the sharing. The basic hardware 
structure of the Sysplex is therefore to have no SPOF in the 
hardware. 

To get the same results in the software, it is necessary to 
spread identical workloads across each (or a subset) of the 
mainframes in the Sysplex, shown in Fig. 4. At first, the 
notion of putting all critical software on each of the 
mainframes is somewhat counter intuitive if a primary 
guideline has always been to isolate workloads from one 
another on different hardware. With Parallel Sysplex, by 
contrast, the ideal high availability configuration is one in 
which each mainframe is a clone of the others, from a 
software perspective. Transactions are distributed to the 
mainframes via a Workload Manager (WLM) that deter­
mines which mainframe is least busy for that particular 
type of work at the moment. In the event of a failure 
anywhere within the Sysplex, there is no formal switch­
over-merely a cessation of assigning work to a no-longer­
available application, operating system, or mainframe. The 
design makes it unnecessary to preassign backups and, 
during normal operation, all available capacity can be used 
by the ongoing workload. 

For those customers without the stringent availability 
needs of Parallel Sysplex but for whom the software 
reliability of a standalone mainframe is insufficient, it is 
possible to use LPAR to construct a partition (or partitions) 
that will serve as coupling facilities and to build a "Sysplex 
in a box." Given the highly robust mainframe hardware, 
with a mean time to unplanned customer application loss in 
excess of 30 years, this middle ground is adequate for many 
applications that are effectively mission-critical. 

5.2.2 Nonstop Server 
As the engineers gained experience after the initial 
shipment, they adjusted algorithms to reflect what was 
seen in the field. Data integrity was and is the key system 
requirement, and several refinements were made to 
strengthen end-to-end data checks. Changes included 
adding end-to-end checksums on messages and sequence 
numbers to individual packets (originally, messages were 
simply checksummed at the packet level), and including the 
disk unit number in sector checksums to enable detection of 
the right data being written to the wrong disk. A less 
obviously availability-related feature was the addition of 
instrumentation to help debug performance problems; this 
was important because a poorly performing application 
effectively is unavailable. 

The primary hardware change for NonStop servers 
(aside from the move to CMOS technology) has been to 
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rearchitect the system interconnect. As was shown earlier, 
the original NonStop architecture used a combination of 
1/0 channels and interprocessor buses for its interconnect. 
Both were designed in-house, once again offering the 
opportunity to build in an appropriate level of checking. 
However, the Dynabus had to be greatly overdesigned in 
terms of capacity in order to support up to 16 processors 
and allow for future online upgrades to faster processors. In 
1997, the NonStop S-series systems were introduced with a 
completely redesigned interconnect architecture. This ar­
chitecture, shown in Fig. 5, takes a more network-oriented 
approach, which by its nature includes the capability to 
scale up bandwidth in all dimensions as the system grows. 

The heart of the design is ServerNet, which carries both 
I/ 0 and interprocessor traffic. The new interconnect had 
requirements to improve system performance, both through 
higher bandwidth and through offloading of part of the 
software communication stack, while meeting all of the 
expected fault tolerance requirements [18]. At the time, 
there were no commercially available interconnects that met 
all of the requirements, so ServerNet was designed 
internally. The original design was a 6-port router with 
300MB/sec aggregate bandwidth. Wormhole routing was 
and is utilized to minimize both latency and the need for 
buffering at the router. OMA transfers, with appropriate 
protection, remove the need for host-level execution at the 
remote node. Single-bit command signal errors map to 
invalid commands. Each packet is protected with a cyclic 
redundancy check (CRC), and each router recalculates the 
CRC and appends either a "This Packet Good" or "This 
Packet Bad" symbol to the packet, making it easy to isolate 
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link failures. ServerNet has subsequently been redesigned 
to provide even better bandwidth and diagnosability [19]. 

NonStop servers are inherently clustered due to their 
loosely coupled design. In the late 1980s, that design was 
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Fig. 5. Tandem Nonstop Server S-series architecture (two processors 

shown). 
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extended to build the EXPAND networking product 
supporting homogeneous "clusters of clusters," allowing 
multiple interconnected systems to function in many ways 
as a single system image [20]. The original interconnect was 
via X.25 and other WAN protocols, with support added 
later for SNA, LAN, and IP. The process-and-message 
architecture provided a base that could be very straightfor­
wardly extended to support multiple systems. Customers 
also began to require the ability to group together multiple 
systems in a data-center environment using high-speed, 
low-latency connections. A fiber-optic interconnect, FOX, 
was developed in 1983 to connect systems at subkilometer 
distances, and EXPAND was optimized to take advantage 
of the high reliability and speed of the new interconnect. 
For the S series, the data-center interconnect is ServerNet, 
which can cover distances of up to 15 KM. 

The original software design assumed that programmers 
would work "close to the metal" and use a programming 
language, TAL, whose functionality was similar to C, with 
some customers possibly even supplying their own file 
systems. However, COBOL support also was available from 
almost the beginning. It soon became evident that most 
customers wanted their programmers to be able to focus on 
the business problem at hand without having to do any 
special coding to achieve fault tolerance and scalability. The 
PATHWAY transaction processing monitor [21] was devel­
oped to meet this need by handling the distributed and 
fault-tolerant aspects of the work on the programmer's 
behalf, with a high degree of transparency as far as the 
application is concerned. The programmer uses normal 
business logic and indicates transaction boundaries, and the 
system takes care of aborting incomplete transactions, 
restarting server instances, and redirecting requests when 
an application server process fails. 

The other need that soon became evident was for data 
consistency as well as data integrity-that is to say, a 
database that is transactionally consistent. The Transaction 
Management Facility (TMF) was developed in the early 
1980s to coordinate data accesses and updates in a manner 
that guaranteed the ACID properties of atomicity, consis­
tency, isolation, and durability. In order to take advantage 
of TMF, an application programmer need only determine 
the appropriate locations in a program to begin, commit, 
and, if necessary, abort transactions. The Remote Database 
Facility (RDF) allows a TMF-protected database to be 
replicated at one or multiple additional sites at any 
geographic distance. 

6 DESIGN TRADE OFFS 

Trade offs in computing system design are generally made 
among price, performance, and reliability. Most commercial 
servers are optimized for price, performance, or price/ 
performance, and reliability enhancements which detract 
from the optimization point are closely scrutinized. Over 
time, reliability features once found only on servers 
optimized for reliability have become standard on virtually 
all servers. For instance, memory ECC and redundant 
power are now common. Reasons for the evolution include 
changing economics (e.g., when spare parts and warranty 
costs are included in the equation, certain reliability 
features may save money), technology failure rates which 

are unacceptably high for a broad range of servers, and 
increased customer expectation for better system avail­
ability at almost every price point. 

For Tandem and zSeries systems, from the beginning, the 
target markets had extremely high data integrity require­
ments and the systems had to be designed accordingly. As 
described above, both systems were constructed using 
proprietary processors, which allowed for extensive self 
checking to be incorporated. Microprocessors have a 
component to fetch and decode instructions (I-unit), one 
or more instruction execution elements (E-unit), and a 
cache. Modem microprocessors usually include parity for 
cache data and data paths. Checking the control, arithmetic, 
and logical functions in the I-unit and E-unit is considered 
to be difficult, time-consuming, and to introduce perfor­
mance penalties. As a result, other than zSeries, today's 
microprocessors leave these components unchecked. The 
Tandem design also checked those components in early 
systems, but since 1981 the approach has been to use off­
chip logic to create perfectly checked microprocessor pairs. 

In the industry, accepted wisdom is that single chip 
microprocessors are sufficiently reliable, that failures are 
rare and that other mechanisms-timeouts and software 
detection, for instance-will discover the few problems that 
do occur. This philosophy depends on continual reliability 
improvements; in reality, predicting chip technology failure 
mechanisms is problematic. Future CMOS technologies are 
expected to be less reliable; latches and dynamic logic will 
become more susceptible to alpha particles and other 
cosmic radiation [14]. Latent manufacturing defects and 
design errors that manifest themselves as transient pro­
blems also are sources of customer-visible errors. 

Even today there is an exposure to malfunctions in the 
hardware resulting in incorrect data being written to 
memory. The model proposed by Horst et al. [22] projects 
a pessimistic bound of one in 75 unchecked microproces­
sors causing a data corruption error each year. Horst et al.'s 
prediction is based on an optimistic evaluation of software 
detection. It is true that, in some cases, timeouts and 
software detection will prevent data integrity problems; 
however, software does not reliably fail fast when errors are 
injected, resulting in corrupted data [23]. Even when the 
detection is successful, a system with no recovery will 
usually hang, causing application downtime, unacceptable 
for systems designed for high availability. zSeries and 
NonStop servers are the most well-known commercial 
systems designed to prevent data corruption by including 
extensive error checking in all microprocessor functional 
elements-combinatorial logic as well as arrays. 

There are subtle advantages of building in a high level of 
integrity checking and retry/ recovery logic to handle 
errors. For example, the resulting system is relatively 
resilient to design flaws. It may be possible to ship a system 
with one or more remaining occasional transient design 
errors if the occurrence rate is relatively low and the cost of 
recovery is not visible at the application level. Another 
advantage is that test and bringup time can be significantly 
reduced. The ability to fail-fast often makes it much easier 
to determine failure sources and uncover design and other 
problems. 

Another important design trade off is "build versus buy." 
Particularly for subsystems which are compliant with 
industry standards, like 1/0 subsystems, there are notable 
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advantages in using high volume components. Commodity 
components are used wherever they provide a cost or time­
to-market advantage, if the developers are able to provide 
the expected level of data integrity. For instance, most 
1/0 adapters do not meet zSeries or NonStop server needs 
for memory protection; that is, inadequate checking is 
provided to assure that data does not get written to or read 
from an incorrect location. Some level of customization, 
through techniques such as lockstepping and end-to-end 
checksums, is added to incorporate commodity components 
into the two systems described herein. 

6.1 zSeries 
zSeries runs multiple operating systems-VM, Linux, and 
TPF as well as its flagship high-availability operating system, 
z/OS, the successor of MVS. Similarly to the hardware 
design principles, z/ OS recognizes the inevitability of errors, 
resulting in a comprehensive approach of error isolation, 
identification, and recovery. z/OS provides many software 
reliability and availability features, quite a few of which can 
also be used by applications which run on z/05. 

Much of the z/OS kernel operating system is dedicated 
to providing advanced reliability, availability, and service­
ability capabilities. All z/OS platform code is written to a 
set of guidelines to assure that errors can be detected, 
isolated, and documented. For example, "all code must be 
protected by a recovery routine including the code of 
recovery routines themselves; all control areas and queues 
must be verified before continuing; recovery and retry must 
be attempted if there is hope of success; all failures which 
cannot be transparently recovered must be isolated to the 
smallest possible unit, e.g., the current request, a single task 
(thread), or single address space (process); diagnostic data 
must be provided which, as an objective, will allow the 
problem to be identified and fixed after a single occurrence. 
The diagnostic data is provided even when retry is 
attempted and successful" [24]. 

Approximately 30 percent of the z/OS kernel operating 
system code is written to adhere to these guidelines, in 
addition to component code supporting the guidelines or 
code specifically designed to handle processor, storage, or 
1/0 error recovery. Overall, about half of the z/OS kernel 
code is devoted to error handling. In addition to adhering to 
the guidelines, z/OS system software is committed to 
ensuring system integrity. Data and system functions are 
protected from unauthorized access, whether accidental or 
deliberate. 

6.2 Nonstop Server 
Percentages of recovery code are not available for the 
NonStop server kernel, but the intent is similar to that of 
z/OS: to identify and contain the scope of faults in order to 
minimize application-level impact while preserving system 
and data integrity. Software consistency checking was built 
into the Tandem operating system from the beginning. As 
an example, the process ready list is kept as a doubly 
linked list, with the immediate links checked on every 
insertion and deletion. Data being written to disk is 
checkpointed to the backup disk process, but data being 
written to comm devices is not checkpointed as the 
performance penalty has been deemed to be too high and 
comm protocols have built-in recovery mechanisms. Data 
being written to disk includes host-generated sector 

checksums, which introduces a small 1/0 performance 
penalty and, until recently, required the drives to be 
specially formatted using 514-byte sectors. 

7 THE PEOPLE FACTOR 

In 1985, Gray [12] analyzed a set of Tandem failure data and 
published his results. His conclusion was that the key to 
high availability is tolerating operations and software 
faults-even then, fault-tolerant systems were very effective 
at masking hardware faults. Almost 20 years later, his 
conclusion still is valid. Recent evaluation of three very 
large Internet sites finds operator error to be the number 
one contributor to system downtime [25]. If anything, 
increased system complexity has offered even greater 
opportunities for fatal operational mistakes. 

The best tool for reducing operator errors is automation, 
both to prevent operator errors and to better handle fault 
analysis and recovery. Automation can help the latter in 
three ways: It can analyze a long series of events more 
quickly and thoroughly than a human can, it can speed up 
recovery by initiating corrective action, and it can reduce 
the chance of an already perilous situation turning into a 
full-blown outage due to "fat-finger" mistakes. In cases 
where an automated event analysis subsystem cannot 
pinpoint the faulty component, it can at least narrow the 
options that the human needs to consider. Ideally, a fault­
tolerant system also is a self-tending system, monitoring its 
own health, making corrections as necessary, and alerting 
the outside world where appropriate. 

7.1 zSeries 
In 2001, IBM introduced its Autonomic Computing initia­
tive, a longterm strategy to invent, design and deploy 
computing systems, which operate to achieve business-level 
policies [26]. The realization of Autonomic Computing will 
be systems that demonstrate self-CHOP capabilities, that is, 
self-configuring, healing, optimizing, and protecting. Cer­
tain characteristics of zSeries servers exemplify what is 
meant by each of these. 

Dynamic CPU Sparing, a process by which a failed CPU 
can be transparently replaced by a spare, was earlier 
described and is a good example of self-healing. Spare 
CPUs can also be brought online to meet increased 
customer resource requirements, a process known as 
Capacity Upgrade on Demand, and an example of self­
configuring. LPAR, earlier mentioned as a mechanism for 
running multiple concurrent operating systems on one 
mainframe and keeping them isolated from one another, is 
also a self-optimizing feature. LP AR will maximize resource 
utilization in the server based on user established priorities. 
If a high priority partition is not using its allowed resources, 
LP AR will make them available to lower priority partitions. 
It will attempt to keep the mainframe as busy as possible all 
the time. A partition can also be capped, meaning that, even 
if all other operating system partitions are in a wait state, 
the capped partition can have only a certain amount of 
resources. This is useful for service providers who are 
"renting" capacity to others, but can also serve as a self­
protecting mechanism to prevent denial of service attacks 
from taking over the entire mainframe. 
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7 .2 Non Stop Server 
Automation is easier to construct if there is a unified 
logging subsystem to provide access to an integrated stream 
of information about what is going on in the system. In the 
mid 1980s, Tandem built a Distributed System Management 
subsystem (DSM) [27] to meet this need. DSM provides a 
consolidated log and logging infrastructure that are avail­
able to partners and end user applications as well as to the 
system provider, and includes a call-home capability. DSM 
events are tokenized, and can be viewed in filtered form to 
meet specific needs for programmatic response, Web 
viewing, PDA viewing, hardware incident analyzers, and 
so forth. However, the logging infrastructure alone is not 
sufficient; subsystems need to be intelligently instrumented 
to use it, and incident analysis software needs to be kept 
updated as new patterns are seen in the field. NonStop 
servers have long had a high degree of self-tending built 
into the system, both within the operating system and 
individual subsystems and, especially for hardware, in the 
form of incident analyzers. 

8 CONCLUSION 

Fault tolerance and rapid fault detection for both hardware 
and software are key building blocks for constructing 
continuously available applications, but are not in them­
selves sufficient to accomplish the task. Similarly, built-in 
error recovery is important for handling the increasing rate 
of transient hardware and software errors. But, for builders 
of highly available systems, much of the current challenge 
lies in addressing the "second 90 percent'' of the problem 
-the network, the environment, cyber attacks and, most 
importantly, the people and operational procedures re­
sponsible for keeping applications and systems running on 
an ongoing basis. The move toward self-tending systems by 
the producers of today's highly available commercial 
systems is a recognition of that need, and a trend that the 
authors expect to see continue. 

ACKNOWLEDGMENTS 

Wendy Bartlett would like to thank Joel Bartlett, Bob Taylor, 
and Kate Wilson. Lisa Spainhower would like to thank Bob 
Abrams. 

REFERENCES 
[1] G.M. Amdahl, G.A. Blaauw, and F.B. Brooks, "Architecture of the 

IBM System/360," IBM J. Research an.d Development, vol. 8, pp. 87-
101, 1964. 

[2] W.B. Bartlett and B. Ball, "Tandem's Approach to Fault 
Tolerance," Tandem Systems Rev., vol. 8, pp. 84-95, Feb. 1988. 

[3] L. Spainhower, "System/360 to zSeries: Dependability in IBM 
Mainframes," Dependable Computing Systems: Paradigms, Perfor­
mance Issues and Applications, 2004. 

[4] L. Spainhower and T.A. Gregg, "IBM S/390 Parallel Enterprise 
Server GS Fault Tolerance: A Historical Perspective," IBM 
J. Research an.d Development, vol. 43, nos. 5/6, pp. 863-874, 1999. 

[5] P.R. Turgeon, P. Mak, M.A. Blake, M.F. Fee, C.B. Ford III, P.J. 
Meaney, R. Seigler, and W.W. Shen, "The GS/G6 Binodal Cache," 
IBMJ. Research and Development, vol. 43,nos. 5/6, pp. 661-670, 1999. 

[6] T.A. Gregg, "S/390 CMOS Server I/O: The Continuing Evolution," 
IBM J. Research and Development, vol. 41, nos. 4/5, pp. 449-462, 1997. 

[7] J.A. Katzman, "System Architecture for NonStop Computing," 
Proc. IEEE CS Int'l Conf Technologies for the Information Superhigh­
way, pp. 77-80, 1977. 

[8] J.F. Bartlett, "A 'NonStop' Operating System," Proc. Hawaii Int'/ 
Conf System Sciences, pp. 103-119, 1978. 

[9] J.F. Bartlett, "A NonStop Kernel," Proc. Eighth SIGOPS European 
Workshop, pp. 22-29, 1981. 

[10] E.W. Dijkstra, "The Structure of the 'THE' Multiprogramming 
System," Comm. ACM, vol. 11, pp 341-346, 1968. 

[11] P.B. Hansen, "The Nucleus of a Multi-Programming System," 
Comm. ACM, vol. 13, pp. 238-241, Apr. 1970. 

[12] J. Gray, "Why Do Computers Stop and What Can Be Done About 
It?" Technical Report TR85.7, Tandem Computers, Cupertino, 
Calif., June 1985. 

[13] I. Lee, "Software Dependability in the Tandem Guardian System," 
IEEE Trans. Software Eng., vol. 8, pp 455-467, May 1995. 

[14] C. Constantinescu, "Impact of Deep Submicron Technology on 
Dependability of VLSI Circuits," Proc. 2002 Int'l Conf Depen.dable 
Systems and Networks, pp. 205-209, 2002. 

[15] C.F. Webb and J.S. Liptay, "A High-Frequency Custom CMOS 
S/390 Microprocessor," IBM J. Research and Development, vol. 41, 
nos. 4/5, pp. 463-473, 1997. 

[16] D. Siewiorek and R. Swarz, Reliable Computer Systems: Design and 
Evaluation. Burlington, Mass.: Digital Press, pp. 586-648, 1992. 

[17] J.M. Nick, B.B. Moore, J.Y. Chung, and N.S. Bowen, "S/390 
Cluster Technology: Parallel Sysplex," IBM Systems J., vol. 36, 
no. 2, pp. 172-201, 1997. 

[18] B. Horst, "TNet: A Reliable System Area Network," IEEE Micro, 
vol. 15, no. 1, pp. 37-45, Feb. 1994. 

[19] D. Garcia and W. Watson, "ServerNet II," Proc. Parallel Computing, 
Routing, and Comm. Workshop, 1997. 

[20] Tandem Computers, EXPAND Reference Manual. Cupertino, Calif., 
1986. 

[21] Tandem Computers,Introduction to Pathway. Cupertino,Calif., 1985. 
[22] R. Horst, D. Jewett, and D. Lenoski, "The Risk of Data Corruption 

in Microprocessor-Based Systems," Proc. Fault-Tolerant Computing 
Symp., pp. 576-585, 1993. 

[23] S. Chandra and P.M. Chen, "How Fail-Stop Are Faulty Pro­
grams?" Proc. 28th Int'l Symp. Fault Tolerant Computing, pp. 240-
249, 1998. 

[24] S. Turner, C. Henry, G. Horvath, and J. Kibble, "Selecting a 
Server-Value of S/390," IBM Redbook SG24-4812-01, 1999. 

[25] D.A. Patterson and D. Oppenheimer, "Architecture and Depend­
ability of Large-Scale Internet Services," IEEE Internet Computing, 
pp. 41-49, Sept.-Oct. 2002. 

[26] J.O. Kephart and D.M. Chess, "The Vision of Autonomic 
Computing," Computer, vol. 36, no. 1, pp. 41-50, Jan. 2003. 

[27] P. Homan, B. Malizia, and E. Reisner, "Overview of DSM," 
Tandem Systems Rev., vol. 4, no. 3, Oct. 1988. 

Wendy Bartlett received the BS degree in 
statistics and the MS degree in computer 
science: computer engineering, both from Stan­
ford University. She is a distinguished technol­
ogist in Hewlett Packard's Nonstop Enterprise 
Server Division. She was employed at Four 
Phase from 1976-1978, and has been employed 
by Tandem Computers, Compaq, and HP since 
then. She currently heads the indestructible 
scalable computing initiative for the Nonstop 

server. She is a member of the IEEE Computer Society. 

l ... ;./ 
:-:..}t::::~-s. 
~=-~~~ .·::. 

~ Lisa Spainhower is a graduate of the University 
of Michigan. She is a distinguished engineer in 
the Systems Technology and Architecture orga­
nization in IBM's Systems and Technology 
Group in Poughkeepsie, New York. She is a 
member of the IBM Academy of Technology, the 
IEEE, and the IEEE Computer Society. 

1> For more information on this or any other computing topic, 
please visit our Digital Library at www.computer.org/publications/dlib. 

Page 963 of 1042



EXHIBIT 
1003 

Page 964 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re patent of Michaelis et al. 

U.S. Patent No. 7,627,781 

Issue Date: December 1, 2009 

Filing Date: October 25, 2004 

§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 

For: SYSTEM AND METHOD FOR § 
ESTABLISHING A SPARE § 
PROCESSOR FOR RECOVERING § 
FROM LOSS OF LOCKSTEP IN A 

BOOT PROCESSOR 

§ 
§ 

Attorney Docket No.: 185945.012400 

Customer No.: 67395 

DECLARATION OF ANDREW WOLFE, Ph.DIN SUPPORT OF REQUEST FOR EX 
PARTE REEXAMINATION OF 

U.S. PATENT NO. 7,627,781 

Mail Stop "Ex Parte Reexam" 
Attn: Central Reexamination Unit 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Page 965 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

TABLE OF CONTENTS 

TABLE OF MATERIALS CONSIDERED ............................................................................................. iv 

TABLE OF MATERIALS SUBMITTED WITH DECLARATION ..................................................... v 

I. INTRODUCTION .......................................................................................................................... 1 

A Overview ................................................................................................................. 1 

B. Qualifications .......................................................................................................... 1 

C. Materials Considered .............................................................................................. 4 

II. LEGAL PRINCIPLES .................................................................................................................. 4 

A Novelty and Obviousness ....................................................................................... 4 

1. General Framework .................................................................................... 5 

2. Analogous Art ............................................................................................. 8 

3. Combining Known Elements in the Art, Common Sense .......................... 9 

4. Teaching Away ......................................................................................... 10 

5. Secondary Considerations ......................................................................... 11 

B. Claim Construction ............................................................................................... 11 

III. OPINION ...................................................................................................................................... 12 

A Summary of My Opinions .................................................................................... 12 

B. Level of Ordinary Skill in the Art ......................................................................... 12 

C. Background Technology ....................................................................................... 12 

1. Boot Processor .......................................................................................... 13 

D. Challenged Claims Are Unpatentable ................................................................... 13 

IV. Ground 1: Kalyanasundharam in view of Kennedy Presents Substantial New Questions of 
Patentability ................................................................................................................................. 14 

A Kalyanasundharam in view of Kennedy Renders Claims 1-6 and 9-15 of the '781 
Patent Obvious to a PO SITA ................................................................................ 14 

1. Overview ofKalyanasundharam ............................................................... 14 

2. Overview of Kennedy ............................................................................... 14 

3. Overview of Motivations to Combine Kalyanasundharam and Kennedy 14 

4. Reasonable Expectation of Success .......................................................... 15 

5. KSR Rationales .......................................................................................... 15 

V. Ground 2: Safford in view of Kennedy Presents Substantial New Questions of Patentability 
....................................................................................................................................................... 19 

A Safford in view of Kennedy Renders Claims 1-6 and 9-15 of the '781 Patent 
Obvious to a POSITA ........................................................................................... 19 

11 

Page 966 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

1. Overview of Safford ................................................................................. 20 

2. Overview of Motivations to Combine Safford and Kennedy ................... 20 

3. Reasonable Expectation of Success .......................................................... 20 

4. KSR Rationales .......................................................................................... 21 

VI. Ground 3: Kennedy in view of Nguyen and Fox Presents Substantial New Questions of 
Patentability ................................................................................................................................. 25 

A Kennedy in view of Nguyen and Fox Renders Claims 1-30 of the '781 Patent 
Obvious to a POSITA ........................................................................................... 25 

1. Overview ofNguyen ................................................................................. 25 

2. Overview of Fox ....................................................................................... 25 

3. Overview of Motivations to Combine Kennedy, Nguyen, and Fox ......... 25 

4. Reasonable Expectation of Success .......................................................... 26 

5. KSR Rationales .......................................................................................... 27 

VII. GROUND 4: SAFFORD IN LIGHT OF CEPULIS PRESENTS SUBSTANTIAL NEW 
QUESTIONS OF PATENTABILITY ........................................................................................ 32 

A Safford Discloses Each and Every Limitation of Claims 1 and 6 of the '781 ...... 32 

1. Overview of Cepulis ................................................................................. 32 

VIII. DETAILED APPLICATION OF THE PRIOR ART TO EVERY CLAIM FOR WHICH 
REEXAMINATION IS REQUESTED ...................................................................................... 32 

A Proposed§ 103 Rejections for the Challenged Claims ......................................... 32 

1. Ground 1: Kalyanasundharam in view of Kennedy .................................. 32 

2. Ground 2: Safford in view ofKennedy ..................................................... 44 

3. Ground 3: Kennedy in view ofNguyen and Fox ...................................... 54 

B. Proposed§ 102 Rejections for the Challenged Claims ......................................... 61 

1. Ground 1: Safford in light of Cepulis ....................................................... 61 

C. Secondary Considerations ..................................................................................... 64 

IX. Declaration in lieu of OATH ....................................................................................................... 64 

111 

Page 967 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

TABLE OF MATERIALS CONSIDERED 

Exhibit Descrintion 
Ex. 1001 U.S. Patent No. 7,627,781 to Michaelis et al. (the "'781 Patent") 
Ex. 1002 U.S. File History of the '781 Patent ("U.S. File History") 
Ex. 1004 U.S. Patent No. 7,085,959 to Safford ("Safford") 
Ex. 1005 U.S. Patent No. 5,450,576 to Kennedy et al. ("Kennedy") 
Ex. 1006 U.S. Patent No. 7,251,746 to Fox ("Fox") 
Ex. 1007 U.S. Patent No. 7,328,371 to Kalyanasundharam et al. ("Kalyanasundharam") 
Ex. 1008 U.S. Patent Application Pub. No. 2004/0123201 to Nguyen et al. (''Nguyen") 
Ex. 1009 Wendy Bartlett, et. al., Commercial Fault Tolerance: A Tale of Two Systems, 

IEEE Transactions on Dependable and Secure Computing, Vol. 1, No. I 
(January-March 2004) ("Bartlett") 

Ex. 1010 Intel, Extensible Firmware Interface Specification, Version 1.10 (Dec. 1, 2002) 
("Intel EFI Specification") 

Ex. 1011 U.S. Patent No. 7,191,328 to Hobson ("Hobson") 
Ex. 1012 Bozidar Levi, UNIX Administration, A Comprehensive Source book for Effective 

Systems and Network Mana~ement (2002) ("Levi") 
Ex. 1013 U.S. Patent No. 5,491,788 to Cepulis et al. (Cepulis) 
Ex. 1014 Intel IA-64 Architecture Software Developer's Manual, Revision 1.1 (July 

2000) ("Intel Itanium Manual") 
Ex. 1015 Intel Multiprocessor Specification, Version 1.4 (May 1997) ("Intel 

Multiprocessor Specification") 
Ex.AA Appendix A: Claim chart comparing claims to Kalyanasundharam in view of 

Kennedy, as set forth in Ground 1. 
Ex.BB Appendix B: Claim chart comparing claims to Safford in view of Kennedy, as 

set forth in Ground 2. 
Ex. CC Appendix C: Claim chart comparing claims to Kennedy in view of Nguyen and 

Fox, as set forth in Ground 3. 
Ex.DD Appendix D: Claim chart comparing claims to Safford in light of Cepulis, as set 

forth in Ground 4. 

IV 

Page 968 of 1042



Request for Ex Parte Reexamination, U.S. Patent 7,627,781 

TABLE OF MATERIALS SUBMITTED WITH DECLARATION 

Exhibit Descriotion 
Ex.A Curriculum Vitae of Andrew Wolfe, Ph.D. 

V 

Page 969 of 1042



I. INTRODUCTION 

A. Overview 

1. I have been retained by Unified Patents, LLC as an expert witness in the field of 

computer systems and computer technology including bus technology. I have been asked to 

analyze certain claims of U.S. Patent 7,627,781 ("the '781 Patent") and provide my opinions on 

the patentability of certain claims of the '781 Patent based on 35 U.S.C. §§ 102 and 103. In addition 

to this Declaration, I am simultaneously providing declarations related to two other patents that 

are incorporated by reference in the '781 Patent: U.S. Patent No. 7,502,958 (the "'958 Patent") 

and U.S. Patent No. 7,624,302 (the "'302 Patent"). 

2. I am being compensated at my standard rate for my work performed on this matter 

and I am being reimbursed for my reasonable approved expenses. My compensation is not 

dependent on the content of my opinions. I have no financial interest in the outcome of this 

proceeding or in Unified Patents, LLC. I am over the age of 18 and am competent to make this 

Declaration. 

B. Qualifications 

3. My professional qualifications, experience, publications and presentations, and a 

listing of previous cases in which I have provided expert testimony are set forth in my CV, attached 

as Exhibit A 

4. I am the founder and sole employee of Wolfe Consulting. Through Wolfe 

Consulting, I provide technical and business analytics to businesses on processor technology, 

computer systems, consumer electronics, software, design tools, data security, cryptography and 

intellectual property issues. I have more than thirty-five years' experience developing products, 

researching, consulting, and teaching in those fields. In that time, I have worked as a computer 

architect, computer system designer, and as an executive in the PC and electronics business. I have 

also taught at some of the world's leading institutions in those fields, including Stanford 

University, Princeton University, Carnegie Mellon University, and Santa Clara University. 

5. In 1985, I earned the B.S.E.E. degree in Electrical Engineering and Computer 

Science from the Johns Hopkins University. In 1987, I received the M.S. degree in Electrical and 

Computer Engineering from Carnegie Mellon University, and in 1992, I received the Ph.D. degree 

in Computer Engineering from Carnegie Mellon University. My doctoral dissertation proposed a 

new approach for the architecture of a computer processor. 

1 
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6. In 1983, I began designing touch sensors, microprocessor-based computer systems, 

and 1/0 (input/output) cards for personal computers as a senior design engineer for Touch 

Technology, Inc. During the course of my design projects with Technology, I designed 1/0 cards 

for PC-compatible computer systems, including the 1PM PC-AT, to interface with interactive 

touch-based computer terminals that I designed for use in public information systems. I continued 

designing and developing related technology as a consultant to the Carroll Touch division of AMP, 

Inc., where in 1986 I designed one of the first custom touch-screen integrated circuits. I designed 

the touch/pen input system for the Linus WriteTop, which many believe to be the first commercial 

tablet computer. 

7. From 1986 through 1987, I designed and built a high-performance computer system 

as a student at Carnegie Mellon University. From 1986 through early 1988, I also developed the 

curriculum, and supervised the teaching laboratory, for processor design courses. 

8. In the latter part of 1989, I worked as a senior design engineer for ESL-TRW 

Advanced Technology Division. While at ESL-TRW, I designed and built a bus interface and 

memory controller for a workstation-based computer system, and also worked on the design of a 

multiprocessor system for real-time defensive weapons applications. 

9. At the end of 1989, I (along with some partners) reacquired the rights to the 

technology I had developed at Touch Technology and at AMP, and founded The Graphics 

Technology Company. Over the next seven years, as an officer and a consultant for The Graphics 

Technology Company, I managed the company's engineering development activities and 

personally developed dozens of touch screen sensors, controllers, and interactive touch-based 

computer systems. 

10. I have consulted, formally and informally, for a number of fabless semiconductor 

companies, particularly in the area of processor development. In particular, I have served on the 

technology advisory boards for two processor design companies: BOPS, Inc., where I chaired the 

board, and Siroyan Ltd., where I served in a similar role for three networking chip companies -

Intellon, Inc., Comsilica, Inc., and Entridia, Inc. - and one 3D game accelerator company, Ageria, 

Inc. 

11. I have also served as a technology advisor to Motorola and to several venture capital 

funds in the U.S. and Europe. Currently, I am a director at Turtle Beach Corporation (NASDAQ: 

2 
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HEAR), providing guidance in its development of premium audio peripheral devices for a variety 

of commercial electronic products. 

12. From 1991 through 1997, I served on the Faculty of Princeton University as an 

Assistant Professor of Electrical Engineering. At Princeton, I taught undergraduate and graduate­

level courses in Computer Architecture, Advanced Computer Architecture, Display Technology, 

and Microprocessor Systems, and conducted sponsored research in the area of computer systems 

and related topics. From 1999 through 2002, I taught a Computer Architecture course to both 

undergraduate and graduate students at Stanford University multiple times as a Consulting 

Professor. At Princeton, I received several teaching awards, both from students and from the 

School of Engineering. I have also taught advanced microprocessor architecture to industry 

professionals in IEEE and ACM sponsored seminars. I am currently a lecturer at Santa Clara 

University teaching courses on Microprocessor Systems, Advanced Logic Design, Real-Time 

Computing, and Mechatronics. 

13. From 1997 through 2002, I held a variety of executive positions at a publicly held 

fabless semiconductor company originally called S3, Inc. and later called Sonicblue Inc. I held the 

positions of Chief Technology Officer, Vice President of System Integration Products, Senior Vice 

President of Business Development, and Director of Technology, among others. 

14. In the roles listed above, I worked with and managed architecture and design teams 

responsible for the development of general-purpose and special-purpose processors. 

15. My teams also developed the Rio MP3 players and a music delivery platform and 

webstore backend service for selling music. In 1999, this music delivery system was spun out as a 

separate company called RioPort.com. I served on the RioPort.com board of directors and became 

involved in their product and technology strategy. I also managed engineering and marketing for 

the Rio product line for a period of time as an interim general manager. During my time at 

SonicBlue we launched more than 30 new consumer electronics products. 

16. I served as a board member and technical advisor as KBGear Inc. from 1999-2001. 

KBGear Inc. designed and produced digital cameras and music players. 

17. I have published more than fifty peer-reviewed papers in computer architecture and 

computer systems and IC design. I have also chaired IEEE and ACM conferences in 

microarchitecture and integrated circuit design and served as an associate editor for IEEE and 

ACM journals. I served on the IEEE Computer Society Awards committee. I am a Fell ow of the 
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IEEE and a Distinguished Contributor to the IEEE Computer Society. I am a named inventor on 

at least fifty-seven U.S. patents and thirty-seven foreign patents. 

18. I have been the invited keynote speaker at the ACM/IEEE International Symposium 

on Microarchitecture and at the International Conference on Multimedia. I have also been an 

invited speaker on various aspects of technology or the PC industry at numerous industry events 

including the Intel Developer's Forum, Microsoft Windows Hardware Engineering Conference, 

Microprocessor Forum, Embedded Systems Conference, Comdex, and Consumer Electronics 

Show as well as at the Harvard Business School and the University Illinois Law School. I have 

been interviewed on subjects related to technology and the electronics industry by publications 

such as the Wall Street Journal, New York Times, LA Times, Time, Newsweek, Forbes, and 

Fortune as well as CNN, NPR, and the BBC. I have also spoken at dozens of universities including 

MIT, Stanford, University of Texas, Carnegie Mellon, UCLA, University of Michigan, Rice 

University, and Duke University. 

C. Materials Considered 

19. In addition to relying on my extensive experience in the field of computer 

systems (summarized above), I have considered certain materials in formulating my opinions. 

Those materials include the exhibits listed in the Table of Materials Considered and Table of 

Materials Submitted with Declaration above. 

II. LEGAL PRINCIPLES 

A. Novelty and Obviousness 

20. I am a technical expert and do not offer any legal opinions. However, I have 

been informed about certain legal principles regarding patentability and related matters under 

United States patent law, which I have applied in performing my analysis and arriving at my 

technical opinions in this matter. 

21. I understand that, for ex parte reexamination, invalidity must be shown under a 

preponderance of the evidence standard, and this is the standard I have used throughout this 

Declaration. Further, I understand that each patent claim is considered separately for purposes 

of unpatentabili ty. 

22. I have been asked to evaluate novelty and obviousness as these legal concepts 

apply against certain claims of the '781 Patent. I am not a lawyer, and therefore, I have been 
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given certain instructions regarding the law of novelty and obviousness and have been asked to 

apply those principles in conducting my analysis. I have done so. 

1. General Framework 

23. I am informed that a person cannot obtain a patent on an invention if the 

differences between the invention and the prior art are such that the subject matter as a whole 

would have been obvious to a person having ordinary skill in the art at the time of the 

invention. I am informed that a conclusion of obviousness may be founded upon more than a 

single item of prior art. I am also informed that obviousness is determined by evaluating the 

following factors: (1) the scope and content of the prior art, (2) the differences between the 

prior art and the claim at issue, (3) the level of ordinary skill in the pertinent art, and ( 4) 

secondary considerations of non-obviousness. In addition, the obviousness inquiry should not 

be done in hindsight. Instead, the obviousness inquiry should be done through the eyes of a 

person having ordinary skill in the art at the time of the alleged invention ( often referred to as 

a "PHO SIT A" or "POSIT A"). 

24. In considering whether certain prior art renders a particular patent claim non-

novel or obvious, I am informed that one must consider the scope and content of the prior art, 

examples of which include disclosures in patents, trade publications, journal articles, 

conference papers, industry standards, product literature and documentation, texts describing 

competitive technologies, requests for comment published by standard setting organizations, 

and materials from industry conferences. 

25. I am informed that, for a patent claim to be found obvious, the proper 

perspective to consider is that of a POSIT A at the time of the alleged invention. I am informed 

that factors to consider in determining the level of ordinary skill in the art include (1) the 

educational level and experience of people working in the field at the time the invention was 

made, (2) the types of problems faced in the art and the solutions found to those problems, and 

(3) the sophistication of the technology in the field. 

26. I understand that, to determine whether a claimed invention is patentably distinct, 

I must consider whether there are reasons why a POSIT A would have concluded that the invention 

defined in the claim at issue would have been an obvious variation of the invention defined in a 

reference claim. I also understand that a claimed apparatus or device is not patentably distinct over 

a reference claim directed towards a method of using that apparatus or device. 
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27. I understand that even though the specification of the reference patent is not 

technically considered to be prior art, it may still be used to interpret the claims including the 

reference claim. I understand that the specification of the reference patent can be used as a 

dictionary to learn the meaning of a term in the reference claim. I also understand that, to determine 

if the claim at issue merely defines an obvious variation of what was earlier disclosed and claimed 

in the reference patent, portions of the specification of the reference patent that provide support 

for the reference claim may also be used to determine whether what is later-claimed in the claim 

at issue is an obvious variation of the reference claim. 

28. I also understand that, because the question of whether the claim at issue is 

patentably distinct implicates the question of obviousness, it is also proper to consider what has 

been disclosed by the prior art and what is within the knowledge and skill of the POSIT A 

29. I also understand that a claim is invalid under 35 U.S.C. § 103(a) (pre-AIA) if the 

subject matter described by the claim as a whole would have been obvious to a hypothetical 

POSIT A in view of a prior art reference or in view of a combination of references at the time the 

claimed invention was made. Therefore, I understand that obviousness is determined from the 

perspective of a hypothetical POSIT A and that the asserted claims of the patent should be read 

from the point of view of such a person at the time the claimed invention was made. I further 

understand that a hypothetical POSIT A is assumed to know and to have all relevant prior art in the 

relevant field of endeavor. 

30. I understand that, in considering whether an invention for a claimed combination 

would have been obvious, I may assess whether there are apparent reasons to combine known 

elements in the prior art in the manner claimed in view of interrelated teachings of multiple prior 

art references, the effects of demands known to the design community or present in the 

marketplace, and/or the background knowledge possessed by a POSITA. I understand that other 

principles may be relied on in evaluating whether a claimed invention would have been obvious, 

and that these principles include the following: 

• A combination of familiar elements according to known methods is likely to be obvious 

when it does no more than yield predictable results; 

• When a device or technology is available in one field of endeavor, design incentives 

and other market forces can prompt variations of it, either in the same field or in a 
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different one, so that if a person of ordinary skill can implement a predictable variation, 

the variation is likely obvious; 

• If a technique has been used to improve one device, and a POSITA would recognize 

that it would improve similar devices in the same way, using the technique is obvious 

unless its actual application is beyond his or her skill; 

• An explicit or implicit teaching, suggestion, or motivation to combine two prior art 

references to form the claimed combination may demonstrate obviousness, but proof 

of obviousness does not depend on or require showing a teaching, suggestion, or 

motivation to combine; 

• Market demand, rather than scientific literature, can drive design trends and may show 

obviousness; 

• In determining whether the subject matter of a patent claim would have been obvious, 

neither the particular motivation nor the avowed purpose of the named inventor 

controls; 

• One of the ways in which a patent's subject can be proved obvious is by noting that 

there existed at the time of invention a known problem for which there was an obvious 

solution encompassed by the patent's claims; 

• Any need or problem known in the field of endeavor at the time of invention and 

addressed by the patent can provide a reason for combining the elements in the manner 

claimed; 

• "Common sense" teaches that familiar items may have obvious uses beyond their 

primary purposes, and in many cases a person of ordinary skill will be able to fit the 

teachings of multiple patents together like pieces of a puzzle; 

• A POSIT A is also a person of ordinary creativity, and is not an automaton; 

• A patent claim can be proved obvious by showing that the claimed combination of 

elements was "obvious to try," particularly when there was a design need or market 

pressure to solve a problem and there were a finite number of identified, predictable 

solutions such that a POSIT A would have had good reason to pursue the known options 

within his or her technical grasp; and 

• One should be cautious of using hindsight in evaluating whether a claimed invention 

would have been obvious. 
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31. I further understand that, in making a determination as to whether or not the claimed 

invention would have been obvious to a person of ordinary skill, certain objective factors if they 

are present should be considered, such as: commercial success of products practicing the claimed 

invention; long-felt but unsolved need; teaching away; failure of others; unexpected results; 

copying; and praise by others in the field. These factors are generally referred to as "secondary 

considerations" or "objective indicia" of non-obviousness. I understand, however, that for such 

objective evidence to be relevant to the obviousness of a claim, there must be a causal relationship 

( called a "nexus") between the claim and the evidence, and that this nexus must be based on a 

novel element of the claim rather than something in the prior art. I also understand that, even when 

they are present, secondary considerations may be unable to overcome primary evidence of 

obviousness (e.g., motivation to combine with predictable results) that is sufficiently strong. 

32. I understand that a claim is invalid under 35 U.S.C. § 102 if the subject matter 

recited in the claim was known by others or described in a printed publication before the claimed 

invention. I also understand that evidence of a claim's invalidity under 35 U.S.C. § 102 may be 

demonstrated by the descriptions of the claimed invention in the printed publication. I further 

understand that, pursuant to M.P .E.P. § 2131.01 (B ), a clarifying reference may be used to explain 

the meaning of a term in the printed publication for the purpose of invalidating a claim under 3 5 

U.S.C. § 102. 

2. Analogous Art 

33. I am informed that for a pnor art reference to be proper for use in an 

obviousness analysis, the reference must be "analogous art" to the claimed invention. I am 

informed that a reference is analogous art to the claimed invention if: (1) the reference is from 

the same field of endeavor as the claimed invention ( even if it addresses a different problem), 

or (2) the reference is reasonably pertinent to the problem faced by the inventor ( even if it is 

not in the same field of endeavor as the claimed invention). In order for a reference to be 

"reasonably pertinent" to the problem, it must logically have commended itself to an inventor's 

attention in considering his problem. In determining whether a reference is reasonably 

pertinent, one should consider the problem faced by the inventor, as reflected either explicitly 

or implicitly, in the specification. I believe that all of the references that I considered in 

forming my opinions in this reexamination request are well within the range of references a 
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person having ordinary skill in the art would have consulted by the time of the invention to 

address the type of problems described in the Challenged Claims. 

3. Combining Known Elements in the Art, Common Sense 

34. I am informed that, in order to establish that a claimed invention was obvious 

based on a combination of prior art elements, a clear articulation of the reason(s) why a claimed 

invention would have been obvious must be provided. Specifically, I am informed that, under 

the U.S. Supreme Court's KSRdecision, a combination of multiple items of prior art can render 

a patent claim obvious when there was an apparent reason for a person having ordinary skill 

at the time of the invention to combine or modify the prior art. I am informed that such reason 

may include, but is not limited to, one or more of the following rationales: (A) combining prior 

art methods according to known methods to yield predictable results; (B) substituting one 

known element for another to obtain predictable results; (C) using a known technique to 

improve a similar device in the same way; (D) applying a known technique to a known device 

ready for improvement to yield predictable results; (E) trying a finite number of identified, 

predictable potential solutions, with a reasonable expectation of success; (F) identifying that 

known work in one field of endeavor may prompt variations ofit for use in either the same field 

or a different one based on design incentives or other market forces if the variations are 

predictable to one of ordinary skill in the art; or (G) identifying an explicit teaching, 

suggestion, or motivation in the prior art that would have led one of ordinary skill to modify 

the prior art reference or to combine the prior art references to arrive at the claimed invention. 

35. I am informed that the test for obviousness is not whether the features of a 

secondary reference may be bodily incorporated into the structure of the primary reference, 

but rather whether one of skill would have been motivated to combine the teachings of the 

prior art references to achieve the claimed invention. Nevertheless, I am informed that an 

invention that is a combination of prior art must do more than yield predictable results to be 

non-obvious and that, even where one or more motivations to combine exist, claims are not 

necessarily obvious unless a person having ordinary skill in the art would have had a 

reasonable expectation of success in implementing or applying the proposed combination at 

the time of the invention. 

36. I also am informed that in conducting an obviousness analysis, a precise 

teaching directed to the specific subject matter of the challenged claim need not be sought out 
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because it is appropriate to take account of the inferences and creative steps that a person 

having ordinary skill in the art at the time of the invention would employ. In other words, the 

prior art need not be directed towards solving the same specific problem as the problem 

addressed by the patent. Further, the individual prior art references themselves need not all be 

directed towards solving the same problem. The prior art considered can be directed to any 

need or problem known in the field of endeavor at the time of invention and can provide a 

reason for combining the elements of the prior art in the manner claimed. Common sense 

teaches that familiar items may have obvious uses beyond their primary purposes, and a person 

having ordinary skill in the art will often have been able to fit the teachings of multiple prior 

art references like pieces of a puzzle. I am informed that, under the KSR standard, common 

sense is important and should be considered in assessing obviousness. 

37. I also am informed that the fact that a particular combination of prior art 

elements was "obvious to try" may indicate that the combination was obvious even if no one 

attempted the combination. If the combination was obvious to try (regardless of whether it was 

actually tried) or leads to anticipated success, then it is likely the result of ordinary skill and 

common sense rather than innovation. I am further informed that in many fields it may be that 

there is little discussion of obvious techniques or combinations, and it often may be the case 

that market demand, rather than scientific literature or knowledge, will drive the design of an 

innovation. When there is a design need or market pressure to solve a problem and there 

are a finite number of identified, predictable solutions, a person having ordinary skill in the 

art has good reason to pursue the known options within his or her technical grasp. If this leads 

to the anticipated success, it is likely the product not of innovation, but of ordinary skill and 

common sense. 

4. Teaching Away 

38. I am informed that it is improper to combine references where the references 

teach away from their combination. I am informed that a reference may be said to teach away 

when a person of skill, upon reading the reference, would be discouraged from following the 

path set out in the reference, or would be led in a direction divergent from the path that was 

taken by the patent applicant. In general, a reference will teach away if it suggests that the line 

of development flowing from the reference's disclosure is unlikely to be productive of the 

result sought by the patentee. I am informed that a reference teaches away, for example, if (1) 
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the combination would produce a seemingly inoperative device, or (2) the references leave 

the impression that the product would not have the property sought by the patentee. However, 

I am informed that a reference does not teach away if it merely expresses a general preference 

for an alternative invention but does not criticize, discredit, or otherwise discourage 

investigation into the invention claimed. Further, a person of skill will often appreciate that 

different courses of action often have simultaneous advantages and disadvantages, and I am 

informed that the existence of such does not necessarily obviate a motivation to combine. 

5. Secondary Considerations 

39. I am informed that even if a prima facie case of obviousness is established, the 

final determination of obviousness must also consider "secondary considerations" if 

presented. I am informed that, in most instances, the patentee raises these secondary 

considerations of non-obviousness. In that context, the patentee argues an invention would 

not have been obvious in view of these considerations, which include: (a) commercial success 

of a product due to the merits of the claimed invention; (b) a long-felt, but unsatisfied need for 

the invention; ( c) failure of others to find the solution provided by the claimed invention; ( d) 

deliberate copying of the invention by others; ( e) unexpected results achieved by the invention; 

(f) praise of the invention by others skilled in the art; (g) lack of independent simultaneous 

invention within a comparatively short space of time; (h) teaching away from the invention in 

the prior art. 

40. I am further informed that secondary-considerations evidence is only relevant if 

the offering party establishes a connection or nexus between the evidence and the claimed 

invention. The nexus cannot be based on prior art features. For example, if the commercial 

success of products allegedly embodying the claims is presented as a secondary indicium of 

non-obviousness, the patent owner must show that such success is due to features of the 

claimed invention and not features unrelated to the claimed invention or that already existed 

in the prior art. The establishment of a nexus is a question of fact. I have considered the 

secondary considerations that I am aware of at this time and determined that they do not 

impact my opinions. 

B. Claim Construction 

41. I am informed that, in performing an obviousness analysis, it is necessary to 

understand the scope of the claims. I am also informed that the first step in an unpatentability 
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analysis, therefore, often involves construing the claims. Second, the construed claim 

language is then compared to the disclosures of the prior art. 

42. I have also been informed that the claims must be given their broadest 

reasonable interpretation consistent with the patent's specification. It is my understanding that 

what is to be considered includes the claims, the patent specifications and drawings, and the 

prosecution history, including any art listed by the examiner or the applicant. I understand that 

the broadest reasonable interpretation may differ from the Phillips standard, where claim 

terms are given their ordinary and custom meaning. 

43. Counsel has informed me that the specification of the '781 Patent provides 

definitions for certain terms and phrases used in the claims. Therefore, I have applied these 

definitions here. 

III. OPINION 

A. Summary of My Opinions 

44. It is my understanding that Requester submits that the prior art references raise 

substantial new questions of patentability because "the teaching of the (prior art) patents and 

printed publications is such that a reasonable examiner would consider the teaching to be important 

in deciding whether or not the claim is patentable." See Manual of Patent Examining Procedure 

(M.P.E.P.) § 2242. For at least the reasons discussed below, I agree with Requester. 

B. Level of Ordinary Skill in the Art 

45. I agree that a POSIT A for the '781 Patent would have had, as of October 25, 2004: 

(1) at least a Bachelor's Degree in electrical engineering, electronics engineering, computer 

engineering, or a related scientific field; and (2) at least one to two years of experience in the 

computer science field, including chip design and software engineering, with additional education 

substituting for less experience and vice versa. 

C. Background Technology 

46. I understand that claims 1, 3, 7, 9, 10, 12-14, 16, 17, 19, 21-23, 25-27, 29, and 30 

recite a "boot processor". In my opinion, a boot processor is any processor designated for handling 

bootstrap functions. In my experience, a boot processor can also be referred as a bootstrap 

12 

Page 981 of 1042



processor (BSP) or by a computer-readable designator (e.g., logical CPU 0). I agree that a boot 

processor is likely a part of any multiprocessor computer system. 

1. Boot Processor 

47. I agree that a boot processor is a critical device for any computing system and is 

likely included in any multiprocessor computing system. I agree that, in multi-processor (MP) 

system architectures, a boot processor may either be selected by default or through a selection 

process during bootup. I agree that, when all processors in an MP-compliant system are 

functionally identical, one of the processors will be designated as the bootstrap processor (BSP) at 

system initialization by the system hardware or by the system hardware in conjunction with the 

basic input/output system (BIOS). 

48. I agree that, in some MP system architectures, a boot processor may be referred to 

by a logical, rather than a physical, position (e.g., logical CPU 0 or CPU LO rather than physical 

CPU 0 or CPU PO) that is indicative of its designation for controlling other system hardware since 

the role of boot processor may often be assigned to a processor regardless of its physical position 

within a system. I agree that this interpretation of boot processor is consistent with the context 

provided by the '781 Patent. 

49. In my opinion, the broadest reasonable interpretation for boot processor that is both 

"consistent with the ordinary and customary meaning of the term" and "consistent with the use of 

the term in the specification and drawings" is any processor designated for handling bootstrap 

functions. To the extent that the PTO does not agree with this, my opinions may also be applicable 

under similar interpretations. 

50. I have applied the plain and ordinary meaning of all other claim terms in the 

Challenged Claims. 

D. Challenged Claims Are U npatentable 

51. It is my opinion that claims 1-30 of the '781 Patent are unpatentable because they 

recite subject matter that would have been rendered obvious to a POSITA in view of Exhibits 

1004-1008. The Request reflects my reasons for this opinion. I also elaborate on certain points that 

informed my reasons for this opinion below. 
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IV. GROUND 1: KALYANASUNDHARAM IN VIEW OF KENNEDY PRESENTS 
SUBSTANTIAL NEW QUESTIONS OF PATENTABILITY 

A. Kalyanasundharam in view of Kennedy Renders Claims 1-6 and 9-15 of the 
'781 Patent Obvious to a POSITA 

52. It is my opinion that Kalyanasundharam in view of Kennedy, together with the 

knowledge of a POSITA, discloses or renders obvious claims 1-6 and 9-15 of the '781 Patent. In 

addition to the opinions expressed in this Declaration, I have reviewed and agree with the 

corresponding obviousness contentions set forth in the Request. 

1. Overview of Kalyanasundharam 

53. An overview of Kalyanasundharam is provided in the Request. I have reviewed and 

agree with that overview ofKalyanasundharam. 

54. For example, I agree that Kalyanasundharam is analogous art to the '781 Patent 

because Kalyanasundharam is from the same field of endeavor (e.g., providing recovery from 

failure in a high-availability computing system) and is reasonably pertinent to a problem faced by 

the inventors of the '781 (e.g., processor failures and high availability in multiprocessor systems). 

2. Overview of Kennedy 

55. An overview of Kennedy is provided in the Request. I have reviewed and agree 

with that overview of Kennedy. 

56. In my opinion, Kennedy is analogous art to the '781 Patent because Kennedy is 

from the same field of endeavor (e.g., providing recovery from failure in a high-availability 

computing system) and is reasonably pertinent to a problem faced by the inventors of the '781 

Patent (e.g., detecting and/or recovering from processor failures in multiprocessor systems). See 

Ex. 1005 at2:15-21, 10:4-7; see also Ex. 1001 at4:34-53, 3:16-18. 

3. Overview of Motivations to Combine Kalyanasundharam and 
Kennedy 

57. An overview of motivations to combine Kalyanasundharam and Kennedy are 

provided in the Request. I have reviewed and agree with those motivations to combine 

Kalyanasundharam and Kennedy. 

58. I agree that a POSITA would have been motivated to combine the teachings of 

Kalyanasundharam and Kennedy to improve the reliability of Kalyanasundharam's system (e.g., 

in the event that the boot processor fails). 
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59. For example, in my opinion, a POSITA would have been motivated to modify 

Kalyanasundharam's system, which implements at least general processor failover, by Kennedy's 

specific teachings about boot processor fail over. 

60. In my opinion, a POSITA would have been motivated to do so because Kennedy's 

failover capabilities would provide Fox's system with additional fault tolerance and high 

availability (e.g., in the event that the boot processor fails). 

61. I also agree that a POSITA would have recognized the obvious benefits and 

advantages of enabling Kalyanasundharam's system to dynamically replace a failed boot 

processor, especially in view of Kennedy's express suggestion that doing so "provides fault 

tolerance and high availability[.]" Kennedy (Ex. 1005) at 2:21-22. 

4. Reasonable Expectation of Success 

62. The Request sets forth a reasonable expectation of success for the proposed 

combination of Kalyanasundharam and Kennedy. I have reviewed and agree with that reasonable 

expectation of success. 

63. For example, I agree that Kalyanasundharam's failed primary processor could have 

been the boot processor of Kalyanasundharam's fault-tolerant system even though that detail is 

not explicitly stated in Kalyanasundharam. 

64. In my opinion, because a boot processor was a common component in computer 

systems (e.g., Kalyanasundharam's system) and Kennedy's specific teachings are merely directed 

to failing over the boot processor, the proposed combination of Kalyanasundharam and Kennedy 

would have been expected to succeed. In my opinion, a POSITA would have expected any 

multiprocessor system to include one or more boot processors. 

65. In my opinion, it was well within the skill of a POSITA to modify 

Kalyanasundharam's system by Kennedy in the manner proposed, and Kalyanasundharam did not 

teach away from or discourage applying such a modification. 

5. KSR Rationales 

66. The Request sets forth vanous KSR rationales based on the combination of 

Kalyanasundharam and Kennedy in support of the conclusion of obviousness. I have reviewed and 

agree with those KSR rationales based on the combination of Kalyanasundharam and Kennedy. 

Combining Prior-Art Elements According to Known Methods to Yield Predictable Results 
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67. I agree that a POSIT A would have combined the teachings of Kalyanasundharam 

and Kennedy according to known methods to yield predictable results. 

68. For example, I agree that the combination of Kalyanasundharam and Kennedy 

disclosed each element recited in the applicable claims. 

69. I agree that Kennedy disclosed a known method for transferring the role of boot 

processor to a spare processor. For example, in my opinion, a POSITA would have understood 

Kalyanasundharam as disclosing a boot processor and failing over the same to an auxiliary 

processor. However, to the extent that Kalyanasundharam is interpreted to not explicitly disclose 

a "boot processor", I agree that a POSITA would have combined Kalyanasundharam's fault­

tolerant system with Kennedy's boot processor by the method disclosed in Kennedy to transfer the 

role of boot processor to Kalyanasundharam's auxiliary processor. 

70. I also agree that each element from Kalyanasundharam and Kennedy performs the 

same function in isolation and in the combination. For example, I agree that Kalyanasundharam's 

fault-tolerant system in isolation replaces a failed primary processor with an auxiliary processor 

and that Kennedy's system automatically transfers the role of boot processor to a spare processor 

in response to a detected failure. I further agree that a PO SITA would have recognized the results 

of the proposed combination of Kalyanasundharam and Kennedy as being predictable. For 

example, in my opinion, a POSIT A would have recognized that, by replacing Kalyanasundharam' s 

failed primary processor with Kennedy's failed boot processor, Kalyanasundharam's system 

would have been able to predictably provide boot processor failover, as opposed to just primary 

processor failover. 

Simple Substitution of One Known Element for Another to Obtain Predictable Results 

71. I agree that a POSITA would have performed a simple substitution of 

Kalyanasundharam's processor with Kennedy's boot processor to obtain predictable results. 

72. For example, I agree that, to the extent that Kalyanasundharam is not interpreted as 

explicitly disclosing a "boot processor," the substitution of Kalyanasundharam's failed primary 

processor with a failed boot processor would obviate the difference between Kalyanasundharam 

and the claimed device. 

73. I also agree that the substituted components from Kennedy and their functions were 

known in the art. For example, in my opinion, the substituted boot processor from Kennedy and 

its functions were known in the art. 
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74. I further agree that a POSITA would have substituted one known element in 

Kalyanasundharam for another in Kennedy. For example, in my opinion, it was well within the 

skill of a PO SIT A to merely substitute one type of processor for another (e.g., Kalyanasundharam' s 

failed primary processor for Kennedy's failed boot processor). 

75. In addition, I agree that a POSITA would have recognized the results of this 

substitution as being predictable. For example, in my opinion, a POSITA would have recognized 

that, by substituting Kalyanasundharam's failed primary processor for Kennedy's failed boot 

processor, Kalyanasundharam's device would have been able to predictably provide boot 

processor failover. 

Use of Known Technique to Improve Similar Devices in the Same Way 

76. I agree that, in the context of the proposed combination of Kalyanasundharam and 

Kennedy, a known technique had been used to improve similar devices in the same way, thereby 

making this technique part of the ordinary capabilities of a POSIT A 

77. I agree that Kalyanasundharam disclosed a base device upon which the claimed 

invention can be seen as an improvement. For example, I agree that, to the extent that 

Kalyanasundharam does not explicitly disclose applying its techniques specifically to a "boot 

processor," an improvement appears to be that the claimed invention replaces a failed boot 

processor, as opposed to a failed primary processor. 

78. I agree that the prior art also disclosed a comparable device that has been improved 

in the same way as the claimed invention. For example, in my opinion, Kennedy disclosed a 

comparable device, method, or product that transfers control from a failed boot processor to an 

alternate processor. I agree that, because Kennedy's device transfers control from the failed boot 

processor to the alternate processor, Kennedy's device has been improved relative to 

Kalyanasundharam's device in the same way as the claimed invention. 

79. I agree that a POSITA would have applied the known improvement technique in 

the same way to the base device. For example, in my opinion, a POSITA would have improved 

Kalyanasundharam's device by applying Kennedy's technique to fail over a boot processor, as 

opposed to failing over a primary processor. 

80. I agree that a POSIT A would have recognized the results of the applied 

improvement technique as being predictable. For example, in my opinion, a POSITA would have 
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recognized that, by applying Kennedy's known technique, Kalyanasundharam's device would 

have been able to predictably provide boot processor failover. 

Applying a Known Technique to a Known Device Ready for Improvement 

81. I agree that, in the context of the proposed combination of Kalyanasundharam and 

Kennedy, a known technique recognized as part of the ordinary capabilities of a POSIT A would 

have been applied to a known device ready for improvement to yield predictable results. 

82. I agree that Kalyanasundharam disclosed a base device upon which the claimed 

invention can be seen as an improvement (if Kalyanasundharam is interpreted to somehow limit 

its disclosure to processors other than "boot processors"). For example, in my opinion, an 

improvement appears to be that the claimed invention replaces a failed boot processor, as opposed 

to a failed general processor, with a hot spare. 

83. I agree that the prior art also disclosed a known technique that is applicable to the 

base device. For example, in my opinion, Kennedy disclosed a known technique for transferring 

control of a device from a failed boot processor to an alternate processor. I agree that, because 

Kennedy's known technique involves transferring control of the device from the failed boot 

processor to the alternate processor and Kennedy's device is very similar to and includes the same 

components and functionality as Kalyanasundharam's device, Kennedy's known technique is 

applicable to Kalyanasundharam's device. 

84. I agree that a POSITA would have recognized that applying the known technique 

to the base device would have yielded predictable results. For example, in my opinion, a POSIT A 

would have recognized that applying Kennedy's known technique to Kalyanasundharam's device 

would have yielded predictable results. More specifically, I agree that a POSITA would have 

recognized that, by applying Kennedy's known technique, Kalyanasundharam's device would 

have been able to predictably provide boot processor failover. Moreover, I agree that, because 

Kalyanasundharam already disclosed applying the same failover technique to processors in 

general, a POSITA would have reasonably expected the application of Kennedy's technique on 

Kalyanasundharam's device to be successful. 

85. I agree that the predictable results would have improved the base device. For 

example, in my opinion, the predictable results would have improved the reliability of 

Kalyanasundharam's device (e.g., in the event that the boot processor fails). 

Some Teaching, Suggestion, or Motivation in the Prior Art Would Have Led a POSITA to 
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Combine Prior-Art Teachings to Arrive at the Claimed Invention 

86. I agree that one or more teachings, suggestions, or motivations in Kennedy would 

have led a POSIT A to combine the teachings of Kalyanasundharam and Kennedy to arrive at the 

claimed invention. 

87. I agree that Kennedy emphasized and/or reiterated certain teachings, suggestions, 

and/or motivations that would have led a POSIT A to combine the teachings ofKalyanasundharam 

and Kennedy in this way. The Request cites several examples of such teachings, suggestions, 

and/or motivations from Kennedy. I agree that any or all of those teachings, suggestions, and/or 

motivations cited in the Request would have led a POSITA to combine the teachings of 

Kalyanasundharam and Kennedy in this way. 

88. I also agree that a POSIT A would have had the knowledge to combine the teachings 

of Kalyanasundharam and Kennedy so as to enable Kalyanasundharam's system to dynamically 

replace a failed boot processor, as opposed to dynamically replacing a failed primary processor. 

I agree further that there was a reasonable expectation of success for the proposed combination of 

Kalyanasundharam and Kennedy. For example, in my opinion, Kalyanasundharam's general 

disclosure of a failed primary processor would have been understood to include the boot processor 

of Kalyanasundharam's system even though that detail is not explicitly stated m 

Kalyanasundharam. Moreover, in my opinion, Kalyanasundharam does not discourage or 

otherwise limit its disclosure to processors other than "boot processors," and it was well within the 

skill of a POSITA to modify Kalyanasundharam's system by Kennedy in the manner proposed. 

For at least these reasons, I agree that the proposed combination of Kalyanasundharam and 

Kennedy, in which Kalyanasundharam's system is modified by Kennedy to achieve dynamic 

replacement of a failed boot processor, would have been reasonably expected to succeed. 

V. GROUND 2: SAFFORD IN VIEW OF KENNEDY PRESENTS SUBSTANTIAL 
NEW QUESTIONS OF PATENTABILITY 

A. Safford in view of Kennedy Renders Claims 1-6 and 9-15 of the '781 Patent 
Obvious to a POSITA 

89. It is my opinion that Safford in view of Kennedy, together with the knowledge of a 

POSITA, discloses or renders obvious claims 1-6 and 9-15 of the '781 Patent. In addition to the 
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opm10ns expressed in this Declaration, I have reviewed and agree with the corresponding 

obviousness contentions set forth in the Request. 

1. Overview of Safford 

90. An overview of Safford is provided in the Request. I have reviewed and agree with 

that overview of Safford. 

91. In my opinion, Safford is analogous art to the '781 Patent because Safford is both 

from the same field of endeavor ( e.g., providing recovery from failure in a high-availability 

computing system) as the '781 Patent and is reasonably pertinent to a problem faced by the 

inventors of the '781 Patent ( e.g., system crashes caused by loss of lockstep). See Safford (Ex. 

1004) at 3 :21-22, 1 :45-47; see also '781 Patent (Ex. 1001) at 3: 16-18. 

2. Overview of Motivations to Combine Safford and Kennedy 

92. An overview of motivations to combine Safford and Kennedy are provided in the 

Request. I have reviewed and agree with those motivations to combine Safford and Kennedy. 

93. I agree that a POSIT A would have been motivated to combine the teachings of 

Safford and Kennedy to improve the reliability of Safford's system (e.g., to provide high 

availability in the event that the boot processor fails). For example, in my opinion, a POSITA 

would have been motivated to instantiate Safford's system, which implements at least general 

processor failover, in a manner that specifically embodies Kennedy's teachings about boot 

processor failover. In my opinion, a POSITA would have been motivated to do so because 

Kennedy's boot-processor failover capabilities would provide Safford's system with additional 

fault tolerance and high availability (e.g., in the event that the boot processor fails). I also agree 

that a POSIT A would have recognized the obvious benefits and advantages of enabling Safford' s 

system to dynamically replace a failed boot processor, especially in view of Kennedy's express 

suggestion that doing so "provides fault tolerance and high availability[.]" Kennedy (Ex. 1005) at 

2:21-22. 

3. Reasonable Expectation of Success 

94. The Request sets forth a reasonable expectation of success for the proposed 

combination of Safford and Kennedy. I have reviewed and agree with that reasonable expectation 

of success. 
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95. For example, I agree that Safford's failed processor could have been the boot 

processor of Safford's system even though that detail is not explicitly stated in Safford since 

Safford's teachings apply to any processor in the system. In my opinion, because a boot processor 

was a common component in computer systems (e.g., Safford's system) and Kennedy's teachings 

are specifically directed to failing over the boot processor, the proposed combination of Safford 

and Kennedy would be reasonably expected to succeed. In my opinion, it was well within the skill 

of a POSIT A to modify Safford's system by Kennedy in the manner proposed, and Safford did not 

teach away from or discourage applying such a modification. 

4. KSR Rationales 

96. The Request sets forth various KSR rationales based on the combination of Safford 

and Kennedy in support of the conclusion of obviousness. I have reviewed and agree with those 

KSR rationales based on the combination of Safford and Kennedy. 

Combining Prior-Art Elements According to Known Methods to Yield Predictable Results 

97. I agree that a POSIT A would have combined the teachings of Safford and Kennedy 

according to known methods to yield predictable results. For example, I agree that the combination 

of Safford and Kennedy disclosed each element recited in the applicable claims. I agree that 

Kennedy disclosed a known method for transferring the role of boot processor to a spare processor. 

In my opinion, a POSIT A would have understood Safford as disclosing a boot processor and 

failing over the same to a hot spare processor. However, to the extent that Safford is interpreted to 

not explicitly disclose a "boot processor", I agree that a POSITA would have combined Safford's 

system with Kennedy's teachings about boot processors using the method disclosed in Kennedy 

to transfer the role of boot processor to Safford's hot spare processor. 

98. I also agree that each element from Safford and Kennedy performs the same 

function in isolation and in the combination. For example, I agree that Safford's system in isolation 

replaces a failed processor with a hot spare processor and that Kennedy's system automatically 

transfers the role of boot processor to a spare processor in response to a detected failure. 

99. I further agree that a POSIT A would have recognized the results of the proposed 

combination of Safford and Kennedy as being predictable. For example, in my opinion, a POSIT A 

would have recognized that, by replacing Safford's failed processor with Kennedy's failed boot 

processor, Safford's system would have been able to predictably provide boot processor failover, 

as opposed to being limited to non-boot processor failover. 
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Simple Substitution of One Known Element for Another to Obtain Predictable Results 

100. I agree that a POSIT A would have performed a simple substitution of Safford's 

processor with Kennedy's boot processor to obtain predictable results. 

101. For example, I agree that, to the extent that Safford is not interpreted as explicitly 

disclosing a "boot processor," the substitution of Safford's failed processor with a failed boot 

processor would obviate the difference between Safford and the claimed device. 

102. I also agree that the substituted components from Kennedy and their functions were 

known in the art. For example, in my opinion, the substituted boot processor from Kennedy and 

its functions were known in the art. 

103. I further agree that a POSIT A would have substituted one known element in Safford 

for another in Kennedy. For example, in my opinion, it was well within the skill of a POSITA to 

merely substitute one type of processor for another (e.g., Safford's failed processor for Kennedy's 

failed boot processor). I also agree that the teachings in Safford are not limited to non-boot 

processors, and when viewed in light of Kennedy's teachings about boot processors, it would be 

obvious to use a boot processor as taught in Kennedy in the system taught in Safford. 

104. In addition, I agree that a POSITA would have recognized the results of this 

substitution as being predictable. For example, in my opinion, a POSITA would have recognized 

that, by substituting Safford's failed processor for Kennedy's failed boot processor, Safford's 

device would have been able to predictably provide boot processor fail over using the mechanisms 

taught in Safford. 

Use of Known Technique to Improve Similar Devices in the Same Way 

105. I agree that, in the context of the proposed combination of Safford and Kennedy, a 

known technique had been used to improve similar devices in the same way, thereby making this 

technique part of the ordinary capabilities of a POSIT A. 

106. I agree that Safford disclosed a base device upon which the claimed invention can 

be seen as an improvement. For example, I agree that, to the extent that Safford does not explicitly 

disclose applying its techniques specifically to a "boot processor," an improvement appears to be 

that the claimed invention replaces a failed boot processor, as opposed to a failed general 

processor, with a hot spare. 

107. I agree that the prior art also disclosed a comparable device that has been improved 

in the same way as the claimed invention. For example, in my opinion, Kennedy disclosed a 
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comparable device, method, or product that transfers control from a failed boot processor to an 

alternate processor. I agree that, because Kennedy's device transfers control from the failed boot 

processor to the alternate processor, Kennedy's device has been improved relative to Safford's 

device in the same way as the claimed invention. 

108. I agree that a POSITA would have applied the known improvement technique in 

the same way to the base device. For example, in my opinion, a POSITA would have improved 

Safford's device by applying Kennedy's technique to fail over a boot processor, as opposed to 

failing over a general processor. 

109. I agree that a POSITA would have recognized the results of the applied 

improvement technique as being predictable. For example, in my opinion, a POSITA would have 

recognized that, by applying Kennedy's known technique, Safford's device would have been able 

to predictably provide boot processor failover. 

Applying a Known Technique to a Known Device Ready for Improvement 

110. I agree that, in the context of the proposed combination of Safford and Kennedy, a 

known technique recognized as part of the ordinary capabilities of a PO SITA would have been 

applied to a known device ready for improvement to yield predictable results. 

111. I agree that Safford disclosed a base device upon which the claimed invention can 

be seen as an improvement (if Safford is interpreted to somehow limit its disclosure to processors 

other than "boot processors"). For example, in my opinion, an improvement appears to be that the 

claimed invention replaces a failed boot processor, as opposed to a failed general processor, with 

a hot spare. 

112. I agree that the prior art also disclosed a known technique that is applicable to the 

base device. For example, in my opinion, Kennedy disclosed a known technique for transferring 

control of a device from a failed boot processor to an alternate processor. I agree that, because 

Kennedy's known technique involves transferring control of the device from the failed boot 

processor to the alternate processor and Kennedy's device is very similar to and includes the same 

components and functionality as Safford's device, Kennedy's known technique is applicable to 

Safford's device. 

113. I agree that a POSITA would have recognized that applying the known technique 

to the base device would have yielded predictable results. For example, in my opinion, a POSIT A 

would have recognized that applying Kennedy's known technique to Safford's device would have 
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yielded predictable results. More specifically, I agree that a POSITA would have recognized that, 

by applying Kennedy's known technique, Safford's device would have been able to predictably 

provide boot processor failover. Moreover, I agree that, because Safford already disclosed 

applying the same failover technique to processors in general, a POSITA would have reasonably 

expected the application of Kennedy's technique on Safford's device to be successful. 

114. I agree that the predictable results would have improved the base device. For 

example, in my opinion, the predictable results would have improved the reliability of Safford's 

device (e.g., in the event that the boot processor fails). 

Some Teaching, Suggestion, or Motivation in the Prior Art Would Have Led a POSITA to 
Combine Prior-Art Teachings to Arrive at the Claimed Invention 

115. I agree that one or more teachings, suggestions, or motivations in Kennedy would 

have led a POSITA to combine the teachings of Safford and Kennedy to arrive at the claimed 

invention. 

116. I agree that Kennedy emphasized and/or reiterated certain teachings, suggestions, 

and/or motivations that would have led a POSITA to combine the teachings of Safford and 

Kennedy in this way. The Request cites several examples of such teachings, suggestions, and/or 

motivations from Kennedy. I agree that any or all of those teachings, suggestions, and/or 

motivations cited in the Request would have led a POSIT A to combine the teachings of Safford 

and Kennedy in this way. In my opinion, a POSITA would have used the teachings in Kennedy 

that suggest replacement of a failed boot processor as a motivation to use known art such as Safford 

as a specific mechanism and structure for implementing the replacement of a failed processor. 

117. I also agree that a POSIT A would have had the knowledge to combine the teachings 

of Safford and Kennedy so as to enable Safford's system to dynamically replace a failed boot 

processor, as opposed to dynamically replacing a failed general processor. 

118. I agree further that there was a reasonable expectation of success for the proposed 

combination of Safford and Kennedy. For example, in my opinion, Safford's general disclosure of 

failed processors would have been understood to include the boot processor of Safford's system 

even though that detail is not explicitly stated in Safford. Moreover, in my opinion, Safford does 

not discourage or otherwise limit its disclosure to processors other than "boot processors," and it 

was well within the skill of a POSITA to modify Safford's system by Kennedy in the manner 

proposed. For at least these reasons, I agree that the proposed combination of Safford and Kennedy, 
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in which Safford's system is modified by Kennedy to achieve dynamic replacement of a failed 

boot processor, would have been reasonably expected to succeed. 

VI. GROUND 3: KENNEDY IN VIEW OF NGUYEN AND FOX PRESENTS 
SUBSTANTIAL NEW QUESTIONS OF PATENTABILITY 

A. Kennedy in view of Nguyen and Fox Renders Claims 1-30 of the '781 Patent 
Obvious to a POSITA 

119. It is my opinion that Kennedy in view of Nguyen and Fox, together with the 

knowledge of a POSITA, discloses or renders obvious claims 1-30 of the '781 Patent. In addition 

to the opinions expressed in this Declaration, I have reviewed and agree with the corresponding 

obviousness contentions set forth in the Request. 

1. Overview of Nguy en 

120. An overview of Nguyen is provided in the Request. I have reviewed and agree with 

that overview of Nguyen. 

121. For example, I agree that Nguyen is analogous art to the '781 Patent. For example, 

Nguyen is from the same field of endeavor (e.g., providing recovery from failure in a high­

availability computing system) and is reasonably pertinent to a problem faced by the inventors of 

the '781 Patent (e.g., silent data corruption). See '781 Patent (Ex. 1001), 1:56-64, 3:16-18; see 

also Nguyen (Ex. 1007) ,i [0004], [0006]. 

2. Overview of Fox 

122. An overview of Fox is provided in the Request. I have reviewed and agree with that 

overview of Fox. 

123. For example, I agree that Fox is analogous art to the '781 Patent because Fox is 

from the same field of endeavor ( e.g., providing recovery from failure in a high-availability 

computing system) and is reasonably pertinent to a problem faced by the inventors of the '781 

Patent ( e.g., suspension of processing during the replacement of a failed processor). 

3. Overview of Motivations to Combine Kennedy, Nguyen, and Fox 

124. An overview of motivations to combine Kennedy, Nguyen, and Fox are provided 

in the Request. I have reviewed and agree with those motivations to combine Kennedy, Nguyen, 

and Fox. 
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125. In my opinion, a POSITA would have been motivated to modify Kennedy to fail 

over from the boot processor to the alternate processor in response to a loss oflockstep in the boot 

processor. 

126. I believe that a POSITA would have recognized that "processors" and "cores" are 

corresponding components with respect to these references whose differences, if any exist, do not 

implicate the combination. 

127. I agree that a POSITA would have been motivated to combine the teachings of 

Kennedy, Nguyen, and Fox to improve the reliability of Kennedy's system (e.g., by failing over 

the boot processor to a hot spare processor in response to a loss of lockstep). 

128. For example, in my opinion, a POSITA would have been motivated to modify 

Kennedy's system, which implements boot processor failover, by Nguyen's teachings about 

detecting a loss of lockstep. 

129. In my opinion, a POSITA would have been motivated to do so because Nguyen's 

capabilities ofinitiating failover in response to a loss oflockstep would provide Kennedy's system 

with additional fault tolerance and high availability (e.g., in the event that the boot processor fails 

during runtime). 

130. I also agree that a POSITA would have recognized the obvious benefits and 

advantages of enabling Kennedy's system to dynamically fail over boot processors in response to 

a loss oflockstep, especially in view of Kennedy's express objective of"provid[ing] fault tolerance 

and high availability." Kennedy (Ex. 1005) at 2:21-22. 

131. I believe that a POSITA would have been motivated to further modify Kennedy's 

system by Fox's teachings about a hot spare processor that is held idly in reserve. 

132. In my opinion, a POSITA would have been motivated to do so because Fox's hot 

spare processor would enable Kennedy's system to seamlessly transfer executing processes from 

the failing master execution core to a hot spare processor without affecting the operating system 

(OS), the applications running on Nguyen's system, or the high availability of Kennedy's system. 

133. I further agree that a POSITA would have recognized the obvious benefits and 

advantages of providing Kennedy's system with a hot spare processor, especially in view of Fox's 

express suggestion that "a failing processor is able to automatically fail-over to a hot-spare 

processor without affecting the OS or executing applications." Fox (Ex. 1006) at 4:20-23. 

4. Reasonable Expectation of Success 

26 

Page 995 of 1042



134. The Request sets forth a reasonable expectation of success for the proposed 

combination of Kennedy, Nguyen, and Fox. I have reviewed and agree with that reasonable 

expectation of success. 

135. I agree that the proposed combination of Kennedy and Nguyen would have been 

reasonably expected to succeed. 

136. In my opinion, it was well within the skill of a POSITA to modify Kennedy's 

system by Nguyen in the manner proposed, and Kennedy did not teach away from or discourage 

applying such a modification. 

137. I agree that the proposed combination of Kennedy, Nguyen, and Fox would have 

been reasonably expected to succeed. 

138. In my opinion, it was well within the skill of a POSITA to modify Kennedy's 

system by Nguyen and Fox in the manner proposed, and Kennedy did not teach away from or 

discourage applying such a modification. 

5. KSR Rationales 

139. The Request sets forth vanous KSR rationales based on the combination of 

Kennedy, Nguyen, and Fox in support of the conclusion of obviousness. I have reviewed and agree 

with those KSR rationales based on the combination of Kennedy, Nguyen, and Fox. 

Combining Prior-Art Elements According to Known Methods to Yield Predictable Results 

140. I agree that a POSITA would have combined the teachings of Kennedy, Nguyen, 

and Fox according to known methods to yield predictable results. 

141. For example, I agree that the combination of Kennedy, Nguyen, and Fox disclosed 

each element recited in the applicable claims. 

142. I agree that Kennedy disclosed a known method for transferring the role of boot 

processor to a spare processor, Nguyen disclosed a known method for detecting a loss of lockstep 

in a master execution core, and Fox disclosed a known method for replacing a failed processor 

with a hot spare processor. In my opinion, a POSITA would have combined Kennedy's system 

with Nguyen's known methods to transfer the role of boot processor to the alternate processor in 

response to a loss oflockstep for the boot processor. In my opinion, a POSITA would have further 

combined Kennedy's modified system with Fox's hot spare processor by the methods disclosed in 

Fox to perform the boot processor failover without affecting Kennedy's OS or corresponding 

applications. 
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143. I also agree that each element from Kennedy, Nguyen, and Fox performs the same 

function in isolation and in the combination. For example, I agree that, in isolation and in 

combination, Kennedy's system automatically transfers the role of boot processor to a spare 

processor in response to a detected failure, Nguyen's system detects a loss of lockstep in a master 

execution core, and Fox's system replaces a failed processor with a hot spare processor. 

144. I further agree that a POSITA would have recognized the results of the proposed 

combination of Kennedy, Nguyen, and Fox as being predictable. For example, in my opinion, a 

POSITA would have recognized that, by failing over Kennedy's boot processor to Fox's hot spare 

processor in response to Nguyen's detection of a loss of lockstep, Kennedy's modified system 

would have been able to predictably fail over the boot processor to the hot spare processor in 

response to a loss of lockstep. 

Simple Substitution of One Known Element for Another to Obtain Predictable Results 

145. I agree that a POSIT A would have performed a simple substitution of Kennedy's 

detection of a boot processor failure with Nguyen's detection of a loss of lockstep and a simple 

substitution of Kennedy's alternate processor with Fox's hot spare processor to obtain predictable 

results. 

146. I agree that the substitution of Kennedy's detection of a boot processor failure with 

a detection of a loss of lockstep and the substitution of Kennedy's alternate processor with a hot 

spare processor would obviate the difference between Kennedy and the claimed device. 

147. I also agree that the substituted components from Nguyen and Fox and their 

functions were known in the art. For example, in my opinion, the substituted detection of a loss of 

lockstep from Nguyen, the substituted hot spare processor from Fox, and their corresponding 

functions were known in the art. 

148. I further agree that a POSITA would have substituted known elements in Kennedy 

for others in Nguyen and Fox. For example, in my opinion, it was well within the skill of a PO SITA 

to merely substitute one type of trigger for boot processor failover for another (e.g., Kennedy's 

boot processor failure for Nguyen's loss of lockstep) and to merely substitute one type of spare 

processor for another (e.g., Kennedy's alternate processor for Fox's hot spare processor). 

149. In addition, I agree that a POSITA would have recognized the results of this 

substitution as being predictable. For example, in my opinion, a POSITA would have recognized 

that, by substituting Kennedy's boot processor failure for Nguyen's loss oflockstep and Kennedy's 
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alternate processor for Fox's hot spare processor, Kennedy's modified device would have been 

able to predictably fail over the boot processor to the hot spare processor in response to a loss of 

lockstep to ensure that a boot processor is always selected in case of a reboot and to decrease 

delays in the failover process. 

Use of Known Technique to Improve Similar Devices in the Same Way 

150. I agree that, in the context of the proposed combination of Kennedy, Nguyen, and 

Fox, a known technique had been used to improve similar devices in the same way, thereby making 

this technique part of the ordinary capabilities of a POSIT A. 

151. I agree that Kennedy disclosed a base device upon which the claimed invention can 

be seen as an improvement. For example, I agree that Kennedy disclosed a device that replaces the 

boot processor with an alternate processor in response to a failure of the boot processor. In my 

opinion, an improvement appears to be that the claimed invention in the '781 Patent fails over 

from the boot processor to the hot spare processor. 

152. I agree that the prior art also disclosed a comparable device that has been improved 

in the same way as the claimed invention. For example, in my opinion, Nguyen disclosed a 

comparable device that detects a loss of lockstep, and Fox disclosed a comparable device that 

replaces a failed processor with a hot spare processor. I agree that, because Nguyen's device 

detects a loss oflockstep and Fox's device replaces the failed processor with a hot spare processor, 

Nguyen's and Fox's devices have been improved relative to Kennedy's device in the same ways 

as the claimed invention. 

153. I agree that a POSITA would have applied the known improvement technique in 

the same way to the base device. For example, in my opinion, a POSITA would have improved 

Kennedy's device by applying Nguyen's technique to perform the failover in response to a loss of 

lockstep and by applying Fox's technique to fail over to a hot spare processor. 

154. I agree that a POSITA would have recognized the results of the applied 

improvement technique as being predictable. For example, in my opinion, a POSITA would have 

recognized that, by applying Nguyen's and Fox's known techniques, Kennedy's device would 

have been able to predictably fail over the boot processor to the hot spare processor in response to 

a loss of lockstep. 

Applying a Known Technique to a Known Device Ready for Improvement 
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155. I agree that, in the context of the proposed combination of Kennedy, Nguyen, and 

Fox, a known technique recognized as part of the ordinary capabilities of a POSIT A would have 

been applied to a known device ready for improvement to yield predictable results. 

156. I agree that Kennedy disclosed a base device upon which the claimed invention can 

be seen as an improvement. In my opinion, an improvement appears to be that the claimed 

invention fails over from the boot processor to the hot spare processor in response to a loss of 

lockstep. 

157. I agree that the prior art also disclosed a known technique that is applicable to the 

base device. For example, in my opinion, Nguyen described a known technique for detecting a 

functional redundancy checking (FRC) error (e.g., loss of lockstep) in a master execution core. I 

also agree that Fox disclosed a known technique for replacing a failed processor with a hot spare 

processor. In my opinion, because Nguyen's known technique involves detecting a loss oflockstep 

and Fox's known technique involves replacing the failed processor with the hot spare processor, 

Nguyen's and Fox's known techniques would have been applicable to Kennedy's device, which 

is very similar to and includes the same components and functionality as Nguyen's and Fox's 

devices. 

158. I agree that a POSITA would have recognized that applying the known technique 

to the base device would have yielded predictable results. For example, in my opinion, a POSIT A 

would have recognized that applying Nguyen's and Fox's known techniques to Kennedy's device 

would have yielded predictable results. More specifically, I agree that a POSITA would have 

recognized that, by applying Nguyen's and Fox's known techniques, Kennedy's device would 

have been able to predictably fail over the boot processor to the hot spare processor in response to 

a loss of lockstep. 

159. I agree that the predictable results would have improved the reliability of 

Kennedy's device (e.g., by failing over the boot processor to a hot spare processor in response to 

a loss of lockstep). For example, in my opinion, Kennedy's device would become more reliable 

by failing over the boot processor to a hot spare processor such that the hot spare processor 

immediately assumes responsibility for booting the underlying system in case a reboot is needed. 

I believe that, by doing so, Kennedy's device as modified by Nguyen and Fox would avoid a 

situation in which the underlying system attempts to reboot without a designated, functional boot 

processor after a loss oflockstep. 
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Some Teaching, Suggestion, or Motivation in the Prior Art Would Have Led a POSITA to 
Combine Prior-Art Teachings to Arrive at the Claimed Invention 

160. I agree that one or more teachings, suggestions, or motivations in Nguyen and Fox 

would have led a POSIT A to combine the teachings of Kennedy, Nguyen, and Fox to arrive at the 

claimed invention. 

161. I agree that Nguyen emphasized and/or reiterated certain teachings, suggestions, 

and/or motivations that would have led a POSITA to combine the teachings of Kennedy and 

Nguyen. I also agree that Fox emphasized and/or reiterated certain teachings, suggestions, and/or 

motivations that would have led a POSITA to combine the teachings of Kennedy and Fox. The 

Request cites several examples of such teachings, suggestions, and/or motivations from Nguyen 

and Fox. I agree that any or all of those teachings, suggestions, and/or motivations cited in the 

Request would have led a POSITA to combine the teachings of Kennedy, Nguyen, and Fox in this 

way. 

162. I also agree that a POSIT A would have had the knowledge to combine the teachings 

of Kennedy, Nguyen, and Fox so as to enable Kennedy's system to fail over the boot processor to 

a hot spare processor in response to a loss of lockstep. 

163. I agree further that there was a reasonable expectation of success for the proposed 

combination of Kennedy, Nguyen, and Fox. For example, in my opinion, Kennedy as modified by 

Nguyen and Fox would have rendered obvious the technique of failing over a boot processor to a 

hot spare processor in response to a loss of lockstep. Moreover, in my opinion, Kennedy does not 

discourage or otherwise limit its disclosure to replacing the boot processor with an active spare 

processor in response to a non-lockstep error, and it was well within the skill of a POSIT A to 

modify Kennedy's system by Nguyen and Fox in the manner proposed. For at least these reasons, 

I agree that the proposed combination of Kennedy, Nguyen, and Fox-in which Kennedy's system 

is modified by Nguyen and Fox to achieve dynamically replacing a failed boot processor with a 

hot spare processor in response to a loss of lockstep-would have been reasonably expected to 

succeed. 
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VII. GROUND 4: SAFFORD IN LIGHT OF CEPULIS PRESENTS SUBSTANTIAL 
NEW QUESTIONS OF PATENTABILITY 

A. Safford Discloses Each and Every Limitation of Claims 1 and 6 of the '781 

164. It is my opinion that Safford discloses each and every limitation of claims 1 and 6 

of the '781 Patent, especially in light of Cepulis' clarifying explanation of "logical CPU 0" 

disclosed in Safford. In addition to the opinions expressed in this Declaration, I have reviewed and 

agree with the contentions about Safford's disclosures under 35 U.S.C. § 102 as set forth in the 

Request. 

1. Overview of Cepulis 

165. An overview of Cepulis is provided in the Request. I have reviewed and agree with 

that overview of Cepulis. 

166. In my opinion, Cepulis is analogous art to the '781 Patent because Cepulis is from 

the same field of endeavor (e.g., providing recovery in a high-availability multi-processor system) 

and is reasonably pertinent to the problem faced by the inventors of the '781 Patent. For example, 

I agree that the '781 Patent is directed to recovering from processor errors in multiprocessor 

systems in a manner that avoids crashing an operating system. '781 Patent (Ex. 1001) at 3: 16-18. 

Similarly, I agree that Cepulis is directed to "a multiprocessor computer system [that] handles the 

failure of one or more of its processors without totally disabling the system." Cepulis (Ex. 1013), 

Abstract. 

VIII. DETAILED APPLICATION OF THE PRIOR ART TO EVERY CLAIM FOR 
WHICH REEXAMINATION IS REQUESTED 

A. Proposed § 103 Rejections for the Challenged Claims 

1. Ground 1: Kalyanasundharam in view of Kennedy 

167. I agree that Kalyanasundharam in view of Kennedy renders claims 1-6 and 9-15 

obvious to a POSITA for the reasons set forth in the Request. I identify evidence supporting my 

opinions regarding the obviousness of certain claims and/or limitations below. It is worth noting 

that certain claim limitations analyzed for obviousness in the Request are omitted from the claim 

set below for the purpose of brevity. In my opinion, the Request's obviousness analysis of those 
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claim limitations is sufficient and does not require my support to demonstrate a POSITA's 

understanding of the prior art relative to those claim limitations. 

168. My opinions should be evaluated in view of the corresponding motivations to 

combine discussed above and the citations referenced in the Request. I have also reviewed and 

assisted in the preparation of Appendix A, which provides a detailed mapping of 

Kalyanasundharam and Kennedy to claims 1-6 and 9-15 that accurately reflects my opinions 

regarding obviousness. 

169. Claim 1: [1.2] data storage storing information that assigns a role of boot 

processor to one of said plurality of processors and assigns a role of spare processor to another 

of said plurality of processors (I agree that Kalyanasundharam described assigning the roles of 

primary processor core and auxiliary processor core to certain processors. See Kalyanasundharam 

(Ex. 1007) at 8:34-44, 4:66-5:2. For at least the reasons provided in this Declaration above and in 

the Request, I agree that a POSITA would have understood Kalyanasundharam as disclosing a 

boot processor and failing over the same to a hot spare processor. I agree that, even if 

Kalyanasundharam did not explicitly identify which processor was the boot processor, 

Kalyanasundharam as modified by Kennedy would have rendered this claim limitation obvious to 

a POSITA. See, e.g., Kennedy (Ex. 1005) at 7:5-13. In my opinion, Kalyanasundharam taught data 

storage that stores role assignments (e.g., primary core and auxiliary core) of the processors, and 

Kennedy taught that one such assignment could be the role of boot processor and that data storage 

holds configuration information (e.g., boot processor assignment). I agree that a POSITA would 

have been motivated to combine these teachings from Kalyanasundharam and Kennedy to improve 

the reliability ofKalyanasundharam's system by storing information that assigns the roles of boot 

processor and spare processor in case of a reboot. In my opinion, it was well within the skill of a 

POSITA to modify Kalyanasundharam's system by Kennedy in this manner, and thus this 

combination of Kalyanasundharam and Kennedy would have been expected to succeed. 

Accordingly, I agree that Kalyanasundharam as modified by Kennedy taught data storage storing 

information that assigns the role of boot processor to one of the processors and assigns the role of 

spare processor to another one of the processors.). 

170. [1.3] logic operable, responsive to detecting loss of lockstep for said boot 

processor, for transferring, during system runtime, the role of boot processor to said spare 

processor (I agree that Kalyanasundharam described transferring the role of primary processor to 
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an auxiliary processor in response to a mismatch involving the pnmary processor. See 

Kalyanasundharam (Ex. 1007) at 13:15-29. I agree that, even if Kalyanasundharam did not 

explicitly identify the mismatched processor as having been the boot processor, 

Kalyanasundharam as modified by Kennedy would have rendered this claim limitation obvious to 

a POSIT A See, e.g., Kennedy (Ex. 1005) at 7: 5-13. In view of the above citations, I agree that 

Kalyanasundharam taught logic that causes its system to replace the primary processor with an 

auxiliary processor in response to a mismatch involving the primary processor and that Kennedy 

taught logic that causes its system to fail over the boot processor to an alternate processor. In my 

opinion, a POSITA would have been motivated to combine these teachings from 

Kalyanasundharam and Kennedy to improve the reliability of Kalyanasundharam's system by 

providing fault tolerance and high availability in the event that the boot processor fails before a 

reboot occurs. In my opinion, it was well within the skill of a POSIT A to modify 

Kalyanasundharam's system by Kennedy in this manner, and thus this combination of 

Kalyanasundharam and Kennedy would have been expected to succeed. Accordingly, I agree that 

Kalyanasundharam as modified by Kennedy taught logic operable for transferring the role of boot 

processor to the spare processor during system runtime in response to detecting loss of lockstep 

for the boot processor.). 

171. [1.4] wherein said another of said plurality of processors that is assigned said 

role of spare processor is held in reserve as a hot spare processor until said loss of lockstep is 

detected for said boot processor ("In other embodiments, a fixed or programmable number of 

the processor cores (less than the total number in the node) may participate in redundant 

execution." Kalyanasundharam (Ex. 1007) at 11:35-38. "The configuration register 42 may further 

include a set of core enables which indicate which cores are participating in redundant 

execution mode." Id at 12:12-15. "The control circuit 84 may ... optionally disable a processor 

core or cores from comparison in the redundant execution mode." Id at 12:29-32; "Additionally, 

the core enables in the configuration register 42 may be used to selectively enable various pairs 

for redundant execution." Id at 15:7-10; "If the primary processor core is programmably selected, 

a different processor core may be selected as the primary processor core and the previous 

primary processor core may be disabled." Id at 11 :45-48. "For example, servers are 

implemented on fault-tolerant systems so that the servers may be available as close to 24 hours 

a day as possible. Any mission-critical computing functions may benefit from being assigned to 
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fault-tolerant computer systems." Id at 1: 14-19. I agree that, even ifKalyanasundharam did not 

explicitly use the term "hot spare" or the phrase "held in reserve" in connection with its processors, 

Kalyanasundharam described its processors as having the same functionality as the hot spare 

recited in claim 1. For example, in view of the above citations, I agree that Kalyanasundharam 

taught selectively enabling processors for participation, selectively disabling processors from 

participation, and maintaining configuration register 42 that tracks which processors are 

participating and which processors are not participating. For at least these reasons, I agree that a 

POSITA would have understood Kalyanasundharam as having taught that the auxiliary processor 

that assumes the role of primary processor could have been disabled prior to the primary 

processor's mismatch. Accordingly, I agree that Kalyanasundharam as modified by Kennedy 

taught that the processor assigned the role of spare could be held in reserve until a loss of lockstep 

is detected, thereby rendering this subject matter obvious to a POSITA.). 

172. Claim 2: The system of claim 1 wherein said data storage is non-volatile data 

storage ("In the redundant execution mode, the communications from the primary processor core 

may be propagated and the communications from the auxiliary processor core(s) may be 

discarded ... In this embodiment, the PC bit from the configuration register 42 may identify the 

primary processor core." Kalyanasundharam (Ex. 1007) at 8:34-44. "The configuration register 

42 includes a primary core (PC) field encoded to identify which of the processor cores 18A-

18N is designated as the primary core." Id at 8:34-44. I agree that, even if Kalyanasundharam 

did not explicitly identify the configuration register as being non-volatile data storage, 

Kalyanasundharam as modified by Kennedy would have rendered the subject matter of claim 2 

obvious to a POSITA. See Kennedy (Ex. 1005) at 5:15-18. From these teachings, I agree that a 

POSITA would have understood that the data storage that stores the information assigning the 

roles of boot processor and spare processor could have been non-volatile data storage. In my 

opinion, it was well within the skill of a POSITA to modify Kalyanasundharam's system by 

Kennedy in this manner, and thus this combination of Kalyanasundharam and Kennedy would 

have been expected to succeed. Accordingly, Kalyanasundharam as modified by Kennedy would 

have rendered the subject matter of claim 2 obvious to a POSITA.). 

173. Claim 3: The system of claim 1 further comprising: a user interface operable to 

receive input specifying said one of said plurality of processors to be assigned said role of boot 

processor (I agree that, even if Kalyanasundharam did not explicitly teach a user interface that 
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receives input specifying the processor assigned the role of boot processor, Kalyanasundharam as 

modified by Kennedy would have rendered the subject matter of claim 3 obvious to a POSITA. 

For example, Kennedy taught selecting which processor among multiple processors is to boot the 

system. See Kennedy (Ex. 1005) at 4:33-34. Specifically, "other processor types may be selected 

to boot the system with a corresponding change in the boot ROM 150, as well known in the art." 

Id In my opinion, it was well known in the art that the act of selecting in computer systems is 

often performed via user interfaces. Based on this common knowledge in the art, I agree that a 

POSITA would have understood Kennedy's teaching about selecting the processor to boot the 

system as including a boot processor selection made by input received via a user interface. I agree 

that a POSIT A would have been motivated to modify Kalyanasundharam by Kennedy and this this 

common knowledge in the art to enable a user to select which processor is to boot the system via 

a user interface. In my opinion, it was well within the skill of a POSITA to modify 

Kalyanasundharam's system by Kennedy in this manner, and thus this combination of 

Kalyanasundharam and Kennedy would have been expected to succeed. Accordingly, I agree that 

Kalyanasundharam as modified by Kennedy and this common knowledge in the art would have 

rendered the subject matter of claim 3 obvious to a POSITA.). 

174. Claim 4: The system of claim 1 further comprising: a user interface operable to 

receive input specifying said another of said plurality of processors to be assigned said role of 

spare processor (I agree that, even if Kalyanasundharam did not explicitly teach a user interface 

that receives input specifying the processor assigned the role of boot processor, Kalyanasundharam 

as modified by Kennedy would have rendered the subject matter of claim 4 obvious to a PO SITA. 

For example, Kennedy taught selecting which processor among multiple processors is to boot the 

system. See Kennedy (Ex. 1005) at 4:33-34. Specifically, "other processor types may be selected 

to boot the system with a corresponding change in the boot ROM 150, as well known in the art." 

Id In my opinion, it was well known in the art that the act of selecting in computer systems is 

often performed via user interfaces. Based on this common knowledge in the art, I agree that a 

POSITA would have understood Kennedy's teaching about selecting the processor to boot the 

system as including a spare processor selection (e.g., one of the alternate processors not selected 

as the boot processor) made by input received via a user interface. I agree that a POSITA would 

have been motivated to modify Kalyanasundharam by Kennedy and this common knowledge in 

the art to enable a user to select, via a user interface, which processor is to serve as a spare to the 
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boot processor. In my opm10n, it was well within the skill of a POSITA to modify 

Kalyanasundharam's system by Kennedy in this manner, and thus this combination of 

Kalyanasundharam and Kennedy would have been expected to succeed. Accordingly, I agree that 

Kalyanasundharam as modified by Kennedy and this common knowledge in the art would have 

rendered the subject matter of claim 4 obvious to a POSITA.). 

17 5. Claim 5: The system of claim 1 wherein each of said plurality of processors is a 

processor module that includes a master processor and a slave processor ("The nodes 12A-12B 

are coupled[.]" Kalyanasundharam (Ex. 1007) at 2:30. "The node 12A comprises processor 

cores 18A-18B coupled to a node controller 20A[.]" Id at 2:33-34. "The node 12B similarly 

comprises processor cores 18C-18D coupled to a node controller 20B[.]" Id at 2:36-37. The 

node controller 20A may be configured to propagate communications from one of the processor 

cores 18A-18B (e.g., from the primary processor core) and to discard communications from 

the other processor core 18A-18B (e.g., from the auxiliary processor core)." Id at 4:36-40. "In 

one embodiment, each of the nodes 12A-12B may be a single integrated circuit chip comprising 

the circuitry shown therein in FIG. 1. That is, each node 12A-12B may be a chip multiprocessor 

(CMP)." Id at 2:46-49. In view of these citations, I agree that Kalyanasundharam taught nodes 

that each included a primary processor and an auxiliary processor, but only the primary processor 

propagates communications because the auxiliary processor's communications are discarded. 

Therefore, I agree that, under the broadest reasonable interpretation consistent with the '781 

Patent, a POSITA would have understood Kalyanasundharam's nodes as each constituting a 

processor module, Kalyanasundharam' s primary processor core as constituting a master processor, 

and Kalyanasundharam's auxiliary processor core as constituting a slave processor. Accordingly, 

I agree that Kalyanasundharam as modified by Kennedy taught processor modules that each 

include a master processor and a slave processor.). 

176. Claim 6: The system of claim 1 wherein said another of said plurality of 

processors that is assigned said role of spare processor is an active spare before being 

transferred said role of boot processor ("The control circuit 84 may use any selection mechanism. 

For example, the processor cores may be numbered (e.g., 0 to N-1), and the control circuit 84 may 

increment the number of the presently selected primary processor core to select a new primary 

processor core." Kalyanasundharam (Ex. 1007) at 13:29-33. "If one or more processor cores are 

disabled in the configuration register 42, the control circuit 84 may increment until an enabled 
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processor core is selected." Id at 13 :33-36. In view of these citations, I agree that 

Kalyanasundharam taught that the spare to the primary processor may be an enabled (e.g., active) 

processor core selected by control circuit 84. I agree that, although Kalyanasundharam did not 

explicitly use the term "boot processor" when describing the primary processor, 

Kalyanasundharam as modified by Kennedy would have rendered the subject matter of claim 6 

obvious to a POSITA. See, e.g., Kennedy (Ex. 1005) at 7:5-13. Based on the supplementation of 

Kennedy's teachings, I agree that a POSIT A would have understood Kalyanasundharam's primary 

processor to have constituted a boot processor for at least the same reasons provided above in 

connection with claim 1. Accordingly, Kalyanasundharam as modified by Kennedy taught that the 

spare processor is an active spare before being transferred the role of boot processor.). 

177. Claim 9: [9.1] assigning a role of boot processor to one of a plurality of 

processors in a system (I agree that Kalyanasundharam described assigning the role of primary 

processor to one of processor cores 18A-18N. See Kalyanasundharam (Ex. 1007) at 8:34-44. For 

at least the reasons provided in this Declaration above and in the Request, I agree that a POSITA 

would have understood Kalyanasundharam as disclosing a boot processor and failing over the 

same to a hot spare processor. I agree that, even if Kalyanasundharam did not explicitly identify 

which processor was the boot processor, Kalyanasundharam as modified by Kennedy would have 

rendered this claim limitation obvious to a POSIT A See, e.g., Kennedy (Ex. 1005) at 7: 5-13. In 

my opinion, Kalyanasundharam taught assigning the role of primary processor to a certain 

processor core, and Kennedy taught assigning the role of boot processor to one of its processors. I 

agree that a POSIT A would have been motivated to combine these teachings from 

Kalyanasundharam and Kennedy to improve the reliability of Kalyanasundharam's system by 

assigning the roles of boot processor and spare processor in case of a reboot. In my opinion, it was 

well within the skill of a POSITA to modify Kalyanasundharam's system by Kennedy in this 

manner, and thus this combination ofKalyanasundharam and Kennedy would have been expected 

to succeed. Accordingly, I agree that Kalyanasundharam as modified by Kennedy taught assigning 

the role of boot processor to one of its processor cores.). 

178. [9.3] responsive to detecting loss of lockstep for said boot processor, changing, 

during system runtime, the assignment of the role of boot processor to said spare processor ("If 

the masked comparison results indicate that the communication from the primary processor core 

mismatches with all auxiliary processor cores (that are enabled) ... the control circuit 84 may 
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disable the primary processor core and select one of the auxiliary processor cores to be the 

primary processor core (block 102)." Kalyanasundharam (Ex. 1007) at 13: 15-22. "As with the 

discussion above for disabling the auxiliary processor core, the control circuit 83 may simply 

disable the primary processor core from comparison by clearing the enable bit in the 

configuration register 42, or may disable the primary processor core from executing at all." Id 

at 13 :22-27. "The control circuit 84 may also update the PC field of the configuration register 

42 to reflect the newly selected primary processor core." Id at 13 :27-29. Accordingly, I agree 

that Kalyanasundharam described changing the role of primary processor to an auxiliary processor 

in response to a mismatch (e.g., loss oflockstep) involving the primary processor. I also agree that, 

even ifKalyanasundharam did not explicitly identify the mismatched processor as having been the 

boot processor, Kalyanasundharam as modified by Kennedy would have rendered this claim 

limitation obvious to a PO SITA. See, e.g., Kennedy (Ex. 1005) at 7:5-13. In view of the above 

citations, I agree that Kalyanasundharam taught changing the role of primary processor to the spare 

processor in response to a loss oflockstep involving the primary processor and that Kennedy taught 

changing the role of boot processor to an alternate processor. In my opinion, a POSITA would 

have been motivated to combine these teachings from Kalyanasundharam and Kennedy to improve 

the reliability ofKalyanasundharam's system by providing fault tolerance and high availability in 

the event that the boot processor fails before a reboot occurs. In my opinion, it was well within the 

skill of a POSITA to modify Kalyanasundharam's system by Kennedy in this manner, and thus 

this combination of Kalyanasundharam and Kennedy would have been expected to succeed. 

Accordingly, I agree that Kalyanasundharam as modified by Kennedy taught changing the role of 

boot processor to the spare processor during system runtime in response to detecting loss of 

lockstep for the boot processor.). 

179. [9.4] responsive to changing the assignment of the role of boot processor to said 

spare processor, an operating system of the system recognizing said spare processor as the boot 

processor without requiring shutdown of said operating system (I agree that, even if 

Kalyanasundharam did not explicitly teach an operating system that recognizes the spare processor 

as the boot processor after the role change, Kalyanasundharam as modified by Kennedy would 

have rendered this claim limitation obvious to a POSITA. For example, according to Kennedy, "a 

central system boot ROM 150 accessible by all processors ... may be used by the operating 

system." Kennedy (Ex. 1005) at 9: 1-5. "[T]he CPUl 120 controls the system again and begins the 
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operating system boot process." Id at 9:53-55. "The alternate boot processors ... can execute the 

boot code in the central boot ROM 150". Id at 10:42-45. I agree that a POSITA would have 

understood that, because Kennedy's central boot ROM 150 is used by the operating system and 

stores the boot code executed in conjunction with the operating system to boot the system, the 

operating system must recognize the spare processor as the boot processor after failover. In my 

opinion, at the very least, Kalyanasundharam as modified by Kennedy would have rendered the 

subject matter of claim 7 obvious to a POSIT A due at least in part to Kennedy's central boot ROM 

150 being used by the operating system and storing the boot code executed in conjunction with the 

operating system to boot the system. In my opinion, it was well within the skill of a POSIT A to 

modify Kalyanasundharam's system by Kennedy in this manner, and thus this combination of 

Kalyanasundharam and Kennedy would have been expected to succeed. Accordingly, I agree that 

Kalyanasundharam as modified by Kennedy would have rendered obvious to a POSIT A an 

operating system that recognizes the spare processor as the boot processor without requiring 

shutdown.). 

180. Claim 12: The method of claim 9 further comprising: [12.1] determining at least 

one processor that is coupled to a common communication bus with said one of said plurality 

processors assigned to the role of boot processor (I agree that, even ifKalyanasundharam did not 

explicitly teach determining a processor that is coupled to a common communication bus with the 

boot processor, Kalyanasundharam as modified by Kennedy would have rendered this claim 

limitation obvious to a POSIT A. See Kennedy (Ex. 1005) at 2:34-38. In view of these citations, I 

agree that Kennedy taught that the boot processor and the alternate boot processors are installed in 

specific slots along the same backplane bus. Based on this teaching from Kennedy, I agree that a 

POSITA would have understood that any alternate processor installed in one of the slots of the 

backplane bus would have been coupled to a common communication bus with the boot processor. 

As a result, I agree that any form of identifying such an alternate processor would constitute a 

determination of an alternate processor coupled to a common communication bus with the boot 

processor. In my opinion, a POSITA would have been motivated to combine these teachings from 

Kennedy with Kalyanasundharam to improve the communication capabilities of 

Kalyanasundharam's system for fault tolerance and high availability. In my opinion, it was well 

within the skill of a POSIT A to modify Kalyanasundharam's system by Kennedy in this manner, 

and thus this combination of Kalyanasundharam and Kennedy would have been expected to 
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