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Abstract 
While the evidentiary value of photographs submitted with original film material (ordinarily a 
negative or slide) has rarely been contested in the past, it is likely that the susceptibility of digital 
images to manipulation will lead to increasing doubt with respect to the authenticity of 
photographic images in the era of digital data processing. Faced with this situation, it is essential 
that all concerned, and law-enforcement agencies in particular, engage in concerted world-wide 
efforts to preserve and restore the evidentiary value of photographic images. 

This article describes an approach to ensuring the integrity and authenticity of photographic 
images during the image-recording phase currently favoured by the Bundeskriminalamt. Because 
the retroactive detection of manipulations on the basis of image content alone is likely to prove 
quite difficult, this concept presently shows the most promise. 

Reflections regarding the basic configuration of a manipulation-proof digital camera capable of 
meeting the stringent integrity and authenticity requirements imposed for images presented as 
evidence in court will be discussed. We propose the use of a suitable digital signature, a method 
that is also used in other cases for the purpose of establishing the binding legal character of a 
digital expression of intent, as an effective means of protecting digital images against 
manipulation. Features built into the camera make it relatively easy to record additional 
characteristic parameters of the image-production process. 

These would include the identity of the photographer, global coordinates, date and time, to 
mention only a few of the most important parameters. 

We have reason to hope that camera manufacturers have become aware of the problem in 
question and will respond with commensurate hardware development and serial production in 
order to meet the demands of the security market at an acceptable price. 

Introduction 

Ever since the invention of the camera, 
photographic documents have traditionally 
been associated with a high degree of 
authenticity and have served as convincing 
evidence in court time and time again. The 
introduction of digital image processing 
technology has drastically diminished the 
traditionally high evidentiary value of 
photographic images virtually overnight, 
however. As the quality of digital image-
recording devices (scanners, digital cameras, 
etc.) and output equipment (film and image 
projectors, 

etc.) improves, it is becoming increasingly 
difficult to detect and show proof of 
professional image manipulation aided by 
digital methods. William J. Mitchell has 
provided an excellent demonstration of what 
manipulated photos may look like in his article 
"Digitale Photomanipulation" [WJM94]. 
following examples are reprinted with the lcInd 
permission of the publisher. Detailed 
descriptions of the image manipulations can be 
found in the publication cited above. 
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Figure 1: This gray-tone reproduction of an older original 
colour photograph shows the former British Prime Minister 
Margaret Thatcher in animated conversation with former US 
President George Bush. 

It 

Figure 2a: This manipulated version of Figure 1 suggests 
unpleasant disagreement. 

If proof of authenticity has become difficult 
even for traditional film material, then it is 
practically impossible for digital images. This 
is due in part to the easy reproducibility of most 
digital image-bearing media but also to the fact 
that, unless specific precautions are taken, 
digital images have no characteristics that 
identify them as "originals". In fact, one of the 
biggest advantages associated with digital data 
is the ease with which an unlimited number of 
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Figure 2b: This manipulated version of Figure 1 evokes an 
impression of confidential whispering. 

identical copies can be made. Other advantages 
associated with digital images include 

• rapid availability without the need for 
photochemical processing 

• world-wide transmission of digital data 
within minutes or even seconds 

• low storage volume 
• ease of processing and enhancement 
• increasing automation of image retrieval 

These properties open up a wide range of new 
possibilities working with images, of which 
several are of particular interest to police, 
especially in cases where images are originally 
recorded with a digital camera. German police 
agencies are currently testing first applications 
in certain areas, e.g. personal surveillance, 
identification processing and crime scene 
photography. Economic, organisational, time 
and productivity considerations clearly suggest 
that digital recording technology will replace 
traditional — chemical — photography at least to 
a certain extent within the next few years. This 
would also represent a logical step toward 
digital information processing, which has 
already been implemented in other areas (such 
as electronic office communication) at the 
Bundeskriminalamt. 
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One significant advantage of digital 
photography, namely the widespread 
processing of images using reasonably-priced 
computers and standard commercial software, 
will presumably become a major problem in the 
process. The image manipulation illustrated 
above can nowadays be accomplished by a 
practised computer user with only routine 
computer skills, and — even with the help of 
modern scientific knowledge — there is no 
certainty that all such changes could be 
detected. 

Court precedents show that criminal evidence 
in the form of conventional photographs has 
been rejected by defence attorneys in only a 
few well-founded cases on the basis of 
counsel's doubts about its authenticity. We are 
concerned that this will change dramatically in 
the future, in view of the susceptibility of 
digital images to manipulation. It is entirely 
probable that defence attorneys in criminal 
court proceedings will attempt to challenge the 
integrity and authenticity of potentially 
incriminating images — motion and still pictures 
alike. 

Thus one essential prerequisite for the 
recognition of digital photographs as evidence 
in court remains to be met, namely the 
possibility of creating a manipulation-proof 
"original". As the following remarks will show, 
it should be possible to generate digital 
"originals" with characteristic qualities that 
make them at least as resistant to manipulation 
as conventional photographs (which are also 
susceptible to manipulation, although with a 
great expenditure of effort), if not more so. 

Requirements for digital photographs 
in police work 

Prior to introduction of digital photo and video 
technology for police use on broad basis, the 
following requirements must be imposed upon 
that technology for the purpose of ensuring the 
integrity and authenticity of images presented 
as evidence in court: 

• The evidentiary value of digital images for 
court-related purposes must be enhanced by 
integrating supplementary information into 

the image file. This information should 
relate specifically to the recording situation, 
provide reliable identification of the 
photographer' and the camerae and include 
other relevant data3 as well. 

• A solution for manipulation-proof 
preservation of the original image data 
together with supplementary information 
must be found. 

• It must be possible to verify image integrity 
in order to ensure effective protection of 
digital image data against unauthorised 
alteration. 

• Necessary or useful image-processing 
techniques (format conversion, scaling, 
contrast enhancement, compression, etc.) 
applied must be identifiable. 

Simple, published techniques must be available 
to ensure that the integrity and authenticity of 
images and supplementary data can be verified 
by third parties. 

Proposed Solution 

In 1998, the Bundeslcriminalamt commissioned 
the Erlangen-based Fraunhofer Institute for 
Integrated Circuits to define the technical and 
organisational framework conditions for tlqe 
development of a digital camera that would 
meet police requirements [Spe98]. 

In order to ensure the integrity and authenticity 
of the images produced, a camera of this kind 
which would be suitable for police work and 
evidence documentation purposes should 
provide the following functions: 

• generate a digital signature of the image 
data through a signature component in the 
camera processor, 

• insert a time stamp and possibly record 
camera parameters, 

• possibly insert location data (e.g. using GPS 
coordinates), 

• insert a digital signature of the 
photographer, 

e.g. via registration of his individual smartcard 
2 e.g. via a CPU serial number 
3 e.g. date, time and GPS coordinates for the recording 

location 
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• provide physical protection of the image 
during each stage of the image-production 
process, from origin in the image sensor to 
generation of the photographer's signature. 

Figure 3 shows the basic conceptual diagram 
for a digital camera of this kind. The camera 
processor consists essentially of a high-speed 
RISC processor, an interface to the CCD chip, 
serial or parallel ports, an interface to a RAM, a 
signature chip with a secret key and a data-
compression block. Data transfer from the 
digital camera to an external computer can be 
effected via a removable memory medium or a 
suitable parallel or serial port on the camera. 

After recording, the processor reads the image 
data from the CCD sensor and saves these to 
the RAM. The image file is then compressed 
(e.g. in the JPEG format), signed and saved to a 
removable memory medium (floppy disc, 
semiconductor memory, etc.) or transmitted 
directly to an external computer. 

In order to protect image data against 
manipulation from the moment they are 
received in the CCD sensor to generation of the 
signature, some of the system components, 
including the CCD sensor, the camera CPU 
(which also contains a signature chip with the 
secret key), the RAM, the internal clock, a 
back-up power supply and the required 
connector cables must be integrated into a 
specially protected compartment in the camera 
housing. 

The secure compartment can be protected, for 
example, by an electrical "protective shield". 
When this is drilled or severed, a change in 
potential is triggered and detected by the 
processor, which then automatically deletes the 
secret key stored in the signature chip. This 
ensures that image data cannot be altered 
without detection prior to application of the 
signature. 

The use of a digital signature for the digital 
photograph produces the following scenario: 

Digital Camera A)))))))\ 
er 

too ........• ......... Radio-Controlled 
t
•
aStc• .... ... Clock 

t; - ••• 

CCD-Sensor 

Protected Section,

gyo• 
) 

RAM 

Removable Memory 

Figure 3: Basic conceptual diagram of a digital camera 
involving digital signature methods. 

The camera is equipped with a SmartCard 
reader which provides for the use of a signature 
card (e.g. the new multi-purpose official and 
installation ID card scheduled for introduction 
in Germany). Before operating the camera, the 
photographer inserts his signature card into the 
built-in card scanner in the camera and 
activates it by entering his PIN (minimum a 
six-place code). The card and the camera 
processor then verify their compatibility. A 
reciprocal authentication (e.g. via the 
challenge-and-response method) is possible for 
certain applications. This requires that the 
camera processor be equipped with a random-
number generator. 

The signature chip has the capacity to generate 
a digital signature. The secret code required for 
this purpose is contained in the signature chip, 
along with the signature algorithms and the 
certifications needed for signature verification. 
The matching public key for the camera is also 
recorded in an index on file with the issuing 
certification service provider. 

The image data are read out by the processor, 
compressed and saved to the RAM. The 
compressed image data are hashed by the 
camera processor. The hash total is coded with 
the secret key of the signature chip and linked 
together with the image data as the camera 
signature in the RAM. 

4 The German Signature Act also expressly provides for 
the use of equivalent biometric procedures for the 
identification of the card user. 
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A highly manipulation-proof time stamp can be 
obtained using a radio-controlled clock 
(DCF77; available throughout Central Europe) 
coupled with an independent reference clock. 
The reference clock, at the very least, must be 
integrated into the "secure compartment" of the 
camera.5 

The addition of a GPS receiver makes it 
possible to record both the exact time and the 
precise location of the camera along with the 
image data. Although the use of DCF77-
compatible clocks is restricted to Central 
Europe, GPS data are available world-wide. 

In principle, all camera parameters, including 
focus values, aperture settings and exposure 
times, can be recorded and signed. This also 
applies to physical data on environmental 
conditions (e.g. temperature, humidity, etc.) 

Before the entire package of image data is 
saved to the removable camera memory 
medium, the data are hashed once again by the 
camera processor, after which the hash value is 
transmitted to the photographer's signature card 
in the card reader. There, the hash value 
(image, camera signature, camera parameters) 
is encrypted along with the secret key of the 
photographer's signature card. This encrypted 
hash value — the actual image signature — is 
returned to the RAM, where it is linked with 
the image data already recorded there. Finally, 
the now complete image data, i.e. — 

• the compressed image file, 
• the camera signature, 
• the recorded camera parameters and 
• the photographer's signature, 

are saved to the removable memory of the 
camera. This result might be called a "digital 
original". 

The signature process employed must comply 
with the requirements of the law and thus with 
the current state of technology as well. This 

The company TimeSafe TrustCenter GmbH of 
Niirnberg holds patents for all time and locating 
stamping processes involving the comparison and 
verification of internal and external data. 

means that RSA6 (with a key length of 1024 
bits) and RIPE MD7 or SHA-17 must be used as 
a hash algorithm (key length 160 bits). 

Security Assessment 
The process described above is susceptible to 
the following forms of attack: 

1. Loss of the signature card (theft, 
misappropriation, robbery or 
misplacement) 

If a signature card is lost, stolen, etc., the 
holder must report the loss immediately to 
the certification service provider8 for entry 
into an online blocking index. Once the 
card is blocked, misuse is effectively ruled 
out. We distinguish between two possible 
scenarios: 

1.1 The unauthorised user knows the 
PIN 

The card remains valid until it is 
blocked in the blocking index of the 
certification service provider. 
Retroactive or post-dated blocking of 
the card is not possible. 

1.2 The unauthorised user does not 
know the PIN s, 

As the incorrect entry counter restricts 
the number of incorrect entries to 
three (or 21 in the case of a master 
PIN), the probability of guessing a 
PIN consisting of at least 6 characters 
is very slight, i.e. about 0.003 %o for 
three attempts and 0.02 %o for 21 
attempts. The incorrect entry counter 
cannot be manipulated from the 
outside. 

2. Duplication of a secret camera key, jr a 
signature card 

The two pairs of keys9 (one each for, the 
camera and the signature card) should be 

6 See "Asymmetric Encryption Techniques" in 
Appendix I. Encryption Techniques. 

7 See Appendix II. Digital Signature. 
8 See Appendix III. The German Signature Act 
9 Asymmetric or hybrid encryption processes (see 

Appendix I. Encryption Techniques) require two keys, 
one secret and one public. 
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generated by a certification service 
provider on the respective cryptochip. The 
secret key should not be recorded in 
readable form on the chip. Opportunities 
for compromise arise when the camera or 
the signature card is exposed to potential 
physical manipulation with or without the 
knowledge of the authorised person. 
Presently, the hardware and software 
required for such manipulations is 
available only in large-scale microchip 
research institutions. Aside from the 
technical know-how required, the effort 
and cost involved in such an operation 
render the danger of such manipulative 
attacks virtually negligible at this time. 

3. Cracking the codes 

The suitability of cryptographic processes 
used for digital signatures is subject to 
annual review by a group of leading 

' cryptologists from the fields of science, 
business and government. Only those 
processes are assessed as suitable which, 
given the current state of scientific 
knowledge and technology, rule out non-
detectable forgery of digital signatures or 
falsification of signed data with virtually 
total reliability for a period of at least six 
years.10 In addition, only processes for 
which the algorithms have been disclosed 
are approved for use. A brute-force attack, 
i.e. an attempt to employ all possible keys, 
in the case of RSA,6 for example, would be 
so time-consuming that it would take too 
long (decades or centuries) — judged in 
terms of the anticipated benefit — to crack a 
code on the basis of currently available 
cryptological knowledge. 

4. Image reconstruction or reprojection 

In the event that a potential attacker gains 
possession of the camera and the signature 
card (and knows the PIN), images can be 
reconstructed or reprojected for the 
purpose of manipulation. The potential for 
manipulation in such situations is about the 

io Art. 17, Sec.2 of the German Signature Act specifies 
the Federal Office of Security in Information 
Processing (BSI) as responsible for verification of the 
suitability of algorithms and related parameters. 

same as that of conventional photography. 
Unlike conventional photography, 
however, our "digital originals" contain 
additional forensically relevant data —
thanks to PIN security, time stamping and, 
in some cases, location information 
features — that make the objectives of 
manipulation virtually impossible to 
achieve. 

5. Alteration of image data 

We distinguish between two possible types 
of cases: unauthorised image manipulation 
for the purpose of falsifying image 
contents and necessary or useful image 
modification intended to produce a more 
suitable presentation of image content. 

5.1 Image manipulation 

Because every alteration of image 
data, regardless of how minor (one bit 
is enough!), produces a totally 
different result in the computed check 
sum (hash total), an integrity test11
will immediately detect any alteration 
of the data. Thus a non-detectable 
manipulation of a digital image 
protected in this way should be 
impossible. 

5.2 Image modification 

Necessary or useful modifications of 
image data (format conversion, 
scaling, contrast enhancement, 
compression, restoration, etc.) 
inevitably produce a negative result in 
the integrity test. In order to avoid 
loss of evidentiary value, therefore, 
modifications of this kind should be 
undertaken only if the following two 
conditions are met: 

a. The original image data (positive 
integrity test) must be preserved 
in all cases. 

b. The modification must be subject 
to reconstruction. This means 
that all steps in the process must 
be documented precisely. This 
can be done only if the 

11 The integrity test is described in Appendix II. The 
Digital Signature 
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algorithms and parameters 
selected are exactly known and 
the outcome of each step in the 
modification process can be 
reproduced. The use of image 
processing programs with 
unknown functional 
configurations or non-
documentable interaction must be 
ruled out from the outset. 

Under these circumstances, 
modifications undertaken can be 
reconstructed at any time on the basis 
of the original image data. 

All in all, the approach described above 
provides a degree of security with respect to the 
integrity and authenticity of "digital originals" 
that should actually exceed that achievable in 
conventional photographs. 

Outlook 

Upon completion of the first phase, in which 
the concept for a digital camera was developed 
[Spe98], the production of a prototype 
experimental model of such a camera for 
laboratory testing was planned for the second 
phase. The experimental model was to be used 
to test functional processes, to measure time 
performance and to test interfaces. The 
Bundeskriminalamt intended to commission an 
institute for technical development or an 
innovative camera manufacturer to perform this 
work. Although numerous well-known camera 
manufacturers represented in Germany, many 
of which operate world-wide, were approached, 
it has not been possible thus far to find a 
partner for this project — for which a certain 
degree of financial commitment will be 
required — given the budget framework 
currently available to the Bundeskriminalamt 
for a project of this kind. Thus our original 
intention to report on the initial results of the 
second phase at the 1999 IEEE International 

Carnahan Conference on Security Technology 
cannot be realised. It is hoped that such a report 
can be presented at a future conference. 

Once certified camera hardware and software 
of the kind described above becomes available, 
it can be assumed that they will not be used by 
security agencies and law-enforcement experts 
alone but will also be employed by professional 
photographers and semi-professional users. The 
verifiable integrity and authenticity of digital 
data can serve to protect photographers' 
copyrights. 

In any case, the widespread availability of these 
technologies is desirable from the point of view 
of the police, as mass production will result in a 
significant reduction in component prices, 
making it possible to meet the needs of the 
security market at a reasonable cost. The hope 
remains that camera manufacturers have 
become aware of the problem in question and 
will devote themselves to finding viable 
solutions if they have not already initiated 
development efforts in this direction already. 

I 

i 

\ 
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Appendix 

I. Encryption Techniques 

Experience in recent years has shown that 
cryptographic methods originally developed to 
ensure the secrecy of classified documents can 
alsO be applied with the aid of certain 
mathematical operations to a number of other 
purposes, including the creation of digital 
signatures. 

Protecting the secrecy of stored or transmitted 
data remains the primary focus of cryptography 
today. With respect to "secure" data storage or 
data transmission, however, it is important to 
take a number of other aspects into account: 

• Manipulations of stored information must 
be detectable. 

• The sender of a message must be certain 
that the message reaches its intended 
destination without falsification. 

• \ The recipient of a message must be able to 
verify the authenticity of a message and the 
correct identity of the sender. 

Also of interest are functions comparable to 
conventional mail with signature or registered 
mail with return receipt. These include such 
operations as telebanking from a home 
computer or e-mail contracts, for which 
electronic documents may at some time be 
required as evidence in legal disputes. 

In encryption methods currently in use, data are 
converted with the aid of cryptographic 
algorithms into a form that can be read only by 
the person who possess a suitable decoding 
key. 

The encryption process ensures the 
confidentiality of transmitted data by 
concealing the content — even when the coded 
data remain visible as such. Encryption makes 
secure communication possible even in open 
networks such as the Internet. 

Ordinarily, highly formalised techniques and 
rules (cryptoalgorithms, encryption routines, 
etc.) are used in the encryption process. All of 

these are based on essentially the same 
sequential scheme: 

• Replace characters (or strings of characters) 
in a text with other characters (or strings) 
based upon a key. 

• Change the sequence of the encoded 
characters (may also be based upon a key). 

• Repeat the first two steps as often as 
required. 

The real art in developing encryption 
procedures is to specify the way in which 
characters are replaced and sequences are 
changed and the number of times the process is 
repeated in order to make the job of the 
cryptoanalyst as difficult as possible, on the one 
hand, and to make the encryption process 
(implemented on a computer, for example) so 
fast that the user does not experience undue 
delays in his work. 

Modern cryptographic techniques capable of 
establishing the authenticity of data were 
developed as early as twenty years ago. 
Mathematical functions are the foundation of 
these digital signatures. The following remarks 
provide brief, general explanations of these 
techniques. 

SYMMETRIC ENCRYPTION TECHNIQUES 

In symmetric encryption techniques, messages 
are encoded and decoded using the same key. 
The key must be kept secret by all parties 
concerned and may be passed between 
individuals only through secure channels (e.g. 
personally or via courier). 

Symmetric encryption is especially well suited 
for the conversion of large quantities of data, as 
the required computations can be performed 
rapidly by a computer. 

One disadvantage of this technique is the 
complexity involved in key management: Every 
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sender requires his own secret key for each 
separate recipient. The potential for 
compromise of key secrecy increases each time 
it is passed from one individual to the next. For 
these reasons, symmetric encryption is not 
feasible in open networks (e.g. the Internet) 
involving a large number of participants. 

Symmetric Encryption 
Image file 

LA • +1' 

-IL 
Encrypted Data 

itatnandaa 
-NatCerro 
dripaunname_ 

Sender 

Identical 

Keys 

Unsafe channel 

Encrypted Data ),> 

.-iworadie 

Receiver 

Figure 4: Principle of the symmetric encryption technique 

Symmetric encryption procedures currently in 
widespread use include the following: 

DES (Data Encryption Standard) 

Block code with a key length of 64 bits (56 
significant bits). This is the algorithm 
recommended by the US Bureau of Standards 
for commercial data encryption (was approved 
in 1981 as Data Encryption Algorithm, ANSI 
Standard X3.92-1981). Regarded due to its 
short key length as susceptible to cracking by 
high-powered computer systems. A document 
encrypted with DES 56 bit was cracked by the 
American Electronic Frontier Foundation in 
three days in 1998. 

Triple DES 

Plain text is DES-encrypted three times. The 
different available modes use either two or 
three different keys. Total key length depends 
upon the mode: 112 bits with two keys and 168 
bits with three keys. Triple DES is regarded as 
one of the most effective methods of 
commercial data encryption. It is not only three 
times more secure than DES but, according to 
cryptographic experts, at least 256 (1017) times 
as secure as DES. 

IDEA (International Data Encryption 
Algorithm) 

Block code with a key length of 128 bits. 
Developed at the ETH Zurich. IDEA is 
patented in the US and in most European 
countries. The patent is held by the Swiss 
company Ascom Systec AG and is available for 
non-commercial use free of charge. 

ASYMMETRIC ENCRYPTION TECHNIQUES 

In asymmetric techniques (also known as 
public-key cryptosystems) each participant 
possesses two complementary keys — 

• a public key (ordinarily the encryption key, 
accessible to all) and 

• a private key (ordinarily the decoding key, 
to be kept secret). 

Each key decodes the code generated with its 
complementary key. The secret (private) key 
cannot be derived from the public key. Thus the 
public key can be distributed via open networks 
and made public. Anyone can encrypt a 
message using a given recipient's public key, 
but only the recipient can decipher with his 
secret (private) key. 

Asymmetric Encryption 

9 ALICE 

f Secret Key 

119.11 
Sea* Key 

Public Keya 

= 
e l* It.'01tk 4,4 

444 -1 
.1 4

Public Keys 

Figure 5: Principle of the asymmetnc encryption technique 

The most important asymmetric technique 
(RSA) is based upon the fact that it is relatively 
easy to multiply two prime numbers but 
extremely difficult to derive the original prime 
numbers from the product (computation of 
discreet logarithms). If the prime numbers 
selected are large enough, the problem of 

270 

ADOBE – Exhibit 1006, page 9



negotiating the "mathematical one-way street" 
in the reverse direction becomes practically 
impossible to solve — at least within a 
reasonable period of time. 

As a rule, all public keys are registered in 
publicly accessible files, whereas private keys 
are known only to their holders. 

Advantages of asymmetric techniques: 

• no need to exchange keys 
• permit spontaneous contact with a partner 
• 1001 participants = 2002 keys 

Sighificant disadvantages of this type of 
encryption are the relatively heavy computation 
load and the correspondingly long computation 
times. 

Asymmetric encryption techniques in current 
use include: 

RSA (Rivest, Shamir, Adleman), 1978 

In widespread use today is the system 
developed by Rivest, Shamir and Adleman in 
1978 and named for its developers. The system 
uses a key length of 768 / 1024 bits. The RSA 
algorithms were published some time ago, and 
no mathematical weaknesses have been 
detected to date. The principle is based upon 
the difficulty of breaking down large natural 
numbers (e.g. 200 decimal places or 665 bits) 
into their prime factors. Numbers used in 
practical applications vary from 512 bits (low-
grade security) and 2048 bits (very high-grade 
security). RSA is patented in the US (the patent 
expires in the year 2000) but not outside the 
US. 

ElGamal, 1985 

The principle of the ElGamal algorithm for 
asymmetric encryption is based upon the 
difficulty of computing "discreet logarithms on 
the model of a prime number". Numbers used 
in practical applications vary from 512 bits 
(low-grade security) and 1024 bits (very high-
grade security). The algorithm is not patented. 

Diffie-Hellmann, 1976 

Diffie and Hellmann developed the first public-
key encryption technique. The algorithm for the 

exchange of public keys named after them is 
based (like ElGamal) on the problem of the 
"discreet logarithm". All patents have expired. 
The technique is to be implemented in France 
in connection with the introduction of a health-
professional card. 

Elliptical Curve Cryptosystems, 1985 

This public-key process was developed by 
Miller and Koblitz. It involves the replacement 
of addition and multiplication of natural 
numbers with complex operations within a 
complicated mathematical structure (an 
elliptical curve). There are variations of Diffie-
Hellmann and ElGamal for elliptical curves. 
These variations employ much shorter keys 
while providing an equivalent level of security. 

HYBRID TECHNIQUES 
Cryptographic systems used in public networks 
commonly combine the high encryption 
efficiency of symmetric techniques with the 
key-management advantages of asymmetric 
techniques in what are known as hybrid 
processes. In this method, the complete 
document is encrypted on the basis of the 
public key held by the recipient with a 
symmetric key (e.g. DES, 128 bits, created as a 
"session key" by the chip card processor using 
a random generator) and transmitted to the 
recipient. Only the session key is attached in 
encrypted form along with the recipient's public 
key (e.g. RSA, 1024 bits) to the document. The 
recipient first decodes the session key with his 
secret key; then, the entire document can be 
decoded with the symmetric key — much more 
rapidly than would by possible with the 
asymmetric key. 

Ordinarily, software for such hybrid encryption 
functions can be installed in PCs intended for 
use in signature and verification operations in 
any number of networks for data transmission 
purposes. 

II. The Digital Signature 

The digital signature is a digital seal based 
upon a private signature key assigned by a 
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certification service provider8 (or TRUST 
centre: a trustworthy third-party authority) by 
means of a certification to a certain person. 

Dieital Signatur 
* Replacement of 

personal Signature 

Dieital Money 
* electronic purse 
* elektronic banking 

Enervation 
* Communication 

Identification * Archiving 
* Access 
* Entrance 

Figure 6: Application examples for digital signatures 

THE HASH FUNCTION 

A special mathematical function known as the 
hash function is needed to create a digital 
signature. Following a predefined process, it 
generates a check sum (hash total, also hash 
value, the document "fingerprint") from a plain-
text passage of any length. The characteristics 
of the check sum are such that any change in 
the original text (no matter how slight) will 
produce a totally different hash value. 

One of the requirements of this function is that 
the original text cannot be reconstructed on the 
basis of the hash value. In other words, the hash 
function is not reversible and is therefore 
regarded as a one-way or trapdoor function. 
This means — different from the case of 
encryption — that the original text cannot be 
reconstructed from the check sum. 

Hash functions must be absolutely collision-
free, meaning that the possibility of 
constructing two different messages that 
produce the same hash value must be ruled out. 
Thus with a negligible amount of uncertainty a 
certain hash value is the result of one and only 
one original plain text. 

A hash function must be selected for the digital 
signature process. Currently available (one-
way) hash functions include: 

SHA/SHA-1 (Secure Hash Algorithm One) 

SHA was developed by the NSA and accepted 
as a US Standard [SHA95]. A slightly modified 
form designated as SHA-1 has since replaced 
the original algorithm. The hash value 
generated by SHA- 1 is required for the DSA 
(Digital Signature Algorithm) specified in the 
DSS (Digital Signature Standard). The hash 
value has a length of 160 bits. 

MD2, MD4, MD5 (Message Digest) 

MD4 and MD5 are hash functions [MD4, 
MD5] developed by R. Rivest (RSA 
Laboratories) and introduced in conjunction 
with the PEM standard (Privacy Enhanced 
Mail). MD5 is a further development of MD4. 
The algorithms generate a 128-bit message 
digest (hash value). 

RIPEMD-128, RIPEMD-160 (RIPE 
Message Digest) 

RIPEMD was developed by Hans Dobbertin, 
Antoon Bosselaers and Bart Preneel in the 
context of the EU RIPE project (RACE 
Integrity Primitives Evaluation, 1988-1992). 
The hash value can be 128 bits (RIPEMD-128) 
or 160 bits (RIPEMD-160) long. 

Due to recognised weaknesses [RSA98], the 
RSA Data Security Inc. has ordered that MD4 
and MD5, which are supposed to be collision-
free, not be implemented. In general, hash 
functions with longer check sums offer a higher 
level of security. Therefore, SHA-1 or 
RIPEMD-160 should be used in the future. 
RIPEMD-160 appears to be establishing itself 
de facto as the European standard; SHA-1 is 
becoming the standard in the US. 

THE INTEGRITY TEST 

Generally speaking, hash functions are used to 
verify the integrity of texts (or data). 'qie hash 
value is computed for a given text for this 
purpose. The hash value is then stored, either 
separately or together with the text (in which 
case it is given special security protection). If 
subsequent recomputation of the hash value for 
what is presumed to be the identical text 
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produces a different hash value, the text is 
presumed to have been falsified. Conversely, 
identical hash values confirm the identity of the 
data tested and thus the integrity of the text. 

The advantage of this process lies in the fact 
that only a (relatively) short hash value must be 
stored or transmitted in a secure manner — and 
not the entire text. If such a hash process is 
operly disclosed and described to every user, 
any 'per can compute the hash value himself on 
the basis of the original plain text and 
determine, through comparison, whether the 
valuc transmitted by the sender is identical with 
his own result. In this way every user can check 
to determine whether a given hash result can 
actually be assigned to a specific message. 

Integrity & Authenticity 
• 

4 
'NM 

Encryption 

Document 
(encrypted or not) 

Encrypted hash total: 
NPIIHAmo.s 

(AppendUoMocurnen0 

[Receiver 

4 

Decryption 

with private key with public key 

Figure 7: Principles of the integrity and authenticity test 

THE AUTHENTICITY TEST 
To verify the authenticity of a message, the 
sender encrypts the hash value of his message 
with his secret key, thus creating a digital 
signature. The recipient can verify this hash 
value following decoding (using the sender's 
public key) by hashing the message himself and 
determine whether the message was actually 
transmitted by the alleged sender. During the 
authentication process, the integrity of the 
message is automatically verified as well. 

CERTIFICATION 

Certifications confirm the authenticity of public 
keys. Among other things, a certification 
contains the name of the signature key holder, 
the public signature key assigned to the user, 
the dates of issue and expiration and the name 

and signature of the issuing certification service 
provider8. It may also contain time-related, 
legal and/or financial restrictions. The 
certification is signed with the secret key of the 
issuing certification service provider.8 Thus it is 
also a digital ID for the user and can be tested 
for integrity and authenticity by anyone using 
the public key of the certification service 
provider. This supplementary function can be 
employed for the purpose of access 
authorisation or to reject undesired electronic 
mail. 

A signed document consists of the document 
itself, the digital signature and, if needed, the 
(signature-key) certification of the signer. In 
cases where the recipient does not yet have 
possession of the sender's public key, the latter 
component is of crucial importance. 

This certified digital signature offers several 
advantages: 

• In essence, the signature is added to the 
document is the same manner as a hand-
written signature. 

• The signature process and the signature 
authenticity test can be completed quickly. 

• The document cannot be reconstructed from 
the digital signature within a judicially 
relevant period of time. 

If the recipient wishes to be sure that a given 
signature is currently valid, he can inquire 
online with the certification service provider at 
which the sender's key is registered. 

This method ensures for the first time that data 
can be stored and/or transmitted electronically 
with a degree of security that is equal to or even 
exceeds that of conventional media — an aspect 
of data technology that is of great relevance to 
judicial proceedings. 

III. The German Signature Act 

The passage of the German Signature Act 
(SigG, as Article 3 of the Information and 
Communication Services Act, IuKDG) and the 
Signature Directive (SigV), the basic 
framework for the practical use of digital 
signatures was put into place. This legislation 
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establishes the requirements for forgery-proof 
signatures and manipulation-proof signed data. 

The law includes provisions for a nation-wide 
infrastructure for the assignment of signature 
keys to natural persons, the use of suitable 
technical components (e.g. signature 
SmartCards, card readers, software) and user 
instruction with respect to safety precautions to 
be taken in their own interest. 

The infrastructure is to be developed and 
operated by the private sector in a climate of 
open competition but under government 
regulatory control. This control function was 
assigned to the Regulatory Authority for 
Telecommunication and Mail (RegTP, 
headquarters in Mainz, in operation since 23 
September 98) as the agency responsible for the 
practical implementation of the Signature Act. 

The purpose of the law is to provide for a 
reliable basis — and thus for legal certainty — for 
the design of dynamically developing offerings 
in the field of information and communication 
services and to establish a balance between free 
market interests, the legitimate needs of users 
and the requirements of public order.12

The Federal Office of Security in Information 
Technology (BSI) was tasked with preparing 
catalogues of measures as a supplement to the 
SigG and the SigV. These catalogues of 
measures, developed in co-operation with 
business and scientific experts, contain 
specifications for technical components and 
security concepts for certification service 
providers. They are subject to continuous 
updating in response to the rapid pace of 
development in information technology. The 
goal is a high level of interoperability in the use 
of hardware and software produced by different 
manufacturers. 

The SigG and the related implementation 
provisions specify that digital signatures must 
be based upon asymmetric encryption 
techniques. Among other things, the SigV 
contains detailed provisions governing the 

12 Bundesamt fur Sicherheit in der Informationstechnik, 
"Digitale Signaturen im Aufgabenspektrum des 
Bundesamtes far Sicherheit in der 
Informationstechnik". 

certification process. Certification service 
providers are responsible for creating and 
certifying user keys and for maintaining public 
certification files. Certifications must bear an 
expiration date, and users must reapply for 
certification upon expiration. This requirement 
ensures that digital signatures whose security is 
already in jeopardy as a result of general 
technological developments are not regarded as 
forgery-proof indefinitely. 

In addition, the SigV also specifies the 
minimum technical and organisational 
requirements that must be met by certification 
service providers and the basis upon which 
billing and accounting for their services are to 
be performed. 

Digital signatures as defined in the SigG 
provide a high degree of security by virtue of 
the use of security-tested components 
(hardware and software) and the role played by 
certification service providers. Articles 14 of 
the SigG and 17 of the SigV prescribe the 
minimum requirements for technical 
components used to generate signature keys 
and to store and use private signature keys. 

Required testing is to be performed by 
accredited IT security testing and certification 
service providers evaluated and certified in 
accordance with the ITSEC.13 Tests are 
designed to meet the security needs of the users 
in question, e.g. for private or commercial use. 
The ITSEC provide for certification of a low 
(E 1), medium (E2 — E3) or high (E4 — E6) level 
of reliability with respect to the security 
functions of a given product. The signature chip 
card must meet the requirements for ITSEC 
certification level "E4 — high".14

These testing procedures are very l time-
consuming and thus expensive as well, a factor 
which influences the costs of the process as a 
whole.15 Besides the BSI, other organisaticons in 
the private sector can perform security testing 

13 Information Technology Security Evaluation Criteria. 
14 In addition to the ITSEC security levels El — E6, the 

mechanism values "low", "medium" and "high" are 
indicated. 

15 Evaluation costs for a chip card certified as "E4 —
high" amount to about 250,000 DM. 
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for technical components in accordance with 
the ITSEC. 

REGULATORY AUTHORITY AND 
CERTIFICATION SERVICE PROVIDERS 

Trust is an essential prerequisite for 
interpersonal communication. Certification 
service providers are expected to establish a 
basis of trust with regard to the use of digital 
sighatures. The term "certification service 
provider" was used deliberately in the language 
of the SigG because these institutions perform a 
sorbewhat different function than so-called trust 
centres. Certification service providers issue 
certifications, whereas trust centres ordinarily 
provide data encryption services. 

Hierarchy of Authorities 

PCA 

CA 

• CA CA 

U 

PCA: Policy Certification Authority 

CA: Certification Authority U 

RA: Registration Authority 

U: User 

Figure 8: Hierarchy of the certification authorities 

Certification service providers operate under 
the supervision of the RegTP (in accordance 
with Art. 66, TKG). The regulatory authority 
awards permits for certification service 
providers and supervises their operations. As 
the "root authority", certifies the public 
signature keys of the certification service 
providers. The certification service providers, 
in turn, certify the public signature keys of 
users upon completion of an identity check 
(presentation of a valid ID card). 

Certification service providers can be by 
government agencies, associations and private 
sector organisations. Their responsibilities 
include: 

• clearly identifying (e.g. on the basis of a 
German personal ID card) and registering 
signature applicants; 

• generating a unique signature-key pair (if 
requested); 

• issuing a certification, a digital certificate 
signed with the secret key of the 
certification service provider, on the basis 
of which a public key is assigned to a 
clearly identified person; the certification 
may contain time, legal and financial 
restrictions; 

• personalising data, transferring certificates 
and, as appropriate, public and private keys 
to a signature component (ordinarily a 
SmartCard); 

• maintaining an index of certifications with 
block notices, accessible online; 

• issuing time stamps, an online service 
provided as confirmation that the 
certification service provider was in 
possession of certain data at a specific time; 

Reference 
Radio clock clock 

1200 
2400 

0000 0300 
2100 1500 

0600 

44, 

\1600 

f „' 214 
*le 

441P 4)eo 4tio, 
e 

Time stamp service 

Figure 9: Time stamp service 

• instructing users with respect to security in 
the use of digital signatures, e.g. proper 
handling of the data medium containing the 
private signature key, what to do in case in 
cases of loss, PIN security, etc. 

The recipient of a digitally signed document 
uses the sender's public key to verify the 
authenticity of the sender's signature. For this 
purpose, the recipient can check the signature 
of the certification service provider or verify 
the validity of the sender's public key by 
making an online inquiry in the index 
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maintained by the issuing certification service 
provider. Thus partners in communication who 
do not know one another place their trust in the 
care taken by the certification service provider 
in establishing the unmistakable identity of 
signature applicants. Although the SigG 
permits the issue of signature cards under 
pseudonyms, the certification service provider 
is required to register every applicant's real 
name. 

The validity of the certification issued by the 
certification service provider can also be 
checked using the public key of the "root 
authority".16 Like the certification service 
providers, the root authority maintains an 
online index of all public keys registered for 
certification service providers. 

In 1999, the Telekom subsidiary Telesec 
became the first certification service provider to 
issue signature cards along with the software 
and hardware required in accordance with the 
SigG and the SigV. The following components 
were made available through the Telekom "T-
Punkt" outlets: 

• the signature program "Secure Human 
Interface"; the program displays the signed 
or to-be-signed documents required for 
signature verification; 

• a chip card reader (ITSEC "E4-high"); 
• a chip card as signature component; its 

contents include, among other things: 
a signature key (secret key addressed by 
the signature program) 
an encryption key, as appropriate, 
(secret key addressed by the encryption 
program). 

A number of competitors have applied for 
approval as certification service providers. 
Prior to approval, the technical components and 
the security concept of the applicants must be 
tested/reviewed by accredited organisations 
authorised to issue such approval certificates. 
Currently authorised organisations include the 
BSI, debis Systemhaus..  Information Security 
Services GmbH, TUV Informationstechnik 

16 http://www.regtp.de/Fachinfo/Digitalsign/ 
anerkste112.htm 

GmbH (Essen) and TUV Product Service 
(Munich).17

IV. The European Guideline 

The European Council passed a proposal for a 
"Common Framework for Electronic 
Signatures" on 22 April 99. The proposed 
guideline is now under deliberation in the 
European Parliament, and passage is expected 
in early 2000. 

The EC Guideline differs in several ways from 
the German SigG. Basically, the draft proposal 
calls for a public-key system, and certification 
service providers are to be responsible for key 
management. 

In contrast to the SigG, the EC proposal does 
not provide for a regulatory authority. The 
security requirements for the technical 
components employed are also less stringent. 

It is likely that different kinds of digital 
signatures will be made available in Europe and 
that they will differ from the viewpoint of users 
with respect to both security and costs: 

• electronic signatures (e.g. PGP as a pure 
software solution) 

• advanced forms of electronic signatures 
(medium security level, viewed as the legal 
equivalent of a written signature) 

• digital signatures as defined in the SigG (as 
a voluntary accreditation system offering a 
high degree of security) 

In contrast to the SigG, the EC proposal 
contains liability provisions for certification 
service providers issuing advanced forms of 
electronic signatures. 

V. The SmartCard: an information 
medium for sensitive data 

Following magnetic-strip cards, SmartClards 
(chip cards containing microprocesors) 
represent the next generation of identification 
cards and offer a much broader range of 
applications. In addition to the features 

17 Announcement regarding the digital signature as 
defined in the SigG and the SigV (9 February 98), 
Bundesanzeiger No.31, 14 February 98. 
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normally contained on a memory card, 
SmartCards are provided with a CPU and, if 
needed, a second processor used for encryption. 
These cards are freely programmable and 
provide password and encryption protection 
and thus a high degree of confidentiality for the 
data they contain. 

Because of the relatively complex data protocol 
inkolved, the exchange of digital information 
via SmartCards ordinarily requires a connection 
to another computer, currently a PC in most 
cases. Some special, commercially available 
chip cards (cryptocards) capable of encrypting 
data and electronic documents may have a 
higher computing capacity than the PCs with 
which they communicate. The broad range of 
applications for chip cards also opens up a 
number of new possibilities of relevance to 
forensic science. For a discussion of other 
characteristics of chip cards we refer to the 
article "Die Chipkartentechnik aus 
kriminalistischer Sicht" [BICB 97] . 

The signature card is also a special kind of chip 
card. In addition to the CPU, it also features a 
signature chip containing a private key (secure 
prior to being read out), the encrypted PIN and 
the entire manipulation-proof signature 
software. A fundamental security requirement 
is that the private key must not leave the chip 
card. It cannot be read out, and the signature 
chip cannot be duplicated. 

For the purposes of the signature procedure, the 
PC computes the hash valuel8 of the document 
in question and loads it into the chip memory 
bank. There, the hash value is encrypted with 
the secret key and then linked to the document 
in the PC again. The hash function generates a 
compressed hash value with a fixed length (e.g. 
160 bits) for every document (or block of data), 
regardless of its length. This value changes 
significantly with every alteration of the 
document, no matter how minor it may be. 

The technical components required for the 
digital signature process are a PC (with 
signature software), a chip card reader and the 
signature chip card. 

18 See Appendix II. The Digital Signature. 

The Federal Ministry of the Interior currently 
plans to introduce a multi-purpose chip card 
with an identification function. As planned, this 
new official and facility ID card will permit the 
user to generate a digital signature, among 
other things. A pilot project is scheduled for 
launch in mid-2000. If the trial is successful, 
the identity card will be introduced step by step 
in subordinate departments as well and may 
even become mandatory for all government 
agencies. 

VI. The Global Positioning System 
(GPS) 

The GPS is a satellite-based navigation system 
developed under a 1973 US Department of 
Defence order by the Joint Program Office of 
the Los Angeles Air Force Base. The system 
was to have the capacity to determine the 
location and the speed of any stationary or 
moving object and to provide exact time 
information. Specifications required a system 
that would function under any and all weather 
conditions, at all times and at any given point 
on or near the earth's surface. 

The result is a navigation system consisting of a 
total of 24 satellites which circle around the 
earth in six orbits at an altitude of 
approximately 20,200 km. Although conceived 
for military use, it now has a large and growing 
community of civilian users. System precision 
varies within a normal range of between 30 and 
70 meters. The position data obtained through 
the GPS are routinely arbitrarily altered 
(rendered less precise) by the provider (the US) 
in order to make unauthorised military use 
more difficult. 

The satellites transmit regular data signals on 
their exact position and, thanks to high-
precision atomic clocks, synchronic time 
pulses. The GPS receiver on earth,analyses the 
differences in travel time between the 
individual received signals. If a GPS receiver is 
located on a perpendicular directly below a 
satellite, signal travel time is approximately 70 
milliseconds. If more time elapses, the receiver 
is obviously farther away, somewhere along an 
orbit running at a specific angle to a 
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perpendicular. The same applies to the signals 
received from a second satellite. Thus the GPS 
receiver must be located at one of the two orbit 
intersection points. The signal from a third 
satellite is needed for an exact determination of 
position. 

Differential techniques are employed for the 
purpose of enhancing positioning precision in 
civilian applications. Distances between each 
satellite and a stationary GPS reference receiver 
are measured and computed at the same time. A 
comparison of the two different values 
produces the relevant DGPS correction data 
(Differential GPS) for each individual satellite. 
On the basis of this correction data, the GPS 
receiver operated by a user can reduce the 
uncertainty range of his positioning from ±50 
meters to less than ±5 meters. The DGPS 
correction data are made available throughout 
Germany round the clock by Deutsche Telekom 
AG and the (German) Federal Office of 
Cartography and Geodesy (BKG). 

Currently, satellite positioning systems use the 
GSM network (Global System for Mobile 
Communication) as a reasonably-priced data-
transmission component. In the medium term, 
the low-altitude (approx. 800 and 1,400 km) 
Iridium and Globalstar satellite systems are to 
be made available. This will provide world-
wide coverage and nearly 100-per-cent 
availability. 

Use of the GPS will require that the camera be 
equipped with a chip set and an antenna. The 
advantages of the GPS are its continuous 
availability and its potential for global use. The 
disadvantages are the fact that the GPS does not 
always function reliably in buildings and that 
the receiver antenna will be difficult to 
integrate into the camera housing. 
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