} PRINCE
LOBEL

Patent Owner’s Demonstratives

Adobe Inc. (Petitioner)
V.
Jonathan E. Jaffe (Patent Owner)
Case IPR2024-01352 - Patent 6,757,828

Prince Lobel Tye LLP www.princelobel.com

JAFFE EX. 2014, Page 1
Adobe v. Jaffe, IPR2024-01352



>

Agenda

. US Patent No. 6,757,828
[I. Claim Construction

. “a sensor, which is tightly coupled to said memory”

. “monitoring the integrity of the tight coupling between said memory and said sensor”
lll. Glass and Rieger References

. Neither Disclose a Sensor “Tightly Coupled” to a Memory

. Neither Disclose “Monitoring the Integrity of the Tight Coupling”

. Neither Disclose “OK” and “Error” Signals
V. Serret-Avila Reference

. Non-Analogous Art
. POSITA Would Not Have Been Motivated to Combine
. Does Not Disclose “OK” Signal
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l. U.S. Patent No. 6,757,828
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U.S. Patent No. 6,757,828

* Authenticates digital files

* Uses a digital signature that is created using the
file “as well as at least one parameter that is
representative of at least one condition under
which the digital sample was acquired.”

EX1001, 1:54-57

* The parameter can be information such as:
* Date & Time file created
« Compass Heading

e Altitude
EX1001, 2:65-3:6

USO06TSTR28B1

a2 United States Patent (10) Patent No.: US 6,757,828 Bl
Jaffe et al. (45) Date of Patent: Jun. 29, 2004

(54)  INDIGENOUS AUTHENTICATION FOR
R

252
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U.S. Patent No. 6,757,828

* Authenticity determined by creating a second
signature from the stored file and at least one of

the parameters, and then comparing the

signatures.

EX1001, 1:59-62

* Digital file contains the authentication

information

* Signature authenticates the file

* Avoids the need for encryption

EX1001, 1:64-2:3

USO06TSTR28B1

a2 United States Patent (10) Patent No.: US 6,757,828 Bl
Jaffe et al. (45) Date of Patent: Jun. 29, 2004

(54)  INDIGENOUS AUTHENTICATION FOR
R

252
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ll. Claim Construction
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Claim Construction: “a sensor, which is tightly coupled to said memory”

* Petitioner’s Proposed Construction: a sensor coupled to said memory via
conductive traces or leads. Pet. at 10.

* Patent Owner’s Proposed Construction: a sensor thatis electrically or physically
coupled to memory in a device. POR at 9.

* Prosecution History: “conductive trace or lead” language was exemplary only.

POR at 5-9
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Claim Construction: “a sensor, which is tightly coupled to said memory”

* Prosecution History: “exemplary” only, no clear and unmistakable disclaimer.
EX1002 at 277:

Exemplary structure or method steps corresponding to this claim feature is shown in Fig. 2A of
the subject application, which ilustrates a processor 157 which is "tightly coupled” to a memory.
In one exemplary embodiment of the present invention, the processor 157 generates a unique
random sfring that is used for image authentification purposes. Because the processor is
“tightly coupled” to the memory, it will be virtually impossible for a user to supply false
information o the memory by breaking the conductive frace or lead between the memory and
the processor. This means, for example, that there is no possibility for altering the image
before the authentification information is generated.

* Functional emphasis in prosecution was that “there is no possibility for altering the
image before the authentication information is generated.” EX1002 at 12.

POR at 5-6; Sur-Reply at 5
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Claim Construction: “a sensor, which is tightly coupled to said memory”

* Prosecution History: Cited Schipper reference distinguished because it involved
external information, not because of conductive leads or traces

The Schipper patent teaches no such “tight coupiing.” In direct contrast to this, the
relevant portion of the Schipper patent cited by the Examiner in the Office Action relating to this
issue {column 15, lines 3045 and 58-67) teach that authentification is accomplished by
comparison of posifion information, which must originate from devices external to the camera,
such as satellites In orbit around the earth. The Schipper system can be fooled by supplying
false position signals to the recording device, which is not the case with the claimed invention.
For this reason alone, new claims 9-14 should be found to be allowable over the Schipper
patent.

* No “clear and unmistakable disclaimer.”

EX1002 at 277; PORat 10
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Claim Construction: “monitoring the integrity of the tight coupling between said
memory and said sensor”

* Petitioner’s Proposed Construction: “determining whether physical access has
been gained to the coupling between said memory and said sensor.” Pet. at 11.

* Patent Owner’s Proposed Construction: “determining whether the physical
coupling between said memory and said sensor has been accessed or disturbed.”
POR at 11.

* Specification: Shows that the claim language is directed to monitoring the tight
coupling between the sensor and the memory.

POR at 9-11
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Claim Construction: “monitoring the integrity of the tight coupling between said
memory and said sensor”

* Specification:

During the o_peration of the camera, internal seClir-ity 14 is

monitored to detect the integrity of the tight coupling of the
sensor set and the recorder 6.

EX1001 at 4:65-67

* Spec describes the system checking internal security system 14 to determine if a
violation has been recorded. EX1001 at 5:44-46. If security is compromised, a
security violation is appended to the image. EX1001 at 6:64-66.

» Specification and claim language centers on the physical coupling between the sensor
and memory, and identifying whether the coupling itself has been disturbed.

POR at 9-10; Sur-Reply at 9
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Claim Construction: “monitoring the integrity of the tight coupling between said
memory and said sensor”

* Prosecution History:

internal security has been compromised. This means that, for example, a signal is generated if

the device that prevents physical access to the interconnections between the sensor set and

memory is broken.

EX1002 at 293

* Emphasis on monitoring the “physical access” to the “interconnections”
between the sensor and memory

Sur-Reply at 10
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lll. Glass and Rieger References (Grounds 1-4)
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Glass - U.S. Patent No. 6,332,193

e Collects biometric data from a sensor

* Unique code that is a function of camera data
attached to digitized biometric data file

e Data and code transmitted over network to a server

* Server authenticates data using a secret key and the

transaction token

EX1005, Abstract

USO063 31

2 United States Patent
Glass et al.

(o) Patent No.:  US 6,332,193 Bl
45 Date of Patent: Dec. 18, 2001

(534) METHOD AND APPARATUS FOR SECURELY
TRANSMITTING AND AUTHENTICATING
BIOMETRIC DATA OVER A NETWORK

(75) laveators: Rundal Glass, Hockessia, DE (US)

Marcos Salgankoff. UIf Cahn von
Seelen, both of Philadelphia, PA (US)
(73) Assignee: Sensar, Inc., Moosestiown, NJ (US)

(") Notice:  Sebject lo any disclaimer, the lerm of thas
patent i extended of adjusted under 3%
US.C. 158(b) by 0 days.

(21) Appl. No.: 097232038

(22) Fikd: Jan. 18, 1999

— e
— ]
e TIMINO

(56) Refervnces Cited
US. PATENT DOCUMENTS
APALMS 21987 Flometal. .

S0 M19ee L
SHITON  WI%97 Cooperman o al. .
ST6M9 1IN Adithas e sl . RS
Sma0n
SH9.1% B9 Giod et sl
SRLA NS Moskowits el sl .
SKS2 1N Breodeway e ol .
FOREIGN PATENT DOCUMENTS

OSB3 491 AL WIS (EP)

0426432 A2 81991 (EP)

WO M9 IR (WO)
WO SI6U 2196 (WO) .
WO SRSOSTS 12198 (WO)

* cited by examiner

Primary Examiner—Gail Hayes
Assistant Examiner—James S<al
(74) Auoeney, Agens, or Firm—Woodsock Washbura 1LLP

57 ABSTRACT

A method and apparatus for colkcting and sccurcly traas-
mitting biomelric data over 3 network contains 3 seasor,
preferably a camera, for collecting biometric data and code
geocnating hardware and software, The camera data is
digitized and & unique code which is a function of the
digitized camers duts, 5 sceret key and @ tramsaction tokeo
® attached 1o the digital fike. The code may idealify the
sonsor which sequired 1he biometsic informstion, & lime 31
which the biometric information was acquired., of 3 lime
interval during which the data is considered 10 be valid, and
2 unigue iransaction code. The data and codk are traasmiticd
over a network 0 2 server which autbeoticates that the data
bas pot been aliered by recomputing the code wsing iis own
Knowledge of the secret key and transaction foken needed 0
geocrake the code. If the data & autheatic the server then
computes & biometric template vsing the data. This biomel-
ric templae is then comparcd 1o 3 previously defined
biomeine template o dentify the user and grve the user
access fo & secured resource. The sysiem can be used for
online banking and Inkmc commerce Iansactions.

41 Clalms, 7 Drawing Sheets

neioy o jouna
mage of Image
e oigitise 2
& and Frame oy
doo et
Seene || maging System -1
- Al any pelnt abave
Maprosontetion of firewall, tamperiag |
image - tion of
Communications
2 Network
" - Mewer

Security Firewall

Blometric

Autheatication

Server Bystem
Converter to

Template Biometric
Store Template

Blometric

At any point below
firewall, tampering
of

Nx

Template
e

B e g

EX1005

JAFFE EX

. 2014, Page 14

Adobe v. Jaffe, IPR2024-01352



>{

Glass: No “sensor, which is tightly coupled to said memory”

* Petitioner’s proposed construction for “tightly coupled” requires that the
connection be by “conductive leads or traces.”

* Glass discloses only an operational data path connecting the sensor (Optics and
Camera 6) to memory (Digitizer and Frame Store 8); there are no details on how a
data path would be implemented physically (by “conductive leads or traces” or

otherwise
R e T
6 Representation 8 | Representation Flgure 2

: e of image ('/ 50‘ Image

%% :| optics and Pgtiees | | Host [I™2
: +and Frame[—

K] D Camera Sikie : Computer

Scene | ! Imaging System $ ey

EX1003 (Glass), Fig. 2

POR at 12-14

JAFFE EX. 2014, Page 15
Adobe v. Jaffe, IPR2024-01352



>{

Glass: No “sensor, which is tightly coupled to said memory”

* Fig. 3 of Glass is cumulative of Fig. 2 regarding the structure of the interconnection,
only disclosing an operational data path shown by an arrow.

Optics

T T I T Rl Sl I I N I R L I I R N I I I T I I T T R L T R L LT
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Output
Data
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]

VUV,
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EX1003 (Glass), Fig. 3
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-

Comm
Interface

7}

Figure 3
N 4

POR at 16-17
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The ‘828 Patent and Prosecution History do not use lines as meaning “conductive

leads or traces”

30
= FLASH GENERATOR
19
| AUTO FOCUS
23
= FoCUS QUALITY
SCENE
(ENVIRONMENT) —{ LENS CCD
PICTURE (SENSOR SET)
©AMPLE) |/
73 /—'
| PROCESSORE

157

142

L 3.5° FLOPPY DRIVE
(RECORDER)

141

LAST RND STRING
CAMID

SEQNUM
FILETYPE
GPSICOMPASS

C-VIBE/RPY
ACCELEROMETERS

ACTIVATION CONTROL
FLASH SETTING

ZOOM SETTING

144852

358&40

3

USER
CONTROLS

rco

10

RND STRING RECORD [—

ENCRYPTY|NB [—

PROCESS MONITOR

INTERNAL SECURITY
(ADDITIONAL INPUTS)

SN

3.5" FLOPPY DISK
(REMOVABLE RECORDING MEDIA)

EX2001, Fig. 2A

EX2010, Photo of Floppy Drive Ribbon Cable

POR at 17-18; Sur-Reply at 14
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The ‘828 Patent and Prosecution History Do Not Use Lines as Meaning
Conductive Leads or Traces

* The portion of the Prosecution History cited by Petitioner indicates only that the
processor is “tightly coupled” to the memory

* No discussion that the lines in Fig. 2A depict conductive leads or traces

“utilizing a sensor, which is tightfy coupled to sald memory, to generate at
least one internal and unique parameter " (emphasis added).

Exemplary structure or method steps corresponding to this claim feature is shown in Fig. 2A of
the subject application, which illustrates a processor 157 which is "tightly coupled” to a memory.
In one exemplary embodiment of the present invention, the processor 157 generates a unique
random string that is used for image authentification purposes. Because the processor is
"tightly coupled" to the memory, it will be virtually impossible for a user to supply false
information {o the memory by breaking the conductive trace or lead between the memory and
the processor. This means, for exampie, that there is no possibility for altering the image
before the authentification information is generated.

EX2002, 277

POR at 17-18; Sur-Reply at 14
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Exemplary Known Data Paths Not Using Conductive Leads or Traces

e Cables
 E.g., U.S. Patent 5,486,853 (EX2007)

56
54 la

52

FIG. 7A FIG. 7B
FIG. 1

EX2007, Figs. 1, 7A, 7B

POR at 14; Sur-Reply at 14-15
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Exemplary Known Data Paths Not Using Conductive Leads or Traces

* Wireless connections (including by wireless LAN, or Wi-Fi, or by satellite)
 E.g., U.S. Patent 6,377,981 (EX2009)

12 12
UPLINKED
DATA
13 \ LEO »10
DATA

_____________ LEO i 35
GEQ | SATELLITE 2"’; 28a e
L TRANSMITTER | TRANSCEIVER | 280 = LI ] PERSONAL
TERRESTRIAL | WIRELESS LAN
25| TRANSCEIVER | INTERFACE [ l PERSONAL
___________________________
17 SATELLITE | ~ 28| COMPUTER
| WIRED LAN
»~18 23t INTERNET | \\TERFACE !
| ___PROXY _ i T __l_®® PERSONAL
i 20-1_| COMPUTER
“THIN'O/SAND | HARD !
24 WEBSERVER | DISK a0 | 30
------------- I 35
CABLE INTERNET | PASS-THROUGH =
SYSTEM 18 4+ moutin I TV INTERFACE PERSONAL
bl © L.".-fi___.i _____________ 33 | A 91| COMPUTER]
] -
CABLE |  SMART 3 —|
o] MODEM i cARD a7 a7

EX2009, Fig. POR at 15-16; Sur-Reply at 15-16
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Glass: No “sensor, which is tightly coupled to said memory”

* Glass does not discuss the design details of how, if at all, the sensor is connected
to memory; no “conductive leads or traces” under Petitioner’s construction

* Arrows only disclose an operational connection, but fail to identify whether there is
a physical or electrical connection, and therefore fails to teach limitation under POs
construction as well

Tamper Resistant/Responsive Packagin WM
Figure 3
mager
OpUes | pigitizer MuUXx| Opiput %\ *
2 :
4/ llmn‘e\ ‘? / é r49
Frame | Con;rol Commandhl’arama Comm Host
Store A Leogie T I .4 Interface | Comms
) S TTITX 2]
EX1003 (Glass), Fig. 3

PORat 16-17, 19
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Rieger — “Digital Image Recording for Court-Related
Purposes”

* Depicts a camera which creates image datafroma  Digital Camera A)))))))) @
CCD sensor and saves to RAM l__

b e
* Some components, including the CCD sensor, CPU, ‘
and RAM, as well as connector cables, are in a e T - g AN =
specially protected compartment = Ve
* Compartment utilizes an “electrical ‘protective m..a:,.... """""""""""""""" 5

shield’” that automatically deletes a key used to | LR'] -

authenticate images when the compartmentis ®
“drilled or severed” M

EX1006 at 265 EX1006 at Fig. 3
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Reiger: No “sensor, which is tightly coupled to said memory”

* Like Glass, Rieger does not discuss the design details of how the sensoris
connected to memory; no “conductive leads or traces” under Petitioner’s

construction

* Arrows only disclose an operational connection, but fail to identify whether there is
a physical or electrical connection, and therefore fail to teach limitation under POs

construction as well :
Digital Camera l_— Al))))))) @

Removable Memory

EX1006 (Rieger), Fig. 3

POR at 28-29, 34-35
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Glass: No “monitoring the integrity of the tight coupling”

* Both proposed constructions require monitoring the coupling between the sensor

and the memory

* Glass does not monitor the interconnection between the sensor and the memory

* Glass monitors the tamper resistant package surrounding the components, not the

connection itself.

TR R L L I I I I I I R I T IR T I R L X T T X

Tamper Resistant/Responsive Packagin W
Figure 3

T = 42 e W ;

mager
Cpacs Digitizer MUX 03:{':‘ é'\_ 4
:5 \

a lma‘e\ ‘? / / /-49
Frame Control Command;ﬂ’anmn COmmf Host
Store A Logle [ | —Jinterface | Comms

™ & ITTS 17}
EX1003 (Glass), Fig. 3

POR at 20-23
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Glass: No “monitoring the integrity of the tight coupling”

As explained, specification discloses monitoring the integrity of the coupling, not
merely a package or compartment surrounding the coupling

During the o_pcration of the camera, internal secnir-ity 14 is
monitored to detect the integrity of the tight coupling of the
sensor set and the recorder 6.

EX1001 at 4:65-67

The system checks internal security system 14 to determine if a violation has
been recorded. EX1001 at 5:44-46.

If security is compromised, a security violation is appended to the image.
EX1001 at 6:64-66.

Specification monitors the sensor and the memory

POR at 21
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Glass: No “monitoring the integrity of the tight coupling”

* Glass monitors the tamper resistant package, not the connection between the

sensor and the memory.

Tamper Resistant/Responsive Packagin W
. /Figure 3
Imager & [ e ‘ /
4
Optics | pigitizer MUX| % 2\— ‘
; '

41 Image “/ g F49
Frame Conirol Command;fl’aums COmmﬁ Host
Store A Logte .| .| Interface | comms

Y Fr1rs 17}
EX1003 (Glass), Fig. 3

POR at 22
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Rieger: No “monitoring the integrity of the tight coupling”

* Similar to Glass, Rieger monitors a “secure compartment,” not the connection
between the sensor and the memory.

* Rieger’s compartment utilizes an “electrical ‘protective shield’” (shown as
“Protected Section” in the Figure) that automatically deletes a key used to
authenticate images when the compartment is “drilled or severed.”

Digital Camera I— A”)))))) @

Removable Memory

EX1006 (Rieger), Fig. 3 POR at 35-37
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Glass: No “error signal that is displayed to a user”

* Claim 1 requires “generating an error signal that is displayed to a user to indicate
that said stored data stream is not authentic”

Glass does not display error signals to the user

Transaction results are written to a log file on the server, but this is not displayed to
the user when any error is detected

A log file is potentially never viewed unless the user opens it; no certainty that the
error will actually be displayed to the user

Because the log file is on a server, some users may have no access

POR at 23-25; Sur-Reply at 18-19
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Glass: No “ok signal that is displayed to a user”

* Forthe same reasons as for the “error signal” limitation, Glass fails to disclose

“generating an ok signal that is displayed to a user to indicate that said
stored data stream is authentic”

* Transaction results, including successful transactions, written to a log file are
not displayed to the user when any error is detected

* Unless the user opens the log file, the results will never be displayed
* Log file is on a server, and some users may have no access

POR at 25-27; Sur-Reply at 18-19
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Rieger: No “error signal that is displayed to a user”

* Rieger does not depict or describe generating an error signal

* Petitioner relies upon a frowning face image in a figure, but the figure depicts how
authentication is performed, not what, if anything, is presented to the user

* The text of Rieger discuss hashing, but there is no discussion regarding how, or if,

results are provided to users
Integrity & Authenticity

©
Encryption Decryption
with private key with public key
EX1006 (Rieger), Fig. 7 POR at 38-39; Sur-Reply at 19-20
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Rieger: No “error signal that is displayed to a user”

* Forthe same reasons as for the “error signal” limitation, Rieger fails to disclose
“generating an ok signal that is displayed to a user to indicate that said stored data
stream is authentic”

* The “smiling face” in Rieger Figure 7 is not described as being displayed to users

* Figure 7 is directed to describing the hashing/authentication process, not how results of the
process are communicated to users
Integrity & Authenticity

(Appendix of Document)

with private key with public key

EX1006 (Rieger), Fig. 7 POR at 40-41; Sur-Reply at 19-20
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V. Serret-Avila Reference (Grounds 5-8)
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Serret-Avila - U.S. Patent No. 6,959,384

* Allows a recipient of data to verify authenticity on-the-
fly

» Utilizes a chain of check values

* Asigned hash is used to verify other hash values in the
hierarchy

As blocks of data are verified, they may be released
for use by the receiving system

EX1011, Abstract, 7:31-34

a2 United States Patent

Serret-Avila

u

SO0GI59384B1

10y Patent No.: US 6,959,384 B1
(4%) Date of Patent: Oct. 25, 2005

(54)  SYSTEMS AND METHODS FOR
AUTHENTICATING AND PROTECTING THE
INTEGRITY OF DATA STREAMS AND
OTHER DATA

(75) lnvemtor:  Xavier Serret-Avila, Santa Clars, CA
(us)

(73) Assigoee: Intertrust Technologles Corporation,

Suanyval, CA (US)

(") Notie:  Subject 1o any disclaimes, the tcm of this
patent is extceded o adusied under 35
US.C. 154(b) by O days.

21) Appl. No.: 09/843,750

(22) Fikd:  Apr. 5, 2000

Related US. Application Data
(60)  Provisional application No. 60170828, filed o6 Dec.
14, 1999,

(51) It O HO4L 9,00
(52) Us.Q TIV176; TIVI61; TIVIGS
—— ) ¢ ]

(5%)  Field of Search
(36) Refervaces Cited

US. PATENT DOCUMENTS.

A8 A KIS0 Hellaaa ot ol
430,50 A V1982 Markle
S3T3860 A 121994 Haber et al.
SARSSUS A 11998 Fraser ot al.
60017 A ¢ 12199 Geanso o

OTHER PUBLICATIONS

Schocice, Bruce, ~Applicd Cry,

1996 [SBN 0-471-11709-9 pp. 43

Rosario Geanaro, <t al, How fo Sign Digita! Sireams,

Advances i Cryplobogy—CRYPTO ‘97 (Aug. 17-21,

1997), vol. 1294 of Lecture Notes, Springer-Verlag, 1998,

P 150197,

graphy sccvnd cdition™
3, 4340

Stuart Haber, ¢t al, How to Time-Stamp a Digital Documens,
Advances in Cryprography-Crypeo 90, Springer-Verlag,
1991, pp. 43748
Moni Naor, et al., Universal One-Way Hash Functions and
their Cryprographic Appiications, Proscedings of the
Tweaty Fint Aonwal ACM Symposium oo Theory of
Computing (May 15-17, 1989), ACM Press, 1989, pp.
3343

Alfred J. Menezes, ct al., Chapter 9: Hash Functions and
Data Insegrity, Handbook of Applied Cryprography, CRC
Press, 1997, pp. 321383,

(Continucd)
Primary Examiner—Gregory Morse
Assistant Examinee—Christopber J. Brown
(74) Amorney, Agowt, or Firm—Finoegan, Henderson,
Farabow, cit, & Dunoer, LLP

50 ABSTRACT

Systems and methods are disclosed for enabling a recipicnt
of a cry i goed ehecronic o
werify the authenticity of the communication on-the-fly
weing 3 signed chain of check values, the chain being
constructed from the original content of the communication,
and each check valic in the chain being at least pantially
dependent on the signed mot of the chain and a portion of
the communication. Faull tolerance can be provided by
including emor-check valoes in the communication that
eaable a decoding device o maintain the chain’s security in
the face of communication erroes. In one embodiment,
syslcs and methods are provided for cnabling sccure
quasi-random access 10 3 coaleal fil by comtructiog 3
biceaschy of hash values from the file, the hicrarchy deaving
its security in 3 manncr similar 1o that wsed by the above-
described chain. The hicrarchy culminaics with s signed
hash (hst can be used o verify the intcgrity of other bash
valwes in the hicrarchy, and these otber bash values can, in
turn, be used 1o cfficicatly verify the sutbeaticity of arbitrary
postions of the conteat file,

40 Claims, 21 Drawing Sheets

EX1011
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Serret-Avila - U.S. Patent No. 6,959,384

* When a hash value check fails, the system takes
defensive action, which can include displaying a
warning or error message on a display. EX1011, 10:37-
45.

* When a hash value check succeeds, the relevant sub-
block may be released for use. EX1011, 10:28-30.
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>{

Serret-Avila: Non-Analogous Art

* Grounds 4-8 attempt to combine Serret-Avila with Glass/Rieger

* Glass and Rieger (like the ’828 Patent) are generally directed to

authenticating images, while Serret-Avila is directed to data generally, but
not to images specifically

* Serret-Avila is not directed towards authenticating digital images

* Rieger: “itis becoming increasingly difficult to detect and show proof of
professional image manipulation aided by digital methods” (EX1006 at 1)
* Different fields — Serret-Avila is not in the field of image authentication

* Not reasonably pertinent because using parameters associated with images would not
be applicable to general data, including non-image data

POR at 44-45; Sur-Reply at 20-21
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>{

Serret-Avila: No Motivation to Combine

* Glass — Offline system recording authentication determinations in a log file
on a server

* Rieger — No discussion of how authentication determinations would be
communicated to users

* Serret-Avila — utilizes an online system where sub-blocks are available for
use as they are authenticated

* All three references involve differing, and incongruent, ways of

communicating determinations to users due to the divergent online/offline
natures of the systems

POR at 46; Sur-Reply at 21-22
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>{

Serret-Avila: No “ok signal that is displayed to a user

* Claim 1 requires “generating an error signal that is [Receve PRst 100 stuoty 02
displayed to a user to indicate that said stored data stream I i [
is not authentic” | CHECK_V:«L=H(C1)‘ |~ 506

* Hash value check failures result in defensive actions, (_romercuaioor. ¥—
including a warning message on the display screen. L S S— 510
EX1011 at 10:39-45 s [ MOORHENENPN |

« BUT there is no opposite (i.e., an ok) message to the user ogrENSIve - < SRRV
when the value check passes oo s

1

* The sub-block may be released for use. EX1011, 10:28-30. I CHEGKVALUS = Hii] 520
But no actual “ok” signal is discussed in Serret-Avila [ onewen, |,

(__ ANY MORE BLOCKS? )L‘Es—

NO
Fie.

EX1011, Fig. 5
POR at 47-49; Sur-Reply at 23-24
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>{

Serret-Avila: No “ok signal that is displayed to a user

* Petitioner argues that releasing the block for use is an OK IRECE'VEF'RSTfLOCK-S«Htc'))'hm
signal. But, there is no ok signal; whatever activity the I ision Fooor
block relates to merely continues [ creck vaL=rCty 506

* Analogy: A car that keeps running is not displaying a signal to the ( Fomc:smcx.pr Y
driver; itis only operating normally [ nsn BL:,CK, wen st

. Some data streams described in Serret-Avila are not visual; e.g., 616 F(Cl')awé(%ﬁwmeo bosie
audio data that would be played on speaker. EX1011 at 15:47-50 ! wor »

+ Even forimages, one image may be composed of multiple blocks, oErENSive (- EAUAL < Coumane 1 TO
and there is no way to know whether any particular block is “ok” or if QUAL

| reeaseslock. i |~-s18

it has an error based upon whether an image is displayed -
[ crEcK vALUE = Hicis1y |~ 520

I INCREMENT i |

522
( mvmoné BLOCKS? )L‘Es—
NO
e s

EX1011, Fig. 5
POR at 47-49; Sur-Reply at 23-24
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DEMONSTRATIVE EXHIBIT - NOT EVIDENCE
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