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“Generating an Error/OK Signal”
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Petitioner’s Reply

Patent Owner largely agrees with Petitioner’s 
definition of a POSITA but disagrees that 
such a person would have “experience 
involving image processing.”

Paper 18 at 1

Petitioner’s definition is well supported.
• Expert witness Dr. Xiong provides the legal 

framework for his opinion. (EX1003, ¶¶27-29)

• Dr. Xiong cites evidence supporting his 
opinion. (EX1003, ¶81-89; EX1029, ¶3-9)

Patent Owner’s definition is not.
• Expert witness Mr. Davis provides no legal 

framework for his opinion. (EX2005, ¶¶17-49)

• Mr. Davis cites no evidence supporting his 
conclusory opinion. (EX2005, ¶56)
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Patent Owner makes one argument regarding the 
definition of a POSITA …

Patent Owner’s Sur-Reply

II. PATENT OWNER’S EXPERT IS A POSITA WITH 
EXTENSIVE EXPERIENCE IN THE AREA OF COMPUTER 
SECURITY, WHICH IS THE FOCUS OF THE ‘828 PATENT
*****
Patent Owner’s expert, Mr. Davis, has extensive experience in 
the field of computer security, which is the actual focus of the 
’828 Patent and its claims.

Paper 23 at 2-3

Patent Owner’s Response

However, the ’828 Patent is primarily directed to digital security 
and authentication.
*****
However, these are concepts primarily addressed in digital 
security rather than image processing.

Paper 16 at 4-5

Patent Owner makes another argument regarding the 
prior art …

Patent Owner’s Sur-Reply

Because Serret-Avila is from the field of internet transactions or 
e-commerce security, while the ’828 Patent, Glass, and Rieger 
are in the field of digital image security, a POSITA would regard 
them as representing separate fields.
*****
Instead, as explained in POR, a POSITA would regard the field 
of digital image validation (of the ’828 Patent) as a separate field 
of endeavor from the field of internet security (of Serret-Avila) 
because validation of digital images to ensure the integrity and 
authenticity of the images involves unique problems specific to 
detecting manipulation of images.
*****
Nor would Serret-Avila be pertinent to the particular problem 
with which the inventor is involved because Serret-Avila is not 
concerned with any aspects of authenticating digital images, and 
it does not address any security considerations specific to digital 
images.

Paper 23 at 21
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Patent Owner makes one argument regarding the 
definition of a POSITA …

Patent Owner’s Sur-Reply

II. PATENT OWNER’S EXPERT IS A POSITA WITH 
EXTENSIVE EXPERIENCE IN THE AREA OF COMPUTER 
SECURITY, WHICH IS THE FOCUS OF THE ‘828 PATENT
*****
Patent Owner’s expert, Mr. Davis, has extensive experience in 
the field of computer security, which is the actual focus of the 
’828 Patent and its claims.

Paper 23 at 2-3

Patent Owner’s Response

However, the ’828 Patent is primarily directed to digital security 
and authentication.
*****
However, these are concepts primarily addressed in digital 
security rather than image processing.

Paper 16 at 4-5

Patent Owner makes another argument regarding the 
prior art …

Patent Owner’s Sur-Reply

Patent Owner’s Response

Serret-Avila is not directed towards authenticating digital 
images, nor does Serret-Avila even reference authenticating 
digital photographs or images.

Paper 16 at 44

However, Serret-Avila does not even once use the term “image.”
Paper 23 at 21
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Petitioner’s Reply

Patent Owner presumably disputes the 
reference to “experience involving image 
processing” in the definition of a POSITA 
because his expert witness, Mr. Davis, does 
not have any such experience.
*****
Because Petitioner’s definition of a POSITA 
is correct and because Mr. Davis does not 
meet it, his opinions from the perspective of 
such a person should be disregarded.

Paper 18 at 2-3

Petitioner’s expert qualifies as more than a POSITA
• Dr. Xiong exceeds the qualifications under Petitioner’s 

definition. (EX1003, ¶88)

• Dr. Xiong also qualifies as a POSITA under Patent 
Owner’s definition. (EX1029, ¶11; EX1003, ¶5)

• Patent Owner’s argument that Dr. Xiong does not 
qualify as a POSITA is a new argument. (Sur-Reply at 21; 

POR at 4-5)

Patent Owner’s expert is not qualified as a POSITA
• Patent Owner’s expert is not a POSITA under 

Petitioner’s definition. (Reply at 3)

• Patent Owner does not argue otherwise. (Sur-Reply at 3-4)
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Burden of Proof
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Patent Owner’s Expert

35 U.S.C. § 316
(e)EVIDENTIARY STANDARDS.—
In an inter partes review instituted under 
this chapter, the petitioner shall have the 
burden of proving a proposition of 
unpatentability by a preponderance of 
the evidence.

19.  I understand that each claim of an issued patent is 
presumed to be valid.  A party challenging the validity of a 
patent claim must present clear and convincing evidence to 
overcome the presumption of validity.
*****
30.  I understand that invalidity must be shown by clear and 
convincing evidence.  Furthermore, I understand that clear 
and convincing evidence means that it is highly probable 
that the fact is true.
*****
49.  For an obviousness combination, obviousness must be 
proven by clear and convincing evidence such that a 
POSITA at the time of the alleged invention would have had 
a reason (or reasons) for combining the teachings of those 
prior art references to achieve the claimed invention, and 
that same POSITA would have had a reasonable expectation 
of success from combining those teachings.

EX2005 
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Glass or Rieger Combined with Serret-AvilaGlass or Rieger Combined with Serret-Avila

“A Sensor, Which Is Tightly Coupled to Said Memory”

Definition of a POSITA/Burden of Proof

“Generating an Error/OK Signal”

“Monitoring the Integrity of the Tight Coupling”
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

“tightly coupled”

“The term ‘tightly coupled’ is not a term of art and is not 
defined by the patent.”

“The term ‘tightly coupled’ is a term of degree (i.e., the 
sensor and memory are not merely “coupled,” they are 
“tightly coupled”)….

Pet. at 9

Iridescent Networks, Inc. v. AT&T Mobility, LLC, 933 F.3d 1345, 1353 (Fed. Cir. 2019)

Reply at 4

[B]ecause the disputed term is a coined term, meaning it has no ordinary 
and customary meaning, the question is whether the intrinsic evidence 
provides objective boundaries to the scope of the term.
* * * * *
In these circumstances, where there is no clear ordinary and customary 
meaning of a coined term of degree, we may look to the prosecution 
history for guidance without having to first find a clear and unmistakable 
disavowal.
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1002, 277
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“a Sensor, Which Is Tightly Coupled to Said Memory”
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1002, 277

Petitioner’s Construction

“a sensor coupled to said memory via conductive traces or 
leads”

Pet. at 10
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic. EX1005, 5:46-55

Pet. at 26
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Pet. at 26

Petitioner’s Expert (Dr. Xiong)

Figure 3 shows “Optics,” “Imager & Digitizer,” and “Frame Store” electrically 
connected together within an “Imaging System,” which itself is contained in a 
“Tamper Resistant/ Responsive Packaging.” The figure illustrates a “data path” 
connecting the Optics/Imager/Digitizer (including a sensor) to Frame Store 
(including memory). EX1005, 5:46-48. The illustrated data path from the sensor to 
memory indicates that the components are electrically connected by conductive 
leads or traces within imaging system 4. Therefore, the sensor and memory are 
tightly coupled (based on the construction of that term discussed above).

EX1003, ¶171
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic. EX1005, 5:46-55

Pet. at 26
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Pet. at 26

Petitioner’s Expert (Dr. Xiong)

Glass states that the optical sensor can be a “CCD camera, a CMOS device or other 
two dimensional imager which creates a digital image.” EX1005, 5:49-52. A 
POSITA would recognize a CCD (charge-coupled device), CMOS (complementary 
metal-oxide semiconductor), or other two dimensional imager that creates a digital 
image to be integrated circuits. Integrated circuits include leads (i.e., conductive 
wires or balls) used to electrically connect the integrated circuit to a circuit board. 
… The leads are connected to traces, which are conductive wires running through a 
circuit board to interconnect components. … The arrow from the sensor to the 
memory in Figure 3 indicates that those components are electrically connected so 
that image data can flow from the sensor to the memory. EX1029, ¶14
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Petitioner’s Construction

“a sensor coupled to said memory via conductive traces or 
leads”

Pet. at 10

EX1035, 3

EX1032

EX1030, 1

EX1033, 3
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Pet. at 26

Petitioner’s Construction

“a sensor coupled to said memory via conductive traces or 
leads”

Pet. at 10


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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Pet. at 26

Petitioner’s Expert (Dr. Xiong)

Thus, the arrow from optics 41/imager & digitizer 42 to frame store 43 shows “a 
sensor that is electrically…coupled to memory in a device” as required by Patent 
Owner’s proposed construction.

EX1029, ¶14


Patent Owner’s Construction

“a sensor that is electrically or physically coupled to 
memory in a device”

POR at 9
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Pet. at 43-46

EX1006, 4

EX1006, 4

After recording, the processor reads the image
data from the CCD sensor and saves these to
the RAM. The image file is then compressed
(e.g. in the JPEG format), signed and saved to a
removable memory medium (floppy disc,
semiconductor memory, etc.) or transmitted
directly to an external computer.

Figure 3 shows the basic conceptual diagram
for a digital camera of this kind. The camera
processor consists essentially of a high-speed
RISC processor, an interface to the CCD chip,
serial or parallel ports, an interface to a RAM, a
signature chip with a secret key and a data-
compression block. Data transfer from the
digital camera to an external computer can be
effected via a removable memory medium or a
suitable parallel or serial port on the camera.
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Pet. at 43-46

Petitioner’s Expert (Dr. Xiong)

EX1003, ¶228

EX1003, ¶232

The arrows in Figure 3 illustrating a data path from the sensor to memory indicate 
that the components are electrically connected by conductive leads or traces within 
the protected section of Rieger’s manipulation-proof camera.

A person of ordinary skill in the art would understand that these connections would 
be made using conductive traces and leads, including to transmit information 
between those components.
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Pet. at 43-46

Petitioner’s Expert (Dr. Xiong)

EX1029, ¶15

Rieger states that “[t]he camera processor consists essentially of a high-speed 
RISC processor, an interface to the CCD chip,…[and] an interface to a RAM….” 
EX1006, 4. A “high-speed RISC processor” (CPU), “CCD chip, and “RAM” are 
integrated circuits commonly interconnected by leads and traces on a circuit board. 
[citations omitted]  Further, Rieger states that the CCD-Sensor, CPU, and RAM are 
inside a “Protected Section” of the digital camera (EX1006, 4), suggesting to a 
POSITA that the connection between those components should be secure, as it 
would be if the connections were made using conductive leads and traces. 
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Pet. at 43-46

Petitioner’s Construction

“a sensor coupled to said memory via conductive traces or 
leads”

Pet. at 10


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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Petitioner’s Expert (Dr. Xiong)

Thus, the arrow from CCD-Sensor to RAM via the CPU shows “a sensor that is 
electrically…coupled to memory in a device” as required by Patent Owner’s 
proposed construction.

EX1029, ¶15


Pet. at 43-46

Patent Owner’s Construction

“a sensor that is electrically or physically coupled to 
memory in a device”

POR at 9
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Patent Owner’s Response

Because a POSITA would know that there were many ways to 
connect a CCD camera to either a processor or memory, Dr. Xiong 
has not shown that Glass teaches that the specific connection 
between Optics and Camera 6 and Digitizer and Frame Store 8 is by 
conductive traces or leads. EX2005 at ¶72.

Paper 16 at 14; see also id. at 31
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX2007 EX2009EX2008

Coaxial Cable SatelliteWireless

Glass Rieger
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1003, ¶171

Institution Decision

Paper 8 at 18 n.6

Applicant’s March 16, 2004 Preliminary Amendment asserted 
“in accordance with the present invention, the claimed ‘tight 
coupling’ requires that the connections between the sensor and 
the memory not be physically accessible to a user.” Ex. 1002, 
292. Should the construction of “tight coupling” continue to be 
an issue during trial, we invite the parties to address its 
construction in consideration of the intrinsic evidence in the 
manner asserted in the March 16, 2004 Preliminary Amendment.

EX1002, ¶292
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1002, 292

• The statement supports Petitioner’s construction of “monitoring the 
integrity of the tight coupling between said memory and said sensor….” 
(Pet. at 11)

• The description of the “present invention” is also true of Glass and Reiger, 
which is a further evidence they disclose the “utilizing” and “monitoring” 
limitations. (Pet. at 27-28, 46)

• If the construction of “a sensor, which is tightly coupled to said memory” is 
modified to require that they “are not physically accessible to the user,” 
Glass and Rieger still disclose the limitation. (Reply at 7)
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1001, 4:62-67

EX1001, 5:44-49

EX1001, 6:64-67
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1002, 292-293
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1002, 292
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Petitioner’s Construction

“determining whether physical access has been gained to 
the coupling between said memory and said sensor”

Pet. at 11

EX1002, 293

EX1002, 292
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1005, 5:13-20
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1005, 5:20-25
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1005, 5:25-34
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Quote the file history at 292

EX1002, 293


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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1006, 4

The secure compartment can be protected, for
example, by an electrical “protective shield”.
When this is drilled or severed, a change in
potential is triggered and detected by the
processor, which then automatically deletes
the secret key stored in the signature chip.
This ensures that image data cannot be altered
without detection prior to application of the
signature.
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Quote the file history at 292

EX1002, 293


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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Patent Owner’s Response

Paper 16 at 9

However, the claim term requires “monitoring … the tight 
coupling” between the memory and the sensor specifically.
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1005, 9:61-64

EX1005, 10:54-58



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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Patent Owner’s Sur-Reply

The mere possibility of display is therefore insufficient.
*****
In short, the issue is not temporality but rather certainty, as 
required by the claim language.

Paper 23 at 18-19

• This is a new argument. (See POR at 23-25)

• The argument is legally invalid because “combinations of prior 
art that sometimes meet the claim elements are sufficient to 
show obviousness.”  Unwired Planet, LLC v. Google Inc., 841 F.3d 
995, 1002 (Fed. Cir. 2016)

• There is no dispute that log files will at least “sometimes” be 
displayed to a user (e.g., as evidence).
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Patent Owner’s Sur-Reply

Because the information is recorded on the server, the user 
may not have access to the log files.  For example, system 
log files are routinely available only to administrators of a 
server.

Paper 23 at 18-19
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

hash
function

hash
function
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

The advantage of this process lies in the fact
that only a (relatively) short hash value must be
stored or transmitted in a secure manner – and
not the entire text. If such a hash process is
openly disclosed and described to every user,
any user can compute the hash value himself on
the basis of the original plain text and
determine, through comparison, whether the
value transmitted by the sender is identical with
his own result. In this way every user can check
to determine whether a given hash result can
actually be assigned to a specific message.

EX1006, 11-12

THE INTEGRITY TEST
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1006, 1

EX1006, 3

EX1006, 3

Reflections regarding the basic configuration of a manipulation-proof digital camera capable of
meeting the stringent integrity and authenticity requirements imposed for images presented as
evidence in court will be discussed. We propose the use of a suitable digital signature, a method

Digital Image Recording for Court-Related Purposes

Requirements for digital photographs 
in police work

Prior to introduction of digital photo and video
technology for police use on broad basis, the
following requirements must be imposed upon
that technology for the purpose of ensuring the
integrity and authenticity of images presented
as evidence in court:

• It must be possible to verify image integrity
in order to ensure effective protection of
digital image data against unauthorized
alteration.

• Necessary or useful image-processing
techniques (format conversion, scaling,
contrast enhancement, compression, etc.)
applied must be identifiable.

Simple, published techniques must be available
to ensure that the integrity and authenticity of
images and supplementary data can be verified
by third parties.
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

Petitioner’s Expert

The frowning face image indicates to a person of ordinary skill 
in the art that if said first and second signatures are not the same, 
Rieger’s integrity test generates an error signal (like a frowning 
face) that is displayed to a user to indicate that said stored data 
stream is not authentic.  Such a person would recognize that the 
integrity test would have little or no use if it did not provide such 
an indication to the user when an image is not authentic.

EX1003, ¶257

The smiling face image indicates to a POSITA that if said first 
and second signatures are the same, Rieger’s integrity test 
generates an ok signal (like a smiling face) that is displayed to a 
user to indicate that said stored data stream is authentic.  
Displaying such a message to the user would be an obvious 
design choice for a person of ordinary skill in the art.  It would 
require little effort and provide the user with a clear indication 
that the document/image has been validated.

EX1003, ¶260

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Glass or Rieger Combined with Serret-Avila

“A Sensor, Which Is Tightly Coupled to Said Memory”

Definition of a POSITA/Burden of Proof

“Generating an Error/OK Signal”

“Monitoring the Integrity of the Tight Coupling”

52
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1011, 10:24-27
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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1011, 10:33-36

EX1011, 10:37-43


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1. A method for authenticating a data stream stored in a data 
file in memory, said method comprising the steps of:

storing a data stream in a data file in a memory;

utilizing a sensor, which is tightly coupled to said memory, to 
generate at least one internal and unique parameter;

monitoring the integrity of the tight coupling between said 
memory and said sensor when said at least one internal and 
unique parameter is generated, and, if said integrity is 
compromised, then also providing an indication of said 
compromised integrity;

utilizing a signature protocol to generate a first signature 
based on said data stream and said at least one parameter, 
said first signature being generated without altering said data 
stream and being appended to said data file in said memory;

utilizing said signature protocol to generate a second 
signature based on said data stream;

comparing said first signature to said second signature,

if said first and second signatures are not the same, then 
generating an error signal that is displayed to a user to 
indicate that said stored data stream is not authentic, and

if said first and second signatures are the same, then 
generating an ok signal that is displayed to a user to indicate 
that said stored data stream is authentic.

EX1011, 10:28-33

EX1011, 15:47-50


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Analogous Prior Art

56

Patent Owner’s Response

Paper 16 at 46

In evaluating whether a reference 
is analogous, we have consistently 
held that a patent challenger must compare the 
reference to the challenged patent.

Sanofi-Aventis Deutschland GmbH v. Mylan Pharmaceuticals Inc., 
66 F.4th 1373, 1377 (Fed. Cir. 2023)

Consequently, Serret-Avila is not analogous art with 
Glass and Rieger.
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Analogous Prior Art
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Patent Owner’s Sur-Reply

II. PATENT OWNER’S EXPERT IS A POSITA WITH 
EXTENSIVE EXPERIENCE IN THE AREA OF COMPUTER 
SECURITY, WHICH IS THE FOCUS OF THE ‘828 PATENT
*****
Patent Owner’s expert, Mr. Davis, has extensive experience in 
the field of computer security, which is the actual focus of the 
’828 Patent and its claims.

Paper 23 at 2-3

Patent Owner’s Response

However, the ’828 Patent is primarily directed to digital security 
and authentication.
*****
However, these are concepts primarily addressed in digital 
security rather than image processing.

Paper 16 at 4-5

Patent Owner’s Sur-Reply

Paper 23 at 20-21

Serret-Avila is non-analogous art to the ’828 Patent 
as well as to the Glass and Rieger.
*****
Because Serret-Avila is from the field of internet 
transactions or e-commerce security, while the ’828 
Patent, Glass, and Rieger are in the field of digital 
image security, a POSITA would regard them as 
representing separate fields.
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Patent Owner’s Sur-Reply

Paper 23 at 20-21

Serret-Avila is non-analogous art to the ’828 Patent 
as well as to the Glass and Rieger.
*****
Because Serret-Avila is from the field of internet 
transactions or e-commerce security, while the ’828 
Patent, Glass, and Rieger are in the field of digital 
image security, a POSITA would regard them as 
representing separate fields.

EX1011, 6:13-18

EX1011, 9:8-11

EX1011, 23:6-11
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Analogous Prior Art
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Patent Owner’s Sur-Reply

Paper 23 at 20-21

Serret-Avila is non-analogous art to the ’828 Patent 
as well as to the Glass and Rieger.
*****
Because Serret-Avila is from the field of internet 
transactions or e-commerce security, while the ’828 
Patent, Glass, and Rieger are in the field of digital 
image security, a POSITA would regard them as 
representing separate fields.

Petitioner’s Expert

Petitioner’s Expert

Serret-Avila discloses a technique for authenticating data streams 
that is described largely in the context of video, audio, and other 
multimedia data.
*****
Thus, Serret-Avila, like the ’828 Patent, is in the field of 
endeavor involving processing data streams including digital 
images.

EX1029, ¶28

In addition, Serret-Avila and the ’828 Patent both address the 
problem of authenticating data streams including digital images.
*****
Thus, Serret-Avila, like the ’828 Patent, addresses the problem of 
authenticating data streams including digital images.

EX1029, ¶29
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Motivation to Combine
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Petitioner’s Expert

Petitioner’s Expert

A person of ordinary skill in the art would have been motivated to provide in Glass’s system an indication to a user 
that the image is either authentic or not as taught by Serret-Avila. Indeed, Glass suggests this by stating that each step 
of the authentication process is logged, which would permit subsequent user review. EX1005, 9:61-62, 10:54-58, 
Figs. 7, 8. Failing to indicate the results of the authentication process to a user would frustrate the purpose of the 
invention. Serret-Avila teaches employing defensive measures such as displaying a “warning or error message” when 
an image is deemed unauthentic. EX1011, 10:39-45. In Glass’s system, such a warning or error message would alert a 
user attempting to access sensitive information that their biometric data had been corrupted or fraudulently modified 
and would permit the user to respond appropriately (e.g., by discontinuing use of the system). Similarly, a user 
monitoring Glass’s system (e.g., a system administrator) would be alerted to any fraudulent attempt to access 
sensitive information so that he or she could take immediate remedial action. Similarly, a message indicating that the 
biometric image data is authentic would reassure a user that the system is operating as intended and is free of 
fraudulent activity.

EX1003, ¶287

A person of ordinary skill in the art would have been motivated to combine Glass with Serret-Avila and would have 
been able to do so with a reasonable expectation of success. It would have been a simple matter for such a person to 
program Glass’s system to provide an error or ok message to a system user.

EX1003, ¶288
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Petitioner’s Expert

Petitioner’s Expert

A person of ordinary skill in the art would have been motivated to provide in Rieger’s “integrity test” an indication to 
a user that the image is either authentic or not as taught by Serret-Avila. Rieger suggests as much by illustrating in 
Figure 7 either a smiling or frowning face icon to indicate whether the image is authentic or not authentic. EX1006, 
12. Serret-Avila teaches employing defensive measures such as displaying a “warning or error message” when an 
image is deemed unauthentic. EX1011, 10:39-45. In Rieger’s integrity test, such a warning or error message would 
provide an unequivocal indication to the user whether the image is authentic or not. A message indicating the image 
is authentic, would allow the user to rely on the image. This is the entire point of Rieger’s integrity test. EX1006, 11-
12. Failing to indicate the results of authentication to the user would frustrate the purpose of the invention.

EX1003, ¶290

A person of ordinary skill in the art would have been motivated to combine Rieger with Serret-Avila and would have 
been able to do so with a reasonable expectation of success. It would have been a simple matter for such a person to 
program Rieger’s integrity test to provide an error or ok message to a user attempting to authenticate an image 
captured by Rieger’s manipulation-proof camera.

EX1003, ¶291
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