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EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

As set forth below, the Accused Products and their referenced structures and functions are designed to and do operate in an infringing 
manner and perform the claimed systems and methods each and every time an Accused Product is used as intended (i.e., to connect to 
a Wi-Fi network). The following claim chart sets forth exemplary evidence demonstrating Secure Wi-Fi's infringement theories, and 
showing where in the Accused Products each element of the asserted claims is found. The evidence included below for particular 
Accused Product(s) is exemplary, and is representative of infringement by other Accused Products, including those that use Android 
OS 10 or above or Wear OS 3 or above, as those products employ the same or similar structures and functionality in the same manner. 

This claim chart specifically addresses infringement of the asserted claims by Samsung's Accused Products using Android OS 10 or 
above or Wear OS 3 or above. These infringement contentions are illustrative rather than exhaustive. Although the Samsung Accused 
Products may differ in some respects, for example use of different operating systems, SOCs, mobile platforms, chipsets, and/or 
connectivity systems, any differences are not relevant with respect to the asserted claims of the '005 patent or Secure Wi-Fi's 
infringement allegations. On information and belief, the evidence cited in this claim chart is representative of how the other accused 
products would operate under similar conditions. Excerpts below may be annotated to highlight certain information, aid in readability, 
or for some other purpose. The annotations are not limiting. 

The Accused Products listed herein are not exhaustive. Secure Wi-Fi accuses any Samsung products with substantially similar MAC 
Randomization functionality to the expressly listed Accused Products. Moreover, it may be that the same underlying products have 
multiple identification numbers based on, inter alia, differences in geographic sales locations, customers, product colors, or other 
features that do not affect the structure and operation of such products and the infringement allegations herein. Secure Wi-Fi asserts 
that any such products infringe the asserted claims for the same reasons as identified herein. 

This infringement analysis is preliminary, and Secure Wi-Fi's investigation into Samsung's infringement is ongoing. Secure Wi-Fi 
reserves the right to provide additional theories under which Samsung products infringe this patent. 

Secure Wi-Fi reserves the right to supplement or modify these contentions as appropriate upon receipt of further information and 
discovery, or as otherwise permitted by the Court. Secure Wi-Fi has not completed its investigation of the facts in this case. For 
example, Defendant Samsung has not yet made complete production of technical documents for the Accused Products and algorithms 
discussed herein. Secure Wi-Fi reserves the right to provide additional theories under which Samsung products infringe this patent. This 
chart is being provided pursuant to the schedule in this case, and Secure Wi-Fi specifically reserves all rights to amend or supplement 
this claim chart with further evidence obtained during the further course of discovery. 
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EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

U.S. Patent No. 9,717,005 Samsung Accused Products 
1. A method performed funder 
control of an end device, the 
method comprising: 

To the extent the preamble is limiting, the Accused Products practice a method performed under control of an 
end device. 

The Accused Products include Android OS 10 or above or Wear OS 3 or above. Each Accused Product includes 
an SoC and Wi-Fi connection functionality. As a specific example shown below, the Galaxy S23 includes the 
Android 13 operating system, which includes randomized MAC for Wi-Fi connections. It comprises an SoC, 
Snapdragon 8 Gen 2, a Wi-Fi chipset, and FastConnect. It connects to a Wi-Fi network using the Wi-Fi chipset. 
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Galaxy S23  

liii 

Super fast processing 

Snapdragon() 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone 

Chipset 

RAM & 

Storage 

Galaxy S23  

Snapdragon 8 Gen 2 for 

Galaxy 

8+128GB, 8+256GB (UFS 

3.1) 

6.1" FHD+ Dynamic 

AMOLED 2x, 120Hz 

Adaptive Refresh Rate, 

425ppi, 1,750nit (outdoor 

peak) 

Android 13 / One Ul 5.1 

Galaxy S23+ 

Snapdragon 8 Gen 2 for 

Galaxy 

8+256GB, 8+512GB (UFS 

4.0) 

6.6" FHD+ Dynamic 

AMOLED 2x, 120Hz 

Adaptive Refresh 

Rate,393ppi, 1,750nit 

(outdoor peak) 

Android 13 1 One Ul 5.1 

Galaxy S23 Ultra 

Snapdragon 8 Gen 2 for 

Galaxy 

8+256GB, 12+512GB, 

12GB+1TB (UFS 4.0) 

https://www.androidnolice.com/samsung-galaxy-s23/ 

https://www.youtube.com/watch?v=BadWvxWe8y8 
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Display 

Software 

6.8" QHD+ Dynamic AMOLED 

2x, 120Hz Adaptive Refresh 

Rate, 500ppi, 1,750nit 

(outdoor peak) 

Android 13 / One Ul 5.1 
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MAC address type 
Randomised MAC 

Quick Share 

IP settings 

Proxy 
r 

Metered network 
Detect autoir 

MAC address 

IP address 

https://www.youtube.com/watch?v=dT63df6nnqU 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 
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Samsung Galaxy S23 / Galaxy 523 Ultra - View MAC Address 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

https://www.youtube.com/watch?v=AaMm2HHwbIO 
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EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

Featuring the Snapdragon X70 5G Modem RF System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm  
FastConnect 7800 Mobile Connectivity System. 

- 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fi 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/ucomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions, including the Snapdragon' X70 Modem-R System, 

the world's fastest and smartest 5G modem-RF system, and Qualcomm'  

FastConnect-  for high-speed and ultra-low latency Wi-R, and the latest 

Bluetooth audio enhancements. 

https://www.gualcomm.cominewskeleases/2023/02/gualcomm-and-samsung-partner-to-bring-the-fastest-

 

snapdragon-eve 

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as Wear OS 3.0. 
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EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

In Android 10, MAC randomization is enabled by default for client mode. SoftAp, and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally, MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information, see MAC Randomization Behavior. 

https://source.android.com/docs/core/connect/wifi-mac-randomization  

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  https://www.reddit.com/r/GalaxyWatch/comments/pcmkj1/galaxy watch 4 wifi mac address/ 

[1 a] receiving a fake device The Accused Products receive a fake device identifier (e.g., randomized MAC address) from a mobile operating 
identifier from a mobile server (e.g., the OS and/or a CPU and associated memory for storing and executing the OS and associated data). 
operating server; 

As shown below, an example of the Accused Products contains an SoC, Snapdragon 8 Gen 2. It also includes 
the Android OS 10 or higher (e.g., Android 13 operating system) and has randomized MAC for Wi-Fi 
connections. The operating system is used to generate a randomized MAC address to be used for when scanning 
or searching for access points, such as for Wi-Fi probe requests. The operating system runs on a CPU of the SoC 
(e.g., the Kryo CPU) of the Accused Product. 
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Galaxy S23 

1 1 1 1 

s'ITTY' 

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/usismartphonesigalaxy-s23/specs/ 
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CPU 
Kryo CPU 

• 64-bit Architecture 
• 1Prime core, up to 3.36 GHz' 

Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.V FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" OHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, 

425ppi, 1,750nit (outdoor 

peak) 

Adaptive Refresh 

Rate,393ppi, 1,750nit 

(outdoor peak) 

Rate, 500ppi, 1,750nit 

(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 .1 One Ul 5.1 Android 13 / One Ul 5.1 

haps://www.androidpolice.com/samsung-galaxy-s23/ 

Snapdragon 

4 Gen 2 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brielpdf 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 
ConrUftivi 

httos://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

oorogerink%N, 

O usik • 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

5.3, NFC 1  5.3, NEC, ultra-wideband NEC. ultra-wideband 
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0 

IP settings 

Proxy 

Metered network 

Quick Share 

MAC address 

IP address 

Quick Share 

IP settings 
, - 

Proxy 

Metered network 

IP address 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm0 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectr" 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/newskeleases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

https://www.youtube.com/watch?v=dT63df6nnqU 

The Accused Products support the Wi-Fi standard. According to the standard, a UE (e.g., the Accused Product) 
inquires about available Wi-Fi access points using a probe request that includes a MAC address. The Accused 
Product uses a randomized MAC address for Wi-Fi probe requests that it receives via the OS. The UE receives 

MAC address type 
rni,rd 

Phone MAC 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 
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EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

probe responses from multiple available access points. It selects a desired access point for connection based on 
the access point capabilities, desired network condition, etc. 

Persistent randomization  

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

riot get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.androi d. com/docs/core/connect/wifi-mac-randomization-b ehavior 

MAC Randomization Behavior  0-

 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-F, network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a WI-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

80:11 :22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

÷- Network details 1Ck 0 

Network usage 
• 

Privacy 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as Wear OS 3.0. 

In Android 10, MAC randomization is enabled by default for client mode. SoftAp, and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally. MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information, see MAC Randomization Behavior. 

https://source.android.com/docs/core/connect/wifi-mac-randomization  

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 
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EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  https://www.reddit.com/r/GalaxyWatchicomments/pcmkj 1 /galaxy watch 4 wifi mac address/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

[lb] transmitting, to an access The Accused Products transmit, to an access point (e.g., a Wi-Fi access point), a probe request frame (e.g., a Wi-
point, a probe request frame Fi probe request) that includes the fake device identifier for the end device (e.g., randomized MAC address). 
that includes the fake device 
identifier for the end device; The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 

send probe requests to access points to inquire about available Wi-Fi access points using a probe request. The 
probe request comprises a sender address field. The UE utilizes a random MAC address as the sender address in 
a probe request. 

The end user device transmits probe requests to identify available access points: 

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scannin2 
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CIFAP 802.11- Probe Request/ Response 
POSTED BY NAYAFtASI :r. CWAP 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( :sive scsmr: ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a Kequest 

management frame asking what network is available on that channel. 
_ 

Probe Request are sent to the broadcast DA address (ff:ff:ff:ff:ff:ff).  Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received, 

STA moves to next channel & repeats the discovery process. 

-.TA sending Probe Request may specify the 55.0 they iooki  (called  directed 
--

 

probe request).  Then only IBSS STA or AP support that SSID will answer. 

(ie pr•:ariz, zi-uu ). This is 

called  Wildcard SSID  or  Null Probe Request. 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

https ://mrricc iew.com/2014/10/27/cwap-802-11-probe-requestresoonse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fl mobile devices to 

discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 

messages contain information about their sources (i.e.. MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

https://www.sciencedirect.com/science/article/abs/pii/S1389128622000196  
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EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a fake MAC 
address. 

MAC Randomization Behavior  o - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and Individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 

For devices running Android 10 or nigher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings,  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

Network details D et 0 

Network usage 

Figure 1. MAC randomization option 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://wvvw.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff  

IP settings 

Proxy 

Metered network 
;11,tr,n1.'it,C.rly 

MAC address type 

MAC address 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 
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EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

  

[lc] receiving, from the access 
point, a probe response frame 
that includes information 
regarding the access point; 

The Accused Products receive from the access point (e.g., Wi-Fi access point), a probe response frame (e.g., a 
Wi-Fi probe response) that includes information regarding the access point. As an example, a probe response 
from a Wi-Fi access point includes the SSID (wireless network name), supported data rates, encryption types, 
capabilities, etc. of the access point. 

The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses from multiple 
available access points. As an example, an access point responds with the probe response when the SSID in the 
probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
of the access point is included in the SSID point list element. As a farther example, an access point responds to 
a probe request when it supports data rates or other requirements of the Accused Products. 

2. APs receiving the probe request check to see if the mobile station has at least one common supported data rate. It they have compatible data rates, a probe response Is sent 

advertising the SSID (wireless network name), supported data rates, encryption types if required, and other 802.11 capabilities of the AR 

https://documentation.meraki.com/MR/Wi-

 

Fi Basics and Best Practices/802.11 Association Process Explained 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type. or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile_ 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 

MAC Randomization Behavior  o- 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Ft network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connectina to a Wi-Ft 

network 

MAC addresses are 48 bits lona and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11 :22 :AA :88: CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

Network details e9 ct 

Network usage 

Figure 1. MAC randomization option 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 
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MAC Randomization Behavior 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 
'Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63 df6nnqU 

IP settings 
DI-OLP 

Proxy 
None 

Metered network 
Dcl iitornaucally 

MAC address type 
Randomised MAC 

MAC address 
26ide-ai Chl I 
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STA 

IEEE 802.11 Probe Request 

AP STA 

    

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802 11 Open System Authentication Request 

IEEE 802_11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802 802 11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.1I-2012.pdf 

Information regarding the access point is included in the probe response, as shown below. 
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Costars. 10 

Infer motion :cow 

The Century element is 
present if dotIlhbanDomunCoponilayActivoted nine ot 
dot I 1 SpectrumhimogemeiSRognued is true or 
doll1RadsoBleasurementAannied is true 

11 Hi Parameters 

12 PH Porters Table 

Qict 15 The Qiiiet elcmen is optionally present if 
dotlISpeetnimisinagentardieqrated is we is if 
dotl1RadiohleosurcumLAanoted is true. 

20 The ROE is present only if dal IRSI4AAannted a true 

BSS Lead The BSS Load clement is prams if dor 1 IQmOptIon.Implenereed 
and dotl1QBSSLoactimplminated are both we 

Trosestomp 

ESCX0i1 imam] 

Capability 

If doll IbleshActicated is ine. the 551D element is the voldend 
value as desenbed in S.42 2 

4 SSID 

Supported rata 

FM Porameter Set The PH Pa:sneer Set element is present union Probe Response 
frames generated by STA., using EH Pin's. 

The DSSS Porometer Set element is present with= Probe Response 
frames generated by STAs ming Clause 16. Clause 17. and 
Clause 19 PHI% 
The DSSS Parameter Set clones is omen: sal= Probe Respome 
frames generated by STAs sung a Clause 20 PBS in the 2 4 GHz 
ba.nd. 

7 DOS Paramews Set 

CF P21211Ider Set 

IBSS Parameter Set 

The CF Prier Set element is present only wet= Probe 
Response frames generated try APs supponmg a PCF 

The 1BSS P21-XSIder Set element is present only within Probe 
Response frames generatedby STAs in an MSS 

The FM Paton:eters element. as speeded in 8 42 11, is optionally 
present if dotIlMulnDonesuCapabilayActrutal is true 

The Hi Panes Table element_ as spec:Lied in $42 12. is opoosally 
present if dal INIslaDosiunCapabtlicriannied is tone 

The Power Constnmt element is present if 
dot 11SpeanmesimageniestReseed as sue and is optionally 
presea if doillRodiakaauementActimted ss nne 

13, Posy Constraint 

Clunnel Snatch 
.4sonouncement 

The Channel Stash Annonixonent element a opticeallypesem if 
dotlISpeerunsnmutementRecruared is we 

It 

The MSS DES element ss present if 
dotl ISpecumansoperuentRecraired is we in on MSS 

The TPC Report element is present if 
6:411SpettronfsbnagenientReqmred is true or 
dotlIRafteMeausrementActamed is aye 

LESS DFS 16 

TPC Report 17 

The ER? element is Femur within Probe Response frames 
generated by STAs must FRPs and is optionally present otherume 

The Extended Supported Rates element is present if there are more 
than eight supponed sates Ind it is eptionally present otherwise 

18 ER? 

la Extended 50pp:cud Rotes 

21 

; 22 EDCA Paameter Set The EDCA Parameter Se clement is Inman if 
dotl 1 QessOperoulmplessenied is we and son 1 Mecham:used is 

Table 5-27—Probe Response frame body 

https://mrricciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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26 

BSS Average Access Delay The BSS Average Access Delay elemmt is optionally ixesent if 
dotlIRMBSSAverageAccessDelayActivated is true and the vane 
of the AP Average Access Delay field is not equal to 255 
(measurement not available) 

AP Channel Report If dot IIRNIAPCIannelReportActivated is true. one AP Channel 
Report demon is optimally present for each operating class that 
has at least 1 dame to report 

Measurement Pilot 
Transmission 

The Measurement PI107 1121131313S51011 element is present if 
dotlIRMIsleasuremeriegotActivated is between 2 and 7 

One or nacre Multiple BSS1D elements are present if 
clot I 1 RiMMeasurementhlotActeated is between 2 and 7 and the 
AP is a member of a Nfultiple BSSID Set (see 1011.14) with IWO 0,  
more membees. or if dotIllsigmtOption\luluBSSIDActivated is 
rue. or if dot 1 1 InterworliangSeraceActivated is true and the AP is 
a member of a Multiple BSSID Se with two or more members and 
at least one dotlIGASAdvatisernerolD MIS attribute exists. 

24 Multiple BSSID 

RM Enabled Capabilities The FIM Enabled Capabilities element is present if 
datIlliadioMeasuremencActuated is true. 

The Antenna element is optionally present if 
doll IRMAntamaInfornuturnActivated is true and the value of the 
Antenna ID field is not equal to 0 (unknown antenna) 

The BSS Available Artnusuce Capacity element is optionally 
present if Mtn RMBSSAvailableAdianssionCapaatyActivated is 
nue with the following exceptions: 1) when Available Admission 
Capacity Binnask equals 0 (Available Admission Capacity List 
contains no mines). or 2) when the BSS Load element is present 
and the Available Capacity Bitznask equals 256 (Available 
Admission Capacity List contains only the ACY0 entry) 

BSS Available Admission 
Capacity 

BSS AC Access Delay The BSS AC Access Delay element is optimally present if 
dot i IRMEISSAverageAceessDelayAdwated is true and at least one 
field of the cloned is not equal to 255 (measurement not 
maiLable). 

50 

Mobility Domain The MDE is present if doll IFastl3SSTransitionActuated is true 31 

DSE registered location The DSE Registered Location element is present if 
doll I LCIDSERequired is true 

32 

Extended Charnel Switch 
Announcement 

The Extended Channel Switch Announcement element is optionally 
present if dal I ExendedCharnetSwitchActnated is nue 

13 

Supported °prating Classes The Supported Om wing Classes element is present if 
dotl 1 ExteaciedClannelSwitchAcmated is tote 

The HT Capabilities eknient is present vital 
doll 1 HudaThroughputOptionImplemented attribute is true. 

s) HT Capabilities 

The HT Operation elating is mdudett by an AP and a mesh SLA 
when dotl lInghTtroughputOpnonhupiemented attribute is tone 

The 2040 BSS Coexistence element is optionally peseta ulten the 
dot112040BSSCoexistenceManagemenifauppon attribute is true 

36 HT OP= 

37 29 40 135S Coexistence 

Overlapping BSS Scan 
PX3111C7tfl 

The Om:lapping BSS Scan Parzneters element is optionally 
present if the dotIlFortyMlizCIptionImplemenied attribute is true 

30 Extended Capalnhnes The Extended Capabilities element is optionally present linty of 
the fields in this element are nonzero 

https ://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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The QoS Traffic Capability element is optionally pre5ent if 
dotlINIgmtOptionACStationCormtActivated is true 

The Channel Usage element is present if the Channel Usage 
element Is present in the Probe Request frame and 
dotl INIgmtOptionChannelUsageActivated is true. 

40 QoS Traffic Cap:1St:Ir.,' 

41 Channel Usage 

Time Advertisement The Tune Advertisement element is present if 
dotIlMgmtOptranUICTSFOffsetActivated is true. 

41 

The Tune Zone element is purser if 
dotIlMgmtOptionUTI istOffsetActivated is true. 

Tune Zone 

The Interworking element is present if 
doll I IntersvorkingSerriceAchvated is true 

Interworlang 

Acherasement Protocol Advernsement Protocol element is present if 
dot 1 1 InterworlingSer.lceAcuvated is true and at least one 
dot IIGAS.AdvertisernentID NOB attribute exists 

45 

Roaming Consortium The Roaming Consortium element is present if 
dotIllmenveslangServiceAcavated is true and the 
datIlRoammgConsortiurnTable has at least one entry. 

40 

Emergency Alen Identifier 

Mesh ID 

One or more Emergency Alert Identifier elements are present if 
dot DEASActivated is true and there we one or more EAS 
message(s) active in the network 

The Mesh ID element is present if dotlINkshActivated is true 

47 

43 

Mesh Configuration The Mesh Configuration eleilient is present if doillMeshAettvated 
is true 

49 

Mesh Awake Window The Mesh Awake Window ekment is optionally present 
dot 1 IMeshActivated is true 

2.0 

The Beacon Timms element is optionally present if both 
dotlIMeshActivated and doll 1 MBCAActivated me true 

51 aeon Timrn 

MCCAOP Advertisement 
Overview 

The MCCAOP Advertisement Oseraew element is optionally 
present if both dotl1saIedmddotl1MCCted are 
true. 

52 

MCCAOP Advertisement One or more MCCAOP Advertisement elements me optionally 
present if both dotlIMeshActivated and dotlINICCAActivated are 
true. 

Mesh Channel Switch 
Parameters 

The Mesh Channel Switch Parameters element is present if 
dot111.1eshActriuted is true and either Channel Switch 
Announcement element or Extended Channel Switch 
Announcement eklIX131 is present 

Vendor Specific One or more vendor-specific elements are optionally present These 
elements follow all other elements, except the Requested elements 

Lan—/ 

Requested elements Elements requested by the Request element of the Probe Request 
frame are present if dotlIMultiDoniankapabilityActnmed is true 
See 10 1 4.3.2. 

https://mrncciew.com/20 1 4/ 10/27/cwap-802-11-probe-requestresponse/ 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SS1Ds. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
doll 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl I CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
!BSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request"frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

Imps://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

haps://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

Below is an example of a Wi-Fi probe response that includes information regarding the AP. 
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802.11 Management - Probe Response  

9  Probe Timestamp: 23996945615  Microseconds  [24-31] 

4  Beacon Interval: 102 riTe Units (204 MiLLiseconds, and 448 Microseconds)  [32-33] 

▪ Capability Info=%0001000000000001 

▪ TISSID ID=0 17, - Len-4 SSID=OPEN  I  
idannationregarding 

1FJ T  Supported Rates access point 

60  Element ID: 1  Supported Rotes  [42] 

4  Length: 4 [46] 

4  Supported Rate: 24.0  'bps (855 Basic Rote)  [44] 

9  Supported Rate: 36.0  Mbps (Not BSS Basic Rote)  [45] 

• Supported Rate: 48.0  Mops (Not BSS Basic Rote)  [46] 

• Supported Rate: 54.0  Mbps  (Not  855 Basic Rote)  :471  

Lountry 

al Element ID: 7 Country  [48] 

• Length: 18 [49] 

9  Country Code: AU [50-51] 

• Enviroment: Ox20  Any  [52] 

$ Starting Channel: 36 [53] 

4  Number of Channels: 4 1.54] 

e Max Tx Power (dBm): 23 E55] 

9  Starting Channel: 52 j56] 

• Number of Channels: 4 [57] 

$ Max Tx Power (dBm): 23 [58] 

• Starting Channel: 100 :59] 

• Number of Channels: 5 [60] 

0111  Max Tx Power (dBm): 30 [61] 

• Starting Channel: 132 [62] 

• Number of Channels: 3 [63] 

9  Max Tx Power (dBm): 30 [64] 

e Starting Channel: 149 [65] 

I  Number of Channels: 5 [66] 

6is  Maw Tw Pnwpr 

-71 T  DOSS Load  

al Element ID: 11  Q555 Load  [68] 

• Length: 5 [69] 

• Station Count: 1 [70-71] 

• Channel Utilization: 0 % [72] 

• Avail Admission Capacity:26562 [73-74] 

;T1 -r  IT Cap= 10=45 Ien=26  

information regarding 
access point 

probe response I--

 

https://rnrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 

Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff  
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[Id] determining that the access The Accused Products determine that the access point is an authenticated access point based at least in part on 
point is an authenticated access the information in the probe response frame (e.g., the information in the probe response, as discussed above). 
point based at least in part on 
the information in the probe As an example, the Accused Product confirms the received SSID information and/or other information from 
response frame that indicates probe responses with access point information stored in its memory. Once confirmed that there is a probe 
that: the access point is response from an access point with which the Accused Product was connected previously, the Accused Product 
controlled by the mobile initiates a connection to the access point using an authenticated device identifier, such as a persistent MAC 
operating server, and address that was used for a prior connection with the access point. 
the access point was connected 
with the end device previous to The Accused Products maintain a list of previously-connected access points which is matched to the access 
when the access point received point's SSID received in the probe response. Each previously-connected access point is linked to a persistent 
the transmitted probe request MAC address for connecting to that access point. 
frame; and 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, ti remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when tvIAC ,andomization is  

enabled. 

https://source.android.com/docs/core/connect/wi fi-mac-randomization-behavior 
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android /device /generic /goldfish / refs/tags/android-9.0.0 r34/./Adti/WifiConfigStore.xml 

blob: bb5645aacde00f44a93c3386c8e42cf140bfe6aS [file]  nag] [blame] 

<?xml version='1.0' encoding='utf-8' standalone='yes' ?> 

<WificonfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration>_  

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

httris://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an 1BSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot! 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3--Probe response 

Source: IEEE 802.1I-2012.pdf 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe.  
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OBSS Load  

61  Element ID: 11  QESS Lop; - 

• Length: 5 [69] 

• Station Count: 1 [70-71] 

• Channel Utilization: 0 5[-1] 

• Avail Admission Capacity:26562  --=- -=I 

tr  HT Cao= 3D=4; C,7,"  len=26  

haps ://blog.pulsarsecurity.com/preferred-network-list-pnl 
74-4 802.11 ManaRement - Probe Response 

• Probe Timestamp: 23996945615  Nicroseconds  [24-31] 

• Beacon Interval: 102 Time Units (104 MiLLiseconds, and 448 Microseconds)  [32-33] 

ED 4rCapability Info=950001000000000001 
i 

Elrissio ID=0  cSID  Len=4 SSID=OPEN  
nfonnafionregarding 

GIT  Supported Rates  access point 

• Element ID: 

• Length: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

1  Supported Rotes  [42] 

4 [43) 

24.0  Mbps (BSS Basic Rote)  [44] 

36.0  Mbps (Not  BSS Basic  Rote)  [45] 

48.0  Mbps (Not  BSS Basic  Rote)  [46] 

54.0  Mbps (Not BSS Basic  Rote)  r471 

L2MDIEY 
• Element ID: 

• Length: 

41  Country Code: 

• Enviroment: 

4  Starting Channel: 

Si  Number of Channels: 

SI  Max Tx Power (dBm): 

4  Starting Channel: 

4  Number of Channels: 

4  Max Tx Power (dBm): 

4  Starting Channel: 

• Number of Channels: 

• Max Tx Power (dBm): 

• Starting Channel: 

1p  Number of Channels: 

4  Max Tx Power (dBm): 

4  Starting Channel: 

SI  Number of Channels: 

61 May Ty Pnwer (dRml. 

7 Country  [48] 

18 [49] 

AU [50-51] 

0x20  Any  [52] 

36 :33] 

4 :54] 

23 [55] 

52 [56] 

4 :57] 

23 

100 :59] 

5 

30 1,51.] 

132 j62] 

3 1,i3.1 

30 j54] 

149 651 

5 [66] 

information regarding 

access point 

probe response F_ 

f;1 r471 

https ://mmcciew.com/20 1 4/ 10/27/cwap-802-11-probe-requestresponse/ 
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The information in the probe response frame indicates that the access point is controlled by the mobile operating 
server. For example, the mobile operating server (e.g., the OS and/or a CPU and associated memory for storing 
and executing the OS and associated data), which serves the functionality of the Android operating system, 
controls connection and/or data transmission of the access point. 

The operating system runs on a CPU of the SoC (e.g., the Kryo CPU) of the Accused Product. And is used to 
manage connections with an access point to control those access points to receive and transmit messages and/or 
data. 

Galaxy S23  

MI 
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=I 
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le 
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Octa-Core 

htt  s://www.samsung.com/us/smart s hones/. alax -s23/s secs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 
6.8" OHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Snapdragon 

84Gen 2 

CPU 
Kryo CPU 

• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz' 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23  Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-A 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 
Connectivity 

5.3, NFC 5.3, NFC, ultra-wideband NFC, ultra-wideband 

httns://www.androidnolice.com/samsung-galaxy-s23/ 

Galaxy S23 

iv,•••••%'‘ 
0°1 

• 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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IP settings 

Proxy 

Metered network 

Quick Share 

IP address 

IP settings 

Proxy 

Metered network 

0. 

Quick Share 

MAC address type 

MAC address 

IP address 

GALAXY S23, PLUS 

Set MAC Address Type to 
Randomized 

MAC/Phone MAC 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G, WI-

Fl, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomnn® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

https://www.youtube.com/watch?v=dT63df6nnqU 
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In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SS1D or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot! 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl lCurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

[le] transmitting, to the access The Accused Products transmit to the access point determined to be the authenticated access point, a connection 
point determined to be the request, such as an association message or other message for connecting to the access point. The message 
authenticated access point, a includes an authentic device identifier for the end device. For example, the message includes a persistent MAC 
connection request that address for connecting to the access point. 
includes an authentic device 
identifier for the end device. After receiving the probe response from the access point, as discussed above, the Accused Products confirm the 

received SSID information from the probe responses with the access point information stored in memory. Once 
confirmed that there is an SSID in a probe response from an access point with which the Accused Product was 
connected previously, the Accused Products initiate a connection using the persistent MAC address for the access 
point, which is an authentic device identifier for the Accused Product. 
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Persistent randomization  

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

haps ://source.androi d. com/docs/core/connect/wi fi-mac-randomization-behavi or 

IP settings 

Proxy 

Metered network 

MAC address type 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

MAC address 

https://www.youtube.com/watch?v=dT63df6nnqU 
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6 6 6 4 2 2 Octets: 2 6 2 4 0-7951 

STA 

 

AP STA 

 

IEEE 802.11 Probe Request 

  

IEEE 802.11 Probe Response (Security Parameters) 

     

IEEE 802.11 Open System Authentication Request 

   

IEEE 802.11 Open System Authentication Response 

   

IEEE 802 11 Association Request (Security Parameters) 

[ 

    

IEEE 802.11 Association Response 

         

Source: IEEE 802.11-2012.pdf 

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 8-1 depicts 

the general MAC frame format. The first three fields (Frame Control, Duration/ID, and Address 1) and the 

last field (FCS) in Figure 8-1 constitute the minimal frame format and are present in all frames, including 
reserved types and subtypes. The fields Address 2, Address 3. Sequence Control, Address 4, QoS Control, 

HT Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 

8.2.4. The format of each of the individual subtypes of each frame type is defined in 8.3. The components of 

management frame bodies are defined in 8.4. The formats of management frames of subtype Action are 
defined in 8.5. 

MAC Header 

Source: IEEE 802.1I-2012.pdf 

IEEE 802.1X Controlled 
Port Blocked 

Address 
1 

Address 
2 

Sequence 
Control 

Address 
4 

Address 
3 FCS HT 

Control 
QoS 

Control 
Frame 
Body 

Duration 
/ID 

Frame 
Control 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU. as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereon or A-MSDU, as defined in 8.3.2.1, contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s), on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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802.11 Mgmt : Authentication Frame 
POSTED BY NAYARASI IN ONAP 1:-. 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

IA AC healer Frame body 

2 2 Vatubie 
',striae.. so.. 
%mem 

Cede lea 
sot No 

ccs 
/ 

effee 2 2 6 2  

har rieseas 

2 

Fon 
Camel Doan Ell ID DA 

https://mmcciew.com/2014/10/10/802-11-mgmt-authentication-frame/ 

As shown, the Accused Products may use persistent randomization, in which for the same Wi-Fi network and 
device combination, the MAC address remains the same. When an Accused Product connects to a Wi-Fi network 
it was previously connected to, it will use the same MAC address. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile includino SSID, security 

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

Provide useful functionality to the user, for example, t4 remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44a93c3386c8e42cf140bfe6a5 [file] (12g) (aamt) 

version= '1.0' encoding='utf-8' standalone='yes' 7> 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot:AndroidWifi&ouot;NONE</string> 

<string name="SSID">&quot:AndroidWifi&quot;</string> 

<null name="8SSID" I> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" I> 

<int name="WEPIKKeyIndex" value="0" I> 

https://androld.googlesource.com/devIce/generic/goldrish/+/rets/tags/androld 

9.0.0 r34/wifi/WifiConfigStore.xml 
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IEEE 802 1X Controlled 
Port Blocked 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

2. The method of claim 1, 
further comprising: 

receiving, from the access 
point, an approval of the 
connection request; and 

The Accused Products receive, from the access point, an approval of the connection request and connect to a 
wireless local area network provided by the access point. 

For example, as shown below, the Accused Products receive an Authentication Response and/or an Association 
Response for connecting to the access point. Once this messaging is completed, the Accused Product has joined 
the network provided by the access point. The network is a wireless local area network (WLAN). 

connecting to a wireless local 
area network provided by the 
access point. STA 

IEEE 802.11 Probe Request 

AP STA 

IEEE 802 11 Probe Response (Security Parameters) 

IEEE 802 11 Open System Authentication Request 

IEEE 802 11 Oben System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802 11 Association Response 

Source: IEEE 802.11-2012.pdf 
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8.2.4.3.5 DA field 

[he DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s), on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 

wireless local area network (WLAN) system: A system that includes the distribution system (DS). access 
points (APs). and portal entities. It is also the logical location of distribution and integration service 
functions of an extended service set (ESS). A WLAN system contains one or more APs and zero or more 
portals in addition to the Ds. 

Source: IEEE 802.11-2012.pdf 
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802.11 Mgmt : Authentication Frame 

POSTED BY NAYARASI IN CWAP •-:: 10 COMMENTS 

Once a client station is discover  a  SSID (Probe Request/Response or listening to - - 
Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

- 

  

1. ,- L.. 1...1.1 - (Request) 

  

2. Authentic... (Response) 

  

3. Assodation  

  

4. Association Respon: 

  

The frame format of those Authentication frames are as shown below.(from page 

  

136- CWAP Official Study Guide) 

    

FIGURE 4.8 Authentication frame format 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 

 

Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 

 

infringement contentions once such information is made available to Plaintiff. 

3. The method of claim 2, The at least one access point includes a Wi-Fi access point, and the wireless local area network provided by the 
wherein the access point access point includes a Wi-Fi network. 
includes a Wi-Fi access point, 

 

and the wireless local area The Accused Products are designed to connect to Wi-Fi access points in order to join a Wi-Fi network. 
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network provided by the access 
point includes a Wi-Fi network. 

Phone Galaxy 523 Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fl 6E, Bluetooth 
Connectivity 

5.3, NFC 

5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 

5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

„400" 1"14%, 

• 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth0. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm0 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the QualcommC) FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

4. The method of claim 1, Receiving the fake device identifier includes receiving at least one of a random number or a random character. 
wherein the receiving the fake 
device identifier includes The Accused Products receive a fake MAC address generated by, for example, randomly setting one or more 
receiving at least one of a bits of the MAC address (e.g., setting the locally administered bit to 1, the unicast bit to 0, and then randomizing 
random number or a random the remaining 46 bits). 
character. 

MAC Randomization Behavior  o 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a VVi-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22: AA : BB: CC  The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unrcast bit to 0 The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior  
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 
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The authentic device identifier includes a media access control (MAC) address. As an example, the 
authentic device identifier is a persistent MAC address, as discussed previously. 

Persistent randomization  

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

Woe, or FQDN (for Passnoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

5. The method of claim 1, 
wherein the authentic device 
identifier includes a media 
access control (MAC) address. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff. 

7. The method of claim 6, 
wherein the information 
regarding the at least one 
authenticated access point 
includes at least one of a media 
access control (MAC) address 
or a service set identifier 
(SSID) of each of the at least 
one authenticated access point, 
and 

wherein the information 
regarding the access point 
includes at least one of a media 
access control (MAC) address 

The information regarding the authenticated access point includes at least one of a media access 
control (MAC) address or a service set identifier (SSID) of each of the at least one authenticated access 
point. As discussed, the authentication access point information includes a list of access points and is 
associated with their respective persistent MAC address. The identification of the access point 
includes an SSID for the access point. 

4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SS1Ds. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 
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or a service set identifier 
(SSID) of the access point. 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dotl 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.1I-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https ://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

As well, the information regarding the access point includes at least one of a media access control 
(MAC) address or a service set identifier (SSID) of the access point. As discussed, the probe response 
from an access point includes an SSID of the access point. 
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Table 8-27—Probe Response frame body 

Order Intro martini 

 

Timestmy 

 

Beacon nucrul 

 

Cubibiy 

 

SS1D 

 

Suppotted rates 

 

PH Parameter Set 

 

DSSS Pares:mu Set 

 

CF Para:Wet Set 

 

MSS Parameter Set 

10 Country 

 

FM Parameters 

 

PH Pattern Table 

13 Ponrr Constraint 

 

Channel Switch 
Amouncemeor 

15 Quad 

16 LBSS DES 

1 TPC Report 

IS ERP 

0 Extended Suppxted 

20 

 

21 55$ Load 

22 EDCA Parameter Set 

The DSSS Parameter Set element is present mama ?robe Response 
frames generated by STAs using Clause 16. Clause 17. and 
douse le PH'is 
The DSSS Parameter Set Unreal is present within ?robe Response 
frames gemmed by STAs using a Clause 20 Mr( m the 2 4 GH2 
bead 

The CF Parameler Set element is present only within Probe 
Response frames vacated by AP% supporting a ?CF. 

The MSS Parameter Set element is presmt only will= Probe 
Response frames generated by STAs in an 1B55. 

The Cconny elenent is 
puma if fratIlMuluDomainCapabilayActrated is true or 
fratlISPeclnInaaluitalangRequIred is tine or 
dotIlRadioNfeasuranentActivated is true. 

The PH Parameters element. as speared ruS 42.11. is optionally 
gamma if dal INInInDwriworapabilityActreated nine 

The FH Par= Table elemmt. as specified in 13 4 2 12. is opboardly 
present if detIlIsluluDommaCapabilstyAcinnted is true 

The Power Constram dement Ls present if 
dotIlSpectromhImigement.Required is tease and is optionally 
present if fratIlRadioNleasuremertAcmated is true 

The Charnel Suisch Ammo:nem ekresern is optaccullypnreal if 
dotlISpectunalmugenentRecgmed is true 

The Quiet element n optionally resent if 
dotlISpectrumhbrugementRequmed is true or if 
dot IIRaduaNleasumbentAcitsmed is true. 

The MSS DFS element ts present if 
dotlISpectrunahlanagemeatIlemored is airman MSS 

The EDCA Paramem Set elensem is prow if 
dorl I Q=Opemolcoplerriented is tire and dell2slesbActruted is 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Noir, 

If doll IshleshAchvated is one, the 551D damn is the wildcmd 
some as described m 5.4212 

The FE Parameter Set element is preens scrim Probe Response 
frames generated by STAs tams PH PHYs. 

The TPC Report element is present of 
clarl ISpectrumManagementRequted is Ws* or 
clorlIRadioNteasuremestActrated is rue 

The ERP element is present intim Probe Response Mines 
generated lry STAs using EILPI aid is optionally present otherwise 

The Emended Suppemed Rates element is resell if there are more 
than eight supported rates. and it is optionally present otherwise 

The ME is present only if distlIRSNAActivated is true 

The BSS Load element is present if dot I 1QmOption.Implesamml 
and dorlIQBSSLoadluiplemented are both one 
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23 Nleasurement Pilot 
Transmission 

The Measurement Pilot Traniamssion element is present if 
dotHRISLMeasuremenedotActrmed is between 2 and 7. 

24 Multiple BSSID One or more Multiple BSSID elements are present if 
dotl 1 RNINleasuremeinPfiotActivated is between 2 and 7 and the 
AP is a member of a Nlultiple BS-SID Set (see 10.11.14) with two re 
more members, or if dotlINIgmtOptionlMulttBSSIDActisated is 
true. or if dotllInterwoilangSeniceActivated is true and the AP is 
a member of a Multiple BSSH:i Set with two or more members and 
at least one dotl I GASAdsenisementID MIS attribute exists. 

 

KM RoottIed Capobilsttes The AM Enabled Capabilities element is present if 
dot l 1 RadioNleasurementActivated is Our 

25 AP Chaszo1 Report If dotl1RMAPChninelRepartActivated is true. one AP Channel 
Report element is optIonally present for each operating class that 
has at least 1 chmnel to teport 

27 BSS Average Access Delay The BSS Avenge Access Delay element is optionally present if 
dotl1P-MBSSAvaageAccessDelayActivated is tine and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available). 

28 Anteima The Antenna element a oixtorolly present if 
dotlIRNLAormalutosmationActivated is true and the value of the 
Awe= ID field is not equal to 0 (unknown antenna) 

29 BSS Available Admission 
Capacity 

The BSS Available Admission Capacity element is optionally 
present if dotlIRMBSSAvailableAdanswouCapacityAcuvard is 
true with the following exceptions: 1) tetra Available Adumston 
Capacity Bitmask equals 0 (Available Admission Capacity List 
contras no entries). or 2) When the BSS Load element is present 
and the Available Capacity Bitsnalle equals 256 (Available 
Admission Capacity List contains only the AC_VO entry) 

30 355 AC Access Delay The BSS AC Access Delay element is optimally present if 
dm 1 IRMBSSAverageAccessDelavAerwated is true and at least one 
field of the element is not equal to 255 (nrasurement not 
available). 

31 Mobility DaIllatil The NIDE is resent if dotIlFastBSSItansittonActivated is true. 

32 DSE registered location The DSE Registered Location element is memo if 
dotIlLCIDSERemired is true 

33 Extended Chamel Switch 
ACOIOWICCIMCW 

The Enewkd Channel Switch Announcement element is optionally 
present tf dotl I EtaidedClonnelSwitchActnated ts trite 

34 Supported Operating Classes The Supported Operating Classes element is present if 
dotIlExtendedChannelSwitchActwated IS nue 

35 HT Capabilities The HT Capabilities element is present Astra 
dotl1HmhThroughpurOpnonlmplemented araibuie is um 

36 lIT Opetation The iff Operation element is =Laded by an AP and a mesh SLA 
when dotIlHighThroughputOptionImplemented annbtre is true 

37 2040 BSS Coexistence The Ne40 BSS Coexistence element is optionally present when the 
dot112040BSSCoexinenceManagementSupport attribute is true 

38 Overlapping BSS SC= 
Parameters 

The Overlapping 1355 Scan Parametets element is optionally 
present lithe dotIlFortyNIHrOptionhoplemented attribute is true_ 

39 

https://mrncciew.corn/2014/10/27/cwap-802-11-probe-requestresponse/ 

Emended Capabilities The Extended Capabilities damn es optionally present if any of 
the fields in this element are norceero. 
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The QoS TraS: CapInht,  element is optlor-Illy pre-,ent ii 
doil INIgintOptionACStationCountAcnvated is true 

The Channel Usage element is present if the Channel Usage 
element is present tn the Probe Request frame and 
6:411MgmtOptionChannelUsageActivated is true_ 

40 QS Traffic Cspibiiir 

41 Channel L'Age 

Time Advertisement The Tune Advansement element is present if 
dotIlMgmtOptionUTCTSFOffset_kctivated is true. 

42 

The Time Zone element is present if 
dotl1MgmrOptionUTCTSFOffsetActivated is true. 

43 Tune Zone 

The Interworking dement is present if 
&I 1 InterworkingSeniceActivated is into 

Into-working 

Advansemau Protocol Advertisement Protocol element is present if 
eknIllmenvorlangServiceActivated is true and at least one 
dot II GASAdvertisementID NOB annbute exists 

45 

Roaming Consortrum The Roaming Consortruin element is present if 
dotIlInterworlangServiceActivated is true and the 
dotIlRoamingConsortmmTable has at least one entry. 

46 

Emergency Alert Identifier 

Mesh ID 

One or more Emergency Alert Identifier elements are present if 
dotIlEASActivaied is true and there me one or more EAS 
message(s) active in the network 

The Mesh ID element is present if dollMeshActivated is true. 

47 

43 

Mesh Configuration The Mesh Configuration element:sprat:a if dotIlMeshActivated 
is MX 

49 

Mesh Awake Window The Mesh Awake Window element is optionally present if 
dotll MeshActivated is true 

50 

The Beacon Timmg element is optionally present ifboth 
dot 1 1/sleshActwated and dot 1 1ND3CAActwated are true. 

51 acon TiLaSIV 

MCCAOP Advertisement 
Oveiview 

The MCCAOP Advertisement Overview element is optionally 
present if both 400 IMesbActivated and dotl IMCCAActivmed are 
in* 

52 

MCCAOP Advertisement One or more MCCAOP Advertisement elements are optionally 
present if both dotIlMesliActivated and doilIMCCAActivated are 
tote. 

53 

The Mesh Channel Switch Pasameters element is present if 
dotillsleshActIvated is true and either Channel Switch 
Announcemau element or Extended Channel Switch 
Annoimcement element is present 

Mesh Charnel Switch 
Parameters 

Vendor Specific One or mete vendor-specific elements are optionally present These 
elements follow all other elements. except the Requested elements 

Requested c'..analts Elements requested by the Request element of the Probe Request 
frame ate present if doll 1MuluDamarxrCapatnlityActivared is true 
See 1014.3.2. 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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8. An end device, comprising: 

Min_Probe_Response_Time Max_Probe_Response_Time 

  

.4 v. 

     

p• 

 

PROBE I 

  

Fell< 

   

EMI 

II- 

         

/// A P RESPONSE 

q- 

    

—10 G3 G1 1 — —1.• 

 

411—

  

P RESPONSE' 

 

—0 G3 4*— G1 —0 1-- G1 = SIFS 
- rtirc 

Scanning 
Station 

Respond 
1 

Respond 
2 

Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff.  
To the extent the preamble is limiting, the Accused Products comprise an end device. 

The Accused Products include Android OS 10 or above or Wear OS 3 or above. Each Accused Product 
includes an SoC and Wi-Fi connection functionality. As a specific example shown below, the Galaxy 
S23 includes the Android 13 operating system, which includes randomized MAC for Wi-Fi 
connections. It comprises an SoC, Snapdragon 8 Gen 2, a Wi-Fi chipset, and FastConnect. It connects 
to a Wi-Fi network using the Wi-Fi chipset. 
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SAMSUNG Shop Mobile TV &Audio Appliances Cornputmo Displays Accessories SmartThIngs Erplore Support For Business 

IMO Al ;33.34,.mo., 24 Get unto ' instant traeerin area 
Galaxy S23  uniotked uver,,e, 

Slrrr1 Galaxy 523+ 

oavt Balm S20 Tex'Warts 

1 : 

Connectivity 

https ://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-
s911uliaxaa/ 

Save an ektra'i with Samsung Offers Program membership 

Galaxy 523 Ultra Galaxy 5231523-

 

Device 

Galaxy 523  
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Galaxy S23  

.: 

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

111111.011111111 

https://www.youtube.com/watch?v—BadWvxWe8y8 
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EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

Quick Share 

IP settings 

Proxy 

Metered network 

MAC address type 
Ri,tici,jC N'AC 

MAC address 

IP address 
1,58 12.2 

le80'.2Ade:es , 11:1011:f 

https://www.youtube.com/watch?v=dT63df6nnqU 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 
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Samsung Galaxy S23 / Galaxy 523 Ultra - View MAC Address 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

https://www.youtube.com/watch?v=AaMm2HHwbIO 

61 

Petitioner's Exhibit 1011 
Page 61 of 169 



EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

Featuring the Snapdragon X70 5G Modem RF System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 

with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 

lowest latency offering), all brought to you by the  Qualcomm  
FastConnect-  7800 Mobile Connectivity System. 

• SG Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fi 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Brief.pdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions, including the Snapdragon' X70 Modern-RF System, 

the world's fastest and smartest 5G modem-RF system, and Qualcomm'  

FastConnect-  for high-speed and ultra-low latency Wi-Fi, and the latest 

Bluetooth audio enhancements. 

https://www.gualcomm.com/news/releases/2023/02/gualcomm-and-samsung-partner-to-bring-the-

 

fastest-snapdragon-eve  

MAC Randomization is implemented in devices running the Android OS since at least Android OS 
10 as well as Wear OS 3.0. 
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In Android 10, MAC randomization is enabled by default for client mode, SoftAp, and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus in( 

user privacy. 

Additionally, MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information, see MAC Randomization Behavior. 

https://source.anaroict.comiaocsicoreiconnecttwin-mac-randomization 

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See https://www.reddit.com/r/GalaxyWatch/comments/pcmkjl/galaxy watch 4 wifi mac address/ 

[8a] a transmitter configured to The Accused Products comprise a transmitter configured to transmit, to an access point, a probe 
transmit, to an access point, a request frame that includes a fake device identifier. 
probe request frame that 
includes a fake device The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products 
identifier; (each a UE) send probe requests to access points to inquire about available Wi-Fi access points using 

a probe request. The probe request comprises a sender address field (e.g., device identifier). The UE 
utilizes random a MAC address as the sender address in a probe request. 

The end user device transmits probe requests to identify available access points, and thus includes a 
transmitter: 
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The reason for client scanning is to determine a suitable AP to which the ciient may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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CIFAP 802.11- Probe Request/ Reiponse 
POSTED 1 NAYARASI CWAP Ps 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a 

management frame asking what network is available on that channel. 

Probe Request are sent to the broadcast DA address_Cfl:ff:ff:ff:FF:ff).  Once a 

Probe sent, STA starts a ProbeTimer countdown St wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received, 

STA moves to next channel & repeats the discovery process. 

s-rA sending Probe Request may specify the SS1D they ldoki  (called  directed 

probe  request).  Then only MSS STA or-  AP support that SSID will answer. 

:an • (ie ). This is 

called  Wildcard SSID  or  Null Probe Request. 

haps ://mtncciew.com/2014/10/27/cwap-802-11-orobe-requestresponse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fl mobile devices to 

discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 

messages contain information about their sources (i.e.. MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

https://www.sciencedirect.com/science/article/abs/oii/S1389128622000196  
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The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a 
fake device identifier. 

MAC Randomization Behavior  2 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:cc  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

E- Network details e q 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff.  

IP settings 
L 1. , 

Proxy 
Non, 

Metered network 
netpm 

MAC address type 

MAC address 
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[8b] a receiver configured to The Accused Products include a receiver configured to receive, from the access point, a probe response 
receive, from the access point, frame that includes information regarding the access point. 
a probe response frame that 
includes information regarding As shown below, the Accused Products receive probe responses for access points and thus necessarily 
the access point; include a receiver for receiving the response. 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and BluetoothC). Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the QualcommC) FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve  
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IEEE 802.1X Controlled 
Port Blocked 

S TA AP STA 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802 11 Open System Authentication Request 
"MI 

IEEE 802 11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802 11 Association Response 

Source: IEEE 802.1I-2012.pdf 

The Accused Products receive, from the access point, a probe response that includes information 
regarding the access point. As an example, a probe response from a Wi-Fi access point includes the 
SSID (wireless network name), supported data rates, encryption types, capabilities, etc. of the access 
point: 

2. APs receiving the probe request check to see if the mobile station has at least one common supported data rate. II they have compatible data rates, a probe response is sent 

advenrsing the SSID (wireless network name), supported data rates, encryption types it required, and other 802.11 capabilities of the AP. 

https://documentation.meraki.com/MR/Wi-

 

Fi Basics and Best Practices/802.11 Association Process Explained 

The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses 
from multiple available access points. As an example, an access point responds with the probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of 

vie 
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the access point or when the specific SSID of the access point is included in the SSID List element. 
As a further example, an access point responds to a probe request when it supports data rates or other 
requirements of the Accused Products. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Anc 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID 

Woe, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC addr 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on ti 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

MAC Randomization Behavior  o- 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access ooint. Because these MAC 

addresses are transmitted without encryption. they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits lona and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:A4:88:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to O. The other 46 bits are randomized. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an cation in the Network details screen in Settings,  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

E- Network details # Ck 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

MAC Randomization Behavior F] - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

STA 

IEEE 802.11 Probe Request 

AP STA 

    

IEEE 80211 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802.11 Association Response 

 

IEEE 802 1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

IP settings 

Proxy 
No, 

Metered network 
Doti,  -• 

MAC address type 
Rondotniset1 MAC 

MAC address 
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Information regarding the access point is included in the probe response, as shown below. 

Table 8-27—Probe Response frame body 

Ordes I htfonna 'Ion Noce< 

1 I Tane,..tarap 

 

1 Ete: ror. ulten-al 

    

, :sSID If dotllIsleshActansed n flue. the SS1D clement as the wildend 
Whit as descnted ma S 4 2 2 

 

Sapposmd rates 

 

C, FE Parameter Set The PH Parsneter Set element Is present widam Probe Response 
frames genrrned by STAs hung Elf PHYS. 

 

MSS Parameter Set The DSSS Parameter Set element as present nmIsin Probe 
names generated by STAs using Clause 16. Clause 17. and 
CbIlit 19 PHI% 
The DSSS Pommes.= Set demon is present within Probe Response 
frunes generated by STAs usnig a Clause 20 PM' In the 2 4 GHz 
band 

I CF hoarser Set The CF Paraneret Sew element as present onn•mthos Probe 
Response frames felerated by AN supporting a PCF 

0 MSS Porameter Set The MSS PX2Meel Set element as present only mil= Probe 
Response frames generated by STAs us an MSS 

10 Country llm Country element Is 
present if dor 'Mutt DomainCapabslimActsvated is nue or 
don1SpecrrumAlansgemetuRequered as true or 
dot113tortioMenurementAcinmed is me_ 

11 FE Parameters. The FE Porameters element, as speeded an S.4.2 11. is optionans' 
present if dot 1 llsfuniDossuunCapabilityArennied ni trim. 

12 FE Pattern Table The Eli Panama Table elmsent. as speaned an 8.4.2 12_ as optionally 
portent if doillIsfulliDormaCapabilayArtmaird is true 

13 Power Coma= The Power Command element as present if 
dotlISpecunniMonagenonaRequued is true mad as optimally 
present If dna IRadsoMeasaismentActrused is flue 

14 Memel Switch 
ADDOISUCCIIICLII 

The Clannel Swatch Announcement element is optimaglyptesent at 
dotlISpectrunIslanammeniRequared as me 

 

Quiet The Quiet element as optionally present if 
dotlISpectrumMansgensemRequized a smear if 
dog IliodioNleasuresnentAntnated is bIlt 

lo MSS DES The MSS DES element n roman at 
don 1 SpectrumMonagensentRemued is trar in an MSS 

 

TPC Repcet The TPC Report elt111911.1 present if 
dotl ISpecmom.htmagannuntcpred is me or 
dotIlRorhaleasureinew_Amened is tme 

IS ERP The ERP element ss present arab= Probe Response frames 
generated by SI& using ER.Ps =la mho:rally present otherwise 

19 Emended Supported Roves The Extended Supported Rates element a presew if there are more 
Inn ogle imputed rotes. and it is °phonono present oefiensue. 

20 P...RN The RSHE as pretestt only if dal IRSNAAcrivared is true 

21 EiSS Load The IISS Load element is pence if doll IciosOphon-Insplanented 
and dotlICAISSLoodlusplemeniel are both true 

22 EDCA Panama Set 

-ittns ://mrncciew.com/2014/10/27/cwap-802-11-prob( 

The EDC.A Pommes Set element as present if 
dotlICtosOphonlmplemented as nue and doll I MethActevaied as 

-requestresponse/ 
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27 BSS Avenge Access Delay The BSS Average Access Delay element is optionally present if 
dntI1RSSAvntageAcccsaDebvActivated is true and the value 
of the AP Avenge Access Delay field is not equal to 255 
(measixement not available) 

AP Channel Report If dotlIRMAPChannellteportActwated is toe. one AP Channel 
Report element is optimally present for each operating ()ASS that 
has at least I channel to report 

ISleasutement Pilot 
Transmission 

The Measuremear Pilot Tannin:um element is present if 
dot! RNESteasurairraPilotActnated is between 2 and 7 

One or more Multiple BSSID elements are present if 
dotlIRMIdeasurementhlotActrated as between 2 and 7 and the 
AP is a number of a Multiple BSSID Set (see 10.11.14) with two or 
mote members, or if&tllMonMulttB,SSlliActisated is 
tine. Cu if dotIlIntersvotlangServiceActivated as true and the AP is 
a member of a Multiple BSSID Set with two or more members and 
at least one dot 11GASAdsertisenrisID IsM3 attribute masts. 

24 Multiple BSSID 

RM Enabled Capabilities The R11 Enabled Capabilities element is present if 
dotl IRadioMeasurementActwated is true. 

The Antenna derma is °mussily present if 
dotl1FLMAntermainfounationActivated is true and the value of the 
Ante= ID field is not equal to 0 (unknown antenna) 

The BSS Available Admission Capacity element is optionally 
present if dollIRMBSSAvaiLableAdimsnonCapactryActivated is 
tine with the following excemons. I) when Available Adrmssion 
Capacity Bitmask equals 0 (Available Admission Capacity List 
contains no entries). or 2) viten the 355 Load element is present 
and the Available Capacity &mask equals 256 (Available 
Admisnon Capacity Last commas only the AC VO entry) 

28 

29 BSS :Available Admisnon 
Capacity 

BSS AC Access Dela. The BSS AC Access Delay element is optionally present if 
dotl IRISCBSSAverageAccessDelayActwated is true and at least one 
field of the element is not equal to 255 (mean:anent not 
available). 

Mobility Domain The NIDE is persona iIdotllFaslBSSTianstuocActivaiedss nue 

DSE registered location The DS E Registered LOCRICCI CIOZ1032 is present if 
dotliLLlLlstRequiredis trite 

32 

Extended Clumnel Switch 
Amouncement 

The Extended Channel Switch Announcement element as optionally 
present if dot 1 lExendedChannelSwitchictwated is tine 

33 

Supported Operating Classes The Supported Operating Classes element a present if 
dot I I ExtendedChannelSandlActivated is rue 

The HT Capabilities element is present when 
dotl I ItgliThroughputOptionLaplemented attribute is tine 

35 HT Capabilities 

The HT Operation element is =lusted by an AP and a mesh STA 
when dotIllfighThroughputOmonhliplemerded stream ts true 

The 20 40 BSS Coexistence element is optionally plesent when the 
dot112040BSSCovastenceNimagernenihuppo,.t anntme is true 

36 Operation 

37 20 40 BSS Coexistence 

Overlapping BSS Scan 
Parameters 

Extended Capabilities 

The Overlapping BSS Scan Parzneters element is optionally 
present if the dotIlForryNEHzOptionlinpleinented attribute is nue. 

The Extended Capabilities element is optionally present it any of 
the fields in this element are nonzero. 

39 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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41 Channel Usage The Channel Usage element is present if the Charnel Usage 
element is present in the Probe Request frame and 
dot 1MgmtOptionChannelUsageActivated is true 

40 QeS Traffi: The QoS Traffic Capability element is optionally present if 
doll 1 MgmtOptIonACStationCountActivated is true 

Tune Advemsement The Tune Advemsement element is present if 
dotIlhIgmtOptionUIC it-OffsetActivated is true. 

42 

The Tune Zone element is present if 
dotIlhIgmtOptionUTCTSFOffsetActirated is flue. 

43 Time Zone 

The Intenvorking element is present if 
dotl 1 InterworlingServiceActivated is true 

Intenvorlong 

'crtisetnent Protocol Advertisement Ptolocol element is present if 
dotIllaterworlangSeniceActivated is flue and at least one 
dotlIGASAdvertisementID NUB annbute exists. 

45 

Roaming Consortium The Roaming Consonium element is present if 
dotl I Intaworkin,gService.Acumted is flue and the 
dotIlRoamingCessortiumTable has at least one entry 

46 

Emergency Akin Identifier 

Mesh 1D 

One or ZOOM Emergency Alert In.-wirier  elements ye present if 
doillEASActivated is true and there are one or more EAS 
message(s) active in the network 

The Mesh ID element is present if doillIsleshActivated is Wilt. 

47 

48 

Mesh Ccefigurmiou The Mesh Ccafiguration element is present if dotIlMesh.Activated 
is true 

49 

Mesh Awake Window The Mesh Ariake Window element is optionally preseat if 
dot 1lMeshActivated is flue. 

50 

The Beacon Timing ekment is optionally present ifboth 
dot 1 IMeshActivated and dotlINIBCAActivated are trie. 

51 3C011 Timing 

MCCAOP Advertisement 
Overview 

The MCCAOP Advertisement Overview element is optionally 
present if both dot 11MeshActivated and dotILMCCAakcavated are 

52 

MCCAOP Advertisement One or more MCCAOP Advertisement elements are optionally 
present if both dot IlMeshActivated and doll 1 MCCAActivated are 
nue. 

53 

Mesh Channel Switch 
Parameters 

The Mesh Channel Switch Parameters element is present if 
dot!! MeshAcnvated is true and either Channel Switch 
Announcement element or Extended Channel Switch 
AIII101.10CC/11C111 element is present 

Vendor Specific One or mere vendor-specific elements are optionally present These 
elements follow all other elements. except the Requested elements 

Last—./ 

Requested elements Elements requested by the Request element of the Probe Request 
frame are present if dot I UslulnDoniamCapabiluyActrrated is true 
See 10 1 4 3.2 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
doll1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Source: IEEE 802.11-2012.pdf  
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https ://blog.pulsarsecurity.com/preferred-network-Ii st-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

Below is an example Wi-Fi probe response that includes information of the access point. 
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probe response 

EI  -4-  OBSS Load  
a  Element ID: 11  QBSS Load  [68] 
a  Length: 5 [69] 

Station Count: 1 [70-71] 
• Channel Utilization: 0 % [72] 

Avail Admission Capacity:26562 [71-74]  
-4"" HT Cao= 10=45 H Len=26  

-4-  802.11 Management - Probe Response  
9  Probe Timestamp: 23996945615  Microseconds  [24-31] 

• Beacon Interval: 102  Time Units (104 MiLLiseconds, and 448 Microseconas)  [32-33] 

111 r  Capability Info=%0001000000000001 
139 'fl  SSID ID=0  5522  Len=4 SSID=OPEN  
Eo 

//1. 

information regarding 

r  Supported Rates  access point 
• Element ID: 
• Length: 
• Supported Rate: 
• Supported Rate: 
611/  Supported Rate: 
9  Supported Rate: 

1  Supported Rotes  [42] 
4 [43] 
24.0 Mbps (BSS Basic Rate)  [44] 

 

36.0 Mbps (Not BSS Basic Rote) [45] 
48.0 Mbps (Not  BSS Basic Rate) [46] 
54.0  Mbps (Not BSS Basic Rate) FA71 

Element ID: 
Length: 
Country Code: 
Enviroment: 
Starting Channel: 
Number of Channels: 
Max Tx Power (dBm): 
Starting Channel: 
Number of Channels: 
Max Tx Power (dBm): 
Starting Channel: 
Number of Channels: 
Max Tx Power (dBm): 
Starting Channel: 
Number of Channels: 
Max Tx Power (dBm): 
Starting Channel: 
Number of Channels: 
May Ty Pnwer fdRml. 

7 Country  [48] 
18 [49] 
AU [50-51] 
Ox20  Any  [52] 
36 [53] 
4 [54] 
23 [55] 
52 [56] 
4 [57] 
23 [58] 
100 [59] 
5 [60] 
30 [61] 
132 [62] 
3 [63] 
30 [64] 
149 [65] 
5 [66] 
-11:1 FA71 

information regarding 
access point 

E - Lountry 
• 
• 

9 

0 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff  
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[8c] a memory configured to 
store an authenticated access 
point list that includes 
information regarding at least 
one authenticated access point; 

The Accused Products include a memory (e.g., memory of the SoC and/or storage) 
an authenticated access point list that includes information regarding at least 
point. 

configured to store 
one authenticated access 

- tra 

- CPU 

- .,. 

exogon Processor \ 

—  - 

Processor 
Security 

•• '-:. c'-•-em-R . , 

, _I _i_._i.1_ 

 

https://www.qualcomm.com/news/onq/2022/11/new-snandragon-8-gen-2-8-extraordinarv-mobile-

 

experiences-unveiled 
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Storage 

128GB 

256GB 256GB 256GB 

512GB 512GB 

1TB 

https://www.samsung.com/us/smartphones/galaxv-s23/specs/ 

As an example, the Accused Product confirms the received SSID information and/or other information 
from probe responses with access point information stored in its memory. Once confirmed that there 
is a probe response from an access point with which the Accused Product was connected previously, 
the Accused Product initiates a connection to the access point using an authenticated device identifier, 
such as a persistent MAC address that was used for a prior connection with the access point. 

As shown, the Accused Products maintain a list of previously-connected access points which is 
matched to the access point's SSID received in the probe response. Each previously-connected access 
point is linked to a persistent MAC address for connecting to that access point. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

tyoe, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example,t4 remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 /. / wifi / WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3386c8e42cf140bfe6a5 [file]  [log] [lame] 

<?xml version='1.0' encoding='utf-S' standalone='yes.  ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string› 

<string name="SSID">&quot;AndroidWifi&quot:</string> 

<null name="8SSID" /> 

name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0 r34/wifi/WifiConfigStore.xml  
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In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl lCurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.1I-2012.pdf 
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Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  
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e  Element ID: 11 Q655 Load  [68] 
Length: 5 [69] 

 

e  Station Count: 1 [70-71] 

 

4  Channel Utilization: 0 % [72] 

 

9 OBSS  Load 

e Avail Admission Capacity:26562 F73- j 
":1—  HT Cap= 10=45 Len=26  

74-  802.11 Management - Probe Response  

$ Probe Timestamp: 23996945615  Microseconds  [24-31] 

• Beacon Interval: 102 Time Units (104 MiLLiseconds, and 448 Microseconds)  [32-33] 

BD -4-.  Capability Info=%0001000000000001 
information regarding 

TI 5510 ID=0 cr7D  Len=4 SSID=OPEN  
access point 9  T'Supported Rates  

• Element ID: 1  Supported Rotes  [42] 
• Length: 4 [43] 
• Supported Rate: 

• Supported Rate: 
• Supported Rate: 
9  Supported Rate: 
Lountry 

24.0 Mbps (655 Basic Rate)  [44] 

 

36.0 Mbps (Not 855 Basic Rote) [45] 
48.0 Mbps (Not 855 Basic Rate) [46] 
54.0  :.:bos (Not BSS Basic Rate) (471 

11 Element ID: 7 Country  [48] 
• Length: 18 [49] 
e Country Code: AU [50-51] 
• Enviroment: Ox20  Any [52] 
4  Starting Channel: 36 [55] 
4  Number of Channels: 4 [54] 

4  Max Tx Power (dBm): 23 [55] 
4  Starting Channel: 52 [56] 
SI  Number of Channels: 4 [57] 
4  Max Tx Power (dBm): 23 [58] 
• Starting Channel: 100 [59] 
• Number of Channels: 5 [60] 
• Max Tx Power (dBm): 30 [61] 
• Starting Channel: 132 [62] 
• Number of Channels: 3 [63] 
• Max  Tx Power (dBm): 30 [64] 
• Starting Channel: 149 [65] 
• Number of Channels: 5 [66] 
611  Max Tx Pinder  (r1Rm N 1- 7-1 

information regarding 
access point 

9 

probe response I--

 

https ://mrncciew.com/20 1 4/1 0/2 7/cwap-802- 1 1 -probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff.  
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[8d] a determination unit The Accused Products include a determination unit (e.g. the operating system and connectivity 
configured to determine that the software) configured to determine that the access point is the at least one authenticated access point 
access point is the at least one based, at least in part, on the information regarding the access point that the access point is controlled 
authenticated access point by a mobile operating server, and the access point was connected with the end device previous to 
based, at least in part, on the when the access point received the probe request frame transmitted from the transmitter. 
information regarding the 
access point that indicates that: As an example, the operating system and connectivity software of the Accused Product confirms the 

received SSID information and/or other information from probe responses with access point 
the access point is controlled by information stored in its memory. Once confirmed that there is a probe response from an access point 
a mobile operating server, and with which the Accused Product was connected previously, the Accused Product initiates a connection 

to the access point using an authenticated device identifier, such as a persistent MAC address that was 
the access point was connected used for a prior connection with the access point. 
with the end device previous to 
when the access point received As shown, the Accused Products maintain a list of previously-connected access points which is 
the probe request frame matched to the access point's SSID received in the probe response. Each previously-connected access 
transmitted from the point is linked to a persistent MAC address for connecting to that access point. 
transmitter; and 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t4 remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomizati on-behavior 
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android / device /  generic/goldfish /  refs/tags/android-9.0.0 r34 /. / wifi / WifiConfigStore.xml 

blob: bb564Saacde00f44a03c3386c8e42cf140bfe6a5 [fi].e] [leg) (blame] 

<?xml encoding='utf-8.  standalone=.yes' 7> 

<wifiConfigStoreData> 

<int name="Version" value="1" I> 
<Networklist> 

<Network> 

<WifiConfiguration>  

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" I> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

eketnln.sn v,,mes—.M4AA,Nr.CCin. u.loon—"f,lces. Fs 

https://android.googlesource.cotn/device/generic/goldfish/+/refs/tags/android-
9.0.0 r34/wifi/WifiConfigStore.xml 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 

dot! I RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 
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'Mart= 
• Element ID: 

I  Length: 

• Country Code: 

• Enviroment: 

4  Starting Channel: 

• Number of Channels: 

• Max Tx Power (dBm): 

• Starting Channel: 

4  Number of Channels: 

4  Max Tx Power (dBm): 

4  Starting Channel: 

4  Number of Channels: 

• Max Tx Power (dBm): 

• Starting Channel: 

SI  Number of Channels: 

• Max Tx Power (dBm): 

• Starting Channel: 

• Number of Channels: 

• Max Tx Pnwpr (MIT). 

information regarding 
access point 

7 Country  [4Ej 
18 [49] 

AU [50-51] 

0)(20  Any  [52] 

36 [53] 
4 [54] 

23 [55] 
52 [56] 
4 [57] 
23 [58] 
100 [59] 
5 [60] 

30 [61] 
132 [62] 
3 [63] 
30 

149 [6...] 
5 [66] 
/11  rA-77 

https://blog.pulsarsecurity.com/preferred-network-list-pnl 
1802.11 Management - Probe Response 

• Probe Timestamp: 23996945615  Microseconds  [24-31] 
4  Beacon Interval: 102 Time Units (104 MiELiseconds, and 448 Microseconds)  [32-33] 

E,  -4— capability  Info=%0001000000000001 

▪ TISSID ID=0  SSID  Len=4 SSID=OPEN I  information regarding 
access point El Supported Rates 

• Element ID: 
• Length: 

• Supported Rate: 

I  Supported Rate: 

• Supported Rate: 

• Supported Rate: 

1  Supported Rates [42] 
4 [43] 

24.0  Mbps (BSS Basic Rate)  [44] 

36.0  Mbps (Not BSS Basic  Rote) [45] 

48.0  Mbps (Not BSS Basic Rate)  [46] 

54.0  Mbps (N:t  BSS Basic Rate) 1471 

DDSS Load  
• Element ID: 11  QESS Load  [66] 

• Length: 5 [69] 

• Station Count: 1 [70-71] 

• Channel Utilization: 0 5  [72] 
• Avail Admission Capacity:26562  77-  7a] -▪ r  HT Cap= ID=45 COC,  Len.26 

probe response 

https ://mrricc iew .com/2014/10/27/cwan-802-11-Trobe-requestrespon se/ 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

88 

Petitioner's Exhibit 1011 

Page 88 of 169 



EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

The information in the probe response frame indicates that the access point is controlled by the mobile 
operating server. For example, the mobile operating server (e.g., the OS and/or a CPU and associated 
memory for storing and executing the OS and associated data), which serves the functionality of the 
Android operating system, controls connection and/or data transmission of the access point. 

The operating system runs on a CPU of the SoC (e.g., the Kryo CPU) of the Accused Product and is 
used to manage connections with an access point to control those access points to receive and transmit 
messages and/or data. 

Galaxy S23  

• 
Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

ht_tps ://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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CPU 
Kryo CPU 

• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz: 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 18 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Phone Galaxy S23, Galaxy S23+ 

Snapdragon 8 Gen 2 for 

Galaxy S23 Ultra 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Snapdragon 

8 
Gen 2 
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https://www.qualcomm.com/content/darn/qcomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Brief.pdf 

Phone Galaxy S23 I Galaxy S23+ Galaxy S23 Ultra 

Connectivity 
5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E. Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 

5.3, NEC 5.3, NFC, ultra-wideband NFC, ultra-wideband 

httbs://www.androidpolice.com/samsung-galaxy-s231 

Galaxy S23 

Wi-Fi 6E 

802.11 a/b/g/n/adax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth0. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm0 FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/uualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve  

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff.  

" a. 

Quick Share 

IP settings 

Proxy 

Metered network 

MAC address type 

MAC address 

IP address 

Quick Share 

IP settings 
, 

Proxy 

Metered network 

IP address 

GALAXY S23 PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 
Randomised MAC - 

Phone MAC 
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[8e] a connection unit The Accused Products include a connection unit to connect to a wireless local area network provided 
configured to connect to a by the access point. 
wireless local area network 
provided by the access point, The Accused Products connect to wireless local area networks, and thus include a connection unit. 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth0. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the QualcommC) FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fl 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve  

As an example, the Accused Products receive an open system authentication response from an access 
point. The Accused Products then transmit an association request. Then the Accused Products receive 
an association response from the Access Point, at which point the Accused Product is connected to a 
network via the access point in accordance with the association response. 
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STA 

 

AP STA 

 

IEEE 802.11 Probe Request 
—IMP-

   

IEEE 802.11 Probe Response (Security Parameters) 

     

IEEE 802.11 Open System Authentication Request 

   

IEEE 802.11 Open System Authentication Response 

   

IEEE 802.11 Association Request (Security Parameters) 

   

IEEE 802_11 Association Response 

         

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2. I, contained in the frame body 
iield was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s). on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM, the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.1I-2012.pdf 
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802.11 Mgmt • Authentication Frame 

POSTED BY NAYARASI IN CWAP P.' 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

  

1. (Request) 

  

2. (Response) 

  

3. 

  

4. 

  

The frame format of those Authentication frames are as shown below.(from page 

  

136- CWAP Official Study Guide) 

     

FIGURE 4.8 Authentication frame format 

      

MAC header From body 

     

oto FT. .7 6 6 6 2 2 2 2 Walt* . . . 

   

loon 
CM** Donlon DA SA NM Si 

 

Trirrailki.  

 

9"' hyti" . ; a=,,. 

             

• 

          

https ://mmcciew.com/2014/10/10/802-11-mgmt-authenticati on-frame/ 

  

An analysis of source code may be necessary to frilly and accurately describe the functionality of the 

 

Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 

 

supplement these infringement contentions once such information is made available to Plaintiff. 

[8f] wherein the receiver is The receiver is configured to receive a fake device identifier (e.g., randomized MAC address) from a 
further configured to receive mobile operating server (e.g., the OS and/or a CPU and associated memory for storing and executing 
the fake device identifier from the OS and associated data). 
the mobile operating server, 
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As shown below, an example of the Accused Products contains an SoC, Snapdragon 8 Gen 2. It also 
includes the Android OS 10 or higher (e.g., Android 13 operating system) and has randomized MAC 
for Wi-Fi connections. The operating system is used to generate a randomized MAC address to be 
used for when scanning or searching for access points, such as for Wi-Fi probe requests. The operating 
system runs on a CPU of the SoC (e.g., the Kryo CPU) of the Accused Product. 

Galaxy S23 

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/usismartphonesigalaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

........61

 Snapdragon  . 

8 
Gen 2 

CPU 
Kryo CPU 

• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz: 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Brief.pdf 

   

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

5G. Wi-Fl 6E, Bluetooth 
--

 

5G, Wi-Fl 6E, Bluetooth 5G. Wi-Fl 6E, Bluetooth 5.3. 
Connectivity 

   

5.3, NFC 5.3, NFC, ultra-wideband NFC, ultra-wideband I 

haps ://www.androidpol ice.com/samsung-gal axy-s23/ 

Galaxy S23 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and BluetoothC). Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

QualcommC) 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm() FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve  

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

   

, 

    

  

Quick Share 

   

  

IP settings 

Proxy 

Metered network 

  

       

ce 

   

MAC address type 
R.o.riorm..11 , AC 

 

     

        

   

MAC address 

   

   

IP address 

    

        

        

https://www.youtube.com/watch?v=dT63df6nnqU 

The Accused Products support the Wi-Fi standard. According to the standard, The Accused Products 
(each a UE) inquire about available Wi-Fi access points using a probe request that includes MAC 
address. For a probe request, the Accused Products use a randomized MAC address, which is a fake 
device identifier. 

Quick Share 

IP settings 
1), 

Proxy 

0 

Metered network 

IP address 
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[zed MAC (default) 

MAC Randomization Behavior  D - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a WI-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a WI-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC. The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized. 

httns://source.android.com/does/core/conneet/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<- Network details GI' 

Network usage 
Detect automatically 

Figure 1. MAC randomization option. 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff 

[8g] wherein the transmitter is The transmitter is configured to transmit, to the access point, a connection request that includes an 
further configured to transmit, authentic device identifier. 
to the access point, a 
connection request that The Accused Products confirm the received access point identifying information (e.g., the SSID 
includes an authentic device information) from the probe responses with the access point information stored in memory. If the 
identifier, and received information correlates to the access point list, then the access point was previously connected 

and thus an authenticated access point. Once confirmed that there is an SSID in a probe response from 
an access point with which the UE was connected previously, the UE (e.g., the Accused Product) 
initiates an authentication process with stored pre-shared key information and a previously used 
authenticated MAC address (e.g., the persistent MAC address used for prior connections with the 
access point). 

As shown, the Accused Products maintain a list of previously-connected access points and a persistent 
MAC address for each access point. The list of previously-connected access points is matched to the 
access point's SSID received in the probe response. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FUN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example,  14  remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5845aacde0Of44a93c3386c8e42cf140bfe6a5 [file]  (12g] [21.032] 

<Txml version=.1.0 encoding='utf-8' standalone='yes' ?, 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<Networklist> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot:AndroidWifi&quot;</string> 

<null name="8SSID" /> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" I> 

<int name="WEPTxKeyIndex" value="0" /> 

„ 
https://androld.googlesource.comidevice/genenc/golatisni+iretsitagsianciroia 
9.0.0 r34/wifi/WifiConfigStore.xml 
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In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dotll RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl I CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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2 

Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  usino Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

httos://blog.pulsarsecurity.com/ • referred-network-1 ist-  •  n1  
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Th  802.11 Management - Probe Response  

9  Probe Timestamp: 23996945615  Microseconds  [24-31] 
9  Beacon Interval: 102  Time Units (IBA MiLLiseconds, and 448 Microseconds)  [32-33] 

EiT Capability Info=%0001000000000001 

  

kdonnationregmoding 
access point 

1-ISSID ID=0 5520  Len=4 SSID=OPEN 

     

Supported Rates 

     

• 
• 
• 

Element ID: 
Length: 
Supported Rate: 

1 Supported Rotes  [42] 
4 [43] 
24.0 Mbps (BSS Basic  Rote)  [44] 

    

• Supported Rate: 36.0 Mbps (Not BSS Basic Rote) [45] 

  

• Supported Rate: 48.0 Mbps (Not  BSS Basic Rote) [46] 

   

Supported Rate: 54.0 Mbps (Not  BSS Basic Rote) [471 

 

Lountry  
• Element ID: 7 Country  [48] 
9  Length: 18 [49] 
a  Country Code: AU [50-51] 

Enviroment: Ox20  Any  [52] 
• Starting Channel: 36 [53] 
4  Number of Channels: 4 [54] 
O Max Tx Power (dBm): 23 [55] 
0  Starting Channel: 52 [56] 
• Number of Channels: 4 [57] 
• Max Tx Power (dBm): 23 [58] 
• Starting Channel: 100 [59] 
• Number of Channels: 5 [60] 
• Max Tx Power (dBm): 30 [61] 
O Starting Channel: 132 [62] 
• Number of Channels: 3 [63] 
• Max Tx Power (dBm): 30 [64] 
O Starting Channel: 149 [65] 
O Number of Channels: 5 [66] 
a  May  Ty Pnwer (dRml. 30  

31 k911 
• Element  ID: 11  QESS Loord 

• Length: 5 [69] 
• Station Count: 1 [70-71] 
• Channel Utilization: 0  X [72] 

• Avail Admission Capacity:26562 [73-74]  

HT Cap= 10=45 HI-  C-Pn: Len=26  

information regarding 
access point 

probe response response 

haps ://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The Accused Products transmit an association request and/or an authentication request using the 
previously used persistent MAC address. The Accused Products then receive an association response 
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IEEE 802.1X Controlled 
Port Blocked 

AP STA STA 

from the access point, at which point the Accused Product is connected to a network via the access 
point in accordance with the association response. 

IEEE 802.11 Probe Request 

IEEE 802,11 Probe Response (Security Parameters) 

IEEE 802 11 Open System Authentication Request 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Secunty Parameters)
. 

IEEE 802.11 Association Response 

 

Source: IEEE 802.11-2012.pdf 

.11 
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802.11 Mgmt : Authentication Frame 
POSTED BY NAYARAS1 IN CVVAP r-.•.•• 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication rames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

Frame body 

6 

MAC header 

2 2 2 2 MAN, 6 2 2 

sow inorsavin 

5.06  
maga* Doke 

• far. 
Cala ass lo 

haps ://mmcci ew.com/2014/10/10/802-11-mgmt-authenti cati on-frame/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff. 

[8h] wherein the receiver is 
further configured to receive, 
from the access point, an 

The receiver is further configured to receive from the access point (e.g., Wi-Fi access point) an 
approval of the connection request. 
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Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

approval of the connection 
request. 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

109 

Petitioner's Exhibit 1011 
Page 109 of 169 



CPU 
Kryo CPU 

• 64-bit Architecture 
• 1Prime core, up to 3.36 GHz: 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" OHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

httbs://www.androidpolice.com/samsung-galaxy-s23/ 

s„........61

 Snapdragon 

8 
Gen 2 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Brief.pdf 

Phone Galaxy S23  Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fl 6E, Bluetooth 
c_griDec_thriti 

5.3, NFC 

5G, Wi-Fl 6E, Bluetooth I  5G, Wi-Fl 6E, Bluetooth 5.3, 

5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

A00'1\ 

• 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax  

https://www.samsung.com/us/smartbhones/galaxy-s23/specs/ 

The Accused Products receive an open system authentication response from an access point. 
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AP STA STA 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 
I 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 
I 

IEEE 802.11 Association Response 

 

IEEE 802.1X 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the N1SDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s), on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the sTA that has transmitted, onto 
the WM. the MP131.1 contained in the frame body field. The IndividuaL/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff. 

9. The end device of claim 8, 
wherein the fake device 
identifier includes at least one 
of a random number or a 
random character. 

The fake device identifier includes at least one of a random number or a random character. 

A random MAC address is created by, for example, randomly setting one or more bits of the MAC 
address (e.g., setting the locally administered bit to 1, the unicast bit to 0, and then randomizing the 
remaining 46 bits). 

EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

113 

Petitioner's Exhibit 1011 
Page 113 of 169 



EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

MAC Randomization Behavior 

The MAC randomization feature allows devices to use a randomized MAC address when connectina to a Wi-Fi network. 

For implementation instructions. see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connectina to a Wi-Fi 

network. 

MAC addresses are 48 bits lona and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by settina the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized. 

haps://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff.  

10. The end device of claim 8, The authentic device identifier includes a media access control (MAC) address. As an example, the 
wherein the authentic device authentic device identifier is a persistent MAC address, as discussed previously. 
identifier includes a media 
access control (MAC) address. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Anc 

generates a persistent randomized MAC address based on the parameters of the network profile including SSIC 

type. or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC addr 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on ti 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff. 

11. The end device of claim 8, 
wherein the determination unit 
is further configured to 
determine that the access point 
is the at least one authenticated 
access point based, at least in 
part, on the information 
regarding the access point that 
is included in the authenticated 
access point list. 

The determination unit is further configured to determine that the access point is the at least one 
authenticated access point based, at least in part, on the information regarding the access point that is 
included in the authenticated access point list. 

As an example, the determination unit is configured to determine that the received SSID information 
and/or other information from probe responses matches access point information stored in its memory. 
Once confirmed that there is a probe response from an access point with which the Accused Product 
was connected previously, the Accused Product initiates a connection to the access point using an 
authenticated device identifier, such as a persistent MAC address that was used for a prior connection 
with the access point. 

As shown, the Accused Products maintain a list of previously-connected access points which is 
matched to the access point's SSID received in the probe response. Each previously-connected access 
point is linked to a persistent MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID. security 

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, I 

expected, or to enable parental controls. 
4 remember a device and allow users to bypass the login screen ad 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device /generic /goldfish / refs/tags/android-9.0.0 r34/./ wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44a93c33B0c8e42cf140bfe6a5 [file] nog] [1ame] 

<7xml version=' 1.O encoding.'utf-B' standalone yes' ?> 

<wifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<Wi fiConfi gurati on> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyindex" value="0" /> 

eknnl.,. ...14r-.C.less. Is 

nuos://anarota.googiesource.comtaeviceigenericigoiansw+tretsnagstanarola 
9.0.0 r34/wifi/WifiConfigStore.xml 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dotl 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 
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7,r  802.11 Management - Probe Response 

13)  Probe Timestamp: 23996945615  :.:icroseconoS  [24-31] 

45  Beacon Interval: 102  7,:!=e Y,7its (104 NitLiseconds, and 448 )icroseconds)  71. 2-3] 

1E 71- Capability Info=960001000000000001 
C411SSID ID=0  SSIO  Len=4 SSID=OPEN  

information regarding 

EJ 4 - Supported Rates access point 

• Element ID: 1  Supported Rotes  142] 

Length: 4 [43] 

•

al  

Supported Rate: 24.0  Mbps (ESS Basic Rote)  [44] 

• Supported Rate: 36.0  Mbps (Not BSS Basic Rote)  [45] 

• Supported Rate: 48.0  Mbps (Not BSS Basic Rote)  [4E] 

45  Supported Rate: 54.0  Mbos (rvot 855 Sosic Rote)  ,47i  

Louniry  

60 Element ID: 7  Country [4E1 

el Length: 18 [49] 

• Country Code: AU [50-51] 

• Enviroment: Ox20  Any [52] 

• Starting Channel: 36 [53] 

• Number of Channels: 4 [54] 

• Max Tx Power (dBm): 23 [55] 

• Starting Channel: 52 [56] 

I  Number of Channels: 4 [57] 

• Max Tx Power (dBm): 23 [58] 

I  Starting Channel: 100 [59] 

411 Number of Channels: 5 [60] 

• Max Tx Power (dBm): 30 [61] 

• Starting Channel: 132 [62] 

• Number of Channels: 3 [63] 

• Max Tx Power (dBm): 30 [64] 

• Starting Channel: 149 [65] 

I  Number of Channels: 5 [66] 

SI May Tx Power (dRml. "M4 r ,171  

information regarding 
access point 

1-= "T 01555 Load  

I  Element ID: 11  QESS Load  [68] 

• Length: 5 [69] 

• Station Count: 1 [70-71] 

I  Channel Utilization: 0 X  [['2] 

I  Avail Admission Capacity:26562 :7E,  

-r  HT Cap= ID=45  .47  r,,.  Len=26  

[---

 

proberesponse 

haps ://b1 og.pulsarsecurity.com/preferred-network-list-pnl 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff. 

The information regarding the authenticated access point includes at least one of a media access 
control (MAC) address or a service set identifier (SSID) of each of the at least one authenticated access 
point. As discussed, the authentication access point information includes a list of access points and is 
associated with their respective persistent MAC address. The identification of the access point 
includes an SSID for the access point. 

4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.1I-2012.pdf 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
doll 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I lCurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

12. The end device of claim 8, 
wherein the information 
regarding the at least one 
authenticated access point 
includes at least one of a media 
access control (MAC) address 
or a service set identifier 
(SSID) for each of the at least 
one authenticated access point, 
and 

wherein the information 
regarding the access point 
includes at least one of a media 
access control (MAC) address 
or a service set identifier 
(SSID) of the access point. 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

httns://blog.pulsarsecurity.com/preferred-network-1ist-nnl  
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The reason for client scanning is to determine a suitable AP to which the client may need to roam 
now or in the future.  A client can use two scanning methods: active and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

As well, the information regarding the access point includes at least one of a media access control 
(MAC) address or a service set identifier (SSID) of the access point. As discussed, the probe response 
from an access point includes an SSID of the access point. 
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Table 8-27—Probe Response frame body 

 

Order 
, 

Information N.,,, 

1 rtmestatnp 

 

` Beaton inieval 

  

Capability 

 

4 551D If doi 1 INIeshActivated ss nue. die SS1D deo= u the uadcmd 
value as demisted m8.42 2 

 

Supported rates 

 

o PH Pnrameter Set The FH Parameter Set element ts present :whin Probe Response 
frames generaded by STAs mum EH PM's. 

 

DSSS Parameter Se The DSSS Parameter Set element ts present mann Probe Response 
frames generated by STA., using Clause 16, Clause 17. aid 
(Buse IP Plris 
The DSSS Pmatneter Set denten is peseta within Poobe Response 
frames generated by STA, using a Clause 20 PM' in the 24 GHt 
band 

S CF Parameter Set The C-7 Parameter Set element is preset: only untbm Prate 
Response frames planted by APs suppxung a PCF. 

9 IBSS Pnrasneer Set The MISS PiriMder Set elettant is present only sathm Probe 
Response frames gemmed by STAs in an 1BSS. 

10 Camtry The Country eletnem is 
present if 6:4111-1u1nDouramCnpaMlayActivated is Ma ot 
dotlISpectiumhlanogemetuRequotel is true or 
dotIlRadioNframtementAerrated is true. 

11 PH Parameters The PH Pameneen element.. sperafeed m 8 42.11, ts ommendly 
preset if datl INItiltiDansamCapabiluyAcurated n true 

12 PH Pattern Table The FH Patten Table elernent as specified m S.4 2 12. it optimally 
pretest if doll 1 ShiltiDornsuiCapatulsmAcuraird is Me 

13 

, , 

Posse Cottstramt The PPM Constraint *mem is present If 
6atl ISpectromManagensentReqourd is true aid is opnonally 
pretest if dotl I RadloNlcasurementAcurated a true 

11 Channel Snatch 
Atmounemarn: 

The Channel Staub Announcement element is optic:calls-present if 
dont SpectrumManagenyeurRequned is nue. 

15 

1 

Quto The Qumt element is opt:ovally Innen if 
doillSpectrumIslanagemattRequited a nue or if 
dotIlRadioMeasuremenactorded is into 

16 

, 

IIISS DFS The MSS DFS element ss present tf 
dotlISpestrumMaragesnentRequard is nue M an IIISS. 

17 TPC Report The TPC Report element as pteseut :I 
dot' ISpecnumhlatugetuesuReqmred is nue or 
dot! 1RadiohlensuxememActivated is true 

18 ER? The FRP element is present :robin Prone Respease frAIIWS 
Renerned by STAs using ERN and as opttonally present orbenstse 

19 Enesaled Supported Rates The Extended Supported Rates damn as present at there me roar 
than eight supported WV, 0558 it is optaccully present otherwase 

20 RT0 The R.VE as present only sr dot 1 IRSMActivated is one 

21 BSS Load The BSS Load element is present if dot 1 IQ:Wm:on-Implemented 
and dot 11QBSSLoadlniplemessed are both woe 

22 EECA Parameter Set 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Nraneset Sot element as present at 
don I QotOptionImplenemed is tire and dotl I MeshAnnoted is 
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't.P Channel Repoit If dot I IRMAPChannelReportActivated is nue. one AP Ctonnel 
Report elemmt is optionally present for each operating class that 
has mans: 1 chatmel to report 

BSS Average Access Delay The BSS Average Access Delay element us optionally present if 
dotlIRMBSSAverageAccessDebyActivated is true and the value 
of the AP Average Access Delay field is not equal to 255 
(tueasurearia not available) 

Measurement Pilot 
Transmission 

The Measurement Pilot Transmission element is prams if 
dotlIRNllskasutemendalotActivated is between 2 and 7 

One or nacre Multiple BSSID elements are present if 
dotlIRNINleasurementhlotArtivated is between 2 and 7 and the 
AP is a member of a Multiple BSSID Set (see 10.11.14) with two or 
more members. or if doillMgmtOpuonMultiBSSIDAnnated as 
true, or if dotlIlatemorkingSersiceAmivated is true and the AP is 
a member of a Multiple BSSID Set with two or more members and 
at least one dotl 1 GASAdvertisementID NUB attribute nuts. 

24 Multiple BSSID 

The R3.1 Enabled Capabilities element is present if 
dotlIRadioNleasurementAcninted is true. 

RN! Enab:ed 

The Ante= element is optionally present if 
dot! IRMAntennalnformanonActivated is nue mid the value of the 
Antenna ID field is not equal to 0 (uakixran antenna) 

The BSS Available Adinissam Capacity element is optionally 
mescal if dotlIRMBSSAvailableAdoussionCapacirfActivated is 
trite with the following exceptions: 1) when Available AdMISS1011 
Capacity Bitmark equals 0 (Available Admission Capacity List 
contains no entries). or 2) when the ISO Load element is present 
and the Available Capacity Bitmask equals 256 (Available 
Admission Capacity Last contains only the AC VO may) 

BSS Avaibble Admission 
Capacity 

BSS AC Access Delay The EtSS AC Access Delay element is optionally present if 
dot 1 IRNIBSSAverageAccessDelayAcnvated is trite and 21 least one 
field of the element is not egad to 255 (measurement not 
available). 

30 

Mobility Domain The NIDE is present if dot' IFastBSSTransitionActivated is true 51 

DSE registered location The DOE Registered Location element is present if 
dotl 1 LCIDSERequited is nue 

32 

Extmded Channel Switch 
Announcement 

The Extended Channel Switch Announcement elernest is optimally 
present if dot I lEcendedChannelSwitchActivated as nue 

.3 

Stippd °perm:m(1.mm The Supported Operating Classes element is present if 
dotIlEttendedaninnelSwitchActwated is true 

The HT Capabilities element is present when 
dotl IlfighThroughpunOpnontniplemented attribute is tit* 

Oa HT Capabilities 

The HT Operation element is included by an AP and a mesh STA 
when dotl 1 HighThroughproOptionImplemented attribute is nue 

The 20 4013SS Coexistence element is optionally present when the 
dot' 12040BSSComistenceMmagenentSuppxt attribute as hue 

Operation 

37 20 40 13SS Coeustence 

Oiedappuig BSS Sean 
Pararomers 

The Overlapping BSS Scan Parameters element is optionally 
present if the doillFeetyMHzOptionIumienented attribute is true 

30 

30 Extended Capabilities The Extended Capabilities element is optionally present if any of 
the fields in this element are nonzero 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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Last-/ Vendor Specific 

The QoS Traffic Capability elcmcn:is optionally present if 
dotl 1 MgmtOptionACStatioaCountActwated is true 

The Channel Usage element is present if the Channel Usage 
element is present m the Probe Request frame and 
dotIlMgmtOptionChtnnelUsageActivated is true. 

40 QS Traffic Capabaity 

41 Channel Usage 

Time Advertisement The Time  Advexbsenient element as present if 
dot 11/skentOphonUTCTSFOffsetActivated is true. 

42 

The Time Zone element is present if 
dotIlMlintOptionUTCTSTOffsetActivated is true. 

43 Tune Zone 

The Interworking element is present if 
doillInterworkingSeniceActivated is uue 

Interworking 

.Advatisement Protocol Advertisement Protocol element is present if 
dotIllinerworlangServiceActivated is true and at least one 
dot IIGASAdvernsernentID Nas attribute exists. 

45 

Roaming Consornual The Roaming Consortium element is present if 
dot 1 IlminworlazigServiceActivated is true and the 
dotl IRoammgConsortiumTable has at least one entry. 

46 

Emergency .klen Identifier 

Mesh ID 

One or more Emergency Alert Identifier elements are present if 
dotIlEASArtivased is true and there we one or more EAS 
message(s) active in the network 

The Mesh ID clement is present if dotIlIslesh.Actrated is true 

47 

48 

Mesh Configuration The Mesh Configuration element is present if dotl UsleshActivated 
is true 

49 

Mesh Awake Window The Mesh Awake Window element is optionally present if 
dotlItsleskAchvated is true 

The Beacon Timing element is optionally present if both 
dot 1 IlsleshActwated and dotlIMBCAActnated are true. 

51 acon Timmg 

MCCAOP Advernsenwnt 
Overview 

The 34CCAOP Advertisement Ovensew element is optionally 
present if both dal 1MeshAchvated and doilINICCAActivated are 
tine. 

52 

NICCAOP Advemsemen One of more MCCAOP Advertisement elements are optionally 
present if both doll aleshActivated and dont MCCAActivated are 
true. 

53 

The Mesh Channel Switch Parameters element is present if 
dollINIeshActrated is true and either Channel Switch 
Announcement element or Emended Channel Switch 
Annoimcement element is present 

Mesh Clamiel Switch 
Parameters 

One or more vendor-specific elements are optionally present These 
elements follow all other elecnents, except the Requested elements 

Requested elements Elements requested by the Request element of the Probe Request 
frame are present if dotIllslulnDomainCapabilityActwated is tine 
See 10 1 4 3 2 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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13. The end device of claim 8, 
wherein the access point 
includes a Wi-Fi access point, 
and the wireless local area 
network provided by the access 
point includes a Wi-Fi network. 

Min_Probe_Response_Time Max_Probe_Response_Time 

 

I Po 

     

, 

PROBE 1 

  

IACKI 

   

MI21 

tr 

        

///AP RESPONSE 

a. 

  

I 

—41 G3 4— G1 --ii. 

 

4—

 

P RESPONSE 

    

4— G1 = SIFS 
nme —0 G34-- G1 I , 

Scanning 
Station 

Respond 
1 

Respond 
2 

Figure 10-3—Probe response 

Source: IEEE 802.1I-2012.pdf 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff.  
The access point includes a Wi-Fi access point, and the wireless local area network includes a Wi-Fi 
network. 

The Accused Products are designed to connect to Wi-Fi access points in order to join a Wi-Fi network. 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

1 5G, Wi-Fi 6E, Bluetooth 
Connectivity 

I 5.3, NFC 

5G, Wi-Fi 6E, Bluetooth 

5.3, NFC, ultra-wideband 

5G. Wi-Fi 6E, Bluetooth 5.3, 

NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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Galaxy S23 

',000m11%‘' 

0°11% 
• 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth0. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm0 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm0 FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

littps://www.qualcomm.cominews/releases/2023/02/Qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve  
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Galaxy 523  

14. A non-transitory computer-
readable storage medium 
having stored thereon 
computer-executable 
instructions that, in response to 
execution, cause an end device 
to perform or control 
performance of operations that 
comprise: 

To the extent the preamble is limiting, the Accused Products include a non-transitory computer-
readable storage medium having stored thereon computer-executable instructions that, in response to 
execution, cause an end device to perform or control performance of operations described below. As 
an example, the Accused Products include a non-transitory computer-readable storage medium storing 
the Android or Wear OS operating system and other associated computer-executable instructions for 
connecting to access points. 

The Accused Products include Android OS 10 or above or Wear OS 3 or above. Each Accused Product 
includes an SoC and Wi-Fi connection functionality. As a specific example shown below, the Galaxy 
S23 includes the Android 13 operating system, which includes randomized MAC for Wi-Fi 
connections. It comprises an SoC, snapdragon 8 Gen 2, a Wi-Fi chipset, and FastConnect. It connects 
to a Wi-Fi network using the Wi-Fi chipset. 

SAMSUNG Shop Mobile TV Audio Appliances Computing Displays Accessories Smartiningrs Explore Support For Business 0 , g 

  

Galaxy S23  Unlocked Lavender 
Gel up to instant trade-in credit 709 Fru a 3334/moo-d-

 

c 411311D 
- bnindaltthatipts vr an extra 5100 30  with Samsung Offers Program membership 

Galaxy 523 Woo Galaxy $231 523-

 

Device 

Galaxy 523+ 

Connectivity 

haps ://www.samsung.com/us/smartphones/galaxv-s23/buv/galaxy-s23-128gb-unlocked-sm-
s911uliaxaa/ 
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Galaxy S23  

INI ND 

MI 

I= 

MD 

=I 

MI IN 

VIT'r 

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Galaxy S23 Ultra 

Snapdragon 8 Gen 2 for 

Galaxy 

8+256GB, 12+512GB, 

12GB+1TB (UFS 4.0) 

6.8" OHD+ Dynamic AMOLED 

2x, 120Hz Adaptive Refresh 

Rate, 500ppi, 1,750nit 

(outdoor peak) 

Android 13 / One Ul 5.1 

Galaxy S23  

Snapdragon 8 Gen 2 for 

Galaxy 

8+128GB, 8+256GB (UFS 

3.1) 

6.1" FHD+ Dynamic 

AMOLED 2x, 120Hz 

Adaptive Refresh Rate, 

425ppi, 1,750nit (outdoor 

peak) 

Android 13 / One Ul 5.1 

Galaxy S23+ 

Snapdragon 8 Gen 2 for 

Galaxy 

8+256GB, 8+512GB (UFS 

4.0) 

6.6" FHD+ Dynamic 

AMOLED 2x, 120Hz 

Adaptive Refresh 

Rate,393ppi, 1,750nit 

(outdoor peak) 

Android 13 / One Ul 5.1 Software 

Display 

https://www.androidpolice.com/samsung-galaxy-s23/ 

https://www.youtube.com/watch?v=BadWvxWe8y8 

Phone 

Chipset 

RAM & 

Storage 
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IP settings 
r), , 

Proxy 
t 

Metered network 
Detr,:t outoniatically 

MAC address type 
MAC 

GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

Quick Share 

MAC address 

IP address 
192 168 152 2 
re80,  29de att. 460(1./41 

https://www.youtube.com/watch?v=dT63df6nnqU 
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Samsung Galaxy S23 / Galaxy S23 Ultra - View MAC Address 

https://www.youtube.com/watch?v=AaMm2HHwbIO 
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Featuring the Snapdragon X70 5G Modem RF System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm  
FastConnect 7800 Mobile Connectivity System. 

• 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G--4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fi 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/ucomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Briefpdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions, including the Snapdragon' X70 Modem-RF System, 

the world's fastest and smartest 5G modem-RF system, and Qualcomm°  

FastConnect-  for high-speed and ultra-low latency Wi-Fi, and the latest 

Bluetooth audio enhancements. 

https://www.qualcomm.cominews/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve  

MAC Randomization is implemented in devices running the Android OS since at least Android OS 
10 as well as Wear OS 3.0. 
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In Android 10, MAC randomization is enabled by default for client mode, SoftAp, and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus in( 

user privacy. 

Additionally. MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information, see MAC Randomization Behavior. 

https://source.android.com/docs/core/connect/wifi-mac-randomization 

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  https://www.reddit.com/r/GalaxyWatch/comments/pcmki 1 /galaxy watch 4 wifi mac address/ 

[14a] obtain a fake device The Accused Products obtain a fake device identifier (e.g., randomized MAC address) from a mobile 
identifier from a mobile operating server (e.g., the OS and/or a CPU and associated memory for storing and executing the OS 
operating server; and associated data). 

As shown below, an example of the Accused Products contains an SoC, Snapdragon 8 Gen 2. It also 
includes the Android OS 10 or higher (e.g., Android 13 operating system) and has randomized MAC 
for Wi-Fi connections. The operating system is used to generate a randomized MAC address to be 
used for when scanning or searching for access points, such as for Wi-Fi probe requests. The operating 
system runs on a CPU of the SoC (e.g., the Kryo CPU) of the Accused Product. 
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Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 84-256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, 

425ppi, 1,750nit (outdoor 

Adaptive Refresh 

Rate,393ppi, 1,750nit 
Rate, 500ppi, 1,750nit 

 

peak) (outdoor peak) 
(outdoor peak) 

Software Android '13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androicipolice.com/samsung-galaxy-s23/ 

Snapdragon 

8 
Gen 2 

CPU 
Kryo CPU 

- 64-bit Architecture 
• I Prime core, up to 3.36 GHz= 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Brief.pdf 

Phone Galaxy S23 Galaxy S23+ I Galaxy S23 Ultra 

 

1  5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 
Connectivity 

  

i

 

5.3, NFC 5.3, NFC, ultra-wideband NFC, ultra-wideband 

httbs://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

!oisomiso 

• 

Wi-Fl 6E 

802.11 a/b/g/n/aciax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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raio • 

IP settings 
111 I I-

 

Proxy 
14,1, 

Metered network 

IP address 

0 

Quick Share 

IP settings 

Proxy 

Metered network 

Quick Share 

MAC address type 

MAC address 

IP address 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RE System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve  

https://www.youtube.com/watch?v=dT63df6nnqU 

The Accused Products support the Wi-Fi standard. According to the standard, a UE (e.g., the Accused 
Product) inquires about available Wi-Fi access points using a probe request that includes a MAC 
address. The UE receives the probe responses from multiple available access points. It selects a desired 

Randomised MAC 

Phone MAC 
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access point for connection based on the access point capabilities, desired network condition, etc. The 
Accused Products use a randomized MAC address for Wi-Fi probe requests. 

Persistent randomization  

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Anc 

generates a persistent randomized MAC address based on the parameters of the network profile including SSIC 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC addr 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on if 

parameters of the network profile. 

https ://source.androi d.com/docs/core/connect/wifi-mac-randomization-behavi or 

MAC Randomization Behavior  - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network  

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits lona and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 
tke -.-inlomized MA' &fault) 

-or devices running Android lu or nigner, tne framework uses randomized MAC address by default. Users can enable or , 

disable MAC randomization for individual networks through an 'potion in the Network details screen in Settings;  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

Network details e 

Network usage 
Detect auto,,,..: I 

Figure 1. MAC randomization option. 

httos://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff. 

$ 

The Accused Products transmit, to an access point (e.g., a Wi-Fi access point), a probe request frame 
(e.g., a Wi-Fi probe request) that includes the fake device identifier (e.g., randomized MAC address) 
for the end device. 

The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products 
(each a UE) send probe requests to access points to inquire about available Wi-Fi access points using 
a probe request. The probe request comprises a sender address field (e.g., device identifier). The UE 
utilizes a random MAC address as the sender address in a probe request. 

[141)] transmit, to an access 
point, a probe request frame 
that includes the fake device 
identifier for the end device; 

The end user device transmits probe requests to identify available access points: 
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The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. Witl-

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning _ 

140 

Petitioner's Exhibit 1011 
Page 140 of 169 



EXHIBIT B-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,717,005 

CIF_AP 802.11- Probe Request/ Response 
POSTED NAYAFtASI CWAP 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a -.)qz• 

management frame asking what network is available on that channel. 

Probe Request are sent to the broadcast DA address (ff:ff:ff:ff:ff:ff).  Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received, 

STA moves to next channel & repeats the discovery process. 

1A sending Probe Request may specify the SSID they tooki  (called  directed 

probe request).  Then only IBSS STA Ot---- AP -support that SSID will answer. 

(ie ). This is 

called  Wildcard SSID  or  Null Probe Request. 

httns://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fi mobile devices to 

discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 

messages contain information about their sources (i.e., MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

https://www.sciencedirect.com/science/article/abs/pii/S1389128622000196  
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The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a 
fake device identifier. 

MAC Randomization Behavior  2  ' 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a wi-Ft network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or art access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Ft 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to O. The other 46 bits are randomized.  

https://source.android.com/docsicore/connect/wifi-mac-randomization-behavior  
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! I 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

E- Network details 7 Ck 0 

Network usage 
- . 

Figure 1. MAC randomization option. 

httns://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff.  

IP settings 

Proxy 
t10, 14:. 

Metered network 
nfq. ,trall 

MAC address type 
R..11.0',f711,(2(1 MAC-

 

MAC address 
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[14c] obtain, from the access The Accused Products obtain from the access point a probe response frame (e.g., a Wi-Fi probe 
point, a probe response frame response) that includes information (e.g., SSID, supported data rates, etc.) regarding the access point 
that includes information (e.g., Wi-Fi access point). 
regarding the access point; 

As an example, a probe response from a Wi-Fi access point includes the SSID (wireless network 
name), supported data rates, encryption types, capabilities, etc. of the access point: 

2. APs receiving the probe request check to see it the mobile station has at least one common supported data rate. It they have compatible data rates, a probe response is sent 

advertising the SSID (wireless network name). supported data rates, encryption types it required, and other 802.11 Capabilities of the AP. 

https://documentation.meraki.com/MR/Wi-

 

Fi Basics and Best Practices/802.11 Association Process Explained 

The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses 
from multiple available access points. As an example, an access point responds with the probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of 
the access point or when the specific SSID of the access point is included in the SSID List element. 
As a further example, an access point responds to a probe request when it supports data rates or other 
requirements of the Accused Products. 
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STA 

IEEE 802.11 Probe Request 

AP STA 

    

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) ppi 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

Information regarding the access point is included in the probe response, as shown below. 
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Quset The Quiet element is optionslly present if 
doll ISpeenumblanagementRequued is true or if 
dotl1RadialeasuremeitActivated is true_ 

551D 

Tunestatup 

13C3C00 weral 

Capabilny 

1fdo tisztodra siva the SSID dement is the wildcard 
=hie as described= 8 4 2 2 

11 PH Parameters 

12 FM Patten: Table 

15 

MSS DES The HISS DES eleirent a present if 
doll ISpeetrumMatagementRequated is lawman MSS 

TPC Report The TPC Report eknent is present if 
dont SpeentuddanagenentRegnred is true or 
don IRadtoMeasurememActrated is nue 

BSS Load The B55 Load &mem rxesent if dot 1 1QmOptiota-Implemena-d 
and dotllQBSSLoadlmplemented are both true 

Table 8-27—Probe Response frame body 

Oide Information Notts 

The FM Parameter Set element is prewar wahm Probe Response 
fraines generated by STAs ussng Ell PHYs_ 

The DSSS Parameter Set element is present mum Probe Response 
frames generated by STAs using Clause 16. Clause 17. and 
Clause 19 PHI% 
The DSSS Parameter Set ektuent is present within Probe Response 
frames gemmed by STAs using a Clause 20 PHI" in the 2 4 Gbh 
band 

6 

7 

Supported sans 

FM Parameter Set 

DSSS Parameter Set 

CF Parameter Set 

1BSS Parameter Set 

The CF Parameter Set element is present only:x=1m Probe 
Response fames generated by APs supportmg a PCT. 

Ilse MSS Parameter Set element is present only within Probe 
Response frames generated by STAsse an 1BSS 

The Country element is 
present if dot1151n13DomariCapabilityAnamed is true or 
don I SpentumbfatagemeuRequited Is aye or 
don1RathoMeasurementAeuvated is true_ 

Camtry 10 

The FM Parameters dement, as specified in 342 11. is optionally 
present if donlMultiDolocurkapabilityAnamed is trie 

The EH Paa0 Table element. as speefied to 8.4 2 12.1s optimally 
present if doillMultsDonsanCapabditrActrvated is true 

The Poise Coostrams demerit is present if 
dot 1 ISpeenumnsargestientRequued is true and is opeonally 
present ridcallRadioNleassuementActaated is true 

13 Power Constraun 

Channel Snatch 
Announcenacm 

The ClammISsenhinannacetrem &mad opts:malt:prang if 
dotlISpectrumMaattenientRequired is nue 

14 

16 

17 

The ERP element a present srithsa Probe Response frames 
generated by STAs using ERN and is opuotally mesas 003CIVISt 

The Extended Supported RMes elemen is present if there are more 
than erg= supported tates, arid;; is optsmully present otherwise 

ER? 18 

la Extended Suppcsad Rues 

The R...CNE is present only if doll1RSNAAcurared is true 

EDCA Parameter Set The EDCA Par-anew Set &mew is present if 
don 1 Qoiktpboubmplesetenied ti MY. and =All IslesbActamed is 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

21 
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26 

7 BSS Avenge Access Delay The BSS Average Access Delay dement is optionally present if 
dotl1RMBSSAverageAccessDelayActivated is true and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available). 

AP Channel Report If dotl1RMAPChannelReportActnmed is true. one AP Channel 
Report demon is optionally lumens lot each operatmg class that 
has at least 1 channel to report 

30 HT Operation The HT Operation element is included by an AP and a mesh STA 
when dotIlHighThroughputOptionImplemerned =arise it true 

20 40 13SS Coexistence The ))40 BSS Coexistence element is optionally present when the 
dot112040BSSCoexistameManagementSupport attribute is true 

Meancement Pilot 
Transmission 

The Measurement Pilot Tranunisuon element is present if 
dotllYthesleasurementhlotActivated is between 2 and 7 

One or roxe Multiple BSSID elements me present if 
dot I IRISIMeasurementhlotActivated as between 2 and 7 and the 
AP is a member of a Multiple BSSID Set (see 10.11.14) with two cc 
mote membem. or if dotl I MgmtOpetonMulaBSSIDAcumted is 
true. or if dot 1 lInterwockingServiceActivated is mu and the AP is 
a member of a Multiple BSSID Set with two or more members and 
at least one dot 11GASAthertisementE) MD3 attribute mists. 

24 Multiple BSSID 

RM Enabled Capabilities The IDA Enabled Capabilities element is present if 
dotlIRadialeasuremanActnnted is true_ 

25 

The Antenna element is optionally present if 
dotlIRIslAnienualnformatonActivated is true and the value of the 
Antenna I]) field is not equal to 0 (unknown =WOW 

The BSS Available Admission Capacity element is optionally 
present if doilIRMBSSAmilableAdansnonCapacityActivated is 
true with the following exceptions: I)sbciaAvaibbteAdmmsston 
Capacity Bitmask equals 0 (Available Admission Capacity List 
contains no entries). or 2) wben the BSS Load element is resent 
and the Available Capacity Bitmask equals 256 (Available 
Admission Capacity Last contains only the AC VO entry) 

29 BSS Available Admission 
Capacity 

The BSS AC Access Delay element is optimally present if 
dorllRMllSSAvetageAccesuDetayActtvatedis one and at kart one 
fidd of the element as not equal to 255 (measureman not 
available) 

WS AC Access 

Mobility Domain The MDE is present if doll1FastBSSIsansitionActitated is true 31 

DSE registered location The DSE Registered Location element is resent if 
doll1Lt arttRethared is inie 

32 

Extended Channel Switch 
Annosmcement 

The Extended Channel Switch Amnon:warm element is optionally 
present if dal larandedannoelSwitchActivated is nue 

33 

Supported Operating Classes The Supported Operating Classes element is present if 
dotl 1 ExtendedChannelSwetchActivated is true 

The HT Capabilities element is present when 
doll IHighTbroughputOptionImplemeated attribute is Mt 

33 Capabilities 

37 

Ovellapping BSS Scan 
Parnueters 

Extended Capabilities 

The Overlapping BSS Scan Parametas element is optionally 
resent if the dotIlrody34HzOpttonImplemented attribute is nue. 

The Extended Capabilities element is optionally present if any of 
the fields in this element are nonzero. 

39 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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Requested elements Elements requested by the Request element of the Probe Request 
frame are present if doll1MultiDomairiCapandtlyActivated is one. 
See 10.1.4.3.2. 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The QoS Traffic Capability element is optior.ally present if 
doll I NlgmtOptionACStationCountActivated is true 

The Channel Usage element is present if the Charnel Usage 
element is present us the Probe Request frame and 
dotl1MgmtOptionChamelUsageActivated is one. 

40 QoS Traffic Capability 

41 Channel L'sage 

Tune Advert semer.: The lime Advertisement element is present if 
doillhIgmtOptionUTCTSFOffsetActivated is true. 

42 

The Time Zone element is present if 
dotl1MgmtOptionUTCTSFOffsetActivated is true. 

43 Tune Zone 

The We:working element is present if 
dotllbuerworIcingSeniceActivated is true 

Intenvorlang 

Advansanent Protocol Advertisement Protocol clement is present if 
dotllInterworkingSeniceActivated is true and at least one 
dot 11GASAchernsementID NUB attribute eusts 

45 

Roaming Consortium The Roaming Consortium element is present if 
dotIlltretworlangSereceActwated is one and the 
dotl1RoatningConsortiumTable has at least one entry 

46 

Emergency Alert Identtfier 

Mesh ID 

One or more Emergency Alert Identifier elements are present if 
dotllEASActivaled is tine and there are one or more EAS 
messages) active in the network 

The Meili 1D element is present if dotllNleshActivated is one 

47 

48 

Mesh Configuration The Mesh Configuration elaxient is present if dotIlMeshActivated 
is rut 

49 

Mesh Awake Window The Mesh Awake Window element is optionally present if 
dotllbleshActivated is true 

50 

The Beacon Timing element is optionally present ifboth 
del llileshActwated and dot I 1MBCAActivated are true. 

51 Beacon Tsmnse 

MCCAOP Advertisement 
Overtiew 

The MCCAOP Advertisement Oserview element is optionally 
present if both dot 1 1MeshActivated and dot 11NICCAActivated are 
true 

52 

MCCAOP .4.de:rose:nem One ot more MCCAOP Advertisement elements are optionally 
present if both dalUsleshActivated and doll1MCCA.Activated are 
true. 

53 

The Mesh Channel Switch Parameters element is present if 
dot 1 1 MehActivated a true and either Channel Snitch 
Announcement element or Extaided Channel Switch 
Announcement element is present 

Mesh Charnel Switch 
Parameters 

Tvarlor Specific One ar MOM vendor-specific elements are optionally present. These 
elements follow all other elements. except the Requested elements 

Last-1 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot! 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf  
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

Below is an example Wi-Fi probe response that includes information of the access point. 
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r  802.11 Management - Probe Response  
• Probe Timestamp: 23996945615  Nicroseconds  [24-31] 

• Beacon Interval: 102 Time Units  (104 MiLliseconds, 
ffllrCapability  Info=%0001000000000001 
El SSID ID=0 557D Len=4 SSID=OPEN  

El q  -Supported Rates  
1111 Element ID: 
$1 Length: 
al Supported Rate: 
41 Supported Rate: 
(1P Supported Rate: 
411 Supported Rate: 

and 443 Microseconds)  [32-33] 

infortnation regarding 
access point 

Latina 
9  Element ID: 
ill Length: 
9  Country Code: 

• Enviroment: 
II  Starting Channel: 
9  Number of Channels: 
• Max Tx Power (dBm): 
e Starting Channel: 
9  Number of Channels: 
O Max Tx Power (dBm): 
/ Starting Channel: 

Number of Channels: 
e Max Tx Power (dBm): 
9  Starting Channel: 
il Number of Channels: 
el Max Tx Power (dBm): 
4  Starting Channel: 

Number of Channels: 
611 Maw TY Pnwer 

7 Country  [48] 
18 [49] 
AU [8-51] 
Ox20  Any  [52] 
36 [53] 
4 [54] 
23 [55] 
52 [56] 
4 [57] 
23 [58] 
100 [59] 
5 [60] 
30 [61] 
132 [62] 
3 [63] 
30 [64] 
149 [65] 
5 [66] 

rF71 

probe response I--. 

information regarding 
access point 

0 OBSS Load  
• Element ID: 1/  QESS Load  [68] 
a  Length: 5 [69] 
$I Station Count: 1 [70-71] 
4  Channel Utilization: 0 .% [72] 
4  Avail Admission Capacity:26562  

1Tr -r NT Cap= 10=45  q7  r7'.  Len=26  

1  Supported Rotes  [42] 
4 [43] 
24.0 Mbps Basic Rote)  [44] 

 

36.0 Mbps (Not ESS Basic Rate) [45] 
48.0 Mims (Not  BSS Basic Rote) [46] 
54.0  Mbps (Not  BSS Basic Rote) [471 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 

Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 

supplement these infringement contentions once such information is made available to Plaintiff  
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[14d] determine that the access 
point is an authenticated access 
point based, at least in part, on 
the information in the probe 
response frame that indicates 
that: 

the access point is controlled by 
the mobile operating server, 
and the access point was 
connected with the end device 
previous to when the access 
point received the transmitted 
probe request frame; and 

The Accused Products determine that the access point (e.g., Wi-Fi access point) is an authenticated 
access point based at least in part on the information (e.g., SSID, supported data rates, etc.) in the 
probe response frame (e.g., probe response). 

As an example, the Accused Product confirms the received SSID information and/or other information 
from probe responses with access point information stored in its memory. Once confirmed that there 
is a probe response from an access point with which the Accused Product was connected previously, 
the Accused Product initiates a connection to the access point using an authenticated device identifier, 
such as a persistent MAC address that was used for a prior connection with the access point. 

As shown, the Accused Products maintain a list of previously-connected access points which is 
matched to the access point's SSID received in the probe response. Each previously-connected access 
point is linked to a persistent MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the  MAC addressed depends on the 

parameters of the network profile 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example,tiremember a device and allow users to bypass the login screen as' 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is 

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomizati on-behavior 
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android / device /generic /goldfish / refs/tags/android-9.0.0 r34/. / wifi /WifiConfigStore.xml 

blob: bbS6A5aacde00f44a93c3386c8e42cf140bfe6a5 [file] [log] [121.ang] 

<?xml version=' 1.0' encoding='utf-S' standalone='yes' ?), 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<Networklist> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" I> 

<int name="WEPTxKeyIndex" value="0" I> 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I I RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fl network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fl enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fl network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 
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(MSS Load  
61 Element ID: 11 Q653 Load  [68] 

4  Length: 5 [69] 
9  Station Count: 1 [78-] 
O Channel Utilization: 0 S :7.1] 
61  Avail Admission Capacity:26562 [73-74] 
HT Can= 10=45  '47  ,Thr,  len=26 

I
probe response I--. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl 
r802.11 Management - Probe Response  

• Probe Timestamp: 23996945615  •qiIcroseconos  [24-31.] 

1111  Beacon Interval: 102  rime  Units (104 Mittiseconds, and 448 Microseconds)  [32-33] 

E! r Capability  Info.sti00180geotieueel infonnationregarciing 
TI  5510 ID=0  SSIT  Len=4 SSID=OPEN  

Supported Rates T access point 
• Element ID: 
• Length: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 

1  Supperted Rates  [42] 
4 [43] 
24.0 Mbps (LISS  Basic Rote)  [44] 

 

36.0 Mbps (Not  BSS Basic Rote) [45] 
48.0 Mbps (Not  BSS Basic Rote) [46] 
54.0  !.7bos (Not BSS Basic Rote) [471 

Lounxry 

O Element ID: 7 Country [48] 
6/  Length: 18 [49] 
61 Country Code: All [50-51] 
9  Enviroment: 0x20 Any [52] 
9  Starting Channel: 36 [53] 
9  Number of Channels: 4 [54] 
e Max Tx Power (dBm): 23 [55] 
• Starting Channel: 52 [56] 
• Number of Channels: 4 [57] 
• Max Tx Power (dBm): 23 [58] 

• Starting Channel: 100 [59] 
• Number of Channels: 5 [60] 
O Max Tx Power (dBm): 30 [61] 
• Starting Channel: 132 [62] 
61 Number of Channels: 3 [63] 
• Max Tx Power (dBm): 30 ,64] 
• Starting Channel: 149 [65] 

• Number of Channels: 5 [66] 
611 May Ty PnwPr (dRml. 3R r,i71  

information re gardinz 
access point 

e 

https ://mrncc iew.com/2014/10/27/cwap-802-11-probe-requestrespon se/ 
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The information in the probe response frame indicates that the access point is controlled by the mobile 
operating server. For example, the mobile operating server (e.g., the OS and/or a CPU and associated 
memory for storing and executing the OS and associated data), which serves the functionality of the 
Android operating system, controls connection and/or data transmission of the access point. 

The operating system runs on a CPU of the SoC (e.g., the Kryo CPU) of the Accused Product and is 
used to manage connections with an access point to control those access points to receive and transmit 
messages and/or data. 

Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

htt s://www.samsun .com/us/sma hones/galax -s23/ssecs/ 
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Phone 

Chipset 

Galaxy S23 Galaxy S23+ 

Snapdragon 8 Gen 2 for 

Galaxy 

Galaxy S23 Ultra 

Snapdragon 8 Gen 2 for 

Galaxy 

Snapdragon 8 Gen 2 for 

Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

  

https://www.androidpolice.com/samsung-galaxy-s23/ 

Snapdragon 

8 
Gen 2 

CPU 
Kryo CPU 

• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz: 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Brief.pdf 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

nnec_thiU 
5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 

5.3, NFC, ultra-wideband 

5G, Wi-Fl 6E, Bluetooth 5.3, 

NFC, ultra-wideband 5.3, NFC 

https://www.androidpolice.com/samsung-gal axy-s231 

Galaxy S23 

.40100" ,\ 
driergmliii4: 11 

• 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RE System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/uualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve  

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff 

0 

GALAXY S23 PLUS 

Set MAC Address Type to 
Randomized 

MAC/Phone MAC 

4i> 

Quick Share 

IP settings 

Proxy 

Metered network 
DO, 

MAC address 
od.o,:4 

IP address 

Quick Share 

IP settings 

Proxy 

Metered network 
1.,I, 

IP address 
19) lna 11 I 
fe00,14ticsittkOd 

MAC address type 
Randomised MAC 

Phone MAC 
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[14e] transmit, to the access 
point determined to be the 
authenticated access point, a 
connection request that 
includes an authentic device 
identifier of the end device, 

The Accused Products transmit to the access point (e.g., Wi-Fi access point) determined to be the 
authenticated access point a connection request (e.g., association and/or authentication request) that 
includes an authentic device identifier (e.g., a persistent MAC address) for the end device. 

After receiving the probe response from the access point, as discussed above, the Accused Products 
confirm the received SSID information from the probe responses with the access point information 
stored in memory. Once confirmed that there is an SSID in a probe response from an access point with 
which the Accused Product was connected previously, the Accused Product initiates a connection 
using the persistent MAC address for the access point, which is an authentic device identifier for the 
Accused Product. 

Persistent randomization 

 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https ://source.androi d. com/doc s/core/conne ct/wi fi-mac-ran domiz ati on-behavi or 
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MAC address type 
R.11.(krillyea P.V1,7 

GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

AP STA STA 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 
I 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 
I 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

IP settings 

Proxy 
J011•2 

Metered network 

MAC address 
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Address 
1 

Address 
2 

Sequence 
Control 

Address 
4 

Address 
3 

Duration 
/ID 

Frame 
Control FCS QoS 

Control 
HT 

Control 
Frame 
Body 

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 8-1 depicts 
the general MAC frame format. The first three fields (Frame Control, Duration/1D, and Address 1) and the 
last field (FCS) in Figure 8-1 constitute the minimal frame format and are present in all frames, including 
reserved types and subtypes. The fields Address 2, Address 3, Sequence Control. Address 4, QoS Control, 
HT Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 
8.2.4. The format of each of the individual subtypes of each frame type is defined in 8.3. The components of 
management frame bodies are defined in 8.4. The formats of management frames of subtype Action are 
defined in 8.5. 

Octets: 2 2 6 6 6 2 6 2 4 0-7951 4 

MAC Header 

Source: IEEE 802.11-2012.pdf 

8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU tor fragment thereof) or A-MSDU. as defined in 8.3.2.1. 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU. as defined in 8.3.2.1. contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identities the intended immediate 
recipient STA(s). on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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2 2 6 6 

FIGURE 4.8 Authentication frame format 

MAC Meader 

• 1"."1=Alh".TmsamA ai 5.A.Ag 
Ars 

ICardiP 
Funs 
UMW Demo 0A 'MD 

802.11 Mgmt : Authentication Frame 
POSTED EY NAYARASI IN CWAP •-•:: 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1 (Request) 

(Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

https ://mmcciew.com/2014/10/10/802-11-mgmt-authenticati on-frame/ 

As shown, the Accused Products may use persistent randomization, in which for the same Wi-Fi 
network and device combination, the MAC address remains the same. When an Accused Product 
connects to a Wi-Fi network it was previously connected to, it will use the same MAC address. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters or the network protiie 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t4 remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 T34 /. / wifi / WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3386c8e42cf140bfe0a5 [file] [12g] [121.amg] 

,?xml version= '1.0' encoding='utf-S' standalone 'yes' ?> 
<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&guot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot:AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" 1> 

(N 

rittps:iiandroid.googiesource.comicteviceigenericigotutishi+iretsitagsianurolu 
9.0.0 r34/wifi/WifiConfigStore.xml  
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An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff. 

15. The non-transitory 
computer-readable storage 
medium of claim 14, wherein 
the operations further 
comprise: 

obtain, from the access point, 
an approval of the connection 
request; and 

connect to a wireless local area 
network provided by the access  
point. 

The Accused Products obtain, from the access point, an approval of the connection request and 
connect to a wireless local area network provided by the access point. 

For example, as shown below, the Accused Products receive an Authentication Response and/or an 
Association Response for connecting to the access point. Once this messaging is completed, the 
Accused Product has joined the network provided by the access point. The network is a wireless local 
area network (WLAN). 

STA AP STA 

   

IEEE 802.11 Probe Request 

  

IEEE 802 11 Probe Response (Security Parameters) 

     

IEEE 802 11 Open System Authentication Request 

  

, IEEE 802 11 Open System Authentication Response 

   

IEEE 802.11 Association Request (Secunty Parameters) 

    

IEEE 802.11 802.11 Association Response 

   

1111 

      

IEEE 802.1X Controlled 
Port Blocked 

 

Source: IEEE 802.1I-2012.pdf 
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8.2.4.3.5 DA field 

[he DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU. as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC inch' idual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1. contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s). on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM, the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.1I-2012.pdf 

wireless local area network (WLAN) system: A system that includes the distribution system (DS). access 
points (APs). and portal entities. It is also the logical location of distribution and integration service 
functions of an extended service set (ESS). A WLAN system contains one or more APs and zero or more 
portals in addition to the DS. 

Source: IEEE 802.11-2012.pdf 
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4 

MAC header 

Jodi 2 2 6 6 2 

FIGURE 4.8 Authentication frame format 

mod 
hrid"14 MS Sod MS 0 fore 

God GOO 

RIMS body 

2 2 2 MIL* 

802.11 Mgmt : Authentication Frame 
POSTED RY NAYARASI IN CWAP :-•-• /0 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

haps ://mrncciew.com/2014/10/10/802-11-mgmt-authenticati on-frame/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff. 

16. The non-transitory 
computer-readable storage 
medium of claim 14, wherein 

The authentic device identifier includes a media access control (MAC) address. As an example, the 
authentic device identifier is a persistent MAC address, as discussed previously. 
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the authentic device identifier 
includes a media access control 
(MAC) address. 

Persistent randomization 

 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

 

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the 
Accused Products with respect to this limitation and, accordingly, Plaintiff reserves the right to 
supplement these infringement contentions once such information is made available to Plaintiff. 

17. The non-transitory 
computer-readable storage 
medium of claim 15, wherein 
the access point includes a Wi- 
Fi access point, and the wireless 

the access point includes a Wi- 
Fi network. 

The access point includes a Wi-Fi access point, and the wireless local area network includes a Wi-Fi 
network. 

The Accused Products are designed to connect to Wi-Fi access points in order to join a Wi-Fi network. 

local area network provided by
 

Phone Galaxy S23 1 Galaxy S23+ Galaxy S23 Ultra 1 

, 
5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 1 

Connectivity 1 1 
' 5.3, NFC 5.3, NEC. ultra-wideband NFC, ultra-wideband 1 

https://www.androidpolice.com/samsung-galaxv-s23/ 
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Galaxy S23 

,0110"11%,& 
4.01•0101s7 
IN's% 

• 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/usismartphones/galaxy-s23/specs/ 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth0. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm0 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

:. 
Active , which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm0 FastConnectTM  6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply imnnersive Bluetooth Audio experiences. 

https://www.qualcomm.corninews/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve  
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