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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

As set forth below, the Accused Products and their referenced structures and functions are designed to and do operate in an infringing 

manner and perform the claimed systems and methods each and every time an Accused Product is used as intended (i.e., to connect to 
a Wi-Fi network). The following claim chart sets forth exemplary evidence demonstrating Secure Wi-Fi's infringement theories, and 

showing where in the Accused Products each element of the asserted claims is found. The evidence included below for particular 
Accused Product(s) is exemplary, and is representative of infringement by other Accused Products, including those that use Android 

OS 10 or above or Wear OS 3 or above, as those products employ the same or similar structures and functionality in the same manner. 

This claim chart specifically addresses infringement of the asserted claims by Samsung's Accused Products using Android OS 10 or 

above or Wear OS 3 or above. These infringement contentions are illustrative rather than exhaustive. Although the Samsung Accused 
Products may differ in some respects, for example use of different operating systems, SOCs, mobile platforms, chipsets, and/or 

connectivity systems, any differences are not relevant with respect to the asserted claims of the '384 patent or Secure Wi-Fi's 
infringement allegations. On information and belief, the evidence cited in this claim chart is representative of how the other accused 

products would operate under similar conditions. Excerpts below may be annotated to highlight certain information, aid in readability, 

or for some other purpose. The annotations are not limiting. 

The Accused Products listed herein are not exhaustive. Secure Wi-Fi accuses any Samsung products with substantially similar MAC 

Randomization functionality to the expressly listed Accused Products. Moreover, it may be that the same underlying products have 

multiple identification numbers based on, inter alia, differences in geographic sales locations, customers, product colors, or other 

features that do not affect the structure and operation of such products and the infringement allegations herein. Secure Wi-Fi asserts that 

any such products infringe the asserted claims for the same reasons as identified herein. 

This infringement analysis is preliminary, and Secure Wi-Fi's investigation into Samsung's infringement is ongoing. Secure Wi-Fi 

reserves the right to provide additional theories under which Samsung products infringe this patent. 

Secure Wi-Fi reserves the right to supplement or modify these contentions as appropriate upon receipt of further information and 

discovery, or as otherwise permitted by the Court. Secure Wi-Fi has not completed its investigation of the facts in this case. For 

example, Defendant Samsung has not yet made complete production of technical documents for the Accused Products and algorithms 

discussed herein. Secure Wi-Fi reserves the right to provide additional theories under which Samsung products infringe this patent. This 

chart is being provided pursuant to the schedule in this case, and Secure Wi-Fi specifically reserves all rights to amend or supplement 

this claim chart with further evidence obtained during the further course of discovery. 
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Samsung Accused Products U.S. Patent No. 
10,694,384 

To the extent the preamble is limiting, the Accused Products practice a method performed under control of an 
end device. 

The Accused Products include Android OS 10 or above or Wear OS 3 or above. Each Accused Product includes 
an SoC and Wi-Fi connection functionality. As a specific example shown below, the Galaxy S23 includes the 
Android 13 operating system, which includes randomized MAC for Wi-Fi connections. It comprises an SoC, 
Snapdragon 8 Gen 2, a Wi-Fi chipset, and FastConnect. It connects to a Wi-Fi network using the Wi-Fi chipset. 

1. A method 
performed under 
control of an end 
device, the method 
comprising: 

SAMSUNG Shop Mobile TV Audio Appliances Computing Displays Accessories SmartTh [nos Explore Support For Business Q.  IR a 

Galaxy S23  Untocked I Lavender 
Get up to : instant trade-m met . 

, abat Calm ST3 key lemiy,E an ex tl ' ' 1,0 with Samsung Offers Program membership 

Galaxy 523 Ulaa Galaxy 5231523-

 

Device 

Galaxy 523  

Galaxy 523+ 

Connectivity 

https://www.samsung.com/us/smartphones/galaxv-s23/buy/galaxv-s23-128gb-unlocked-sm-s911uliaxaa/ 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidnolice.com/samsung-galaxy-s23/ 

i 

https://www.youtube.com/watch?v=BadWvxWe8y8 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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c•S`::111 

,44.11 

Quick Share 

7 hey'l neabi‘. to zonnect without er.terinq the 
voiCI 

IP settings 

GALAXY S23, PLUS 

,Set MAC Address T e 

Randomized 

MAC/F'hone MAC 

Proxy 
None 

Metered network 
Detect autornat.cally 

MAC address 
26•de.ol iDO:01:4 

IP address 
192 168152.2 
feat) .24de:ai HoOd:f 41 

MAC address type 
mAc 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

https://www.youhibe.com/watch?v=dT63df6nnqU 
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https://www.youtube.com/watch?v=AaMm2HHwbIO 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

Featuring the Snapdragon X70 5G Modem RE System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm-

 

FastConnect" 7800 Mobile Connectivity System. 

• 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fi 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-

 

Product-Brief.pdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions,  including the Snapdragon' X70 Modem-RF System, 

the world's fastest and smartest 5G modem-RF system, and Qualcomm° 

FastConnect-  for high-speed and ultra-low latency Wi-R, and the latest 

Bluetooth audio enhancements. 

https://www.qualcomm.com/news/releases/2023/02/gualcomm-and-samsung-partner-to-bring-the-fastest-

 

snapdragon-eve  

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as WearOS 3.0. 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

In Android 10, MAC randomization is enabled by default for client mode. SoftAp. and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally. MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information, see MAC Randomization Behavior. 

https://source.android.com/docs/core/connect/wifi-mac-randomization  

WearOS, including WearOS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,designc/020a%20Wear%200S%20app. 

Devices operating on WearOS 3.0 implement MAC randomization. 
See  https://www.reddit.com/r/GalaxyWatch/comments/pcmkjl/galaxv watch 4 wifi mac address/ 

[la] generating, by The Accused Products generate a fake media access control (MAC) address (e.g., randomized MAC address) for 
the end device, a the end device. 
fake media access 
control (MAC) As shown below, an example of the Accused Products comprises an SoC, Snapdragon 8 Gen 2. It also includes 
address for the end the Android OS 10 or higher (e.g., Android 13 operating system) and has randomized MAC for Wi-Fi 
device; connections. The operating system is used to generate a randomized MAC address to be used for when scanning 

or searching for access points, such as for Wi-Fi probe requests. The operating system runs on a CPU of the SoC 
(e.g., the Kryo CPU) of the Accused Product. 
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Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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CPU 
Kryo CPU 

• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHzt 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidoolice.com/samsung-galaxy-s23/ 

Snapdragon 

8 
Gen 2 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23 Galaxy 523+ Galaxy S23 Ultra 

Connectivity 
5G. Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 

5.3, NFC , 5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

oposftio% 

• 

Wi-Fi 6E 

802.11 a/b/g/n/actax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectrm 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-nartner-to-bring-the-fastest-
snapdragon-eve  

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

Quick Share 

Metered network 
Detect autornattcally 

MAC address 

IP address 

IP settings 
oticp 

Proxy 
Norte 

a nearby Galaxy use,. 
They AM.,  to cono.,cr .itot,ono the 

, 98%11 

. Od.00,11 

• 

co 

Quick Share 

IP settings 

Proxy 
fl - r• 

Metered network 

0 

MAC address type 
Randomised MAC 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
inquire about available Wi-Fi access points using a probe request that includes a MAC address. For a probe 
request the Accused Products use a randomized MAC address, which is a fake MAC address. 

MAC Randomization Behavior  2  - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11 :22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomizati on-behavior 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

E- Network details 0 q 0 

Network usage 

 

Privacy 
----1, • i.'.:. ,r-t.-,,it, 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wi ti-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

[lb] transmitting, by 
the end device to an 
access point, a probe 
request that includes 
the fake MAC 
address; 

The Accused Products transmit to an access point (e.g., Wi-Fi access point), a probe request that includes the 
fake MAC address (e.g., randomized MAC address). 

The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
send probe requests to access points to inquire about available Wi-Fi access points. The probe request comprises 
a sender address field (e.g., device identifier). The Accused Products utilize a random MAC address as the sender 
address in a probe request. 

The end user device transmits probe requests to identify available access points: 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

The reason for client scanning is to determine a suitable AP to which the client may need to roam 
now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowlectge-center/faq/what-are-passive-and-active-scanning 
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CIVAP 802.11- Probe Request/ Response 
POSTED BY NAYARASI IN CWAP 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a 

management frame asking what network is available on that channel. 

Probe Request are sent to the broadcast DA address (ff:ff:ff:ff:ff:ff).  Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received, 

STA moves to next channel & repeats the discovery process. 

STA sending Probe Request may specify the SSID they looking  (called  directed 

probe request).  Then only IBSS STA or AP support that SSID will answer. 

. (ie ). This is 

called  Wildcard SSID  or  Null Probe Request. 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fi mobile devices to 
discover 802.11 Access Points (APs) in their proximity ill. These unencrypted 
messages contain information about their sources (i.e.. MAC address and supported 
data rate and supported connection to an AP). The operation of capturing data on a 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a fake MAC 
address. 

MAC Randomization Behavior  2  ' 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions. see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically. devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device.to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits lona and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB: cc  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the umcast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 
— 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an ootion in the Network details screen in Setting  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

E- Network details Ck 0 

$ 
Network usage 

Figure 1. MAC randomization option. 

httns://source.android.com/docs/core/connect/wi ti-mac-ran domizati on-behavi or 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.voutube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  

IP settings 
, 

Proxy 
Nonc. 

Metered network 

MAC address type 
MAC 

MAC address 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

[1c] receiving, by The Accused Products receive from the access point, a probe response that includes information regarding the 
the end device from access point. As an example, a probe response from a Wi-Fi access point includes the SSID (wireless network 
the access point, a name), supported data rates, encryption types, capabilities, etc. of the access point. 
probe response that 
includes information The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses from multiple 
regarding the access available access points. As an example, an access point responds with the probe response when the SSID in the 
point;	 probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 

of the access point is included in the SSID List element. As a further example, an AP responds to a probe request 
when it supports data rates or other requirements of the Accused Products. 

2. Al's receiving the probe request check to see if the mobile station has at least one common supported data rate. If they have compatible data rates, a probe response is sent 

advertising the SSID (wireless network name), supported data rates. encryption types if required, and other 802.11 capabilities of the Al'. 

https://documentation.meraki.com/MR/Wi-

 

Fi Basics and  Best Practices/802.11 Association Process Explained 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

Woe, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

20 

Petitioner's Exhibit 1011 
Page 20 of 190 



Privacy 
ike randomized MAC (default) 

MAC Randomization Behavior  2 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fu 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

88 :11 :22:AA: BB: CC . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

<- Network details 0 Q. 0 

Network usage 
Dotert auto- I 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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MAC Randomization Behavior - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-FE network. 

For implementation instructions. see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

hnps://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

httos://www.youtube.com/watch?v=dT63df6nnqU 

IP settings 

Proxy 

Metered network 

MAC address type 

MAC address 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

STA 

IEEE 802.11 Probe Request 

AP STA 

     

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802.11 Open System Authentication Request 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Secunty Parameters) 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

Information regarding the access point is included in the probe response, as shown below. 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

 

Table 8.27—Probe Response frame body 

Oldel Info-mown ''''''' 

 

I Iranstamp 

  

2 Beacon mistral 

  

3 Capabthry 

  

4 SSE) If dotILMcsbActsvalcd is flue. the SS1D cicumi is the uildcatd 
value as described m S.42 2 

 

$ Supported:ales 

  

6 FM Pmaroeter Set The PH Parameter Set element a present withal Probe Response 
fumes gmented by STAs using FH PHI's. 

 

• DSSS Parameter Set The DSSS Parameter Set element is present within Probe Response 
frames generated by STAs using Clam 16. Clause 17. and 
Clause 19 PH'it 
The DSSS Pmannter Set element is proem within Probe Response 
frames generated by STA, using a Clause 20 PHI' in the 2 4 CHz 
band 

 

S CF Parameter Set The CF Parameter Set element is present only mann Posbe 
Response frames generated by API supporting a PCF. 

 

t3 MSS Pasameter Set The MSS Parmseter Set element is present only within Probe 
Response frames gemmed by STAs in m 113SS 

 

10 Comm, The Country element is 
present if dotIlhlultiDomainCapabaircActraned is true ot 
dotlISpeortmailanagemeaRequaed as true or 
dotIlRadiohleasurementActivated is true. 

 

II FM Parameters The FH hrillItter, element, as specified in 84211. is opnersally 
present if dce113.101eDonmaCaparalayActsvated is true 

 

12 FII Pattern Table The EH Pattern Table element as speaSedut 8.4 2.12. a °phonily 
present if drat 1 hbanDoinnoCapabdayActsinted is true 

 

13 Power Constraint The Praia Constraint element is present if 
dorlISpectrunthlatagennentRequired is true sod is opuonally 
amen sf dot 1 IRachohlreatementAchnted is any 

 

11 Channel Swath 
Announcement 

The Charnel Strata ALIIOUXCLIMIU elements optionallypresent if 
dotlISpectrunthlanagemenRequarea is true 

 

15 Quail The Qiuet den= IS OpilOdlly prow id 
doll1SpectrumhlanagementRemorad is true or if 
dotl1RadiohleasuretrostActwated is true 

 

16 IBSS DES llse LBSS DFS ekment ss present sf 
dotlISpectausthLaugementRequized is true In an 1555 

 

17 TPC Report The TPC Report element is peseta If 
dotl I SpectrumMaingesnetaRcepued is une or 
Oral IRadiohleasszernentAnnuted is tiue. 

 

IS ER? The ER? element ts caseof 'within Probe Response frames 
Formant by STAs mune ERPs and is optionally present cehertose 

 

19 Es:ended Suppooed Kates The Extended Supported Rates element Is present if there are more 
than ago supported rams and a is optionally present othermsc 

 

21 R.Tt: The RK\T is present only if dot1112.-SVAAcurned is true 

 

21 BSS Load The BSS Load element a veleta if dee 1 1QosOpbon-Implemented 
zsd dotlIQBSSLoadlnplemented are both true 

 

22 EDCA Pat:to:tea Set 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Paraocicr Set cicmcnt a present if 
dotl1QaOptionlavleaserded is true Mid doll MeshAcarned is 
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26 

27 BSS Average Access Delay The BSS Avenge Access Delay element is optionally present if 
dotl1RMBSSAverageAccessDelayActivated is tine and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available) 

AP Channel Repert If dotlIRMAPChannelReportActsvated is our, one AP Channel 
Report element is optscnalt,' present for each operating class that 
has at least 1 channel to report 

36 HT Operatics The HT Operation element is included by an AP and a mesh SIA 
when dotIlHighThroughputOptionImplememed =bare is rue 

HI 40 BSS Coexastence The 20 40 BSS Coetastaice element is optionally present when the 
don 12040asue.eemawenierusupport aanbute is true 

Measurement Pilot 
Transmission 

The Measurement Pilot Transmission element is present if 
dotlIRMISleauranenthlotActrated is between 2 and 7 

23 

One or more Multiple BSSID elements are present if 
dot 1 I ILMMeasurementhlotActivated is between 2 and 7 and the 
AP is a member of a Nlultiple BSSED Set (see 10.11.14) with two or 
more members, or if dotlINIgmtOptionNtultiBSSIDAcnvated is 
nun or if dotIllnieswalangserviceAcnvned is one and the AP Ss 
a member of a Multiple BSSID Set with two or more members and 
at least one dotI1GASAdvertisenentID NEB attribute mats. 

24 NInlhple BSSID 

RN1 Enabled Capabilities The RM Enabled Capabdines element is present if 
dot 1 1RadialeasurementActsvated ts one, 

25 

The Antenna element is optaorally present if 
dotl1RMAmennalnformanonAttuated is true mid the vatic of the 
Antenna ID field is not equal to 0 (imknown antenna) 

The BSS Available Admission Capacity element is optionally 
present if dotlIRNIBSSAvailableAdnlissionCapaaty.Activated is 
true with the following exceptions. 1) when Available Adnnssion 
Capacity Bum* equals 0 (Available Admission Capacity Lin 
coma= no ennes). or 2) Atm the BSS Load element is present 
and the Available Capacity Homask equals 256 (Available 
Admission Capacity List contains only the ACY0 enny) 

28 

BSS AC Access Delay The BSS AC Access Delay element is optionally present if 
dotIIRMBSSAverageAccei.sDelayAerunted is true and at least one 
field of the element is not equal to 255 (measurement not 
available). 

30 

Mobility Doman The NIDE is present if dat 1 1FastlISSTransmonActivated is in 31 

DSE registered location The DSE Registered Location element is present if 
doll ILCIDSERequired is true 

32 

Extended Channel Switch 
Announcement 

The Extended Channel Switch Announcement element is optionally 
present if doll lExendedasamielSuatchActivated is tine. 

33 

Supported Opel-Xing Classes The Supported Operating Classes element is present if 
doll 1 ExtendedChaanelSwitchActivated is true 

34 

The HT Capabilities element is meson when 
dotIllfighTbroughputOpnonlmplemented attribute is true 

35 HT Capabilities 

57 

Overlapping BSS Scan 
Parameters 

Extended Capabilities 

The Overlapping BSS Scan Parameters element is ophonally 
present if the dotl1FortyN1160ptionnuplernented attnbute is our. 

The Extended Capabihnes element is optionally present if any of 
the fields in this element are nonzero. 

38 

59 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Amara 

BSS Available Admission 
Capacity 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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40 QoS Traffic Capabtlirf The QoS Tragic Capability element is optionally present if 
dotIlMgmtOptionACStationCountActivated is true 

41 Channel Usage The Channel Usage element is present if the Channel Usage 
element is present at the Probe Request frame and 
dotl1MgmtOptionChannelLiageActivated is rue. 

42 Tune Advertisement The Time Advertisement element as present if 
dot 11MgmtOptionUTCTSFOffsetActivated is true. 

43 Time Zone The Time Zone dement is present if 
dotlINIgmtOptionUTCTSFOffsetActirated is true. 

44 Interworlang 
. 

The baterworking element is present if 
dotllInteruurkingServiceActivated is true 

45 Advesnsemau Protocol Advertisement Protocol element is present if 
dotl 1 InterworkIngServiceAcuvated is true and at least one 
dotlIGASAdvertisementID NUB attribute exists 

45 Roaming Consortium The Roaming COIISOITIUM element is present if 
doll 1 InterworkmgSenueActivated is true and the 
dotl 1 RoammgConsortiumTable has at least one entry 

47 Emergency Alert Identifier . 
i 
' 

One or more Emergency Alert Identifier elements are present if 
dotIlEASActivated is tine and there me one or more EAS 
message(s) active us tbe neurotic 

43 Mesh ID The Mesh ID element is present if dotlIMesbActnated is true. 

49 Mesh Configuration The Mesh Configuration element is present if dot IlMeshActivated 
is true 

50 Mesh Awake Window The Mesh Awake Window element is optionally present if 
dal 1 MeshActivated is true 

51 Beacon Timm!  
. 

The Beacon Timing element is optionally present if both 
dot I IMishActivated and dot' INIBCA.Actrated me rue 

52 MCCAOP Advertisement ' 
Overaew 

The MCCAOP Advertisement Outniew element is optionally 
present if both dot I IMeshAcuvated and dotlIMCCAActivated are 
tine 

53 MCCAOP Advernseman One or more MCCAOP Advertisement elements me optionally 
present if both dot I INIeshActivated and doll IMCCAActivated are 
tine. 

54 Mesh Channel Switch 
Parameters 

The Mesh Channel Switch Parameters element is present if 
dot I 1MeshActivated is true and either Channel Switch 
A111101111CCM011ekmest or Extended Channel Switch 
Announcement element is present 

Last-/ Nbsclor Specific One or more vendor-specific elements are optionally present. These 
elements follow all other elements. except the Requested elements 

Last-n Requested elements 

https://mrticciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Elements requested by the Request element of the Probe Request 
frame are present if dotIlMultiDomainCapabihtyActivated is true 
See 10.1.4.3.2. 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_'Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-oassive-and-active-scanning 

Below is an example Wi-Fi probe response that includes information of the AP. 
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OBSS Load  

I Element ID: 1/  Q6SS Load  [68] 

• Length: 5 [69] 

I  Station Count: 1 [70-71] 

I Channel Utilization: 0 

$ Avail Admission Capacity:26562 :-3-74] 

kT.,""4—  HT Cap. ID, 4 Len=26  

802.11 Management - Probe Response 

$ Probe Timestamp: 23996945615  :-;icroseconds  [24-31] 

tip Beacon Interval: 102  1- 7e _frits (184 NiLLiseconds, 

6J f  Capability Info=%0001000000000001 
fj  5530  ID=0  SID  Len=4 SSID.OPEN  

and 4-18 .7icroseconds)  32 

information regarding 
access point 

E 7upported Rates  

I  Element ID: 

I Length: 

• Supported Rate: 

• Supported Rate: 

$ Supported Rate: 

• Supported Rate: 

1  Supported Rotes  [42] 

4 :43] 

24.0  [bps (BSS Basic Rote)  [44] 

36.0  'bps (Not BSS Basic Rote)  [45] 

48.0  Mbps (Not BSS Basic Rote)  [46] 

54.0  Ibps  0.7t EISS Bsic Rote)  747 

Lountry 

$ Element ID: 7 Country [48] 

• Length: 18 [49] 

411 Country Code: AU [50-51] 

I Enviroment: 0x20 Any [52] 
OP Starting Channel: 36  L53] 

• Number of Channels: 4 [54] 

• Max Tx Power (dBm): 23 [55] 

• Starting Channel: 52 [56] 

• Number of Channels: 4 [57] 

• Max Tx Power (dElm): 23 [58] 

I  Starting Channel: 100 [59] 

I  Number of Channels: 5 [60] 

• Max Tx Power (dBm): 30 [61] 

I  Starting Channel: 132 [62] 

411/ Number of Channels: 3 [63] 

I Max Tx Power (dBm): 30 [64] 

tip  Starting Channel: 149 [65] 

111 Number of Channels: 5 [66] 

• May Tx Prndpr hil:Pn) • 1%1 

information regarding 
access point 

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 

Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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[1d] determining, by The Accused Products determine that the access point is an authenticated access point (e.g., a whitelisted and/or 
the end device, that previously connected Wi-Fi access point) based, at least in part, on the information in the probe response being 
the access point is an indicative that the access point was connected with the end device previous to when the access point received 
authenticated access the probe request transmitted by the end device. 
point based, at least 
in part, on the As an example, the Accused Product confirms the received SSID information and/or other information from 
information in the probe responses with access point information stored in its memory. Once confirmed that there is a probe 
probe response response from an access point with which the Accused Product was connected previously, the Accused Product 
being indicative that initiates a connection to the access point using an authenticated device identifier, such as a persistent MAC 
the access point was address that was used for a prior connection with the access point. 
connected with the 
end device previous The Accused Products maintain a list of previously-connected access points which is matched to the access 
to when the access point's SSID received in the probe response. Each previously-connected access point is linked to a persistent 
point received the MAC address for connecting to that access point. 
probe request 
transmitted by the Persistent randomization 
end device; and 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, tcl remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

haps://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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android / device /generic /goldfish / refs/tags/android-9.0.0 r34 /. / wifi / WifiConfigStore.xml 

blob: bb5845aacdeD0f44a93c3386c8e42cfl4Gbfe6a5 [file] [lag] [blame] 

<?xml version='1.0' encoding='utf-8' standalone='yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration>  

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID"Aquot;AndroidWifi&quot;</string> 

<null name="BSSID" I> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Min_Probe_Response_17me Max_Probe_Response _Time 

Figure 10-3—Probe response 

Source: IEEE 802.1 I-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  
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802.11 Management - Probe Response 
• Probe Timestamp: 23996945615  Nicroseconds  [24-31] 
• Beacon Interval: 102  7i.Te Units (104 MiLLiseconds, and 448 • .icrosecords)  [32-25] 
T . Capability Info=%0001000000000001 

a]  411  SSID ID=0  551-0  Len=4 SSID=OPEN I  
El-  Supported Rates access point 

information regarding
 

110  Element ID: 1  Supported Rotes  [42] 
• Length: 4 :43] 
• Supported Rate: 24.0 Mbps (BS'S Basic Rote)  [44] 
• Supported Rate: 36.0  Mbps (Not BSS Basic Rote)  [45] 
• Supported Rate: 48.0  Mbps (Not BSS Basic Rote)  [46] 
• Supported Rate: 54.0  :qbps (Not  BSS Basic  Rote) r471 

OBSS Load  
• Element ID: 11  QBSS  Load  [68] 
• Length: 5 [69] 
• Station Count: 1 [70-71] 
• Channel Utilization: 0 % 1.772] 
• Avail Admission Capacity:26562 773-7-1: 

HT Can= 10=45 Len=26  

10 &SMILEY 
• Element ID: 7  Country  [48] 
• Length: 18 [49] 
• Country Code: Al) [50-51] 
IP  Enviroment: Ox20  Any  [52] 
• Starting Channel: 36 [2:i.] 
• Number of Channels: 4 [54] 
• Max Tx Power (dBm): 23 [55] 
• Starting Channel: 52 [56] 
• Number of Channels: 4 :57] 
11  Max Tx Power (am): 23 [58] 
• Starting Channel: 100 [59] 
IP  Number of Channels: 5 [60] 
• Max Tx Power (dBm): 30 [61] 
• Starting Channel: 132 [62] 
• Number of Channels: 3 [63] 
• Max Tx Power (dBm): 30 [64] 
• Starting Channel: 149 [65] 
• Number of Channels: 5 [66] 
a  May Tx Pnwar fdRm). RP rg'l 

information regarding 
access point 

probe response 

https://mmcciew .com/2014/10/27/cwap-802-11-probe-requestrespon se/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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[1 el transmitting, by The Accused Products transmit to the access point determined to be the authenticated access point, a connection 
the end device to the request, such as an association message or other message for connecting to the access point. The message is a 
access point connection request. The message includes an authentic device identifier for the end device. For example, the 
determined to be the message includes a persistent MAC address for connecting to the access point. 
authenticated access 
point, a connection After receiving the probe response from the access point, as discussed above, the Accused Products confirm the 
request that includes received SSID information from the probe responses with the access point information stored in its memory. 
an authentic device Once confirmed that there is an SSID in a probe response from an access point with which the UE was connected 
identifier for the end previously, the Accused Products initiate a connection using the persistent MAC address for the access point, 
device. which is an authentic device identifier for the Accused Product. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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IEEE 802.1X Controlled 
Port Blocked 

GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

STA 

IEEE 802 11 Probe Request 

AP STA 

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 
I 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 
I 

IEEE 802.11 Association Response 

 

.11 

Source: IEEE 802.1I-2012.pdf 

IP settings 

Proxy 

Metered network 
.11,tf 

MAC address type 
Roridomo-_,,,(1 MAC 

MAC address 
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6 4 2 6 6 2 Octets: 2 6 2 4 0-7951 

Frame 
Control 

Duration 
/ID 

Address 
1 

Address 
2 

Address 
3 

Address 
4 

HT 
Control 

Frame 
Body FCS OoS 

Control 
Sequence 

Control 

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 8-1 depicts 
the general MAC frame format. The first three fields (Frame Control, Duration/1D, and Address 1) and the 
last field (FCS) in Figure 8-1 constitute the minimal frame format and are present in all frames, including 
reserved types and subtypes. The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control, 
HT Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 
8.2.4. The format of each of the individual subtypes of each frame type is defined in 8.3. The components of 
management frame bodies are defined in 8.4. The formats of management frames of subtype Action are 
defined in 8.5. 

MAC Header 

Source: IEEE 802.11-2012.pdf 

8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1. 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identities the MAC entity from which the 
transfer of the MSDU (or frapment thereof) or A-MSDU. as defined in S.3.2.1. contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s), on the WM. for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

37 

Petitioner's Exhibit 1011 
Page 37 of 190 



2 Pito 

Demon 

2 

kens 
Cord 

Sor. 
MaKb. 
beta 

802.11 Mgmt : Authentication Flame 

POSTED BY NAYARASI IN CWAP 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

MAC header Frame body 
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https://mmcciew.com/2014/10/10/802-11-mgmt-authenticati on-frame/ 

The Accused Products may use persistent randomization, in which for the same Wi-Fi network and device 
combination, the MAC address remains the same. When an Accused Product connects to a Wi-Fi network it was 
previously connected to, it will use the same MAC address. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, til 

expected, or to enable parental controls. 

remember a device and allow users to bypass the login screen as 

 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior  

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3386cSe42cf140bfe6a5 (fi].e]  [lin) [hlamg) 

<?xml encoding='utf-S' standalone='yes' ?> 

<WifiConfigStoreData> 

<int name="version" value="1" /> 

<NetworkList> 

<Network> 

<wifiConfiguration> 

<string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" I> 

<int name="WEPTxKeyIndex" value."0" I> 

https://android.googlesource.com/clevice/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff 

2. The method of 
claim 1, wherein the 
fake MAC address is 
distinct from an 
actual original MAC 
address of a 
hardware network 
interface of the end 
device. 

The Accused Products practice a method wherein the fake MAC address is distinct from an actual original MAC 
address of a hardware network interface of the end device. 

The Accused Products generate a fake MAC address that is different from the original MAC address of the 
hardware by generating a randomized MAC address for use in probe requests. 

MAC Randomization Behavior D - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a WI-Fi network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and Individually Identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. . 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as 

80:11 :22 :AA:BB:Cc . The MAC randomization feature randomizes the address by setting the /ocailv administered bit to 

1, and the unicast bit to 0. The other 46 bits are randomized. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 
1Z .! 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an ootion in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

E- Network details o Q..  0 

Network usage 
• : - 

Figure 1. MAC randomization option 

httcts://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

3. The method of 
claim 1, wherein 
information in the 
probe request is 
insufficient to 
identify the end 
device, so as to 
prevent leakage of 
present location 
information of the 
end device to non-

 

The Accused Products practice a method wherein the information in the probe request is insufficient to identify 
the end device, so as to prevent leakage of present location information of the end device to non-authenticated 
access points. 

The Accused Products generate a fake MAC address by generating a randomized MAC address for use in probe 
requests. This fake MAC address is insufficient to identify the end device. As such, user privacy is increased 
because the present location of the end-device (i.e. being in a location of communications distance with the access 
point) is not leaked, as the device MAC address is not identified. That is, the location of the end-user device is 
not presented to non-authenticated access points. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

MAC Randomization Behavior  2 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC 

addresses are transmitted without encryptionr  they can be captured and used to potentially track a users location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

ea :11:22 :AA : . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to O. The other 46 bits are randomized. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

authenticated access 
points. 
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(Q, Privacy
. 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an ootion in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<- Network details o 0.,  0 

Network usage 
'o2C1 31l17.i -  

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

4. The method of 
claim 1, wherein 
generating the fake 
MAC address 
includes generating 
the fake MAC 
address from one or 
more characters that 
are selected 
randomly.  

Generating the fake MAC address includes generating the fake MAC address from one or more characters that 
are selected randomly. 

The Accused Products generate a fake MAC address by, for example, randomly setting one or more bits of the 
MAC address (e.g., setting the locally administered bit to 1, the unicast bit to 0, and then randomizing the 
remaining 46 bits). 
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MAC Randomization Behavior o - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC 

addresses are transmitted without encryptiont  they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Ft network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by usina a randomized MAC address when connecting to a Wi-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as 

00:11:22:AA:BB:CC . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the umcast bit to 0 The other 46 bits are randomized. 

https://source.android.com/docs/core/connect/witi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff 

6. The method of 
claim 1, further 
comprising: 

receiving, by the end 
device from the 
access point, an 
approval of the 
connection request; 
and 

The Accused Products receive from the access point, an approval of the connection request and connect to a 
wireless local area network provided by the access point. 

For example, as shown below, the Accused Products receive an Authentication Response and/or an Association 
Response for connecting to the access point. Once this messaging is completed, the Accused Product has joined 
the network provided by the access point. The network is a wireless local area network (WLAN). 
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connecting, by the 
end device, to a 
wireless local area 
network provided by 
the access point. 

STA AP STA 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802.11 Open System Authentication Request 
I 

 

IEEE 802.11 Open System Authentication Response 
MI 

I EEE 802_11 Association Request (Security Parameters)1 

 

IEEE 802.11 Association Response 
111 

 

IEEE 802.1)< Controlled 
Port Blocked 

Source: IEEE 802.1I-2012.pdf 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1. 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU. as defined in 8.3.2.1. contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s). on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM, the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 

wireless local area network (111.AN) system: A system that includes the distribution system (DS). access 

points (APs). and portal entities. It is also the logical location of distribution and integration service 

functions of an extended service set (ESS). A WLAN system contains one or more APs and zero or more 
portals in addition to the DS. 

Source: IEEE 802.11-2012.pdf 
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FIGURE 4.8 Authentication frame format 
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802.11 Mgmt : Authentication Frame 
POSTED BY NAYARASI IN CWAP 7.1 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

(Request) 

(Response) 

The frame format of those Authentication frames are as shown belco,v.(from page 

136- CWAP Official Study Guide) 

https://mmcciew.com/2014/10/10/802-11-mgmt-authentication-frame/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

7. The method of 
claim 6, wherein the 
access point 
includes a Wi-Fi 

The access point includes a Wi-Fi access point, and the wireless local area network includes a Wi-Fi network. 

The Accused Products are designed to connect to Wi-Fi access points in order to join a Wi-Fi network. 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fi 6E, Bluetooth 
Connectivity 

5.3, NFC 

5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 

5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://wwvv.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

ir000nvo% 

• 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

access point, and 
wherein the wireless 
local area network 
includes a Wi-Fi 
network. 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

48 

Petitioner's Exhibit 1011 
Page 48 of 190 



EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

: 
Active , which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.cominews/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-

 

snapdragon-eve 

  

8. The method of The Accused Products practice a method of receiving a list of authenticated access points that includes 
claim 1, further information regarding one or more access points, wherein determining that the access point is the authenticated 
comprising: 

receiving, by the end 
device, a list of 

access point is further based on determining that the access point is included in the list of authenticated access 
points. 

The Accused Products receive a SSID list or preferred network list. The Accused Products support the Wi-Fi 
authenticated access standard. According to the standard, a UE (e.g., the accused product) inquires about available Wi-Fi access points 
points that includes using a probe request. The probe request may comprise a SSID list or preferred network list which is a set of 
information SSIDs to which the UE got connected previously. The Accused Products determine that the access point is 
regarding one or 
more access points, 

wherein determining 
that the access point 
is the authenticated 
access point is 
further based on 
determining that the 
access point is 
included in the list of 
authenticated access 
points. 

included in the list when determining that the access point is an authenticated access point. 
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STA 

IEEE 802.11 Probe Request 

AP STA 

    

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802 11 Association Request (Secunty Parameters) 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the NISDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s), on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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Frame body MAC header 

FIGURE 4.8 Authentication frame format 
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802.11 Mgmt : Authentication Flame 

POSTED BY NAYARASI IN CWAP 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

https://mmcciew.com/2014/10/10/802-11-mgmt-authenti cation-frame/ 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

haps:11bl og.pulsarsecuritv.com/prefen-ed-network-li st-pnl  

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

9. A method To the extent the preamble is limiting, the Accused Products practice a method performed by an end device. 
performed by an end 
device, the method The Accused Products include Android OS 10 or above or Wear OS 3 or above. Each Accused Product includes 
comprising: an SoC and Wi-Fi connection functionality. As a specific example shown below, the Galaxy S23 includes the 

Android 13 operating system, which includes randomized MAC for Wi-Fi connections. It comprises an SoC, 
Snapdragon 8 Gen 2, a Wi-Fi chipset, and FastConnect. It connects to a Wi-Fi network using the Wi-Fi chipset. 
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Shop Mobile TV &Audio Appliances Computing Displays Accessories SmartThings Explore Support For Business Q .  ID 0 

CUD Get tw, tr3,-,:rett 

cp 
Galaxy S23  Unlocked Lavender 

LEM MINA Galirr 5Thgerteaturei an ektra u with Samsung Offers Program Member ;lee 

Galaxy 523 Ultra Galaxy 523 1 523,  

Connectivity 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-s911uliaxaa/ 

Device 

Galaxy 523+ 

SAMSUNG 

Galaxy 523  
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Galaxy S23  

r I • 
Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Snapdragon 8 Gen 2 for 

Galaxy 

8+256GB, 12+512GB, 

12GB+1TB (UFS 4.0) 

6.8" QHD+ Dynamic AMOLED 

2x, 120Hz Adaptive Refresh 

Rate, 500ppi, 1,750nit 

(outdoor peak) 

Phone Galaxy S23  Galaxy S23+ Galaxy S23 Ultra 

Snapdragon 8 Gen 2 for 

Galaxy 

8+128GB, 8+256GB (UFS 

3.1) 

6.1" FHD+ Dynamic 

AMOLED 2x, 120Hz 

Adaptive Refresh Rate, 

425ppi, 1,750nit (outdoor 

peak) 

Snapdragon 8 Gen 2 for 

Galaxy 

8+256GB, 8+512GB (UFS 

4.0) 

6.6" FHD+ Dynamic 

AMOLED 2x, 120Hz 

Adaptive Refresh 

Rate,393ppi, 1,750nit 

(outdoor peak) 

Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

hups://www.androidpolice.com/samsung-galaxv-s23/ 

https://www.youtube.com/watch?v=BadWvxWe8y8 
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D. a 
Quick Share 

,- • .., with a nearby Galaxy user 
r neytt be able to connect vial' out er.tennq the 
pat.v.votct 

IP settings 

Proxy 
Nc. 

Metered network 
notort outDrnAt.c.itly 

MAC address 
2c: de:.01 

IP address 

14:80. -24tht.al (1:f e0d:141 

littps://www.youtube.com/watch?v=dT63df6nnqU 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 
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Samsung Galaxy 523 / Galaxy 523 Ultra - View MAC Address 
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https://www.youtube.com/watch?v=AaMm2HHwbIO 
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Featuring the Snapdragon X70 5G Modem RF System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm-

 

FastConnect" 7800 Mobile Connectivity System. 

• 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fi 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions, including the Snapdragon' X70 Modem-RF System, 

the world's fastest and smartest 5G modem-R system, and Qualcomm°  

FastConnect-  for high-speed and ultra-low latency Wi-Fi, and the latest 

Bluetooth audio enhancements. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as Wear OS 3.0. 
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In Android 10. MAC randomization is enabled by default for client mode. SoftAp. and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally, MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information. see MAC Randomization Behavior. 

https://source.android.com/docs/core/connect/wifi-mac-randomization  

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  httns://www.reddit.com/r/GalaxyWatch/comments/pcmkj1/galaxy watch 4 wifi mac address/ 

[9a] obtaining, by The Accused Products obtain an authenticated access point list that includes information regarding one or more 
the end device, an access points. 
authenticated access 
point list that For example, the memory stores a list of previously-connected access points, using information received from 
includes information access points, along with their respective persistent MAC address. In connecting to a Wi-Fi access point, the 
regarding one or CPU of the UE receives authenticated access point information stored in its memory. Once confirmed that there 
more access points; is an SSID in a probe response from an access point with which the UE was connected previously, the UE (e.g., 

the Accused Product) initiates an authentication process with stored pre-shared key information and a previously 
used authenticated MAC address (e.g., the persistent MAC address used for prior connections with the access 
point). 
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android  /  device  /  generic  /  goldfish  /  refs/tags/android-9.0.0 r34  / . / wifi / WifiConfigStore.xml 

blob: bb5645aacdeD0f44a03c3386c8e42cf140bfe6a5 [flle] [log] [blimp] 

<pxml version='1.0' encoding='utf-S' standalone='yes. 7> 

<WifiConfigStoreData> 

<int name="Version" value="I" I> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

• <string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" I> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" I> 

http s://androi d. go ogl es ourc e. com/dev i c e/gen eri c/gol dfi sh/+/re fs/tags/an dro id-

 

9.0.0 r34/wifi/WifiConfigStore.xml 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

[9b] generating, by 
the end device, a 
media access control 
(MAC) address for 
the end device that is 
distinct from an 
actual MAC address 
for a hardware 
network interface of 
the end device; 

The Accused Products generate a media access control (MAC) address for the end device that is distinct from an 
actual MAC address for a hardware network interface of the end device. For example, the Accused Products 
generate a randomized MAC address. 

As shown below, an example of the Accused Products comprise an SoC, Snapdragon 8 Gen 2. It also includes 
the Android OS 10 or higher (e.g., Android 13 operating system) and has randomized MAC for Wi-Fi 
connections. The operating system is used to generate a randomized MAC address to be used for when scanning 
or searching for access points, such as for Wi-Fi probe requests. The operating system runs on a CPU of the SoC 
(e.g., the Kryo CPU) of the Accused Product. 
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Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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CPU 
Kryo CPU 
• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz= 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Snapdragon 

8 
Gen 2 
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https://www.qualcomm.corn/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23 11  Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 

5.3, NFC , 5.3, NFC, ultra-wideband NEC, ultra-wideband 

httm://www.androidpol ce.com/sam sung-gal axy-s23/ 

Galaxy S23 

!elamloi% 

01"11% • 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

Connectivi 
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Dcl•br.a1 

IP address 

14" 

IP settings 

Proxy 
rirrr 

Metered network 
Detect autuntaticany 

Quick Share 
Quick Share 

yitt11,3 nearby Gala...y USer. 
U. crknr•ect wahnot enlertrig the 

Cls • 

IP settings 

Proxy 
tr,ne 

Metered network 
D•st.,:t 

MAC address 
26 de a  

UP address 

GALAXY S23, PLUS 

Set MAC Address Type to 
Randomized 

MAC/Phone MAC 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth0. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm0 FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/new. skeleases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-

 

snapdragon-eve  

https://www.youtube.com/watch?v=dT63df6nnqU 

Randomised MAC ••••• 

Phone MAC 
MAC address type 
Ralld vt,  WA( 
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The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
inquire about available Wi-Fi access points using a probe request that includes a MAC address. For a probe 
request the Accused Products use a randomized MAC address, which is a fake MAC address. 

MAC Randomization Behavior  o - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by usina a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11 :22:AA:BB:cc . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the =cast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

http 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

Network details , q 10 

$ 
Network usage 
u„--.

 

n ect/w i fi -m ac-ran domi zati on-behavi or 

COZ, Privacy 

Figure 1. MAC randomization option. 

s://source. an dro i d. com/docs/c ore/c on 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

[9c] transmitting, by 
the end device to at 
least one access 
point, a probe 
request that includes 
the generated ii..c 
address; 

The Accused Products receive from the access point, a probe response that includes information regarding the 
access point. As an example, a probe response from a Wi-Fi access point includes the SSID (wireless network 
name), supported data rates, encryption types, capabilities, etc. of the access point: 

2. APs receiving the probe request check to see if the mobile station has at least one common supported data rate. II they have compatible data rates, a probe response is sent 

advertising the SSID (wireless network name). supported data rates, encryption types If required, and other 802.11 capabilities of the Al'. 

http s://do cum entati on.m eraki.c om/MR/W i-

 

Fi Basics and Best Practices/802.11 Association Process Explained 

The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses from multiple 
available access points. As an example, an access point responds with the probe response when the SSID in the 
probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
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of the access point is included in the SSID List element. As a further example, an access point responds to a 
probe request when it supports data rates or other requirements of the Accused Products. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

Woe, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.ancroia.comfoocstcoretconnectiwiti-mac-ranctomization-benavior 

MAC Randomization Behavior  2  - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network  

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Cal Privacy 

For devices running Android 10 or higher. the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<— Network details Ck 0 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

MAC Randomization Behavior FJ - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a VVi-Fl 

network. 

httns://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

69 

Petitioner's Exhibit 1011 
Page 69 of 190 



GALAXY S235  PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

STA 

IEEE 802.11 Probe Request 

AP STA 

     

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802.11 Open System Authentication Request 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802.11 Association Response 

 

IEEE 802 1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

IP settings 

Proxy 

Metered network 
Do, 

MAC address type 
Ror:domed MAC 

MAC address 
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551D If doll IlleshArivatol n rote. the 5.511) demon is the wildend 
talne as descnbed os S 4.2 2 

10 Counnv The Counuy element is 
resent if Coil INIsiluTsw-sincapabdaiyActivated si true or 
dotlISpeetruniSlorugementRequared is me or 
dotlIRsdioNleannereasactivated is One. 

11 PH Parameters 

12 PH Paean Table 

Que 15 The Qinet element is optionally present if 
dotlISpetmmzIsLmagetnentRequtied is true or if 
dotllardsolafeasinemenrActrated is true 

MSS DFS the 165S DFS element is presets if 
deal SpeetnimManagementRequiced is one in an D3SS 

RR: The R.Te is resent only if dotlIIMAActirxed is nue 

Tont-,tanv 

Bca cos eic r..a 1 

Capabdim 

Sepponed rates 

FH Patlefeter Set The PH Pxameter Set element apt-mem within Probe Response 
fames generated by STAs using PH PHYS. 

The DSSS Parameter Set element ',resent within Probe Response 
filmes generated by STAs using Cisme 16, Clause 17. and 
Clause 19 PHYs 
The DSSS Pa:meter Set element is present within Probe Response 
fIzexs generated by STAs stung a Clause 20 PHI' In the 2 4 Gliz 
band 

7 DSSS Pa-metier Set 

CF Parameter Set 

1118,5 Parameter Set 

The CF Parameter Set ekenent is present mily within Probe 
Response frames gemmed byAPs wppnslotga PCF 

The HISS Parameter Set element is present only within Probe 
Response frames generated by STAs so an MSS 

9 

The FH Parameters element as specified in 842 11. is optionally 
present if dor113611613omansCagobshiyArmated is true 

The EH Patten Table ellinent as specified sti 8 4 2.12. is optionally 
prewar if dal IMulnDomankapabiloyActivared is flue 

The Power Constraint element is present if 
dotlISpectramManagementRequired ss true and is ophosully 
present tidal IltadialrasurementActivated is true 

13 Power Constratut 

Channel Snitch 
Announommar 

The Channel Switch Announcement eknientuoptiespresent if 
dot 115pettrundsfanagementRecpured is true 

14 

The TPC Repoli element is presem sf 
dot II SpectrumManagemetaRequired is true or 
dotIlRadialeautementAarated is tnie 

16 

17 TPC Report 

The ERP element is resent withal Probe Response frames 
gemmed by STAs rump ERPs and is optionally press= otherwise. 

The Fniteneled Supported Rates element is present if there me more 
than eight suppxted rates. =1st is optionally present otterave 

IS 

14 Extended Supported Rare, 

The BSS Load dooms ispresent if deellQosOpuon-Impiernented 
and dotlIQBSSLoadImplemented are both one 

IISS LOOS 

Table 8-27—Probe Response frame body 

0,11, Infomanor, Note: 

Information regarding the access point is included in the probe response, as shown below. 

EDCA Parameter Set The EDCA Patarocier Set element Ls present if 
doillgoatipeonlmplemented it sue and clod I MethActwated is 

https://mmcciew. com/2014/10/27/cwap-802-11-probe-requestrespon se/ 
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23 Nleasurement Pilot 
Transmission 

The Measurement Pilot Transmnsion element n present if 
dotllKirsleasurernerstPiloactivated is tetween 2 and 7. 

2 4 Multiple ESSE, One or more Multiple EISSID elements are present if 
dotHRMMeasuremen1PalotActivaied is between 2 and 7 and the 
AP is a member of a Multiple BSSID Set (see 10.11.14) with two or 
more members. or if dotl 1 MgmtOption.MultBSSIDAnnated is 
our. or if dotIlInterworlingServiceActomied is true and the AP is 
a member of a Multiple BSSID Set with two or snore members and 
at least one dotI1GASAdvatisement1D MIB attribute emu. 

 

RM Enabled Capabilaties The P.M Enabled Capabilities element is present if 
dotl lltadioMeasurementActivated is true. 

26 AP Channel Report If dot 11RMAPChninelltepxtActwated is out. one AP Channel 
Report element is optionally present for each operating class that 
has at least 1 channel to repon 

27 BSS Average Access Delay The BSS Average Access Delay element is ophonally present if 
dotllIthIBSSAnnageAccessDelayActivated is our and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available). 

 

Antenna The Antenna element as optionally present if 
dotl1RNLAmennalnformationActivated is out and the value of the 
Antenna ID field is not equal to 0 (unknown antenna) 

29 BSS Available Admission 
Capacity 

The BSS Available Admnsion Capacity element as optionally 
present if dotl1R.MPS AvailableAdimssionCapaintyActivated is 
Our with the following exceptions_ 1) when Available Admission 
Capacity Bann* equals 0 (Available Admission Capacity List 
COM= no mines). or 2) when the BSS Load element is present 
and the Available Capacity Bunn* equals 256 (Available 
Admission Capacuy Last contains only the AC/0 entiy) 

30 BSS AC Access Delay The BSS AC Access Delay element is optionally present if 
dotl 1R-MBSSAverageAccessDelayActramed as true and at least one 
field of the element is not equal to 255 (meaunement not 
available) 

31 Mobility Domain The MDE is present at dotIlFastBSSTransitionActivated is Our. 

32 DSE registered location The DSE Registered Location element is present if 
dotl 1 Lt..nesERequired as our 

33 Extended Channel Swatch 
Announcement 

The Extended Channel Switch Announcement element is optionally 
present if dot I I ExeadedClnianelSwitchActivated as out 

34 Supported Operating Classes The Supported Operating Classes element as present if 
dotllExtendedammelSontehAcinuted is our. 

35 HT Capabilities The HT Capabilities element is present When 
dotl IllighTbroughputOpnonlinplemented =Omit as our 

36 HT Operation The HT Operation element as included by an AP and a marsh STA 
when do111HighThroughputOptionlinpkmented annbute is true 

37 20 40 BSS Coexistence The 2040 BSS Coexistence element is optionally present when the 
dot112040BSSCoexistence.ManagemenrSupport attnlase as true 

3.3 Overlapping BSS Scan 
Parameters 

The Ovalappong BSS Scan Parameters element as optionally 
present if the dot I IFortyMIthOptiontomlemented arnibute as our. 

39 

httns://rnrn 

Extended Capabilities 

cci ew. com/2014/10/27/cwan-802-11-Drobe-reau 

The Extended Capabilities element is opnonally present if any of 
the fields in this element are Donna& 

estresponse/ 
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40 QoS Traffic Capability The Q6S Traffic Capability element 15 01/11011:11V pre,cm: if 
dotIllsIgmtOptionACStationCoLmtActivated is true 

41 Channel Usage The Channel Usage element is present if the Channel Usage 
element is present in the Probe Request frame and 
dotIlMgmlOptionChannelUsageActivated is true 

42 Time Advenisemem The Tune Advertisement element is present if 
dotIESIgintOptionUTCTSFOffietActivated is true. 

43 Tune Zone The Time Zone element is present if 
dotlINIgmtOpbonUTCTSFOffsetActivated is true 

 

Int •orking The Interworking element is present if 
dot 1 lInterworkingSermeActivated is true 

45 Advanscmar Protocol Advertisement Protocol element is present if 
dotIlInterworkingServiceActwated is true and at least one 
dot 11GASAetvcrttsementID MIB annbute exists 

46 Roaming Consortium The Roaming Consortium element is present if 
&El IlinerworkmgSemceActivated is true and the 
dotlIRcamingConsormanTable has at least one entry 

47 Emergency Alen Identifier One or more Emergency Alert Identifier elements are present if 
dotIlEASActwated is true and there axe one or more EAS 
message(s) active in the network 

4S Mesh ID The Mesh ID element is present if doll INksbActivated is Mr 

451 Mesh Configuration The Mesh Configuration clement is present if dot11.Mesh.Acnvated 
IS tine 

50 Mesh Awake Window The Mesh Awake Window element is optionally present if 
dot1lMeshAcnvated is true 

51 Beacon Tuning The Beacon Tim:rig element is optionally present if both 
dotIlMeshActivated and dotIllsIBCAActwated are true 

52 MCCAOP Advertisement 
Overaew 

The MCCAOP Advemsement Overaew element is optionally 
present if both dotlIMeshActwated and dotIlNICC.AActivated are 
true 

53 MCCAOP Advertisement One or more MCCAOP Advertisement elements are optionally 
present if both dotlINleshActunted and dotlIMCCAActunted ate 
true. 

54 Mesh Channel Switch 
Parameters 

The Mesh Channel Switch Parameters element is present if 
dotIlMeshActivated is true and either Channel Switch 
Announcement element or Extended Channel Switch 
Antlettnielnein finnan is present 

Last—/ Vendor Specific One or more vendor-specific elements are optionally present. These 
elements follow all other elements. except the Requested elements 

Last—e Requested elements 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Elements requested by the Request element of the Probe Request 
frame are present if dotIlMulnDomankapabilityActivated is true 
See 10_1.4.3.2. 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I I RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf  
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

Below is an example of a Wi-Fi probe response that includes information of the access point. 
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7.r" 802.11 Management - Probe Response  
• Probe Timestamp: 23996945615 Sicroseconds [24-31] 

• Beacon Interval: 102 -7'.7e jrits (104 MiLLiseconds, and 4.18 :icrosec:rds) E32-337 

E Supported Rates  

61  Element ID: 

61  Length: 

el  Supported Rate: 

61  Supported Rate: 

tip  Supported Rate: 

• Supported Rate: 

1 Supported Rotes [42] 

4 [=.3] 

24.0 :.;bps (BSS Basic Rote) [44] 

36.0 :.:bps (Not BSS Basic Rote) [45] 

48.0 :.;bps (Not BSS Basic Rote) [46] 

54.0 :bps (Not 855 Basic Rote)  p471 

:r. Capability Info=%0001000000000001 

TISSID  10=0 Len=4 SSID.CPEN 
information regarding 

access point 

Lountry 

4  Element ID: 

• Length: 

if Country Code: 

• Enviroment: 

4  Starting Channel: 

4  Number of Channels: 
a  Max Tx Power (dBm): 

• Starting Channel: 

• Number of Channels: 

a  Max Tx Power (dBm): 

• Starting Channel: 

• Number of Channels: 

Eli  Max Tx Power (dBm): 

• Starting Channel: 

• Number of Channels: 

4  Max Tx Power (dBm): 

61  Starting Channel: 

• Number of Channels: 

• Max Tx Pnwpr rIFIT1 • 

7 Country [461 
18 [49] 

AU [50-51] 

Ox20 Any [52] 

36 [33] 

4 :54] 

23 [55] 

52 [56] 

4 [57] 

23 [58] 

100 [59] 

5 [60] 

30 [61] 

132 [62] 

3 [63] 

30 [64] 

149 [65] 

5 [66] 

-' -7 

information regarding 

access point 

probe response 

71 -4-7Q8S5  load  

• Element ID: 11 QBSS L000 - 

I  Length: 5 :69] 

4  Station Count: 1 :70-71] 

• Channel Utilization: 0  S  [72] 

• Avail Admission Capacity:26562 [73-74] 

-11—'  HT Cap=  ID=4C -(7 Len=26 

https://mmc ciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff  
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[9d] receiving, by The Accused Products receive from the access point (e.g., a Wi-Fi access point), a probe response that includes 
the end device from information regarding the access point (e.g., information such as SSID, supported data rates, etc.). 
the at least one 
access point in A Wi-Fi probe response includes the SSID (wireless network name), supported data rates, etc. of the access point: 
response to the 
probe request, a 2. APs receiving the probe request check to see if the mobile station has at least one common supported data rate. If they have compatible data rates, a probe response is sent 

probe response that advertising the SSID (wireless network name), supported data rates, encryption types If required, and other 802.11 capabilities of the AP. 

includes information https://documentation.meraki.com/MR/Wi-

 

regarding the at least Fi Basics and Best Practices/802.11 Association Process Explained 
one access point; 

The Accused Products support the Wi-Fi standard. The Accused Products receive the probe responses from 
multiple available access points. An access point responds with the probe response only when the SSID in the 
probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
of the access point is included in the SSID List element. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-H network since the MAC addressed depends on the 

parameters of the network profile. 

https://source. androi d.com/docs/core/connect/wi fi -mac-random i zation-behavior 
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Privacy (51 
(Ise randomved MAC (default) 

MAC Randomization Behavior 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

08:11 :22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0 The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

Network details e q 0 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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MAC Randomization Behavior 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

httus://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.corn/watch?v=dT63df6nnqU 

IP settings 

Proxy 
or.. 

Metered network 

Go 

MAC address 

MAC address type 
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STA 

IEEE 802.11 Probe Request 

AP STA 

     

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802 11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802 11 Association Request (Security Parameters) 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 
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I
Table 8.27—Probe Response frame body 

 

os de i Information Not, 

 

I Ttneestamp 

  

2 Beacon Menai 

  

3 Capability 

  

a SS1D If dotlitileshActinted a Me. The SSD &man is tbe uddcard 
nine as dmenbed m84.2 2 

  

Supported rates 

  

o 

, 

PH Parameter Set The PH Parameter Set element is present unton Probe Response 
fruses generated try STAs using Eli PMI's 

 

. 

o 

DSSS Paraarter Set The DSSS Parameter Set element is present Anna Probe Response 
flame, generated by STAs using Cleat 16. Clause 17. and 
Clause 19 PH's% 
The DSSS Parameter Set element is prow AVMs Probe Response 
frames generated by STAs usunt a Clause 20 Pbri in the 2 4 Glie 
band 

 

I 
1 
' 

CF Parameter Set The CF Parameter Set element ts present only witless Probe 
Response franes ft:aerated try APs supporting a PCF 

 

9 

I 

1BSS Parameter Set The MSS Parameter Set element ts present oaly wathm Probe 
Response frames generated by STAs ill on MSS. 

 

10 Country The Country element es 
present d dotl IMul.ifows, i,orapabilayAcirrated is the or 
dotl 1 SpennmiStanagemethReciuded is Sue or 
dot IIRsdiddranuementActivated is true 

 

, 11 Fli Parameters The PH Parameters element. as specified in 8.4 ill. is optionally 
peseta if doel IMultelmiworapabtheiActrened is me 

 

12 FH Pattern Table The FR Patten Table element. as spen6ed In 8.4 112. is opboaally 
present sf doellMulnDmmsoCapahlityActsysted es true 

 

13 Power Comment The Power Constramt element Is proem if 
dotlISmetnemblxiagenazaRequsred issue and is optsmally 
present if dotlIRachoMeasurenecitAcus-ased is me. 

 

14 
, 

Cbannel Switch 
Announcement 

The Channel Switch Announcement element is epnonally present if 
dotlISpecnumblanagententRequired is true 

 

15 Q0. 3 The Quiet element is optionally resent if 
dotlISpeetrumhlanagemouRepsued is nue or if 
dadlltadaddeasuranentArtmand is me 

 

16 IBSS DFS The IBSS DFS element as present if 
dotlISpenitualmagnnenillemured is true in ass 1BSS 

 

17 TPC Report The TPC Report dement ts mesent if 
dotlISpectrundslanagernemRemated is flue or 
doll' RadialcasurememActnated is tme 

 

IS UP The ERP element moment walun Probe Response frames 
generated by STAs using EFtPs and is opts fly present otherwise 

 

19 Emended Supported Rases The Extended Supported Rates element is present if there me more 
than eight sippcned rates. and It ts optionally piesmt otherwise 

 

20 R.K31 The ft.K\T a present only if dal IMAActivated is true 

 

21 EISS Load The BSS Load demon is present if dot 1 1QosOpbon-Implanneed 
and dot! IQIISSLoadkoplemented are bath true 

 

- EDCA Panama Set 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
The EDCA Parameter SCII dement is paean if 
don ICiosOptionlooplemereed is true sad deal AleshActword ta 
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AP Channel Report If dit I I RMAPCIannelReponAcmated is true. one AP Clunnel 
Report element w optionally present for each operatmg class that 
has at least I channel to upon 

BSS Avenge Access Delay The BSS Avenge Access Delay element is optionally present if 
dotHRMBSSAvengeAmesiDelay.Activated is true and the value 
of the AP Avenge Access Delay field is not equal to 255 
(measurement not available). 

,r5 

20 40 BSS Coexistence The 20.40 BSS Coexistence element is optionally merest %slim the 
dot11.2010BSSCocustence3.LanagemenrSuppm annbute is true 

HT Operation The HT Operation element is included by an AP and a mesh STA 
atm dal IlfighlbronghpurOptionlniplemented =nate is flue 

Measurement Pilot 
Transmission 

The MC2SIIICPX:01 PlIOI Transmission element is present if 
dot I IR5,DleasurementPilotActivatcd is between 2 and 7. 

23 

One or mote Multiple BSSID elements are present if 
doll I RMMeasurenentNotAcnvated is between 2 and 7 and the 
AP is a member of a Multiple BSSID Set (see 10.11.14) with mo or 
more members. or if dal IMgmtOptionMuMBSSIDActivated as 
true. or if dot I lInterworkingServiceActinted is nue and the AP is 
a member of a Multiple BSSID Set with two or more members and 
at least an dot I I GASAdvertisementID IsliB attribute nuns. 

24 Multiple BSSM 

RM Enabled Capabihties The R1SI Enabled Capabilities element is present if 
dot I IRadioNleasmementActivated is true. 

The Antenna element is optionally present if 
dotIlENLAntennainfonnationActivated is tive and the value of the 
Antenna ID field is not equal to 0 (unknown antenna) 

The BSS Available .AiroMsion Capacity element is optionally 
present if dot I I RILIBSSAvailableAdonssionCapacityActivated is 
tote with the following exceptions. I) when Available Adinusion 
Capacity Bitinask equals 0 (Available Admission Capacity List 
commas no entr.es). or 2) utien the 855 Lead element is present 
and the Available Capacity Bitniask equals 256 (Available 
Admission Capacity List contains only the AC VO entry) 

23 

29 

BSS AC Ace. Delay The BSS AC Access Delay element is optionally present if 
dotl HIMBSSAverageAccessDelayActivated is tote and at least one 
field of the dement is not equal to 235 (measmanent not 
available) 

30 

Mobiktv Domain The NIDE is preset! if dot I 1FastBSSTransition.Actinied is true 

DSE rem us-red location The DSE Registered Location element is present if 
dot IILCIDSERequired is true 

Extended Channel Switch 
Amosmcement 

The Emended Channel Switch Amiouncement element is optionally 
present if dal I ExendedClunnelSwitchActivated is true. 

33 

Supported Operating Classes The Supported Operating Classes element is present if 
dal 1 ExtendedCbannelSwitchAnavated is true 

34 

The HT Capabilities element is resent viten 
don I HighTbroughputOptionlmplemented attribute is true 

3$ HT Capabilities 

Overlapping BSS Scan 
Parameters 

Extended Capabilities 

The Overlapping BSS Scan Parminers element is optionally 
present if the dal IFortyls1HrOptionImplemened annbute is true. 

The Extended Capabilmes element is optionally present if any of 
the fields in this dement are waren_ 

31 

39 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Antenna 

BSS Available Admission 
Capacity 
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Last—/ Vendor Specific 

Requested elements Elements requested by the Request element of the Probe Request 
frame are present if doll 1 MulnDomainCapabilitvAawated is tne. 
See 10.1.4_3.1 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The QoS Traffic Capability elemail is optionally present if 
don I MinntOptionACStationCountAcuvated is true 

The Channel Usage element is present if the Channel Usage 
element is present in the Probe Request frame and 
dotlUsIgmtOptionChannelUsageActivated is true. 

40 QoS T:atilc Capability 

41 Charrael Usage 

Time Advertisement The lime Advertisement element is present if 
dotllMgptronUTCTSFOffsctActivated is true. 

The Tune Zone element is present if 
dotIlMinntOptionUTCTSFOffsetActivated is nue. 

43 Time Zone 

The Interwarlang element is presau if 
doll IlnierworkingSersiceActivated is flue 

steruottang 

Advertsanau Protocol Advatisement Protocol element is present If 
clod UnterworlangServiceActivated is true and at least one 
dotll G.ASAdvertiserneutID NEW annbute exists 

45 

Roaming Consortium The Roaming Consortium element is present if 
dot I 1 InienvorkingServiceActivated is true and the 
doll I RoammgConsornianTable has at least one entry 

46 

Emergency Alen Identifier 

Mesh ID 

One or more Emergency Alert Identifier elements are plesent if 
doll lEASActivated is true and there are one or more EAS 
message(s) active in the network 

The Mesh ID element is present if dotl 12sleshActnxted is tnr. 

4 

45 

Mesh Configuration The Mesh Ccapiration element is present if dotIlMesbActivated 
is true 

49 

Mesh Awake Window The Mesh Awake Window element is optionally present if 
clod IMeshActivated is true 

50 

Beacon Timmg The Beacon Timing element is optionally present if both 
dotlIbleshActwated and dotlIMBCA.Actzvated are true. 

SI 

MCCAOP Advertisement 
Overview 

The MCCAOP Advertisement Ovemew element is optionally 
present if both dotlIMeshActivated and dotl 1MCC.AActivated ate 
flue 

MCCAOP Adverusemau One or more MCCAOP Advertisement elements ate optionally 
present if both dot I aleshActivated and dotlIMCCAActivated are 
true. 

The Mesh Channel Switch Parameters element is present if 
dotl I bleshActivated is tine and either Channel Switch 
Aimouncement dared or Extended Channel Switch 
Aimouncement element is present. 

34 Mesh Channel Switch 
Parameters 

One cc more vendor-specific elements are optionally present. These 
elements follow all other elements. except the Requested elements 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SS1Ds. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
doll] RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I I CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_lime Max_Probe_Response_Time 

 

* 

i 

--. 

      

PROBE MI E21 

!I" 

        

/1/A P RESPONSE 

q• 

     

G1 

 

4—

   

P RESPONSE 

—0 

 

G34— G1 io 

 

4— G1 = SIFS 
Ir.*" - rmrc. 

 

Scanning 
Station 

Respond 
1 

Respond 
2 

Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf  
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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1".802.11 Management - Probe Response 
0 
• 
7c'Capability 

Probe Timestamp: 23996945615 .icroseconds  [24-31] 
Beacon Interval: 102 7:-6e Lirits (104 MiLLisecands, and 418 ,':icrosecords) 

Info=%0001000000000001 
[32-33] 

 

information regarding 

access point 
i 

E, lr 
5510  ID=0 Len=4 SSID=OPEN 

 

Supported Rates 

  

0  Element ID: 1 Supported Fates [42] 

    

0  Length: 4 :43] 

  

01  Supported Rate: 24.0 :':bps Basic Rote)  [44] 

  

0  Supported Rate: 36.0 ::bps (Not BSS Basic Rote)  [45] 

  

0  Supported Rate: 48.0 Naps (Not  BSS Basic Rote)  [46] 

  

• Supported Rate: 54.0 :.:bos (Not BSS Basic Rate) 1471 

 

E1 L2MDIEY 

   

0  Element ID: 7 Country  [45] 

  

0  Length: 18 [49] 

  

Country Code: AU [50-51] 

  

• Enviroment: Ox20 Any  [51] 

    

0  Starting Channel: 36 [53] 

 

information regarding 

   

• Number of Channels: 4 :54j 
0  Max Tx Power (dBm): 23 13,15: access point 

    

0  Starting Channel: 52 .1:.1 

    

• Number of Channels: 4 [57] 

   

0  Max Tx Power (dBm): 23 •=1,;] 

 

response probe response 

   

0  Starting Channel: 100 :1- 3 

   

0  Number of Channels: 5 

   

0  Max Tx Power (dBm): 30 

  

(0  Starting Channel: 132 - 11 

  

0  Number of Channels: 3 

  

411  Max Tx Power (dBm): 30 

  

0  Starting Channel: 149 

  

0  Number of Channels: 5 

  

Max Tx Pnwpr (dRml. 

   

00SS Load 

   

0  Element ID: 11 QaSS boo 

   

• Length: 5 

  

Station Count: 1 

  

I  Channel Utilization: 0 

 

• Avail Admission Capacity:26562 
11 "4—  HT Cap= ID=4 1-7 len=26 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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[9e] determining, by 
the end device based 
at least, in part, on 
the information 
regarding the at least 
one access point, 
that the at least one 
access point is an 
authenticated access 
point, 

The Accused Products perform a method of determining that the access point (e.g., a Wi-Fi access point) is an 
authenticated access point (e.g., a previously connected Wi-Fi access point) based, at least in part, on the 
information in the probe response being indicative that the access point (e.g., a Wi-Fi access point) is an 
authenticated access point. 

As an example, the Accused Product confirms the received SSID information and/or other information from 
probe responses with access point information stored in its memory. Once confirmed that there is a probe 
response from an access point with which the Accused Product was connected previously, the Accused Product 
initiates a connection to the access point using an authenticated device identifier, such as a persistent MAC 
address that was used for a prior connection with the access point. 

As shown, the Accused Products maintain a list of previously-connected access points which is matched to the 
access point's SSID received in the probe response. Each previously-connected access point is linked to a 
persistent MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, tcl remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is 

enabled. 

http s://source. andro i d. com/d ocs/core/c onnect/w i fi-m ac-ran domizati on-behav i or 
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android / device / generic /goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44a93c3386c8e42cf140bfe6a5 [file] [12.g] [aarog] 

<?xml version= '1.0' encoding='utf-8' standalone= yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<Networklist> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot:AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedkey" I> 

<null name="WEPkeys" /> 

<int name="WEPTxKeyIndex" value="0" I> 

https://android.googlesource.com/device/generic/goldfishkirefs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pul s ars ecuri ty. com/preferre d-n etwork-list-nnl  
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802.11 Management - Probe Response  
• Probe Timestamp: 23996945615 Microseconds [24-31] 
• Beacon Interval: 102 Te Jrits (104 MiLLiseconds, ond 446 ricroseccra5)  

T TCapability Info=%0001000000000001 
E  Assn)  ID=0 5510 Len=4 SSID-OPEN  

infomiation regarding 
Supported Rates access point 

111  Element ID: 1 Supported Rotes [42] 
• Length: 4 [45] 
• Supported Rate: 24.0 Naps (655 Basic Rote) [44] 
• Supported Rate: 36.0 Mbps (Not 655 Basic Rote) [45] 
I  Supported Rate: 48.0  .,bps (Not 655 Basic Rote) [46] 
• Supported Rate: 54.0 bos  Oct  655 Basic Rote) r471 

E -4— Lomliny 
• Element ID: 7 Country [46] 
• Length: 18 [49] 
• Country Code: AU [50-51] 
• Enviroment: 0x20  Any  [52] 
• Starting Channel: 36 [53] 
• Number of Channels: 4 [54] 
• Max Tx Power (dBm): 23 [55] 
• Starting Channel: 52 [56] 
• Number of Channels: 4 :57] 
• Max Tx Power (dBm): 23 [58] 
• Starting Channel: 100 [59] 
0 Number of Channels: 5 [60] 
0 Max Tx Power (dBm): 30 [61] 
• Starting Channel: 132 [62] 
• Number of Channels: 3 [63] 

Max Tx Power (dBm): 30 [64] 
Starting Channel: 149 [65] 

• Number of Channels: 5 [66] 
May Ty Pnwer 1F1 

B  4-  miss Load  
• Element ID: 11 Q655 Load  [68] 
• Length: 5 [69] 
• Station Count: 1 [70-71] 
• Channel Utilization: 0 1 [72] 
• Avail Admission Capacity:26562 [73-14] 

information regarding 
access point 

probe response 

HT Cap= ID=4R (- 7n len.26 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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[9f] wherein 
determining that the 
at least one access 
point is the 
authenticated access 
point includes 
determining that the 
information 
regarding the at least 
one access point is 
included in the 
authenticated access 
point list; and 

The Accused Products determine that the access point (e.g., a Wi-Fi access point) is an authenticated access point 
(e.g., a previously connected Wi-Fi access point) is based, at least in part, on the information in the probe response 
being indicative that the access point is an authenticated access point by determining that the information 
regarding the at least one access point is included in the authenticated access point list. 

The Accused Products confirm the received access point identifying information (e.g., the SSID information) 
from the probe responses with the access point information stored in its memory. If the received information 
correlates to the access point list, then the access point was previously connected and thus an authenticated access 
point. Once confirmed that there is an SSID in a probe response from an access point with which the UE was 
connected previously, the UE (e.g., the Accused Product) initiates an authentication process with stored pre-
shared key information and a previously used authenticated MAC address (e.g., the persistent MAC address used 
for prior connections with the access point). 

As shown, the Accused Products maintain a list of previously-connected access points and a persistent MAC 
address for each access point. The list of previously-connected access points is matched to the access point's 
SSID received in the probe response. 

Persistent randomization 

 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t4 remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is 

enabled. 

 

https://source.android.com/docs/core/connect/wifi-mac-random izati on-behavi or 
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android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bbSB4SaacdeD0f44a93c3386c8e42cf140bfe6aS [Mg] [1gg] [blame] 

<?xml version='1.0' encoding.'utf-8' standalone.'yas,  ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot:AndroidWifi&quot;</string> 

<null name="BSSID" I> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" I> 

...51“^-“f,len. IS 

https://android.googlesource.com/device/generic/goldfish/±/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dotl 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl I CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.1I-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

httbs://blog.pulsarsecurit .com/ referred-network-list-snl  
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148n1LEY 
• Element ID: 7 Country  [4E: 

• Length: 18 [49] 

• Country Code: AU [50-51] 

• Enviroment: 0x20 Any [52] 

• Starting Channel: 36 [53] 

• Number of Channels: 4 [54] 

• Max Tx Power (dBm): 23 [55] 

• Starting Channel: 52 [56] 

• Number of Channels: 4 :57] 

• Max Tx Power (dBm): 23 [58] 

• Starting Channel: 100 [59] 

• Number of Channels: 5 [60] 

• Max Tx Power (dBm): 30 [61] 

• Starting Channel: 132 :62] 

• Number of Channels: 3 [65] 

• Max Tx Power (dBm): 30 [64] 

• Starting Channel: 149 [65] 

• Number of Channels: 5 [66] 

Max Tx Pnwpr (118,n). ml 

information regarding 
access point 

802.11 Management - Probe Response 

 

::1:c,c5f:„.7,05) 
• 
• 

m •f• 
Probe Timestamp: 23996945615 Nicroseconds [24-31] 

Beacon Interval: 102 77:n-e Units  (104 MiLLiseconds, and 443 

Capability info.%0001000000000001 
information regarding 5510  ID=0 5515 Len=4 

 

SSID=OPEN 

 

access point 7) -Supported Rates 

  

• Element ID: 1 Supported Rotes [42] 

   

• Length: 4 [43] 

  

• Supported Rate: 24.0 :,:bps (BSS Basic Rote) [44] 

  

• Supported Rate: 36.0 :bps (hot BSS Basic Rote) [45] 

  

• Supported Rate: 48.0 '[bps (Not ESS Basic Rote) [46] 

  

• Supported Rate: 54.0 bps (Not 655 Bosic Rote)  747] 

 

T QBSS Load 

• Element ID: 11 QSSS Load [63] 

• Length: 5 [69] 

• Station Count: 1 [70-71] 

• Channel Utilization: 0  

• Avail Admission Capacity:26562 

probe response 

-4-  
HT Cap= ID=4R 7 Len=26 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 
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[9g] transmitting, by 
the end device to the 
at least one access 
point after 
determining that the 
at least one access 
point is the 
authenticated access 
point, a connection 
request that includes 
an authentic device 
identifier for the end 
device. 

The Accused Products transmit to the access point determined to be the authenticated access point, a connection 
request, such as an association message or other message for connecting to the access point. The message 
includes an authentic device identifier for the end device. For example, the message includes a persistent MAC 
address for connecting to the access point. 

After receiving the probe response from the access point, as discussed above, the Accused Products confirm the 
received SSID information from the probe responses with the access point information stored in its memory. 
Once confirmed that there is an SSID in a probe response from an access point with which the UE was connected 
previously, the Accused Products initiate a connection using the persistent MAC address for the access point, 
which is an authentic device identifier for the Accused Product. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

AP STA STA 

IEEE 802.11 Probe Request  

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802.11 Open System Authentication Request 
I 

 

IEEE 802.11 Open System Authentication Response 
ill 

IEEE 802 11 Association Request (Secunty Parameters) 
I 

 

IEEE 802.11 Association Response 
ill 

 

Source: IEEE 802.11-2012.pdf 

IP settings 

Proxy 

Metered network 
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MAC address type 
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MAC address 
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2 

Address 
1 

Sequence 
Control 

Address 
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Address 
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Duration 
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Frame 
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Control 
HT 

Control 
Frame 
Body 

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 8-1 depicts 
the general MAC frame format. The first three fields (Frame Control, Duration/1D, and Address 1) and the 
last field (FCS) in Figure 8-1 constitute the minimal frame format and are present in all frames, including 
reserved types and subtypes. The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control, 
HT Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 
8.2.4. The format of each of the individual subtypes of each frame type is defined in 8.3. The components of 
management frame bodies are defined in 8.4. The formats of management frames of subtype Action are 
defined in 8.5. 

Octets: 2 2 6 6 6 2 6 2 4 0-7951 4 

MAC Header 

Source: IEEE 802.11-2012.pdf 

8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU. as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

Hie SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereot) or A-MSDH as defined in 8.3.2.1. contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s). on the WM. for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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802.11 Mgmt : Authentication Frame 

POSTED BY NAYARASI IN °NAP 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3.  

4.  

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 
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https://mmcciew.com/2014/10/10/802-11-mgmt-authentication-frame/ 

As shown, the Accused Products may use persistent randomization, in which for the same Wi-Fi network and 
device combination, the MAC address remains the same. When an Accused Product connects to a Wi-Fi network 
it was previously connected to, it will use the same MAC address. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example,  tcl  remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior  

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5645aacdee0f44a93c3386c8e42cf140bfe6a5 [file] [ibg] [blame] 

<?xml version,' 1.0' encoding='utf-8' standalone= 'yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name,"ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string name,"SSID">&quot;AndroidWifi&quot;</string> 

<null name="EISSID" /> 

<null name,"PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="ri" /: 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff  
The Accused Products practice a method wherein the fake MAC address is distinct from an actual original MAC 
address of a hardware network interface of the end device. 

The Accused Products generate a fake MAC address by generating a randomized MAC address for use in probe 
requests. This fake MAC address is insufficient to identify the end device. As such, user privacy is increased 
because the present location of the end-device (i.e. being in a location of communication distance with the access 
point) is not leaked, as the device MAC address is not identified. That is, the location of the end-user device is 
not presented to non-authenticated access points. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on me parameters or me network pronie including SSIU, security 

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

10. The method of 
claim 9, wherein 
information in the 
probe request is 
insufficient to 
identify the end 
device, so as to 
prevent leakage of 
present location 
information of the 
end device to non-
authenticated access 
points. 
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Privacy 0,1 
11e randomized MAC (default) 

MAC Randomization Behavior  Q - 

The MAC randomization feature allows devices to use a randomized MAC address when connectina to a Wi-Fl network, 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by usina a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by settina the locally administered bit to 

1. and the unicast bit to 0 The other 46 bits are randomized. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings,  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<— Network details (D 

Network usage 
Detect 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

 

An analysis of source code may be necessary to fully and accurately describe the fiinctionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

 

11. The method of 
claim 9, wherein 
generating the MAC 
address includes 
generating the MAC 
address from one or 
more characters that 
are  
randomly. 

selected 

The Accused Products practice a method wherein generating the fake MAC address includes generating the MAC 
address from one or more characters that are selected randomly. 

The Accused Products generate a fake MAC address by, for example, randomly setting one or more bits of the 
MAC address (e.g., setting the locally administered bit to 1, the unicast bit to 0, and then randomizing the 
remaining 46 bits). 

MAC Randomization  Behavior 
D - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access ooint. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits to octets as each octet is 8 bits) such as 

og :11:22:AA :BB: CC . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 
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IEEE 802.1X Controlled 
Port Blocked 
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IEEE 802.11 Probe Request 

AP STA 

     

Ms" 

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802 11 Open System Authentication Request 

IEEE 802_11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802 11 Association Response 

 

Source: IEEE 802.11-2012.pdf 

12. The method of 
claim 9, wherein the 
information 
regarding the one or 
more access points 
includes at least one 
of a MAC address of 
each of the one or 
more access points, 
or a service set 
identifier (SSID) of 
each of the one or 
more access points. 

The information regarding the one or more access points includes at least one of a MAC address of each of the 
one or more access points, or a service set identifier (SSID) of each of the one or more access points. 

The Accused Products support the Wi-Fi standard. The Accused Products receive the probe responses from 
multiple available access points. An access point responds with the probe response only when the SSID in the 
probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
of the access point is included in the SSID List element. 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

105 

Petitioner's Exhibit 1011 
Page 105 of 190 



EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

  

Table 8-27—Probe Response frame body 

  

0: der Interrelation Note. 

 

1 Tmeitamp 

   

Be.acon mtelm1 

  

i Capaloshec 

  

4 SSID If dotlEilediActtrated is WIC the SSID dament is the mIdeard 
mine as dmented in 8422 

 

a Supported xxes 

  

6 FR Parameter Set The Fli Parameter Set element st. present unIna Probe Response 
trames generated by STAs smug FR PRY.. 

 

7 DSSS Parameter Se The DSSS Parameter Set ekmeat ts present within Probe Response 
frames generated by STAs itsmg Clause 16. Clause 17. and 
Clause 10 PRY. 
The 13555 Parameter Set element is present within Probe Response 
5=0e, generated by STAs using 2 Clause 20 PRY in the 24 GH: 
Lund 

 

S CF Parameter Set The CF Parameter Set element is present only mann Probe 
Response frames generated try APs supporting 3 PCT 

 

9 1BSS Parameter Set The 1BSS Parameter Set element is present on] Y within Probe 
Response frames generated by STA,. sn an MSS 

, 10 Country The Country element as 
premix if dot1131ultDoenainCapabilayActreated n true to 
doll1SpectundslanagememRequired to tine oc 
dot 11RartioNleaurementArtrated is tme. 

 

11 FR Parameters The FR P2f201•Tel, element. as speedied to 3.4 2_ II, ts optrotolly 
present if doel INIulaDomatoCapabilityActwated is true 

I r.:.. EH Pattern Table The Eli Panem Table elonmt. as speafied an 8.4 2I2 is optionaBy 
present if dal IMuluDomankapabdityActivated is tsur 

 

13 Powet Con:ammo The PUNTS Comtism eleurnt is PCSCW if 
dotl1SpectrundsbrogementRequared is use and is optionally 
present If dotIlRadroMeasalemercArtmased is trot 

 

11 Channel Snatch 
Anocuncenent 

The amuse] Swath Amotoxelnent element is opnacullypresent if 
dotlISpecnumManagonecaReqtated is toe 

 

15 Q.,e,  The Quret element to optionally present if 
62111Spectrundslanagemernfteigated is true or if 
dotlIRadtaMexurememArtnated to tine 

 

16 EMS DES The MSS DES element ts presem tf 
dotlISpeetrumManagernentRequued as true in an 11355 

 

17 TPC Repan The TPC Report element ts pteseen if 
dotl I SpeetnerrdsLungemeniRequsted is true or 
dot I IltadroMeasurementArtnated is VW 

 

15 ERE' The ERP element to present senhui Probe Response frames 
gemmed by STAs usang ERPs and is optionally present orlierwne 

 

19 Extended Supported Rates The Extended Supported Rites element is present if there toe more 
than eight unspotted rates and it is optionally presort othamse 

 

20 B.R, The R.TsE to present only sf deel I RSZZAActnuted ts due 

 

21 BSS Load The BSS Load element is present if dot 1 It;son2gesotrImplemented 
and dollIQIISSLoadImplenstated are both tote 

22 EDCA PaiiEleCt Se 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Parameter SO clement ts present if 
dot11QcnOponalenplenastted is true and dotIlhiedtArtr.-sted it. 
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Nleasuremait Pilot 
Trammusion 

The Measurement Pilot Transmission element is present if 
doll IRNEMeasurementlidotActivated is between 2 and 7 

:4 Multiple BSSED One or more Multiple BSSID elements ate present if 
dot IIRMMeasurememPdotActsvated is between 2 and 7 and the 
AP is a member of a Nlultiple BSSID Set (see 10.11.14) with two or 
more members. or if dotlINIgnitOptionMuluBSSIDActivated is 
nue. or if dotIllnumirorkingServiceAcnvated is nue and the .AP is 
a member of a Multiple BSS1D Set with two or more members and 
at least one dotl 1 GASAdvatisenrritED NEB annbute masts. 

25 KM Enabled Capabihnes The RM Enabled Capabilities element is present if 
dot 11RaMoNleasureinentActuuted is true. 

26 AP Channel Reimer If dotlIRMAPCtormeIRepatArtwated is true. one AP Chmnel 
Report element is optionally present for each operatmg class that 
has at least 1 channel to report_ 

7 BSS Avenge Access Delay The BSS Average Access Delay element is optionally present if 
dotl1RNIBSSAverageAccessDelayActivated is one and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available) 

ZS 

 

The Antenna element is optionally present if 
dotaRNLAntennalnfotmation.Actimted is one and the value of the 
Antenna ID field is not equal to 0 (unknown antenna) 

23 BSS .Available Admission 
Capacity 

The BSS Available Adams= Capacity element is optimally 
present if dotlIRMBSSAvailableAdnusuonCapacityActrated is 
true with the following exceptions. I) when Available Adzinsmon 
Capacity Bstmals equals 0 (Available Admisuon Capacity Last 
commis no banes). or 21 when the BSS Load element is present 
and the Available Capacity Bitenask equals 256 (Available 
Admasion Capacity List contains only the AC...V0 man 

30 BSS AC Access Delay The BSS AC Access Delay element is optimally present if 
dotlIRMBSSAverageAccessDelayActreated is true and at least one 
field of the element is not equal to 255 (measurement not 
available). 

31 Mobility Domain The NIDE a present sf dot 11FastBSSTransitionActivated is nue_ 

32 DSE registered location The DSE Registered Location elemeix is present if 
dotll Lt. RealiRequeed is tine 

33 Extended Channel Snitch 
Announcement 

The Extended  Charnel Switch Annotmceznem element is cptionally 
present if dot I lEtendedChumelSwitchActivaled is true 

34 Supported Operating Climes The Supported Operating Classes element is present if 
dotl I ExterdedChzuselSwitchActivated is true 

35 HT Capabilities The HT Capabilities element is gamut when 
dot' IHighTbroughputOpoodmplemented artnbute is true 

36 HT Operation The HT °manna element is =laded by an.AP and a mesh STA 
when doll IHighThroughputOptionImplemented annbute is true. 

37 NI 40 BSS Coexistence The 20 40 liSS Coeu.stence demon is optionally present when the 
dot112040BCce"wostenceNlanagancrdSuPPon 21nbine is Ow-

 

33 Overlappeng BSS Scan 
Parameters 

The Overlapping BSS Scan Parameters elm= is optionally 
pre-..cd if the dot) 1 FcetyMHzOptionImplemented annbute is true. 

39 Extended Capabilities 

https://mrncciew.cot-n/2014/10/27/cwap-802-11-probe-requestresponse/ 

The Extended Capabilities element is optionally present if any of 
the fields in this element are nonzero. 
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40 Q6S Traffic Capabillt7 The Q6S Traffic Capabrlay dement is optionally present if 
clotl1N1rautOptronACStauocCountActivated is true 

41 Channel Usage The Channel Usage element is present if the Channel Usage 
element is present us the Probe Request frame and 
dotlIMantOptionCharmelUsageActivated is true. 

, 
Tune Advertisement The Time Adrertuemau element is present if 

doillMgmlOptionlITCTSFOffsetActisuted is true. 

45 Time Zone The Time Zone element is present if 
dotIllslputOptionUICTSFOffsetAcurated is true 

44 lnterwolksng The Intel-working element is present if 
dotIlhuaworkingServiceActirated is true. 

45 Advernsemait Protocol Advertisement Protocol element is present if 
doll huerworkingSerriceActivated is true and at least one 
dot lIGASAdvernsementID M1B attribute exists. 

4 Roaming Canton.= The Roaming Consoarum element is present if 
dotl 1 huerwixkmgSerriceAcnvated is true and the 
doll1RoaramgConsornunTable has at least one entry 

47 Emergency Akrt ldamBer One or more Emergency Alai Idamber demurs are present if 
doll I EASActivated is true and there are one or more EAS 
message(s) active in the network 

43 Mesh ID The Mesh 1D element is present if dotlINkshActivated is true. 

42 Mesh Ceafiguration The Mesh Caafiguration element is present if dotlaleshActivated 
is true 

-:0 Mesh Awake Window The Mesh Awake Window element is optionally present if 
dot1lMeshActivated is tote 

)1 Beacon Mauna The Beacon Timing element is optionally present if both 
dotllMeshActivated and dotl1MBCAActirated are true. 

52 MCCAOP Advansement 
Overview 

The MCCAOP Advertisement Oversew element is optionally 
present if both clan:Meg:Activated and dotl1MCCAAcnvated are 
hue. 

53 MCCAOP Advertisement One or more MCCAOP Advertisanent elements are optionally 
present if dath doll IMeshActivated and dotl1MCCAActrrated are 
true. 

54 Mesh Channel Switch The Mesh Channel Switch Parameters element is present if 
dotlIMeshActirated is true and either Channel Switch 
Announcenamt element or Extended Channel Switch 

 

Asmouncement element is present 

Last—/ N;endor Specific One or more vendor-specific elements are oprionally present. These 
elements follow all other elements. except the Requested elements 

 

Requested elements 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Elements requested by the Request element of the Probe Request 
frame are present if doll lIshdnDocaamCapabilityActivated is tnie. 
See 10.1_4.32. 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I I RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot II CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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(RISS Load  

• Element ID: 11 QBSS Lood [68] 

• Length: 5 :69] 

• Station Count: 1 [70-71] 

1p  Channel Utilization: 0 [72] 

,  Sp  Avail Admission Capacity:26562  [73-74]  

HT Cap=  111.45 Len=26  

802.11 Management - Probe Response 

Probe Timestamp: 23996945615 Microseconds [24-51] 

• Beacon Interval: 102 T'..77e Units (104 Mittiseconds, an 448 ::icrcsecords)  

E T  Supported Rates  

• Element ID: 

• Length: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

1 Supported Rates [42] 

4 :43] 

24.0 Mbos (BSS Basic Rote) [44] 

36.0 Mbps (Not BSS Basic Rote) [45] 

48.0 Mbps (Not BSS Basic Rote) [46] 

54.0 Mbps  (Not  BSS Basic Rote) 1471 

▪ 4- Capability  Info=%0001000000000001 

Eti  TI  5510 ID=0 5510 Len=4 SSID=OPEN  
information regarding 

access point 

P MUEILEY 
• Element ID: 7 Country [48] 

• Length: 18 [49] 

• Country Code: AU [50-51] 

• Enviroment: 0x20  Any  [52] 

• Starting Channel: 36 [53] 

• Number of Channels: 4 :54] 

• Max Tx Power (dBm): 23 [55] 

• Starting Channel: 52 [56] 

• Number of Channels: 4 :57] 

• Max Tx Power (dBm): 23 [58] 

• Starting Channel: 100 [59] 

IF  Number of Channels: 5 7_60] 

• Max Tx Power (dBm): 30 [61] 

• Starting Channel: 132 [62] 

• Number of Channels: 3 [63] 

• Max Tx Power (dBm): 30 p6.4] 

• Starting Channel: 149 [65] 

• Number of Channels: 5 [66] 

till  Max Tx Pnwer (dRml. -44 rg71 

information regarding 
access point 

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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13. The method of The Accused Products practice a method wherein determining that the at least one access point is the 
claim 9, wherein authenticated access point further includes determining that the at least one access point is the authenticated 
determining that the access point if the end device was previously connected to the at least one access point. 
at least one access 
point is the As an example, the Accused Product confirms the received SSID information and/or other information from 
authenticated access probe responses with access point information stored in its memory. Once confirmed that there is a probe 
point further response from an access point with which the Accused Product was connected previously, the Accused Product 
includes initiates a connection to the access point using an authenticated device identifier, such as a persistent MAC 
determining that the address that was used for a prior connection with the access point. 
at least one access 
point is the As shown, the Accused Products maintain a list of previously-connected access points which is matched to the 
authenticated access access point's SSID received in the probe response. Each previously-connected access point is linked to a 
point if the end persistent MAC address for connecting to that access point. 
device was 
previously Persistent randomization 
connected to the at 
least one access Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

point. generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

tyoe, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, remember a device and allow users to bypass the login screen as 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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android  /  device  /  generic  /  goldfish  /  refs/tags/android-9.0.0 r34  / . / wifi / WifiConfigStore.xml 

    

blob: bbSB4Saacde00f44a93c3386c8e42cf140bfeBaS [fi].e]  [lag] [1amg] 

<?xml version=.1.O' encoding='utf-8' standalone='yes.  ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<Networklist> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSIO">&quot;AndroidWifi&quot;</string> 

<null. name="BSSID" I> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" I> 

<int name="WEPTxKeyIndex" value= "0" 1> 

https://android.googlesource.com/device/generic/goldfishi-Firefsitagstandroid-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot1lCurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.1I-2012.pdf 
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Min_Probe_Response_Time Max_Probe_Response_Time 

Figure 10-3—Probe response 

Source: IEEE 802.1I-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-nnl  
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1802.11 Management - Probe Response  
• Probe Timestamp: 23996945615  Microseconds  [24-31] 

• Beacon Interval: 102  Tifne Units (104 MiLliseconds, and 448 Microseconds)  [52-331 

-CO  TCapability  info=m8010000013000001 i IrlssIo  ID=0  -7570 Len=4 SSID=OPEN  
informaton regarding 

Vlupported Rates  
• Element ID: 
• Length: 
• Supported Rate: 
• Supported Rate: 
41  Supported Rate: 
41  Supported Rate: 

access point 

1  Supported Rotes  [42J 

4 [43] 
24.0 'bps  (855 Bosic Rote)  [44] 

36.0  Mbps  (Not  655 Basic Rote)  [45] 

48.0  "bps (Not BSS Basic Rote)  [46] 

54.0 bos (riot 055 Elosic Rote)  r471 

Lountry 
• Element ID: 7  Country  [48] 
• Length: 18 [49] 
• Country Code: AU [50-51] 
• Enviroment: Ox20  Any  [52] 

1p  Starting Channel: 36 [53] 
• Number of Channels: 4 :54] 
• Max Tx Power (Om): 23 F55] 
• Starting Channel: 52 [36] 
• Number of Channels: 4 :57] 

• Max Tx Power (dBm): 23 [58] 
• Starting Channel: 100 [59] 
• Number of Channels: 5 :60] 
• Max Tx Power (dBm): 30 [61] 
• Starting Channel: 132 [62] 
• Number of Channels: 3 [55] 
•   Tx Power (dBm): 30 [64] 
• Starting Channel: 149 [65] 
• Number of Channels: 5 [66] 
▪ Max Tx Pnwpr (dRm). 1P 

s T  OBS5 Load  
• Element ID: 11  126SS Load  [63] 

• Length: 5 [69] 
• Station Count: 1 [70-71] 
• Channel Utilization: 0 [72] 

• Avail Admission Capacity:26562  [73-74]  

HT Can= 10=45 Len=26  

E 

information regarding 
access point  

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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14. The method of 
claim 9, further 
comprising: 

receiving, by the end 
device from the at 
least one access 
point, an approval of 
the connection 
request; 

transmitting, by the 
end device to the at 
least one access 
point after receiving  
the approval of the 
connection request, 
an association 
request; 

receiving, by the end 
device from the at 
least one access 
point, an association 
response to the 
association request; 
and 

connecting to a 
communication 
network via the at 
least one access 

The Accused Products practice a method of receiving, by the end device from the at least one access point, an 
approval of the connection request; transmitting, by the end device to the at least one access point after receiving 
the approval of the connection request, an association request; receiving, by the end device from the at least one 
access point, an association response to the association request; and connecting to a communication network via 
the at least one access point in accordance with the association response. 

As an example, the Accused Products receive an open system authentication response from an access point. The 
Accused Products then transmit an association request. Then the Accused Products receive an association 
response from the access point, at which point the Accused Product is connected to a network via the access 
point in accordance with the association response. 

STA AP STA 

   

I 
IEEE 802.11 Probe Request 

  

IEEE 802.11 Probe Response (Security Parameters) 

  

+Ng 

  

IEEE 802.11 Open System Authentication Request 

   

IEEE 802.11 Open System Authentication Response iol , 

  

IEEE 802.11 Association Request (Secunty Parameters) 

   

IEEE 802.11 Association Response -01 

          

IEEE 802.1X Controlled 
Port Blocked 

 

Source: IEEE 802.1I-2012.pdf 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s). on the WM. for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM, the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 

point in accordance 
with the association 
response. 
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802.11 
POSTED BY 

Once a client 

Beacons) 
......._ 

Mgmt 
NAYAFtASI 1 N CWAP 

station is discover 

: Authentication Frame 
7-•:. 10 COMMENTS 

a SSID (Probe Request/Response or listening to 

This exchange comprise of at least 4 frames 

 

it move to Join phase. 

  

1. (Request) 

   

2. (Response) 

   

3. 

   

4. 

   

The frame format of those Authentication frames are as shown below.(from page 

   

136- CWAP Official Study Guide) 

      

FIGURE 4.8 Authentication frame format 

        

MAC header From body 

      

..m. 2 2 6 6 6 2 2 2 2 14400 
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  . 
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. 
barbabb 
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Ilitab, 

Arteffic bse 
'MUM:0 

".. 
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. 
ICbr in 

 

RS 

       

Sol lb 

        

https://mmcciew.com/2014/10/10/802-11-mgmt-authentication-frame/ 

   

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 

  

Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 

  

infringement contentions once such information is made available to Plaintiff. 

15. The method of The at least one access point includes a Wi-Fi access point, and the communication network includes a Wi-Fi 
claim 
the at 

14, wherein 
least one 

network that is accessible through the Wi-Fi access point. 

access point The Accused Products are designed to connect to Wi-Fi access points in order to join a Wi-Fi network. 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 

5.3, NFC. ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

lroo•mils 

• 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

includes a Wi-Fi 
access point, and 
wherein the 
communication 
network includes a 
Wi-Fi network that 
is accessible through 
the Wi-Fi access 
point. 

5G, Wi-Fi 6E. Bluetooth 
Connectivity5.3, 

NFC 
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• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RE System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualconnme FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.cominewskeleases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

17. An end device, To the extent the preamble is limiting, the Accused Products comprise an end device. 
comprising: 

The Accused Products include Android OS 10 or above or Wear OS 3 or above. Each Accused Product includes 
an SoC and Wi-Fi connection functionality. As a specific example shown below, the Galaxy S23 includes the 
Android 13 operating system, which includes randomized MAC for Wi-Fi connections. It comprises an SoC, 
Snapdragon 8 Gen 2, a Wi-Fi chipset, and FastConnect. It connects to a Wi-Fi network using the Wi-Fi chipset. 
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Q V 8 Shop Mobile TV S Audio Appliances Computing Displays Accessories SmartThings Explore Support For Business 

Galaxy S23  
Get ups: instant rradeln credit F.7 

Unlocked I Lavender 

• 

An, aarn,,; 

7;7 'rr 

elm about Gala ra s'3 MIMICS Save  an extra 1000 00 with Samsung Offers Program membership 

Galaxy 523 Ultra Galaxy 523 I  523. 

Device 

Galaxy 523+ 

Connectivity 

httns://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-s911uliaxaa/ 

SAM SUNG 

Galaxy 523  
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Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

https://www.youtube.com/watch?v=BadWvxWe8y8 
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MAC address type 
MAC 

• 
Quick Share 

1,C.7 with a nearby Galaxy user. 
hey'tt be.113te to ronnect without entennq the 

password 

IP settings 
t( 

Proxy 

Metered network 

MAC address 
?Li dc aOd Of 

IP address 

https://www.youtube.com/watch?v=dT63df6nnqU 

GALAXY S23, PLUS 

Set MAC Address Type to 
Randomized 

MAC/Phone MAC 
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Samsung Galaxy 523 / Galaxy 523 Ultra - View MAC Address 

EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

https://www.youtube.com/watch?v=AaMm2HHwbIO 

126 

Petitioner's Exhibit 1011 
Page 126 of 190 



EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

Featuring the Snapdragon X70 5G Modem RE System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm  
FastConnect-  7800 Mobile Connectivity System. 

• 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fi 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions, including the Snapdragon' X70 Modem-RF System. 

the world's fastest and smartest 5G modem-R system, and Qualcomm° 

FastConnect-  for  high-speed and ultra-low latency Wi-R, and the latest 

Bluetooth audio enhancements. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve 

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as Wear OS 3.0. 
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In Android 10. MAC randomization is enabled by default for client mode. SoftAp. and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally, MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information. see MAC Randomization Behavior. 

https://source.android.com/docs/core/connect/wifi-mac-randomization 

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  https://www.reddit.com/r/GalaxyWatch/comments/pcmkjl/galaxv watch 4 wifi mac address/ 

 

[17a] a hardware 
network interface 
associated with an 
actual media access 
control (MAC) 
address; 

The Accused Products include a hardware network interface associated with an actual media access control 
(MAC) address. 

As shown below, the Accused Products include, for example, a hardware network interface for connecting 
including a chipset (e.g., SnapDragon 8 Gen 2 chipset including a Wi-Fi SOC called FastConnect), as shown in 
the example below, which is used to connect to Wi-Fi networks. The Accused Products also include an operating 
system (Android 10 or higher or Wear OS 3 and higher) that runs on a CPU. In the example below, the Galaxy 
S23 includes the Android 13 operating system that runs on the Kryo CPU of the SoC of the Accused Product. 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" OHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxv-s23/ 

„II

 Snapdragon 

8 
Gen 2 

CPU 

Kryo CPU 

• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz: 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snabdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23, Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 
Connectivity 

5.3, NFC 5.3, NEC, ultra-wideband NEC. ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 
https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eye  
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Qualcomm® 
FastConnectTM 7800 
Mobile Connectivity System 

 

Qualcotwv‘ 
FastConnect 
7800 

Wi-Fi 7 

 

Leading Wi-Fi 7 and Dual Bluetooth come together in this 
powerful and versatile connectivity system 

FastConnect is an advanced 14nm Wi-Fi and Bluetooth Connectivity 
system delivering fast global speeds and ultra-low sustained latency. 
Unlock extreme performance for mobile, compute, and XR experiences. 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/images/products/by-technologv/wi-
fi/Qualcomm-FastConnect-7800-Overview-Infographic.png 

The Accused Products support the Wi-Fi standard. As part of that standard, a device's hardware network 
interface is associated with an actual MAC address. As an example, the hardware network interface is associated 
with a factory-set MAC address that is globally unique and static, allowing the device to be individually 
identified: 
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MAC Randomization Behavior IQ - 

The MAC randomization feature allows devices to use a randomized MAC address when 

connecting to a Wi-Fi network. For implementation instructions, see Implementing MAC 

Randomization. This page describes the behavior of MAC randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. 

Because these MAC addresses are transmitted without encryption. they can be captured and used  
to potentially track a user's location Historically devices use the  factory MAC address to associate  

to a Wi-Fi network. The factory MAC address is globally unique and static, allowing the device to  

be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when 

connecting to a Wi-Fi network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 

8 bits) such as 00:11:22:AA:BB:CC . The MAC randomization feature randomizes the address by 

setting the locally administered bit to 1, and the unicast bit to 0. The other 46 bits are randomized. 

For devices running Android 10 or higher, the framework uses randomized MAC address by 

default. Users can enable or disable MAC randomization for individual networks through an option 

in the Network details screen in Settings, as shown in Figure 1. If a user disables MAC  

randomization for a network, the framework uses the factory MAC address (globally unique 

address). 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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The Accused Products have a processor coupled to the hardware network interface and operable to generate a 
MAC address for the end device that is distinct from the actual MAC address. 

The Accused Products have a processor such as an SoC (e.g., a Snapdragon 8 Gen 2 in the example below). They 
also include, an operating system (Android 10 or higher or Wear OS 3 or higher) and have randomized MAC for 
Wi-Fi connections. The operating system generates a randomized MAC address to be used when searching or 
scanning for a Wi-Fi access point. The operating system runs on the CPU of the Accused Products (e.g., the Kryo 
CPU of the SoC in the example below). 

Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

httos://www.samsung.com/usismartphones/galax -s23/s iecs/ 
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[171)] a processor 
coupled to the 
hardware network 
interface and 
operable to generate 
a MAC address for 
the end device that is 
distinct from the 
actual MAC 
address; 
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CPU 
Kryo CPU 

• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz2 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Phone Galaxy S23, Galaxy S23+ 

Snapdragon 8 Gen 2 for 

Galaxy S23 Ultra 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

_.....ti

 Snapdragon  l 

8 
Gen 2 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

Connectivity 
5G. Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 

5.3, NFC 5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

/001" .11146, 
4r,0001,114% 

40.1.114 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active3, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-

 

snapdragon-eve 

Qualcomm® 
FastConnectTM 7800 
Mobile Connectivity System 

 

Qualcoivw‘ 
FastConnect 
7800 

Wi-Fi 7 

 

Leading Wi-Fi 7 and Dual Bluetooth come together in this 

powerful and versatile connectivity system 

FastConnect is an advanced 14nm Wi-Fi and Bluetooth-  Connectivity 
system delivering fast global speeds and ultra-low sustained latency. 
Unlock extreme performance for mobile, compute, and XR experiences. 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/images/products/bv-technology/wi-
fi/Qualcomm-FastConnect-7800-Overview-Infographic.png 
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IP settings 

Proxy 

Metered network 

Quick Share 

IP address 

1.1 

Quick Share 
• ,,, k w.tt, a nearly,: GaIay user 

, tno, t Wieb011t untenny the 

, 1:3• • 

IP settings 

Proxy 
,,.• 

Metered network 

MAC address 

IP address 

: 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.voutube.com/watch?v=dT63df6nnqU 

The Accused Products support the Wi-Fl standard. According to the standard, the Accused Products (each a UE) 
inquire about available Wi-Fi access points using a probe request that includes a MAC address. For a probe 
request the Accused Products use a randomized MAC address, which is a fake MAC address. 

Randomlced MAC 

Phone MAC 
• to. •••• •••••••••• •••••••• 

MAC address type 
MAC 
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Privacy 
7andorntzed MAC (default) 

MAC Randomization Behavior  - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a users location. 

Historically, devices use the factory MAC address to associate to a Wt-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by usina a randomized MAC address when connecting to a Wi-Fl 

network. 

MAC addresses are 48 bits lona and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00 :11 :22 :AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to 0 The other 46 bits are randomized 

hups://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings. as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<- Network details o 0. 0 

Network usage 
Detect automat,cally 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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[17c] a transmitter 
coupled to the 
processor and 
operable to transmit 
to an access point, a 
probe request that 

The CPU is a part of the SnapDragon SOC and coupled to the FastConnect network interface. 

https://www.qualcomm.com/news/onq/2022/11/new-snandragon-8-gen-2-8-extraordinary-mobi le-experiences-
unveiled  

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
The Accused Products have a transmitter coupled to the processor and operable to transmit to an access point, a 
probe request that includes the generated MAC address. 

The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
send probe requests to access points to inquire about available Wi-Fi access points using a probe request. The 
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includes the probe request comprises a sender address field (e.g., device identifier). The UE utilizes a random MAC address 
generated MAC as the sender address in a probe request. 
address; and 

The Accused Products transmit probe requests to identify available access points, and thus include a transmitter: 

The reason for client scanning is to determine a suitable AP to which the client may need to roam 
now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

140 

Petitioner's Exhibit 1011 
Page 140 of 190 



EXHIBIT A-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 10,694,384 

CWAP 802.11- Probe Request/Response 
POSTED BY NAYAFtASI IN CWAP c 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called :ive scanning. 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a  'roue r:e.quest 

management frame asking what network is available on that channel. 

Probe RegLiest_are sent to the broadcast DA address (ff:ff:ff:ff:ff:fF).  Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received. 

STA moves to next channel & repeats the discovery process. 

STA sending Probe Request may specify the SSW they
-

 loisi calng  (called  directed 

probe request).  Then only IBSS STA or AP support that SSID will answer. 

(ie ). This is 

called  Wildcard SSID  or  Null Probe Request. 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

A Wi-Fi probe request includes a MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fl mobile devices to 

discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 

messages contain information about their sources (i.e.. MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

https://www.sciencedirect.com/science/article/abs/pii/S1389128622000196  
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The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a fake MAC 
address. 

MAC Randomization Behavior  D  - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22: AA : BB:cc  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Seftinqs, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

<— Network details o Q.0 

Network usage 
. - 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff  

IP settings 

Proxy 
!Ione 

Metered network 
Defe:t autonLit‘c.-Oly 

MAC address type 
R.1,:c1Jrni;cfl MAC 

MAC address 
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[17d] a receiver The Accused Products include a receiver coupled to the processor and operable to receive, from the access point, 
coupled to the a probe response that includes information regarding the access point. 
processor and 
operable to receive, The Accused Products receive probe responses for access points and thus necessarily include a receiver for 
from the access receiving the response. The receiver is connected to the processor, as received information is processed by the 
point, a probe processor. 
response that 
includes information • Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G, Wi-

 

regarding the access Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 
point,	 Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active3, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomme FastConnectTM  6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qual comm.com/news/releases/2023/02/qualcomm-and-sam sung-partner-to-bring-the-fastest-
snapdragon-eve  
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IEEE 802.1X Controlled 
Port Blocked 

STA 

IEEE 802 11 Probe Request 

AP STA 

    

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 

IEEE 802,11 Open System Authentication Response 

IEEE 802,11 Association Request (Secunty Parameters) 

IEEE 802.11 Association Response 

 

Source: IEEE 802.11-2012.pdf 

The Accused Products receive from the access point, a probe response that includes information regarding the 
access point. As an example, a probe response from a Wi-Fi access point includes the SSID (wireless network 
name), supported data rates, encryption types, capabilities, etc. of the access point: 

2. APs receiving the probe request check to see if the mobile station has at least one common supported data rate. If they have compatible data rates, a probe response is sent 

advertising the SSID (wireless network name). supported data rates, encryption types if required, and other 802.11 capabilities of the AR 

httbs://documentation.meraki.com/MR/Wi-

 

Fi Basics and Best Practices/802.11 Association Process Explained 

The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses from multiple 
available access points. As an example, an access point responds with the probe response when the SSID in the 
probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
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of the access point is included in the SSID List element. As a further example, an access point responds to a 
probe request when it supports data rates or other requirements of the Accused Products. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

haps://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

MAC Randomization Behavior  2 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a WI-Fl network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22: AA: BB: CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connectiwifi-mac-randomization-behavior 
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Privacy 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

<— Network details o q 0 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

MAC Randomization Behavior - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

htt s://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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GALAXY S23, PLUS 
I  Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

AP STA STA 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802 11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802.11 Association Request (Secunty Parameters) 

IEEE 802.11 Association Response 

IEEE 802 1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

IP settings 

Proxy 

Metered network 

MAC address type 
Rorworr.,-,,d MAC 

MAC address 
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Information regarding the access point is included in the probe response, as shown below. 

Table 8-27—Probe Response frame body 

atrt: Information Notes 

 

I I 7.e-ramp 

  

. Beacon oserval 

  

t.apabilny 

  

4 SSID If dal Illeabiartuted La bus the SS1D clamed s the salicsd 
IMIne as desatbed In S 4 2 2 

  

Supported rates 

  

5 FH Parameter Set The FM Parxneter Set element to present lat. Probe Response 
frames roamed by STA. ustog FM PHYs. 

 

7 

I 

DSSS Parameter Set The DSSS Parameter Set element to present asthma Probe Response 
fames generated by Stks itung Clause 16. (lane 17. and 
Clause 19 prm. 
The DSSS Parameter Set element to pest= maul Probe Response 
fames generated by STAs mmg a Clause 20 ?Hy no the 2 4 Wiz 
band 

 

S CF Parameter Set The CF Panatela Set element is present only sag= Probe 
Response farm, generated by APs suppormip a PCF 

 

9 MSS Parameter Set The IESS Parameter Set element to present only withal Probe 
Response foam generated by STAr in an MSS 

 

1 10 
i 
! 

Country The Country element Is 
present if dot 1 INInloDonlainCapabalyActrtated ts =cot 
dot 11SpectrumhbzugementRequred as true or 
dot 11RadioNteasureasznactsvated is nue. 

 

II FM Parameters The FM ParitDeltr, element. as speafsed no Si 2 11. to optionally 
parte If dal INInInDocaunCapabiloyActrated is nue 

 

! 12 PH PM= Table The FM Pan= Table clement. as speaSed us 1.4 2 12.. Lsopbocally 
present if dotlINItaloDucusturapabdarcActscated is true. 

 

IS POWII Castrato! Dr POSStr Comtism element is woes tf 
doll I SpectromMaugemardieciared Ls true and is operestly 
preunt sf Cod 1RadaaSleasurementActrtmed to sue 

  

Cluzmel Salta 
Aunouneement 

The Clunixl Snitch Announcement element u opnenallypresal if 
doll1SpectrumlstazuganetURemared Is true 

 

15 Quiet Tbe Qtnet ekment s °photons-  present tf 
dotlISpeanineslanagementRagated so stem if 
dottlRadialcansamentActrtsed as nue 

 

16 MSS DES Tbe MSS DES element as present !if 
dotl ISpectrunUlasagemeraltequared Ls tax in an 1555 

 

17 1 TPC Report The TPC Report clement is present Lf 
dott1SpectrumllImagementRequrred as true or 
dot 11RadtaleasuranesuActwated is tote 

 

15 ER? The ERP element ss present maul Probe Response Emmet 
gem:rated by SLIrt tung ERR and is opttonally present ultra:Ise. 

 

IS 

1 
Extended Supported Rates The Extended Supported Rates element as paos if there are mom 

than ago supported rates. and tt as opuosulty present ortatruse 

 

1 21 RR: The AZT as present only tf dot 1 IRSNAArticsed as tsue 

 

21 
o 
I 

IISS Load The BSS Load elcsamt as Faust tt dot I 1QmOptson-Implanarted 
and clod IQE1SSLoadhaplemented are both mu 

 

1 22 EDCA Parameter Sot 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Pastrocia Set element a pesos if 
dull QmOptsoolasplemesed to true and dor 1 IhSeshictucated Is 
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6 

27 BSS Avaage Access Delay The BSS Average Access Delay element is optionally present If 
dot IIRMBSSAverageAccessDelayActivated is tine and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available) 

AP Cliarztel Report If dotlIRMAPChannelReportAcurated is one, one AP Channel 
Report element is opnonally present for each operatmg class that 
has at least 1 channel to report 

Isleasurement Pilot 
Transmission 

The Measurement Pilot Transmission 4031021 is present if 
dot 11RILMeasurementPdotActivated Ls between 2 and 7 

23 

One or more Multiple BSblD elements are present if 
dotlIRMIsleasurementhIcLtActivated is between 2 and 7 and the 
AP is a member of a hlultiple BSSID Set (see 1011.14) with two or 
more members. or if dot' I hignuOphon.Multill.SSIDAcuvated is 
true. ot it dal lInterwatkingSaviceActivated is true and the AP is 
a member of a Multiple EISSID Set with two or mare members and 
at least one dotI1GASAchatisententID IsID3 attribute caws. 

Multiple BSSID 

P.M Enabled Capabilities The MI Enabled Capabilities element is present if 
doll 1RadtaleasurananActnated is tine 

The Antenna element is optionally present if 
dotlIRMAutemanfonuatiorolaivated is WM and the value of the 
Antenna ID field is not equal to 0 (unknown antenna) 

The BSS Available Admission Capacity element is optionally 
present if dotlIRIAIISSAvailableAdnussionCapaatyActivated is 
true with the following exceptions: I) when Available Admission 
Capacity &mask equals 0 (Available Admission Capacity List 
COIIMWS no aloes). or 2) what the BSS Load element is present 
and the Available Capacity Bitruask equals 256 (Available 
Admission Capacity List contains only the AC VO entry) 

23 

BSS Available Admission 
Capacity 

BSS AC Access Delay The BSS AC Access Delay element is optionally present if 
dot 11RMBSSAverageAteessDelayActivated is true anti at least one 
field of the damn* is not equal to 255 (meamement not 
available). 

Mobility Domain The NIDE is ptesent ifdotlIFastBSSTransusonActwated is true. 31 

DSE registered location The DSE Registered Location element is present if 
doll1LCIDSERequared is true 

32 

Extended Channel Switch 
Amouncemmt 

The Extended Channel Switch Announcement element is optionally 
present if dal I EseadedClunnelSwitchAanated is true 

33 

Supported Operating Classes The Supported Operating Classes element is present if 
dotIlEacsendedChamelSwarchActrated is true 

The HT Capabilmes element is present when 
dotIlliighThroughputOptrodmplemensed attribute is true 

35 ET Capabilities 

The HT Op:ration element is included by an.AP and a mesh STA 
when dotIlHighThroughputOptionImplemented mutant is true 

The 20 49 BSS Coexistence element is optionally present when the 
dot112040BSSCocustenceManagementhupport attribute is true. 

Operation 

37 X14013SS Coeustence 

Overlapping BSS Scan 

Extended Capabilities 

The Overlapping BSS SC= Parameters element is optionally 
present tithe dallFortyMHzOptlatImplemented =tribute is tine. 

The Extended Capabilities element is optimally present if any of 
the fields in this element are nonzero. 

to 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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40 QS Traffic Capabalir: 

41 Chaimel Usage 

42 Tune Advertisement 

43 Time Zone 

44 Intawortang 

45 Advermanent Protocol 

46 Roaming CCOSOMUM 

47 Emergency Alert Identifier 

45 Mesh ID 

49 Mesh Configuration 

50 Mesh Awake Window 

51 Beacon Timing 

52 MCCAOP Achernsemau 
Overview 

53 MCCAOP Advertisement 

54 Mesh Memel Switch 
Parameters 

Last-/ Vendor Specific 

Last-u Requested elenxnu 

The cioS Traffic Capabihr.: element 15 optimally prct,cat if 
dotlINIpitOptionACStatroaCountActivated is true 

The Channel Usage element is present if the Channel Usage 
element is ixesent tn the Probe Request frame and 
don 1MgmtOptionChannelUsageActivated is true. 

The Time Advertisement element is present if 
dotIlMgantOptionUICTSFOffsetAcurated is true. 

The Time Zone element is present if 
doillMgmtOptionUTCTSFOffsetActivated is true. 

The Interworking element is present if 
dotllIntenvorkingSersiceActivated is true 

Advertisement Protocol clement is present if 
dotIlInterivorkingSerticeAcuvated is true and at least one 
dotlIGASAdvertisementID MED attribute exists_ 

The Roaming Consortium element is present if 
dotIlInterworkmgServiceActivated is true and the 
doll 1 RoamingConsortiumTable has at least one entry_ 

One or more Emergency Alert Identifier elements are present if 
dotIlEASActrrated is true and there are one or more EAS 
message(s) active in the network. 

The Mesh ID element is present if dot113.1eshActivated is true. 

The Mesh Configuration element is present if dotIlMeshArtivated 
is MX 

The 3.fesh Awake Window element is optionally present if 
dotlIbleshActrt-ated is true 

The Beacon Tuning element is optionally present if both 
dotIlMeshActwated and dotlIND3CA.Activated ate trl1C. 

The MCCAOP Advertisement Overview element is optionally 
present if both dotIlMeshActivated and dotl 1NICCAArtnated are 
true. 

One or more MCCAOP Adverusament elements me optionally 
present if both dal 1 NleshActivated and dot 1 IMCCA.Actrtated are 
true. 

The Mesh Charm] Switch Parameters element is present if 
doellMeshActivated is time and either Channel Switch 
Announcement element or Extended Channel Switch 
Announcement element is present 

One or more vendor-specific elements are optionally present These 
elements follow all other elements. except the Requested elements 

Elements requested by the Request element of the Probe Request 
frame are present if dot 1 lIslulnDomankapabilityActivated is true. 
See 10.1.4.3.2. 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl I CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_lime Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

httns://www.wi-fi.org/knowledge-center/fau/what-are-nassiye-and-actiye-scanning 

Below is an example of a Wi-Fi probe response that includes information of the access point. 
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PCTOBSS Load  
4  Element ID: 11  0655 Load [637 

4  Length: 5 [69] 
I  Station Count: 1 [70-71] 
4  Channel Utilization: 0 % [72] 
I  Avail Admission Capacity:26562 [73-74]  

r+-1 -4- HT  Cap= 11)=4 r,r. len.26  

802.11 Management - Probe Response  
Probe Timestamp: 23996945615  Microseconds  [24-31] 
Beacon Interval: 102 Ye Urits (184 MiLLiseconds, one  4-19  :V.croseconas)  [32-33] 

EFJ ..1-4 Capability Info=%0001000000000001 
ASSID ID=0 2210 Len=4 SSID=OPEN 

EV'Supported Rates  
Element ID: 

II  Length: 
41 Supported Rate: 
• Supported Rate: 
411  Supported Rate: 
• Supported Rate: 

e  

1  Supported Rates  [42] 
4 (43] 
24.0 'bps (BSS Basic Rote) 

 

36.0 Mbps (Not BSS Basic Rote) [45] 
48.0 Mbps (Not BSS Basic Rote) [46] 
54.0  Maps 555 Basic Rote) f47] 

/

I information regarding 
access point  

611  Element ID: 
I  Length: 
• Country Code: 
• Enviroment: 
4  Starting Channel: 
I  Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
411  Number of Channels: 
4  Max Tx Power (dBm): 
4  Starting Channel: 
4  Number of Channels: 
tip  Max Tx Power (dBm): 
4  Starting Channel: 
4  Number of Channels: 

Max Tx Power (dBm): 
• Starting Channel: 
IP  Number of Channels: 
611 May Tx PnwPr fdRml. 

7  Country  [42: 
18 [49] 
AU [50-51] 
0x20 Any [52] 
36 [53] 
4 [54] 
23 [55] 
52 [56] 
4 [57] 
23 [58] 
100 [59] 
5 [60] 
30 [61] 
132 [62] 
3 [63] 
38 [64] 
149 [65] 

5  [66] 
-RP 

information regarding 
access point 

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff  
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The processor determines that the access point is an authenticated access point based, at least in part, on the 
information in the probe response being indicative that the access point was connected with the end device 
previous to when the access point received the probe request transmitted by the end device. 

As an example, the processor running the OS confirms the received SSID information and/or other information 
from probe responses with access point information stored in its memory. Once confirmed that there is a probe 
response from an access point with which the Accused Product was connected previously, the Accused Product 
initiate a connection to the access point using an authenticated device identifier, such as a persistent MAC address 
that was used for a prior connection with the access point. 

The Accused Products maintain a list of previously-connected access points which is matched to the access 
point's SSID received in the probe response. Each previously-connected access point is linked to a persistent 
MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, bi remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization tor all networks when MAC randomization is 

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

[17e] wherein the 
processor is further 
operable to 
determine that the 
access point is an 
authenticated access 
point based, at least 
in part, on the 
information 
regarding the access 
point being 
indicative that the 
access point was 
connected with the 
end device previous 
to when the access 
point received the 
probe request 
transmitted from the 
transmitter, and 
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android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5045aacde00f44a93c3386c8e42cf140bfe6a5  [filg]  Ilgg] 

<?xml version='1.0' encoding='utf-8' standalone...yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<Networklist> 

<Network> 

<WifiConfiguration>  

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
doll 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fl enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fl network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fl to stay safe. 

httns://blog.nulsarsecurity.com/nreferred-network-list-pnl  
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T .  802.11 Management - Probe Response  

• Probe Timestamp: 23996945615  Nicroseconds  [24-31] 

• Beacon Interval: 102  7e Units (104 MiLliseconds, and 448 nicrosecords) 2-55 

• TCapability  Info=s0001000000000001 
i Ti  TI  5510 ID=0 55217 Len=4 SSID=OPEN  I j nfomiation regarding 

Supported Rates access point 
• Element ID: 

• Length: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

1  Supported Rotes  [42] 

4 [43] 

24.0  [bps (BSS Bosic Rote) [44] 

36.0  :bps (Mot  655 Basic Rote)  [45] 

48.0  ):bps (Not  555 Basic  Rote) [46] 

54.0 ):bps (Not  BSS Basic Rote) r471 

LounTry  

• Element ID: 7  Country  [46] 

• Length: 18 [49] 

• Country Code: AU [50-51] 

• Enviroment: Ox20 Any [52] 

• Starting Channel: 36 [53] 

• Number of Channels: 4 :54] 

• Max Tx Power (dBm): 23 [55] 

• Starting Channel: 52 [56] 

• Number of Channels: 4 :57] 

• Max Tx Power (dBm): 23 [58] 

• Starting Channel: 100 [59] 

• Number of Channels: 5 [60] 

• Max Tx Power (dBm): 30 [61] 

111  Starting Channel: 132 [62] 

• Number of Channels: 3 [65] 

• Max Tx Power (dBm): 30 [64] 

• Starting Channel: 149 [65] 

111  Number of Channels: 5 [66] 
a  May Tx PrmaPr (dam). 1P p,'.71 

0555 Load  

• Element ID: 11 Q655 Load  [63] 

410  Length: 5 r697 

• Station Count: 1 [70-71] 

• Channel Utilization: 0 56 [72] 

• Avail Admission Capacity:26562 [73-74] 

HT Cala= ID=45 qT Len.26 

information regarding 
access point 

probe response I—

 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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The hardware network interface (e.g., the Wi-Fi connection interface) of the Accused Products is operable to 
connect to a wireless local area network in response to a determination that the access point is the authenticated 
access point (e.g., a previously connected Wi-Fi access point). 

For example, the Galaxy S23 contains a FastConnect SOC which provides Wi-Fi connectivity: 

    

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

5• G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 
Connectivity 

    

5.3, NEC 5.3, NEC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxv-s23/ 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G, Wi-

Fi, and Bluetooth(). Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

QualcommC) 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM  6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/new s/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

[17f] wherein the 
hardware network 
interface is operable 
to connect, in 
response to 
determination that 
the access point is 
the authenticated 
access point, the end 
device to a wireless 
local area network 
provided by the 
access point. 
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Qualcomm® 
FastConnectTM 7800 
Mobile Connectivity System 

 

Qualcotvvv‘ 
FastConnect 
7800 

Wi-Fi 7 

 

Leading Wi-Fl 7 and Dual Bluetooth come together in this 
powerful and versatile connectivity system 

FastConnect is an advanced 14.nm Wi-Fi and Bluetooth Connectivity 
system delivering fast global speeds and ultra-low sustained latency. 
Unlock extreme performance for mobile, compute, and XR experiences. 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/images/products/by-technologv/wi-
fi/Clualcomm-FastConnect-7800-Overview-Infographic.nng 

After receiving the probe response from the access point, as discussed above, the Accused Products confirm the 
received SSID information from the probe responses with the access point information stored in its memory. 
Once confirmed that there is an SSID in a probe response from an access point with which the UE was connected 
previously, the Accused Products initiate a connection using the persistent MAC address for the access point, 
which is an authentic device identifier for the Accused Product. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/c on n ectiwifi-m ac-ran domizati on-behav i or 

GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://wwvv.youtube.com/watch?v=dT63df6nnqU 

IP settings 

Proxy 
Nenc 

Metered network 
Dete,- taotor,AUcAlly 

MAC address type 
WAC 

MAC address 
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IEEE 802.1X 802.1X Controlled 
Port Blocked 

Address 
4 

Address 
3 

Sequence 
Control 

Address 
2 

Address 
1 FCS HT 

Control 
QoS 

Control 
Frame 
Body 

Duration 
/ID 

Frame 
Control 

STA AP STA 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802.11 Open System Authentication Request i  

 

IEEE 802.11 Open System Authentication Response _ • 

IEEE 802_11 Association Request (Security Parameters)u 

 

IEEE 802.11 Association Response 
Ili 

 

Source: IEEE 802.11-2012.pdf 

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 8-1 depicts 
the general MAC frame format. The first three fields (Frame Control. Duration/1D, and Address 1) and the 
last field (FCS) in Figure 8-1 constitute the minimal frame format and are present in all frames, including 
reserved types and subtypes. The fields Address 2, Address 3. Sequence Control, Address 4, QoS Control, 
11T Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 
8.2.4. The format of each of the individual subtypes of each frame type is defined in 8.3. The components of 
management frame bodies are defined in 8.4. The formats of management frames of subtype Action are 
defined in 8.5. 

Octets: 2 2 6 6 6 2 6 2 4 0-7951 4 

MAC Header 

Source: IEEE 802.11-2012.pdf 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s), on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the sTA that has transmitted. onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

https://mmcciew.com/2014/10/10/802-11-mgmt-authentication-frame/ 

As shown, the Accused Products may use persistent randomization, in which for the same Wi-Fi network and 
device combination, the MAC address remains the same. When an Accused Product connects to a Wi-Fi network 
it was previously connected to, it will use the same MAC address. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, tcl remember a device and allow users to bypass the login screen as' 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.corn/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44a93c3386c8e42cf140bfe6a5 [file] 0.20 (blame) 

=?xml version= '1.0' encoding='utf-8' standalone='yes ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<wifiConfiguration> 

string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string namer"SSID">&quot:AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" f> 

<int name="WEPTxKeyIndex" value="0" I> 
..... /s. 

https://android.googlesource.com/device/generic/goldfish/±/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

18. The end device 
of claim 17, wherein 
the access point 
includes a Wi-Fi 
access point, and 
wherein the wireless 
local area network 
includes a Wi-Fi 
network. 

The Accused Products connect to access points that include Wi-Fi access points, and the wireless local area 
network includes a Wi-Fi network. 

The Accused Products are designed to connect to Wi-Fi access points in order to join a Wi-Fi network. 

— 
Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 

5.3, NFC, ultra-wideband NFC, ultra-wideband 

, 

5G. Wi-Fi 6E, Bluetooth 
Connectivity 

5.3, NFC 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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Galaxy S23 

#000,110% 
00"ilk 

• 

Wi-Fi 6E 

802.11 a/b/g/n/aciax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

. Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G, Wi-
Fi, and BluetoothC). Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 
QualcommC) 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 
coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the QualcommC) FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

19. The end device 
of claim 17, wherein 

The processor is operable to generate the fake MAC address from one or more characters that are selected 
randomly.  
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the processor is 
operable to generate 
the MAC address 
from one or more 
characters that are 
selected randoml y. 

The processor generates a fake MAC address by, for example, randomly setting one or more bits of the MAC 
address (e.g., setting the locally administered bit to 1, the unicast bit to 0, and then randomizing the remaining 
46 bits). 

MAC Randomization Behavior Q - 

The MAC randomization feature allows devices to use a randomized MAC address when connectina to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization In Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as 

08:11:22: AA : BB :CC . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to 0. The other 46 bits are randomized. 

https://source.androi d.com/docs/core/connect/wi fi -m ac-random i zati on-behavior . 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

20. The end device 
of claim 17, 
wherein: 

the transmitter is 
further operable to 
transmit, to the 
access point in 

The transmitter is further operable to transmit, to the access point in response to the determination that the access 
point is the authenticated access point, a connection request that includes an authentic device identifier for the 
end device. 

The Accused Products confirm the received access point identifying information (e.g., the SSID information) 
from the probe responses with the access point information stored in memory. If the received information 
correlates to the access point list, then the access point was previously connected and thus an authenticated access 
point. Once confirmed that there is an SSID in a probe response from an access point with which the UE was 

169 

Petitioner's Exhibit 1011 
Page 169 of 190 



response to the 
determination that 
the access point is 
the authenticated 
access point, a 
connection request 
that includes an 
authentic device 
identifier for the end 
device, 

the receiver is 
further operable to 
receive, from the 
access point, an 
approval of the 
connection request, 
and 

the hardw are 
network interface is 
operable to connect 
the end device to the 
wireless local area 
network after the 
receiver receives the 
approval of the 
connection request. 

connected previously, the transmitter transmits information to initiate a connection with the access point, which 
includes an authentic device identifier for the end device such as a persistent MAC address. 

As shown, the Accused Products maintain a list of previously-connected access points and a persistent MAC 
address for each access point. The list of previously-connected access points is matched to the access point's 
SSID received in the probe response. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

tyoe. or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, ti remember a device and allow users to bypass the login screen asi 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization tor all networks when MAC randomization is 

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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android  /  device  /  generic  /  goldfish  /  refs/tags/android-9.0.0 r34  / . / wifi / WifiConfigStore.xml 

blob: bb56ASaacde00f44a93c3386c8e42cf140bfe6aS [file]  [log] [blame] 

<?xml encoding='utf-8' standalone= 'yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="I" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" I> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
1BSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an 1BSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

httos://blog.nulsarsecurity.com/preferred-network-list-pnl  
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'tountry  
• Element ID: 
• Length: 
• Country Code: 
• Enviroment: 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
611  May Ty Pnwer 

7 Country  [48] 
18 [49] 
AU [50-51] 
0x20  Any  [52] 
36 [53] 
4 :54] 
23 [55] 
52 [56] 
4 [57] 
23 [58] 
100 [59] 
5 [60] 
30 [61] 
132 [62] 
3 [63] 
30 [64] 
149 [65] 
5 [66] 

information regarding 
access point 

802.11 Management - Probe Response 
• Probe Timestamp: 23996945615 Microseconds [24-31] 
• Beacon Interval: 102 rme Units (104 MiLLiseconds, and 4.2a 7icrosecords)  [32-35] 

Supported Rates  
• Element ID: 
• Length: 
• Supported Rate: 
• Supported Rate: 
41  Supported Rate: 
9  Supported Rate: 

1 Supported Rotes [42] 
4 [43] 
24.0  Mbps  (BSS Basic Rote) [44] 
36.0  Mbps (Not 655 Basic Rote) [45] 
48.0  Mbps (Not 655 Basic Rote) [46] 
54.0 bac ( , t 655  5asiT Pate) '477 

▪ 7-Capability Info460001000000000001 
▪ 71-155ID ID=0 557C Len=4 SSID=OPEN -,r 

information regarding 
access point 

OBsS Load  
• Element ID: 11 QS55 Load [68] 
• Length: 5 [69] 
• Station Count: 1 [70-71] 
• Channel Utilization: 0 [72] 
• Avail Admission Capacity:26562 [73-74]  

4  71 — HT  Cap= ID=.4c r Len=26  

probe response 

httns://mrncciew.com/2014/10/27/cwap-802-11-nrobe-requestresponse/ 
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STA AP STA 

6 6 4 2 6 2 Octets: 2 6 2 4 0-7951 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters 

 

IEEE 802.11 Open System Authentication Request 
I 

 

IEEE 802.11 Open System Authentication Response 
li 

IEEE 802 11 Association Request (Secunty Parameters) 
I 

 

IEEE 802.11 Association Response 
Id 

 

Source: IEEE 802.11-2012.pdf 

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 8-1 depicts 
the general MAC frame format. The first three fields (Frame Control. Duration/1D, and Address 1) and the 
last field (FCS) in Figure 8-1 constitute the minimal frame format and are present in all frames, including 
reserved types and subtypes. The fields Address 2, Address 3. Sequence Control, Address 4, QoS Control, 
LIT Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 
8.2.4. The format of each of the individual subtypes of each frame type is defined in 8.3. The components of 
management frame bodies are defined in 8.4. The formats of management frames of subtype Action are 
defined in 8.5. 

MAC Header 

Source: IEEE 802.11-2012.pdf 

-41 

IEEE 802.1X Controlled 
Port Blocked 

Sequence 
Control 

Address 
4 

Address 
3 

Address 
2 

Address 
1 FCS HT 

Control 
OoS 

Control 
Frame 
Body 

Duration 
/ID 

Frame 
Control 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereon or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereon or A-MSDU, as defined in 8.3.2.1, contained in the frame body 
field was initialed. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s), on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identities the STA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 

The receiver is operable to receive, from the access point, an approval of the connection request. 

The Accused Products receive an open system authentication response and/or an association response from an 
access point. 
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STA AP STA 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 1 

IEEE 802.11 Open System Authentication Response 

IEEE 802 11 Association Request (Security Parameters) 
II 

IEEE 802_11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or croup address that identifies the MAC entity or entities 
intended as the final recipient(s) of the IvISDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s), on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the sTA that hits transmitted, onto 
the WM. the MRDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 

The hardware network interface is operable to connect the end device to the wireless local area network after the 
receiver receives the approval of the connection request. 

The Accused Products then transmit an association request. The Accused Products then receive an association 
response from the access point, at which point the Accused Product is connected to a network via the access 
point in accordance with the association response. 
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STA AP STA 

IEEE 802.11 Probe Request 

IEEE 80211 Probe Response (Secunty Parameters) 

IEEE 802.11 Open System Authentication Request 
I 

IEEE 802.11 Open System Authentication Response 

IEEE 802_11 Association Request (Security Parameters) 
I 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 
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https://mmcciew. com/2014/10/10/802-11-mgmt-authentication- frame/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

22. The end device 
of claim 17, further 
comprising a 
memory coupled to 

The Accused Products have a memory coupled to the processor and operable to store a list of authenticated access 
points that includes the information regarding the access point, wherein the information regarding the access 
point includes at least one of a MAC address of the access point, or a service set identifier (SSID) of the access 
point.  

802.11 Mgmt : Authentication Frame 
POSTED BY NAYARASI IN CVVAP 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

Frame body  

2 2 Wu& 
• 

15.10 
Ca* IDT.P.I  TA OA 

5.11 

klhoicallen 
0.111.0. 
limbo 

Sop 
a Deal*, OSSIO Calm' 

MAC !under 

1 2 6 6 6 2 
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As an example, the Accused Product confirms the received SSID information and/or other information from 
probe responses with access point information stored in its memory. Once confirmed that there is a probe 
response from an access point with which the Accused Product was connected previously, the Accused Product 
initiates a connection to the access point using an authenticated device identifier, such as a persistent MAC 
address that was used for a prior connection with the access point. 

The Accused Products maintain a list of previously-connected access points which is matched to the access 
point's SSID received in the probe response. Each previously-connected access point is linked to a persistent 
MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile includina SSID, security 

type. or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the VVi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t4 remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

the processor and 
operable to store a 
list of authenticated 
access points that 
includes the 
information 
regarding the access 
point, wherein the 
information 
regarding the access 
point includes at 
least one of a MAC 
address of the access 
point, or a service 
set identifier (SSID) 
of the access point. 
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android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3386c8e42cf140bfe6aS [file] [Jsig] [blamg] 

<?xml version ='1.0' encoding='utf-8' standalone= 'yes' 7> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<wifiConfiguration> 

<string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot:AndroidWifi&cluot;</string> 

<null name="BSSID" I> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" I> 

<int name="WEPTxKeyIndex" value="0" /> 

eknnle.,ew t, 
•• , 

n nttps://anctroia.googiesource.com/clevice/generic/goltish/±/rets/tags/annroid 
9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dotll RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Min_Probe_Response_lime Max_Probe_Response_Time 

Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

blips:11bl og.pulsarsecurity.com/preferred-n etwork-list-pnl  

184 

Petitioner's Exhibit 1011 
Page 184 of 190 



E 71  OBS5 Load  
• Element ID: 11 QE55 Load [6S] 
• Length: 5 [69] 
• Station Count: 1 [76-71] 
O Channel Utilization: 0 % [72] 
611 Avail Admission Capacity:26562 [75-74] 

r-T, "4—  HT Cap=  ID.4q len=26  

802.11 Management - Probe Response  
* Probe Timestamp: 23996945615 Microseconds [24-31] 
O Beacon Interval: 102 7:-Te Units (104 MiLLiseconds, 

ID T'Capability Info=%0001000000000001 
fl 5519 ID.0  5c-0  Len=4 SSID=OPEN  

E 4  4-Cu',ported Rates 

and 448 ricroseconds) [32-55] 

information regarding 
access point 

• Element ID: 
9  Length: 
9  Supported Rate: 
I Supported Rate: 
• Supported Rate: 
O Supported Rate: 

1 Supported Rotes [42] 
4 '43] 
24.0 Mbps (BSS Basic Rote) [44] 
36.0  Mbps (Not 655 Basic Rote) [45] 
48.0 Mbps (Not 655 Basic Rote) [46] 
54.0 bris (t  655 Basic Rote) [47] 

L-OlUELEY 
* Element ID: 7 Country [48] 
bill Length: 18 [49] 
I  Country Code: AU [50-51] 
• Enviroment: 0x20  Any  [52] 
O Starting Channel: 36 [53] 

Number of Channels: 4 [54] 
I Max Tx Power (dBm): 23 [55] 
• Starting Channel: 52 [56] 
I  Number of Channels: 4 [57] 
O Max Tx Power (dBm): 23 [58] 
I Starting Channel: 100 [59] 
* Number of Channels: 5 [60] 
• Max Tx Power (dBm): 30 [61] 
• Starting Channel: 132 [62] 
• Number of Channels: 3 [63] 
• Max Tx Power (dBm): 30 [64] 
O Starting Channel: 149 [65] 
* Number of Channels: 5 [66] 
till Max Tx Pnwpr fdRml. 1R rg7 1 

information regarding 
access point 

probe response

 

https://mrricci ew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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SAMSUNG 

Each Accused Product is a cell phone, personal data assistant (PDA), personal media player device, wireless 
web-watch device, personal headset device, application specific device, or hybrid device. 

Each Accused Products is a cell phone, tablet, or smartwatch. 

Shop Mobile TV S Audio Appliances Computing Displays Accessories SmartTnines Explore Support For Business  

Galaxy S23  Unlocked ILavender 
Get up to instant trade-in credit $799,0; $33 34/moin-24-, • 

• a • Jo F.ien Mlle a Wt. 

team about Galan 523 kaki:10es Save an extra 5100 00 with Samsung ()Hers Program membership 

Galaxy 523 Ultra Galaxy 5231 523-

 

Device 

23. The end device 
of claim 17, wherein 
the end device 
includes one of a cell 
phone, a personal 
data assistant 
(PDA), a personal 
media player device, 
a wireless web-
watch device, a 
personal headset 
device, an 
application specific 
device, or a hybrid 
device. 

Connectivity 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-s911uliaxaa/ 

Galaxy 523 500000 

Galaxy 523+ 
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Learn more Learn more Learn more Learn more 

Meet our Galaxy tablets 

Galaxy Tab 59 FE Series Galaxy Tab 56 Lite Galaxy Tab A9+ 

• 
• 

Galaxy Tab 59 Series 

' 

Stunning screens, durability and Dower. The new standard of tablet essentials. Reliabie power at the right price. Level up family fun at an Incredible value. 

From S799.99 From S349.99444944 From S299,99 342^.94 From $219.994a499 

https://www.samsung.com/us/tablets/ 

Galaxy Watch6 
Start your everyday wellness journey with personalized heart rate zone 

workouts° and insights for better rest with Advanced Sleep Coaching.3.4 

Learn more C1:1111 

https://www.samsung.com/us/watches/ 
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The Accused Products use information in the probe request that is insufficient to identify the end device, so as 
to prevent leakage of present location information of the end device to non-authenticated access points. 

The Accused Products generate a fake MAC address by generating a randomized MAC address for use in probe 
requests. This fake MAC address is insufficient to identify the original MAC address of the hardware such that 
user privacy is increased (e.g., prevents disclosure of present location information.) 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

tyoe, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

http s://source. an dro i d. com/docs/c ore/c onn ect/w i fi -mac-ran dom i zation-beh av i or 

MAC Randomization Behavior  - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a wi-Fl network. 

For implementation instructions, see implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

cto :11:22:AA:BB:cc  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior  

24. The end device 
of claim 17, wherein 
information in the 
probe request is 
insufficient to 
identify the end 
device, so as to 
prevent leakage of 
present location 
information of the 
end device to non-
authenticated access 
points. 
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Privacy 
1.AC iciPtault , 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings,  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<— Network details e q 0 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as Wear OS 3.0. 

In Android 10, MAC randomization is enabled by default for client mode, SoftAp, and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally. MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information, see MAC Randomization Behavior. 

https://source.android.com/docs/core/connect/wifi-mac-randomization  

Wear OS, including Wear OS 3.0, is based on Android.  
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See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  https://www.reddit.com/r/GalaxyWatch/comments/pcmkj 1/galaxy watch 4 wifi mac address/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 
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