Doc Code: PA..

o PTO/AIA/82A (07-12)
Document Description: Power of Attorney

Approved for use through 11/30/2014. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

\.

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B or equivalent) to identify the
application to which the Power of Attorney is directed, in accordance with 37 CFR 1.5. If the Power of Attorney by Applicant form
is hot accompanied by this transmittal form or an equivalent, the Power of Attorney will not be recognized in the application.

Application Number Not Yet Assigned

Filing Date April 22, 2015

First Named Inventor Hyoung-Gon Lee

Title SCHEMES FOR CONNECTING TO WIRELESS NETWORK
Art Unit Not Yet Assigned

Examiner Name Not Yet Assigned

Attorney Docket Number  |2582-2 737BS

SIGNATURE of Applicant or Patent Practitioner

Signature /Daniel J. Stanger/ Date April 22, 2015
Name Daniel J. Stanger 703-684-1470
Registration Number 325846

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.

Telephone

|:| *Total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Doc Code: PA.. .

o R PTOIAIAB2B(07-12)
Document Description: Power of Atlorney Approved for use through 11/30/2014. OMB 0B571-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required to respond 1o a collection of information unless it displays a valid OMB controf number.

POWER OF ATTORNEY BY APPLICANT

1 hereby revoke all previous powers of attorney given in the application identified in the attached transmittal letter.

[‘.J | hereby appoint Practitioner(s} associated with the following Customer Number as my/our attorney(s) or agent(s), and to
fransact all business in {he United States Patent and Trademark Office connected therewith for the application referenced
in the attached transmittal letter {form PTO/AIA/B2A or equivalent);

. 86636

D | hereby appoint Practitioner{s) named below as my/our attorney(s) or agent(s), and to transact all business in the
United Siates Patent and Trademark Offica connected therewith for the application referenced in the attached
transmittal letter (form PTO/AIA/B2A ar equivalent);

Registration Name Registration
Number Number

Name

Please recognize or change the correspondence address for the application identified in the attached
transmittal letter to:

[:i] The address associated wilh the above-mentioned Customer Number.
OR

[-J The address associated with Customer Number; 866 36
OR

Firm or

Individual Name

Address

City | State | l Zip|
Gountry

Telephone | Email |
| am the Applicant:

[} inventor or Joint Inventor

|:|Legal Representative of a Deceased or Legatlly Incapacitated Inventor

@Assignee or Person to Whom the Inventor is Under an Obligation to Assign

DPerson Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was
granted in the application or is concurrently being filed with this document)

N . /| SIGNATURE of Apylicant for Patent
Signature A Y — Date 712 | 2oy
Name AN ~ Adw ¢c 0 Telephone )
Title and Company | P nprized © €eefeseindatl - Eh e ¢ Deve

MOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature redulrements and
cerlifications. Submit multiple forms for more than one signature, see below *.

[:l *Total of __forms are submitied.

et (LE

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The informaticn is required to obiain or retain a benefit by the public which is to file (and by the
USPTO fo process) an application. Confidentialily is governed by 35 U.8.C. 122 and 37 CFR .11 and 1.14. This collection is estimated lo take 3 minuies to camplete,
including gathering, preparing, and submitting the completed apptication form to the USPTQ. Time will vary depending upon the individual case. Any commants on
the amount of time you require 1o complete this form andfor suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, 1.5, Department of Commerce, P.D. Box 1450, Alexandria, VA 22313-1450, DO NOT.SEND FEES OR COMPLETED FORMS TC THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you nead assistance in compieting the form, cail 1-800-PT0-9199 and seject aption 2.
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PTO/AINGT (06-12}
Approved for use through 01/31/2014. OMB 0651-0032
U.5, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays 3 valid OMB conirol number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of | SCHEMES FOR CONNECTING TO WIRELESS NETWORK

Invention

As the below named inventor, | hereby declare that:

This declaration D The attached application, or

is directed fo:
United States application or PCT international application number PCT/US12/66306

1172172012

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.8.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitionesfapplicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute 1o identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PT0-2038 submiited for payment purposes} is never required by the USPTO
fo support a petition or an application. {f this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTG. Petitionerfapplicant is advised that the record of a patent application is available to the public after publication of the
application {uniess a non-publication reguest in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent {see 37 CFR 1.14). Checks and credit card autherization forms
PTO-2038 submittad for payment purposes are nol retained in the application file and therefore are not publicly avaitable.

LEGAL NAME OF INVENTOR
Hyoung-Gon Lee Date (Optional) : APR 24 2013
TN
o/ =i
/

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form.
Usa an additional PTO/AIAIG1 form for each additional inventor.

inventor:

Signature:

This collection of information is required by 35 U.5.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a bensfit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governad by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTO, Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form andior suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TQ
THIS ADDRESS, SEND TO: Commiissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in complating the form, cal 1-800-PTO-3138 and selsct aption 2.
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Doc code: IDS PTO/SB/08a (01-10)

Lo . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number
Filing Date 2015-04-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Lee, Hyoung-Gon
Art Unit

Examiner Name

Attorney Dacket Number 2582-2.737BS

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Ccde! of cited Document )
Figures Appear
1 7808938 B1 2010-10-05 Hernacki et al
2 7185204 B2 2007-02-27 Narayanaswami et al
3 8005458 B2 2011-08-23 Baik et al
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 20080052779 A1 2008-02-28 Sinha et al
2 20110083165 A1 2011-04-07 Gopinath et al
3 20110314147 A1 2011-12-22 Whelan et al

EFS Web 2.1.17 Petitioner's Exhibit 1003 Page 10 of 285



INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

2015-04-22

First Named Inventor

Lee, Hyoung-Gon

Art Unit

Examiner Name

Attorney Dacket Number

2582-2.737BS

4 20080043686 Al 2008-02-21 Sperti et al
5 20070286143 Al 2007-12-13 Olson et al
6 20030221006 Al 2003-11-27 Kuan et al
7 20120221955 Al 2012-08-30 Raleigh et al
8 20090235077 Al 2008-09-17 Cam Winget et al.
9 20120210395 Al 2012-08-16 Cam Winget et al.
10 20120311328 Al 2012-12-06 Wang et al.
11 20130179943 Al 2013-07-11 Sun et al.
12 20130281056 Al 2013-10-24 Abraham et al
If you wish to add additional U.S. Published Application citation information please click the Add button. Add
FOREIGN PATENT DOCUMENTS Remove

Examiner
Initial*

Cite
No

Foreign Decument
Number3

Country
Code2 j

Kind

Code4| Date

Publication

Name of Patentee or
Applicant of cited
Document

Pages,Columns,Lines
where Relevant
Passages or Relevant
Figures Appear

TS

EFS Web 2.1.17
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Application Number
Filing Date 2015-04-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Lee, Hyoung-Gon
Art Unit

Examiner Name

Attorney Dacket Number 2582-2.737BS

If you wish to add additional Foreign Patent Document citaticn information please click the Add button ~ Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s)}, TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

1 International Search Report from International Application No.: PCT/US12/66306 mailed Feb. 8, 2013. |:|
2 Singelee, et al., "Enabling Location Privacy in Wireless Personal Area Networks", 20 pages, Sept. 2006. |:|
3 Gruteser, et al_, "Enhancing Location Privacy in Wireless LAN Through Disposable Interface Identifiers: A Quantitative |:|

Analysis”, Sept. 19, 2003, 10 pages.

If you wish to add additional non-patent literature document citation information please click the Add button  Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 602. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17 Petitioner's Exhibit 1003 Page 12 of 285



Application Number

Filing Date 2015-04-22

INFORMATION DISCLOSURE

First Named Inventor | Lee, Hyoung-Gon

STATEMENT BY APPLICANT

.. Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Dacket Number 2582-2.737BS

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature [Daniel J. Stanger/ Date (YYYY-MM-DD) 2015-04-22

Name/Print Daniel J. Stanger Registration Number 32846

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17 Petitioner's Exhibit 1003 Page 13 of 285




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

Petitioner's Exhibit 1003 Page 14 of 285
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PTO/AIA/14 (03-13)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persoens are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | 2582-2.737BS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SCHEMES FOR CCNNECTING TO WIRELESS NETWORK

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
[] 37CFR5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:
Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Hyoung-Gon LEE
Residence Information (Select One) () US Residency  (¢) Non US Residency () Active US Military Service
City |seoul Country of Residence i KR

Mailing Address of Inventor:

Address 1 101-705, Daechi Hyundai APT. 974, Daechi-2-dong,

Address 2 Gangham-gu

City Seoul | State/Province |
Postal Code | 135-850 | Country i | KR

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 86636

Email Address mail@brundidge-stanger.com | AddEmail | [Remove Email

Application Information:

Title of the Invention SCHEMES FOR CONNECTING TO WIRELESS NETWORK

Attorney Docket Number| 2582-2.737BS Small Entity Status Claimed [ |
Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) 6 Suggested Figure for Publication {if any)

Petitioner's Exhibit 1003 Page 15 of 285
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 2582-2.737BS

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention SCHEMES FOR CONNECTING TO WIRELESS NETWORK

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. I hereby request that the attached application not be published under

[] 35U.S.C.122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select COne: (O Customer Number (=) US Patent Practitioner (O Limited Recognition (37 CFR 11.9)

Remove

Prefix Given Name Middle Name Family Name Suffix

Daniel J Stanger

Registration Number 32846

Prefix Given Name Middle Name Family Name Suffix

Remove

David S Lee

Registration Number 38222

Additional Representative Information blocks may be generated within this form by
selecting the Add button.

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the
specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
Continuation of 13885754 20130516
Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
13885754 a 371 of international PCT/US12/66306 2012-11-21

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Add

Foreign Priority Information:

Petitioner's Exhibit 1003 Page 16 of 285
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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SCHEMES FOR CONNECTING TO

WIRELESS NETWORK
CROSS-REFERENCE

This Application is a Continuation Application of U.S. Ser. No. 13/885,754,
filed on May 16, 2013, which is a National Stage filing under 35 U.S.C. § 371 of PCT
Ser. No. PCT/US12/66306 filed on November 21, 2012. The disclosures of both

applications are hereby incorporated herein by reference in their entireties.

BACKGROUND

(0001 The availability of third generation (3() and fourth generation (4()
mobile telecommuomcations technologies, and Wi-Ft wireless access technologies
make it possible o provide wireless data comununications. [t is generally preferable to
use Wi-Fi networks for data transmission becagse Wi-H wireless access technologies
are typically available at lower cost buwt with bigher twoughput than the thied
generation (3G andfor  fourth  generation (4G) mobile telecommunications
techoclogies.  However, security for Wil wireless access techundogies has drawn

intense scrutiny.

SUMMARY

[0002] In an example, a method perforraed under control of an end device fst
device may include ransimtting a probe request frame inchiding a fake device identifier
for the end device to an access point, receiving a probe response frame including
information regarding the access point from the access point, determining whether the
access point is an authenticated access point based at least in part on the information
regarding the access point, and frapsmutting 2 connection request 1nciuding an avthentic

device identifier for the end device to the access point.

[0003] In another exanmiple, an end device may include a transnitting unit
configured to transmit a probe reguest frame incloding a fake device identifier to an
access point, a receivigg unit configured {0 receive a probe respouse frame iochuding

information regarding the access point from the access point, a memory configured to

-1-
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store an autheoticated access point list inchuding information regarding at least one
anthenticated access point, a determination wait counfigured to detergune whether the
access point is an authenticated access point based at least in part on the nformation
regarding the access point or the authenticated access point Hst, and a copnecting vnit
configured to connect to a wireless local area network provided by the access point.
The transmtting urnit 15 further configored to trapsmit a connection request inchiding an
original device identifier to the access point, and the receiving unit is further configured

to receive an approval of the connection request from the access point.

0004 ] {o yet another example, a computer-readable storage medium may store
thereon computer-execotable instructions that, in response {0 execution, cause an end
device to perform operations, incloding transmitting a probe request frame incloding a
fake device identifier of the end device to an access point, receiving a probe response
framme ncluoding information regarding the access point from the access point,
determining whether the access point 1s an authenticated access point based at least in
part regarding the information regarding the access point, and transmitting 3 connection

request including an original device identifier of the end device to the access point.

[0005] The foregoing sommary is illnstrative only and 1s not intended to be in
any way boigog. In addition to the fbustrative aspects, embodients, and features
described above, forther aspects, sobodiments, and features will become apparent by

reference to the drawings and the following detailed description.

BRIEFF DESCRIPTION OF THE FIGURES

[0006] The foregoing and other features of this disclosure will become more
fully apparent from the following descripon and appended clabms, taken in
comjunction with the accompanying drawings. With the understanding that these
drawings depict only several embodiments in accordance with the disclosure and are,
therefore, not to be considered Himting of 15 scope, the disclosure will be descabed
with additional specificity and detail through use of the accompanying drawings, in

which:

(00071 Fig. 1 schematically shows an illpstragive example of a network
commumications epvitonunent jnchiding a mobie operating server, ag access point and
an end device, arranged in accordance with at least some embodiments described herein;

S0
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FO008] Fig. 2 schematically shows an illustrative example of an
authenticated access point list, arranged in accordance with at least some

embodiments described herein;

[O009] Fig. 3 shows an example flow diagram of a process of an end device

for connecting to a wircless local area network, arranged in accordance with at least

some embodiments described herein;

[0010] Fig. 4 shows a schematic block diagram dlustrating an exanple
architecture for an end device, amanged in accordance with at feast some

embodiments described herein;

0011 ] Fig. 5 iflustrates compputer program products that may be utilized fo
provide a scheme for connecting to a wireless local area network, arranged in

accordance with at least some embodiments described herein; and

[00172] Fig. 6 is a block diagram ilustrating an example computing device that
may be wutilized to provide a scheme for connecting to a wireless local area network,

arranged in accordance with at least some embodiments described herein

DETAILED DESCRIFTION

10013] In the following detailed description, reference iz made o the
accompanying drawings, which form a part hereof. In the drawings, similar symbols
typteally  identify  similar components, wvaoless context dictates otherwise. The
itlostrative embodiments described in the detalled description, drawings, and claims are
not meant to be himiting. Other embodiments may be utilized, and other changes may
be made, withont departing fromn the spirit or scope of the subject matter presented
heren. It will be readily understood that the aspects of the present disclosure, as
generally described herein, and illustrated in the Figures, can be arranged, substituted,
combined, separated, and designed in a wide variety of different configurations, all of

&

which are explicitly contemplated herein.

[0014] This disclosure is generally drawn, infer aliq, o methods, apparatuses,

systems, devices, and computer program products related to secured wireless network
-3
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cormmunication schemes.

[0015] Technologies are generally described for connecting to wireless networks

while preventing leakage of location inforpation of an end device.

100161 In general, in order to connect to a wireless local area network (WLAN),
an end device yoay search for at least one avadable access pouyd around the end device.
By way of example, but not limmitation, the access point may be a Wi-Ih access point and
the WLAN may be a Wi-F1 network, When searching, the end device may transmit a
probe request frame that may inclode a device identifier, for the end deviee such as a
media access control (MAC) address of the end device. In such cases, since the probe
request frame that includes the device identifier is transmitted to access points around
the end device, present location information of the end device may be exposed to some
access pouns with which a user of the end device does not wand 10 be connected and/or
other devices to which the end device does not want to disclose the present location

information.

[0017] In some embodiments, an end device may transmit a probe request frame
that inclodes a fake device wlentifier for the end device o at least one access point
around the end device. As a response to the probe request frame, the end device may
receive a probe response frame from one or more access points. The probe response
frarme may inclode wnformation regarding the access point. By way of example, bt not
hmitation, the information regarding the access point may include a MAC address of

the access point and/or a service set dentifier (851D of the access point.

[0G18] The end device may deternine whether there is an authenticated access
paint arcund the end device based at least 1n part on the information inchuded o the
probe response frame. I there 1s an anthenticated access point around the end device,
the end device may transmit a connection regoest including an anthentic device 1dentifier
for the end device, such as an onginal MAC address, o the authenticated access pout.
Then, the end device may connect to a wireless local arca network provided by the
authenticated access point without a leakage of present location wnformation of the end

device to undesirable access points.
[0019] Fig. 1 schematically shows an illustrative example of a network

comumuncations enviromment 100 incloding a mobile operating sexver, ag access point,

4.

Petitioner's Exhibit 1003 Page 24 of 285



and an end device, arranged i accordance with at least some embodiments described

herein.

[0020] As lustrated in Fig. 1, network comunpnications enviromment 100 may
mclode a mobile operating server 110, an access poiot 120 and an end device 130
Mobile operating server 110 may control access point 120, In Fg 1, although only one
access poigt (e, access poirt 128} 15 lecated arcund end device 130, so that end device
138 s Jocated in 2 network area 140 provided by access point 12, there could be two or

more access points around end device 130,

{0021 By way of example, access point 120 roay include a2 Wi-Fi access point
andd provide a WLAN that includes 2 Wi-I't network. FPuarther, by way of example, end
device 130 may wnclude, but not exclosively, a personal comrounication terpunal, soch
as PCS  (Personal Cowmnmmication  System), GMS  (Global System for Mobile
commurications), PDC (Personal Digital  Cellvlar), PHS (Perscnal  Handyphone
Systemy, PDA (Persomal  Thgial  Assistant), IMT  (Interpational  Mohile
Telecommunication)-2000, CDMA (Code Division Multiple Access)-2000, W-CDMA
(W-Code Diviston Moltiple  Access) and Wibro {Wureless Broadband  Tnternet)

terniinals.

[0022] End device 130 may mansmit a probe reguest frame, which may include
a fake device wentifier (for exanwple, a fake MAC address), to access point 120 for end
device 130, By way of example, bot not hnitation, the fake device identifier may
inclade one or both of one or more random numbers or one or more random characters.
In some embodiments, end device 130 may generate the fake device identifier and
trapsmit the generated fake device wdentifier to access point 120 Further, in some
other embodiments, mobile operating server 110 may provide end device 130 with the
fake device identifier, and end device 130 may transmit the provided fake device

wdentifier to access point 120,

[0023] End device 130 may receive a probe response frame from access point
124} to which end device 130 wansmitted the probe request frame. The probe response
frame may include information regarding access point 120. By way of example, but
not limitation, the information regarding access point 120 may inclode a MAC

address of access point 120 and/or an SSID of access point 120,

[0024] End device 130 may determine whether access point 120, which
S5
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transptted the probe response frame to end device 130, 1s an aothenticated access point
based at least in part on the information regarding access point 120, o some
embodiments, end device 130 may receive an austhenticated access point list including
information regarding at least one authegticated access point {rom wobile operating
server 110. End device 130 may determine whether access point 120 is an anthenticate
access point based at least in part on the authenticated access poiwnt list. By way of
example, end device 130 may check whether the information regarding access point 120
is included in the asthenticated access point list. I the miormation regarding access
point 120 1s included 1o the auvthenticated access point list, end device 130 roay
recognize access point 120 as an auvthenticated access point. By way of example, but
not limitation, the authenticated access point may include an access point controlled by
mobile operating server 110 and/or an access point previously conmected with end

device 130.

00251 Fig. 2 schematically shows an illustrative example of an authenticated
access point list 200, arranged in accordance with at least some embodiments described
berein.  As illustrated 1o Fig. 2, authenticated access pout list 200 may include the
information regarding at least one authenticated access point. By way of example, but
not Hmitation, the iformation regarding the least one authenticated access point may

mclude a2 MAC address or an S8 of each authenticated aceess point.

[0026] Referring back to Fig. 1, end device 130 may transmit a conpection
request, inchuding an authentic device identifier, to authenticated access point 120 for
end device 130. By way of example, but not lumtation, the aothentic device identifier
may inclode an original MAC address of end device 130, In some embodiments, the
connection regoest may inclode an asthentication request for authenticated access point
124} to authenticate end device 130, FPurther, the asthentication request may include a

shared key between access point 120 and end device 130

[O027] End device 130 may receive ap approval of the connection reguest from
access pownt 1240 In some emboduments, the approval of the connection request may

inchude an authentication response.

[0028] End device 130 may transmit an association request {0 access point
120 in response to the approval of the connection request and, in response to the

association request, access point 120 may transmil an association response to end

-G -
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device 130. Then, ead device 130 may connect to the wireless local area network

provided by access point 120.

[0029] Fig. 3 shows an example flow diagram of a process 300 of an end device
130 for connecting to a wireless local area petwork, arranged in accordance with at least
some embodiments described herein. The method 1o Fig. 3 may be implemented  in
the network commwuication enviromment iocluding mobile operating server 110,
access point 120 and end device 130, as illustrated in Fig. 1. An example process may
inclode one or more operations, actions, or functions as dhustrated by one or more
blocks 310, 320, 330, 340, 350 and/or 360. Although illustrated as discrete blocks,
various blocks may be divided into additional blocks, combined into fewer blocks, or
cliroinated, depending on the desired implementation.  Processing may begin at block

310

[0030] At block 310 (Transmit Probe Reguest Prame), end device 130 may
transmit o probe request frame, which may include a fake device identifier {for
example, a fake MAC address), to access point 120 for end device 130, By way of
example, but not limitation, the fake device identifier may include at least one of a
random pumber or a4 random character. Processing may proceed from block 310 to

block 320.

0031 At block 320

s~

Receive Probe Respouse Frame), end device 130 may
receive a probe response frame from access point 120 as a response to the probe
request fraroe. The probe response frame may include mformation regarding access
point 120. By way of example, but not limitation, the information regarding access
point 120 may inclode a MAC address of access point 120 and/or an SSID of access

3{

point 120. Processing may proceed from block 320 to block 330.

[0032] At block 330 (Determine Whether Access Point is Authenticated Access
Point), end device 130 may determine whether access point 120, which transmitted the
probe response frame to end device 130, is an authenticated access point based at least in
part on the information regarding access point 120 included in the probe response frame.
n some embodiments, end device 130 may receive guthenticated access point list 20{,
In some embodiments, end device 130 may receive authenticated access point list 200
as Hlustrated in Fig. 2, from mobile operating server 118, Authenticated access point list

200 may include information regarding at least one authenticated access point.
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10033] At block 330, end device 130 may check whether the mformation
regarding access point 120, which is inchuded in the probe response frame, is included
in authenticated access point list 200. It the information regarding aceess point 120 1s
included in authenticated access point list 200, eod device 130 may recognize access
point 120 as an authenticated access point. Processing may proceed from block 330 to

block 340.

[0034] At block 340 (Trapsmy Connection Reguest), eod device 130 may
transmit a conpection request including an authentic device identifier for end device
130 to access point 120 which is recognized as the authenticated access point at block
330. By way of example, but not lunitation, the authentic device identifier may inchude
an original MAC address of end device 130, Processing may proceed from block 340

to block 350.

[0035] At block 350 (Receive Approval of Connection Request), end device
130 may receive an approval of the conmection request from access point 120.

Processing may procesd from block 350 to block 36{

100361 At block 360 (Connect to Wireless Local Area Network), end device 130
may coppect to a wireless local area petwork provided by access point 120, By way of
example, but not limitation, the wireless local arca network provided by access point

120 may inclode 2 Wi-Fi network.

[0037] One skilled in the art will appreciate that, for this and other
processes and methods disclosed berein, the functions performed i the processes and
methods may be implemented in differing order.  Furthermore, the outlined steps and
operations are only provided as exaraples, and some of the steps and operations may be
optional, combined into fower steps and operations, or cxpanded into additional

steps and operations withoot detracting from the essence of the disclosed embodiments.

[003%] Fig. 4 shows a schematic block diagram ilnstrating an example
architecture for an end device 13{, arranged in accordance with at least some
embodiments described herein.  As depicted in Fig. 4, end device 130 may inclode a
fake device identifier generating unit 410, a transnatting unit 420, a receiving vnit 430, a
determination unit 440, 2 memory 450, and a consecting uvoit 460. Although iHustrated

as discrete components, various components may be divided into additional components,

-

Petitioner's Exhibit 1003 Page 28 of 285



combined into fewer components, or elumnated altogether while being contemplated

within the scope of the disclosed subject matter.

[0039] Fake device identifier generating unit 410 may generate a fake device
identifier (for example, a fake MAC address) for end device 130. By way of example,
but not lindtation, the fake device identifier may include a random number and/or a

random character.

100401 Trapsmitang wntt 420 may trassmit, o access pont 120, a probe
request frame which may include the fake device identifier generated by fake device

identifier generating umt 410.

[0041] Recetving st 430 may receive 3 probe response frame from access
point 120 o which the probe request frame s transmitied.  The probe response frage
may include information regarding access point 120, By way of example, but not
hmitation, the roforoation regarding access point 120 may telode a MAC address of

access point 120 and/or an 881D of access point 120.

[0042] In some embodiments, receiving unit 430 may receive a fake device
wdentifier (for example, a fake MAC address) for end device 130 from

mobile operating server 110, In such cases, ransmitting unit 420 may transmif, t©
access point 120, a probe request framse that includes the fake device wdentifier received

from mobile operating server 110,

[0(43] Dieterganation untt 440 may determine whether access point 120, which
transmitted the probe regponse frame to end device 130, is an avthenticated access poind
based at least mn part on the information regarding access pomnt 120 In some
erobodiments, determination vmit 440 roay compare the information regarding access
point 120, which is included in the probe response frame, and information regarding
authenticated access pounds, which is wcluded 10 authenticated access point hist 200 as
llustrated in Fig. 2. The mformation regarding the authenticated aceess points may

include a3 MAC address and/or an SSID of each of the authenticated aceess points.

[0044] Determination unit 440 may determine whether the information
regarding access point 120, which is included in the probe response frame, is
inchuded in authenticated access point list 200. I the information regarding

-9
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access pomnt 120 s included 1 suthenticated access point hist 208, end device 130 may

gnize access point 120 as an authenticated access point.

RO

[0045] Memory 450 may store authenticated access point hist 200, In

some embodiments, receiving unit 430 may receive authenticated access point list

200 from mobile operating server 110 and memory 450 may store the received
authenticated access point kst 200, Further, memory 450 may store the fake device
identifier which is generated by fake device identifier generating umit 410 or receive

from mobile operating server 110,

[0046] Transmutting vnit 420 may transioit a connection request, which inchudes
an authentic device identifier, for end device 130 to access point 120 that is recogmized
as the authenticated access point by determination vt 440. By way of exarnople, but not
himitation, the authentic device identifier may include an original MAC address of end

device 130,

10047] Receiving unit 430 may receive an approval of the connection request
from access point 12( and conpecting unit 460 may connect to a wireless local area

network provided by access point 120,

[0048] Fig. 5 illustrates computer program products that may be stilized to provide
a scheme for conneciing to a wireless local area network, arranged in accordance with at
least some embodiments described herein.  Program product 500 may inchude 3 signal
bearing medivm 302, Signal bearing medivm 502 may 1oclude one or more instractions
504 that, when executed by, for example, a processor, may provide the functionality
described above with respect to Figs. 1-4. By way of example, teimctions 504 may
inciude: one or more instructions for transmitting a probe request franme including a fake
device identifier (for example, a fake MAC address) of the end device to an
access  poini, one  or  more instructions for receiving a probe response frame
wnchuding information regarding the access point from the access point, one o more
mstructions for determining whether the access point 5 an authenticated access point
based at least in part regarding the information regarding the access point, and one or
more nstructions for transmutting a connection request inchuding an asthentic device
identifier of the end device to the access point. Thus, for example, referring to Hg
4, end device 130 may undertake one or more of the blocks shown in Fig. 3 i

response to instructions 504.

- 10 -
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[0049] In some roplementations, signal  bearing woedivrn 502 may
encompass a computer-readable mediom 506, such as, but not limited to, a hard disk
drive, a CD, a DV, a digual tape, memory, etc.  In some umplementations, sigoal
bearing medmm 502 may encompass a recordable medium 508, such as, but not
Bited o, memory, read/write (R/W) CDs, R‘W DVDs, et In some implementations,
signal bearing medivro 502 may encompass a comupmupicaiions medium 518, such as,
but not Hmited to, a digital and/or an analog communication medium (e.g., a {iber optic
cable, a waveguide, a wired conumunications link, a wireless communication link,
ete.). Thus, for example, program product 500 may be conveyed fo one or more
medoles of mobile operating server 110 by an RF signal bearing mediom 3502, where
the signal bearing medium 502 is conveyed by a wireless communications medivm 510

{e.g., a wireless communications medivrm conforming with the IEEE 802.11 standard).

[0050] Fig. 6 18 a block diagram illustrating an example computing device that
may be otilized to provide a scheme for conpecting to a wireless local area network,
arranged  in accordance with at least some embodiments described herein. In
these examples, elements of computing device 600 may be wrranged or configured for a
mobile operating server or ap epd device.  In a very basic configuration 602,
computing  device 600 typically includes one or more processors 604 and a
system mewmory 606, A memory bus 608 may be used for coramunicating between

processor 604 and system memory 606.

{0051 Depending on the desred configuration, processor 604 may be of any
type including but not hmited to a microprocessor (uP), a microcontroller (1), a
digital signal processor (DSP), or any corabination thereof. Processor 604 may include
one more levels of caching, such as a level one cache 610 and a level two cache 612, a
processor core 614, and registers 616, An example processor core 614 may nchude
an arithmetic logie unit (ALY, a floating potot noxt (FPU), a digital signal processing
core (DSP Core), or any combination thereof. An example memory controller 618§
may also be used with processor 604, or in some implementations menmory controller

618 may be an internal part of processor 604.

0052] Depending on the desired configuration, system memory 506 may be of
any fype including but not lunited to volatile memory (such as RAM), non- volatide

memory (such as ROM, flash memory, etc) or any combination thereof. System
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: ;606 may inclede an operating  system  $2( & applications
memory 606 may include an rating systern 62{}, one or more applications

622, and program data 624.

[0053] Compoting  device 600 may bave additionpal features or
functionality, and addiional mferfaces to faciuaie commuaications between basic
configuration 602 and any required devices and interfaces.  For example, a bus/interface
controller 630 may be used to facitate communications between basic configuration
602 and one or more data storage devices 632 via a storage interface bus 634, Data
storage devices 632 may be removable storage devices 636, nopn-removable storage
devices 638, or a combination thereof. Hxamples of removable storage and non-
removable storage devices include magnetic disk devices such as flexible disk
drives and hard-disk drives (HDDY), optical disk dreives soch as compact disk {(CD)
drives or digital versatile disk (DVD) drives, solid state drives (88D)), and tape
drives to name a few. Example computer siorage media mway  inclede  volatile
and non-volatile, removable and non- removable media implemented in any method
or technology for storage of information, such as computer readable instructions, data

structures, program yuodules, or other data.

[0034] System memory 606, removable storage devices 636 and non-
removable storage devices 638 are examples of compuoter storage wmedia
Computer storage media includes, but is not limited to, RAM, ROM, FEPROM, flash
memory or other memory techunology, CD-ROM, digital versatile disks (DVD) o
other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other medivm which may be used to store the
desired 1nformation and which may be accessed by computing device 600.  Any such

computer storage media may be part of computing device 600.

[0055] Computing device 600 may also include an interface bus 640 for
facilitating communication from various interface devices (e.g., output devices 642,
peripberal interfaces 644, and comrpunication devices 646) to basic configuration 602 via
bus/interface controller 630. Txample output devices 642 include a graphics processing
unit 648 and an apdio processing uvmit 650, which may be configured (o communicate
to various external devices such as a display or speakers via one or more A/V ports
652. Example peripheral interfaces 644 include a serial interface controller 654 or a
parallel  mterface controller 636, which may be configured to commonicate with
external devices such as input devices {(e.g., keyboard, mouse, pen, voice nput device,

woch put device, ete.) or other peripheral devices {e.g., printer, scanner, efc.) via
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one of more O ports 658, An example commmupication device 646 inchides a
network controller 660, which may be amanged to facilitate coramunications with one or
more other computing devices 662 over a network communication link via one or more

commumication ports 664,

[O056] The network communication link may be one exanple of a communication
media.  Commnunication media may typically be embodied by computer readable
mstructions, dafa structures, program modules, or other data in a modulated data sigoal,
such as a carder wave of other transport mechamism, aod may iochude any information
delivery media. A "modulated data signal” may be a signal that bas one or more of its
characteristics set or changed in such & manner as to encode information in the signal.
By way of example, and not Boitation, commpuication  media may  include  wired
media such as a wired network or diect-wired connection, and wireless media
such as acoustic, radic freguency (RE), microwave, wnfrared (IR) and other wireless
media. The term compuoter readable media as psed berein way inclode both storage

media and conununication media.

[0057] Computing device 600 may be umplemented as a portion of a
smali-form factor portable {or mobile} electronic device such as a cell phone, a persoenal
data assistant (PDA), a personal media player device, a wireless web- watch device,
a personal headset device, an application specific device, or a hyhrid device that
include apy of the above functions. Conmputing device 600 may aiso be troplemented as
a persopal computer including both laptop computer and nop-laptop compuier

configurations.

[0058] The present disclosure is not to be limited in terms of the particular
ambodiments described n s application, which are intended as illustrations of various
aspects. Many modifications and  variations can be made without departing
from its spirit and scope, as will be apparent to those skilied in the art. Punctionally
equivalent  methods and  apparatuses  within  the scope of the disclosure, in
addition to those enumerated herein, will be apparent to those skilled in the ant
from the foregoing descripfions. Such wwdifications and variations are iotended
to fall within the scope of the appended claims.  The present disclosure is to be
fimted only by the terms of the appended claims, along with the foll scope of equivalents
to which such claims are entitled. {t is to be understood that this disclosure is not limited
to particular methods, reagents, compounds, compositions or biological systems, which
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can, of course, vary. It is also to be understond that the terminology used herein is for
the purpose of describing particular embodiments only, and is not itended to be

fimiting.

[0039] With respect to the use of substantially any ploral andfor singelar terms
herein, those having skill in the art can tramslate from the plural fo the singolar
andfor from the singular to the plural as is appropriate to the context and/or
application. The various singular/plural permutations may be expressly set forth herein

for sake of clanty.

100601 It will be understood by those within the art that, in general, terms used
berein, and especially in the appended claims (e.g., bodies of the appended claims)
are generally intended as "open” terms {(e.g., the term "incloding” should be interprete
as "including but not Bmited 0," the terro “having” should be interpreted as "having at

¥

least,” the term “inclodes” should be interpreted as "includes but is not limited to,”
ete.). It will be forther understood by those within the art that if 2 specific nomber of an
introduced claim recitation is intended, such an intent will be explicitly recited in the
claim, and in the absence of suchrecitation no such intent is present. For example,
as an aid to uoderstanding, the following appended clairos may coutain usage of the
introductory phrases "at feast one” and "one or more” (o introdoce claim recitations.
However, the use of soch phrases showvld not be construed o toply that the introdoction
of a claim recitation by the indefinite articles "a" or "an” limits any particnlar claim
coptaiping such introduced claim recitation to embodiments containing only one such
recitation, even when the same claim includes the introductory phrases "one or more”
or "at least one” and indefinite articles such as "a" or "an” {e.g., "a" and/or "an" should
be 1nterpreted to mean “at least one” or "ope or more”); the same holds rue for the use of
definite articles used to introduce clam recitations.  In addition, even if a specific
nomber of an introduced claimn recitation s explicitly recited, those skilled in the
art will recognize that such recifation should be interpreted to mean at least the recited
oumber (e.g., the bare recitation of "two recitations,” without other modifiers, means at
least two recitations, or two or niore recitations). Purthermore, in those instances where
a conveniion analogous to "at least one of A, B, and €, etc.” is used, in general such a
construction is intended in the sense one havigg skill m the ant would understand

1]

the convention {e.g., "a system having at least one of A, B, and " would include
hut not be Hmited to sysiems that have A alone, B alone, C alone, A and B together, A
and C together, B and C together, and/or A, B, and C together, ctc.). In those instances
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where a convention analogous 1o "at least one of A, B, or C, ete” is wsed, in
general such a construction is inlended in the sense one having skill in the art would
understand the convention {e.g., "a system having at least one of A, B, or C" would
include but oot be limited to systerns that have A alone, B alone, C alone, A and
B together, A and C together, B and C together, and/or A, B, and C together, elc.). It
will be further understood by those within the art that virtwally any disjunctive word
and/or phrase presenting two or more alternative terms, whether in the descaption,
claims, or drawings, should be onderstood to contemplate the possibilities of including
one of the terms, ctther of the terms, or both terms.  For example, the phrase "A or B

¥

will be understood to include the possibilities of "A” or "B" or "A and B.

[0061] In addiion, where features or aspecis of the disclosure  axe
described in terms of Markush groups, those skilled in the art will recognize that the
disclosure 1s also thereby described 1o terms of any individual member or subgroup of

members of the Markush group.

[0062] As will be understood by ope skilled in the art, for any and all
purposes, such as in terms of providing a written description, all ranges disclosed
herein also encompass any and all possible subranges and combinations of
subranges thereof.  Aany listed range can be easily recognived as sufficiently describing
and enabling the same range being broken down into at least equal halves, thirds,
quarters, fifths, tenths, etc.  As 2 pon-limiting example, each range discussed herein
can be readily broken down into 2 lower third, nuddle third and upper third, etc. As

1]

will also be understood by one skilled in the art all language soch as "up to,” "at
least,” and the like include the number recuted and refer to ranges which can be
subsequently broken down mnto subranges as discussed above. Hnally, as will be
understood by one skilled in the art, a range includes each individual wember. Thus,
for example, a group baving 1-3 cells refers to groups having 1, 2, or 3 celis.
Strbarly, a group baving 1-5 cells refers to groups having 1, 2, 3, 4, or § cells, and so

forth.

[O063] From the foregoing, &t will  be  appreciated that  various
embodiments of the present disclosure have been described berein for purposes of
iftustration, and that various modifications may be made without departing from the
scope and spirit of the present disclosure. Accordingly, the various embodiments

disclosed herein are not intended to be limiting, with the troe scope and spirit being
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wdicated by the following claims.
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‘What is Claimed:

1. A method performed by a server, comprising:

providing, to a device, authenticated access point information regarding one or more

authenticated access points controlled by the server; and

transmitting, to the device, a fake device identifier, wherein the fake device identifier
includes at least one of one or more random numbers or one or more random characters to
falsely identify the device in a probe request frame in a search for at least one of the one or more

authenticated access points around the device.

2. The method of Claim 1, wherein the one or more authenticated access points include

a Wi-Fi access point.

3. The method of Claim 1, wherein the fake device identifier includes a fake media

access control (MAC) address.

4. The method of Claim 1, wherein the authenticated access point information
regarding the one or more authenticated access points includes at least one of a media access
control (MAC) address or a service set identifier (SSID) of each of the one or more

authenticated access points.

5. A method performed by an access point, comprising:

receiving, from a device, a probe request frame including a fake device identifier for the
device, wherein the fake device identifier includes at least one of one or more random numbers

or one or more random characters;

transmitting, to the device, a probe response frame including information regarding the

access point;

receiving, from the device, a connection request including an authentic device identifier

for the device; and
17

Petitioner's Exhibit 1003 Page 39 of 285



transmitting, to the device, an approval of the connection request.

6. The method of Claim 5, further comprising:
receiving, from the device, an association request;
transmitting, to the device, an association response to the association request; and

facilitating connection of the device to a communication network via the access point in

accordance with the association response.

7. The method of Claim 6, wherein the access point includes a Wi-Fi access point, and

the communication network includes a Wi-Fi network.

8. The method of Claim 5, wherein the access point includes at least one of an access
point controlled by a mobile operating server or an access point previously connected with the

end device.

9. The method of Claim 5, wherein the authentic device identifier includes a media

access control (MAC) address.

10. The method of Claim 5, wherein the information regarding the access point
includes at least one of a media access control (MAC) address of the access point or a service

set identifier (SSID) of the access point.

11. A method performed by a device, comprising:

receiving, from a server, a fake device identifier for the device, wherein the fake device
identifier includes at least one of one or more random numbers or one or more random

characters;

transmitting, to at least one access point, a probe request frame including the fake

device identifier;
18
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receiving, from the at least one access point, a probe response frame including

information regarding the at least one access point;

determining, based at least in part on the information regarding the at least one access

point, that the at least one access point is an authenticated access point; and

transmitting, to the at least one access point, a connection request including an authentic

device identifier for the device.

12. The method of claim 11, wherein the fake device identifier includes a fake media

access control (MAC) address.

13. The method of claim 11, wherein determining, based at least in part on the
information regarding the at least one access point, that the at least one access point is an

authenticated access point, further comprises:

determining that the at least one access point is under control of the server.

14. The method of claim 11, wherein determining, based at least in part on the
information regarding the at least one access point, that the at least one access point is an

authenticated access point, further comprises:

determining that the at least one access point is included in an authenticated access

point list;

wherein the authenticated access point list is stored in a memory; and

wherein the authenticated access point list is received from the server.

15. The method of Claim 11, further comprising:
receiving, from the access point, an approval of the connection request;

transmitting, to the at least one access point, an association request;

19
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receiving, from the at least one access point, an association response to the association

request; and

connecting to a communication network via the access point in accordance with the

association response.

16. A method performed by a device, comprising:

generating a fake device identifier for the device, wherein the fake device identifier

includes at least one of one or more random numbers or one or more random characters;

transmitting, to at least one access point, a probe request frame including the fake

device identifier;

receiving, from the at least one access point, a probe response frame including

information regarding the at least one access point;

determining, based at least in part on the information regarding the at least one access

point, that the at least one access point is an authenticated access point; and

transmitting, to the at least one access point, a connection request including an authentic

device identifier for the device.

17. The method of claim 16, wherein the fake device identifier includes a fake media

access control (MAC) address.

18. The method of claim 16, wherein the information regarding the at least one access
point includes at least one of a media access control (MAC) address of the at least one access

point or a service set identifier (SSID) of the at least one access point.

19. The method of claim 16, wherein determining, based at least in part on the
information regarding the at least one access point, that the at least one access point is an

authenticated access point, further comprises:

determining that the at least one access point was previously connected with the device.

20
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20. The method of claim 16, wherein determining, based at least in part on the
information regarding the at least one access point, that the at least one access point is an

authenticated access point, further comprises:

determining that the at least one access point is included in an authenticated access

point list received from a server and stored in a memory.

21. The method of claim 20, wherein determining, based at least in part on the
information regarding the at least one access point, that the at least one access point is an

authenticated access point, further comprises:

determining that the at least one access point is under control of the server.

22. The method of Claim 16, further comprising:
receiving, from the access point, an approval of the connection request;
transmitting, to the at least one access point, an association request;

receiving, from the at least one access point, an association response to the association

request; and

connecting to a communication network via the access point in accordance with the

association response.

23. A method performed by a device, comprising:

generating a collection including at least one of one or more random numbers or one or

more random characters faking a device identifier for the device;

transmitting, in a search for at least one available access point around the device, a

probe request frame including the random collection device identifier;

receiving, from at least one access point around the device, a probe response frame

including information regarding the at least one access point;
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determining, based at least in part on the information regarding the at least one access

point, that the at least one access point is an authenticated access point; and

transmitting, to the at least one access point, a connection request including an authentic

device identifier for the device.

24. The method of Claim 23,

wherein generating a collection including at least one of one or more random numbers
or one or more random characters faking a device identifier for the device, comprises

configuring the collection as a fake media access control (MAC) address; and

wherein the random collection device identifier includes the fake media access control

(MAC) address.

25. The method of claim 23, further comprising:

storing the random collection device identifier in a memory.

26. A system, comprising:
a processor;
at least one communication interface;

a transmitting unit to transmit, to at least one access point via the at least one
communication interface, a probe request frame including a fake device identifier for a device,
wherein the fake device identifier includes at least one of one or more random numbers or one

or more random characters;

a receiving unit to receive, from the at least one access point via the at least one
communication interface, a probe response frame including information regarding the at least

one access point;

memory to store the information regarding the at least one access point; and
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a determination unit to determine, under control of the processor and based at least in
part on the information regarding the at least one access point, whether the at least one access

point is an authenticated access point;

wherein the transmitting unit is further to transmit, to the at least one access point, a
connection request including an authentic device identifier for the device in response to the

determination unit determining that the at least one access point is an authenticated access point.

27. The system of Claim 26, wherein the fake device identifier includes a fake media

access control (MAC) address.

28. The system of Claim 26, further comprising:

a fake device identifier generating unit to generate, under control of the processor, the

fake device identifier.

29. The system of Claim 26, wherein the fake device identifier is provided to the device

via the receiving unit and stored in the memory.

30. The system of Claim 26, wherein the access point includes a Wi-Fi access point,

and the communication interface is configured for communication with a Wi-Fi network.

31. The system of Claim 26,

wherein the determination unit is further to determine whether the at least one access

point is included in an authenticated access point list stored in the memory; and

wherein the authenticated access point list is provided via the receiving unit.

23
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ABSTRACT
Technology is disclosed for preventing classification of objects, e.g., in an augmented
reality system. The technology can identify a set of objects to be classified, determine whether
context information for one or more objects in the identified set of objects to be classified is
identified as not to be employed during classification, and during classification of two different

objects, include context information for one object but not the other.
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Warnings:

Information:

Drawings-only black and white line
drawings

2582-2_Drawings.pdf

140630

d2c4b795183¢dc82¢4728730e90b720d0f0)
7f6ed

no

Warnings:

Information:

Oath or Declaration filed

2582-2_Declaration.pdf

799666

461067a90b9f7330788457412445af4c449¢]
Tee8

no

Warnings:

Information:

Information Disclosure Statement (IDS)
Form (SB08)

2582-2_IDS.pdf

613035

4999365ae58dc473033d719bb80807204a

32790b

no

Warnings:

Information:

Application Data Sheet

2582-2_ADS.pdf

1503708

d9a3ac510d98fddc7f2393f3069619€a8531
abac

no

Warnings:

Information:

Specification

2582-2_Specification.pdf

111723

752d48762b11898b4b28ef005a8d47db1d
0c2375

no

16

Warnings:

Information:

Transmittal Letter

2582-2_|DSTransmittal.pdf

40130

901fbb5¢f54705addc5ea594ef23c00623cd

al6a

no

Warnings:

Information:
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38708
8 Claims 2582-2_Claims.pdf no 7

03675d82ab8ec8baf5b6869817d24274aea|
db3f3

Warnings:

Information:

14676
9 Abstract 2582-2_Abstract.pdf no 1
8fcabbbff5ddf54c7b5 1bbdd5848f09590ac|
Warnings:
Information:
38195
10 Fee Worksheet (SB06) fee-info.pdf no 2
13135d37bd8890acce465203db5d85fed9al
65bd4
Warnings:
Information:
Total Files Size (in bytes); 3522178

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 14/693,400
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (5), or (6)) N/A N/A N/A N/A 280
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A N/A 600
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A N/A 720
TOTAL CLAIMS ] *
(37 CFR 1.16(i)) 31 minus 20= 11 OR |« 80 = 880
INDEPENDENT CLAIMS ] *
(37 CFR 1.16(h)) 6 minus 3 = 3 x 420 - 1260
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 3740
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR |« =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = = OR |x =
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
14/693,400 04/22/2015 2111 3740 2582-2.737BS 31 6
CONFIRMATION NO. 7248
86636 FILING RECEIPT
BRUNDIDGE & STANGER, P.C.
2318 MILL ROAD, SUITE 1020 LT e L
00000007496106

ALEXANDRIA, VA 22314
Date Mailed: 05/05/2015

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Hyoung-Gon LEE, Seoul, KOREA, REPUBLIC OF;
Applicant(s)

Empire Technology Development LLC, Wilmington, DE

Power of Attorney: The patent practitioners associated with Customer Number 86636

Domestic Priority data as claimed by applicant
This application is a CON of 13/885,754 05/16/2013
which is a 371 of PCT/US12/66306 11/21/2012

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 05/01/2015

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/693,400

Projected Publication Date: 08/13/2015
Non-Publication Request: No

Early Publication Request: No
page 1 of 3
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Title
SCHEMES FOR CONNECTING TO WIRELESS NETWORK
Preliminary Class
710
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
14/693,400 04/22/2015 Hyoung-Gon LEE 2582-2.737BS
CONFIRMATION NO. 7248
86636 PUBLICATION NOTICE

BRUNDIDGE & STANGER, P.C.

2318 MILL ROAD, SUITE 1020 LR

ALEXANDRIA, VA 22314

Title:SCHEMES FOR CONNECTING TO WIRELESS NETWORK

Publication No.US-2015-0230096-A1
Publication Date:08/13/2015

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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Doc code: IDS PTO/SB/08a (01-10)

Lo . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 14693400
Filing Date 2015-04-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Hyoung-Gon LEE
Art Unit 2431

Examiner Name TBA

Attorney Dacket Number 2582-2.737BS

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Ccde! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Fublication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 20120076072 A1 2012-03-29 Marc JALFON et al.
2 20070097904 A1 2007-05-03 Rajat MUKHERJEE et al.
3 20060150250 A1 2006-07-06 Sok LEE et al.
4 20120064912 A1 2012-03-15 Min-Taek OH
5 20050059416 A1 2005-03-17 Yoshihiro ONO
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Application Number 14693400
Filing Date 2015-04-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Hyoung-Gon LEE
Art Unit 2431

Examiner Name TBA

Attorney Dacket Number 2582-2.737BS

6 20130301617 Al 2013-11-14 Matthias KUHN et al.

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2 j Code4| Date PP Passages or Relevant

Document .

Figures Appear
1 []
If you wish to add additional Foreign Patent Document citaticn information please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S : . }
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s)}, TS

Initials No publisher, city and/or country where published.

If you wish to add additional non-patent literature document citation information please click the Add button  Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 602. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.
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Application Number 14693400

Filing Date 2015-04-22

INFORMATION DISCLOSURE First Named Inventor | Hyoung-Gon LEE

STATEMENT BY APPLICANT

L. Art Unit 2431
( Not for submission under 37 CFR 1.99)

Examiner Name TBA

Attorney Dacket Number 2582-2.737BS

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature [Daniel J. Stanger/ Date (YYYY-MM-DD) 2015-10-14

Name/Print Daniel J. Stanger Registration Number 32846

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFSID: 23776516
Application Number: 14693400
International Application Number:
Confirmation Number: 7248

Title of Invention:

SCHEMES FOR CONNECTING TO WIRELESS NETWORK

First Named Inventor/Applicant Name:

Hyoung-Gon LEE

Customer Number:

86636

Filer:

Daniel John Stanger/Beatriz Sanchez

Filer Authorized By:

Daniel John Stanger

Attorney Docket Number:

2582-2.737BS

Receipt Date: 14-0CT-2015
Filing Date: 22-APR-2015
Time Stamp: 15:01:02

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
612492
1 Information Disclosure Statement (IDS) KR-839496-03-US- no 4

Form (SB08)

CON_20151014_IDS.pdf
83d3ae75b1df2cd11dc881e88edfd3b3d1a
daele

Warnings:

Information:
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Total Files Size (in bytes):| 612492

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Period for Reply
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THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)[X Responsive to communication(s) filed on 04/22/2015.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon _____ .
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)[X Claim(s) 1-31 is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7)X Claim(s) 1-31 is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitp/hwww usplo gov/eatents/init_events/pph/indax.jsp or send an inquiry to PPHfesdback@uspio.qoy.

Application Papers
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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
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1.[] Certified copies of the priority documents have been received.
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application from the International Bureau (PCT Rule 17.2(a)).
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Application/Control Number: 14/693,400 Page 2
Art Unit: 2433

DETAILED ACTION

Notice of Pre-AlA or AIA Status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Information Disclosure Statement
2. The information disclosure statement (IDS) submitted on 04/22/2015 and
10/14/2015 is in compliance with the provisions of 37 CFR 1.97. Accordingly, the

information disclosure statement is being considered by the examiner.

Claim Rejections - 35 USC § 103
3. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102, if the differences between the subject matter sought to be patented
and the prior art are such that the subject matter as a whole would have been obvious at the
time the invention was made to a person having ordinary skill in the art to which said subject
matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.

4. Claims 1-31 are rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable
over Sinha et al., (US Publication No. 2008/0052779), hereinafter “Sinha”, and further in

view of Haverinen, (US Publication No. 2004/0078571).

Regarding claim 1, Sinha discloses
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providing, to a device, authenticated access point information regarding one or more
authenticated access points controlled by the server [Sinha, paragraphs 34 and 38];

transmitting, to the device, a fake device identifier [Sinha, paragraphs 34 and 38],

Sinha does not specifically disclose, however Haverinen teaches

wherein the fake device identifier includes at least one of one or more random numbers
or one or more random characters to falsely identify the device [Haverinen, paragraph
191, random value].

It would have been obvious to one having ordinary skill in the art at the time the
invention was made to include a random value in the device identifier in order to hide
the real device id when accessing an access point when the user does not wish there

device id to be known.

Sinha further discloses

in a probe request frame in a search for at least one of the one or more authenticated

access points around the device [Sinha, paragraphs 34 and 38].

Regarding claims 2 and 12, Sinha-Haverinen further discloses

wherein the one or more authenticated access points include a Wi-Fi access point

[Sinha, paragraphs 34 and 38].

Regarding claims 3, 17 and 27, Sinha-Haverinen further discloses
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wherein the fake device identifier includes a fake media access control (MAC) address

[Sinha, paragraphs 34 and 38].

Regarding claims 4 and 18, Sinha-Haverinen further discloses

wherein the authenticated access point information regarding the one or more
authenticated access points includes at least one of a media access control (MAC)
address or a service set identifier (SSID) of each of the one or more authenticated

access points [Sinha, paragraphs 34 and 38].

Regarding claim 5, Sinha-Haverinen further discloses

receiving, from a device, a probe request frame including a fake device identifier for the
device [Sinha, paragraphs 34 and 38], wherein the fake device identifier includes at
least one of one or more random numbers or one or more random characters
[Haverinen, paragraph 191, random value];

transmitting, to the device, a probe response frame including information regarding the
access point [Sinha, paragraphs 34 and 38];

receiving, from the device, a connection request including an authentic device identifier
for the device [Sinha, paragraphs 34 and 38]; and

transmitting, to the device, an approval of the connection request [Sinha, paragraphs 34

and 38].

Regarding claim 6, Sinha-Haverinen further discloses
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receiving, from the device, an association request [Sinha, paragraphs 34 and 39];
transmitting, to the device, an association response to the association request [Sinha,
paragraphs 34 and 38]; and

facilitating connection of the device to a communication network via the access point in

accordance with the association response [Sinha, paragraphs 34 and 38].

Regarding claim 7, Sinha-Haverinen further discloses
wherein the access point includes a Wi-Fi access point, and the communication network

includes a Wi-Fi network [Sinha, paragraphs 34 and 41].

Regarding claim 8, Sinha-Haverinen further discloses
wherein the access point includes at least one of an access point controlled by a mobile
operating server or an access point previously connected with the end device [Sinha,

paragraphs 34, 40 and 41].
Regarding claim 9, Sinha-Haverinen further discloses
wherein the authentic device identifier includes a media access control (MAC) address

[Sinha, paragraphs 34 and 38].

Regarding claim 10, Sinha-Haverinen further discloses
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wherein the information regarding the access point includes at least one of a media
access control (MAC) address of the access point or a service set identifier (SSID) of

the access point [Sinha, paragraphs 34, 38, 40 and 41].

Claims 11, 16, 23 and 26 are similar to and rejected for the same reasons as claims 1

and 5.

Regarding claim 13, Sinha-Haverinen further discloses
determining that the at least one access point is under control of the server [Sinha,

paragraph 67 and figure 6, access point connects devices to the server / network].

Regarding claim 14, Sinha-Haverinen further discloses

determining that the at least one access point is included in an authenticated access
point list [Sinha, paragraph 67 and figure 6];

wherein the authenticated access point list is stored in a memory [Sinha, paragraph 67
and figure 6]; and

wherein the authenticated access point list is received from the server [Sinha,
paragraph 67 and figure 6, obvious that the access point is under control of the server,

within the network that it is connected to].

Regarding claims 15 and 22, Sinha-Haverinen further discloses
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receiving, from the access point, an approval of the connection request [Sinha,
paragraphs 34 and 38-41];

transmitting, to the at least one access point, an association request [Sinha, paragraphs
34 and 38-41];

receiving, from the at least one access point, an association response to the association
request [Sinha, paragraphs 34 and 38-41]; and

connecting to a communication network via the access point in accordance with the

association response [Sinha, paragraphs 34 and 38-41].

Regarding claim 19, Sinha-Haverinen further discloses
determining that the at least one access point was previously connected with the device

[Sinha, paragraphs 34, 38, 40 and 41].

Regarding claim 20, Sinha-Haverinen further discloses

determining that the at least one access point is included in an authenticated access

point list received from a server and stored in a memory [Sinha, paragraph 67].

Regarding claim 21, Sinha-Haverinen further discloses

determining that the at least one access point is under control of the server [Sinha,

paragraph 67].

Regarding claim 24, Sinha-Haverinen further discloses
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wherein generating a collection including at least one of one or more random numbers
or one or more random characters faking a device identifier for the device, comprises
configuring the collection as a fake media access control (MAC) address [Sinha,
paragraphs 34, 38-41]; and

wherein the random collection device identifier includes the fake media access control

(MAC) address [Sinha, paragraphs 34, 38-41].

Regarding claim 25, Sinha-Haverinen further discloses
storing the random collection device identifier in a memory [Sinha, paragraphs 34, 38-

41].

Regarding claim 28, Sinha-Haverinen further discloses

a fake device identifier generating unit to generate, under control of the processor, the

fake device identifier [Sinha, paragraphs 34, 38-41].

Regarding claim 29, Sinha-Haverinen further discloses

wherein the fake device identifier is provided to the device via the receiving unit and

stored in the memory [Sinha, paragraphs 34, 38-41].

Regarding claim 30, Sinha-Haverinen further discloses
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wherein the access point includes a Wi-Fi access point, and the communication
interface is configured for communication with a Wi-Fi network [Sinha, paragraphs 34,

38-41].

Regarding claim 31, Sinha-Haverinen further discloses

wherein the determination unit is further to determine whether the at least one access
point is included in an authenticated access point list stored in the memory [S Sinha,
paragraphs 34, 38-41]; and

wherein the authenticated access point list is provided via the receiving unit [Sinha,

paragraphs 34, 38-41].

Conclusion

Examiner’'s Note: Examiner has cited particular paragraphs / columns and line numbers
in the reference(s) applied to the claims above for the convenience of the applicant.
Although the specified citations are representative of the teachings of the art and are
applied to specific limitations within the individual claim, other passages and figures
may apply as well. It is respectfully requested from the applicant in preparing
responses, to fully consider the references in entirety as potentially teaching all or part
of the claimed invention, as well as the context of the cited passages as taught by the

prior art or relied upon by the examiner.
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Should applicant amend the claims of the claimed invention, it is respectfully requested
that applicant clearly indicate the portion(s) of applicant’s specification that support the
amended claim language for ascertaining the metes and bounds of applicant’s claimed

invention.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to WILLIAM GOODCHILD whose telephone number is
(571)270-1589. The examiner can normally be reached on Monday - Friday / 8:00 AM -
4:00 PM EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeffrey Pwu can be reached on (571) 272-6798. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/WILLIAM GOODCHILD/
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Primary Examiner, Art Unit 2433
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STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)
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Attorney Docket Number 2582-2.737BS
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NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

Jwycs |1 International Search Report from International Application No.: PCT/US12/66306 mailed Feb. 8, 2013. |:|
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Application Number 14693400

Filing Date 2015-04-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Hyoung-Gon LEE
Art Unit 2431

Examiner Name TBA

Attorney Docket Number 2582-2.737BS

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Daniel J. Stanger/ Date (YYYY-MM-DD) 2015-10-14
Name/Print Daniel J. Stanger Registration Number 32846

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a henefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S5.C. 122 and 37 CFR
1.14. This cellecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 10/14/2015 14693400 — GAU: 2433

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the informaticon solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicatich or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatich shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclesed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under autherity of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became ahandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law cr regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Hyoung-Gon Lee Examiner: Goodchild, William J
Appl. No.: 14/693,400 Art Unit: 2433
Filed: April 22, 2015 Confirmation No.: 7248

Docket No.: 2582-2.737BS

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

RESPONSE TO NON-FINAL OFFICE ACTION
Sir:

In response to the non-Final Office Action dated November 2, 2016, the following
amendments and the accompanying remarks are submitted. Favorable consideration is
respectfully requested. An Information Disclosure Statement is also submitted herewith.
Consideration and acknowledgement of the documents associated with this Information
Disclosure Statement is respectfully requested. This paper is submitted along with a Petition for

one-month extension of time and the associated fee.

Amendments to the Specification begin on page 2.

Amendments to the Claims are reflected in the listing of claims, which begins on page

Remarks begin on page 12.
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Amendments to the Specification

The amendments to the specification are herein submitted. No new subject matter has been

added.

Please amend the cross reference section on page 1 of the specification as follows:

CROSS-REFERENCE TO RELATED APPLICATIONS

This Application is a Continuation—Apphieation_under 35 U.S.C. § 120 of U.S.

Application Ser. No. 13/885,754, filed on May 16, 2013, which is a U.S. National Stage filing

under 35 U.S.C. § 371 of PE¥FInternational Application Ser. No. PCT/US12/66306, filed on

November 21, 2012. The disclosures of both appleations—U.S. Application Ser. No. 13/885.754

and International Application Ser. No. PCT/US12/66306 are hereby incorporated herein by

reference in their entireties.
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the application.

1. (Currently Amended) A method performed by a server, the method comprising:

providing, to a device, authenticated access point information regarding one or more
authenticated access points controlled by the server; and

transmitting, to the device, a fake device identifier, wherein the fake device identifier
includes at least one of one or more random numbers or one or more random characters to falsely
identify the device in a probe request frame in a search for at least one of the one or more

authenticated access points around the device.

2. (Original) The method of Claim 1, wherein the one or more authenticated access

points include a Wi-Fi access point.

3. (Currently Amended) The method of Claim 1, wherein the transmitting the fake

device identifier includes_transmitting a fake media access control (MAC) address.

4. (Currently Amended) The method of Claim 1, wherein the providing the

authenticated access point information regarding the one or more authenticated access points
includes_providing at least one of a media access control (MAC) address or a service set

identifier (SSID) of each of the one or more authenticated access points.

5. (Currently Amended) A method performed by an access point, the method

comprising:
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receiving, from a device, a probe request frame inreludingthat includes a fake device
identifier for the device, wherein the fake device identifier includes at least one of one or more
random numbers or one or more random characters;

transmitting, to the device, a probe response {rame ineludingthat includes information
regarding the access point;

receiving, from the device, a connection request ineladingthat includes an authentic
device identifier for the device; and

transmitting, to the device_by the access point, an approval of the connection request,

wherein the access point is controlled by a server.

6. (Original) The method of Claim 5, further comprising:

receiving, from the device, an association request;

transmitting, to the device, an association response to the association request; and
facilitating connection of the device to a communication network via the access point in

accordance with the association response.

7. (Currently Amended) The method of Claim 6, wherein the access point includes a

Wi-Fi access point, and wherein the communication network includes a Wi-Fi network.

8. (Currently Amended) The method of Claim 5, wherein the access point inelades—at

previously eenneeted-communicatively coupled with the erd-device.
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9. (Original) The method of Claim 5, wherein the authentic device identifier includes a

media access control (MAC) address.

10. (Original) The method of Claim 5, wherein the information regarding the access
point includes at least one of a media access control (MAC) address of the access point or a

service set identifier (SSID) of the access point.

11. (Currently Amended) A method performed by a device, the method comprising:
receiving, from a server, a fake device identifier for the device, wherein the fake device
identifier includes at least one of one or more random numbers or one or more random characters

to falsely identify the device in a probe request frame;

transmitting, to at least one access point,& the probe request frame inelading-that includes
the fake device identifier;

receiving, from the at least one access point, a probe response {rame ireluding—that
includes information regarding the at least one access point;

determining, based at least in part on the information regarding the at least one access
point, that the at least one access point is an authenticated access point; and

transmitting, to the at least one access point, a connection request inetading-that includes

an authentic device identifier for the device.

12. (Currently Amended) The method of Claim 11, wherein the receiving the fake

device identifier includes receiving a fake media access control (MAC) address.
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13. (Currently Amended) The method of Claim 11, wherein the determining, based at
least in part on the information regarding the at least one access point, that the at least one access
point is an authenticated access point, further-comprises:

determining that the at least one access point is under control of the server.

14. (Currently Amended) The method of Claim 11, wherein the determining, based at
least in part on the information regarding the at least one access point, that the at least one access
point is an authenticated access point, further-comprises:

determining that the at least one access point is included in an authenticated access point
list[[;]1.

wherein the authenticated access point list is stored in a memory[[;]]. and

wherein the authenticated access point list is received from the server.

15. (Currently Amended) The method of Claim 11, further comprising:

receiving, from the at least one access point, an approval of the connection request;

transmitting, to the at least one access point, an association request;

receiving, from the at least one access point, an association response to the association
request; and

connecting to a communication network via the at least one access point in accordance

with the association response.

16. (Currently Amended) A method performed by a device, the method comprising:

Petitioner's Exhibit 1003 Page 102 of 285



Application Serial No. 14/693,400
Response to Non-Final Office Action mailed on November 02, 2016
Docket No.: 2582-2.737BS

generating a fake device identifier for the device, wherein the fake device identifier
includes at least one of one or more random numbers or one or more random characters;

transmitting, to at least one access point, a probe request frame neluding-that includes the
fake device identifier;

receiving, from the at least one access point, a probe response {rame ineluding—that
includes information regarding the at least one access point;

determining, based at least in part on the information regarding the at least one access

point, that the at least one access point is an authenticated access point, wherein the determining

includes determining that the at least one access point is under control of a server; and

transmitting, to the at least one access point, a connection request inelading-that includes

an authentic device identifier for the device.

17. (Original) The method of Claim 16, wherein the fake device identifier includes a

fake media access control (MAC) address.

18. (Original) The method of Claim 16, wherein the information regarding the at least
one access point includes at least one of a media access control (MAC) address of the at least one

access point or a service set identifier (SSID) of the at least one access point.

19. (Currently Amended) The method of Claim 16, wherein the determining, based at

least in part on the information regarding the at least one access point, that the at least one access

point is an authenticated access point,furthereemprises_ includes:

determining that the at least one access point was previously connected with the device.
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20. (Currently Amended) The method of Claim 16, wherein the determining, based at
least in part on the information regarding the at least one access point, that the at least one access
point is an authenticated access point,further-eomprises_includes:

determining that the at least one access point is included in an authenticated access point

list received from-a the server and stored in a memory.

21. (Canceled)

22. (Currently Amended) The method of Claim 16, further comprising:

receiving, from the _at least one access point, an approval of the connection request;

transmitting, to the at least one access point, an association request;

receiving, from the at least one access point, an association response to the association
request; and

connecting to a communication network via the at least one access point in accordance

with the association response.

23. (Currently Amended) A method performed by a device, the method comprising:
generating a collection including at least one of one or more random numbers or one or
more random characters faking-a-to provide a fake device identifier for the device_so to falsely

identify the device in a probe request frame;

transmitting, in a search for at least one available access point around the device,—a the

probe request frame #eluding-that includes the randem-ecellection-fake device identifier;
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receiving, from at least one access point around the device, a probe response frame
ineludingthat includes information regarding the at least one access point;

determining, based at least in part on the information regarding the at least one access
point, that the at least one access point is an authenticated access point; and

transmitting, to the at least one access point, a connection request inehadingthat includes

an authentic device identifier for the device.

24. (Currently Amended) The method of Claim 23, wherein:

wherein-the generating-a the collection ineluading-that includes at least one of one or more
random numbers or one or more random characters—faking—a—device—identifierforthe-deviee;
comprises configuring the collection as a fake media access control (MAC) address|[[;]], and

wherein—the randoem—eoHeetion—fake device identifier includes the fake media access

control (MAC) address.

25. (Currently Amended) The method of Claim 23, further comprising:

storing the randemeoHeetion-fake device identifier in a memory.

26. (Currently Amended) A system, comprising:

a processor;

at least one communication interface;

a transmitbRgwaitiransmitter to transmit, to at least one access point via the at least one

communication interface, a probe request frame including a fake device identifier for a device,
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wherein the fake device identifier includes at least one of one or more random numbers or one or
more random characters;

a reeetvingunit-receiver to receive, from the at least one access point via the at least one
communication interface, a probe response frame including information regarding the at least
one access point;

amemory to store the information regarding the at least one access point; and

a determination unit to determine, under control of the processor and based at least in part
on the information regarding the at least one access point, whether the at least one access point is

an authenticated access point_and is under control of a server[[;]].

wherein the trapsmitting—unitis-transmitter further—te—+transmit—transmits to the at least
one access point, a connection request including an authentic device identifier for the device in

response to a determination by the determination unit determining-that the at least one access

point is-an the authenticated access point_and is under control of the server.

27. (Original) The system of Claim 26, wherein the fake device identifier includes a fake

media access control (MAC) address.

28. (Currently Amended) The system of Claim 26, further comprising:

a fake device identifier generatirg—generation unit to generate, under control of the

processor, the fake device identifier.

29. (Currently Amended) The system of Claim 26, wherein memory stores the fake

device identifier<

10
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30. (Currently Amended) The system of Claim 26, wherein the at least one access point
includes a Wi-Fi access point, and the at least one communication interface is configured for

communication with a Wi-Fi network.

31. (Currently Amended) The system of Claim 26, wherein:
yherein-the determination unit4s further te-determine-determines whether the at least one
access point is included in an authenticated access point list stored in the memory][[;]], and

wherein-the authenticated access point list is provided via the reeetving-unit-receiver.

11
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REMARKS

Reconsideration and allowance of the above-identified application are respectfully
requested. Claims 1-20 and 22-31 are currently pending. Claims 1, 3-5, 7, 8, 11-16, 19, 20, 22-
26 and 28-31 are currently amended. Claim 21 is canceled without prejudice. No new matter is

added.

Claims 1-31 were rejected under pre-AIA 35 U.S.C. § 103(a) as allegedly being unpatentable
over US Publication No. 2008/0052779 (hereafter “Sinha”) in view of US Publication No.
2004/0078571 (hereafter “Haverinen™)

The rejection of Claims 1-20 and 22-31 is respectfully traversed for at least the reasons

that follow.

A. Independent Claim 1

It is respectfully submitted that the combination of Sinha and Haverinen fails to teach or
suggest all the claimed features as set forth in independent Claim 1.
For example, independent Claim 1 recites (with emphasis added):

A method performed by a server, the method comprising:

providing, to a device, authenticated access point
information regarding one or more authenticated access points
controlled by the server; and

transmitting, to the device, a fake device identifier, wherein
the fake device identifier includes at least one of one or more
random numbers or one or more random characters to falsely
identify the device in a probe request frame in a search for at least
one of the one or more authenticated access points around the
device.

The Office Action, on pages 2 and 3, states:

Sinha discloses providing, to a device, authenticated access
point information regarding one or more authenticated access
points controlled by the server [Sinha, paragraphs 34 and 38];

12
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transmitting, to the device, a fake device identifier [Sinha,
paragraphs 34 and 38], Sinha does not specifically disclose,
however Haverinen teaches wherein the fake device identifier
includes at least one of one or more random numbers or one or
more random characters to falsely identify the device [Haverinen,
paragraph 191, random value]. It would have been obvious to one
having ordinary skill in the art at the time the invention was made
to include a random value in the device identifier in order to hide
the real device id when accessing an access point when the user
does not wish there device id to be known.

In particular, the Office Action cites paragraphs [0034] and [0038] of Sinha for rejecting the
above referenced recitation of independent Claim 1. It is respectfully submitted that the alleged
points of rejection are incorrect.

Further, it is respectfully submitted that the paragraphs [0082] and [0083] of Sinha
describe:

FIG. 9 illustrates an example embodiment of the present
disclosure to transmit random, fake frames along with valid
frames to prevent decryption of the WEP key or WPA
passphrase on a wireless network. Client 425-3 transmits frames 1
through 7 to an AP 405, but a sensor 601 transmits random frames
A, B among the transmission of frames 1 through 7. Additionally,
Client 425-4 transmits frame 8 through 14 and the AP also
transmits random frames C, D among the transmission of frames 8
through 14. The client’s 425-3, 425-4 can filter out and ignore the
random, fake frames. However, a rogue device 430 cannot
differentiate between valid and random fake frames.

The rogue device 430 sniffs the transmitted frames
including the valid frames 1-14 and the random, fake frames A, B,
C, D. The rogue device 430 uses all sniffed frames for decrypting
the WEP key or WPA passphrase. Here, the random, fake frames
A, B, C, D can throw off the decryption such that the rogue
device cannot break the WEP key or WPA passphrase. On WEP
protected networks, the random, fake frames are specially crafted
to look like valid data with a different encryption key. For WPA
protected networks, the handshakes (i.e. EAPOL management
frames) are forged instead of the data frames. (Emphasis added in
original).

13
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Sinha, in the above paragraphs, describes a method for protecting the existing WEP and

WPA encryption by simulating random traffic. Further, Sinha describes transmitting fake frames

crafted to look like valid data with a different encryption key along with the valid frame to
prevent decryption of WEP key and WPA key.

Accordingly, Sinha, at best, describes transmitting random fake frames (presumably
equated to the claimed “fake device identifier”) from a WLAN. Further, the transmission of fake

frames in Sinha is intended towards protecting the existing WEP and WPA encryption by

preventing decryption of WEP key or WPA passphrase by the rogue devices. However, Sinha

fails to teach or suggest that the fake frames falsely identify a device. Accordingly, Sinha does

not teach or suggest “transmitting, to the device, a fake device identifier... to falsely identify the

device in a probe request frame,” as recited in independent Claim 1.

Further, the fake device identifier, as recited in independent Claim 1, is utilized by the

device to falsely identify the device in a probe request frame in a search for at least one of the

one or more authenticated APs. In comparison, Sinha does not teach or suggest such utilization
of the fake frames. In particular, Sinha does not teach that either a rogue device or a client
device, which receive the fake frames, uses the fake frames while connecting with an access
point, for hiding its own identity. Therefore, Sinha completely fails to teach or suggest the above
referenced recitation of independent Claim 1.

Additionally, the independent Claim 1 recites “providing, to a device, authenticated

access point information regarding one or more authenticated access points controlled by the

server.”
In this regard, Sinha describes that access points (APs) and stations broadcast their

presence by default and the APs send out beacon frames and relay information such as

14
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timestamp, service set identifier (SSID), supported rates, power save information, among others.
Client stations actively send out probe request frames to seek out other IEEE 802.11 devices
available for association.

At best, Sinha describes that APs broadcast their information by sending out beacon
frames.

Haverinen does not teach or suggest the above mentioned feature, thus failing to
compensate for the deficiencies of Sinha, nor was Haverinen cited for that purpose.

Thus, the combination of Sinha and Haverinen fails to teach or suggest “...providing, to a
device, authenticated access point information regarding one or more authenticated access
points controlled by the server, and transmitting, to the device, a fake device identifier, wherein
the fake device identifier includes at least one of one or more random numbers or one or more
random characters fo falsely identify the device in a probe request frame in a search for at least
one of the one or more authenticated access points around the device.”

Therefore, it is respectfully requested that the rejection of Claim 1 under 35 U.S.C. §

103(a) be withdrawn.

B. Independent Claim 5

It is respectfully submitted that the combination of Sinha and Haverinen fails to teach or
suggest all the claimed features as set forth in amended independent Claim S.
For example, independent Claim 5 recites, in part (with emphasis added):

A method performed by an access point, the method
comprising: ...

transmitting, by the access point, to the device, an approval
of the connection request, wherein the access point is controlled by
a Server.

15
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Independent Claim 5 has been amended to incorporate features from dependent Claim 8.

With regards to Claim 8, the Office Action, at page 5, alleges that “Sinha-Haverinen
further discloses wherein the access point includes at least one of an access point controlled by a
mobile operating server or an access point previously connected with the end device [Sinha,
paragraphs 34, 40 and 41].”

Reference Citations
Sinha, in paragraph [0041] recites:
In addition to tricking an unsuspecting user into connecting

to their laptop, hackers have the benefit of taking advantage of the

increasingly wireless-friendly nature of the Windows XP operating

system. Due to the self-deploying nature of wireless, a wireless

laptop that is Wi-Fi enabled with continue to probe for APs it

has been connected to in the past. These probes can be picked up

in the air by freely available wireless monitoring tools. If the

Wireless Connection Manager in Windows XP (available from

Microsoft Corp. of Redmond, Wash.) sees a legitimate SSID it will

automatically re-connect to that AP. All the hacker has to do is

give his soft AP a detected SSID.
Sinha merely describes that a wireless laptop will continue to probe for APs that it has been
connected to in the past (presumably equated to “access point previously connected with the end
device” by the Office Action). However, Sinha fails to teach or suggest “wherein the access
point is controlled by a server,” as recited in amended independent Claim 5.

Further, it is respectfully submitted that Sinha’s description is directed towards disrupting
potential attacks on a wireless network. Sinha describes that a masquerade attack steals an
authorized user’s identity (MAC address) on the wireless network and a hacker can change his
MAC address to a victim’s MAC address using a spoofing utility such as SMAC (Spoof MAC).
Hence, the hacker bypasses any MAC address filtering, and can connect to the WLAN. Thus, in

Sinha, disrupting the masquerade attack on the wireless network serves the intended purpose.

16
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The Office Action, on page 3, alleges that “[i]t would have been obvious to one having
ordinary skill in the art at the time the invention was made to include a random value in the
device identifier in order to hide the real device id when accessing an access point when the user
does not wish [their] device id to be known.”

In this regard, it is respectfully submitted that independent Claim 5 teaches that the
access point receives, from a device, a probe request frame including a fake device identifier for
the device. Thus, modification of Sinha to include a fake identifier (ID.) of Haverinen in the
client’s “probe request frame” of Sinha will result in faking MAC ID of the client device and

connecting to the WLAN, thereby resulting in a masquerade attack or spoofing. Since, Sinha’s

intended purpose is to prevent masquerade attack or spoofing, the combination of Sinha with the

cited teachings of Haverinen will render the invention of Sinha “unsatisfactory for its intended

purpose.”

MPEP § 2143.01(V) states that “[i]f proposed modification would render the prior art

invention being modified unsatisfactory for its intended purpose, then there is no suggestion or

motivation to make the proposed modification.”

Thus, it is respectfully submitted that there is no suggestion or motivation to a person of
ordinary skill in the art to modify Sinha with Haverinen, as alleged by the Office Action. Thus, a
prima facie case of obviousness has not been established in the rejection of independent Claim 5.

Therefore, it is respectfully requested that the rejection of Claim 5 under 35 U.S.C. §

103(a) be withdrawn.
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C. Independent Claims 16 and 26
It is respectfully submitted that Sinha and Haverinen fails to teach or suggest all the
claimed features as set forth in amended independent Claims 16 and 26.
For example, independent Claim 16 recites, in part (with emphasis added):
A method performed by a device, the method comprising:
determining, based at least in part on the information
regarding the at least one access point, that the at least one access
point is an authenticated access point, wherein the determining

includes determining that the at least one access point is under
control of the server.

This feature of amended independent Claim 16 is in general analogous to above
discussed feature of amended independent Claim 5. Hence, the remarks presented above for
amended independent Claim S apply analogously to amended independent Claim 16.

Amended independent Claim 26 recites at least some of the features that are generally
analogous to above discussed features of amended independent Claim 16, and the analysis
discussed above with respect to amended independent Claim 16 applies analogously to
independent Claim 26.

Therefore, it is respectfully requested that the rejection of Claims 16 and 26 under 35

U.S.C. § 103(a) be withdrawn.

D. Independent Claims 11 and 23

It is respectfully submitted that Sinha and Haverinen fails to teach or suggest all the
claimed features as set forth in amended independent Claims 11 and 23.
For example, independent Claim 11 recites, in part (with emphasis added):
A method performed by a device, the method comprising:

receiving, from a server, a fake device identifier for the
device, wherein the fake device identifier includes at least one of

18
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one or more random numbers or one or more random characters _to
falsely identify the device in a probe request frame

This feature of amended independent Claim 11 is in general analogous to the above
discussed feature of independent Claim 1. Hence, the remarks presented above for independent
Claim 1 apply analogously to amended independent Claim 11.

Amended independent Claim 23 recites at least some of the features that are generally
analogous to above discussed features of independent Claim 11, and the analysis discussed
above with respect to independent Claim 11 applies analogously to amended independent Claim
23.

Therefore, it is respectfully requested that the rejection of Claims 11 and 23 under 35

U.S.C. § 103(a) be withdrawn.

E.  Dependent Claims 2-4, 6-10, 12-15, 17-20, 22, 24, 25, and 27-31

Dependent Claims 2-4, 6-10, 12-15, 17-20, 22, 24, 25, and 27-31 are also allowable at
least by virtue of their dependency on respective independent Claims 1, 5, 11, 16, 23 and 26,
which have been shown to be allowable above, and as well as for their additional claimed
features. Therefore, it is respectfully requested that the rejection of Claims 2-4, 6-10, 12-15, 17-

20, 22, 24, 25, and 27-31 under pre-AIA 35 U.S.C. § 103(a) be withdrawn as well.

The rejection of Claim 21 is rendered moot in view of the cancelation thereof.

19
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Conclusion

Therefore, in light of at least the foregoing, it is respectfully believed that the present
application is in condition for allowance. As a result, issuance of a Notice of Allowance for the
pending claims is respectfully requested.

The Examiner’s consideration of these Amendments and Remarks is appreciated and the
Examiner is cordially invited to call the undersigned, should the Examiner have any questions,
comments, or suggestions.

Please charge any fees that may be due to Deposit Account, 50-4888.

Respectfully submitted,

Brundidge & Stanger, P.C.

Date: March 02, 2017 By: /David S. Lee/
David S. Lee
Registration No. 38,222
Attorney of Record

20
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Total in USD ($) 380
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Electronic Acknowledgement Receipt

EFS ID: 28517232
Application Number: 14693400
International Application Number:
Confirmation Number: 7248

Title of Invention:

SCHEMES FOR CONNECTING TO WIRELESS NETWORK

First Named Inventor/Applicant Name:

Hyoung-Gon LEE

Customer Number:

86636

Filer:

David S. Lee/Mariah Duell

Filer Authorized By:

David S. Lee

Attorney Docket Number:

2582-2.737BS

Receipt Date: 02-MAR-2017
Filing Date: 22-APR-2015
Time Stamp: 15:39:35

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $380

RAM confirmation Number

030317INTEFSW15422700

Deposit Account

504888

Authorized User

Mariah Duell

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)

37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y i . . 9
Number Message Digest | Part/.zip| (ifappl.)
1035332
1 Information Disclosure Statement (IDS) KR-839496-03-US- no 4
Form (SB08) CON_20170302_IDS.pdf
1448c795c9a2237defee808e8209621f8014)
77b4
Warnings:
Information:
163422
KR-839496-03-US-
2 Extension of Time CON_20170302_Petition_for_E no 2
OT_pdf acf9514258cf0da9291e0a08554e9f775572,
8ecf
Warnings:
Information:
97230
. . KR-839496-03-US-
3 Amendment/Req..Recon'5|derat|on—After CON_20170302_FirstOA_Respo o 2
Non-Final Reject
nse_pdf f1c805b4c020c0a475c3a15dd4e88cde142
Warnings:
Information:
32741
4 Fee Worksheet (SB06) fee-info.pdf no 2
38d4ea9797029920aa6a62f0b40799cc689)
Warnings:
Information:
Total Files Size (in bytes): 1328725
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc code: IDS PTO/SBI08a (03-15)

L . . . Approved for use through 07/31/2016. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 14693400
Filing Date P015-04-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor |Hyoung-Gon Lee
Art Unit 2433

Examiner Name William J Goodchild

Aftorney Docket Number 2582-2 737BS

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 20040264427 A1l P004-12-30 Jaakkola et al.
2 0070060128 A1l PO07-03-15 Kil
3 0120201201 A1l P012-08-09 Liu et al.
4 20120230304 A1l P012-09-13 Barbu et al.
5 0130150012 A1l P013-06-13 [Chhabra et al.
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Application Number 14693400
Filing Date 2015-04-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Hyoung-Gon Lee
Art Unit 2433
Examiner Name William J Goodchild

Aftorney Docket Number 2582-2.737BS

6 0130176897 Al P013-07-11 MVang et al.

If you wish to add additional U.S. Published Application citation information please click the Add button,| Add

FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication . . where Relevant

. : Applicant of cited T=
Initial No | Number3 Code2| Code?| Date Passages or Relevant

Document Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author {in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 9 Applicant is to place a check mark here if|
English language translation is attached.
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Application Number 14693400

Filing Date 2015-04-22

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Hyoung-Gon Lee

.. Art Unit 2433
( Not for submission under 37 CFR 1.9%)

Examiner Name William J Goodchild

Aftorney Docket Number 2582-2.737BS

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /David S. Lee/ Date (YYYY-MM-DD) 2017-03-02

Name/Print David S. Lee Registration Number 38,222

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/AIA/22 (03-13)

Approved for use through 7/31/2016. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | 2582-2.737BS

Application Number Filed

14/693,400 April 22, 2015

" Hyoung-Gon Lee

Art Unit Examiner

2433 GOODCHILD, WILLIAM J

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee
One month (37 CFR 1.17(a)(1)) $200 $100 $50 $ 200.00
[] Two months (37 CFR 1.17(a)(2)) $600 $300 $150 $
[ ] Three months (37 CFR 1.17(a)(3)) $1,400 $700 $350 $
[] Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 $550 $
[ ] Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 $750 $

Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

A check in the amount of the fee is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

[]
[]
[]
D Payment by credit card. Form PTO-2038 is attached.
[]

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 50-4888

Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

| am the

|:| applicant.

attorney or agent of record. Registration number 38’222

|:| attorney or agent acting under 37 CFR 1.34. Registration number
/David S. Lee/ March 02, 2017

Signature Date
David S. Lee (703) 684-1470
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below™.

|:] * Total of forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Mail Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED — PART |

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date
Substitute for Form PTO-875 14/693,400 04/22/2015 | X To be Mailed
eNTITY: [X] LARGE []smALL [ ] MicRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
D SEARCH FEE N/A N/A N/A
(37 CFR 1.16(K), (i), or (m))
|:| EXAMINATION FEE
{37 CFR 1.16(0), (p), or (qQ)) N/A N/A N/A
TOTAL CLAIMS , N
(87 CFR 1.16(1)) minus 20 = X3 =
INDEPENDENT CLAIMS , N
(87 CFR 1.16(h) minus 3 = X3 =
If the specification and drawings exceed 100 sheets
0 of paper, the application size fee due is $310 ($155
’(ASF;PC';;%U?(’:))S'ZE FEE for small entity) for each additional 50 sheets or
' fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
[] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
,_ 03/02/2017 | Ar1eR PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
5 AMENDMENT PAID FOR
s ;I'?gaa)l) (37 CFR ~ 30 Minus | = 31 -0 x $80 = 0
3 .
Independ .
Z oy |6 Minus | -6 -0 x 5420 - 0
<§t [] Application Size Fee (37 GFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
AMENDMENT PAID FOR
Total (37 cFR . ; .
1.16(i)) Minus = X $ =
Independent . !
(272€§r11.1ee?(h)) Minus = X $ =

] Application Size Fee (37 GFR 1.16(s))

AMENDMENT

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16()))

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

TOTAL ADD’L FEE

LIE
ANGELA JOHNSON

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO.
14/693.400 04/22/2015 Hyoung-Gon LEE 2582-2.737BS 7248
86636 7590 05/24/2017
EXAMINER
BRUNDIDGE & STANGER, P.C. |
2318 MILL ROAD, SUITE 1020 GOODCHILD, WILLIAM J

ALEXANDRIA, VA 22314

| ART UNIT | PAPER NUMBER
2433
| MAIL DATE | DELIVERY MODE
05/24/2017 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.
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Application No. Applicant(s)
14/693,400 LEE, HYOUNG-GON

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
WILLIAM GOODCHILD 2433 ,S\ltgt”s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 03/02/2017.
[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon ____.
2a)[] This action is FINAL. 2b)[X] This action is non-final.

3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ ;therestriction requirement and election have been incorporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)X] Claim(s) 1-20 and 22-31 is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7)X Claim(s) 1-20 and 22-31 is/are rejected.
8)[] Claim(s) is/are objected to.
9] Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitp/hwww usplo gov/patents/init_events/peh/indax.jsp or send an inquiry to PPHieaedback@uspio.qoy.

Application Papers
10)[] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[] Some** ¢)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IZI Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)

. . Paper No(s)/Mail Date. .
2) x Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)

Paper No(s)/Mail Date 03/02/2017. yother .

U.S. Patent and Trademark Office

PTOL-326 (Rev. 11-13) Office Action Summary Petitioner's Exhibit 1303 Pﬂag‘@]l\&@[@ﬁ 280522



Application/Control Number: 14/693,400 Page 2
Art Unit: 2433

DETAILED ACTION

Notice of Pre-AlA or AIA Status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Response to Arguments
2. Applicant’s arguments with respect to claims 1-20 and 22-31 have been
considered but are moot because the arguments do not apply to any of the references
being used in the current rejection.
3. Applicant’s arguments, filed 03/02/2017, with respect to claims 1-20 and 22-31

have been fully considered and are persuasive.

Claim Rejections - 35 USC § 103
4. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102, if the differences between the subject matter sought to be patented
and the prior art are such that the subject matter as a whole would have been obvious at the
time the invention was made to a person having ordinary sKill in the art to which said subject
matter pertains. Patentability shall hot be negatived by the manner in which the invention was
made.

5. Claims 1-20 and 22-31 are rejected under pre-AlA 35 U.S.C. 103(a) as being

unpatentable over Jalfon et al., (US Publication No. 2012/0076072), hereinafter “Jalfon”,
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and further in view of Mukherjee et al., (US Publication No. 2007/007904), hereinafter

“Mukherjee”.

Regarding clam 1, Jalfon discloses

transmitting, to the device, a fake device identifier [Jalfon, paragraph 35, a response],
wherein the fake device identifier includes at least one of one or more random numbers
or one or more random characters to falsely identify the device in a probe request frame
in a search for at least one or the one or more access points around the device [Jalfon,

paragraphs 31 and 35].

Jalfon does not specifically disclose
providing, to a device, authenticated access point information regarding one or more

authenticated access points controlled by the server.

However, Mukherjee teaches a list of allowed access points (authenticated by the
server) that are stored on the wireless nodes [Mukherjee, paragraph 34].

It would have been obvious to one having ordinary skill in the art at the time the
invention was made to include authenticated access points for the mobile devices use
to ensure that access points are not hijacked or impersonated [Mukherjee, paragraph

33].

Regarding claim 2, Jalfon-Mukherjee further discloses
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wherein the one or more authenticated access points include a Wi-Fi access point

[Jalfon, paragraph 34].

Regarding claim 3, Jalfon-Mukherjee further discloses
wherein the transmitting the fake device identifier includes transmitting a fake media

access control (MAC) address [Jalfon, paragraphs 31 and 35].

Regarding claim 4, Jalfon-Mukherjee further discloses

wherein the providing the authenticated access point information regarding the one or
more authenticated access points includes providing at least one of a media access
control (MAC) address or a service set identifier (SSID) of each of the one or more

authenticated access points [Mukherjee, paragraph 34].

Regarding claim 5, Jalfon-Mukherjee further discloses

receiving, from a device, a probe request frame that includes a fake device identifier for
the device, wherein the fake device identifier includes at least one of one or more
random numbers or one or more random characters [Jalfon, paragraphs 31 and 35];
transmitting, to the device, a probe response frame that includes information regarding
the access point [Jalfon, paragraph 35];

receiving, from the device, a connection request that includes an authentic device

identifier for the device [Jalfon, paragraph 33]; and
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transmitting, to the device by the access point, an approval of the connection request
[Jalfon, paragraphs 31 and 33], wherein the access point is controlled by a server

[Mukherjee, paragraph 34].

Regarding claim 6, Jalfon-Mukherjee further discloses

receiving, from the device, an association request [Jalfon, paragraph 33];

transmitting to the device, an association response to the association request [Jalfon,
paragraphs 33 and 35]; and

facilitating connection of the device to a communication network via the access point in

accordance with the association response [Jalfon, paragraphs 33 and 35].

Regarding claim 7, Jalfon-Mukherjee further discloses
wherein the access point includes a Wi-Fi access point, and wherein the communication

network includes a Wi-Fi network [Jalfon, paragraphs 34].

Regarding claim 8, Jalfon-Mukherjee further discloses
wherein the access point was previously communicatively coupled with the end device

[Mukherjee, paragraph 34].

Regarding claim 9, Jalfon-Mukherjee further discloses

wherein the authentic device identifier includes a media access control (MAC) address

[Jalfon, paragraphs 33-35].
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Regarding claim 10, Jalfon-Mukherjee further discloses
wherein the information regarding the access point includes at least one of a media
access control (MAC) address of the access point or a service set identifier (SSID) of

the access point [Mukherjee, paragraph 34].

Regarding claim 11, Jalfon-Mukherjee further discloses

receiving, from a server [Mukherjee, paragraph 34], a fake device identifier for the
device, wherein the fake device identifier includes at least one of one or more random
numbers or one or more random characters to falsely identify the device in a probe
request frame [Jalfon, paragraphs 33 and 35];

transmitting, to at least one access point, the probe request frame that includes the fake
device identifier [Jalfon, paragraphs 31 and 35];

receiving, from the at least one access point, a probe response frame that includes
information regarding the at least one access point [Jalfon, paragraphs 31 and 35];
determining, based at least in part on the information regarding the at least one access
point, that the at least one access point is an authenticated access point [Mukherjee,
paragraph 34]; and

transmitting, to the at least one access point, a connection request that includes an

authentic device identifier for the device [Jalfon, paragraphs 33-35].

Regarding claim 12, Jalfon-Mukherjee further discloses
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wherein the receiving the fake device identifier includes receiving a fake media access

control (MAC) address [Jalfon, paragraphs 33-35].

Regarding claim 13, Jalfon-Mukherjee further discloses
determining that the at least one access point is under control of the server [Mukherjee,

paragraph 34].

Regarding claim 14, Jalfon-Mukherjee further discloses

determining that the at least one access point is included in an authenticated access
point list [Mukherjee, paragraph 34],

wherein the authenticated access point list is stored in a memory [Mukherjee, paragraph
34], and

wherein the authenticated access point list is received from the server [Mukherjee,

paragraph 34, the list is approved by the server].

Regarding claim 15, Jalfon-Mukherjee further discloses

receiving, from the at least one access point, an approval of the connection request
[Jalfon, paragraphs 33-35];

transmitting, to the at least one access point, an association request [Jalfon, paragraphs
33-35];

receiving, from the at least one access point, an association response to the association

request [Jalfon, paragraphs 33-35]; and
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connecting to a communication network via the at least one access point in accordance

with the association response [Jalfon, paragraphs 33-35].

Regarding claim 16, Jalfon-Mukherjee further discloses

generating a fake device identifier for the device, wherein the fake device identifier
includes at least one of one or more random numbers or one or more random
characters [Jalfon, paragraphs 33-35];

transmitting, to at least one access point, a probe request frame that includes the fake
device identifier [Jalfon, paragraphs 33-35];

receiving, from the at least one access point, a probe response frame that includes
information regarding the at least one access point [Jalfon, paragraphs 33-35];
determining, based at least in part on the information regarding the at least one access
point, that the at least one access point is an authenticated access point, wherein the
determining includes determining that the at least one access point is under control of a
server [Mukherjee, paragraph 34]; and

transmitting, to the at least one access point, a connection request that includes an

authentic device identifier for the device [Jalfon, paragraphs 33-35].

Regarding claim 17, Jalfon-Mukherjee further discloses

wherein the fake device identifier includes a fake media access control (MAC) address

[Jalfon, paragraphs 33-35].
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Regarding claim 18, Jalfon-Mukherjee further discloses
wherein the information regarding the at least one access point includes at least one of
a media access control (MAC) address of the at least one access point or a service set

identifier (SSID) of the at least one access point [Mukherjee, paragraph 34].

Regarding claim 19, Jalfon-Mukherjee further discloses
determining that the at least one access point was previously connected with the device

[Mukherjee, paragraph 34].

Regarding claim 20, Jalfon-Mukherjee further discloses
determining that the at least one access point is included in an authenticated access

point list received from the server and stored in a memory [Mukherjee, paragraph 34].

Regarding claim 22, Jalfon-Mukherjee further discloses

receiving, from the at least one access point, an approval of the connection request
[Jalfon, paragraphs 33-35];

transmitting, to the at least one access point, an association request [Jalfon, paragraphs
33-35];

receiving, from the at least one access point, an association response to the association
request [Jalfon, paragraphs 33-35]; and

connecting to a communication network via the at least one access point in accordance

with the association response [Jalfon, paragraphs 33-35].
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Regarding claim 23, Jalfon-Mukherjee further discloses

generating a collection including at least one of one or more random numbers or one or
more random characters to provide a fake device identifier for the device so to falsely
identify the device in a probe request frame [Jalfon, paragraphs 33-35];

transmitting, in a search for at least one available access point around the device, the
probe request frame that includes the fake device identifier [Jalfon, paragraphs 33-35];
receiving, from tat least one access point around the device, a probe response frame
that includes information regarding the at least one access point [Jalfon, paragraphs 33-
33];

determining, based at least in part on the information regarding the at least one access
point, that the at least one access point is an authenticated access point [Mukherjee,
paragraph 34]; and

transmitting, to the at least one access point, a connection request that includes an

authentic device identifier for the device [Jalfon, paragraphs 33-35].

Regarding claim 24, Jalfon-Mukherjee further discloses

wherein the generating the collection that includes at least one of one or more random
numbers or one or more random characters comprises configuring the collection as a
fake media access control (MAC) address [Jalfon, paragraphs 33-35], and

the fake device identifier includes the fake media access control (MAC) address [Jalfon,

paragraphs 33-35].
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Regarding claim 25, Jalfon-Mukherjee further discloses

storing the fake device identifier in a memory [Jalfon, paragraph 33-35].

Regarding claim 26, Jalfon-Mukherjee further discloses

a processor [Jalfon, paragraph 38];

at least one communication interface [Jalfon, paragraph 38];

a transmitter to transmit, to at least one access point via the at least one communication
interface, a probe request frame including a fake device identifier for a device, wherein
the fake device identifier includes at least one of the one or more random numbers or
one or more random characters [Jalfon, paragraphs 33-35];

a receiver to receive, from the at least one access point via the at least one
communication interface, a probe response frame including information regarding the at
least one access point [Jalfon, paragraphs 33-35];

a memory to store the information regarding the at least one access point [Mukherjee,
paragraph 34]; and

a determination unit to determine, under control of the processor and based at least in
part on the information regarding the at least one access point, whether the at least one
access point is an authenticated access point and under control of a server [Mukherjee,
paragraph 34];

wherein the transmitter further transmits to the at least one access point, a connection

request including an authentic device identifier of the device [Jalfon, paragraphs 33-35]
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in response to a determination by the determination unit that the at least one access
point is the authenticated access point and under control of the server [Mukherjee,

paragraph 34].

Regarding claim 27, Jalfon-Mukherjee further discloses
wherein the fake device identifier includes a fake media access control (MAC) address

[Jalfon, paragraphs 33-35].

Regarding claim 28, Jalfon-Mukherjee further discloses
a fake device identifier generation unit to generate, under control of the processor, the

fake device identifier [Jalfon, paragraphs 33-35].

Regarding claim 29, Jalfon-Mukherjee further discloses

wherein memory stores the fake device identifier [Jalfon, paragraphs 33-35].
Regarding claim 30, Jalfon-Mukherjee further discloses

wherein the at least one access point includes a Wi-Fi access point, and the at least
one communication interface is configured for communication with a Wi-Fi network

[Jalfon, paragraphs 33-35].

Regarding claim 31, Jalfon-Mukherjee further discloses

Petitioner's Exhibit 1003 Page 141 of 285



Application/Control Number: 14/693,400 Page 13
Art Unit: 2433

wherein the determination unit further determines whether the at least one access point
is included in an authenticated access point list stored in the memory [Mukherjee,
paragraph 34], and

the authenticated access point list is provided via the receiver [Mukherjee, paragraph

34].

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to WILLIAM GOODCHILD whose telephone number is
(5671)270-1589. The examiner can normally be reached on Monday - Friday / 8:00 AM -
4:00 PM EST.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Jeffrey Pwu can be reached on (571) 272-6798. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/WILLIAM GOODCHILD/
Primary Examiner, Art Unit 2433
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Application Serial No. 14/693,400
Response to Non-Final Office Action mailed on May 24, 2017
Docket No.: 2582-2.737BS

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Hyoung-Gon LEE Examiner: GOODCHILD, WILLIAM J.
Appl. No.: 14/693,400 Art Unit: 2433
Filed: April 22, 2015 Confirmation No.: 7248
Docket No.: 2582-2.737BS
To: COMMISSIONER FOR PATENTS
P.O. Box 1450

Alexandria, VA 22313-1450

From: Daniel J. Stanger
Customer No. 86636
Brundidge & Stanger, PC
1925 Ballenger Ave., Suite 560
Alexandria, VA 22314

RESPONSE TO NON-FINAL OFFICE ACTION

Dear Commissioner:
In response to the Non-Final Office Action dated May 24, 2017, entry of the following

amendments and consideration of the accompanying remarks is respectfully requested.
Amendments to the Claims are reflected in the listing of claims, which begins on page 2

of this paper.
Remarks begin on page 9 of this paper.
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Docket No.: 2582-2.737BS

AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the application.

1. (Currently Amended) A method performed by a server, the method comprising:

providing;transmitting, by the server to a device, authenticated access point information

regarding one or more authenticated access points, wherein the one or more authenticated access
points are controlled by the server; and

transmitting, by the server to the device, a fake device identifier, wherein the fake device
identifier includes at least one of one or more random numbers or one or more random characters
to falsely identify the device in a probe request frame in a search for at least one of the one or

more authenticated access points around the device.

2. (Original) The method of Claim 1, wherein the one or more authenticated access points

include a Wi-Fi access point.

3. (Previously Presented) The method of Claim 1, wherein the transmitting the fake

device identifier includes transmitting a fake media access control (MAC) address.

4. (Currently Amended) The method of Claim 1, wherein the previding-transmitting the
authenticated access point information regarding the one or more authenticated access points
includes previding-{ransmitting at least one of a media access control (MAC) address or a service

set identifier (SSID) of each of the one or more authenticated access points.

5. (Currently Amended) A method performed by an access point, the method comprising:

receiving, by the access point from a device, a probe request frame that includes a fake

device identifier for the device, wherein the fake device identifier is received at the device from a

server, and wherein the fake device identifier includes at least one of one or more random

numbers or one or more random characters;
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transmitting, by the access point to the device, a probe response frame that includes

information regarding the access point;

receiving, by the access point from the device, a connection request that includes an

authentic device identifier for the device; and

transmitting, by the access point to the device-by-the-aceesspeint, an approval of the

connection request, wherein the access point is controlled by[[ a]]_the server.

6. (Original) The method of Claim 5, further comprising:

receiving, from the device, an association request;

transmitting, to the device, an association response to the association request; and
facilitating connection of the device to a communication network via the access point in

accordance with the association response.

7. (Previously Presented) The method of Claim 6, wherein the access point includes a

Wi-Fi access point, and wherein the communication network includes a Wi-Fi network.

8. (Previously Presented) The method of Claim 5, wherein the access point was

previously communicatively coupled with the device.

9. (Original) The method of Claim 5, wherein the authentic device identifier includes a

media access control (MAC) address.

10. (Original) The method of Claim 5, wherein the information regarding the access point
includes at least one of a media access control (MAC) address of the access point or a service set

identifier (SSID) of the access point.

11. (Currently Amended) A method performed by a device, the method comprising:
receiving, from a server, a fake device identifier for the device, wherein the received fake
device identifier includes at least one of one or more random numbers or one or more random

characters, to falsely identify the device in a probe request frame;
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transmitting, to at least one access point, the probe request frame that includes the
received fake device identifier;

receiving, from the at least one access point, a probe response frame that includes
information regarding the at least one access point;

determining, based at least, in part, on the information regarding the at least one access
point, that the at least one access point is an authenticated access point; and

transmitting, to the at least one access point, a connection request that includes an

authentic device identifier for the device.

12. (Previously Presented) The method of Claim 11, wherein the receiving the fake

device identifier includes receiving a fake media access control (MAC) address.

13. (Currently Amended) The method of Claim 11, wherein the determining, based at
least, in part, on the information regarding the at least one access point, that the at least one
access point is an authenticated access point, comprises:

determining that the at least one access point is under control of the server.

14. (Currently Amended) The method of Claim 11, wherein the determining, based at
least, in part, on the information regarding the at least one access point, that the at least one
access point is an authenticated access point, comprises:

determining that the at least one access point is included in an authenticated access point
list,

wherein the authenticated access point list is stored in a memory, and

wherein the authenticated access point list is received from the server.

15. (Previously Presented) The method of Claim 11, further comprising:

receiving, from the at least one access point, an approval of the connection request;
transmitting, to the at least one access point, an association request;

receiving, from the at least one access point, an association response to the association

request; and
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connecting to a communication network via the at least one access point in accordance

with the association response.

16. (Currently Amended) A method performed by a device, the method comprising:

generating a fake device identifier for the device, wherein the fake device identifier
includes at least one of one or more random numbers or one or more random characters;

transmitting, to at least one access point, a probe request frame that includes the fake
device identifier;

receiving, from the at least one access point, a probe response frame that includes
information regarding the at least one access point;

determining, based at least, in part, on the information regarding the at least one access
point, that the at least one access point is an authenticated access point, wherein the determining
includes determining that the at least one access point is under control of a server; and

transmitting, to the at least one access point, a connection request that includes an

authentic device identifier for the device.

17. (Original) The method of Claim 16, wherein the fake device identifier includes a fake

media access control (MAC) address.

18. (Original) The method of Claim 16, wherein the information regarding the at least
one access point includes at least one of a media access control (MAC) address of the at least one

access point or a service set identifier (SSID) of the at least one access point.

19. (Currently Amended) The method of Claim 16, wherein the determining, based at
least, in part, on the information regarding the at least one access point, that the at least one
access point is an authenticated access point, includes:

determining that the at least one access point was previously connected with the device.
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20. (Currently Amended) The method of Claim 16, wherein the determining, based at
least, in part, on the information regarding the at least one access point, that the at least one
access point is an authenticated access point, includes:

determining that the at least one access point is included in an authenticated access point

list received from the server and stored in a memory.

21. (Canceled)

22. (Previously Presented) The method of Claim 16, further comprising:

receiving, from the at least one access point, an approval of the connection request;

transmitting, to the at least one access point, an association request;

receiving, from the at least one access point, an association response to the association
request; and

connecting to a communication network via the at least one access point in accordance

with the association response.

23. (Currently Amended) A method performed by a device, the method comprising:
generating a collection #elading-that includes at least one of one or more random
numbers or one or more random characters to provide a fake device identifier for the device so to

falsely identify the device in a probe request frame;

transmitting, in a search for at least one available access point around the device, the
probe request frame that includes the fake device identifier;

receiving, from at least one access point around the device, a probe response frame that
includes information regarding the at least one access point;

determining, based at least, in part, on the information regarding the at least one access

point, that the at least one access point is an authenticated access point, wherein the determining

includes determining that the at least one access point is under control of a server; and

transmitting, to the at least one access point, a connection request that includes an

authentic device identifier for the device.
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24. (Previously Presented) The method of Claim 23, wherein:

the generating the collection that includes at least one of one or more random numbers or
one or more random characters comprises configuring the collection as a fake media access
control (MAC) address, and

the fake device identifier includes the fake media access control (MAC) address.

25. (Previously Presented) The method of Claim 23, further comprising:

storing the fake device identifier in a memory.

26. (Currently Amended) A system, comprising:

a processor;

at least one communication interface;

a transmitter to transmit, to at least one access point via the at least one communication
interface, a probe request frame tnelading-that includes a fake device identifier for a device,
wherein the fake device identifier includes at least one of one or more random numbers or one or
more random characters;

a receiver to receive, from the at least one access point via the at least one
communication interface, a probe response frame #eludinge-that includes information regarding
the at least one access point;

a memory to store the information regarding the at least one access point; and

a determination unit to determine, under control of the processor and based at least, in
part, on the information regarding the at least one access point, whether the at least one access
point is an authenticated access point and is under control of a server,

wherein the transmitter further transmits to the at least one access point, a connection
request setuding-that includes an authentic device identifier for the device, in response to a
determination by the determination unit that the at least one access point is the authenticated

access point and is under control of the server.

27. (Original) The system of Claim 26, wherein the fake device identifier includes a fake

media access control (MAC) address.
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28. (Previously Presented) The system of Claim 26, further comprising:
a fake device identifier generation unit to generate, under control of the processor, the

fake device identifier.

29. (Currently Amended) The system of Claim 26, wherein the memory stores the fake

device identifier.

30. (Previously Presented) The system of Claim 26, wherein the at least one access point
includes a Wi-Fi access point, and the at least one communication interface is configured for

communication with a Wi-Fi network.

31. (Previously Presented) The system of Claim 26, wherein:
the determination unit further determines whether the at least one access point is included
in an authenticated access point list stored in the memory, and

the authenticated access point list is provided via the receiver.
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REMARKS

Reconsideration and allowance of the above-identified application are respectfully
requested. Claims 1-20 and 22-31 are currently pending. Claims 1, 4, 5, 11, 13, 14, 16, 19, 20,
23, 26, and 29 are currently amended. Support for the amendments can be found at least in
paragraph [0023] of the specification as filed. Claim 21 was previously canceled without

prejudice. No new matter is added.

Claim Rejections — 35 U.S.C. § 103
Claims 1-20 and 22-31 were rejected under pre-AIA 35 U.S.C. § 103(a) as allegedly being
unpatentable over U.S. Patent Application Publication No. 2012/0076072 (Jalfon) in view of
U.S. Patent Application Publication No. 2007/007904 (Mukherjee).

Note: In the list of references cited (form PTO-892), the Mukherjee reference corresponds to
U.S. Application Publication No. 2007/0097904. However, at pages 2 and 3, in the rejection
heading of claims 1-20 and 22-31, it appears that the Office Action has inadvertently cited “U.S.
Application Publication No. 2007/007904” as being the Mukherjee reference.

The rejection of claims 1-20 and 22-31 is respectfully traversed as detailed below:

Independent claims 1, 16, 23, and 26
It is respectfully submitted that Jalfon and Mukherjee, either alone or in combination, fail
to teach or suggest all the features as set forth in amended independent claim 1.

For example, amended independent claim 1 recites “transmitting, by the server to a

device, authenticated access point information regarding one or more authenticated access

points, wherein the one or more authenticated access points are controlled by the server”

(emphasis added), which is not taught or suggested by the combination of Jalfon and Mukherjee.
The Office Action on page 3, states that “Jalfon does not specifically disclose providing,
to a device, authenticated access point information regarding one or more authenticated access
points controlled by the server,” as previously recited in independent claim 1. Further, the Office
Action, on page 3, alleges that “Mukherjee teaches a list of allowed access points (authenticated

by the server) that are stored on the wireless nodes [Mukherjee, paragraph 34].”
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Mukherjee, in paragraphs [0027], [0028], and [0034] respectively recites:

“The access point 70 and wireless nodes 60
communicate using packets. Each packet comprises an
authentication token, an origination address and a destination
address. The addresses may be MAC addresses, for example.”

“During the communicating, the access point 70 reads and
stores the respective authentication tokens and origination
addresses wirelessly transmitted from the wireless nodes 60 for
defining an allowed wireless node list 72. Each wireless node 60
reads and stores the authentication token and origination
address wirelessly transmitted from the access point 70 for
defining an allowed access point list 62.”

“In office networks where there may be several access
points with different MAC addresses using the same AAA
authentication token, the MAC addresses of all allowed access
points along with the authenticating token of the AAA server
(in most cases the public key) be stored on all wireless nodes.
The authentication tokens and MAC addresses of all clients are
also stored on all access points.” (Emphasis Added)

Mukherjee, in the cited portions or elsewhere, describes a method to detect and prevent
attack on wireless nodes and access points in a wireless network. During communication, the
wireless nodes read and store respective authentication tokens and origination addresses from the
access points to define an allowed access point list. Further, an authentication server is connected
to a distribution system, to authenticate a wireless node that connects to the distribution system.

The Office Action appears to equate Mukherjee’s “allowed access point list” with the
recited “authenticated access points” of amended independent claim 1.

Mukherjee, at best, describes that the wireless nodes are configured to read and store
respective authentication tokens and origination addresses of the access points that communicate
with the wireless nodes, to define the allowed access point list. However, Mukherjee, does not
disclose that the authentication server transmits authenticated access point information to the
wireless nodes, regarding one or more authenticated access points that are controlled by the
authentication server.

Assuming, arguendo, Mukherjee’s authentication server (presumably equated to the
recited “server” of amended independent claim 1) is connected to the distribution system and

authenticates the wireless node that connects to the distribution server, it is submitted that the

10
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allowed access point list of Mukherjee shall still be generated by a wireless node and not by the
authentication server.

Furthermore, Mukherjee fails to disclose that the allowed access point list is received at
the authentication server from the wireless node to facilitate further transmission by the
authentication server.

In view thereof, it is respectfully submitted that the authentication server of Mukherjee
cannot transmit authenticated access point information regarding one or more authenticated
access points to a wireless node, wherein the one or more authenticated access points are
controlled by the authentication server.

Therefore, Mukherjee fails to contemplate “transmitting, by the authentication server to a

wireless node, authenticated access point information regarding one or more authenticated access

points, wherein the one or more authenticated access points are controlled by the authentication

server” as recited in amended independent claim 1

Jalfon, in the cited portions or elsewhere, describes system and method to maintain
privacy in a wireless network. The wireless network includes one or more access points and a
device to be communicatively coupled with respective one or more access points. The device
transmits a probe request frame using different fake MAC addresses, in search of the respective
one or more access points.

However, Jalfon fails to cure the deficiencies of Mukherjee.

Further, the Office Action on page 3, alleges that “[i]t would have been obvious to one
having ordinary skill in the art at the time the invention was made to include authenticated access
points for the mobile devices use to ensure that access points are not hijacked or impersonated.”

In this regard, it is respectfully submitted that Jalfon’s device is configured to not reveal
and share information, data or parameters with other devices of the wireless network, unless
authenticated. In fact, an allocated unique MAC address associated with the Jalfon’s device is
not meant to be revealed and shared while searching for the respective access point. Thus,
Jalfon’s principle of operation implies transmitting a probe request frame by use of the different
fake MAC addresses in search of the respective access point, without revealing the allocated

unique MAC address associated with the device.

11
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In view thereof, it is further submitted that the modification in Jalfon to include
“authenticated access points” of Mukherjee to define an authenticated access point list for
Jalfon’s device, will require an initial revelation of the allocated unique MAC address
associated with the wireless devices to the other wireless devices (alleged “access points” ),
thereby changing the basic principle under which Jalfon’s device is meant to be operated.
Hence, the proposed modification would change the basic principle under which Jalfon’s
teaching was meant to be implemented.

However, MPEP § 2143.01(V]) states that “[i]f the proposed modification or
combination of the prior art would change the principle of operation of the prior art invention
being modified, then the teachings of the references are not sufficient to render the claims prima

facie obvious.”

Therefore, it is respectfully submitted that there is no suggestion or motivation to a

person of ordinary skill in the art to modify Jalfon with Mukherjee, as alleged by the Office
Action. Hence, a prima facie case of obviousness has not been established.

Hence, Jalfon and Mukherjee, either alone or in combination, fails to teach or suggest
“transmitting, by the server to a device, authenticated access point information regarding one or
more authenticated access points, wherein the one or more authenticated access points are

controlled by the server” as recited by amended independent claim 1.

Independent claim 16 and 23

Independent claims 16 and 23 recite “wherein the determining includes determining that
the at least one access point is under control of a server” analogous to independent claim 1.
Hence, with reference to the reasons submitted above for independent claim 1, the combination
of Jaflon and Mukherjee fails to teach or suggest all the recitations as set forth in independent

claims 16 and 23.

Independent claim 26
Independent claim 26 recites “a determination unit to determine, under control of the
processor and based at least, in part, on the information regarding the at least one access point,

whether the at least one access point is an authenticated access point and is under control of a

12
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server” analogous to independent claim 1. Hence, with reference to the reasons submitted above
for independent claim 1, the combination of Jaflon and Mukherjee fails to teach or suggest all
the recitations as set forth in independent claim 26.

Accordingly, it is respectfully requested that the rejection of independent claims 1, 16,

23, and 26 under pre-AIA 35 U.S.C. § 103(a) be withdrawn.

Independent claims 5 and 11

It is respectfully submitted that Jalfon and Mukherjee fail to teach or suggest all the
claimed features as set forth in amended independent claim 11.

For example, amended independent claim 11 recites “receiving, from a server, a fake
device identifier for the device, wherein the received fake device identifier includes at least one

of one or more random numbers or one or more random characters, to falsely identify the device

in a probe request frame” (emphasis added), which is not taught or suggested by the combination

of Jalfon and Mukherjee.

With regard to claim 11, the Office Action, on page 6, alleges, “Jalfon-Mukherjee further
discloses receiving, from a server [Mukherjee, paragraph 34], a fake device identifier for the
device, wherein the fake device identifier includes at least one of one or more random numbers
or one or more random characters to falsely identify the device in a probe request frame [Jalfon,
paragraphs 33 and 35].”

Mukherjee, at best, describes a storage of an authenticating token on the wireless nodes
which is in contrast with the aspect of amended independent claim 11 that recites “receiving,
from a server, a fake device identifier for the device.” As such, Mukherjee’s authenticating token
comprises MAC address of allowed devices and thus, cannot include the fake device identifier
for the device.

Further, Jalfon, in paragraphs [0029], [0031], and [0035] respectively recites:

“As shown, wireless communication device 110 may
include a memory 122 to store MAC address sets 123 and
124.”

“As shown by blocks 260, 261 and 262, in a method or
flow according to embodiments of the invention, wireless
communication device A may transmit probe request frames
to a broadcast address in search of an access point. To send
such probe request frames, wireless communication device A

13
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may use MAC addresses other than its allocated MAC
address. As further shown by blocks 260, 261 and 262, wireless
communication device A may use a number of different fake
or ‘dummy’ MAC addresses until a connection is made with
the AP. As shown by block 260, in the first probe request frame
(transmitted to a broadcast address), wireless communication
device A may use MAC addresses ‘Al’.”

“For example, a MAC address may be selected
(according to any algorithm or method) from a set of MAC
addresses, e.g., MAC address set 124 shown in FIG. 1...As
shown by block 415, a flow may include determining a probe
response frame was received. For example, following
transmission of one or more probe request frames (that may
include respective one or more MAC addresses) as shown by
block 410 a probe response may be received, e.g., from an
access point. As shown, if a probe response frame is not
received (e.g., within a predefined period after a probe request
frame was transmitted) then sending a probe request frame as

shown by block 410 may be repeated. (Emphasis Added)”

Jalfon, in the cited portions or elsewhere, describes a system and method to maintain
privacy in a wireless network that includes one or more access points and a device to be
communicatively coupled with respective one or more access points. The device transmits a
probe request frame using different fake MAC addresses selected from a MAC address set stored
in a memory of the device, in search of the respective one or more access points. In response, the
device receives a probe response frame from the respective one or more access points.

Jalfon, at best, describes that the device receives a probe response frame from the
respective one or more access points, in response to the device’s probe request frame that
includes a fake or dummy MAC address associated with the device. However, Jalfon, nowhere

teaches or suggests, receiving, from a server, the fake MAC addresses that are to be associated

with the device.

Further, it is respectfully submitted that the dummy or fake MAC addresses associated
with the device, are generated from the MAC address sets, stored in the memory of the device
such is in contrast with receiving, from a server, a fake device identifier for the device.

In fact, Jalfon is silent on the server configured to transmit the fake device identifier to

the device.

14
Petitioner's Exhibit 1003 Page 175 of 285



Application Serial No. 14/693,400
Response to Non-Final Office Action mailed on May 24, 2017
Docket No.: 2582-2.737BS

Hence, Jalfon and Mukherjee, either alone or in combination, fails to teach or suggest
“receiving, from a server, a fake device identifier for the device, wherein the received fake device
identifier includes at least one of one or more random numbers or one or more random
characters to falsely identify the device in a probe request frame” as recited by amended
independent claim 11.

Independent claim 5 recites features analogous to amended independent claim 11. Hence,
with reference to the reasons submitted above for amended independent claim 11, the
combination of Jaflon and Mukherjee fails to teach or suggest all the recitations as set forth in
independent claim 5.

Accordingly, it is respectfully requested that the rejection of independent claim 5 and 11

under pre-AlA 35 U.S.C. § 103(a) be withdrawn.

Dependent claims 2-4, 6-10, 12-15, 17-20, 22, 24-25, and 27-31

Claims 2-4, 6-10, 12-15, 17-20, 22, 24-25, and 27-31 are also allowable at least by virtue
of their dependencies on claims 1, 5, 11, 16, 23, and 26 respectively, which have been shown to
be allowable above, and as well as for their additional recited features.

Accordingly, it is respectfully requested that the rejection of claims 2-4, 6-10, 12-15, 17-
20, 22, 24-25, and 27-31 under pre-AIA 35 U.S.C. § 103(a) be withdrawn as well.

Various other amendments are made to the claims as shown, so as to provide more
appropriate antecedent basis, to make the recitations within and between related claims more
consistent, to more precisely recite the subject matter contained therein, to make

typographical/grammatical edits, and/or to otherwise place such claims in better form.

15
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Conclusion

Therefore, in light of at least the foregoing, it is respectfully believed that the present
application is in condition for allowance. As a result, issuance of a Notice of Allowance for the
pending claims is respectfully requested.

The Examiner’s consideration of these Amendments and Remarks is appreciated and the
Examiner is cordially invited to contact the undersigned, should the Examiner have any
questions, comments, or suggestions.

Please charge any fees that may be due to Deposit Account No. 50-4888.

Respectfully submitted,

Brundidge & Stanger, P.C.

Date August 24, 2017 By: /Daniel J. Stanger/
Daniel J. Stanger
Reg. No. 32,846
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DETAILED ACTION

Notice of Pre-AlA or AIA Status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Response to Arguments
2. Applicant's arguments filed 08/24/2017 have been fully considered but they are

not persuasive.

A — Applicant argues: “it is respactiuily submitied that Jalfon and Mukherjee, either
alone or in combination, fail to teach or suggest all the features as sat forth in amendad
independent claim 1.

For example, amended independent claim 1 recites "iransmitling, by the serverto a

device, authenticated access point information regarding one or more authenticated

access points, wherein the one or more authenticalnd access pginis are conirolied by

the server” (emphasis added), which s not taught or suggesied by the combination of
Jalton and Mukhetjes.

The Gffice Action on page 3, states that “Jalfon does not specifically disclose providing,
10 a device, authenticated access point information regarding one or more authenticated
access points controlled by the server,” as previously reciled in independent claim 1.

Further, the Office Action, on page 3, alleges that "Mukherjes ieaches a list of ailowed
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access poinis {authenticated by the server) that are stored on the wirsless nodes
[Muldheries, parggraph 341"

dMukherjes, in paragraphs {00271, [0028], and [0034] raspectively racites:

“The access point 70 and wirsless nodes 80 communicate using packets. Each packet
comprizes an authentication ioken, an originalion address and a destination addrsss.
The addreases may be MAC addresses, for example.” "During the communicating, the
access point 70 reads and stores the respeciive authentication tokens and origination
addresses wirslessly ransmitied from the wireless nodes 60 for defining an aliowed
wirgless node list 72, Each wireless node 80 reads and stores the authentication {oken
and origingtion address wirelessly ransmitied from the access point 70 for defining an
allowed gaccess point list 627

"In office networks where there may be several accass points with different MAC
addresses using the sams AAA authenticalion ioken, the MAG addresses of all allowed
access points along with the guthenticating token of the AAA server {in most cases the
public Key) be stored on all wireless nodes.

The authentication ickens and MAC addrasses of all clients are also stored on all
access points.” (Emphasts Added)

Mukherjee, in the cited porlions or elsewhere, describes a method (o detect and prevent
attack on wireless nodes and access points in a wireless network. During
communication, the wirsless nodes read and siore respective authentication tokens and

origination addresses from the access poinis (o define an aliowed access point list
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Further, an authenticalion sarver is comnnsciad o a disiribulion system, 1o authenticale g
wireless node thai connects 1o the distribution sysiem.

The Office Action appears 1o equale Mukheriee's "allowed socess point Hst” with the
racited "authenticated access points” of amended independeant claim 1.

Mukherjees, at best, describes that the wireless nodes are configured 1o read and store
respective authenticalion tokens and originalion addresses of the ateess points that
communicate with the wireless nodes, to define the allowed access point list. However,
Mukherjes, doas not disclose that the authentication server transmits authenticated
access point information o the wireless nodes, regarding one or more autheniicated
access points that are conirolled by the authentication server.

Assuming, arguendo, Mukheriee's authentication server (presumably sguated o the
raciiad "sarver” of amended indapandent olaim 1) is connected to the distribution
system and authenticales the wireless node thal connects to the distribution server, i is
submitted that the allowed access poirt list of Mukherjes shall still be generated by a
wireless node and ngt by the authentication server.

Furthermore, Mukherjes falls [0 disclose that the allowed access point st is received al
the authenticalion server from the wireless node {o faciitate further transmission by the
authentication server.

in view thergof, it iz respectiully submilied that the authenticatlion server of Mukheriee
cannet ransmit authenticatad access point information regarding one or more
authenticated access points 1o 8 wireless node, wherein the ong or mare authenticated

access points are controlied by the guthentication server.
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Therefore, Mukherjee fails (o contemplale "ransmitting, by the authentication server to

a wirsless node, autherticaled access point informalion regarding one or more

authenticated agcess points, wherein the one or more suthenticated agcess points are

conirolled by the authentication server” as recited in amended indepeandent olaim 1

Jalfon, in the ciled portions or sisewhers, describes system and method {0 mainiain
privacy in g wireless network. The wireless network includes oneg or more access points
and a device to be communicatively coupled with respective oneg or more access points.
The device ransmils a probe request frame using different fake MAC addresses, in
search of the respactive ong OF MOre access poirts.

However, Jalfon fails {o cure the deficiencies of Mukherjee”.

A — The Examiner respectfully disagrees:

Mukherjee teaches several access points using the same AAA authentication token
from the AAA server [Mukherjee, paragraph 34] and wireless nodes connected to the
network require an authentication token from the authentication server [Mukherjee,
paragraph 26]. Further, it is the combination of Jalfon and Mukherjee used in the
rejection, and Jalfon teaches sending the fake MAC address, Mukherjee teaches that
the server (authentication) control the access points and it is obvious from the

combination that the MAC address source can be by design.

B — Applicant argues: “Furthar, the Office Action on page 3, alleges thal "[ijt would

have been cbvious 1o ong having ordinary skill in the art at the time the invention was
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mads o include authenticated acoess points for the mobile devices use 1o ensure that
access points are not hijlacked or impersongted.” In this regard, iU is reapectiully
submitted that Jalfon's device is configured to not reveal and share information, data or
parametars with other devices of the wirsless network, unless authenticated, Infact, an
allocated unique MAC address assaciated with the Jallon's device s nol meani to be
reveaied and shared while ssarching for the respective access point. Thus, Jdalfon's
principle of operation implies transmitling a probe reguest frame by use of the different
fake MAC addresses in search of the respaclive access point, without revealing the
aflocated unigus MAD address assonialed with the device,

in view thereot, it is further submilled thal the modification in Jdalfon to include
"authenticated access points” of Mukheriee o defing an authenticated access point fist
for Jaifor's device, will require an initial revelation of the alivcated unigue MAC addrass
associated with the wireless davices 10 the other wirsless devices {aileged "acoass
points”}, thereby changing the basic principle under which Jalfon's device i3 meant 1o be
operated. Hence, the proposaed maodification would change the basic principle under
which Jalfon's teaching was meant 1o be implemantad.

However, MPEPR § 2143.01(¥V1) siates that "I} the proposed modification or combination
of the prior art would change the principle of operation of the prior art invention being

modifiad, then the teachings of the references are not sufficient 1o render the claims

orima facie ghvious.”
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Thersfore, it is respectiully submitted that therg 8 no suggestion or motivation te a
peraon of ordinary skill in the art to modify Jalfon with Mulheries, as alleged by the
Office Action. Hence, a prima facie case of obviousness has not been established.
Hence, Jalfon and Mukherjes, either alone or in combination, fails o teach or suggest
"ransmitling, by the server 1o a device, autheniicaled access point information
regarding one or more authenticgted gecess points, wherein the one or more
authenticated access points are controlled by the server” as recited by amended

independent claim 1.7,

B — The Examiner respectfully disagrees:
The combination of Jalfon with Mukherjee could be accomplished by using the concepts

identified, not by changing the intended invention, but adding concepts.

C - Applicant argues: “

independent claim 16 and 28

independent claims 18 and 23 raciie "wherein the delermining includes determining that
the at least one access point s under conbrol of a server” analogous to independeant
claim 1. Henece, with reference 1o the reasons submitisd above for independent clalim 1,
the combination of Jaflon and Mukherjee {ails 1o 1sach or suggest all the recitalions as
sat forth in independent claims 16 and 23,

independent claim 26 Independant claim 26 recites "a delermination unil ig determing,

under control of the processor and based atl least, in part, on the informatlion regarding
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the al least one access point, whelher ihe at least one access point is an authenticataed

access point and s under control of a server” analogous (o independent claim 1. Hence,

with reference o the reasons submitted above for independent claim 1, the combination
of Jaflon and Mukherjee fails 1o teach or suggest &l the reciiations as set forth in
independeni claim 26

Accordingly, Lis respectiully requested that the rejection of independent claims 1, 18,
23, and 26 under pre-AlA 35 U.S.C. § 103{g) be withdrawn,

indepandent olaims 5 and 11

it is respectiully submitied that Jalfon and Mukherjes fail to teach or suggest all the
clgimed feagtures a8 set forth in amended independent claim 11,

For example, amended independent claim 11 reciles "receiving, from a server, a fake
device identifier for the device, wherein the received fake device identifier includes at
least one of one or more random numbers or one or more random characters, i falsely

identily the device in a probe request frame” (emphasis added), which iz not taught or

suggested by the combingtion of Jaifon and Mukherice,

With regard to claim 11, the Office Action, on page §, allegas, "Jalfon-Mukheriee further
discloses receiving, from a server [Mukherjes, paragraph 34], a fake device identifier for
the device, wherein the fake device identifier inciudes at least one of one or moreg
random numbers or one or more random characters to falsely identify the device in a
orobe request frame [Jalfon, paragraphs 33 and 351

Mukherjee, at best, describes g siorage of an authenticaling [oken on the wireless

nodes which is in contrast with the aspect of amended independent claim 11 that recites
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"receiving, from g server, g fake device identifier for the devics.” Ag such, Mukherjge's
authenticating ioken comprises MAC gddress of gllowed devices and thus, cannot
include the fake device identifier for the device.

Further, Jalfon, in paragraphs [0028], [C031], and [0035] respaciively recifes:

"As shown, wireless communication device 110 may include a memory 122 {0 siore
MAC address sels 123 and 1247

"As shown by blocks 2860, 261 and 282, in a meathod or flow gecording to embodiments
of the invention, wireless communication devica A may ransmil probe request frames {o
& broadeast address In search of an access poinl. To send such probe request rames,
wirsless communication device A may use MAC addresses other than iis aliccaled
MAC address. As further shown by Diocks 260, 261 and 262, wirgiess communication
device A may use a number of different fake or 'dummy’ MAC addrasses untii g
connection is made with the AP, Az shown by block 280, i the first probe request frame
dransmitted to & broadoast address), wirsless communication device A may use MAC
agidresses Al

"For exampls, a MAC address may be salected (according (o any algorithm or method)
from a set of MAC addresses, e.¢., MAD address sst 124 shown in FiGG. 1. As shown
by block 415, 3 flow may include delermining a probe response frame was received, For
gxample, foliowing transmission of one or mare probe request frames {that may include
raspactive ang or more MAC addresses) as shown by block 410 a wrobe response may
be received, e.¢., from an access poinl. As shown, i a probe response frame s not

received {e.q., within g predefined period after g probe request frame was ransimitied)
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then sending a probe request rame as shown by block 410 may be repealed.
{Emphasis Added)”

Jalfon, in the cited portions or elsewhsre, dasoribes a system and method to maintain
privacy in a wirgless natwork that includes one or more access points and a device [
be communicalively coupled with respeciive one or more access points. The device
fransmits g probe request frame using different fake MAC addresses selected from a
MAC address set stored in a memory of the device, in search of the respective one or
more ancess points. Inresponsa, the devics receives a probe response frame from the
respective ong OF MOre access points,

Jalton, al best, describes thal the device recelves a probe response frame from the
respective one or more access points, in responss o the device's probe requsest frame
that includes a fake or dummy MAC address associated with the device, However,

Jalfon, nowhere teaches or suggests, recelving, from a server, the [ake MAC addresses

that are [o be associated willy the devige.

Further, it is respectiully submitted that the dummy or fake MAC addresses associated
with the device, are generated from the MAC address sets, stored in the memary of the
device such is In conirast with receiving, from a server, a fake device wentifier for the
device.

in fact, Jalfon is silent on the server configured 1o fransmit the fake device identifier o
the device,

Henoce, Jatfon and Mukherjee, either alone or in combinalion, {falls {0 teach or suggest

"receiving, from g server, g fake device identifier for the device, wherein the recsived

Petitioner's Exhibit 1003 Page 191 of 285



Application/Control Number: 14/693,400 Page 11
Art Unit: 2433

fake device ideniifier includss al least one of one or more random numbers or one or
maore random characiers to ialsely identity the device in g probe request frame” as
recited by amended independent claim 11,

independent claim 5 raciles features analogous o amended indepandent olaim 11,
Henoe, with reference 1o the reasons submilted above for amended indepandent claim
11, the combination of Jaflon and Mukherjee fails 1o teach or suggest all the reciiations
as set forth in independent claim 5.

Accordingly, it is respentfully requested that the rejection of independent claim 5 and 11
under pre-AlA 35 LLS.C. § 103{a) be withdrawn,

Dependent claims 2-4, §-10, 12-15, 17-20, 22, 24-25, and 27-31

Claims 2-4, 6-10, 12-15, 17-20, 22, 24-25, and 27-31 are also gllowable at least by
virtiue of their dependencias on claims 1, §, 11, 18, 23, and 28 reapactively, which have
been shown (o e allowable above, and as well as for thelr addiional recited fsaturas,
Accordingly, Lis reapectiully requested that the rejection of claims 2-4, 6-10, 12-15, 17-
20, 22, 24-25, and 27-31 under pre-AlA 35 U.5.0. § 103{zg) be withdrawn as well.
Yarious othar amendmenis are made 1o the claims as shown, 80 as 1o provide mare
appropriale antecedent basis, o make the reciiations within and between related clams
more consisient, io more precisely recite the subiect maiter contained therein, 1o make

typographical/grammatical edits, and/or to otherwise place such claims in betler form.”.

C - The Examiner respectfully disagrees:

See argumerts related o & and B above,
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Claim Rejections - 35 USC § 103
3. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102, if the differences between the subject matter sought to be patented
and the prior art are such that the subject matter as a whole would have been obvious at the
time the invention was made to a person having ordinary skill in the art to which said subject
matter pertains. Patentability shall hot be negatived by the manner in which the invention was
made.

4. Claims 1-20 and 22-31 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Jalfon et al., (US Publication No. 2012/0076072), hereinafter “Jalfon”,
and further in view of Mukherjee et al., (US Publication No. 2007/007904), hereinafter

“Mukherjee”.

Regarding clam 1, Jalfon discloses

transmitting, to the device, a fake device identifier [Jalfon, paragraph 35, a response],
wherein the fake device identifier includes at least one of one or more random numbers
or one or more random characters to falsely identify the device in a probe request frame
in a search for at least one or the one or more access points around the device [Jalfon,

paragraphs 31 and 35].

Jalfon does not specifically disclose
transmitting, by the server to a device, authenticated access point information regarding
one or more authenticated access points, wherein the one or more authenticated

access points are controlled by the server.
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However, Mukherjee teaches access points authenticated by the server that are stored
on the wireless nodes [Mukherjee, paragraphs 26 and 34].

It would have been obvious to one having ordinary skill in the art at the time the
invention was made to include authenticated access points for the mobile devices use
to ensure that access points are not hijacked or impersonated [Mukherjee, paragraph

33].

Regarding claim 2, Jalfon-Mukherjee further discloses
wherein the one or more authenticated access points include a Wi-Fi access point

[Jalfon, paragraph 34].

Regarding claim 3, Jalfon-Mukherjee further discloses
wherein the transmitting the fake device identifier includes transmitting a fake media

access control (MAC) address [Jalfon, paragraphs 31 and 35].

Regarding claim 4, Jalfon-Mukherjee further discloses

wherein the transmitting the authenticated access point information regarding the one or
more authenticated access points includes transmitting at least one of a media access
control (MAC) address or a service set identifier (SSID) of each of the one or more

authenticated access points [Mukherjee, paragraph 34].

Regarding claim 5, Jalfon-Mukherjee further discloses
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receiving, by the access point from a device, a probe request frame that includes a fake
device identifier for the device, wherein the fake device identifier is received at the
device from a server [Mukherjee, paragraphs 26 and 34], and wherein the fake device
identifier includes at least one of one or more random numbers or one or more random
characters [Jalfon, paragraphs 31 and 35];

transmitting, by the access point to the device, a probe response frame that includes
information regarding the access point [Jalfon, paragraph 35];

receiving, by the access point from the device, a connection request that includes an
authentic device identifier for the device [Jalfon, paragraph 33]; and

transmitting, by the access point to the device, an approval of the connection request
[Jalfon, paragraphs 31 and 33], wherein the access point is controlled by the server

[Mukherjee, paragraph 34].

Regarding claim 6, Jalfon-Mukherjee further discloses

receiving, from the device, an association request [Jalfon, paragraph 33];

transmitting to the device, an association response to the association request [Jalfon,
paragraphs 33 and 35]; and

facilitating connection of the device to a communication network via the access point in

accordance with the association response [Jalfon, paragraphs 33 and 35].

Regarding claim 7, Jalfon-Mukherjee further discloses
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wherein the access point includes a Wi-Fi access point, and wherein the communication

network includes a Wi-Fi network [Jalfon, paragraphs 34].

Regarding claim 8, Jalfon-Mukherjee further discloses
wherein the access point was previously communicatively coupled with the end device

[Mukherjee, paragraph 34].

Regarding claim 9, Jalfon-Mukherjee further discloses
wherein the authentic device identifier includes a media access control (MAC) address

[Jalfon, paragraphs 33-35].

Regarding claim 10, Jalfon-Mukherjee further discloses
wherein the information regarding the access point includes at least one of a media
access control (MAC) address of the access point or a service set identifier (SSID) of

the access point [Mukherjee, paragraph 34].

Regarding claim 11, Jalfon-Mukherjee further discloses

receiving, from a server [Mukherjee, paragraphs 26 and 34], a fake device identifier for
the device, wherein the received fake device identifier includes at least one of one or
more random numbers or one or more random characters to falsely identify the device

in a probe request frame [Jalfon, paragraphs 33 and 35];
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transmitting, to at least one access point, the probe request frame that includes the
received fake device identifier [Jalfon, paragraphs 31 and 35];

receiving, from the at least one access point, a probe response frame that includes
information regarding the at least one access point [Jalfon, paragraphs 31 and 35];
determining, based at least in part on the information regarding the at least one access
point, that the at least one access point is an authenticated access point [Mukherjee,
paragraph 34]; and

transmitting, to the at least one access point, a connection request that includes an

authentic device identifier for the device [Jalfon, paragraphs 33-35].

Regarding claim 12, Jalfon-Mukherjee further discloses
wherein the receiving the fake device identifier includes receiving a fake media access

control (MAC) address [Jalfon, paragraphs 33-35].

Regarding claim 13, Jalfon-Mukherjee further discloses
determining that the at least one access point is under control of the server [Mukherjee,

paragraphs 26 and 34].

Regarding claim 14, Jalfon-Mukherjee further discloses

determining that the at least one access point is included in an authenticated access

point list [Mukherjee, paragraphs 26 and 34],
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wherein the authenticated access point list is stored in a memory [Mukherjee,
paragraphs 26 and 34], and
wherein the authenticated access point list is received from the server [Mukherjee,

paragraphs 26 and 34, the list is approved by the server].

Regarding claim 15, Jalfon-Mukherjee further discloses

receiving, from the at least one access point, an approval of the connection request
[Jalfon, paragraphs 33-35];

transmitting, to the at least one access point, an association request [Jalfon, paragraphs
33-35];

receiving, from the at least one access point, an association response to the association
request [Jalfon, paragraphs 33-35]; and

connecting to a communication network via the at least one access point in accordance

with the association response [Jalfon, paragraphs 33-35].

Regarding claim 16, Jalfon-Mukherjee further discloses

generating a fake device identifier for the device, wherein the fake device identifier
includes at least one of one or more random numbers or one or more random
characters [Jalfon, paragraphs 33-35];

transmitting, to at least one access point, a probe request frame that includes the fake

device identifier [Jalfon, paragraphs 33-35];
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receiving, from the at least one access point, a probe response frame that includes
information regarding the at least one access point [Jalfon, paragraphs 33-35];
determining, based at least, in part, on the information regarding the at least one access
point, that the at least one access point is an authenticated access point, wherein the
determining includes determining that the at least one access point is under control of a
server [Mukherjee, paragraph 34]; and

transmitting, to the at least one access point, a connection request that includes an

authentic device identifier for the device [Jalfon, paragraphs 33-35].

Regarding claim 17, Jalfon-Mukherjee further discloses
wherein the fake device identifier includes a fake media access control (MAC) address

[Jalfon, paragraphs 33-35].

Regarding claim 18, Jalfon-Mukherjee further discloses
wherein the information regarding the at least one access point includes at least one of
a media access control (MAC) address of the at least one access point or a service set

identifier (SSID) of the at least one access point [Mukherjee, paragraph 34].

Regarding claim 19, Jalfon-Mukherjee further discloses

determining that the at least one access point was previously connected with the device

[Mukherjee, paragraph 34].
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Regarding claim 20, Jalfon-Mukherjee further discloses
determining that the at least one access point is included in an authenticated access

point list received from the server and stored in a memory [Mukherjee, paragraph 34].

Regarding claim 22, Jalfon-Mukherjee further discloses

receiving, from the at least one access point, an approval of the connection request
[Jalfon, paragraphs 33-35];

transmitting, to the at least one access point, an association request [Jalfon, paragraphs
33-35];

receiving, from the at least one access point, an association response to the association
request [Jalfon, paragraphs 33-35]; and

connecting to a communication network via the at least one access point in accordance

with the association response [Jalfon, paragraphs 33-35].

Regarding claim 23, Jalfon-Mukherjee further discloses

generating a collection that includes at least one of one or more random numbers or
one or more random characters to provide a fake device identifier for the device so to
falsely identify the device in a probe request frame [Jalfon, paragraphs 33-35];
transmitting, in a search for at least one available access point around the device, the

probe request frame that includes the fake device identifier [Jalfon, paragraphs 33-35];
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receiving, from tat least one access point around the device, a probe response frame
that includes information regarding the at least one access point [Jalfon, paragraphs 33-
33];

determining, based at least, in part, on the information regarding the at least one access
point, that the at least one access point is an authenticated access point, wherein the
determining includes determining that the at least one access point is under control of a
server [Mukherjee, paragraphs 26 and 34]; and

transmitting, to the at least one access point, a connection request that includes an

authentic device identifier for the device [Jalfon, paragraphs 33-35].

Regarding claim 24, Jalfon-Mukherjee further discloses

wherein the generating the collection that includes at least one of one or more random
numbers or one or more random characters comprises configuring the collection as a
fake media access control (MAC) address [Jalfon, paragraphs 33-35], and

the fake device identifier includes the fake media access control (MAC) address [Jalfon,

paragraphs 33-35].

Regarding claim 25, Jalfon-Mukherjee further discloses

storing the fake device identifier in a memory [Jalfon, paragraph 33-35].

Regarding claim 26, Jalfon-Mukherjee further discloses

a processor [Jalfon, paragraph 38];
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at least one communication interface [Jalfon, paragraph 38];

a transmitter to transmit, to at least one access point via the at least one communication
interface, a probe request frame that includes a fake device identifier for a device,
wherein the fake device identifier includes at least one of the one or more random
numbers or one or more random characters [Jalfon, paragraphs 33-35];

a receiver to receive, from the at least one access point via the at least one
communication interface, a probe response frame that includes information regarding
the at least one access point [Jalfon, paragraphs 33-35];

a memory to store the information regarding the at least one access point [Mukherjee,
paragraph 34]; and

a determination unit to determine, under control of the processor and based at least in
part on the information regarding the at least one access point, whether the at least one
access point is an authenticated access point and under control of a server [Mukherjee,
paragraph 34];

wherein the transmitter further transmits to the at least one access point, a connection
request that includes an authentic device identifier of the device [Jalfon, paragraphs 33-
35] in response to a determination by the determination unit that the at least one access
point is the authenticated access point and under control of the server [Mukherjee,

paragraph 34].

Regarding claim 27, Jalfon-Mukherjee further discloses
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wherein the fake device identifier includes a fake media access control (MAC) address

[Jalfon, paragraphs 33-35].

Regarding claim 28, Jalfon-Mukherjee further discloses
a fake device identifier generation unit to generate, under control of the processor, the

fake device identifier [Jalfon, paragraphs 33-35].

Regarding claim 29, Jalfon-Mukherjee further discloses

wherein the memory stores the fake device identifier [Jalfon, paragraphs 33-35].

Regarding claim 30, Jalfon-Mukherjee further discloses
wherein the at least one access point includes a Wi-Fi access point, and the at least
one communication interface is configured for communication with a Wi-Fi network

[Jalfon, paragraphs 33-35].

Regarding claim 31, Jalfon-Mukherjee further discloses

wherein the determination unit further determines whether the at least one access point
is included in an authenticated access point list stored in the memory [Mukherjee,
paragraph 34], and

the authenticated access point list is provided via the receiver [Mukherjee, paragraph

34].
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Conclusion
1. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to WILLIAM GOODCHILD whose telephone number is
(571)270-1589. The examiner can normally be reached on Monday - Friday / 8:00 AM -
4:00 PM EST.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Jeffrey Pwu can be reached on (571) 272-6798. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 14/693,400 Page 24
Art Unit: 2433

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/WILLIAM GOODCHILD/
Primary Examiner, Art Unit 2433
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Application Serial No. 14/693,400
Response to Final Office Action dated September 11, 2017
Docket No.: 2582-2.737BS

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Hyoung-Gon LEE Examiner: GOODCHILD, WILLIAM J
Appl. No.: 14/693,400 Art Unit: 2433
Filed: April 22, 2015 Confirmation No.: 7248
Docket No.: 2582-2.737BS
To: COMMISSIONER FOR PATENTS
P.O. Box 1450

Alexandria, VA 22313-1450

From: Daniel J. Stanger
Customer No. 86636
Brundidge & Stanger, PC
1925 Ballenger Ave., Suite 560
Alexandria, VA 22314

RESPONSE TO FINAL OFFICE ACTION UNDER 37 C.F.R. § 1.116
Sir:
In response to the Final Office Action dated September 11, 2017, entry of the following
amendments and consideration of the accompanying remarks is respectfully requested. This
paper is being submitted concurrently with a Certification and Request for Consideration under

the After Final Consideration Pilot Program 2.0.

Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims, which begins on page 3
of this paper.

Remarks begin on page 11 of this paper.
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Application Serial No. 14/693,400
Response to Final Office Action dated September 11, 2017
Docket No.: 2582-2.737BS

AMENDMENTS TO THE SPECIFICATION

Please amend the cross-reference paragraph (as previously submitted on March 2, 2017), on

page 1 of specification, as follows:

CROSS-REFERENCE TO RELATED APPLICATIONS

This Application is a Continuation Application under 35 U.S.C. § 120 of U.S. Patent
Application [[Ser. ]]No. 13/885,754, filed on May 16, 2013, which is a U.S. National Stage filing
under 35 U.S.C. § 371 of International Application [[Ser. ]]No. PCT/US12/66306, filed on
November 21, 2012. The disclosures of both U.S. Patent Application [[Ser. ]]No. 13/885,754 and
International Application [[Ser. ]]No. PCT/US12/66306 are hereby incorporated herein by

reference in their entireties.
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Application Serial No. 14/693,400
Response to Final Office Action dated September 11, 2017
Docket No.: 2582-2.737BS

AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the application.

1. (Currently Amended) A method performed by a server, the method comprising:

transmitting, by the server to a device, authenticated-acecesspointinformationregarding

an authenticated access point list that includes at least one of a media access control (MAC)

address or a service set identifier (SSID) of each of one or more authenticated access points,

wherein the one or more authenticated access points are controlled by the server; and

transmitting, by the server to the device, a fake device identifier, wherein the fake device
identifier includes at least one of one or more random numbers or one or more random characters
to falsely identify the device in a probe request frame in a search for at least one of the one or

more authenticated access points around the device.

2. (Original) The method of Claim 1, wherein the one or more authenticated access points

include a Wi-Fi access point.

3. (Previously Presented) The method of Claim 1, wherein the transmitting the fake

device identifier includes transmitting a fake media access control (MAC) address.

4. (Canceled)

5. (Currently Amended) A method performed by an access point, the method comprising:

receiving, by the access point from a device, a probe request frame that includes a fake
device identifier for the device, wherein the fake device identifier is received at the device from a
server, and wherein the fake device identifier includes at Ieast one of one or more random
numbers or one or more random characters;

transmitting, by the access point to the device, a probe response frame that includes

information regarding the access point;

receiving, by the access point from the device in response to the transmitting the probe

response frame, a connection request that includes an authentic device identifier for the device,
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wherein the receiving the connection request includes receiving the connection request in

response to an authentication of the access point based on an authenticated point list received at

the device from the server, and wherein the authenticated point list includes information that

indicates that the access point is an authenticated access point; and

transmitting, by the access point to the device_in response to the receiving the connection

request, an approval of the connection request, wherein the access point is controlled by the

SCrver.

6. (Original) The method of Claim 5, further comprising:

receiving, from the device, an association request;

transmitting, to the device, an association response to the association request; and
facilitating connection of the device to a communication network via the access point in

accordance with the association response.

7. (Previously Presented) The method of Claim 6, wherein the access point includes a

Wi-Fi access point, and wherein the communication network includes a Wi-Fi network.

8. (Previously Presented) The method of Claim 5, wherein the access point was

previously communicatively coupled with the device.

9. (Currently Amended) The method of Claim 5, wherein the authentic device identifier

includes a media access control (MAC) address_of the device.

10. (Original) The method of Claim 5, wherein the information regarding the access point
includes at least one of a media access control (MAC) address of the access point or a service set

identifier (SSID) of the access point.

11. (Currently Amended) A method performed by a device, the method comprising:

receiving, from a server, an authenticated access point list that includes information

regarding one or more access points that are controlled by the server;
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receiving, from [[a]]the server, a fake device identifier for the device, wherein the
received fake device identifier includes at least one of one or more random numbers or one or
more random characters, to falsely identify the device in a probe request frame;

transmitting, to at least one access point, the probe request frame that includes the
received fake device identifier;

receiving, from the at least one access point_in response to the transmitting the probe

request frame, a probe response frame that includes information regarding the at least one access
point;

determining, in response to the receiving the probe response frame and based at least, in

part, on the information regarding the at least one access point, [[that]]whether the at least one

access point is an authenticated access point, wherein the determining whether the at least one

access point is the authenticated access point includes determining whether the information

regarding the at least one access point is included in the authenticated access point list that is

received from the server; and

transmitting, to the at least one access point_in response to a determination that at least

one access point is the authenticated access point, a connection request that includes an authentic

device identifier for the device.

12. (Previously Presented) The method of Claim 11, wherein the receiving the fake

device identifier includes receiving a fake media access control (MAC) address.

13. (Currently Amended) The method of Claim 11, wherein the determining;based-at

part—on-the informationresarding the-atleast one-accesspoint—that whether the

information regarding the at least one access point is [[an]]included in the authenticated access

point_ list[[,]] comprises[[:]] determining [[that]]whether the at least one access point is under

control of the server.

14. (Currently Amended) The method of Claim 11, further comprising:-wherein-the
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wheretn-storing the authenticated access point list #s-stered-in a memory;ane
herein il henti 1 st List ved £ l .

15. (Currently Amended) The method of Claim 11, further comprising:
receiving, from the at least one access point, an approval of the connection request;

transmitting, to the at least one access point_in response to the receiving the approval of

the connection request, an association request;

receiving, from the at least one access point, an association response to the association
request; and
connecting to a communication network via the at least one access point in accordance

with the association response.

16. (Currently Amended) A method performed by a device, the method comprising:

receiving, from a server, an authenticated access point list that includes information

regarding one or more access points that are controlled by the server;

generating a fake device identifier for the device, wherein the fake device identifier
includes at least one of one or more random numbers or one or more random characters;

transmitting, to at least one access point, a probe request frame that includes the fake
device identifier;

receiving, from the at least one access point_in response to the transmitting the probe

request frame, a probe response frame that includes information regarding the at least one access
point;

determining, in response to the receiving the probe response frame and based at least, in

part, on the information regarding the at least one access point, [[that]]whether the at least one

access point is an authenticated access point, wherein the determining whether the at least one

access point is the authenticated access point includes determining [[that]]whether the

information regarding the at least one access point_is included in the authenticated access point

list that is received from the server, and wherein the determining whether the information
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regarding the at least one access point is included in the authenticated access point list includes

determining whether the at least one access point is under control of [[a]]the server; and

transmitting, to the at least one access point_in response to a determination that the at

least one access point is the authenticated access point, a connection request that includes an

authentic device identifier for the device.

17. (Currently Amended) The method of Claim 16, wherein the generating the fake
device identifier includes generating a fake media access control (MAC) address.

18. (Original) The method of Claim 16, wherein the information regarding the at least
one access point includes at least one of a media access control (MAC) address of the at least one

access point or a service set identifier (SSID) of the at least one access point.

19. (Currently Amended) The method of Claim 16, wherein the determining;-based-at

n-part-on-theinformationrecardine the-at least one-access-peointthat whether the at least

one access point is [[an]]the authenticated access point[[,]] further includes[[:]] determining

[[that]]whether the at least one access point was previously connected with the device.

20. (Currently Amended) The method of Claim 16, further comprising: wherein-the

determining-that the-at least one-aceesspointisineludedinan-storing the authenticated

access point list, received from the server,-and-stored in a memory.

21. (Canceled)

22. (Currently Amended) The method of Claim 16, further comprising:

receiving, from the at least one access point, an approval of the connection request;

transmitting, to the at least one access point_in response to the receiving the approval of

the connection request, an association request;
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receiving, from the at least one access point, an association response to the association
request; and
connecting to a communication network via the at least one access point in accordance

with the association response.

23. (Currently Amended) A method performed by a device, the method comprising:

receiving, from a server, an authenticated access point list that includes information

regarding one or more access points that are controlled by the server;

generating a collection that includes at least one of one or more random numbers or one
or more random characters to provide a fake device identifier for the device [[so ]]to falsely
identify the device in a probe request frame;

transmitting, in a search for at least one available access point around the device, the
probe request frame that includes the fake device identifier;

receiving, from at least one access point around the device_in response to the transmitting

the probe request frame, a probe response frame that includes information regarding the at least

one access point;

determining, in response to the receiving the probe response frame and based at least, in

part, on the information regarding the at least one access point, [[that]]whether the at least one

access point is an authenticated access point, wherein the determining whether the at least one

access point is the authenticated access point includes determining [[that]]whether the

information regarding the at least one access point_is included in the authenticated access point

list, and wherein the determining whether the information regarding the at least one access point

is included in the authenticated access point list includes determining whether the at least one

access point is under control of [[a]]the server; and

transmitting, to the at least one access point_in response to a determination that the at

least one access point is the authenticated access point, a connection request that includes an

authentic device identifier for the device.

24. (Currently Amended) The method of Claim 23, wherein:
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the generating the collection that includes the at least one of one or more random
numbers or one or more random characters comprises configuring the collection as a fake media
access control (MAC) address, and

the fake device identifier includes the fake media access control (MAC) address.

25. (Previously Presented) The method of Claim 23, further comprising:

storing the fake device identifier in a memory.

26. (Currently Amended) A system, comprising:

a processor;

at least one communication interface;

a transmitter to transmit, to at least one access point via the at least one communication
interface, a probe request frame that includes a fake device identifier for a device, wherein the
fake device identifier includes at least one of one or more random numbers or one or more
random characters;

a receiver to:

receive, from the at least one access point via the at least one communication
interface, a probe response frame that includes information regarding the at least one
access point; and

receive, from a server, an authenticated access point list that includes information

regarding one or more access points that are controlled by the server;

a memory to store the information regarding the at least one access point, and the

authenticated access point list; and

a determination unit to determine, under control of the processor and based at least, in
part, on the information regarding the at least one access point, whether the at least one access
point is an authenticated access point and is under control of a server,

wherein to determine whether the at least one access point is the authenticated access

point and is under control of the server, the determination unit determines whether the

information regarding the at least one access point is included in the authenticated access point

list, and
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wherein the transmitter further transmits to the at least one access point, a connection
request that includes an authentic device identifier for the device, in response to a determination

by the determination unit that the at least one access point is the authenticated access point and is

under control of the server.

27. (Original) The system of Claim 26, wherein the fake device identifier includes a fake

media access control (MAC) address.

28. (Previously Presented) The system of Claim 26, further comprising:
a fake device identifier generation unit to generate, under control of the processor, the

fake device identifier.

29. (Currently Amended) The system of Claim 26, wherein the memory further stores the

fake device identifier.

30. (Currently Amended) The system of Claim 26, wherein the at least one access point
includes a Wi-Fi access point, and wherein the at least one communication interface is

configured for communication with a Wi-Fi network.

31. (Canceled)

10
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REMARKS

Reconsideration and allowance of the above-identified application are respectfully
requested. Claims 1-3, 5-20, and 22-30 are currently pending. Claims 1, 5, 9, 11, 13-17, 19, 20,
22-24, 26, 29, and 30 are currently amended. Support for the amendments can be found at least
in paragraphs [0024], [0043], and [0045] of the specification as filed. Claims 4 and 31 are
canceled herein without prejudice, while claim 21 was previously canceled without prejudice. No

new matter is added.

Claim Rejections — 35 U.S.C. § 103
Claims 1-20 and 22-31 were rejected under pre-AIA 35 U.S.C. § 103(a) as allegedly being
unpatentable over U.S. Patent Application Publication No. 2012/0076072 (Jalfon) in view of
U.S. Patent Application Publication No. 2007/0097904 (Mukherjee).

Note: In the list of references cited (form PTO-892), the Mukherjee reference corresponds to
U.S. Application Publication No. 2007/0097904. However, at page 12, in the rejection heading
of claims 1-20 and 22-31, it appears that the Office Action has inadvertently cited “U.S.
Application Publication No. 2007/007904” as being the Mukherjee reference.

The rejection of claims 1-20 and 22-31 is respectfully addressed as detailed below:

Independent claim 1

It is respectfully submitted that Jalfon and Mukherjee, either alone or in combination, fail
to teach or suggest one or more features as set forth in amended independent claim 1.

For example, amended independent claim 1 recites “fransmitting, by the server to a
device, an authenticated access point list that includes at least one of a media access control
(MAC) address or a service set identifier (SSID) of each of one or more authenticated access
points,” which is not taught or suggested by the combination of Jalfon and Mukherjee.

The Office Action, on page 12, states that “Jalfon does not specifically disclose
transmitting, by the server to a device, authenticated access point information regarding one or
more authenticated access points, wherein the one or more authenticated access points are

controlled by the server.”

11
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However, the Office Action, on page 13, alleges that “Mukherjee teaches access points
authenticated by the server that are stored on the wireless nodes [Mukherjee, paragraphs 26 and
341>

Further, regarding, previously presented claim 4, the Office Action, on page 13, alleges
that Mukherjee in paragraph [0034] discloses “transmitting the authenticated access point
information regarding the one or more authenticated access points includes transmitting at least
one of a media access control (MAC) address or a service set identifier (SSID) of each of the one
or more authenticated access points.”

Mukherjee, in paragraphs [0026] and [0034], recites:

“When a wircless node 60 connects to the distribution system, a
user name and authentication token {(e.g., a password) is entered.
This information is passed to the authentication server 88, The
authentication server 94 checks that the information is correct.
Also connected to the distribution system is the Internet or other
LAN resonrces 188, The access point 70 and the wireless nodes 6{
operate based upon a PSK or 802.1x protocol, for example ... A
first requirement is that all nodes 6f, 70 cache the MAC address of
its communicating pariner along with the anthenticating credential
used by it. In effice networks where there may be several access
poinis with different MAC addresses using the same AAA
authentication token, the MAC addresses of all allowed access
points along with the authenticating token of the AAA server
{in_most cases the public kev) be stored on all wirveless nodes,
The authentication fokens and MAC addresses of all clients are
also stored on all access peoints. In other words, if node B
thaving, for example, 8 MAC address of $0-06-3B-15-04-B4
and an guthenticating teken joe harrv36) communicates with
node A at some point in the past, node A will cache the MAC
address  80-06-58-15-04-B4  with _joe barry36” (emphasis
added).

Mukherjee, in the cited portions or elsewhere, describes a plurality of wireless nodes and
a plurality of access points, where the plurality of wireless nodes and the plurality of access
points are associated with different media access control (MAC) addresses, respectively. When a
wireless node from the plurality of wireless nodes connects to a distribution system, a user name
and an authentication token is passed to an authentication/AAA server. The authentication/AAA

server checks whether the user name and the authentication token is correct or not.

12
Petitioner's Exhibit 1003 Page 226 of 285



Application Serial No. 14/693,400
Response to Final Office Action dated September 11, 2017
Docket No.: 2582-2.737BS

Further, Mukherjee describes that a wireless node does not associate with an access point
if both an authentication token and an address for that access point are not on an allowed access
point list. Similarly, an access point does not associate with a wireless node if both an
authentication token and address for that wireless node are not on an allowed wireless node list.
Furthermore, Mukherjee describes that the MAC addresses of all allowed access points along
with the authentication token of the authentication/AAA server is stored on all wireless nodes.

Hence, Mukherjee, at best, describes that the wireless nodes store the MAC addresses of
the allowed access points to determine if a particular access point is in the allowed access point
list.

However, Mukherjee does not teach or suggest that the authentication/AAA server (the
alleged “server”) transmits the MAC addresses of the allowed access points to the wireless
nodes (the alleged “device” ).

In fact, as emphasized above, Mukherjee describes that the wireless node caches MAC
addresses of access points with which the wireless node has previously communicated, to
generate the allowed access point list. See, emphasized recitations of Mukherjee reproduced
above.

Since, the wireless node in Mukherjee caches the MAC addresses of the access points,
based on its previous communication, to generate the allowed access point list, Mukherjee
cannot teach or suggest that the authentication/AAA server (the alleged “server”) transmits the

MAC addresses of the allowed access points to the wireless nodes.

In view of the foregoing, Mukherjee fails to teach or suggest “transmitting, by the server
to a device, an authenticated access point list that includes at least one of a media access control
(MAC) address or a service set identifier (SSID) of each of one or more authenticated access
points,” as recited by amended independent claim 1.

Further, Jalfon fails to cure the deficiencies of Mukherjee.

Hence, the combination of Jalfon and Mukherjee, fails to teach or suggest one or more
features as set forth above in amended independent claim 1.

Accordingly, it is respectfully requested that the rejection of independent claim 1 under

pre-AlIA 35 U.S.C. § 103(a) be withdrawn.

13
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Independent claims 5, 11, 16, 23, and 26

It is respectfully submitted that Jalfon and Mukherjee, either alone or in combination, fail
to teach or suggest one or more features as set forth in amended independent claim 11.

For example, amended independent claim 11 recites “receiving, from a server, an
authenticated access point list that includes information regarding one or more access points
that are controlled by the server ... wherein the determining whether the at least one access

point is the authenticated access point includes determining whether the information regarding

the at least one access point is included in the authenticated access point list that is received

from the server” (emphasis added), which is not taught or suggested by the combination of Jalfon

and Mukherjee.

As discussed above for independent claim 1, Mukherjee fails to teach or suggest
transmitting, by the authentication/AAA server, the allowed access point list (the alleged
“authenticated access point list”) to the wireless nodes. Consequently, Mukherjee cannot teach
or suggest “receiving, from a server, an authenticated access point list that includes information
regarding one or more access points that are controlled by the server.”

Further, as discussed above for independent claim 1, Mukherjee describes that the
wireless node does not associate with an access point if the access point is not on the allowed
access point list (the alleged “authenticated access point list”). However, the allowed access
point list of Mukherjee is generated by the wireless node themselves by caching the MAC
addresses of the access points with which the wireless node has previously communicated.

Hence, Mukherjee, at best, describes determining whether the MAC address of the access

point is in the allowed access point that is generated by the wireless node in order to determine

whether to associate with the access point or not.
However, Mukherjee nowhere teaches or suggests determining whether the MAC address

of the access point is in a list that is transmitted by the authentication/AAA server.

In fact, as discussed above, there is no disclosure, in Mukherjee, of any list that includes
information regarding allowed access points, being transmitted by the authentication/AAA server
to the wireless node. Consequently, Mukherjee cannot teach or suggest “determining whether the
at least one access point is the authenticated access point includes determining whether the

information regarding the at least one access point is included in the authenticated access point

14
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list that is received from the server” (emphasis added), as recited by amended independent claim

11.

Further, Jalfon fails to cure the deficiencies of Mukherjee.

Hence, the combination of Jalfon and Mukherjee, fails to teach or suggest one or more
features as set forth above in amended independent claim 11.

Amended independent claims 5, 16, 23, and 26 recite analogous features as amended
independent claim 11. Hence, the remarks presented above for amended independent claim 11
apply analogously to amended independent claims 5, 16, 23, and 26 as well.

Accordingly, it is respectfully requested that the rejection of independent claims 5, 11,

16, 23, and 26 under pre-AIA 35 U.S.C. § 103(a) be withdrawn.

Dependent claims 2-4, 6-10, 12-15, 17-20, 22, 24-25, and 27-31

Claims 2, 3, 6-10, 12-15, 17-20, 22, 24-25, and 27-30 are also allowable at least by virtue
of their dependencies on respective independent claims 1, 5, 11, 16, 23, and 26, which have been
shown to be allowable above, and as well as for their additional recited features.

Accordingly, it is respectfully requested that the rejection of claims 2, 3, 6-10, 12-15, 17-
20, 22, 24-25, and 27-30 under pre-AIA 35 U.S.C. § 103(a) be withdrawn as well.

The rejection of claims 4 and 31 is rendered moot in view of their cancelation.

Various other amendments are made to the claims as shown, so as to provide more
appropriate antecedent basis, to make the recitations within and between related claims more
consistent, to more precisely recite the subject matter contained therein, to make

typographical/grammatical edits, and/or to otherwise place such claims in better form.
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CONCLUSION
Therefore, in light of at least the foregoing, it is respectfully believed that the present

application is in condition for allowance. As a result, issuance of a Notice of Allowance for the
pending claims is respectfully requested.

The Examiner’s consideration of these Amendments and Remarks is appreciated and the
Examiner is cordially invited to contact the undersigned, should the Examiner have any
questions, comments, or suggestions.

Please charge any fees that may be due to Deposit Account No. 50-4888.

Respectfully submitted,

Brundidge & Stanger, P.C.

Date: November 13. 2017 By: /Daniel J. Stanger/
Daniel J. Stanger
Reg. No.: 32,846
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will process the submission consistent with current practice concerning responses after final rejection under
37 CFR 1.116, e.g., by mailing an advisory action.

o If the examiner determines that the amendment does not necessitate additional search and/or consideration, or if
the examiner determines that additional search and/or consideration is required and could be completed within
the allotted time, then the examiner will consider whether the amendment places the application in condition for
allowance (after completing the additional search and/or consideration, if required). If the examiner determines
that the amendment does not place the application in condition for allowance, then the examiner will contact the
applicant and request an interview.

. The interview will be conducted by the examiner, and if the examiner does not have negotiation
authority, a primary examiner and/or supervisory patent examiner will also participate.

. If the applicant declines the interview, or if the interview cannot be scheduled within ten {10) calendar
days from the date that the examiner first contacts the applicant, then the examiner will proceed
consistent with current practice concerning responses after final rejection under 37 CFR 1.116.
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
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of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuantto 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the pubilic if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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APPLICATION AS FILED — PART |

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date
Substitute for Form PTO-875 14/693,400 04/22/2015 | [ To be Mailed
eNTITY: [X] LARGE []smALL [ ] MicRO

AMENDMENT

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
D SEARCH FEE N/A N/A N/A
(37 CFR 1.16(K), (i), or (m))
|:| EXAMINATION FEE
{37 CFR 1.16(0), (p), or (qQ)) N/A N/A N/A
TOTAL CLAIMS , N
(87 CFR 1.16(1)) minus 20 = X3 =
INDEPENDENT CLAIMS , N
(87 CFR 1.16(h) minus 3 = X3 =
If the specification and drawings exceed 100 sheets
0 of paper, the application size fee due is $310 ($155
’(ASF;PC';;%U?(’:))S'ZE FEE for small entity) for each additional 50 sheets or
' fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
[] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 11/13/2017 AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
5 AMENDMENT PAID FOR
s ;I'?gaa)l) (37 CFR ~ 08 Minus | ** 31 -0 x $80 = 0
3 .
Independ .
Z oy |6 Minus | -6 -0 x 5420 - 0
<§t [] Application Size Fee (37 GFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
AMENDMENT PAID FOR
Total (37 cFR . ; .
1.16(i)) Minus = X $ =
Independent . !
(272€§r11.1ee?(h)) Minus = X $ =

] Application Size Fee (37 GFR 1.16(s))

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16()))

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

TOTAL ADD’L FEE

LIE
JAMES MASON

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Application No. Applicant(s)

14/693,400 LEE. H -G
AFCP 2.0 yerng e

DeCiSiOIl Examiner Art Unit AlA Status

WILLIAM J GOODCHILD 2433 No

This is in response to the After Final Consideration Pilot request filed 13 November 2017.

1. Improper Request — The AFCP 2.0 request is improper for the following reason(s) and the after final amendment submitted with
the request will be treated under pre-pilot procedure.
J An AFCP 2.0 request form PTO/SB/434 (or equivalent document) was not submitted.
Oa non-broadening amendment to at least one independent claim was not submitted.
LJ A proper AFCP 2.0 request was submitted in response to the most recent final rejection.

O other:
2. Proper Request

A. After final amendment submitted with the request will not be treated under AFCP 2.0.
The after final amendment cannot be reviewed and a search conducted within the guidelines of the pilot program.

(J The after final amendment will be treated under pre-pilot procedure.

B. Updated search and/or completed additional consideration.
The examiner performed an updated search and/or completed additional consideration of the after final amendment
within the time authorized for the pilot program. The result(s) of the updated search and/or completed additional
consideration are:

1. All of the rejections in the most recent final Office action are overcome and a Notice of Allowance is
issued herewith.

UJ 2. The after final amendment would not overcome all of the rejections in the most recent final Office action

See attached interview summary for further details.

[J 3. The after final amendment was reviewed, and it raises a new issue(s). See attached interview summary
for
further details.

(J 4. The after final amendment raises new issues, but would overcome all of the rejections in the most recent
final Office action. A decision on determining allowability could not be made within the guidelines of the
pilot. See attached interview summary for further details, including any newly discovered prior art.

5. Other:

Examiner Note: Please attach an interview summary when necessary as described above.

U.5.Patent and Trademark Office
PTOL-2323 (Rev. 10-14) AFCP 2.0 Decision Part of Paper No. 20171116
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Application Serial No. 14/693.,400
Response to Final Office Action dated September 11, 2017

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Hyoung-Gon LEE Examiner: GOODCHILD, WILLIAM ]
Appl. No.: 14/693.,400 Art Unit: 2433
Filed: April 22, 2015 Confirmation No.: 7248
Docket No.: 2582-2.737BS
To: COMMISSIONER FOR PATENTS
P.O. Box 1450

Alexandria, VA 22313-1450

From: Daniel J. Stanger
Customer No. 86636
Brundidge & Stanger, PC
1925 Ballenger Ave., Suite 560
Alexandria, VA 22314

RESPONSE TO FINAL OFFICE ACTION UNDER 37 C.F.R. § 1.116
Sir:
In response to the Final Office Action dated September 11, 2017, entry of the following
amendments and consideration of the accompanying remarks is respectfully requested. This
paper is being submitted concurrently with a Certification and Request for Consideration under

the After Final Consideration Pilot Program 2.0.

Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims, which begins on page 3
of this paper.

Remarks begin on page 11 of this paper.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Page 1 of 1

P.O_Box 1450

Www.uspto.gov

BIB DATA SHEET

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

Alexandria, Virginia 22313-1450

CONFIRMATION NO. 7248

Hyoung-Gon LEE, Seoul, KOREA, REPUBLIC OF;

** CONTINUING DATA * o
This application is a CON of 13/885,754 05/16/2013 PAT 9717005
which is a 371 of PCT/US12/66306 11/21/2012

** FOREIGN APPLICATIONS

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED **
05/01/2015

dede ek defedek

SERIAL NUMBER F'L'NSA?E 371(c) CLASS GROUP ART UNIT ATTORNhIIEg_DOCKET
14/693,400 04/22/2015 726 2433 2582-2.737BS
RULE
APPLICANTS
Empire Technology Development LLC, Wilmington, DE;
INVENTORS

Foreign Priority claimed U ves W No STATE OR SHEETS TOTAL INDEPENDENT
35 USC 119(a-d) conditions met [ Yes (A No () Wetafter COUNTRY |DRAWINGS | CLAIMS CLAIMS
Verified and g\gIE)Llé%I\IA-II‘IJ_DI KOREA, 6 31 6
Acknowledged “Examiners Signalure ‘Initials REPUBLIC OF
ADDRESS
BRUNDIDGE & STANGER, P.C.
1925 BALLENGER AVENUE, STE. 560
ALEXANDRIA, VA 22314
UNITED STATES
TITLE
SCHEMES FOR CONNECTING TO WIRELESS NETWORK
|0 All Fees

|11 1.16 Fees (Filing)

FEES: Authority has been given in Paper

FILING FEE : :
RECEIVED |No. to chargelcredit DEPOSIT ACCOUNT || 1117 Fees (Processing Ext. of time) |
3740 No. for following: |EI 1.18 Fees (Issue) |
|EI Other |
|0 Credit |

BIB (Rev. 05/07).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
86636 7590 12/14/2017
BRUNDIDGE & STANGER, P.C. GOODCHILD, WILLIAM I
1925 BALLENGER AVENUE, STE. 560
ALEXANDRIA, VA 22314 | ART UNIT PAPERNUMBER |
2433
DATE MAILED: 12/14/2017
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NO.
14/693,400 04/22/2015 Hyoung-Gon LEE 2582-2.737BS 7248

TITLE OF INVENTION: SCHEMES FOR CONNECTING TO WIRELESS NETWORK

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 $0 $0 $960 03/14/2018

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CT.OSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAIL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE FXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. It is
patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
dicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

86636 7390 12/14/2017 T hereby certify that this Fee%s Transmittal is being deposited with the United
BRUNDIDGE & STANGER, P.C. S(tﬁlrtes P(zistal Stelrvice virith sufficient postage é'g} first t():lass. mailbin an anelo;;e
addressed to the Mail Stop ISSUE FEE address above, or being facsimule
1925 BALLENGER AVENUE, STE. 560 transmitted to the USPTO (371) 273-2885, on the date indicated below.
ALEXANDRIA, VA 22314
{Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/693,400 04/22/2015 Hyoung-Gon LEE 2582-2.737BS 7248
TITLE OF INVENTION: SCHEMES FOR CONNECTING TO WIRELESS NETWORK
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 03/14/2018

| EXAMINER | ART UNIT | CLASS-SUBCLASS |

GOODCHILD, WILLIAM J 2433 726-004000

1. Ch:lmagseBc)Jf correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list

CFR .
(1) The names of up to 3 registered patent attorneys
(] Change of correspondence address {or Change of Correspondence or agents OR, alternatively,

Address form PTG/SB/122) attached. (2} The name of a single firm (having as a member a 2

[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTQ/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 re%mtered patent atforneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : U Individual [ Corporation or other private group entity U] Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Tssue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) (| Payment by credit card. Form PTC-2038 is attached.
[ Advance Order - # of Copies (] The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTQO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
14/693 400 04/22/2015 Hyoung-Gon LEE 2582-2 737BS 7248
86636 7500 12/14/2017 | EXAMINER |
BRUNDIDGE & STANGER, P.C. GOODCHILD, WILLIAM I
1925 BALLENGER AVENUE, STE. 560
ALEXANDRIA, VA 22314 | ART UNIT PAPER NUMBER |

2433

DATE MAILED: 12/14/2017

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000}

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)}(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b}3)B)(1) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office 1s no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that 1s mailed to applicant
approximately three weeks prior to the 1ssue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i} provides a valid OMB Control Number and cxplratlon
date for the agency to display on the instrument that will be used to collect the information and (1) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5¢b).

The information collected by PTOL-85 Part B 1s required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection 1s estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) rcquires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 1s voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not fumish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his’her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issnance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
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Application No. Applicant(s)
R . 14/693,400 LEE, Hyoung-Gon
Notice of Allowability Examiner Art Unit AlA Status
WILLIAM J GOODCHILD 2433 No

- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS} CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance {PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWARBILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.[¥ This communication is responsive to 11/13/2017 .
(J A declaration(s)affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on i the
restriction requirement and election have been incorporated into this action.

3.4 The allowed claim{s} isfare 1-3,5-20 and 22-30 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, blease see http:/iwww.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4 [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
ayJAl b)JsSome *c}[J None of the:
1. O Certified copies of the priority documents have been received.
2. O Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau {PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5[] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.
[J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {not the back}) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. ] DEPOSIT OF andfor INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. [J Examiner's Amendment/Comment

2. Information Disclosure Statements (PTQ/SB/08), 6. [ Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. Examiner's Comment Regarding Requirement for Deposit 7. ¥ Other PTO-2323 .

of Biological Material
4. Interview Summary (PTO-413),
Paper No./Mail Date. .

/William J. Goodchild/
Primary Examiner, Art Unit 2433

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20171116
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Application/Gontrol No.

Applicant{s)/Patent Under Reexamination
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Title: SCHEMES FOR CONNECTING TO WIRELESS NETWORK

TRANSMITTAL AND AMENDMENT UNDER 37 CFR § 1.312

Sir:
This paper is responsive to the Notice of Allowance mailed on December 14, 2017.

Please enter the following amendments:
Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims begin on page 3 of this paper.
Remarks begin on page 11 of this paper.
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AMENDMENTS TO THE SPECIFICATION

Please amend the cross-reference paragraph (as previously amended on November 13,

2017), on page 1 of the specification, as follows:

CROSS-REFERENCE TO RELATED APPLICATIONS
This Application is a Continuation Application under 35 U.S.C. § 120 of U.S. Patent
Application No. 13/885,754, filed on May 16, 2013, now U.S. Patent No. 9,717,005, which is a

U.S. National Stage filing under 35 U.S.C. § 371 of International Application No.
PCT/US12/66306, filed on November 21, 2012. The disclosures of both U.S. Patent Application
No. 13/885,754 and International Application No. PCT/US12/66306 are hereby incorporated

herein by reference in their entireties.
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the application.

1. (Previously Presented) A method performed by a server, the method comprising;

transmitting, by the server to a device, an authenticated access point list that includes at
least one of a media access control (MAC) address or a service set identifier (SSID) of each of
one or more authenticated access points, wherein the one or more authenticated access points are
controlled by the server; and

transmitting, by the server to the device, a fake device identifier, wherein the fake device
identifier includes at least one of one or more random numbers or one or more random characters
to falsely identify the device in a probe request frame in a search for at least one of the one or

more authenticated access points around the device.

2. (Original) The method of Claim 1, wherein the one or more authenticated access points

include a Wi-Fi access point.

3. (Previously Presented) The method of Claim 1, wherein the transmitting the fake

device identifier includes transmitting a fake media access control (MAC) address.

4. (Canceled)

5. (Previously Presented) A method performed by an access point, the method
comprising:

receiving, by the access point from a device, a probe request frame that includes a fake
device identifier for the device, wherein the fake device identifier is received at the device from a
server, and wherein the fake device identifier includes at least one of one or more random
numbers or one or more random characters;

transmitting, by the access point to the device, a probe response frame that includes
information regarding the access point;

receiving, by the access point from the device in response to the transmitting the probe

response frame, a connection request that includes an authentic device identifier for the device,
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wherein the receiving the connection request includes receiving the connection request in
response to an authentication of the access point based on an authenticated point list received at
the device from the server, and wherein the authenticated point list includes information that
indicates that the access point is an authenticated access point; and

transmitting, by the access point to the device in response to the receiving the connection
request, an approval of the connection request, wherein the access point is controlled by the

SErver.

6. (Original) The method of Claim 5, further comprising:

receiving, from the device, an association request;

transmitting, to the device, an association response to the association request; and
facilitating connection of the device to a communication network via the access point in

accordance with the association response.

7. (Previously Presented) The method of Claim 6, wherein the access point includes a

Wi-Fi access point, and wherein the communication network includes a Wi-Fi network.

8. (Previously Presented) The method of Claim 5, wherein the access point was

previously communicatively coupled with the device.

9. (Previously Presented) The method of Claim 5, wherein the authentic device identifier

includes a media access control (MAC) address of the device.

10. (Original) The method of Claim 5, wherein the information regarding the access point
includes at least one of a media access control (MAC) address of the access point or a service set

identifier (SSID) of the access point.
11. (Currently Amended) A method performed by a device, the method comprising:

receiving, from a server, an authenticated access point list that includes information

regarding one or more access points that are controlled by the server;
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receiving, from the server, a fake device identifier for the device, wherein the received
fake device identifier includes at least one of one or more random numbers or one or more
random characters|[[,]] to falsely identify the device in a probe request frame;

transmitting, to at least one access point, the probe request frame that includes the
received fake device identifier;

receiving, from the at least one access point in response to the transmitting the probe
request frame, a probe response frame that includes information regarding the at least one access
point;

determining, in response to the receiving the probe response frame and based at least, in
part, on the information regarding the at least one access point, whether the at least one access
point is an authenticated access point, wherein the determining whether the at least one access
point is the authenticated access point includes determining whether the information regarding
the at least one access point is included in the authenticated access point list that is received from
the server; and

transmitting, to the at least one access point in response to a determination that the at
least one access point is the authenticated access point, a connection request that includes an

authentic device identifier for the device.

12. (Previously Presented) The method of Claim 11, wherein the receiving the fake

device identifier includes receiving a fake media access control (MAC) address.
13. (Previously Presented) The method of Claim 11, wherein the determining whether the
information regarding the at least one access point is included in the authenticated access point

list comprises determining whether the at least one access point is under control of the server.

14. (Previously Presented) The method of Claim 11, further comprising:

storing the authenticated access point list in a memory.

15. (Previously Presented) The method of Claim 11, further comprising:

receiving, from the at least one access point, an approval of the connection request;
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transmitting, to the at least one access point in response to the receiving the approval of
the connection request, an association request;

receiving, from the at least one access point, an association response to the association
request; and

connecting to a communication network via the at least one access point in accordance

with the association response.

16. (Previously Presented) A method performed by a device, the method comprising:

receiving, from a server, an authenticated access point list that includes information
regarding one or more access points that are controlled by the server;

generating a fake device identifier for the device, wherein the fake device identifier
includes at least one of one or more random numbers or one or more random characters;

transmitting, to at least one access point, a probe request frame that includes the fake
device identifier;

receiving, from the at least one access point in response to the transmitting the probe
request frame, a probe response frame that includes information regarding the at least one access
point;

determining, in response to the receiving the probe response frame and based at least, in
part, on the information regarding the at least one access point, whether the at least one access
point is an authenticated access point, wherein the determining whether the at least one access
point is the authenticated access point includes determining whether the information regarding
the at least one access point is included in the authenticated access point list that is received from
the server, and wherein the determining whether the information regarding the at least one access
point is included in the authenticated access point list includes determining whether the at least
one access point is under control of the server; and

transmitting, to the at least one access point in response to a determination that the at
least one access point is the authenticated access point, a connection request that includes an

authentic device identifier for the device.

17. (Previously Presented) The method of Claim 16, wherein the generating the fake

device identifier includes generating a fake media access control (MAC) address.
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18. (Original) The method of Claim 16, wherein the information regarding the at least
one access point includes at least one of a media access control (MAC) address of the at least one

access point or a service set identifier (SSID) of the at least one access point.

19. (Previously Presented) The method of Claim 16, wherein the determining whether the
at least one access point is the authenticated access point further includes determining whether

the at least one access point was previously connected with the device.

20. (Previously Presented) The method of Claim 16, further comprising:

storing the authenticated access point list, received from the server, in a memory.

21. (Canceled)

22. (Previously Presented) The method of Claim 16, further comprising:

receiving, from the at least one access point, an approval of the connection request;

transmitting, to the at least one access point in response to the receiving the approval of
the connection request, an association request;

receiving, from the at least one access point, an association response to the association
request; and

connecting to a communication network via the at least one access point in accordance

with the association response.

23. (Previously Presented) A method performed by a device, the method comprising:

receiving, from a server, an authenticated access point list that includes information
regarding one or more access points that are controlled by the server;

generating a collection that includes at least one of one or more random numbers or one
or more random characters to provide a fake device identifier for the device to falsely identify
the device in a probe request frame;

transmitting, in a search for at least one available access point around the device, the

probe request frame that includes the fake device identifier;
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receiving, from at least one access point around the device in response to the transmitting
the probe request frame, a probe response frame that includes information regarding the at least
one access point;

determining, in response to the receiving the probe response frame and based at least, in
part, on the information regarding the at least one access point, whether the at least one access
point is an authenticated access point, wherein the determining whether the at least one access
point is the authenticated access point includes determining whether the information regarding
the at least one access point is included in the authenticated access point list, and wherein the
determining whether the information regarding the at least one access point is included in the
authenticated access point list includes determining whether the at least one access point is under
control of the server; and

transmitting, to the at least one access point in response to a determination that the at
least one access point is the authenticated access point, a connection request that includes an

authentic device identifier for the device.

24. (Previously Presented) The method of Claim 23, wherein:

the generating the collection that includes the at least one of one or more random
numbers or one or more random characters comprises configuring the collection as a fake media
access control (MAC) address, and

the fake device identifier includes the fake media access control (MAC) address.

25. (Previously Presented) The method of Claim 23, further comprising:

storing the fake device identifier in a memory.

26. (Currently Amended) A system, comprising:

a processor;

at least one communication interface;

a transmitter to transmit, to at least one access point via the at least one communication
interface, a probe request frame that includes a fake device identifier for a device, wherein the
fake device identifier includes at least one of one or more random numbers or one or more

random characters;
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a receiver to:
receive, from the at least one access point via the at least one communication
interface, a probe response frame that includes information regarding the at least one
access point; and
receive, from a server, an authenticated access point list that includes information
regarding one or more access points that are controlled by the server;
a memory to store the information regarding the at least one access point, and the
authenticated access point list; and
a determination unit to determine, under control of the processor and based at least, in
part, on the information regarding the at least one access point, whether the at least one access
point is an authenticated access point and is under control of [[a]]the server,
wherein to determine whether the at least one access point is the authenticated access
point and is under control of the server, the determination unit determines whether the
information regarding the at least one access point is included in the authenticated access point
list, and
wherein the transmitter further transmits to the at least one access point, a connection
request that includes an authentic device identifier for the device, in response to a determination
by the determination unit that the at least one access point is the authenticated access point and is

under control of the server.

27. (Original) The system of Claim 26, wherein the fake device identifier includes a fake

media access control (MAC) address.
28. (Previously Presented) The system of Claim 26, further comprising:
a fake device identifier generation unit to generate, under control of the processor, the

fake device identifier.

29. (Previously Presented) The system of Claim 26, wherein the memory further stores

the fake device identifier.
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30. (Previously Presented) The system of Claim 26, wherein the at least one access point
includes a Wi-Fi access point, and wherein the at least one communication interface is

configured for communication with a Wi-Fi network.

31. (Canceled)

10

Petitioner's Exhibit 1003 Page 265 of 285



S/N 14/693,400

REMARKS

The present amendments are submitted after the Notice of Allowance in accordance with

37 CFR § 1.312.

Amendments to the Specification

The specification is amended to correct minor informalities in the Cross-Reference to
Related Applications section. By entry of this amendment, the specification is made consistent
with the other papers that are of record in the file wrapper of the present application. Entry of the

amendments to the specification is respectfully requested.

Amendments to the Claims

Claims 11 and 26 have been amended to provide clarity, consistent use of terminology,
and to correct minor informalities identified during review of the application. Entry of the

amendments to claim 11 and 26 is respectfully requested.

11
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CONCLUSION

In view of the foregoing amendments, it is respectfully requested that the amendments
made to the present application be entered prior to patent issue, as allowed by 37 CFR § 1.312. If
the Examiner has any questions or comments concerning this matter, the Examiner is invited to

contact the undersigned attorney at the number below.

Sincerely,

/Stephen B. Schott /
Stephen B. Schott
Registration No. 51294
Spruce Law Group, LLC
1622 Spruce St
Philadelphia PA 19103
267.546.0624

12
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Application No.:  14/693,400 Confirmation No: 7248

Filed: April 22, 2015 Docket No.: 2582-2.737BS

Title: SCHEMES FOR CONNECTING TO WIRELESS NETWORK

TRANSMITTAL AND AMENDMENT UNDER 37 CFR § 1.312

Sir:
This paper is responsive to the Notice of Allowance mailed on December 14, 2017.

Please enter the following amendments:
Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims begin on page 3 of this paper.
Remarks begin on page 11 of this paper.
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14/693,400 LEE, Hyoung-Gon
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-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

1. @ The amendment filed on 10 March 2018 under 37 CFR 1.312 has been considered, and has been:

a) ¥
b) M)
C)D

entered.
entered as directed to matters of form not affecting the scope of the invention.

disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)
and the required fee to withdraw the application from issue.

disapproved. See explanation below.

entered in part. See explanation below.

/William J. Goodchild/
Primary Examiner, Art Unit 2433

U.S. Patent and Trademark Office
PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication Part of Paper No. 20180314
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This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file {(and by the
USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/for suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PT0-91989 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in
connection with your submission of the attached form related to a patent application or patent.
Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general
authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the
information solicited is voluntary; and (3) the principal purpose for which the information is used
by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent
and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the
patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including
disclosures to opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains,
when the individual has requested assistance from the Member with respect to the
subject matter of the record.

4. Arecordin this system of records may be disclosed, as a routine use, to a contractor of
the Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974,
as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty
in this system of records may be disclosed, as a routine use, to the International Bureau
of the World Intellectual Property Organization, pursuant to the Patent Cooperation
Treaty.

6. Arecordin this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant
to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency's responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public
after either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a
patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the
limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and
which application is referenced by either a published application, an application open to
public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.

Petitioner's Exhibit 1003 Page 280 of 285



Electronic Acknowledgement Receipt

EFS ID: 32189687
Application Number: 14693400
International Application Number:
Confirmation Number: 7248

Title of Invention:

SCHEMES FOR CONNECTING TO WIRELESS NETWORK

First Named Inventor/Applicant Name:

Hyoung-Gon LEE

Customer Number:

151685

Filer:

Ajay K. Gambhir/Dawn Minter

Filer Authorized By:

Ajay K. Gambhir

Attorney Docket Number:

2582-2.737BS

Receipt Date: 28-MAR-2018
Filing Date: 22-APR-2015
Time Stamp: 22:07:06

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Size( B){tes)/ Multl- 'Pages
Number Message Digest | Part/.zip| (ifappl.)
354001
1 Power of Attorney 2582-2737BS_aia0082.pdf no 3
08b79079541d6%e4a3beSalbf67d5794f48

329b2

Warnings:
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Information:

Total Files Size (in bytes): 354001

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
14/693,400 04/22/2015 Hyoung-Gon LEE 2582-2.737BS
CONFIRMATION NO. 7248
154241 POA ACCEPTANCE LETTER
IP Spring - Al
180 N. LaSalle St. IR D
Suite 3700 000000098485895

Chicago, IL 60601
Date Mailed: 04/04/2018

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 03/28/2018.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/afessehaye/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATIONNUMBER | FILING OR 371(C) DATE [ FIRSTNAMED APPLICANT | ATTY. DOCKET NO/TITLE |
14/693,400 04/22/2015 Hyoung-Gon LEE 2582-2.737BS
CONFIRMATION NO. 7248
151685 POWER OF ATTORNEY NOTICE

Clairvolex Inc.
IR I MR
000 98 68

Allied Inventors
111 E. Broadway 0000584858
Suite 725

Salt Lake City, UT 84111
Date Mailed: 04/04/2018

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 03/28/2018.
* The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/afessehaye/

page 1 of 1
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
14/693,400 05/01/2018 9961552 2582-2.737BS 7248
154241 7590 04/11/2018

IP Spring - Al

180 N. LaSalle St.
Suite 3700
Chicago, IL. 60601

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 107 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Hyoung-Gon LEE, Seoul, KOREA, REPUBLIC OF;
Empire Technology Development LL.C, Wilmington, DE;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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