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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

As set forth below, the Accused Products and their referenced structures and functions are designed to and do operate in an infringing 

manner and perform the claimed systems and methods each and every time an Accused Product is used as intended (i.e., to connect to 

a Wi-Fi network). The following claim chart sets forth exemplary evidence demonstrating Secure Wi-Fi's infringement theories, and 

showing where in the Accused Products each element of the asserted claims is found. The evidence included below for particular 

Accused Product(s) is exemplary, and is representative of infringement by other Accused Products, including those that use Android 

OS 10 or above or Wear OS 3 or above, as those products employ the same or similar structures and functionality in the same manner. 

This claim chart specifically addresses infringement of the asserted claims by Samsung's Accused Products using Android OS 10 or 

above or Wear OS 3 or above. These infringement contentions are illustrative rather than exhaustive. Although the Samsung Accused 

Products may differ in some respects, for example use of different operating systems, SOCs, mobile platforms, chipsets, and/or 

connectivity systems, any differences are not relevant with respect to the asserted claims of the '552 patent or Secure Wi-Fi's 

infringement allegations. On information and belief, the evidence cited in this claim chart is representative of how the other accused 

products would operate under similar conditions. Excerpts below may be annotated to highlight certain information, aid in readability, 

or for some other purpose. The annotations are not limiting. 

The Accused Products listed herein are not exhaustive. Secure Wi-Fi accuses any Samsung products with substantially similar MAC 

Randomization functionality to the expressly listed Accused Products. Moreover, it may be that the same underlying products have 

multiple identification numbers based on, inter alia, differences in geographic sales locations, customers, product colors, or other 

features that do not affect the structure and operation of such products and the infringement allegations herein. Secure Wi-Fi asserts 

that any such products infringe the asserted claims for the same reasons as identified herein. 

This infringement analysis is preliminary, and Secure Wi-Fi's investigation into Samsung's infringement is ongoing. Secure Wi-Fi 

reserves the right to provide additional theories under which Samsung products infringe this patent. 

Secure Wi-Fi reserves the right to supplement or modify these contentions as appropriate upon receipt of further information and 

discovery, or as otherwise permitted by the Court. Secure Wi-Fi has not completed its investigation of the facts in this case. For 

example, Defendant Samsung has not yet made complete production of technical documents for the Accused Products and algorithms 

discussed herein. Secure Wi-Fi reserves the right to provide additional theories under which Samsung products infringe this patent. This 

chart is being provided pursuant to the schedule in this case, and Secure Wi-Fi specifically reserves all rights to amend or supplement 

this claim chart with further evidence obtained during the further course of discovery. 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

U.S. Patent No. 
9,961,552 

Samsung Accused Products 

10. A method 
performed by a 
device, the method 
comprising 

To the extent the preamble is limiting, the Accused Products practice a method performed by a device. 

The Accused Products include Android OS 10 or above or Wear OS 3 or above. Each Accused Product includes 
an SoC and Wi-Fi connection functionality. As a specific example shown below, the Galaxy S23 includes the 
Android 13 operating system, which includes randomized MAC for Wi-Fi connections. It comprises an SoC, 
Snapdragon 8 Gen 2, a Wi-Fi chipset, and FastConnect. It connects to a Wi-Fi network using the Wi-Fi chipset. 
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https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-s9lluliaxaa/ 
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Galaxy S23  

1 II I 

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

httbs://www.androidbolice.com/samsung-galaxy-s23/ 

https://www.youtube.com/watch?v=BadWvxWe8y8 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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Quick Share 
ShoIt? rr , •e k with a nearby Galar,y user 
r hey IA be able to connect without entering the 
baSsw0, 1 

IP settings 

Proxy 

Metered network 
D014, (I 

MAC address type 
MAC  

MAC address 
20'ele al Od.Cn 4 

IP address 

https://www.youtube.com/watch?v=dT63df6nnqU 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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Samsung Galaxy 523 / Galaxy 523 Ultra - View MAC Address 

https://www.youtube.com/watch?v=AaMm2HHwb10 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

Featuring the Snapdragon X70 5G Modem RE System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm  
FastConnect-  7800 Mobile Connectivity System. 

• 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fi 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

• The Samsung Galaxy S23 series features Qualcomn-) Technologies' leading 

connectivity solutions, including the Snapdragon X70 Modem-RF System, 

the world's fastest and smartest 5G modem-RF system, and Qualcomm* 

FastConnect-  for high-speed and ultra-low latency and the latest 

Bluetooth audio enhancements. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as Wear OS 3.0. 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

 

In Android 10. MAC randomization is enabled by default for client mode. SoftAp, and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally, MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information. see MAC Randomization Behavior. 

https://source.androi d.com/docs/core/connect/wifi-mac-randomization 

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,desiRn%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  https://www.reddit.com/r/GalaxyWatch/comments/pcmkj 1/galaxy watch 4 wifi mac address/ 

 

[10a] receiving, 
from a server, an 
authenticated access 
point list that 
includes information 
regarding one or 
more access points 
that are controlled 
by the server; 

The Accused Products receive, from a server (e.g., the OS and/or a CPU and associated memory for storing and 
executing the OS and associated data), an authenticated access point list (e.g., previously connected access point 
list) that includes information (e.g., SSID, supported data rates, pre-shared keys, etc.) regarding one or more 
access points (e.g., previously connected access point) that are controlled by the server. 

As shown below, an example of the Accused Products contains an SoC, Snapdragon 8 Gen 2 with a Kryo CPU. 
Also, it supports Android 13 operating system and has an option for randomized MAC for Wi-Fi connections. 
The server generates a persistent randomized MAC address to be used with a Wi-Fi network. The server also 
stores a list of previously connected access points and provides that list to the device in connecting to Wi-Fi 
access points. The list comprises different information pertaining to previously connected access points such as 
SSID, pre-shared keys, etc. 
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Galaxy S23 

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

storage 
Options 

  

II LI 0 

   

12888 i 256GB 25668 I  51203 25668 51268 i 118 

Processor 

    

Qualcomm Snapdragon 8 Gen2 Mobile Platform for Qualcomm Snapdragon 8 Gen2 Mobile Platform for Quaicomm Snapdragon 8 Gen2 Mobile Platform for 

 

Galaxy Galaxy Galaxy 

 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-s911uliaxaa/ 
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CPU 
Kryo CPU 

• 64-bit Architecture 
- 1Prime core, up to 3.36 GHz2 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Snapdragon 

8 
G.n 2 

https://www ual c o mm.com/c ontent/dam/qcom m-martech/dm-a ssets/docum ents/S narodragon-8-G en-2 - 
Product-Brief.pdf 

Phone Galaxy S23  Galaxy S23+ Galaxy S23 Ultra 

5G, Wi- Fl 6E, Bluetooth 
Connectivity 

5.3, NFC 

5G, Wi-Fl 6E, Bluetooth SG, Wi-Fl 6E, Bluetooth 5.3, 

5.3, NFC, ultra-wideband NEC. ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

Galaxy S23 

.40000.. 11%, 
erogoismIN.• 

401.1% 
0 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/snecs/ 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/aualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

13 

Petitioner's Exhibit 1011 
Page 13 of 286 



MAC address type 
vAc 

• 
Quick Share 

• k , ,,th a nearby Galaxy G5er. 
- connott xvithmIt.  ,txt•xrint.i 

IP settings 
(.01: 

Proxy 

Metered network 
ca,ly 

MAC address 

IP address 

Randomiced MAC ,/ 

Phone MAC 

Quick Share 

IP settings 
1)t 

Proxy 

Metered network 

IP address 
- 
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GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.voutube.com/watch?v=dT63df6nnqU 
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WifiConfigStore.xml 

<?xml version='1.0" encoding="utf-8" standalone= yes' 

<WifiConfigStoreData> 

<int name="Version" value="3" /> 

<WifiCarrierInfoStoreManagerDataStores> 

<map name="MergedCarrierNetworkOffloadMap" I> 

<map name="UnmergedCarrierNetworkOffloadMap" I> 

</WifiCarrierInfoStoreManagerDataStores> 

<NetworkList> 

previously connected access-
points information list 

<Network> 

<WifiConfiguration> 

<string_n_amo7ConfigKey7>&quot:Testing  _Testing_1-2-3&quot;WPA_PSK</string> 

<string name="SSID">&quot:Testing _Testing_1-2-3&quot;</string> 

<string name="PreSharedKey">&quot:*YoureNotGettingThePassword!007&quot;</string> 

<null  name="WEWeys"  /> 

<int name="WEPTxKeyIndex" value="0" I> 

<boolean name="HiddenSSID" value="false" I> 

<boolean name="RequirePMF" value="false" I> 

<byte-array name="AllowedKeyMgmt" num="1">02</byte-array> 

<byte-array name="AllowedProtocols" num="1">03</byte-array> 

(byte-array  name="AllowedAuthAlgos" num="0"></byte-array> 

<byte-array name="AllowedGroupCiphers" num="1">Of</byte-array> 

<byte-array name="AllowedPairwiseCiphers" num="1">06</byte-array> 

<byte-array name="AllowedGroupMgmtCiphers" num="0"></byte-array> 

<byte-array rame="AllowedSuite6Ciphers" num="0"></bvte-array> 

htt s://twitter.cornfosh hickman 1 /status/1472553296187514889/ hoto/l 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

android / device / generic / goldfish / refs/tags/android-9.0.0 T34 /. / wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44a93c3386c8e42cf140bfe6a5 [filg]  [120 WIAng) 

<7xml version='1.0' encoding='utf-8' standalone='yes,  7> 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" /> 

'null. name="WEPKeys" /> 

<int name="WEPTxNeyIndex" value="0" I> 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

As shown, the Accused Products maintain a list of previously-connected access points which is matched to the 
access point's SSID received in the probe response. Each previously-connected access point is linked to a 
persistent MAC address for connecting to that access point. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID. security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t 

expected, or to enable parental controls. 
4  remember a device and allow users to bypass the login screen ad 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . /  will / WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3386c8e42cf140bfe6a5 [file] [log] [ame] 

<?xml version ='1.0' encoding.'utf-8 standalone-'yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="I" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot:</string> 

<null name="BSSID" I> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

^,mn-.144.1.4....,CCTII. ,N 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
doll 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot 1 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.1I-2012.pdf 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

httns://blog.pulsarsecurit .comi•referred-network-list-•nl  
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r 802.11 Management - Probe Response 

and 448 Microseconds) [32-33] 
0 
• 

13 If' 
33  111 

Probe Timestamp: 23996945615 Microseconds [24-31] 
Beacon Interval: 102 Time Units (104 MiLLiseconds, 
Capability Info=%0001000000000001 information regarding 
SSI D ID=0 55W Len=4 

 

SSID=OPEN 

  

E3 '4-  Supported Rates 

   

access point 

 

0  Element ID: 1 Supported Rotes  [42] 

    

• Length: 4 [43] 

   

* Supported Rate: 24.0 Mbps (BSS Basic Rote) [44] 

   

0  Supported Rate: 36.0 Mbps (Not BSS Basic Rote) [45] 

  

*  Supported Rate: 48.0 Mbps (Not BSS Basic Rote) [45] 

  

41  Supported Rate: 54.0 Mbps (Not BSS Basic Rote) [47] 

 

R 'tountry 
7 Country  [48] 
18 :49] 
AU [50-51] 
0x20 Any  [52] 

0  Element ID: 
0  length: 

41  Country Code: 

• Enviroment: 

 

91  Starting Channel: 36 [53] 

 

• Number of Channels: 4 [54] 

 

Max Tx Power (dBm): 23 [55] 

 

• Starting Channel: 52 [56] 

 

• Number of Channels: 4 [57] 

 

• Max Tx Power  (dBm): 23 [58] 

 

0  Starting Channel: 100 [59] 

 

0  Number of Channels: 5 [60] 

 

0  Max Tx Power (dBm): 30 [61] 

 

91  Starting Channel: 132 [62] 

 

• Number of Channels: 3 [63] 

 

0  Max Tx Power (dBm): 30 [64] 

 

Starting Channel: 149 [65] 

 

• Number of Channels: 5 [66] 
611 Max Tx Pnwer ftiRml. an 1'671 

probe response I--

 

information regarding 
access point 

74-  OBSS Load 

• Element ID: 11 QSSS Load [68.] 

9  Length: 

 

5 [69] 
• Station Count: 1 [70-71] 
I  Channel Utilization: 0 [72] 
• Avail Admission Capacity:26562 [73-74] 

4 HT Can= ID=4 Len=26  

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The CPU is a part of the SnapDragon SOC and coupled to the FastConnect network interface. 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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https://www.qual comm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-mobile-experiences-
unveiled  

The access points are controlled by the server. For example, the server, which serves the functionality of the 
Android operating system, controls connection and/or data transmission of the access points. The Accused 
Products support the Wi-Fl standard. According to the standard, the Accused Products inquire about available 
Wi-Fi access points using a probe request, which is generating by the mobile operating server. The probe request 
comprises identifying information, such as a wildcard SSID or SSID for one or more access points or a preferred 
network list which is a set of SSIDs to which the UE got connected previously. An access point receiving the 
probe request must provide a probe response. As a further example, an access point receives and transmits data 
under control of the mobile operating server. 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 
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The Accused Products receive from the server, a fake device identifier (e.g., randomized MAC address) for the 
device, wherein the received fake device identifier includes at least one of one or more random numbers or one 
or more random characters to falsely identify the device in a probe request frame (e.g., Wi-Fi probe request). 

The operating system is used to generate a random MAC address for the device. For example, the operating 
system generates a persistent randomized MAC address to be used with a Wi-Fi network. The operating system 
runs on a CPU (e.g., the Kryo CPU) of the SoC of the Accused Product. 

Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/usismartphonesigalaxy-s23/specs/ 

[10b] receiving, 
from the server, a 
fake device 
identifier for the 
device, wherein the 
received fake device 
identifier includes at 
least one of one or 
more random 
numbers or one or 
more random 
characters to falsely 
identify the device 
in a probe request 
frame; 
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CPU 
Kryo CPU 

• 64-bit Architecture 
• 1Prime core, up to 3.36 GHz= 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidoolice.com/samsung-galaxy-s23/ 

Snapdragon 

8 
Gen 2 
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Galaxy S23 Galaxy S23+ Galaxy S23 Ultra Phone 

5G, Wi-Fl 6E, Bluetooth 
Connectivity 

5.3, NFC 

5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 

5.3, NFC, ultra-wideband NFC, ultra-wideband 

httos://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

• ••••Isik 

• 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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MAC address type 
Rand .nu•.ud 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active3, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and.7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-brin g-the-fastest-
snapdragon-eve  

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

• a. 98%11 • 
Quick Share 

,alt a fle.lrby ualaxv USef. 
I'. bin 10 C0,1110:1 Wahl:WC entohng The 

IP settings 
Di•c, 

Proxy 

Metered network 
r...?4• • " tom I/ 

MAC address 

IP address 

Quick Share 

IP settings 
Ill 

Proxy 

Metered network 

IP address 

re10-24dcolff fe0d.rai 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
inquire about available Wi-Fi access points using a probe request. The probe request comprises a sender address 
field (e.g., device identifier). The server generates a random MAC address for use in the probe request. 

As shown below, the Accused Products utilize probe request frames. 

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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CTVAP 802.11- Probe Request! Response 

POSTED BY NAYAFtASI IN CWAP 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a  f-Qoa  

management frame asking what network is available on that channel. 

Probe Reguest are sent to the broadcast DA address (ff:ff:ff:ff:ff:ff).  Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received, 

STA moves to next channel & repeats the discovery process. 

TA sending Probe Request may specify the SSID they c.kars.  (called  directed 

probe request).  Then only IBSS STA or AP support that SSID will answer. 

vutu can 4.1iS, bisa: • (ie ). This is 

called  Wildcard SSID  or  Null Probe Request. 

https://mmcciew.com/2014/ I 0/27/cwap-802-11-probe-requestresponse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fi mobile devices to 

discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 

messages contain information about their sources (i.e.. MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

htt • s://www. sciencedirect.com/science/article/abs/ • ii/S1389128622000196  
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a fake device 
identifier. 

MAC Randomization Behavior  El - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access mint. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user orivacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  • The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings,  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

Network details e Q.. 0 

Network usage 
(), 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  

$ 

IP settings 

Proxy 
r GrIc. 

Metered network 

MAC address type 

MAC address 
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[10c] transmitting, 
to at least one access 
point, the probe 
request frame that 
includes the 
received fake device 
identifier; 

The Accused Products transmit, to at least one access point (e.g., Wi-Fi access point), the probe request frame 
(e.g., Wi-Fi probe request) that includes the received fake device identifier (e.g., randomized MAC address). 

The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
send probe requests to access points to inquire about available Wi-Fi access points using a probe request. The 
probe request comprises a sender address field (e.g., device identifier). The UE utilizes random a MAC address 
as the sender address in a probe request. 

The end user device transmits probe requests to identify available access points: 

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future. A client can use two scanning methods: active and passive. During an active 
scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 
passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 
passive scan generally takes more time, since the client must listen and wait for a beacon versus 
actively probing to find an AP. Another limitation with a passive scan is that if the client does not 
wait long enough on a channel, then the client may miss an AP beacon. 

httns://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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CTVAP 802.11- Probe Request! _Response 
POSTED BY NAYARASI IN CWAP z.:; 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a 

management frame asking what network is available on that channel. 

Probe Request are sent to the broadcast DA address (ff:ff:ff:ff:ff:ff).  Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received, 

STA moves to next channel & repeats the discovery process. 

STA sending Probe Request may specify the SSW they ;cf,5,kir,  (called  directed 

probe request).  TI-Ten only-IBSS—STA or AP support that SSID will answer. 

(ie ). This is 

called  Wildcard SSID  or  Null Probe Request. 

https://mmcciew.com/2014/10/27/cwap-802-11-orobe-requestresponse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fi mobile devices to 

discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 

messages contain information about their sources (i.e.. MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

htt s://www.sciencedirect.com/science/article/abs/ ii/S1389128622000196 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a fake device 
identifier. 

MAC Randomization Behavior  D- 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unrcast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

33 

Petitioner's Exhibit 1011 
Page 33 of 286 



Privacy 

I • • 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

Network details o 

Network usage 
Ii -

 

Figure 1. MAC randomization option. 

htths://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

$ 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

 

IP settings 
opicP 

Proxy 
Non., 

Metered network 

 

MAC address type 
N'Ac 

MAC address 

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

[1 Od] receiving, The Accused Products receive from the at least one access point, in response to the transmitting the probe request 
from the at least one frame, a probe response frame that includes information regarding the at least access point. As an example, a 
access point in probe response from a Wi-Fi access point includes the SSID (wireless network name), supported data rates, 
response to the encryption types, capabilities, etc. of the access point: 
transmitting the 
probe request frame, The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses from multiple 
a probe response available access points. As an example, an access point responds with the probe response when the SSID in the 
frame that includes probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
information of the access point is included in the SSID List element. As a further example, an access point responds to a 
regarding the at least probe request when it supports data rates or other requirements of the Accused Products. 
one access point; 

2. APs receiving the probe request check to see it the mobile station has at least one common supported data rate. It they have compatible data rates, a probe response is sent 

advertising the SSID (wireless network name), supported data rates, encryption types If required, and other 802.11 capabilities of the AP. 

https://documentation.meraki.com/MR/Wi-

 

Fi Basics and Best Practices/802.11 Association Process Explained 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

senerates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

http s://sourc e. android. com/do cs/c ore/c onnect/w i fi -mac-randomi zation-behavi or  
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Privacy 
ifrn  ,3ndomved MAC (default) 

MAC Randomization Behavior  - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Ft network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Ft network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

Cie:11 :22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to 0 The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings. as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

<— Network details q 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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MAC Randomization Behavior 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

IP settings 
;-

 

Proxy 

Metered network 

MAC address type 
mac 

MAC address 

GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 
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STA 

IEEE 802.11 Probe Request 

AP STA 

     

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802.11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802.11 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

Information regarding the access point is included in the probe response, as shown below. 

38 

Petitioner's Exhibit 1011 
Page 38 of 286 



EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

  

Table 8.27—Probe Response frame body 

  

Order I Information  

  

1 I Terns-Lump 

  

Beacon utteral 

  

I Capabaty 

  

-I SS1D If dor I UsleshAchatcd ts Me. Ox SS1D element u the undcsd 
value as desmbed m S 4 2 .1 

 

a Supported:nes 

  

6 PH Parameter Set TM Fli Parameter Set element se preserizunbui Probe Response 
femme !metaled by STAN uung FR PRY. 

 

7 DSSS Parameter Set The DSSS Parameter Set elanero le present mann Probe Response 
fumes generated by STAs maw Clause In Clame 17. and 
Clause I 9 PliVe 
The DSSS Parameter Set element u present ratan Probe Resposee 
fumes generated by STAs tumg a Cause 20 PRY m the 2 4 GHz 
bard 

 

s CF Parameter Set The CF Parameter Set dentent is present only mann Probe 
Response frames generated by AR supportmg a PCF 

I 

 

IBSS P2T201Cle Set The 1BSS Parameter Set element Ls presero only Lathan Probe 
Response frames generated by Mem= IBSS 

 

10 Country The Country element Ls 
present tf dotl I MulaDomattiCapabbtyActented Ls Sue or 
doll' SpectrundslanagenstatRequued is Sue or 
dot I 1RadeoNleasurarentActunted is Sue. 

II FR Parametere The FH branders element. a; specified en $ 42 11. is optoodly 
present If dot I 13.1nInDonsurCapobdsteActevated so true 

 

12 FR Pattern Table The FR Pattern Table element. as spealSed m S.4 2 12. Ls optsonally 
present if 60111slultsflonYunCapabilttyActrated Ls true 

 

13 Powa Cantrant lhe ?OWES Coastal:at element is present if 
dot 1 ISpeettundstmagenumReqtared a true and te woman:: 
peemit if don IltachoMmuueroentActuased is me 

 

It Chumel Sulte.h 
Announcement 

The Channel batch Amoureement dement to optimally present rf 
dotlISpectrundslanarentaoRapared is Sue 

 

15 Cluut The Qum element n. opuonallY Farm if 
dotlISpaultudelanaganaLtRequered to tnx or if 
dotl1RadiuMemeranaukarated u me 

 

I 0 MS DFS The 1885 DFS clement is present if 
dotlISpectumManagementRequtred is our in an IBSS 

 

17 TPC Report Tbe TPC Report demon Lo mead if 
Will SpectrumManagerneraReqsared a true or 
doi 1 IRactioNleasturtzenblanated is Sue 

 

IS ERP The ERP element se present sestbut Probe Response Erma 
genented by STAs Leong alb and is ophorally vexed abenme 

 

19 blended Swported Rates The Extended Supported Rates element so present lam are more 
than ogle swiveled rates, ard it to optionally lament otherseue 

 

20 MI The RS:set is present only if da 1 IRSNAActunted is true 

 

21 IIISS Load The BSS Load element a parent If dot 1 1QosOphon-Implemented 
and dal 1 QIISSLoallroplemented are both true 

" EDCA Parameter Sit 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Parameter se damn so proem if 
dot! I QosOprualmplemented issue and dal I Islatartrated is. 
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23 Measurement Pilot 
Transmission 

The Measurement Pam Transmission element is present if 
dot IIRNDleasuremeniPiloActnated is between 2 and 7. 

24 Multiple BSSID One or more Multiple BSS1D elements me present if 
dot 1 1 RMbleasurementPdotActivated a between 2 and 7 and the 
AP is a member of a blultiple BSSID Set (see 10.11.14) with two a 
more members. or if dotl 1 MgmtOpuonMultd3SSEDActivated is 
true. or if da I llotenvolcisigSersice-Acurated is tame and the AP is 
a member of a Multiple BSSID Set with two or more :umbers and 
at least one dotl1GASAdwatisementID MO3 =abide eusu. 

 

RM Enabled Capabihnes The KM Enabled Capabilities eleman a present if 
dot 11RadiobleasvrementActivated is nue 

_5 AP Channel Report If dotlIRMAPChamelReportActnated is our, one AP Channel 
Report element is op000ally present for each operating class that 
has at least 1 channel to sepal 

27 BSS Average Access Delay The EISS Average Access Delay element is optionally present if 
dotllRNIBSSAverageAccessDelayActivmed is tame and the value 
of the AP Average Access Delay geld is not equal to 255 
(measurement not available) 

2S Antenna The Antenna element is optionally present if 
dot 11RNIA.a...sinformaticoAcinated is true and the value of the 
Antenna ID geld is not equal to 0 (unknown antenna) 

Y BSS Available Admission 
Capacity 

The BSS Available Admission Capacity element is optionally 
present if dotlIRNIBSSAvailableAdnussionCapocarActivated is 
nue with the following exceptions. 1) when Available Adanssion 
Capacity Bitmask equals 0 (Available Admission Capacity List 
contains no tunes). or 2) when the BSS Load element is present 
and the Available Capacity Bemask equals 256 (Available 
Ackinssion Capacity List C01112211: only the AC VO may) 

30 BSS AC Access Delay The BSS AC Access Delay element is optionally present if 
dotlIRMBSSAverageAccessDelayActwated is nue and at least one 
held of the element is not equal to 255 (measurement not 
available) 

31 Mobility Domain The NIDE is present if doll IFastBSSTrinsitionAcavaied is true 

32 DSE registered locancra The DSE Registered Location element is present if 
doll 1 LCIDSERequired is true 

33 Extended Channel Switch 
Announcement 

The Extended Channel Switch ArilIOIXaCC131011 clement is optionally 
present tf dot 1 lExemdedChannelSwitcliArtnated is tnie 

34 Supported Operating Classes The Supported Operating Classes element is present if 
dotIlExtendedeloanelSwachAnnated is true 

35 HT Capabilities the HT Capabilities element is present when 
dal IHighThroughputOptioalmplemented attribute is true 

36 HT Operation The HT Operation element is sncluied by an AP and a mesh STA 
when dotIlHighThroughputOptscalniplemared attribute is true 

37 3340 BSS Coaustence The 20 40 BSS Coexistence element is optionally present when the 
" 120103S-SC9extuenceNt=2SmouSuPPert alltsbute Is me. 

36 Overlapping BSS Scan 
Pam:peen 

The Overtopping BSS Scan Pranieters element a optionally 
present if the 6:411FortyNllizOptionkuplemented annbute us true. 

'9 

https://tnrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Emeaded Capabilities The Emended Capabilities element is opticaally present if any of 
the Odds in this element are nonzero. 
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43 

44 

45 

46 

Interworking The Interworking element is present if 
dotlIbuerworkingSeniceAcinated is true 

.Actvertisemau Protocol Advansement Protocol element is present if 
dotlIbuerworkingSerniceActivated is true and at least one 
dot lIGASAdvertmementID NffB annbule ants 

Roaming Consortium The Roarnmg Consortium element is present if 
dot1llangSintceActivated is true and the 
dotIlRoammgConsortiumTable has at least one entry 

Tune Zone The Time Zone element is present if 
doillNIgmtOpuonUTCTSFOffsetActivated is true 

Vendor Specific One or more Vaidor-specific elements me optionally present These 
elements follow all other elements. eccept the Requested elements 

Requested elements Elements requested by the Request element of the Probe Request 
frame are present if doll IMulnDomainCapabilityAannted is true. 
See 10.1.4.3.2. 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The QoS relifiC Capability element is optionally present if 
dotl1MgmtOptionACStationCountActrrated is tnie 

The Channel Usage element is present if the Channel Osage 
element is present in the Probe Request frame and 
dotlINIgmtOptionChanneff:sageActivated is true 

The Tune Advertisement element is present if 
dotlIMgmtOptionITICTSFOffsetActivated is true. 

40 

41 

42 

Q,,S Traffic Cacabilir.: 

Channel I:sage 

Time Advertisement 

Emergency Alert Identifier 

Mesh 1D 

Nlesh Configuration 

Mesh Awake Window 

Beacon Timing 

MCCAOP Advertisement 
Overneu 

One or more Emergency Alert Identifier elements are present if 
dotllEASActorated is true and there are one or more EAS 
message(s) active in the network 

The Mesh ID element is present if dotIlMeshAranuted is trie 

The Mesh Configuration element is present if dot 1 1MesLActivated 
is true 

The Mesh Awake Window element it optionally present if 
doll I hleshActivated is nue. 

The Beacon Timing element is optionally present if both 
clot 1 IMeshActrrated and dot 1 INSCA.Activaied are true. 

The MCCAOP Advertisement Overview element is optionally 
present if both dallMeshActivated and dotIlNICCAActivated arc 
nue 

47 

48 

49 

50 

51 

52 

MCCAOP Advansement One or more MCCAOP Advertisement elements are optionally 
present if both dot 1 IMeshActnated and doll INICCAActivated ate 
true. 

Mesh Channel Switch 
Pmarattes 

The Mesh Channel Switch Parameters element is present if 
dotIlMeshActrated is true and either Channel Switch 
Announcement element or Extended Channel Switch 
Amouncement element is presau 

54 

Last-I 

Last-sr 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.1 1-2012.pdf 

In an infrastructure BSS or in an 1BSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I I CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service 

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-1ist-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

httns://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

Below is an example Wi-Fi probe response that includes information of the access point. 
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I s  802.11 Management - Probe Response 
• 

• 
11. 

Probe Timestamp: 23996945615 Microseconds  [24-31] 
Beacon Interval: 102 TiTe Units  (104 Milliseconds, and 448 Microseconds) 
Capability Info=%0001000000000001 information regarding 

[52-33] 

a 
access point 

ill  TIssID ID=0  L., Len=4 SSID=OPEN 

 

E-31 ';upported Rates 

  

• Element ID: 1 Supported Rates  [42] 

   

• Length: 4 [45] 

  

• Supported Rate: 24.0 Mbps (BS'S Basic Rote)  [44] 

  

• Supported Rate: 36.0 Mbps (Not BSS Basic Rote)  [45] 

  

• Supported Rate: 48.0 Mbps (Not BSS Basic Rote)  [46] 

  

• Supported Rate: 54.0 :[bps ('4ot 555 Bosic  Rote) 1-471 

 

ountry 
• Element ID: 7 Country  [46] 
• Length: 18 [49] 

• Country Code: AU 150-511 

• Enviroment: Ox20  Any  [52] 

• Starting Channel: 36 [53] 
• Number of Channels: 4 [54] 
• Max Tx Power (dBm): 23 [55] 
• Starting Channel: 52 [56] 

• Number of Channels: 4 [57] 
• Max Tx Power (Om): 23 [58] 
fa  Starting Channel: 100 [59] 
• Number of Channels: 5 :60] 
If  Max Tx Power (dBm): 30 [61] 
• Starting Channel: 132 [62] 
• Number of Channels: 3 [63] 
• Max Tx Power (dBm): 30 [64] 
I  Starting Channel: 149 [65] 
• Number of Channels: 5 [66] 
61  Max Tx Pnwer frIRml • RP 

information regarding 
access point 

F-1 1 OBSS Load  
4/  Element ID: 11  QBSS Load  [68] 
• Length: 5 [69] 
• Station Count: 1 [70-71] 
• Channel Utilization: 0 5 [72] 
• Avail Admission Capacity:26562 173-741  
HT Cap= 10=45 47  r,,.  Len=26  

[---

 

proberesponse 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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[10e] determining, 
in response to the 
receiving the probe 
response frame and 
based at least, in 
part, on the 
information 
regarding the at least 
one access point, 
whether the at least 
one access point is 
an authenticated 
access point, 
wherein the 
determining whether 
the at least one 
access point is the 
authenticated access 
point includes 
determining whether 
the information 
regarding the at least 
one access point is • 
included in the 
authenticated access 
point list that is 
received from the 
server; and 

The 
and 
one 

one 

at 
from 

As 

authenticated 

point) 

Accused 
based at least, 
access point 

access point 
includes 

least one access 
the server 

an example, 

access 

Products determine, in response to the receiving the probe 
in part, on the information (e.g., SSID, supported data 

(e.g., Wi-Fi access point), whether the at least one access 
point (e.g., previously connected access point), wherein 

(e.g., Wi-Fi access point) is the authenticated access 
determining whether the information (e.g., SSID, supported 

point (e.g., Wi-Fi access point) is included in the authenticated 

the Accused Product receives a probe response frame in 

IEEE 802 11 Probe Request 

response frame 
rates, key, etc.) 
point (e.g., 
the determining 

point (e.g., previously 
data rates, 

access 

response to a 

(e.g., probe response) 
regarding the at least 

Wi-Fi access point) is an 
whether the at least 

connected access 
keys, etc.) regarding the 
point list that is received 

probe request. 

STA AP STA 

Source: 

   

IEEE 80211 Probe Response (Security Parameters) 

IEEE 802 11 Open System Authentication Request 

IEEE 802.11 Open System Authentication Response 
INS 

IEEE 802 11 Association Request (Security Parameters) 

IEEE 802.11 Association Response 

IEEE 

vie 

802.11-2012.pdf 

  

IEEE 802.1X Controlled 
Port Blocked 
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Min_Probe_Response_lime Max_Probe_Response_Ti me 

Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

Information regarding the access point is included in the probe response, as shown below. 
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Table 8.27—Probe Response frame body 

 

I Order bstormatson Notes 

1 1 TInsesturtp 

 

1 2 Beacon mterval 

  

3 Capabtlay 

  

4 SSW If dot 1 DIeshAcovated is tnx. the SSID den= is the UlICkXd 
Valile as descnbed in 341 2 

 

5 Sapp:end rates 

  

6 PH 1.212IDGItS Set The PH P3falietef See element ss present nut= Probe Response 
flames genernted by STAs nung FH PHI% 

; 
1 
t 

 

DSSS Parameter Set The DSSS Parameter Set element is present oath= Probe Response 
frames generated by STAs using Came 16. Clause 17. and 
Cbuse 10 PHI% 
The DSSS PATJSOCIff Set element is present tun= Probe Response 
fames generated by Slid clang a Clause 20 PM' in the 24 GHt 
band 

 

8 CF Parameter Se The CF Pnameser Set element a present only will= Probe 
Response frames generated by APs supporting a PCF 

, 
I 

9 IBSS Parameter Set The IBSS Parsmner See element as present clay vothas Probe 
Response frames generated by Stis in an MSS 

I 

10 Country The COLISIlly element a 
present if don lislularicso, orapabilayActusated a nut or 
dotlISpeemsmIalanagementRequered is use or 
dotlIRadscaleasurarentActwated is nue. 

 

11 PH Parameters The PH Parometes elemerw as specified m $ 4111. is optionally 
present ndoe1134nInDernmoCapabanyActsvand a tar 

r 12 PH Pattern Table The PH PArleM Table etecomt. as spended m 8.4 211 a optionally 
present sf dolOslultDonsonCapabslayActivated is true 

 

13 Power Conneaut! The Power Coastamt element is present if 
dotIlSpecnumManatcromoRemated a trne and is cyttonally 
present if do 1 1RadooMeasstrementActimied is nue 

I t Charnel Swath 
Announcement 

The Channel Switch Announcement demon is crucially proem if 
&III SpectrusithlanapannaRessuued is nue 

; 

1 I Owe The Quset elms= is opnortallv present if 
doi 11 SpectrunthLmagonentRemnied is tme or if 
don 1RadsoMeasuremernArtivated it use 

 

16 133SS DFS The MSS DFS element is present if 
cion1SpectrnathlanaporentRopnred a troe m an IBSS 

' 17 7PC Report The 'IPC Report element a poem if 
dal I SpettnenthlanapensentReqtased is 1:11X or 
doi 1 1/Lututhleasuremenactnated is nut 

 

18 ER? The ERP element is present mann Probe ReSIS011ie frames 
genenied by STAs usug Ms and is opuonaIly present others-Ise 

 

19 extended Supported Rases The Extended Supposed Rates element is preesene dame X< more 
than arta supported rates. =I it is optionally peesent obentae 

; 
, R..c%1 The AZT is present only ef don IRSNAActsvand is Sue 

 

2 I 355 Load The BSS Load element is present if do 11QcrsOptson-hoplesserned 
and dotIlQBSSLoadImplemeated are both tren 

' EDCA Parameter Set 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Parameter Set elanent is prom if 
dotlICaosOpurilasplesnented is sue aod doll 1 MeshActr.ted is 
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26 

27 BSS Average Access Delay The BSS Average Access Delay element is optionally present if 
dotlIRMBSSAverageAccessDelayActivated is tine and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available) 

AP Chmnel Report If dotlIRMAPChanzr1ReportActn-ated is one one AP Chanel 
Report element is optimally present for each operating class that 
has at least 1 channel to mpost 

HT Operation The HT Operation element is included by an AP and a mesh STA 
when dotIlHighThrouglsputOptionlmplemented annbute is true 

37 Xt. 40 BSS Coexistence The 20 40 BSS Coexistence element is optionally present when the 
dot112040BSSCoexistence.XLmagenentSupport attribute is true 

Measurement Pilot 
Trammission 

The Measinement Pilot Transmission element is present if 
dot 1 IRNLMeasureinenthlotActivated is between 2 and 7 

23 

One or more Multiple BSSID elements me present if 
dot IlKsiLMeasinenamdblotAcnvated is between 2 and 7 and the 
.AP nail:ember of a Multiple BSSID Set (see 10.11.14) with two or 
more members. or if dotlINIgnuOprionMultiBSSIDActivated 
true. or if doll IlmerwockingSeniceActivated is tine and the AP is 
a member of a Multiple BSSID Set with tan or more members and 
at least one dotI1GASAdvenismemID MIB attribute exists. 

24 Multiple BSSID 

MI Enabled Cainlithues The P.M Enabled Capabilities element is present if 
dotlIRattioNleasurementActmated is true 

25 

The Antenna element is optionally present if 
dot 1 IRMAtuennaloformationActisated is true and the value of the 
Antenna ID field is not equal to 0 (unlmown antenna) 

The BSS Available Admenum Capacity elanan is optionally 
present if dotlIRMBSSAvailableAdmissionCapaatyActivated is 
tine with the following merlons! 1) when Amiable Attnnssion 
Capacity Bitmask equals 0 (Available Admission Capacity List 
columns no entries). or 2) when the BSS Lead element is present 
and the Available Capacity Bitmask equals 256 (Available 
Admssion Capacity List contains only the AC_VO entry) 

28 

BSS Available Admission 
Capacity 

BSS AC Access Delay The BSS AC Access Delay elanent is optionally present if 
dotlIFLMBSSAverageAceenDelayActmated is true and at least one 
field of the element is not equal to 25$ (minsmement not 
available). 

!stability Domain The NIDE is present if dotIlFastBSSTransitionAcmated is true e 1 

DSE registered location The DSE Registered Location demur is present if 
dotIlLCIDSERequtred is true 

32 

Extended Channel Switch 
Am:immanent 

The Extended Channel Switch Announcement element is optionally 
present if doll I ExendedCliannelSwitchActivaied is true 

33 

Supported Operating Classes The Supported Operating Classes element is present if 
doll I ExtendedCbarnelSwachActwated is rue 

The HT Capabilities element is present when 
don I HighThroughputOptionlmplemenzed attribute is true 

35 HT Capabilities 

Overlapping BSS Scan 
Pmatneters 

Extended Capabilities 

The Overlapping BSS Scan PZElltiCIS dement is optionally 
present if the dotIlFaly3.111.-OptiontropkInented attribute is true 

The Extended Capabilities element is optionally present if any of 
the fields in this element are nonzero. 

39 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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40 Q.DS Traffic Capability The QoS Traffic Capability element is optionally present if 
dotIlMgmtOptionACStationCountActivated is nue 

41 Charnel UsaFe The Channel Usage element is present if the Channel Usage 
element is present m the Probe Request frame and 
doll 1MgmtOptionChamaelUsageActivated is bite. 

42 Time Advertisement The Time Advertisement dement is present if 
dotlINIgnitOptionUTCTSFOffietkaivated is true. 

43 Time Zone The Tune Zone element is present if 
dotIlMgmtOpbonUTCTSFOffsetActivated is true. 

-14 Inicrwollang The Interworking element is present if 
dotIlInterworkingServiceActivated is nue 

43 Advat semen! Protocol Advertisement Protocol element is present if 
dotlIhnenvorlangSeraceAcnvated is true and at leas: one 
dot IIGASActvernsanaulD MIB annbute exists 

4 o Roaming Consortium The Roaming Consortium element is present if 
dot 1 I InterwotkuagSeraceActivated is Int and the 
dot' IRoumingConsornumTable has at least one entry 

47 Emergency Alert Identifier One or more Emergency Alert Identifier elements are present if 
dotIlEASActivated is true and there are one or more EAS 
message(s) active in the network 

4S Mesh ID The Mesh 1D clement is present if dot 1 INIeshActivated is tnie 

49 Mesh Configuration The Mesh Configuration dement is present if dot1lMeshAeavated 
is 1TUe 

50 Mesh Awake Window The Mesh Awake Window element is optionally present if 
dotlIkleshActrated is true 

Si Beacon Timing The Beacon Timing element is optionally present if both 
dot1lMeshActnated and dotlIMBC.A.Activated are true. 

- ' NICCAOP Advertisement 
Overaew 

The MCC.A0P Advertisement Cheraew element is optionally 
present if both doillMeshActivated and doll1MCCAActivaied are 
tn.* 

55 NICCAOP Advertisement One or more MCCAOP Advertisement elements are optionally 
present if both dot 1 1 Mesh.Activated and dotlIMCCAAchinted are 
MY. 

54 Mesh Channel Switch 
Parameters 

The Mesh Channel Switch Parameters element is present if 
dotIllsleshActivated is true and either Channel Switch 
Announcement element or Extended Channel Switch 
AllI/OUECCIEW element is present 

Lair—/ Vaidor Speafic One or more vendor-specific elements are optionally present. These 
elements follow all other elements. except the Requested elements 

 

Requested elements 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Elanaats requested by the Request element of the Probe Request 
frame are present if dotIlIslulnDomankapabilnyActivated is true. 
See 10.1.4.3_2. 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
doll 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA_ 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passiye-and-actiye-scanning 

Below is an example Wi-Fi probe response that includes information of the access point. 
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-.1802.11 Management - Probe Response  

• Probe Timestamp: 23996945615 Microseconds [24-31] 
• Beacon Interval: 102 Tire jr7its (104 MiLLiseconds, and 418 Microsecoras) [32-33) 

MT' Capability Info=%0001000000000001 
information regarding 

access point 
1 Supported Rotes [42] 
4 [45] 
24.0 ;bps (BSS Basic Rote) [44] 
36.0  Mbps (Not BSS Basic Rote) [45] 
48.0  Mbps (Not &SS Basic Rote) [46] 
54.0  :bos (Not BSS Basic Rote)  r471 

• ASSID  ID=0  5510  Len=4 SSID=OPEN 

e T  Supported Rates  

• Element ID: 
• Length: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 
Lountry 
• Element ID: 7 Country  [48] 

 

IP  Length: 18 [49] 

 

• Country Code: AU [30-51] 

 

• Enviroment: Ox20 Any  [52] 

   

111  Starting Channel: 36 [53] 

 

information regarding 

 

• Number of Channels: 
• Max Tx Power (dBm): 

4 :54] 
23 [55] access point 

  

• Starting Channel: 52 [56] 

   

• Number of Channels: 4 [57] 

  

• Max Tx Power (dBm): 23 [58] 

 

response probe 
• Starting Channel: 100 [59] 

  

• Number of Channels: 5 [60] 

  

• Max Tx Power (dBm): 30 [61] 

 

• Starting Channel: 132 [62] 

 

• Number of Channels: 3 [63] 

 

• Max Tx Power (dBm): 30 [64] 

 

• Starting Channel: 149 [65] 

 

• Number of Channels: 5 [66] 

 

a  Max Tx PnwPr friBm). AP 

 

FE  T  OBSS Load 

 

• Element ID: 11 QSSS Load [68] 

 

• Length: 5 [69] 

 

• Station Count: 1 [70-71] 

 

• Channel Utilization: 0 A" [72] 

 

• Avail Admission Capacity:26562  [73-74] 

'4' HT Cap= TD=45 Len.26 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The Accused Product confirms the received SSID information and/or other information from probe responses 
with access point information stored in its memory. Once confirmed that there is a probe response from an access 
point with which the Accused Product was connected previously, the Accused Product initiates a connection to 
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the access point using an authenticated device identifier, such as a persistent MAC address that was used for a 
prior connection with the access point. 

The Accused Products maintain a list of previously-connected access points which is matched to the access 
point's SSID received in the probe response. Each previously-connected access point is linked to a persistent 
MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t remember a device and allow users to bypass the login screen asi 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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android / device / generic /goldfish / refs/tags/android-9.0.0 r34 /. / wifi /WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3300c8e42cf140bfe6aS [file] [100 (blAmk] 

<?xml version,'1.0' encoding-'utf-S' standalone='yes.  7> 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<NetworkList> 

<Network> 

<wifiConfiguration> 

<string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot:</string> 

<null name"BSSID" /> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" I> 

https://android.googlesource.cotn/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot II RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I I CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.1I-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  usinq Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

httns://blog.pulsarsecurity.com/preferred-network-list-pnl  
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- r 0855 Load  
• Element ID: 11 QSSS Load  [68] 

• Length: 5 [69] 

• Station Count: 1 [70-71] 

• Channel Utilization: 0 A [72] 

• Avail Admission Capacity:26562 [73-74] 

Supported Rates 

• Element ID: 

• Length: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

1 Supported Rotes [42] 

4 

24.0 :.bps (BSS Basic Rate) [44] 
36.0 :.:bps (Not BSS Basic Rote) [45] 

48.0 :, bps (Mot BSS Basic Rote) [46] 
54.0 :bos.,  (Not  BSS Basic Rote) 1'471 

802.11 Management - Probe Response 

• Probe Timestamp: 23996945615 Sicroseconds [24-31] 

• Beacon Interval: 102 Tiyre Units (104 KiLtiseconds, and 448 Micrcseccrds)  :52-33] 

".1-  Capability Info=%00010000000B0001 

FT,  TISSID ID=0 55100 Len=4 SSID=OPEN  
infonnationrearding 

access point  

1=3 Lountry 

• Element ID: 7 Country  [48] 

• Length: 18 :49] 

[ • Country Code: AU 50-51] 

411  Enviroment: Ox20 Any [52] 

• Starting Channel: 36 [53] 

• Number of Channels: 4 :54] 

• Max Tx Power (dBm): 23 p55] 

• Starting Channel: 52 :56] 

▪ Number of Channels: 4 :57] 

• Max Tx Power (dBm): 23 [58] 

40  Starting Channel: 100 [59] 

• Number of Channels: 5 [60] 

• Max Tx Power (dBm): 30 :61] 

• Starting Channel: 132 [62] 

• Number of Channels: 3 :63] 

• Max Tx Power (dBm): 30 :64] 

• Starting Channel: 149 [65] 

• Number of Channels: 5 :66] 
al May Ty Pnwer 3R 

• HT Cap= ID=4R 7 len=26 

information regarding 
access point 

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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[10f] transmitting, to 
the at least one 
access point in 
response to a 
determination that 
the at least one 
access point is the 
authenticated access 
point, a connection 
request that includes 
an authentic device 
identifier for the 
device. 

The Accused Products transmit to the at least one access point in response to a determination that the at least one 
access point is the authenticated access point, a connection request that includes an authentic device identifier 
for the device. The message includes an authentic device identifier for the end device. For example, the message 
includes a persistent MAC address for connecting to the access point. 

After receiving the probe response from the access point, as discussed above, the Accused Products confirm the 
received SSID information from the probe responses with the access point information stored in memory. Once 
confirmed that there is an SSID in a probe response from an access point with which the UE was connected 
previously, the Accused Products initiate a connection using the persistent MAC address for the access point, 
which is an authentic device identifier for the Accused Product. 

Persistent randomization 

 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

 

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

https://source. android. com/docs/core/connect/wifi-mac-random izati on-behavior 
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IEEE 802 11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802.11 Association Request (Secunty Parameters) 
1 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

IP settings 

Proxy 

Metered network 

MAC address 
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Frame 
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The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 8-1 depicts 
the general MAC frame format. The first three fields (Frame Control, Duration/ID, and Address 1) and the 
last field (FCS) in Figure 8-1 constitute the minimal frame format and are present in all frames, including 
reserved types and subtypes. The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control, 
1-1T Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 
8.2.4. The format of each of the individual subtypes of each frame type is defined in 8.3. The components of 
management frame bodies are defined in 8.4. The formats of management frames of subtype Action are 
defined in 8.5. 

Octets: 2 2 6 6 6 2 6 2 4 0-7951 4 

MAC Header 

Source: IEEE 802.11-2012.pdf 

8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1. 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU. as defined in 8.3.2.1. contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

the RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s). on the WM. for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted. onto 
the WM, the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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802.11 Mgmt : Authentication Frame 
POSTED BY NAYARASI J.  CWAP 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CVVAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

MAC header Rama body 
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https://mmcciew.com/2014/10/10/802-11-mgmt-authenticati on-frame/ 

As shown, the Accused Products may use persistent randomization, in which for the same Wi-Fi network and 
device combination, the MAC address remains the same. When an Accused Product connects to a Wi-Fi network 
it was previously connected to, it will use the same MAC address. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t4 remember a device and allow users to bypass the login screen asi 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 /. / wifi / WifiConfigStore.xml 

blob: bbS645aacde00f44a93c3386c8e42cf140bfe6a5 [file] [lug] [JA,Ime] 

<1"xml version '1.0 encoding='utf-8' standalone= 'yes ?) 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" 

..... ..U4AAn,CCTM. f, 

https://android.googlesource.comidevice/generic/goldfishi+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

11. The method of 
claim 10, wherein 
the receiving the 
fake device 
identifier includes 
receiving a fake 
media access control 
(MAC) address. 

Receiving the fake device identifier (as described in relation to claim 10) includes receiving a fake media access 
control (MAC) address. 

The server generates a random MAC address, which is a fake MAC address that is different from the original 
MAC address of the hardware. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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@ Privacy 
aI 17, 3 ,andornred (dfault) 

MAC Randomization Behavior  FJ - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

08:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0 The other 46 bits are randomized  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an ootion in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

Network details e ck 

Network usage 
Delecl oulomat,cally 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

13. The method of 
claim 10, farther 
comprising: 
storing the 
authenticated access 
point list in a 
memory. 

The Accused Products store the authenticated access point list in a memory. 

The Accused Products maintain a list of previously-connected access points which is matched to the access 
point's SSID received in the probe response. Each previously-connected access point is linked to a persistent 
MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

Woe, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, VI 

expected, or to enable parental controls. 

remember a device and allow users to bypass the login screen as 

 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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android / device / generic / goldfish / refs/tags/android-9.0.0 T34 / . / ifj / WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3386c8e42cflaftfe6aS [file] [leg] [blame] 

<?xml version= '1.0' encoding='utf-8' standalone= 'yes' 7> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="8SSID" I> 

<null name="PreSharedkey" I> 

<null name="WEPkeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

ehnnln.a. Is 

nups:iianaroia.googiesource.commtevIceigenencigoicinstv-hiretsitagsianaroia 
9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot! I RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot IlCurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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- 

Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-nnl  

68 

Petitioner's Exhibit 1011 
Page 68 of 286 



• Element ID: 

• Length: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

1  Supported Rotes  [42] 

4 [45] 

24.0  Mbps (BSS Basic Rote)  [44] 

36.0  Mbps (Not  BSS Basic Rote)  [45] 

48.0  Mbps (Not BSS Basic Rote)  [46] 

54.0 ::bos (Not 6.5.5 5a.5i Rote) F47] 

OBSS Load  

• Element ID: 11  0655 Load  [68] 

• Length: 5 [69] 

• Station Count: 1 [70-71] 

• Channel Utilization: 0 A [72] 

• Avail Admission Capacity:26562 [73-74]  

74— HT Can= ID=4C  '47  r, r•  Len=26  

4'  802.11 Management - Probe Response  
• Probe Timestamp: 23996945615  :.;icroseconds  [24-31] 

• Beacon Interval: 102  Tine 'Jr-its (104 MiLLiseconds, and 448 M:crcseccras)  [52-35] 

TCapability Info=%0001000000000001 
i 

F4115510 10=0 Len=4 SSID=OPEN  1  nformation regarding
 

T Supported Rates access point  

• Element ID: 7 Country  [48] 

• Length: 18 :49] 

• Country Code: AU [50-51] 

• Enviroment: Ox20  Any  [52] 

• Starting Channel: 36 [53] 

• Number of Channels: 4 :54] 

• Max Tx Power (dBm): 23 [55] 

111  Starting Channel: 52 [56] 

• Number of Channels: 4 :57] 

• Max Tx Power (am): 23 [58] 

• Starting Channel: lee [59] 
• Number of Channels: 5 [60] 

• Max Tx Power (dBm): 30 [61] 

• Starting Channel: 132 [62] 

• Number of Channels: 3 [63] 

• Max Tx Power (aim): 30 [64] 

• Starting Channel: 149 [65] 

• Number of Channels: 5 [56] 
fal May Tv Pnwor IHRml.  

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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IEEE 802.1X Controlled 
Port Blocked 

14. The method of 
claim 10, further 
comprising: 
receiving, from the 
at least one access 
point, an approval of 
the connection 
request; 

transmitting, to the 
at least one access 
point in response to 
the receiving the 
approval of the 
connection request, 
an association 
request; 

receiving, from the 
at least one access 
point, an association 
response to the 
association request; 
and 

connecting to a 
communication 
network via the at 
least one access 
point in accordance 
with the association 
response. 

The Accused Products receive, from the at least one access point, an approval of the connection request. 

The Accused Products support the Wi-Fi standard. According to the standard, a UE (e.g., the Accused Product) 
inquires about available Wi-Fi access points using a probe request. The probe request comprises a SSID list or 
preferred network list which is a set of SSID to which the UE got connected previously. 

As an example, the Accused Products receive an open system authentication response from an access point. The 
Accused Products then transmit an association request. The Accused Products then receive an association 
response from the access point, at which point the Accused Product is connected to a network via the access 
point in accordance with the association response. 

STA AP STA 

IEEE 802 11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802 11 Open System Authentication Request • 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters)
.1 

IEEE 802.11 Association Response 

 

Source: IEEE 802.11-2012.pdf 
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-NISINI. as defined in 8.3.2.1, contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s). on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the sTA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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802.11 Mgmt : Authentication Flame 
POSTED BY NAYAFtASI CWAP 10 COMMENTS 

Once a  client station  is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 

"on 

4.8 Authentication frame format 

MACbooder Frame body 

1 2 2 6 6 6 2 2 2 2 V.marrie 

hard 
caret C'Ems̀  DA VA SSE 0 ree 

a A11.17,-
latert.-

  

fildm 
Cale 

Oreop 
Li 

  

Trauma= 
50.11is 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

15. A method 
performed by a 
device, the method 
comprising: 

https://mmcciew.com/2014/10/10/802- I 1-mgmt-authenti cati on-frame/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
To the extent the preamble is limiting, the Accused Products practice a method performed by a device. 

The Accused Products include Android OS 10 or above or Wear OS 3 or above. Each Accused Product includes 
an SoC and Wi-Fi connection functionality. As a specific example shown below, the Galaxy S23 includes the 
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an extra . with SamsUng Offers Program membership 

Galaxy 523 Ultra Galaxy $23 1 523-

 

DeViCe 

Galaxy 523 

Galaxy 523+ 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

Android 13 operating system, which includes randomized MAC for Wi-Fi connections. It comprises an SoC, 
Snapdragon 8 Gen 2, a Wi-Fi chipset, and FastConnect. It connects to a Wi-Fi network using the Wi-Fi chipset. 

SAMSUNG Shop Mobile TV Audio Appliances Computing Displays Accessories SmartThings Explore Support For Business O s 

Galaxy S23  unlocked Lavender 

- Write  a  Pevew 

Get uo to instant trade-in credit 

• (ot 
Connectivity 

https://www. sam sung.com/us/sm artphones/galaxy-s23/buy/galaxy-s23-128 gb-unlocked-sm-s911u1 i axaa/ 
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Galaxy S23 

Ili, 

i  ili q 

r 

iiii 

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

https://www.youtube.com/watch?v=BadWvxWe8y8 
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• 
Quick Share 

rimworls ....nth .3 nearby Galaxy user. 
1 heytI be able to connect without entering the 
passwonti.—

 

IP settings 
DHCP 

Proxy 
None 

Metered network 

MAC address type 
Randomised MAC 

MAC address 
26- de-a l Od.Ot 4 ' 

IP address 

https://www.youtube.com/watch?v=dT63df6nnqU 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 
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Samsung Galaxy 523 / Galaxy 523 Ultra - View MAC Address 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

https://www.youtube.com/watch?v=AaMm2HHwbIO 
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Featuring the Snapdragon X70 5G Modem RF System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm  
FastConnect" 7800 Mobile Connectivity System. 

• 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fi 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions, including the Snapdragon' X70 Modem-RF System, 

the world's fastest and smartest 5G modem-R1 system, and Qualcomm*  

FastConnect" for high-speed and ultra-low latency Wi-R, and the latest 

Bluetooth audio enhancements. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsupg-partner-to-bring-the-fastest-
snapdragon-eve  

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as Wear OS 3.0. 
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In Android 10, MAC randomization is enabled by default for client mode. SoftAp, and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally, MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information. see MAC Randomization Behavior. 

https://source. android. com/docs/core/connect/wifi -m ac-ran domizati on 

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  https://www.reddit.com/r/GalaxyWatch/comments/pcmkjI/galaxy watch 4 wifi mac address/ 

 

[15a] receiving, 
from a server, an 
authenticated access 
point list that 
includes information 
regarding one or 
more access points 
that are controlled 
by the server; 

The Accused Products receive, from a server (e.g., the OS and/or a CPU and associated memory for storing and 
executing the OS and associated data), an authenticated access point list (e.g., previously connected access point 
list) that includes information (e.g., SSID, supported data rates, pre-shared keys, etc.) regarding one or more 
access points (e.g., previously connected access point) that are controlled by the server. 

As shown below, an example of the Accused Products contains an SoC, Snapdragon 8 Gen 2 with a Kryo CPU. 
Also, it supports Android 13 operating system and has an option for randomized MAC for Wi-Fi connections. 
The server generates a persistent randomized MAC address to be used with a Wi-Fi network. The server also 
stores a list of previously connected access points and provides that list to the device in connecting to Wi-Fi 
access points. The list comprises different information pertaining to previously connected access points such as 
SSID, pre-shared keys, etc. 
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Galaxy S23 

lull 

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxv-s23/specs/ 

0 I 
, 
4 
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Storage 
Options 

25658 512GB 

II 
12855 25655 256GB 512GB , 1TEI 

Processor 

sen 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Qualcomm Snapdragon 8 Gen2 Mobile Platform for 

Galaxy 

0 

Qualcomm Snapdragon 8 Gen2 Mobile Platform for 

Galaxy 

Qualcomm Snapdragon 8 Gen2 Mobile Platform for 

Galaxy 

nttps://www.samsung.comiusismartnnonesigaiaxy-s2iibuy/gataxy-szi- 26gb-UillOCkea-SM-S9liunaxaai 
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CPU 
Kryo CPU 

• 64-bit Architecture 
• 1Prime core, up to 3.36 GHz= 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Snapdragon 

G 2 en
4 , 

httus://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Briefpdf 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 
Connectivity 

5.3. NFC 5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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Galaxy S23 

4.0010114% 1 

• 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomme FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  
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• 
Quick Share 

IP settings 
i)11("P 

Proxy 
None 

26.dem1,0d,1314 

IP address 

Metered network 
0(4(.0 automatically 

..alz.Ky user 
. rout i.v.tonno th.. 

Proxy 

Metered network 
Detect autornatocull, 

MAC address type 
Poodorro,d MAC  

MAC address 

Quick Share 

IP settings 

IP address 
- 01 145 15. 
/c8C1-241.1eAlt1 te0a14/ 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://vvww.youtube.com/watch?v=dT63df6nnqU 

Randomised MAC 

Phone MAC 
• -•••••••.•••••••••••••.• 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

84 

Petitioner's Exhibit 1011 
Page 84 of 286 



WifiConfigStore.xml 

<?xml version' L0 encoding="utf-8" standalone="yes ? 

<WifiConfigStoreData> 

<int name="Version" value="3" I> 

<WifiCarrierInfoStoreManagerDataStores> 

<map name="MergedCarrierNetworkOffloadMap" 1> 

<map name="UnmergedCarrierNetworkOffloadMap" I>  

</WifiCarrierInfoStoreManagerDataStores> 

<NetworkList> 

previously connected access-
points information list 

<Network> 

<WifiConfiguration> 

<strin name="ConfigKey">&quot;Testing _Testing_1-2-3&quot;WPA__PSK</st-

 

<string name="SSID">&quot;Testing _Testing_1-2-3&quot;</string> 

<string name="PreSharedKey">&quot;*YoureNotGettingThePassword!007&quot;</string> 

<nul name="WEPKeys"' /> 
-.11.••••••Welk ,  

<int name="WEPTxKeyIndex" value="0" /> 

<boolean name="HiddenSSID" value="false" I> 

<boolean name="RequirePMF" value="false" I> 

<byte-array 

<byte-array 

<byte-array 

<byte-array 

<byte-array 

<byte-array 

<byte-array 

name="AllowedKeyMgmt" num="1">02</byte-array> 

name="AllowedProtocols" num="1">03</byte-array> 

name="AllowedAuthAlgos"  num="0"></byte-array> 

name="AllowedGroupCiphers" num="1">Of</byte-array> 

name="AllowedPairwiseCiphers" num="1">06</byte-array> 

name="AllowedGroupMgmtCiphers"  num="0"></byte-array> 

name="AllowedSuiteKiphers"  rum="0"></bvte-array> 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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android  /  device  /  generic  /  goldfish  /  refs/tags/android-9.0.0 T34  / . / WifiConfigStore.xml 

blob: bb5645aacde00f44a03c8386c8e42cf140bfe0a5 [fi]e] [log] [blame] 

<?xml version='1.0' encoding='utf-8' standalone='yes,  ?> 

<WifiConfigStoreData> 

<int name="Version" value.'l' I> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" I> 

<int name="WEPTxKeyIndex" value="0" I> 

https://android.googlesource.com/device/generic/goldfislil-grefs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

As shown, the Accused Products maintain a list of previously-connected access points which is matched to the 
access point's SSID received in the probe response. Each previously-connected access point is linked to a 
persistent MAC address for connecting to that access point. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile includino SSID, security 

tyoe, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, tcl remember a device and allow users to bypass the login screen asil 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomizati on-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44a93c3386c8e42cf14Dbfe6a5 [fib.] (log) [nlame] 

<?xml version '1.0' encoding.'utf-8' standalone= yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot:AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxNeyIndex" value="0" /> 
..... .,144.4Ane,CCTMO 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  
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In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl lCurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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1 
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2 

Figure 10-3—Probe response 

Source: IEEE 802.1 I-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  
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E 4- 19_ -oad 
• Element ID: 11  QBSS Load  [68] 
• Length: 5 [69] 
• Station Count: 1 [78-71] 
• Channel Utilization: 0 
• Avail Admission Capacity:26562 :75-741 

-*.r 802.11 Management - Probe Response  
• Probe Timestamp: 23996945615  Nicroseconds  [24-31] 
• Beacon Interval: 102 'Jrits (104 MiiLiseconds, and 448 Microseconds) 

Ecj  T4 Capability Info=%0001000000000001 
E SSID ID=0  55-L  Len=4 SSID=OPEN  

1 Supported Rotes  [42] 
4 [45] 
24.0  [bps (BSS Basic Rote)  [44] 
36.0  [bps (Not BSS Basic Rote)  [45] 
48.0  [bps (Not BSS Basic Rote)  [46] 
54.0  :;bps (Not BSS Basic Rote)  1471 

El 1  -&ipported Rates  
• Element ID: 
• Length: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 
41  Supported Rate: 

information regarding 
access point 

&SBUILEY 
• Element ID: 7 Country  [48] 
• Length: 18 [49] 
• Country Code: AU [50-51] 
• Enviroment: Ox20  Any  [52] 
• Starting Channel: 36 :53] 
• Number of Channels: 4 [54] 
• Max Tx Power (dBm): 23 [55] 
• Starting Channel: 52 [56] 
41  Number of Channels: 4 :57] 
• Max Tx Power (dem): 23 [58] 
• Starting Channel: 100 [59] 
• Number of Channels: 5 [60] 
• Max Tx Power (d8m): 30 [61] 
• Starting Channel: 132 [62] 
11  Number of Channels: 3 [63] 
• Max Tx Power (d8m): 30 [64] 

• Starting Channel: 149 [65] 
• Number of Channels: 5 [56] 
611 Max Tx Pnwor lO 

information regarding 
access point 

probe response 

HT Cap=  rn=45 ' 7  r,), Len=26 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The CPU is a part of the SnapDragon SOC and coupled to the FastConnect network interface. 
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httns://www.qual comm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-mobi le-experiences-
unveiled 

The access points are controlled by the server. For example, the server, which serves the functionality of the 
Android operating system, controls connection and/or data transmission of the access points. The Accused 
Products support the Wi-Fi standard. According to the standard, the Accused Products inquire about available 
Wi-Fi access points using a probe request, which is generating by the mobile operating server. The probe request 
comprises identifying information, such as a wildcard SSID or SSID for one or more access points or a preferred 
network list which is a set of SSIDs to which the UE got connected previously. An access point receiving the 
probe request must provide a probe response. As a further example, an access point receives and transmits data 
under control of the mobile operating server. 
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[15b] generating a 
fake device 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_lime Max_Probe_Response_Time 

  

A PI.41 

     

11. 
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I 

--10 G3 G1 4— —a. 
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Scanning 
Station 

Respond 
1 

Respond 
2 

Figure 10-3—Probe response 

Source: IEEE 802.1I-2012.pdf 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
The Accused Products generate a fake device identifier for the device, wherein the fake device identifier includes 
at least one of one or more random numbers or one or more random characters. 
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As shown below, an example of the Accused Products contains an SoC, Snapdragon 8 Gen 2. It also includes the 
Android OS 10 or higher (e.g., Android 13 operating system) and has randomized MAC for Wi-Fi connections. 
The operating system is used to generate a randomized MAC address to be used for when scanning or searching 
for access points, such as for Wi-Fi probe requests. The operating system runs on a CPU of the SoC (e.g., the 
Kryo CPU) of the accused product. 

Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/usismartphones/galaxy-s23/specs/ 

identifier for the 
device, wherein the 
fake device 
identifier includes at 
least one of one or 
more random 
numbers or one or 
more random 
characters; 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxv-s23/ 

Snapdragon 

8 
Gen 2 

CPU 
Kryo CPU 

• 64-bit Architecture 
• I Prime core, up to 3.36 GHz' 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

94 

Petitioner's Exhibit 1011 
Page 94 of 286 



https://www.qualcomm.cotn/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23  

5G, Wi-Fi 6E, Bluetooth 
, Con_2tc_brtivi 

' 5.3, NFC 

Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-H 6E, Bluetooth ' 5G, Wi-Fl 6E, Bluetooth 5.3, 

5.3, NFC, ultra-wideband NFC, ultra-wideband 

httos://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

4riesmairik.• 
00""tk • 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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0 

IP settings 

Proxy 

Metered network 

• 1.: 0. 

Quick Share 

MAC address 
26-dr, OG C11.4 

IP address 

f 

Quick Share 

IP settings 
IJI 

Proxy 

Metered network 

IP address 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomme FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fl 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

https://www.voutube.com/watch?v=dT63df6nnqU 

MAC address type 
mAc 

Randomised MAC 

Phone MAC 
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The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
inquire about available Wi-Fi access points using a probe request that includes a MAC address. For a probe 
request the Accused Products use a randomized MAC address, which is a fake device identifier. 

MAC Randomization Behavior  D- 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to 0 The other 46 bits are randomized  

https://source.android.com/docs/core/connect/wi fi-mac-randomization-behavior 
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Privacy Col 

[15c] transmitting, 
to at least one access 
point, a probe 
request frame that 
includes the fake 
device identifier; 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings,  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<— Network details Ck 0 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
The Accused Products transmit, to at least one access point, a probe request frame that includes the fake device 
identifier. 

The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 

send probe requests to access points to inquire about available Wi-Fi access points using a probe request. The 
probe request comprises a sender address field (e.g., device identifier). The Accused Products utilize a random 
MAC address as the sender address in a probe request. 

The end user device transmits probe requests to identify available access points: 
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The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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CWAP 802.11- Probe Request/ Reiponse 
POSTED BY NATAFtASI IN CWAP sf, 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a quc 

management frame asking what network is available on that channel. 

Probe Request are sent to the broadcast DA address (ff:ff:ff:ff:ff:ff).  Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received. 

STA moves to next channel & repeats the discovery process. 

STA sending Probe Request may specify the SSID they lookir.  (called  directed 

probe request).  Then only IBSS STA or AP support that ssib will answer. 
_ 

(ie ). This is 

called  Wildcard SSID  or  Null Probe Request. 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

httos-//mmcciew com/2014/10/27/cway-802-11-probe-requestresponse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fi mobile devices to 

discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 

messages contain information about their sources (i.e.. MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

https://www.sciencedirect.com/science/article/abs/pii/S1389128622000196  
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The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a fake device 
identifier. 

MAC Randomization Behavior 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access ooint. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually Identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wi fl-mac-randomization-behavior 
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Privacy 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an (potion in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

Network details e q 0 

$ 
Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  

IP settings 

Proxy 

Metered network 
Del', autormit,caily 

MAC address type 
P.Itf d(1011Sell MAC 

MAC address 
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[15d] receiving, The Accused Products receive from the at least one access point in response to the transmitting the probe request 
from the at least one frame, a probe response frame that includes information regarding the at least one access point. As an example, 
access point in a probe response from a Wi-Fi access point includes the SSID (wireless network name), supported data rates, 
response to the encryption types, capabilities, etc. of the access point: 
transmitting the 
probe request frame, The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses from multiple 
a probe response available access points. As an example, an access point responds with the probe response when the SSID in the 
frame that includes probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
information of the access point is included in the SSID List element. As a further example, an access point responds to a 
regarding the at least probe request when it supports data rates or other requirements of the Accused Products. 
one access point; 

2. APs receiving the probe request check to see if the mobile station has at least one common supported data rate. If they have compatible data rates, a probe response is sent 

advertising the SSID (wireless network name), supported data rates, encryption types If required, and other 80211 capabilities of the AP. 

https://documentation.meraki.com/MR/Wi-

 

Fi Basics and Best Practices/802.11 Association Process Explained 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 
" 11.7;t7) randomized MAC (default) 

MAC Randomization Behavior  2 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user onvacy by usina a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

en :11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1, and the unicast bit to 0_ The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior  

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<- Network details q 0 

Network usage 
Detect automatically 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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MAC Randomization Behavior 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

httns://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

IP settings 

Proxy 
Nen, 

Metered network 
Dot.•: .111tont 

MAC address type 
MAC 

MAC address 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

105 

Petitioner's Exhibit 1011 
Page 105 of 286 



EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

STA 

IEEE 802.11 Probe Request 

AP STA 

    

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802 11 Association Request (Secunty Parameters) 
Illow• 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

Information regarding the access point is included in the probe response, as shown below. 
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Table 3-27—Probe Response frame body 

 

' Older lam-manes Nous 

I Tunestano 

 

- Boron Intemal 

  

Capability 

 

4 SSID If dot112deshActuatcd is um. the SS1D element is the admad 
value as described ia 84_22 

 

Supported rates 

 

n FH Parameter Set Tbe EH Parameter Set element is present seam Probe Response 
flames generated by STAs using FH PHTs. 

 

DSSS Parasseter Se The DSSS Parameter Set element is present mann Probe Response 
fames generated by STAs using Clause 1 6. Clause 17. and 
Cause 19 PHYs 
The DSSS Parameter Set element is present within Probe Response 
tomes generated by STAs moo a Clause 20 PRY m the 2 4 GHz 
band. 

1 S 

l 

CF Parameter Set The CF Parameter Set element is moan only umbra Probe 
Respome !banes generated by APs supporting a PCT 

o 
1 

LESS Paramma Set The IBSS Parameter Set element is present only within Probe 
Response frames generated by STAs in an MSS. 

I 
10 

, 

Cooney The Country elemmt is 
present if dotlINIuloAsetseCapability.Acurated is one or 
dot 11Spectrumblanagemeoliequrred Ls tme or 
dot 11RadioNleasurementActnnted is but 

11 PH Parameters The PH Parameters element. as ;pearled in 3,42.11. is eptionaly 
present if dal IhlultiDommaCapabilityActivated is nue_ 

12 FE Panem Table Tbe FH PanernTable element. as specified In S.4.2.12_ Is opnonally 
present if dotl ISlultiDeteLmrapabloyActredied is nue 

13 ?Mit COttlillt The Power Constraint element Ls pram! if 
dotlISpecnundsbnagancritReottred is une and is optimally 
wont of dot I IRathoMeamrementActithied is true 

14 Channel Switch 
Announcement 

The Channel Switch Announcement ekmmt is optimal:presto It 
dotlISpectnemALmagernentRenthred is nue 

15 Qua The tZaset element n optionally present of 
dotlISpecaundsbnagementRequued is nue or if 
datIlRadarthframencentArtmated is true 

15 

_ 

MSS DFS The 1355 DFS element is present if 
dotl ISpectrumbleugemeatequurd u true in an 1355 

, , 1 TPC Repon The TPC Report element us posed if 
dotlISpectrusalanagemeatonted is one or 
doll IRadialeasunimentAannted is tine 

IS ERP The ERP etenent is present satin Plebe Response frames 
gemmed by STAs usuig ERPs and is optionally present abreast 

19 Fictended Supported Rues The Extended Supported Rates element is present If there are more 
than agIn supponed rues. and Li us optiorully present otherwise 

20 MX The R&NT is proem only tf deal RSNAAculmed us tale. 

21 BSS Loud The BSS Load elentrat a present If dot 11QatOptson-Implenesned 
and Clod IQRC,II mdbnplemented lit both true 

22 ROCA Pat:meter Set 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA P2illilliet SO dement is ptesast it 
dot I 1 QmOptiosbnplenterited is me and dot] INIeshAannted n 
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Measurement Pilot 
Transmisszon 

The Measurement Pilot Traranusuon element is present if 
dot 1 IRNIMeasurementPdotActivated is between 2 and 7. 

23 

One or more Multiple BSSTD elements ace present if 
dot 1 IFOIMeasurenentEhlotActivated is between 2 and 7 and the 
AP ts a member of a Multiple BSS1D Set (see 10.11.14) with two or 
more members. or if dotl 1 MrontOpticelsfunBSSIDActivated is 
true. or if dal IliatenvorkingServiceAmtvated is cue and the AP is 
a member of a Multiple BSSID Set with two or more members and 
at least cue dot IIGASAchertisementID N1:03 attribute erasts 

24 Multiple BSSID 

 

RM Enabled Cap-hit:nes 

 

AP Channel Report 

27 BSS Average Access Delay 

28 Antenna 

28 BSS Available Admission 
Capacity 

30 BSS AC Access Delay 

31 Mobility Domain 

32 DSE registered location 

33 Extended Channel Switch 
Annoimcatrut 

34 Supported Operating Classes 

35 HT Capabilities 

56 HT Operation 

37 20 40135S Coexistence 

38 Overlapping BSS Scan 
Patainders 

39 Extended Capabilities 

The RIM Enabled Capabilities element is pretest if 
dotIlltadioNleasinementActerated is cue. 

If dotl1RMAPCILannelReportAttivated is true. one Al' Channel 
Report element is optionally present for each operating class that 
has at least 1 channel to report 

The BSS Average Access Delay element is optionally preset if 
dotlIRMBSSAverageAcressDelayActivated is true and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available) 

The Antenna elements optionally present if 
dotl1RNLAmennanfonuationActivated is true and the value of the 
Antenna ID field is not equal to 0 (unknown antenna) 

The BSS Available Admission Capacity element is opttonally 
present if dotl 1 RMBSSAvailableAdmisstonCapanyActivated is 
cue with the following exceptions: 1) when Available Admission 
Capacity Bitmask equals 0 (Available Admission Capacity Tim 
contams no entries). or 2) When the BSS Load element is present 
and the Available Capacity Bitmask equals 256 (Available 
Admission Capacity List cantatas only the AC VO any) 

The BSS AC Access Delay element is optionally present if 
dcillR2slBSSAverageAcees.sDebvActisntedis true and at least one 
field of the clement is not equal to 255 (measurement not 
available) 

The NIDE is present if dot 11FastBSSTransinonActivated is true 

The DSE Registered Location element is present if 
dot 1 ILCIDSERequired is cue 

The Extended Channel Switch Announcement element is optionally 
present tidal I ExendedChatmelSwitchAetwated is tnie 

The Supported Operating Classes elezimt is peseta if 
dotl I ExtentledChatmelSwuchAenvated is cue 

The HT Capabilities element is present when 
dotIllimJiThroughputOpnonlumlemensed armhole is true 

The HT Operation element is included by =AP and a mesh STA 
When dotl1HighThroughpurOptionlmplememed attebute is cue 

The 20.40 BSS Commence element is optionally present when the 
dot112040BSSCoexisienceManageniauSuppon aunbuie is me. 

The Ovelappng BSS Scan Parameters ekmmt is optionally 
present if the dal 1FortyNflizOpeadniplemented attribute is nue. 

The Extended Capabilities element is optionally present if any of 
the fields in this element are nonzero_ 

https://mrnc ciew. com/2014/10/27/cwap-802-11-probe-requestresponse/ 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

108 

Petitioner's Exhibit 1011 
Page 108 of 286 



Last-1 Vendor Specific 

The QoS Traffic Capability element is optionally pre,ent if 
dotl1MgmtOpuonACStationComtActnated is true 

The Channel Usage element is present if the Channel Usage 
element is present m the Probe Request frame and 
dotllMonCbelUssgeActivsted is true. 

40 QoS Traffic Capability 

41 Chaimel Usage 

Tune Advertisement The Tune Advertisement element is present if 
dot IllsIgnitOptionUTCTSFOffsetActivated is true. 

47 

The Tune Zone element is present if 
dotIlMgmtOptionUTCTSFOffsetActirated is true. 

43 Tune Zone 

Intaworking The Interworking element is present if 
dotIllmerworkingServiceActivated is true 

Advatseman Protocol Advertisement Protocol element is present if 
dotlUntenvorkingServiceActivated is true and at least one 
dot IIGASAdvitrusernemID MLB annbute oasts 

45 

Roaming Consartnmi The Roaming Consortium element is present if 
dot 1 1 InterworlangServiceAcurated is lute and the 
dotURoammgConsortiumTable has at least one entry. 

Emergency Alert Identifier 

Mesh ID 

One of more Emergency Alert Identifier elements are present if 
dotIlEA.SActivated is true and there are one or more EAS 
message(s) active m die tletWOrk. 

The Mesh ID element is presau if doll1MeshActiv-ated is true. 

47 

48 

Mesh Configuration The Mesh Configuration element is present if dot ILMesh.Activated 
is true 

49 

Mesh Awake Window The Mesh Awake Window element is optionally present if 
dotllhfeshActrvated is tine 

Beacon Timing Ike Beacon Timing element is optionally present if both 
dotIlhleshActivated and dot IINIBCAActorated are true. 

51 

MCCAOP Advertisement 
Overview 

The MCCAOP Advertisement Osmview element is optionally 
present if bodi dot 1 IMeshActivated and dotIlMCCAActsmed arc 
one 

MCCAOP Advertisement One or more MCCAOP Advertisement elements are optionally 
present if both dotIlMeshActivated and dotlIMCCAActivated are 
true. 

>3 

The Mesh Channel Switch Parameters element is present if 
dot1lMeshActivated is tme and either Channel Switch 
Announcement element or Extended Channel Switch 
Announcement element is present 

54 

One or more i•ender-specific elements are optionally present. These 
elements follow all other elements. except the Requested elements 

Requested elements Elements requested by the Request element of the Probe Request 
frame are present if doll IMu/nDomatoCapabthtyActivated is title 
See 10.1.4 3_2. 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Mesh Channel Switch 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I I CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf  
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

Below is an example Wi-Fi probe response that includes information of the access point. 
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OBSs Load  
• Element ID: 11  QESS Looa  [68] 
9  Length: 5 [69] 
• Station Count: 1 [70-71] 
9  Channel Utilization: 0 % [72] 
611  Avail Admission Capacity:26562 [73-74]  

IT-1 '47 HT ran= ID.45  147 Len=76  

T .802.11 Management - Probe Response 
• Probe Timestamp: 23996945615  Microseconds  [24-31] 
• Beacon Interval: 102 Time Units (184 MiLLiseconds, ono 448 Microseconds)  [32-33] 
1('' Capability Info=%0001000000000001 information regarding 

R111155E) ID=0 557,  Len=4 55ID=OPEN  
E I -  Supported Rates access point 

io  Element ID: 1  Supported Rates  [42] 
9  Length: 4 [45] 
• Supported Rate: 24.0  Mbps (ESS Bosic Rote)  [44] 

Supported Rate: 36.0  Mbps (Not  ESS Basic Rote)  [45] 

O Supported Rate: 48.0  Mbps  (Not BSS Basic Rote)  [46] 

O Supported Rate: 54.0 :,rbo5 (Not ES'S Basic Rote)  1'471  
Lountry 
• Element ID: 7 Country  [48] 
O Length: 18 [49] 
• Country Code: AU [50-51] 
• Enviroment: Ox20 Any [52] 
0  Starting Channel: 36 [53] 
9  Number of Channels: 4 [54] 
• Max Tx Power (dBm): 23 [55] 
• Starting Channel: 52 [56] 
a  Number of Channels: 4 [57] 
a  Max Tx Power (dBm): 23 [58] 
61  Starting Channel: 100 [59] 
• Number of Channels: 5 [60] 
• Max Tx Power (dBm): 30 [61] 
• Starting Channel: 132 [62] 
• Number of Channels: 3 [63] 
a  Max Tx Power (dBm): 30 [64] 
• Starting Channel: 149 [65] 
rill  Number of Channels: 5 [66] 
• Maw Ty Proupr hiRm). 171 

information regarding 
access point 

R 

Hprobe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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[15e] determining, 
in response to the 
receiving the probe 
response frame and 
based at least, in 
part, on the 
information 
regarding the at least 
one access point, 
whether the at least 
one access point is 
an authenticated 
access point, 
wherein the 
determining whether 
the at least one 
access point is the 
authenticated access 
point includes 
determining whether 
the information 
regarding the at least 
one access point is 
included in the 
authenticated access 
point list that is 
received from the 
server, and wherein 
the determining 
whether the 
information 
regarding the at least 

The 
on 

As 

access 
includes 
authenticated 
information 
determining 

Accused 
the information 

point, 

an example, 

determining 

regarding 
whether 

Products determine in response to receiving the probe response 
regarding the at least one access point, whether the at 

wherein the determining whether the at least one access 
whether the information regarding the at least 

access point list that is received from the server, and 
the at least one access point is included in the 

the at least one access point is under control of the 

the Accused Product receives a probe response frame in 

IEEE 802.11 Probe Request 

frame and 
least one access 
point is the authenticated 
one access 

wherein the 
authenticated 
server 

response to a 

based at least, in part, 
point is an authenticated 

access point 
point is included in the 
determining whether the 
access point list includes 

probe request. 

STA AP STA 

s ource: 

   

IEEE 802.11 Probe Response (Security Parameters) AO 

IEEE 802.11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802.11 Association Response -lel 

IEEE 802.11-2012.pdf 

  

IEEE 802.1X Controlled 
Port Blocked 
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Figure 10-3—Probe response 

Source: IEEE 802.1I-2012.pdf 

Information regarding the access point is included in the probe response, as shown below. 
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I
Table 3-27—Probe Response frame body 

 

Order Informs lion Now 

I Tun:stamp 

 

s - Beacon irder..al 

 

3 Capobthty 

 

4 SSID If dot 1 aleshActnated a true. the SSID element is the wildcatd 
value as descnbed in 3 

$ Summed rates 

 

6 PH Parameter Set The EH Porameter Set element is present wet. Probe Response 
Eames generated be STAs using PH PHYs. 

7 DSSS Parameter Set The DSSS Parameter Set element as present onthan Probe Response 
frames generated by STAs using Clause 16. Clause 17. and 
Clause 19 PH'is 
The DSSS Parameter Set element is present Milan Probe Remonse 
Braes generated by Sits using a Clause 20 PHY in the 2 4 GHz 
band 

3 CF Parameter Set Tbe CF Protorter Set element is present only wnban Probe 
Response frames generated by APs supporting a PCF. 

9 The 1133S Parameter Set element is present only withal Probe 
Response frames generated by STAs in an HISS. 

JESS P Set 

10 Courety The Country element em 
present tif dot1131u1nDonninCapabOnyActinted is true or 
dotlISpectrumblanagementRequtred a nix or 
dot 11Rodialeasuremenann-ated is true. 

11 PH Parameters The PH Parameters element. as speatled in 3.42 11. as optionally 
present if dal IMideiDosnainCopabilityActented is true 

12 PH Perm Table The EH Pattern Table element. 31 spectSed in 3.4.212. is optionally 
peseta afdoe1131u1nDonmeCapabilityActrated is nue 

13 Power Constrain The Power Ccastramt dawn is present at 
don1SpectrumIslanapemeseRequirst as Mt mat is optionally 
present if dotIlRodao.MrantrannitActinted as true 

14 Channel Sansch 
Announcement 

The Channel Switch Ammar anent element ts opts present if 
dot 1 ISpectsumhlmagenrcaRequued is tnr 

15 Quin The Qum dement n optionally presem if 
dot 1 ISpecimmlemagementRequued Is mac or Lf 
dotlIRodioNferunentottActinted is true 

16 MSS DES The MSS DES element as present if 
dotlISpectmmIslanagementRerstred is true no an MSS 

17 TPC Report The TPC Report &men as present at 
datIl*ctnanalanagemecoReeptued is tote or 
dot 1 IRodioNleasurementAnnmed is true 

13 ERP The ERP element is present within Probe Response frames 
warmed by STAs Dung ERI's and is 0010111ny ISMS otherwise 

19 Extended Supponed Rates The Extended Supported Rates element a present Lf Men are more 
nun esgbt sapponed rases. radon optionally proem otherwise 

20 AZ The ft&NT is present only if dotlIRSNAActnated is true. 

21 BSS Load The BSS Load dement a present Lf dot llgosOptson-Implementat 
and don1QRSCI , r1limplemented are botb Inx 

22 EDCA Parameter Set 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Parameter Set demon is present if 
don 1 QmOptionhartemented it tote and doll! MeshActinted is 
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23 Ittleranement Pilot 
Transmission 

The Measurement Pilot Transmission element is present if 
dotlIR2aleasurementhlotActivated is between 2 and 7. 

24 Multiple BSSID One or more Multiple BSSID ektnents me preserd if 
dotlIRMMeasurementPdotActivated is between 2 and 7 and the 
AP is a member ofa Multiple BSSID Set (see 10.11.14) with two or 
more members. cc If dotIllsIgmtOpeconMulliBSSIDActivated is 
true. or if dal llmetworkingSenimactnated is true and the AP is 
a member of a Multiple 13SSID Set with two or more members and 
at least one dotlIGASAdvettisenannID NUB attribute mists. 

"75 RNI Enabled  C3P4bibbel The Fal Enabled Capabilities <imam is present if 
dot 11Radialeaturementacurated is true. 

 

AP Channel Report If dotlIRMAPChmaelRepartActivated is true. one AP Channel 
Report element is optionally present for each operamg class that 
has at least 1 channel to upon_ 

 

EtSS Average Access Delay The BSS Average Access Delay element as optionally present if 
dotlIRMBSSAverageAccessDelayActivated is true and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available). 

. 

 

The AIIIM312 element is optionally present 2f 
dotlIR.NLAnterenatuformatonActivated is true and the value of the 
Antenna ID field is not equal to 0 (unknown antenna) 

.:P BSS Available Admission 
Capacity 

The BSS Available Admission Capacity element as optionally 
present if doll IRMBSSAvailableAdnussionCapacirvActivated is 
truc with the following exceptions. I) when Available Admission 
Capacity Bitmask equals 0 (Available Admission Capacity List 
contains no entries). our 2) when the BSS Load element is present 
and the Available Capacity Bitznask equals 256 (Available 
Adria:sum Capacity List contains only the AC VO aitty) 

30 BSS AC Access Delay The BSS AC Access Delay element is optionally present if 
dot IIRMBSSAverageAccessDelayActivated is 11111e mid at least one 
field of the element as not equal to 255 (measurement not 
available). 

31 Mobility Domain The NIDE is present edot 1 1FaraBSSTtansitionActivated is true 

,.".• DSE registered location The DSE Registered LACMCII element is present if 
dotIlLCIDSERequired is nue 

33 Extended Channel Swatch 
A11110MCCUICIII 

The Extended Channel Saud Announcemau elan= is optionally 
present if dal I ExendedClunnelSwitchActivated is taste 

3-1 Supported Operating Classes The Supported Operating Classes element is present if 
dotl 1 ExteuiedCharinelSwitchActivated is true 

35 HT Capabilities The HT Capabilities element is present when 
dot' 1 HIghTlhoughputOptionlnylemeraed attribute is true 

30 HT Operation The HT Operation element is included by an AP and a mesh STA 
whtn dofillfighTbroughputOptionlmplemented annbute is true. 

37 2040 BSS Coethaence The 2040 BSS Coetisience element is optionally present when the 
dot112040BSSCoexistenc6Sanagementhupport artnbuie is true. 

s Overlapping BSS Scan 
Parameters 

Tbe Overlapping 13SS Scan Parameters element is optionally 
present if the dot 1 IForty3tHrOptionlmpleinented attribute is true. 

,,o 

https://mrncciew.com/2014/10/27/cwap-802-11-nrobe-requestresoonse/ 

Extended Capabilities The Extended Capabilities element is optimally present if any of 
the fields in this element are nonzero. 
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Last—/ Vendor Specific 

The QoS Traffic Capability element L. optional], pte-,eni if 

dot' I ISIgmtOptionACSIationCountActrialed is erne 

The Channel Usage element is present if the Channel T.:^..32C 
element is present is the Probe Request frame and 
dot11MntOptionCbanneltsageActivated is true. 

40 QoS Traffic Capabrlity 

41 Channel Usage 

Time Advansement The Tune Advertisement element is present it 
dotl1MgmtOptionUTCTSFOffsetActivated is rue 

42 

The Time Zone element is present if 
clot11.MgmtOptionUTCTSFOffsetActivated is nue. 

43 Time Zone 

Intaworking The lnierworking element is present if 
doll 1 InterworlingServiceActivated is true. 

44 

•ausemest Protocol Advertisement Protocol element is present if 
dotl 1 InterworkingSermeActivated is true and at least one 
dot 11GASAdverhsementID NOB annbute exists 

45 

Rosining Consortium The Roaming COUSOIIiIIM element is present if 
doll 1 InterworlangServiceActivated is true and the 
don 1 ReammgCensortinnTable has at least one cony. 

46 

One or more Emergency Alert Identifier elements are present if 
dotllEASActivated is tnie and there are one or mom EAS 
message(s) active in the network 

The Meg] ID element is present if dotlIMeshActrated is tnr 

47 Emergency Alen identifier 

45 

Mesh Configuration The Mesh Configuration element is present if dotllMesIkketivated 
is nit 

49 

Mesh Awake Window The Mesh Awake Window element ii optionally present if 
dot IlMeshActivated is hue. 

50 

Beacon Tuning The Beacon Timing element is vionally present if both 
dotllhleshActwated and dot111CA..Actnuted re lose. 

51 

MCCAOP Advertisement 
Ceventew 

The MCCAOP Advertisement °semen* element is optionally 
present if both dotllMeshActivated and doll1MCCAActivaied are 
true 

52 

MCCAOP Advertisement One or more MCCAOP Advertisement elements are optionally 
present if both doillMestiActnuted and dotlIMCCAActivaied are 
tnie. 

53 

Mesh Channel Switch 
Parameters 

The Mesh Channel Switch Parameters element is present if 
dotllMeshActivated is true and either Channel Switch 
Announcement element or Extended Channel Switch 
Announcemeat element is present 

One or more vendor-specific elements are optionally present. These 
elements follow all other elements. except the Requested elements 

Requested elements Elements requested by the Request de1IIIMII of the Probe Request 
frame are present if doll IMultiDomamCapabihtyActwated is true 
See 10.1_4.32. 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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4.3.13.15 SSID list 

The SSID List clement enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an 1BSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-Dassive-and-active-scanning 

Below is an example Wi-Fi probe response that includes information of the access point. 
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-;r-  802.11 Manaaement - Probe Response  
• Probe Timestamp: 23996945615  Microseconds  [24-31] 
* Beacon Interval: 102 rie (Units (104 Mittiseconds, and 448 Nicroseconds)  [32-33] 

Louncry 
• Element ID: 
IP  Length: 
• Country Code: 
• Enviroment: 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 

• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
a  Raw Tx Rnuer fdRm). 

1  Supported Rotes  [42] 
4 [43] 
24.0 Nbps Basic Rote)  [44] 

 

36.0 Nbps (Not BSS Basic Rote) [45] 
48.0 Nbps (Not BSS Basic Rote) [46] 
54.0  :Thos (Not BSS Basic Rote) 7471 

7 Country  [48] 
18 [49] 
AU [50-51] 
Ox20  Any  [52] 

4 [54] 
36 [53] 

23 [55] 

information regarding 
access point 

52 [56] 
4 [57] 
23 [58] 
100 [59] 

5 [60] 
30 [61] 
132 [62] 
3 [63] 
30 [64] 
149 [65] 
5 [66] 

IT "(Capability Info=%0001000000000001 
C-6  Assn)  ID=0  SSID  Len-4 SSID=OPEN 
E, .1upported Rates  

• Element ID: 
• Length: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 

/

I information regarding 
access point 

1-J 11 

probe response 

E  -4-  al:15s Load  
• Element ID: 11  QCSS Load  [68] 
• Length: 5 [69] 
• Station Count: 1 [70-71] 
• Channel Utilization: 0 .5, [72] 
• Avail Admission Capacity:26562 [73-74]  

m 7"  HT rao= ID=4C Len=26  

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The Accused Product confirms the received SSID information and/or other information from probe responses 

with access point information stored in its memory. Once confirmed that there is a probe response from an access 
point and that the access point is an authenticated access point, the Accused Product initiates a connection to the 
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access point using an authenticated device identifier, such as a persistent MAC address that was used for a prior 
connection with the access point. The Accused Products determine that the access point is an authenticated access 
point by determining that it is in the access point list, indicating it was connected previously. 

As shown, the Accused Products maintain a list of previously-connected access points which is matched to the 
access point's SSID received in the probe response. Each previously-connected access point is linked to a 
persistent MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID securit 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t4 remember a device and allow users to bypass the login screen asi 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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android / device generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3386c8e42cf140bfe6aS [file] [leg] [blame] 

<?xml version='1.0 encoding='utf-8' standalone='yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name-"BSSID" I> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxNeyIndex" value="0" I> 

https://android.googlesource.com/deviceigenericigoldfishi+irefs/tagstandroid-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot 11CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Min_Probe_Response_Time Max_Probe_Response_Time 

Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog,pulsarsecuritv.com/preferred-network-list-pnl  
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802.11 Management - Probe Response 

O Probe Timestamp: 23996945615 Microseconds [24-31] 

• Beacon Interval: 102 7,.7e Linits (104 MiCiiseconds, and 448 Microseconds) [52-33] 
1 - Capability  Info=%0001000000000001 

TI  5510 10=0 5c-D Len=4 SSID=OPEN 

Supported Rates  

* Element ID: 

• Length: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

• Supported Rate: 

tountry 

• Element ID: 

0  Length: 

0  Country Code: 

7 Country [48] 
18 [49] 

AU [50-51] 

 

0  Enviroment: 0x20 Any [52] 

   

0  Starting Channel: 36 E5-7-'7 

 

information regarding 

 

• Number of Channels: 4 [54] 

   

• Max Tx Power (dem): 23 [55] access point 

 

• Starting Channel: 52 [56] 

   

• Number of Channels: 4 [57] 

  

• Max Tx Power (dBm): 23 [58] 

 

1---

 

proberesponse 

 

0  Starting Channel: 100 [59] 

 

• Number of Channels: 5 [60] 

  

• Max Tx Power (dBm): 30 [61] 

 

• Starting Channel: 132 [62] 

 

• Number of Channels: 3 [63] 

 

• Max Tx Power (dam): 30 [64] 

 

Starting Channel: 149 [65] 

 

O Number of Channels: 
ft  Max Tx Pnwer (dRml. 

5 [66] 
"41 ,g'l 

gtLi_iggil 
1111  Element ID: 11 Q655 Load (68] 

• Length: 

 

5 [69] 

 

• Station Count: 1 [70-71] 

 

0  Channel Utilization: 0 S [72] 

 

Avail Admission Capacity:26562 [73-74] 
IT,1—  HT Cap= 10=45 Len.26 

/

I information regarding 

access point  

1 Supported Rotes [42] 
4 [43] 

24.0 Mbps MS Basic Rote) [44] 
36.0 Mbps (Not BSS Basic Rote) [45] 
48.0 Mbps (Not  BSS Basic Rote) [46] 
54.0  Mbos (Not BSS Basic Rote) f471 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The Accused Products also determine using information in the probe response that the access points are 
controlled by the server. For example, the server, which serves the functionality of the Android operating system, 
controls connection and/or data transmission of the access points. The Accused Products support the Wi-Fi 
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standard. According to the standard, the Accused Products inquire about available Wi-Fi access points using a 
probe request, which is generating by the mobile operating server. The probe request comprises identifying 
information, such as a wildcard SSID or SSID for one or more access points or a preferred network list which is 
a set of SSIDs to which the UE got connected previously. An access point receiving the probe request must 
provide a probe response. As a further example, an access point receives and transmits data under control of the 
mobile operating server. 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Source: IEEE 802.11-2012.pdf 

The server runs on a CPU of the SoC (e.g., the Kryo CPU) of the accused product. And is used to manage 
connections with an access point to control those access points to receive and transmit data. 

Galaxy S23  

till • 
Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB CUES 4.0) 

 

6.1" FHD+ Dynamic 6.6' FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, 

425ppi, 1,750nit (outdoor 

Adaptive Refresh 

Rate,393ppi, 1,750nit 
Rate, 500ppi, 1,750nit 

 

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

,wimpt

 Snapdragon 

8 
Gen2 

CPU 
Kryo CPU 

• 64-bit Architecture 
• 1Prime core, up to 3.36 GHz= 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 
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https://www.qualcomm.com/content/dain/qcomm-martecWdm-assets/documents/Snapdragon-8-Gen-2-
Product-Brielpdf 

Phone Galaxy S23  Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fi 6E, Bluetooth ; 5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 
, Connectivity 

5.3, NFC 5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxv-s23/ 

Galaxy S23 

! olorsofte 

• 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxv-s23/specs/ 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

129 

Petitioner's Exhibit 1011 
Page 129 of 286 



,6c1,01 UI W al 
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192 168.152.2 
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Quick Share 

IP settings 

Proxy 

Metered network 

IP settings 

Proxy 

Metered network 

Quick Share 

MAC address 

IP address 

GALAXY S23, PLUS 

Set MAC Address Type to 
Randomized 

MAC/Phone MAC 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active3, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.cominews/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
sna_pdragon-eve  

https://www.voutube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff 

Randomised MAC 

Phone MAC 
MAC address type 

?.IAC 
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The Accused Products transmit, to the at least one access point in response to a determination that the at least 
one access point is the authenticated access point, a connection request that includes an authentic device identifier 
for the device. 

After receiving the probe response from the access point, as discussed above, the Accused Products confirm the 
received SSID and other information from the probe responses with the access point information stored in 
memory. Once confirmed that there is an SSID in a probe response from an access point with which the Accused 
Product was connected previously, the Accused Products initiate a connection using the persistent MAC address 
for the access point, which is an authentic device identifier for the Accused Product. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/c onnect/wi fi-mac-ran dom i zati on-beha v i or 
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IEEE 802.1X Controlled 
Port Blocked 

Address 
4 

Address 
2 

Sequence 
Control 

Address 
3 

Address 
1 FCS HT 

Control 
QoS 

Control 
Frame 
Body 

Duration 
/IQ 

Frame 
Control 

AP STA STA 

https://www.youtube.com/watch?v=dT63df6nnqU 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 
I 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters)
. 

IEEE 802.11 Association Response 

 

Source: IEEE 802.1I-2012.pdf 

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 8-1 depicts 
the general MAC frame format. The first three fields (Frame Control, Duration/ID, and Address 1) and the 
last field (FCS) in Figure 8-1 constitute the minimal frame format and are present in all frames, including 
reserved types and subtypes. The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control, 
HT Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 
8.2.4. The format of each of the individual subtypes of each frame type is defined in 8.3. The components of 
management frame bodies are defined in 8.4. The formats of management frames of subtype Action are 
defined in 8.5. 

Octets: 2 2 6 6 6 2 6 2 4 0-7951 4 

MAC Header 

Source: IEEE 802.11-2012.pdf  
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU. as defined in 83.2.1. 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, contained in the frame body 
field was initiated. the individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s). on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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802.11 Mgmt : Authentication Frame 
POSTED BY NAYARASI IN CWAP 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

MAC header 

2 2 Vanitrk Pew 

Ramo body 

4 2 2 6 6 2 

n*Whiseri Trumann 
Inaba * 

Suns 
Can ICht."1.1 

Fen 
Pawl 14:3 *moo IWO OA 

https://mmcciew. com/2014/10/10/802-11-mgmt-authenticati on-frame/ 

As shown, the Accused Products may use persistent randomization, in which for the same Wi-Fi network and 
device combination, the MAC address remains the same. When an Accused Product connects to a Wi-Fi network 
it was previously connected to, it will use the same MAC address. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, 

expected, or to enable parental controls. 

remember a device and allow users to  bypass the login screen as  

 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.corn/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44a93c3386c8e42cf140bfe6a5 [file]  [120 [blame) 

<Txml version='1.0' encoding='utf-8' standalone='yes' 7> 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<NetworkList> 

<Network> 

<wifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="8SSIO" I> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /' 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
Generating the fake device identifier includes generating a fake media access control (MAC) address. 

The Accused Products generate a fake MAC address that is different from the original MAC address of the 
hardware by generating a randomized MAC address for use in probe requests. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source. androi d.com/docs/core/connect/wifi-mac-ran domizati on-behavi or 

MAC Randomization Behavior  - 

The MAC randomization feature allows devices to use a randomized MAC address when connectino to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by usina a randomized MAC address when connecting to a Wi-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

06:11:22:AA:MCC  The MAC randomization feature randomizes the address by settina the locally administered bit to 

1. and the unicast bit to O. The other 46 bits are randomized. 

16. The method of 
claim 15, wherein 
the generating the 
fake device 
identifier includes 
generating a fake 
media access control 
(MAC) address. 
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Privacy 
" Ike randorrwrd MAC (defauft) 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<— Network details e 

Network usage 

Figure 1. MAC randomization option 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

17. The method of 
claim 15, wherein 
the information 
regarding the at least 
one access point 
includes at least one 
of a media access 
control (MAC) 
address of the at 
least one access 

The information regarding the at least one access point includes at least one of a media access control (MAC) 
address of the at least one access point or a service set identifier (SSID) of the at least one access point. 

The Accused Products support the Wi-Fi standard. The Accused Products receive the probe responses from 
multiple available access points. An access point responds with the probe response only when the SSID in the 
probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
of the access point is included in the SSID List element. As a further example, an access point responds to a 
probe request when it supports data rates or other requirements of the Accused Products. 
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STA 

IEEE 802.11 Probe Request 

AP STA 

    

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

point or a service set 
identifier (SSID) of 
the at least one 
access point. 
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Table 8-27—Probe Response frame body 

Order Iola, manor, Now. 

 

1 Tarestaop 
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Supported's/es 

  

, FH Parameter Set The FR Parameter Set element a present warn Note Response 
flames generated by STAs using PH PHYs. 

  

DSSS Parameter Set The DS:SS Parameter Set element is present win= Probe Response 
frames generated by STAs using Clause 16. Claim 17. and 
Clause 19 PHYs 
The DSSS Parameter Set element is mesas uitbin Probe Response 
flair" generated by STU mug a Clause 20 PHY 111 tbe 2 4 GAT 
band 

 

8 CF Parameter Set The CF Parameter Set element is present only vatInn Probe 
Response frames generated by APs supparung a PCF 

 

9 IBSS Parameter Set The MSS Parameter Set element is present only within Probe 
Response frames generated by STAs in an 165S 

 

10 Country The Country element is 
Fes= If dotIlMultilkresiurapubtlityAcrwated is true or 
dot 11SpectrunahlaingearotRequtted is nue or 
dotIlRadioNleasurementActnuted is nue_ 

 

11 FR Parameters The FR Pummels elemerx as speeded in 84 211. is optionally 
;nese:a if dx 1 INtuluDomaukapabdityActwated is trot 

 

12 FR Pavan Table The EH PanernTabkelernent. as speafied in 84.212. ts optionally 
presmt if dal IMultiDocruniCapabiblyActirated 6 true. 

 

13 Power Consuanu The Power Constraint element is present if 
doll] SpecnomManagententReqsated is true and is optimally 
present if dotl tRacboNSeasurementActamted is tux 

 

14 °mad Swatch 
ALMOMMIMIC 

The Channel Switch Amouncernern dement is optunallypresese If 
dotlISpectruntAlanagernentRequited Is true 

 

15 Own The Omer element u optionally present if 
ckullSpecinuMmagementReguned is true or if 
doallRadialeasixemenanrated u inie 

 

16 MSS DFS The EBSS DFS element is present if 
dotlISpectrurnManagementRequeted is ore m an 133SS 

 

17 TPC Report The TPC Report element is present if 
dot 1 I SpecnumhLtua gementReepnred is true or 
dot 11RadtoMeasurememActnated is true 

 

IS ER? The ERP demon is present within Probe Response frames 
generated by STA. map ER?. IIICI is optionally present otberinse 

 

19 Extended Supported Rams The Emended Supported Rates element is present ;Phut, are more 
dun eight supported rates. and st ts optionally present othmnse 

 

20 MN The 1/....c\T is present only if deelIMAAntrated is true. 

 

21 WS Load lbe BSS Load element is present if doillposOption-Implemerned 

   

and dot' IQBSSLoadlroplemetned are both true 

 

22 EDCA Para:non Set 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Para:nem Set element is present if 
dot 1 1 QutOptsmImplemented a nue and don IhleshAetwated is 
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27 BSS Average Access Delay The BSS Annage Access Delay element is optionally present if 
dal iRMBSSAverageAccessDelayActivated is hue and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available) 

AP Channel Repot If dotlIRMAPCLumelReportActn-ated is true. one AP Channel 
Report element is optionally present for each operatuig class that 
has at least 1 channel to report 

3-6 HT Operation TheIST Operation dement is included by sn AP and a mesh STA 
when doll1HighTbrougbputOptweilmplemented attribute is true 

20 40 BSS Coausience The 20 40 BSS Commence element is optionally present when the 
dot1120403SSCoexistenceMmagernenrSupport attribute is true. 

Ovalappmg BSS Scan 
Parameters 

The Overlapping BSS Scan Parameters element is optionally 
present tithe dotl 1 FotyMlizOptiodniplemented attribute is true 

39 Extended Capabilants The Extended Capabilities element is optionally present if any of 
the fields in this element are nonzero. 

Measurement Pilot 
Transmission 

The Measurement Not irJr61915540nelement is present if 
dotl1RNESInsurementhlotActivated is between 2 and 7 

23 

One or more Multiple BSSID elements me proem if 
dein R.MMeasuranentPilotActivated is between 2 and 7 and the 
AP is a member of a Multiple ELSSID Set (see 10.11.14) uith two or 
more members. or if doll 1 hIgnitOptionNiuMBSSIDActivated is 
true, or if dal lInterworkingServiceActsvmed is true and the .AP is 
a member of a Multiple BSSID Set with two or more members and 
at least one clod 1GASAdtertisenamilD MIB attribute exists. 

24 Multiple BSSED 

PM Enabled Capabilities The MI Enabled Capabilities element is present if 
dot 11RadialeasinanentActivated is true. 

The Antenna element is optionally present if 
doll ifebLAntennalnfomationActnated is true and the value of the 
Antenna ID field is not equal to 0 (unknown anterna) 

The BSS Available Admission Capacity element is optionally 
pram if dot IIR_NIBS-SAvailableAdonssionCapacityActivated is 
taw with the [diming exceptions. 1) what Available Admission 
Capacity Bitmask equals 0 (Available Admission Capacity List 
MMUS no cones). or 2) when the BSS Load element is present 
and the Available Capacity Bitmask equals 250 (Available 
Admission Capacity List contains only the AC_VO enhy) 

28 

29 

BSS AC Access Delay The BSS AC Access Delay element is optimally present if 
dotl 1 RMBSSAverageAccessDelayActumed ts IfIle and at iCISI one 
field of the dement is not equal to 255 (measurement not 
available) 

30 

Mobility Domain The NIDE is present if dotIlFastBSSImnsmonAanated is true 

DSE registered location The DSE Registered Location element is present if 
dotIlLCIDSERequired is true 

Extended Channel Swatch 
Amouncemerd 

The Extended Channel Switch Announce:mu element is optionally 
present if clod 1 F.xendedChannelSwndiAcinated Is true 

Suppected Operating Castes The Supported Operating Classes element is present if 
doll lExtendedChmmelSwirchAanated is me. 

34 

The HT Capabthues element is present Mien 
doll 1 litghThroughputOptumlmplemented attibute is true 

35 MT Capabilities 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

37 

38 

Antenna 

BSS Available Admission 
Capacity 
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Requested elements Elements requested by the Request element of the Probe Request 
frame are present if doll 1 MulnDomankapabdilyAmmated is true 
See 10 1 4 3_2 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The QoS Traffic Capability element is optionally pre.sent if 

dot 1 1MgmtOptionACSubonCountActivated is tine 

The Channel Usage element is present if the Channel Usage 
element is present us the Probe Request frame and 
dotlalgmtOptionannnefesageActivated is true. 

40 Qo5 Traffic Capability 

41 Channel Usage 

Tune Advertisement The Time Advertisement element is present if 
dot11.MrantOptionUTCTSFOffsetActivated is true. 

42 

The Time Zone element is mescal if 
dotIlMgmtOptionlITCTSFOffsetActivated is true. 

43 Time Zone 

The Interworking element is present if 
doillInterworkingSerticeActivated is true 

44 Intaworlang 

.4thcrnseman Protocol Actvatisement Protocol element is present if 
dotllIntaworkmgServiceAnwated is true and at least one 
dotlIGASAdvertisernemID MIB annbute exists. 

45 

Roaming Consent= The Roaming Consortium element is present if 
dot 1 I InterworlangServiceAcnvated is nue and the 
doll 1 RoamingCeasortruniTable has at least one entry, 

46 

Emergency Alert Identifier 

Mesh ID 

One or more Emergency Alert Identifier elements are present if 
dotllEASActivated is true and there me one or more EAS 
message(s) active in the network 

The Mesh ID element is present if doillNleshActunted is tme 

47 

45 

Mesh Configuration The Mesh Configuration element is present if doll1MeshAmnated 
is true 

49 

Mesh Awake Window The Mesh Awake Window element is optionally present if 
dotIllsleshActivated is true 

The Beacon Timing  element is optionally present if both 
dotlIMeshActwated and dotlIMBCAActivated me true. 

51 Beacon Ttmmg 

MCCAOP Advertisement 
Overview 

The MCCAOP Advertisement Overview element is optionally 
present if both dotlIMeshActwated and dotIlMCCAActivated are 
true 

7,  2 

MCCAOP Advatisensau One or more MCCAOP Advertisement elements are optionally 
present if both doe 1 1 MeshActirated and dot I INICCA.Acuvated are 
true. 

53 

The Mesh Channel Switch Parameters element is present if 
dot 1 UsteshActivated is mit and either Channel Switch 
Announcement element or Extended Channel Switch 
Announcement element is present 

Mesh Chum' Switch 
Parameters 

Vendor Specific Ore or more vendor-specific elements are optionally mesas. These 
element: follow all other elements except time Requested elements 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.1I-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

httos://www.wi-fi.org/knowledge-center/faq/what-are-bassive-and-active-scanning 
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802.11 Management - Probe Response 
• Probe Timestamp: 23996945615  Microseconds  [24-31] 
• Beacon Interval: 102 Time Units (104 MiLLiseconds, and 446 Microseconds)  [32-63] 

BDTCapability Info=%0001000000000001 

t 5511)  ID=0 Len=4 SSID=OPEN  
information regarding 

access point 

1 Supported Rotes  [42] 
4 [46] 
24.0  Mbps (BSS Basic Rate)  [44] 
36.0  '[bps (Not BSS Basic Rote)  [45] 
48.0  Nbps (Not ESS Basic Rote)  [46] 
54.0 bos ('v.mt 855 Basic Rote)  r47] 

El 1 -  Supported Rates  
• Element ID: 
• Length: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 
II  Supported Rate: 
Lountry 
• Element ID: 
• Length: 
• Country Code: 
• Enviroment: 
O Starting Channel: 
O Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
S Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (am): 
O Starting Channel: 

$  Number of Channels: 
6i Max Tx PnwPr fdRml. 

7 Country  [48] 
18 [49] 
Al) [50-51] 
Ox20 Any [52] 
36 [53] 
4 [54] 
23 [55] 
52 [56] 
4 [57] 
23 [58] 
100 [59] 
5 [60] 
30 [61] 
132 [62] 
3 [63] 
30 [64] 
149 [65] 
5 [66] 

rA71 

information regarding 
access point 

probe response 

is 1 (MSS Load  
• Element ID: 11  QBSS Load  [68] 
• Length: 5 [69] 
611  Station Count: 1 [70-71] 
• Channel Utilization: 0 A' [7:: 

Avail Admission Capacity:26562 76-74] 
Fiqle HT Cap= in.45  47  rm.,  len=26  

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 

Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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18. The method of The Accused Products practice a method wherein the determining whether the at least one access point is the 
claim 15, wherein authenticated access point further includes determining whether the at least one access point was previously 
the determining connected with the device. 
whether the at least 
one access point is As an example, the Accused Product confirms the received SSID information and/or other information from 
the authenticated probe responses with access point information stored in its memory. Once confirmed that there is a probe 
access point further response from an access point with which the Accused Product was connected previously, the Accused Product 
includes initiates a connection to the access point using an authenticated device identifier, such as a persistent MAC 
determining whether address that was used for a prior connection with the access point. 
the at least one 
access point was As shown, the Accused Products maintain a list of previously-connected access points which is matched to the 
previously access point's SSID received in the probe response. Each previously-connected access point is linked to a 
connected with the persistent MAC address for connecting to that access point. 
device. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t4  remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / jfj / WifiConfigStore.xml 

blob: bbS64Saacde00f44a93c3386c8e42cf140bfe6a5 [file] [leg] [blame] 

<?xml version=' 1.0' encoding.'utf-B' standalone='yes' ?> 

<WifiConfigStoreData> 

<int name="Versibn" value="1" I> 

<NetworkList> 

<Network> 

<WifiConfiguration>  

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID"Aquot;AndroidWifi&quot;</string> 

<null name="BSSID" I> 

<null name="PreSharedKey" I> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" I> 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dotl 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotIlCurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TWIT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

httns://b1 og.pulsarsecurity.com/preferred-network-1ist- s n1  
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T  802.11 Management - Probe Response 
O Probe Timestamp: 23996945615  Microseconds  [24-31] 
• Beacon Interval: 102  7i7e Units (104 Milliseconds, and .4AB Microseconds)  [32-35] 

IrCapability Info=%0001000000000001 
fl S510 ID=0  Sc-D  Len=4 SSID=OPEN  

information regarding
 

ID • Supported Rates access point 

O Element ID: 
• Length: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 
• Supported Rate: 

1 Supported Rates  [42] 
4 E43] 
24.0  'bps (BSS Basic Rote)  [44] 
36.0  Mbps (Not BSS Basic Rote)  [45] 
48.0  Mbps (Not BSS Basic Rote)  [46] 
54.0  Mbps (Not BSS Basic Rate) F471 

.uignaly 
• Element ID: 7 Country  [48] 
O Length: 18 [49] 
O Country Code: AU 150-51] 

0 Enviroment: 0x20 Any [52] 

0 Starting Channel: 36 [53] 
0 Number of Channels: 4 [54] 
0 Max Tx Power (dBm): 23 [55] 
0 Starting Channel: 52 [56] 

Number of Channels: 4 [57] 
0 Max Tx Power (dBm): 23 [58] 

Starting Channel: 100 [59] 
0 Number of Channels: 5 [60] 

0 Max Tx Power (dBm): 30 [61] 
0 Starting Channel: 132 [62] 
• Number of Channels: 3 [63] 
0 Max Tx Power (dBm): 30 [64] 

Starting Channel: 149 [65] 
Number of Channels: 5 [66] 
May Tx Pnwpr (dRm). rg-,1 

E -4-  MISS Load  
ill Element ID: 11  OSS Load  [68] 
• Length: 5 [69] 
• Station Count: 1 [70-71] 
S Channel Utilization: 0 5 :72] 
• Avail Admission Capacity:26562 :73-741  

,T1 -4—  HT Cap= TD=45 Len=26  

information regarding 
access point 

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 

Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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IEEE 802 11 Open System Authentication Request 

IEEE 802.11 Open System Authentication Response 

20. The method of 
claim 15, further 
comprising: 

receiving, from the 
at least one access 
point, an approval of 
the connection 
request; 

The Accused Products receive, from the at least one access point, an approval of the connection request, 
transmit, to the at least one access point in response to the receiving the approval of the connection request, an 
association request, receive, from the at least one access point, an association response to the association request, 
and connect to a communication network via the at least one access point in accordance with the association 
response. 

As an example, the Accused Products receive an open system authentication response from an access point. The 
Accused Products then transmit an association request. The Accused Products then receive an association 
response from the access point, at which point the Accused Product is connected to a network via the access 
point in accordance with the association response. 

transmitting, to the 
at least one access 
point in response to 
the receiving the 
approval of the 
connection request, 
an association 
request; 

STA AP STA 

IEEE 802 11 Probe Request 

IEEE 802,11 Probe Response (Security Parameters) 

receiving, from the 
at least one access 
point, an association 
response to the 
association request; 
and 

connecting to a 
communication 
network via the at 
least one access 
point in accordance 

IEEE 802 11 Association Request (Security Parameters)rso 

IEEE 802.11 Association Response 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.1I-2012.pdf 

rid 
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with the association 8.2.4.3.5 DA field 

response. 
The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1, 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU. as defined in 8.3.2.1, contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

the RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s), on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the grA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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802.11 Mgmt : Authentication Frame 
POSTED BY NAYARASI IN CWAP fz-; 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

MAC header RIMS body  

2 2 6 6 6 2 2 2 2 Muds 

hem 
°NW 
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NP,01• 
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Ane.6.0.
 

Smack* 
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Dia 
COM l el? , OA Comm 

https://mmcciew.com/2014/10/10/802-11-mgmt-authentication-frame/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff 

21. A method 
performed by a 
device, the method 
comprising: 

To the extent the preamble is limiting, the Accused Products practice a method performed by a device. 

The Accused Products include Android OS 10 or above or Wear OS 3 or above. Each Accused Product includes 
an SoC and Wi-Fi connection functionality. As a specific example shown below, the Galaxy S23 includes the 
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Android 13 operating system, which includes randomized MAC for Wi-Fi connections. It comprises an SoC, 
Snapdragon 8 Gen 2, a Wi-Fi chipset, and FastConnect. It connects to a Wi-Fi network using the Wi-Fi chipset. 

SAMSUNG Shop Mobile TV & Audio Appliances Computing Displays Accessories SmartThings Explore Support For Business Q 

Galaxy S23 Lavender 
Get up to S,41. Instant tradrincrecilt 5799 99 533.34 • • CCM 

ahout  Ealaxylaktangez Savv an extra 5100 CO with Samsung Of lets Program membership 

Galaxy S23 Ultra Galaxy S23 I 523. 

Device 

Galaxy 523  

Galaxy 523+ 

Connectivity 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxv-s23-128gb-unlocked-sm-s911uliaxaa/ 
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Galaxy S23  

[ .1 
Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

httns://www.androidnolice.com/samsung-galaxv-s23/ 

4 
https://www.youtube.com/watch?v=BadWvxWe8y8 
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• 
Quick Share 

with a nearby GaLlxy user. 
Theyll be able to connect without ooter,nn the 

IP settings 
pito, 

Proxy 
None 

Metered network 
Detect autornat.cally 

MAC address type 
Randuen,_ 

MAC address 

IP address 

https://www.youtube.com/watch?v=dT63df6nnqU 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 
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Samsung Galaxy 523 / Galaxy 523 Ultra - View MAC Address 

Don't Break Me-5G 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

https://www.youtube.com/watch?v=AaMm2HHwbIO 
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Featuring the Snapdragon X70 5G Modem RE System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm• 
FastConnect" 7800 Mobile Connectivity System. 

• 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fi 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions, including the Snapdragon' X70 Modem-R1 System, 

the world's fastest and smartest 5G modem-R1 system, and Qualcomm'  

FastConnect-  for high-speed and ultra-low latency Wi-Fi, and the latest 

Bluetooth audio enhancements. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-brin g-the-fastest-

 

snapdragon-eve  

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as Wear OS 3.0. 
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In Android 10, MAC randomization is enabled by default for client mode. SoftAp, and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally. MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information, see MAC Randomization Behavior. 

https://source.android.com/docs/core/connect/wifi-mac-randomization  

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  haps://www.reddit.com/r/GalaxyWatch/comments/pcmkj 1/galaxy watch 4 wifi mac address/ 

[21a] receiving, The Accused Products receive, from a server (e.g., the OS and/or a CPU and associated memory for storing and 
from a server, an executing the OS and associated data), an authenticated access point list (e.g., previously connected access point 
authenticated access list) that includes information (e.g., SSID, supported data rates, pre-shared keys, etc.) regarding one or more 
point list that access points (e.g., previously connected access point) that are controlled by the server. 
includes information 
regarding one or As shown below, an example of the Accused Products contains an SoC, Snapdragon 8 Gen 2 with a Kryo CPU. 
more access points Also, it supports Android 13 operating system and has an option for randomized MAC for Wi-Fi connections. 
that are controlled The server generates a persistent randomized MAC address to be used with a Wi-Fi network. The server also 
by the server; stores a list of previously connected access points and provides that list to the device in connecting to Wi-Fi 

access points. The list comprises different information pertaining to previously connected access points such as 
SSID, pre-shared keys, etc. 
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Galaxy S23  

• 
Super fast processing 

Snapdragon() 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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https://www.androidpolice.com/samsung-galaxv-s23/ 

Storage 
Options 

1  0 
256GB I 51268 128GB i 25608 25608 512GB 1113 

-1  
Processor 

Qualcomm Snapdragon 8 Gen2 Mobile Platform for 

Galaxy 

Qualcomm Snapdragon 8 Gen2 Mobile Platform for Qualcomm Snapdragon 8 Gen2 Mobile Platform for 

Galaxy Galaxy 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6' FHD+ Dynamic 
6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, 

425ppi, 1,750nit (outdoor 

peak) 

Adaptive Refresh 

Rate,393ppi, 1,750nit 

(outdoor peak) 

Rate, 500ppi, 1,750nit 

(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-s911uliaxaa/ 
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CPU 
Kryo CPU 

• 64-bit Architecture 
- 1 Prime core, up to 3.36 GHz: 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Snapdragon 

Gen42 

httns://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

• 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 
Connectivity 

    

5.3, NFC 5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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Galaxy S23 

.40000"•11%, 
!olownliN7b 

• 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-brin g-the-fastest-
snapdragon-eye  
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130. - . 98%8 • • 
Quick Share 

,,ith a nearby Galaxy user. 
onflOC t without entering the 

Quick Share 
ok .111a nearby Galbxy user. 

; he. A61.- to conn.,et wnl,not entonnq rho 

IP settings 
IP settings 
IDHCP 

 

Proxy 
None 

Metered network 
Detect automatically 

  

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

 

Proxy 
None 

Metered network 
Deter,  automatically 

     

    

Randomised MAC 

Phone MAC 

 

MAC address type 
Randomised MAC 

   

     

       

       

MAC address _ O&M 41 

IP address 
IP address 

 

II to(14, t4.1 

E ci 

littps://www.youtube.com/watch?v=dT63df6nnqU 
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WifiConfigStore.xml 

<7xml version LØ' encoding=*utf-8' standalone='yes 

<WifiConfigStoreData> 

<int name="Version" value="3" I> 

<WifiCarrierInfoStoreManagerDataStores> 

<map name="MergedCarrierNetworkOffloadMap" I> 

<map name="UnmergedCarrierNetworkOffloadMap" I> 

</WifiCarrierInfoStoreManagerDataStores> previously connected access-

 

<NetworkList> points information list 

<Network> 

<WifiConfiguration> 

<string  name="ConfigKelaEly2Ijaalng _Testing_1-2-3&ouot;WPA_PSK</string> 

<string name="SSID">&ouot:Testing _Testing_1-2-38,ouot;</string> 

<string name="PreSharedKey">&quot;*YoureNotGettingThePassword!007&quot;</string> 

<null name= WEReys" /> 

<int name="WEPTxKeyIndex" value="0" I> 

<boolean name="HiddenSSID" value="false" I> 

<boolean name="RequirePMF" value="false" I> 

<byte-array name="AllowedKeyMgmt" num="1">02</byte-array> 

<byte-array name="AllowedProtocols" num="1">03</byte-array> 

<byte-array name="AllowedAuthAlgos" num="0"></byte-array> 

<byte-array name="AllowedGroupCiphers" num="1">Of</byte-array> 

<byte-array name="AllowedPairwiseCiphers" num="1">06</byte-array> 

<byte-array name="AllowedGroupMgmtCiphers" num="0"></byte-array> 

<byte-array na-he="AllowedSuite8Ciphers" num="0"></byte-array> 

h • s://twitter. corn/. osh hickmanl/status/1472553296187514889/ • hoto/1 
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android / device /generic /goldfish / refs/tags/android-9.0.0 T34 / . / wifi / WifiConfigStore.xml 

blob: bbS84Saacdee0f44a93c3386c8e42cf140bfe6a5 (file] [120 (121,3m) 

<?xml version='1.0' encoding='utf-8' standalone='yes,  ?> 

<WifiConfigStoreData> 

<int name="Version" value.'1" I> 

<NetworkList> 

<Network> 

<wifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID"Aquot;AndroidWifi&quot;</string> 

<null name="8SSID" /> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" I> 

<int name="WEPTxKeyIndex" value="O" /> 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

The Accused Products maintain a list of previously-connected access points which is matched to the access 
point's SSID received in the probe response. Each previously-connected access point is linked to a persistent 
MAC address for connecting to that access point. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, tcl remember a device and allow users to bypass the login screen asi 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish. / refs/tags/android-9.0.0 r34 /. / wifi / WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3386c8e42cf140bfe6aS (file]  [1120 [blame] 

<?xml version= '1.0' encoding='utf-8' standalone.'yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value."'" I> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" I> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /), 

<int name="WEPTxKeyIndex" value="0" I> 

.U;AA.N.,CGT110 t• 

https://androld.googlesource.com/device/generic/goldtishi+/rets/tags/anaroia 
9.0.0 r34/wifi/WifiConfigStore.xml 
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In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 11 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I ICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.1 1-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 

 

A PA 

     

P. 

PROBE I 
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2_1( 

I . 
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q• 

   

—10 G3 G1 4- --a. 

 

4-

  

P RESPONSE1 

—10 G3 4- G1 0 

 

4- G1 = SIFS 
r'••5 - Mt CC. 

 

Scanning 
Station 

Respond 
1 

Respond 
2 

Figure 10-3—Probe response 

Source: IEEE 802.1I-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.Pulsarsecurity.com/preferred-network-list-pril  
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r  802.11 Management - Probe Response 
• Probe Timestamp: 23996945615  Microseconds  [24-31] 
• Beacon Interval: 102  Tine Lfr7its (104 MiLLiseconds, and 44B Microseconds)  [32-33] 
T'Capability Info=%0001000000000001 
A

nf
SSID ID=0  551-0  Len=4 SSID=OPEN I  

iormation regarding 

Supported Rates  access point 
e  Element ID: 
• Length: 
e Supported Rate: 
$ Supported Rate: 
IP  Supported Rate: 
• Supported Rate: 
Lountry 

1 Supported Rotes [42] 
4 [43] 
24.0 Mbps (ESS Basic Rate)  [44] 

 

36.0 Mbps (Not BSS Basic Rote) [45] 
48.0 Mbps (Not BSS Basic Rote) [46] 
54.0  Mbps (Not BSS Basic Rate) 147] 

• Element ID: 7 Country [48] 
• Length: 18 [49] 
• Country Code: AU [50-51] 
So  Enviroment: 0x20 Any [52] 
• Starting Channel: 36 ,.53] 
• Number of Channels: 4 [54] 
• Max Tx Power (dBm): 23 [55] 
• Starting Channel: 52 [56] 
• Number of Channels: 4 [57] 
• Max Tx Power (dBm): 23 [58] 
EP  Starting Channel: 100 [59] 
I  Number of Channels: 5 [60] 
• Max Tx Power (dBm): 30 [61] 
I  Starting Channel: 132 [62] 
I  Number of Channels: 3 [63] 
I  Max Tx Power (dBm): 30 [64] 
• Starting Channel: 149 [65] 
• Number of Channels: 5 [66] 
al  Max Tx Pnwer (dRnl. rr,- 1 

E OBS5 Load  
• Element ID: 11  QBSS Load  [68] 
• Length: 5 [69] 
I  Station Count: 1 [70-71] 
• Channel Utilization: 0 % [72] 
• Avail Admission Capacity:26562 [73-74]  

4-1.-r HT Cap= ID=45 Len=76  

information regarding 
access point 

probe response I---

 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The access points are controlled by the server. For example, the server, which serves the functionality of the 
Android operating system, controls connection and/or data transmission of the access points. The Accused 
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Products support the Wi-Fi standard. According to the standard, the Accused Products inquire about available 
Wi-Fi access points using a probe request, which is generated by the mobile operating server. The probe request 
comprises identifying information, such as a wildcard SSID or SSID for one or more access points, or a preferred 
network list which is a set of SSIDs to which the UE got connected previously. An access point receiving the 
probe request must provide a probe response. As a further example, an access point receives and transmits data 
under control of the mobile operating server. 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dotl I RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl I CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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[21b] generating a 
collection that 
includes at least one 
of one or more 
random numbers or 
one or more random 
characters to provide 
a fake device 
identifier for the 
device to falsely 
identify the device 
in a probe request 
frame; 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
The Accused Products generate a collection that includes at least one of one or more random numbers or one or 
more random characters to provide a fake device identifier (e.g. randomized MAC address) for the device to 
falsely identify the device in a probe request (e.g., Wi-Fi probe request). 

The operating system is used to generate a random MAC address for the device. For example, the operating 
system generates a persistent randomized MAC address to be used with a Wi-Fi network. The operating system 
runs on a CPU (e.g., the Kryo CPU) of the SoC of the accused product. 
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Galaxy S23  

• 
Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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CPU 
Kryo CPU 
• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz: 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, 

425ppi, 1,750nit (outdoor 

Adaptive Refresh 

Rat e,393ppi, 1,750nit 
Rate, 500ppi, 1,750nit 

 

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 7 One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Snapdragon 

8 
G.42 
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https://www.qualcomm.cotn/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23  Galaxy S23+ Galaxy S23 Ultra 

   

5G, Wi-Fi 6E, Bluetooth 
Connectivity 

5.3, NFC 

5G, Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 

5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

Airo••••\ 

• 

Wi-Fi 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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IP address 

Quick Share 

IP settings 

Proxy 

Metered network 

'flt Vr Of L. with nearby G.11,1,0 user 
"fII tieahlo to coorieu without entering the 

1 IS 0. • 
Quick Share 

IP settings 

Proxy 

Metered network 
Dot,: 

MAC address 

IP address 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active3, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomme FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/newskeleases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

https://www.youtube.com/watch?v=dT63df6nnqU  

Randomised MAC 

Phone MAC 
•-••• • r., 

MAC address type 
RofIclum..a.0 WAr. 
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The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
inquire about available Wi-Fi access points using a probe request. The probe request comprises a sender address 
field (e.g., device identifier). The server generates a random MAC address for use in the probe request. 

As shown below, the Accused Products utilize probe request frames. 

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

httns://www.wi-fi.org/knowledge-center/fau/what-are-passive-and-active-scanning 
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CWAP 802.11- Probe Request/Response 
POSTED BY NAYARASI CWAP 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a o. 

management frame asking what network is available on that channel. 

Probe Request are sent to.the broadcast DA  address (ff:ff:ff:ff:fflf). Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received, 

STA moves to next channel & repeats the discovery process. 

STA sending Probe Request may specify the SSW they lookir (called directed 

probe request). Then only IBSS STA or AP support that SSID will answer. 

(le ). This is 

called Wildcard SSID or Null Probe Request. 

https://mmcciew.com/2014/10/27/cwao-802-11-probe-requestresoonse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fi mobile devices to 
discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 
messages contain information about their sources (i.e.. MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

https://www.sciencedirect.com/science/article/abs/ ii/S1389128622000196  
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The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a fake device 
identifier. 

MAC Randomization Behavior  2 J. 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a users location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually Identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a WI-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0 The other 46 bits are randomized  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 
. — 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings,  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

Network details 

Network usage 

Figure 1. MAC randomization option. 

https://source. an dro d. com/docs/core/c onn ect/w i ac-ran dom izati on-behavi or 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff  

MAC address 

IP settings 

Proxy 

Metered network 
net,•-; autnnlotecally 

MAC address type 
Ronctornrecl MAC 
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[21c] transmitting, The Accused Products transmit, in a search for at least one available access point around the device, the probe 
in a search for at request frame that includes the fake device identifier. 
least one available 
access point around The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
the device, the probe send probe requests to discover access points around the device to inquire about available Wi-Fi access points 
request frame that using a probe request. The probe request comprises a sender address field (e.g., device identifier). The UE utilizes 
includes the fake a random MAC address (e.g. fake device identifier) as the sender address in a probe request. 
device identifier; 

The end user device transmits probe requests to scan for available access points: 

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

http s://www .wi-fi .org/kn owledge-center/faq/wh at-are-pa ssi ve-an d-acti ve- sc ann i n g 
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CWAP 802.11-Probe _Requestl _Response 
POSTED BY NAYARASI ii CWAP 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a 

management frame asking what network is available on that channel. 

Probe Request are sent to the broadcast DA address (ff:ff:ff:ff:ff:ff).  Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received. 

STA moves to next channel & repeats the discovery process. 

STA sending I- robe kequ*s,r: may speci6, t.kle (called  directed 

probe request).  Then only IBSS STA or AP support that SSID will answer. 

(ie ). This is 

called  Wildcard SSID  or  Null Probe Request. 

https://mrricciew.com/2014/10/27/cwap-802-11-orobe-requestresnonse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fi mobile devices to 

discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 

messages contain information about their sources (i.e.. MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

https://www.sciencedirect.com/science/article/abs/pii/S1389128622000196  
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The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a fake device 
identifier. 

MAC Randomization Behavior  - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access ooint. Because these MAC  

addresses are transmitted without encryption. they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Ft network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11:22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the /ocally administered bit to 

1. and the unicast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connectiwifi-mac-randomization-behavi or  
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For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an 'potion in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

$ 

Network details 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  

IP settings 

Proxy 
Ncne 

Metered network 
Deli,:t autmrth3talally 

MAC address type 
Ronducni;vil MAC 

MAC address 
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[21d] receiving, 
from at least one 
access point around 
the device in 
response to the 
transmitting the 
probe request frame, 
a probe response 
frame that includes 
information 
regarding the at least 
one access point; 

The Accused Products receive from at least one access point around the device in response to the transmitting 
the probe request frame, a probe response frame that includes information regarding the at least one access point. 
As an example, a probe response from a Wi-Fi access point around the device includes the SSID (wireless 
network name), supported data rates, encryption types, capabilities, etc. of the access point: 

The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses from multiple 
available access points. As an example, an access point responds with the probe response when the SSID in the 
probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
of the access point is included in the SSID List element. As a further example, an access point responds to a 
probe request when it supports data rates or other requirements of the Accused Products. 

2. APs receiving the probe request check to see if the mobile station has at least one common supported data rate. II they have compatible data rates, a probe response Is sent 

advertising the SS1D (wireless network name). supported data rates, encryption types If required, and other 802.11 capabilities of the AP. 

httns://documentati on. meraki .com/MR/Wi-

 

Fi Basics and Best Practices/802.11 Association Process Explained 

Persistent randomization 

 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FODN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source. android. com/doc s/core/c onn ect/w i fi-mac-randomizati on-behavi or 
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rindorrved MAC (default) 

MAC Randomization Behavior  2 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Ft network or an access point. Because these MAC  

addresses are transmitted without encryption4 they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11 :22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the umcast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wi fl-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings,  as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

E- Network details 0. 0 

Network usage 
Jut°, 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomizati on-behavior 
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MAC Randomization Behavior 2  - 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fl network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

IP settings 
!, 

Proxy 

Metered network 
:ruTilnMt:ady 

MAC address type 
Rd rid ,used MAC 

MAC address 

GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.voutube.com/watch?v=dT63df6nnqU 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

187 

Petitioner's Exhibit 1011 

Page 187 of 286 



EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

STA 

IEEE 802.11 Probe Request 

AP STA 

    

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 

IEEE 802.11 Open System Authentication Response 

IEEE 802 11 Association Request (Secunty Parameters) 

IEEE 802.11 Association Response 

 

IEEE 802.1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 

Information regarding the access point is included in the probe response, as shown below. 
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Table 8-27—Probe Response frame body 

 

Order informanon Nolo-

 

1 Tunestuop 

 

2 Baron marral 

 

; Capability 

 

4 SS1D If dot 1 INIcshAsumial to Um. the SS1D elcment to the wildcad 
mlue . &untied in S 4 2 2 

 

Supported rues 

 

6 PH Parameter Set The FR P2rXretel Set element a pule= satin Probe Response 
fumes graersted by STA, usmg FR PHYs. 

7 

I 
I 

MSS Paranner Set The DSSS Parameter Set element ss present ninon Probe Response 
frames generated by STA, using Clause IS. Cbuse 17. and 
Cbuse 19 PHI% 
The DSSS Parameter Set element to gement %titan Probe Respasse 
fames generated by ST As nung a Clause 20 PHI in the 2 4 GHz 
band 

S Cl Parameter Set The CF Parameter Set element Ls present only withal Probe 
Response francs generated by APs supporting a PCF 

9 IBS Parameter Set The 1355 Parameter Set element to present any within Probe 
Response trams generated by STAs in on 1BSS. 

10 Country The County element is 
present if dotIllifulnDoinainCapabiliryAcuated a bue or 
dot 1 1 SpertrumfanagemmoRequired Is nue or 
dottlRadsoNleasurenstatictsvaird is nue 

II FH Parameter, The PH Parameter, element, as ;pearled in S.4211. to optionally 
present it doellMulaDoniainCapabilnyActsvated is tone 

12 PH Patton Table The PH Panern Table element as speafied us 8.4 2 12.1s opbonally 
present it dotl IMuluDomainCapabilnyActuated is true 

13 Poorer Constraint The Pram COttltrAint clam= as present it 
doillSpearumNimaganentltemared is true and on optionally 
present if dot 111RadialezinemaitActamed is tone 

14 Channel Snuch 
.Aionouncemeas 

The Channel Switch Annamcement element to optionally =awl it 
doll 1 Specmsm/ilmagementRommed on one 

13 Gunn The Qom =mum to opuocally prevmr if 
dotlISpectrunilManageroanRequuni is true or if 
doillRadacesleasuremeinArtnnted to Sue 

16 IBSS DES The IBSS DFS element a present if 
dotlISpectrutalanagementRequired is true on an !BSS 

17 TPC Rep= The IPC Rep= ciciaamt is mum if 
dotlISpectrumMatugemeroRemared is one or 
doll ItUdalileasummentActonted to true 

IS I ap The ERP Merced Is present within Probe Response frames 
generated try STAs =mg ERPs and to optionally present othernme 

10 Eaended Supported Rases The Emended Supported Rates draw to present alone at more 
Chan agbt supported rates. aria or Is optionally present °Mena= 

20 RSV The RS,..t or present only it da 1 I ILMkActsvated a true 

21 BSS Load The BSS Load claim= is paws! dot I IposOphon-Implarcined 
and doll 1QBSSLoadkuplemened are both one 

_... 

https://mmcciew. 

I EDCA Parameter Set 

com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Parameter Se clement a =am at 
dotl1QmOprionlinplemented to nue and doil 1 MahAarated a 
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23 Measumment Pilot 
Transmission 

The Measurement Pilot Transmission element is present if 
doll IRISLMeasurementPdotActivated is between 2 and 7 

24 Multiple BSSID One or mere NIultiple BSSID elements are piesent if 
dot 1 IRMMeasureinenthlotAcuvated is between 2 and 7 and the 
AP is a member of a Multiple BSSID Set (see 10.11.14) with two or 
mote members. cc if dotIlMgmtOptionMultiBSSIDActivated is 
tile. or if dot IlloterwakingServiceActimied is true and the AP is 
a member of a Multiple BSSID Set with two or mot 1 members and 
at least one dotlIGASAMentsementID MI13 annbute mists. 

25 EM Enabled Capattihties The Ris I Enabled Capabilities element is present if 
dot 1 1RachaleasinementActivated is true. 

26 AP Channel Remo If dotlIMIAPChamelReportActnated is true. one AP Omelet 
Report element is optimally present for each opermng class that 
has at least 1 channel to smolt 

27 BSS Average Access Delay The BSS Average Access Delay element is °motility present if 
dot I IRMBSSAverageAccessDelayActisated is true and the value 
of the AP Aserage Access Delay field is not equal to 255 
(measurement not available). 

20 Antenna The Antenna element is optionally present if 
dot11101kmennalnformationActivated is true and the value of the 
Antenna ID field is not equal to 0 (unknown 21110912) 

N BSS Available Adnussion 
Capacity 

The BSS Available Adausston Capacity element is optionally 
mesera if dotlIRMAXX availableAdmisszonCapaatyActivated is 
true with the following exceptions. 1) when Available Admission 
Capacity Bunn* equals 0 (Available Admission Capacity Lou 
contains no entries). cc 2) when the BSS Load element is meson 
and the Available Capacity BM:ask equals 256 (Available 
Admaston Capacity List contains only the AC_VO amyl 

10 BSS AC Access Delay The BSS AC Access Delay element is optionally ptewn: if 
clotlIR.MBSSAverageAccessDelayAmmated is true and at least one 
field of the element is not equal to 255 (iwasurcornt not 
available). 

31 Mobility Domain The SIDE is presmt if dot 1 1FastBSSTransitionActivaled is nue 

32 DSE registered location The DSE Registered Location ekmein is present if 
dal ILCIDSERmtured is tone 

33 Extended Channel Switch 
Announcement 

The Extended Chaimel Switch AIMOUSICtZlICZI element is optionally 
present if doll I ExendedChaturlSwitchActismed is true 

34 Suppxted Operating Classes The Supported Operating Classes element is present if 
dot I lExtendedChannelSwachActrated is true 

35 HT Capabilities The HT Capabilities element is mesmt %sten 
doll IllighThroughputOptionImplemented attnbute is true 

56 HT Operation The HT Operation cloning is inducted by an.kP and a mesh STA 
when dotIlHighThroughputOptionlmplemented annbuie is true _ 

37 3) 40 BSS Coexistence The 20 40 BSS Coexistence element is optionally mescal u hen the 
dot112040BSSComistenceNIanagemeruSupport attribute is tine 

3S Overlapping BSS Scan 
Parameters 

The Overlapping BSS Scan Parameters element is optionally 
present if the Mtn FortyMH:Optionlniplemented annbuie is true 

39 

11 t tp s ://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Extended Capabilities The Extended Capabilities element is optionally present daily of 
the fields in this element are ammo. 
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40 QoS Traffic Capabilir,. The QoS Traffic Capability element is optionally present if 
dotlINIgnitOptionACStanceCountActivated is true 

41 Channel Usage The Channel Usage element is present if the Channel Usace 
element is present in the Probe Request frame and 
doll INIgintOptionCtunnelUsageActivated is true. 

s Time .Advertsement The Time Advertisement element is present if 
dot11.MgmtOpuonUTCTSFOffsetActnated is true. 

43 Time Zone The Time Zone element is present if 
dot113.1grutOptionUTCTSFOffsetActirated is true. 

 

Interworking The huenvotlang element is present if 
dot] lIntenvortangSerweActivated is true 

45 Advertsanent Protocol Advernscment Protocol clement is present if 
dotl I ImerworlangSerriceActivated is tine and at least one 
dot 1 I GASAdvahsesuentID NUB attnbute oasts 

46 Roaming Consortium Tbe Roaming Consortium element is present if 
doll I InterworlangSemceAcnvated is true and the 
dotl 1 RoammgConsortiumTable has at least one entry 

47 Emergency Akit Identifier One or more Emergency Alert Identifier elements are present if 
dcullEASActivated is true and there are one or more EAS 
message(s) active in the network 

43 Mesh ID The Mesh ID clement is present if dotlINIeshActivated is true 

49 Mesh Configuration The Mesh Configuration element is present if dotIlMeshActivated 
is true 

50 Mesh Awake Window The Mesh Awake Window element is optionally present if 
dotlINIeshAcniated is true 

51 Beacon Tut:nog The Beacon Timing element is optionally present if both 
dot 1 1 MeshActnated and doll INIBCAActivated are true 

• s MCCAOP Advertisement 
Overview 

The MCCAOP Advemsement ChrIllelir element is optionally 
present if both dotIlMeshActivated and dotlINICC.AActivated lie 
true 

53 MCCAOP Advertisement One or more MCCAOP Advertisement elements are opnonallv 
present if both doll 1 NleshActivated and doll INICC..‘Activated are 
true. 

54 Mesh Channel Switch 
Parrneters 

The Mesh Channel Switch Parameters element is present if 
dotIlMeshActivated is true and either Channel Switch 
Announcensent element or Encrided Channel Switch 
Announcement element is present 

Lan—/ Vendor Specific One or more vendor-specific elements are optionally present. These 
elements follow all other elements except the Requested elements 

L1V-,7 Requested elements 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Elements requested by the Request element of the Probe Request 
franr are present if doll1MultDomamCarxibilityAclivated is true 
See 10 1.4_3.2. 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl ICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-seanning 

Below is an example Wi-Fi probe response that includes information of the access point. 
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E 71  ObS5 Load  

$  Element ID: 11  QCSS Lood  [68-1 
• Length: 5 [69] 
• Station Count: 1 [70-71] 
• Channel Utilization: 0 [72] 
• Avail Admission Capacity:26562  [73-74]  

F-F,-4-  HT Cap= ID=4 r, H'  len=26  

1-  802.11 Management - Probe Response  

• Probe Timestamp: 23996945615  Microseconds  [24-31] 
• Beacon Interval: 102  Ti rre writs (104 MiLL.iseconds, ond 41B "ricrosecords) [32-53] 

E 'f  Capability Info=%0001000000000001 

13=1 7-ISSID 10=0  5=  Len=4 SSID=OPEN 

/

I  information regarding 
access point 

orted Rotes  [42]  
E Supported Rates  

• Element ID: 1  Supp 
el  Length: 4 [43] 

Supported Rate: 24.0 'bps (CSS Basic Rote)  [44] 

 

EN  Supported Rate: 36.0 'bps (Not BSS Basic Rote) [45] 
Supported Rate: 48.0 Mbps (Not BSS Basic Rote) [46] 

• Supported Rate: 54.0 Nees (Not 855 Basic Rote) [477 
Lountry 

• Element ID: 7 Country  [48] 
• Length: 18 [49] 
• Country Code: AU [50-51] 
▪ Enviroment: 0x20  Any  [52] 
• Starting Channel: 36 [53] 
• Number of Channels: 4 [54] 
Si  Max Tx Power (d8m): 23 [55] 
• Starting Channel: 52 [56] 
• Number of Channels: 4 [57] 
411  Max Tx Power (dBm): 23[58] 
• Starting Channel: 100 [59] 
• Number of Channels: 5 [60] 
• Max Tx Power (dBm): 30 [61] 
• Starting Channel: 132 [62] 
• Number of Channels: 3 [63] 
I  Max Tx Power (dBm): 38 [64] 
ai  Starting Channel: 149 [65] 
• Number of Channels: 5 [66] 
a  Maw Ty PnwPr rr.'1 

Er  

information regarding 
access point 

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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IEEE 802 1X Controlled 
Port Blocked 

[21e] determining, 
in response to the 
receiving the probe 
response frame and 
based at least, in 
part, on the 
information 
regarding the at least 
one access point, 
whether the at least 
one access point is 
an authenti cated 
access point, 
wherein the 
determining whether 
the at least one 
access point is the 
authenticated access 
point includes 
determining whether 
the information 
regarding the at least 
one access point is 
included in the 
authenticated access 
point list, and 
wherein the 
determining whether 
the information 
regarding the at least 
one access point is 
included in the 
authenticated access 

STA 

IEEE 802 11 Probe Request 

AP STA 

    

IEEE 8021 802.11 Probe Response (Security Parameters) 

IEEE 802.11 Open System Authentication Request 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802_11 Association Response 

 

Source: IEEE 802.11-2012.pdf 

The Accused Products determine in response to receiving the probe response frame and based at least, in part, 
on the information regarding the at least one access point, whether the at least one access point is an authenticated 
access point, wherein the determining whether the at least one access point is the authenticated access point 
includes determining whether the information regarding the at least one access point is included in the 
authenticated access point list, and wherein the determining whether the information regarding the at least one 
access point is included in the authenticated access point list includes determining whether the at least one access 
point is under control of the server. 

As an example, the Accused Product receives a probe response frame in response to a probe request. 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

Information regarding the access point is included in the probe response, as shown below. 
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Table 3-27—Probe Response frame body 

 

Older Information Notes 

 

1 Turesturp 

  

Beacon mterval 

  

Capabihty 

  

a SSD If dot I IldeshActuatcd is uuc. the 551D clement:stir wildexd 
value as descnbed in S 4.2 2 

 

, Supported rum 

  

PH Parameter Set The PH Parameter Set element apeman ant= Probe Response 
frames generated by STAs using PH PHYS. 

  

MSS Parameter Set The DSSS Parameter Set element a present Aldan Probe Response 
Barnes generated by STAs using Clause 16, Clause 17. and 
Clause 19 Plfis 
The MSS Parameter Set element a present within Probe Response 
frames generated by STAs awns a Clause 20 PDC in the 2 4 Gat 
band 

 

S a Parameter Set The CF Parameter Set element es present only widen Probe 
Response frames generated by APs supporting a PCF 

 

9 MSS Parameter Set The 1BSS Parameter Set element a present only within Probe 
Response frames generated by STA. in m 1BSS 

 

19 Country The Country element a 
ixexent if Cod IMultiDomairCapabdityActivated a true or 
dotIlSpectrum2slanagementRequued is one or 
dot' litadiofileasurementActivated is one. 

 

11 PH Parameters The FR Parameters element. as specified m 0.4 2 11. a eptionally 
present it dad IlslultDounsinCapabilia-Artivated is true 

 

_ FH Pau= Table The FH Pattern Table element. as specified in 8.4 211 is ophonally 
present it doellMulaDomausCmsbdiryAcurated a tnse 

 

n 1 Poem Comment The Power Constranat dimes a present it 
dotl1SpeinundklanagemesoRemered a true and ti optimally 
present it dotIlRatholskannementAcinased is tme 

 

14 I Charnel Snatch 
I Asmamcanerr 

The Chum' Switch Anumacement element is opts:malty present if 
dot 11Spectrundslanagememitequued a one 

 

15 Quart The Quart element a optionally present if 
dot115pectrundslanagenientRequared is one or if 
dotllauticaleasurementArtnated a true 

 

, If, 13SSDFS Tbe MSS DES element is present if 
skull SpectunoManagementRequired muse in an E3SS 

 

17 TK Report the TPC Report element is present if 
dot! ISpectrumfilzummentRequired a one or 
dot IlftadialeasimmentActivaud is true 

 

IS ERP The SOP element a present within Probe Response frames 
generamd by STAs using ERN and IS optionatly preterit othavate_ 

 

19 Ex/coded Supported Rates The Extended Supported Rates element a present d there are more 
than tight supported sate.. lad It ta optionally present otherwise 

 

20 RD1 The 12-Vst a present only tt dotlIRD:AArtamed ts true_ 

 

21 BSS Load the BSS Load elanan is mescal if del IlgasOption-Implanented 

   

and doll IQBSSLoadhroplernerned we both one 

 

22 EDCA Parameter Set 

ittps://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA Parameter So clement as present d 
dal lilmOptitxdroplesonard st true and doll INIetbActr.-ated a 
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26 

27 BSS Avaage Access Delay The BSS Average Access Delay element is optionally present if 
dot 11RMBSSAvaageAccessDelayActivated is true and the value 
of the Al' Average Access Delay field is not equal to 255 
(measurement WI available). 

AP Channel Report If dotlIRMAPCIameliteportActivated is tote, one Al' Charoel 
Report element is optionally present for each operating class that 
has at least 1 channel to repan 

36 HT Operation The HT Operation element is included by an AP and a mesh STA 
when dotl1HighThroughputOptimileeplemented annbuze is true 

20 40 BSS Coexistence The 20 40 BSS Coexistence element is optionally present when the 
deel12040BSSC0=ueureMartaveteurSuPPou auubute is  true 

Nleasurernent Pilot 
Transmission 

The Measurement Pilot Transmission element is present if 
dot I 1 RAMeastmememPiloactriated is between 2 and 7 

23 

One or more Multiple BSSID elements are present if 
dot I 1 R.MbleasurementhlotActivated is between 2 and 7 and the 
Al' 11am:tuber of a Multiple BSSID Set (see 10.11.14) with two or 
more 'members. or if dot IINIgnmOptionNhiMESSSIDAct=ted is 
tnie. or if dal UntenvorkingServiceActuated is tine and the Al' is 
a member of a Multiple BSSID Set with two or more members and 
at least one dotI1GASAdserusenrctID MIB attribute mats. 

24 Multiple BSSID 

RN! Enabled ( pabeatie; The RN( Enabled Capabilities element is present if 
dot 11RadioNleastiremoatActivated is true. 

The Antenna element is ognonally present if 
dotl1RMAniamalnfmnutmActuated is true and the value of the 
Antenna ID field is not equal to 0 (unlmown =tents) 

The BSS Available Admission Capacity element is optionally 
present if dotlIRMBSSArailableidanssionCapaatyActrated is 
nue with (lr following exceptions. 1) when Available Admission 
Capacity &musk equals 0 (Available Admission Capacity List 
contnrs no entnes). or 2) when the BSS Load element is present 
and the Available Capacity Bitola* equals 256 (Available 
Adimision Capacity List Mai= only the AC_VO entry) 

28 

29 

BSS AC Access Delay The BSS AC Access Delay element is optionally present if 
doll IRNIESSAverageAccesiDelayActumed ts true and at least one 
field of the element is not equal to 255 (measurement not 
available). 

30 

Nlobility Domain The NIDE is present stdotIlFastBSSTrareationActismed is tine. 31 

DSE registered location The DSE Registered Location elan= is present if 
dot 1 ILCIDSIERequired is one 

32 

Extended Channel Switch 
Announcement 

The Extended aannel Switch Annossucement element is optionally 
present if distil ExendedChannelSwitchActivated is true 

33 

Supported Operating Classes The Supported Operating Classes element is present if 
dotl 1 ExtentledChmanelSwitchActvated is true 

34 

The HT Capabilities element is present when 
dotIlHighTlmouglapsOptionlmpleinerned attribute is tine 

HT Capabilities 

37 

Overlapping BSS Scan 
homers 

The Overlapping MS Scan Parametas element is optionally 
present if the dal 1 FortyMHzOptimiluiplanensed attribute is true, 

38 

39 The Extended Capabilities ekmem is optionally present if any of 
the fields in this element are nonzero 

https://mrnc ciew. com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Extended Capabilities 

Antenna 

BSS Available Admission 
Capacity 
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40 QoS Traf5c Copal's:or: The QoS Traffic Capability element is optionally !Neu= if 
doll IMgmtOptionACStotionCountActmated a true 

41 Channel Usage The Channel Usage element is present if the Channel Usage 
element is present in the Probe Request frame and 
dotIlMgmtOptionChannelUsageActivated is true. 

42 Tune Advenisemau The lime Advertisement element is present if 
6otIllsIgmtOptionUTCTSFOffsetActivated is true. 

43 Tune Zone The Time Zone element is present if 
dotIlMgmtOptionUTCTSFOffsetActivated is tme. 

44 Interwoitmg The Imam:eking element is present if 
dot 1 1 InterworkingSeniceActivated is true 

45 Advansement Protocol Advansanent Protocol element is present if 
dotl 1 IntenvorkmgSensceActivated is true and at least one 
dot IIGASAdvertisementID NUB attnbute tiaSts 

46 Roanung Cemormen The Roaming Consortium element is present if 
doll I InterworkingSermeActivated is true and the 
doll 1 RoamingConsortiumTable has at least one entry 

47 Emergency Alen Identifier One or more Emergency Alert Identifier elanents are present if 
dotIlEASActivated is true and there are one or more EAS 
message(s) active in the networIc 

4  Mesh ID The Mesh ID element is present if dotIlMesh.Actwated is true. 

49 Mesh Ccefiguration The Mesh Cenfiguration element is present if dotl1MeshArtnuted 
is true 

SO Mesh Awake Ilindow The Mesh Awake Window element is optionally present if 
dotlItsleshAcurated is true 

51 Beacon Tuning The Beacon Timms element is optionally present if both 
dot I IbleshActivated and doll1MBCAActtvated are true. 

52 MCCAOP Advertisement 
Overnew 

The MCCAOP Advertisement Overview element is optionally 
present if both don IMeshAcuvated and doll1MCCAActivated axe 
true 

53 MCCAOP Advertisement One or more MCCAOP Advertisement elements are optionally 
present if both doll1MeshActivated and dot I I.MCCAAannied are 
nue. 

54 Mesh Channel Suitch 
Parameters 

The Mesh Channel Switch Parameters element is present if 
dotIllsleshActivated is into and either Channel Switch 
Announcement elemai or Extended Channel Switch 
Announcement element is present 

Lan-1 Vinson Specific One or more vendor-specific elements are optionally present. These 
elements follow all other elements. except the Requested elements 

Last-n Requested elements 

https://runcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Elements requested by the Request element of the Probe Request 
frame are present if doll IMultiDomankapabilityActivated is true. 
See 10.1.43_2. 

 

199 

Petitioner's Exhibit 1011 
Page 199 of 286 



4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 

to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

in an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotIlCurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 
now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

httns://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

Below is an example Wi-Fi probe response that includes information of the access point. 
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7802.11 Management - Probe Response 
• Probe Timestamp: 23996945615 ricroseconds [24-51] 

• Beacon Interval: 102  Tine Units (104 MiLLiseconds,  and  448 ricroseconds) [ 52-55] 
E .f  Capability Info=%0001000000000001 i • TissID  ID=0  551D  Len=4 SSID=OPEN  

nformation regarding 
Supported Rates  
• Element ID: 1 Supported Rotes [42] 

• Length: 4 

• Supported Rate: 24.0 ::bps (BSS Hosic Rote) :44J 

• Supported Rate: 36.0  rbps (Not  BSS Basic Rote) [45] 

• Supported Rate: 48.0 'bps (Not BSS Basic Rote) [46] 

• Supported Rate: 54.0  :.bos ('jot BSS Sosic Mote)  r471 

El r access point 

Lountry 

• Element ID: 7 Country [46] 

• Length: 18 [49] 

• Country Code: AU [50-51] 

• Enviroment: 0x20 Any [52] 

• Starting Channel: 36 :33] 

• Number of Channels: 4 [54] 

• Max Tx Power (am): 23 [55] 

IP  Starting Channel: 52 [56] 

• Number of Channels: 4 [57] 

• Max Tx Power (dBm): 23 [58] 

• Starting Channel: 100 [59] 

• Number of Channels: 5 [60] 

• Max Tx Power (dBm): 30 :61] 

• Starting Channel: 132 [62] 

• Number of Channels: 3 [65] 

4111  Max Tx Power (dBm): 30 [64] 

• Starting Channel: 149 [65] 

• Number of Channels: 5 [66] 

a  May Ty Prwer ffiRm)f 

IUSAL.1 

• Element ID: 11 0555 Load [63] 

• Length: 5 [69] 

• Station Count: 1 [76-71] 

• Channel Utilization: 0 :72] 

• Avail Admission Capacity126562  
-• r  HT Cap= ID=45 -7 Lerm26  

information regarding 
access point 

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The Accused Product confirms the received SSID information and/or other information from probe responses 
with access point information stored in its memory. Once confirmed that there is a probe response from an access 
point and that the access point is an authenticated access point, the Accused Product initiates a connection to the 
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access point using an authenticated device identifier, such as a persistent MAC address that was used for a prior 
connection with the access point. The Accused Products determine that the access point is an authenticated access 
point by determining that it is in the access point list, indicating it was connected previously. 

The Accused Products maintain a list of previously-connected access points which is matched to the access 
point's SSID received in the probe response. Each previously-connected access point is linked to a persistent 
MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t ci remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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android / device /generic /goldfish /refs/tags/android-9.0.0 T34 / / wifi / WifiConfigStore.xml 

blob: bb564Saacde00f44393c3386c8e42cf140bfe0a5 [file]  []20 [blAmej 

<?xml version='1.0' encoding.'utf-B' standalone= yes' 7> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" I> 

<int name="WEPTxKeyIndex" value="0" /> 

https:Handroid.googlesource.com/deviceigenericigoldfishi+irefs/tags/android-

 

9.0.0 r34/witi/WifiConfigStore.xml 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-rml  
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Hprobe response 

802.11 Management - Probe Response 

• Probe Timestamp: 23996945615 Sicroseconds [24-31] 

elp  Beacon Interval: 102  7-lyre Units  (104 MiLLiseconds, and 446 ,':icroseccrds) 

• Capability Info=%0001000000000001 

1 Supported Rotes  [42] 

4 [45] 
24.0 '[bps (655 Boric Rote) [44] 

36.0  '[bps  (Not  655 Basic Rote)  [45] 

48.0  '[bps (Not BSS Basic Rote) [45] 

54.0 ::bp5 (Not  BSS Basic  Rote) r47, 

• 1 -ISSID  ID=0  5S-D  Len=4 SSID=OPEN 

E.  {— Supported Rates  

• Element ID: 
• Length: 
cip  Supported Rate: 
• Supported Rate: 
tip  Supported Rate: 
dip  Supported Rate: 

information regarding 
access point 

E LgarlUla 
• Element ID: 
• Length: 
• Country Code: 
• Enviroment: 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
• Number of Channels: 
• Max Tx Power (dBm): 
• Starting Channel: 
ip  Number of Channels: 
61I Max Tv Pnwer 

7 Country  [48] 

18 :49] 
AU [50-51] 
Ox20 Any [52] 
36 [53] 
4 :54] 
23 [55] 
52 [56] 
4 :57] 
23 :58] 
100 [59] 
5 [50] 
30 [61] 
132 [52] 
3 [63] 

30 [64] 

149 [65] 
5 [56] 
RM rg71 

information regarding 
access point 

El f  OBSS Load  

• Element ID: 11 Q655 Load [68] 

• Length: 5 [69] 
• Station Count: 1 [70-71] 
• Channel Utilization: 0 3,":72] 
• Avail  Admission Capacity:26562  [73-74]  
HT Cao= JD=45 4,  r,,r Len=26  

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The Accused Products also determine using information in the probe response that the access points are 
controlled by the server. For example, the server, which serves the functionality of the Android operating system, 
controls connection and/or data transmission of the access points. The Accused Products support the Wi-Fi 
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standard. According to the standard, the Accused Products inquire about available Wi-Fi access points using a 
probe request, which is generated by the mobile operating server. The probe request comprises identifying 
information, such as a wildcard SSID or SSID for one or more access points or a preferred network list which is 
a set of SSIDs to which the UE got connected previously. An access point receiving the probe request must 
provide a probe response. As a further example, an access point receives and transmits data under control the 
mobile operating server. 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I I RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Source: IEEE 802.11-2012.pdf 

The server runs on a CPU of the SoC (e.g., the Kryo CPU) of the Accused Product and is used to manage 
connections with an access point to control those access points to receive and transmit data. 

Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://vvww.samsung.com/usismartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Snapdragon 

8 
Gen 2 

CPU 
Kryo CPU 

• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz2 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 
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https://www.qualcomm.corn/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

SG. Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 
Connectivity 

5.3, NFC 5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

/01••••\ 
' 4.0••••44 

• 

Wi-H 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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a 

IP settings 

Proxy 

Metered network 

Quick Share 

IP address 
IP address 

..`f no,, T41 

Quick Share 

IP settings 
' 

Proxy 

Metered network 

MAC address 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/new. s/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-

 

snapdragon-eve  

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff 

MAC address type 
Rand uind MAC 
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The Accused Products transmit, to the at least one access point (e.g., Wi-Fi access point) in response to a 
determination that the at least one access point is the authenticated access point , a connection request (e.g., 
association and/or authentication request) that includes an authentic device identifier (e.g., a persistent MAC 
address) for the device. 

After receiving the probe response from the access point, as discussed above, the Accused Products confirm the 
received SSID information from the probe responses with the access point information stored in memory. Once 
confirmed that, the Accused Products initiate a connection using the persistent MAC address for the access point, 
which is an authentic device identifier for the Accused Product. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

tyoe, or FUN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

https://source. android. com/docs/core/connect/wifi-mac-randomization-behavi or 

[21f] transmitting, to 
the at least one 
access point in 
response to a 
determination that 
the at least one 
access point is the 
authenticated access 
point, a connection 
request that includes 
an authentic device 
identifier for the 
device. 

GALAXY S231  PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

IP settings 
I) P 

Proxy 
Nonc. 

Metered network 
nett, I .e,tete.,t.c.,t4 

MAC address type 
MAC 

MAC address 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

213 

Petitioner's Exhibit 1011 
Page 213 of 286 



IEEE 802.1X Controlled 
Port Blocked 

STA AP STA 

https://www.youtube.com/watch?v=dT63df6nnqU 

IEEE 802.11 Probe Request 

IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802 11 Open System Authentication Request 
il 

IEEE 802.11 Open System Authentication Response 
II , 

IEEE 802.11 Association Request (Security Parameters). 

IEEE 802.11 Association Response IF—

  

Source: IEEE 802.11-2012.pdf 

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 8-1 depicts 
the general MAC frame format. The first three fields (Frame Control, Duration/ID, and Address 1) and the 
last field (FCS) in Figure 8-1 constitute the minimal frame format and are present in all frames, including 
reserved types and subtypes. The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control, 
HT Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 
8.2.4. The format of each of the individual subtypes of each frame type is defined in 8.3. The components of 
management frame bodies are defined in 8.4. The formats of management frames of subtype Action are 
defined in 8.5. 

Octets: 2 2 6 6 6 2 6 2 4 0-7951 4 

Frame 
Control 

 

Duration 
/ID 

Address 
1 

Address 
2 

Address 
3 

Sequence 
Control 

Address 
4 

QoS 
Control 

HT 
Control 

 

Frame 
Body FCS 

             

MAC Header 

Source: IEEE 802.11-2012.par  
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8.2.4.3.5 DA field 

The DA field contains an IEEE MAC individual or group address that identifies the MAC entity or entities 
intended as the final recipient(s) of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1. 
contained in the frame body field. 

8.2.4.3.6 SA field 

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the 
transfer of the MSDU (or fragment thereof) or A-MSDU, as defined in 8.3.2.1. contained in the frame body 
field was initiated. The individual/group bit is always transmitted as a 0 in the source address. 

8.2.4.3.7 RA field 

The RA field contains an IEEE MAC individual or group address that identifies the intended immediate 
recipient STA(s). on the WM, for the information contained in the frame body field. 

8.2.4.3.8 TA field 

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto 
the WM. the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a 0 
in the transmitter address. 

Source: IEEE 802.11-2012.pdf 
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802.11 Mgmt : Authentication Frame 
POSTED BY NAYARASI 1 N CWAP 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

1. (Request) 

2. (Response) 

3. 

4. 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

From body MAC header 

6 211 2 2 kirubk 2 2 4 

Aft-

 

KS Oaks 1650 sakor 
Coo 'pt ." 

Ialhialcam 
Aiomm Tamada• 

Sit S. 
Fara 
Carr 

https://mmcciew .com/2014/10/10/802-11-mgmt-authentication-frame/ 

As shown, the Accused Products may use persistent randomization, in which for the same Wi-Fi network and 
device combination, the MAC address remains the same. When an Accused Product connects to a Wi-Fi network 
it was previously connected to, it will use the same MAC address. 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

216 

Petitioner's Exhibit 1011 
Page 216 of 286 



Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 
. _ _ . . . . 

generates 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, tcl remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 /. / wifi / WifiConfigStore.xml 

blob: bbS045aacde00f44a03c3386c8e42cf140bfe6a5 [file]  [1g0 11212=] 

<?xml version ='1.0' encoding.'utf-B' standalone='yes.  ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null name="PreSharedKey" 1> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

..... .,1",-.F.Orn. Is 

httus://android.googlesource.com/device/generic/goldtish/+/rets/tags/androxl 
9.0.0 r34/wifi/WifiConfigStore.xml 

a persistent randomized MAC address Dasea on the parameters ot the network protne including SSIu, security 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

22. The method of 
claim 21, wherein: 

the generating the 
collection that 
includes the at least 
one of one or more 
random numbers or 
one or more random 
characters 
comprises 
configuring the 
collection as a fake 
media access control 
(MAC) address, and 

the fake device 
identifier includes 
the fake media 
access control 
(MAC) address. 

The Accused Products practice a method of generating the collection that includes the at least one of one or more 
random numbers or one or more random characters which comprises configuring the collection as a fake media 
access control (MAC) address and that the fake device identifier includes a fake media access control (MAC) 
address. 

The Accused Products generate a random MAC address that is different from the original MAC address of the 
hardware by generating a randomized MAC address for use in probe requests. The generated random MAC 
address is a fake MAC address. The fake device identifier includes the random MAC address. 

Persistent randomization 

 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 
generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 
type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 
not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 
parameters of the network profile. 

https://source. andro i d . com/docs/core/c onnect/wi fi-m ac-random izati on-b eh avior 
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(§Na 
Privacy 
tke andornized MAC (dr41,4, 

MAC Randomization Behavior  2 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a WI-Fl network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fl 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00 :11 :22:AA :BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to O. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<— Network details q 

Network usage 
t‘ 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Galaxy 523  

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

To the extent the preamble is limiting, the Accused Products are systems with a processor. 

The Accused Products include Android OS 10 or above or Wear OS 3 or above. The operating system runs on a 
CPU of the SoC (e.g., the Kryo CPU) of the Accused Product. Each Accused Product includes an SoC and Wi-
Fi connection functionality. As a specific example shown below, the Galaxy S23 includes the Android 13 
operating system, which includes randomized MAC for Wi-Fi connections. It contains an SoC, Snapdragon 8 
Gen 2, a Wi-Fi chipset, and FastConnect. It connects to a Wi-Fi network using the Wi-Fi chipset. 

24. A system, 
comprising: 

a processor; 

SAMSUNG Shop Mobile TV Audio Appliances Computing Displays Accessories SmartThings Explore Support For Business 

Galaxy S23  Unlocked I Lavender 

Write +RCM,  

Get up to ' instant trade-in [reit 5799 99 S3: 1 m 

4., an extra with Samsung Offers Program membership 

Galaxy 523 Ultra Galaxy S231 523. 

Device 

Galaxy S23+ SG.:‘ 

Connectivity 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-s911uliaxaa/ 

,x,mlbtutpallnv 523 at t Wiz 
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Galaxy S23  

• 
Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/usismartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxv-s23/ 

https://www.youtube.com/watch?v=BadWvxWe8y8  
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' 13 I} • 
Quick Share 
S11,, re oc.1'...ork with a nearby Galay user 
They'll be ,Thle to connect without entering the 
DJ!.',01,0 r d 

IP settings 

Proxy 

Metered network 
Detect :lot ornatically 

MAC address type 
Rolldur11,20 MAC 

MAC address . 
20,de:a 1--Cid:61 

IP address 
1921613 152 
1,!,,0 24111..0. 

https://www.youtube.com/watch?v=dT63df6nnqU  
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Set MAC Address Type to 

Randomized 
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https://www.youtube.com/watch?v=AaMm2HHwbIO 
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Featuring the Snapdragon X70 5G Modem RE System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated 5G Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fl 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm' 
FastConnect-  7800 Mobile Connectivity System. 

• 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fi speeds of up to 5.8 Gbps—more than double 
Wi-Fl 6 

• World's first commercial Wi-Fl 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-

 

Product-Brief.pdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions, including the Snapdragon' X70 Modem-R1 System, 

the world's fastest and smartest 5G modem-RF system, and Qualcomm'  

FastConnect-  for high-speed and ultra-low latency Wi-R, and the latest 

Bluetooth audio enhancements. 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-

 

snapdragon-eve  
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https://www.qualcomm.cominews/onq/2022/1 linew-snapdragon-8-gen-2-8-extraordinary-mobile-experiences-
unveiled  

MAC Randomization is implemented in devices running the Android OS since at least Android OS 10 as well 
as Wear OS 3.0. 

In Android 10, MAC randomization is enabled by default for client mode. SoftAp, and Wi-Fi Direct. 

MAC randomization prevents listeners from using MAC addresses to build a history of device activity, thus increasing 

user privacy. 

Additionally. MAC addresses are randomized as part of Wi-Fi Aware and Wi-Fi RU operations. 

For more information. see MAC Randomization Behavior. 
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https://source.android.com/docs/core/connect/wifi-mac-randomization 

Wear OS, including Wear OS 3.0, is based on Android. 
See  https://developer.android.com/training/wearables/wear-v-

 

mobile#:—:text=Wear%200S%20is%20based%20on,design%20a%20Wear%200S%20app. 

Devices operating on Wear OS 3.0 implement MAC randomization. 
See  https://www.reddit.com/r/GalaxyWatch/comments/pcmkj I/galaxy watch 4 wifi mac address/ 

 

[24a] at least one 
communication 
interface; 

The Accused Products contain at least one communication interface (e.g. the interface of the Accused Product 
that communicates with Wi-Fi access points). 

As shown below, an example of the Accused Products contains an SoC, Snapdragon 8 Gen 2, a Wi-Fi chipset, 
and FastConnect. It connects to a Wi-Fi network using the Wi-Fi chipset. 

 

SAMSUNG Shop Mobile IV S Audio Appliances Computing Displays Accessories SmartThings Explore Support For Business Q V 2, 

c3 
Galaxy S23 Unlorlied : Lavender t-i_ r r ,,,r•,.1-. . .,,, 

IMP Gt"2. ... ,̂D.0-th Dre" S74999 S33.3411110 I, 24  - 
6, teignIt. 

 

54..  an extra S10  a 11,)  with Samsung Offers Program membership 

Galaxy 523 Ultra Galaxy 5231523. 

 

/  
0 

e 

 

Device 

 

• 
e 

Galaxy 523 s-v. 

  

I •  

     

\ _ 

 

Galaxy S23+ 

Connectivity 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-s911uliaxaa/ 
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Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, 

425ppi, 1,750nit (outdoor 

Adaptive Refresh 

Rate,393ppi, 1,750nit 
Rate, 500ppi, 1,750nit 

 

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

httbs://www.androidpolice.com/samsung-galaxv-s23/ 

https://www.youtube.com/watch?v=BadWvxWe8y8 
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MAC address type 
R.1,101111;00 NIA( 

98,011 • 
Quick Share 
Share !hi, netwoik with o nearby Galaxy ur.er. 
rheyll be .101e to connect without chicon.) the 
035%:wor(1 

IP settings 
01-1CP 

Proxy 

Metered network 

MAC address 
26 de al ..1c1 Of 41 

IP address 

https://www.youtube.com/watch?v=dT63df6nncy 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 
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Samsung Galaxy S23 / Galaxy S23 Ultra - View MAC Address 

https://www.youtube.com/watch?v=AaMm2HHwbIO 
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Featuring the Snapdragon X70 5G Modem RE System, 
Snapdragon 8 Gen 2 is the world's first and only mobile platform 
with a dedicated SG Al processor. Plus, gaming, streaming, 
and communication from home soar via Wi-Fi 7 (the industry's 
lowest latency offering), all brought to you by the  Qualcomm' 
FastConnect" 7800 Mobile Connectivity System. 

• 5G Dual-SIM Dual-Active (DSDA) enables the simultaneous use 
of two 5G+5G or 5G+4G SIM cards for ultimate user flexibility 

• Blazing Wi-Fl speeds of up to 5.8 Gbps—more than double 
Wi-Fi 6 

• World's first commercial Wi-Fl 7 SoC, with advanced High Band 
Simultaneous Multi-Link 

https://www.gualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Briefpdf 

• The Samsung Galaxy S23 series features Qualcomm Technologies' leading 

connectivity solutions, including the Snapdragon' X70 Modem-RF System, 

the world's fastest and smartest 5G modem-RF system, and Qualcomm' 

FastConnect-  for high-speed and ultra-low latency Wi-Fi, and the latest 

Bluetooth audio enhancements. 

https://www.gualcomm.cominews/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  
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https://www.qualcomm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-mobile-experiences-
unveiled  

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
The Accused Products contain a transmitter to transmit, to at least one access point (e.g. Wi-Fi access point) via 
the at least one communication interface, a probe request frame that includes a fake device identifier for a device 
e.g. randomized MAC address, wherein the fake device identifier includes at least one of one or more random 
numbers or one or more random characters. 

The Accused Products support the Wi-Fi standard. According to the standard, the Accused Products (each a UE) 
transmit probe requests, via a transmitter, to access points to inquire about available Wi-Fi access points using a 

[24b] a transmitter 
to transmit, to at 
least one access 
point via the at least 
one communication 
interface, a probe 
request frame that 
includes a fake 
device identifier for 
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probe request. The probe request comprises a sender address field for a device identifier. The UE utilizes a 
random MAC address as the sender address in a probe request. 

The end user device transmits probe requests to identify available access points: 

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active  and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi org/knowl edge-center/faq/what- are-passi ve-and- active- sc ann i ng 

a device, wherein 
the fake device 
identifier includes at 
least one of one or 
more random 
numbers or one or 
more random 
characters; 
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CIFAP 802.11- Probe Request/ Response 
POSTED BY NATAFtASI n CWAP PS 27 COMMENTS 

Discovering the network by scanning all possible channels & listening to beacons 

is not considered to be very efficient ( ). To enhance this 

discovery process, stations often use what is called 

In Active scanning, stations still go through each channel in turn, but instead of 

passively listening to the signals on that frequency, station send a 

management frame asking what network is available on that channel. 

Probe Request are sent to the broadcast DA address (ff:ff:ff:ff:ff:ff). Once a 

Probe sent, STA starts a ProbeTimer countdown & wait for answers. At the end 

of the timer, STA process the answer it has received. If no answers received, 

STA moves to next channel & repeats the discovery process. 

sending Probe Request may specify the SSW they ooking (called directed 

probe request). Then only IBSS STA or AP support that SSID will answer. 

(le ). This is 

called Wildcard SSID or Null Probe Request. 

httos.//mincciew.com/2014/10/27/cwap-802-11-orobe-requestresoonse/ 

A Wi-Fi probe request includes the end device's MAC address: 

Probe requests are packets broadcasted in plain text by Wi-Fi mobile devices to 

discover 802.11 Access Points (APs) in their proximity [1]. These unencrypted 

messages contain information about their sources (i.e.. MAC address and supported 

data rate and supported connection to an AP). The operation of capturing data on a 

httns://www.sciencedirect.com/science/article/abs/pii/S1389128622000196  
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The Wi-Fi probe request of the Accused Products includes a randomized MAC address, which is a fake MAC 
address. The random MAC address includes at least one of one or more random numbers or one or more random 
characters. 

MAC Randomization Behavior  2 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network_ The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

80 :11 :22:AA:BB:CC  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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Privacy 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an ootion in the Network details screen in Settings as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

Network details o Q..  0 

Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  

IP settings 

Proxy 

Metered network 
Deto;; outorn.ltgcally 

MAC address type 

MAC address 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

237 

Petitioner's Exhibit 1011 
Page 237 of 286 



EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

  

[24c] a receiver to: The Accused Products include a receiver that receives, from the at least one access point via the at least one 
communication interface, a probe response frame that includes information regarding the at least one access 

receive, from the at point. 
least one access 

 

point via the at least The Accused Products receive probe responses for access points and thus necessarily include a receiver for 
one communication receiving the response via the at least one communication interface. 
interface, a probe 

 

response frame that • Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G, Wi-

 

includes information Fl, and Bluetoothe. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 
regarding the at least Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 
one access point; coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

and 

  

Active , which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 
variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 
speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qual comm.com/news/releases/2023/02/qualcomm-and-samsun g-partner-to-bring-the-fastest-

 

snapdragon-eve 

 

- 
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IEEE 802.1X Controlled 
Port Blocked 

STA 

IEEE 802.11 Probe Request 

AP STA 

     

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802.11 Open System Authentication Request 

IEEE 802 11 Open System Authentication Response 

IEEE 802.11 Association Request (Secunty Parameters) 

IEEE 802.11 Association Response 

 

Source: IEEE 802.11-2012.pdf 

The Accused Products receive from the access point, a probe response that includes information regarding the 
access point. As an example, a probe response from a Wi-Fi access point includes the SSID (wireless network 
name), supported data rates, encryption types, capabilities, etc. of the access point: 

2. APs receiving the probe request check to see if the mobile station has at least one common supported data rate. If they have compatible data rates, a probe response is sent 

advertising the SSID (wireless network name), supported data rates, encryption types if required, and other 802.11 capabilities of the AP. 

httns://documentation.meraki.com/MR/Wi-

 

Fi Basics and Best Practices/802.11 Association Process Explained 

The Accused Products support the Wi-Fi standard. The Accused Products receive probe responses from multiple 
available access points. As an example, an access point responds with the probe response when the SSID in the 
probe request is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID 
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of the access point is included in the SSID List element. As a further example, an access point responds to a 
probe request when it supports data rates or other requirements of the Accused Products. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

tvoe, or FQDN (for Passooint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

MAC Randomization Behavior 

The MAC ranaomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fl network  

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by usina a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits i such as  

00:11:22:AA:BB:cc  . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior  
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Privacy 

For devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an option in the Network details screen in Settings, as 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address  

(globally unique address). 

<— Network details e ck o 

$ 
Network usage 

Figure 1. MAC randomization option. 

https://source.android.com/docs/core/connect/wi fl-mac-randomization-behavior 

MAC Randomization Behavior 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC 

addresses are transmitted without encryption, they can be captured and used to potentially track a user's location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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GALAXY S23, PLUS 
Set MAC Address Type to 

Randomized 
MAC/Phone MAC 
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IP settings 

Proxy 

Metered network 
net, • ot,tr.mjitj,-,III,, 

MAC address type 
Randorri,,t:c1 MAC 

MAC address 

https://www.youtube.com/watch?v=dT63df6nnqU 

STA 

IEEE 802.11 Probe Request 

AP STA 

     

IEEE 802.11 Probe Response (Security Parameters) 

 

IEEE 802.11 Open System Authentication Request 

IEEE 802.11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters) 

IEEE 802.11 Association Response 

 

IEEE 802 1X Controlled 
Port Blocked 

Source: IEEE 802.11-2012.pdf 
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Information regarding the access point is included in the probe response, as shown below. 

Table 8-27—Probe Response frame body 

°lila , 11 motion Note, 

 

' Tane,tasnp 

  

Bcxar. cvcr.-al 

     

4 SSD If dot 1 12,,InhActssated is um. the SSID donna n the usIdard 
'aloe as desenbed m S 41.2 

 

i Supported Mel 

  

o FH Parameter Set 
i 

The FH Parameter Set demon a present satin Probe Response 
Lames generated by STAs using EH PIN, 

 

• osss Promoter Set The DSSS Parameter Set element a present Icahn Probe Response 
Dames geoenited by SIM stung Clause IS. Clause 17. and 
Caose 19 PM's 
Die DSSS Parameter Set element on present within Probe 
Dames generated try STAs mong 3 Clause 20 K mW the t.71 Me 
bard 

 

S CF Parameter Set The CF P2M1leter Set dawn is presau only %mhos Probe 
Response frames roamed by APs nipped:lag a PCP 

 

9 IBSS Parameter Set The D3SS Parameter Set element n Inman only webs Probe 
Response frames generated by STAI in m MSS 

 

10 Country The Country element IS 
peens! if 6X11311110,swentapabilayAannted is tnx or 
dart ISpeammtsbnagemecoRequired st nue or 
dot111Lutiohleasuremonictroned is erne 

 

11 PH Parameters The PH Parameter,. element, as specified in 8.42..11. ts optionally 
present if dotlINItiloDomainCapabanyActivatal is Due 

 

12 Fli Pavan Table Mall ?Mem Table element. as spa Ded us S.4.2_ 11.. noptsomally 
present if dal 1 hbduDomanCapabilstyActicatol is true 

 

13 Posner Constraint The Posses Cousuaint element is present if 
doll ISpectrumAlatageinentRemered ss true and on optimally 
pitman If doe II RadiohleasurememAcomsed is true 

 

14 Chanel Snitch 
Amu:mance 

The Channel Switch Anuouncanad element is opurnallypresent if 
dallSpeanuotsbnagemaattleimucd is true 

 

15 Quiet The Quset element is optomally mum if 
dotlISpectrumhbengranauRequued in true or if 
dotl1RadiohleasureinentArtnated is tine 

 

16 IBSS DES The 1855 DES element is present if 
dotl I SpectrimitilmaganeutRequired n true in an HISS 

 

, 17 TPC Repast The TPC Report den:columns:a If 
dotlISpectrumManagementReepored is true  or 
dot I I RadsoMmuranentArtnmed ti true 

 

13 DAP The ERP element is present sad= Probe Revert, tames 
gemmed by STAs using ERN and is opuonally moan otherwise. 

 

14 Emerded Supponed Rates The Emended Supported Rates element In present d' Mar are more 
Dan snght supported sates. anion optionally present aberwsse 

 

,3 RR,/ The R..Tslupresm: only a dotlIRVAActiened is true 

 

21 BSS Load The BSS Load elemau is present if detlIcsosOptsco-Implemereed 
and dotl 1 QBSSLoadhriplemaned are bath nor 

 

22 EDCA Parmeter Set 

https://mnicciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

The EDCA PM:121MS Set denient ts Focal if 
doll I QotOptiooktpletueured it true and dotl 1 MethActIvated It 
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Measurer:mu Pilot 
Transmission 

The Measure:unit Pilot Transmission element is present if 
dotlIRNLMeasurementhlotActivated is between 2 and 7. 

 

Multiple BSSID One or more Multiple BSSID elements are present if 
dot 1 IRMNIerisurementPdotActamed is between 2 and 7 and the 
AP is a member of a Multiple BSSID Set (see 10.11.14) with two or 
more members. or if dotlINIgantOptionMultilISSIDActivated is 
nue, or if dot 1 lIntenvorlingSerace.Activated is true and the AP is 
a member of a Multiple BSS1D Set with two or more members and 
at least one dot 11G.ASArhemsemettilD NE03 attribute assts. 

 

KM Enabled Capabilities The BM Enabled Capabilities element is present if 
dotIlliadioNleasurementActnated is nue. 

 

AP Channel Report If dotlIRMAPChannelReportActivated is sue, one AP Charnel 
Report element is optimally present for each operatmg class that 
has at least 1 channel to mon. 

27 BSS Average Access Delay The BSS Average Access Delay element is optionally present if 
dot 1 IRMBSSAverageAccessDelayActivated is taut and the value 
of the AP Average Access Delay field is not equal to 255 
(measurement not available) 

28 Ant The Anteima element as optionally present if 
dotlIRNLAwenualnformationActivated is true and the value of the 
Antenna ID field is not equal to 0 (unknown antenna) 

 

BSS Available Admission 
Capaary 

The BSS Available Adnusston Capacity CiCMC2I is optionally 
present if dot IIRND3SSAvailableAdnussionCapacityActivand is 
nut with the following exceptions . 1) when Available Aft:sum 
Capacity Bitmask equals 0 (Available Admission Capacity last 
contains no names). or 2) ulien the BSS Load element is present 
and the Available Capacity Binnask equals 256 (Available 
Admission Capacity List contains only the AC VO entry) 

30 BSS AC Access Delxs• The BSS AC Access Delay elan= is optionally present if 
dotl1RMBSSAverageAccessDelayActivated is me and at least one 
field of the clement is not emu, to 25$ (measutamM not 
available). 

31 Mobility Domain The NIDE is present X dotl I FastBSSTransmonActivaued as true. 

32 DSE remstmed location The DSE Registered Location element as present if 
doilILCIDSEkequired ts true 

33 Extended Channel Switch 
Amouncement 

The Edended Channel Switch Announcement element is optionally 
present tf dotIlExesdedChannelSwitchActwated is true 

34 Supported Operating Classes The Supported Operating Classes element is present if 
doll 1 ExtendedChannelSwechAetwated a trne 

35 HT Capabilities The HT Capabilities element is present atm 
dotl IHiglahrouglmutOptionlmplemented anntute as true 

36 HT Operation The HT Operation element is included by an AP and a inesh STA 
when dotIllfighThrouitputOphonlmplemented annbute is true 

37 2040 BSS Coexistence The 20 40 BSS Coexistence element is optionally present what the 
dot11204013SSCocustenceManagementSupport attribute as true. 

38 Overlapping BSS Scan 
Parameters 

The Overlapping BSS Scan Parameters element as optionally 
present if the doll IFertyNIHrOptionlinplanented attribute as true 

39 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Extended Capabsbnes The Evaded Capabilities element is optimally present if any of 
the fields in this element are memo. 
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-10 QoS Traffic Capability The QoS Traffic Capability element is optionallv present if 
*at IINItuntOption.ACStanceCountActivated is 'true 

41 Chumel Usage The Channel Usage element is present if the Ch.ninel Usage 
element is pies. ent in the Probe Request tzar and 
dotl liMgmtOptionChannelUsageActivated is true. 

s Time Advertisement The Tune Advertisement element is present if 
dotll:XlgmtOptonUTCTSFOffsetActnnted is tnie. 

43 Tune Zone The Tune Zone element is present if 
dot IINIgintOpticaLTTCTSFOffsetAcurated is true. 

44 Interwotking The Intesworking element is present if 
dotIlInterworlangSeroceActivated is true 

45 Advertisanau Protocol Advertisement Protocol element is present if 
dotIlInterworlangSersiceActented is true and at least one 
dotlIGASAdvertmeinettID IsIIB aunbute exists 

46 Romiung Consortium The Roaming Consortium element is present if 
dot IlInterworkmgSeraceActivated is true and the 
dotIlRoammgConsortrucaTable has at least one entry 

47 Emergency Alert Identifier One or more Emergency Alert Identifier elements are present if 
dot I lEASActivated is true and there are one or more EAS 
message(s) active in the network 

-IS Mesh ID The Mesh ID element is present if dotllMesbActivated is true 

49 Mesh Configuration The Mesh Configuration element is present if dot I 1MeshActented 
Is true 

50 Mesh Awake Window The Mesh Awake Window element is optionally present if 
dot 1 1 MesILActivated is true 

51 Beacon Timme The Beacon Timing element is optionallv present if both 
doillMeshActivated and dotlIMESCAActented are true 

4 ,  MCCAOP Advertisement 
Overaew 

The MCCAOP Advertisement Overview element is optionally 
present if both dollIMeshActnuted and dotIlIsICCA.Activated are 
true 

53 MCCAOP Advertisement One or mote MCCAOP Advertisement elements are optionally 
present if both dot I 1 MeshActivated and dot IIMCCAACIValfd are 
flue. 

54 Mesh Channel Switch 
Parameten 

The Mesh Channel Switch Parameters element is present if 
dotIlMeshActented is wire and wiser Channel Snitch 
Announcement element or Extended Channel Switch 
AIIIIOUOCCIDellt eiCIIICIII is present 

Last-I Vendor Specific One or more vendor-specific elements are optionally present. Thew 
elements follow all other elements. except the Requested elements 

LISZ-,2 Requested elements 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

Elements requested by the Request element of the Probe Request 
frame are present if doll INIulnDomainCapabilmyAcurated is true 
See 10.1_43_2. 
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4.3.13.15 SSID list 

The SSID List element enables the non-AP STA to request information on a list of SSIDs. This is intended 
to reduce the number of Probe Request frames sent by the non-AP STA. 

Source: IEEE 802.11-2012.pdf 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot I 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf  
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  

The reason for client scanning is to determine a suitable AP to which the client may need to roam 

now or in the future.  A client can use two scanning methods: active and passive. During an active  

scan, the client radio transmits a probe request and listens for a probe response from an AP. With a 

passive scan, the client radio listens on each channel for beacons sent periodically by an AP. A 

passive scan generally takes more time, since the client must listen and wait for a beacon versus 

actively probing to find an AP. Another limitation with a passive scan is that if the client does not 

wait long enough on a channel, then the client may miss an AP beacon. 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

Below is an example Wi-Fi probe response that includes information of the access point. 
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I-802.11 Management - Probe Response 
• 
• 
.r 

Probe Timestamp: 
Beacon Interval: 
Capability Info=%0001000000000001 

23996945615 Microseconds  [24-31] 
102 Time Units (104 MiLliseconds, and 448 Microseconds) [32-53] 

information regarding 
ASSID 10=0  SS--  Len=4 SSID=OPEN 

 

EDT Supported Rates 

  

access point 

 

0  Element ID: 1 Supported Rotes  [42] 

   

• Length: 4 [43] 

  

• Supported Rate: 24.0 Mbps (BSS Basic Rote)  [44] 

  

• Supported Rate: 36.0 Mbps (Not BSS Basic Rote)  [45] 

  

• Supported Rate: 48.0 Mbps (Not BSS Basic Rote)  [4.6] 

  

0  Supported Rate: 54.0 'bps (Not BSS Basic Rote)  1'47] 

 

OBSS Load  
411)  Element ID: 11  QBSS Load  [68] 
I  Length: 5 [69] 
• Station Count: 1 [70-71] 
4111  Channel Utilization: 0 % [72] 
I  Avail Admission Capacity:26562 [73-74]  

Fp -4--  HT Cao= 10=45 Len=26  

LPIEELEZ 
• Element ID: 7 Country  [48] 
I  Length: 18 [49] 
I  Country Code: AU [50-51] 
• Enviroment: Ox20 Any [52] 
• Starting Channel: 36 [55] 
• Number of Channels: 4 [54] 
• Max Tx Power (dBm): 23 [55] 
• Starting Channel: 52 [56] 
• Number of Channels: 4 :57] 
• Max Tx Power (dBm): 23 [58] 
ai  Starting Channel: 100 [59] 

Number of Channels: 5 [60] 

13  -4-- 

 

information regarding 
access point 

• Max Tx Power (dBm): 30 [61] 
411  Starting Channel: 132 [62] 
IP  Number of Channels: 3 [63] 
• Max Tx Power (dBm): 30 [64] 
I  Starting Channel: 149 [65] 
• Number of Channels: 5 [66] 
6Il Max Tx Prwer fdliml. rg', 

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
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[24d] receive, from a The Accused Products receive, from a server (e.g., the OS and/or a CPU and associated memory for storing and 
server, an executing the OS and associated data), an authenticated access point list (e.g., previously connected access point 
authenticated access list) that includes information (e.g., SSID, supported data rates, pre-shared keys, etc.) regarding one or more 
point list that access points (e.g., previously connected access point) that are controlled by the server. 
includes information 

 

regarding one or As shown below, an example of the Accused Products contains an SoC, Snapdragon 8 Gen 2 with a Kryo CPU. 
more access points Also, it supports Android 13 operating system and has an option for randomized MAC for Wi-Fi connections. 
that are controlled The server generates a persistent randomized MAC address to be used with a Wi-Fi network. The server also 
by the server; stores a list of previously connected access points and provides that list to the device in connecting to Wi-Fi 

access points. The list comprises different information pertaining to previously connected access points such as 

 

SSID, pre-shared keys, etc. 
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Galaxy S23 

lila 

4 1I1   WI 

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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storage 
Options LD 

256GB I 51205 

Iii 
12805 I  25605 25638 51235 irs 

Processor 

server 

Phone Galaxy S23, Galaxy S23+ 

Snapdragon 8 Gen 2 for 

Galaxy S23 Ultra 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

6.1" FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

Qualcomm Snapdragon 8 Gen2 Mobile Platform for 

Galaxy 

Qualcomm Snapdragon 8 Gen2 Mobile Platform for 

Galaxy 

Qualcomm Snapdragon 8 Gen2 Mobile Platform for 

Galaxy 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-s911uliaxaa/ 
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CPU 
Kryo CPU 

• 64-bit Architecture 
• 1 Prime core. UP to 3.36 GHz= 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 

Snapdragon 

8G42 

httus://www.qualcomm.com/content/dam/ucomm-martech/dm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fl 6E, Bluetooth 5.3, 
Connectivity 

5.3, NFC 5.3, NFC, ultra-wideband NFC, ultra-wideband 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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Galaxy S23 

,0010•°11\ 
" roloomili%.• 

• 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

Active', which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomme FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fl 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/news/releases/2023/02/Qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  
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Randorniced MAC 

Phone MAC 

Quick Share 

IP settings 
DliCP 

Proxy 
None 

Metered network 
Detect automatically 

IP address 

' 

0 0 

MAC address type 
Randomised MAC 

• 
Quick Share 

• 'II, enth a nearby Galaxy user. 
,• • connect without ente.rinti the 

IP settings 

Proxy 

Metered network 
Detect automat I 

MAC address 

IP address 
L. Is... 

1030-24tle attl tebeldrt 
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GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 

MAC/Phone MAC 

https://www.youtube.com/watch. v=dT63df6nnqU 
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WifiConfigStore.xml 

<?xml version="1.0.  encoding='utf-8' standalone="yes 

<WifiConfigStoreData> 

<int name="Version" value="3" /> 

<WifiCarrierInfoStoreManagerDataStores> 

<map name="MergedCarrierNetworkOffloadMap" I> 

<map name="UnmergedCarrierNetworkOffloadMap" /> 

/

</WifiCarrierInfoStoreManagerDataStores> 

<NetworkList> 

previously comiected .access-
points information list 

<Network> 

<WifiConfiguration> 

<strihg_atz2L2anLiZey">&ouot:Testing  _Testing_1-2-3&quot;WPA_PSK</string> 

<string name="SSID">&quot;Testing _Testing_1-2-3&quot;</string> 

<string name="PreSharedKey">&oJot;*YoureNotGettingThePassword!007&quot;</string> 

<null  name=  EPKeys".  /> 

<int name="WEPTxKeyIndex" value="0" /> 

<boolean name="HiddenSSID" value="false" I> 

<boolean name="RequirePMF" value="false" /> 

<byte-array 

<byte-array 

<byte-array 

<byte-array 

<byte-array 

<byte-array 

<byte-array 

name="AllowedKeyMgmt" num="1">02</byte-array> 

name="AllowedProtocols" num="1">03</byte-array> 

name="AllowedAuthAlgos" num="0"></byte-array> 

name="AllowedGroupCiphers" num="1">Of</byte-array> 

name="AllowedPairwiseCiphers" num="1">06</byte-array> 

name="AllowedGroupMgmtCiphers" num="0"></byte-array> 

name="AllowedSuiteBCiphers" num="0"></byte-array> 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 
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android / device /generic /goldfish / refs/tags/android-9.0.0 r34/./ivifi/  WifiConfigStore.xml 

blob: bb564Saacde00f44a93c3386c8e42cf140bfe6a5 [file] [la] [111Ams3 

<?xml version='1.0' encoding.'utf-8' standalone='yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<NetworkList> 

<Network> 

<WifiConfiguration>  

<string name="ConfigKey">&quot:AndroidWifi&quot;NONE</string> 

<string name="SSID"Aquot;AndroidWifi&quot;</string> 

<null name="EISSID" /> 

<null name="PreSharedKey" /> 

<null name="wEPKeys" I> 

<int name="WEPTxKeyIndex" value="0" I> 

https://android.googlesource.cotnidevice/generic/goldfish/±/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

As shown, the Accused Products maintain a list of previously-connected access points which is matched to the 
access point's SSID received in the probe response. Each previously-connected access point is linked to a 
persistent MAC address for connecting to that access point. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, tc 

expected, or to enable parental controls. 

remember a device and allow users to bypass the login screen as 

 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 /. / wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44a93c3386c8e42cf140bfe6a5 [file]  [lin] Chime) 

<?xml version='1.0 encoding='utf-8' standalone= 'yes ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<NetworkList> 

<Network> 

<wifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string namc="SSID">&quot;AndroidWifi&quot;</string> 

<null name."EISSID" /> 

<null name-"PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

https://android.googlesource.com/device/generic/goldfishMrefs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  
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In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dotl 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl lCurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Time Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  
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802.11 Management - Probe Response  

• Probe Timestamp: 23996945615  :.;icrosecpnas  [24-31] 

• Beacon Interval: 102  Tille !kits (104 Niiiiseconds, and AAE icrosecords)  [52-33] 

T'Capability Info=%0001000000000001 

Ni  Assn)  ID=0 551D Len=4 SSID=OPEN  
E,  :Clupported Rate  

lo  Element ID: 

• Length: 
$  Supported Rate: 
• Supported Rate: 
• Supported Rate: 

• Supported Rate: 

information regarding 
access point 

1  Supported Rotes  [42] 

4 

24.0  :bps (ESS Basic Rote)  [44] 

36.0  Nbps (Not ESS Basic Rote)  [45] 

48.0  :.:bps (Not ESS Basic Rote)  [46] 

54.0 :-bps  (Not  ESS Basic Rote)  (47] 

E r 

Enviroment: 

Starting Channel: 

Number of Channels: 

Max Tx Power (dBm): 

• Starting Channel: 

• Number of Channels: 

• Max Tx Power (dBm): 

• Starting Channel: 
• Number of Channels: 

• Max Tx Power (dBm): 

111  Starting Channel: 

• Number of Channels: 

• Max Tx Power (dBm): 

• Starting Channel: 

• Number of Channels: 
611 Maw Ts Pnwpr (Mini)* 

7 Country  [48] 

18 [49] 
AU [50-51] 

0x20  Any  [52] 

36 [55] 

4 [54] 

23 [55] 

52 [56] 
4 [57] 
23 [58] 

100 [59] 

5 EEC] 

30 5.2] 

132 [62] 
3 [63] 

30 [64] 

149 [65] 
5 [66] 

rg71 

LounLry 

• Element ID: 
Length: 

1p  Country Code: 

• 

information regarding 
access point 

El  T  I:9-oacl 
0  Element ID: 11  QSS5 Load  [68] 

O Length: 5 [69] 

• Station Count: 1 [70-71] 

O Channel Utilization: 0 [72] 

O Avail Admission Capacity:26562 [73-74]  

IT,  -3--  HT Cap= Tn=45 HT  rr'n•  ien=26  

probe response response 

https://mrnc ci ew c o m/2014/10/27/cwap-802-11-probe-requestrespon se/ 

The CPU is a part of the SnapDragon SOC and coupled to the FastConnect network interface. 
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https://www.qualcomm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinarv-mobile-experiences-
unveiled  

The access points are controlled by the server. For example, the server, which serves the functionality of the 
Android operating system, controls connection and/or data transmission of the access points. The Accused 
Products support the Wi-Fi standard. According to the standard, the Accused Products inquire about available 
Wi-Fi access points using a probe request, which is generating by the mobile operating server. The probe request 
comprises identifying information, such as a wildcard SSID or SSID for one or more access points or a preferred 
network list which is a set of SSIDs to which the UE got connected previously. An access point receiving the 
probe request must provide a probe response. As a further example, an access point receives and transmits data 
under control of the mobile operating server. 
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[24e] a memory to 
store the information 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
doll 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff.  
The Accused Products have a memory (e.g., memory of the SoC and/or storage) to store information regarding 
the at least one access point, and the authenticated access point list.  

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

262 

Petitioner's Exhibit 1011 
Page 262 of 286 



EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

regarding the at least 
one access point, 
and the 
authenticated access 
point list; and 

https://www.qualcomm.cominews/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-mobile-experiences-
unvei I ed 
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Storage 

128GB 

256GB 256GB 256GB 

512GB 512GB 

1TB 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

As an example, the Accused Product confirms the received SSID information and/or other information from 
probe responses with access point information stored in its memory. Once confirmed that there is a probe 
response from an access point with which the Accused Product was connected previously, the Accused Product 
initiates a connection to the access point using an authenticated device identifier, such as a persistent MAC 
address that was used for a prior connection with the access point. 

The Accused Products maintain a list of previously-connected access points which is matched to the access 
point's SSID received in the probe response. Each previously-connected access point is linked to a persistent 
MAC address for connecting to that access point. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID. security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fl network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, t4 remember a device and allow users to bypass the login screen as  

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

android / device / generic / goldfish / efs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44aB3c3386c8e42cf140bfe6a5 [file] [lag] [blam] 

<?xml version =.1.0' encoding='utf-8' standalone= yes' ?> 

<WifiConfigStoreData> 

<int name="Version" value="1" /> 

<Networklist> 

<Network> 

<wifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" /> 

<null namc="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

https://android.googlesource.comidevice/generic/goldlish/+/rets/tags/anclroicl 
9.0.0 r34/wifi/WifiConfigStore.xml 
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In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 

https://blog.pulsarsecurity.com/preferred-network-list-pnl  
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802.11 Management - Probe Response  

al Probe Timestamp: 23996945615  Nicreseconds  [24-51] 

• Beacon Interval: 102 Jrits  (10-1 Mffliseconds, and 448 Microseconds)  [32-357 

iT  T'Capability Info=%0001000000000001 

EillISSID ID=0  SS-0  Len=4 SSID=OPEN  I  
information regarding 

El T  Supported Rates access point 
• Element ID: 1 Supported Rates [42] 

• Length: 4 [45] 

• Supported Rate: 

• Supported Rate: 

0  Supported Rate: 

• Supported Rate: 

E '[ ounry 

24.0 NOps (555 Basic Rote) [44] 

36.0 :.:bps Not BSS Bosic Rote) [45] 

48.0 :.bps Not 555 Basic Rote) [46] 

54.0  ::bps (,Jct  555  5;7sic  Rate) r471 

• Element ID: 7 Country [48] 

• Length: 18 :49] 

• Country Code: AU [50-51] 

• Enviroment: Ox20 Any [52] 

• Starting Channel: 36 [533 

• Number of Channels: 4 :54] 

• Max Tx Power (dBm): 23 [55] 

• Starting Channel: 52 [56] 

• Number of Channels: 4 [57] 

• Max Tx Power (dBm): 23 [58] 

• Starting Channel: 100 [59] 

• Number of Channels: 5 [60] 

• Max Tx Power (dBm): 30 [613 

• Starting Channel: 132 [62] 

• Number of Channels: 3 [53] 

• Max Tx Power (dBm): 30 [64] 

• Starting Channel: 149 [65] 

• Number of Channels: 5 [56] 

so Ma. Tw Pnwpr (Mini). RA FA71 

information regarding 
access point 

 

f9:-oacl 

   

0 Element ID: 11 QS5S Loop :63] 

• Length: 

 

5 [69] 

• Station Count: 1 [75-71] 

• Channel Utilization: 0 5 :72] 

• Avail Admission Capacity:26562 [73-74] 

IT T  HT CBD. 10=45 .(7  r,Yr: len.26 

probe response I—

 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff  
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[24f] a 
determination unit to 
determine, under 
control of the 
processor and based 
at least, in part, on 
the information 
regarding the at least 
one access point, 
whether the at least 
one access point is 
an authenticated 
access point and is 
under control of the 
server, 

wherein to 
determine whether 
the at least one 
access point is the 
authenticated access 
point and is under 
control of the server, 
the determination 
unit determines 
whether the 
information 
regarding the at least 
one access point is 
included in the 
authenticated access 
point list 

The Accused Products include a determination unit (e.g., the portion of the OS that performs the determination) 
that determines, under control of the processor (e.g., executing the OS), in response to the receiving the probe 
response frame (e.g., probe response) and based at least, in part, on the information (e.g., SSID, supported data 
rates, key, etc.) regarding the at least one access point (e.g., Wi-Fi access point), whether the at least one access 
point (e.g., Wi-Fi access point) is an authenticated access point. 

As an example, the operating system and connectivity software of the Accused Product confirms the received 
SSID information and/or other information from probe responses using access point information stored in its 
memory. Once confirmed that there is a probe response from an access point with which the Accused Product 
was connected previously, the Accused Product initiate a connection to the access point using an authenticated 
device identifier, such as a persistent MAC address that was used for a prior connection with the access point. 

As shown, the Accused Products maintain a list of previously-connected access points which is matched to the 
access point's SSID received in the probe response. Each previously-connected access point is linked to a 
persistent MAC address for connecting to that access point. 

Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security 

tyoe, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, tcl remember a device and allow users to bypass the login screen ad 

expected, or to enable parental controls. 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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android / device / generic / goldfish / refs/tags/android-9.0.0 T34 /. / wifi / WifiConfigStore.xml 

    

blob: bb5645aacdeD0f44a93c3386c8e42cf140bfe6a5 [file] [log] [Olmo] 

<?xml version='1.0' encoding='utf-8' standalone-'yes' 7> 

<WifiConfigStoreData> 

<int name="Version" value="I" I> 

<NetworkList> 

<Network> 

<WifiConfiguration>  

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&ouot;</string> 

<null name="8SSID" I> 

<null name="PreSharedKey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" I> 

https://android.googlesource.com/device/generic/goldfish/±/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml  

In an infrastructure BSS or in an IBSS, STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotlICurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 
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Figure 10-3—Probe response 

Source: IEEE 802.11-2012.pdf 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fi network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fi enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fi network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fi to stay safe. 
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https://blog.pulsarsecurity.com/preferred-network-list-pnl 
802.11 Management - Probe Response 

Probe Timestamp: 23996945615  Nicroseconds  [24-31] 

• Beacon Interval: 102 Time Units (104  MiLLiseconds, and 448  Microsec:,,ros)  Es2-ss] 

t  f'  Capability  Info=%0001008080008001 
▪ f155ID ID=0  55 13)  Len=4 55ID=OPEN   

information regarding 

access point 1-1 4[Supported Rates 
• Element ID: 1 SupporteO Rotes [42] 

• Length: 4 :43] 

Supported Rate: 24.8 tips (BSS Basic Rote) [44] 

 

ill  Supported Rate: 36.8 Stips (Not 555 Basic Rote) [45] 

il  Supported Rate: 48.8 Sbps (Not 655 Basic Rote) [46] 
• Supported Rate: 54.0 Nbos (Not 655 Basic Rote) [471 

  

'Lountry 

41 Element ID: 7 Country [46) 

• Length: 18 [49] 

• Country Code: AU [5,9-51] 
• Enviroment: 0x28  AnY  [52: 
• Starting Channel: 36 155] 

• Number of Channels: 4 :54] 

• Max Tx Power (am): 23 [55] 

• Starting Channel: 52 :56] 

• Number of Channels: 4 :57] 

• Max Tx Power (dem): 23 [55] 

• Starting Channel: 100 [59] 
• Number of Channels: 5 :60] 

• Max Tx Power (dBm): 30 [61] 

• Starting Channel: 132 [62] 

• Number of Channels: 3 :63] 

• Max Tx Power (dBm): 30 [154] 

• Starting Channel: 149 [65] 

• Number of Channels: 5 [66] 

al  Maw Tv Pnwer fdRm\. 111 

      

       

information regarding 

access point 

       

        

          

          

   

0855 Load  
• Element ID: 11 QESS L000 [68] 

• Length: 5 [69] 

Ca Station Count: 1 [70-71] 

411  Channel Utilization: 0 s :72] 

• Avail Admission Capacity:26562 [73-74] 

    

-▪ 47.  HT Cap= TD=45 rin-  Len=26 

      

probe response 

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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The information in the probe response frame indicates that the access point is controlled by the mobile operating 
server. For example, the mobile operating server (e.g., the OS and/or a CPU and associated memory for storing 
and executing the OS and associated data), which serves the functionality of the Android operating system, 
controls connection and/or data transmission of the access point. 

The operating system runs on a CPU of the SoC (e.g., the Kryo CPU) of the Accused Product and is used to 
manage connections with an access point to control those access points to receive and transmit data. 

Galaxy S23  

Super fast processing 

Snapdragon® 8 Gen 2 

Octa-Core 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

 

Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for Snapdragon 8 Gen 2 for 
Chipset 

    

Galaxy Galaxy Galaxy 

RAM & 8+128GB, 8+256GB (UFS 8+256GB, 8+512GB (UFS 8+256GB, 12+512GB, 

Storage 3.1) 4.0) 12GB+1TB (UFS 4.0) 

 

FHD+ Dynamic 6.6" FHD+ Dynamic 

    

6.8" QHD+ Dynamic AMOLED 

 

AMOLED 2x, 120Hz AMOLED 2x, 120Hz 

    

2x, 120Hz Adaptive Refresh 
Display Adaptive Refresh Rate, Adaptive Refresh 

Rate, 500ppi, 1,750nit 

 

425ppi, 1,750nit (outdoor Rate,393ppi, 1,750nit 

  

peak) (outdoor peak) 
(outdoor peak) 

Software Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 Android 13 / One Ul 5.1 

https://www.androidnolice.com/samsung-galaxy-s23/ 

Snapdragon 

8 
Gen 2 

CPU 
Kryo CPU 

• 64-bit Architecture 
• 1 Prime core, up to 3.36 GHz' 

• Arm Cortex-X3 technology 
• 4 Performance cores, up to 2.8 GHz 
• 3 Efficiency cores, up to 2.0 GHz 
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Galaxy S23+ Galaxy 523 Ultra Phone Galaxy 523, 

https://www.qualcomm.corn/content/dam/qcomm-martechidm-assets/documents/Snapdragon-8-Gen-2-
Product-Brief.pdf 

5G, Wi-Fl 6E, Bluetooth 
Connectivity5.3, 

NFC 

5G, Wi-Fl 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 

5.3, NEC, ultra-wideband NFC, ultra-wideband 

httos://www.androidpolice.com/samsung-galaxy-s23/ 

Galaxy S23 

• ••••ftir% 
o-No 

Wi-Fl 6E 

802.11 a/b/g/n/actax 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RE System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active3, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomme FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.com/new skeleases/2023/02/qualcomm-and-samsung-partner-to-bring-the-fastest-
snapdragon-eve  

Quick Share 

IP settings 

Proxy 

Metered network 
DM. • 

MAC address 

IP address 
. , 

(5) 

Quick Share 

IP settings 
III, 

Proxy 

Metered network 

deal Ltd of 

IP address 

,••- 14i 0 

MAC address type 
mAc 

GALAXY S23, PLUS 

Set MAC Address Type to 

Randomized 
MAC/Phone MAC 

https://www.youtube.com/watch?v=dT63df6nnqU 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

 

In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dot 1 1 RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dot I 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

[24g] wherein the 
transmitter further 
transmits to the at 
least one access 
point, a connection 
request that includes 
an authentic device 
identifier for the 
device, in response 
to a determination 
by the determination 
unit that the at least 
one access point is 
the authenticated 
access point and is 
under control of the 
server. 

The transmitter transmits, to the at least one access point (e.g., Wi-Fi access point) in response to a determination 
that the at least one access point (e.g., Wi-Fi access point) is the authenticated access point, a connection request 
(e.g., association and/or authentication request) that includes an authentic device identifier (e.g., persistent MAC 
address) for the device. The transmitter transmits the connection request in response to a determination by the 
determination unit that the at least one access point is the authenticated access point and is under control of the 
server, as discussed above. 

After receiving the probe response from the access point, as discussed above, the Accused Products confirm the 
received SSID information from the probe responses with the access point information stored in memory. Once 
confirmed that there is an SSID in a probe response from an access point with which the Accused Product was 
connected previously, the Accused Products initiate a connection using the persistent MAC address for the access 
point, which is an authentic device identifier for the Accused Product. 
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Persistent randomization 

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID. security 

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

not get re-randomized if the user forgets and re-adds the Wi-Fi network since the  MAC addressed depends on the 

parameters of the network profile. 

Persistent MAC addresses are necessary in cases where networks rely on the persistence of the MAC address to 

provide useful functionality to the user, for example, td 

expected, or to enable parental controls. 

remember a device and allow users to bypass the login screen as 

 

For Android 10 and 11, the framework uses persistent randomization for all networks when MAC randomization is  

enabled. 

https://source.android. com/docs/core/c onnect/w ifi-mac-randomizati on-behavior 

android / device / generic / goldfish / refs/tags/android-9.0.0 r34 / . / wifi / WifiConfigStore.xml 

blob: bb5645aacde00f44a93c3386c8e42cf140bfe6a5 [file]  agg) (blarall 

version '1.0' encoding= totf-8' standalone= yes' 

<WifiConfigStoreData> 

<int name="Version" value="1" I> 

<NetworkList> 

<Network> 

<WifiConfiguration> 

<string name="ConfigKey">&quot;AndroidWifi&quot;NONE</string> 

<string name="SSID">&quot;AndroidWifi&quot;</string> 

<null name="BSSID" I> 

<null name="PreSharedkey" /> 

<null name="WEPKeys" /> 

<int name="WEPTxKeyIndex" value="0" /> 

/, 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-

 

9.0.0 r34/wifi/WifiConfigStore.xml 

EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

278 

Petitioner's Exhibit 1011 
Page 278 of 286 



In an infrastructure BSS or in an IBSS. STAs receiving Probe Request frames shall respond with a probe 
response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of the STA 
or when the specific SSID of the STA is included in the SSID List element. Furthermore, a STA with 
dotl 1RadioMeasurementActivated true receiving a probe request with a DSSS Parameter Set element 
containing a Current Channel field value that is not the same as the value of dotl 1CurrentChannel shall not 
respond with a probe response. An AP shall respond to all probe requests meeting the above criteria. In an 
IBSS a STA that transmitted a Beacon frame since the last TBTT shall respond to group addressed Probe 
Request frames. A STA in an IBSS shall respond to Probe Request frames sent to the individual address of 
the STA. 

Source: IEEE 802.11-2012.pdf 

Min_Probe_Response_Turne Max_Probe_Response_Time 
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Figure 10-3—Probe response 

Source: IEEE 802.1 I-2012.pdf 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

Before answering the question, let us first understand what a preferred network list is. The PNL is a 

historical record of all the network names (SSIDs) that a device has previously connected to, and trusts to 

automatically connect to again in the future. 

User devices trying to connect to a Wi-Fl network watch for access points (APs) broadcasting its availability 

for a device to connect to its network. Within that information contains the network name, or Service Set 

Identifier (SSID). Wi-Fl enabled devices trying to connect to a wireless network, and  using Active Service  

Discovery, will then broadcast its interest in connecting to the AP if the network name is in its PNL, which 

increases the connection speed. 

For instance, if you connect to a Starbucks Wi-Fl network once, your device will remember and try to 

automatically connect to any network with the SSID Starbucks.  This is true whether you go to the same 

Starbucks in the future, or a Starbucks 1,000 miles away. All the user device knows is the network name; 

no additional data is stored. Auto-connecting to wireless networks in PNL saves time and is convenient for 

the user, but it is a security risk. Therefore, it is important to identify all networks in the PNL and stop 

connecting automatically to Wi-Fl to stay safe. 

httns://blog.nulsarsecurity.com/nreferred-network-list-nnl  
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-r  802.11 Management - Probe Response  

41  Probe Timestamp: 23996945615  Microseconds  [24-31] 

• Beacon Interval: 102 Ti!re Units (104 MilLiseconds, and 448 Microseconds)  [32-3:. 

El TCapability Info=%0001000000000001 

Ti  SSID  ID=0  55.70  Len=4 SSID=OPEN  I  

0 si" 
2  Supported Rotes  [42] 

4 [43] 

Supported Rates 

el Element ID: 

le Length: 

Supported Rate: 24.0 Mbps (BSS Basic Rote)  [44] 

 

el Supported Rate: 36.0 Mbps (Not BSS Basic Rote) [43] 

Supported Rate: 48.0 Mbps (Not BSS Basic Rote) [46] 

e Supported Rate: 54.0 Mbps (Not  655 Basic Rote) [47] 

L2MDIEY 
e Element ID: 

Length: 

el Country Code: 

Enviroment: 

7 Country  [48] 

18 [49] 

AU [50-51] 

Ox20 Any [52] 

ell Starting Channel: 36 [53] 

Number of Channels: 4 [54] 

e Max Tx Power (dBm): 23 [55] 

el Starting Channel: 52 [56] 

ei  Number of Channels: 4 [57] 

ail  Max Tx Power (dBm): 23 [58] 

el Starting Channel: 100 [59] 

el Number of Channels: 5 [60] 

Max Tx Power (dBm): 30 [61] 

el Starting Channel: 132 [62] 

e Number of Channels: 3 [63] 

el Max Tx Power (dBm): 30 [64] 

Starting Channel: 149 [65] 

41  Number of Channels: 5 [66] 

-4-• 

information regarding 
access point 

probe response 

611  Max Tx Pnwpr • m 

information regarding 
access point 

El 4 -  Miss Load  
el Element ID: 11  055 Load  [68] 

• Length: 5 :69] 

• Station Count: 1 [70-71] 

• Channel Utilization: 0  % [72] 

el Avail Admission Capacity:26562 [73-74' 

ql 7"  HT Cap= 10=45  ,q7 r,r7 Len=26  

https://mmcciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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IEEE 802.1X Controlled 
Port Blocked 

AP STA STA 

The Accused Products transmit an association and/or authentication request using the previously used persistent 
MAC address. The Accused Products then receive an association response from the access point, at which point 
the Accused Product is connected to a network via the access point in accordance with the association response. 

IEEE 802.11 Probe Request 

mie IEEE 802.11 Probe Response (Security Parameters) 

IEEE 802 11 Open System Authentication Request 
111 

IEEE 802 11 Open System Authentication Response 

IEEE 802.11 Association Request (Security Parameters). 

IEEE 802.11 Association Response 

 

Source: IEEE 802.11-2012.pdf 
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1. 

z. 

(Request) 

(Response) 

MAC header fame body 

802.11 Mgmt : Authentication Frame 

POSTED BY NAYARASI IN CINAP 10 COMMENTS 

Once a client station is discover a SSID (Probe Request/Response or listening to 

Beacons) it move to Join phase. This exchange comprise of at least 4 frames 

3. 

4 

The frame format of those Authentication frames are as shown below.(from page 

136- CWAP Official Study Guide) 

FIGURE 4.8 Authentication frame format 

Atrr 6 2 2 kiruble 6 211 2 6 2 2 

I—.-

 

0

 

• IF • 

Chino 
Ted 

Sian 
Co* 

Trarattan 
Sae

.
* 

https://mrn cciew. com/2014/10/10/802-11-mgmt-authenti cati on-frame/ 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff  
The fake device identifier includes a fake media access control (MAC) address. 25. The system of 

claim 24, wherein 
the fake device 
identifier includes a 
fake media access 
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Persistent randomization  

Android uses the persistent randomization type by default when the MAC randomization feature is enabled. Android 

generates a persistent randomized MAC address based on the parameters of the network profile including SSID, security  

type, or FQDN (for Passpoint networks). This MAC address remains the same until factory reset. The MAC address does 

riot get re-randomized if the user forgets and re-adds the Wi-Fi network since the MAC addressed depends on the 

parameters of the network profile. 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior  

MAC Randomization Behavior 

The MAC randomization feature allows devices to use a randomized MAC address when connecting to a Wi-Fi network. 

For implementation instructions, see Implementing MAC Randomization. This page describes the behavior of MAC 

randomization in Android. 

MAC addresses are used by devices when connecting to a Wi-Fi network or an access point. Because these MAC  

addresses are transmitted without encryption, they can be captured and used to potentially track a users location. 

Historically, devices use the factory MAC address to associate to a Wi-Fi network. The factory MAC address is globally 

unique and static, allowing the device to be tracked and individually identified. 

The MAC randomization feature increases user privacy by using a randomized MAC address when connecting to a Wi-Fi 

network. 

MAC addresses are 48 bits long and usually represented by 12 hex digits (6 octets as each octet is 8 bits) such as  

00:11 :22:AA:BB:CC . The MAC randomization feature randomizes the address by setting the locally administered bit to 

1. and the unicast bit to 0. The other 46 bits are randomized.  

https://source.android.com/docs/core/connect/wifi-mac-randomizati on-behavior 

control (MAC) 
address. 
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EXHIBIT C-INFRINGEMENT CONTENTIONS FOR U.S. PATENT NO. 9,961,552 

 

For  devices running Android 10 or higher, the framework uses randomized MAC address by default. Users can enable or 

disable MAC randomization for individual networks through an ootion in the Network details screen in Settings, as 

 

shown in Figure 1. If a user disables MAC randomization for a network, the framework uses the factory MAC address 

(globally unique address). 

<- Network details e ck 0 

$ 
Network usage 

 

CE‘Z Privacy 

Figure 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

1. MAC randomization option. 

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Products with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff 

28. The system of 
claim 24, wherein 
the at least one 
access point 
includes a Wi-Fi 
access point, and 
wherein the at least 
one communication 
interface is 
configured for 
communication with 
a Wi-Fi network. 

The at least one access point includes a Wi-Fi access point and the at least one communication interface is 
configured for communication with a Wi-Fi network. 

The Accused Products are designed to connect to Wi-Fi access points in order to join a Wi-Fi network. 

, 

Phone Galaxy S23 Galaxy S23+ Galaxy S23 Ultra 

Wi-Fi 6E, Bluetooth 5G, Wi-Fi 6E, Bluetooth 5.3, 

NFC, ultra-wideband NFC, ultra-wideband 
, 

, 
! 1 5G, Wi-Fi 6E, Bluetooth 5G, 

Connectivity 
1 

https://www.androidpolice.com/samsung-galaxy-s23/ 

1 5.3, NFC 5.3, 
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Galaxy S23 

A000".." 111104„. 
pigismilli% 
Om% 

• 

Wi-Fl 6E 

802.11 a/b/g/n/ac/ax 

https://www.samsung.com/us/smartnhones/galaxy-s23/specs/ 

• Connectivity: The Galaxy S23 series boasts unparalleled Snapdragon Connect technologies across 5G. Wi-

Fi, and Bluetooth®. Featuring the multiple-award-winning Snapdragon X70 5G Modem-RF System with the 

Qualcomm® 5G Al Processor, the Galaxy S23 series harnesses the power of Al to enable breakthrough 5G 

coverage, power efficiency, speeds, and latency. These new devices also support 5G+5G/4G Dual-SIM Dual-

 

Active-, which harnesses the power and flexibility of two 5G SIMs at once. Additionally, all Galaxy S23 series 

variants feature the Qualcomm® FastConnectTM 6900 and 7800 systems delivering multi-gigabit Wi-Fi 

speeds, ultra-low latency, and deeply immersive Bluetooth Audio experiences. 

https://www.qualcomm.corn/newskeleases/2023/02/qualcomm-and-samsung-nartner-to-bring-the-fastest-
snapdragon-eve  
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