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REGISTER

Register your Nessus
installation to obtain the
complete archive of Nessus
Security Checks.

NEW PLUGINS
See the list of the newest
security checks

DOWNLOAD
Download Nessus 3.0.5 now

BUY NOW
Buy a Nessus-related product
today

-y DIRECT FEED SUPPORT

Log in to the Tenable Support
Portal (Nessus Direct Feed
Customers only)

BLOG
The official blog of Tenable
and Nessus

WEBINARS

Register for a free webinar
from Tenable Network
Security, Inc.

Documentation
Nessus 3 Material

¢ Why Upgrade to Nessus 3 ? This page, intended for Nessus 2 users, explains
the benefits of upgrading to Nessus 3

e The Nessus 3 FAQ covers various questions with regards to the Nessus 3
licensing and the licensing of its plugins

e The Policy Compliance FAQ covers various questions with regards to the policy
compliance checks in Nessus 3

e Nessus 3.0 Installation Guide

o Nessus 3.0 Advanced User Guide

e Nessus 3.0 Client User Guide

Nessus 2.x material :
e Installation instructions
Learn to install the Nessus 2.x source code

e Configuring_cron to fetch new plugins daily
Learn to how to configure your Unix systems to have it retrieve the newest Nessus
plugins every night. Note that this is not relevant in Nessus 3

Books and articles about Nessus

N o "Nessus Network Auditing" is a comprehensive manual for the
€sSus N Goto S f inf ti
Network Auditing |\ESSUS scanner. Go to Syngress.com for more information.
B —— Table of Contents Sample Chapter
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=== "Nessus, Snort and Ethereal Power Tools" is an advanced
Messus Snort,.  manual which explains how to configure Nessus, Snort and
*Eﬂ'lf"fﬂ_ = Ethereal to better suit your needs. Go to Syngress.com for more
information.
‘Table of Contents Sample Chapter

)

"Nessus 2.x kompakt" is a short (120 pages) book written in
German which can be used as a quick introduction to Nessus
and its related projects.. Go to http://www.bomots.de/Nessus
for more information. The first three chapters are available on-
line.

e Introduction to Nessus by Harry Anderson [Part 1] [Part 2] [Part 3]
Harry wrote three very good articles on Nessus at SecurityFocus.com. If you
know nothing about Nessus, you should probably start here.

e Nessus Technical Guide by Mike Chapple
Mike Chapple at Search Security wrote a very comprehensive Nessus Technical
Guide which is a good introduction to the program.
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Scanning With Credentials :

e Blended security assessments
Tenable Network Security is uniquely positioned to offer enterprise
management of host-based, network-based and passive vulnerability
assessment technologies. This paper discusses the advantages and limitations
of each technology. The challenges of performing enterprise network
vulnerability assessments and how they can be overcome with Tenable Security
Center and Nessus. July 2004. 10 pages

o Nessus Credentials Checks for UNIX and Windows
Nessus can not only perform remote security checks of Unix hosts and Windows
hosts, but it can also log into them (provided you give it the proper credentials)
to enumerate the list of missing patches. This document explains how to
configure your network and Nessus to perform a complete vulnerability scan.

Online help :

e The Nessus Knowledge Base
Edgeos organized a very nice knowledge base about every configuration option
in the Nessus client and the Nessus daemon. If you want to know which option
means what, you should definitely look at this page !

e The Nessus Mailing_Lists

Misc.

e Using Nmap from within Nessus
Nessus has the ability to launch nmap or to import its results when doing a
page. This is done thru a plugin called 'nmap.nasl'. Before downloading this
plugin, read this document.
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