P.O. Box 1450
Alexandria, Virginia 22313-1450
wWww.uspto.gov

APPLICATION # FILING OR 371(C) DATE  FIRST NAMED APPLICANT ATTORNEY DOCKET # REQUEST ID

14/021,585 09/09/2013 Philip John Steuart Gladstone BST-003 133543

The entity status change request below filed through Patent Center on 12/05/2023 has been accepted.

SN i e R enen
LTI RGN

APPLICANT CHANGING TO REGULAR UNDISCOUNTED FEE STATUS

I certity, in accordance with 37 CFR 1.4(d)(4), that I am one of the signatories making the entity status change.

Signature Name Registration #

/Hunter Malboeuf/ Hunter Malboeuf 79730
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPto oV

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |

14/021,585 09/09/2013 Philip John Steuart Gladstone BST-003

CONFIRMATION NO. 3983

26161 POWER OF ATTORNEY NOTICE
FISH & RICHARDSON P.C. (BO)
P.O. BOX 1022 IR I R
MINNEAPOLIS, MN 55440-1022 000000085416769

Date Mailed: 08/30/2016

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 08/24/2016.

* The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/rmturner myles/

page 1 of 1

Black Kite Ex. 1002, Page 2 of 232



UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

ﬁaeﬂsd;g,g;i;\rgima 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
14/021,585 09/09/2013 Philip John Steuart Gladstone BST-003
CONFIRMATION NO. 3983
51414 POA ACCEPTANCE LETTER
GOODWIN PROCTER LLP

PATENT ADMINISTRATOR

IR L I
100 Northern Avenue 000 85416813

0000
BOSTON, MA 02210

Date Mailed: 08/30/2016

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 08/24/2016.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/rmturner myles/

page 1 of 1
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Doc Code: PA..
Document Description: Power of Attorney
PTO/AIA/82A (07-13)
Approved for use through 11/30/2014. OMB 0651-0051
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number 14/021,585

Filing Date September 9, 2013
First Named Inventor Philip J. Gladstone
Title

SECURITY RISK MANAGEMENT

Art Unit 2142

Examiner Name O. R. Abdul-Ali

Attorney Docket Number | BST-003

SIGNATURE of Applicant or Patent Practitioner

Signature /Joel E. Lehrer/ Date (Optional) August 24, 2016
Name Registration
Joel E. Lehrer Number 56,401

Title (if Applicant is
a juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If more than
one applicant, use multiple forms.

D *Total of 1 forms are submitted.
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Electronic Acknowledgement Receipt

EFS ID: 26733061
Application Number: 14021585
International Application Number:
Confirmation Number: 3983

Title of Invention:

SECURITY RISK MANAGEMENT

First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Customer Number:

26161

Filer:

Joel E. Lehrer/Meghan Breault

Filer Authorized By:

Joel E. Lehrer

Attorney Docket Number:

38879-0004001

Receipt Date: 24-AUG-2016
Filing Date: 09-SEP-2013
Time Stamp: 17:25:45

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ftes)/ Multl- 'Pages
Number Message Digest | Part/.zip| (ifappl.)
72405
1 Assignee showing of ownership per 37 BST-003_373c.pdf o 2
CFR3.73
c61bfc6fd1277d060b9eef7d57521c8d447e7]

4430

Warnings:
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Information:

76756
2 Miscellaneous Incoming Letter BST-003_Statement.pdf no 1
c30a4fcae91630057545cec402b36d 1ad8d
02852
Warnings:
Information:
927891
3 Power of Attorney BST-003_POA.pdf no 2
O6adde457d8aab3eb9d57ea68617bc30750)
bcYec
Warnings:
Information:
Total Files Size (in bytes): 1077052

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CER 3.73(c)

Applicant/Patent Owner: Philip J. Gladstone

Application No./Patent No.: 14/021,585 Filed/Issue Date: September 9, 2013
Titled: SECURITY RISK MANAGEMENT
BitSight Technologies, Inc. ,a
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. D An assignee of less than the entire right, title, and interest (check applicable box):
D The extent (by percentage) of its ownership interest is %). Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the
entire right, title, and interest.

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the
entire right, title, and interest.

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):
A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was

recorded in the United States Patent and Trademark Office at Reel
Frame , or for which a copy thereof is attached.

’

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From; _ Philip John Steuart Gladstone To: BitSight Technologies, Inc.

The document was recorded in the United States Patent and Trademark Office at

Reel 031169 , Frame 0094 , or for which a copy thereof is attached.
2. From; To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CER 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
4. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
6. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

I:I Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee
was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division
in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

fJoel E. Lehrer/ August 24, 2016
Signature Date
Joel E. Lehrer 56,401
Printed or Typed Name Title or Registration Number
[Page 2 of 2]
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Docket No.: BST-003
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip J. Gladstone

Application No.: 14/021,585 Confirmation No.: 3983

Filed: September 9, 2013 Art Unit: 2142

For: SECURITY RISK MANAGEMENT Examiner: O. R. Abdul-Ali
STATEMENT

Commussioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

Applicant hereby submits the Power of Attorney in the above-referenced patent

application.

No fees are believed necessary for filing this Statement. However, if any fees are
due, the Director is hereby authorized to charge such fees to our Deposit Account No. 07-1700,
under Order No. BST-003.

Dated: August 24, 2016 Respectfully submitted,

Electronic signature: /Joel E. Lehrer/
Joel E. Lehrer
Registration No.: 56,401
GOODWIN PROCTER LLP
100 Northern Avenue
Boston, Massachusetts 02210
(617) 570-1000
Attorney for Applicant
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
14/021,585 09/06/2016 9438615 38879-0004001 3983
26161 7590 08/17/2016
FISH & RICHARDSON P.C. (BO)
P.O. BOX 1022

MINNEAPOLIS, MN 55440-1022

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 282 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

BitSight Technologies, Inc., Cambridge, MA
Philip John Stevart Gladstone, Carlisle, MA;
Alan Joseph Kirby, Hollis, NH;

John Matthew Truelove, Cambridge, MA;
David Feinzeig, Stoneham, MA;

Nagarjuna Venna, Waltham, MA;

Stephen Boyer, Waltham, MA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09) Black Kite Ex. 1002, Page 11 of 232



Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14021585 GLADSTONE ET AL.

OMAR ABDUL-ALI 2142
CPC
Symbol Type Version
Ho4L 1433 F 2013-01-01
GO6F 0484 | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE

Total Claims Allowed:
100

(Assistant Examiner) (Date)
/OMAR ABDUL-ALI/
Primary Examiner.Art Unit 2142 8/03/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) Claim 14 Fig. 6

U.S. Patent and Trademark Office

Part of Paper No. 20160803

Black Kite Ex. 1002, Page 12 of 232




Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14021585 GLADSTONE ET AL.
INURATNRIRAR (=
OMAR ABDUL-ALI 2142
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
G| o F 3/048 (2013.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
NONE
Total Claims Allowed:
100
(Assistant Examiner) (Date)
/OMAR ABDUL-ALI/
Primary Examiner.Art Unit 2142 8/03/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) Claim 14 Fig. 6

U.S. Patent and Trademark Office

Part of Paper No. 20160803
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14021585 GLADSTONE ET AL.
OMAR ABDUL-ALI 2142
O Claims renumbered in the same order as presented by applicant O CPA O T.b. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 18 21 35 38 52 55 69 72 86 89 103
2 5 19 22 36 39 53 56 70 73 87 90 104
3 6 20 23 37 40 54 57 71 74 88 91 105
4 7 21 24 38 41 55 58 72 75 89 92 106
5 8 22 25 39 42 56 59 73 76 90 93 107
6 9 23 26 40 43 57 60 74 77 91 94 108
7 10 24 27 41 44 58 61 75 78 92 95 109
8 11 25 28 42 45 59 62 76 79 93 9 110
9 12 26 29 43 46 60 63 77 80 94 97 111
10 13 27 30 44 47 61 64 78 81 95 98 112
11 14 28 31 45 48 62 65 79 82 9 99 113
12 15 29 32 46 49 63 66 80 83 97 100 114
13 16 30 33 47 50 64 67 81 84 98
1 14 17 31 34 48 51 65 68 82 85 99
2 15 18 32 35 49 52 66 69 83 86 100
3 16 19 33 36 50 53 67 70 84 87 101
4 17 20 34 37 51 54 68 71 85 88 102
NONE
Total Claims Allowed:
] ] 100
(Assistant Examiner) (Date)
/OMAR ABDUL-ALI/
Primary Examiner.Art Unit 2142 8/03/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) Claim 14 Fig. 6

U.S. Patent and Trademark Office

Part of Paper No. 20160803
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION NO. FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
14/021,585 09/09/2013 Philip John Steuart Gladstone 38879-0004001 3983
26161 7590 08/09/2016
EXAMINER

FISH & RICHARDSON P.C. (BO) | |
P.O. BOX 1022 ABDUL-ALL OMAR R
MINNEAPOLIS, MN 55440-1022

| ART UNIT | PAPER NUMBER |

2142
| NOTIFICATION DATE | DELIVERY MODE |
08/09/2016 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
PATDOCTC @fr.com

PTOL-90A (Rev. 04/07) Black Kite Ex. 1002, Page 15 of 232



Application No. Applicant(s)
14/021,585 GLADSTONE ET AL.
. oy [ i AlA (First Inventor to File)
Notice of Allowability gﬁK]F;n:éDUL-ALI 2&;’"“ Statuis
Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to the printer rush dated 7/13/2016.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 14-17 and 19-114. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a)[d Al b)[] Some *c)[] None of the:
1. [] Certified copies of the priority documents have been received.
2. [0 Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [] Notice of References Cited (PTO-892) 5. [X] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [0 Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/OMAR ABDUL-ALI/
Primary Examiner, Art Unit 2142

U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date
20160803
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Application/Control Number: 14/021,585 Page 2
Art Unit: 2142

EXAMINER’S AMENDMENT
1. An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.

The application has been amended as follows:

Claim 34 (Amended): The method of claim 32 in which the information about the
technical assets is discovered from an Internet Assigned Numbers Authority or a

Regional Internet Registry. [[,]]

Claim 51 (Amended): The method of claim 50 in which the information about the
technical assets is discovered from an Internet Assigned Numbers Authority or a

Regional Internet Registry. [[,]]

Claim 68: (Amended): The method of claim 67 in which the information about the
technical assets is discovered from an Internet Assigned Numbers Authority or a

Regional Internet Registry. [[,]]

Claim 85: (Amended): The method of claim 84 in which the information about the

technical assets is discovered from an Internet Assigned Numbers Authority or a

Regional Internet Registry. [[,]]

Black Kite Ex. 1002, Page 17 of 232



Application/Control Number: 14/021,585 Page 3
Art Unit: 2142

Claim 102: (Amended): The method of claim 99 in which the information about the
technical assets is discovered from an Internet Assigned Numbers Authority or a

Regional Internet Registry. [[,]]

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to OMAR ABDUL-ALI whose telephone number is
(5671)270-1694. The examiner can normally be reached on Monday-Friday 10:30-
7:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ajay Bhatia can be reached on 571-272-3906. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Black Kite Ex. 1002, Page 18 of 232



Application/Control Number: 14/021,585 Page 4
Art Unit: 2142
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Primary Examiner, Art Unit 2142
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1430
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885
INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further cortespondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

26161 7590 7/11/2016 papers. Each additional papet, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

FISH & RICHARDSON P.C. ] Certificate of Mailing or Transmission ] ]

P.O. BOX 1022 I hereby certify that this Fee(s) Transmittal is being deposited with the United

States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name)

MINNEAPOLIS, MN 55440-1022

(Signature)
(Date)

‘ APPLICATION NO. ‘ FILING DATE ‘ FIRST NAMED INVENTOR ‘ ATTORNEY DOCKET NO. ‘ CONFIRMATION NO. ‘

14/021,585 09/09/2013 Philip John Steuart Gladstone 38879-0004001 3983
TITLE OF INVENTION: SECURITY RISK MANAGEMENT
‘ APPLN. TYPE ‘ ENTITY STATUS ‘ ISSUE FEE DUE ‘ PUBLICATION FEE DUE ‘ PREV. PAID ISSUE FEE ‘ TOTAL FEE(S) DUE ‘ DATE DUE ‘
nonprovisional SMALL $480 $0 $480 10/11/2016
‘ EXAMINER ‘ ART UNIT ‘ CLASS-SUBCLASS ‘
ABDUL-ALIL, OMAR R. 2142 715-771000

1. Change of correspondence address or indication of "Fee Address" (37 | 2. For printing on the patent front page, list
CFR 1.363).
(1) the names of up to 3 registered patent attorneys

[ ] Change of correspondence address (or Change of Correspondence|  or agents OR, alternatively, 1 Fish & Richardson P.C.

Address form PTO/SB/122) attached.

(2) the name of a single firm (having as a member a 2
registered attorney or agent) and the names of up to

2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

[ 1"Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

(5]

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
BitSight Technologies, Inc. Cambridge, MA
Please check the appropriate assignee category or categories (will not be printed on the patent): [ ] Individual [X] Corporation or other private group entity [ ] Government
4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[X] Issue Fee [ 1A check in the amount of the fee(s) is enclosed.
[ ]Publication Fee (No small entity discount permitted) [ ]Payment by credit card. Form PTO-2038 is attached.
[ 1 Advance Order - # of Copics [X] The Director is hereby authorized to charge the required fee(s), or credit any overpayment, to

Deposit Account Number 06-1050

5. Change in Entity Status (from status indicated above)
[ ] Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue fee
payment in the micro entity amount will not be accepted at the risk of application abandonment.

[ 1Applicant asserting small entity status. See 37 CFR 1.27. NOTE: If the application was previously under micro entity status, checking this box will be
taken to be a notification of loss of entitlement to micro entity status.
[ 1Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or

micro entity status, as applicable.

The Director of the USPTO is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.
NOTE: The Issuc Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other patty
in interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature /David L. Feigenbaum/ Date July 12, 2016

Typed or printed name David L. Feigenbaum Registration No. 30,378

23543812.doc
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Electronic Patent Application Fee Transmittal

Application Number: 14021585

Filing Date: 09-Sep-2013

Title of Invention: SECURITY RISK MANAGEMENT

First Named Inventor/Applicant Name: Philip John Steuart Gladstone
Filer: David L Feigenbaum/jennifer franco
Attorney Docket Number: 38879-0004001

Filed as Small Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl Issue Fee 2501 1 480 480
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 480
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Electronic Acknowledgement Receipt

EFS ID: 26329408
Application Number: 14021585
International Application Number:
Confirmation Number: 3983

Title of Invention:

SECURITY RISK MANAGEMENT

First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Customer Number:

26161

Filer:

David L Feigenbaum/Renee Neuman

Filer Authorized By:

David L Feigenbaum

Attorney Docket Number:

38879-0004001

Receipt Date: 12-JUL-2016
Filing Date: 09-SEP-2013
Time Stamp: 17:54:29

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $480

RAM confirmation Number

071316INTEFSW00004680061050

Deposit Account

061050

Authorized User

Renee Neuman

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
64484
1 Post AIIowar|1ce Cqmmunlcatlon - response.pdf no 2
ncomlng 8112e95db1477b316ebd05ea2dad32b87c
bfac83
Warnings:
Information:
107593
2 Issue Fee Payment (PTO-85B) transmittal.pdf no 1
29e421e8205f549cd65ae8c501e73422f6bf]
2aa0
Warnings:
Information:
30711
3 Fee Worksheet (SB06) fee-info.pdf no 2
e7a2aa5b0b899dc311c2c2b76d 74882195
Warnings:
Information:
Total Files Size (in bytes): 202788

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney's Docket No.: 38879-0004001

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor :  Philip John Steuart Art Unit o 2142
Gladstone Examiner : Omar R. Abdul-Ali
Serial No. . 14/021,585 Confirmation No. : 3983
Filed . September 9, 2013 Notice of Allowance Date: July 11, 2016
Title - SECURITY RISK MANAGEMENT
MAIL STOP ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

REPLY TO NOTICE OF ALLOWANCE DATED JULY 11, 2016

$480 for the issue fee is being paid with this reply and the fee transmittal on the
Electronic Filing System. Apply those fees and any other necessary charges or credits to deposit

account 06 1050, referencing the above attorney docket number.

COMMENTS ON EXAMINER'S REASONS FOR ALLOWANCE

The applicant believes that the allowed claims should read 14-17 and 19-114. Claim 18
was canceled in the amendment filed on March 29, 2016.

The applicant does not concede (1) that the examiner’s stated reasons for allowance are
the only reasons for which the claims are patentable, (2) that the limitations identified by the
examiner are necessary to the patentability of the claims, (3) that the examiner’s interpretation of
the claims may not be incorrect, (4) that the examiner’s reasons bear on the patentability of
claims in any other patent applications, (5) that although the reasons may have indicated that
individual claim elements were not described or made obvious by the prior art, the claims may
not be patentable for other reasons as well, including the combination of all of the elements
recited in each of the claims, (6) that each dependent claim may not be patentable based on a
combination of features recited in the dependent claim and its base claim(s), even though those
features do not include all of the limitations identified in the examiner’s reasons for allowance,
or (7) that other claims, including claims that are broader or narrower than the ones allowed, are
not also patentable (and the applicant reserves the right to pursue such claims in other patent

applications, including applications that are entitled to the priority date of this application.)
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First Named Inventor :  Philip John Steuart Gladstone Attorney’s Docket No.: 38879-0004001
Serial No. : 14/021,585

Filed : September 9, 2013
Page : 20f2
Respectfully submitted,
Date:/7/12/16/ /David L. Feigenbaum/
David L. Feigenbaum
Reg. No. 30,378
Customer Number 26161

Fish & Richardson P.C.
Telephone: (617) 542-5070
Facsimile: (877) 769-7945

23543753.doc
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
26161 7590 07/11/2016
FISH & RICHARDSON P.C. (BO) ABDUL-ALI OMAR R
P.0. BOX 1022
MINNEAPOLIS, MN 55440-1022 | ART UNIT PAPER NUMBER |
2142
DATE MAILED: 07/11/2016
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/021,585 09/09/2013 Philip John Steuart Gladstone 38879-0004001 3983

TITLE OF INVENTION: SECURITY RISK MANAGEMENT

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0 $0 $480 10/11/2016

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commlssmner for Patents

P.O.Box 1

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

26161 7590 071112016
FISH & RICHARDSON P.C. (BO)
P.0. BOX 1022

MINNEAPOLIS, MN 55440-1022

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
14/021,585 09/09/2013 Philip John Steuart Gladstone 38879-0004001 3983
TITLE OF INVENTION: SECURITY RISK MANAGEMENT
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $480 $0 $0 $480 10/11/2016
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ABDUL-ALI, OMAR R 2142 715-771000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) The name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
| Applicant certifying micro entity status. See 37 CFR 1.29

| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3 Black Kite Ex. 1002, Page 28 of 232
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
14/021,585 09/09/2013 Philip John Steuart Gladstone 38879-0004001 3983
26161 7590 07/11/2016 | EXAMINER |
FISH & RICHARDSON P.C. (BO) ABDUL-ALI OMAR R
P.0. BOX 1022
MINNEAPOLIS, MN 55440-1022 | ART UNIT PAPER NUMBER |

2142

DATE MAILED: 07/11/2016

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a Violationﬁ)f zpc(ﬁeﬁiﬁlevif)l(aﬁfﬂd)i la[;Va(é% rg%ill(%)l{i%z
. ’



Application No. Applicant(s)
14/021,585 GLADSTONE ET AL.
. oy [ i AlA (First Inventor to
Notice of Allowability gﬁK‘F'{":éDUL_AU ;rzg"“ File) Status
Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to the amendment filed March 29, 2016.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 14-114. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution

Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hite:/vww. usnlo.gov/ipatents/inil_evenis/pph/index.jsp or send an inquiry to PPHfeedback@usplo.ooyv .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d Al b)[] Some *c)[] None of the:
1. [] Certified copies of the priority documents have been received.
2. [0 Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [] Notice of References Cited (PTO-892) 5. [X] Examiner's Amendment/Comment

2. X Information Disclosure Statements (PTO/SB/08), 6. [ Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 3/16

3. [0 Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date 20160628 .

/OMAR ABDUL-ALI/
Primary Examiner, Art Unit 2142

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20160628
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EXAMINER’S AMENDMENT
1. An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.
Authorization for this examiner’'s amendment was given in a telephone interview
with David Feigenbaum on 6/28/2016.

The application has been amended as follows:

Claim 16. (Amended) The method of [[ary-ef]] claim 15 in which the network-related
information comprises at least one of Internet Protocol addresses, blocks of Internet
Protocol addresses, mail server configurations, domain names, social media handles,
third-party data hosting, internet service providers, Domain Name System services,

Autonomous System numbers, and Border Gateway Protocol advertisements.

Claim 110. (Amended) The method of claim [[84]] 98 in which the tool enables the user

to assign a technical asset to an entity.

Claim 111. (Amended) The method of claim [[84]] 98 comprising invoking external

crowd-sourced services to aid in generating the map.
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Claim 112. (Amended) The method of claim [[84]] 98 comprising enabling a separate

review and approval of entities proposed to be included in the map.

Claim 113. (Amended) The method of claim [[84]] 98 comprising providing the map to

an application for joining to event data or scoring the security state of the entities.

Claim 114. (Amended) The method of claim [[84]] 98 in which the part of the
generating of the map that is done automatically comprises at least one of collecting
information about technical assets and about entities, associating technical assets with

entities, and approving proposed portions of the map.

Allowable Subject Matter
2. The following is an examiner’s statement of reasons for allowance: The
recitations of the specific features of the methods in Claims 14, 32, 47, 64, 81, and 98
including generating a map between technical assets that contribute to security
characteristics of respective entities and the identities of the entities that are associated
with the respective technical assets, the generating of the map comprising online
discovery of information about the technical assets, enabling a user to associate the
technical assets with the identities of the entities, wherein information about the
technical assets is discovered from an Internet Assigned Numbers Authority or Regional
Internet Registry (Claim 14) is not taught nor is fairly suggested by the prior art of

record. For Claim 32, the information being discovered through passive DNS queries is
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not taught by the prior art in the context of the invention. For Claim 47, invoking
external crowd-sourced services to aid in generating the map is not taught nor is fairly
suggested by the prior art. In Claim 64, enabling a separate review and approval of
entities proposed to be included in the map is not taught nor is fairly suggested by the
prior art. In Claim 81, providing the map to an application for joining the event data or
scoring the security state of the entities is not taught nor is fairly suggested by the prior
art of record. In Claim 98, generating graphs of relationships among entities based on
their associations with technical assets is not taught nor is fairly suggested by the prior
art.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to OMAR ABDUL-ALI whose telephone number is
(5671)270-1694. The examiner can normally be reached on Monday-Friday 10:30-
7:00pm.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ajay Bhatia can be reached on 571-272-3906. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/OMAR ABDUL-ALLI/
Primary Examiner, Art Unit 2142
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Application No. Applicant(s)

. . . 14/021,585 GLADSTONE ET AL.
Examiner-Initiated Interview Summary
Examiner Art Unit
OMAR ABDUL-ALI 2142

All participants (applicant, applicant's representative, PTO personnel):

(1) OMAR ABDUL-ALI. (3) .

(2) David Feigenbaum. (4) .

Date of Interview: 28 June 2016.

Type: [X Telephonic [] Video Conference
[ Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [ Yes X No.
If Yes, brief description:

Issues Discussed [J101 [J112 [J102 [J103 [XOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: 16 and 109-114.
Identification of prior art discussed: N/A.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Discussed correcting dependencies and a typo. The Examiner will enter and Examiner's Amendment and NOA.

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

] Attachment

/OMAR ABDUL-ALI/
Primary Examiner, Art Unit 2142

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary . Paper No. 20160628
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Attorney Docket No.: 38879-0004001

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor :  Philip John Steuart ArtUnit 2142
Gladstone Examiner : OmarR. Abul-Ali
Serial No. . 14/021,585 Conf No. : 3983
Filed . September 9, 2013
Title . SECURITY RISK MANAGEMENT

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

REPLY TO ACTION DATED MARCH 11, 2016
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First Named Inventor :  Philip John Steuart Gladstone Attorney’s Docket No.: 38879-0004001
Serial No. : 14/021,585

Filed : September 9, 2013

Page : 20f 17

List of claims (replacing prior versions):
1. (withdrawn) A method comprising:
receiving traces of activities of an online user who is associated with an entity; and

inferring by analysis of the traces a security state of the entity.

2. (withdrawn) The method of claim 1 in which the traces indicate successful attacks on

computer systems of the entity.

3. (withdrawn) The method of claim 1 comprising distinguishing between traces that represent a
less satisfactory security state of the entity and traces that represent a more satisfactory security

state of the entity.

4. (withdrawn) The method of claim 1 in which the analysis comprises a comparison of traces

that originated in different contexts of the user’s online activities.
5. (withdrawn) The method of claim 4 in which the different contexts comprise different times.

6. (withdrawn) The method of claim 5 in which the traces that originated at one of the times

reflect a user deletion relative to the traces that originated at an earlier time.

7. (withdrawn) The method of claim 6 in which the traces that originated at one of the times

reflect a user deletion of malicious data or code relative to the traces at the earlier time.

8. (withdrawn) The method of claim 4 in which the different contexts comprise a context the
security of which is controlled by the entity and a context the security of which is at least partly

uncontrolled by the entity.

9. (withdrawn) The method of claim 8 in which the controlled context comprises a computer
system or device made accessible by the entity to the user, and the partly uncontrolled context

comprises a computer system or device owned by the user.

10. (withdrawn) The method of claim 4 in which the traces comprise tracking of an identity of

the online user between two of the different contexts.

11. (withdrawn) The method of claim 10 in which the tracking comprises cookies associated

with advertising directed to the online user.
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Serial No. : 14/021,585

Filed : September 9, 2013
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12. (withdrawn) The method of claim 1 in which the traces comprise indications of security

checks made with respect to communications associated with the user.

13. (withdrawn) The method of claim 12 in which the security checks comprise indications of
whether email messages conform to DomainKeys Identified Mail standards or email domains

conform to Sender Policy Framework.
14. (currently amended) A method comprising:

generating a map between (a) technical assets that contribute to security characteristics of
respective entities and (b) the identities of the entities that are associated with the respective
technical assets, at least part of the generating of the map being done automatically, generating

of the map comprising online discovery of information about the technical assets; and

enabling a user to assist in the generating of the map by presenting to the user through a
user interface (a) data about the technical assets of entities and (b) an interactive tool for

associating the technical assets with the identities of the entities,

the technical assets comprising network-related information, and in which the

information about the technical assets is discovered from an Internet Assigned Numbers

Authority or Regional Internet Registry.

15. (original) The method of claim 14 in which the technical assets comprise network-related

information.

16. (original) The method of any of claim 15 in which the network-related information comprises
at least one of Internet Protocol addresses, blocks of Internet Protocol addresses, mail server
configurations, domain names, social media handles, third-party data hosting, internet service
providers, Domain Name System services, Autonomous System numbers, and Border Gateway

Protocol advertisements.

17. (original) The method of claim 15 in which generating the map comprises online discovery

of information about the technical assets.

18. (canceled) The method of claim 17 in which the information about the technical assets is

discovered from an Internet Assigned Numbers Authority or a Regional Internet Registry.
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19. (original) The method of claim 17 in which the information about the technical assets is

discovered through passive DNS queries.

20. (original) The method of claim 19 comprising identifying from the passive DNS queries

associations between domain names and network addresses.

21. (original) The method of claim 20 comprising tracking changes over time in the network

addresses that are associated with a given domain name.

22. (original) The method of claim 20 in which identifying from the passive DNS queries

associations between domain names and network addresses comprises:
receiving a first domain name for an entity from the entities;

sending a first passive DNS query to identify first name servers for the first domain

name;
receiving a list of the first name servers for the first domain;

sending a second passive DNS query, for each of the first name servers, to identify

second domain names for which the name server is authoritative;

receiving a list, for each of the first name servers, of the second domain names for which

the name server is authoritative;

sending a third passive DNS query, for each of the second domain names, to identify host
names for the hosts of the second domain name and Internet Protocol addresses for the host

names;

receiving a list of the host names and the Internet Protocol addresses for the host names;

and
mapping each of the Internet Protocol addresses to an attribute for the entity.

23. (original) The method of claim 14 comprising presenting to the user non-technical-asset

information through the user interface.

24. (original) The method of claim 23 in which the non-technical-asset information comprises

information about the entities.
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25. (original) The method of claim 24 in which the information about the entities comprises at

least one of descriptions of entities, industry classifications, and employee counts.

26. (original) The method of claim 14 in which the tool enables the user to assign a technical

asset to an entity.

27. (original) The method of claim 14 comprising invoking external crowd-sourced services to

aid in generating the map.

28. (original) The method of claim 14 comprising enabling a separate review and approval of

entities proposed to be included in the map.

29. (original) The method of claim 14 comprising providing the map to an application for joining

to event data or scoring the security state of the entities.

30. (original) The method of claim 14 in which the part of the generating of the map that is done
automatically comprises at least one of collecting information about technical assets and about

entities, associating technical assets with entities, and approving proposed portions of the map.

31. (original) The method of claim 14 comprising generating graphs of relationships among

entities based on their associations with technical assets.
32. (new) A method comprising:

generating a map between (a) technical assets that contribute to security characteristics of
respective entities and (b) the identities of the entities that are associated with the respective
technical assets, at least part of the generating of the map being done automatically, the technical
assets comprising network-related information, the generating of the map comprising online
discovery of information about the technical assets, the information about the technical assets

being discovered through passive DNS queries; and

enabling a user to assist in the generating of the map by presenting to the user through a
user interface (a) data about the technical assets of entities and (b) an interactive tool for

associating the technical assets with the identities of the entities.

33. (new) The method of any of claim 32 in which the network-related information comprises at

least one of Internet Protocol addresses, blocks of Internet Protocol addresses, mail server

Black Kite Ex. 1002, Page 50 of 232



First Named Inventor :  Philip John Steuart Gladstone Attorney’s Docket No.: 38879-0004001
Serial No. : 14/021,585

Filed : September 9, 2013

Page : 60of 17

configurations, domain names, social media handles, third-party data hosting, internet service
providers, Domain Name System services, Autonomous System numbers, and Border Gateway

Protocol advertisements.

34. (new) The method of claim 32 in which the information about the technical assets is

discovered from an Internet Assigned Numbers Authority or a Regional Internet Registry,

35. (new) The method of claim 32 comprising identifying from the passive DNS queries

associations between domain names and network addresses.

36. (new) The method of claim 35 comprising tracking changes over time in the network

addresses that are associated with a given domain name.

37. (new) The method of claim 35 in which identifying from the passive DNS queries

associations between domain names and network addresses comprises:
receiving a first domain name for an entity from the entities;

sending a first passive DNS query to identify first name servers for the first domain

name;
receiving a list of the first name servers for the first domain;

sending a second passive DNS query, for each of the first name servers, to identify

second domain names for which the name server is authoritative;

receiving a list, for each of the first name servers, of the second domain names for which

the name server is authoritative;

sending a third passive DNS query, for each of the second domain names, to identify host
names for the hosts of the second domain name and Internet Protocol addresses for the host

names;

receiving a list of the host names and the Internet Protocol addresses for the host names;

and

mapping each of the Internet Protocol addresses to an attribute for the entity.
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38. (new) The method of claim 32 comprising presenting to the user non-technical-asset

information through the user interface.

39. (new) The method of claim 38 in which the non-technical-asset information comprises

information about the entities.

40. (new) The method of claim 39 in which the information about the entities comprises at least

one of descriptions of entities, industry classifications, and employee counts.

41. (new) The method of claim 32 in which the tool enables the user to assign a technical asset

to an entity.

42. (new) The method of claim 32 comprising invoking external crowd-sourced services to aid

in generating the map.

43. (new) The method of claim 32 comprising enabling a separate review and approval of

entities proposed to be included in the map.

44. (new) The method of claim 32 comprising providing the map to an application for joining to

event data or scoring the security state of the entities.

45. (new) The method of claim 32 in which the part of the generating of the map that is done
automatically comprises at least one of collecting information about technical assets and about

entities, associating technical assets with entities, and approving proposed portions of the map.

46. (new) The method of claim 32 comprising generating graphs of relationships among entities

based on their associations with technical assets.
47. (new) A method comprising:

generating a map between (a) technical assets that contribute to security characteristics of
respective entities and (b) the identities of the entities that are associated with the respective

technical assets, at least part of the generating of the map being done automatically,

invoking external crowd-sourced services to aid in generating the map; and
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enabling a user to assist in the generating of the map by presenting to the user through a
user interface (a) data about the technical assets of entities and (b) an interactive tool for

associating the technical assets with the identities of the entities.

48. (new) The method of claim 47 in which the technical assets comprise network-related

information.

49. (new) The method of any of claim 48 in which the network-related information comprises at
least one of Internet Protocol addresses, blocks of Internet Protocol addresses, mail server
configurations, domain names, social media handles, third-party data hosting, internet service
providers, Domain Name System services, Autonomous System numbers, and Border Gateway

Protocol advertisements.

50. (new) The method of claim 48 in which generating the map comprises online discovery of

information about the technical assets.

51. (new) The method of claim 50 in which the information about the technical assets is

discovered from an Internet Assigned Numbers Authority or a Regional Internet Registry,

52. (new) The method of claim 50 in which the information about the technical assets is

discovered through passive DNS queries.

53. (new) The method of claim 52 comprising identifying from the passive DNS queries

associations between domain names and network addresses.

54. (new) The method of claim 53 comprising tracking changes over time in the network

addresses that are associated with a given domain name.

55. (new) The method of claim 53 in which identifying from the passive DNS queries

associations between domain names and network addresses comprises:
receiving a first domain name for an entity from the entities;

sending a first passive DNS query to identify first name servers for the first domain

name;

receiving a list of the first name servers for the first domain;
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sending a second passive DNS query, for each of the first name servers, to identify

second domain names for which the name server is authoritative;

receiving a list, for each of the first name servers, of the second domain names for which

the name server is authoritative;

sending a third passive DNS query, for each of the second domain names, to identify host
names for the hosts of the second domain name and Internet Protocol addresses for the host

names;

receiving a list of the host names and the Internet Protocol addresses for the host names;

and
mapping each of the Internet Protocol addresses to an attribute for the entity.

56. (new) The method of claim 47 comprising presenting to the user non-technical-asset

information through the user interface.

57. (new) The method of claim 56 in which the non-technical-asset information comprises

information about the entities.

58. (new) The method of claim 57 in which the information about the entities comprises at least

one of descriptions of entities, industry classifications, and employee counts.

59. (new) The method of claim 47 in which the tool enables the user to assign a technical asset

to an entity.

60. (new) The method of claim 47 comprising enabling a separate review and approval of

entities proposed to be included in the map.

61. (new) The method of claim 47 comprising providing the map to an application for joining to

event data or scoring the security state of the entities.

62. (new) The method of claim 47 in which the part of the generating of the map that is done
automatically comprises at least one of collecting information about technical assets and about

entities, associating technical assets with entities, and approving proposed portions of the map.
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63. (new) The method of claim 47 comprising generating graphs of relationships among entities

based on their associations with technical assets.
64. (new) A method comprising:

generating a map between (a) technical assets that contribute to security characteristics of
respective entities and (b) the identities of the entities that are associated with the respective

technical assets, at least part of the generating of the map being done automatically,

enabling a separate review and approval of entities proposed to be included in the map,

and

enabling a user to assist in the generating of the map by presenting to the user through a
user interface (a) data about the technical assets of entities and (b) an interactive tool for

associating the technical assets with the identities of the entities.

65. (new) The method of claim 64 in which the technical assets comprise network-related

information.

66. (new) The method of any of claim 65 in which the network-related information comprises at
least one of Internet Protocol addresses, blocks of Internet Protocol addresses, mail server
configurations, domain names, social media handles, third-party data hosting, internet service
providers, Domain Name System services, Autonomous System numbers, and Border Gateway

Protocol advertisements.

67. (new) The method of claim 64 in which generating the map comprises online discovery of

information about the technical assets.

68. (new) The method of claim 67 in which the information about the technical assets is

discovered from an Internet Assigned Numbers Authority or a Regional Internet Registry,

69. (new) The method of claim 67 in which the information about the technical assets is

discovered through passive DNS queries.

70. (new) The method of claim 69 comprising identifying from the passive DNS queries

associations between domain names and network addresses.
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71. (new) The method of claim 70 comprising tracking changes over time in the network

addresses that are associated with a given domain name.

72. (new) The method of claim 70 in which identifying from the passive DNS queries

associations between domain names and network addresses comprises:
receiving a first domain name for an entity from the entities;

sending a first passive DNS query to identify first name servers for the first domain

name;
receiving a list of the first name servers for the first domain;

sending a second passive DNS query, for each of the first name servers, to identify

second domain names for which the name server is authoritative;

receiving a list, for each of the first name servers, of the second domain names for which

the name server is authoritative;

sending a third passive DNS query, for each of the second domain names, to identify host
names for the hosts of the second domain name and Internet Protocol addresses for the host

names;

receiving a list of the host names and the Internet Protocol addresses for the host names;

and
mapping each of the Internet Protocol addresses to an attribute for the entity.

73. (new) The method of claim 64 comprising presenting to the user non-technical-asset

information through the user interface.

74. (new) The method of claim 73 in which the non-technical-asset information comprises

information about the entities.

75. (new) The method of claim 74 in which the information about the entities comprises at least

one of descriptions of entities, industry classifications, and employee counts.

76. (new) The method of claim 64 in which the tool enables the user to assign a technical asset

to an entity.
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77. (new) The method of claim 64 comprising invoking external crowd-sourced services to aid

in generating the map.

78. (new) The method of claim 64 comprising providing the map to an application for joining to

event data or scoring the security state of the entities.

79. (new) The method of claim 64 in which the part of the generating of the map that is done
automatically comprises at least one of collecting information about technical assets and about

entities, associating technical assets with entities, and approving proposed portions of the map.

80. (new) The method of claim 64 comprising generating graphs of relationships among entities

based on their associations with technical assets.
81. (new) A method comprising:

generating a map between (a) technical assets that contribute to security characteristics of
respective entities and (b) the identities of the entities that are associated with the respective

technical assets, at least part of the generating of the map being done automatically,

providing the map to an application for joining to event data or scoring the security state

of the entities; and

enabling a user to assist in the generating of the map by presenting to the user through a
user interface (a) data about the technical assets of entities and (b) an interactive tool for

associating the technical assets with the identities of the entities.

82. (new) The method of claim 81 in which the technical assets comprise network-related

information.

83. (new) The method of any of claim 82 in which the network-related information comprises at
least one of Internet Protocol addresses, blocks of Internet Protocol addresses, mail server
configurations, domain names, social media handles, third-party data hosting, internet service
providers, Domain Name System services, Autonomous System numbers, and Border Gateway

Protocol advertisements.

84. (new) The method of claim 82 in which generating the map comprises online discovery of

information about the technical assets.
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85. (new) The method of claim 84 in which the information about the technical assets is

discovered from an Internet Assigned Numbers Authority or a Regional Internet Registry,

86. (new) The method of claim 84 in which the information about the technical assets is

discovered through passive DNS queries.

87. (new) The method of claim 86 comprising identifying from the passive DNS queries

associations between domain names and network addresses.

88. (new) The method of claim 87 comprising tracking changes over time in the network

addresses that are associated with a given domain name.

89. (new) The method of claim 87 in which identifying from the passive DNS queries

associations between domain names and network addresses comprises:
receiving a first domain name for an entity from the entities;

sending a first passive DNS query to identify first name servers for the first domain

name;
receiving a list of the first name servers for the first domain;

sending a second passive DNS query, for each of the first name servers, to identify

second domain names for which the name server is authoritative;

receiving a list, for each of the first name servers, of the second domain names for which

the name server is authoritative;

sending a third passive DNS query, for each of the second domain names, to identify host
names for the hosts of the second domain name and Internet Protocol addresses for the host

names;

receiving a list of the host names and the Internet Protocol addresses for the host names;

and
mapping each of the Internet Protocol addresses to an attribute for the entity.

90. (new) The method of claim 81 comprising presenting to the user non-technical-asset

information through the user interface.
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91. (new) The method of claim 90 in which the non-technical-asset information comprises

information about the entities.

92. (new) The method of claim 91 in which the information about the entities comprises at least

one of descriptions of entities, industry classifications, and employee counts.

93. (new) The method of claim 81 in which the tool enables the user to assign a technical asset

to an entity.

94. (new) The method of claim 81 comprising invoking external crowd-sourced services to aid

in generating the map.

95. (new) The method of claim 81 comprising enabling a separate review and approval of

entities proposed to be included in the map.

96. (new) The method of claim 81 in which the part of the generating of the map that is done
automatically comprises at least one of collecting information about technical assets and about

entities, associating technical assets with entities, and approving proposed portions of the map.

97. (new) The method of claim 81 comprising generating graphs of relationships among entities

based on their associations with technical assets.
98. (new) A method comprising:

generating a map between (a) technical assets that contribute to security characteristics of
respective entities and (b) the identities of the entities that are associated with the respective

technical assets, at least part of the generating of the map being done automatically,

generating graphs of relationships among entities based on their associations with

technical assets; and

enabling a user to assist in the generating of the map by presenting to the user through a
user interface (a) data about the technical assets of entities and (b) an interactive tool for

associating the technical assets with the identities of the entities.

99. (new) The method of claim 98 in which the technical assets comprise network-related

information.
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100. (new) The method of any of claim 99 in which the network-related information comprises at
least one of Internet Protocol addresses, blocks of Internet Protocol addresses, mail server
configurations, domain names, social media handles, third-party data hosting, internet service
providers, Domain Name System services, Autonomous System numbers, and Border Gateway

Protocol advertisements.

101. (new) The method of claim 99 in which generating the map comprises online discovery of

information about the technical assets.

102. (new) The method of claim 99 in which the information about the technical assets is

discovered from an Internet Assigned Numbers Authority or a Regional Internet Registry,

103. (new) The method of claim 101 in which the information about the technical assets is

discovered through passive DNS queries.

104. (new) The method of claim 103 comprising identifying from the passive DNS queries

associations between domain names and network addresses.

105. (new) The method of claim 104 comprising tracking changes over time in the network

addresses that are associated with a given domain name.

106. (new) The method of claim 104 in which identifying from the passive DNS queries

associations between domain names and network addresses comprises:
receiving a first domain name for an entity from the entities;

sending a first passive DNS query to identify first name servers for the first domain

name;
receiving a list of the first name servers for the first domain;

sending a second passive DNS query, for each of the first name servers, to identify

second domain names for which the name server is authoritative;

receiving a list, for each of the first name servers, of the second domain names for which

the name server is authoritative;
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sending a third passive DNS query, for each of the second domain names, to identify host
names for the hosts of the second domain name and Internet Protocol addresses for the host

names;

receiving a list of the host names and the Internet Protocol addresses for the host names;

and
mapping each of the Internet Protocol addresses to an attribute for the entity.

107. (new) The method of claim 98 comprising presenting to the user non-technical-asset

information through the user interface.

108. (new) The method of claim 107 in which the non-technical-asset information comprises

information about the entities.

109. (new) The method of claim 108 in which the information about the entities comprises at

least one of descriptions of entities, industry classifications, and employee counts.

110. (new) The method of claim 81 in which the tool enables the user to assign a technical asset

to an entity.

111. (new) The method of claim 81 comprising invoking external crowd-sourced services to aid

in generating the map.

112. (new) The method of claim 81 comprising enabling a separate review and approval of

entities proposed to be included in the map.

113. (new) The method of claim 81 comprising providing the map to an application for joining to

event data or scoring the security state of the entities.

114. (new) The method of claim 81 in which the part of the generating of the map that is done
automatically comprises at least one of collecting information about technical assets and about

entities, associating technical assets with entities, and approving proposed portions of the map.
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REMARKS

The comments of the applicant below are each preceded by related comments of the

examiner (in small, bold type).

4, Claims 18-22 and 27-29, and 31 are objected to as being dependent upon a
rejected base claim, but would be allowable if rewritten in independent form including all
of the limitations of the base claim and any intervening claims.

The claims have been rewritten and all of the remaining claims are believed to be

patentable.

All of the dependent claims are patentable for at least similar reasons as those for the
claims on which they depend are patentable.

Canceled claims, if any, have been canceled without prejudice or disclaimer.

Any circumstance in which the applicant has (a) addressed certain comments of the
examiner does not mean that the applicant concedes other comments of the examiner, (b) made
arguments for the patentability of some claims does not mean that there are not other good
reasons for patentability of those claims and other claims, or (¢) amended or canceled a claim
does not mean that the applicant concedes any of the examiner's positions with respect to that
claim or other claims.

Please apply any charges or credits to deposit account 06-1050, referencing attorney
docket 38879-0004001.

Respectfully submitted,

Date:/3/29/16/ /David L. Feigenbaum/
David L. Feigenbaum
Reg. No. 30,378

Customer Number 26161
Fish & Richardson P.C.
Telephone: (617) 542-5070
Facsimile: (877) 769-7945
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1 PAIR transaction history of US application no. 14/944,484 and pending claims as of March 22,
) 2016.
Examiner Signature Date Considered

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.
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14021585

Filing Date:

09-Sep-2013

Title of Invention:
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First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Filer:

David L Feigenbaum/jennifer franco

Attorney Docket Number:

38879-0004001

Filed as Small Entity
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Description
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Sub-Total in
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Basic Filing:

Pages:

Claims:
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Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Submission- Information Disclosure Stmt 2806 1 920 920
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Electronic Acknowledgement Receipt

EFS ID: 25269564
Application Number: 14021585
International Application Number:
Confirmation Number: 3983
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First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Customer Number:

26161
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David L Feigenbaum/jennifer franco
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David L Feigenbaum
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Document .. . File Size(Bytes)/ Multi Pages
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Number Message Digest | Part/.zip| (ifappl.)
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1 IDS-1449.pdf yes 3
dB6a9cedf69415ea9e32bc37bd6bb70f8d9)
cele2
Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 2
Information Disclosure Statement (IDS) Form {(SB08) 3 3
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Information:
133041
2 Non Patent Literature 6002-TH-PC-.pdf no 4
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney's Docket No.: 38879-0004001

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor :  Philip John Steuart Art Unit o 2142
Gladstone Examiner : Omar R. Abdul-Ali
Serial No. . 14/021,585 Conf. No. o 3983
Filed . September 9, 2013
Title . SECURITY RISK MANAGEMENT

MAIL STOP AMENDMENT
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

Please consider the references listed on the attached PTO-1449 form.

Copies of United States patent documents will be provided upon request. Copies of all
non-U.S. patent documents and other documents are enclosed.

The United States patent applications and/or patents listed below contain material related
to material in this application. Copies of the applications and/or patents, their current claims (in
the case of patents), and their transaction histories from the patent office public PAIR website are
enclosed (or were provided previously with information disclosure statements identified in the
table).

The applicant invites the examiner to consider the claims and claim amendments of these
other applications and/or patents, and the positions of the examiners and the applicant that appear
in their prosecution histories. The applicant understands that the examiner has direct access to
these papers at the patent office, but will be happy to provide copies to the examiner upon

request.
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First Named Inventor :

Philip John Steuart Gladstone

Attorney’s Docket No.: 38879-0004001

Serial No. 14/021,585
Filed September 9, 2013
Page 20f2
US serial Examiner and | Is patent or application In the case of an Is current PAIR
number and | group artunit | attached and listed on form | application, are claims transaction history
filing date/ 1449 and/or what is the attached or what is the attached and listed on
status date of a prior information | date of a prior form 1449
disclosure statement with | information disclosure
which it was submitted statement with which
they were submitted
14/944,484 | SimonP. No Yes Yes
11/18/2015 | Kanaan
Pending GAU 2492
13/240,572 | SimonP. No Yes Yes
9/22/2011 Kanaan
Pending GAU 2492
61/492,287 | N/A No N/A N/A
6/2/2011
Expired
61/386,156 | N/A No N/A N/A
9/24/2010
Expired

This statement is being filed within three months of the filing date of the application or

before the receipt of a first action on the merits. Please apply any charges or credits to deposit

account 06-1050, reference 38879-0004001.

Date:/3/22/16/

Respectfully submitted

/David L. Feigenbaum/

David L. Feigenbaum
Reg. No. 30,378

Customer Number 26161
Fish & Richardson P.C.
Telephone: (617) 542-5070
Facsimile: (877) 769-7945

23504416.doc
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION NO. FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
14/021,585 09/09/2013 Philip John Steuart Gladstone 38879-0004001 3983
26161 7590 03/11/2016
EXAMINER

FISH & RICHARDSON P.C. (BO) | |
P.O. BOX 1022 ABDUL-ALL OMAR R
MINNEAPOLIS, MN 55440-1022

| ART UNIT | PAPER NUMBER |

2142
| NOTIFICATION DATE | DELIVERY MODE |
03/11/2016 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
PATDOCTC @fr.com
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Application No. Applicant(s)
14/021,585 GLADSTONE ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
OMAR ABDUL-ALI 2142 f(‘;g‘s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 11/17/2015.
[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon ____.
2a)[] This action is FINAL. 2b)[X] This action is non-final.

3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ ;therestriction requirement and election have been incorporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)X Claim(s) 1-31 is/are pending in the application.
5a) Of the above claim(s) 1-13 is/are withdrawn from consideration.
6)[] Claim(s) ____is/are allowed.
7)X Claim(s) 14-17,23-26 and 30 is/are rejected.
8)X] Claim(s) 18-22.27-29 and 31 is/are objected to.
9] Claim(s) are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
hitp/hwww usplo gov/patents/init_events/peh/indax.jsp or send an inquiry to PPHieaedback@uspio.qoy.

Application Papers
10)[] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 9/09/2013is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[] Some** ¢)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IZI Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.

2) x Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) l:l Other-

Paper No(s)/Mail Date 9/13, 2/14, 10/15 (2).

U.S. Patent and Trademark Office
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Application/Control Number: 14/021,585 Page 2
Art Unit: 2142

DETAILED ACTION
1. The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA. This action is in response to the
Response to Election/Restriction filed November 17, 2015. Claims 14-31 are elected

and have been considered below. Claims 1-13 are withdrawn from consideration.

Claim Rejections - 35 USC § 102
2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(a)(1) the claimed invention was patented, described in a printed publication, or in public use,
on sale or otherwise available to the public before the effective filing date of the claimed
invention.

3. Claims 14-17, 23-26, and 30 are rejected under 35 U.S.C. 102(a) as being

anticipated by Molloy et al. (US 2012/0158725).

Claim 14: Molloy discloses a method comprising:

a. generating a map between (a) technical assets that contribute to security
characteristics of respective entities and (b) the identities of the entities that are
associated with the respective technical assets, at least part of the generating of the
map being done automatically (page 6, paragraph 60). Using the Windows tag to
associate the correct assets with User 1.

b. enabling a user to assist in the generating of the map by presenting to the user

through a user interface (a) data about the technical assets of entities and (b) an
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Application/Control Number: 14/021,585 Page 3
Art Unit: 2142

interactive tool for associating the technical assets with the identities of the entities
(page 6, paragraph 60). An administrator user may use the security management
system to make User 1 responsible for all Windows servers by creating a relationship

between User 1 and the tag Windows.

Claim 15: Molloy discloses a method as in Claim 14 above, further comprising:
a. in which the technical assets comprise network-related information (page 2/3,

paragraph 29).

Claim 16: Molloy discloses a method as in Claim 15 above, further comprising:

a. in which the network-related information comprises at least one of Intemet
Protocol addresses, blocks of Internet Protocol addresses, mail server configurations,
domain names, social media handles, third-party data hosting, internet service
providers, Domain Name System services, Autonomous System numbers, and Border

Gateway Protocol advertisements (page 2/3, paragraph 29).

Claim 17: Molloy discloses a method as in Claim 15 above, further comprising:

a. in which generating the map comprises online discovery of information about

the technical assets (page 5, paragraph 51).

Claim 23: Molloy discloses a method as in Claim 14 above, further comprising:
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Application/Control Number: 14/021,585 Page 4
Art Unit: 2142

a. presenting to the user non-technical-asset information through the user

interface (page 8, paragraph 77).

Claim 24: Molloy discloses a method as in Claim 23 above, further comprising:
a. in which the non-technical-asset information comprises information about the

entities (page 8, paragraph 77)

Claim 25: Molloy discloses a method as in Claim 24 above, further comprising:
a. in which the information about the entities comprises at least one of
descriptions of entities, industry classifications, and employee counts (page 8,

paragraph 77.

Claim 26: Molloy discloses a method as in Claim 14 above, further comprising:
a. in which the tool enables the user to assign a technical asset to an entity (page

4, paragraph 41).

Claim 30: Molloy discloses a method as in Claim 14 above, further comprising:

a. in which the part of the generating of the map that is done automatically
comprises at least one of collecting information about technical assets and about
entities, associating technical assets with entities, and approving proposed portions of

the map (page 6, paragraph 60).
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Application/Control Number: 14/021,585 Page 5
Art Unit: 2142

Allowable Subject Matter
4. Claims 18-22 and 27-29, and 31 are objected to as being dependent upon a
rejected base claim, but would be allowable if rewritten in independent form including all

of the limitations of the base claim and any intervening claims.

Conclusion
5. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.

a. Nguyen et al. (US 2014/0204803).

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to OMAR ABDUL-ALI whose telephone number is
(5671)270-1694. The examiner can normally be reached on Monday-Friday 10:30-
7:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ajay Bhatia can be reached on 571-272-3906. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/OMAR ABDUL-ALLI/
Primary Examiner, Art Unit 2142
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L28 #4 event data with security state with US-PGPUB; {ADJ ON 2016/03/07
application and @ad<"20130909" USPAT 12:28
L29 #0 (h04163/1433 or g06f3/0484) and technical {US-PGPUB; $ADJ ON 2016/03/07
asset with identity same security and USPAT 12:52
@ad< "20130909"
S1H0 generat$3 near2 map with technical asset {jUS-PGPUB; #ADJ OFF 2016/02/11
with security characteristic USPAT 17:19
S2 i generat$3 near2 map with technical asset {jUS-PGPUB; #ADJ ON 2016/02/11
with security characteristic USPAT 17:20
S3 i1 map with technical asset with security US-PGPUB; #ADJ ON 2016/02/11
characteristic USPAT 17:22
$4 40 map with technical asset with security US-PGPUB; #ADJ ON 2016/02/11
characteristic and @ad< "20130909" USPAT 17:22
S5 10 map with technical asset near2 entity with §US-PGPUB; #ADJ ON 2016/02/11
security and @ad<"20130909" USPAT 17:24
640 technical asset near2 entity with security  {US-PGPUB; {ADJ ON 2016/02/11
and @ad<"20130909" USPAT 17:25
S7 i ("20040250122").PN. US-PGPUB; {0OR OFF 2016/02/23
USPAT; 18:53
USOCR
S8 0 technical asset with numbers authority and {US-PGPUB; {ADJ ON 2016/03/07
@ad< "20130909" USPAT 03:20
9 i13 discover$3 with numbers authority and US-PGPUB; {{ADJ ON 2016/03/07
@ad< "20130909" USPAT 03:20
S10 i1 technical asset with security and US-PGPUB; {{ADJ ON 2016/03/07
@ad< "20130909" USPAT 03:56
S11 40 technical asset with identity same security {{US-PGPUB; {ADJ ON 2016/03/07
and @ad<"20130909" USPAT 03:58
S12 {0 technical asset with map and US-PGPUB; $ADJ ON 2016/03/07
@ad< "20130909" USPAT 03:58
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Attorney's Docket No.: 38879-0004001

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor :  Philip John Steuart Art Unit o 2431
Gladstone Examiner : Unknown

Serial No. . 14/021,585 Conf. No. : 3983

Filed : September 9, 2013

Title : SECURITY RISK MANAGEMENT

MAIL STOP AMENDMENT
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

Please consider the references listed on the attached PTO-1449 form.

A copy of the United States patent document will be provided upon request. Copies of all
non-U.S. patent documents and other documents are enclosed.

The United States patent applications and/or patents listed below contain material related
to material in this application. Copies of the applications and/or patents, their current claims (in
the case of patents), and their transaction histories from the patent office public PAIR website are
enclosed (or were provided previously with information disclosure statements identified in the
table).

The applicant invites the examiner to consider the claims and claim amendments of these
other applications and/or patents, and the positions of the examiners and the applicant that appear
in their prosecution histories. The applicant understands that the examiner has direct access to
these papers at the patent office, but will be happy to provide copies to the examiner upon

request.
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First Named Inventor :  Philip John Steuart Gladstone Attorney’s Docket No.: 38879-0004001
Serial No. : 14/021,585
Filed : September 9, 2013
Page : 2 0f2
US serial Examiner and | Is patent or application In the case of an Is current PAIR
number and | group art unit | attached and listed on form | application, are claims transaction history
filing date/ 1449 and/or what is the attached or what is the attached and listed on
status date of a prior information | date of a prior form 1449

disclosure statement with | information disclosure

which it was submitted statement with which

they were submitted

61/386,156 | N/A No No Yes
9/24/2010
Expired
61/492,287 | N/A No No No - Unavailable in
6/1/2011 PAIR
Issued
13/240,572 | SimonP. Yes Yes Yes
9/22/2011 Kanaan
Pending GAU 2432

This statement is being filed within three months of the filing date of the application or
before the receipt of a first action on the merits.

Apply any necessary charges or credits to deposit account 06-1050, referencing the above
attorney docket number.

Please contact the undersigned if there are any questions regarding this Statement.

Respectfully submitted,

Date:/10/8/15/ /David L. Feigenbaum/
David L. Feigenbaum
Reg. No. 30,378

Customer Number 26161
Fish & Richardson P.C.
Telephone: (617) 542-5070
Facsimile: (877) 769-7945

23445770.doc /OMAR R ABDUL-~ALI/

03/07/2018
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Sheet 1 of 1
Substitute Disclosure Form U.S. Department of Commerce | Attorney Docket No. Application No.
Patent and Trademark Office 38879-0004001 14/021.585
Information Disclosure Statement Applicant )
by Applicant BitSight Technologies, Inc.
(Use several sheets if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b)) September 9, 2013 2431
U.S. Patent Documents
Examiner | Desig. Document Publication Filing Date
Initial ID Number Date Patentee Class | Subclass | If Appropriate
L. 2006/0212925 | 09-2006 Shull et al.
Foreign Patent Documents or Published Foreign Patent Applications
Examiner | Desig. Document Publication Country or Translation
Initial ID Number Date Patent Office Class | Subclass | Yes | No
Other Documents (include Author, Title, Date, and Place of Publication)
Examiner | Desig.
Initial ID Document
’ PAIR transaction history of US application no. 13/240,572 as of October 7, 2015, application as
) filed and pending claims.
3. PAIR transaction history of US application no. 61/386,156 as of October 7, 2015.

Examiner Signature

/OMAR R ABDUL-ALI/

Date Considered

03/07/201¢6

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Substitute Disclosure Form
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Sheet 1 of 1
Substitute Disclosure Form U.S. Department of Commerce | Attorney Docket No. Application No.
Patent and Trademark Office 38879-0004001
Information Disclosure Statement Applicant )
by Applicant BitSight Technologies, Inc.
(Use several sheets if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b))
U.S. Patent Documents
Examiner | Desig. Document Publication Filing Date
Initial ID Number Date Patentee Class | Subclass | If Appropriate
Foreign Patent Documents or Published Foreign Patent Applications
Examiner | Desig. Document Publication Country or Translation
Initial ID Number Date Patent Office Class | Subclass | Yes | No

Other Documents (include Author, Title, Date, and Place of Publication)

Examiner | Desig.
Initial ID Document
1 Edmonds, Robert, “ISC Passive DNS Architecture”, Internet Systems Consortium, Inc., March 2012
(18 pages).
Examiner Signature Date Considered

/OMAR R ABDUL-ALI/ 03/07/20186

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Substitute Disclosure Form
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Sheet 1 of 3
Substitute Disclosure Form U.S. Department of Commerce | Attorney Docket No. Application No.
Patent and Trademark Office | 38879-0004001 14/021,585
Information Disclosure Statement Applicant
by Applicant BitSight Technologies, Inc.
(Use several sheets if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b)) September 9, 2013 2431
U.S. Patent Documents
Examiner | Desig. Document Publication Filing Date
Initial ID Number Date Patentee Class | Subclass | If Appropriate
1 2004/0250122 | 12-2004 Newton, Chris
2 2004/0193918 | 09-2004 Green et al.
3 2005/0108415 | 05-2005 Turk et al.
4 7,194,769 03-2007 Lippmann et al.
5 7,290,275 10-2007 Baudoin et al.
6 7,971,252 06-2011 Lippmann et al.
7 2004/0010709 | 01-2004 Baudoin et al.
8 2005/0138413 | 06-2005 Lippmann et al.
9 2008/0047018 | 02-2008 Baudoin et al.
10 | 2008/0209565 | 08-2008 Baudoin et al.
11 | 2009/0265787 | 10-2009 Baudoin et al.
12 | 2009/0293128 | 11-2009 Lippmann et al.

Foreign Patent Documents or Published Foreign Patent Applications

Examiner | Desig. Document Publication Country or Translation

Initial ID Number Date Patent Office Class | Subclass Yes | No

Other Documents (include Author, Title, Date, and Place of Publication)

Examiner | Desig.
Initial ID Document

13 SBIR Phase I: Enterprise Cyber Security Scoring, CyberAnalytix, LLC,
http://www.nsf gov/awardsearch/showAward. do? AwardNumber=1013603, April 28, 2010,

"Twenty Critical Controls for Effective Cyber Defense: Consensus Audit," Version 2.3, November

14 13, 2009, retrieved on April 9, 2010 from http://www.sans.org/critical-security-controls/print.php.

15 | "An Executive View of IT Governance," IT Governance Institute, 2009, 32 pages.

Lippmann, R.P., et al., "An Annotated Review of Papers on Attack Graphs," Project Report IA-1,

16 Lincoln Laboratory, Massachusetts Institute of Technology, March 31, 2005, 39 pages.
17 Artz, Michael Lyle, "NetSPA: A Network Security Planning Architecture,”" Massachusetts Institute
of Technology, May 24, 2002, 97 pages.
18 Nye, John, "Avoiding Audit Overlap," Moody's Risk Services, Presentation, Source Boston, March
14,2008, 19 pages.
19 "Agreed Upon Procedures," Version 4.0, BITS, The Financial Institution Shared Assessments
Program, Assessment Guide, September 2008, 56 pages.
20 "Master Security Criteria," Version 3.0, BITS Financial Services Security Laboratory, October,
2001, 47 pages.
Examiner Signature Date Considered
/OMAR R ABDUL-ALI/ 03/07/2016

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Substitute Disclosure Form
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Substitute Disclosure Form U.S. Department of Commerce | Attorney Docket No. Application No.
Patent and Trademark Office 38879-0004001 14/021,5 85
Information Disclosure Statement Applicant ‘
by Applicant BitSight Technologies, Inc.
(Use several sheets if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b)) September 9, 2013 2431

Other Documents (include Author, Title, Date, and Place of Publication)

Examiner | Desig.
Initial ID Document

21 The Financial Institution Shared Assessments Program, Industry Positioning and Mapping
Document, BITS, October 2007, 44 pages.

Browne, Niall, et al., "Shared Assessments Program AUP and SAS70 Frequently Asked Questions,”

22 BITS, 4 pages.

23 | "Shared Assessments: Getting Started," BITS, 2008, 4 pages.

Boyer, Stephen, et al., "Playing with Blocks: SCAP-Enable Higher-Level Analyses, MIT Lincoln

24 Laboratory, Sth Annual IT Security Automation Conference, October 26-29, 2009, 35 pages.

Buckshaw, Donald L., "Use of Decision Support Techniques for Information System Risk
25 | Management," submitted for publication in Wiley's Encyclopedia of Quantitative Risk Assessment
in January 2007, 11 pages.

26 | Buehler, Kevin S., et al., "Running with risk," The McKinsey Quarterly, No.4, 2003, pp. 40-49.

Chu, Matthew, et al., "Visualizing Attack Graphs, Reachability, and Trust Relationships with

27 NAVIGATOR," MIT Lincoln Library, VizSEC '10, Ontario, Canada, September 14, 2010, 12 pages.

28 | The CIS Security Metrics v1.0.0, The Center for Internet Security, May 11, 2009, 90 pages.

29 | Method Documentation, CNSS Risk Assessment Tool Version 1.1, March 31, 2009, 24 pages.

Crowther, Kenneth G., et al., "Principles for Better Information Security through More Accurate,
30 | Transparent Risk Scoring," Journal of Homeland Security and Emergency Management, Vol. 7,
Issue 1, Article 37, 2010, 20 pages.

"Assuring a Trusted and Resilient Information and Communications Infrastructure,”" Cyberspace

31 Policy Review, May, 2009, 76 pages.

Davis, Lois M., et al., "The National Computer Security Survey (NCSS) Final Methodology,"
32 | Technical report prepared for the Bureau of Justice Statistics, Safety and Justice Program, RAND
Infrastructure, Safety and Environment (ISE), 2008, 91 pages.

Dillon-Merrill, PhD., Robin L, et al., "Logic Trees: Fault, Success, Attack, Event, Probability, and

33 Decision Trees," Wiley Handbook of Science and Technology for Homeland Security, 13 pages.

34 | Dun & Bradstreet, The DUNSRight Quality Process: Power Behind Quality Information, 24 pages.

35 | The Dun & Bradstreet Corp. Stock Report, Standard & Poor's, June 6, 2009, 8 pages.

36 | Equifax Inc. Stock Report, Standard & Poor's, June 6, 2009, 8 pages.

The Fair Credit Reporting Act (FCRA) of the Federal Trade Commission (FTC), July 30, 2004, 86
pages.

37

Report to the Congress on Credit Scoring and Its Effects on the Availability and Affordability of

38 Credit, Board of Governors of the Federal Reserve System, August 2007, 304 pages.

39 | Stone-Gross, Brett, et al., "FIRE: Finding Rogue Networks," 10 pages.

Ingols, Kyle, et al., "Modeling Modern Network Attacks and Countermeasures Using Attack

40 Graphs," MIT Lincoln Laboratory, 16 pages.

Ingols, Kyle, et al., "Practical Attack Graph Generation for Network Defense," MIT Lincoln Library,
41 | IEEE Computer Society, Proceedings of the 22nd Annual Computer Security Applications
Conference (ACSAC'06), 2006, 10 pages.

Examiner Signature Date Considered
/OMAR R ABDUL-ALI/ 03/07/20186

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Substitute Disclosure Form
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Substitute Disclosure Form U.S. Department of Commerce | Attorney Docket No. Application No.
Patent and Trademark Office 38879-0004001 14/021,5 85
Information Disclosure Statement Applicant ‘
by Applicant BitSight Technologies, Inc.
(Use several sheets if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b)) September 9, 2013 2431

Other Documents (include Author, Title, Date, and Place of Publication)

Examiner | Desig.
Initial ID Document

42 Ingols, Kyle, et al., "Practical Experiences Using SCAP to Aggregate CND Data," MIT Lincoln
Library, Presentation to NIST SCAP Conference, September 24, 2008, 59 pages.
Johnson, Eric, et al., "Information Risk and the Evolution of the Security Rating Industry," March

43
24, 2009, 27 pages.

44 Lippmann, R.P., et al., "Evaluating and Strengthening Enterprise Network Security Using Attack
Graphs," Project Report IA-2, MIT Lincoln Laboratory, October 5, 2005, 96 pages.
"Assessing Risk in Turbulent Times," A Workshop for Information Security Executives,

45 Glassmeyter/McNamee Center for Digital Strategies, Tuck School of Business at Dartmouth,
Institute for Information Infrastructure Protection, 2009,
17 pages.

46 Lippmann, Richard, et al., "Validating and Restoring Defense in Depth Using Attack Graphs," MIT
Lincoln Laboratory, 10 pages.

47 "Plugging the Right Holes," Lab Notes, MIT Lincoln Library, Posted July 2008, retrieved September
14, 2010 from http.//www.11.miLedufpublicationsflabnotesfpluggingtherightho!. .. , 2 pages.

48 | Rare Events, October 2009, JASON, The MITRE Corporation, October 2009, 104 pages.

49 Lippmann, Rich, et al., "NetSPA: a Network Security Planning Architecture, MIT Lincoln
Laboratory, 11 pages.

50 Proposal and Award Policies and Procedures Guide, Part I - Proposal Preparation & Submission
Guidelines GPG, The National Science Foundation, February 2009, 68 pages.
Paxson, Vern, "How The Pursuit of Truth Led Me To Selling Viagra," EECS Department,

51 | University of California, International Computer Science Institute, Lawrence Berkeley National
Laboratory, August 13, 2009, 68 pages.

5o "Report on Controls Placed in Operation and Test of Operating Effectiveness," EasCorp, January 1
through December 31,2008, prepared by Crowe Horwath, 58 pages.

53 Taleb, Nassim N, et al., "The Six Mistakes Executives Make in Risk Management," Harvard
Business Review, October 2009, 5 pages.

54 2009 Data Breach Investigations Report, study conducted by Verizon Business RISK Team, 52
pages.

55 Williams, Leevar, et al., "GARNET: A Graphical Attack Graph and Reachability Network
Evaluation Tool," MIT Lincoln Library, VizSEC 2009, pp. 44-59.

6 Williams, Leevar, et al., "An Interactive Attack Graph Cascade and Reachability Display,”" MIT

Lincoln Laboratory, 17 pages.

Examiner Signature

/OMAR R ABDUL-ALI/

Date Considered

03/07/2018

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Substitute Disclosure Form
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor :

Serial No.
Filed
Title

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Philip John Steuart ArtUnit : 2431
Gladstone Examiner : Unknown
14/021,585 Conf. No. : 3983

September 9, 2013
SECURITY RISK MANAGEMENT

Alexandria, VA 22313-1450

REPLY TO RESTRICTION REQUIREMENT DATED AUGUST 18, 2015
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List of claims (replacing prior versions):
1. (withdrawn) A method comprising:
receiving traces of activities of an online user who is associated with an entity; and

inferring by analysis of the traces a security state of the entity.

2. (withdrawn) The method of claim 1 in which the traces indicate successful attacks on

computer systems of the entity.

3. (withdrawn) The method of claim 1 comprising distinguishing between traces that represent a
less satisfactory security state of the entity and traces that represent a more satisfactory security

state of the entity.

4. (withdrawn) The method of claim 1 in which the analysis comprises a comparison of traces

that originated in different contexts of the user’s online activities.
5. (withdrawn) The method of claim 4 in which the different contexts comprise different times.

6. (withdrawn) The method of claim 5 in which the traces that originated at one of the times

reflect a user deletion relative to the traces that originated at an earlier time.

7. (withdrawn) The method of claim 6 in which the traces that originated at one of the times

reflect a user deletion of malicious data or code relative to the traces at the earlier time.

8. (withdrawn) The method of claim 4 in which the different contexts comprise a context the
security of which is controlled by the entity and a context the security of which is at least partly

uncontrolled by the entity.

9. (withdrawn) The method of claim 8 in which the controlled context comprises a computer
system or device made accessible by the entity to the user, and the partly uncontrolled context

comprises a computer system or device owned by the user.

10. (withdrawn) The method of claim 4 in which the traces comprise tracking of an identity of

the online user between two of the different contexts.
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11. (withdrawn) The method of claim 10 in which the tracking comprises cookies associated

with advertising directed to the online user.

12. (withdrawn) The method of claim 1 in which the traces comprise indications of security

checks made with respect to communications associated with the user.

13. (withdrawn) The method of claim 12 in which the security checks comprise indications of
whether email messages conform to DomainKeys Identified Mail standards or email domains

conform to Sender Policy Framework.

14. (original) A method comprising:
generating a map between (a) technical assets that contribute to security characteristics of
respective entities and (b) the identities of the entities that are associated with the respective
technical assets, at least part of the generating of the map being done automatically; and
enabling a user to assist in the generating of the map by presenting to the user through a
user interface (a) data about the technical assets of entities and (b) an interactive tool for
associating the technical assets with the identities of the entities.
15. (original) The method of claim 14 in which the technical assets comprise network-related
information.
16. (original) The method of claim 15 in which the network-related information comprises at
least one of Internet Protocol addresses, blocks of Internet Protocol addresses, mail server
configurations, domain names, social media handles, third-party data hosting, internet service
providers, Domain Name System services, Autonomous System numbers, and Border Gateway
Protocol advertisements.
17. (original) The method of claim 15 in which generating the map comprises online discovery
of information about the technical assets.
18. (original) The method of claim 17 in which the information about the technical assets is
discovered from an Internet Assigned Numbers Authority or a Regional Internet Registry.
19. (original) The method of claim 17 in which the information about the technical assets is

discovered through passive DNS queries.
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20. (original) The method of claim 19 comprising identifying from the passive DNS queries
associations between domain names and network addresses.
21. (original) The method of claim 20 comprising tracking changes over time in the network
addresses that are associated with a given domain name.
22. (original) The method of claim 20 in which identifying from the passive DNS queries
associations between domain names and network addresses comprises:

receiving a first domain name for an entity from the entities;

sending a first passive DNS query to identify first name servers for the first domain
name;

receiving a list of the first name servers for the first domain;

sending a second passive DNS query, for each of the first name servers, to identify
second domain names for which the name server is authoritative;

receiving a list, for each of the first name servers, of the second domain names for which
the name server 1s authoritative;

sending a third passive DNS query, for each of the second domain names, to identify host
names for the hosts of the second domain name and Internet Protocol addresses for the host
names;

receiving a list of the host names and the Internet Protocol addresses for the host names;
and

mapping each of the Internet Protocol addresses to an attribute for the entity.
23. (original) The method of claim 14 comprising presenting to the user non-technical-asset
information through the user interface.
24. (original) The method of claim 23 in which the non-technical-asset information comprises
information about the entities.
25. (original) The method of claim 24 in which the information about the entities comprises at
least one of descriptions of entities, industry classifications, and employee counts.
26. (original) The method of claim 14 in which the tool enables the user to assign a technical
asset to an entity.
27. (original) The method of claim 14 comprising invoking external crowd-sourced services to

aid in generating the map.
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28. (original) The method of claim 14 comprising enabling a separate review and approval of
entities proposed to be included in the map.

29. (original) The method of claim 14 comprising providing the map to an application for joining
to event data or scoring the security state of the entities.

30. (original) The method of claim 14 in which the part of the generating of the map that is done
automatically comprises at least one of collecting information about technical assets and about
entities, associating technical assets with entities, and approving proposed portions of the map.
31. (original) The method of claim 14 comprising generating graphs of relationships among

entities based on their associations with technical assets.
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REMARKS
The applicant elects group II (claims 14-31) and takes no position here on the
appropriateness of the restriction requirement. Claims 1 through 31 encompass the elected group.
Please apply any necessary charges or credits to Deposit Account No. 06-1050,
referencing the above attorney docket number.

Respectfully submitted,

Date:/11/17/15/ /David L. Feigenbaum/
David L. Feigenbaum
Reg. No. 30,378

Customer Number 26161
Fish & Richardson P.C.
Telephone: (617) 542-5070
Facsimile: (877) 769-7945

23458328.doc
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Filed
Title

Commissioner for Patents

P.O. Box 1450

Philip John Steuart Art Unit o 2431
Gladstone Examiner : Unknown
14/021,585 Conf. No. : 3983

September 9, 2013
SECURITY RISK MANAGEMENT

Alexandria, VA 22313-1450

PETITION FOR ONE-MONTH EXTENSION OF TIME UNDER 37 C.F.R. §1.136

Please extend the period for response to the action dated August 18, 2015, for one month

to and including November 18, 2015.

The fees of $100 are being paid with this petition. In addition, please apply any other

necessary charges or credits to deposit account 06-1050, referencing the above attorney docket

number.

Date:/11/17/15/

Respectfully submitted,

/David L. Feigenbaum/

Customer Number 26161
Fish & Richardson P.C.

David L. Feigenbaum
Reg. No. 30,378

Telephone: (617) 542-5070
Facsimile: (877) 769-7945

23460746.doc
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Fiing Date
Substitute for Form PTO-875 14/021 ,585 09/09/2013 D To be Mailed
ENTITY: [Jrarce [X] smaLL [] Micro

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
D SEARCH FEE N/A N/A N/A
(37 CFR 1.16(K), (i), or (m))
L
EXAMINATION FEE
(37 CFR 1.16(0), (), or (q)) N/A N/A N/A
TOTAL CLAIMS ) N
(87 CFR 1.16() minus 20 = X3 =
INDEPENDENT CLAIMS ) N
(87 CFR 1.16(h) minus 3 = X3 =
If the specification and drawings exceed 100 sheets
] of paper, the application size fee due is $310 ($155
ASF;PCL;%?-TSN SIZE FEE for small entity) for each additional 50 sheets or
¢ 16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
[ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
P—
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— | 11/17/2015 | A=er PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
= e -8 vinus | - 31 -0 x 540 - 0
=4 B B vinus | -3 -0 x 5210~ 0
= | [ application Size Fee (37 CFR 1.16(s))
<C  f—
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
— AMENDMENT PAID FOR
v B vinus | - - xs -
= [ Independent . ; -
) (272€:r11.1esr1(h)) Minus = X $ =
Z | [ Appiication size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

TOTAL ADD’L FEE

LIE
/KIM WATSON/

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Substitute Disclosure Form

U.S. Department of Commerce
Patent and Trademark Office

Information Disclosure Statement

Attorney Docket No.

38879-0004001

Application No.

14/021,585

Applicant

BitSight Technologies, Inc.

by Applicant
(Use several sheets if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b)) September 9, 2013 2431
U.S. Patent Documents
Examiner | Desig. Document Publication Filing Date
Initial ID Number Date Patentee Class | Subclass | If Appropriate
1. 2006/0212925 | 09-2006 Shull et al.
Foreign Patent Documents or Published Foreign Patent Applications
Examiner | Desig. Document Publication Country or Translation
Initial ID Number Date Patent Office Class | Subclass | Yes | No
Other Documents (include Author, Title, Date, and Place of Publication)
Examiner | Desig.
Initial ID Document
5 PAIR transaction history of US application no. 13/240,572 as of October 7, 2015, application as
) filed and pending claims.
3. PAIR transaction history of US application no. 61/386,156 as of October 7, 2015.

Examiner Signature

Date Considered

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Substitute Disclosure Form
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Electronic Acknowledgement Receipt

EFSID: 23737277
Application Number: 14021585
International Application Number:
Confirmation Number: 3983

Title of Invention:

SECURITY RISK MANAGEMENT

First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Customer Number:

26161

Filer:

David L Feigenbaum/jennifer franco

Filer Authorized By:

David L Feigenbaum

Attorney Docket Number:

38879-0004001

Receipt Date: 08-0OCT-2015
Filing Date: 09-SEP-2013
Time Stamp: 18:56:35

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
122333
1 4001-1DS-1449.pdf yes 3
a3a93f0654df6af4b91726419e6bbfea800d |
dd9
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Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 2
Information Disclosure Statement (IDS) Form (SB08) 3 3
Warnings:
Information:
88563
2 Non Patent Literature 61386156-TH.pdf no 2
fob5bee2fdef6b14e885854d1e49d3efc06¢]
Warnings:
Information:
1905599
3 Non Patent Literature 13240572-TH-APP-PC.pdf no 45
€360540b712976ed075595eeaddc27¢492d|
«b527
Warnings:
Information:
Total Files Size (in bytes); 2116495

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Black Kite Ex. 1002, Page 108 of 232




Attorney's Docket No.: 38879-0004001

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor :  Philip John Steuart Art Unit o 2431
Gladstone Examiner : Unknown

Serial No. . 14/021,585 Conf. No. : 3983

Filed : September 9, 2013

Title : SECURITY RISK MANAGEMENT

MAIL STOP AMENDMENT
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

Please consider the references listed on the attached PTO-1449 form.

A copy of the United States patent document will be provided upon request. Copies of all
non-U.S. patent documents and other documents are enclosed.

The United States patent applications and/or patents listed below contain material related
to material in this application. Copies of the applications and/or patents, their current claims (in
the case of patents), and their transaction histories from the patent office public PAIR website are
enclosed (or were provided previously with information disclosure statements identified in the
table).

The applicant invites the examiner to consider the claims and claim amendments of these
other applications and/or patents, and the positions of the examiners and the applicant that appear
in their prosecution histories. The applicant understands that the examiner has direct access to
these papers at the patent office, but will be happy to provide copies to the examiner upon

request.
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First Named Inventor :  Philip John Steuart Gladstone Attorney’s Docket No.: 38879-0004001
Serial No. : 14/021,585

Filed : September 9, 2013
Page : 2 0f2
US serial Examiner and | Is patent or application In the case of an Is current PAIR
number and | group artunit | attached and listed on form | application, are claims transaction history
filing date/ 1449 and/or what is the attached or what is the attached and listed on
status date of a prior information | date of a prior form 1449
disclosure statement with | information disclosure
which it was submitted statement with which
they were submitted
61/386,156 | N/A No No Yes
9/24/2010
Expired
61/492,287 | N/A No No No - Unavailable in
6/1/2011 PAIR
Issued
13/240,572 | Simon P. Yes Yes Yes
9/22/2011 Kanaan
Pending GAU 2432

This statement is being filed within three months of the filing date of the application or
before the receipt of a first action on the merits.

Apply any necessary charges or credits to deposit account 06-1050, referencing the above
attorney docket number.

Please contact the undersigned if there are any questions regarding this Statement.

Respectfully submitted,

Date:/10/8/15/ /David L. Feigenbaum/
David L. Feigenbaum
Reg. No. 30,378

Customer Number 26161
Fish & Richardson P.C.
Telephone: (617) 542-5070
Facsimile: (877) 769-7945

23445770.doc
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION NO. FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
14/021,585 09/09/2013 Philip John Steuart Gladstone 38879-0004001 3983
26161 7590 08/18/2015
EXAMINER

FISH & RICHARDSON P.C. (BO) | |
P.O. BOX 1022 ABDUL-ALL OMAR R
MINNEAPOLIS, MN 55440-1022

| ART UNIT | PAPER NUMBER |

2142
| NOTIFICATION DATE | DELIVERY MODE |
08/18/2015 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
PATDOCTC @fr.com
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Application No. Applicant(s)
14/021,585 GLADSTONE ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
OMAR ABDUL-ALI 2142 f(‘;g‘s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 2 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
)X Responsive to communication(s) filed on 9/09/13.
[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon ____.
2a)[] This action is FINAL. 2b)[] This action is non-final.

3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ ;therestriction requirement and election have been incorporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5[ Claim(s) 1-31 is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) ____is/are allowed.
7) Claim(s) ____is/are rejected.
8)[] Claim(s) _____is/are objected to.
9 Claim(s) 1-31 are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitp/hwww usplo gov/patents/init_events/peh/indax.jsp or send an inquiry to PPHieaedback@uspio.qoy.

Application Papers
10)[] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[] Some** ¢)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) D Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.

2) D Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) l:l Other-

Paper No(s)/Mail Date

U.S. Patent and Trademark Office
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Application/Control Number: 14/021,585 Page 2
Art Unit: 2142

DETAILED ACTION
This action is in response to the original filing of September 9, 2013. Claims 1-31

are pending and have been considered below.

Election/Restrictions
1. Restriction to one of the following inventions is required under 35 U.S.C. 121:

|. Claims 1-13, drawn to a method of receiving traces of activities of an online
user who is associated with an entity, and inferring by analysis of the traces a security
state of the entity, classified in 726/23.

Il. Claims 14-31, drawn to a method comprising generating a map between (a)
technical assets that contribute to security characteristics of respective entities and (b)
the identities of the entities that are associated with the respective technical assets, at
least part of the generating of the map being done automatically and enabling a user to
assist in the generating of the map by presenting to the user through a user interface (a)
data about the technical assets of entities and (b) an interactive tool for associating the
technical assets with the identities of the entities, classified in 715/771.

2. Inventions | and Il are related as combination and subcombination. Inventions in
this relationship are distinct if it can be shown that (1) the combination as claimed does
not require the particulars of the subcombination as claimed for patentability, and (2)
that the subcombination has utility by itself or in other combinations (MPEP §
806.05(c)). Inthe instant case, the combination as claimed does not require the

particulars of the subcombination as claimed because the method of Invention |
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Application/Control Number: 14/021,585 Page 3
Art Unit: 2142

includes tracing activities of an online user associated with an entity, and inferring by
analyses of the traces a security state of the entity . The subcombination has separate
utility such as generating a map between technical assets that contribute to security
characteristics of entities, and enabling a user to assist in the generating of the map by
presenting to the user through a user interface data about the technical assets of
entities and an interactive tool for associating the technical assets with the identities of
the entities.

The examiner has required restriction between combination and subcombination
inventions. Where applicant elects a subcombination, and claims thereto are
subsequently found allowable, any claim(s) depending from or otherwise requiring all
the limitations of the allowable subcombination will be examined for patentability in
accordance with 37 CFR 1.104. See MPEP § 821.04(a). Applicant is advised that if
any claim presented in a continuation or divisional application is anticipated by, or
includes all the limitations of, a claim that is allowable in the present application, such
claim may be subject to provisional statutory and/or nonstatutory double patenting

rejections over the claims of the instant application.

3. Restriction for examination purposes as indicated is proper because all these
inventions listed in this action are independent or distinct for the reasons given above
and there would be a serious search and/or examination burden if restriction were not

required because one or more of the following reasons apply:

The combination and subcombination are classified in different art areas.
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Application/Control Number: 14/021,585 Page 4
Art Unit: 2142

Applicant is advised that the reply to this requirement to be complete must
include (i) an election of an invention to be examined even though the requirement
may be traversed (37 CFR 1.143) and (ii) identification of the claims encompassing
the elected invention.

The election of an invention may be made with or without traverse. To reserve a
right to petition, the election must be made with traverse. If the reply does not distinctly
and specifically point out supposed errors in the restriction requirement, the election
shall be treated as an election without traverse. Traversal must be presented at the time
of election in order to be considered timely. Failure to timely traverse the requirement
will result in the loss of right to petition under 37 CFR 1.144. If claims are added after
the election, applicant must indicate which of these claims are readable upon the
elected invention.

Should applicant traverse on the ground that the inventions are not patentably
distinct, applicant should submit evidence or identify such evidence now of record
showing the inventions to be obvious variants or clearly admit on the record that this is
the case. In either instance, if the examiner finds one of the inventions unpatentable
over the prior art, the evidence or admission may be used in a rejection under 35 U.S.C.

103 or pre-AlA 35 U.S.C. 103(a) of the other invention.

Conclusion

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to OMAR ABDUL-ALI whose telephone number is
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Application/Control Number: 14/021,585 Page 5
Art Unit: 2142

(5671)270-1694. The examiner can normally be reached on Monday-Friday 10:30-
7:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Ajay Bhatia can be reached on 571-272-3906. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/OMAR ABDUL-ALLI/
Primary Examiner, Art Unit 2142
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
14/021,585 09/09/2013 Philip John Steuart Gladstone 38879-0004001
CONFIRMATION NO. 3983
26161 PUBLICATION NOTICE
FISH & RICHARDSON P.C. (BO)
P.0. BOX 1022 O T
000000073923968

MINNEAPOLIS, MN 55440-1022

Title:SECURITY RISK MANAGEMENT

Publication No.US-2015-0074579-A1
Publication Date:03/12/2015

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to

publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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Sheet 1 of 3

Substitute Disclosure Form U.S. Department of Commerce | Attorney Docket No. Application No.
Patent and Trademark Office | 38879-0004001 14/021,585
Information Disclosure Statement Applicant
by Applicant BitSight Technologies, Inc.
(Use several sheets if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b)) September 9, 2013 2431
U.S. Patent Documents
Examiner | Desig. Document Publication Filing Date
Initial ID Number Date Patentee Class | Subclass | If Appropriate
1 2004/0250122 | 12-2004 Newton, Chris
2 2004/0193918 | 09-2004 Green et al.
3 2005/0108415 | 05-2005 Turk et al.
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guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov
[ APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
14/021,585 09/09/2013 Philip John Steuart Gladstone 38879-0004001
CONFIRMATION NO. 3983
26161 POA ACCEPTANCE LETTER
FISH & RICHARDSON P.C. (BO)
P.O. BOX 1022

T
MINNEAPOLIS, MN 55440-1022

Date Mailed: 10/02/2013

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 09/10/2013.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/bnguyen/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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PTO/AIA/82A (07-12)
Approved for use through 11/30/2014. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995: no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS )

\.

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B or equivalent) to identify the
application to which the Power of Attorney is directed, in accordance with 37 CFR 1.5. If the Power of Attorney by Applicant form
is hot accompanied by this transmittal form or an equivalent, the Power of Attorney will hot be recognized in the application.

Application Number

Filing Date

First Named Inventor Philip John Steuart Gladstone
Title SECURITY RISK MANAGEMENT
Art Unit

Examiner Name

Attorney Docket Number 38879-0004001

SIGNATURE of Applicant or Patent Practitioner

Signature 38879-0004001 Date September 10, 2013

Name Joel D. Couenhoven Telephone

Registration Number | 68,848

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.

|z *Total of 2 forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED

FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Electronic Acknowledgement Receipt

EFSID: 16809066
Application Number: 14021585
International Application Number:
Confirmation Number: 3983

Title of Invention:

SECURITY RISK MANAGEMENT

First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Customer Number:

26161

Filer:

Joel David Couenhoven/jennifer franco

Filer Authorized By:

Joel David Couenhoven

Attorney Docket Number:

38879-0004001

Receipt Date: 10-SEP-2013
Filing Date:
Time Stamp: 12:41:14

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
1039600
1 Power of Attorney POA.pdf no 2
96b1f3c9e97050dfbh2b250fa4209a%a55573
1bb9
Warnings:

Information:
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Total Files Size (in bytes):| 1039600

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Sheet 1 of 1

Substitute Disclosure Form

by Applicant

U.S. Department of Commerce
Patent and Trademark Office

Information Disclosure Statement

(Use several sheets if necessary)

(37 CFR §1.98(b))

Attorney Docket No.

38879-0004001

Application No.

Applicant

BitSight Technologies, Inc.

Filing Date

Group Art Unit

U.S. Patent Documents

Examiner | Desig. Document Publication Filing Date

Initial ID Number Date Patentee Class | Subclass | If Appropriate
Foreign Patent Documents or Published Foreign Patent Applications

Examiner | Desig. Document Publication Country or Translation

Initial ID Number Date Patent Office Class | Subclass | Yes | No
Other Documents (include Author, Title, Date, and Place of Publication)

Examiner | Desig.

Initial ID Document
1 Edmonds, Robert, “ISC Passive DNS Architecture”, Internet Systems Consortium, Inc., March 2012
(18 pages).

Examiner Signature

Date Considered

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with

next communication to applicant.

Substitute Disclosure Form
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

SECURITY RISK MANAGEMENT

First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Filer:

Joel David Couenhoven/Jennifer Franco

Attorney Docket Number:

38879-0004001

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Utility filing Fee (Electronic filing) 4011 1 70 70
Utility Search Fee 2111 1 300 300
Utility Examination Fee 2311 1 360 360
Pages:
Claims:
Claims in excess of 20 2202 1 40 440

Miscellaneous-Filing:

Petition:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1170
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Electronic Acknowledgement Receipt

EFSID: 16799845
Application Number: 14021585
International Application Number:
Confirmation Number: 3983

Title of Invention:

SECURITY RISK MANAGEMENT

First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Customer Number:

26161

Filer:

Joel David Couenhoven/Denise Siede

Filer Authorized By:

Joel David Couenhoven

Attorney Docket Number:

38879-0004001

Receipt Date: 09-SEP-2013
Filing Date:
Time Stamp: 16:35:34

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1170

RAM confirmation Number 4138

Deposit Account 061050

Authorized User

File Listing:
Document D D ioti File N . File Size(Bytes)/ Multi Pages
Number ocument Lescription fle Name Black Kipdixa %e?tagelié“ﬂhﬁ;;:‘zifappl.)




1491692

1 Application Data Sheet ADS.pdf no 8
b4fc678d0008ba583df5db7c53aa907b19a)
68fa8
Warnings:
Information:
77116
2 Transmittal of New Application transmittal.pdf no 2
8¢328f42¢9108020a670ff0b3a560a18cb78
8a06
Warnings:
Information:
293249
3 application.pdf yes 52
af43¢539775973a2b0afb322a49ba318ec65|
25¢4
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 47
Claims 48 51
Abstract 52 52
Warnings:
Information:
855385
Drawings-only black and white line .
4 . drawings.pdf no 16
drawings
e07e9¢91adf9bc8da3ceeb5196f9aabd6fe?|
7525
Warnings:
Information:
4742566
5 Oath or Declaration filed Declaration-final.pdf no 6
134d9fb56353bc30085edbb4fff44b35bbe
Warnings:
Information:
36914
6 Transmittal Letter ids.pdf no 1
1fd29d571b44eabch7b2dc25e75702049b
31263
Warnings:
Information:
Inf tion Discl Stat t (IDS) 66683
nformation Disclosure Statemen
7 1449.pdf no 1
Form (SB08) P
€9d09129165¢92f730e30f636ba56504479)
beeb
Warnings:
Information:

This is notan USPTO supplied IDS fillable form
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93931

8 Non Patent Literature Edmonds.pdf no 18

3e5f11c413c2ch6affeb7e9fd05b9c5af18b2|
8cl

Warnings:

Information:

36500
9 Fee Worksheet (SB06) fee-info.pdf no 2
9296c9556b65198823f25326a52f7 1f3cbac|
Warnings:
Information:
Total Files Size (in bytes); 7694036

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/14 (03-13)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persoens are required to respond to a collection of information unless it contains a valid CMB control number.

) ) Attorney Docket Number | 38879-0004001
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention SECURITY RISK MANAGEMENT

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:
Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Philip John Steuart Gladstone

Residence Information (Select One) (¢ US Residency () NonUS Residency () Active US Military Service

City | Carlisle State/Province | MA Country of Residence i | US

Mailing Address of Inventor:

Address 1 1005 Curve Street

Address 2

City Carlisle | State/Province | MA
Postal Code 01741 | Country i us

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Alan Joseph Kirby

Residence Information (Select One) (¢ US Residency () Non US Residency () Active US Military Service

City | Hollis State/Province | NH Country of Residence i | US

Mailing Address of Inventor:

Address 1 54 Ridge Road

Address 2

City Hollis | State/Province | NH
Postal Code 03049 | Country i | us

Inventor 3

Legal Name

Prefix| Given Name Middle Name Family Name Suffix

John Matthew Truelove

Residence Information (Select One) (¢ US Residency () Non US Residency () Active US Military Service
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 38879-0004001

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention SECURITY RISK MANAGEMENT

City Cambridge State/Province | MA | Country of Residencei | US

Mailing Address of Inventor:

Address 1 359 Harvard Street
Address 2 Apt #2
City Cambridge | State/Province | MA
Postal Code 02138 | Country i us
Inventor 4
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
David Feinzeig
Residence Information (Select One) (¢ US Residency () NonUS Residency () Active US Military Service
City | Stoneham State/Province | MA Country of Residence i | US
Mailing Address of Inventor:
Address 1 18 Emerson Street
Address 2 Apt. 2
City Stoneham | State/Province | MA
Postal Code 02180 | Country i | us
Inventor 5
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Nagarjuna Venna
Residence Information (Select One) (¢ US Residency () Non US Residency () Active US Military Service
City | Waltham State/Province | MA Country of Residence i | US
Mailing Address of Inventor:
Address 1 324 Bishops Forest Drive
Address 2
City Waltham | State/Province | MA
Postal Code 02452 | Country i | us
Inventor 6
Legal Name
Prefix| Given Name Middle Name Family Name Suffix

Stephen

Boyer

Residence Information (Select One) (¢ US Residency

(O Non US Residency

(O Active US Military Service

City | Waltham,

State/Province

MA
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 38879-0004001

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention SECURITY RISK MANAGEMENT

Mailing Address of Inventor:

Address 1 299 Grove Street

Address 2

City Waltham | State/Province | MA
Postal Code | 02453 | Country i | us

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 26161

Email Address apsi@fr.com | AddEmail |  |Remove Email

Application Information:

Title of the Invention SECURITY RISK MANAGEMENT
Attorney Docket Number| 38879-0004001 Small Entity Status Claimed

Application Type Nonprovisional
Subject Matter Utility
Total Number of Drawing Sheets (if any) 16 Suggested Figure for Publication {if any)

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. I hereby request that the attached application not be published under

[] 35U.S.C.122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: (® Customer Number (O US Patent Practitioner | () Limited Recognition (37 CFR 11.9)

Customer Number 26161 Black Kite Ex. 1002, Page 147 of 232
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. Attorney Docket Number | 38879-0004001
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention SECURITY RISK MANAGEMENT

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the
specific reference required by 35 U.S.C. 118(e) or 120, and 37 CFR 1.78.

Prior Application Status
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)

Additional Demestic Benefit/National Stage Data may be generated within this form v
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55(d). When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX) lthe information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(h}{1) and {2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

[ Remove |
Application Number Country | Filing Date (YYYY-MM-DD) Access Code (if applicable)
Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority tc or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 cr 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

Black Kite Ex. 1002, Page 148 of 232

EFS Web 2.2.8



PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 38879-0004001

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention SECURITY RISK MANAGEMENT

Authorization to Permit Access:

[] Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPQ), the Korean Intellectual Property Office (KIPQO), the World Intellectual Property Office (WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application
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SECURITY RISK MANAGEMENT

This application relates to United States patent application serial 13/240,572, filed on

September 22, 2011, which is incorporated in its entirety here by this reference.

BACKGROUND
This description relates to security risk management.
Security risks faced by an entity, for example information security risks, often include
security risks associated with other entities with which it communicates or collaborates. The
first entity may evaluate the magnitude of the risks associated with the other entities to make

decisions about its relationships with those other entities.

SUMMARY

The security risk management that we describe here may encompass one or more of
the following (and other) aspects, features, and implementations, and combinations of them.

In general, in an aspect, traces are received of activities of an online user who is
associated with an entity. By analysis of the traces a security state of the entity is inferred.

Implementations may include one or any combination of two or more of the
following features. The traces indicate successful attacks on computer systems of the entity.
Traces that represent a less satisfactory security state of the entity are differentiated from
traces that represent a more satisfactory security state of the entity. The analysis includes a
comparison of traces that originated in different contexts of the user’s online activities.

The different contexts include different times. The traces that originated at one of the
times reflect a user deletion relative to the traces that originated at an earlier time. The traces
that originated at one of the times reflect a user deletion of malicious data or code relative to
the traces at the earlier time.

The different contexts include a context the security of which is controlled by the
entity and a context the security of which is at least partly uncontrolled by the entity. The
controlled context includes a computer system or device made accessible by the entity to the
user, and the partly uncontrolled context includes a computer system or device owned by the

user.
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The traces include tracking of an identity of an online user between the two different
contexts. The tracking includes cookies associated with advertising directed to the online
user.

The traces include indications of security checks made with respect to
communications associated with the user. The security checks include indications of whether
email messages conform to DomainKeys Identified Mail (DKIM) standards or the email
domains conform to the Sender Policy Framework (SPF).

In general, in an aspect, a map is generated between (a) technical assets that
contribute to security characteristics of respective entities and (b) the identities of the entities
that are associated with the respective technical assets. At least part of the generating of the
map is done automatically. A user can be engaged to assist in the generating of the map by
presenting to the user through a user interface (a) data about the technical assets of entities
and (b) an interactive tool for associating the technical assets with the identities of the
entities.

Implementations may include one or any combination of two or more of the
following features. The technical assets include network-related information. The network-
related information includes at least one of Internet Protocol addresses, blocks of Internet
Protocol addresses, mail server configurations, domain names, social media handles, third-
party data hosting, Internet service providers, Domain Name System (DNS) services,
Autonomous System numbers, and Border Gateway Protocol (BGP) advertisements. The
activity of generating the map includes online discovery of information about the technical
assets. The information about the technical assets is discovered from an Internet Assigned
Numbers Authority or a Regional Internet Registry (RIR). The information about the
technical assets is discovered through passive DNS queries. Associations between domain
names and network addresses are identified from the passive DNS queries. Changes are
tracked over time in the network addresses that are associated with a given domain name.

The activity of identifying associations between domain names and network
addresses from the passive DNS queries includes one or a combination of any two or more of
the following. A first domain name for an entity is received from the entities. A first passive
DNS query is sent to identify first name servers for the first domain name. A list is received

of the first name servers for the first domain. A second passive DNS query is sent, for each

2
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of the first name servers, to identify second domain names for which the name server is
authoritative. A list is received, for cach of the first name servers, of the second domain
names for which the name server is authoritative. A third passive DNS query, for each of the
second domain names, is sent to identify host names for the hosts of the second domain name
and Internet Protocol addresses for the host names. A list is received of the host names and
the Internet Protocol addresses for the host names. And each of the Internet Protocol
addresses is mapped to an attribute for the entity.

Non-technical-asset information is presented to the user through the user interface.
The non-technical-asset information includes information about the entities. The information
about the entities includes at least one of descriptions of entities, industry classifications, and
employee counts. The tool enables the user to assign a technical asset to an entity. External
crowd-sourced services are invoked to aid in generating the map. A separate review and
approval is done of entities proposed to be included in the map. The map is provided to an
application for joining to event data or for scoring the security state of the entities. The part
of the generating of the map that is done automatically includes at least one of collecting
information about technical assets and about entities, associating technical assets with
entities, and approving proposed portions of the map. Graphs of relationships among entities
are generated based on their associations with technical assets. These and other aspects,
features, and implementations, and combinations of them, may be expressed as apparatus,
methods, methods of doing business, means or steps for performing functions, components,
systems, program products, and in other ways.

The subject matter described in this specification can be implemented in particular
embodiments so as to realize one or more of the following advantages. By understanding the
nature and degree of security risks associated with other entities, an entity can evaluate,
analyze, and reduce its own risk. In some implementations, analysis of traces of online
activities of users may represent security policies or vulnerabilities of the entities that employ
the users. In some implementations, analysis of traces of online activities may identify
information associated with multiple entities more quickly, more accurately, and more
privately than gathering data directly from the multiple entities. In some implementations, a
map of technical and non-technical assets for an entity may be used to determine a security

rating for the entity. In some implementations, technical data may be retrieved and mapped

3
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to an entity in a manner not previously available. In some implementations, the security risks
of an entity may be analyzed or determined without involvement of the entity.

In some implementations, the use of automation in a data mapping process or a data
approval process may reduce the likelihood of error in the mapping process. In some
implementations, the use of an automated or semi-automated analysis process may allow
automated maintenance of an entity map and may reduce the likelihood of errors in the entity
map because of outdated data. In some implementations, an automated maintenance process
is automatically initiated upon identification of changes in entity data. In some
implementations, the use of an automated or semi-automated analysis process allows
mapping of data to entity attributes for a greater number of entities in a shorter period of time
than a completely manual analysis process.

In some implementations, the use of passive Domain Name System (DNS) data may
identify network services that are hosted on shared hosting services. In some
implementations, the identification of network services that are hosted on shared hosting
services may indicate that an Internet Protocol address should not be associated with a single
entity but should be associated with multiple entities. In some implementations, when the
same data is mapped to attributes for different entities, e.g., when a single Internet Protocol
address is associated with multiple entities, the security ratings of the different entities are
related, e.g., based on the security ratings of the other entities that have the same attribute
data. In some implementations, the use of the same shared hosting service by multiple
entities indicates a less satisfactory security posture and the security ratings of the multiple
entities are lower than if each of the multiple entities used separate hosting services.

Other aspects, features, and advantages will be apparent from the description and the

claims.

DESCRIPTION
Figures 1-5, 13, and 17 are block diagrams.
Figures 6-12 are examples of user interfaces.

Figures 14-16 are flow diagrams.
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In the system and techniques that we describe here, an entity may obtain and use
security analysis data from an analysis system to determine its own security risk or the
security risk associated with a different entity with which the entity may communicate or
have a relationship involving sensitive or confidential information. Sometimes we refer to an
“entity” or “entities” in our discussion; we mean this phrase broadly to include, for example,
individuals or businesses that communicate electronically with other individuals or
businesses and have electronic data. The information security analysis data may be used by
an entity to identify potential areas of improvement for its own security risk or to decide that
sensitive information should not be provided to another entity that is associated with
unacceptable security vulnerabilities. We sometimes refer to “information security risk” in
our discussion; we mean this phrase broadly to include, for example, any kind of security risk
that may be evaluated using the system and techniques that we describe here.

The analysis system may receive and analyze technical and non-technical data or
assets to determine a security rating of an entity. We use the term security rating in its
broadest sense to include, for example, any kind of absolute or relative ranking, listing,
scoring, description, or classification, or any combination of them, of an entity with respect
to characteristics of its security state. For example, the analysis system may identify an
entity associated with the received data, map the received data to attributes for the entity,
such as contact information and the number of employees employed by the entity, and
determine a security rating for the entity using the mapped data.

Some examples of received data may include traces of online activity associated with
an entity. For example, the analysis system may analyze logs of online activity of employees
of an entity or one or more settings of servers that host data for the entity to determine a
security rating for the entity.

The online activity and the settings include data that is publicly or commercially
available. For example, the online activity may include public interactions of employees
with social networking systems, publicly available information associated with cookies
stored on a device operated by an employee, or publicly available security settings for a mail
server that hosts the entity’s electronic mail. The publicly available data may be retrieved

from a Domain Name Server or an industry intelligence company to name two examples.
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Figure 1 is a block diagram of an example environment 100 for assigning a security
rating and a confidence score to an entity. The environment 100 includes a server 102 that
receives data from data sources 104. The data sources 104 include technical data sources 106
and non-technical data sources 108, described in more detail below. (We sometimes refer to
technical data as technical assets and to non-technical data as non-technical assets.)

The server 102 acquires and analyzes data from the technical data sources 106 and the
non-technical data sources 108 to identify data associated with entities. For example, the
server 102 selects a subset of the data received from the data sources 104, identifies the entity
associated with the subset of the data, and maps a relationship between the subset of the data
and the identified entity.

The server 102 stores some of the received data in a database 110. For example, the
server 102 stores entity names 112, security ratings 114 for the entities identified by the
entity names 112, and confidence scores 116 in the database 110, where each of the
confidence scores 116 corresponds with one of the security ratings 114.

The confidence scores 116 may represent the confidence of a corresponding security
rating, from the security ratings 114. For example, each of the confidence scores 116 may
represent the confidence of the server 102 in the corresponding security rating. The server
102 may use any appropriate algorithm to determine the security ratings 114 and the
corresponding confidence scores 116 or other values that represent a security rating of an
entity.

An entity may use one of the security ratings 114 and the corresponding one of the
confidence scores 116 to determine its own security rating or the security rating of another
entity with which the entity may communicate. For example, if the entity has a poor security
rating, the entity may determine steps necessary to improve its own security rating and the
security of its data. The entity may improve its security to reduce the likelihood of a
malicious third party gaining access to its data or creating spoofed data that is attributed to
the entity or an employee of the entity.

In some examples, an entity may determine whether or not to communicate with
another entity based on the other entity’s security rating. Sometimes in our discussion we
refer to the entity that is being rated as the “target entity” and the entity that is using the

rating as the “at-risk entity”. For example, if the target entity has a low security rating, the

6
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at-risk entity may determine that there is a greater likelihood that documents sent to the target
entity may be accessed by a user who is not authorized to access the documents compared to
documents sent to a different target entity that has a higher security rating.

The at-risk entity may compare the security ratings of two competitive target entities
to determine the difference between the security ratings of the competitors and with which of
the competitors the entity should communicate or engage in a transaction, based on the
security ratings. For example, the at-risk entity may require a third party audit and select one
of the two competitors for the audit based on the security ratings of the competitors,
potentially in addition to other factors such as price, recommendations, etc.

In some implementations, the server 102 includes the database 110. For example, the
database 110 is stored in a memory included in the server 102. In some implementations, the
database 110 is stored in a memory on a device separate from the server 102. For example, a
first computer may include the server 102 and a second, different computer may include the
memory that stores the database 110. In some implementations, the database 110 may be
distributed across multiple computers. For example, a portion of the database 110 may be
stored on memory devices that are included in multiple computers.

In some implementations, the server 102 stores data received from the data sources
104 in memory. For example, the server 102 may store data received from the data sources
104 in the database 110 or in another database.

In some implementations, the security rating for an entity is associated with the
security of electronic data of the entity. In some implementations, the security rating for an
entity is associated with the security of electronic and non-electronic data of the entity.

Figure 2 is an example of an environment 200 that assigns a security rating and a
confidence score to an entity. For example, during time Ty the server 102 identifies an entity
218 (or the entity is identified by a user of the server), “Sample Entity,” for which the server
102 will determine a security rating and a corresponding confidence score.

The server 102 may identify a target entity that is not currently assigned a security
rating or an entity that was assigned a previous security rating. The server 102 may identify
an entity that was assigned a previous security rating based on new or updated data for the

entity or based on a request for an updated security rating, ¢.g., from an at-risk entity. In the
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example shown in Figure 2, the server 102 has identified an entity that is not currently
assigned a security rating.

During time T}, the server 102 receives data from the data sources 104, including data
for the identified entity. For example, the server 102 identifies a subset of the received data
that is associated with the identified entity. The subset of the received data may be
associated with the identified entity based on each of the distinct portions of the subset
including the name of the identified entity, ¢.g., “Sample Entity,” or a name or word
associated with the identified entity, e.g., the name of a subsidiary, an acronym for the
identified entity, or a stock symbol of the identified entity, among others.

The duration of the time period T; may be any length of time. For example, the time
period T may have a duration of seconds, minutes, or days. As other examples, the time
period T; may be months or years long. Note that, although the time periods shown in Figure
2 do not overlap, in some cases they can overlap for a given target entity and are likely to
overlap for the application of the system to multiple target entities.

The server 102, during time T,, maps the subset of the received data that is associated
with the identified entity to attributes 220 for the identified entity. For example, when the
server 102 determines that the identified entity currently employs sixty-three employees, the
server may assign the value of sixty-three to an “employees” attribute of the identified entity
in the database. In some examples, the server 102 may determine one or more industries for
the identified entity, such as “Computer Networking.” The industries may represent the type
of products and/or services offered by the identified entity. Standard industry codes can be
used for this purpose.

The duration of the time period T, may be any length of time. For example, the time
period T, may have a duration of seconds, minutes, or days. As other examples, the time
period T, may be months or years long.

In some implementations, as the server 102 receives portions of the subset of data, if
the server determines that each of the portions is associated with the identified entity, the
server 102 maps the received portions to the attributes 220 for the identified entity. For
example, the server 102 may automatically map data to an “employees” attribute based on

received data and then automatically map data to an “industry” attribute.
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In some examples, the server 102 may update one or more of the attributes 220 as the
server 102 receives additional data associated with the identified entity. For example, the
server 102 may determine that the identified entity sells “computer networking products” and
then determine that the identified entity also offers “computer networking services.” The
server 102 may associate the industry “computer networking products” with the identified
entity first based on the data that indicates that the identified entity sells computer network
products, then associate the industry “computer networking services” with the identified
entity based on the data that indicates that the identified entity also offers computer
networking services.

Based on the data mapped to the attributes 220 for the identified entity, the server 102
determines one or more scores 222 for the identified entity during time period Ts. For
example, the server 102 determines a security rating and a corresponding confidence score
for the identified entity “Sample Entity.”

The server 102 may use some or all of the attributes 220 for the identified entity when
determining the score 222 for the identified entity. For example, the server 102 may use an
industry assigned to the identified entity as one factor to determine the security rating of the
identified entity.

In some examples, the server 102 may determine weights for the attributes 220 where
the weights represent the influence of the corresponding attribute on the security rating. For
example, the number of employees employed by an entity may be assigned a greater weight
than the industries of the products or services offered by the entity.

In some implementations, the weights may vary based on the values of the attributes.
For example, when an entity has few employees, a weight corresponding to the number of
employees may be smaller than if the entity had a greater number of employees.

The server 102 may provide the security rating and the corresponding confidence
score of the identified entity to one or more other entities. For example, an at-risk entity may
request the security rating and the corresponding confidence score for the identified target
entity as part of a security analysis process for the identified target entity by the at-risk entity.

In some implementations, as mentioned earlier, one or more of the time periods T,
Ty, T2, and T3 may overlap. For example, the server 102 may request data from the data

sources 104, receive some of the requested data during time T, identify the entity 218 during
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time Ty, and then receive more of the requested data during time T;. In some examples, the
server 102 may map some of the requested data to the identified entity during time T, and
while continuing to receive data from the data sources during time T;. In some examples, the
server 102 may determine the scores 222 for the identified entity during time T3 while
continuing to receive data from the data sources 104 during time T and mapping the
received data to the identified entity during time T».

In some implementations, the server 102 may identify the entity 218 based on a
request for a security rating for the entity 218 from a third party. In some implementations,
the server 102 may identify the entity 218 automatically. For example, the server 102 may
determine that the server 102 has received more than a predetermined threshold quantity of
data for the entity 218 and that the server 102 should analyze the data to determine the scores
222. In some implementations, an operator of the server 102 may identify the entity 218.
For example, the operator may provide the server 102 with a list of entities for which the
server 102 should determine the scores 222. In some examples, the list of entities may
include a predetermined list of entities, such as Fortune 500 or Fortune 1000 companies.

Figure 3 is a block diagram of an example environment 300 of data sources for an
analysis system 302. For example, the data sources may include technical and non-technical
data sources. After the analysis system 302 receives data from one or more of the data
sources, the analysis system 302 may perform an automatic analysis process 304, a manual
analysis process 306, or a semi-automatic analysis process using the received data, or a
combination of any two or more of those.

Non-technical data may be used manually to disambiguate between entities and
determine relationships between entities. Non-technical data may be received automatically
from public and commercial data sources.

The automatic analysis process 304 may include the analysis system 302
automatically identifying data associated with an entity based on data received from the data
sources, without input or intervention from an operator, ¢.g., an operator of the analysis
system 302. We sometimes refer to such an operator as a mapper. In some examples, the
automatic analysis process 304 may include collecting data from the data sources and
approving proposed portions of a mapping between data received from the data sources and

attributes of an entity.
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The manual analysis process 306 may include presentation of data to an operator of
the analysis system 302, e.g., a computer executing the analysis system 302, where the
operator maps associations between the received data and one or more entities.

The semi-automatic analysis process may include a combination of the automatic
analysis process 304 and the manual analysis process 306. For example, the automatic
analysis process 304 may map some of the received data to an entity and present information
associated with the mapping to an operator for approval. In addition, the operator may
acquire and review received data, and manually map data to a target entity.

The environment 300 includes an Internet Assigned Numbers Authority 308 (IANA)
as one of the technical data sources. The analysis system 302 may request data from the
Internet Assigned Numbers Authority 308 to determine an Internet Protocol (IP) address
range 310 associated with an entity. For example, the analysis system 302 may determine a
domain name for a website of an entity and provide the domain name to a Domain Name
Server 316. In response the analysis system 302 may receive the Internet Protocol address of
the website from the Domain Name Server 316, ¢.g., the Internet Protocol address assigned
to the domain name, and provide the Internet Protocol address to the Internet Assigned
Numbers Authority 308. The Internet Assigned Numbers Authority 308 may then provide
the analysis system 302 with an Internet Protocol address range that includes the Internet
Protocol address that was provided to the Internet Assigned Numbers Authority 308.

Similarly, the analysis system 302 may query a Regional Internet Registry 312 for
one or more Internet Protocol address ranges 314. For example, the analysis system 302 may
provide an Internet Protocol address to the African Network Information Centre (AfriNIC),
the American Registry for Internet Numbers (ARIN), the Asia-Pacific Network for
Information Centre (APNIC), the Latin America and Caribbean Network Information Centre
(LACNIC), or Réseaux IP Européens Network Coordination Centre (RIPE NCC) and receive
the Internet Protocol address ranges 314 in response to the query.

The Internet Protocol address ranges 310 and the Internet Protocol address ranges 314
may include one or more Internet Protocol addresses. For example, when a single Internet
Protocol address is assigned to a domain name, the Internet Protocol address ranges 310 or
the Internet Protocol address ranges 314 may include only the single Internet Protocol

address.
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In some examples, one or both of the Internet Protocol address ranges 310 and 314
may include multiple ranges. For example, when the Internet Assigned Numbers Authority
308 or the Regional Internet Registry 312 receive multiple domain names, the Internet
Protocol address ranges 310 or 314 may include multiple ranges of Internet Protocol address,

where each range corresponds to at least one of the multiple domain names.

In some implementations, the Domain Name Server 316 may be an authoritative
name server 318. For example, the authoritative name server 318 may be responsible for
mapping Internet Protocol addresses to one or more particular domain names.

In some implementations, a passive Domain Name Server 330 may receive passive
DNS queries from the analysis system 302. For example, the passive Domain Name Server
330 may be hosted on a different computer than the Domain Name Server 316. In some
examples, the passive Domain Name Server 330 is hosted on the same computer or
computers as the Domain Name Server 316.

The passive Domain Name Server 330 may include a cache of previous DNS queries
and results for the previous DNS queries. In some examples, the passive Domain Name
Server 330 may include historical data that indicates a specific date that an Internet Protocol
address was associated with a specific domain name.

The analysis system 302 may query the passive Domain Name Server 330 to
determine domain names that were associated with specific Internet Protocol addresses, the
dates that the domain names were associated with the specific Internet Protocol addresses,
and any changes in the Internet Protocol addresses that were assigned to a domain name.
This may allow the analysis system 302 to determine other domain names that were
associated with the same Internet Protocol addresses at the same time, and other Internet
Protocol addresses associated with domain names, to name a few examples.

For example, the analysis system 302 may receive data from the passive Domain
Name Server 330 that indicates whether or not a single Internet Protocol address is associated
with multiple domain names. In some examples, the analysis system 302 may determine that
a single server or group of servers host multiple websites when multiple domain names were

associated with a single Internet Protocol address.
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In some implementations, when a single server or group of servers host multiple
websites, the entities associated with the websites hosted by a single server or group of
servers may be assigned a lower security rating than if an entity had a dedicated server for its
website. For example, when an entity uses a cloud based server to host the entity’s website,
the use of the cloud based server may indicate that the entity is more susceptible to
information based attacks than if the entity used a server that only hosted the entity’s website.

The analysis system 302 may receive social media data 320 from social media
networks. For example, the analysis system 302 may monitor or subscribe to a social media
network and store the social media data 320 in a memory, ¢.g., of a computer that executes
the analysis system 302 or another computer. The analysis system 302 may identify one or
more handles 322 in the social media data 320 that are associated with one or more entities.
The analysis system 302 may use the handles 322 to identify data associated with the entities
and determine one or more security attributes for the entities based on the social media data
320 as described in more detail below.

The analysis system 302 may receive trace information associated with a user device
324 that represents online activity of the user device 324. The trace information may be used
by the analysis system 302 to determine one or more security policies of an entity or entities
that employ an operator of the user device 324. For example, the analysis system 302 may
receive a data about one or more cookies 326 stored in a memory of the user device 324, as
described in more detail below, and determine that an entity allows employees to access
confidential data using devices owned by the employees.

A mail server 328 may provide the analysis system 302 with information about one or
more security settings for the email communications of an entity. For example, the analysis
system 302 may determine whether the mail server 328 uses Sender Policy Framework (SPF)
and/or DomainKeys Identified Mail (DKIM) for electronic mail communications.

In some implementations, when an entity does not use one or both of SPF and DKIM,
the analysis system 302 assigns the entity a lower security rating than if the entity used one
or both validation methods. For example, a first entity that uses both SPF and DKIM may
have a higher security rating than a second entity that only uses SPF, assuming that all other

attributes for the first and second entities are the same. In some examples, the analysis
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system 302 may determine whether the mail server 328 uses one or more validation methods
other than SPF or DKIM.

The environment 300 includes one or more news articles 332 as one of the sources of
non-technical data. The news articles 332 may provide the analysis system 302 with contact
information, one or more industry classifications, and an entity description. In some
examples, the news articles 332 may provide the analysis system 302 with technical data,
such as data about a recent security breach at an entity.

In some implementations, the news articles 332 may include information about
corporate relationships between entities. For example, the news articles 332 may indicate
that an entity may be purchased by another entity or is a subsidiary of another entity.

The analysis system 302 may use the corporate relationship information or data about
a recent security breach when determining a security rating for an entity. For example, when
an entity is a subsidiary of another entity with a low security rating, the entity may be
assigned a lower security rating than if the entity was not a subsidiary of the other entity. In
some examples, an entity is assigned a lower security rating based on a news article about a
recent security breach compared to another entity that does not have a recent news article
about any security breaches, assuming all other attributes of both entities are equal.

A stock ticker 334 for an entity may be used by the analysis system 302 to determine
financial information about an entity or data associated with the stock ticker but not the entity
name. For example, the analysis system 302 may identify data associated with the entity
based on the entity’s stock ticker that would not otherwise have been identified.

One or more corporate filings 336 may be used to determine data about an entity,
such as one or more subsidiaries or affiliates of the entity, and/or contact information of the
entity.

In some examples, the analysis system 302 may determine an aggregate security
rating for an entity and the entity’s subsidiaries based on a relationship between the entity
and the entity’s subsidiaries. For example, if the entity does not have any influence over the
entity’s subsidiaries, the analysis system 302 may determine that an aggregate security rating
would not be representative of the relationship between the entity and the entity’s
subsidiaries. In some examples, when the entity and the entity’s subsidiaries share one or

more physical places of business, the analysis system 302 may determine that an aggregate
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security rating for the entity and the entity’s subsidiaries more accurately reflects the data
security of the entity and the entity’s subsidiaries.

The analysis system 302 may receive a number of employees 338 and contact
information 340 for an entity. In some implementations, the analysis system 302 determines
a security rating for an entity based on the number of employees 338 and/or the contact
information 340. For example, the analysis system 302 may determine that the physical
location of an entity is in an area of low crime and associate the entity with a higher security
rating than if the entity was physically located in a location or locations of higher crime.

One or more industry classifications 342 for an entity may be used by the analysis
system 302 to determine other entities that operate in the same field as the entity. For
example, the analysis system 302 may use the industry classifications 342 and/or information
about the other entities that operate in the same field when determining a security rating for
the entity.

An entity description 344 may be received from a data source such as the entity’s
website, a news article, or a corporate filing, to name a few examples. The entity description
344 may be used by the analysis system 302 to provide a user with information about an
entity. For example, an operator of the analysis system 302 may use the entity description
344 during the manual analysis process 306 to determine whether data identified as
potentially associated with an entity is actually associated with the entity. In some examples,
the operator may determine that received data is associated with a different industry
classification or not related to the entity description 344 and should not be mapped to an
attribute of an entity.

In some implementations, the Internet Assigned Numbers Authority 308, the
Regional Internet Registry 312, the Domain Name Server 316, the social media data 320, the
user device 324, the mail server 328, and the passive Domain Name Server 330 are all
sources of technical data. For example, the sources of technical data include data about
computer systems and/or computer activities associated with entities.

One or more of the sources of technical data may provide the analysis system 302
with trace data. For example, one of the sources of technical data, such as the social media
data 320, may provide the analysis system 302 with data that represent online activities

associated with an entity.
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In some implementations, the trace data represent online activities but do not include
the actual content of the online activities. For example, when a user posts data on a social
media network, the analysis system 302 may receive information about the date and time of
the post but not the actual content of the post.

In some implementations, the news articles 332, the stock ticker 334, the corporate
filings 336, the number of employees 338, the contact information 340, the industry
classification 342, and the entity description 344 are all sources of non-technical data.

In some implementations, a single source of data may provide the analysis system
302 with both technical and non-technical data. For example, the Regional Internet Registry
312 may provide the analysis system 302 with the Internet Protocol address ranges 314 and
the contact information 340.

In some implementations, a single source of data may provide the analysis system
302 with multiple different types of data. For example, the corporate filings 336 may
provide the analysis system 302 with the number of employees 338, the contact information
340, and one or more domain names.

In some implementations, the automatic analysis process 304 or the semi-automatic
analysis process acquire Regional Internet Registry registration data, Autonomous System
numbers, Internet Protocol address blocks, and Border Gateway Protocol advertisements in
an automated fashion. For example, the automatic analysis process 304 or the semi-
automatic analysis process may add Regional Internet Registry registration data,
Autonomous System numbers, Internet Protocol address blocks, and Border Gateway
Protocol advertisements to a mapping of data to entity attributes. In some examples, the
automatic analysis process 304 or the semi-automatic analysis process includes a rule-based
system that is used to determine which data to include in an entity map and which data to
discard. In some examples, the semi-automatic analysis process may require human
interaction for the mapping of the Regional Internet Registry registration data, Autonomous
System numbers, Internet Protocol address blocks, and Border Gateway Protocol
advertisements to one or more entity attributes.

In some implementations, the environment includes an Autonomous System assigned
to an entity. For example, the analysis system 302 may identify an Autonomous System

based on the Internet Protocol address ranges 310 or 314. The Autonomous System may
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broadcast the Internet Protocol addresses that the Autonomous System owns, controls, or to
which the Autonomous System has routes.

The analysis system 302 may infer relationships between entities based on the
Autonomous System. For example, the analysis system 302 may identify a route between an
Autonomous System and an Internet Protocol address for another Autonomous System and
infer a relationship between the entity that controls the Autonomous System and another
entity that controls the other Autonomous System.

In some examples, when a first Internet Protocol address and a second Internet
Protocol address are both assigned to the same Autonomous System and are associated with a
first domain and a second domain, respectively, the analysis system 302 may determine that
there is a relationship between a first entity that controls the first domain and a second entity
that controls the second domain. For example, the analysis system 302 may determine that
both entities use a shared hosting service.

In some implementations, the analysis system 302 may use Border Gateway Protocol
(BGP) data to determine the Internet Protocol addresses that an entity uses. For example, the
analysis system 302 may receive a BGP advertisement that identifies an Internet Protocol
address for an Autonomous System and indicates that the Internet Protocol address is
currently in use by the entity. The analysis system 302 may use the Internet Protocol use
data to determine which Internet Protocol addresses an entity is actively using and which
Internet Protocol addresses assigned to the entity are not in use. The analysis system 302
may determine the security rating for the entity based on the Internet Protocol addresses the
entity is using.

In some implementations, the analysis system 302 may update an entity mapping on a
daily basis, or in some cases more or less frequently than daily. For example, the analysis
system 302 may determine that some data associated with an entity changes at least every
day and that the mapping for the entity should be updated accordingly. In some examples,
BGP advertisements for a particular entity change on a daily basis and represent changes in
entity data, e.g., technical data. For example, the analysis system 302 may receive a first
BGP advertisement containing first data and later receive a second BGP advertisement that

contains second data which indicates a change to the first data. The analysis system 302 may
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use the changes in the entity mapping, such as the changes to the entity’s BGP
advertisements, when determining a security rating for the entity.

In some implementations, the automatic analysis process 304 or the semi-automatic
analysis process may approve a mapping for an entity. For example, the automatic analysis
process 304 may approve an entity mapping by comparing similar data obtained through two
separate data sources, evaluating the data to determine a similarity score that represents the
similarity of the data, and comparing the similarity score to a predetermined similarity
threshold. For example, an Internet Protocol address block obtained from a Border Gateway
Protocol advertisement may be compared to its corresponding Regional Internet Registry
registration to determine the similarity between the Internet Protocol address blocks and any
data associated with the Internet Protocol address blocks.

In some examples, when the similarity score is greater than the predetermined
similarity threshold, the automatic analysis process 304 or the semi-automatic analysis
process automatically approve the mapping of the Internet Protocol address blocks. In some
examples, when the similarity score is not greater than the predetermined similarity
threshold, the automatic analysis process 304 or the semi-automatic analysis process do not
approve the mapping of the Internet Protocol address blocks.

Figure 4 is an example of an environment 400 identifying a removal of social media
data from a social media network. During time Ty, a user device 402 sends a post C 404 to a
social networking system 406. For example, the social networking system 406 places the
post C 404 on a webpage associated with an operator of the user device 402 or provides the
post C 404 to one or more users that receive content posted to the social networking system
406 by the operator of the user device 402.

A server 408, during time T}, logs data associated with the post C 404. For example,
the server 408 stores a record in a database 410 where the record indicates that the operator
placed the post C 404 on the social networking system 406 at a specific time.

In some implementations, the database 410 includes a log 412 associated with the
operator of the user device 402. For example, the database 410 includes a log for each
employee of an entity. In some examples, the database 410 includes a log for each entity,

where a single log includes records for the online activities of all employees employed by a
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single entity. In some examples, the log 412 includes records for an entity and all of the
entity’s subsidiaries. In some implementations, the database 410 includes a single log 412.

The time period T; may occur immediately after the time period Ty. In some
implementations, the time period T; occurs according to a schedule. For example, the server
408 may log the online activity of the user device 402 once a day at a predetermined time. In
some examples, the server 408 logs multiple activities during the time period T;. For
example, when the server 408 logs the online activity of the user device 402 once a day the
server 408 may identify multiple activities, such as social media posts, blog posts, and/or
forum posts, and record all of the multiple activities in the database 410 during the time
period T;.

The operator of the user device 402, during time T,, removes the post C 404 from the
social networking system 406; and, during time Tj, the server 408 logs the removal of the
post C 404 and analyzes the log 412. For example, the server 408 analyzes the social
networking system 406 during time T3 and determines that the post C 404 is no longer on the
social networking system 406 and that the operator of the user device 402 likely removed the
post C 404.

The server 408 may record the removal of the post C 404 to identify which posts or
online activity included in the log 412 have changed. For example, when the server 408
determines that a large quantity of posts associated with the operator of the user device 402
have been removed from the social networking system 406, the server 408 may determine
that the operator’s social networking account may have been compromised.

The server 408 may determine, based on the social media accounts of employees
employed by an entity, a security rating of the entity. For example, the security rating of the
entity may be lower when the server 408 determines that a social media account of an
employee of the entity was compromised than if the server 408 determined that no social
media accounts for employees of the entity were compromised.

In some implementations, the server 408 monitors the social media accounts of
employees of an entity that make statements on behalf of the entity. For example, the server
408 may monitor the social media accounts of public relations employees. In some

examples, when the user posts information online on behalf of the entity and a social media
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account of the user is compromised, the server 408 may determine that the entity has a lower
security rating than if the user’s social media account was not compromised.

In some examples, when the server 408 determines that the post C 404 is substantially
identical to the post B, the server 408 determines that the operator of the user device 402 may
have posted the same content to the social networking system 406 on accident and determine
based on the removal of the post C 404 that the likelihood that operator’s social networking
account was compromised is low.

In some implementations, the server 408 monitors one or more webpages of an entity.
The server 408 may determine whether changes to the webpages were made maliciously or
otherwise indicate a potential security vulnerability of the entity. Upon determining that a
change to a webpage of the entity indicates a potential security vulnerability of the entity, the
server 408 may assign the entity a lower security rating than the entity may have otherwise
been assigned.

In some implementations, one or more of the time periods Ty, Ty, T2, and Tz may
overlap. For example, the server 408 may log a post B in the database 410 while the user
device 402 provides the post C 404 to the social networking system 406. In some examples,
the user device 402 may remove the post C 404 from the social networking system 406 while
the server 408 logs the post C 404 and/or while the server 408 analyzes the log 412. In some
examples, the server 408 may log the post C 404 while the server 408 is analyzing data
previously recorded in the log 412.

The duration of the time periods Ty, T1, T2, and Tz may be any length of time. For
example, the time period T; may have a duration of seconds, minutes, or days. As other
examples, the time period T, may be months or years long.

Figure 5 is a block diagram of an example environment 500 of an analysis system 502
receiving traces of activities of an online user who is associated with an entity. For example,
a cookie tracking system 504 may provide a user device 506 and an entity device 508 with
cookies 510 and 512, respectively, and may record information about the cookies 510 and
512 in one or more logs 514. In some examples, the logs 514 may include an IP address of
the user device 506 when the user device accesses content, such as an advertisement or a

website.
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The analysis system 502 may receive a portion of the logs 514, such as data
indicating that the user device 506 accessed a particular website from a first IP address, e.g.,
based on a cookie associated with an advertisement, and that the user device 506 accessed the
same particular website from a second IP address. In some implementations, the data does
not include any identification information of the particular user device.

The analysis system 502 may determine that either the first IP address or the second
IP address are associated with an entity, e.g., based on an assignment of a block of IP address
including the first or second IP address to the entity, that the other IP address is not
associated with the entity, and that the entity has a “bring your own device” policy that
allows employees of the entity to access an entity network 516 with their own devices, ¢.g.,
the user device 506.

In some implementations, the analysis system 502 determines that the entity device
508 is a portable device, ¢.g., a laptop or a tablet, by identifying a first IP address associated
with the cookies 512 that is also associated with an entity and a second IP address associated
with the cookies 512 that is not associated with the entity. In some implementations, the
analysis system 502 is unable to differentiate between a “bring your own device” such as the
user device 506 and the entity device 508 when an operator of the entity device 508 may
connect the entity device 508 to a network other than the entity network 516.

The analysis system 502 may use network policy information of an entity to
determine a security rating for the entity. For example, the analysis system 502 may use a
determination whether the entity has a “bring your own device” policy or allows employees
to bring the entity device 508 home when calculating a security rating for the entity.

In some implementations, the analysis system 502 may determine whether the user
device 506 or the entity device 508 are not fully secure, ¢.g., based on potentially malicious
activities of the user device 506 or the entity device 508, and about which the operator of the
device likely does not know. For example, the analysis system 502 may determine that the
user device 506 was recently infected with malware and that the entity is not enforcing
sufficient security policies on devices that can access the entity network 516, and assign the
entity a lower security rating.

In some implementations, the analysis system 502 uses the logs 514 to determine

whether an entity enforces the use of a virtual private network (VPN) on a device when the
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device requests access to the entity’s resources. For example, the analysis system 502 may
determine whether the user device 506 and/or the entity device 508 have an always on or
nearly always on VPN policy for access to the entity’s resources and determine the entity’s
security rating accordingly. In some examples, when the analysis system 502 determines that
the user device 506 or the entity device 508 have an always on or nearly always on VPN
policy, the analysis system 502 assigns the entity a higher security rating than if the entity did
not enforce the always on or nearly always on VPN policy.

In some implementations, the analysis system 502 receives information from a
Domain Name Server 518 or a passive Domain Name Server that indicates whether a mail
server that hosts an entity’s electronic mail enforces one or more email validation methods.
For example, the analysis system 502 may query the Domain Name Server 518 or a passive
Domain Name Server to determine whether email sent from the mail server includes
malicious mail, e.g., spam, whether an email with a sender address that includes a domain of
the entity complies with a Sender Policy Framework 520, ¢.g., is sent from an authorized
computer, and whether an email includes a signature that complies with DomainKeys
Identified Mail 522.

The analysis system 502 may determine a security rating for an entity based on the
validation methods used by the mail servers of the entity. For example, when the entity uses
one or more non-duplicative validation methods, the entity may be assigned a higher security
rating.

Figure 6 is an example of a user interface 600 for creating a backlog request that
indicates an entity that requires a mapping of data to attributes of the entity. For example, an
employee of an entity analysis company may enter an entity name 602, and a uniform
resource locator 604 to request that an analysis system determine a mapping of data to
attributes of the entity. The analysis system may use the mapped data when determining a
security rating for the entity. The entity name 602 and uniform resource locator 604 may be
a best guess by a requestor regarding the legal name of the entity and the domain name of the
entity’s website.

The user interface 600 includes a requested by field 606 and a priority field 608 that
indicate a requested completion date and priority ranking, respectively. For example, a

request system may automatically populate the requested by field 606, ¢.g., with a date a
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predetermined time in the future, such as one month, and the priority field 608, e.g., with a
medium priority. The requestor that is interacting with the user interface 600 may adjust
either the requested by field 606 or the priority field 608 based on the requirements of the
request. For example, a high priority backlog request with the same requested by date as a
medium or low priority backlog request would receive a higher priority, e.g., would be
worked on first, compared to the medium or low priority backlog request.

A state field 610 may indicate the current state of the backlog request. For example,
the state field 610 may indicate that the backlog request is currently being entered into the
analysis system and has not been actively worked on, e.g., based on a “pending” state. A
“mapping in progress” state may indicate that an analysis system is mapping data to
attributes for the entity with an automatic, semi-automatic, or manual mapping process.

A customer name field 612 may indicate the name of the customer that has requested
a security rating of the entity. For example, the customer may be another entity or the entity
analysis company, ¢.g., when the entity analysis company determines the security ratings of
one or more entities prior to a request from a customer.

A requestor field 614, an assigned to field 616, and an approver field 618 may be
automatically populated by the request system. For example, the requestor field 614 may
include the name or email address of the employee interacting with the user interface 600.
The employee may adjust the information in the requestor field 614, for example, when the
employee is preparing the backlog request on behalf of another employee of the entity
analysis company.

The user interface 600 includes a comments field 620 that allows the requestor to
include one or more comments with a backlog request. For example, the requestor may
include additional information about the entity in the comments field 620 and/or other
information associated with the backlog request.

Figure 7 is an example of a user interface 700 for viewing a list 702 of backlog
requests. For example, an employee of the entity analysis company may interact with the
user interface 700 to identify one or more backlog requests and the state of the backlog
requests.

The list 702 of backlog requests may include information for each of the backlog

requests, such as some of the information included in the user interface 600. In some
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implementations, the list 702 includes a backlog initiation date that indicates the date a
requestor created the backlog request. In some implementations, the list 702 includes a last
updated date that indicates the most recent date for which the state of the backlog request
changed. For example, the last updated date for a pending backlog request would be the date
on which the backlog request was created. In some examples, when an analysis system
begins to map data to attributes for an entity identified in a backlog request and the state of
the backlog request changes from “pending” to “mapping in progress,” the last updated date
would indicate the date the mapping process began.

The user interface 700 allows an employee of the entity analysis company to sort the
list 702 of backlog requests, e.g., by a “state” or an “assigned to” field, to search for backlog
requests associated with a particular search string, and to view all backlog requests according
to a state filter 704, using an assigned to filter 706, or using an approver filter 708. For
example, a first employee that maps data to the attributes of an entity may use the assigned to
filter 706 to identify all of the backlog requests assigned to the first employee. In some
examples, a second employee that approves the data mapping to the attributes of an entity
after the mapping process is completed may use the approver filter 708 to identify all of the
backlog requests that are waiting for approval and are assigned to the second employee.

The user interface 700 includes an add backlog option 710 that upon selection
presents the user interface 600 and a clear filters option 712 that upon selection removes
selection of all of the filters 704, 706, and 708, ¢.g., by setting the filters to the “all”
selection, and that removes any filters associated with search strings.

An unapproved items option 714 upon selection allows the employee of the entity
analysis company to view all backlog requests in the list 702 that have not been approved. In
some implementations, selection of the unapproved items option 714 presents backlog
requests that are not approved, are not duplicate requests, and are not unmappable in the list
702. For example, a backlog request that is unmappable may be a backlog request for an
entity for which the analysis system does not have enough data to complete a map for the
attributes of the entity. For example, the analysis system may have a predetermined
threshold, e.g., a minimum requirement, for the quantity of attributes that require data for a
backlog request to be mappable. In some examples, when the mapping process is semi-

automatic or manual, a first person that is performing the mapping process, ¢.g., assigned to
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the mapping process, or a second person that is performing the approval process may
determine that there is insufficient data for an entity and indicate that the associated backlog
request is unmappable.

Figure 8 is an example of a user interface 800 for updating a backlog for an entity.
For example, an employee of an entity analysis company may interact with the user interface
800 to map data to attributes of the entity, ¢.g., by selecting a start mapping option 802, to
approve the map of data to attributes of the entity, e.g., by selecting a start approval option,
and/or to view comments associated with the backlog.

For example, when a state 804 of the backlog request is “pending,” the top right
portion of the user interface 800 includes the start mapping option 802 that upon selection
presents a user with another user interface, ¢.g., a user interface 900 shown in Figure 9, that
allows the user to map data to attributes of the entity associated with the backlog request.

After the user has begun the mapping process, the state 804 of the backlog request
may change to “mapping in process” and the user interface elements in the user interface 800
may change. For example, the start mapping option 802 may change to a continue mapping
option.

In some examples, once the mapping process has begun, the user interface 800 may
include a finalize entity option and a reject backlog option. For example, user selection of
the finalize entity option may move the backlog request toward the approval process, e.g., by
changing the state 804 of the backlog request to “finalize entity.” In some examples, the
finalize entity option may not be active until a predetermined threshold of attributes for the
entity have been mapped to data.

In some implementations, once the mapping process has begun, the user interface 800
includes a reject backlog option. A user may select the reject backlog option to indicate that
the analysis system has insufficient data for the mapping process or to otherwise indicate that
the backlog request cannot be completed.

When the state 804 of the backlog request is “finalize entity,” the user interface 800
may include a submit for approval option instead of or in addition to the start mapping option
802 and the finalize entity option. Selection of the submit for approval option may change
the state 804 of the backlog request to “waiting for approval” and indicate that the employee

has completed the mapping process.
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In some implementations, when the state of a backlog is “waiting for approval” and a
second employee selects a backlog request, e.g., in the user interface 700, the user interface
800 includes a start approval option in the upper right corner, ¢.g., instead of the start
mapping option 802. The analysis system may include user verification to ensure that only
an authorized approver may select the start approval option, ¢.g., based on the credentials of
the second employee and/or a verification that the second employee is the employee
identified by the approver field.

Upon selection of the start approval option, the state of the backlog request may
change to “approval in progress” and the user interface 800 may include a finish approval
option and a reject option. Selection of the finish approval option may change the state of the
backlog request to “approved,” indicating that the data mapped to the attributes of the entity
1S as accurate as possible and that the analysis system may use the mapped data to determine
a security rating and a corresponding confidence level for the entity.

In some implementations, once a backlog request is approved, the backlog request is
removed from the list 702 shown in Figure 7. For example, the list 702 may include only
backlog requests that are active and does not include backlog requests that have been
approved.

In some implementations, when the list 702 includes backlog requests that have been
approved, an employee of the entity analysis company may select a completed backlog
request to view the user interface 800. In these implementations, the user interface 800
shown in Figure 8 includes a needs maintenance option in the upper right, e.g., instead of the
start mapping option 802. Select of the needs maintenance option indicates that there may be
new data available that can be mapped to attributes of the entity for which the backlog
request was made or a decision was otherwise made to verify that the data mapped to the
attributes of the entity is current.

In some implementations, the analysis system automatically identifies backlog
requests that need maintenance. For example, the analysis system may perform maintenance
on backlog requests according to a schedule, e.g., weekly, monthly, quarterly, semi-annually,
annually, etc. The schedule may be particular to a specific backlog request, ¢.g., for the
“Sample Entity,” or for a group of backlog requests, ¢.g., that were all approved during a

predetermined period of time, such as a particular week or month.
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In some examples, the analysis system automatically determines that data is available
for an updated mapping. For example, the analysis system may determine that particular data
is available, e.g., based on a news article, and that the mapping of data to attributes of the
entity should be updated. In some examples, the analysis system may determine that a
predetermined threshold quantity of new data for the entity has been identified and that the
mapping should be updated. The analysis system may use any appropriate algorithm to
determine that the mapping for an entity should be updated.

Upon selection of the needs maintenance option or a determination by the analysis
system that a backlog request requires maintenance, the state 804 of the backlog request may
change to “pending” or “waiting for maintenance.” For example, when the state changes to
“pending,” the backlog request may be processed in a manner similar to the initial processing
of the backlog request.

In some examples, when the state of the backlog request changes to “waiting for
maintenance” and the user interface 800 is presented to a user, the user interface 800 includes
a start maintenance option, ¢.g., instead of the start mapping option 802. The indication that
the backlog request is “waiting for maintenance” may assist a user in determining that some
data was previously mapped to the attributes of the entity.

The analysis system may identify the data and/or entity attributes that have potentially
changed when the employee works on the maintenance process. In some examples, the
employee verifies that all of the data mapped to the attributes of the entity is current and has
not changed since the previous mapping process.

Once the maintenance process is complete, the state 804 of the backlog request may
change to “waiting for approval” and the analysis system may proceed through an approval
process similar to the initial approval of a backlog request.

The user interface 800 includes a start time 806 and an end time 808. For example,
the start time 806 indicates the time that the mapping process began and the end time 808
indicates when the backlog request was approved.

In some implementations, the list 702 shown in Figure 7 does not include a list of
backlog requests that have been completed and the analysis system automatically identifies
entities which require an update to the mapping between data and attributes for the entity.

For example, once a backlog request is approved, the backlog request is removed from the
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list 702. In these implementations, the analysis system determines when the mapping for an
entity should be updated based on new data for the entity and/or a schedule.

Figure 9 is an example of a user interface 900 for mapping data to attributes of an
entity. For example, an employee of an entity analysis company may interact with the user
interface 900 during a mapping process, cither the initial mapping process or a maintenance
mapping process, and/or during an approval process.

The user interface 900 includes an entity name field 902 and a primary domain field
904. The entity name field 902 may represent the legal name of the entity the employee is
mapping. For example, the employee may enter the name of the entity as included in
corporate filings in the entity name field 902.

In some examples, the primary domain field 904 includes the uniform resource
locator from the original backlog request, ¢.g., the uniform resource locator 604 shown in
Figure 6. In some examples, the employee interacting with the user interface 900 selects
another domain as the primary domain for the primary domain field 904. For example, the
employee may determine that the entity has multiple domains, potentially associated with
different products or services offered by the entity, and select the primary domain from the
multiple domains for the entity.

The primary domain field 904 may include a selectable link for the primary domain.
For example, the employee may view a webpage for the primary domain in a web page frame
906 or select the selectable link in the primary domain field 904 to open a new window with
the webpage for the primary domain. The employee may view the webpage for the primary
domain or another domain of the entity to identify data for the mapping of data to attributes
of the entity.

For example, the employee may view webpages of the primary domain to determine
one or more industries in which the entity offers products and/or services and enter the
industries in an industry field 908. For example, the employee may select a search option to
view a list of industries and select the determined industries for the entity in the list. The
selection of the industries in the list may auto-populate the industry field 908 with the one or
more selected industries.

The user interface 900 includes a logo field 910 for the entity. For example, the

employee may enter a uniform resource address that identifies a location of the entity’s logo,
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¢.g., on the primary domain. In some examples, the employee may store a copy of the logo
in a database and enter a link to the location of the logo in the database in the logo field 910.

In some implementations, the user interface 900 presents a copy of the logo. For
example, the user interface 900 may include a logo display field below the logo field 910
where the logo display field presents the copy of the logo.

The employee may view information from the primary domain or other resources to
determine a description for an entity description field 912. The entity description field 912
may include a general summary of the products and/or services offered by the entity, when
the entity was founded, major subsidiaries of the entity, and/or competitors of the entity, to
name a few examples.

In some implementations, the user interface 900 includes a customer visible selection
914. The customer visible selection 914 indicates whether a customer of the entity analysis
company may view information included in the user interface 900 about the entity. For
example, when the customer visible selection 914 is selected, the customer may view at least
a portion of the data included in the user interface 900, such as the entity name, the primary
domain, the entity industries, the logo, and the entity description.

The user interface 900 includes sections for technical data about the entity, such as a
virtual Autonomous System numbers section 916 and a mail server configuration section
918, and non-technical data, such as an entity employee counts section 920.

The virtual Autonomous System numbers section 916 allows an employee of the
entity analysis company to map one or more Autonomous System numbers to the entity, e.g.,
to an Autonomous System numbers attribute of the entity. For example, the analysis system
may automatically identify one or more Autonomous System numbers assigned to the entity
or the user of the user interface 900 may manually enter one or more Autonomous Systems
numbers in the virtual Autonomous System numbers section 916. In some examples, the
employee may create a new record in the virtual Autonomous System numbers section 916,
indicate the registrar that provided the Autonomous System numbers, ¢.g., a Regional
Internet Registry, and the type of data entry, e.g., manual in this example.

The employee may select an edit option 922 for the new record to populate additional
information for the record. For example, selection of the edit option 922 may present a user

interface 1100 shown in Figure 11.
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The mail server configuration section 918 may be populated automatically or
manually with data received from a Domain Name Server, a passive Domain Name Server,
or a mail server, as described in more detail above. For example, the analysis system may
identify a mail server for the entity, whether the mail server uses one or more validation
methods, such as Sender Policy Framework or DomainKeys Identified Mail, and a risk level
associated with the mail server based on the validation methods used by the mail server.

The entity employee counts section 920 allows the employee of the entity analysis
company to enter information about the number of employees who work for the entity. For
example, the employee may enter the total number of employees of the entity and/or the
number of employees that work for a separate division or group within the entity, such as
information technology, human resources, marketing, research and development, hardware,
software, small business, or home users, ¢.g., as separate records in the entity employee
counts section 920.

When a user is approving a backlog request, ¢.g., during the “approval in progress”
state, the user may review the data mapped to the attributes of the entity and approve or reject
the mapped data. For example, the approver may verify the accuracy of the data in the
virtual Autonomous System numbers section 916, the mail server configuration section 918,
and the entity employee counts section 920 and indicate approval of the data with selection
of one or more approved selections 924a-c. In some examples, each entry in the sections
includes a separate approved selection that the user may select to approve the backlog
request.

Upon selection of all the approved selections 924a-c, the user may select a main
approved selection 926 and then save the backlog request to enable the finish approval option
in the user interface 800, discussed in more detail above. For example, the main approved
selection 926 may not be enabled until the user has approved all of the separate approved
selections 924a-c in the user interface 900.

In some implementations, one or more of the approved selections 924a-c may not be
enabled until the user approves one or more portions of data associated with a record. For
example, the approver may need to view and approve data in the user interface 1100, shown
in Figure 11, prior to approving the record in the virtual Autonomous System numbers

section 916.
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In some implementations, one or more portions of the approval process may be
automated. For example, the analysis system may perform an automatic approval process for
the entity employee counts section 920 and/or other data mapped to the attributes of the
entity.

Figure 10 is an example of a user interface 1000 for viewing data for an entity. For
example, when the analysis system includes data for a quantity of entities that have a name
similar to the entity name in the entity name field 902, the user interface 1000 may present a
list of results that include information for the entities that have the similar names.

The user interface 1000 includes a first entity name 1002 and details for the first
entity name 1002, such as a first primary domain 1004 for the first entity, a first industry
1006, and a first entity description 1008, to name a few examples. The user interface also
includes a second entity name 1010 and associated details for the second entity name 1010,
such as a second primary domain 1012, a second industry 1014 for the second entity, and a
second entity description 1016.

The user may select one of the entities from the user interface 1000 based on the
details associated with the entity and enter the details in the user interface 900. For example,
the user may determine that the second primary domain 1012 matches the primary domain in
the primary domain field 904 and that the second entity name 1010 is for the current backlog
request. The user may then enter the details in the user interface 900 manually or select an
option to have the details data automatically entered into the user interface 900.

Figure 11 is an example of a user interface 1100 for changing a virtual Autonomous
System number in the data mapping for an entity. For example, a user may interact with the
user interface 1100 to add, edit, or remove one or more Classless Inter-Domain Routing
entries for an entity mapping.

The user interface 1100 includes a Classless Inter-Domain Routing (CIDR) section
1102 for a user to add one or more CIDR records to a virtual Autonomous System number
for an entity. For example, the user may enter data into a new CIDR record 1104 and select
an add new CIDR option 1106 and the analysis system will add a new CIDR record to a list
of records in the CIDR section 1102.

Each CIDR record 1108a-b includes an Internet Protocol address, a source, such as

one of the Regional Internet Registries, a first registered date, a last updated date, and a
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comment. For example, a user may view data for the entity, ¢.g., in another window, and
manually create the CIDR record 1108a indicating that the source of the record is the
American Registry for Internet Numbers (ARIN) based on the source of the viewed data.

In some examples, the user may select one of Regional Internet Registry options
1110a-b to automatically add one of the CIDR records 1108a-b to the user interface 1100.
For example, the user may select an ARIN option 1110a or a Réseaux IP Européens Network
Coordination Centre (RIPE) option 1110b to automatically receive data for one of the CIDR
records 1108a-b as described in more detail with reference to a user interface 1200 shown in
Figure 12.

During the approval process, a user of the user interface 1100 may select one or more
approved selections after verifying the accuracy of the data entered in the user interface
1100. For example, the user may review the CIDR records 1108a-b and select the approved
selection 1112 to approve the CIDR records 1108a-b. In some examples, the user may
individually select an approved selection for each of the CIDR records 1108a-b instead of the
approved selection 1112.

In some implementations, during the approval process, the user may select an approve
all option 1114 or an un-approve all option 1116 after reviewing one or more of the CIDR
records 1108a-b. For example, the user may determine that all of the CIDR records 1108a-b
are accurate and select the approve all option 1114.

Selection of the approve all option 1114 presents information in the user interface
1100 indicating that the CIDR records 1108a-b are approved. For example, upon selection of
the approve all option 1114, the approved selection for each of the CIDR records 1108a-b
and the approved selection 1112 may include a check mark.

In some implementations, after each of the CIDR records 1108a-b are approved, a
main approved selection 1118 is enabled, allowing the user to finalize the approval of the
virtual Autonomous System number entry. The use of multiple approval options may ensure
that a user does not approve a record in the CIDR section 1102 unintentionally.

Figure 12 is an example of a user interface 1200 for automatically retrieving Classless
Inter-Domain Routing data from a Regional Internet Registry or an Internet Assigned
Numbers Authority. For example, the user interface 1200 receives a search string in a search

field 1202, and the analysis system provides the search string to one or more Regional
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Internet Registries and presents received search results in a general results section 1204 of
the user interface 1200.

A user may select one or more of the results presented in the general results section
1204 using one or more general selection options 1206a-c and select a fetch detailed results
option 1208. Upon selection of the fetch detailed results option 1208, the analysis system
retrieves details for the selected results, e.g., from memory of the analysis system or one or
more of the Regional Internet Registries.

The user interface 1200 presents the detailed results in a detailed results section 1210
and includes information such as an address, a quantity of networks, and a quantity of points
of contact. The user may request addition information for one of the records in the detailed
results section 1210 and view the additional information for the record in a network section
1212 and a point of contact section 1214. In some implementations, the user interface 1200
presents the results of the search string query in the detailed results section 1210 instead of
the general results section 1204.

The user may select one or more of the records in the detailed results section 1210
using detailed selection options 1216a-b and map the selected detailed results to an entity by
selecting a save selected CIDRs option 1218. For example, selection of the save selected
CIDRs option 1218 may create the CIDR record 1108b in the user interface 1100 shown in
Figure 11.

In some implementations, the user interface 1200 receives data from a single
Regional Internet Registry. For example, the user interface 1200 may be associated with a
single predetermined Regional Internet Registry. In some examples, the user interface 1200
may include a Regional Internet Registry selection that allows a user to select the Regional
Internet Registry that receives the search string the user enters in the search field 1202. In
some implementations, the user interface 1200 presents results for multiple different
Regional Internet Registries.

In some implementations, one or more of the detailed results may not include data for
all of the fields in the network section 1212 and/or the point of contact section 1214. For
example, a first Regional Internet Registry may include data for all of the fields in the
network section 1212 and the point of contact section 1214 and a second Regional Internet

Registry may include data for some of the fields in the network section 1212.
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Figure 13 is a block diagram of an example database schema 1300 of entity attribute
data. When a user creates a backlog request for an entity, a backlog object 1302 is created in
a database and a record for the backlog object 1302 is created in an entity management log
1304. For example, the entity management log 1304 includes a record of all activities
associated with the creation of a backlog object 1302 and the mapping of data to entity
attributes.

The database schema 1300 includes an entity object 1306 that includes one or more
attributes of the entity. For example, the entity object 1306 includes the entity name, the
primary domain of the entity, and a unique identifier for the entity. In some examples, when
a backlog object 1302 is created for an entity, an entity object 1306 is also created for the
entity.

When a user maps data to the attributes of the entity, an employee count object 1308,
one or more industry objects 1310, and a logo object 1312 may be created. For example, the
employee count object 1308 may include fields for the total number of employees that work
for the entity, a last updated date, and an approved Boolean value.

In some examples, the industry object 1310 may include the name of an industry
associated with an entity, a last updated date, and an approved Boolean value. In some
implementations, an entity object 1306 may be associated with multiple industry objects, for
example, when an entity provides multiple different products or services. In some
implementations, multiple entity objects 1306 may be associated with the same industry
object 1310. For example, when multiple entities are competitors, the entity objects 1306 for
the competitors may be associated with the same industry object 1310.

The logo object 1312 may include a uniform resource locator that identifies a location
of the entity’s logo and properties of the logo. For example, the logo object 1312 may
include a height, a width, and a mime type for the logo.

An entity object 1306 may be associated with one or more mail server configuration
objects 1314. For example, each of the mail server configuration objects 1314 may include
data representing attributes of a mail server used by the entity. The mail server may be
hosted by the entity or by a third party, e.g., as part of a cloud service. The mail server
configuration object 1314 may include fields for one or more validation methods used by the

mail server, such as Sender Policy Framework and DomainKeys Identified Mail. In some
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examples, the mail server configuration object 1314 includes data representing a risk level of
the mail server.

One or more Autonomous System number objects 1316 may be associated with the
entity object 1306. For example, a user may associate an Autonomous System number object
1316 with the entity object 1306 by interacting with the user interface 900. The Autonomous
System number object 1316 may include a name for the Autonomous System number and a
registrar, such as one of the Regional Internet Registries.

Each of the Autonomous System number objects 1316 may be associated with one or
more Classless Inter-Domain Routing (CIDR) objects 1318. For example, the CIDR object
1318 may include a block of Internet Protocol addresses that are assigned to the entity. In
some examples, the CIDR object 1318 includes a source field, e.g., to identify a Regional
Internet Registry, a handle, e.g., used by the Regional Internet Registry, and/or a comment,
e.g., received from the Regional Internet Registry or a user who created the CIDR object
1318.

In some implementations, the Autonomous System number object 1316 may be
associated with one or more auto fetch CIDR objects 1320. For example, when a user
manual enters CIDR data, e.g., when the user manually creates the new CIDR record 1104
shown in Figure 11, the analysis system may create a CIDR object 1318, and when the
analysis system provides the user with CIDR data, e.g., using the user interface 1200, or
automatically creates a new CIDR record, the analysis system may create an auto fetch CIDR
object 1320.

The auto fetch CIDR object 1320 may include a block of Internet Protocol addresses
assigned to the entity, a source ficld, a handle, and one or more comments. For example, the
comments may be comments received from the Regional Internet Registry, e.g., identified by
the source field, or the user who interacted with the user interface 1200.

Each of the auto fetch CIDR objects 1320 is associated with an Internet registry
object 1322. For example, the Internet registry object 1322 includes the name, handle, and
address of the Regional Internet Registry identified in the source field of the auto fetch CIDR
object 1320. In some examples, multiple different auto fetch CIDR objects 1320 may be
associated with the same Internet registry object 1322, ¢.g., when each of the multiple

different auto fetch CIDR objects 1320 have the same source.
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The Internet registry object 1322 is associated with one or more Internet registry
point of contact objects 1324. For example, each of the Internet registry point of contact
objects 1324 includes a name for the point of contact, a description of the point of contact,
¢.g., the title of the point of contact, and contact information for the point of contact. The
contact information may include the name of the company that employs the point of contact,
the company’s address, and a phone number and email address for the point of contact.

In some implementations, the database schema 1300 includes an imported data object
1326. For example, the imported data object 1326 may include data received from third
parties, and/or data retrieved by the analysis system, e.g., from the data sources described
with reference to Figure 3. The data sources may include sources of financial data, statistics
about the entity, information about the assets of the entity, trace data, and corporate tree
information, ¢.g., subsidiary and/or parent entities, to name a few examples.

The imported data object 1326 may be associated with an import settings object 1328
that includes settings associated with the imported data. For example, when the imported
data is received from a third party, the import settings object 1328 may include credentials
that allow the entity analysis company and the analysis system to access data from the third
party. When the imported data includes data retrieved by the analysis system, the import
settings object 1328 may include data indicating the frequency of data retrieval, the types of
data retrieved by analysis system, and/or credentials for the analysis system to access data, to
name a few examples.

In some implementations, at least some of the objects in the database schema 1300
include an approved Boolean value. For example, the value may indicate whether or not the
data in the associated object has been approved.

In some implementations, when the approved Boolean value for an object is true and
one of the fields for the object is changed, the approved Boolean value is automatically set as
false. For example, the analysis system may automatically set the approved Boolean value
for an industry as false when the associated industry name is changed.

In some implementations, all of the objects in the database schema 1300 include a last
updated date.

In some implementations, one or more of the objects in the database schema 1300

include a start date and an end date. For example, the use of the start date and the end data
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may allow representation of changes over time in the data mapped to an entity. For example,
the entity object 1306 may have a first employee count object 1308, with a start date of
“2011-01-01” and an end date of “2011-07-01” with an employee count value of ten, and a
second employee count object 1308, with a start date of “2011-07-02,” an end date of “2012-
01-15,” and an employee count value of twenty. In some examples, the industry object 1310,
the logo 1312, the mail server configuration object 1314, the Autonomous System number
object 1316, the Classless Inter-Domain Routing objects 1318, and the auto fetch CIDR 1320
include a start date and an end date.

In some implementations, when data is initially associated with an attribute of an
entity the end date is set to a future date, e.g., two hundred years from the current date.

When updated data is associated with the attribute, e.g., an employee count of twenty, the
end date of the original object is updated and a new object is created for the updated data.
For example, the analysis system may create the first employee count object with a start date
of “2011-01-01,” an end date of “3011-01-01,” and an employee count value of ten. When
the analysis system determines that the employee count for the entity is twenty, through
either an automatic, semi-automatic, or manual process, the analysis system updates the end
date of the first employee count object, e.g., to “2011-07-01,” and creates the second
employee count object with the updated data, such as an employee count of twenty, a start
date of “2011-07-02,” and an end date of “3011-07-02.”

In some implementations, the start dates and end dates of similar objects for the same
entity may overlap. For example, the end date of the first employee count object and the start
date of the second employee count object may be the same date, ¢.g., “2011-07-01.” In some
examples, the end date of a first Classless Inter-Domain Routing object may be “2013-05-
12,7 e.g., where the start date is “2012-01-01,” and the start date of a second Classless Inter-
Domain Routing object may be “2013-02-27,” where both objects are associated with the
same entity.

The use of the start date and the end date may allow the analysis system to record
data history for an entity and use the data history when determining a security rating for the
entity.

In some implementations, some of the objects in the database schema 1300 include

automated maintenance data. For example, the automated maintenance data may include one
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or more criteria that, when satisfied, indicate that the corresponding object should be updated
or a new object of the same type should be created. For example, the maintenance criteria
for an auto fetch CIDR object 1320 obtained from a Regional Internet Registry may be a date
and/or a time, such as a last updated date, a start date, or a maintenance data that indicates
when maintenance should be performed. The analysis system uses the maintenance criteria
to determine when to periodically query the Regional Internet Registry to determine whether
a unique handle or a range of Internet Protocol address for the auto fetch CIDR object 1320
have changed, and update the auto fetch CIDR object 1302 or create a new object
accordingly.

Figure 14 is a flow diagram of a process 1400 for inferring a security state of an
entity. For example, the process 1400 can be carried out by the analysis system 302 from the
environment 300 shown in Figure 3.

Traces of activities of an online user who is associated with an entity are received
(1402). For example, the analysis system may receive data that indirectly represent the
activities of the online user. In some examples, the traces represent user interaction with a
social media network, entity email communications, and/or content presented to the user,
e.g., as indicated by cookies stored on a device operated by the user.

In some implementations, the traces of the activities maintain the privacy of the
online user. For example, data may indicate that the online user made a post to a social
media network but not include the content of the post.

In some implementations, the traces include tracking of an identity of the online user
between two of the different contexts. For example, the traces may represent activity of the
user at different times or on different devices. In some examples, the analysis system
performs the tracking based on cookies associated with advertising directed to the user. For
example, the analysis system may receive cookie tracking information from a third party and
use the cookie tracking information to identify the different contexts of the identity of the
online user.

In some implementations, the traces include indications of security checks made with
respect to communications associated with the user. For example, the security checks may
include indications of whether email messages conform to DomainKeys Identified Mail

standards or email domains conform to Sender Policy Framework. In some examples, the
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security checks include a determination of whether a mail server that provides electronic mail
to the online user employs one or more validation methods.

A security state of the entity is inferred by analysis of the traces (1404). For example,
the analysis system may determine whether the traces indicate that an account of the user
may have been compromised, whether the entity allows employee devices to access
confidential data, or security policies used by a mail server that provides electronic mail
communications for the entity.

In some implementations, the traces indicate successful attacks on computer systems
of the entity. For example, the traces may indicate that a social media account of the online
user was compromised. In some examples, the traces may indicate that the online user is
receiving malicious mail and that a domain identified as the origin of some of the malicious
mail may have been compromised.

In some implementations, the analysis includes a comparison of traces that originated
in different contexts of the user’s online activities. For example, the comparison may be
between traces associated with different times of online user activity where the different
contexts include different times.

In some examples, the comparison is between traces where traces that originated at
one of the times reflect a user deletion relative to the traces that originated at an earlier time.
For example, a first set of traces may identify a post made by the online user and a second set
of traces may indicate that the post was later deleted by the online user. The analysis system
may determine, for example, that the traces that originated at one of the times reflect a user
deletion of malicious data or code relative to the traces at the earlier time.

In some implementations, the different contexts include a context the security of
which is controlled by the entity and a context the security of which is at least partly
uncontrolled by the entity. For example, the controlled context may include a computer
system or device made accessible by the entity to the user, ¢.g., an entity device, and the
partly uncontrolled context may include a computer system or device owned by the user, e.g.,
a user device. The analysis system may determine that the entity device and the user device
are operated by the same online user, for example, based on tracking information, such as
cookies, stored on both devices. In some examples, the analysis system may determine that

the security of the user device is not optimal, infer that the online user may take security risks
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when operating the entity device, and that the security state of the entity is lower than if the
online user did not take security risks.

In some examples, the controlled context and the partly uncontrolled context may
include the same computer system or device. For example, the analysis system may identify
an entity device or a user device that connects to an entity network and another network
different than the entity network. The analysis system may identify the controlled context
when the device connects to the entity network and the partly uncontrolled context when the
device connects to the other network. In some examples, the analysis system identifies the
controlled context and the partly uncontrolled context with cookie tracking data for a cookie
stored on the computer system or device.

In some implementations, the process 1400 can include additional steps, fewer steps,
or some of the steps can be divided into multiple steps. For example, the analysis system
may distinguishing between traces that represent a less satisfactory security state of the entity
and traces that represent a more satisfactory security state of the entity. In some examples,
the analysis system distinguishes the traces prior to inferring the security state of the entity.

Figure 15 is a flow diagram of a process 1500 for enabling a user to assist in the
generation of an entity map. For example, the process 1500 can be carried out by the
analysis system 302 from the environment 300 shown in Figure 3.

A map is generated between (a) technical assets that contribute to security
characteristics of respective entities and (b) the identities of the entities that are associated
with the respective technical assets, at least part of the generating of the map being done
automatically (1502). For example, the analysis system may determine one or more Internet
Protocol addresses assigned to an entity and map the Internet Protocol addresses to a
Classless Inter-Domain Routing section attribute of the entity.

In some implementations, the technical assets include network-related information.
For example, the network-related information may include at least one of Internet Protocol
addresses, blocks of Internet Protocol addresses, mail server configurations, domain names,
social media handles, third-party data hosting, internet service providers, Domain Name
System (DNS) services, Autonomous System numbers, and Border Gateway Protocol (BGP)

advertisements.
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In some implementations, the generation of the map includes online discovery of
information about the technical assets. For example, the analysis system may query Domain
Name Servers, one or more Regional Internet Registries, or an Internet Assigned Numbers
Authority to determine some of the technical assets for the entity. In some examples, the
information about the technical assets is discovered through passive DNS queries.

In some implementations, the analysis system may identify from the passive DNS
queries associations between domain names and network addresses. For example, the
analysis system may perform the process 1600, described below with reference to Figure 16,
to determine associations between domain names and network addresses. In some examples,
the network addresses include Internet Protocol addresses. In some implementations, an
association between a domain name and a network address includes a network address that is
assigned to a domain name. In some examples, an association between a domain name and a
network address includes a domain name that maps to the network address.

A user is enabled to assist in the generating of the map by presenting to the user
through a user interface (a) data about the technical assets of entities and (b) an interactive
tool for associating the technical assets with the identities of the entities (1504). For
example, the analysis system presents a user interface to the user to allow the user to map
data representing technical assets of an entity to attributes of the entity. In some examples,
the tool enables the user to assign a technical asset to an entity.

The order of steps in the process 1500 described above is illustrative only, and
enabling the user to assist in the generation of the entity map can be performed in different
orders. For example, the analysis system may enable the user may to assist in the generation
of the map prior to the generation of the map. In some examples, the analysis system may
generate the map while enabling the user to assist in the generation of the map.

In some implementations, the process 1500 can include additional steps, fewer steps,
or some of the steps can be divided into multiple steps. For example, the analysis system
may present to the user non-technical-asset information through the user interface. In some
implementations, the non-technical-asset information includes information about the entities.
In some examples, the non-technical-asset information about the entities includes at least one

of descriptions of entities, industry classifications, and employee counts.
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In some implementations, the process 1500 invokes external crowd-sourced services
to aid in generating the map. For example, the analysis system may provide a portion of data
for the technical assets to a crowd-sourced service and receive a map of the provided data to
one or more of the entities. In some examples, the analysis system provides the portion of
data to the crowd-sourced services such that each person who participates in the crowd-
sourced service is able to view only a portion of the data associated with an entity.

In some implementations, the process 1500 enables a separate review and approval of
entities proposed to be included in the map. For example, the analysis system may require a
first user to map data to attributes of an entity, and a second user to review and approve the
data map.

In some implementations, the process 1500 provides the map to an application for
joining to event data or scoring the security state of the entities. For example, the analysis
system may receive the map and determine a security rating and corresponding confidence
score for an entity where the map includes data for the entity. In some examples, when the
map includes a portion of the data for an entity, e.g., received from a crowd-sourced service
or from different data sources, the analysis system receives the map and joins the map with
data from the different data sources.

In some implementations, the process 1500 generates graphs of relationships among
entities based on their associations with technical assets. For example, the analysis system
may generate a graph that shows a relationship between two entities that use the same cloud
service or web host. The analysis system may use the relationships among entities to
determine security ratings for the different entities. For example, if a first entity’s data that is
hosted by the cloud service is compromised, then the security score of a second entity that
uses the same cloud service may be lower than if the first entity’s data was not compromised.

In some implementations, the process 1500 tracks changes over time in the network
addresses that are associated with a given domain name. For example, the analysis system
identifies changes in the network addresses that are associated with the given domain name
and determines a security rating for the entity based on the changes.

In some implementations, the generation of the map that is done automatically
includes at least one of collecting information about technical assets and about entities,

associating technical assets with entities, and approving proposed portions of the map. For
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example, the analysis system may automatically approve one or more portions of the map
that a user manually generates.

In some examples, the analysis system may automatically retrieve data from one or
more data sources and/or automatically associate retrieved data with an entity. For example,
the analysis system may identify a range of Internet Protocol addresses assigned to the entity
and map the identified Internet Protocol addresses to a Classless Inter-Domain Routing
section attribute of the entity.

Figure 16 is a flow diagram of a process 1600 for mapping Internet Protocol
addresses to an entity. For example, the process 1600 can be carried out by the analysis
system 302 from the environment 300 shown in Figure 3.

A first domain name for an entity is received (1602). For example, the analysis
system receives the first domain name from a user interface. The entity may be one of
multiple entities. For example, the analysis system may perform the process 1600 for cach
entity in the multiple entities.

A first passive DNS query is sent to identify first name servers for the first domain
name (1604). For example, the analysis system provides the first passive DNS query to a
DNS server.

A list of the first name servers for the first domain is received (1606). For example,
the DNS server determines the list of first name servers for the first domain and provides the
list of first name servers for the first domain to the analysis system.

A second passive DNS query is sent, for each of the first name servers, to identify
second domain names for which the name server is authoritative (1608). For example, the
analysis system sends the second passive DNS queries to the DNS server.

A list is received, for each of the first name servers, of the second domain names for
which the name server is authoritative (1610). For example, for each of the second passive
DNS queries, the DNS server determines the list of second domain names for which the
name server for the first domain is also authoritative.

A third passive DNS query is sent, for each of the second domain names, to identify
host names for the hosts of the second domain name and Internet Protocol addresses for the
host names (1612). For example, the analysis system sends the third passive DNS queries to

the DNS server.
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A list of the host names and the Internet Protocol addresses for the host names is
received (1614). For example, for each of the third passive DNS queries, the DNS server
identifies the host names for the second domain names and the Internet Protocol addresses
assigned to the host names. In some implementations, the list of host names includes the
names of the first name servers.

Each of the Internet Protocol addresses is mapped to an attribute for the entity (1616).
For example, the analysis system automatically maps the Internet Protocol addresses to
Classless Inter-Domain Routing block for the entity.

Figure 17 is a block diagram of an example computer system 1700. For example,
referring to Figure 3, the analysis system 302 or a server forming a portion of the analysis
system 302 could be an example of the system 1700 described here, as could a computer
system used by any of the users who access resources of the environment 100, the
environment 200, the environment 300, the environment 400, or the environment 500. The
system 1700 includes a processor 1710, a memory 1720, a storage device 1730, and an
input/output device 1740. Each of the components 1710, 1720, 1730, and 1740 can be
interconnected, for example, using a system bus 1750. The processor 1710 is capable of
processing instructions for execution within the system 1700. In some implementations, the
processor 1710 is a single-threaded processor. In some implementations, the processor 1710
is a multi-threaded processor. In some implementations, the processor 1710 is a quantum
computer. The processor 1710 is capable of processing instructions stored in the memory
1720 or on the storage device 1730. The processor 1710 may execute operations such as the
steps described above in reference to the process 1400 (Figure 14), the process 1500 (Figure
15), or the process 1600 (Figure 16).

The memory 1720 stores information within the system 1700. In some
implementations, the memory 1720 is a computer-readable medium. In some
implementations, the memory 1720 is a volatile memory unit. In some implementations, the
memory 1720 is a non-volatile memory unit.

The storage device 1730 is capable of providing mass storage for the system 1700. In
some implementations, the storage device 1730 is a computer-readable medium. In various
different implementations, the storage device 1730 can include, for example, a hard disk

device, an optical disk device, a solid-date drive, a flash drive, magnetic tape, or some other
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large capacity storage device. In some implementations, the storage device 1730 may be a
cloud storage device, ¢.g., a logical storage device including multiple physical storage
devices distributed on a network and accessed using a network. In some examples, the
storage device may store long-term data, such as the log 412 in the database 410 (Figure 4),
as well as the entity names 112 in the database 110 (Figure 1). The input/output device 1740
provides input/output operations for the system 1700. In some implementations, the
input/output device 1740 can include one or more of a network interface devices, ¢.g., an
Ethernet card, a serial communication device, ¢.g., an RS-232 port, and/or a wireless
interface device, e.g., an 802.11 card, a 3G wireless modem, a 4G wireless modem, etc. A
network interface device allows the system 1700 to communicate, for example, transmit and
receive data such as data from the data sources 104 shown in Figure 1. In some
implementations, the input/output device can include driver devices configured to receive
input data and send output data to other input/output devices, e.g., keyboard, printer and
display devices 1760. In some implementations, mobile computing devices, mobile
communication devices, and other devices can be used.

A server (e.g., a server forming a portion of the analysis system 302 shown in Figure
3) can be realized by instructions that upon execution cause one or more processing devices
to carry out the processes and functions described above, for example, storing the entity
names 112 in the database 110 and assigning the entity names 112 corresponding security
ratings 114 and confidence scores 116 (Figure 1). Such instructions can include, for
example, interpreted instructions such as script instructions, or executable code, or other
instructions stored in a computer readable medium. A server can be distributively
implemented over a network, such as a server farm, or a set of widely distributed servers or
can be implemented in a single virtual device that includes multiple distributed devices that
operate in coordination with one another. For example, one of the devices can control the
other devices, or the devices may operate under a set of coordinated rules or protocols, or the
devices may be coordinated in another fashion. The coordinated operation of the multiple
distributed devices presents the appearance of operating as a single device.

Although an example processing system has been described in Figure 17,
implementations of the subject matter and the functional operations described above can be

implemented in other types of digital electronic circuitry, or in computer software, firmware,
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or hardware, including the structures disclosed in this specification and their structural
equivalents, or in combinations of one or more of them. Implementations of the subject
matter described in this specification, such as software for mapping data to entities and
assigning security ratings and confidence scores to entities (Figures 1-5), can be implemented
as one or more computer program products, i.¢., one or more modules of computer program
instructions encoded on a tangible program carrier, for example a computer-readable
medium, for execution by, or to control the operation of, a processing system. The computer
readable medium can be a machine readable storage device, a machine readable storage
substrate, a memory device, a composition of matter effecting a machine readable propagated
signal, or a combination of one or more of them.

The term “system” may encompass all apparatus, devices, and machines for
processing data, including by way of example a programmable processor, a computer, or
multiple processors or computers. A processing system can include, in addition to hardware,
code that creates an execution environment for the computer program in question, ¢.g., code
that constitutes processor firmware, a protocol stack, a database management system, an
operating system, or a combination of one or more of them.

A computer program (also known as a program, software, software application,
script, executable logic, or code) can be written in any form of programming language,
including compiled or interpreted languages, or declarative or procedural languages, and it
can be deployed in any form, including as a standalone program or as a module, component,
subroutine, or other unit suitable for use in a computing environment. A computer program
does not necessarily correspond to a file in a file system. A program can be stored in a
portion of a file that holds other programs or data (¢.g., one or more scripts stored in a
markup language document), in a single file dedicated to the program in question, or in
multiple coordinated files (e.g., files that store one or more modules, sub programs, or
portions of code). A computer program can be deployed to be executed on one computer or
on multiple computers that are located at one site or distributed across multiple sites and
interconnected by a communication network.

Computer readable media suitable for storing computer program instructions and data
include all forms of non-volatile or volatile memory, media and memory devices, including

by way of example semiconductor memory devices, ¢.g., EPROM, EEPROM, and flash
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memory devices; magnetic disks, e.g., internal hard disks or removable disks or magnetic
tapes; magneto optical disks; and CD-ROM and DVD-ROM disks. The processor and the
memory can be supplemented by, or incorporated in, special purpose logic circuitry.
Sometimes a server (e.g., forming a portion of the analysis system 302) is a general purpose
computer, and sometimes it is a custom-tailored special purpose electronic device, and
sometimes it is a combination of these things.

Implementations can include a back end component, e.g., a data server, or a
middleware component, e.g., an application server, or a front end component, e.g., a client
computer having a graphical user interface or a Web browser through which a user can
interact with an implementation of the subject matter described is this specification, or any
combination of one or more such back end, middleware, or front end components. The
components of the system can be interconnected by any form or medium of digital data
communication, ¢.g., a communication network. Examples of communication networks
include a local area network (“LLAN”) and a wide area network (“WAN”), e.g., the Internet.

Certain features that are described above in the context of separate implementations
can also be implemented in combination in a single implementation. Conversely, features
that are described in the context of a single implementation can be implemented in multiple
implementations separately or in any sub-combinations.

The order in which operations are performed as described above can be altered. In
certain circumstances, multitasking and parallel processing may be advantageous. The
separation of system components in the implementations described above should not be
understood as requiring such separation.

Other implementations are within the scope of the following claims.

For example, although we have described examples in which the information received
and analyzed by the system is used for determining security characteristics of an entity, the
results of the analysis provide useful information about the entity that could be used for a

variety other purposes and in other ways.
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CLAIMS

1. A method comprising:
receiving traces of activities of an online user who is associated with an entity; and

inferring by analysis of the traces a security state of the entity.

2. The method of claim 1 in which the traces indicate successful attacks on computer systems

of the entity.

3. The method of claim 1 comprising distinguishing between traces that represent a less
satisfactory security state of the entity and traces that represent a more satisfactory security

state of the entity.

4. The method of claim 1 in which the analysis comprises a comparison of traces that

originated in different contexts of the user’s online activities.
5. The method of claim 4 in which the different contexts comprise different times.

6. The method of claim 5 in which the traces that originated at one of the times reflect a user

deletion relative to the traces that originated at an earlier time.

7. The method of claim 6 in which the traces that originated at one of the times reflect a user

deletion of malicious data or code relative to the traces at the earlier time.

8. The method of claim 4 in which the different contexts comprise a context the security of
which is controlled by the entity and a context the security of which is at least partly

uncontrolled by the entity.

9. The method of claim 8 in which the controlled context comprises a computer system or
device made accessible by the entity to the user, and the partly uncontrolled context

comprises a computer system or device owned by the user.

10. The method of claim 4 in which the traces comprise tracking of an identity of the online

user between two of the different contexts.
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11. The method of claim 10 in which the tracking comprises cookies associated with

advertising directed to the online user.

12. The method of claim 1 in which the traces comprise indications of security checks made

with respect to communications associated with the user.

13. The method of claim 12 in which the security checks comprise indications of whether
email messages conform to DomainKeys Identified Mail standards or email domains

conform to Sender Policy Framework.

14. A method comprising:

generating a map between (a) technical assets that contribute to security
characteristics of respective entities and (b) the identities of the entities that are associated
with the respective technical assets, at least part of the generating of the map being done
automatically; and

enabling a user to assist in the generating of the map by presenting to the user through
a user interface (a) data about the technical assets of entities and (b) an interactive tool for

associating the technical assets with the identities of the entities.

15. The method of claim 14 in which the technical assets comprise network-related

information.

16. The method of claim 15 in which the network-related information comprises at least one
of Internet Protocol addresses, blocks of Internet Protocol addresses, mail server
configurations, domain names, social media handles, third-party data hosting, internet service
providers, Domain Name System services, Autonomous System numbers, and Border

Gateway Protocol advertisements.

17. The method of claim 15 in which generating the map comprises online discovery of

information about the technical assets.

18. The method of claim 17 in which the information about the technical assets is discovered

from an Internet Assigned Numbers Authority or a Regional Internet Registry.
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19. The method of claim 17 in which the information about the technical assets is discovered

through passive DNS queries.

20. The method of claim 19 comprising identifying from the passive DNS queries

associations between domain names and network addresses.

21. The method of claim 20 comprising tracking changes over time in the network addresses

that are associated with a given domain name.

22. The method of claim 20 in which identifying from the passive DNS queries associations
between domain names and network addresses comprises:

receiving a first domain name for an entity from the entities;

sending a first passive DNS query to identify first name servers for the first domain
name;

receiving a list of the first name servers for the first domain;

sending a second passive DNS query, for each of the first name servers, to identify
second domain names for which the name server is authoritative;

receiving a list, for each of the first name servers, of the second domain names for
which the name server is authoritative;

sending a third passive DNS query, for each of the second domain names, to identify
host names for the hosts of the second domain name and Internet Protocol addresses for the
host names;

receiving a list of the host names and the Internet Protocol addresses for the host
names; and

mapping each of the Internet Protocol addresses to an attribute for the entity.

23. The method of claim 14 comprising presenting to the user non-technical-asset

information through the user interface.

24. The method of claim 23 in which the non-technical-asset information comprises

information about the entities.
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25. The method of claim 24 in which the information about the entities comprises at least one

of descriptions of entities, industry classifications, and employee counts.

26. The method of claim 14 in which the tool enables the user to assign a technical asset to

an entity.

27. The method of claim 14 comprising invoking external crowd-sourced services to aid in

generating the map.

28. The method of claim 14 comprising enabling a separate review and approval of entities

proposed to be included in the map.

29. The method of claim 14 comprising providing the map to an application for joining to

event data or scoring the security state of the entities.

30. The method of claim 14 in which the part of the generating of the map that is done
automatically comprises at least one of collecting information about technical assets and
about entities, associating technical assets with entities, and approving proposed portions of

the map.

31. The method of claim 14 comprising generating graphs of relationships among entities

based on their associations with technical assets.
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ABSTRACT

Among other things, traces are received of activities of an online user who is
associated with an entity. By analysis of the traces a security state of the entity is inferred.
Also, a map is generated between (a) technical assets that contribute to security
characteristics of respective entities and (b) the identities of the entities that are associated
with the respective technical assets. At least part of the generating of the map is done
automatically. A user can be engaged to assist in the generating of the map by presenting to
the user through a user interface (a) data about the technical assets of entities and (b) an

interactive tool for associating the technical assets with the identities of the entities.

40935536.doc
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or must have been previously fMed. Use an additonat PTOMAIAKT Torm for sach agdditional invanior.

This caliection of infermation is required by 28 1.3.C. 115 and 37 OFR 3 63, The information is required © obitain o7 relain 3 banefit by the public which st file
{ang by the USPTU 10 precees) an applivatinn, Canfidentalty is governed by 36 U85 122 and 37 CFR 1.1 and §.14. This collection is eatimated to take 1 minute
to complete, nciuding gathering, preparing, and sulimiting h comgiated 8p an fonm 16 the USPTO. Tima wit vary depending upon the individual case. Any
comments o the amournt of -ou require 16 compiete this form andicr suggestions or reducing this hurden, showid be sent 1o the Chief information Officer, U.8.
Patent and Trademark Office, U.3. Department of Qammarge, 5.0, Box 1480, Alexandia, VA 22333-3450, DO NOT SEND FEES OR CGMPLETED FORMA TG
718 ADDRESS. SEND TO: Commissionar for Patents, P.O. Box 1450, Alexandria, YA 223131450,

i you nesd assistance in sompisting the fomn, cail $BOCPTO-G198 and sefpai option 2
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.78

Title of v
invention TSBCURITY R SK MANAGEMENT

As the below namad inventor, | hareby declars that

This deslaration { X1 The attachad appicsion, of
i diceciag i

sation of PCT inlemational application

Tha ghove-identiiied anpiicaiion was made o anthozed © be made Dy mea.

Pinventur o an on

gl joint invantor of & claimed invantion in the application.

!ex*wm mads i;’: ihiy deciaralion is gunishable wrder 18 W.S.C. 10T

WARNING:

ng garsonal informatina b docaments filed in 3 patent applisation that may
snbaeg, tank aconunt numbears, or oredit oand aumbers

¢ .titézmss:";"'sp«iéix;n‘ §'s "*3z;t'éz‘m'><\‘ "> avold sub
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it

soriation such 3% social sectrity ny
{other & an @ oh WL + agthorization Yorm FTO-2038 submittes for : ‘c‘t}":‘ﬂﬁ’\‘l DUSPOBeS) I8 nevar required by the i
o support & pefition oF an ap atmr‘ inis type of parsonat information is inchuded in documents § zhmitte'ﬁ 1o the US P"

vt “‘f‘f'a/ﬁ’m( ants should considar redacting such prrsonat :rmrmdimn from the documents pefors submitling them o
3. FPafiinner/sppiicant is advised that the record of a patent application iz avaitable o the wb > aiter publination ¢
aup::caimﬁ funiess a non-publication reguest in comgiiance with 37 CFR 1.213{a} is made in the appiica“f\-“‘- of isauance
patent. Furtharmore, the record from an abandonad spplication may alss ba availatia o the pubiic if the application is
raferanned N g ;\‘mi:shm appiication or an ssued patent {see 37 UFF 1,14 Cnecks and aredit {,am authorization forms
FTG-2038 submitted for paymant purpases ars not reiained in the apglication e and therefors are not publicly svaiistle.
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LEGAL NAME OF INVERNTOR

vanion Nagarjuna Venna Crate {Optional) i
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Bignatare: R N
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Attornay Docket No.: 3884740004001
CTO/AIADY (06-12)
Approved for use tirough 31/31/2014, QM3 0651-0032
U.& Patent and Trademark Offive; U.S. DEPARTMENT OF COMMERCE
Under the Paperwark Redudtion Ant of 1895, no peraniis are cequired to respond to a coledtion of inforraatian untess it displays @ vatid OMB controt numyer,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76

Title of
invention JSEGURITY RISK MANAGEMENT

As the below named inventor, { hereby declare that:

This declaration [ X} The aitachad application, or
is directad o1

7
H

1 United States application or PCT intarnational application

number

filed on

The above-identified application was made or authorized to be made by me.

i believe that | am the original inventor or an oniginal joint inventor of a claimed invention in the application.

{ hereby acknowledgs that any wiliful iaise stalement made in this Seclaration is punishable under 18 U.8.C. 1001
by fing or imprisonment of not more than five {8) years, or bat

WARRNING:

Petitioner/appiicant is cautioned fo avoid submiiting personal information in documents filed in g patent application that may
contribtte to identity theft. Parsonal information such as social secunity numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTG-2038 subrmiited for payment purposes) is never required by the USPTO
to support a patition or an application. if this type of personatl infonmation is included in documents submitted to the USPTO,
petitioners/applicants shouid consider redacting such perscnal information from the documents before submitiing them to the
USPTO. Petitioner/applicant is advised that the record of & ;,a-.en ;appiicaiion is available {o the public after publication of the
application {inless a non-pubiication requast in compliance with 37 CFR 1.213(3) is made in the appfication) or isspance of a
patent. Furthermore, the record from an abandoned app"caiiw’ ma‘i aiso be avallabla to the public if the application is

referenced in a published application or an jssued patent (sse 37 CFR 1 M; Checks and credit card authorization {orms

kS

PT0-2038 submitted for payment purposes are not ratained in he applicatinn fle and therefore are not publicly avaiiable.

LEGAL NAME OF INVENTOR

Date (Optional}

inventor:  Stéphen Bover

Signature:

Note: An application d‘ata Sheet (PTOISBI 14 or equivalent), inclisding naming the entite invantive entity, must accompany this form
of must have haen pravicusiy fled, Use an adgditional PTQ/AIADT form for each agditiona! inventor.

This coliection of informetion s required by 35 UB.C. 115 and 37 UFR 183 The m‘om*amf) ts required W oblain ur ralzin 8 benefit by the public-which is o file
{ang by the USPTO v process) an agplicatio nfidentality is governed by 35 U.A.C. 122 and 37 TFR 141 and .14, This collection is sstimatad to take 1 minute
ta camplete, including gathering, preparing, and submiting the completes aﬂpl«s\at«”n io"“ ta the USDTf‘ Time W)xi vary degending upcn the individuat case. Any
comments an the amount of e you requirs 1n camplete this form and’or sug or reducing this burden, should be sent to the Chief infarmation Dfficer, 11.8.
Fatent and Trademdrk Office, U.8, Departrmant of Commiérce, PO, Sox 1450, r\,rexanu ia, VA 22313-1450, 8Q NC‘ SBEND FEES OR COMPLETED FORMS 7O
THIS ADDRESS. SEND TO: Commisgioner for Patents, £.Q. Box 1456, Alexandria, VA 22313-14560.

i you need assisianne in compisting Hie form, ealf 1.800-PTC-8159 and setect cotion 2.
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Attorney Docket No.: 38873-0004001
PTOAIADT {06-12)
Agpraved for use through 01312014, OMB 08510032
4.5, Patent anc Trademsark Office; U.S. DEPARTMENT OF COMMERCE
Under the Papsiwork Redution At of 1885, ro pemans are required to fespend ta a coliection of information uniess i displays a valic OMB control aumber,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

~w1

Title of
fnvention

SECURITY RISK MANAGEMENT

As the beiow named inventor, | heraby daclare thal:

Tris dectaration [ X} The attached application, of
s directed o
P United Siates application or PCT international application
number

filed on

The above-identified application was made or authorized 1o be made by me.

i believe that | am the origina! invenior or an ariginal jeint inventor of a claimed invention in the application.

| nereby acknowiadge ihat any williul false statement made in this dedlaration is punishable under 18 U.8.C. 1001
by fine or imprisenment of not mare than five {5} years, or both

WARNING:

Petitioner/appiicant is cautionead io avoid submitting personal information i documents filed in a patent application that may
coniribute to identity thaft. Personat information such as social secunty numbers, bank account numbers, or credit card numbers
{other than & check or credit card authorization form PTO-2038 submittad for payment purposes) is never required by the USPTO
io support a petition or an application. ¥ this type of personal information is included in documents submitted to the USPTO,
peiilionersfapplicants should consider radacting such parsonat infarmation from the documents before submitling them o the
USPTO. Petiicherfapplicant is advised that the record of a patent application is available to the public after publication of the
apglication {uriless a nos-pubfication reguest in compliancs with 37 CFR 1.213ta) is made in the application) or issuance of a
patent, Furthermore, the racord from an abandoned application may alsa be available o the public if the application is

referenced in a published application or ar issued patent {see 37 CFR 1.14). Chechs and credit card authorization forms
2TO-2038 submitted for payrment purposes are not retainad in the application file and theraiore are not publicly avaiiable.

LEGAL NAME OF INVENTOR

iInventor David Frinzeig Date {Optional) :
TN &4 2
Signature: 2 N

Note: An application data sheet (FTO/SB/14 or equivaleny), Including raging ine entire invantive entity, must accompany this fonm
or must have heen pravicusly filad. Use an additional PTO/AIAGT form for each additonal inventar.

This calleation of infarmation is fequired Sy 33 1,50, 115 and 37 QFR 1824, The information is required fo abiain or retain @ benefit by the public which is w© file
{and by the USPTO o proa an appiicaticn. Centidentiatily is governed by 35 U.8 . 122 and 37 CFR 1.11 ang 1.14. Tris collection is estimated to take 1 minute
to.complete, noluding gathering, preparing, 18 submitiing the somgleied appiisation farm 0 the USPTO. Time will vary dependiag upon the individua! cass. Any
commants on the amount of time vau feqsire 1 cumplete this form andior suggestions far reducing this surden, should be sent to the Chief information Officer, U8,
Patent and Trademark Office, 1.9, Dapartment of Commerce, PO, Box 1480, Alexandria, VA 22313-145C. OO NOT SEND FEES QR COMPLETED FORMS 70
TS ANDRESS. SEND TO: Commissioner for Patents, P.0O. Box 1430, Alexandria, VA 223131450,

¥ you need assistance in somplsiing 16 forr, oaf 1-800-FTO-3199 and sefect option 2.
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Attorney Docket No.: 38879-0004001

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : BitSight Technologies, Inc. Art Unit : Unknown
Serial No. : unknown Examiner : Unknown
Filed : September 9, 2013

Title : SECURITY RISK MANAGEMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

Please consider the reference listed on the enclosed PTO-SB-08 or Disclosure Form.
Non-patent literature is enclosed.

This statement is being filed with the application. Please apply any necessary charges or
credits to Deposit Account 06-1050, referencing the above attorney docket number.

Respectfully submitted,

Date: September 9, 2013 /Joel D. Couenhoven/
Joel D. Couenhoven
Reg. No. 68,848

Customer Number 26161
Fish & Richardson P.C.
Telephone: (202) 783-5070
Facsimile: (877) 769-7945

23085768.doc
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Fiing Date
Substitute for Form PTO-875 14/021 ,585 09/09/2013 D To be Mailed
ENTITY: [Jrarce [X] smaLL [] Micro

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
B Basic Fee N/A N/A N/A 70
(37 CFR 1.16(a), (b), or (c))
X] SEARCH FEE N/A N/A N/A 300
(37 CFR 1.16(K), (i), or (m))
m EXAMINATION FEE
(37 CFR 1.16(0). {p). or (q) N/A N/A N/A 360
TOTAL CLAIMS ) N
(37 CFR 1.16(i)) 31 minus 20 = 11 x 340 = 440
INDEPENDENT CLAIMS ) N
(37 CFR 1.16(h)) 2 minusa= |+ 0 x $210 = 0
If the specification and drawings exceed 100 sheets
] of paper, the application size fee due is $310 ($155
ASF;PCL;%?-TSN SIZE FEE for small entity) for each additional 50 sheets or
¢ 16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
[ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
P—
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL 1170
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
Z AMENDMENT PAID FOR
U Total (37 cFR ;
g 1.16( ¢ ’ Minus | ** = X $ =
=z Independent " Minus e
w 537 CFR 1.16(h)) = X $ =
<§E D Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()

TOTAL ADD’L FEE

(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
— AMENDMENT PAID FOR
v B vinus | - - xs -
> Independent " . e
N lber CER 1.16(h)) Minus = X $ =
Z | [ Appiication size Fee (37 CFR 1.16(s))
=
<C D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

TOTAL ADD’L FEE

LDRC
/EVA GILLIS/

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.

Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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