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(57) ABSTRACT

Techniques for malware domain detection using passive
Domain Name Service (DNS) are disclosed. In some
embodiments, malware domain detection using passive
DNS includes generating a malware association graph that
associates a plurality of malware samples with malware
source information, in which the malware source informa-
tion includes a first domain; generating a reputation score for
the first domain using the malware association graph and
passive DNS information; and determining whether the first
domain is a malware domain based on the reputation score
for the first domain.
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hostname type #update_time
wittdj.nylonparadies.info 0 2012-08-08 06:34:29
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MALWARE DOMAIN DETECTION USING
PASSIVE DNS

CROSS REFERENCE TO OTHER
APPLICATIONS

[0001] This application is a continuation of co-pending
U.S. patent application Ser. No. 13/778,001, entitled MAL-
WARE DOMAIN DETECTION USING PASSIVE DNS
filed Feb. 26, 2013 which is incorporated herein by reference
for all purposes.

BACKGROUND OF THE INVENTION

[0002] Malware is a general term commonly used to refer
to malicious software (e.g., including a variety of hostile,
intrusive, and/or otherwise unwanted software). For
example, malware is software used or created by attackers or
hackers to disrupt computer and/or computer network opera-
tion, steal proprietary information (e.g., confidential infor-
mation, such as identity, financial, and/or intellectual prop-
erty related information), and/or gain access to private/
proprietary computer systems and/or computer networks.
Malware can be in the form of code, scripts, active content,
and/or other software.

[0003] Malware includes computer viruses, worms, Trojan
horses, rootkits, key loggers, spyware, adware, and/or other
malicious programs. Malware typically does not refer to
simply defective software, which is software that has a
legitimate purpose but can include harmful bugs and/or
vulnerabilities that were not corrected before release of the
software. However, some malware is disguised as genuine
software and can come from an official company website.
For example, otherwise legitimate software can be improp-
erly packed with additional tracking software that gathers
user information without user permission.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Various embodiments of the invention are dis-
closed in the following detailed description and the accom-
panying drawings.

[0005] FIG. 1 is a functional block diagram illustrating
malware detection using clustering with malware source
information in accordance with some embodiments.

[0006] FIG. 2 is another functional block diagram illus-
trating malware detection using clustering with malware
source information in accordance with some embodiments.
[0007] FIG. 3 is a flow diagram illustrating malware
detection using clustering with malware source information
in accordance with some embodiments.

[0008] FIG. 4 is a directed graph diagram illustrating
malware detection using clustering with malware source
information in accordance with some embodiments.

[0009] FIG. 5A is a summary report for a cluster of a
malware sample associated with multiple hostnames and IP
addresses generated using clustering with malware source
information in accordance with some embodiments.

[0010] FIG. 5B is a hostname report for a cluster of a
malware sample associated with multiple hostnames and IP
addresses generated using clustering with malware source
information in accordance with some embodiments.

[0011] FIG. 6A is a summary report for a cluster of a single
source associated with malware sample variants generated
using clustering with malware source information in accor-
dance with some embodiments.

Feb. §, 2018

[0012] FIG. 6B is a hostname report for a cluster of a
single source associated with malware sample variants gen-
erated using clustering with malware source information in
accordance with some embodiments.

[0013] FIG. 7 is another flow diagram illustrating malware
detection using clustering with malware source information
in accordance with some embodiments.

[0014] FIG. 8 is another flow diagram illustrating malware
detection using clustering with malware source information
in accordance with some embodiments.

[0015] FIG. 9 is a functional block diagram illustrating
malware domain detection using passive Domain Name
Service (DNS) in accordance with some embodiments.
[0016] FIG. 10 is a directed graph diagram illustrating
malware detection using clustering with malware source
information and using passive Domain Name Service (DNS)
information in accordance with some embodiments.

[0017] FIG. 11 is flow diagram illustrating malware
domain detection using passive Domain Name Service
(DNS) in accordance with some embodiments.

[0018] FIG. 12 is another flow diagram illustrating mal-
ware domain detection using passive Domain Name Service
(DNS) in accordance with some embodiments.

DETAILED DESCRIPTION

[0019] The invention can be implemented in numerous
ways, including as a process; an apparatus; a system; a
composition of matter; a computer program product embod-
ied on a computer readable storage medium; and/or a
processor, such as a processor configured to execute instruc-
tions stored on and/or provided by a memory coupled to the
processor. In this specification, these implementations, or
any other form that the invention may take, may be referred
to as techniques. In general, the order of the steps of
disclosed processes may be altered within the scope of the
invention. Unless stated otherwise, a component such as a
processor or a memory described as being configured to
perform a task may be implemented as a general component
that is temporarily configured to perform the task at a given
time or a specific component that is manufactured to per-
form the task. As used herein, the term ‘processor’ refers to
one or more devices, circuits, and/or processing cores con-
figured to process data, such as computer program instruc-
tions.

[0020] A detailed description of one or more embodiments
of'the invention is provided below along with accompanying
figures that illustrate the principles of the invention. The
invention is described in connection with such embodi-
ments, but the invention is not limited to any embodiment.
The scope of the invention is limited only by the claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the invention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical
material that is known in the technical fields related to the
invention has not been described in detail so that the
invention is not unnecessarily obscured.

[0021] Malware is a general term commonly used to refer
to malicious software (e.g., including a variety of hostile,
intrusive, and/or otherwise unwanted software). For
example, malware is software used or created by attackers or
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hackers to disrupt computer and/or computer network opera-
tion, steal proprietary information (e.g., confidential infor-
mation, such as identity, financial, and/or intellectual prop-
erty related information), and/or gain access to private/
proprietary computer systems and/or computer networks.
Malware can be in the form of code, scripts, active content,
and/or other software.

[0022] Malware includes computer viruses, worms, Trojan
horses, rootkits, key loggers, spyware, adware, and/or other
malicious programs. Malware typically does not refer to
simply defective software, which is software that has a
legitimate purpose but can include harmful bugs and/or
vulnerabilities that were not corrected before release of the
software. However, some malware is disguised as genuine
software and can come from an official company website.
For example, otherwise legitimate software can be improp-
erly packed with additional tracking software that gathers
user information without user permission.

[0023] Various types of antimalware products are com-
mercially available that attempt to block or prevent infection
of computers and/or computer networks of various types of
malware. Example antimalware products include antivirus
(AV) software products (e.g., host based AV software) and
firewalls, such as security appliances that include firewalls
(e.g., next-generation firewall solutions from Palo Alto
Networks, Inc.). Such commercially available products are
commonly used by personal users and/or corporate users
(e.g., on their computing devices) as well as corporate
networks to attempt to protect such users and/or networks
from unauthorized access by other computer users and/or
infection and spreading of malware on such computing
devices and/or computer networks.

[0024] A variety of strategies are typically utilized by
antimalware products. Signature-based detection is an anti-
malware technique that generally involves searching for
known patterns of data within executable code (e.g., per-
forming a static analysis of the executable file(s) to deter-
mine whether the signature can be matched based on the
static analysis of the executable file(s)). Such signatures can
be generated for specific malware that has been previously
identified and analyzed (e.g., by a security analyst, who can
determine unique features files that can be statically detected
that can subsequently be used for signature-based detection
of that particular malware).

[0025] Itis also possible for a computer to be infected with
new malware for which no signature is yet known or
disseminated. To counter such so-called zero-day threats,
various non-signature based techniques, such as various
types of heuristic based techniques, can be used as an
attempt to identify potential malware. One type of heuristic
approach includes using generic signatures that can identify
new viruses or variants of existing viruses by looking for
known malicious code in files.

[0026] Another type of antimalware technique is some-
times referred to behavior analysis or dynamic analysis
techniques. For example, dynamic analysis techniques
attempt to predict what an executable file will do by running
it in a sandbox (e.g., a virtual environment (VM)) and
analyzing what it does within that sandbox to determine if it
performs any malicious or potentially malicious actions.
[0027] However, such non-signature based approaches
can fail to identify malware and/or can improperly identify
legitimate software as malware (e.g., also referred to as false
positives). Also, such non-signature based approaches can
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fail to determine if the potentially malicious software is a
variant of a known malware family. For example, merely
determining that a file is malware or potentially malicious
using such non-signature based approaches does not identify
whether that malware is a member of a particular malware
family (e.g., a variant of a known malware family that is a
member of such malware family).

[0028] Modern malware also often use several different
types of techniques to avoid detection and hide their core
functionality. For example, malware can use polymorphic
packers (e.g., a polymorphic packer is a software tool that
can roll up several kinds of malware into a single package,
such as an e-mail attachment, and also can provide the
ability to make its signature mutate over time, so it is more
difficult to detect and remove using typical antimalware
solutions) and/or other polymorphic or mutation related
techniques (e.g., custom packers). Also, the number of
different malware samples is continually increasing. Thus,
providing techniques for identifying malware and/or iden-
tifying that a malware variant is part of a particular malware
family presents significant challenges.

[0029] As discussed above, some antimalware approaches
focus on artifacts of the actual payload of a malware sample
to attempt to group malware samples together (e.g., identi-
fying strings in the binary or structure of malicious code).
However, polymorphic and custom packers hinder this effort
as also discussed above. Non-signature based anti-malware
techniques can sometimes detect such malware, but fail to
identify whether such malware is a member of a known
malware family as also discussed above.

[0030] In particular, certain malware can avoid traditional
antivirus (AV) detection and firewall blocking using various
approaches to evade existing anti-malware approaches. For
example, malware can be distributed in diversified geo-
locations, using different Internet Protocol (IP) addresses,
using fast changing domain names (e.g., different web
domains), varied file names, and/or different Uniform
Resource Information (URI) addresses. Also, malware can
be distributed using various re-packing (e.g., polymorphic
packing) techniques so that such malware contain different
payloads to avoid traditional AV detection approaches.
[0031] Thus, what are needed are techniques that can
detect malware that use such techniques to otherwise avoid
detection/blocking using existing approaches.

[0032] Accordingly, techniques for malware detection
using clustering with malware source information are dis-
closed. For example, using various techniques for malware
detection using clustering with malware source information
as disclosed herein can facilitate detection of malware by
identifying that such is malware by clustering with malware
source information.

[0033] In some embodiments, malware detection using
clustering with malware source information associates mal-
ware and malware samples based on IP, hostname/domain
(e.g., web domain), URI, border gateway protocol (BGP)
information, and/or various other source and related infor-
mation to determine associations between malware, mal-
ware families, and various sources of such malware and
malware samples, and are not limited to just a specific IP
relationship between sources of malware samples.

[0034] In some embodiments, malware detection using
clustering with malware source information includes gener-
ating a first cluster of source information associated with a
first malware sample, in which the first malware sample was
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determined to be malware, and the first malware sample was
determined to be downloaded from a first source; and
determining that a second source is associated with malware
based on the first cluster. In some embodiments, the first
cluster associates related Internet Protocol (IP) address
information and related domain information with the first
malware sample. In some embodiments, the first cluster is
generated using a searchable graph (e.g., directed graph) that
associates related Internet Protocol (IP) address information
and related domain information with the first malware
sample.

[0035] In some embodiments, malware detection using
clustering with malware source information further includes
generating a graph associating a plurality of source infor-
mation with the first malware sample to generate the first
cluster.

[0036] In some embodiments, malware detection using
clustering with malware source information further includes
generating a graph associating Internet Protocol (IP) address
related source information and domain (e.g., web domain)
related source information with the first malware sample to
generate the first cluster.

[0037] In some embodiments, malware detection using
clustering with malware source information further includes
generating a directed graph associating a plurality of source
information with the first malware sample to generate the
first cluster (e.g., indicating malware sample(s) “comes
from” with direction and/or without direction, including IP
resolution information to associated IP addresses with
domains).

[0038] In some embodiments, malware detection using
clustering with malware source information further includes
determining a second malware sample is malware based on
an association with the first cluster.

[0039] In some embodiments, malware detection using
clustering with malware source information further includes
determining a second malware sample is associated with the
first cluster, in which the second malware sample is deter-
mined to come from a third source that is associated with the
first cluster; and determining the second malware sample is
malware based on the determination that the second mal-
ware sample comes from the third source that is associated
with the first cluster.

[0040] In some embodiments, malware detection using
clustering with malware source information further includes
determining a domain (e.g., web domain) is associated with
a malware family based on an association with the first
cluster. In some embodiments, malware detection using
clustering with malware source information further includes
determining an Internet Protocol (IP) address is associated
with a malware family based on an association with the first
cluster.

[0041] In some embodiments, malware detection using
clustering with malware source information further includes
identifying new malware samples and, more specifically,
identifying that such malware is part of a particular malware
family. In particular, identifying that such malware is part of
a particular malware family provides additional information
to an information technology (IT), network, and/or security
admin(istrator) and a security vendor (e.g., knowing a
modus operandi of attackers can assist in defensive
responses to an attack). For example, certain malware fami-
lies can present more significant risks or threats to users
and/or enterprises, such as Zeus (e.g., also known as Zbot,
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is a malware toolkit that allows a cybercriminal to build their
own Trojan Horse, and, in particular, Zeus is a Trojan horse
that can be used to steal banking information by man-in-
the-browser keystroke logging and form grabbing, and was
first identified in July 2007 when it was used to steal
information from the United States Department of Trans-
portation, and it became more widespread in March 2009).
Thus, a security solution that can inform IT of an enterprise
that one or more of their devices was infected with malware
and/or attempted to download malware (e.g., Zeus is com-
monly delivered using drive-by-download techniques) that
is a member of the Zeus malware family can provide IT with
valuable information on how to respond based on the known
threats and/or risks associated with the Zeus malware family
(e.g., or other malware families that can pose similar or
different risks or threats).

[0042] In some embodiments, malware detection using
clustering with malware source information further includes
detecting zero-day malware samples. For example, zero-day
malware samples can include new malware and/or new
variants of a known malware family for which signatures
and/or rules were not previously generated for detecting
such zero-day malware samples. Thus, new signatures and/
or rules can then be generated for such detected zero-day
malware samples using various techniques described herein.
As an example, a security cloud service can then distribute
new rule(s) and/or signature(s) to security software and/or
security devices for detecting such new zero-day malware
samples, and/or generate alerts/notifications.

[0043] However, identifying malware domains can pres-
ent challenges to properly determine whether a domain
should be identified as a malware domain. Also, malicious
name servers can also present challenges to properly iden-
tifying malicious domains that are resolved to malware IP
addresses.

[0044] In particular, Domain Name Service (DNS), as a
distributed naming database, generally provides a mapping
of IP addresses with domain names. Attackers in various
malicious activities can exploit the DNS scheme. Existing
approaches attempt to use such DNS information to detect
malicious domains by extracting specific features of DNS
and applying machine-learning techniques (e.g., heuristic
and/or other machine learning techniques) based on the
extracted features. However, such existing approaches to
analyze DNS information are prone to false positives and/or
fail to identify certain malware domains.

[0045] What are needed are new and improved techniques
that can leverage the information in DNS to identify mali-
cious entities, such as malware domains.

[0046] In some embodiments, techniques for malware
detection using clustering with malware source information
can also be applied to detect malware domains using the
malware association graph (e.g., to facilitate identifying IP
addresses that have been frequently involved in malicious
activities) as described herein. In some embodiments,
domains are further evaluated using various passive DNS
techniques as described herein.

[0047] Insome embodiments, passive DNS (pDNS) infor-
mation is collected, in which DNS responses are collected
passively (e.g., by listening to DNS traffic) from distributed
sources (e.g., using passive DNS sensors). For example, the
passive DNS information can be analyzed and correlated
with other information, such as a malware association graph,
to identify malicious entities, such as malware domains.
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[0048] In some embodiments, domains reputations are
determined using passive DNS techniques as described
herein. In some embodiments, domain reputations are evalu-
ated by discovering relationships or associations with other
domains. In some embodiments, these relationships or asso-
ciations include common host IP, common name server,
and/or common originating session. For example, a domain
reputation score can be generated using various techniques
described herein (e.g., based on passive DNS information
and using a malware association graph that associates mal-
ware samples with malware source information including
domains), and if a DNS reputation score exceeds a thresh-
old, then the domain can be identified as a malware domain
(e.g., and malware samples from that domain can be iden-
tified as malware). Also, un-sanitized relations can introduce
false positives in detection, so a filter can be applied to filter
out relations between benign domains. Based on the sani-
tized relations, a reputation propagation mechanism can be
applied evaluate the reputation of unknown domains from
known domains. This approach can re-evaluate the reputa-
tion of domains given new data to maintain and improve
malware domain detection accuracy.

[0049] Accordingly, techniques for malware domain
detection using passive Domain Name Service (DNS) are
disclosed. In some embodiments, malware domain detection
using passive DNS includes generating a malware associa-
tion graph that associates a plurality of malware samples
with malware source information, in which the malware
source information includes a first domain; generating a
reputation score for the first domain using the malware
association graph and passive DNS information; and deter-
mining whether the first domain is a malware domain based
on the reputation score for the first domain. In some embodi-
ments, the reputation score is based at least in part on a
determination that the first domain resolves to a first Internet
Protocol (IP) address associated with a first cluster of the
malware association graph, and the first domain is deter-
mined to be a malware domain if the reputation score for the
first domain exceeds a threshold value. In some embodi-
ments, a first cluster of the malware association graph
associates related IP address information and related domain
information with a first malware sample. In some embodi-
ments, the malware association graph includes a searchable
directed graph that associates related IP address information
and related domain information with a first malware sample.
[0050] In some embodiments, malware domain detection
using passive DNS further includes determining that a bad
IP address (e.g., an IP address determined to be associated
with malware) resolves to one or more additional domain
addresses using passive DNS information.

[0051] In some embodiments, malware domain detection
using passive DNS further includes determining that the first
domain resolves to a first IP address (e.g., using passive
DNS information) associated with a first cluster of the
malware association graph.

[0052] In some embodiments, malware domain detection
using passive DNS further includes determining the first
domain is associated with malware based on a first cluster of
the malware association graph.

[0053] In some embodiments, malware domain detection
using passive DNS further includes generating a first cluster
of the malware association graph associating a plurality of
source information with a first malware sample, in which the
plurality of source information includes the first domain.
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[0054] In some embodiments, malware domain detection
using passive DNS further includes generating a first cluster
of the malware association graph associating IP address
related source information and domain related source infor-
mation with a first malware sample, in which the plurality of
source information includes the first domain.

[0055] In some embodiments, malware domain detection
using passive DNS further includes determining whether a
DNS name server is malicious (e.g., based on a reputation
score generated using passive DNS information).

[0056] In some embodiments, malware domain detection
using passive DNS further includes providing a DNS rela-
tion based approach to evaluate and/or update the reputation
of domains, as further described herein with respect to
various embodiments. For example, this approach can be
used to detect malware domains. As another example, this
approach can be used to track a history of malware domains
to provide a more comprehensive, up-to-date, and/or accu-
rate information of the involvement of domains in malicious
activities.

[0057] In some embodiments, malware domain detection
using passive DNS further includes providing multiple cat-
egories of features extracted from DNS data and public
information, and using these features in classification mod-
els to evaluate the reputation of IP addresses, as further
described herein with respect to various embodiments. For
example, this approach can improve the accuracy of the
relation graph (e.g., malware association graph that includes
relations among domains) among domains. As another
example, this approach can be used to detect malicious
activities associated with an IP address.

[0058] In some embodiments, malware domain detection
using passive DNS further includes providing a framework
that monitors different entities in DNS and evaluates the
reputations of such entities. For example, the framework can
improve the detection accuracy of malicious domains, and
the framework can also monitor the malicious activities
based on passive DNS information (e.g., passive DNS data),
as further described herein with respect to various embodi-
ments.

[0059] FIG. 1 is a functional block diagram illustrating
malware detection using clustering with malware source
information in accordance with some embodiments. As
shown, a security cloud service 102 is in network commu-
nication via the Internet 104 with various security devices
110, 112, and 114 (e.g., host-based or gateway/appliance/
server based firewalls and/or security appliances that include
firewall functionality, which can be located on the premises
of one or more customers of the security cloud service). In
some embodiments, the security cloud service 102 receives
malware samples (e.g., potential malware) from various
security devices 110, 112, and/or 114 via the Internet 104
and performs malware detection using clustering with mal-
ware source information. For example, the security cloud
service can attempt to determine one or more relationships
and, in particular, correlations between the received mal-
ware samples with malware source information using vari-
ous techniques described herein.

[0060] Forexample, the security cloud service can provide
for integration of such inline firewalls with the cloud by
making use of a customer’s on-premises firewalls in con-
junction with a cloud-based security analysis engine that can
deliver both protection and performance. The inline firewall
on one or more customer premises can capture unknown
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files and can perform inline enforcement (e.g., using signa-
ture detection and/or other techniques locally on the security
device) while maintaining high network throughput and low
latency. The analysis of unknown files, sometimes referred
to herein as malware samples, can then be offloaded to the
security cloud service that provides a secure cloud-based
engine to identify unknown malware and subsequently
deliver protections to all locations of the security cloud
service. The customer’s on-premises firewalls can be con-
figured to securely communicate with the security cloud
service (e.g., using secure communication protocols, such as
SSL, VPNs, and/or using other secure communication tech-
niques). An example security cloud service includes the
Wildfire® security cloud service provided by Palo Alto
Networks.

[0061] For example, when an inline firewall encounters an
unknown file, the file can be submitted to the security cloud
service along with various associated/source information,
such as download hostname, download URI/URL, down-
load application, download IP/port, victim’s IP/port, firewall
1P, geo-location information, and/or various other malware
source information. Such submissions of the potential mal-
ware samples can be provided manually or automatically
based on a security policy configured for each security
device and/or customer. In particular, the security cloud
service can utilize the received malware sample(s) and
associated/source information to perform malware detection
using clustering with malware source information as further
described herein.

[0062] In some embodiments, malware detection using
clustering with malware source information includes using a
security cloud service that collects and/or receives malware
samples (e.g., globally from various customers using AV,
firewall, and/or other security software and/or security
devices (e.g., an integrated security appliance that includes
firewall functionality and/or IPS/IDS functionality, and/or a
security gateway that includes firewall functionality and/or
IPS/IDS functionality). An example security cloud service
includes the Wildfire® security cloud service provided by
Palo Alto Networks. For example, such malware samples
can include various information associated with each of the
malware samples, such as a download hostname, download
URI/URL, download application, download IP/port, vic-
tim’s [P/port, firewall IP, and/or geo-location information.
The security cloud service can use such information to
generate a graph to then generate clusters to determine
relationships (e.g., correlations) based on such information
as further described herein with respect to various embodi-
ments. In some embodiments, the security cloud service
implements clustering algorithms using a clustering engine
to identify such correlations as further described herein. In
some embodiments, the security cloud service updates the
clustering periodically (e.g., hourly, daily, and/or based on
another time or event based trigger) with new sample/
domain feed (e.g., uploaded or retrieved malware sample
and associated information from various customers and/or
security devices).

[0063] In particular, using such techniques can reveal
interesting correlations among malware samples, download
domains/IPs, and visiting domains/IPs. For example, using
such techniques can reveal that the same malware samples
(e.g., malware samples that have the same hash value, using
an MDS5 hash or another hashing algorithm) can come from
different hostnames/IPs and/or geo-locations, and the same
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malware samples can also have different download URIs
and filenames. As another example, different malware
samples can come from the same hostname/IP and have
similar malicious behaviors. As yet another example, dif-
ferent malware samples can visit the same hostname/IPs
(e.g., visiting hostname/IP, referring to those hostname/IPs
that the malware sample attempts to communicate with,
such as to send information thereto and/or receive informa-
tion therefrom). Thus, as disclosed herein, malware detec-
tion using clustering with malware source information pro-
vides for malware sample clustering that can associate
various information associated with malware samples (e.g.,
domain, IP, hostname, geo-location, source—comes from
information, destination—communicates/connects to infor-
mation, and/or various other associations, relationships, or
other information) to reveal correlations that can be used to
identify new sources of malware (e.g., to identify new
domains/IPs that are associated with delivering malware),
verify that particular malware samples are malware (e.g., to
detect new malware), and/or determine malware samples to
be associated with certain malware families (e.g., to detect
new variants of particular malware families). Thus, as dis-
closed herein, a clustering framework can be used to detect
malware even when the malware samples are distributed
(e.g., from different domains, IPs, and/or geo-locations),
polymorphic, zero-day threats (e.g., new malware that was
previously undetected), and/or using various detection
avoidance techniques that would otherwise evade traditional
AV detection and/or firewall blocking approaches.

[0064] In some embodiments, malware detection using
clustering with malware source information includes clus-
tering malware samples based on one or more of the
following relationships or associations: (1) malware
sample—source domain/IP; (2) malware sample—visiting
domain/IP; and (3) source domain—hosting malware
samples. In some embodiments, malware detection using
clustering with malware source information includes gener-
ating a cluster of malware samples that identifies new
malicious hostnames/IPs from known malware samples
related information. In some embodiments, malware detec-
tion using clustering with malware source information
includes generating a cluster of malware samples that iden-
tifies new malware samples from previous domain/malware
sample interaction(s), without requiring use of AV engine
detection or behavior analysis techniques. For example,
these techniques can be used to detect and block zero-day
malware samples, and the security cloud service can then
distribute new rule(s) and/or signature(s) to security soft-
ware and/or security devices for detecting such new zero-
day malware samples.

[0065] FIG. 2 is another functional block diagram illus-
trating malware detection using clustering with malware
source information in accordance with some embodiments.
As shown, a security cloud service 202 is in communication
with one or more security devices, including security device
220, via the Internet 218. The security device 220 includes
a firewall 224 (e.g., an inline firewall) and potential malware
samples 222. For example, the potential malware samples
222 can include potential malware samples that the security
device 220 could not determine whether such are malware
and/or the malware family associated with such samples. As
similarly discussed above, such potential malware samples
222 can be sent to the security cloud service 202 for further
analysis. In some embodiments, the security cloud service
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can also include known malware samples and associated
source information to populate or seed a graph and periodi-
cally update a graph to facilitate correlations between mal-
ware samples/variants and source information as further
described herein. As also shown, the security cloud service
includes a processor(s) 204, malware samples 208 received
from various security devices including security device 220,
a clustering engine 212, graph 214 (e.g., for graphing
malware samples with malware source information using
various techniques described herein), and a signature engine
216 (e.g., for automatically generating new signatures/rules
for newly detected malware, such as zero-day malware
threats). As further described herein with respect to various
embodiments, the security cloud service 202 performs mal-
ware detection using clustering with malware source infor-
mation. For example, the security cloud service can attempt
to determine one or more relationships between the received
malware samples with malware source information using
various techniques described herein.

[0066] As also shown, an [T/security admin can use a
computing device 230 (e.g., desktop computer, workstation,
laptop, tablet, smart phone, and/or other computing device)
to communicate with the security cloud service 202 via a
communication 232 through the Internet 218 or through a
local communication 234. For example, an IT/security
admin can use a computing device 230 to send a potential
malware sample for further analysis to the security cloud
service 202. As another example, an [T/security admin can
use computing device 230 to access the graph data 214
stored (e.g., in a data store, such as a database) on the
security cloud service 202.

[0067] FIG. 3 is a flow diagram illustrating malware
detection using clustering with malware source information
in accordance with some embodiments. At 302, a security
device sends a potential malware sample to a security cloud
service. At 304, the security cloud service receives the
potential malware sample. Whether the potential malware
sample is a known sample (e.g., has been previously ana-
lyzed and results of that prior analysis have been cached or
stored by the security cloud service) is determined at 306.
For example, files can be matched by various comparison
techniques (e.g., using hashes, such as an MDS5 based hash
or other hashing or file comparison techniques). If the
potential malware sample was already/previously analyzed
by the security cloud service, then the previously determined
result is provided at 308. Otherwise, processing proceeds to
310 to generate a graph of malware source information
provided with the malware sample. At 312, clustering of the
malware source information with the malware sample(s) is
performed using a clustering engine. At 314, malware detec-
tion using clustering with malware source information is
performed. At 316, whether the malware sample is malware
is determined (e.g., using clustering with malware source
information in accordance with various techniques
described herein). In some embodiments, new sources (e.g.,
hostnames, IPs, and/or domains) of malware can also be
determined using clustering with malware source informa-
tion in accordance with various techniques described herein.
In some embodiments, new visiting entities (e.g., host-
names, IPs, and/or domains) of malware can also be deter-
mined using clustering with malware source information in
accordance with various techniques described herein. At
318, a new signature and/or rule is automatically generated
if the malware sample was determined to be new malware
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(e.g., zero-day threat or previously undetected malware for
which a signature/rule does not already exist for detecting
that particular malware, which can be a new type of malware
or a new variant of a known malware family). In some
embodiments, the results for the potential malware sample
are cached or stored by the security cloud service (e.g., to
avoid having to repeat the analysis of a later submission of
an identical malware sample from another security device
and to maintain a collection of known, previously analyzed
malware samples).

[0068] FIG. 4 is a directed graph diagram illustrating
malware detection using clustering with malware source
information in accordance with some embodiments. In some
embodiments, malware detection using clustering with mal-
ware source information includes identifying malware, IP
addresses associated with malware (e.g., malware IP),
domains (e.g., web domains) associated with malware (e.g.
malware domains), new malware variants associated with a
known malware family, and/or botnets using a graph (e.g., a
directed graph) to generate malware clusters as described
herein with respect to various embodiments. For example,
malware, malware IPs, and malware domains that come
from the same botnet or same entities can be determined to
be related. In particular, these relationships can be used to
identify new malware, malware domains and malware IPs.
As an example, a domain can be determined to be a malware
domain if it serves malware, a malware sample (e.g., an
executable file) can be determined to be malware if it comes
from a malware domain, an IP address can be determined to
be a malware IP if a malware domain resolves to that IP
address, and so forth based on such relationships that can be
determined based on clustering generated using a graph
(e.g., a directed graph) as described herein with respect to
various embodiments. Using such techniques, more mal-
ware samples, malware IPs, and malware domains can be
identified through such graph and clustering techniques.

[0069] In some embodiments, malware detection using
clustering with malware source information includes gener-
ating a directed graph to identify malware clusters as
described herein with respect to various embodiments. In
some embodiments, malware samples, domains, and IP
addresses (IPs) are represented as nodes in the directed
graph, and edges represent relationships or associations
between the nodes. Through graph traverse techniques, new
malware, malware domains, malware IPs, and malware
family relationships can be determined as further described
herein with respect to various embodiments. For example,
open source graph traversal libraries from Apple and/or
other graph traversal packages can be used to implement the
graph traversal techniques described herein. Also, malware
samples, malware domains, and malware IPs can similarly
be clustered for the same botnet (e.g., or gang) using the
various techniques described herein with respect to various
embodiments.

[0070] Referring to FIG. 4, a directed graph is generated
based on various malware samples and associated malware
source information. As shown, a malware sample A 402
downloads malware sample B 404. Malware sample B 404
visits IP address A.B.C.D 406. Malware sample A 402
comes from domain GHI.COM 408. Malware sample D 410
comes from domain GHI.COM 408. Malware sample A 402
visits domain JKL..COM 412. Malware sample A 402 also
comes from domain ABC.COM 414. Malware sample C 416
comes from domain ABC.COM 414. Domain ABC.COM
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414 resolves to IP E.F.G.H 418. Domain DEF.ORG 420 also
resolves to IP E.F.G.H 418. Malware sample E 422 comes
from domain DEF.ORG 420. As shown, a cluster 450
includes malware samples, malware domains, and malware
IPs that are determined to be associated using various
techniques described herein. In this example, domain GHI.
COM 408 can be assumed to be a known malware domain
such that using this information regarding malware domain
GHI.COM 408, cluster 450 can be generated to identify new
malware, new malware domains, and new malware IPs
based on comes from, and resolves to relationships as shown
in which correlations between malware samples with
domains and IPs can be determined.

[0071] As similarly discussed above, certain malware
samples, which have the same hash value, can come from
different hostnames, different IPs, and different geo-loca-
tions. Also, certain malware samples can have different
download URIs and/or filenames. In some cases, different
malware samples can come from the same domain (e.g.,
hostname/web domain), same IP, and such malware samples
can have similar malicious behaviors (e.g., detected using
behavioral analysis or similar techniques). Based on various
associations or relationships, a malware sample/domain/IP
clustering framework is implemented to perform malware
detection using clustering with malware source information.
In some embodiments, the framework clusters or groups
domains, IPs, and samples; discovers the correlations among
malware domains and IPs; determines new malware
domains and IPs from previous sample information; deter-
mines new malware samples from previous domain/sample
interaction(s), and such can be provided without requiring
AV engine detection or behavior analysis; and help to
identify new malware samples.

[0072] FIG. 5A is a summary report for a cluster of a
malware sample associated with multiple hostnames and IP
addresses generated using clustering with malware source
information in accordance with some embodiments. As
shown, the summary report is for a cluster for the same
malware sample (e.g., a sample with a particular MDS hash,
such as OebcdbfOaSel72aa293214deb49d7cb0) that is asso-
ciated with diversified/different domains and IPs. In particu-
lar, this malware sample was determined to be associated
with 9 different hostnames (e.g., domains or web domains),
7 different URIs, 6 different IP addresses and 4 different
countries.

[0073] FIG. 5B is a hostname report for a cluster of a
malware sample associated with multiple hostnames and IP
addresses generated using clustering with malware source
information in accordance with some embodiments. As
shown in the hostname report, the malware sample was first
received on Aug. 3, 2012 from www.wrango.so and was
subsequently received from various different hostnames. For
example, assuming that the malware sample is determined
or known to be malware, then domains that were previously
not known to be associated with malware (e.g., malware
domains) can be determined when such a new domain is
associated with downloading this malware sample (e.g., a
new domain wittdj.nylonparadies.info that provides the mal-
ware sample can be determined to be a malware domain
even if it is the first time that this domain has been observed
by the cloud security service).

[0074] FIG. 6A is a summary report for a cluster of a
single source associated with malware sample variants gen-
erated using clustering with malware source information in
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accordance with some embodiments. FIG. 6B is a malware
sample variants report for a cluster of a single source
associated with malware sample variants generated using
clustering with malware source information in accordance
with some embodiments. As shown in FIG. 6B, the summary
report is for a cluster of a single source (e.g., host 77.81.
240.156) that is provides six malware sample variants (e.g.,
with different hash values, filenames, URIs, etc.). In par-
ticular, when an AV engine and/or behavior blocking engine
scans such malware sample variants, the result can be
different virus names are detected/identified and/or such
may not even be able to detect that such is malware (e.g.,
68bbecb2eca706469cf6612275627133 may not be detect-
able using such existing AV and/or behavior blocking tech-
niques as it is a new variant that was not previously detected
and/or exhibits new behaviors that evade detection). How-
ever, from the sample/domain correlation, the new malware
sample variant can be determined to be malware and these
six malware variants can be determined to belong to the
same malware family (e.g., a variant of the Zbot family, or,
in some cases, another malware family) using the various
techniques described herein with respect to various embodi-
ments.

[0075] In some embodiments, malware detection using
clustering with malware source information includes per-
forming a clustering algorithm (e.g., using a clustering
engine) to discover sample/domain correlations. In some
embodiments, the clustering algorithm includes a recursive
algorithm to find all the samples and domains from a
database (e.g., graph data stored in a database) that are
correlated. An example pseudo code algorithm is reproduced
below.

For hostname in host__pool:
call cluster(hostname, cluster_id)
cluster__id++

Function cluster(host__A, cluster_id)

Add host__A to cluster[cluster__id]
Remove host__A from host_pool
Sample_ List = Find all samples from host__A in Database
For Sample_S in Sample_ List:
Add Sample_S to cluster[cluster_id]
Host__List = Find all hostnames provide Sample__S in
Database
For Host__B in Host_ List:
Call cluster(Host_ B, cluster_id)

[0076] FIG. 7 is another flow diagram illustrating malware
detection using clustering with malware source information
in accordance with some embodiments. At 702, a potential
malware sample is received (e.g., at a security cloud ser-
vice). At 704, generating a first cluster of source information
associated with a first malware sample is performed (e.g.,
generating a cluster in a graph, such as a directed graph,
using various techniques described herein), in which the first
malware sample was determined to be malware, and the first
malware sample was determined to be downloaded from a
first source. At 706, determining that a second source is
associated with malware based on the first cluster is per-
formed. At 708, a responsive action is performed (e.g., a new
signature can be generated for new malware, and/or an alert
and/or notification to a security vendor, I'T/security admin,
user, and/or other person or entity associated with the
submitted potential malware sample can be generated if new
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malware was detected, a new malware source was identified,
and/or a new malware visited entity was identified, and/or
other relationships or new malware related information was
identified).

[0077] FIG. 8 is another flow diagram illustrating malware
detection using clustering with malware source information
in accordance with some embodiments. At 802, a plurality of
malware samples and associated malware source informa-
tion are received (e.g., at a security cloud service). At 804,
generating a directed graph of the malware samples and
associated source information is performed using various
techniques described herein. At 806, generating one or more
malware clusters of the malware samples and associated
source information is performed using various techniques
described herein. At 808, determining that a malware sample
is malware based on an association with a cluster is per-
formed. At 810, determining that a domain (e.g., a web
domain) is associated with malware based on an association
with a cluster is performed. At 812, determining that an IP
address is associated with malware based on an association
with a cluster is performed.

[0078] In some embodiments, malware domain detection
using passive Domain Name Service (DNS) techniques are
provided as further described herein. In some embodiments,
passive DNS information can be collected, correlated, and
analyzed to detect malware domains. In some embodiments,
passive DNS information can be collected, correlated, and
analyzed to determine relationships and associations among
various entities in DNS (e.g., IP addresses, domains, BGP
prefixes, ASs, DNS name servers, and/or other entities) so
that malicious activities (e.g., including potentially mali-
cious activities) can be detected by analyzing passive DNS
data, as further described below with respect to FIG. 9.
[0079] FIG. 9 is a functional block diagram illustrating
malware domain detection using passive Domain Name
Service (DNS) in accordance with some embodiments. As
shown, a passive DNS (pDNS) database 910 is provided.
The pDNS database 910 stores various passive DNS and
public DNS information received from various sources,
including passive DNS (pDNS) collectors 902 and 904 and
external information crawler 906. In particular, the pDNS
database 910 includes DNS resource records that include
domain to IP mapping information 912, Whois information
914, geographical IP information 916 (e.g., geo-based loca-
tions of IP addresses), and various other passive DNS and
public DNS information 918 (e.g., DNS name servers and/or
other DNS related information). As shown, this passive DNS
information (e.g., passive DNS data stored in the pDNS
database 910) can be used to generate and/or update domain
reputations using reputation engine 920, which can generate/
update reputations for IP addresses 930, domains 932, DNS
Name Servers (NS) 934, Border Gateway Protocol (BGP)
prefixes 936, and autonomous systems (AS) 938, as further
described herein with respect to various embodiments.
[0080] In some embodiments, the pDNS collectors 902
and 904 collect and send DNS responses to pDNS DB 910,
which stores the DNS resource records (RRs) (e.g., in the
format of a tuple (of RR name, RR type, IP, Name Server
(NS), Time To Live (TTL)) and the source of the records) in
the responses. In some embodiments, the external informa-
tion crawler 906 retrieves information (e.g., periodically)
from external sources. For example, this information can
include WHOIS information about the domains, BGP pre-
fixes, AS, and geo-location information about the IPs, and/or
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various other information as shown. Using the information
in the pDNS DB 910, various techniques for generating
reputation scores for each entity (e.g., IP 930, domain 932,
NS 934, BGP prefix 936, and AS 938) can be provided as
further described herein with respect to various embodi-
ments. For example, the generated reputation scores can also
be updated (e.g., periodically and/or based on event trigger
(s)) to reflect the information update on such entities. In
some embodiments, a domain is identified as a malware
domain using a reputation threshold for the domain (e.g., a
domain is deemed a malware domain if a calculated repu-
tation score for the domain exceeds a threshold value).

[0081] In some embodiments, malware domain detection
using passive DNS further includes providing a DNS rela-
tion based approach to evaluate and/or update the reputation
of'domains. For example, this approach can be used to detect
malware domains. As another example, this approach can be
used to track a history of malware domains to provide a
more comprehensive, up-to-date, and/or accurate informa-
tion of the involvement of domains in malicious activities.
In some embodiments, malware domain detection using
passive DNS further includes providing, for example, mul-
tiple categories of features extracted from DNS data and
public information, and using these features in classification
models to evaluate the reputation of IP addresses, as further
described herein with respect to various embodiments. For
example, this approach can improve the accuracy of the
relation graph among domains. This approach can also be
used to detect malicious activities associated with an IP
address.

[0082] In some embodiments, malware domain detection
using passive DNS further includes a framework as shown
in FIG. 9 that monitors different entities in DNS and
evaluates the reputations of these entities. For example, the
framework can improve the detection accuracy of malicious
domains, and the framework can also monitor the malicious
activities based on passive DNS information (e.g., passive
DNS data), as further described herein with respect to
various embodiments. In some embodiments, the framework
shown in FIG. 9 is implemented using a security cloud
service, such as shown in and described above with respect
to FIGS. 1 and 2.

[0083] In some embodiments, reputation generation using
reputation engine 920 performs various techniques to gen-
erate/update reputations, such as described below. In some
embodiments, a reputation generation framework is pro-
vided to evaluate/update the reputation for each DNS related
entity (e.g., IP addresses 930, domains 932, NSs 934, BGP
prefixes 936, and AS 938), such as shown in FIG. 9. For
example, the reputation score can be used to identify mal-
ware domains (e.g., and/or potentially malicious domains)
based on reputation and/or to track the maliciousness of a
domain in a timely manner. As an example, two approaches
can be used to evaluate the reputation of a domain, namely
a DNS relation-based approach and a classification-based
approach. Unlike existing machine-learning based
approaches, the techniques described herein can leverage the
DNS relation-based approach to detect malicious domains
and cross-validate/correlate with the classification based
approach. In particular, applying two different approaches to
cross-validate the reputation of a domain improves the
accuracy of the evaluation (e.g., decreases false positives
and increases identification of malicious and/or potentially
malicious domains).
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[0084] In some embodiments, a DNS relation based
approach is provided as described herein. The DNS relation
based approach leverages the DNS RRs (e.g., stored in the
pDNS DB 910) to discover relationships (if any) between
two or more domains. The discovered relationships among
domains can be used to construct a DNS relation graph
and/or extend a malware association graph, such as further
described below with respect to FIG. 10 (e.g., a malware
association graph can be used to seed a graph that can be
extended or expanded and clusters can be grown using the
various techniques described herein). Using this graph, a
reputation of new domains can be automatically determined
based on associations or relationships with other nodes in
the graph that have known reputations. For example, a new
domain that has a relationship with a known malware IP
address, such as if the new domain is known to resolve to
that IP address, then the new domain can be determined to
be a malware domain and/or a reputation score input can be
generated to increase the maliciousness risks associated with
the new domain.

[0085] In some embodiments, a DNS relation based
approach includes relation discovery, relation sanitization,
propagation of reputation, and update of reputation, as
described in more detail below.

[0086] In some embodiments, relation discovery is pro-
vided as follows. Several types of relations are used to
connect two domains (e.g., form an edge in a relation graph)
based on the information in pDNS, such as described below
with respect to FIG. 10. For example, if domain A and
domain B are mapped to the same IP, then these domains can
be deemed related. If domain A and domain B are hosted by
the same name server (NS), then these domains can be
deemed related. As another example, if domain A and
domain B are originated from the same session (e.g., domain
A and domain B are in two DNS responses that are from the
same source and are within a short time period), then these
domains can be deemed related. Accordingly, different types
of relationships can form different types of edges in the
graph (e.g., DNS relation graph and/or malware association
graph) as further described herein.

[0087] In some embodiments, relation sanitization is pro-
vided as follows. Certain types of relationships can intro-
duce false positives (e.g., falsely related domains). For
example, an IP used for domain hosting or domain parking
or a Content Delivery Network (CDN) can cause all the
domains mapped to that IP to be considered as related. To
filter out such invalid relationships, a filtering approach to
identify IP/name server that are used for web hosting/
domain parking/CDN can be applied. Given an IP/name
server, all the mapped domains can be identified by querying
pDNS DB. If a number of mapped domains suggest the
IP/name server may be used for web hosting, then the
content of the mapped domains can be retrieved to compare
the similarity among the contents to confirm the usage of the
IP/name server. For example, low similarity can be used to
determine that such is a web hosting/CDN, and high simi-
larity can be used to determine that such is domain parking.
[0088] Insome embodiments, propagation of reputation is
provided as follows. Given a domain relationship graph
(e.g., a domain relationship graph can be just based on
domain relationships as described with respect to FIG. 9,
and/or a domain/DNS relation graph can extend a graph as
further described below with respect to FIG. 10, also
referred to herein as a malware association graph), a repu-
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tation propagation algorithm is provided to propagate the
reputation score from a known reputation domain(s) to an
unknown reputation domain(s). For example, the reputation
propagation algorithm can assign different damping factors
to different types of edges in the graph (e.g., as different
types of edges can be formed by different relationships that
can imply different confidence levels based on such different
relationships as discussed above). As an example, given an
unknown domain that is connected to known domain(s) via
path(s), its propagated reputation can be provided by the
weighted average of all the reputations of known domains
multiplied by the damping factors along the path. For
example, “foo.com” can be resolved to one IP and has one
name server (NS). All the connections/relations: (a) it is
mapped to the same IP as “a.com”, the damping factor for
this relation is 0.9, the total weight for this relation is 0.5; (b)
it has the same name server as “a.com” and “b.com”, the
damping factor for this relation is 0.8, the total weight for
this relation is 0.4; (¢) it’s IP belongs to the same BGP prefix
with “c.com”, “a.com”, “b.com” and“d.com”, the damping
factor in this relation is 0.2, the total weight for this relation
is 0.05; (d) it’s IP belongs to the same AS as “a.com”,
“b.com” and “c.com”, the damping factor for this relation is
0.3, the total weight for this relation is 0.05. In total, it is
related to 4 different domains in 10 relations. As a result, it’s
weighted score can be calculated using the following: sum
(type_weight*score_of_each_type_of_relation). For each
type, score_ecach_type_of_relation=sum(damping
factor*relation_in_this_type). As would now be apparent to
one of ordinary skill in the art, various weighted average
techniques using various other factors (e.g., damping fac-
tors) can similarly be applied to perform such reputation
propagation algorithm techniques as described herein.

[0089] In some embodiments, update of reputation is
provided as follows. When the reputation of a domain is
modified based on external information, the reputation of
related domains is updated.

[0090] In some embodiments, a classification based
approach is provided as described herein. In particular, the
classification based approach calculates the reputation of an
unknown domain based on a set of features. For example,
these features can be summarized into three categories: 1)
temporal-based features; 2) location-based features: and 3)
record-based features.

[0091] In some embodiments, a classification based
approach is provided to generate reputations for IP addresses
using passive DNS data. Unlike existing approaches that are
based on evidence of malicious activities observed in an IP
to evaluate reputation, techniques described herein use, for
example, three categories of new features using DNS data
and public information, such as WHOIS and Geo-IP related
information. For example, a mapped domains category
focuses on the set of domains hosted on an IP. This set can
be obtained from the pDNS DB 910. As an example, features
can include: 1) the number of the domains; 2) the weighted
reputation of the domains; and 3) the diversity of domains.
The diversity of domains can be measured in terms of
diversity of domain names, diversity of the page content of
the domains, and/or diversity of the functionality of the
domains. For example, a register and Geo-IP information
category leverages the external information about an IP
(e.g., register information and Geo-IP information). As an
example, features can include: 1) commercial used IP or
residential used IP (e.g., residential used IPs are normally

Black Kite Ex. 1006, Page 23 of 26



US 2018/0041521 Al

not intended for web hosting); 2) Geo-location (e.g., country
and/or region) of the IP (e.g., IP has a poor reputation if it
is located in a region that is frequently involved in malicious
activities); and 3) owner information of the IP (e.g., the
Internet Service Provider (ISP)). For example, a topology
information category can include: 1) the number of BGP
prefixes that include the IP; and 2) the number of AS that
include and/or are related to the IP. In some embodiments,
by applying various machine learning techniques (MLT) on
these features, reputation for each IP address is generated
(e.g., random forest, support vector machine (SVM), and/or
other MLT and/or heuristic techniques can be used).
[0092] In some embodiments, name server reputations are
generated using the reputation engine 910. For example,
reputations for name servers in DNS are generated and/or
updated using various techniques described herein. For
example, a reputation for a name server can be calculated as
a weighted average of all the domain names resolved by the
name server.

[0093] In some embodiments, BGP prefix reputations and
AS reputations are generated using the reputation engine
910. For example, a reputation of a BGP prefix or an AS can
be provided by an aggregation of the reputation of its
element. More specifically, the reputation of a BGP prefix
can be aggregated from the IPs in the prefix. The reputation
of an AS can be aggregated from the BGP prefixes origi-
nated by the AS.

[0094] FIG. 10 is a directed graph diagram illustrating
malware detection using clustering with malware source
information and using passive Domain Name Service (DNS)
information in accordance with some embodiments. The
malware association graph shown in FIG. 10 is similar to the
malware association graph of FIG. 4 but is extended using
passive DNS information using various techniques
described herein. In particular, passive DNS information
includes information that new domain MNO.ORG 1002 also
resolves to IP E.F.G.H 418, such that the malware associa-
tion graph can be extended to include the resolves to
relationship between domain MNO.ORG 1002 resolves to
1P E.F.G.H 418 as shown. For example, if IP E.F.G.H 418 is
known or determined to be a bad IP address (e.g., associated
with malware, such as using various techniques described
herein based on the association of the IP address with the
cluster 450), then based on this passive DNS information
that domain MNO.ORG also resolves to this bad IP address,
the domain MNO.ORG 1002 can be determined to be a
malware domain and/or this can be an input to the domain
reputation for the domain MNO.ORG 1002 using various
techniques described herein. If the domain MNO.ORG 1002
is determined to be a malware domain (e.g., reputation score
for the domain exceeds a threshold using various techniques
described herein), then the malware group or cluster 450 can
be extended to include the domain MNO.ORG 1002. Also,
given that domain MNO.ORG 1002 and domain DEF.ORG
420 are mapped to the same IP EF.G.H 418, then these
domains can also be deemed to be related as shown.

[0095] As will now be apparent, various other DNS rela-
tionships can be determined using passive DNS information
to extend the directed graph shown in FIG. 10 as described
herein with respect to various embodiments. Thus, using
passive DNS information can facilitate an accurate growth
of malware groups/clusters (e.g., the malware group/cluster
450) to include domains that are determined to be associated
malware domains using various techniques described herein.
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[0096] In some embodiments, using various techniques
described herein, passive DNS information can facilitate
identification of bad DNS name servers. For example, bad
name servers or malicious name servers can refer to name
servers that are determined to resolve malware domains to
malware IPs (e.g., each name server can also have its own
reputation score, such as score=sum(domain_reputation_
score)/number_of_domains)).

[0097] Thus, a malware association graph can be extended
or grown using various passive DNS techniques described
herein. For example, as described herein, if domain A and
domain B are mapped to the same IP, then these domains can
be deemed related and edges representing such a relation-
ship can be provided in the graph (e.g., as shown in FIG. 10
with respect to domains 420 and 1002 mapping to the same
1P 418). If domain A and domain B are hosted by the same
name server (NS), then these domains can be deemed related
and edges representing such a relationship can also be
provided as an edge relationship between such nodes in the
graph. If domain A and domain B are originated from the
same session (e.g., domain A and domain B are in two DNS
responses that are from the same source and are within a
short time period), then these domains can be deemed
related and edges representing such a relationship can be
provided in the graph. Accordingly, different types of rela-
tionships can form different types of edges between respec-
tive nodes in the malware association graph, which can then
be used to facilitate malware domain detection using passive
DNS using techniques described herein in accordance with
various embodiments.

[0098] FIG. 11 is flow diagram illustrating malware
domain detection using passive Domain Name Service
(DNS) in accordance with some embodiments. At 1102, a
potential malware sample is received (e.g., at a security
cloud service that performs malware domain detection using
passive DNS data). At 1104, generating a malware associa-
tion graph that associates a plurality of malware samples
with malware source information is performed, in which the
malware source information includes a first domain. At
1106, generating a reputation score for the first domain using
the malware association graph and passive DNS information
is performed. At 1108, determining whether the first domain
is a malware domain based on the reputation score for the
first domain is performed.

[0099] FIG. 12 is another flow diagram illustrating mal-
ware domain detection using passive Domain Name Service
(DNS) in accordance with some embodiments. At 1202,
generating a directed graph of the malware samples and
associated source information is performed. At 1204, gen-
erating one or more malware clusters of the malware
samples and associated source information is performed
(e.g., using clustering engine of a security cloud service that
performs malware domain detection using passive DNS
data). At 1206, generating a first cluster of the malware
association graph associating IP address related source infor-
mation and domain related source information with a first
malware sample is performed, in which the plurality of
source information includes a first domain. At 1208, deter-
mining that a bad IP address (e.g., an IP address determined
to be associated with malware) resolves to one or more
additional domain addresses using passive DNS information
is performed. At 1210, determining that the first domain
resolves to a first IP address associated with the first cluster
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of the malware association graph is performed. At 1212,
determining whether a name server is malicious is per-
formed.

[0100] Although the foregoing embodiments have been
described in some detail for purposes of clarity of under-
standing, the invention is not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive.

What is claimed is:

1. (canceled)

2. A system for malware domain detection using passive
Domain Name Service (DNS), comprising:

a processor configured to:

generate a malware association graph that associates a
plurality of malware samples with malware source
information, wherein the malware source informa-
tion includes a first domain;

generate a first cluster of the malware association graph
associating Internet Protocol (IP) address related
source information and domain related source infor-
mation with a first malware sample; and

determine whether a DNS name server is malicious
based on the first cluster; and

a memory coupled to the processor and configured to

provide the processor with instructions.

3. The system recited in claim 2, wherein the processor is
further configured to:

generate a reputation score for the first domain using the

malware association graph and passive DNS informa-
tion, wherein the reputation score is based at least in
part on a determination that the first domain resolves to
a first Internet Protocol (IP) address associated with the
first cluster in the malware association graph, and
wherein the first domain is determined to be a malware
domain if the reputation score for the first domain
exceeds a threshold value.

4. The system recited in claim 2, wherein the first cluster
of the malware association graph associates related Internet
Protocol (IP) address information and related domain infor-
mation with a first malware sample.

5. The system recited in claim 2, wherein the malware
association graph includes a searchable directed graph that
associates related Internet Protocol (IP) address information
and related domain information with a first malware sample.

6. The system recited in claim 2, wherein the processor is
further configured to:

determine that a bad Internet Protocol (IP) address

resolves to one or more additional domain addresses

using passive DNS information.

7. The system recited in claim 2, wherein the processor is
further configured to:

determine that the first domain resolves to a first Internet

Protocol (IP) address associated with the first cluster of

the malware association graph.

8. The system recited in claim 2, wherein the processor is
further configured to:

determine that the first domain is associated with malware

based on the first cluster of the malware association

graph.

9. A method of malware domain detection using passive
Domain Name Service (DNS), comprising:

11
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generating a malware association graph that associates a
plurality of malware samples with malware source
information, wherein the malware source information
includes a first domain;

generating a first cluster of the malware association graph
associating Internet Protocol (IP) address related
source information and domain related source informa-
tion; and

determining whether a DNS name server is malicious
based on the first cluster.

10. The method of claim 9, further comprising:

generating a reputation score for the first domain using the
malware association graph and passive DNS informa-
tion, wherein the reputation score is based at least in
part on a determination that the first domain resolves to
a first Internet Protocol (IP) address associated with the
first cluster in the malware association graph, and
wherein the first domain is determined to be a malware
domain if the reputation score for the first domain
exceeds a threshold value.

11. The method of claim 9, wherein the first cluster of the
malware association graph associates related Internet Pro-
tocol (IP) address information and related domain informa-
tion with a first malware sample.

12. The method recited in claim 9, wherein the malware
association graph includes a searchable directed graph that
associates related Internet Protocol (IP) address information
and related domain information with a first malware sample.

13. The method of claim 9, further comprising:

determining that a bad Internet Protocol (IP) address
resolves to one or more additional domain addresses
using passive DNS information.

14. The method of claim 9, further comprising:

determining that the first domain resolves to a first Inter-
net Protocol (IP) address associated with the first
cluster of the malware association graph.

15. A computer program product for malware domain
detection using passive Domain Name Service (DNS), the
computer program product being embodied in a tangible
computer readable storage medium and comprising com-
puter instructions for:

generating a malware association graph that associates a
plurality of malware samples with malware source
information, wherein the malware source information
includes a first domain;

generating a first cluster of the malware association graph
associating Internet Protocol (IP) address related
source information and domain related source informa-
tion; and

determining whether a DNS name server is malicious
based on the first cluster.

16. The computer program product recited in claim 15,

further comprising computer instructions for:

generating a reputation score for the first domain using the
malware association graph and passive DNS informa-
tion, wherein the reputation score is based at least in
part on a determination that the first domain resolves to
a first Internet Protocol (IP) address associated with the
first cluster in the malware association graph, and
wherein the first domain is determined to be a malware
domain if the reputation score for the first domain
exceeds a threshold value.

17. The computer program product recited in claim 15,

wherein the first cluster of the malware association graph
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associates related Internet Protocol (IP) address information
and related domain information with a first malware sample.
18. The computer program product recited in claim 15,
wherein the malware association graph includes a searchable
directed graph that associates related Internet Protocol (IP)
address information and related domain information with a
first malware sample.
19. The computer program product recited in claim 15,
further comprising computer instructions for:
determining that a bad Internet Protocol (IP) address
resolves to one or more additional domain addresses
using passive DNS information.

#* #* #* #* #*
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