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 Exhibit 10: U.S. Patent No. 11,652,834 (“ʼ834 Patent”) 

Claim Limitation Black Kite Platform 

1[pre] A computer-

implemented 

method for 

mapping 

Internet 

Protocol (IP) 

addresses to 

an entity, the 

method 

comprising: 

To the extent the preamble is limiting, the Black Kite Platform includes a computer-implemented method 

for mapping Internet Protocol (IP) addresses to an entity, as discussed below.  

1[a] receiving a 

first domain 

name for the 

entity; 

The Black Kite Platform receives a first domain name from the entity:  

“The platform fills a fundamental security gap by making it easy for businesses to non-invasively 

quantify and monitor cyber risk across thousands of third parties, suppliers, and partners.”  

https://blackkite.com/blog/cyber-risk-ratings-leader-normshield-rebrands-to-black-kite/ (accessed 

December 8, 2023). 
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Claim Limitation Black Kite Platform 

 

https://blackkite.com/platform/ (accessed December 8, 2023). 
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Claim Limitation Black Kite Platform 

 

“a first domain name 

for the entity” 
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Claim Limitation Black Kite Platform 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated).  

 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated). 

1[b] sending, to a 

domain name 

system (DNS) 

server, a first 

passive DNS 

query to 

identify first 

name servers 

The Black Kite Platform sends to a domain name system (DNS) server, a first passive DNS query to 

identify first name servers for the first domain name:  

“a first domain name 

for the entity” 
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Claim Limitation Black Kite Platform 

for the first 

domain name; 

 

https://blackkite.com/platform (accessed December 8, 2023). 

 

https://blackkite.com/platform/ (accessed December 8, 2023). 
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Claim Limitation Black Kite Platform 

 

“sending, to a domain name 

system (DNS) server, a first 

passive DNS query to identify first 

name servers for the first domain 

name” 

“first name servers 

for the first domain 

name” 
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Claim Limitation Black Kite Platform 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated).  

 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated). 

1[c] receiving, 

from the DNS 

server, a list of 

the first name 

servers for the 

first domain 

name; 

The Black Kite Platform receives, from the DNS server, a list of the first name servers for the first 

domain name:  

“sending, to a domain name system 

(DNS) server, a first passive DNS 

query to identify first name servers 

for the first domain name” 

 

“first name servers 

for the first domain 

name” 
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Claim Limitation Black Kite Platform 

 

https://blackkite.com/platform/ (accessed December 8, 2023). 
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Claim Limitation Black Kite Platform 

 

“a list of the first 

name servers for the 

first domain name” 
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Claim Limitation Black Kite Platform 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated).  

 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated). 

1[d] sending, for 

each of the 

first name 

servers, a 

second passive 

DNS query to 

identify 

second 

domain names 

The Black Kite Platform sends, for each of the first name servers, a second passive DNS query to 

identify second domain names for which the first name server is authoritative:  

“a list of the first 

name servers for the 

first domain name” 
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Claim Limitation Black Kite Platform 

for which the 

first name 

server is 

authoritative; 

 

https://blackkite.com/platform/ (accessed December 8, 2023). 
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Claim Limitation Black Kite Platform 

 

“a second passive DNS query to 

identify second domain names for 

which the first name server is 

authoritative” 
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Claim Limitation Black Kite Platform 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated).  

 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated). 

1[e] receiving, for 

each of the 

first name 

servers, a list 

of the second 

domain names 

for which the 

first name 

The Black Kite Platform recieves, for each of the first name servers, a list of the second domain names 

for which the first name server is authoritative:  

“a second passive DNS query to 

identify second domain names 

for which the first name server 

is authoritative” 
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Claim Limitation Black Kite Platform 

server is 

authoritative; 

 

https://blackkite.com/platform/ (accessed December 8, 2023). 
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Claim Limitation Black Kite Platform 

 

“a list of the second domain names for 

which the first name server is 

authoritative” 
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Claim Limitation Black Kite Platform 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated). 

 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated). 

1[f] sending, for 

each of the 

second 

domain 

names, a third 

passive DNS 

query to 

identify host 

names for the 

The Black Kite Platform sends, for each of the second domain names, a third passive DNS query to 

identify host names for the hosts of the second domain name and IP addresses for the host names:  

“a list of the second domain 

names for which the first name 

server is authoritative” 
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Claim Limitation Black Kite Platform 

hosts of the 

second 

domain name 

and IP 

addresses for 

the host 

names; 

 

https://blackkite.com/platform/ (accessed December 8, 2023). 

Case 1:23-cv-12055-MJJ   Document 39-11   Filed 12/11/23   Page 18 of 28

Black Kite Ex. 1027, Page 18 of 28

https://blackkite.com/platform/
wesleymurchison
Sticky Note
None set by wesleymurchison

wesleymurchison
Sticky Note
MigrationNone set by wesleymurchison

wesleymurchison
Sticky Note
Unmarked set by wesleymurchison



Exhibit 10: U.S. Patent No. 11,652,834 

18 

Claim Limitation Black Kite Platform 

 

“sending, for each of the second 

domain names, a third passive DNS 

query to identify host names for the 

hosts of the second domain name and 

IP addresses for the host names” 
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Claim Limitation Black Kite Platform 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated).  

 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated). 

1[g] receiving a list 

of the host 

names and the 

IP addresses 

for the host 

names; and 

The Black Kite Platform recieves a list of the host names and the IP addresses for the host names:  

“sending, for each of the second 

domain names, a third passive 

DNS query to identify host names 

for the hosts of the second domain 

name and IP addresses for the host 

names” 
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Claim Limitation Black Kite Platform 

 

https://blackkite.com/platform/ (accessed December 8, 2023). 

Case 1:23-cv-12055-MJJ   Document 39-11   Filed 12/11/23   Page 21 of 28

Black Kite Ex. 1027, Page 21 of 28

https://blackkite.com/platform/
wesleymurchison
Sticky Note
None set by wesleymurchison

wesleymurchison
Sticky Note
MigrationNone set by wesleymurchison

wesleymurchison
Sticky Note
Unmarked set by wesleymurchison



Exhibit 10: U.S. Patent No. 11,652,834 

21 
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https://blackkite.com/platform/ (accessed December 8, 2023). 
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Claim Limitation Black Kite Platform 

 

“receiving a list of the host names 

and the IP addresses for the host 

“names” 
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Claim Limitation Black Kite Platform 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated).  

 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated). 

1[h] mapping each 

IP address to 

an attribute for 

the entity. 

The Black Kite Platform maps each IP address to an attribute for the entity:  

“receiving a list of the 

host names and the IP 

addresses for the host” 

names” 
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Claim Limitation Black Kite Platform 

 

https://blackkite.com/platform/ (accessed December 8, 2023). 

 

NormShield, CISO Investigate: Third Party Risk Management, at 78 (2020), https://blackkite.com/wp-

content/uploads/2020/09/CISOs-Investigate-TPRM-NormShield-1-compressed.pdf (accessed December 

8, 2023). 
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Claim Limitation Black Kite Platform 

 

 

 

 

 

Black Kite, Cyber Risk Assessment Documentation, at 9, 18-19 (Mar. 29, 2021), 

https://blackkite.com/wp-content/uploads/2021/04/Black-Kite-Cyber-Risk-Assessment-

Documentation.pdf (accessed December 8, 2023). 
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Claim Limitation Black Kite Platform 

 

“mapping each IP address to an 

attribute for the entity” 
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Claim Limitation Black Kite Platform 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated).  

 

https://blackkite.com/black-kites-methodology/ (accessed December 8, 2023) (annotated). 

 

“mapping each IP address to 

an attribute for the entity” 
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