P.O. Box 1450
Alexandria, Virginia 22313-1450
wWww.uspto.gov

APPLICATION # FILING OR 371(C) DATE  FIRST NAMED APPLICANT ATTORNEY DOCKET # REQUEST ID

17/025,930 09/18/2020 Philip John Steunart Gladstone BST-003C4 151126

The entity status change request below filed through Patent Center on 01/18/2024 has been accepted.

SN i e R enen
LTI RGN

APPLICANT CHANGING TO REGULAR UNDISCOUNTED FEE STATUS

I certity, in accordance with 37 CFR 1.4(d)(4), that I am one of the signatories making the entity status change.

Signature Name Registration #

/Hunter Malboeuf/ Hunter Malboeuf 79730
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address : COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313-1450

WwWw.uspto.gov

APPLICATION NO. ISSUE DATE PATENT NO.

17/025,930 16-MAY-23 11652834

GOODWIN PROCTER LLP PATENT ADMINISTRATOR
100 NORTHERN AVENUE
BOSTON, MA 02210

EGRANT NOTIFICATION

Your electronic patent grant (eGrant) is now available, which can be accessed via Patent Center
at https://patentcenter.uspto.gov

The electronic patent grant is the official patent grant under 35 U.S.C. 153. For more
information, please visit https://www.uspto.gov/electronicgrants
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

17/025,930 05/16/2023 11652834 BST-003C4 1001

51414 7590 04/26/2023

GOODWIN PROCTER LLP
PATENT ADMINISTRATOR
100 NORTHERN AVENUE
BOSTON, MA 02210

ISSUE NOTIFICATION

The projected patent number and issue date are specified above. The patent will issue electronically. The
electronically issued patent is the official patent grant pursuant to 35 U.S.C. § 153. The patent may be accessed
on or after the issue date through Patent Center at https://patentcenter.uspto.gov/. The patent will be available in
both the public and the private sides of Patent Center. Further assistance in electronically accessing the patent,
or about Patent Center, is available by calling the Patent Electronic Business Center at 1-888-217-9197.

The USPTO is implementing electronic patent issuance with a transition period, during which period the
USPTO will mail a ceremonial paper copy of the electronic patent grant to the correspondence address of
record. Additional copies of the patent (i.e., certified and presentation copies) may be ordered for a fee from the
USPTO’s Certified Copy Center at https://certifiedcopycenter.uspto.gov/index.html. The Certified Copy Center
may be reached at (800)972-6382.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 201 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.
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INVENTORC(S) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Philip John Stevart Gladstone, Carlisle, MA;
Alan Joseph Kirby, Hollis, NH;

John Matthew Truelove, Cambridge, MA;
David Feinzeig, Stoneham, MA;

Nagarjuna Venna, Waltham, MA;

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

BitSight Technologies, Inc., Boston, MA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IRIO3 Rev- 1009 Black Kite Ex. 1002, Page 4 of 344



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWW.Uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR IA'I'I'ORNEY DOCKET NO| CONFIRMATION NO. |
17/025,930 09/18/2020 Philip John Steuart Gladstone BST-003C4 1001
| EXAMINER |
7590 04/18/2023
GOODWIN PROCTER LLP KORSAK, OLEG
PATENT ADMINISTRATOR
100 NORTHERN AVENUE | ART UNIT | PAPER NUMBER |
BOSTON, MA 02210 2492
| NOTIFICATION DATE | DELIVERY MODE |
04/18/2023 ELECTRONIC

NOTICE OF NON-COMPLIANT INFORMATION DISCLOSURE STATEMENT

An Information Disclosure Statement (IDS) filed ¥ 102023 i, the above-identified application fails to
meet the requirements of 37 CFR 1.97(d) for the reason(s) specified below. Accordingly, the IDS will be
placed in the file, but the information referred to therein has not been considered.

The IDS is not compliant with 37 CFR 1.97(d) because:
X The IDS lacks a statement as specified in 37 CFR 1.97(e).
[ The IDS lacks the fee set forth in 37 CFR 1.17(p).

1 The IDS was filed after the issue fee was paid. Applicant may wish to consider filing a petition
to withdraw the application from issue under 37 CFR 1.313(c) to have the IDS considered. See
MPEP 1308.

4 y%m, fé"b
571-272-4200 or 1-888-786-0101
Application Assistance Unit

Office of Data Management
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Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: 17/025,930 Confirmation No.: 1001
Filed: September 18, 2020 Art Unit: 2492

For: METHODS FOR USING ORGANIZATIONAL Examiner: O. Korsak
BEHAVIOR FOR RISK RATINGS

Submitted via Patent Center

INFORMATION DISCLOSURE STATEMENT (IDS)

The references listed on the enclosed Form PTO/SB/08 are submitted solely in
compliance with the duty of candor. It is understood that this Information Disclosurc Statcment
does not fall within the provisions of 37 C.F.R. §1.97. Nonetheless, entry and consideration are
respectfully requested. Alternatively, entry of this paper into the file without consideration is

respectfully requested.

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), copies of U.S. patents and U.S. patent

application publications are not submitted.

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure
Statement shall not be construed as a representation that a search has been made. In accordance
with 37 C.F.R. § 1.97(h), the filing of this Information Disclosure Statement shall not be
construed to be an admission that the information cited in this Information Disclosure Statement

is, or is considered to be, material to patentability as defined in 37 C.F.R. § 1.56(b).

Applicant hereby apprises the Examiner of the following patent applications, including
the contents of the [ile wrappers, the claims, any Oflice Actions issued therein, and any Nolices

of Allowance issued therefor:
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Application No.: 17/025,930

2 Docket No.: BST-003C4

Docket No. U.S. Serial No.: Title Filing Date
BST-001 15/271,655 SELF-PUBLISHED SECURITY September 21, 2016
RISK MANAGEMENT
Published as: US
2018/0083999
BST-002 15/377,574 METHODS AND SYSTEMS FOR | December 13, 2016
CREATING, DE-DUPLICATING,
9,705,932 AND ACCESSING DATA USING
AN OBJECT STORAGE SYSTEM
BST-003 14/021,585 SECURITY RISK September 9, 2013
MANAGEMENT
9,438,615
Published as:
US2015/0074579
BST-003C1 15/216,955 METHODS FOR USING July 22,2016
ORGANIZATIONAL BEHAVIOR
10,326,786 FOR RISK RATINGS
Published as:
US 2016/0330231
BST-003C2 15/239,063 SECURITY RISK August 17, 2016
MANAGEMENT
10,341,370

Published as:
US2017/0093901
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Application No.: 17/025,930 3 Docket No.: BST-003C4
Docket No. U.S. Serial No.: Title Filing Date
BST-003C3 16/405,121 METHODS FOR USING May 7, 2019
ORGANIZATIONAL BEHAVIOR
10,785,245 FOR RISK RATINGS
Published as:
US2019/0260791
BST-004 13/240,572 INFORMATION TECHNOLOGY September 22, 2011
SECURITY ASSESSMENT
10,805,331 SYSTEM
Published as:
US2016/0205126
BST-004C1 14/944.484 INFORMATION TECHNOLOGY November 18, 2015
SECURITY ASSESSMENT
9,973,524 SYSTEM
Published as:
US2016/0323308
BST-004C2 17/069,151 INFORMATION TECHNOLOGY Oclober 13, 2020
SECURITY ASSESSMENT
Published as: SYSTEM
US2021/0211454
BST-004C1CP 15/142,677 SECURITY ASSESSMENT April 29, 2016
7 7 USING SERVICE PROVIDER
9,830,569 DIGITAL ASSET INFORMATION
Published as:
US2016/0239772
BST-007 15/134,845 ANNOTATION PLATFORM FOR | April 21, 2016
A SECURITY RISK SYSTEM
9,680,858
BST-008 15/044,952 RELATIONSHIPS AMONG February 16, 2016
TECHNOLOGY ASSETS AND
11,182,720 SERVICES AND THE ENTITIES
RESPONSIBLE FOR THEM
Published as:
US2017/0236077
BST-008C2 15/089,375 RELATIONSHIPS AMONG April 1, 2016

TECHNOLOGY ASSETS AND
SERVICES AND THE ENTITIES
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Application No.: 17/025,930 4 Docket No.: BST-003C4
Docket No. U.S. Serial No.: Title Filing Date
10,176,445 RESPONSIBLE FOR THEM
Published as:
US2017/0236079
BST-009DA 29/598,298 COMPUTER DISPLAY SCREEN | March 24, 2017
WITH GRAPHICAL USER
D835,631 INTERFACE
BST-009DB 29/598,299 COMPUTER DISPLAY WITH March 24, 2017
SECURITY RATINGS
D818.,475 GRAPHICAL USER INTERFACE
BST-009DC 29/599.622 COMPUTER DISPLAY WITH April 5,2017
SECURITY RATINGS
D847169 GRAPHICAL USER INTERFACE
BST-009DD 29/599.620 COMPUTER DISPLAY WITH April 5, 2017
SECURITY RATINGS
D846,562 GRAPHICAL USER INTERFACE
BST-010 16/015,686 METHODS FOR MAPPING IP June 22, 2018
ADDRESSES AND DOMAINS TO
10,425,380 ORGANIZATIONS USING USER
ACTIVITY DATA
Published as:
US2018/0375822
BST-010C1 16/543,075 METHODS FOR MAPPING IP August 16, 2019
ADDRESSES AND DOMAINS TO
10,554,619 ORGANIZATIONS USING USER
ACTIVITY DATA
Published as:
US2019/0379632
BST-010C2 16/738,825 METHODS FOR MAPPING IP January 9, 2020
ADDRESSES AND DOMAINS TO
10,893,021 ORGANIZATIONS USING USER
ACTIVITY DATA
Published as:
US2020/0153787
BST-010C3 17/146,064 METHODS FOR MAPPING IP January 11, 2021

Published as:
US2021/0218702

ADDRESSES AND DOMAINS TO
ORGANIZATIONS USING USER
ACTIVITY DATA
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Application No.: 17/025,930 5 Docket No.: BST-003C4
Docket No. U.S. Serial No.: Title Filing Date
BST-011 15/918,286 CORRELATED RISK IN March 12, 2018
CYBERSECURITY
10,257,219
BST-011C1 16/292,956 CORRELATED RISK IN March 5, 2019
CYBERSECURITY
10,594,723
Published as:
US2019/0297106
BST-011C2 16/795,056 CORRELATED RISK IN February 19, 2020
CYBERSECURITY
10,931,705
Published as:
US2020/0195681
BST-011C3 17/179,630 CORRELATED RISK IN February 19, 2021
CYBERSECURITY
Published as
US2021/0176269
BST-012 16/170,680 SYSTEMS AND METHODS FOR | October 25, 2018
REMOTE DETECTION OF
10,521,583 SOFTWARE THROUGH
BROWSER WEBINJECTS
BST-012C1 16/688647 SYSTEMS AND METHODS FOR | November 19, 2019
REMOTE DETECTION OF
10,776,483 SOFTWARE THROUGH
BROWSER WEBINJECTS
Published as:
US2020/0134174
BST-012C2 17/000,135 SYSTEMS AND METHODS FOR | August 21, 2020
REMOTE DETECTION OF
11,126,723 SOFTWARE THROUGH
BROWSER WEBINJECTS
Published as:
US2021/0004457
BST-012C3 17/401,683 SYSTEMS AND METHODS FOR | August 13, 2021

Published as:
US2021/0374243

REMOTE DETECTION OF
SOFTWARE THROUGH
BROWSER WEBINJECTS
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Application No.: 17/025,930

6 Docket No.: BST-003C4

Docket No. U.S. Serial No.: Title Filing Date
BST-013 15/954,921 SYSTEMS AND METHODS FOR | April 17, 2018
EXTERNAL DETECTION OF
10,812,520 MISCONFIGURED SYSTEMS
Published as:
US2019/0319979
BST-013C1 17/014,495 SYSTEMS AND METHODS FOR | September 8, 2020
EXTERNAL DETECTION OF
Published as: MISCONFIGURED SYSTEMS
US2020/0404017
BST-014 16/549,764 SYSTEMS AND METHODS FOR | August 23, 2019
INFERRING ENTITY
Published as: RELATIONSHIPS VIA
US2021/0058421 | NETWORK COMMUNICATIONS
OF USERS OR USER DEVICES
BST-014C1 16/787650 SYSTEMS AND METHODS FOR | February 11, 2020
INFERRING ENTITY
10,749,893 RELATIONSHIPS VIA
NETWORK COMMUNICATIONS
OF USERS OR USER DEVICES
BST-015 16/583,991 SYSTEMS AND METHODS FOR | September 26, 2019
NETWORK ASSET DISCOVERY
10,848,382 AND ASSOCIATION THEREOF
WITH ENTITIES
BST-015C1 17/085,550 SYSTEMS AND METHODS FOR | October 30, 2020
NETWORK ASSET DISCOVERY
11,329,878 AND ASSOCIATION THEREOF
WITH ENTITIES
Published as:
US2021/0099347
BST-016D 29/666,942 COMPUTER DISPLAY WITH October 17, 2018
GRAPHICAL USER INTERFACE
D892,135
BST-017 16/360,641 SYSTEMS AND METHODS FOR | March 21, 2019
FORECASTING
11,200,323 CYBERSECURITY RATINGS

Published as:
US2020/0125734

BASED ON EVENT-RATE
SCENARIOS
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Application No.: 17/025,930 7 Docket No.: BST-003C4
Docket No. U.S. Serial No.: Title Filing Date
BST-017C1 17/523166 SYSTEMS AND METHODS FOR | November 10, 2021
FORECASTING
Published as: CYBERSECURITY RATINGS
US2022/0121753 | BASED ON EVENT-RATE
SCENARIOS
BST-018 16/514,771 SYSTEMS AND METHODS FOR | July 17,2019
GENERATING SECURITY
10,726,136 IMPROVEMENT PLANS FOR
ENTITIES
BST-018C1 16/922,673 SYSTEMS AND METHODS FOR | July 7, 2020
GENERATING SECURITY
11,030,325 IMPROVEMENT PLANS FOR
ENTITIES
Published as:
US2021/0019424
BST-018C2 17/307,577 SYSTEMS AND METHODS FOR | May 4, 2021
GENERATING SECURITY
Published as: IMPROVEMENT PLANS FOR
US2021/0211454 | ENTITIES
BST-019D 29/677306 COMPUTER DISPLAY SCREEN | January 18, 2019
WITH CORPORATE
D905702 HIERARCHY GRAPHICAL USER
INTERFACE
BST-020 16/775,840 SYSTEMS AND METHODS FOR | January 29, 2020
ASSESSING CYBERSECURITY
10,791,140 STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION
BST-020C1 17/018,587 SYSTEMS AND METHODS FOR | September 11, 2020
ASSESSING CYBERSECURITY
11,050,779 STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION
BST-021 16/779,437 SYSTEMS AND METHODS FOR | January 31, 2020
RAPIDLY GENERATING
10,893,067 SECURITY RATINGS
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Application No.: 17/025,930 8 Docket No.: BST-003C4
Docket No. U.S. Serial No.: Title Filing Date
Published as:
US2021/0243221
BST-021D1 17/132,512 SYSTEMS AND METHODS FOR | December 23, 2020
RAPIDLY GENERATING
Published as: SECURITY RATINGS
US2021/0243221
BST-021D1C1 | 18/158,594 SYSTEMS AND METHODS FOR | January 24, 2023
RAPIDLY GENERATING
SECURITY RATINGS
BST-022 17/119,822 SYSTEMS AND METHODS FOR | December 11, 2020
CYBERSECURITY RISK
11,122,073 MITIGATION AND
MANAGEMENT
BST-022D 29/815,855 COMPUTER DISPLAY WITH A November 17, 2021
GRAPHICAL USER INTERFACE
FOR CYBERSECURITY RISK
MANAGEMENT
BST-022D1 17/392,521 SYSTEMS AND METHODS FOR | August 3, 2021
CYBERSECURITY RISK
Published as US MITIGATION AND
2022/0191232 MANAGEMENT
BST-023 16/802,232 SYSTEMS AND METHODS FOR | February 26, 2020
IMPROVING A SECURITY
10,764,298 PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES
BST-023C1 16/942.,452 SYSTEMS AND METHODS FOR | July 29, 2020
IMPROVING A SECURITY
11,265,330 PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES
Published as:
US2021/0266324
BST-023DA 29/725724 COMPUTER DISPLAY WITH February 26, 2020

RISK VECTORS GRAPHICAL
USER INTERFACE
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Application No.: 17/025,930

9 Docket No.: BST-003C4

Docket No. U.S. Serial No.: Title Filing Date
BST-023DB 29/736,641 COMPUTER DISPLAY WITH June 2, 2020
PEER ANALYTICS GRAPHICAL
D937870 USER INTERFACE
BST-024 17/039,675 SYSTEMS AND METHODS FOR | September 30, 2020
DETERMINING ASSET
11,032,244 IMPORTANCE IN SECURITY
RISK MANAGEMENT
Published as:
US2021/0099428
BST-024C1 17/320,997 SYSTEMS AND METHODS FOR | May 14, 2021
DETERMINING ASSET
Published as US IMPORTANCE IN SECURITY
2021/0344647 RISK MANAGEMENT
BST-026 16/884,607 SYSTEMS AND METHODS FOR | May 27, 2020
MANAGING CYBERSECURITY
11,023,585 ALERTS
BST-026C1 17/236,594 SYSTEMS AND METHODS FOR | April 21, 2021
MANAGING CYBERSECURITY
Published as: ALERTS
US2021/0374246
BST-029 17/710,168 SYSTEMS AND METHODS FOR | March 31, 2022
ASSESSING CYBERSECURITY
Published as: RISK IN A WORK FROM HOME
US2022/0318400 | ENVIRONMENT
BST-030 17/945,337 SYSTEMS AND METHODS FOR | September 15, 2022
PRECOMPUTATION OF
DIGITAL ASSET INVENTORIES
BST-032 17/856,217 SYSTEMS AND METHODS FOR | July 1, 2022
ACCELERATING
Published as: CYBERSECURITY
US2023/0004655 | ASSESSMENTS
BST-034 18/162,154 SYSTEMS AND METHODS FOR | January 31, 2023

ASSESSMENT OF CYBER
RESILIENCE
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Application No.: 17/025,930 10 Docket No.: BST-003C4

It is submitted that the Information Disclosure Statement is in compliance with

37 C.F.R. § 1.98, and thc Examinecr is respcctfully requested to consider the listed refercnees.

Dated: April 10, 2023 Respectfully submitted,

Electronic signature: /Hunter Malboeuf/
Hunter Malboeuf
Registration No.: 79,730
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 570-1000
Agent For Applicant
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PTO/SB/08a (07-09)

Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO Complete if Known

Application Number 17/025,930-Conf. #1001

INFORMATION DISCLOSURE  |Fiing Date September 18, 2020

STATEMENT BY APPLICANT First Named Inventor Philip John Steuart Gladstone

Art Unit 2492
(Use as many sheets as necessary) Examiner Name O. Korsak
Sheet 1 of 2 Attorney Docket Number |BST-003C4

U. S. PATENT DOCUMENTS

Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials™ No.! ] MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Gode? (/f known) Figures Appear

A1 US-8,370,938 02-05-2013 Daswani et al.

A2 US-8,683,584 03-25-2014 Daswani et al.

A3 US-8,898,776 11-25-2014 Molnar et al.

A4 US-9,323,930 04-26-2016 Satish, Sourabh

A5 US-9,432,383 08-30-2016 Johns et al.

AB US-9,548,988 01-17-2017 Roundy et al.

A7 US-10,084,817 09-25-2018 Saher et al.

A8 US-10,242,180 03-26-2019 Haefner et al.

A9 US-2012/0254993-A1  |10-04-2012 | Sallam, Ahmed Said

A10 |US-2012/0255021-A1  [10-04-2012 Sallam, Ahmed Said

A11  |US-2014/0137254-A1 |05-15-2014 |OU et al.

A12 |US-2016/0104071-A1  |04-14-2016 Brueckner, Sven A.

A13  |US-2018/0332076-A1  [11-15-2018  |CALLAHAN et al.

FOREIGN PATENT DOCUMENTS

Examiner | Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials™ No.! Date Applicant of Cited Document Where Relevant Passages o
MM-DD-YYYY Or Relevant Figures Appear | 1

Country Gode® Number* Kind Code® (if known)

Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. ' Applicant's unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at v or MPEP 901.04. °Enter Office that issued the document, by the two-letter code (WIPQO Standard ST.3). *For
Japanese patent documents, th f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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PTO/SB/08b (07-09)

Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Use as many sheels as necessary)

Complete if Known

Application Number

17/025,930-Conf. #1001

Filing Date

September 18, 2020

First Named Inventor

Philip John Steuart Gladstone

Art Unit

2492

Examiner Name

O. Korsak

Sheet 2 of 2

Attorney Docket Number

BST-003C4

NON PATENT LITERATURE DOCUMENTS

Examiner| Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of

Initials™ No.! the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T?

number(s), publisher, city and/or country where published.

Examiner
Signature

Date
Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not

considered. Include copy of this form with next communication to applicant.

' Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
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PART B-FEE(S) TRANSMITTAL

Complete and send this form, together with the applicable fee(s), by mail or fax, or via EFS-Web.
By mail, send to: Mail Stop ISSUE FEE By fax, send to: (571) 273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless
corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee
notifications.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must

GOODWIN PROCTER LLP have its own certificate of mailing or transmission.
100 Northern Avenue Certificate of Mailing or Transmission
IP DOCKETING DEPT./7TH FL I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
BOStOIl, Massachusetts 02210 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)
(Date)
APPLICATION NO FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO CONFIRMATION NO
17/025,930 09/18/2020 Philip John Steuart Gladstone BST-003C4 1001
TITLE OF INVENTION: METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS
APPLN: TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $480.00 $0.00 $0.00 $480.00 04/10/2023
EXAMINER ART UNIT CLASS-SUBCLASS
0. Korsak 2492 726-023000
1. Change of correspondence address or indication of "Fee 2. For printing on the patent front page, list

Address" (37 CFR 1.363) 1. Goodwin Procter LLP

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

Change of correspondence address (or Change of 2
Correspondence Address form PTO/SB/122) attached. (2) The name of a single firm (having as a member
D “Fee Address” indication (or “Fee Address” Indication aregistered attomey or agent) and the names of
form PTO/SB/47; Rev 03-09 or more recent) up to 2 registered patent attorneys or agents. If 3.

no name is listed, no name will be printed.

attached. Use of a Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been
previously recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE or COUNTRY)
BitSight Technologies, Inc. Boston, Massachusetts
Please check the appropriate assignee category or categories (will not be printed on the patent): |:| Tndividual Corporation or other private group entity |:| Government

4a. Fees Submitted: Issue Fee |:| Publication Fee (if required) |:| Advance Order - # of Copies
4b. Method of Payment (Please first reapply any previously paid fee shown above):

Electronic Payment wa-EES-Web l:‘ Enclosed check l:‘ Non-electronic payment by credit card (Attach form PTO-2038)

The Director is hereby authorized to charge therequiredfeefs); any deficiency, or credit any overpayment to Deposit Account No. 07-1700

5. Change of Entity Status (from status indicated above)
Applicant certifying micro entity status. See 37 CFR 1.29. NOTE: Absent a valid Certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue fee
payment in the micro entity amount will not be accepted at the risk of application abandonment.

|:| Applicant asserting small entity status. See 37 CFR 1.27. NOTE: If the application was previously under micro entity status, checking this box will be taken as
a notification of loss of entitlement to micro entity status.

Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken as a notification of loss of entitlement to small or micro entity
status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Hunter Malboeuf/ Date  April 10, 2023

Typed or printed name Hunter Malboeuf Registration No. 79,730

PTOL-85 Part B (08-18) Approved for use through 03/31/2023 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PO Box 1450

Alaxandrizg 3 - 1450

PATENT AND TRADEMARK OFFICE L W Lsto.gov

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
17/085,930 O 0/2023 10:34:26 AMEY BST-00304

Title of Invention
METHODS FOR USING ORGANIZATHONAL BEHAVION FOR RIBK RATINGS

Application Information

APPLICATION TYPE  Uiility - Nonprovisional Application PATENT # -
under 35 USC 111i{a)

CONFIRMATION # 1061 FILED BY Anna Beaulisu
PATENT CENTER # 81881032 AUTHORIZED BY Huniter Malboauf
CUSTOMER # 51414 FILING DATE Q2/448/2020

CORRESPONDENCE - FIRST NAMED  Philip John Steuart Giadsione
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY
CARD /1148 E203340A30485305 Anna Beauliey

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
1501 UTILITY I8SUE FEE 1200.00 120000

TOTAL AMOUNT: §1,200.60

This Acknowladgermend Recaipt evidencses raceipt on the notad date by the USPTE of the ing
by the apnlicant, and including page counts, where app
described in MPEP 503

waled documaents, characterizad
a, it serves as evidence of receipt similar 10 8 Post Card, as

New Applications Under 38 LSO 111

¥ anow applicalion is being filed and the application includes the necessary componanis for filing date (see 37 CFR 1.553{b- (el
and MPER 508}, a Filing Receipt (37 CFR 1.54) will ba issued in dus cowss and the dale shown on this Acknowledgemeant
Receipt will aslabiish the filing dales of the application

National Stage of an International Application under 38 UE.C. 381
i a timely submission o entar the national stage of an international applicalion is compliant with the conditions of 35 11L.8.C.

371 and othar applicabls requirements a Form POT/DO/EGB03 indicating accegtance of the application as a national stage
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o5

ubmission under 35 LLE.C. 371 will e issued in addition 1o the Fiing Heosipt, in dus course.

New International Application Flled with the USPTO as & Bogelving Offics

i a new internalional application s baing filed and the international
international {i

pplication includes the nacassary componants for an
g dats (see PCT Article 11 and MPEF 1810), a Notification wi‘ the infernational Application Number and of the

International Filing Date (Form PCT/ROMGE) will be issued In due course, subjact 1o prescriplions concerning national securily,
and the date shown on this Acknowledgement Rbﬁ@!}}i will establish the misrnational filing date of the apglication.
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UNITED STATES o eo ma
PATENT AND TRADEMARK OFFICE ARG, Y et Hepio o

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
17/025,930 04/10/2023 10:34:26 AM ET BST-003C4

Title of Invention
METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 1001 FILED BY Anna Beaulieu
PATENT CENTER # 61891032 FILING DATE  09/18/2020
CUSTOMER # 51414 FIRST NAMED  Philip John Steuart Gladstone
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Hunter Malboeuf
ADDRESS
Documents TOTAL DOCUMENTS: 2
DOCUMERNTY PAGES  DESCRIPTION SITE (KR
BST-00304 - 1I8BFEE padt 1 ssue Fee Payment (PTO-858) 36 KB
BST-0030C4 - DOC DS pdl 12 nformation Disclosurs S0 KB

Statermnent {HDS) Form (SBO8)

Warning: This is not g USPTO supplied 1DS fillable torm. Datg in the form cannot be
automatically loaded to othar USPTO sysiems.

Digest

DOCUMENY MESSAGE DIGEST{SHAS1E)
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BET-00304 - ISSFEE pdf BEOEERTECB2637To4BRF22DN13CE310F2006 T FAB4ATTERGEF3007
2FB12252E13D71RTSE70I224800808ARZ0CACEEBERSUGARDE
0U37495310BCODBEETI048AEAARDE

BET-003C4 - DOC 1 OLBCDARETET45388CLDT BDACIGDZOECE4BEADEZB5D4E84403

F7ODEGEORY 8548? ATZEOF37BAZ44BER4810GRBRTRONIA0RCT2

467BF2165140F8CC080204FBA42FBA

f;r’“;
5
[
ety

y

This Acknowledgement Receipl evidences receipt on i“e noted date by the USPTO of the indicated documents, characterized
by the applicant, and Including pags counts, where sppiicabla, It serves as evidence of recept simiar 1o a Post Card, as
described in MPEPR 50

New Applications Under 35 U.8.0. T

# a new application is heng fled and tha aminsmn includes tha necassary componants for filing date {see 37 CFR 1.83(h-{dh
and MPEP 508}, a Filing Receipt (37 CFR 1.54) wili ba issued in dus coursg and the date shown on this Acknowledgaemeant
Hacaint will estabiish ths filing date of the application

National Stage of an international Application under 38 US.C. 371

i a timely subrmission fo enter the national stage of an inlernational application is compliant with the conditions o 35 .80
371 and other applicables requirementds a Form PCT/RGESDSBES ind -a,:;-.i:m;; accaptance of tha application as a nalivnal stage
submission under 35 1L.5.C. 371 will be issusad Recsipt, in dus course

n addition 0 the Fing He

Now International Application Fllad with the USPTO as a Recelving Qffies

H# a new intermalional application s baing e and the international application includes the nacassary componants for an
international filing date (see PUT Article 11 and MPEP {810}, & Notification of the infernational Application Number and of the
International Filing Date (Form PCT/RO/TOS) will he issued in due course, subject 1o preserintions concerning national securily,
and the date shown on this Acknowledgement Receipl will esiablish the iternational filing dale of the applivation.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/025,930 09/18/2020 Philip John Steuart Gladstone BST-003C4 1001
51414 7590 02/09/2023 | EXAMINER |
GOODWIN PROCTER LLP
PATENT ADMINISTRATOR KORSAK, OLEG
100 NORTHERN AVENUE
BOSTON, MA 02210 | ART UNIT | PAPER NUMBER |
2492
| NOTIFICATION DATE | DELIVERY MODE |
02/09/2023 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):
JGoodwin @goodwinlaw.com

PSousa-Atwood @ goodwinlaw.com
US-PatentBos @ goodwinlaw.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

17/025,930 Gladstone et al.
Response to Rule 312 Communication Examiner Art Unit | AIA (FITF) Status
OLEG KORSAK 2492 | Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

1. @ The amendment filed on 02 February 2023 under 37 CFR 1.312 has been considered, and has been:

a) ¥
by [
C)D

entered.
entered as directed to matters of form not affecting the scope of the invention.

disapproved because the amendment was filed after the payment of the issue fee.
Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)
and the required fee to withdraw the application from issue.

disapproved. See explanation below.
entered in part. See explanation below.

not entered because the supplemental or corrected Application Data sheet (ADS)
(J was not accompanied by a petition to accept an unintentionally delayed claim under 37 CFR 1.55 or 27 CFR 1.78;
(O did not identify the information being changed in accordance with 37 CFR 1.76(c)(2);
(J was not properly signed in accordance with 37 CFR 1.76(e) (or 37 CFR 1.33(b) for applications filed prior to
September 16, 2012).

/OLEG KORSAK/
Primary Examiner, Art Unit 2492

U.S. Patent and Trademark Office
PTOL-271 (Rev. 08-21) Response to Rule 312 Communication Part of Paper No. 20230204
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O¥ TO ENTER: /O.%K/ 02/04/2023

Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: 17/025,930 Confirmation No.: 1001
Filed: September 18, 2020 Art Unit: 2492

For: METHODS FOR USING ORGANIZATIONAL Examiner: O. Korsak
BEHAVIOR FOR RISK RATINGS

Submitted via Patent Center
RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS

In response to the Notice to File Corrected Application Papers mailed

January 13, 2023, Applicant respectfully submits the following amendments.
Amendments to the Specification begin on page 2 of this paper.

Remarks begin on page 3 of this paper.
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Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: 17/025,930 Confirmation No.: 1001
Filed: September 18, 2020 Art Unit: 2492

For: METHODS FOR USING ORGANIZATIONAL Examiner: O. Korsak
BEHAVIOR FOR RISK RATINGS

Submitted via Patent Center
RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS

In response to the Notice to File Corrected Application Papers mailed

January 13, 2023, Applicant respectfully submits the following amendments.
Amendments to the Specification begin on page 2 of this paper.

Remarks begin on page 3 of this paper.
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Application No.: 17/025,930 2 Docket No.: BST-003C4
Response to Notice to File Corrected Application Papers

AMENDMENTS TO THE SPECIFICATION

Please replace the last paragraph on page 30, lines 27-31, with the following:

In some implementations, one or more of the approved selections 924a-c may not be
enabled until the user approves one or more portions of data associated with a record. For
cxample, the approver may necd to view and approve data in the uscr interface 1100, shown
in Figure 11, prior to approving the record in the virtual Autonomous System numbers

section 916.

Please replace the second to last paragraph on page 46, lines 17-28, with the

following:

A computer program (also known as a program, software, software application, script,
cxccutable logic, or code) can be written in any form of programming language, including
compiled or interpreted languages, or declarative or procedural languages, and it can be
deployed in any form, including as a standalone program or as a module, component,
subroutine, or other unit suitable for use in a computing environment. A computer program
does not necessarily correspond (o a file in a file system. A program can be stored in a
portion of a file that holds other programs or data (e.g., one or more scripts stored in a
markup language document), in a single file dedicated to the program in question, or in
multiple coordinated files (e.g., files that store one or more modules, sub programs, or
portions of code). A computer program can be deployed to be executed on one computer or
on multiple computers that arc located at onc site or distributed across multiple sites and

interconnected by a communication network.
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Application No.: 17/025,930 3 Docket No.: BST-003C4
Response to Notice to File Corrected Application Papers

REMARKS
The Specification has been amended to provide legible text for selected paragraphs as
requested in the Notice to File Corrected Application Papers mailed January 13, 2023. No

new matter is added.

Applicant believes no fee is due with this response. However, if a fee is due, please
charge our Deposit Account No. 07-1700, under Order No. BST-003C4 from which the

undersigned is authorized to draw.

Dated: February 2, 2023 Respectfully submitted,

Electronic signature: /Hunter Malboeuf/
Hunter Malboeuf
Registration No.: 79,730
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 570-1000
Agent For Applicant
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PO Box 1480

UNITED STATES et e 2B 1480
PATENT AND TRADEMARK OFFICE AN Yt topto G0

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
17/025,930 02/02/2023 09:45:58 AM ET BST-003C4

Title of Invention
METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 1001 FILED BY Anna Beaulieu
PATENT CENTER # 61531878 FILING DATE  09/18/2020
CUSTOMER # 51414 FIRST NAMED  Philip John Steuart Gladstone
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Hunter Malboeuf
ADDRESS
Documents TOTAL DOCUMENTS: 4
DOCUMERNTY PAGES  DESCRIPTION SITE (KR
NOTICE pdi 3 Fost Allowance Communication 106 KB

- Incoming

FINCAP pdt 3 24 KB

FINCAP-NAZTY pdt {1-1} i Post Allowanee Communication 15 KB
~ Incoming

RNCAP-SPEC . pdi {2-2) 1 Specification 16 KB

RNCAP-REM pdf {3-3} 1 Applicant Argumeants/Remarks ih KB

Made In an Amendmaeant
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Digest

GOCUMENY MESSAGE DIGEST(SHA-S18)

NOTICE pdt BE321C4GFE27EFG820FTFEL0RT7CTUSR3E0EEBBOZBDDDARTE2S
D3FBBAZ fEﬁF{}(ml%i CYCORSBRYE2CE7OCHFFEDACFOBATFZC4S
2FOGER8DADCCTOBRUTOTE204235353

HNCAP pdt ABFCBOSO7F7ERBEAT720CER34FE0EFR1A5B2DTACS00DABS 12
7OFSBIEELLEFCARLASEO SA BRC8BRF4TECGETETRE4TIHDECIBA
AFOCE46F3DESEZERBRODIONEBDARLAREF

RNCAP-N427 pdi ECCARQDFEZTSZADARED4SDINABASEST4007ODERAFDGROBRGE
C3OEFEBEZ2654CTARRSCOETRBFASDEESH CBEDFOS01DARSS
FRIBESOCESF 128047 CCOTEACERSFFARY

RNCAP-SPEC pdi ADBOBOTECTTESE51CE0400CREE8TE0NBCA4ZCTIEISDAENTEDNC

Q7ECFOBFTBETOEDFETAZIGE3Z228ATAT4DCE48BC48CC0B5851
AGTFASCFOEEZTO086B3DDIMTACTYECIE

RNCAF-REM.pdf SO4130B40DAARAZRCOES40DO0G0442301072RCFCEB07 714870
2C030528051ABBGEDET2DAAZEBAT7OFFDAAZSCE0GTFEO33A
BOAAGHIFBT2E7ARMFIFYCDADE2CA3A

-~
B

This Acknowledgement Receipt avidences raceipt on i > noted dats by the LSPTO of the indicated documents, characterized
oy the applicant, and including page counts, where appiicabia. it serves as avidence of racaipt similar to a Post Card, as
d< ssenpad in MPRER 508,

New Applications Under 35 US.C. 111

H a now application is baing flsd and the application Includes the necassary componenis for ling date (sse 37 OFR 1,58
and MPER 508), a Filing Receipt (37 OFR 1.54) wilt be {ssued in due course and he dats shown on this Acknowls iqomsﬂ.i
Raceipt will estabiish the filing daa‘e of the application

National Stage of an intermnational Spplication under 38 US.C, 371

H# a tmely submission {o enter the nadional stags of an infernational apphcation is compliant with the concitions of 35 U

371 and other applicable requirements a Form POT/DO/EQ/S0T indicaling acceptance of the application as a national \ing&
asubmission under 35 ULS.C. 871 will be issuad in addition 1o the Fiing Receipt, in due course.

New International Application Flled with the USPTO as a Hegelving Qffics

i a new internatlional application s being fHled and the international application includes the necessary componanis for an
nfernational ing date {(see POT Article 11 and MP E;r* 18103, a Notification of the International Application Number and of i%
International Filing Date (Form PCT/RO0S) will be issued in due course, subjsct 10 prescriptions concermning nalional sec
ardd the date shown on this Ackrowledgement f%w*e;“i‘ will establish the international Hling date of the application,

Black Kite Ex. 1002, Page 30 of 344



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO Box 1450

Alexandria, Vieginia 223131450

WWWLUSPLO. LoV

APPLICATION NO. FILING DATE ] FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. CONFIRMATION NO.
17/025.930 09/18 2020 Philip John Steuart Gladstone BST-003C4 1001
ﬁv!ftl.t .T/ZWO, N 01132023 | EXAMINER
GOODWIN PROCTLR LLP
PATENT ADMINISTRATOR KORSAK. OLEG
100 NORTHERN AVENUL
BOSTON, MA 02210 | ARTUNIT I PAPER NUMBER
2492

l NOTIFICATION DATE ] DELIVERY MODE I

01/13/2023 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following ¢-mail address(cs):

JGoodwin@goodwinlaw.com

PSousa-Atwood@goodwinlaw.com

US-PatentBos@ goodwinlaw.com

PTOL-90A (Rev. 04 07)
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450
www.uspto.gov

Application No. : 17025930
Applicant : Gladstone
Filing Date : 09/18/2020
Date Mailed : 01/13/2023

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Notice of Allowance Mailed

This application has been accorded an Allowance Date and is being prepared for issuance. The
application, however, is incomplete for the reasons below.

Applicant is given two (2) months from the mail date of this Notice within which to respond. This
time period for reply is extendable under 37 CFR 1.136(a) for only TWO additional MONTHS.

The informalities requiring correction are indicated in the attachment(s). If the informality pertains to the
abstract, specification (including claims) or drawings, the informality must be corrected with an
amendment in compliance with 37 CFR 1.121 (or, if the application is a reissue application, 37 CFR
1.173). Such an amendment may be filed after payment of the issue fee if limited to correction of
informalities noted herein. See Waiver of 37 CFR 1.312 for Documents Required by the Office of Patent
Publication, 1280 Off. Gaz. Patent Office 918 (March 23, 2004). In addition, if the informality is not
corrected until after payment of the issue fee, for purposes of 35 U.S.C. 154(b)(1)(iv), “all outstanding
requirements” will be considered to have been satisfied when the informality has been corrected. A
failure to respond within the above-identified time period will result in the application being
ABANDONED.

See attachment(s).

A copy of this notice MUST be returned with the reply. Please address response to
“Mail Stop Issue Fee, Commissioner for Patents,
P.O. Box 1450, Alexandria, VA 22313-1450".

/June Hope/

Publication Branch

Office of Data Management
(571) 272-4200
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Application No. 17025930

L] [

[ ]

IDENTIFICATION OF APPLICATION DEFICIENCIES
IN APPLICATION FILED ON OR AFTER SEPTEMBER 16, 2012

Applicant must provide legible text for the following item(s).

Specification filed 09/18/2020, page(s) 30 (last paragraph) and page 46 (2nd from last
paragraph).

[ ] Claims filed, claim(s) .

|:| Other: .

Applicant must provide missing information on the following page(s) of the specification by amending the
specification to add the missing text. No new matter may be added.
Page/line no(s).

The specification refers to one or more applications by attorney docket number and does not show the U.S.
application number(s). Applicant must supply the U.S. application number in place of each attorney docket
number.

Page/line no(s).

Applicant must provide an Abstract of the Disclosure.

The Application Data Sheet (ADS dated ) does not supply the inventor’s city and/or does not supply the
inventor’s U.S. state and/or does not supply the inventor's country. Applicant must submit a signed, in
accordance with 37 CFR 1.76(e) and 1.33(b), application data sheet that corrects this deficiency. To be in
compliance with 37 CFR 1.76, the corrected application data sheet must identify the information being
changed by using underlining for additions and strikethroughs or brackets for deletions.

Other:

The response to this notice should contain only amended papers, as the waiver of 37 CFR 1.312 is limited
to corrections of documents specifically requested in the notice.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO Box 1450

Alexandria, Vieginia 223131450

WWWLUSPLO. LoV

APPLICATION NO. FILING DATE ] FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. CONFIRMATION NO.
17/025.930 09/18 2020 Philip John Steuart Gladstone BST-003C4 1001
ﬁv!ftl.t .T/ZWO, N 01132023 | EXAMINER
GOODWIN PROCTLR LLP
PATENT ADMINISTRATOR KORSAK. OLEG
100 NORTHERN AVENUL
BOSTON, MA 02210 | ARTUNIT I PAPER NUMBER
2492

l NOTIFICATION DATE ] DELIVERY MODE I

01/13/2023 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following ¢-mail address(cs):

JGoodwin@goodwinlaw.com

PSousa-Atwood@goodwinlaw.com

US-PatentBos@ goodwinlaw.com

PTOL-90A (Rev. 04 07)
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450
www.uspto.gov

Application No. : 17025930
Applicant : Gladstone
Filing Date : 09/18/2020
Date Mailed : 01/13/2023

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Notice of Allowance Mailed

This application has been accorded an Allowance Date and is being prepared for issuance. The
application, however, is incomplete for the reasons below.

Applicant is given two (2) months from the mail date of this Notice within which to respond. This
time period for reply is extendable under 37 CFR 1.136(a) for only TWO additional MONTHS.

The informalities requiring correction are indicated in the attachment(s). If the informality pertains to the
abstract, specification (including claims) or drawings, the informality must be corrected with an
amendment in compliance with 37 CFR 1.121 (or, if the application is a reissue application, 37 CFR
1.173). Such an amendment may be filed after payment of the issue fee if limited to correction of
informalities noted herein. See Waiver of 37 CFR 1.312 for Documents Required by the Office of Patent
Publication, 1280 Off. Gaz. Patent Office 918 (March 23, 2004). In addition, if the informality is not
corrected until after payment of the issue fee, for purposes of 35 U.S.C. 154(b)(1)(iv), “all outstanding
requirements” will be considered to have been satisfied when the informality has been corrected. A
failure to respond within the above-identified time period will result in the application being
ABANDONED.

See attachment(s).

A copy of this notice MUST be returned with the reply. Please address response to
“Mail Stop Issue Fee, Commissioner for Patents,
P.O. Box 1450, Alexandria, VA 22313-1450".

/June Hope/

Publication Branch

Office of Data Management
(571) 272-4200
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Application No. 17025930

L] [

[ ]

IDENTIFICATION OF APPLICATION DEFICIENCIES
IN APPLICATION FILED ON OR AFTER SEPTEMBER 16, 2012

Applicant must provide legible text for the following item(s).

Specification filed 09/18/2020, page(s) 30 (last paragraph) and page 46 (2nd from last
paragraph).

[ ] Claims filed, claim(s) .

|:| Other: .

Applicant must provide missing information on the following page(s) of the specification by amending the
specification to add the missing text. No new matter may be added.
Page/line no(s).

The specification refers to one or more applications by attorney docket number and does not show the U.S.
application number(s). Applicant must supply the U.S. application number in place of each attorney docket
number.

Page/line no(s).

Applicant must provide an Abstract of the Disclosure.

The Application Data Sheet (ADS dated ) does not supply the inventor’s city and/or does not supply the
inventor’s U.S. state and/or does not supply the inventor's country. Applicant must submit a signed, in
accordance with 37 CFR 1.76(e) and 1.33(b), application data sheet that corrects this deficiency. To be in
compliance with 37 CFR 1.76, the corrected application data sheet must identify the information being
changed by using underlining for additions and strikethroughs or brackets for deletions.

Other:

The response to this notice should contain only amended papers, as the waiver of 37 CFR 1.312 is limited
to corrections of documents specifically requested in the notice.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
51414 7590 01/09/2023
GOODWIN PROCTER LLP KORSAK, OLEG
PATENT ADMINISTRATOR
100 NORTHERN AVENUE | ART UNIT PAPER NUMBER |
BOSTON, MA 02210 2492
DATE MAILED: 01/09/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
17/025,930 09/18/2020 Philip John Steuart Gladstone BST-003C4 1001

TITLE OF INVENTION: METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0.00 $0.00 $480 04/10/2023

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

51414 7590 01/09/2023 Certificate of Mailing or Transmission

GOODWIN PROCTER LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
PATENT ADMINISTRATOR addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
100 NORTHERN AVENUE the USPTO via EFS-Web or by facsimile to (571) 273-288S5, on the date below.
BOSTON, MA 02210 (Typed or printed name)
(Signature)|
(Date)|
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

17/025,930 09/18/2020 Philip John Steuart Gladstone BST-003C4 1001

TITLE OF INVENTION: METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $480 $0.00 $0.00 $480 04/10/2023
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
KORSAK, OLEG 2492 726-023000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
AIA/A7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [JpPublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
. o . . NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
4 Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/025,930 09/18/2020 Philip John Steuart Gladstone BST-003C4 1001
51414 7590 01/09/2023 | EXAMINER |
GOODWIN PROCTER LLP KORSAK, OLEG
PATENT ADMINISTRATOR
100 NORTHERN AVENUE | ARTUNIT PAPERNUMBER |
BOSTON, MA 02210 2492

DATE MAILED: 01/09/2023

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration

of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application opgg to public ingpect] an issued patent.

9. A record from this system of records may be disclosed, as a rou ﬁl%]f(uzg,ﬁt% a eéﬁg%r’;ﬁﬁggeo;?gggggé
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.



Application No. Applicant(s)
; . 17/025,930 Gladstone et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
OLEG KORSAK 2492 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to 12/06/22.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 21-42 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 12/06/22.

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (3 Other .

of Biological Material .
4.[J Interview Summary (PTO-413),
Paper No./Mail Date.

/OLEG KORSAK/
Primary Examiner, Art Unit 2492

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20221219
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Application/Control Number: 17/025,930 Page 2
Art Unit: 2492

DETAILED ACTION

This action is in response to amendment filed December 06, 2022.
By this amendment, claims 21-42 are presented for further consideration.

New IDS has been submitted on December 06, 2022 and considered by Examiner.
Notice of Pre-AIA or AIA Status

The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.
Terminal Disclaimer

The terminal disclaimer filed on November 22, 2022 disclaiming the terminal portion of
any patent granted on this application which would extend beyond the expiration date of US
Patent No 9,438,615 has beenreviewed and is accepted. The terminal disclaimer has been
recorded.

Response to Arguments

Applicant’s arguments with regards to claims 21-42 have been fully considered, and they
are persuasive in view of amended claimed based on limitations of claims indicated as allowable.
Claims 21-42 were DP rejected over US Patent No 9,438,615, and applicant filed a terminal
disclaimer to overcome DP over of US Patent No 9,438,615. Therefore, all the previous pending
rejections are withdrawn and the record is clear.

According to MPEP 1302.14 (I): “In most cases, the examiner’s actions and the
applicant’s replies make evident the reasons for allowance, satisfying the “record as a whole”
proviso of the rule. This is particularly true when applicant fully complies with 37 CFR 1.111 (b)
and (c) and 37 CFR 1.133(b). Thus, where the examiner’s actions clearly point out the reasons

for rejection and the applicant’s reply explicitly presents reasons why claims are patentable over
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Application/Control Number: 17/025,930 Page 3
Art Unit: 2492

the reference, the reasons for allowance are in all probability evident from the record and no
statement should be necessary.”

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”
Allowable Subject Matter

Claims 21-42 are allowed.

Conclusion

Any inquiry concerning this communication or earliercommunications from the
examinershould be directed to OLEG KORSAK whose telephone numberis (571)270-1938. The
examinercan normally be reached on Monday-Friday 7:30am - 5:00pm EST.

If attempts to reach the examinerby telephone are unsuccessful, the examiner’s
supervisor, Saleh Najjar can be reached on (571)272-4006. The fax phone numberfor the
organization where this application or proceedingis assignedis 571-273-8300. Information
regarding the status of an application may be obtained from the Patent Application Information
Retrieval (PAIR) system. Status information for published applications may be obtained from
either Private PAIR or Public PAIR. Status informationfor unpublished applicationsis available
through Private PAIRonly. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the

Electronic Business Center (EBC) at 866-217-9197 (toll-free). If youwould like assistance from a
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Application/Control Number: 17/025,930 Page 4
Art Unit: 2492

USPTO Customer Service Representative oraccess to the automated information system, call

800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/OLEG KORSAK/

Primary Examiner, Art Unit 2492
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Application/Control No. Applicant(s)/Patent Under Reexamination

Index of Claims | 17/005 930 Gladstone et al.

H“m m “H ““m ““ o s
OLEG KORSAK 2492
v | Rejected - | Cancelled N | Non-Elected A Appeal
= Allowed + | Restricted | | Interference O | Objected
CLAIMS
(J Claims renumbered in the same order as presented by applicant O cpPA T.D. (J R.1.47
CLAIM DATE
Final Original | 08/29/2022 | 12/19/2022
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |.7/0,5 930 Gladstone e al.
H “‘ ““H Examiner Art Unit
OLEG KORSAK 2492
CPC
Symbol Type Version
Ho4L 1425 F 2013-01-01
HO4L 1433 | 2013-01-01
GO6F 0484 | 2013-01-01
HO4L 4511 | 2022-05-01
G06Q 0277 | 2013-01-01
G06Q 01 | 2013-01-01
HO4L 1416 | 2013-01-01
HO4L 1441 | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 22
/OLEG KORSAK/ 19 December 2022 . . A
Primary Examiner, Art Unit 2492 O.G. Print Claim(s} | O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No.: 20221219
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/ssue Classification

Application/Control No. Applicant(s)/Patent Under Reexamination

17/025,930 Gladstone et al.
Examiner Art Unit
OLEG KORSAK 2492

INTERNATIONAL CLASSIFICATION

CLAIMED

H04L9/40

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

CROSS REFERENCES(S)

CLASS

SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE

(Assistant Examiner)

Total Claims Allowed:

(Date) 22

/OLEG KORSAK/
Primary Examiner, Art Unit 2492

(Primary Examiner)

19 December 2022 O.G. Print Claim(s) | O.G. Print Figure

(Date) 1 1

U.S. Patent and Trademark Office

Part of Paper No.: 20221219
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/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

17/025,930 Gladstone et al.
Examiner Art Unit
OLEG KORSAK 2492

(0 Claims renumbered in the same order as presented by applicant

O CPA T.D. [ R1.47

CLAIMS
Final |Original]Final |Original|Final [Original|Final [Original|Final [Original]Final |Original]Final |Original|Final |Original
1 10 19 8 28 17 37
2 11 20 9 29 18 38
3 12 1 21 10 30 19 39
4 13 2 22 11 31 20 40
5 14 3 23 12 32 21 41
6 15 4 24 13 33 22 42
7 16 5 25 14 34
8 17 6 26 15 35
9 18 7 27 16 36
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 22

/OLEG KORSAK/
Primary Examiner, Art Unit 2492

(Primary Examiner)

19 December 2022

(Date) 1 1

O.G. Print Claim(s} | O.G. Print Figure

U.S. Patent and Trademark Office

Page 3 of 3

Part of Paper No.: 20221219
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 17/025,930 Gladstone et al.
L
OLEG KORSAK 2492
CPC - Searched*
Symbol Date Examiner
HO04L63/1425 H04L61/4511 GO6F3/0484 G06Q30/0277 G06Q50/01 08/29/2022 OK
HO04L63/1416 H04L63/1433 H04L63/1441
HO04L63/1425 H04L61/4511 GO6F3/0484 G06Q30/0277 G06Q50/01 12/19/2022 OK
HO04L63/1416 H04L63/1433 H04L63/1441
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
H04L63/1425 H04L61/4511 GO6F3/0484 G06Q30/0277 G06Q50/01 08/29/2022 OK
H04L63/1416 H04L63/1433 H04L63/1441
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/OLEG EORSAK/ 12/18/2022

Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of’
Philip John Steuart Gladstone et al.

Application No.: 17/025,930 Confirmation No.: 1001
Filed: September 18, 2020 Art Unit: 2492

For: METHODS FOR USING ORGANIZATIONAL Examiner: O. Korsak
BEHAVIOR FOR RISK RATINGS

Submitted via EFS-Web

INFORMATION DISCLOSURE STATEMENT (1DS)

Pursuant to 37 C.F.R. §§ 1.56, 1.97, and 1.98, the attention of the United States
Patent and Trademark Office is hereby directed to the references listed on the attached
PTO/SB/08. 1t is respectfully requested that the information be expressly considered during the
prosecution of the above-identified application, and that the references be made of record therein

and appear among the “References Cited” on any patent to issue therefrom.

This Information Disclosure Statement is filed more than three months after the filing
date of this application, OR more than three months after the date of entry of the national stage
in the international application, AND after the mailing date of a first Office Action on the merits,
but before the mailing date of any of a Final Action under 37 C.F.R. § 1.113, a Notice of
Allowance under 37 C.F.R. § 1.311 or an action that otherwise closes prosecution in this

application (37 C.F.R. § 1.97(¢c)).

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), copies of U.S. patents and U.S. patent
application publications are not submitted. Submitted herewith are copies of non-patent

literature in accordance with 37 C.F R. § 1.98(a)(2).

In accordance with 37 C.F R. § 1.97(g), the filing of this Information Disclosure
Statement shall not be construed as a representation that a search has been made. In accordance

with 37 C.F.R. § 1.97(h), the filing of this Information Disclosure Statement shall not be
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construed to be an admission that the information cited in this Information Disclosure Statement

is, or is considered to be, material to patentability as defined in 37 C.F R. § 1.56(b).

Applicant hereby apprises the Examiner of the following patent applications,

including the contents of the file wrappers, the claims, any Office Actions issued therein, and

any Notices of Allowance issued therefor:

Docket No. | U.S. Serial No.: Title Filing Date
BST-001 15/271,655 SELF-PUBLISHED SECURITY September 21, 2016
RISK MANAGEMENT

Published as: US
2018/0083999
BST-002 15/377,574 METHODS AND SYSTEMS FOR December 13, 2016
CREATING, DE-DUPLICATING,
9,705,932 AND ACCESSING DATA USING
AN OBJECT STORAGE SYSTEM
BST-003 14/021,585 SECURITY RISK MANAGEMENT | September 9, 2013
9,438,615
Published as: US
2015/0074579
BST-003C1 15/216,955 METHODS FOR USING July 22,2016
ORGANIZATIONAL BEHAVIOR
Published as: FOR RISK RATINGS
US 2016/0330231
BST-003C2 | 15/239,063 SECURITY RISK MANAGEMENT August 17,2016
Published as:
US 2017/0093901

ALL REFERENCES CONSIDERED EXCERT WHERE LINED THROUGH.
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Docket No. | U.S. Serial No.: Title Filing Date
BST-003C3 | 16/405,121 METHODS FOR USING May 7, 2019
‘ ORGANIZATIONAL BEHAVIOR
Published as: FOR RISK RATINGS
US 2019/0260791
BST-004 13/240,572 INFORMATION TECHNOLOGY September 22, 2011
SECURITY ASSESSMENT
Published as: SYSTEM
US 2016/0205126
BST-004C1 | 14/944,484 INFORMATION TECHNOLOGY November 18, 2015
SECURITY ASSESSMENT
9,973,524 SYSTEM
Published as:
US 2016/0323308
BST- 15/142,677 SECURITY ASSESSMENT USING | April 29, 2016
004C1CP SERVICE PROVIDER DIGITAL
9,830,569 ASSET INFORMATION
Published as:
US 2016/0239772
BST-004C2 | 17/069,151 INFORMATION TECHNOLOGY October 13, 2020
SECURITY ASSESSMENT
Published as: SYSTEM
US 2021/0211454
BST-007 15/134,845 ANNOTATION PLATFORM FOR A | April 21, 2016
SECURITY RISK SYSTEM
9,680,858
BST-008 15/044,952 RELATIONSHIPS AMONG February 16, 2016
‘ TECHNOLOGY ASSETS AND
Published as: SERVICES AND THE ENTITIES
US 2017/0236077 | RESPONSIBLE FOR THEM
BST-008C2 | 15/089,375 RELATIONSHIPS AMONG April 1, 2016
TECHNOLOGY ASSETS AND
10,176,445 SERVICES AND THE ENTITIES
' RESPONSIBLE FOR THEM
Published as:
US 2017/0236079
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Docket No. | U.S. Serial No.: Title Filing Date
BST-009DA | 29/598,298 COMPUTER DISPLAY SCREEN March 24, 2017
WITH GRAPHICAL USER
D835,631 INTERFACE
BST-009DB | 29/598,299 COMPUTER DISPLAY WITH March 24, 2017
SECURITY RATINGS GRAPHICAL
DB18,475 USER INTERFACE
BST-009DC | 29/599,622 COMPUTER DISPLAY WITH April 5,2017
SECURITY RATINGS GRAPHICAL
D847169 USER INTERFACE
BST-009DD | 29/599,620 COMPUTER DISPLAY WITH April 5, 2017
SECURITY RATINGS GRAPHICAL
D846,562 USER INTERFACE
BST-010 16/015,686 METHODS FOR MAPPING IP June 22, 2018
ADDRESSES AND DOMAINS TO
10,425,380 ORGANIZATIONS USING USER
ACTIVITY DATA
BST-010C1 | 16/543,075 METHODS FOR MAPPING IP August 16, 2019
ADDRESSES AND DOMAINS TO
10,554,619 ORGANIZATIONS USING USER
ACTIVITY DATA
BST-010C2 | 16/738,825 METHODS FOR MAPPING IP January 9, 2020
ADDRESSES AND DOMAINS TO
10,893,021 ORGANIZATIONS USING USER
ACTIVITY DATA
BST-010C3 | 17/146,064 METHODS FOR MAPPING IP January 11, 2021
ADDRESSES AND DOMAINS TO
Published as: ORGANIZATIONS USING USER
US2021/0218702 | ACTIVITY DATA
BST-011 15/918,286 CORRELATED RISK IN March 12,2018
CYBERSECURITY
10,257,219
BST-011C1 | 16/292,956 CORRELATED RISK IN March 5, 2019
CYBERSECURITY
10,594,723
BST-011C2 | 16/795,056 CORRELATED RISK IN February 19, 2020
CYBERSECURITY
10,931,705
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Docket No. | U.S. Serial No.: Title Filing Date
BST-011C3 | 17/179,630 CORRELATED RISK IN February 19, 2021
CYBERSECURITY
Published as
US2021/0176269
BST-012 16/170,680 SYSTEMS AND METHODS FOR October 25,2018
REMOTE DETECTION OF
10,521,583 SOFTWARE THROUGH BROWSER
WEBINJECTS
BST-012C1 | 16/688647 SYSTEMS AND METHODS FOR November 19, 2019
REMOTE DETECTION OF
10,776,483 SOFTWARE THROUGH BROWSER
WEBINJECTS
BST-012C2 | 17/000,135 SYSTEMS AND METHODS FOR August 21, 2020
REMOTE DETECTION OF
11,126,723 SOFTWARE THROUGH BROWSER
WEBINJECTS
BST-012C3 | 17/401,683 SYSTEMS AND METHODS FOR August 13, 2021
REMOTE DETECTION OF
Published as US SOFTWARE THROUGH BROWSER
2021/0374243 WEBINIJECTS
BST-013 15/954,921 SYSTEMS AND METHODS FOR April 17,2018
EXTERNAL DETECTION OF
10,812,520 MISCONFIGURED SYSTEMS
BST-013C1 | 17/014,495 SYSTEMS AND METHODS FOR September 8, 2020
EXTERNAL DETECTION OF
Published as: MISCONFIGURED SYSTEMS
US2020/0404017
BST-014 16/549,764 SYSTEMS AND METHODS FOR August 23, 2019
INFERRING ENTITY
Published as: RELATIONSHIPS VIA NETWORK
US2021/0058421 | COMMUNICATIONS OF USERS

OR USER DEVICES

ALL REFERENCES CONSIDERED EXCERT WHERE LINED THROUGH.
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Docket No. | U.S. Serial No.: Title Filing Date
BST-014C1 | 16/787650 SYSTEMS AND METHODS FOR February 11, 2020
INFERRING ENTITY
10,749,893 RELATIONSHIPS VIA NETWORK
COMMUNICATIONS OF USERS
OR USER DEVICES
BST-015 16/583,991 SYSTEMS AND METHODS FOR September 26, 2019
NETWORK ASSET DISCOVERY
10,848,382 AND ASSOCIATION THEREOF
WITH ENTITIES
BST-015C1 | 17/085,550 SYSTEMS AND METHODS FOR October 30, 2020
NETWORK ASSET DISCOVERY
11,329,878 AND ASSOCIATION THEREOF
WITH ENTITIES
Published as:
US2021/0099347
BST-016D 29/666,942 COMPUTER DISPLAY WITH October 17,2018
GRAPHICAL USER INTERFACE
D892.135
BST-017 16/360,641 SYSTEMS AND METHODS FOR March 21, 2019
FORECASTING CYBERSECURITY
11,200,323 RATINGS BASED ON EVENT-
RATE SCENARIOS
BST-017C1 | 17/523166 SYSTEMS AND METHODS FOR November 10, 2021
FORECASTING CYBERSECURITY
Published as US RATINGS BASED ON EVENT-
2022/0121753 RATE SCENARIOS
BST-018 16/514,771 SYSTEMS AND METHODS FOR July 17, 2019
GENERATING SECURITY
10,726,136 IMPROVEMENT PLANS FOR
ENTITIES
BST-018C1 | 16/922,673 SYSTEMS AND METHODS FOR July 7, 2020
GENERATING SECURITY
11,030,325 IMPROVEMENT PLANS FOR
ENTITIES
BST-018C2 | 17/307,577 SYSTEMS AND METHODS FOR May 4, 2021
GENERATING SECURITY
Published as: IMPROVEMENT PLANS FOR

ALL REFERENCES CONSIDERED EXCERT WHERE LINED THROUGH.
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Docket No. | U.S. Serial No.: Title Filing Date
US2021/0326449 | ENTITIES
BST-019D | 29/677306 COMPUTER DISPLAY SCREEN January 18, 2019
WITH CORPORATE HIERARCHY
D905702 GRAPHICAL USER INTERFACE
BST-020 16/775,840 SYSTEMS AND METHODS FOR January 29, 2020
ASSESSING CYBERSECURITY
10,791,140 STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION
BST-020C1 | 17/018,587 SYSTEMS AND METHODS FOR September 11, 2020
ASSESSING CYBERSECURITY
11,050,779 STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION
BST-021 16/779,437 SYSTEMS AND METHODS FOR January 31, 2020
RAPIDLY GENERATING
10,893,067 SECURITY RATINGS
Published as:
US2021/0243221
BST-021D1 | 17/132,512 SYSTEMS AND METHODS FOR December 23, 2020
RAPIDLY GENERATING
Published as US SECURITY RATINGS
2021/0243221
BST-022 17/119,822 SYSTEMS AND METHODS FOR December 11, 2020
CYBERSECURITY RISK
11,122,073 MITIGATION AND
MANAGEMENT
BST-022D | 29/815,855 COMPUTER DISPLAY WITH A November 17, 2021
GRAPHICAL USER INTERFACE
FOR CYBERSECURITY RISK
MANAGEMENT
BST-022D1 | 17/392,521 SYSTEMS AND METHODS FOR August 3, 2021
CYBERSECURITY RISK
Published as US MITIGATION AND
2022/0191232

ALL REFERENCES CONSIDERED EXCERT WHERE LINED THROUGH.
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Docket No. | U.S. Serial No.: Title Filing Date
MANAGEMENT
BST-023 16/802,232 SYSTEMS AND METHODS FOR February 26, 2020
IMPROVING A SECURITY
10,764,298 PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES
BST-023C1 | 16/942,452 SYSTEMS AND METHODS FOR July 29, 2020
IMPROVING A SECURITY
11,265,330 PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES
BST-023DA | 29/725724 COMPUTER DISPLAY WITH RISK | February 26, 2020
VECTORS GRAPHICAL USER
INTERFACE
BST-023DB | 29/736,641 COMPUTER DISPLAY WITH PEER | June 2, 2020
ANALYTICS GRAPHICAL USER
D937870 INTERFACE
BST-024 17/039,675 SYSTEMS AND METHODS FOR September 30, 2020
DETERMINING ASSET
11,032,244 IMPORTANCE IN SECURITY RISK
MANAGEMENT
Published as US
2021/0099428
BST-024C1 | 17/320,997 SYSTEMS AND METHODS FOR May 14, 2021
DETERMINING ASSET
Published as US IMPORTANCE IN SECURITY RISK
2021/0344647 MANAGEMENT
BST-026 16/884,607 SYSTEMS AND METHODS FOR May 27, 2020
MANAGING CYBERSECURITY
11,023,585 ALERTS
BST-026C1 | 17/236,594 SYSTEMS AND METHODS FOR April 21, 2021
MANAGING CYBERSECURITY
Published as US ALERTS
2021/0374246
BST-029 17/710,168 SYSTEMS AND METHODS FOR March 31, 2022

ASSESSING CYBERSECURITY
RISK IN A WORK FROM HOME
ENVIRONMENT

ALL REFERENCES CONSIDERED EXCERT WHERE LINED THROUGH.
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Docket No. | U.S. Serial No.: Title Filing Date
BST-030 17/945,337 SYSTEMS AND METHODS FOR September 15, 2022
PRECOMPUTATION OF DIGITAL
ASSET INVENTORIES
BST-032 17/856,217 SYSTEMS AND METHODS FOR July 1, 2022

ACCELERATING
CYBERSECURITY ASSESSMENTS

/OLEG KORSAK/

12/18/2022

It is submitted that the Information Disclosure Statement is in compliance with

37 CF.R. § 1.98, and the Examiner is respectfully requested to consider the listed references.

Please charge our Credit Card in the amount of $130.00 covering the fee set forth in

37 CF.R. § 1.17(p). The Director is hereby authorized to charge any deficiency in the fees filed,

asserted to be filed or which should have been filed herewith (or with any paper hereatter filed in

this application by this firm) to our Deposit Account No. 07-1700, under Order No. BST-003C4.

Dated: December 6, 2022

Respectfully submitted,

Electronic signature: /Hunter Malboeuf/
Hunter Malboeuf
Registration No.: 79,730
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 570-1000
Agent For Applicant
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Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO Complete if Known
Application Number 17/025,930-Conf. #1001
INFORMATION DISCLOSURE  |Fiing ate September 18, 2020
STATEMENT BY APPLICANT  |rrstNamedinventor | Philip John Steuart Gladstone
Art Unit 2492
(Use as many sheels as necessary) Examiner Name O. Korsak
Sheet 1 of 9 Attorney Docket Number [BST-003C4
U. S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials™ No.! ] MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Gode? (/f known) Figures Appear
Al US-6,745,150 06-01-2004 Breiman
A2 US-6,785,732 08-31-2004 Bates et al.
A3 US-8,000,698 08-16-2011 Wolman et al.
A4 US-8,359,651 01-22-2013 Wu et al.
A5 US-8,505,094 08-06-2013 Xuewen et al.
AbB US-8,584,233 11-12-2013 Yang et al.
A7 US-8,601,575 12-03-2013 Mullarkey et al.
A8 US-8,752,183 06-10-2014 Heiderich et al.
A9 US-8,775,402 07-08-2014 Baskerville et al.
A10 |US-8,806,646 08-12-2014 Daswani et al.
A1l |US-8,949,988 02-03-2015 Adams et al.
A12  |US-8,966,639 02-24-2015 Roytman et al.
A13  |US-9,420,049 08-16-2016 Talmor et al.
Al14  |US-9,479,526 10-25-2016 Yang
A15 |US-9,680,855 06-13-2017 Schuliz et al.
A16  |US-9,680,858 06-13-2017 Boyer et al.
A17 |US-9,736,019 08-15-2017 Hardison et al.
A18 |US-10,180,966 01-15-2019 Lang et al.
A19 |US-10,210,329 02-19-2019 Malik et al.
FOREIGN PATENT DOCUMENTS
Examiner | Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials™ No.! Date Applicant of Cited Document Where Relevant Passages o
Country Gode® Number* Kind Code® (if known) MM-DD-YYYY Or Relevant Figures Appear T
Examiner Date
Signature JOLEG RORSAR/ Considered 12/18/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
' Applicant's unique citation designation number (optional). 2 See Kinds Codes of

considered. Include copy of this form with next communication to applicant.
v or MPEP 901.04. °Enter Office that issued the document, by the two-letter code (WIPQO Standard ST.3). *For
f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by

USPTO Patent Documents at w
Japanese patent documents, th

the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if English language

Translation is attached.
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Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO Complete if Known
Application Number 17/025,930-Conf. #1001
INFORMATION DISCLOSURE  |Fiing ate September 18, 2020
STATEMENT BY APPLICANT  |rrstNamedinventor | Philip John Steuart Gladstone
Art Unit 2492
(Use as many sheels as necessary) Examiner Name O. Korsak
Sheet 2 of 9 Attorney Docket Number [BST-003C4
U. S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials™ No.! ] MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Gode? (/f known) Figures Appear
A20 |US-10,540,374 01-21-2020 Singh et al.
A21  |US-10,764,298 09-01-2020 Light et al.
A22 |US-10,776,483 09-15-2020 Bagulho Monteiro Pereira
A23 |US-10,796,260 10-06-2020 Brannon et al.
A24 |US-10,896,394 01-19-2021 Brannon et al.
A25 |US-10,909,488 02-02-2021 Hecht et al.
A26 |US-11,126,723 09-21-2021 .Eﬁ;%‘gh" Monteiro Pereira,
A27 |US-11,379,773 07-05-2022 Vescio, Robert
A28 |US-2003/0011601-A1  |01-16-2003 Itoh et al.
A29 |US-2003/0074248-A1 |04-17-2003 Braud et al.
A30 |US-2004/0088570-A1 |05-06-2004 Roberts et al.
A31  |US-2005/0065807-A1 |03-24-2005 DeAngelis et al.
A32 |US-2006/0271564-A1 |11-30-2006 Meng Muntz et al.
A33 |US-2007/0113282-A1 |05-17-2007 Ross
A34 |US-2007/0136622-A1 |06-14-2007 Price et al.
A35 |US-2008/0148408-A1 |06-19-2008 Kao et al.
A36 |US-2008/0175266-A1 |07-24-2008 Alperovitch et al.
A37 |US-2008/0270458-A1 |10-30-2008 Gvelesiani
A38 |US-2009/0064337-A1 |03-05-2009 Chien
FOREIGN PATENT DOCUMENTS
Examiner | Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials™ No.! Date Applicant of Cited Document Where Relevant Passages o
Country Code® Number* Kind Code® (if known) MM-DD-YYYY Or Relevant Figures Appear T
Examiner Date
Signature JOLEG KORSBK/ Considered 12/18/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this f ith next communication to applicant. ' Applicant's unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at » or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPQ Standard ST.3). *For
Japanese patent documents, t f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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Approved for use through 05/31/2024. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Complete if Known

Application Number

17/025,930-Conf. #1001

Filing Date

September 18, 2020

First Named Inventor

Philip John Steuart Gladstone

Art Unit 2492
(Use as many sheels as necessary) Examiner Name O. Korsak
Sheet 3 of 9 Attorney Docket Number [BST-003C4
U. S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials™ No.! ] MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Gode? (/f known) Figures Appear
A39 |US-2009/0228830-A1 |09-10-2009 Herz et al.
A40 |US-2009/0276835-A1 |11-05-2009 Jackson et al.
A41  |US-2010/0024033-A1 |01-28-2010 KANG et al.
A42  |US-2010/0114634-A1 |05-06-2010 Christiansen et al.
A43 |US-2010/0309206-A1 |12-09-2010 Xie et al.
Ad44 |US-2011/0145168-A1 |06-16-2011 Dirnstorfer et al.
A45 |US-2011/0148880-A1 |06-23-2011 De Peuter
A46  |US-2011/0225085-A1 |09-15-2011 TAKESHITA et al.
A47 |US-2011/0249002-A1 |10-13-2011 Duplessis et al.
A48 |US-2011/0282997-A1 |11-17-2011 Prince et al.
A49 |US-2012/0008974-A1 |01-12-2012 Kawai et al.
A50 |US-2012/0036580-A1 |02-09-2012 Gorny et al.
A51  |US-2012/0059823-A1 |03-08-2012 Barber et al.
A52 |US-2012/0174219-A1  |07-05-2012 Hernandez et al.
A53 |US-2012/0221376-A1 |08-30-2012 Austin
A54 |US-2013/0055386-A1 |02-28-2013 KIM et al.
A55 |US-2013/0086687-A1 |04-04-2013 Chess et al.
A56 |US-2013/0212479-A1 |08-15-2013 Willis et al.
A57 |US-2013/0227697-A1 |08-29-2013 ZANDANI
FOREIGN PATENT DOCUMENTS
Examiner | Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials™ No.! Date Applicant of Cited Document Where Relevant Passages o
Country Gode® Number* Kind Code® (if known) MM-DD-YYYY Or Relevant Figures Appear T
Examiner Date
Signature /OLEG KORSAK/ Considered 12/19/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
' Applicant's unique citation designation number (optional). 2 See Kinds Codes of

considered. Include copy of this form with next communication to applicant.
v or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPQ Standard ST.3). *For
f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by

USPTO Patent Documents at 3
Japanese patent documents, t

the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO Complete if Known
Application Number 17/025,930-Conf. #1001
INFORMATION DISCLOSURE  |Fiing ate September 18, 2020
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"20180139180" OR
"20180157468" OR
"20180322584" OR
"20180336348" OR
"20180337938" OR
"20180337941" OR
"20180365519" OR
"20180375896" OR
"20190034845" OR
"20190089711" OR
"20190098025" OR
"20190140925" OR
"20190147378" OR
"20190166152" OR
"20190215331" OR
"20190303574" OR
"20190379632" OR
"20190392252" OR
"20200053127" OR
"20200074084" OR
"5867799" OR
"6016475" OR
"6792401" OR
"7062572" OR
"7100195" OR
"7194769" OR
"7290275" OR
"7650570" OR
"7747778" OR
"7748038" OR
"7827607" OR
"7971252" OR
"8370933" OR
"8429630" OR
"8504556" OR
"8621621" OR
"8661146" OR
"8677481" OR
"8825662" OR
"9053210" OR
"9075990" OR
"9241252" OR
"9244899" OR
"9294498" OR
"9372994" OR
"9373144" OR
"9384206" OR
"9401926" OR
"9407658" OR
"9424333" OR
"9501647" OR
"9560072" OR
"9620079" OR
"9641547" OR
"9646110").pn.

("9954893" OR
"D525264" OR
"D525629" OR

(US-PGPUB; USPAT)

OR

ON ON

2022/08/29
10:59 AM
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"D604740" OR
"D630645" OR
"D652048" OR
"D667022" OR
"D682287" OR
"D688260" OR
"D691164" OR
"D694252" OR
"D694253" OR
"D700616" OR
"D730918" OR
"D740847" OR
"D740848" OR
"D741351" OR
"D746832" OR
"D754690" OR
"D754696" OR
"D756371" OR
"D756372" OR
"D756392" OR
"D759084" OR
"D759689" OR
"D760782" OR
"D771695" OR
"D772276" OR
"D773507" OR
"D775635" OR
"D776136" OR
"D776153" OR
"D777177" OR
"D778927" OR
"D778928" OR
"D779512" OR
"D779514" OR
"D779531" OR
"D780770" OR
"D785009" OR
"D785010" OR
"D785016" OR
"D787530" OR
"D788128" OR
"D789947" OR
"D789957" OR
"D791153" OR
"D791834" OR
"D792427" OR
"D795891" OR
"D796523" OR
"D801989" OR
"D803237" OR
"D804528" OR
"D806735" OR
"D806737" OR
"D809523" OR
"D812633" OR
"D814483" OR
"D815119" OR
"D815148" OR

12/19/2022 12:25:17 PM
Workspace: 17025930
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L7 32

L8 0

L9 1

"D816105" OR
"D816116" OR
"D817970" OR
"D817977" OR
"D819687" OR
"D880512").pn.

passive DNS query

L3 AND L6

L5 AND L7

L4 AND L7

(US-PGPUB; USPAT:
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,

ADJ

OR

OR

OR

ON ON

ON

ON

ON

ON

ON ON

2022/08/29
11:01 AM

2022/08/29
11:01 AM

2022/08/29
11:01 AM

2022/08/29
11:02 AM
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Workspace: 17025930

black Kite

X. 1002, Page 75 op,
OK

of 16




CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L10 9 (L1 ORL2) AND L7 (US-PGPUB; USPAT; |OR ON ON 2022/08/29
USOCR; FIT (AU, AP, 11:04 AM
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L11 42 ((("BitSight") near3 (USPAT) OR ON ON 2022/12/19
("Technologies") near3 12:21 PM
("Inc")).AS, AANM.
L12 253 (("GLADSTONE") (US-PGPUB; USPAT; |OR ON ON 2022/12/19
near3 ("Philip")) OR USOCR; EPO; JPO; 12:21 PM
(("KIRBY") near3 DERWENT)
("Alan")) OR
(("TRUELOVE") near3
("John")) OR
(("FEINZEIG") near3
("David")) OR
(("VENNA") near3
("Nagarjuna")) OR
(("BOYER") near3
("Stephen™))).INV.
L13 425415 (HO04L63/1425 CPC (US-PGPUB; USPAT; |OR ON ON 2022/12/19
Inventive (CPCI) USOCR; FIT (AU, AP, 12:21 PM
H04L61/4511 Blank. AT, BE, BG, BR, BY,
GO06F3/0484 CA,CH,CN, CS, CU,
G06Q30/0277 CZ, DD, DE, DK, EA,
G06Q50/01 EE, EP, ES, FI, FR, GB,
H04L63/1416 HR, HU, ID, IE, IL, IS,
H04L63/1433 IT, JP, KR, LT, LU, LV,
H04L63/1441 ).CPC. MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
12/19/2022 12:25:17 PM Black Kite EX. 1002, Page 76 op of 18
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("10044750" OR
"10079854" OR
"10142364" OR
"10185924" OR
"10217071" OR
"10230753" OR
"10230764" OR
"10235524" OR
"10257219" OR
"10305854" OR
"10331502" OR
"10339321" OR
"10339484" OR
"10348755" OR
"10412083" OR
"10469515" OR
"10491619" OR
"10491620" OR
"10521583" OR
"20010044798" OR
"20020083077" OR
"20020133365" OR
"20020164983" OR
"20030050862" OR
"20030123424" OR
"20030187967" OR
"20040003284" OR
"20040010709" OR
"20040024859" OR
"20040098375" OR
"20040133561" OR
"20040133689" OR
"20040193907" OR
"20040193918" OR
"20040199791" OR
"20040199792" OR
"20040221296" OR
"20040250122" OR
"20040250134" OR
"20050066195" OR
"20050071450" OR
"20050076245" OR
"20050080720" OR
"20050108415" OR
"20050131830" OR
"20050138413" OR
"20050160002" OR
"20050234767" OR
"20050278726" OR
"20060036335" OR
"20060107226" OR
"20060173992" OR
"20060212925" OR
"20060253581" OR
"20070016948" OR

VN); FPRS; EPO:
JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT)

OR

ON ON

2022112119
12:21 PM
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"20070067845" OR
"20070143851" OR
"20070179955" OR
"20070198275" OR
"20070214151" OR
"20070282730" OR
"20080017526" OR
"20080033775" OR
"20080047018" OR
"20080091834" OR
"20080140495" OR
"20080140728" OR
"20080162931" OR
"20080172382" OR
"20080208995" OR
"20080209565" OR
"20080222287" OR
"20080262895" OR
"20090044272" OR
"20090094265" OR
"20090125427" OR
"20090132861" OR
"20090161629" OR
"20090193054" OR
"20090216700" OR
"20090265787" OR
"200902903128" OR
"20090299802" OR
"20090300768" OR
"20090319420" OR
"20090323632" OR
"20090328063" OR
"20100017880" OR
"20100042605" OR
"20100057582" OR
"20100186088" OR
"20100205042" OR
"20100218256" OR
"20100262444" OR
"20100275263" OR
"20100281124" OR
"20100281151" OR
"20110137704" OR
"20110145576" OR
"20110185403" OR
"20110213742" OR
"20110219455" OR
"20110231395" OR
"20110239300" OR
"20110206519" OR
"20120036263" OR
"20120089745" OR
"20120158725" OR
"20120166458" OR
"20120198558" OR
"20120215892" OR
"20120255027" OR
"20120201129" OR

12/19/2022 12:25:17 PM
Workspace: 17025930
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"20130014253" OR
"20130060351" OR
"20130080505" OR
"20130086521" OR
"20130091574" OR
"20130124644" OR
"20130124653" OR
"20130142050" OR
"20130173791" OR
"20130227078" OR
"20130291105" OR
"20130208244" OR
"20130305368" OR
"20130333038" OR
"20130347116" OR
"20140006129" OR
"20140019196" OR
"20140108474" OR
"20140114755" OR
"20140114843" OR
"20140130158" OR
"20140146370" OR
"20140189098" OR
"20140204803" OR
"20140237545" OR
"20140244317" OR
"20140283068" OR
"20140288996" OR
"20140304816" OR
"20140334336" OR
"20140337633" OR
"20150033331" OR
"20150033341" OR
"20150074579" OR
"20150081860" OR
"20150156084" OR
"20150180883" OR
"20150261955" OR
"20150264061" OR
"20150288706" OR
"20150288709" OR
"20150310188" OR
"20150310213" OR
"20150317672" OR
"20150347756" OR
"20150350229" OR
"20150381649" OR
"20160036849" OR
"20160065613" OR
"20160119373" OR
"20160140466" OR
"20160147992" OR
"20160162602" OR
"20160171415" OR
"20160173522" OR
"20160182537" OR
"20160189301" OR
"20160191554" OR

12/19/2022 12:25:17 PM
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"20160205126" OR
"20160248797" OR
"20160253500" OR
"20160259945" OR
"20160337387" OR
"20160344801" OR
"20160364496" OR
"20160373485" OR
"20170048267" OR
"20170063901" OR
"20170142148" OR
"20170161409" OR
"20170236078" OR
"20170237764" OR
"20170279843" OR
"20170300911" OR
"20170316324" OR
"20170318045" OR
"20170324766" OR
"20170337487" OR
"20180013716" OR
"20180103043" OR
"20180123934" OR
"20180124110" OR
"20180139180" OR
"20180157468" OR
"20180322584" OR
"20180336348" OR
"20180337938" OR
"20180337941" OR
"20180365519" OR
"20180375896" OR
"20190034845" OR
"20190089711" OR
"20190098025" OR
"20190140925" OR
"20190147378" OR
"20190166152" OR
"20190215331" OR
"20190303574" OR
"20190379632" OR
"20190392252" OR
"20200053127" OR
"20200074084" OR
"5867799" OR

"6016475" OR

"6792401" OR

"7062572" OR

"7100195" OR

"7194769" OR

"7290275" OR

"7650570" OR

"7747778" OR

"7748038" OR

"7827607" OR

"7971252" OR

"8370933" OR

"8429630" OR

12/19/2022 12:25:17 PM
Workspace: 17025930
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"8504556" OR
"8621621" OR
"8661146" OR
"8677481" OR
"8825662" OR
"9053210" OR
"9075990" OR
"9241252" OR
"9244899" OR
"9294498" OR
"9372994" OR
"9373144" OR
"9384206" OR
"9401926" OR
"9407658" OR
"9424333" OR
"9501647" OR
"9560072" OR
"9620079" OR
"9641547" OR
"9646110").pn.

("9954893" OR
"D525264" OR
"D525629" OR
"D604740" OR
"D630645" OR
"D652048" OR
"D667022" OR
"D682287" OR
"D688260" OR
"D691164" OR
"D694252" OR
"D694253" OR
"D700616" OR
"D730918" OR
"D740847" OR
"D740848" OR
"D741351" OR
"D746832" OR
"D754690" OR
"D754696" OR
"D756371" OR
"D756372" OR
"D756392" OR
"D759084" OR
"D759689" OR
"D760782" OR
"D771695" OR
"D772276" OR
"D773507" OR
"D775635" OR
"D776136" OR
"D776153" OR
"D777177" OR
"D778927" OR
"D778928" OR
"D779512" OR
"D779514" OR

(US-PGPUB; USPAT)

OR

ON

ON

2022112119
12:21 PM

12/19/2022 12:25:17 PM
Workspace: 17025930

black Kite

X. 1002, Page 8T ob

OK

3of 16




"D779531" OR

"D780770" OR
"D785009" OR
"D785010" OR
"D785016" OR
"D787530" OR
"D788128" OR
"D789947" OR
"D789957" OR
"D791153" OR
"D791834" OR
"D792427" OR
"D795891" OR
"D796523" OR
"D801989" OR
"D803237" OR
"D804528" OR
"D806735" OR
"D806737" OR
"D809523" OR
"D812633" OR
"D814483" OR
"D815119" OR
"D815148" OR
"D816105" OR
"D816116" OR
"D817970" OR
"D817977" OR
"D819687" OR
"D880512").pn.
L16 38 passive DNS query (US-PGPUB; USPAT; |ADJ ON ON 2022/12/19
USOCR; FIT (AU, AP, 12:21 PM
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L17 33 L3 AND L6 (US-PGPUB; USPAT; |OR ON ON 2022/12/19
USOCR; FIT (AU, AP, 12:21 PM
AT, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
12/18/2022 12:25:17 PM Black Kite Ex. 1002, Page 82 obdgtd4 of 16
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L18 0

L19 1

L20 9

L21 0

L5 AND L7

L4 AND L7

(L1 OR L2) AND L7

N3 AND N4

RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT:
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO: DERWENT:
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

2022112119
12:21 PM

2022112119
12:21 PM

2022112119
12:21 PM

2022112119
12:24 PM
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CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, I, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:
JPO: DERWENT:
IBM_TDB)

PE2E SEARCH - Search History (Interference)

Ref # Hits [Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
N1 13 (passive DNS (US-PGPUB; USPAT) |ADJ ON ON 2022/12/19
query).CLM. 12:21 PM
N2 104312 (HO04L63/1425 (US-PGPUB; USPAT) |OR ON ON 2022/12/19
HO04L61/4511 12:22 PM
GO06F3/0484
G06Q30/0277
G06Q50/01
H04L63/1416
H04L63/1433
H04L63/1441 ).CPC.
N3 11 N1 AND N2 (US-PGPUB; USPAT) |OR ON ON 2022/12/19
12:22 PM
N4 0 (authoritiative SAME (US-PGPUB; USPAT) |OR ON ON 2022/12/19
host).CLM. 12:24 PM
N5 0 N3 AND N4 (US-PGPUB; USPAT) |OR ON ON 2022/12/19
12:25 PM
12/18/2022 12:25:17 PM Black Kite Ex. 1002, Page 84 obdgths of 16
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Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: 17/025,930 Confirmation No.: 1001
Filed: September 18, 2020 Art Unit: 2492

For: METHODS FOR USING ORGANIZATIONAL Examiner: O. Korsak
BEHAVIOR FOR RISK RATINGS

Submitted via EFS-Web

INFORMATION DISCLOSURE STATEMENT (IDS)

Pursuantto 37 C.F.R. §§ 1.56, 1.97, and 1.98, the attention of the United States
Patent and Trademark Office is hereby directed to the references listed on the attached
PTO/SB/08. It is respectfully requested that the information be expressly considered during the
prosecution of the above-identified application, and that the references be made of record therein

and appear among the “References Cited” on any patent to issue therefrom.

This Information Disclosure Statement is filed more than three months after the filing
date of this application, OR more than three months after the date of entry of the national stage
in the international application, AND after the mailing date of a first Office Action on the merits,
but before the mailing date of any of a Final Action under 37 C.F.R. § 1.113, a Notice of
Allowance under 37 C.F.R. § 1.311 or an action that otherwise closes prosecution in this

application (37 C.F.R. § 1.97(¢)).

In accordance with 37 C.F.R. § 1.98(a)(2)(i1), copies of U.S. patents and U.S. patent
application publications are not submitted. Submitted herewith are copies of non-patent

literature in accordance with 37 C.F.R. § 1.98(a)(2).

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure
Statement shall not be construed as a representation that a search has been made. In accordance

with 37 C.F.R. § 1.97(h), the filing of this Information Disclosure Statement shall not be
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Application No.: 17/025,930

2 Docket No.: BST-003C4

construed to be an admission that the information cited in this Information Disclosure Statement

is, or is considered to be, material to patentability as defined in 37 C.F.R. § 1.56(b).

Applicant hereby apprises the Examiner of the following patent applications,

including the contents of the file wrappers, the claims, any Office Actions issued therein, and

any Notices of Allowance issued therefor:

Docket No. | U.S. Serial No.: Title Filing Date
BST-001 15/271,655 SELF-PUBLISHED SECURITY September 21, 2016
RISK MANAGEMENT

Published as: US
2018/0083999
BST-002 15/377,574 METHODS AND SYSTEMS FOR December 13, 2016
CREATING, DE-DUPLICATING,
9,705,932 AND ACCESSING DATA USING
AN OBJECT STORAGE SYSTEM
BST-003 14/021,585 SECURITY RISK MANAGEMENT September 9, 2013
9,438,615
Published as: US
2015/0074579
BST-003C1 15/216,955 METHODS FOR USING July 22, 2016
ORGANIZATIONAL BEHAVIOR
Published as: FOR RISK RATINGS
US 2016/0330231
BST-003C2 15/239,063 SECURITY RISK MANAGEMENT August 17,2016

Published as:
US 2017/0093901
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BST-003C3 | 16/405,121 METHODS FOR USING May 7, 2019
_ ORGANIZATIONAL BEHAVIOR
Published as: FOR RISK RATINGS
US 2019/0260791
BST-004 13/240,572 INFORMATION TECHNOLOGY September 22, 2011
SECURITY ASSESSMENT
Published as: SYSTEM
US 2016/0205126
BST-004C1 | 14/944,484 INFORMATION TECHNOLOGY November 18, 2015
SECURITY ASSESSMENT
9,973,524 SYSTEM
Published as:
US 2016/0323308
BST- 15/142,677 SECURITY ASSESSMENT USING | April 29, 2016
004C1CP SERVICE PROVIDER DIGITAL
9,830,569 ASSET INFORMATION
Published as:
US 2016/0239772
BST-004C2 | 17/069,151 INFORMATION TECHNOLOGY October 13, 2020
SECURITY ASSESSMENT
Published as: SYSTEM
US 2021/0211454
BST-007 15/134,845 ANNOTATION PLATFORM FOR A | April 21, 2016
SECURITY RISK SYSTEM
9,680,858
BST-008 15/044,952 RELATIONSHIPS AMONG February 16, 2016
_ TECHNOLOGY ASSETS AND
Published as: SERVICES AND THE ENTITIES
US 2017/0236077 | RESPONSIBLE FOR THEM
BST-008C2 | 15/089,375 RELATIONSHIPS AMONG April 1,2016
TECHNOLOGY ASSETS AND
10,176,445 SERVICES AND THE ENTITIES

Published as:
US 2017/0236079

RESPONSIBLE FOR THEM
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BST-009DA | 29/598,298 COMPUTER DISPLAY SCREEN March 24, 2017
WITH GRAPHICAL USER
D835,631 INTERFACE
BST-009DB | 29/598,299 COMPUTER DISPLAY WITH March 24, 2017
SECURITY RATINGS GRAPHICAL
D818,475 USER INTERFACE
BST-009DC | 29/599,622 COMPUTER DISPLAY WITH April 5,2017
SECURITY RATINGS GRAPHICAL
D847169 USER INTERFACE
BST-009DD | 29/599,620 COMPUTER DISPLAY WITH April 5, 2017
SECURITY RATINGS GRAPHICAL
D846,562 USER INTERFACE
BST-010 16/015,686 METHODS FOR MAPPING IP June 22,2018
ADDRESSES AND DOMAINS TO
10,425,380 ORGANIZATIONS USING USER
ACTIVITY DATA
BST-010C1 | 16/543,075 METHODS FOR MAPPING IP August 16, 2019
ADDRESSES AND DOMAINS TO
10,554,619 ORGANIZATIONS USING USER
ACTIVITY DATA
BST-010C2 | 16/738,825 METHODS FOR MAPPING IP January 9, 2020
ADDRESSES AND DOMAINS TO
10,893,021 ORGANIZATIONS USING USER
ACTIVITY DATA
BST-010C3 | 17/146,064 METHODS FOR MAPPING IP January 11, 2021
ADDRESSES AND DOMAINS TO
Published as: ORGANIZATIONS USING USER
US2021/0218702 | ACTIVITY DATA
BST-011 15/918,286 CORRELATED RISK IN March 12, 2018
CYBERSECURITY
10,257,219
BST-011C1 | 16/292,956 CORRELATED RISK IN March 5, 2019
CYBERSECURITY
10,594,723
BST-011C2 | 16/795,056 CORRELATED RISK IN February 19, 2020
CYBERSECURITY
10,931,705

Black Kite Ex. 1002, Page 89 of 344




Application No.: 17/025,930

5 Docket No.: BST-003C4

Docket No. | U.S. Serial No.: Title Filing Date
BST-011C3 | 17/179,630 CORRELATED RISK IN February 19, 2021
CYBERSECURITY
Published as
US2021/0176269
BST-012 16/170,680 SYSTEMS AND METHODS FOR October 25, 2018
REMOTE DETECTION OF
10,521,583 SOFTWARE THROUGH BROWSER
WEBINJECTS
BST-012C1 | 16/688647 SYSTEMS AND METHODS FOR November 19, 2019
REMOTE DETECTION OF
10,776,483 SOFTWARE THROUGH BROWSER
WEBINJECTS
BST-012C2 | 17/000,135 SYSTEMS AND METHODS FOR August 21, 2020
REMOTE DETECTION OF
11,126,723 SOFTWARE THROUGH BROWSER
WEBINJECTS
BST-012C3 | 17/401,683 SYSTEMS AND METHODS FOR August 13, 2021
REMOTE DETECTION OF
Published as US SOFTWARE THROUGH BROWSER
2021/0374243 WEBINJECTS
BST-013 15/954,921 SYSTEMS AND METHODS FOR April 17,2018
EXTERNAL DETECTION OF
10,812,520 MISCONFIGURED SYSTEMS
BST-013C1 | 17/014,495 SYSTEMS AND METHODS FOR September 8, 2020
EXTERNAL DETECTION OF
Published as: MISCONFIGURED SYSTEMS
US2020/0404017
BST-014 16/549,764 SYSTEMS AND METHODS FOR August 23, 2019

Published as:
US2021/0058421

INFERRING ENTITY
RELATIONSHIPS VIA NETWORK
COMMUNICATIONS OF USERS
OR USER DEVICES
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BST-014C1 | 16/787650 SYSTEMS AND METHODS FOR February 11, 2020
INFERRING ENTITY
10,749,893 RELATIONSHIPS VIA NETWORK
COMMUNICATIONS OF USERS
OR USER DEVICES
BST-015 16/583,991 SYSTEMS AND METHODS FOR September 26, 2019
NETWORK ASSET DISCOVERY
10,848,382 AND ASSOCIATION THEREOF
WITH ENTITIES
BST-015C1 | 17/085,550 SYSTEMS AND METHODS FOR October 30, 2020
NETWORK ASSET DISCOVERY
11,329,878 AND ASSOCTATION THEREOF
WITH ENTITIES
Published as:
US2021/0099347
BST-016D 29/666,942 COMPUTER DISPLAY WITH October 17, 2018
GRAPHICAL USER INTERFACE
D892,135
BST-017 16/360,641 SYSTEMS AND METHODS FOR March 21, 2019
FORECASTING CYBERSECURITY
11,200,323 RATINGS BASED ON EVENT-
RATE SCENARIOS
BST-017C1 | 17/523166 SYSTEMS AND METHODS FOR November 10, 2021
FORECASTING CYBERSECURITY
Published as US RATINGS BASED ON EVENT-
2022/0121753 RATE SCENARIOS
BST-018 16/514,771 SYSTEMS AND METHODS FOR July 17, 2019
GENERATING SECURITY
10,726,136 IMPROVEMENT PLANS FOR
ENTITIES
BST-018C1 | 16/922,673 SYSTEMS AND METHODS FOR July 7, 2020
GENERATING SECURITY
11,030,325 IMPROVEMENT PLANS FOR
ENTITIES
BST-018C2 | 17/307,577 SYSTEMS AND METHODS FOR May 4, 2021

Published as:

GENERATING SECURITY
IMPROVEMENT PLANS FOR

Black Kite Ex. 1002, Page 91 of 344




Application No.: 17/025,930

7 Docket No.: BST-003C4

Docket No. | U.S. Serial No.: Title Filing Date
US2021/0326449 | ENTITIES
BST-019D 29/677306 COMPUTER DISPLAY SCREEN January 18, 2019
WITH CORPORATE HIERARCHY
D905702 GRAPHICAL USER INTERFACE
BST-020 16/775,840 SYSTEMS AND METHODS FOR January 29, 2020
ASSESSING CYBERSECURITY
10,791,140 STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION
BST-020C1 | 17/018,587 SYSTEMS AND METHODS FOR September 11, 2020
ASSESSING CYBERSECURITY
11,050,779 STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION
BST-021 16/779,437 SYSTEMS AND METHODS FOR January 31, 2020
RAPIDLY GENERATING
10,893,067 SECURITY RATINGS
Published as:
US2021/0243221
BST-021D1 | 17/132,512 SYSTEMS AND METHODS FOR December 23, 2020
RAPIDLY GENERATING
Published as US SECURITY RATINGS
2021/0243221
BST-022 17/119,822 SYSTEMS AND METHODS FOR December 11, 2020
CYBERSECURITY RISK
11,122,073 MITIGATION AND
MANAGEMENT
BST-022D 29/815,855 COMPUTER DISPLAY WITH A November 17, 2021
GRAPHICAL USER INTERFACE
FOR CYBERSECURITY RISK
MANAGEMENT
BST-022D1 | 17/392,521 SYSTEMS AND METHODS FOR August 3, 2021
CYBERSECURITY RISK
Published as US MITIGATION AND
2022/0191232
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Docket No. | U.S. Serial No.: Title Filing Date
MANAGEMENT
BST-023 16/802,232 SYSTEMS AND METHODS FOR February 26, 2020
IMPROVING A SECURITY
10,764,298 PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES
BST-023C1 | 16/942,452 SYSTEMS AND METHODS FOR July 29, 2020
IMPROVING A SECURITY
11,265,330 PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES
BST-023DA | 29/725724 COMPUTER DISPLAY WITH RISK | February 26, 2020
VECTORS GRAPHICAL USER
INTERFACE
BST-023DB | 29/736,641 COMPUTER DISPLAY WITH PEER | June 2, 2020
ANALYTICS GRAPHICAL USER
D937870 INTERFACE
BST-024 17/039,675 SYSTEMS AND METHODS FOR September 30, 2020
DETERMINING ASSET
11,032,244 IMPORTANCE IN SECURITY RISK
MANAGEMENT
Published as US
2021/0099428
BST-024C1 | 17/320,997 SYSTEMS AND METHODS FOR May 14, 2021
DETERMINING ASSET
Published as US IMPORTANCE IN SECURITY RISK
2021/0344647 MANAGEMENT
BST-026 16/884,607 SYSTEMS AND METHODS FOR May 27, 2020
MANAGING CYBERSECURITY
11,023,585 ALERTS
BST-026C1 | 17/236,594 SYSTEMS AND METHODS FOR April 21, 2021
MANAGING CYBERSECURITY
Published as US ALERTS
2021/0374246
BST-029 17/710,168 SYSTEMS AND METHODS FOR March 31, 2022

ASSESSING CYBERSECURITY
RISK IN A WORK FROM HOME
ENVIRONMENT
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Docket No. | U.S. Serial No.: Title Filing Date
BST-030 17/945,337 SYSTEMS AND METHODS FOR September 15, 2022
PRECOMPUTATION OF DIGITAL
ASSET INVENTORIES
BST-032 17/856,217 SYSTEMS AND METHODS FOR July 1, 2022

ACCELERATING
CYBERSECURITY ASSESSMENTS

It is submitted that the Information Disclosure Statement is in compliance with

37 C.F.R. § 1.98, and the Examiner is respectfully requested to consider the listed references.

Please charge our Credit Card in the amount of $130.00 covering the fee set forth in

37 C.F.R. § 1.17(p). The Director is hereby authorized to charge any deficiency in the fees filed,

asserted to be filed or which should have been filed herewith (or with any paper hereafter filed in

this application by this firm) to our Deposit Account No. 07-1700, under Order No. BST-003C4.

Dated: December 6, 2022

Respecttully submitted,

Electronic signature: /Hunter Malboeuf/
Hunter Malboeuf
Registration No.: 79,730
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 570-1000
Agent For Applicant
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Initials™ No.! ] MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Gode? (/f known) Figures Appear
Al US-6,745,150 06-01-2004 Breiman
A2 US-6,785,732 08-31-2004 Bates et al.
A3 US-8,000,698 08-16-2011 Wolman et al.
A4 US-8,359,651 01-22-2013 Wu et al.
A5 US-8,505,094 08-06-2013 Xuewen et al.
AbB US-8,584,233 11-12-2013 Yang et al.
A7 US-8,601,575 12-03-2013 Mullarkey et al.
A8 US-8,752,183 06-10-2014 Heiderich et al.
A9 US-8,775,402 07-08-2014 Baskerville et al.
A10 |US-8,806,646 08-12-2014 Daswani et al.
A1l |US-8,949,988 02-03-2015 Adams et al.
A12  |US-8,966,639 02-24-2015 Roytman et al.
A13  |US-9,420,049 08-16-2016 Talmor et al.
Al14  |US-9,479,526 10-25-2016 Yang
A15 |US-9,680,855 06-13-2017 Schuliz et al.
A16  |US-9,680,858 06-13-2017 Boyer et al.
A17 |US-9,736,019 08-15-2017 Hardison et al.
A18 |US-10,180,966 01-15-2019 Lang et al.
A19 |US-10,210,329 02-19-2019 Malik et al.
FOREIGN PATENT DOCUMENTS
Examiner | Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials™ No.! Date Applicant of Cited Document Where Relevant Passages o
Country Gode® Number* Kind Code® (if known) MM-DD-YYYY Or Relevant Figures Appear T
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
' Applicant's unique citation designation number (optional). 2 See Kinds Codes of
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v or MPEP 901.04. °Enter Office that issued the document, by the two-letter code (WIPQO Standard ST.3). *For
f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by

USPTO Patent Documents at w
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A20 |US-10,540,374 01-21-2020 Singh et al.
A21  |US-10,764,298 09-01-2020 Light et al.
A22 |US-10,776,483 09-15-2020 Bagulho Monteiro Pereira
A23 |US-10,796,260 10-06-2020 Brannon et al.
A24 |US-10,896,394 01-19-2021 Brannon et al.
A25 |US-10,909,488 02-02-2021 Hecht et al.
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A27 |US-11,379,773 07-05-2022 Vescio, Robert
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A30 |US-2004/0088570-A1 |05-06-2004 Roberts et al.
A31  |US-2005/0065807-A1 |03-24-2005 DeAngelis et al.
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A34 |US-2007/0136622-A1 |06-14-2007 Price et al.
A35 |US-2008/0148408-A1 |06-19-2008 Kao et al.
A36 |US-2008/0175266-A1 |07-24-2008 Alperovitch et al.
A37 |US-2008/0270458-A1 |10-30-2008 Gvelesiani
A38 |US-2009/0064337-A1 |03-05-2009 Chien
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A40 |US-2009/0276835-A1 |11-05-2009 Jackson et al.
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A51  |US-2012/0059823-A1 |03-08-2012 Barber et al.
A52 |US-2012/0174219-A1  |07-05-2012 Hernandez et al.
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A58 |US-2013/0263270-A1 |10-03-2013 COTE et al.
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AB9 |US-2014/0337086-A1 |11-13-2014 Asenjo et al.
A70 |US-2014/0344332-A1 |11-20-2014 Giebler
AT71 US-2015/0052607-A1  |02-19-2015 AL HAMAMI
A72 |US-2015/0195299-A1 |07-09-2015 Zoldi et al.
A73 |US-2015/0207776-A1 |07-23-2015 Morin et al.
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Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: 17/025,930 Confirmation No.: 1001
Filed: September 18, 2020 Art Unit: 2492

For: METHODS FOR USING ORGANIZATIONAL Examiner: O. Korsak
BEHAVIOR FOR RISK RATINGS

Submitted via EFS-Web

AMENDMENT IN RESPONSE TO NON-FINAL OFFICE ACTION UNDER 37 C.F.R. § 1.111

INTRODUCTORY COMMENTS

In response to the Office Action dated September 6, 2022, please amend the above-

identified U.S. patent application as follows:

Amendments to the Claims are reflected in the listing of claims which begins on

page 2 of this paper.

Remarks/Arguments begin on page 6 of this paper.
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AMENDMENTS TO THE CLLAIMS

1-20. (Canceled)

21. (Previously presented) A computer-implemented method for mapping Intcrnet Protocol
(1P) addresses to an entity, the method comprising:

receiving a first domain name for the entity;

sending, to a domain name system (DNS) server, a first passive DNS query to identify
first name servers for the first domain name;

receiving, from the DNS server, a list of the first name servers for the first domain name;

sending, for each of the first name servers, a second passive DNS query to identify
second domain names for which the first name server is authoritative;

receiving, for each of the first name servers, a list of the second domain names for which
the first namec scrver is authoritative;

sending, for each of the second domain names, a third passive DNS query to identify host
names for the hosts of the second domain name and IP addresses for the host names;

receiving a list of the host names and the IP addresses for the host names; and

mapping each IP address to an attribute for the entity.

22. (Previously presented) The method of claim 21, wherein the first domain name is

received from a user interface.

23. (Previously presented) The method of claim 21, wherein the list of the host names

comprises names of at least a subset of the first name servers.

24. (Previously presented) The method of claim 21, wherein the attribute is a Classless Inter-

Domain Routing block.

25. (Previously presented) The method of claim 21, wherein receiving the first domain name
for the entity comprises:

determining the first domain name for a website of the entity.

IPTS/118861577.1
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26. (Previously presented) The method of claim 21, wherein the method is executed at least

two scparatc instancces to track a changc over time in the IP addresscs for the host names.
27. (Previously presented) The method of claim 26, further comprising:
automatically updating the mapping of IP addresses upon identifying the change in the IP

addresses.

28. (Previously presented) The method of claim 21, further comprising:

identifying a shared hosting service based on the mapped IP addresses.

29. (Previously presented) The method of claim 21, further comprising:

determining a security rating for the entity based on the mapped TP address.

30. (Currently Amended) The method of claim 21, wherein the entity is a first entity, and

wherein mapping each IP address to the attribute for the entity comprises:
determining that the IP address is mapped to attributes for the first entity and a second

entity atleast-tweo-entities.

31. (Currently Amended) The method of claim 30[[29]], further comprising:
determining a first security rating for the first entity afirst-one-ofthe-atleasttwe-entities
and a second security rating for the second entity asecond-ene-of-the-atleasttwo-entities, the

first security rating and the second security rating being related.

32. (Previously presented) A computer-implemented system for mapping Internet Protocol
(IP) addresses to an entity, the system comprising:
at least one memory storing computer-executable instructions; and
at least one processor for executing the instructions stored on the memory, wherein
cxccution of the instructions programs the at Icast onc proccssor to perform operations
comprising:
receiving a first domain name for the entity;
sending, to a domain name system (DNS) server, a first passive DNS query to

identify first name servers for the first domain name;

IPTS/118861577.1
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receiving, from the DNS server, a list of the first name servers for the first
domain namc;

sending, for each of the first name servers, a second passive DNS query to
identify second domain names for which the first name server is authoritative;

receiving, for each of the first name servers, a list of the second domain names for
which the first name server is authoritative;

sending, for each of the second domain names, a third passive DNS query to

identify host names for the hosts of the second domain name and IP addresses for the host

names;
receiving a list of the host names and the IP addresses for the host names; and
mapping each IP address to an attribute for the entity.

33. (Previously presented) The system of claim 32, further comprising:

a user interface coupled to the processor, wherein the processor is configured to receive

the first domain name for the entity from the user interface.

34, (Previously presented) The system of claim 32, wherein the list of the host names

comprises names of at least a subset of the first name servers.

35. (Previously presented) The system of claim 32, wherein the attribute is a Classless Inter-

Domain Routing block.

36. (Previously presented) The system of claim 32, wherein receiving the first domain name
for the entity comprises:

determining the first domain name for a website of the entity.

37. (Previously presented) The system of claim 32, wherein the operations are executed at

Icast two scparatc instancces to track a change over time in the IP addresscs for the host namecs.

38. (Previously presented) The system of claim 37, wherein the operations further comprise:
automatically updating the mapping of IP addresses upon identifying the change in the IP

addresses.

IPTS/118861577.1
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39. (Previously presented) The system of claim 32, wherein the operations further comprise:

identifying a shared hosting scrvice based on the mapped IP addresscs.

40. (Previously presented) The system of claim 32, wherein the operations further comprise:

determining a security rating for the entity based on the mapped IP address.

41. (Currently Amended) The system of claim 32, wherein the entity is a first entity, and

wherein mapping each IP address to the attribute for the entity comprises:
determining that the IP address is mapped to attributes for the first entity and a second

entity atleast-twe-entities.

42. (Currently Amended) The system of claim 41[[32]], wherein the operations further
comprise:

determining a first security rating for the first entity afirst-one-of-the-atleasttwo-entities
and a second security rating for the second entity a-second-one-ofthe-atleasttwo-entities, the

first security rating and the second security rating being related.
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REMARKS

In response to the Office Action mailed September 6, 2022, Applicant respectfully
requeslts reconsideration in view ol the amendments and the [ollowing remarks.

Claims 21-42 were previously pending in this application. Claims 30, 31, 41, and 42 are
amended herein without prejudice or disclaimer. As a result, claims 21-42 are pending for
examination with claims 21 and 32 each being an independent claim. Support for the
amendments to the claims can be found in at least Fig. 16 and the instant Specification at page 2,
lincs 28-29; page 4, lincs 15-25; page 5, lincs 15-22; page 11, lines 9-19; and page 43, linc 3 to

page 44, line 8. No new matter has been added.

Claim Rejections under 35 U.S.C. § 112
Claims 30 and 31 stand rejected under 35 U.S.C. 112(b), second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter which the
inventor or joint inventor, regards as the invention. Claims 30, 31, 41, and 42 have been
amended without prejudice or disclaimer. Withdrawal of the rejections under 35 U.S.C. 112(b)

and reconsideration of claims 30, 31, 41, and 42 is respectfully requested.

Double Patenting
Claims 21-42 are rejected on the ground of non-statutory obviousness-type double
patenting as being unpatentable over claims 1-100 of U.S. Patent No. 9,438,615 (the *“‘615
patent”). Without acquiescing to the merits of the rejection, Applicant has submitted an
Electronic Terminal Disclaimer relative to the ‘615 patent, and has received a notification from
the Office indicating that the Electronic Terminal Disclaimer has been approved. Accordingly,
Applicant respectfully submits that the double patenting rejection is moot and requests that it be

withdrawn.

Allowable Subject Matter
Claims 21-42 are indicated as allowable over prior art. Applicant acknowledges and
appreciates the indication of allowable subject matter. Reconsideration of claims 21-42 is

respectfully requested.
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CONCLUSION

In view of the above amendment, applicant believes the pending application is in
condition for allowance. Applicant believes no [ee is due with this response. However, il a [ee is
due, please charge our Deposit Account No. 07-1700, under Order No. BST-003C4 from which

the undersigned is authorized to draw.

Dated: December 6, 2022 Respectfully submitted,

Electronic signature: /Hunter Malboeuf/
Hunter Malboeuf
Registration No.: 79,730
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 570-1000
Agent For Applicant
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This is not an USPTO supplied IDS fillable form
43141
9 RNFOA.pdf yes 7
ba%1a7€9127103ee721e4d4777871a893f9)
abd24
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Request for Reconsideration-After Non-Final Rejection 1 1
Claims 2 5
Applicant Arguments/Remarks Made in an Amendment 6 7
Warnings:
Information:
38119
10 Fee Worksheet (SB06) fee-info.pdf no 2
c15316d0f531e915894f3eb4ec5920d0187
27aac
Warnings:
Information:
Total Files Size (in bytes): 10513990
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Under the Paperwork Reduction Act of 1995, no persons are req

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ired to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PARTI

Application or Docket Number Filing Date
PATENT APPLICgIt!gmtEfEFchE-lF-’Eg-wg]AﬂoN RECORD 171025 930 0911912020 3o be Maied
ENTITY: [J LARGE sMALL [JMICRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] BAsiC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
() SEARCH FEE
(37 CFR 1.16(K), (i), or (m)) N/A N/A N/A
(] EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A
TOTAL CLAIMS . .
(37 CFR 1.16(i)) minus 20 = x 350 -
INDEPENDENT CLAIMS . .
(37 GFR 1.16(h)) minus 3 = x $230 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
Déi;“f?gg;‘ SIZE FEE (37 for small entity) for each additional 50 sheets or
’ fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
(7J MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
- 12/06/2022 ;{E#"E/'\F'{N'NG Eg'g\‘zasw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ! *x _ _
E (37 GFR 11660} 22 Minus 21 =1 x $50 = 50
Z | Independent B : xx B —
g (37 CFF:% 1.16(h)) 2 Minus 3 =0 x $240 - 0
< ] Application Size Fee (37 CFR 1.16(s))
[:] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 50
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REX"F'?E"':{NG PRNE%'\IAC?ESRLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
LU | Total * ; *x = =
= | (37CFR 1160} Minus — X $ 0 -
O | Independent . ; exx _ _
E 37 CFF:% 1.16(h) Minus = x $0 =
5 (] Application Size Fee (37 CFR 1.16(s))

(_J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))

TOTAL ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.

LIE

** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

/PAULA D MCCRAY STANLEY/

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/f you need assistance in completing the form, call 1-800-PT0-9199 and sefect option 2.
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 17025930

Filing Date 18-Sep-2020
First Named Inventor Philip Gladstone
Attorney Docket Number BST-003C4

Title of Invention

METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

< Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

BitSight Technologies, Inc. 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

9438615

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronig Termlna Disclaimer uest.
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| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(® Small Entity
(O Micro Entity

(O Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 79730

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Signat
Ignature /Hunter Malboeuf/

Name Hunter Malboeuf

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number:

17025930

Filing Date:

18-Sep-2020

Title of Invention:

METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Filer: Hunter Christian Malboeuf/Anna Beaulieu
Attorney Docket Number: BST-003C4
Filed as Small Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 2814 1 170 170
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Black Kite Ex. 1002, Page 120 of 344




Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

170
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 17025930
Filing Date: 18-Sep-2020

Applicant/Patent under Reexamination: Gladstone

Electronic Terminal Disclaimer filed on  November 22, 2022

X APPROVED

This patent is subject to a terminal disclaimer

] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFS ID: 47070456
Application Number: 17025930
International Application Number:
Confirmation Number: 1001

Title of Invention:

METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Customer Number:

51414

Filer:

Hunter Christian Malboeuf/Anna Beaulieu

Filer Authorized By:

Hunter Christian Malboeuf

Attorney Docket Number: BST-003C4
Receipt Date: 22-NOV-2022
Filing Date: 18-SEP-2020
Time Stamp: 10:23:44

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $170

RAM confirmation Number E2022ALA23410035

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
41289
1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2
cbalab22666298f552fdf88111ae80505b7¢]
afco
Warnings:
Information:
38105
2 Fee Worksheet (SB06) fee-info.pdf no 2
d5cffb53c57f7b6cb0d7677072732493ab2f]
2edf
Warnings:
Information:
Total Files Size (in bytes): 79394

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED

COMMISSIONER FOR PATENTS FIRST-CLASS MAIL

P.0O.BOX 1450 U.S. POSTAGE PAID
B, POSTEDIGITAL

ALEXANDRIA VA 22313-1451 NNNNN

GOODWIN PROCTER LLP
PATENT ADMINISTRATOR
100 NORTHERN AVENUE

BOSTON, MA 02210

Courtesy Reminder for
Application Serial No: 17/025,930

Attorney Docket No: BST-003C4
Customer Number: 51414
Date of Electronic Notification: 09/06/2022

This is a courtesy reminder that new correspondence is available for this
application. If you have not done so already, please review the
correspondence. The official date of notification of the outgoing
correspondence will be indicated on the form PTOL-90 accompanying the
correspondence.

An email notification regarding the correspondence was sent to the following
email address(es) associated with your customer number:
US-PatentBos@goodwinlaw.com
JGoodwin@goodwinlaw.com
PSousa-Atwood@goodwinlaw.com

To view your correspondence online or update your email addresses, please
visit us anytime at https://ppair-my.uspto.gov/pair/PrivatePair.
If you have any questions, please email the Electronic Business Center (EBC)



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/025,930 09/18/2020 Philip John Steuart Gladstone BST-003C4 1001
51414 7590 09/06/2022 | EXAMINER |
GOODWIN PROCTER LLP
PATENT ADMINISTRATOR KORSAK, OLEG
100 NORTHERN AVENUE
BOSTON, MA 02210 | ART UNIT | PAPER NUMBER |
2492
| NOTIFICATION DATE | DELIVERY MODE |
09/06/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):
JGoodwin @goodwinlaw.com

PSousa-Atwood @ goodwinlaw.com
US-PatentBos @ goodwinlaw.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

17/025,930 Gladstone et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
OLEG KORSAK 2492 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 09/18/20.
03 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(] This action is FINAL. 2b) ¥ This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[0) Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parre Quayte, 1935 C.D. 11,453 O.G. 213.

Disposition of Claims*
5) Claim(s) 21-42 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (J Claim(s) ____is/are allowed.
7) Claim(s) 21-42 is/are rejected.
8) [ Claim(s) ____is/are objected to.
9) {J Claim(s) are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(0 The specification is objected to by the Examiner.
11)[ The drawing(s) filed on 09/18/20 is/are: a)¥ accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
Priority under 35 U.S.C. § 119

12)[J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)lJ All b)(J Some**  ¢)[J None of the:
1.[] Certified copies of the priority documents have been received.
2.(J Certified copies of the priority documents have been received in Application No.

3.(0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) [ Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) (] Other:

Paper No(s)/Mail Date 09/18/20, 09/18/20.

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20220829
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Application/Control Number: 17/025,930 Page 2
Art Unit: 2492

DETAILED ACTION

This communication is responsive to the application # 17/025,930 filed on September 18,
2020. By preliminary amendment Claims 21-42 are pending and are directed toward METHODS
FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS.

Notice of Pre-AlA or AlA Status

The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.
Claim Rejections - 35 USC § 112

The following is a quotation of 35 U.S.C. 112(b):

(b) CONCLUSION.—The spedfication shallcondude withone or more claims particularly pointing out
and distinctly claimingthe subject matter which the inve ntor or a jointinventor regards as the
invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:

The specification s hall conclude with one or more claims particularly pointingout and distinctly
claimingthe subject matter which the applicant regards as hisinvention.

Claims 30 and 31 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AIA),
second paragraph, as being indefinite for failing to particularly point out and distinctly claim the
subject matter which the inventor or a joint inventor (or for applications subject to pre-AIA
35 U.S.C. 112, the applicant), regards as the invention. Claims 30 and 31 have a limitation “ at
least two entities”, however a single entity claimed in the parent claims 21 and 29. Examiner

suggestion is to amend the parent claims by “one or more entities”.
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Application/Control Number: 17/025,930 Page 3
Art Unit: 2492

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the “right to exclude” granted by a patent and to prevent possible
harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection
is appropriate where the conflicting claims are not identical, but at least one examined
application claim is not patentably distinct from the reference claim(s) because the examined
application claim is either anticipated by, or would have been obvious over, the reference
claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225
USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); Inre
Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington,418 F.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may
be used to overcome an actual or provisional rejection based on a nonstatutory double patenting
ground provided the conflicting application or patent either is shown to be commonly owned
with this application, or claims an invention made as a result of activities undertaken within the
scope of a joint research agreement.

Effective January 1, 1994, aregistered attorney or agent of record may sign a terminal
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR
3.73(b).

Claims 21-42 are rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1-100 of US patent No. 9438615. Although the
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Application/Control Number: 17/025,930 Page 4
Art Unit: 2492

conflicting claims are not identical, they are not patentably distinct from each other because all
elements of claims 21-42 of the instant application correspond to elements of claims 1-100 of US
patent No. 9438615. The above claims of the present application would have been obvious over
claims 1-100 of US patent No. 9438615 because each element of the claims of the present
application is anticipated by the claims 1-100 of US patent No. 9438615 and as such are
unpatentable for obviousness-type double patenting (In re Goodman (CAFC) 29 USPQ2D 2010
(12/3/1993)).
Allowable Subject Matter

Claims 21-42 are indicated as allowable over prior art.

As allowable subject matter has been indicated, applicant's reply must either comply with
all formal requirements or specifically traverse each requirement not complied with. See 37

CFR 1.111(b) and MPEP § 707.07(a).

Conclusion

"Any inquiry concerning this communication or earliercommunications from the
examinershould be directed to OLEG KORSAK whose telephone numberis (571)270-1938. The
examinercan normally be reached on 5:00 AM- 4:00 PM.

If attempts to reach the examinerby telephone are unsuccessful, the examiner’s
supervisor, Saleh Najjar can be reached on (571) 272-4006. The fax phone number for the
organization where this application or proceedingis assignedis 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status informationfor published applications

may be obtained from eitherPrivate PAIR or PublicPAIR. Status information for unpublished
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Application/Control Number: 17/025,930 Page 5
Art Unit: 2492

applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).|fyou
would like assistance from a USPTO Customer Service Representative oraccess to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/OLEG KORSAK/

Primary Examiner, Art Unit 2492
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Index of Claims 17/025,930 Gladstone et al.
H“m m “H ““m ‘ ““ o s
OLEG KORSAK 2492
v | Rejected - | Cancelled N | Non-Elected A Appeal
= Allowed + | Restricted | | Interference O | Objected
CLAIMS
(J Claims renumbered in the same order as presented by applicant O cpPA T.D. (J R.1.47
CLAIM DATE
Final Original | 08/29/2022
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U.S. Patent and Trademark Office

Page 1 of 1

Part of Paper No.: 20220829
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 17/025,930 Gladstone et al.
L
OLEG KORSAK 2492
CPC - Searched*
Symbol Date Examiner
HO04L63/1425 H04L61/4511 GO6F3/0484 G06Q30/0277 G06Q50/01 08/29/2022 OK
HO04L63/1416 H04L63/1433 H04L63/1441
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
HO04L63/1425 H04L61/4511 GO6F3/0484 G06Q30/0277 G06Q50/01 08/29/2022 OK
HO04L63/1416 H04L63/1433 H04L63/1441

SEARCH limited by keywords 08/29/2022 OK
Interference Search

US Class/CPC US Subclass/CPC Group Date Examiner
Symbol

/OLEG KORSAK/
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A58 |US-2007/0179955-A1 | 08-02-2007 CROFT et al.
A59 |US-2007/0214151-A1  |09-13-2007 Thomas et al.
AB0 |US-2008/0140728-A1 |06-12-2008 Fraser et al.
AB1 US-2009/0323632-A1  [12-31-2009 Nix
AB2 |US-2011/0219455-A1 | 09-08-2011 Bhagwan et al.
AB3 |US-2012/0198558-A1 |08-02-2012 Liu et al.
AB4 |US-2013/0227078-A1 |08-29-2013 WEI et al.
ABS  |US-2014/0114755-A1 | 04-24-2014 Mezzacca
AB6 |US-2014/0334336-A1 |[11-13-2014 Chen et al.
AB7 |US-2015/0033331-A1 |01-29-2015 STERN et al.
AB8 |US-2015/0156084-A1 |06-04-2015 KAMINSKY et al.
AB9 |US-2015/0264061-A1 |09-17-2015 IBATULLIN et al.
A70 |US-2015/0317672-A1 |11-05-2015 Espinoza et al.
AT1 US-2016/0036849-A1  [02-04-2016 Zakian
A72 |US-2016/0182537-A1 | 06-23-2016 Tatourian et al.
A73  |US-2016/0191554-A1 |06-30-2016 KAMINSKY
A74 |US-2016/0364496-A1 |12-15-2016 Li
A75 |US-2016/0373485-A1 |12-22-2016 Kamble
A76 |US-2017/0300911-A1  |10-19-2017 Alnajem
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A77  |US-2017/0318045-A1  [11-02-2017 JOHNS et al.
A78 |US-2018/0123934-A1 |05-03-2018 Gissing et al.
A79 |US-2019/0089711-A1 |03-21-2019 Faulkner
A80 |US-2019/0098025-A1 |03-28-2019 LIM
A81 US-2019/0215331-A1  [07-11-2019 Anakata et al.
A82 |US-2019/0303574-A1 [10-03-2019 Lamay et al.
A83 |US-D880,512 04-07-2020 Greenwald et al.
A84 |US-5,867,799 02-02-1999 Lang et al
A85 |US-6,016,475 01-18-2000 Miller et al
A86 |US-6,792,401 09-14-2004 Nigro et al
A87 |US-7,100,195 08-29-2006 Underwood
A88 |US-7,194,769 03-20-2007 Lippmann et al
A89 |US-7,290,275 10-30-2007 Baudoin et al
A90 |US-7,650,570 01-19-2010 Torrens
A91 US-7,747,778 06-29-2010 King
A92 |US-7,748,038 06-29-2010 Olivier et al.
A93 |US-7,827,607 11-02-2010 Sobel et al.
A94 |US-7,971,252 06-28-2011 Lippmann et al.
A95 |US-8,370,933 02-05-2013 Buckler
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A96 |US-8,429,630 04-23-2013 Nickolov et al.
A97 |US-8,504,556 08-06-2013 Rice et al.
A98 |US-8,677,481-B1 03-18-2014 Lee
A99 |US-9,053,210 06-09-2015 Elnikety
A100 |US-9,244,899 01-26-2016 Greenbaum
A101 |US-9,294,498-B1 03-22-2016 Yampolskiy et al.
A102 |US-9,372,994-B1 06-21-2016 Yampolskiy et al.
A103 |US-9,384,206 07-05-2016 Bono et al
A104 |US-9,407,658-B1 08-02-2016 Kuskov et al.
A105 |US-9,424,333 08-23-2016 Bisignani
A106 |US-9,501,647-B2 11-22-2016 Yampolskiy et al.
A107 |US-9,560,072 01-31-2017 Xu
A108 |US-9,620,079 04-11-2017 Curtis
A109 |US-9,641,547-B2 05-02-2017 Yampolskiy et al.
A110 |US-9,646,110 05-09-2017 Byrne
A111 |US-9,954,893 04-24-2018 Zhao et al.
A112 |US-10,044,750-B2 08-07-2018 Livshits et al.
A113 |US-10,142,364 11-27-2018 Baukes et al
A114 |US-10,185,924 01-22-2019 McClintock et al.
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A115 |US-10,230,753-B2 03-12-2019 Yampolskiy et al.
A116 |US-10,230,764 03-12-2019 Ng et al.
A117 |US-10,257,219 04-09-2019 Geil et al.
A118 |US-10,339,321 07-02-2019 Tedeschi
A119 |US-10,339,484 07-02-2019 Pai et al.
A120 |US-2001/0044798-A1 |[11-22-2001 Nagral et al
A121 |US-2002/0083077-A1 |06-27-2002 Vardi
A122 |US-2002/0133365-A1 |09-19-2002 Grey et al
A123 |US-2003/0050862-A1 |03-13-2003 Bleicken et al
A124 |US-2003/0123424-A1 |07-03-2003 Jung
A125 |US-2004/0003284-A1 |01-01-2004 Campbell et al.
A126 |US-2004/0010709-A1 |01-15-2004 Baudoin et al
A127 |US-2004/0024859-A1 |02-05-2004 Bloch et al
A128 |US-2004/0133561-A1 |07-08-2004 Burke
A129 |US-2004/0193907-A1 |09-30-2004 Patanella
A130 |US-2004/0193918-A1 |09-30-2004 Green et al
A131 |US-2004/0199791-A1 |10-07-2004 Poletto et al
A132 |US-2004/0199792-A1 |10-07-2004 Tan et al
A133 |US-2004/0221296-A1 |11-04-2004 Ogielski et al
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A134 |US-2004/0250122-A1 |12-09-2004 Newton
A135 |US-2004/0250134-A1 |12-09-2004 Kohler et al
A136 |US-2005/0071450-A1 |03-31-2005 Allen et al
A137 |US-2005/0076245-A1 |04-07-2005 Graham et al.
A138 |US-2005/0080720-A1 |04-14-2005 Betz et al
A139 |US-2005/0108415-A1 |05-19-2005 Turk et al
A140 |US-2005/0131830-A1 |06-16-2005 Juarez et al
A141 |US-2005/0138413-A1 |06-23-2005 Lippmann et al
A142 |US-2005/0160002-A1 |07-21-2005 Roetter et al.
A143 |US-2005/0234767-A1 |10-20-2005 Bolzman et al.
A144 |US-2005/0278726-A1 [12-15-2005 Cano, Charles E.
A145 |US-2006/0036335-A1 |02-16-2006 Banter
A146 |US-2006/0107226-A1 |05-18-2006 Matthews
A147 |US-2006/0173992-A1 |08-03-2006 Weber et al
A148 |US-2006/0212925-A1 |09-21-2006 Shull et al
A149 |US-2006/0253581-A1 |11-09-2006 Dixon et al
A150 |US-2007/0143851-A1 |06-21-2007 Nicodemus et al.
A151 |US-2007/0198275-A1 |08-23-2007 Malden et al.
A152 |US-2007/0282730-A1 |12-06-2007 Carpenter et al.
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A153 |US-2008/0017526-A1 |01-24-2008 Prescott et al.
A154 |US-2008/0033775-A1 |02-07-2008 Dawson et al.
A155 |US-2008/0047018-A1 |02-21-2008 Baudoin et al.
A156 |US-2008/0091834-A1 |04-17-2008 Norton
A157 |US-2008/0140495-A1 | 06-12-2008 Bhamidipaty et al
A158 |US-2008/0162931-A1 |07-03-2008 Lord et al
A159 |US-2008/0172382-A1 |07-17-2008 Prettejohn
A160 |US-2008/0209565-A2 |08-28-2008 Baudoin et al.
A161 |US-2008/0262895-A1 |10-23-2008 Hofmeister et al
A162 |US-2009/0044272-A1 |02-12-2009 Jarrett
A163 |US-2009/0094265-A1 | 04-09-2009 Vlachos et al
A164 |US-2009/0125427-A1 |05-14-2009 ATWOOD et al.
A165 |US-2009/0132861-A1 |05-21-2009 Costa et al.
A166 |US-2009/0161629-A1 |06-25-2009 Purkayastha et al.
A167 |US-2009/0193054-A1 |07-30-2009 Karimisetty et al.
A168 |US-2009/0265787-A1 |10-22-2009 Baudoin et al.
A169 |US-2009/0293128-A1 |[11-26-2009 Lippmann et al.
A170 |US-2009/0299802-A1 |12-03-2009 Brennan
A171 |US-2009/0300768-A1 |12-03-2009 Krishnamurthy et al
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A172 |US-2009/0319420-A1 [12-24-2009 Sanchez et al
A173 |US-2009/0328063-A1 |[12-31-2009 Corvera et al.
A174 |US-2010/0017880-A1 |01-21-2010 Masood
A175 |US-2010/0042605-A1 |02-18-2010 Cheng et al
A176 |US-2010/0057582-A1 |03-04-2010 Arfin
A177 |US-2010/0186088-A1 |07-22-2010 Banerjee et al.
A178 |US-2010/0218256-A1 |08-26-2010 Thomas et al
A179 |US-2010/0262444-A1 |10-14-2010 Atwal et al.
A180 |US-2010/0281124-A1 |11-04-2010 Westman et al
A181 |US-2010/0281151-A1  [11-04-2010 Ramankutty et al
A182 |US-2011/0137704-A1 | 06-09-2011 Mitra
A183 |US-2011/0145576-A1 |06-16-2011 Bettan
A184 |US-2011/0185403-A1 |07-28-2011 DOLAN et al.
A185 |US-2011/0231395-A1 |09-22-2011 Vadlamani
A186 |US-2011/0239300-A1 |09-29-2011 KLEIN et al.
A187 |US-2011/0296519-A1 [12-01-2011 Ide et al
A188 |US-2012/0036263-A1 |02-09-2012 Madden et al.
A189 |US-2012/0158725-A1 |06-21-2012 Molloy et al.
A190 |US-2012/0166458-A1 |06-28-2012 Laudanski et al.
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A191 |US-2012/0215892-A1 |08-23-2012 Wanser
A192 |US-2012/0255027-A1 |10-04-2012 Kanakapura et al.
A193 |US-2012/0291129-A1  [11-15-2012 SHULMAN et al.
A194 |US-2013/0014253-A1 |01-10-2013 Vivian et al
A195 |US-2013/0060351-A1 |03-07-2013 Imming et al
A196 |US-2013/0080505-A1 |03-28-2013 Nielsen et al
A197 |US-2013/0086521-A1 |04-04-2013 Grossele
A198 |US-2013/0124644-A1 |05-16-2013 Hunt et al
A199 |US-2013/0124653-A1 |05-16-2013 Vick et al
A200 |US-2013/0291105-A1  |10-31-2013 Zheng
A201 |US-2013/0298244-A1 [11-07-2013 Kumar et al
A202 |US-2013/0305368-A1 [11-14-2013 Ford
A203 |US-2013/0333038-A1 [12-12-2013 Chien
A204 |US-2013/0347116-A1 |12-26-2013 Flores
A205 |US-2014/0006129-A1 |01-02-2014 Heath
A206 |US-2014/0019196-A1 |01-16-2014 Wiggins
A207 |US-2014/0108474-A1 |04-17-2014 David et al.
A208 |US-2014/0114843-A1 |04-24-2014 KLEIN et al.
A209 |US-2014/0130158-A1 |05-08-2014 WANG et al.
FOREIGN PATENT DOCUMENTS
Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No. Date Applicant of Cited Document Where Releva_nt Passages -
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear
Examiner Date
Signature JOLEG RKORSAK/ Considered O8/27/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not

considered. Include copy of this form with next communication to applicant.
USPTO Patent Documents at y
Japanese patent documents, t

' Applicant’s unique citation designation number (optional).
v or MPEP 901.04. 2 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). “ For
f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by

2 See Kinds Codes of

the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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Application Number Not Yet Assigned
INFORMATION DISCLOSURE  [Fiing Date Concurrently Herewith
STATEMENT BY APPLICANT First Named Inventor Philip John Steuart Gladstone
Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 12 of 29 Attorney Docket Number [BST-003C4
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear
A210 |US-2014/0146370-A1 |05-29-2014 Banner et al.
A211 |US-2014/0189098-A1 |07-03-2014 MagGill et al
A212 |US-2014/0204803-A1 |07-24-2014 Nguyen et al.
A213 |US-2014/0237545-A1 |08-21-2014 Mylavarapu et al.
A214 |US-2014/0244317-A1 | 08-28-2014 Roberts et al
A215 |US-2014/0283068-A1 |09-18-2014 Call et al.
A216 |US-2014/0288996-A1 |09-25-2014 Rence et al
A217 |US-2015/0033341-A1 |01-29-2015 Schmidtler et al
A218 |US-2015/0074579-A1 |03-12-2015 Gladstone et al.
A219 |US-2015/0180883-A1 |06-25-2015 Aktas et al.
A220 |US-2015/0261955-A1 |09-17-2015 Huang et al
A221 |US-2015/0288706-A1 |10-08-2015 MARSHALL
A222 |US-2015/0288709-A1 |10-08-2015 Singhal et al.
A223 |US-2015/0310188-A1 [10-29-2015 Ford et al.
A224 |US-2015/0310213-A1  |10-29-2015 Ronen et al
A225 |US-2015/0347756-A1 [12-03-2015 Hidayat et al.
A226 |US-2015/0350229-A1 |12-03-2015 Mitchell
A227 |US-2016/0065613-A1 |03-03-2016 Cho et al.
A228 |US-2016/0140466-A1 |05-19-2016 Sidebottom
FOREIGN PATENT DOCUMENTS
Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No. Date Applicant of Cited Document Where Relevant Passages
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear T
gfnm?er /OLEG RKORSAK/ Considered 08/27/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. ' Applicant’s unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at 3 v or MPEP 901.04. 2 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). “ For
Japanese patent documents, t f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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Application Number Not Yet Assigned
INFORMATION DISCLOSURE  [Fiing Date Concurrently Herewith
STATEMENT BY APPLICANT First Named Inventor Philip John Steuart Gladstone
Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 13 of 29 Attorney Docket Number [BST-003C4
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear
A229 |US-2016/0147992-A1 |05-26-2016 ZHAQ et al.
A230 |US-2016/0171415-A1 | 06-16-2016 Yampolskiy et al.
A231 |US-2016/0205126-A1 |07-14-2016 Boyer et al
A232 |US-2016/0248797-A1 |08-25-2016 Yampolskiy et al.
A233 |US-2016/0259945-A1 | 09-08-2016 Yampolskiy et al.
A234 |US-2016/0337387-A1  [11-17-2016 Hu et al.
A235 |US-2017/0048267-A1 |02-16-2017 Yampolskiy et al.
A236 |US-2017/0142148-A1 |05-18-2017 BU ER et al.
A237 |US-2017/0236078-A1 |08-17-2017 Rasumov
A238 |US-2017/0237764-A1 |08-17-2017 Rasumov
A239 |US-2017/0324766-A1 |11-09-2017 Gonzalez
A240 |US-2018/0103043-A1 |04-12-2018 Kupreev et al.
A241 |US-2018/0124110-A1 |05-03-2018 Hunt et al
A242 |US-2018/0139180-A1 |05-17-2018 NAPCHI et al.
A243 |US-2018/0157468-A1 | 06-07-2018 Stachura
A244 |US-2018/0336348-A1 |[11-22-2018 Ng et al.
A245 |US-2018/0337938-A1 [11-22-2018 Kneib et al.
A246 |US-2018/0337941-A1 |11-22-2018 Kraning et al
A247 |US-2018/0365519-A1 |12-20-2018 Pollard et al.
FOREIGN PATENT DOCUMENTS
Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No. Date Applicant of Cited Document Where Relevant Passages
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear T
Examiner Date
Signature /"OLEG KORSAK/ Considered 08/27/’2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not

considered. Include copy of this form with next communication to applicant.
USPTO Patent Documents at y
Japanese patent documents, t

' Applicant’s unique citation designation number (optional).
v or MPEP 901.04. 2 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). “ For
f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by

2 See Kinds Codes of

the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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Application Number Not Yet Assigned
INFORMATION DISCLOSURE  [Fiing Date Concurrently Herewith
STATEMENT BY APPLICANT First Named Inventor Philip John Steuart Gladstone
Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 14 of 29 Attorney Docket Number |BST-003C4
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear
A248 |US-2018/0375896-A1 |12-27-2018 Wang et al.
A249 |US-2019/0034845-A1 |01-31-2019 MO et al.
A250 |US-2019/0166152-A1 |05-30-2019 Steele et al.
A231 |US-2020/0053127-A1 |02-13-2020 Brotherton et al.
A252 |US-2020/0074084-A1 |03-05-2020 DORRANS et al.
A253 |US-D525,264 07-18-2006 Chotai
A254 |US-D525,629 07-25-2006 Chotai
A255 |US-D604,740 11-24-2009 Matheny
A256 |US-D630,645 01-11-2011 Tokunaga
A257 |US-D652,048 01-10-2012 Joseph
A258 |US-D667,022 09-11-2012 LoBosco
A259 |US-D682,287 05-14-2013 Cong
A260 |US-D688,260 08-20-2013 Pearcy
A261 |US-D691,164 10-08-2013 Lim
A262 |US-D694,252 11-26-2013 Helm
A263 |US-D694,253 11-26-2013 Helm
A264 |US-D700,616 03-04-2014 Chao
A265 |US-D730,918 06-02-2015 Park
A266 |US-D740,847 10-13-2015 Yampolskiy et al.
FOREIGN PATENT DOCUMENTS
Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No. Date Applicant of Cited Document Where Relevant Passages
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear T
Examiner Date
Signature JOLEG KORSBAR/ Considered OB/27/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. ' Applicant’s unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at 3 v or MPEP 901.04. 2 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). “ For
Japanese patent documents, t f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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Substitute for form 1449/PTO Complete if Known
Application Number Not Yet Assigned
INFORMATION DISCLOSURE  [Fiing Date Concurrently Herewith
STATEMENT BY APPLICANT First Named Inventor Philip John Steuart Gladstone
Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 15 of 29 Attorney Docket Number [BST-003C4
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear
A267 |US-D740,848 10-13-2015 Bolts
A268 |US-D741,351 10-20-2015 Kito
A269 |US-D746,832 01-05-2016 Pearcy
A270 |US-D754,690 04-26-2016 Park
A271 |US-D754,696 04-26-2016 Follett
A272 |US-D756,371 05-17-2016 Bertnick
A273 |US-D756,372 05-17-2016 Bertnick
A274 |US-D756,392 05-17-2016 Yun
A275 |US-D759,084 06-14-2016 Yampolskiy et al.
A276 |US-D759,689 06-21-2016 Olson
A277 |US-D760,782 07-05-2016 Kendler
A278 |US-D771,695 11-15-2016 Yampolskiy et al.
A279 |US-D772,276 11-22-2016 Yampolskiy et al.
A280 |US-D773,507 12-06-2016 Sagrillo
A281 |US-D775,635 01-03-2017 Raiji
A282 |US-D776,136 01-10-2017 Chen
A283 |US-D776,153 01-10-2017 Yampolskiy et al.
A284 |US-D777,177 01-24-2017 Chen
A285 |US-D778,927 02-14-2017 Bertnick
FOREIGN PATENT DOCUMENTS
Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No. Date Applicant of Cited Document Where Relevant Passages
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear T
Sanature /OLEG KORSAR/ Date red 08/27/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this f with next communication to applicant. ' Applicant’s unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at v i0.q0y or MPEP 901.04. ° Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). * For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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Application Number Not Yet Assigned
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STATEMENT BY APPLICANT First Named Inventor Philip John Steuart Gladstone
Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 16 of 29 Attorney Docket Number [BST-003C4
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear
A286 |US-D778,928 02-14-2017 Bertnick
A287 |US-D779,512 02-21-2017 Kimura
A288 |US-D779,514 02-21-2017 Baris
A289 |US-D779,531 02-21-2017 List
A290 |US-D780,770 03-07-2017 Sum
A291 |US-D785,009 04-25-2017 Lim
A292 |US-D785,010 04-25-2017 Bachman
A293 |US-D785,016 04-25-2017 Berwick
A294 |US-D787,530 05-23-2017 Huang
A295 |US-D788,128 05-30-2017 Wada
A296 |US-D789,947 06-20-2017 Sun
A297 |US-D789,957 06-20-2017 Wu
A298 |US-D791,153 07-04-2017 Rice
A299 |US-D791,834 07-11-2017 Eze
A300 |US-D792,427 07-18-2017 Weaver
A301 |US-D795,891 08-29-2017 Kohan
A302 |US-D796,523 09-05-2017 Bhandari
A303 |US-D801,989 11-07-2017 Iketsuki
A304 |US-D803,237 11-21-2017 Wu
FOREIGN PATENT DOCUMENTS
Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No. Date Applicant of Cited Document Where Relevant Passages
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear T
Examiner Date
Signature /OLEG KORSAKR/ Considered 08/27/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this f with next communication to applicant. ' Applicant’s unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at v i0.q0y or MPEP 901.04. ° Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). * For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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Substitute for form 1449/PTO Complete if Known
Application Number Not Yet Assigned
INFORMATION DISCLOSURE  [Fiing Date Concurrently Herewith
STATEMENT BY APPLICANT  [FistNamed inventor | Philip John Steuart Gladstone
Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 17 of 29 Attorney Docket Number [BST-003C4
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No.! ] MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear
A305 |US-D804,528 12-05-2017 Martin
A306 |US-D806,735 01-02-2018 Olsen
A307 |US-D806,737 01-02-2018 Chung
A308 |US-D809,523 02-06-2018 Lipka
A309 |US-D812,633 03-13-2018 Saneii
A310 |US-D814,483 04-03-2018 Gavaskar
A311 |US-D815,119 04-10-2018 Chalker
A312 |US-D815,148 04-10-2018 Martin
A313 |US-D816,105 04-24-2018 Rudick
A314 |US-D816,116 04-24-2018 Selassie
A315 |US-D817,970 05-15-2018 Chang
A316 |US-D817,977 05-15-2018 Kato
A317 |US-D819,687 06-05-2018 Yampolskiy et al.
FOREIGN PATENT DOCUMENTS
Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No. Date Applicant of Cited Document Where Relevant Passages -
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear
Examiner Date
Signature /OLEG KORSAR/ Considered QR/2T/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. ' Applicant’s unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at w agy or MPEP 901.04. ® Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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Sheet 18 of 29 Attorney Docket Number |BST-003C4

NON PATENT LITERATURE DOCUMENTS

Examiner| Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials™ No.! the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T?
number(s), publisher, city and/or country where published.

C1** |"About Neo4j," 1 page.

"Agreed Upon Procedures," Version 4.0, BITS, The Financial Institution Shared Assessments

*k
c2 Program, Assessment Guide, September 2008, 56 pages.

C3** |"Amazon Mechanical Turk," accessed on the internet at https://www.mturk.com/; 7 pages

C4** |"An Executive View of IT Governance," IT Governance Institute, 2009, 32 pages.

"Assessing Risk in Turbulent Times," A Workshop for Information Security Executives,
C5** |Glassmeyter/McNamee Center for Digital Strategies, Tuck School of Business at Dartmouth,
Institute for Information Infrastructure Protection, 2009, 17 pages.

"Assuring a Trusted and Resilient Information and Communications Infrastructure," Cyberspace

CG**
Policy Review, May, 2009, 76 pages.

C7** |"Computer Network Graph," http://www .opte.org; 1 page.

"Creating Transparency with Palantir," accessed on the internet at

**
C8™ | hitps:/www.youtube.comiwatch?v=8cbGChfagUA: 7/5/2012: 1 page.
Co** "Gephi (gephi.org)," accessed on the internet at
https.//web.archive.org/web/20151216223216/https.//gephi.org/; 12/16/2015; 1 page.
C10** "Master Security Criteria," Version 3.0, BITS Financial Services Security Laboratory, October,
2001, 47 pages.
g?;anma'lirl]?é /OLEG RORSRK/ gztni,idered 08/27/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.

' Applicant’s unique citation designation number (optional). 2Applicant is to place a check mark here if English language Translation is attached.
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Sheet 19 of 29 Attorney Docket Number |BST-003C4

NON PATENT LITERATURE DOCUMENTS

Examiner| Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials™ No.! the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T?
number(s), publisher, city and/or country where published.
C11** "mile 2 CPTE Maltego Demo," accessed on the internet at
https.//www.youtube.com/watch?v=020NKOUzPOU; 7/12/2012; 1 page.
C1o%* "Neodj (neodj.com)," accessed on the internet at https://web.archive.org/web/20151220150341
/http://Ineodj.com:80/developer/guide-data-visualization/; 12/20/2015; 1 page.
C13%* "Palantir Cyber: Uncovering malicious behavior at petabyte scale," accessed on the internet at
https.//www.youtube.com/watch?v=_EhYezVOB6EE; 12/21/2012; 1 page.
C14** |"Palantir.com," accessed on the internet at http://www.palantir.com/; December 2015; 2 pages.
"Plugging the Right Holes," Lab Notes, MIT Lincoln Library, Posted July 2008, retrieved
C15** |September 14, 2010 from hitp://www.11.miLedufpublicationsflabnotesfpluggingtherightho! ..., 2
pages.
C16%* "Rapid7 Nexpose Vulnerability Scanner," accessed on the internet at
hitps://www.rapid7.com/products/nexpose/download/, 5 pages.
C17* "Report on Controls Placed in Operation and Test of Operating Effectiveness," EasCorp, January
1 through December 31,2008, prepared by Crowe Horwath, 58 pages.
C18** |"Shared Assessments: Getting Started," BITS, 2008, 4 pages.
C19** "Tenable Nessus Network Vulnerability Scanner," accessed on the internet at
https://www tenable.com/products/nessus/nessus-professional; 13 pages.
"Twenty Critical Controls for Effective Cyber Defense: Consensus Audit," Version 2.3, November
C20** (13, 2009, retrieved on April 9, 2010 from http://www.sans.org/critical-security-controls/print.php.,
52 pages.
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c23**

Artz, Michael Lyle, "NetSPA: A Network Security Planning Architecture," Massachusetts Institute
of Technology, May 24, 2002, 97 pages.
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Bhilare et al., "Protecting Intellectual Property and Sensitive Information in Academic Campuses
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BitSight, "Cyber Security Myths Versus Reality: How Optimism Bias Contributes to Inaccurate
Perceptions of Risk", June 2015, Dimensional Research, Pages 1-9.
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BORGATTI, et al., "ON SOCIAL NETWORK ANALYSIS IN A SUPPLY CHAIN CONTEXT,"
Journal of Supply Chain Management; 45(2). 5-22; Apr. 2009, 18 pages.
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Boyer, Stephen, et al., "Playing with Blocks: SCAP-Enable Higher-Level Analyses, MIT Lincoln
Laboratory, 5th Annual IT Security Automation Conference, October 26-29, 2009, 35 pages.
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Browne, Niall, et al., "Shared Assessments Program AUP and SAS70 Frequently Asked
Questions," BITS, 4 pages.
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Buckshaw, Donald L., "Use of Decision Support Techniques for Information System Risk
Management," submitted for publication in Wiley's Encyclopedia of Quantitative Risk Assessment
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Buehler, Kevin S., et al., "Running with risk," The McKinsey Quarterly, No. 4, 2003, pp. 40-49.
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CARSTENS, et al., "Modeling Company Risk and Importance in Supply Graphs," European
Semantic Web Conference 2017: The Semantic Web pp18-31.
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Chu, Matthew, et al., "Visualizing Attack Graphs, Reachability, and Trust Relationships with

NAVIGATOR," MIT Lincoln Library, VizSEC '10, Ontario, Canada, September 14, 2010, 12 pages.
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Chuvakin, "SIEM: Moving beyond compliance", RSA White Paper (2010) (16 pages).
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Computer Network Graph-Bees,
http://bioteams.com/2007/04/30/visualizing_complex_networks.html, date accessed September
28, 2016, 2 pages.
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Crowther, Kenneth G., et al., "Principles for Better Information Security through More Accurate,
Transparent Risk Scoring," Journal of Homeland Security and Emergency Management, Vol. 7,
Issue 1, Article 37, 2010, 20 pages.
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Davis, Lois M., et al., "The National Computer Security Survey (NCSS) Final Methodology,"
Technical report prepared for the Bureau of Justice Statistics, Safety and Justice Program, RAND
Infrastructure, Safety and Environment (ISE), 2008, 91 pages.
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Dillon-Merrill, PhD., Robin L, et al., "Logic Trees: Fault, Success, Attack, Event, Probability, and
Decision Trees," Wiley Handbook of Science and Technology for Homeland Security, 13 pages.
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Dun & Bradstreet Corp. Stock Report, Standard & Poor's, June 6, 2009, 8 pages.

C40**

Dun & Bradstreet, The DUNSRight Quality Process: Power Behind Quality Information, 24 pages.
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Hachem, Sara; Toninelli, Alessandra; Pathak, Animesh; Issany, Valerie. Policy-Based Access
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Http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=5976796. 8 pages.
C46** |Hacking Exposed 6, S. McClure et al., copyright 2009, 37 pages.
CaT** Ingols, Kyle, et al., "Modeling Modern Network Attacks and Countermeasures Using Attack
Graphs," MIT Lincoln Laboratory, 16 pages.
Ingols, Kyle, et al., "Practical Attack Graph Generation for Network Defense," MIT Lincoln Library,
C48** ||IEEE Computer Society, Proceedings of the 22nd Annual Computer Security Applications
Conference (ACSAC'06), 2006, 10 pages.
Cag** Ingols, Kyle, et al., "Practical Experiences Using SCAP to Aggregate CND Data," MIT Lincoln
Library, Presentation to NIST SCAP Conference, September 24, 2008, 59 pages.
C50** JEAN, "Cyber Security: How to use graphs to do an attack analysis," accessed on the internet at
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C51** Jin et al, "ldentifying and tracking suspicious activities through IP gray space analysis", MineNet,
June 12, 2007 (6 pages).
C52%* Johnson, Eric, et al., "Information Risk and the Evolution of the Security Rating Industry," March
24, 2009, 27 pages.
JOSLYN, et al., "Massive Scale Cyber Traffic Analysis: A Driver for Graph Database Research,"
C53** |Proceedings of the First International Workshop on Graph Data Management Experience and
Systems (GRADES 2013), 6 pages.
KC CLAFFY, "Internet measurement and data analysis: topology, workload, performance and
C54%* routing statistics," accessed on the Internet at
http://'www.caida.org/publications/papers/1999/Nae/Nae.html., NAE '99 workshop, 1999, 22
pages.
G55+ Li et al., "Finding the Linchpins of the Dark Web: a Study on Topologically Dedicated Hosts on
Malicious Web Infrastructures", IEEE, 2013 (15 pages).
C56%* Lippmann, Rich, et al., "NetSPA: a Network Security Planning Architecture, MIT Lincoln
Laboratory, 11 pages.
C57* Lippmann, Richard, et al., "Validating and Restoring Defense in Depth Using Attack Graphs," MIT
Lincoln Laboratory, 10 pages.
C58%* Lippmann, RP., et al.,, "An Annotated Review of Papers on Attack Graphs," Project Report IA-1,
Lincoln Laboratory, Massachusetts Institute of Technology, March 31, 2005, 39 pages.
C59** Lippmann, RP., et al., "Evaluating and Strengthening Enterprise Network Security Using Attack
Graphs," Project Report IA-2, MIT Lincoln Laboratory, October 5, 2005, 96 pages.
CB0** Maltego XL, accessed on the Internet at https.//www.paterva.com/web7/buy/maltego-
clients/maltego-xl.php, 5 pages.
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with-bgplay), Sept. 30, 2015, 8 pages.
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https://labs.ripe.net/Members/massimo_candela/real-time-bgp-visualisation-
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MaxMind, https://www.maxmind.com/en/about-maxmind, https://www.maxmind.com/en/geoip2-
isp-database, date accessed September 28, 20116, 3 pages.
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MCNAB, "Network Security Assessment," copyright 2004, 55 pages.

C64**

Method Documentation, CNSS Risk Assessment Tool Version 1.1, March 31, 2009, 24 pages.

Cc65**

MORADI, et al., "Quantitative Models for Supply Chain Management," IG| Global, 2012, 29 pages.

c66**

Netcraft, www.netcraft.com, date accessed September 28, 2016, 2 pages.

cer**

2016, 2 pages.

NetScanTools Pro, http://www.netscantools.com/nstpromain.html, date accessed September 28,

c68**

Network Security Assessment, C. McNab, copyright 2004, 13 pages.

Cc69**

NOEL, et al., "Big-Data Architecture for Cyber Attack Graphs, Representing Security
Relationships in NoSQL Graph Databases," The MITRE Corporation, 2014, 6 pages.
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14,2008, 19 pages.

Nye, John, "Avoiding Audit Overlap," Moody's Risk Services, Presentation, Source Boston, March
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PAIR transaction history and pending claims for USSN 14/021,585, as of April 29, 2016, 2 pages.

c72**

PAIR transaction history and pending claims for USSN 14/021,585, as of November 18, 2015, 6
pages.
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PAIR transaction history of US application no. 13/240,572 and pending claims as of March 22,
2016, 10 pages.

C74**

PAIR transaction history of US application no. 13/240,572 as of October 7, 2015, application as
filed and pending claims, 45 pages.

Cc75**

PAIR transaction history of US application no. 14/021,585 and pending claims as of March 22,
2016, 2 pages.
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PAIR transaction history of US application no. 14/021,585 as of October 7, 2015 and application
as filed, 70 pages.

c77**

PAIR transaction history of US application no. 14/944,484 and pending claims as of March 22,
2016, 4 pages.
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PAIR transaction history of US application no. 61/386,156 as of October 7, 2015. 2 pages.
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PAIR transaction history, application as filed and pending claims for USSN 13/240,572 as of April
29, 2016, 46 pages.

c80**

PAIR transaction history, application as filed and pending claims for USSN 14/944,484 as of April
29, 2016, 4 pages.
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c81**

Paxson, Vern, "How The Pursuit of Truth Led Me To Selling Viagra," EECS Department,
University of California, International Computer Science Institute, Lawrence Berkeley National
Laboratory, August 13, 2009, 68 pages.

cg2**

Proposal and Award Policies and Procedures Guide, Part | - Proposal Preparation & Submission
Guidelines GPG, The National Science Foundation, February 2009, 68 pages.

c83**

Provos et al., "The Ghost In the Browser Analysis of Web-based Malware", 2007 (9 pages).

Cc84**

Rare Events, October 2009, JASON, The MITRE Corporation, October 2009, 104 pages.

c85**

Report to the Congress on Credit Scoring and Its Effects on the Availability and Affordability of
Credit, Board of Governors of the Federal Reserve System, August 2007, 304 pages.

c8e**

RFC 1834, hitps:/ftools.ietf.org/html/rfc1834, date accessed September 28, 2016, 7 pages.

c8r7**

RFC 781, https:/ftools.ietf.org/html/rfc781, date accessed September 28, 2016, 3 pages.

c8g**

RFC 950, https://tools.ietf.org/html/rfc950, date accessed September 28, 2016, 19 pages.

c89**

RFC 954, hitps:/ftools.ietf.org/html/rfc954, date accessed September 28, 2016, 5 pages.

C9o0**

SamSpade Network Inquiry Utility, https://www.sans.org/reading-room/whitepapers/tools/sam-
spade-934, date accessed September 28, 2016, 19 pages.
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SBIR Phase |: Enterprise Cyber Security Scoring, CyberAnalytix, LLC,
C91** |http://www.nsf.gov/awardsearch/showAward. do?AwardNumber=1013603, April 28, 2010, 2
pages.
C92** |Security Warrior, Cyrus Peikari, Anton, Chapter 8. Reconnaissance, 6 pages.
Co3** Snort Intrusion Monitoring System, http://archive.oreilly.com/pub/h/1393, date accessed
September 28, 2016, 3 pages.
Srivastava, Divesh; Velegrakis, Yannis. Using Queries to Associate Metadata with Data. IEEE
C94** |23rd International Conference on Data Engineering. Pub. Date: 2007.
http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=4221823, 3 pages.
C95** |Stone-Gross, Brett, et al., "FIRE: Finding Rogue Networks," 10 pages.
CO6** Taleb, Nassim N., et al.,, "The Six Mistakes Executives Make in Risk Management," Harvard
Business Review, October 2009, 5 pages.
C97** |The CIS Security Metrics vI.0.0, The Center for Internet Security, May 11, 2009, 90 pages.
Co8** The Fair Credit Reporting Act (FCRA) of the Federal Trade Commission (FTC), July 30, 2004, 86
pages
Cog** The Financial Institution Shared Assessments Program, Industry Positioning and Mapping
Document, BITS, October 2007, 44 pages.
C100* [WAGNER, et al., "Assessing the vulnerability of supply chains using graph theory," Int. J.
* Production Economics 126 (2010) 121-129.
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C101** Wikipedia, https://en.wikipedia.org/wiki/Crowdsourcing, date accessed September 28, 2016, 25
pages.
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Lincoln Laboratory, 17 pages.
C103** Williams, Leevar, et al., "GARNET: A Graphical Attack Graph and Reachability Network
Evaluation Tool," MIT Lincoln Library, VizSEC 2009, pp. 44-59.
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HAL archives-ouvertes.fr, HAL Id: hal-01181254, 07/29/15, 5 pages.
C105 SEIGNEUR et al., A Survey of Trust and Risk Metrics for a BYOD Mobile Worker World: Third
International Conference on Social Eco-Informatics, 2013, 11 pages"
C106™* |Search Query Report form IP.com (performed 04/27/2020).
C107* Camelo et al., "CONDENSER: A Graph-Based Approach for Detecting Botnets,"
AnubisNetworks R&D, Amadora, Portugal, 8 pages
C108** |Camelo, "Botnet Cluster Identification," September 2014, 2 pages
Azman, Mohamed et al. Wireless Daisy Chain and Tree Topology Networks for Smart Cities.
C109** | 2019 IEEE International Conference on Electrical, Computer and Communication Technologies
(ICECCT). https.//ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber= 8869252 (Year: 2019)
Basinya, Evgeny A.; Yushmanov, Anton A. Development of a Comprehensive Security System.
C110** | 2019 Dynamics of Systems, Mechanisms and Machines (Dynamics).
https.//ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=8944700 (Year: 2019)
Examiner Date
Signature /OLEG RKORSAK/ Considered ta/z7/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not

considered. Include copy of this form with next communication to applicant.

' Applicant’s unique citation designation number (optional). 2Applicant is to place a check mark here if English language Translation is attached.
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PTO/SB/08b (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Complete if Known

Application Number

Not Yet Assigned

Filing Date

Concurrently Herewith

First Named Inventor

Philip John Steuart Gladstone

Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 29 of 29 Attorney Docket Number |BST-003C4
NON PATENT LITERATURE DOCUMENTS
Examiner| Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials™ No.! the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T?
number(s), publisher, city and/or country where published.
Cc111* Luo, Hui; Henry, Paul. A Secure Public Wireless LAN Access Technique That Supports Walk-Up
. Users. GLOBECOM '03. |IEEE Global Telecommunications Conference.
https.//ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber= 1258471 (Year: 2003)
Examiner Date
Signature JOLEG KORSAR/ Considered 08/27/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant.

" Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
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Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: Not Yet Assigned Confirmation No.: N/A
Filed: Concurrently Herewith Art Unit: N/A

For: METHODS FOR USING ORGANIZATIONAL  Examiner: Not Yet Assigned
BEHAVIOR FOR RISK RATINGS

Filed via EFS-web

INFORMATION DISCLOSURE STATEMENT (IDS)

Pursuant to 37 C.F.R. §§ 1.56, 1.97, and 1.98, the attention of the United States
Patent and Trademark Office is hereby directed to the references listed on the attached
PTO/SB/08. It is respectfully requested that the information be expressly considered during the
prosecution of the above-identified application, and that the references be made of record therein

and appear among the “References Cited” on any patent to issue therefrom.

This Information Disclosure Statement accompanies the new patent application

submitted herewith.

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), copies of U.S. patents and U.S. patent

application publications are not submitted.

In accordance with 37 C.F.R. § 1.98(d)(1) and as noted by a double-asterisk next to
the Cite No. on the attached PTO/SB/08, the references are not supplied because they were
previously cited by or submitted to the Office in prior application numbers 16/405121 filed
May 7, 2019, 15/216955 filed July 22, 2016, 14/021585 filed September 9, 2013, and 14/021585
filed September 9, 2013 and relied on in the above-identified application for an earlier effective

filing date under 35 U.S.C. § 120.
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Application No.: Not Yet Assigned

17/025,930 - GAU: 2482

2 Docket No.: BST-003C4

Applicant hereby apprises the Examiner of the following patent application,

including the contents of the file wrapper, the claims, any Office Actions issued therein, and any

Notices of Allowance issued therefor:

Docket No. | U.S. Serial No.: Title Filing Date
BST-001 15/271655 SELF-PUBLISHED SECURITY September 21, 2016
RISK MANAGEMENT

Published as:
US2018/0083999
BST-002 15/377.574 METHODS AND SYSTEMS FOR December 13, 2016
CREATING, DE-DUPLICATING,
9,705,932 AND ACCESSING DATA USING
AN OBJECT STORAGE SYSTEM
BST-003 14/021,585 SECURITY RISK MANAGEMENT September 9, 2013
9,438,615
Published as:
US2015/0074579
BST-003C1 15/216,955 METHODS FOR USING July 22, 2016
Published as: ORGANIZATIONAL BEHAVIOR
US2016/0330231 FOR RISK RATINGS
BST-003C2 | 15/239,063 SECURITY RISK MANAGEMENT August 17, 2016
Published as:
US2017/0093901
BST-003C3 | 16/405,121 METHODS FOR USING May 7, 2019
. ORGANIZATIONAL BEHAVIOR
Published as: FOR RISK RATINGS
US2019/0260791
BST-004 13/240,572 INFORMATION TECHNOLOGY September 22, 2011
SECURITY ASSESSMENT
Published as: SYSTEM
US2016/0205126
BST-004C1 14/944.484 INFORMATION TECHNOLOGY November 18, 2015
SECURITY ASSESSMENT
9,973,524 SYSTEM

/OLEG KORSAXK/ 08/27/2022
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Application No.: Not Yet Assigned 3 Docket No.: BST-003C4
Docket No. | U.S. Serial No.: Title Filing Date
Published as:
US2016/0323308
BST- 15/142.677 SECURITY ASSESSMENT USING April 29, 2016
004C1CP SERVICE PROVIDER DIGITAL
9,830,569 ASSET INFORMATION
Published as:
US/2016/0239772
BST-007 15/134.,845 ANNOTATION PLATFORM FOR A | April 21, 2016
SECURITY RISK SYSTEM
9,680,858
BST-008 15/044.,952 RELATIONSHIPS AMONG February 16, 2016
. TECHNOLOGY ASSETS AND
Published as: SERVICES AND THE ENTITIES
US2017/0236077 RESPONSIBLE FOR THEM
BST-008C2 | 15/089,375 RELATIONSHIPS AMONG April 1, 2016
TECHNOLOGY ASSETS AND
10,176,445 SERVICES AND THE ENTITIES
) RESPONSIBLE FOR THEM
Published as:
US2017/0236079
BST-009DA | 29/598,298 COMPUTER DISPLAY SCREEN March 24, 2017
WITH GRAPHICAL USER
D835,631 INTERFACE
BST-009DB | 29/598,299 COMPUTER DISPLAY WITH March 24, 2017
SECURITY RATINGS GRAPHICAL
D818,475 USER INTERFACE
BST-009DC | 29/599,622 COMPUTER DISPLAY WITH April 5, 2017
SECURITY RATINGS GRAPHICAL
USER INTERFACE
BST-009DD | 29/599,620 COMPUTER DISPLAY WITH April 5, 2017
SECURITY RATINGS GRAPHICAL
USER INTERFACE
BST-010 16/015.686 METHODS FOR MAPPING IP June 22, 2018
ADDRESSES AND DOMAINS TO
ORGANIZATIONS USING USER
ACTIVITY DATA
g8/27/2022

JOLEG KORSAKR/
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Application No.: Not Yet Assigned 4 Docket No.: BST-003C4
Docket No. | U.S. Serial No.: Title Filing Date
BST-010C1 | 16/543,075 METHODS FOR MAPPING IP August 16, 2019

ADDRESSES AND DOMAINS TO
ORGANIZATIONS USING USER
ACTIVITY DATA

BST-010C2 | 16/738825 METHODS FOR MAPPING IP January 9, 2020
ADDRESSES AND DOMAINS TO
ORGANIZATIONS USING USER
ACTIVITY DATA

BST-011 15/918,286 CORRELATED RISK IN March 12, 2018
CYBERSECURITY

BST-011C1 | 16/292,956 CORRELATED RISK IN May 5, 2019
CYBERSECURITY

BST-011C2 | 16/795,056 CORRELATED RISK IN February 19, 2020
CYBERSECURITY

BST-012 16/170680 SYSTEMS AND METHODS FOR October 25, 2018
REMOTE DETECTION OF
SOFTWARE THROUGH BROWSER
WEBINJECTS

BST-012C1 | 16/688647 SYSTEMS AND METHODS FOR November 19, 2019
REMOTE DETECTION OF
SOFTWARE THROUGH BROWSER
WEBINJECTS

BST-012C2 | 17/000135 SYSTEMS AND METHODS FOR August 21, 2020
REMOTE DETECTION OF
SOFTWARE THROUGH BROWSER
WEBINJECTS

BST-013 15/954921 SYSTEMS AND METHODS FOR April 17, 2018
EXTERNAL DETECTION OF
MISCONFIGURED SYSTEMS

BST-014 16/549764 SYSTEMS AND METHODS FOR August 23, 2019
INFERRING ENTITY
RELATIONSHIPS VIA NETWORK
COMMUNICATIONS OF USERS
OR USER DEVICES

BST-014C1 | 16/787650 SYSTEMS AND METHODS FOR February 11, 2020
INFERRING ENTITY
RELATIONSHIPS VIA NETWORK

/OLEG RORSAK/S OB/27/2022
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Application No.: Not Yet Assigned 5 Docket No.: BST-003C4
Docket No. | U.S. Serial No.: Title Filing Date
COMMUNICATIONS OF USERS
OR USER DEVICES
BST-015 16/583,991 SYSTEMS AND METHODS FOR September 26, 2019

NETWORK ASSET DISCOVERY
AND ASSOCIATION THEREOF
WITH ENTITIES

BST-016D 29/666942 COMPUTER DISPLAY WITH October 17, 2018
GRAPHICAL USER INTERFACE

BST-017 16/360,641 SYSTEMS AND METHODS FOR March 21, 2019
FORECASTING CYBERSECURITY
RATINGS BASED ON EVENT-
RATE SCENARIOS

BST-018 16/514,771 SYSTEMS AND METHODS FOR July 17, 2019
GENERATING SECURITY
IMPROVEMENT PLANS FOR
ENTITIES

BST-018C1 | 16/922,273 SYSTEMS AND METHODS FOR July 7, 2020
GENERATING SECURITY
IMPROVEMENT PLANS FOR
ENTITIES

BST-019D 29/677306 COMPUTER DISPLAY WITH January 18, 2019
CORPORATE HIERARCHY
GRAPHICAL USER INTERFACE
COMPUTER DISPLAY WITH
CORPORATE HIERARCHY
GRAPHICAL USER INTERFACE

BST-020 16/775840 SYSTEMS AND METHODS FOR January 29, 2020
ASSESSING CYBERSECURITY
STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION

BST-020C1 | 17/018587 SYSTEMS AND METHODS FOR September 11, 2020
ASSESSING CYBERSECURITY
STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION

/OLEG RORSAK/ oB/27/2022
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Application No.: Not Yet Assigned 6 Docket No.: BST-003C4
Docket No. | U.S. Serial No.: Title Filing Date
BST-021 16/779,437 SYSTEMS AND METHODS FOR January 31, 2020
RAPIDLY GENERATING
SECURITY RATINGS
BST-023 16/802232 SYSTEMS AND METHODS FOR February 26, 2020
IMPROVING A SECURITY

PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES

BST-023C1 | 16/942,452 SYSTEMS AND METHODS FOR July 29, 2020
IMPROVING A SECURITY
PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES

BST-023DA | 29/725724 COMPUTER DISPLAY WITH RISK | February 26, 2020
VECTORS GRAPHICAL USER
INTERFACE

BST-023DB | 29/736,641 COMPUTER DISPLAY WITH PEER | June 2, 2020
ANALYTICS GRAPHICAL USER
INTERFACE

BST-026 16/884,607 SYSTEMS AND METHODS FOR May 27, 2020
MANAGING CYBERSECURITY
ALERTS

Additionally, Applicant hereby apprises the Examiner of the following patents and
patent applications, including the contents of the file wrappers, the claims, any Office Actions

issued therein, and any Notices of Allowance issued therefor:

1. U.S.S.N. 15/271,655 (Attorney Docket No. BST-001), the Office Actions mailed
02/21/2017 and 08/18/2017,;

2. U.S.S.N. 15/377,574 (Attorney Docket No. BST-002), now U.S. Patent No.
9,705,932, the Office Action mailed 03/02/2017 and the Notice of Allowance
mailed 06/01/2017;

3. U.S.S.N. 14/021,585 (Attorney Docket No. BST-003), now U.S. Patent No.
9,438,615, the Office Action mailed 03/11/2016 and the Notice of Allowance
mailed 08/09/2016;

/OLEG KORSAK/ 08/27/2022
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Application No.: Not Yet Assigned 7 Docket No.: BST-003C4

4.

10.

11.

12.

U.S.S.N. 15/216,955 (Attorney Docket No. BST-003C1), now U.S. Patent No.
10,326,786, the Office Actions mailed 11/04/2016, 03/09/2017, 06/06/2017,
12/05/2017, and 08/29/2018, and the Notice of Allowance mailed 02/06/2019;

U.S.S.N. 15/239,063 (Attorney Docket No. BST-003C2), now U.S. Patent No.
10,341,370, the Office Action mailed 03/21/2018 and the Notice of Allowance
mailed 01/14/2019;

U.S.S.N. 16/405,121 (Attorney Docket No. BST-003C3), the Office Actions
mailed 08/01/2019 and 11/21/2019 and the Notices of Allowance mailed
05/22/2020 and 07/10/2020;

U.S.S.N. 13/240,572 (Attorney Docket No. BST-004), the Office Actions mailed
11/21/2013, 06/16/2014, 02/27/2015, 06/03/2015, 10/26/2015, 03/10/2016
02/13/2017; and the Notice of Allowance mailed 06/01/2020;

U.S.S.N. 14/944,484 (Attorney Docket No. BST-004C1), now U.S. Patent No.
9,973,524, the Office Actions mailed 03/11/2016, 07/05/2016, and 01/17/2017
and the Notice of Allowance mailed 10/20/2017,;

U.S.S.N. 15/142,677 (Attorney Docket No. BST-004C1CP), now U.S. Patent No.
9,830,569, the Office Actions mailed 07/26/2016, and 04/24/2017 and the Notice
of Allowance mailed 10/11/2017;

U.S.S.N. 15/134,845 (Attorney Docket No. BST-007), now U.S. Patent No.
9,680,858, the Office Actions mailed 07/19/2016 and 01/26/2017, and the
Notices of Allowance mailed 04/27/2017 and 05/09/2017,

U.S.S.N. 15/044,952 (Attorney Docket No. BST-008), the Office Actions mailed
07/08/2019 and 02/21/2020;

U.S.S.N. 15/089,375 (Attorney Docket No. BST-008C2), now U.S. Patent No.
10,176,445, the Office Actions mailed 09/09/2016, 05/17/2017, and 11/17/2017
and the Notice of Allowance mailed 08/09/2018;

/OLEG KORSAK/ QB/27/2022
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Application No.: Not Yet Assigned 8 Docket No.: BST-003C4

13.

14.

15.

16.

17.

18.

19.

20.

2].

22.

U.S.S.N. 29/598,298 (Attorney Docket No. BST-009DA), now U.S. Patent No.
D835,631, the Notice of Allowance mailed 08/15/2018;

U.S.S.N. 29/598,299 (Attorney Docket No. BST-009DB), now U.S. Patent No.
D818.,475, the Notice of Allowance mailed 01/02/2018;

U.S.S.N. 29/599,622 (Attorney Docket No. BST-009DC), now U.S. Patent No.
D847.169, the Notice of Allowance mailed 12/11/2018;

U.S.S.N. 29/599,620 (Attomey Docket No. BST-009DD), now U.S. Patent No.
D846,562, the Office Action mailed 05/03/2018, the Notice of Allowance mailed
11/27/2018;

U.S.S.N. 16/015,686 (Attorney Docket No. BST-010), now U.S. Patent No.
10,425,380, the Office Action mailed 11/16/2018 and the Notice of Allowance
mailed 05/10/2019;

U.S.S.N. 16/543,075 (Attorney Docket No. BST-010C1), the Notice of
Allowance mailed 09/25/2019;

U.S.S.N. 16/738,825 (Attorney Docket No. BST-010C2), the Office Actions
mailed 07/08/2019 and 02/21/2020, and the Notice of Allowance mailed
09/09/2020;

U.S.S.N. 15/918,286 (Attorney Docket No. BST-011), now U.S. Patent No.
10,257,219, the Office Action mailed 08/07/2018 and the Notice of Allowance
mailed 11/29/2018;

U.S.S.N. 16/292,956 (Attorney Docket No. BST-011C1), the Office Action
mailed 07/10/2019 and the Notices of Allowance mailed 01/08/2020 and
01/27/2020;

U.S.S.N. 16/795,056 (Attorney Docket No. BST-011C2), the Office Action
mailed 05/01/2020;

0B/27/2022
/OLES KORSAK/ 727/
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Application No.: Not Yet Assigned 9 Docket No.: BST-003C4

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

U.S.S.N. 16/170,680 (Attorney Docket No. BST-012), the Office Action mailed
03/26/2019; the Notices of Allowance mailed 10/29/2019 and 08/27/2019;

U.S.S.N. 16/688,647 (Attorney Docket No. BST-012C1), the Office Action
mailed 01/29/2020; the Notice of Allowance mailed 05/12/2020;

U.S.S.N. 15/954,921 (Attorney Docket No. BST-013), the Office Actions mailed
09/04/2018, 01/03/2019, 08/19/2019, and 12/05/2019; Advisory Action mailed
03/03/2020, and the Notice of Allowance mailed 07/07/2020;

U.S.S.N. 16/787,650 (Attorney Docket No. BST-014C1), the Notice of
Allowance mailed 04/07/2020;

U.S.S.N. 16/583,991 (Attorney Docket No. BST-015), the Office Action mailed
01/13/2020;

U.S.S.N. 29/666,942 (Attorney Docket No. BST-016D), the Notice of Allowance
mailed 04/30/2020;

U.S.S.N. 16/360,641 (Attorney Docket No. BST-017), the Office Action mailed
08/07/2019 and 02/20/2020;

U.S.S.N. 16/514,771 (Attorney Docket No. BST-018), the Office Action mailed
12/04/2019; the Notice of Allowance mailed 03/18/2020;

U.S.S.N. 16/922,673 (Attorney Docket No. BST-018C1), the Office Action
mailed 09/15/2020;

U.S.S.N. 29/677,306 (Attorney Docket No. BST-019D), the Notice of Allowance
mailed on 08/20/2020;

U.S.S.N. 16/775,840 (Attorney Docket No. BST-020), the Notice of Allowance
mailed on 05/19/2020;

U.S.S.N. 16/779,437 (Attomey Docket No. BST-021), the Notice of Allowance
mailed 08/12/2020; and

08/27/2022

JOLEG KORSAR/
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35. U.S.S.N. 16/802,232 (Attorney Docket No. BST-023), the Notice of Allowance
mailed 04/24/2020.

Applicant believes no fee is due with this response. However, if a fee is due, please
charge our Deposit Account No. 07-1700, under Order No. BST-003C4 from which the

undersigned is authorized to draw.

Dated: September 18, 2020 Respectfully submitted,

Electronic signature: /Gozde Guckaya/
Gozde Guckaya

Registration No.: 74,989
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 305-6778
Agent For Applicant

/OLEG RORSAR/ DR/27/2022
Black Kite Ex. 1002, Page 182 of 344

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /0.K/

2492



UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
17/025,930 09/18/2020 Philip John Steuart Gladstone BST-003C4
CONFIRMATION NO. 1001
51414 PUBLICATION NOTICE
GOODWIN PROCTER LLP
PATENT ADMINISTRATOR IR AR R
00000012250570

100 NORTHERN AVENUE
BOSTON, MA 02210

Title:METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

Publication No.US-2021-0006581-A1
Publication Date:01/07/2021

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: 17/025,930 Confirmation No.: 1001
Filed: September 18, 2020 Art Unit: 2492

For: METHODS FOR USING ORGANIZATIONAL  Examiner: Not Yet Assigned
BEHAVIOR FOR RISK RATINGS

Filed via EFS-web

THIRD PRELIMINARY AMENDMENT

Prior to examination on the merits, please amend the above-identified U.S. patent

application as follows:

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 6 of this paper.

IPTS/105772741.1
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Electronic Acknowledgement Receipt

EFS ID: 41142964
Application Number: 17025930
International Application Number:
Confirmation Number: 1001
Title of Invention: METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS
First Named Inventor/Applicant Name: Philip John Steuart Gladstone
Customer Number: 51414
Filer: Gozde Guckaya/Christina Andrews
Filer Authorized By: Gozde Guckaya
Attorney Docket Number: BST-003C4
Receipt Date: 17-NOV-2020
Filing Date: 18-SEP-2020
Time Stamp: 17:01:04
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no

File Listing:

34692
1 BST-003C4_PA.pdf yes 6
b0 DS 05622252020 9a2 o
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Multipart Description/PDF files in .zip description
Document Description Start End
Applicant Arguments/Remarks Made in an Amendment 6 6
Claims 2 5
Preliminary Amendment 1 1
Warnings:
Information:
Total Files Size (in bytes): 34692

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Application No. 17/025,930 6 Docket No.: BST-003C4
Third Preliminary Amendment

REMARKS

This Third Preliminary Amendment is in response to the Notice of Non-Compliant

Amendment mailed November 13, 2020.

Claims numbered 30 and 31 (following claim 40) have been renumbered in ascending
numerical order to now be claims 41 and 42, respectively. Therefore, claims 21-42 are now

presented in proper ascending numerical order.

Claims 39, 40, and 42 have been amended to correct typographical errors. No new matter

is added by this amendment.

Applicant respectfully requests entry of this Preliminary Amendment prior to
examination of the application. The Examiner is invited to contact Applicant’s undersigned

representative by telephone at the number listed to discuss any outstanding issues.

Dated: November 17, 2020 Respectfully submitted,

Electronic signature: /Gozde Guckaya/
Gozde Guckaya

Registration No.: 74,989
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 305-6778
Agent For Applicant

IPTS/105772741.1

Black Kite Ex. 1002, Page 187 of 344
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AMENDMENTS TO THE CLAIMS

1-20. (Canceled)

21. (Previously presented) A computer-implemented method for mapping Internet Protocol
(IP) addresses to an entity, the method comprising:

receiving a first domain name for the entity;

sending, to a domain name system (DNS) server, a first passive DNS query to identify
first name servers for the first domain name;

receiving, from the DNS server, a list of the first name servers for the first domain name;

sending, for each of the first name servers, a second passive DNS query to identify
second domain names for which the first name server is authoritative;

receiving, for each of the first name servers, a list of the second domain names for which
the first name server is authoritative;

sending, for each of the second domain names, a third passive DNS query to identify host
names for the hosts of the second domain name and IP addresses for the host names;

receiving a list of the host names and the IP addresses for the host names; and

mapping each IP address to an attribute for the entity.

22. (Previously presented) The method of claim 21, wherein the first domain name is

received from a user interface.

23. (Previously presented) The method of claim 21, wherein the list of the host names

comprises names of at least a subset of the first name servers.

24. (Previously presented) The method of claim 21, wherein the attribute is a Classless Inter-

Domain Routing block.

25. (Previously presented) The method of claim 21, wherein receiving the first domain name
for the entity comprises:

determining the first domain name for a website of the entity.

IPTS/105772741.1
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26. (Previously presented) The method of claim 21, wherein the method is executed at least

two separate instances to track a change over time in the IP addresses for the host names.

27. (Previously presented) The method of claim 26, further comprising:
automatically updating the mapping of IP addresses upon identifying the change in the IP

addresses.

28. (Previously presented) The method of claim 21, further comprising:

identifying a shared hosting service based on the mapped IP addresses.

29. (Previously presented) The method of claim 21, further comprising:

determining a security rating for the entity based on the mapped IP address.

30. (Previously presented) The method of claim 21, wherein mapping each IP address to the
attribute for the entity comprises:

determining that the IP address is mapped to attributes for at least two entities.

31. (Previously presented) The method of claim 29, further comprising:
determining a first security rating for a first one of the at least two entities and a second
security rating for a second one of the at least two entities, the first security rating and the second

security rating being related.

32. (Previously presented) A computer-implemented system for mapping Internet Protocol
(IP) addresses to an entity, the system comprising:
at least one memory storing computer-executable instructions; and
at least one processor for executing the instructions stored on the memory, wherein
execution of the instructions programs the at least one processor to perform operations
comprising:
receiving a first domain name for the entity;
sending, to a domain name system (DNS) server, a first passive DNS query to

identify first name servers for the first domain name;

IPTS/105772741.1
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receiving, from the DNS server, a list of the first name servers for the first
domain name;

sending, for each of the first name servers, a second passive DNS query to
identify second domain names for which the first name server is authoritative;

receiving, for each of the first name servers, a list of the second domain names for
which the first name server is authoritative;

sending, for each of the second domain names, a third passive DNS query to

identify host names for the hosts of the second domain name and IP addresses for the host

names;
receiving a list of the host names and the IP addresses for the host names; and
mapping each IP address to an attribute for the entity.

33. (Previously presented) The system of claim 32, further comprising:

a user interface coupled to the processor, wherein the processor is configured to receive

the first domain name for the entity from the user interface.

34. (Previously presented) The system of claim 32, wherein the list of the host names

comprises names of at least a subset of the first name servers.

35. (Previously presented) The system of claim 32, wherein the attribute is a Classless Inter-

Domain Routing block.

36. (Previously presented) The system of claim 32, wherein receiving the first domain name
for the entity comprises:

determining the first domain name for a website of the entity.

37. (Previously presented) The system of claim 32, wherein the operations are executed at

least two separate instances to track a change over time in the IP addresses for the host names.

38. (Previously presented) The system of claim 37, wherein the operations further comprise:
automatically updating the mapping of IP addresses upon identifying the change in the IP

addresses.

IPTS/105772741.1
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39. (Currently amended) The system of claim 32, wherein the operations further eemprising
comprise:

identifying a shared hosting service based on the mapped IP addresses.

40. (Currently amended) The system of claim 32, wherein the operations further eemprising
comprise:

determining a security rating for the entity based on the mapped IP address.

[[30]]141. (Currently amended) The system of claim 32, wherein mapping each [P address
to the attribute for the entity comprises:

determining that the IP address is mapped to attributes for at least two entities.

[[31]]142. (Currently amended) The system of claim [[30]]32, wherein the operations
further eemprising comprise:

determining a first security rating for a first one of the at least two entities and a second
security rating for a second one of the at least two entities, the first security rating and the second

security rating being related.

IPTS/105772741.1
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Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: 17/025,930 Confirmation No.: 1001
Filed: September 18, 2020 Art Unit: 2492

For: METHODS FOR USING ORGANIZATIONAL  Examiner: Not Yet Assigned
BEHAVIOR FOR RISK RATINGS

Filed via EFS-web

SECOND PRELIMINARY AMENDMENT

Prior to examination on the merits, please amend the above-identified U.S. patent

application as follows:

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 6 of this paper.
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Application No. 17/025,930 6 Docket No.: BST-003C4
Second Preliminary Amendment

REMARKS

Claims 1-20 are cancelled. New claims 21-32 are added. Support for the claims can be
found in at least Fig. 16 and the instant Specification at page 2, lines 28-29; page 4, lines 15-25;
page 5, lines 15-22; page 11, lines 9-19; and page 43, line 3 to page 44, line 8. No new matter is
added.

Applicant respectfully requests entry of this Preliminary Amendment prior to
examination of the application. The Examiner is invited to contact Applicant’s undersigned

representative by telephone at the number listed to discuss any outstanding issues.

Dated: November 6, 2020 Respectfully submitted,

Electronic signature: /Gozde Guckaya/
Gozde Guckaya

Registration No.: 74,989
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 305-6778
Agent For Applicant
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AMENDMENTS TO THE CLAIMS

1-20. (Canceled)

21. (New) A computer-implemented method for mapping Internet Protocol (IP) addresses to
an entity, the method comprising:

receiving a first domain name for the entity;

sending, to a domain name system (DNS) server, a first passive DNS query to identify
first name servers for the first domain name;

receiving, from the DNS server, a list of the first name servers for the first domain name;

sending, for each of the first name servers, a second passive DNS query to identify
second domain names for which the first name server is authoritative;

receiving, for each of the first name servers, a list of the second domain names for which
the first name server is authoritative;

sending, for each of the second domain names, a third passive DNS query to identify host
names for the hosts of the second domain name and IP addresses for the host names;

receiving a list of the host names and the IP addresses for the host names; and

mapping each IP address to an attribute for the entity.

22. (New) The method of claim 21, wherein the first domain name is received from a user
interface.
23. (New) The method of claim 21, wherein the list of the host names comprises names of at

least a subset of the first name servers.

24, (New) The method of claim 21, wherein the attribute is a Classless Inter-Domain

Routing block.
25. (New) The method of claim 21, wherein receiving the first domain name for the entity

comprises:

determining the first domain name for a website of the entity.
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26. (New) The method of claim 21, wherein the method is executed at least two separate

instances to track a change over time in the IP addresses for the host names.

27. (New) The method of claim 26, further comprising:
automatically updating the mapping of IP addresses upon identifying the change in the IP

addresses.

28. (New) The method of claim 21, further comprising:

identifying a shared hosting service based on the mapped IP addresses.

29. (New) The method of claim 21, further comprising:

determining a security rating for the entity based on the mapped IP address.

30. (New) The method of claim 21, wherein mapping each IP address to the attribute for the
entity comprises:

determining that the IP address is mapped to attributes for at least two entities.

31. (New) The method of claim 29, further comprising:
determining a first security rating for a first one of the at least two entities and a second
security rating for a second one of the at least two entities, the first security rating and the second

security rating being related.

32. (New) A computer-implemented system for mapping Internet Protocol (IP) addresses to
an entity, the system comprising:
at least one memory storing computer-executable instructions; and
at least one processor for executing the instructions stored on the memory, wherein
execution of the instructions programs the at least one processor to perform operations
comprising:
receiving a first domain name for the entity;
sending, to a domain name system (DNS) server, a first passive DNS query to

identify first name servers for the first domain name;
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receiving, from the DNS server, a list of the first name servers for the first
domain name;

sending, for each of the first name servers, a second passive DNS query to
identify second domain names for which the first name server is authoritative;

receiving, for each of the first name servers, a list of the second domain names for
which the first name server is authoritative;

sending, for each of the second domain names, a third passive DNS query to
identify host names for the hosts of the second domain name and IP addresses for the host
names;

receiving a list of the host names and the IP addresses for the host names; and

mapping each IP address to an attribute for the entity.

33. (New) The system of claim 32, further comprising:
a user interface coupled to the processor, wherein the processor is configured to receive

the first domain name for the entity from the user interface.

34. (New) The system of claim 32, wherein the list of the host names comprises names of at

least a subset of the first name servers.

35. (New) The system of claim 32, wherein the attribute is a Classless Inter-Domain Routing

block.

36. (New) The system of claim 32, wherein receiving the first domain name for the entity
comprises:

determining the first domain name for a website of the entity.

37. (New) The system of claim 32, wherein the operations are executed at least two separate

instances to track a change over time in the IP addresses for the host names.
38. (New) The system of claim 37, wherein the operations further comprise:

automatically updating the mapping of IP addresses upon identifying the change in the IP

addresses.
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39. (New) The system of claim 32, wherein the operations further comprising:

identifying a shared hosting service based on the mapped IP addresses.

40. (New) The system of claim 32, wherein the operations further comprising:

determining a security rating for the entity based on the mapped IP address.

30. (New) The system of claim 32, wherein mapping each IP address to the attribute for the
entity comprises:

determining that the IP address is mapped to attributes for at least two entities.

31. (New) The system of claim 30, wherein the operations further comprising:
determining a first security rating for a first one of the at least two entities and a second
security rating for a second one of the at least two entities, the first security rating and the second

security rating being related.
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D EXAMINATION FEE
(37 CFR 1.16(0), (p), or () N/A N/A N/A
TOTAL CLAIMS . .
(37 GFR 1.16(i)) minus 20 = x 350 -
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) minus 3 = x $230 =
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DST:;LIE?QON SIZE FEE (37 for small entity) for each additional 50 sheets or
16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
[J MULTIPLE DEPENDENT GLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1} (Column 2} (Column 3}
CLAIMS HIGHEST
REMAINING NUMBER
| 1 1/06/2020 | arrer PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
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E (ngtéaFlm.mm) 22 minus | ** 20 =2 x $50 - 100
Z | Independent « : wx — —
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< [ Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 100
(Column 1} (Column 2} (Column 3}
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
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E () Application Size Fee (37 CFR 1.16(s))

J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
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TOTAL ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.

LDRC

** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

/EVA'V GILLIS/

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent} is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/f you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSIND CLAIMS
17/025,930 09/18/2020 2491 785 BST-003C4 20 1
CONFIRMATION NO. 1001
51414 FILING RECEIPT
GOODWIN PROCTER LLP
PATENT ADMINISTRATOR AN A CEAY A N A

100 NORTHERN AVENUE
BOSTON, MA 02210

Date Mailed: 09/29/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Philip John Steuart Gladstone, Carlisle, MA;
Alan Joseph Kirby, Hollis, NH;
John Matthew Truelove, Cambridge, MA;
David Feinzeig, Stoneham, MA;
Nagarjuna Venna, Waltham, MA,;
Stephen Boyer, Waltham, MA;
Applicant(s)
BitSight Technologies, Inc., Boston, MA;

Power of Attorney: The patent practitioners associated with Customer Number 051414

Domestic Priority data as claimed by applicant
This application is a CON of 16/405,121 05/07/2019 PAT 10785245
which is a CON of 15/216,955 07/22/2016 PAT 10326786
which is a CON of 14/021,585 09/09/2013 PAT 9438615

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
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Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 09/28/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 17/025,930

Projected Publication Date: 01/07/2021

Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **

Title

METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS
Preliminary Class

726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
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this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 17/025,930
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 75 N/A
SEARCH FEE
o o o N/A N/A N/A 330 N/A
EXAMINATION FEE
N FEE N/A N/A N/A 380 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 20 minus 20= 50 - 0.00 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 1 minus 3 = 230 - 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 785 TOTAL
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
> a7 CF% ?.16(i)) Minus = OR
% Independent * Minus | *** = _ OR
i (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR
% Independent * Minus | *** = _ OR
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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PTO/SB/08a (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO Complete if Known

Application Number Not Yet Assigned

INFORMATION DISCLOSURE  |[Filing pate Concurrently Herewith

STATEMENT BY APPLICANT  [FistNamed inventor  |Philip John Steuart Gladstone

Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 1 of 29 Attorney Docket Number |BST-003C4

U.S. PATENT DOCUMENTS

Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear

A1l Us-7,062,572 06-13-2006 Hampton

A2 US-8,621,621 12-31-2013 Burns et al.

A3 US-8,661,146 02-25-2014 Alex et al.

A4 US-8,825,662 09-02-2014 Kingman et al.

A5 US-9,241,252 01-19-2016 Dua et al.

AB US-9,401,926 07-26-2016 Dubow et al.

A7 US-10,079,854 09-18-2018 Scott et al.

A8 Us-10,217,071 02-26-2019 Mo et al.

A9 US-10,235,524 03-19-2019 Ford

A10 |US-10,305,854 05-28-2019 Alizadeh-Shabdiz et al.

A1 US-10,412,083 09-10-2019 Zou et al.

A12 |US-10,469,515 11-05-2019 Helmsen et al.

A13 |US-10,491,619 11-26-2019 Yampolskiy et al.

A14 |US-10,491,620 11-26-2019 Yampolskiy et al.

A15 |US-10,521,583 12-31-2019 Bagulho Monteiro Pereira

A16 |US-2002/0164983-A1 |11-07-2002 Raviv et al.

A17 |US-2003/0187967-A1 |10-02-2003 Walsh et al.

A18 |US-2004/0098375-A1 |05-20-2004 DeCarlo

A19 |US-2005/0066195-A1 | 03-24-2005 Jones

FOREIGN PATENT DOCUMENTS

Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No. Date Applicant of Cited Document Where Relevant Passages -
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear
B1** |WO-2017/142694-A1 08-24-2017 |Security Scorecard, Inc
B2** |WO-2019/023045-A1 01-31-2019 |Securityscorecard, Inc
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. ' Applicant’s unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at ig.aov or MPEP 901.04. ° Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). * For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.

Black Kite Ex. 1002, Page 212 of 344




PTO/SB/08a (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO Complete if Known
Application Number Not Yet Assigned
INFORMATION DISCLOSURE  [Fiing Date Concurrently Herewith
STATEMENT BY APPLICANT First Named Inventor Philip John Steuart Gladstone
Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 2 of 29 Attorney Docket Number |BST-003C4
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear
A20 |US-2007/0067845-A1 |03-22-2007 Wiemer et al.
A21 US-2008/0208995-A1 [08-28-2008 TAKAHASH I et al.
A22 |US-2008/0222287-A1 |09-11-2008 Bahl et al.
A23 |US-2009/0216700-A1 |08-27-2009 Bouchard et al.
A24 |US-2010/0205042-A1 |08-12-2010 Mun
A25 |US-2010/0275263-A1 [10-28-2010 Bennett et al.
A26 |US-2011/0213742-A1 |09-01-2011 LEMMOND et al.
A27 |US-2012/0089745-A1 |04-12-2012 Turakhia
A28 |US-2013/0091574-A1 |04-11-2013 Howes et al.
A29 |US-2013/0142050-A1 | 06-06-2013 Luna
A30 |US-2013/0173791-A1 |07-04-2013 Longo
A31 US-2014/0304816-A1  [10-09-2014 KLEIN et al.
A32 |US-2014/0337633-A1 [11-13-2014 Yang et al.
A33 |US-2015/0081860-A1 |03-19-2015 Kuehnel et al.
A34 |US-2015/0381649-A1 [12-31-2015 Schultz et al.
A35 |US-2016/0119373-A1 | 04-28-2016 Fausto et al.
A36 |US-2016/0162602-A1 |06-09-2016 Bradish et al.
A37 |US-2016/0173522-A1 |06-16-2016 Yampolskiy et al.
A38 |US-2016/0189301-A1 |06-30-2016 Ng et al.
FOREIGN PATENT DOCUMENTS
Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No. Date Applicant of Cited Document Where Relevant Passages
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear T
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. ' Applicant’s unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at 3 v or MPEP 901.04. 2 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). “ For
Japanese patent documents, t f the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English language
Translation is attached.
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PTO/SB/08a (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO Complete if Known
Application Number Not Yet Assigned
INFORMATION DISCLOSURE  [Fiing Date Concurrently Herewith
STATEMENT BY APPLICANT First Named Inventor Philip John Steuart Gladstone
Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 3 of 29 Attorney Docket Number |BST-003C4
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. ] MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear
A39 |US-2016/0253500-A1 |09-01-2016 Alme et al.
A40 |US-2016/0344801-A1 |11-24-2016 Akkarawittayapoom
A41 US-2017/0063901-A1  [03-02-2017 Muddu et al.
A42 |US-2017/0161409-A1 | 06-08-2017 Martin
A43  |US-2017/0279843-A1 |09-28-2017 Schultz et al.
Ad4  |US-2017/0316324-A1  [11-02-2017 Barrett et al.
A45  |US-2017/0337487-A1  |11-23-2017 Nock et al.
A46 |US-2018/0013716-A1 |01-11-2018 Connell et al.
A47 |US-2018/0322584-A1 |11-08-2018 Crabtree et al.
A48 |US-2019/0140925-A1 | 05-09-2019 Pon et al.
A49 |US-2019/0147378-A1 |05-16-2019 Mo et al.
A50 |US-2019/0379632-A1 [12-12-2019 Dahlberg et al.
AS51 US-2019/0392252-A1  [12-26-2019 FIGHEL et al.
A52 |US-9,075,990 07-07-2015 Yang
A53 |US-9,373,144 06-21-2016 Ng et al.
A54 |US-10,331,502 06-25-2019 Hart
A55 |US-10,348,755 07-09-2019 Shavell et al.
A56 |US-2004/0133689-A1 |07-08-2004 Vasisht
A57 |US-2007/0016948-A1 |01-18-2007 Dubrovsky et al.
FOREIGN PATENT DOCUMENTS
Examiner Cite |Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No.! Date Applicant of Cited Document Where Relevant Passages -
Country Code?-Number! -Kind Code? (if know) MM-DD-YYYY Or Relevant Figures Appear
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. ' Applicant’s unique citation designation number (optional). 2 See Kinds Codes of
USPTO Patent Documents at 3 v or MPEP 901.04. 2 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). * For
Japanese patent documents, t f the year of the reign of the Emperor must precede the serial number of the patent document. °Kind of document by
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ¢ Applicant is to place a check mark here if English language
Translation is attached.
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PTO/SB/08a (07-09)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO Complete if Known
Application Number Not Yet Assigned
INFORMATION DISCLOSURE  [Fiing Date Concurrently Herewith
STATEMENT BY APPLICANT First Named Inventor Philip John Steuart Gladstone
Art Unit N/A
(Use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 4 of 29 Attorney Docket Number |BST-003C4
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? (f known) Figures Appear
A58 |US-2007/0179955-A1 | 08-02-2007 CROFT et al.
A59 |US-2007/0214151-A1  |09-13-2007 Thomas et al.
AB0 |US-2008/0140728-A1 |06-12-2008 Fraser et al.
AB1 US-2009/0323632-A1  [12-31-2009 Nix
AB2 |US-2011/0219455-A1 | 09-08-2011 Bhagwan et al.
AB3 |US-2012/0198558-A1 |08-02-2012 Liu et al.
AB4 |US-2013/0227078-A1 |08-29-2013 WEI et al.
ABS  |US-2014/0114755-A1 | 04-24-2014 Mezzacca
AB6 |US-2014/0334336-A1 |[11-13-2014 Chen et al.
AB7 |US-2015/0033331-A1 |01-29-2015 STERN et al.
AB8 |US-2015/0156084-A1 |06-04-2015 KAMINSKY et al.
AB9 |US-2015/0264061-A1 |09-17-2015 IBATULLIN et al.
A70 |US-2015/0317672-A1 |11-05-2015 Espinoza et al.
AT1 US-2016/0036849-A1  [02-04-2016 Zakian
A72 |US-2016/0182537-A1 | 06-23-2016 Tatourian et al.
A73  |US-2016/0191554-A1 |06-30-2016 KAMINSKY
A74 |US-2016/0364496-A1 |12-15-2016 Li
A75 |US-2016/0373485-A1 |12-22-2016 Kamble
A76 |US-2017/0300911-A1  |10-19-2017 Alnajem
FOREIGN PATENT DOCUMENTS
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A115 |US-10,230,753-B2 03-12-2019 Yampolskiy et al.
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A134 |US-2004/0250122-A1 |12-09-2004 Newton
A135 |US-2004/0250134-A1 |12-09-2004 Kohler et al
A136 |US-2005/0071450-A1 |03-31-2005 Allen et al
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A138 |US-2005/0080720-A1 |04-14-2005 Betz et al
A139 |US-2005/0108415-A1 |05-19-2005 Turk et al
A140 |US-2005/0131830-A1 |06-16-2005 Juarez et al
A141 |US-2005/0138413-A1 |06-23-2005 Lippmann et al
A142 |US-2005/0160002-A1 |07-21-2005 Roetter et al.
A143 |US-2005/0234767-A1 |10-20-2005 Bolzman et al.
A144 |US-2005/0278726-A1 [12-15-2005 Cano, Charles E.
A145 |US-2006/0036335-A1 |02-16-2006 Banter
A146 |US-2006/0107226-A1 |05-18-2006 Matthews
A147 |US-2006/0173992-A1 |08-03-2006 Weber et al
A148 |US-2006/0212925-A1 |09-21-2006 Shull et al
A149 |US-2006/0253581-A1 |11-09-2006 Dixon et al
A150 |US-2007/0143851-A1 |06-21-2007 Nicodemus et al.
A151 |US-2007/0198275-A1 |08-23-2007 Malden et al.
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A153 |US-2008/0017526-A1 |01-24-2008 Prescott et al.
A154 |US-2008/0033775-A1 |02-07-2008 Dawson et al.
A155 |US-2008/0047018-A1 |02-21-2008 Baudoin et al.
A156 |US-2008/0091834-A1 |04-17-2008 Norton
A157 |US-2008/0140495-A1 | 06-12-2008 Bhamidipaty et al
A158 |US-2008/0162931-A1 |07-03-2008 Lord et al
A159 |US-2008/0172382-A1 |07-17-2008 Prettejohn
A160 |US-2008/0209565-A2 |08-28-2008 Baudoin et al.
A161 |US-2008/0262895-A1 |10-23-2008 Hofmeister et al
A162 |US-2009/0044272-A1 |02-12-2009 Jarrett
A163 |US-2009/0094265-A1 | 04-09-2009 Vlachos et al
A164 |US-2009/0125427-A1 |05-14-2009 ATWOOD et al.
A165 |US-2009/0132861-A1 |05-21-2009 Costa et al.
A166 |US-2009/0161629-A1 |06-25-2009 Purkayastha et al.
A167 |US-2009/0193054-A1 |07-30-2009 Karimisetty et al.
A168 |US-2009/0265787-A1 |10-22-2009 Baudoin et al.
A169 |US-2009/0293128-A1 |[11-26-2009 Lippmann et al.
A170 |US-2009/0299802-A1 |12-03-2009 Brennan
A171 |US-2009/0300768-A1 |12-03-2009 Krishnamurthy et al
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A172 |US-2009/0319420-A1 [12-24-2009 Sanchez et al
A173 |US-2009/0328063-A1 |[12-31-2009 Corvera et al.
A174 |US-2010/0017880-A1 |01-21-2010 Masood
A175 |US-2010/0042605-A1 |02-18-2010 Cheng et al
A176 |US-2010/0057582-A1 |03-04-2010 Arfin
A177 |US-2010/0186088-A1 |07-22-2010 Banerjee et al.
A178 |US-2010/0218256-A1 |08-26-2010 Thomas et al
A179 |US-2010/0262444-A1 |10-14-2010 Atwal et al.
A180 |US-2010/0281124-A1 |11-04-2010 Westman et al
A181 |US-2010/0281151-A1  [11-04-2010 Ramankutty et al
A182 |US-2011/0137704-A1 | 06-09-2011 Mitra
A183 |US-2011/0145576-A1 |06-16-2011 Bettan
A184 |US-2011/0185403-A1 |07-28-2011 DOLAN et al.
A185 |US-2011/0231395-A1 |09-22-2011 Vadlamani
A186 |US-2011/0239300-A1 |09-29-2011 KLEIN et al.
A187 |US-2011/0296519-A1 [12-01-2011 Ide et al
A188 |US-2012/0036263-A1 |02-09-2012 Madden et al.
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A191 |US-2012/0215892-A1 |08-23-2012 Wanser
A192 |US-2012/0255027-A1 |10-04-2012 Kanakapura et al.
A193 |US-2012/0291129-A1  [11-15-2012 SHULMAN et al.
A194 |US-2013/0014253-A1 |01-10-2013 Vivian et al
A195 |US-2013/0060351-A1 |03-07-2013 Imming et al
A196 |US-2013/0080505-A1 |03-28-2013 Nielsen et al
A197 |US-2013/0086521-A1 |04-04-2013 Grossele
A198 |US-2013/0124644-A1 |05-16-2013 Hunt et al
A199 |US-2013/0124653-A1 |05-16-2013 Vick et al
A200 |US-2013/0291105-A1  |10-31-2013 Zheng
A201 |US-2013/0298244-A1 [11-07-2013 Kumar et al
A202 |US-2013/0305368-A1 [11-14-2013 Ford
A203 |US-2013/0333038-A1 [12-12-2013 Chien
A204 |US-2013/0347116-A1 |12-26-2013 Flores
A205 |US-2014/0006129-A1 |01-02-2014 Heath
A206 |US-2014/0019196-A1 |01-16-2014 Wiggins
A207 |US-2014/0108474-A1 |04-17-2014 David et al.
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A210 |US-2014/0146370-A1 |05-29-2014 Banner et al.
A211 |US-2014/0189098-A1 |07-03-2014 MagGill et al
A212 |US-2014/0204803-A1 |07-24-2014 Nguyen et al.
A213 |US-2014/0237545-A1 |08-21-2014 Mylavarapu et al.
A214 |US-2014/0244317-A1 | 08-28-2014 Roberts et al
A215 |US-2014/0283068-A1 |09-18-2014 Call et al.
A216 |US-2014/0288996-A1 |09-25-2014 Rence et al
A217 |US-2015/0033341-A1 |01-29-2015 Schmidtler et al
A218 |US-2015/0074579-A1 |03-12-2015 Gladstone et al.
A219 |US-2015/0180883-A1 |06-25-2015 Aktas et al.
A220 |US-2015/0261955-A1 |09-17-2015 Huang et al
A221 |US-2015/0288706-A1 |10-08-2015 MARSHALL
A222 |US-2015/0288709-A1 |10-08-2015 Singhal et al.
A223 |US-2015/0310188-A1 [10-29-2015 Ford et al.
A224 |US-2015/0310213-A1  |10-29-2015 Ronen et al
A225 |US-2015/0347756-A1 [12-03-2015 Hidayat et al.
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A293 |US-D785,016 04-25-2017 Berwick
A294 |US-D787,530 05-23-2017 Huang
A295 |US-D788,128 05-30-2017 Wada
A296 |US-D789,947 06-20-2017 Sun
A297 |US-D789,957 06-20-2017 Wu
A298 |US-D791,153 07-04-2017 Rice
A299 |US-D791,834 07-11-2017 Eze
A300 |US-D792,427 07-18-2017 Weaver
A301 |US-D795,891 08-29-2017 Kohan
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C33**

Chuvakin, "SIEM: Moving beyond compliance", RSA White Paper (2010) (16 pages).

C34**

Computer Network Graph-Bees,
http://bioteams.com/2007/04/30/visualizing_complex_networks.html, date accessed September
28, 2016, 2 pages.

Cc35**

Computer Network Graph-Univ. of Michigan, http:/people.cst.cmich.edu/liao1qg/research.shtml,
date accessed September 28, 2016, 5 pages.

c36**

Crowther, Kenneth G., et al., "Principles for Better Information Security through More Accurate,
Transparent Risk Scoring," Journal of Homeland Security and Emergency Management, Vol. 7,
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Only complete this section when filing an application by reference under 35 U.S.C. 111(c} and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). ]
1
Application number of the previcusly Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.
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BST-003C4

Application Number

Title of Invention
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Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One:

® Customer Number

US Patent Practitioner

O Limited Recognition (37 CFR 11.9)

Customer Number 51414

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
[Continuation of ~| 16405121 P019-05-07
Prior Application Status | [Patented
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16/405121 Continuation of 15216955 016-07-22 10326786 2019-06-18
Prior Application Status | Patented -
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15/216955 Continuation of 14/021585 2013-09-09 9438615 2016-09-06

by selecting the Add button.

Additional Domestic Benefit/National Stage Data may be generated within this form

Add

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.8.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign prionity application is filed, within the time period specified in 37 CFR 1.55(g)(1).
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

Application Number Countryi Filing Date (YYYY-MM-DD)

Remove

Access Code' (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition

Applications

[] 18, 2013.

16, 2013, will be examined under the first inventor to file provisions of the AlA.

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
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Application Number
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Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property {IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office {(EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
{(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPQO)}, the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Number

Title of Invention METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name | biqiohi Technologies, Inc.

Mailing Address Information For Applicant:

Address 1 111 Huntington Avenue

Address 2 Suite 2010

City Boston State/Province MA
Country | s Postal Code 02199
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assighment recorded by the Office.
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Application Number
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Assignee 1

Complete this section if assighee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assighee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Countryi Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 2

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or mare joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Gozde Guckaya/ Date (YYYY-MM-DD)| [2020-09-18
First Name | |Gozde Last Name | Guckaya Registration Number | [74,980
Additional Signature may be generated within this form by selecting the Add button. Add
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This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related tc a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.5.C. 2(b)(2); (2} furnishing of the informaticn solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested informaticn, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect tc the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the Internaticnal Bureau of the World Intellectual Property Crganization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U 5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the G5A regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned cr in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.

Black Kite Ex. 1002, Page 250 of 344

EFS Web 2.2.13




Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

First Named Inventor/Applicant Name:

Philip John Steuart Gladstone

Filer: Gozde Guckaya/Christina Andrews
Attorney Docket Number: BST-003C4
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Filing Fees for Utility under 35 USC111(a)
Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
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Pages:
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International Application Number:
Confirmation Number: 1001
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1 Transmittal of New Application BST-003C4_Utility.pdf no 1
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Specification 2 2
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Information:

Total Files Size (in bytes): 29893712

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: Not Yet Assigned Confirmation No.: N/A
Filed: Concurrently Herewith Art Unit: N/A

For: METHODS FOR USING ORGANIZATIONAL  Examiner: Not Yet Assigned
BEHAVIOR FOR RISK RATINGS

Filed via EFS-web

INFORMATION DISCLOSURE STATEMENT (IDS)

Pursuant to 37 C.F.R. §§ 1.56, 1.97, and 1.98, the attention of the United States
Patent and Trademark Office is hereby directed to the references listed on the attached
PTO/SB/08. It is respectfully requested that the information be expressly considered during the
prosecution of the above-identified application, and that the references be made of record therein

and appear among the “References Cited” on any patent to issue therefrom.

This Information Disclosure Statement accompanies the new patent application

submitted herewith.

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), copies of U.S. patents and U.S. patent

application publications are not submitted.

In accordance with 37 C.F.R. § 1.98(d)(1) and as noted by a double-asterisk next to
the Cite No. on the attached PTO/SB/08, the references are not supplied because they were
previously cited by or submitted to the Office in prior application numbers 16/405121 filed
May 7, 2019, 15/216955 filed July 22, 2016, 14/021585 filed September 9, 2013, and 14/021585
filed September 9, 2013 and relied on in the above-identified application for an earlier effective

filing date under 35 U.S.C. § 120.
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Application No.: Not Yet Assigned

2 Docket No.: BST-003C4

Applicant hereby apprises the Examiner of the following patent application,

including the contents of the file wrapper, the claims, any Office Actions issued therein, and any

Notices of Allowance issued therefor:

Docket No. | U.S. Serial No.: Title Filing Date
BST-001 15/271655 SELF-PUBLISHED SECURITY September 21, 2016
RISK MANAGEMENT

Published as:
US2018/0083999
BST-002 15/377.574 METHODS AND SYSTEMS FOR December 13, 2016
CREATING, DE-DUPLICATING,
9,705,932 AND ACCESSING DATA USING
AN OBJECT STORAGE SYSTEM
BST-003 14/021,585 SECURITY RISK MANAGEMENT September 9, 2013
9,438,615
Published as:
US2015/0074579
BST-003C1 15/216,955 METHODS FOR USING July 22, 2016
Published as: ORGANIZATIONAL BEHAVIOR
US2016/0330231 FOR RISK RATINGS
BST-003C2 | 15/239,063 SECURITY RISK MANAGEMENT August 17, 2016
Published as:
US2017/0093901
BST-003C3 | 16/405,121 METHODS FOR USING May 7, 2019
. ORGANIZATIONAL BEHAVIOR
Published as: FOR RISK RATINGS
US2019/0260791
BST-004 13/240,572 INFORMATION TECHNOLOGY September 22, 2011
SECURITY ASSESSMENT
Published as: SYSTEM
US2016/0205126
BST-004C1 14/944.484 INFORMATION TECHNOLOGY November 18, 2015
SECURITY ASSESSMENT
9,973,524 SYSTEM
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Application No.: Not Yet Assigned 3 Docket No.: BST-003C4
Docket No. | U.S. Serial No.: Title Filing Date
Published as:
US2016/0323308
BST- 15/142.677 SECURITY ASSESSMENT USING April 29, 2016
004C1CP SERVICE PROVIDER DIGITAL
9,830,569 ASSET INFORMATION
Published as:
US/2016/0239772
BST-007 15/134.,845 ANNOTATION PLATFORM FOR A | April 21, 2016
SECURITY RISK SYSTEM
9,680,858
BST-008 15/044.,952 RELATIONSHIPS AMONG February 16, 2016
. TECHNOLOGY ASSETS AND
Published as: SERVICES AND THE ENTITIES
US2017/0236077 RESPONSIBLE FOR THEM
BST-008C2 | 15/089,375 RELATIONSHIPS AMONG April 1, 2016
TECHNOLOGY ASSETS AND
10,176,445 SERVICES AND THE ENTITIES
) RESPONSIBLE FOR THEM
Published as:
US2017/0236079
BST-009DA | 29/598,298 COMPUTER DISPLAY SCREEN March 24, 2017
WITH GRAPHICAL USER
D835,631 INTERFACE
BST-009DB | 29/598,299 COMPUTER DISPLAY WITH March 24, 2017
SECURITY RATINGS GRAPHICAL
D818.475 USER INTERFACE
BST-009DC | 29/599,622 COMPUTER DISPLAY WITH April 5, 2017
SECURITY RATINGS GRAPHICAL
USER INTERFACE
BST-009DD | 29/599,620 COMPUTER DISPLAY WITH April 5, 2017
SECURITY RATINGS GRAPHICAL
USER INTERFACE
BST-010 16/015.686 METHODS FOR MAPPING IP June 22, 2018

ADDRESSES AND DOMAINS TO
ORGANIZATIONS USING USER
ACTIVITY DATA
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Docket No.

U.S. Serial No.:

Title

Filing Date

BST-010C1

16/543,075

METHODS FOR MAPPING IP
ADDRESSES AND DOMAINS TO
ORGANIZATIONS USING USER
ACTIVITY DATA

August 16, 2019

BST-010C2

16/738825

METHODS FOR MAPPING IP
ADDRESSES AND DOMAINS TO
ORGANIZATIONS USING USER
ACTIVITY DATA

January 9, 2020

BST-011

15/918,286

CORRELATED RISK IN
CYBERSECURITY

March 12, 2018

BST-011C1

16/292,956

CORRELATED RISK IN
CYBERSECURITY

May 5, 2019

BST-011C2

16/795,056

CORRELATED RISK IN
CYBERSECURITY

February 19, 2020

BST-012

16/170680

SYSTEMS AND METHODS FOR
REMOTE DETECTION OF
SOFTWARE THROUGH BROWSER
WEBINJECTS

October 25, 2018

BST-012C1

16/688647

SYSTEMS AND METHODS FOR
REMOTE DETECTION OF
SOFTWARE THROUGH BROWSER
WEBINJECTS

November 19, 2019

BST-012C2

17/000135

SYSTEMS AND METHODS FOR
REMOTE DETECTION OF
SOFTWARE THROUGH BROWSER
WEBINJECTS

August 21, 2020

BST-013

15/954921

SYSTEMS AND METHODS FOR
EXTERNAL DETECTION OF
MISCONFIGURED SYSTEMS

April 17, 2018

BST-014

16/549764

SYSTEMS AND METHODS FOR
INFERRING ENTITY
RELATIONSHIPS VIA NETWORK
COMMUNICATIONS OF USERS
OR USER DEVICES

August 23, 2019

BST-014C1

16/787650

SYSTEMS AND METHODS FOR
INFERRING ENTITY
RELATIONSHIPS VIA NETWORK

February 11, 2020
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Docket No. | U.S. Serial No.: Title Filing Date
COMMUNICATIONS OF USERS
OR USER DEVICES

BST-015 16/583,991 SYSTEMS AND METHODS FOR September 26, 2019

NETWORK ASSET DISCOVERY
AND ASSOCIATION THEREOF
WITH ENTITIES

BST-016D 29/666942 COMPUTER DISPLAY WITH October 17, 2018
GRAPHICAL USER INTERFACE

BST-017 16/360,641 SYSTEMS AND METHODS FOR March 21, 2019
FORECASTING CYBERSECURITY
RATINGS BASED ON EVENT-
RATE SCENARIOS

BST-018 16/514,771 SYSTEMS AND METHODS FOR July 17, 2019
GENERATING SECURITY
IMPROVEMENT PLANS FOR
ENTITIES

BST-018C1 | 16/922,273 SYSTEMS AND METHODS FOR July 7, 2020
GENERATING SECURITY
IMPROVEMENT PLANS FOR
ENTITIES

BST-019D 29/677306 COMPUTER DISPLAY WITH January 18, 2019
CORPORATE HIERARCHY
GRAPHICAL USER INTERFACE
COMPUTER DISPLAY WITH
CORPORATE HIERARCHY
GRAPHICAL USER INTERFACE

BST-020 16/775840 SYSTEMS AND METHODS FOR January 29, 2020
ASSESSING CYBERSECURITY
STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION

BST-020C1 | 17/018587 SYSTEMS AND METHODS FOR September 11, 2020
ASSESSING CYBERSECURITY
STATE OF ENTITIES BASED ON
COMPUTER NETWORK
CHARACTERIZATION
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Docket No.

U.S. Serial No.:

Title

Filing Date

BST-021

16/779,437

SYSTEMS AND METHODS FOR
RAPIDLY GENERATING
SECURITY RATINGS

January 31, 2020

BST-023

16/802232

SYSTEMS AND METHODS FOR
IMPROVING A SECURITY
PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES

February 26, 2020

BST-023C1

16/942.452

SYSTEMS AND METHODS FOR
IMPROVING A SECURITY
PROFILE OF AN ENTITY BASED
ON PEER SECURITY PROFILES

July 29, 2020

BST-023DA

29/725724

COMPUTER DISPLAY WITH RISK
VECTORS GRAPHICAL USER
INTERFACE

February 26, 2020

BST-023DB

29/736,641

COMPUTER DISPLAY WITH PEER
ANALYTICS GRAPHICAL USER
INTERFACE

June 2, 2020

BST-026

16/884,607

SYSTEMS AND METHODS FOR
MANAGING CYBERSECURITY
ALERTS

May 27, 2020

Additionally, Applicant hereby apprises the Examiner of the following patents and

patent applications, including the contents of the file wrappers, the claims, any Office Actions

issued therein, and any Notices of Allowance issued therefor:

L.

U.S.S.N. 15/271,655 (Attorney Docket No. BST-001), the Office Actions mailed
02/21/2017 and 08/18/2017,;

U.S.S.N. 15/377,574 (Attorney Docket No. BST-002), now U.S. Patent No.
9,705,932, the Office Action mailed 03/02/2017 and the Notice of Allowance

mailed 06/01/2017,;

U.S.S.N. 14/021,585 (Attorney Docket No. BST-003), now U.S. Patent No.
9,438,615, the Office Action mailed 03/11/2016 and the Notice of Allowance

mailed 08/09/2016;
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4.

10.

11.

12.

U.S.S.N. 15/216,955 (Attorney Docket No. BST-003C1), now U.S. Patent No.
10,326,786, the Office Actions mailed 11/04/2016, 03/09/2017, 06/06/2017,
12/05/2017, and 08/29/2018, and the Notice of Allowance mailed 02/06/2019;

U.S.S.N. 15/239,063 (Attorney Docket No. BST-003C2), now U.S. Patent No.
10,341,370, the Office Action mailed 03/21/2018 and the Notice of Allowance
mailed 01/14/2019;

U.S.S.N. 16/405,121 (Attorney Docket No. BST-003C3), the Office Actions
mailed 08/01/2019 and 11/21/2019 and the Notices of Allowance mailed
05/22/2020 and 07/10/2020;

U.S.S.N. 13/240,572 (Attorney Docket No. BST-004), the Office Actions mailed
11/21/2013, 06/16/2014, 02/27/2015, 06/03/2015, 10/26/2015, 03/10/2016
02/13/2017; and the Notice of Allowance mailed 06/01/2020;

U.S.S.N. 14/944,484 (Attorney Docket No. BST-004C1), now U.S. Patent No.
9,973,524, the Office Actions mailed 03/11/2016, 07/05/2016, and 01/17/2017
and the Notice of Allowance mailed 10/20/2017,;

U.S.S.N. 15/142,677 (Attorney Docket No. BST-004C1CP), now U.S. Patent No.
9,830,569, the Office Actions mailed 07/26/2016, and 04/24/2017 and the Notice
of Allowance mailed 10/11/2017;

U.S.S.N. 15/134,845 (Attorney Docket No. BST-007), now U.S. Patent No.
9,680,858, the Office Actions mailed 07/19/2016 and 01/26/2017, and the
Notices of Allowance mailed 04/27/2017 and 05/09/2017,

U.S.S.N. 15/044,952 (Attorney Docket No. BST-008), the Office Actions mailed
07/08/2019 and 02/21/2020;

U.S.S.N. 15/089,375 (Attorney Docket No. BST-008C2), now U.S. Patent No.
10,176,445, the Office Actions mailed 09/09/2016, 05/17/2017, and 11/17/2017
and the Notice of Allowance mailed 08/09/2018;
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13.

14.

15.

16.

17.

18.

19.

20.

2].

22.

U.S.S.N. 29/598,298 (Attorney Docket No. BST-009DA), now U.S. Patent No.
D835,631, the Notice of Allowance mailed 08/15/2018;

U.S.S.N. 29/598,299 (Attorney Docket No. BST-009DB), now U.S. Patent No.
D818.,475, the Notice of Allowance mailed 01/02/2018;

U.S.S.N. 29/599,622 (Attorney Docket No. BST-009DC), now U.S. Patent No.
D847.169, the Notice of Allowance mailed 12/11/2018;

U.S.S.N. 29/599,620 (Attomey Docket No. BST-009DD), now U.S. Patent No.
D846,562, the Office Action mailed 05/03/2018, the Notice of Allowance mailed
11/27/2018;

U.S.S.N. 16/015,686 (Attorney Docket No. BST-010), now U.S. Patent No.
10,425,380, the Office Action mailed 11/16/2018 and the Notice of Allowance
mailed 05/10/2019;

U.S.S.N. 16/543,075 (Attorney Docket No. BST-010C1), the Notice of
Allowance mailed 09/25/2019;

U.S.S.N. 16/738,825 (Attorney Docket No. BST-010C2), the Office Actions
mailed 07/08/2019 and 02/21/2020, and the Notice of Allowance mailed
09/09/2020;

U.S.S.N. 15/918,286 (Attorney Docket No. BST-011), now U.S. Patent No.
10,257,219, the Office Action mailed 08/07/2018 and the Notice of Allowance
mailed 11/29/2018;

U.S.S.N. 16/292,956 (Attorney Docket No. BST-011C1), the Office Action
mailed 07/10/2019 and the Notices of Allowance mailed 01/08/2020 and
01/27/2020;

U.S.S.N. 16/795,056 (Attorney Docket No. BST-011C2), the Office Action
mailed 05/01/2020;
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23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

U.S.S.N. 16/170,680 (Attorney Docket No. BST-012), the Office Action mailed
03/26/2019; the Notices of Allowance mailed 10/29/2019 and 08/27/2019;

U.S.S.N. 16/688,647 (Attorney Docket No. BST-012C1), the Office Action
mailed 01/29/2020; the Notice of Allowance mailed 05/12/2020;

U.S.S.N. 15/954,921 (Attorney Docket No. BST-013), the Office Actions mailed
09/04/2018, 01/03/2019, 08/19/2019, and 12/05/2019; Advisory Action mailed
03/03/2020, and the Notice of Allowance mailed 07/07/2020;

U.S.S.N. 16/787,650 (Attorney Docket No. BST-014C1), the Notice of
Allowance mailed 04/07/2020;

U.S.S.N. 16/583,991 (Attorney Docket No. BST-015), the Office Action mailed
01/13/2020;

U.S.S.N. 29/666,942 (Attorney Docket No. BST-016D), the Notice of Allowance
mailed 04/30/2020;

U.S.S.N. 16/360,641 (Attorney Docket No. BST-017), the Office Action mailed
08/07/2019 and 02/20/2020;

U.S.S.N. 16/514,771 (Attorney Docket No. BST-018), the Office Action mailed
12/04/2019; the Notice of Allowance mailed 03/18/2020;

U.S.S.N. 16/922,673 (Attorney Docket No. BST-018C1), the Office Action
mailed 09/15/2020;

U.S.S.N. 29/677,306 (Attorney Docket No. BST-019D), the Notice of Allowance
mailed on 08/20/2020;

U.S.S.N. 16/775,840 (Attorney Docket No. BST-020), the Notice of Allowance
mailed on 05/19/2020;

U.S.S.N. 16/779,437 (Attomey Docket No. BST-021), the Notice of Allowance
mailed 08/12/2020; and
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35. U.S.S.N. 16/802,232 (Attorney Docket No. BST-023), the Notice of Allowance
mailed 04/24/2020.

Applicant believes no fee is due with this response. However, if a fee is due, please
charge our Deposit Account No. 07-1700, under Order No. BST-003C4 from which the

undersigned is authorized to draw.

Dated: September 18, 2020 Respectfully submitted,

Electronic signature: /Gozde Guckaya/
Gozde Guckaya

Registration No.: 74,989
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 305-6778
Agent For Applicant
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PTO/AIA/15 (10-17)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number.

UTILITY Attorney Docket No. BST-003C4
First Named inventor | Philip John Steuart Gladstone
PATENT APPLICATION Title METHODS FOR USING ORGANIZATIONAL
TRANSMITTAL BEHAVIOR FOR RISK RATINGS
Priority Mail Express®
(Only for new nonprovisional applications under 37 CFR 1.53(b)) Label No.
APPLICATION ELEMENTS ADDRESS TO: o Box 1450
See MPEP chapter 600 concerning utility patent application contents. Alexandria, VA 22313-1450
1. Fee Transmittal Form ACCOMPANYING APPLICATION PAPERS

(PTO/SB/MT or equivalent)

Applicant asserts small entity status. D ;
2. Soe 37 GFR 1 27 10. Assignment Papers
Applicant certifies micro entity status. See 37 CFR 1.29. (cover sheet & document(s))
. Applicant must attach form PTO/SB/15A or B or equivalent.
4. Specification [Total Pages 50 ] Name of Assignee

Both the claims and abstract must start on a new page.
(See MPEP § 608 01(a} for information on the preferred arrangement)

5. Drawing(s) (35 U.S.C. 113)  [Total Sheets 16 1

, : 37 CFR 3.73(c) Statement
6. Inventor’s Oath or Declaration [Total Pages 6 1 11. (when there is an assignee) X | Power of Attorney

(including substitute statements under 37 CFR 1.64 and assignments

serving as an oath or declaration under 37 CFR 1.63(e)) 12. |:| English Translation Document (i applicable)
. Information Disclosure Statement
a. Newly executed (original or copy) 13. (PTO/SBI0B or PTO-1449)
b. D A copy from a prior application (37 CFR 1.63(d)) Copies of citations attached
7. Application Data Sheet * See note below. 14. Preliminary Amendment
See 37 CFR 1.76 (PTO/AIA/14 or equivalent)
8. CD-ROM or CD-R 15. Return Receipt Postcard
in duplicate, large table, or Computer Program (Appendix) (MPEP § 503) (Should be specifically itemized)
Landscape Table on CD
9. Nucleotide and/or Amino Acid Sequence Submission 16. Certified Copy of Priority Document(s)
(i applicable, items a. — c. are required) (if foreign priority is claimed)
a. |:| Computer Readable Form (CRF) 17. Nonpublication Request _
Under_35 U.8.C. 122(b)(2)(B)(i). Applicant must attach form PTO/SB/35
b. I:' Specification Sequence Listing on: or equivalent.
i.[ ] co-RoM or cD-R (2 copies); or 18.[ ] other.

ii. I:l Paper

C. I:' Statements verifying identity of above copies

*Note: (1) Benefit claims under 37 CFR 1.78 and foreign priority claims under 1.55 must be included in an Application Data Sheet (ADS).
(2) For applications filed under 35 U.S.C. 111, the application must contain an ADS specifying the applicant if the applicant is an
assignee, person to whom the inventor is under an obligation to assign, or person who otherwise shows sufficient proprietary
interest in the matter. See 37 CFR 1.46(b).

19. CORRESPONDENCE ADDRESS

The address associated with Customer Number: 051414 OR I:I Correspondence address below

Name
Address

City State Zip Code

Country Telephone Email

Signature /Gozde Guckaya/ Date September 18, 2020
Name Registration No.

PrintTypey | G0zde Guckaya (Attorney/Agent) 74,989

IPTS/104977590.1
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Doc Code: PA..

Document Description: Power of Attorney
PTO/AIA/82A (07-13)
Approved for use through 01/31/2018. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attomey by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attormey is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attomey is
directed, the Power of Attorney will not be recognized in the application.

Application Number Not yet assigned

Filing Date Herewith

First Named Inventor Philip John Steuart Gladstone

Title METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK
RATINGS

Art Unit Not yet assigned

Examiner Name Not yet assigned

Attorney Docket Number | BST-003C4

SIGNATURE of Applicant or Patent Practitioner

Signature /Gozde Guckaya/ Date (Optional) September 18’ 2020
Name Registration
Gozde Guckaya Number 74,989

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

|:| *Total of 1 forms are submitted.
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Doc Cede: PA
Document Description: Power of Atlorney
PTCUAIAB2E {0713}
Appravad for use through O3 W20 GMB 38510035
LES. Patent.and Trademark (fics; U 5. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Actof 1985, o persens are required 1o respond o a collection of iformation unfess it displays a valid OMB contral fumber

POWER OF ATTORNEY BY APPLICANTY

| hereby revoke all previous powers of attorney given in the application identified in sither the attached transmittal letter or
the boxes below.

Application Number Filing Date

{Moter The boxes gbove may be lefl blank i information s provided on foim FTO/ALAB2A )
{ hereby appoint the Patent Practitioner{s} associated with the following Customer Number as myfour allormey(s) of agent{s},
and to ransact alf business in the United States Patent and Trademark Office connested themawith for the. application
referenced in the altached transmittal letter (forem PTOMAIARZA) or identified above: 051444

CR R
Ii hergby appoint Practitioner(s) named in the attachad list {form PTOAIAIRIC) a5 mylour attomey(s]. or agenk(s}, and ta transact
-4 ail business in the United Sistes Patent-and Trademark Office connected therewith for the patent applicalion seferenced in the
attached transmittal letter {form PTOAIAB2A) or identified above. {Note: Complsie form PTOMIARIC )

Please recognize or change the corregpondence address for the appifoation identified in the attached transmitial
letter or the boxes above to:

3 X l The address associated with the above-mentioned Cusiomer Number
OR

§ l The address associated with Customey Numbar:

OR

{ Firm or
{ individual Name

Adidress

Gity l State l ZIQ

Courstry
Telephone } Emai] ’

Fanythe Applcant {if the Applicant is.a juristic entity, list the Applicant nane in the box):

BitSight Technologies, Inc.

[j fnvertor or Joint inventor {title not required heiow)

D Legal Representative of a Deceased o Legally Incapaciiated inventor ditle not required below)

i x J Assighee or Person to' Whom the Inventor is Undsr an Obligation to Assign {provide signar’s title If applicant is-a juristic entity)

H
H
g
§

‘» | Person Who Gtherwise Shiows Sufficient Progristary Inferest {e.g.. g petition under 37 OFR 1.48(b)(2) was granted in

: the application or is concurrently being filed with this document) (provide signer's title if applicant is a jurstic entity}
SIGNATURE of Applicant for Patent

The undersigned {whose tille iz supplied helow) & auhorzed (o adt on bebell of the applicant {s:g.. where tha applicant is a juristic entity).

S vl "'m“;:m,::;::?-""
Signatirs 5 gg";:"';'" / é;;ﬁ*"‘ﬁ‘ s Date {Optionatl)
Name ‘Elizabeth DiMare Fischer
Title  General Counsel, BitSight Technaologles, Inc,

MOTE: Signature - Thisform must be signed By the appiicant in accordances with 37 CFR 1.33. Seé 37 CER 4 for signaturs requiternents
and certifications, Hinore than cae applicant, Ose muliple forms,

D Total of 1 forms are submitied.
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Atomey Dockat No.: 38870000400+

. s = >
tent and Trade Fios U8, DEPARTY
Lindder the Mapenvork Reducion Adtof § ¥ 4 3§ sisnbave v val

t'(lt WM,

DECLARATION (37 CFR 1. @3? FQR ii?ﬁi.,i?‘s’ Gﬁ QES%GN A@F*L AT&GN USING AN
APPLICATION DATA SHEET (37 CFR 1.78

Title of s e o ot e e
fnvention JOPTURITY RISK MANAGEMEMT

Ay the Below named invenior, | har wby deciare hal

WL
Trds declaration [X] The attached appication, or
is diraeted to
{1 {mz ad States appiication or PCT intarnationsd application

nLntan

filadon

The sbove-identifed application was made or authonized to be rade by me,

i betieva that L am the ciging! vanior o an ariginal foind inventor of 3 claimed ivention in tha apphination

§ ?wetzy acknowisdye hiat any willit Bl staiamant made in this den iration ix pranishabls under 18 5.0 1601
oy fing or imprisonment of aot mere then five {5} yaara, o toth,

WARNING:

Palitionerapoiicant ks caulioned 19 svaig sulamiting peraora! rdormation 1t deournanis e
oonfribute i idantity thelt. Parsonal information such as socisd sscunity numbers, baak .,cnuri rurniers, o credil card numbars
{\:ihe' tan & check or oredlf cand authorization on PTO2088 submitied for payrasnt purpoass) is nsver regu

3 by the USPFTO
e suppart & petition oran gpplicatian I this tpe of parsonat information is inglided in dooumants submitted it thg USPTO,

peiitinnarsfappiicants should sonsidar tedactin vy such persona! informution from the documents befare subritting -'\e:m 10 tha
LISPTQ. Petionesmgpiicant is

& advisad that the record of a patant applicatinn s available to the public after gublicatio
agpisation {Uriess @ nen-publoation regquest in compiancs with 37 CFR 1.313(a} ia made in the application) or swaﬁca af 2
patent. Furthermuore, the renord from an abandoned a;‘phwt-m may alsy be avallsbiy o the public i the application is
refarences i a pubiished agplicafion or art issues patant (See 37 CFR1.14). Checks and orasit

it eard authorization forms
PTO-RU38 sntmitted for payment purnosas are pot retainad in the application fiie and therefora ure not publicly wvallatis.

4 in s patent application that may

inventor:

Date (Ontional)

Signatura:

PS84 or aquvatemy, ncuding neming e entins Inventive antty, must aecompany this Yonn
Qv s Bavs bean pfcsvsf;-usw im { isn an xddtional PTOMATRDT form for eadh sdgitionst inventor.

Hie whiddy st i
ated (G jeka t minuts
dividual case, Any
fordialicn Difcer, B.8

and 37 ”R ? ﬂ and i ‘:i “wsco:sm fm
ie d aﬂpm,at.oﬂ Sar* e RIRTO Time wilt vary
Tor reducing s Burden, sas uic &c,

Mg

P;sf.o Land Tragder

\.c F‘ 0 '3'» 3-&5‘;\ A*c> ancia, VA ER33-1430, DO NOT SEND FEER OR SOQUPLETES SORMS TO

METO

QR A

HEALORESS, ShND T{) (‘omrmssmncr for Pedants, PO BoX 1458, Alexandria, V& 32313~ ‘JéSB

i3 YQu ool SIRISIHNeR in oG oisling the fuerss, cailt F AU TC8% nd relect apton X
b »
2II383R o




dormey Docket Now: 388730004001

Approved for userthraugh 0131214, OMA 08510 22
.3, Paters and Tragerark Oifice; U8, DEPARTRIENT GF SOMMERGE
Undr tha Papenwak Redustion Anl of 1985, N DSOS e raquirsd i respans e oaliastinn af information unlass # displays & valiid OMB eantrol nymber.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.78

ST

Yile of
Tle o ISECURITY RISK MANAGEMENT

As the below named irventer, { hereby declara tbal

This dectaration (X1 The attached application, or
ix directad to
i United States application ar PCT international applisation
aumbay

filad on

The sbove-idantifind appiication was made or aulhorized fo bemade by me.

| bediove Hhat | am e origing! invamne or an origingt joint inventor of a gaimed invention in the application,

{ hereby acknowledge that any witful false statement made in this dadiaration is punishabie under 1§ UL.8.C. 1001
by frie ot ireprisonment of not more than five {8} years, or bolty.

WARNING:

Petitioner/applicant is cautionad o avoid subnitling personat information in decurmsrds filed in a patent apglication that may
contribute toidentity theft. Personal inforaation such as scolal sscuty numbers, bank ancount numbers, or credit card pmbars
{other than a check or credit cars authorzation form BTCH-2038 submiltad for payraent purposes) is never required by the USRTG
1o support a petition of an appiication, i this type of persondl information s included in doguments subrmiited o the USPTD,
netitioners/applicants should consider redacting such perscnal inforrmation from the doouments before submitting theim to the
USPTC. Pelionsr/appicant iy advised that the record of a patent seplivation s svailable (¢ the public after publicstion of tha
application {unless 3 nor-publication requast in complianae with 37 GFR 42438} is made in the application) or issuance of 8
patent. Furthermore, the record from an abandoned applination may also be avalisble tu he puliic if the application is

refarancad ina published apglication or an issuad paleni {see 37 CFR 1.14). Checks and credit card authorization forns
ETO-2038 submitted for payrment purpesas are not retainad in e application file and therafore are not pubdicly avaiiable.

LEGAL NAME OF INVENTOR

inventon

Data (Optienal)

Alan Joseph Kirby

Signatura:

Nede An application gata shee (FTCHEBM4 or e Livaient), including naming the antive inventive anity, mustagoompany inis form
of must have bear previously Med, Usean additional PTOMIRGY Torm for gach agditional inventer.

This coliegtion afinfarmatian & by 28 3.8, $15and 37 CFR1.63. The dcrmation i mauired (© Gotain or teiain 3 banefithy the public which Sta file
{ang by we USPTU 10 pre cation, Cunfidentisily & governsd by 35 U.S.0, 122 and 37 CFR 1.1t and 1.34. This sollection is = 223 1o take 1 minuta
6 complée, ncading gathering, prepariog, and sulimitling the compinted apalicaiinn fain 1o ihe USETC. Tims wift vary depending wpor the individual tass, Aty
CommBats 5t the amoint of Ume you requira 1o campiste this fnem andicr suggestions for reducing 1his burden, shouid be-sent to the Chisf ifurmation Offiesr, U8
Patent ane Tragemark Office: U.3. Department of Qummaree, &0 Box 1480, Alermandaa, Mo Z5333-1450. DO NOT SENG FEES OR SOMPLETED FORMA TG

TS ATORESY SEND TO: Commissioner for Patanta, PO, Box 1458, Alssandris, YA 3231314854,

i you nead assisiance noompivting the v, call 1800 TC-9FR% and selpal uption &

FERARETRY AV

Smerteon LepaNet dor BNy
O s B s O

Black Kite Ex. 1002, Page 271 of 344




Agornsy Rsckst Ko 288780004501

TS
ahentioan Gt

Endar the Fapemvnr Hetusticn Satab 1358, 1o persans ars requiren 16 respont fxa

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.78

33
Tile of R, . g .
et BRECURITY RISK MANAGEMENT
hrvention
Ag the helow namad inventor, | hereby denslars that
This deslaration [ X The attachad spplication, or
in-dirgoied i
{4 Unilad Shutes appiication or PCT inlemational application

rrambes

fiad on
Trg ghovasidentiiiad application was made or guihorized 1o be made by ms.
{ belinve that | am the original inventur or an arigingd joint inventar of 2 slaimed invantion in the application.

} hereby acknowtedgs that any witiful faise sigtement made in ihiy declaralion s purdshable urder I W.S.C, IO
by fine or imprisonmeant of not more than five (8 yaars, arboth.

WARNING:

Fatitioneriapglicard i cautioned i svold submilting gersonal information in docements filed In 8 patent spplisation ?hai '1“3\,'
coptaibute o identity theft, Parsonat inforvation such 8y social sacurily numbars, bank aceount numbers, o sradit oar
{uther than-a chaok or cradit card authorization form BTG-2038 submiftes for ;)ay*:en‘t SUERGISES) s nevar regquired by ihea u:s?‘:
1o support @ pefition or an apglication. i this tvpe of parsonat information is inciuded in documeants submitied 1o the USPTQ,
petitionarsiapplicants >h€,md eansider redacting such parsonal infarmating fr on the documenis pefors submitling thr‘m toihe
UBPTO, Petiinnarapniicant is advisad that the record of a patent spptication is avaltahle 1o the public aﬁer publicaton of the
appa:catmﬁ {uniess a non- gsuhi nation reguest in somgiian ce with 37 CFH 1.213{a} is made in the application) or msmanw of a
patent. Furtharmare, the record from an shandoned spplicatinn may alse be avatiabie to the puniic if the a»mw o is
rsefemn-:e\. in g published applicalion or an ssuad patent (see 37 UFK 1141 Cnecka and oredit card authorization forms
FTG-2038 submitted for paynant purpases are oot relainsd in the ap ;iis,a*xc- fite and tharelire are nod publicly svaiisble

LEGAL NAME OF INVERTOR

mvanters  Nagarjuna Venna Diate (Optional) {9
e N A §
Bignature: D N N s
oo

An appiication data sheel P‘O"«b 14 o equitvatent}; i
ormust have beey praviassiy ed, Use an addiional BYOAIAGT form far each addiional inventor

183, The infbreaatic
S ccwrﬂed by’ S [RECRONE b3

pmveq‘.) 'm 'a_"p R
ad:ng GRUWENG, Brep: the ndividuat case, Any
3 anouniof ime yr this ir.\-m e\nd’o a)!"};‘ stisns ‘?f;“orma‘m Diee k
Tzadsm\r& Ciffna, 1.8, Degantment of Quaamaise, P.Q. Box 1450, Alaxandria, VA 223153450, DO NOT ¥ F\FJ FE F~ ’)R COMBLETED FORMETE

CGORESS. REND 1O Cummissionet for Fatents, PO, Box 1858, A;exém fos, YR ZIITR-488.

Iyl 0@ SSLNBARCR 1 coMPEting s form, ok TN BONATGHI89 Sng st aptien 2
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Atorney Docket No.: 38476-0004001
ETOAIADT (0812}
Approved for useihirough $1/31/2014, OMB 0651-0032
U Potens st Trademark Offivey U8 DEPARTMENT OF COMMERCE
Unger ths Papenvark Radudtion Ant of 1888, i perann ate requinad 16 rspand 105 soladtion of information dnlsss Rdispiays a-valid OME witrat nember,

DECLARATION {37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76),

Title of
tventian ISECURITY RISK MANAGEMENT

As the betow nanag ventor, Uheraby dedare that:

This declaration [ X} The attached application, or
is direcied fo
{1 United States application or PCT intarnationad application
numbsr
fled on

The atiove-identified application was made or authonzed {o be made by me.
| bedievs that I am the original inventor or an original joint iventor of & chaimed invention in the application.

i her‘ aby aekrnowledge tat any wiliful false stalement mads 5 this deciaration is punishable under18 1.8.C. 1001
v fing of rprisorment of riot more than five {3) years, ot baih,

WARNING:

Petitionar/appiicantis cautionad o avold subraiiting personat information in documents filed in a patent amp"caiian that may
contributs te idantity thett. Paraonal information such as socixd sscurity numbers, hank sccount nuntbers, or credil card numbars
{nthar than g check or credit dard sutharization formn PTCLZ038 submiited for pavment purposss) is naver raguired by the USRTO
to supgornt a patition or an application. If this typs of personst information iy includad i documents subniitted o the USPTO,
patitioners/applicants should consider redaci.ing such parsonal information from the secuments before submitting them o the
USPTO. Pelitioner/applicant is advised that ihe record of g palent a;;piicaiiors s avaiiable fo the public sfier publication of the
appiicstion {Briess g non-pubiication reg umt in compliance with 37 CFR 1.2313a) is made'in the applicalinn) or issuance of g
patent. Futthermora, the record from an %a"dane" St Casii)"' mav aisd b avallable to the public f tha appliicstion is

referenced ina published applicatipn or an issuad patent (see 37 CFR 1.14). Checks and cragit card authodzation ibrms
PTO-Z038 submitted for payment purnoses are not 'e*amed ire ~.he: agplicatinn fle and therefore gre not publicly avaiiable,

LEGAL NAME OF INVENTOR

Date {Optional}

Noter An spplication dataEnset {PTOSRM4 or eqifivalent), including naming the antirg inventive em'ﬂ:y. st aceompany his form
oF Must have haen pravioash Med, Use anadiditionsl PTOAIANDT fapmifar each agditions! invanio:

Yy 4

This coliention of infurmeation is reguired by 35 U810, 115 and 57 CFR 183 T infarmation s required o oblain o rabain'g benafit by the public which is.t fie

{3ngd by tha UEPTD i processlan a{:pnevatu Y Cv: pidentality is governed by 35UALC. ? cmd 37 CFR 141 gnd 14, This-aullection is sstimatsd to ake 1 minute
to camptety, including gatnering, preparing, and submiting the Somplaled application tor e U$°Tf‘. Tirme wil vfsry de;ending upers the dividuat vase.Any
copuments o the gmoawit of time you requins 16 camplet <3 3 :‘cr redumg this burden, should be sent torthe Chief information Dificer, 1.5
Earent and Tradeark Ofice, .8, Degartiant of Connniercs; PO, Sox 1450 Alexandiia, VA 223131454, DO HCT SEND FEES QR COMPLETED FORMS TO

THIS ADDRECS: SEND TO: Commisginner for Batents, B.O. Box 1458, Alexandria, VA 23313-1450,

¥ you.ased assisiante in compisting e orm, call 1800PTCR10S and setect cudion 2.

3043638 doc
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Attnrney Docket Moo 3887 2-0004004

Usider Wes Papapwark Haducion At of 18965 no pascns s redgiiag o rsepand

Title of
pvantion | SECURITY RISK MANAGEMENT

As the beiow named nvantor, | hersby destare that
This geclaration { X} The sttached applicatan, or
s dirented o
i Unitad Siates application or POT internstional application
aunher

filed on

The abovs-identiiad application was mads oranitionzad o bs muds By ma.

Faeliave that | any the originel inventar or an orig inal jpint invenior of & cigimed inverdion in the application

! baraby scknowledge that any witifil false sistement madein this declaration is purdshable undar 18 U R C. 1001
by fing or imprsonment of rat more han fve {8} vears, or hoth.
¥ P IR

WARNING:

Me”of‘m ‘Bpgiivant Is cautioned to avoid submiting persona! indbrmation indosuments Sed rea patent spplication that may
contribuin to identdly thet Parspral Information such s social 58 curty numbers, bank soaount nlmbers, n* eredit oard numbars
{pther than & check or cradit ol authonization form PTG-2038 subrmilied far gaymant purpases) is naver rauired by the USHTO
e suppert @ petition or an appication. I s pe of personal ifdorma nomducﬁ ire documants subiitied 1o the USPTQ,
pat‘;t‘onera fapiplicants shoulld consider redasting such personal information fram the doe suments ésofnm SuB anitiing them o the
HSPTO, Pelilioner/spplinant is advised that e saoord of o pataat application is availabie o the pu Rer publicaion of the
<=mumz=en {unless a non-pubiicaiion ;\,54 stin compliance with 37 CFR 1.213(n) Is mada inthe ag cdimm or isuuanes of a
gatent, Furhamaors, the rew*d fromm an abandonad apgiisstion may aiay t}e avadlable o the publis if the agplication is
M“s "\nred in @ published application e an lssued pateni {sse 37 CFR 1.14). Chenks and credit card authorization lorms
TC-2038 submitted Yor paymend purpnses are nof relsined in the apphcatinn file and therefore are not publicly avaiiable.

DY

LEGAL NAME OF INVERTDR

ventor:  Juhn Matthew Trusdova Date

N

Signuture:

EBIY or sniivaisnt), including na ming ha antiss ventive entity, tust aorempany s fom
s B acditionat BTOMARDT fov foreach & cfitionat nventer,

Nole: An application datg
o must havs bagn p.rssvic-u;.y .ri&tﬁ. s

i she U\ (; Ty“c w“ ,dnv doaené ng ugag thai
grstivns for reducing Wis urden, should t;« S G Hhe Chief Infarm
30, Alerandra, VA 22391014480, DO MOT AERD FEES DR DOMBLE
SEN!B T(‘ Cammigsaafsea s‘er F‘awnts §’ G, Box ‘ci‘iis Adexandris, Y& 223131454,
iyt need sagistanca in Surpialing the fosm, ool 18005 IG-8108 shd selact GG i

THIG A "{)PF

PALE I X BN

LAmm\an L efot{\c' lnu @T




Attorney Docket No BRE7Y00A001
PTOAIADT (0812}
Appraved foruse thmugh DTS04 OMB 08810032
LA, Patent ang Tradamatk Gfce; U,9, DEPARTRMENT OF COMMERCE
Undar the Papemvsrk Reguctian Actof 1985, r pamons are required (o raspond ta-3 colection of infornation unieys i displays 2 valis DMB ot rambar,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPL EATION USING AN
APPLICATION DATA SHEET (37 CFR 1.78)

Title of ; . ey g
nvantion SECURITY RISK MANAGEMENT

A5 the below named inventor, | heraby declare that

Tris declaration [ X} Tha attached application, of
s directed kv
i United Siates soplication or PCT intermational applicafing

nunner

fited an

The abova-identfied application was made or authonized io be made by me.

i batieve that | am the original inventor ar an ariginal joint inventor of 8 claimad invention in the apgiication

| heraby acknowindge ihal any wiid Tiise siatement made dn this declaraiion is punishable under 18 U.8.C. 101
py fine or imprsonment of pot more than five (§) years, of hoth

WARNING:

Pafitioner/appicant is cautioned o avoid submitiing personal information i documents: filed ina patsnt application that may
sofliinue to identity thatt. Personat information sieh s soolal securty numbers, pank account rumbars, of credii card numbers
{other than a cheok oF credit card authorzation fonm BTO-038 sobmifted for paymant purposes) is never required by the USPTO
io support 8 petition or an application, i this typs of personal infarmation is included in doouments submitted o the USPTO,
peiitioners/applicants should consider mdacting such parsonal indarmating from the dosuments before submitling tham o the
USPTO. Pettcnerapplicant is sdvisad that the record of o patent application is availabla t the public siter publication of the
applination {unless a non-publication regitest in compliancs with &7 CER 1.213¢a) is made in the application) or issuance of a
patant, Futthermorg, the racord from an abisrdoned application may sisa ba svalisnie to the public § thw application is

rotarenced in a published applicationor arrissuad patent {see 37 OFR 1141 Chechs and credit oard authorization forms
PTG-2038 submitted for payment purpases are not retained in e application file and thevelore are not publinly awtiable.

LEGAL NAME OF INVENTOR

Invenian David Feinzelg Date {Optional} ;
Signatura i

Noter An applisation data sheet (FTO/RE/14 or eguivalent), including naming he entire invantive antity, must acoompany his fom
or must have bean previcushy fifad. Use an additional PTOAINGT Tarm for each additional inventar,

This callection ofinfaimation & foquived oy 35 1180, 115and 37 GFR 142, The informatisn is required fo abiain or retaii g benefit by the pubtic which ia o e
{and by the USPTO 15 process) an appiication. Contigantiality is qovermed by 35 U.A.C: 122 and 37 CFR 411 and 1,34, This-aullection is gstimated toiake Tminus
fo camplete, noluding gathering, preparing, snd submitting the tomplaieg application farm (0 e USPTO. Time will vary depesding upan the individust oiss. Any
comments on the amount of tme wuis reqsire 1o carapiie this form andior suggestions fiaf redusing this burdsn, should be. sent fv the Chief tnfurmation Officer, U8,
Patentand Trademark Gifice, 1. Dapadtment of Commerde, 2,0, Box 1450, Mexanda, VA 223154-1450. OO HOT SEND FEES QR COMPLETEDR FORMS TO
% ANDRESS. SEND TO: Commissionar for Fatents, P.O. Box 1458, Alsxandria, VA 223131450,

AIRRS63.doe

I'é
Amesican LegaiNet, 2w,
v loran iy ars Elny
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SECURITY RISK MANAGEMENT

424

Septombier 22, 2011, which {5 incorpors sitivety heve toy this reforence

genent

I

18 example information security risks, often nvlude

ssonrtty risks assooiated with other entities with which it comnunicgies o sollaborass. The
Heat entity may evaluste th npeituds of e visky associated with the otber sutitiss 1o ks

decistons gbout s relaticaships with those other sntities,

SUMMARY

A% ¢ that we desoribe here may snLompRss aag or mgre ol
the following {and athezf} aspeuts, features, and ifi'i}?iﬁ*i")%"}id{im}b and combinations o them,
T genersl, iy an aspeot, tracks ave received of setivitieg of an online wer who i
assoctared with an entity. By analysiy of the traces s secutyy state of the entity iy inferred.
pleanoniations may ingiode one o gry combinghion of by ormere ot the
2 owing features, T
£ Wiat vt ek
ey the suiity, Thenulysismcludes g
SO ¢ tated s:iiﬁ*if;ie;it pontexty of the ser’s online activities,

that origivated ab ove of the Hoes reffect o uver deletion of malicions dass or vode relative to

Fhee o fforent contexts fnclude 2 { the security of which is controlied by the
and § comtey at teast pavtly uncontrolisd by the entity. The
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sontrotled context includes u computer systent or device mude accessibie by the entity 1o the

communizaions associated with theuser, The seowiity chawks wahade iz Scations ofwheths
sl fressapes conform 1o DomatnReys Tdentiied Mail (DEIM) standards ur the soal
10 domnne senforns o the Sonder Polioy Framews Y
Iy peneral, 1y oy wspodt, woonay i ponerated bebween
contribuls fo sevurily characteristivs of vespective sntities and (b} the identities of the slittes
schnieal assers, A least pat ofthe ponsmting of
stitthe mmzmmi o 1he
whinde nstw
28 syivet Py
wfigurations, dowadn names, 5
5, Dhont
(RGP sdveriispments. The
aotivity of gensrating t o information sbout the techuical
2§ guwets. The nformagon about the e coversd from an Internet Asstpned
'Naﬁs‘:ﬁfﬁﬁ* cAnthority o s Regioand Intorast i\eg«ze\ ERIKY Theinformanes about the
tracked pver dme in the getwork addresses thay are associated with a gives deroain name.
3

addresses from the passive DNS gueries wclndos ond of 2 combinntion of gy b or tmote of

2303
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the :fi)iif»‘;ving,; A first domain name Ko an entity is reveived frong the entities. A first passt

v fiest mante servses For e firgt downin vame,

- donratin, A& seeond passive B

s

G dornain names By v

'8 's;{u;x‘sf} tor each of the

angd Interasa Wy

the Tternet Protoos! sddresses for thy host namos, And sach of the Iniprmet Protoost

sdedres

py avrapped o atindutefin the sty

Mon-technioabasset information s presemed to the utertlen

g

The stn-tschmicalwassed information inclides infbemation svou the

about the emities inclndes ot legstone of desoriptions of sntities, industyy classifioations, and

g A technical aeset to a endity,

>

1 i done of cotiites proposed 1o be indaded dn the msp, Themap

applivation &

ining o ovent data o For scoving th

Tl

of the generating of the map that s &

by

inforation sbout techmical assets and about entities, associating fechical 8
sutttios, s approving propossd portions of the gy, 1O

sre gonoreted hased o thar aasouistions with tegly

Tenbursy, and aple
msthods, seethods of doang i}t}:ﬁi‘sﬁméssg AN O
svstems, program produsts, and 1o other wavs,

The subject matter destribed tnthis spectfication can be tmplermeated o particubar

sohodinents so as e realive one o move ot the llewing advaniages §3;§ understanding the
weittive avd dogroe of see

T some impler

¥, and more

vus\
oot
s
=
’W‘v
b}
;:?‘
5
by
&
i~
foe
[
%
bes
!
foos
=
f’;

information associgted with m iii Y, HGns aectivat

3
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privately than gathenng data divectly from the multiple entities. In soms implementations, 7

g of fechuics! ond nor

S the entity. Ty some tmplenentat

10 B puoe not previcusty avatishle.

o anabeasd or deternined v

In s inplanentations, thi use of suternation In o date mapping pow

spproval process ey redoos the Thelibood of ervor i the mapplng pro

jplementations, the
automated mantenance of gn cotity map and myy reduce the Tkclihood of ervors 1o the entity
oiap beeause of ontdated data

i5 gutomatiealby inittared upon Wentifioane of changes a;k:iiy data, lnsome
‘iétmi‘i?aﬁxm:mﬁ{ﬁm, the nee of wr autontsted or sensb-aniomiated analysis process allows

e attibotes fora grester sumbey of sotitdes in o shovter pasiod of fims

o Dhamain

v DN date may

tdentify nepwork services that are hosted on shared hosting services, In some

fonts, the ideanBoation of et s shared hostine
serviges may indicate that an Interned Potonol address &b ot be associated with a single

gxtify but shoutd bea

sutities indicutes o lews S&tisi‘&eis:}rj security postigs and the security ratings of the nulliple

=

s ave ower than i each of the muiltiple entities used separate bosting savices,

Orther sapects, foatures, and adw i be appravent frow the deserption s the
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Figuves 14-10 are How diagrams.

have a relatfonship ovelving seusitive or :@{)ﬁﬁﬁ@ﬁ’ti&i :iﬁf_s;\mmtim% Senctimes we veler to an
o Yentities” i our discusst oludde; for example,

.;.,,‘
pasag
Tt
%
)
oy
AR
pos)
Yy
o,
2
7%
%
P
poeed
i
9oy
e
=,
e
o)
£
ooy
o)
s
Lok

dividuals or sinegss at commmniosts aleptronioal

ata ey by used by

o

“tov decidethat

iofrrmatian ghmi*;amt he ;‘3{9&6'**& ol with

ww‘“e,pm%\h, seutrtly vulnerabilities. We sonmstiniss vl

S Ry rEsed

Y lstorntiiee @ senuity yvating of an ontity, We

N

Broadest senss io nclnde, for exampde; any Kt of

o o el

fornaton oy

a1 ent tx

2
)

Black Kite Ex. 1002, Page 280 of 344



e

%3

%

4
&

Stiownsy Qocket No, J8R7TR000400

server that hoxts the entity’s electronic mail, The publicly available data may be retrieved

1 t«u\u o Tdustvy nteligence company oy

vann of an example speironment |

e fenhnioal d

sasoctnted withothe subset of the dug, and maps s

and the identified enlity.

tores sonve of the revdved date B a Qatghase 110 Borexample, the

N

server 102 stores sty namey 112, ¢

es dentified Ty the

srtihy namies 112 and confidence s varh of the

wontidence seores 1S corvosponds seithong of

The confidence svores 116 z?;m;_j\g PR R oorvesponding seaunily

rating, from the g . Farexample, cach of the contidence scores T1omay

raprssent the confidence of the server 102 in the vornssponding seensi rating. The server
1O nuay sise iy approprisie shpotithm (o deteoming the seourity mitings it and the

correspumding gestovey PG
3‘

hatveprag

entity.

o

Ay ety mayuse onpof the secuily

o

114 and the vorrasponding ane ot the
cemfidenve seores 11910 determine s cwn sepurily rating o the secuity rafing of ancthey

erittty with which the eotity may communteste. Forexample, Wihe entity hes & poor secunity
3 B kS )

pd party geing
the entity or an enplovee of the eatity,

Inaome

anples, an e

o B o

ancther gttty based on the othet gttty s securiyy tafing, Sometines in our discussion we

&
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refer fo the entity that is being rated as the “target e,zxiity” and the az;ntiiy that is using the

\lmn coipet e

e sompetitors and with

the comnpetitors the sttty should conrsnonionts oy sugags in 2 avsaetion, bassd onthe

3

vampte, the asrisk omily mway reguire thind panty audand sed

ity ratings. Fon

x

tors tor the sudit based o the sepunty

of the bwp conpet

sompediters,

potentiathy in sddition toe other Saetory such s price, ;t?i-}'-{:iimfi§'?=3t2.‘=}{§-£~1‘£§'s;>‘§}&; o1
3

b some %‘f:ﬁ’;;isztimiit»iéiiite‘}ﬁs, the server 102 inclades the database 110 Forexanply, the

In somig -‘i_m__gﬁﬂm fations, the

ﬂz’ﬁy ik

oy that stores the database I In some implanen fabase L0 may by

werosy mublipls computers, Fob example, 8 portion of the de Ay

stored o memony devices that are included n midiiple computes,

o

o some insplamentations, the server 102 stores daty rosefved from the data sources

104 v mstmory, For csxampie; the server 102 may store dass veesived from the dute sourses

1 v the datsbhase 10w

sed with the

iy vating for ay

; c;»i&:n'itz;ﬁ;{e of grrepviromment 200 that mbigm § Seririty ry

- Fovesample, duting tim

TR (o the sutityds iﬁifﬁiﬁitiﬁmi By a user of the server), “"*Sﬂ-mp}‘;ge Fatiry,™ o

Y will determine s sonfidenceso

mrrasp&zz:i Bg

ASS zj;s:;.rzei A senurily

A Y
Fihteabattne

it o

AR t:*mts thia
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exntify or based on a regquest for an upﬁ.&ied se;::uriiy" tating;, &2, from an at-risk entity. Inthe

exgmple showa i Figlee ! dentifted an entity that 35 not cun

sxsigned | seny

o

During fimg e from the dade sourees 104, inddnding dats

For the rdentified oniity: For exsnple, theoservey 1Y ved dada

Yool

that 1s associsted with the identified

dentity. The subset of the 16:%1\&.& da‘t‘a mgy be

gssoctated w

IR

e fdentitiod eotity based o esch of the £ihe subsey

£ N Or v

juchuding the name of the idemificd entity, v, “Sample Entiy,”

associated with the wdentified endity, ¢ g, the nevoe of & subsidiavy, g acronym for the

rdentitied entity, or a shoek symbolof fhe dentified satity, anong others.

¥

Thee dhneation of the tae portad T ntey beany lonwh of e, Foroxan

period Trmay Bave & dusetion of ssoonds, mivutes, or dises. As other sxamples, the tme

pﬁe:riod Ty may be nonths of years §£Tsr§_§,-;. Naste that, al i}mz;& the time _@ﬁfimﬁ& shosn ‘F;igur&

Th sg

ot date that &

r'é

AR :{;he sethset of theore

with the ;ammmd ﬁf‘ﬂ‘:‘ﬁ’i’yﬁ o amﬁmi o8 220 for the tdentifisd entity. For exampls, when the
server 102 detenmnes that the ideniified oottty currently employs sixty«thres emplovess, the
server may assign the value of xik";’%hiee to an “eniplovess™ attribute of the identifiad en’uw

o

ixt the Qetabuse: In somye examiples, the server 108 mgy determine poe or more indusires for

The doration of the o periad T niay e any Isogth of Hime, For exaniple, the time

'p’ea:;rié;sfzi Tyruay bave a dorapion of seconds, minuies, O days. As other examples, the Hme

e X

&
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in some examples, the server 102 may update one or more of the aiributes 220 as the

the wWeniified endity, Forexsmple, the
. *

sl duds assouiaied with

Yoy dedsrming be tdentified o edly “romprter netwarking pradusts”™

(/

then determine thay the identified sntity also offers “computer netwarking services” The

g produes” weith the identitiey

patity first based on "ﬁ'}s‘: data j't‘f'lat‘ indivates that the identified entity sells tomputer network

o

products, thes sssoctate the indusiry
ettty based on the date that bulioates that x:kfe wsn Bad entity alsg

metsvarking services.

Rased on the dats mapped ta

222 torthe dentt

Hed ontity diring tiree peried T, For

x

deternrinss @ secunity rating wnd 4 correspunding vonfidende scire

>3

forthe denified satity “Sample Bty ©

The server 102 may use some wrall of

PRty

32 omimy v an

s the seourity ratiug of the

identified sutity.

I sovne sxamples, the server 102 may determing weighis
the walnhis vepresent the influence of the corresponding sttribute on the seawity vating. For

sxarple, the nawber of waplovees ermplovsd by anent

Lols or SEUVISNE S

N

thaw the tchaivies of the po

By gome implomentations, the weights may vary based on the values of the sittbutes.

orresponding o the namber o

o]

i‘i“ }ic‘«\ i‘t‘&‘f i‘i‘i‘?ﬁ LA e

Forexampte, whern snas

soiplovees meey be wnallter thag il the exzﬁi}r‘ §§3{i§§""‘&ﬁi§;ﬁi‘" suimber of t::a?zg}‘fi-ey‘aes;.

.

socrs oflthe & an abrisk sntidv aay

request the sevurity rating and the corespomding ¢ identified wrost

2

e Identified et entity b

s part of 8 sem

Tnsome Implementations, as mentioned earlier, ong or nore of the

s For exanple, the server B s

L2y

i

/

a,
E

sotrces 104, ressive some of the requested dawy doving time Ty, 1dentify the gativy 218 during

9
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time T, and then receive more of the requested data duning time T1,. In some examples, the

102 voay migp some of thie reguestest dat v during thoe Th and

atey from the data sowrees during ttme Ty, I some sxamples, the

Hecontinning o

5%

muy determie the scores 232 for the wentified sty durbng tme Tywhide

servir- U2

gofrrecebve dath from the dats sour e T and mepping the

recetved data to the wentified sty during Sme Ta

i some s

spdemenistions, the server 1

request for s securily rating for the woutity 218 froun g thivd pary. Iy some tnpdes

the server 102 may iden ver 12 may

fy the ertity 218 automarically. For evample, thes

o

o

determing that fhe server 102 hay recsrved wove fhan a predetermined threshold guantity of

data for the entity 218 and that the server 102 should analyze the daty o detetming the seores

23X o soume implen ﬁiﬁf&ﬁif}!fism an Qpa{f&imﬁ' sfthe server 102 may identity the sotity 213
Forevample, the operator may provide the server 102 with a st of entittes for which the

server 102 should determing the sgores 222, In soms exaraples, the Hst of entities may

mclude s p

.
Z
=
ot
te
3]
Y
23
ot
7
ws
4
4]
oo
=
T
o)
h.«
:-;
w\l
L)'

sy perforn an sutomatic analysis proosss 304, & msnua

vond s, of g

semb-aufomstic analys

‘oombination of sy b o srore of those,

techniond date sy beosed nugnudly

o Betovetay entities Nowetechnicad dats way e

The sutomatic anglys)

Alor ¥8 ¥ Imappst.

v inchade collecting date from the date souroes and

sutcenatic snalvsis provess 304 me

sosed poriions o

attributes of an sutity.

19
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The nvaousl analysis provess 306 may inelude presentation of data to an operater of

the analysis systen 302, g 8 computer exeou

basy

2 atar HRRs ‘i‘s“ﬁ‘\“"“ ;

S - animatio aualvas proeess may R A fuatsie

-and the manus! analy

Forwample, theautongio

amsﬁy‘sis proeess 304 nwy piap some of “the reesived datato an oty and present dormation

assoctted with the mepping to e operator for approval. In sdditton, the operator may

aopaire-and roview raceived daty, sod manually msp data o farget aatity
The eovirournent 300 weludes an luteroet Assigned Nummbers Authotily 308 JANA)
s omgol the ¢ Theapalysis system 308 may i‘ﬁfi{i&ﬁ‘.sﬁi data from the

38

internet Asusue Mu

(S5

¥ ro dotermiie an e

range 310 sesoviated with wr ettty For exan aple, the analysis system

OF ay determius &

dontain vame for o websity of py sotity oud provide the doroain pame v Donsin Name

<

5. I response the analysiz

Resver 3T tmavesgeive the st Protocel addr

o ¥ S &

fromy the Bontain Name Server 316, ey
o the domadyname amd oo TE%

Nustbses Authority 308, The Infernst A "'g,aed Mumbers Authority 308 may then provide

the wralysis systen 302 with gn { Protoce! address rangs that imcludes the Interpat
Protocol addrees that was provided to the Internet Asst ;s.zzgf:d Nu

Kinsilarby, the anai ie systern SOR Ry gquery iv\g._;m nal fotes

provide an Traeroet Promwcol address to vhe Afrean Merwerk m mvating Cemre {ARINICY,

the Amenicay Regisiry Tor Internet Nombers (ARINY, the Asis-Pacific Netweork for

bewn Nepwork Inltsmaaticn Tents

Tafbnmation Centre LARNICY, the Latin Arevica and Or

{LAUMICY, o Bégean I

Yervvork Coordingtion Contirs

Hhe Internes Protor

addvess ranges 340 raponss to e quety.

®

The Tntertst Protocol address ranges 3310 and the Totormet Mrotoce! sddress ranges 314

muay fnehnds one o m frasaes, For ens m*p%s, whenas

Frotoco! addressis asg

address

i
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In some examples, one or both of the Internet Protocol a wwcnzza O and 314
in some example ar both of the Internet Protocol addres 1&,’6%“33 v 314

318 mgy be an authoriigive

P sowmie ing

e sstver 31& Foreoum g}r:\ thy authoritative name sver 318 naay be responsible for

mapping Internet Protocot addiesses i one or more partioular dos

X 'Q,

i Wane Server

i sonre yoiplesneniall

302, For exanmple, the passiy

e

e hosted on y differsnt computer than the Domais Nanes 3

um«‘cs the passive Dontsin Name Sarvar

conputers as the Domain Mame Sep

so Dhomiiy Namy

“

sngd vesolts for the pre

Seresr 330 may nclude wihat an faternet Protmond

address was ass e with g epenitie dovoain name.

The analysis system 302 may gquery the j_;}a,‘sive Domain Name Server 330 to

determinegdomain nawes s was ass

dresues 'i‘hat were gasigned o oa domain namg

edosinin tames Thuat W

same fime, and ot

g fow ‘*(r?;.‘%ﬁﬁ‘iipiﬁﬁl

For examople, theaaslysis o v ornasive dats froen te pas
Wanre Server 330 that Tudicates whether ornot a single Toternet Profogol sddress v assoptated

i3 system 302 may determine that

8 single server ar group of servers hostmultinde websites when multiple damaln numey wers

assoctaied with a single Indernet Protocol addvess
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based server?
the use of the clowd based server wiay indicate that the entity Iy move 8 me;mi et

intoroation based attucks than if the entizy used a sorver that anly hosted the entity's websiie.

oo social media

e et

The analvsis svatem 302 vy recedve soohad wmedly S 330 &
5 Y ]y
b fory 300 may monitor or subsaribe ova socist media

petwiorky For example, the analy

ore the sovtab media data 320

g temory, ey, ofa s;-"»xts,ﬁif}'iiiﬁi‘l Hatexecites

twovvstern 302 or autother computer,

The anadysts systony 302 sy vse the bandles 3
and detenmine ong OF Mo secwrity attributes for the entities based on the social media day

320 as desoribed in move detsil below

1A acd with g ueer de

v ofthe s

represenis onthing st

Y

tem 302 o deterniine one of ore seounity policies of an ewx ar st

by the analyy

that employ @ operator of the user device 324 For example, the anabysis system 302 may
revelve 3 data about one or mers podkiss 326 stored na menory a’;«i’_“iihg user device 324, us

deseribed b nore detail below, and determine thet anentdey allows smiplovess 1o gvcess

confidential dats wing devices owned by the emplovess.

& msil s

may provide the anal

&

o ihe g
svstein 32 may detsrmine w Hether the m

sudior DBomainkaoy

 Mdengified Mail {‘iﬁxﬁ’\ei} for glectronie mall commupaivstions,

A o

Insome :i’ﬁ?i}ﬁﬁ:"ﬁ&ii;‘?ﬁ?ii&‘iﬁi:t'}.&i)._"s%—‘ii’iﬁil aftentity doss pot uss one o both oFSPF ang E}i‘{j&?\ﬁ&

have a b

atirihuges
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system 302 may determine whether the mail server 328 uses one ov more validation methods

oiher than &

¥ inchudes vove or move noves wrticles 338 seone of the sources of

nemtechniogt data. The pevey srhiohes 357

3.

S, on

SO
) o

examples, the news aricles 332 miay provide the analysis system 302 with techuical daty,

F e gk

B a5 Jduty about 8 reoeny sev

By xcane Gnplenrsiiationy, the miaw 2 may tnalnde tnfoation dbiout

rate refationships bénween sotitics. Forovample, the nows 2 V2 mnay indicats

£ 38

by vaay be puschased by ancther sty o 1 g subsidiany of another entity.

The aoalysis system 302 roay use the corporre relatonship information or date ghont
5 vevent sscurtty breach when determining & seowtty rating for an entity, Fovexample, when

b

A Eniy i a sabsidiry of enother vty with 1 Tow seourity saiing, the cotty may he

erd o fower

iy i"ai?t'ig than if the entity was ot & -ﬁ!ii;ﬁ%id'i?iﬁFY o the other entity

sorne eocamples, anenlity 15 assigned  lower o ting based or @ new

ot seourity hre

HE egual,

ﬁﬁarxciai informations about air ey

Oigof nrote cotparate Hlings 336 wigy be used to detetning dots abaut an antity,

suedean ooy wiove subx

Wormationy of the

e some exgraples, the snalysis system 302 ray determing

rating Ry an sttty and therentity s subsicharies Hased eov p relaticashy; Fovien thy

and the entity™s subsidiaries. For exgmple, 1 the entity does not have any infloence

e ;:‘hﬁ teal places o
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secunity tating for the entity and the entity’s subsidiaries more acourately refiects the data

seourity of the enfity and the e

& syvatemm 307 mwy veppivea n

{)‘/
1753
o

e
5

P an sty Doosoms inplanenistions, the anabysis

SEHGHIEY i entity based o the vumber of

intbrgtion 340, For example, the amaiy&is systent 302 may deterniing that the physipal

focation of as exitly 1o By g ares of Tow erime and assooiate the enthy with a b
rating than i the entity was phegestly leoated in e Tocetion or locations of Mghey orime

Tine or more ndustry clasaifications 342 Tor an snibyy sy e gsed 't} v the anabysig

iod
e,
e
Euad
-(r
]
LL
7
,x/,
f5d
i

amine ot entites that opsrate i th

gy use the m\iwm

the atine.

Avventiy d

SR vorporgie B

N

b e by the anadesin gy

. Borexampl
344 during the mangal avalydds process 306 ® deterntine whether dada wdeniified as

ctated with an entity is actually associated with the entity. T some examples,

clated with a ok

the operamy oy determine thas received dats s asso

g £1183 US‘E{?‘

wed o an

wbd not b map
atribute of an Li’iiii&‘

nptement

s

aat Bvsrost Regisn

&7

nger device 324, the mail server 328, avd the passive Domats Mame Rerver 339 are all

soneross of technival deta Bow svagle, thesn

s andior computer dutivities sssociatad with entidiss,

data 3

assoctated with an {‘;\\‘Iii\
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i sonme impiemen ations, the frace data represent onling activities byt do not include

Jatg o g sociad

“gmplovess 33

catbon 342, srd the entity desoription 3

I NG impi ‘iwvﬁaii.{:‘ﬁif;& singls souw

¥

cchuicsl date. Forsxample, the Regionsl Internet Reg

Capstem 382 watl the hiornet Prodoesd ddress vantees Ihd and

s

B some Bplementations, § single souros of data may provide s aoslysls sy stem

%,
%

7N

302 with mnhtiple ditferent types of datg. For examply, the sorporate Hlngs 336 may

vaien 302 with the number of employess 338, the contact informaton

P

o

provide the analy

O, and poe o more donisin ndmss

nosome inplementations, the anfomstic amn

%y

nabyais process acquire Reglonal luternet Registey ved

v, Antonamous Svst

mutnbery, Inteme! Protoedl gddress blocks, and Rorder Gatoway Protoco! advertisemenis in
an automated fashion. For example, the autcenatic analysis provess 304 orthe semi-
sutcanatio analysis prodess mey add Regional Toternet Rey

CAutenomeous Syatsm nomwber

Prowool sdveriises 10 SRty

’/'

e example

>

semsidomais

autornstie snady s proos msetudes 8 rudehasey
svstém that is vasd to determine whivh data i ‘i"ﬁﬂitﬁ:ﬁ@"f‘ﬂ.&i'i ezz‘ii‘ty map and which data o

discard. In some exgmples, the semib-gulonatic anghysiy process myy reguive hongn

vl the mapmng of the Regional Iviernet Rey

Rystent purabers, Tmemet Protoool address hlocks, and Border Gateway Protogot

<)

adver

the f’z.s‘};i?

ased on the huteme Protoeal sddy
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broadeast the Internet Profoco! addresses that the Autonomous System owns, controls, or to

el ey iitt\ has sed on ‘f:L},

Autunnums Sesten, For wamp&g the sndlvais s

ionnores Sysion and an hyg

5

infir a relationship between the entivy ih&t contrls the Autonomous Systent aud another

st contraly the other Autononoas 8

B xcne excamaples, when w fivat Tternet Protoood addrexe and v sscond huterast
Protoco! addross are both assigned to the same Aotonomous Systeny and gre assosiaied with g

first donraln and as 8 aystem 303 may determine tha

there s @ rolatin '::i“;ﬁi;_:s HOTWORE & gutity that controls the Brst donwan snd & gecond f:i}tii‘},-"

that cantrals the sscond domain, Far axmﬁzphﬁ, thes anabyais system 302 may detsrmine

bath snrities use & shared Hosting servige

Tosome implementations, the anadyaiy system 32 may use Border Gatsway Protoont

(RGP duta to detsming

vuses. For sxample, the

ik n 30 way reogdve s BGE aenet Brotocal
acddress for an Aatonormos 8 sl i of elidvens 13
currently mnse by the entity, The m{s?}s § & 02 ey use the Intornet Protocst use

S E

Internst Protocol sddrsssey assigngd fo the slty ate nottnuse, Thes
iy determine the ssoariby rating Yor the entity basad oo the Intornet |

fzﬁ?\z 1% L\.ii‘éﬂ

s apfomeniatia

dutly baxiy, o in soine eases move & fess fre

systan 302 may deteraving that some dat

o

day and that the mapping fo the entity

'R ; g %

BOR sifvertisements for g partioular entity change o # daily ba

~data, e, techuionl data. For saeple, the an

et shoe ond Iaver rovedve & seoond BOP sdvertisement that
s
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use the changes w the entily mapping, such as the changes to the entily’ s BOGP

seturity st

23

13, the aptomatic analysis provesy 304 o the semt-aniomatiy

I somne umplamemiati

Biained

2y

of the date, snd comparing the st

theest uid For seample, s Inde

Protooo] sdveriseneot iy becomparsd o ity vonrssponding Rog

C‘«'

<

regiatrition to deferanne the sttty between the Bdernet Frotoood address bl
duta gsseciated with the Interne Pratocol sddress blogks
B some oxwnples, when the similarity score is grsater than ths predetermined

siratlarity threshold, the avtomeanic analysis pracesy 304 ar the semi-automatic analysis

progess automatically spprove the mapping of the Indensst Protovol addrsssy blocks, Insome

detenmi

semi-mtomatio anat

address Wogks

data from 4 soctad media network, Durdig time To, 2 user device 402 sends a post C 404 toa

socisl nepworking systam 408, Fare xampi@ the sotls mism&ng system 906 places the

N

S

post U 404 an g Lwt.iw;\}a'ga

et R DT IORe e

s

B vy the operator of theuser de

A server 408, dining time T, logs daw -as:mc‘at dwith the post © 404, For sxas }piﬁ;

s 410 where

the server 908 stores g regond o g databh

400 At spes
s 410 inctudes a tog 417 gssoctated with the

tog Yorsach
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S

STy

ne fmplementations, the

By

s Ty s ovcwr immediately after the

sexvvsr 40% ay identify mhmi sties, auch av souinl media posts, blog postsw
forum posts, and record all of the multiple activities o the database 410 during the time
paviod Tu

The oo

ifz LS ‘ip‘j&’

sotal netweor imn;c systeny 406; and, doring fime Ts, the server 408 fogs the remuval of the
past £ 404 and analyzesthe lag 4120 Forexample, the server 408 anadyses the sovigl

Hetvorking sst- O 404 18 50 tongeron the

v oraoord the vemoal of the post € 304 so identfy which posts w

chanped, Fa

determines that 53y

v 408, the serve

acoount IY have begn € E'lif}it I8

sed on the soeial mediy aceounts of emnployees

5

s the endit

ettty may 'bs;a fower *w?iwﬁ the server 408 defermines that 2 social media account of an

By
5.

eryployes of the entity was compronvsed than 1 the server 398 desermined that no soviad

medivaccermts for employess of the solity wars compromined.

Ty some Tmplemensations, the server 408 mositors the social media accoumss of

Leostatemeniz on behalfaf g

18
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aeoourst of the user is compromised, the server 408 may determine that the entity has a tewer

conpronsised,

B osomne onanaples, when the seregrs

wlentical tothe post B, the survar 408

$ihe same content o ths

hased e the rencval of the post € 404 that the

SOUOUT WAL COmpIon

3
B xoene Bnplenusniations, the server 408 montors one or mote webpages of a enfity.

The sorver 408 may determine whether changes to the webpages were made mahicioosly or

woante i poteniial secunty valnenabitity of the ;ist;\ “{.;?}‘:s'a:n: doter

o

3 aowebpage of the anti

Indivates & potential

B

server 408 may assign the oty & lower seauity mnng&mu :‘fhza ;isﬁﬁi‘iiiy mgy have otherwies

hre post C A4 4

exampley, the server48 may log the post © 404 while the server $08 s amav.ané, data
proviousty recorded by the Tog G2

The duvation of

exnmple, the Hime peried

9.

st proriod Tomay e months ey

vmples, iy
Figure $ 1 a block diagram ofan sxample enviromstent 300 of an sualysis svstem 502

fiey of an online Yser who

we foey $id &z‘»:jampi 5

the uuy dovine 306 when the weer devios gooes
weliaite

20
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The analysis system 302 may recetve a portion of the logs 514, such as data

inchoating that the user deviee S08 ag o tron g Hns yidvess, &
indicating that the user deviee 308 > trat P arddee

hased on g onokie sssociated with sn advertisoment, and that the wer devia

23

i

s partionlsr website from  xeoond TR sddress. Bisame ioplomentatings, the data dovs

not inchuds any identification information of the partioular nser devigs.

The analysis system 592 may determing uw: eitiﬁ@;" the first I addross o the second

1 gddres

o

sareent of 8 bloskof 1P aad

fated wihan engt

inchutiog the fivet v second IF addre

associated with the cotity, snd that the eotiy basa “hring your own dev

sliows soployeey pb Hhe eatily to nodessan sty nebwark &

the user dovipe 306

SOR i 8 portad

s devies, 2.8, 8 Iapioy

v

B

with the voblies 3712 that 1 alvo associared with an sty and s

with the cookiss 312 thw socinted wit

shetenmine & secunity m ,?;i orthe entity. F Wsiy systom SO2 may use§
¥ haga “hein 5 yonrow g ? nelivy ovatiows smployeey

!1&“51118, Gilii'il‘v dﬁiﬁ}v Y\)E’ the st Y.

srivetehiether the uiey

fos of the prer device 308 or the emipy device §

f

devios lthely does nod haow. For example,

user device 308 was vecently infected with vvalwas
gty & lower &

T vome

whether an eotity enforces the wee of govivtual privarg nopwork (VPN on g device whenthe
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g
X

midicate

SERTROOGAGI

e

Stwneny Docket Ko

o the satity’s resour

deerdevice $08 g

policy; the snalysis systent S92 ass agn&z fifhr::' entity 3 Blgher security rating than if the enthiy did

shagys on or neardy abways on VEN paliey.

e
Fax
oy
(4]

sesives tnformation fromy

ao Rervdr that thdiestes whether gl

snrawss e velhdation mothesds

o Nans

Ty query e 13

=y

ne Server o detsrmins whether smat] sent from the saal server includes

i, spant, whether an enail with 2 sender address that includes a denain of

rm s‘«r’;mp}ms with a Render Polivy Framework 320, e.g, 15 sent frov an authiorzed

ey & stgradure thal

¢, and whether an emy

.1\-

v detsmine & seou

3

higher security

DNE OF MOTe amnufiupumme validation methods, the entity may be assigned 2

Filgare d tsan pample of & gserinterfaoe 600 for are

_"~i_-;~*f'-:ikzﬁfg.-;f&a;;st \ o of datn o sitibuge

‘v\‘;\ LR Li\‘?‘f‘x“} i} 483 }m £33

segmttty. The ew

for G4 may be

a best guess by & reguestor regarding the fegal name of the entity and the domaiy name of the

sutite’s website.

Pl

Theouser interfres 800 inchudes g soy

aested completion date ang

8

reguest systern mgy antomaticslly popidate the requested by feld 806 s g owith s dnig g
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predetermined e in the future, such as ons noonth, and the prionty fletd 808, sg. with a

L
§ 7

miediue prionty, The rm}umax

¢m
V;
o

werksd on B, compared fo the medium or lew }:sri»:}rity' baskleg reque:

cate the current state of the backlog request, Fov examply,

& sinte Held 8l

W rsquest iy cutesaly betuy entersd o the

the state Seld 610 may elicats tha the by

anabysis systens and has not been actively worked on, g, based on a “pending” state, A

£

oy indionte that an analy sl aypstent bs wapping dats to

Swmspping in pogness’

siteibutes for the eutiiy with an sultraatic, semb-amnmaio, or sl DIRpHng Process.

A customer same Bold 612 may Todiouts the same of the sostomes that has reguested
wexaniple, the sustomer may be anther entity o the entity

& ﬁi’iti’i}k‘ em.m s

T RN B
A reguas

adtomatioally populate

falinws the reguestor

de pine o tove comends with o baekdog requs te, the requsstor may

include additional information about the snﬁiy it the comments feld 620 and/or other

informetion ssrociated with the backlog reques

s

Froure Tis an sxunple o

regquests. Ford ampio ai u‘npio

o tequests oy tnctode totoration for sach of the baskiog

o

he nfornation cluded By the wser interface 800, Tsome

e
pec
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3

implementations, the hist 702 includes a backlog hmtiation date thal indivates the date a
i3

¥

reguestor treated the backlog regoest. Inosomie implamen

T

st TOR includes @ last

w,

hie mostrecent date forwl

spdated date that indic

Rg pending baw aest *fwzidhe ﬁn it

oivywhich the aadd waneissied, lus

£REEIL i’\(&t‘lpk‘:\ TG W

begins o nmap data to gitributes for an entity iderdified in 8 backlog request and the state of

&

3.

Yoot updatesd date

conding

fjfé

i aiw mapping pms:mxi SRR,

=

-~

SOnekIR dssooiated with g particulay mn, siring

S F

o sbate ey 04, LS an assigned to flter 708, & u:s‘éing‘ S dppe

example, § Gntamploves that maps dats 1 the stivboes of an m}tiiy Ay use the agsigns

v all ot the backlog reguests @

3

s, & second smploves that sppwroves the date mappming o the gl

sxaripde

after the mapping provess s comploted may we the approver e 7

.,
'\'
S

Aud 1o the

o gpproval and me

The user interface 700 meludes an add backlog option T1O that upon selpction

‘1

presents the user interface 600 and a cizar filters :@p:i:imx_. 712 that uﬁ;};;m selection removes

selvotivirof all of the Blters 704 706, and 708, 4.

Sy BT
13\3 e ii

sy

3

Anunapproved tenis f:q}timi 714 npon selsotion slows the praploves of the antity

LN

AUALP LIS COMPANY 1o Vg

all backiog reque

sopne unpleniensiaiions, selection of Cth

reguests that sre not approved, are vot dppma © roguosts, snd ave not yemappable ty the hist

QONE 1Y

that 18 porformung e mapping process, 2o, assigned
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the ma‘;ppiﬁg pr‘f}s:ass, ar 7 seeond person that is performing the approval provess may

\

For s entity and ingi

vl

gheterming insaetfictent datg assoviated backlog

e dat to i zimm of the

spprove the raap of dete o aik

andiar 1 viow DOmTIISg notatesd with the bagld

a%

For seample, whon g state S04 of the hack senrdiveg)” the top right

L reglisst B

poction of the wser Interfhee 300 ncdudes the tart mapping option 802 that upon &
i SN :

prosents 8 user with another wser merfies, e, A user buerfos 900 shown i Figure 9, that

atiows the vser to map data Yo attibutes of the entity associassd wihih the backiog requsst.

After the user bas bognn the napping process, the state 804 of the backiog requiast

'

anpin
I

For gnaraple, the start mapp

1 xome examphes, doce the mERHDE prog

; exi‘iii‘y option and 8 rejest b

ov the backlo

tcludes a rgjent *3:&&%‘}:5 cpson, A use may |

ysteny hos inspfficient data for the mappiog process oe to otherwise todicate that

o

the backion vecpeent camot be complagsd.

e Q04 of the 'hag%;i’@g vesoest s “Hnalize sntity” the user dnterface §00

1 option tnaisad af o

RO and the finalize ﬁ.z‘}tify {}pﬁ (us., Sgiecﬁaﬁ» of the submit for appre

e smploves
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In sone inplementations, when the siate of a1 backiog 1s “waiiing for appreval™ and a

st atthorised approver s

thir second smplovee snddor & vertfication that the se

4 by the approver feld,

\

i sclection of the start approval optivn, the state of e backing reguss may

chiange o “approval in progress™ and the tser inferface 800 may nclude & Snish approval
X E

rous of the Gniah spproval gydion gy change the stute o the

T alivating that the dats mgpped © the sttribuies of the entity

N as SCourate 48 gmwﬁ o and that the snalysis system may vse the mapped date 1o determing

& smdi’ﬁ*‘\ raning and g cmmparzdz sy confidencs fowsed Ry

i sorne zm;\iumw wions, when the st 702 includes bae ngj requests that have heen

regest fo v the user derface 8

el wan miade or @ depision was othie

16 gurrend.

sitribotes of the ettty

In xome mplenatationy, the apaly

%

requests that veed matatenanee. Forsxample, the snalysis system may perfonn suantenages

sekiog requenty seeording 1o g schedule, gy, wee

sunualiy, eto. The schedule may be pardeudar to ¢ specifio backlog request, e, for the

st were all approved dusis

T a STOUD * zf‘s:;&;j;m:at*s
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in some exampie» the analysts system sutomatieally determines that data ix available

of new daty Tor the enyl

s option o & detenmination by the analvaly

Sntthit g @aéﬁ?«i{@}g regnest requires maintenance, the state 804 of the backlog request

Hrangs o U pending” o Mwatting R maintssance” For svample, whes the state changes

NS

erding,” the baeklos request may be provessed iy a roaer similar e the indiad processing

"L::c

3
%4

Gi’-‘“{i‘w?hm B9 TgUSst

Tn sorne exampley, whon the state of the backdog reguest changes © “watting for

sysinietanee™ aad the vaer i

chioation that

e oplioe, 2R
the bagklog request is Twaitts

st Wi pravic

gl
szmgiez‘ec veritiox i’i’zs:» ail of the det mapped to the at

T IRGUes

hoanapprowd

i backing regquest,

mtﬁiuﬁm‘; & shard e 808 gnd an o

the start time 806 mdioates the time that the mapping

dicates when the backlos request was appm»ui

¢ 7 doeys not include s st of

e autamatisally Identities

_,.(
('4

n i?.%'-"-fitsis an updte to

@ e 2 held
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fist 702, In these tmplementations, the anabysis system determines when the mapping for an

.

sandfor a sehedule

ety should be updated besed on new daty for the saiyy

Prgnwe R s wmmple of 8 wey interface Q00

j&::izm;;.}ig so omployes of gn entiiy a

Ty dorain

S04, The srtity sesoe feld 982 may teprosent the lepal w

&

s the entity nane Held 202

I somg oxgmiples, the primaty dovain fald 9 nddadey the wle

the uritorm resouree locator S04 Chowy in

focaton from the mﬁigi viat ‘sfmeé%iif@g i‘:f*qm‘\;s%; &g

Figure & Insome

wrviney offered by the ontity, aod s

muhtipde domans for the entity
The primary domain field 504 sy inchude a select

Foy ﬁxm‘ngtiie,. the employee may view 8 webpage for *he rimary domats in a web page frame

ek

able ok in the privary domahy feld 904 o oper 2 newe winghow withy

sot the select

w the sebpas

for the prinmany

s for themapping of dats o stisih

sample, the emploves may view webpages of the prumary donmin 1o defernsiug

,.
..

%

one oramore indusiries t which the entity offers

and enter the

swoduets sdfor ser

industries vy mdmh figld BO& For examply, the smpdoase oy seleot o ssavch opticat i
fatose soleot the determined indusiries forthe sntity fo the st The

Teld SO8 with the ons o

Forexample, the

somploves may euter & nntfonm resonres adfitem that identifics & location of the eatity s lags,

hy e
L3
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g2, on the primary domain. In some exanmples, the empiaym‘: ma:y showe 3 egpy- of the i_{.)gc)

fris database and entor a ko e}

o the Topp i the ¢

I some unplemontal

o theuser iderthos &

P

are the oo display Held prosan

The emploves may view iﬁ,ﬁmn&tim fmm the p‘fima::’sf Jommain of other resonrces o

pame 1 fow exan 1@%&5}.

I somg implanentatl

914, The costomer visible of the entity analysis
company migy visw information included in the user interfiwe 900 shout the sutize. For

ser visihle selection 8id 1y seleny

wrample, when the custe

918, and non-technical data, su

The virtusl Autonrnous System mum iﬁ;

salyan company I map one or mors Ay

oy Adnenmuony

'apiz;-ﬁ,; the aon

cassioned o s e

orthe user of the u:ierimterf%ﬁ: SO0 may manpally enier one or more Autonomious Systems

0

fombers i e vivhual Aotonomous winbers section 818 I some exam

emply

S &\‘ wededn

indioats the registrar that provided

and the type ofid

The emntoves may seloct an edit option $22 0

it option 922 my

interfgee 100 shown i Bigure 1L
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The mail server configuration seotion 918 may be populated automatically or

it daty received o ¢ Bromatn Mame Server, & passive Domats Mamie SBervey,

&

or & matl ser et by more detat abovee: For sxample,

tdentify aomatl server For the sotity, whether the ront] Server (ise8 ong oy o v

prsthog wder Bolley Franework w Dy entified Mail and g dskdevyd

The entity employes sounts section S2¢

1

snation abouat the tuaber o howork o the aatine. By

company e enter ik

e tha total number of emiplovees of the &

1o, the enplo; tity andior the

A8 Ay e

sumsher of eryplovess tint work for & separate & roup withiy the entity, sueh g8

fnfhrmation eehnoloey,

bt

human resourees, marketing, researeh snad development, handware,

software, small busivees, o home users, S8, a8 sdpatate records i the entity uizp}\}we

5 n

oW section Y

G T R N ST SN
approving 4 backlog vequsst, 8. during the “approval 1n progys

Whan 4 tsetis

HIOT MIRY | the data map

fhg M ﬁ;ed dats. For examply, the approver may vertly the socura

virfual Autonomions Syatem numbers section 916, the matl aerver ¢

and the entity emploves comy section 920 and tndicate app
of one or nore approved selections 929s-2. In some examples, eachientry in the sectivny

mctudes 8 separate approved selecton that the user mny select O sy

selection of all the aporevs

ohons B8 and then s

028 raay not be engbled vaf! the user bag appie
sedeotionss 9040 o the waer dnterfron RO,
T sonvve Tmplomentations, ove or iwore of the approved seleptions 92 Ja-u roay ot be

srabled untlthe user apy

example, the approver may needas

in Floure 1L, priario e

et

gection §

30
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ss may be

n some insplementations, oae or more ;;mft‘i‘mis of the spproval proe

sutomated. Povexgph Sit automsiic approvel provess for

the s : '?32?}3'{3?’{"{{5*‘?3 nzz‘&.pps‘::z‘i 0 the adl

SRty

s e examply of wuser intsd

stem includes data for a quaniity « ox that bave a name

o I the entity nge Held 902,

fd o vesutes thatincheds informaticet Ty the entitisnthat k

toomame ad

te for the second sotity name 1018

aed deta

esonm

such as 2 second primary domain 1012, & second industey 1014 for the second entity, and a

s OO based o

s and woter the details by the usey nteriine 800, For evaply,

the user wmay determing (et the senomt wimary dossain 1013 nutches the

the prirnary domam Beld 304 and that the second extity nme 1010 18 Tor the cu

\

y ﬁl_t;ﬁﬂ' enter the a:ii_s%:‘_éaﬁls e the user imerface 900 manually or select an

svample of g

cnvaamber in the data yoappt SEr Ny i@iiiﬁiﬁiﬁ?ﬁ. i

110 add, wg ety Rouling

sutriey for s entity mapping.

Thewser interface 1100 includes s Classless Inter-Domsin Routing (CIOR) section
a user o add cne or mone CHR revoeds tos

. For example, the tser may cuter duta Toto o new DIDR record 1104 and seleat

e

et will add # wow TINR revnidiod

v OIDR option 1108 and the am

of records in the CIDR seotion 11062

Faol O record 11088-Boincluds

creeof the Regiona! Internet Repisteies, & fvst repistered date, ¢ last updated date, and g
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comment. For examyple, 2 user may view data for the entitv, £.g., 1n ancther window, and

S IR record TIORs Tdioatig record 1s the

s sonpree of theviewed data.

v for Enternet %uw‘mu’kﬁi 3 ;

I some axampley, 3 wy selsot one of Regrons! Tntornet K

TFiDash woaomn voadd v o e ClR e

P Brropéens Network

Yo %if 1

;} Bp‘i for IO to suvomatic

SR {Ri F daig forone of the CIDR

iy

fvmore detail wvith e show i

P

pocords 11080 as dexcrihe

Thuring the appreval po

soproved selections sBerventving the acouney of the dats entered 1n tim nser zrﬁuisu

FHOY For ammph, ths neer vy reviens the CIOR resords 11086-b and sulect the ¢

sefection L2 10 approve the CIDR reconds TT08a-h, I some sxamples, the user may

individually seleet an approved selection for eacl of the CHOR revords T108%-b tistsad of

spproved seleotion 112

,«4

I some implementations, ductoy theapproval g

Sech an approve

“the CIDR

alt option 114 or an un-approve all option 1116 after xmim’ymg Phe srmore ol

cords 1108ah

records TI08a-h, For i?.\f,éi}'ﬁ;}}i", ihe usermay

e aveurate and selpe

capprove all opton P presents loformation i the usey interfyee

g, Forsxam

ertion for vach of the CHR recwy

wlinde g vhack ik

T songe oy s 116

v. .

by oan oxanple of u aser e

Geld 1302, and the guglvas systom provides the s
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Internet Registries and presents received search resulis 1n a pensral results section 1204 of

12060,

e in e generad vesnlis 3

{

3

toh detaiied resully option |

vption T3UE.

X

retrisves details | o, Prom tinery of analysd

wud inoludey infomnaion sooh as

.

The user iy regued sddion iformation f

rosclts seotion 12180 and wigsw the sdditional informaton R the vevord By & network seeion

1212 and @ point of contact seotion 1EI4L Tn soms implementations, the users

presents the results of the search siving guery i the detsiled resulis seation

oe

the generad vesulis seotion 1204

et pne o more of the

I8a-b and mag thes

BRI

et 121 Forsvample, selsstion of the save selestsd

insomy inplaentetions, the peey insselace 1200 receivies date frome a singls

Regiona! Internet Repistry, For 200 gy be assactated welt

siigle prodetenningt R

wwhde s Re

sotme inplomentations, the userh

Regional Intesned Regisien.

T some implomensations, one or more of the detatled resolts way not include data for

<)

the aetwe

&X&‘i‘mﬂ’x # First Repional Inte

nebwonk se

1

Registoy mgy inclusde datg for same of the Belds tnthe nepwork sectan 131

X3

o

Loaad
s
Lt
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Figure 13 i3 a block diagram of an exampie database schema 1300 of entity attributs

gt When aus

sitributey,

The dambase sehemy 13001

iﬁ&.hi &% {‘}th.‘ 81 1“’8 S
ohey theentity namg, the

tas when

e @ asey s dida to the aitributes of the eatity, s smployee soust obieot 1308,

cnte o more wndustoy objents 1310, and g logo object 1312 may be created, For exanmple,

da for the total number of smployees tha

3 é‘ﬁ't&; ard an spproved Boolesn valus

rde the nang of an indoste

s adate, and an Ay

b 1306 may be ag

implementations, wted with maitiple indushy chjedts,
sxample, wher an snlity prow --itf‘ muttipls ditforsnt products or serviges. o song

hoplementations, wultiphe eotity obisets 1305 may be gssooiared with the s

o

whan naltiple entit

the campetitors may be associated with the same mdmi:r“y objest 1310,

TRy i\e [ERE uz;fe

SR may il

il server, s‘m:{ii. as Bander Palic
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S

STy

pxamples, the wmall server configuration object 1314 includes data representing avisk tevel of

e

syatean pumberobqeaty 1318 nuy be assoviated with the

Fore amp}; & User may associate an Autonamous Systemn nuniber object

i e antite olject 13 CHEEIIR

System number abject 1 Syster number and a
regisiray, sl as one of the Rtg ol Tt
Faachoof the Autonom

iare Classloss Toter-Domuin Ro

s

1318 sy incltude & block of Tater

5

sorne examnpley, the CINR pbicet 1318 includes v source figld
Internet Registry, o hamdle, v, used by the Regional Intéroet Registry, andior & comuent,

&, received froy the Regional Titernet Registry or 8 user who created the CIDR obiect

1318

:a:i

.

7 rn

SO

it Sonaeim

pentstions, the
otel CTOR obis

SO TROTE

sssoctated with g

panual enters CIDR data, sy, whiss the vesr manually

gt L theanaly

preverddiss s the wrer with €I dwta, o

\\h ect 13240,
The atito fetch CIDR objoct |

ansigned wethe sptity, (g ﬁ{%a&

5

the source Beld, or the usdy who intemncted with the beer terthoe L3,

o Forekam pk, the Tnternet registry object 1322 invlades the name, i"saf:zfsif;‘g,.

ol IR

a¥ed

1 in the sourre Bald of e guta fel

R abjects 13230
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The Internet registry olject 1322 is axsoutated with one or move Internet registry

¥

& pach of the Indervd regs

nm Fut gontget obtoote 1334, Foreguipd oy potnt of contact
o4 1

forthe potnt of comds of the point of vonteat,

3

hataeiy
the compay

spdementstions, the dajsbase sch

it some s { data object

13260 Forexuople, the toported data olject 1336 may include data recstvad from thind

g 5
Ry

s duserntbed

parties, andior data ren

i:ei\zm:}'{?y The analisy sysio

The dals sowre

al datn stndistios

ahour the entity, ixisfs;}m'zz«;tim ahont the sssors of the ety e datn, and corporaig reg

- ¥

information, u.&, subsidiary andior parest entities, to nime s fow sxamples.

The n’apm‘tm data object 1326 may b associated with an ivport sentings obiecr 1328

(e o

Pt

w,,
‘Y

data s

L

7

sesconpany and the an

1, andder ovedentialy for the

duta rotrieved by anah

ngre ¥ fow exaniples.

Fresome tplementat
tnchide an spproved Bodtean walue Porem
datn B the ssenoiated nhj st Bas boen g
ot the approved Booless value for an obised is true and

20 }bdm?}gs:,d the spproved Boolsan velue i3 sutomatioally set s

e,
S
iy

atically sef the approved Boplsan walog
For anindusty as false when the assooiated ii)diibﬁ"f Bamsisg }mngeii

3 1300 hodudew lay

updated date.

seherna 130

Ty vome OF THIONS

include a stan dae and an end date. Por exaraple, the use of the start date and the end datg
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may allow representation of changes over time in the data mapped o an entity. For example,
thee

£

“anny

BT and an e dhite of BEDT L0781 with

second empioyes connt object 1308, with & start date o 2011409

5 3"‘;}?33 {:3},-'\*;?;2‘5: Loint »um ;

the it{}ga 13

ohjog
ichade 2 start dite sl an sl date.
T sore implementatons, when data s initia siated with s atinibote of an
1 sotily the sod date i setdon future date e, b St vears fooan the curvent date

When updatod deta I apoisted with e alumibute, v, svomplovee count of v he

end date of the origioal vbjset ts updated and 8 v olfeot s oreated for the updated dati

For examply, the analysiy systam iy orvate the fivst eoploves count object with g start date

of V20E L0101, an end date of “ROHI-01-017 wd an emplovee count value of ten. When
i the ansdyoiy ey ston determines that the woploves count for thes

. ovamanog! process, theang
enyployvee count object, wug., 1o "201 107017 and oreatss the sepomi
HOoyes count of
date of “2011-07-02, and an end date of “3011-07-02.7

FEuA

Tnosoms implamentations, thy start datey sud eod dives of sunitlar objests Tor the seme

. Hor exan

stey the snd date of

s

date of the second emploves count ebject may be the satme date
h

o ed dade of & Hest Clasdess bt Dlanaiy }?ﬁs}ixmﬁg ¥

£ram g}ie ,

\(

“gog. where the stant date 1y “2012

%J

=01, and the start dale ol a second

30 T some puplem

atomated mgintenancs date. For example, the sutonared mainenance daa
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N

or mewe oritenia that, when satistied, indicate that the correspomding olject should b updated

gated, Poroggmple, e matnteny

avctior s e, suehasal

s unigue han
have changed, and ;sp«i

aceordinghy.

Forexample, o
environment 300 shown in Figure 3

Traves of aotivities of an auling

the onlinguses B

1o sovne implomentations, the tracey of the sovitios matatain the prvacy of tie
sr. Forexample, data may indivate that the online user made a post 1o 2 social

sschiA mebek b pot inclids the conan of the post,

attony, the traoes ¥ ihe tnbine waey

Fresome tmipleme

betovesn two of the different vomexty. For mamp‘i £, the tracss may represent sevivy of the

I some SRR nles theans

Y3,

ed with advertising

exarple, the am sten may receive cookie tm«;ﬁ;i;};g nformation from g thisd perpy and
use the cookie tracking forntion eidennfy the d s of the tdess

standards ar ematl domains

I osome exaniples, the
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security chechs include a determination of whether s muail server that provides slectrome nail

3 @i’i‘fiﬁﬁy,&; ong o more validston nsthods.

o of the entity iy inferred i‘s fz.sziz}ji-y, ‘

vstent magy dederming whether th trvvey indivate that an svoount of the user

ety alln

%

acnple, thie traces may todicets that & sod

£ RN Wy 1S

K

recedving malivious wadl and thet ¢ domain Wensified gy the o b the malisieus

matl may have been compromised.
I soine inplemertationy, the analysis inchudes g comparison of taces tat arginated
1w different contexty of the wser’s onln

contexts & g fimes,

In somme seamnd

v

Ses that origmated at an erlior Bme

-

e of fhe Hwegs

a post made by the ouline userand a serond set

For exanyde, 2 fivet setof races may

of traces may indivate that the postwas Tater deleted by the online yser. The analysie system

'i-‘:?:’%i}i"‘:iij\??liﬁi“ﬁiiiﬁiﬁ;k-fiiﬂ’f’ SRRIN

et conents inolide s vontetth

which is contratisd by the entity and & context the seaiiy

wu.

gnconirolled by the entity, For sxample, the contralle

systent of devive nadeaccessitde by the ettty to theueer, S, u entity dew

party unpontraticd comest may moludd § compuiey sy

2,

wuser devigs The sng § ViR RyRiE Y

A

#y determine that

A

¢ the same anline user, for example, base

pand

anre eamples, th
rat optinggd, infor that the online user muay take securlty fshy
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when operating the enfity device, and that the security state of the eniity 1s lower theny it the

i ot tske s

In somne exemples, the vontrolled conte

angd the parthy

tnclude the sene ponputer sysiem or devige, Forexample, the anaiysig sostent may identify

nsey device that connsalsinan s

wthe deviee conmects to the eniity

devios &

oo o the other aotwark, Inosome “\an‘s;,ﬁr&gs. R SRR

pontrotled covtext and the pary

suncontrotied sowtesy with enokie wavking dats v dekis

stoved onthe g

s ilade sddittonal steps, fower seps

le steps. Forexanple, the wnalysis system

o yotne of the steps sy be divided ints mu

ssfactony secury state of the sty

gy distinguishing Bebwes wacestha vepresent 8 lesy sy

ofthe enmv In sowne sxamples,

o e
\ih"l XA

£138 b:mz ; yser o assistin the

(

generaton of at entity map. Forsxamy § cthep

Tom the covironment 300 shown mFigure 3

Amap s gemsraied betwsen (a) technical assets that contribate o &ec.zmz}s

oof the entities that are assoctatesd

:‘mg of themap h&}?;fng

Classless Iter-Bonsain ﬁ§§;§§zzt§ﬂg setion witrtbuts of the entity,

addvesses, Blocks of Torernet Bratocal adidre

cad myedin hadies, thardep:

Systern (NS se

ryioes, Antonomons Svstem numbers, and Border Gatewsy Protecel (BRGPY

advertionn

449
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I sone inplementations, the generation of the may includes ouline s:‘iscmfery ot

information shout the technical & e the gnalyaiy systen may ¢

Nume Nervers, one ormwore Rogiong! ternet Rogistries, wrsn Infernel A

Authority © determineg sone of the rechnica! assets forthe entity. In some exampley, the

toraation sbow the tlechaival assexi

tons, the anabvsis sestam may &

¥

ST REnes "mu

""" ey

>

‘{

thie network athilvesses mclide Internet Protoco! addresser. In ﬁ@'z:‘ﬁﬁ%‘iﬁfﬁp?ﬁ:“,z‘na;zs:miz i an

gssecinticn: betweon @ domain wame and 8 nevwverk address tnclndes g netveork addvess thatas

\.l

ned 0w domatn nime o some examples, du astociation betwasy & domaln e ad s

petwork address includes 2 domain nae st maps 1o the network address.

Kouse

i the i-é&ﬁ :

thie tool enables the user to s 5$ig§l

¥

Theorder of steps In the prog

3

e gememation of the entity map can be pe

enabling the gser to msisti

Forens it

~

o the map priordathe

generate the nsap while &
In some Implementations, the provess 1300 can tnclode sddittonsd stepe

of some of the stepy can be divided intoomultiple steps. For exampde, the analy
Ry presont to the user non-techrbal-asset information throngh the deer ierfacs. Insonw
irplen

insome e

41
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I sone inplementations, the process 1300 invekes external crowd-sourced servivss

taig the maps Forexs

aiple, the aoalys s ey peovide s povion of data

S

tortond asses o & sroved-sopred sorvios and veratve w may of theprovided data o

oo more of the entities. In sonte exanples, the analysis system provides the portion of

bt mch that vach purson whyr paricipaies o the ool

o

yview only @ portion of the data sssocisted with an sutity,

fin some inplemeniations, the provess 1300 coables s separate reviow and approvat off

o

enfities propossd to b inchuded i the s Faw

sxaraple the aoabysiy systam may require 8

o

first pser b map data Yo ativtbutes of anonBity, and g seoond wer 1o review and approve the

liz&?q 118 }

3%

s the e o wn spplioaion for

joining 10 event data or seoring the seourity state of the entities. For exanple, the amalysta
sesteny may feceive the oap and detorming 8 secunity rating and covvesponding confidencs

score for an sutily where the map ielodes dats for the eniity. Tn soine sxample

5

received from g orowdsourses

map includes g poviion of the data for an enlily, 8.8,

o from i erent dats sournos, tho ana

data Dom the different dats stuvoss

stdtans, e prgesg )

sutifics based on thety assoomtionywith techaies

I PONOratE & Mai}ﬁ shat shows 2 relationship be

ey the same vloud ssrvics may be lowsr than I the firg ems "soddata was not o m‘iged
P ¥
T some buplementations, the provess 1300 tmcks chenges over time In the network

sﬁfiiesw\ that areaase i given donsam nany oy emﬁzm‘a thiees

fnsome Ingplaventations, the generatton of the map that is done ¢

hnicat gus

3

soctanng technivs! gss

Lo

ex, sndd approving proposed portiong of the map. For

f!,
G/
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example, the analyyls system nay aufomatically approve ong or nwore pertions of the map
that s user monpally gonerates,

I soune examples, the sngh s fromone or

mord deta sttuces Faw exangple

the analy furange of bitornet Puotognl ¢ igned tolhe aiiy

aned toap the Tdemited Imernet Protocol addresses to z fs‘;fiassiess Inter-Diomain Routlig

bute of the entiny

Fignre 16 fea How diagram ot g Tnterned Brotoond

T ananpit

b

addresses fo an endity, Bov exaraple, the progesy 1600 cay be carvied out by the

3

3 the esvviroasment 300 shown in Flgure 3

o
e’

A fiess domadn nere foray ontity s received (18021 Forexanple, the anl

s

o

system repeives the first domain name fow & sser interface. The entity siay be one of

multiple extities. For example, the anablvgis systam miay perform the process 1600 foreack

R

3o thves first domain

%

e ESIY For evample, the anglyst

TIni8 sury

e o s the frstpassive DS guere to g

X

A dist of the fivst name servers Torthe Best donain i recetved (160

¢1¢

(6. Forex 31;§ €,

(-i‘(
ooy
Bad
B2
Lo
S,
pmall
47

or the first domain and provic

A seoond prasve

e doesoadnnan

£~

ach of the fiva name servers, of the second domain names Tor

which the name serveris authoritative {18101 Forexample, or each of the second passive

DS quseioy, the W\‘i‘\ems determnines the list of second doma chthe

ey

Hame server for the Brst domainas abso authanimiive,
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S

Sty

Actist of the host names and the hiforast Frotocol addvesses or the bost names s
gueries, the DINS gerver
st Protocot addeesses

i some tmplomsaisiions, the hb‘l sihost nanies includes the

5 mannes of the first naane servers.
k forthe ng
Figure 17 15 a Mook diagram of an example conputer systom 1700, For exanple,
0 g o Flaave 3, the aoslyals system 302 v server form m w-pertion of the anabyain
systens 302 could be an exanple of the systan 1700 described heve, ag onld o computés
system used by sy of the users who secess resonrces of the envivonmsat 160
spvirennent 04, the environment 300, the envinmpent 00, of the seeivonment 300 The
system 1700 inciodes & provessor P70, 2 wsinory 1720, 4 storage devive 1730, and an
1§ input/output deviee
idgroontgcted, for
prOCeRAng instnions &
processor 1710 is g single
ts & multi-threads Ejgr@aesm-:,_ in some implementations, the processor 1710 % & s;gmvamijum
20 povnputsr. The processor 1710 1s s:xxg\xoi
For o the storsge device 1738, 7
RES 'ists}p‘imrmn'i;miimm, the menvory 173018 a
inplementations, the memory 17201
V720w non-volatile rosmony (i,
3

devioe, an opticel disk dovice, asoli d -date deive, ¢ Hash drive, magnetie tape, or some other

44
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large capacity stovage device. In some implementations, the stovage devive 1730 may be a

wlod siorgge devig a fogioal storgge device

sevioes detributed on v network and acoems ctwork, hvsome examples thee

shous ¢ store hovg-teat g

'i;&?ﬁi":‘i;ii;h.ﬁ‘i‘ii devige 1T4D

iﬁ}i}i} .

sl s winslesx

witeloss iodeny, oo &

aebwiork toerfaor deviee allowe the

reedve date suoh ay dats Bromhe da

N

fruplestentitions, the inpot/output devies can include dovver devives conf

gured 1 recsive
input data snd send cutput data to sther inpur/output devices, s, bevboand, printerand

display devices 1760, In somig inaplementations, raobils coraputiug devices, mobile

vornmsncation devices, and other deves

3y can be vealizad by tostractions that upon sxecution cause

o ey out the processes and functiong de

names 112 in the database 110 and assigning the

i 5

5 wh Hsiracticas san inciude, fw

i,?&&lﬁi{ii;& iy lmmé RS

tnstructions stored it a

; t‘?ifﬁi("“ﬁi‘:!i&\d OYery ‘Rﬁ%‘u}if\. x\n % aoserver m’fi oFasetaf
can be implemanted iy g siapls virnual device that inchudes *zmtispis, distributed devicey that

%

operste in coordivation with one another, Forexample, one of the devives ean control the

other devives, or the devices misy operais under a sstof cooediy

devices may be coordinated fy another Pashion. The voondingte
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or hardware, including the strugtures disclosed 1 thiy speetfication and their structural

X

eguivaten

o iy pombimdions of one of mIe &

er desenbed in g oatton, such as soltyers £ a'ﬁ&a;s“hm dhats do entities s

o~

assigning seourity ratings and conBdence scores © entt can be implemented

S OO oS 80

apuler progran produst

HEY Program

o

& tongible program carrisr, for exampls a ton mtﬁfzﬁ«rﬁtaéaz\fj}'?‘*»

ool s provessing

2

¥, o toconrirod the ops

sonaahine resdalle stovage deving, & machin

pei

substrate, & meniory device, 8 composition of mattereffecting & machive readable propagstsd

.

B
&

'ﬁ'

canal, oy e eonshination of one o more of thens

e

The terrn Vestem™ may enctaapasy 8 apparatus, devices, and nrachives for

provessing dats, Inchuding by way of esample 8 programable processon, @ computer, or

=

mdtiple processars o computers. & prove x*si;n_g syytem can include, in addtion 16 hardwarg,

vods that oreates an exesution environment R the computer progran tn gusstion, ey, code

that condditiles provessor Hrnnvarny, ¢ {8, S

oporatiug a, or & cornbinaton of e ovmose of thew

A compuier pragram (also koows gy g g

o codel can be written o any Yorm of programpng languag

winding conmpited orinterpreted langoages, or declarative or procsdural languagss, and 1

y

gan be deployed inany form, @x‘*’i\;;*iim;g asa standslons progrant or a8 & wodule, componsat,

subrouting or other unit sutahls

avivomntent fer IR

o ean be wored oy

arthy e

potiorrof o Rlethar hodde other vroiuans o Sads (B, 990 &8 IMOrs serns stoved
I s

te dudye
i;

hab storg ong ar more modules

sdd 1o the mogram In queniy

avurkup Ianguage dovwneat), s

miplitple covtdivated Wes {e, fles
, o8 G

sis of ondel A computes progeam v Be deploved to be sovasd oo one computer oy

g

o tnltiple compusers that are located a1 one site or distribured ser

Crivgitiphe siten and

iterconnected by s comnmmication sstvek.

Computer readable media soitgble or storing computer

e mamory, modis aod mens

mohude all fomy

by way of exgrrple sendecnductor meriary devites, e.g., EFROM, EEPROM, and Hash
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mrgmory devices, magnetic dis 2., internal hard disks or removabls disks or magnetic

) &
fapes; miggnets opi; sl diske gnd CERROM angd

The provesser and the

Ly, or invorpreated By apectal

R

FHOEY AR be qug ikt

parpase logio olroutiny

Sometintes & server {u.g, Tonming 8 portion of th éamaiysia systent 302318 8 general purpose

>, s

Irsplementations van voludk

ratsidiowars component, ey,

3 @

‘i‘}“?}i)i;f senendation of the suldect mater described iv shis specific

¥

Lonnddioware or Bont end sompone

commponents of the systencan be Interconnestad by say form o wadiam of di;

coOmMnNSERon, &g, & conumunication netwark F**mnpms af communisation nstworks

that ave deseribed 1n the sontexd of a aln gi_s‘s ;is‘:n;_\.fiame iation can be wnplemented tn mulaple

¥

The onder in wideh operations are perfron d as described above pan be alfered. In

pertain cironnstenees, multtesking sd paralisl prog

sepsaration of ¢ tmphss

Chbey pplamentations wro wathn the soope offthe following ¢

For gxamde, although we have desontiad exanples In which the iformation received
ystorn v used for determining security charavieristivs of snoentity, the

resulis of the analy

provide wieful infoemation about

variety other porposes and in other ways.

3
i
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i Aomethod conprising

ted with g entity; s

récoiving trades of achivities of a0 oniing vser who s

aitacks on commpuier

3, he method of ¢l | oomprisis som & less
satisfactory ssourity state of the entity and taces
state of the entity,
& The method of chiim 1 inowhich the analysis comy
sefginated i differsn conteads of theuser’s snline sutivities,

#
o
-

s nathond of e d by

sedatm Sy

user delefion relatrve to the bacss hat ongiated af an sadlier G

The msthod of olaim O nwhish the aces that originated st onsof the tmes rellset s
pser deletion of makiciogs data or code relgtive to the fraces al the earlier fime

& The method of olaim 4 5vwhich the different contexts compiise & context the oty

ot 1% ar lesst pantly

ol elich iy poatrolled vand g contexy the seawity of wh

wiontroiiad by the ety

or, angd the partly wy

comprizes 4 computer avstem or devies owned i}}-’- the gser.

1 Themethod of claim 4 iy which the traces comprise tracking of an ides

grdline user betweaey vao of the differan sontexts.

T

he method of el 1O i which the aeldng comprises covkies uss

asdvertising divented o the online user
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12, Themethod of claim 1 in which the traces comprise indicationy of security checks

singde with respect 1o communicgtio

el messages vonton

conform o Sender Policy Framewark

14 The method of olaim Vi

% 5 T g‘w

st L wdhing

associaied with 4 yser device that repre

e Themethod of olgfe 15 i wich thednformmioy puoriatnd swith §

comprises information abott oo & move cookies stoved 1n 2 gemory of the tuer deviee,

17 Thomothad o

sootal nnadin sotivi

IV The method of dlatmy Tinw
ewatl commuanicaiions.

120 Themethod of clafm T inwhich the traces of activities comprise information about

cotttent présented o the anline user,

3G, Themethod of clanm 1 o witeh the traces ities comprise wnformation gdbaw

raveips by the cudine user of maticions madl aud the compromiss of & domaln dentified as sy

srigin ol the mabicious matl
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ABSTRALY

Awong othw

sssucinted with sooontity: By anglysis of the traves § secarity

Adsoy 8 map i goveraled botween a1

3

i zg of the w

sutomaficaliy, & werg

{5631 dd\jh‘{ h‘i\,ﬁ

et

fhie user hrough s user tvterfhive s

of for assoctating the teohnios! asssty

FRSE
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14002

Receive traces of activities of an online
user who is associated with an entity

1402

Infer by analysis of the traces a
security state of the entity

1404

FIG. 14

1 5002

Generate a map between (a) technical
assets that contribute to security
characteristics of respective entities
and (b) the identities of the entities that
are associated with the respective

technical assets 1502

Enable a user to assist in the
generating of the map by presenting to
the user through a user interface (a)
data about the technical assets of the
entities and (b) an interactive tool for
associating the technical assets with

the identities of the entities 1504

FIG. 15
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Receive a first domain name for an
entity 1602

v

Send a first passive DNS query to
identify first name servers for the first
domain name 1604

v

Receive a list of the first name servers
for the first domain
1606

v

Send a second passive DNS query, for
each of the first name servers, to
identify second domain names for

which the name server is authoritative

1608
v

Receive a list, for each of the first
name servers, of the second domain
names for which the name server is

authoritative 1610

v

Send a third passive DNS query, for
each of the second domain names, to
identify host names for the hosts of the

second domain name and internet

protocol addresses for the host names
1612

Receive a list of the host names and
the internet protocol addresses for the
host names 1614

v

Map each of the internet protocol
address to an attribute for the entity

1616
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Docket No.: BST-003C4
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Philip John Steuart Gladstone et al.

Application No.: Not Yet Assigned Confirmation No.: N/A
Filed: Concurrently Herewith Art Unit: N/A

For: METHODS FOR USING ORGANIZATIONAL  Examiner: Not Yet Assigned
BEHAVIOR FOR RISK RATINGS

Filed via EFS-web

PRELIMINARY AMENDMENT UNDER 37 C.F.R. § 1.115

Prior to examination on the merits, please amend the above-identified U.S. patent

application as follows:

Amendments to the Specification begin on page 2 of this paper.

Remarks/Arguments begin on page 3 of this paper.
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Application No. Not Yet Assigned 2 Docket No.: BST-003C4
Preliminary Amendment

AMENDMENTS TO THE SPECIFICATION

On page 1, please amend the Title of the Specification as follows:

SECHRIIY RISKMANAGEMENT
METHODS FOR USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS

On page 1, please amend the paragraph above the heading “BACKGROUND,” as shown

below. No new matter is added thereby.

CROSS-REFERENCE TO RELATED APPLICATIONS

This application is a continuation application of and claims priority under 35 U.S.C. §
120 to_U.S. Patent Application No. 16/405.121, filed May 7, 2019 and titled “METHODS FOR
USING ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS” (under Attorney Docket

No. BST-003C3), which is a continuation application of and claims priority to U.S. Patent
Application No. 15/216.955, filed on July 22. 2016 and titled “METHODS FOR USING
ORGANIZATIONAL BEHAVIOR FOR RISK RATINGS” (under Attorney Docket No. BST-

003C1), which is a continuation application of and claims priority to U.S. Patent application No.

14/021,5835, filed September 9, 2013, entitled “SECURITY RISK MANAGEMENT”_(under

Attorney Docket No. BST-003), the contents of each of which [[is]]are hereby incorporated

herein in #s-entirety their entireties by reference.

This application relates to United States patent application serial no. 13/240,572, filed on
September 22, 2011_and entitled “INFORMATION TECHNOLOGY SECURITY
ASSESSMENT SYSTEM” (under Attorney Docket No. BST-004), which is incorporated in its

entirety here by this reference.

IPTS/104977686.1
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Application No. Not Yet Assigned 3 Docket No.: BST-003C4
Preliminary Amendment

REMARKS

The Specification has been amended to include a priority claim. No new matter is added.

Applicant respectfully requests entry of this Preliminary Amendment prior to
examination of the application. The Examiner is invited to contact Applicant’s undersigned

representative by telephone at the number listed to discuss any outstanding issues.

Dated: September 18, 2020 Respectfully submitted,

Electronic signature: /Gozde Guckaya/
Gozde Guckaya

Registration No.: 74,989
GOODWIN PROCTER LLP
100 Northern Avenue
IP DOCKETING DEPT./7TH FL
Boston, Massachusetts 02210
(617) 305-6778
Agent For Applicant

IPTS/104977686.1

Black Kite Ex. 1002, Page 344 of 344



	51414_17025930_01-18-2024_Notification of loss of entitlement to small entity status via PC
	51414_17025930_05-16-2023_eGrant day-of Notification
	51414_17025930_04-26-2023_Issue Notification
	51414_17025930_04-18-2023_Miscellaneous Communication to Applicant - No Action Count
	51414_17025930_04-10-2023_Information Disclosure Statement (IDS) Form (SB08)
	51414_17025930_04-10-2023_Issue Fee Payment (PTO-85B)
	51414_17025930_04-10-2023_Electronic Fee Payment
	51414_17025930_04-10-2023_Electronic Filing System Acknowledgment Receipt
	51414_17025930_02-09-2023_Response to Amendment under Rule 312
	51414_17025930_02-09-2023_Amendment After Final or under 37CFR 1.312, initialed by the examiner.
	51414_17025930_02-02-2023_Amendment after Notice of Allowance (Rule 312)
	51414_17025930_02-02-2023_Specification
	51414_17025930_02-02-2023_Applicant Arguments/Remarks Made in an Amendment
	51414_17025930_02-02-2023_Electronic Filing System Acknowledgment Receipt
	51414_17025930_02-02-2023_Miscellaneous Incoming Letter
	51414_17025930_01-13-2023_Miscellaneous Communication to Applicant - No Action Count
	51414_17025930_01-09-2023_Notice of Allowance and Fees Due (PTOL-85)
	51414_17025930_01-09-2023_Index of Claims
	51414_17025930_01-09-2023_Issue Information including classification, examiner, name, claim, renumbering, etc.
	51414_17025930_01-09-2023_Search information including classification, databases and other search related notes
	51414_17025930_01-09-2023_List of References cited by applicant and considered by examiner
	51414_17025930_01-09-2023_Examiner's search strategy and results
	51414_17025930_12-12-2022_Fee Worksheet (SB06)
	51414_17025930_12-06-2022_Information Disclosure Statement (IDS) Form (SB08)
	51414_17025930_12-06-2022_Amendment/Request for Reconsideration-After Non-Final Rejection
	51414_17025930_12-06-2022_Claims
	51414_17025930_12-06-2022_Applicant Arguments/Remarks Made in an Amendment
	51414_17025930_12-06-2022_Fee Worksheet (SB06)
	51414_17025930_12-06-2022_Electronic Filing System Acknowledgment Receipt
	51414_17025930_12-06-2022_Fee Worksheet (SB06)
	51414_17025930_11-22-2022_Terminal Disclaimer-Filed (Electronic)
	51414_17025930_11-22-2022_Fee Worksheet (SB06)
	51414_17025930_11-22-2022_Terminal Disclaimer-Electronic-Approved
	51414_17025930_11-22-2022_Electronic Filing System Acknowledgment Receipt
	51414_17025930_09-14-2022_A courtesy postcard sent by USPTO to users who opt-in for e-Office Action
	51414_17025930_09-06-2022_Non-Final Rejection
	51414_17025930_09-06-2022_Index of Claims
	51414_17025930_09-06-2022_Search information including classification, databases and other search related notes
	51414_17025930_09-06-2022_Bibliographic Data Sheet
	51414_17025930_09-06-2022_Examiner's search strategy and results
	51414_17025930_09-06-2022_List of References cited by applicant and considered by examiner
	51414_17025930_09-06-2022_List of References cited by applicant and considered by examiner
	51414_17025930_01-07-2021_Notice of Publication
	51414_17025930_11-17-2020_Preliminary Amendment
	51414_17025930_11-17-2020_Electronic Filing System Acknowledgment Receipt
	51414_17025930_11-17-2020_Applicant Arguments/Remarks Made in an Amendment
	51414_17025930_11-17-2020_Claims
	51414_17025930_11-17-2020_Fee Worksheet (SB06)
	51414_17025930_11-13-2020_Notice to the applicant regarding a non-compliant or non-responsive amendment
	51414_17025930_11-06-2020_Preliminary Amendment
	51414_17025930_11-06-2020_Fee Worksheet (SB06)
	51414_17025930_11-06-2020_Electronic Filing System Acknowledgment Receipt
	51414_17025930_11-06-2020_Applicant Arguments/Remarks Made in an Amendment
	51414_17025930_11-06-2020_Claims
	51414_17025930_11-06-2020_Fee Worksheet (SB06)
	51414_17025930_09-29-2020_Filing Receipt
	51414_17025930_09-29-2020_Fee Worksheet (SB06)
	51414_17025930_09-18-2020_Information Disclosure Statement (IDS) Form (SB08)
	51414_17025930_09-18-2020_Application Data Sheet
	51414_17025930_09-18-2020_Fee Worksheet (SB06)
	51414_17025930_09-18-2020_Electronic Filing System Acknowledgment Receipt
	51414_17025930_09-18-2020_Information Disclosure Statement (IDS) Form (SB08)
	51414_17025930_09-18-2020_Transmittal of New Application
	51414_17025930_09-18-2020_Power of Attorney
	51414_17025930_09-18-2020_Oath or Declaration filed
	51414_17025930_09-18-2020_Specification
	51414_17025930_09-18-2020_Claims
	51414_17025930_09-18-2020_Abstract
	51414_17025930_09-18-2020_Drawings-only black and white line drawings
	51414_17025930_09-18-2020_Preliminary Amendment
	51414_17025930_09-18-2020_Specification
	51414_17025930_09-18-2020_Applicant Arguments/Remarks Made in an Amendment



