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| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
12/695,021 01/01/2013 8346225 RALEPO029 [26WV-160506] 7079
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Headwater Partners I LLC - Outside Firm 1
350 Marine Parkway, Suite 300
Redwood Shores, CA 94065

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 161 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Gregory G. Raleigh, Woodside, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09) 1 SAMSUNG 1038
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HHHHH. | US 7,142,876 11-28-2006 | TROSSEN et al.
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QQQQQ. [US2006/0242685 [10-26-2006 |HEARD et al.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O.Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
12/695,021 01/27/2010 Gregory G. Raleigh RALEP029 7079
[26WV-160506]
107265 7590 1171972012 | |
- . EXAMINER
Headwater Partners I LL.C - Outside Firm 1
350 Marine Parkway, Suite 300 RUDY, ANDREW I
Redwood Shores, CA 94065
| ART UNIT | PAPER NUMBER |
3687
| NOTIFICATION DATE | DELIVERY MODE |
11/19/2012 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

patent@headwaterllc.com

PTOL-90A (Rev. 04/07)
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UNITED STATES DEPARTMENT OF COMMERCE

U.S. Patent and Trademark Office
Address : COMMISSIONER FOR PATENTS

Alexandria, Virginia 22313-1450

APPLICATION NO./ FILING DATE FIRST NAMED INVENTOR / ATTORNEY DOCKET NO.
CONTROL NO. PATENT IN REEXAMINATION
12/695,021 27 January, 2010 RALEIGH, GREGORY G. RALEP029 [26WV-
160506]
EXAMINER
Headwater Partners | LLC - Outside Firm 1
350 Marine Parkway, Suite 300 ANDREW JOSEPH RUDY
Red d Sh , CA 94065
eawooed shores ART UNIT PAPER
3687 20121108
DATE MAILED:

Please find below and/or attached an Office communication concerning this application or

proceeding.

Comm

issioner for Patents

Applicant's November 2, 2012 Information Disclosure Statement (IDS) hasa been reviewed. Note the attached IDS.

/ANDREW JOSEPH RUDY/
Primary Examiner
Art Unit: 3687

PTO-90C (Rev.04-03)
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- IDS PTO/SB/08a (01-10)
Doc code: ID . ! Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 12695021
Filing Date 2010-01-27

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Raleigh, Gregory G.
Art Unit | 3687
Examiner Name I Rudy

Attorney Docket Number | RALEP029

U.S.PATENTS
. . . . Pages,Columns,Lines where
Examiner| Cite Kind Name of Patentee or Applicant ! !
Initial* No Patent Number Code! Issue Date of cited Document Relevant Passages or Relevant

Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button.
U.S.PATENT APPLICATION PUBLICATIONS

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Examiner| Cite No Publication Kind | Publication Name of Patentee or Applicant
Initial* Number Code'| Date of cited Document

1 20080085707 2008-04-10 Fadell, Tony

If you wish to add additional U.S. Published Application citation information please click the Add button.
FOREIGN PATENT DOCUMENTS

Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication :an?i:):&?t;?;ze ° | where Relevant Ts
Initial* No | Number3 Code2j Code4{ Date PP Passages or Relevant
Document .
Figures Appear
1 O

if you wish to add additional Foreign Patent Document citation information please click the Add button
NON-PATENT LITERATURE DOCUMENTS

. o+ | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite o . . :
S (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5
Initials No . . .
publisher, city and/or country where published.

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /AR/
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Application Number 12695021
Filing Date 2010-01-27

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Raleigh, Gregory G.
Art Unit | 3e87
Examiner Name | Rudy

Attorney Docket Number I RALEPO029

1 O
If you wish to add additional non-patent literature document citation information please click the Add button
EXAMINER SIGNATURE
Examiner Signature {Andrew Joseph Rudy/ Date Considered 11/08/2012

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WiPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /AR/



Issue Classification

Application/Control No.

Applicant(s)/Patent under
Reexamination

H“ ”H “ “‘ 12/695,021 RALEIGH, GREGORY G.
Examiner Art Unit
ANDREW JOSEPH RUDY 3687
ISSUE CLASSIFICATION
ORIGINAL CROSS REFERENCE(S)
CLASS SUBCLASS CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
455 4141 370 230
INTERNATIONAL CLASSIFICATION 709 217 224
Hlofa|M 4/32
Glo|s|F 15/173
/
/
/

XXXXXXKXX XX XXX XX XX XXX XX XXXXXX

Total Claims Allowed: 78

(Assistant Examiner)  (Date)
/Andrew Joseph Rudy/ 11/8/2012 0.G. 0.G.
Print Claim(s) Print Fig.
(Legal Instruments Examiner)  (Date) (Primary Examiner) (Date) 1 5

D Claims renumbered in the same order as presented by applicant | [] CPA [JT.D. [IR.1.47
g | B 5| E g | B g | B g | E g | B 3| E
S| o s | @ s | @ S| o s | @ S| o E | o
1 1 31 61 59 [ 91 121 151 181
2 32 35 62 60 92 122 152 182
3 17 | 33 36 | 63 61 93 123 153 183
2 4 18 | 34 37 | 64 62 | 94 124 154 184
5 35 38 65 63 95 125 155 185
3 6 19 | 36 39 | 66 64 | 96 126 156 186
4 7 20 | 37 40 | 67 65 | 97 127 157 187
5 8 21 38 41 68 66 98 128 158 188
6 9 22 | 39 42 | 69 67 | 99 129 159 189
10 40 43 | 70 68 [ 100 130 160 190

7 11 23 | 41 44 71 69 | 101 131 161 191
8 12 24 | 42 45 | 72 70 | 102 132 162 192
9 13 43 46 | 73 71 1103 133 163 193
10 | 14 44 74 72 [ 104 134 164 194
11 15 45 75 73 | 105 135 165 195
12 | 16 46 76 74 | 106 136 166 196
17 25 | 47 77 75 [ 107 137 167 197

18 26 | 48 78 76 | 108 138 168 198

19 49 47 | 79 77 1109 139 169 199

20 50 48 80 78 [ 110 140 170 200

13 | 21 27 | 51 49 | 81 111 141 171 201
22 52 50 | 82 112 142 172 202

23 28 | 53 51 83 113 143 173 203

24 29 | 54 52 | 84 114 144 174 204

25 30 | 55 53 | 85 115 145 175 205

14 | 26 31 56 54 86 116 146 176 206
27 32 | 57 55 | 87 117 147 177 207

15 | 28 33 | 58 56 | 88 118 148 178 208
29 34 | 59 57 89 119 149 179 209

16 | 30 60 58 | 90 120 150 180 210

U.S. Patent and Trademark Office

Part of Paper No. 20121108




PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
mmissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). B-loqks 1 through 5 should be completed where

apmm. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indi unlgss corrected below or directed otherwise in Block 1, by (a) specifying a new cormrespondence add and/or (b) indicating a separate ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This cemﬁ cate cannot be used for any other accompanying
E:pers. Each additional paper, such as an assignment or formal drawing, must
ve its own certificate of mailing or transmission.
107265 7590 10/30/2012
Headwater Partners I LLC - Outside Firm 1 Certificate of Mailing or Transmission
. . I ify that this F Transmittal is being deposited with the United
350 Marine Parkway, Suite 300 Edtl;t:gb iis:emtr?ﬁervice wxs(sh‘ ::g[)g:é%:gs postage for ﬁ‘g;&]?:: mail b:n an t:;rwelo
4065 5: to Mail Sto address ve, or bei facsimi
Redwood Shoses, CA & transmitted to the USPTO (571) 2732885, on the date indicated below.
Ann Taylor (Depositor’s name)
/ { ?/ (Signature)
November 5,2012 (Date)
I APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. I CONFIRMATION NO.
12/695,021 01/27/2010 Gregory G. Raleigh RALEP029 7079
[26WV-160506)

TITLE OF INVENTION: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

I AFFLN. TYPE | SMALL ENTITY [ ISSUE FEE DUE IPUBLICAT[ONFEEDUEIPREV.PAIDISSUEFEEI TO'I'ALFEEIS)DUBI DATE DUE |

nonprovisional NO $1770 $300 $0 $2070 01/30/2013
| EXAMINER | ART UNIT | CLASS-SUBCLASS I
RUDY, ANDREW J 3687 705-030000

1. Change of comrespondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list

CFR 1363). (1) the names of up to 3 registered patent attorneys
Q Clmn?e of correspondence address (or Change of Correspondence or agents OR, altergatively, B
Address form PTO/

/122) attached. (2) the name of a single firm (having as a member a

1 Kirista S. Jacobsen

2 James T. Aslanis, Jr.

[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 lee%lstcmd patent attorneys or agents. If po nameis 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an aslg_ifnee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
3.11. Completion of this form is NOT a substitute for filing an assignment.

recordation as set forth in 37 C
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Headwater Partners I, LLC Redwood Shores, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ tndividua & Corparation or other private group entity 3 Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
&l Issue Fee [ A check is enclosed.
& Publication Fee (No small entity discount permitted) Q Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies [X)'The Director is hereby authorized to charge the required fee(s), any deficiency, or credit an;
overpayment, to Deposit Account Number 5(15% iﬁ enclose an extra copy of this tgnn).

5. Change in Entity Status (from status indicated above)
(& a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. [ b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (i uired) will not be accepted from anyone other than the applicant; a registered altorney or agent; or the assignee or other i
interest as shown by the records of the U » sP)aEMderadeI;g:‘kOfﬁce.y applicant; a regl y or age! g party in

Date _ November 5, 2012

Typed or printed name _ Krista S. Jacobsen Registration No. _ 39374

This collection of information is required by 37 CFR 1.311. The information is l%:xsred to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will d(ergfndllzg upon the individual case. Any comments on the amount of time you require to complete
this form and/or suﬁ_‘gesngnq for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
a, Vir| 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,

Box 1450, Alexan:

Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no p are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE



PATENT
Atty. Docket No.: RALEP029 [26WV-160506]

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Examiner:

Gregory G. Raleigh Andrew J. Rudy
Serial No. 12/695,021 Art Unit: 3687
Filed: January 27,2010 Conf. No.: 7079

Title: Quality of Service for Device Assisted Services

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

NOTICE OF CHANGE OF ENTITY STATUS FROM LARGE TO SMALL
Dear Sir:

The Applicant is entitled to claim small entity status for the above-referenced patent
application, and shall henceforth pay fees due at the small entity rate.

Please change your records to reflect this change in entity status.

No fee should be required for this change of entity status, but if such fee is determined

to be owned, please charge Deposit Account No. 50-5876 for the same.

Respectfully submitted,

Date: November 5, 2012

Krista S. Jacobser, Reg. No. 59,374
Headwater Partners I, LLC

350 Marine Parkway, Suite 300
Redwood Shores, CA 94065
Telephone: (650) 517-2798

CERTIFICATE OF ELECTRONIC TRANSMISSION

I hereby certify that this paper (along with any paper referred to as
being attached or enclosed) is being filed electronically via EFS-Web

addressed to the Commissioner for Patents on:
Date: November 5, 2012 B}{ ;?

Ann Tay)6r )

| S



Electronic Patent Application Fee Transmittal

Application Number:

12695021

Filing Date:

27-Jan-2010

Title of Invention:

QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Filer:

Krista Susan Jacobsen/Ann Taylor

Attorney Docket Number:

RALEP029 [26WV-160506]

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suz—;'g(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 2501 1 885 885
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

1185
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Electronic Acknowledgement Receipt

EFS ID: 14155209
Application Number: 12695021
International Application Number:
Confirmation Number: 7079
Title of Invention: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES
First Named Inventor/Applicant Name: Gregory G. Raleigh
Customer Number: 107265
Filer: Krista Susan Jacobsen/Ann Taylor
Filer Authorized By: Krista Susan Jacobsen
Attorney Docket Number: RALEP029 [26WV-160506]
Receipt Date: 05-NOV-2012
Filing Date: 27-JAN-2010
Time Stamp: 20:51:53
Application Type: Utility under 35 USC 111(a)

Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $1185
RAM confirmation Number 7482
Deposit Account 505876
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

12




Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)
Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

437926
1 Issue Fee Payment (PTO-85B) PO29IFT.pdf no 1

82db8cc02cd745bc1b6b80e947d7a39328

Warnings:

Information:

209770
2 Transmittal Letter PO29Ltr.pdf no 1

0f23ad5ab59869977a281dd4412c0cb471d|

Warnings:

Information:

32105
3 Fee Worksheet (SB06) fee-info.pdf no 2

cfd42ff0d45c93017aa169695c7626040dd
4a06

Warnings:

Information:

Total Files Size (in bytes):i 679801

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed
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Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 12695021

Filing Date 2010-01-27

First Named Inventor | Raleigh, Gregory G.

Art Unit | 3687

Examiner Name [ Rudy

Attorney Docket Number |RALEP029

U.S.PATENTS
. . ] . Pages,Columns,Lines where
Examiner| Cite Kind Name of Patentee or Applicant ! i
Initial* No Patent Number Code! Issue Date of cited Document Relevant Passages or Relevant

Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

. . . _— . Pages,Columns,Lines where
Examiner| . Publication Kind | Publication Name of Patentee or Applicant ! !
Initial* Cite No Number Codel| Date of cited Document R.e levant Passages or Relevant
Figures Appear
1 20080085707 2008-04-10 | Fadell, Tony

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or

Pages,Columns,Lines

Examiner| Cite | Foreign Document | Country Kind | Publication . . where Relevant
Initial* (No | Number3 Codez?j Code4| Date Applicant of cited Passages or Relevant ™
Document .
Figures Appear
1 U
If you wish to add additional Foreign Patent Document citation information please click the Add button
NON-PATENT LITERATURE DOCUMENTS
. o+ | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite L . . :
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.
EFS Web 2.1.17
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Application Number 12695021

Filing Date 2010-01-27

INFORMATION DISCLOSURE

First Named Inventor | Raleigh, Gregory G.

STATEMENT BY APPLICANT  ——— [ee7

( Not for submission under 37 CFR 1.99)
Examiner Name | Rudy

Attorney Docket Number IRALEP029

1 O
If you wish to add additional non-patent literature document citation information please click the Add button
EXAMINER SIGNATURE
Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WiPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17
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Application Number 12695021

Filing Date 2010-01-27

INFORMATION DISCLOSURE First Named Inventor |Raleigh, Gregory G.

STATEMENT BY APPLICANT

Art Unit | 3687
( Not for submission under 37 CFR 1.99)

Examiner Name I Rudy

Attorney Docket Number |RALEP029

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

X any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
{ Fee setforth in 37 CFR 1.17 (p) has been submitted herewith.

[] None
SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.
) (N .

Signature Date (YYYY-MM-DD) 2012-11-02

Name/Print Krista S. Jacobsen Registration Number 59374

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17

16




Electronic Patent Application Fee Transmittal

Application Number: 12695021

Filing Date: 27-Jan-2010

Title of Invention: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES
First Named Inventor/Applicant Name: Gregory G. Raleigh

Filer: Krista Susan Jacobsen/Ann Taylor

Attorney Docket Number: RALEP029 [26WV-160506]

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suz-;'s(tsa)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description

Fee Code

Quantity

Amount

Sub-Total in

UsD($)
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
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Electronic Acknowledgement Receipt

EFS ID: 14141008
Application Number: 12695021
International Application Number:
Confirmation Number: 7079
Title of Invention: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES
First Named Inventor/Applicant Name: Gregory G. Raleigh
Customer Number: 107265
Filer: Krista Susan Jacobsen/Ann Taylor
Filer Authorized By: Krista Susan Jacobsen
Attorney Docket Number: RALEP029 [26WV-160506]
Receipt Date: 02-NOV-2012
Filing Date: 27-JAN-2010
Time Stamp: 17:54:53
Application Type: Utility under 35 USC 111(a)

Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $180
RAM confirmation Number 5062
Deposit Account 505876
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
300402
1 Transmittal Letter P029Trans.pdf no 1
901ae227bda87de4881fdf6411cdc98836b|
9d5a8
Warnings:
Information:
Inf tion Discl Stat t (IDS) 682943
nrormation Liscliosure s>tatemen
2 Form (SB08) P029IDS.pdf no 3
7d875664f9380a1e8661653f593a80cf934d|
3che
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
30362
3 Fee Worksheet (SB06) fee-info.pdf no 2
14ffdc3ed6df89042e50061f1e4ad8ded Sef |
413a
Warnings:
Information:
Total Files Size (in bytes)1 1013707

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc Code: TRAN.LET

Document Description: Transmittal Letter
PTO/SB/21 (07-09)
Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ppition Number

12/695021
TRANSMITTAL Filing Date January 27, 2010
FORM First Named Inventor Gregory G. Raleigh
Art Unit 3687 Cont. 7079
 (to be used for all comrespondence after initial fling) Examiner Name Andrew J. Rudy
K Total Number of Pages in This Submission 6 Attorey Docket Number RALEP029 )

ENCLOSURES (Check all that apply)

After Allowance Communication to TC

Fee Transmittal Form

D Fee Aftached

Drawing(s)

Appeal Communication to Board

Licensing-related Papers of Appeals and Interferences

Appeal Communication to TC
(Appeal Notice, Brief, Reply Brief)

[

Petition
Petition to Convert to a
Provisional Application

Amendment/Reply

D After Final

Proprietary Information

LOOooo oo
poooo od

D Power of Attorney, Revocation
Affidavits/declaration(s) Change of Correspondence Address Status Letter
. o Other Enclosure(s) (please Identify
I:l Extension of Time Request Terminal Disclaimer below):
D Express Abandonment Request Request for Refund
Information Disclosure Statement CD. Number of CD(s)
I:l Landscape Table on CD
D Certified Copy of Priority |_Remarks
Document(s) You are hereby authorized to charge any additional fee required or credit any overpayment to
D Reply to Missing Parts/ Deposit Account No. 50-5876.
Incomplete Application
Reply to Missing Parts

under 37 CFR 1.52 or 1.53

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

[ Firm Name
H ead\,aterrﬁlheﬁ |, LLC
Signature
Printed name Krista S. Jacobsen
Date November 2, 2012 | Reo-No. 50374
r CERTIFICATE OF TRANSMISSION/MAILING \

| hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on
the date shown below:

Signature 0 2
N - ~
Qped or printed name | Ann Taylor / Date |November 2, 2012 )

This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is govemned by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

I EXAMINER |
107265 7590 10/30/2012

Headwater Partners I LLC - Outside Firm 1
350 Marine Parkway, Suite 300
Redwood Shores, CA 94065

RUDY, ANDREW T

I ART UNIT PAPER NUMBER |

3687

DATE MAILED: 10/30/2012

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

12/695,021 01/27/2010 Gregory G. Raleigh
TITLE OF INVENTION: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

RALEP029 7079
[26WV-160506]

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1770 $300 $0 $2070 01/30/2013
THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

II. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

107265 7590 10/30/2012
Headwater Partners I LLC - Outside Firm 1 Certificate of Mailing or Transmission
. . I hereby certify that this Fee(s) Transmittal is being deposited with the United
350 Marine Parkway , Suite 300 States Postal Service with sufficient postage for first class mail in an envelope
Redwood Shores, CA 94065 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/695,021 01/27/2010 Gregory G. Raleigh RALEP029 7079
[26WV-160506]
TITLE OF INVENTION: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES
I APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1770 $300 $0 $2070 01/30/2013
| EXAMINER | ART UNIT | crasssuscrass |
RUDY, ANDREW J 3687 705-030000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). ol - 1
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. ; . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address"” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - # of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submutting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toage Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, AIexand%'ia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
12/695,021 01/27/2010 Gregory G. Raleigh RALEP029 7079
[26WV-160506]
EXAMINER |
107265 7590 10/30/2012
Headwater Partners I LLC - Outside Firm 1 RUDY, ANDREW J
350 Marine Parkway, Suite 300
Redwood Shores, CA 94065 I ART UNIT PAPER NUMBER |

3687

DATE MAILED: 10/30/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 179 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 179 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3of 3
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. . 12/695,021 RALEIGH, GREGORY G.
NOtlce Of AIIOWabIIIty Examiner Art Unit
ANDREW JOSEPH RUDY 3687

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 16 August 2012 Amendment.

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ;
the restriction requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1,4.6-16,21,26,28,30,33-39,41,42,47,48 and 51-100.

4. [[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[J Al b)[J Some* c)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [] Cetrtified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.
6. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date _____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheei(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’'s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [X] Notice of References Cited (PTO-892) 5. [] Notice of Informal Patent Application
2. [J Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [] Interview Summary (PTO-413),
Paper No./Mail Date .
3. Information Disclosure Statements (PTO/SB/08), 7. X] Examiner's Amendment/Comment
Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [J Examiner's Statement of Reasons for Allowance
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DETAILED ACTION
1. Pursuant to Applicant’s August 16, 2012 Amendment and REMARKS, the

previous rejection is withdrawn.

EXAMINER’S AMENDMENT
2. An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.
Authorization for this examiner’'s amendment was given in a telephone interview

with Krista Jacobsen (Reg. No. 59,374) on October 22, 2012.

3. The application has been amended as follows:

1. (Currently amended) A system, comprising:

one or more modems for enabling a wireless end user communications device to

communicate at least over a first wireless access network and a second wireless access network:

a processor of ar the wireless end user communications device configured to:

determine that the wireless end user communications device is connected

to the first wireless access network:

when the wireless end user communications device is connected to the

first wireless access network:

facilitate a plurality of simultaneous quality-of-service (QoS)

connections between the wireless end user communications device and a network system
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communicatively coupled to the wireless end user communications device by the first wireless

access network

determite-aquatty-ofservice oS requesttor associale 4

particular service activity of the wireless end user communications device with a particular QoS

connection of the plurality of simultaneous QoS connections, evera—wireless-retweork(;] and

assist in implementing a first traffic control configured to control

attempted or successful communications associated with the particular service activity over
verify-the particular QoS—request-for-the connection service-overthe-wireless-network; and

when the wireless end user communications device is connected to the

second wireless access network, assist in implementing a second traffic control configured to

control attempted or successful communications associated with the particular service activity,

the second traffic control being different from the first traffic control; and

[[a]] memory coupled to the processor and configured to provide the processor

with instructions.

2-3. (Canceled)

4. (Currently amended) The system recited in claim 1, wherein the particular QoS
connection serviee supports a first QoS level, wherein the first QoS level comprises one or more
of the-foHewingQeoSHevels: conversational, streaming, interactive data, best-effort data, and

background data, and wherein a second QoS connection of the plurality of simultaneous QoS

connections supports a second QoS level that is not supported by the particular QoS connection.

5. (Canceled)

6. (Currently amended) The system recited in claim 1, wherein associate a particular

service activity of the wireless end user communications device with a particular QoS connection

of the plurality of simultancous QoS connections determine-the-quality-ofservice QoS request

comprises: [[:]]
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obtain [[the]] a QoS request through a QoS application programming interface
(API), the QoS API comprising an interface on the wireless end user communications device
configured to communicate QoS information to or from an application on the wireless end user

communications device.

7. (Currently amended) The system recited in claim 1, wherein the processor is further

configured to associate the particular service activity with the particular QoS connection at least

in part by[[:]]

monitoring attempted or successful communications by the wireless end user

communications device associated with use-ef the particular service activitys-and
i irre-the QoS | ’ | ) ‘ al o,

8. (Currently amended) The system recited in claim [[7]] 1, wherein the processor is
configured to associate the particular service activity with the particular QoS connection reguest
s-determined based at least in part on an-assectation-between-the-monitored-use-of the-serviee

and one or more of the following: an application activity, a network end point or destination, &

QeS—channel; a traffic type, a content type, and a pattern of application or QoS service activity.

9. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to:
assist in providing a user interfaee notification associated with the particular

service activity, #the-QeSrequestis-determined; wherein the user notification includes one or

more of the following: a confirmation of [[the]] a QoS request or a QoS communication attempt

agsociated with the particular service activity, a confirmation for future similar QoS requests or

similar QoS communication attempts associated with the particular service activity.[[;]] an

indication that a first QoS level associated with the QoS request or the QoS communication
attempt will be provided.[[;]] an indication that the first QoS level asseetated-with-the-QoS

reguest is not available or will not be provided,[[;]] an option to purchase a service level

associated with the QoS request_or the QoS communication attempt,[[;]] an option to upgrade to
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a new service plan,[[;]] and an indication that an-attempted-orsueeessful the particular service
activity efthe-end-usercommunications-deviee requires or can benefit from a second QoS level.

10. (Canceled)

11. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to:
assist in implementing a service profile for assisting in the first traffic control of

the particular service activity, end-usercommunications-devicesuse-ofthe-servce-on-the

wireless-networls wherein the service profile includes one or more service policy settings for
assisting in monitoring the attempted or successful communications associated with #se-of the

particular service activity based on the service profile and-determiningthe- QoS-requestbased-on
the-menitered-use-of the-serviee; and

update the service profile based on using information obtained from a network

element or from a service controller.

12. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to:

determine if the particular service activity is authorized for the particular QoS

connection reguest is-atthorized based on a service plan associated with the wireless end user

communications device, or based on a user input; and

when the particular service activity QeS-request is not authorized_for the

particular QoS connection, prevent the particular service activity an-enablement-efa from using
the particular QoS connection ehannel-asseciated-with-the-QoSrequest.

13. (Currently amended) The system recited in claim 1, wherein the processor is
configured to associate the particular service activity with the particular QoS connection of the
plurality of simultaneous QoS connections at least in part by verify-the-QeSrequestfor-the
service-over-the-wireless-networkeomprises determining[[e]] if [[the]] 2 QoS request or QoS
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communication attempt associated with the particular service activity is authorized based on QoS

rules.

14. (Currently amended) The system recited in claim 1, wherein associate a particular

service activity of the wireless end user communications device with a particular QoS connection

of the plurality of simultaneous QoS connections verify-the-QoSrequest-for-the service-over-the

wireless-network comprises: obtain at least an aspect of QoS rules from a service controller or a

network element,

determine if [[the]] a QoS request or QoS communication attempt associated with

the particular service activity is allowed based at least in part on the obtained aspect of the QoS

rules; and

take an action based on the determination.

15. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to:
obtain at lecast an aspect of QoS rules from a service controller or a network
element, wherein the QoS rules include a QoS activity map that associates a-QeS the particular

service activity with one or more QoS serviee levels.

16. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to:

determine if [[the]] a QoS request or QoS communication attempt associated with

the particular service activity is authorized; and

assist in providing a user #nterfaee notification if the QoS request or QoS

communication attempt is not authorized.

17-20. (Canceled)

21. (Currently amended) The system recited in claim 1, wherein the processor is further

configured to:
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determine whether a QoS request associated with the particular service activity is

authorized for the particular QoS connection based on QoS rules; and

send the QoS request to an access point if the QoS request is determined to be
authorized for the particular QoS connection based on the QoS rules, wherein the access point

agsists the processor in facilitating[[es]] [[a]] the particular QoS connection session-for-the- QoS
request-based-onnetwork-—capaeity.

22-25. (Canceled)

26. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to:

send [[the]] a first QoS request associated with the particular service activity to a

service controller or a network element;

receive a QoS approval authorization for the particular QoS connection of the

plurality of simultancous QoS connections from the service controller or the network element;

and

send a second QoS request to a base station, wherein the second QoS request

includes the QoS approval authorization for-ene-ormere-QoStinksforaQoS-channel.
27. (Canceled)
28. (Currently amended) The system recited in claim 1, wherein the processor is further

configured to:

send [[the]] a QoS request associated with the particular service activity to a

service controller, wherein the service controller assists the processor in facilitating

A& the particular QoS

ines; and
obtain the-service-controHer+eturns a QoS reservation for the particular

provisiened QoS connection from the service controller ehannel.
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29. (Canceled)

30. (Currently amended) The system recited in claim 1, wherein the processor is further

configured to:

assist in determining an accounting for usage associated with the particular

service activity QeS-session.

31-32. (Canceled)

33. (Currently amended) The system recited in claim 1, wherein the processor is further

configured to assist in implementing the first traffic control at least in part by[[:]] implementing a

QoS router for assisting in managing one or more of the plurality of simultaneous QoS

connections sesstonsfor-the-end-user-connunications-device.

34. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to:
assist in sending network capacity information or network congestion information

to a network element or to a service controller.

35. (Canceled)

36. (Currently amended) The system recited in claim 33 [[1]], wherein the-processeris

the-end-usercommunications-devicerand-wheretn the QoS router is configured to assist in
implementing at least one of: upgrade a QoS class or a QoS level, downgrade a QoS class or a
QoS level, deallocate a QoS class or a QoS level, traffic shape a communication associated with

the-one-er-meore one of the plurality of simultancous QoS connections sessions, delay a

communication associated with the-ene-er-mere one of the plurality of simultaneous QoS
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connections sesstens, time window a communication associated with the-ene-or-mere one of the

plurality of simultaneous QoS connections sessiens, throttle a communication associated with the

ene-ormere one of the plurality of simultaneous QoS connections sessiens, queue with priority a

communication associated with the-ene-ormere one of the plurality of simultaneous QoS

connections sessiens, and block a communication associated with the-ene-orsmeore one of the

plurality of simultaneous QoS connections sesstens based on wireless network QoS availability

or congestion.

37. (Currently amended) The system recited in claim 36 [[1]], wherein the-processeris

implementing one or more of the following: a background QoS service level; a best effort

service level, a QoS differentiated service level, and a QoS guaranteed service level.

38. (Currently amended) The system recited in claim 1, wherein the particular service

activity is a first service activity, and wherein the particular QoS connection is a first QoS

connection precessoris-further configured-to:

channel-the-first QoS-channel associated with a first QoS class, and wherein the processor QoS

reuter is further configured to assist in passing, blocking, controlling, throttling, delaying,
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deferring, routing, directing, priority queuing, forwarding, or tunneling attempted or successful

communications associated with a second QeS service activity over a second QoS connection

ehannel of the plurality of simultaneous QoS connections, wherein the second QoS connection

ehannel is associated with a second QoS class.

39. (Currently amended) The system recited in claim 33 [[1]], wherein the processor is
further configured to[[:]]
reeetve obtain network QoS information from a network element, a base station or
a service controller, the network QoS information comprising one or more of network capacity
information, network congestion information, QoS availability information and a QoS
policy,[[;]] and
wherein implementing the [[a]] QoS router comprises using for-assisting-in

more-QoeS-sesstons-for-the-end-usercommunications-device-based-on the

received network QoS information.

40. (Canceled)

41. (Currently amended) The system recited in claim 33 [[1]], wherein the processor is
further configured to:
implement-a-QoS-router,-wheretnthe-useris offer[[ed]]. to a user, a choice of
whether er#et to allow the QoS router to dynamically manage QoS of one or more andternen-

QeS service[[s]] activities available to the wireless end user communications device.

42. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to:
assist in determining a service usage accounting for the particular [[a]] QoS
connection sessten, wherein the service usage accounting is determined based at least in part on
one or more of the following: a QoS[[s]] level, a QoS class, a traffic priority level, a network

type, an allocated network bandwidth, a QoS priority, and a radio access bearer (RAB) type.
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43-46. (Canceled)

47. (Currently amended) A method performed by one or more processors in a[[n]]

wireless end user communications device configured to communicate at least over a first

wireless access network and a second wireless access network, the method comprising:

determining that the wireless end user communications device is connected to the

first wireless access network;

when the wireless end user communications device is connected to the first

wireless access network:

facilitating a plurality of simultaneous quality-of-service (QoS)

connections between the wireless end user communications device and a network system

communicatively coupled to the wireless end user communications device by the first wireless

access network:

determining associating a particular service activity of the wireless end

user communications device with a particular QoS connection of the plurality of simultaneous

QoS connections guality-efservice{QoS)requestfor-aservice-overa-wirelessnetweork; and

verifying assisting in implementing a first traffic control configured to

control attempted or successful communications over the particular QoS connection that is

associated with the particular service activity; and request-for-the-service-over-the-wireless
network

when the wireless end user communications device is connected to the second

wireless access network, assist in implementing a second traffic control configured to control

attempted or successful communications associated with the particular service activity over the

second wireless access network, the second traffic control being different from the first traffic

control.
48. (Currently amended) A computer program product, the computer program product

being embodied in a non-transitory computer readable storage medium and comprising computer

instructions executed in one or more processors of a[[n]] wireless end user communications
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device configured to communicate at least over a first wireless access network and a second

wireless access network, the computer instructions for:

determining that the wireless end user communications device is connected to the

first wireless access network:

when the wireless end user communications device is connected to the first

wireless access network:

facilitating a plurality of simultaneous quality-of-service (QoS)

connections between the wireless end user communications device and a network system

communicatively coupled to the wireless end user communications device by the first wireless

access network:

determining associating a particular service activity of the wireless end

user communications device with a particular QoS connection of the plurality of simultaneous

QoS connections gquality-efservice(QoS)requestfor-aservice-overa-wireless-network; and

vertfying assisting in implementing a first traffic control configured to

control attempted or successful communications over the particular QoS connection that is

agsociated with the particular service activity; and request-for-the-service-over-the-wireless
network

when the wireless end user communications device is connected to the second

wireless access network, assist in implementing a second traffic control configured to control

attempted or successful communications associated with the particular service activity over the

second wireless access network, the second traffic control being different from the first traffic

control.

49-50. (Canceled)

51. (Currently amended) The system recited in claim 13, wherein the QoS rules are

associated with a service plan for the wireless end user communications device.

52. (Canceled)
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53. (Currently amended) The system recited in claim 13, wherein the processor of the
wireless end user communications device is further configured to:
assist in providing a user notification through a user interface of the wireless end

user communications device, the user notification describing an aspect of the QoS rules.

54. (Currently amended) The system recited in claim 14, wherein the action comprises

one or more of: assist to establish [[a]] the particular QoS connection ehannel; assist to provide a

QoS level; forward information about the QoS request_or QoS communication attempt to a

network element or to a service controller; assist to deny the particular QoS connection ehansel;

assist to deny the QoS level; decline to forward information about the QoS request or QoS

communication attempt to the network element or to the service controller; and assist in

providing a user interface notification associated with the QoS request_ or QoS communication

attempt.

55. (Currently amended) The system recited in claim 1 [[15]], wherein the QeS
particular service activity comprises an attempted or successful network access associated with
one or more of the following: an application, a network destination, a network source, a network

end point, a uniform resource locator (URL), a website, a network server, a particular service

provider, a particular network type, a traffic type, a content type, a network protocol, a traffic
session type, a QoS identifier, a time of day, a state of network capacity, a network busy state, a
user service plan authorization or standing, a roaming or home network status, voice-over-

Internet-protocol (VOIP) traffic, streaming video traffic, differentiated access bandwidth during

busy network periods, real-time interactive traffic, communications that include network
connected multimedia meetings, communications that include shared presentations,

communications that include pictures, communications that include videos, communications that

include voice, Internet browsing, short message service (SMS) or push to talk, email message
body delivery, email attachment delivery, communications associated with background
download services, communications associated with email downloads or other file transfers,

communications associated with file transfer protocol (FTP), communications taking place when

the user is not interacting with an application that is communicating with the network,
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communications associated with software updates, communications associated with a best effort
QoS level,[[;]] communications associated with an interactive QoS level, communications
associated with a QoS level for time sensitive services, communications associated with a
guaranteed bit rate QoS level, communications associated with a near real time or interactive

QoS level, and communications associated with a background QoS level.

56. (Currently amended) The system recited in claim 1 [[15]] wherein the QeS particular

service activity comprises attempted or successful communications associated with an

application rusaning on the wireless end user communications device.

57. (Currently amended) The system recited in claim 15 [[56]], wherein the one or more
QoS serviee levels comprise a background service level,[[;]] and wherein the processor is further

configured to assist in implementing the first traffic control by implementing a QoS policy

associated with the background service level.

58. (Currently amended) The system recited in claim 15, wherein the particular service

activity comprises attempted or successful communications associated with an application on the

wireless end user communications device, and wherein the one or more QoS serviee levels

comprise a background service level,[[;]] and wherein the processor is further configured to

assist in implementing a QoS policy associated with the background service level.

59. (Currently amended) The system recited in claim 16, wherein the user notification

includes one or more of the following: information about a denial of the QoS request_or QoS

communication attempt, information explaining a reason[[(s)]] for a denial of the QoS request_or

QoS communications attempt, an option to purchase a new service level for the QoS request_or

QoS communication attempt, and an option to upgrade to a new service plan.

60-61. (Canceled)
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62. (Currently amended) The system recited in claim 38, wherein the first QoS
connection ehannel or the second QoS connection ehannel is one or more of a prioritized traffic

queue, and-a radio access bearer, a QoS channel, and a QoS session.

63. (Currently amended) The system recited in claim 33 [[39]], wherein assisting in

managing one or more of the plurality of simultanecous QoS connections sessions-for-the-end-user

communteations-deviee comprises assisting in [[to]] implementing one or more traffic shaping

parameters for the one or more of the plurality of simultancous QoS connections sesstons.

64. (Currently amended) The system recited in claim 1, wherein determine-the-quality-of
service-(QoS)requestfor-the-service-over-the-wireless-network associate a particular service

activity of the wireless end user communications device with a particular QoS connection of the

plurality of simultaneous QoS connections comprises identify an attempted or successful traffic

flow associated with a particular QoS level, the attempted or successful traffic flow comprising

one or more related data transfers.

65. (Currently amended) The system recited in claim 64, wherein identify the attempted
or successful traffic flow comprises tag the attempted or successful flow to preserve an
association between the attempted or successful traffic flow and an application on the wireless

end user communication device when the attempted or successful traffic flow is processed by

one or more operations on the wireless end user communications device.

66. (Currently amended) The system recited in claim 64, wherein identify the attempted
or successful traffic flow comprises tag the attempted or successful traffic flow to preserve an
association between the attempted or successful traffic flow and a traffic type when the
attempted or successful traffic flow is processed by one or more operations on the wireless end

user communications device.

67. (Currently amended) The system recited in claim 64, wherein identify the attempted

or successful traffic flow comprises tag the attempted or successful traffic flow to preserve an

40



Application/Control Number: 12/695,021 Page 16
Art Unit: 3687

association between the attempted or successful traffic flow and a network endpoint or network
destination when the attempted or successful traffic flow is processed by one or more operations

on the wireless end user communications device.

68. (Currently amended) The system recited in claim 64, wherein identify the attempted
or successful traffic flow comprises tag the attempted or successful traffic flow to preserve an
association between the attempted or successful traffic flow and a traffic route, a traffic re-
direction, a traffic tunnel, [[a]] the particular QoS connection ehannel, a radio access bearer, a

QoS channel, a QoS session, or a logical channel when the attempted or successful traffic flow is

processed by one or more operations on the wireless end user communications device.

69. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to provide a QoS application programming interface (API), the QoS API comprising
an interface on the wireless end user communications device for communicating QoS

information to or from an application on the wireless end user communications device.

70. (Previously presented) The system recited in claim 69, wherein the QoS information
communicated to or from the application comprises information to inform the application of at
least one of an available QoS level, a level of network congestion, an available data rate, an

available bandwidth, and an available communication performance level.

71. (Currently amended) The system recited in claim 69, wherein the QoS information
communicated to or from the application comprises information to inform the application of one
or more networks to which the wireless end user communications device is connected or is

capable of being connected.

72. (Currently amended) The system recited in claim 69, wherein the QoS information
communicated to or from the application comprises information enabling the application to

request or establish a level of QoS, a first QoS connection of the plurality of simultancous QoS

connections, ehannelor a QoS cnabled radio access bearer, a QoS channel, or a QoS session.
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73. (Currently amended) The system recited in claim 1, wherein associate a particular

service activity of the wireless end user communications device with a particular QoS connection

comprises:

identify an attempted or successful QoS communication associated with the

particular service activity, and
associate the identified attempted or successful communication QeS-service

aetrvity with a QoS level based on the-tdentified-attempted-orsuceessful-QoS-service-activity-and
et a QoS activity map.

74-78. (Canceled)

79. (Currently amended) The system recited in claim 1, wherein associate a particular

service activity of the wireless end user communications device with a particular QoS connection

of the plurality of simultancous QoS connections determine-the-quality-of service {QoS)request
for-the-service-overthe-wirelessnetwork comprises identify a QoS rule for an attempted or

successful communication associated with the particular service usage-activity by-the-end-user

commueations-deviee, and wherein theprecessor-ofthe-end-usercommunications-devieets
further-configured-te assist in implementing a first traffic control comprises implement the QoS

rule using-a-QoSreuterfunection.

80. (Currently amended) The system recited in claim 79, wherein the QoS rule cemprises

directs the processor to pass, block, control, throttle, delay, defer, direct, [[to]] route, forward

tunnel, or priority queue te-re-direet a traffic flow associated with the attempted or successful

communication service-tsage-aetivity to one or more of a device QoS processing queue, the
particular [[a]] QoS connection ehannel, a particular radio access bearer, a particular QoS

channel, a particular QoS session, a particular network tunnel, a particular network logical

channel, and a particular network end point.
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81. (Currently amended) The system recited in claim 79, wherein identify the QoS rule
for the attempted or successful communication serviee-tsage-activity-by-the-end-user
commtRications-deviee comprises:

monitor the attempted or successful communication serviee-usage-aetivity; and

identify the QoS rule based on #fermationfrem the monitored|[ing]] attempted or

successful communication.

82. (Previously presented) The system recited in claim 79, wherein the QoS rule is
identified based on a QoS mapping associated with one or more of a particular application, a
particular network destination or end point, a particular traffic type, a network QoS availability

level, a network congestion level and a network type.

83. (Currently amended) The system recited in claim 79, wherein the-processor-of-the
end-user-communications-devicets-furtherconfigured-te-asststin implement[[ing]] the QoS rule

comprises by pass, block, control, throttle, delay[[ing]], defer[[ring]], direct, route, forward,

tunnel, or time-windewing; priority queue|[ing]|;-prieritizingthrotthingortraffic shaping-one-or
mere-communications-associated-with the attempted or successful communication serviee-usage

84. (Currently amended) The system recited in claim 79, wherein the processor of the
wireless end user communications device is further configured to obtain an update for at least an

aspect of the QoS rule from a network element or a service controller.

85. (Currently amended) The system recited in claim 1, wherein assist in implementing a

first traffic control
wireless-network comprises:
determine obtain a first QoS rule associated with a first attempted or successful

communication associated with the particular service usage activity by-the-end-user
communications-deviee,[[;]] and

implement the first QoS rule,
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and wherein the processor is further configured to:

determine apply a second QoS rule associated with a second attempted or
successful communication associated with a second service usage activity by-the-end-user
communications-deviee,[[;]] and

configured-te-assistin implement[[ing]] the first QoSrule-and-the second QoS rule usinga-QoS
routerfunection.

86. (Currently amended) The system recited in claim 85, wherein the second QoS rule

differs from the first QoS rule, and wherein the first QoS rule [[is]] directs the processor to pass,

block, control, throttle, delay, defer, direct, [[to]] route, forward, tunnel, or priority queue erte

re-direet a traffic flow associated with the first attempted or successful communication serviee

usage-aetivity to one or more of a device QoS processing queue, [[a]] the particular QoS

connection ehannel, a particular radio access bearer, a particular QoS channel, a particular QoS

session, a particular network tunnel, a particular network logical channel, and a particular

network end point:-and-the-second-QoSrule-differsfromthe first QoS+ule.

87. (Currently amended) The system recited in claim 85, wherein the first QoS rule is

obtained determined based on monitoring the first attempted or successful communication

88. (Currently amended) The system recited in claim 85, wherein the first QoS rule is
obtained determined based on a first QoS mapping for a st particular application, a particular
network destination or end point, a particular traffic type, a network QoS availability level, a

network congestion level, or a network type and-the-second-QoS-rule-is-determined-based-ona
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89. (Currently amended) The system recited in claim 85, wherein the first QoS rule is
determined obtained based on information obtained with the assistance of a QoS application
programming interface (API), the QoS API comprising an interface on the wireless end user
communications device for communicating QoS information to or from an application on the

wireless end user communications device.

90. (Currently amended) The system recited in claim 85, wherein the first QoS rule is
obtained determined based on first information obtained from a first application with the
assistance of a QoS application programming interface (API), and the second QoS rule is
determined based on second information obtained from a second application with the assistance
of the QoS API, the QoS API comprising an interface on the wireless end user communications

device for communicating QoS information to or from the first and second applications.

91. (Currently amended) The system recited in claim 85, wherein precesserin-the-end
user-communications-deviceis-Further-configuredsbased-en the first QoS rule[[,]] directs the
processor to assist in delaying, deferring, time windowing, queuing, prioritizing, throttling, or
traffic shaping ene-ermere-communications-assoetated-with the first attempted or successful
communication service-tsage-activity: and;-based-en the second QoS rule[[,]] directs the

processor to assist in delaying-deferringtime-windeowing-quening,prioritizingthre

tratfie-shaping allowing or not interfering with one or more communications associated with the

second attempted-ofsuecessful service usage activity.

92. (Currently amended) The system recited in claim 85, wherein the processor of the
wireless end user communications device is further configured to obtain an update for at least an

aspect of the first QoS rule from a network element or a service controller.

93. (Currently amended) The system recited in claim 1, wherein the particular service

activity is a first service activity, and wherein the particular QoS connection request-for-the
service-over-the-wireless-network is a first QoS connection, requestforafirstservice-over-the
wireless-network and wherein the processor is further configured to:
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determine associate a second service activity with a second QoS connection of the

plurality of simultaneous QoS connections reguest-for-a-second-service-overthe-wireless
network; and

assist in implementing a third traffic control configured to control attempted or

successful communications associated with the second service activity over the second QoS

94. (Currently amended) The system recited in claim 1, wherein the processor is further
configured to obtain at least an aspect of a QoS activity map from a user interface, the QoS
activity map providing an association of [[a QoS]] the particular service activity with one or

more QoS serviee levels,[[;]] and wherein determine associate the particular service activity of

the wireless end user communications device with the particular QoS connection of the plurality

of simultaneous QoS connections the-quatity-ofservice{QoS) requestforthe-service-overthe
wirelessnetwork comprises menitoruse-ofthe-service-and identify an attempted or successful

communication associated with the QeS particular service activity_and associate the identified

attempted or successful communication with a particular QoS level of the one or more QoS

levels.[[;]] and wherein assist in implementing the first traffic control verifi-the-QeS-requestfor
the-serviee-over-the-wirelessnetwork comprises obtain a QoS rule from the QoS activity map

and apply the QoS rule;the-QoS—+ule-eonfigured to assist in implementing the ene-ermeore

particular QoS serviee level[[s]] for the attempted or successful communication associated with

the particular QeS service activity.

95. (Currently amended) The system of claim 94, wherein the particular QeS service
activity comprises an attempted or successful network access associated with one or more of the
following: an application, a network destination, a network source, a network end point, a

uniform resource locator (URL), a website, a network server, a particular service provider, a

particular network type, a traffic type, a content type, a network protocol, a traffic session type, a
QoS identifier, a time of day, a state of network capacity, a network busy state, a user service

plan authorization or standing, a roaming or home network status, voice-over-Internet-protocol
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(VOIP) traffic, streaming video traffic, differentiated access bandwidth during busy network
periods, real-time interactive traffic, communications that include network connected multimedia
meetings, communications that include shared presentations, communications that include
pictures, communications that include videos, communications that include voice, Internet

browsing, short message service (SMS) or push to talk, email message body delivery, email

attachment delivery, communications associated with background download services,
communications associated with email downloads or other file transfers, communications

associated with file transfer program (FTP), communications taking place when the user is not

interacting with an application that is communicating with the network, communications
associated with software updates, communications associated with a best effort QoS level,
communications associated with an interactive QoS level, communications associated with a
QoS level for time sensitive services, communications associated with a guaranteed bit rate QoS
level, communications associated with a near real time or interactive QoS level, and

communications associated with a background QoS level.

96. (Currently amended) The system recited in claim 94, wherein the particular QeS

service activity comprises attempted or successful communications associated with an

application running on the wireless end user communications device.

97. (Currently amended) The system recited in claim 94, wherein the one or more QoS

serviee levels comprise[[s]] a background service level.

98. (Currently amended) The system recited in claim 94, wherein the particular QeS

service activity comprises an attempted or successful communication associated with an

application running on the wireless end user communications device, and the one or more QoS

serviee levels comprise[[s]] a background service level.
99. (New) The system recited in claim 1, wherein the particular service activity is a

background access associated with a particular application on the wireless end user

communications device, and wherein the processor is further configured to obtain a user input
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specifying to block the background access associated with the particular application, and wherein

assist in implementing a first traffic control comprises blocking the background access.

100. (New) The system recited in claim 94, wherein the one or more QoS levels
comprise a background service level, and wherein the processor is further configured to assist in
implementing the first traffic control by implementing a QoS policy associated with the

background service level.

101. (New) The system recited in claim 1, wherein the first traffic control comprises one
or more of allowing, blocking, throttling, delaying, deferring, directing, routing, forwarding,

tunneling, and priority queuing the particular service activity.

102. (New) The system recited in claim 1, wherein the second traffic control comprises

allowing the particular service activity.

103. (New) The system recited in claim 1, wherein at least one of the first traffic control

and the second traffic control is based on a user preference.

104. (New) The system recited in claim 1, wherein the first traffic control comprises
blocking or restricting the attempted or successful communications associated with the particular
service activity, and the second traffic control comprises allowing or not interfering with the

attempted or successful communications associated with the particular service activity.

105. (New) The system recited in claim 104, wherein the first wircless access network is

a cellular network, and the second wireless access network is a wireless fidelity (WiFi) network.

106. (New) The system recited in claim 104, wherein the first wireless access network is

a roaming network, and the second wireless access network is a home network.
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107. (New) The system recited in claim 104, wherein the particular service activity

comprises a background activity.

108. (New) The system recited in claim 1, wherein the first wireless access network is
associated with a first cost, and the second wireless access network is associated with a second

cost, the first cost being larger than the second cost.

109. (New) The system recited in claim 108, wherein the first traffic control comprises
blocking or restricting the attempted or successful communications associated with the particular

service activity.

110. (New) The system recited in claim 1, wherein the processor is configured to assist
in implementing the first traffic control by assisting in controlling a first QoS, and wherein the
processor is configured to assist in implementing the second traffic control by assisting in

controlling a second QoS.

4. Further pertinent references of interest are noted on the attached PTO-892.

5. Applicant’s Information Disclosure Statements (IDS’s) submitted August 13, 2012

and October 10, 2012 have been reviewed. Note the attached IDS'’s.

6. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ANDREW JOSEPH RUDY whose telephone number is

(571)272-6789. The examiner can normally be reached on Monday thru Friday.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Matthew S. Gart can be reached on 571-272-3955. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW JOSEPH RUDY/
Primary Examiner, Art Unit 3687
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Examiner: RUDY, ANDREW J
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Confirmation No.: 7079

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT A

Dear Sir:

In response to the Office Action dated February 16 2012, please amend the above-

identified application as follows:

Amendments to the Claims are reflected in the listing of claims that begins on page 2 of this

paper.

Remarks/Arguments begin on page 19 of this paper.

Application No. 12/695,021

1
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PATENT

The following listing of claims will replace all previous versions and listings of claims in the

application.

Listing of Claims:

1. (Currently Amended) A system, comprising:
a processor of an end user communications device configured to:
determine a quality of service (QoS) request for a service over a wireless network;
and
verify the QoS request for the service over the wireless network;
a memory coupled to the processor and configured to provide the processor with

instructions.

2. (Currently Amended) The system recited in claim 1, wherein the end user
communications device is a mobile communications device or an intermediate networking

device, and the service includes one or more Internet based services.
3. (Canceled)

4, (Currently Amended) The system recited in claim 1, wherein the service supports one or
more of the following serviee QoS levels: conversational, streaming, interactive data, and

background data.
5. (Canceled)

6. (Currently Amended) The system recited in claim 1, wherein determine the quality of

service (QoS) request comprises: the-proeessor-isfurther-configured-to:

reeeive obtain the QoS request through a QoS application programming interface (API),

the QoS API comprising an interface on the end user communications device configured to

communicate QoS information to or from an application on the end user communications

device.

7. (Original) The system recited in claim 1, wherein the processor is further configured to:
monitor use of the service; and

determine the QoS request based on the monitored use of the service.
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8. (Currently Amended) The system recited in claim [[1]] 7, wherein-the-proeessoris

iee; wherein the

QoS request is determined based on an association between the monitored use of the service

and one or more of the following: an application activity, a network end point or destination,

a QoS channel, a traffic type, a content type-aserviee-aetivity, and a pattern of application or

QoS service activity.

9. (Currently Amended) The system recited in claim 1, wherein the processor is further

configured to:

exeeunte assist in providing a user interface notification if the QoS request is determined,

wherein the user notification includes one or more of the following: a confirmation of the QoS

request, a glebal confirmation for the-QeS-request-and potential future similar types-of QoS

requests; an indication that a QoS level associated with the QoS request will be provided; an

indication that the QoS level associated with the QoS request is not available or will not be

provided; an option to purchase a new service level for associated with the QoS request;;-and

an option to upgrade to a new service plan; and an indication that an attempted or successful

service activity of the end user communications device requires or can benefit from a QoS

level.

10. (Currently Amended) The system recited in claim 1, wherein the-proeesser-is-further
eonfigured-to: determine the quality of service (QoS) request for the service over the

wireless network comprises monitor use of the service to determine an incoming QoS request

or an outgoing QoS request.

11. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:

assist in implementing a service profile for assisting control of the end user
communications device’s use of the service on the wireless network, wherein the service profile

includes a-plurality-of one or more service policy settings for assisting in;-and-wherein-the
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. file cated witl ice-plantl i ]

serviee; monitoring use of the service based on the service profile[[;]] and determin[[e]]ing the
QoS request based on the monitored use of the service; and

update the service profile using information obtained from a network element or

from a service controller.

12. (Currently Amended) The system recited in claim 1, wherein the processor is further

configured to:

determine if the QoS request is authorized based on a service plan associated with the

end user communications device; and

when the QoS request is not authorized, prevent an enablement of a QoS channel

associated with the QoS request.

13. (Currently Amended) The system recited in claim 1, wherein the-proeessor-is-further
eonfigured-to: verify the QoS request for the service over the wireless network

comprises determine if the QoS request is authorized based on verified QoS aeeess ruless

herein the verified QoS I satedwit] ceplan for
eations.deviee.

14.  (Currently Amended) The system recited in claim 1, wherein the-proeessor-isfarther
eonfigured-to: verify the QoS request for the service over the wireless network comprises:

obtain an aspect of reeeive QoS aeeess rules from a service controller or a network

element,

determine if the QoS request is allowed based at least in part on the obtained aspect
of the QoS rules; and

take an action based on the determination wherein-the-QoS-accessrules-are
sated-witl coplanfort . Jevice.

15. (Currently Amended) The system recited in claim 1, wherein the processor is further

configured to:
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receive obtain an aspect of QoS aeeess rules from a service controller or a network

element, wherein the QoS aeeess rules include a QoS activity map that associates a QoS service
activity usage-and/or-applieationusage with one or more QoS service levels-elasses.

16. (Currently Amended) The system recited in claim 1, wherein the processor is further

configured to:

determine if the QoS request is authorized based-on-verified-QoS-aceessrules; and

exeeunte assist in providing a user interface notification if the QoS request is not

authorized

17-20. (Canceled)

21. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:

send the QoS request to an access point if the QoS request is determined to be authorized
based on verified QoS aeeess rules, wherein the access point facilitates a QoS session for the

QoS request based on network capacity.
22-25. (Canceled)

26. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:
send the QoS request to a service controller or a network element;

receive a QoS approval authorization from the service controller or the network element

available for-the-QoSrequest; and
send the a second QoS request to a base station, wherein the approeved second QoS

request includes the QoS approval authorization for one or more QoS links for a QoS channel.

217. (Canceled)

28.  (Original) The system recited in claim 1, wherein the processor is further configured to:
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send the QoS request to a service controller, wherein the service controller communicates
with the one or more network devices to provision a QoS channel, wherein the QoS channel
includes one or more QoS links; and

the service controller returns a QoS reservation for the provisioned QoS channel.
29. (Canceled)

30. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:

facilitate a QoS session if the QoS request is determined to be authorized; and

assist in determin[|e]]ing eharging accounting for the QoS session.
31. (Canceled)

32. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:
facilitate a plurality of QoS channels or sessions; and

assist in a QoS routing, the QoS routing configured to pass, direct, route, forward,

tunnel or queue each of a plurality of service activities to at least one of the plurality of QoS

channels or sessions dete

33. (Currently Amended) The system recited in claim 1, wherein the processor is further

configured to:

exeeute implement a QoS router for dynamieally assisting in managing one or more

QoS sessions for the end user communications device.

34, (Currently Amended) The system recited in claim 1, wherein the processor is further

configured to:

send network capacity information or network congestion information to a network

element or to a service controllers-wherein-the-serviee-controller-provides-apeoliey-decision
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35. (Currently Amended) The system recited in claim 1, wherein the processor is further

configured to:

receive QoS reuter-throettling-instruetions policy information from the a service
controller, wherein the service controller provides the QoS reuter policy information-threttling

instruetions-to assist in dynamically manag[[e]]ing network capacity for the a plurality of end
user communications devices in communication with the one or more base stations; and

utilize the QoS policy information to perform an action that assists in managing a

plurality of QoS sessions.

36. (Currently Amended) The system recited in claim 1, wherein the processor is further

configured to:

exeente implement a QoS router for dynamieally assisting in managing one or more
QoS sessions and-ene-or-more-non-QoS-sessions for the end user communications device, and

wherein the QoS router is configured to assist in implementing at least one of: upgrade[[s]] a

QoS class|[es]] or a QoS level, downgrade[[s]] a QoS class[[es]] or a QoS level, deallocate[[s]]

a QoS class[[es]] or a QoS level, traffic shape communication associated with the one or

more QoS sessions, delay communication associated with the one or more QoS sessions,

time window communication associated with the one or more QoS sessions, throttle

communication associated with the one or more QoS sessions, queue with priority

communication associated with the one or more QoS sessions, and block communication

associated with the one or more QoS sessions and/or-throttles-servieeJevelusage for-one-or
more-QoS-and/ornon-QoS-sessions based on wircless network QoS availability or congestion
bandwidth-aeeess.
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37. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:

execute implement a QoS router for dynamieally assisting in managing one or more
QoS sessions and-enc-or-more-non-QoS-sessions for the end user communications device,

wherein the QoS router is configured to assist in implementing at least one of: upgrade[[s]] a

QoS class|[[es]]_or a QoS level, downgrade[[s]] a QoS class[[es]] or a QoS level, deallocate[[s]]

a QoS class[[es]] or a QoS level, traffic shape communication associated with the one or

more QoS sessions, delay communication associated with the one or more QoS sessions,

time window communication associated with the one or more QoS sessions, throttle

communication associated with the one or more QoS sessions, queue with priority

communication associated with the one or more QoS sessions, and block communication
associated with the one or more QoS sessions and/er-threttlesservieelevel usage for-one-or

, and

wherein the QoS router faeilitates assists in implementing one or more of the following: a

background QoS service level; a non-QeoS best effort service level, a QoS differentiated service

level, and a QoS guaranteed service level.
38. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:

faeilitate assist in managing a plurality of QoS sessions using a QoS router, wherein a

QoS class is associated with each QoS session; and wherein the QoS router is configured to

assist in passing, routing, directing, queuing or tunneling a first QoS service activity over a

first QoS channel, the first QoS channel associated with a first QoS class, and wherein the

QoS router is further configured to assist in passing, routing, directing, queuing or

tunneling a second QoS service activity over a second QoS channel, the second QoS channel

associated with a second QoS class the-QoSrouter-allocates-an-autherized-QoS-classfor
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39. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:

receive network eapaeity QoS information from a network element, a base station or a

service controller, the network QoS information comprising one or more of network

capacity information, network congestion information, QoS availability information and a

QoS policy; and
exeeute implement a QoS router for assisting in managing one or more QoS sessions for

the end user communications device based on the received network QoS information;

40. (Canceled)

41. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:
exeeuting implement a QoS router, wherein the user is offered a choice of whether or

not to allow the QoS router to dynamically manage QoS and/or non-QoS services.

42. (Currently Amended) The system recited in claim 1, wherein the processor is further
configured to:

assist in determin|[e]]ing a service usage accounting eharging for a QoS session,

wherein the eharging service usage accounting is determined based at least in part on on¢ or

more of the following: a Qos level, a QoS class, a traffic priority level, a network type, an
allocated network bandwidth, a reuter-quene QoS priority, and per-alleeated a radio access
bearer (RAB) typesand-wherein-the-charging for-the-QoS-session-is-—verified.

43-46. (Canceled)

47. (Currently Amended) A method performed by one or more processors in an end user

communications device, the method comprising:

determining a quality of service (QoS) request for a service over a wireless network; and

verifying the QoS request for the service over the wireless network.
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48.  (Currently Amended) A computer program product, the computer program product being
embodied in a non-transitory computer readable storage medium and comprising computer

instructions executed in one or more processors of an end user communications device for:

determining a quality of service (QoS) request for a service over a wireless network; and

verifying the QoS request for the service over the wireless network.
49-50. (Canceled)

51. (New) The system recited in claim 13, wherein the QoS rules are associated with a

service plan for the end user communications device.

52. (New) The system recited in claim 13, wherein the QoS rules are stored in the end user

communications device.

53. (New) The system recited in claim 13, wherein the processor of the end user

communications device is configured to:

assist in providing a user notification through a user interface of the end user

communications device, the user notification describing an aspect of the QoS rules.

54. (New) The system recited in claim 14, wherein the action comprises one or more of:
assist to establish a QoS channel; assist to provide a QoS level; forward information about the
QoS request to a network element or to a service controller; assist to deny the QoS channel;
assist to deny the QoS level; decline to forward information about the QoS request to the
network element or to the service controller; and assist in providing a user interface notification

associated with the QoS request.

55. (New) The system recited in claim 15, wherein the QoS service activity comprises an
attempted or successful network access associated with one or more of the following: an
application, a network destination, a network source, a network end point, a URL, a website, a
network server, a particular service provider, a particular network type, a traffic type, a content
type, a network protocol, a traffic session type, a QoS identifier, a time of day, a state of network
capacity, a network busy state, a user service plan authorization or standing, a roaming or home
network status, VOIP traffic, streaming video traffic, differentiated access bandwidth during
busy network periods, real-time interactive traffic, communications that include network

connected multimedia meetings, communications that include shared presentations,
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communications that include pictures, communications that include videos, communications that
include voice, Internet browsing, SMS or push to talk, email message body delivery, email
attachment delivery, communications associated with background download services,
communications associated with email downloads or other file transfers, communications
associated with FTP, communications taking place when the user is not interacting with an
application that is communicating with the network, communications associated with software
updates, communications associated with a best effort QoS level; communications associated
with an interactive QoS level, communications associated with a QoS level for time sensitive
services, communications associated with a guaranteed bit rate QoS level, communications
associated with a near real time or interactive QoS level, and communications associated with a

background QoS level.

56. (New) The system recited in claim 15 wherein the QoS service activity comprises an

application running on the end user communications device.

57. (New) The system recited in claim 56, wherein the one or more QoS service levels
comprise a background service level; and wherein the processor is further configured to assist in

implementing a QoS policy associated with the background service level.

58. (New) The system recited in claim 15, wherein the one or more QoS service levels
comprise a background service level; and wherein the processor is further configured to assist in

implementing a QoS policy associated with the background service level.

59. (New) The system recited in claim 16, wherein the user notification includes one or more
of the following: a denial of the QoS request, information explaining reason(s) for a denial of
the QoS request, an option to purchase a new service level for the QoS request, and an option to

upgrade to a new service plan.

60. (New) The system recited in claim 35, wherein the QoS policy information comprises
information to assist in passing, routing, directing, queuing or tunneling one or more service
activities for transmission over a QoS channel; and wherein the action that assists in managing
one or more QoS sessions comprises assisting in passing, routing, directing, queuing or tunneling

the one or more service activities over the QoS channel.
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61.  (New) The system recited in claim 35, wherein the QoS policy information comprises
information to assist in delaying, deferring, time windowing, queuing, prioritizing, throttling, or
traffic shaping one or more communications associated with one or more service activities over
the wireless network; and the action that assists in managing one or more QoS sessions
comprises assisting in passing, routing, directing, queuing or tunneling one or more

communications associated with the one or more service activities over the wireless network.

62. (New) The system recited in claim 38, wherein the first QoS channel or the second QoS

channel is one or more of a prioritized traffic queue and a radio access bearer.

63. (New) The system recited in claim 39, wherein assisting in managing one or more QoS
sessions for the end user communications device comprises assisting to implement one or more

traffic shaping parameters for the one or more QoS sessions.

64.  (New) The system recited in claim 1, wherein determine the quality of service (QoS)
request for the service over the wireless network comprises identify an attempted or successful
traffic flow associated with a QoS level, the attempted or successful traffic flow comprising one

or more related data transfers.

65. (New) The system recited in claim 64, wherein identify the attempted or successful traffic
flow comprises tag the attempted or successful flow to preserve an association between the
attempted or successful traffic flow and an application when the attempted or successful traffic

flow is processed by one or more operations on the end user communications device.

66. (New) The system recited in claim 64, wherein identify the attempted or successful traffic
flow comprises tag the attempted or successful traffic flow to preserve an association between
the attempted or successful traffic flow and a traffic type when the attempted or successful traffic

flow is processed by one or more operations on the end user communications device.

67. (New) The system recited in claim 64, wherein identify the attempted or successful traffic
flow comprises tag the attempted or successful traffic flow to preserve an association between
the attempted or successful traffic flow and a network endpoint or network destination when the
attempted or successful traffic flow is processed by one or more operations on the end user

communications device.
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68. (New) The system recited in claim 64, wherein identify the attempted or successful traffic
flow comprises tag the attempted or successful traffic flow to preserve an association between
the attempted or successful traffic flow and a traffic route, a traffic re-direction, a traffic tunnel, a
QoS channel, a radio access bearer, or a logical channel when the attempted or successful traffic

flow is processed by one or more operations on the end user communications device.

69. (New) The system recited in claim 1, wherein the processor is further configured to
provide a QoS application programming interface (API), the QoS API comprising an interface on
the end user communications device for communicating QoS information to or from an

application on the end user communications device.

70. (New) The system recited in claim 69, wherein the QoS information communicated to or
from the application comprises information to inform the application of at least one of an
available QoS level, a level of network congestion, an available data rate, an available

bandwidth, and an available communication performance level.

71. (New) The system recited in claim 69, wherein the QoS information communicated to or
from the application comprises information to inform the application of one or more networks to

which the end user communications device is connected or is capable of being connected.

72. (New) The system recited in claim 69, wherein the QoS information communicated to or
from the application comprises information enabling the application to request or establish a

level of QoS, a QoS channel or a QoS enabled radio access bearer.

73. (New) The system recited in claim 1, wherein determine the quality of service (QoS)

request for the service over the wireless network comprises:
identify an attempted or successful QoS service activity, and

associate the identified attempted or successful QoS service activity with a QoS level

based on the identified attempted or successful QoS service activity and on a QoS activity map.

74. (New) The system recited in claim 73, wherein the QoS activity map comprises an
association between the QoS level and the identified attempted or successful QoS service

activity, the association being stored locally on the end user communications device.

Application No. 12/695,021 13 Attorney Docket No.: RALE029 [26WV-160506]

95



PATENT

75. (New) The system recited in claim 74, wherein the attempted or successful QoS service

activity comprises an application running on the end user communications device.

76. (New) The system recited in claim 74, wherein the QoS service activity comprises an
attempted or successful network access associated with one or more of the following: an
application, a network destination, a network source, a network end point, a URL, a website, a
network server, a particular service provider, a particular network type, a traffic type, a content
type, a network protocol, a traffic session type, a QoS identifier, a time of day, a state of network
capacity, a network busy state, a user service plan authorization or standing, a roaming or home
network status, VOIP traffic, streaming video traffic, differentiated access bandwidth during
busy network periods, real-time interactive traffic, communications that include network
connected multimedia meetings, communications that include shared presentations,
communications that include pictures, communications that include videos, communications that
include voice, Internet browsing, SMS or push to talk, email message body delivery, email
attachment delivery, communications associated with background download services,
communications associated with email downloads or other file transfers, communications
associated with FTP, communications taking place when the user is not interacting with an
application that is communicating with the network, communications associated with software
updates, communications associated with a best effort QoS level, communications associated
with an interactive QoS level, communications associated with a QoS level for time sensitive
services, communications associated with a guaranteed bit rate QoS level, communications
associated with a near real time or interactive QoS level, and communications associated with a

background QoS level.

77. (New) The system recited in claim 74, wherein the processor of the end user
communications device is further configured to update at least an aspect of the QoS activity map

based on information received from a network element or from a service controller.

78. (New) The system recited in claim 77, wherein the processor of the end user
communications device is further configured to obtain the association between the QoS level and
the identified attempted or successful service activity for the QoS activity map from a network

element or from a service controller.
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79.  (New) The system recited in claim 1, wherein determine the quality of service (QoS)
request for the service over the wireless network comprises identify a QoS rule for an attempted
or successful service usage activity by the end user communications device, and wherein the
processor of the end user communications device is further configured to assist in implementing

the QoS rule using a QoS router function.

80.  (New) The system recited in claim 79, wherein the QoS rule comprises to pass, to route
or to re-direct a traffic flow associated with the attempted or successful service usage activity to
one or more of a device QoS processing queue, a QoS channel, a particular radio access bearer, a
particular network tunnel, a particular network logical channel, and a particular network end

point.

81. (New) The system recited in claim 79, wherein identify the QoS rule for the attempted or

successful service usage activity by the end user communications device comprises:
monitor the attempted or successful service usage activity; and
identify the QoS rule based on information from the monitoring,.

82.  (New) The system recited in claim 79, wherein the QoS rule is identified based on a QoS
mapping associated with one or more of a particular application, a particular network destination
or end point, a particular traffic type, a network QoS availability level, a network congestion

level and a network type.

83. (New) The system recited in claim 79, wherein the processor of the end user
communications device is further configured to assist in implementing the QoS rule by delaying,
deferring, time windowing, queuing, prioritizing, throttling, or traffic shaping one or more

communications associated with the attempted or successful service usage activity.

84. (New) The system recited in claim 79, wherein the processor of the end user
communications device is further configured to obtain an update for at least an aspect of the QoS

rule from a network element or a service controller.

85.  (New) The system recited in claim 1, wherein determine the quality of service (QoS)

request for the service over the wireless network comprises:
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determine a first QoS rule associated with a first attempted or successful service usage

activity by the end user communications device; and

determine a second QoS rule associated with a second attempted or successful service

usage activity by the end user communications device;

wherein the processor of the end user communications device is further configured to

assist in implementing the first QoS rule and the second QoS rule using a QoS router function.

86. (New) The system recited in claim 85, wherein the first QoS rule is to pass, to route or to
re-direct a traffic flow associated with the first attempted or successful service usage activity to
one or more of a device QoS processing queue, a QoS channel, a particular radio access bearer, a
particular network tunnel, a particular network logical channel, and a particular network end

point; and the second QoS rule differs from the first QoS rule.

87. (New) The system recited in claim 85, wherein the first QoS rule is determined based on
monitoring the first attempted or successful service usage activity and determining the first QoS
rule based on information from the monitoring, and the second QoS rule is determined based on

monitoring the second attempted or successful service usage activity.

88. (New) The system recited in claim 85, wherein the first QoS rule is determined based on
a first QoS mapping for a first particular application, a particular network destination or end
point, a particular traffic type, a network QoS availability level, a network congestion level, or a
network type and the second QoS rule is determined based on a second QoS mapping for a

second particular application.

89. (New) The system recited in claim 85, wherein the first QoS rule is determined based on
information obtained with the assistance of a QoS application programming interface (API), the
QoS API comprising an interface on the end user communications device for communicating

QoS information to or from an application on the end user communications device.

90. (New) The system recited in claim 85, wherein the first QoS rule is determined based on
first information obtained from a first application with the assistance of a QoS application
programming interface (API), and the second QoS rule is determined based on second

information obtained from a second application with the assistance of the QoS API, the QoS API
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comprising an interface on the end user communications device for communicating QoS

information to or from the first and second applications.

91. (New) The system recited in claim 85, wherein processor in the end user communications
device is further configured, based on the first QoS rule, to assist in delaying, deferring, time
windowing, queuing, prioritizing, throttling, or traffic shaping one or more communications
associated with the first attempted or successful service usage activity; and, based on the second
QoS rule, to assist in delaying, deferring, time windowing, queuing, prioritizing, throttling, or
traffic shaping one or more communications associated with the second attempted of successful

service usage activity.

92. (New) The system recited in claim 85, wherein the processor of the end user
communications device is further configured to obtain an update for at least an aspect of the first

QoS rule from a network element or a service controller.

93. (New) The system recited in claim 1, wherein the QoS request for the service over the
wireless network is a first QoS request for a first service over the wireless network and the

processor is further configured to:
determine a second QoS request for a second service over the wireless network; and

assist in simultaneously providing a first QoS level for the first service and a second QoS

level for the second service, wherein the first QoS level differs from the second QoS level.

94, (New) The system recited in claim 1, wherein the processor is further configured to
obtain at least an aspect of a QoS activity map from a user interface, the QoS activity map
providing an association of a QoS service activity with one or more QoS service levels; and
wherein determine the quality of service (QoS) request for the service over the wireless network
comprises monitor use of the service and identify the QoS service activity; and wherein verify
the QoS request for the service over the wireless network comprises obtain a QoS rule from the
QoS activity map and apply the QoS rule, the QoS rule configured to assist in implementing the

one or more QoS service levels for communication associated with the QoS service activity.

95. (New) The system of claim 94, wherein the QoS service activity comprises an attempted
or successful network access associated with one or more of the following: an application, a

network destination, a network source, a network end point, a URL, a website, a network server,
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a particular service provider, a particular network type, a traffic type, a content type, a network
protocol, a traffic session type, a QoS identifier, a time of day, a state of network capacity, a
network busy state, a user service plan authorization or standing, a roaming or home network
status, VOIP traffic, streaming video traffic, differentiated access bandwidth during busy
network periods, real-time interactive traffic, communications that include network connected
multimedia meetings, communications that include shared presentations, communications that
include pictures, communications that include videos, communications that include voice,
Internet browsing, SMS or push to talk, email message body delivery, email attachment delivery,
communications associated with background download services, communications associated
with email downloads or other file transfers, communications associated with FTP,
communications taking place when the user is not interacting with an application that is
communicating with the network, communications associated with software updates,
communications associated with a best effort QoS level, communications associated with an
interactive QoS level, communications associated with a QoS level for time sensitive services,
communications associated with a guaranteed bit rate QoS level, communications associated
with a near real time or interactive QoS level, and communications associated with a background
QoS level.

96. (New) The system recited in claim 94, wherein the QoS service activity comprises an
application running on the end user communications device.

97. (New) The system recited in claim 94, wherein the QoS service level comprises a
background service level.

98. (New) The system recited in claim 94, wherein the QoS service activity comprises an
application running on the end user communications device, and the QoS service level comprises

a background service level.
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REMARKS

The Office Action mailed 02/16/2012 has been considered. Reconsideration in view of

the following remarks is respectfully requested.

Claims 1-50 are pending.

Claims 1-2, 4, 6, 8-16, 21, 26, 30, 32-39, 41-42, 47-48 are amended herein.

Claims 3, 5, 17-20, 22-25, 27, 29, 31, 40, 43-46, 49-50 are canceled herein.

Claims 51-98 are new.

No new matter has been added.

Claim 1 and all dependent claims that use the same term have been amended to recite

consistently an “end user communications device.”

Claim Rejections — 35 U.S.C. § 102
Claims 1, 4, 17, 33 and 47-49 stand rejected under 35 U.S.C. § 102(b) as being
anticipated by Choi-Grogan et al. (US 2008/0132268A1). This rejection is respectfully traversed

in view of the amended claims and remarks presented herein.

Claim 1 is amended to recite a processor of an end user communications device
configured to “determine a quality of service (QoS) request” and to “verify the QoS request.”
This amendment is supported at least by paragraph [00146] of the detailed specification in which
the device service processor (alone or in combination with a service controller) “verifies the QoS
session using various monitoring and verification techniques described herein.”

Choi-Grogan discloses updating QoS parameters for an existing radio access bearer
(without tearing down the radio access bearer) in response to an update initiated by user
equipment or a network node. Choi-Grogan seeks to minimize service interruptions by
preserving an existing radio access bearer when changing the QoS parameters required for a
service between a mobile station and a core network node (Abstract).

The Office Action cites Choi-Grogan disclosing the elements of Claim 1; however, Choi-
Grogan uses two different processors, one in the mobile station to transmit a request to modify a
PDP context based on a QoS parameter (paragraph [0008]), and a separate processor in a
network element (namely the SGSN) to verify the requested QoS (paragraph [0043]). Choi-

Grogan does not disclose that the same processor in an end user communications device is
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configured to determine a QoS request and to verify the QoS request as recited in amended
Claim 1. Choi-Grogan discloses changing a QoS parameter for an existing radio access bearer,
when a subscriber initiates an application or other service request associated with a new QoS,
rather than establishing a new radio access bearer to support the service (paragraph [0043]). The
mobile station transmits a Modify PDP Context request that contains a new QoS to an associated
SGSN, i.e. a network node, which subsequently verifies whether the subscriber is authorized for
the requested QoS update (paragraph [0043]). In contrast to amended Claim 1, which requires
that the same processor in the end user communication device be configured to determine and
verify the QoS request, Choi-Grogan describes the mobile station determining the QoS request
and the network node verifying the QoS request. Claim 1 is distinguished over Choi-Grogan at
least in that a processor in the end user communications device can perform both steps; and
network control signaling resources are not required to communicate messages between the end
user communication device and the wireless network until the QoS request is verified. The
method described in Choi-Grogan requires communication between a device and a wireless
network to determine verification of authorization.

It is respectfully submitted that Choi-Grogan does not anticipate Claim 1 as amended and
that Claim 1 is patentable over the prior art of record.

Claim 4 depends directly from Claim 1 and for at least the same reasons cited above for
Claim 1, it is respectfully submitted that Claim 4 is patentable over the prior art of record. Claim
4 has been amended to recite “QoS levels,” which is supported at least by paragraph [0027] of
the detailed specification of the application as filed.

Claim 17 is canceled herein, and therefore the rejection of Claim 17 is moot.

Claim 33 has been amended to be consistent with amended Claim 1 by reciting an end
user communications device. Claim 33 depends directly from Claim 1 and for at least the same
reasons cited above for Claim 1, it is respectfully submitted that Claim 33 is patentable over the
prior art of record.

Claim 47 has been amended to require that the method is performed by one or more
processors in an end user communications device. Similarly, Claim 48 has been amended to
require that the computer program product is executed in one or more processors in an end user
communications device. It is respectfully submitted that Choi-Grogan does not anticipate

amended Claims 47 and 48, as Choi-Grogan discloses verification occurs in a processor in a
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network device and not in the end user communications device as required by amended Claims
47 and 48. For at least this reason, it is respectfully submitted Claims 47 and 48 as amended are
not anticipated by Choi-Grogan and that Claims 47 and 48 are patentable over the prior art of
record.

Claim 49 has been cancelled herein, and therefore the rejection of Claim 49 is moot.

Claim Rejections — 35 U.S.C. § 103

Claims 2-3, 5-16, 18-32 and 34-45 stand rejected under 35 U.S.C. § 103(a) as being
unpatentable over Choi-Grogan et al. (US 2008/0132268A1) and as being unpatentable over
Choi-Grogan in view of Cheng et al. (U.S. 2003/01 33408 A1). These rejections are respectfully

traversed in light of the amended claims and remarks presented herein.

Claim Rejections Based Solely on Choi-Grogan

Claims 2, 6-16, 21, 26, 28, 30, 32 and 34-39 and 41-42 depend directly from Claim 1, and
for at least the same reasons cited above for Claim 1, it is respectfully submitted that Claims 2, 6-
16, 21, 26, 28, 30, 32 and 34-39 and 41-42 are patentable over Choi-Grogan.

Claim 6 has been amended to recite that “determine the QoS request” (recited in Claim 1)
comprises “obtain the QoS request through a QoS application programming interface (AP1)” that
comprises “an interface on the end user communications device configured to communicate QoS
information to or from an application on the end user communications device.” The Office
Action is silent regarding this particular feature, and it is respectfully submitted that a QoS API
as recited in Claim 6 is not described in nor obvious in view of Choi-Grogan. While Choi-
Grogan discloses QoS parameters associated with applications, Choi-Grogan does not describe a
QoS API through which QoS information can be communicated with an application. It is
respectfully submitted for this additional reason that Claim 6 is patentable over Choi-Grogan.

Claim 9 recites the processor is configured to “assist in providing a user interface
notification” that includes one or more required elements. The Office Action does not address
the additional limitations of Claim 9, and it is respectfully submitted that Choi-Grogan does not

disclose, nor would it be obvious to modify Choi-Grogan to include, a user interface notification
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that includes one or more of the required elements recited in Claim 9. It is respectfully submitted
for this additional reason that Claim 9 is patentable over Choi-Grogan.

Claim 11 recites the processor is configured to “assist in implementing a service profile
for assisting control of the end user communications device’s use of the service on the wireless
network.” As required by Claim 11, the service profile includes one or more service policy
settings. Claim 11 has also been amended to recite that the processor is configured to update the
service profile using information obtained from a network element or from a service controller.
This amendment is supported at least by paragraph [00124] of the detailed specification of the
application as filed in which a variety of service profiles are defined and applied individually or
as a superset in an end user communications device. The Office Action does not address the
additional limitations recited in Claim 11, and it is respectfully submitted that Choi-Grogan does
not disclose, nor would it be obvious to modify Choi-Grogan to include, a service profile as
recited in Claim 11. It is respectfully submitted for this additional reason that Claim 11 is
patentable over Choi-Grogan.

Claim 12 recites the processor in the end user communications device is configured to
“determine if the QoS request is authorized based on a service plan.” As discussed above for
Claim 1, the processor is in the end user communications device, and Choi-Grogan does not
describe the processor in the end user communications device determining authorization of the
QoS request as recited in Claim 12. Claim 12 has also been amended to recite that when the QoS
request is authorized, the processor is configured to “prevent an enablement of a QoS channel
associated with the QoS request.” This amendment is supported at least by paragraphs [0030] to
[0033]. Choi-Grogan does not disclose, nor would it be obvious to modify Choi-Grogan to
include, this additional limitation. For at lcast these additional reasons, it is respectfully
submitted that Claim 12 is patentable over Choi-Grogan.

Claim 13 recites the processor in the end user communications device is configured to
“determine if the QoS request is authorized based on QoS rules.” As described above for Claim
12, Choi-Grogan does not describe authorization by the processor in the end user
communications device using QoS rules. For this additional reason, it is respectfully submitted
that Claim 13 is patentable over the prior art of record.

Claim 14 recites the processor in the end user communications device is configured to

“determine if the QoS request is allowed based at least in part on” an “aspect of QoS rules”
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obtained “from a service controller or a network element.” As described above for Claims 12-13,
Choi-Grogan does not describe allowing the QoS request by the processor in the end user
communications device using an aspect of QoS rules as recited in Claim 14. For this additional
reason, it is respectfully submitted that Claim 14 is patentable over the prior art of record.

Claim 16 recites the processor in the end user communications device is configured to
“determine if the QoS request is authorized.” Choi-Grogan does not disclose the processor in the
end user communications device determining authorization for the QoS request as required by
Claim 16. For at least this additional reason, it is respectfully submitted that Claim 16 is
patentable over the prior art of record.

Claim 30 has been amended to recite the processor in the end user communications
device is configured to “assist in determining accounting for the QoS session.” Choi-Grogan
does not disclose, nor would it be obvious to modify Choi-Grogan to include, the end user device
assisting in determining accounting for the QoS session. It is respectfully submitted that for at
least this additional reason, Claim 30 is patentable over the prior art of record.

Claim 32 has been amended to recite the processor is configured to “assist in a QoS
routing, the QoS routing configured to pass, direct, route, forward, tunnel or queue each of a
plurality of service activities to at least one of the plurality of QoS channels or sessions.” Choi-
Grogan does not disclose this additional limitation that routes multiple service activities to
multiple QoS channels or sessions. Choi-Grogan specifically describes a single PDP context
using a single radio bearer and teaches away from multiple PDP contexts and multiple radio
bearers (paragraph [0056]). It would not be obvious to modify Choi-Grogan to include multiple
QoS channels, multiple QoS sessions and routing between multiple service activities to one or
more of QoS channels or QoS sessions, as Choi-Grogan secks only to change QoS parameters
for a single established radio access bearer. Therefore, for at least this additional reason, it is
respectfully submitted that Claim 32 is patentable over the prior art of record.

Claim 34 recites that the processor is configured to “send network capacity information
or network congestion information to a network element or to a service controller.” Choi-Grogan
does not disclose this additional limitation. The Office Action asserts that “network capacity” is
common knowledge in the art; however, Claim 34 recites the processor of the end user
communications device sending network capacity or network congestion information to a

network element. It is respectfully submitted that at the effective filing date of the instant
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application, it was not common knowledge for an end user communications device to send
network capacity or network congestion information to a network element as recited in Claim 34.
For at least this additional reason, it is respectfully submitted that Claim 34 is patentable over the
prior art of record.

Claim 35 has been amended to recite the processor in the end user communications
device is configured to receive QoS policy information and utilize the QoS policy information to
assist in managing a plurality of QoS sessions. Choi-Grogan does not disclose these limitations,
nor would it be obvious to modify Choi-Grogan to include multiple QoS sessions, as Choi-
Grogan secks to modify QoS for a single established radio access bearer alone. Choi-Grogan
does not describe receiving QoS policy information to manage multiple QoS sessions in an end
user communications device as required by Claim 35. For at least this additional reason, it is
respectfully submitted that Claim 35 is patentable over the prior art of record.

Claims 36-39 and 41 recite a QoS router. The Office Action states that “QoS router” is
well known in the art. This assertion is respectfully traversed. It is respectfully submitted that at
the effective filing date of the instant application, it was not common knowledge for an end user
communications device to include a QoS router as recited in Claims 36-39 and 41. Each of
Claims 36-39 and Claim 41 recite features of the QoS router that are not disclosed in the cited
prior art, nor would it be obvious to modify the cited prior art to include these required features.
Claims 36 and 37 recite “the QoS router for assisting in managing one or more QoS sessions for
the end user communications device” implementing at least one of a list of QoS actions “based
on wireless network QoS availability or congestion.” It is respectfully submitted that such a QoS
router that assists in managing QoS sessions on an end user communications device is not
disclosed in Choi-Grogan, nor would it be obvious to modify Choi-Grogan to include the
required features of Claims 36 and 37. Claim 38 recites the QoS router managing “a plurality of
QoS sessions.” Choi-Grogan does not disclose, nor would it be obvious to modify Choi-Grogan
to include, multiple sessions, as Choi-Grogan specifically addresses modifying a single PDP
context. Claim 38 also recites the QoS router assisting in connecting two different QoS service
activities to two different QoS channels, each QoS channel having its own QoS class. This
feature is not disclosed by, nor would it be obvious in view of, the cited prior art. Claim 39
recites the processor implementing the QoS router based on received network QoS information.

This feature is also not disclosed by, nor would it be obvious in view of, the cited prior art. For at
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least all of the reasons cited above, it is respectfully submitted that Claims 36-39 and 41 are
patentable over the prior art of record.

Claim 42 has been amended to recite the processor in the end user communications
device is configured to “assist in determining a service usage accounting for a QoS session,” the
service usage accounting determined at least in part on one or more elements. Choi-Grogan does
not disclose, nor would it be obvious in view of Choi-Grogan to include, the recited elements of
a service usage accounting in an end user communications device as required by Claim 42. For at
least this additional reason, it is respectfully submitted that amended Claim 42 is patentable over
the prior art of record.

In section 6, the Office Action takes Official Notice that VoIP based internet based
service, access rules, a processor monitoring use of service, determine a plurality of outgoing
QoS requests and its authorization from a service controller, implement a service profile based
upon access rules, network capacity, a base station and a QoS router are all common knowledge
in the art, and that to have provided these services along with the teachings of Choi-Grogan
would have been obvious to incorporate common knowledge technology for its intended use.
Applicant respectfully disagrees. Applicant respectfully submits that at least some if not all of
the recited features were not common knowledge in the art as of the effective filing date of the
instant Application. For example, the Applicant respectfully submits that “a processor
monitoring use of service” in an end user communications device was not common knowledge in
the art. Monitoring service usage/activity in an end user communications device is described at
least in paragraphs [0082]-[0083] of the instant application. Applicant also respectfully submits
that use of a service profile or a service policy or QoS rules by a processor in an end user
communications device as described and claimed in the instant Application was not common
knowledge in the art. In addition, Applicant respectfully submits that a QoS router implemented
by a processor in an end user communications device, at least as discussed above for Claims 36-
39 and 41, was not common knowledge in the art. Applicant further respectfully submits that it
would not have been obvious, at the effective filing date of the application, to combine these
features with the teachings of Choi-Grogan because these features would provide no benefit to

changing a QoS parameter for a single radio access bearer as addressed in Choi-Grogan.
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Claim Rejections Based on Choi-Grogan in View of Cheng

Cheng discloses an apparatus and method for enhancing VoIP communication services at
a selected QoS level in a radio communication system (Abstract).

Claims 2-3, 5-16, 18-32 and 34-45 depend directly from Claim 1, and it is respectfully
submitted that Claims 2-3, 5-16, 18-32 and 34-35 are patentable over Choi-Grogan in view of
Cheng because neither Choi-Grogan nor Cheng discloses the same processor in an end user
communications device configured to determine a QoS request and to verify the QoS request as
recited in amended Claim 1 from which each of Claims 2-3, 5-16, 18-32 and 34-45 directly
depend, nor would it be obvious to modify Choi-Grogan in view of Cheng to include this
required limitation. For at least this reason, it is respectfully submitted that Claims 2-3, 5-16, 18-
32 and 34-35 are patentable over of the prior art of record.

While the Office Action rejects Claims 2-3, 5-16, 18-32 and 34-45 as being unpatentable
over Choi-Grogan in view of Cheng, the Office Action only cites Cheng as disclosing “a
processor designed to send a QoS request for network resources for an end to end service.” Only
Claims 46 and 50 recited “an end to end coordinated QoS service,” and as both Claims 46 and 50
are cancelled herein, it is respectfully submitted that rejection of these claims are moot. The
Office Action provides no arguments to reject Claims 2-3, 5-16, 18-32 and 34-45 using Choi-

Grogan in view of Cheng, and thus the Applicant cannot respond.

New Claims

Claims 51-98 are new. Claims 51-98 are fully supported by the detailed specification of the
Application as originally filed.

Claims 51-52 are supported at least by paragraph [00142].

Claim 53 is supported at least by paragraph [00145].

Claim 54 is supported at least by paragraphs [0023], [0036], [0039], [00141]-[00143].
Claims 55-58 are supported at least by paragraphs [0026]-[0027].

Claim 59 is supported at least by paragraph [00140].

Claims 60-61 are supported at least by paragraphs [0034]-[0036].

Claims 62-63 are supported at least by paragraphs [0034]-[0039].

Claims 64-68 are supported at least by paragraphs [0093], [00148].
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Claims 69-72 are supported at least by paragraphs [0041], [0044].

Claims 73-75 are supported at least by paragraphs [0083], [00127], [00135], [00137], [00142].
Claim 76 is supported at least by paragraphs [0026]-[0027].

Claims 77-78 are supported at least by paragraphs [0040], [00140], [00141].

Claims 79-80 are supported at least by paragraphs [0041], [0048], [00126].

Claim 81 is supported at least by paragraph [0082].

Claim 82 is supported at least by paragraph [00137].

Claim 83 is supported at least by paragraphs [0034]-[0036].

Claim 84 is supported at least by paragraph [0040].

Claims 85-86 are supported at least by paragraphs [0039], [0041], [0048], [00126].

Claim 87 is supported at least by paragraph [0082].

Claim 88 is supported at least by paragraph [00137].

Claims 89-90 are supported at least by paragraphs [0041], [0044].

Claim 91 is supported at least by paragraphs [0034]-[0036].

Claim 92 is supported at least by paragraph [0040].

Claim 93 is supported at least by paragraphs [0034]-[0036].

Claim 94 is supported at least by paragraphs [00126]-[00127], [00131], [00135], [00140]-
[00141].

Claims 95-98 are supported at least by paragraphs [0026]-[0027].
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CONCLUSION
Applicant respectfully requests entry of the amendments provided herein. If the Examiner
has any questions, needs any additional information or believes that a telephone conference
would expedite prosecution of this application, the Examiner is invited to contact the

undersigned at the telephone number set out below.

Respectfully submitted,
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an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Filing Date 2010-01-27
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( Not for submission under 37 CFR 1.99)

Application Number 12695021

Filing Date 2010-01-27
First Named Inventor | Raleigh, Gregory G.
Art Unit | 3687
Examiner Name I Rudy, Andrew J

Attorney Docket Number |RALEP029
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Filing Date 2010-01-27
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Attorney Docket Number |RALEP029
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Attorney Docket Number IRALEPOZQ

17 20080184127 2008-07-31 Rafey, Richter A. et al.
18 20080207167 2008-08-28 Bugenhagen, Michael K.
19 20080221951 2008-09-11 Stanforth, Peter

20 20080311885 2008-12-18 Dawson, Christopher James et al.
21 20080319879 2008-12-25 Carroll, Jim et al.

22 20080005005 2009-01-01 Forstall, Scott et al.

23 20090013157 2009-01-08 Beaule, Stephane

24 20030068984 2009-03-12 Burnett, R. Alan

25 20090079699 2009-03-26 SUN, JIAN

26 20090286507 2009-11-19 O'Neil, Douglas R. et al.
27 20100017506 2010-01-21 Fadell, Anthony

EFS Web 2.1.17

125




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 12695021
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If you wish to add additional U.S. Published Application citation information please click the Add button.
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Examiner| Cite | Foreign Document | Country Kind | Publication Apolicant of cited where Relevant TS
Initial* No | Number3 Code?j Code4| Date PP Passages or Relevant
Document .
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Application Number 12695021

Filing Date 2010-01-27
INFORMATION DISCLOSURE o\ amed inventor | Raleigh, Gregory G.
STATEMENT BY APPLICANT  —— [see7
( Not for submission under 37 CFR 1.99)

Examiner Name l Rudy, Andrew J

Attorney Docket Number IRALEPOZQ

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

(J any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
X] Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[J None
SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.
] QN

Signature A Date (YYYY-MM-DD) 2012-08-13

Name/Print Krista S. Jacobsen Registration Number 59,374

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settiement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 12695021

Filing Date: 27-Jan-2010

Title of Invention: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES
First Named Inventor/Applicant Name: Gregory G. Raleigh

Filer: Krista Susan Jacobsen/Ann Taylor

Attorney Docket Number: RALEP029 [26WV-160506]

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suz-;'s(tsa)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description

Fee Code

Quantity

Amount

Sub-Total in

UsD($)
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
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Deposit Account 505876
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Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

366446
1 Transmittal Letter Trans.pdf no 1

ala669aadb095a906ef82e89708f3d46705
25ba7

Warnings:

Information:

1456892
IDS.pdf no 12

25a5530ba7023f86a547df2ffc7d58b951ad|
a684

Information Disclosure Statement (IDS)
Form (SB08)

Warnings:

Information:

This is not an USPTO supplied IDS fillable form

8109078
3 Foreign Reference WO02010.pdf no 97

05580721223610338926e7c7d074{%c8d6|
4ddda

Warnings:

Information:

30363
4 Fee Worksheet (SB06) fee-info.pdf no 2

aa61b2de7f98cada3b40519ffa99f39¢32ec
05f

Warnings:

Information:

Total Files Size (in bytes):l 9962779

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc Code: TRANLLET

Document Description: Transmittal Letler
FTOISBIE} (07-08)
Appeoved for use through 07/33/2012. OMB 0851-6031
U.8. Patent and T:adamam foa.v u 3. r:,\PAPTMi:\JT OF COMMERCE

App!tc&tion Number 137595021

TRANSMITTAL Filing Date 2010-01-27
FORM First Named [nventor Giragory G. Raleigh
Art Unit 3867

Examingy Name :
i o p it Ao Y Rudy, sAngdrew J
1o be used For sif corvseondance aler sl Sing) HEY

Attomey Docket Number |~ vpnsa
\ Total Rumber of Pages in This Submission RALEPORG j

ENCLOSURES  (Check all that appiy)

D D Alter Miowance Communication to TC
Fee Traasmiltal Form Drawing(s)

Appeai Communication to Board

Licensing-retated Papers of Appeals and Interferencas

D Fee Attached
" Appsal Cormmnication to TC
Petition {Appoal Notice, Srief, Reply Srief)
Paiilion o Convert fo g
Provisiortat Application
Power of Atlorney, Revocation

Ll

AmendmentReply

D After Finat

Proprietary information

Oooooo o
Or00 0o

D Affidavits/declaration(s) Crange of Correspondence Address Status Letter
D i o Gther Enclosure(s} {please ldentify
Extengion of Time Reglest Terminal Disclaimer below}:
D Exprass Abandonment Request Reguest for Refund
information Disclosure Statement GO, Number of CD{s)
] D Landscape Table oa CD
D Centified Copy of Priority | Rematks |
Document(s) Vou are Heraby authorizad 1o charge any additional fes required or credit any ovamayment 1o
D Regly to Missing Paris/ Deposit Accourt No. 50-5876.
Incomptate Application

Reply to Missing Parts
under 37 CFR 1.52 or 1.53

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

Firm Narme

H&adv}aier ’ﬁ"j{lﬂ’s PLLD

Signature Km ( - A

Printed name
Krista &, Jacobsen

Date hugust 13, 2072  Rea No. 1sp374

r D

CERTIFICATE OF TRANSMISSIONMAILING

| hereby certify that this correspondence is being facsimite iransmitted 1o the USPTO o1 deposiiad with the United States Postal Service with
- sufficiend postage as first class mail it an envelops addressed o Comnssioner for Faterts, P.O. Box 1458, Alexandtia, VA 22313-145060n
the date shown below:

Signature ) :i:‘w’
1 (:.A",,.—:-:;;ie:- w;)\w
\{yped orprinted neme  }AND Taylor Date | august 18, 2012 W,

This oxtiection ¢of nformation 1o required by 37 CFR 1.5, The intormatinn is reQuired ¢ ohtain of retain & benefd by the public which s ta fils {and by the USPTO to
Prucess) an application. Donfidentiatity is governed ny 35 PR, 122 and 37 CFR 131 angi 1. This cofisction i sstimatey 1.2 hours fo complete, insluding
gathering, prepanng, and submitting the comph RPPHCIUDY fx:sms 1o the USPTO‘ Tierie Wit vary gepending upan the dvidusl case. Any comments on thi
amaunt of time you reqmrc 10 comple\e this form andlor suggestions for mdusing this burdan, showkt be sant to the Chief informauon Officer, O.8, Fatent and
Trademark Office, LS. Dopariment of Commarcs, #.0. Box 1450, Mexandia, VA  22313-1450. DO NOT SEND FEES QR COMPLETED FORMS TG THIS

ABDRESE. SEND T Comnissioner for Patents, P.0. Box 1450, Alexandria, VA 223131450,

If you need assistance in completing the form, call 1-800-PT0-9789 and select option 2.
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2 UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPLO. oV
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/695,021 01/27/2010 Gregory G. Raleigh 26WV-160506 [RALE029]
CONFIRMATION NO. 7079
69849

POWER OF ATTORNEY NOTICE
SHEPPARD, MULLIN, RICHTER & HAMPTON LLP

375 Lyon Avenus S
Palo Alto, CA 94301

Date Mailed: 08/01/2012

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 07/16/2012.

+ The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/zabraha/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/695,021 01/27/2010 Gregory G. Raleigh 26WV-160506 [RALE029]
CONFIRMATION NO. 7079
107265 POA ACCEPTANCE LETTER

Headwater Partners | LLC - Outside Firm 1
R AT RO
000000055627978

350 Marine Parkway, Suite 300

Redwood Shores, CA 94065
Date Mailed: 08/01/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 07/16/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/zabraha/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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i 0?.{16/'2012 12:24 16566168851 WOODSIDE FUND RECE'
CENTRAL FA)\(/ EENTER
JUL 16 2012

PTO/SB/BO (11-08)

Approved feor use through 11/3022011, OMB 0851-0035

U.S. Patent ana Trademeark Offtes; U.8. DEPARTMENT OF COMMERCE

Under tho Papenvork Reduction Act of 1895, no persans e reguired to respond to a calfectlon of information uniess it displays o valid OMB eentrol numbar.

[ POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO J

PAGE ©2/03

| hereby revoke all previous powers of attorney given in the application identified in the attached statement under

37 CFR 3.73(b).
| hereby appoint:
Practitioners associsted with the Customnar Numbar: 107265
OR -
D Practitioner(s) named below (if more than ten patent practitioners are to be named, then a ¢ustomer number must be used):

Name Name Registration
Number

as attomney(s) or agsnt(s) to represent the undersigned bafore the United States Patent and Trademark Office (USPTO) in conneclion with
any and ali patent applications assignad enly to the undersignad acconding to the USPTO sssignment racords or assignment documents
attached to this form In aceordance with 37 CFR 8.73(b).

Please change the comaspondence address for the application identified in the attached statement under 37 GFR 3.73(b) to:

107265

m The address assoclated with Customar Number:
OR

I I Firm or
Individual Name

Address

City I State Zip

Country
Telephone l Email

Assignee Name and Address:
Headwater Partners | LLC

350 Marine Parkway, Suite 300
Redwood Clty, CA 24065 U.S.A.

A copy of this form, togather with a statement undar 37 CFR 3,73(b) (Form PTO/SBI96 or equivalent) Is required to be
filed In each application in which this form is used. The statement under 37 CFR 3.73({b) may be completed by one of
the practitioners appointed In this form if the appointed practittoner Is authorized to act on behalf of the assignee,

and must Identify the application in which this Power of Attorney s to be filed.

SIGNATURE of Asslgnco of Record
The individual whose signgture apdtitle igapplied below is suthorized to act on behalf of the assignee

Signature é}%’ Date July 5, 2012
Name Gregdry G. Raleigh Telephone  650-517-2781

Title Manager
e

This collaction of tnfsmation I réquirdd by 37 CFR .31, 1,32 and 1.33. Tha Information |8 requirad {6 obtain or retain a beneft by the pudlic which I # flie (and
by the USPTO to pracess) an application. Confldentsity Is govemad by 35 U.S.C, 122 and 37 CFR 1.11 and 4.14. This cofaction Is estimated o taka 3 minutes
fo completa. including gathering, preparing, emd submiting the completed eppiication famm to the USPTO. Time will vary depending upon the ndlvicual case. Any
commente. ¢n tho amount of ime you requira i eompleto this form andvor suggestions for reducing this burden, =noukd be sant to the Chlef Information Officer,
U.8. Patent end Trademark Offico, U.S. Department of Commeres, P.O. Box 1450, Alexsndra, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS, SEND TO: Commissloner for Patents, P.O. Box 1450, Alexandrla, VA 22313-1450,

If you need assistance In completing the form, call 1-800-PT0-9199 and salsct option 2.

PAGE 2/3* RCVDAT 71162012 3:41:48 PYI [Eastem Dayfight Time]* SVR'W-PTOFAX-002/44 * DNIS:2738300* CSID: 46506108051 * DURATION (mm-ss):0105
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~ RECEIV
07/16/2012 12:24 165061088851 WDDSIDBCRUWALFAXEENTER

- JUL 16 2012
PTO/SB/ES (03-08)

Approved for u2e through 08/30/2008. OMB 0851-0031
U.S, Patent and Trademark Office; U,S, DEPARTMENT OF COMMERCE

; Under the mk Raduction Ad of 1835, no porsons we requirad to reapand to 5 of information unless uigem 8 vaild OMB control number.
STATEMENT UNDER 37 CFR 3.73({b)

Applicant/Patent Owner: Gregory G. Raleigh
Application No./Patent No.: 12/695.021 : Filed/lssue Date: January 27, 2010

Entitted:  Quality of Service for Davica Assisted Services

PAGE ©83/83

Headwater Partners | LLC ,a limited llability company
(Nama of A3signee) {Type of £ Agsignes, e,9,, corpdration, pannership, university, govemment egency, eic.)
states that it is:

1. . E the assighee of the entire right, title, and interest; or

2. D an assignae of less than the entire right, title and interest
(The extent (by percentage) of its ownership interest is %)

in the patent application/patent identified above by virtue of either:
A An assignment from the inventor(s) of the patent application/patent identified above. The asslgnment was recorded in

the United States Patent and Trademark Office at Reel 024248 . Frame 0284 , or for which a
copy therefors is attached, .

OR
B. D A chaln of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame or for which a copy thereof is attached,
2 From: To:

The document was recarded in the United States Patent and Trademark Office at

Reel , Frame i or for which a copy thereof is attached.
3. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame or for which a copy thereof is attached,

D Additional documents in the chain of title are listed on a supplemeantal sheet.
As required by 37 CFR 3.73(b)(1)(i), the dosumentary evidence of the chain of title from the original owner to the assignee was,
or concurrantly Is being, submitted for recordation pursuant to 37 CFR 3,11,

[NOTE: A separate copy (i.s., a true copy of the original assignment decument(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO, See MPEP 302.08]

The un gned{(w itle is supplied below) is autherized to act on behalf of the assignee,
July 16, 2012

v /Signature Date
Krista S. Jacobsen, Reg. No. 59,374 650-517-2798
Printad or Typed Nama Telephone Number
Attorney of Record
Title
This callectlon of ormation Is required by 37 CFR 3.73(b). The information Is required to abtah o7 retain a benefR by the public whilzh 15 to file (and by tho USPTO tp
P lieation. Confidentinilly i ¢ d by 35 U.S.C. 122 and 87 CFR 1,11 and 1.14. This callection is ostimated 1o take 92 minutes to esmpleta, Including

) an lon.
gathering, preparing, and submitting the campdoted applcation fam to the USPTO, Time will vary depending upon tho individual case, Any comments on tho amount of tme
¥au roquira to comploto this furm andior suggestions for reducing this burdan, should be sent to the Chief Informatian Officer, U.8. Patent snd Tradsmark Offico, U.S.
Depariment of Commeree, P,0, Box 1450, Ataxandrs, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commisskoner
for Patents, P,0, Box 1450, Alaxandria, VA 22312.1450,

I yau nood asslstance in compiefing the form, cafl 1-800-PTO-9199 and seloct option 2.

PAGE 3/3* RCVDAT 7116/2012 3:41:48 P [Eastem Daylight Time] * SVR-W-PTOFAX-00244 * DNIS:2738300 * CSID: 16506108031 * DURATION (mm-ss):010%
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87/16/2812 12:24 16506108651 WOODSIDE FUND PAGE 81/03

CEn RECE’)}/ED

TRAL FAX CEnTen
Date: July 16, 2012 JUL 16 201
Send To: Commissioner for Patents
Fax No.: 571-273-8300
From: Krista S. Jacobsen, Head Counsel, Headwater Partners I LLC
Phone Number: 650-517-2798

Total Pages Including Cover: 3

Fax

Following this cover sheet, please find form SB/80, granting power of attorney to prosecute applications
before the USPTO to practitioners associated with the Customer Number 107265, and form $B/96, a
statement under 37 C.F.R. § 3.73(b) establishing the right of assignee Headwater Partners I LLC to take
\action in application number 12/695,021. ’

[Please let me know if you need any additional information to complete the Customer Number change in
the application.

Sincerely,

KoM

Krista S. Jacobsen
_fHead Counsel, Headwater Partmers I LL.C
tReg. No. 59,374

" PAGE 1/3* RCVD AT 711612012 3:41:48 PM [Eastemn Dayight Time] * SVR-W-PTOFAX-002/44 * DNIS: 2738300 * CSID: 16506108051 * DURATION {inm-5s):01-06

140



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O.Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
12/695,021 01/27/2010 Gregory G. Raleigh 26WV-160506 [RALE029] 7079
69849 7590 02/16/2012 | EXAMINER |
SHEPPARD, MULLIN, RICHTER & HAMPTON LLP
379 Lytton Avenue RUDY, ANDREW J
Palo Alto, CA 94301
| ART UNIT | PAPER NUMBER |
3687
| MAIL DATE | DELIVERY MODE |
02/16/2012 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

12/695,021 RALEIGH, GREGORY G.
Office Action Summary Examiner Art Unit

ANDREW J. RUDY 3687

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)[J Responsive to communication(s) filedon
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ ;therestriction requirement and election have been incorporated into this action.
4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.
Disposition of Claims
5)X] Claim(s) 1-50 is/are pending in the application.
ba) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7)X Claim(s) 1-50is/are rejected.
)
)

) 1-50
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s) ____are subject to restriction and/or election requirement.

Application Papers

10)[] The specification is objected to by the Examiner.
11)] The drawing(s) filed on _____is/are: a)[_] accepted or b)[_] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[JSome * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ____
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) x Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) X Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 6) D Other: _____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20120213
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Application/Control Number: 12/695,021 Page 2
Art Unit: 3687

DETAILED ACTION

1. Claims 1-50 are pending.

2. The acronym PDA from claim 2 needs to be clarified as to its meaning within the

claim, e.g. see claim 1.

Claim Rejections - 35 USC § 102
3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than one year prior to the date of application for patent in
the United States.

4. Claims 1, 4, 17, 33 and 47-49 are rejected under 35 U.S.C. 102(b) as being
anticipated by Choi-Grogan et al., US 2008/0132268 A1.

Choi-Grogan discloses, e.g. Figs. 1-8 and related text, a communications device,
e.g. [0008], a network device, e.9.102, a wireless network to determine a quality of
service (QoS), e.g. [0010-0011, 0031, 0043, 0045, 0053], QoS indicators, e.g. 510, a
computer readable medium, e.g. 502, applications, e.g. 504, 506, 508, a request for
service over the wireless network, e.g. [0043], a radio network system, e.g. 110,
receiver stations nodes, e.g. 112, 113, background data, e.g. [0026], a radio network

controller, e.g. 114.
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Application/Control Number: 12/695,021 Page 3
Art Unit: 3687

Claim Rejections - 35 USC § 103
5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

6. Claims 2-3, 5-16, 18-32 and 34-45 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Choi-Grogan et al., US 2008/0132268 A1.

Choi-Grogan does not disclose an VolP based internet based service, access
rules, a processor monitoring use of service, determine a plurality of outgoing QoS
requests and its authorization from a service controller, implement a service profile
based upon access rules, network capacity, a base station and a QoS router. Official
Notice is taken that such services have been common knowledge in the art. To have
provided such along with the teachings of Choi-Grogan would have been obvious to one
of ordinary skill in the art in view of Official Notice. The motivation for having
implemented such would have been to incorporate common knowledge technology for

its intended use.

7. Claims 2-3, 5-16, 18-32 and 34-45 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Choi-Grogan et al., US 2008/0132268 A1, in view of Cheng et al., US

2003/0133408 A1..
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Application/Control Number: 12/695,021 Page 4
Art Unit: 3687

Choi-Grogan does not disclose a processor designed to send a QoS request for
network resources for an end to end QoS service. Cheng discloses such, e.g. [0002,
0011, 0019, 0022, 0026, 0028, 0031, 0071]. To have provided such along with the
teachings of Choi-Grogan would have been obvious to one of ordinary skill in the art in
view of Cheng. The motivation for having implemented such would have been to

incorporate common knowledge technology for its intended use.

8. Further pertinent references of interest are noted on the attached PTO-892.

9. Applicant’s Information Disclosure Statements (IDS’s) have been reviewed. Note

the attached IDS’s.

10.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANDREW J. RUDY whose telephone number is
(571)272-6789. The examiner can normally be reached on Monday thru Friday. If
attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Matthew S. Gart can be reached on 571-272-3955. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.
Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
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Application/Control Number: 12/695,021 Page 5
Art Unit: 3687

For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW J RUDY/

Primary Examiner, Art Unit 3687
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Notice of References Cited

12/695,021

Application/Control No.

Applicant(s)/Patent Under
Reexamination
RALEIGH, GREGORY G.

Examiner
ANDREW J. RUDY

Art Unit

3687 Page 1 of 1

U.S. PATENT DOCUMENTS

* Counts%colii?—il:tm’\tljgmg 55 Code MM?\a(t\?yy Name Classification
* | A | US-7,174,174 02-2007 Boris et al. 455/461
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. PCT/US2010/022269 23.03.2010

PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

To:

PCT

MICHAEL SCHALLOP

VAN PELT, Y1 & JAMES LLP

SUITE 200 NOTIFICATION OF TRANSMITTAL OF
10050 N. FOOTHILL BLVD. THE INTERNATIONAL SEARCH REPORT AND
CUPERTINO, CA 95014 THE WRITTEN OPINION OF THE INTERNATIONAL

SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)

emmies 2 3 MAR 2010

Applicant’s or agent’s file reference

FOR FURTHER ACTION  See paragraphs | and 4 below

RALEP0O29PCT
International application No. International filing date
PCT/US2010/022269 (day/monih/year) 27 January 2010
Applicant

HEADWATER PARTNERS | LLC

I

2.

3.

4,

E The applicant is hereby notified that the intemational search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith,

Filing of dments and st under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the international application (see Rule 46):
When? The time limit for filing such amendments is normally two months from the date of transmittal of the
international search report. '

Where? Directly to the Intemational Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Facsimile No.: +4) 22 338 82 70

For more detailed instructions, sec the notes on the accompanying sheet,

D -The applicant is hereby notified that no international search report will be cstablished and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith,

D With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

the protest together with the decision thereon has been transmitted to the International Bureau together with the
applicant’s request to forward the texts of both the protest and the decision thereon to the designated Offices.

D no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

Reminders

Shortly afler the expiration of 18 months from the priority date, the international application will be published by the
Intcrmational Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau as provided in Rules 90bis.1 and 90bis.3, respectively,
before the completion of the technical preparations for international publication.

The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an
international preliminary examination report has been or is to be established. These comments would also be made available to
the public but not before the expiration of 30 months from the prionity date,

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
cxamination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those designated Offices,

In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19
months.

See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, sce the PCT Applicant's
Guide, Volume I1, National Chapters and the WIPO Internet site.

Name and mailing address of the ISA/US Authorized officer:

Mait Stop PCT, Attn: ISA/US

Commissioner for Patents Blalne R. Copenheaver

P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201 Telephone No.  571-272-7774

Form PCT/ISA/220 (January 2004)

(See notes on accompanying sheet)
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PCT/US2010/022269 23.03.2010

PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT
(PCT Article 18 and Rules 43 and 44)

Applicant’s or agent's file reference FOR FURTHER see Form PCT/ISA/220

RALEPQ29PCT ACTION as well as, where applicable, item S below.
International application No. International filing date (day/month/year) (Earliest) Priority Date (day/month/year)
PCT/US2010/022269 27 January 2010 28 January 2009

Applicant

HEADWATER PARTNERS | LLC

This international search report has been prepared by this Intemational Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the Intemational Bureau,

This international search report consists of a total of 9 sheets,
D It is also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard to the Ianguage, the international search was carried out on the basis oft
the international application in the language in which it was filed.

D a translation of the international application into which is the language of
a translation furnished for the purposes of international search (Rules 12.3(a) and 23. 1(b)).

b. D This international search report has been established taking into account the rectification of an obvious mistake
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)).

<. D With regard to any nucleotide and/or amino acid sequence disclosed in the intemnational application, see Box No. 1.
2. D Certain claims were found unsearchable (see Box No. I1).
3. D Unity of invention is lacking (see Box No. I1I).

4. With regard to the title,
v
the text is approved as submitted by the applicant.
D the text has been established by this Authority to read as follows:

5. With regard to the abstract,
the text is approved as submitted by the applicant.
the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. 1V. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority.
6. With regard to the drawings,
a. the figure of the drawings to be published with the abstract is Figure No. 1
as suggested by the applicant,
as selected by this Authority, because the applicant failed to suggest a figure.
D as selected by this Authority, because this figure better characterizes the invention.
b. D none of the figures is to be published with the abstract.

Form PCT/ISA/210 (first sheet) (July 2009)
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INTERNATIONAL SEARCH REPORT

PCT/US2010/022269 23.03.2010

International application No.
PCT/US2010/022269

A.  CLASSIFICATION OF SUBJECT MATTER
IPC(8) - HO4W 72/08 (2010.01)
USPC - 370/395.43

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

USPC - 370/395.21 395.4, 395.43; 455/452.2

Minimum documentation searched (classification system followed by classification symbols)
IPC(8) - HO4W 72/00, 72/02, 72/04, 72/06, 72/08; HO4L 12/28, 012/54 (2010.01)

Documentation searched other than minimum decumentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the intemational search (name of

Orbit.com, MicroPatent,Google Patents

data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

US 2007/0140113 A1 (GEMELOS) 21 June 2007 (21.06.2007) entire document

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2008/0132268 A1 (CHOI-GROGAN et al) 05 June 2008 (05.06.2008) entire document 1-45, 47-49

v 46,50

Y US 2003/0133408 A1 (CHENG et al) 17 July 2003 (17.07.2003) entire document 46, 50

A US 2005/0128967 A1 (SCOBBIE) 16 June 2005 (16.06.2005) entire document 1-50

A 1-50

D Further documents are listed in the continuation of Box C.

0

* Special categories of cited documents:

“A" document defining the general state of the art which is not considered
10 be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L" document which may throw doubis on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“O" document referring to an oral disclosure, use, exhibition or other
means

“P”  document published prior to the intemational filing date but tater than

the priority date claimed

“T"  later document published afler the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X"” document of particular relevance; the claimed invention cannot be
considered novet or cannot be considered to involve an inventive
step when the document is taken alone

“Y" document of particular relevance; the claimed invention cannot be
considered 1o involve an inventive sicp when the document is
combined with one or more other such documents, such combination
being obvious 10 a person skilled in the art

“&" document member of the same patent family

Date of the actual completion of the intenational search

15 March 2010

Date of mailing of the international search report

2 3'MAR 2010

Name and mailing address of the ISA/US

Mail Stop PCT, Atin: i1SA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

Authorized officer:
Blaine R. Copanheaver

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)

1
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PATENT COOPERATION TREATY

From the
INTERNATIONAL SEARCHING AUTHORITY

To:

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

MICHAEL SCHALLOP

VAN PELT, Y! & JAMES LLP
SUITE 200

10050 N. FOOTHILL BLVD.

CUPERTINO, CA 95014
(PCT Rule 436is.1)

Date of mailing
(day/month/year)

2.3 MAR 2010

Applicant’s or agent's file reference FOR FURTHER ACTION

RALEPQ29PCT See paragraph 2 below
International application No. International filing date (day/month/year) Priority date (day/montivyear)
PCT/US2010/022269 27 January 2010 28 January 2009

International Patent Classification (IPC) or both national classification and 1PC
IPC(8) - HO4W 72/08 (2010.01)
USPC - 370/395.43

Applicant

HEADWATER PARTNERS | LLC

3,

This opinion contains indications relating to the following items:

Box No, [

Basis of the opinion

] BoxNo.nt  Priority

D Box No. Il Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

D Box No. IV Lack of unity of invention

E Box No. V. Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

D Box No. VI  Certain dD(;umcms cited

D Box No. V11 Certain defects in the international application

D Box No. VIII Centain observations on the international application

FURTHER ACTION

If a demand for intemational preliminary examination is made, this opinion will be considered to be a written opinion of the
International Preliminary Examining Authority (“IPEA™) except that this does not apply where the applicant chooses an Authority
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.1bis(b) that written
opinions of this International Searching Authority will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to submit to the IPEA
a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing of Form
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

For further options, see Form PCT/ISA/220.

For further details, see notes to Form PCT/ISA/220.

Authorized officer:

Name and mailing address of the ISA/US

Mall Stop PCT, Attn: 1ISAUS
Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No, 571-273-3201

Date of completion of this opinion

15 March 2010

Blaine R. Copenheaver

PCT Helpdesk; 571-272-4300
PCT OSP: §71-272.7774

Form PCT/ISA/237 (cover sheet) (July 2009)
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WRITTEN OPINION OF THE

INTERNATIONAL SEARCHING AUTHORITY

Intemnational application No.
PCT/US2010/022269

Box No. | Basis of this opinion

a. (means)

on paper

D in electronic form

in the international application as filed

5. Additional comments:

D a translation of the international application into

|. With regard to the language, this opinion has been established on the basis of:

M the international application in the language in which it was filed.

which is the language of a

E] together with the international application in electronic form

subsequently to this Authority for the purposes of search

translation fumnished for the purposes of interational search (Rules 12.3(a) and 23.1(b)).

2. D This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified
to this Authority under Rule 91 (Rule 43bis.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been
established on the basis of a sequence listing filed or furnished:

4. D In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, the required
statements that the information in the subsequent or additional copies is identical to that in the application as filed or
does not go beyond the application as filed, as appropriate, were furnished.

Form PCT/ISA/237 (Box No. 1) (July 2009)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY
T PCT/US2010/022269

Box Ne. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1. Statement
Novelty (N) Claims 2-3, 5-16,18-32, 34-46, 50 YES
Claims 1,4, 17,33, and 47-49 NO
Inventive step (IS) Claims None YES
Claims 1-50 NO
Industrial applicability (1A) Claims 1-50 YES
Claims None NO

2. Citations and explanations:

Claims 1, 4, 17, 33, and 47-49 lack novelty under PCT Article 33(2) as being anticipated by CHOI- GROGAN et al (US 2008/0132268 A1;
herginatter, CHOI-GROGAN).

Regarding claim 1, CHOI-GROGAN discloses a system, comprising: a processor of a communications device (paragraph Q008: mobile
stations also include a processor) configured to: determine a quality of service (QoS) request for a service over a wireless network
(paragraph 0010: a receiver configured to accept an indication of a requested QoS and a transmitter configured to communicate the
requested QoS 1o a wireless communication network... a processor configured to determine if a requested QoS is different from a current
QoS...); and verify the QoS request for the service over the wireless network (paragraph 0043: the requested QoS update can be verified
to determine subscriber authorization for this QoS); a memory coupled to the processor and configured to provide the processor with
instructions (paragraph 0008: mobile stations also Include a processor configured to execute at least one application based on computer
executable instructions stored in the memory).

Regarding claim 47, CHOI-GROGAN discloses a method, comprising: determining a quality of service (QoS) request for a service over a
wireless network (paragraph 0010; a receiver configured to accept an indication of a requested QoS and a transmitter configured to
communicate the requested QoS to a wireless communication network... a processor configured to determine if a requested QoS is
different from a current QoS...); and verifying the QoS request for the service over the wireless network (The requested QoS update can
be verified to determine subscriber authorization for this QoS).

Regarding claim 48, CHOI-GROGAN discloses a computer program product, the computer program product belng embodied in a
computer readable storage medlum and comprising computer instructions (paragraph 0008: mobile stations also include a processor
configured to execute at least one application based on computer executable instructions stored in the memory) for: determining a quality
of service (QoS) request for a service over a wireless network (paragraph 0010: a receiver configured to accept an indication of a
raquested QoS and a transmitter configured to communicate the requested QoS to a wireless communication network... a processor
configured to determine il a requested QoS is different from a current QoS...); and veritying the QoS request for the service over the
wireless network (The requested QoS update can be verified to determine subscriber authorization for this QoS ...).

Regarding claim 49, CHOI-GROGAN discloses a system, comprising: a processor of a network device (paragraph 0030: mobile station
102 generally communicates with a base station subsystem (BSS) or radio network system (RNS) 110 that includes base transceiver
stations (BTS or Node B) 112, 113 coupled to a base station controller (BSC) or radio network controller (RNC) 114...; paragraph 0010:
the network node includes a processor...) configured to: receive a quality of service (QoS) request for a service over a wireless network
from one or more communications devices (paragraph 0010: Network nodes include a receiver configured to accept an indication of a
requested QoS; paragraph 0011: an input is configured to receive an updated QoS indication, wherein the processor is configured to
update the QoS of the radio resource allocation based on the indication...); and determine if the QoS request for the service over the
wireless network is authorized (paragraph 0011: radio resource controllers include a processor configured to establish a radio resource
allocation based on a requested QoS; paragraph 0043: requested QoS update can be verified to determine subscriber authorization for
this QoS...) and/or available based on network capacity (paragraph 0044: the radio bearer receives the QoS information and determines if
the priority or bandwidth needs to be changed...); a memory coupled to the processor and configured to provide the processor with
instructions (paragraph 0046: a computer readable medium 502 such as, for example, a floppy disk, hard disk, CD, DVD, random access
memory, or other memory retains computer executable instructions for representative applications such as a multimedia messaging
application 504, a web browser 506, and one or more games 508... each of the applications 504, 506, 508 includes one or more QoS
indicators 510).

Regarding claim 4, CHOI-GROGAN discloses the system recited in claim 1, wherein the service supports one or more of the following
service levels: conversational, streaming, interactive data, and background data (paragraph 0026: an appropriate QoS can be associated
with & service class... “conversational™... “streaming”... “interactive”... “Background”...; also in claims 10 and 22: quality of service
parameter is associated with one of conversational, streaming, Interactive, and background service classes).

Form PCT/ISA/237 (Box No. V) (July 2009)
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WRITTEN OPINION OF THE Intemational application No.

INTERNATIONAL SEARCHING AUTHORITY
PCT/US2010/022268

Supplemental Box

In case the space in any of the preceding boxes is not sufficient.

Continuation of®

Regarding claim 17, CHOI-GROGAN discloses the system recited in ciaim 1, and teaches wharein the processor is further configured to:
facilitate a QoS sesslon if the QoS request is determined to be authorized based on verified QoS access rules (paragraph 0043: the
requested QoS update can be verified to determine subscriber authorization for this QoS; paragraph 0030: radio resource manager
receives a requested QoS indicator from, for exampie, a mobile station, and determines a QoS based on the QoS indicator...the RRM then|
modifies an existing radio access bearer to provide the selected QoS... by adapting the QoS associated with an active RAB, radio
resources can be efficiently assigned ...).

Regarding claim 33, CHOI-GROGAN discloses the system reclted in claim 1, and teaches wherein the processor is further configured to:
execute a QoS router (paragraph 0031: the BSS 110 is coupled to a serving GPRS support node (SGSN) 124 that is in communication
with gateway GPRS [a router} support nodes (GGSN) 126, 128...) for dynamically managing one or more QoS sessions for the
communications device (paragraph 0045: QoS can be dynamically assigned in a single RAB via a quality indicator associated with the
applicalion and stored on a user device...; paragraph 0053; dynamically adapting to changing Quality of Service (QoS) requirements. .. the
QoS indicator can provide the requested QoS attributes per each application, such as the traffic handling priority (THP) level for interactive
class...).

Claims 2-3, 5-16,18-32 and 34-45 lack an inventive step under PCT Article 33(3) as being obvious over CHO!—GROGAN,

Regarding claim 2, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the communications device is a mobile
communications device (paragraph 0030: mobile station 102) or an intermediate networking device, but does not explicitly disclose that the
service includes one or more Internet based services. CHOI-GROGAN, however, discloses the 3G UMTS wireless communication network
that includes the Internet (paragraphs 0031-0032: the Internet t32, the Intemet 170). Furthermore, Internet based servicas such as VoIP
are well known in the ant. Therefore, it would have been obvious 1o a person of ordinary skill at the time of the invention to incorporate the
above features into the invention of CHOI-GROGAN in order to provide support for Internet based services such as VoIP between a
cellutar phone and a communication device having access to the Internet.

Regarding claim 3, CHOI-GROGAN discloses the system recited In claim 1, and wherein the communications device is a mobile
communications device (paragraph 0030: mobile station 102), and wherein the mobile communications device Includes one or more of the
following: a mobile phone (paragraph , a PDA, an eBook reader, a music device, an entertain menv¥gaming davice, a computer, laptop, a
netbook, a tablet, and a home networking system (paragraph 0028: While cell phones are common, other user equipment can be usad
such as, for example, laptop or palmtop computers, personal digital assistants, as well as equipment that is not mobile), but is silent on the
service includes one or mors Intemnet based services. CHOI-GROGAN, hawaver, discloses the 3G UMTS wireless communication network
that includes the Internet (paragraphs 0031-0032: the Intemet 132, the Internet 170). Fu rthermore, Internet based services such as VolP
are well known in the art. Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the
above features into the invention of CHOI-GROGAN in order to provide support for Internet based services such as Vol P between a
cellular phone and a communication device having access to the Internet.

Regarding claim 6, CHOI-GROGAN discloses the system recited in claim t, but is silent on wherein the QoS request is verified based on
veritied QoS access rules and/or based on verified service usage monitoring. However, CHOI-GROGAN teaches verifying and authorizing
the user subscriber of a QoS request (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for
this QoS). Furthermore, using predetermined access rules and/or monitoring service usage to grant a QoS request is well known in the art,
the specifics of which would have been a matter of design choice. Therefore, it would have been obvious 1o a person of ardinary skill at the
time of the invention to incorporate the above featurss into the invention o} CHOI-GROGAN In order to authorize a user subscriber to
access/use predetermined services,

Regarding claim 6, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
receive the QoS request through a QoS application programming interface (AP1). However, application programming interfaces and
communication of requesis (such a QoS) through APIs is well known in the ar, the specifics of which would have been a matter of design
choice, Therefors, it would have been obvious to a person of ordinary skilt at the time of the invention to incorporate the above features
into the invention of CHOI-GROGAN in order 1o provide the user subscriber with a graphical interface for requesting and/or selecting
services.

Regarding claim 7, CHOI-GROGAN discloses the system recited in claim 1, but is silen] on wherein the processor is further configured to:
monitor use of the service; and

detenmine the QoS request based on the monitored use of the service. However, CHOI-GROGAN teaches veritying and authorizing the
user subscriber of & QoS request (paragraph 0043: the requested QoS update can be verified to detarmine subscribsr authorlzation for
this QoS). Furthermore, monitoring service usage 1o grant a QoS request based on the service usage rules or patterns is well known in the
art, the specifics of which would have baen a matter of design choice. Therefore, it would have been obvious 10 a person of ordinary skill at
the time of the invention to incorporate the above features into the invention of CHOI-GROGAN in order to authorize a user subscriber to
access/use predetermined services,

Regarding claim 8, CHOI-GROGAN discfoses the system recited in claim 1, but is silent on wherein the processor is further configured to:
monitor use of the service using a service processor; and determine the QoS request based on the monitored use of the service, wherein
the QoS request is determined based on one or more of the following: an application activity, a service activity, and a pattem of application
or service activity. However, CHOI-GROGAN teaches veritying and authorizing the user subscriber of a QoS request (paragraph 0043: the
requested QoS update can be verified to determine subscriber authorization for this QoS). Furthermore, monitoring service usage 1o grant
a QoS request based on the service usage rules or pattems of activities is well known in the an, the specifics of which would have been a
matter of design choice. Thersfore, it would have bean obvious to a person of ordinary skill at the time of the invention to incorporate the
above features into the invention of CHOI-GROGAN in order to authorize a user subscriber to access/use predetermined services.
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Regarding claim 9, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
monitor use of the service using a sarvice processor; determine the QoS request based on the monitored use of the service; and
execute a user interface notification if the QoS request is determined, wherein the user natification includes one or more of the following: a
confirmation of the QoS request, a global confirmation for the QoS request and potential future similar types of QoS requests; an option to
purchase a new service level for the QoS request, and an option to upgrade to a new service plan. However, CHOI-GROGAN teaches
verifying and authorizing the user subscriber of a QoS request (paragraph 0010: the receiver is configured to send/receive an
acknowledgement that the requested QoS is accepted; paragraph 0043: the requested QoS update can be verified to determine
subscriber authorization for this QeS) and sending a response upon updating the QoS parameters (paragraph 0037: the GGSN 206
transmits a Modify PDP Context response 232 to the SGSN 204, and a Modify PDP Context Accept message 234 is forwarded to tha
mobile station 200...). Furthermore, monitoring service usage to grant a QoS request based on the service usage rules or patterns of
activities as well as notilying the user subscriber through the intedface of the request being granted and/or an alternative service level
being availabie is well known in the an, the specifics of which would have been a matter of design choice. Therefore, it would have been
obvious to a person of ordinary skill at the time of the invention to incorporate the above features into the invention of CHOI-GROGAN in
order ta authorize a user subscriber to access/use predetermined services and to offer the user an altemative service level.

Regarding claim 10, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
monitor use of the service to determine an incoming QoS request or an outgoing QoS request. However, CHOl-GROGAN teaches
verifying and authorizing the user subscriber of a QoS request (paragraph 0043: the requested QoS update can be verified to determine
subscriber authorization for this QoS). Furthermore, monitering service usage to grant a QoS request based on based on an incoming Qo$
request is well known in the ar, the specifics of which would have been a matter of design choice. Thersefore, it would have been obvious
to a person of ordinary skill at the time of the invention to incorporate the above features into the invention of CHOI-GROGAN in order o
authorize a user subscriber 1o access/use predetermined services.

Regarding claim 1t, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
implement a service profile for assisting control of the communications device use of the service on the wireless network, wherein the
service profile includes a plurality of service policy settings, and wherein the service profile is associated with a service plan that specifies
access 1o the service, monitor use of the service based on the service profile; and determine the QoS request based on the monitored use
of the service. However, CHOI-GROGAN teaches verifying and authorizing the user subscriber of a QoS request (paragraph 0043: the
requested QoS update can be verified to determine subscriber authorization for this QoS) and storing of QoS parameters (0029: the
mobile station 102 typically includes a subscriber identification module (SIM) 108 that includes a memory that stores various parameters
associated with the subscriber and services available 1o the subscriber; paragraph 0051: QoS can be a function of a variety of service
attributes). Furthermore, monitoring service usage to grant a QoS request based on based on an incoming QoS request as well as the
QoS paramaters including service policy settings of the user service profile is well known in the ar, the specifics of which would have been
a matter of design choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the
above features into the invention of CHOI-GROGAN in order lo authorize a user subscriber to access/use predetermined services.

Regarding claim 12, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
determine if the QoS request is authorized based on a service plan assoclated with the communications device. However, CHOI-GROGAN
teaches verifying and authorizing the user subscriber of a QoS request (paragraph 0043: the requested QoS update can be verified to
determine subscriber authorization for this QoS) and storing of QaS parameters (0029: the mobile station 102 typically includes a
subscriber identification module (SIM) 108 that includes a memory that stores various parameters associated with the subscriber and
services available to the subscriber; paragraph 0051: QoS can be a function of a variety of service attributes). Futhermore, the QoS
parameters including service policy settings of the user service profile is well known in the ar, the specifics of which would have been a
matter ol design choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the
above features into the invention of CHOI-GROGAN in order to authorize a user subscriber to access/use predetermined services.

Regarding claim t3, CHOI-GROGAN discioses the system recited in claim 1, but is silent on wherein the processor Is further configured to:
determine if the QoS request is authorized based on verified QoS access rules, wherein the verified QoS access rules are associated with
a service plan for the communications device. However, CHOI-GROGAN teaches verifying and authorizing the user subscriber of a QoS
request (paragraph 0043: the requested QoS update can be verified to determine subscriber autharization for this QoS) and storing of QoS
parameters (0029: the mobile station 102 typically includes a subscriber identification module (SIM) 108 that includes a memory that stores
various parameters associated with the subscriber and services available to the subscriber; paragraph 0051: QoS can be a function of a
variely of service attributes). Furthermore, the QoS parameters including service policy settings of the user service profile is well known in
the art, the specifics of which would have been a matter of design choice. Therefore, it would have been obvious to a person of ordinary
skill at the time of the invention to incorporate the above features into the Invention of CHOI-GROGAN in order to authorize a user
subscriber to access/use predeterminad sarvices.

Regarding claim 14, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly disclose wherein the processor is
further configured to: receive QoS access rules from a service controller, wherein the QoS access rules are associated with a service plan
for the communications device. CHOI-GROGAN, however teaches a controller for allocating radio resources based on requestad QoS
(paragraph 0011: radio resource controllers include a processor configured to establish a radio resource altocation based on a requested
QoS.... the radio resource allocation is associated with a packet data protocol (PDP) context), verilying and authorizing the user subscriber
of a QoS request (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for this QoS) and
storing of QoS parameters (0029: the mobile station 102 typically includes a subscriber identification module (SIM) 108 that includes a
memory that stores varlous parameters assoclated with the subscriber and services available to the subscriber; paragraph 0051: QoS can
be a function of a varlety of service attributes). Furthermore, use of service controllers as well as the QoS parameters including service
policy settings of the user service profile is well known in the art, the specifics of which would have been a matter of design choice.
Therelore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the above features into the
invention of CHOI-GROGAN in order to authorize a user subscriber to access/use predetermined services.
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Regarding claim 15, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
receive QoS access rules from a service controller, wherein the QoS access rules include a QoS aclivity map that associates service
usage and/or application usage with one or more QoS classes. CHOl-GROGAN, however teaches a controller for allocating radio
resources based on requested QoS (paragraph 0011; radio resource controllers include a processor configured to establish a radio
resource allocation based on a requested QoS... the radio resource allocation is associated with a packet data protocol (PDP) context),
verifying and authorizing the user subscriber of a QoS request (paragraph 0043: the requested QoS update can be verified to determine
subscriber authorization for this QoS) and storing of QoS parameters (0029: the mobile station 102 typically includes a subscriber
identification module (SIM) 108 that includes a memory that stores various parameters associated with the subscriber and services
available to the subscriber; paragraph 0051: QoS can be a function of a variety of service attributes). Furthermore, use of service
controflers as well as the QoS parameters including service policy settings of Ihe user service profile is weil known in the an, and grouping
(mapping) diferent activities within a service or application usage is well known in the ar, the specifics of which would have been a matter
of design choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the above
features into the invention of CHOI-GROGAN in order 1o authorize a user subscriber to accessiuse predetermined services.

Regarding claim 16, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured 1o:
determine if the QoS request Is authorized based on verified QoS access rules; and execute a user interface notification if the QoS request
is not authorized, wherein the user notification includes one or more of the following: a denial of the QoS request, information explaining
reason(s) for a denial of the QoS request, an option to purchase a new service lavel for the QoS request, and an option to upgrade 1o a
new service plan. However, CHOI-GROGAN teaches verifying and authorizing the user subscriber of a QoS request (paragraph 0010: the
receiver is configured to send/receive an acknowledgement that the requested QoS is accepted; paragraph 0043: the requested QoS
update can be verified to determine subscriber authorization for this QoS; paragraph 0051: QoS can be a function of a variety of service
attributes) and sending a response upon updating the QoS parameters (paragraph 0037: the GGSN 206 transmits a Modify PDP Context
response 232 to the SGSN 204, and a Modily PDP Context Accept message 234 is forwarded to the mobile station 200...). Furthermore,
notifying the user subscriber of the rejection of a service request (the service not being granted) and/or an allemative service level being
available is well known in the art, the specifics of which would have been a matter of design choice. Therefore, it would have been obvious
to a person of ordinary skill at the time of the invention to incorporate the above features into the invention of CHOI-GROGAN in order to
authorize a user subscriber to access/use predetermined services and to offer the user an alternative service level,

Regarding clalm 18, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the processor is further configured to:
facilitate a QoS session It the QoS request is determined to be authorized based on verified QoS access rules (paragraph 0043: the
requested QoS update can be verified to determine subscriber authorization for this QoS; paragraph 0050: radio resource manager
receives a requested QoS indicator from, for example, a mobile station, and determines a QoS based on the QoS indicator...the RRM then
modifies an existing radio access bearer 1o provide the selected QoS. By adapting the QoS associated with an active RAB, radio
resources can be efficiently assigned ...); but is silent on periodically verify the QoS session, whersin the QoS session Is verified at least in
part by comparing one or more device asslsled service usage measures with one or more network based service usage measures.
However, periodically verifying the usage of a service and an associated device/process to maintain the connectivity and continual usage
of the service is well known in the an, the specifics of which would have been a matter of design choice. Therefore, it would have been
obvious to a person of ordinary skill at the time of the invention to incorporate the above features Into the Invention of CHOI-GROGAN in
order 1o authorize assure the connectivity and to prevent idleness of resources.

Regarding claim 19, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the processor is further configured to:
facilitate a QoS session if the QoS request is determined to be authorized based on verified QoS access rules (paragraph 0043; the
requested QoS update can be verified to determine subscriber authorization for this QoS; paragraph 0050: radio resource manager
receives a requested QoS indicator from, for example, a mobile station, and determines a QoS based on the QoS indicator...the RRM then
modifies an existing radio access bearer to provide the selected QoS. By adapting the QoS associated with an active RAB, radio
resources can be efficienlly assigned ...), but is silent on periodically verify the QoS session, wherein the QoS session is verified at least in
part by performing one or more of the following: compare a network based service usage measure with a first service policy associated
with the communications device, compare a device assisted service usage measure with the first service policy, compare the network
based service usage measure lo the device assisted service usage measure, and perform a test and confirm a device assisted service
usage measure based on the test. However, CHOI-GROGAN teaches QoS parameters of a first service and a second service (paragraph
0043: the new QoS is compared with a current QoS associated with a current radio access bearer (RAB) in a step 404. If the new QoS is
different from the current QoS, the mobile station transmits a Moadify PDP Context request to, for example, an associated SGSN in a step
406 ... Upon authorization, the PDP cantext is updated with the new QoS in a step 410 and communication based on the updated QoS
can begin or resume). Furthermore, periodically verifying the usage of a service and an associated device/pracess to maintain the
connectivity and continual usage of the service is well known in the an, the specifics of which would have been a matter of design choice.
Therefors, it would have been cbvious to a person of ordinary skill at the time of the invention to incorporate the above features into the
invention of CHOI-GROGAN in order to authorize assure the connectivity and to prevent idleness of resources.

Regarding claim 20, CHOI-GROGAN discloses the system recited In claim 1, and teaches wherein the processor is further configured to:
facilitate a QoS session if the QoS request is determined to be authorized based on verified QoS access rules (paragraph 0043: the
requested QoS update can be verified to determine subscriber authorization for this QoS; paragraph 0050: radio resource manager
receives a requested QoS indicator from, for example, a mobile station, and determines a QoS based on the QoS indicater...the RRM then
modifies an existing radio access bearer to provide the selected QoS. By adapting the QoS associated with an active RAB, radio
resources can be efficiently assigned ...), but is silent on periodically verify the QoS session to verity one or more of the following: the
communications device is still authorized to perform the QoS session, the QoS session is communication at an authorized QoS level, and
charging is accurate for the QoS session. However, periodically veritying the permission for continued using of a service and an associated
device/process based on the current security factors such as current level of authorized service is well known in the art, the spacifics of
which would have been a matter of design choice. Thersfore, it would have baen obvious to a person of ordinary skill at the time of the
invention to incorporate the above features into the invention of CHOI-GROGAN in order to maintain the authorized continual connectivity
and to prevent usage of the service exceeding the allowed time.
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Regarding claim 21, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly disclose wherein the processor is
further configured to: send the QoS request to an access point if the QoS request is determined to be authorized based on verified QoS
access rules, wherein the access point facilitates a QoS session lor the QoS request based on network capacity. However, CHOI-
GROGAN teaches facilitating a QoS session if the QoS request is determined to be authorized based on verified QoS access rules
(paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for this QoS; paragraph 0050 radio
resource manager receives a requested QoS indicator from, for example, a mobile station, and determines a QoS based on the QoS
indicator...the RRM then modifies an existing radio access bearer to provide the selected QoS... by adapting the QoS associated with an
active RAB, radio resources can be efficiently assigned ...), base slations coupled to a base station controller and providing network
access (access point), selecting QoS parameters based on notifications (paragraph 0030: a base station subsystem (BSS) or radio
network system (RNS) 110 that includes base transceiver stations (BTS or Node B) 112, 113 coupled to a base station controller (BSC) or
radio network controller (RNC) 114... typically includes a plurality of base transceiver stations to provide network access in a coverage
area..., selected QoS parameters can be retrieved from the HLR 122 (or the VLR 118) based on the notification...), determining if
bandwidth (network capacity) should be changed for an indicated QoS request (paragraph 0044: upon receipt of this QoS indicator, a radio
resource manager ... determines if the priority or bandwidth needs to be changed ...). Furthermore, sending QoS requests 10 access points
is well known in the art, the specifics of which would have been a matter of design choice. Therefore, it would have been obvious to a
person of ordinary skill at the time of the invention to incorporate the above features into the invention of CHOI-GROGAN in order to
maintain the authorized continual connectivity and to provide a balanced network resource allocation.

Regarding claim 22, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly disclose wherein the processor is
further configured to: send the QoS request to an access point if the QoS request is determined to be authorized based on verified QoS
access rules, wherein the access point facilitates a QoS session for the QoS request based on network capacity, wherein the access point
includes a base station. However, CHOI-GROGAN teaches facilitating a QoS session if the QoS request is determined to be authorized
based on verified QoS access rules (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for
this QoS; paragraph 0050: radio resource manager receives a requested QoS indicator from, for example, a mobile station, and
determines a QoS based on the QoS indicator...the RRM then modifies an oxisting radio access bearer to provide the selected QoS... by
adapting the QoS associated with an active RAB, radio resources can be efficiently assigned ...), base stations coupled to a base station
controller and providing network access (access point), selecting QoS parameters based on notifications (paragraph 0030: a base station
subsystem (BSS) or radio network system (RNS) 110 that includes base transceiver stations (BTS or Node B) 112, 113 coupled to a base
station controller (BSC) or radio network controller (RNC) 114... typically includes a plurality of base transceiver stations to provide
network access in a coverage area..., selected QoS parameters can be retrieved from the HLR 122 (or the VLR 118) based on the
notification...), determining if bandwidth (network capacity) should be changed for an indicated QoS request (paragraph 0044: upen receipt
of this QoS indicator, a radio resource manager ... determines if the priority or bandwidth needs to be changed ...). Futhermore, sending
QoS requests to access points is well known in the art, the specifics of which would have been a matter of design choice. Therefore, it
would have been obvious to a person of ordinary sklil at the time of the invention to incorporate the above features into the invention ol
CHOI-GROGAN in order to malntain the authorized continual connectivity and to provide a balanced network resource allocation.

Regarding ciaim 23, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly disclose wherein the processor is
further configured to: send the QoS request to a service controller, wherein the service controller coordinates a plurality of QoS requesls
for a plurality of communications devices in wireless communication with an access point, and wherein the service controlier
communicates with the access point to facilitate the QoS request for the communications device If the QoS request is determined to be
authorized. CHOI-GROGAN, however teaches a controller for allocating radio resources based on requested QoS (paragraph 0011 radio
resource controflers include a processor canfigured to establish a radio resource allocation based on a requested QoS... the radio
resource allocation is associated with a packet data protocol (PDP) context), verifying and authorizing the user subscriber of a QoS
request (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for this QoS), storing of QoS
parameters (0029: the mobile station 102 typically includes a subscriber identification module (SIM) 108 that includes a memory that stores|
various parameters associated with the subscriber and services available to the subscriber; paragraph 0051: QoS can be a function of a
variety of service attributes), facilitating a QoS session if the QoS request is determined to be authorized based on verified QoS access
fules (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for this QoS:; paragraph 0050:
radio resource manager receives a requested QoS indicator from, for example, a mobile station, and determines a QoS based on the QoS
indicator...the RRM then modifies an existing radlo access bearer to provide the selected QoS... by adapting the QoS associated with an
active RAB, radio resources can be efficiently assigned ...), base stations coupled to a base station controller and providing network
access (access point), selecting QoS parameters based on notifications (paragraph 0030: a base station subsystem (BSS) or radio
network system (RNS) 110 that includes base transceiver stations (BTS or Node B) 112, 113 coupled to a base station controller (BSC) or
radio network controller (RNC) 114... typically includes a plurality of base transceiver stations to provide network access in a coverage
area..., selected QoS parameters can be retrieved from the HLR 122 (or the VLR 118) based on the notification...). Furthermore, sending
a request for service to a service controller that is in communication with access points is well known in the ant, the specifics of which
would have been a matter of design choice. Theretfore, It would have been obvious to a person of ordinary skill at the time of the Invention
to incorporate the above features into the invention of CHOI-GROGAN in order to maintain the authorized continual connectivity and to
provide a balanced network resource allocation.
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Regarding claim 24, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly disciose wherein the processor is
further configured to: send the QoS request to a service controller, wherein the service controller coordinates a plurality of QoS requests
for a plurality of communications devices in wireless communication with one or more base stations, and wherein the service controller
communicales with the one or more base stations to determine an available base station basad on network capacity to facilitate the QoS
request for the communications device if the QoS request is determined to be authorized; and receive a response to the QoS request,
wherein the response includes an indication of which base station is available to facilitate the QoS request. CHOI-GROGAN, however
teachaes a controller for allocating radio resources based on requested QoS (paragraph 0011: radio resource controllers include a
processor configured to establish a radio resource allocation based on a requested QoS... the radio resource allocation is associated with
a packet data protocol (PDP) context), verifying and authorizing the user subscriber of a QoS request (paragraph 0043: the requested QoS
update can be verified to determine subscriber authorization for this QoS), storing of QoS parameters (0029; the mobile station 102
typically includes a subscriber identification module (SIM) 108 that includes a memory that stores various parameters associated with the
subscriber and services available to the subscriber; paragraph 0051: QoS can be a function of a variety of service attributes), facilitating a
QoS session if the QoS request is determined to be authorized based on verified QoS access rules (paragraph 0043: the requested QoS
update can be verified to determine subscriber authorization for this QoS; paragraph 0050: radlo resource manager receives a requested
QoS Indicator from, for example, a mobile station, and determines a QoS based on the QoS indicator...the RRM then modifies an existing
radio access bearer 10 provide the selecled QoS... by adapting the QoS associated with an active RAB, radio resources can be efficiently
assigned ...), base stations coupled to a base station controller and providing network access (access point), selecting QoS parameters
based on notifications (paragraph 0030: a base station subsystem (BSS) or radio network system (RNS) 110 that includes base
transceiver stations (BTS or Node B) 112, 113 coupled to a base station controller (BSC) or radio network controller (RNC) 114... typically
includes a plurality of base transceiver stations to provide network access in a coverage area..., selected QoS parameters can be
retrieved from the HLR 122 (or the VLR t18) based on the netification...). Furthermore, sending a request for service to a service
controller that is in communication with access points as well as determining the availability of base station based of network capacity
(bandwidth, .9.) and a base station indicating its availability in response to a request is well known in the ar, the specifics of which would
have been a matter of design choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to
incorporate the above features into the invention of CHOI-GROGAN in order to maintain the authorized continual connectivity and to
provide a balanced network resource allocation.

Regarding claim 25, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly disclose wherein the processor is
further configured to: send the QoS request to a service controller, wherein the service controller coordinates a plurality of QoS requests
for a plurality of communications devices in wireless communication with one or more base stations or other access point, wherein the
service conlroller communicates with the one or more base stations to determine an available base station based on network capacity to
facilitate the QoS request for the communications device if the QoS request is determined to be authorized, wherein the other access point
includes a WiFi access point; and receive a response 10 the QoS request, whereln the rasponse includes an indication of

which base slation or other access point is available 1o facilitate the QoS reques!. CHOI-GROGAN, however teaches a controller for
allocating radlo resources based on requested QoS (paragraph 0011: radio resource controllers include a processor configured to
establish a radio resource allocation based on a requested QoS... the radio resource allocation is associated with a packet data protocol
(PDP) contexl), verilying and authorizing the user subscriber of a QoS request (paragraph 0043: the requested QoS update can be verified
to determine subscriber authorization for this QoS), storing of QoS parameters (0029: the mobile station 102 typically includes a subscriber
identification module (StM) 108 that includes a memory that stores various parameters assoclated with the subscriber and services
available to the subscriber; paragraph 005t: QoS can be a function of a variely of service attributes), facilitating a QoS session if the QoS
request is determined to be authorized based on verified QoS access rules (paragraph 0043: the requested QoS update can be verified to
determine subscriber authorization for this QoS; paragraph 0050: radio resource manager receives a requested QoS indicator from, for
example, a mobile station, and determines a QoS based on the QoS Indicator...the RRM then modifies an existing radio access bearer to
provide the selected QoS... by adapting the QoS associated with an active RAB, radio resources can be efficiently assigned ...), base
stations coupled to a base station controller and providing network access (access point), selecting QoS parameters based on notifications
(paragraph 0030: a base station subsysterm (BSS) or radio network system (RNS) 110 that includes base transceiver stations (BTS or
Node B) 112, 113 coupled to a base station controlier (BSC) or radio network controller (RNC) 114... typically includes a plurality of base
Iransceiver stations to provide network access in a coverage area..., selected QoS parameters can be retrieved from the HLR 122 (or the
VLR 118) based on the notification...). Furthermore, sending a request for service to a service controller that is in communication with
access points, WiFi access points, as well as determining the avaitability of base station based of network capacity (bandwidth, e.g.) and a
base station indicating its availability in response to a request is well known in the art, the specifics of which would have been a matter of
design choice. Therefors, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the above
features into the invention of CHOI-GROGAN in order to maintain the authorized continual connectivity and to provide a balanced network
resource allocation,
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Regarding claim 26, CHOI-GROGAN discloses the system recited in claim 1, but does not explicilly wherein the processor is further
configured to: send the QoS request to a service controller; receive a QoS approval authorization from the service controller if the QoS
request is determinad to be authorized and network capacity Is determined to be available for the QoS request; send the QoS requestto a
base station, wherein the approved QoS request includes the QoS approval authorization for one or more QoS links for a QoS channel.
CHOI-GROGAN, however teaches a controller for allocating radio resources based on requested QoS (paragraph 001t: radio resource
controllers include a processor configured to establish a radio resource allocation based on a requested QoS... the radio resource
allocation is associated with a packet data protocol (PDP) context), verifying and authorizing the user subscriber of a QoS request
(paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for this QoS), storing of QoS parameters
(0029: the mobile station 102 typically includes a subscriber identification module (SIM) 108 that includes a memory that stores various
parameters assoclated with the subscriber and services available 1o the subscriber; paragraph 0051: QoS can be a function of a variety of
service attributes), facilitating a QoS session if the QoS request is determined to be authorized based on verified QoS access rules
(paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for this QoS; paragraph 0050; radio
resource manager receives a requested QoS indicator from, for example, a mobile station, and determines a QoS based on the QoS
indicator...the RRM then modifies an existing radio access bearer to provide the selected QoS... by adapting the QoS associated with an
active RAB, radio resources can be efficiently assigned ...), base stations coupled 10 a base station controller and providing network
access (access polnt), selecting QoS parameters based on noifications (paragraph 0030: a base statlon subsystem (BSS) or radio
network system (RNS) 110 that includes base transceiver stations (BTS or Node B) 112, 113 coupled to a base station controller (BSC) or
radio network controller (RNC) 114... typically includes a plurality of base transceiver stations to provide network access in a coverage
area..., selected QoS parameters can be retrieved from the HLR 122 (or the VLR 118) based on the notification...). Furthermore, sending
a raquest for service to a service controller that is in communication with access points as well as determining the availabilily of base
station, network capacity (bandwidth, e.g.) and allocating a channel for an approved QoS link is well known in the ar, the specifics of
which would have been a matter of design choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the
invention to incorporate the above features into the invention of CHOI-GROGAN in order to maintain the authorized continual connectivity
and 1o provide a balanced network resource allocation.

Regarding claim 27, CHOI-GROGAN discloses the system recited in clalm 1, but does not explicitly wherein the processor is further
configured 1o: send the QoS request to a service controller; receive a QoS approval authorization from tha service controller if the QoS
request is determined to be authorized and network capacity is determined to be available for the QoS request, wherein the service
controller communicates the QoS approval authorization to a base station; send the QoS request to the base station to initiate a QoS
channel, wherein the QoS channel includes one or more QoS links. CHOl-GROGAN, however teaches a controller for allocating radio
resources based on requested QoS (paragraph 0011: radio resource controllers include a processor configured to establish a radio
resource allocation based on a requested QoS... the radio resource allocation is associated with a packet data protocol (PDP) context),
verifying and authorizing the user subscriber of a QoS request (paragraph 0043: the requestad QoS update can be verified to determing
subscriber authorization for this QoS), storing of QoS parameters (0029: the mobile station 102 typically includes a subscriber identification
module (SIM) 108 that includes a memory that stores various parameters associated with the subscriber and services available to the
subscriber; paragraph 0051: QoS can be a function of a variety of service attributes), facilitating a QoS session if the QoS request is
determined to be authorized based on verified QoS access rules (paragraph 0043: the requested QoS update can be verified 1o determine
subscriber authorization for this QoS; paragraph 0050: radio resource manager receives a requested QoS indicator from, for example, a
mobile station, and determines a QoS based on the QoS indicator...the RRM then modifies an existing radio access bearer to provide the
selected QoS... by adapting the QoS associated with an active RAB, radio resources can be efficiently assigned ...), base stations
coupled to a base station controller and providing network access (access point), selecting QoS parameters based on notifications
(paragraph 0030: a base station subsystern (BSS) or radio network system (RNS) 110 that includes base transceiver stations {BTS or
Node B) 112, 113 coupled Io a base station controller (BSC) or radio network controlter (RNC) 114... typically includes a plurality of base
transceiver stations to provide network access in a coverage area..., selected QoS parameters can be retrieved from the HLR 122 (or the
VLR 118) based on the notification...). Furthermore, sending a request for service to a service controller that is in communication with
access points as well as determining the availabilily of base station, network capacity (bandwidth, e.g.) and aliocating a channel for an
approved QoS link is well known in the an, the specifics of which would have besn a matter of design choice. Therefore, it would have
been obvious to a person of ordinary skill at the time of the invention to incorporate the above features into the invention of CHOI-
GROGAN in order to maintain the authorized continual connectivity and to provide a batanced network resource allocation,
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Regarding claim 28, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly wherein the processor is further
configured to: send the QoS request to a service controller, wherein the service controller communicates with the one or more network
devices to provision a QoS channel, wherein the QoS channel inctudes one or more QoS links; and the service controller retums a QoS
reservation for the provisioned QoS channel. CHOI-GROGAN, however teaches a controller for allocating radio resources based on
requested QoS (paragraph 0011: radio resource controllers include a processor configured to establish a radio resource allocation based
on a requested QoS... the radio resource allocation is associated with a packet data protoco! (PDP) context), verifying and authorizing the
user subscriber of a QoS request (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for
this QoS), storing of QoS parameters (0029; the mobile station 102 typically includes a subscriber identification module (SIM) 108 that
includes a memory that stores various parameters associated with the subscriber and services available to the subscriber; paragraph
0051: QoS can be a function of a variety of service attributes), facilitating a QoS session if the QoS request is determined to be authorized
based on verified QoS access rules (paragraph 0043; the requested QoS update can be verified to determine subscriber authorization for
this QoS; paragraph 0050: radio resource manager receives a requested QoS indicator Irom, for example, a mobile station, and
determines a QoS based on the QoS indicator...the RRM then modifies an axisting radio access bearer to provide the selected QoS... by
adapting the QoS associated with an active RAB, radio resources can be efficiently assigned ...), base stations coupled to a base station
controller and providing network access (access point), selecting QoS paramelers based on notifications (paragraph 0030: a base station
subsystem (BSS) or radio network system (RNS) 110 that includes base transceiver stations (BTS or Node B) 112, 113 coupled to a base
station controller (BSC) or radio network controllar (RNC) 114... typically includes a plurality of base transceiver stations to provide
network access in a coverage area..., selected QoS parameters can be retrieved from the HLR 122 (or the VLR 118) based on the
notification...). Furthermore, sending a request for service to a service controller that is in communication with various network devices for
provisioning services on channets and allocating a channel for an approved QoS link is well known in the art, the specifics of which would
have been a matter of design choice. Therefore, it would have been obvious 1o a person of ordinary skill at the time of the invention to
incorporate the above features into the invention of CHOI-GROGAN in order to maintain the authorized continual connectivity and to
provide a balanced network resource allocation.

Regarding claim 29, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly wherein the processor is further
configured to: send the QoS request to a service controlter, wherein the service controller communicates with the one or mora network
devices to pravision a QoS channel through a carrier core network and/or an IPX network, wherein the QoS channel includes one or more
QoS links. CHOI-GROGAN, however teaches a controller for allocating radio resources based on requested QoS that is in communication
with various network devices (paragraph 0011: radio resource controllers include a processor configured to establish a radio resource
allocation based on a requested QoS... the radio resource allocation is associated with a packet data protocol (PDP) context), for
provisioning services on allecated channels bases on approved QoS requests (paragraph 0043: the requested QoS update can be verified
to determine subscriber authorization for this QoS), storing of QoS paramelers (0029: the mobile station 102 typically includes a subscriber
identification module (SIM) 108 that includes a memory that stores various parameters associated with the subscriber and services
available to the subscriber; paragraph 0051: QoS can be a function of a variety of service attributes). Furthermore, sending a request for
service 10 a service controller that is in communication with various network devices including a carrier core network and/or IPX network is
known in the art, the specifics of which would have been a matter of design choice. Therefore, it would have been obvious 1o a person of
ordinary skill at the time of the invention to incorporate the above features Into the invention of CHOI-GROGAN in order to maintain the
authorized conlinual connectivity and to provide a batanced network resource allocation.

Regarding ctaim 30, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the processor Is further configured to:
facilitate a QoS session if the QoS request is determined to be authorized (paragraph 0043: the requested QoS update can be verified to
determine subscriber authorization for this QoS; paragraph 0050: radio resource manager receives a requested QoS indicator from, for
example, a mobile station, and determines a QoS based on the QoS indicator...the RRM then modifies an existing radio access bearer to
provide the seiected QoS... by adapting the QoS associated with an active RAB, radio resources can be efficiently assigned ...); but is
silent on determine charging for the QoS session. However, CHOI-GROGAN teaches QoS parameters including billing information
(paragraph 0027: a PDP context generally includes QoS parameters as well as information related to user billing and delivery addresses...
PDP context parameters can be stored in user equipment in, for example, a subscriber identity module (SIM), or in network nodes or
servers such as at a serving GPRS support node (SGSN), or a gateway GPRS support node (GGSN)...). Furthermore, determining
charging for services received during a QoS session is well known in the art, the specifics of which would have been a matter of design
choice. Therefors, it would have been obvious to a person of ordinary skil at the time of the invention ta incorporate the above features
into the invention of CHOI-GROGAN in arder to provide the user subscriber wilh billing statements.

Regarding claim 31, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the processor is further configured to:
facititate a plurality of QoS sessions (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for
this QoS; paragraph 0050: radio resource manager receives a requested QoS indicator from, for example, a mobile station, and
determines a QoS based on the QoS indicator...the RRM then modifies an existing radio access bearer to provide the selected QoS... by
adapting the QoS associated with an active RAB, radio resources can be efficiently assigned ...); but is silent on determine charging for
each of the plurality of QoS sessions, wharein the charging for each of the plurality of QoS sessions is periodically verified. However,
CHO1-GROGAN teaches QoS parameters including billing information (paragraph 0027: a PDP context generally includes QoS
parameters as well as information related to user biiling and delivery addresses... PDP context parameters can be stored in user
equipment in, for exampla, a subscriber identity module (SIM), or in network nodes or servers such as at a serving GPRS support node
(SGSN), or a gateway GPRS support node (GGSN)...). Furthermore, determining charging for services received during a QoS session
and verilying the charging pericdically is well known in the ar, the specifics of which would have been a matter of design choice.
Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the above features into the
invention of CHOI-GROGAN in order to provide the user subscriber with billing statements and to prevent the service usage exceeding a
prepaid credit.
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Regarding claim 32, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the processor Is further configured to:
facilitate a plurality of QoS sessions (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for
this QoS; paragraph 0050: radio resource manager receives a requested QoS indicator from, for example, a mobile station, and
determines a QoS based on the QoS indicator...the RRM then modifies an existing radio access bearer to provide the selected QoS... by
adapting the QoS associated with an active RAB, radio resources can be efficiently assigned ...); but is silent on determine charging for
each of the plurality of QoS sessions, wherein the charging for each of the plurality of QoS sessions is periodically verified at least in part
using network based charging information. However, CHOl-GROGAN teaches QoS parameters including billing information (paragraph
0027: a PDP context generally includes QoS parameters as well as Information refated to user bilting and delivery addresses... PDP
context parameters can be stored in user equipment in, for example, a subscriber identity module (SIM), or in network nodes or servers
such as at a serving GPRS support node (SGSN), or a gateway GPRS support node (GGSN)...). Furthermore, determining charging for
services received during a QoS session and verifying the charging periodically based on billing information regarding the network usage
charges is well known in the art, the specifics of which would have been a matter of design choice. Therefore, it would have been obvious
to a person of ordinary skill at the time of the invention to incorporate the above features into the invention of CHO-GROGAN in order to
provide the user subscriber with billing statements and to prevent the service usage exceeding a prepaid credit.

Regarding claim 34, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the processor is further configured to:
execute a QoS router (paragraph 0031: the BSS 110 is coupled to a serving GPRS support node (SGSN) 124 that is in communication
with gateway GPRS [a router] support nodes (GGSN) 126, 128...) for dynamically managing one or more QoS channels for the
communications device (paragraph 0045: QoS can be dynamically assigned in a single RAB via a quality indicator associated with the
application and stored on a user device...; paragraph 0053: dynamically adapting to changing Quality of Service (QoS) requirements... the
QoS indicator can provide the requested QoS attributes per each application, such as the traffic handling priority (THP) leve! for interactive
class...); butis silent on send network capacity information to a service controfler, wherein the service controller provides a policy decision
point for QoS management for a plurality of communications devices in communication with one or more base stations. CHOI-GROGAN,
however teaches a controller for allocating radio resources based on requested QoS (paragraph 0011: radio resource controllers include a
processor configured to establish a radio resource allocation based on a requested QoS... the radio resource allocation is associated with
a packet data protocol (PDP) context), veritying and authorizing the user subscriber of a QoS request (paragraph 0043: the requested QoS
update can be verified 1o determine subscriber authorization for this QoS), storing of QoS parameters (0029: the mobite station 102
typically includes a subscriber identification modute (SIM) 108 that includes a memory that stores various parameters associated with the
subscriber and services available to the subscriber; paragraph 0051: QoS can be a function of a variety of service attributes), facititaling a
QoS session if the QoS request is determined to be authorized based on verified QoS access rules (paragraph 0043: the requested QoS
update can be verified to determine subscriber authorization for this QoS; paragraph 0050; radio resource manager receives a requested
QoS indicator from, for example, a mobile station, and determines a QoS based on the QoS indicator...the RRM then modifies an existing
radio access bearer to provide the selected QoS... by adapting the QoS assoclated with an active RAB, radio resources can be efficiently
assigned ...), base stations coupled to a base station controlter and providing network access (access point), selecting QoS parameters
based on notifications (paragraph 0030: a base station subsystem (BSS) or radio network system (RNS) 110 that includes base
transceiver stations (BTS or Node B) 112, 113 coupled to a base station controfler (BSC) or radio network controlier (RNC) 114... typically
includes a plurality of base transceiver stations to provide network access in a coverage area..., selected QoS parameters can be
retrieved from the HLR 122 (or the VLR 118) based on the notification...). Furthermore, sending a request for service to a service
controller that is in communication with access points is well known in the art, the specifics of which would have been a matter of design
choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the above features
into the invention of CHOI-GROGAN in order to maintain the authorized continual connectivity and to provide a balanced network resource
allocation.
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Regarding claim 35, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the pracessor is further configured to:
execute a QoS router (paragraph 0031: the BSS 110 is coupled to a serving GPRS support node (SGSN) 124 that is in communication
with gateway GPRS {a router] support nodes (GGSN) 126, 128...) for dynamically managing one or more QoS channels for the
communications device (paragraph 0045: QoS can be dynamically assigned in a single RAB via a quality indicator associated with the
application and stored on a user device...; paragraph 0053: dynamically adapting to changing Quality of Service (QoS) requirements... the
QoS indicator can provide the requested QoS attributes per each application, such as the traffic handting priority (THP) level for interactive
class...); but is silent on send network capacity information to a service controtfter, whereln the service controller providas a policy decision
point for QoS management for a plurality of communications devices in communication with one or more base stations; and

receive QoS router throttling instructions from the service controller, wherein the service controller provides the QoS router throttling
instructions to assist in dynamically manage network capacity for the plurality of communications devices in communication with the one or
more base stations. CHOI-GROGAN, however teaches a controller for allocating radio resources based on requested QoS (paragraph
0011: radio resource controllers include a processor configured to establish a radio resource allocation based on a requested QoS... the
radio resource allocation is associated with a packet data protocol (PDP) context), verifying and authorizing the user subscriber of a QoS
request (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for this Qo8), storing of QoS
parameters (0029: the mobile station 102 typically includes a subscriber identification module (StM) 108 that includes a memory that stores|
various parameters associated with the subscriber and services available 1o the subscriber: paragraph 0051: QoS can be a function of a
variety of service altributes), facilitating a QoS session if the QoS request is determined to be authorized based on verified QoS access
rules (paragraph 0043: the requested QoS update can be verified to determine subscriber authorization for this QoS; paragraph 0050;
radio resource manager receives a requested QoS indicator from, for example, a mobile station, and determines a QoS based on the QoS
indicator...the RRM then modifies an existing radio access bearer to provide the selected QoS... by adapting the QoS associated with an
active RAB, radio resources can be efficiently assigned ...), base stations coupled to a base station controller and providing network
access (access point), selecting QoS parameters based on notifications (paragraph 0030: a base station subsystem (BSS) or radio
network system (RNS) 110 that includes base transceiver stations (BTS or Node B) 112, 113 coupled to a base station controller (BSC) or
radio network controfler (RNC) 114... typically includes a plurality of base transceiver stations to provide network access in a coverage
area..., selected QoS parameters can be retrieved from the HLR 122 (or the VLR 118) based on the notification...). Furthermore, sending
arequest lor service to a service controlter that is in communication with access points and base stations as wells receiving instructions to
terminate a service (throttling instructions) is well known in the art, the specifics of which would have been a matter of design choice.
Theretore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the above features into the
invention of CHOI-GROGAN in order to maintain the authorized continual connectivity and to provide a batanced network resource
allocation.

Regarding claim 36, CHOI-GROGAN discloses the system recited in ctaim 1, and teaches wherein the processor is lurther configured fo:
execute a QoS router (paragraph 0031: the BSS 110 is coupled to a serving GPRS support node (SGSN) 124 that is in communication
with gateway GPRS [a router] support nodes (GGSN) 126, 128...) for dynamically managing one or more QoS sessions (paragraph 0045;
QoS can be dynamically assigned in a single RAB via a quality indicator associated with the application and stored on a user device...;
paragraph 0053: dynamically adapting to changing Quality of Service (QoS) requirements... the QoS indicator can provide the requested
QoS attributes per each application, such as the traffic handling priority (THP) tevel for interactive class...); but is silent on one or more
non-Qo$ sessions for the communications device, and wherein the QoS router upgrades QoS classes, downgrades QoS classes,
deallocates QoS classes, and/or throttles service level usage for one or more QoS and/or non-QoS sessions based on wireless network
bandwidth access. However, dynamically managing non-Qo$ sessions, upgrading/downgrading QoS classes, and terminating (throtiling)
services based on availability of network bandwidth is well known in the art, the specifics of which would have been a matier of design
choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the above features
into the invention of CHOI-GROGAN in order to maintain the authorized continual connectivity and to provide a balanced network resource
allocation.

Regarding ctaim 37, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the processor is further configured to;
execule a QoS router (paragraph 0031: the BSS 110 is coupled to a serving GPRS support node (SGSN) 124 that is in communication
with gateway GPRS (a router] support nodes (GGSN) 126, 128...) for dynamically managing one or more QoS sessions (paragraph 0045:
QoS can be dynamically assigned in a single RAB via a quality indicator associated with the application and stored on a user device...;
paragraph 0053: dynamically adapting to changing Quality of Service (QoS) requirements... the QoS indicator can provide the requested
QoS atlributes per each appiication, such as the traffic handling priority (THP) level for interactive class...); but is silent on one or more
non-QoS sessions for the communications device, wherein the QoS router upgrades QoS classes, downgrades QoS classes, deallocates
QoS classes, and/or throttles service level usage for one or more QoS and/or non-QoS sessions based on wireless network bandwidth
access, and wherein the QoS router facilitates one or more of the following: a non-QoS best effort service tevet, a QoS differentiated
service level, and a QoS guaranteed service level. However, dynamically managing non-QoS sessions, upgrading/downgrading QoS
classes, and terminating (throttling) services based on availability of network bandwidth, providing a QoS guaranteed service level is well
known in the ar, the specifics of which would have been a matter of design choice. Therefore, it would have been cbvious to a person of
ordinary skill at the time of the invention to incorporate the above features into the invention of CHO-GROGAN in order to maintain the
authorized continual connectivity and to provide a balanced network resource allocation.
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Regarding claim 38, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
facilitate a plurality of QoS sessions using a QoS router, wherein the QoS router allocates an authorized QoS class for each QoS request,
and wherein the QoS router pericdically modifies the QoS class allocations for one or more QoS sessions and/or throtties non-QoS
sessions to facilitate the plurality of QoS sessions; and determine charging for each of the plurality of QoS sessions, wherein the charging
for each of the plurality of QoS sessions is peniodically verified. However, CHOI-GROGAN teaches a router (gateway) facilitating QoS
sessions (paragraph 0031: the BSS 110is coupled to a serving GPRS support node (SGSN) 124 that is in communication with gateway
GPRS [a router] support nodes (GGSN) 126, 128...; paragraph 0045: QoS can be dynamically assigned in a single RAB via a quality
indicator associaled with the application and stored on a user device...; paragraph 0053: dynamically adapting to changing Quality of
Service (QoS) requirements... the QoS indicator can provide the requested QoS attributes per each application, such as the traffic
handling priority (THP) levet for interactive class...), allocating an authorized QoS class for QoS requests (paragraph 0026; paragraph
0054: when a user requests an application, the radio resource management (RRM) algorithm residing in a radio access network can
consider the attributes based on four QaS traffic classes prioritize users, and allocates radio resources accordingty... ) and QoS
parameters including billing information (paragraph 0027: a PDP context generally includes QoS parameters as well as information retated
to user billing and delivery addresses... PDP context parameters can be stored in user equipment in, for example, a subscriber identity
module (SIM), or in network nodes or servers such as at a serving GPRS suppont node (SGSN), or a gateway GPRS support node
(GGSN)...). Furthermore, determining charging for services received during a QoS session and verifying the charging periodically is well
known in the an, the specifics of which would have been a matter of design choice. Therefore, it would have been obvious to a person of
ordinary skill at the time of the invention 1o incomorate the above features into the invention of CHOI-GROGAN in order to provide the user
subscriber with billing statements and to prevent the service usage exceeding a prepaid credit.

Regarding claim 39, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly disclose wherein the processor is
further configured to: receive network capacity information from a base station; and execute a QoS router for managing one or more QoS
sessions for the communications device, wherein the QoS router periodically modifies QoS class allocations for the one or more QoS
sessions and/or throttles non-QoS sessions based on the network capacity information, However, CHOI-GROGAN teaches executing a
QoS router for managing QoS sessions (paragraph 0031: the BSS 110 is coupled to a sarving GPRS support node (SGSN) 124 that is in
communication with gateway GPRS [a router] support nodes (GGSN) 126, 128...; paragraph 0045: QoS can be dynamically assigned in a
single RAB via a qualily indicator associated with the application and stored on a user device...; paragraph 0053: dynamically adapting to
changing Quality of Service (QoS) requirements... the QoS indicator can provide the requested QoS attributes per each application, such
as the traffic handling priority (THP) level for interactive class...). Furthermore, receiving information regarding network capacity,
periodically modifying QoS class level allocation and terminating services by receiving (throttling) instructions is well known in the an, the
specilics of which would have been a matter of design choice. Therefore, it would have been cbvious to a person of ordinary skilt at thea
time of the invention to incorporate the above features into the invention of CHOI-GROGAN in order to provide the user subscriber with the
requested predetermined QoS service.

Regarding claim 40, CHOI-GROGAN discloses the system recited in claim 1, but does not explicitly disclose wherein the processor is
further configured to: receive network capacity information from a base station; and execute a QoS router for managing one or more QoS
sessions for the communications device, wherein the QoS rouler periodically modifies QoS class allocations for the one or more QoS
sessions and/or throttles non-QoS sessions based on the network capacity informalion; and wherein the QoS router does not downgrade
QoS class allocations if the communications device is associated with a service plan that provides for a non-throttled QoS service level.
However, CHOI-GROGAN teaches executing a QoS router for managing QoS sessions (paragraph 0031: the BSS 110 is coupled to a
serving GPRS support node (SGSN) 124 that is in communication with gateway GPRS (a router] support nodes (GGSN) 126, 128...;
paragraph 0045: QoS can be dynamically assigned in a single RAB via a quality indicator associated with the application and stored on a
user device...; paragraph 0053: dynamically adapting to changing Quality of Service (QoS) requirements... the QoS indicator can provide
the requested QoS attributes per each application, such as the traffic handting priority (THP) level for interactive class...). Futhermore,
receiving information regarding network capacity, periodically moditying QoS class fevel allocation and terminating services by receiving
(throttting) instructions, as welt as not downgrading a QoS class allocation under a desired condition is well known in the art, the specifics
of which would have been a matter of design choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the
invention to incorporate the above features into the invention of CHOI-GROGAN in order lo provide the user subscriber with the requested
level of services based on a predetermined service plan.

Regarding claim 41, CHOI-GROGAN discloses the system recited in claim 1, and teaches wherein the processor is further configured to:
executing a QoS router (paragraph 0031: the BSS 110 is coupled to a serving GPRS support node (SGSN) 124 that is in communication
with gateway GPRS [a router] support nodes (GGSN) 126, 128...) , allow the QoS router to dynamically manage QoS and/or non-QoS
services (paragraph 0045: QoS can be dynamically assigned in a single RAB via a quality indicator associated with the application and
stored on a user device...; paragraph 0053: dynamically adapting to changing Quality of Service (QoS) requirements... the QoS indicator
can provide the requested QoS atiributes per each application, such as the traffic handling priority (THP) level for interactive class...), but
is silent on wherein the user is oflered a choice of whether or not to dynamically managing the services. However, providing a user with a
choice such as dynamically managing services is a known practice in the an, the specifics of which would have been a matter of design
choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the above features
into the invention of CHOI-GROGAN in order to provide the user subscriber with the requested level of services based on a predetermined
service plan.
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Regarding claim 42, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
determine charging for a QoS session, wherein the charging is determined based on one or more of the following: a QoS class, an
allocated network bandwidth, a router queue priority, and per allocated radio access bearer (RAB), and wherein the charging for the QoS
session is verilied. However, CHOI-GROGAN teaches QoS parameters including billing information (paragraph 0027: a PDP context
generally includes QoS parameters as well as information related to user billing and delivery addresses... PDP context parameters can be
stored in user equipment in, for example, a subscriber identity module (SIM), or in network nodes or servers such as at a serving GPRS
support node (SGSN), or a gateway GPRS suppont node (GGSN)...) and radio access bearer (paragraph 0036: SGSN 204 validates the
context activation request 202 based on subscriber data ... and retrieves a network address for a GGSN 206 that is associated with the
requested service... the SGSN 204 issues a request for radio resources 214 (i.e., to establish a radio access bearer or RAB) to a radio
resource controller (RRC) 207 and RAB setup messages 216, 218 are exchanged between the mobite station 200 and the RRC 207...
notifies the SGSN 204 that RAB is established in a message 220, and the mobile station 200 is notified that the PDP context has been

| activated in message 222). Furthermore, determining and verifying service charges based on various parameters including QoS class level
or allocated network bandwidth or RAB is well known in the an, the specifics of which would have been a matter of design choice,
Therefore, it would have been obvious to a person of ordinary skill at the time of the invention to incorporate the above featurss into the
invention of CHOI-GROGAN in order to provide the user subscriber with billing statements and to prevent the service usage exceeding a
prepaid credit.

Regarding claim 43, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
execute a service processor lor implementing verified DAS QoS in a secure hardware partition of the processor. However, implementing
application programs (DAS QoS services) in a secure partition of a processor (a secured address space) is known in the art, the specifics
of which would have been a matter of design choice. Therefore, it would have been obvious to a person of ordinary skill at the time of the
invention to incorporate the above leatures into the invention ol CHOI-GROGAN in order to provide for secure implementation of QoS
Services, .

Regarding claim 44, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
execute a service processor for implementing verified DAS QoS, wherein the service processor is executed in a kernel of an operating
system. However, implementing a processor (executing instructions) such as application programs (DAS QoS services) in a kernel of an
operating system is known in the an, the specifics of which would have been a matter of design choice. Therefore, it would have been
obvious to a person of ordinary skill at the time of the invention to incorporate the above features into the invention of CHOI-GROGAN in
order to provide for secure implementation of QoS services.

Regarding cfaim 45, CHOI-GROGAN discloses the system recited in claim 1, but is silent on wherein the processor is further configured to:
execute a service processor for implementing verified DAS QoS, wherein the processor is in a secure modem. However, a processor
imptementing an application program (DAS QoS services) and secure communication network devices such as a secure modem is known
in the an, the specifics of which would have been a matter of design choice. Therefore, it would have been obvious to a person of ordinary
skill at the time of the invention to incorporate the above features into the invention of CHOI-GROGAN in order to provide for secure
implementation of QoS services. :

Claims 46 and 50 lack an inventive step under PCT Article 33(3) as being obvious over CHOI-GROGAN in view of CHENG et al (US
2003/0133408 A1, hereinafter CHENG).

Regarding claim 46, CHOI-GROGAN discloses the system recited in claim 1, but is silant on wherein the processor is further configured to:
send a QoS raguest for network resources for an end to end coordinated QoS service channel control for a conversational class session
between the communications device and another communications device, wherein the request for network resources is directed to one or
more of the following networks: a base station, a transport core network, an IPX network, and @ GRX network. CHOI-GROGAN, however,
teaches a GPRS system that sets up a conversational class QoS service between communications devices (paragraph 0011: radio
resource controllers include a processor conligured to establish a radio resource allocation based on a requested QoS... the updated QoS
is associated with a service class change, wherein an updated service class is selected from a group consisting of conversational,
streaming, interactive, and background service classes; paragraph 0026: service classes indicated as “conversational” are preferably
associated with near real time communication with low latency and low jitter...; paragraph 0031: the BSS 110 Is coupled 1o a serving
GPRS support node (SGSN) 124 that Is in communication with gateway GPRS support nodes (GGSN) 126; paragraph 0057: methods and
apparatus are described based on GPRS communication within a GSM wireless communication network). Also, it is known in the art that a
QoS is an end-to-end characteristic of, e.g., a data call, and that request for network resources can be directed to any network device
including a base station. Furthermore, CHENG discloses apparatus, and an associated method, for enhancing VolP communication
services at a selacted QoS fevel in a 3G cellular radio communication system (Abstract) in which in which the data is to be communicated
at a selected QoS (Quality of Service) level (paragraph 0002) and teaches that a VolIP service being of a conversational class that requires
low delay (paragraph 0019), a VolP service being set up as an end-to-end communications (paragraph 0028), and sending the Service
Reference ID on a control channel in a VolP service (paragraph 0071). Therefors, it would have been obvious to a person of ordinary skitl
at the time of the invention to use the teachings of CHENG to incorporate the above features into the invantion of CHOI-GROGAN in order
to provide improved mechanisms by which to suppart QoS requirements at the radio interface portion of a communication network in and
end-to-end QoS architecture (CHENG: paragraph 0022).
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Regarding claim 50, CHOI-GROGAN discloses the system recited in claim 49, but is silent on wherein the processor is further configured
to: setup an end to end coordinated QoS service channel control for a conversational class session betwsen a first communications device
and a secand communications device. CHOI-GROGAN, however, teaches a GPRS system that sets up a conversational class QoS
service between communications devices (paragraph 0011: radio resource controllers include a processor configured to establish a radio
Tesource allocation based on a requested QoS... the updated QoS is associated with a service class change, wherein an updated service
class is selected from a group consisting of conversational, streaming, interactive, and background service classes; paragraph 0026:
service classes indicated as “conversational” are preferably associated with near real time communication with low latency and low jitter...;
paragraph 0031: the BSS 110 is coupled to a serving GPRS support node (SGSN) 124 that is in communication with gateway GPRS
suppont nodes (GGSN) 126; paragraph 0057: methods and apparatus are described based on GPRS communication within a GSM
wireless communication network), Also, it is known in the art that a QoS is an end-to-end characteristic of, e.g., a data call. Futhermore,
CHENG discloses apparatus, and an associated method, for enhancing VoIP communication services at a selected QoS level in a 3G
cellular radio communication system (Abstract) in which in which the data is to be communicated at a selected QoS (Quality of Service)
level (paragraph 0002) and teaches that a VolIP service being of a conversational class that requires low delay (paragraph 0019), a VolP
service being set up as an end-to-end communications (paragraph 0028), and sending the Service Reference ID on a control channel in a
VolP service (paragraph 0071). Therefore, it would have been obvious to a person of ordinary skill at the time of the Invention to use the
teachings of CHENG to incorporate the above features into the invention of CHOI-GROGAN in order to provide improved mechanisms by
which 1o support QoS requirements at the radio interface portion of a communication network in and end-to-end QoS architecture
(CHENG: paragraph 0022).

Claims 1-50 meet the criteria set out in PCT Article 33(4), and thus have industrial applicability because the subject matter claimed can be
made or used in industry.
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Number Document Description File Name Message Digest | Part/.zip| (if appl.)
462912
160506-RALEP029-IDS072011.
1 yes 14

p ecdcab2a8f92293125440c74ch7cda7 37186|
08fa
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Multipart Description/PDF files in .zip description
Document Description Start End
Information Disclosure Statement (IDS) Form (SB08) 1 6
Non Patent Literature 7 14
Warnings:
Information:
Total Files Size (in bytes){ 462912

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Acknowledgement Receipt

EFS ID: 10564817
Application Number: 12695021
International Application Number:
Confirmation Number: 7079

Title of Invention:

QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

69849

Filer:

Marc A. Sockol/Linda Brost

Filer Authorized By:

Marc A. Sockol

Attorney Docket Number: RALEP029
Receipt Date: 20-JUL-2011
Filing Date: 27-JAN-2010
Time Stamp: 20:14:22

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document

Document Description
Number P

File Name

File Size(Bytes)/
Message Digest

Multi
Part /.zip

Pages
(if appl.)

1 Foreign Reference

W01999-065185A2andA3.pdf

1952852

b4b22a6a3b435dba71663391f5ac019eb0¢]
4ba7f

no

56

Warnings:

Information:
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Total Files Size (in bytes):‘ 1952852

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/695,021 01/27/2010 Gregory G. Raleigh RALEP029
CONFIRMATION NO. 7079
69849 POA ACCEPTANCE LETTER

SHEPPARD, MULLIN, RICHTER & HAMPTON LLP

390 Lyton Avenus R

Palo Alto, CA 94301
Date Mailed: 05/03/2011

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 04/20/2011.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/hgray/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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2 UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

Ql;iﬁ?;{a),g\;l::gﬂﬁa 22313-1450
APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRSTNAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/695,021 01/27/2010 Gregory G. Raleigh RALEP029
CONFIRMATION NO. 7079
21912 POWER OF ATTORNEY NOTICE
VAN PELT, YI & JAMES LLP

10050 N. FOOTHILL BLVD #200

R
CUPERTINO, CA 95014

Date Mailed: 05/03/2011

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 04/20/2011.

+ The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/hgray/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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PTO/SB/B0 (11-08)

Approved for use through 11/30/2011, OMB 0651-0035

U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required 1o respond to a collection of information unless it displays a valid OMB control number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby revoke all previous powers of attorney given in the application identified in the attached statement under
37 CFR 3.73(h).
| hereby appoint:

& Praclitioners associated with the Customer Number: 69849

OR

D Practitioner(s) named below (if more than ten patent practitioners are o be named, then a customer number must be used):

Name Registration
Number

Name Registration
Number

as attorney(s) or agent(s) to represent the undersigned before the United Stales Patent and Trademark Office {USPTO) in connection with
any and alf patent applications assigned only to the undersigned according to the USPTO assignment records or assignment documents
attached to this form in accordance with 37 CFR 3.73(b).

Please change the correspondence address for the application identified in the attached stalement under 37 CFR 3.73(b) to:

69849

E The address associated with Customer Number:
OR

Firm or
Individual Name
Address

City State Zip

Country

Telephone Email

Assignee Name and Address:
Headwater Partners |, LLC

350 Marine Parkway, Suite 300
Redwood City, California 94065
U.S.A,

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be
filed in each application in which this form is used. The statement under 37 CFR 3.73(b) may be completed by one of
the practitioners appointed in this form if the appointed practitioner is authorized to act on behalf of the assignee,
and must identify the application In which this Power of Attorney Is to be filed.

SIGNATURE of Assignee of Record
Thg igdi)/ig(ai'}vhgse signature and title is supplied below is authorized to act on behalf of the assignee

Signature {/ /[_/jL /‘}{/ Date: /& Aadod/ 2011

Name Daviﬁ R. JOhf)é{On Telephone: <D - 57 7 -7 752

Title Chief Financial Officer

This collection of information is required by 37 CFR 1.31. 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14, This collection is estimated 1o take 3 minutes to
complets, including gathering, preparing, and submitting the completed application form 1o the USPTO, Time wil vary depending upon the individual case. Any
comments an the amount of time you require to complete this form and/or suggestions lor reducing this burden, should be sent to the Chie! Information Qfficer,
U.8. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313.1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

WO02-WEST:1LKB1\403364274.1 -1-
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether disclosure of these records is required by the Freedom of Information Act,

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures
to opposing counsel in the course of settiement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when
the individual has requested assistance from the Member with respect to the subject matter
of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of
the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency’s responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and 2906.
Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either pubiication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of
37 CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 9924391
Application Number: 12695021
International Application Number:
Confirmation Number: 7079

Title of Invention:

QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

21912

Filer:

Marc A. Sockol/Linda Brost

Filer Authorized By:

Marc A. Sockol

Attorney Docket Number: RALEP029
Receipt Date: 20-APR-2011
Filing Date: 27-JAN-2010
Time Stamp: 20:52:07

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
156783
160506POAand3-73bStmt0420
1 yes 4

11.pdf

d2dc17ac3dedf0ac34917dc2b8e24675 3feal
2a81
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Multipart Description/PDF files in .zip description
Document Description Start End
Assignee showing of ownership per 37 CFR 3.73(b). 1 2
Power of Attorney 3 4
Warnings:
Information:
Total Files Size (in bytes){ 156783

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/96 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: Gregory G. Raleigh
Application No./Patent No.: 12/695,021 Filed/Issue Date: January 27, 2010
Titled: ) . .
Quality of Service for Device Assisted Services
Headwater Partners |, LLC a limited liability company
(Name of Assignee} (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. the assignee of the entire right, title, and interest in;

2. D an assignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or
3. D the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 024248 ,Frame 0284 , or for which a
copy therefore is attached.

OR

B. [:] A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame ., or for which a copy thereof is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame ., or for which a copy thereof is attached.

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame or for which a copy thereof is attached.

D Additional documents in the chain of title are listed on a supplemental sheet(s).
As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

, April 20, 2011
Signature Date
Marc A. Sockol, Reg. No. 40,823 Attorney of Record
Printed or Typed Name Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which

became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/SB/08  (08-03)

Substitute for form 1449/PTO

Complete if Known

Application No.: 12/695 ,021
Information Disclosure Filing Date January 27, 2010
Statement By Applicant First Named Inventor | Gregory G. Raleigh
(Use as many sheets as necessary) Art Unit 2617
Examiner Name Not Assigned
Sheet |1 lof |1 Aty Docket No. RALEP(29
U.S. Patent Documents
Examiner| Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials No. Number-Kind Code ¢= MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant Figures
Appear
A. | US 2003/0088671 05-08-2003 | KLINKER et al.
B. [ US 2007/0248100 10-25-2007 | ZUBERI et al.
C. | US 2008/0130534 06-05-2008 | Tazuko Tomioka
D. [ US 2006/0236095 10-19-2006 | SMITH et al.
E. | US 2009/0054030 02-26-2009 | Golds
F. |US 6,952,428 10-04-2005 | NECKA et al.
G. | US 2010/0043068 02-18-2010 | VARADHAN et al.
H. | US 2010/0071053 03-18-2010 | ANSARIetal.
L US 2003/0005112 01-03-2003 | Krautkremer
J. 1 US 2006/0045245 03-02-2006 | AARON et al.
K. | US 2007/0076616 04-05-2007 | NGO etal.
L. |US2006/0190314 08-24-2006 | Hernandez
M. | US 2009/0271514 10-29-2009 | THOMAS et al.
N. | US 6,684,244 01-27-2004 | GOLDMAN et al.
0. | US 2005/0055291 03-10-2005 | BEVENTE et al.
P. | US 2006/0019632 01-26-2006 | CUNNINGHAM et al.
Q. | US 2005/0238046 10-27-2005 | HASSAN et al.
R. | US 5,577,100 11-19-1996 | McGREGOR et al.
S. | US 6,198,915 03-06-2001 | McGREGOR et al.
T. |US 6,650,887 11-18-2003 [ McGREGOR et al.
U. | US 7,245,901 07-17-2007 | McGREGOR et al.
V. |US 7,373,136 05-13-2008 | WATLER et al.
W. | US 6,725,031 04-20-2004 | WATLER etal.
X. | US 2002/0022472 02-21-2002 | WATLER etal.
Y. | US 6,532,579 03-11-2003 SATO et al.
FOREIGN PATENT DOCUMENTS
Examiner| Cite | Foreign Patent Document Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials No. Country Code_Number_Kind Code 777 MM-DD-YYYY App]l)i(‘:)acrlxlt n(])iﬂ?itcd Rclcvanéigzi:gjz; ;);aljc]cvant
Z. | WO2007/018363 08-02-2006 Upresto, Inc.
NON PATENT LITERATURE DOCUMENTS
Examiner| Cite | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), T?
Initials | No. title of the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s),
volume-issue number(s), publisher, city and/or country where published
AA.
BB.
| Examiner | Date Considered

Examiner: Initial citation considered. Draw line through citation if not in conformance and not considered.
Include copy of this form with next communication to applicant.

T2 = Applicant is to place a check mark here if English language Translation is attached
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Electronic Acknowledgement Receipt

EFS ID: 8592195
Application Number: 12695021
International Application Number:
Confirmation Number: 7079

Title of Invention:

QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

21912

Filer:

Michael J. Schallop/Veronica Pula

Filer Authorized By:

Michael J. Schallop

Attorney Docket Number: RALEP029
Receipt Date: 08-0OCT-2010
Filing Date: 27-JAN-2010
Time Stamp: 19:30:34

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document

Document Description
Number P

File Size(Bytes)/

File Name Message Digest

Multi
Part /.zip

Pages
(if appl.)

1 Transmittal Letter

56035
RALEP029_IDS_Before_1st_OA.

pdf

€37b6c7763def04144e24073ef4102a5880)
ch28

no

Warnings:

Information:
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101001
Information Disclosure Statement (IDS) [ RALEP029_IDS_SB08_before_1

2 Filed (SB/08) st OA_2 pdf no !
bb317e749afec78e0127a01097d95b4e7ab)|
0d6a
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
RALE_Forei Ref_W0200701 1322623
. _Foreign_Ref_
3 Foreign Reference 8363.pdf no 37
37b720bd7d61efc44073aef18cbf624bab54
7d3b
Warnings:
Information:
Total Files Size (in bytes):l 1479659

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
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Commissioner for Patents
P. O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

The references listed in the attached PTO SB/08, may be material to examination of the
above-identified patent application. Applicants disclose these references in compliance with
their duty of disclosure pursuant to 37 CFR §§1.56 and 1.97. The Examiner is requested to make
these references of official record in this application. Copies of the cited references are provided

to the extent required by 37 CFR §1.98 and any applicable waivers.

This Information Disclosure Statement is not to be construed as a representation that a
search has been made, that additional information material to the examination of this application

does not exist, or that these references indeed constitute prior art.

This Information Disclosure Statement is being filed (1) with the above-referenced
application or (2) within three months of the filing date of the above-referenced application or
(3) before the mailing date of a first Office Action on the merits or (4) before the mailing date of
a first Office Action after filing of a Request for Continued Examination. Accordingly, it is
believed that no fees are due in connection with the filing of this Information Disclosure
Statement. However, if it is determined that any fees are due, the Commissioner is hereby

authorized to charge such fees to Deposit Account 50-0685 (Order No. RALEP029).
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Commissioner for Patents
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Dear Sir:
Prior to the examination of the application on the merits, please amend the application as

follows:
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AMENDMENTS TO THE ABSTRACT

Please replace paragraph [00157] entitled “Abstract of the Disclosure” with the following
paragraph:

[00157] -- Quality of Service (QoS) for Device Assisted Services (DAS) are provided. In some
embodiments, QoS for DAS includes providing a wireless communications device configures to
determine a QoS request for a service over a wireless network; and verifying the QoS request for

the service over the wireless network using one or more verification techniques. --

Application Serial No.  12/695,021
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AMENDMENTS TO THE SPECIFICATION

Please replace paragraph number [0006] with the following rewritten paragraph:

[0006] -- Figure 1 illustrates a functional diagram of a network architecture for providing quality

of service (QoS) for device assisted services (DAS) in accordance with some embodiments. --
Please replace paragraph number [0007] with the following rewritten paragraph:

[0007] -- Figure 2 illustrates another functional diagram of another network architecture for
providing quality of service (QoS) for device assisted services (DAS) in accordance with some

embodiments. --
Please replace paragraph [0008] with the following rewritten paragraph:

[0008] -- Figure 3 illustrates a functional diagram of anether netwerlearchitecture for including

a device based service processor and a service controller for providing quality of service (QoS)

for device assisted services (DAS) in accordance with some embodiments. --
Please replace paragraph [0009] with the following rewritten paragraph:

[0009] -- Figures 4A through 4C illustrates a functional diagram for providing quality of

service (QoS) for device assisted services (DAS) in accordance with some embodiments. --
Please replace paragraph [0013] with the following rewritten paragraph:

[0013] -- Figures 8A through 8C cach illustrate[[s]] another flow diagram for quality of service

(QoS) for device assisted services (DAS) in accordance with some embodiments. --
Please replace paragraph [0014] with the following rewritten paragraph:

[0014] -- Figure 9 illustrates another flow diagram for quality of service (QoS) for device

assisted services (DAS) in accordance with some embodiments. --

Please replace paragraph [0015] with the following rewritten paragraph:

Application Serial No.  12/695,021
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[0015] -- Figure 10 illustrates another flow diagram for quality of service (QoS) for device

assisted services (DAS) in accordance with some embodiments. --
Please replace paragraph [0016] with the following rewritten paragraph:

[0016] -- Figure 11 illustrates another flow diagram for quality of service (QoS) for device

assisted services (DAS) in accordance with some embodiments. --
Please replace paragraph [0017] with the following rewritten paragraph:

[0017] --Figure 12 illustrates a device stack for providing various service usage measurement

techniques in accordance with some embodiments. -
Please replace paragraph [0018] with the following rewritten paragraph:

[0018] -- Figure 13 illustrates another device stack for providing various service usage

measurement techniques in accordance with some embodiments. --
Please replace paragraph [0021] with the following rewritten paragraph:

[0021] -- As wireless networks, such as mobile networks, evolve towards higher bandwidth
services, which can include or require, for example, various levels of Quality of Service (QoS)
(e.g., conversational, interactive data, streaming data, and/or various (end-to-end) real-time
services that may benefit from QoS), demands will increase for converged network services to
facilitate such services for end-to-end services between networks (e.g., to allow for control
and/or support for such services, for example, QoS support, across network boundaries, such as
between wireless networks (such as various service provider networks) and IP networks (such as
the Internet), and/or other networks). While various efforts have attempted to address such QoS
needs, such as policy management frameworks for facilitating QoS end-to end solutions, there
exists a need to facilitate various QoS requirements using-deviee-assisted-services Device
Assisted Services (DAS). --

Please replace paragraph [0022] with the following rewritten paragraph:
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[0022] -- Accordingly, Quality of Service (QoS) for Device Assisted Services (DAS) [[are]] is

provided. In some embodiments, QoS for DAS is provided. --
Please replace paragraph [0023] with the following rewritten paragraph:

[0023] -- To establish a QoS channel, differentiated services are typically available, in which one
class/level of service has a higher priority than another to provide for differentiated services on a
network, such as a wireless network. For example, in a wireless network, various network
elements/functions can be provisioned and controlled to establish a single end or end to end QoS
channel. In some embodiments, a centralized QoS policy coordination and decision function

using Deviee-Assisted-Services{DAS} techniques to assist in coordinating the QoS channel setup

and control among the various elements of a wireless network is provided. --
Please replace paragraph [0024] with the following rewritten paragraph:

[0024] -- In some embodiments, QoS channel refers to the logical communication channel
connected to a device that provides a desired level of QoS service level. For example, the QoS
channel can be created with one or more QoS links, in which each link represents a QoS enabled
connection that spans a portion of the total end to end network communication path from a near
end device to a far end device. For example, the far end device can be on the same network or
on a different network, potentially with different access technology and/or a different access
network carrier. In some embodiments, the QoS channel includes one or more QoS links in
which each link in the channel is QoS enabled, or one or more of the links in the channel is QoS
enabled and others are not. As an example, a QoS channel can include the following links: a
first device traffic path link, a first device to access network equipment element hnl€e-g=-link
(e.g.. 2G/3G/4G wireless base station, WiFi access point, cable network head end, DSLAM, fiber
aggregation node, satellite aggregation node, or other network access point/node), a first carrier
core network, a long haul IPX network, a second carrier core network, a second device to access
network equipment element link, and a second device traffic path link as similarly described

herein with respect to various embodiments. --

Please replace paragraph [0026] with the following rewritten paragraph:
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[0026] -- In some embodiments, a QoS session refers to the QoS enabled traffic for a given
device that flows over a QoS channel or QoS link. This QoS traffic supports a QoS service
activity. In some embodiments, a QoS service activity includes a device service usage that is
requested, configured, or preferably serviced with a given level of QoS. In some embodiments, a
device QoS activity is a combination of one or more of the following: application, destination,
source, URL or other similar service identifier, service provider, network type, traffic type,
content type, network protocol, session type, QoS identifier, time of day, network capacity (e.g.,
network busy state), user service plan authorization or standing, roaming/home network status,
and/or other criteria/measures as similarly described herein. For example, QoS service activities
that are supported by QoS sessions can include VOIP traffic, streaming video traffic,
differentiated access bandwidth during busy network periods, real-time interactive traffic, such
as network connected multimedia meetings (e.g., shared presentations, picture, video, voice,

and/or other such applications/services), best effort interaetive interactive, such as Internet

browsing, time sensitive services, such as email message body delivery, near real time interactive
services, such as SMS or push to talk, background download services, such as email downloads
and other file transfers (e.g., FTP), and/or truly background download services, such as software

updates. --
Please replace paragraph [0027] with the following rewritten paragraph:

[0027] -- In some embodiments, various QoS levels or classes are supported. For example a
conversation class can provide for real-time traffic, which is typically very delay sensitive but
can tolerate bit errors and packet losses. The conversational class is typically used for Voice
Over IP (VOIP) and video telephony, in which users of such services benefit from the short
delay features of the conversational class[[ )]]. A streaming class is similar to the conversational
class except that the streaming class [[is]]typically can tolerate more delay than the
conversational class. The streaming class is generally used for when one end of the connection
is a user (e.g., human user) and the other end is a machine/computer (e.g., for streaming content
applications, such as streaming of video, such as movies or other video content). An interactive
class is generally intended for traffic that allows delay variation while requiring reasonably low
response time (e.g., web browsing or other applications in which the channel can be unused for

long periods of time but when a user makes a request for a new page/data, the response time
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should be reasonably low). A background class is generally used for lowest priority service
usages (e.g., typically used for e-mail, software updates, and/or other similar applications). In
some embodiments, various QoS classes or services are applicable to the conversational class. In
some embodiments, various QoS classes or services are also applicable to the streaming class. In
some embodiments, various QoS classes or services are also applicable to the interactive class
but typically not applicable to the background class. As will now be apparent to one of ordinary
skill in the art, various other classes can be provided with lower or higher granularity based on

service usage/channel requirements and/or network architectures. --
Please replace paragraph [0029] with the following rewritten paragraph:

[0029] -- In some embodiments, a QoS channel is a single ended QoS channel or an end to end
QoS channel. For example, if a QoS channel is end to end, then the QoS channel provisioning is
accomplished in a coordinated manner for each QoS enabled link in the QoS channel. If a QoS
channel is single ended, then the network elements and/or device participate in provisioning as
much of one end of the QoS channel as possible, leaving provisioning of the QoS for the other
end of the channel as the responsibility of the device and/or network elements that handle the
traffic at the other end of the QoS channel. In some embediments embodiments, a single ended
QoS channel includes another single ended QoS channel at the other end. In some embodiments,
only one end has single ended QoS channel enablement while the other end of the channel is a
best effort service level, which, for example, can be used where one end of the QoS channel has
tighter constraints on traffic capacity or quality than the other end (e.g., a VOIP call with one end
that is QoS enabled on a 3G wireless network that has relatively tight bandwidth compared to a
lightly loaded cable modem network device on the other end which may not need to be QoS

enabled in order to achieve adequate voice quality). --
Please replace paragraph [0031] with the following rewritten paragraph:

[0031] --In some embodiments, a service plan refers to the collection of access service
capabilities and/or QoS capabilities that are associated with a communications device. In some
embodiments, the access and/or QoS capabilities are determined by the collection of access
service control policies for the device. In some embodiments, these service control policies are

implemented in the network equipment. In some embodiments, these access service control
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policies are implemented both in the device and in the network equipment. In some
embodiments, these access service control policies are implemented in the device. In some
embodiments, there are different levels of service control capabilities (e.g., policies) based on
different levels of service plan payments or device standing or user standing. In some
embodiments, there are different levels of service control policies based on network type, time of
day, network busy status, and/or other criteria/measures as similarly described herein with
respect to various embodiments. In some embodiments, the access control and QoS control
policies are based on the type of service activity being sought. In some embodiments, the QoS
level and access level available for a given service activity for a given device or user is
determined by the policies associated with the service plan. In some embodiments, a QoS
authorization assessment is performed to determine whether a device or user has sufficient

service plan standing to allow the requested level of QoS. --
Please replace paragraph [0033] with the following rewritten paragraph:

[0033] -- In some embodiments, the QoS availability assessment is performed after QoS
authorization assessment. This prevents the unnecessary exercising of network elements when
the device or user does not have sufficient service plan standing to receive the desired level of
QoS even if it is available. This can be an important screening function performed on the device
in the service processor, or by a centralized network function such as the service controller (e.g.,

or interchangeably, the home agent (HA), Home Location Register (HL.R), Authentication,

Authorization, and Accounting (AAA) server/gateway/function, base station, one of the

gateways or other network element/function). In some embodiments, QoS availability is
assessed without conducting a QoS authorization assessment or before receiving the response to

a QoS authorization assessment. --
Please replace paragraph [0035] with the following rewritten paragraph:

[0035] -- In some embodiments, device assisted service traffic control and QoS apply readily and
directly to the problems of managing a QoS device link for QoS channel provisioning.
Accordingly, in some embodiments, a service provider is provided to assist in provisioning the
device portion of the QoS channel. In some embodiments, the service processor provisions the

device link portion of the QoS channel by placing a higher priority on higher QoS level traffic.
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In some embodiments, this QoS priority is implemented in a number of ways, including routing
the higher priority QoS traffic into first priority in the downstream and/or upstream traffic
queues. Upstream traffic queuing is performed directly in some embodiments by transmitting
guaranteed bit rate traffic first at higher available throttling rates, differentiated QoS traffic
second with a controlled throttling rate, best effort traffic third with possibly lower controlled
throttled rates, and/or background traffic fourth when/if bandwidth not needed by the higher
levels of QoS traffic and at lower controlled throttling rates. For example, downstream traffic
can be handled by queuing traffic and delaying or preventing TCP acknowledgements to be
returned for the lower levels of QoS priority, while immediately passing the traffic and TCP
acknowledgements for higher levels of QoS priority. The device link portion of the QoS channel
is thus provisioned by assigning policies for the queuing priority, delay, throttle rate rate, and
TCP acknowledgement return rate for device traffic in accordance with the bandwidth that is
available at any point in time for the device. In some embodiments, various device service
processor traffic control capabilities regulate or partially regulate QoS in accordance with a set of

network policy instructions, including, in some embodiments, a service plan policy set. --
Please replace paragraph [0037] with the following rewritten paragraph:

[0037] Based on the aggregate demand for each traffic QoS class, and the traffic capacity and
quality level available to the device, the service processor can adjust the total available bit rate or
percentage of available traffic capacity for each QoS class. For example, in some embodiments,
the aggregate demand for the real time interactive traffic control class (e.g. services, such as
VOIP, emergency communication services or high performance real time competitive gaming)
can be determined, and the QoS routing function on the device (e.g., a QoS router
agent/function) can first allocate enough constant bit rate traffic capacity from the available
traffic capacity to satisfy these services, with each QoS service activity that requires this QoS
class being assigned to this QoS channel. As more QoS service activities require this traffic
class, the capacity allocated to the QoS channel out of the available device capacity is increased,
and when fewer QoS service activities require this traffic class the capacity for this QoS channel
is released. In the event that the device does not have any more available capacity with a
guaranteed bit rate QoS level, then additional QoS service activities that desire, require or

request this QoS level will not be provided this QoS level, and instead will either be provided
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with a lower QoS level or will not be allowed to connect to the access network. In some
embodiments, there can be a hierarchy among the possible QoS service activities so that if there
i$ no more capacity available at a given service QoS level, then the available capacity for that
QoS class is provided to the service activities requiring that QoS from highest priority to lowest,
until the available QoS class capacity is consumed, and then one or more QoS service activities
that are too low on the priority list to obtain service with that QoS class are either bumped to a
lower QoS class or are denied access. In some embodiments, once the required capacity to
satisfy the real time constant rate traffic needs is satisfied, the remaining capacity available to the
device is then divided among the other QoS channel classes in accordance with a priority policy,
with the priority policy being based on the relative priority of each service class, the relative
priority of each QoS service activity, or a combination of the relative priority of each QoS
service class and each QoS service activity. For example, these relative priority policies can
vary from device to device based on service plan selection, device type, user standing, user
group, device location, device network connection, type of network, time of day, network busy

state, and/or other criteria/measures. --
Please replace paragraph [0043] with the following rewritten paragraph:

[0043] --In some embodiments, the near end or originating end device service processor contacts
the far end or terminating device service processor to initiate a QoS channel. In some
embodiments, the initiation of the QoS channel from the near end or originating device is
performed automatically by the far end device when its service processor detects that a given
level of QoS is needed for the communication between the two devices. In some embodiments,
the near end or originating device service processor detects the need for a QoS channel to the far
end or terminating device and contacts a central network resources, such as the service controller
(e.g., or other equipment element with similar function for this purpose), and the service
controller provisions the far end of the QoS channel, either by communicating directly with the
far end device or by communicating with the far end device’s service controller (e.g., or other
equipment element with similar function for this purpose). In some embodiments, in which the
far end device service controller is contacted to assist in provisioning the QoS channel, there is a

look up function to determine the address of the far end service controller based on a look up
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index formed from some aspect of the far end device credentials ¢e-g—-(¢.g., phone number, SIM
[[L.D.]]JID, MEID, IMSI, IP address, user name, and/or other device credentials). --

Please replace paragraph [0045] with the following rewritten paragraph:

[0045] -- In some embodiments, local traffic control on the device service processor is combined
with traffic control in the link between the device and the access network equipment element. In
this manner, both the device traffic control path QoS link and the device to access network
element QoS link can be coordinated for best device QoS performance results given the available
capacity and quality of the access network traffic for the device. In some embodiments, the
policies for how the device manages local traffic control, establishes access network element
logical channels (¢.g., RABs) and routes traffic to and from the access network element logical
channels is all determined by pre-definedpredefined policy rules loaded onto the device by the
service controller (or other equivalent network element). In some embodiments, these policies

are determined in the service controller itself. --
Please replace paragraph [0046] with the following rewritten paragraph:

[0046] --In some embodiments, a QoS user interface (e.g., QoS Ul) is presented to the device
user. In some embodiments, the QoS Ul notifies the user what level of QoS services the device
is authorized to receive based on the service plan selection. In some embodiments, the QoS Ul
notifies the user what level of QoS services are available on the present network the device is
connected to at the present time. In some embodiments, the QoS Ul notifies the user when a
level of QoS service that is higher than that authorized by the user service plan is required or
desirable for a given service activity that the device has initiated. In some embodiments, the
QoS Ul provides the user with a set of one or more upgrade options to upgrade the service plan
to include a higher level of QoS for one or more service activities. In some embodiments, the
QoS Ul provides the user with an opportunity to specify what level of QoS the user would like to
employ for one or more service usage activities. In some embodiments, the QoS Ul allows the
user to specify a service plan setting that provides differentiated QoS during times when the
network is busy. In some embodiments, the QoS Ul allows the user to purchase one or more
grades of service QoS with either a post-pay for a pre-defined service period and one or more

pre-defined service usage limits by QoS class, a pre-pay for one or more pre-defined service

Application Serial No.  12/695,021
Attorney Docket No. RALEP029 11

250



usage limits by QoS class, or another payment system for differentiated QoS services. In some

embediments embodiments, the QoS Ul provides the user with an opportunity to QoS enable or

pay for QoS services for a connection that is initiated by an incoming connection to the device. --
Please replace paragraph [0049] with the following rewritten paragraph:

[0049] -- In some embodiments, the network collects service usage charges for different QoS
classes. In some embodiments, there is differentiated service charging for the different classes of
QoS service usage. As an example, since guaranteed bit rate traffic consumes network resources
whether the traffic capacity is used or not, there can be a time element involved in the charging
calculations. As a more detailed example, guaranteed bit rate services can be charged by the
total bandwidth provisioned to the device at a given time multiplied by the amount of time that
that bandwidth is made available. In some embodiments, differentiated access traffic that has
higher QoS than best effort traffic but is not guaranteed bit rate can be charged at a higher rate
than best effort traffic but lower than guaranteed bit rate. Sueh-traffieinln some embodiments,
such traffic can be charged based on the time the QoS channel is made available and the total
amount of data transmitted over the channel, or can only be based on the total amount of data
transmitted over the channel. Best effort traffic is charged in some embodiments based only on
the total amount of data used, with the data charges being less than differentiated streaming
access services. Background data services in some embodiments are charged at the lowest rate,
possibly with only certain times of the day or periods of low network traffic demand being
available for such services, and with the service being based on total data transmitted. In some
embodiments, all QoS service levels can be charged based on a fixed price for a fixed charging
period, possibly with a service usage cap with additional charges if the service cap is exceeded.

In such fixed price scenario embodiments, the price charged is again higher for higher levels of

QoS. --

Please replace paragraph [0050] with the following rewritten paragraph:

[0050] -- In some embodiments, the network equipment (e.g., access network element, gateways,
AAA, service usage storage systems, home agent, HLR, mobile data center, and/or billing
systems) record and report service usage for one or more of the QoS service classes used by the

device. In some embodiments, the device service processor records and reports service usage for
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one or more of the QoS service classes used by the device and reports the QoS service class
usage to the service controller (e.g., or another substitute network element). In some
embodiments, in which the device is recording reporting usage for one or more QoS service
classes, it is important to verify the device service usage reports to ensure that the device usage
reports are not distorted, tampered with, and/or otherwise in error. In some embodiments,
verifying service usage reports against service usage that should be occurring given the service
control policies in place on the device, service processor agent functional operation verification,
test service usage events, agent query response sequences, device service processor software
protection techniques, device service processor software environment checks, and several other
techniques are provides as described herein. For example, using one or more of these
verification techniques can provide a verifiable device assisted QoS service usage charging

system. --
Please replace paragraph [0051] with the following rewritten paragraph:

[0051] -- In some embodiments, device assisted traffic control is provided for managing network

congestion as follows. When-For example, when a given base station or group of base stations

experience traffic demand that is high relative to the available capacity and/or service quality that
can be provided, and such a condition is detected by means of network busy state assessment as
described below, then a service controller (e.g., or another interchangeable network function) can
issue traffic control throttling policies to the devices in accordance with a measure of the excess
traffic demand the one or more base stations is experiencing. For example, the device service
processors connected to an overly busy base station can be instructed to reduce the traffic control
priority for one or more classes of QoS traffic, reducing the queuing priority, throttling rate,
delay and/or access allowance for some or all of one or more classes of traffic. As another
example, background download processes, such as software updates can be turned off
completely or throttled back significantly. As another example, best effort traffic such as
Internet browsing can be throttled or reduced for a group of devices connected to base stations
experiencing excess traffic demand. As another example, a policy can be implemented on the
devices connected to busy base stations in which the device is allowed to browse or conduct
other best effort service activities at a relatively high throttling rate for a period of time, but if the

device uses more than a certain amount of service (e.g., total data downloaded and/or uploaded)
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in a certain period of time then the device may be traffic controlled according to an adaptive
throttling policy as described in-previeus-diselostresherein. In some embodiments, higher QoS
level traffic cannot be throttled in such circumstances, such as VOIP traffic where real time
guaranteed bit rate is important to meet user service needs or expectations, while lower priority
traffic such as interactive browsing and/or background download are throttled and/or blocked. In
some embodiments, the QoS availability assessment processes described herein are adjusted so
that higher QoS channels are not provided and provisioned in times or locations in which a given
base station or group of base stations experience excess demand or demand above a given

threshold. --
Please replace paragraph [0052] with the following rewritten paragraph:

[0052] -- In some embodiments, users or devices that have service plans with higher QoS levels,
or service plans with higher priority during busy network periods have different traffic control
policies applied to them that result in a higher level of traffic performance and/or a higher level
of QoS service availability. For example, emergency service workers can be given higher traffic
control access policies that result in differentiated services during peak busy times on the
network or a portion of the network. In some embodiments, users can obtain a premium service
plan for differentiated access during peak busy time periods or may use higher levels of QoS
service settings and/or service plans to achieve differentiated service during peak busy periods.

As another example, services that demand high_levels of QoS classes, such as real time voice

services, instant messaging, push to talk, differentiated video streaming, and/or interactive
gaming, are not traffic controlled to the same extent that other lower priority services or lower
class service plans are traffic controlled during peak busy times. For example, this type of
service differentiation can also be applied based on device type, user group, user standing, user

reward zone points, and/or other criteria/measures as similarly described herein. --
Please replace paragraph [0053] with the following rewritten paragraph:

[0053] -- In some embodiments, the decision to reduce the access traffic control settings as
described above is made by the device service processor based on the device’s assessment of the
network capacity, which can be determined using various techniques as described herein. In

some embodiments, the decision to reduce the access traffic control settings as described above
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is made by a service controller (e.g., or other interchangeable network equipment element or
clements as described herein) connected to the device that provides instructions to the device to
adjust the access policy settings. For example, the service controller can obtain the network
capacity information from access equipment elements, from device reports of traffic capacity
and/or quality as described herein, or from reports on traffic capacity and/or quality obtained
from dedicated devices used for the purpose of assessing network capacity. In some
embodiments, the decision to reduce the access traffic control settings as described above is
based on the time of day or day of week or both to accommodate cyclical patterns in network

capacity and traffic demand. --
Please replace paragraph [0054] with the following rewritten paragraph:

[0054] -- In some embodiments, a service controller (e.g., or another interchangeable network
equipment element or elements, as described elsewhereherein) assesses network busy state and
then controls device traffic demand by reducing the offered capacity for one or more service
classes supported by the access network equipment elements, such as a wireless base station. In
such embodiments, the service controller (e.g., or similar function) gathers the network capacity
information with one of the techniques described herein and instructs one or more of the access
network equipment elements to reduce the offered capacity for one or more levels of service
QoS, to one or more of the devices connected to the access network equipment elements. For
example, the determination of which devices to throttle back can be made based on an equal
throttling of all devices of a given service plan status, or based on the device traffic usage
patterns in the recent past as described herein, or based on a combination of service plan status

and recent traffic usage patterns. --
Please replace paragraph [0056] with the following rewritten paragraph:

[0056] -- In some embodiments, [[the]] a QoS service control policy is adapted as a function of
the type of network the device is connected to. For example, the QoS traffic control policies
and/or the QoS service charging policies can be different when the device is connected to a
wireless network (e.g., a 3G/4G network where there is in general less available QoS enabled
traffic capacity) than when the device is connected to a wired network (e.g., a cable or DSL

network where there is in general a higher level of QoS capacity available). In such
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embodiments, the device service processor and the service controller can coordinate to adapt the
QoS service control policies and/or the QoS service charging policies to be different depending
on which network the device is connected to. Similarly, the device QoS service control policy
and/or QoS service charging policy can also be adapted based on whether the device is

connected to a home wireless network or a roaming wireless network. --
Please replace paragraph [0058] with the following rewritten paragraph:

[0058] -- Figure 1 illustrates a functional diagram of a network architecture for providing
quality of service (QoS) for device assisted services (DAS) in accordance with some
embodiments. In some embodiments, QoS for DAS techniques described herein are

implemented using the network architecture shown in Figure 1. --
Please replace paragraph [0065] with the following rewritten paragraph:

[0065] -- In some embodiments, CDR storage, aggregation, mediation, feed 118 (e.g., service
usage 118, including a billing aggregation data store and rules engine) is a functional descriptor
for, in some embodiments, a device/network level service usage information collection,
aggregation, mediation, and reporting function located in one or more of the networking
equipment apparatus/systems attached to one or more of the sub-networks shown in Figure 1
(e.g., central provider access network 109 and/or central provider core network 110), which is in
communication with the service controller 122 and a central billing interface 127. As shown in
Figure 1, service usage 118 provides a function in communication with the central provider core
network 110. In some embodiments, the CDR storage, aggregation, mediation, feed 118
function is located elsewhere in the network or partially located in elsewhere or integrated
with/as part of other network elements. In some embodiments, CDR storage, aggregation,
mediation, feed 118 functionality is located or partially located in the AAA server 121 and/or the
mobile wireless center/Home Location Register(HLR) 132 (as shown, in communication with a
DNS/DHCP server 126). In some embodiments, service usage 118 functionality is located or
partially located in the base station, base station controller and/or base station aggregator,
collectively referred to as base station 125 in Figure 1. In some embodiments, CDR storage,
aggregation, mediation, feed 118 functionality is located or partially located in a networking

component in the central provider access network 109, a networking component in the core
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network 110, the central billing system 123, the central billing interface 127, and/or in another
network component or function. This discussion on the possible locations for the network based
and device based service usage information collection, aggregation, mediation, and reporting
function (e.g., CDR storage, aggregation, mediation, feed 118) can be easily generalized as
described herein and as shown in the other figures and embodiments described herein by one of
ordinary skill in the art. Also as shown in Figure 1, the service controller 122 is in
communication with the central billing interface [[123]]127 ¢alse-¢.g., sometimes referred to as
the external billing management interface or billing communication interface)[[127]], which is in
communication with the central billing system 123. As shown in Figure 1, an order management
180 and subscriber management 182 are also in communication with the central provider core
network 110 for facilitating order and subscriber management of services for the devices 100 in

accordance with some embodiments. --
Please replace paragraph [0067] with the following rewritten paragraph:

[0067] -- In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or
other network elements or combinations of network elements) provides a device/network level
service usage information collection, aggregation, mediation, and reporting function. In some
embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or other network
elements or combinations of network elements) collects device generated/assisted service usage
information (e.g., micro-CDRs) for one or more devices on the wireless network (e.g., devices
100); and provides the device generated service usage information in a syntax and a
communication protocol that can be used by the wireless network to augment or replace network
generated usage information for the one or more devices on the wireless network. In some
embodiments, the syntax is a charging data record (CDR), and the communication protocol is
selected from one or more of the following: 3GPP, 3GPP2, or other communication protocols.
In some embodiments, as described herein, the CDR storage, aggregation, mediation, feed 118
collects/receives micro-CDRs for one or more devices on the wireless network (e.g., devices
100). In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or other
network elements or combinations of network elements) includes a service usage data store (e.g.,
a billing aggregator) and a rules engine for aggregating the collected device generated service

usage information. In some embodiments, the network device is a CDR feed aggregator, and the
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CDR storage, aggregation, mediation, feed 118 ¢and/ (c.g., or other network elements and/or
various combinations of network elements) also aggregates (network based) CDRs and/or micro-
CDRs for the one or more devices on the wireless network; applies a set of rules to the
aggregated CDRs and/or micro-CDRs using a rules engine (e.g., bill by account, transactional
billing, revenue sharing model, and/or any other billing or other rules for service usage
information collection, aggregation, mediation, and reporting), and communicates a new set of
CDRs for the one or more devices on the wireless network to a billing interface or a billing
system (e.g., providing a CDR with a billing offset by account/service). In some embodiments, a

revenue sharing platform is provided using various techniques described herein. --
Please replace paragraph [0068] with the following rewritten paragraph:

[0068] -- In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/ (c.g.,
or other network elements and/or various combinations of network elements) communicates a
new set of CDRs (e.g., aggregated and mediated CDRs and/or micro-CDRs that are then
translated into standard CDRs for a given wireless network) for the one or more devices on the
wireless network to a billing interface (e.g., central billing interface 127) or a billing system
(e.g., central billing system 123). In some embodiments, the CDR storage, aggregation,
mediation, feed 118 ¢and/ (¢.g., or other network elements and/or various combinations of
network elements) communicates with a service controller (e.g., service controller 122) to collect
the device generated service usage information (¢.g., micro-CDRs) for the one or more devices
on the wireless network. In some embodiments, the CDR storage, aggregation, mediation, feed
118 (and/or other network elements or combinations of network elements) communicates with a
service controller, in which the service controller is in communication with a billing interface or
a billing system. In some embodiments, the CDR storage, aggregation, mediation, feed 118
tand/ (c.g., or other network elements and/or combinations of network elements) communicates
the device generated service usage information to a billing interface or a billing system. In some
embodiments, the CDR storage, aggregation, mediation, feed 118 and/ (e.g., or other network
clements and/or various combinations of network elements) communicates with a transport
gateway and/or a Radio Access Network (RAN) gateway to collect the network generated/based
service usage information for the one or more devices on the wireless network. In some

embodiments, the service controller 122 communicates the device assisted service usage
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information (e.g., micro-CDRs) to the CDR storage, aggregation, mediation, feed 118 ¢and/ (e.g..

or other network elements and/or various combinations of network elements). --
Please replace paragraph [0080] with the following rewritten paragraph:

[0080] -- In some embodiments, QoS for DAS includes a service processor (€.g., any device
assisted element/function) that facilitates coordination for and/or provisions wireless access/radio
access bearers (¢.g., RABs). In some embodiments, the service processor determines whether a
request for QoS is authorized (e.g., according to QoS service level, user standing, available local
network capacity (e.g., as reported by other device(s) and/or network)). In some embodiments,

device QoS capacity demand reports provide and/or augment network capacity demand reports.--
Please replace paragraph [0082] with the following rewritten paragraph:

[0082] -- In some embodiments, QoS for DAS provides for device assisted monitoring,
information, and/or functionality to facilitate QoS without and/or to assist network based
monitoring, information, and/or functionality (e.g., Deep Packet Inspection (DPI) and/or
provides such monitoring, information, and/or functionality that may not be available via
network based monitoring, information, and/or functionality (e.g., encrypted activities on the
device may not be accessible by DPI or other network based techniques). For example, QoS for
DAS can assist in the QoS setup to facilitate the QoS setup and provide such information that
may not otherwise be available using network based only techniques. For example, device
assisted activity and/or service monitoring techniques can assist in classifying the QoS for the
monitored activity and/or service using, for example, a QoS activity map (e.g., as described
herein or other similar techniques). For example, using such device assisted techniques
eliminates and/or minimizes DPI or other network based techniques that can give rise to privacy
concerns/issues, network neutrality concerns/issues, and/or otherwise may not be able to provide
similar or equivalent granular service/activity monitoring, as discussed above, and/or also off
loads such processing from the network (e.g., network elements/devices/functionality) to the
communications devices (e.g., at least for such communications devices that can perform such
functions, based on their processing and/or memory capabilities, as would be apparent to one of
ordinary skill in the art). In some embodiments, QoS for DAS includes the service provider for

providing an initial authorization/clearance for a QoS request (e.g., using various techniques
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described herein), and the service controller determines if the QoS request should be authorized
(e.g., based on various QoS authorization/clearance/approval criteria (saeh-ase.g.. QoS activity
maps and/or QoS request rule) and/or network capacity, as described herein). In some
embodiments, QoS for DAS includes the service provider for providing a QoS request including
a QoS class to the service controller, and the service controller determines if the QoS request

should be authorized, as described herein. --
Please replace paragraph [0093] with the following rewritten paragraph:

[0093] -- In some embodiments, the communications device (e.g., the service processor)
maintains a QoS flow table that associates or maps device activity to QoS level/class to
RAB/QoS channel, [[and]] and, in some embodiments, the communications device also informs
a QoS management network function/element of the relative priority of the QoS flows for the
communications device (e.g., based on or using the QoS flow table). In some embodiments, the
service controller receives or collects information from the communications device and
maintains such a QoS flow table for the communications device and in some embodiments, the
service controller also informs a QoS management network function/element of the relative
priority of the QoS flows for the communications device (e.g., based on or using the QoS flow
table). In some embodiments, flows can be assigned to activities originating at the
communications device in a transparent way, or simply by activity class or user preference, or

using other techniques. --
Please replace paragraph [0097] with the following rewritten paragraph:

[0097] -- In some embodiments, QoS charging is based on QoS channel/reservation, service
flow, or RAB charging (e.g., single flow per RAB, multi-flow per RAB, multi-RAB per flow).
In some embodiments, charging is based on one or more of the following: user service class
request, traffic volume and class, time and class, network capacity (e.g., network busy state) and
class, time of day and class, location, traffic type, application type, application class, destination,
destination type, partner service, and/or other criteria/measures. In some embodiments, QoS
charging is verified using the various verification techniques described herein (e.g., test charging
events). In some embodiments, QoS charging is by data usage (e.g., by Megabyte (MB)),

service flow by time by QoS class, speed by time, and/or other criteria/measures. --
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Please replace paragraph [0099] with the following rewritten paragraph:

[0099] -- Figure 2 illustrates [[a]] another functional diagram of another network architecture for

providing quality of service (QoS) for device assisted services (DAS) in accordance with some
embodiments. In some embodiments, QoS for DAS techniques described herein are

implemented using the network architecture shown in Figure 2. --
Please replace paragraph [00100] with the following rewritten paragraph:

[00100] -- As shown, Figure 2 includes various devices 100 including service processors 115.
For example, devices 100 can include various types of mobile devices, such as phones, PDAs,
computing devices, laptops, aetbeeksnet books, tablets, cameras, music/media players, GPS
devices, networked appliances, and any other networked device; and/or devices 100 can include
various types of intermediate networking devices, as described herein. The devices 100 are in
communication with service control 210 and central provider access and core networks 220.
Service policies and accounting functions 230 are also provided in communication with the
central provider access and core networks 220. For example, devices 100 can communicate via
the central provider access and core networks 220 to the Internet 120 for access to various
Internet sites/services 240 (c.g., Google sites/services, Yahoo sites/services, Blackberry services,
Apple iTunes and AppStore, Amazon.com, FaceBook, and/or any other Internet service or other

network facilitated service). --
Please replace paragraph [00105] with the following rewritten paragraph:

[00105] -- For example, [[this]]the architecture 300 provides a relatively full featured device

based service processor implementation and service controller implementation. As shown, this
corresponds to a networking configuration in which the service controller 122 is connected to the
Internet 120 and not directly to the access network 1610. As shown, a data plane (e.g., service
traffic plane) communication path is shown in solid line connections and control plane (e.g.,
service control plane) communication path is shown in dashed line connections. As will be
apparent, the division in functionality between one device agent and another is based on, for
example, design choices, networking environments, devices and/or services/applications, and

various different combinations can be used in various different implementations. For example,
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the functional lines can be re-drawn in any way that the product designers see fit. As shown, this
includes certain divisions and functional breakouts for device agents as an illustrative
implementation, although other, potentially more complex, embodiments can include different
divisions and functional breakouts for device agent functionality specifications, for example, in
order to manage development specification and testing complexity and workflow. In addition,
the placement of the agents that operate, interact with or monitor the data path can be moved or
re-ordered in various embodiments. For example, the functional elements shown in Figure 3 are

described below with respect to Figures 10 and 11. --
Please replace paragraph [00109] with the following rewritten paragraph:

[00109] -- As shown in Figure 3, the service controller 122 includes an access control integrity
server 1654 (e.g., service policy security server). In some embodiments, the access control
integrity server 1654 collects device information on service policy, service usage, agent
configuration configuration, and/or agent behavior. For example, the access control integrity
server 1654 can cross check this information to identify integrity breaches in the service policy
implementation and control system. In another example, the access control integrity server 1654

can initiate action when a service policy violation or a system integrity breach is suspected. --
Please replace paragraph [00110] with the following rewritten paragraph:

[00110] -- In some embodiments, the access control integrity server 1654 (e.g., and/or some
other agent of service controller 122) acts on access control integrity agent 1694 (e.g., service
policy security agent) reports and error conditions. Many of the access control integrity agent
1654 checks can be accomplished by the server. For example, the access control integrity agent
1654 checks include one or more of the following: service usage measure against usage range
consistent with policies (e.g., usage measure from the network and/or from the device);

configuration of agents; operation of the agents; and/or dynamic agent download. --
Please replace paragraph [00111] with the following rewritten paragraph:

[00111] -- In some embodiments, the access control integrity server 1654 (e.g., and/or some
other agent of service controller 122) verifies device service policy implementations by

comparing various service usage measures (e.g., based on network monitored information, such
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as by using IPDRs or CDRs, and/or local service usage monitoring information) against expected
service usage behavior given the policies that are intended to be in place. For example, device
service policy implementations can include measuring total QoS data passed, QoS data passed in
a period of time, IP addresses, data per IP address, and/or other measures such as location,
downloads, email accessed, URLs, and comparing such measures expected service usage

behavior given the policies that are intended to be in place. --
Please replace paragraph [00115] with the following rewritten paragraph:

[00115] -- In some embodiments, the policy management server 1652 provides adaptive policy
management on the device. For example, the policy management server 1652 can issue policy
settings and objectives and rely on the device based policy management (e.g., service processor
115) for some or all of the policy adaptation. This approach can require less interaction with the
device thereby reducing network chatter on the service control link 1653 for purposes of device
policy management (e.g., network chatter is reduced relative to various server/network based
policy management approaches described above). This approach can also provide robust user
privacy embodiments by allowing the user to configure the device policy for user privacy
preferences/settings so that, for example, sensitive information (e.g., geo-location data, website
history) is not communicated to the network without the user’s approval. In some embodiments,
the policy management server 1652 adjusts service policy based on time of day. In some
embodiments, the policy management server 1652 receives, requests or otherwise obtains a
measure of network availability and adjusts traffic shaping policy and/or other policy settings

based on available network capacity. --
Please replace paragraph [00116] with the following rewritten paragraph:

[00116] -- As shown in Figure 3, service controller 122 includes a network traffic analysis server
1656. In some embodiments, the network traffic analysis server 1656 collects/receives service
usage history for devices and/or groups of devices and analyzes the service usage. In some
embodiments, the network traffic analysis server 1656 presents service usage statistics in various
formats to identify improvements in network service quality and/or service profitability. In ether
some embodiments, the network traffic analysis server 1656 estimates the service quality and/or

service usage for the network under variable settings on potential service peltieypolicies. In
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ethersome embodiments, the network traffic analysis server 1656 identifies actual or potential
service behaviors by one or more devices that are causing problems for overall network service

quality or service cost. --
Please replace paragraph [00117] with the following rewritten paragraph:

[00117] -- As shown in Figure 3, Service Analysis, Test & Download 122B service-controler

+22-includes a beta test server 1658 (e.g., policy creation point and beta test server). In some
embodiments, the beta test server 1658 publishes candidate service plan policy settings to one or
more devices. In some embodiments, the beta test server 1658 provides summary reports of
network service usage or user feedback information for one or more candidate service plan
policy settings. In some embodiments, the beta test server 1658 provides a mechanism to
compare the beta test results for different candidate service plan policy settings or select the

optimum candidates for further policy settings optimization. --
Please replace paragraph [00118] with the following rewritten paragraph:

[00118] -- As shown in Figure 3, service controller 122 includes a service download control
server 1660 (e.g., a service software download control server). In some embodiments, the
service download control server 1660 provides a download function to install and/or update
service software elements (e.g., the service processor 115 and/or agents/components of the

service processor 115) on the device, as described herein. --
Please replace paragraph [00120] with the following rewritten paragraph:

[00120] -- As shown in Figure 3, the Access Network HLR AAA server 1621 is in network
communication with the access network 1610. In some embodiments, the Access Network AAA
server 1621 provides the necessary access network AAA services (e.g., access control and
authorization functions for the device access layer) to allow the devices onto the central provider
access network and the service provider network. In some embodiments, another layer of access
control is required for the device to gain access to other networks, such as the Internet, a
corporate network and/or a machine to machine network. This additional layer of access control
can be implemented, for example, by the service processor 115 on the device. In some

embodiments, the Access Network AAA server 1621 also provides the ability to suspend service
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for a device and resume service for a device based on communications received from the service
controller 122. In some embodiments, the Access Network AAA server 1621 also provides the
ability to direct routing for device traffic to a quarantine network or to restrict or limit network
access when a device quarantine condition is invoked. In some embodiments, the Access
Network AAA server 1621 also records and reports device network service usage (e.g., device

network service usage can be reported to the device service history 1618). --
Please replace paragraph [00123] with the following rewritten paragraph:

[00123] -- As shown in Figure 3, in some embodiments, modem selection and control 1811 (e.g.,
in communication with connection manager 1804 as shown) selects the access network
connection and is in communication with the modem firewall 1655, and modem drivers 1831,
1815, 1814, 1813, 1812 convert data traffic into modem bus traffic for one or more modems and
are in communication with the modem selection and control 1811. In some embodiments,
different profiles are sclected based on the selected network connection (e.g., different service
profiles/policies for WWAN, WLAN, WPAN, Ethernet and/or DSL network connections),
which is also referred to herein as multimode profile setting. For example, service profile
settings can be based on the actual access network (e.g., home DSL/cable or work network)
behind the Wi-Fi not the fact that it is Wi-Fi (e.g., or any other network, such as DSL/cable,
satellite, or T-1), which is viewed as different than accessing a Wi-Fi network at the coffee shop.
For example, in a Wi-Fi hotspot situation in which there are a significant number of users on a
DSL or T-1 backhaul, the service controller can sit in a service provider cloud or an MVNO
cloud, the service controls can be provided by a VSP capability offered by the service provider
or the service controller can be owned by the hotspot service provider that uses the service
controller on their own without any association with an access network service provider. For
example, the service processors can be controlled by the service controller to divide up the
available bandwidth at the hotspot according to QoS or user sharing rules (e.g., with some users
having higher differentiated priority (e.g., potentially for higher service payments) than other
users). As another example, ambient services (e.g., as similarly described herein) can be

provided for the hotspot for verified service processors. --

Please replace paragraph [00124] with the following rewritten paragraph:
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[00124] -- In some embodiments, the service processor 115 and service controller 122 are
capable of assigning multiple service profiles associated with multiple service plans that the user
chooses individually or in combination as a package. For example, a device 100 starts with
ambient services that include free transaction services wherein the user pays for transactions or
events rather than the basic service (e.g., a news service, eReader, PND service, pay as you go
session Internet) in which each service is supported with a bill by account capability to correctly
account for any subsidized partner billing to provide the transaction services (e.g., Barnes and
Noble may pay for the eReader service and offer a revenue share to the service provider for any
book or magazine transactions purchased from the device 100). In some embodiments, the bill
by account service can also track the transactions and, in some embodiments, advertisements for
the purpose of revenue sharing, all using the service monitoring capabilities disclosed herein.
After initiating services with the free ambient service discussed above, the user may later choose
a post-pay monthly Internet, email, and SMS service. In this case, the service controller 122
would obtain from the billing system 123 in the case of network based billing (e.g., or i#nrseme
embediments-the service controller 122 billing event server 1622 in the case of device based
billing) the billing plan code for the new Internet, email and SMS service. In some
embodiments, this code is cross referenced in a database (e.g., the policy management server
1652) to find the appropriate service profile for the new service in combination with the initial
ambient service. The new superset service profile is then applied so that the user maintains free
access to the ambient services, and the billing partners continue to subsidize those services, the
user also gets access to Internet services and may choose the service control profile (e.g., from
one of the embodiments disclosed herein). The superset profile is the profile that provides the
combined capabilities of two or more service profiles when the profiles are applied to the same
device 100 service processor. In some embodiments, the device 100 (service processor 115) can
determine the superset profile rather than the service controller 122 when more than one
“stackable” service is selected by the user or otherwise applied to the device. The flexibility of
the service processor 115 and service controller 122 embodiments described herein allow for a
large variety of service profiles to be defined and applied individually or as a superset to achieve

the desired device 100 service features. --

Please replace paragraph [00125] with the following rewritten paragraph:
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[00125] -- As shown in Figure 3, an agent communication bus 1630 represents a functional
description for providing communication for the various service processor 115 agents and
functions. In some embodiments, as represented in the functional diagram illustrated in Figure 3,
the architecture of the bus is generally multipoint to multipoint so that any agent can
communicate with any other agent, the service controller or in some cases other components of
the device, such user interface 1697 and/or modem components. As described below, the
architecture can also be point to point for certain agents or communication transactions, or point
to multipoint within the agent framework so that all agent communication can be concentrated,
or secured, or controlled, or restricted, or logged or reported. In some embodiments, the agent
communication bus is secured, signed, encrypted, hidden, partitiened partitioned, and/or
otherwise protected from unauthorized monitoring or usage. In some embodiments, an
application interface agent (not shown) is used to literally tag or virtually tag application layer
traffic so that the policy implementation agent(s) 1690 has the necessary information to
implement selected traffic shaping solutions. In some embodiments, an application interface
agent (not shown) is in communication with various applications, including a TCP application

1604, an IP application 1605, and a voice application 1602. --
Please replace paragraph [00126] with the following rewritten paragraph:

[00126] -- As shown in Figure 3, service processor 115 includes a QoS API and OS stack
interface 1693. In some embodiments, QoS API and OS stack interface 1693 provides the QoS
API functionality as similarly described herein with respect to various embodiments. In some
embodiments, the QoS API is used to report back QOS availability to applications. As shown,
service processor 115 also includes a QoS router 1698 (e.g., a QoS router agent/function) and a
policy decision point (PDP) agent 1692. In some embodiments, QoS router 1698 provides the
QoS router functionality as similarly described herein with respect to various embodiments. In
some embodiments, the QoS router supports multiple QoS channels (e.g., one or more
provisioned/allocated QoS links forming a QoS channel between the device and the desired end
point, such as an access point/BTS/gateway/network for a single ended QoS channel or other
communication device for an end to end QoS channel, depending on the QoS
connection/network support/availability/etc.). In some embodiments, the QoS router supports

multiple QoS channels, which can each have different QoS classes/levels. In some
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embodiments, the QoS router routes application/service usage traffic to an appropriate QoS
channel. In some embodiments, the QoS router determines the routing/mapping based on, for
example, one or more of the following: a QoS API request, a QoS activity map, a user request, a
service plan, a service profile, service policy settings, network capacity, service controller or
other intermediate QoS network element/function/device, and/or any other criteria/measure, as
similarly described herein with respect to various embodiments. In some embodiments, multiple
different applications/services are routed to a particular QoS channel using various techniques
described herein. In some embodiments, different applications/services are routed to different
QoS channels using various techniques described herein. In some embodiments, the QoS router
assists in managing and/or optimizing QoS usage for the communications device. In some
embodiments, the QoS router assists in managing and/or optimizing QoS usage across multiple
communications devices (¢.g., based on network capacity for a given cell arca/base station or
other access point). In some embodiments, PDP agent 1692 provides the PDP agent
functionality as similarly described herein with respect to various embodiments. As shown, QoS
for DAS architecture 300 also includes a suspend resume interface 320, network QoS

provisioning interfaces [[300]]330in-the-deviceservice-processor15; and an activation/suspend

resume server 340 and billing eventinterface server 350 in the service controller [[122]]122A,;

and a suspend/resume interface 320 and network QoS provisioning interfaces 330 for providing

the various QoS techniques described herein. --
Please replace paragraph [00128] with the following rewritten paragraph:

[00128] -- In some embodiments, all or a portion of the service processor 115 functions
disclosed herein are implemented in software. In some embodiments, all or a portion of the
service processor 115 functions are implemented in hardware. In some embodiments, all or
substantially all of the service processor 115 functionality (e.g., as discussed herein) is
implemented and stored in software that can be performed on (¢.g., executed by) various
components in device 100. In some embodiments, it is advantageous to store or implement
certain portions or all of service processor 115 in protected or secure memory so that other
undesired programs (e.g., and/or unauthorized users) have difficulty accessing the functions or
software in service processor 115. In some embodiments, service processor 115, at least in part,

is implemented in and/or stored on secure non-volatile memory (e.g., non volatile memory can
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be secure non-volatile memory) that is not accessible without pass keys and/or other security
mechanisms. In some embodiments, the ability to load at least a portion of service processor 115
software into protected non-volatile memory also requires a secure key and/or signature and/or
requires that the service processor 115 software components being loaded into non-volatile
memory are also securely encrypted and appropriately signed by an authority that is trusted by a
secure software downloader function, such as service downloader 1663 as shown in Figure [[16]]
3. In some embodiments, a secure software download embodiment also uses a secure non-
volatile memory. Those of ordinary skill in the art will also appreciate that all memory can be

on-chip, off-chip, on-board, and/or off-board. --
Please replace paragraph [00129] with the following rewritten paragraph:

[00129] -- Figures 4A through 4C illustrates a functional diagram for providing quality of
service (QoS) for device assisted services (DAS) in accordance with some embodiments. In
some embodiments, QoS for DAS techniques described herein are implemented using the

network architecture shown in Figures 4A through 4C. --
Please replace paragraph [00130] with the following rewritten paragraph:

[00130] -- Referring to Figure 4A, in some embodiments, QoS functionality is performed at the
communications device 100 using service processor 115 as similarly described herein. For
example, the service processor 115 determines whether or not a QoS request is authorized (e.g.,
based on the associated service plan and/or other criteria/measures). If the QoS request is
authorized, then the service processor 115 communicates with the base station (BTS) 125 to send
the QoS request (¢.g., a RAB or multi-RAB reservation request) to the local BTS. The BTS
request-determines with-whether to accept or deny the QoS request (¢.g., based on network
capacity, such as using a first come first service QoS/network bandwidth or best effort access
policy or other techniques, and/or other criteria/measures). The BTS responds to the QoS
request accordingly. If the QoS request is granted, the QoS session can be initiated as similarly
described herein. In some embodiments, the service processor 115 also performs various QoS
charging functions using various techniques described herein, and the service processor 115

periodically sends QoS charging records or reports to the service controller 122. In some
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embodiments, the service processor 115 and the QoS related functions performed by the service

processor 115 are periodically verified using the various techniques described herein. --
Please replace paragraph [00132] with the following rewritten paragraph:

[00132] -- Referring to Figure 4C, at 410, the service processor 115 sends a QoS request to the
service controller 122 (e.g., the service processor can also (at least in part) determine whether the
QoS request is authorized as similarly described with respect to Figure 4A). At 420, the service
controller 122 sends the QoS request to the BTS 125 if it is determined that the QoS request is
authorized using various techniques described herein and/or whether the BTS 125 has network
capacity for the QoS request. For example, the service controller can provide a central policy
decision point function for QoS related activities (e.g., based on QoS prioritization, network
capacity, and/or other criteria/measures/policies). At 430, the service controller 122
communicates the response to the QoS request accordingly. At 440, if the QoS request was
approved, the device 100 initiates the QoS session (¢.g., using a RAB or multi-RAB reservation)
via the BTS_125. In some embodiments, the service processor 115 also performs various QoS
charging functions using various techniques described herein, and the service processor 115
periodically sends QoS charging records or reports to the service controller 122, In some
embodiments, the service processor 115 and the QoS related functions performed by the service

processor 115 are periodically verified using the various techniques described herein. --
Please replace paragraph [00134] with the following rewritten paragraph:

[00134] -- In some embodiments, the device determines QoS availability by directly querying
[[QOS]]QoS link reservation equipment in the network (e.g., an access point, such as the BTS
125). In some embodiments, the device determines QoS availability based on an intermediate
network function that coordinates QoS requests with one or more network QoS link resources.
In some embodiments, the device requests a QoS reservation in advance of [[QOS]] QoS link
establishment with one or more QoS network link resources. In some embodiments, in response
to a QoS request, a QoS channel is reported as available only if/after it is determined that the
necessary one or more QoS links required to create the [[QOS]]QoS channel are available, and,
for example, the QoS channel can then be reserved based on a confirmation or automatically be

reserved in response to the QoS request. --
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Please replace paragraph [00135] with the following rewritten paragraph:

[00135] -- Figure S illustrates a functional diagram for generating a QoS activity map for quality
of service (QoS) for device assisted services (DAS) in accordance with some embodiments. In
particular, Figure 5 illustrates techniques for mapping a service plan or a set of service plan
policies/rules for QoS 510 to a set of QoS activity rules 530. As shown, a set of QoS rules/QoS
related device state information 510 (e.g., a set of associated service plan, service plan usage,
other state such as network capacity or forecasted demand or time of day/day of week, activity
usage, QoS level, and/or user preferences) is mapped using a QoS mapping function [[to a]]to a
set of QoS activity rules 530 using various techniques described herein. At 530, activity rules

(e.g., activity policy rules instructions) 530 are determined using the mapping function 520. --
Please replace paragraph [00136] with the following rewritten paragraph:

[00136] -- In some embodiments, the service plan includes a list of activity policies, and each
activity policy in the service plan specifies how the activity policy is modified by rules state
information. In some embodiments, each activity policy then becomes the instruction for the
engine (e.g., QoS mapping function 520) that maps the activity policy to QoS activity rules 530.
In some embodiments, service controller 122 downloads QoS mapping function 520, which is

implemented by service processor 115. --
Please replace paragraph [00139] with the following rewritten paragraph:

[00139] --Figure 6 illustrates a functional diagram for quality of service (QoS) for device
assisted services for an end to end coordinated QoS service channel control in accordance with
some embodiments. As shown in Figure 6, a wireless communications device 100A includes a
service processor 115A in secure communication with service controller 122A. A wireless
communications device 100B includes a service processor 115B in secure communication with
service controller 122B. In some embodiments, when, for example, device 100A initiates a QoS
request for a QoS class session in communication with device 100B (e.g., a VOIP call or another
application service requiring or possibly using a QoS class/level session, such as a conversational
or other QoS type of class/level), as sequence of actions are performed using service controller

122 A and service controller 122B to facilitate/setup an end to end coordinated QoS service
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channel control. In some embodiments, as similarly described herein, assuming that service
processor 115A and service controller 122A determine that the QoS request from device 100A is
authorized for that device, then the service controller 122A contacts registry 650 (e.g., a device
registry, such as an HLR, mobile services center, or other central database or registry including,
for example, service controller mappings by device/IP address/other) to determine the service
controller associated with/responsible for managing QoS/service control for device 100B. The
registry 650 provides the service controller 122B information (e.g., IP address/other address)
based on this lookup determination. In some embodiments, service controller 122A then initiates
the QoS request with service controller 122B to determine if the device 100B is authorized
and/or available for the QoS session requested by device 100A. In some embodiments, service
controllers 22A/B 122A and 122B communicate with BTSs 125A/B to determine whether the
QoS request can be facilitated (e.g., based on network capacity) as similarly described herein. In

some embodiments, the service controllers 122A/B 122A and 122B provide the central QoS

coordination function and can request appropriate QoS channels directly from the respective
local BTSs. In some embodiments, the service controllers 422A8 122A and 122B also
communicate with one or more of the following network elements/functions as shown in Figure
6 in order to facilitate an end to end coordinated QoS service channel control: RAN 610/670,
Core Network 620/660, and IPX network 630. In some embodiments, service controllers
122A48 122A and 122B communicate with various necessary network element-clements for
provisioning to facilitate session provisioning through the carrier core network as similarly
discussed above. In some embodiments, service controllers :22A4 122A and 122B
communicate with various necessary network element-clements for provisioning to facilitate
session provisioning through the IPX network as similarly discussed above. As will be apparent
to one of ordinary skill in the art, QoS for DAS techniques as described herein can be similarly

implemented using these or similar techniques to various other network architectures. --
Please replace paragraph [00140] with the following rewritten paragraph:

[00140] -- Figure 7 illustrates a flow diagram for quality of service (QoS) for device assisted
services (DAS) in accordance with some embodiments. At 702, the process begins. At 704,
QoS rules are received or determined (e.g., a service processor receives or requests the QoS

rules, which may be included in service plan, service profile, and/or service policy settings
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associated with the communications device). In some embodiments, the QoS rules are verified
using various techniques as described herein (e.g., periodically updated, replaced, downloaded,
obfuscated, and/or tested using by a service controller and/or using other verification
techniques). In some embodiments, a QoS API is also used by various applications to initiate a
QoS request, as described herein with respect to various embodiments. In some embodiments,
the QoS rules are implemented in the form of a QoS activity map in accordance with various
embodiments described herein. At 706, the communications device’s standing for QoS is
determined using various techniques described herein (e.g., based on the service plan, service
profile, service policy settings, QoS rules, based on QoS class, current service usage, current
billing standing, and/or any other criteria/measure). In some embodiments, in addition to verify
verifying the device/user standing for the QoS request, whether the device is following or in
compliance with an assigned QoS reservation request policy is also verified using various
techniques described herein. If the device is determined to not be eligible for QoS, then at 708,
the device User Interface (UI) provides information concerning the denial/ineligibility for QoS
session(s) (e.g., denial/ineligibility explanation and/or options for providing for one or more QoS
options, such as a service plan upgrade or payment for a certain/set of/period of time for QoS
session(s) access). If the device is determined to be eligible for QoS, then at 710, QoS
availability is determined (e.g., based on network capacity, which may be determined at the
device, via communication with the service controller, via communication with the BTS, and/or
any combination thereof, using the various techniques described herein). If QoS is determined to
not be available, then at 712, the Ul provides information and/or options concerning the QoS
availability (e.g., unavailability explanation and/or options for providing for one or more QoS
options, such as a service plan upgrade or payment for a certain/set of/period of time for QoS
session(s) access). If QoS is determined to be available, then at 714, a request for network
resources for the QoS session is sent to one or more network resources (e.g., service controller,
BTS, gateway, core/transport network, [IPX/GRX networks, and/or other network
elements/functions/resources). At 716, a confirmation of the approved QoS session is received
to close the loop for the QoS for DAS (e.g., a QoS schedule is received that provides the QoS
session confirmation information, such as a scheduled RAB/multi-RAB and/or other reserved
network resource(s) by schedule/other criteria). At 718, one or more verification techniques are

performed to verify the QoS for DAS implementation on the device using various verification
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techniques described herein (e.g., comparing QoS service usage reports from a network source
with the associated device policy; comparing QoS service usage reports from a network source
with the QoS service usage reports from the device, and/or using other verification techniques as

similarly described herein). At 720, the process is completed. --
Please replace paragraph [00141] with the following rewritten paragraph:

[00141] -- Figures 8A through 8C each illustrate another flow diagram for quality of service

(QoS) for device assisted services (DAS) in accordance with some embodiments. Figure 8A

illustrates [[a]] another flow diagram for quality of service (QoS) for device assisted services
(DAS) in accordance with some embodiments. At 802, the process begins. In some
embodiments, the QoS policies are implemented on the device (e.g., service processor
collects/receives an associated service plan that defines/specifies basic policies for QoS, which
can include a QoS activity map, which, for example, maps QoS classes based on application,
service usage, flow type, destination, time of day, network capacity, and/or other
criteria/measures, as similarly described herein). In some embodiments, a QoS API is also used
by various applications to initiate a QoS request, as described herein with respect to various
embodiments. In some embodiments, the QoS rules are implemented in the form of a verified
QoS activity map in accordance with various embodiments described herein. At 804, a QoS
request is determined (e.g., by QoS class for a particular associated service/application). In some
embodiments, the QoS request is determined at least in part by using the QoS activity map using
various techniques described herein, for example, based on service/application usage monitoring
on the device (e.g., by the service processor service usage monitoring agent). In some
embodiments, the QoS request is determined based on the QoS API. In some embodiments, the
QoS request is determined to be associated with an outgoing connection or an incoming
connection. At 806, whether the QoS request is authorized is determined (e.g., whether the QoS
request supported by the service plan, sufficient charging credit exists for this QoS request,
and/or other criteria/measures). If not, then at 808, the Ul provides a responsive notification
and/or option as similarly described herein. If the QoS request is approved, then at 810, a
request for network resources for the QoS session is sent to one or more network resources (e.g.,
service controller, BTS, gateway, core/transport network, IPX/GRX networks, a/another service

controller in communication with another communications device such as for setting up a
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conversational class QoS connection with the other communications device, and/or other
network elements/functions/resources). If the device is determined to be eligible for QoS, then at
810, QoS availability is determined (e.g., based on network capacity, which may be determined
at the device, via communication with the service controller, via communication with the BTS,
and/or any combination thereof, using the various techniques described herein). If QoS is
determined to not be available, then at 812, the Ul provides information and/or options
concerning the QoS availability (e.g., unavailability explanation and/or options for providing for
one or more QoS options, such as a service plan upgrade or payment for a certain/set of/period of
time for QoS session(s) access). If QoS is determined to be available, then at 814, a request for
network resources for the QoS session is sent to one or more network resources (€.g., service
controller, BTS, gateway, core/transport network, IPX/GRX networks, and/or other network
elements/functions/resources, to setup, for example, a QoS end to end connection — coordinate
all resources end to end for the approved and verified QoS flow). At 816, a confirmation of the
approved QoS session is received to close the loop for the QoS for DAS (e.g., a QoS schedule is
received that provides the QoS session confirmation information, such as a scheduled
RAB/multi-RAB and/or other reserved network resource(s) by schedule/other criteria). At 818, a
QoS router is executed/performed on the communications device to assist in implementing QoS
for DAS using various verification techniques described herein (e.g., to perform QoS queuing,
throttling, and/or other QoS router related functions as described herein). At 820, verified QoS
charging is performed (e.g., at least in part) on the device using various techniques described
herein (e.g., using the service processor, such as the charging/service usage monitoring and/or
other agents as described herein). In some embodiments, QoS charging records and/or reports
are provided to one or more network elements for managing QoS billing and/or other QoS
management/billing related service control functions (e.g., to the service controller and/or the
billing interface or billing server). In some embodiments, QoS for DAS also facilitates
reestablishing the QoS session/connection/channel/stream if the QoS
session/connection/channel/stream is lost or goes down, using similar techniques to those
described herein as would be apparent to one of ordinary skill in the art. At 822, the process is
completed. In some embodiments, the QoS provisioning channel is closed when the device

session is over to, for example, free up various resources. --
Please replace paragraph [00142] with the following rewritten paragraph:
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[00142] -- Figure 8B illustrates [[a]] another flow diagram for quality of service (QoS) for

device assisted services (DAS) in accordance with some embodiments. In some embodiments,
QoS for DAS includes identifying the QoS requirements (e.g., QoS level or QoS class) for a
service activity. At 824, the process begins. In some embodiments, the QoS policies are
implemented on the device (e.g., service processor collects/receives an associated service plan
that defines/specifies basic policies for QoS, which can include a QoS activity map, which, for
example, maps QoS classes based on application, service usage, flow type, destination, time of
day, network capacity, and/or other criteria/measures, as similarly described herein). In some
embodiments, the QoS rules are implemented in the form of a verified QoS activity map in
accordance with various embodiments described herein. At 826, the device monitors device
activity, such as service/application usage activities. In some embodiments, the device detects
the relevant activities based on various service usage monitoring techniques described herein. At
[[828,a]] 828, a QoS request is determined, for example, using various techniques described
herein. At 830, a QoS level is determined based on the application associated with the QoS
request using various techniques described herein. For example, the QoS level can be
determined using the QoS activity map, which provides a QoS policy defined by a table
associating various QoS levels with a variety of activities that include various device monitored
service usage/application activities. In some embodiments, the QoS activity map includes QoS
level mappings based on one or more of the following: application, destination/source, traffic
type, connection type, content type, time of day/day of week, network capacity, activity usage,
service plan selection, current standing, user class, device class, home/roaming, network
capabilities, and/or other criteria/measures as similarly described herein. In some embodiments,
at 832, if the QoS level cannot be determined and/or in order to confirm a QoS level or selection
among multiple potential appropriate/approved QoS levels, the Ul presents options for a user to
select the QoS level. At 834, the QoS request is initiated for the determined QoS level (e.g., QoS

class). At 836, the process is completed. --
Please replace paragraph [00143] with the following rewritten paragraph:

[00143] -- Figure 8C illustrates [[a]]another flow diagram for quality of service (QoS) for device

assisted services (DAS) in accordance with some embodiments. In some embodiments, QoS for

DAS includes determining whether the network should grant the QoS request for a given device
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activity. At 842, the process begins. At 844, QoS request is determined. At 846, the
communications device’s standing for QoS is determined using various techniques described
herein (e.g., a service processor in combination with a service controller or based on a
communication for authorization of the QoS request sent to the service controller determines
whether the QoS request is authorized, which can be based on the service plan, service profile,
service policy settings, QoS rules, based on QoS class, current service usage, current billing
standing, and/or any other criteria/measure). If the device is determined to not be eligible for
QoS, then at 848, the device User Interface (UI) provides information concerning the
denial/ineligibility for QoS session(s) (e.g., denial/ineligibility explanation and/or options for
providing for one or more QoS options, such as a service plan upgrade or payment for a
certain/set of/period of time for QoS session(s) access). If the device is determined to be eligible
for QoS, then at 850, QoS availability is determined (e.g., based on network capacity, which may
be determined at the device, via communication with the service controller, via communication
with the BTS, and/or any combination thereof, using the various techniques described herein). If
QoS is determined to not be available, then at 852, the Ul provides information and/or options
concerning the QoS availability (e.g., unavailability explanation and/or options for providing for
one or more QoS options, such as a service plan upgrade or payment for a certain/set of/period of
time for QoS session(s) access). If QoS is determined to be available, then at 854, a request for
network resources for the QoS session is sent to one or more network resources (e.g., service
controller, BTS, gateway, core/transport network, IPX/GRX networks, and/or other network
elements/functions/resources can be queried directly and/or a centralized QoS resource/network
function/element/database can be queried for determining such network resources and
coordinating such scheduling). At 856, a confirmation of the approved QoS session is received
to close the loop for the QoS for DAS (e.g., a QoS schedule is received that provides the QoS
session confirmation information, such as a scheduled RAB/multi-RAB and/or other reserved
network resource(s) by schedule/other criteria). At 858, a QoS router is performed. In some
embodiments, the QoS router is performed on the device (e.g., service processor), on a network
element/function (e.g., service controller), and/or in combinations thereof. In some
embodiments, the QoS router prioritizes multiple QoS requests across a given communications
device. In some embodiments, the QoS router prioritizes multiple QoS requests across multiple

communications devices and/or across multiple BTSs. In some embodiments, the QoS router
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performs various QoS class degradation, promotion, and/or other throttling related techniques as
similarly described herein (e.g., based on session priority, network capacity, workload balancing,

QoS priority rules, and/or other criteria/measures/rules). At 860, the process is completed. --
Please replace paragraph [00144] with the following rewritten paragraph:

[00144] -- Figure 9 illustrates [[a]]another flow diagram for quality of service (QoS) for device
assisted services (DAS) in accordance with some embodiments. In some embodiments, QoS for
DAS includes QoS session provision for a service activity. At 902, the process begins. At 904, a
new QoS session is granted and/or confirmed. At 906, a device service processor (e.g., policy
decision point (PDP) agent, also referred to herein as a policy control agent) maps the QoS
session grant to a QoS monitoring policy (e.g., based on a service controller provided QoS
related policy, based on a service plan associated with the device, user, device/user group, and/or
other criteria/measures, as similarly described herein). At 908, the QoS monitoring policy
provides commands/instructions to a policy enforcement point (PEP) (e.g., PEP agent, also
referred to herein as a policy implementation agent) for managing/enforcing the new QoS
priorities/sessions. At 910, the PEP determines whether to allow, block, throttle, and/or queue

priority a session based on the QoS monitoring policy. At 912, the process is completed. --
Please replace paragraph [00145] with the following rewritten paragraph:

[00145] -- Figure 10 illustrates [[a]]another flow diagram for quality of service (QoS) for device
assisted services (DAS) in accordance with some embodiments. In some embodiments, Radio
Access Bearer (RAB) support is available, and the following process is performed in accordance
with some embodiments. At 1002, the process begins. At 1004, the device service processor
detects a QoS request or QoS need (e.g., a QoS API request, a QoS request or need/benefit of
QoS session based on service usage monitoring, such as by application, or other service usage
measure/activity). At 1006, the service processor and/or the service processor in communication
with the service controller determines if the service plan allows/supports the requested QoS. If
not, then at 1008, a Ul event is generated (e.g., notifying the device user that such QoS/QoS
level/class is not available, and potentially offering a QoS/service plan upgrade/purchase for that
QoS/QoS level/class). At 1010, the service processor communicates the QoS request to the

service controller (e.g., using a secure service control link or secure communication channel, as
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similarly described herein) to request the QoS level/class. At 1012, the service controller
determines whether network resources are available using various techniques as described
herein. In some embodiments, network capacity is determined using various techniques, such as
local device measurements; dedicated local device measurement reports; BTS reports; other
network element reports; by assessing, for example, a combination of one or more of available
bandwidth, traffic delay or latency, available QoS level, variability in available bandwidth,
variability in latency, and/or variability in available QoS level; and/or other techniques as
described herein. At 1014, the service controller responds to the QoS request (e.g., grants or
denies the QoS request). In some embodiments, another Ul event is generated if the QoS request
is denied as similarly described herein. At 1016 (assuming the QoS request is granted), the
device requests a QoS channel from the BTS. In some embodiments, the request includes a QoS
request authorization code received from the service controller. In some embodiments, the
service controller provides a notification of the QoS request approval for the communications
device to the BTS, so that the BTS can verify the approval of the QoS request. In some
embodiments, the BTS confirms the device QoS channel request directly with the service
controller. For example, various other techniques for verifying the QoS channel request can also
be used as similarly described herein and as would be apparent to one of ordinary skill in the art.
In some embodiments, the device service processor and/or service controller provides QoS
related reports informing the BTS of how many QoS channels (e.g., RABs) to provision and how
many best effort resources to provision based on device demand projections. At 1018 (assuming
the QoS channel request is verified), the QoS session is initiated based on an allocated RAB or
multi-RAB reservation received from the BTS (e.g., and/or other network elements as similarly

described herein). At 1020, the process is completed. --
Please replace paragraph [00146] with the following rewritten paragraph:

[00146] -- Figure 11 illustrates [[a]]another flow diagram for quality of service (QoS) for device
assisted services (DAS) in accordance with some embodiments. In some embodiments, RAB
support is not available, and the following process is performed in accordance with some
embodiments. At 1102, the process begins. At 1104, the device service processor detects a QoS
request or QoS need (e.g., a QoS API request, a QoS request or need/benefit of QoS session

based on service usage monitoring, such as by application, or other service usage
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measure/activity). At 1106, the service processor and/or the service processor in communication
with the service controller determines if the service plan allows/supports the requested QoS. If
not, then at 1108, a Ul event is generated (e.g., notifying the device user that such QoS/QoS
level/class is not available, and potentially offering a QoS/service plan upgrade/purchase for that
QoS/QoS level/class). At 1110, the service processor communicates the QoS request to the
service controller (e.g., using a secure service control link or secure communication channel, as
similarly described herein) to request the QoS level/class. At 1112, the service controller
determines whether network resources are available using various techniques as described
herein. In some embodiments, network capacity is determined using various techniques, such as
local device measurements, BTS reports, other network element reports, and/or other techniques
as described herein. In some embodiments, the service controller throttles other devices on the
link so that the requested QoS level can be achieved (e.g., as RAB support is not available). In
some embodiments, the service controller time slots traffic from the device end in
synchronization with a BTS clock or absolute clock to facilitate the requested QoS level and to
achieve necessary network capacity to support/facilitate the requested QoS level (e.g.,
minimizing jitter/inter-packet delay variation) based on current/forecasted network capacity on
the link. At 1114, the service controller responds to the QoS request (e.g., grants or denies the
QoS request). In some embodiments, another Ul event is generated if the QoS request is denied
as similarly described herein. At 1116 (assuming the QoS request is granted), the device initiates
the QoS session. At 1118, the device service processor and/or the device service processor in
secure communication with the service controller monitors and verifies the QoS session using
various monitoring and verification techniques described herein (e.g., checks CDRs to determine
if the QoS channel is properly implemented by the device). In some embodiments, a Ul event is
generated to notify the device user if there are potential problems with the QoS session
implementation, to periodically inform the user of QoS charging, and/or other events/information

related to QoS activities. At 1120, the process is completed. --

Please replace paragraph [00147] with the following rewritten paragraph:

[00147] -- Figure 12 illustrates a device stack for providing various service usage measurement

techniques in accordance with some embodiments. Figure 12 illustrates a device stack providing

various service usage measurement from various points in the networking stack for a service
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monitor agent (e.g., for monitoring QoS related activities as described herein), a billing agent,
and an access control integrity agent to assist in verifying the service usage measures, QoS
related activities and functions, and billing reports in accordance with some embodiments. As
shown in Figure 12, several service agents take part in data path operations to achieve various
data path improvements, and, for example, several other service agents can manage the policy
settings for the data path service, implement billing for the data path service, manage one or
more modem selection and settings for access network connection, interface with the user and/or
provide service policy implementation verification. Additionally, in some embodiments, several
agents perform functions to assist in verifying that the service control or monitoring policies
intended to be in place are properly implemented, the service control or monitoring policies are
being properly adhered to, that the service processor or one or more service agents are operating
properly, to prevent unintended errors in policy implementation or control, and/or to prevent
tampering with the service policies or control. As shown, the service measurement points
labeled I through VI represent various service measurement points for service monitor agent
1696 and/or other agents to perform various service monitoring activitics. Each of these
measurement points can have a useful purpose in various embodiments described herein. For
example, each of the traffic measurement points that is employed in a given design can be used
by a monitoring agent to track application layer traffic through the communication stack to assist
policy implementation functions, such as the policy implementation driver/agent 1690 (e.g.,
policy enforcement point driver/agent), or in some embodiments the modem firewall agent 1655
or the application interface agent, in making a determination regarding the traffic parameters or
type once the traffic is farther down in the communication stack where it is sometimes difficult
or impossible to make a complete determination of traffic parameters. The particular locations
for the measurement points provided in these figures are intended as instructional examples, and
other measurement points can be used for different embodiments, as will be apparent to one of
ordinary skill in the art in view of the embodiments described herein. Generally, in some
embodiments, one or more measurement points within the device can be used to assist in service

control verification and/or device or service troubleshooting. --

Please replace paragraph [00150] with the following rewritten paragraph:
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[00150] -- Referring to Figure 12, describing the device communications stack from the bottom
to the top of the stack as shown, the device communications stack provides a communication
layer for each of the modems of the device at the bottom of the device communications stack.
Example measurement point VI resides within or just above the modem driver layer. For
example, the modem driver performs modem bus communications, data protocol translations,
modem control and configuration to interface the networking stack traffic to the modem. As
shown, measurement point VI is common to all modem drivers and modems, and it is
advantageous for certain embodiments to differentiate the traffic or service activity taking place
through one modem from that of one or more of the other modems. In some embodiments,
measurement point VI, or another measurement point, is located over, within or below one or
more of the individual modem drivers. The respective modem buses for cach modem reside
between example measurement points V and VI. In the next higher layer, a modem selection &
control layer for multimode device based communication is provided. In some embodiments,
this layer is controlled by a network decision policy that selects the most desirable network
modem for some or all of the data traffic, and when the most desirable network is not available
the policy reverts to the next most desirable network until a connection is established provided
that one of the networks is available. In some embodiments, certain network traffic, such as
verification, control, redundant or secure traffic, is routed to one of the networks even when
some or all of the data traffic is routed to another network. This dual routing capability provides
for a variety of enhanced security, enhanced reliability or enhanced manageability devices,
services or applications. In the next higher layer, a modem firewall is provided. For example,
the modem firewall provides for traditional firewall functions, but unlike traditional firewalls, in
order to rely on the firewall for verifiable service usage control, such as access control and
security protection from unwanted networking traffic or applications, the various service
verification techniques and agents described herein are added to the firewall function to verify
compliance with service policy and prevent tampering of the service controls. In some
embodiments, the modem firewall is implemented farther up the stack, possibly in combination

with other layers as indicated in other Figures and described herein. In some embodiments, a

dedicated firewall function or layer is provided that is independent of the other processing layers,
such as the policy implementation layer, the packet forwarding layer and/or the application layer.

In some embodiments, the modem firewall is implemented farther down the stack, such as within
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the modem drivers, below the modem drivers, or in the modem itself. Example measurement
point IV resides between the modem firewall layer and an IP queuing and routing layer (e.g.,
QoS IP queuing and routing layer). As shown, an IP queuing and routing layer is separate from
the policy implementation layer where the policy implementation agent implements a portion of
the traffic control and/or service usage control policies. As described herein, in some
embodiments, these functions are separated so that a standard network stack function can be used
for QoS IP queuing and routing, and the modifications necessary to implement the policy
implementation agent functions can be provided in a new layer inserted into the standard stack.
In some embodiments, the IP queuing and routing layer is combined with the traffic or service
usage control layer. For example, a combined routing and policy implementation layer
embodiment can also be used with the other embodiments, such as shown in Figure 12.
Measurement point III resides between the IP queuing and routing layer and a policy
implementation agent layer. Measurement point Il resides between the policy implementation
agent layer and the transport layer, including TCP, UDP, and other IP as shown. The session
layer resides above the transport layer, which is shown as a socket assignment and session
management (e.g., basic TCP setup, TLS/SSL) layer. The network services API (e.g., HTTP,
HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS)
resides above the session layer. Measurement point I resides between the network services API
layer and an application layer, shown as application service interface agent in the device

communications stack of Figure 12. --
Please replace paragraph [00153] with the following rewritten paragraph:

[00153] -- Figure 13 illustrates another device stack for providing various service usage

measurement techniques in accordance with some embodiments. Figure 13 illustrates an

embodiment similar to Figure 12 in which some of the service processor is implemented on the
modem and some of the service processor is implemented on the device application processor in
accordance with some embodiments. In some embodiments, a portion of the service processor is
implemented on the modem (e.g., on modem module hardware or modem chipset) and a portion
of the service processor is implemented on the device application processor subsystem. It will be
apparent to one of ordinary skill in the art that variations of the embodiment depicted in Figure

13 are possible where more or less of the service processor functionality is moved onto the

Application Serial No.  12/695,021
Attorney Docket No. RALEP029 43

282



modem subsystem or onto the device application processor subsystem. For example, such
embodiments similar to that depicted in Figure 13 can be motivated by the advantages of
including some or all of the service processor network communication stack processing and/or
some or all of the other service agent functions on the modem subsystem (e.g., and such an
approach can be applied to one or more modems). For example, the service processor can be
distributed as a standard feature sct contained in a modem chipset hardware of software package
or modem module hardware or software package, and such a configuration can provide for easier
adoption or development by device OEMs, a higher level of differentiation for the chipset or
modem module manufacturer, higher levels of performance or service usage control
implementation integrity or security, specification or interoperability standardization, and/or

other benefits. --
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REMARKS

The specification has been amended to correct various typographical, grammatical, and

formatting errors. No new matter has been added.

Reconsideration of the application and allowance of all claims are respectfully requested
based on the preceding remarks. If at any time the Examiner believes that an interview would be

helpful, please contact the undersigned.

Respectfully submitted,

Dated: August 4, 2010 /Michael J. Schallop/
Michael J. Schallop
Registration No. 44,319
V 408-973-4762
F 408-973-2595

VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd., Suite 200
Cupertino, CA 95014
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characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

Legal Instrument Examiner:

/Trina Steptoe/

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 12/695,021 01/27/2010 | [ o ve Mailed
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [] ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a). (b). o (c))
[] sEARCH FEE
(37 CFR1.16(k). (i) or (m) N/A N/A N/A N/A
D EXAMINATION FEE
(37 CFR118(0), (B} or (4) N/A N/A N/A N/A
(T3?TC/-\F|;??_1%I('I\;I)S minus20= | * X$ = ORI xs =
INDEPENDENT CLAIMS . N _ _
(37 CFR 1.16(h) minus 3 = xX$ = Xs =
If the specification and drawings exceed 100
O sheets of paper, the application size fee due
A3F7’Fg_,:l(éA1T1lgN SIZE FEE is $250 ($125 for small entity) for each
( 166s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
= 08/04/2010 | arrer PREVIOUSLY EXTRA RATE ®) | Fep $) RATE (5) FEE ($)
E AMENDMENT PAE FOR
s ]'?Gt(zia)l' (37 CFR « 50 Minus | = 50 -0 X$ = OR | x $52= 0
[a)
z e 4 Minus | =4 =0 x$ = OR || x s220= 0
<§( |:| Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL 0
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE®) | reE (3 RATE (3) FEE ($)
— AMENDMENT PAID FOR
5 | o erem * Minus | * = x$ = orR | xs =
= | et Minus | +» - xs = or [xs =
E |:| Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY DOCKET.NO ITOT CLAIMSIIND CLAIMSl
12/695,021 012772010 2617 3000 RALEP029 50 1
CONFIRMATION NO. 7079
21912 UPDATED FILING RECEIPT
VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200 N LA AT
00000004126939

CUPERTINO, CA 95014
Date Mailed: 04/26/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Gregory G. Raleigh, Woodside, CA;
Assignment For Published Patent Application
HEADWATER PARTNERS | LLC, Woodside, CA
Power of Attorney: The patent practitioners associated with Customer Number 21912

Domestic Priority data as claimed by applicant
This application is a CIP of 12/380,780 03/02/2009
and claims benefit of 61/206,354 01/28/2009
and claims benefit of 61/206,944 02/04/2009
and claims benefit of 61/207,393 02/10/2009
and claims benefit of 61/207,739 02/13/2009
and claims benefit of 61/252,151 10/15/2009
and claims benefit of 61/252,153 10/15/2009

Foreign Applications

If Required, Foreign Filing License Granted: 02/12/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/695,021

Projected Publication Date: 08/05/2010
Non-Publication Request: No

Early Publication Request: No
page 1 of 3
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Title

QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES
Preliminary Class

370

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

page 2 of 3
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor: Gregory G. Raleigh Examiner: Not Assigned
Application No.: | 12/695,021 Art Unit: 2617

Filed: January 27, 2010 Docket No.: | RALEP029
Title: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

RESPONSE TO NOTICE TO FILE MISSING PARTS

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
This is a Response to Notice to File Missing Parts mailed February 17, 2010.

Application Elements:
& Declaration
|Z| Newly executed (original or copy)
Copy from a prior application (37 CFR 1.63(d) for a continuation or divisional).
The entire disclosure of the prior application from which a copy of the declaration is
herein supplied is considered as being part of the disclosure of the accompanying
application and is hereby incorporated by reference therein.
|:| Deletion of inventors Signed statement attached deleting inventor(s) named in
the prior application, see 37 CFR 1.63(d)(2) and 1.33(Db).

Accompanying Application Parts:
Information Disclosure Statement with Form PTO/SB/08 D Copies of IDS Citations
Preliminary Amendment (New claims numbered after highest original claim in prior application.)

LI

Return Receipt Postcard
Copy of Notice to File Missing Parts of NonProvisional Application
Other:

Attorney Docket No. RALEP029 Page 1 of 2
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Amendments

|:| Cancel in this application original claims
before calculating the filing fee. (At least one original independent claim must be retained.)
Fee Calculation (37 CFR § 1.16)

of the prior application

Small Entity Large Entity

Rate Fee Rate Fee
Filing Fees x$165 = § OR x $330 =$ 330
Search Fees x $270 =§ OR x§540 = § 540
Examination Fees x$110 =§ OR x$220 = § 220
CLAIMS Filed. Extra
Total 50 Less 20 30 x$26 =$ OR x$52 =% 1560
Independent 4 Less 3 1 x$110 =§ OR x $220 =§ 220
Multiple Dependent Claims [ -0- x$195 =§ OR x $390 = $
Declaration and Surcharge Fee X$65 =% OR X§$130=§ 130

TOTAL TOTAL
FILING FEE § FILING FEE $§ 3000.00

|:| Applicants petition for an extension of time to respond under 37 CFR § 1.136(a) as follows:

SMALL ENTITY LARGE ENTITY
Rate Add'l Fee Rate Add'l Fee
[] Extension for Response within FIRST month x$65 =§ OR | x$130 =%
[1 Extension for Response within SECOND month x $245 = § OR | x$490 =8
[ ] Extension for Response within THIRD month x $555 =§ OR | x$1110 =§
[ ] Extension for Response within FOURTH month x $865 =§ OR | x$1730=§
[ ] Extension for Response within FIFTH month x$1175=% OR | x$2350=%§

[] Check No. for $ is enclosed.

General Authorizations

X Applicants hereby make and generally authorize any Petitions for Extensions of Time as needed for
this or any subsequent filings. The Commissioner is also authorized to charge any extension fees under
37 CFR §1.17 as needed to Deposit Account No. 50-0685 (Order No. RALEP029).

X] The Commissioner is given general authorization to charge any fees or to credit any overpayment
during the pendency of this application to Deposit Account No. 50-0685 (Order No. RALEP(29).

X Please send correspondence to the following address:

Customer No. 21912

VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd.

Suite 200

Cupertino, CA 95014

Date: April 15,2010 /Michael J. Schallop/
Michael J. Schallop

Registration No. 44,319

Attorney Docket No. RALEP029 Page 2 of 2
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DECLARATION AND POWER OF ATTORNEY
FOR ORIGINAL U.S. PATENT APPLICATION

Attorney’s Docket No. RALEP029
As a below-named inventor, I hereby declare that:
My residence, post office address and citizenship are as stated below next to my name.
I believe that I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint
inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is sought on

the invention entitled: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES, the specification of
which,

(check one) 1.0 is attached hereto.
2. was filed on January 27. 2010 as

U.S. Application No. 12/695.021
and was amended on

3.[] wasfiled on as
International PCT Application No.
and was amended on

1 hereby state that 1 have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendment referred to above.

For Assigned Inventions: 1 understand that the purpose of making this appointment is to permit prosecution of patent
applications for the above-identified invention for the benefit of my assignee, and that this appointment does not
create an attorney-client relationship between me and these appointees.

T acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR § 1.56.

I hereby claim foreign priority benefits under Title 35, United States code, § 119(a)-(d) or § 365(b) of any foreign
application(s) for patent or inventor’s certificate, or § 365(a) of any PCT International application which designated
at least one country other than the United States, listed below and have identified below, by checking the box, any
foreign application for patent or inventor’s certificate, or PCT International application having a filing date before
that of the application on which priority is claimed:

Prior Foreign Application(s) Priority Benefits Claimed?

Clyes [INo

(Appl. No.) (Country) (Filing Date)
T hereby claim the benefit under 35 U.S.C. §119(e) of any United States provisional application(s) listed below:

Prior Provisional Application(s)

61/206.354 1/28/2009
(Application No.) (Filing Date)
61/206.944 2/42009
(Application No.) (Filing Date)

1 Atty. Dkt. No. RALEP029
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61/207,393 2/10/2009

(Application No.) (Filing Date)
61/207,739 2/13/2009
(Application No.) (Filing Date)
61/252,151 10/15/2009
(Application No.) (Filing Date)
61/252.153 10/15/2009
(Application No.) (Filing Date)

I hereby claim the benefit under Title 35, United States Code, § 120 of any United States application(s), or § 365(¢c)
of any PCT International application designating the United States, listed below and, insofar as the subject matter of
each of the claims of this application is not disclosed in the prior United States or PCT International application in
the manner provided by the first paragraph of Title 35, United States Code, § 112, I acknowledge the duty to
disclose information which is material to patentability as defined in Title 37, Code of Federal Regulations, § 1.56
which became available between the filing date of the prior application and the national or PCT international filing
date of this application:

Prior U.S. Application(s)

12/380,780 3/2/2009 PENDING
(Application No.) (Filing Date) (Status - patented, pending, abandoned)

And 1 hereby appoint the attorneys and/or agents associated with Customer No. 21912 as my principal attorneys to
prosecute this application and to transact all business in the Patent and Trademark Office connected therewith:

Please Direct all Correspondence To: Customer No. 21912
VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd., Suite 200
Cupertino, CA 95014

Direct Telephone Calls To: Michael J. Schallop at telephone number (408) 207-4762

1 hereby declare that all statements made herein of my own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that
willful false statements and the like so made are punishable by fine or imprisonment, or both, under section 1001 of
Title 18 of the United States Code, and that such willful false statements may jeopardize the validity of the
application or any patent issuing thereon.

Full name of sole ) .
or first inventor Gregory G. }ﬁ l‘? ‘?‘?,,'-} f,;«j

7 - R
Signature of sole , =z, e aa . L P
or first inventor : Se7 G N‘:{f Date: e 2010
Residence: City Woodside l State: l CA Citizenship: | US
Mailing Address 2995 Woodside Road, Suite 400, Woodside, CA 94062

2 Atty. Dkt. No. RALEP029
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Electronic Patent Application Fee Transmittal

Application Number: 12695021

Filing Date: 27-Jan-2010

Title of Invention: QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES
First Named Inventor/Applicant Name: Gregory G. Raleigh

Filer: Michael J. Schallop/Veronica Pula

Attorney Docket Number: RALEP029

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suz—;'g(tsa)l in
Basic Filing:
Utility application filing 1011 1 330 330
Utility Search Fee 111 1 540 540
Utility Examination Fee 1311 1 220 220
Pages:
Claims:
Claims in excess of 20 1202 30 52 1560
Independent claims in excess of 3 1201 1 220 220

Miscellaneous-Filing:
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Description

Fee Code

Quantity

Amount

Sub-Total in

UsD($)
Late filing fee for oath or declaration 1051 1 130 130
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 3000
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Electronic Acknowledgement Receipt

EFS ID: 7429739
Application Number: 12695021
International Application Number:
Confirmation Number: 7079

Title of Invention:

QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

21912

Filer:

Michael J. Schallop/Veronica Pula

Filer Authorized By:

Michael J. Schallop

Attorney Docket Number: RALEP029
Receipt Date: 16-APR-2010
Filing Date: 27-JAN-2010
Time Stamp: 16:59:12

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $3000

RAM confirmation Number 3456

Deposit Account 500685

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (ifappl.)
RALEP029_R to_Missi 83553
1 Miscellaneous Incoming Letter —nesponse_to_issin no 2
g_Parts.pdf
93aeac3d8ee899ac1 054ee06648e5alc83el
4fcl
Warnings:
Information:
RALEP029_Declarati POA. 459159
2 Oath or Declaration filed - etc:jfara fon_ ' no 2
p <b372a81329a36444b0184ac8ace02cced4|
6622
Warnings:
Information:
39705
3 Fee Worksheet (PTO-875) fee-info.pdf no 2
©9b35068074c6416190ea6b9141073b24df|
3c630
Warnings:
Information:
Total Files Size (in bytes):i 582417

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
12/695,021 01272010 2617 0.00 RALEP029 50 4
CONFIRMATION NO. 7079
21912 FILING RECEIPT
VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200 T YO A
CUPERTINO, CA 95014 000000040081253

Date Mailed: 02/17/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)

Gregory G. Raleigh, Woodside, CA;
Assignment For Published Patent Application

HEADWATER PARTNERS | LLC, Woodside, CA
Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CIP of 12/380,780 03/02/2009
and claims benefit of 61/206,354 01/28/2009
and claims benefit of 61/206,944 02/04/2009
and claims benefit of 61/207,393 02/10/2009
and claims benefit of 61/207,739 02/13/2009
and claims benefit of 61/252,151 10/15/2009
and claims benefit of 61/252,153 10/15/2009

Foreign Applications

If Required, Foreign Filing License Granted: 02/12/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/695,021

Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No

Early Publication Request: No
page 1 of 3
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Title

QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES
Preliminary Class

370

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
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QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application claims priority to U.S. Provisional Patent Application No.
61/206,354 (Attorney Docket No. RALEP001+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent
Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional
Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, U.S. Provisional
Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES
POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, U.S.
Provisional Patent Application No. 61/252,151 (Attorney Docket No. RALEP025+) entitled
SECURITY TECHNIQUES FOR DEVICE ASSISTED SERVICES, filed on October 15, 2009,
and U.S. Provisional Patent Application No. 61/252,153 (Attorney Docket No. RALEP026+)
entitled DEVICE GROUP PARTITIONS AND SETTLEMENT PLATFORM filed on October

15, 2009, which are incorporated herein by reference for all purposes.

[0002] This application is a continuation in part of co-pending U.S. Patent Application
No. 12/380,780 (Attorney Docket No. RALEP007), entitted AUTOMATED DEVICE
PROVISIONING AND ACTIVATION, filed on March 2, 2009, which is incorporated herein by
reference for all purposes, and which claims priority to U.S. Provisional Patent Application No.
61/206,354 (Attorney Docket No. RALEP001+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed January 28, 2009, U.S. Provisional Patent
Application No. 61/206,944 (Attorney Docket No. RALEP002+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed February 4, 2009, U.S. Provisional
Application No. 61/207,393 (Attorney Docket No. RALEP003+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed February 10, 2009, and U.S. Provisional
Patent Application No. 61/207,739 (Attorney Docket No. RALEP004+) entitled SERVICES
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POLICY COMMUNICATION SYSTEM AND METHOD filed on February 13, 2009, which

are incorporated herein by reference for all purposes.
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BACKGROUND OF THE INVENTION

[0003] With the advent of mass market digital communications, applications and content
distribution, many access networks such as wireless networks, cable networks and DSL (Digital
Subscriber Line) networks are pressed for user capacity, with, for example, EVDO (Evolution-
Data Optimized), HSPA (High Speed Packet Access), LTE (Long Term Evolution), WiMax
(Worldwide Interoperability for Microwave Access), DOCSIS, DSL, and Wi-Fi (Wireless
Fidelity) becoming user capacity constrained. In the wireless case, although network capacity
will increase with new higher capacity wireless radio access technologies, such as MIMO
(Multiple-Input Multiple-Output), and with more frequency spectrum and cell splitting being
deployed in the future, these capacity gains are likely to be less than what is required to meet

growing digital networking demand.

[0004] Similarly, although wire line access networks, such as cable and DSL, can have
higher average capacity per user compared to wireless, wire line user service consumption habits
are trending toward very high bandwidth applications and content that can quickly consume the
available capacity and degrade overall network service experience. Because some components
of service provider costs go up with increasing bandwidth, this trend will also negatively impact

service provider profits.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0006] Figure 1 illustrates a functional diagram of a network architecture for quality of

service (QoS) for device assisted services (DAS) in accordance with some embodiments.

[0007] Figure 2 illustrates another functional diagram of another network architecture
for quality of service (QoS) for device assisted services (DAS) in accordance with some

embodiments.

[0008] Figure 3 illustrates a functional diagram of another network architecture for
quality of service (QoS) for device assisted services (DAS) in accordance with some

embodiments.

[0009] Figures 4A through 4C illustrates a functional diagram for quality of service

(QoS) for device assisted services (DAS) in accordance with some embodiments.

[0010] Figure 5 illustrates a functional diagram for generating a QoS activity map for
quality of service (QoS) for device assisted services (DAS) in accordance with some

embodiments.

[0011] Figure 6 illustrates a functional diagram for quality of service (QoS) for device
assisted services for an end to end coordinated QoS service channel control in accordance with

some embodiments.

[0012] Figure 7 illustrates a flow diagram for quality of service (QoS) for device assisted

services (DAS) in accordance with some embodiments.

[0013] Figures 8A through 8C illustrates a flow diagram for quality of service (QoS)

for device assisted services (DAS) in accordance with some embodiments.

[0014] Figure 9 illustrates a flow diagram for quality of service (QoS) for device assisted

services (DAS) in accordance with some embodiments.
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[0015] Figure 10 illustrates a flow diagram for quality of service (QoS) for device

assisted services (DAS) in accordance with some embodiments.

[0016] Figure 11 illustrates a flow diagram for quality of service (QoS) for device

assisted services (DAS) in accordance with some embodiments.

[0017] Figure 12 illustrates a device stack providing various service usage measurement

in accordance with some embodiments.

[0018] Figure 13 illustrates a device stack providing various service usage measurement

in accordance with some embodiments.
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DETAILED DESCRIPTION

[0019] The invention can be implemented in numerous ways, including as a process; an
apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such as a processor configured to
execute instructions stored on and/or provided by a memory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps of disclosed processes may be altered
within the scope of the invention. Unless stated otherwise, a component such as a processor or a
memory described as being configured to perform a task may be implemented as a general
component that is temporarily configured to perform the task at a given time or a specific
component that is manufactured to perform the task. As used herein, the term ‘processor’ refers
to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions.

[0020] A detailed description of one or more embodiments of the invention is provided
below along with accompanying figures that illustrate the principles of the invention. The
invention is described in connection with such embodiments, but the invention is not limited to
any embodiment. The scope of the invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and equivalents. Numerous specific details
are set forth in the following description in order to provide a thorough understanding of the
invention. These details are provided for the purpose of example and the invention may be
practiced according to the claims without some or all of these specific details. For the purpose of
clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

[0021] As wireless networks, such as mobile networks, evolve towards higher bandwidth
services, which can include or require, for example, various levels of Quality of Service (QoS)
(e.g., conversational, interactive data, streaming data, and/or various (end-to-end) real-time
services that may benefit from QoS), demands will increase for converged network services to
facilitate such services for end-to-end services between networks (e.g., to allow for control

and/or support for such services, for example, QoS support, across network boundaries, such as
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between wireless networks (such as various service provider networks) and IP networks (such as
the Internet), and/or other networks). While various efforts have attempted to address such QoS
needs, such as policy management frameworks for facilitating QoS end-to end solutions, there

exists a need to facilitate various QoS requirements using device assisted services.

[0022] Accordingly, Quality of Service (QoS) for Device Assisted Services (DAS) are

provided. In some embodiments, QoS for DAS is provided.

[0023] To establish a QoS channel, differentiated services are typically available, in
which one class/level of service has a higher priority than another to provide for differentiated
services on a network, such as a wireless network. For example, in a wireless network, various
network elements/functions can be provisioned and controlled to establish a single end or end to
end QoS channel. In some embodiments, a centralized QoS policy coordination and decision
function using Device Assisted Services (DAS) techniques to assist in coordinating the QoS

channel setup and control among the various elements of a wireless network is provided.

[0024] In some embodiments, QoS channel refers to the logical communication channel
connected to a device that provides a desired level of QoS service level. For example, the QoS
channel can be created with one or more QoS links, in which ecach link represents a QoS enabled
connection that spans a portion of the total end to end network communication path from a near
end device to a far end device. For example, the far end device can be on the same network or
on a different network, potentially with different access technology and/or a different access
network carrier. In some embodiments, the QoS channel includes one or more QoS links in
which each link in the channel is QoS enabled, or one or more of the links in the channel is QoS
enabled and others are not. As an example, a QoS channel can include the following links: a
first device traffic path link, a first device to access network equipment element link (e.g.
2G/3G/4G wireless base station, WiFi access point, cable network head end, DSLAM, fiber
aggregation node, satellite aggregation node, or other network access point/node), a first carrier
core network, a long haul IPX network, a second carrier core network, a second device to access
network equipment element link, and a second device traffic path link as similarly described

herein with respect to various embodiments.
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[0025] In some embodiments, each of the links described above have the ability to
provide QoS services for that segment of an overall QoS channel. In some embodiments, the
device traffic path link and/or the device to access network equipment element link are QoS
enabled, but the carrier core network and/or IPX network links are not QoS enabled. In some
embodiments, the core network and/or IPX network have sufficient over-provisioning of
bandwidth that QoS is not limited by these network elements and, for example, can be limited by
the device traffic link and/or the device to access network equipment element link do not have
sufficient excess bandwidth making it desirable to QoS enable these QoS channel links. A
common example is a 2G/3G/4G wireless network in which a device traffic path link and the
device to access network element link (e.g., Radio Access Bearer (RAB)) are QoS enabled while
the carrier core network and IPX network links are not (e.g., are provided at a best effort service

level or other service levels).

[0026] In some embodiments, a QoS session refers to the QoS enabled traffic for a given
device that flows over a QoS channel or QoS link. This QoS traffic supports a QoS service
activity. In some embodiments, a QoS service activity includes a device service usage that is
requested, configured, or preferably serviced with a given level of QoS. In some embodiments, a
device QoS activity is a combination of one or more of the following: application, destination,
source, URL or other similar service identifier, service provider, network type, traffic type,
content type, network protocol, session type, QoS identifier, time of day, network capacity (¢.g.,
network busy state), user service plan authorization or standing, roaming/home network status,
and/or other criteria/measures as similarly described herein. For example, QoS service activities
that are supported by QoS sessions can include VOIP traffic, streaming video traffic,
differentiated access bandwidth during busy network periods, real-time interactive traffic, such
as network connected multimedia meetings (e.g., shared presentations, picture, video, voice,
and/or other such applications/services), best effort interactive such as Internet browsing, time
sensitive services, such as email message body delivery, near real time interactive services, such
as SMS or push to talk, background download services, such as email downloads and other file

transfers (e.g., FTP), and/or truly background download services, such as software updates.

[0027] In some embodiments, various QoS levels or classes are supported. For example

a conversation class can provide for real-time traffic, which is typically very delay sensitive but
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can tolerate bit errors and packet losses. The conversational class is typically used for Voice
Over IP (VOIP) and video telephony, in which users of such services benefit from the short
delay features of the conversational class) A streaming class is similar to the conversational
class except that the streaming class is typically can tolerate more delay than the conversational
class. The streaming class is generally used for one end of the connection is a user (¢.g., human
user) and the other end is a machine/computer (e.g., for streaming content applications, such as
streaming of video, such as movies or other video content). An interactive class is generally
intended for traffic that allows delay variation while requiring reasonably low response time
(e.g., web browsing or other applications in which the channel can be unused for long periods of
time but when a user makes a request for a new page/data, the response time should be
reasonably low). A background class is generally used for lowest priority service usages (e.g.,
typically used for e-mail, software updates, and/or other similar applications). In some
embodiments, various QoS classes or services are applicable to the conversational class. In some
embodiments, various QoS classes or services are also applicable to the streaming class. In some
embodiments, various QoS classes or services are also applicable to the interactive class but
typically not applicable to the background class. As will now be apparent to one of ordinary skill
in the art, various other classes can be provided with lower or higher granularity based on service

usage/channel requirements and/or network architectures.

[0028] In some embodiments, a QoS link or a QoS channel supports one QoS session. In
some embodiments, a QoS link or a QoS channel supports multiple QoS sessions. In some
embodiments, QoS link provisioning is provided to setup the QoS traffic level for a given QoS

session or group of QoS sessions.

[0029] In some embodiments, a QoS channel is a single ended QoS channel or an end to
end QoS channel. For example, if a QoS channel is end to end, then the QoS channel
provisioning is accomplished in a coordinated manner for each QoS enabled link in the QoS
channel. If a QoS channel is single ended, then the network elements and/or device participate in
provisioning as much of one end of the QoS channel as possible, leaving provisioning of the QoS
for the other end of the channel as the responsibility of the device and/or network elements that
handle the traffic at the other end of the QoS channel. In some embodiments a single ended QoS

channel includes another single ended QoS channel at the other end. In some embodiments, only
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one end has single ended QoS channel enablement while the other end of the channel is a best
effort service level, which, for example, can be used where one end of the QoS channel has
tighter constraints on traffic capacity or quality than the other end (e.g., a VOIP call with one end
that is QoS enabled on a 3G wireless network that has relatively tight bandwidth compared to a
lightly loaded cable modem network device on the other end which may not need to be QoS

enabled in order to achieve adequate voice quality).

[0030] In some embodiments, a QoS request (¢.g., a QoS channel request or QoS service
request) is a request for a QoS provisioning event to enable a QoS channel for one or more QoS
service activities. In some embodiments, QoS availability assessment includes determining
whether one or more of the links in a possible QoS channel are available (e.g., based on network
capacity and transmission quality) to provision the necessary level of QoS for a requested QoS
channel. In some embodiments, a QoS request is initiated by a device, a user, an application,

and/or a network element/function as similarly described herein.

[0031] In some embodiments, a service plan refers to the collection of access service
capabilities and/or QoS capabilities that are associated with a communications device. In some
embodiments, the access and/or QoS capabilities are determined by the collection of access
service control policies for the device. In some embodiments, these service control policies are
implemented in the network equipment. In some embodiments, these access service control
policies are implemented both in the device and in the network equipment. In some
embodiments, these access service control policies are implemented in the device. In some
embodiments, there are different levels of service control capabilities (policies) based on
different levels of service plan payments or device standing or user standing. In some
embodiments, there are different levels of service control policies based on network type, time of
day, network busy status, and/or other criteria/measures as similarly described herein with
respect to various embodiments. In some embodiments, the access control and QoS control
policies are based on the type of service activity being sought. In some embodiments, the QoS
level and access level available for a given service activity for a given device or user is
determined by the policies associated with the service plan. In some embodiments, a QoS
authorization assessment is performed to determine whether a device or user has sufficient

service plan standing to allow the requested level of QoS.
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[0032] In some embodiments, before a QoS channel or link is provisioned (or before a
QoS request is responded to or filled), a QoS availability assessment is performed to determine
whether sufficient communication channel resources are available to provision the necessary
level of QoS for the QoS channel or link. In some embodiments, this QoS availability
assessment is determined by assessing the available QoS capacity for one or more necessary QoS
links in the channel. For example, the available QoS link capacity can be assessed for one or
more of a device traffic path, a device to access network equipment element link, a core network
link, and/or an IPX network link. If the QoS assessment shows that the necessary channel
capacity and quality is available for the desired QoS level for one or more desired QoS service
activities, then a QoS channel request or QoS service request can be granted. In some
embodiments, a QoS link or QoS channel reservation process is provided to reserve QoS
capacity and quality in advance of link or channel provisioning to ensure that the available QoS
resources are not assigned between the time of QoS availability assessment and QoS channel

provisioning.

[0033] In some embodiments, the QoS availability assessment is performed after QoS
authorization assessment. This prevents the unnecessary exercising of network elements when
the device or user does not have sufficient service plan standing to receive the desired level of
QoS even if it is available. This can be an important screening function performed on the device
in the service processor, or by a centralized network function such as the service controller (or
interchangeably the home agent, HLR, AAA, base station, one of the gateways or other network
element/function). In some embodiments, QoS availability is assessed without conducting a QoS

authorization assessment or before receiving the response to a QoS authorization assessment.

[0034] In some embodiments, a QoS channel is provisioned to create the QoS channel to
support a QoS session (e.g., a QoS service activity). In some embodiments, QoS channel
provision includes assigning, routing, and/or otherwise causing the QoS session traffic to flow

over one or more QoS links in the assigned QoS channel.

[0035] In some embodiments, device assisted service traffic control and QoS apply
readily and directly to the problems of managing a QoS device link for QoS channel

provisioning. Accordingly, in some embodiments, a service provider is provided to assist in
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provisioning the device portion of the QoS channel. In some embodiments, the service processor
provisions the device link portion of the QoS channel by placing a higher priority on higher QoS
level traffic. In some embodiments, this QoS priority is implemented in a number of ways,
including routing the higher priority QoS traffic into first priority in the downstream and/or
upstream traffic queues. Upstream traffic queuing is performed directly in some embodiments
by transmitting guaranteed bit rate traffic first at higher available throttling rates, differentiated
QoS traffic second with a controlled throttling rate, best effort traffic third with possibly lower
controlled throttled rates, and/or background traffic fourth when/if bandwidth not needed by the
higher levels of QoS traffic and at lower controlled throttling rates. For example, downstream
traffic can be handled by queuing traffic and delaying or preventing TCP acknowledgements to
be returned for the lower levels of QoS priority, while immediately passing the traffic and TCP
acknowledgements for higher levels of QoS priority. The device link portion of the QoS channel
is thus provisioned by assigning policies for the queuing priority, delay, throttle rate and TCP
acknowledgement return rate for device traffic in accordance with the bandwidth that is available
at any point in time for the device. In some embodiments, various device service processor
traffic control capabilities regulate or partially regulate QoS in accordance with a set of network

policy instructions, including, in some embodiments, a service plan policy set.

[0036] In some embodiments the device service processor establishes multiple QoS
channels through the device traffic path with each QoS channel having traffic control policies as
described herein, with each QoS channel policy set creating a different class of QoS. In some
embodiments, employing this multiple QoS channel approach, QoS for a given service activity is
provided by routing the traffic for that QoS activity to the appropriate QoS channel with the
appropriate QoS policy settings. The routing to the appropriate QoS channel can be provided
using various techniques. For example, the routing can be provided by applying a common
service traffic control policy set to traffic associated with all QoS service activities that require or
request the QoS provided by the common service traffic control policy set. The application of
the service traffic control policy set can be accomplished in a number of ways utilizing the
embodiments described for the policy implementation agent and the policy control agent
described herein. In such embodiments, the problem of assigning a QoS channel to a number of
QoS service activities is reduced to applying a pre-determined set of service traffic control

policies to each of the QoS service activities, with each pre-determined set of service traffic
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control policies representing a different QoS class. The device can then manage the overall QoS
for all traffic based on the available traffic capacity and quality, the total aggregate traffic
demand for each QoS traffic class and the policy rules that determine how each traffic class is
provided with differential bit rate and traffic quality as compared to the other traffic classes for a

given level of available traffic capacity and quality.

[0037] Based on the aggregate demand for each traffic QoS class, and the traffic capacity
and quality level available to the device, the service processor can adjust the total available bit
rate or percentage of available traffic capacity for each QoS class. For example, in some
embodiments, the aggregate demand for the real time interactive traffic control class (e.g.
services, such as VOIP, emergency communication services or high performance real time
competitive gaming) can be determined, and the QoS routing function on the device (e.g., a QoS
router agent/function) can first allocate enough constant bit rate traffic capacity from the
available traffic capacity to satisfy these services, with each QoS service activity that requires
this QoS class being assigned to this QoS channel. As more QoS service activities require this
traffic class, the capacity allocated to the QoS channel out of the available device capacity is
increased, and when fewer QoS service activities require this traffic class the capacity for this
QoS channel is released. In the event that the device does not have any more available capacity
with a guaranteed bit rate QoS level, then additional QoS service activities that desire, require or
request this QoS level will not be provided this QoS level, and instead will either be provided
with a lower QoS level or will not be allowed to connect to the access network. In some
embodiments, there can be a hierarchy among the possible QoS service activities so that if there
is no more capacity available at a given service QoS level, then the available capacity for that
QoS class is provided to the service activities requiring that QoS from highest priority to lowest,
until the available QoS class capacity is consumed, and then one or more QoS service activities
that are too low on the priority list to obtain service with that QoS class are either bumped to a
lower QoS class or are denied access. In some embodiments, once the required capacity to
satisfy the real time constant rate traffic needs is satisfied, the remaining capacity available to the
device is then divided among the other QoS channel classes in accordance with a priority policy,
with the priority policy being based on the relative priority of each service class, the relative
priority of each QoS service activity, or a combination of the relative priority of each QoS

service class and each QoS service activity. For example, these relative priority policies can
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vary from device to device based on service plan selection, device type, user standing, user
group, device location, device network connection, type of network, time of day, network busy

state, and/or other criteria/measure.

[0038] In some embodiments, a QoS link is established between the device and an access
network equipment element. For example, such equipment element embodiments can include a
2G/3G/AG wireless base station, a wireless access point, a cable network head end, a DSL
network DSLAM, a fiber network device traffic aggregator, a satellite network device traffic
aggregator, a frame relay aggregation node, an ATM aggregation node, and/or other network
equipment. In some embodiments, a logical communication channel is created between the
device and the network equipment element, with the logical communication channel supporting a
given level of QoS or QoS class traffic policy set. For example, the logical channel can include a
RAB formed between a 2G/3G/4G base station and a wireless end point device. The RAB can
be formed by controlling the media access control (MAC) parameters of the base station radio
channel so that a given level of QoS class policies can be implemented. For example, the RAB
can support constant bit rate, low latency communication traffic for guaranteed bit rate real time
traffic, or a differentiated high priority access channel for streaming traffic, or a best effort
random access channel for best effort traffic, or an available unused capacity traffic for
background traffic. The QoS channel link created in this manner can be dedicated to a single
device, or shared with a subset of devices, or available to all devices. The QoS channel link
created in this manner can be used by the device to support a single QoS activity as described
herein, or a group of QoS activities as described herein. It will now be apparent to one of
ordinary skill in the art that similar settings for cable head end and cable modem MAC can yield
similar QoS classes for QoS links for the cable modem case and that similar techniques can be
applied for a wireless access point or a satellite system MAC to achieve similar QoS classes for
QoS links. It will also now be apparent to one of ordinary skill in the art that by creating
multiple logical channels in the device link, and/or adjusting the available access network
capacity and quality for each logical device communication channel in the DSLAM or fiber
aggregator, similar QoS class QoS links can be established for the DSL and fiber distribution

network cases.
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[0039] In some embodiments the device service processor serves to route QoS service
activities to the appropriate logical communication channel established for the desired QoS class
supported by a QoS link between the device and the access network equipment element. In some
embodiments, the device service processor elements (e.g., the policy implementation agent
and/or the policy control agent) can be used in some embodiments to assign the same QoS traffic
control policies to one or more QoS service activities that require the same QoS level. Ina
similar manner, in some embodiments, the device service processor elements can be used to
assign or route service activity traffic for a given QoS class to the correct logical communication
channel between the device and the access network element (e.g., a 2G/3G/4G base station) that
supports the traffic control policies for the desired QoS class. For example, a QoS service link
that supports guaranteed bit rate and latency can be established with one or more RABs from a
base station to the device, and a second QoS service link can be established that supports
differentiated preferred access for streaming content using one or more differentiated access
RABS, and a third best effort RAB can be used to support best effort traffic. Each of the required
RABEs is first requested and then provisioned as described herein based on the aggregate required
capacity and quality for one or more QoS service activities that require or desire the specific QoS
service class associated with the RAB logical channel policy parameters. Once the set of logical
QoS channels is thus established, the service processor (¢.g., QoS router agent/function) routes
the traffic associated with each QoS service activity to the appropriate RAB. In some
embodiments, the service processor can detect increases or decreases in aggregate QoS class
demand for each QoS class as QoS activities are initiated or terminated for that QoS class, and
the service processor can communicate the required increases or decreases in the RAB

assignments required to support that logical QoS channel.

[0040] In some embodiments, the access QoS link is established by direct
communication from the device in which the device requests the QoS channel or link from the
access network equipment element, or the device requests the QoS channel or link from an
intermediate networking device, such as a service controller (e.g., or a readily substituted device
with similar features, such as a home agent, an HLR, a mobile switching center, a base station,
an access gateway, a AAA system, or a billing system). In some embodiments, the device
service processor bases the QoS channel or link request on an association the device performs to

match a QoS service activity with a desired or required QoS class or QoS traffic control policy
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set. For example, this association of QoS class or QoS traffic control policy set with QoS service
activity can be determined by a predefined policy mapping that is stored on the device and used
by the service processor. In some embodiments, this policy mapping store is populated and/or
updated by a service controller (e.g., or similar function as described herein). In some
embodiments, the mapping is determined by a service controller (e.g., or similar function as
described herein) based on a report from the device of the QoS service activity that needs the

QoS channel or link.

[0041] In some embodiments, the required or desired QoS level for one or more QoS
service activities is determined by a set of QoS service traffic control policies that are pre-
assigned to various QoS service activities. For example, a given application can be pre-assigned
a QoS class. As another example, a web service destination such as a VOIP service site can be
assigned a QoS class. As another example, a given application can have one QoS assignment
level for general Internet traffic but have a QoS assignment for real-time gaming traffic. As
another example, a real-time broadcasting website can have a best effort QoS level assigned to
programming information and general browsing and have a differentiated streaming QoS level
for broadcast traffic content. In some embodiments, detection of QoS need or QoS assignment
request for a given activity can be assigned by a device service processor according to a pre-
defined QoS policy rules table (e.g., QoS activity table), or can be determined by a service
controller based on information reported by the device, or can be requested by an application
through a QoS application interface (e.g., QoS API), or can be determined by the nature of

incoming traffic.

[0042] In embodiments, in which both end points in the QoS channel participate in
establishing an end to end QoS channel, the required QoS level is determined and/or
communicated by the originating end point. In some embodiments, the required QoS level is
determined and/or communicated by the receiving end point. In some embodiments the QoS
level is determined and/or communicated by the originating end point service controller (e.g., or
the access network element (such as a base station), the HLR, home agent, mobile switching
center, AAA, gateway, or other network element/function). In some embodiments, the QoS level
is determined and/or communicated by the receiving end point service controller (e.g., or

alternatively the access network element (such as a base station), the HLR, home agent, mobile
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switching center, AAA, gateway, or other network element/function). In some embodiments, the
receiving end point service controller (e.g., or the access network element (such as a base
station), the HLR, home agent, mobile switching center, AAA, gateway or other network
function) and the originating end point service controller (e.g., or other similar function)
communicate with one another to coordinate establishment of the QoS channel between the end

points.

[0043] In some embodiments, the near end or originating end device service processor
contacts the far end or terminating device service processor to initiate a QoS channel. In some
embodiments, the initiation of the QoS channel from the near end or originating device is
performed automatically by the far end device when its service processor detects that a given
level of QoS is needed for the communication between the two devices. In some embodiments,
the near end or originating device service processor detects the need for a QoS channel to the far
end or terminating device and contacts a central network resources, such as the service controller
(e.g., or other equipment element with similar function for this purpose), and the service
controller provisions the far end of the QoS channel, either by communicating directly with the
far end device or by communicating with the far end device’s service controller (e.g., or other
equipment element with similar function for this purpose). In some embodiments, in which the
far end device service controller is contacted to assist in provisioning the QoS channel, there is a
look up function to determine the address of the far end service controller based on a look up
index formed from some aspect of the far end device credentials (e.g.., phone number, SIM 1.D.,

MEID, IMSI, IP address, user name, and/or other device credentials).

[0044] In some embodiments, the mapping of QoS service activity to the desired level of
QoS class or QoS traffic control policies is determined by providing a QoS API in the device
service processor that applications use to request a QoS class or QoS channel connection. In
some embodiments, an API is provided so that application developers can create application
software that uses the standard interface commands to request and set up QoS channels. In
some embodiments, the API does one or more of the following: accepts QoS requests from an
application, formats the QoS channel request into a protocol appropriate for transmission to
network equipment responsible for assessing QoS channel availability (e.g., including possibly

the device traffic control system), coordinates with other network elements (e.g., including
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possibly the device traffic control system) to reserve a QoS channel, coordinates with other
network elements (e.g., including possibly the device traffic control system) to provision a QoS
channel, informs the application that the desired QoS channel can be created or not, and/or
coordinates with other network elements (e.g., including possibly the device traffic control
system) to connect the application with the desired QoS channel class. In some embodiments,
the QoS API accepts the application QoS request and communicates and possibly coordinates
with one or more QoS network equipment elements, such as a base station, cable head end or
access point. In some embodiments, the QoS API accepts the QoS request from the application
and communicate and possibly coordinates with an intermediate network element, such as a
service processor (e.g., or other similar function as described herein). In some embodiments the
QoS API assesses the QoS service plan standing for the device or user before sending QoS
channel requests to other network elements, and only initiates the QoS request sequence if
required service plan authorization is in place. In this manner, the potentially complex process
of establishing a QoS channel with all the specific equipment communication protocols that
typically need to be supported to assess QoS channel availability and provision the QoS channel
are simplified into a limited set of API commands that are easy for an application development

community to learn about and use for QoS differentiated services and applications.

[0045] In some embodiments, local traffic control on the device service processor is
combined with traffic control in the link between the device and the access network equipment
element. In this manner, both the device traffic control path QoS link and the device to access
network element QoS link can be coordinated for best device QoS performance results given the
available capacity and quality of the access network traffic for the device. In some embodiments
the policies for how the device manages local traffic control, establishes access network element
logical channels (e.g., RABS) and routes traffic to and from the access network element logical
channels is all determined by pre-defined policy rules loaded onto the device by the service
controller (or other equivalent network element). In some embodiments, these policies are

determined in the service controller itself.

[0046] In some embodiments, a QoS user interface (e.g., QoS Ul) is presented to the
device user. In some embodiments, the QoS Ul notifies the user what level of QoS services the

device is authorized to receive based on the service plan selection. In some embodiments, the
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QoS Ul notifies the user what level of QoS services are available on the present network the
device is connected to at the present time. In some embodiments, the QoS UI notifies the user
when a level of QoS service that is higher than that authorized by the user service plan is
required or desirable for a given service activity that the device has initiated. In some
embodiments, the QoS Ul provides the user with a set of one or more upgrade options to upgrade
the service plan to include a higher level of QoS for one or more service activities. In some
embodiments, the QoS Ul provides the user with an opportunity to specify what level of QoS the
user would like to employ for one or more service usage activities. In some embodiments, the
QoS Ul allows the user to specify a service plan setting that provides differentiated QoS during
times when the network is busy. In some embodiments, the QoS Ul allows the user to purchase
one or more grades of service QoS with either a post-pay for a pre-defined service period and
one or more pre-defined service usage limits by QoS class, a pre-pay for one or more pre-defined
service usage limits by QoS class, or another payment system for differentiated QoS services. In
some embodiments the QoS Ul provides the user with an opportunity to QoS enable or pay for

QoS services for a connection that is initiated by an incoming connection to the device.

[0047] In some embodiments, QoS for DAS techniques include verifying that the device
is properly implementing the QoS traffic control policies, for example, in accordance with a
service plan. This ensures that errors, hacking, user device software settings manipulations, or
other malware events do not result in inappropriate levels of QoS for a given device or group of
devices. Accordingly, in some embodiments, the traffic control and QoS verification techniques
described herein are employed to verify that the proper level of QoS is applied for a given
service usage activity in accordance with a QoS priority policy. For example, verification of
QoS channel request policy rules behavior can be implemented in a variety of ways including, as
an example, monitoring device QoS channel requests and comparing the level of QoS requested
with the level of QoS the device is authorized to receive in the service plan in effect for the
device. Verification of proper QoS channel usage behavior by a device can be implemented in a
variety of ways including, for example, monitoring network based reports of QoS service usage
and comparing the network based reports against the service policy rules that should be in effect
given the device service plan. Verification of proper device traffic control to implement a QoS
service policy that is in effect can be accomplished in a variety of ways by verifying that the

appropriate traffic control policy rules are being properly implemented as described herein.
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[0048] In some embodiments, the QoS router prioritizes traffic on the device. In some
embodiments, the QoS router connects the QoS enabled session to the RAB that has the proper
QoS level. In some embodiments, one session is routed to the RAB. In some embodiments,
more than one session can be routed to an RAB. In some embodiments, multiple RABs
providing multiple QoS levels are created to the device, and the QoS router routes each service

activity to the RAB dictated by the QoS policy rules in effect on the device.

[0049] In some embodiments, the network collects service usage charges for different
QoS classes. In some embodiments, there is differentiated service charging for the different
classes of QoS service usage. As an example, since guaranteed bit rate traffic consumes network
resources whether the traffic capacity is used or not, there can be a time element involved in the
charging calculations. As a more detailed example, guaranteed bit rate services can be charged
by the total bandwidth provisioned to the device at a given time multiplied by the amount of time
that that bandwidth is made available. In some embodiments, differentiated access traffic that
has higher QoS than best effort traffic but is not guaranteed bit rate can be charged at a higher
rate than best effort traffic but lower than guaranteed bit rate. Such traffic in some embodiments
can be charged based on the time the QoS channel is made available and the total amount of data
transmitted over the channel, or can only be based on the total amount of data transmitted over
the channel. Best effort traffic is charged in some embodiments based only on the total amount
of data used, with the data charges being less than differentiated streaming access services.
Background data services in some embodiments are charged at the lowest rate, possibly with
only certain times of the day or periods of low network traffic demand being available for such
services, and with the service being based on total data transmitted. In some embodiments, all
QoS service levels can be charged based on a fixed price for a fixed charging period, possibly
with a service usage cap with additional charges if the service cap is exceeded. In such fixed

price scenario embodiments, the price charged is again higher for higher levels of QoS.

[0050] In some embodiments, the network equipment (e.g., access network element,
gateways, AAA, service usage storage systems, home agent, HLR, mobile data center, and/or
billing systems) record and report service usage for one or more of the QoS service classes used
by the device. In some embodiments, the device service processor records and reports service

usage for one or more of the QoS service classes used by the device and reports the QoS service
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class usage to the service controller (e.g., or other substitute network element). In some
embodiments, in which the device is recording reporting usage for one or more QoS service
classes, it is important to verify the device service usage reports to ensure that the device usage
reports are not distorted, tampered with, and/or otherwise in error. In some embodiments,
verifying service usage reports against service usage that should be occurring given the service
control policies in place on the device, service processor agent functional operation verification,
test service usage events, agent query response sequences, device service processor software
protection techniques, device service processor software environment checks, and several other
techniques are provides as described herein. For example, using one or more of these
verification techniques can provide a verifiable device assisted QoS service usage charging

System.

[0051] In some embodiments, device assisted traffic control is provided for managing
network congestion as follows. When a given base station or group of base stations experience
traffic demand that is high relative to the available capacity and/or service quality that can be
provided, and such a condition is detected by means of network busy state assessment as
described below, then a service controller (e.g., or other interchangeable network function) can
issue traffic control throttling policies to the devices in accordance with a measure of the excess
traffic demand the one or more base stations is experiencing. For example, the device service
processors connected to an overly busy base station can be instructed to reduce the traffic control
priority for one or more classes of QoS traffic, reducing the queuing priority, throttling rate,
delay and/or access allowance for some or all of one or more classes of traffic. As another
example, background download processes, such as software updates can be turned off
completely or throttled back significantly. As another example, best effort traffic such as
Internet browsing can be throttled or reduced for a group of devices connected to base stations
experiencing excess traffic demand. As another example, a policy can be implemented on the
devices connected to busy base stations in which the device is allowed to browse or conduct
other best effort service activities at a relatively high throttling rate for a period of time, but if the
device uses more than a certain amount of service (e.g., total data downloaded and/or uploaded)
in a certain period of time then the device may be traffic controlled according to an adaptive
throttling policy as described in previous disclosures. In some embodiments, higher QoS level

traffic cannot be throttled in such circumstances, such as VOIP traffic where real time
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guaranteed bit rate is important to meet user service needs or expectations, while lower priority
traffic such as interactive browsing and/or background download are throttled and/or blocked. In
some embodiments, the QoS availability assessment processes described herein are adjusted so
that higher QoS channels are not provided and provisioned in times or locations in which a given
base station or group of base stations experience excess demand or demand above a given

threshold.

[0052] In some embodiments, users or devices that have service plans with higher QoS
levels, or service plans with higher priority during busy network periods have different traffic
control policies applied to them that result in a higher level of traffic performance and/or a higher
level of QoS service availability. For example, emergency service workers can be given higher
traffic control access policies that result in differentiated services during peak busy times on the
network or a portion of the network. In some embodiments, users can obtain a premium service
plan for differentiated access during peak busy time periods or may use higher levels of QoS
service settings and/or service plans to achieve differentiated service during peak busy periods.
As another example, services that demand high QoS, such as real time voice services, instant
messaging, push to talk, differentiated video streaming, and/or interactive gaming, are not traffic
controlled to the same extent that other lower priority services or lower class service plans are
traffic controlled during peak busy times. For example, this type of service differentiation can
also be applied based on device type, user group, user standing, user reward zone points, other

criteria/measures as similarly described herein.

[0053] In some embodiments, the decision to reduce the access traffic control settings as
described above is made by the device service processor based on the device’s assessment of the
network capacity, which can determined using various techniques as described herein. In some
embodiments, the decision to reduce the access traffic control settings as described above is
made by a service controller (e.g., or other interchangeable network equipment element or
elements as described herein) connected to the device that provides instructions to the device to
adjust the access policy settings. For example, the service controller can obtain the network
capacity information from access equipment elements, from device reports of traffic capacity
and/or quality as described herein, or from reports on traffic capacity and/or quality obtained

from dedicated devices used for the purpose of assessing network capacity. In some
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embodiments, the decision to reduce the access traffic control settings as described above is
based on the time of day or day of week or both to accommodate cyclical patterns in network

capacity and traffic demand.

[0054] In some embodiments, a service controller (e.g., or other interchangeable network
equipment element or elements as described elsewhere) assesses network busy state and then
controls device traffic demand by reducing the offered capacity for one or more service classes
supported by the access network equipment elements such as a wireless base station. In such
embodiments, the service controller (e.g., or similar function) gathers the network capacity
information with one of the techniques described herein and instructs one or more of the access
network equipment elements to reduce the offered capacity for one or more levels of service
QoS, to one or more of the devices connected to the access network equipment elements. For
example, the determination of which devices to throttle back can be made based on an equal
throttling of all devices of a given service plan status, or based on the device traffic usage
patterns in the recent past as described herein, or based on a combination of service plan status

and recent traffic usage patterns.

[0055] In some embodiments, the device is enabled with ambient services that have
differentiated QoS services as part of the ambient service offering. For example, this can be
accomplished using the pre-assigned QoS policies for a given service activity set within the
ambient service, or using an ambient service application that requests QoS through the QoS API.
Other embodiments for providing QoS differentiated service activities within ambient service

offerings will now be apparent to one of ordinary skill in the art.

[0056] In some embodiments, the QoS service control policy is adapted as a function of
the type of network the device is connected to. For example, the QoS traffic control policies
and/or the QoS service charging policies can be different when the device is connected to a
wireless network (e.g., a 3G/4G network where there is in general less available QoS enabled
traffic capacity) than when the device is connected to a wired network (e.g., a cable or DSL
network where there is in general a higher level of QoS capacity available). In such
embodiments, the device service processor and the service controller can coordinate to adapt the

QoS service control policies and/or the QoS service charging policies to be different depending
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on which network the device is connected to. Similarly, the device QoS service control policy
and/or QoS service charging policy can also be adapted based on whether the device is

connected to a home wireless network or a roaming wireless network.

[0057] In some embodiments, various of the QoS related techniques described herein are
performed on the device using DAS techniques and/or on the service controller in secure
communication with a verified service processor executed on the device using DAS techniques.
In some embodiments, various of the QoS related techniques described herein are performed
by/in coordination/communication with one or more intermediate network elements/functions for

assisting in various QoS functions.

[0058] Figure 1 illustrates a functional diagram of a network architecture for quality of
service (QoS) for device assisted services (DAS) in accordance with some embodiments. In
some embodiments, QoS for DAS techniques described herein are implemented using the

network architecture shown in Figure 1.

[0059] As shown, Figure 1 includes a 4G/3G/2G wireless network operated by, for
example, a central provider. As shown, various wireless devices 100 are in communication with
base stations 125 for wireless network communication with the wireless network (e.g., viaa
firewall 124), and other devices 100 are in communication with Wi-Fi Access Points (APs) or
Mesh 702 for wireless communication to Wi-Fi Access CPE 704 in communication with central
provider access network 109. In some embodiments, one or more of the devices 100 are in
communication with other network element/equipment that provides an access point, such as a
cable network head end, a DSL network DSLAM, a fiber network aggregation node, and/or a
satellite network aggregation node. In some embodiments, each of the wireless devices 100
includes a service processor 115 (as shown) (e.g., executed on a processor of the wireless device
100), and each service processor connects through a secure control plane link to a service

controller 122 (e.g., using encrypted communications).

[0060] In some embodiments, service usage information includes network based service
usage information (e.g., network based service usage measures or CDRs, which can, for
example, be generated by service usage measurement apparatus in the network equipment),

which is obtained from one or more network elements (e.g., BTS/BSCs 125, RAN Gateways (not
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shown), Transport Gateways (not shown), Mobile Wireless Center/HLRs 132, AAA 121, Service
Usage History/CDR Aggregation, Mediation, Feed 118, or other network equipment). In some
embodiments, service usage information includes micro-CDRs. In some embodiments, micro-
CDRs are used for CDR mediation or reconciliation that provides for service usage accounting
on any device activity that is desired. In some embodiments, each device activity that is desired
to be associated with a billing event is assigned a micro-CDR transaction code, and the service
processor 115 is programmed to account for that activity associated with that transaction code.
In some embodiments, the service processor 115 periodically reports (e.g., during each heartbeat
or based on any other periodic, push, and/or pull communication technique(s)) micro-CDR usage
measures to, for example, the service controller 122 or some other network element. In some
embodiments, the service controller 122 reformats the heartbeat micro-CDR usage information
into a valid CDR format (e.g., a CDR format that is used and can be processed by an SGSN or
GGSN or other network elements/equipment used/authorized for generating or processing
CDRs) and then transmits it to a network element/function for CDR mediation (e.g., CDR
Storage, Aggregation, Mediation, Feed 118).

[0061] In some embodiments, CDR mediation is used to account for the micro-CDR
service usage information by depositing it into an appropriate service usage account and
deducting it from the user device bulk service usage account. For example, this technique
provides for a flexible service usage billing solution that uses pre-existing solutions,
infrastructures, and/or techniques for CDR mediation and billing. For example, the billing
system (e.g., billing system 123 or billing interface 127) processes the mediated CDR feed from
CDR mediation, applies the appropriate account billing codes to the aggregated micro-CDR
information that was generated by the device, and then generates billing events in a manner that
does not require changes to the existing billing systems (e.g., using new transaction codes to
label the new device assisted billing capabilities). In some embodiments, network provisioning
system 160 provisions various network elements/functions for authorization in the network, such
as to authorize certain network elements/functions (e.g., CDR storage, aggregation, mediation,
feed 118 or other network elements/functions) for providing micro-CDRs, reformatted micro-

CDRs, and/or aggregated or reconciled CDRs.
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[0062] As shown in Figure 1, a CDR storage, aggregation, mediation, feed 118 is
provided. In some embodiments, the CDR storage, aggregation, mediation, feed 118 receives,
stores, aggregates and mediates micro-CDRSs received from mobile devices 100. In some
embodiments, the CDR storage, aggregation, mediation, feed 118 also provides a settlement
platform using the mediated micro-CDRs, as described herein. In some embodiments, another
network element provides the settlement platform using aggregated and/or mediated micro-

CDRs (e.g., central billing interface 127 and/or another network element/function).

[0063] In some embodiments, various techniques for partitioning of device groups are
used for partitioning the mobile devices 100 (e.g., allocating a subset of mobile devices 100 for a
distributor, an OEM, a MVNO, and/or another partner or entity). As shown in Figure 1, a
MVNO core network 210 includes a MVNO CDR storage, aggregation, mediation, feed 118, a
MVNO billing interface 122, and a MVNO billing system 123 (and other network elements as
shown in Figure 1). In some embodiments, the MVNO CDR storage, aggregation, mediation,
feed 118 receives, stores, aggregates and mediates micro-CDRs received from mobile devices

100 (e.g., MVNO group partitioned devices).

[0064] Those of ordinary skill in the art will appreciate that various other network
architectures can be used for providing device group partitions and a settlement platform, and
Figure 1 is illustrative of just one such example network architecture for which device group

partitions and settlement platform techniques described herein can be provided.

[0065] In some embodiments, CDR storage, aggregation, mediation, feed 118 (e.g.,
service usage 118, including a billing aggregation data store and rules engine) is a functional
descriptor for, in some embodiments, a device/network level service usage information
collection, aggregation, mediation, and reporting function located in one or more of the
networking equipment apparatus/systems attached to one or more of the sub-networks shown in
Figure 1 (e.g., central provider access network 109 and/or central provider core network 110),
which is in communication with the service controller 122 and a central billing interface 127. As
shown in Figure 1, service usage 118 provides a function in communication with the central
provider core network 110. In some embodiments, the CDR storage, aggregation, mediation,

feed 118 function is located elsewhere in the network or partially located in elsewhere or
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integrated with/as part of other network elements. In some embodiments, CDR storage,
aggregation, mediation, feed 118 functionality is located or partially located in the AAA server
121 and/or the mobile wireless center/Home Location Register(HLR) 132 (as shown, in
communication with a DNS/DHCP server 126). In some embodiments, service usage 118
functionality is located or partially located in the base station, base station controller and/or base
station aggregator, collectively referred to as base station 125 in Figure 1. In some
embodiments, CDR storage, aggregation, mediation, feed 118 functionality is located or partially
located in a networking component in the central provider access network 109, a networking
component in the core network 110, the central billing system 123, the central billing interface
127, and/or in another network component or function. This discussion on the possible locations
for the network based and device based service usage information collection, aggregation,
mediation, and reporting function (e.g., CDR storage, aggregation, mediation, feed 118) can be
easily generalized as described herein and as shown in the other figures and embodiments
described herein by one of ordinary skill in the art. Also as shown in Figure 1, the service
controller 122 is in communication with the central billing interface 123 (also sometimes
referred to as the external billing management interface or billing communication interface) 127,
which is in communication with the central billing system 123. As shown in Figure 1, an order
management 180 and subscriber management 182 are also in communication with the central
provider core network 110 for facilitating order and subscriber management of services for the

devices 100 in accordance with some embodiments.

[0066] In some embodiments, a service processor download 170 is provided, which
provides for periodical downloads/updates of service processors (¢.g., service processor 115). In
some embodiments, verification techniques include periodically updating, replacing, and/or
updating an obfuscated version of the service processor, or performing any of these techniques in
response to an indication of a potential compromise or tampering of any service processor

functionality and/or QoS functionality executed on or implemented on the device 100.

[0067] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or
other network elements or combinations of network elements) provides a device/network level
service usage information collection, aggregation, mediation, and reporting function. In some

embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or other network
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elements or combinations of network elements) collects device generated/assisted service usage
information (e.g., micro-CDRs) for one or more devices on the wireless network (e.g., devices
100); and provides the device generated service usage information in a syntax and a
communication protocol that can be used by the wireless network to augment or replace network
generated usage information for the one or more devices on the wireless network. In some
embodiments, the syntax is a charging data record (CDR), and the communication protocol is
selected from one or more of the following: 3GPP, 3GPP2, or other communication protocols.
In some embodiments, as described herein, the CDR storage, aggregation, mediation, feed 118
collects/receives micro-CDRs for one or more devices on the wireless network (e.g., devices
100). In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or other
network elements or combinations of network elements) includes a service usage data store (e.g.,
a billing aggregator) and a rules engine for aggregating the collected device generated service
usage information. In some embodiments, the network device is a CDR feed aggregator, and the
CDR storage, aggregation, mediation, feed 118 (and/or other network elements or combinations
of network elements) also aggregates (network based) CDRs and/or micro-CDRs for the one or
more devices on the wireless network; applies a set of rules to the aggregated CDRs and/or
micro-CDRs using a rules engine (e.g., bill by account, transactional billing, revenue sharing
model, and/or any other billing or other rules for service usage information collection,
aggregation, mediation, and reporting), and communicates a new set of CDRs for the one or
more devices on the wireless network to a billing interface or a billing system (e.g., providing a
CDR with a billing offset by account/service). In some embodiments, a revenue sharing

platform is provided using various techniques described herein.

[0068] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or
other network elements or combinations of network elements) communicates a new set of CDRs
(e.g., aggregated and mediated CDRs and/or micro-CDRs that are then translated into standard
CDRs for a given wireless network) for the one or more devices on the wireless network to a
billing interface (e.g., central billing interface 127) or a billing system (e.g., central billing
system 123). In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or
other network elements or combinations of network elements) communicates with a service
controller (e.g., service controller 122) to collect the device generated service usage information

(e.g., micro-CDRs) for the one or more devices on the wireless network. In some embodiments,
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the CDR storage, aggregation, mediation, feed 118 (and/or other network elements or
combinations of network elements) communicates with a service controller, in which the service
controller is in communication with a billing interface or a billing system. In some
embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or other network
elements or combinations of network elements) communicates the device generated service
usage information to a billing interface or a billing system. In some embodiments, the CDR
storage, aggregation, mediation, feed 118 (and/or other network elements or combinations of
network elements) communicates with a transport gateway and/or a Radio Access Network
(RAN) gateway to collect the network generated/based service usage information for the one or
more devices on the wireless network. In some embodiments, the service controller 122
communicates the device assisted service usage information (e.g., micro-CDRs) to the CDR
storage, aggregation, mediation, feed 118 (and/or other network elements or combinations of

network elements).

[0069] In some embodiments, the CDR storage, aggregation, mediation, feed 118 (and/or
other network elements or combinations of network elements) performs rules for performing a
bill by account aggregation and mediation function. In some embodiments, the CDR storage,
aggregation, mediation, feed 118 (and/or other network elements or combinations of network
elements) performs rules for performing a service billing function, as described herein, and/or for
performing a service/transactional revenue sharing function, as described herein. In some
embodiments, the service controller 122 in communication with the CDR storage, aggregation,
mediation, feed 118 (and/or other network elements or combinations of network elements)
performs a rules engine for aggregating and mediating the device assisted service usage
information (e.g., micro-CDRs). In some embodiments, a rules engine device in communication
with the CDR storage, aggregation, mediation, feed 118 (and/or other network elements or
combinations of network elements) performs a rules engine for aggregating and mediating the

device assisted service usage information.

[0070] In some embodiments, the rules engine is included in (e.g., integrated with/part
of) the CDR storage, aggregation, mediation, feed 118. In some embodiments, the rules engine
and associated functions, as described herein, is a separate function/device. In some

embodiments, the service controller 122 performs some or all of these rules engine based
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functions, as described herein, and communicates with the central billing interface 127. In some
embodiments, the service controller 122 performs some or all of these rules engine based

functions, as described herein, and communicates with the central billing system 123.

[0071] In some embodiments, a settlement platform service is provided. For example,
micro-CDRs can be aggregated and mediated to associate service usage for one or more services
used by a communications device (e.g., a user of the communications device). A rules engine or
another function can determine a revenue share allocation for the service usage for a particular
service to determine the settlement for such service usage for the revenue sharing
allocation/model and to distribute accounting and settlement information to one or more of
carriers, distribution partners, MVNOs, wholesale partners, and/or other partners or entities. In

some embodiments, the service is a transactional service.

[0072] In some embodiments, duplicate CDRs are sent from the network equipment to
the billing system 123 that is used for generating service billing. In some embodiments,
duplicate CDRs are filtered to send only those CDRs/records for devices controlled by the
service controller and/or service processor (e.g., managed devices). For example, this approach
can provide for the same level of reporting, lower level of reporting, and/or higher level of

reporting as compared to the reporting required by the central billing system 123.

[0073] In some embodiments, a bill-by-account billing offset is provided. For example,
bill-by-account billing offset information can be informed to the central billing system 123 by
providing a CDR aggregator feed that aggregates the device assisted service usage data feed to
provide a new set of CDRs for the managed devices to the central billing interface 127 and/or the
central billing system 123. In some embodiments, transaction billing is provided using similar
techniques. For example, transaction billing log information can be provided to the central

billing interface 127 and/or the central billing system 123.

[0074] In some embodiments, the rules engine (¢.g., performed by the service usage 118
or another network element, as described herein) provides a bill-by-account billing offset. For
example, device assisted service usage information (e.g., micro-CDRs) includes a transaction
type field or transaction code (e.g., indicating a type of service for the associated service usage

information). For example, the rules engine can apply a rule or a set of rules based on the
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identified service associated with the device generated service usage information to determine a
bill-by-account billing offset (¢.g., a new CDR can be generated to provide the determined bill-
by-account billing offset). In some examples, the determined bill-by-account billing offset can
be provided as a credit to the user’s service usage account (e.g., a new CDR can be generated
with a negative offset for the user’s service usage account, such as for network chatter service
usage, or transactional service usage, or for any other purposes based on one or more rules

performed by the rules engine).

[0075] As another example, for a transactional service, a first new CDR can be generated
with a negative offset for the user’s service usage account for that transactional service related
usage, and a second new CDR can be generated with a positive service usage value to charge that
same service usage to the transactional service provider (e.g., Amazon, eBay, or another
transactional service provider). In some embodiments, the service controller 122 generates these
two new CDRs, and the service usage 118 stores, aggregates, and communicates these two new
CDRs to the central billing interface 127. In some embodiments, the service controller 122
generates these two new CDRs, and the service usage 118 stores, aggregates, and communicates
these two new CDRs to the central billing interface 127, in which the central billing interface
127 applies rules (e.g., performs the rules engine for determining the bill-by-account billing
offset).

[0076] In some embodiments, the service controller 122 sends the device generated
CDRs to the rules engine (e.g., a service usage data store and rules engine, such as CDR storage,
aggregation, mediation, feed 118), and the rules engine applies one or more rules, such as those
described herein and/or any other billing/service usage related rules as would be apparent to one
of ordinary skill in the art. In some embodiments, the service controller 122 generates CDRs
similar to other network elements, and the rules (e.g., bill-by-account) are performed in the
central billing interface 127. For example, for the service controller 122 to generate CDRs
similar to other network elements, in some embodiments, the service controller 122 is
provisioned on the wireless network (e.g., by network provision system 160) and behaves

substantially similar to other CDR generators on the network).
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[0077] In some embodiments, the service controller 122 is provisioned as a new type of
networking function that is recognized as a valid, authorized, and secure source for CDRs by the
other necessary elements in the network (e.g., CDR storage, aggregation, mediation, feed 118).
In some embodiments, if the necessary network apparatus only recognize CDRs from certain
types of networking equipment (e.g. a RAN gateway or transport gateway), then the service
controller 122 provides authentication credentials to the other networking equipment that
indicate that it is one of the approved types of equipment for providing CDRs. In some
embodiments, the link between the service controller 122 and the necessary CDR aggregation

and mediation equipment is secured, authenticated, encrypted, and/or signed.

[0078] In some embodiments, the CDR storage, aggregation, mediation, feed 118
discards the network based service usage information (e.g., network based CDRs) received from
one or more network elements. In these embodiments, the service controller 122 provides the
device assisted service usage information (e.g., device based CDRs or micro-CDRs) to the CDR
storage, aggregation, mediation, feed 118 (e.g., the CDR storage, aggregation, mediation, feed
118 can just provide a store, aggregate, and communication function(s), as it is not required to
mediate network based CDRs and device assisted CDRs), and the device based service usage

information is provided to the central billing interface 127 or the central billing system 123.

[0079] In some embodiments, the device based CDRs (¢.g., micro-CDRs) and/or new
CDRs generated based on execution of a rules engine as described herein are provided only for
devices that are managed and/or based on device group, service plan, or any other criteria,
categorization, and/or grouping, such as based on ambient service or ambient service provider or

transactional service or transactional service provider.

[0080] In some embodiments, QoS for DAS includes a service processor (e.g., any
device assisted element/function) that facilitates coordination for and/or provisions wireless
access/radio access bearers (¢.g., RABs). In some embodiments, the service processor
determines whether a request for QoS is authorized (e.g., according to QoS service level, user
standing, available local network capacity (as reported by other device(s) and/or network)). In
some embodiments, device QoS capacity demand reports provide and/or augment network

capacity demand reports.
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[0081] In some embodiments, QoS for DAS includes a service controller (e.g., any
network device based service control element/function) that facilitates coordination for and/or
provisions wireless access/radio access bearers (e.g., RABs) on a device (e.g., a communications
device, such as a mobile wireless communications device and/or an intermediate networking
device), on network, and/or on device plus network. In some embodiments, the service
controller provides device QoS capacity demand reports to other network
equipment/elements/functions, and then also provisions the RAB channel based on various

criteria and determinations.

[0082] In some embodiments, QoS for DAS provides for device assisted monitoring,
information, and/or functionality to facilitate QoS without and/or to assist network based
monitoring, information, and/or functionality (e.g., Deep Packet Inspection (DPI) and/or
provides such monitoring, information, and/or functionality that may not be available via
network based monitoring, information, and/or functionality (e.g., encrypted activities on the
device may not be accessible by DPI or other network based techniques). For example, QoS for
DAS can assist in the QoS setup to facilitate the QoS setup and provide such information that
may not otherwise be available using network based only techniques. For example, device
assisted activity and/or service monitoring techniques can assist in classifying the QoS for the
monitored activity and/or service using, for example, a QoS activity map (e.g., as described
herein or other similar techniques). For example, using such device assisted techniques
eliminates and/or minimizes DPI or other network based techniques that can give rise to privacy
concerns/issues, network neutrality concerns/issues, and/or otherwise may not be able to provide
similar or equivalent granular service/activity monitoring, as discussed above, and/or also off
loads such processing from the network (e.g., network elements/devices/functionality) to the
communications devices (e.g., at least for such communications devices that can perform such
functions, based on their processing and/or memory capabilities, as would be apparent to one of
ordinary skill in the art). In some embodiments, QoS for DAS includes the service provider for
providing an initial authorization/clearance for a QoS request (¢.g., using various techniques
described herein), and the service controller determines if the QoS request should be authorized
(e.g., based on various QoS authorization/clearance/approval criteria (such as QoS activity maps
and/or QoS request rule) and/or network capacity, as described herein). In some embodiments,

QoS for DAS includes the service provider for providing a QoS request including a QoS class to
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the service controller, and the service controller determines if the QoS request should be

authorized, as described herein.

[0083] In some embodiments, QoS for DAS includes providing or facilitating reports for
base station (BTS) for network capacity (e.g., sector, channel, busy state information or network
capacity usage/availability, and/or network capacity expected demand) based on, for example,
one or more of the following: monitored application usage on the communications device,
monitored user activity on the communications device, location of the communications, other
available networks, and/or other monitored or determined activity, service usage measure, and/or
metric. In some embodiments, at or after execution of an application that is determined to
require network service usage (e.g., may require increased wireless network bandwidth, such as
based on a service usage activity map), QoS for DAS sends information to the network (e.g., a
network controller or other network device element/function) that capacity demand is
forthcoming for the communications device (e.g., potentially initiating a provisioning of a QoS

radio access bearer (RAB) or other type of RAB).

[0084] In some embodiments, network capacity (e.g., busy state information) is collected
from one or more communications devices in communication with a wireless network (e.g.,
network capacity/usage information measured from ecach respective communications device’s
perspective is determined and stored by the service processor on each respective communications
device) and reported to the service controller, and the service controller (e.g., or another network
element/function) uses this information to determine what resources are available for allocation
to various levels of QoS (e.g., to respond to/facilitate various QoS requests) and/or to workload
balance across multiple base stations and/or networks (e.g., cellular, Wi-Fi, and/or other wireless

networks).

[0085] In some embodiments, the service processor executed on the communications
device sends a QoS request (¢.g., a wireless network bearer channel reservation request or Radio
Access Bearer (RAB) request) to the service controller. The service controller verifies the
request using various verification techniques as described herein. In some embodiments, the
service controller facilitates coordination of various device QoS requests with one or more base

stations (BTSs) in communication with the communications device to provide for the requested
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QoS reservation to facilitate the new QoS session. In some embodiments, the service controller
provides a QoS routing function by, for example, providing various QoS routing instructions to a
device service processor (e.g., aggregating, prioritizing, queuing, authorizing, allocating
reservations/RABs, denying, re-routing (such as to other BTSs and/or other networks) and/or
otherwise managing QoS requests), in which the BTS may or may not be QoS aware. For
example, QoS priority can be based on activity (e.g., service usage and/or application), service
level, user standing, network capacity, time of day, and/or QoS priority can be purchased on a
transaction basis, a session basis, a pre-pay basis or a plan basis. As another example, QoS
priority can also vary by device type, user within a group, group, application type, content type,
or any other criteria or measure and/or any combination thereof. In some embodiments, the
service controller also facilitates coordination of various device QoS requests with other network
elements/functions for QoS implementation and management to provide for an end to end QoS

solution.

[0086] In some embodiments, QoS can be symmetric for two mobile devices or
asymmetric. In some embodiments, QoS resource availability can be from communications
devices, BTS(s), other network functions (e.g., service control, service controller and/or any
other network elements/functions) or any combination thereof. In some embodiments, the
service controller provides QoS demand information to another network element/function. In
some embodiments, the service controller provides the central aggregator and policy decision
point (PDP). In some embodiments, the service controller controls (e.g., at least in part) QoS

related functions for communications devices, BTS(s), and/or a combination of both.

[0087] In some embodiments, charging (e.g., monitoring and/or determining associating
charging or billing) for QoS service usage/transactions is determined using various techniques
described herein. For example, the service processor can assist in charging for QoS activities. In
some embodiments, the service processor uses device assisted Charging Data Records (CDRs) or
micro-CDRs to assist in charging for QoS activities (e.g., using QoS class related transaction
codes), as described herein with respect to various embodiments. In some embodiments,
charging for QoS is performed in whole or in part by one or more network elements/functions

(e.g., service controller, SGSN/GGSN/other gateways, and/or billing interfaces/servers).
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[0088] In some embodiments, service usage information includes network based service
usage information. In some embodiments, the network based service usage information includes
network based CDRs. In some embodiments, service usage information includes device based
service usage information. In some embodiments, device based service usage information
includes device assisted CDRs, also referred to herein as micro-CDRs, as described herein. In
some embodiments, micro-CDRs are used for CDR mediation or reconciliation that provides for
service usage accounting on any device activity that is desired (e.g., providing granular service
usage information, such as based on application layer service usage monitoring, transaction
service usage monitoring, QoS activities/sessions/transactions, and/or other types of service
usage information). In some embodiments, cach device includes a service processor (¢.g., a
service processor executed on a processor of a communications device, such as a mobile device

or an intermediate networking device that can communicate with a wireless network).

[0089] In some embodiments, each device activity that is desired to be associated with a
billing event (e.g., for a QoS related billing event) is assigned a micro-CDR transaction code,
and the service processor is programmed to account for that activity associated with that
transaction code (e.g., various transaction codes can be associated with service usage associated
with certain services, applications, and/or based on QoS classes or priorities, respectively, which
can be used for providing granular service usage for these various Internet/network based
services/sites/transactions and/or any other Internet/network based services/sites, which can
include transactional based services). For example, using these techniques, as described herein,
essentially any type of device activity (e.g., including QoS classes and prioritization) can be
individually accounted for and/or controlled (e.g., throttled, restricted, and/or otherwise
controlled as desired). In some embodiments, the service processor periodically reports (e.g.,
during each heartbeat or based on any other periodic, push, and/or pull communication
technique(s)) micro-CDR usage measures to, for example, a service controller or some other
network element/function. In some embodiments, the service controller reformats the heartbeat
micro-CDR usage information into a valid CDR format (e.g., a CDR format that is used and can
be processed by an SGSN or GGSN or some other authorized network element/function for
CDRs) and then transmits the reformatted micro-CDRs to a network element/function for

performing CDR mediation.
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[0090] In some embodiments, CDR mediation is used to properly account for the micro-
CDR service usage information by depositing it into an appropriate service usage account and
deducting it from the user device bulk service usage account. For example, this technique
provides for a flexible service usage billing solution that uses pre-existing solutions for CDR
mediation and billing. For example, the billing system can process the mediated CDR feed from
CDR mediation, apply the appropriate account billing codes to the aggregated micro-CDR
information that was generated by the device, and then generate billing events in a manner that
does not require changes to existing billing systems, infrastructures, and techniques (e.g., using

new transaction codes to label the new device assisted billing capabilities).

[0091] In some embodiments, the various QoS techniques performed on or by the
communications device (e.g., using a service processor to provide or assist in providing QoS
session provisioning, QoS policy management, QoS policy enforcement, and/or QoS charging,

such as QoS charging records and reports) are verified.

[0092] For example, a QoS request, QoS related policy rules (e.g., QoS activity map,
QoS related service plan and/or service policy settings) and implementation, QoS policy
enforcement, and QoS charging are verified (e.g., periodically, per transaction, and/or based on
some other criteria/metric). In some embodiments, verification techniques include one or more
of the following: compare a network based service usage measure with a first service policy
associated with the communications device, compare a device assisted service usage measure
with the first service policy, compare the network based service usage measure to the device
assisted service usage measure, perform a test and confirm a device assisted service usage
measure based on the test, perform a User Interface (UI) notification (e.g., which can include a
user authentication, password, question/answer challenge, and/or other authentication technique)
and other similar verification techniques as will now be apparent. Accordingly, in some
embodiments, QoS for DAS “closes the loop” for verification of various QoS related techniques,
such as QoS requests, QoS grants, QoS usage, and/or QoS charging. In some embodiments, the
service processor and the service controller serve as a verifiable QoS management/coordination
system for other QoS elements/functions in network. In some embodiments, if such or other
verification techniques determine or assist in determining that a QoS request, QoS report, and/or

QoS policy behavior does not match expected requests, reports, and/or policy, then responsive
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actions can be performed, for example, the communications device can be suspended,
quarantined and/or flagged for further analysis/scrutiny to determine whether the device is
malfunctioning, needs updating, has been tampered with or compromised, is infected with

malware, and/or if any other problem exists.

[0093] In some embodiments, the communications device (e.g., the service processor)
maintains a QoS flow table that associates or maps device activity to QoS level/class to
RAB/QoS channel, and in some embodiments, the communications device also informs a QoS
management network function/element of the relative priority of the QoS flows for the
communications device (e.g., based on or using the QoS flow table). In some embodiments, the
service controller receives or collects information from the communications device and
maintains such a QoS flow table for the communications device and in some embodiments, the
service controller also informs a QoS management network function/element of the relative
priority of the QoS flows for the communications device (e.g., based on or using the QoS flow
table). In some embodiments, flows can be assigned to activities originating at the
communications device in a transparent way, or simply by activity class or user preference or

using other techniques.

[0094] In some embodiments, the communications device maintains a table of QoS
billing rates, scheduled transmission times, and/other QoS related information to implement an
overlay MAC at the data networking level to manage QoS on legacy networks that are not QoS
MAC enabled and/or do not have the various functionality to support QoS controls (e.g., and
such techniques can also be used to provide for QoS functionality across different networks). In
some embodiments, QoS related policies are exchanged between roaming and home service

controllers to facilitate QoS support while roaming on a non-home network(s).

[0095] In some embodiments, the communications device serves as a network capacity
indicator (e.g., collecting network capacity information for a local cell and communicating or
reporting that network capacity information to the service controller). For example, permanent
local cell communications devices can be placed in local cell areas to augment legacy equipment

for such network capacity indicator/reporting functions.
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[0096] In some embodiments, service partners and/or service providers can subsidize in
whole or in part to upgrade a given user or group of users to better QoS related service level
agreement(SLA)/class for a preferred destination. In some embodiments, based on monitored
service usage and/or other monitored behavior of the communications device, such subsidized
QoS upgrade/offers can be presented to a user of the communications device (e.g., as an

incentive/reward for desired or preferred user behavior or for other reasons).

[0097] In some embodiments, QoS charging is based on QoS channel/reservation, service
flow, or RAB charging (e.g., single flow per RAB, multi-flow per RAB, multi-RAB per flow).

In some embodiments, charging is based on one or more of the following: user service class
request, traffic volume and class, time and class, network capacity (e.g., busy state) and class,
time of day and class, location, traffic type, application type, application class, destination,
destination type, partner service, and/or other criteria/measures. In some embodiments, QoS
charging is verified using the various verification techniques described herein (e.g., test charging
events). In some embodiments, QoS charging is by data usage (¢.g., by Megabyte (MB)),

service flow by time by QoS class, speed by time, and/or other criteria/measures.

[0098] In some embodiments, QoS for DAS includes coordinating functions with one or
more of the following: DAS elements/functions, Radio Access Network (RAN), Transport

network, Core network, GRX network, IPX network, and/or other networks/clements/functions.

[0099] Figure 2 illustrates a functional diagram of another network architecture for
quality of service (QoS) for device assisted services (DAS) in accordance with some
embodiments. In some embodiments, QoS for DAS techniques described herein are

implemented using the network architecture shown in Figure 2.

[00100] As shown, Figure 2 includes various devices 100 including service processors
115. For example, devices 100 can include various types of mobile devices, such as phones,
PDAs, computing devices, laptops, netbooks, tablets, cameras, music/media players, GPS
devices, networked appliances, and any other networked device; and/or devices 100 can include
various types of intermediate networking devices, as described herein. The devices 100 are in
communication with service control 210 and central provider access and core networks 220.

Service policies and accounting functions 230 are also provided in communication with the
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central provider access and core networks 220. For example, devices 100 can communicate via
the central provider access and core networks 220 to the Internet 120 for access to various
Internet sites/services 240 (e.g., Google sites/services, Yahoo sites/services, Blackberry services,
Apple iTunes and AppStore, Amazon.com, FaceBook, and/or any other Internet service or other

network facilitated service).

[00101] In some embodiments, Figure 2 provides a wireless network architecture that
supports partitioned device groups, in which each device group can be provided independent and
secure management of transparent reconciliation. Those of ordinary skill in the art will
appreciate that various other network architectures can be used for providing device group
partitions and a settlement platform, and Figure 2 is illustrative of just another such example
network architecture for which device group partitions and settlement platform techniques

described herein can be provided.

[00102] In some embodiments, a service provider selects who receives a reconciliation
report of activations and usage by service plan type. In some embodiments, service usage
information (e.g., based on CDRs and/or micro-CDRs or other service usage measures) are used
for service plan billing and for reconciliation reports. In some embodiments, different service
plans on the same device (e.g., device 100) can be sent to different partners or the same partner.
In some embodiments, multi-device and multi-user reconciliation capabilities are provided. In
some embodiments, a settlement platform service is provided. In some embodiments, various
revenue share techniques as described herein are provided (e.g., implemented using a settlement

platform service, using, for example, service policies and accounting functions 230).

[00103] In some embodiments, partitioned device groups are provided. In some
embodiments, each partitioned group of devices (e.g., mobile devices 100) can be uniquely
managed with secure admin log-ins. In some embodiments, multi-device, multi-user accounting
is provided. In some embodiments, capabilities are provided to support multi-party/multi-service
reconciliation records to carriers and carrier partners, which can also support various
service/transactional revenue share techniques (e.g., for reducing or eliminating the up-front
subsidy and associated up-front subsidy risk of certain bounty models). In some embodiments,

service usage and profitability analytics are provided (e.g., using aggregated CDRs/micro-CDRs
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and service policies and accounting functions 230). For example, a partitioned beta test group of
devices can be tested and optimized for various service usage policies and/or service plans, and
then the optimized service usage policies and/or service plans can be published to an entire or
larger device group. In some embodiments, a carrier can be provided a carrier branded device

group, and/or a MVNO can be provided a MVNO branded device group.

[00104] Figure 3 illustrates another functional diagram of a QoS for DAS architecture 300
including a device based service processor 115 and a service controller 122 for providing quality
of service (QoS) for device assisted services (DAS) in accordance with some embodiments. In
some embodiments, QoS for DAS techniques described herein are implemented using the

functions/elements shown in Figure 3.

[00105] For example, this provides relatively full featured device based service processor
implementation and service controller implementation. As shown, this corresponds to a
networking configuration in which the service controller 122 is connected to the Internet 120 and
not directly to the access network 1610. As shown, a data plane (e.g., service traffic plane)
communication path is shown in solid line connections and control plane (e.g., service control
plane) communication path is shown in dashed line connections. As will be apparent, the
division in functionality between one device agent and another is based on, for example, design
choices, networking environments, devices and/or services/applications, and various different
combinations can be used in various different implementations. For example, the functional
lines can be re-drawn in any way that the product designers see fit. As shown, this includes
certain divisions and functional breakouts for device agents as an illustrative implementation,
although other, potentially more complex, embodiments can include different divisions and
functional breakouts for device agent functionality specifications, for example, in order to
manage development specification and testing complexity and workflow. In addition, the
placement of the agents that operate, interact with or monitor the data path can be moved or re-
ordered in various embodiments. For example, the functional elements shown in Figure 3 are

described below with respect to Figures 10 and 11.

[00106] As shown in Figure 3, service processor 115 includes a service control device link

1691. For example, as device based service control techniques involving supervision across a
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network become more sophisticated, it becomes increasingly important to have an efficient and
flexible control plane communication link between the device agents and the network elements
communicating with, controlling, monitoring, or verifying service policy. In some embodiments,
the service control device link 1691 provides the device side of a system for transmission and
reception of service agent to/from network element functions. In some embodiments, the traffic
efficiency of this link is enhanced by buffering and framing multiple agent messages in the
transmissions. In some embodiments, the traffic efficiency is further improved by controlling
the transmission frequency or linking the transmission frequency to the rate of service usage or
traffic usage. In some embodiments, one or more levels of security or encryption are used to
make the link robust to discovery, eavesdropping or compromise. In some embodiments, the
service control device link 1691 also provides the communications link and heartbeat timing for
the agent heartbeat function. As discussed below, various embodiments disclosed herein for the
service control device link 1691 provide an efficient and secure solution for transmitting and
receiving service policy implementation, control, monitoring and verification information with

other network elements.

[00107] As shown in Figure 3, the service controller 122 includes a service control server
link 1638. In some embodiments, device based service control techniques involving supervision
across a network (e.g., on the control plane) are more sophisticated, and for such it is
increasingly important to have an efficient and flexible control plane communication link
between the device agents (e.g., of the service processor 115) and the network elements (e.g., of
the service controller 122) communicating with, controlling, monitoring, or verifying service
policy. For example, the communication link between the service control server link 1638 of
service controller 122 and the service control device link 1691 of the service processor 115 can
provide an efficient and flexible control plane communication link, a service control link 1653 as
shown in Figure 3, and, in some embodiments, this control plane communication link provides
for a secure (e.g., encrypted) communications link for providing secure, bidirectional
communications between the service processor 115 and the service controller 122. In some
embodiments, the service control server link 1638 provides the network side of a system for
transmission and reception of service agent to/from network element functions. In some
embodiments, the traffic efficiency of this link is enhanced by buffering and framing multiple

agent messages in the transmissions (e.g., thereby reducing network chatter). In some

Attorney Docket No. RALEP029 42 PATENT

346



embodiments, the traffic efficiency is further improved by controlling the transmission frequency
and/or linking the transmission frequency to the rate of service usage or traffic usage. In some
embodiments, one or more levels of security and/or encryption are used to secure the link against
potential discovery, eavesdropping or compromise of communications on the link. In some
embodiments, the service control server link 1638 also provides the communications link and

heartbeat timing for the agent heartbeat function.

[00108] In some embodiments, the service control server link 1638 provides for securing,
signing, encrypting and/or otherwise protecting the communications before sending such
communications over the service control link 1653. For example, the service control server link
1638 can send to the transport layer or directly to the link layer for transmission. In another
example, the service control server link 1638 further secures the communications with transport
layer encryption, such as TCP TLS or another secure transport layer protocol. As another
example, the service control server link 1638 can encrypt at the link layer, such as using IPSEC,
various possible VPN services, other forms of IP layer encryption and/or another link layer

encryption technique.

[00109] As shown in Figure 3, the service controller 122 includes an access control
integrity server 1654 (e.g., service policy security server). In some embodiments, the access
control integrity server 1654 collects device information on service policy, service usage, agent
configuration and/or agent behavior. For example, the access control integrity server 1654 can
cross check this information to identify integrity breaches in the service policy implementation
and control system. In another example, the access control integrity server 1654 can initiate

action when a service policy violation or a system integrity breach is suspected.

[00110] In some embodiments, the access control integrity server 1654 (and/or some other
agent of service controller 122) acts on access control integrity agent 1694 (e.g., service policy
security agent) reports and error conditions. Many of the access control integrity agent 1654
checks can be accomplished by the server. For example, the access control integrity agent 1654
checks include one or more of the following: service usage measure against usage range
consistent with policies (e.g., usage measure from the network and/or from the device);

configuration of agents; operation of the agents; and/or dynamic agent download.
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[00111] In some embodiments, the access control integrity server 1654 (and/or some other
agent of service controller 122) verifies device service policy implementations by comparing
various service usage measures (¢.g., based on network monitored information, such as by using
IPDRs or CDRs, and/or local service usage monitoring information) against expected service
usage behavior given the policies that are intended to be in place. For example, device service
policy implementations can include measuring total QoS data passed, QoS data passed in a
period of time, IP addresses, data per IP address, and/or other measures such as location,
downloads, email accessed, URLs, and comparing such measures expected service usage

behavior given the policies that are intended to be in place.

[00112] In some embodiments, the access control integrity server 1654 (and/or some other
agent of service controller 122) verifies device service policy, and the verification error
conditions that can indicate a mismatch in QoS service measure and QoS service policy include
one or more of the following: unauthorized network access (¢.g., access beyond ambient service
policy limits); unauthorized network speed (e.g., average speed beyond service policy limit);
network data amount does not match QoS policy limit (e.g., device not stop at limit without re-
up/revising service policy); unauthorized network address; unauthorized service usage (e.g.,
VOIP, email, and/or web browsing); unauthorized application usage (e.g., email, VOIP, email,
and/or web); service usage rate too high for plan, and policy controller not controlling/throttling
it down; and/or any other mismatch in service measure and service policy. Accordingly, in some
embodiments, the access control integrity server 1654 (and/or some other agent of service
controller 122) provides a policy/service control integrity service to continually (e.g.,
periodically and/or based on trigger events) verify that the service control of the device has not

been compromised and/or is not behaving out of policy.

[00113] As shown in Figure 3, service controller 122 includes a service history server
1650 (e.g., charging server). In some embodiments, the service history server 1650 collects and
records service usage or service activity reports from the Access Network AAA Server 1621 and
the Service Monitor Agent 1696. For example, although service usage history from the network
elements can in certain embodiments be less detailed than service history from the device, the
service history from the network can provide a valuable source for verification of device service

policy implementation, because, for example, it is extremely difficult for a device error or
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compromise event on the device to compromise the network based equipment and software. For
example, service history reports from the device can include various service tracking
information, as similarly described above. In some embodiments, the service history server 1650
provides the service history on request to other servers and/or one or more agents. In some
embodiments, the service history server 1650 provides the service usage history to the device
service history 1618 (e.g., CDR feed and CDR mediation). In some embodiments, for purposes
of facilitating the activation tracking service functions (described below), the service history
server 1650 maintains a history of which networks the device has connected to. For example,
this network activity summary can include a summary of the networks accessed, activity versus
time per connection, and/or traffic versus time per connection. As another example, this activity
summary can further be analyzed or reported to estimate the type of service plan associated with

the traffic activity for the purpose of bill sharing reconciliation.

[00114] As shown in Figure 3, service controller 122 includes a QoS policy management
server 1652 (e.g., policy decision point (PDP) server). In some embodiments, the QoS policy
management server 1652 transmits policies to the service processor 115 via the service control
link 1653. In some embodiments, the policy management server 1652 manages policy settings
on the device (e.g., various policy settings as described herein with respect to various
embodiments) in accordance with a device service profile. In some embodiments, the policy
management server 1652 sets instantancous policies on policy implementation agents (e.g.,
policy implementation agent 1690). For example, the policy management server 1652 can issue
policy settings, monitor service usage and, if necessary, modify policy settings. For example, in
the case of a user who prefers for the network to manage their service usage costs, or in the case
of any adaptive policy management needs, the policy management server 1652 can maintain a
relatively high frequency of communication with the device to collect traffic and/or service
measures and issue new policy settings. In this example, device monitored service measures and
any user service policy preference changes are reported, periodically and/or based on various
triggers/events/requests, to the policy management server 1652. In this example, user privacy
settings generally require secure communication with the network (e.g., a secure service control
link 1653), such as with the policy management server 1652, to ensure that various aspects of
user privacy are properly maintained during such configuration requests/policy settings

transmitted over the network. For example, information can be compartmentalized to service
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policy management and not communicated to other databases used for CRM for maintaining user

privacy.

[00115] In some embodiments, the policy management server 1652 provides adaptive
policy management on the device. For example, the policy management server 1652 can issue
policy settings and objectives and rely on the device based policy management (e.g., service
processor 115) for some or all of the policy adaptation. This approach can require less
interaction with the device thereby reducing network chatter on service control link 1653 for
purposes of device policy management (e.g., network chatter is reduced relative to various
server/network based policy management approaches described above). This approach can also
provide robust user privacy embodiments by allowing the user to configure the device policy for
user privacy preferences/settings so that, for example, sensitive information (e.g., geo-location
data, website history) is not communicated to the network without the user’s approval. In some
embodiments, the policy management server 1652 adjusts service policy based on time of day.
In some embodiments, the policy management server 1652 receives, requests or otherwise
obtains a measure of network availability and adjusts traffic shaping policy and/or other policy

settings based on available network capacity.

[00116] As shown in Figure 3, service controller 122 includes a network traffic analysis
server 1656. In some embodiments, the network traffic analysis server 1656 collects/receives
service usage history for devices and/or groups of devices and analyzes the service usage. In
some embodiments, the network traffic analysis server 1656 presents service usage statistics in
various formats to identify improvements in network service quality and/or service profitability.
In other embodiments, the network traffic analysis server 1656 estimates the service quality
and/or service usage for the network under variable settings on potential service policy. In other
embodiments, the network traffic analysis server 1656 identifies actual or potential service
behaviors by one or more devices that are causing problems for overall network service quality

or service cost.

[00117] As shown in Figure 3, service controller 122 includes a beta test server 1658 (e.g.,
policy creation point and beta test server). In some embodiments, the beta test server 1658

publishes candidate service plan policy settings to one or more devices. In some embodiments,
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the beta test server 1658 provides summary reports of network service usage or user feedback
information for one or more candidate service plan policy settings. In some embodiments, the
beta test server 1658 provides a mechanism to compare the beta test results for different
candidate service plan policy settings or select the optimum candidates for further policy settings

optimization.

[00118] As shown in Figure 3, service controller 122 includes a service download control
server 1660 (e.g., service software download control server). In some embodiments, the service
download control server 1660 provides a download function to install and/or update service
software elements (e.g., the service processor 115 and/or agents/components of the service

processor 115) on the device, as described herein.

[00119] As shown in Figure 3 service controller 122 includes a billing event server 1662
(e.g., micro-CDR server). In some embodiments, the billing event server 1662 collects billing
events, provides service plan information to the service processor 115, provides service usage
updates to the service processor 115, serves as interface between device and central billing server

1619, and/or provides trusted third party function for certain ecommerce billing transactions.

[00120] As shown in Figure 3, the Access Network HLR AAA server 1621 is in network
communication with the access network 1610. In some embodiments, the Access Network AAA
server 1621 provides the necessary access network AAA services (e.g., access control and
authorization functions for the device access layer) to allow the devices onto the central provider
access network and the service provider network. In some embodiments, another layer of access
control is required for the device to gain access to other networks, such as the Internet, a
corporate network and/or a machine to machine network. This additional layer of access control
can be implemented, for example, by the service processor 115 on the device. In some
embodiments, the Access Network AAA server 1621 also provides the ability to suspend service
for a device and resume service for a device based on communications received from the service
controller 122. In some embodiments, the Access Network AAA server 1621 also provides the
ability to direct routing for device traffic to a quarantine network or to restrict or limit network

access when a device quarantine condition is invoked. In some embodiments, the Access
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Network AAA server 1621 also records and reports device network service usage (e.g., device

network service usage can be reported to device service history 1618).

[00121] As shown in Figure 3, the device service history 1618 is in network
communication with the access network 1610. In some embodiments, the device service history
1618 provides service usage data records used for various purposes in various embodiments. In
some embodiments, the device service history 1618 is used to assist in verifying service policy
implementation. In some embodiments, the device service history 1618 is used to verify service
monitoring. In some embodiments, the device service history 1618 is used to verify billing
records and/or billing policy implementation. In some embodiments, the device service history

1618 is used to synchronize and/or verify the local service usage counter.

[00122] As shown in Figure 3, the central billing 1619 (e.g., central provider billing
server) is in network communication with the access network 1610. In some embodiments, the
central provider billing server 1619 provides a mediation function for central provider billing
events. For example, the central provider billing server 1619 can accept service plan changes.
In some embodiments, the central provider billing server 1619 provides updates on device
service usage, service plan limits and/or service policies. In some embodiments, the central
provider billing server 1619 collects billing events, formulates bills, bills service users, provides
certain billing event data and service plan information to the service controller 122 and/or device
100.

[00123] As shown in Figure 3, in some embodiments, modem selection and control 1811
(e.g., in communication with connection manager 1804 as shown) selects the access network
connection and is in communication with the modem firewall 1655, and modem drivers 1831,
1815, 1814, 1813, 1812 convert data traffic into modem bus traffic for one or more modems and
are in communication with the modem selection and control 1811. In some embodiments,
different profiles are selected based on the selected network connection (e.g., different service
profiles/policies for WWAN, WLAN, WPAN, Ethernet and/or DSL network connections),
which is also referred to herein as multimode profile setting. For example, service profile
settings can be based on the actual access network (e.g., home DSL/cable or work network)

behind the Wi-Fi not the fact that it is Wi-Fi (or any other network, such as DSL/cable, satellite,
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or T-1), which is viewed as different than accessing a Wi-Fi network at the coffee shop. For
example, in a Wi-Fi hotspot situation in which there are a significant number of users on a DSL
or T-1 backhaul, the service controller can sit in a service provider cloud or an MVNO cloud, the
service controls can be provided by a VSP capability offered by the service provider or the
service controller can be owned by the hotspot service provider that uses the service controller
on their own without any association with an access network service provider. For example, the
service processors can be controlled by the service controller to divide up the available
bandwidth at the hotspot according to QoS or user sharing rules (e.g., with some users having
higher differentiated priority (potentially for higher service payments) than other users). As
another example, ambient services (as similarly described herein) can be provided for the hotspot

for verified service processors.

[00124] In some embodiments, the service processor 115 and service controller 122 are
capable of assigning multiple service profiles associated with multiple service plans that the user
chooses individually or in combination as a package. For example, a device 100 starts with
ambient services that include free transaction services wherein the user pays for transactions or
events rather than the basic service (e.g., a news service, eReader, PND service, pay as you go
session Internet) in which each service is supported with a bill by account capability to correctly
account for any subsidized partner billing to provide the transaction services (e.g., Barnes and
Noble may pay for the eReader service and offer a revenue share to the service provider for any
book or magazine transactions purchased from the device 100). In some embodiments, the bill
by account service can also track the transactions and, in some embodiments, advertisements for
the purpose of revenue sharing, all using the service monitoring capabilities disclosed herein.
After initiating services with the free ambient service discussed above, the user may later choose
a post-pay monthly Internet, email and SMS service. In this case, the service controller 122
would obtain from the billing system 123 in the case of network based billing (or in some
embodiments the service controller 122 billing event server 1622 in the case of device based
billing) the billing plan code for the new Internet, email and SMS service. In some
embodiments, this code is cross referenced in a database (e.g., the policy management server
1652) to find the appropriate service profile for the new service in combination with the initial
ambient service. The new superset service profile is then applied so that the user maintains free

access to the ambient services, and the billing partners continue to subsidize those services, the
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user also gets access to Internet services and may choose the service control profile (e.g., from
one of the embodiments disclosed herein). The superset profile is the profile that provides the
combined capabilities of two or more service profiles when the profiles are applied to the same
device 100 service processor. In some embodiments, the device 100 (service processor 115) can
determine the superset profile rather than the service controller 122 when more than one
“stackable” service is selected by the user or otherwise applied to the device. The flexibility of
the service processor 115 and service controller 122 embodiments described herein allow for a
large variety of service profiles to be defined and applied individually or as a superset to achieve

the desired device 100 service features.

[00125] As shown in Figure 3, an agent communication bus 1630 represents a functional
description for providing communication for the various service processor 115 agents and
functions. In some embodiments, as represented in the functional diagram illustrated in Figure 3,
the architecture of the bus is generally multipoint to multipoint so that any agent can
communicate with any other agent, the service controller or in some cases other components of
the device, such user interface 1697 and/or modem components. As described below, the
architecture can also be point to point for certain agents or communication transactions, or point
to multipoint within the agent framework so that all agent communication can be concentrated,
or secured, or controlled, or restricted, or logged or reported. In some embodiments, the agent
communication bus is secured, signed, encrypted, hidden, partitioned and/or otherwise protected
from unauthorized monitoring or usage. In some embodiments, an application interface agent
(not shown) is used to literally tag or virtually tag application layer traffic so that the policy
implementation agent(s) 1690 has the necessary information to implement selected traffic
shaping solutions. In some embodiments, an application interface agent (not shown) is in
communication with various applications, including a TCP application 1604, an IP application

1605, and a voice application 1602.

[00126] As shown in Figure 3, service processor 115 includes a QoS API and OS stack
interface 1693. In some embodiments, QoS API and OS stack interface 1693 provides the QoS
API functionality as similarly described herein with respect to various embodiments. In some
embodiments, the QoS API is used to report back QOS availability to applications. As shown,

service processor 115 also includes a QoS router 1698 (e.g., QoS router agent/function) and a
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policy decision point (PDP) agent 1692. In some embodiments, QoS router 1698 provides the
QoS router functionality as similarly described herein with respect to various embodiments. In
some embodiments, the QoS router supports multiple QoS channels (e.g., one or more
provisioned/allocated QoS links forming a QoS channel between the device and the desired end
point, such as an access point/BTS/gateway/network for a single ended QoS channel or other
communication device for an end to end QoS channel, depending on the QoS
connection/network support/availability/etc.). In some embodiments, the QoS router supports
multiple QoS channels, which can each have different QoS classes/levels. In some
embodiments, the QoS router routes application/service usage traffic to an appropriate QoS
channel. In some embodiments, the QoS router determines the routing/mapping based on, for
example, one or more of the following: a QoS API request, a QoS activity map, a user request, a
service plan, a service profile, service policy settings, network capacity, service controller or
other intermediate QoS network element/function/device, and/or any other criteria/measure, as
similarly described herein with respect to various embodiments. In some embodiments, multiple
different applications/services are routed to a particular QoS channel using various techniques
described herein. In some embodiments, different applications/services are routed to different
QoS channels using various techniques described herein. In some embodiments, the QoS router
assists in managing and/or optimizing QoS usage for the communications device. In some
embodiments, the QoS router assists in managing and/or optimizing QoS usage across multiple
communications devices (e.g., based on network capacity for a given cell area/base station or
other access point). In some embodiments, PDP agent 1692 provides the PDP agent
functionality as similarly described herein with respect to various embodiments. As shown, QoS
for DAS architecture 300 also includes a suspend resume interface 320, network QoS
provisioning interfaces 300 in the device service processor 115; an activation/suspend resume
server 340 and billing event server in the service controller 122; and a suspend/resume interface
320 and network QoS provisioning interfaces 330 for providing the various QoS techniques

described herein.

[00127] In some embodiments, device assisted services (DAS) techniques for providing an
activity map for classifying or categorizing service usage activities to associate various
monitored activities (e.g., by URL, by network domain, by website, by network traffic type, by

application or application type, and/or any other service usage activity
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categorization/classification) with associated IP addresses are provided. In some embodiments, a
policy control agent (not shown), service monitor agent 1696 (e.g., charging agent), or another
agent or function (or combinations thereof) of the service processor 115 provides a DAS activity
map. In some embodiments, a policy control agent (not shown), service monitor agent, or
another agent or function (or combinations thereof) of the service processor provides an activity
map for classifying or categorizing service usage activities to associate various monitored
activities (e.g., by Uniform Resource Locator (URL), by network domain, by website, by
network traffic type, by application or application type, and/or any other service usage activity
classification/categorization) with associated IP addresses. In some embodiments, a policy
control agent, service monitor agent, or another agent or function (or combinations thereof) of
the service processor determines the associated IP addresses for monitored service usage
activities using various techniques to snoop the DNS request(s) (¢.g., by performing such
snooping techniques on the device 100 the associated IP addresses can be determined without the
need for a network request for a reverse DNS lookup). In some embodiments, a policy control
agent, service monitor agent, or another agent or function (or combinations thereof) of the
service processor records and reports IP addresses or includes a DNS lookup function to report
IP addresses or IP addresses and associated URLs for monitored service usage activities. For
example, a policy control agent, service monitor agent, or another agent or function (or
combinations thereof) of the service processor can determine the associated IP addresses for
monitored service usage activities using various techniques to perform a DNS lookup function
(e.g., using a local DNS cache on the monitored device 100). In some embodiments, one or
more of these techniques are used to dynamically build and maintain a DAS activity map that
maps, for example, URLs to IP addresses, applications to IP addresses, content types to IP
addresses, and/or any other categorization/classification to IP addresses as applicable. In some
embodiments, the DAS activity map is used for various DAS traffic control and/or throttling
techniques as described herein with respect to various embodiments. In some embodiments, the
DAS activity map is used to provide the user various Ul related information and notification
techniques related to service usage as described herein with respect to various embodiments. In
some embodiments, the DAS activity map is used to provide service usage monitoring,
prediction/estimation of future service usage, service usage billing (e.g., bill by account and/or

any other service usage/billing categorization techniques), DAS techniques for ambient services
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usage monitoring, DAS techniques for generating micro-CDRs, and/or any of the various other

DAS related techniques as described herein with respect to various embodiments.

[00128] In some embodiments, all or a portion of the service processor 115 functions
disclosed herein are implemented in software. In some embodiments, all or a portion of the
service processor 115 functions are implemented in hardware. In some embodiments, all or
substantially all of the service processor 115 functionality (as discussed herein) is implemented
and stored in software that can be performed on (¢.g., executed by) various components in device
100. In some embodiments, it is advantageous to store or implement certain portions or all of
service processor 115 in protected or secure memory so that other undesired programs (and/or
unauthorized users) have difficulty accessing the functions or software in service processor 115.
In some embodiments, service processor 1135, at least in part, is implemented in and/or stored on
secure non-volatile memory (e.g., non volatile memory can be secure non-volatile memory) that
is not accessible without pass keys and/or other security mechanisms. In some embodiments, the
ability to load at least a portion of service processor 115 software into protected non-volatile
memory also requires a secure key and/or signature and/or requires that the service processor 115
software components being loaded into non-volatile memory are also securely encrypted and
appropriately signed by an authority that is trusted by a secure software downloader function,
such as service downloader 1663 as shown in Figure 16. In some embodiments, a secure
software download embodiment also uses a secure non-volatile memory. Those of ordinary skill
in the art will also appreciate that all memory can be on-chip, off-chip, on-board and/or off-

board.

[00129] Figures 4A through 4C illustrates a functional diagram for quality of service
(QoS) for device assisted services (DAS) in accordance with some embodiments. In some
embodiments, QoS for DAS techniques described herein are implemented using the network

architecture shown in Figures 4A through 4C.

[00130] Referring to Figure 4A, in some embodiments, QoS functionality is performed at
the communications device 100 using service processor 115 as similarly described herein. For
example, the service processor 115 determines whether or not a QoS request is authorized (e.g.,

based on the associated service plan and/or other criteria/measures). If the QoS request is
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authorized, then the service processor 115 communicates with the base station (BTS) 125 to send
the QoS request (e.g., a RAB or multi-RAB reservation request) to the local BTS. The BTS
request determine with to accept or deny the QoS request (e.g., based on network capacity, such
as using a first come first service QoS/network bandwidth or best effort access policy or other
techniques, and/or other criteria/measures). The BTS responds to the QoS request accordingly.
If the QoS request is granted, the QoS session can be initiated as similarly described herein. In
some embodiments, the service processor 115 also performs various QoS charging functions
using various techniques described herein, and the service processor 115 periodically sends QoS
charging records or reports to the service controller 122. In some embodiments, the service
processor 115 and the QoS related functions performed by the service processor 115 are

periodically verified using the various techniques described herein.

[00131] Referring to Figure 4B, Figure 4B is similar to Figure 4A except that the service
controller 122 is also shown to be in communication with the service processor 115 of the
communications device 100, which can provide for the download and periodically updating of
the QoS rules and/or other service plan/profile/policy information that can include QoS related
information. In some embodiments, the service processor 115 also performs various QoS
charging functions using various techniques described herein, and the service processor 115
periodically sends QoS charging records or reports to the service controller 122, In some
embodiments, the service processor 115 and the QoS related functions performed by the service

processor 115 are periodically verified using the various techniques described herein.

[00132] Referring to Figure 4C, at 410, the service processor 115 sends a QoS request to
the service controller 122 (e.g., the service processor can also (at least in part) determine whether
the QoS request is authorized as similarly described with respect to Figure 4A). At 420, the
service controller 122 sends the QoS request to the BTS 125 if it is determined that the QoS
request is authorized using various techniques described herein and/or whether the BTS 125 has
network capacity for the QoS request. For example, the service controller can provide a central
policy decision point function for QoS related activities (e.g., based on QoS prioritization,
network capacity, and/or other criteria/measures/policies). At 430, the service controller 122
communicates the response to the QoS request accordingly. At 440, if the QoS request was

approved, the device 100 initiates the QoS session (e.g., using a RAB or multi-RAB reservation)
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via the BTS. In some embodiments, the service processor 115 also performs various QoS
charging functions using various techniques described herein, and the service processor 115
periodically sends QoS charging records or reports to the service controller 122, In some
embodiments, the service processor 115 and the QoS related functions performed by the service

processor 115 are periodically verified using the various techniques described herein.

[00133] In some embodiments, QoS techniques as described herein are implemented in the
device (e.g., using the service processor 115) and one or more other network elements/functions,
such as the BTS 125, service controller 125, RAN, SGSN/GGSN/other gateways and/or other
network elements/functions, in which various of the QoS related functions can be distributed or
allocated to such network elements/functions based on various design/network architecture
approaches as will now be apparent to one of ordinary skill in the art, in which QoS related
activities and/or functions at the device 100 are verified using various verification techniques

described herein.

[00134] In some embodiments, the device determines QoS availability by directly
querying QOS link reservation equipment in the network (e.g., an access point, such as the BTS).
In some embodiments, the device determines QoS availability based on an intermediate network
function that coordinates QoS requests with one or more network QoS link resources. In some
embodiments, the device requests a QoS reservation in advance of QOS link establishment with
one or more QoS network link resources. In some embodiments, in response to a QoS request, a
QoS channel is reported as available only if/after it is determined that the necessary one or more
QoS links required to create the QOS channel are available, and, for example, the QoS channel
can then be reserved based on a confirmation or automatically be reserved in response to the QoS

request.

[00135] Figure 5 illustrates a functional diagram for generating a QoS activity map for
quality of service (QoS) for device assisted services (DAS) in accordance with some
embodiments. In particular, Figure 5 illustrates techniques for mapping a service plan or a set of
service plan policies/rules for QoS 510 to a set of QoS activity rules 530. As shown, a sct of
QoS rules/QoS related device state information 510 (e.g., a set of associated service plan, service

plan usage, other state such as network capacity or forecasted demand or time of day/day of
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week, activity usage, QoS level, and/or user preferences) is mapped using a QoS mapping
function to a set of QoS activity rules 530 using various techniques described herein. At 530,
activity rules (e.g., activity policy rules instructions) 530 are determined using the mapping

function 520.

[00136] In some embodiments, the service plan includes a list of activity policies, and
cach activity policy in the service plan specifies how the activity policy is modified by rules state
information. In some embodiments, each activity policy then becomes the instruction for the
engine (e.g., QoS mapping function 520) that maps activity policy to QoS activity rules 530. In
some embodiments, service controller 122 downloads QoS mapping function 520, which is

implemented by service processor 115.

[00137] In some embodiments, the service processor determines (e.g., and classifies)
application/service usage activity demand with or without granular application/service usage
activity (e.g., depending on various user/service plan/service provider/network/legal and/or other
privacy restrictions and/or any other related requirements or settings). For example, policies
(e.g., service policy settings and/or service profile settings) can be downloaded to provide such
application/service usage activity monitoring rules and a QoS activity map for assigning such
monitored activities to various QoS classes or priorities, and, in some embodiments, such
monitoring and the QoS activity map can also be implemented using various verification
techniques described herein (e.g., periodically audited, tested, compared with network service
usage information). In some embodiments, the QoS activity map is based on a service plan,
service profile, and/or service policy settings associated with the communications device. In
some embodiments, the QoS activity map is based on a device group and/or user group. In some
embodiments, the QoS activity map is based on user input (e.g., a user of the communications
device can identify QoS classes/service levels for various applications and/or service activities,
in response to requests for user input, based on user configurations, user defined rules (e.g., to
eliminate or mitigate privacy and/or net neutrality concerns/issues), and/or confirmed monitored
user behavior QoS related patterns or preferences). In some embodiments, the QoS activity map
includes mappings/associations based on one or more of the following: a user preference for a
given destination, destination class, application, application class (e.g., by application class

instead of with respect to a specific application can also eliminate or mitigate privacy and/or net

Attorney Docket No. RALEP029 56 PATENT

360



neutrality concerns/issues), flow, traffic or flow class, time period, time of day, location, network
busy state (e.g., provide QoS when you can, then charge more when busy, notify user of busy
state), device type, user type, user plan, user group, user standing, partner service, tokens, service

type, and/or other criteria or measures.

[00138] In some embodiments, various techniques described herein are managed for
device 100 for incoming and/or outgoing QoS requests. In some embodiments, as shown in
Figure 6, QoS for DAS includes establishing an end to end coordinated QoS service channel

control.

[00139] Figure 6 illustrates a functional diagram for quality of service (QoS) for device
assisted services for an end to end coordinated QoS service channel control in accordance with
some embodiments. As shown in Figure 6, a wireless communications device 100A includes a
service processor 115A in secure communication with service controller 122A. A wireless
communications device 100B includes a service processor 115B in secure communication with
service controller 122B. In some embodiments, when, for example, device 100A initiates a QoS
request for a QoS class session in communication with device 100B (e.g., a VOIP call or another
application service requiring or possibly using a QoS class/level session, such as a conversational
or other QoS type of class/level), as sequence of actions are performed using service controller
122 A and service controller 122B to facilitate/setup an end to end coordinated QoS service
channel control. In some embodiments, as similarly described herein, assuming that service
processor 115A and service controller 122A determine that the QoS request from device 100A is
authorized for that device, then the service controller 122A contacts registry 650 (e.g., a device
registry, such as an HLR, mobile services center, or other central database or registry including,
for example, service controller mappings by device/IP address/other) to determine the service
controller associated with/responsible for managing QoS/service control for device 100B. The
registry 650 provides the service controller 122B information (e.g., IP address/other address)
based on this lookup determination. In some embodiments, service controller 122A then initiates
the QoS request with service controller 122B to determine if the device 100B is authorized
and/or available for the QoS session requested by device 100A. In some embodiments, service
controllers 122A/B communicate with BTSs 125A/B to determine whether the QoS request can

be facilitated (e.g., based on network capacity) as similarly described herein. In some
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embodiments, the service controllers 122A/B provide the central QoS coordination function and
can request appropriate QoS channels directly from the respective local BTSs. In some
embodiments, the service controllers 122A/B also communicate with one or more of the
following network elements/functions as shown in Figure 6 in order to facilitate an end to end
coordinated QoS service channel control: RAN 610/670, Core Network 620/660, and IPX
network 630. In some embodiments, service controllers 122A/B communicate with various
necessary network element for provisioning to facilitate session provisioning through the carrier
core network as similarly discussed above. In some embodiments, service controllers 122A/B
communicate with various necessary network element for provisioning to facilitate session
provisioning through the IPX network as similarly discussed above. As will be apparent to one
of ordinary skill in the art, QoS for DAS techniques as described herein can be similarly

implemented using these or similar techniques to various other network architectures.

[00140] Figure 7 illustrates a flow diagram for quality of service (QoS) for device assisted
services (DAS) in accordance with some embodiments. At 702, the process begins. At 704,
QoS rules are received or determined (e.g., a service processor receives or requests the QoS
rules, which may be included in service plan, service profile, and/or service policy settings
associated with the communications device). In some embodiments, the QoS rules are verified
using various techniques as described herein (e.g., periodically updated, replaced, downloaded,
obfuscated, and/or tested using by a service controller and/or using other verification
techniques). In some embodiments, a QoS API is also used by various applications to initiate a
QoS request, as described herein with respect to various embodiments. In some embodiments,
the QoS rules are implemented in the form of a QoS activity map in accordance with various
embodiments described herein. At 706, the communications device’s standing for QoS is
determined using various techniques described herein (e.g., based on the service plan, service
profile, service policy settings, QoS rules, based on QoS class, current service usage, current
billing standing, and/or any other criteria/measure). In some embodiments, in addition to verify
the device/user standing for the QoS request, whether the device is following or in compliance
with an assigned QoS reservation request policy is also verified using various techniques
described herein. If the device is determined to not be eligible for QoS, then at 708, the device
User Interface (UI) provides information concerning the denial/ineligibility for QoS session(s)

(e.g., denial/ineligibility explanation and/or options for providing for one or more QoS options,
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such as a service plan upgrade or payment for a certain/set of/period of time for QoS session(s)
access). If the device is determined to be eligible for QoS, then at 710, QoS availability is
determined (e.g., based on network capacity, which may be determined at the device, via
communication with the service controller, via communication with the BTS, and/or any
combination thereof, using the various techniques described herein). If QoS is determined to not
be available, then at 712, the Ul provides information and/or options concerning the QoS
availability (e.g., unavailability explanation and/or options for providing for one or more QoS
options, such as a service plan upgrade or payment for a certain/set of/period of time for QoS
session(s) access). If QoS is determined to be available, then at 714, a request for network
resources for the QoS session is sent to one or more network resources (e.g., service controller,
BTS, gateway, core/transport network, IPX/GRX networks, and/or other network
clements/functions/resources). At 716, a confirmation of the approved QoS session is received
to close the loop for the QoS for DAS (e.g., a QoS schedule is received that provides the QoS
session confirmation information, such as a scheduled RAB/multi-RAB and/or other reserved
network resource(s) by schedule/other criteria). At 718, one or more verification techniques are
performed to verify the QoS for DAS implementation on the device using various verification
techniques described herein (e.g., comparing QoS service usage reports from a network source
with the associated device policy; comparing QoS service usage reports from a network source
with the QoS service usage reports from the device, and/or using other verification techniques as

similarly described herein). At 720, the process is completed.

[00141] Figure 8A illustrates a flow diagram for quality of service (QoS) for device
assisted services (DAS) in accordance with some embodiments. At 802, the process begins. In
some embodiments, the QoS policies are implemented on the device (e.g., service processor
collects/receives an associated service plan that defines/specifies basic policies for QoS, which
can include a QoS activity map, which, for example, maps QoS classes based on application,
service usage, flow type, destination, time of day, network capacity, and/or other
criteria/measures, as similarly described herein). In some embodiments, a QoS API is also used
by various applications to initiate a QoS request, as described herein with respect to various
embodiments. In some embodiments, the QoS rules are implemented in the form of a verified
QoS activity map in accordance with various embodiments described herein. At 804, a QoS

request is determined (e.g., by QoS class for a particular associated service/application). In some
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embodiments, the QoS request is determined at least in part by using the QoS activity map using
various techniques described herein, for example, based on service/application usage monitoring
on the device (e.g., by the service processor service usage monitoring agent). In some
embodiments, the QoS request is determined based on the QoS API. In some embodiments, the
QoS request is determined to be associated with an outgoing connection or an incoming
connection. At 806, whether the QoS request is authorized is determined (e.g., whether the QoS
request supported by the service plan, sufficient charging credit exists for this QoS request,
and/or other criteria/measures). If not, then at 808, the Ul provides a responsive notification
and/or option as similarly described herein. If the QoS request is approved, then at 810, a
request for network resources for the QoS session is sent to one or more network resources (e.g.,
service controller, BTS, gateway, core/transport network, IPX/GRX networks, a/another service
controller in communication with another communications device such as for setting up a
conversational class QoS connection with the other communications device, and/or other
network elements/functions/resources). If the device is determined to be eligible for QoS, then at
810, QoS availability is determined (e.g., based on network capacity, which may be determined
at the device, via communication with the service controller, via communication with the BTS,
and/or any combination thereof, using the various techniques described herein). If QoS is
determined to not be available, then at 812, the Ul provides information and/or options
concerning the QoS availability (e.g., unavailability explanation and/or options for providing for
one or more QoS options, such as a service plan upgrade or payment for a certain/set of/period of
time for QoS session(s) access). If QoS is determined to be available, then at 814, a request for
network resources for the QoS session is sent to one or more network resources (€.g., service
controller, BTS, gateway, core/transport network, IPX/GRX networks, and/or other network
elements/functions/resources, to setup, for example, a QoS end to end connection — coordinate
all resources end to end for the approved and verified QoS flow). At 816, a confirmation of the
approved QoS session is received to close the loop for the QoS for DAS (e.g., a QoS schedule is
received that provides the QoS session confirmation information, such as a scheduled
RAB/multi-RAB and/or other reserved network resource(s) by schedule/other criteria). At 818, a
QoS router is executed/performed on the communications device to assist in implementing QoS
for DAS using various verification techniques described herein (e.g., to perform QoS queuing,

throttling, and/or other QoS router related functions as described herein). At 820, verified QoS
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charging is performed (at least in part) on the device using various techniques described herein
(e.g., using the service processor, such as the charging/service usage monitoring and/or other
agents as described herein). In some embodiments, QoS charging records and/or reports are
provided to one or more network elements for managing QoS billing and/or other QoS
management/billing related service control functions (e.g., to the service controller and/or the
billing interface or billing server). In some embodiments, QoS for DAS also facilitates
reestablishing the QoS session/connection/channel/stream if the QoS
session/connection/channel/stream is lost or goes down, using similar techniques to those
described herein as would be apparent to one of ordinary skill in the art. At 822, the process is
completed. In some embodiments, the QoS provisioning channel is closed when the device

session is over to, for example, free up various resources.

[00142] Figure 8B illustrates a flow diagram for quality of service (QoS) for device
assisted services (DAS) in accordance with some embodiments. In some embodiments, QoS for
DAS includes identifying the QoS requirements (e.g., QoS level or QoS class) for a service
activity. At 824, the process begins. In some embodiments, the QoS policies are implemented
on the device (e.g., service processor collects/receives an associated service plan that
defines/specifies basic policies for QoS, which can include a QoS activity map, which, for
example, maps QoS classes based on application, service usage, flow type, destination, time of
day, network capacity, and/or other criteria/measures, as similarly described herein). In some
embodiments, the QoS rules are implemented in the form of a verified QoS activity map in
accordance with various embodiments described herein. At 826, the device monitors device
activity, such as service/application usage activities. In some embodiments, the device detects
the relevant activities based on various service usage monitoring techniques described herein. At
828,a QoS request is determined, for example, using various techniques described herein. At
830, a QoS level is determined based on the application associated with the QoS request using
various techniques described herein. For example, the QoS level can be determined using the
QoS activity map, which provides a QoS policy defined by a table associating various QoS levels
with a variety of activities that include various device monitored service usage/application
activities. In some embodiments, the QoS activity map includes QoS level mappings based on
one or more of the following: application, destination/source, traffic type, connection type,

content type, time of day/day of week, network capacity, activity usage, service plan selection,
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current standing, user class, device class, home/roaming, network capabilities, and/or other
criteria/measures as similarly described herein. In some embodiments, at 832, if the QoS level
cannot be determined and/or in order to confirm a QoS level or selection among multiple
potential appropriate/approved QoS levels, the UI presents options for a user to select the QoS
level. At 834, the QoS request is initiated for the determined QoS level (e.g., QoS class). At

836, the process is completed.

[00143] Figure 8C illustrates a flow diagram for quality of service (QoS) for device
assisted services (DAS) in accordance with some embodiments. In some embodiments, QoS for
DAS includes determining whether the network should grant the QoS request for a given device
activity. At 842, the process begins. At 844, QoS request is determined. At 846, the
communications device’s standing for QoS is determined using various techniques described
herein (e.g., a service processor in combination with a service controller or based on a
communication for authorization of the QoS request sent to the service controller determines
whether the QoS request is authorized, which can be based on the service plan, service profile,
service policy settings, QoS rules, based on QoS class, current service usage, current billing
standing, and/or any other criteria/measure). If the device is determined to not be eligible for
QoS, then at 848, the device User Interface (UI) provides information concerning the
denial/ineligibility for QoS session(s) (¢.g., denial/ineligibility explanation and/or options for
providing for one or more QoS options, such as a service plan upgrade or payment for a
certain/set of/period of time for QoS session(s) access). If the device is determined to be eligible
for QoS, then at 850, QoS availability is determined (e.g., based on network capacity, which may
be determined at the device, via communication with the service controller, via communication
with the BTS, and/or any combination thereof, using the various techniques described herein). If
QoS is determined to not be available, then at 852, the UI provides information and/or options
concerning the QoS availability (e.g., unavailability explanation and/or options for providing for
one or more QoS options, such as a service plan upgrade or payment for a certain/set of/period of
time for QoS session(s) access). If QoS is determined to be available, then at 854, a request for
network resources for the QoS session is sent to one or more network resources (e.g., service
controller, BTS, gateway, core/transport network, IPX/GRX networks, and/or other network
clements/functions/resources can be queried directly and/or a centralized QoS resource/network

function/element/database can be queried for determining such network resources and

Attorney Docket No. RALEP029 62 PATENT

366



coordinating such scheduling). At 856, a confirmation of the approved QoS session is received
to close the loop for the QoS for DAS (e.g., a QoS schedule is received that provides the QoS
session confirmation information, such as a scheduled RAB/multi-RAB and/or other reserved
network resource(s) by schedule/other criteria). At 858, a QoS router is performed. In some
embodiments, the QoS router is performed on the device (e.g., service processor), on a network
element/function (e.g., service controller), and/or in combinations thereof. In some
embodiments, the QoS router prioritizes multiple QoS requests across a given communications
device. In some embodiments, the QoS router prioritizes multiple QoS requests across multiple
communications devices and/or across multiple BTSs. In some embodiments, the QoS router
performs various QoS class degradation, promotion, and/or other throttling related techniques as
similarly described herein (e.g., based on session priority, network capacity, workload balancing,

QoS priority rules, and/or other criteria/measures/rules). At 860, the process is completed.

[00144] Figure 9 illustrates a flow diagram for quality of service (QoS) for device assisted
services (DAS) in accordance with some embodiments. In some embodiments, includes QoS
session provision for a service activity. At 902, the process begins. At 904, a new QoS session
is granted and/or confirmed. At 906, a device service processor (e.g., policy decision point
(PDP) agent, also referred to herein as a policy control agent) maps the QoS session grant to a
QoS monitoring policy (e.g., based on a service controller provided QoS related policy, based on
a service plan associated with the device, user, device/user group, and/or other criteria/measures,
as similarly described herein). At 908, the QoS monitoring policy provides
commands/instructions to a policy enforcement point (PEP) (¢.g., PEP agent, also referred to
herein as a policy implementation agent) for managing/enforcing the new QoS
priorities/sessions. At 910, the PEP determines whether to allow, block, throttle, and/or queue

priority a session based on the QoS monitoring policy. At 912, the process is completed.

[00145] Figure 10 illustrates a flow diagram for quality of service (QoS) for device
assisted services (DAS) in accordance with some embodiments. In some embodiments, Radio
Access Bearer (RAB) support is available, and the following process is performed in accordance
with some embodiments. At 1002, the process begins. At 1004, the device service processor
detects a QoS request or QoS need (e.g., a QoS API request, a QoS request or need/benefit of

QoS session based on service usage monitoring, such as by application, or other service usage
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measure/activity). At 1006, the service processor and/or the service processor in communication
with the service controller determines if the service plan allows/supports the requested QoS. If
not, then at 1008, a Ul event is generated (e.g., notifying the device user that such QoS/QoS
level/class is not available, and potentially offering a QoS/service plan upgrade/purchase for that
QoS/QoS level/class). At 1010, the service processor communicates the QoS request to the
service controller (e.g., using a secure service control link or secure communication channel, as
similarly described herein) to request the QoS level/class. At 1012, the service controller
determines whether network resources are available using various techniques as described
herein. In some embodiments, network capacity is determined using various techniques, such as
local device measurements; dedicated local device measurement reports; BTS reports; other
network element reports; by assessing, for example, a combination of one or more of available
bandwidth, traffic delay or latency, available QoS level, variability in available bandwidth,
variability in latency, and/or variability in available QoS level; and/or other techniques as
described herein. At 1014, the service controller responds to the QoS request (e.g., grants or
denies the QoS request). In some embodiments, another Ul event is generated if the QoS request
is denied as similarly described herein. At 1016 (assuming the QoS request is granted), the
device requests a QoS channel from the BTS. In some embodiments, the request includes a QoS
request authorization code received from the service controller. In some embodiments, the
service controller provides a notification of the QoS request approval for the communications
device to the BTS, so that the BTS can verify the approval of the QoS request. In some
embodiments, the BTS confirms the device QoS channel request directly with the service
controller. For example, various other techniques for verifying the QoS channel request can also
be used as similarly described herein and as would be apparent to one of ordinary skill in the art.
In some embodiments, the device service processor and/or service controller provides QoS
related reports informing the BTS of how many QoS channels (e.g., RABSs) to provision and how
many best effort resources to provision based on device demand projections. At 1018 (assuming
the QoS channel request is verified), the QoS session is initiated based on an allocated RAB or
multi-RAB reservation received from the BTS (e.g., and/or other network elements as similarly

described herein). At 1020, the process is completed.

[00146] Figure 11 illustrates a flow diagram for quality of service (QoS) for device

assisted services (DAS) in accordance with some embodiments. In some embodiments, RAB
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support is not available, and the following process is performed in accordance with some
embodiments. At 1102, the process begins. At 1104, the device service processor detects a QoS
request or QoS need (e.g., a QoS API request, a QoS request or need/benefit of QoS session
based on service usage monitoring, such as by application, or other service usage
measure/activity). At 1106, the service processor and/or the service processor in communication
with the service controller determines if the service plan allows/supports the requested QoS. If
not, then at 1108, a Ul event is generated (e.g., notifying the device user that such QoS/QoS
level/class is not available, and potentially offering a QoS/service plan upgrade/purchase for that
QoS/QoS level/class). At 1110, the service processor communicates the QoS request to the
service controller (e.g., using a secure service control link or secure communication channel, as
similarly described herein) to request the QoS level/class. At 1112, the service controller
determines whether network resources are available using various techniques as described
herein. In some embodiments, network capacity is determined using various techniques, such as
local device measurements, BTS reports, other network element reports, and/or other techniques
as described herein. In some embodiments, the service controller throttles other devices on the
link so that the requested QoS level can be achieved (e.g., as RAB support is not available). In
some embodiments, the service controller time slots traffic from the device end in
synchronization with a BTS clock or absolute clock to facilitate the requested QoS level and to
achieve necessary network capacity to support/facilitate the requested QoS level (e.g.,
minimizing jitter/inter-packet delay variation) based on current/forecasted network capacity on
the link. At 1114, the service controller responds to the QoS request (e.g., grants or denies the
QoS request). In some embodiments, another Ul event is generated if the QoS request is denied
as similarly described herein. At 1116 (assuming the QoS request is granted), the device initiates
the QoS session. At 1118, the device service processor and/or the device service processor in
secure communication with the service controller monitors and verifies the QoS session using
various monitoring and verification techniques described herein (e.g., checks CDRs to determine
if the QoS channel is properly implemented by the device). In some embodiments, a Ul event is
generated to notify the device user if there are potential problems with the QoS session
implementation, to periodically inform the user of QoS charging, and/or other events/information

related to QoS activities. At 1120, the process is completed.
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[00147] Figure 12 illustrates a device stack providing various service usage measurement
from various points in the networking stack for a service monitor agent (e.g., for monitoring QoS
related activities as described herein), a billing agent, and an access control integrity agent to
assist in verifying the service usage measures, QoS related activities and functions, and billing
reports in accordance with some embodiments. As shown in Figure 12, several service agents
take part in data path operations to achieve various data path improvements, and, for example,
several other service agents can manage the policy settings for the data path service, implement
billing for the data path service, manage one or more modem selection and settings for access
network connection, interface with the user and/or provide service policy implementation
verification. Additionally, in some embodiments, several agents perform functions to assist in
verifying that the service control or monitoring policies intended to be in place are properly
implemented, the service control or monitoring policies are being properly adhered to, that the
Service processor or one or more service agents are operating properly, to prevent unintended
errors in policy implementation or control, and/or to prevent tampering with the service policies
or control. As shown, the service measurement points labeled I through VI represent various
service measurement points for service monitor agent 1696 and/or other agents to perform
various service monitoring activities. Each of these measurement points can have a useful
purpose in various embodiments described herein. For example, each of the traffic measurement
points that is employed in a given design can be used by a monitoring agent to track application
layer traffic through the communication stack to assist policy implementation functions, such as
the policy implementation driver/agent 1690 (e.g., policy enforcement point driver/agent), or in
some embodiments the modem firewall agent 1655 or the application interface agent, in making
a determination regarding the traffic parameters or type once the traffic is farther down in the
communication stack where it is sometimes difficult or impossible to make a complete
determination of traffic parameters. The particular locations for the measurement points
provided in these figures are intended as instructional examples, and other measurement points
can be used for different embodiments, as will be apparent to one of ordinary skill in the art in
view of the embodiments described herein. Generally, in some embodiments, one or more
measurement points within the device can be used to assist in service control verification and/or

device or service troubleshooting.
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[00148] In some embodiments, the service monitor agent and/or other agents implement
virtual traffic tagging by tracking or tracing packet flows through the various communication
stack formatting, processing and encryption steps, and providing the virtual tag information to
the various agents that monitor, control, shape, throttle or otherwise observe, manipulate or
modify the traffic. This tagging approach is referred to herein as virtual tagging, because there is
not a literal data flow, traffic flow or packet tag that is attached to flows or packets, and the
book-keeping to tag the packet is done through tracking or tracing the flow or packet through the
stack instead. In some embodiments, the application interface and/or other agents identify a
traffic flow, associate it with a service usage activity and cause a literal tag to be attached to the
traffic or packets associated with the activity. This tagging approach is referred to herein as
literal tagging. There are various advantages with both the virtual tagging and the literal tagging
approaches. For example, it can be preferable in some embodiments to reduce the inter-agent
communication required to track or trace a packet through the stack processing by assigning a
literal tag so that each flow or packet has its own activity association embedded in the data. As
another example, it can be preferable in some embodiments to re-use portions of standard
communication stack software or components, enhancing the verifiable traffic control or service
control capabilities of the standard stack by inserting additional processing steps associated with
the various service agents and monitoring points rather than re-writing the entire stack to
correctly process literal tagging information, and in such cases, a virtual tagging scheme may be
desired. As yet another example, some standard communication stacks provide for unused,
unspecified or otherwise available bit fields in a packet frame or flow, and these unused,
unspecified or otherwise available bit fields can be used to literally tag traffic without the need to
re-write all of the standard communication stack software, with only the portions of the stack that
are added to enhance the verifiable traffic control or service control capabilities of the standard
stack needing to decode and use the literal tagging information encapsulated in the available bit
fields. In the case of literal tagging, in some embodiments, the tags are removed prior to passing
the packets or flows to the network or to the applications utilizing the stack. In some
embodiments, the manner in which the virtual or literal tagging is implemented can be developed
into a communication standard specification so that various device or service product developers

can independently develop the communication stack and/or service processor hardware and/or
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software in a manner that is compatible with the service controller specifications and the

products of other device or service product developers.

[00149] It will be appreciated that although the implementation/use of any or all of the
measurement points illustrated in Figure 12 is not required to have an effective implementation,
such as was similarly shown with respect to various embodiments described herein, various
embodiments can benefit from these and/or similar measurement points. It will also be
appreciated that the exact measurement points can be moved to different locations in the traffic
processing stack, just as the various embodiments described herein can have the agents affecting
policy implementation moved to different points in the traffic processing stack while still
maintaining effective operation. In some embodiments, one or more measurement points are
provided deeper in the modem stack where, for example, it is more difficult to circumvent and
can be more difficult to access for tampering purposes if the modem is designed with the proper
software and/or hardware security to protect the integrity of the modem stack and measurement

point(s).

[00150] Referring to Figure 12, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for each of the modems of the device at the bottom of the device
communications stack. Example measurement point VI resides within or just above the modem
driver layer. For example, the modem driver performs modem bus communications, data
protocol translations, modem control and configuration to interface the networking stack traffic
to the modem. As shown, measurement point VI is common to all modem drivers and modems,
and it is advantageous for certain embodiments to differentiate the traffic or service activity
taking place through one modem from that of one or more of the other modems. In some
embodiments, measurement point VI, or another measurement point, is located over, within or
below one or more of the individual modem drivers. The respective modem buses for each
modem reside between example measurement points V and VI. In the next higher layer, a
modem selection & control layer for multimode device based communication is provided. In
some embodiments, this layer is controlled by a network decision policy that selects the most
desirable network modem for some or all of the data traffic, and when the most desirable

network is not available the policy reverts to the next most desirable network until a connection
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is established provided that one of the networks is available. In some embodiments, certain
network traffic, such as verification, control, redundant or secure traffic, is routed to one of the
networks even when some or all of the data traffic is routed to another network. This dual
routing capability provides for a variety of enhanced security, enhanced reliability or enhanced
manageability devices, services or applications. In the next higher layer, a modem firewall is
provided. For example, the modem firewall provides for traditional firewall functions, but unlike
traditional firewalls, in order to rely on the firewall for verifiable service usage control, such as
access control and security protection from unwanted networking traffic or applications, the
various service verification techniques and agents described herein are added to the firewall
function to verify compliance with service policy and prevent tampering of the service controls.
In some embodiments, the modem firewall is implemented farther up the stack, possibly in
combination with other layers as indicated in other Figures. In some embodiments, a dedicated
firewall function or layer is provided that is independent of the other processing layers, such as
the policy implementation layer, the packet forwarding layer and/or the application layer. In
some embodiments, the modem firewall is implemented farther down the stack, such as within
the modem drivers, below the modem drivers, or in the modem itself. Example measurement
point IV resides between the modem firewall layer and an IP queuing and routing layer (e.g.,
QoS IP queuing and routing layer). As shown, an IP queuing and routing layer is separate from
the policy implementation layer where the policy implementation agent implements a portion of
the traffic control and/or service usage control policies. As described herein, in some
embodiments, these functions are separated so that a standard network stack function can be used
for QoS IP queuing and routing, and the modifications necessary to implement the policy
implementation agent functions can be provided in a new layer inserted into the standard stack.
In some embodiments, the IP queuing and routing layer is combined with the traffic or service
usage control layer. For example, a combined routing and policy implementation layer
embodiment can also be used with the other embodiments, such as shown in Figure 12.
Measurement point III resides between the IP queuing and routing layer and a policy
implementation agent layer. Measurement point II resides between the policy implementation
agent layer and the transport layer, including TCP, UDP, and other IP as shown. The session
layer resides above the transport layer, which is shown as a socket assignment and session

management (e.g., basic TCP setup, TLS/SSL) layer. The network services API (e.g., HTTP,
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HTTPS, FTP (File Transfer Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS)
resides above the session layer. Measurement point I resides between the network services API
layer and an application layer, shown as application service interface agent in the device

communications stack of Figure 12.

[00151] As shown in Figure 12, the application service interface layer (e.g., QoS
application service interface layer) is above the standard networking stack API and, in some
embodiments, its function is to monitor and in some cases intercept and process the traffic
between the applications and the standard networking stack API. In some embodiments, the
application service interface layer identifies application traffic flows before the application
traffic flows are more difficult or practically impossible to identify farther down in the stack. In
some embodiments, the application service interface layer in this way assists application layer
tagging in both the virtual and literal tagging cases. In the case of upstream traffic, the
application layer tagging is straight forward, because the traffic originates at the application
layer. In some downstream embodiments, where the traffic or service activity classification
relies on traffic attributes that are readily obtainable, such as source address or URL, application
socket address, IP destination address, time of day or any other readily obtained parameter, the
traffic type can be identified and tagged for processing by the firewall agent or another agent as
it initially arrives. In other embodiments, as described herein, in the downstream case, the
solution is generally more sophisticated when a traffic parameter that is needed to classify the
manner in which the traffic flow is to be controlled or throttled is not readily available at the
lower levels of the stack, such as association with an aspect of an application, type of content,
something contained within TLS, IPSEC or other secure format, or other information associated
with the traffic. Accordingly, in some embodiments the networking stack identifies the traffic
flow before it is fully characterized, categorized or associated with a service activity, and then
passes the traffic through to the application interface layer where the final classification is
completed. In such embodiments, the application interface layer then communicates the traffic
flow ID with the proper classification so that after an initial short traffic burst or time period the
policy implementation agents can properly control the traffic. In some embodiments, there is
also a policy for tagging and setting service control policies for traffic that cannot be fully

identified with all sources of tagging including application layer tagging.
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[00152] As shown in Figure 12, a service monitor agent, which is also in communication
with the agent communication bus 1630, communicates with various layers of the device
communications stack. For example, the service monitor agent, performs monitoring at each of
measurement points I through VI, receiving information including application information,
service usage and other service related information, and assignment information. An access
control integrity agent is in communication with the service monitor agent via the agent

communications bus 1630, as also shown.

[00153] Figure 13 illustrates an embodiment similar to Figure 12 in which some of the
service processor is implemented on the modem and some of the service processor is
implemented on the device application processor in accordance with some embodiments. In
some embodiments, a portion of the service processor is implemented on the modem (e.g., on
modem module hardware or modem chipset) and a portion of the service processor is
implemented on the device application processor subsystem. It will be apparent to one of
ordinary skill in the art that variations of the embodiment depicted in Figure 13 are possible
where more or less of the service processor functionality is moved onto the modem subsystem or
onto the device application processor subsystem. For example, such embodiments similar to that
depicted in Figure 13 can be motivated by the advantages of including some or all of the service
processor network communication stack processing and/or some or all of the other service agent
functions on the modem subsystem (e.g., and such an approach can be applied to one or more
modems). For example, the service processor can be distributed as a standard feature set
contained in a modem chipset hardware of software package or modem module hardware or
software package, and such a configuration can provide for easier adoption or development by
device OEMs, a higher level of differentiation for the chipset or modem module manufacturer,
higher levels of performance or service usage control implementation integrity or security,

specification or interoperability standardization, and/or other benefits.

[00154] Referring to Figure 13, describing the device communications stack from the
bottom to the top of the stack as shown, the device communications stack provides a
communication layer for modem MAC/PHY layer at the bottom of the device communications
stack. Measurement point IV resides above the modem MAC/PHY layer. The modem firewall

layer resides between measurement points IV and II1. In the next higher layer, the policy
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implementation agent is provided, in which the policy implementation agent is implemented on
the modem (e.g., on modem hardware). Measurement point II resides between the policy
implementation agent and the modem driver layer, which is then shown below a modem bus
layer. The next higher layer is shown as the IP queuing and routing layer, followed by the
transport layer, including TCP, UDP, and other IP as shown. The session layer resides above the
transport layer, which is shown as a socket assignment and session management (e.g., basic TCP
setup, TLS/SSL) layer. The network services API (e.g., HTTP, HTTPS, FTP (File Transfer
Protocol), SMTP (Simple Mail Transfer Protocol), POP3, DNS) resides above the session layer.
Measurement point I resides between the network services API layer and an application layer,

shown as application service interface agent in the device communications stack of Figure 13.

[00155] Although the foregoing embodiments have been described in some detail for
purposes of clarity of understanding, the invention is not limited to the details provided. There
are many alternative ways of implementing the invention. The disclosed embodiments are

illustrative and not restrictive.

[00156] WHAT IS CLAIMED IS:
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CLAIMS

1. A system, comprising:
a processor of a communications device configured to:
determine a quality of service (QoS) request for a service over a wireless network;
and
verify the QoS request for the service over the wireless network;
a memory coupled to the processor and configured to provide the processor with

instructions.

2. The system recited in claim 1, wherein the communications device is a mobile
communications device or an intermediate networking device, and the service includes one or

more Internet based services.

3. The system recited in claim 1, wherein the communications device is a mobile
communications device, and the service includes one or more Internet based services, and
wherein the mobile communications device includes one or more of the following: a mobile
phone, a PDA, an eBook reader, a music device, an entertainment/gaming device, a computer,

laptop, a netbook, a tablet, and a home networking system.

4. The system recited in claim 1, wherein the service supports one or more of the following

service levels: conversational, streaming, interactive data, and background data.

5. The system recited in claim 1, wherein the QoS request is verified based on verified QoS

access rules and/or based on verified service usage monitoring.

6. The system recited in claim 1, wherein the processor is further configured to:

receive the QoS request through a QoS application programming interface (API).

7. The system recited in claim 1, wherein the processor is further configured to:
monitor use of the service; and

determine the QoS request based on the monitored use of the service.

8. The system recited in claim 1, wherein the processor is further configured to:

monitor use of the service using a service processor; and
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determine the QoS request based on the monitored use of the service, wherein the QoS
request is determined based on one or more of the following: an application activity, a service

activity, and a pattern of application or service activity.

9. The system recited in claim 1, wherein the processor is further configured to:

monitor use of the service using a service processor;

determine the QoS request based on the monitored use of the service; and

execute a user interface notification if the QoS request is determined, wherein the user
notification includes one or more of the following: a confirmation of the QoS request, a global
confirmation for the QoS request and potential future similar types of QoS requests; an option to

purchase a new service level for the QoS request, and an option to upgrade to a new service plan.

10.  The system recited in claim 1, wherein the processor is further configured to:
monitor use of the service to determine an incoming QoS request or an outgoing QoS

request.

11.  The system recited in claim 1, wherein the processor is further configured to:

implement a service profile for assisting control of the communications device use of the
service on the wireless network, wherein the service profile includes a plurality of service policy
settings, and wherein the service profile is associated with a service plan that specifies access to
the service;

monitor use of the service based on the service profile; and

determine the QoS request based on the monitored use of the service.

12.  The system recited in claim 1, wherein the processor is further configured to:
determine if the QoS request is authorized based on a service plan associated with the

communications device.

13.  The system recited in claim 1, wherein the processor is further configured to:
determine if the QoS request is authorized based on verified QoS access rules, wherein

the verified QoS access rules are associated with a service plan for the communications device.

14.  The system recited in claim 1, wherein the processor is further configured to:
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receive QoS access rules from a service controller, wherein the QoS access rules are

associated with a service plan for the communications device.

15.  The system recited in claim 1, wherein the processor is further configured to:
receive QoS access rules from a service controller, wherein the QoS access rules include
a QoS activity map that associates service usage and/or application usage with one or more QoS

classes.

16.  The system recited in claim 1, wherein the processor is further configured to:
determine if the QoS request is authorized based on verified QoS access rules; and
execute a user interface notification if the QoS request is not authorized, wherein the user
notification includes one or more of the following: a denial of the QoS request, information
explaining reason(s) for a denial of the QoS request, an option to purchase a new service level

for the QoS request, and an option to upgrade to a new service plan.

17.  The system recited in claim 1, wherein the processor is further configured to:
facilitate a QoS session if the QoS request is determined to be authorized based on

verified QoS access rules.

18.  The system recited in claim 1, wherein the processor is further configured to:

facilitate a QoS session if the QoS request is determined to be authorized based on
verified QoS access rules; and

periodically verify the QoS session, wherein the QoS session is verified at least in part by
comparing one or more device assisted service usage measures with one or more network based

service usage measures.
19.  The system recited in claim 1, wherein the processor is further configured to:

facilitate a QoS session if the QoS request is determined to be authorized based on

verified QoS access rules; and

periodically verify the QoS session, wherein the QoS session is verified at least in part by
performing one or more of the following: compare a network based service usage measure with
a first service policy associated with the communications device, compare a device assisted

service usage measure with the first service policy, compare the network based service usage
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measure to the device assisted service usage measure, and perform a test and confirm a device

assisted service usage measure based on the test.

20.  The system recited in claim 1, wherein the processor is further configured to:
facilitate a QoS session if the QoS request is determined to be authorized based on
verified QoS access rules; and
periodically verify the QoS session to verify one or more of the following: the
communications device is still authorized to perform the QoS session, the QoS session is

communication at an authorized QoS level, and charging is accurate for the QoS session.

21.  The system recited in claim 1, wherein the processor is further configured to:
send the QoS request to an access point if the QoS request is determined to be authorized
based on verified QoS access rules, wherein the access point facilitates a QoS session for the

QoS request based on network capacity.

22.  The system recited in claim 1, wherein the processor is further configured to:
send the QoS request to an access point if the QoS request is determined to be authorized
based on verified QoS access rules, wherein the access point facilitates a QoS session for the

QoS request based on network capacity, wherein the access point includes a base station.

23.  The system recited in claim 1, wherein the processor is further configured to:

send the QoS request to a service controller, wherein the service controller coordinates a
plurality of QoS requests for a plurality of communications devices in wireless communication
with an access point, and wherein the service controller communicates with the access point to
facilitate the QoS request for the communications device if the QoS request is determined to be

authorized.
24.  The system recited in claim 1, wherein the processor is further configured to:

send the QoS request to a service controller, wherein the service controller coordinates a
plurality of QoS requests for a plurality of communications devices in wireless communication
with one or more base stations, and wherein the service controller communicates with the one or
more base stations to determine an available base station based on network capacity to facilitate
the QoS request for the communications device if the QoS request is determined to be

authorized; and
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receive a response to the QoS request, wherein the response includes an indication of

which base station is available to facilitate the QoS request.

25.  The system recited in claim 1, wherein the processor is further configured to:

send the QoS request to a service controller, wherein the service controller coordinates a
plurality of QoS requests for a plurality of communications devices in wireless communication
with one or more base stations or other access point, wherein the service controller
communicates with the one or more base stations to determine an available base station based on
network capacity to facilitate the QoS request for the communications device if the QoS request
is determined to be authorized, wherein the other access point includes a WiFi access point; and

receive a response to the QoS request, wherein the response includes an indication of

which base station or other access point is available to facilitate the QoS request.

26.  The system recited in claim 1, wherein the processor is further configured to:

send the QoS request to a service controller;

receive a QoS approval authorization from the service controller if the QoS request is
determined to be authorized and network capacity is determined to be available for the QoS
request;

send the QoS request to a base station, wherein the approved QoS request includes the

QoS approval authorization for one or more QoS links for a QoS channel.

27.  The system recited in claim 1, wherein the processor is further configured to:

send the QoS request to a service controller;

receive a QoS approval authorization from the service controller if the QoS request is
determined to be authorized and network capacity is determined to be available for the QoS
request, wherein the service controller communicates the QoS approval authorization to a base
station;

send the QoS request to the base station to initiate a QoS channel, wherein the QoS

channel includes one or more QoS links.

28.  The system recited in claim 1, wherein the processor is further configured to:
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send the QoS request to a service controller, wherein the service controller communicates
with the one or more network devices to provision a QoS channel, wherein the QoS channel
includes one or more QoS links; and

the service controller returns a QoS reservation for the provisioned QoS channel.

29.  The system recited in claim 1, wherein the processor is further configured to:
send the QoS request to a service controller, wherein the service controller communicates
with the one or more network devices to provision a QoS channel through a carrier core network

and/or an IPX network, wherein the QoS channel includes one or more QoS links.

30.  The system recited in claim 1, wherein the processor is further configured to:
facilitate a QoS session if the QoS request is determined to be authorized; and

determine charging for the QoS session.

31.  The system recited in claim 1, wherein the processor is further configured to:
facilitate a plurality of QoS sessions; and
determine charging for each of the plurality of QoS sessions, wherein the charging for

each of the plurality of QoS sessions is periodically verified.

32.  The system recited in claim 1, wherein the processor is further configured to:

facilitate a plurality of QoS sessions; and

determine charging for each of the plurality of QoS sessions, wherein the charging for
each of the plurality of QoS sessions is periodically verified at least in part using network based

charging information.

33.  The system recited in claim 1, wherein the processor is further configured to:
execute a QoS router for dynamically managing one or more QoS sessions for the

communications device.

34.  The system recited in claim 1, wherein the processor is further configured to:
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execute a QoS router for dynamically managing one or more QoS channels for the
communications device; and

send network capacity information to a service controller, wherein the service controller
provides a policy decision point for QoS management for a plurality of communications devices

in communication with one or more base stations.

35.  The system recited in claim 1, wherein the processor is further configured to:

execute a QoS router for dynamically managing one or more QoS channels for the
communications device;

send network capacity information to a service controller, wherein the service controller
provides a policy decision point for QoS management for a plurality of communications devices
in communication with one or more base stations; and

receive QoS router throttling instructions from the service controller, wherein the service
controller provides the QoS router throttling instructions to assist in dynamically manage
network capacity for the plurality of communications devices in communication with the one or

more base stations.

36.  The system recited in claim 1, wherein the processor is further configured to:

execute a QoS router for dynamically managing one or more QoS sessions and one or
more non-QoS sessions for the communications device, and wherein the QoS router upgrades
QoS classes, downgrades QoS classes, deallocates QoS classes, and/or throttles service level
usage for one or more QoS and/or non-QoS sessions based on wireless network bandwidth

accCcess.

37.  The system recited in claim 1, wherein the processor is further configured to:

execute a QoS router for dynamically managing one or more QoS sessions and one or
more non-QoS sessions for the communications device, wherein the QoS router upgrades QoS
classes, downgrades QoS classes, deallocates QoS classes, and/or throttles service level usage for
one or more QoS and/or non-QoS sessions based on wireless network bandwidth access, and
wherein the QoS router facilitates one or more of the following: a non-QoS best effort service

level, a QoS differentiated service level, and a QoS guaranteed service level.

38.  The system recited in claim 1, wherein the processor is further configured to:
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facilitate a plurality of QoS sessions using a QoS router, wherein the QoS router allocates
an authorized QoS class for each QoS request, and wherein the QoS router periodically modifies
the QoS class allocations for one or more QoS sessions and/or throttles non-QoS sessions to
facilitate the plurality of QoS sessions; and

determine charging for each of the plurality of QoS sessions, wherein the charging for

each of the plurality of QoS sessions is periodically verified.

39.  The system recited in claim 1, wherein the processor is further configured to:

receive network capacity information from a base station; and

execute a QoS router for managing one or more QoS sessions for the communications
device, wherein the QoS router periodically modifies QoS class allocations for the one or more

QoS sessions and/or throttles non-QoS sessions based on the network capacity information.

40.  The system recited in claim 1, wherein the processor is further configured to:

receive network capacity information from a base station; and

execute a QoS router for managing one or more QoS sessions for the communications
device, wherein the QoS router periodically modifies QoS class allocations for the one or more
QoS sessions and/or throttles non-QoS sessions based on the network capacity information; and
wherein the QoS router does not downgrade QoS class allocations if the communications device

is associated with a service plan that provides for a non-throttled QoS service level.

41.  The system recited in claim 1, wherein the processor is further configured to:
executing a QoS router, wherein the user is offered a choice of whether or not to allow

the QoS router to dynamically manage QoS and/or non-QoS services.

42.  The system recited in claim 1, wherein the processor is further configured to:
determine charging for a QoS session, wherein the charging is determined based on one
or more of the following: a QoS class, an allocated network bandwidth, a router queue priority,

and per allocated radio access bearer (RAB), and wherein the charging for the QoS session is

verified.
43.  The system recited in claim 1, wherein the processor is further configured to:
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execute a service processor for implementing verified DAS QoS in a secure hardware

partition of the processor.

44.  The system recited in claim 1, wherein the processor is further configured to:
execute a service processor for implementing verified DAS QoS, wherein the service

processor is executed in a kernel of an operating system.

45.  The system recited in claim 1, wherein the processor is further configured to:
execute a service processor for implementing verified DAS QoS, wherein the processor is

in a secure modem.

46.  The system recited in claim 1, wherein the processor is further configured to:

send a QoS request for network resources for an end to end coordinated QoS service
channel control for a conversational class session between the communications device and
another communications device, wherein the request for network resources is directed to one or
more of the following networks: a base station, a transport core network, an IPX network, and a

GRX network.

47. A method, comprising:

determining a quality of service (QoS) request for a service over a wireless network; and
verifying the QoS request for the service over the wireless network.

48. A computer program product, the computer program product being embodied in a
computer readable storage medium and comprising computer instructions for:
determining a quality of service (QoS) request for a service over a wireless network; and

verifying the QoS request for the service over the wireless network.

49. A system, comprising:
a processor of a network device configured to:
receive a quality of service (QoS) request for a service over a wireless network
from one or more communications devices; and
determine if the QoS request for the service over the wireless network is
authorized and/or available based on network capacity;
a memory coupled to the processor and configured to provide the processor with

instructions.
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50.  The system recited in claim 49, wherein the processor is further configured to:
setup an end to end coordinated QoS service channel control for a conversational class

session between a first communications device and a second communications device.
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QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

ABSTRACT OF THE DISCLOSURE

[00157] Quality of Service (QoS) for Device Assisted Services (DAS) are provided. In
some embodiments, QoS for DAS includes providing a wireless communications device
configures to determine a QoS request for a service over a wireless network; and verify the QoS

request for the service over the wireless network using one or more verification techniques.

Attorney Docket No. RALEP029 83 PATENT

387



CET 091 08I
TCT 9t A [4:13
BETNVELS dJHA/SNa %Mcom_\w_ m:ﬂw_ﬂ_%& EwE_mm,mczm_\,_ ucw“:wmvmwhmE
: SRS 19q10s
VVY ONAW ONAW ONAN IOMION quosans
I ] ] ] |
€l
wa3sAs 81| pead ‘uonelps
Sug i ‘uonebalbby
ONAW ‘0be10}S HAD ONAN
a4 : :
9oeLRIY| 0t¢
3ullllg ONAIN . OJOomisN 0L
940D ONAN 3dD $5900Y
. 7 141
k sz
174"
174"
; uolle
BUI| 11e1s
i eor |
_lomieN |
vet . ssoooy
2 %, :
P N&\\w iopinold w
: 01T HomIaN \N jenusy w
17T " 940D Japinod . \\& : : o 4
a%eLI91u| |eausy
3uljg |enaua)d :
g | sT1 -
€71 \mw
walsAs CO_HWHW
3ui|ig lenuad aseq Ot
81 | Pea ‘uonelpoly | et 091 0Lt
‘uoneba.bby JOAIRS WYY w3sAs - peojumod
‘oBeIoIS A HoMIaN Buworsinodd | LY ossa00ug
— SS90y JIoMIaN EINE
81 081
CET 9¢T sWaseue juswasSeuey
M_I_I\U\S_\/_ n_U_l_ﬁ_\mZD LOO__LUmO_Jm ._Q_ULO

[4074
ysa Jo
SdV 14-IM

388



oc¢t
18UJo1U]

AR K|

0€¢
8ununody
$921|10d
INIDS

0T¢
[0J43Uu0D
IAISS

00T 291A3Q

Gl

uonels aseg

389



390

0991 mwuww.wuc_ M.. .UM-.H
JBAJDS |043U0D I
_omOm_F_:soo 1 Suuoisinoud I" yied UOIEIIUNWWOD) due|d dijjed| DIAIRS =
90IAISS i SO0 YJomiSN “ U1ed UOIIBIIUNWIWIOD BUB|J [0JIUOD) BDINIDS = === =P
1
I 143 -
899T 1 ERLINEMT] -
JINIDS =l -l
i awnsay 1 | | |
1531 €329 i Jpusdsns | 1 | |
" H 7181 €181 18T ST8T 1€8T
] 1 Januqg BETNIg] JoAla JaAluQ JaALIa
E>L%mmmm_wm.w_mc< _ mm%m_.m |“ WoPON HoPon epon . o
. — ! L RETONETNE | asa/iela
JIJeAL YIOMION “ e1us) " NYMM z<_4>> NVdM ; /
1 1
i 1291 -
BO|UMO 1
gcerpeolumoay vwysyn 1 ] l
159 ‘sisAjeuy 201AI9S | YIOMISN 1
H $5900Y 1 s TTBTI0AUCDR
" “ " UOoI323|9S WapO N
1
0S¢ ! 8191 : [
e 1 09T
19AI3S i AloIsIH I ! _
! dd
aoey9u] Sul|ig ! 2INIDS lln ! L v 92107
i aa1nag “ “ 0691 €691 * G091
ovs “ 1 =1 uojjeluswadw| = 32ey23U| eI uonedddy di
Janiss swnsay L L : Adijod SO 8 1dV SO0
/puadsng “ i y Y 509T
/UoleAIdY ! “ Q 9 [ uonedljddy dJL
| i R
7991 | \ 4 '
BARS = 0L9} i
JuaA3 8ul|ig “ yJomiaN 08T 96971 1 Nmmm.—” 1691
! JogeueN 1uasy I Juasy Julod 2084191U] 435N
! SS900Y uoI13UU0) JOJUOIA 321AISS “ uolsiag Adljod
0S91 1 I
FETSELS Iln \_' 9 1 N A
AJO)SIH 201A498 1 ||<||||""""k""""<""""<""""""""K"omoﬁm:m
1 ] 9 A UOI1EIIUNWILIOY JUSSY
! I A 4 Y
Lwim_mm\,m_mmﬁc_ ||“ 1691 69T
: ERIIETY|
[043U0?) $5920Y 1 1€ —-_———) MENLEN 8691 1uasy AJuSau|
I a1 Ag passadoy r Aul : J91n0oy SO0
1 $30I135 1 [0J3U0D) 9IAISS [0J3U0D) $5300Y
Nmm.ﬁ “ sdomiaN auoyd “ ’
FEYNELS 1 I I
JusWasSeue 1 " I
Aatjod : ST9T *1ea i I €991
1 a3 Ag passady 1 -||||I|Y Jopeojumod STt
I S80IAIBS 1 90IAIBS J10SS220.4d 92IAJR
8€91 1 SEINEN) 1 d ’ S
NuI JaAISS - 1
|03U0D DINIBS g o e —————————————— 00T

€991 5015 pISU| OOm
YT T 49]|043U0) 3IAIDS




V-V

SO

¥ "OId

Scl

uolnels aseg

Y4
uolels aseg

orv

00T 921A=Q

0Z%
[44)
19]]043u0)
92IAIDS
a¥ "OId
>| 001 221n8@
V¥ 'Old
Y4)

uolels aseg

i
J13]]043u0)
92INJIDS

00T 931nad

391



G "Old

0€S
sa|ny A)AROY SOD

0zs
uonoung
Buiddep S0

<{- - -~

1] 3]
9}e}S/S3INy SO0

392



9 'OId

393



L "SOld

pu3

i

20IAop
uo uonejuswa|dw
8TL | sva Jos s0D AsA

\7

0cL

dnjes uoisses S0D
9TL panosdde wayuo)
uoISSes
V1L SO J0) $904N0Sal
ylomjau ysenbay

(suondoyoyul
gop Ausp “69)

(In)soepaiuy| 498N
[4A

S0D Jo4
Buipuels
ELIIETY)
auiwIslag

(suondojojul

gop Auap “6°9) €&
80L \_ (in)eoepaiui Josn °N

0L sa|nJ g0D dnjeg

7oL uibag

394



[44:1

0¢8

V8 "Old

pug

A

Buibreyo
SO0 PayBA

i\

818

901A8p B} UO
Jajnos S0P 8jnoexg

918

18

(suondoyoyul
gop Ausp “69)
(In)soepaiuy| 498N
18

(suondojojul

A “B
08 gop Auap “6°9) ;

(In)aoepau| Jasn

08

08

\7

dnjas uoissas SOD
panoidde wuyuod

r

uolssas
SO J0} $92IN0S3I
ylomjau ysenbay

SO0D o4
Buipuels
90IAap
aulwIalaQg

paulislep
3senbal gop

uibeg

395



[433]

(uonosjes
|Jans| sod “H9)
(In)soepaiuy| 498N

9€8

€48 "Old

pu3

r

143

}sanbal gop
aleniu|

ON

1oA8] S0
sulwIseQg

0es

8¢8

paulwialep
1senbal goD

9¢8

Annaoe
9JIA8p JOHUON

1443

uibeg

396



J8 ‘Ol

pu3g

i

80IABP BY} UO
898 | Jenos gop s1noexg

\7

098

dnjes uoisses S0D
9S8 panosdde wayuo)
uoISSes
S8 SO J0) $904N0Sal
ylomjau ysenbay

(suondoyoyul
gop Ausp “69)
(In)soepaiuy| 498N
S8

S0D Jo4
Buipuels
ELIIETY)
auiwIslag

(suondojojul

gop Auap “6°9) €&
8V8 \_ (In)eoepaiul Josn °N

paulwIep
14741 1senbal o

[4%:] uibeg

397



413

0T6

806

906

06

06

6 'Did

i

Aoljod
Buriojiuow 0D
8y} se0IoJUS d3d

A

JUBLWADIOD SOD
10} 43d s1onisul 4ad

elb uoisses
S0D sdew 4ad

\7

pajuelb
uoissas Sop

uibag

398



8001

0cot

8101

9101

101

1ot

otot

00T

oot

0T 'Si

pu3

A

avd-nw/gvy
peAIsdal Uo paseq
uoISsas SoD ajeniu|

\7

Slgsu
woJyj [puuByd S0D
1sonbay

ik

1senbal
SOD 0} puodsay

i

1senbal sop
8y} Jo} a|ge|ieAe ale
$80IN0Sa. YIoM}BU
) suwILleQ

A

19]]0J}U0D BDIAIBS DY}
0} }3senbal gop puag

hapoddns si jsenbau

pasussanbal
S0D 1081eQ

uibag

399



80TT

octt

8TTT

91Tl

vitl

[41Y’

ottt

vOTT

[40n»

TT "Sid

pu3

A

uoISSas SOD
AJIaA pue JOHUOWN

\7

uoISsas SO ajeniu|

ik

1senbal
SOD 0} puodsay

i

1senbal sop
8y} Jo} a|ge|ieAe ale
$80IN0Sa. YIoM}BU
) suwILleQ

A

19]]0J}U0D BDIAIBS DY}
0} }3senbal gop puag

hapoddns si jsenbau

pasussanbal
S0D 1081eQ

uibag

400



0€9T shg
uol1edIuNWWo)
Wady

I

T

I R

I sy
[ Agaqu|
I |0J1U0D
I SS90y

U8y
JOMUOIA
IIAIDS

¢T 'Ol

N T-N 4 T

wapon wapon wapon wapow

aInseal\ a0IAIeS

N shg | shg

Wapow Wwopo

N T-N ce o 4 T

an an amn amn

D ——

_ N\ U10d JUSWSINSESIN.

2INseal 90IAI9S

M o e

uoljeLLIo|

|0J1U0) 73 UOI1D3[2S WIPOIA

90IAIDS

llemauty

Allllll_lllllll :

alnsesy\ 800G

ainseoly S0IAIBS

duinoy pue 3uinan d|

(m

[1] 1Ulod 2uBWaInses|n

(Aue y1) jos3uoD o1yjed) pue Suinoy

aInsealy a0IAI9S

G ——————

Il JUIOd WUawaJnse

dl 4°Ulo dan doL

(212 155/S1L ‘dn1as 41 diseg)
uawWageue|A UOISSS 1 JUBWUSISSY 19)20S

("218/SNA/£d0d/dLINS/dL4/SdLLH/dL1H)
|dV S92IAISS YJOMISN

2Insea|) 90IAI8S

[ 1010 1UsWad

€ ——————

uonewoU|
uoneolddy

wady Suljig

22e93u| uoledlddy

induj Jasn

G ————

bt e e e e

Alanp uoisag

20eJJalu| QQ<

22IAJIBS 43S LA ddy

3 OJU| Jasn

401



uonesunwwiod |l

- —

€T 'Old

AHd/JVIN Wapo

Al 1U10d 1UuswWaJinses|p

[lemad14 Wapo

|11 3U10d JUBWIBINSEDIA

uoneyuswajdw| Adljod d1jel] WapoA

[1 JU10d JUBWRINSERIA

JOALIQ WapO

sng

Wapop

JOALIQ WBpPO

3unnoy pue 3uinan (|

dl 43410 dan doL

(018 “155/51L ‘dni1as 41 diseq)
JUswWadeueA UOISSIS g JUDWUSISSY 19)005

('019/SNA/£d0Od/dLINS/d14/SdLLIH/d11H)
|dV S82IAJSS JJOMIaN

| JUI0d-3URWaJINSeRIN

JUa3y 20e)J931U| 32IAIDS Uoled||ddy

1
===y “
__ v v
1 € aneen s
__ v yinay V Juady
I ABaqu| ainsealy 20IIeS
JOUUON [ mmmmmmm e e
I |043U0D
I SS90V et
Il
I P —
[ aINSEa\ 90IAI8S
S —
_ .
= 1
Il \ "4 \ 4
Il
I
I
I <G ]
I S0IAIDS
I
] g a8y
___ Augaiug g a8y
JOMUOIA
] |00
ERIISELS
I SS900Y
I _
I
I
I
I  OINSEDIN SoIMSS
I
I I
Il uoneolddy
Il
Il
I
1u28y Suijj
I PR
oot sng |l I —— 1
AJanp uoispaq 3

wasy ||

U3y
20eU| ddy
DIINIDBS J3SN

ddy

Oju| 80IAIBS JBSN

402



Electronic Acknowledgement Receipt

EFS ID: 6893358
Application Number: 12695021
International Application Number:
Confirmation Number: 7079

Title of Invention:

QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

First Named Inventor/Applicant Name:

Gregory G. Raleigh

Customer Number:

21912

Filer:

Michael J. Schallop/Veronica Pula

Filer Authorized By:

Michael J. Schallop

Attorney Docket Number: RALEP029
Receipt Date: 27-JAN-2010
Filing Date:
Time Stamp: 18:38:50

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document

Document Description
Number P

File Size(Bytes)/

File Name Message Digest

Multi
Part /.zip

Pages
(if appl.)

1 Application Data Sheet

o 965034
RALEP029_Application_Data_S

heet_sb0014_fill.pdf

3624716292731bdda8f6e8cc01b13c9d895]
968a3

no

Warnings:

Information:

403




294500
2 RALEP029_APP.pdf yes 84
84499a7873e096eede2ab67c3abelfhof5h
Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal of New Application 1 1
Specification 2 73
Claims 74 83
Abstract 84 84

Warnings:

Information:

. o 825408
3 Drawings-only bla.ck and white line RALEP020_Figures.pdf o 15
drawings
49baf2dc612cdf67e85cd9f344c4902df9ea
Warnings:
Information:
Total Files Size (in bytes):i 2084942

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

404




PTOISBI14 (07-07)
Approved for use through 06/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number RALEP029

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Applicant Information:
Applicant 1

Applicant Authority (®Inventor ‘ (CULegal Representative under 35 U.S.C. 117 ‘OPany of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Gregory G. Raleigh

Residence Information (Select One) (¢) US Residency () Non US Residency () Active US Military Service

City Woodside State/Province ‘ CA | Country of Residence i | us

Citizenship under 37 CFR 1.41{b} i us
Mailing Address of Applicant:

Address 1 2995 Woodside Road

Address 2 Suite 400

City Woodside ‘ State/Province CA
Postal Code | 94062 ‘ Countryi | us

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[] An Address is being provided for the correspondence Information of this application.

Customer Number 21912

Email Address | | AddEmail |  |Remove Email

Application Information:

Title of the Invention QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

Attorney Docket Number| RALEP(029 ‘ Small Entity Status Claimed [ ]

Application Type Nonprovisional

Subject Matter Utility

Suggested Class (if any) | Sub Class (if any)

Suggested Technology Center {if any)

Total Number of Drawing Sheets (if any) 15 | Suggested Figure for Publication (if any)
EFS Web2.2.2
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Attorney Docket Number RALEP029

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under 35
U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).
Enter either Customer Number or complete the Representative Name section below. If both sections

are completed the Customer Number will be used for the Representative Information during processing.

Please Select One: (¢) Customer Number | (O US Patent Practitioner ‘ (O Limited Recognition {37 CFR 11.9)

Customer Number 21912

Domestic Benefit/National Stage Information:

This section allows for the applicant to either ¢claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by
35U.8.C. 119(e) or 120, and 37 CFR 1.78(a}(2) or CFR 1.78(a)}(4), and need not otherwise be made part of the specification.

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

Continuation in part of

12380780

2009-03-02

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

non provisional of

61206354

2009-01-28

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

non provisional of

61206944

2009-02-04

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

non provisional of

61207393

2009-02-10

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

non provisional of

61207739

2009-02-13

Prior Applicaticn Status

Pending

Remove
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Attorney Docket Number RALEP029

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}
non provisional of 61252151 2009-10-15

Prior Application Status [ Pending

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}
non provisional of 61252133 2009-10-15

Additional Domestic Benefit/National Stage Data may be generated within this form yver
by selecting the Add hutton.

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)
and 37 CFR 1.55(a).

| Remove |
Application Number Country | Parent Filing Date (YYYY-MM-DD) Priority Claimed
® Yes (O No
Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Assignee Information:

Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37
of the CFR to have an assignment recorded in the Office.

Assignee 1
If the Assignee is an Organization check here.
Organization Name Headwater Partners | LLC

Mailing Address Information:

Address 1 2995 Woodside Road

Address 2 Suite 400

City Woodside State/Province CA
Country i| US Postal Code 94062
Phone Number Fax Number

Email Address

Additional Assignee Data may be generated within this form by selecting the Add yver
button.

Signature:

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37
CFR 1.4(d) for the form of the signature.

Signature |[/Michael J. Schallop/ Date (YYYY-MM-DD)| 2010-01-27
First Name Michael Last Name Schallop Registration Number | 44319
EFS Web 222
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L Attorney Docket Number | RALEP029
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention QUALITY OF SERVICE FOR DEVICE ASSISTED SERVICES

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTC. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Cffice may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and
the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the Departiment of Justice to determine whether

the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence tc a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, a
a routine use, to the Interational Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuani
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, tc the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTOC becomes aware of a violation or potential violation of law or regulation.
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DocCode - SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 12695021 Document Date: 1/27/2010

The presence of this form in the IFW record indicates that the following document type was received in
electronic format on the date identified above. This content is stored in the SCORE database.

e Drawings — Other than Black and White Line Drawings

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is recorded in
PALM, and no paper documents or physical media exist. The TIFF images in the IFW record were created
from the original documents that are stored in SCORE.

To access the documents in the SCORE database, refer to instructions developed by SIRA.

At the time of document entry (noted above):
e Examiners may access SCORE content via the eDAN interface.
e Other USPTO employees can bookmark the current SCORE URL (http://es/ScoreAccessWeb/).
e External customers may access SCORE content via the Public and Private PAIR interfaces.

Form Revision Date: February 8, 2006
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PTO/SBIOS (12-04)
Date: 01/27/10 ' Approved for use through 7/31/2006. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information uniess it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875
dost 12/695,021
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY

FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
BASIC FEE N/A N/A NIA N/A 330
(37 CFR 1.16(a), (b), or (c))
SEARCH FEE
(37 CFR 1.16(K). (i), o (m)) N/A N/A N/A N/A 540
EXAMINATION FEE
(37 CFR 1.16(0), (p). or (d) N/A N/A . N/A N/A 220
TOTAL CLAIMS
(37 CFR 1.16(i)) 50 rminus20 = 30 x$26 . OR x$52 1560
INDEPENDENT CLAIMS R
(37 CFR 1.16(h)) 4 minus 3 = 1 x$110 x$220 220

If the specification and drawings exceed 100
APPLICATION SIZE sheets of paper, the application size fee due is
FEE $260 ($130 for small entity) for each additional
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See
’ 35 U.S.C. 41(a)(1)(G) and 37 CFR

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())) 195 390
* If the difference in column 1 is less than zero, enter."0" in column 2. ‘ TOTAL TOTAL 2870

APPLICATION AS AMENDED - PART I

OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
< AFTER PREVIOUSLY EXTRA RATE (3) ?S:(: RATE (3) 'T:‘EOEN(‘;
e AMENDMENT PAID FOR
w Total R ) N _ - OR _
E (37 CFR 1.16(i)) Minus = X = ) X =
Z | Independent |, . e = . = =
& | (37 cFR 1.16(m) Minus = X = or | X =
< | Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())) N/A OR N/A
TOTAL ] TOTAL
ADD'T FEE o ADD'T FEE
(Column 1) (Column 2) (Column 3) OR
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
@ AFTER PREVIOUSLY EXTRA RATE (5) Pg;(l;'; RATE () Eg‘é&
= AMENDMENT PAID FOR
w
Total . OR
= . il = = =
B L7 crr1.166) Minus X X
Z I'ndependent -
w * e = = =
= | 37 cFR 1.16) Minus X or | X
< Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A
TOTAL . TOTAL
ADD'T FEE OR  ADD'T FEE

* Ifthe entry in column 1 is less than the entry in column 2, write “0” in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter 20",

*** |f the "Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3".
The "Highest Number Previously Paid For* (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Paten
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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