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Abstract—The quality of network conneelivity between a pnir of Internet
Tosts can vary greatly, Some hosts may communicate over high bandwldih,
Tow latency, uncongested paths, while others communiecate over moch low-
er quality paths, Adaptive applications can cope with thase differences in
connectlvity by choosing alternate vepresentations of objects or streams or
by downloading the objects from alternate locations, In order to effective-
ly adapt, applicatlons must discover the condiilon of the network hefore
communicating with dlstant hosts, Ynfortunately, the abllity to predict or
report the quallty of connectivity 15 missing in todry's suite of Internat ser-
vices,

"fo address this limitatlon, we have developed SPAND (Shared Possive
Network Performance Discovery), a system that facllitates the development
of adapiive network applicat! In ench domain, applications make pas-
sive appllcation-speclfle measurements of the network and store them in a
locul centealized repository of network performance information, Other
applleations may retrieve this informatlon from the repository and uge the
shared experlences of gll hosts In a domaln to predict futnre performance,
In this way, appleations can make informed decisions about adaptation

holces aa they icate with distant hosts,

In this poper, we describe and evaluate the SPAND architecture and im-
plementation, We show how the archltecture mukes i casy to Integrate
new applicatlons Inte our system amd how the archltecture has been used
wlth speclfic types of data transyport, Finally, we describe LookingGlass, a
WWW mirror slte selectlon tonl that uses SPAND. LookingGlass meets the
confilcting gouls of collecting pussive network performunce measurements
and maintaining good cllent response times, In addition, LookingGlass's
server selection algorithms based on appllestien-level measur ts por-
form much betler than techniques that rely on geographic locatlon or routs
Ing metrics. More than 90% of the time, pur technique allows cllents to
download mirrored web objects within 40% of the festest possible down-
load time,

I, INTRODUCTION

Network heterogeneity is a fact of life in today’s Internet.
Bandwidth between hosts can vavy from kilobits to hundreds of
megabits per second; packet loss probabilities range from less
than 1% to over 30% of packets and round 1rip times vary from
less than one millisccond to thousands of milliseconds. The de-
centralized nature of the Internet makes it very likely that the
Internet will continue to be as heterogeneous in the future, This
heterogeneity makes it difficult for applications to determine in
advange what the network performance between a pair of Inter-
net hosts will be, Because of the wide range of observed net-
work characteristics, applications have been forced to become
adaptive, making different decisions based on current network
conditions. Examples of these decisions include the following:
o Client applications presented with a choice of servers that
replicate the same service can choose the server that offers the
highest-quality client +— server network path, A specific ex-
ample of this is Harvest (1), a WWW caching system where a
cache retrieves a Web object from any one of a number of “peer”
eaches. Another example is mirrored Web and FTP sites, which
provide multiple locations to retrieve the same files but do not
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yet provide a way to inteliigently choose among them.

o Applications that have a choice of content fidelity can keep
response 1imes constant at the expense of quality. For example,
WWW clients can use a transcoding proxy (e.g. Transend [2])
to chanpe the quality of Web objects to match available band-
width, A client receiving a multimedia stream can use a real-
time transcoding service (e.g. Video Gateway [3]) to change the
data rate of a multimedia stream depending on network charac-
teristics.

« Applications can provide feedback to the user about the ex-
pected performance to a distant site, Por example, Web browsers
can insert informative icons next to hyperlinks indicating the ob-
jeet's expected transfer time. Clients using search engines could
post-process the query results and re-score the documents based
on the expected time to download a page.

Many existing applications provide the mechanisms for adap-
tation but use relatively simple policies. For example, Harvest
relies mainly on round trip time to select a peer, choosing the
first peer cache that returns a positive response. Transend and
Video Gateway have no autemated policy at all and rely on man-
ual user intervention to choose the most appropriate oblect rep-
resentation or data rate,

To improve their adaptation policies, many applications need
to determine in advance the expected network performance be-
tween a pair of Internet hosts. Unfortunately, this capability is
currently missing from the suite of Internet services. To ad-
dress this limitation, we have developed a system called SPAND
(Shared Passive Network Performance Discovery) that collects
application-specific network performance information passively
from a collection of hosts, caches it for some time, and uses this
information to estimate network conditions, By sharing this in-
formation with clients, SPAND enables applications to be more
adaptive.

The use of shared, passive measurements creates many chal-
lenges for network performance prediction: system as well as
its clients. We have developed an HTTP server selection tool,
called LookingGlass, that uses SPAND to help choose among a
number of Web servers that mitror the same content. This ap-
plication must balance the goals of maintaining an up-to-date
repository of network performance information and providing
good client performance. Despite these chalienges, our mea-
surement technigues and server selection algovithms perform
much better than alternate techniques that rely on geographic lo-
cation or routing metrics. More than 90% of the (ime, our tech-
nique allows clients to downlead mirrored web objects wishin
40% of the fastest possible download time.
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Wide-Area Internetwork

Fig. 1. Metwork Madel behind SPAND. Hosts in well connected damaing com-
municale wilh distant hosts through a network with unknown properties.

In this paper, we describe the SPAND architecture, how it
works, where it works well, and how it has been used to facili-
tale the creation of adaptive networked applications, Section 11
describes the design choices and assumptions of SPAND and the
types of applications that best benelil {rom using SPAND. Sec-
tion III presents the SPAND architecture, focusing on how its
extensible nature facilitates the integration of new application-
s. Section IV shows how the architecture has been applied to
two dilforent types of data transport applications: a generic bulk
transter application and an HT'TP-specific application. Section
V describes the LookingGlass application and its performance.
Finally. we present our conclusions in Section VI

II. DESIGN CHOICES AND METHODOLOGY

In this section, we discuss the network model and assump-
tions used in the design of SPAND. We also compare SPAND
with alternate designs and discuss which applications arc likely
to benefit most fram the SPAND architecture,

A, Netwark Model

The network moedel and abstractions that underlie our work
are summarized in Figure 1. The network is abstracted into
“domains” of high-bandwidih, low-latency, and relatively un-
congesled connectivity, each connected by a wide-ares internet-
work. The properties of network paths between domains are
unknown, but are usuzally an order of magnitude lower quali-
ty than inira-domain paths, In addition, the quality of different
wide-area paths can be very different.

In the next section, we show how this network model leads
to the design of SPAND, Details about the design of an carlier
version of SPAND as well as client aceess patterns are available
in [4],

B. Design Choices in SPAND

Our architecture incorporates four important design choices
that offer significant advantages over alternate approaches:

« First, our measurements are shared. Hosts explicitly share the
measurements they make by placiag them in a centralized per-
domain repository.

The decision to vse shared measurements follows directly
from the nctwork model. If two hosts in a local domain have
high-quality connectivily to each other and lower-quality con-
nectivily to some distant host, they can share performance in-
formation becausce it is likely that they ohserve the same perfor-
mance 1o some distant host.
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« Second, our measurements are passive, Instead of actively
probing the network using ICMP packets or simulated connec-
tions, we rely on the traflic that applications generate as they
communicate with other Internet hosts,

A significant advanlage of passive measurements is that they
do not introduce additional traffic into the network. Many ac-
tive probing systems, such as Cprobes [5], Packet Bunch Mode
[6], and Pathchar [7], use tens of kilobytes of prabe traflic to
generate a single performance measurement. This probe traffic
is not directly used by any application and could be a signifi-
cant portion of the wraffic between a pair of hosts. Widespread
use of active probing could significantly reduce the bandwidth
available to uselut application traffic.

An additional advantage of passive monitoring is that it mea-
sures performance for most popular destination hosts. Desti-
nation hosts that intcract often with local hosts generate more
traffic, and as a result, more network measurements.

» Third, our measurements are application specific. Instcad of
using network-level statistics such as routing metrics, latencies,
or link bandwidths as the basic report in our systemn, we rely on
application-ievel measurements such as response time or Web
page download time to drive application decisions.

By measuring application-level performance, we are guaran-
teed to measure what the application is most interested in — cnd-
to-end performance. Many existing systems usc metrics such as
routing information [8] {91, round trip estimates [1], geographic
locality [10}, and bandwidth [5] to determine the relative perfor-
mance of diffcrent hosts. Some existing frameworks are more
general but current implementations rely on routing metrics [11]
or round trip lime [12]. Unfortunately, these metrics often do
not carrelate with application-level perfermance. For example,
a host that is many network hops away may perform better than
a host that is closer. In fact, recent measurements from [13] have
shown that some servers with high loads provide better applica-
tion response times than less busy servers,

Other systems [14] [15] make application-level measure-
ments of transfers initiated by “robots”. However, these systems
must ensure that the robot's transfers accurately reflect the us-
age patterns of actual clients. The robots may use transfors that
are too long or too short, download a different st of Web pages
than typical users, or space transfers so that they do not reflect
an actual user’s “think time”.

o Lasily, our system is extensible. Our architecture makes it
very easy to integrate new applications and new metrics into
SPAND.

We cannot predict in advance all possible applications that
may wish to use SPAND to measure and store performance in-

‘formation. Rather than providing a limited sot of network per-

fermance metrics such as bandwidth, latency, packet loss proba-
bility, etc., we present a more database-like interface to applica-
tions and allow them to specify their own performance metrics.
We continue to measure and store basic performance metrics
such as bandwidth and round trip time which are used by some
applications.
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C. Measurement Noise and How it Affects Applicarion-level
Decisions

Although the shared, passive design of SPAND provides sig-
nificant advantages, it also introduces significant challenges.
‘The hasic question that arises [rom these challenges is whether
a shared, passive system can provide accurate performance pre-
dictions. All of the statistics measured in SPAND have a certain
amannt noise associated with them. This noise can be divided
into scveral categories:

« Network noise is inhcrent in the state of the network, If a
single client made back-to-back measurements of the state of the
netwark, it would see some degree of variability in the statistics
they measured.,

s Sharing noise results from inappropriate sharing of network
measurements between hosts and applications. By sharing in-
formation across hosts in a demain, SPAND assumes that these
hosts observe similar application parformance. However, this
assumption may be incorrect due to differences in local clients’
connectivity, differences in network stack implementations, or
other differences between clients.

s Temporal noise results from the use of out-of-date network
measurements that no longer reflect the true state of the net-
work. Since SPAND relies on passive measurements, it has no
conirol over the timing or frequency of network measurements.
Unfortunately, measurements taken at a particular moment may
not reflect the state of the nelwork at some later time,

SPANDY's use of shared, passive messurements assumes that
these sources of noise are minor factors. To verify these as-
sumptions, we performed some experiments designed to mea-
sure network, sharing, and temporal noise. Although not com-
prehensive, these experiments attempt to give a rough indication
of how much noise is likely to come from network, sharing, and
temporal sources.

C.1 Contribution of Network and Sharing Noise

To give a rough indication of the amount of network noise that
can occur, we analyzed a packet trace collected at the gateway
betwecn the UC Berkeley Electrical Engineering and Comput-
er Science Departinent and the rest of the Internet, This packet
trace consisted of approximately 700,000 TCP connections be-
tween TCP senders in the Internet and TCP receivers inside UC
Berkcley. The trace was collected between 6am on June 14,
1999 and 4pm on Junc 14, 1999, The trace consisted of 1516
unigue UCB hosts and 22,710 unique distant hosts,

When post-processing the trace, we only considered TCP
connections that transferred at least 1 kilobyte and only con-
sidered (sender,receiver) pairs that had at least 30 conncctions
between them. We measured the duration of each TCP connec-
tion as well as the number of bytes transferred in the connection
and divided these two measurements to cbtain a generic “avail-
able bandwidth” network performance metric for each connec-
tion. To measure the variation in performance, we measured
the fraction of transfers ¢ where the performance for a given
(sender,receiver) pair was more than a factor F' away from the
median performance for that pair. A value of ¢ close to 1 indi-
cates a great deal of variation and a value close to O indicates
relatively stable performance. This unitless quantity allowed us
to compare variation in performance for (sender,receiver) pairs
0-7803-5880-5/00/$10.00 (c) 2000 11131
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that may potentially have different available handwidth mea-
surements,

To quantify network, sharing, and temporal noise, we per-
formed the following analyses with the trace. We first measured
the amount of network noise in the trace by examining the vari-
ation in performance for individual (sender,receiver) pairs over
a relatively small period of 30 minutes from 1pm 1o 1:30pm.
We then assumed that the receivers would share performance
information and again measured the variation in performance,
this time for (sender,receiver) pairs over the 30 minute period.
(The size of sharing group varied from a single client for unpop-
ular distant hosts to hundreds of clients for more popular distant
hosts). The difference in variation between these two cases al-
lowed us to measure the sharing noise introduced by sharing per-
formance information between receivers, We then repeated the
experiment again by considering longer and longer time scales
starting at 6am and continuing until 4pm. Examining the varia.
tion for longer time scales allowed us to measure the amount of
temporal noise introduced by using potentially stale past perfor-
mance information to indicate cureent performance.

Figure 2 shows the vesults of the first analysis, The x ax-
is shows the fraction of time that the actual performance for a
given (sender,receiver) pair was more a factor If away from the
median perfermance observed for that pair of hosts, and the y
axis shows cumulative probability. There are 5 curves on the
graph, one for factors of (from left to right); 4, 2, 1.5, 1.25, and
1.1, respectively, We see from the figure that the avaitable band-
width for individual connections is almost always more than
10% away from the median bandwidth for a (sender,receiver)
pair, and that differences of as much as 400% are common, This
means that network noise limits the granularity of application-
levet adaptations to relatively coarse-grained decisions that dif-
ferentiate between order of magnitude changes in pecformance.

Figure 3 shows the results of the second analysis. In addition
to the curves in figure 2, the figure shows the degree of vari-
ation when local receivers share performance information and
comparisons are made on (sender,group of receivers) pairs in-
stead of (sender,receiver) pairs, (The order of the curves from
[EEE INFOCOM 2000
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left to right is the same as in figure 2). We see that for each
{actor F', there is only a small increase in variation from sharing
petformance information between receivers. This means that
sharing noise is relatively unimportant when compared to net-
work noise, and the benefits of sharing (increased avatlability
of network performance information) outweigh the additional
variation in performance,

Tigure 4 shows the effects of different time scales on perfor-
mance variability, For this graph, the factor F is set to 2 and
the time scale varies {from left to right) from 30 minutes to 10
hours. The performance variability increases as the time scale
grows to 6 hours. Further increascs of the time scale beyond this
do not affect the variability. For small time scales, however, the
difference from the initial 30 minute period is modest, This im-
plics that temporal variations can be significant, but over small
time scales, the benefits of using past measurements outweigh
the additional increase in variation.
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D. Applications Requirements

The SPAND architecture is designed to be extensible in order
to support a wide variety of applications. In general, SPAND
waorks best for applications that meet the following criteria:

o Applications that do not initially have enough network perfor-
mance information to make a good adaptation decision

» Applications that cannot easily change their adaptation deci-
sion once it is made,

o Applications that do not have a way of sharing performance
information with other instances of the same application

These criteria are more easily explained using some exam-
ple applications. The following three examples meet the above
criteria to various degrees:

o An adaptive WWW browser, where a client selects the version
of a Web page best suited to it current performance,

« Bulk transfer applications, where a client sclects one of a
number of mirror sites to relrisve a single large object

+ Streaming multimedia applications that use RLM [16], where
clients select the number of layers they wish to receive from a
multicast source

The WWW browsing application meets all of the above crite-
ria. A client typically contacts ane among large number of Web
servers and downloads a few pages from it. This makes it unlike-
ly that a client has enough information to select an appropriate
representation to download, In addition, the client gains little by
choosing an alternate representation for subsequent downloads
if the original choice was inappropriate.

The bulk transfer application meets some, but not all, of {he
criteria, It is difficult for a single client to determine which mir-
ror will result in the best performance. The client would either
have to download the content from all of thom simultaneously
or select ene at random. The client might be able to ¢ffciently
change its selection if the application supports mechanisms for
retrieving sub-ranges of documents,

For both of the above applications, it is difficult to share per-
formance information in a distributed manner, as the client ap-
plications may be short-lived and cannot participate in a dis-
tributed sharing algorithm.

The streaming multimedia application meets only few of the
criteria and is not well suited to the SPAND framework. Al-
though a client may not have much information about the initial
number of layers to subscribe to, it can easily re-evaluate this de-
cision based on network conditions, adding or dropping layers
as necessary. Because executions of this applicalion are relative-
ly leng-fived, it is also easy for the application clients to share
performance information in a distributed manner. For example,
the application could periodically advertise network character-
istics using a separate multicast group. :

III. THE SPAND ARCHITECTURL

In this section, we describe the components of SPAND ar-
chitecture and how they communicale with each other. We also
describe how the architecture is extensible, facilitating the sup-
pori of newly developed applications,

A. Components of SPAND

Figure 5 shows a diagram of the components of SPAND,
SPAND is comprised of Client Applications, Performance
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Servers, and Packet Capture Hosts,

A.l Client Applications

Client Applications measure the state of the network and cre-
ate Performance Reports that summarize the observed perfor-
mance 1o distant hosts. They format of the reports are delined
by each applicaiion to contain the information it is most inter-
ested in, For example, instead of reporting available bandwidth
or round trip time, a Web client may report the amount of time
taken to retrieve a particular Web object.

A.2 Packet Capture Host

[n practice, it may be difficult to immediately upgrade al-
1 client applications 1o gencrate performance reports, To quickly
capture performance from a large number of end clients, we em-
ploy a Packet Capture Host that passively obscrves all transfers
to and from a group of clients (currently using BPF (17]). The
Packet Capture Host determines an application’s performance
from its observations and sends reports to the Performance Serv-
er on hehalf of the clients. The weakness of this approach is
that the Packet Caplure Host must use a number of heuristics
to recreate application-level information that is available at the
end client. Secticns IV-A.2 and 1V-B.2 describe some of these
heuristics.

A.3 Performance Server

After creating Performance Reports, the Client Applications
and Packet Capture Hosts send them to a Performance Server
that stores them in a database. Client Applications also send
Performance Queries to query a Performance Server for the ob-
served performance to a distant host. The Performance Server
respends with a Performance Respense that indicates the typical
perfarmance scen by clients.

B. Messages Between SPAND Companents

All messages betweoen the components of our system use a
format similar to Active Messages [18j. A SPAND message
contains a handler string, an active flag, a data length, and a
message-specific payload. If the active flag is 1, the handler
string indicates the name ol the function that should be used to
process the message. If the active flag is O, then the handler
string indicates the type of the message, Performance Reports
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and Performance Queries from Client Applications and Pack-
et Capture Hosts are typically active messages, whereas Perfor-
mance Responses from the Performance Server are typically not
active,

Ta incorporate a new application into SPAND, an application
writer implemienis active message handlers and integrates them
into the Performance Server, The Performance Server is cur-
rently written in Java, so this process simply means placing the
Java class files at a location where the Java Virtual Machine's
class loader can find them. Although SPAND is extensible, the
system does not allow arbitrary clients to upload active message
handlers in real time as the Active Networks system [19].

Although applications can create arbitrary handlers for S-
PAND messages, most applications will provide at least the fol-
lowing basic handlers:

o AddPerft Add the following Performance Report to the
database. The data portion of the message contains the Report.
» GetPerf: Process the [ollowing Performance Request, The
data portion of the message contains the Performance Reguest.
o GerSumm: Return a summary of the database for this applica-
tion type. Usually, this includes the number of reports collected
for each key (e.2. address, URL, etc.) in the database.

o GetRaw: Return the raw Performance Reports for the speci-
fied key (e.g. address, URL, cte.). The data portion of the mes-
sage contains the key.

These basic handlers provide clients the ahility to add and
process reports.

IV, REALIZATIONS OF THL: SPAND ARCHITRCTURE

In this section, we describe two realizations of the SPAND
architecture, The first realization measures the performance of
generic bulk transters that use TCP as their data transport. The
second realization measures pesformance for an HETP-specific
data transport.

A. Bulk Transfer Application

The goal of the bulk transfer realization is to measure perfor-
mance for an application that uses a single TCP connection to
send data from one host to another, We assume that the trans-
mission of data is limited only by the speed of the network and
not the speed of the sender or receiver of data, Our realization
obtains the following metrics from the data transfer: the avail-
able bandwidth for the connection, the round trip time for the
connection, and the time to completion for a specific transfer
size of B bytes,

Although this realization does not measure true cnd-to-end
application level performance, the stafistics it measures are use-
fut to large number of applications that use TCP connections for
bulk data transport. The resulting system provides information
about the current state of network communications and is simi-
lar to many other networking monitoring systems,

A.l Bulk Transfer Metrics

The available bandwidth metric estimates the long-term
bandwidth that a ene-way transfer using a single TCT connec-
tion will receive, similar to the 1ETF IPPM Working Group’s
Bulk Transfer Capacity metric [20]. We measure available band-
width as the totat length of a transfer divided by the total time of
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Time (maso)

Fig. 6. Process to compule time-to-completion metric,

the transfer, including the initial SYN exchange but not includ-
ing the FIN exchange.

The round trip time metric reports the smoothed round trip
time between hosts in a local domain and & specific host in a
distant domain. Individual round trip time samples are mea-
sured from the time when a TCP packet is sent out to when

the acknowledgement for that packet is received. The individu--

al samples are then exponentially smoothed using an algorithm
similar to the one used by TCP [21].

The third metric, time fo completion, is useful to application-
$ that know a cannection’s transfer size in advance. We define
time to completion as the time T needed to transfer B bytes us-
ing a single TCP connection, including connection set-up lime.
A significant advantage of this metritc is that it is non-parametric
and does not rely on an analytic model for the way a TCP con-
nection should behave ([22] [23]). Since the meiric reports ob-
served connection dynamics, we do not need 10 worry if the
models accurately predict TCP bebavior.

This process to determine time to completion is shown in Fig-
ure 6, We start by combining sequence number plots for a large
number of connections, resulling in a single seatter plot of se-
quence number vs. time. To aid in legibility, Figure 6 only
shows those points where the number of bytes transferred had
just surpassed a power of 2 (512, 1024, 2048, ...). On this s-
catler plot, we consider all points slightly above and below tar-
get number of bytes B, (B ~ 6, B 4 §). § is dynamically cho-
sen as the smallest § for which at least 20 points fall between
(B - 8,8+ 8). If § is greater than 5 kilobytes, we report the
statistic as not ineasurabic. If § is smaller than 5 kilobytes, then
we take the median time value for all points within the region as
the result T. The plot of time to completion in 6 show that the
metric does a good job of following the “center of mass” for this
set ol connections. We also see that in the 64 Kbyte case, our
algorithm does not report a metric because there arc not encugh
data samples to make a good estimaie,
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A2 Obtaining Metrics

Because the Packet Capture Host is not located at end clients,
it must infer how a TCP conncetion is used by an application.
This can lead to inaccurate measurements of network charac-
teristics such as bandwidth. For example, a Web browser may
use a persistent or keep-aiive connection to make many HTTP
requests over a single TCP connection. Simply measuring the
ohserved bandwidth aver the entire TCP connection will include
the gaps between HTTP requests in Lhe total time of the connec-
tion, leading to a reduction in reported bandwidth, Te account
for this effect, the Packel Capture Host uses heuristics Lo detec-
t these idle periods in connections, When the Packet Capture
Host detects an idle period, it makes two reports: one for the
part of the connection before the idle period, and another for the
part of the connection after the idle period,

The Packet Capture Host also uses heuristics to make round
1rip time measurements. Because the Packet Capture Host lies
between the endpoints of the TCP connection, it cannot directly
measure the round trip time of the connection. Instead, it makes
separate measurement of the round trip time {rom the local client
to the Packei Capture Host (using data sent to the ¢lient) and
from the Packet Capture Host to the distant host (using data sent
ta the distant host). The measurements for each component of
the path are individually smoothed and then added together to
result in a single SRTT measurement.

B. HTTP Applications

The goal of the HTTP realization is to measure performance
for applications that use HTTP {on top of TCP) [or data trans-
port. Web browsers use HT'TP to download Web pages that usu-
ally consist of an HTML document and several inline images,
These objects are usually retrieved using muktiple TCP connec-
tions. As a result, metrics that enly report the performance of
individual TCP connections are not as vseful to applications as
metries thar report full-page download times,

The most important reason to extend SPAND to have HTTP
specific metrics is that the retrieval time for many Web pages
is not limited by the network but by server perfermance. For
example, many Web pages are produced as the output of server-
side execution of Common Gateway Interface (CGI) programs.
In addition, the performance of SSL transfers [vrom securc Web
sites is often limited by computation speed. Systems that only
report network statistics would not be able to predict the dif-
ference in performance for these pages or servers. The ability
to cxtend SPAND to incorporate server-side execution time is
cssential o building adaptive Web applications.

B.l HTTP Metrics

To overcome these limitations, we measure and reporl Web
object download time as the primary mettic for HTTI* applica-
tions. We define the Web object download as starting when the
application initiates the transfer and ending when the applica-
tion receives the last byte of content for the Web object. This
also includes any server execution time as the result of CGI pro-
grams. In addition, the system records the download time for a
Web page which is the total time taken to download the HTM-
L. objecl and all ils inline irmages. When combining multiple
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reports together, SPAND reports the median download time ag
“typical”.

B.2 Obtaining Metrics

The Packet Capture Host measures the Web downtoad times
by cxkamining the HTTP headers and responses in TCP connec-
tions. This can be difficul; a single TCP connection may be
used lor a single HTTP transaction (for HTTP/L.0) or multi-
ple HTTP transactions (for HTTTY1.1). In addition, the Packet
Capture Host needs to link the muitiple HTTP transactions that
comprise a Web page to report its total download time.

The Packet Capture Host first recreates the ordered byte
stream from individual TCP packets and parses the HTTP head-
ers in the byte stceam. It uses the Content-Length: field
in HTTP Responses to identify the transfer of individnal We-
b objects. The Web object download time is then measured ag
time batween the SYN exchange of the connection and arrival
of the last byte of the object. For subsequent HTTP requests
using the same conneclion, we start the measurement with the
transmission of the first byte of the HTTP request instead of the
beginning of the SYN exchange.

In order to link together the transfers that comprise a Web
page download, the Packet Caplure Host uses the Referret:
ficld in each HTTP request. The Referrexr : indicates the ab-
Jject from which the current request was referred. Therefore, the
header for the transfer of each inline image contains the name
of its associated HTML page. Although inclusion of this field
is nol mandatory, only a few Web clients such as JDK/1.1 and
Peinteast do not include this header field. The Packet Capture
Host uscs a two-pass approach to recreate the Web page transfer-
5. The first pass links together HTML pages and inline objects
using the Referrer: feld, and the second pass makes Per-
[ormance Reports using the information gained from the first
pass. We wait long enough between the two passces to assure
that most Web pages have been completely trausferred by the
time the second pass starts.

C. SPAND Clients

We have developed several applications that vse the bulk
transfer and HTTP specific metrics described in the previous
scetion, These applications were all developed using Muffin
{247, an extensible HTTP proxy that allows the addition of cus-
tomized filters for filleting HTTP request, response, and content
streams. We briefly deseribe a few applications here.

We have added an HTTP request filter (o Muffin that us-
es SPAND and HTTP Content Negotiation to reduce Web ob-
ject download times [25]. The Content Negotiation protocol
presents a Web client with a list of different versions of a single
Web object and allows the client to select one of the variants to
download. Our system vses iranscoding to produce versions of
the same Web object that are of different sizes and content fideli-
ty. The request filter attempts to keep Web page download time
fixed by sclecting the best quality version that can be transterred
in the target time. We have also added a content filter to Muf.
{in that inserts informative jcons in HTML documents that indi-
cate the expected download time for hyper-linked objects (6.g.
red icons for slow downloads, green icons for fast downloads),
The filter uses SPAND to decide which icon to place beside the
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hyperlink. In addition, we have written several diagnostic lools
that allow users to browse the contents of the Performance Sery-
er's database. Finally, we have written an HTTP mirror server
selection tool called LookingGlass, The details of this tool are
described in the next section,

Y. LOOKINGGLASS; A SERVER SELECTION APPLICATION

One of the common methods to improve Web perfor-
mance has been (o replicate popular data items on multi-
ple mirror sites. For example, the most popular down-
load from www.download.com on Feb 1, 1999 (a chat pro-
gram called ICQ) is available from 17 distinct sites in 13
countrics,  Similarly, the mirror page lor www.tedhat.com
(htip:/fwww.redhat.com/mirrors. html} lists 82 distinct sites in 28
countries, There are several prablems that avise from mirroring
Web content at multiple locations:

o Mechanisms for Mirror Advertisement: There must be a way
for Web servers to advertise where the mirrors are located,

+ Metrics for Mirror Runking: There must be a way to rank the
mirror locations in terms of their quality of connectivity to local
Web clients,

o Mirror Selection Algorithm: Given a ranking, there must be a
way for Web clients to select the most appropriate mirror from
which to download the object.

Currently, these problems are handled in manual and ad-hoc
ways. To address the problem of mirror advertisements, the us-
er is usually presented with an HTML page containing informa-
tion about the mirror servers as well as links to the mirrored
data, The administrator of the primary site must update this
page every lime a mirror is added or deleted, The mirror rank-
ing process is petformed by the end-user using metrics such as
geographic location or advice from the Web site administrator.
Unfortunately, such metrics do not necessarily indicate the best
server for a user. ‘The mirror selection algorithm is handied by
the user clicking on a link on the HTML page of the mirror sites.
This technique may lead to “hotspots™ where all users attempt
to download the object from the same mirror location.

A. The Solution: LookingGlass

LookingGlass is ar HTTE server selection tool that address-
es the above problems in the mirroring of Web content. It ad-
dresses the problem of mirror advertisements by automatically
collecting information about the location of mirrored objects. It
uses the Web object download metric for mitror ranking. How-
ever, instead of always selecting the server with the best metrie,
LookingGlass randomizes the selection with weightings in pro-
portion to the metrics returned by SPAND, LookingGlass uses
SPAND as the repository for both mirror tocation and mirror lo-
cation performance information, In the following sections, we
describe these mechanisms and algorithms in more detail,

ALl Mechanisms for Mirror Advertisements

There are two major flaws with the current method lor ad-
vertising mirrored objects. First, the mirrors are manually ad-
vortised by creating an HTML page. Second, the mirrors are
advertised from a single location, usunally from the primary site.
Our solution addresses both of these problems by providing a
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teansparent way to advertise mirrored objects, and a distributed
algorithm for disseminating this information.

We can make the process of advertising mirrors transparent
by using HTTP’s Transparent Content Negotiation mechanis-
m [26]. LookingGlass advertises alternate locations of a Wob
ohject by using the Content Negotiation “Multiple Choices"” re-
sponse to HTTP requests. The following example shows how
this response desciibes the alternates and their characteristics:

HTTP 300 Multiple Choicea:
Date+ Tue, 11 Jan 1996 20:02:21 GMT
TON: List
ARlternates:
{**hitep: //ua, imdb.org/index. htnl ‘"’

{type text/html} {(length 21761},
{**http://uk.imdb,org/index. html’ "

{type text/html} {length 21761},
{*‘http://ip.imdb.oxg/index . html’’

{type text/html} {length 2176}}

When a Web client receives a multiple choices response, it
chooges one of the alternates and retrieves it from the specified
logation.

In this approach, however, Web clients must still contact the
primary site to receive the list of alternates, and the adminis-
trator of the primary site must still manually create the tist of
alternate objects. This problem can be solved using “gossiping™
or “epidemic” information dissemination algorithms [27], We
chose to usc an architecture similar to the one used by NNTP
Servers [28] to disseminate the st of mirrors to all mirror loca-
tions. This allows the client to use any mirror to obtain the fuli
list of mirror locations for a particular object, In addition, the list
of mirror locations can also be cached in the SPANT} database,

A2 Metrics for Mirror Ranking

The primary metric we use for the ranking of mirrors is the
typical document download time as described in IV-B.1. In cas-
es where a ¢lient experiences a failure in retrieving a documnent
from a mirror, we report a large constant value which is greater
than the worst possible download time.

A3 Algorithm for Mirror Selection

Once a client has the list of mirror locations, it must select
which location to download from. Regardless of the metric used
to choose the best mieror, our algorithm must have the following
features:
¢ Recommend efficient mirror locations
o Avoid overloading a single mirror location
o Bnsure that the network performance information for lowly
ranked mirror locations is kept up-to-date

These goals can sometimes conflict with each other, For ex-
ample, ta keep timely performance information for lowly ranked
mirror locations, it is necessary to occasionally direet clients to
these mirrors.

To achicve these goals, our algorithms generate the following
four vatues:

« A primary location: The server that the client should use.

o A backup location: The best performing server.

« An experiment time: The minimum time that the client must
attempt Lo retrieve content from the primary location,
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o A target number of bytes: A performance level that should be
considered acceptable for the primary location.

The system uses a weighted randomized sefection for the pri-
mary location. For each mirror location, we use the response
time ; to construct a weight for that mitror w;. We experiment-
ed with following five weighting functions:

o Uniform: uy = 1

o Inverse: w; = 1/

o Inverse Squared: w; = 1/z

» Bxponential: w; = e™%¢

¢ Bxponential-Uniform Hybrid: w; = e™™ orw; = 1 with
probability z. This means that 2% of selections follow a uniform
disteibution and (1 — 2)% of selections follow an exponcntial
distribution,

o Hyperexporential: w; =e™°

After the weights of the different servers are calcnlated, the
sum of the weights is normalized to one (i.e. L;w; = 1), We
randomly s¢lect & mirror location according to the weights and
recoramend that mirror to the client, This distributes load across
multiple mirrors and assores that lowly ranked mirrors are still
visited accasionally. In Section V-C, we show how the choice
of weighting function affects client performance.

Unfortunately, clients sent to lowly ranked mirrors will face
longer retricval times, Since this significantly reduces the incen-
tive to use our system, LookingGlass provides a backup mirror
Tocation for clients to use. When the LookingGlass HTTP proxy
receives this information, it starts downloading the content from
the primary location. If the proxy has not reccived the target
number of bytes from the primary location at the end of the ex-
periment time, LookingGlass switches to the backup location
to complete the transfer, The proxy always generates a perfor-
mance report for the primary mirror and the backup mirror if it
switches to it,

The target number of bytes is initially fixed at a fraction (we
used 10%) of the total document size. The system sets the ex-
periment time to its estimate of how long it should take for the
best known mitror to transfer that fraction of the document. Our
algorithm also divides the target number of bytes by a constan-
t called the aggressiveness factor before returning it to Look-
ingGlass. This constant can be any value greater than §. By
changing the value of the agpressiveness factor, we make clients
more or less aggressive in giving up on a lowly ranked mirror
and switching to the backup location, Greater values of the ag-
gressiveness factor make clients less likely to switch to a backup
because the target number of bytes decreases, In Section V-C,
we show how the choice of this constant affects client perfor-
mance.

This algorithm has the attractive property that it bounds the
amount of time that a client will attempt to use a possibly lowly
ranked mirror before giving up on it and switching to the backup
mirror, This meets both goals of maintaining reasonable clien-
t performance and keeping up-to-date network performance s-
tatistics,

a5

B. Experimental Methodology

To test the effectiveness of LookingGlass, we analyzed a set
of application-level races collected by researchers at Carnegie-
Mellon Univessity [29], The traces were generated by having
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application-level client robots download Web objects from a
collection of Web servers that mirrored the same content. The
clents downloaded objects in a series of rounds, In each round,
the client retrieved the same object from cach tnirror location
and recorded the document download time for each mirror, The
results we present here are from a UC Berkeley client that down-
loaded a 450 Kbyte image from the Mars Pathfinder mission
from a collection of 20 mirror locations, The primary mirror
location was at the Jet Propulsion Laboratory, and the mikror
localions ranged {rom the Bay Area to Hawali.

To conduct our experiments, we used the traces {o indicate
what the clicat performance would be if it used LookingGlass
to seleet the most appropriate mirror. At the beginning ol each
round, the client used LookingGlass to determine the primary
an¢ backup mirror locations, the experiment time, and the lar-
get number of bytes, We used the information from the trace to
determine how long the client would actually have taken to com-
plete the transfer, including downloading the dociument from the
primary mirror and, if necessary, switching to the backup mitror.
Only download times for the primary and (if the client switched)
the backup mirror locations were added to the collection of per-
formance information for the next round. For each round, we
reported the ratio of the actual time taken by the client and the
minimum observed download time for all mirrors in that round,

C. Results

In this section, we examine the sensitivity of our system to
several paramelers:
o The choice of weighting function in ranking mirror locations
o The sealing constant for the experiment time that controls the
aggressivencss of clients in giving up on mirror locations

We also compare our system’s use of network performance
information against aliernate wethnods, such as sclecting the ge-
ographically closest, network topologically closest, random or
primary mirror site.

C.1 Choice of Weighting Function

Figure 7 shows the results of using different weighting func-
tions in ranking mirror locations. The aggressiveness factor was
set 1o 5 in this experiment.

We sce that the hyperexponential and uniform weighting
functions lead to the worst performance, as they give too much
and too little weight, respectively, to the poorly performing
hosts. The uniform weighting function does not take any per-
formance information into account, and clients often visit mir-
ror locations that have bad performance. The hyperexponential
weighting function assigns oo much weight to hosts that are
initially highly ranked. As a result, clients continually visit the
same small set of mirrors and do not discover other mirrors that
may have better performance.

The 1/ weighling function performs better than the uniform
and hyperexponential functions but worse than the exponential
and 1/2? functions, As expected, the hybrid function ranges
between the exponential and uniform fonetions depending on
the value of the mixing constant z,

Of all these functions, we see that the exponential weighting
function does the best at maximizing client performance.
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C.2 Choice of Aggressiveness Factor

Figure 8 shows the sensitivity of the aggressiveness factor on
client performance. The weighting function was a exponential-
uniform hybrid with a 5% probability of ¢hoosing a uniform
distribution for this cxperiment. As the factor decreases, clients
become more aggressive, switching to the backup host even
for small differcnces in performance. As the factor increases,
clients become more tolerant of significant performance differ-
cnces and as a result their performance degrades.

C.3 Choice of Ranking Metric on Performance

Figure 9 summarizes the maximum benefits of nsing Look-
ingGlass over alternate ranking metries that do not take network
performance information into account. There are several CD-
F curves, each representing a different server selection method,
In this experiment, LookingGlass used the exponential-uniform
hybrid weighting function with a 5% probability of choosing a
uniform distribution, and an aggressiveness factor of 1. We also
considered the following alternate methods:
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to download mirrored Web ohjects in near-optimal time.
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