
RFIDEDGERSERVERIMPROVEMENTS 

Inventor: 
Kenneth R. Traub 

[0001] The following Appendixes concern RFID Edge Server Improvements: 

DynamicReaderConfiguration 
EdgeDeviceConfiguration 
ConfigurationDesign 

[0002) These three documents relate to features for creating and modifying configuration 

information for RFID readers and other devices under the control of an RFID Edge Server. These 

documents disclose a metadata-driven description of configuration information, and the ability to 

dynamically define or change configuration without restarting the Edge Server or interrupting the 

activities of applications receiving data from the Edge Server. The first document is the main 

design doc, the second doc is an earlier design that was implemented but never released (but 

much of which was carried over to the present implementation), and the third is some supporting 

software that was contained in earlier product releases. 

[0003) The features described in the first two documents include: 

GUI-API mapping 
Ualegui-mvc 
Admin Console 1.3 Design 
UALEGUI Visual Design 
Unified ALEGUI-AI 
Unified ALEGUI - Code Design 

[0004) These six documents relate to two new features. One is a GUI that presents the 

dynamic configuration capability as described above. The other is a feature by which users can 

graphically define filtering and other processing operations for RFID data. 

EPC-PS-Design 
EPCPSWebGUIDesign 
EPC-PS-Design 

[0005] These three documents describe a new component of an RFID Enterprise Server, 

called the EPC Provisioning Service. It provides a way to centrally coordinate the assignment of 

unique serial numbers that are encoded by the RFID Edge Server onto RFID tags. 
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[0006] One embodiment may be implemented using a conventional general purpose or a 

specialized digital computer or microprocessor(s) programmed according to the teachings of the 

present disclosure, as will be apparent to those skilled in the computer art. Appropriate software 

coding can readily be prepared by skilled programmers based on the teachings of the present 

disclosure, as will be apparent to those skilled in the software art. The invention may also be 

implemented by the preparation of integrated circuits or by interconnecting an appropriate 

network of conventional component circuits, as will be readily apparent to those skilled in the 

art. 

[0007) One embodiment includes a computer program product which is a storage medium 

(media) having instructions stored thereon/in which can be used to program a computer to 

perform any of the features presented herein. The storage medium can include, but is not limited 

to, any type of disk including floppy disks, optical discs, DVD, CD-ROMs, micro drive, and 

magneto-optical disks, ROMs, Rams, EPROM's, EPROM's, Drams, Rams, flash memory 

devices, magnetic or optical cards, Nano systems (including molecular memory ICs), or any type 

of media or device suitable for storing instructions and/or data. 

[0008] Stored on· any one of the computer readable medium (media), the present invention 

includes software for controlling both the hardware of the general purpose/specialized computer 

or microprocessor, and for enabling the computer or microprocessor to interact with a human 

user or other mechanism utilizing the results of the present invention. Such software may 

include, but is not limited to, device drivers, operating systems, execution 

environments/containers, and user applications. 

[0009] The foregoing description of preferred embodiments of the present invention has been 

provided for the purposes of illustration and description. It is not intended to be exhaustive or to 

limit the invention to the precise forms disclosed. Many modifications and variations will be 

apparent to one of ordinary skill in the relevant arts. For example, steps performed in the 

embodiments of the invention disclosed can be performed in alternate orders, certain steps can be 

omitted, and additional steps can be added. The embodiments were chosen and described in 

order to best explain the principles of the invention and its practical application, thereby enabling 

others skilled in the art to understand the invention for various embodiments and with various 

modifications that are suited to the particular use contemplated. It is intended that the scope of 

the invention be defined by the claims and their equivalents. 
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1 Introduction 
In RFTagA ware Vl .1, the edge server is configured by means of an edge . props file, which is a Java­
properties formatted file that configures: 

• The name of the edge server and the port on which its Soap server listens for connections. 

• Internal matters such as thread concurrency and queue depths. 

• Location( s) of EPC company prefix index translation tables. 

• Other settings for: persistence, telemetry, notification drivers and default notification delivery failure 
handling. 

• Physical readers: driver class, and per-driver configuration items. 

• Composite readers. 

• Filters for logical readers. 

• Triggers: driver class, and per-driver configuration items. 

There are major problems with relying on an edge. props file for configuring all of these aspects of the 
edge server. First, editing this text file isn't viewed as being a user-friendly part of the RFTagAware 
experience. Second, the file-based configuration is static, only being read by the edge server at start up 
time. If any changes are made to the configuration file, the edge server must be stopped and restarted, 
which is not only inconvenient but also unacceptable in an operational setting. Third, there is no easy way 
to remotely administer the edge . props file. 

The purpose of this project is to define an object model and remote API to allow the edge server to be 
configured, supplanting at least part of the edge. props configuration items. In particular, the aspects of 
edge server configuration having to do with readers (physical, logical, composite), filters, and triggers will 
be subjects of this new "ALE Configuration" APL 

2 Use Cases 

2.1 Administrative Console 
The "Admin Console" is currently the primary user~visible manifestation of a RFTagAware deployment. 
This is where all edge servers are listed and monitored, where ECSpecs and PCSpecs are (someday) 
authored and deployed, and where telemetry and alerts are marshalled. 

One can envision that the Adrnin Console will be extended to allow the configuration of an edge server to 
be viewed and manipulated via the ALE Configuration API, for example allowing new readers to be 
defined and configured, triggers to be created, etc. 

The Use Cases in this section concern how the Adrnin Console might manipulate an edge server's 
configuration through the ALE Configuration APL 
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2.1.1 Initial Product Evaluation 
In this use case, RFTagA ware is being installed by a potential customer who is evaluating the product in a 
development lab. 

The main flow is as follows: 

1. The customer uses the RFTagA ware installer application to install RFTagAware. An edge . props is 
created by the installer that configures the edge server's name, listening port, etc., and establishes good 
defaults for various parameters that remain under edge . props' control. 

The initial edge server configuration includes no readers (except perhaps for the reader simulator). 

2. The customer brings up the edge server and the adrnin console. 

3. The customer uses the admin console to define and configure one or more readers. The admin console 
"knows about" the supported readers, and presents configuration screens tailored for each kind of 
reader. 

3.1. The admin console implementation uses the ALE Configuration API to carry out the various 
operations on the edge server to defme and configure the readers as directed by the customer's 
interaction with the adrnin console. 

3.2. As each reader is defined and configured through the ALE Configuration API, the edge server 
persists this state so that the reader defmitions survive restarts of the edge server. 

Variations: 

For step 3, the admin console also allows "other" kinds of reader to be configured, by specification of an 
driver class and driver-specific properties. 

For step 3, the customer can also use the admin console to define and configure composite readers, filters 
for logical readers, and triggers. 

2.1.2 Tagging Station Reconfiguration 
In this use case, an existing RFTagA ware deployment in an operational setting is updated by a site 
administrator to reflect a change to a tag reading ( or writing) station. 

The main flow is as follows: 

1. A decision is made to add a reader to a tag reading ( or writing) station. 

2. The site administrator uses the admin console to view/manipulate the state of the edge server that is 
associated with the tag reading station to be reconfigured. 

3. The site administrator uses the admin console to defme and configure the new reader. 

4. The site administrator uses the admin console to redefine any existing ECSpecs (or PCSpecs) that 
should be using the new reader. 

Variations: 

In. step 1, the change could instead be to remove a reader or replace a reader with one of the same or 
different type. 

In step 4, if the change involves replacing a reader but keeping the same logical reader names (such as 
when upgrading a reader), then it should not be necessary to update any existing ECSpec (or PCSpec) 
defmitions. 

In step 4, if instead the ECSpecs (or PCSpecs) had been authored to work in terms ofa composite reader 
instead of an explicit list of logical readers, then the site administrator could instead modify the composite 
reader to include the new reader, and then all ECSpecs (and PCSpecs) defined in terms of the composite 
reader would automatically pick up the new reader. 
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2.2 Discovery System 
A "Discovery System" is a piece of network management infrastructure that is responsible for noticing 
whenever a reader has been added to or taken away from a deployment site's network (how the discovery 
process works is beyond the scope of this document). 

The Use Case in this section concerns how a Discovery System might manipulate an edge server's 
configuration through the ALE Configuration APL 

2.2.1 New Reader Discovered 
In this use case, an existing RFTagA ware deployment in an operational setting is updated by the Discovery 
System in response to a new reader being plugged into the network. 

The main flow is as follows: 

1. A site technician installs a new reader, plugs it in to the site network, and powers up the reader. 

2. The Discovery System sees the new reader. 

3. The Discovery System connects to the RFTagAware edge server. 

• How does the Discovery System know *which* edge server to contact? For this use case, maybe 
there's only one edge server, and the Discovery System is statically configured to know where to find 
this edge server. 

The determination of which edge server should be configured for a newly discovered reader could be 
based on factors such as: subnet affinity; location-based rules, where location is determined by sentinel 
tags. 

4. The Discovery System uses the ALE Configuration API to define and configure the new reader in the 
edge server. 

• And how does the Discovery System know *how* to configure the reader? What name to give it? How 
to name its logical reader(s)? What polling interval to define? What filters to configure? What 
composite(s) to add it to? 

Some kind of reader-definition-template mechanism will be useful, where once the appropriate 
template is identified, filling in the reader configuration information becomes possible. Generally, 
adding the N+ l 'th reader to an existing group ofN readers will be automatable; configuring a uniquely 
new reader will generally require human intervention. · 

2.3 Control Server 
A "Control Server" is an RFTagAware component that oversees a network of multiple RFTagA ware edge 
servers. 

The Use Cases in this section concern how a Control Server manipulates the edge servers' configuration 
through the ALE Configuration APL 

2.3.1 New Reader Discovered 
This is very similar to the use case of 2.2.1,but where the question of *which* edge server to configure to 
use the new reader is central. 

2.3.2 Edge Server Decommissioned 
In this use case, an admin console associated with the Control Server is used to take an edge server out of 
service, migrating all of its workload to another edge server. 

The main flow is as follows: 

Version of 29 June 2004 at 1154 hours 29 Jm10 2QfM at I 04 4 haaFs ConnecTerra Confidential/Proprietary 
C:\DOCUME~ 1 \TMuir\LOCALS~ I \Temp\EdgeDeviceConfiguration.docZ:1sYss•;r,q:J.dif\dao~desiga\Gampa 
aeats'.RFTagAv,•afe Sea04\BdgeDe,,,ieeGaflfig.:w:atiaa imal desiga.dae 

Page 5 of; 

Adasa Inc. 
Exhibit 2011 

IPR2024-01416 
Page 7



1. A decision is made to permanently decommission an edge server (as opposed to temporarily failing 
over to a stand-by server). 

2. The site administrator uses the Control Server's ad.min console to designate the to-be-decommissioned 
edge server ("expiring") and another edge server (''uptaking") to which its work will be transferred. 

3. The Control Server enumerates all of the ECSpecs, PCSpecs, reader definitions, subscriptions, EPC 
caches, etc. of the expiring edge server, and creates corresponding definitions in the uptaking edge 
server. In the uptaking edge server, the ECSpecs and PCSpecs are defined in their suspended state. 

4. The Control Server suspends all of the ECSpecs and PCSpecs in the expiring edge server, and shuts 
down the expiring edge server. Then, the Control Server un-suspends the corresponding ECSpecs and 
PCSpecs in the uptaking edge server. 

Variations: 

In step 2, the site administrator can designate multiple edge servers to take up the decommisioned server's 
work. The need to distribute the assets of the expiring edge server to the multiple uptaking edge servers 
highlights the need for the ALE Configuration API to expose the various referential relationships among 
the various entities being migrated. · 

In step 4, the three phases (suspend expiring specs, shut down expiring edge server, un-suspend uptaking 
specs) want to be treated as a distributed transaction. 

2.4 Batch-Mode Configuration 
In this use case, an enterprise administrator rolls out a configuration change to a large number of deployed 
edge servers. At the time the changes are to be deployed, the edge servers are not necessarily running or 
available to be manipulated via the ALE Configuration APL 

The main flow is as follows: 

1. The enterprise administrator prepares a conf ig. ini t file for each edge server to be configured. 
Each such file contains one or more commands, in some human-readable syntax, where each such 
command is equivalent to an ALE Configuration API call. 

2. The enterprise administrator copies each conf ig. ini t file to its corresponding edge server's etc/ 
directory. 

3. The next time each edge server starts, it processes the contents of its conf ig. ini t file. 

4. After processing config. ini t, each edge server deletes that file. 

Variations: 

In step 1, the enterprise administrator prepares the,conf ig. ini t files in any of a number of ways: 

• hand-editing 

• using a text-processing tool such as Perl scripts 

• using a dedicated tool that presents a task-appropriate user interface, and then emits the file(s) 

In step 2, copying the config. ini t files out to the edge servers' etc/ directories can be accomplished 
several ways: 

• scp 

• ftp, etc. 

• any of the above, automated by the same dedicated tool used to create the conf ig. ini t files. 
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3 Architecture Overview 
The following component diagram shows the relationship between the readers/triggers, edge servers, the 
admin console, discovery system, and control server that were mentioned in the use cases. 

[] 
ALE f-M:lt':i+IIHl-,1 
API •• ,•• 

Configuration .-·1 
Edge Server 

[] 
Edge Server 2 

,,,, .......... 
IL ........ £'- '======== 

ALE 
Configuration 

API 

Discovery 
System 

[] 
ContJol Server 

Using the ALE Configuration API, an edge server is configured to work with one or more readers and zero 
or more triggers. The ALE Configuration API is accessible to the admin console, so that an administrator 
may view and manipulate the reader/trigger definitions in an edge server. 

The ALE Configuration API is also available to a discovery system that is responsible for noting the 
comings and goings of readers on the site network. The discovery system uses the ALE Configuration API 
to configure an edge server to use a discovered reader. 

A control server uses the ALE Configuration API to manipulate the configuration of multiple edge servers. 

4 Configuration Model 
The ALE Configuration API provides methods that expose and manipulate various aspects of an edge 
server's configuration. This API may be though of as a public interface to an underlying object model. 

We present this model as an entity-relationship diagram in this section. Important: this diagram is 
specifically for illustrating the ALE Configuration API, and does not reflect the underlying ALE 
implementation object model, despite the presence of similarly named entities such as "PhysicalReader", 
"LogicalReader", etc. 

In the interest of simplicity, triggers are not shown. 
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The «named» stereotype indicates that the entity is a collection of instances, each of which has a distinct 
name (akin to the primary key in a relational model). For example, an edge server can have any number of 
EC Spec instances, each of which has a unique name. In the ALE Configuration API, such entities are 
always reference by their name. When one entity references another, it does so via the name of the 
referenced entity (like a foreign key). 

ECSpecs and PCSpecs are created via the ALE and ALEPC APls, respectively. Each ECSpec (or 
PCSpec) refers to one or more "client" readers, each of which is either a logical reader or a composite 
reader. 

A composite reader is created by use of the ALE Configuration API, and is simply a collection of logical 
readers and/or composite readers. 

A physical reader entity is created by use of the ALE Configuration API, by specifying a driver 
implementation class and a set of properties, interpreted by the driver, that configure the physical reader 
instance. Each physical reader defmes one or more logical readers. 

Logical readers are not created directly by the ALE Configuration API, but instead are owned by a physical 
reader. 

Filters are created by use of the ALE Configuration APL Each logical reader may have an ordered 
sequence of filters configured for use during read cycle processing. 

4.1 Referential Integrity 
As can be seen in the entity-relationship diagram above, there are many referencing relationships among 
the objects manipulated by the ALE Configuration APL This raises the question ofreferential integrity: 

• May a referencing entity be created if the referenced entity does not (yet) exist? For example, may an 
ECSpec be defmed if it refers to a non-existent logical reader? 

• May a referenced entity be deleted? For example, may a filter that is part of a logical reader's filter 
chain be deleted? 
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Elsewhere, the various ALE APls maintain referential integrity. For example, an ECSpec definition is 
rejected if it references a non•existent logical reader. As another example, an EPC cache may not be 
undefined if any PCSpec references that EPC cache. 

Strongly enforcing referential integrity could make certain configuration manipulations very difficult. For 
example, suppose a physical reader with two logical readers (antennas) is to be replaced with two physical 
readers, each with a single logical reader. The replacement logical readers will have the same names as the 
original logical readers, so that existing ECSpecs (or PCSpecs) don't need to be modified. In order to carry 
out this replacement, while preseving referential integrity, it would be necessary to treat the individual 
operations (undefine the old physical reader, define the first new physical reader, define the second new 
physical reader) as belonging to a single transaction. 

Instead, a simpler approach is to permit referential integrity to be (temporarily) broken, as when the old 
physical reader has been undefined but the new physical readers has not yet been defined. 

5 The ALE Configuration API 
Like the other ALE APis, the ALE Configuration API is organized as a set oftop•level methods, helper 
objects, and exceptions. In this section we present the ALE Configuration API, with the top•level methods 
organized and grouped according to function. 

The API is presented using pseudo.Java syntax. Fundamentally, the API will be exposed as a SOAP-based 
remote invocation wire protocol, with a Java client binding provided to encapsulate the SOAP layer. 

In addition to the exceptions listed below, all methods also throw EngineException and 
RemoteException. 

5.1 Physical Reader Methods 
List getAllPhysicalReaderNames() 

void definePhysicalReader(String physicalReaderName, .EntitySpec spec) 

throws DuplicatePhysicalReaderNameException, 

DuplicateLogicalReaderNameException, 

EntitySpecValidationException, 

NoSuchDriverException 

void undefinePhysicalReader(String physi~alReaderName) 

throws NoSuchPhysicalReaderException 

void undefinePhysicalReader(String physicalReaderName, Referentialintegrity riControl) 

throws NoSuchPhysicalReaderException, 

InUseException 

void redefinePhysicalReader(String physicalReaderName, EntitySpec spec) 

throws NoSuchPhysicalReaderException, 

DuplicateLogicalReaderNameException, 

EntitySpecValidationException, 

NoSuchDriverException 
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void redefinePhysicalReader(String physicalReaderName, EntitySpec spec, 

Referentialintegrity riControl) 

throws NoSuchPhysicalReaderException, 

DuplicateLogicalReaderNameException, 

EntitySpecValidationException, 

NoSuchDriverException, 

InUseException 

EntitySpec getPhysicalReaderSpec(String physicalReaderName) 

List getLogicalReaderNames(String physicalReaderName) 

throws NoSuchPhysicalReaderException 

List getPhysicalReaderDriverNames() 

II TBD: methods to list ECSpecslPCSpecs that depend on a given physical reader? 

II 
II 

Not here- such methods should be part of the ALE and ALEPC 

APis. 

5.1.1 Helper objects 

The following helper object is used by all of the methods that define entity instances and return information 
about them: 

class EntitySpec 

String driverName; 

Map config; 

The dri verName identifies the driver class responsible for this entity. For now, this is just the fully­
qualified Java class name. 

The config is a set of name/value pairs, and is interpreted by the driver class. Each driver class should 
specify what names it looks for in the map and how it treats their values. 

The following enum is used by methods that could possibly break inter-entity references: 

enum Referentialintegrity 

ENFORCE, II throw InUseException rather than break reference 

RELAX II allow reference to dangle 

II UPDATE II remove the reference 

If ENFORCE is specified, a method such as undefinePhysicalReader () will throw 
InUseException if the operation would cause a reference to be broken (such as an ECSpec that 
references a logical reader defined by the to-be-undefined physical reader). 

If RELAX is specified, then enforcement of referential integrity constraints is not performed. This 
introduces the possibility of dangling references. For example, if a physical reader is undefined, and an 

Version of 29 June 2004 at 1154 hours 29 J1:1:He 2QQ4 at IQ44 haHFS ConnecTerra Confidential/Proprietary 
C: \DOCUME~ 1 \TMuir\LOCALS~ 1 \Temp\EdgeDeviceConfiguration.docZ:l,,,•sswrl,diF\dae~design~CaRea 
nents\RFTagAv,1aFe SepQ4\EdgeDevieeCanfigw=atian imel design.dee 

Page 10 of 

Adasa Inc. 
Exhibit 2011 

IPR2024-01416 
Page 12



ECSpec lists a logical reader which no longer exists as a result ofundefining the physical reader, then we 
say that the ECSpec has a dangling reference to a non-existent logical reader. In all such cases, we need to 
carefully specify the resulting behavior. In the present example, the ECSpec might operate as if the missing 
logical reader exists but always produces read errors (say). 

UPDATE is another possibility that we omit for now. This would maintain referential integrity by 
modifying a referencing entity so that it no longer references the deleted entity. For example, ECSpecs and 
PCSpecs would be altered to remove an undefined reader from their list of logical readers. 

• But what ifan ECSpec's final logical reader is removed by an UPDATE-mode operation? We would 
either have to change the rules to permit an ECSpec to have no logical readers (currently invalid), or 
we'd have to undefine the ECSpec altogether to maintain referential integrity. It is considerations such 
as this, coupled with a Jack of crisp customer requirements, that lead us to defer the UPDATE mode. 

5.2 Logical Reader Methods 
List getAllLogicalReaderNames() 

boolean supportsReading(String logicalReaderName) 

throws NoSuchLogicalReaderException 

boolean supportsWriting(String logicalReaderName) 

throws NoSuchLogicalReaderException 

List getFilterChain(String logicalReaderName) 

throws NoSuchLogicalReaderException 

void setFilterChain(String logicalReaderName, List filterNames) 

throws NoSuchLogicalReaderException, 

NoSuchFilterException 

void prependFilterToChain(String logicalReaderName, String filterName) 

throws NoSuchLogicalReaderException, 

NoSuchFilterException 

void appendFilterToChain(String logicalReaderName, String filterName) 

throws NoSuchLogicalReaderException, 

NoSuchFilterException 

void removeFilterFromChain(String logicalReaderName, String filterName) 

throws NoSuchLogicalReaderException, 

NoSuchFilterException 

String getPhysicalReaderName(String logicalReaderName) 

throws NoSuchLogicalReaderException 
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// This method should be part of ALE: getECSpecsForReader 

//List getECSpecNamesUsingReader(String clientReaderName) 

// throws NoSuchClientReaderException 

// This method should be part of ALEPC: getPCSpecsForReader 

//List getPCSpecNamesUsingReader(String clientReaderName) 

// throws NoSuchClientReaderException 

List getCompositeReaderNamesUsingReader(String clientReaderName) 

throws NoSuchClientReaderException 

5.3 Filter Methods 
List getAllFilterNames() 

void defineFilter(String filterName, EntitySpec spec) 

throws DuplicateFilterNameException, 

EntitySpecValidationException, 

NoSuchDriverException 

void undefineFilter(String filterName) 

throws NoSuchFilterException 

void undefineFilter(String filterName, Referentialintegrity riControl) 

throws NoSuchFilterException, 

InUseException 

void redefineFilter(String filterName, EntitySpec spec) 

throws NoSuchFilterException, 

EntitySpecValidationException, 

NoSuchDriverException 

void redefineFilter(String filterName, EntitySpec spec, Referentialintegrity riControl) 

throws NoSuchFilterException, 

EntitySpecValidationException, 

NoSuchDriverException, 

InUseException 

EntitySpec getFilterSpec(String filterName) 

List getLogicalReaderNamesUsingFilter(String filterName) 

throws NoSuchFilterException 
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List getFilterDriverNames() 

5.4 Composite Reader Methods 
List getAllCompositeReaderNames() 

void defineCompositeReader(String compositeReaderName, 

List clientReaderNames, boolean reportFailedMembers) 

throws DuplicateCompositeReaderNameException, 

NoSuchClientReaderException, 

CyclicDefinitionException 

void undefineCompositeReader(String compositeReaderName) 

throws NoSuchCompositeReaderException 

void undefineCompositeReader(String compositeReaderName, Referentialintegrity riControl) 

throws NoSuchCompositeReaderException, 

InUseException 

void redefineCompositeReader(String compositeReaderName, 

List clientReaderNames, boolean reportFailedMembers) 

throws NoSuchCompositeReaderException, 

NoSuchClientReaderException, 

CyclicDefinitionException 

void redefineCompositeReader(String compositeReaderName, 

List clientReaderNames, boolean reportFailedMembers, 

Referentialintegrity riControl) 

throws NoSuchCompositeReaderException, 

NoSuchClientReaderException, 

CyclicDefinitionException, 

InUseException 

void addReaderToComposite(String compositeReaderName, String clientReaderName) 

throws NoSuchCompositeReaderExceptionL 

cyclicDefinitionException 

void addReadersToComposite(String compositeReaderName, List clientReaderNames) 

throws NoSuchCompositeReaderExceptionL 

cyclicDefinitionException 

void removeReaderFromComposite(String compositeReaderName, String clientReaderName) 

throws NoSuchCompositeReaderException 
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boolean getReportFailedMembers(String compositeReaderName) 

throws NoSuchCompositeReaderException 

List getClientReaderNames(String compositeReaderName) 

throws NoSuchCompositeReaderException 

5.5 Trigger Methods 
List getAllTriggerNames() 

void defineTrigger(String triggerName, EntitySpec spec) 

throws DuplicateTriggerNameException, 

EntitySpecValidationException, 

NoSuchDriverException 

void undefineTrigger(String triggerName) 

throws NoSuchTriggerException 

void undefineTrigger(String triggerName, Referentialintegrity riControl) 

throws NoSuchTriggerException, 

InUseException 

void redefineTrigger(String triggerName, EntitySpec spec) 

throws NoSuchTriggerException, 

EntitySpecValidationException, 

NoSuchDriverException 

void redefineTrigger(Strinq triggerName, EntitySpec spec, Referentialintegrity riControl) 

throws NoSuchTriggerException, 

EntitySpecValidationException, 

NoSuchDriverException, 

InUseException 

EntitySpec getTriggerSpec(String triggerName) 

// This method should be part of ALE: getECSpecsForTrigger 

//List getECSpecNamesUsingTrigger(String triggerName) 

// throws NoSuchTriggerException 

// This method should be part of ALEPC: getPCSpecsForTrigger 

//List getPCSpecNamesUsingTrigger(String triggerName) 

// throws NoSuchTriggerException 
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6 Persistent Store 
The definitions for readers, filters, triggers, etc. are all persisted in the var/ edge state repository along 
with ECSpecs, subscriptions, EPC caches, etc. 

It is likely that the ClearEdgeServerState utility installed as part ofRFTagAware needs to grow 
options to control *which* persistent state is cleared. 

7 Back/Forward Compatibility 
In RFTagAware Vl.1 (and Vl.0), edge. props is the sole repository for edge server configuration 
information for physical readers, filters, triggers, etc. In R3, much of this information no longer resides in 
edge. props but is instead managed via the ALE Configuration API and is persisted in the edge server's 
var/edgestate repository. 

In this section we examine how a VI. I installation is upgraded to R3, and also explore how we might 
support export of an R3 installation's configuration back to VI. I format. 

7.1 Upgrade 
In the upgrade scenario, an existing V 1.1 deployment is upgraded to R3. The goal is that any readers, 
triggers, filters, etc. defined in the Vl .1 deployment should be carried over to the R3-upgraded deployment 
and should thereafter be fully manipulable via the ALE Configuration APL Essentially, we need to remove 
the relevant configuration items from edge. props and put them into the persistent store. 

I. Initial condition: an RFTagAware Vl.l deployment exists. Its edge. props file describes the 
configuration of its readers, triggers, filters, etc. Whenever the VI. I edge server is started, it reads the 
edge. props file and configures itself accordingly. 

2. The Vl.l edge server is shut down. 

3. The R3 installer is run in "upgrade" mode over the existing Vl.l deployment. All trampolines, jars, 
etc. are replaced with the R3 versions. The existing edge. props file is modified to remove any 
definitions for readers, triggers, filters, etc., and to append any new properties introduced in R3. In 
addition, a conf ig. ini t file is created containing commands to define the readers, triggers, filters, 
etc. that were previously defined in the edge. props file. 

4. The R3 edge server is started for the first time after the upgrade install. 

5. The R3 edge server processes the contents of the var/ edge state repository, restoring ECSpecs, 
subscriptions, etc. Because this is the first time the edge server has run after being upgraded to R3, the 
persistent repository does not yet hold any definitions for readers, filters, triggers, etc. 

6. The R3 edge server looks for and finds the conf ig. ini t file and processes its contents, defining 
readers, triggers, filters, etc. as directed by commands therein. 

7. After processing the conf ig . ini t file, the R3 edge server deletes it. 

• The contents of config. ini t should have idempotent semantics, so that if the edge server should 
crash while processing it, then the next time the edge server processes its contents it will be OK that 
some of the commands have already been executed. 

7 .2 Downgrade 
• This section is retained for reference only; current thinking is that we will not be supporting 

downgrade of the sort described here. 
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In this scenario, the customer decides to down-version an R3 deployment back to Vl .1.6, the last stable 
release. Let's just say there's something about R3 that isn't cutting the mustard for this customer, and let's 
assume that we provide installer support for down-versioning an existing installation. 

Suppose the customer has invested some effort in configuring the edge server while running R3, and wants 
to carry this configuration to the down-versioned Vl.1.6 deployment. The R3 edge.props doesn't have 
many of the configuration items, because these now reside in the R3-specific persistent repository. 

Prior to running the VI .1.6 installer in the "upgrade" mode over the R3 installation, the customer invokes 
an "export to Vl.l edge. props" utility command. This does the following: 

1. Starts the R3 edge server, which causes it to process all of its persisted definitions for readers, filters, 
triggers, etc. 

2. Copies the R3 edge. props file to edge. props . export. vl. 1. 

3. Appendes configuration properties for all currently defined readers, filters, triggers, etc. to the 
edge . props . export . vl . 1 file. 

4. Shuts down the R3 edge server. 

At this point the customer can run the Vl .1.6 installer to "upgrade" the R3 installation back to Vl .1.6, and 
then move or copy the edge. props. export. vl. 1 file to edge. props. 

• Again, this depends on the ability to write out an edge. props file using our property-based 
configuration abstractions. 

8 Implementation Overview 
This section provides a roadmap for the implementation of the ALE Configuration APL The goal is not to 
cover every aspect in excruciating detail, but rather to broadly map out the territory to be covered by the 
implementation, and most importantly, to identify any parts of the ALE implementation that need to be 
altered to accommodate the ALE Configuration APL 

8.1 Components and Packages 
All config-related classes will be in package com. connecterra. ale. conf ig or sub-packages 
thereof. For each VCC component described below, we identify the Java packages to which the component 
contributes. and explain the functionality being provided. 

We are patterning the componentization and packaging of the ALE Configuration API after that of the ALE 
Telemetry APL 

8.1.1 Component CONFIGAPI 

This component provides the XML schema {. xsd file) that defines the XML formatting for the datatypes 
used by the ALE Configuration APL These are the EntitySpec struct and the 
Referentialintegrityenum. 

This component also provides the WSDL for the Soap invocation mechanism of the ALE Configuration 
API methods. 

This component contributes to the following Java packages: 

com. connecterra. ale. conf ig. api: Defines interfaces and exception classes for the ALE 
Configuration APL The main interfaces are Conf ig. j ava. defining the various top-level methods of the 
configuration API; EntitySpec. java; and Referentialintegrity. java (type-safe enum 
class). 
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com. connecterra. ale. conf ig. encoding: Defines interfaces and exception classes related to 
XML serialization and deserialization of API-related objects (just Enti tyspec). 

8.1.2 Component CONFIGAXIS 

This component hosts the Axis-generated XML serialization code together with ConnecTerra-authored 
adapter classes and implementations of the API serialization interfaces. This component contributes to the 
following Java packages: 

com. connecterra. ale. con fig. axis: provides AxisConf igFactory. i ava, an 
implementation of the ConfigFactory interface of the APL 

com. connecterra. ale. config. axis. adapters: provides adapter classes that implement the 
API data type interfaces in terms of Axis-provided implementations. 

com. connecterra. ale. conf ig. axis. encoding: provides implementations of the API 
interfaces for XML serialization, implemented in terms of the corresponding adapter classes. Also provides 
refined implementations of Axis serialization and deserialization (to tweak things such as namespace 
treatment). 

8.1.3 Component CONFIGCLIENT 

This component hosts the Java-over-Soap client API binding for the ALE Configuration APL This 
component contributes to the following Java package: 

com. connecterra. ale. conf ig. client: provides the AxisConf igClient. i ava class, 
which implements the Conf i g API by proxying the methods over Axis/Soap to the ALE engine 
implementation. 

8.1.4 Component CONFIGSERVICE 

This component hosts the Axis-generated implementation of the server side of the Soap implementation as 
described in the WSDL. This component contributes to the following Java package: 

com. connecterra. ale. conf ig. axis. service: Contains WSDL-described generated code, and 
the ConnecTerra-authored Conf igServiceBindingimpl. j ava class which receives Soap-proxied 
client API calls and delegates them to the ALE engine implementation of the configuration APL 

8.1.5 Component ALEENGINE 

This component provides the ALE engine implementation of the Conf ig APL This component 
contributes to the following Java package: 

com. connect err a. ale . conf ig: Contains implementation classes, including 
EngineConf igimpl. j ava, which implements the Conf ig API interface. 

In addition, existing ALE engine logic related to ECSpecs and PCSpecs will be affected by the ALE 
Configuration API, because configuration changes will now be possible in a "live" edge server, affecting 
ongoing processing activities in the ALE engine logic. See 8.3 below. 

8.2 config. init Command File 
A config. ini t file may be placed in the edge server's etc/ directory, as part of: 

• batch-mode configuration update of edge server 

• upgrade from Vl.1 installation's edge. props 
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In either case, the conf ig. ini t file consists of a series of human-readable commands or directives, 
which cause one or more readers filters, triggers. etc. to be configured. After the edge server processes the 
contents of conf ig. ini t, it removes the file. And just in case an edge server is re-started while it is 
processing this file, the commands or directives therein should be inter:preted with idempotent semantics. 

How are the contents of conf ig. ini t fonnatted? At least a few choices are: 

1. A scriping language syntax. such as Jython or Groovy, executing in a context where the ALE 
Configuration API methods are available. 

2. Serialized remote invocations. as defined by the WSDL for the ALE Configuration APL 

3. edge. props style Java properties. 

Pros and cons are copious and mostly obvious. I'm not going to try to decide this here: I'd like to hear 
some discussion on the topic and hopefully a consensus will emerge. 

8.3 Changes Affecting In-Use Entities 
In Vl.1. an edge server establishes its configuration at startup time. and its configuration is unchanging 
thereafter. In R3, an edge server also establishes its configuration at startup time. but thereafter its 
configuration may be changed at any time by invoking operations of the ALE Configuration APL 

This section explores what effect dynamic changes to an edge server's configuration have on that edge 
server's ongoing processing activities. 

The general strategy is twofold. First. we notify affected entities of a change to something they refer to. So 
for example, if a filter is changed, then affected logical readers are notified. If a reader is changed, then 
affected event cycles and/or programming cycles are notified. 

Second, if an entity is undefined in RELAX mode, then other entities that refe:r to it replace their reference 
with a reference to a "placeholder" object of the same name, where the placeholder object provides an 
appropriate neutral behavior (for example, a placeholder filter's behavior would be probably be pass­
through). Later, if an entity is defined again to the same name, then such placeholder references will be 
replaced (likely in the change-notification logic) with a reference to the newly defined entity of the same 
name as the previously undefined entity. 

8.3.1 Defining New Entities 
Nonnally, defining a new physical reader (and so one or more logical readers), filter, composite reader. or 
trigger would not affect any existing ECSpecs or PCSpecs, because the ECSpecs and PCSpecs are already 
bound to existing entities and don't care about any additional readers etc. 

However, a RELAX-mode change to configuration could have left an ECSpec or PCSpec with a "dangling" 
reference to a reader or trigger (or a logical reader could have a dangling reference to a filter, etc.), in which 
case defining a "new" entity could really be re-establishing a previous referential relationship. 

Thus. even new entity definitions need to be treated as potentially affecting ongoing processing activity. 

8.3.1.1 Effect on Event Cycle processing 

All event cycles are told (by queuing a change notification event) whenever: 

• a new client reader (logical or composite) is defined. The change notification is decorated with the 
reader's name and a reference to the reader instance. 

• a new trigger is defined. The change notification is decorated with the trigger's name and a reference 
to the trigger instance. 
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• a composite reader is updated due to a new logical reader being defined, with the effect of replacing a 
placeholder reference in the composite reader (ah, so the pattern is that whenever an entity is affected 
by a change, notification bubbles up through all levels of referrers}. 

When the event cycle processes the queued change notification, it checks its client reader list for trigger 
specs) to see if any placeholder references thereon are to be replaced with a reference to a newly defined 
reader (or trigger}. If so the event cycle re-performs any of its validations or computations related to its 
reader list (or trigger specs}. 

8.3.1.2 Effect on Programming Cycle processing 

Pretty much the same as with event cycles. 

8.3.1.3 Effect on Logical Readers 

Whenever a new filter is defined, the reader manager notifies all logical readers (via a new method to be 
defined in the LogicalReader interface}, identifying the name of the new filter and providing the filter 
definition (factory, in the parlance of our implementation). Each logical reader determines whether it has 
any placeholder references that should be re-bound to an instance of the newly defined filter, and if so, 
creates an instance of the new filter and replaces the placholder with it, and commences using the new filter 
in the logical reader's filter chain. 

8.3.1.4 Effect on Composite Readers 

If a new logical reader is defined (indirectly, by <re)defining a physical reader}, then the 
Composi teReaderManager is notified so that it can update its tables, replacing placeholder references 
as appropriate. In addition, all event/programming cycles are notified of the change, as mentioned above. 

8.3.1.5 Effect on Telemetry 

Whenever a new entity is defined, the telemetry subsystem needs to be updated. 

• Won't this "just work" because whenever an entity is defined it registers itself with telemetry? 

8.3.2 Undefining an Entity 

Whenever an entity is undefined in RELAX mode, all entities that reference it are notified, so that the 
references to the undefined entity can be replaced with "placeholder" references. Placeholder references are 
used so that if the just-undefined entity is later re-defined, the redefined entity will take the place of the 
previously undefined original in all referencing entities. 

When an entity is undefined, the telemetry subsystem is notified. Any TelemetrySpecs that reference the 
just-undefined entity will need to replace the entity with a placeholder, and perhaps also generate a report 
to subscribers notifying them that the device has been undefined. 

• The concept of de-registering an entity from telemetry is new, and so there is likely to be work done in 
the telemetry subsystem. 

8.3.2.1 Logical Reader Placeholder 

When a physical reader is undefined in RELAX mode, resulting in one or more logical readers being 
undefined, then any referencing ECSpecs or PCSpecs (and composite readers} replace their reference to the 
just-undefined logical reader with a reference to a placeholder logical reader. 

A placeholder logical reader is not visible through the ALE Configuration API methods, and so for 
example placeholder logical readers are not part of the getAllLogicalReaderNames () collection. 
But an ECSpec {or PCSpec, or composite} that references a placeholder logical reader will include the 
logical reader name among its list of client readers. 
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When an active event cycle for programming cycle) attempts to use a placeholder logical reader, the 
placeholder logical reader will complete its operation with an ''undefined logical reader" failure status, and 
the event cycle for programming cycle) will behave as it normally does when a logical reader fails. 

8.3.2.2 Composite Reader Placeholder 

When a composite reader is undefined in RELAX mode, then any referencing ECSpecs or PCSpecs (or 
other composite readers) replace their reference to the just-undefined composite reader with a reference to a 
placeholder composite reader. 

A placeholder composite reader is not visible through the ALE Configuration API methods, and so for 
example placeholder composite readers are not part of the getAl lCornposi teReaderNarnes () 
collection. But an ECSpec for PCSpec, or another composite) that references a placeholder composite 
reader will include the composite reader name among its list of client readers. 

A placeholder composite reader simply behaves as a composite reader with no entries. 

8.3.2.3 Filter Placeholder 

When a filter is undefined in RELAX mode, then any referencing logical readers replace their reference to 
the just-undefined filter with a reference to a placeholder filter. 

A placeholder filter is not visible through the ALE Configuration API methods, and so for example 
placeholder filters are not part of the getAllFilterNarnes () collection. But a logical reader that 
references a placeholder filter will include the filter name in its chain of filters. 

A placeholder filter behaves as a pass-through (identity) function, leaving the EPCBuffer contents 
unchanged. 

8.3.2.4 Trigger Placeholder 

When a trigger is undefined in RELAX mode, then any referencing ECSpecs or PCSpecs replace their 
reference to the just-undefined trigger with a reference to a placeholder trigger. 

A placeholder trigger is not visible through the ALE Configuration API methods, and so for example 
placeholder triggers are not part of the getAll TriggerNarnes () collection. But a ECSpec (or PCSpec) 
that references a placeholder trigger will continue to include the trigger name in its specification. 

A placeholder trigger behaves as a "dead" trigger, one that can be subscribed/unsubscribed, but never 
actually fires. 

8.3.3 Redefining an Entity 

8.3.3.1 Physical Reader 

When a physical reader is redefined, this can cause new logical readers to be defined, or existing logical 
readers to be undefined {because the replacement physical reader's spec can define a different set oflogical 
readers as the original physical reader spec). Handling of newly defined (or undefined) logical readers is 
handled as described above. 

In addition, the read/write capability of an existing logical reader may be changed as a result of redefining 
the physical reader that defines the logical reader. So affected ECSpecs and PCSpecs must re-evaluate the 
usability of their logical readers whenever such a change occurs. 

• What iflogical reader is redefined (by redefining a physical readerl=:is the original logical reader's 
filter chain retained? If 'yes', then do we also do so for a logical reader that is undefined and later re­
defined? 
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8.3.3.2 Composite Reader 

When a composite reader is redefined, affected ECSpecs and PCSpecs are notified so that they can re­
expand the composite and continue working with the resulting list of logical readers. 

8.3.3.3 Filter 

When a filter is redefined, affected logical readers are notified so that they can replace their corresponding 
filter chain entries with a reference to a replacement filter instance. 

8.3.3.4 Trigger 

When a trigger is redefined, affected ECSpecs and PCSpecs are notified so that they can replace their 
reference to the previous trigger with a reference to the new trigger. 
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1 Introduction 
This document outlines the design for EPC Provisioning Service in the ConnecTerra Enterprise Server 1.0 
product. 

2 Key Terminology 
This section lists key terms and definitions as utilized in the design: 

EPC Pool: A named list ofEPCs maintained in the provisioning system. EPCs may be checked out or 
checked in to the pool by outside applications. 

Identity Type: As used in EPC Tag Data Standards document. Examples of some identity types used in this 
design doc are GTIN, SSCC, DoD Construct. 

Pool Name, Cache Name: This design assumes that the name of a cache in the Edge Server is the same as 
the pool name in the provisioning service. Therefore the terms pool name and cache name are used 
interchangeably in this document. 

3 Feature Overview 
Tag writing systems need a central authority from which they can receive unique EPCs. The EPC 
Provisioning Service is designed to satisfy this need. 

In addition to providing a service to give out unique EPCs, a design goal is also to make it easy for 
administrators to define and maintain pools. Administrators will be able to specify parameters based on 
which naming of pools and EPC allocations to pool can be done automatically 

The service must be generic enough to work with different ConnecTerra products as well as third party 
products. However, we will provide specific sub-components to integrate smoothly with ConnecTerra 
products. For example, we will provide sub-components that will help integrate with RFTagAware Edge 
Server and ConnecTerra's local workflow components. 
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4 Use Cases 
1. Local workflow checks out EPCs from the provisioning service by specifying the parameters for 

the checkout. An example of the parameters specified is (GTIN=10037000308048, 
TAG_LENGTH=64, LOCATION_ID=tag@ship-station-1). The provisioning service will check 
to see if the set of parameters has access to a pool and then returns EPCs to the local workflow. In 
this process, as required, the provisioning service may create a new pool and allocate EPCs to it. 
The EPCs given out will be marked as 'allocated' by the provisioning service. 

2. Provisioning system receives a tag-cache-low report from the RFTagAware Edge Server. The 
provisioning service will checkout EPCs from the correct pool and replenish the cache in the Edge 
Server. 

3. Administrator finds out that a product or station must no longer be allowed to get EPCs from the 
provisioning service. Administrator makes changes to the provisioning service and requests with 
those parameters will be denied access. 

4. An edge server tag cache is reset and the EPCs left in the cache is released back to the 
provisioning service. The provisioning service removes these from allocated list and puts them 
back in the available list. 

5. Administrator finds out that a tagging station needs to switch from using 64 bit tags to 96 bit tags. 
Administrator sets up pool naming policy and pool population policy to enable that. 

5 Architectural Overview 
The provisioning service system will be composed of 2 main components: 

1. EPC Provisioning Service: This is a web service that will provide generic provisioning related 
operations like administering EPC pools, checkout or check-in from EPC pools etc. 

2. RFTA Integration Component: This component is used to integrate between RFTagAware Edge 
Server and the provisioning service. For release 1.0, responsibility of this component is to accept 
cache-low notifications from the edge server and replenish the cache. For 1.0, this component will 
support only a JMS interface. 

There will be a web based GUI for administering the provisioning system. This GUI will be developed 
using JSF technology and communication with the provisioning service will be through the web service 
interface. 

Local workflows may communicate with the EPC Provisioning Service or RFT A Integration Component as 
needed. 
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Figure 1 below shows interaction between local workflow components, edge server and EPC provisioning 
system when the local workflow encounters a new item for which it may need to define a cache at the edge 
server. 

Figure 2 shows the interactions between the edge server, RFTA Integration Component and EPC 
Provisioning Service when the edge server detects that a cache's size has reached the low threshold value. 
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6.1 EPC Provisioning Service 

fil 
Prpvl5l9nlng 

h!l!.la. 

The design overview diagram for the web service will be similar to other web services in Enterprise Server 
(see EPCIS Design.doc for details). 

VCC components for this are: 

1. EPCPS_API: This will contain the public facing interfaces Uava, wsdl and xsd) 

2. EPCPS_Axis: Axis generated classes common to client and server sides ofan axis service. Also 
contains adapter classes for axis generated classes. 

3. EPCPS_Client: Implementation of public facingjava interface. 

4. EPCPS_Engine: Server side implementation of public facingjava interfaces which will be used by 
all the different web service implementations. 
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5. EPCIS_Service: Different web-service implementations (for example: Axis, BEA) of the 
provisioning service. 

6.2 RFT A Integration Component 
The only responsibility of this component for 1.0 is to accept EPC Cache Low report from the edge server 
and replenish the corresponding cache. This can be accomplished using a message driven bean that will 
accept 2 kinds of messages: 

1. Define cache parameters: This message associates a cache with its edge server URL, filter value, 
tag size and chunk size. A cache is identified using the cache name and savant ID. 

2. EPC Cache low report: This report will be sent by the edge server when the cache falls below a 
certain pre-specified value. The message driven bean will get EPCs for replenishment from the 
provisioning service and replenish the cache (the URL for the edge server is specified by message 
1). 

The message driven bean will delegate all the business logic work to a simple java class, so that supporting 
other communication mechanisms in the future will be easy. 

RFT A integration component will communicate with the EPC Provisioning Service through local EJB 
interfaces to avoid communication overheads. 

RFTA 
Integration 

MOB 
~--

6.2.1 VCC Components 

-+ 

RFTA Integration 
Component 

Business 
logicimpl Loc:al lnten 

dass 

EPC Provision Service 

EPC-PS 
ace Stateless .... , Session 

Bean 

One VCC component- RFTA_PS (Or may be will just use EPCPS_Broker component created last year) 

6.3 Admin Web Client 
TBD 
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7 Design Detail 

7 .1 EPC Provisioning Service 

7.1.1 Package com.connecterra.epcps.api- key classes UML 

•interface• 

EPCPool «Interface• 

AllocatedEPCs 

.interface» 
EPCPoo/DellnltlonParamete,s 

• getNarreValueso: Map 
• getNarre(): String 
• getPoo/AttributesO: Map 
• getUnallocatedEPCsO: EPCPattemL/sl 

• gatDestinatlonlOO: String 
+ getEPCsO: EPCPartem 

• addNarreValue(value :String, narre :String/: void 
+ mfll)veNarreVatue(narre :String/: void 
• satNarreValues(narreValues :Map/: void 

«Interface• 

EPCProvlslonlngServlce 

• definaEPCPool(poolPararreters :EPCPoolDefinltlonParam,ters, apcPattems :EPCPattamLlsl/: String 
• addEPCs(poolNarre :String, apcPattams :EPCPattamL/st/: void 
+ dalateEPCs(poolNarre :String, epcPattoms :EPCPattamLlst/: void 
• getEPCPoolNarres(): List 
• getEPCPool(poolNarre :String, lncludaAl/ocatadEPCs :boolean/: EPCPool 
• valldaleEPCPool(pararretars :EPCPoolDaflnltionPararretersJ: String 
• cneckout(poolPararretars :EPCPoolPararrelors, chunkSize :Int, opcsDestination/D :String/: EPCPattemL/st 
• checkoutForNarre(poolNa,ro :String, chunkSize :int, epcDestlnationlD :String/: EPCPattamL/st 
+ checkln(epcPattems :EPCPattemUst/: void 
+ definePootAccessPollcy(poticyDeffnltlon :PoolAccessConflguration): void 
• deflnaPoolAllocatfonConflguratlon(pollcyDeflnltion :PoolAl/ocatlonConflguratlon/: void 

7 .1.1.1 com.connecterra.epcps.api.EPCPool 

• . 

•Interface• 
ldentltyType 

• gatldentltyTypeNarre(): String 
• getldentltyTypeValue(): String 

ldenOtyTypeName 

GTIN: String 
DOD CONSTRUCT: Stnn9 

ldentltyTypeName(type :String): void 

Pool attributes represent attributes like which GTIN this pool was created for ( [GTIN, <grin-value] will be 
the name-value pair in this case) or what tag-length the pool is for etc. 

Allocated EPCs gives EPCs that were allocated and opaque id of the destination of the EPCs. 

An EPC Pool cannot contain EPCs of more than one tag-type. The EPCs will be stored as pure identities. 

7.1.1.2 com.connecterra.epcps.api.EPCPoolDefinitionParameters Class 

This defines the list of parameters for which a pool may be requested. The parameters are a set of name­
value pairs. 

7.1.1.3 com.connecterra.epcps.api.EPCProvisioningService Class 

This is the public interface to the provisioning service. 
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7.1.2 Package com.connecterra.epcps.api.policyConfigurations- key classes UML 
cd apl.pollcyConflgu111Uons 

•Interface• 

Poo/Al/ocationConllauratlon 

1interface1 

Poo/AccessConllgurallon 

t 
•interface> 

SlmplePoo/Al/ocatJonConllguratlon 1 
+ getAllocations0: List 
+ setAl/ocalions(allocatlons :Lisi): void 
+ addAl/ocationAt/altocation :AllocationForPoolOelinition. index :int):, id 

«Interface• 
SlmplePoo/AccessPollcvConllguratlon 

+ deteteA/location/allocation :AllocationForPoo/Delinltion): void + getDenledValues(): List 

T 
+ setDeniedValues/values :DenledPararreterValues): voi 
+ addDeniedValue(Value :DenledPararreterValue): void I 
+ deleteOen/edVatue/value :DenledPararreterVatue): vol 

•Interface• 
Al/ocatJonFo,-Poo/Oellnlt/on T 

+ getTagSourceType(): ldentityTypeNarre «interface, 
+ setTagSourceType(tagSource Type :ldenlityTypeNarre): void DenledParameterValues 
+ getPootDefinitionPararreters(): EPCPoo/Delini!ionPerarreters 
+ setPoolDelinitionParam,ters/param,ters :EPCPoolOelinitionPararreters): vc 
+ getRangeStatl0 : long 
+ setRangeStatl(statl :long): void 
+ getRangeEnd0: long 

d + getDenledPararreterNarre(): String 
+ setDeniedPararreterNarre/narre :String): vol 
+ getDeniedValues0 : List 
+ setDeniedVatues/values :List/: void 

+ setRengeEnd/end :long): void 

7.1.2.1 com.connecterra.epcps.api.policyConfigurations.PoolAllocationConfiguration Class 

This serves as the super-type for different pool allocation configurations that may be supported by the 
provisioning service. Using the pool allocation configuration administrator can define which pool gets 
allocated for a given set of pool definition parameters and also define how the pool may get populated. 

7.1.2.2 com.connecterra.epcps.api.policyConfigurations.SimplePoolAllocationConfiguration 
Class 

This allows you to make associations between an EPCPoolDefinitionParameters, identity type, and a serial 
number range. This association defines how to select a pool and how the pool gets populated initially. The 
order of the associations is maintained and is used when matching an input request with the definitions. 

On receiving a request for an EPC pool based on an input EPCPoolDefinitionParameters, the first 
AllocationForPoolDefinition that matches the input EPCPoolDefinitionParameters will be selected. Using 
this, you can get the pool name and ifneeded, the initial range for the pool. 

7.1.2.3 com.connecterra.epcps.apl.policyConfigurations.PoolAccessConfiguration Class 

Super-type for different pool access configurations that may be supported by the provisioning service. 

7.1.2.4 com.connecterra.epcps.api.policyConfigurations.SimplePoolAccessConfiguration Class 

This interface lets you disallow access to EPC pools for certain pool definition parameters. This is a simple 
configuration where you only configure negative entries. If any of the parameters in an input request 
matches any of the denied parameters, the request will not be granted access to an EPC pool. (This is not a 
security mechanism; it is just an easy way to disallow workflows from tagging certain products, for 
example). 
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7.1.3 Package com.connecterra.epcps.engine- key classes UML 
cd onglno / 

«interface• 
Poo/AccusPo/lcv 

+ allowAccess(poolPararmters :EPCPoolDelinilionPararmtors): boolean 

«interface• 

ldenlltyTypeExtractor 

? + golTagSourco{poolPoramelotS :EPCPoolDefinltionParometors}: t/onl/tyTypo 

SlmploPoolAccosaPollcy i + allowAcceSli(poolPerameters :EPCPoolDefinlllonParameters): boolean 

NamoBasodExtractor 

', + getT agSource(poolParameters :EPCPoolDefinillonParamelers): ldentityType 

Uses Ii~ SimplePoolAccessPolicyConfiguratlo 

«Interface» 
PoolPopulallonPollcy 

+ gotAllocol/on(poolParametors :EPCPoolDelinil/onParameters): EPCAlloeetionWilhAtlrlbutes 

\ , 

«interface• 
•interface• 

PoolSe/ecllonPol/cy 
EPCAllocallonWlthAttrlbullla 

+ 
+ selectPool(poolParameters :EPCPoo/DalinltionParametars): String 

getEPCsO: EPCPattemL/st 
+ getAtlrlbutesQ: Map 

'r 
Si mplo PoolAllocaUonP olicy 

Uses 
11
; •• 

SlmplePoolAliocatlonConfigurallo : getAllocatlon(poolParameters :EPCPoolDefinllionParameters): EPCAllocetlonWlthAtlributes 
selectPool(poolParameters :EPCPoolDefinitionParsmeters): String 

7.1.3.1 com.connecterra.epcps.engine.PoolAccessPolicy Class 

This is the contract for pool access policies. 

7.1.3.2 com.connecterra.epcps.engine.SimplePoolAccessPolicy Class 

Class that implements pool access policy using the SimplePoolAccessConfiguration. 

7.1.3.3 com.connecterra.epcps.engine.ldentityTypeExtractor Class 

Interface that lets you get to a IdentityType from a given EPCPoolDefinitionParameters object. 

7.1.3.4 com.connecterra.epcps.engine.NameBasedExtractor Class 

Class that gets a IdentityType by looking for identity type names (defined in IdentityTypeName) in the 
parameter list. 

7.1.3.5 com.connecterra.epcps.engine.PoolSelectionPolicy Class 

This is the contract for policies that let you select a pool name from a given EPCPoolDefinitionParameter. 

7.1.3.6 com.connecterra.epcps.engine.PoolPopulationPolicy Class 

This is the contract for policies that gives you the range for populating a pool based on an 
EPCPoolDefinitionParamter. 
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7 .1.3. 7 com.connecterra.epcps.engine.SimplePoolAllocationPolicy Class 

This class implements PoolSelectionPolicy and PoolPopulationPolicy. It uses the 
SimplePoolAllocationConfiguration that may be specified by the administrator. 

Below is a sequence diagram showing how the different classes interact with each other on a validatePool 
call: 

sd v alldatePool 

I k• '~'-•'I r-•"PNl~""''"j 
boo I ean :•' allowAccess(E PCPool Defl nlUQ!l P'.aram eters) 

~y 
poolName:= ,electPool(EPCPoolDeflnltionParameters) 

EPCPool:• getPool(name) 
·-~. 

I ''"'~"• I 

I 
"7...l 

I I I 

1 

EPCAllocatlonWithAttributes:= getAllocatlon(EPCPoolDeflnitionParameters) 
I 
I 
I 0 

crealeEPCPool(name, attributes. EPCPattems) 

7.1.4 Dependencies on ALEEPC component 

·r 

Provisioning service design uses comconnecterra.ale.epc.EPCPattemList. The pattern list will have to be 
modified to support a new type of pattern for pure identity based patterns. 

Details of this: TBD 

7.1.5 Dependencies on ALEAPI component 
Changes that may need to be made to the ALEPC interface: 

I. Method to get ALEID from the ALEPC interface. 

2. May need to modify PCSpec to include the filter to be used when programming a tag and probably 
change poll call as well to take filter parameter. 

7.1.6 Schema Design 

EPC Pool 
Column Name 

pool_id 

pool_name 

creation_ date 

last_ modified_ date 

Pool Attributes 
Column Name 

attr_row_id 

pool_id 

attr_name 

Column Type 

integer 

varchar2(255) 

date 

date 

Column Type 

Integer 

integer 

varchar2(255) 
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I attr_ value I varchar2(255) I Indexed 

Separate tables will be used for allocated and unallocated EPCs in a pool. This is done so that searches on 
the unallocated EPC pattern list will not be slowed down because of all the allocated EPCs. The allocated 
EPC pattern list is assumed to grow very long. 

Similarly, different tables will be used to store different types of tag, instead of one table storing the EPC 
pattern string. This way searching on individual fields in the pattern in the database will be efficient. We 
will have to search on the individual fields when assigning EPCs to a pool, allocating EPCs to a client, 
checking in EPCs etc. 

Tables for allocated and unallocated EPCs for SGTIN patterns are shown below: 

SG II TIN Una ocate d E ;pcs 
Column Name ColU':1lJl Type 

unallocated_ epcs _ id integer 

pool_id integer 

company _prefix varchar2(12) 

item _ref_ and_ ind varchar2(7) 

serial_ range_ start long 

serial_ range_ end long 

creation_ date date 

SGTIN Allocations 
Column Name Column Type 

allocation id integer 

pool_id integer 

company _prefix varchar2(12) 

item ref and ind varchar2(7) - - -

serial _range_ start long 

serial_ range_ end long 

SGTIN Allocation Details 
Column Name Column Type 

allocation_ details_ id integer 

allocation_ id integer 

destination_id varchar2(255) 

serial_ range_ start long 

serial_range_end long 

allocation_ date date 
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7.1.6.1 Pool Access Policy Configuration 

Access Parameters 
Column Name Column Type 

parameter _name varchar2(255) 

Access Parameter Values 
Column Name Column Type 

row_id integer 

parameter _name varchar2(255) 

parameter_ value varchar2(255) 

7 .1.6.2 Pool Allocation Polley Configuration 

P l All C fi 00 ocatJon on 12urat1on 
Column Name Column Type 

config_row_id integer 

identity_ type_ name varchar2(255) 

range_ start long 

range_end long 

ordinal int 

Pool Allocation Parameters 
Column Name Column Type 

row_id integer 

config_row_id integer 

parameter_ name varchar2(255) 

parameter_ value varchar2(255) 
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7 .2 RFT A Integration Component 
cd rfta_ps / 

RFTAProv lslonlnglmpl 

MessageDrivenBean I . m caches: Map 

RFTAProvlslonlngMDB 1-----------------------11 
1-------------------·> + handleMessage(message :String): void 

+ defineCacheParameters(cacheParamsXML :String): void 
+ defineCacheParameters(cacheParams :RFT ACacheParameters): void 
+ handleCachelow(cacheLowXML :String): void 
+ handleCacheLow(report :EPCCacheReport): void 

RFTACacheParameters RFTACachelD 

+ getCacheName(): String 
+ getSavantlD(): String 
+ getServerURL() : URL 

m_cacheName: String 
m_savantlD: String 

+ getCacheFilter(): int 
+ getCacheRefillSize() : int 

7.3 Admin Web Client 
TBD 

8 External Changes 

+ RFTACachelD(savantlD :String, cacheName :String) 
+ getCacheName(): String 
+ getEdgel0(): String 
+ equals(object :Object): boolean 
+ hashCode(): int 

8.1 Specific add/update to Java API 
None. 

8.2 Specific add/update to XML API 
1. EPC-PS XSD 

2. Any changes to ALEPC? 

8.3 Specific add/update to Web Services API 
1. WSDL for EPC Provisioning service 

2. ALEPC changes? 

8.4 Specific add/update to Configuration 
Configuration parameters for EPC-PS: 
Configuration parameters for RFTA-PS: 

8.5 Specific add/update to Scripts 
None. 
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8.6 Specific add/update to GUI 
TBD. 

8.7 Specific add/update to Command Line Interface 
None. 

8.8 Specific add/update to Protocol 
None. 

8.9 Specific add/update to Syntax 
Any restriction or rule that customers must obey when choosing names or similar artifacts 

8.1 O Specific add/update to Database/Persistence 
Refer to database schema section above. There will be no supported public view of the schema. 

8.11 Specific add/update to Installer 
TBD. 

8.12 Specific add/update to Samples 
TBD. 

8.13 Specific add/update to jar files and other libraries 

8.14 Security considerations 
We may need authentication from the admin client - TBD. 

Other things to consider: 

• Lower level of authorization for unauthenticated clients. 

• Limit the # of checkouts from an edge 

• Allowing access to only a certain list of known edges. 

8.15 Compatibility Considerations 

8.16 Performance Considerations 

8.17 Testing considerations 
1. All checkouts and checkins should be logged. 

8.18 Deployment considerations 
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1 Introduction 
This document outlines the design for EPC Provisioning Service in the ConnecTerra Enterprise Server 1.0 
product. 

2 Key Terminology 
This section lists key terms and definitions as utilized in the design: 

EPC Pool: A named list of EPCs maintained in the provisioning system. EPCs may be checked out or 
checked in to the pool by outside applications. 

Identity Type: As used in EPC Tag Data Standards document. Examples of some identity types used in this 
design doc are GTIN, SSCC, DoD Construct. 

Pool Name, Cache Name: This design assumes that the name of a cache in the Edge Server is the same as 
the pool name in the provisioning service. Therefore the terms pool name and cache name are used 
interchangeably in this document. 

3 Feature Overview 
Tag writing systems need a central authority from which they can receive unique EPCs. The EPC 
Provisioning Service is designed to satisfy this need. 

In addition to providing a service to give out unique EPCs, a design goal is also to make it easy for 
administrators to define and maintain pools. Administrators will be able to specify parameters based on 
which naming of pools and EPC allocations to pool can be done automatically 

The service must be generic enough to work with different ConnecTerra products as well as third party 
products. However, we will provide specific sub-components to integrate smoothly with ConnecTerra 
products. For example, we will provide sub-components that will help integrate with RFTagAware Edge 
Server and ConnecTerra's local workflow components. 
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4 Use Cases 
l. Local work.flow checks out EPCs from the provisioning service by specifying the parameters for 

the checkout. An example of the parameters specified is (GTIN=l0037000308048, 
TAG_LENGTH=64, LOCATION_ID=tag@ship-station-1). The provisioning service will check 
to see if the set of parameters has access to a pool and then returns EPCs to the local workflow. In 
this process, as required, the provisioning service may create a new pool and allocate EPCs to it. 
The EPCs given out will be marked as 'allocated' by the provisioning service. 

2. Provisioning system receives a tag-cache-low report from the RFTagAware Edge Server. The 
provisioning service will checkout EPCs from the correct pool and replenish the cache in the Edge 
Server. 

3. Administrator finds out that a product or station must no longer be allowed to get EPCs from the 
provisioning service. Administrator makes changes to the provisioning service and requests with 
those parameters will be denied access. 

4. An edge server tag cache is reset and the EPCs left in the cache is released back to the 
provisioning service. The provisioning service removes these from allocated list and puts them 
back in the available list. 

5. Administrator finds out that a tagging station needs to switch from using 64 bit tags to 96 bit tags. 
Administrator sets up pool naming policy and pool population policy to enable that. 

5 Architectural Overview 
The provisioning service system will be composed of2 main components: 

1. EPC Provisioning Service: This is a web service that will provide generic provisioning related 
operations like administering EPC pools, checkout or check-in from EPC pools etc. 

2. RFTA Integration Component: This component is used to integrate between RFTagAware Edge 
Server and the provisioning service. For release 1.0, responsibility of this component is to accept 
cache-low notifications from the edge server and replenish the cache. For 1.0, this component will 
support only a JMS interface. 

There will be a web based GUI for administering the provisioning system. This GUI will be developed 
using JSF technology and communication with the provisioning service will be through the web service 
interface. 

Local workflows may communicate with the EPC Provisioning Service or RFT A Integration Component as 
needed. 
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Figure 1 below shows interaction between local workflow components, edge server and EPC provisioning 
system when the local workflow encounters a new item for which it may need to define a cache at the edge 
server. 

Figure 2 shows the interactions between the edge server, RFT A Integration Component and EPC 
Provisioning Service when the edge server detects that a cache's size has reached the low threshold value. 
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6.1 EPC Provisioning Service 

fil 
Prov1s1onlna 

h!Y.ll.ll. 

The design overview diagram for the web service will be similar to other web services in Enterprise Server 
(see EPCIS Design.doc for details). 

VCC components for this are: 

1. EPCPS_API: This will contain the public facing interfaces Uava, wsdl and xsd) 

2. EPCPS_Axis: Axis generated classes common to client and server sides ofan axis service. Also 
contains adapter classes for axis generated classes. 

3. EPCPS_Client: Implementation of public facingjava interface. 

4. EPCPS_Engine: Server side implementation of public facingjava interfaces which will be used by 
all the different web service implementations. 
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5. EPCIS_Service: Different web-service implementations (for example: Axis, BEA) of the 
provisioning service. 

6.2 RFTA Integration Component 
The only responsibility of this component for 1.0 is to accept EPC Cache Low report from the edge server 
and replenish the corresponding cache. This can be accomplished using a message driven bean that will 
accept 2 kinds of messages: 

1. Define cache parameters: This message associates a cache with its edge server URL, filter value, 
tag size and chunk size. A cache is identified using the cache name and savant ID. 

2. EPC Cache low report: This report will be sent by the edge server when the cache falls below a 
certain pre-specified value. The message driven bean will get EPCs for replenishment from the 
provisioning service and replenish the cache (the URL for the edge server is specified by message 
1). 

The message driven bean will delegate all the business logic work to a simple java class, so that supporting 
other communication mechanisms in the future will be easy. 

RFT A integration component will communicate with the EPC Provisioning Service through local EJB 
interfaces to avoid communication overheads. 

RFTA 
Integration 

MOB 
---

6.2.1 VCC Components 

~ 

RFTA Integration 
Component 

Business 
logicimpl Local lnter1 

dass 

EPC Provision Service 

EPC-PS 
ace Stateless ... , Session 

Bean 

One VCC component - RFT A_pS (Or may be will just use EPCPS _Broker component created last year) 

6.3 Admin Web Client 
TBD 
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7 Design Detail 

7.1 EPC Provisioning Service 

7.1.1 Package com.connecterra.epcps.api- key classes UML 
cd apl 

«interface• 

EPCPool «Interface• 

AllocatedEPCs 

«Interface• 

EPCPoo/DollnltlonParamelllrs 

+ getNameVatues(I: Map 
• getName(}: String 
• getPoolAttributesO: Map • getDeslinattanlDO: String 

+ getEPCs(}: EPCPattem 

• addNarreVa/ue(value :String, narre :String): void 

• getUnaltocatedEPCsO: EPCPattemllst 
• rerroveNameVatue(name :String/: void 

• aetAllocatedEPCsn: List 
• setNarreValues(nameValues :Map/: void 

«interface• 

EPCProvlslonlngServlco 

+ defineEPCPool(poolParameters :EPCPoo/DefinltlonParameters. epcPattems :EPCPattemL/st/: String 
+ addEPCs(poolName :String, epcPattems :EPCPattemLlst/: void 
+ deleteEPCs(poo/Name :String, epcPattems :EPCPattemL/st/: void 
+ getEPCPootNamesO: List 
+ getEPCPool(poolName :String, lncludeAllocatedEPCs :boolean/: EPCPool 
+ validateEPCPool(pararreters :EPCPoo/DefinilionParameters/: String 
+ checkout(poolParameters :EPCPoolParanr;ters, chunkSize :Int, epcsDestlnatlon/D :String/: EPCPattemLlst 
• checkoutForNanr;(poolNarre :String, chunkSile :int. epcDeslinationlD :String): EPCPattemList 
+ checkin(epcPattems :EPCPattemL/st/ : void 
+- definePoolAccessPolicy(policyDeflnition :Poo/AccassConfiguration): void 
+ definePoolAllocatlonConfiguralion(pollcyDefinition :PoolAllocatlonConfiguratlon/: void 

7 .1.1.1 com.connecterra.epcps.api.EPCPool 

. . 

«Interface• 

ldontltyType 

+ getl:lentltyTypeName(}: String 
+ getl:lentltyType Value(/: String 

Ida ntityType Na ma 

GTIN: String 
DOD CONSTRUCT: String 

ldenlityTypeName(type :String): void 

Pool attributes represent attributes like which GTIN this pool was created for ( [GTIN, <gtin-value] will be 
the name-value pair in this case) or what tag-length the pool is for etc. 

Allocated EPCs gives EPCs that were allocated and opaque id of the destination of the EPCs. 

An EPC Pool cannot contain EPCs of more than one tag-type. The EPCs will be stored as pure identities. 

7.1.1.2 com.connecterra.epcps.api.EPCPoolDefinitionParameters Class 

This defines the list of parameters for which a pool may be requested. The parameters are a set ofname­
value pairs. 

7.1.1.3 com.connecterra.epcps.api.EPCProvisioningService Class 

This is the public interface to the provisioning service. 
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7.1.2 Package com.connecterra.epcps.api.policyConfigurations- key classes UML 
cd apl.pollcyConflguratlons / 

«interface• 

Poo/AllocatlonConllguratlon 

«interface» 

SlmplePoo/Al/ocatlonConllguratlon 

+ getAllocaUonsO: List 
+ setAl/ocations{allocations :List): void 
+ addAl/ocationAt(allocation :AllocationForPoo/Definition. index :int): v ·d 
+ deleteAllocation(allocation :AllocationForPoo/Definieion): void 

T 
•interface» 

AllocatlonForPoo/Dellnltlon 

+ getTagSOU/l:e Type{): lcfentityTypeNarre 
• setTagSoull:e Type(tagSoull:e Type :lcfentityTypeNa,m): void 
• getPoo/DefinitionPararreters(): EPCPoolDefinitionPararreters 
+ setPoolDefinitionPararreters(pararreters :EPCPoolDefinitionPararreters): vc d 
• getRangeStartO: long 
• setRangeStart(start :long): void 
• getRangeEnd(): long 
• setRangeEnd(end :long) : void 

cinterface• 

Poo/AccessConllguratlon 

c interface• 

SlmplePoo/AccessPollcvConllguratlon 

+ getDeniedValuesO: List 
+ setDeniedVelues(values :DeniedPara,mterVelues): voi 
+ eddDeniedValue(value :DeniedPara,mterValue): void 
+ deleteDeniedValue(value :DeniedPararreterValue): voi 

i 
cintertace» 

DenledParameterValues 

+ getDeniedPararreterNarre(): String 
+ setDeniedPerarreterNa,m(narre :String): voi, 
+ getDeniedValues(): List 
+ setDeniedValues(values :List): void 

7.1.2.1 com.connecterra.epcps.api.policyConfigurations.PoolAllocationConfiguration Class 

This serves as the super-type for different pool allocation configurations that may be supported by the 
provisioning service. Using the pool allocation configuration administrator can define which pool gets 
allocated for a given set of pool definition parameters and also define how the pool may get populated. 

7.1.2.2 com.connecterra.epcps.api.policyConfigurations.SimplePoolAllocationConfiguration 
Class 

This allows you to make associations between an EPCPoolDefinitionParameters, identity type, and a serial 
number range. This association defines how to select a pool and how the pool gets populated initially. The 
order of the associations is maintained and is used when matching an input request with the definitions. 

On receiving a request for an EPC pool based on an input EPCPoolDefinitionParameters, the first 
AllocationForPoolDefinition that matches the input EPCPoolDefinitionParameters will be selected. Using 
this, you can get the pool name and if needed, the initial range for the pool. 

7.1.2.3 com.connecterra.epcps.api.policyConfigurations.PoolAccessConfiguration Class 

Super-type for different pool access configurations that may be supported by the provisioning service. 

7.1.2.4 com.connecterra.epcps.api.policyConfigurations.SimplePoolAccessConfiguration Class 

This interface lets you disallow access to EPC pools for certain pool definition parameters. This is a simple 
configuration where you only configure negative entries. If any of the parameters in an input request 
matches any of the denied parameters, the request will not be granted access to an EPC pool. (This is not a 
security mechanism; it is just an easy way to disallow workflows from tagging certain products, for 
example). 
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7.1.3 Package com.connecterra.epcps.engine-- key classes UML 
cd engine/ 

«Interface• 

Poo/AccessPol/cv . ellowAccoss(poolPararrelers :EPCPoolDefinl//onParanuters/: boolean 

«lntertace• 
ld1ntftvTy,,.ExtractDr 

~ 
. getTagSoun:o(pootPararn,tars :EPCPootDefinitionParerreters): ldentilyTyp, 

Slmpl0Poo/Acco11Pollcy 't • a110wAcces,(po01Parameters :EPCPoolDefinltlonParamolers): boolean 

NameBnedExtractor 

•, • getTagSourco(poolParamoters :EPCPoolDoflnitlonParameters): tdenlityType 

Uses tl~ SlmploPootAccessPollcyConflguratlo 

«Interface• 
PoolPopulallonPollcy 

• getAllocatlon(pootPerarmters :EPCPoo/DefinitlonPararreters): EPCAl/ocetionWithAltrfbutes 

\ l 

«Interface• 
«Interface• 

EPCA/locatfonWlthAttrlbutru 
PootSelectfonPollcv . selectPool(poolPararretars :EPCPoolDeflnltlonPararreters): String 

getEPCsO: EPCPattemList • . getAltrlbutesO: Map 

't 
SlmploPoolAllocaflonPollcy 

U,.,s Ii~ SlmplePoolAllocationConfiguratio ..... : getAllocation(poolParameters :EPCPoolDefinitionParameters): EPCAllocationWlthAttributes 
selectPool(poolParameters :EPCPoolDefinltionParameters): Stong 

7 .1.3.1 com.connecteri'a.epcps.engine.PoolAccessPolicy Class 

This is the contract for pool access policies. 

7.1.3.2 com.connecterra.epcps.engine.SimplePoolAccessPolicy Class 

Class that implements pool access policy using the SimplePoolAccessConfiguration. 

7.1.3.3 com.connecterra.epcps.engine.ldentityTypeExtractor Class 

Interface that lets you get to a IdentityType from a given EPCPooIDefmitionParameters object. 

7 .1.3.4 com.connecterra.epcps.engine. Name Based Extractor Class 

Class that gets a IdentityType by looking for identity type names (defined in IdentityTypeName) in the 
parameter list. 

7 .1.3.5 com.connecterra.epcps.engine.PoolSelectionPolicy Class 

This is the contract for policies that let you select a pool name from a given EPCPooIDefinitionParameter. 

7.1.3.6 com.connecterra.epcps.engine.PoolPopulationPolicy Class 

This is the contract for policies that gives you the range for populating a pool based on an 
EPCPooIDefmitionParamter. 

Version of25 April 2005 at 1303 ConnecTerra Confidential/Proprietary 
C:\DOCUME~ 1 \TMuir\LOCALS~ 1 \Ternp\EPC-PS-Design.doc 

Page 10 of 15 
Adasa Inc. 

Exhibit 2011 
IPR2024-01416 

Page 48

rwojcio
Highlight



7 .1.3.7 com.connecterra.epcps.engine.SimplePoolAllocationPolicy Class 

This class implements PoolSelectionPolicy and PoolPopulationPolicy. It uses the 
SimplePoolAllocationConfiguration that may be specified by the administrator. 

Below is a sequence diagram showing how the different classes interact with each other on a validatePool 
call: 

sd valldatePool 

' ' ' ' boolean:= allowAccess(EPCPoolOeflnltlonParameters) 

-y 
poolName:= selectPool(EPCPoolOeflnltlonParameters) -

EPCPool:= getPool(name) 

Service DAO 

LI,: 

-y 
E PCAllocatio n With Attributes:= gelAI location (E PCPoolOefl n I tlonP a ram eters) 

' ' ' ' createEPCPool(name, attributes, EPCPattems) 

7.1.4 Dependencies on ALEEPC component 

' ' ' ' - ' 

Provisioning service design uses com.connecterra.ale.epc.EPCPatternList. The pattern list will have to be 
modified to support a new type of pattern for pure identity based patterns. 

Details of this: TBD 

7.1.5 Dependencies on ALEAPI component 
Changes that may need to be made to the ALEPC interface: 

1. Method to get ALEID from the ALEPC interface. 

2. May need to modify PCSpec to include the filter to be used when programming a tag and probably 
change poll call as well to take filter parameter. 

7.1.6 Schema Design 

EPC Pool 
Column Name 

pool_id 

pool_name 

creation_ date 

last_modified _ date 

Pool Attributes 
Column Name 

attr_row_id 

pool_id 

attr_name 

Column Type 

integer 

varchar2(255) 

date 

date 

Column Type 

Integer 

integer 

varchar2(255) 
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I attr_ value I varchar2(255) j Indexed 

Separate tables will be used for allocated and unallocated EPCs in a pool. This is done so that searches on 
the unallocated EPC pattern list will not be slowed down because of all the allocated EPCs. The allocated 
EPC pattern list is assumed to grow very long. 

Similarly, different tables will be used to store different types of tag, instead of one table storing the EPC 
pattern string. This way searching on individual fields in the pattern in the database will be efficient. We 
will have to search on the individual fields when assigning EPCs to a pool, allocating EPCs to a client, 
checking in EPCs etc. 

Tables for allocated and unallocated EPCs for SGTIN patterns are shown below: 

SGTIN U 11 d E na ocate ;pcs 
Column Name Column Type 

unallocated_ epcs _ id integer 

pool_id integer 

company _prefix varchar2(12) 

item_ref_and_ind varchar2(7) 

serial_ range_ start long 

serial_ range_ end long 

creation_ date date 

SGTIN Allocations 
Column Name· Column Type 

allocation_ id integer 

pool_id integer 

company _prefix varchar2(12) 

item_ref_and_ind varchar2(7) 

serial_ range_ start long 

serial_range_ end long 

SGTIN Allocation Details 
Column Name Column Type 

allocation_ details_ id integer 

allocation_ id integer 

destination_id varchar2(25 5) 

serial_ range_ start long 

serial_ range_ end long 

allocation_ date date 
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7.1.6.1 Pool Access Policy Configuration 

Access Parameters 
Column Name Column Type 

parameter name varchar2(255) 

Access Parameter Values 
Column Name Column Type 

row id integer 

parameter_ name varchar2(255) 

parameter value varchar2(255) 

7.1.6.2 Pool Allocation Policy Configuration 

P I Al 00 location C ti on 12uratJon 
Column Name Column· Type 

config_row _ id integer 

identity_ type_ name varchar2(255) 

range_ start long 

range_end long 

ordinal int 

Pool Allocation Parameters 
Column Name Column Type 

row_id integer 

config_row_id integer 

parameter_ name varchar2(255) 

parameter_ value varchar2(25 5) 
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7 .2 RFT A Integration Component 
cd rfta_ps / 

MessageDrivenBean 

RFTAProv lslonlngM DB 

RFTAProv lslonlnglmpl 

m caches: Map 

1----------u-------.--- > + handleMessage(message :String): void 
+ defineCacheParameters(cacheParamsXML :String): void 
+ defineCacheParameters(cacheParams :RFTACacheParameters): void 
+ handleCacheLow(cachelowXML :String): void 
+ handleCacheLow(report :EPCCacheReport): void 

RFTACacheParameters RFTACachelD 

+ getCacheName(): String 
+ getSavantlD(): String 
+ getServerURL(): URL 

m_cacheName: String 
m_savantlD: String 

+ getCacheFilter(): int 
+ getCacheRefittSize(): int 

7 .3 Adm in Web Client 
TBD 

8 External Changes 

+ RFTACachelD(savanttD :String, cacheName :String) 
+ getCacheName(): String 
+ getEdgelD(): String 
+ equals(object :Object): boolean 
+ hashCode(): int 

8.1 Specific add/update to Java API 
None. 

8.2 Specific add/update to XML API 
1. EPC-PS XSD 

2. Any changes to ALEPC? 

8.3 Specific add/update to Web Services API 
1. WSDL for EPC Provisioning service 

2. ALEPC changes? 

8.4 Specific add/update to Configuration 
Configuration parameters for EPC-PS: 
Configuration parameters for RFTA-PS: 

8.5 Specific add/update to Scripts 
None. 
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8.6 Specific add/update to GUI 
TBD. 

8.7 Specific add/update to Command Line Interface 
None. 

8.8 Specific add/update to Protocol 
None. 

8.9 Specific add/update to Syntax 
Any restriction or rule that customers must obey when choosing names or similar artifacts 

8.10 Specific add/update to Database/Persistence 
Refer to database schema section above. There will be no supported public view of the schema. 

8.11 Specific add/update to Installer 
TBD. 

8.12 Specific add/update to Samples 
TBD. 

8.13 Specific add/update to jar files and other libraries 

8.14 Security considerations 
We may need authentication from the admin client-TBD. 

Other things to consider: 

• Lower level of authorization for unauthenticated clients. 

• Limit the # of checkouts from an edge 

• Allowing access to only a certain list of known edges. 

8.15 Compatibility Considerations 

8.16 Performance Considerations 

8.17 Testing considerations 
1. All checkouts and check.ins should be logged. 

8.18 Deployment considerations 
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1 Introduction 
This document outlines the design for the Administrative Web Interface of the EPC Provisioning Service. 

2 Key Terminology 
This section lists key terms and definitions as utilized in the design: 

3 Feature Overview 

Adrnin application will provide the following functionality: 

• Defining EPC pool configurations - "Define Pool Configuration" screen 

• Viewing and editing existing pool configurations - "View Pool Configurations" screen 

• Viewing details of existing EPC pools - "View Pools" screen 

4 Use Cases 
Any special testing considerations. Including special environment setup for system tests or the presence of 
GUI's 

5 Architectural Overview 
Adrnin application will be implemented as a Web Application deployable into any Application Server 
(JBoss, WebLogic, etc.) as a WAR file. Main implementation technologies will be JSP and JSF (Java 
Server Faces). 

6 Design Overview 

7 Design Detail 

Depending on the effort and resources available, there will be either an initial screen that would allow 
choosing specific functional areas or three functional areas will be located in separate tabs. 

7.1 Initial screen (optional) 
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7 .2 View Pool Configurations screen 
This screen provides detailed information about existing pool configurations. Pool configurations are 
represented in a table format in the correct order. The rows of the table (individual pool configurations) can 
be: 

• deleted by checking the check-box in the leftmost column and clicking the "Delete" button located 
underneath the table 

• re-ordered by using "Up" and "Down" buttons associated with the rows 

• edited by clicking "Edit" buttons associated with the rows. This action will bring up a pop-up 
window with the "Define Pool Configuration" screen defined in the next section populated with 
the data of the selected pool configuration 

A new pool configuration can be created by clicking on the "Create New Configuration" button. It will 
open a new screen, "Define Pool Configuration". 

A schematic representation of the screen is provided below 
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Identity Parameters Range Actions 
Type 

Name Value Start End 

GTIN location_id picking0l 0 10000 

D 

GTIN_value 

sscc 

D 

7 .3 Define Pool Configuration screen 
This screen can be used by an administrator to define parameters of a new pool configuration. The same 
screen is used for editing parameters of an existing pool configuration. The following pool configuration 
options can be set here: 

• Identity Type - a pull-down menu with pre-defined supported identity types (GTIN or SSCC, for 
example) 

• Pool Parameters - NameNalue pairs of pool parameters (for example, location_id). Represented 
in a table format. Table rows can be added or deleted. 

• EPC Pool range start and end values - range of EPCs allowed in this pool 

A draft representation of the screen is provided below 
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Define Paci Configuration 

Define Pool Configuration 

Identity Type I _ _ __ 

Range start end 

P.ool P.aram ter,s 

pp1etejrnM Ma§im§w@ pareteTall•I 

7 .4 View Pools screen 
This screen contains information about existing EPC pools. The screen is devided into two parts. The upper 
half contains a table with the list of existing pools and some brief information about the pools. 
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Pool Creation Pool Attributes Checked Available Actions 
Name Date out EPCs 

Name Value EPCs count 
count 

Name 1 06-01-05 location id picking0l 
24000000 45000000 

12:00 PM 

GTIN_value 

Name_2 

Each row (pool) has an associated "View" button. Clicking on the view button brings up detailed 
information about selected pool into the table in the lower half of the screen. 

VlswPools 

Pool "PoolName" 

~ lal'ileEees 

®Cl EP.®s 

- rauw 
- um:epc:idpatsgtin:003000. 130804. [10000000-19999999) 
- um:epc:idpatsgtin:0037000.130804.[30000000-30500000) -
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Available EPCs can be deleted from the pool by checking the check boxes of the corresponding table rows 
and clicking on the "Delete EPCs" button. More EPCs can be added to the pool by clicking on the "Add 
EPCs" button. As a result, a pop-up window will appear where a range of EPCs to be added can be 
specified. 

Checked out EPCs can be checked back into the pool by clicking the "Check In" button. 

8 VCC Component 1 - key classes UML 

8.1.1 com.connecterra.a.b.c Class 

8.1.1.1 Dependencies on existing components 

The following dependencies exist 

8.1.1.2 Modifications to existing components 

The following modifications will be made 
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8.1.2 com.connecterra.h.i.j Class 

8.1.2.1 Dependencies on existing components 

The following dependencies exist 

8.1.2.2 Modifications to existing components 

The following modifications will be made 

8.2 VCC Component 2 - key classes UML 

8.2.1 com.connecterra.k.l.m Class 

8.2.1.1 Dependencies on existing components 

The following dependencies exist 

8.2.1.2 Modifications to existing components 

The following modifications will be made 

8.2.2 com.connecterra.n.o.p Class 

8.2.2.1 Dependencies on existing components 

The following dependencies exist 

8.2.2.2 Modifications to existing components 

The following modifications will be made 

9 External Changes 

9.1 Specific add/update to Java API 
A set of Java classes and interfaces that customers call from their own code 

9.2 Specific add/update to XML API 
An XML document type exposed to customers via file or network 

9.3 Specific add/update to Web Services API 
A web services API that customers create clients to call 

9.4 Specific add/update to Configuration 
Properties or other configuration file that customers may view or edit 

9.5 Specific add/update to Scripts 
Top-level script or executable that customers invoke to start programs running 

9.6 Specific add/update to GUI 
A GUI that customers use (excluding the installer UI, which has its own column) 
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9.7 Specific add/update to Command Line Interface 
An interactive command-and-response user interface that customers use 

9.8 Specific add/update to Protocol 
A network protocol documented so that customers may write code that speaks one or both sides 

9.9 Specific add/update to Syntax 
Any restriction or rule that customers must obey when choosing names or similar artifacts 

9.10 Specific add/update to Database/Persistence 
Any repository for customer-generated data that must survive upgrades to software, including 
persistence across failures and restarts 

9.11 Specific add/update to Installer 
Any changes to the information requested or displayed during installation 

9.12 Specific add/update to Samples 
Any changes to sample code 

9.13 Specific add/update to jar files and other libraries 

9.14 Security considerations 

9.15 Compatibility Considerations 

9.16 Performance Considerations 
Any customer facing performance issues that need to be considered 

9.17 Testing considerations 

9.18 Deployment considerations 
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ECSpecsOverview Frame 
ECSpecs Panel 'Top Panel) 
Buttons 

Name Description Corresponds to API Feature 

New Create a new ECSpec. See pdfparatexton I\LEFactory.createECSpec() 
page -9. 

Edit Edit a highlighted (existing) ECSpec. I\LE.get(String ecSpecName) 

Delete Deletes a highlighted ECSpec, and all its I\LE.undefine(String ecSpecName) 
subscribers. 

Import ECSpecs can be defined using XML, as XMLDeserializer.deserializeECSpe 
described in the RFTagAware Programmer cGava. io. Reader) 
Guide. This button lets you import an XML 
,ormatted ECSpec into the Administration 
Console. 

~ctivate Once If you have already deployed an ECSpec, you ALE.poll(String ecSpecName) 
can use the Activate Once button. The 
~ctivate Once button tells the Edge Server to 
use the ECSpec one time to create a report. 

Column Labels 

Name Description Corresponds to API Feature 

Name The name of an ECSpec. You assign this ALE.listECSpecNames() 
name when you create the ECSpec. 

Activation Count An ECSpec is "activated" each time the Edge ecSpeclnfo = 
Server uses it to create a report. ECSpecs ~LE.getECSpeclnfo( ecSpecName) 
can be activated when their boundary 
conditions are met, or when you press the ecSpeclnfo.getActivationCount(); 
Activate Once button. 

The Activation Count column shows how 
many times this ECSpec has been activated, 
since its creation. 

Last Activation The last time this ECSpec was activated. ecSpeclnfo.getLastActivated() 

Last Reported reviewers -- what does this column indicate? ecSpeclnfo.getLastReported() 

Subscriber Count How many subscribers this ECSpec has. For ecSpeclnfo.getSubscriberCount() 
information about subscribers, see 
pdfparatexton page -2. 
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Subscribers Panel (Bottom Panel) 

Buttons 
Name Description Corresponds to API Feature 

New Create a new subscriber. A subscriber is a ALE.subscribe{ ecSpecName, uri) 
URI where the Edge Server should send the 
report you define in an ECSpec. 

Edit Edit an existing subscriber's URI. ist = 
~LE.listSubscribers( ecSpecName) 

uri = list.get(i); 
newUri =//edit uri 

IALE.unsubscribe(ecSpecName, 
uri) 

!ALE.subscribe( ecSpecName, 
newUri} 

Delete Delete a subscriber. ALE.unsubscribe( ecSpecName) 

Column Labels 

Name Description Corresponds to API Feature 

URI The URI for this subscriber. ALE.listSubscribers(ecSpecName) 
URl)list.get(i} 

Last Succeeded The last time the Edge Server succeeded in ecSublnfo = 
sending a report to this subscriber ALE.getECSubscription Info( ecSpec 

Name, uri) 

ecSublnfo.getlastSuccess Time() 
Consecutive Failures The number of consecutive times the Edge ecSublnfo.getConsecutiveFailureC 

!Server failed in its attempts to send a report ount() 
~o this subscriber. 
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ECSpec Detail Frame 
Menus 
File Menu 
Name 

View as Text 

View as XML 

Revert 

Export 

Close 

Tools Menu 

Name 

Test 

Redeploy 

Deploy As 

Help Menu 

Name 

ECSpec Frame Help 

AboutALE 
!Administration 
Console 

Description Corresponds to API Feature 

Lets you view the contents of this ECSpec in N/A 
lext format. For a sample, see pdfparatexton 
page -11. 

Displays the ECSpec in XML. String str = XMLSerializer.serialize( 
ecSpec, true } 

Returns to the settings this ECSpec had, N/A 
):)efore you made any modifications. 

ECSpecs can be defined using XML, as XMLSerializer.serialize( ecSpec, 
l'.lescribed in the RFTagAware Programmer ava.io.FileWriter ) 
Guide. This button lets you export the settings 
for this ECSpec into an XML file. 

Closes the ECSpec detail frame, and returns N/A 
you to the ECSpecs overview frame. 

Description Corresponds to API Feature 

Activates the ECSpec you are working on ALE.immediate( ecSpec ) 
(currently in memory), and shows you the 
report it would generate, in text format. For a 
sample, see pdfparatexton page -Error! 
Bookmark not defined .. 

Redeploys the ECSpec (creates a new ALE.redefine( ecSpecName, 
memory object for the ECSpec in the Edge ecSpec) 
Server). If you redeploy, you interrupt the 
subscribers who were getting reports from the 
ECSpec, before you redeployed. 

Lets you deploy this ECSpec. Deploying ALE.define( ecSpecName, ecSpec 
means creating a memory object for the ) 
ECSpec in the Edge Server. When you click 
this button, the Administration Console opens 
a dialog box where you can type in a name for 
•he ECSpec. 

Description Corresponds to API Feature 

Displays JavaHelp for the ECSpec detail n/a 
frame. 

Displays version and copyright information. n/a 
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Lo. IR d 1Q1Ca ea ers 
Name Descriotion Corresoonds to API Feature 

Available Readers that are configured for this Edge ALE.listlogicalReaderNames() 
~erver. 

Selected Readers whose information will be used in the ECSpec.setlogicalReaderNames 
reports this ECSpec generates. ( List names ) 

D Single arrow 

0 Double arrow 

<< Double arrow 

< Single arrow 
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Boundary 

Start 
Start boundaries tell the ECSpec when to start listening to the readers, and storing the tag information it 
sets from the readers for use in the ECSpec's report. 

[lk: these are mutally exclusive options, but I don't see any way of reseting an ECSpec from within the 
java api. .. so I'm going to make guesses as to how to implement - kt should check this] 

Name Description Corresponds to API Feature 

Continuous reviewers -- what exactly does this mean? ECSpec.setRepeatPeriod( 

Once this ECSpec is deployed, start ALEFactory.createEClnterval() ) 

gathering information from the readers ECSpec.setStartTrigger( null ) 

immediately, and continue to gather 
information continuously until you reach the 
stop boundary? 

Repeat Period Start listening for tag information from ECSpec.setRepeatPeriod( 
specified readers each n milliseconds. ALEFactory.createEClnterval(n, 

For example, if you set Repeat Period to 5000 EClntervalUnit.MS) ) 

milliseconds (5 seconds), the ECSpec will ECSpec.setStartTrigger( null ) 

start listening for tag information each 5 
seconds. 

Trigger URI reviewers -- need info and an example here ECSpec.setRepeatPeriod( 
IALEFactory.createEClnterval() ) 
ECSpec.setStartTrigger( uri ) 

Stop 

Stop boundaries tell the ECSpec when to stop listening to the readers. When the stop boundary is met, 
•he ECSpec prepares its report with the tag information it has. 

Name Description Corresponds to API Feature 

Duration How long to accumulate the tag information ECSpec.setDuration( 
hat the ECSpec will include in its report. You IALEFactory.createEClnterval(n, 

can express this in either milliseconds or read EClntervalUnit.MS I 
cycles. READ_CYCLES )) 

Milliseconds: Tells the ECSpec to gather tag 
information for n milliseconds, and prepare its 
treport based on the information it gathered 
during that time. 

Read Cycles: A read cycle is a single 
complete scan of all tags in a reader's field. 
rThis generally happens a few times a second, 
~nd is defined by individual reader 
manufacturers. 

If you click Read Cycles, you are telling the 
ECSpec to gather tag information for n read 
~ycles, and prepare its report based on the 
information it gathered from those read 
tycles. 

Stable Field Interval When the reader(s) keep reporting the same ECSpec.setStableFieldlnterval( 
ai:i information for a "stable field interval," ALEFactorv.createEClnterval(n, 
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hen the ECSpec stops listening and creates EClntervalUnit.MS I 
its report. You can express this in either READ_CYCLES )) 
milliseconds or read cycles. 

Milliseconds: When the reader{s) keep 
reporting the same tag information for n 
milliseconds, the ECSpec stops listening and 
creates its report. 

Read Cycles: When the reader{s} keep 
reporting the same tag information for n read 
cycles, the ECSpec stops listening and 
creates its report. 

Trigger URI reviewers -- need info and an example here ECSpec.setStopTrigger{ uri } 

LEF actory.createECReportSpec{} 

Report 

Name Descriotion Corresoonds to API Feature 

Reoort field Tvoe a descriotive name for this reoort. ECReportSpec.setName{String} 

Report Type 

Name Description Corresponds to API Feature 

Count List the number of tags that match the EC ReportSpec.setReportOutputSp 
conditions for this ECSpec. ec{ 

ALEFactory.createECCountReport 
OutputSpec() } 

List List the actual EPC values for each tag that ECReportSpec.setReportOutputSp 
matches the conditions for this ECSpec. ec{ 

~LEFactory.createECListReportOut 
putSpec()} 

Report Set 

Name Description Corresponds to API Feature 

Current Include all tags. ECReportSpec.setReportSetSpec( 
ECReportSetSpec.CURRENT } } 

Additions Include only those tags that have been added, ECReportSpec.setReportSetSpec( 
since the last time this ECSpec produced a ECReportSetSpec.ADDITIONS ) } 
report. 

Deletions Include only those tags that have been ECReportSpec.setReportSetSpec( 
deleted, since the last time this ECSpec ECReportSetSpec.DELETIONS} ) 
produced a report. 

Behaviour when Empty 

Name Description Corresponds to API Feature 
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Include in ECReport If there are no tags in this ECSpec, write a ECReportSpec.setlsEssential{ 
report anyway. ~alse) 

ECReportSpec.setReportlfEmpty( 
~rue) 

Omit from ECReport If there are no tags in this ECSpec, do not ECReportSpec.setlsEssential{ 
write a report. false) 

ECReportSpec.setReportlfEmpty( 
false) 

Suppress ECReport Reviewers -- what does this mean? ECReportSpec.setlsEssential( true 
) 
ECReportSpec.setReportlfEmpty( 
1alse) 

~plication Data 

Name Description Corresponds to API Feature 

n/a Free form data to include in this report ECReportSpec.setApplicationData( 
Strina) 

Include Filters 

Reviewers: this text is from a while ago -- need help on what parts may still be relevant. 

Indicates which tags to include in this report. 

If you specify anything in the Include section, you are saying that in order to be included in the report, a 
ag must (a) match at least one include filter; AND (b) match none of the exclude filters. 

Exception: if you specify NO include filters, then condition (a) does not apply. Specifying no include filters 
is equivalent to specifying an include filter that matches everything. 

For detailed information about the syntax to use here, see pdfparatexton page -Error! Bookmark not 
defined .. 

Name Description Corresponds to API Feature 

New Filter Reviewers -- need info all patterns are maintained in a list 
- clients can add individual 
patterns, but can't remove them 
individual! unless they geUset on 
~he entire pattern list as follows: 

List pats= 
ECReportSpec.getlncludePatterns( 
) 
V/ mod pats 
ECReportSpec.setlncludePatterns( 
pats) 

!l"his pattern is advised for all filter 
modification (new,delete) ops 
below. 

Delete Filter Reviewers -- need info 

Exclude Filters 

Name Description Corresponds to API Feature 

New Filter Creates a new exclude filter. ECReportSpec.geUsetExcludePatte 
rn 
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Delete Filter Deletes an exclude filter 

Tag Format Reviewers -- need info. N/A (comment applies to this entry 
~nd the next 4 ): This is a function 
pf the AdminConsole. Developers 
Wishing to encode/decode their 
own URI patterns will find the 
k!etailed rules in the EPC Global 
irag Data Standards document at 
'referenece here. 

Value Reviewers -- need info. N/A 
Any: ... 

Specific Value: ... 

Range: 

Company Prefix Reviewers -- need info. N/A 
Any: ... 

$pecific Value: ... 

Item Reference with Reviewers -- need info. N/A 
Indicator IAny: ... 

$pecific Value: ... 

Range: 

Serial Number Reviewers -- need info. N/A 
IAny: ... 

Specific Value: ... 

Range: 
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Subscriber Detail Frame 

Action Menu 

Name Description Corresponds to API Feature 

Subscribe Create a subscriber with the information from ALE.subscribe( ecSpecName, uri ) 

subscriber detail frame. 

Cancel Do not create a subscriber. N/A 

Help Menu 

Name Description Corresponds to API Feature 

ECSpec Frame Help Displays JavaHelp for the ECSpec detail n/a 

~rame. 

About ALE Displays version and copyright information. n/a 

Administration 

Console 

Menus 

F' Id P le s resent or a u sen er . voes fi 11 S b 'b T 
Name Descriotion Corresoonds to API Feature 

Subscriber Tvne Droo down menu. Can be: N/A (comment applies to all 

XML on Edae Server Console remaining Subscriber Types 

XML via HTTP POST 
entries): This is a function of the 

XML via JMS Messaae 
IAdminConsole. Developers 

wishing to encode/decode their 
XML File on Edae Server own URI subscribers will find the 

Other detailed rules in the Programmer's 

guide document at (referenece 

here. - this is our doc, look for 

section on setting Notification URls 

Headina Subscriber reoort headina. 

Failure Action Use EdaeServer's defaults: Reviewers --

need info. From edae.oroos? 

Override EdaeServer's defaults: 

. Unsubscribe after ... consecutive 

failures to deliver reeorts. 

S12ecify the number of consecutive 

failures need to unsubscribe. 

. Unsubscribe after ... seconds of 
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consecutive failures to deliver 

reports. 

S'2eCirL the number of seconds of 

consecutive failures needed to 

unsubscribe. 

F" Id S "fi t D"ffi 1e s ,oec11c o 1 eren u sen er voes t S b "b T 
XML on EdgeServer Console 

Name Description Corresponds to API Feature 

Heading Subscriber report heading. 

Use the format: 

console:report_name 

For example: 

console:MyReport 

!XML via HTTP POST 

Name Description Corresponds to API Feature 

URL The HTTP POST address. Use one of these 
formats: 

http://host:port/remainder-of-URL 

https://host:port/remainder-of-URL 

where 

host is the DNS name or IP address of the 

host where the receiver is listening for 

incoming HTTP connections. 

port is the TCP port on which the receiver is 
listening for incoming HTTP connections. The 

port and the preceding colon character may 

be omitted, in which case the port defaults to 

80. 

remainder-of-URL is the URL to which the 

HTTP POST operation will be directed. 

IXML via JMS Message 

Name Description Corresponds to API Feature 

Host Host name at which the JNDI Naming Service 

is available. 

Port rrhe port number at the JNDI host. 

Topic ~elect either Topic or Queue. If you select 

Topic, specify the name of the topic that the 
~SNotificationDriver will publish to. 

Queue ~elect either Topic or Queue. If you select 
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Queue, specify the name of the queue that 
the JMSNotificationDriver will add to. 

Connection Factory !The JNDI name of the connection factory for 
obtaining a topic connection or a queue 

connection. 

Use a topic connection factory name when 
publishing to a topic. Use a queue connection 

factory name when adding to a queue. 

User Optional. User name to create a topic or 

Aueue connection. 

Password Optional. Password to create a topic or queue 

~onnection. 

Naming Context Optional. The initial context factory class 

Factory name to use when performing JNDI lookups. 
If specified, it overrides the default specified 
in the edge . props file. 

Security Principal Optional. The security principal associated 
with the JNDI Naming Service. 

Security Credential Optional. The security credential associated 

1With the security principal. 

Message Properties Optional. These are added to the 
javax.jms.TextMessageasstring 

properties. 

Name is the text message property name. 

IValue is the string value. 

IXML File on EdgeServer 

Name Description Corresponds to API Feature 

Directory or File Use the format: 

file:/1/filename 

where filename is either the name of a file, a 
directory, or a pattern as described in the 

RFTagAware Programmer Guide. 

Other 

Name Description Corresponds to API Feature 

URI The URI for the notification handler. 
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Device Browser 

a-a•-- 11 
~--~ • • EdgeServer1 

,:!:,_~·-· Readers 

I f .. ..,_ .. ·· Loading_dock1 

···-~· Loadting_dock2 

c..:,,,~·-··Triggers 

T : .. ~·-· Ld1-weight-sensor 

: ~--· ECSpecs 

EE-·~ •·· Po_test32 

E!3 .. ~ •·· Shelf_statusA 

r · · &_fJ· · · console:shelf-test 

:_ · · frJ;.: http://center/shelf ... 

8-~-- · PCSpecs , 

~ • • ~ • • • Cheetos-lot335 

, i. .. ~ •·· Doritos-lot274 

$··f,t_· EdgeServerB 

EB· ··fe · · EdgeServerC 

IIL__ -
istration Console ... 

/SitelD 

EdgeServer1 
ft 

EdgeServerB• 
suberror 

,, 
EdgeServerC­

error 

Optional panel (could also be blank depending 
on time constraints) 

Manually refreshes the currently visible information 
from the EdgeServer(s). 

Launches a PDF document describing the current 
frame. 
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i 

I J 

bl .i 

EJJ 
OK I 

Edit EdgeServer ~ 

Name: I EdgeServe~1 

Connection URL: 

[@,P:llwarehouse:6060 J 
I OK 11 Cancel I 

\~--~ 
Internally, this may be appended with 1 or more 
service specifiers, such as "/axis/service/ 
ALEService", or "/axis/service/TelemetryService" 

AutoRefresh Interval ~I 
This setting controls how often certain status information is refreshed from 
configured EdgeServers. If the interval is greater than 0, then the application 
automatically refreshes the current view every interval. If the interval is 0, 
then the user must manually select View:Refresh in order to refresh the 
current view. 

Automatic Refresh may be useful when monitoring RFTagAware deployments. 
See the User Guide for deta,11ils,., . ._ ___ _ 
Automatic Refresh Interval: j 2so II ms 

OK 
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About ALE Administration Console ... 

RFTagAware ™ ALE Administration Console 
Version: 1.2 

ConnecTerra™ RFTagAware™ 
Copyright© 2004, 2003 ConnecTerra, Inc. 
http://www.connecterra.com 

All Rights Reserved; use is subject to license terms. 
US and International Patents Pending. 
Connecterra and RFTagAware are trademarks of ConnecTerra, Inc. 

OK 
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c, ConnecTerra RFTagAware TM Administration Console • • ;>< 

~ File View Help 

Device Browser /SitelD/EdgeServer1 

B·-€51··· SitelD i"" eventCyclescompleted total: 15 I• ~---~---$··~··· Readers 

~·----- ·· Loading_dock1 

4 • 

, : .... ..;~- Loadting_dock2 

$-~··· Triggers 

! : .. ~··· Ld1-weight-sensor 
0 ........,. _ __,,__._..._ .............. ~----~.__ ....... _......., ___ _.___,_....___,.,..._._ _ __._........._ _ _._. 

9·--e)··· ECSpecs 

1 

ffi·· ~ ··· Po_test32 

§ .. ~ ··· Shelf_statusA ;I 
1 

r-·&l'J··· console:shelf-test 

, ··••ilk: http://center/shelf ... 

~-~··· PCSpecs 

~ .. ~ • .. Cheetos-lot335 

. =. • • ~ • • • Doritos-lot27 4 

$-.fr.;._· EdgeServerB 

EE·,E1i·· EdgeServerC 

"17:41:15 17:41:20 

_ Tele~e_try _' 
1 

Alerts Attributes 

Nav tabs may be either bottom or top of this display. 
We should decide which looks better when we can 
see the implementation. 

17:41:25 17:41:30 
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B-6··· SitelD 

6.,~--
6. -~- • • Readers 

1 ~ .. .._, .. Loading_dock1 

~ ~----~- Loadting_dock2 

;:;::;--@51···Tnggers 
I : 
: ·--~·-· Ld1-weight-sensor 

),.~ ... ECSpecs 

*··@ ··· Po_test32 

Ek--@··· Shelf_statusA 

f ··,!l'J··· console:shelf-test 

:. • • ~ http://center/shelf ... 

-~·-· PCSpecs 

~--@ •·· Cheetos-lot335 

:_ • •@ • • • Doritos-lot27 4 

:_}·fi, • EdgeServerB 

EB· ·•fi; · EdgeServerC 

WARNING: 2004-03-2317:53:02 EST 

[fake]reader connection interrupted this is a really long status message with lots of IPA, 
details. Rather than show this extended text in a popup field (slightly ugly way of doing f-'. •j 
it), we're showing it in a preview pane now. The vertical separator above is L :1 
draggable. • 

)'.·t 
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o ConnecTerra RFTagAware™ Administration Console 

8·~··· SitelD 

6 ... ;, .. -

I
,l,_ ·fa··· Readers 

~--~-- Loading_dock1 

" ~---~~- Loadting_dock2 

t;::-~·-·Tnggers 

, : ..•... Ld1-weight-sensor 
'./El:,, 0 -~··· ECSpecs · · 

I ~-·~ ··· Po_test32 · 

~--~ ··· Shelt_statusA 

r··~·-· console:shelf-test 

i :. • • r,J;.: http://center/shelf... 

B·..fc··· PCSpecs 

~ · · ~ · · · Cheetos-lot335 

:. · -~ -· · Doritos-lot27 4 

~.}·f .t. · EdgeServerB 

EB·,Ji·· EdgeServerC 

/SitelD/EdgeServer1 

Device ID 

Device Type 

manufacturer 

version 

/SitelD/EdgeServer1 

ConnecTerra 

0.1 
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o ConnecTerra RFTagAware™ Administration Console r.llcilrxl 
ff File View Help 

Device Browser 

8·-€5J··· SitelD 

~-'~ ·· EdgeServer1 

6 .. -!a···Readers 

T r··""-'·· Loading_dock1 

I ·····~· Loadting_dock2 

t;3--@51··· Triggers 

! : .. ~ .. Ld1-weight-sensor 

:.~ .. -
EB··~ ··· Po_test32 

Ek-•~ ··· Shelf_statusA 

~ • • l'J··· console:shelf-test 

.. -,;.... 

:. • • &f1: http://center/shelf ... :> 
~.€31 ... PCSpecs 

~··~ •·· Cheetos-lot335 

:. · · ~ · · · Doritos-lot27 4 

:_:- •eJ'J... · EdgeServerB 

EB· •tf ii· EdgeServerC 

, CJ New ECSpec 

ilt~Edit 

• Delete 

~Import ECSpec .. 

cfflJJ.\ctivate Once 

0 

2 

i] New Subscribe 

lj Edit 

• Delete 

This panel disappears if no ECSpec is selected (or 
exists) above. In this case the (most likely blank) 
ECSpec panel extends to fill the entire space. 

These context menus are nice to have, 
but not must-have. They duplicate the 
functionality of the toolbars. They grey 
out appropriately. 
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a--€sJ··· SitelD 

6 . .-1, -• EdgeServer1 

~- •€51· · · Readers 

I ~--~-- Loading_dock1 

=---.;;;;-~- Loadting_dock2 

E;:;--€51··· Triggers 

i =--~--- Ld1-weight-sensor 

6.~--- ECSpecs 

l tb·· ~ ·· · Po_test32 

~--~ •·· Shelf_statusA • 
• I~ I 
~ • • i:!:i' • • console:shelf-test 

; =--·rg_: http://center/shelf ... ~-~----~ · · ~ • • · Cheetos-lot335 

: ... ~ •·· Doritos-lot274 

L_} ·f,t. · EdgeServerB 

EB·,fi;· EdgeServerC 

2004-03-1615:36:09 
EST 

2004-03-16 15:36:09 
EST 

• 
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" 6·~·-· SitelD 

;, ~---~ ·· EdgeServer1 

cb. ·-@SI·•• Readers 

I ~--<w ·· Loading_dock1 

" :····-lii.13_· Loadting_dock2 

?~·-· Tnggers 

I : ..•.. Ld1-weight-sensor 

tlt~~~elf-test 
! '···Ii: http,1/oeote,/shelf ... 
B·G·•· PCSpecs 

H~ · · · Cheetos-lot335 

. :. · · ~ · · • Doritos-lot27 4 

$··f1-· EdgeServerB 

EE· ··fif EdgeServerC 

(read-only summary view of spec or sub) 

l 

1 
·l 

.J 
f • ·' 

i]: 
>·· 1 1 ',• 
f',:· ,. -~-. ·. , ' -
1 ~.' 
i, 
{· 
f 

1.:.·1 
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View As Text 

View As XML 

Revert 

Export ... 

Close 

Deploy As ... 

Help ~--~ 
ECSpec Frame elp ... 

About ALE Adm istration Console ... 

/SitelD/EdgeServer1 • ECSpec "Untitled" (undeployed) 

/SitelD/EdgeServer1 • ECSpec "Shelf_statusA" (undeployed) 

o /SitelD/EdgeServer1 • ECSpec "Shelf_statusA" _ r•] X 
ij File Tools Help 

T Logical Readers 

Available: 

backgate 
frontgate 
Ld1-antenna1 
Ld1-antenna2 
Ld2-antenna1 
Ld2-antenna2 

T Boundary 

T Start 

® Continuous 

Selected: 

\[A 

n @ -

frontgate 

0 Repeat Period: 

0 Trigger URI: 

'========="II Milliseconds 

T Stop 

@ Duration: 1000 
!=====! 

(J Stable Field Interval: 

(J Trigger URI: 

T Application Data 

PRIORITY: HIGH 

® Milliseconds O Read Cycles 

0 Milliseconds O Read Cycles 

NOTE: This shipment should be routed through Atlanta. 

: ... 

' r-
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Collapsed version of 
Filter entry. (see 
exclude filters below for 1 ----­
expanded version) 

Other is also an option ... 
presents URI input to 
user. 

Depending on the format 
selected, 3 to 4 of these 
subsections may be visible. See 
EPC global spec for details. 

T Report Specifications (1) [ D • New Report 

T Report l~oritos'."'.~n~eld _ 

T Report Type 

I • I Delete Report I 

j ® Count O List 

T Report Set 

j ® Current O Additions O Deletions 

T Behavior when Empty 

0 lndude in ECReport 

(!) Omit from ECReport 

0 Suppress ECReport 

T Application Data 

PRIORITY: HIGH 1r..:- I 
NOTE: This shipment should be routed through Atlanta. 1r-

l ,." 
--- .~·- .-.J~ __ ii -==============i 

I 

~ D: New Filter -

Filter: SGTIN-64, •.•.•.• II IC Delete Filter 

Exclude Filters (0) Di New Filter 

T Filter JI IC I Delete Filter 

Tag Format: t~~_TI~~ ~ ............. 8J 
Value~~======-~~=~~====--=-. 

@Any 

0 Specific Value: I,~.=~~~~==] 
0 Range: I J through I ________ j 

Company Prefix- ·· 

@Any 

O Specific Value: j=: =====-=··-=····=J 

Item Reference with Indicator 
@)Any 

O Specific Value: .. I ~~~----~J 
O Range: I __ ....,..._, through J 

rSerial Number-------~~-----~=..-. 

@Any 

0 Specific Value: '--=~==~~=J 
0 Range: I,~~-="'' through 

-I 

[1"1 
LJ 

I 
I 
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Action 

This section is at the 
bottom of each variant 

below. 

'-----, 

Subscribe 

Cancel 

Subscriber Fra Help ... 

About ALE Adm istration Console ... 

· o /SitelD/EdgeServer1/ECSPecs/Shelf_statusA - Subscrib, 

,~ Action Help 

Eli Subscriber Type: l.?<ML on EdgeServer Console 

Heading: 
i!..=====================ll 

· Failure Action - · -··· 

@ Use EdgeServer's defaults. 

O Override EdgeServer's defaults: 

Id] Unsubscnbe after consecutive failures 
'-===cdl 

to deliver reports. 

n Unsubscribe after I II seconds of 
'=!.I .... ===='·' consecutive 

failures to deliver reports. 

Subscriber Type: !Other 
-•- ~-.. - . ···-· -

URI: '================1l 

Subscriber Type: !Xfl,1L vi_ai:in~ P~ST 

http:// 

Subscriber Type: j~ML_yi~_~t111~-M~.5~~~e ··-----····- __ . [8) 

Host: '======!l Port: L . ······•-•'-_J 
® Topic: ======:] 
O Queue '=l ===~===dlll 
Connection Factory: 

'================!! 
Id] User 

'-====== 

..-----------,, 
II Password: I 

===1 II 

Id] Naming Context Factory: 

[] Security Principal: 

Security Credential: 

Message Properties - .. - - - ----
- - )@;71 • I Delete ! 

~I 

Subscriber Type: jxML~ on Ed=ge=S=e=rv=e=r·~=======""EJ,,,.,I 

Directory or File: I'=. ================:!J 
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TextView Frame 

(titlebar naming examples) 

/SitelD/EdgeServer1/ECSpecs/Po_test32 - Text 

/SitelD/EdgeServer1/ECSpecs/Po_test32 (undeployed) - Text 

ECSpec frame:File:"View As Text .. ." is called. 

ECSpec frame:File:"View As Text..." is called on 
a (undeployed) ecspec. 

/SitelD/EdgeServer1/ECSpecs/Po_test32 - ECReports@ 19:32:04 EST 

/SitelD/EdgeServer1/ECSpecs/Po_test32 (undeployed) - ECReports@ 19:32:04 EST 

/SitelD/EdgeServer1/ECSpecs/Untitled (undeployed) - ECReports@ 19:32:04 EST 

Other variations. 

Close box behaves 
same as File:Close. 

Duplicate status text on title bar 
and in frame - this text shows 
where the text came from (note: 
not all unix window managers 
display titlebar text) 

Multiedit field is 
selectable, but NOT 
EDITABLE - can copy 
text by selecting and 
using CTRL-C OR by 
Edit:Copy menu, but text 
cannot be changed. 

--'"11 Frame is resizable. 

Opens ·save As Text File ... " dialog. User selects file and path. Text is saved to file at path location. 

Opens "Print. .. " dialog. Prints text to printer. 

Closes Text View frame. 

Copies selected text to clipboard for pasting into other applications. 

Selects all text. 
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Some kind of Error/Warning 

~ ~@il@j@J' • - , lili\1li3 ~ ~ m~~~ 
@j@j'{mjl~ uf©'llffi@®filli'(§filji) ~ill@~ 
@j' ~ ffi@w fill~ [j@·~· !fnfil:§., 

Selecting this button opens a file 
dialog that allows the user to specify 
where a problem report text file is 
written - this file may be sent to our 
support resources for debugging or 
solutions. 
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Test1 
Test2 
Test3 

~etivatien @Bunt 

2324 
64 
87432 

l!ast Regor.tee! 

2004-08-11 10 ... 2004-08-11 10: .. . 
2004-08-11 10 ... 2004-08-11 10: .. . 
2004-08-11 10 ... 2004-08-11 10: .. . 

Yes 
No 

~---------------------------------

i- -
t 
r-:­
t 
f::.' 
[: ' -

~ 
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r Attributes: ·• 
! 

@ Include EC Spec in each EC Report 

Stop: - ---- - ---- -

@ Duration (Milliseconds): 

@ Duration (Read Cycles): 

0 Stable Field Interval (Milliseconds): 

~ Stable Field Interval (Read Cycles): 

@ Trigger URI: 

Group Patterns · 

Protocol: l,=sG=T=IN=-64======-~Ele,!JI 

[SGTIN-64] 2.2 ... * 
[SSCC-96) 2.(3-99).*.* 
[SSCC-96] [3-255).X.*.* 

Edit tJView as XML jjView as Textl -

I 

- J 

! 

I 

I i 

i 

I r 

Add I . 

Ir. JI Remove I 

ltT 
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,Report Type: 
1 

I 
I 

0 Count 0 List 
i 
! 

I 

I 

! 
I 

1 List Items 

I 

@ lndudeEPC @ Include Tag 

i @ Include Raw Hex 8'J Include Raw Decimal 

~Omit Report 

0 Omit if empty 

0 Omit if unchanged from last cycle 

@ If omitted, suppress all EC Reports this cycle 

. - .. -- ---· - . 

11 
Save I II Cancel I 

If List is not checked, the List Items section is grayed out. If the user attempts to Save the Report with neither "Count" or "List" checked, 
then they get an error message saying "You must select at least one of Report Type. If the user attempts to save with List checked, but 
none of the List Items check boxes checked, then they get an error message saying "You must select at least one Tag Format for the 
List Items". All four boxes are checked by default. 

The "If omitted, suppress" check box grays out and appears unchecked if both of the other checkboxes are unchecked. If either are 
rechecked, then the check box is reenabled and it's previous state (checked or unchecked) is restored. 
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EC Reports 

<xml> 
<EC whatever> 

<blah> 

Save As ... OK 

Currently, EC Reports appear in a small message window. In this release, the 
EC Report will come up in a dialog box instead. This dialog is non-model, and 
the user can select the text to copy it into the copy buffer. 

[J 
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Network Progress 

Please wait while we retrieve the information from the 
Edge Servers 

111 __ -~-~J 
Stop 

Network Progress 

Please wait while we communicate with the Edge 
Servers 

1111 

II Stop 
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1 Introduction 
This document describes a part of the design for the ALE GUI. Specifically, it provides a controller and 
model design on which the ALE GUI views are to be built. These components may also be reused by other 
user interfaces which make use of the RFTagAware ALE and telemetry APls. 

2 Key Terminology 
This section lists key terms and definitions as utilized in the design: 

• Model - A data container that holds a view-independent version of system information. Often, 
models notify registered listeners when changes have occurred in the underlying data. 
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• Controller - An object that provides a mechanism for getting data into the Model in an 
application-specific way. The Controller is the link between the ModelNiew and the real world. 

• Telemetry The RFTagAware Edge Server bas a Telemetry API that provides device status and 
time-series information on a subscription basis. The client subscribes to a telemetry stream, and 
the Edge Server begins pushing data to the client, until either the client unsubscribes, or there are 
enough consecutive delivery failures. 

• Time-series information - Various devices on the Edge Server export time-series data streams via 
the Telemetry APL These data streams are either time/value pairs, or time/gauge pairs, and the 
names of these streams are device-specific. 

• Gauge a stock-ticker style data point with a high-water mark, low-water mark, and average value 
for any given time. 

3 Feature Overview 
The design encompasses separate controllers and models for the ALE API and the Telemetry APL They 
share a few classes which describe edge servers, since this is the common point of reference for both AP Is. 

Each controller provides methods which can be used to monitor changes to some edge server data. The 
interface hides details such as whether a publish/subscribe model or a polling model is used, so as protocols 
are enhanced, the GUI can work more efficiently without making changes to the view code. 

Each controller also provides access to their underlying connection pools, to provide managed access to 
server connections for other tasks. 

4 Use Cases 
The Adrnin Console GUI has panels that monitor the state of the edge server and its constituent devices. 
The device browser maintains a graphical display of device status in its tree view; the display must update 
asynchronously, when the edge server pushes new telemetry information to the console application. 

When certain device nodes are selected, the device information panel displays the device's associated time­
series telemetry charts. When the user selects such a node, the application must send the edge server a 
telemetry subscription request, and when the user deselects the node, the application must unsubscribe. 

The ECSpec information panel displays an edge server's ECSpecs in a table, and updates that information 
periodically. The ALEController provides a subscription-like interface to this information so that the 
pattern of subscribing when the "ECSpecs" node is selected and unsubscribing when leaving the node 
parallels the device telemetry stream pattern. 

5 Design Overview 
The design of the ALE GUI must take into account a complex set of requirements. 

• The GUI must be able to manage multiple edge servers. This management uses several different APis 
(ALE and Telemetry, and possibly others in the future) 

• For good user interaction, the GUI must never appear to block. Instead, any long-lived operation must 
be performed on a separate thread. 

• For efficient use ofresources, multiple calls to the same API on the same edge server should share a 
single connection. 

• The user must be allowed to cancel operations, even though the underlying network protocol 
implementation does not always provide a mechanism to interrupt an operation in progress. 

• Some of the information needed can be subscribed to, but other information must be polled. 
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To meet these requirements, this design provides an interface for a local caching model for the ALE API, 
one for the Telemetry API, and another for the Config APL The model also includes a listener/event 
mechanism so that the view can automatically updated when the model is changed. A controller provides 
methods which cause periodic updates to the local model to be made which can then be acted on by 
listeners. 

cd overview 

ALEModel 

ECSpecsModel 

Reader 

ConsoleGUIModel 

EdgePlugln Composite Reader 

Antenna Loglca !Reader 

The model exposed by this architecture is a confluence of information and operational methods into one 
interface that hides the underlying mechanism used to implement the requests. Information from the 
various edge server interfaces will be merged into this one model; the GUI does not need to know that 
device status information comes from the telemetry. The model hides the fact that, while the association of 
logical reader name to physical reader comes from the Configuration API, the capability of that logical 
reader whether it can read tags, write tags, or both - is gleaned from the ALE APL 

While the ConfigAPIModel exposes Readers and CompositeReaders as plugins, the EdgeGUIModel treats 
these specially, hiding the reader and composite reader "roles" in favor of specific interfaces for accessing 
the models. Other plugin-type objects (filters and triggers) are handled through the plugin role interface, 
since the admin console should be able to handle new types of objects as they are introduced underneath. 
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6 Design Detail 
This design will elaborate on the technical details and infrastructure for supporting the controller/model 
abstraction for the ALE and Telemetry APis. The key components to support this subsystem will be 
considered. 

6.1 com.connecterra.admin.endpoint package 

cd endpoint/ 

Endpoint 
ConsoleConflguratlonManager 

1--------------------IH:li..----~>-----1 + EndpointModel(host :String, port :int) 
+ getEndpoints(): List<Endpoint> ~ + EndpointModel(legacyURI :String) 
+ setEndpoints(endpoints :List<Endpoint>): void + getHost(): String 

+ getPort(): int 

6.1.1 Endpoint 
The Endpoint model encapsulates the information necessary to connect to an edge server. This is simply a 
host and port, since the ALE, Config, and Telemetry API URI paths can all be generated from this 
information. The Endpoint can be constructed from a host/port combination or a string representation. The 
string representation can be a legacy URI ( of the form "http:/ /host:port" or "http://host:port/"), for 
backwards compatibility with older Adrnin Console configurations, or simply a host/port pair of the form 
"host:port". When the adrnin console writes the configuration back out, though, legacy URLs will be 
converted to the new form, "host:port". The URI-based constructor can throw an InvalidURIException, if 
the String is a malformed URI, or ifit is not one of the expected legacy forms. 

The Endpoint is immutable; to change an edge server endpoint, the endpoint must be removed from the 
EndpointList under the old value, and re-added with the new value. 

This object is the key identifier for any edge server connection. 

6.1.2 ConsoleConfigurationManager 
The Adrnin Console initialization generates this configuration manager and passes it into 
ConsoleGUIModel. The ConsoleGUIModel gets its list of endpoints from this object. The config manager 
simply handles transfer of the list of endpoints to and from persistence. 

6.2 com.connecterra.admin.gui.consoleGUIModel package 
cd consoleModal / 

EdgelDTreeModel 

ConsoteGUIModel + getNameo: String 

+ C G C C r, . M r1<er0 ) ....,_ + getParentO: EdgelDTreeModel 
onsole UIModel( onsole on 1guratlon anager, Wo ueue --::::,, + getChlldrenO: Llst<EdgelDTreeModel> 

+ getEdgeGUIModel(Endpoint): EdgeGUIModel + isEndpointNode(): boolean 
+ getEdgelDTreeRootO: EdgelDTreeModel + getEdgeGUIModel(): EdgeGUIModel 
+ addWor1<er(Wor1<er): void + addListener(EdgelDTreeModellistener): void 

+ removeListener(EdgelDTreeModelListener): void 

y 
•Interface• 

EdgelDTreeModelllstener 
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6.2.1 ConsoleGUIModel 
The ConsoleGUIModel is the top-level Model object for the Adm.in Console application. It represents the 
tree structure of the device browser. It also holds the ConfigurationManager passed in from the 
application. It gets the list of connections to edge servers from that object, and uses it to persist changes to 
that list. 

When an Endpoint is removed from the edge server list, the ConsoleGUIModel is responsible for making 
sure that the associated EdgeGUIModel disconnects from the server and that its associated node is removed 
from the device tree. 

The Admin Console reads the edge list configuration into a ConsoleConfigurationManager and passes that 
object to the ConsoleGUIModel constructor. The constructor creates a preliminary EdgeIDTreeModel tree 
structure with each edge server in the "Unknown" path, and creates EdgeModels for each edge server. As 
the telemetry service returns device path information for each edge server, it updates the EdgeIDTreeModel 
tree structure to sort those servers into the reported device path. 

6.2.2 EdgelDTreeModel 
The EdgeTreeModel is a tree structure maintained by the ConsoleGUIModel. The tree structure mirrors 
the structure present in the device ID paths returned each Edge Server's telemetry. 

The following invariant applies to this tree any node with children is not an endpoint node, and has no 
associated EdgeGUIModel; all leaves are endpoint nodes that contain a reference to an EdgeGUIModel 
object. 

6.3 com.connecterra.admin.gui.edgeGUIModel 
cd edgeOvervlew 

«interface• 

EdgeGU/Model 

-

I.,,, t 
ALEGUIModel 

Te/erretryListener 
Conf/gGU/Model 

«Interface• 
TelemetryGU/Model 

The EdgeGUIModel provides a subtree for the ConsoleGUIModel's device tree to include. It also 
consolidates the information from the ALEGUIModel, TelemetryGUIModel, and ConfigGUIModel into 
one full representation. 
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6.3.1 EdgeGUIModel 
cd odgeModel 

cintel'faee• 
EdgoGIJ/Mo<lol . EdgeGIJIModel(endpoinl :Endpolnl) 

+ getALEGIJIModelO: ALE GU/Model 
+ getTelemet,yGIJJModelO: Tele,ret,yGU/Model 

ALEModel 
+ ge/C-OnfigGUAlodelO: C,onligGUIModel 
+ getNameO: String 

ECSpecsModel ~ + s.etActive(active :boolean): void 
+ getTetem,tl)!SetO: OevicaTelerret,yModel 

+ selAc:tive(acti\le :boolean}: void + gelECSpecsModelO: ECSpecsModel 
+ selAcHveECSpec!(ecSpecNames :Lls<String>): void + ge/ResderNames() : List<Slring> 
+ ~lActiveECSub~ptiom:(ecSubscriptionNames :List<String>, ecSpecName :String) void + getReoder(nome :String}: Reader 

+ getCcnpositeResderNoiresO: Llst<Strlng> 
+ 9erCo,rpositeReader(nsrre :String) : void 
+ getPlupinRoleNarresO: Lfst.:StririQ> 
+ getPluglnRole(nsrre :Stting): EdgePluginRole 

9 ) 

EdgePloglnRole 

+ getName() · String 
+ setSelected(selected :boolean): void 
+ getPluginS(): Lls<EdgePlugin> 
+ getPluginMe1as(): List<EdgePluginMeta:> 
+ addU~ener(lhtener :ConfigUstener): void 
+ removeListener(listener :Configlistener): void 

J) 
EdgePlugln 

• getName(): String 
+ setSelected(selected :boolean): void 
+ isReadOnly(): boolean 
+ getRole(I: EdgePluginRole 
+ getConflgurationMeta(): Map<String,ConfigParamType> 
+ getConfiguration(): Map<Stnng,Object> 
+ putConfigurauon(newConflguration :Map<Strlng, Object>) void 
+ addLisener(IISener :Conflgllsener): void 
• removeliSlener{listener :Configlistener); void 

~ ? 
CompoolteRoader 

+ getLogicalReader(): Logical Reader . getComponentReadeli'James:(}: Usl<String> 
+ setActlve(active :boolean): void 

Reader + addlistener(listener :Changelistener): void 
+ removelistener(li!Jtener :ChangeListener): void 

+ getName(): Stnng 

\V + setAclive(selected :boolean)· void 
+ getReadPointNames(): List<Stnng> 
• getReadPoint(name :String): Antenna Antenna LoglcalReader 
+ getTelemetl)!Set(): DeviceTelemetryModel !:::>- ,--;,. + addlistener(listener :Changelistener): void + getName(): String + getName(): String 
+ rernovelistener(listener :Changelistener): void • getLoglcalReadert): Logical Reader + setSelected(selected :boolean): void 

An EdgeGUIModel is constructed to provide access to a single edge server specified by an Endpoint object. 
It creates an ALEGUIModel, a TelemetryGUIModel, and a ConfigGUIModel with that endpoint and holds 
those objects. 

When the EdgeGUIModel is in "active" mode, it starts the TelemetryGUIModel monitoring the telemetry 
for the associated Edge Server. The EdgeGUIModel also exposes the TelemetrySetModel that holds the 
edge server's "edge device" telemetry. 

The EdgeGUIModel provides access to the edge server's associated devices; readers and composite readers 
bypass the generic "role" mechanism provided to parallel the ConfigAPI, but other devices are referenced 
first by their role on the edge server. 

Readers are instead accessed through the getReaderNames/getReader interface, since these devices have 
meaning even to an edge server that does not support the Config APL Composite Readers are the same. 

6.3.2 EdgePluginRole 

EdgePluginRole represents a type of configurable device the Edge Server exposes via the Configuration 
APL For Admin Console 1.3 this will simply provide read-only access to filters, per the limitations of the 
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Configuration APL Readers and composite readers bypass this mechanism, accessed through specific APls 
on the EdgeGUIModel; the "reader" and "composite reader" roles are kept hidden at this layer. 

6.3.3 EdgePlugin 
The EdgePlugin represents a configurable device exposed by the server's Configuration APL The 
getConfigurationMeta() method returns the Config APl's native PluginMeta object for the associated 
PluginDevice's Plugin. See the Dynamic Reader Configuration Design document for more information. 
This dependency on the Config API is useful because the parameter information structure is complex; it 
may be useful for these classes to be moved into a more shared component in the future. 

6.3.4 Reader 
A Reader represents a Physical Reader device on the edge server. The device has configuration 
information (with accessors inherited from the EdgePlugin object) and a TelemetrySet associated with it. It 
also has ReadPoints associated with it, each of which has a Logical Reader. 

6.4 com.connecterra.admin.gui.aleGUIModel 

6.4.1 ALEGUIModel 

cd aleModel / 

«interface» 
ALEGUIModel 

+ ALEGUIModel(Endpoint) 
+ disconnect(): void 
+ getliveALE(): ALE 
+ getEndpoint(): Endpoint 
+ getECSpecModel(): ECSpecModel 

The ALEGUIModel exposes a more VI-centric interface to the information in the ALEController and 
ALEModel. It provides direct access to the underlying caching ALEModel and the ECSpecModel. 

The class also provides direct access to the ALEController's "Live ALE" object- this object is a wrapper 
around the ALE interface that automatically checks out a connection, makes the requested call, and then 
checks the connection back in. 

6.4.2 ECSpecsModel 

cd consoleModel / 

ALEMode/ 

ECSpecsModel 

+ setActive(boolean): void 
+ setActiveECSpecs(Lisl<String>): void 
+ setActiveECSubscriptions(list<String>, String): void 

The ECSpecsModel is a thin extension over the ALEModel (which itself implements the ALE interface to 
provide cached information). The Admin Console informs the ECSpecsModel which ECSpecs are "active" 
- active ECSpecs have their ECSpeclnfo periodically polled and updated in the ECSpecsModel. Similarly, 
the ALEGUIModel maintains information on which ECSubscriptions are active. 
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6.5 com.connecterra.admin.aleModel 

6.5.1 Overview 
Cd aleModel 

ALE 
ALEModel - I «interface• 

I Ustener 
+ addlistener«.istener): void I II 
+ removelistenerjlistener) : void 

? + getECSpec(String): ECSpec 
+ getECSpecNames(): List<String> 
+ gelECSpeclnfo(Slring): ECSpeclnfo •interface• 
+ getSubscribers(String): List<URI> ALEGU/Model 
• gelECSubscripUonlnfo(Slring, URI): ECSubscriptionlnfo 
+ listLoglcalReaderNameS(): List<String> + ALEGUIModel(Endpoint) 
+ getStandardVersion(): Siring EE-: disconnect(): void 
+ gelVendorVersion(): String refresh(): void 
+ cexceplion• define(String, ECSpec): void + gelLiveALE(): ALE 
+ •exception, undefine(String): void + gelEndpoint() : Endpoint 
+ cexceplion, redefine(String, ECSpec): void + gelECSpecModel(): ECSpecModel 
+ cexceplion• subscribe(String, URI): void + addWorkar(Wort.er): void 
+ •exception, unsubscribe(String, URI): void 
+ cexceplion, subscribe(String, URI, ECSubscriplionControls): void t + «exception, poll(String): ECReports 
+ «exception, immediate(ECSpec): ECReports 
+ •exception, suspend(String): void 
+ «exception• unsu!,)end(Slring): void ALEController 

- setECSpecNameS(List<String>): void 

- addECSpecSubscription(String, URI): void + ALEController(Endpoint, AlarmClock) 

- selECSpecSubscriplions(List<URI>, String): void - monitorSpees(List<Slring>): ALESubscriptlon 

- removeECSpecSubscription(String, URI): void - unmonilorSpecs(ALESubscriplion): void 

- selECSpec(Slring, ECSpec): void - checmulALEConnection(): ALE Connection 

- selECSpeclnfo(Slring, ECSpeclnfo): void - checkinALEConnectlon(ALEConneclion): void 

- setECSpecs(Map<String,ECSpec>): void - getLiveALE(): ALE 

- setECSubscriptionlnfo(String, URI, ECSubscriptionlnfo): void + refresh(): void 

+ setECSpeclnfos(Map<String,ECSpeclnfo>): void 

} ~ 
ECSpecsModel I ✓ FactoryConnectlonPool 

+ selAclive(boolean): void 
+ selActiveECSpecs(List<String>): void 
+ selActiveECSubscriptions(Lisl<String>, String): void 

The model/controller abstraction over the ALE API is multi-layered, adding a distinct set ofnew function 
at each level. 

The lowest level, the Connection Pool, enables server connection sharing. The FactoryConnectionPool 
uses an AxisALEConnectionFactory to create a simple Axis-based connection to the Edge Server's ALE 
service and wraps that ALE object in a layer that detects exceptions that are related to the connection to the 
server. If the connection goes down, that wrapper marks the associated connection object "suspect." Then 
when the connection is checked back into the connection pool, the pool knows to remove it. 

The next level consists of two classes, the ALEController and the ALEModel. The ALEController wraps 
the Connection's ALE object- the ALEController's wrapper maintains the link between data seen over the 
ALE connection and the cached information in the ALEModel. The ALEController also has a polling 
thread that watches for changes in edge server's ECSpecs. 

Operations on ALEModel always refer to the cache and never block on network traffic. The ALEModel 
implements certain package-private setter methods for use by the ALEController's ALE wrapper. 
ALEModel calls to define, undefine, redefine, poll, or immediate result in an IllegalOperationException. 

The ECSpecModel is a thin layer over ALEModel that provides a connection back to the ALEConnection's 
polling mechanism. 

The next level is the ALEGUIModel, which combines the ALEController and ALEModel into one 
interface. It exposes the ALEController's live ALE connection, the Worker Queue, and the ECSpecModel. 
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6.5.2 ALE Controller 

cd aleConnectlon 

ALE 
ALE Controller 

ALEModel 

+ ALEController(Endpoint, AlannClock) 
- monitorSpecs(list<String>): ALESubscription + addlistener(Listener): void 

- unmonitorSpecs(ALESubscriplion): void + removelistener(Llstener): void 

- checl<DutALEConnectionO: ALE Connection 
+ getECSpec(String): ECSpec 

- checkinALEConnection(ALEConnection): void + getECSpecNames(J: List<String> 

- getliveALEO: ALE + getECSpeclnfo(String): ECSpeclnto 

+ refresh() : void + getSubscribers(String): List<URI> 
+ getECSubscriptionlnfo(String, URI): ECSubscriptionlnfo 

t + listlogicalReaderNames(): List<String> 
+ getStandardVerslon(): String 
+ getVendorVersion(): String 

FactoryConnectlonPool ALEModelConnectlonWrapper + «exception» define(String, ECSpec): void 

- + «exception» undefine(String): void 

- + «exception• redefine(String, ECSpec): void 
+ •exception• subscribe(String, URI): void 
+ «exception• unsubscribe(String, URI): void 

t i 
+ «exception» subscribe(String, URI, ECSubscriptionControls): void 
+ «exception• poil(String): ECReports 
+ «exception• immedlate(ECSpec): ECReports 

ALEConnectlonFactory 
ALE + «exception» suspend(String): void 

ModelWrapper + «exception• unsuspend(String): void - - selECSpecNames(List<String>): void - - addECSpecSubscription(String, URI): void 
- setECSpecSubscriptions(List<URI>, String): void 

I 
- removeECSpecSubscription(String, URI): void 
- setECSpec(String, ECSpec): void 
- setECSpeclnlo(String, ECSpeclnfo): void 

ccre2tes» 'I - setECSpecs(Map<String,ECSpec>): void 

Connection ALE - setECSubscriptionlnlo(String, URI, ECSubscriptionlnlo): void 

ALE Connection IT\ LlveWrapper 
+ setECSpeclnlos(Map<String,ECSpeclnfo>): void 

+ getALE() .ALE r 
This class implements methods for requesting updates to ECSpecs or ECSubscriptions on an edge server. 
In the first version of the implementation, this will be implemented with a polling thread. If the ALE API 
is enhanced or a ConnecTerra-private API is developed in the future to support a subscription mechanism 
for changes in this data, the implementation can be updated to take advantage of that. 

The ALEController will use the AlarmClock mechanism from the ConnecTerra Util component to perform 
this periodic polling. 

The ALEController also provides a "Live ALE" object which implements the ALE API by wrapping calls 
with checkout and checkin operations to the ALE Connection pool. This is useful for callers to perform 
specific ALE operations, such as creating or deleting ECSpecs, within the ALEController's connection 
management framework. 

6.5.3 ALEConnectionFactory 

The ALEConnectionFactory instance does return AxisALEClient instances directly. Instead, the 
AxisALEClient object will be wrapped in another class which implements the ALE interface. For each 
method in the ALE interface which can alter the model, this wrapper class will update the model, perhaps 
issuing additional ALE method calls if the arguments and return value are insufficient to understand the 
model changes. In this way, changes made as a result of user calls are automatically updated in the model, 
and if appropriate listeners are in place, the view as well. 

Additionally, exceptions that indicate an error with the connection will label the associated ALEConnection 
object as suspect, causing the ConnectionPool to discard the connection and attempt to generate a new one. 

The ALEController uses the FactoryConnectionPool to adapt this factory class into a connection pool. 
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6.5.4 ALEModel 
Operations on ALEModel always refer to the cache and never block on network traffic. The ALEModel 
implements certain package-private setter methods for use by the ALEController's ALE wrapper. 
ALEModel calls to define, undefine, redefine, poll, or immediate result in an IllegalOperationException. 

The ALEModel object stores the local cached data for all the edge servers which the system is monitoring. 
There are methods for adding and removing listeners which receive events whenever the model changes. 
There are getter methods for the view to query the model in order to build UI objects. And, there are setter 
methods which are used by the controller to update the model, either as a result of a subscription or poll 
operation, or by the ALE instance wrapper. 

6.5.5 ECSpecsModel 
The ECSpecModel is a thin layer over ALEModel that provides a connection back to the ALEConnection's 
polling mechanism. 

6.5.6 Listeners 
cd listener 

I •Interface» II Listener 

I II 

f 
I •intertace• I 

ALEECSpecLJstChangadLlstener 

I+ notifyECSpecListChanged(model :ALEModel): void II 
- .. .. - JJ 

I «interface» 

~ I •interface• ~ ALEECSpecContentsChangedLlstener ALEECSpeclnfoChangedUstener 

I· notlfyECSpocContentsChanged(rrodel :ALEModel, ecSpecName :String): void II I· notifyECSpeclnfoChanged(model :ALEModol, ecSpecNal'T8 :String): void II 

I •interface• II ALEECSubscrlptionLlstChangedLlsiener 

I. notilyECSubscriptlonUstChanged(rrodef :ALEModol, ecSpecNafTG :String): void IJ 

I 
«interface» I ALEECSubnrlptionlnfoChangedLlstenar 

I+ notifyECSubscrfptiontnfoChanged(rrodel :ALEModel, ecSpecNarro :String. ecSubscriptlonName :String) : void I! 
! 

These listener interfaces monitor the ALEModel and ECSpecsModel for changes. Each leaf of the tree 
listens for a specific type of change. 

When the listener is added to a model object, the model maintains lists of differentiated listener interfaces, 
and adds the listener to each list that matches that type. That way, an object can implement as many or as 
few of these interfaces as it wishes, but it only has to get passed into the model addListener call once to be 
added to all the relevant internal lists. 
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6.6 com.connecterra.admin.gui.telemetryGUIModel 

6.6.1 TelemetryGUIModel 

Cd telemetryGUIModel / 

• interface» 
TelemetryGU/Model 

Device TelermtryListener 

+ TelemetryGUIModel(endpoint :Endpoint. httpServer :TelemetryHTTPServer) 
+ disconnectQ: void 
+ refresh(): void 
+ getDeviceTypes(): List<TelemetryDeviceType> 
+ getDevices(deviceType :TelemetryDeviceType): List<String> 
+ getDevice(name :String): Device Info 
+ getDeviceTelemetryModel(deviceName :String): DeviceTelemetryModel 
+ getDeviceStatusModel(deviceName :String): DeviceStatusModel 
+ setSelectedDevice(selectedDevice :Devicelnfo): void 
+ unselectDevice(): void 

Dev lceStatusModel 

+ getDeviceStatus() : boolean 
+ addlistener(listener :Listener): void 
+ removelistener(listener :Listener): void 

«enumeration» 
TelemetryDev Ice Type 

+ READER: TelemetryDeviceType 
+ TRIGGER: TelemetryDeviceTvoE 
+ EDGE: TelemetryDeviceType 

+ toString(): String 

The TelemetryGUIModel exposes a GUI-specific representation of the telemetry for a given Edge Server. 
It lists the device types, and the devices in each type. It also provides a DeviceTelemetryModel for each 
device, combining all the telemetry data (alerts, time-series, and attributes) into one object. Only the 
selected device has a subscription to telemetry data. The TelemetryGUIModel subscribes to device status 
information for all devices, however, and the returned DeviceStatusModel for each device maintains its 
state based on that. When the TelemetryGUIModel is disconnected, associated DeviceStatusModels stop 
updating. 

6.6.2 DeviceTelemetryModel 

cd devlceTelemebyModel / 

Dev lceTelemebyModel 

+ getTimeSeriesModels(): List<TimeSeriesModel> 
+ getTelemetryAttributes(): map<String. DeviceAttribute> 
+ getAlertsModel(): AlertsModel Dev lceAttrlbute e=J -

111+-------'--------:::;,>I + getName(): String 
+ addListener(listener :Listener): void 
+ removeListener(listener :Listener): void 

'==========R========-,:!.J~ + getDataType(): DataType 
+ getValue(): Object 

TlmeSerlesMode/ 

+ getName(): String 

I I 
GaugellmeSerlesModel CounterllmeSerlesModel 

AlertsModel 

+ getAlertsSince(timestamp :long): List<Alert> 
+ getAlerts(): List<Alert> 

1) 

Alert 

+ gelDevicelD(): String 
+ getMessage(): String 
+ getLevel(): Level 
+ getDate(): long 
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The Device TelemetryModel represents the information the Edge telemetry provides for any given device. 
The contents of the various models will be fleshed out as needed. 

6.6.3 Alert and DeviceAttribute 
Alert and DeviceAttribute are objects that implement the interfaces from the Telemetry APL 

6.6.4 DeviceTelemetrylistener 

•interface, 
Listener 

~ ~ 
.-interface• cinterfaeu 

AlartsLlstener AttrlbutesUstener 

newAlerts(rrodel :DevlceTeterretryModel. alerts :Llst<Alert>J. void + ettrlbutesChanged(rrodel :Device TelerretryModel) . void 

TlmeSerlesLlstener TlrreSerlesLlstener 
«Interface» «Interface, 

CounterU.srener GaugeL/stener 
newCounterValue(nudel :Device TeterretryModel, tirre :long, counter ;long). void + newGaugeValue(nndel :DeviceTeletr8tryModel, time :tong, value :Gauge). void 

The TelemetrySetListener is a listener for the DeviceTelemetryModel. The DeviceTelemetryListener 
follows the ALEListener pattern with the specific list of interfaces the listener implements being used to 
dispatch the appropriate 

6.7 com.connecterra.admin.telemetryModel 
cd tolomolryModol / 

«enumeration• 
TolomotryOov Ice Typo 

TelemetryController 

+ READER: TelemetryDeviceType 
+ TRIGGER: TelemetryOeviceTvn1 
+ EDGE: TelemetryDeviceType 

• TelemetiyControlle~endpolnt :Endpoint. httpServer :TelemetiyHTTPServer) 
• monitorEdgeO: TelemetiySubscription 
+ monitorOevice(devlcelnfo :Oevicelnfo): TelemetrySubscrfption 
+ unmonitorOevice(subscription :TelemetrySubscription): void 
+ checlrDutTelemetryConnection(): TelemetryConnection 

• to String(): String + checijnTelemetryConnection(connection :TelemetryConnection): void 
+ getliveTelemetry{): Telemetry 

Dovlc0Statu1Modol I 
1-------------l!.::::.._ •• 

+ getDeviceStatus() : boolean ~ 

TolomotryModol 

getDevlcelD(): String 
getOeviceTelemetry(): OeviceTelemetryModel 

+ addlistener(listener :listener): void • getDevlceStatusModel(): DeviceStatusModel 
+ removelistener(llstener :Listener): void • addlistene~llstener :DevlceTeiemetiyLlstener): void 

+ removellstener(llstener :OevlceTelemetryllstener}: void 

Dev lceTelemetryModel \ I 

+ getTimeSeriesModel~: list<TimeSerfesModel> TelemetryHTTPServer 
+ getTelemetryAttribute~: map<String, OeviceAttribute> 
+ gelAlertsModel(l: AlertsModel + addSubscrtption(rubscrtptlon :TelemetryReportsOatalislener): void 
+ addlistener(listener :listener): void + removeSubs:ription(subscriptlon :TelemetryReportsOatallstener): void 
+ removelislener(listener :Listener): void 

Telerret,yReportsDataLlstener 1· ~ 
TolomotryModolSubacrlptlonHandlor ~ 

The Telemetry API is abstracted in a similar way as the ALE API, with succeeding layers adding new 
functionality to the underlying layer. 
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6.7.1 TelemetryController 
cd telemetryController 

TelemetryController TelemetryHTIPServer 

+ Telemet,yContmller(endpoint :Endpoint, httpServer :TelemelryHTTPServerj • + addSubscription(subscripllon :TelemetryReportsOatallslener): void 
+ monltorEdgeO: TelemetrySubscription + removeSubscrtpllon(subscriptlon :TelemetryReportsOatalistener): void 
+ monltolOevice(devlcelnfo :Devicelnfo): TelemetrySubscriptlon 
+ unmonitorOevice(subscription :T elemetrySubscription) : void Ji + checl<outTelemet,yConnectionO: TelemelryConnectlon 
+ checldnTelemetryConnection(connectton :Tetemet,yConnection): void B- TelemetryReportsDataLlstener 
+ getliveTelemetryQ: Telemetry Telematry\JnsubscrlptionHandler 

t + addFalledUnmonltor(subscripllon :TelemetrySubscnption): void 

aleConnectlon:: 
FactoryConnectionPool 

I 

Te/emetryReportsDataLlstener 

t Te le metryM ode IS ubscrlptionHa ndler 

Te le metryConnectlonFa ctory 

/,/ 
TelemetryModel 

+ getDevicelDO: String 
+ getDeviceTelemetry(): DeviceTelemetryModel 
+ getDeviceSlatusModel(): DeviceSlatusModel 
+ addlistener(llstener :listener}: void 
+ removelistenerOistener :Listener): void 

This class is analogous to ALEController. It implements methods for monitoring device telemetry, which 
are implemented by subscribing and unsubscribing to TelemetrySpecs. This permits the admin console to 
subscribe just to the telemetry needed to update whatever UI objects are visible to the user. It also includes 
methods for checking a Telemetry connection object out of the connection pool, and checking it back in 
when done. 

Additionally, the TelemetryController keeps track of failed unsubscription attempts; if telemetry associated 
with a terminated subscription arrives, it assumes the connection has been reestablished, and it attempts to 
resend the unsubscribe request. 

6.7.2 TelemetryModelUnsubscriptionHandler 
When the TelemetryController attempts to unsubscribe to a telemetry stream and fails for some transient 
reason, it does not expose that failure to its callers. Instead, it passes information about the failed 
subscription to its contained TelemetryModelUnsubscriptionHandler object. This object subscribes to 
telemetry information from the HTTP server, and when it recognizes data associated with a failed 
unsubscription, it attempts again to unsubscribe from that telemetry stream. 

A race condition could arises if the UI attempts to subscribe to a stream that has, during a previous 
interaction, had a failed unsubscription attempt. In this situation the TelemetryUnsubscriptionListener 
could potentially unsubscribe shortly after the new subcription is established. To avoid this, the 
TelemetryController informs the TelemetryUnsubscriptionListener of new subscription requests before 
making the subscription request. The TelemetryUnsubscriptionListener detects a match in its list of failed 
unsubscriptions and removes matching entries from its list. The Worker Queue mechanism should be used 
to serialize these requests, making sure the removal from the Handler's list completes before the new 
subscription is attempted. 
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6.7.3 TelemetryHTTPServer 

cd telemetryModel J 

TelemetryHTIPServ er 

+ addSubscription(subscription :TelemetryReportsDatalistener): void 
+ removeSubscription(subscription :TelemetryReportsDatalistener): void 

The TelemetryHTTPServer is an HTTP server thread that receives Telemetry streams from Edge Servers, 
converts the received XML data into TelemetryReports objects (from the TelemetryAPI component) and 
passes them on to listeners. The TelemetryModel and the TelemetryUnsubscriptionListener are the only 
two objects that will listen to the streams at this level of abstraction. 

6.8 com.connecterra.admin.gui.configGUIModel 
cd conflgModel 

ConflgGU/Model ConflgController 

READER ROLE: String + perfonnRefreshQ: void 
FILTER ROLE: String -
COMPOSITE READER ROLE: String 

+ getliveConfigAPIQ: ConfigAPI 
+ checkoutConfigConnectionQ: ConfigConnection 

+ ConfigGUIModel(endpoint :Endpoint) 
+ checkinConfigConnectionO: ConfigConnection 

+ disconnectQ: void \ + addListener0istener :Listener): void 
+ removelistener(listener :Listener): void 
+ refresh(): void FactoryConnectlonPool 
+ getliveConfigAPI() : ConfigAPI 
+ getCachedConfigQ: ConfigModel 
+ getPluginRoleNames(): List<String> 
+ getPluginRole(name :String): EdgePluginRole 
+ getPhysicalReaderNames(): List<String> t + getPhysicalReader(readerName :String): Physical Reader 
+ getCompositeReaderNames(): List<String> 
+ getCompositeReader(readerName :String): CompositeReader I ConflgConnecUonFactory 
+ getFilterNames(): List<String> 

y ? 
ComposlteReader PhyslcalReader \ I 

+ getPlugin(): EdgePlugin + getPluginQ: EdgePlugln ConftgModel 
+ getLogicalReaderNames(): list<String> + getlogicatReaderNames(): list<String> 

\ I 
+ getPluginRoles(): List<EdgePluginRole> 

EdgePlugln EdgePluglnRole 

+ getName(): String + getName(): String 
+ setSelected(selected :boolean): void + setSelected(selected :boolean): void 
+ isReadOnly(): boolean + getPluginNames(): List<String> 
+ getRole(): EdgePluginRole + getPlugin(name :String): EdgePlugin 
+ getConfigurationMeta(): Map<String,ConfigParamType> + getPluginMetaNames(): List<String> 
+ getConfiguration(): Map<String.Object> + addlistener(listener :Listener): void 
+ putConfiguration(newConfiguration :Map<String, Object>): void + removelistener0istener :Listener): void 
+ addlistener(listener :Configlistener): void + getPluginMeta(name :String): EdgePluginMet, 
+ removelisl:ener(listener :Configlistener): void 

6.8.1 ConfigGUIModel 
The ConfigGUIModel hides the Reader and Composite Reader roles from the Config Model and exposes 
the reader devices through a specific interface. This parallels the fact that the GUI will treat these devices 
specially, and the plugin interface exposed out ofthis layer can be used in a generic fashion to display the 
rest of the configurable objects. 
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6.8.2 PhysicalReader 
PhysicalReader wraps a reader-type EdgePlugin. 

It implements the getLogicalReaderNames call by going through the configuration for the reader and 
assuming all parameters of type "logical reader name" represent a logical reader defined by this physical 
reader. This assumption is true as ofRFTA 1.3 for all reader drivers. 

6.8.3 CompositeReader 
PhysicalReader wraps a composite reader-type EdgePlugin. It understands the configuration specifics of 
the composite reader and exports a specific interface for that configuration task. 

6.9 com.connecterra.admin.gui.configModel 

6.9.1 ConfigModel 
The ConfigModel is a cache for all the configuration on an Edge Server. 

6.9.2 ConfigController 
The ConfigController is responsible for keeping the ConfigModel up to date. Currently, a refresh is 
triggered manually at the GUI level, though this may easily be extended to involve the AlarmClock with a 
polling interval, as in the ALEController. It all depends on the use case; the configuration is not expected 
to change often. 

6.9.3 Configlistener 

cd configlistener 

«interface» 

Listener 

/ ~ 
«interface» «interface» 

ConfigDev/ceL/stChangeLlstener ConfigDevlceConfiguratlonChangeLlstener 

+ deviceUstChanged(ConligModel, EdgePluginRole): void + deviceConfigChanged(ConfigModel, EdgeP/ugin) : void 

ConfigListener follows the pattern established by ALEListener and TelemetryListener. Additional specific 
change listeners will be added as they are needed. 

7 External Changes 

7 .1 Specific add/update to Java API 
None. 

7.2 Specific add/update to XML API 
None. 

7 .3 Specific add/update to Web Services API 
None. 
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7.4 Specific add/update to Configuration 
Configuration of the Admin Console' s list of edge servers now consists of a list of host/port pairs, not a list 
of URI bases. 

7 .5 Specific add/update to Scripts 
None. 

7 .6 Specific add/update to GUI 
This design enables usability, performance, and scalability changes to the UI, but does not actually make 
any of those changes. 

7.7 Specific add/update to Command Line Interface 
None. 

7 .8 Specific add/update to Protocol 
None. 

7 .9 Specific add/update to Syntax 
None. 

7 .10 Specific add/update to Database/Persistence 
None. 

7 .11 Specific add/llpdate to Installer 
None. 

7.12Specific add/update to Samples 
None. 

7 .13 Specific add/update to jar files and other libraries 
It is likely that new jar files will be introduced, but the details are not yet known. 

7 .14 Security considerations 
None. 

7 .15 Compatibility Considerations 
The EdgeModel should manipulate the same configuration file format which is used by the current 
UALEGUI. 

7 .16 Performance Considerations 
The design centers around providing an interface which appears responsive to the user and scales well to 
large installations. 

7 .17 Testing considerations 

7 .18 Deployment considerations 
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OnnecTerra. 

Unified ALEGUI - Code Design 

Version of 2004-04-12 at 14:23 

This document is Company Confidential 
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Revision history: latest at the top please 

Version Author History Date(yyyy-mm-dd) 

001 Larry Kyrala created 2004-04-06 

1 Introduction 
This document describes the code design for the Unified ALEGUI (UALEGUI). The code shall also adopt 
some of the ideas presented in the following Connecterra Internationalization document: 
$/doc/design/Components/R.FTagA ware-Jun04/ConnecTerra i 18n.doc. 
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2 Components 

2.1 Visual Parts List 
This section details the "parts" of the UALEGUI. These correspond to visual parts and the models that will 
need to be used to represent them. In addition, any relationships to existing data are indicated. This section 
corresponds to the estimates for work based on the visual design in the Information Architecture. 

Visual Part Swine Components Models Related Data 
Mainframe JMenuBar, JMenu, JMenultem 

JSplitPane (JG1
) 

DeviceBrowserPane 
DeviceBrowserPane Sirnplelnterna!Frame (JG) EdgeServerNode Telemetry.getDevicelnfo() 

JScrollPane FolderNode2 ALE.listECSpecNames() 
JTree MonitorNode3 ALE.listSubscribers() 
DeviceTreeRenderer ECSpecNode 

ECSubscriberNode 
LegacyEdgeServerNode 

FolderPane JScrollPane EdgeServerNode 
JPanel MonitorNode 
JLabel (with Icons) FolderNode 

Device Pane JTabbedPane 
DeviceTelemetryPane 
DeviceAlertsPane 
DeviceAttributesPane 

ECSpecsMonitorPane JToolbar ECSpecsTableModel ALE.getECSpeclnfo() 
JTable 
ECSubscribersMonitorPane 

ECSubscribersMonitorPane JToolbar ECSubscribersTableModel ALE.getECSubscriptionlnfo() 
JTable 

ReadOnlyPane JPanel 
ECSpecPane 
ECSubscriberPane 

ConfigureEdgeServersDialog JToolbar ConfigEdgeServerTableModel ualegui.props 
JTable 

EditEdgeServerDialog ConfigEdgeServerTableModel 
AutoRefreshDialog ualegui preferences, default = 

2000ms. 
AboutDialog orooerties bundle 
DeviceTelemetryPane JScrollPane deviceID.counters 

Counter Panel devicelD.gauges 
Gau2ePanel 

CounterPanel JChartPanel CounterDataModel pushCounterData 
GaugePanel JChartPanel GaugeDataModel oushGaugeData 
DeviceAlertsPane JTable AlertDataModel pushEventLog 

JScrollPane(s) ColorString 
JTextField AlertCellRenderer 

DeviceAttributesPane JTable AttributeDataModel pushlnfo? 
JScrollPane 

ECSoecFrame ECSoecPane 
ECSubscriberFrame ECSubscriberPane 
ECSpecPane JTree FormNode ECSpec 

Logica!ReaderPanel ECReportOutputSpec 
BoundaryPanel ECReportSpec 
StartPanel 
StooPanel 

1 JG = JGoodies style 
2 These are no-op organizational nodes. Some will be generated by device id, others will be generated by 
predetermined rules (e.g. "EdgeServerNodes have "Readers" and "Triggers" FolderNodes). 
3 MonitorNodes are containers that also monitor their contents. (e.g. "ECSpecs" is a MonitorNode). 
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ApplicationDataPanel 
ReportSpecificationContainerPanel 
ReportSpecificationPanel 
ReportTypePanel 
ReportSetPanel 
BehaviorWhenEmptyPanel 
FilterContainerPanel 
FilterPanel 

ECSubscriberPane ECSubscriptionControls 
URI 

TextFrame JTextField Human-readable or XML 
JScrollPane serialized ECSpec, ECReport 
JMenubar, etc. text. 

ErrorDialog resource bundle 
stack-trace (for problem 
report) 

3 Code Design 
This section details other components needed in the design that are not visual, such as controllers. 
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cd Logical Model / 

cinterface. 
TelemetryDmUst..rer 

+ p,oce=ta,iata :Tele111elryData). ooi<l 

«Interface• I 
TelMN!tryC/iem 

1 

--------=---.~ 

V, 

Edge Server Control I er 

+ getlnstanceQ: Ed9eServerController 

Device Status 

+ UP: DeviceSUtus 
+ DOWN: OeviceStatus 

~\ 

«realize» 

Tel emelryConlroller 

+ getlOSUnceQ: Telemetryeontroller 
+ getCounterDataModeb(devicelD :String): Ust<CounterDataModel> 
+ getG.iiugeDat.aModels(devicelO :String): List<GaugeDat.aModtls> 
+ getOeviceStatus(devicelD :Shing): OeviceStatus 
+ getDeviceAlertDataModel(devicelD :String): DeviceAlertOataModel 
+ getDeviceAttributesDataModel(devicelD :String): OeviceAttributesOataModel 
+ processData(data :TelemetryDat.a): void 
+ refresh() : 'lfo Id 

+ createALEClien1(devicelD :String): AxisALEClient 
+ createTelemetJyClient(devicelO :String): TelemetryClient 
+ getEdgeServerDat.1ModelO: EdgeServer0at.1Model 
+ refreshO: void 
+ loadConfigurationQ: void 
+ saveConfigurationQ: void 

? 
Edge Server Data Model 

m_data: Vecl:or<EdgeServerOata> 
m_map: HashMap<devioelD. EdgeSeNerOata> 

r 
Edge Server Data 

name: String 
servioeURL: IJRL 
devicelD: String 

+ isLegaC\11): boolean 
+ isUnreaohableO: boolean 
+ setServioeURL(servioeURL :URL): void 
+ s•ID••ieelD(de•ioelD :String): void 
+ getoevicelDO: String 
+ go!SorvieeURLO: URL 
+ getNameO: String 

3.1 TelemetryController 

,:z._ -- - -- - -- -- -
DavlceBrowserConlrol lar 

+ qetlnstanceQ: DeviceBrotAGerController 
+ getRootNodeO: OevioeTreeNode 
+ refreshQ: void 

buildTreeO: void 

The TelemetryController coordinates all monitoring data ( counters, gauges, subscription status, last 
activated counts, etc.) coming from the edgeserver. (Note that some of the data comes from traditional 
telemetry methods, and other parts of it come from ALE APls). Whether the actual data is pulled or pushed 
doesn't matter, it will be stored and retrieved by this controller by mapping telemetry data items to 
deviceID. Get operations may be implemented differently - pull operations would be executed when gets 
are called, whereas push operations would retrieve stored data as it comes in from the edgeserver. The end 
result however, is that the rest of the GUI application does not need to distinguish between push/pull 
modes, which will make it easy to change these modes for various data as desired in the future. Models 
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must be thread safe since they will be accessed/modified from various threads, including the main dispatch 
thread. 

3.2 EdgeServerController 
The EdgeServerController maintains the configuration data for edgeservers, as well as maintaining a 
mapping of devicelD to various EdgeServer client interfaces. Since the rest of the GUI application speaks 
of selectable devices in terms of their "devicelD", they may ask the EdgeServerController for 
AxisALEClient interfaces or TelemetryClient interfaces by "devicelD" instead of having to ask for the 
service URL. 

AxisALEClient is necessary rather than the more general ALEClient or ALE because access to the 
underlying factory methods is necessary for much of the construction work required of things like the 
ECSpec frame, etc. 

3.3 DeviceBrowserController 

The DeviceBrowserController takes care of building and maintaining the main tree control for the 
application. It uses the EdgeServerController to iterate all the configured Edgeservers and list 
devices/specs/subscribers. It also uses the TelemetryController to detect changes in device status. 

4 Synchronous vs. Asychronous Task Handling 
Tasks that may take a long time are typically tasks using the EdgeServer in some way. These tasks may be 
initiated in the following contexts: 

1) the task needs to execute synchronously- i.e. other user action is not allowed to occur, however 
wait_ cursor is updated during this task over the affected frames. Imp! note: use glassPane 
approach outlined in http://java.sun.com/docs/books/tutorial/uiswing/components/rootpane.html 
and set the cursor on start and end of the task. 

2) the task may execute asynchronously- i.e. the user can browse other items while this task is 
completing. Visual feedback that an action is being processed should be given in the form of a 
progress dialog. Impl note: spawn new worker thread ... this thread will either update the 
TelemetryController models async. or will post a ECSpec/Subscriber edit window invocation 
command using SwingUtils.invokeLater. 

Examples of tasks: 

• populating the device browser tree- (asynchronous trickle - user should be able to select while 
other parts of tree are loading rather than have to wait for the entire tree to load at once and on 
every update.) By and large this is handled in the implementation ofTelemetryController, which 
will spawn a worker thread for interrogating pull data, and have separate listener threads for 
receiving push data. 

• populating monitor data (ecspec monitor, subscribers monitor, etc)- again handled by 
telemetryController. 
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• edit, deploy, activate once, test - any of these operations should open a progress dialog. They all 
have well known end states: the progress dialog closes and 

o edit - the ECSpec or ECSubscriber edit frame opens. (on success only) 

o commit the ECSubscriber - ECSubscriber edit frame closes. (on success only) 

o deploy - the ECSpec edit frame closes. ( on success only) 

o activate once - the TextView frame opens with the ECReport (success only) 

o test - the TextView frame opens with the ECReport (success only) 
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1 Introduction 
The purpose ofthis document is to pre.sent the "Information Architecture" of the Unified ALEGUI 
(UALEGUI) for the R2 timeframe. 

2 Goals 

2.1 Monitoring of real-time (status) and non-real-time 
(attributes/configuration) EdgeServer information 

Among these forms of information: telemetry, configuration, device and service attributes. 

2.2 Authoring of ALE data objects 
Creating working ALE data objects can quickly become very complex. Some kind of authoring capability 
that insulates the user from the raw complexity of composing such objects into valid constructs is desirable 
if not necessary. 

2.3 Managing the ALE service 
The user needs to have control over how the ALE service processes data: when and how specs are 
processed, and how report results are produced. Also controls the storage, retrieval and removal of data 
objects maintained by the ALE service instance(s). 

2.4 Reporting of results 
Once data has been processed, results may need to be displayed directly by the Unified ALEGUI. This is 
useful in developer testing, product demonstration and spot-checking deployed configurations. However, 
its use for an actual production reporting solution may be limited. - e.g. for enterprise reporting solutions, 
use of ALE notification subscribers will probably be more useful and flexible. 

2.5 Cross-platform support (Windows, Linux, Solaris) 
This motivates the adoption of Java/Swing/ A WT as a client-side technology for implementation of the 
Unified ALEGUI. 
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3 User Experience 

3.1 Audience 
There are at least three different roles that might use the UALEGUI to manage a given RFTA deployment: 
software engineers, developers and support professionals. Workers in a given deployment may take on one 
or more of these roles depending on available resources. 

3.1.1 Software Engineer 
a software engineer will likely have installed our sample code that allows programming of the ALE API 
(Java or WSDL). They will require the ability to monitor ALE service processes and reader output (as 
exposed by ALE) in order to test and debug aspects of their applications using ALE. 

3.1.2 Developer 
an IT professional who will be responsible for authoring ECSpecs to produce the desired ECReports for 
their organization/application. 

3.1.3 Support Professional 
an IT professional who will be responsible for monitoring status of equipment and making sure that all 
devices are operating within acceptable limits. Must be "aware" of machine/service status so that they can 
respond quickly to problems in the field. 

3.2 Scenario 
One possible example of how the different audiences might interact in a RFTagA ware deployment might 
be as follows: 

1) software engineers are tasked to build an enterprise application or integration layer that uses the 
ALE APL For example, maybe they are working on an inventory management system that 
coordinates data from the field with back office data in their data center. 

a. SW engineers build the application 

b. they test functionality of the application against local instances of the EdgeServer and use 
the UALEGUI to setup and debug related ECSpec use cases for their application. 

c. later, when rolling out the solution to a larger-scale prototype, the SWs will use the 
UALEGUI to troubleshoot/debug interactions with the application that arise in a larger 
context. 

2) developers meet with engineers to determine use cases and what kinds ofECSpecs they will need 
to drive the application. Developers must also consider the proposed deployment scenarios and 
may need to fine-tune ECSpecs for optimal results. 

a. Developers use UALEGUI to author ECSpecs for their application. 

b. they can then test these specs in the prototype. They use feedback from ALEGUI to 
determine how well their authored ECSpecs work in prototyping. 

c. Later, when the solution is being rolled out, developers may need to adjust some of their 
models as problems arise or assumptions are tested in a larger context. 
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3) Support professionals monitor the status of the deployed readers, edgeservers, (and perhaps their 
application as well). They may try to fix certain types of configuration problems, or forward more 
complex problems to developers and/or engineers as necessary. 

a. Support staff monitors deployment with UALEGUI monitoring features 

b. When problems are spotted they can read log status, check antenna signals, etc. 

c. They may also provide detailed feedback on real-world deployment performance and 
problems back to developer and SW engineering teams. 

3.3 Competitive Analysis - (TBD?? N/A?) 
It's unknown what other monitoring/management applications are available for RFID at this time. 

It would be interesting if the UALEGUI could be used with any ALE-standard implementation (not just 
ours) but it's too early to explore this as a requirement. 

Tivoli, HP Open View may be alternate management interfaces, but the EdgeServer might integrate with 
these tools as well, so they aren't necessarily competitors. 

4 Content and Functional Requirements 

4.1 Content 

4.1.1 ALE data objects 
Supporting goal 2.2, all ALE interface defined objects will be part of the content managed by the unified 
ALEGUI. 

These are the data objects defined by the ALE interface (Java and WSDL APls). They fall into two 
categories ( defined for purposes of interaction design): 

1) "first-class" ALE data objects, which are directly consumed or returned by the ALE interface 
methods, and 

2) "second-class" ALE data objects, which are parts of first-class ALE objects. Although these 
"second-class" objects are defined by the ALE interface, they do not appear directly in any ALE 
interface methods. However, they do appear in ALEFactory creation methods (Java API only) or 
as members ofreturned first-class objects. 

Here are tables of the ALE data objects followed by a relationship diagram. 

4.1.1.1 First-class objects: 

Input Output 

ECSpec ECSpec 

ECSubscriptionControls (also 2nd class output) ECReports 

String : ECSpec name ECSpeclnfo 

URI : Subscription ECSubscriptionlnfo 
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4.1.1.2 Second-class objects: 

Input 

ECCountReportOutputSpec 

ECListReportOutputSpec 

ECReportSpec 

ECReportSetSpec 

ECinterval 

EClntervalUnit 

List<String> : all ECSpec names on a given server 

List<URI> : all Subscription URls for a given 
ECSpec 

List<String> : all logical reader names on a given 
server 

Output 

ECSubscriptionControls (also / st class input) 

ECListReport 

ECCountReport 

ECTerminationCondition 
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4.1.2 Telemetry API Objects 

The Telemetry API contains five types of data objects. (this is based on existing function, design for 
TelernetryAPI corning soon- see Sharath [put link to spec here later]) 

4.1.2.1 First-class objects: 

Input Output 

ReaderStatus 

Counter 

Gauge 

DeviceAttribute 

Devicelnfo 

~df~t.' .'Jl V::O ~.-·11J:l ,°:,,/\ ;).(/J _.., .. ,----~~-----•-in_te_rf_a_ce-•~-~---~---·.....,?; V'!:. 

«interface• 

getReaderS::a: java.uut.List I 

ReadorStatus 

•·: .i. :: o. : · ·• · + getStatusO: comconnecterm.rronlto,gul.lntGatoway.data.StatusCode '- •:: 
+ setStatus(comconnecta1TS.1TDnitorgul.intGateway.deta.StatusCode): void 
• getDevlcel:IO: java.lang.Sllfng 

'-:_/l ,; f. j ;~_'"1: • setDevlcek1(iava.lang.String): void :11 ,:-:: 

(, 

+ getoateO: java.utll.Calendar 
• setClateQava.uti/.Calende,j: void 

«Interface» 
1-----eou __ n»_, _____ 

11
•9istered tria1 v~ 

• getDevicel:IO: Jave./ang.Strfng 
• SliltDevicel:l(Java.lang.Strlng/: void 
• gelDa/80: java.util.Calendar 
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• getCurrentValueO: tong 
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«Interface• 
Gauge 

+ getMaxValuoO: double 
• setl.laxValue/double/: void 
+ getDevicel:IO: Java./ang.Stnng 
• setDevicetd(Java.tang.Strlng}: void 
• getDateO: java.util.Calendar 
• setDate(Java.ulit.Catonda,j: void 
• getCurmntVatueo: double 
+ setCurrentValue/double/: void 

geKlaugel:IO: Java.fang.String 
• setGaugel:l(Java.lang.String): void 
+ getMinValueO: double 
• setMinVa/ue(double/: void 

«Interface» 
Dev/ceAttr/butu 

+ getClataTypeO: comconnecterre.rronlto,gul.lntGsteway.data.Data TypeCode 
• satDataType(comeonnecterra.m,nitorgul.intGatsway.data.DataTypoCode): void 
• gstAttrlbuteNarn,O: Java.lang.Stnng 
• setAttributeNam,(Java.lsng.Stnng/: void .• " 

getAttrlbuteVslueQ: java.utll.LiSI 

«Interface, 
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. '"\ :'.; · ,""f ·~ 1-.-g-e ... tDe_vt_ce_A_ttn_b_ut-•O-: Ja-ve-.u-u-,.L-,-st-===c.;;... ____________ n 
• getDevlceTypeO: comconnecterra.rronlto,gui.lntGateway.deta.DeviceTypeCode 
• setDevice Typo(comconnectem,.rronlto,gui.intGateway.data.Devtce Typo Code/ : void 
+ getDevtcel:IO: Java.lang.Strlng 
• setDevtcsl:/(Jave.lsng. String/: void 
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4.1.3 Tag Writing Data Objects 
Please see the spec (in particular section 4 Java API) in 
$/doc/design/Components/RFTagAware-Jun04/ALEWritingArch. doc, which is currently 
under development. See /x/sw/vcc/images/1224-smr-01/ALEAPI/src for latest design. (where this 
information was last updated from) 

4.1.3.1 First-class objects: 

Input Output 

WCSpec WCSpec 

String: WCSpec name TagCache 

TagCache WCReports 

EPC 

4.1.3.2 First-class objects: 

Input Output 

PCSpec PCSpec 

ECSubscriptionControls (also 2nd class output) PCReports 

String : PCSpec name PCSpeclnfo 

URI : Subscription ECSubscriptionlnfo 

TagCache TagCache 

List<String> : all PCSpec names on a given server 

List<URI> : all Subscription URis for a given 
PCSpec 

List<String> : all logical reader names on a given 
server 

4.1.3.3 Second-class objects: 

Input Output 

PCCacheReportSpec ECSubscriptionControls (also 1st class input) 

PCF ailureReportSpec PCCacheReport 

PCSuccessReportSpec PCF ailureReport 

PCSuccessReport 

PCTerminationCondition 

PCFailureReason 
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111/tPCS/Hff.OQl(UIIRf/.tdfl'N:)ll'O#):Wt ~"""'-------,----.....,,,,---,,-

',,,. 
•.;Cffll, !lrat:9'< 

\\ 

• r,etlliJt~:Jong 
o-t~CNl1Mt0 : Sb'no 
r,.tEtJQaO/): Shina 
r,otCotMRIIPOIUO: Ud 
Qf1toreheRvpM{Sltfr,g) : PCCodleRupM 
rµ,tSucc.asRe~: Lll'I 

+ o,r~$$R•potttslllttQ): PCS1J«.$$R~ 
~lluroRt>po,uO: Ulf 

+ QetFe/1uroR.ep(Jlf/StlfngJ: PCFalluntR.e;,M 
Q1ttAppll~tl"'10llf,a0: StnttQ 

~ :3 t:1 l :\t,:" \:>1 I,' 

\~ ~ ' 
ctracuf--======--~ 

\ • gotCOrttml,O: ECSUtnct/p(io,iCont/ol$ 
g(ltCoriawtlveFallut9Count(): Int 

\ \ QetLHtSUcceaTI!fllO; long 

\.1 

a-t&tb,t;dt,.,tCountQ: inl 
o•tActiratlonCountO: Int 
r,.ILHtAr.tlvottulO:loor, 

• g11ILaatRopot1•dO: IMQ 
gotCacheSJzttO: int 
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4.1.4 Other Content 

EdgeServers- (display name, service URL) used by UALEGUI to contact an EdgeServer instance. 
[UALEGUI configuration] 

Text representations (views and files) ofECSpec and ECReport objects. 

XML representations (files) ofECSpec and ECReport objects. (handled by ALE Java API serializers) 

4.2 Functional Requirements 

4.2.1 Ability to monitor real-time (status) and non-real-time (attributes/configuration) 
EdgeServer information 

4.2.1.1 Real-time data • (pushed from ES or polled by UALEGUI). 
1) time-series data does not need to be persisted on the client.

2) time-series data "history" is limited to some number n samples

a. (not in R2) history length determined by time interval

b. (not in R2) configurable history length - number of samples or time interval

3) an initial ''burst-mode" transfer from the EdgeServer may send history for the past n seconds (or
other aggregate interval).

4) counters for a given device1 -monotonically increasing time-based series (of type long) to be
visualized as rate of change over time. Current counter value displayed in comer of chart.

a. counters shall have "overwrite" semantics. This means that if counters get two values for
the same timestamp, the most recent value is the one used. counters may not contain
more than one value per timestamp.

5) . gauges -value range (of type double) sampled over the telemetry period (min, max, current (or
last)) to be visualized as a "stock market" -type chart. "current" value displayed in comer of chart.

6) device status - ·bad I good

a. the status shall not be solely communicated via color.

b. the meaning of "bad" and "good" depends on the device being monitored.
Documentation shall describe what status means for each device type.

7) event logs -{Importance Gava.util.logging.Level), Date2, Message (String)}

a. (not in R2) filter (search) and sort columns.

8) display new devices� opportunistically when they send device status telemetry.

1 Examples of devices in R2 are EdgeServers, Physical Readers and Triggers. More specifically, a device is
any EdgeServer object that implements and uses the Telemetered interface. 
2 All user-visible date-time stamps (referred to as "Date" in this document) shall conform to the following
format (in the context ofjava.text.SimpleDateFormat) "yyyy-MM-dd HH:mm:ss z". See 
http://lists.connecterra.net/archive/auto-id/0530.html. 
3 devices have a hierarchal relationship: Savants (EdgeServers) contain Readers and Triggers.
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a. for EdgeServers (ES) -- because push and poll models conflict sometimes (bug #857) for 
R2: UALEGUI maintains a list of ES. For each ES, telemetry API is called to initiate a 
"legacy-mode" push (similar to Vl.0). 

b. fall-back position in case we can't do this - support ES (edge.props) configuration of 
monitor, in which case UALEGUI would have to add ES opportunistically. 

c. options Sa and Sb are mutually exclusive. One or the other must be implemented before 
R2 is shipped. 

4.2.1.2 Non-real-time data - (manually refreshed or selected on demand). 

1) device info (List of attribute-value pairs) 

2) ECSpeclnfo - activation count (int), last activated (Date), last reported (Date), subscriber 
count (int) 

a. (not in R2) instead of manually refreshing, this info would become real-time data (polled) 
and move to the previous section. 

3) ECSubscriptionlnfo - consecutive failure count (int), last success (Date). 

a. (not in R2) instead of manually refreshing, this info would become real-time data (polled) 
and move to the previous section. 

4) display the list of known (configured) EdgeServers along with their status. A periodic refresh 
interval (set via "Settings" menu and synced with properties) will refresh the status of the entire 
list ofEdgeServers currently being managed (from startup of the UALEGUI to shutdown). 

5) display the ECSpec names currently on a given EdgeServer 

a. (not in R2) filter (search) and sort ECSpecs. 

6) display the logical readers currently on a given EdgeServer 

7) display the subscribers currently for a given ECSpec on a given EdgeServer. 

4.2.2 Ability to author ALE data objects presented in section 4.1 Content 
1) create new objects: ECSpecs, WCSpecs 

2) import/export objects from XML: ECSpecs, WCSpecs 

3) edit existing objects: ECSpecs, WCSpecs 

4) delete existing objects ECSpecs, WCSpecs 

5) when editing objects, the ability to revert to previous "snapshot" ( creation, last imported or last 
deployed, depending on editing context) 

6) deploy as newly named ECSpecs, WCSpecs and redeploy existing ECSpecs, WCSpecs that have 
been edited. 

7) close objects being edited (with warning if changes are undeployed) 

8) when editing objects, the ability to test revisions before deploying them. 

a. when testing ECSpecs that use ECReportOutputSpecs containing the ADDITIONS or 
DELETIONS settings, the UALEGUI shall warn the user that such settings cannot be 
tested. (must deploy and activate once in order to test these specs - doc explanation). 

9) while editing objects, the GUI should validate that the objects don't contain errors. 

a. fields should be type-checked and range-checked for safety 
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b. illegal constructs (combinations of options, etc.) should not be allowed UI guided 
constraint of the user (UI makes mistakes difficult or impossible) is preferable to post­
entry notification. 

4.2.3 Ability to manage ALE service 
l) activate selected ECSpec(s) once. 

2) suspend selected ECSpec(s). 

3) create new Subscribers4 

4) edit existing Subscribers (really unsubscribe/subscribe with similar info) 

5) delete existing Subscribers 

4.2.4 Ability to manage the ALEGUI 
1) configure the EdgeServers to monitor in the UALEGUI. 

2) exit the application ( with warnings about undeployed state) 

4.2.5 Ability to report results of authoring and managing tasks 
1) when the user executes "activate once" or "test", a view of the returned ECReport object shall be 

presented. 

2) export objects to XML: ECSpecs, WCSpecs, ECReports5 

3) export objects to Text files: ECSpecs, WCSpecs, ECReports 

4) (nice to have R2) print objects (XML or Text). 

4.2.6 Cross-platform support for Windows, Linux and Solaris. 

4.2.7 User Help 
1) Help shall be context sensitive so that if a given panel or frame is in focus when help is selected 

(Help menu, app shortcut?) that the relevant page of help will appear. 

a .. (rank work effort for R2) cross-platform pdflaunch or HTML (in rich text control) 

b. (not in R2) JavaHelp 

4.2.8 General 
1) Properties files shall guard against illegal values and warn appropriately about problems. 

2) User-facing dialogs shall be used in error conditions when the application is unable to correct the 
problem. In this case, the dialog with the user shall be one of the following: 

a. instructions or actions that the user may make to remedy the situation. 

b. user-centered description of what the problem was - they may not be able to fix it, but let 
them know a general reason. 

4 creating a new Subscriber is really a composite ofan ECSpecName + notification URI+ 
ECSubscriptionControls. Subscribers are categorized under "Management" because once created they 
immediately start an actual process on the ALE service, whereas creating ECSpecs only loads data on the 
service. 
5 returned as a result of "activate once" or "test". 
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c. java class names never exposed. 

3) User-facing error dialogs shall have an alternate mode, such as a "create problem report" button 
that would allow a user to save a text file with detailed stack trace information to send via email to 
our support center. Clicking this button would close the error dialog and then notify the user 
where the report was written and its filename with another message dialog before returning to the 
application. 

4) All actions that are longer than 2 seconds shall open a task-progress dialog allowing the user to 
cancel the task if desired. The application shall handle the cancellation without generating errors. 
(Caution: implementation considerations for interrupting ALEClient calls has not been 
tested/considered) 

5) Application shall not be MDI (Multi Document Interface)- instead a navigation area shall support 
a selection (single-click) + browse (in a single info pane), and activation (double-click)+ edit 
( open writable version of content in a new window) metaphor. 

6) Application frames shall be clearly labeled (titlebar text and/or status bars) so that users can easily 
identify the state, origin, and relationship of such frames. e.g. an ECSpec edit frame might have 
the following status: "ECSpec 'Joo' on EdgeServer 'es]' (undeployed)" This identifies what is 
being edited, where it comes from (belongs to), and whether or not the state has changed since it 
was last deployed. Perhaps titlebar contains '"foo' (undeployed)" while the status bar contains the 
full description. 

7) User Actions that may cause potential disruptions to processes on a EdgeServer should display a 
warning confirmation before execution. If the user cancels, the action should not occur. e.g. user 
is about to delete a subscriber this may affect other applications listening for the subscription 
data - the user should be warned. · 

8) Application shall show a Help:About dialog indicating the name of the app, version, etc. 

9) Objects shall be edited in a single scrollable frame subforrns (e.g. ECReportOutputSpec) shall 
have two modes: summary and edit. summary is a collapsed version of the form summarizing the 
selections in a compact space suitable for quick browsing. edit is an expanded version of the form 
allowing the user to select various controls, buttons and fields in order to edit the contents of the 
form. "browsing" an object always displays a readonly pane that shows only summary modes. 
Editing an object opens it in a new window - the user may collapse or expand subforrns as desired 
as they edit the object. 

10) File dialogs should be sticky- remember where the user last saved/opened. 

11) File dialogs should default to the user home when first used. 

4.2.9 Performance and Scalability 
1) the GUI shall remain responsive at all times. any tasks that result in prolonged work should be 

carried out in a background thread. Either a cancelable progress dialog (see 4.2.8 #4) or a status­
bar "background" process dialog should be employed. (Caution: implementation considerations 
for interrupting ALEClient calls has not been tested/considered) 

a. e.g. populating/ refreshing ECSpeclnfo for "thousands" ofECSpecs on an EdgeServer, 
might display a statusbar progress bar indicator. While work continues in background, 
display is updated opportunistically, and full user control on partial display is still 
possible. (for example: refreshing an email list doesn't stop the user from opening an 
item even before the refresh is complete.) 

2) UALEGUI should perform reasonably with the following monitoring environment as defined for 
R2: 

a. up to 6 EdgeServers 
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b. For each EdgeServer, up to 6 physical readers (3x6 = 18 graphs, probably 6 visible at 
one time). 

c. For each physical reader up to 4 logical readers (1 per antenna) plus up to 6 composite 
readers for a total of up to 10 logical readers per physical reader. 

d. For each EdgeServer up to 100 ECSpecs 

e. For each ECSpec, up to 10 subscribers 

3) Screen resolution: support a minimum of 800x600 (i.e. common laptop displays) 

5 UALEGUI Design 

5.1 Motivating design metaphors 
In dealing with the content described in section 4.1 and the overall workflow of the application, we can 
draw from several existing visual design metaphors from leading applications. Here are some applications 
that may provide examples of design metaphors we can use: 

1) Windows MMC Management Console 

2) Explorer-type applications 

3) IBM's Eclipse "perspectives" (authoring, monitoring) 

4) Altova's XMLSpy (http://www.altova.com0 

5) Microsoft Visual Studio .NET for web "solutions" authoring and deployment management. 
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~41a;-- - - - -- - -------...... --- .-a:, f~-- ----
~pp. xml -----------· -·- =•-----
J XML = version 1 .0 

(l-,, Commenl edited with XML Spy v4.4 U (http:/iwww.xml 

ipo:purchaseOrder 

= xmlns:xsi http://Www .w3 .or 

= xmlns:ipo http: //Www .altova. 

= orderDate 1999-12-01 

= xsi:schemalocation http://Www .altova. 
ipo.xsd 

~ shipTo expot1-code=1 xsi:type=ipo:EU-A 

billTo 

= xsi:type ipo:US 

VII IVlclll..11 I ~l, < 

for marketing, t1 

Administn 

Steve 

Theo 

() name Robert Max 
() street 8 Oak 

one parameters 
~rs) 
i parameters ] 

I 

Cancel 

()city 
0 state ( 
Ozip 

item (6) 

= parrnum O produ 
1 833-AA 

2 748-0T Diamond he 

3 783-KL Uncut diam 

4 238-KK Amber ring 

5 229-08 Pearl neckl 

:l h~~n• /1,.11•11•1 n.::.nnni ,II rnm/Tim,..c;,..,11ir,../Tim<>c;<>r11ir<> .::.cmv?\A/<:;l'"\I IO 1•1crHcrh<>m.:> 

Figure 2 -Altova's XMLSpy screenshot (notice XMLentry validation area behind the other windows -
this illustrates the use of a form "collapse/expand" metaphor for the compact representation of complex 

information). 

5.2 Visual Design 
This is where the visual design is included or referenced. See "ALE Administration Console GUI Design" 
for Rl (old) design. 

The GUI meeting (3/9/2004) helped define R2 design. (see http://lists.connecterra.net/archive/auto­
id/0516.html) 

All forms in the design shall have some kind of validation. This is ideally input-focus validation (fields are 
validated when they are not in focus). However, this may also be a simpler Dialog-based validation when 
some kind of commit or close action is executed. JGoodies provides a framework for doing input-focus 
validation: http://www.jgoodies.com/downloads/index.html so this may not be too hard. 

All forms shall be validated against the publish API which implements them. ( e.g. ALE spec, JMS spec, 
etc.) 
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5.2.1 Main Frame - SitelD Selection 

, ConnecTerra RFTagAware"' Administration Console hJOJx: 
f File VleW Help 

Device Browser 

. a-~·gtelO I 
$· ... EdgeServer1 

j $··€:i···Readers 
1 1 l·----··l.oad"111g_dockl 

I I t....., o•· Loadung_dod;.2 

I 9.,a .. Triggers 

! j l..-b-.. Ld1-walghl-sensor 

i 6·~·-· ECSpecs 
l i d;. ~ .... Po test32 
I ! e; •. lj?I .... Sh:.r statusA 
; l ~I'll -
j 1 ;···e111 ... console:Ghelf-te&t 

! j Llf'd,.' hnp://center/shelL 

l e-6---·PCSpecs 
l ) .. ~-- .. ·Cheetos-lot335 

j L. ~ ... • Oorl1os-lol27 4 

+ .. ~Jr-- EdgeServerB 
Bl· ~---EdgeServerC 

fview7 I Refr,...es""h---, 

Help ~--~ 

... 

ALE.Adminis Console Help ... 

About ALE M lstratlon Console ... 

/SitelD 

EdgeServer1 

===- --- ---·---

rr~ 
EdgeServei9-

suberror 

tr: 
EdgeServerC 

-em:>( 

Op11ot1al panel (COIJ/d i!!,;O be b/a111r d(,;pemJ/ng 
on limo consiroints} 

I Controls how often to automatic:-!QY refresh the display. 

Manually refreshes the currently visible infonnation 
from the EdgeS&lve((s). · 

I L.aunches a POF document describing the current 
frame. 
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5.2.2 Configure-EdgeServers and Preferences 

Configure EdgeServers ~ 

[DI New L~[E<fit] •I Delete I 

Edit EdgoSorvor 

OK u cance1 

Internally, this may be appended with 1 Ot' more servfce 
specifiers, such as "/axls/servlce/ALESeNice~. or •taxis/ 
service/TelemetryService" · 

AutoRefresh Interval X' 

This setili19 controls :how often certaln status infonnatlon Is refreshed from 
conf!Q'Jred EdgeServers, If the Interval is·greater than:O. then the appllcatlon 
automatically refreshes the w,rrerrt view ever:y Interval, If the lnlerval Is 0, 1hell 
the user Must manua~y' selecl View.Refresh IR ord&r io refresh the wtrent view. 

Automatic Refresh may be useful when. monitoring R,FTagAware deplo~ts, 
See the User Guide for details, 

Automatic Refr8sh Interval: ~l2_50 ____ 'i ms 

OK 
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5.2.3 About Dialog 

AbQut AlE Administration Console ... 

RFTagAware™ ALEAdmirlistra11on Coosole 
Version: 1.2 

ConnecTesm N RFTagAware_rw 
Copyright C 2004, 2003 ConnecTena, Inc. 
http://WWW.COMed.erra.com 

Alt Rights Reserved: use is subject to license terms.. 
US and International Patents Pending. 
Connecterm and RFTagAware~re fradelllarks of ConnecTefl'a, lno. 

OK 

5.2.4 Device (EdgeServer) Telemetry Selection 

-> ConnecTerra RFTagAware'" Administration Console - 1rB1Fxl 
j File Vrrm Help 

S·cj•·· SitelD 

$-~·-f,..EdgeServ--er-1--,! 
j $·-E:i·· Readers 

[ i i--...- .. Loading_dock1 
j [ ... ..-,·;.;. Loadting dock2 
I r., -

S·-@i··· Triggers 
I ! .. ~ .... Ld1-weight-senSOf' 

9.~ ... ECSpecs 

i !!;,~ ..... po test32 

j ~--~ ... ~_statusA 

\ ... rJ,., console:shelf-test 

j i ... ~J;.' http://center/shelf... 

s-e, .... PC5pecs 

\·· ~"'" Cheetos-lot335 

. i ... ~ ... Doritos-lot274 

$· FlJ,: EdgeServerB 

!Ii· ~-· EdgeServerC 

/SitelO/EdgeServer1 

Nav tabs may be either bottom or top of this display. 
We should decide which looks bettef when we can see 
the implementation. 

6 /\ A A 
11>41:211 11'41:JO 
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5.2.5 Device (EdgeServer) Alerts Selection 
J ConnecTerra RFTagAware"' Administration Console ~(Q}rg: 

) , ., 

I 8-8-SitelO 

I '-·tl'-l~EdgeServe(1-~, 
$··ci··· Readers 

i t·-'W- lnading_dockl 

j l ... ,;;,·cf Loadling_ dock2 

e-a---- Triggers 

' L-b··•-Ld1-we~t-sensor 

·€sJ···•ECSpecs 

$· ~--·· Po_test32 

!!:; .. ~ -·· Shelf _statusA 

f···!J··· console:she!HeSt 
L .. ~ hltp:f/oenterJS!'lelf ..• 

~---PCSpecs 

/SitelD/EdgeServer1 

WARNING: 2004--03-2_3 17:53:02 EST 
):. ~-·- Cheetos-101335 

L •. ~ ••.. Ooritos-lot274 
(fake]readet connecilon Interrupted this Is a realty loog S!atus message v.ilh lots of I• 

·.·-~,t_-EdgeSesverB 
;j,. ~-- EdgeServe,C 

delalls. Rather than show this 8Xl8nded text In a· po pup field (slightly ugly wey of doing 
it). we"re showing it in a preview pane new. The vertical separator above is draggable. 

, Teleme!O' 1, Alerts J 1 /\tl!fl>uteS I 

Ifno alerts are selected, the preview pane disappears. The alerts pane (most likely empty) fills the vertical 
space in this case. 

5.2.6 Device (EdgeServer) Attributes Selection 
a ConnecTerra RFTagAware™ Administration Console r;J(Q]~ 

rfiie -- view .. Help __ .... ~ --- .... --------~-_-_-_-_-_-_---------------
/SitelD/EdgeServer1 ~ ~-~--: ~e-I~ 

- -------- ---~--- ---

II ~-~--,~E-dgeSe--rver1~, 
i $·{:j-- Readers 

i i \···--·· Loadi~dack1 
i i l ... ._13:, Loadting_dock2 

! ~-6··· Triggers 

! i L~----ldt-weight-sensor 

' Ei,.€51 .... ECSpecs 

: $· ~--.. -Po_test32 

\ 9 .. ~ "" Shelf_statusA 

: i"•ll ·-- console:shelf-test ~T; j L.!'ai,: http://centerJshelL ;,, :; 

l $-~----PCSpecs j',. 
I [ .. ~-----Cheetos-101335 ~ .• '.1.\ 

. L .. ~----Ooritos-lot274 •;., 

I $· fi'J..· EdgeServerB ~- i; 
I t!!·-e'a·· EdgeSefvelC ~-~-
I ;ti 
I ~~ 

I ~ 
!Irl:,,•,:,r-,~,..\--.;~"":~~,...•.;,..,,)~,..}~,...:::-.\~~:;;,""\ =-,,..:·,.'"'.,:e::~~-:"'<,..~~.,.-~:,..\:.,..' ,'"'.:i"=';-"• ,t'--\ Telemeuy Ii Alerts irE~tes JI 
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5.2.7 ECSpecs Monitor Selection 
. ConnecTerra RFTagAware™ Administration Console GJ~ 

1Fll_! . ~--~P . _ 

j"'a=-=a=, =-=Sh=e=,o==· ====== • ~-;(N,;-lJ~ ed1,---:r;~;~r~~-;Ati,w~~ ----------·········· -
-·~--EdgeServerl \;----- Al:lh'CIWnc..rt I.OSIAdMO!lcn 1.G$1"-!0d ~CM • 

$--€:it·· Readers . A::1_1e.m 1 ~1a 15::111--<19 :~-03-1& 15:38:09 0 

i f._.,__ Loadlng_dock1 

I L •• "'O- Loadtlng_dack2 

9--ei·· Triggers 
; L-b····Ld1-welglt-senso, 

-a---!ECSpees! 
$· ~--··· Po_test32 
e--~ .... Shelf_ statusA 

f -··fD··· oonsole:sheff'..test 
L.~,1.. http://oenter/shelf ... 

,a ... PCSpec:s 

\·· ~ •··· Cheetos-lo1335 

L .. ~ ••• Ooritos-lot274 

:··t?!.· EdgeServerB 

!ii-.~-- Edge&fll8tC 
f3 

D ,New ECSpecc 

~'Ed11 
isleerete 
~rrll(lltECSpee.. 
=! [:fil · ate Once 

This panel disappears if no ECSpec Is selected (or 
exists) above. In this case the (most llkely blank) 
ECSpec panel extends to fill !tie entire space. 

These context menus are nice to have, 
but not must-ha\19. They duplicate !he 
functionality of the toolbais. They grey 
out appropriately. 

''~ 

The ECSpecs icon should look more like a "monitor" of some kind denoting that this node is more than 
just a container, it allows monitoring of the contained ECSpecs and subscriptions within. 
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5.2.8 PCSpecs Folder Selection (not for R2) 

File 

! •.· . : .. 
I e-6··· S.lelD 

' .. a, ... EdgeServer1 

$·6··· Readers 
j !···.._.. • Lcading_docli:1 
j L-~i"-ff Loadting_doc:ta 

S·-€:i·· Triggels 
' L.~ .. Ld1-walght-5ensor 

·ol···· ECSpei:s 

$ · l!l ···· Po - teS132 
~--(!)-·-- Shelf _statl.lSA 

j---[rl .. oonsole:shelf-test 

L..f'Ji.-· ht.tp:/fcenter/shelL 

.(:j ... jPCSpecs I 
j •· I!) ---- Cheetos-101335 

i .. • I!) -- .. Doritos-lot27 4 

. •· f1J..: EdgeServerB 
fil. e'3: .. EdgeS8MlrC 

/Site1D/EdgeServer1 - PCSpe,::s 

, O0,11,,•-l<Y.27• 

PCSpec "Doritos-lot274" - Subscribers 

. t) 'New ECSpec 

~I .!.i ete 
w'lmport ECSpec. 
(If Aclivate Once 

20114-0l,16 15'46:09 EST 

200'--03-18 15:48:09 EST 

-9.lNew Subsc.riber 

,giEdit 
• Delete 
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5.2.9 ECSpec selection (read only view of spec) 
, ConneeTerra RFTagAware™ Administration Console ~~ 

13·6· .. SitelD 

i• 

$· ~ .. EdgeServer1 

[ $·-6·•· Readers 

j j ..... • Loading_doc:k1 

l \ ..... il' Loadtirlg_doc:k2 

S--6·· Triggers 
j i..~ ... Ld1-weight-sensor 

e,€51, .. ECSpecs 
] ~. ~ ...... 5---1es-13'"'"2--. 
) 9 .. ~ .... Shelf_statusA 

-: ) .. ,[!J ... oonsole:shelHest 

; i ... [f!, .. , http1lcenterlshelf... 
I ~ e-~-.. PCSpecs 

; .. ~ .... Cheetos-lot335 

. i...~----Ooritos-lot274 

~"fj,: EdgeServerB 

8!·1~"• EdgeServerC 
J3 

/Site10/EdgeServer1 • ECSpee "Shelf_statusA" 

(roa1fonly summary view of spec or sub} 

The read-only view of a ecspec shall display the collapsed view for every leaf node, and shall expand every 
non-leaf node. collapsed leaf nodes shall display the full content of information summarized. no nodes can 
be collapsed or expanded in read-only mode - they are a fixed presentation. Any editable fields are locked 
during read-only mode. 

A fall-back alternative to this kind of display is to use a text-view representation of the ECSPec and just 
make this a text control. (this may be easier). 
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5.2.10 ECSpec Frame (part 1) 
/SltolD/EdgoSorvor1 • ECSpoc ~untitled" (undcployod) 

/SilelO/EdgeServer1. ECSpec "'Shelf_statusA" (undeployed) 

/SilclO/EdgcServcr1 • ECSpcc "'Shclf_statusA" t-1 u,rxl 

Ale 

VlewAsTl!lCl 

View As XML 

Revert 

Export ... 
Close 

Tools 
Tes'-! -----, 

Redeploy 
Deploy As. .. 

p '---
·ECSpecFrame p ... 

About ALE Adm 

i ~e __ Tools Help ____________________ _ 

T Logical Readers 

Available: 

backgate 
froolgete 
Ld1-antenna1 
Ld1-anlenna2 
Ld2-antenna1 
L~;ar:i_tenna2 

T Boundary 

• Start 

€)Continuous 

Selected: 
frontgate 

0 Repeat Period: ..._~-----c-'11 Mitliseconds 

Q Trigger URI: 

TS!op 
Ml Duration: j 1000 ! €) Mi15seCXX]dS O Read Gycles 

'===== 

O Stable Fleld Interval: I_=====' 
GJ Trigger URI: 

T Application Data 

0 Milliser::oods O Read Cycles 

PRIORITY: HIGH [..:- : 
NOTE: This shipment should be routed through Atlanta. [·T ! 

~~=~-=-=·===-~-------~~--- ____ E1~&~¥~_-_:j 

• 

The central idea to the components in this section are expandable and collapsible views. Each leaf node 
shall have a collapsible view, all non-leaf nodes shall be collapsible in edit view, but not in read-only view 
as described in the preceding section. 

Selecting "Deploy" or "Redeploy" closes the ECSpec being edited after successfully deploying. 
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5.2.11 ECSpec Frame (part 2) 

Collapsed version of 
FIiter entry. (see exclude 

Y Report Specifica!icns ( 1) 

, • Report: l§rnos...,~~d­

Y Report Type 

j €J Count O List 

Y Report Sat 

I ® CU,rent O Acldl~ons O Oelellons 

0 Include In ECRoport 

(!) Omit from ECRepon 

O Sul>ll(ess ECReport 

1 
• D 'Nfffl Report --1 

J • joeiete Report I 

fdters below fot , ....... _____ J 
expanded 118fSion) - - i-- _ Y Include Filters (1) ! D ! New Filter 

Other i5 also an option ... .,...,.,...,. -
prei;enti; URI input to 
user. 

__ /i-----
Oepending on the format / 
selected, 3 to 4 of these 
subsections may be visible. See 
EPC global spec for details. 

lfl' Filter: SGTIN-64, '.'.'.' ! • ! oerete Filter I 
' • Exclude Filters (0) i D 1New'Fiiter . j 

-,..-Fll-ter-----------......-11 •-,I Delete Fill;~J 

_ _. 

Tag Format: j~GT~N--~-=-c~ 8, 
-V91ue~----~-~-~--------, 

~)Any 

O Speclllc Value: L I 

O Range: 1... _ __ __; through I ___ ! 

!
Company Prefix 

(!;Any 

O Specific Value: l~ ______ I 

-Item Reference with Indicator------------. 
©An'J 

O Speclllc Value: I_ ___________ _ 
QRanga:L__ -~J through l_ ___ i 

-Serial Numbef--------------, 

{vMY I 
O Spednc Value: '=·---;:.:=:::.=.

1

_ 

0 Range: I . I through l_ ____ i 
-----·-----------------' 
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For validation of the Filter tag format, see the EPC Tag Data Specification 1.1, which gives detailed rules 
for the production and parsing of such tags. 

II ECSpecs1 

Fie Tools Help 

B--~~ Logical Reader~ 
El-- wi, ReportSpecs Available: Selected: 

I 1°1 l~~J 
u:J 

Start: 

@ Continuous 

0 Repeat Period: I 
Q Trigger URI: I 

Stop: 

D Duration: I 
0 Stable Field Interval: I 
0 Trigger URI: I 

irmOoD~ 

Repeat Period: 

• Integer > or = 0 

Trigger URI: 

• Valid URI (long string) 

Duration: 

• Integer > or = 0 

Application Data: 

• text 

Version of2006-0l-31 08:32:41 ConnecTerra Confidential/Proprietary 
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0 Read Cycles 
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v ECSpecs1 GJ[Q)~ 
Fie T cols Help 

B·· i:) ECspec 

El·-·r~r.: $-• IndudeFilters: 

~-~~~ers: 
'·-·§I Filter 

--°II Report 

6 · • IndudeFilters: 
l!H~ ExdudeFilters: 

"w ECSpecs1 

Ale Tools Help 

B ·· 'l:!) ECspec er~-$--~ !ncludeFilters: 
! L .. §J Filter 

B--~ ExcludeFilters: 

'····sl Filter 
··- °II Report 

$--~ !ncludeFilters: 
! L..ejj Filter 

El···~ ExcludeFilters: 
'---§1 Filter 

Report Specifications--------------

Name I Type I Set I If Empty I IrdJde Filters I Exclude Filters! 
1 

----'----'-'---'----'----'--'---'------'------'•a 

j I 
- I 

'-----'--="---'---'--'-----"-------'---"----'---'---------_.._•_, I 
j 

GJ[Q]~ 

Report Name: I I , ___ ~t!: ~epo~t 41 
[Report Type: 

0 Count QUst I 
!Report Set: 

j 0 Additions 0 Delitions 0 Current 
.. 

Behavior when Empty: 

Q Include in ECReport 

0 Omit from ECReport 

0 Suppress ECReport 

-Application Data --

I I 
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Fie Tools Help 

9,, 't:I ECspec 

s""I~~;imrim 
; '····ell Filter 

EH\ ExdudeA!ters: 
L. ell Filter 

""oi: Report 

$, ~ !ncludeFilters: 

IB·-~ ExdudeA!ters: 

·Include Filters: 

Filter 
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Filter Tag Format: SGTIN-64, SGTIN-96 

II ECSpecs1 [J[Q]~ 
File Tools Help 

B·· t:l ECspec 
Tag Format: 13--I~~~ 

~ ~ lna.JdeFilters: i L. •. el). 
Iii ~ ExcludeFilters: 

···OJI Report I
F:: I 
o Specific I 
0 Range I I through I I 

r~:_:•_eflX_..:::I ============l _______ _j1 
Item Reference with Indicator-----------------~ 

II 

@) Any 

o Specific I I 
:=======~ 

0 Range I I through I 

S::i;umber---------------------~~I 

o Specific I I 
0 Range l!==========:I through I~-----

Filter Value: 

• all values are numeric from O to 7 

Company Prefix: 

• numeric value, leading O s matter 

Item Reference with Indicator: 

• numeric 

Serial Number: 

• SGTIN-64: numeric values less than 2 power 25 (33554432) 

• SGTIN-96: numeric values less than 2 power 38 

If Company Prefix is "Any", Item Reference with Indicator should be "Any". 
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Filter Tag Format: CGLN- 64, CGLN-96 

·11 [CSpecs1 ~[QJ~ 
File Tools Help 

8-- 't:!) E<:spet 13--I~~~ 
$ ~ lnd.Jdefiters: 
I '--EJJlml 

1±1· ~ ExciJdeFilters: 
·-· CJil Report 

Tag Format: 

r~~ey~~ 
@) Any 

0 Specific I I 
Location Reference---------------------.. 
@)~ 

O Specific 

0 Range 

I 
I I thrOUQh I 

s;l:~:umber----------------------,

1 

o Specific I I 
~ ~ 

0 Range I I through I _ 

Filter Value: 

• all values are numeric from O to 7 

Company Prefix: 

• numeric value, leading O s matter 

Location Reference: 

• numeric 

Serial Number: 

• SGLN-64: numeric values less than 2 power 19 (524288) 

• SGLN-96: numeric values less than 2 power 41 

If Company Prefix is "Any", Location Reference should be "Any". 
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Filter Tag Format: SSCC-64, SSCC-96 

Fie Tools Help 

Tag Format: 

rfilterValue-----------------------------.

1 

I @Any 

I ~= : : -l~-----~I [~ey~~ 
@Any 

O Specific I I 
Serial Reference------------------------, 

Filter Value: 

@~ 

0 Specific 

0 Range 

• all values are numeric from O to 7 

Company Prefix: 

• numeric value, leading O s matter 

Serial Reference: 

• numeric 

I 
I 

If Company Prefix is "Any", Serial Reference should be "Any". 

I through j 
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Filter Tag Format: GRAI-64, GRAI-96 

~ ECSpecs1 (J§[8] 
Fie Tools Help 

8·-· 1:!) ECspec El--I~~~s ~--t !ndJdeFiters: 

: '·--eil­
lil-·4' Exw!efilters: 

--oi: Report 

Filter Value: 

Tag Format: 

["::~ 
0 Specific 

0 Range 

[ 

Company Prefix 

@Any 

0 Spec~ic 

f 
Asset Type 

@~ 

0 Spec~ic 

0 Range 

f 

Serial Number 

@Any 10-0 Range 

• all values are numeric from O to 7 

Company Prefix: 

• numeric value, leading O s matter 

Asset Type: 

• numeric 

Serial Number: 

I 
I 

I 

I 
I 

I 
I 

• GRAI-64: numeric values less than 2 power 19 (524288) 

• GRAI-96: numeric values less than 2 power 31 

If Company Prefix is "Any", Asset Type should be "Any". 

I through I 

I 
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Filter Tag Format: GIAI-64, GIAI-96 

11 ECSpecs1 [J[Q]~ 
Fie Tools Help 

Tag Format: ~GIAJ-64 

[

Filter Value ~ 
@Any 

o Specific I I 
I~. _o_R_ang_e ___ l~_=======:1~ough1~-------

[

Company Prefix 

(!) Any 

o Spec~ic I I 
lndMdual Asset Reference-----------------~ 

Filter Value: 

QAny 

0 Specfa 

Q·Range 

• all values are numeric from O to 7 

Company Prefix: 

• numeric value, leading O s matter 

Individual Asset Reference: 

I 
I 

• GIAI-64: numeric values less than 2 power 39 

• GIAI-96: numeric 

I 
I through I 

If Company Prefix is "Any", Individual Asset Reference should be "Any". 
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Filter Tag Format: GI0-64-1, GI0-64-ill, GI0-96 

" ECSpecs1 

Fie Tools Help 

8- 'El ECspec 
El·· ti, ReportSpecs Tag Format: ,~..L .. =.- ~- ..;;_,-, ·----~ I -r-El-~ lrdJdefilters: General Manager Number 

I L.--e11m 
(!)~ 

HI·~ Exw!efilters: 
--oi: Report 0 Specific I I 

()Range I I through I 

~-ific I I 
e I I through I 

-
Serial Number 

(!) Any 

0 Specific I I 
0 Range I I through I 

-

General Manager Number: 

• GIO-96: numeric values less than 2 power 28 

• GI0-64-1: numeric values less than 2 power 21 

• GIO-64-III: numeric values less than 2 power 26 

Object Class: 

• GIO-96: numeric values less than 2 power 24 

• GIO-64-1: numeric values less than 2 power 17 

• GI0-64-III: numeric values less than 2 power 13 

Serial Number: 

• GIO-96: numeric values less than 2 power 36 

• GIO-64-1: numeric values less than 2 power 24 

• GI0-64-III: numeric values less than 2 power 23 
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5.2.12 ECSubscriber Frame 
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Subscnbe 

CMeel 

elp 

This section Is at the· 
bottom of each variant 

below. 

Subscriber Fra Help ... 

~out ALE AQml lstratlon CMsole ... 

<•/Sitel0/EdgeServer1/ECSPecs/She1f_statusA • Subscriber r.lroJfxl 
! Ac1ion Help-_ 

Subsaiber Type: IX.ML _on E_dg~~~!"-~~sole El' _, i •• 

Heading: L ___ _ 
rFallureActioo 1 
! (lJ Use EdgeServer's defaults. 

I () Ch-erride EdgeServet's detiwlts; 
1, ,----01 L«:.;;.u~-•:noe ar.er j j: i;np"""':11!iv;a 1,.1,11,ifu 

lo 1ji.!lr,·.,r rep,,r.s 

CJ ll11c<;,1,1t1,,r •• nl,.., altE::rl .... --~': !'l~r..or,<J!;i. ;:,f (<)11!\eC\JtlV':l 

rahun¥! :r, d~!i•.•er repr,r1!< 

Subscriber Type: jolher 
=-~~-

URl: 

Subscriber Type: f8Ml: ~la HT'!'P POST _ 

http:!I 

Subs.oriberType: jxML via JMS Message 

Host' (. Port: 

(!) Topic: I. 
O•Queuef, I 

1 

Connection Factory: 

G U\;er f ___ 
0 

_ Passwoi:d: 

.tJ Naming Context Factory. L 
Q Securl!.y Principal: l 

Seourity Ctedentlal: I~--

L 

-- -· j 

II .I 

J 

31 
•- I 

·MeSSage Properties ·---·· ·- ·-·· --· I 'i( f'New 11 • jDele!e'] 

t.---_~i ~N-ame ~~: ~;jJI 
Subscriber Type: j~L File_on ~dg_ese,:ve~ -

Directory or File: 

I 
I 
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-·- [CSubscriber1 GJ[QJ[BJ 
Action Help 

[

Subscriber 

Type: 

Heaa1ng: 

l[XMI. on EdgeServer Console ;J 
l.____ ___________ _____,I 

Failure Action------------~----·-- --------------------~ 

0 Use EdgeServer's defaults 

0 Override EdgeServer's defaults: 

D Unsubscribe after 

D Unsubscribe after 

Heading: 

I I consecutive f allures to deliver report :==========: I I seconds of consecutive f allures to dell\ler report ~---------~ 

• Any character string 

.-- ECSubscriber1 GJ[QJ[BJ 
Action Help 

URI: I 
.. failure Action---.. - .. --------------------

0 Use EdgeServer's defaults 

0 override EdgeServer's defaults: 

0 Unsubscribe after 

0 Unsubscribe after 

URI: 

I I consecutive f allures to deliver report :=======~ I I seconds of consecutive failures to deQver report '------------' 

• Any character, valid URI 
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•·· ECSubscriber1 GJ[g)[8) 
Action Help 

0 Topic: 

0 Queue: 

Connection Factory: 

D Provider URL: 

D User: 

D Naming Context Factory: 

D Security Principal: 

Security Credential: 

Password: 

Naming Service Message Pro~p_e_rt-ie-s:-=.-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_-:_~-~ 

-----~,--1/alu-e --- . . i 
JMS Message Properties:-------------------------------, 

I 

Name 1/alue ___ I~ 

~ .. ·. ~~ :: . : ---- -~;---~------------_ --.. ··.·· .... -~~=i 
Either "Topic" or "Queue", and "Connection Factory" are required fields. All other fields are optional 
(hence the checkboxes). 

All other fields are strings containing any character. (this is not strictly true, but the validation rules if any 
need to be specified by Sharath in the Deployment Guide - we will need this for online help as well - the 
URI wrap/unwrap implementation is being done by Manju) It would be very helpful to have examples of 
possible entry data. 
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,,- ECSubscriber1 GJ(Q)(:8) 
Action Help 

r Subscriber ----­
/ 

I Type: 

------ ---------------

l_., __ _ ·J I _________ J 
Directory or Fae: 

fFailureActian- ----------- ------------ ---------------------- ----- ----- -- ··1 
i O Use EdgeServer's defaults 

1 1 O override EdgeServer's defaults: 

D Unsubscribe after 

0 Unsubscrlbe after 

Directory or File: 

• Any character 

consea.d:lve failures to dellver report 

~========: 
seconds of consecutive f allures to deliver report ,___ ________ ___, 

•·· ECSubscriber1 GJ(Q)[RJ 
Action Help 

['""~"""' Type: 

http:/f 

Failure Action-------------------------------------

0 Use EdgeServer's defaults 

0 OVerr1de EdgeServer's defaults: 

0 Unsubscrlbe after 

0 Unsubscrlbe after 

http://: 

• Any character, valid URL 

consecutive f allures to deDver report 

seconds of consecutive f allures to dehver report 

For "XML via HTTP POST" the URL should probably not hard code http:// because some users may want 
to use an https:// URL instead. 
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r 
5.2.13 TextView Frame 

TextView Frame 

(tltlebar naming examples) 

/SitelD/EdgcScrvcr1/ECSpccs/Po_tcst32. Text 

/SltolO/EdgoSorver1/ECSpocs/Po_tost32 (undoployod). Text 

ECSpec Frame:File:"View As Text ... • Is called. 

EC$@<; fmme:FUe:"Vlew As Te.xt ... • is called on 
a (undeployed) ecspec. 

/Sitel01EdgeServer1/ECSpecs/Po_test32 • ECReports@ 19:32:04 EST 

/SitelO/EdgeServer1/ECSpacs/Po_tcst32 (undoployed) • ECReporls@ 19:32:04 EST 

/SitelO/EdgeServer1/ECSpacs/Untillad (undeployed). ECRepor1s@ 19:32:04 EST 

Other variations. 

Close box behaves 
same as File:Ctose. 

Duplicate status taxt on title bar 
and In frame - lhls text shows 
where the text came from (note: 
not ell unix window managers 
display ti11ebar text) 

Multladlt field Is 
selectable, but NOT 
EDITABLE - can copy 
text by selecting and 
using CTRL-C OR by 
Edlt:Copy menu, hut text 
cannot be changed. 

Opens 'Salle As Text File ... • dialog. User seleCIS file and path. Text is saved to file at path locaUon. 

· Opens· "Print...• dialog. Prints text to printer. 

Closes Text Vjew Frame. 

Coples selected text to clipboard f0t pasUng into 0th.et' applications. 

Selects an text 

A nice to have feature would be displaying HTML-formatted text (to·clarify presentation), but when saved 
as text, have it write out the plain text file. (requires two serializations). 
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r 
5.2.14 Error Dialogs 

Selectlng thfs button opens a file 
dialog that allows the user to specify 
where a problem report text file is 
written - this file may be sent to our 
support resouroes for debugging or 
solutions. 

The contents of the problem report are likely a stacktrace from the underlying exception along with any 
necessary execution context plus some standard CT boilerplate text describing what the file is, when it was 
written out, perhaps the amount of free memory in the NM, etc. 
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