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BACKGROUND OF INVENTION 

[00021 A Radio Frequency Identification (RFID) system may consist of several components: 

RFU) tags, tag readers, edge servers, middleware, and application sofhvare. 

(0003) RFU) tags typically contain Integrated Circuits (IC's) and antennas to enable them to 

receive and respond to radio-fiequency queries from an RFlD transceiver. Passive tags require 

no internal pm-ver source, whereas active tags use a pm-ver source. 
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[00041 The RFH) tag can include a umque electronic product code (EPC). The RFll) 

transceiver can emit a signal activating the RFID tag which then can reply \vith the EPC code. 

[00051 The EPCs cunent!y can have either a 64- or 96-bit code numbering scheme, but 

additional versions can be supported in the future. The EPC includes sections that indicate the 

product and manufacturer of a given item as ..-veH as a section to uniqudy identify an object 

Currently, a11 EPC number can contain: 

• A Header,. identifying the length,. type, structure, version and generation of EPC 
• The fvfanager Number, \-vhich identifies the company or company entity 
• Object Class, similar to a Stock Keeping Unit or (SKU) 

100061 RFlD readers can typically produce very large amounts of data. The RFJD data can 

be filtered at an RFH) edge server by applications using an Application-Leve! Events(ALE) 

inted'ace ALE allo\vs applications to indicate vvhat information it \vants from the ra,v stream of 

RFU) reads Through ALE, an application can specify: 

• \Vhich locations it ,vants to read from (\:vhere a location maps to one or more RF1D 
readers or antennas) 

• What interval of timt~ to accumulate data (absolute time, triggered by extt~rnal ,~vents such 
as motion detectors, etc.) 

• How to filter the data (e.g., include only Acme products,, exclude all item-level tags) 
• Hovv to group tlie results: (e.g, by company, by product or each tag separately) 
• \Vhether to report currently visible tags or just additions or deletions 
• And 1;vhetl1er to report actual EPCs or just a cmmt of tl1e tags that are read 

10007) 

1ooos1 

[00091 

[00101 

[001.l I 
filter. 

1"0012] 

[00131 

[00141 

10015) 

BRIEF DESCRIPTION OF THE DRA \\-'INGS 

Figure l illustrates the use of a RFID edge server to configure RFID readers. 

Figure 2 illustrates the use of a metadata based description to configure RFJD readers 

Figure 3 illustrates the use of a graphical interface to select ALE filters. 

Figures 4A-4B illustrate a dynamic EPC providing system. 

Figures 5A-5H illustrate console screens of an exemplary console for a RFU) edge 

Figures 6A-6.I illustrate an exemplmy dynamic RFlD reader configuration system. 

Figures 7 A-7B illustrate an exemplary ALE configuration APL 

Figures 8A-8C illustrate an exemplary configuration AP] 

Figures 9A¥9R. illustrate an exemplary ALE GUL 
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Figure 10 illustrates an exernplary ALE GUI logic model 

Figures l lA-1 l S illustrate an exemplary ALE GUL 

[00161 

100171 

[00181 

[00191 

Figures 12A-121 mustrate an exemplary EPC provisioning system design. 

Figures 13A-l 3G illustrate an exemplary EPC provisioning system interface, 

DETAILED DESCRIPTION 

100201 One ernbodiment of the present invetion is an RFID edge server "!02 to configure 

multiple associated RFU) readers l 06. The RFU) edge server l 02 receives configuration info for 

at least one of the associated RFID readers. Tht~ RFID edge st~rver can update the configuration 

of the at least one of the associated RFU) readers l 06 without restarting_ at !east one other RFU) ..... 

reader I 04 of the associated RFlD readers. 

[002.11 Such a dynamic configuration system allows the system to continuously nm rather 

than being shut do\vn temporarily for a change of configuration. 

[00221 The configuration info also can be maintained as a rnetadata-based description at the 

RFID edge server. The configuration can be sent to the RflD reader 106 in a fom1at specific to 

the RFID reader. The at least one of the RFID readers 106 can produce RFlD data for a software 

application l 00. The RF1D edge server l 02 can restart the at least one RFID reader 106 \Vithout 

restarting the soft\1.,rare application 108. The at least one RFJD reader 106 can be restarwd in 

betv,..-een the timed transfers of the RFlD data to the RFID edge server 102, The RFID readers can 

be from different vendors \-V1th their O\vn native configuration anangements. 

[0023] One embodiment of the present invetion is an RFU) edge server 102 to configure 

multiple associated RFID readers 104 and 106 The RFJD t~dgt~ st~rvt~r 102 can receive 

configuration info for at least one of the RFU) readers 106. The at least one of the RFU) readers 

l 06 providing data for a soft.\vare application 108. The RFlD edge server 102 can restart the at 

!east one RFID reader 106 1.:.vithout interrupting the operations of the soflware application 108. 

[00241 One embodiment of the present invention is a computer implemented method 

comprising receiving configuration info for at least one associated RFII) reader 106 at a RFU) 

edge server 102 and updating the configuration of the at !east one associated RFU) reader 106 

v,ithoul restarting at least one other RFID reader associated v,ith the RFID edge server. 

[0025] One embodiment of the present invention is a computer implemented method 

comprising rt~ceiving at a RFID ,~dgt~ server 102 configuration info for at kast one associated 
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RFU) reader 106 The associated RFID reader 106 providing RFJI) data for a softv.,rare 

application 108 and initiating restart of the associated RFID reader I 06 without interrupting the 

operation of the sofhvare application I 08. The configuration can be sent to the RFID reader in a 

format specific to the RFlD reader_ 

[00261 One embodiment of the present inv,~ntion is a computer readable m,~dium \"vith a 

metadata-based description 202 of the configuration of a11 RFU) reader, \\,herein an RFID edge 

server is adapted to internet with the medadata-based description 202 to configure the RFID 

reader. 

[00271 The metadata-based description can include configuration parameters. The 

configuration parameters can include panuneter name, description,. type and default value. The 

rnetadata can be used to produce an interface, such as a console, to get configuration infommtion 

from a user. The RFID edge server can use the interface to set configuration data Different 

metadata-based descriptions can be used for different types of RFlD readers. In one 

ernbodirnent, the \fotadata description can be used for filters,. such as ALE filters, as \vell as for 

the R.FlD reader configuration. 

10028] One embodiment of the present invention is a computer-based method comprising 

receiving a metadata-based description of RFID reader and using the metadata-hased description 

to produce an interfa.ce, such as a console page, to input a configuration for tlie RFJD reader. 

10029) One embodiment of the present invention is a console for an RFlD edge server 302, 

including a graphical interface 304 to receive ALE filter information such that the graphical 

interface 304 can be used to select the ALE filtering on the RFU) edge server 302. The filters 

can be associated with an RHD reader 306. A list of availabk ALE filters can be displayed 

The graphical interface 304 can allov.' the selection of one of the available ALE filters. The 

graphical interface 304 can shmv filters in a filter chain. The graphical interface 304 can allmv 

the repositioning of .filters in a filter chain. 

[00301 One embodiment of the present invention 1s a computer implemented method 

comprising using a graphical interface 304 to select an ALE filter and using the selected ALE 

filter to filter RFU) tag data at an R.FID edge server. 

100311 One embodiment of the present invention is a computer readable medium including 

code to receive a selected ALE filter from a graphical interface 304 a11d use the selected ALE 

filter to filter RFID tag data at an RFID edge server 302. 
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[00321 A systern of one embodiment cornpdses using an EPC server 402 to dynarnically 

pmvide EPC code blocks 404 and 406 for one product to multiple client sites 408 and 410. The 

client sites 408 and 410 can use the EPC codes 412, 414, 416 and 418 of the EPC code block for 

RF[D tags 402, 422, 424 and 426, 

[00331 ln on,~ embodiment, the EPC server can cr,~ate pools of EPC codes. The EPC codes 

can he created based on business policies that can be used to indicate business information in the 

EPC code. The RFlD edge servers can obtain EPC codes from the pool, store these EPC codes 

into a local cache and then use these EPC codes in the constrnction of RFID tags, such as with an 

RFID tag printer. lJmis,~d RFID tags can be returned from the cache to the pool. 

[00341 The client sites 408 and 410 can he, or can include, RFID edge servers The EPC 

server can use business rules to assign the EPC code blocks. The EPC code blocks can be 

assigned so as to indicate business infonnation such as lot number and/or location. The client 

sites 408 and 41 0 can cache EPC codes for later use. The client sites can request EPC code 

blocks 404 and 406. 

100351 One embodiment of the present illvention is a computer implemented method 

comprising dynamically providing EPC code blocks 404 and 406 for one product lo mu.lliple 

client sites and using EPC codes of the EPC code blocks 404 and 406 for RFID tags at the client 

sites 408 and 410. 

10036) One embodiment of the present invention is a computer readable medium including 

code to dynamically provide EPC code blocks 404 and 406 for one product to multiple client 

sites 408 and 410; and using the EPC codes 412,414,416 and 418 of the EPC code blocks 404 

and 406 for RFlD tags 420, 422, 424 and 426 at the client sites 408 and 410. 

[00371 One ernbodirnent of the present invention is an EPC provisioning systern 400 

comprising a EPC server 402 adapted to dynamically provide EPC code blocks 404 and 406 for 

one product to multiple client sites. The EPC server 402 can use business rules to determine the 

EPC codes forthe multiple client sites 408 and 4!0. 

[00381 The client sites 408 and 410 can be RFU) edge servers. The client sites can use the 

EPC codes 4 I 2,. 414, 416 and 418 for RFU) tags 420, 422, 424 and 426. The EPC code blocks 

can be assigned to as to indicate lot number. The EPC code blocks can be assigned so as to 

indicate location. The diem sites 408 and 410 can cache EPC codes for later use. The client 

sites 408 and 410 can request the EPC code blocks 404 and 406. 
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[00391 One embodiment of fhe present invention is a computer irnplemented rnethod using 

business rules to determine EPC code blocks for multiple client sites and providing the EPC code 

blocks to the multiple client sites. 

[00401 One embodiment of the present invention is a computer readable medium including 

code to use business rules to dettmnine EPC code blocks for multiple client sites and providing 

the EPC code blocks to multiple client sites. 

DETAILS OF E:XKIVIPLARY E:MUOJ)ll\'IKNTS 

[0041 I The follov-.ring ,~mbodiments are merely exemplary and are not meant to limit the 

scope of the present invention 

100421 A Dynamic Reader Configuration interface ca11 be used by an Adrnin Console. The 

interface can be public facing, or fc1r internal use by other applications, including the A.dmin 

Console a11d \.Vorkfiov..- applications. A centralized control server may use the interface to 

provision RFH) Edge Servers 

100431 In one embodiment, the dynamic reader configuration can: 

l. Provide an interface lo obtain plug-in meta information 
2. Provide an interface to configure plug-in instances 

[00441 Clients can determine the available plug-in drivers supported by the Edg,~ Server. For 

a given plug-in driver, clients can retrieve rneta information describing the plug-in and each of 

the associated configuration pararneters. Plug-in meta infonnation can include the name of the 

plug-in, the plug-in type (e.g. Reader or Filter), the associated physical device name, and a 

description of the plug-in. fvleta information fbr configuration paran1t~ters can include the 

pararneter name,, description,, type,, constraints, required flag, default value, and an index 

indicating importance relative to other parameters. 

[00451 A plug-in instance can provide the connection between the Edge Server and the 

physical device (e.g. l\.1atr:ix Reader), Clients can be able to list, get configuration details of~ 

define, redefine and un-define plug-in instances Creation of a plug-in instance can require the 

cornbination of a plug-in driver and configuration. The driver can provide access to fhe physical 

device, v-ihere the configuration provides the driver parameters. The presence of the physical 

device need not he required when defining, redefining or un-defining plug-in instances. 
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[00461 Dynamic Plugin configuration changes can be coordinated so that the operation of the 

edge server is not interrupted. 

[00471 In one embodiment, the reader configuration can support updates of the reader drivers 

on the edge server. If a ne\.V reader dr:i·ver is added to the edge server, the reader driver 

configuration can allow the configuration of ne\"v reader driver instances using the n,~v....- driver. 

(0048) Plug-in configuration changes can he persistent. The changes do not need to be 

reflected in the Reader configuration files. 

[0049] In one embodiment, a dual mode operation can be supported .vith a configuration 

flag, such as EnableDynamicConfiguration. If set, all configuration can be read from the 

persisted dynamic configuration and configuration modifications can be supported through the 

dynamic configuration API. ff the configuration parameter is not set, then the configuration 

information can be read from the reader configuration file, not from the persisted dynamic 

configuration. Also, the Dynamic- Configuration v,dll operate in a read only mode, allowing 

dynarnic inspection of Plugin Meta and Configuration the configuration, but not supporting 

modification to the Plugin Configuration. 

10050] The implementation of the dynamic reader configuration can be extensible so that 

other types of plug-ins can be added in the future without extensive changes to the dynamic 

reader configuration framevvork (e,g. Trigger Driver, Notification Driver, and Filter Driver) 

10051) ln one embodiment the fo!!mving APls can be exposed: 

!istPluginMetalnfo(pluginRo!e : String) : List <PluginMetalnfo> 
Returns list of Plug.inMeta:lnfo instances identii)'ing each of the plugins supported by the 
edge server. lf pluginRole is not null, return only the d1ivers of the given role. For 
release 1.3, the type will bt~ limited to Reader and Composit,~R,~ader 

getPluginMeta(pluginRole: String, p!uginMetaName: String): P!uginMeta 
Returns the Pluginl'vleta instance for the pluginl\fota V1iith the specified name 

definePlugin(pluginRole : String, pluginName : String, pluginConfig : PluginConfig) : 
void 

Defines a nevv Plugin instance \\'1th the given name and configuration. 
redefineP!ugin(p!uginRole: String, p!uginName: String, p!uginConfig: P!uginConfig): 
void 

lJpdatt~s an existing Plugin instance. 
undefinePlugin (pluginRo!e : String, pluginName : String) : void 

Undefines an existing Plugin \Vith the specified name 
getPlugin(p!uginRo!e : String, pluginName: String): Plugin 

Return the plug.in for the given plug.in name and type, 
!istPlugins(pluginRole : String) : List <PluginConfig> 
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List al! plug-in instances of the specified type. Iflype is null,. include all plug-in types. 
For Release l.3, only CompositeReader, Reader, Filter are supported. 

!istRoles( ) : List <String> 
List all knov\,'n Plugin roles. 

100521 The Plug-in driver mt~ta information and plug-in instance configuration interfaces can 

be exposed through a ,.veb service hosted by the edge server. An Xl'VIL scherna can define fhe 

parameters passed in the SOAP interface. 

[00531 A Java API can support. access to the Reader Configuration APL The .lava APl can 

pro-vi de a VvTapper around the SOAP interface and provide Java classes for handling the plug-in 

drivt~r meta information and configuration. Tht~ Java APJ can also be used internally ,vithin tlie 

edge server to interact \vith the plug-in configuration information. 

[00541 The Adrnin Console can be a client of the Dynamic Reader Configuration interface 

provided by the Edge Server. The Admin Console ca11 contain nevi-' panels to provide read \viite 

access to the reader configuration. 

10055] 

[00561 

In one ernbodiment: 

1. The Admin Console can query the interfa.ce to determine the extent of reader 
drivers, and display the results. 
2. The Adrnin Console can query the interface lo determine the configured reader 
drivers and display the results. 
3 The Admin Console can request meta infonnation on the configuration 
parameters fbr a particlllar reader Tht~ meta infomrntion ca11 be used to dynamically 
create configuration fom1s. 
4. The Adrnin Console can support fhe specification of pararneters for a driver 
configuration. 
5_ The Admin Console can define a ne\v reader driver instance passing the plug-in 
driver name and the configuration. 
6 The A.dmin Console can redefine existing reader driver instance passing the plug-
in driver name and the configuration. 
7. The Admin Console can un-define existing reader driver instances passing fhe 
plug-in dti'ver name. 

The Dynamic Reader Configuration design can provide an open framework for 

supporting dynamic configuration of plug-ins_ The initial implementation can be limited to 

supporting t,vo types: of plllg-ins: Readers and Compositt~ Readers:. 

[00571 The class diagram of Figure 6A provides an overvievl of the Edge Server, Reader, 

CompositeReader, Trigger, Filter and related classes of one embodiment. 
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[00581 As shm.vn in figure 6A a Reader can model a physical RFU) readec, for example a 

:Matrix reader. Readers can aggregate one or more antennas. An Antenna can model an 

individual physical antenna. The relation between Readers and Antenna can be defined as part 

of the Reader Configuration. The Reader Configuration can also include parameters required by 

the reader driver. Example configuration can include the IP address and port number us,~d to 

conununicate with the physical device. 

100591 The LogicaIReader can be referenced by ECSpecs a.nd PCSpecs as a source for tag 

read/writes. The logical reader can be an abstract base class for Antennas a11d Composite 

Readers. 

[00601 

100611 

The Antenna can model a physical Antenna. 

A Composite.Reader can aggregate a collection of Logical Readers independent of 

physical reader and antenna configuration. 

[00621 The edge server can provide an aggregation point for the collection of 

CompositeR.eaders and Readers. 

100631 The PhysicalReader can represent an actual physical reader connected to one or more 

antennas. 

[00641 The Physical Antenna can represent an actual physical antenna connected to a 

physical reader. The Antenna acts as a RFID transducer 

10065) The Filter can used to filter tags read by the Antenna. One or rnore filters may be 

associated with an Antenna. 

[0066] The concept of a Plugin can be used to support an extensible configuration 

mechanism. The Plugin ca11 provide a base class: for configurable entities within the Edge 

Server. The analysis rnodel of figure 6B describes the resulting Plugin class: hierarchy of one 

embodiment. 

[00671 The Plugin can pnJvide the root type for all configurable entities. The Plugin can 

contain a Configuration that defines the parameters (i.e. name value pairs) required for operation 

of the Plugin. The class Plugin __ X can be a placeholder for other Plugin types to be added in the 

future. The class Reader_ X can be a place holder for other types of readers currently supported 

and to be added in the future. 

[0068] The design can be composed of three main components: 

Plugin rvfota 
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2 Plugin 
3. Plugin Con fig A Pl 

[00691 The Plugin l\leta component can manage a list of Plugin 1\fota instances. Each Plugin 

l'vkta instance can contain meta infom1ation that describes the class that implements the P!ugin 

and associated configuration parameters. 

(0070) The Plug.in component can mana_ge Plug-in instances. P!u0 in insta11ces can aQ0 re0 ate ..... ...... ;,.._;> ;:;, 11-,.•·V ;:;, 

a PluginConfig with a PluginDevice. A Plugin instance can be defined by an associated Plugin 

l\·1eta instance. 

[0071 I The Plugin A.PI component can provide a SOAP inte1t'ace for accessing Plugin l\.teta 

inforrnation and configuring Plugin instances. The Plugin API can also provide a Java API that 

includes a java client stub for the API, and a set of Java classes used to model the data objects 

marshaled through the APL 

[00721 Figure 6C shO\,VS Plugin Components such as, Plugin lnstances, Plugin l\.fota Info, a11d 

P!ugin AP! of one embodiment 

(00731 Figure 6D shm.vs an implementation class diagram for the Plug-in Frame\vork of one 

embodiment. 

[00741 Figure 6E shmvs an UiVlL class diagram describes the Plugin :\,fota Component 

classes of one embodiment. 

10075) The P!ugint\.fotaManager can provide a container for management of Plugin:rvteta 

instances. The PluginivtetaI\·fanager can also manage PluginMeta Persistence. 

add{ role: String, name: String, pluginMeta : PluginMeta 
void, throws DuplicatePluginMetaException 

Adds a new· Plugin:rvteta instance wifh given role and name. Throws 
DuplicatePluginl'vletaException if a PluginlVleta instance already exist v,ith the 
same name and type, 

lookup(role: String, name: String): PluginMeta, throws 
PluginMetaException 

Looks up and returns the Plugin\-'.leta instance with matching role and name. 
Thr(n:vs PluginMetaException if a matching Plugin1Vleta instance is not found. 

remove (role: String, name: String) : ,roid, thrc,-ws 
PluginMetaException 

Removes the Plugin:rvleta instance i-Vith matching role and name. i\farks the 
Pluginl'Vleta instance as void Throws a Plugin:!'vletaException if a matching 
PluginlVleta instance is not found. 

remove( plugin: PluginMeta) : void, throws 
PluginMetaException 

Removes the Plugin:rvteta instance and marks the P!uginMeta instance as void. 
getPluginMetaList(role: String) : List <PluginMeta> 
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10076] 

Returns the extent ofPlmdnMeta instances for the given Plugin Role. lf the ...... ._. ,(..,. 

specified Plugin Role is null, the extent for all PluginRoles is returned. 
listRoles{) : List <String> 

Returns the list of kno,vn Plugin Roks (e.g Composite Readt~r, Reader) 

The Pluginl'vleta class can describe a Plugin. The meta information can include fhe 

Plugin name,. role, description, and parameters used to configure the Plugin. 

fvkthods can inclllde: 

[00771 

getClassName(): String 
Returns the folly qualified dass narne for the class used to irnplement the plugin 

getName(): String 
Returns the descriptive name for the Plugin (e.g. Jvlercury4Reader). This name is 
referenced \.vhen creating a Plugin instance. 

getPluginRole(): String 
Returns the string representation of the Plugin Role for this plugin. (e.g 
"Rl;>~l-)I-~.R'' · "('.0~-'11'(-)S-'l'I'I; RI~ ,~1-)I;R'') __ ,·\.. .. 01 . ).\ . '·. . ., _.,·\.. ., 

validate(plugin: Plugin): void, throws 
PluginValidationException 

Validates the specified Plugin by validating each of the contained parameters. lf 
invalid, throws Plugin ValidationException. 

The PluginParameter~-leta class can describe a PluginParnrneter. The meta 

information can include the PluginParameter name, type, description, required flag, and index. 

Attiibutes can include: 
keyName: String (non i18n) 

Provides a uniuqt~ namt~ for the paramt~ter 
name: String {i18n) 

Provides a descriptive name for the parameter 
type: PluginParameterT1lpe 

Defines the type fc1r the parameter; numeric or string. The supported types 
include: 

• NU\,·1ER1C 
• STRING 
• LIST <String> 
• ANTENNA 

description: String (i18n) 
Provides a descriptive text for associated PluginParameter. 

required: Boolean 
Boolean indicating whether or not the pa.rnrneter is required. 

index: int 
Parameter index indicating ordedng 1.:.vith respect to other parameters. 

defaultValue: String (non ilBn) 
Default value of this plugin parameter. :It may be null if there is no default. 

l\:1ethods can include: 
getChildren(): List <PluginPararnameterMeta> 

Returns a list of child (i.e. contained} PluginParameterl\.fota instances. 

A!torney Docket No.: 1·W.AS-02024US6 
Jrnwill cy,13EAS .. ·:024u~(,.·A pplication 

II 
Adasa Inc. 

Exhibit 2013 
IPR2024-01416 

Page 11



validate(pluginParameter: PluginParameter): void, throws 
PluginValidationException 

Validates the specified PluginParnmeter v,:ith the associated 
PluginParameterConstraint. If invalid, throws: Plugin ValidationException. 

100781 The PluginPa.rnmeterConstraint class can define constraints fbr the associated 

PluginParametedvleta instance. The constraint information can include a description a11d 

paramt~ter value contstrnints. This class: can be abstract, concrete dt~rived classes include 

P!uginParameterConstraintRangeNumeric and PluginParameterConstraintRegEx. 

1vfethods can include: 
getDescription(): String 

Return a dt~scriptive text string defining the Plugin Constraint, fbr ,~xample: 'Tl-
1000]"'. 

validate(parameter: PluginConfigParameter): void, throws 
PluginValidationException 

Validates the specified PluginConfigParameteL If invalid, thn.Jws 
Plugin ValidationException. This method is defined as abstract and must be 
overridden by derived classes. 

[00791 The PluginParameterConstraintRangeNumeric class ca11 be derived from 

PluginParameterConstrnint and defines a valtw constraint for a PluginParameter of type numt~ric 

Attributes can include: 

100801 

minValue : long 
The minimum allowable value for the constraint 

maxvalue : long 
The maximum allmvable value for the constraint 

The PluginParameterConstraintRegEx class can be deiived from 

PluginParameterConstraint and defines a vafoe constraint for a PluginParameter of type String. 

Attributes can include: 

[00811 

regEx: String 
Defines a regular exception for validation of a String Constraint. 

1ninLength: int 
Return the minimum allowable length for the string. 

ffiCtXl,er1gtl1 ! i11 t. 
Return the maximum allov-iable length for the string, or O if no limit. 

The Pl uginParameterConstraintEnum class can be derived from 

PluginParameterConstraint and defines a value constraint for a PluginParameter of type List 

<String>. 

Attributes can include: 
EnumerationList : List <String> 

Defines a list of allowable String values. 
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[0082J 

[00831 

The PropsRav,ronfig class can be used to persist Pluginl'vleta instances to files 

Figure 6F shlnvs UiVIL class diagram that describes the P!ugin Component classes of 

one embodiment 

10084] Figure 6G shows a sample instance diagram shm.ving Plugins and the relation to 

PluginConfig, PluginConfigParameter_ and PluginDevice instances of one embodiment The 

Plugin~fanager singleton can rnanage all Plugin instances. 

100851 The Pluginl'vla11ager can be a singleton and provide a container for ma11agement of 

Plugin instances. The Plllgin~·fonager can support Plllgin configuration requests through the 

Plugin A.Pl. The PluginManager can also manage P!ugin Persistence. Persistence can he 

supported in one of hvo ,,.,ays; through the edge.properties file or through the dynamic 

configuration persistence. The mode of persistence operation can be controlled through the 

EnableDynamicConfigLJration Boolean property. If this valut~ is set to true, then the dynamic 

configuration persistence mechanism can be enabled. When the edge server starts, all Plugin 

instances can be read from the dynamic configuration store. The dynamic configuration store 

can be in the form of a set of PropsRav,·Config files within the variedgestateiplugin directory. 

[n one embodiment, if the Enab!eDynamicConfiguration Boolea11 property is set to 

false, then the plugin configuration can be read from the edge.props file. This aJlows for 

backward compatibility \.vith existing RFID edge server installations. ln this mode, the Plugin 

Contfo.uration API can be restricted to read onlv access, so that no rnodification may be made 
"'-"' ~· . ... 

through the Plugin Configuration APL 1n this mode,. current configuration may be discovered 

through the Plugic Configuration APL 

\·1ethods can include: 
add(role : String, name : String, plugin : Plugin) : void, 
throws PluginValidationException 

Adds a ne,v Plugin instance ,vith given role, name and P!ugin instance. Throws 
DuplicateNameException if a Plugin instance \vith the same name and role 
already exist. Throws P!uginValidationException if there is a problem ·validating 
the configuration para.meters. The add command persist the ne\vly defined Plugin 
to the persistent store. 

lookup(role : String, name : String): Plugin, throws 
PluginException 

Looks up and returns the Plugin instance with matching role and name. Thrm-vs 
NoSuchPluginEx.ception if a matching Plugin instance is not found. 

remove(role : String, name : St.ring): void, throws 
NoSuchPluginException 
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Removes the Plugin instance with matching role and name. l\'larks fhe Plugin 
instance as void. Throws a NoSuchPluginEx.ception if a matching Plugin instance 
is not found, The associated P!ugin is removed from the persistent store. 

remove(plugin: Plugin) : void, throws PluginException 
Removes the Plugin instance and marks the Plugin instance as void. The 
associated Plugin is rernoved from the persistent store. 

getPluginList{role : String) : List <Plugin> 
Returns the extent of P!ugin instances for the given Plugin Role. If Plugin Role is 
null, the extent for all Plugin Roles is returned. 

100871 The Plugin dass can model a configured P!ugin instance. It can be responsible for 

managernent of the PluginConfiguration instance and the PluginDevice instance. The Plugin 

dass can support the redefine operation by shutting down, reconfiguring and restarting the 

PluginDevice. 

Methods can include: 
getName () : String 

Returns the assigned name of the Plugin. Together, the Name and Role uniquely 
identify the plugin instance. 

getState(): PluginState 
Returns an instance of the PluginState enumeration class that defines the state of 
the Plugin (e.g. Active, Disabled}. 

getPluginConfig(): PluginConfig 
Returns the associated PluginConfig instance,, containing the configuration for the 
Plugin instance. 

setPluginConfig(pluginConfig: PluginConfigl : void, throws 
PluginException 

Replaces the existing configuration vvith the specified configuration. Executt~s 
following steps: 

1 Validates the specified configuration 
2. Shutdown the associated PluginDevice instance. 
3. Either reinitialize the existing PluginDevice \-Vlth the nev,./ configuration and 

restmt or create a nev,· PluginDevice ,vith the ne,v configuration. 
If any of the abo-ve steps fail, a PluginException is thrown. 

getPluginl'v1eta () : PluginJl.·1eta 
Returns the associated Pluginivleta instance. 

getPluginRole() : String 
Returns: tlie instance of t11e PluginType enumeration. (e.g. READER, 
COl\tPOSITE ___ READEK FILTER, TRJGGER) 

getPluginDevice () : PluginDevice, throws 
PluginDeviceException 

Returns the associated PluginDevice. PluginDevice is an Interface for instances 
of ReaderDrivers, etc. Throv.,rs PlllginDeviceExct~pt.ion if the PluginDevict~ is: not 
available. 

validate(): void, throws PluginValidationException 
Validates the Plugin configuration. If not valid, a P1uginValidationExceprion is 
thrown. 

isEnabled(): boolean 
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Returns true if the plugin is enabled The p!ugin rnay he disabled in fhe course of 
a redefine operation that fails due to invalid configuration. 

getSource(): PluginSource 
Returns the source of the Plugin Configuration information, either the Edge 
Server properties file or the Dynamic Plugin Configuration store. 

100881 The PluginConfig class can provide a holder for plugin configuration parameters. 

There can be a single PluginConfig instance for each Plugin. Optional parameters can be 

omitted if values are not provided. 

1\.·fothods can include: 

100891 

getParameter(index : int) : PluginConfigParameter 
Returns the plugin configuration parameter for the associated index. 

getParameterCount() : int 
Returns the count of Plugin parameters. 

The PluginConfigParameter class can prnvide a container for a plugin configuration 

parameter. An instance of the PluginConfigPararneter class can be created for each specified 

parameter. 

Attributes can include: 
name : String 

[00901 

The name of the parameter, this name maps to the Unique.Key specified by tht~ 
associated PluginParameterl\·1eta instance. 

value: String 

The P!uginDevice interface can be implernented by devices rnanaged by the Plugin 

class. Example implementations of the PluginDevice can include Reader Drivers, Triggers and 

Filters. The PluginDevice instances can be created fr·om the actual driver classes that are 

instantiated \vhen a ne\.v driver is created. 

[0091 I The driver classes ca11 implement the PlllginDevice intt~rface and impkment the 

getStatus(). initialize(), shutdown(}. and getP!ugin\.'leta() methods. 

·Methods can include: 
getStatus() : PluginStatus 

Returns tlie PluginStatus enumeration value that defines the current state of the 
PluginDevice. This method is used by the parent Plugin to provide status 
inforrnati on. 

initialize(rawConfig : RawConfig): void, throws 
PluginDeviceException 

Initializes the PluginDevke with the specified rawConfig. Thrmvs 
PluginDeviceException on error. 

shutdown(): void, throws PluginDeviceException 
Requests that the PluginDevice shutdmvn. Throws PluginDeviceException on 
error. 
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100921 
Strings: 

This rnethod is to support the redefine operation where an existing reader is 
updated with a new configuration. 

get.Plug.in.Meta (): P.l.ug:i.nMet.a, t.hro\,-JS F'J.uginDev.1.ceExcept.Lon 
Returns that the P!ugin\.:1eta information associated 1.:.vith the Pluging. Throv,·s 
PluginDeviceException on error. Existing Plugins and nev,-' plugins must 
implement this method to pro-vi de accurate Plugin r1,fota Information. 

The PluginStatus dass can provide an enumeration of Plugin states defined as 

• ACTIVE (in use) 
• INACTIVE 

[00931 The PluginType class can pnJvide an enumeration of P!ugin types defined as Strings: 

• READER 
• C0!\.-1:POSfTE RE/\DER 
• TRIG<3ER 
• FILTER 

roo94J The Plugin API can be composed of two parts: the Plugin Meta API and the Plugin 

Configuration APl. The Plugin AP! can be implemented as a SOAP interface defined V>lith a 

\VSDL file. The objects referenced 1.:.vithin the interface can be de.fined in an Xl\.lL Schema 

definition and serialized through the SOAP interface. The Plugin APf can also be t'.xposed to 

clients with a Java API. 

[00951 The Plugin\:-:Ieta API can provide methods for read only access to the Plugin i'vleta 

lnformati on. 

Methods can include: 

100961 

listPlugini,1eta (pluginRole: String) : List <PluginMeta> 
Returns a list of PluginJ\.leta objects fix the given Plugin Role. 

getPluginMeta(pluginRole: String, name : String) 
PluginMeta, throws NoSuchPluginMetaException 

Returns the PluginMeta instance .vith matching role and name. Throws 
NoSw:.:hPlugin1VktaExct~ption if a matching Plugin\fota instanct~ is not found. 

listRoles{) : List <String> 
Returns a list of the available Plugin Roles. 

The Plugin configuration API can provide methods for creating, modifying, remo-ving 

and listing Plugins Plugins can live witliin tht~ scope of t11e EdgeServer. 

lVlethods can include: 
listPlugin(pluginRole: String) : List <PluginConfig>, throws 
PluginExcept.ion 

Returns a Ii st of Plugins defined on the Edge Server that match the specified 
pluginType. 
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[00971 

definePlugin(pluginRole: String, pluginName: String, 
pluginConfig: PluginConfig}: void, throws PluginException 

Defines the plugin ,vith role, name, and p!ugin configuration on the edge server. 
Throws PluginException if the plugin alrt~ady exist or the configuration is 
incorrect. 

redefinePlugin(pluginRole: String, pluginName: String, 
pluginConfig: PluginConfig} : void, throws PluginException 

Redefines the plugin ,v:ith matching role and name, applying the nev\,' 
pluginConfig. Thrmvs PluginException if the plugin is not already defined or the 
p!ugin configuration is not valid. 

undefinePlugin(pluginRole: String, pluginName: String) 
void, throws PluginException 

UrHkfines the plugin 1.:.vith matching role and name. Tlm.m,,s PluginException if 
the plugin is not already defined. 

getPlugin(pluginRole: St.ring, pluginName: St.ring,): 
PluginConfig, throws NoSuchPluginException 

Returns the Plugin instance with matching role and name. Throws a 
NoSllchPluginException iftht~ Plllgin is not found. 

The ability to dynamically update a Plugin Configuration can result in a 

synchronization problem with the Event Cycle engine. The synchronization issue results due to 

the interdependences between ECSpecs, PCSpecs, Readers, Logical Readers (i.e. Composite 

Readers and Antennas (a.ka. Reader Point)) and Filters. Figure 6H is an analysis model that 

provides an overview· of the dependencies of one embodiment 

100981 Figure 61 shmvs an exemplary dependency graph. 

10099] Figure 61 shov.,rs an exemplary event cycle dependency graph of one embodiment. 

[00100] EventCydes can be at the root of the dependency graph. Event Cycles can manage 

the pro<x~ssing of an active ECSpec or PCSpec. Event Cycles can bt~ invoked by the client 

through the follmv111g interface calls: 

l. Poll 
2. Immediate 
3. Subscribe 

100101] An Event Cycle can directly depend on: 

• ECSpec 
• PCSpec 

[00102] ECSpecs can define the characteristics of an event cycle. ECSpecs can be modified 

by the client through calls to the following methods: 

L Define 
2 Redefine 
"' Undefine ;) . 
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[01001 ECSpec and PC Spec can directly depend on· 

• Logical Reader 
o Composite Reader 
o Antenna 

101 0l J Concrete implementations of Logical Reader ca11 include Composite Reader and 

Antenna. A Composite Reader can be a composite for Logical Reader. Cornposite Readers can 

be defined by the client through the plugin interface. An Antenna is defined as part of the 

configuration for a Reader. Where the Reader can model a physical Reader (e.g 

MatrixAR400O) and the ,Antenna can model a physical antenna (e.g, uhflAntenna) attached to 

the Readt~L 

An Antenna can directly depend on a filter: [01021 

[01031 A filter can support filtering of EPCs at the Antenna source. A Filter can be 

defined by the client through the Plugin A.Pt In one embodiment, a filter has no dependencies. 

101041 A Configuration Event can result from a configuration change to one of the 

EventCyde entities (i.e. CornpositeReader, Reader, or Filter). A configuration event can 
'-, 

generate a change event notification. The Change Notification can be sent to each of the 

observers of the entity. Depending on the entity and configuration, there may be 0, l or more 

observers, Observers of the entity can normally include consumers of the entity, For example, 

observers of a filter can include any Antennas that reference the fi 1 ter. 

[01051 \Vhen an observer receives a Change Notification, the observer can take an 

appropriate action. ln some cases, no action ,-vi11 be required. 

(0106) lf the receiver of a Change notification has registered observers,. the change event 

can be fof\.varded to those observers. 

[01071 In one embodiment, changes to Filters may only occur through configuration 

events. Consumers of filters can be limited to the Antenna subtype of Logical Readers. 

Addition: 

• Add the nev,' Filter to the filter manager_ 
• No notification required. 

:!'vlodification can include: 

l , Create a n C\V Filter obj ec-t \Vi th ne"v configuration_ 
2. Notify Logical Readers to replace the old Filter with the ne"v Filter. 
3. Disable and remove the old Filter. 

Removal can include: 
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Create a placeholder Filter object 
2. Notify Logical Readers to replace the old fiHer with placeholder Filter. 
3. Disable and remove old Filter 

101081 In one embodiment, cha11ges to Readers may occur through configuration events. 
Addition can include: 

Add the new Reader and Logical Read,~rs ddined by tlie configuration. 
Process addition of each Logical Readers defined by the Reader 

~fodification can include· 

• Process removal of each Logical Reader associated with the old Reader instance 
• Disable old Reader Object 
• Create new Reader Object 
• Process addition of each Logical Reader associated \-Vith the new Reader instance 

Removal can include: 

Process r,~moval of each Logical Reader 
Disable old Reader instance 

Changes to Logical Readers: 
Addition can include: 

l. lf there is a matching placeholder Logical Reader, then: 
2. Create new Logical Reader 
3. Notify Event Cycles to update references to use new Logical 

Reader 
4. Remove old Placeholder Logical Reader 

5. 'v'alidate, execute and persist changes. 
6. Otherwise, no action since the Logical Reader is not currently required by any 

active EventCycles 

Modification can include: 

Error condition. Conflicts with another active logical reader. 

Removal: 

l. Create a placeholder Logical Reader (if it is currently referenced by an active 
Event Cycle) 
2. NotWY Event Cycles to update reference to use ne\v placeholder object 
3. Remnve old Logical Reader 

[01091 Updates to EC Specs can continue to use current mechanism to handle define, 

redefine and undefine evenh 

I01 l OJ In one embodiment, if EnableDynamicConfig Boolean property is set to trne: 

l. Get plugin data frorn Dynamic Plugin Configuration persistent store 
2. If a logical reader is missing, create a placeholder for use by referencing ECSpecs 
and Composite Readers 
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101111 

1. 

101121 

• 
• 
• 
• 
• 
• 
• 
• 
• 

101131 

Plugin APL 

In one embodiment, if EnableDynamicConfig Boolean property is set to fa! se: 

Use edge props for plugin configuration infonnation. 

The Java AP! can include the follmving set of classes. 
'-, 

PluginMeta 
PluginParameterMeta 
PluginParameterConstraint 
PluginParameterConstraintRangeNumeric 
Plugin ParameterConstrati ntR eg Ex 
PluginConfig 
PluginConfigParameter 
PluginType 
PluginStatus 

The Java AJ>l can also support a dient stub to expose the methods defined by the 

[01141 Schema definition can be added to support the serialization into XML of the 

following classes: 

[01151 

• 
• 
• 
• 
• 
• 
• 
• 
• 

PluginMeta 
PluginParameterMeta 
PluginParameterConstraint 
PluginParameterConstraintRangeNumeric 
Plugin ParameterConstrati ntR eg Ex 
PluginConfig 
PluginConfigParameter 
PluginType 
PluginStatus 

A nev..- boolean configuration parameter "EnableDynamicPluginConfiguration" 

can be added to the edge.props fik This configuration parameter can dete1rnine the mode of 

operation for handling Plugin Instance creation and persistence. The default setting can be true. 

10116] The edge properties file can support static declaration of readers, composite 

readers, triggers, and filters. 

[01171 PluginlVleta infonnation can be provided by the gefPluginlVleta() method of all 

P!ugin drivers. 

A!torney Docket No.: 1-W.AS-02024US6 
Jrnwill cy,13EAS .. ·:024u~(,.·A pplication 

20 
Adasa Inc. 

Exhibit 2013 
IPR2024-01416 

Page 20



[Ol 181 The Plugin infonnation can be stored in the form ofPropsRav.,rConfig files. These 

files can be constmcted and updated dynamically in response to definePlugin, redefinePlugin and 

undefinePlugin AP! method invocations. 

[01191 The Admin Console can be updated to support read only access to P!ugin l\•fota 

information and read/write access to Plugin information using tlie Plugin Java APl. 

(0120) An edge server can be configured hv rneans of an configuration file. such as an ..... ..... .... ..... . 

edge. props file, which can be a Java-properties formatted file that configures: 

[01211 

L The name of the edge server and the port on \vhich its Soap server listens for 
connections. 
2. Interna.l matters such as thread concurrency and queue depths. 
3. Location(s) of EPC company prefix index translation tables 
4. Other settings for: persistence, telemetry, notification drivers and default 
notification delivery failure handling. 
5. Physical readers: dfrver class, and per-driver configuration items 
6. Composite readers 
7. Filters for logical readers. 
8. Trigg·ers: driver class., and t)er~driver configuration iterns 

w . r ~ 

The ''Admin Console" can be currently the primary user-visible manifestation of a 

RFID edge server deployment This can be v-ihere all edge servers are listed and monitored, 

where ECSpecs and PCSpecs are authored and deployed, and "vhere telemetry and alerts are 

marshalled The Admin Console can be extended to allo,v tht~ configuration of an edge server to 

be viev,,...ed and manipulated via the ALE Configuration API, for example allowing new readers to 

be defined and configured, triggers to be created, etc. 

[01221 Figure 7A shov,.;s the relationship between the readers/triggers, edge servers, the 

admin console, discovery system, and control server of one embodiment. 

10123] Using the ALE Configuration API, an edge server can be configured to v,'ork i;.vith 

one or more readers and zero or more triggers. The ALE Configuration API can be accessible to ~- -
the admin console, so that an administrator may view and manipulate the reader/iligger 

definitions in an edge server, 

10124) The A.LE Configuration API can also be available to a discovt~ry system that is 

responsible for noting the cornings and goings of readers on the site network. The discovery 

system can use the ALE Configuration APT to configure an edge server to use a discovered 

reader. 
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[01251 A control server can use the ALE Configuration API to manipulate the 

configuration of multiple edge servers. 

[OU61 The ALE Configuration AP] can provide methods that expose and manipulate 

various aspects of an edge server· s configuration. This API may be considered to be a public 

interface to an underlying object model. 

(0127) Figure 7B shmvs an exemplaryentity~relationship diagram of one embodiment. In 

the interest of simplicity, triggers are not shov-in 

[0128] The <<named>) stereotype indicates that the entity is a collection of instances, each 

of w-hich has a distinct name (akin to the primary key in a rdational model) For example, an 

edge server can have any number of ECSpec instances, each of which has a unique name. In 

one embodiment, the ALE Configuration API, such entities are always reference by their name. 

\\then one entity references another, it does so via the name of the referenced entity (like a 

f.' .. · x k", ,-) f."i'(',·, · "" T d ;·:-,"(',·, · ,.., , '· ·t j .·. t} ,. ·1 l:.' j AI'"'"')('' •\'PI· · .... ,.·: · ., ' 01e1gn . e),.. r.,,_,_:,I_,e, .. ,s an .n_,_:,I_,e, .. ,s ,ire c1ea et vu 1e A.,.,., am , .... ,r,t _. 1· . . s, ie:-;peLtn·e )· 

Each E:::.:spec (or PCSpcc) refers to one or more "client" readers, each of \vhich is either a 

logical reader or a composite reader. A composite reader can be created by use of the ALE 

Configuration API, and can simply be a collection oflogical readers and/or cornposite readers. A 

physical reader entity can be created by use of fhe ALE Configuration API, by specifying a 

driver implementation class and a set of properties, interpreted by the driver, that configure the 

physical reader instance Each physical reader can define one or more logical readers. In one 

embodiment, Logical readers are not created directly by the ALE Configuration API, but instead 

are owned by a physical reader. Filters can be created by use of the ALE Configuration AP] 

Each logical reader may have an ordered sequence of filters configured for use during read cycle 

processing. 

[0129] Like the other ALE APis,. the ALE Configuration API ca11 be organized as a set of 

top-level methods, helper objects, and exceptions. In this section we present tht~ ALE 

Configuration APL. \Vith the top-level methods organized and grouped according to function. 

The APl can be prt~sented llsing pseudo-Java syntax. Fundamentally, the APl can be t~xposed as 

a SOAP-based remote invocation ,,lire protocol, with a Java client binding provided to 

encapsulate the SOAP layer. In addition to the exceptions listed belo\v, aH methods can also 

throw EngineException and RemoteException. 

Physical Reader J\:lethods can include: 
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'\' >'.• .•. \ •• ,:..; y ~' :::,.:.::--~----- :: ; 
'~ •- '. ~ ~- .:.• r: ~- .:. : .. • 

~ ~-: ·::· ' ~I-, :_. ::. : ~:;',, 

,·.:,.:..~.:-

[01301 The folkl\ving helper object can be used by all of tht~ methods that define entity 

instances and return information about them: 

10131] The dri verNarne can identify the driver class responsible for this entity. The 

conf iq can be a set of name/value pairs, and is interpreted by the driver c.lass. Each driver class 

should specify \vhat names it looks for in the map and hO\v it treats their values. 

The follov-iing enum can be used by methods that could possibly break inter-entity references: 
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[01321 If ENFORCE is specified, a method such as und0:tin0Physic2LlRe2Ldcr () 

can throw TnUssExcspU.on if the operation \-vould cause a reference to be broken (such as an 

ECSpec that reforernx~s a logical reader dd'ined by the to-be-undefined physical rt~ader} 

101331 In one embodiment, if REL.AX is specified, then enforcement of referential 

integrity constraints is not performed. This introduces the possibility of dangling references. For 

example, if a physical reader is undefined, and an ECSpec lists a logical reader which no longer 

exists as a result of undefining the physical reader, then \Ve say that the ECSpec has a dangling 

reference to a non-existent logical reader. In all such cases, can carefully specify the resulting 

behavior. In the present example, the ECSpec can operate as if the missing logical reader exists 

but ah-vays produces read errors (say) 

[01341 UT·DATE can maintain referential integrity by rnodifying a referencing entity so 

that it no longer references the deleted entity. For exampk EC Specs and PCSpt~cs can be altered 

to remove an undefined reader from their list of logical readers. 

[01351 Louical Reader t\-fothods can include: ..... 
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101361 Filter J\:lethods can include: 

.. ·:r-:· .. , 

· .. ·.·t· 

-:·: -~ -· 

... ~. ·. ,_ 

[01371 Composite Reader t\fothods can include: 

' ~- .:. ,_ 

~- i:,_::,·.Y·, 

... _ .. -.· :·~ 

... _ .. -.· :·~ 
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[01381 Trim:rer l'vlethods can include· 
,(..,.'"-.-' 

?,-:-::: _;_ :_-, 

·•,.:,•·:·-, 

.. · .-.1 ,~_, •...• ~-'::: -·_ ~- : s···. ~- •'• .·! ~-' '.:' • ::·: ,-~. ' •. -: 

10139) The dd'i.nitions for readers:, filtt~rs, triggers, ,~tc. can be all persisted in a persistent 

store, such as the v.:,i,r / edges ta te rt~pos:itory along with EC Specs, subscriptions, EPC caches, 

101401 The ClearEdge~:erverSta te utility can have options to control which 

persistent state is cleared. 

101411 In one embodiment, dynamic changes to an edge server's configuration can have 

an effect on that edge server's ongoing processing activities. 
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[01421 In one embodirnent, the general strategy can be tv.,ofold. First, ,.ve notify affected 

entities of a change to something they refer to. So for example, if a filter is changed, then 

affected logical readers can be notified. If a reader is changed, then affected event cycles and/or 

programming cycles ca11 be notified. 

[01431 Second, if an entity is undefined in RELAX mode, then other entities that refer to 

it can replace their reference i,.vith a reference to a "placeholder" object of the same narne, \vhere 

the placeholder object provides an appropriate neutral behavior (for example, a placeholder 

filter's behavior can be pass-through). Later, if an entity is defined again to the same name, then 

such placeholder references can be replaced (such as, in the change-notification logic) with a 

reference to the nevdy defined entity of the same name as the previously undefined entity 

[01441 Normally, defining a nev..- physical reader (and so one or more logical readers), 

.filter, composite reader, or trigger would not affect any existing ECSpecs or PCSpecs, because 

the EC Specs and PC Specs are already bound to existing entities and don't care about any 

additional readers etc 

[01451 Hov\,'ever, a RELAX-mode change to configuration could have left an ECSpec or 

PC Spec \-V1th a ''dangling" reference to a reader or trigger ( or a logical reader could have a 

dangling reference to a filter, etc.). in "vhich case defining a '·ne"v" entity could really be re­

establishing a previous retenmtial relationship. 

10146) Thus, even new entity definitions should be treated as potentially affecting 

ongoing processing acfrvity. 

[01471 All e'vent cycles (and programming cycles) can be told (by quemng a change 

notitic:ation event) \Vhene'.rer: 

10148] 

• a new client reader (logical or cornposite) is defined The change notification is 
decorated with the reader's name and a reference to the read,~r instance. 

• a ne,v trig__Q;er is defined. The change notification is decorated with the trigger's 
name and a reference to the trigger instance. 

• a composite reader is updated due to a ne\).,i logical reader being defined, v,ith the 
effect of replacing a placeholder reference in the composite reader. 

When the event cycle processes the queued change notification, it can check its 

client reader list (or trigger specs) to see if any placeholder references thereon are to he replaced 

\-vith a reference to a newly defined reader (or trigger). If so, the event cycle can re-performs any 

of its validations or computations related to its reader list ( or trigger specs). 
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[01491 \Vhenever a nei;.v filter is defined, the reader manager can notify al! logica] readers 

(via a nev\,' method to be de.fined in the Log:i. ca.l Rea.d":H interface), identifying the name of the 

nevv filter and providing the filter definition (factory, in tlie parlance of om implementation) 

Each logical reader can determine whether it has any placeholder references that should be re­

bound to an instance of tlu.) newly defi1u.)d filter, and if so, create an instance of the new filter and 

replaces the placholder with it,. and commence using the ne\V filter in the logical reader's filter 

chain. 

(01501 If a ne\v logical reader is defined (indirectly, by (re)defining a physical reader), 

then the Compos _L teReaderM.anaqer can be notified so that it can update its tables, 

replacing placeholder references as appropriate ln addition, all event/progranuning cycles can be 

notified of the change, as mentioned above. 

101511 Whenever an entity is undefined in RELA.::< mode, all entities that reference it can 

be notified, so that the references to the undefined entity can he replaced \Vith "placeholder" 

references Placeholder references can be used so that if the just-undefined entity is later re­

defined, the redefined entity will take the place of the previously undefined original in all 

referencing entities. 

101521 \Vhen an entity is undefined, the telemetry subsystem can he notified. Any 

Telemetry Specs tliat reference the just-undefined entity can rt~place the entity \,vith a placeholder, 

and optionally a]so generate a report to subscribers notify·ing them that the device has been 

undefined. 

[01531 \Vhen a physical reader is undefined in RELA.X mode, resulting in one or more 

logical readers being undefined, then any referencing ECSpecs or PCSpec:s (and composite 

readers) can replace their reference to the just-undefined logical reader v,ith a reference to a 

placeholder logical reader. 

10154] ln one embodiment, a placeholder logical reader is not visible through the ALE 

Configuration API methods, and so for example placeholder logical readers are not part of the 

qet.A.11.LuqicaJ.ReaderNames () collection. But an ECSpec (or PCSpec, or composite) 

that references a placeholder logical reader can include the logical reader name among its list of 

dient readers. 

[01551 \Vhen an active event cycle (or programming cyde) attempts to use a placeholder 

logical reader, the placeholder logica.l reader can complete its operation ,:vith an '·undefined 
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logical reader" failure status, and the event cycle (or progranunmg cycle) can behave as it 

nom1ally does \.vhen a logical reader fails. 

101561 When a composite reader is undefined in FE.Li\::<. mode, then any referencing 

ECSpecs or PCSpecs (or other composite readers) can replace their reference to the just­

undefined composite reader with a rderence to a placeholder composite reader. ln one 

embodiment, a placeholder composite reader is not visible through the ALE Configuration API 

methods, and so for example placeholder composite readers are not part of the 

9et.AllCornpo:::;iteReaderNames() collection. An ECSpec (or PCSpec, or another 

composite) that references a placeholder composite reader can include the composite reader 

narne among its list of client readers. A placeholder cornposite reader can simply behave as a 

composite reader \vith no entries. 

101571 When a filter is undefined in .R.ELl\};: mode, then any referencing logical readers . ~ ~ 

can replace their reference to the just-undefined filter .vith a reference to a placeholder filter. 1n 

one embodiment, a placeholder filter is not visible through the ALE Configuration API rnethods, 

and so fbr example placeholder filters are not part of the get.All Fil terNamee:: () collection. 

In one embodiment, a logical reader that references a placeholder filter can include the filter 

name in its chain of filters A placeholder filter can behave as a pass-through (identity) function, 

leaving the EPCBuf .fer contents unchanged. 

101581 When a trigger is undefined in RELA:O{ mode, then any referencing ECSpecs or 

PCSpecs can replace their reference to the just-undefined trigger \Vith a reference to a 

placeholder trigger. A placeholder trigger is not \-'lsible through the ALE Configuration APl 

methods, and so for example placeholder triggers are not part of the 

get,i\llTriqqerNc'tmes () collection. A ECSpec (or PCSpec) that references a placeholder 

tiigger can continue to include the trigger narne in its specification. A placeholder trigger can 

behave as a "dead'' trigger, one that can be subscribed/unsubscribed, but never actllally fires 

[01591 \\Then a physical reader is redefined, this can cause nev.' logical readers to be 

defined or existing logical readers to be undefined (because the rep] acement physical reader's 

spec can define a different set of logical readers as the original physical reader spec). Handling 

of ne\vly defined (or undefined) logical readers can be handled as described above. ln addition, 

the read/\.VTite capability of an existing logical reader may be changed as a result of redefining 
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the physical reader that defines the logical reader. Affected ECSpecs and PCSpecs can re­

eva.luate the usability of their logica.l readers \vhenever such a change occurs. 

[01601 \Vhen a composite reader is redefined, affected ECSpecs and PCSpecs can be 

notified so that they can re-expand the composite and continue \-Vorking with the resulting list of 

logical readers. 

(016.l) When a filter is redefined. affected logical readers ca11 be notified so that thev can 
, - J 

replace their corresponding filter chain entries ,-vith a reference to a replacement filter instance 

[0162] \Vhen a trigger is redefined, affected ECSpecs and PCSpecs ca11 be notified so 

that they can rt~place their reforenct~ to the previous trigger with a refr'.rtmce to the new trigger. 

[01631 

belovv'. 

[01641 

The d)mamic configuration API can exr)and the configuration API discussion ....... t ...... 

The Configuration API can provide a mechanism for applications to decouple the 

form uf a configuration file (properties, XrvlL, database, etc) from the usage of that 

configuration. It can thus easv to add a new configuration file fonnat vvithout chang_ing the 
........ ... ,(..,. '"--' ,(..,. 

application code vl/hich uses the configuration data. lt can also be easy to delegate description 

and validation of configuration lo the module \Vhich makes: use of that configuration. In one 

embodiment. configuration items may be Boolean values, integers, strings, files, and may also be 

extended to include ne\v types. Configuration items may be organizt~d into subconfigmations, or 

into concept;;;, which a1lov.:- an arbitrnl)' number of similar configurations to be created. 

101651 The design can consists of three separate parts. First is the RawConfig class. 

This class can represent configuration \Vhich is read directly from a configuration source, before 

any parsing and validation. It is also possible to create a Ra\vConfig dass by taking a pie.ct~ of an 

existing RawConfig_ - '-, 

101661 The next pa1t of the system can be the Configltem and its derived classes. A 

Configltern represents one bit of configuration data. Each derived class: can determine the 

semantics of a particular type, including validation criteria such as format and ra11ges. The 

derived class can also acts as a holder for the typed configuration item. 

(0167) Finally, the ValidatedConfig class can tie together Rav,,.-Config and Configltems. 

This class can represent a description of configuration for a specific component of the system. A 

ValidatedConfig object can be composed of a set of Configltem objects. After the 

ValidatedConfig is created and all its Configltem objects are set, the Validatt~dConfig can be tied 
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to a Rm.vConfig obJ' ect. The ValidatedConfig obiect can read iterns from the RawConfig for each 
~· - J ~ 

Configitem, and uses the Configltem to verify and store the value. After this step, the 

application can read the values from the ValidatedConfig object, from holder Configltem 

objects, or create a nevl RawConfig \:vhich represents a slice of the Ra\.vConfig Yvhich is 

associated \Vit11 the ValidatedConfig. 

(0168) The properties can be imported into the configuration system by crearmg a 

PropsRm:vConfig object using these properties The prefix can indicate that only properties \vith 

this prefix should be considered. 

[01691 The first two properties are simple Configitt~ms. The first can be an integer, and 

the second can be string. They could be described using addlntitem() and addStringHem(), or 

they could be described using addltem() and explicitly created Configlnt and ConfigString 

objects. Once ValidatedConfi.g.readFrom() is called to parse the RawConfig, their values can be 

retrieved using getlntValue() a11d getStringValue() on the ValidatedConfig object, or by calling 

Configlnt.intValue() and ConfigString.stringVa!ue(). com.connecterra.a!e servicePort === 6060 

com.connecterra.ale.siteID = DistributionCenter 

[0l70I The next t\.VO values can introduce the idea of subconfiguration. The persistence 

subsystem of ALE can take a set of config values. Rather than having the persistence subsystem 

<Wvare of the structure of the entire application, the application can create a slice of the 

configuration space by calling getSubConfig("persistence") on either the RawConfig or 

ValidatedConfig objects. Then, fhe persistence suhsystern can treat the directory and interval 

items as simple items. If the configuration of the subsystem is knovm in advance, 

ValidatedConfig.addSubContig() can be used to partially or fully describe it 

Va!idatedConfig_readFrom() \.Vil1 then validate and read into the subconfig as \vell. 

com.connecterra.ale.persistence.directory 

/opt/rfta/var/edgestate 

com.connecterra.ale.persistence.interval = 3600 

[0171] The final aspect of configuration can he concepts and insta11ces. 1t is sometimes 

useful to use configuration to describe an open-ended set In the example belmv, \Ve describe 

lvvo instances of a concept "reader", na.rned "dockl" and "dock2". A cornmon pattern \vill he to 

create a simple inferior Va1idatedConfig containing only the items common across all instances 

(in this case, "class''), add that to the main validated confi.g with the addConcept() method. 
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When readFrom() is called, the configuration implementation can verify that each instance of the 

concept which is given contains the necessary properties. The inferior ValidatedConfig can be 

filled in with arbitrary data at this point. Next, the caller can use listlnstanceNames() to get a list 

of all of the instances, and then use getlnstanceO to construct a slice of the configuration V>lhich 

can be passed to tlie specific initialization cod,~ for further validation. The specific initialization 

code can treat its configuration as simple items. The readFromfostanceO sugar method can 

cornbine a call to getlnstance() \-Vith a call to readFrom(). 

com.connecterra.ale.reader.dockl.hostname 
thir1gTrt&ffic:. e:{an1i:;l 12. CC>In 
com.connecterra.ale.reader.dock2.class ~ com.connecterra.Matrics 
com.connecterra.ale.reader.dock2.defaultRate = 500 

[0172] 

[01731 

Figure SA shov,./S a configuration lJl\-1L interaction diagram of one embodiment 
~ ~ ~ 

The A.Pl can be used in tv-io \vays. The higher kvd interface can use sugar 

methods to add configuration items to the ValidatedConfig ,rnd to retrieve their values. This can 

r,~sult in less: code for th,~ common cas,~ (no subConfigs or concepts, and only native or String 

types). It can be used in other situations,, but will generally require dmvncasts which can only he 

correctly ·verified at n.mtinie_ 

[01741 The lov\,' level interface can use Configltem objects as holders. It can involve 

more code, but alloYvs complex configurations to be built Yvhile still permitting compile-time 

checking for all types, including nev .. ' Configltem types for \vhich no sugar methods exist 

[01751 

[01761 

101771 

Figure SB shmvs a diagram of a high level configuration APl of one embodiment. 
.r.._. "'-· .r.._. ..... 

Figure 8C shows a diagram of a lov-.-' level configuration API of one embodiment. 

In one embodiment, there are three places where exceptions need to be considered 

• When a configuration item is invalid according to Configltem.setValLJe() 
In this case, a ConfigltemException checked exception is thrmvn. The reason string for 
this exception will give a human-readable description of the configuration error. 

• When Configh,o,_FwValue() or ValidatedConfig.getFooValue() has no value to return, 
because the underlying value \vas optional and not specified. 
In this case, an UnsetltemException unchecked exception, 1.:.vhich derives from 
lHegal State.Exception, is throvvn. 

• When the validation performed by readFromO fails. 

[01781 \Vhen the ValidatedConfig.readFromO method runs, it can attempt to collect as 

much information about the configuration problems it sees as it can, so that the user can respond 
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to thern al! at once, instead of repeating a run-error-fix-retry cycle. To accornplish this, 

ConfigVa.lidationException, which derives from com.connecterra.utiUvfultiException, can be 

use{L \Vhen setValue() throws a ConfigitemException, this exception can be added to a 

ConfigVa1idationException, \-Vhich can be thnAvn at the end of the validation process. The 

ConfigitemExc,~ption can also be decon-i.kd with additional information to dekrmine tlie context, 

such as the property name, x:rvtL path, file line number, etc_ 

101791 Figure SA. shm-vs an exemplary administration console v,.,indmv for use ,-vith a 

system of the present invention. Active edge servers can be organized into a site/server 

hierarchy, bas,~d on the SitelD and ServerlD configured at th,~ edge, Each edge server node in 

the tree can have children that represent different parts of the edge server. Readers,, Triggers,, 

ECSpecs, PCSpecs, a11d Composite Readers can be nodes in the tree. 

[01801 Figure SB shows an exemplary administration console RFID Devices Panel 

wind(AV. When the ''RFlD Devices'' node is selected in the tree, the right-hand panel can show 

the RFU) Devices Panels. In the l{FH) Devices subpane, the "New·" button can ah-vays be 

enabled, allowing the user to configure a new device. 

10181] When a device is selected from the lisl, the Logical Readers list panel can update, 

displaying a list of Logical Readers associated \vith that device, Also, the panel can enables the 

Clone, Configure, and Delete bllttons. The Clone button can act like the Nevv button, beginning 

the creation of a new RFID Device entry on the server, but it can also fill in the configuration 

dialog fields with values from the currently-selected device. The Configure button can display 

the configuration dialog for the device, allowing the user to change configuration values as 

desired. The Delete button can ask th,~ user to confirm tlieir intention to remove the device's 

configuration from the Edge Server. 

101821 In the Logica.l Readers subpane, \vhen a logical reader is selected, the Configure 

Filters button can be enabled. A.lso, if the selected reader supports reading tags, the Read Tags 

button can be enabled; like\.vise \,Vith the Write Tags button. The Read Tags and Write Tags 

buttons can activate their respective User Interfaces. The Configure Filters button can allmv the 

user to configure the edge server filters associated with the reader at the device IeveL 

101831 As shm-vn in Figure SC, v-ihen a composite reader is selected fron:1 the list, the 

pane! can enable the Clone, Configure, and Delete buttons. The Clone button can create a new 

composite read,~r and poplllate the new configuration dialog witli tlie selected r,~ader's 
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configuration. The Configure button can display the configuration dialog for the selected readec, 

allm.ving the user to modif\' its reader list as desired. The Delete button can ask the user to 

confirm their intention to remove the selected reader from the Edge ServeL 

[01841 Read Tags and Write Tags can V>lork on a Composite Reader as they do on a 

Logical Read,~r. \Vhen th,~ user selects "N,~v.,... Reader. .. '', the R,~ader Configuration dialog can be 

displayed i,.vith empty fields. The Reader Driver combo box selection can read "Select a 

Driver .. "and the parameter area of the screen can be left ernpty until an initial driver selection 

[0185] The first time the user tries to create or edit a Reader on a given Edge Server, the 

list of available drivers can be requested from the remote server. Once \Ve haVt~ the list of drivers 

for a server, we can assume that it v,'on't change while \Ve believe fhe Edge Server is running. If 
w w ~ 

the Edge Server ever appears to he unavailable, v,'e can clear this memorized list of drivers, since 

this could be the result of a restart operation_ A.lso, if the user chooses to manually refresh an 

Edge's de·vice tree, that server's list of drivers can be deared. 

[01861 The list of drivers can be used to populate the Reader Driver pulldow11 combo box 

of one embodiment is shm.vn in figure 5D. The Reader Configuration dialog can be dynamically 

generated from server-provided information about the configuration options supported by the 

currently-selected driver- \Vhen the driver changes, the dialog can remember all values 

associated \vith their internal key name, and attempts to configme the ne,v driver vvith the 

rernemhered values, If there is sufiicient room to display the parameters and the diiver need to 

be configured, the dialog can sirnply consist of a set of parameter edit fields, alkn:ving the user to 

enter values for each parameteL If there are too many pararneters to fit gracefully, these 

paran1t~ters can be em bedded in a scrolling pane 

[01871 Each parameter edit field can display the human-readable parameter name (if this 

is provided by the Config AJ>l --- if not, it can display the internal parameter name), a text entry 

field, a "required field" indicator, and a description of the field constraint, if such a desc1iption is 

a·vailable through the Config API. \Vhen the user completes the fom1, entries can be validated 

and the specified reader saved to the server. 

(0188) Figure SE shmvs a screen for managing the ALE filters of one embodiment The 

list of available filters on an Edge Server can be obtained in a just-in-time basis, and cached fi._)r 

the lifetime of a11 Edge Server connection. Like the list of available reader drivers, the cached 

version of this list can be invalidated if we lose connection to the Edge This screen of Figure SE 
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can be used to edits the filter chain associated vvith a log_ical reader The "Add" button can add ..... 

the currently selected filter from the Filters list to the bottom of the chain. Adding a filter to the 

chain need not remove it from the Filters list, since a filter can be include multiple times in a 

given reader's chain. The "l\.1ove llp" a11d "\fove Down'' button can move the selected filter 

earlier or Iat,~r in the filter chain. "Remove" can remov,~ the sdected filter from the chain 

(0189) In one embodiment, the Add button is only enabled if there is a filter selected in 

the Filters list and the 1\.-love Up, t\--1ove Dmvn, and Remove buttons need only enabled if there is 

a filter selected in the Filter Chain. \Vhen the user presses the "Revert" button,. the filter chain is 

reverwd to the list of filters it contained when the dialog was initialized. "Cancel" can ,~xit the 

dialog box \Vithout saving changes. The "Ok" button can commit the changes to the filter chain 

to the edge server. 

[01901 ln one embodiment, ,vhen the user configures or creates a composite reader, the 

admin console can present the Composite Reader Configuration Dialog as shovm in Figure SF. 

The Available Readers list box can list Logical Readers that are configured. but not included in 
~ w ' 

the Composite Reader. The Included Readers list box can list all Logical Readers that are 

included in this: Composite Reader. T\-VO arrow buttons can allmv "moving" a logical reader 

from one side to the other. Double-clicking a reader in either list can move it to the other side. 

[0191 I The "Failure Reporting'' radio buttons can let the user choose the form a failure 

report takes in the ECReports object for an ECSpec that lists the CompositeR.eader. ln one 

embodiment, the user can only add currently configured LogicaJ Readers to a Cornposite Reader. 

The user is given a warning if he attempts to remove an unconfigured Logical Reader from the 

Composite Reader: "The Logical Reader you are removing is not configmed You will not be 

able to add it back to this Composite Reader without reconfiguring it first.'' 

101921 An EC Spec Editor can be used to indicate ,vhen a EC Spec is suspended, rather 

than adding another column to the pane, the suspended state will be indicated by added 

"(suspended)" to the Subscriber Count and by cha11ging the roYv to have a yello\v background, 

similar to the warnings on the Alerts page. The EC Spec table to be sorted by the various 

columns (using TableSorter), and enable the user to open an EC Spec, Filter or Report by double 

clicking on the appropriate line in the coTTesponding table 
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[01931 "Deploy" and "Deploy As" can be added to the ECSpec file rnenu to join 

"Export'" and "Close". Add "Import"' and "Reverf' can be also added to the Leave "Test" as the 

only item in Tools rnemt 

[01941 Viev,-· menu can include "EC Spec Editer'", "As XVIL" a11d "As Text" \.Vith one of 

them grayed out at any given time. The icons for these thre,~ fonctions can ahvays be visible, 

\-Vlth one grayed out 

101951 The Attributes section can be added to alkn-v the user to specify \-Vhcther to 

include the EC Spec in each EC Report. lt can he below the Stop section and above the 

Application Data s,~ction. In the Stop section, the user can be able to sp,~cify Duration 

(~{illiseconds), Duration (Read Cycles}, Stahle Field Interval (lVlilliseconds) and Stable Field 

Interval (Read Cycles) independently. 

[01961 ln the Start section, the label :!'vlilliseconds can be positioned to the left of the 

repeat period text box to be consistent \-vith Duration and Stable Set lnterval in the Stop section. 

[01971 There need not be three tabs at the bot.torn of fhe screen to sv,dtch to Vie1;-v by Text 

or View by X~lL, or back to the editor_ Instead these functions can be accessed through the 

menu or toolbar. 

[01981 Include can be renamed :Include Filters, Exclude can he renamed to Exdude 

Filters:, and there can be a new ,~ntry named Grouping in that tre,~. Selecting Grouping can call 

up a list of the grouping patterns, just like the filters table. The input grouping pattern screen can 

look just like the input filter screen except that there is a fourth option for each field "Group By" 

inserted between "Any" and "Specific". \Vhen the user enters a grouping pattern, an abbreviated 

URI repres,mtation can app,~ar in the tree on the left, similar to the filt,~rs. 

[01991 In one ernbodiment, validation of the EC Spec will not be done as the user enters 

data. Validation can be left to the edge server \vhenever possible. The messages section need 

not be a tabbed pane. It can be a simple pane ,vith a blue grouping box similar to the sections in 

the EC Spec Edit pane abo-ve it 

[02001 The Repmt Type section can be renamed "Repott Contents:". It can have 5 check 

boxes in a column .. "EPC List", "Tag Lisf'.. "Raw Hexadecimal Lisf', "Raw Decimal List" and ,, ' ..... ,, 

"Count". EPC List is checked by default This list need not be validated. Validation can be left 

to the Edge Server. The "Behavior when Empty" section ca11 he replaced by "Omit Report" 

section. In this section is "Omit if empty", "Omit if unchanged from last cycle" and "lf omitted, 
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suppress ill EC Reports this cycle". The last of fhese can be grayed out if the first tv.'o are both 

unchecked as it \vould not have an effect 

[02011 \\then the EC Report comes back, :it can be viewed in a new frame The title can 

include the EC Spec Name and a Timestamp. It can have a menu bar (not Sa·ve and OK buttons). 

The File menu can contain "Export" and "Close', The Help menu can contain "EC Reports 

l-le!p'', The frarne can he no1H11odaL 

102021 There can be a progress di a.log that says "Please ,vait while ,ve comrnunicate \-Vith 

the Edge Server", it can have a11 animated gif like an hourglass or an endlessly repeating 

progrt~ss bar lt ca11 have a single button Cancel. This: dialog can be modal and appears roughly 

half a second after the rnessag_e is sent to the Edge Server if the resi)onse hasn't come back. This ~- ~ 

may be accomplished by creating the dialog immediately and st~tting a timer that \-Vi!l display it. 

The cursor can change to a ,vatch cursor (,v:ith an hourglass) as soon as the user dicks, and the 

user \Viii be prevented from clicking around. 

[02031 This dialog need not be used for Activate Once or Test (on an edited EC Spec) 

Instead the EC Report Viev-.r dialog can be called up instead, and initially says: something like 

"\vaiting for results from the edge server." Thal dialog can be non-modal 

[02041 Figure 5G shows a Read Tags dialog that can come up \vhen a user presses the 

"Read Tags'' toolbar button from the Logical Readers table or the Composite Readers table. The 

Admin Console can repeatedly pelionn immediate tag reads on the selected reader,. displaying 

the results in the tag values list box. The first colunm can be an indicator of tag status; a red X 

shows a tag that has left the reader's field. Once 5 minutes have passed without seeing a tag, that 

tag can be ddett~d from the list The Read count can show ho,.v many times a tag has: betm read. 

The 'Vil Seen colunm can be calculated as a f)ercentage of read C)-'cles in 1;-vhich the tag_ has been 
W V 

detected since the tag \vas first seen. Thus, a tag can staii out at I 00°,.~, and if the tag is removed 

from the field :its percentage can decrease until the tag entry expires from the list in five minutes. 

This column can be most ·valuable for measuring intem1ittent tags. \Vhen the reader is nmning, 

the user can press the "Stop" button to suspend reack If a read returns an error, reads can be 

suspended. \Vhen reads are suspended,. the "Start" a11d "Clear" buttons can he enabled. 

"Restart" can continue reading. In one embodiment, the values in the table do not update while 

reads are suspended, and tags do not expire from the list 
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[02051 Figure SH shmvs a \Vrite TaQS dialog_ that can come Uf) vvhen a user t)resses the 
W Q V f 

"\Vrite Tags" too1bar button from the Logical Readers table or the Composite Readers table. 1f a 

reader \Vas selected in that table, the Logical Reader field can be populated ,vith the selected 

reader's name, 

[02061 \1'/lum the user presses tlu.~ "Program" button, the Admin Console can validate the 

tag value, put together a PC Spec with the specified tag value (using certain hard¥coded defaults 

for PC Spec parameters) and attempt to \VTite the tag. lf there is an error, a Tag Prograrnming 

Error dialog can come up with descriptive text Otherwise, the console can either dismiss the 

dialog or update it, depending on the value of the "Autoincrement Tag Valtw" cht~ckbox. 

[02071 This docmnent describes a part of fhe design for the ALE GUL Specifically, it 

pro-vides a controller and model design on which the ALE GUI \rie\-vs are to be built These 

components may also be reused by other user interfaces which make use of the RFJD Edge 

Server, ALE and telemt~try APls, 

[02081 

embodiment: 

This section lists key tenns and definitions as utilized m the design of one 

102091 

• ~fodel --- A data container that holds a vievv-independent version of system 
information. Often, models notify registered listeners \vhen changes have occurred in 
the underlying data. 

• Controller~ An object that pro-vides a mechanism fc1r getting data into the \:1odel in 
an application-specific way. The Controller is: the link bet,veen the fvlodeliView and 
the real \vorld. 

• Telernetry --- The RFU) Edge Server can have a Telemetry API that provides device 
status and time-series information on a subscription basis. The client subscribes to a 
telemetry stream,. and the Edge Server begins pushing data to the client, until either 
the client unsubscrihes, or there are enough consecutive delivery failures. 

• Time-series infonnation ~ Various devices on the Edge Server export time-series data 
streams via the Telemetry APL These data streams are either time/value pairs,, or 
time/gauge pairs, and the names of these streams are device-specific. 

• Gauge~ a stock-ticker style data point with a high-water mark, kwv-,varer mark, and 
average value for any given time. 

The design encompasses separate controllers and models for the ALE API and the 

Telemetry A:PL They can share a few classes which describe edge servers, since this is the 

common point of reference for both APls. Each controller can provide methods \-Vhich can be 

used to monitor changes to some edge server data The interface can hide details such as 

\vhether a publish/subscribe model or a polling model is used, so as protocols are enhanced, the 
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G·UI can work rnore efficient!)-' without making changes to the view code. Each controller can 
'- '-

also provide access to their underlying connection pools, to provide managed access to server 

connections fc1r other tasks. 

[02101 The use case for these dasses can be GUI clients which use netv,'ork calls V>lhich 

may take a long time to complet,~ or fail, and which the user may wish to cancel. Th,~se 

operations can take place on separate threads so that the interface does not appear to hang to the 

user. 

[0211] The Admin Console GUI can have pa11els that monitor the state of the edge server 

and its constituent devices. The device brO\vser can maintain a graphical display of d,~vice statlls 

in its tree viev.\ the display can update asynchronous:ly,. 1;-vhen the edge server ca.n push new 

telemetry infom1ation to the console application. 

[02121 \\then certain ckvice nodes are selected, the ckvice information panel can display 

the device's associated time-series telem,~try charts. \Vhen the user can select such a node, the 

application can send the edge server a telemetry subscription request. and ,vhen the user 

deselects the node, the application can unsubscribe. 

10213] The ECSpec information panel can display an edge server's ECSpccs in a table, 

and update that information periodically. The ALEContrnller can provide a subscription-like 

interface to this information so that the pattern of subscribing vvh,~n the "ECSpecs'' node is 

selected and unsubscrihing when leaving the node parallels the device telemetry stream pattern. 

102141 In one embodiment, the design of the ALE GUJ can take into account a complex 

set of requirements. 

• The GUI can manage multiple ,~dg,~ servers. This managem,~nt can use several diftl~rent 
APis (ALE and Telemetry,. and possibly others in the future) 

• For good user interaction, fhe GUI can never appear to block Instead, any long-lived 
op,~ration can be performed on a separatt~ thread. 

• For efficient use of resources, multiple ca.Hs to the same API on the same edge server can 
share a single connection. 

• The user can be alknved to cancel operations, even though the underlying network 
protocol implementation does not ahvays provide a mechanism to intem1pt an operation 
in progress. 

• Some of the infommtion needed can be subscribed to, but other infbrmat.ion can be 
polled. 

102151 This design can provide an inte1t'ace for a local caching model for the ALE API, 

one for the Telemetry A.Pl, and another for the Config API. The rnodel ca11 also include a 
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listener/event mechanisn1 so that the view· can automaticaUy updated vvhen the rnodel is changed 

A controller can provide methods \vhich cause periodic updates to the local model to be made 

vd1ich can then be acted on by listeners. 

[02161 Figure 9A shovv's a model exposed by this architecture is a confluence of 

information and operational m,~thods into one interface that hides the underlying mechanism 

used to implement the requests. Information from the various edge server interfa.ces can be 

merged into this one rnodel; the GUI does not need to know that device status information comes 

from the telemetry. In one embodiment, the model can hide the fact that, \vhi!e the association of 

logical reader name to physical r,~ader comes: from the Configuration API, the capability of that 

logical reader---- v.,rhether it can read tags, vvrite tags, or both---- can be gleaned from the ALE API. ........ ,(..,. ....... . ,(..,. 

102171 In one embodiment, Yvhile the ConfigAPil'vlodel exposes Readers and 

Composite.Readers as plugins, the EdgeGUHVlodel can treat these specially, hiding the reader and 

composite reader "roles" in favor of specific interfa.ces for accessing the models. Other p!ugin­

lype objects (filters and triggers) can be handled through the plugin role interface, since the 

admin console should be able to handle new types of objects as they are introduced underneath. 

10218] Figure 98 shmvs an Endpoint. model that. encapsulates the information necessary 

to connect to an edge server. This can simply be a host and port, since the ALE, Config, and 

Telemetry APl URI paths can all bt~ generated from this information. The Endpoint can be 

constructed from a host/port combination or a string representation. The string representation 

can be a legacy URI, for bacbvards compatibility v,ith older Admin Console configurations, or 

simply a host/port pair ohhe fonn "host:port". When the admin console writes the configuration 

back out, though, legacy URLs can be converted to th,~ new form, "host:port". The URJ-based 

constructor can thrm-v an Inva!idlJRIException, if the String is a rnalfonned URL, or if it is not 

one of the expected legacy forms. 

[02191 ln one embodiment, the Endpoint is immutable; to change an edge server 

endpoint the endpoint must be renm-ved from the EndpointList under the old value, and re-added 

\\'ith the new value. This object is the key identifier for any edge server connection. 

(0220) The Admin Console initialization ca11 generate this configuration manager and 

passes it into ConsoleGUilVlodel. As sho\vn in figure 9C, in one embodiment, the 

Conso!eGUUvlodel gets its list of endpoints from this object. The config manager can simply 

handles transfer of the list of endpoints to and from persistence. 
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[022.l I The ConsoleGUIModel can he the top-level l\-1odel object for the Admin Console 

application. lt can represent the tree structure of the device brmvser. lt can also hold the 

Confi.gurntionl\-fanager passed in from the application. It can get the list of connections to edge 

servers from that object, and uses it to persist changes to that list 

[02221 \1'/lum an Endpoint is nmmved from the edge server list, the ConsoleGUIModel 

can be responsible for making sure that the associated EdgeGUll\fodel disconnects from the 

server and that ifs associated node is removed from the device tree. 

[0223] The Admin Console ca11 read the edge list configuration into a 

ConsoleConfigurationl\lianager and passes that object to the ConsoleGlJilVlodel constructor. The 

constructor can create a preliminary EdgeIDTreel'vlode! tree structure whh each edge server in 

the "Unknovm" path, and create Edgel\.fodels for each edge server, As the telemetry service 

returns device path information for each edge server, it can update the EdgelDTreen.-·1odel tree 

structure to sort those servers into the reported device path. 

[02241 The EdgeTreel\.fodel can be a tree structure maintained by the ConsoleGUUvlode! 

The tree structure can mirror the structure present in the device ID paths returned each Edge 

Server's telemetry. The fbllmving invariant can apply to this tree~ any node ,vith children is not 

an endpoint node, and has no associated EdgeGUll\fodel:. all lea,/es are endpoint nodes that 

contain a reference to an EdgeGlJil\-fodel object 

10225) As shov'-'11 in figures 9D and 9E, the EdgeGl.JUVlodel can provide a subtree for the 

ConsoleGUI!\.-lodel's device tree to include. It can also consolidate the information from the 

ALEGUHvfode!, TelemetryGUil\fodel, and ConfigGlJ[i\.-'lodel into one full representation. 

[0226] An EdgeGUfa·1odel can bt~ constructed to providt~ access to a singk edge server 

specified by an Endpoint object. It can create an ALEGlJHvlodeL, a Te!ernetryGUlModel, and a 

ConfigGUlJ\:fodel ,vith that endpoint and holds those objects. Vlhen the EdgeGlJii'vlodel is in 

"active" mode, it can start the TelemetryGUll\.lodel monitoring the telemetry for the associated 

Edge Server, The EdgeGUHvlodel can also expose the Te1emetrySetVIodel that holds the edge 

server's "edge device" telemetry. The EdgeGUil\·fodel can provide access to the edge server's 

associated devices; readers a11d composite readers bypass the generic "role" mechanisrn provided 

to parallel the ConfigAPI, but other devices can be referenced first by their role on the edge 

server. Readers can he instead accessed through the getReaderNames/getReader interface. since 
~ - ~ , 
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these devices have meaning even to an edge server fhat does not support the Config AP! 

Composite Readers can be the same. 

[022.71 EdgePluginRole can represent a type of configurable device the Edge Server 

exposes ·via the Configuration APL This can simply provide read-only access to filters, per the 

limitations of the Configuration APL Readers and composite readers can bypass this 

mechanism, accessed through specific AP1s on the EdgeGUHvlode!; the "reader" and "cornposite 

reader'' roles can be kept hidden at this layer. 

[0228] The EdgePlugin can represent a configurable device exposed by the server's 

Configuration APL The getConfigurat.ion~·fota() method can return tlie Config A.PI's native 

P!ugin~fota object for the associated PluginDevice's Plugin. This dependency on the Config 

AP! can be useful because the parameter information stnK~ture is complex; it may be useful for 

these classes to be moved into a more shared component in the fbture. 

[02291 A Reader can represent a Physical Reader device on the edge server. The device 

can have configuration information (with accessors inherited from the EdgePlugin object) and a 

TelemetrySet associated with it It can also have ReadPoints associated ·vtith it, each of \vhich 

has a Logical Reader 

[02301 As shrnvn in figure 9F, in one embodiment, the ALEGUI\,fodel can expose a 

more Cl-centric interface to tlie information in tlie ALEController and ALEModd. 1t can 

provide direct access to fhe underlying caching ALEi'vlode! and the ECSpecl\fodeL The class 

can also provide direct access to the ALEController's "Live ALE" object ~ this object is a 

wrapper around the ALE interface that automatically checks out a connection, makes the 

reqllested call, and then checks the connection back in. 

[023.l I As shmvn in figure 9(i, in one embodiment. the ECSpecsl'vfodel can be a thin 

extension over the ALEJ\:fodel (\vhich itself implements the ALE interface to provide cached 

infonnation) The Admin Console can infixm the ECSpecs~fodel ,vhich ECSpecs are "active" ~ 

active ECSpecs can have their ECSpeclnfo periodically polled and updated in the 

ECSpecsl\fodeL Similarly, the ALEGUl\.fodel can maintain infonnation on ,.vhich 

ECSubscriptions are active. 

102321 As shmvn in figure 9H, the model/controller abstraction over the ALE A.Pl is 

multi-layered, adding a distinct set of ne\v function at each level. The lmvest level, the 

Connt~ction Pool can enable servt~r connt~ction sharing. The FactoryConnectionPool can use an 
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AxisALEConnectionFactory to create a simple Axis-based connection to the Edge Server's ALE 

service and \vraps that ALE object in a layer that detects exceptions that are related to the 

connection to the serveL If the connection goes down, that wrapper can mark the associated 

connection object "suspect." Then \.Vhen the connection is checked back into the connection 

pool, the pool knows to remove it. The next level can consist of two classes, the ALEController 

a11d the ALEi\.-'lodeL The ALEControl!er can wrap the Connection's ALE object ··· the 

ALEController's \),Tapper maintains the link bet\-veen data seen over the ALE connection and the 

cached information in the ALEMode!. The ALEController can also have a polling thread that 

watches for changes in edge st~rvt~r's ECSpecs. Operations on ALE!\.todel can always refer to 

the cache and never block on neh-vork traffic. The ALE~fodel can irnplement certain package­

private setter methods for use by the ALEContro!ler's ALE \.\•Tapper_ ALE!\.fodel can call to 

define, undefine, redefine, poll, or immediate result in an lllegalOperationException. The 

ECSpec.l\.-1ode! can be a thin !ayer over ALE\fodel that provides a connection back to the 

ALEConnection's polling mechanisrn. 

102331 As shm:vn in figure 9I, in one embodiment the next level is the ALEGUUvlodel, 

,.vhich combines the ALEController and ALEModel into one interface. H can expose the 

ALEController's live ALE connection, the \.Vorker Queue, and the ECSpeciVlode!. 

[02341 This class can implement methods for requesting updates to ECSpecs or 

EC Subscriptions on an edge server. This can be irnplemented with a polling thread. If the ALE 

API can be enhanced or a ConnecTerra-privale A.Pl is developed in the future to support a 

subscdption mechanism for changes in this data, the implementation can be updated to take 

advantagt~ of that. The ALEController can use the AlarmClock mechanism from the 

ConnecTerra lJtil component to perfonn this periodic polling. 

102351 The ALEController can also provide a ''Live ALE" object \vhich implements the 

ALE API by v,-rapping calls with checkout and checkin operations to the ALE Connection pool. 

This can be useful for callers to peli'orm specific ALE operations, such as creating or deleting 

ECSpecs, ,vithin the ALEController's connection management framework 

(0236) The ALEConnectionFactory instance can return AxisALEClient instances directly 

or the AxisALEClient object can be \\Tapped in another class ,vhich implements the ALE 

inteiface. For each method in the ALE interface which can alter the model, this wrnpper class 

can updatt~ the model, perhaps isslling additional ALE method calls if the arguments and return 
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value are insufficient to understand the model changes. In this wav, changes rnade as a result of 
~ ~. -

user ca.lls can be automatically updated in the model, and if appropriate listeners are in place, the 

'view as welL Additionally, exceptions that indicate an error with the connection can label the 

associated ALEConnection object as suspect, causing the ConnectionPool to discard the 

connection and attempt to gtmt~rate a ne·1N one. The ALEController can use the 

FactoryConnectionPool to adapt this factory class into a connection pool. 

102371 Operations on ALEModd can refer to the cache and never block on net\vork 

tramc. The ALEiVlodel can implement certain package-private setter methods for use by the 

ALEController's ALE v,mtpper. ALErvfodd calls to define, undefine, redefine, poll, or 

irnmediate can result in an Jllega!OperationException. The Al.,ElVlode! object can store the local 

cached data for all the edge servers \vhich the system is monitoring. There can be methods for 

adding and removing listeners ,vhich receive events whenever the model changes. There can be 

getter methods for the vie\v to query the model in order to build Ul objects. And, there can be 

setter methods 1;-vhich are used by the controller to update the rnodel, either as a result of a 

subscription or poll operation, or by the ALE instance wrapper. The ECSpecl\fodel can be a thin 

layer over ALHvlodel thal provides a connection back to the ALECormection's polling 

mechanism. 

[02381 As shown in figure 9J, in one embodiment, these listener interfaces: can monitor 

the ALEJ\fode! and ECSpecst\.·fodel for changes. Each leaf of the tree can listen for a specific 

type of change. \\lhen the listener is added to a model object, the model can maintain list of 

differentiated listener inte1iaces, and adds the listener to each list that matches that type. That 

way, an object can implement as many or as few of these intt~d'aces as it \.vishes, but it only has 

to get passed into the model addListener caH once to be added to aH the relevant interna] lists. 

102391 As shown in figure 9K, the TelemetryGUI\:fodel can expose a GUI-specific 

representation of the telemetry for a given Edge ServeL lt can lists the device types, and the 

devices in each type. It can also pmvide a DeviceTe1emetryModel for each device, combining 

al! the telemetry data (alerts, time-series, and attributes) into one object. In one embodiment, 

only the selected device can have a subscription to telemetry data. The TelemetryGUIMode! can 

subscribe to device status infonnation for a.II devices, hmvever, and the returned 

DeviceStatusrvlodel for each device maintains its state based on that ln one embodiment, when 

the TekmetryGUUVlodel is: disconnected, associated DeviceStatusModels can stop llpdating 

A!torney Docket No.: BF.AS-02024US6 
.!rnwill cy,13EAS .. ·:024u~(,.·A pplication 

44 
Adasa Inc. 

Exhibit 2013 
IPR2024-01416 

Page 44



[02401 As shm:vn in figure 9L, the Device Telemetryl'vfodel can represent the information 

the Edge telemetry provides for any given device. Alert and DeviceAttribute Alert and 

DeviceAttribute can be objects that implement the interfaces from the Telemetry APL 

[02411 As shm-vn in figure 9l\-·1, the Telemt~trySetListener can be a listener for the 

Dt~viceTelemetry\fodeL Tht~ Dt~viceTelemetryListener can follo\v the ALE.Listener pattern ·1Nith 

the specific list of interfaces the listener irnplements being used to dispatch the appropriate 

102421 As shov-in in figure 9N and 90, in one embodiment, the Telemetry A.Pl can 

abstracted in a similar v./a-y as the ALE APL \vith succeeding !avers adding new functionalitv to 
~ ' ..... ~· ..... .,,, 

the undt~rlying layt~r. 

[02431 It can implement rnethods for rnonitoring device telemetry, ,.vhich are 

implemented by subscribing and unsubscribing to Telemt~trySpecs. This permits the admin 

console to subscribe just to the telemetry needed to update ,vhate--ver UI objects are visible to the 

user. It also can include methods for checking a Telemetry connection object out of the 

connection pool, and checking it back in v,A1en done Additionally,_ the Telernet.ryContrnl!er can 

keep track of failed unsubscription attempts; if telemetry associated with a terminated 

subscription an1ves, il can assume the connection has: been reestablished, and it attempts to 

resend the unsubscribe request. 

[02441 In one embodiment, ,vhen the TekmetryControHer attempts: to unsubscribt~ to a 

telemetry stream and fails for some transient reason, it does not expose that failure to its callers. 

Instead, it can pass information about the foiled subscription to its contained 

Telemetry1\.·1ode1Unsubscriptionlfandler object. This object can subscribe to telemetry 

information from the HTTP server, and ,vhen it rt~cognizes data associated ,vith a failed 

unsubscription, it can atternpt again to unsubscribe frorn fhat telemetry stream. A race condition 

could arise if the Ul attempts to subscribe to a stream that has, during a previous interaction, had 

a failed unsubscription attempt. In this situation the TelemetryUnsubscriptionListener could 

potentially unsubscribe shortly after the ne\">' subcription is established, To avoid this, the 

TelemetryController can inform the Te!emetryUnsubscriptionListener of nev,· subscription 

requests before making the subscription request. The TelemetryUnsubscriptionListener can 

detect a match in its list of failed unsubscriptions and rernove matching entries from its list. The 

\Vorker Queue mechanism can be used to serialize these requests, making sure the removal from 

the Handkr's list completes bt~fore the new subscription is attempted. 
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[02451 As shm.vn in figure 9P, in one embodiment. the TelemetryHTTPServer can be an 

HTTP server thread that receives Telemetry streams from Edge Servers, converts the received 

X:1'v1L data into TelemetryReports objects (from the TelemetryA:rI component) and passes them 

on to listeners, In one embodiment, the Telemt~tryl\.fode! and the 

TelemetryUnsubscriptionLiskner are the only two objects that \Vill Hsten to the streams at this 

level of abstraction, 

102461 As shown in figure 9Q, in one embodiment, the ConfigGUilVfodel can hide the 

Reader and Composite Reader roles from the Config l\fodel and exposes the reader devices 

through a specific interface_ This can parallel the fact that the GUI will treat these devices 

specially, and the plugin interfa.ce exposed out of this layer can be used in a generic fashion to 

display the rest of the configurable objects_ Physica1Reader can VvTap a reader-type EdgeP1ugin_ 

It can implement the getLogicalReaderNames call by going through the configuration for the 

reader and assuming all parameters of type "logical reader name'' represent a logical reader 

defined by this physical reader. 

102471 PhysicalReader can \\Tap a composite reader-type EdgePlugin, It can understand 

the configuration specifics of the composite reader and exports a specific interface for that 

configuration task. The Config\.'lodel can he a cache for al! of the configuration on an Edge 

St~rver. The ConfigControlkr can be responsibk for keeping the ConfigModel up to date A 

refresh can he triggered manually at the GUI level, though this may easily be extended to involve 

the Alam1Clock \vith a polling interval, as in the ALEController. lt can depend on the use case; 

the configuration is not expected to change ot1en. 

[02481 As shown in figure 9R, ConfigListener can follov.,r tht~ pattern t~stablished by 

ALEListener and TelernetryListener. Additional specific change listeners can be added as they 

are needed. 

[02491 Figure 10 shov,·s an exemplary logical model. The Te!emetryController can 

coordinate all monitoring data (counters, gauges, subscription status, last activated counts, etc.) 

coming from the edgeserver. (Note that some of the data comes from traditional telemetry 

methods, and other parts of it come from ALE APls). Whether the actual data is pulled or 

pushed doesn't matter, it can be stored and retrieved by this controller by mapping telemetry data 

items to deviceID. In one embodiment, get operations may he implemented differently ··· pull 

operations would be executed when gets are called, ,vhereas push operations would rt~trieve 
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stored data as it comes in from the erh:reserver. The end result hm.:vevec, is that the rest of the 
V . 

GUl application does not need to distinguish benveen push/pull modes, \vhich \:Vil1 make it easy 

to change these modes for various data as desired in the future. \.:1odels can be thread safe since 

they V>lill be accessed/modified from various threads, including the main dispatch thread. 

[02501 The EdgeServerController can maintain the configuration data for ,~dg,~servers, as 

\Veil as maintaining a mapping of devicerD to vaiious EdgeServer client interfaces, Since the 

rest of the GUI application speaks of selectable devices in tenns of their "devicdD'', they rnay 

ask the Edu.eServerControl!er for Axis/\LEClient intert'aces or Te!emetryClient inte1faces bv 
,!,...' ~ ... 

"devicelD" instead of having to ask for tlie service URL AxisALEClient can be used rather 

than the rnore general ALEClient or ALE because access to the underlying factory methods is 

necessary for much of the constrnction work required of things Ii ke the EC Spec frame, etc. 

[02511 The DeviceBrov,·serController can take care of building and maintaining the main 

tree control for the application. It can use the EdgeServerController to iterate all the configured 

Edgeservers and list devices/specs/subscribers. It also can use fhe TelemetryController to detect 

changes in device status. 

10252] Tasks that may take a long time are typically tasks using the EdgeScrvcr in some 

way. In one embodiment, these tasks may be initiated in the fo!lmving contexts: 

• the task needs to execute synchronously ~ ie. other user action is not allov.,red to occur, 
hmvever \vait~cursor is updated during this task over the atTected frames. 

• the task may execute asynchronously ··· i.e. the user can browse other items \vhile this 
task is cornpleting Visual feedback that an action is being processed can be given in fhe 
form of a progress dialog. 

Examples of tasks: 

1. populating the device hro.vser tree ··· (asynchronous trickle ··· user should be able to 
select i;-vhile other parts of tree are loading rather than have to wait for the entire tree to 
load at once and on every update.) By and large this can be handled in the 
implementation of TelemetryContro!ler, \Vhich \Vlll spawn a worker thread for 
inteTTogating pull data, and have separate listener threads for receiving push data. 
2. populating monitor data {ecspec monitor, subscribers monitor, etc) ~ again can be 
handled by telemetryControl!er. 
3 edit, deploy, activate once, test - any of these operations can open a progress dialog 
They all can have have \.veil knO\vn end states: the progress dialog closes and 

a. edit --- the ECSpec or ECSubscriher edit frame opens. (on success only) 
b. cornmit the ECSubscriber- ECSubscriber edit frame closes. (on success only) 
c. deploy··· the ECSpec edit frame closes. (on success only) 
d. activate once~ the TextView frame opens with the ECReport (success only) 
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[02531 

[02541 

embodinumt. 

(0255) 

102561 

1"0257] 

[02581 

[02591 

102601 

e. test - the TextViev.,r frame opens vvith fhe EC Report (success only) 

Figure 11A shown an example of site ID selection of one embodiment. 

Figure 11B illustrates the configuration edge server and preferences of one 

Figure 11 C illustrntes telemetry selection of one embodiment. 

Figure l lD illustrates alert selection of one embodiment. 

Figure l lE illustrates attribute selection of one embodiment. 

Figure 11 F illustrates: monitor selection of one embodimtmt. 

Figure 11 G illustrates PC specs folder selection of one ernbodirnent. 

Figure ! ! H illustrates EPCSpce selection of one embodiment. 

[02611 The read-only viev\,' of a ecspec can display the collapsed view for every leaf 

node, and can expand e·very non-leaf node. Collapsed leaf nodes can display the full content of 

inforrnation summarized. No nodes can be collapsed or expanded in read-only mode·-- they are a 

fixed presentation. Any editable fields can be locked during read-only mode. A fall-back 

alternative to this kind of display is to use a texl-vie,v representation of the ECSPec and just 

make this a text control . 

[02621 

10263) 

Figures -i 11 and 1 IJ illustratt~ an EC Spec frame of one ,~mbodiment. 

The components in this section can he expandable and collapsible views. Each 

leaf node ca.n have a collapsible view; all non-leaf nodes can be collapsible in edit vie,v, but not 

in read-only view· as described in the preceding section. Selecting "Deploy'' or "Redeploy" 

doses the ECSpt~c being editt~d afwr successfully deploying 

[02641 Figures 11 K_ 11 L, 1 nvl, 1 lN and 110 illustrate the configuring of an EC Spec of 

one embodiment 

[02651 

embodiment 

Figures 11P, 11 Q and 11R illustrate a subscriber frame ,v:indows of one 

[02661 Figure 1 1 S illustrates a text vie,v frame of one embodiment 

(0267) This document outlines an exemplary EPC Provisioning Service. 

102681 This section lists key terms and definitions as utilized in the design of one 

embodiment EPC Pool: A named list of EPCs maintained in the provisioning system. EPCs 

may bt~ checked out or checkt~d in to the pool by outside applications. Idtmtity Typt~: As used in 
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EPC Tag Data Standards docurnent. Examples of some identity types used in this design doc are 

GTIN, SSCC, DoD Construct. Pool Name, Cache Name: This design assumes that the name of a 

cache in the Edge Server is the same as the pool name in the provisioning service. Therefore the 

terms pool name and cache name can be used interchangeably in this document 

[02691 Tag writing systems can use a central authority from \V-hich tliey can receive 

unique EPCs. The EPC Provisioning Service is designed to satisfy this need. 1n addition to 

providing a service to give out unique EPCs, a design goal is also to rnake it easy for 

administrators to define and maintain pools. Administrators can be able to specify parameters 

based on which naming of pools and EPC allocations to pool can be done automatically The 

service can be genedc enough to v,'ork w-ifh different server products as \vell as third party 

products. 

• Local \vorkflo,v can check out EPCs from the provisioning service by specifying the 
parameters fbr the checkout. An example of the parameters specified is 
(GTIN= 10037000308048, TAG __ LENGTH=64, LOCA TION ___ ID=tag@ship-station-1 ). 
The provisioning service can check to see if the set of pararneters has access to a pool and 
then returns EPCs to the local \,vorkflow. In tliis process, as: requirt~d, the provisioning 
service may create a ne\-V pool and allocate EPCs to it. The EPCs given out w-ill be 
rnarked as 'allocated' by the provisioning service 

• Provisioning system can receive a tag-cache-kn:v report from the RFID Edge Server. The 
provisioning service \.Viii checkout EPCs from the correct pool and replenish the cache in 
the Edge Server. 

• Administrator finds Ollt that a product or station must no longer be allmwd to get EPCs 
from the provisioning service. Administrator can make changes to the provisioning 
service and requests \Vith those pararneters 1;.vill be denied access 

• An edge server tag cache can be rest~t and the EPCs kft in the cache is rekased back to 
the provisioning service. The provisioning service removes these from allocated list and 
puts them back in the available list 

• Administrator finds out that a tagging station needs to switch from using 64 bit tags to 96 
bit tags. Administrator can set up pool naming policy and pool population policy to 
enable that 

[02701 The provisioning service system can be composed of 2 main components: 

I. EPC Provisioning Service: This can be a \veb service that \-Vill provide generic 
provisioning related operations like administering EPC pools, checkout or check-in from 
EPC pools etc. 

2. Integration Component: This component is used to integrate between the RHD Edge 
Server and the provisioning service. This component can accept cache-!O\.V notifications 
from the edge server and replenish the cache. 
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[027.l I There can be a ,.veb based GUI for adrninistering fhe provisioning systern. This 

GUl will be developed using Java Server Faces (JSF) technology and communication \vith the 

pnJvisioning service can be through the web service interface. Local ,vorktlows can 

communicate '>">'Ith the EPC Pmvisioning Service or RFTA Integration Component as needed. 

[02721 

(0273) 

Figure 12 A illustrates an ,~xemplary providing archikcture of one embodiment 

Figure 12B shows interaction between local \.voddlow cornponents, edge server 

and EPC provisioning system v-ihen the local v-iorktlmv encounters a ne\V item for which it rnay 

need to define a cache at the edge server of one embodiment. 

[02741 Figure 12C shows the interactions bet,veen the edge server, RFTA. Jntegration 

Component and EPC Provisioning Service v,A1en the edge server detects fhat a cache's size has 

reached the 1ov,.· threshold value uf one embodiment. 

[02751 The design overviev\,' diagram for a EPC provisioning ,veb service can be similar 

to other Yveb services in Enterprise Server. 

[02761 VCC cornponents for this can be: 

l. EPCPS~APl: This will contain the public fa.cing interfaces {Java, wsdl and xsd) 
-; EPCPS_Axis: Axis generated classes common to client and server sides of an axis 

service. Also contains adapter classes for axis generated classes. 
3. EPCPS ~ Client: 1mpl ementation of public facing java inteiface. 
4 EPCPS __ Engine: Server side implementation of public facingjava interfaces which ,vill 

be used by all the dit'tl~rent \veb servi<x~ implementations. 
5. EPClS~Service: Different vveb-service irnplementations (for example: Axis, BEA) of the . . 

prov1s10mng service. 
[02771 The component ca11 accept EPC Cache Lo\v report from the edge server and 

replenish the COJTesponding cache. This can be accomplished using a message ddven bean that 

,,vi!l accept 2 kinds of messages: 

l Define cache f)ararneters: This rnessage can associate a cache i;.vhh its edge server URL, 
~ - . 

filter value, tag size and chunk size. A cache can identified using the cache name and 
savant ID. 

2. EPC Cache low report: This report will be sent by the edge server when the cache falls 
be1ov,.· a certain pre-specified value. The message driven bean can get EPCs for 
rep!enishrnent from the provisioning service and replenish the cache (the URL for the 
edge server can be specified by message l) 

(0278) The message driven bean can delegate aU the business logic \.vod.;. to a simple java 

class, so that supporting other communication mechanisms in the future \Vill be easy. RFID 

integration component can communicate \.Vith the EPC Provisioning Service through local EJB 

inted'aces to avoid communication overheads. 
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[02791 

102801 

[02811 

Figure 12D illustrates an exemplary embodiment of one ernbodirnent. 

Figure l 2E illustrates an exemplary key classes U\·:IL of one embodiment. 

Pool attributes can represent attributes like which GTlN this pool ,vas created for 

( [GTIN, ·<gtin-value] \viii be the name-value pair in this case) or \vhat tag-length the pool is for 

etc. AJlocated EPCs can give EPCs tliat were allocated and opaque id of tlu.~ d,~stination of the 

EPCs. In one ernbodirnent, an EPC Pool cammt contain EPCs of more than one tag-type. The 

EPCs can be stored as pure identities. 

[0282] 

embodim,~nt. 

[02831 

Figure 12F illustrates exemplary EPC prov1s1omng policy changes of one 

Corn. connecterrn.epcps. api .policyConfigurnti on.Pool AllocationConfiguration 

Class can serve as the super-type for different pool allocation configurations that may be 

supported by the provisioning service. Using the pool allocation configuration administrator can 

define which pool gets allocated for a given set of pool definition parameters and also define 

hmv the pool rnay get populated. 

102841 com. conn ecterra. epcps. api. pol i cyC onfi gurati ons. Sim pl ePoolAl l ocati onConfigurat 

ion Class can allmvs you to make associations between an EPCPoo1DdinitionParameters, 

identity type, and a serial number range. This association can define hm.v to select a pool and 

hov.,r tlie pool gets populated initially. The order of th,~ associations can be maintained and is used 

\Vhen matching an input request \vith the definitions. On receiving a request for an EPC pool 

based on an input EPCPoolDefinitionPa.rameters, the first AllocationForPoolDefinition that 

matches the input EPCPoolDefinitionParameters can be selected. Using this, you can get the 

pool name and if need,~d, the initial range for the pool. 

[(l2851 corn. conn ecterra epcps. api. pol i cyConfi gurati ons .Pool A ccessC onfi gurati on Cl ass 

can be a Super-type for different pool access configurations that may be supported by the 
. . 

pn.Jv1s1onrng serv1ee. 

[02861 com. connecterra. epcps. api. pol i cyCon figurations. Simpl ePoolAccessConfigurati on 

Class can be an inte1face lets you disallmv access to EPC pools for ce1tain pool definition 

parameters. This can be a simple configuration where you only configure negative entdes. If any 

of the parameters in an input request matches any of the denied pararneters, the request need not 

be granted access to an EPC pool. 
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[02871 

embodiment. 

[02881 

Figure 12G shm:vs key class UlVlL for an EPC provisioning service engine of one ....... ... ....... ........ 

com.connecterra.epcps.engine.PoolAccessPolicy Class can be the contract for 

pool access policies. com.connecterra.epcps.engine.SimplePoolAccessPolicy Class can be the 

Class that implements pool ac,x~ss policy using the SimplePoolAccessConfiguration 

corn.connecterra.epcps.engine.ldentityTypeExtractor can he the Class Interface that lets you get 

to a ldentityType from a given EPCPool Definiti onParameters 

objectcom.connecterra.epcps.eng.ine.NameBasedExtractor Class can he the Class that gets a 

ldentityTypt~ by looking for identity typt~ names: (defint~d in IdentityTypeName) in the parameter 

list. corn.connecterraepcps.engine Poo!Se!ectionPolicy Class can be the contract for policies 

that let you select a pool name from a given EPCPoo!DefinitionParameter. 

com.connecterra.epcps.engi11eePoolPopulationPolicy Class can be the contract fc1r policies that 

gives you the range for populating a pool based on an EPCPoolDefinitionParamter. 

corn.connecterrn.epcps.engine.SirnplePoo!Al!ocationPolicy Class 

It 

can implernent 

Poo!SelectionPolicy and PoolP opul ati onPoli cy. can use the 

SimplePooIAHocationConfiguration that may be specified by the administrntor. 

[02891 Figure 12H is a sequence diagram shrnving how the different classes interact \Vith 

each other on a validatt~Pool call of one embodiment: 

10290) Exemplary EPC provisioning data structure. 

EPC Pool 
""=====================•·===========~ 

<ill«1unU1 Nnn,i ,!,<:«1l1»1•• r1;ylit ,l,€ul1$t••~j••ri 
nool id ! integer ! Primarv Kev 

--l:- --------._. ---------------------------------------------------------~ -----------Y- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - { - - - - - - - - - - - - - - - - - -~•- - - - - - - - - - -~•- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

pool name ! varchar2(255) ! Unique Index 
creation date ! date i 
last modified date ! date 

Pool Attributes 
<m(!lijm». N!it»~~ ! (l;pJJUU~J 'J'yp~~ ! (I)QU$f,f~)~U.~ ? 
attr row id ! lnteQ;er -- ! Primarv Kev 

__ pool id ...................................................... ! _integer ........................................................ ! .. Indexed ......... -.......................................... . 
attr name ! varchar2(255) ! Indexed 

............................................................................... ~···········································································t············································································ 
attr ·value ! varchar2(255) ! Indexed 
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[029.l I Separate tables can be used for allocated and unallocated EPCs in a pool This can 

be done so that searches on the unallocated EPC pattern list \Vill not be slmved dmvn because of 

all the allocated EPCs. The allocated EPC pattern list can be assumed to grov,· very long. 

[02921 Similarly, different tables can be used to store different types of tag, instead of 

one table storing tlu.~ EPC patt,~m string. This way searching on individual fields in the pattern in 

the database ca11 be efficient. We can search on the individual fields \vhen assigning EPCs to a 

pool, allocating EPCs to a client, checking in EPCs etc. 

[0293] Exemplary Tables for allocated and unallocated EPCs for SGTIN patterns are 

shov,-'n bdo\v: 

SGTIN Unallocated Epes 
Column Name ! Column Type i Constraints 
Unallocated epcs id ! integer ! Primary Key 
pool id i rnteger ! Indexed 

... company_prefix .............................. ..l.. varchar2{ 12) ........................................ ! .. Indexed .................................................... . 
item ref and ind ! varchar2(7) ! Indexed 

.. serial __ rangestart ............................ J1ong·························································· } Indexed ..................................................... . 
serial range ,~nd ! loiw ! Indexed 

• - • Q + 
creation date ! date ! 
SGTIN Allocations 
Column Name ! Column Type ! Constraints 
allocation id ! mteger ! Primary Kev 

.·.·~~~~p~~)<prefix ·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.· ... l-.-:~~t;c~:r2( 1· 2) .·.··············································································I····!:~~:~:~··········································································································· 

item ref and ind ! varchar2(7) ! Indexed 

... seria.l range start ............................. ! .. long ........................................................... 1 .. Indexed .................................................... . 
serial range end ! long ! Indexed 

------------------------.la....-.!-------------------------------------------•,-----------~---------------------------------------------------------------..1..----------------------------------------------------------------------------

SGTIN Allocation Details 
Column Name · ! Column Tr11e ! Constrnints 
allocation details id ! integer ! Primarv Kev 

-------------------------- ... •----------------. .. •-------------------------~-----------Y------------------------------------------------------------ { ------------------~•-----------~•--------------------------------------------

allocation id ! integer ! Indexed 
Destination id ! varchar2(255) ! lndexed 
serial range start ! long ! Indexed 
serial range end ! long Indexed 
allocation date ! date 

10294] Exemplary Pool Access Policy Configuration 

Access Parameters 

·_- ~:~~1~1~:e; ~~~~e·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·J·.~:r~~
1

::~('~';·~r-.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.-J· ~~~~~1~~~~::, .·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.J 
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Access Panuneter Values 
Column Name ! Column Type i Constraints 
rmv id ! mteger ! Primary Key 

Parameter name ! varchar2(255) ! Indexed 
.. ······················-·············································,·························'·················································+············································································ 
narameter value ! varchar2'255) ! ... r. ............................ ..., ............................................. ~ ......................... \ .......... .................................................................................................................. . 

[02951 Exemplary Pool Allocation Policy Configuration 

Pool Allocation Conti!:t.uration 

.. Column.Name ................... "' ............ ! .. Column.Type .................................. ..J Constraints .......................................... . 
config rm:v id ! integer ! Primary Key 

_______________ ,.. -------------------------------------------------~-----------.I;,,..!------------------------------------------------------------ -----------------------------------------------------------------------

identitv tv2e name ! varchar2(255) ! Indexed 
-------------------~•--, <' - -----.., ---------------------------------- t ------------------------··---------'---------------------------------------t----------------------------------------------------------------------------

ranQ(~ start ! long ! 
range end ! long 
Ordinal ! int 

Pool Allocation Paramett.~rs 
Column Name ! Column Type ! Constraints 
rm-v id ! integer ! Prirnary Key -------------------------------------------------------------------------,------------... ________________________________________________________________________________ ,.,_ __________ ,.,_ __________________________________________ _ 

config row id ! integer ! Indexed --------------- -.....: ......... _________ ....... _________________________________________ ~·---------- :--/' ·----------------------------------------------------------- . ----------------------------------------------------------------------------
_parameter narne ! varchar2(255) ! Indexed 

. parameter value .............................. ..i .. varchar2(255) ..................................... l..Indexed ..................................................... . 

10296] 

[02971 

[02981 

Figure 121 shov.,rs an exemplary integration cornponent of one embodiment. 

Admin application can provide the fol1m-ving functionality: 

• Defining EPC pool configurations~ "Define Pool Configuration" screen 
• Viewing and editing existing pool configurations~ "View Pool Configurations'' 

screen 
• View-ir1g details of existing EPC pools··· "Viev,' Pools'' screen 

Admin application can be implemented as a Web Application deployable into any 

Application Server (JBoss, \VebLogic, etc.) as a \VAR file. 1\.fain irnplementation technologies 

can be JSP and JSF (Java Server Faces). 

10299] 

[03001 

Figur,~ "I 3A shv,/S an ex,~mplary EPC pool page of one embodimt.mt 

Figure 138 provides detailed information about existing pool configurations. Pool 

configurations can be represented in a table fonnat in the correct order of one embodiment. The 

rows of the table (individual pool configurations) can be: 

• deleted by checking the check-box in the ld1most column and dicking the "Delete" 
button located underneath the table 

• re-ordered by using "Up'' and ''Do\.v11" buttons associated ,vith the ro,vs 
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• edited by dicking "Edit" buttons associated \Vith the rmvs. This action v,dll bring up a 
pop-up windov./ v,ith the "Define Pool Configuration" screen defined in the next 
section populated with the data of the selected pool configuration 

[0301 I A ne,v pool configuration can be created by dicbng on the "Create Ne1.:.v 

Configuration" button. This can open a neYv screen, "Define Pool Configuration''. 

[03021 This screen can be used by an administrator to define parameters of a ne\V pool 

configuration. The same screen is used for editing parameters of an existing pool configuration. 

The fo!lm-ving pool configuration options can he set here: ~- ..... 

[03031 

[03041 

• Identity Type~ a pull-dmvn menu \:vith pre-defined supported identity types (GTIN or 
SSCC, for example) 

• Pool Paramett~rs ~ Name/Value pairs ofpool parameters (for exampk\ locationjd). 
Represented in a table format. Table roYvs can be added or deleted. 

• EPC Pool range start and end values···· range of EPCs allrnved in this pool 

Figure !JC shows a draft representation of a screen of one embodiment 

Figure 13D shm:vs a screen containing information about existing EPC f)Ools of 
..... - ~ 

one embodiment. The screen can be divided into t\vo parts, The upper half can contain a table 

,vith the list of existing pools and some brief infonnation about the pools. 

[03051 Each n).v (pool) can have an associated "Viev/' button. Clicking on the view 

button can brings up detailed information about selected pool into the table in the lmver half of 

the screen. 

10306] Figure l3E shows checked out EPCS of one embodiment. 

10307] Available EPCs can be deleted from the pool by checking the check boxes of fhe 

corresponding table rm.vs and dicking on the "Delete EPCs" button. :rvfore EPCs can be added to 

the pool by dicking on the "Add EPCs:'' button. As a result, a pop~up ,.vindo1;-v can appear ,vhere 

a range of EPCs to be added can be specified. 

[03081 

[03091 

[03101 

button. 

10311] 

Figure I 3F illustrates a screen for adding EPCs. 

Figure 13G illustrates a screen for checking in EPCs. 

Checked out EPCs can be checked back into the pool by clicking the "Check In" 

One embodiment may be implemented using a conventional gtmeral purpost~ of a 

specialized digital computer or microprocessor(s) programmed according to the teachings of the 

present disclosure, as \.vm be apparent to thost~ skilled in the computer a,t_ Appropriatt~ soft,vare 

coding can readily be prepared by skilled programmers based on the teachings of the present 
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discloser, as \Vill be apparent to those skilled in the softv.'are art. The invention rnay also be 

implemented by the preparation of integrated circuits or by interconnecting an appropriate 

network of conventional component circuits, as ,vill be readily apparent to those skilled in the 

art. 

[03121 One ,~mbodiment includes a computer program product \V-hich is a storage 

medium (media) having instructions stored thereon/in w-hich can be used to program a cornputer 

to perform any of the features present herein. The storage medium can include, but is not limited 

to, any type of disk including floppy disks, optical discs, DVD, CD-RO~vls, micro drive, ,rnd 

magneto-optical disks, RO~fa, Rams, EPRO!vls:, EEPRO!vls, Drams, Rams, flash memory of 

media or device suitable for storing instructions and/or data. 

103131 Stored on any one uf the computer readable medium (media), the present 

invention includes soft1.:.vare for contromng both the hanh:.vare of the general purpose/specialized 

computer or microprocessor, a11d for enabling the computer or microprocessor to interact Yvith a 

human user or other rnechanism utilizing fhe results: of fhe present invention. Such softs.vare rnay 

include, but 1s not limited to, device drivers, operating systems, execution 

environments/containers, and user applications. 

[03141 The forgoing description of preferred embodiments of the present invention has 

been provided for the purposes of illustration and description. It is not intended to be exhaustive 

or to limit the invention to the precise fonns disclosed. i'vlany modifications and variations \'vill 

be apparent to one of ordinary skill in the relevant arts. For example, steps preformed in the 

embodiments of the invention disclosed can be performed in alternate orders, certain steps can he 

omitted, and additional stt~ps can be adde<l The embodiments where chosen and described in 

order to best explain the principles of the invention and its practical application, thereby enabling 

others skilled in the art to understand the invention for various: embodiments and with ,rnrious: 

modifications that are suited to the particular used contemplated. It is intended that the scope of 

the invention be defined by the e-laims and their equivalents. 
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