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Docket No.: LCOM_ENT Collab_USO1
ABSTRACT

Methods and systems are disclosed for isolation of collaboration software on a host
computer system. A networked computer system may include a network, a first host computer
system, a border firewall and/or a web proxy. The host computer system may be configured to
run a collaboration software application or process that enables interaction with one or more
other host computer systems. The collaboration software application or process may be run
within an untrusted memory space. The collaboration software application or process may
enable interaction between a second host computer system and the untrusted memory space such
that the second host computer system may access meeting data within a sandboxed computing

environment operating within the untrusted memory space.
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CLAIMS

What Is Claimed:
1. A host computer system comprising a processor and memory, the processor configured
to:

implement a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space;

implement an isolated computing environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall; and

communicate data associated with the multi-user interactive software application with at
least one untrusted destination via a proxy device, wherein the multi-user interactive software
application is unable to communicate the data until the isolated computing environment has

authenticated with an authentication device.

2. The system of claim 1, wherein the multi-user interactive software application is
configured to allow a remote machine to control one or more of the second set of one or more
applications or processes running in the isolated computing environment, wherein controlling the
one or more application or process comprises at least one of viewing, interacting with,

modifying, uploading data to, or downloading data from the application or process.

3. The system of claim 1, wherein the multi-user interactive software application is
configured to allow a remote device to control one or more of a pointer device, a keyboard input,

or a display of the host computer system.

4, The system of claim 1, wherein the host computer system is connected to a network, the
network corresponding to one or more of a local area network (LAN), a wide area network
(WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud
computing network, a data center, or a satellite network.

-20 .
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5. The system of claim 4, wherein the processor is further configured to implement a host-
based firewall, the host based-firewall being configured to isolate the host computer system from

communicating with one or more other devices on the network.

6. The system of claim 5, wherein the host-based firewall is configured to block incoming

communications from the network that are sent to the workspace.

7. The system of claim 4, wherein the processor is further configured to run one or more
trusted applications in the first memory space, and wherein the trusted applications are

configured to communicate with one or more trusted machines via the network.

8. The system of claim 1, wherein the internal isolation firewall is further configured to
prompt a user of the host computer system to allow communication between the first memory

space and the second memory space.

9. A method comprising:

implementing a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space;

implementing an isolated computed environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolating the isolated computing environment from the workspace using an internal
isolation firewall; and

communicating data associated with the multi-user interactive software application with
at least one untrusted destination via a proxy device, wherein the multi-user interactive software
application is unable to communicate the data until the isolated computing environment has

authenticated with an authentication device.

10. The method of claim 9, wherein the multi-user interactive software application is
configured to allow a remote machine to control one or more of the second set of one or more
applications or processes running in the isolated computing environment, wherein controlling the
one or more application or process comprises at least one of viewing, interacting with,

modifying, uploading data to, or downloading data from the application or process.

-30 -
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11. The method of claim 9, wherein the multi-user interactive software application is
configured to allow a remote device to control one or more of a pointer device, a keyboard input,

or a display of the isolated computing environment.

12. The method of claim 9, further comprising connecting to a network, the network
corresponding to one or more of a local area network (LAN), a wide area network (WAN), a
cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud computing

network, a data center, or a satellite network.

13. The method of claim 12, further comprising implementing a host-based firewall, the host
based-firewall being configured to isolate the first memory space and the second memory space

from communicating with one or more devices on the network.

14.  The method of claim 13, wherein the host-based firewall is configured to block incoming

communications from the network that are sent to the workspace.

15.  The method of claim 12, further comprising running one or more trusted applications in
the first memory space, wherein the trusted applications are configured to communicate with one

or more trusted machines via the network.

16. The method of claim 9, wherein the internal isolation firewall is further configured to
prompt a user of the workspace to allow communication between the first memory space and the

second memory space.

17. A system comprising:
a network;
an authentication device;
a first computer configured to connect to the network, the first computer comprising a
first processor and a first memory, wherein the first processor is configured to:
implement a first workspace, wherein the first workspace is configured to
enable operation of a first set of one or more applications or processes via a first
memory space;
implement a first isolated computing environment, the first isolated

computing environment being configured to enable operation of a second set of

-31 -
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one or more applications or processes via a second memory space, wherein the
second set of one or more applications or processes comprises a multi-user
interactive software application; and
isolate the first isolated computing environment from the first workspace
using a first internal isolation firewall; and
a second computer configured to connect to the first computer via the network, the
second computer comprising a second processor and a second memory, wherein the second
processor is configured to:
implement a second workspace, wherein the second workspace is
configured to enable operation of a third set of one or more applications or
processes via a third memory space;
implement a second isolated computing environment, the second isolated
computing environment being configured to enable operation of a fourth set of
one or more applications or processes via a fourth memory space, wherein the
fourth set of one or more applications or processes comprises a multi-user
interactive software application; and
isolate the second isolated computing environment from the second
workspace using a second internal isolation firewall;
wherein the first computer and the second computer are configured to communicate data
associated with the multi-user interactive software application via a proxy device, and wherein
the multi-user interactive software application is unable to communicate the data until the first
isolated computing environment and the second isolated computing environment have

authenticated with the authentication device.

-32 -
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NETWORK ISOLATION FOR COLLABORATION SOFTWARE

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of U.S. Provisional Application Serial No.
62/564,371, filed September 28, 2017, the contents of which are incorporated by reference

herein.

BACKGROUND

[0002] The Internet provides access to a large number of systems from which beneficial
and/or harmful data may be retrieved by a host computer system attached to and communicating
over the Internet. Harmful data that can be accessed through the Internet includes a variety of
viral software constructs, generally referred to as malicious software or malware. Malware may
be downloaded to a host computer system unintentionally, for example, by and/or without the
knowledge of the user of the host computer system.

[0003] A host computer system that has downloaded malware may be referred to as an
infected host computer system. An infected host computer system may result in possible
security losses, reduction of efficiency, and/or malfunctions. Security losses may include, but
are not limited to, the loss of some or all data that is accessible by the infected host computer
system, the installation of additional malware onto the infected host computer system, and/or the
loss of command and control of the infected host computer system. Reduction of efficiency may
be incurred from, but not limited to, additional processor demand, additional memory usage,
and/or additional network access by the executing malware

[0004] The security and privacy of the user of the infected host computer system may be
compromised by malware. Both information located on the infected host computer system
and/or information stored on or communicated via a local area network may be susceptible to
attack by the malware. In many instances, an infected host computer may be used by the

malware as a vehicle to stage an attack on other network resources that are accessible from the
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infected host computer system. Such an attack method is often undetected by the user of the host
computer system and/or network administrators.

[0005] An infected host computer system may lose command and control. The loss of
command and control of the infected host computer system may include performing one or more
actions the author of the downloaded malware may desire. For example, the malware may
perform a reconnaissance of the infected host computer system, determine system privileges,
access local files, access security tokens, and/or attempt infection or access of other network

resources accessible from the infected computer system

SUMMARY OF THE INVENTION

[0006] Methods and systems are disclosed for isolation of multi-user interactive software
(e.g., collaboration software) on a host computer system. A host computer system may include a
processor and a memory. The host computer system may include a workspace. One or more
applications may run in the workspace via a first memory space (e.g., a trusted memory space).
The host computer system may include an isolated computing environment. The isolated
computing environment may be isolated from the workspace by an internal isolation firewall.
The internal isolation firewall may prevent communication between the isolated computing
environment and the workspace. The internal isolation firewall may allow communication
between the isolated computing environment and the workspace if, for example, the user of the
host computer system allows the communication. The host computer system may prompt the
user to allow the communication.

[0007] One or more isolated applications may run in the isolated computing environment via
a second memory space. The isolated applications may have access to one or more Internet
destinations (e.g., untrusted Internet destinations), The isolated applications may communicate
with the Internet destinations via an authentication device. For example, the authentication
device may prevent the multi-user interactive software application from communicating with the
Internet destinations until after the isolated computing environment has authenticated with the
authentication device.

[0008] The isolated applications may include a multi-user interactive software application. A
multi-user interactive software application may be an application that allows one or more remote
machines to control (e.g., access, view, interact with, download from, upload to, and/or modify)
an application running on the host computer system. For example, the multi-user interactive

software application may allow the remote machines to view a display of the host computer
-2-
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system (e.g., for a presentation or screen-sharing). The multi-user interactive software
application may allow the remote machine to control the host computer system by allowing the
remote machines to control a pointer device, a keyboard input, and/or a display of the host
computer system.

[0009] The host computer system may be configured to connect to a network. For example,
the network may be a local area network (LAN), a wide area network (a WAN), a cellular
network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud computing network,
a data center, and/or a satellite network. The host computer system may be connected to multiple
networks at the same time. For example, the host computer system may be simultaneously
connected to a Wi-Fi network and a LAN. The host computer system may run one or more
trusted applications in the workspace. The trusted applications may be configured to
communicate with one or more trusted machines via the network.

[0010] The host computer system may include a host-based firewall. The host-based firewall
may be configured to isolate the host computer system from communicating with one or more
devices on the network. The host-based firewall may allow the host computer system to
communicate with, for example, one or more predetermined network devices using one or more
predetermined ports. The host-based firewall may block incoming communications that are sent
to the workspace from the network.

[0011] A networked computer system may include a network, a first host computer system, a
border firewall and/or a web proxy. The host computer system may include a processor and
memory. The network may include one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a
cloud computing network, a data center, an ad-hoc network, a satellite network, a cable modem
network, and/or the like. The networked computer system may be configured to implement
network isolation between one or more untrusted network destinations and the first host
computer system. The network isolation may be implemented via one or more of a host-based
firewall on the first host computer system, a border firewall around a portion of the network that
includes the first host computer system, a web proxy, an internal isolation firewall on the host
computer system, and/or a segregation of a trusted memory space and an untrusted memory
space.

[0012] The first host computer system may be configured to run a collaboration software
application or process that enables interaction with one or more other host computer systems.
The collaboration software application or process may be run within the untrusted memory

space. The collaboration software application or process may enable interaction between a

-3-

0016



Docket No.: LCOM_ENT Collab_USO1

second host computer system and the untrusted memory space such that the second host
computer system may access meeting data within a sandboxed computing environment operating
within the untrusted memory space. The collaboration software application or process may
allow the second host computer system to control the pointer device within the sandboxed
computing environment of the first host computer system.

[0013] The collaboration software application or process may be configured to allow the
second host computer system to control a keyboard input within the sandboxed computing
environment of the first host computer system. The collaboration software application or process
may be configured to allow the second host computer system to cut and paste data within the
sandboxed computing environment of the first host computer system. The collaboration
software application or process may be configured to allow the second host computer system to
transfer one or more files to and/or from the sandboxed computing environment of the first host
computer system.

[0014] The host-based firewall may be configured to prevent lateral communication and
movement of malware between the first host computer system and other devices on the
networked computer system. The web proxy may be configured to prevent unauthorized
communication between the first host computer system and the one or more untrusted network
destinations. The segregation of the trusted memory space and the untrusted memory space may
be enforced by the internal isolation firewall. The first host computer system may be configured
to run one or more applications or processes in the trusted memory space that are configured to
communicate with one or more trusted devices. The trusted memory space may be a first
memory space.

[0015] The first host computer system may be configured to enable a plurality of sandboxed
computing environments and/or untrusted memory spaces. For example, a first sandboxed
computing environment may be configured to enable operation of a collaboration software
application. The first sandboxed computing environment may operate within a second memory
space. A second sandboxed computing environment may be configured to enable operation of a
browser program. The second sandboxed computing environment may operate within a third
memory space. The second memory space and the third memory space may be separate

untrusted memory spaces.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] FIG. 1 depicts an example host computer system.

-4 -
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[0017] FIG. 2 depicts an example host computer system configured to participate in a
software based meeting with one or more other host computer systems, the example host
computer system using a sandbox based network isolation system.

[0018] FIG. 3 depicts another example host computer system configured to participate in a
software based meeting with one or more other host computer systems, the example host
computer system using a sandbox based network isolation system.

[0019] FIG. 4 depicts an example host computer system configured to enable separate
sandboxed computing environments, the example host computer system using a sandbox based

network isolation system.

DETAILED DESCRIPTION

[0020] Systems and methods are disclosed for isolation of collaboration software on a host
computer system. Isolation of collaboration software may protect the host computer system from
collaboration software-based interactions that may bypass other network security controls. For
example, isolation of collaboration software may protect the host computer system from one or
more of command and control infection, data exfiltration, or general automated infection that can
occur from communicating with one or more trusted or untrusted devices via collaboration
software. A host computer system may initiate collaboration software to securely browse,
access, share data, and/or communicate with untrusted network destinations, including but not
limited to resources accessible via the Internet. The host computer system may be a laptop
computer, a mobile phone, a tablet, efc. The host computer system may be connected to a
network (e.g., a local area network (LAN), a wide area network (WAN), a cellular network, a
Wi-Fi network, a digital subscribers line (DSL) network, a cloud computing network, a data
center, an ad-hoc network, a satellite network, a cable modem network, efc.). The host computer
system may be a physical machine, a virtual machine, or a combination thereof. The isolation
may be enforced via the host computer system itself and/or via one or more network entities
located within the network.

[0021] Systems and methods are described to provide a layer of communication isolation
between collaboration software applications and untrusted network destinations in order to
prevent malware from effectively exfiltrating data from the host computer system and/or
establishing command and control channels with an attacker resources in order to attempt to gain
control of the host computer system. The host computer system may isolate the collaboration

software from other applications and/or processes operating on the computer system. The
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collaboration software may be implemented using software that is commercially available, for
example, such as WebEx, GoToMeeting, efc.

[0022] The terms “collaboration software” and “multi-user interactive software” may be used
interchangeably herein. For example, they may refer to software that, when run in an application
on a host machine, allows a remote machine to control the host machine via a network (e.g., the
Internet). Multi-user interactive software applications may allow information (e.g., files, data
objects, etc.) to be transferred from the remote machine to the host machine and vice versa.
Examples of collaboration or multi-user software may include screen sharing applications,
collaborative meeting applications, remote desktop applications, gaming applications, shared
document application, file sharing applications, and/or the like.

[0023] Internet isolation, or also known herein as communication isolation may be provided
via untrusted memory space segregation. The host computer system may have a sandbox
protected application or process and/or an internal isolation firewall running thereon. For
example, collaboration software may wholly or partially be contained in a sandboxed computing
environment (e.g., an isolated computing environment). As another example, a collaboration
software application may instantiate its own sandboxed computing environment, firewall, and/or
untrusted memory space. The host computer system may enable use of collaboration software
via a web browser and/or a specific collaboration software application. For example, one or
more plugins may installed in a web browser to enable use of the collaboration software and/or
features. Other isolation methods such as operating the collaboration software applications
within a virtual machine may be used.

[0024] The sandbox protected application or process may operate within a sandboxed
computing environment. The sandboxed computing environment may include resources (e.g., a
limited set of resources) allocated for operation of a sandbox container process. The sandboxed
computing environment may be enforced via the sandbox container process. The sandbox
container process may be a security mechanism used to separate the sandboxed computing
environment from other applications and/or processes that may be running on a workspace of the
host computer system. The sandboxed container process may be configured to enable one or
more applications and/or processes (e.g., such as a collaboration software application and/or
process) being executed within the sandboxed computing environment to access the resources
allocated for operation of the sandbox container process. For example, the one or more
applications and/or processes being operated within the sandboxed computing environment may

be allowed to access memory associated with the sandboxed computing environment. The
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memory associated with the sandboxed computing environment may be separate from memory
that is configured to enable storage and operation of the workspace.

[0025] The terms “sandboxed computing environment™ and “isolated computing
environment” may be used interchangeably herein. For example, they may refer to a memory
space that is isolated (e.g., by use of an internal isolation firewall) from another memory space
(e.g., a workspace). Applications running in the isolated computing environment may be able to
interact with one or more Internet resources, for example via one or more proxy servers and/or
authentication devices. An isolated computing environment may be implemented using a
sandbox container and/or other isolation techniques such as a virtual machine.

[0026] The workspace may include one or more processes operating within the operating
system that are not restricted by the sandbox container process. The operating system of the host
computer system may include a set of resources configured to enable operation of the workspace
and the sandbox container process.

[0027] The sandbox container process may have access to one or more operating system
and/or kernel processes in order to enforce isolation between the workspace associated with the
first memory space and the sandboxed computing environment associated with the second
memory space. For example, the isolation of the workspace from the sandboxed computing
environment may be enforced by an internal isolation firewall. The sandbox container process
may enforce the segregation using techniques such as namespace isolation such that processes
running in the sandboxed computing environment in the second memory space are restricted
from accessing the first memory space including the workspace (e.g., and vice versa). The
sandbox container process may restrict access to certain resources by processes running in the
sandboxed computing environment. The sandboxed container process may allow the workspace
and the sandboxed computing environment to share access to the host operating system and host
operating resources (e.g., including the kernel and libraries) while enforcing the segregation of
the memory spaces access by the workspace and the sandboxed computing environment. In this
manner, the sandbox container process may permit isolation of the sandboxed computing
environment without requiring the sandboxed computing environment to boot a separate
operating system, load separate libraries, efc., which would require separate private memory for
those files.

[0028] The one or more processes or applications operating within the sandboxed computing
environment may be permitted to access untrusted network destinations via an intermediate
connection device. The intermediate connection device may be a web proxy and/or an

authentication device, for example. The isolated computing environment may be required to
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authenticate with the intermediate connection device in order for applications running in the
isolated computing environment to communicate with the untrusted network destinations. For
example, the multi-user interactive software application may be unable to communicate data
until after the isolated computing environment has authenticated with the intermediate
connection device.

[0029] The one or more processes or applications operating within the sandboxed computing
environment may connect to the untrusted network destinations as a dedicated network interface
device with using a specific Internet Protocol (IP) address. The one or more processes or
applications operating within the sandboxed computing environment may be referred to as
sandboxed processes or applications. The host computer system may maintain a list of untrusted
network destinations and/or a list of trusted network destinations. The list of trusted network
destinations may be a whitelist. The list of untrusted network destinations may be a blacklist.
The whitelist and the blacklist may be refined based on username and/or machine identification
(ID). For example, the lists of trusted and untrusted network destinations may be different for
different users and/or machines associated with a respective network. The whitelist and/or the
blacklist may be associated with one or more access levels. For example, a first whitelist and a
first blacklist may be assigned to a first access level. An untrusted network destination may be
an untrusted resource, an untrusted device, an untrusted website, and/or the like. Since the
untrusted network destinations may be sources of malware, the one or more processes or
applications operating within the sandboxed computing environment may be allowed to
communicate with the untrusted network destination(s), but other communication from the host
computer system (e.g., communications originating from outside the sandboxed computing
environment such as from within the workspace) to the untrusted network destination(s) may be
prevented.

[0030] Communication isolation may be provided via a host-based firewall. The host-based
firewall may be configured to prevent unauthorized communication between applications and/or
processes operating in the workspace of the host computer system to other devices on the
network over which the host computer is communicating. The host-based firewall may be
configured to block incoming communications to the workspace of the host computer system,
except for predetermined trusted devices and/or predetermined network ports. The host-based
firewall may allow outgoing communications to be sent from a process in the workspace to a
non-web-based (e.g., LAN destination).

[0031] Communication isolation may be provided via an internal isolation firewall. The

internal isolation firewall may enable separation between the sandboxed computing environment
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and the workspace. The applications and/or processes operating within the sandboxed
computing environment may be prevented from access any additional resources of the host
computer system or may be prevented from access any additional resources of the host computer
system without explicit user action. For example, the internal isolation firewall may generate a
command prompt that enables a user selection if an application and/or process operating within
the sandboxed computing environment is requesting access to resources outside of the sandbox
memory space. By prompting the user to confirm that the applications and/or processes
operating within the sandboxed computing environment are permitted to access additional
resources outside the sandbox memory space, malware that is designed to attempt to remain
transparent to the user may be limited to operation within the sandboxed computing
environment. Thus, the malware within the sandboxed computing environment may be unable to
access other resources available to the host system generally, such as local area networks and
secure memory regions.

[0032] The internal isolation firewall may allow certain actions to be performed with
approval of the user of the host system. For example, the internal isolation firewall may prompt
the user to allow communication between the workspace and the isolated computing
environment. For example, an application and/or process operating within the sandboxed
computing environment may be allowed access to the host system to perform one or more of a
cut or copy of data, a paste of data, a printing of data to a local printer, a file transfer, and/or the
like. The host computer system may prevent one or more other transfers of data between the
sandboxed computing environment and the workspace except those user initiated actions
described herein. For example, the sandbox container process may prevent unauthorized data
transfers between the sandboxed computing environment and the workspace.

[0033] FIG. 1 illustrates an example of a host computer system that may implement one or
more applications in a sandboxed environment. For example, a Host Computer System 10 may
include one or more Processor(s) 12, Memory 14, one or more Input and/or Output (I/0) Devices
16, and one or more Network Interface Adapter(s) 18. Generally, the Host Computer System 10
may be any computing device capable of communicating over a network and/or performing
processing tasks. Although the examples set forth herein may be described in terms general
purpose computing workstations, the systems and methods disclosed herein may be equally
applicable to any computing device or communication device for which internet isolation is
desired. For example, the systems and methods disclosed herein may be applicable for providing

sandbox based internet isolation for cell phones, pagers, personal computers (PCs), laptops,
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vehicles, kiosks, facilities, servers, workstations, tablets, smartphones, routers, controllers,
microcontrollers, and/or any other processing and/or communication device.

[0034] Processor(s) 12 may include one or more of a general purpose processor, a special
purpose processor, a conventional processor, a digital signal processor (DSP), a plurality of
MICroprocessors, one or more microprocessors in association with a DSP core, a controller, a
microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable Gate
Array (FPGA) circuits, any other type of integrated circuit (IC), a state machine, and/or the like.
The Processor(s) 12 may perform data processing, input/output processing, instantiate operating
system(s), execute application(s), and/or any other functionality that enables the use of sandbox
isolation of one or more applications and/or processes.

[0035] Memory 14 may include volatile and/or non-volatile memory. Memory 14 may
include read-only memory (ROM), random access memory (RAM), a register, cache memory,
semiconductor memory devices, magnetic media such as, but not limited to, internal hard disks
and removable disks, magneto-optical media, and/or optical media such as CD-ROM disks,
and/or digital versatile disks (DVDs), and/or the like. Memory 14 may be configured to store
computer readable instructions that when implemented by Processor(s) 12 may cause
Processor(s) 12 to implement one or more of the functions or procedures described herein. For
example, Memory 14 may be configured to store software code implemented by Processor(s) 12
that instantiate a restricted operating system environment for operation of the sandboxed browser
and/or other sandboxed applications(s) and/or process(es). The software may restrict sandbox-
based access to one more file descriptors, memory, file system space, etc. For example, the
applications and/or processes operating within the sandboxed computing environment may be
permitted to certain portions of Memory 14 but may not be allowed access to other portions of
Memory 14. As an example, Memory 14 may be partitioned into a first memory space and a
second memory space. The first memory space may be configured to enable storage and/or
operation of a workspace configured to execute a first set of one or more applications and/or
processes running on the operating system of the Host Computer System 10. The second
memory space may be configured to enable storage and/or operation of a second set of one or
more applications and/or processes running within the sandboxed computing environment. The
sandboxed computing environment may be enforced via a sandbox container process. The
sandbox container process may segregate the workspace associated with the first memory space
from the sandboxed computing environment associated with the second memory space. For
example, the sandbox container process may include an internal isolation firewall. The internal

isolation firewall may enforce the segregation of the first and second memory spaces.
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[0036] The Host Computer System 10 may include I/O Device(s) 16. The I/O Devices 16
may include one or more of a monitor, keyboard, mouse, touchscreen interface, digital camera, a
digital display, a graphical user interface, and/or the like. The I/O Device(s) 16 can allow user
interaction with the Host Computer System 10, for example to allow certain interactions between
an application or a process operating within the sandboxed computing environment and non-
sandboxed resources.

[0037] The Network Interface Adapter(s) 18 may be configured to allow communication
between the Host Computer System 10 and other devices. The Network Interface Adapter(s) 18
may include one or more wired and/or wireless communication devices.

[0038] The sandbox container process may be configured to protect the host computer
system from one or more malware toolsets. For example, the Network Interface Adapter(s) 18
may include one or more of a modem, Ethernet adapter, radio, wired and/or wireless transceiver,
computer port, network socket, network interface controller, and/or the like. The Processor(s) 12
may maintain rules related to access to the Network Interface Adapter(s) 18 for both access via
the sandboxed computing environment and via the workspace. Further, the Processor(s) 12 may
enforce a host-based firewall that implements additional rules related to access to the Network
Interface Adapter(s) 18.

[0039] As described herein, a sandbox protected application or process may be used for
communicating with untrusted sources, such as Internet based resources. In this manner, if
malware is transferred back to the host computer system due to interactions with the untrusted
source, the malware may be isolated to the sandboxed computing environment, which may make
it difficult for the malware to infect the workspace of the host computer system. For example,
the sandbox container process may prevent the malware toolset from performing a
reconnaissance of the host computer system to assess what data is available from the host
computer system, such as computing resources, files, network information, additional network
connectivity, efc. The sandbox container process (e.g., the internal isolation firewall) may
prevent the data on the host computer system from being reported back to the remote device that
sent the malware to the host computer and/or any other remote devices.

[0040] The sandbox container process may prevent the malware toolset from determining
user system privileges of the host computer system, which can be used to access data on any
associated network or local area network. For example, applications and/or processes operating
within the sandboxed computing environment may not have access and/or authorization to such

host computer configurations.
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[0041] The sandbox container process may prevent the malware toolset from accessing local
files stored on the host computer system. For example, the sandbox container process may
isolate the first memory space from the second memory space. Such isolation can help prevent
the malware from attempting to transmit such information back to the remote device that is the
source of the malware. For example, the malware toolset may attempt to transmit a local
security database from which additional user credentials can be derived, including potential
privileged user credentials. These user credentials may be used by the malware to attempt to
gain access to other resources on any associated network or the local area network. Where the
user credentials are for a privileged user account, these credentials may be used to gain
privileged access to other resources on any associated network or local area network.

[0042] The sandbox container process may prevent the malware toolset from accessing a
security token and/or hash of the host computer user from the memory of the host computer
system and/or a network data stream. This security token or hash can be used to gain access to
other resources on any associated network or the local area network. Where the security token or
hash is for a privileged user account, this security token or hash may be used to gain privileged
access to other resources on any associated network or local area network.

[0043] The sandbox container process may prevent the malware toolset from enabling
remote control and/or access of the host computer system by a remote device that is unknown to
the user. When malware enables remote control and/or access, the remote device may be able to
control one or more (e.g., all) operations of an infected host computer system and perform
whatever alternative uses that an enslaved, infected host computer system can perform. For
example, a remote device may download additional data to an infected host computer system,
access other websites for denial of service attacks, and/or convert the infected host computer
system into a source of malicious software from which toolsets or secondary payloads are
downloaded to other, subsequently infected, host computer systems.

[0044] FIG. 2 depicts an example host computer system 212 configured to participate in a
software based meeting with one or more other host computer systems, the example host
computer system 212 using a sandbox based network isolation system. The host computer
system 212 may include a host-based firewall 214, an operating system 226, a sandboxed
computing environment (e.g., an isolated computing environment) 220, an internal isolation
firewall 218, and a workspace 216. The host computer system 212 may be any host computer
system, such as a cell phone, a pager, a personal computer (PC), a laptop, a vehicle computer
system, a kiosk computer system, a server, a workstation, a tablet, a smartphone, a router, a

controller, a microcontroller, and/or any other processing and/or communication device. The
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host computer system 212 may be operatively connected with one or more user-accessible data
entry devices, a display device viewable by a user, and/or a computer-accessible data storage.
One or more application programs may run on the operating system 226.

[0045] As an example, the trusted host computer system 212 may be a PC, with 4 GB RAM
and 146 GB hard disk computer-accessible storage, a monitor, a keyboard, and a mouse. The
operating system 226 may be Windows-based, Linux-Based, Macintosh-based, and/or the like.
The computer-accessible storage may store data corresponding to one or more software programs
(e.g, computer-readable instructions) stored on the trusted host computer system 212 for
common operation. The software programs may include word processing programs, accounting
programs, remote connectivity programs, and/or other types of applications.

[0046] The host computer system 212 may be configured to isolate communication with
untrusted network destinations. The host computer system 212 may isolate communication with
untrusted network destinations using one or more of the host-based firewall 214, a border
firewall (not shown), a web proxy (not shown), an internal isolation firewall 218, or a
segregation of untrusted memory space.

[0047] The sandboxed computing environment 220 may include resources (e.g., a limited set
of resources) allocated to operation of a sandbox container process. The sandboxed computing
environment 220 may be enforced via the sandbox container process. The sandbox container
process may be a security mechanism used to separate resources associated with the sandboxed
computing environment 220 from other applications and/or processes that may be running on the
workspace 216 of the host computer system 212. The sandboxed container process may be
configured to enable one or more applications and/or processes (e.g., such as collaboration
software application 222) being executed within the sandboxed computing environment 220 to
access the resources allocated for operation of the sandbox container process. For example, the
one or more applications and/or processes being operated within the sandboxed computing
environment 220 may be allowed to access memory associated with the sandboxed computing
environment 220. The memory associated with the sandboxed computing environment 220 may
be separate from memory that is configured to enable storage and operation of the workspace
216.

[0048] The workspace 216 may include one or more processes operating within the operating
system 226 that are not restricted by the sandbox container process. The operating system 226 of
the host computer system 212 may include a set of resources configured to enable operation of
the workspace 216 and the sandbox container process. One or more applications and/or processes

(e.g., trusted applications) may be configured to run in the workspace 216.
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[0049] The host computer system 212 may enable the host-based firewall 214. The host-
based firewall 214 may prohibit and/or prevent communication (e.g., direct communication)
between the host computer system 212 and other devices on the network 230. Each device on
the network 230 may include a host-based firewall (e.g., such as the host-based firewall 214).
The host-based firewall 214 may prohibit and/or prevent communication (e.g., direct
communication) between the host computer system 212 and other devices within the network
230. For example, the host-based firewall 214 may be configured to block incoming traffic from
the other devices within the network 230. The host-based firewall 214 may allow traffic
received by the host computer system 212 via one or more predetermined devices and/or ports.
For example, one or more devices (e.g., predetermined devices) on the network 230 may bypass
the host-based firewall 214, for example, using a predetermined set of protocols and/or ports.
The host-based firewall 214 may be configured to allow certain communication between the
workspace 216 (e.g., via the trusted applications) and the network.

[0050] The host-based firewall 214 may be implemented using software and/or hardware.
For example, the host-based firewall 214 may be implemented using software that is
commercially available, for example, such as Symantec Endpoint Protection, MacAfee Host
Based Security Systems, efc. The host-based firewall 214 may be implemented using software
inherent in the operating system 226 of the trusted host computer system 212, for example the
Windows operating system firewall. The host-based firewall 214 may be implemented using
software for configuring and/or implementing restrictive ingress and/or egress policies on the
host computer system 212.

[0051] The host computer system 212 may run the sandboxed computing environment 220,
The sandboxed computing environment 220 may run within the operating system 226 of the host
computer system 212. For example, the sandboxed computing environment 220 may be
configured to run within a second memory space of the host computer system 212. A first
memory space may be configured to enable storage and operation of a workspace configured to
execute a first set of one or more applications and/or processes running on the operating system
226 of the host computer system 212. For example, the collaboration software application 222
may operate within the sandboxed computing environment 220. The sandboxed computing
environment 220 may be prohibited from communicating with other devices within the network
230.

[0052] The collaboration software application 222 may enable the host computer system 212
to participate in a software and/or web-based meeting. The collaboration software application

222 may be configured to enable a device (e.g., a trusted device or an untrusted device) to view,
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via web protocols or other protocols, meeting data associated with the host computer system 212.
The collaboration software application 222 may be configured to enable an untrusted device to
present, via web protocols or other protocols, meeting data to the host computer system 212
and/or any other host computer systems (e.g., trusted or untrusted) that may be participating in a
meeting via web traffic and/or other protocols. The collaboration software application 222 may
be configured to permit an untrusted device to interact with the host computer system 212 via
web protocols or other protocols. For example, the untrusted device may use the collaboration
software application 222 to control a pointer device, a keyboard input, a cut/paste capability,
and/or a file transfer capability on the host computer system 212. Controlling the host computer
system may include, for example, viewing a display of, modifying, interacting with, uploading
data to, and/or downloading data from the host computer system. Operating the collaboration
software application 222 within the sandboxed computing environment 220 may restrict
command and control between the host computing system 212 and the untrusted device to the
sandboxed computing environment 220 and/or the untrusted memory space of the host
computing device 212.

[0053] For example, host computer system 234 may be configured to interact with the host
computer system 212 via the collaboration software application (e.g., multi-user interactive
software application) 222. The host computer system 234 may execute an instance of a
collaboration software application (e.g., such as the collaboration software application 222). The
host computer system 234 may be connected to a disparate network 232. The disparate network
232 may be trusted or untrusted. The host computer system 234 may access the Internet 242 via
the disparate network 232. The host computer system 212 and the host computer system 234
may communicate via the respective collaboration software applications running thereon. The
host computer system 212 may allow the host computer system 234 to access the sandboxed
computing environment 220. For example, the host computer system 212 may allow the host
computer system 234 to access meeting data within the sandboxed computing environment 220.
The host computer system 212 (e.g., the internal isolation firewall 218) may be configured to
prevent the host computer system 234 from accessing the workspace 216.

[0054] If malware is transferred to the host computer system 212 due to interactions with the
host computer system 234, the malware may be isolated to the sandboxed computing
environment 220, which may make it difficult for the malware to infect the workspace 216 of the
host computer system 212 and/or other devices on the network 230. For example, the sandbox
container process may prevent the malware toolset from performing a reconnaissance of the host

computer system 212 to assess what data is available from the host computer system 212, such as
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computing resources, files, network information, additional network connectivity, efc. The
sandbox container process may prevent the malware toolset from performing a reconnaissance of
the network 230, via the host computing device 212. A reconnaissance may be used, for
example, to assess what data is available from the network 230, such as computing resources,
files, network information, additional network connectivity, efc. The sandbox container process
(e.g . the internal isolation firewall 218) may prevent the data on the host computer system 212
and/or the network 230 from being reported back to the host computer system 234, another
device that may have sent the malware to the host computer system 212, and/or any other remote
devices.

[0055] Browser solutions running within the workspace 216 of the host computer system 212
may be utilized for communication between the host computer system 212 and trusted network
destinations. For example, the one or more applications or processes running within the
workspace 216 of the host computer system 212 may enable access to the trusted network
destinations.

[0056] The sandboxed computing environment 220 and/or the sandbox container process
may be implemented using software and/or hardware. For example, the sandboxed computing
environment 220 and/or the sandbox container process may be implemented using software that
i1s commercially available, for example, such as Invincea Endpoint Protection, Tanium Endpoint
Platform, Bromium Advanced Endpoint Security, etc.

[0057] The sandboxed computing environment 220 may provide separate and/or isolated
memory space from the workspace 216 of the host computer system 212. For example, the
sandboxed computing environment 220 may be enforced using a sandbox container process. The
sandbox container process may segregate the workspace 216 from the sandboxed computing
environment 220. The first memory space (e.g., the workspace memory) may enable storage
and/or operation of the workspace 216. The operating system 226 may enable operation of the
sandboxed computing environment 220. The second memory space may enable storage and/or
operation of one or more applications and/or processes associated with the sandboxed computing
environment 220. For example, the second memory space may be reserved for storage and/or
operation of the applications and/or processes running within the sandboxed computing
environment 220. The sandbox container process may isolate the first memory space and the
second memory space. For example, the sandbox container process may enable the internal
isolation firewall 218. The internal isolation firewall 218 may enforce a separation of the first
and second memory spaces. For example, the internal isolation firewall 218 may allow a

predefined set of processes to be executed within the sandboxed computing environment 220.
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The internal isolation firewall 218 may prevent execution, in the sandboxed computing
environment 220, of any processes outside of the predefined set of processes. The second
memory space may be referred to as a separate and/or isolated memory space. The sandbox
container process may segregate the second memory space, any additional processes and/or
memory usage required for usage of untrusted network destination related content during an
established communication session. Separation and/or isolation of computer resources may be
referred to as a virtual air gapped solution. The first memory space and the second memory
space may be separate physical memory locations. The first memory space and the second
memory space may be collocated on a physical memory.

[0058] If malware in a sandboxed computing environment 220 is able to access the
resources, assets, and/or files of the operating system 226, the host computer system 212 may be
considered infected and untrusted. For example, the malware may bypass the internal isolation
firewall 218 via explicit user input. The host-based firewall 214 may prohibit the introduced
malware from communicating with any other device on the network 230. For example, the host-
based firewall 214 may be configured to block incoming traffic from the network 230.

[0059] Malware may be introduced to the operating system 226 from a source other than
communication with the Intemet 242. For example, malware may be introduced to the operating
system 226 via an infected email, an infected USB memory stick, and/or another infected
hardware device.

[0060] An infected and/or untrusted host computer system (e.g., regardless of the introduced
malware’s vector) may have no communication (e.g., direct communication) with the Internet
242. For example, the border firewall (not shown) may prevent the infected and/or untrusted
host computer system from communicating with the Internet 242. Without a connection to (e.g.,
communication with) the Internet 242, the introduced malware may be prevented from
performing many toolset functions described herein or any other function that an enslaved,
infected and/or untrusted host computer system may perform. Without a connection to the
Internet 242, the introduced malware may not be able to transfer any data from the infected
and/or untrusted host computer system to the Internet 242.

[0061] The host computer system 212 and/or the network 230 may limit the adverse effects
associated with a received malware. For example, the host computer system 212 and/or the
network 230 may prevent the received malware from using its vector to communicate data from
the host computer system 212.

[0062] Malware introduced to the operating system 226 of the host computer system 212

may be prevented from accessing one or more other participants of a meeting associated with the
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collaboration software application 222. For example, the internal isolation firewall 218 may
prevent malware in the trusted memory space of the host computer system 212 from infecting the
host computer system 234. The internal isolation firewall 218 may prevent malware in the
trusted memory space of the host computer system 212 from initiating a data transfer to and/or
from the host computer system 234 and/or another remote device. The internal isolation firewall
218 may be configured to prevent establishment of a communication channel for malware to
interact with an untrusted device (e.g., such as the host computer system 234).

[0063] An author of the malware may not be aware of any level of efficacy of the introduced
malware and/or its successful attack vector. The host computer system 212 and/or the network
230 may prevent data of an infected and/or untrusted host computer system that may have been
compromised and/or collected by the malware from being communicated to the author of the
malware. For example, the host computer system 212 may prevent communication between an
infected and/or untrusted host computer system and the Internet 242 (e.g., the author of the
malware via the Internet 242).

[0064] FIG. 3 depicts an example host computer system 312 (e.g., such as the host computer
system 212 shown in FIG. 2) configured to participate in a software based meeting with one or
more other host computer systems, the example host computer system 312 using a sandbox
based network isolation system. The host computer system 312 may be configured to connect to
a network 330. The network 330 may be a local area network (LAN), a wide area network
(WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud
computing network, a data center, an ad-hoc network, a satellite network, a cable modem
network, efc. The network 330 may include a plurality of physical and/or virtual devices. The
network 330 may include a plurality of host computer systems. Each of the host computer
systems may transmit electrical data signals to one or more other host computer systems on the
network 330. The network 330 may send web traffic and/or other protocols (e.g., to support
remote meeting software applications) to one or more untrusted network destinations using one
or more of a border firewall 338 or a web proxy 336. For example, the network 330 may access
the internet 342 and/or another host computer system 310 via the network 330, the border
firewall 338, and/or the web proxy 336.

[0065] The host computer system 312 may include a host-based firewall 314, an operating
system 326, a sandboxed computing environment 320, an internal isolation firewall 318, and a
workspace 316. The host computer system 312 may be any host computer system, such as a cell
phone, a pager, a personal computer (PC), a laptop, a vehicle computer system, a kiosk computer

system, a server, a workstation, a tablet, a smartphone, a router, a controller, a microcontroller,
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and/or any other processing and/or communication device. The host computer system 312 may
be operatively connected with one or more user-accessible data entry devices, a display device
viewable by a user, and/or a computer-accessible data storage. One or more application
programs may run on the operating system 326.

[0066] As an example, the trusted host computer system 312 may be a PC, with 4 GB RAM
and 146 GB hard disk computer-accessible storage, a monitor, a keyboard, and a mouse. The
operating system 326 may be Windows-based, Linux-Based, Macintosh-based, and/or the like.
The computer-accessible storage may store data corresponding to one or more software programs
(e.g, computer-readable instructions) stored on the trusted host computer system 312 for
common operation. The software programs may include word processing programs, accounting
programs, remote connectivity programs, and/or other types of applications.

[0067] The host computer system 312 may be configured to isolate communication with
untrusted network destinations. The host computer system 312 may isolate communication with
untrusted network destinations using one or more of the host-based firewall 314, a border
firewall 338, a web proxy 336, an internal isolation firewall 318, or a segregation of untrusted
memory space.

[0068] The host computer system 312 may enable a host-based firewall 314. The host-based
firewall 314 may prohibit and/or prevent communication (e.g., direct communication) between
the host computer system 312 and other devices connected to the network 330. The host-based
firewall 314 may prohibit and/or prevent communication (e.g., direct communication) between
the host computer system 312 and other devices within the network 330. For example, the host-
based firewall 314 may be configured to block incoming traffic from the other devices within the
network 330. The host-based firewall 314 may allow traffic to be received by the host computer
system 312 via one or more predetermined devices and/or ports. For example, one or more
devices (e.g., predetermined devices) on the network 330 may bypass the host-based firewall
314, for example, using a predetermined set of protocols and/or ports.

[0069] The host-based firewall 314 may be implemented using software and/or hardware.
For example, the host-based firewall 314 may be implemented using software that is
commercially available, for example, such as Symantec Endpoint Protection, MacAfee Host
Based Security Systems, efc. The host-based firewall 314 may be implemented using software
inherent in the operating system 326 of the host computer system 312, for example the Windows
operating system firewall. The host-based firewall 314 may be implemented using software for
configuring and/or implementing restrictive ingress and/or egress policies on the host computer

system 312.
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[0070] The sandboxed computing environment 320 may include resources (e.g., a limited set
of resources) allocated to operation of a sandbox container process. The sandboxed computing
environment 320 may be enforced via the sandbox container process. The sandbox container
process may be a security mechanism used to separate resources associated with the sandboxed
computing environment 320 from other applications and/or processes that may be running on the
workspace 316 of the host computer system 312. The sandboxed container process may be
configured to enable one or more applications and/or processes (e.g., such as collaboration
software application 322) being executed within the sandboxed computing environment 320 to
access the resources allocated for operation of the sandbox container process. For example, the
one or more applications and/or processes being operated within the sandboxed computing
environment 320 may be allowed to access memory associated with the sandboxed computing
environment 320. The memory associated with the sandboxed computing environment 320 may
be separate from memory that is configured to enable storage and operation of the workspace
316.

[0071] The workspace 316 may include one or more processes operating within the operating
system 326 that are not restricted by the sandbox container process. The operating system 326 of
the host computer system 312 may include a set of resources configured to enable operation of
the workspace 316 and the sandbox container process.

[0072] The host computer system 312 may run the sandboxed computing environment 320.
The sandboxed computing environment 320 may run within the operating system 326 of the host
computer system 312. For example, the sandboxed computing environment 320 may be
configured to run within a second memory space of the host computer system 312. A first
memory space may be configured to enable storage and operation of a workspace configured to
execute a first set of one or more applications and/or processes running on the operating system
326 of the host computer system 312. For example, the collaboration software application 322
may operate within the sandboxed computing environment 320. The sandboxed computing
environment 320 may be prohibited from communicating with other devices within the network
330.

[0073] The collaboration software application 322 may be configured to enable a device
(e.g., atrusted device or an untrusted device) to view, via web protocols or other protocols,
meeting data associated with the host computer system 312. The collaboration software
application 322 may be configured to enable an untrusted device to present, via web protocols or
other protocols, meeting data to the host computer system 312 and/or any other host computer

systems (e.g., trusted or untrusted) that may be participating in a meeting via web traffic and/or
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other protocols. The collaboration software application 322 may be configured to permit an
untrusted device to interact with the host computer system 312 via web protocols or other
protocols. For example, the untrusted device may use the collaboration software application 322
to control a pointer device, a keyboard input, a cut/paste capability, and/or a file transfer
capability on the host computer system 312. Controlling the host computer system may include,
for example, viewing a display of, modifying, interacting with, uploading data to, and/or
downloading data from the host computer system. Operating the collaboration software
application 322 within the sandboxed computing environment 320 may restrict command and
control between the host computing system 312 and the untrusted device to the sandboxed
computing environment 320 and/or the untrusted memory space of the host computing device
312.

[0074] For example, host computer system 310 may be configured to interact with the host
computer system 312 via the collaboration software application 322. The host computer system
310 may execute an instance of a collaboration software application (e.g., such as the
collaboration software application 322). The host computer system 310 may be connected to a
disparate network 332. The disparate network 332 may be trusted or untrusted. The host
computer system 310 may access the Internet 342 via the disparate network 332. The host
computer system 312 and the host computer system 310 may communicate via the respective
collaboration software applications running thereon. The host computer system 312 may allow
the host computer system 310 to access the sandboxed computing environment 320. For
example, the host computer system 312 may allow the host computer system 310 to access
meeting data within the sandboxed computing environment 320. The host computer system 312
(e.g . the internal isolation firewall 318) may be configured to prevent the host computer system
310 from accessing the workspace 316.

[0075] If malware is transferred to the host computer system 312 due to interactions with the
host computer system 310, the malware may be isolated to the sandboxed computing
environment 320, which may make it difficult for the malware to infect the workspace 316 of the
host computer system 312 and/or other devices on the network 330. For example, the sandbox
container process may prevent the malware toolset from performing a reconnaissance of the host
computer system 312 to assess what data is available from the host computer system 312, such as
computing resources, files, network information, additional network connectivity, efc. The
sandbox container process may prevent the malware toolset from performing a reconnaissance of
the network 330, for example, via the host computing device 312. A reconnaissance of the

network 330 may be used to assess what data is available from the network 330, such as
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computing resources, files, network information, additional network connectivity, efc The
sandbox container process (e.g., the internal isolation firewall 318) may prevent the data on the
host computer system 312 and/or the network 330 from being reported back to the host computer
system 310, another device that may have sent the malware to the host computer system 312,
and/or any other remote devices.

[0076] Browser solutions running within the workspace 316 of the host computer system 312
may be utilized for communication between the host computer system 312 and trusted network
destinations. For example, the one or more applications or processes running within the
workspace 316 of the host computer system 312 may enable access to the trusted network
destinations.

[0077] The border firewall 338 may enable isolation of the host computer system 312 (e.g.,
the workspace 316) from one or more untrusted network destinations. The border firewall 338
may be configured to restrict traffic to the untrusted network destinations (e.g., the Internet 242)
from the web proxy 336 and/or the network 330. The host computer systems 312 may access a
whitelisted web server and/or an untrusted web server via a web proxy device 336, for example,
via the border firewall 338. The border firewall 338 may be configured to block communication
between the host computer system 312 and one or more untrusted network destinations, for
example, the Internet 342. For example, the border firewall 338 may be configured to block
untrusted traffic that is not routed through the web proxy 336. The border firewall 338 may be
configured to block untrusted traffic that is not received from one or more predetermined
devices. The border firewall 338 may be configured to block untrusted traffic that is not
received via one or more predetermined network ports.

[0078] FIG. 4 depicts an example host computer system 412 (e.g., such as the host computer
system 212 shown in FIG. 2 and/or the host computer system 312 shown in FIG. 3) configured to
enable separate sandboxed computing environments 420A, 420B, the example host computer
system 412 using a sandbox based network isolation system. The host computer system 412 may
be configured to connect to a network 430. The network 430 may be a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers
line (DSL) network, a cloud computing network, a data center, an ad-hoc network, a satellite
network, a cable modem network, efc. The network 430 may include a plurality of physical
and/or virtual devices. The network 430 may include a plurality of host computer systems. Each
of the host computer systems may transmit electrical data signals to one or more other host
computer systems on the network 430. The network 430 may send web traffic to one or more

untrusted network destinations using one or more of a border firewall 438, a web proxy 436, or a
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termination device 440. For example, the network 430 may access the internet 442 and/or
another host computer system 410 via the network 430, the border firewall 438, the web proxy
436, and/or the termination device 440.

[0079] The host computer system 412 may include a host-based firewall 414, an operating
system 426, a first sandboxed computing environment 420A, a second sandboxed computing
environment 420B, a first internal isolation firewall 418A, a second internal isolation firewall
418B, and a workspace 416. The host computer system 412 may be any host computer system,
such as a cell phone, a pager, a personal computer (PC), a laptop, a vehicle computer system, a
kiosk computer system, a server, a workstation, a tablet, a smartphone, a router, a controller, a
microcontroller, and/or any other processing and/or communication device. The host computer
system 412 may be operatively connected with one or more user-accessible data entry devices, a
display device viewable by a user, and/or a computer-accessible data storage. One or more
application programs may run on the operating system 426.

[0080] As an example, the trusted host computer system 412 may be a PC, with 4 GB RAM
and 146 GB hard disk computer-accessible storage, a monitor, a keyboard, and a mouse. The
operating system 426 may be Windows-based, Linux-Based, Macintosh-based, and/or the like.
The computer-accessible storage may store data corresponding to one or more software programs
(e.g, computer-readable instructions) stored on the trusted host computer system 412 for
common operation. The software programs may include word processing programs, accounting
programs, remote connectivity programs, and/or other types of applications.

[0081] The host computer system 412 may be configured to isolate communication with
untrusted network destinations. The host computer system 412 may isolate communication with
untrusted network destinations using one or more of the host-based firewall 414, the border
firewall 438, the web proxy 436, the termination device 440, the first internal isolation firewall
418 A, the second internal isolation firewall 418B, or a segregation of untrusted memory space.
[0082] The host computer system 412 may enable a host-based firewall 414. The host-based
firewall 414 may prohibit and/or prevent communication (e.g., direct communication) between
the host computer system 412 and other devices connected to the network 430. The host-based
firewall 414 may prohibit and/or prevent communication (e.g., direct communication) between
the host computer system 412 and other devices within the network 430. For example, the host-
based firewall 414 may be configured to block incoming traffic from the other devices within the
network 430. The host-based firewall 414 may allow traffic to be received by the host computer

system 412 via one or more predetermined devices and/or ports. For example, one or more
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devices (e.g., predetermined devices) on the network 430 may bypass the host-based firewall
414, for example, using a predetermined set of protocols and/or ports.

[0083] The host-based firewall 414 may be implemented using software and/or hardware.
For example, the host-based firewall 414 may be implemented using software that is
commercially available, for example, such as Symantec Endpoint Protection, MacAfee Host
Based Security Systems, efc. The host-based firewall 414 may be implemented using software
inherent in the operating system 426 of the host computer system 412, for example the Windows
operating system firewall. The host-based firewall 414 may be implemented using software for
configuring and/or implementing restrictive ingress and/or egress policies on the host computer
system 412.

[0084] The workspace 416 may include one or more processes operating within the operating
system 426 that are not restricted by the sandbox container process. The operating system 426 of
the host computer system 412 may include a set of resources configured to enable operation of
the workspace 416 and the sandbox container processes. A first memory space may be
configured to enable storage and operation of a workspace configured to execute a first set of one
or more applications and/or processes running on the operating system 426 of the host computer
system 412.

[0085] The host computer system 412 may enable a plurality of sandboxed computing
environments, for example, such as sandboxed computing environments 420A, 420B. For
example, the host computer system 412 may run a first sandboxed computing environment 420A
and a second sandboxed computing environment 420B. The host computer system may enable
an untrusted memory space for each respective sandboxed computing environment. For
example, the first sandboxed computing environment 420A may be configured to run within a
second memory space of the host computer system 412 and the second sandboxed computing
environment 420B may be configured to run within a third memory space of the host computer
system 412. Each of the plurality of sandboxed computing environments may be configured for
a different type of application. For example, the first sandboxed computing environment 420A
may be configured to enable a browser application 422 A to operate therein. As another example,
the second sandboxed computing environment 420B may be configured to enable a collaboration
software application 422B to operate therein.

[0086] The first sandboxed computing environment 420A may include resources (e.g., a
limited set of resources) allocated to operation of a first sandbox container process. The first
sandboxed computing environment 420A may be enforced via the first sandbox container

process. The sandbox container process may be a security mechanism used to separate resources
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associated with the first sandboxed computing environment 420A from other applications and/or
processes that may be running on any other memory space, for example the workspace 416 of
the host computer system 412. The sandboxed container process may be configured to enable
one or more applications and/or processes (e.g., such as a browser application 422A) being
executed within the first sandboxed computing environment 420A to access the resources
allocated for operation of the first sandbox container process. For example, the one or more
applications and/or processes being operated within the first sandboxed computing environment
420A may be allowed to access memory associated with the first sandboxed computing
environment 420A. The memory associated with the first sandboxed computing environment
420A may be separate from memory that is configured to enable storage and operation of the
workspace 416 and/or any other sandbox computing environments, for example 420B.
Separation of the first sandboxed computing environment 420A and the workspace 416 and/or
any other sandbox computing environments, for example 420B may be enforced by a first
internal isolation firewall 418A.

[0087] The second sandboxed computing environment 420B may include resources (e.g., a
limited set of resources) allocated to operation of a second sandbox container process. The
second sandboxed computing environment 420B may be enforced via the second sandbox
container process. The second sandbox container process may be a security mechanism used to
separate resources associated with the second sandboxed computing environment 420B from
other applications and/or processes that may be running on any other memory space, for example
the workspace 416 of the host computer system 412. The second sandboxed container process
may be configured to enable one or more applications and/or processes (e.g., such as a
collaboration software application 422B) being executed within the second sandboxed
computing environment 420B to access the resources allocated for operation of the second
sandbox container process. For example, the one or more applications and/or processes being
operated within the second sandboxed computing environment 420B may be allowed to access
memory associated with the second sandboxed computing environment 420B. The memory
associated with the second sandboxed computing environment 420B may be separate from
memory that is configured to enable storage and operation of the workspace 416 and/or any other
sandbox computing environments, for example 420A. Separation of the second sandboxed
computing environment 420B and the workspace 416 and/or any other sandbox computing
environments, for example 420A may be enforced by a second internal isolation firewall 418B.
[0088] The first internal isolation firewall 418 A and/or the second internal isolation firewall

418B may enforce separation of the first sandboxed computing environment 420A and the
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second sandboxed computing environment 420B. For example, the first internal isolation
firewall 418 A and/or the second internal isolation firewall 418B may prevent first sandboxed
computing environment 420A and the second sandboxed computing environment 420B from
exchanging data.

[0089] The collaboration software application 422B may be configured to enable a device
(e.g., atrusted device or an untrusted device) to view, via web protocols or other protocols,
meeting data associated with the host computer system 412. The collaboration software
application 422B may be configured to enable an untrusted device to present, via web protocols
or other protocols, meeting data to the host computer system 412 and/or any other host computer
systems (e.g., trusted or untrusted) that may be participating in a meeting via web traffic and/or
other protocols. The collaboration software application 422B may be configured to permit an
untrusted device to interact with the host computer system 412 via web protocols or other
protocols. For example, the untrusted device may use the collaboration software application
422B to control a pointer device, a keyboard input, a cut/paste capability, and/or a file transfer
capability on the host computer system 412. Operating the collaboration software application
422B within the second sandboxed computing environment 420B may restrict command and
control between the host computing system 412 and the untrusted device to the sandboxed
computing environment 420B and/or the untrusted memory space of the host computing device
412.

[0090] For example, host computer system 410 may be configured to interact with the host
computer system 412 via the collaboration software application 422B. The host computer
system 410 may execute an instance of a collaboration software application (e.g., such as the
collaboration software application 422B). The host computer system 410 may be connected to a
disparate network 432. The disparate network 432 may be trusted or untrusted. The host
computer system 410 may access the Internet 442 via the disparate network 432. The host
computer system 412 and the host computer system 410 may communicate via the respective
collaboration software applications running thereon. The host computer system 412 may allow
the host computer system 410 to access the second sandboxed computing environment 420B.
For example, the host computer system 412 may allow the host computer system 410 to access
meeting data within the second sandboxed computing environment 420B. The host computer
system 412 (e.g., the second internal isolation firewall 418B) may be configured to prevent the
host computer system 410 from accessing the workspace 416. The host computer system 412
may be configured to prevent the host computer system 410 from accessing any other sandbox

computing environment operating on the host computer system 412. Each sandboxed computing
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environment operation on the host computer system 412 may be protected by a respective
internal isolation firewall. For example, the respective internal isolation firewalls may prevent
the host computer system 410 from accessing any of the sandboxed computing environments
operating on the host computer system 412.

[0091] The termination device 440 may enable access to a public or private network. The
termination device 440 may be associated with the collaboration software application 422B. The
termination device 440 may be located at the edge of the public or private network and may
enable remote access to the public or private network. The termination device 440 may provide
authentication associated with the collaboration software application 422B. The termination
device 440 may enable access to the second sandboxed computing environment 420B. For
example, the second sandboxed computing environment 420B may authenticate with the
termination device. The host computer system 412 may communicate with the host computer
system 410 via the termination device 440, the border firewall 438, the Internet 442, and/or the
disparate network 432.

[0092] If malware is transferred to the host computer system 412 due to interactions with the
host computer system 410, the malware may be isolated to the second sandboxed computing
environment 420B, which may make it difficult for the malware to infect the workspace 416 of
the host computer system 412 and/or other devices on the network 430. For example, the second
sandbox container process may prevent the malware toolset from performing a reconnaissance of
the host computer system 412 to assess what data is available from the host computer system
412, such as computing resources, files, network information, additional network connectivity,
efc. The second sandbox container process (e.g., the second internal isolation firewall 418B)
may prevent the data on the host computer system 412 and/or the network 430 from being
reported back to the host computer system 410, another device that may have sent the malware to
the host computer system 412, and/or any other remote devices. The sandbox container process
may prevent the malware toolset from performing a reconnaissance of the network 430, for
example, via host computing device 412. A reconnaissance of the network 430 may be used to
assess what data is available from the network 430, such as computing resources, files, network
information, additional network connectivity, efc

[0093] Browser solutions running within the workspace 416 of the host computer system 412
may be utilized for communication between the host computer system 412 and trusted network
destinations. For example, the one or more applications or processes running within the
workspace 416 of the host computer system 412 may enable access to the trusted network

destinations.
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[0094] The border firewall 438 may enable isolation of the host computer system 412 (e.g.,
the workspace 416) from one or more untrusted network destinations. The border firewall 438
may be configured to restrict traffic to the untrusted network destinations (e.g., the Internet 442)
from the web proxy 436 and/or the network 430. The host computer systems 412 may access a
whitelisted web server and/or an untrusted web server via a web proxy device 436, for example,
via the border firewall 438. The border firewall 438 may be configured to block communication
between the host computer system 412 and one or more untrusted network destinations, for
example, the Internet 442. For example, the border firewall 438 may be configured to block
untrusted traffic that is not routed through the web proxy 436. The border firewall 438 may be
configured to block untrusted traffic that is not received from one or more predetermined
devices. The border firewall 438 may be configured to block untrusted traffic that is not
received via one or more predetermined network ports.

[0095] The terms used herein should be seen to be terms of description rather than of
limitation. It is understood that those of skill in the art with this disclosure may devise
alternatives, modifications, or variations of the principles of the invention. It is intended that all
such alternatives, modifications, or variations be considered as within the spirit and scope of this
invention, as defined by the following claims.

[0096] Embodiments may take the form of a tangible computer-usable or compuier-readable
medium providing prograrm code for use by or in connection with a computer or any justruchion
execution system. Examples of a computer-usable or computer-readable medium include
tangible computer media such as semiconductor or solid state memory, magnetfic fape, a
removable computer diskette, a random access memory {RAM), a read-only memory (ROM3, a
rigid magnetic disk and an optical disk. Current examples of optical disks include corapact disk-
read only memory (CD-ROM), compact disk-read/write (CD-R/W) and DVD. A processor may
be configured to execute nstractions stored in memory to perform the various functions and/or

functional modules described herein,
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Application Information:

Title of the Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Attorney Docket Number| LCOM_ENT_Collab_USO01 Small Entity Status Claimed [ |

Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) 4 Suggested Figure for Publication (if any) | 2

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). )
Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country B

filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

] 35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. . Attorney Docket Number | LCOM_ENT_Collab_US01
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: (® Customer Number (O US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 15027

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status [ Pending

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Claims benefit of provisional 62564371 2017-09-28

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)‘ the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.
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. . Attorney Docket Number
Application Data Sheet 37 CFR 1.76

LCOM_ENT_Collab_US01

Application Number

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition

Applications

[] 16, 2013.

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. . Attorney Docket Number | LCOM_ENT_Collab_US01
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number | LCOM_ENT_Collab_US01

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; orthe name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

O Assignee (O Legal Representative under 35U.S.C. 117 (O Joint Inventor

@ Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name L3 Technologies, Inc.

Mailing Address Information For Applicant:

Address 1 600 Third Avenue

Address 2

City New York State/Province NY
Country | US Postal Code 10016
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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. . Attorney Docket Number | LCOM_ENT_Collab_US01
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application

publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X
Organization Name

L3 Technologies, Inc.

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1 600 Third Avenue

Address 2

City New York State/Province NY
Countryi us Postal Code 10016

Phone Number

Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Benjamin Chalfin/ Date (YYYY-MM-DD)| 2018-09-25

First Name | Benjamin Last Name Chalfin Registration Number | 74181

Additional Signature may be generated within this form by selecting the Add button.
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Attorney Docket Number

LCOM_ENT_Collab_US01

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE

This collection of information is required by 37 CFR 1.76. The information is required

to obtain or retain a benefit by the public which

is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This

collection is estimated to take 23 minutes to complete, including gathering, preparing,

and submitting the completed application data

sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to

complete this form and/or suggestions for reducing this burden, should be sent to the

Chief Information Officer, U.S. Patent and

Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR

COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 Theinformation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6. Arecordin this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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Substitute Form for PTG/AIANT

4 DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN ™
&\ APPLICATION DATA SHEET (37 CFR 1.76) ;

‘ Title of NETWORK ISCLATION FOR COLLABORATION SOFTWARE
- invention

As the below named inventor, | hereby declars that:

This declaration
is directed to: ¥ The altached application, or

[0 United Stetes application or PCT international application number e

filed on |

The above-identified application was made or authorized to be made by me.

i belisve that | am the original inventor or an original joint inventor of a dsimed invention in the application.
| have reviewed and understand the contents of the above-identified application, including the claims.

| acknowledge the duly to diaciose to the United States Palent and Trademark Office all information known o me o be material
to patentability as defined in 37 CFR 1.88, including for continuation-in-part applications, material information which bacame
- available betwesn the filing date of the prior application and the national or PCT International filing date of the continuation-in-

- part application.

{ hereby acknowladge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (8} years, or both.

WARNING:

Patitioner/applicant is cautioned 1o avoid submitting personal information in documents filed in a patent application that may »
contribute 1o identity theR. Personal information such as soclal security numbers, bank account numbers, or credit card numbars |
{other than a check or cradit card authorization form PTO-2038 submitted for payment purposes) is never required by the
USPTO to support a patition or an application. if this type of personal information s included In documents submitted to the
USPTO, petitionersfapplicants should consider radacting such personal information from the documents before submiting them
to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of
the application {unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furtharmore, the record from an abandoned application may also be available 1o the public if the application is
referenced in a published application or an issued patent {see 37 CFR 1.14). Checks and cradit card authorization forms
BTO-2038 submitied for payment purposes are not retained in the application file and therafore are not publicly avaliable.

LEGAL NAME OF INVENTOR

Note: An application data sheet (PTO/AIAM4 or equivalent), including naming the sntire inventive entity, must accompany this form.
Usa an additional Substitute Form for PTO/SB/AIADT for each additional inventor,

Thiz coliection of information is required by 55 LL8.C. 115 and 37 CFR 1.63. The information is required to obiain or retain a benefit by the public which is 1o Tilg
{and by the USPTO o process) an apphication. Confidentiality is governed by 35 U.S.C. 122 and 37 OFR 1.11 and 1.14.
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Subsiitute Form for PTO/AIANT

¢ DECLARATION (37 CFR 1.83} FOR UTILITY OR DESIGN APPLICATION USING AN h

i\\ APPLICATION DATA SHEET (37 CFR 1.78} J

- Title of  INETWORK ISOLATION EOR COLLABORATION SOFTWARE
invention

As the below named inventor, | hereby declare thatl:

This declaration
is directed to: The attached appilication, or

1 United States application or PCT international application number

filed on

The above-identified application was made or authorized (o be made by me.

| pelieve that | am the original inventor or an original joint invenior of a dlaimed invention in the application.
| have reviewsd and understand the contents of the above-identifiad application, Including the claims.

- | acknowledge the duty to disclose to the United States Patant and Trademark Office all information known o me o be material
to patentability as defined in 37 CFR 1.56, including for continuation-in-part applications, materia! information which bacame
available between the filing date of the prior application and the national or PCT International filing dale of the continuation-in-
part application.

| hereby acknowladge that any willful false statement made in this declaration Is punishable under 18 U.S.C. 1001
by fing or imprisonment of not more than five {5) years, or both.

WARNING:

Pstitioner/applicant is cautioned 1o avoid submitting personal information in dosuments filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTO-2038 submitied for payment purposes) is never required by the
USPTO to support a petition or an application. [f this type of personal information Is included in documents submitted to the
USPTO, petiicnersfapplicants should consider redacting such personal information from the documents before submitting them
1o the USPTO. Petitionerapplicant is advised that the record of a patent application is avaiiable to the public afler publication of
the application (unless a non-publication request in compliance with 37 CFR 1.213(a} is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent {see 37 CFR 1.14). Checks and credit card authorization forms
PT(-2038 submitted for payment purposes are not refeined in the application file and therefore are not publicly available,

LEGAL NAME OF INVENTOR

inventor: Petar Martz % " 3 _ Date .

Signatura: »

Note: An application data sheet (PTO/AIAM4 or equivalent), including naming the entire inventive entity, must accompany this form.
Use an additiona! Substitute Form for PTO/SB/AIADT for each sdditional Inventar.

This coliection of information is required by 35 U.S.C. 115 and 37 CFR 1.83. The information is required to obtain or retain a benefit by the public which is to fle
{and by the LUSPTO to process) an application. Confidentiality Is governed by 35 US.C. 122 and 37 OFR 117 and 1.14.
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Substitute Form for PTOAIAM

s

\.\

Title of INFTWORKISQLATION FOR COLLABORATION SOFTWARE
invention

As the below named inventor, | hereby declare that:

This declaration
is directed {o: X The attached application, or

1 United Stales application or PCT international application number

filad on

The above-identified application was made or authorized to be made by me,

| betfieve that | am the original inventor or an original joint inventor of a claimed invention in the application,
| have reviewed and understand the contents of the shove-identified application, including the claims.

' { acknowiedge the duty fo disclose to the United States Patent and Trademark Office alt information known to me 1o be material
. {0 patentability as defined in 37 GFR 1.86, including for continuation-in-part applications, material information which became
- available between the filing date of the prior application and the national or PCT Infernational filing date of the continuation-in-

part application.

| hareby acknowledge that any willhl false statement made in this declaration is punishable under 18 U.8.C. 1001
by fing or imprisonment of not more than five {8) years, or both.

WARNING:

Patitioner/applicant is cautioned o avoid submitling personal information in documents fled in a patent application that may
contribule to identity theft. Personal information such as sacial secusity numbers, bank account numbers, o credit card numbers
{other than a chack or credit card authorization form PTC-2038 submitted for payment purposes) is never required by the
USPTO i support a pelition or an application. 1f this type of personal information is included in documents submitied o the
USFTO, petitioners/applicants should consider redacting such personal information from the documents before submitiing them
i the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of
the application {unless a non-publication request in compliance with 37 CFR 1.213(a} is mads in the application) or issuance of a
patent. Furthenmore, the record from an abandoned application may alsc be avallable 1o the public if the application is
referenced in a published application or an issued patent (sse 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitied for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Data: N=8f—§%

irventor:, Kennsth Motz

R
e

Signaturs:

pote: An application data sheet (FTO/AIAM 4 or equivalent), including naming the entire Inventive entity. must accompany this form.
Use an addifional Substitute Fonm for FTO/SB/AIADY for each additional inventor.

{and by the USPTE fo process) an applicetion. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14,
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DocCode — SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 16141535 Document Date: 09/25/2018

The presence of this form in the IFW record indicates that the following document type was received
in electronic format on the date identified above. This content is stored in the SCORE database.

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is
recorded in PALM, and no paper documents or physical media exist. The TIFF images in the IFW
record were created from the original documents that are stored in SCORE.

Drawing

At the time of document entry (noted above):

e USPTO employees may access SCORE content via eDAN using the Supplemental Content
tab, or via the SCORE web page.

e External customers may access SCORE content via PAIR using the Supplemental Content
tab.

Form Revision Date: August 26, 2013
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
16/141,535 09/25/2018 2447 1720 LCOM_ENT_Collab_USO1 17 3
CONFIRMATION NO. 7622
15027 FILING RECEIPT
Condo Roccia Koptiw LLP
1800 JFK Boulevard AN LG CM A ARALH R VAR
Suite 1700

Philadelphia, PA 19103
Date Mailed: 10/17/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Glenn Coleman, Berwyn, PA;

Peter Martz, Marlton, NJ;

Kenneth Moritz, Lansdowne, PA;
Applicant(s)

L3 Technologies, Inc., New York, NY
Assignment For Published Patent Application

L3 Technologies, Inc., New York, NY

Power of Attorney: The patent practitioners associated with Customer Number 15027

Domestic Priority data as claimed by applicant
This appln claims benefit of 62/564,371 09/28/2017

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate,
complete, reliable or fit for specific purposes. Critical decisions, such as commercially relevant or
financial decisions, should not be based on machine-translation output.

DESCRIPTION RU2406138

SYSTEM OF SECURITY OF THE VIRTUALIZED COMPUTER SYSTEM

The invention relates to the security of computer systems, namely, to the security systems of
virtualized computer systems, and can be used in computer devices of various types with different
architectural and operating systems that support virtualization capabilities.

The approach to virtualization capabilities associated with a virtual machine monitor (VMM) is in
fact a typical way to create multiple virtual machines on a single real hardware platform. A virtual
machine monitor is a computer program that performs full or partial monitoring of the resources of
a real computer system. It provides an isolated environment by virtualizing hardware resource
data. A virtualized environment is called a virtual machine (VM). A virtual machine can access
virtual resources. Attempts to access virtual resources for virtual machines are controlled by the
security subsystem. At the same time, from the point of view of the security subsystem, the virtual
machine is the subject of the operation of circulation, and the resource to which it refers, the
object. The security subsystem contains several (one or more) different elements, called security
modules. When a virtual machine monitor organizes access to system resources, security
modules decide to access subjects to objects based on the loaded security policy.

The security subsystem receives these decisions in a certain sequence and takes the final
decision on their basis. In existing virtualization systems, the security module interrogation
sequence is hard-coded. The performance aspect is not taken into account or it is determined
empirically in determining this sequence. Since decisions can be made very often and the
sequence of interrogation of security modules may not be optimal, this can lead to a significant
deterioration in the system's performance: a reduction in overall performance and response time.
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The Xen virtualization system with the sHype security subsystem, developed by IBM, is well
known (cf. Research Report RC23629: R.Sailer, T.Jaeger, E.Valdez, R.Perez, S.Berger, JL Giriffin,
L. van Doorn: Building a MAC-based Security Architecture for the Xen Opensource Hypervisor [1]
and the Research Report RC23511: R.Sailer, E.Valdez, T.Jaeger, R.Perez, L. van Doorn,
JLGriffin, S.Berger: sHype: Secure Hypervisor Approach to Trusted Virtualized Systems [2]). The
sHype architecture (IBM) supports the implementation of various security modules (Chinese Wall,
Biba, Bell-LaPadula, etc.).

The closest to the claimed invention is the security system of a virtualized computer system
described in patent EP 2,037,657 [3], comprising a hardware associated with at least one virtual
machine via a virtual machine monitor, wherein the virtual machine is configured to forward an
access request to a virtual machine monitor configured to process the access request. This
system was chosen as a prototype of the claimed invention.

The architecture of the analog and prototype systems described above assumes that the
sequence of obtaining solutions from the security modules is based on the required security and is
hard-coded. The performance aspect is not taken into account or it is determined empirically,
which may not correspond to the real state. In systems with this architecture, overall system
performance and system response time may deteriorate, especially if several complex security
modules are used. In addition, this architecture does not provide functionality for recording events
that occur in the security system.

The aim of the claimed invention is to create a security system for a virtualized computer system
with increased performance and reduced response time.

The task is solved by creating an optimized sequence of polling the security modules and
interrogating the modules in this sequence, and all modules are not required to be polled, if, after
polling some modules, the information received is sufficient to make a decision. In addition, the
subsystem of security added the ability to register events occurring in it. Event logging functions
facilitate the administration of the security subsystem.

The technical result is achieved by creating a security system of a virtualized computer system
comprising a hardware associated with at least one virtual machine through a virtual machine
monitor that includes a security policy management module connected to a security subsystem
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comprising a tuning module connected to each other and, at least one security module connected
to the virtual machine, wherein the virtual machine is configured to forward the request access to
the virtual machine monitor configured to process the access request, wherein the security
subsystem is configured to interrogate the security modules, obtain permission from them and,
based on the received decisions on the admission of the final approval decision, and the tuning
module is executed with the ability to implement the function to configure the collection of
information on the number of polls of each security module and the time spent on each of the
polls, and with the possibility of determining on

For a better understanding of the claimed invention, a detailed description thereof will now be
given with the corresponding drawings.

1. General scheme of the security system of the virtualized computer system according to the
invention.

Fig. 2. Detailed scheme of the security system of the virtualized computer system according to the
invention.

FIG. 3. The algorithm of the security system operation of the virtualized computer system
according to the invention.

Let us consider the principle of functioning of the claimed invention. The claimed security system
of the virtualized computer system (FIGS. 1-3) comprises a hardware part 1 associated with at
least one virtual machine 2 via a virtual machine monitor 3 that contains a security policy
management module 4 connected to a security subsystem 5 comprising connected to each other
by the tuning module 6 and at least one security module 7 connected to the virtual machine 2. The
tuning module 6 provides functions for setting up and recording events. The functions of both
types can be independently activated or deactivated by the security policy management module 4.
The configuration functions have several modes.

Disabled - the security subsystem 5 operates in the normal mode (as if there were no
configuration functions in the system).

Enabled - the security subsystem 5 constantly performs self-tuning (described later in this section).
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Automatic mode - self-tuning of the subsystem 5 is initially enabled. The tuning module 6 checks
the overhead for performing self-tuning. If the overhead of self-tuning exceeds its benefit (that is,
determine the appropriateness of using self-tuning), self-tuning is turned off altogether or for a
certain period of time.

For each access request, security modules 7 return an access decision. When the building
function is enabled, the tuning module 6 collects information about the access decision requests.
For each returned access decision, this information contains the number of polls of the security
modules and the time spent by each module to determine its solution. Then, on demand or after a
certain time interval (i.e., periodically), the tuning module determines the optimal polling sequence
of the security modules 7, which has the minimum expected execution time. Thus, the frequently
called security modules 7 and modules, for which time is wasted, will be called among the first in
the security module polling sequence. At the same time, restrictions on the permutation of security
modules 7 in the polling sequence can be imposed.

The event logging functions of the security subsystem 5 can be turned on or off depending on the
needs. This makes it possible to collect some information: subjects, objects, module solutions and
final solutions. This information can be used for profiling and tracing the security subsystem, as
well as for determining the correct configuration of the security subsystem and its verification.

Let us consider a preferred embodiment of the claimed invention. The virtualization system (FIG.
1) is a set of virtual machines 2 operating on any equipment with any architecture 1 and in any
operating system. Each virtual machine 2 is independent and protected from the rest. The virtual
machine monitor 3 ensures that this set of virtual machines 2 works correctly. All security
information for virtual machines 2 and other resources is located inside the virtual machine monitor
3 and is protected from virtual machines 2.

Each virtual machine 2 can access various objects (virtual resources) that correspond to the real
resources of the hardware part 1 of the system. When the virtual machine 2 tries to access the
object, the access request is sent to the security subsystem 5 of the virtual machine monitor 3
(FIG. 2). The security subsystem 5 polls the security modules 7 and makes the final decision.
Interrogation of all security modules 7 in a certain sequence may not be required - the final
decision is available from the moment when the information received from the interrogated
security modules 7 becomes sufficient to make a final decision.
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Security subsystem 5 contains a configuration module 6 that performs setup functions (for self-
tuning of the security subsystem) and event logging functions (for profiling / tracing the security
subsystem). The functions of both types can be independently activated or deactivated by the
policy management module.

For each access request, security modules 7 return an access decision. When the tuning functions
are turned on, the tuning module 6 collects information about the access decision requests. For
each returned access decision, this information contains the number of polls of the security
modules 7 and the time taken by each module to generate the solution. Then, on demand or after
a time interval (i.e., periodically), the tuning module determines the optimal polling sequence of the
security modules 7, which has the minimum expected execution time. Thus, frequently called
modules 7 and modules 7, which are spent time consuming, will be interrogated among the first in
the sequence of polling the security modules. At the same time, restrictions on the permutation of
security modules 7 in the polling sequence can be imposed.

Thus, tuning functions increase the performance of the security subsystem.

If the registration of events is activated, it enables you to collect information: subjects, objects,
module solutions and final decisions. This information can be used for profiling and tracing the
security subsystem, and can also help in creating the correct configuration of the security
subsystem.

The proposed system provides high performance of the security subsystem. In addition, it offers
additional functionality - the ability to log events of the security subsystem. This information can be
very useful for properly configuring the security subsystem in a virtualization system.

While the foregoing embodiment has been set forth to illustrate the present invention, it will be
appreciated by those skilled in the art that various modifications, additions and substitutions are
possible without departing from the scope and spirit of the present invention disclosed in the
appended claims.
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate,
complete, reliable or fit for specific purposes. Critical decisions, such as commercially relevant or
financial decisions, should not be based on machine-translation output.

CLAIMS RU2406138

A security system of a virtualized computer system comprising a hardware associated with at least
one virtual machine through a virtual machine monitor that includes a security policy management
module connected to a security subsystem comprising a connected setup module and at least one
a security module coupled to the virtual machine, wherein the virtual machine is configured to
direct the access request to the virtual machine monitor configured with the ability to process an
access request, while the security subsystem is configured to interrogate security modules, obtain
permission from them and, on the basis of decisions obtained, allow the final approval decision,
and the configuration module is configured to: configure information gathering the number of polls
of each security module and the time spent on each of the surveys, and the ability to determine,
on the basis of the information collected, the optimal follower
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CONEPKUT AIlIAPATHYIO YaCTh, CBA3AHHYIO C, IO
MEHRITIEN Mepe, OJTHOM BUPTYATRHOW MAarnmmHON
uepes MOHHUTOP BHPTYAIIBHON MAIIHHEL, KOTOPEIM
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COOOH I1ACTPOCUIILIA MOIYIIL U, 110 MEIILIIeH Mepe,
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(54) SECURITY SYSTEM FOR VIRTUAL COMPUTER

(57) Abstract:

FIELD: information technology.

SUBSTANCE: security system [or a virtual
computer system having a hardware part connected to
at least ome virtual machine through a virtual
machine monitor which has a security policy control
module, connected to a security subsystem having
connccted adjustment module and at lcast onc
security module connected to the virtual machine.

EFFECT: high efficiency and short response time.
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W300peTeHne OTHOCUTCA K OONACTH 0e30MaCHOCTU KOMIIBIOTEPHBIX CUCTEM, & UMEHHO K
cucteMaM 0e30MaCHOCTH BUPTYAIM30BAHHBIX KOMITBIOTEPHBIX CHCTEM, U MOKET
[IPUMEHATHLCH B KOMITBIOTEPHBIX YCTPOUCTBAX PA3IIUYHOIO TUIIA ¢ PA3HEIMU
APXMTEKTYPHBLIMHU U OTIEPALMOHHBIMUA CUCTEMAMHE, KOTOPBIE MOIAEPIKUBAIOT BOZMOIKHOCTH
BUPTYaAIIU3ALHH.

TTonxon K BO3MOKHOCTIM BUPTYANHU3AIAN, CBI3aHHBIN C MOHUTOPOM BUPTYATbHON
MamuHbl (VMM - virtual machine monitor), hakTUUeCKH SBIISIETCS TUIMUYHBIM ITyTEM IS
CO3IaHUs HECKOJBKHUX BUPTYAIbHbBIX MAIIUH Ha €AMHOM peajbHOH anmnapatHoi niuaTtdopMe.
MOHWTOpP BUPTYAJIbHON MAIMHBI - 3TO KOMIIBIOTEPHAS [IPOT PAMMA, KOTOPAs
OCYLIECTBIIAET ITOJHBIA WIH YACTUUHBIA KOHTPOJb PECYPCOB PEAbHON KOMITBIOTEPHON
crcTeMbl. OHa TTPEAOCTABIISIET H3OJIUPOBAHHOE OKPYKEHHE ITyTeM BUPTYaJIA3aliH AaHHBIX
aImnapaTHBIX PECYPCOB. BUpTyanH30BaHHOE OKPYXEHUE HA3bIBACTCA BUPTYAJIbHOMN
MamuHO# (VM - virtual machine). BupTyanbHas MamiHa MOXKeT 00pamaThes K
BUPTYaJIBHBIM pecypcaM. lIonbITky oOpaleHsi BAPTYIbHBIX MAILIUH K BUPTYTbHBIM
pecypcaM KOHTPOMUPYIOTCS ntoacucteMolt bezonacHocTu. [Ipu 3ToM, ¢ ToukH 3peHust
MOACUCTEMbI O€30MACHOCTH, BUPTYaJ/lbHASI MALLMHA SIBASETCS CYOBEKTOM OTEPALMU
oOpalleHus, a pecype, K KOTOpOMy OHa obpainaetcs, oobekToM. [loacuctema 6e30nacHOCTH
COIEPIKHUT HECKONBKO (OAMH MM OOJIee) PA3TUUHBIX 37IEMEHTOB, HA3bIBAEMBIX MOIYIIMU
Oe3onacHocTd. Korma MOHHTOD BUPTYadbHOW MalIHHBI OPraHU30BBIBAET AOCTYH K
pecypcaM CHCTeMbI, MOIYNTH 0e30TTACHOCTH TIPHHUMATOT PEIeHHE O JOCTYTIe CYOBEKTOB K
00BEKTAM HA OCHOBE 3arpyKeHHOM NonuTHKU oe3onacHocTu. lloacucrema OezonacHocTr
MOJTyYaeT 3TH PEIIeHHs B OTIPEASICHHOM MOCAeT0BATETbHOCTH U TIPUHUMAET Ha UX OCHOBE
OKOHUYATEINbHOE peLleHUe. B cylecTBY IOILMX CUCTEMAX BUPTYAJIM3dLUU
MOCAeA0OBATEIBHOCTh ONIPOCa MOAYJIEH 0e30MacCHOCTH KECTKO 3aKOAUPOBAHA. ACHEKT
MIPOU3BOAUTENBLHOCTHA HE YUHUTBLIBAECTCA MITH OHA ONIPENEIISIETCS IMITUPHUECKH TIPH
ONpedelleHHH TaHHOH MOoCIeA0BaATENbHOCTH. I IOCKONBKY pelleHHs MOTYT IPUHUMATBCA
OYEHb YacTO W TIOCNENOBATETbHOCTD OMTPOCca MOYIIEH 0e30TTACHOCTH MOXKET ObITh
HEONTUMATBHOMN, TO 3TO MOKET NMPHUBECTH K 3HAUNTENBHOMY YXYAUICHUIO XapaKTEPUCTHK
CHUCTEMBI: YMEHBIIEHUIO OOIIEH TPON3BOIUTETLHOCTH U BPEMEHH OTKJIMKA.

MsBecTHa cucTeMa BUpTYyanuzauuu Xen ¢ sHype noacucreMoii 6€30MacHOCTH,
pazpaboTtanHolt pupmoit IBM (cM. Research Report RC23629: R.Sailer, T.Jaeger, E.Valdez,
R.Perez, S.Berger, J.L. Griffin, L. van Doorn: Building a MAC-based Security Architecture for
the Xen Opensource Hypervisor [1] 1 Research Report RC23511: R.Sailer, E.Valdez, T.Jaeger,
R.Perez, L. van Doorn, J.L.Griffin, S.Berger: sHype: Secure Hypervisor Approach to Trusted
Virtualized Systems [2]). ApxutexTypa sHype (dpupmbt IBM) mogaepKUBaeT pearnu3ayio
pasmMuHbIX MoayJell OezomacHocT (Chinese Wall, Biba, Bell-LaPadula u T.4.).

Haubdonee 6n1u3koi K 345BJICHHOMY U300PETEHHUIO BJSIETCS CUCTEMA O€30NACHOCTH
BUPTYAJIM30BAaHHON KOMIIBIOTEPHOU CUCTEMEI, onicanHad B mateHTe EP 2037657 [3],
coZieprkallias armnapaTHyIo YacThb, CBA3BAHHYIO, T1I0 MEHBLIEH, ¢ OMHOH BUPTYaIbHOMH
MaIIMHOM Yepe3 MOHUTOP BUPTYaIbHON MAIIUHBL, TIPH 3TOM BUPTyallbHAas MAllIMHA
BBITIOJIHEHA C BO3MOXKHOCTBIO HANlPaBIEHUS 3aNTpOca AOCTyNa B MOHUTOP BAPTYATIbHOIA
MAIIUHBI, BHIONTHEHHBIN ¢ BO3MOKHOCTBIO 00paboTkH 3ampoca goctyna. JdaHHas cucteMa
BBIOpaHa B KAYECTBE MTPOTOTHIIA 3asTBIEHHOT O M300PETEHHS.

OIUCAHHAS BbILLE APXUTEKTYPA CUCTEM AHAJIOrA U IPOTOTUIA [IPEANOJATAET, UTO
MOCAEAOBATEILHOCTh TMOAYYEHHS PEIUSHUI OT MOysel 6e30TTaCHOCTH OCHOBaHa Ha
TpeOyeMoit 6e30MACHOCTH U JKECTKO 3aKOAUPOBaHa. ACIEKT NPOU3BOIUTEILHOCTH He
YUWUTBIBACTCH UITH OHA OTIPEACITAECTCS IMITHUPHUIECKH, UYTO MOKET HE COOTBETCTBOBATH
peaIbHOMY COCTOSTHUIO. B crcTeMax ¢ Tako# apXUTEKTYpol MOKET TPONU3ONTH YXYALLICHHE
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00ILEl MTPOU3BOANTEIBHOCTH CUCTEMBI X BPEMEHU OTKIIMKA CUCTEMbBI, OCOOEHHO eCcliu
HCTIOJTb3YETCA HECKOIBKO CIIOKHBIX MOAyIel OeszomacHocT. Kpome Toro, maHHas
APXUTEKTYpa He obecTieunBaeT (GYHKIMOHATBHOCTH A PETUCTPAlUU COOBITUH,
MPOUCXOIAIINUX B CUCTEME O€30TTaCHOCTH.

3amaveit 3aABJEHHOTO H300PETEHHUS SBIIALTCA CO3IaHNE CUCTEMBI OE30TTaCHOCTH
BUPTYATTU30BAHHONW KOMITBIOTEPHON CUCTEMBI € YBEITUYEHHON TTPOU3BOANTENTBHOCTLIO U
YMEHBIIIEHHBIM BPEMEHEM OTKIIMKA.

[locTaBneHHas 3aga4a pelleHa 3a cueT POPMUPOBAHUS OITUMU3UPOBAHHON
MOCIEAOBATEIIEHOCTH OTIPOCcAa MOAYJIEH O€30TTIaCHOCTH B OIIpoca MOIYJIeH B JaHHOM
MOCASAOBATEILHOCTH, TIPH 3TOM OIIPOC BCEX MOAYJIEH He TpeOyeTcs, eClH MociIe OMpoca
HEKOTOPBIX MOAYAeH MOAYUeHHOH HHPOPMALMH TOCTATOUHO TS PHHATHS PELISHHSL.
Kpome Toro, B noacucteMy 6e30MacHOCTH 100aBIeHa BOSMOKHOCTh PETHCTPALUN
MPOUCXOANINX B Helt cOObITHH. DYHKIUN PETHCTPATIN CODBITHI ODNETUAIOT
AIMHHUCTPHUPOBAHUE TTIOACUCTEMBI OE30TIACHOCTH.

TexHuuecKuit pe3yabTaT JOCTUTAETCS ONarofaps CO3AAHUIO CUCTEMBI OE30IaCHOCTU
BUDPTYAJIU30BAHHONW KOMIIbIOTEPHON CUCTEMbL, COAEPKALLEH ANNAPATHYIO YdCTh, CBI3dHHYIO
C. TI0 MEHBILEN Mepe, OTHON BUPTYAILHONW MALTHHOW Yepe3 MOHUTOD BUPTYAITBHON
MALIHHBI, KOTOPBII COAEPIKUT MOAY/Ib YIIPABIEHHS MOJIUTHKAMH O€30TTaCHOCTH,
COEIUHEHHBIN C TOACUCTEMON 0€30IaCHOCTH, COAEpKaLlel COeAUHEHHbIE MEXTY COOOM
HACTPOEYHBIH MOJTYTTh , TIO MEHBIIIeH Mepe, OIUH MOYITh De30TIACHOCTH, COSTHHCHHBIN C
BUPTYAIBbHON MAIIWHOMN, IIPUYEM BUPTYAJIbHAS MALIWHA BBIIIOJIHEHA C BO3MOXKHOCTBIO
HalIpaBJIEHUs 3aI1pOca AOCTYNIA B MOHUTOP BUPTYAJIbHON MAIIKHbI, BBITIOIHEHHBIH ¢
BO3MOXHOCTbIO OOPA0OTKHU 3411poca JOCTYIA, IPU 3TOM NOACUCTEMA OE30MACHOCTU
BBITIOJIHEHA ¢ BO3MOXKHOCTBIO OTIPOCA MOAYJNeH Oe30TacHOCTH, MOIYUYeHHS OT HUX PELIeHHUIA
O AOIYCKE U C BO3MOKHOCTBIO IIPAHATHS HAa OCHOBE MOIYUEHHBIX PELISHUH O JOIIYCKe
OKOHYATEIIbHOTO PELIeHHs O JOIYCKe, 4 HACTPOESYHBIH MOIYIb BBIITOIHEH ¢ BO3MOKHOCTBIO
peammnzamin QYHKIMK HACTPOUKHM cOOPa MHPOPMATIHH O KOJTMUECTBE OTTPOCOB KAKIOTO
MOZYIIs 0€30TIaCHOCTH U BPEMEHH, U3PACXOJOBAHHOM Ha KaXKIbIA U3 OIIPOCOB, U C
BO3MOYHOCTBIO ONPEAEIeH!Us Ha OCHOBE cOOpaHHOM MHpOpMAIUK OTITUMAITBHON
NOCAEAOBATE/IbHOCTU ONIPOCA MOAYJEH O€30TIACHOCTH, IPU KOTOPOH YACTO BbI3bIBAEMbIE
MOJYJIH U MOAYJIN, HA KOTOPBIE TPATUTCSA MAJIO BPEMEHH, BBISBIBAIOT B UKCIIE IIEPBBIX.

JUT Tyd1ero MOHUMAaHUS 3asBIEHHOTO U300pETeHUs Jaee IPUBOIUTCA ero MOAPOOHOE
OIHUCAHHUE ¢ COOTBETCTBYIOIUMU YePTEHKAMH.

@ur.1. O0mas cxemMa cucTeMbl 6e30TMACHOCTH BUPTYATM30BAHHON KOMITBIOTEPHOM
CHCTEMBI COTJIACHO M300PETEHHIO.

@wr.2. [TonpobHas cxema crcTeMbl 6€30aCHOCTH BUPTYAIM30BAHHON KOMIBIOTEPHOMN
CHUCTEMbI COIJIACHO U30OPETEHUIO.

@ur.3. AIroput™ paboThl CHCTEMBI O€30MACHOCTH BUPTYAIU30BAHHON KOMIIBIOTEPHON
CHUCTEMBI COTJIACHO U300PETEHHIO.

PaccmoTpum nipuHIMT GyHKIMOHHPOBAHUS 3aSBJACHHOTO H300peTeHUs. 3asdBIeHHAA
cucTeMa 0e30MaACHOCTH BUPTYAIM30BAHHON KOMIIBIOTEPHOM cucTeMbl (Dur.1-3) cogepkut
ANMapaTHYIO YacTh 1, CBA3AHHYIO C, IO MEHbIIIEH Mepe, OAHON BUPTYAIbHON MaIIHHOMN 2
4yepe3 MOHUTOP 3 BUPTYaTbHON MAIIMHBI, KOTOPBIA COACPIKUT MOAYIL 4 YIIpaBICHUS
MOJIMTUKAMM O€30MACHOCTH, COEAUHEHHbIA ¢ TIOACUCTEMOM 5 030 MACHOCTH, COAEPIKALLEH
COEAMHEHHBIE MEXKITY COOOM HACTPOSUHBIN MOAYIbL 6 U, TIO MEeHbIIIeH Mepe, OUH MOAYNH 7
0e30TMACHOCTH, COSANHEHHBIN ¢ BUPTYAILHOM MatuHoM 2. HacTpoeunbiit MOTyJb 6
obecrieunBaeT (GyHKIWH HACTPOWKH U PETHCTparivy coObITHI. DYHKIMH 000UX TUTIOB MOTYT
OBITh HE3ABUCHMO AKTUBUPOBAHBI M ACAKTUBUPOBAHBI MOAYJIEM 4 yIIpaBIeHUS
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MOJIMTHKAMU Oe30macHOCTH. (DYHKITUM HACTPOMKN UMEFOT HECKOIBKO PEKUMOB.

BriximioueH - mogcucteMa 5 0e30MacHOCTH padoTaeT B OOBIMHOM peKuMe (KaK eCiiu Obl B
CHCTEME He CYIIECTBOBAIO QYHKIMN HACTPOUKH).

Bxmouen - moacucteMa 5 0e30MaCHOCTH TTOCTOSTHHO BBITIONHSIET CAMOHACTPONKY
(OIIUCAHHYIO HUKE B 3TOM pa3Ieie).

ABTOMaTHYECKHI PSKUM - M3HAYAITBHO BKITFOUCHA CAMOHACTPOIKA TIOJACHCTEMBI S.
HacTpoeunslit MOZyTb 6 TPOBEPSAET HAKJIATHBIE PACXOIBI HA BBIMIOTHEHUE CAMOHACT POMKH.
Ecnu Hakmanable pacxoabl CAaMOHACTPOMKY TTPEBBIMIAIOT €€ BRITOAY ( TO €CTh OTIPEASIIIIOT
eIeco00Pa3HOCTh MCTIONb30BAHUS CAMOHACTPOMKH), TO CAMOHACTPOMKY BBIKITIOUATOT
COBCEM WM Ha OMPEACIEHHBIN TIEPHO/T BPEMEHH.

Ha xaxaplit 3ampoc 1ocTyna Moayiu 7 0e30MacHOCTH BO3BPAIAIOT PelieHHe O TOCTYTIE.
Korna hyHKIMS 3aCTpOHKH BKITIOUEHA, HACTPOSUHBIM MOAYIb 6 coOHupaeT HHQOPMAIHIO O
3aTmpocax pPeuieHus o AocTyte. [ kaxkaoTro BO3BpallecHHOTO PEIIeHHs O JOCTYTe TaHHAs
uHhOpMAIHS COASPKUT KOIUIECTBO OMIPOCOB MOYJIell O€30MaCHOCTH U BpeMs,
U3PACXOIOBAHHOE KAXKIBIM MOYJIEM HA BRIPAOOTKY €T0 PEIICHUS. 3aTEM T10 3aTIPOCY UK
Yepe3 OMpPEACACHHbIA BPEMEHHOH UHTEPBA (TO €CTh MEPUOAUUECKH) HACTPOSUHBINA MOAYJ/Ib
oTpeAeseT ONTUMATBHYIO TIOCIEA0BATEILHOCTE ONPOca MOIYJIeH 7 Oe30TIaCHOCTH,
KOTOpas UMEST MMHUMATLHOE OXKUAAEMOE BpeMs BRITIONHEHUs. TakuMm obpa3oM, 4acto
BbI3bIBAEMBIE MOAYJTH 7 0€30TTaCHOCTH U MOYJIH, HA BBITIOJTHEHHE KOTOPBIX TPATUTCH Majo
BpEMEHH, OYAYT BBI3BAHBI B YHCIIE MIEPBBIX B TIOCIEI0BATEIhHOCTH OTIpOCa MOTYJTeit
oe3onacHocTU. 1Ipu 3TOM Ha TIepecTaHOBKY MOyIIett 7 0€30TMaCHOCTH B
MOCIEMOBATETFHOCTH OTIPOCa MOTYT HAKJIAIBIBATHCA OTIPEACIIEHHBIE OT PAHUUICHMS.

DYHKIMH PETUCTPALMH COObITUH NOACUCTEMbI 5 0E30MACHOCTU MOTYT ObITh BKJIIOUEHbI
WK BBIKJTIOUEHB! B 3aBUCHMOCTH OT TIOTPeOHOCTEH. DTO 1aeT BO3MOXKHOCTE COOUPATh
HEKOTOPYIO MHPOPMANHUIO: CYOBEKTBI, OOBEKTHI, PELICHUT MOAYIEH U OKOHYATENLHBIC
peteHus. JlaHHas HHPOPMAIUST MOXKET ObITh UCTIONB30BaHA AJIsI TPOQUITHPOBAHNSA H
TPACCUPOBKY MOICHCTEMBI O€30TIACHOCTH, 4 TAKXKE T OTIPEIEIICHAS TTPaBUITbHOM
KOH(PHUTypanuu MOACUCTEMBI OS30TIACHOCTH U €e TIPOBEPKH.

PaccMoTpuM TpeANOUYTUTENBHBIN BApUAHT BBIMOHEHUS 3a9BIICHHOTO U300 PETEHUS.
Cucrema Bupryanusanuu (Dur.1) npeacrapiager co00i HA0OP BUPTYAIbHbIX MALIUH 2,
paboTaromux Ha 110060M 000PYAOBAHUH ¢ TIOOOM APXUTEKTYPOl 1 ¥ B ITOOBIX
OTepalMOHHBIX cHcTeMaX. Kaskaad BUpTyallbHAd MalllMHa 2 He3aBUCHMA U 3aIHIIEHA OT
oCTallbHBIX. MOHUTOP 3 BUPTYaJIbHON MAIIMHBI OOSCTIeUHBACT TPABHUIIbHYIO PaOOTy
JTAHHOTO HabOpa BUPTYANTbHBIX MatlvH 2. Bes nHbopMamus 1o 0e30TacHOCTH,
MpegHA3HAUEHHAS TS BAPTYAIbHBIX MAIIWH 2 U APYTUX PECYPCOB, HAXOAUTCS BHYTPH
MOHUTOPA 3 BUPTYAIbHOM MAIWHBI U 3AIIUIIEHA OT BUPTYAIBHBIX MAITiH 2.

Kaxaas BUPTYabHAS MAIIMHA 2 MOXKET MONYUUTh AOCTYI K PA3NUUHBIM OOBEKTAM
(BUPTYaJIbHBIM PECYpCaM), KOTOPBIE COOTBETCTBYIOT PEaIbHBIM PecypcaM ammnapaTHON
yacTtH 1 cuctemnl, Koraa BupTyanbHas MammuHa 2 MLITAETC TOJYUUTE AOCTYI K OOBEKTY,
3aIpoC JOCTYTIA TIOCHUTAIOT B MOJCUCTEMY 5 0€30MacHOCTH MOHUTOPA 3 BUPTYaJIbHOM
MamuHbl (Our.2). [loacuctema 5 0e30MaCHOCTU OMPALIMBAET MOLYIIN 7 DE30MaCHOCTH U
MPUHUMAET OKOHUYATENbHOE pemeHre. Onpoc Beex Moyeil 7 6e301acHOCTH B
om peAeNeHHOM TOCIeA0BATENBHOCTH MOYKET He TPpeOOBAThCH - OKOHUATETEHOE pEllleHIe
JOCTYTIHO ¢ TOFO MOMEHTA, KOI'1d HH(DOPMALMHM, OJAYUSHHOM OT ONPOLLEHHbIX MOAYJIeH 7
0e30TMACHOCTH, CTAHOBUTCH TOCTATOUHO /IS IPUHSATHA OKOHYATEILHOTO PELISHHS.

TToncuctema 5 6e30TMACHOCTH COACPIKUT HACTPOSTHBIA MOAYND 6, KOTOPBIH BBITIOTHSIET
HaCTPOCUHbIE PYHKITMN (TS CAMOHACTPOHKH TTOJICHCTEMBI OE30TTaCHOCTH) W (PYHKITH
PETHCTpANUY COOBITHH (TS TPOGUITMPOBAHUS/ TPACCHPOBKHU TIOACUCTEMBI O€30TTACHOCTH).
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OYHKIMH 000MX TUTIOB MOT'YT OBITh HE3ABUCHMO aKTUBUPOBAHBI WJIH A€AKTUBUPOBAHBI
MOMYIEM VIIPABICHUS MOINTHKAME O0€30IMacCHOCTH.,

Ha kaxxasIit 3ampoc JOCTYIa MOIYIN 7 0e30MaCHOCTH BO3BPAIIAIOT PELeHHE O JOCTYIIE.
Korma HacTpoeunble GyHKIHH BKIIOUYEHEI, HACTPOSUHBIN MOAYIIEL 6 COOMpaeT HH(POPMAIUIO
0 3aIpocax pellleHus o A0cTyne. I Kaxkaoro BO3BPaIlleHHOrO PellleH s O JOCTYIIE 3Ta
WH(GOPMAIHST COACPKHT KOIMUECTBO OTIPOCOB MOYITEH 7 Ge30MacHOCTH U BPEMS,
3aTpayeHHOE KAXKIbIM MOYJIEM Ha BBIPAOOTKY pellicHHs. 3aTeM TI0 3aMpoCy WK Yepes
BpeMeHHOM UHTEePBaJ (TO eCTh MePHOAMUYECKH) HACTPOSUHbIM MOIYJIb OTIPEIEIsIeT
ONTHUMAIBHYIO TIOCIEI0BATEILHOCTE OIIPOCca MOIY/IEH 7 Oe30IaCHOCTH, KOTOPAsS HMEET
MUHHMAJIbHOE OXKUIAEMOE BpeM4 BhINOJHEHHS. TakuM 00pa3oM, 4aCTO BBI3bIBAEMbIE
MOIYIH 7 ¥ MOAYJIU 7, HA BBITOIHEHHE KOTOPBIX TPATUTCI MAJIO BPEMEHH, OYAYT
ONpPAIINBATHCA B UHCNIE TIEPBBIX B IOCISIOBATEILHOCTH ONMPOCa MOAYJel 6€30IaCHOCTH.
ITpu 3TOM Ha TIepecTaHOBKY MOYIEH 7 GE30TMaCHOCTH B TTOCIEIOBATETBHOCTH OTIPOCa
MOTYT HaKJIaAbIBAThCS OMPEAeeHHbIE OTPAHUYCHHS.

Taxum 0b6pas3oM, HACTpoeUuHble (PVHKIMH IOBBIIIAIOT IIPOU3BOIUTEIBHOCTD IOICHCTEMBI
OE30I4CHOCTH.

Eciu peructpanud coObITHH aKTHBUPOBAHA, TO OHA JAET BO3MOXKHOCTL COOUPATD
HHPOPMAIHIO: CYOBEKTEI, 00BEKTDI, pellicHHI MOIYJIeH H OKOHYATENIbHBIE pellleHud. JlanHag
HHPOPMAIHI MOKeT ObITh HCIIOIb30BAHA UL MPOGUIMPOBAHUI U TPACCUPOBKH
MOJICHCTEMBI BE30TTACHOCTH, 4 TAKKE MOXKET TIOMOYh TIPH CO3IAHUH TIPABHITBHON
KOH(UTYpAIUK TTOICHCTEMBI OE30TIACHOCTH.

I pemnoxerHasn cucTeMa 00ECHEUNBAET BEICOKYIO TIPOU3BOIUTENIBHOCTD ITOACACTEMBI
OesonacHocTy, Kpome Toro, oHa npeiaraeT JONONIHUTENbHYIO (YHKIMOHAALHOCTD -
BO3MOYHOCTb PETUCTPAIUH COOBITUN IMOICHCTEMBL Oe30MaCHOCTH. JJaHHAS HH(pOpMAIHS
MOKET OBITH OUeHb IOJIe3HA T MPABHILHOTO KOH(DUTYPUPOBAHHS ITOACHCTEMBI
0€30MMaCHOCTH B CUCTEME BUPTYATH3AIHH,

XoTs yKa3aHHBIN BhITIIC BAPHAHT BRITIONTHEHHUS W300peTEHUS ObIT U3ITOKEH C TIENTbIO
WLTIOCTPAIMA HACTOSIIETO H30OPETEHUS, CTIEMUATUCTAM SICHO, YTO BO3MOSKHBI Pa3HbIe
MOIU(PUKAIMH, TOOABIEHNT U 3aMEHBL, He BBIXOTAIIME U3 0OBEMA U CMBICTIA HACTOAIIETO
U300 PETEHHS, PACKPLITOrO B IPUIAraeMoil (hopMylie H300peTeH U .

dopmyna n3o0peTeHn

CucteMa 6e30MacCHOCTH BUPTYAIM30BaHHON KOMITBIOTEPHOM CHCTEMBI, COAepKaInast
arnmapaTHyIO 4aCTh, CBA3AHHYIO C, TTIO MEHBIIEH Mepe, OHHOﬁ BI/IpTyaJTBHOﬁ MAIIUHON ucpes
MOHUTOP BHpTyaJ’[BHOfI MalllWHBI, KOTOpBIfI COACPIKUT MOAYJIb YIIPABJICHUSA IMOJIUTUKAMHU
0€30MMaCHOCTH, COSINHEHHBII C MTOACUCTEMOMN Oe30TTACHOCTH, COepIKalllel COeqMHEHHBIE
MeX 1y COO0M HACTPOEUHbIA MOAY/1b H, 10 MEHbILUEH MEpE, OJIMH MOAY/1b OE30MACHOCTH,
COEIUHEHHEIN ¢ BUPTYAIbHONM MAIIMHOMN, IIPHYEM BUPTYAJIBHAS MAIIMHA BBIIIOIHEHA C
BO3MOIKHOCTBIO HATIPABJIEHHS 3aIIpOCa AOCTYNA B MOHUTOP BUPTYAILHON MAIIMHEI,
BBITIOJTHEHHBIH ¢ BO3MOKHOCTBIO OOPAOOTKH 3aIpoca AOCTYIIA, TPH 3TOM TTOACHCTEMA
0€30MaCHOCTH BBITIOJIHEHA ¢ BO3MOXKHOCTBIO OIIPOCA MOIYIeH O€30MaCHOCTH, TIOJYYEHUS OT
HUX pCH_ICHI/Iﬁ O JOIIYCKE U C BOBMOJKHOCTBIO ITPUHSATUA Ha OCHOBC ITOJTYUCHHBIX pCU_ICHI/Iﬁ (e]
AOIIYCKEC OKOHYATCIbHOI'O PCIICHUA O JOIIYCKE, d HaCTpOC‘IHBIﬁ MOAYJIb BBITIOJIHCH C
BO3MOXHOCTbIO PCAJIUI AN Cb}/HKLll/ll/l HaCTpOﬁKMZ C60p'd, l/lH(bOpM'd,Lll/ll/l O KOJIMYECTBC
OTIPOCOB KAXIOTO MOAYJIS 0e30MACHOCTH U BpeMeHH, U3PACXOTOBAHHOM Ha KaKIbll U3
OIPOCOB, H ¢ BO3MOKHOCTBIO OTIpeae/IeHH Ha OCHOBe COOpaHHOM HH(GOPMAIIHH
OTITUMAThHOM TIOCTIEA0BATEIEHOCTH OTIPOCA MOYIIEH GE30MaCHOCTH, TTPH KOTOPOH 4acTO
BBI3bIBACMBIC MOAYIIM U MOAYJIU, HA KOTOPBIC TPATUTCA MaJIO BPEMCHHU, BbI3BIBAIOT B UUCIIC
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:

L3 Technologies, Inc. Confirmation No.: 7622

Application No.: 16/141,535 Group Art Unit: 2491

Filing Date: September 25,2018 Examiner: PATEL, ASHOKKUMAR B
For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Filed Via EFS

INFORMATION DISCLOSURE STATEMENT

Pursuant to 37 CFR § 1.56 and in accordance with 37 CFR §§ 1.97-1.98, information relating to

the above-identified application is hereby disclosed. Inclusion of information in this statement is not to

be construed as an admission that this information is material as that term is defined in 37 CFR § 1.56(b).

X

IDS Filed Under 37 CFR 1.97(b)

In accordance with § 1.97(b), since this Information Disclosure Statement is being filed either

within three months of the filing date of the above-identified application, within three months
of the date of entry into the national stage of the above identified application as set forth in §
1.491, before the mailing date of a first Office Action on the merits of the above-identified
application, or before the mailing date of a first Office Action after the filing of request for

continued examination under § 1.114, no additional fee is required.

IDS filed Under 37 CFR 1.97(c)

In accordance with § 1.97(c), this Information Disclosure Statement is being filed after the

period set forth in § 1.97(b) above but before the mailing date of either a Final Action under §
1.116 or a Notice of Allowance under § 1.311, or before an action that otherwise closes
prosecution in the application, therefore:

[] Certification in Accordance with § 1.97(c) is attached; or

[] The fee of $240.00 as set forth in § 1.17(p) is attached.
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[l

IDS filed Under 37 CFR 1.97(d)

In accordance with § 1.97(d), this Information Disclosure Statement is being filed after the
mailing date of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311
but before, or simultaneously with, the payment of the Issue Fee, therefore included are:

Certification in Accordance with § 1.97(¢); and the submission fee of $240.00 as set forth in
§ 1.17(p).

CONTENT OF IDS PURSUANT TO 37 CFR 1.98

X

Copies of reference numbers 01-17 listed on the attached Form PTO-1449 are not required to
be submitted pursuant to 37 CFR § 1.98(a)(2)(ii).

Copies of reference numbers 18-35 listed on the attached Form PTO-1449 are enclosed

herewith.

Copies of reference numbers are not being submitted because they were previously
cited by or submitted to the U.S. Patent and Trademark Office in patent application number
, filed for which a claim for priority under 35 U.S.C. § 120 has been made in the

instant application.

The month of publication for reference numbers is not available. However, the year of
publication for these references is sufficiently earlier than the effective US filing date and any

foreign priority date so that the particular month of publication is not in issue pursuant to 37
CFR § 1.98(b).

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH

[l

The following documents are not in the English language. Accordingly, a concise explanation
of the relevance of the document was incorporated in the specification passages identified
below, the document was identified in a foreign communication as identified below or an

English language counterpart application has been provided as indicated below.

Foreign Language
Document Relevance of Document

Cite No. Pages of Reference in Specification or
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Foreign Language Document | Cite No. English Language Counterpart Cite No.

Ol CERTIFICATION IN ACCORDANCE WITH § 1.97(e)

I hereby certify that:

[] Each item of information contained in this information disclosure statement was first cited in
any communication from a foreign patent office in a counterpart foreign application not more

than three months prior to the filing of this information disclosure statement.

[] No item of information contained in this information disclosure statement was cited in a
communication from a foreign patent office in a counterpart foreign application, and, to the
knowledge of the person signing the certification after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any individual
designated in § 1.56(c) more than three months prior to the filing of this information disclo-

sure statement.

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519.

Date: November 30, 2018 /Benjamin Chalfin/
Benjamin Chalfin
Registration No. 74,181

CONDO ROCCIA KOPTIW LLP
1800 JFK BOULEVARD

SUITE 1700
PHILADELPHIA, PA 19103
Telephone:  (215) 558-5740
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT_Collab_US01
CONFIRMATION NO. 7622
158266 PUBLICATION NOTICE
Condo Roccia Koptiw LLP
1800 JFK Boulevard IR AL TR
Suite 1700 000000106952467

Philadelphia, PA 19103

Title:NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Publication No.US-2019-0097971-A1
Publication Date:03/28/2019

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO.
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT Collab_USO01 7622
158266 7590 05/07/2020 | EXAMINER
Condo Roccia Koptiw LLP
1800 JFK Boulevard PERUNGAVOOR, VENKATANARAY
Suite 1700
Philadelphia, PA 19103 | ART UNIT | paperNUMBER
2492
| MAIL DATE | DELIVERY MODE
05/07/2020 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

16/141,535 Coleman et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
VENKAT PERUNGAVOOR 2492 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6} MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 9/25/2018.
0 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(] This action is FINAL. 2b) ¥ This action is non-final.

3) An election was made by the applicant in response to a restriction requirement set forth during the interview
on 04 May 2020; the restriction requirement and election have been incorporated into this action.

4)[ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parre Quayte, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-17 is/are pending in the application.

5a) Of the above claim(s) 17 is/are withdrawn from consideration.

6) (J Claim(s) ____is/are allowed.

7) Claim(s) 1-16 is/are rejected.

8) [ Claim(s) is/are objected to.

9) Claim(s) 1-17 are subiject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers
10)(] The specification is objected to by the Examiner.

11)(J The drawing(s) filed on is/are: a)(] accepted or b)(] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)d All b)(J Some** ¢)(J None of the:
1.[J Certified copies of the priority documents have been received.
2.(] Certified copies of the priority documents have been received in Application No.

3.00 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date
2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) (] Other:
Paper No(s)/Mail Date I—
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 202004295
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Application/Control Number:16/141,535 Page?2
Art Unit:2492

Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AIA.
DETAILED ACTION
Election/Restrictions
Restriction to one of the following inventions is required under 35 U.S.C. 121:
. Claims 1-16, drawn to method and system for computer having an
separate space for first set of applications and second space for
collaborative applications , classified in CPC class GO6F 21/74.
Il. Claims 17, drawn to system for first computer and second to interact over
the network for multi-user interactive software, classified in CPC class

GO6T 2219/024.

The inventions are distinct(related as operation or design but can be patentable
alone), each from the other because: Group | invention is related to computer having
space for shared application and local trusted application and the dependent claims
further refine the features of the computer like blocking/allowing communication(claim 2,
5-8, 10, 13-16) , while Group Il inventions is related to first computer and second
computer connecting over the network and enabling the communication between the

two computers.

Inventions Group | and Group Il are related as subcombinations disclosed as

usable together in a single combination. The subcombinations are distinct if they do not
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overlap in scope and are not obvious variants, and if it is shown that at least one
subcombination is separately usable. In the instant case, subcombination Group Il has
separate utility such as first and second computer being located with the same
corporate network, i.e. not like an untrusted remote computer in Group |, having two
functions for communications over the corporate/enterprise network with trusted

devices. See MPEP § 806.05(d).

The examiner has required restriction between subcombinations usable together.
Where applicant elects a subcombination and claims thereto are subsequently found
allowable, any claim(s) depending from or otherwise requiring all the limitations of the
allowable subcombination will be examined for patentability in accordance with 37 CFR
1.104. See MPEP § 821.04(a). Applicant is advised that if any claim presented in a
continuation or divisional application is anticipated by, or includes all the limitations of, a
claim that is allowable in the present application, such claim may be subject to
provisional statutory and/or nonstatutory double patenting rejections over the claims of

the instant application.

Restriction for examination purposes as indicated is proper because all these
inventions listed in this action are independent or distinct for the reasons given above
and there would be a serious search and/or examination burden if restriction were not

required because at least the following reason(s) apply:
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e the inventions have acquired a separate status in the art in view of their different
classification

e the inventions have acquired a separate status in the art due to their recognized
divergent subject matter

e the inventions require a different field of search (e.g., searching different classes
/subclasses or electronic resources, or employing different search strategies or

search queries).

In summary, the instant claims are restricted on the grounds of being distinctas

combination/subcombination.

Applicant is advised that the reply to this requirement to be complete must
include (i) an election of a invention to be examined even though the requirement
may be traversed (37 CFR 1.143) and (ii) identification of the claims encompassing
the elected invention.

The election of an invention may be made with or without traverse. To reserve a
right to petition, the election must be made with traverse. If the reply does not distinctly
and specifically point out supposed errors in the restriction requirement, the election
shall be treated as an election without traverse. Traversal must be presented at the time
of election in order to be considered timely. Failure to timely traverse the requirement
will result in the loss of right to petition under 37 CFR 1.144. If claims are added after
the election, applicant must indicate which of these claims are readable upon the

elected invention.
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Should applicant traverse on the ground that the inventions are not patentably
distinct, applicant should submit evidence or identify such evidence now of record
showing the inventions to be obvious variants or clearly admit on the record that this is
the case. In either instance, if the examiner finds one of the inventions unpatentable
over the prior art, the evidence or admission may be used in a rejection under 35 U.S.C.

103(a) of the other invention.

The applicant is further reminded that evidence showing obvious variants or
claiming restriction is not proper with statements that show groupings are not different

on the record may be used as admission in upcoming Non-Final Rejection.

During a telephone conversation with Mr. Jeung Huh on 5/4/2020 a
provisional election was made without traverse to prosecute the invention of Group |,
claims 1-16. Affirmation of this election must be made by applicant in replying to this
Office action. Claim 17 is withdrawn from further consideration by the examiner, 37

CFR 1.142(b), as being drawn to a non-elected invention.

Applicant is reminded that upon the cancellation of claims to a non-elected
invention, the inventorship must be amended in compliance with 37 CFR 1.48(b) if one

or more of the currently named inventors is no longer an inventor of at least one claim
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remaining in the application. Any amendment of inventorship must be accompanied by

a request under 37 CFR 1.48(b) and by the fee required under 37 CFR 1.17(i).

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the conflicting claims are not identical, but at
least one examined application claim is not patentably distinct from the reference
claim(s) because the examined application claim is either anticipated by, or would have
been obvious over, the reference claim(s). See, e.g., /nre Berg, 140 F.3d 1428, 46
USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on nonstatutory
double patenting provided the reference application or patent either is shown to be
commonly owned with the examined application, or claims an invention made as a
result of activities undertaken within the scope of a joint research agreement. See

MPEP § 717.02 for applications subject to examination under the first inventor to file
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provisions of the AlA as explained in MPEP § 2159. See MPEP §§ 706.02(1)(1) -
706.02(1)(3) for applications not subject to examination under the first inventor to file
provisions of the AIA. A terminal disclaimer must be signed in compliance with 37 CFR
1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be
used. Please visit www.uspto.gov/patent/patents-forms. The filing date of the application
in which the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26,
PTO/AIA/25, or PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may
be filled out completely online using web-screens. An eTerminal Disclaimer that meets
all requirements is auto-processed and approved immediately upon submission. For

more information about eTerminal Disclaimers, refer to

Claims 1-16 provisionally rejected on the ground of nonstatutory double patenting
as being unpatentable over claims 1-22 of copending Application No. 16/163884
(reference application). Although the claims at issue are not identical, they are not
patentably distinct from each other because the instant claims are host computer
having isolated space for executing untrusted applications, while claims of ‘884
application has an mobile device having isolated space for untrusted applications as
taught in Design and Implementations of Sandbox Technique for Isolated Applications

to Haq et al.
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This is a provisional nonstatutory double patenting rejection because the

patentably indistinct claims have not in fact been patented.

US App 16/141535

US App 16/163884

Comments

1. A host computer system
comprisinga processor and
memory, the processor
configuredto: implementa
workspace, wherein the
waorkspace is configured o
enabie operation of a first set
of one or more applications
or processes via a first
memory space; implement
an isolated computing
grvironment, the isolated
compuling environment
haing configuredio enable
operation of a second setof
pne or more applications or
processesvia a second
memaory space, wherainthe

second setof one or more

1. A mobile device
comprisinga processorand a
memaory, the processor
configured to: implementa
workspace, whersinthe
workspace is configurad to
enable cperation of a first set
of gne or more applications
via a first memory space;
implementanisolated
computing environment, the
isolated computing
enviranment being
configuredto enable
pperation of a second setof
one or more applications or
processesvia a second
memaory space, whereinat

feastone application of the

The instant claim 1 and
claim 1 + claim 4 of ‘884
application recites
providing two different
workspace, whereby
isolated workspace is
provided for trusted and
untrusted application,
including multi-user
interactive software.
However, the instant
claims is an obvious
variation of claims of ‘884
applications. It would have
been obvious to modify the
mobile device to host
computer in order to
provide an virtual machine
environment for executing

untrusted applications as
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applications or processes
comprises a multi-user
interactive software
application; isolate the
isolated computing
environment from the
workspace using an internal
isolation firewal; and
commuinicate data
associated with the multi-
usar interactive software
application with at leastone
untrusted destinationviaa
proxy device, wherain the
multi-userinteractive
software applicationis
unable to communicate the
data until the isolated
computing environment has
asuthenticated with an

authentication device.

second setof one or more
applications or processes is
configured to communicate
with one or more unirusted
network destinations: isolate
the isolated computing
environment fromthe
workspace using an internal
isplation firewsall; and isolate
the workspace and the
isglated computing
enviranment from at least
pne network using a host-

based firewall

4. The device ofciaim 1,
whereinthe processor is
further configured o run one
or more trusted applications
in the workspace, and
wherein the hosi-based

firewallis configuredto allow

taught in Haq see |.

Introduction.
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the trusted applications to
conmimunicate with one or
more destingtionsviathe
network based on
determiningthat the
destinations are trusted

destinations.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may notbe obtained, notwithstanding thatthe claimed
invention is not identicallydisclosed as setforth insection 102, if the differences between the
claimed invention and the prior artare such thatthe claimedinvention as awhole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinaryskill inthe art to which the claimed invention pertains. Patentabilityshall notbe
negated by the mannerinwhich the invention was made.

Claims 1-16 is/are rejected under 35 U.S.C. 103 as being unpatentable over
US Patent 8966464 to Christopher in view of US Patent Pub 2014/0040979 to

Barton.

Regarding Claim 1, 9, Christopher discioses a host compuler system comprising a

procassor and memory, the processar configured o) implement a workspace, wherein

the workspace is conbigured to ensble operation of a first sel of one or more
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apphications or processes via a fivs! mamory space(Fig. 1 item 102, 112 & Fig. 4A item
4068, implement an isolated computing environment, the isolated computing
ervironiment being configured (o engble operation of a2 second set of ong or more
apphications or processes via a second memory space, wherein the second set of one
of more applications or processes comprises a mulii-user inleractive software
application{Col 24 Ln 16-33, the virtual machine has defined memory thrashold
separate from host memaory) | isolate the isolated compuling environment from the
workspace using an internal isolation firewal{Col 23 Ln 20-489, muiti-tenant container &
Cob 21 Ln 48-65, the secuwity isolation for mulli-lenant container); the software
application is unable 1o communicgie the dats untit the isclated computing environment
has authenticaled with an suthentication device{Col 22 LN 55-67, trusted identily is

allowad access).

But Christophey does not disclose the mulli-user interactive software, However, Barion
discioses communicate data associated with the mulii-user inleractive soflware

application with at least one unirusied destinglion via a prosy device{Fig. 25 ftem 2510,
2515 & Fig. 31 em 3106 & Par. 0535, applications that are managed and un-managed

& Fig. 27 Conferencing app).

It would have been obvious before the effective filing date of the claimed invention to a

person having ordinary skill in the art to modify Christopher invention of generating an

multi-tenant container to include multi-user interactive software in order to provide for
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enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Hegarding Claim 2, 10, Christopher does not disclose the muli-interactive software.
However, Barton discloses The system of claim 1, wherein the mulii-user inferactive
software applicalion s configured (o allow a remole maching 1o contrdd one or mare of
the second sef of one or more applications or processes running in the isclated
computing envirgnment, wherein controlling the one or more gpplication or process
comprises at least ong of viewing, inleracting with, moditving, uploading dats o, or
downioading data rom the application or processiFig. 333 item 3304, 3308, global

clipboard has the uploaded condent).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an
multi-tenant container to include multi-user interactive software in order to provide for
enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Hegarding Claim 3, 11, Chyistopher does not disclose the mulli-user interactive
softwars, MHowever, Barlon discloses The system of claim 1, wherein the mulii-user
inferactive softwars application is configured (o allow 2 remuole device o controd one or
more of a pointer device, a keyboard input, or a display of the host computer

aysiem{Fig. 23 " Access the Remole Compulsrized Resource..”.
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It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an
multi-tenant container to include multi-user interactive software in order to provide for
enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Regarding Claim 4, 12, Chyistopher discloges the host computer system is connectad
o a network, the network corresponding 1o ong or more of 8 local area network (LAN), a
wide area nebwork [(WAN), a cellular network, a Wi-Fi network, a digital subscoribers line
(D5 network, a cloud computing network, a data cenler, or g saisliite nelwork{Fig. 12

item 1218),

Regarding Claim 5, 13, Christophey discloses the processor is further configured 1o
frptement a host- based firewall, the host based-firswall being configured 1o isolate the
host computer system from comrmunicaling with one or more other devices on the
network(Fig. 44 item "Container Logic”, Host File system is spate from Container

Logic).

Hegarding Claim 6, 14, Christopher discloses the host-based firewall is configured 1o

block incoming communications from the network that are sent to the workspace(Fig.

11, the prevent and intercept tenanis).
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Regarding Claim 7, 15, Christopher discloses the processor is further configured (o run
ong or mora rusted applications in the first mamory space, and wherein the trusted
applications gre configured (o communicate with one or more rusted machines via the

network{Col 45-63, the mulii-tenant sat up for communications}.

Hegarding Claim 8, 16, Christopher discloses the internal isolation firewall is further
configured (o prompt 3 user of the host compuier system o allow communication
between the first meamory space and the second memaory space{Fig. 2A dem

“nferceptor”, the operaling system and container interface).

Conclusion

The Examiner notes that communication through email is permitted only
after authorization with submission of PTO/SB/439 form. Please file this form in
EFS or thorough central fax before proceeding to communicate via email with the
examiner. The submission of the PTO/SB/439 form via email will NOT be

accepted.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Venkat Perungavoor whose telephone number is
(671)272-7213. The examiner can normally be reached on 9-5. If attempts to reach the

examiner by telephone are unsuccessful, the examiner's supervisor, Saleh Najjar can
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be reached on 571-272-4006. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/VENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492
Email: venkatanarayan.perungavoor@uspto.gov
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$231145  iS230 AND ( (H04L69/329 OR US-PGPUB;  iOR OFF  2020/05/06
:H04L67/10 OR H04L63/10 OR USPAT; :07:47
\H04L63/0281 OR H04L63/08 OR USOCR; FPRS;
\H04L63/104 OR H04L67/14 OR EPO; JPO;
{H04L12/1818 OR GO6F2009/45587 OR [ DERWENT;
{GO6F2009/45583 OR GO6F2216/15 OR IBM_TDB
:GO6F9/452 OR G06Q50/01).CPC. )
$232:153  (workspace collaboration share multi- {US-PGPUB; ~ iOR OFF  :2020/05/06
:user) same (separate isolate USPAT; :07:47
:segegrate) with (firewall) USOCR; FPRS; i
EPO; JPO;
DERWENT;
IBM_TDB
S233145  S232 AND ( (H04L69/329 OR US-PGPUB;  iOR OFF  :2020/05/06
‘HO4L67/10 OR H04L63/10 OR USPAT; 107:47
{H04L63/0281 OR H04L63/08 OR USOCR; FPRS; i
\H04L63/104 OR H04L67/14 OR EPO; JPO; f
\H04L12/1818 OR GO6F2009/45587 OR DERWENT;
{GO6F2009/45583 OR GO6F2216/15 OR .IBM_TDB
{G06F9/452 OR G06Q50/01).CPC. )
$234:32  iS233 and (@ad<="2018" US-PGPUB;  OR OFF  2020/05/06
USPAT; f

07:48
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$235:352111i( (H04L69/329 OR H04L67/10 OR US-PGPUB;  iOR OFF  :2020/05/06
‘HO4L63/10 OR H04L63/0281 OR USPAT; ; 107:49
\H04L63/08 OR H04L63/104 OR USOCR; FPRS; |
\H04L67/14 OR H04L12/1818 OR EPO; JPO; f
{GO6F2009/45587 OR GO6F2009/45583 DERWENT;
‘OR GO6F2216/15 OR GO6F9/452 OR  \IBM_TDB
:G06Q50/01).CPC. )
S23613  S235and ((shar$3 collobrat$3) with  US-PGPUB; ~ iOR OFF  12020/05/06
{(workspace screen) with (memory USPAT; i07:50
disk) with (partition seperat$3 USOCR; FPRS; i
lisolat$3)) EPO; JPO; :
DERWENT;
IBM_TDB
$237 54 15235 and ((workspace screen (shared {US-PGPUB; ‘OR OFF  :2020/05/06
:adj application)) with (memory disk)  {USPAT; :07:51
iwith (partition seperat$3 isolat$3)) USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
$238:38 5237 and (@ad<="2018" US-PGPUB;  iOR OFF  :2020/05/06
. @py<="2018") USPAT; 07:52
USOCR; FPRS; |
EPO; JPO;
DERWENT;
IBM_TDB
$239:36  ("20170353496" "9602524" "7694328" US-PGPUB;  iOR OFF  :2020/05/06
"9921860" "20140040979" USPAT; 108:29
"20140108558").pn. USOCR; FPRS; i
EPO; JPO;
DERWENT;
IBM_TDB
$240:7 ("20140351516" "8966464" US-PGPUB;  iOR OFF  2020/05/06
"8931054").pn. USPAT; 108:41
USOCR; FPRS; i
EPO; JPO; :
DERWENT;
IBM_TDB
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Application No.: 16/141,535
Office Action Dated: May 7, 2020

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Confirmation No.: 7622
L3 Technologies, Inc. onfirmation o
Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Filing Date: September 25,2018

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
REPLY PURSUANT TO 37 CFR § 1.111

In response to the Official Action dated May 7, 2020, reconsideration is respectfully
requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/.A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page 2 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 7 of this paper.

XX O XQO

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and

Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.
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This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Current Amended) A hesteemputer-system comprising a processor and
memory, the processor configured to:

implement a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space;

implement an isolated computing environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall; and

send ecommunieate-data to an untrusted destination from assectated-with-the multi-user

interactive software application associated with the isolated computing environment atleast-ene

untrusted-destination-via a proxy device, wherein the multi-user interactive software application
is unable to send eemmunteate-the data until the isolated computing environment has

authenticated with an authentication device.

2. (Currently Amended) The system of claim 1, wherein the multi-user interactive

software application is configured to allow a remote machine to control an application or process

ene-or-more-of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the ene-ermere application or process comprises at
least one of viewing, interacting with, modifying, uploading data to, or downloading data from

the application or process.

Page 2 of 10

0132



DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: May 7, 2020

3. (Currently Amended) The system of claim 1, wherein the multi-user interactive
software application is configured to allow a remote device to control one or more of a pointer

device, a keyboard input, or a display of the hest-computer-system.

4. (Currently Amended) The system of claim 1, wherein the hest-eomputersystem is
connected to a network, the network corresponding to one or more of a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers

line (DSL) network, a cloud computing network, a data center, or a satellite network.

5. (Currently Amended) The system of claim 4, wherein the processor is further

configured to implement a host-based firewall, the host-based firewall hestbased-firewal-being

configured to isolate the host-eomputersystem from communicating with one or more other

devices on the network.

6. (Original) The system of claim 5, wherein the host-based firewall is

configured to block incoming communications from the network that are sent to the workspace.

7. (Original) The system of claim 4, wherein the processor is further configured
to run one or more trusted applications in the first memory space, and wherein the trusted

applications are configured to communicate with one or more trusted machines via the network.

8. (Currently Amended) The system of claim 1, wherein the internal isolation
firewall is further configured to prompt a user of the hest-eomputersystem to allow

communication between the first memory space and the second memory space.

9. (Currently Amended) A method comprising:
implementing a workspace, wherein the workspace is configured to enable operation of a

first set of one or more applications or processes via a first memory space;
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implementing an isolated computing eemputed-environment, the isolated computing
environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space, wherein the second set of one or more applications or
processes comprises a multi-user interactive software application;

isolating the isolated computing environment from the workspace using an internal
isolation firewall; and

send eommunicating-data to an untrusted destination from asseetated-with-the multi-user

interactive software application associated with the isolated computing environment atleast-ene

untrusted-destination-via a proxy device, wherein the multi-user interactive software application
is unable to send eemmunteate-the data until the isolated computing environment has

authenticated with an authentication device.

10.  (Currently Amended) The method of claim 9, wherein the multi-user interactive

software application is configured to allow a remote machine to control an application or process

ene-or-more-of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the ene-ermere-application or process comprises at
least one of viewing, interacting with, modifying, uploading data to, or downloading data from

the application or process.

11.  (Original) The method of claim 9, wherein the multi-user interactive software
application is configured to allow a remote device to control one or more of a pointer device, a

keyboard input, or a display of the isolated computing environment.

12.  (Original) The method of claim 9, further comprising connecting to a
network, the network corresponding to one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a

cloud computing network, a data center, or a satellite network.

Page 4 of 10

0134



DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: May 7, 2020

13 (Currently Amended) The method of claim 12, further comprising implementing
a host-based firewall, the host-based firewall hestbased-firewat-being configured to isolate the

first memory space and the second memory space from communicating with one or more devices

on the network.

14.  (Original) The method of claim 13, wherein the host-based firewall is

configured to block incoming communications from the network that are sent to the workspace.

15. (Original) The method of claim 12, further comprising running one or more
trusted applications in the first memory space, wherein the trusted applications are configured to

communicate with one or more trusted machines via the network.

16.  (Original) The method of claim 9, wherein the internal isolation firewall is
further configured to prompt a user of the workspace to allow communication between the first

memory space and the second memory space.

17. (Withdrawn) A system comprising:
a network;
an authentication device;
a first computer configured to connect to the network, the first computer comprising a
first processor and a first memory, wherein the first processor is configured to:
implement a first workspace, wherein the first workspace is configured to enable
operation of a first set of one or more applications or processes via a first memory space;
implement a first isolated computing environment, the first isolated computing
environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space, wherein the second set of one or more applications or

processes comprises a multi-user interactive software application; and

Page 5 of 10
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isolate the first isolated computing environment from the first workspace using a first
internal isolation firewall; and

a second computer configured to connect to the first computer via the network, the
second computer comprising a second processor and a second memory, wherein the second
processor is configured to:

implement a second workspace, wherein the second workspace is configured to enable
operation of a third set of one or more applications or processes via a third memory space;

implement a second isolated computing environment, the second isolated computing
environment being configured to enable operation of a fourth set of one or more applications or
processes via a fourth memory space, wherein the fourth set of one or more applications or
processes comprises a multi-user interactive software application; and

isolate the second isolated computing environment from the second workspace using a
second internal isolation firewall;

wherein the first computer and the second computer are configured to communicate data
associated with the multi-user interactive software application via a proxy device, and wherein
the multi-user interactive software application is unable to communicate the data until the first
isolated computing environment and the second isolated computing environment have

authenticated with the authentication device.

Page 6 of 10
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REMARKS

Claims 1-16 will be pending in the application. Claims 1-5, 8-10, and 13 have been
amended. No claims have been canceled or added. Claim 17 has been withdrawn without
prejudice. Support for the amendments can be found throughout the Specification and Figures,

such as at paragraphs [0025]-[0030], for example. No new matter has been added.

Election/Restrictions

The Office Action dated May 7, 2020, restricts the claim of the application into the
following groups:

Group I — Claims 1-16; and

Group II — claim 17.

In an effort to further prosecution and as previously discussed with Examiner
Perungavoor on May 4% 2020, Applicant elects Group I without traversal. Applicant
understands that this election is being made to aid the Examiner in conducting a search and
examination of the claimed subject matter, and, is not to be construed as limiting the scope of

Applicant’s claims.

Double Patenting Rejections

Claims 1-16 are provisionally rejected under the judicially created doctrine of
obviousness-type double patenting as allegedly being obvious over claims 1-22 of U.S. Patent
Application No. 16/163,884.

Applicant requests that the Examiner hold the rejection of the pending claims in abeyance
until the pending claims of the present application are allowed, as the pending claims may have
been or may be amended in such a way as to render this rejection meaningless. Applicant asserts
that the present request is fully responsive to the non-statutory type double patenting rejection.

And Applicant retains the right to file a terminal disclaimer at a later stage of prosecution.

Page 7 of 10
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Rejections of independent claims 1 and 9 under 35 U.S.C. § 103

Claims 1-16 were rejected under 35 U.S.C. § 103 for allegedly being unpatentable over
Christopher! in view of Barton.? Applicant disagrees with the rejections.

Christopher and Barton, whether alone or in combination, fail to teach or suggest sending
“data to an untrusted destination from the multi-user interactive software application associated
with the isolated computing environment via a proxy device...,” as recited in amended claim 1.

First, Christopher does not teach or suggest this feature. As admitted in the Office
Action, Christopher does not teach or suggest communicating “data associated with the multi-
user interactive software application with at least one untrusted destination via a proxy
device....”® So it follows that Christopher cannot be said to teach or suggest sending “data to an
untrusted destination from the multi-user interactive software application associated with the
isolated computing environment via a proxy device...,” as recited in amended claim 1.

Second, Barton also does not teach or suggest this feature. For example, the system in
Barton cannot send data to an untrusted destination. Rather, Barton prevents data from being
sent to an unmanaged application.

Figure 35 of Barton demonstrates that the Barton system prevents data from being sent to
an unmanaged application. The unmanaged application in Figure 35 is a personal application.
The personal application is separated from the from a managed set of applications. The managed
set of applications are managed using a policy from an enterprise mobility management (EMM)
server. The policy from the EMM server allows the managed set of applications to share data.
But the policy prevents the managed set of applications from sharing the data with the personal
application.’ That is, the Barton system prevents data from being sent from the managed set of

applications to an unmanaged application.®

1 U.S. Patent No. 8,966,464,

2 U.S. Publication No. 2014/0040979.

3 Office Action dated 05/07/2020, at pages 11-12.

* Barton at paras. [0535]-[0538], and [0549]: FIG. 35.
S1d.

6 See Id.
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And preventing data from being sent to an unmanaged application is not the equivalent of
sending “data to an untrusted destination from the multi-user interactive software application
associated with the isolated computing environment via a proxy device...,” as recited in
amended claim 1. The system in Barton simply cannot send data to an untrusted destination.
Barton explicitly states that the “managed set of applications. .. are selectively prohibited from
sharing files and/or data with applications that are not part of the managed set.”” That is, the
“data are prevented from leaking out of the managed set....”® Further, Barton states that
unmanaged application “may not access secure data” or “may not communicate with a secure
server.”” That is, Barton does not allow the data to be sent to an untrusted destination. So,
Barton does not teach or suggest sending “data to an untrusted destination from the multi-user
interactive software application associated with the isolated computing environment via a proxy
device,” as claim 1 recites.

Accordingly, claim 1 is patentable over Christopher and Barton for at least the reasons
above. Because claim 9 recites features that are similar to claim 1, claim 9 is also patentable
over Christopher and Barton. Further, at least due to their respective dependence on independent

claims 1 and 9, dependent claims 2-8 and 10-16 are also patentable over Christopher and Barton.

7 Barton at paras. [0535].
8 Id.
9 Id.at para. [0549].
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CONCLUSION
Applicant submits that the present application is in condition for allowance and a Notice
of Allowance is requested. Examiner Perungavoor is invited to call Applicant’s undersigned
representative to discuss the application should the Examiner determine that such a discussion

may advance prosecution.

Date: August 7, 2020 [Jeung Huh/

Jeung (Jacob) Huh
Registration No. 76,913

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AIA.

DETAILED ACTION

Response to Arguments

The applicant request to hold the double patenting rejection in abeyance is granted.

The applicant election of Group | without traverse is acknowledged in reply filed.

Applicant's arguments filed 5/7/2020 have been fully considered but they are not

persuasive.

The applicant arguments relating to managed application not communicating with

unmanaged application is not persuasive.

As Barton discloses permitting applications to run in an untrusted environment based
on being containerized see Par. 0095 & Par. 0097.And further preventing accessto
highly classified data, i.e isolated environment see Par. 0095. And further Barton also
discloses the managed data applications interacting with other applications that are not

managed see Par. 0170. The clipboard data is sent to an second untrusted application
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via an copy-paste operation see Par. 0157. The remote application access is also

sending data to an untrusted destination see Par. 0076.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention maynotbe obtained, notwithstanding thatthe claimed
invention is not identicallydisclosed as setforth insection 102, if the differences between the
claimed invention and the prior artare suchthatthe claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinaryskill inthe art to which the claimed invention pertains. Patentabilityshall notbe
negated by the mannerin which the invention was made.

Claims 1-16 is/are rejected under 35 U.S.C. 103 as being unpatentable over
US Patent 8966464 to Christopher in view of US Patent Pub 2014/0040979 to

Barton.

Hegarding Claim 1, 8, Christopher discloses a host compuler system comprising a
processor and memory, the processor configured o) implement a workspace, wherein
the workspace is configured (o enabde opsration of g first sel of one or more
applications oF processes via g first mamory space(Fig. 1 tem 102, 112 & Fig. 44 item
4068); implement an isolated computing environment, the isclated computing
erwvironment being configured o enable operation of a second set of one of mare

applicalions or processes via 4 second memory space, wherein the secord st of one
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or more applicalions or processes compwisas a multi-user inlerachive soliware
application{Col 24 Ln 16-33, the virtual machine has defined memary threshold
separgle from host meamory) | isclate the isclated computing environment from the
workspace using an idernal isolation frewall{Col 23 n 20-49, mulii-lenant container &
Col 21 Ln 48-65, the securily isclation for mulii-lenant container}; the software
application iz ungble o communicale the data undit the isolated computing environment
has authenticated with an authentication device{Col 22 LN 55-67, trusied identity is

allowed access).

But Christopher doss not disclose the mulli-user interactive software. However, Barton
disciozes send daig 1o an untrusted destinalion from the multi-usey interaciive software
application associated with the isolated compuling environment with via a proxy
device(Fig. 25 fem 2510, 2515 & Fig. 31 item 3106 & Par. 0535, applications that are

managed and wi-managed & Fig. 27 Conferencing app).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an
multi-tenant container to include multi-user interactive software in order to provide for
enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Hegarding Claim 2, 10, Christopher does not disclose the multi-interactive software.

However, Barton discloses The system of claim 1, wherein the mulli-user inferactive
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software applicalion s configured (o allow a remcle maching 10 control one or mare of
the second set of one or more applications or processes rumming i the isclated
computing envirgnment, wherein controlling the one or more gpplication or process
comprises atleast one of viewing, interacting with, modifyving, uploading dala o, or
downloading data rom the application o processiFig. 333 item 3304, 3308, global
clipboard has the uploaded content).
It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an
multi-tenant container to include multi-user interactive software in order to provide for
enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Regarding Claim 3, 11, Clyisiopher doss not disclose the multi-user interactive
softwars, MHowever, Barion discioses The system of claim 1, wherein the mulli-user
intaractive software application is configurad o allow a remote device o control one or
more of a pointer device, a keyboard input, or a display of the host computer

system{Fig. 23 ¥ Access the Remote Computerized Resowrce. .7,

It would have been obvious before the effective filing date of the claimed invention to a

person having ordinary skill in the art to modify Christopher invention of generating an

multi-tenant container to include multi-user interactive software in order to provide for
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enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Regarding Claim 4, 12, Christopher discloses the host compuder system is connected
10 a network, the network comvesponding o one or more of a local area network (LAN), a
wide grea network (WAN)Y, 3 cellidar network, a Wi-Fi network, a digital subscribers line
(DSL) network, a cloud computing network, a dala center, or a satellite network(Fig. 12

e 1218},

Hegarding Claim 5, 13, Chyistopher discloses the processor is further configured 1o
implement a host- based firewall, the host based-firewall being configured 1o isolate the
host computer systam from communicating with one or more other devices on the
network{Fig. 44 ltem “Container Logic”, Host File systam is spate from Container

Logic).

Hegarding Claim 8, 14, Chyistopher disclogses the host-based firawall is configured o
block incoming communications from the network that are sent o the workspaceiFig.

11, the prevent and inlercepd lenants).

Hegarding Claim 7, 15, Christopher discloses the processor is further configured to run
one of more rusted applications inn the first memaory space, and wherein the trusted
apphications are configured (o communicale with one or mors rusted machings via the

network{Col 45-53, the mulii-lenant set up for communications).
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Hagarding Claim 8, 18, Christopher discloses the internal isolation firewsl] is further
contigured 1o prompl a user of the host computer system o allow communication
between the firsl memary space and the second memaory space{Fig. 2A item

“Infercaptor’, the operating system and containgr interface).

Conclusion

The Examiner notes that communication through email is permitted only
after authorization with submission of PTO/SB/439 form. Please file this form in
EFS or thorough central fax before proceeding to communicate via email with the
examiner. The submission of the PTO/SB/439 form via email will NOT be

accepted.

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
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the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Venkat Perungavoor whose telephone number is
(671)272-7213. The examiner can normally be reached on 9-5. If attempts to reach the
examiner by telephone are unsuccessful, the examiner's supervisor, Saleh Najjar can
be reached on 571-272-4006. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: September 9, 2020

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appllcatllon of: Confirmation No.: 7622
L3 Technologies, Inc.

Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Filing Date: September 25,2018

Mail Stop RCE
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
REPLY PURSUANT TO 37 CFR § 1.114
In response to the Official Action dated September 9, 2020, reconsideration is
respectfully requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page 2 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 7 of this paper.

XX 0O X

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and

Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: September 9, 2020

This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Currently Amended) A system comprising a processor and memory, the
processor configured to:

implement a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space;

implement an isolated computing environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall; [[and]]

authenticate the isolated computing environment with an authentication device: and

send data to an untrusted destination from the multi-user interactive software application

asseectated-with-the-iselated-computingenvironment via a proxy device when —wheretnthe-mult-

usertnteractive-software-applicationisunable-to-send-the-dataunti the isolated computing
environment has been authenticated-with-an-authentication-deviee.

2. (Previously Presented) The system of claim 1, wherein the multi-user
interactive software application is configured to allow a remote machine to control an application
or process of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the application or process comprises at least one of
viewing, interacting with, modifying, uploading data to, or downloading data from the

application or process.

Page 2 of 9
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3. (Previously Presented) The system of claim 1, wherein the multi-user
interactive software application is configured to allow a remote device to control one or more of

a pointer device, a keyboard input, or a display of the system.

4. (Previously Presented) The system of claim 1, wherein the system is
connected to a network, the network corresponding to one or more of a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers

line (DSL) network, a cloud computing network, a data center, or a satellite network.

5. (Previously Presented) The system of claim 4, wherein the processor is
further configured to implement a host-based firewall, the host-based firewall being configured

to isolate the system from communicating with one or more other devices on the network.

6. (Original) The system of claim 5, wherein the host-based firewall is

configured to block incoming communications from the network that are sent to the workspace.

7. (Original) The system of claim 4, wherein the processor is further configured
to run one or more trusted applications in the first memory space, and wherein the trusted

applications are configured to communicate with one or more trusted machines via the network.

8. (Previously Presented) The system of claim 1, wherein the internal
isolation firewall is further configured to prompt a user of the system to allow communication

between the first memory space and the second memory space.

9. (Currently Amended) A method comprising:
implementing a workspace, wherein the workspace is configured to enable operation of a

first set of one or more applications or processes via a first memory space;

Page 3 of 9
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implementing an isolated computing environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolating the isolated computing environment from the workspace using an internal
isolation firewall; [[and]]

authenticating the isolated computing environment with an authentication device; and

sending data to an untrusted destination from the multi-user interactive software

application assectated-with-the-tselated-computingenvironment-via a proxy device when;
wheret-the-multi-usertnteractivesoftware-apphecationisunable-to-send-the-datauntd the

isolated computing environment has been authenticated-with-an-authenticatton-deviee.

10.  (Previously Presented) The method of claim 9, wherein the multi-user
interactive software application is configured to allow a remote machine to control an application
or process of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the application or process comprises at least one of
viewing, interacting with, modifying, uploading data to, or downloading data from the

application or process.

11.  (Original) The method of claim 9, wherein the multi-user interactive software
application is configured to allow a remote device to control one or more of a pointer device, a

keyboard input, or a display of the isolated computing environment.

12.  (Original) The method of claim 9, further comprising connecting to a
network, the network corresponding to one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a

cloud computing network, a data center, or a satellite network.
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13.  (Previously Presented) The method of claim 12, further comprising
implementing a host-based firewall, the host-based firewall being configured to isolate the first
memory space and the second memory space from communicating with one or more devices on

the network.

14.  (Original) The method of claim 13, wherein the host-based firewall is

configured to block incoming communications from the network that are sent to the workspace.

15. (Original) The method of claim 12, further comprising running one or more
trusted applications in the first memory space, wherein the trusted applications are configured to

communicate with one or more trusted machines via the network.

16.  (Original) The method of claim 9, wherein the internal isolation firewall is
further configured to prompt a user of the workspace to allow communication between the first

memory space and the second memory space.

17. (Withdrawn) A system comprising:
a network;
an authentication device;
a first computer configured to connect to the network, the first computer comprising a
first processor and a first memory, wherein the first processor is configured to:
implement a first workspace, wherein the first workspace is configured to enable
operation of a first set of one or more applications or processes via a first memory space;
implement a first isolated computing environment, the first isolated computing
environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space, wherein the second set of one or more applications or

processes comprises a multi-user interactive software application; and
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isolate the first isolated computing environment from the first workspace using a first
internal isolation firewall; and

a second computer configured to connect to the first computer via the network, the
second computer comprising a second processor and a second memory, wherein the second
processor is configured to:

implement a second workspace, wherein the second workspace is configured to enable
operation of a third set of one or more applications or processes via a third memory space;

implement a second isolated computing environment, the second isolated computing
environment being configured to enable operation of a fourth set of one or more applications or
processes via a fourth memory space, wherein the fourth set of one or more applications or
processes comprises a multi-user interactive software application; and

isolate the second isolated computing environment from the second workspace using a
second internal isolation firewall;

wherein the first computer and the second computer are configured to communicate data
associated with the multi-user interactive software application via a proxy device, and wherein
the multi-user interactive software application is unable to communicate the data until the first
isolated computing environment and the second isolated computing environment have

authenticated with the authentication device.
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REMARKS

Claims 1-16 are pending in the application. Claims 1 and 9 have been amended. No
claims have been canceled or added. Support for the amendments to the claims can be found
throughout the as-filed specification, such as in paragraphs [0007], [0008], and [0027]-[0029],

for example. No new matter has been added.

Rejections of independent claims 1 and 9 under 35 U.S.C. § 103

Claims 1-16 were rejected under 35 U.S.C. § 103 for allegedly being unpatentable over
Christopher! in view of Barton.? Applicant disagrees with the rejections.

Independent claim 1 has been amended to recite sending “data to an untrusted destination
from the multi-user interactive software application via a proxy device when the isolated
computing environment has been authenticated.” But Christopher and Barton, whether alone or
in combination, do not teach or suggest these features.

Christopher does not teach or suggest this feature. As admitted in the Office Action,
Christopher does not teach or suggest sending “data to an untrusted destination from the multi-
user interactive software application associated with the isolated computing environment ...
So, it follows that Christopher cannot be said to teach or suggest sending “data to an untrusted
destination from the multi-user interactive software application via a proxy device when the
isolated computing environment has been authenticated,” as recited in amended claim 1.

Barton also does not teach or suggest this feature. In Barton, a managed application
cannot send data to an unmanaged application.

Figure 35 of Barton shows that the Barton managed application cannot send data to the
unmanaged application.* The unmanaged application in Figure 35 is separate from the managed

application.’ The managed application is “restricted to only be able to communicate with other

1U.S. Patent No. 8,966,464.

2 U.S. Publication No. 2014/0040979.

3 Office Action dated 09/09/2020, at page 4.
+ Barton at paras. [0335]-[0538]; FIG. 35.
SId.
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managed apps....”% That is, the managed application can only communicate with another
managed application. But the managed application cannot send data to an unmanaged
application.’

Barton even further clarifies that the managed application cannot send data to the
unmanaged application. Specifically, Barton states that the “managed set of applications... are
selectively prohibited from sharing files and/or data with applications that are not part of the
managed set.”’® In this way, “data are prevented from leaking out of the managed set...,” as the
managed set of applications are “blocked from exporting data to unmanaged applications.” That
is, the Barton managed application cannot send data to an unmanaged application.'® So Barton
cannot be said to teach or suggest sending “data to an untrusted destination from the multi-user
interactive software application via a proxy device when the isolated computing environment has
been authenticated,” as recited in amended claim 1.

Accordingly, claim 1 is patentable over Christopher and Barton for at least the reasons
above. Because claim 9 recites features that are similar to claim 1, claim 9 is also patentable
over Christopher and Barton. Further, at least due to their respective dependence on independent

claims 1 and 9, dependent claims 2-8 and 10-16 are also patentable over Christopher and Barton.

¢ Barton at para. [0075].

7 See Id. at paras. [0535]-[0538]; FIG. 35.
8 Id. at para. [0535].

9 Id. at paras. [0170] and [0535].

10 1d.
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: September 9, 2020

CONCLUSION
Applicant submits that the present application is in condition for allowance and a Notice
of Allowance is requested. Examiner Perungavoor is invited to call Applicant’s undersigned
representative to discuss the application should the Examiner determine that such a discussion

may advance prosecution.

Date: March 8, 2021 [Jeung Huh/

Jeung (Jacob) Huh
Registration No. 76,913

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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Application/Control Number: 16/141,535 Page 2
Art Unit: 2492

Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.

DETAILED ACTION

Continued Examination Under 37 CFR 1.114
A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

3/8/2021 has been entered.

Response to Arguments

Applicant’s arguments with respect to claim(s) 116 have been considered but are
moot because the new ground of rejection does not rely on any reference applied in the
prior rejection of record for any teaching or matter specifically challenged in the
argument.

Claim Rejections - 35 USC § 112

The following is a quotation of 35 U.S.C. 112(b):

(b) CONCLUSION.—The specification shall conclude with one or more claims particularly
pointing out and distinctly claiming the subject matter which the inventor or a joint inventor
regards as the invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:
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The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claims 1-8 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlA),
second paragraph, as being indefinite for failing to particularly point out and distinctly
claim the subject matter which the inventor or a joint inventor (or for applications subject

to pre-AlA 35 U.S.C. 112, the applicant), regards as the invention.

” 13

Claim limitation “workspace configured to”, “isolated computing environment
configured to” , “multi-user interactive software application is configured to”(Claim 2 and
Claim 3), “host-based firewall is configured to” (Claim 5 and Claim 6) , “ trusted
applications are configured to”’(Claim 7), invokes 35 U.S.C. 112(f) or pre-AlA 35 U.S.C.
112, sixth paragraph. However, the written description fails to disclose the
corresponding structure, material, or acts for performing the entire claimed function and
to clearly link the structure, material, or acts to the function. Therefore, the claim is
indefinite and is rejected under 35 U.S.C. 112(b) or pre-AIA 35 U.S.C. 112, second
paragraph.
Applicant may:
(a) Amend the claim so that the claim limitation will no longer be interpreted as a
limitation under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph;
(b) Amend the written description of the specification such that it expressly recites

what structure, material, or acts perform the entire claimed function, without

introducing any new matter (35 U.S.C. 132(a)); or
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(c) Amend the written description of the specification such that it clearly links the
structure, material, or acts disclosed therein to the function recited in the claim,
without introducing any new matter (35 U.S.C. 132(a)).

If applicant is of the opinion that the written description of the specification
already implicitly or inherently discloses the corresponding structure, material, or acts
and clearly links them to the function so that one of ordinary skill in the art would
recognize what structure, material, or acts perform the claimed function, applicant
should clarify the record by either:

(a) Amending the written description of the specification such that it expressly
recites the corresponding structure, material, or acts for performing the claimed
function and clearly links or associates the structure, material, or acts to the
claimed function, without introducing any new matter (35 U.S.C. 132(a)); or

(b) Stating on the record what the corresponding structure, material, or acts, which
are implicitly or inherently set forth in the written description of the specification,
perform the claimed function. For more information, see 37 CFR 1.75(d) and

MPEP §§ 608.01(0) and 2181.

The Diebold Nixdorf v. ITC case illustrates the black box implementation of the
structure is not sufficient to overcome the 35 USC §112(f). The case involved an
cheque standby unit being understood to be not sufficiently described to have structure
in the disclosure and a black box disclosure of this unit in the drawings was deemed

insufficient.
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And in the case of generic computer being the structure then an algorithm for the
generic computer must be disclosed is specifications. See MPEP 2181, Il, B[R-10.2019]

see citation below with underline for emphasis.

Il. DESCRIPTION NECESSARY TO SUPPORT A CLAIM LIMITATION WHICH INVOKES 35 U.S.C.

112(f) or Pre-AlA 35 U.S.C. 112, SIXTH PARAGRAPH

B. Computer-Implemented Means-Plus-Function Limitations

The Federal Circuit case law regarding special purpose computer-implementsd means-plus-
function claims is divided imo two distingt groups. The first group includes cases in which the specification
disclnses ne algorithim, and the second group includes cases in which the specification dees disclose an
algorithm, bui an issue exisis as to whether the disclosure is adequats o perform the entire claimed
function{s}. The sufficiency of the algorithm is determined in visw of what one of ordinary skill in the art
would undersiand as sufficient to defins the structure and make the boundaries ot the claim
undarstandable. Ses Noah, 878 F.ad at 18313, 102 USPO2d at 1417,

Mers referance 1o a general purposs compuler with appropriate programming without providing an
expanation of the aporopriate programming, or simply reciting "seftware” withoul providing detad about
the means i¢ accomplish 2 specific software funciion, would net be an adeguate disclosure ¢of the
corresponding siructure 1o satisfy the reauiremenis of 38 UR.E TISH or pra-AA 38 LS,
Y18, second paragraph, Arfsfocrat 581 F.3d at 1334, 88 USPQ2d at 1239; Finisar, 523 F.3d at 1340-41,
86 USPO2d at 1623, iIn addition, marely refergncing a spaciaiized computer {e.q., & "bank compuler™),
some undefined component of a computer system {e.¢., "accass control manager™), "logic,” "code,” or
slements that are essentially a black box designed 1o perform the recited funclion, will not be sufficient
because there must be somes explanation of how the computer or the computer component parforms the
claimed function. Blackboard, Inc v. DasireZieam, Inc., 574 F.3d 1371, 1383-85, 91 USPQZd 1481,
1481-93 {Fed. Cir. 2009); Net MoneyiN, Inc. v, VeriSign, Inc., 545 F.3d 1359, 1366-87, 88 USPO2d 1751,

1756-57 (Fed. Cir. 2008); Rodriguez, 92 USPO2d at 1405.08. 15

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
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ordinary skill in the art to which the claimed invention pertains. Patentability shall not be
negated by the manner in which the invention was made.

Claims 1-16 is/are rejected under 35 U.S.C. 103 as being unpatentable over
SICE : A Hardware-Level Strongly Isolated Computing Environment for x86 Multi-

core Platforms to Azab in view of US Patent 8566398 to Barnier.

Hegarding Claim 1, 8, Azab disclosas a host compuler system comprising & procassor
and memory, the processor configured o implement a workspace, wherein the
workspace is configured (o enable operation of a first set of one or more applications or
processes vig a first mamory space(Fig. 1 ilem Protected Memaory SMBAM), implement
an isolated compuling environment, the isolaled compuling environment being
configured (o enable operatlion of a second set of one or more applcations or Processes
vig 3 second memory space, wherein the second sei of ong or more gpplications or
processes comprises a mulli-user inferactve software application{(Fig. 1 item isolaied
Environmeni} ; isolals the isolated computing environmant from the workapace using an
iternal isolation firewall{Fig. 1 Security Manager);, authenticate the isolated computing
egnvironment with an authentication device(4.3 Atlestation and Becure Cormmunication,
attesting to integrity of isclated workload); and send data to an unirusted destination
from the multi-user interactive software application via a proxy device when | the
izotated computing envirenment has been authenticaied(5. 1. Preparing and initighizing

the VM),
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But Azab does not disclose the mulli-user intoractive software. However, Bamisy
discloses send data to an untrusted destingtion from the multi-user inleractive software
application associaied with the izolated computing environment with via a proxy

device{Col 5 Lin 18-43, the collaborate the emails, documentations and exchanges).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Azab invention of a secure execution in
isolated environment to include multi-user interactive software in order to provide for

collaboration as taught in Barnier see Col 5 Ln 18-43.

Fegarding Claim 2, 10, Azab does not disclose the mulii-interactive software.
However, Barnier discloses The sysiem of claim 1, wherain the muiti-user interactive
software gpplication is configured 1o allow a remote machine (o contral one or more of
the second set of one or more applicgiions or processes ruming in the isolgted
computing environmaent, whersin coniroliing the one or more applicalion or rocess
comprises al lzasi one of viewing, interacting with, modifyving, uploading dala o, or
downloading data from the application or process{Col 5 Ln 18-43, the collaborate the

emailg, documentations and exchanges).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Azab invention of a secure execution in
isolated environment to include multi-user interactive software in order to provide for

collaboration as taught in Barnier see Col 5 Ln 18-43.
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Fegarding Clairm 3, 11, Azab does not disclose the mulli-user inleractive software.

However, Barnier discloses The system of claim 1, wherein the multi-user interactive
software application is configurad to gow g remote device 1o control one or more of g
poirter device, a keyboard input, or a display of the host computer system{Col 3 Ln 1-

11, the plurality of participants parlicipating in workgroup application).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Azab invention of generating an multi-
tenant container to include multi-user interactive software in order to provide for
enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Fegarding Claim 4, 12, Azab discloses the host compuier system is connecied o a
network, ihe network corresponding 1o one or more of g local areg network (LANS, a
wide areg network (WAN), a celiular network, a Wi-Fi network, a digital subscribers line
(D8L) network, a cloud computing netwaork, g dats center, or a satelliite network{1.

introduction, hardware, BIOS and cloud service provider).

Hegarding Claim 5, 13, Azab discloses the processor is further configured o
implement g host- based firewall, the host hased-firewall being configured 1o isolate the
host computer sysiem from communicating with one or more other devices on the

petwork{1.3 SICE Overview, the isclated workicad).
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Fegarding Clairn 8, 14, Azab discloses the host-based firawall is configured to block
incorming communications from the network thatl are sert to the workspace{1.3 SICE

overview, the isolation between environmenis),

Regarding Claim 7, 15, Azab discloses the processor is further configursd o run one
or more rusted applications in the first mamory space, and wherein the trusted
applications are configured 1o communicate with one o more rusted machines vig the

network{1.3 BICE Cvearview, the communication channet with multi-core systems).

Regarding Claim 8, 186, Azab discloses the internal isolation firewall is further
cornfigurad to prompt g user of the host computer system to allow communication
hetween the first memory space and the second memory space{1.3 SICE Overview, the

Memory range communications with Vs,

Conclusion

The Examiner notes that communication through email is permitted only
after authorization with submission of PTO/SB/439 form. Please file this form in
EFS or thorough central fax before proceeding to communicate via email with the
examiner. The submission of the PTO/SB/439 form via email will NOT be

accepted.
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THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. Inthe event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Venkat Perungavoor whose telephone number is
(671)272-7213. The examiner can normally be reached on 9-5. If attempts to reach the
examiner by telephone are unsuccessful, the examiner’s supervisor, Saleh Najjar can
be reached on 571-272-4006. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
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For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/VENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492
Email: venkatanarayan.perungavoor@uspto.gov
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Application No. Applicant(s)

16/141,535 Coleman et al.
. s . i A AlA (First Inventor P
Examiner-Initiated Interview Summary 53‘22’? ' AT o Fo) Statue age

PERUNGAVOOR | 2492 |Yes 1of 1

VENKAT PERUNGAVOOR Primary Examiner Telephonic
N/A Attorney

Date of Interview: 22 March 2021

Issues Discussed:

Other

The attorney contacted the examiner and mentioned that page 10 of last office action sent on 3/18/2021
says it is an Final Rejection. The examiner pointed out that the last office action is an Non-Final
Rejection and not an Final Rejection. And the conclusion section is wrong, and it is an mistake in drafting
the office action. The first page of the office action and the coding within the PAIR correctly identifies the
action as an Non-Final. The applicant requested an interview summary to make the record clear, this
interview summary is being sent for that purpose.

NVENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:lIt is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 202103221

0197




DOCKET NO.: LCOM_ENT _Collab_USO01 PATENT
Application No.: 16/141,535
Office Action Dated: March 18, 2021

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appllcatllon of: Confirmation No.: 7622
L3 Technologies, Inc.

Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Filing Date: September 25,2018

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir;
REPLY PURSUANT TO 37 CFR § 1.111
In response to the Official Action dated March 18, 2021, reconsideration is respectfully
requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page 2 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 7 of this paper.

XX 0O X

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and

Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.

Page 1 of 9
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This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Currently Amended) A system comprising a-preeesser-and-memory—the
processor-configured-to:

a memory: and

a processor configured to:

implement a workspace that uses a host operating system, wherein the workspace

enables ts-configured-to-enable-operation of a first set of one or more applications or

processes via a first memory space;

implement an isolated computing environment that uses the host operating
system, wherein the isolated computing environment enables being-—confieured-to-enable

operation of a second set of one or more applications or processes via a second memory

space, and wherein the second set of one or more applications or processes comprises a
multi-user interactive software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall;

authenticate the isolated computing environment with an authentication device;
and

send data to an untrusted destination from the multi-user interactive software
application via a proxy device when the isolated computing environment has been

authenticated.

2. (Currently Amended) The system of claim 1, wherein the multi-user interactive
software application allows is-cenfigured-te-alow-a remote machine to control an application or
process of the second set of one or more applications or processes running in the isolated

computing environment, wherein controlling the application or process comprises at least one of

Page 2 of 9
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viewing, interacting with, modifying, uploading data to, or downloading data from the

application or process.

3. (Currently Amended) The system of claim 1, wherein the multi-user interactive
software application allows is-cenfigured-te-allow-a remote device to control one or more of a

pointer device, a keyboard input, or a display of the system.

4. (Previously Presented) The system of claim 1, wherein the system is
connected to a network, the network corresponding to one or more of a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers

line (DSL) network, a cloud computing network, a data center, or a satellite network.

5. (Currently Amended) The system of claim 4, wherein the processor is further
configured to;

implement a host-based firewall, wherein the host-based firewall isolates being
contfigured-totselate-the system from communicating with one or more other devices on the

network.

6. (Currently Amended) The system of claim 5, wherein the host-based firewall
blocks ts-eenfieured-to-bloek-incoming communications from the network that are sent to the

workspace.

7. (Currently Amended) The system of claim 4, wherein the processor is further
configured to;

run one or more trusted applications in the first memory space, and wherein the one or
more trusted applications are-cenftgured-te-communicate with one or more trusted machines via

the network.

Page 3 of 9
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8. (Currently Amended) The system of claim 1, wherein the internal isolation

firewall prompts isfurtherconfisured-to-prompta user of the system to allow communication

between the first memory space and the second memory space.

9. (Currently Amended) A method comprising:
implementing a workspace that uses a host operating system, wherein the workspace

enables is-configured-to-enable-operation of a first set of one or more applications or processes

via a first memory space;

implementing an isolated computing environment that uses the host operating system,

wherein the isolated computing environment enables being-econfieured-to-enable-operation of a

second set of one or more applications or processes via a second memory space, wherein the

second set of one or more applications or processes comprises a multi-user interactive software
application;

isolating the isolated computing environment from the workspace using an internal
isolation firewall;

authenticating the isolated computing environment with an authentication device; and

sending data to an untrusted destination from the multi-user interactive software

application via a proxy device when the isolated computing environment has been authenticated.

10.  (Currently Amended) The method of claim 9, wherein the multi-user interactive
software application allows is-cenfigured-teo-allow-a remote machine to control an application or
process of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the application or process comprises at least one of
viewing, interacting with, modifying, uploading data to, or downloading data from the

application or process.

Page 4 of 9
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11.  (Currently Amended) The method of claim 9, wherein the multi-user interactive
software application allows is-cenfigured-te-alow-a remote device to control one or more of a

pointer device, a keyboard input, or a display of the isolated computing environment.

12.  (Original) The method of claim 9, further comprising connecting to a
network, the network corresponding to one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a

cloud computing network, a data center, or a satellite network.

13. (Currently Amended) The method of claim 12, further comprising;:
implementing a host-based firewall, wherein the host-based firewall isolates being
configured-to-iselate-the first memory space and the second memory space from communicating

with one or more devices on the network.

14.  (Currently Amended) The method of claim 13, wherein the host-based firewall
blocks ts-eenfieured-to-bloek-incoming communications from the network that are sent to the

workspace.

15. (Currently Amended) The method of claim 12, further comprising;
running one or more trusted applications in the first memory space, wherein the one or
more trusted applications are-eonfigured-te-communicate with one or more trusted machines via

the network.
16.  (Currently Amended) The method of claim 9, wherein the internal isolation
firewall prompts isfurtherconfigured-to-prompta user of the workspace to allow communication

between the first memory space and the second memory space.

17. (Withdrawn) A system comprising:

Page 5 of 9

0202



DOCKET NO.: LCOM_ENT _Collab_USO01 PATENT
Application No.: 16/141,535
Office Action Dated: March 18, 2021

a network;
an authentication device;

a first computer configured to connect to the network, the first computer comprising a
first processor and a first memory, wherein the first processor is configured to:

implement a first workspace, wherein the first workspace is configured to enable
operation of a first set of one or more applications or processes via a first memory space;

implement a first isolated computing environment, the first isolated computing
environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space, wherein the second set of one or more applications or
processes comprises a multi-user interactive software application; and

isolate the first isolated computing environment from the first workspace using a first
internal isolation firewall; and

a second computer configured to connect to the first computer via the network, the
second computer comprising a second processor and a second memory, wherein the second
processor is configured to:

implement a second workspace, wherein the second workspace is configured to enable
operation of a third set of one or more applications or processes via a third memory space;

implement a second isolated computing environment, the second isolated computing
environment being configured to enable operation of a fourth set of one or more applications or
processes via a fourth memory space, wherein the fourth set of one or more applications or
processes comprises a multi-user interactive software application; and

isolate the second isolated computing environment from the second workspace using a
second internal isolation firewall;

wherein the first computer and the second computer are configured to communicate data
associated with the multi-user interactive software application via a proxy device, and wherein
the multi-user interactive software application is unable to communicate the data until the first
isolated computing environment and the second isolated computing environment have

authenticated with the authentication device.

Page 6 of 9
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REMARKS

Claims 1-16 are pending in the application. Claims 1-3, 5-11, and 13-16 have been
amended. No claims have been canceled or added. Support for the claim amendments can be
found throughout the as-filed application, such as in paragraphs [0026], [0027], [0048], and

[0051] of the specification and Figures 2-4, for example. No new matter has been added.

Claim Interpretation under 35 U.S.C. § 112
The Office Action rejects claims 1-8 under 35 U.S.C. § 112(b) and § 112(f) as indefinite
for allegedly reciting functional language that is not tied to a structure. ! Specially, it appears

2% ¢

that the Office Action takes issue with the terms “workspace configured to enable,” “isolated

2%

computing environment configured to enable,” “multi-user interactive software application is
configured to allow,” “host-based firewall is configured to isolate,” “host-based firewall is
configured to block,” and “trusted applications are configured to communicate.” Claims 1-8
have been amended to recite “workspace enables,” “isolated computing environment enables,”
“multi-user interactive software application allows,” “host-based firewall isolates,” “host-based
firewall blocks,” and “trusted applications communicate.” Accordingly, Applicant requests

withdrawal and reconsideration of the rejections.

Rejections of independent claims 1 and 9 under 35 U.S.C. § 103

Claims 1-16 were rejected under 35 U.S.C. § 103 for allegedly being unpatentable over
Azab? in view of Barnier.> Applicant disagrees with the rejections.

Independent claim 1 has been amended to recite, in part, implementing “an isolated
computing environment that uses the host operating system ....” But Azab and Barnier do not

teach or suggest these features.

! Office Action dated 03-18-2021, pp. 2-5.

2 A. Azhab, et el. “Azab: A hardware-level strongly isolated computing environment for x86 multi-core platforms”
17 Oct. 2011.

3U.S. Patent No. 8566398.
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Azab does not teach or suggest this feature. For example, Azab does not implement an
isolated computing system using a host operating system. Rather, Azab does isolates an
environment without using the host operating system (OS).

Figure 2 of Azab shows that Azab’s isolated environment does not use a host operating
system.* Specifically, the isolated environment in Figure 2 is separate and independent from the
host. And the isolated environment does not use any software component in the host
environment to execute an isolated environment. Azab even states that Azabit “does not rely on
any software component in the host environment (i.e., an OS or a hypervisor).”® Thus, Azab
merely isolates an environment without using the host OS.

But isolating an environment without using a host OS is not equivalent to implementing
“an isolated computing environment that uses the host operating system ....” as recited in
amended claim 1 (emphasis added). For one thing, the isolated environment in Azab does
intentionally avoids using the host operating. Specifically, Azab states that when “the legacy
host requires the isolated workload to run,” Azab triggers system management interrupt (SMI) to
switch the processor’s execution environment from the host OS to the isolated environment.®
That is, using the host OS, the security manager for the isolated environment runs.” And the
security manager for the isolated environment is separate and independent from the host OS. So,
Azab does not teach or suggest implementing “an isolated computing environment that uses the
host operating system ...,” as claim 1 recites.

Further, Barnier does not teach or suggest implementing “an isolated computing
environment that uses the host operating system ...,” as claim 1 recites. Barnier is directed
towards an extranet that includes a network.® And there is no discussion of Barnier of operating
systems, let alone a host operating system. In fact, the term “operating system” does not even
appear in Barnier. So, Barnier does not teach or suggest implementing “an isolated computing

environment that uses the host operating system ...,” as claim 1 recites.

4 See Azab FIG 2; see also FIG. 1.

5 Id. at p. 375.

6 Id. at pp. 379-380; see also FIG. 2.
Id.

8 Barnier at Abstract.
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Accordingly, claim 1 is patentable over Azab and Barnier for at least the reasons above.
Because claim 9 recites features that are similar to claim 1, claim 9 is also patentable over Azab
and Barnier. Further, at least due to their respective dependence on independent claims 1 and 9,

dependent claims 2-8 and 10-16 are also patentable over Azab and Barnier.

CONCLUSION
Applicant submits that the present application is in condition for allowance and a Notice
of Allowance is requested. Examiner Perungavoor is invited to call Applicant’s undersigned
representative to discuss the application should the Examiner determine that such a discussion

may advance prosecution

Date: September 13, 2021 [Jenng Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
L3 Technologies, Inc.

Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Confirmation No.: 7622

Filing Date: September 25, 2018

Filed Via EFS
SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Pursuant to 37 CFR § 1.56 and in accordance with 37 CFR §§ 1.97-1.98, information relating to the above-

identified application is hereby disclosed. Inclusion of information in this statement is not to be construed as an

admission that this information is material as that term is defined in 37 CFR § 1.56(b).

L] IDS Filed Under 37 CFR 1.97(b)

In accordance with § 1.97(b), since this Information Disclosure Statement is being filed either within three

months of the filing date of the above-identified application, within three months of the date of entry into
the national stage of the above identified application as set forth in § 1.491, before the mailing date of a
first Office Action on the merits of the above-identified application, or before the mailing date of a first
Office Action after the filing of request for continued examination under § 1.114, no additional fee is

required.

X IDS filed Under 37 CFR 1.97(c)

In accordance with § 1.97(c), this Information Disclosure Statement is being filed after the period set forth

in § 1.97(b) above but before the mailing date of either a Final Action under § 1.116 or a Notice of
Allowance under § 1.311, or before an action that otherwise closes prosecution in the application,
therefore:

[] Certification in Accordance with § 1.97(e) is attached; or

XI  The fee of $260.00 as set forth in § 1.17(p) is attached.
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[

IDS filed Under 37 CFR 1.97(d)

In accordance with § 1.97(d), this Information Disclosure Statement is being filed after the mailing date

of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311 but before, or simultaneously
with, the payment of the Issue Fee, therefore included are: Certification in Accordance with § 1.97(e);
and the submission fee of $240.00 as set forth in § 1.17(p).

CONTENT OF IDS PURSUANT TO 37 CFR 1.98

X

Copies of reference numbers 36-120 listed on the attached Form PTO-1449 are not required to be
submitted pursuant to 37 CFR § 1.98(a)(2)(ii).

Copies of reference numbers 121-128 listed on the attached Form PTO-1449 are enclosed herewith.

Copy of reference number is not being submitted because it was previously cited by or submitted
to the U.S. Patent and Trademark Office in patent application number , filed for which aclaim

for priority under 35 U.S.C. § 120 has been made in the instant application.

The month of publication for reference numbers is not available. However, the year of publication
for these references is sufficiently earlier than the effective US filing date and any foreign priority date so

that the particular month of publication is not in issue pursuant to 37 CFR § 1.98(b).

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH

[l

The following documents are not in the English language. Accordingly, a concise explanation of the
relevance of the document was incorporated in the specification passages identified below, the document
was identified in a foreign communication as identified below or an English language counterpart

application has been provided as indicated below.

Foreign Language . Pages of Reference in Specification or
Cite No.
Document Relevance of Document
Foreign Language Document Cite No. English Language Counterpart Cite No.

Page 2 of 3
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L] CERTIFICATION IN ACCORDANCE WITH § 1.97(e)

| hereby certify that:

[] Each item of information contained in this information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three

months prior to the filing of this information disclosure statement.

[] No item of information contained in this information disclosure statement was cited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person
signing the certification after making reasonable inquiry, no item of information contained in this
information disclosure statement was known to any individual designated in § 1.56(c) more than three

months prior to the filing of this information disclosure statement.

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519.

Date: September 13, 2021 [Jeung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Conbo Roccia KopTiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103

Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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Docket Number (Optional)
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | LCOM_ENT_Collab_US01

Application Number File

16/141,535 " September 25, 2018

" NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Art Unit Examiner

2492 PERUNGAVOOR, VENKATANARAY

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee
I:I One month (37 CFR 1.17(a)(1)) $220 $110 $55 $
[] Two months (37 CFR 1.17(a)(2)) $640 $320 $160 $
Three months (37 CFR 1.17(a)(3)) $1,480 $740 $370 $ 1480
[] Four months (37 CFR 1.17(a)(4)) $2,320 $1,160 $580 $
[] Five months (37 CFR 1.17(a)(5)) $3,160 $1,580 $790 $

Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

A check in the amount of the fee is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

[]
[]
[]
D Payment by credit card. Form PTO-2038 is attached.
[]

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 50-5519

Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

| am the

|:| applicant.

attorney or agent of record. Registration number 76’91 3

|:| attorney or agent acting under 37 CFR 1.34. Registration number
/Jeung Huh/ September 14, 2021

Signature Date
Jeung (Jacob) Huh 215-558-5740
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below™.

* Total of 1 (one) forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Mail Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

16141535

Filing Date:

25-Sep-2018

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Filer:

Jeung Huh/Melissa Inzaris

Attorney Docket Number:

LCOM_ENT_Collab_US01

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description

Fee Code Quantity Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Extension - 3 months with $0 paid 1253 1 1480 1480
Miscellaneous:
SUBMISSION- INFORMATION DISCLOSURE STMT 1806 1 260 260
Total in USD ($) 1740
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Electronic Acknowledgement Receipt

EFS ID: 43758770
Application Number: 16141535
International Application Number:
Confirmation Number: 7622
Title of Invention: NETWORK ISOLATION FOR COLLABORATION SOFTWARE
First Named Inventor/Applicant Name: Glenn Coleman
Customer Number: 158266
Filer: Jeung Huh/Melissa Inzaris
Filer Authorized By: Jeung Huh
Attorney Docket Number: LCOM_ENT_Collab_US01
Receipt Date: 14-SEP-2021
Filing Date: 25-SEP-2018
Time Stamp: 12:47:51
Application Type: Utility under 35 USC 111(a)

Payment information:
Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $1740
RAM confirmation Number E20219DC48073806
Deposit Account
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
170754
IMS-MT-
1 C5-0150_LCOM_ENT_Collab_U yes 9
501 _Rep|y_tO_N FOA_DatEd_O 1b73a%9e7880788b018fc4f5944380203e94
3_18_2021.pdf 34120
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1
Claims 2
Applicant Arguments/Remarks Made in an Amendment 7
Warnings:
Information:
207281
5 Information Disclosure Statement (IDS) | LCOM_ENT_Collab_US01_AS_| o 10
Form (5808) ILED_IDS_1 449pdf 90cc7a9f68884576%ee6214b9f6afcbdas2al
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
93680
LCOM_ENT_Collab_US01_AS
i - T - — o= no 3
3 Transmittal Letter ILED_IDS_Transmittal.pdf
f7f2ec2bc95013a8ead 104e89c261fd86af92
8fd
Warnings:
Information:
72923
4 Non Patent Literature 121_NPL_search_terms.pdf no 1
77098bd7c7c90f55d6d351fd7318485ed 78|
90f6b
Warnings:

Information:
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122_Bruckman_Georgia_comp

690911

5 Non Patent Literature utes_Improving_the_Computi no 5
ng_Education.pdf 801587casf04191ea307bd8eS091fc178b%
- da67
Warnings:
Information:
17419094
6 Non Patent Literature 123_Com;)do_lnterr.1§t_S§fcur|t no 579
y_Ver _USer_gL“ e.p b1ff2a8b57c42c2a44aa506edea 100bcecde]
a97f
Warnings:
Information:
1072002
. 124_Jauernig_Trusted_Executi
7 Non Patent Literature —au I.g— u —-xecutt no 5
on_Environments.pdf
446f14f89b4 cfaa2d908d c85fefee262b4770
74f
Warnings:
Information:
4131524
. 125_Jung_AnArchitectureFor
8 Non Patent Literature —ung_ - no 8
2014_8pp.pdf
a3f128711eccbd57c10c6c1b55basf3e64ch
d176
Warnings:
Information:
2053917
9 Non Patent Literature 126'_Kost|a.\|neh_Dedlcated_Sec no 9
urity_Chips_in_the_Age.pdf
0516025b109fe79f89fad08f720dd2d7c041
29e4
Warnings:
Information:
554321
10 Non Patent Literature 127_Phuoc_Le_Comput|ng_th no 12
e_Real_lsolated_Points.pdf
012a33383f3ef8eaac72dScde43f87ee3a26)|
9483
Warnings:
Information:
3825849
. 128_Srivastava_TamperResista
11 Non Patent Literature - = P no 20
nt_2008_20pp.pdf
68fedec1 3956549ff1b2e959b60c7d3e96f0
6644
Warnings:
Information:
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140781

LCOM_ENT_Collab_US01_AS_|

12 Extension of Time no 2
I LED_EOT pdf 14afb614bcda31ebed608a755f4 26fcae096)
f176
Warnings:
Information:
40685
13 Fee Worksheet (SB06) fee-info.pdf no 2
b84a91cdac7f8ac25e919991238a44890951
0d04
Warnings:
Information:
Total Files Size (in bytes): 30473722

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Substitute for 1449/PTO

Application Number

16/141,535

Filing Date Sep 25, 2018
INFORMATION DISCLOSURE First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit 2490
(use as many sheets as necessary) PERUNGAVOOR
Examiner Name >
VENKATANARAY
Sheet 1 of 2 Attorney Docket Number LCOM_ENT Collab USO1
U.S. PATENTS
Pages,
Columns,
Lines, Where
Examiner Cite I Kind I Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code’ Publication Date cited Document Passages or
Relevant
Figures
Appear
U.S. PATENT APPLICATION PUBLICATIONS
Pages,
Columns,
Lines, Where
Examiner Cite I Kind I Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code’ Publication Date cited Document Passages or
Relevant
Figures
Appear
129 | 9560081 B1 2017-01-31 Woolward, Marc
130 | 10375111 B2 | 2019-08.06 | SoNultz BenaminM, et
FOREIGN PATENT DOCUMENTS
Pages, T
Columns,
Lines
where
Name of Patentee or Relevant
Examiner Cite Foreign Document Country | Kind i Applicant of cited Erassages
Initials* No Number® Code? Code* Publication Date Document Relevant
Figures
Appear
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Substitute for 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Sheet 2 of 2

Application Number 16/141,535

Filing Date Sep 25, 2018

First Named Inventor | Peter Martz

Art Unit 2492

Examiner Name PERUNGAVOOR,
VENKATANARAY

Attorney Docket Number LCOM_ENT Collab USO1

NON-PATENT LITERATURE DOCUMENTS

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T
Initials* No item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue
number(s), publisher, city and/or country where published.

EXAMINER SIGNATURE

Examiner Signature

Date Considered

applicant.

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line
through a citation if not in conformance and not considered. Include copy of this form with next communication to
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Electronic Patent Application Fee Transmittal

Application Number:

16141535

Filing Date:

25-Sep-2018

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Filer:

Jeung Huh/melissa overline

Attorney Docket Number:

LCOM_ENT_Collab_US01

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description

Fee Code Quantity Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Miscellaneous:
SUBMISSION- INFORMATION DISCLOSURE STMT 1806 1 260 260
Total in USD ($) 260
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Electronic Acknowledgement Receipt

EFS ID: 43982895
Application Number: 16141535
International Application Number:
Confirmation Number: 7622

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Customer Number:

158266

Filer:

Jeung Huh/melissa overline

Filer Authorized By:

Jeung Huh

Attorney Docket Number: LCOM_ENT_Collab_US01
Receipt Date: 08-0CT-2021
Filing Date: 25-SEP-2018
Time Stamp: 11:46:03

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $260

RAM confirmation Number E202108B46120089

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

93748

LCOM_ENT_Collab_US01_AS
i - = — == no 3
! Transmittal Letter ILED_SIDS_Transmittal.pdf

50a1c501ef6c8637e86f08e5baseff744e835)
déb

Warnings:

Information:

163001
5 Information Disclosure Statement (IDS) | LCOM_ENT_Collab_US01_AS_| o 2
Form (5808) ILED_SIDS_1 449pdf 7dc44779d0b0ef19cf7bfa058d 1ae118f1fd 3y
9e8
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
38212
3 Fee Worksheet (SB06) fee-info.pdf no 2
e467bf31202251ed8023cf1c22027fa9ddcf|
7237
Warnings:
Information:
Total Files Size (in bytes): 294961

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DOCKET NO.: LCOM_ENT Collab_US01 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
L3 Technologies, Inc.

Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Confirmation No.: 7622

Filing Date: September 25, 2018

Filed Via EFS
SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Pursuant to 37 CFR § 1.56 and in accordance with 37 CFR §§ 1.97-1.98, information relating to the above-

identified application is hereby disclosed. Inclusion of information in this statement is not to be construed as an

admission that this information is material as that term is defined in 37 CFR § 1.56(b).

L] IDS Filed Under 37 CFR 1.97(b)

In accordance with § 1.97(b), since this Information Disclosure Statement is being filed either within three

months of the filing date of the above-identified application, within three months of the date of entry into
the national stage of the above identified application as set forth in § 1.491, before the mailing date of a
first Office Action on the merits of the above-identified application, or before the mailing date of a first
Office Action after the filing of request for continued examination under § 1.114, no additional fee is

required.

X IDS filed Under 37 CFR 1.97(c)

In accordance with § 1.97(c), this Information Disclosure Statement is being filed after the period set forth

in § 1.97(b) above but before the mailing date of either a Final Action under § 1.116 or a Notice of
Allowance under § 1.311, or before an action that otherwise closes prosecution in the application,
therefore:

[] Certification in Accordance with § 1.97(e) is attached; or

XI  The fee of $260.00 as set forth in § 1.17(p) is attached.

Page 10f3
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DOCKET NO.: LCOM_ENT Collab_US01 PATENT

[

IDS filed Under 37 CFR 1.97(d)

In accordance with § 1.97(d), this Information Disclosure Statement is being filed after the mailing date

of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311 but before, or simultaneously
with, the payment of the Issue Fee, therefore included are: Certification in Accordance with § 1.97(e);
and the submission fee of $240.00 as set forth in § 1.17(p).

CONTENT OF IDS PURSUANT TO 37 CFR 1.98

X

Copies of reference numbers 129-130 listed on the attached Form PTO-1449 are not required to be
submitted pursuant to 37 CFR § 1.98(a)(2)(ii).

Copies of reference numbers listed on the attached Form PTO-1449 are enclosed herewith.
Copy of reference number is not being submitted because it was previously cited by or submitted
to the U.S. Patent and Trademark Office in patent application number , filed for which aclaim

for priority under 35 U.S.C. § 120 has been made in the instant application.

The month of publication for reference numbers is not available. However, the year of publication
for these references is sufficiently earlier than the effective US filing date and any foreign priority date so

that the particular month of publication is not in issue pursuant to 37 CFR § 1.98(b).

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH

[l

The following documents are not in the English language. Accordingly, a concise explanation of the
relevance of the document was incorporated in the specification passages identified below, the document
was identified in a foreign communication as identified below or an English language counterpart

application has been provided as indicated below.

Foreign Language . Pages of Reference in Specification or
Cite No.
Document Relevance of Document
Foreign Language Document Cite No. English Language Counterpart Cite No.

Page 2 of 3
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DOCKET NO.: LCOM_ENT Collab_US01 PATENT

L] CERTIFICATION IN ACCORDANCE WITH § 1.97(e)

| hereby certify that:

[] Each item of information contained in this information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three

months prior to the filing of this information disclosure statement.

[] No item of information contained in this information disclosure statement was cited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person
signing the certification after making reasonable inquiry, no item of information contained in this
information disclosure statement was known to any individual designated in § 1.56(c) more than three

months prior to the filing of this information disclosure statement.

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519.

Date: October 7th, 2021 [Jeung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Conbo Roccia KopTiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676

Page 3 of 3
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO.
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT Collab_USO01 7622
158266 7590 10/12/2021 | EXAMINER
Condo Roccia Koptiw LLP
1800 JFK Boulevard PERUNGAVOOR, VENKATANARAY
Suite 1700
Philadelphia, PA 19103 | ART UNIT | paperNUMBER
2492
| MAIL DATE | DELIVERY MODE
10/12/2021 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

16/141,535 Coleman et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
VENKAT PERUNGAVOOR 2492 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 2 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6} MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 9/14/2021.
03 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(] This action is FINAL. 2b) [J This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)M Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parre Quayte, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-17 is/are pending in the application.

5a) Of the above claim(s) 17 is/are withdrawn from consideration.
) Claim(s) 1-16 is/are allowed.
) O Claim(s) ___ is/are rejected.
) [0 Claim(s) ____is/are objected to.
) )

9) [ Claim(s are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers
10)(7J The specification is objected to by the Examiner.

11)(J The drawing(s) filed on is/are: a)(] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)ld All b)J Some**  ¢)J None of the:
1.[J Certified copies of the priority documents have been received.
2.(] Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

6

0 N

Attachment(s)
1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date
2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) (] Other:
Paper No(s)/Mail Date I—
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 202109291
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Application/Control Number: 16/141,535 Page 2
Art Unit: 2492

And Notice of Pre-AIA or AlA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.

DETAILED ACTION

Quayle Action
This application is in condition for allowance except for the following formal

matters:

Claim 17 which is in withdrawn status needs to be cancelled when it is passed to

allowance.

Prosecution on the merits is closed in accordance with the practice under Ex
parte Quayle, 25 USPQ 74, 453 O.G. 213, (Comm’r Pat. 1935).

A shortened statutory period for reply to this action is set to expire TWO (2)
MONTHS from the mailing date of this letter. Extensions of time may be granted under
37 CFR 1.136 but in no case can any extension carry the date for reply to this Office

action beyond the maximum period of SIX MONTHS set by statute (35 U.S.C. 133).

Allowable Subject Matter

Claims 1-16 are allowed.
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Application/Control Number: 16/141,535 Page 3
Art Unit: 2492

The following is a statement of reasons for the indication of allowable subject

matter:

The applicant’s amendments to claims 1-8 overcomes the 35 USC 112(b) rejection and

thus withdrawn.

The Applicant argument(s) regarding “ an isolated computing snvironment that usss the

host operaling sysiem” is persuasive. See Reply filed on 9/14/2021 Page 8-9.

The primary reason for the allowance of the claims is the inclusion of the mitation in gl

the claims which s not found i the prior art referances.

The closest prior art found is Shreds: Fine-grained Execution Units with Private Memory
to Chen which discloses an privale memaory being used {or execution of threads sas
Fig. 2 & Abstract & C. S-complier: gutomalic tocichaln for shred verification and
instrumentation. However, Chen does not disclose * an isolated computing envivonment

that uses the host operaling sysien”.

The nex! closest prior art found is US Patent Pub 2015/0106822 1o Lal which discloses
the memory segmeant isclalion and inter-processing cores 08 isolation Absiract & Par.
0016 & Par. 0075 & Fig. ta Howsver, Lei does not disclose * an isolated computing

environment that uses the host operaling system”.
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Application/Control Number: 16/141,535 Page 4
Art Unit: 2492

The next closest prior art found is US Patent Pub 2010/70217818 to Gao which discloses
the allocating of shared memaory for VMs using Guest U5 see Abstract & Par. (044-
(046 & Fig. 3. However, Gao doss not disciose  an isclated computing environment

that uses the host operating systemy’.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Venkat Perungavoor whose telephone number is
(671)272-7213. The examiner can normally be reached on 9-5.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request

(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Saleh Najjar can be reached on 571-272-4006. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 16/141,535 Page 5
Art Unit: 2492

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see
https://ppairmy.uspto.gov/pair/PrivatePair. Should you have questions on access to the
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service Representative
or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/VENKAT PERUNGAVOOR/
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DOCKET NO.: LCOM_ENT _Collab_USO01 PATENT
Application No.: 16/141,535
Ex Parte Quayle Action Dated: October 12, 2021

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appllcatllon of: Confirmation No.: 7622
L3 Technologies, Inc.

Application No.: 16/141,535 Group Art Unit: 2492
. Examiner: PERUNGAVOOR,
Filing Date: September 25,2018 VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir;
REPLY PURSUANT TO 37 CFR § 1.111
In response to the Official Action dated October 12, 2021, reconsideration is respectfully
requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page 2 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 6 of this paper.

XX 0O X

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and

Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.
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Ex Parte Quayle Action Dated: October 12, 2021

This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Previously Presented) A system comprising:
a memory; and
a processor configured to:

implement a workspace that uses a host operating system, wherein the workspace
enables operation of a first set of one or more applications or processes via a first
memory space;

implement an isolated computing environment that uses the host operating
system, wherein the isolated computing environment enables operation of a second set of
one or more applications or processes via a second memory space, and wherein the
second set of one or more applications or processes comprises a multi-user interactive
software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall;

authenticate the isolated computing environment with an authentication device;
and

send data to an untrusted destination from the multi-user interactive software
application via a proxy device when the isolated computing environment has been

authenticated.

2. (Currently Amended) The system of claim 1, wherein the multi-user interactive
software application allows a remote machine to control an application or a process of the second
set of one or more applications or processes running in the isolated computing environment,
wherein controlling the application or process comprises at least one of viewing, interacting

with, modifying, uploading data to, or downloading data from the application or the process.
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3. (Previously Presented) The system of claim 1, wherein the multi-user
interactive software application allows a remote device to control one or more of a pointer

device, a keyboard input, or a display of the system.

4. (Previously Presented) The system of claim 1, wherein the system is
connected to a network, the network corresponding to one or more of a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers

line (DSL) network, a cloud computing network, a data center, or a satellite network.

5. (Previously Presented) The system of claim 4, wherein the processor is
further configured to:
implement a host-based firewall, wherein the host-based firewall isolates the system from

communicating with one or more other devices on the network.

6. (Previously Presented) The system of claim 5, wherein the host-based

firewall blocks incoming communications from the network that are sent to the workspace.

7. (Previously Presented) The system of claim 4, wherein the processor is
further configured to:
run one or more trusted applications in the first memory space, and wherein the one or

more trusted applications communicate with one or more trusted machines via the network.
8. (Previously Presented) The system of claim 1, wherein the internal
isolation firewall prompts a user of the system to allow communication between the first memory

space and the second memory space.

9. (Previously Presented) A method comprising:
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implementing a workspace that uses a host operating system, wherein the workspace
enables operation of a first set of one or more applications or processes via a first memory space;

implementing an isolated computing environment that uses the host operating system,
wherein the isolated computing environment enables operation of a second set of one or more
applications or processes via a second memory space, wherein the second set of one or more
applications or processes comprises a multi-user interactive software application;

isolating the isolated computing environment from the workspace using an internal
isolation firewall;

authenticating the isolated computing environment with an authentication device; and

sending data to an untrusted destination from the multi-user interactive software

application via a proxy device when the isolated computing environment has been authenticated.

10.  (Currently Amended) The method of claim 9, wherein the multi-user interactive
software application allows a remote machine to control an application or a process of the second
set of one or more applications or processes running in the isolated computing environment,
wherein controlling the application or process comprises at least one of viewing, interacting

with, modifying, uploading data to, or downloading data from the application or the process.

11.  (Previously Presented) The method of claim 9, wherein the multi-user
interactive software application allows a remote device to control one or more of a pointer

device, a keyboard input, or a display of the isolated computing environment.

12.  (Original) The method of claim 9, further comprising connecting to a
network, the network corresponding to one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a

cloud computing network, a data center, or a satellite network.

13.  (Previously Presented) The method of claim 12, further comprising:
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implementing a host-based firewall, wherein the host-based firewall isolates the first
memory space and the second memory space from communicating with one or more devices on

the network.

14.  (Previously Presented) The method of claim 13, wherein the host-based

firewall blocks incoming communications from the network that are sent to the workspace.

15.  (Previously Presented) The method of claim 12, further comprising:
running one or more trusted applications in the first memory space, wherein the one or

more trusted applications communicate with one or more trusted machines via the network.
16. (Previously Presented) The method of claim 9, wherein the internal
isolation firewall prompts a user of the workspace to allow communication between the first

memory space and the second memory space.

17.  (Canceled)
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REMARKS

Claims 1-16 are pending in the application. Claims 2 and 10 have been amended to
address minor antecedent basis issues. Claim 17 has been canceled. No claims have been added.

No new matter has been added.

Allowable Subject Matter
Applicant thanks Examiner Perungavoor for the indication that Claims 1-16 are

allowable !

Ex Parte Quayle

In the Ex Parte Quale dated October 12, 2021, Examiner Perungavoor stated that this
application is in condition for allowance except claim 17, which is in withdrawn status, needs to
be canceled for allowance.> Applicant has canceled claim 17. Applicant believes that the

current application is in condition for allowance and such action is respectfully requested

CONCLUSION
Applicant believes the present application is in condition for allowance and respectfully

requests Examiner Perungavoor to allow the application.

Date: October 12, 2021 [denng Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676

L Ex Parte Quale dated 10/12/2021 at pages 2-4
2 Id., at page 2.
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DOCKET NO.: LCOM_ENT Collab_US01 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
L3 Technologies, Inc.

Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Confirmation No.: 7622

Filing Date: September 25, 2018

Filed Via EFS
SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Pursuant to 37 CFR § 1.56 and in accordance with 37 CFR §§ 1.97-1.98, information relating to the above-

identified application is hereby disclosed. Inclusion of information in this statement is not to be construed as an

admission that this information is material as that term is defined in 37 CFR § 1.56(b).

L] IDS Filed Under 37 CFR 1.97(b)

In accordance with § 1.97(b), since this Information Disclosure Statement is being filed either within three

months of the filing date of the above-identified application, within three months of the date of entry into
the national stage of the above identified application as set forth in § 1.491, before the mailing date of a
first Office Action on the merits of the above-identified application, or before the mailing date of a first
Office Action after the filing of request for continued examination under § 1.114, no additional fee is

required.

X IDS filed Under 37 CFR 1.97(c)

In accordance with § 1.97(c), this Information Disclosure Statement is being filed after the period set forth

in § 1.97(b) above but before the mailing date of either a Final Action under § 1.116 or a Notice of
Allowance under § 1.311, or before an action that otherwise closes prosecution in the application,
therefore:

[] Certification in Accordance with § 1.97(e) is attached; or

XI  The fee of $260.00 as set forth in § 1.17(p) is attached.
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[

IDS filed Under 37 CFR 1.97(d)

In accordance with § 1.97(d), this Information Disclosure Statement is being filed after the mailing date

of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311 but before, or simultaneously
with, the payment of the Issue Fee, therefore included are: Certification in Accordance with § 1.97(e);
and the submission fee of $240.00 as set forth in § 1.17(p).

CONTENT OF IDS PURSUANT TO 37 CFR 1.98

X

Copy of reference number 131 listed on the attached Form PTO-1449 is not required to be submitted
pursuant to 37 CFR § 1.98(a)(2)(ii).

Copies of reference numbers listed on the attached Form PTO-1449 are enclosed herewith.
Copy of reference number is not being submitted because it was previously cited by or submitted
to the U.S. Patent and Trademark Office in patent application number , filed for which aclaim

for priority under 35 U.S.C. § 120 has been made in the instant application.

The month of publication for reference numbers is not available. However, the year of publication
for these references is sufficiently earlier than the effective US filing date and any foreign priority date so

that the particular month of publication is not in issue pursuant to 37 CFR § 1.98(b).

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH

[l

The following documents are not in the English language. Accordingly, a concise explanation of the
relevance of the document was incorporated in the specification passages identified below, the document
was identified in a foreign communication as identified below or an English language counterpart

application has been provided as indicated below.

Foreign Language . Pages of Reference in Specification or
Cite No.
Document Relevance of Document
Foreign Language Document Cite No. English Language Counterpart Cite No.
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L] CERTIFICATION IN ACCORDANCE WITH § 1.97(e)

| hereby certify that:

[] Each item of information contained in this information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three

months prior to the filing of this information disclosure statement.

[] No item of information contained in this information disclosure statement was cited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person
signing the certification after making reasonable inquiry, no item of information contained in this
information disclosure statement was known to any individual designated in § 1.56(c) more than three

months prior to the filing of this information disclosure statement.

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519.

Date: October 26, 2021 LJeung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Conbo Roccia KopTiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
158266 7590 11/18/2021
Condo Roccia Koptiw LLP PERUNGAVOOR, VENKATANARAY
1800 JFK Boulevard
Suite 1700 | ART UNIT PAPER NUMBER |
Philadelphia, PA 19103 2492
DATE MAILED: 11/18/2021
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT_Collab_US01 7622

TITLE OF INVENTION: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 02/18/2022

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

158266 7590 11/18/2021 Certificate of Mailing or Transmission

Condo Roccia KOptiW LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
1800 JFK Boulevard addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 1700 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Philadelphia, PA 19103 (Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/141,535 09/25/2018 Glenn Coleman LCOM_ENT Collab USO01 7622

TITLE OF INVENTION: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 02/18/2022
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
PERUNGAVOOR, VENKATANARAY 2492 726-012000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT Collab_USO1 7622
| EXAMINER |
158266 7590 11/18/2021
Condo Roccia Koptiw LLP PERUNGAVOOR, VENKATANARAY
1800 JFK Boulevard
Suite 1700 | ART UNIT PAPER NUMBER |
Philadelphia, PA 19103 2492

DATE MAILED: 11/18/2021

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes awar%zg% a violation or potential violation of law or regulation.



Application No. Applicant(s)
; . 16/141,535 Coleman et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
VENKAT PERUNGAVOOR 2492 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to the reply of 10/27/2021.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-16 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.} Information Disclosure Statements (PTO/SB/08), 6. (J Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.{] Interview Summary (PTO-413),
Paper No./Mail Date.

/VENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 202110271

0282




/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/141,535 Coleman et al.
H “ “H“ Examiner Art Unit
VENKAT PERUNGAVOOR 2492
CPC
Symbol Type Version
HO4L F 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
GO6F | 2013-01-01
GO6F | 2013-01-01
GO6F | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 16

NENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492

(Primary Examiner)

27 October 2021

(Date)

O.G. Print Claim(s) | O.G. Print Figure

1

3

U.S. Patent and Trademark Office

Pagﬁé:)of 3

Part of Paper No.: 202110271




/ssue Classification

Application/Control No. Applicant(s)/Patent Under Reexamination

16/141,535 Coleman et al.
Examiner Art Unit
VENKAT PERUNGAVOOR 2492

INTERNATIONAL CLASSIFICATION

CLAIMED

GO6F21/53

GO6F

NON-CLAIMED

GO6F

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

CROSS REFERENCES(S)

CLASS

SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE

(Assistant Examiner)

Total Claims Allowed:

(Date) 16

NENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492

(Primary Examiner)

27 October 2021 O.G. Print Claim(s) | O.G. Print Figure

(Date) 1 3

U.S. Patent and Trademark Office

Part of Paper No.: 202110271

Pagﬁ&pf 3




Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |i¢ 141 535 Coleman et al.

VENKAT PERUNGAVOOR 2492

Claims renumbered in the same order as presented by applicant (J CPA (3 T.D. ([J R.1.47
CLAIMS

Final |Original]Final |Original|Final [Original|Final [Original|Final [Original]Final |Original]Final |Original|Final |Original

1 10

2 11

3 12

4 13

5 14

6 15

7 16

8

9
NONE

Total Claims Allowed:

(Assistant Examiner) (Date) 16
NENKAT PERUNGAVOOR/ 27 October 2021 . . -
Primary Examiner, Art Unit 2492 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3
U.S. Patent and Trademark Office Part of Paper No.: 202110271

Pagﬁ§§f 3




Application/Control No.
Search Nofes

Applicant(s)/Patent Under Reexamination

16/141,535 Coleman et al.
THAVARRI (-
VENKAT PERUNGAVOOR 2492
CPC - Searched*
Symbol Date Examiner
H04L69/329 , H04L67/10 , H04L63/10, H04L63/0281 , H04L63/08 VP
, H0O4L63/104 , HO4L67/14 , HO04L12/1818 , GO6F2009/45587 05/06/2020
GO06F2009/45583 , GO6F2216/15, GO6F9/452 , GO6Q50/01 limited
by text and date
GO06F21/53, GO6F2221/2149, GO6F21/604, GO6F2009/45587 limited VP
by text and date 09/04/2020
GO06F2009/45583 , GO6F21/53 , GO6F21/62 , GO6F2009/45587 VP
G06F2212/1052 , GO6F9/45516 , GO6F9/5077 limited by text and 03/11/2021
date
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

U.S. Patent and Trademark Office

Pagﬁébof 2

Part of Paper No.: 202110271




Search Nofes

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/141,535 Coleman et al.
NNAANCIRRIN e
VENKAT PERUNGAVOOR 2492

Search Notes
Search Notes Date Examiner
Google Scholar 05/06/2020 VP
DERWENT limited by text and date 05/06/2020 VP
Inventor Name Search 05/06/2020 VP
Assignee Search 05/06/2020 VP
Global Dossier 05/06/2020 VP
InnovaQ 05/06/2020 VP
see EAST Notes 05/06/2020 VP
Google Patents(Find Similar, Prior Art Citations) 05/06/2020 VP
see EAST Notes 09/04/2020 VP
see EAST Notes 03/11/2021 VP
Google Scholar 03/11/2021 VP
see EAST Notes 09/29/2021 VP
Google Scholar 09/29/2021 VP
Interference Search
g?n?;zfs/CPC US Subclass/CPC Group Date Examiner

Sgg%egdrggr)ference search of claims (USPAT, 09/29/2021 VP

U.S. Patent and Trademark Office

Pagﬁ&of 2

Part of Paper No.: 202110271




Receipt date:

10/08/2021

16/141,535 - GAU:

Application Number 16/141,535
Substitute for 1449/PTO Filing Date Sep 25’ 2018
INFORMATION DISCLOSURE First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit 2490
(use as many sheets as necessary) PERUNGAVOOR
Examiner Name >
VENKATANARAY
Sheet 1 of 2 Attorney Docket Number LCOM_ENT Collab USO1
U.S. PATENTS
Pages,
Columns,
Lines, Where
Examiner Cite I Kind I Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code’ Publication Date cited Document Passages or
Relevant
Figures
Appear
U.S. PATENT APPLICATION PUBLICATIONS
Pages,
Columns,
Lines, Where
Examiner Cite I Kind I Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code’ Publication Date cited Document Passages or
Relevant
Figures
Appear
129 | 9560081 B1 2017-01-31 Woolward, Marc
130 | 10375111 B2 | 2019-08.06 | SoNultz BenaminM, et
FOREIGN PATENT DOCUMENTS
Pages, T
Columns,
Lines
where
Name of Patentee or Relevant
Examiner Cite Foreign Document Country | Kind i Applicant of cited Erassages
Initials* No Number® Code? Code* Publication Date Document Relevant
Figures
Appear

0288
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /V.P/

2492



Receipt date: 10/08/2021

16/141,535 - GAU: 2482

Application Number 16/141,535
Substitute for 1449/PTO Filing Date Sep 25, 2018
INFORMATION DISCLOSURE First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit 2497
(use as many sheets as necessary) . PERUNGAVOOR
Examiner Name VENKATANARAS’(
Sheet 2 of 2 Attorney Docket Number LCOM_ENT Collab_US01
NON-PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T
Initials* No item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue

number(s), publisher, city and/or country where published.

EXAMINER SIGNATURE

Examiner Signature

/VENKAT PERUNGAVOOR/| Date Considered

10/27/2021

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line
through a citation if not in conformance and not considered. Include copy of this form with next communication to
applicant.

0289
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /V.P/



Receipt date: 10/27/2021 16/141,535 - GAU: 2482

Application Number 16/141,535
Substitute for 1449/PTO Filing Date Sep 25’ 2018
INFORMATION DISCLOSURE First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit 2490
(use as many sheets as necessary) PERUNGAVOOR
Examiner Name >
VENKATANARAY
Sheet 1 of 2 Attorney Docket Number LCOM_ENT_Collab_US01
U.S. PATENTS
Pages,
Columns,
Lines, Where
Examiner Cite I Kind I Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code’ Publication Date cited Document Passages or
Relevant
Figures
Appear
131 | 8832833 B2 2014-09-09 Demopoulos, et al.
U.S. PATENT APPLICATION PUBLICATIONS
Pages,
Columns,
Lines, Where
Examiner Cite I Kind I Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code’ Publication Date cited Document Passages or
Relevant
Figures
Appear
FOREIGN PATENT DOCUMENTS
Pages, T
Columns,
Lines
where
Name of Patentee or Relevant
Applicant of cited Passages
Examiner Cite Foreign Document Country | Kind Publication Date Document or
Initials* No Number? Code? Code* Relevant
Figures
Appear
NON-PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T
Initials* No item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue
number(s), publisher, city and/or country where published.
EXAMINER SIGNATURE

0290
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /V.P/



Receipt date: 10/27/2021 16/141,535 - GAU: 2482

Application Number 16/141,535
Substitute for 1449/PTO Filing Date Sep 25,2018
INFORMATION DISCLOSURE First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit 2492
(use as many sheets as necessary) . PERUNGAVOOR
Examiner Name VENKATANARA{(
Sheet 2 of 2 Attorney Docket Number LCOM_ENT Collab_US01
Examiner Signature /VENFAT PERUNGAVOCR/ | Date Considered 10/27/2021

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line
through a citation if not in conformance and not considered. Include copy of this form with next communication to
applicant.

0291
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /V.P/



PART B

Coraplete and sead this form, together with applicable fee(s), by mail or fax, or via El

Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia

By mail, send to:

22313-145

- FEE(S) TRANSMITTAL
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"yped or printed vame)
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{Date)

E APPLICATION NO. i FILING DATE E FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. E CONFIRMATION NG, I
167141 5358 [25/2018 Glenn Coleman LCOM ENT Collab USO1 7622

TITLE OF INVENTION: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

E APPLN. TYPE I ENTITY STATUS i I8SUE FEE DUE E PUBLICATION FEE DUE I PREV.PAID ISSUE FEE E TOTAL FEE(S) DUE E DATE DUE I
nonprovisional UNDISCOUNTED $1200 $0.00 SO.00 $1200 02/18/2022
E EXAMINER ; ART UNIT E CLASS-SURCLASS I

PERUNGAVOOR. VENKATANARAY 2492 725012000
i. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, hist
CFR 1.363) (11 The names of up to 3 registered patent aftorneys Condo Roccia Kgpﬁx,v Lip

ce address {or Change of Correspondence
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Address form PTO/SB/]
Lod “Pee Address” indication (or "Fee Address” Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Nuaber is required.
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or agents OR, alternatively,

{2y The name of a single firm {having as a member a
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PLEASE NOTE: Unless an assignee is ident iﬂed below, no assignee data
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37

(A) NAME OF ASSIGNEE
L3 Technologies, Inc.

Please check the appropriare assignee caregory or categones {(will not be pris

CFR 3.8i(a). Completion

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT {print or type}

will appear on the patent. If an assignee is identified below, the document must have been previously
of this form is NOT a substitute for filing an assignment.

(B) RESIDENCE: (CITY and STATE OB COUNTRY)
New York, New York
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&issue Fee [ dPublication Fee (if required}
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L Applicant certifying micro enfity status. See 37 CFR 1.29
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3 Applicant changing to regular
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Electronic Patent Application Fee Transmittal

Application Number: 16141535

Filing Date: 25-Sep-2018

Title of Invention: NETWORK ISOLATION FOR COLLABORATION SOFTWARE
First Named Inventor/Applicant Name: Glenn Coleman

Filer: Jeung Huh/Darleen Yacovone

Attorney Docket Number: LCOM_ENT_Collab_US01

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 1200 1200
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

1200
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Electronic Acknowledgement Receipt

EFS ID: 44397680
Application Number: 16141535
International Application Number:
Confirmation Number: 7622

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Customer Number:

158266

Filer:

Jeung Huh/Darleen Yacovone

Filer Authorized By:

Jeung Huh

Attorney Docket Number: LCOM_ENT_Collab_US01
Receipt Date: 30-NOV-2021
Filing Date: 25-SEP-2018
Time Stamp: 16:15:57

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $1200

RAM confirmation Number E2021ATG16110174

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
1618379
LCOM_ENT_Collab_USO01_Issue
1 Issue Fee Payment (PTO-85B) _Fee_Transmittal_NOA_Dated | no 1
11 18 2021 _pdf 4a0625423e55e45ce31a28cc3653600493b)|
- - 3c0d1
Warnings:
Information:
38286
2 Fee Worksheet (SB06) fee-info.pdf no 2
884d6b0cebe3al37da48b8d2afleaad6d21
Warnings:
Information:
Total Files Size (in bytes): 1656665

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/141,535 01/11/2022 11223601 LCOM_ENT Collab_USO01 7622
158266 7590 1212172021
Condo Roccia Koptiw LLP
1800 JFK Boulevard
Suite 1700

Philadelphia, PA 19103

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

INVENTORC(S) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Glenn Coleman, Berwyn, PA;
Peter Martz, Marlton, NJ;
Kenneth Moritz, Lansdowne, PA;

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

L3 Technologies, Inc., New York, NY

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and TrademarkOffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork ReductionAct of 1995, no personsare required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
ApplicantPatent Owner: CROGA INNOVATIONS LIMITED

Application No./Patent No.: 11,223,601 Filed/Issue Date: 1/11/2022
Tileg: Network isolation for collaboration software

CROGA INNOVATIONS LIMITED _a Limited Liability Company

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:] There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s}, of the patent application/patent identified above, to the current assignee as follows:

. Inventors . L3 Technologies, Inc.
1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel 058179 , Frame 0803 , or for which a copy thereof is attached.

2 From: L3 Technologies, Inc. To: Croga Innovations Limited

The document was recorded in the United States Patent and Trademark Office at
Reel 066001 , Frame 0843 , or for which a copy thereof is attached.

[Page 1 of 2]
This collectionof information is required by 37CFR 3.73(b). The informationis required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application.Confidentiality isgoverned by 35U.5.C. 122 and37 CFR 1.11and 1.14.This collection is estimated to take 12 minutes to complete, including
gathering,preparing, and submitting the completed applicationform to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should besent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETEDFORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA22313-1450 .

If you need assistance in completing the form, call 1-800-PT(0-9199 and select option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel_ ~~~ ,Frame__ , orforwhich a copy thereof is attached.
4. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel_ ~~~ ,Frame__ , orforwhich a copy thereof is attached.
5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel_ ~~~ ,Frame__ , orforwhich a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Antonio Papageorgiou/ May 1, 2024
Signature Date

Antonio Papageorgiou 53431

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requiresthat you begiven certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirementsof the Act, please be advised that: (1)the general authority for the collectionof this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;and (3) the principalpurpose for whichthe
informationis used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
toa patent application or patent. If you do not furnishthe requested information, the U.S. Patent and Trademark
Officemay not be able to process and/or examine yoursubmission, which may result in termination of proceedings
orabandonment of the application or expiration of the patent.

Theinformation provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need forthe information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further,a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/AIA/81A (02-15)
Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number
/ Patent Number 11.223 601
PATENT - POWER OF ATTORNEY it

OR ssue Date 1/11/2022
First N d Invent
REVOCATION OF POWER OF ATTORNEY | — ——— " | Coleman, Glenn (Berwyn, PA, US)
WITH A NEW POWER OF ATTORNEY Network isolation for
AND collaboration software

\ CHANGE OF CORRESPONDENCE ADDRESS Attorney Docket No.

I hereby revoke all previous powers of attorney given in the above-identified patent.

A Power of Attorney is submitted herewith.

OR | hereby appoint Practitioner(s) associated with the Customer Number identified in the box at right as my/our

attorney(s) or agent(s) with respect to the patent identified above, and to transact all business in the United 199393
States Patent and Trademark Office connected therewith:

OR

“ | hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) with respect to the patent identified above, and to transact
all business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number

Please recognize or change the correspondence address for the above-identified patent to:

The address associated with the above-identified Customer Number.
OR

The address associated with the Customer Number identified in the box at right: 1 99393
OR

ﬁ Firm or
Individual Name

Address

City [ state | [ zip |

Country

Telephone | Email |

| am the:

Applicant.
OR

Patent owner.
d Statement under 37 CFR 3.73(c) (Form PTO/AIA/96) submitted herewith or filed on

SIGNATURE of Applicant or Patent Owner

Signature /Ciaran O'Gara/ Date May 1, 2024

Name Ciaran O'Gara Telephone

Title and Company | Director CROGA INNOVATIONS LIMITED

NOTE: Signatures of all the applicants or patent owners of the entire interest or their representative(s) are required. If more than one signature
is required, submit multiple forms, check the box below, and identify the total number of forms submitted in the blank below.

D A total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending
upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to
the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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S '\%%,‘
7 5% 2\ UNITED STATES PATENT AND TRADEMARK OFFIGE
UNITED STATES DEPARTMENT OF COMMERCE

H
& &\ United States Patent and Trademark Office
. Address: (P;gl\gMIIS“SSE)ONER FOR PATENTS
0. Box

Alexandria, Virginia 22313-1450
.EOV

www.uspto,
| APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT [ ATTY. DOCKET NO./TITLE |
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT_Collab_USO0O1
CONFIRMATION NO. 7622
158266 POWER OF ATTORNEY NOTICE
Condo Roccia Koptiw LLP
1800 JFK Boulevard O AR A
Suite 1700 OC000000074358549

Philadelphia, PA 19103
Date Mailed: 06/25/2024

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 05/17/2024.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/agizaw/

page 1 of 1
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S UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: (P;gl\gMIIS“S;)ONER FOR PATENTS

O, Box

Alexandria, Virginia 22313-1450
.EOV

Www.uspto,
APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT_Collab_USO0O1
CONFIRMATION NO. 7622
199393 POA ACCEPTANCE LETTER
Atlantic IP
clo Lombard Geliebter LLP AR AR A AC VA
1325 Avenue of the Americas ©C000000074358563
28th Floor

New York, NY 10019
Date Mailed: 06/25/2024

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 05/17/2024.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.
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