US 20160149863A1
a9y United States

a2y Patent Application Publication o) Pub. No.: US 2016/0149863 A1

Walker et al. 43) Pub. Date: May 26, 2016
(54) METHOD AND SYSTEM FOR MANAGING A (52) US.CL
HOST-BASED FIREWALL CPC ... HO4L 63/0263 (2013.01); HO4L 63/0209

(2013.01); GO6F 21/606 (2013.01)
(71) Applicant: Ditno. Pty Ltd, Sydney, New South
Wales (AU)
(57) ABSTRACT
(72) Inventors: Andrew Peter Walker, Sydney (AU);
Glen Francis Messenger, Sydney (AU) Disclosed herein are a system and method for managing a

. . firewall of one or more host computing device associated with
(73)  Assignee: Ditno. Pty Ltd, Sydney, New South a customer, wherein each host computing device including a

Wales (AU) configurable firewall. In one arrangement, the system
) includes: a central management suite coupled to a first host
(21)  Appl. No.: 14/900,128 computing device via a communications link, said central
(22) PCT Filed: Jun. 25. 2014 management suite including: a management portal for receiv-
' B ing instructions from said customer relating to a set of poli-
(86) PCT No.: PCT/AU2014/050093 cies, wherein each policy defines a set of firewall rules; a
storage device for storing said set of policies in a format
§ 371 (e)(1), inapplicable for configuring the firewall of the first host com-
(2) Date: Dec. 18, 2015 puting device; and a management policy module for retriev-
ing from said stored set of policies a policy associated with
(30) Foreign Application Priority Data said first host computing device. The system further includes:
a first policy translator resident on said first host computing
Jun. 25, 2013 (AU) ................................ 2013902310 device for receiving said retrieved pO]le from said central
Publication Classification management suite, via said communications link, and for
translating said retrieved policy to a format applicable for
(51) Imt.ClL configuring the firewall of the first host computing device to
HO4L 29/06 (2006.01) facilitate implementing a set of firewall rules defined by said

GO6F 21/60 (2006.01) retrieved policy.

10

’\/

105

Firewall

Operating System | 11

/\/

PAN EX1008
Palo Alto Networks v. Croga Innovations
[PR2024-01421



Patent Application Publication = May 26, 2016 Sheet 1 of 20 US 2016/0149863 A1

100

—

105

Firewall

Operating System | 1

A

Fig. 1a

1
Netfitter /| nd

perating System || 120 | Operating Sstern | 130
Operating Syst g | Operating System |

Windows Linux

Fig. 1b Fig. 1c



US 2016/0149863 A1

May 26, 2016 Sheet 2 of 20

Patent Application Publication

qe 614
~ woalsAg Bunessdo
01¢
— llemelt
s0e
] gnpow Ayed ¢
glc
~ FAR)
0se
|, Bo7 ~ folod
A
gec 0ce
gl¢
_ (=] (e __ [ewod
\l‘\
_ oz vet z9¢
] SO0INISS ?o;al’ 05
09¢
~ obeio)g

89¢

v
T0Z

eg ‘b1
7~ waysAg Bunessdo
0ic
~ flemaly
S0¢
IEYYITe)
\/\
Gz«
- FAR)
0S¢
6o Aoljod
mmm\ ] 0zz
” G/.C

I*'

7

6o _ —>o__on__

7\ ~ _

992 L£4

G e —

s90In9g Axoid

29¢

| evod |

\,\

abelo)g

89¢

0.2




Patent Application Publication = May 26, 2016 Sheet 3 of 20 US 2016/0149863 A1

202
-~/
268
Storage
260
|~/
270} Proxy Services
262 r 264 266
Portal Policy Log

USER\
275 /
225

220 |
Policy Ve ol Log d
250
\ L~/
205
Firewall —~
210
Operating System | —/

Fig. 2c



Patent Application Publication

362

May 26,2016 Sheet 4 of 20

368

Storage

US 2016/0149863 A1

Loy
(=]
o

4

360

Policy Log Policy Log
314
Driver £\316 Driver (\.336
i 334
WEP Netfilter (I
312
X 332
B A~
Operating System Operating System
Windows Linux

k310

Fig. 3a

k 330



qg "6i4

US 2016/0149863 A1

8¢ 421 08¢
wa3sAg Sunjesado WaIsAS unjesadQ walsAg SupeladQ
] (]
llemadiy : llemadtd ' jlemadld
"' - - - o ."
a|npow Aued o JBAIQ
801 Adijod S0 Aojod 801 Adijod

May 26,2016 Sheet S of 20

99e go1 Adljod jexod ,/\
29¢
adelo01s
~ — _
Tog 09¢ mﬂ

Patent Application Publication



Patent Application Publication

405

May 26,2016 Sheet 6 of 20

US 2016/0149863 A1

400
r/

410

Install security software onto host

L~

.

415

Software registers host with central
policy service

—~

Y
Administrator of host logs on to
management portal and constructs
firewall rules and policies

420

A

Administrator applies rules and
policies to or by host firewall

y

425
T~

Firewall polls policy service to check
if a policy has been applied

430

Policy service receives request from
host device, retrieves policies and
returns policies to firewall or driver

v

Host device interprets and applies
received policies

A 4

Host device transmits firewall logs to
central logging service

I

Logging service stores logs in central
data storage

435

440

445

450

( ™ 455
End VA

\.

Fig. 4



US 2016/0149863 A1

May 26,2016 Sheet 7 of 20

Patent Application Publication

G Bi4
J9sM-pu3
snjels
suolesi|ens|A pue aoueleyul saloljod pue jusung ey
. ‘ shiels . JawioIsno jo
syde.b sjie}ap mala UG MBI Koljod 10} sdnoiB || syo9lqo ‘syasani pue sjasse Lonensibey
1o ‘sBbo| mes podx3 UHIEG MSIA 0} sjosse ubissy [le ainbipuon TERETN : :
A
poseq-IoAlIdS
y \ 4 h 4 A 4 A 4 y
sonhjeuy Buin uogjembyuon uojenbyuos uoneinbyuod uogesnBbyuod uoleAsIuIuIpY uonensiboy
pue Bo e dnoig Aolod slqo sy o jo88Yy 13W0I8NYD ¢
uoijeIauan) @
di jewojsny S99JAISS |E1IOd
©
9 A, A
9J031S 91075 B38Q | [9J103S €1ed
eieq 8o suipg Adijod
ooIAIog abelo)g




US 2016/0149863 A1

May 26,2016 Sheet 8 of 20

Patent Application Publication

w m _ m 81018 2I0)8 21015
ejeq fo ejeq Suig | | ered foljod
3_>me sbeiolg
el0U00 I sogonuog 1ol104U0D
607 | Aojod
8oIAIRS 80IAISg » b LRSI
Buibho] Axoig jeaquea Axoid fotjod Axoid
® © ®
Aejoridoid/Bunsixs paseq-1soH
L
JaonuoD 13)jou0y 18]|10.4u0d
foq jeaquesH Aoljod
4 4 4
?0IMIBS
BHuibBo-] 3soH 01498 AJ1jod 1SOH
Ayiiqeden ®@
BSOS 19AUQ )
aneN ® _“ T W © N
|ausey weysAg Bupelado FLT Is ]

|
|
|

©

10s0-pusg
uonejjeisy

ofieyoed Jossy




US 2016/0149863 A1

May 26,2016 Sheet 9 of 20

Patent Application Publication

peseq-1aa108

uoeidyuod )
Asjjod 2fg any

24038 g 35015
eleaBuyna | eieg Aod

i

a403¢ eleq 8oy




US 2016/0149863 A1

May 26,2016 Sheet 10 of 20

Patent Application Publication

; . ARSy-puy
sucpesyensia pue sydesd smeas Bulg MIA suejsyu; Adjjod sepgod pue $108fqo SRS JUBLTD J9Y) ADUOIEND i
SHEIDP MOA JO ‘530 Mt 10dX] g w3t 10} §dn04B 0} syosse uBissy | ‘s1asand jje aunduo) PHIE §1DSSE {18 MBIA 30 uojensiEay
®-

paseq-1enas

uopendyuod
dnois

94 A
20s 21015
2401 B1EQ B
i e1eq 501 weq Suig e1eq Aajjod
oojateg ofeioys




US 2016/0149863 A1

May 26,2016 Sheet 11 of 20

Patent Application Publication

2J01g EXITS 2l0)1S
eleq o | [ eeq Bunig | | eled Aojod
mo_?mw obeio)g

@ @

J9jjoauoD J9ljonued E=l[[e3)¥le}g)
6oy jesquesH Aoijod

23

LIV ETS aolAI0g DoIAIBS

Buibbo Axoid Jeaqiieal Axoid Aotjod |Axoad

®

®

181j04u0)

Aoijod

SRV L__om 1SOH

Aejoudoad/Bunsixy poseq-}soH
19]|0/U0D lejjoauon
fo jesquesy
ELITNETS
BuibBo] 3soH
Allideded g
JusWiB0I04uD
SN Jenuqg o
IS
wayshg Bupessdo
1oAuQ




US 2016/0149863 A1

May 26,2016 Sheet 12 of 20

Patent Application Publication

01 b4

faejandoad/Bunsixgy

Aungeded
JuSWSIoS

©

onEN

Jouiay welsAs
Bupesado

vﬁ laAug _

JaAuQ

Jesn-pug
snjels
SUCHBSHENSIA PUE asueIayU ssiofjod pue
sydesB siejep main m:_wqum\uw_ foijod 1o sdnosb || soelqo 'sesejn ﬁmﬁﬂwhw% Jawojsnd Jo
10 ‘sBoj mes podx3 HQ MaIA 0} sjosse ubissy \le snbByuod 2 AOIA uopensiboy
1 1 ]
AT ! ] T
| |
(S
paseq-ianag ¥ +— 3 v
sonAleu uon uon uoy} uon uone uo
HAELY Bunng einByuo) || einbyuon emnfiyuon | | embByuo) || ysiuwpy neysiboy
pue Bo
L dnolo) Koljod 199f90 any yossy iowosng
S$891AI88 |eliOd
©)
@ 2i015 21013 21018
»  Eleq eje ejeq Aaljod
6o Buig
99JAl9g abeiolg
Jsjjonuon) 18]jonuo) )
Bo yeaguesHy Aoljod
4 ooinies 81188 aoIAleS
Buibfo Axoud jeaqueay Axoid Aolj0d Axoud
paseq-1soH
18]|0H/UCD
6o J8[|0U0D J8jj0u0D
adInIeg jesquesy Aolod
6uibbon
1SOH aoInag Adljod 1SOH




US 2016/0149863 A1

May 26,2016 Sheet 13 of 20

Patent Application Publication

Areyaridoad/Bunsixg

4
Agedes
JusuigaIojus

ey R el h

eLl ‘B4

|
“ llemaiy 6!
| c_EmEm_QE_.
i ajeoey |
1 o} Appiqedes |
I
I
|
I

JUSWIAOLOMID |
oAlleN  eul |

sainbyuos |
oAUp 8yl _A

F——-

|
]
| 6o

ey 01 A@noss |
payodsuesn !

———— e

b sosodind !
e P iontes fesusn e

sjiod Ajesipousd |

[ it
| I
i Idv (NLS3ay |
te Busn SdiiH !
Lisno  pounopad |

selofjod |

I suononnsur pue juswuBisse “
I dnosd anpeAsiUILIpE |
105 oeomies Aood Axold |

“ au) o) Jjosy sis)siBel 'uejsal |

|

|
| Py 1910800 | | Pue  uonepesu;  Bunp |
,ue e sboy |“ | lesquesH eyl l" | ‘90IMRS  Aollod 1SOH UL .“

e G [ e
poseq-1soH
r

B__mw:oo 80U ssjonuog | Jewo)
uoIssiusuRs) 91nvas o} | | i jeaguesH fonog | NOSP U ‘SdliH
Joud Jewos plepuels Jono Aolfod mou ey

e own  sBop ey

Buibho 31soH

sjewI0} Jajjoqu0) Bo

aoinlag Aaifod 1SOH

_||«U. - ——
== - -

| Boy o} painByuod |

jote  yowm  sopnul

uojoe

dANeN

Jouway
woyshg Buneiado

. 2

panbiyuos
I 8u} JO Wnsel |
= ynm |
Fisnup oy
I'oy spuodser |
| Ajgedes |
" Juswaoiopua |
I

|
AN o
| SN oul |

V_ 1AUQ _A\!

18AKQ

| paosous Jo  synsau !
| ay) spuas 1oAuQg ay) !

[t |

o

juswiasious "
pue |

uopelsidisiu t

10§ 1BALIP BY} O} |
sepijod pajepdn |

| /MU Aue |
| spuas Jojjosuo) |
i Aoljod ayr !

(R

$139 usy lgfjonuod
Aojod ouyy ‘siqe|ieAe
s Adfjod mau e jeul
jusAe 8y) U] ‘dnolb

ol Joj sepiod mau
Joy sjied  Ajjeoipopsad
Jajjouod folfod




qpL-6i4

US 2016/0149863 A1

Jasn-pu3
ucwc%r__ww_%m_w_% ap snjejs >o.ﬂoacm_hwumw 6 sapljod pue s19(qo SMJE)S JUSLIND Jjsy)
MOW 10 ‘sBo0] M 1i0dxS Bulliq MaIA 0} Sjo88e UBISSY g1asa)nl [|2 2nByuUo) || pue sjesse jje MaIA
&
— v
=
-+ poseq-i19n1os
v—
Ml» y 4 A 4 A
5 sonAleuy uogesnbyuon || uonemnbyuon || uonemnbyuo) uonenbyuod uonesiuIupy
Bunng
% pue 607 dnoio Aoljod 19fqo BNy 1ossy
1Al
m mw‘o.?_ S [eMod
N P R B —
(=
o 1
-3 v s
(] sseqejeq aseqeyeq asegejeq
) 60 Aaljod
s 3
M 821A18¢ obr10)g
sabueyo Aoijod Aue
mwmnmﬁw Mmﬁcwemﬂﬂzmmm_ _ [Taionuog 19jj04U00) 1poU0D | || o synauo ospe 3 Sisoy Jof
U} pue jsoy ayy wouy sboy ,_ 6o jeaquesH Aaod
aU} SoA10R) ajj0AUD Boq 7 aseqejep jesjusd wouy Logod
- P 201108 > eojn0g > >3_>._ww sansljal  Jajjonuod  Adlod
BuibBo Axoid jeohjjieal Axoid Roldd Axoad

@ © ® @

Patent Application Publication



Patent Application Publication = May 26, 2016 Sheet 150f20  US 2016/0149863 A1

Communications Network

1224
1210 1220 1222
) 1y ) 1226
A o - -
<> Interface(s) N
1212 Y] 1230
/\/
\ Procesor |« 1248 DR 1#_._”_
1214\ —/ - 1232
Memory [ P(l)/r(tj(s) J ~
1216 g
W
\ 4

Fig. 12



Patent Application Publication = May 26, 2016 Sheet 16 of 20  US 2016/0149863 A1

o

[am

(a2 o »

- < © Q@
m\ © ml
- o) ol

"“1
o
()]
3 o o
~ S €3
3 >0
& o g0
= g=
(o))
£
>
>
S o
>
S
o)
| =
>
)
©
= o
£
o £
29
c o S
= y 2
M
m A el
o
5]
h ol
©
©
b5s]
ks

Fig. 13




Patent Application Publication = May 26, 2016 Sheet 17 0of20  US 2016/0149863 A1

———— 1405
Start 1400

I / 1410 (‘/——

Instali security software onto host r™~_

i 1415
Software registers hast with central policy service ™\

Administrator of host logs on to management portal 1420

~
and constructs firewall rules and policies
y
1425
Administrator creates a group N
> 1430

Administrator associates policy to the group

N\
v
Administrator associates a registered host 1435
computing device with the group Y%

y 1440

Firewall polls policy service for group association ™~
1445

Firewall polls policy service to check if a policy has |, ~_/

been applied to group

4 1450

Policy service receives request from host firewall, | ~_/

retrieves policies and returns policies to firewall

v 1455
Host firewall interprets and applies received policies ~
- - l - 1460
Host firewall transmits firewall logs to central logging |~
service
- ) 1465

Logging service stores logs in central data storage ]”\J

( End \>\/\1 455

Fig. 14




US 2016/0149863 A1

May 26,2016 Sheet 18 of 20

Patent Application Publication

Ll B4

HAD asmnas 1000
xae -
®30 A0sgy g Mol
X2 paiesnieun
w20 TIARE RN
Tudinas |

¥amypeqemcopm Gy ofo] ®mesty @R0GD CORY SO0P0d BHOID GWOH

x80
XRBG
%96

sdnoin

Aoy aymaT Y
Lagad oM

£yie8 el

Vs peqounoy  Bupn 5 @Essy epala0y sony momwid sdnes SuOH

RSO
XD
DG
xBO
xB0

R

sa101j0d

DRI AR
e Auap™durs
dpn

daoy ity Kuog

fom

Tsmoweqouooem By sBol siesey wpefa0 oy SeRIed SONID sue

sa|ny




Patent Application Publication = May 26, 2016 Sheet 19 of 20  US 2016/0149863 A1

1800
-

Fig. 18a

Rule ame | Alow, All_Traffic | 1800

Fig. 18b




Patent Application Publication

May 26,2016 Sheet 20 of 20

Policy name Al traffie_policy

Rules =T

Plicy info | All_Traffic_Policy

US 2016/0149863 A1

Policies “Eiter...

Group Info | 'va,Gmup

Group Info | Allow_Group

Fig. 20a Fig. 20b



US 2016/0149863 Al

METHOD AND SYSTEM FOR MANAGING A
HOST-BASED FIREWALL

TECHNICAL FIELD

[0001] The present disclosure relates to methods and sys-
tems for managing a host-based firewall.

BACKGROUND

[0002] Computers coupled via a communications network
are able to exchange data. A firewall is a security device that
acts as a bridge between a computer or computer network and
an external communications network, such as the Internet.
Information to be exchanged between the computer or com-
puter network and the external network must pass through the
firewall. This allows the firewall to regulate incoming and
outgoing network traffic, based on a defined rule set. A fire-
wall may be implemented using software or hardware.
[0003] A firewall typically analyses incoming and outgoing
data packets based on the defined rule set to determine
whether or not packets are to be allowed to pass. In this way,
the firewall seeks to protect a secure, internal computer or
computer network from malicious attacks originating from a
communication network.

[0004] Some firewalls are implemented as discrete physical
components. Other firewalls are integrated into routers that
are used to connect one network to another network. Some
operating systems incorporate software-based firewalls to
help protect a computer on which the operating system is
installed. For example, some versions of Microsoft Corpora-
tion’s “Windows™™ operating system include Windows Fil-
tering Platform (WFP) that provides basic filtering capabili-
ties, based on a user-defined set of rules. Similarly, the
Linux™ operating system includes Netfilter, which provides
similar capabilities.

[0005] None of the existing approaches to implementing
firewalls allows a user to define and apply a set of policies
remotely from a host computing device on which the firewall
operates. Further, none of the existing approaches to imple-
menting firewalls allows a user to capture logging reports
from a firewall and subsequently analyse those logging
reports at a centralised management device. Further still,
none of the existing approaches to implementing host-based
firewalls using local capabilities allows a user to centrally
manage a plurality of host computing devices and analyse
logs from those devices.

[0006] Thus, a need exists to provide an improved system
and method for managing firewalls on host computer devices.

SUMMARY

[0007] The present disclosure relates to a method and sys-
tem for use in centralised management of a firewall on a host
computing device.

[0008] In a first aspect, the present disclosure provides a
system for managing a firewall of one or more host computing
devices associated with a customer, each host computing
device including a configurable firewall, said system includ-
ing:

[0009] acentral management suite coupled to a first host
computing device via a communications link, said cen-
tral management suite including:

[0010] amanagement portal for receiving instructions
from said customer relating to a set of policies,
wherein each policy defines a set of firewall rules;
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[0011] astorage device for storing said set of policies
in a format inapplicable for configuring the firewall of
the first host computing device; and

[0012] a management policy module for retrieving
from said stored set of policies a policy associated
with said first host computing device; and

[0013] a first policy translator resident on said first host
computing device for receiving said retrieved policy
from said central management suite, via said communi-
cations link, and for translating said retrieved policy to a
format applicable for configuring the firewall of the first
host computing device to facilitate implementing a set of
firewall rules defined by said retrieved policy.

[0014] Inasecond aspect, the present disclosure provides a
method for managing a firewall of one or more host comput-
ing devices associated with a customer, said method includ-
ing the steps of:

[0015] installing a first policy translator on a first host
computing device including a first configurable firewall,
said first policy translator being adapted to translate a
firewall policy in a format inapplicable for configuring
the first firewall to a format applicable for configuring
the first firewall;

[0016] registering said first host computing device with a
central management suite, said central management
suite including a management portal, a management
policy module, and a storage device;

[0017] defining a set of policies, each policy in said set of
policies defining a set of firewall rules;

[0018] assigning a first policy from said set of policies to
said first host computing device; and

[0019] transmitting said first policy from said central
management suite to said first policy translator to
thereby configure the first firewall to facilitate imple-
menting the set of firewall rules defined by said first
policy.

[0020] In a third aspect, the present disclosure provides a
system for managing a firewall of one or more host computing
devices associated with a customer, said system including:

[0021] a first policy translator resident on a first host
computing device coupled to a central management
suite, via said communications link, and including a first
configurable firewall, the first policy translator adapted
for receiving a policy retrieved from the central manage-
ment suite and for translating said retrieved policy to a
format applicable for configuring the first firewall of the
first host computing device to facilitate implementing a
set of firewall rules defined by said retrieved policy; and

[0022] a first host logging module resident on said first
host computing device, said first host logging module
adapted to record logging information relating to said
first host computing device in accordance with said
retrieved policy,

[0023] wherein the central management suite includes:
[0024] amanagement portal for receiving instructions

from said customer relating to a set of policies,
wherein each policy defines a set of firewall rules;

[0025] astorage device for storing said set of policies
in a format inapplicable for configuring the first fire-
wall of the first host computing device; and

[0026] a management policy module for retrieving
from said stored set of policies a policy associated
with said first host computing device.



US 2016/0149863 Al

[0027] In afourth aspect, the present disclosure provides a
central management suite for managing a firewall of one or
more host computing devices associated with a customer, said
central management suite coupled to a first host computing
device including a first configurable firewall via a communi-
cations link, said central management suite including:

[0028] a management portal for receiving instructions
from said customer relating to a set of policies, wherein
each policy defines a set of firewall rules;

[0029] astorage device for storing said set of policies in
a format inapplicable for configuring the first firewall of
the first host computing device; and

[0030] a management policy module for retrieving from
said stored set of policies a policy associated with said
first host computing device,

[0031] wherein said first host computing device includes
afirst policy translator for receiving said retrieved policy
from said central management suite, via said communi-
cations link, and for translating said retrieved policy to a
format applicable for configuring the first firewall of the
first host computing device to facilitate implementing a
set of firewall rules defined by said retrieved policy.

[0032] Also described herein is a system for managing a
firewall of a first host computing device associated with a
customer, said first host computing device including a pro-
grammable firewall, said system comprising: a central man-
agement suite coupled to said first host computing device via
a communications link, said central management suite
including: a management portal for receiving instructions
from said customer relating to a set of policies, wherein each
policy defines a set of firewall rules; a storage device for
storing said set of policies; and a management policy module
for retrieving from said stored set of policies a policy associ-
ated with said first host computing device; a host policy
module resident on said first host computing device for
receiving said retrieved policy from said management policy
module, via said communications link; and a driver resident
on said first host computing device, said driver adapted to
translate said retrieved policy to a format suitable for an
application programming interface of the firewall to imple-
ment a set of firewall rules defined by said retrieved policy.

[0033] Also described herein is a method for managing a
first firewall of a first host computing device associated with
a customer, said first host computing device including a first
programmable firewall implemented by a first native enforce-
ment capability, said method comprising the steps of: install-
ing a first host policy module and a first driver on said first host
computing device, said first driver being adapted to translate
instructions to a format suitable for an application program-
ming interface of said first native enforcement capability;
registering said first host computing device with a central
management suite, said central management suite including a
management portal, a management policy module, and a
storage device; defining a set of policies, each policy in said
set of policies defining a set of firewall rules; assigning a first
policy from said set of policies to said first host computing
device; transmitting said first policy from said central man-
agement suite to said first host policy module; said first host
policy module forwarding said first policy to said first driver
for translation to a format suitable for said first native enforce-
ment capability; and said first native enforcement capability
implementing said first firewall based on the set of firewall
rules defined by said first policy.
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[0034] Also described herein is an apparatus for imple-
menting any one of the aforementioned methods.

[0035] Also described herein is a computer program prod-
uct including a computer readable medium having recorded
thereon a computer program for implementing any one of the
methods described above.

[0036] Other aspects of the present disclosure are also pro-
vided.

BRIEF DESCRIPTION OF THE DRAWINGS

[0037] One or more embodiments of the present disclosure
will now be described by way of specific example(s) with
reference to the accompanying drawings, in which:

[0038] FIG. 1ais aschematic block diagram representation
of a host computing device having an installed operating
system and a firewall;

[0039] FIG. 1bis a schematic block diagram representation
of an embodiment of the host computing device of FIG. 14,
wherein the operating system is a Windows operating system
and the firewall is implemented using the Windows Filtering
Platform (WFP);

[0040] FIG. 1cis a schematic block diagram representation
of an embodiment of the host computing device of FIG. 14,
wherein the operating system is a Linux operating system and
the firewall is implemented using Netfilter;

[0041] FIG. 2ais a schematic block diagram representation
of a first example of a system that includes a host computing
device and a central management suite;

[0042] FIG. 25 1s a schematic block diagram representation
of a second example of a system that includes a host comput-
ing device and a central management suite;

[0043] FIG. 2¢is a schematic block diagram representation
of a third example of a system that includes a host computing
device and a central management suite;

[0044] FIG. 3ais a schematic block diagram representation
of an example of a system incorporating multiple host com-
puting devices;

[0045] FIG. 35is a schematic block diagram representation
of another example of a system incorporating multiple host
computing devices;

[0046] FIG. 4 is a flow diagram illustrating a method of
remotely managing a firewall on a host computing device;
[0047] FIG. 5 is a schematic block diagram representation
illustrating a customer registration process;

[0048] FIG. 6 is a schematic block diagram representation
illustrating registration of a host computing device;

[0049] FIG. 7 is a schematic block diagram representation
illustrating definition of objects, rules, and policies for use in
a firewall of a computing system;

[0050] FIG. 8 is a schematic block diagram representation
illustrating definition of groups and related associations;
[0051] FIG. 9 is a schematic block diagram representation
illustrating asset polling and association;

[0052] FIG.10is a schematic block diagram representation
illustrating logging performed in relation to a host computing
device;

[0053] FIGS. 11a and 115 are schematic block diagram
representations illustrating functional components of a com-
puting system with a central management suite for remotely
managing a firewall of a host computing device;

[0054] FIG. 12 is aschematic representation of a system on
which one or more embodiments of the present disclosure
may be practised,;
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[0055] FIG.13 is a schematic block diagram representation
of a system that includes a general purpose computer on
which one or more embodiments of the present disclosure
may be practised;

[0056] FIG. 14 is a flow diagram illustrating a method of
remotely managing a firewall on a host computing device;

[0057] FIG. 15 is a schematic representation of a rules
interface;

[0058] FIG. 16 is a screenshot of a policies interface;
[0059] FIG. 17 is a schematic representation of a groups
interface;

[0060] FIGS. 18a-c are schematic representations of a rule

editing interface;

[0061] FIG. 19 is a schematic representation of a policy
editing interface; and

[0062] FIGS. 20a-b are schematic representations of a
group editing interface.

DETAILED DESCRIPTION

[0063] Method steps or features in the accompanying draw-
ings that have the same reference numerals are to be consid-
ered to have the same function(s) or operation(s), unless the
contrary intention is expressed or implied.

[0064] The present disclosure provides a method and sys-
tem that allow centralised management of a firewall on one or
more host computing devices. In one arrangement, the
method and system utilise a driver installed on a host com-
puting device to facilitate control and management of a fire-
wall on that computing device. The driver is adapted to com-
municate with at least one application programming interface
of the kernel of the operating system of the host computing
device and one or more local services resident on the host
computing device to communicate with a centralised man-
agement suite. The host computing device (or “asset”) may
be, for example, a personal computer, physical computer
server, virtual computer server, laptop computer, or tablet
computing device.

[0065] The firewall implemented on each host computing
device may have different features or functionalities, depend-
ing on the operating system executing on the host computing
system and the native enforcement capability. The native
enforcement capability refers to the localised method of fire-
walling provided on each particular host computing device.
For the Linux operating system the native enforcement capa-
bility is implemented using Netfilter and for the Windows
operating system the native enforcement capability is imple-
mented using WFP. It will be appreciated by a person skilled
in the relevant art that the system and method of the present
disclosure are not restricted to Netfilter and WFP implemen-
tations and can be applied to any native enforcement capabil-
ity used to implement firewalling of a host computing device.
[0066] Inthis specification, the “firewall” of a device refers
generally to firewalling rules to control a flow of information
to and from the device. Although the description herein pro-
vides specific examples of a firewall as the native enforce-
ment capability of a kernel, references to a “firewall” are not
necessarily limited to specific hardware, programs, or mod-
ules. The term “firewall” may refer generally to the capability
of a device to facilitate network security.

[0067] The method and system also utilise a central man-
agement suite to communicate with the host computing
device and thereby transmit information to the driver. Such
information may include, for example, policies to be applied
by the firewall. The method and system transmit the informa-
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tion from the central management suite to the driver installed
on the host computing device. The driver receives the trans-
mitted information and configures the firewall to implement
the required policies. The central management suite may be
implemented as a set of applications or functional modules
executing on one or more computing devices. The computing
devices may be located in an integral device or as discrete
computing devices.

[0068] In one arrangement, the central management suite
communicates with the host computing device to enable log-
ging capabilities relating to a firewall of the host computing
device. The logging capabilities are defined by rulesets and
policies configured from the central management suite. The
logging capabilities allow an administrator to use the central
management suite to establish rules or policies relating to
logging activities to be performed by a host logging module
on the host computing device. The host logging module trans-
mits resultant logs to the central management suite for storage
and later analysis via a proxy logging service, also referred to
herein as a management logging module. Analysis of the
logging reports may be used, for example, to determine one or
more performance attributes of the firewall.

[0069] In another arrangement, the method and system
include heartbeat functionality between the central manage-
ment suite and one or more host computing devices. The
heartbeat functionality provides the central management
suite with an indication of an active or inactive state of each
host computing device and may be used, for example, for
maintenance and for determining billing arrangements relat-
ing to managing firewall functionality of the host computing
devices.

[0070] FIG. 1ais a schematic block diagram representation
of'a host computing device 100 having an installed operating
system 110 and a firewall 105. The firewall utilises a set of
rules to control a flow of information to and from the com-
puting device 100. FIG. 15 is a schematic block diagram
representation of an embodiment of the host computing
device 100, wherein the operating system is a Windows oper-
ating system 120 and the firewall is implemented using the
Windows Filtering Platform (WFP). WEP acts as a kernel
application programming interface (API) for controlling one
or more firewall parameters. FIG. 1¢ is a schematic block
diagram representation of an embodiment of the host com-
puting device 100, wherein the operating system is a Linux
operating system 130 and the firewall is implemented using
Netfilter. Netfilter acts as a kernel API for controlling one or
more firewall parameters.

[0071] FIG. 2ais aschematic block diagram representation
of a first example of system 200 that includes a host comput-
ing device 250 and a central management suite 260. The host
computing device 250 includes an operating system 210 and
afirewall 205. The operating system 210 and firewall 205 may
be implemented, for example, using Windows and WFP or
Linux and Netfilter, or any other combination of operating
system and native enforcement capability. In this example,
the host computing device 250 also includes a driver 215
installed to communicate directly with the firewall 205. The
driver 215 exists within kernel space, being a portion of the
memory of the host computing device in which the kernel of
the operating system 210 executes. The driver 215 is adapted
to communicate with the native enforcement capability pro-
viding the firewall 205.

[0072] The host computing device 250 further includes a
host policy module 220 and a host logging module 225, each
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of which communicates with the driver 215. The host policy
module 220 and host logging module 225 exist in user space,
being a portion of the memory of the host computing device
in which user processes execute. The host policy module 220
performs retrieval of policies from the central management
suite 260 and forwards the retrieved policies to the driver 215.
The driver 215 translates a received policy for presentation
via a kernel API to configure the firewall 205 in accordance
with the retrieved policy.

[0073] Inthe example of FIG. 2a, the driver 215 is a policy
translator that translates retrieved firewall policies into a for-
mat compatible with the firewall 205. To manage the firewalls
of one or more host computing devices, especially where
different firewalls are operated by different operating sys-
tems, there may be such a policy translator resident on each of
the one or more of the host computing devices. The policy
translator is adapted to translate firewall policies received (for
example) from the central management suite 260 (and which
may not be natively compatible with a given firewall 205) into
a format compatible with the firewall 205. The policy trans-
lator, which is specific to the operating system, ensures read-
ability of the firewall policy by the one of more host comput-
ing devices.

[0074] In another example, such as that shown in FIG. 25,
the policy translator is a host policy module. In this example,
the host policy module is adapted to translate the retrieved
policies and communicate the retrieved policies to an appli-
cation module 216 resident on the host computing device 250.
The application module 216 may be a third-party module
which is adapted to configure the firewall. In this example, the
host policy module 220 and the host logging module 225 are
configured to communicate directly with the application
module 216 to facilitate implementation of firewall policies.
The application module 216 may be, for instance, a web
application firewall, an email server security enforcement
module, or an anti-virus controller. In another instance, the
application module 216 may be legacy software installed on
the host device some time before the host policy module 220
and the host logging module 225 are installed on the host
device 250. In this example, therefore, the host policy module
220 and the host logging module 225 are adapted to provide
compatibility with third party software that are capable of
configuring the firewall. While in the previous example, the
driver 215 is adapted to translate a firewall policy for config-
uring the firewall, in this example, it is the host policy module
that translates a firewall policy to thereby enable the applica-
tion module 216 to configure the firewall. The description
hereinafter regarding the driver is therefore equally appli-
cable to the host policy module in this example.

[0075] In another example, such as that shown in FIG. 2c,
the policy translator is again a host policy module. In this
example, the host policy module is adapted to translate the
retrieved policies and communicate the translated policies
directly to a native component of the operating system, such
that the firewall may be configured by the native component.
While in a previous example, the driver 215 is adapted to
translate a firewall policy for configuring the firewall, in this
example, it is the host policy module that translates a firewall
policy to thereby enable the native component to configure
the firewall. The description hereinafter regarding the driver
is therefore equally applicable to the host policy module in
this example.

[0076] Intheexamples of FIGS. 2a-2¢, the central manage-
ment suite 260 includes a storage module 268, a management
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portal 262, a management policy module 264, and a manage-
ment logging module 266, which communicate with each
other using one or more buses or other communication links
(not shown). The management portal 262 manages commu-
nication with a remote computing device 270 utilised by a
user 275. The central management suite 260 may be imple-
mented using a single computing device, multiple computing
devices in a single location, or multiple computing devices in
different locations.

[0077] The central management suite 260 is coupled to the
host computing device 250 using a communications link,
which may be wired, wireless, or a combination thereof. The
communications link may be a single link or a network, such
as the Internet. The management policy module 264 commu-
nicates with the host policy module 220 and the management
logging module 266 communicates with the host logging
module 225. In one arrangement, the management policy
module 264 communicates with the host policy module 220
and the management logging module 266 communicates with
the host logging module 225.

[0078] A user wanting to configure or modify a policy of
the host computing device 250 utilises the computing device
270 to communicate with the management portal 262 and
create or modify one or more policies. The management
portal 262 stores the new or modified policies in the storage
module 268 for later retrieval by the management policy
module 264. The management policy module 264 reads poli-
cies from the storage module 268 and transmits the policies to
the host policy module 220, which in turn interacts with the
driver 215 to apply the policies to the firewall 205. The driver
215 may be configured to apply policies to the firewal/NEC
in a number of ways.

[0079] For example, the driver 215 may apply policies to
the firewall by configuring the firewall 205 to implement the
policies itself: i.e. the firewall 205 makes decisions as to
whether to allow/deny and log/not log packets itself without
further reference to the driver 215 (excepting when new poli-
cies are received). To achieve this the driver 215 provides the
policies to the firewall 205 by translating the policies into a
native structure/format suitable for data input for the operat-
ing system 210 and parses the translated policies to the rel-
evant kernel API of the firewall 205. For example, if the
operating system 210 is Linux and the firewall is imple-
mented using Netfilter, the driver 215 translates the policies to
a format suitable for input to Netfilter to configure the firewall
205. On receipt of incoming packets, the firewall 205 applies
the policies received from the driver to make a decision (al-
low/deny and log/not log).

[0080] In an alternative arrangement, the driver 215 may
apply policies to the firewall by configuring the firewall 205 to
inform the driver 215 of all incoming packets and act on
decisions made by the driver: i.e. the driver 205 makes deci-
sions as to whether to allow/deny and log/not log packets. In
this case the driver 215 configures the firewall 205 to inform
the driver of all incoming data packets. The firewall 205 may
inform the driver 215 of incoming packets by, for example,
forwarding relevant header information of incoming packets
to the driver or forwarding the entire packet (including the
packet payload) to the driver 215. On receiving packet infor-
mation the driver makes the relevant decisions according to
the policies—i.e. for the packet to be allowed or denied (and
whether or not to log the packet)—and instructs the firewall to
allow or deny the packet accordingly. The firewall 205
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receives the instruction from the driver 215 and allows or
denies the packet accordingly.

[0081] In a further alternative arrangement, the driver 215
may apply policies to the firewall by configuring the firewall
205 to refer certain packets to the driver to make a decision on
and to make decision on other packets itself. In this case the
driver configures the firewall to inform the driver 215 only of
incoming data packets meeting certain criteria (e.g. based on
source IP address, destination IP address or other criteria).
When the firewall 205 receives an incoming packet which
meets the criteria it informs the driver 215 of the packet, the
driver 205 makes a decision—allow/deny and log/not log—
and instructs the firewall 215 to allow or deny the packet
accordingly. Conversely, when the firewall 205 receives a
packet that does not meet the criteria the firewall 205 itself
makes the decision to allow/deny and log/not log the packet
(according to its own configured policies).

[0082] During operation of the host computing device 250,
the driver 215 transmits logging data to the host logging
module 225, which in turn communicates the logging data to
the management logging module 266. In arrangements where
the driver 215 is configured to determine the appropriate
action in respect of an incoming packet, logging data are
generated by the driver 215 itself based on the determination.
In arrangements where the firewall 205 is configured to deter-
mine the appropriate action, the determination made by the
firewall 215 includes a determination as to whether or not to
log information regarding the packet and action taken. In this
case the firewall 215 communicates the logging data to the
driver 205 (which then communicates the logging data to the
host logging module 225) or directly to the host logging
module 225. The management logging module 266 then
writes the logs to the storage module 268.

[0083] FIG.3ais aschematic block diagram representation
of an example of a system 300 incorporating multiple host
computing devices. The system 300 includes a central man-
agement suite 360 that includes a storage module 368, a
management portal 362, a management policy module 364,
and a management logging module 366. The system 300
further includes a first host computing device 310 and a
second host computing device 330.

[0084] In the example of FIG. 3aq, the first host computing
device 310 is a personal desktop computer running the Win-
dows operating system 312 with an associated WEP firewall
314. The first host computing device also has an installed first
driver 316, a first host policy module 318, and a first host
logging module 320.

[0085] The second host computing device 330 is a com-
puter server running the Linux operating system 332 with an
associated Netfilter firewall 334. The second host computing
device also has an installed second driver 336, a second host
policy module 338, and a second host logging module 340.
[0086] The central management suite 360 provides func-
tionality that allows a user to access and remotely control the
firewall settings of multiple host computing devices 310, 330,
despite the first and second host computing devices 310, 330
executing different operating systems and firewalls. Further,
the central management suite 360 allows a user to group the
first host computing device 310 and the second computing
device and then apply a single policy to the group. This
provides an efficient way for the user to apply and manage
firewall policies from the central management suite 360.
[0087] FIG.3bis a schematic block diagram representation
of another example of a system 301 including a central man-
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agement suite 360 of FIG. 3a and multiple host computing
devices 380, 382 and 384 as illustrated in, respectively, FIGS.
2a, 2b and 2c.

[0088] FIG.4is aflow diagram illustrating a method 400 of
remotely managing a firewall on a host computing device.
The method 400 begins at a Start step 405 and proceeds to step
410, which installs security software onto a host computing
device. The security software includes the driver 215, host
policy module 220, and host logging module 225 of FIG. 2.
Control proceeds to step 415, in which the installed security
software registers the host computing device with a central
policy service, such as the management policy module 264 of
the central management suite 260 of FIG. 2.

[0089] Control passes from step 415 to step 420, in which
an administrator of the host computing device utilises a com-
puting device to log in to the management portal of the central
management suite and construct a set of firewall policies.
Each host computing device is associated with a customer,
which may be an individual, a corporate entity, or other
organisation. An administrator is a user, uniquely associated
with a particular customer, who is authorised to perform
administrative functions relating to one or more host comput-
ing devices associated with that customer.

[0090] Prior to any other interactions with the central man-
agement suite, it is necessary for the customer to register with
the central management suite. During registration, the central
management suite creates a customer profile for the customer
and assigns a customer identifier and customer password. The
customer identifier is used to differentiate between custom-
ers. The customer identifier is also used to identify host com-
puting devices associated with the respective customers and
to regulate interaction with the management portal from users
and host computing devices.

[0091] In one implementation, the storage module 268 of
the central management suite 260 stores a user profile for each
registered customer, each user profile having a set of
attributes. The set of attributes may include, for example,
customer identifier, customer password, contact details, bill-
ing details, and the like. The set of attributes may also include
a set host computing devices associated with the customer
and a set of policies. In one implementation, each host com-
puting device is assigned to a group and the customer is then
able to assign a policy from the set of policies to one or more
groups.

[0092] An administrator associated with a registered cus-
tomer uses the relevant customer identifier and customer
password to log in to the management portal of the central
management suite and gain access to one or more sets of
firewall policies associated with one or more host computing
devices associated with that customer.

[0093] A customer registers one or more host computing
devices (assets) with the central management suite. The cus-
tomer is able to classify each registered host computing
device associated with that customer into one or more groups.
Each group of host computing devices is associated with a
customer policy. This allows a customer to configure and
apply a customer policy to a group of host computing devices.
Each customer policy is a set of firewall policies to be applied
to the relevant group of host computing devices.

[0094] A registered host computing device that has not
been classified into a group is in an “unassociated” state and
has no firewall policy to enforce. A registered host computing
device that has been classified into a group of host computing
devices, wherein the group does not have a defined customer
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policy associated with that group, is in an “associated” state
but has no firewall policy to enforce.

[0095] Returning to FIG. 4, in a next step 425 the adminis-
trator applies the set of firewall policies constructed in step
420 to the firewall of the host computing device. In practice,
the administrator submits the set of firewall policies to the
management portal 262 for implementation by the central
management suite 260 on one or more host computing
devices.

[0096] Instep 430, the host policy module 220 installed on
the firewall of the host computing device polls the manage-
ment policy module 264 of the central management suite at
regular periodic intervals to determine whether a new set of
firewall policies has been applied.

[0097] In step 435, the management policy module 264
receives a request from the host policy module 220 installed
on the host computing device, retrieves any applied set of
firewall policies from the storage module 268 and returns the
applied set of firewall policies to the host policy module 264
installed on the host computing device. Control passes to step
440, in which the host computing device, using the host
policy module 220 and the driver 215, interprets and applies
the set of firewall policies. That is, the host policy module 220
receives an applied set of firewall policies from the manage-
ment policy module 264 and passes the set of firewall policies
to the driver 215, which in turn applies the policies as
described above.

[0098] Insome examples, the policies define rules based on
information contained in the network layer (i.e. layer 3)
header and/or the transport layer (i.e. layer 4) header of the
relevant data packet. In these examples, the header informa-
tion may be extracted by the kernel and forwarded to the
driver 215 or the firewall 205 for use in determining an appro-
priate action. For instance, the extracted information may be
the transport protocol header information (e.g. the Transmis-
sion Control Protocol (TCP), the network protocol (e.g. Inter-
net Protocol (IP)) of the relevant data packet.

[0099] Instep 445, the host logging module 225 on the host
computing device 250 transmits firewall logs to the manage-
ment logging module 266 of the central management suite.
Control then passes to step 450, in which the management
logging module 266 stores the received firewall logs in the
storage module 268, which may be implemented as one or
more recordable storage devices. The stored firewall logs are
then available to be viewed or graphed at a later time, such as
by a customer accessing the central management suite via the
management portal 262. In one arrangement, the administra-
tor logging in to the management portal 262 is able to retrieve
and view firewall logs. In one implementation, the central
management suite provides an analysis module to analyse the
firewall logs and produce reports and charts derived from the
firewall logs. Control passes to an End step 455 and the
method 400 terminates.

[0100] Depending on the implementation, a set of firewall
policies constructed by the administrator in step 425 may be
applied to multiple host computing devices in step 425, in a
manner similar to that described above with reference to the
multiple host computing devices 310, 330 of FIG. 3.

[0101] The method 400 uses a centralised management
suite to enable centralised administration of host firewall
policies, centralised deployment of firewall policies across
numerous operating systems, and centralised viewing and
graphing of logs generated by the firewalls.
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[0102] FIG. 14 s aflow diagram illustrating a method 1400
of remotely managing a firewall on a host computing device.
The method 1400 is similar to method 400 of FIG. 4, but
provides additional functionality relating to association of a
host computing device to a group and application of a policy
to a group of host computing devices. The method 1400
begins at a Start step 1405 and proceeds to step 1410, which
installs security software onto a host computing device. The
security software includes the driver 215, host policy module
220, and host logging module 225 of FIG. 2. Control proceeds
to step 1415, in which the installed security software registers
the host computing device with a central policy service, such
as the management policy module 264 of the central manage-
ment suite 260 of FIG. 2.

[0103] Control passes from step 1415 to step 1420, in
which an administrator of the host computing device utilises
a computing device to log in to the management portal of the
central management suite and construct a set of firewall poli-
cies. Each host computing device is associated with a cus-
tomer, which may be an individual, a corporate entity, or other
organisation. An administrator is a user, uniquely associated
with a particular customer, who is authorised to perform
administrative functions relating to one or more host comput-
ing devices associated with that customer.

[0104] In anextstep 1425, the administrator creates a new
group for asset association and policy binding. Once created,
the group can be populated by associating one or more host
computing devices (assets) with the group. In step 1430, the
administrator associates one or more policies from the set of
policies created in step 1420 to the group created in step 1425.
In step 1435, the administrator associates the host computing
device registered in step 1415 with the group created in step
1425.

[0105] Inanextstep 1440, the host policy module 220 polls
the management policy module for any group associations
relating to the host computing device. In step 1445, the host
policy module 220 polls for any relevant policies associated
with the group associated with the host computing device, as
determined in step 1440.

[0106] In step 1450, the management policy module 264
retrieves from the storage module 268 any relevant policies
applied to the group with which the host computing device
250 is associated. The management policy module 264
returns the retrieved policies to the host policy module 220. In
step 1455, the host policy module 220 receives the retrieved
policies, forwards the policies to the driver 215 for translation
and application via the kernel API to configure the firewall. In
step 1460, the host logging module 225 transmits logs derived
from the firewall 205 to the management logging module 266.
The content and format of the logs is optionally controlled by
one or more parameters configured by the administrator via
the management portal 262. The logging module 266 may be
further adapted to translate the logging information in a first
data format or structure, for example as outputted from the
driver or the firewall of the host computing device, into log-
ging information in a second data format or structure, which
is for example for distribution to and storage at the central
management suite. The log translation may be based on and
specific to any one or more of the host computing device, the
operating system and/or the native enforcement capability.
Localised log translation (i.e. log translation at each of host
computing devices) may beuseful if different host computing
devices generate logs in different logging data formats or
structures to ensure readability of logging information gen-
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erated by different platforms. For example, logging informa-
tion generated by a host computing device operated by one
operating system may indicate the time of a logged event in a
24-hour format, whereas logging information generated by a
host computing device operated by another operating system
may indicate the time of a logged event in AM/PM format. If
the central management suite 260 is configured to recognise
only a 24-hour format, it may erroneously represent afternoon
logged events in AM/PM format (for example, 3:33 pm) as
occurring in the period beginning at midnight and ending at
noon (using the previous example, 03:33). With log transla-
tion specific to the host computing device, it becomes pos-
sible for the central management suite to receive and store
logging information received from different host computing
devices in a common data format or structure. It may be also
useful for presentation of the logging information in a recog-
nisable data format or structure for analysis or other purposes.
In step 1465, the management logging module 266 receives
the logs and stores the logs in the storage module 268. The
storage module 268 may be implemented as one or more
recordable storage devices. The stored firewall logs are then
available to be viewed or graphed at a later time, such as by a
customer accessing the central management suite via the
management portal 262. In one arrangement, the administra-
tor logging in to the management portal 262 is able to retrieve
and view firewall logs. In one implementation, the central
management suite provides an analysis module to analyse the
firewall logs and produce reports and charts derived from the
firewall logs. Control passes to an End step 1470 and the
method 1400 terminates.

[0107] The method 1400 uses a centralised management
device to enable centralised administration of host firewall
policies, centralised deployment of firewall policies across
numerous operating systems, and centralised viewing and
graphing of logs generated by the firewalls.

[0108] The central management suite 260 and host comput-
ing devices 250, 310, 330 of the present disclosure may be
practised using a computing device, such as a general purpose
computer or computer server. FIG. 12 is a schematic block
diagram of a system 1200 that includes a general purpose
computer 1210. The general purpose computer 1210 includes
a plurality of components, including: a processor 1212, a
memory 1214, a storage medium 1216, input/output (1/0)
interfaces 1220, and input/output (I/O) ports 1222. Compo-
nents of the general purpose computer 1210 generally com-
municate using a bus 1248.

[0109] The memory 1214 may include Random Access
Memory (RAM), Read Only Memory (ROM), or a combina-
tion thereof. The storage medium 1216 may be implemented
as one or more of a hard disk drive, a solid state “flash” drive,
an optical disk drive, or other storage means. The storage
medium 1216 may be utilised to store one or more computer
programs, including an operating system, software applica-
tions, and data. In one mode of operation, instructions from
one or more computer programs stored in the storage medium
1216 are loaded into the memory 1214 via the bus 1248.
Instructions loaded into the memory 1214 are then made
available via the bus 1248 or other means for execution by the
processor 1212 to effect a mode of operation in accordance
with the executed instructions.

[0110] One or more peripheral devices may be coupled to
the general purpose computer 1210 via the I/O ports 1222. In
the example of FIG. 12, the general purpose computer 1210 is
coupled to each of a speaker 1224, a camera 1226, a display
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device 1230, an input device 1232, a printer 1234, and an
external storage medium 1236. The speaker 1224 may
include one or more speakers, such as in a stereo or surround
sound system.

[0111] The camera 1226 may be a webcam, or other still or
video digital camera, and may download and upload infor-
mation to and from the general purpose computer 1210 via the
1/O ports 1222, dependent upon the particular implementa-
tion. For example, images recorded by the camera 1226 may
be uploaded to the storage medium 1216 of the general pur-
pose computer 1210. Similarly, images stored on the storage
medium 1216 may be downloaded to a memory or storage
medium of the camera 1226. The camera 1226 may include a
lens system, a sensor unit, and a recording medium.

[0112] The display device 1230 may be a computer moni-
tor, such as a cathode ray tube screen, plasma screen, or liquid
crystal display (LCD) screen. The display 1230 may receive
information from the computer 1210 in a conventional man-
ner, wherein the information is presented on the display
device 1230 for viewing by a user. The display device 1230
may optionally be implemented using a touch screen, such as
a capacitive touch screen, to enable a user to provide input to
the general purpose computer 1210.

[0113] The input device 1232 may be a keyboard, a mouse,
or both, for receiving input from a user. The external storage
medium may be an external hard disk drive (HDD), an optical
drive, a floppy disk drive, or a flash drive.

[0114] The I/O interfaces 1220 facilitate the exchange of
information between the general purpose computing device
1210 and other computing devices. The I/O interfaces may be
implemented using an internal or external modem, an Ether-
net connection, or the like, to enable coupling to a transmis-
sion medium. In the example of FIG. 12, the I/O interfaces
1222 are coupled to a communications network 1238 and
directly to a computing device 1242. The computing device
1242 is shown as a personal computer, but may be equally be
practised using a smartphone, laptop, or a tablet device.
Direct communication between the general purpose com-
puter 1210 and the computing device 1242 may be effected
using a wireless or wired transmission link.

[0115] The communications network 1238 may be imple-
mented using one or more wired or wireless transmission
links and may include, for example, a dedicated communica-
tions link, a local area network (LAN), a wide area network
(WAN), the Internet, a telecommunications network, or any
combination thereof. A telecommunications network may
include, but is not limited to, a telephony network, such as a
Public Switch Telephony Network (PSTN), a mobile tele-
phone cellular network, a short message service (SMS) net-
work, or any combination thereof. The general purpose com-
puter 1210 is able to communicate via the communications
network 1238 to other computing devices connected to the
communications network 1238, such as the mobile telephone
handset 1244, the touchscreen smartphone 1246, the personal
computer 1240, and the computing device 1242.

[0116] The general purpose computer 1210 may be utilised
to implement a server acting as a management portal or host
computing device in accordance with the present disclosure.
In such an embodiment, the memory 1214 and storage 1216
are utilised to store data relating to registered customers,
assets, policies, rules, administration, logs, and the like. Soft-
ware for implementing the management portal or host com-
puting device is stored in one or both of the memory 1214 and
storage 1216 for execution on the processor 1212. The soft-
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ware includes computer program code for effecting method
steps in accordance with the method described herein for
creating and managing firewall policies.

[0117] FIG. 13 is a schematic representation of a system
1300 on which embodiments of the present disclosure may be
practised. The system 1300 includes a central management
suite 1360 hosted on a server 1340. The server 1340 may be
implemented using one or more general purpose computing
devices, such as the computing device 1210 of FIG. 12, and
associated internal or external storage media.

[0118] The central management suite 1360 includes a man-
agement portal 1362, storage module 1368 hosted on a data-
base, a policy module 1364, and a logging module 1366. The
central management suite 1360 also includes an optional
analytics module 1369 for processing logs and producing
graphical or visual representations of those logs.

[0119] The storage module 1368 includes a customer data-
base for storing details associated with customers that register
with the management portal 1360. The customer database
includes a profile for each customer, wherein each profile
includes information relating to that customer. The profile
may include, for example, customer identifier, name, address,
company number, and billing details.

[0120] The server 1340 hosting the central management
suite 1360 is connected to a communications network 1305.
The communications network 1305 may include, for
example, one or more wired or wireless connections, includ-
ing a Local Area Network (LAN), Wide Area Network
(WAN), a virtual private network (VPN), cellular telephony
network, the Internet, or any combination thereof.

[0121] The system 1300 also includes a computing device
1370 coupled to the communications network 1305. The
computing device 1370 may be implemented using a smart-
phone, laptop, desktop computer, server, or general purpose
computer, such as the general purpose computer 1210 of FIG.
12. The computing device 1370 in the example of FIG. 13 is
coupled to a printer 1372, a camera 1374, and a database
1376.

[0122] In the example of FIG. 13, an administrator associ-
ated with a customer utilises the computing device 1370 to
establish communication over the communications network
1305 with the central management suite 1360 hosted by the
server 1340. The administrator is then able to register the
customer, group assets, define rules, create firewall policies,
modify firewall policies, and apply firewall policies.

[0123] Registration of the customer may require the admin-
istrator to provide contact and billing details in exchange for
the central management suite 1360 allocating a customer
identifier and customer password to access the central man-
agement suite.

[0124] The system 1300 also includes first and second host
computing devices 1310 and 1330 associated with the cus-
tomer. The first and second host computing devices 1310,
1330 are each connected to the communications network
1305, wherein each of the computing devices 1310, 1330
includes a firewall and an operating system. In the example of
FIG. 13, each of the first and second host computing devices
1310,1330 has an installed driver for communicating with the
firewall of the respective host computing device. Each of the
first and second host computing devices 1310, 1330 also has
an installed host policy module and host logging module that
communicate with the policy module 1364 and logging mod-
ule 1366 of the central management suite 1360, via the com-
munications network 1305. Each of the computing devices
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1310, 1330 is implemented using an instance of the general
purpose computing device 1210 of FIG. 12.

[0125] An authorised administrator of a customer utilises
the computing device 1370 to log in to the management portal
1362 ofthe central management suite 1360. The management
portal 1362 then provides a graphical user interface for dis-
play on a display device of the computing device 1370
accessed by the administrator. The administrator uses the
interface to navigate menus provided by the management
portal 1362 relating to management of the firewalls of the first
and second host computing devices 1310, 1330. The cus-
tomer uses an input device, such as a mouse, touchscreen,
keyboard, stylus, or the like to select options and provide
input to create, manage, and modify rules, groups, and poli-
cies relating to the firewalls of the first and second host
computing devices 1310, 1330. Following receipt of the input
provided by the administrator, the central management suite
1360 transmits policies to host policy modules installed on
the first and second host computing devices 1310, 1330,
whereupon the host policy modules pass the transmitted poli-
cies to the respective drivers to configure the firewall. In one
implementation, the policy module 1364 pushes policies out
to the host policy modules installed on the first and second
host computing devices 1310, 1330. In another implementa-
tion, the host policy modules of the host computing devices
1310, 1330 poll the management policy module 1364 at peri-
odic intervals for policies that affect the relevant host com-
puting device and the management policy module 1364 trans-
mits the policies in response to the polling.

[0126] FIG. 5 is a schematic block diagram representation
illustrating a customer registration process. An end user 275,
such as an administrator authorised to perform functions on
behalf of the user, utilises a computing device 270 to com-
municate, via a communications link, with the management
portal 262 of the central management suite 260. In one
arrangement, the management portal 262 provides a website
with one or more web pages to be displayed on the computing
device 270.

[0127] The user browses and navigates the management
portal 262 and initiates registration of a new customer with
the central management suite 260. The central management
suite 260 receives a request for registration of the customer
and generates a customer identifier uniquely associated with
that customer. The management portal 262 communicates
with the storage module 268 to create a policy data store, a
billing data store, and a logging data store associated with that
customer.

[0128] In one arrangement, each of the policy data store,
billing data store, and logging data store form part of a cus-
tomer profile. Such a customer profile may include other
information relating to the customer, such as name, business
number, contact details, accounting details, customer identi-
fier, customer password, and the like.

[0129] The user portal 262 then returns the assigned cus-
tomer identifier and associated customer password to the
registering customer.

[0130] FIG. 6 is a schematic block diagram representation
illustrating registration of a host computing device, or asset.
In this example, an asset is a computing device running a
Windows operating system of Server 2003 or newer or a
computing device running a Linux operating system with
Kernel 3.5 or newer for Ubuntu, Redhat, or Fedora. No pre-
defined policy, group, or rules are required for an asset to be
registered.
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[0131] Inone arrangement, an administrator of a registered
customer utilises the computing device 270 to communicate
with the user portal 262 of the management portal 260 and
download an installation package to be installed on an asset.
Depending on the implementation, the management portal
260 offers one or more installation packages, suitable for use
on host computing devices with different operating systems.
[0132] The administrator then installs the installation pack-
age on the asset. FIG. 6 is a schematic representation of
installation of the installation package on an asset. In a first
step, the user installs the installation package on the asset and
is prompted by the installation package to provide the cus-
tomer identifier, IP address of the management policy module
264 (policy proxy service), IP address of the management
logging module 266 (logging proxy service), and IP address
of aheartbeat proxy service. The heartbeat proxy service is an
optional functional module that provides a heartbeat between
the host computing device 250 and the central management
suite 260. The heartbeat proxy service may be used, for
example, to determine an active or inactive state of a host
computing device, for billing purposes, and the like. In one
arrangement, the host policy module 220 performs the heart-
beat functionality for the host computing device 250. In an
alternative arrangement, a dedicated host heartbeat module is
implemented on the host computing device 250 to perform
heartbeat functionality.

[0133] Similarly, in one arrangement the management
policy module 264 performs the heartbeat functionality for
the central management suite. In an alternative arrangement,
adedicated management heartbeat module is implemented on
the central management suite 260.

[0134] Depending on the implementation, the administra-
tor enters the required information on the individual asset or
using a central management platform coupled to the relevant
asset. The installation package receives the information, vali-
dates the customer identifier, and then installs the following
elements on the asset:

[0135] 1) host policy service (module);
[0136] 2) host logging service (module);
[0137] 3) host heartbeat service (module); and
[0138] 4) driver.
[0139] The driver activates and integrates with the native

enforcement capability, which, as described above, is the
localised method of providing a firewall for the operating
system platform executing on the asset.

[0140] The host policy module 220 transmits a policy mes-
sage to the management policy module 264 and registers the
asset with the management policy module 264 using the
customer identifier. The policy message includes information
relating to the asset, including, for example, IP address of the
asset, operating system of the asset, version, date, time, and
the like. The management policy module 264 enters parsed
information derived from the policy message to be stored in
the management storage module 268.

[0141] The host policy module 220 requests from the man-
agement policy module 264 group information relating to any
relevant group to which the asset is associated. Such group
information may include, for example, a customer policy
defining a firewall policy to be applied to all assets classified
into that group. The management policy module 264 returns
relevant policy information to the host policy module 220,
wherein the relevant policy information may be null or a
predefined policy that is to be applied to the asset. The host
policy module 220 then parses the relevant policy information
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and presents the parsed policy information to the driver 215.
The driver interprets the parsed policy information and
applies it to the native enforcement capability.

[0142] The host computing device may be configured to
implement firewall rules based on information extracted from
the relevant packet. This information may include header
information any one or more of the Network layer (layer 3)
header, Transport layer (layer 4) header, Session layer (layer
5) header, Presentation layer (layer 6) header and/or Appli-
cation layer (layer 7) header. The following description
focusses on layer 4 (stateful inspection) and layer 7 (applica-
tion inspection) firewalling, but is generally applicable to
firewalling based on other layer or layers.

[0143] One method of firewalling uses specific criteria
found in, and below, Layer 4 of the OSI model. In one imple-
mentation, firewalling controls flow of data based on a source
or destination address(es) being used, and/or the destination
ports. For example, port 80 is typically used for HTTP (web
browsing). Thus, a firewall can be configured to block any
source address from hitting a specified web site at IP address
1.1.1.1 on port 80.

[0144] In one instance, the hosting computing device may
be configured to implement application-layer-based firewall-
ing. Application Definition is the ability to perform enforce-
ment based on criteria relating to the Application layer (i.e.
layer 7) of the OSI model. For example, a user wants to block
anyone from hitting a webpage www.someexample.com/pri-
vate and allow anyone to hit a webpage www.someexample.
com/public. Both of these connections use the same criteria
found in the example relating to IP address 1.1.1.1 and port
80. However, Application Definition allows a user to config-
ure a firewall with greater resolution or granularity. For
example, the driver configures the firewall to allow or deny
and/or log data packets requested by or destined for a particu-
lar application running on the host computing device.

[0145] In another instance, the hosting computing device
may be configured to implement transport-layer-based fire-
walling. Application Awareness is the ability to know what a
protocol should look like on the network, being able to detect
what protocol is being used and then performing actions once
identified.

[0146] Following on from the example; the typical port for
HTTP is TCP port 80. Application Awareness allows for an
asset/host firewall to detect that the protocol being used on
TCP port 80 is in fact HTTP. Furthermore, using pre-defined
criteria (such as RFC compliance, for example), the asset/
host firewall can ensure compliance with the protocol. Iden-
tifying protocols and enforcing compliance is useful in pre-
venting attackers from trying to manipulate the use of the
HTTP protocol in order to hide communications.

[0147] A further example of Application Awareness is the
ability to enforce a rule based on protocol, regardless of port.
For example, a user wants to block FTP traffic, allow HTTP
traffic, enforce strict RFC compliance, allow SMTP traffic
(email), but not allow attachments on emails. Using Applica-
tion Awareness, no IP addresses or ports are identified.
Rather, the Application Awareness of the native enforcement
capability determines the protocols being used and performs
any defined actions.

[0148] FIG. 7 is a schematic block diagram representation
illustrating definition of objects, rules, and policies for use in
afirewall of acomputing system. A rule is implemented using
a combination of source objects, destination objects, service
objects, and application awareness. In this example, a rule
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also specifies whether to create a Log entry, Yes or No, and
whether to take an Action, Allow or Deny.

[0149] An Application Definition is one of:
[0150] 1) identification of a protocol;
[0151] 2) type of anomaly or standardisation of a proto-

col (i.e., RFC compliance); and

[0152] 3) control of matching flows.
[0153] A policy is a set of one or more rules, wherein an
ordering of rules within the set affects a flow of traffic allowed
or blocked to an asset.
[0154] A group ofassets can be associated with one or more
policies. In the case in which multiple policies are assigned to
a group, the ordering of the policies determines the order in
which the policies are applied.
[0155] Referring to FIG. 7, a user 275 utilises a computing
device 270 to communicate with the management portal 262
of'the central management suite 260. The management portal
262 provides an interface that allows the user to define
objects, rules, and policies. In an initial step, the user defines
one or more objects to be used for rules. The user-defined
objects may include, for example, network objects for use as
sources or destinations, service objects for use as services,
application definitions, and application signatures and con-
trols. The user is able to select the user-defined objects to be
combined into: (i) one or more network object groups for use
as sources or destinations; or (ii) one or more service object
groups for use as services.
[0156] Application definitions and signatures allow for: (i)
application controls, regardless of direction; and (ii) applica-
tion identification for anomaly detection.
[0157] All objects defined by the user are stored by the
central management suite 260 in the policy data store associ-
ated with the customer for which the user is an authorised
administrator. The user is then able to create one or more rules
from the defined objects. The central management suite 260
stores the created rules in the policy data store associated with
that customer. Having defined one or more rules, the user is
able to create one or more policies, wherein each policy is a
set of one or more of the defined rules. The central manage-
ment suite 262 stores the policies in the policy data store
associated with that customer. The policy data store associ-
ated with each customer is stored in the storage module 268 of
the central management suite 260.
[0158] FIG. 8 is a schematic block diagram representation
illustrating definition of groups and related associations. A
group is an association of multiple assets with related
attributes, such that the assets fulfil similar purposes or are
associated with the same policies. Grouping assets with
related attributes allows a customer to apply, deploy, and
manage standardised policies to assets within a group. An
asset is uniquely assigned to a group. This prevents an asset
from belonging to multiple groups, which could result in
different, conflicting policies being applied to the asset. Mul-
tiple policies can be assigned to a group.
[0159] An administrator 275 uses a computing device 270
to communicate with the management portal 262 of the cen-
tral management suite 260. The administrator creates a new
group and assigns one or more policies to that group. The
management portal 262 writes a group-to-policy association
to the policy store data in the storage module 268. The admin-
istrator associates one or more assets to the group. This may
include re-assigning an asset from another existing group.
The management portal 262 then writes an asset-to-group
association to the policy store data in the storage module 268.
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[0160] FIG. 9 is a schematic block diagram representation
illustrating asset polling and association. As described above,
an asset that has not been classified into a group is in an
“unassociated” state and has no firewall policy to enforce.
Once the driver, host policy module, and host logging module
have been installed on an asset, the asset polls the policy
proxy service at a predefined periodic interval, such as every
60 seconds, to check whether the asset has been associated
with a group. Whilst the asset remains unassociated, no poli-
cies are passed from the central management suite to the
asset. Further, the asset does not perform any logging and no
heartbeats are performed. Bounds checking is performed to
ensure that an asset cannot request policies and rules for a
group with which the asset is not associated.

[0161] The host policy module 220 periodically polls the
management policy module 264 of the central management
suite 260 to identify any asset association defined by a cus-
tomer in relation to the asset (host computing device) 250.
The management policy module 264 checks the storage mod-
ule 268 for any association relating to the asset 250 and
returns the result to the management policy module 264,
which in turn passes the result to the host policy module 220.
The returned result is either a name of a group with which the
asset is associated or a null result. If the returned result is the
name of a group, the host policy module 220 then requests any
policies associated with that group. The management policy
module 264 polls the storage module 268 for any policies,
rules, and objects associated with the group.

[0162] The storage module 268 returns the policies, rules,
and objects associated with the group to the management
policy module 264, which in turn passes the returned policies,
rules, and objects to the host policy module 220. The host
policy module 220 passes the returned policies, rules, and
objects to the driver 215. The driver 215 translates the
received policies, rules, and objects for application by the
respective native enforcement capability and applies the rel-
evant controls and logging requirements.

[0163] FIG. 15 is a schematic representation of a rules
interface 1500 presented by the management portal 262 to a
display of the computing device 270 accessed by an admin-
istrator to create and modify rules relating to the firewall 205
of the host computing device 250. In this example, the rules
interface shows five defined rules: web; Deny all TCP; udp;
icmp_deny_all; and Allow_All_Traffic. Each rule is associ-
ated with a set of controls that enable the administrator to
activate, deactivate, or edit the rule in question.

[0164] FIG. 16 is a screenshot of a policies interface 1600
presented by the management portal 262 to a display of the
computing device 270 accessed by an administrator to create
and modify policies relating to the firewall 205 of the host
computing device 250. In this example, the policies interface
shows three defined policies: telnet_policy; web_policy; and
All_traffic_policy. Each policy is associated with a set of
controls that enable the administrator to activate, deactivate,
or edit the policy in question.

[0165] FIG. 17 is a schematic representation of a groups
interface 1700 presented by the management portal 262 to a
display of the computing device 270 accessed by an admin-
istrator to create and modify groups of host computing
devices to which policies are to be applied. In this example,
the groups interface shows five defined groups: web_servers;
unallocated; Allow_All_Traffic_Group; test_group; and tel-
net_servers. Each group is associated with a set of controls
that enable the administrator to activate, deactivate, or edit the
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group in question. The administrator is able to add or delete a
host computing device from a group.

[0166] FIG. 18a is a schematic representation of a rule
editing interface 1800 presented by the management portal
262 to a display of the computing device 270 accessed by an
administrator to edit an existing rule. In this example, the rule
being edited is the “Allow_All_Traffic” rule. In this particular
arrangement, the rule editing interface 1800 allows the
administrator to select an action, such as permit or restrict,
and activate or deactivate logging for various flows of data. In
particular, the administrator is able to select one or more
sources, destinations and services to be controlled by this
rule.

[0167] In this example, the administrator selects “permit”
as the action and sets logging to false. The administrator
selects one or more sources from the list of sources, which in
this example includes: web servers, external, localhost,
tester_network, and internal network.

[0168] FIG. 185 shows the rule editing interface 1800, with
the administrator selecting a service, which in this example
includes: ftp, web, telnet, HI'TPS, and icmp.

[0169] FIG. 18c¢ shows the rule editing interface 1800, with
the administrator selecting a destination from the list of des-
tinations, which in this example includes: web servers, exter-
nal, localhost, tester_network, and internal network.

[0170] FIG. 19 is a screenshot of a policy editing interface
1900 presented by the management portal 262 to a display of
the computing device 270 accessed by an administrator to edit
an existing rule. In this example, the policy being edited is the
policy entitled “All_traffic_policy”. Inthis particular arrange-
ment, the policy editing interface 1900 allows the adminis-
trator to select a set of rules to make a policy.

[0171] FIG. 20a is a schematic representation of a group
editing interface 2000 presented by the management portal
262 to a display of the computing device 270 accessed by an
administrator to edit an existing rule. In this example, the
group being edited is the group entitled “Allow_All_Traffic_
Group”. In this particular arrangement, the group editing
interface 2000 allows the administrator to define a “Hello
Interval” and a “Failure Count”. The Hello Interval defines a
periodic interval during which a host computing device must
poll the management policy module of the central manage-
ment suite for new policies or modifications to existing poli-
cies affecting that host computing device. The Failure Count
is an internal count maintained by the central management
suite for monitoring policy checks and heartbeats from host
computing devices registered with the central management
suite.

[0172] The administrator is able to create and modify a
group by selecting group members from a set of registered
host computing devices and selecting one or more policies
from a set of defined policies. In this example, the adminis-
trator has selected the policies “test1567” and “telnet_
policy™.

[0173] FIG. 205 shows the group editing interface 2000,
with the administrator selecting web_fw_01 as a group mem-
ber. A set of registered asset members (host computing
devices) available to be added to the group includes the host
computing device we b_fw_02.

[0174] FIG.101is a schematic block diagram representation
illustrating logging performed in relation to a host computing
device with an installed driver 215, host policy module 220,
and host logging module 225. In this example, the default
setting for a rule is not to log when definitions are met.
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[0175] The native enforcement capability implementing
the firewall of a host computing device matches a predefined
rule and flags the rule to the driver 215, along with any
relevant information. Such relevant information may include,
for example, source IP address, destination IP address, ser-
vice, time, action, and the like.

[0176] If the matched rule has been configured to log, then
the driver 215 transmits the information received from the
native enforcement capability to the host logging module
225, which in turn passes the information to the management
logging module 266 of the management portal 260. The man-
agement logging module 266 stores the information in the
storage service log data store associated with the customer, in
the storage module 268.

[0177] One arrangement implements a set of management
firewall rules that cannot be configured by an administrator.
The set of management firewall rules enables management
traffic between the central management suite 260 and the host
computing device 250 to be permitted above any administra-
tor-defined rule. The set of management firewall rules ensures
that each host computing device 250 has management con-
nectivity to the central management suite 260. In one arrange-
ment, only rules defined by an administrator generate logs.

[0178] The administrator associated with that customer is
subsequently able to log in to the management portal 262 of
the central management suite 260 to request logs from the
storage module 268 relating to a specific group, asset, service,
policy, or rule. The management portal 262 retrieves the
requested logs from the storage module 268 and presents the
retrieved logs to a computing device 270 utilised by the
administrator. Depending on the application, the manage-
ment portal 262 presents the logs as raw data available for
download, graphical data, visualised data, or data formatted
in a predefined way.

INDUSTRIAL APPLICABILITY

[0179] The arrangements described are applicable to the
computer and data processing industries.

[0180] The foregoing describes only some embodiments of
the present invention, and modifications and/or changes can
be made thereto without departing from the scope and spirit of
the invention, the embodiments being illustrative and not
restrictive.

[0181] In the context of this specification, the word “com-
prising” and its associated grammatical constructions mean
“including principally but not necessarily solely” or “having”
or “including”, and not “consisting only of”. Variations of the
word “comprising”, such as “comprise” and “comprises”
have correspondingly varied meanings.

[0182] As used throughout this specification, unless other-
wise specified, the use of ordinal adjectives “first”, “second”,
“third”, “fourth”, etc., to describe common or related objects,
indicates that reference is being made to different instances of
those common or related objects, and is not intended to imply
that the objects so described must be provided or positioned in
a given order or sequence, either temporally, spatially, in
ranking, or in any other manner.

[0183] Although the invention has been described with ref-
erence to specific examples, it will be appreciated by those
skilled in the art that the invention may be embodied in many
other forms.
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1. A system for managing a firewall of one or more end-
host computing devices associated with a customer, each
end-host computing device including a configurable firewall,
said system including:

a central management suite coupled to a first end-host
computing device via a communications link, said cen-
tral management suite including:

a management portal for receiving instructions from said
customer relating to a set of policies, wherein each
policy defines a set of firewall rules;

a storage device for storing said set of policies in a format
inapplicable for configuring the firewall of the first end-
host computing device; and

a management policy module for retrieving from said
stored set of policies a policy associated with said first
end-host computing device; and

a first policy translator resident on said first end-host com-
puting device for receiving said retrieved policy from
said central management suite, via said communications
link, and for translating said retrieved policy to a format
applicable for configuring the firewall of the first end-
host computing device to facilitate implementing a set of
firewall rules defined by said retrieved policy.

2. The system according to claim 1, further including a
second policy translator resident on a second end-host com-
puting device associated with said customer and the retrieved
policy, the set of policies also being in a format inapplicable
for configuring a configurable firewall of the second end-host
computing device, the second policy translator adapted for
receiving the retrieved policy from the central management
suite, via the communications link, and translating the
retrieved policy to a format applicable for configuring the
firewall of the second end-host computing device to facilitate
implementing the set of firewall rules defined by said
retrieved policy.

3. The system according to claim 2, wherein the first policy
translator and the second policy translator are specific to the
operating system of the first end-host computing device and
the operating system of the second end-host computing
device, respectively.

4. (canceled)

5. The system according to claim 2, wherein the first or the
second policy translator includes a driver for said translating
and for communicating with at least one application program-
ming interface of the kernel of the operating system of the
respective end-host computing device.

6. The system according to claim 2, wherein the first or the
second policy translator includes an end-host policy module
for receiving said retrieved policy from said management
policy module, via said communications link, and adapted for
said translating and for communicating the translated policy
to an application module which is adapted to configure the
firewall of the respective end-host computing device.

7. The system according to claim 6, wherein the application
module is selected from a group consisting of a web applica-
tion firewall, an email server security enforcement module, or
an anti-virus controller.

8. The system according to claim 4, wherein either or both
of the first and the second policy translators includes an
end-host policy module for receiving said retrieved policy
from said management policy module, via said communica-
tions link, and adapted for said translating and for communi-
cating the translated policy to a native component which is
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native to the operating system and adapted to configure the
firewall of the respective end-host computing device.

9. The system according to system according to claim 1,
wherein the firewall is configured to determine an appropriate
action for one or more data packets.

10. (canceled)

11. (canceled)

12. (canceled)

13. (canceled)

14. (canceled)

15. (canceled)

16. The system according to claim 1, further including:

a first end-host logging module resident on said first end-
host computing device, said first end-host logging mod-
ule adapted to record logging information including fire-
wall decisions made on incoming or outgoing traffic
relating to said first end-host computing device in accor-
dance with said retrieved policy.

17. The system according to claim 16, wherein the first
end-host logging module is further adapted to translate the
logging information in a first data format or structure into
logging information in a second data format or structure.

18. The system according to claim 16, further including a
second end-host logging module resident on said second end-
host computing device, said second end-host logging module
adapted to record logging information relating to said second
end-host computing device in accordance with said retrieved
policy, the second end-host logging module further adapted to
translate logging information in a third data format or struc-
ture into logging information in the second data format or
structure.

19. (canceled)

20. The system according to claim 16, wherein said central
management suite further includes a management logging
module for receiving said logging information from said
either or both of the first and the second end-host logging
modules and storing said logging information in said storage
device.

21. (canceled)

22. A method for managing a firewall of one or more
end-host computing devices associated with a customer, said
method including the steps of:

installing a first policy translator on a first end-host com-
puting device including a first configurable firewall, said
first policy translator being adapted to translate a firewall
policy in a format inapplicable for configuring the first
firewall to a format applicable for configuring the first
firewall;

registering said first end-host computing device with a
central management suite, said central management
suite including a management portal, a management
policy module, and a storage device;

defining a set of policies, each policy in said set of policies
defining a set of firewall rules;

assigning a first policy from said set of policies to said first
end-host computing device; and

transmitting said first policy from said central management
suite to said first policy translator to thereby configure
the first firewall to facilitate implementing the set of
firewall rules defined by said first policy.

23. The method according to claim 22, including the fur-

ther steps of:

installing a second policy translator on a second end-host
computing device including a second configurable fire-
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wall, said second policy translator being adapted to
translate a firewall policy in a format inapplicable for
configuring the second firewall to a format applicable for
configuring the second firewall;

registering said second end-host computing device with a

central management suite;

associating said first end-host computing device and said

second end-host computing device with a group of reg-
istered end-host computing devices;
assigning a group policy from said set of policies to said
group of registered end-host computing devices;

transmitting said group policy from said central manage-
ment suite to said second policy translator to thereby
configure the second firewall to facilitate implementing
the set of firewall rules defined by said first policy.

24. The method according to claim 22 or 23, including the
further steps of:

installing a first end-host logging module on said first end-

host computing device; said first end-host logging mod-
ule logging events as logging information relating to
said first firewall, based on said first policy.

25. The method according to claim 24, including the fur-
ther step of translating the logging information relating to the
first firewall in a first data format or structure into logging
information in a second data format or structure.

26. (canceled)

27. (canceled)

28. (canceled)

29. The method according to claim 23, wherein said group
policy is said first policy.

30. (canceled)

31. (Canceled)

32. (Canceled)

33. A central management suite for managing a firewall of
one or more end-host computing devices associated with a
customer, said central management suite coupled to a first
end-host computing device including a first configurable fire-
wall via a communications link, said central management
suite including:
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a management portal for receiving instructions from said
customer relating to a set of policies, wherein each
policy defines a set of firewall rules;

a storage device for storing said set of policies in a format
inapplicable for configuring the first firewall of the first
end-host computing device; and

a management policy module for retrieving from said
stored set of policies a policy associated with said first
end-host computing device,

wherein said first end-host computing device includes a
first policy translator for receiving said retrieved policy
from said central management suite, via said communi-
cations link, and for translating said retrieved policy to a
format applicable for configuring the first firewall of the
first end-host computing device to facilitate implement-
ing a set of firewall rules defined by said retrieved policy.

34. The central management suite according to claim 33
coupled to a second end-host computing device including a
second configurable firewall via a communications link,

wherein said set of policies is associated with said first
end-host computing device and is in a format inappli-
cable for configuring the second firewall of the second
end-host computing device; and

wherein said second end-host computing device includes a
second policy translator for receiving said retrieved
policy from said central management suite, via said
communications link, and for translating said retrieved
policy to a format applicable for configuring the second
firewall of the second end-host computing device to
facilitate implementing a set of firewall rules defined by
said retrieved policy.

35. The system according to claim 1 wherein said commu-

nications link includes a public network.

36. (canceled)
37. (canceled)





