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METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND
MONITORING SECURE INFORMATION VIA MULTIPLE
AUTHORIZED CHANNELS AND GENERATING ALERTS RELATING
TO SAME

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application also claims a priority benefit, under 35 U.S.C. §119(e), to U.S.
provisional application serial no. 61/435,976, filed January 25, 2011, entitled “Information
Delivery System for, and Methods of, Interaction with Multiple Information Forms Across
Multiple Types and/or Brands of Electronic Devices, such as Televisions, Mobile Phones, and

Computing Devices.”

[0002] This application also claims a priority benefit, under 35 U.S.C. §119(e), to U.S.
provisional application serial no. 61/474,942, filed April 13, 2011, entitled “Information
Delivery System for, and Methods of, Eventing and Alerting Using Multiple Information Forms

and Sources Across Multiple Types and/or Brands of Electronic Devices.”

[0003] This application claims a priority benefit, under 35 U.S.C. §120, as a continuation-in
part (CIP) of U.S. non-provisional application serial no. 12/465,331, filed May 13, 2009, entitled
“Apparatus and Methods for Interacting with Multiple Information Forms Across Multiple Types

of Computing Devices.”

[0004] Serial No. 12/465,331 in turn claims a priority benefit, under 35 U.S.C. §119(e), to
U.S. provisional application serial no. 61/052,765, filed May 13, 2008, entitled “System and

Method for Conducting Business in a Virtual World or Metaverse.”

[0005] Each of the above-identified applications is hereby incorporated herein by reference

in its entirety.
BACKGROUND

[0006] Consumer and business users want to access digital information such as broadcast
TV; internet text, graphics, and video; and social networking media across different devices.
These devices include laptop computers, smart phones, TVs, and tablets and each device has its

own interface, content metaphor, format, and access method. Users’ experience with digital

1910028_3.DOCX
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content over different devices is poor for two reasons: 1) the quality of the information delivery
is varied and, 2) users are required to learn how to use each device in order to receive their
desired information. This learning process is time consuming and does not guarantee the users’

SucCCess.

[0007] In addition, although certain technologies, such as Internet browsers and multimedia
players, provide some centralized manner of accessing digital information, such technologies are
largely static. As a result, these technologies cannot be customized for individual user

preferences.

[0008] For example, in the broadcast TV environment, users select and receive information
using traditional channel guides. With this technology, user interaction and information
customization is extremely limited. The ability to combine broadcast TV content with other

forms of information, such as social media, is restricted.

[0009] In other information areas such as healthcare, finance, and home security, users want
to do more than just access information: users want to combine and interrogate information to

produce more meaningful interactions with information and other users.
SUMMARY

[0010] Various embodiment of the present invention relate generally to monitoring secure
sources of information to determine particular aspects, trends, and/or values associated with the

information, and providing one or more alerts in connection with same.

[0011] In exemplary embodiments discussed in greater detail below, display of and access to
secure user-centric information is provided via the construct of a channel grid framework serving
as a desktop on one or more user devices. Multiple authorized channels represented in the
channel grid framework, and through which the user receives and/or interacts with respective
portions of the secure user-centric information, are implemented based on information access

rights and/or security protocols respectively associated with the channels.

[0012] In one aspect, channel information is monitored to determine one or more events,
conditions, logical workflows, discrete information values or signal data, based on one or more
threshold conditions or parameters relating to the channel information. For example, monitored

channel information may be compared to one or more threshold conditions or parameters, and

1910028_3.DOCX
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various criteria for such comparisons may be predetermined/established (e.g., less than, greater
than, equal to, within a certain range, corresponding to a certain pattern or trend, particular time-
varying behavior, etc.). In another aspect, if an established condition is met (e.g., the comparison
meets one or more criteria, such as exceeding a quantified numerical limit, and/or multiple
similar events trending in a certain direction), a “trigger” is established upon which one or more
alerts may be generated. For purposes of the present disclosure, any information associated with
establishing a trigger upon which one or more alerts may be generated is referred to as “trigger
information.” Examples of trigger information may include, but are not limited to, one or more
values or other information content associated with monitored channel information that resulted
in a trigger (e.g., one or more events, conditions, logical workflows, discrete information values
or signal data), one or more date stamps and/or time stamps associated with values/information
content that resulted in a trigger, identities of one or more content sources providing at least
some of the channel information being monitored and resulting in a trigger, and the

criterion/criteria used to establish the trigger.

[0013] In other aspects, actionable and/or non-actionable alerts may be generated (e.g., in
response to one or more triggers) on one or more authenticated user devices and/or other devices.
Information relating to determination of one or more events, conditions, logical workflows,
discrete information values or signal data (e.g., trigger information) may be transmitted to

various devices and/or stored for archival purposes.

[0014] In sum, one embodiment of the present invention is directed to an apparatus to
provide secure user-centric information on at least one user platform operated by a user, and to
evaluate at least some of the secure user-centric information. The apparatus comprises: at least
one communication interface to facilitate wired and/or wireless communications with the at least
one user platform via one or more transmission media; at least one memory to store processor-
executable instructions; and at least one processor communicatively coupled to the at least one
communication interface and the at least one memory. Upon execution of the processor-
executable instructions by the at least one processor, the at least one processor provides and
evaluates at least some of the secure user-centric information by: A) implementing, at least in
part, a plurality of authorized channels through which the user receives and/or interacts with, via
the at least one user platform, respective portions of the secure user-centric information based at

least in part on information access rights and/or security protocols respectively associated with
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the plurality of authorized channels, the plurality of authorized channels including at least a first
channel through which the user receives and/or interacts with first channel information
constituting a first portion of the secure user-centric information; B) monitoring at least the first
channel information so as to determine one or more events, conditions, logical workflows,
discrete information values or signal data, based on at least one threshold condition or parameter
relating to the first channel information; and if the one or more events, conditions, logical
workflows, discrete information values or signal data is/are determined in B): C) controlling the
at least one communication interface to transmit at least one alert to, or transmit data so as to
generate at least one alert on, at least one external device; and/or D) controlling the at least one
memory so as to store trigger information relating to the one or more determined events,

conditions, logical workflows, discrete information values or signal data.

[0015] Another embodiment is directed to a computer-implemented method for evaluating
secure user-centric information to be provided on at least one user platform operated by a user.
The method comprises: A) electronically implementing, at least in part, a plurality of authorized
channels through which the user receives and/or interacts with, via the at least one user platform,
respective portions of the secure user-centric information based at least in part on information
access rights and/or security protocols respectively associated with the plurality of authorized
channels, the plurality of authorized channels including at least a first channel through which the
user receives and/or interacts with first channel information constituting a first portion of the
secure user-centric information; B) electronically monitoring at least the first channel
information so as to determine one or more events, conditions, logical workflows, discrete
information values or signal data, based on at least one threshold condition or parameter relating
to the first channel information; and if the one or more events, conditions, logical workflows,
discrete information values or signal data is/are determined in B): C) electronically transmitting
at least one alert to, or transmitting data so as to generate at least one alert on, at least one
external device; and/or D) electronically storing event information relating to the one or more

determined events, conditions, logical workflows, discrete information values or signal data.

[0016] Another embodiment is directed to at least one non-transitory computer readable
storage medium encoded with processor-executable instructions that, when executed by at least
one processor, perform a method for evaluating secure user-centric information to be provided

on at least one user platform operated by a user. The method comprises: A) implementing, at
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least in part, a plurality of authorized channels through which the user receives and/or interacts
with, via the at least one user platform, respective portions of the secure user-centric information
based at least in part on information access rights and/or security protocols respectively
associated with the plurality of authorized channels, the plurality of authorized channels
including at least a first channel through which the user receives and/or interacts with first
channel information constituting a first portion of the secure user-centric information; B)
monitoring at least the first channel information so as to determine one or more events,
conditions, logical workflows, discrete information values or signal data, based on at least one
threshold condition or parameter relating to the first channel information; and if the one or more
events, conditions, logical workflows, discrete information values or signal data is/are
determined in B): C) transmitting at least one alert to, or transmitting data so as to generate at
least one alert on, at least one external device; and/or D) storing event information relating to the
one or more determined events, conditions, logical workflows, discrete information values or

signal data.

[0017] It should be appreciated that all combinations of the foregoing concepts and
additional concepts discussed in greater detail below (provided such concepts are not mutually
inconsistent) are contemplated as being part of the inventive subject matter disclosed herein. In
particular, all combinations of claimed subject matter appearing at the end of this disclosure are
contemplated as being part of the inventive subject matter disclosed herein. It should also be
appreciated that terminology explicitly employed herein that also may appear in any disclosure
incorporated by reference should be accorded a meaning most consistent with the particular

concepts disclosed herein.
BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The skilled artisan will understand that the figures, described herein, are for
illustration purposes only, and that the drawings are not intended to limit the scope of the
disclosed teachings in any way. In some instances, various aspects or features may be shown
exaggerated or enlarged to facilitate an understanding of the inventive concepts disclosed herein
(the drawings are not necessarily to scale, emphasis instead being placed upon illustrating the
principles of the teachings). In the drawings, like reference characters generally refer to like

features, functionally similar and/or structurally similar elements throughout the various figures.
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[0019] Figure 1 illustrates a high level block diagram of an example of an information
delivery system that includes a personal information delivery application for eventing and
alerting using multiple information forms and sources across multiple types and/or brands of

electronic devices, according to one embodiment of the present invention.

[0020] Figure 2 illustrates a functional block diagram of an example of a channel of a
personal information delivery application for providing users access to and interaction with
information and for performing eventing and alerting operations, according to one embodiment

of the present invention.

[0021] Figure 3 illustrates a screenshot of an example of a client GUI that shows an example
of a channel grid, which is one example of a presentation framework of the personal information

delivery application, according to one embodiment of the present invention.

[0022] Figure 4 illustrates a functional block diagram of an example of a personal
information delivery application architecture that is suitable for performing eventing and alerting

operations, according to one embodiment of the present invention.

[0023] Figure 5 illustrates a functional block diagram of an example of a client architecture
of the personal information delivery application, according to one embodiment of the present

invention.

[0024] Figure 6 illustrates a functional block diagram of a portion of the personal
information delivery application architecture along with a portion of the client architecture,

according to one embodiment of the present invention.

[0025] Figure 7A illustrates a flow diagram of an example of a method of evaluating at least
some of the secure user-centric information using the personal information delivery application,

according to one embodiment of the present invention.

[0026] Figure 7B illustrates a flow diagram of an example of a method of performing
eventing and alerting using the personal information delivery application, according to one

embodiment of the present invention.

[0027] Figure 8 illustrates a screenshot of the client GUI of the personal information delivery
application that includes a “Home Security” touchlet, which is displaying an alert condition,

according to one embodiment of the present invention.
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[0028] Figures 9 and 10 illustrate screenshots of certain components of an example of a
“Home Security” channel by which a user may take action based on an alert that is received,

according to one embodiment of the present invention.

[0029] Figure 11 illustrates a flow diagram of another example of a method of performing
eventing and alerting using the personal information delivery application, according to one

embodiment of the present invention.

[0030] Figure 12 illustrates a screenshot of an example of the client GUI that includes

another example of a channel grid, according to one embodiment of the present invention.

[0031] Figure 13 illustrates screenshots of certain components of an example of a “Stock
Watch” channel of the personal information delivery application, according to one embodiment

of the present invention.

[0032] Figures 14 through 17 illustrate screenshots of a client GUI of the personal
information delivery application another example of a process of eventing and alerting using the
personal information delivery application, according to various embodiments of the present

invention.

[0033] Figures 18 through 25 illustrate screenshots of certain channels of the personal
information delivery application and an example of a process of combining two or more
independent channels to create a new channel (and touchlet) and a process of eventing off of the

combined data, according to various embodiments of the present invention.
DETAILED DESCRIPTION

[0034] Following below are more detailed descriptions of various concepts related to, and
embodiments of, inventive methods, apparatus and systems for providing and monitoring secure
information via multiple authorized channels and generating alerts relating to same. It should be
appreciated that various concepts introduced above and discussed in greater detail below may be
implemented in any of numerous ways, as the disclosed concepts are not limited to any particular
manner of implementation. Examples of specific implementations and applications are provided

primarily for illustrative purposes.

[0035] Various embodiments of the present invention describe an information delivery

system for, and methods of, eventing and alerting using multiple information forms and sources
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across multiple types and/or brands of electronic devices, such as televisions, mobile devices,

and computing devices.

[0036] The information delivery system for and methods of the invention provide the display
of and access to secure user-centric information via the construct of a channel grid framework
serving as a desktop on a user device. The channel grid framework includes multiple user-
selectable items that provide access to corresponding “channels” by which respective portions of
user-centric information are delivered to a user. The user and the user device are first
authenticated to receive the secure user-centric information, and the user-selectable items
included in the channel grid framework on the desktop for the user device are based on
information access rights and security protocols defined for the corresponding channels, the user,

and the user device.

[0037] An aspect of the information delivery system and methods of the invention is the
server-side capability to monitor/interrogate channel information of one or more channels to
detect events and generate alerts. In one embodiment, a secure user-centric information provider
implements multiple “channels” through which a user receives and/or interacts with respective
portions of user-centric information, via one or more user platforms, based on information access
rights/security protocols associated with the channels. Channel information in one or more
channels is monitored at the server and/or client to determine one or more events, conditions,
logical workflows, discrete information values or signal data, based on at least one threshold
condition or parameter. For example, monitored channel information may be compared to one or
more threshold conditions or parameters, and various criteria for such comparisons may be
predetermined/established (e.g., less than, greater than, equal to, within a certain range,

corresponding to a certain pattern or trend, particular time-varying behavior, etc.).

[0038] In one aspect of this embodiment, if an established condition is met (e.g., the
comparison meets one or more criteria, such as exceeding a quantified numerical limit, and/or
multiple similar events trending in a certain direction), a “trigger” is established upon which one
or more alerts may be generated. For purposes of the present disclosure, any information
associated with establishing a trigger upon which one or more alerts may be generated is referred
to as “trigger information.” Examples of trigger information may include, but are not limited to,

one or more values or other information content associated with monitored channel information
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that resulted in a trigger (e.g., one or more events, conditions, logical workflows, discrete
information values or signal data), one or more date stamps and/or time stamps associated with
values/information content that resulted in a trigger, identities of one or more content sources
providing at least some of the channel information being monitored and resulting in a trigger,
and the criterion/criteria used to establish the trigger. In one example, discrete information

values or signal data may be based on time of day.

[0039] In other aspects, actionable and/or non-actionable alerts may be generated (e.g., in
response to one or more triggers) on one or more authenticated user devices and/or other devices.
Information relating to determination of one or more events, conditions, logical workflows,
discrete information values or signal data (e.g., trigger information) may be transmitted to

various devices and/or stored for archival purposes.

[0040] Another aspect of the information delivery system and methods of the invention is
that is may provide two types of eventing and alerting (1) actionable alerts and (2) non-
actionable alerts. With respect to actionable alerts, the user may be alerted to a condition that is
important to them. Upon the presence of the alert condition, the user may be presented a means
by which to take action on the alert. With respect to non-actionable alerts, the user may be
alerted to a condition that is important to them and then may choose or not choose to take action.
For example, a non-actionable alert may simply be an informational alert that does not require

user action.

[0041] Yet another aspect of the information delivery system and methods of the invention is
that configuration, user preferences, and session information may be used to determine
automatically the optimal method of delivering alert notifications to users. Additionally, if the
best method of delivering the alert is unsuccessful and/or not available, the next best delivery

method is attempted.

[0042] Still another aspect of the information delivery system and methods of the invention
is that data from one or more disparate data sources may be collected and analyzed with respect
to performing eventing and alerting operations. Additionally, eventing and alerting processes of
the invention may be based on (1) the direct query of any external system and/or service, and/or
(2) monitoring data (e.g., machine and/or sensor data) that is collected and stored locally at the

SCrver.
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[0043] Referring to Figure 1, a high level block diagram of an example of an information
delivery system 100 that includes a personal information delivery (PID) application 112 for
eventing and alerting using multiple information forms and sources across multiple types and/or
brands of electronic devices is presented. Information delivery system 100 may include an
application server 110 upon which is installed the PID application 112 that has access to one or
more information sources 114. One or more users 116 are associated with information delivery
system 100. Users 116 may be, for example, individuals or groups of individuals. Each user 116
may have one or more user devices 118. Application server 110, the one or more information
sources 114, and user devices 118 may be connected to a network 120 by any wired and/or
wireless means. Network 120 may be, for example, any local area network (LAN) and/or wide

area network (WAN) for connecting to the Internet.

[0044] Application server 110 may be a networked computer, such as the networked server
of the owner and/or provider of PID application 112. The one or more information sources 114
may be, for example, networked computers of the owners and/or providers of the information
stored thereon. For example, certain information 122 may be stored on information sources 114.
Information 122 may be any information that can be delivered electronically over network 120
and that is capable of being consumed by users 116 via their user devices 118. More
particularly, information 122 of the one or more information sources 114 may include different
types and/or forms of information, data, and/or content. Examples of information 122 may
include, but are not limited to, text, graphics, pictures, 3D graphic visualization of objects,
sound, sensor data, streaming media data (e.g., streaming video and audio data), web-services
data, Really Simple Syndication (RSS) feeds, image data, eventing and alerting, raw data, any

type of information, and the like.

[0045] Information 122 of information sources 114 may be any information that resides
outside of the environment of application server 110. However, with regard to information to be
consumed by users 116 via their user devices 118, the invention is not limited to “external”
information sources, such as information sources 114. Users 116 may also consume information
from “internal” information sources (not shown), which are any information sources that reside
directly at application server 110 and/or directly at user devices and/or from sensors contained on

or communicating with user devices 118.
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[0046] PID application 112 is a software application that facilitates user interaction with
multiple information forms across multiple types and/or brands of electronic devices (e.g., user
devices 118). Generally, PID application 112 is operating under a client-server model of

computing in which application server 110 is the server and each user device 118 is the client.

[0047] Preferably, user devices 118 have a runtime environment that includes, but is not
limited to, the following attributes: 1) capability to access multiple different operating systems;
2) capability to access any information that is exposed at the device level; 3) capability to allow
software and/or information updates without interrupting the device and/or service (i.e., “hot”
updates); 4) capability to operate offline; 5) capability to maintain state information, and 6) any

combinations of the foreoging.

[0048] An example of such a runtime environment is the Adobe® AIR® 2.5 runtime
(available from Adobe Systems Inc, San Jose, CA) and the HTMLS5 runtime. HTMLS is the next

major revision of the HTML standard, which is currently under development.

[0049] For the purpose of illustration, the present invention is described hereafter with
respect to user devices 118 (i.e., client devices) that are Adobe Air-enabled. Therefore,
examples of user devices 118 may include, but are not limited to, any type and/or brand of
Adobe Air-enabled desktop computer, Adobe Air-enabled laptop computer; Adobe Air-enabled
tablet computer; Adobe Air-enabled net-book computing device; Adobe Air-enabled handheld
computing device; Adobe Air-enabled personal digital assistant, Adobe Air-enabled enterprise
digital assistant, or Adobe Air-enabled portable digital assistant; Adobe Air-enabled
telecommunications device including one of an Adobe Air-enabled telephone, Adobe Air-
enabled cell phone, and Adobe Air-enabled smart phone; Adobe Air-enabled personal navigation
device; Adobe Air-enabled vehicle-based device; Adobe Air-enabled optical disk player; Adobe

Air-enabled television; Adobe Air-enabled game console; and the like.

[0050] Therefore, an aspect of information delivery system 100 of the invention is that its
operation is not limited to any particular type and/or brand of client device and/or to any
particular operating system (OS). That is, the operation of information delivery system 100 of
the invention is substantially device-agnostic and/or OS-agnostic because it may operate, for

example, on substantially any Air-enabled client device. Additionally, information delivery
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system 100 of the invention is substantially information type-agnostic and/or information source-

agnostic.

[0051] User devices 118 serve as a user platform operated by a user 116 to facilitate display
of, and interaction with, secure user-centric information. Preferably, the set of user devices 118
belonging to each respective user 116 is connected in a peer-to-peer (P2P) fashion. In one
example, the user devices 118 of a certain user 116 may include a mobile phone, a tablet, a
laptop computer, a desktop computer, and a television. In this example, the user’s mobile phone,
tablet, laptop computer, desktop computer, and television are connected (wired and/or

wirelessly) in a P2P fashion.

[0052] PID application 112 of the invention provides a personalized information delivery
utility that includes one or more sets of processor-executable instructions executing on one or
more processors controlling various other hardware devices, with client-server system
architecture, to facilitate delivery of a wide variety of information to a user, via one or more user
devices or “platforms” (clients). Information is displayed on a graphical user interface (GUI) of
a given user platform in a “presentation framework” that is customized based on a “user
context.” The presentation framework is homogenous amongst different user platforms so as to
facilitate user familiarity and ease of interaction with displayed information. The presentation
framework also facilitates the user’s ability to take meaningful “real-time” action(s) in response

to the displayed information.

[0053] The “user context” may be with respect to user attributes, such as, but not limited to,
identity of the user, an identifier for one or more user devices associated with the user, location,
activity, role, event, and any combinations thereof. Further, the “user context” may be with
respect to user preferences, such as, but not limited to, source(s) of information of interest to the
user, category/type of information of interest to the user, priority and/or importance of
information, time (of day, week, month, year) at which information is displayed, and any

combinations thereof,

[0054] The mechanism of PID application 112 for providing the user access to and
interaction with, for example, information 122 and/or any other information is referred to as a
“channel.” That is, the channel is a conduit for delivering information to a user (e.g., providing

access to and interaction with information), and is an elemental feature (basic building-block) of
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PID application 112. With respect to the PID application 112, the channel two pieces (1) a
visualization piece that is presented on the client device (e.g., user devices 118) and (2) the
integration piece residing at the server (e.g., application server 110). More details of the channel

with respect to PID application 112 are described with reference to Figures 2 through 6.

[0055] Referring to Figure 2, a functional block diagram of an example of a channel 200 of
PID application 112 for providing users access to and interaction with information and for
performing eventing and alerting operations is presented. PID application 112 may provide at
least one channel 200. Preferably, PID application 112 provides one or more function-specific
channels 200. There may be a server portion of channel 200 that is resident at application server
110 and a client portion of channel 200 that is resident at each user device 118. The client side
portion of channel 200 is for presenting and interacting with content. There is a server side
portion of channel 200 provides services and that are always running. More details of the client
architecture and server architecture underlying the client and server portions of any channel 200

are described with reference to Figures 4 through 6.

[0056] Any channel 200 of PID application 112 provides a gateway to content, such as
information 122 of information sources 114. Additionally, each channel 200 has a built in
eventing and alerting feature, which will be described in subsequent text. Each channel 200 may
include a visual component 210 that is formed of a touchlet 212 and a channel application 214.
Additionally, channel 200 may include one or more service components 216 and a configuration

component 218.

[0057] Visual component 210 may be any text and/or graphic element that may be presented
to users 116 for viewing on the display, screen, and/or GUI of any user device 118. With respect
to a certain function-specific channel 200, the design and implementation of visual component
210 may be channel-specific. That is, visual component 210 may be used to visually render at
least some of the function-specific information on a GUI of a user device 118 via one or more
text and/or graphic elements, and provide for interaction with the displayed channel information.
The invention is not limited to presenting information to users 116 in a visual fashion only.
Other ways (not shown) of conveying information to users 116 may be, for example, audible

indicators (i.e., sound) and/or tactile indicators (e.g., vibration).
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[0058] Channel application 214 may be any application software that is designed to perform
singular and/or multiple related specific tasks and/or functions of a certain channel 200. Channel
application 214 is used to manage the visual rendering of at least some of the channel-specific
information on a GUI of a user device 118. Channel application 214 is also designed and used to

manage user interaction with the displayed channel information.

[0059] Some channel applications 214 support implementation of the channel in a “full
screen mode” on the GUI of a user device 118 once the channel 200 is deployed on the platform
of PID application 112 and a channel 200 is invoked by a user (i.c., selected by the user to
operate in substantially full-screen mode). A user invokes a certain channel 200 via its
respective touchlet 212. Touchlet 212 includes a graphic element associated with its channel 200
that appears on a portion of the GUI of a user device 118, as part of the presentation framework,
to provide a gateway/portal to its channel 200. A touchlet 212 has multiple behaviors as
described with reference to Figure 3. One example of a function-specific channel 200 and the

associated touchlets 212 is described with reference to Figures 9 and 13.

[0060] The one or more service components 216 of a channel 200 are used to access
information from outside the environment of PID application 112. For example, service
components 216 are used to retrieve the information 122 from the authorized information
source(s) 114 and securely provide the retrieved information 122 to any visual components 210
of a channel 200 for display to user. Additionally, service components 216 may be used to
monitor/process the channel information (e.g., via event processing and/or complex event
processing (CEP)) to derive “secondary” information (e.g., events—particular changes in state or
content of channel information), and provide secondary information to any visual components

210 for conveying to the user (e.g., alerts).

[0061] Every channel 200 has at least one service that is invokes via service components
216. For example, one service is an identity service. The identity service may be used for (1)
authenticating and authorizing users 116 to use a channel 200 and (2) authenticating channels
200 to invoke one or more services (at the server) in order to access content from, for example,
authorized information source(s) 114. Every service has identity. The authorization and
authentication is by channel, in this way authorization and authentication does not have to occur

for each information request.
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[0062] Configuration component 218 of any channel 200 includes information that defines
the behaviors and “personality” of the channel 200. Configuration component 218 also includes
user preferences. Further, the information in configuration component 218 defines the services
being used, the data being used, alerts, user preferences for the content and alerts, state

information, synchronization information, versioning information, and the like.

[0063] There are additional authorization aspects of each channel 200. For example, user
authorization may be based on user identity, user role, user device, user/device location, time,
date, day of week, and the like. For example, a certain user 116 is authorized to access certain
content at his/her workplace location between 8am and 8pm, and only with his/her laptop
computer that has a certain MAC address. At application server 110, configuration queries the
identity subsystem (shown in Figures 4 and 6) to understand any user permissions. The user may

be generally authorized to use a channel 200, but there may be conditions.

[0064] Because there is two pieces to each channel 200, the client side visualization piece
and the server side integration piece, an aspect of the invention is that there is operational
persistence at the server. Client devices may be shut down, but the channels are still operating
on the server and services are still being run. As client devices become available, content will

begin to stream.

[0065] A “presentation framework” is the manner in which information (generally multiple
types or classes of information) is visually rendered (displayed to a user via a GUI of a user
device 118) by PID application 112. The presentation framework is customized at least in part
based on a user context (e.g., user attributes and/or preferences) and the presentation framework
may sometimes purposefully constrain the scope and/or type of the information displayed on a
GUI of a user device at any given time. The presentation framework thereby allows a user to
interact with more limited information that may be particularly important to them in a given user
context. This purposeful limitation on displayed information facilitates the user’s ability to
meaningfully absorb and respond to the information (e.g., take real-time action and/or make

decisions in response to the displayed information).

[0066] PID application 112 provides a presentation framework that is homogenous amongst
different user platforms so as to facilitate user familiarity and ease of interaction with available

information; i.e., the presentation framework “follows a user around” from user device 118 to
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user device 118 and appears the same or substantially the same to the user on any GUI of any

user device 118 on which the “client portion” of PID application 112 is installed.

[0067] A presentation framework includes one or more user-selectable items, or “touchlets”
that are selectable by a user (e.g., via touch-screen and/or point and click, sound recognition,
movement recognition or image recognition user interfaces) so as to invoke a “channel,” through
which one or more particular types of information are displayed to the user on the GUI of the
user platform in a substantially full-screen mode. More details of one example of a presentation

framework of PID application 112 are described with reference to Figure 3.

[0068] Referring to Figure 3, a screenshot of an example of a client GUI 300 is presented
that shows an example of a channel grid, which is one example of a presentation framework of
PID application 112. Client GUI 300 may include, for example, a main viewing panel 310.
Additionally, a taskbar 312 may be provided along the top of main viewing panel 310 and a

navigation bar 314 may be provided along the bottom of main viewing panel 310.

[0069] Taskbar 312 may include, for example, standard calendar, time, window controls, and
the like. Navigation bar 314 may include, for example, icons for launching other applications,
icons of other user devices 118, and the like. For example, navigation bar 314 may include a
developer icon 320, a catalog icon 322, and certain device icons 326. The developer icon 320
may be used to launch a “developer environment” that may be built into the framework of PID
application 112. The catalog icon 322 may be used to launch an “application store” by which
users 116 may acquire (e.g., purchase) and then install and synchronize specific channels 200.
Device icons 326 may depict any types of user devices 118 in the user’s P2P network, such as a

mobile phone, a tablet device, any computing device, a television, and the like.

[0070] Client GUI 300 shows an example of a presentation framework that is organized into
a grid for presenting channels 200 to a user 116 on any user device 118. In this example,
multiple touchlets 316 are presented in a 3x4 channel grid 318 in the main viewing panel 310 of
client GUI 300. For example, 3x4 channel grid 318 includes touchlets 316A through 316L.
Each touchlet 316 in the 3x4 channel grid 318 of client GUI 300 represents a channel 200 of a
specific purpose and/or function. User 116 may have multiple channel grids of information,
which are accessible via the navigation bar 314. For example, navigation bar 314 may include

certain channel grid icons 324, which are icons of other channel grids of the user. In one
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example, channel grid icons 324 may include an “At Home” channel grid icon, a “My TV”
channel grid icon, and an “At Work” channel grid icon. A user 116 may specify a certain default
channel grid in his/her profile. Additionally, as defined in the user’s profile, the default channel
grid may change based upon, for example, device type, time, location, prior activities, and the
like. Further, user 116 may be presented an option of several different channel girds from which
to select. In one example, the channel grid 318 shown in main viewing panel 310 of client GUI

300 of Figure 3 may be the user’s “At Home” channel grid.

[0071] Presentation of channel grids may change based upon user context or preferences.
Generally, PID application 112 is capable to combine, screen, and/or synthesize information in
any way to present information in an intelligent manner to the user. The invention is not limited
to presenting content in a 3x4 or any other nxn channel grid. Other presentation styles are
possible. For example, the touchlets of channels may be presented in a tiled fashion on a 3D

cube, a tiled fashion on a 3D globe, a stacked tiled fashion, and the like.

[0072] A touchlet 212 of channel 200 of Figure 2, such as touchlets 316A through 316L of
Figure 3, has multiple behaviors — (1) a touchlet 212 may serve as an icon to launch its
associated channel application 214 to full screen mode, (2) a touchlet 212 may receive
dynamically streaming data, such as audio and video data, sensor data, any web-services data,
RSS feeds, eventing and alerting, raw data, any type of information, and the like. Data may be
pushed to the channel 200 and its touchlet 212 in near real time, and (3) a touchlet 212 may serve

as a viewer for presenting information dynamically in near real time.

[0073] Additionally, a touchlet 212 may include substantially all the functionality of a full
channel application. The “touchlet information” typically is related to or derived from the
channel information provided by the corresponding channel associated with the touchlet, so that
when visually rendered, the touchlet information provides a more limited but nonetheless
intuitive representation of the channel information. Therefore, an aspect of the invention is that
the construct of a channel 200 includes two levels of presentation (1) information that is
streaming and/or displayed at the touchlet level and (2) information that is streaming and/or

displayed at the full screen level that is launched via the touchlet.

[0074] Unlike standard icons and windows that are static and have little or no built-in

intelligence, touchlets 212 have both static and dynamic behaviors, as well as intelligence. For
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example, touchlets 212 can provide information in context (e.g., context based on certain
relationships between different data sources, time of day, day of week, geographic location,
devices, users, user’s role, and the like). Therefore, an aspect of the invention is that touchlets
may be designed to present only information that is most interesting and/or meaningful to the
user, and with context. Another aspect of the invention is that touchlets provide mechanisms for

taking action and/or making decisions on that information.

[0075] An aspect of the invention is that multiple touchlets in a channel grid may be
displaying near real-time dynamic content to the user simultaneously. For example, the twelve
touchlets 316 in 3x4 channel grid 318 of client GUI 300 may be displaying near real-time
dynamic content simultaneously (e.g., 12 streaming videos) to the user 116. Again, the content
presented in each touchlet is designed to present only what is important to the user without

saturating the user with content he/she does not want or need.

[0076] Another purpose and/or function of a touchlet 212, such as touchlets 316A through
316L of Figure 3, is that a touchlet 212 is capable of visually presenting static and/or dynamic
content to a user 116 in a small window, until such time that the user 116 launches the associated
channel application 214 in full-screen mode. For example, in near real time, application server
110 is pushing dynamic information from any sources to one or more touchlets 316 in near real

time.

[0077] Referring to Figure 4, a functional block diagram of an example of a PID application
architecture 400 that is suitable for performing eventing and alerting operations is presented.
PID application architecture 400 is the application architecture of the server side of PID
application 112. That is, PID application architecture 400 is the application architecture of
application server 110. PID application architecture 400 may include a facilitation layer 410
through which all messaging of user devices 118 (the clients) pass, an integration and process

layer 412, and an integrated services and applications layer 414.

[0078] Facilitation layer 410 further includes a facilitation server 416 and certain other
servers 428. Generally, facilitation server 416 manages the communication between the client
(e.g., user devices 118) and the server (e.g., application server 110). Facilitation server 416
serves as the gate keeper. In a sense, facilitation server 416 introduces the client to the

integration and process server 446 and then goes away. Facilitation server 416 serves as the
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client representative to the rest of the server stack. In one example, facilitation server 416 is
implemented using a Java server component that provides a set of real-time data management
and messaging capabilities. One example of this Java server component may be Adobe®

LiveCycle® Data Services.

[0079] Facilitation server 416 of the facilitation layer 410 may include, for example, a client
gateway 418, proxy services 420, invocation services 422, inter-client

messaging/synchronization 424, and a facilitation processor 426.

[0080] Client gateway 418 may be the direct interface with the client (e.g., user devices 118)
for handling messaging operations. In one example, client gateway 418 uses Action Message
Format (AMF) and/or Java Message Service (JMS) for exchanging messages and/or data

between the client and server and/or between one client and another client.

[0081] Servers 428 of the facilitation layer 410 may include, for example, a channel server
430, a content delivery server 432, a collaboration media server 434 (e.g., video conferencing
server), a stream sync server 436, an analytics server 438, an advertising server 440, a

transcoding server 442, and a media server 444.

[0082] Generally, channel server 430 is used for the creation and consumption of channels
200. Channel server 430 is not utilized in the operation of channels 200. For example, channel
server 430 may include a repository of channels 200, a channel application catalog 431, and a
developer module 433. Channel application catalog 431 may be an “application store” of
available channels 200 from which users 116 may acquire (e.g., purchase), download, and install

and synchronize specific channels 200.

[0083] Developer module 433 may be the “developer environment” that may be built into the
framework of PID application 112. For example, developer module 433 may be used by
software developers to design specific channels 200. In one example, the developer icon 320 of

client GUI 300 of Figure 3 may be used to launch the developer module 433.

[0084] Content delivery server 432 may be a server for storing and/or managing any other
content that is not managed by, for example, collaboration media server 434, advertising server
440, and media server 444. Collaboration media server 434 is used to facilitate video

conferencing. Stream sync server 436 is the server that integrates with advertising and analytics
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as it relates to the client and content that is being presented. An example of using stream sync
server 436 is synchronizing and/or relating ads on one user device 118 (e.g., TV) with ads on
another user device 118 (e.g., tablet). Analytics server 438 is used to configure and administer
analytics applications. Advertising server 440 may be a dedicated server for storing and/or
managing advertising content. Media server 444 may be a dedicated server for storing and/or

managing various digital media, such as digital videos/movies, audio/music, and picture files.

[0085] Transcoding server 442 may be a dedicated server for performing transcoding
operations. Transcoding is the ability to adapt digital files so that content can be viewed on
different playback devices. Working like an interpreter, a transcoder translates files to a suitable
format for the end user. Transcoding servers (e.g., transcoding server 442) and services reformat
material that would otherwise have to be developed separately for different platforms.
Transcoding servers and services are commonly used for adapting content for mobile devices or

serving video.

[0086] Integration and process layer 412 may be organized in a standard service-oriented
architecture (SOA). Integration and process layer 412 further includes an integration and process
server 446 along with certain hosting applications 474, hosted communications applications 476,
and integral identity provider SSO provider 478. Integration and process server 446 of
integration and process layer 412 further includes certain platform service components 448 and

certain server channel components 462.

[0087] Platform service components 448 may include, but are not limited to, a data
management subsystem 450, an eventing and alerting subsystem 452, a configuration server 454,

a session manager 456, an administration subsystem 458, and an identity subsystem 460.

[0088] Data management subsystem 450 performs the master data management operations of
PID application architecture 400. Master data management may include, for example,
correlating user ID (which user are you?) to content and/or correlating user devices (user has 4
phones, which phone are you?) to content. Associated with data management subsystem 450
may be an operational data store (ODS) (not shown) and/or a data warchouse (not shown) for
storing temporary data or long term data. The ODS may serve two purposes (1) the ODS is used
to store data for historical purposes, because data may not persist or be stored at the source. For

example, a channel 200 may poll a service every few minutes and store the data in the ODS; and
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(2) the ODS is used in general application usage. For example, there is a background process of
any channel 200 of PID application 112 that is retrieving data and pushing it to the ODS.
Therefore, any data that is presented to the user at the user device 118 (i.e., at the client device)
may be supplied by the ODS. This ensures good response time for the end-user because the

network will not have to be continually interrogated for information.

[0089] Eventing and alerting subsystem 452 is used to collect and/or analyze information
from any one or more disparate data sources with respect to certain predetermined or dynamic
event conditions. Example of types of information that may be evaluated/monitored by eventing
and alerting subsystem 452 may include, but are not limited to, text information, graphic
information, one or more pictures, one or more videos, audio or digital sound, streaming data,
audio or video, content associated with an executing computer application, voice-over-1P
communication, instant messaging/SMS information, video-conferencing information,
environmental monitoring information, financial services information, enterprise resource
planning information, enterprise content management information, building information, project
management information, product lifecycle management information, RSS reader information,
remote device control/interaction information, a three-dimensional graphic visualization of one
or more objects and/or immersive environments, one or more word processing documents, one or
more spreadsheets, one or more presentation/slide shows, email, address book information, and
any combinations thereof. CEP systems may also be utilized to evaluate/monitor event

conditions.

[0090] Upon detecting the presence of an event condition, eventing and alerting subsystem
452 transmits alert notifications to users 116 via one or more user devices 118. Eventing and
alerting subsystem 452 may include, for example, an event manager component, a notification
manager, and a complex event processor. Further, events maybe stored for delivery at a later

time or for use in a CEP system.

[0091] Once an event is registered in the event manager of the eventing and alerting
subsystem 452, the event manager uses CEP (e.g., via complex query language (CQL)
programming) to continually monitor the ODS of data management subsystem 450 based on
event(s) that have been set and/or to perform a direct query of any external system and/or

service.
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[0092] Once the event manager recognizes that a certain event condition is present, the
notification manager checks the user’s configuration, which is at configuration server 454, as
well as the user’s session information at session manager 456 in order to determine how best to
notify the end-user. Then, the alert notification is pushed through the client gateway 418 of the
facilitation server 416 (e.g., via AMF) and to one or user devices 118 (client devices). As a
result, the one or user devices 118 receive the alert notification and the alert presented to the user

116 via one or user devices 118.

[0093] Example of types of alerts that may be generated by eventing and alerting subsystem
452 may include, but are not limited to, visual alerts, auditory alerts, tactile alerts, email
messages, SMS text messages, activation of at least one channel of a plurality of channels, and

notifications to a law enforcement agency.

[0094] A main aspect of a channel 200 is that eventing and alerting subsystem 452 provides
actionable eventing and alerting capability to the user 116. That is, channels 200 of PID
application 112 provide users the ability to take action upon receiving an alert, in which the

mechanism for user response to an alert may be conveniently built into the channel itself.

[0095] Configuration server 454 manages device configurations, user profiles, data
configurations, application configurations, and the like. Configuration server 454 is the

counterpart to configuration component 218 of any channel 200.

[0096] Session manager 456 performs session management and/or handles state. Session
manager 456 may include, for example, a session module and a policy module. In one example
of managing state, a user 116 is watching TV (one user device 118) and decides to pause the TV
show and resume watching the TV show on his/her laptop computer (another user device 118).
Session manager 456 stores state information and communicates this state information between
user devices 118 so that the user 116 can resume watching the TV show at his/her laptop

computer from the same point in the broadcast.

[0097] Administration subsystem 458 is used to perform standard system administration
tasks. For example, when a channel 200 is accepted into the channel application catalog 431, the
administration subsystem 458 associates what users 116 are allowed to access the channel. With

respect to authorizations, channels are assigned to groups and users. For example, anyone
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working in the accounting department of a company has access to a certain channel or only a

certain user’s family members are allowed access to a certain channel.

[0098] Identity subsystem 460 manages the authorization of users, places, times, and things.
Identity subsystem 460 may include, for example, an authorize module and an authenticate
module. For example, users must be authorized for content, services must be authorized for

content. Accordingly, services check to ensure that users are authorized to access their services.

[0099] A main aspect of PID application 112 of the invention is single sign-on (or universal
sign-on) capability, wherein once the user 116 is activated on the system, the user 116 is
automatically authenticated when accessing any applications that normally require user login,
1.e., unified access to all applications. That is, once the user 116 logs into information delivery
system 100, the user will not be prompted for any other login operations when accessing
information and/or services via PID application 112. For example, the user 116 may have one or
more secure email services, one or more secure banking and/or financial accounts, one or more
secure web-services accounts, and the like. Login information of all the user’s secure accounts is
stored, for example, identity subsystem 460. When a user access these secure accounts, identity
subsystem 460 automatically provides the necessary login credentials to the requesting entity,
thereby automatically logging in the user with no further action on the user’s part. Because
mulitple user devices 118 may be associated with a user 116, PID application 112 requires that
the user 116 login on each of his/her user devices 118 as they become available in order to

ensure the identity of the user 116.

[00100] In a location-based example, a user 116 is authorized to use a certain user device 118
and/or service only when inside his/her place of business. Therefore, upon leaving the building
the authorization is revoked. In a time-based example, a user 116 is authorized to use a certain
user device 118 and/or service only at a certain time of day, perhaps during off-peak hours.
Therefore, during off-peak hours the authorization is allowed, but during peak hours the

authorization is revoked.

[00101] Generally, server channel components 462 are used to perform the integration.
Server channel components 462 may include Java-based components, such as, but not limited to,

a Camel server channel component 464, a Spring server channel component 466, a Java server
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channel component 468, a JavaScript server channel component 470, a business process

execution language (BPEL) server channel component 472.

[00102] Camel server channel component 464 may be, for example, the Apache Camel server
channel component (available from The Apache Software Foundation). Camel server channel
component 464 is used for the orchestration and integration of services. Spring server channel
component 466 is used for implementing Inversion of Control (IoC) and aspect-oriented
programming (AOP). For example, when passing information from one component to another,
the components involved have placeholders for data to be injected (or inserted). Spring server
channel component 466 is used to manage this process. Java server channel component 468 may
be implemented via (e.g., Java 2 Platform Standard Edition (J2SE)). JavaScript server channel
component 470 is used for running JavaScript on the server side of PID application 112. BPEL
server channel component 472 is used to export and import information by using web service

interfaces.

[00103] With respect to integration and process layer 412, certain unique tasks are possible,
independent of the source of the content. For example, sensor data and streaming media data are
being normalized, which allows the capability to combine content. Therefore, a main aspect of
the invention is that PID application 112 is agnostic to the source of the content and agnostic to
the user device on which it is presented. From a client perspective, PID application 112 is

agnostic to what content sources are connected.

[00104] The components of PID application architecture 400 communicate via an enterprise
service bus 480 of integration and process server 446. Enterprise service bus 480 manages
“calls” in and out of the PID application architecture 400. A set of adaptors 482 are connected to
enterprise service bus 480 for interfacing with entities of integrated services and applications
layer 414, which are outside of the environment of application server 110. That is, adaptors 482

are connected to enterprise service bus 480 for handling various communication protocols.

[00105] Integrated services and applications layer 414 may include, but is not limited to, one
or more third-party services 484, one or more relational database management systems
(RDBMS) 486, Parlay X 488 (i.e., a set of standard Web service APIs for the telephone

network), one or more IP multimedia subsystem (IMS) servers 490, basic wireline
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telecommunication 492, one or more communications modules 494 (e.g., instant message,

calendar, mail/SMS, address book), and one or more directory servers 496.

[00106] An aspect of the invention is that PID application 112 provides built in security at the
application server 110, which inherently provides security at each user device 118. Any
applications running in the environment of PID application 112 are checked for viruses, spyware,

and the like. In this way, it is ensure that users 116 are operating in a secure environment.

[00107] Referring to Figure 5, a functional block diagram of an example of client architecture
500 of PID application 112 is presented. Client architecture 500 is the application architecture of
the client side of PID application 112. That is, client architecture 500 is the application

architecture of any user device 118.

[00108] Figure 5 shows a channel 200, which includes visual component 210, touchlet 212,
channel application 214, and service component 216. Associated with a channel 200 are certain
sub-components, such as assets 510, code 512, models 514, conversations 516, as well as

configuration 518.

[00109] Assets 510 may be, for example, images, descriptive language for the layout of the
channel, and the like. Code 512 is the actual programming code for the channel 200. A channel
service 520 on the client side communicates with the channel server 430 on the server side.
Code 512 interacts with channel service 520 in the client. Additionally, code 512 is cached in
client cache 550 and then transmitted via a client bus 560 to identity subsystem 460 (performing
authentication and authorization) and then to channel server 430. Any channels 200 that are
installed on a user device 118 originate from channel server 430 (e.g., from channel application

catalog 431).

[00110] Models 514 may be the data models for the channel 200. A model system 530 on the
client side may include user-defined models, persistent models, synchronized persistent models,
synchronized models, and the like. Associated with model system 530 may be a persistence
service 532 and a synchronization service 534. Models 514 interact with persistence service 532
and synchronization service 534 in the client. Persistence service 532 on the client side
communicates with the data management subsystem 450 on the server side. Synchronization
service 534 on the client side communicates with the inter-client messaging/synchronization 424

on the server side. Additionally, models 514 are cached in client cache 550 and then transmitted
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via client bus 560 to identity subsystem 460 (performing authentication and authorization) and

then to inter-client messaging/synchronization 424.

[00111] Conversations 516 may be any communication over the bus between client
components and/or server components. Conversations 516 on the client side are transmitted via

client bus 560 to the eventing and alerting subsystem 452 on the server side.

[00112] Configuration 518 may define, for example, the position of the touchlet on the
channel grid, that the channel now monitoring a certain data stream, the user is receiving data
and needs to be synchronized, the user has multiple devices that need to be synchronized, when
any application is installed perform synchronization, location, ID, the channel is a
synchronizable channel, the channel is an alertable channel, and the like. Configuration 518
includes any channel attributes that convey the “personality” or functionality of the channel.

Certain information in configuration 518 may be selected by the user.

[00113] A configuration service 540 on the client side communicates with the configuration
server 454 on the server side. Configuration 518 interacts with configuration service 540 in the
client. Additionally, configuration 518 is transmitted via client bus 560 to identity subsystem

460 (performing authentication and authorization) and then to configuration server 454.

[00114]  Client architecture 500 of the client side of PID application 112 is architected similar
to an SOA for an enterprise stack. The client services use the idea of GUI conversations to
exchange messages between client components and/or server components, all using the client
bus and/or server bus. Therefore, an aspect of the invention is a sophisticated client architecture,
similar to an SOA, that allows complex processing to occur locally at the client as well as at the

server (yet without relying on the server), thereby enabling a rich user experience.

[00115] Referring to Figure 6, a functional block diagram of a portion of PID application
architecture 400 of Figure 4 along with a portion of client architecture 500 of Figure 5 is
presented. Figure 6 is provided for reference with respect to the example methods of performing

eventing and alerting that are described with reference to Figures 7A through 25.

[00116] Referring to Figure 7A, a flow diagram of an example of a method 700 of evaluating
at least some of the secure user-centric information using PID application 112 is presented.

Method 700 of Figure 7A may include, but is not limited to, the following steps.
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[00117] Atstep 710, authorized channels are implemented (e.g., at least in part by application
server 110) through which the user receives and/or interacts with secure user-centric information.
For example, using developer module 433, which is the developer environment that is built into
the framework of PID application 112, developers may design a plurality of authorized channels
200, through which users 116 may receive and/or interact with respective portions of the secure-
user-centric information. In particular, these channels may be implemented by the application
server 110 (e.g., via one or more processors executing processor-executable instructions), and
users 116 may access implemented channels via one or more user platforms communicatively
coupled to the application server 110. Respective portions of the secure user-centric information
provided by the channels are based at least in part on information access rights and/or security
protocols respectively associated with the plurality of authorized channels 200. Relevant

information associated with implementation of the channels 200 is stored at channel server 430.

[00118] At step 712, channel information is monitored to determine one or more events,
conditions, logical workflows, discrete information values or signal data, based at least in part on
at least one threshold condition or parameter relating to channel information. For example, the
event manager of the eventing and alerting subsystem 452 of integration and process server 446
continually monitors channel information to determine the presence of one or more events,
conditions, logical workflows, discrete information values or signal data, based on at least one

threshold condition or parameter relating to certain channel information.

[00119] At decision step 714, if one or more events, conditions, logical workflows, discrete
information values or signal data is present, method 700 may proceed, for example, to step 716.
However, if one or more events, conditions, logical workflows, discrete information values or

signal data is not present, method 700 may return, for example, to step 712.

[00120] For example, monitored channel information may be compared to one or more
threshold conditions or parameters and, as discussed in greater detail below, various criteria for
such comparisons may be predetermined/established (e.g., less than, greater than, equal to,
within a certain range, corresponding to a certain pattern or trend, particular time-varying
behavior, etc.). In one aspect, if an established condition is met (e.g., the comparison meets one
or more criteria, such as exceeding a quantified numerical limit, and/or multiple similar events

trending in a certain direction) such that a presence of one or more events, conditions, logical

1910028_3.DOCX

Page 56 of 370



8- Attorney Docket No.: 098944-0130
(ML0003US01)

workflows, discrete information values or signal data is determined, a “trigger” is established
upon which one or more alerts may be generated. For purposes of the present disclosure, any
information associated with establishing a trigger upon which one or more alerts may be
generated is referred to as “trigger information.” Examples of trigger information may include,
but are not limited to, one or more values or other information content associated with monitored
channel information that resulted in a trigger (e.g., one or more events, conditions, logical
workflows, discrete information values or signal data), one or more date stamps and/or time
stamps associated with values/information content that resulted in a trigger, identities of one or
more content sources providing at least some of the channel information being monitored and
resulting in a trigger, and the criterion/criteria used to establish the trigger. In one example,

discrete information values or signal data may be based on time of day.

[00121] In one aspect, actionable and/or non-actionable alerts may be generated (e.g., in
response to one or more triggers) on one or more authenticated user devices and/or other devices.
For example, at step 716, the communication interface is controlled to transmit an alert to, or
transmit data so as to generate an alert on, an external device. In one exemple, client gateway
418 of facilitation server 416 may be used to transmit at least one alert to, or transmit data so as

to generate at least one alert on, at least one user device 118.

[00122] In another aspect, information relating to determination of one or more events,
conditions, logical workflows, discrete information values or signal data (e.g., trigger
information) may be transmitted to various devices and/or stored for archival purposes. For
example, at step 718, the memory is controlled so as to store trigger information relating to the
determined events, conditions, logical workflows, discrete information values or signal data. In
one example, trigger information relating to the one or more determined events, conditions,
logical workflows, discrete information values or signal data may be stored in data management

subsystem 450 of integration and process server 446.

[00123] Referring to Figure 7B, a flow diagram of an example of a method 750 of performing
eventing and alerting using PID application 112 is presented. Method 750 includes an example
of an actionable alert. In this example, eventing and alerting may be based on that state of
certain data (e.g., sensor data) that originates from a certain external information source 114.

Further, the data may not persist at the source and, therefore, the ODS of data management
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subsystem 450 may be used to store a certain amount of data for processing. By way of
example, method 750 is performing eventing and alerting based on sensor data of a home
security system. Examples of sensor data of security systems may include, but are not limited to,
door sensor data, window sensor data, motion sensor data, and/or smoke detector data. In this
example, eventing operations of information delivery system 100 may be based on the home
security system sensor data. According to the presence of a certain event, a corresponding alert

may be transmitted to a user 116 via one or more of his/her user devices 118.

[00124] A “Home Security” touchlet 316J of channel grid 318 of client GUI 300 of Figure 3 is
an example of a touchlet that is associated with a “Home Security” channel 900 (shown in Figure
9). Touchlet 316] may be used to convey certain dynamic, near real-time information to the user
116 about a home security system. Using the example of eventing and alerting based on
information of a home security system, method 750 of Figure 7B may include, but is not limited

to, the following steps.

[00125] At step 760, data (e.g., sensor data) from an external service is periodically or
continuously collected and stored at data management subsystem 450. Using the example of a
home security system, a service of, for example, the “Home Security” channel 900 interrogates
the data from the external application of the home security service provider. For example and
referring to Figure 6, this interrogation of the external home security service provider is
performed across enterprise service bus 480 using a certain adaptor 482, such as a REST adaptor.
In this example, door sensor data, window sensor data, motion sensor data, and/or smoke
detector data is periodically requested (e.g., every 5 minutes) form the external home security
service. Accordingly, the data is collected and stored in the ODS of data management subsystem
450 for display to the user 116 via his/her user device 118 and/or for performing eventing and

alerting operations.

[00126] At step 762, the event manager continually monitors the collected data for the
presence of any predetermined event(s) of interest. Continuing the example of the “Home
Security” channel 900, the predetermined event(s) of interest for which the user 116 wishes to be
notified (i.e., alerted) may be, for example, any triggering of a door sensor, window sensor,
motion sensor, smoke detector, and any combinations thereof. Referring again to Figure 6, the

event manager of the eventing and alerting subsystem 452 uses CEP (e.g., via CQL

1910028_3.DOCX

Page 58 of 370



30- Attorney Docket No.: 098944-0130
(ML0003US01)

programming) to continually monitor the ODS of data management subsystem 450 based on

event(s) that have been set.

[00127] Referring to Figure 3, the “Home Security” touchlet 316J of channel grid 318 of
client GUI 300 is shown in a non-alert state. In this example, the non-alert state of the “Home
Security” channel 900 is indicated by a green shield symbol displayed in the “Home Security”
touchlet 316J.

[00128] At decision step 764, referring again to Figure 6, the event manager of the eventing
and alerting subsystem 452 determines whether an event condition is present. That is, the event
manager of the eventing and alerting subsystem 452 determines whether any condition is present
that corresponds to any of the predetermined event(s) of interest for which an alert is to be
generated. If the event manager detects an event condition is present, method 750 may proceed,
for example, to step 766. However, if the event manager detects no event condition is present,

method 750 may return, for example, to step 760.

[00129] At step 766, referring again to Figure 6, the event manager of the eventing and
alerting subsystem 452 detects the presence of an event condition and informs the notification
manager of the eventing and alerting subsystem 452 that an event of interest has occurred.
Continuing the example of the “Home Security” channel 900, in one example, the event manager
is monitoring the motion detector data at the ODS and detects that a motion detector at the user
116’s home has been triggered. Therefore, the event manager of the eventing and alerting
subsystem informs the notification manager of the eventing and alerting subsystem 452 of

“motion detected.”

[00130] At step 768, referring again to Figure 6, the notification manager of the eventing and
alerting subsystem 452 queries the configuration server 454 for the user’s notification
preferences and correlates these notification preferences with session manager 456 to determine
the best notification method. That is, the notification manager queries the configuration server
454 and determines, for example, that the user has certain online notification preferences and
certain offline notification preferences. If online, notify by, for example, the user’s active
session. If offline, notify by, for example, a txt message, call the user’s landline, call a friend of
the user, and the like. Additionally, notifications may be based on user identity, user role, user

location, time, date, and the like.
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[00131] The notification manager of the eventing and alerting subsystem 452 then queries
session manager 456 to determine the user’s connectedness. For example, it is determined
whether the user 116 has an active session as well as any other special conditions, such as, but
not limited to, user role, user location, time, date, and the like. In one example, it is determined
that the user 116 has an active session on his/her laptop computer, which is one user device 118.
As aresult, it is determined that the best alert notification method is via the laptop computer of

the user 116.

[00132] At step 770, referring again to Figure 6, the notification manager of the eventing and
alerting subsystem 452 dispatches the event notification (i.e., alert) through user’s logical event
queue. For example, the client gateway 418 of the facilitation server 416 transmits (via AMF)
the alert to one or more user devices 118. Continuing the example, the alert is transmitted to the

laptop computer of the user 116.

[00133] At step 772, referring again to Figure 6, the channel application at the client device
(e.g., user device 118) receives and displays the alert to the user 116. Continuing the example,
the “Home Security” channel 900 continually monitors the client bus 560 and, thereby, receives
and displays the event notification (i.e., alert) to the user 116. For example, the visual
components of the associated touchlet may transition from a non-alert state to an alert state. In
this example, and referring to Figure 8, a screenshot of client GUI 300 of PID application 112 is
presented in which the “Home Security” touchlet 316J is shown in an alert state. In this
example, the alert state of the “Home Security” channel 900 is indicated by the “Home Security”

touchlet 316] turning red and displaying a “Motion detected” message.

[00134] At step 774, the user 116 may launch the corresponding channel application and take
certain action. Continuing the example, the user 116 may touch/click on the “Home Security”
touchlet 316J that is indicating the alert and, thereby, launch the corresponding “Home Security”

channel 900, as shown in Figures 9 and 10.

[00135] Referring to Figures 9 and 10, screenshots of certain components of an example of
“Home Security” channel 900 are presented, by which a user may take action based on an alert
that is received. Figures 9 and 10 show “Home Security” channel 900 operating in a
substantially full-screen mode. “Home Security” touchlet 316J is provided for presenting

dynamic information of, interacting with, and/or launching “Home Security” channel 900.
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“Home Security” channel 900 provides a mechanism for monitoring and/or reporting
information about the user 116’s home security system, which is supported by a home security
service provider that is accessible via PID application architecture 400 of information delivery

system 100.

[00136] The display of “Home Security” channel 900 may include, for example, a main
viewing panel 910. Additionally, a taskbar 912 may be provided along the top of main viewing
panel 910 and a navigation bar 914 may be provided along the bottom of main viewing panel
910. Navigation bar 914 may include, for example, a set of mini-touchlets 916, which are
substantially the same as, for example, touchlets 316 of channel grid 318 of Figure 8 but
presented in miniature form. A user may navigate directly to any channel application by

selecting one of the mini-touchlets 916.

[00137] The display of “Home Security” channel 900 may include, for example, one or more
video feed windows 920 and a status window 922. In this example, four video feeds from four
cameras in four respective locations in the user’s home are presented in video feed windows 920.
The video feed that is related to a particular alert condition may be color coded to stand out to
the viewer. For example, Figure 9 shows the video feed window 920 of the backyard is
highlighted in red, while the others are not highlighted in red. The status window 922 shows in
text form any alert conditions that are present as well as any other useful control buttons. For
example, a keypad button 924 may be provided for launching a keypad window 926, as shown in
Figure 10.

[00138] The keypad window 926 substantially mimics the physical keypad in the user’s home
and provides a mechanism by which the user may interact remotely with his/her home security
system via any user device 118. This is an example of channels 200 of PID application 112
providing users the ability to take action upon receiving an alert. That is, PID application 112
provides actionable eventing and alerting capability. For example, by viewing the video feed,
the user 116 may determine that the motion detected was caused by an animal in his/her

backyard. Therefore, the user 116 may use keypad window 926 to clear the alert condition.

[00139] Referring to Figure 11, a flow diagram of another example of a method 1100 of
performing eventing and alerting using PID application 112 is presented. Method 1100 includes

an example of an actionable alert. In this example, the eventing and alerting process may be
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based on the direct query of another external system instead of monitoring data that is collected

and stored in the ODS of data management subsystem 450.

[00140] By way of example, method 1100 is performing eventing and alerting based on near
real-time currency and foreign exchange data of, for example, a currency trading system. In this
example, eventing operations of information delivery system 100 may be based, for example, on
the direct query of the currency trading system and the detection of one or more exchange rates
at which the user wishes to be alerted via one or more of his/her user devices 118. Method 1100

may include, but is not limited to, the following steps.

[00141] Atstep 1110, information from an external source (e.g., third-party web service) is
continuously monitored and analyzed by the event manager in near real time. Continuing the
example of the currency trading system, an example of a predetermined event of interest for
which the user 116 wishes to be notified (i.e., alerted) may be when 1 Euro is equal to 1.3 U.S.
dollars or less (i.e., 1 EUR=1.3 USD or less). Referring again to Figure 6, the event manager of
the eventing and alerting subsystem 452 uses CEP (e.g., via complex query language (CQL)
programming) to continually monitor the currency and foreign exchange data of the currency

trading system based on event(s) that have been set.

[00142] For example and referring to Figure 6, the direct query of the external currency
trading system is performed across enterprise service bus 480 using a certain adaptor 482, such
as a REST adaptor. In this example, currency and foreign exchange data is may be pushed form
the external currency trading system in near real time to the requesting “Currency Trading”
channel (not shown). Accordingly, the currency and foreign exchange data may be displayed in
near real time to the user 116 via his/her user device 118 and/or analyzed in near real time for

performing eventing and alerting operations.

[00143] At decision step 1112, referring again to Figure 6, the event manager of the eventing
and alerting subsystem 452 determines whether an event condition is present. That is, the event
manager of the eventing and alerting subsystem 452 determines whether any condition is present
that corresponds to any of the predetermined event(s) of interest for which an alert is to be
generated. If the event manager detects an event condition is present, method 1100 may proceed,
for example, to step 1114. However, if the event manager detects no event condition is present,

method 1100 may return, for example, to step 1110.
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[00144]  Atstep 1114, referring again to Figure 6, the event manager of the eventing and
alerting subsystem 452 detects the presence of an event condition and informs the notification
manager of the eventing and alerting subsystem 452 that an event of interest has occurred.
Continuing the example of the currency trading system, in one example, the event manager is
monitoring whether 1 Euro is equal to 1.3 U.S. dollars or less and detects that currently 1
EUR=1.29 USD and, thus, the condition of 1 EUR=1.3 USD or less is met. Therefore, the event
manager of the eventing and alerting subsystem informs the notification manager of the eventing

and alerting subsystem 452 of “Exchange rate met.”

[00145] Atstep 1116, referring again to Figure 6, the notification manager of the eventing and
alerting subsystem 452 queries the configuration server 454 for the user’s notification
preferences and correlates these notification preferences with session manager 456 to determine
the best notification method. That is, the notification manager queries the configuration server
454 and determines, for example, that the user has certain online notification preferences and
certain offline notification preferences. If online, notify by, for example, the user’s active
session. If offline, notify by, for example, a txt message, call the user’s landline, call a friend of
the user, and the like. Additionally, notifications may be based on user identity, user role, user

location, time, date, and the like.

[00146] The notification manager of the eventing and alerting subsystem 452 then queries
session manager 456 to determine the user’s connectedness. For example, it is determined
whether the user 116 has an active session as well as any other special conditions, such as, but
not limited to, user role, user location, time, date, and the like. In one example, it is determined
that the user 116 has an active session on his/her laptop computer, which is one user device 118.
As aresult, it is determined that the best alert notification method is via the laptop computer of

the user 116.

[00147] Atstep 1118, referring again to Figure 6, the notification manager of the eventing and
alerting subsystem 452 dispatches the event notification (i.e., alert) through user’s logical event
queue. For example, the client gateway 418 of the facilitation server 416 transmits (via AMF)
the alert to one or more user devices 118. Continuing the example, the alert is transmitted to the

laptop computer of the user 116.
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[00148] At step 1120, referring again to Figure 6, the “Currency Trading” channel at the client
device (e.g., user device 118) receives and displays the alert to the user 116. Continuing the
example, the requesting the “Currency Trading” channel continually monitors the client bus 560
and, thereby, receives and displays the event notification (i.e., alert) to the user 116. For
example, the visual components of a “Currency Trading” touchlet (not shown) may transition
from a non-alert state to an alert state. In one example, the color of the touchlet may change
from green to red when 1 Euro is equal to 1.3 U.S. dollars or less (i.e., 1 EUR=1.3 USD or less).
Further, a certain text message may be displayed in the “Currency Trading” touchlet, such as

“Exchange rate=1.3 or less.”

[00149] Atstep 1122, the user 116 may launch the corresponding channel application and take
certain action. Continuing the example, the user 116 may touch/click on the “Currency Trading”
touchlet (not shown) that is indicating the alert and, thereby, launch the corresponding “Currency

Trading” channel (not shown) that allows the user to perform any desired transactions.

[00150] Referring to Figure 12, a screenshot of client GUI 300 that includes another example
of a channel grid 318 is presented. In this example, the channel grid 318 may be, for example,
the user’s “At Work” channel grid. This channel grid 318 includes, for example, eleven
touchlets 316 (touchlets 316A through 316K), with one channel grid location empty (e.g.,
touchlet 316L). Touchlet 316B is a “Stock Watch” touchlet that is associated with a “Stock
Watch” channel (e.g., “Stock Watch” channel 1300 of Figure 13). The “Stock Watch” channel
may provide a mechanism by which a user 116 may monitor a certain company’s stock and/or
financial information. In this example, the “Stock Watch” channel is monitoring the stock and/or

financial information of Brocade Communications Systems, Inc (BRCD).

[00151] Referring to Figure 13, screenshots of certain components of an example of a “Stock
Watch” channel 1300 of PID application 112 is presented. Figure 13 shows “Stock Watch”
channel 1300 operating in a substantially full-screen mode. “Stock Watch” touchlet 316B is
provided for presenting dynamic information of, interacting with, and/or launching “Stock
Watch” channel 1300. “Stock Watch” channel 1300 provides a mechanism for monitoring
and/or reporting certain stock and/or financial information of a company of interest. In this
example, “Stock Watch” channel 1300 is monitoring Brocade Communications Systems, Inc

(BRCD).

1910028_3.DOCX

Page 64 of 370



36- Attorney Docket No.: 098944-0130
(ML0003US01)

[00152] The display of the “Stock Watch” channel 1300 may include, for example, a main
viewing panel 1310. Additionally, a taskbar 1312 may be provided along the top of main
viewing panel 1310 and a navigation bar 1314 may be provided along the bottom of main
viewing panel 1310. The display of “Stock Watch” channel 1300 may include, for example, an

overview window 1320, one or more information windows 1322, and a trading window 1324.

[00153] In this example, overview window 1320 shows a plot of the BRCD stock price over
some selectable period of time (e.g., last hour, day, week, month, etc), as well as other statistical
information about the BRCD stock. Figure 13 shows two information windows 1322, For
example, one information window 1322 displays information about the latest news. The other
information window 1322 displays stock information about certain other companies (i.e.,
companies related to BRCD in some manner). Trading window 1324 provides mechanisms by

which the user 116 may perform stock trading transactions (e.g., buying and selling stock).

[00154] The “Stock Watch” channel 1300 is a good example of a channel application that to
the user is seemingly a single application, but is in fact pulling publicly available information
from multiple disparate data sources. For example, the real-time stock price display information
in “Stock Watch” touchlet 316B and in the overview window 1320 may originate from the
“Yahoo! Finance” web service, the related companies display information in an information
window 1322 may also originate from the “Yahoo! Finance” web service, the plot and other
statistical information in the overview window 1320 may originate from the “The Motley Fool”
web service, and the “Latest News” information in an information window 1322 may originate
from the “Google Finance” web service, trading window 1324 may be supported by the “TD

Ameritrade” web service, and the like.

[00155] Additionally, the functions of trading window 1324 is an example of using the single
sign-on (or universal sign-on) capability of PID application 112. In this example, the user 116 is
already authenticated at PID application 112. Therefore, the user 116 is not prompted for any
further login credentials when using trading window 1324, which may be supported by an online
trading web-service, such as, but not limited to, TD Ameritrade. In this example, the user’s TD
Ameritrade login information is already stored in the user’s profile/configuration and is
automatically provided as needed by any channel application of information delivery system

100. The capability of the single sign-on (or universal sign-on) feature is not limited to user
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login information, user banking and/or credit card information may also be stored in the user’s
profile/configuration. Additionally, the single sign-on (or universal sign-on) feature my include
login credentials with respect to the user’s different user devices 118. As a result, payments
information may be automatically provided as needed. In the example of TD Ameritrade, any
transactions performed via trading window 1324 are handled without prompting the user 116 for
payments information. The aforementioned features of PID application 112 provide convenience

to the user.

[00156] Referring to Figures 14 through 17, screenshots of client GUI 300 of PID application
112 and another example of a process of eventing and alerting using PID application 112 is
presented. The eventing and alerting process shown in Figures 14 through 17 is one example of
implementing method 750 of Figure 7B and/or method 1100 of Figure 11. In this example, with
respect to “Stock Watch” touchlet 316B and “Stock Watch” channel 1300, the user 116 sets an

alert for when the BRCD share price rises above a certain value, as follows.

[00157] Figure 14 shows that by hovering the mouse over the “Stock Watch” touchlet 316B,
helper window 330 is displayed to the user 116. To set an alert with respect to “Stock Watch”
touchlet 316B, the user selects the “Alerts” button. As a result of selecting the “Alerts” button of
helper window 330, an alerts window 334 is displayed to the user 116, as shown in Figure 15.
Alerts window 334 provides a mechanism by which the user 116 may create an alert that is
based, for example, on share price. The share price that the user enters is an example of a
threshold condition or parameter for triggering an alert notification, which is an example of
trigger information that may be stored in data management subsystem 450 in step 718 of method
700. As shown in Figure 15, alerts window 334 provides an entry field for entering a share
price.

[00158]  Other controls are provided in alerts window 334 to generate the alert when the share

7% ¢

price is “less than,” “equal to,” or “greater than” the share price that is entered. In one example,
the user sets up an alert to occur when the share price is “less than” $9.23. To activate this
eventing and alerting process, the user 116 may select an “Apply” button of alerts window 334,
which closes the window and automatically registers the event in the event manager of the

eventing and alerting subsystem 452 (see Figure 6).
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[00159]  Accordingly, the event manager of the eventing and alerting subsystem 452 begins
monitoring the data stream associated, in this example, with the BRCD stock. Figures 16 and 17
show examples of the visual components for this eventing and alerting process. For example, the
event manager of the eventing and alerting subsystem 452 monitors the BRCD data stream and
when the BRCD share price is approaching the alert set point (e.g., near $9.23), Figure 16 shows
that the “Stock Watch” touchlet 316B may display a warning state to the user 116. An example
of the warning state is to change the color of the border of the “Stock Watch” touchlet 316B
from, for example, black to yellow. The event manager of the eventing and alerting subsystem
452 continues to monitor the BRCD data stream and when the BRCD share price is “less than”
$9.23, Figure 17 shows that the “Stock Watch” touchlet 316B may display an alert state to the
user 116. An example of the alert state is to change the color of the border of the “Stock Watch”
touchlet 316B to red.

[00160] As described in method 750 of Figure 7B and/or method 1100 of Figure 11, in this
example, the alert is delivered according to the user’s configuration (notification preferences)
and session. In summary, the event manager registers the event; the event manager monitors the
bus, using CEP and CQL the event manager recognizes a certain condition is present; the
notification manager checks the user’s configuration and session; once it is determined how to
notify the end-user the notification is pushed through the facilitation manager gateway (using
AMF) and to the user device (client device); the client device is monitoring the client bus and
receives the notification; and the notification is displayed to the user on the client device (e.g.,

yellow border, red border).

[00161] Referring to Figures 18 through 25, screenshots of certain channels of PID
application 112 and an example of a process of combining two or more independent channels to
create a new channel (and touchlet) and a process of eventing off of the combined data is
presented. In this example, a user 116 may be a stock broker that hears that Cisco Systems, Inc
is interested in buying Brocade Communications Systems, Inc. Therefore, there may be some
very specific information that the user 116 wishes to be informed about regarding this potential
transaction. Therefore, the user 116 may create a new channel and set up the desired alert

notifications, as follows.
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[00162] In this example, the process is using the “Latest News” touchlet 316A; the “Stock
Watch” touchlet 316B, which is BRCD; and the “Stock Watch” touchlet 316C, which is Cisco
Systems, Inc (CSCO); which are shown in Figure 17. That is, in this example the independent
channels supporting “Latest News” touchlet 316A, “Stock Watch” touchlet 316B, and “Stock
Watch” touchlet 316C are combined to create a new channel (and touchlet). Then, an eventing

and alerting process with respect to the new channel is set up with respect to the combined data.

[00163] Referring to Figure 18, in order to create a new channel, the user 116 selects an icon
336 on taskbar 312, which causes a create channel window 338 to be displayed to the user 116.
A channels portion 340 of the create channel window 338 shows a list of available channels from
which to build an alert. For example, the available channels are from the current channel grid
318 or from any other channel grid of the user 116. A query builder portion 342 of the create
channel window 338 provides a query builder function to the user 116, which is used to generate
the CQL that interacts with the event manager of the eventing and alerting subsystem 452 (see

Figure 6).

[00164] Figure 19 shows that the user 116 may select a first channel, such as the “Latest
News” channel from the channels portion 340, which causes the “Latest News” channel to
appear in the query builder portion 342 of the create channel window 338. When a channel is
designed, the developer exposes certain things that may be useful to users 116. In the case of the
“Latest News” channel, a “keywords” field is provided to the user. User 116 enters, for example,
the words “Brocade” and “Cisco.” Once the channel is deployed, the news information of the
“Latest News” channel is monitored for the words “Brocade” and “Cisco” (together in the same

news feed) by the event manager of the eventing and alerting subsystem 452.

[00165] Figure 20 shows that the user 116 may select a second channel, such as the BRCD
“Stock Watch” channel from the channels portion 340, which causes the BRCD “Stock Watch”
channel to also appear in the query builder portion 342 of the create channel window 338. Now
two channels are present in the query builder portion 342. Again, when a channel is designed,
the developer exposes certain things that may be useful to users 116. In the case of the “Stock
Watch” channel, a “share price” field is provided to the user along with a qualifiers dropdown
menu (greater than, equal to, less than). User 116 selects, for example, a share price “greater

than $9.26.” Once the channel is deployed, the share price information of the BRCD “Stock
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Watch” channel is monitored for this condition by the event manager of the eventing and alerting
subsystem 452. The information that the user enters in the query builder portion 342 of the
create channel window 338 is an example of threshold conditions or parameters for triggering an
alert notification, which is another example of trigger information that may be stored in data

management subsystem 450 in step 718 of method 700.

[00166] Figure 21 shows that the user 116 may select a third channel, such as the CSCO
“Stock Watch” channel from the channels portion 340, which causes the CSCO “Stock Watch”
channel to also appear in the query builder portion 342 of the create channel window 338. Now
three channels are present in the query builder portion 342. User 116 selects, for example, a
share price “greater than $23.63.” Once the channel is deployed, the share price information of
the CSCO “Stock Watch” channel is monitored for this condition by the event manager of the

eventing and alerting subsystem 452.

[00167] The query builder portion 342 of the create channel window 338 allows boolean
operations between the selected channels. For example, the user 116 may be provided AND,
OR, ANDNOT, and XOR functions. In this example, the user selects the “Latest News” channel
AND the BRCD “Stock Watch” channel AND the CSCO “Stock Watch” channel. In this way,
an alert is generated when the following condition is present: Both the words “Brocade” and
“Cisco” are detected in the “Latest News” channel AND when a share price “greater than $9.26”
is detected via the BRCD “Stock Watch” channel AND when a share price “greater than
$$23.63” is detected via the CSCO “Stock Watch” channel.

[00168] The query builder portion 342 of the create channel window 338 also provides
notification settings. For example, the user 116 may select notify by: Current Device, Email, IM,
SMS, Mobile, and the like. The user 116 may select one or more. The query builder portion 342
of the create channel window 338 also provides channel name field. In one example, the user
116 enters “Custom Alert.” When the setup is complete, the user 116 selects a “Create Channel”
button to deploy the new “Custom Alert” channel. By pressing the “Create Channel” button,
certain processes occur, such as, but not limited to, the channel server 430 is updated
accordingly, a touchlet is created and loaded into the client, all events set up on the menu are

registered with the event manager, the user’s configuration is updated with the notification
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preferences for this channel, the event manager begins monitoring the data streams according to

the query. The touchlet is updated in real time as to the status of the three variables.

[00169] In this example and referring now to Figure 22, a “Custom Alert” touchlet 316L is
created and presented in channel grid 318. The “Custom Alert” touchlet 316L displays the three
components that the channel is eventing off. In this view, the “Custom Alert” touchlet 316L
displays the three components (e.g., news, BRCD, and CSCO), which are all in a no alert
condition. In one example, the no alert condition for each component is to display the
component in a green color in the “Custom Alert” touchlet 316L.. Therefore, Figure 22 shows all

three components in green to indicate that no alert conditions are present.

[00170] Referring now to Figure 23, two of the three alert conditions are met and the “Custom
Alert” touchlet 316L displays a warning state to the user 116. In this example, the BRCD and
the CSCO conditions are met, but the news condition is not yet met. Therefore, the color of the
BRCD and CSCO components may be changed from green to yellow, while the news component
remains green. In this way, the user 116 may perceive a warning that, while the alert condition is

not yet fully met, an alert may be eminent.

[00171] Referring now to Figure 24, all three alert conditions are met and the “Custom Alert”
touchlet 316L displays an alert state to the user 116. In this example, the news, BRCD, and
CSCO conditions are met. Therefore, the color of the news, BRCD, and CSCO components in
the “Custom Alert” touchlet 316L may be changed to red. In this way, the user 116 may receive

the notification that the alert condition is fully met.

[00172] Referring again to Figure 24, in this view other alerts are presented in certain
touchlets 316 of channel grid 318. For example, touchlet 316H, which may be a business
calendar channel, is displaying a “’You have 4 scheduled meetings today” alert. Touchlet 316,
which may be an email channel, is displaying a “4 unread messages” alert. Both of these alerts
are example of non-actionable alerts, as these are informational alerts that do not require user
action. For example, the user may choose or not choose to launch the email channel and read
his/her emails. However, if the user should choose to launch the email channel and read his/her

emails, the “4 unread messages” alert is cleared.
9

[00173] Referring now to Figure 25, the “Custom Alert” channel provides an alert that is

actionable. That is, upon receiving the alert via “Custom Alert” touchlet 316L, the user 116,
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who may be a stock broker, may take certain action. By clicking on the “Custom Alert” touchlet
316L, which may be in an alert state, the associated “Custom Alert” channel 2500 may be

presented to the user 116. For example, Figure 25 shows the GUI for an example of the “Custom
Alert” channel 2500. The GUI for the “Custom Alert” channel 2500 may include, for example, a

query parameters portion 2510 and an actions portion 2512,

[00174] The query parameters portion 2510 allows the user 116 to, for example, adjust the
query parameters, add more conditions, change conditions, remove conditions, and the like. The
actions portion 2512 allows the user 116 to perform certain actions based on the alert. For
example, the actions portion 2512 may provide mechanisms by which the user 116 may perform
stock trading transactions (e.g., buying and selling stock), similar to trading window 1324 of
“Stock Watch” channel 1300 of Figure 16, which may be supported by the “TD Ameritrade”

web service.

[00175] The “Custom Alert” channel 2500 is used to generate an alert that is of particular
importance to the user 116. The “Custom Alert” channel 2500 is an example of the user-centric
aspect of PID application 112 in which only information that is of most importance to the user is
processed and/or presented to the user 116. The aforementioned process of combining two or
more independent channels to create a new channel (and touchlet) and a process of eventing off
of the combined data is an example of the capability of PID application 112 to allow the user 116

to action based on disparate data that is of interest to the user and conditions set by the user.
[00176] Conclusion

[0001] While various inventive embodiments have been described and illustrated herein,
those of ordinary skill in the art will readily envision a variety of other means and/or structures
for performing the function and/or obtaining the results and/or one or more of the advantages
described herein, and each of such variations and/or modifications is deemed to be within the
scope of the inventive embodiments described herein. More generally, those skilled in the art
will readily appreciate that all parameters, dimensions, materials, and configurations described
herein are meant to be exemplary and that the actual parameters, dimensions, materials, and/or
configurations will depend upon the specific application or applications for which the inventive
teachings is/are used. Those skilled in the art will recognize, or be able to ascertain using no

more than routine experimentation, many equivalents to the specific inventive embodiments
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described herein. It is, therefore, to be understood that the foregoing embodiments are presented
by way of example only and that, within the scope of the appended claims and equivalents
thereto, inventive embodiments may be practiced otherwise than as specifically described and
claimed. Inventive embodiments of the present disclosure are directed to each individual feature,
system, article, material, kit, and/or method described herein. In addition, any combination of
two or more such features, systems, articles, materials, kits, and/or methods, if such features,
systems, articles, materials, kits, and/or methods are not mutually inconsistent, is included within

the inventive scope of the present disclosure.

[0002] The above-described embodiments of the invention can be implemented in any of
numerous ways. For example, some embodiments may be implemented via one or more
controllers, which may employ hardware, software or a combination thereof. In some
embodiments discussed herein, one or more controllers may be implemented, at least in part, as a

state machine.

[0003] When any aspect of an embodiment is implemented at least in part in software, the
software code can be executed on any suitable processor or collection of processors, whether

provided in a single device or computer or distributed among multiple devices/computers.

[0004] In this respect, various aspects of the invention, may be embodied at least in part as a
computer readable storage medium (or multiple computer readable storage media) (e.g., a
computer memory, one or more floppy discs, compact discs, optical discs, magnetic tapes, flash
memories, circuit configurations in Field Programmable Gate Arrays or other semiconductor
devices, or other tangible computer storage medium or non-transitory medium) encoded with one
or more programs that, when executed on one or more computers or other processors, perform
methods that implement the various embodiments of the technology discussed above. The
computer readable medium or media can be transportable, such that the program or programs
stored thereon can be loaded onto one or more different computers or other processors to

implement various aspects of the present technology as discussed above.

[0005] The terms “program” or “software” are used herein in a generic sense to refer to any
type of computer code or set of computer-executable instructions that can be employed to
program a computer or other processor to implement various aspects of the present technology as

discussed above. Additionally, it should be appreciated that according to one aspect of this
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embodiment, one or more computer programs that when executed perform methods of the
present technology need not reside on a single computer or processor, but may be distributed in a
modular fashion amongst a number of different computers or processors to implement various

aspects of the present technology.

[0006] Computer-executable instructions may be in many forms, such as program modules,
executed by one or more computers or other devices. Generally, program modules include
routines, programs, objects, components, data structures, etc. that perform particular tasks or
implement particular abstract data types. Typically the functionality of the program modules

may be combined or distributed as desired in various embodiments.

[0007] Also, the technology described herein may be embodied as a method, of which at
least one example has been provided. The acts performed as part of the method may be ordered
in any suitable way. Accordingly, embodiments may be constructed in which acts are performed
in an order different than illustrated, which may include performing some acts simultaneously,

even though shown as sequential acts in illustrative embodiments.

[0008] All definitions, as defined and used herein, should be understood to control over
dictionary definitions, definitions in documents incorporated by reference, and/or ordinary

meanings of the defined terms.

[0009] The indefinite articles “a” and “an,” as used herein in the specification and in the

claims, unless clearly indicated to the contrary, should be understood to mean “at least one.”

[0010] The phrase “and/or,” as used herein in the specification and in the claims, should be
understood to mean “either or both” of the elements so conjoined, i.¢., elements that are
conjunctively present in some cases and disjunctively present in other cases. Multiple elements
listed with “and/or” should be construed in the same fashion, i.e., “one or more” of the elements
so conjoined. Other elements may optionally be present other than the elements specifically
identified by the “and/or” clause, whether related or unrelated to those elements specifically
identified. Thus, as a non-limiting example, a reference to “A and/or B”, when used in
conjunction with open-ended language such as “comprising” can refer, in one embodiment, to A
only (optionally including elements other than B); in another embodiment, to B only (optionally
including elements other than A); in yet another embodiment, to both A and B (optionally

including other elements); etc.
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[0011] As used herein in the specification and in the claims, “or” should be understood to
have the same meaning as “and/or” as defined above. For example, when separating items in a
list, “or” or “and/or” shall be interpreted as being inclusive, i.e., the inclusion of at least one, but
also including more than one, of a number or list of elements, and, optionally, additional unlisted
items. Only terms clearly indicated to the contrary, such as “only one of” or “exactly one of,” or,
when used in the claims, “consisting of,” will refer to the inclusion of exactly one element of a
number or list of elements. In general, the term “or” as used herein shall only be interpreted as
indicating exclusive alternatives (i.e. “one or the other but not both”) when preceded by terms of

% ¢

exclusivity, such as “either,” “one of,” “only one of,” or “exactly one of.” “Consisting
essentially of,” when used in the claims, shall have its ordinary meaning as used in the field of

patent law.

[0012] As used herein in the specification and in the claims, the phrase “at least one,” in
reference to a list of one or more elements, should be understood to mean at least one element
selected from any one or more of the elements in the list of elements, but not necessarily
including at least one of each and every element specifically listed within the list of elements and
not excluding any combinations of elements in the list of elements. This definition also allows
that elements may optionally be present other than the elements specifically identified within the
list of elements to which the phrase “at least one” refers, whether related or unrelated to those
elements specifically identified. Thus, as a non-limiting example, “at least one of A and B” (or,
equivalently, “at least one of A or B,” or, equivalently “at least one of A and/or B”) can refer, in
one embodiment, to at least one, optionally including more than one, A, with no B present (and
optionally including elements other than B); in another embodiment, to at least one, optionally
including more than one, B, with no A present (and optionally including elements other than A);
in yet another embodiment, to at least one, optionally including more than one, A, and at least
one, optionally including more than one, B (and optionally including other elements); etc.

[00177] In the claims, as well as in the specification above, all transitional phrases such as

b1

“comprising,” “including,

7% ¢ 7% ¢ ER T

carrying,” “having,” “containing,” “involving,” “holding,”
“composed of,” and the like are to be understood to be open-ended, i.e., to mean including but
not limited to. Only the transitional phrases “consisting of”” and “consisting essentially of” shall
be closed or semi-closed transitional phrases, respectively, as set forth in the United States Patent

Office Manual of Patent Examining Procedures, Section 2111.03.
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CLAIMS

1. An apparatus to provide secure user-centric information on at least one user platform
operated by a user, and to evaluate at least some of the secure user-centric information, the
apparatus comprising:

at least one communication interface to facilitate wired and/or wireless communications
with the at least one user platform via one or more transmission media;

at least one memory to store processor-executable instructions; and

at least one processor communicatively coupled to the at least one communication
interface and the at least one memory, wherein upon execution of the processor-executable
instructions by the at least one processor, the at least one processor provides and evaluates at
least some of the secure user-centric information by:

A) implementing, at least in part, a plurality of authorized channels through which
the user receives and/or interacts with, via the at least one user platform, respective
portions of the secure user-centric information based at least in part on information
access rights and/or security protocols respectively associated with the plurality of
authorized channels, the plurality of authorized channels including at least a first channel
through which the user receives and/or interacts with first channel information
constituting a first portion of the secure user-centric information;

B) monitoring at least the first channel information so as to determine one or more
events, conditions, logical workflows, discrete information values or signal data, based
on at least one threshold condition or parameter relating to the first channel information;
and

if the one or more events, conditions, logical workflows, discrete information
values or signal data is/are determined in B):

C) controlling the at least one communication interface to transmit at least one
alert to, or transmit data so as to generate at least one alert on, at least one external
device; and/or

D) controlling the at least one memory so as to store trigger information relating
to the one or more determined events, conditions, logical workflows, discrete information

values or signal data.
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2. The apparatus of claim 1, wherein if the one or more events, conditions, logical
workflows, discrete information values or signal data is/are determined in B), the at least one

processor performs C).

3. The apparatus of claim 1, wherein if the one or more events, conditions, logical
workflows, discrete information values or signal data is/are determined in B), the at least one

processor performs D).

4, The apparatus of claim 1, wherein if the one or more events, conditions, logical
workflows, discrete information values or signal data is/are determined in B), the at least one

processor performs C) and D).

5. The apparatus of claim 1, wherein the first channel information includes at least one of:
text information;
graphic information;
one or more pictures;
one or more videos;
audio or digital sound;
streaming data, audio or video;
content associated with an executing computer application;
voice-over-IP communication;
instant messaging/SMS information;
video-conferencing information;
environmental monitoring information;
financial services information;
enterprise resource planning information;
enterprise content management information;
building information;
project management information;

product lifecycle management information;
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RSS (Really Simple Syndication) reader information;

remote device control/interaction information;

a three-dimensional graphic visualization of one or more objects and/or immersive
environments;

one or more word processing documents;

one or more spreadsheets;

one or more presentation/slide shows;

email; and

address book information.

6. The apparatus of claim 1, wherein the at least one threshold condition or parameter

includes a numerical limit or a trend.

7. The apparatus of claim 1, wherein B) comprises:

B1) making a comparison of the monitored first channel information and the at least one
threshold condition or parameter based at least in part on at least one criterion for the
comparison; and

B2) establishing a trigger, based at least in part on B1), if the at least one criterion is met.

8. The apparatus of claim 7, wherein the at least one criterion for the comparison includes at
least one of:
exceeding a quantified numerical limit; and

multiple similar events trending in a certain direction.

9. The apparatus of claim 7, wherein the at least one processor performs D), and wherein
the trigger information includes at least one of:

one or more values or other information content associated with the monitored first
channel information that resulted in the trigger;

one or more date stamps and/or time stamps associated with the one or more values or the
other information content associated with the monitored first channel information that resulted in

the trigger;
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an identifier for one or more content sources providing at least some of the monitored
first channel information that resulted in the trigger;

the at least one criterion for the comparison that resulted in the trigger.

10.  The apparatus of claim 1, wherein the at least one processor performs C), and wherein the
at least one alert includes at least one of:

at least onc visual alert;

at least one auditory alert;

at least one email message; and

at least one SMS text message.

11.  The apparatus of claim 1, wherein the at least one processor performs C), and wherein the

at least one alert includes activation of at least one channel of the plurality of channels.

12.  The apparatus of claim 1, wherein the at least one processor performs C), and wherein the

at least one alert includes a notification to a law enforcement agency.

13.  The apparatus of claim 1, wherein the at least one processor performs C), and wherein:
C) comprises transmitting data so as to generate the at least one alert on at least one
external device;
the at least one processor further provides the at least some of the secure user-centric
information by:

E) controlling the at least one communication interface so as to transmit to the at
least one external device channel information relating to at least one authorized channel
of the plurality of authorized channels implemented in A); and
the data transmitted in C) causes an appearance of the at least one authorized channel, as

represented on the at least one external device, to change so as to generate the at least one alert

on the at least one external device.

14.  The apparatus of claim 13, wherein the at least one external device includes the at least

one user platform.
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15. The apparatus of claim 13, wherein the at least one authorized channel includes the first
channel.
16.  The apparatus of claim 13, wherein the data transmitted in C) causes the at least one

authorized channel, as represented on the at least one external device, to expand into additional
channels represented on the at least one external device so as to generate the at least one alert on

the at least one external device.

17.  The apparatus of claim 13, wherein the data transmitted in C) renders the at least one
authorized channel, as represented on the at least one external device, as a simulated three-
dimensional representation of the channel information relating to the at least one authorized

channel, so as to generate the at least one alert on the at least one external device.

18. The apparatus of claim 1, wherein the at least one processor performs C), and wherein in
(), the at least one external device includes at least one of a mobile device, a television, and a

Blu-ray player.

19.  The apparatus of claim 1, wherein the at least one processor further provides and
evaluates at least some of the secure user-centric information by:
E) controlling the at least one communication interface to transmit at least some of the

first channel information to the at least one user platform.

20.  The apparatus of claim 19, wherein the at least one processor performs C), and wherein

in C), the at least one external device includes the at least one user platform.

21.  The apparatus of claim 20, wherein:
the at least one user platform includes a plurality of user platforms;
E) comprises controlling the at least one communication interface to transmit the at least

some of the first channel information to the plurality of user platforms; and
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C) comprises controlling the at least one communication interface to transmit data so as

to generate at least one alert on the plurality of user platforms.

22.  The apparatus of claim 21, wherein:
the plurality of user platforms include multiple different types of computing devices

and/or multiple different types of communication devices.

23.  The apparatus of claim 1, wherein the at least one processor further provides and
evaluates at least some of the secure user-centric information by:
E) authenticating the user and the at least one user platform to receive at least the first

channel information and/or the at least one alert.

24.  The apparatus of claim 23, wherein the at least one memory stores a user profile to
identify user preferences, platform identities, and service support instructions that determine how
the secure user-centric information behaves on the at least one user platform, and wherein E)
comprises authenticating the user and the at least one user platform based at least in part on the

user profile.

25. The apparatus of claim 23, wherein the at least one memory stores an authentication
directory to provide the information access rights and/or security protocols respectively
associated with the corresponding plurality of authorized channels, the user, and the user
platform, the authentication directory including a plurality of user accounts, a plurality of device
accounts, and a plurality of application accounts, and wherein E) comprises authenticating the
user and the at least one user platform to receive at least the first channel information based at

least in part on the authentication directory.

26.  The apparatus of claim 23, wherein the at least one processor performs C), and wherein

in C), the at least one external device includes the at least one user platform.

27.  The apparatus of claim 23, wherein the at least one processor further provides and

evaluates at least some of the secure user-centric information by:
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F) confirming at least one subscriber to the at least one alert; and
() determining one or more active devices of the at least one subscriber to the at least

one alert.

28.  The apparatus of claim 27, wherein the at least one processor performs C), and wherein
in C), the at least one external device includes the one or more devices of the at least one

subscriber to the at least one alert.

29.  The apparatus of claim 1, wherein in A), the at least one processer implements a channel
server that defines one or more visual characterizations, one or more functions or features, and/or
one or more information types provided by respective channels of the plurality of channels
through which the user receives and/or interacts with the respective portions of the secure user-
centric information, wherein the channel server implements at least the first channel, and
wherein the at least one processor further provides and evaluates at least some of the secure user-
centric information by:

D) controlling the at least one communication interface to transmit at least some of the

first channel information to the at least one user platform.

30. The apparatus of claim 29, wherein the at least one memory further stores at least one
database including registries to one or more services and/or applications used by the channel

server to implement at least the first channel and provide the first channel information.

31. The apparatus of claim 30, wherein in B) and C), the at least one processor implements a
channel alert server, communicatively coupled to the channel server, to monitor at least the first
channel information so as to determine the one or more events, conditions, logical workflows,
discrete information values or signal data based on the at least one threshold condition or
parameter, and to generate at least one alert in response to the one or more determined events,
conditions, logical workflows, discrete information values or signal data relating to the first

channel information.
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32.  The apparatus of claim 31, wherein the at least one processor further provides and
evaluates at least some of the secure user-centric information by:

implementing at least one other server, communicatively coupled to the channel server
and the channel alert server, to provide the one or more services and/or applications registered in
the at least one database and used by the channel server to implement the first channel and
provide the first channel information, wherein the at least one other server includes at least one
of:

a video server to transform, transmit, and/or support delivery of video information
and/or audio information included in the first channel information;

an enterprise content management server to provide configuration, templates,
visual content, user interface controls and management control for the first channel
information;

a device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first
channel information;

a portal server to facilitate Internet-based function access by the at least one
communication interface of the user platform; and

a virtual world server to provide a three-dimensional visualization of, and/or

interaction with, the first channel information.

33.  The apparatus of claim 32, wherein at least a portion of one or more of the first channel
information, the video information, the audio information, the streaming or real-time information
from a machine or device, the events, the conditions, the logical workflows, the discrete

information values, and the signal data are stored in the at least one database.

34.  The apparatus of claim 32, wherein the at least one processor establishes a service-
oriented architecture (SOA) including an enterprise service bus, wherein the channel server, the
channel alert server, and the at least one other server are implemented as logical components that
are communicatively coupled to each other and the at least one database via the enterprise

service bus.
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35. A computer-implemented method for evaluating secure user-centric information to be
provided on at least one user platform operated by a user, the method comprising:

A) electronically implementing, at least in part, a plurality of authorized channels through
which the user receives and/or interacts with, via the at least one user platform, respective
portions of the secure user-centric information based at least in part on information access rights
and/or security protocols respectively associated with the plurality of authorized channels, the
plurality of authorized channels including at least a first channel through which the user receives
and/or interacts with first channel information constituting a first portion of the secure user-
centric information;

B) electronically monitoring at least the first channel information so as to determine one
or more events, conditions, logical workflows, discrete information values or signal data, based
on at least one threshold condition or parameter relating to the first channel information; and

if the one or more events, conditions, logical workflows, discrete information values or
signal data is/are determined in B):

C) electronically transmitting at least one alert to, or transmitting data so as to generate at
least one alert on, at least one external device; and/or

D) electronically storing event information relating to the one or more determined events,

conditions, logical workflows, discrete information values or signal data.

36.  Atleast one non-transitory computer readable storage medium encoded with processor-
executable instructions that, when executed by at least one processor, perform a method for
evaluating secure user-centric information to be provided on at least one user platform operated
by a user, the method comprising:

A) implementing, at least in part, a plurality of authorized channels through which the
user receives and/or interacts with, via the at least one user platform, respective portions of the
secure user-centric information based at least in part on information access rights and/or security
protocols respectively associated with the plurality of authorized channels, the plurality of
authorized channels including at least a first channel through which the user receives and/or
interacts with first channel information constituting a first portion of the secure user-centric

information;
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B) monitoring at least the first channel information so as to determine one or more
events, conditions, logical workflows, discrete information values or signal data, based on at
least one threshold condition or parameter relating to the first channel information; and

if the one or more events, conditions, logical workflows, discrete information values or
signal data is/are determined in B):

C) transmitting at least one alert to, or transmitting data so as to generate at least one alert
on, at least on¢ external device; and/or

D) storing event information relating to the one or more determined events, conditions,

logical workflows, discrete information values or signal data.

1910028_3.DOCX

Page 84 of 370



-56- Attorney Docket No.: 098944-0130
(ML0003US01)

ABSTRACT

Display of and access to secure user-centric information via the construct of a channel
grid framework serving as a desktop on a user device. Multiple authorized channels through
which the user receives and/or interacts with respective portions of the secure user-centric
information are implemented based on information access rights and/or security protocols
respectively associated with the channels. Channel information is monitored to determine one or
more events, conditions, logical workflows, discrete information values or signal data, based on
one or more threshold conditions or parameters relating to the channel information. Actionable
and/or non-actionable alerts may be generated on one or more authenticated user devices and/or
other devices. Information relating to determination of one or more events, conditions, logical
workflows, discrete information values or signal data may be transmitted to various devices

and/or stored for archival purposes.
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Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **
page 1 of 3
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Title

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING SECURE
INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND GENERATING ALERTS
RELATING TO SAME

Preliminary Class
375

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/086,165 04/13/2011 Michael Wetzer 098944-0130
CONFIRMATION NO. 3599
48329 FORMALITIES LETTER

FOLEY & LARDNER LLP

111 HUNTINGTON AVENUE O 0

26TH FLOOR
BOSTON, MA 02199-7610

Date Mailed: 04/26/2011

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)

Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied
by the extension fee under the provisions of 37 CFR 1.136(a).

+ The statutory basic filing fee is missing.

Applicant must submit $82 to complete the basic filing fee for a small entity.
+ The oath or declaration is missing.

A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Appilication Number and Filing Date, is required.

Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63

signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest,
is required.

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

« Additional claim fees of $416 as a small entity, including any required multiple dependent claim fee, are

required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

« A surcharge (for late submission of filing fee, search fee, examination fee or oath or declaration) as set forth in
37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be submitted.

SUMMARY OF FEES DUE:

Total fee(s) required within TWO MONTHS from the date of this Notice is $943 for a small entity
« $82 Statutory basic filing fee.
+ $65 Surcharge.
» The application search fee has not been paid. Applicant must submit $270 to complete the search fee.
« The application examination fee has not been paid. Applicant must submit $110 to complete the examination
fee for a small entity in compliance with 37 CFR 1.27.

page 1 of 2

Page 96 of 370



« Total additional claim fee(s) for this application is $416
+ $416 for 16 total claims over 20.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserlL ocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/aabranyos/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 2 of 2
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Applicant:

Title:

Examiner

Ast Ut

Confirmstion

Nuraben

Aty Dt No. 098844-0130 (MLOBO3USHT)

IN THE UNITEDR STATER PATENT AND TRADEMARK OFFICE

Wetzer et al,

METHODS AND APPARATLIR
FOR PROVIDING AND
MONITORING SECURE
INFORMATION VIA
MULTIPLE AUTHORIZED
CHANNELS AND
GENERATING ALERTS
RELATING TG SAME

13/086165

471372011

Unknown

TRANSMITTAL OF MISSING PARTS

OF PATENT APPLICATION

Mail Stop Missing Paris
Clommissioner for Patents

PO, Box 1450

Alexandria, VA 22313-1430

S

In response to the Notice to File Missing Parts of Application muailed April 26, 201 in

the sbove-identified patent application, transmitted herewith are the missing parts to complete

the filing of the subject patent application.

BOST 19852401

Enclosed are:

fA]

Declaration {1 page)

e
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Electronic Patent Application Fee Transmittal

Application Number:

13086165

Filing Date:

13-Apr-2011

Title of Invention:

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND
GENERATING ALERTS RELATING TO SAME

First Named Inventor/Applicant Name:

Michael Wetzer

Filer:

Joseph Teja/Cassie Zaleski

Attorney Docket Number:

098944-0130

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Utility filing Fee (Electronic filing) 4011 1 82 82
Utility Search Fee 2111 1 270 270
Utility Examination Fee 2311 1 110 110
Pages:
Claims:
Claims in excess of 20 2202 16 26 416
Miscellaneous-Filing:
Late filing fee for oath or declaration 2051 1 65 65
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 943
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Electronic Acknowledgement Receipt

EFSID: 10396664
Application Number: 13086165
International Application Number:
Confirmation Number: 3599

Title of Invention:

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND
GENERATING ALERTS RELATING TO SAME

First Named Inventor/Applicant Name:

Michael Wetzer

Customer Number:

48329

Filer:

Joseph Teja/Cassie Zaleski

Filer Authorized By:

Joseph Teja

Attorney Docket Number:

098944-0130

Receipt Date: 27-JUN-2011
Filing Date: 13-APR-2011
Time Stamp: 18:51:16

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type

Credit Card

Payment was successfully received in RAM

$943

RAM confirmation Number

5877

Deposit Account

Authorized User

File Listing:

Document

Number Document Description

File Name

File Size(Bytes)/
Message Digest

Multi
Part /.zip

Pages
(if appl.)
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329578
1 Oath or Declaration filed 098944-0130DEC.pdf no 1

3bc43723¢e922981122a12b0af87958e22
Sfeba

Warnings:

Information:

Applicant R to Pre-E 461530
2 pplicant response fo Fré-txam 0130RespMP.pdf no 3
Formalities Notice
5b9325e28¢5432fb5c1c48b7eef13d021d5
e3e2b
Warnings:
Information:
38765
3 Fee Worksheet (SB06) fee-info.pdf no 2
40834 cchae633d7446e2f3265eb32385844
ab48b
Warnings:
Information:
Total Files Size (in bytes); 829873

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Approved for Lse thvoigh O 12007, VS 0851-0038
. LS. Patentang Trademary Officd: 115 DEPARTRENT OF COMMENDE
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DECLARATION {37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA S%%E;..T {37 CFR 1,78}

Tie nd I MET ‘““E}‘?S AND APPARATUS FOR PROVIDING AND MONITORING SECURE
vention HNFORMATION VIA BULTIPLE AUTHORIZED CHANNELS AND QENERATING ALERTS
RELATING TO S3aME

As T below named lanventor(s), Ywe dadlare that:

This declaration i direcied io:
iy L - A 2 . .
i1 The aftached soplication, or
F1  Appiication Mo, 13088185 filechon _4/4aR0n

{3 Aszmended on (i nopitcable};

jfwe belleve that e anviars the original and first nventos(s) of the sublect matier which is claimss sndfor witich 8 patant s
sOughts

Ihwe have reviewed and undsrsiant the conlents of the above-idemifind application, including the claime, 35 amended by any
smendment spaciiically referrad 1o above;

e acknpwisdge the duty o disclose o the United Stetes Patent and Trademiack Office all armation known 1o mefis in be
materdal o pelentabliity aa defingd In 37 CFR .58, including for continuation-in-part spplications, materal information which
became avaiiable Datwesn the filing dete of the prier spplication and the national or PCT intermational fling date of the
contimustion-in-part appiication.
WARNING:
Putioneriapplicant s cautioned o swa’iii submitting persenal information i documaents fed In 2 patent application Hhat may
sontibule o ddentity § heft. Personal information sush us sodial seaurlly numbers, bank aooount numbers, or credit serd
numbers fother than 2 choeck or C‘T}Gri card authosization form PTQ-2038 subrmaitied for payment jurposes) is never required by
the USFTD fo suppntt 3 pelition or &n gppiingtion. F g tpe of g &'sanat information s ochaded In dosusmems submitted ©
the USPTQ, getiionsrsiapplicants should consider redacting such persenal information from the documents bafore stbmitting
'ik“tém fo-the USPTG.  Petitionerapplicant s athvised that the mmm of & patant apnia\.a wn i avaiable v the public after
uttication of the application {unless & non-publicetion raquast in compliance with %7 OFR 1.213(a) is made in (e appiivation)
*\r issuance of a2 petant. Furthermorg, the reoord from an abandoned application may slso be avavabla 13 the. public ¥ the
application is efermnced v 8 published epplisation or an lssued palert {ses J7 TFR 1.14). Cheoks and oreddt oard
mahorization forms PTG2038 sudwnitted for paymssni putposes ang not relained in fhe "puiiram.. file and therefore are ng
sublinly avaitahls,

&l statements made harsdn of mylown knowiedge are true, all slalemants made hereln on informdation and belie? ars believed
io be true, and further that these s*aiam@n&; e mae w:xh the kaow Hndgn thist wittful {atse statermends and ?}‘ ke a'e
purishable by fing or Imprisonment, or both, under 18 LS.C. 1001, and mey jsopardive the validity of the application o any
patent issuing thetean.
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Citizan of- U84

Inventar ta:

Signature: Ciizanof: UBA

T RGCONA) TOFTS) SHAThen REretn,

¥ M ane AT DER LA TR hwomma 13:‘ i mcedv‘sc T NS OF Fo 3 BaraR Ty T At % i fe
:an:f by i?ns JS'O*G o mmem &% 3;«?&»: &ﬂn, wnn".na-m by I8 grvermnd by 3% AT PR Y41 and 1,18 This eodpoton \ss ~ssamaw« o ks
winEE comphts, irnising gwt‘smg prEganng.. end subaiting Sw mmpialm agp.'acamﬂ S \c.. the WSRTO. Time w4 vy dap &mr*q bam tua X dm’m&
Rese, Any comrments on Se oot of e yau reouieg T whate §is form andler sgtEstons !b:‘ m‘u\wg this burdsr, stoull be e ﬂ\.
Offiose, 1.8, Palent snd Trageman Offioe, 115, Dopanment of Somrmemms, .0 Box 1450, Aoxanda, WA 2234314850, DO NJIT SEND & f\g 1: ‘&GLE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
13/086,165 04/13/2011 2611 943 098944-0130 (ML.O003USO01) 36 3
CONFIRMATION NO. 3599
48329 UPDATED FILING RECEIPT
FOLEY & LARDNER LLP
111 HUNTINGTON AVENUE LT R
26TH FLOOR 000000048558988

BOSTON, MA 02199-7610
Date Mailed: 07/05/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Michael Wetzer, Fayetteville, NY;
Thomas Theriault, Baldwinsville, NY;

Assignment For Published Patent Application
Monterey Group One, LLC

Power of Attorney: None

Domestic Priority data as claimed by applicant
This appln claims benefit of 61/474,942 04/13/2011
and claims benefit of 61/435,976 01/25/2011
and is a CIP of 12/465,331 05/13/2009
which claims benefit of 61/052,765 05/13/2008

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 04/22/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/086,165

Projected Publication Date: 10/13/2011
Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **
page 1 of 3
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Title

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING SECURE
INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND GENERATING ALERTS
RELATING TO SAME

Preliminary Class
375

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 13/086,165
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 82 N/A
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A 270 N/A
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A 110 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 36 minus 20= 16 26 = 416 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 3 minus 3 = 110 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 878 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR =
% Independent * Minus | *** = _ OR _
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/086,165 04/13/2011 Michael Wetzer 098944-0130 (ML0O003USO01)
CONFIRMATION NO. 3599
48329 PUBLICATION NOTICE
FOLEY & LARDNER LLP
111 HUNTINGTON AVENUE R AL MR
26TH FLOOR 000000050346905

BOSTON, MA 02199-7610

Title:METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING SECURE
INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND GENERATING ALERTS RELATING TO SAME

Publication No.US-2011-0252132-A1
Publication Date:10/13/201 1

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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BTOISB/81 (01-09)

Approved for use through 11/30/2011. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it displays a vatid OMB controt numbes.

(

POWER OF ATTORNEY
OR
REVOCATION OF POWER OF ATTORNEY
WITH A NEW POWER OF ATTORNEY
AND

GHANGE QOF CORRESPONDENCE ADDRESS

Application Number

13/086165

\

Filing Date

4/13/2011

First Named inventor

Michast Weizer

Title

METHODS, APPARATUS AND SYSTEMS

Art Unit

2173

Examiner Name

Kieu 3. Vu

Attornay Docket Number

098944-0130 (MLOOB3USO01)

I hereby revoke all previous powers of attorney given in the above-identified application.

L]

A Power of Attorney s submitted herewith.
OR

and Trademark Office connected therewith:
OR

L]

| hereby appoint Practitioner(s) associated with the following Customer
Number as my/our attorney(s) or agent(s) to prosecute the application
identified above, and to transact all business in the United States Patent

48329

| hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) to prosecute the application identified above, and
to transact all business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name

Registration Number

D The address associated with the above-mentioned Customer Number,

OR

The address associated with Customer Number:
OR

48329

Please recognize or change the correspondence address for the above-identified application to:

Firm or
individual Name

Address

City

! State !

7]

Country

Telephone

| Email |

{am the:

D Applicant/Inventor.
QR
Assignee of record of the entire interest. See 37 CFR 3.71.

Statement under 37 CFR 3.73(b) (Form PTO/SB/96) submitted herewith or filed on

S.IGL{A»TURE of Applicant or Assignee of Record R ‘\ i3 }
Signature Date 3 { & % y
Name e o Telephone | (315) BY9:4268 =V E o957

Title and Company CEO, Cyandia, Inc.

signature is required, see below”.

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s} are required. Submit multiple forms if more than one

forms are submitied.

D *Totat of

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This coflection is estimated fo take 3 minutes to complete,
including gathering, preparing, and submitting the complated application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information QOfficer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DQ NOT SEND FEES OR COMFLETED FORMS TO THIS
ADDRESS. S8END TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

Iif you need assistance in completing the form, call 1-800-PT0O-2198 and select option 2.

Page 111 of 370



PTOISB/96 {06-04)

Approved for use through 07/31/2006. OM8 0651-0031

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Ungder the Paperwork Reduction Act of 1995, nG persons are required 10 respond o a collection of information unless # displays a valid OMEB confrol number.

STATEMENT UNDER 37 CFR 3.73({b)

Applicant/Patent Owner: Wetzer et al.
Application No.: 13/086165 Fited: 4/13/2G11
Patent No.: Issue Date:
Docket Number: 098944-0130 (MLOOO3USO1)
METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING
Entitled: SECURE INFORMATION ViA MULTIPLE AUTHORIZED CHANNELS AND
GENERATING ALERTS RELATING TO SAME
CYANDIA, INC. Corporation
{Name of Assignee) (Type of Assignee, e.q., corparaticn, partnership, university,

government agancy, etc.)
states that it is:

1. X the assignee of the entire right, title, and interest; or

2. (] an assignee of less than the entire right, titfe, and interest
The extent (by percentage) of its cwnership interest is %

in the patent application/patent identified above by virlue of either:

A. [ An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in the
United States Patent and Trademark Office at ReeliFrame 027785/0866 or for which a copy thereof is attached.

OR
B.[1 A chain of fitle from the inventor(s), of the patent application/patent identified above, to the current assignee as shown below:
1. From:___ To:
The document was recorded in the United States Patent and Trademark Office at
Reel __, Frame ___, or for which a copy thereof is attached.
2. From:__ To:
The document was recorded in the United States Patent and Trademark Office at
Reel ___, Frame ___, or for which a copy thereof is attached.
3. From:___ To:
The document was recorded in the United States Patent and Trademark Office at
Reel __, Frame ___, or for which a copy thereof is attached.

[J Additional documents in the chain of title are listed on a supplemental sheet.

[ Copies of assignments or other documents in the chain of titte are attached.

INOTE: A separate copy (i.e., atrue copy of the original document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, if the assignment is to be recorded in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is guthorized to act on behalf of the assignee. .
- g ' sty »z“ o
T o N U’ w"% ——
rosees T———— !7 R "' ¥
Sngﬁéh&e ) Date
- TRTESE o538y
Michael Wetzer (315).679°4768
Printed or Typed Name Telephone Number

CEO, Cyandia, Inc.

Title

This coliection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This coflection is estimated to take 12 minutes to complets, including gathering,
preparing, and submitting the completed application form 10 the USPTO. Time will vary depending upon the individual case. Any comments on the amaunt of time you
require fo complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.8. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and sefect option 2

4831-8631-5023.1
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Electronic Acknowledgement Receipt

EFSID: 13128411
Application Number: 13086165
International Application Number:
Confirmation Number: 3599

Title of Invention:

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND
GENERATING ALERTS RELATING TO SAME

First Named Inventor/Applicant Name:

Michael Wetzer

Customer Number:

48329

Filer:

Joseph Teja/Susan DiNicola

Filer Authorized By:

Joseph Teja

Attorney Docket Number:

098944-0130 (MLOO03USO1)

Receipt Date: 28-JUN-2012
Filing Date: 13-APR-2011
Time Stamp: 12:18:10

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
D tD t File N . . .
Number ocument Lescription rie Mame Message Digest | Part/.zip| (ifappl.)
663912
1 Power of Attorney 098944-0130POA.pdf no 1
eec280b9a49dbcfdf7c3ecf010111ch6d29
6962
Warnings:

Information:
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546727
Assignee showing of ownership per37 | 098944-0130373BSTATEMENT.

2 CFR 3.73(b). odf no !
f4060aec051eddcb3c9b980a18a61986fc02)
1d48
Warnings:
Information:
Total Files Size (in bytes); 1210639

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPLO. g0V
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/086,165 04/13/2011 Michael Wetzer 098944-0130 (MLO0O003USO01)
CONFIRMATION NO. 3599
48329

POA ACCEPTANCE LETTER
FOLEY & LARDNER LLP

1 HONTINGTON AVENUE T
26TH FLOOR

BOSTON, MA 02199-7610
Date Mailed: 07/03/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/28/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/zabraha/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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control number.

PTO/SB/08 (09-06)

Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB

Substitute for form 1449/PTO I Complete if Known
INFORMATION DISCLOSURE Application Number 13/086165
STATEMENT BY APPLICANT Filing Date 4/13/2011
. . First Named Inventor Michael Wetzer
Date Submitted: August 9, 2013 b At Unit 5173
(use as many sheets as necessary) I Examiner Name Kieu D. VU
Shee\__| lof |6 | Attorney Docket Number 098944-0130 (MLOO03US01)
U.S. PATENT DOCUMENTS
Examin ) Document Number o ) Pages, Columns, Lines,
or Clte1 - T Publication Date Name of Eatentee or Applicant of Where Relevant
Initials™ No. Number-Kind Code” (if MM-DD-YYYY Cited Document Pass_ages or Relevant
known) Figures Appear
Al 2002/0116256-A1 08-22-2002 DE RAFAEL ET AL.
A2 2002/0122063-A1 09-05-2002 WEINBERG ET AL.
A3 2002/0152117-A1 10-17-2002 CRISTOFALO ET AL.
A4 2003/0018967-A1 01-23-2003 GORBATOV ET AL.
A5 2003/0018972-A1 01-23-2003 ARORA, JITESH
AB 2003/0035010-A1 02-20-2003 KODOSKY ET AL.
A7 2003/0058277-A1 03-27-2003 BOWMAN-AMUAH, MICHEL
K.
A8 2003/0084436-A1 05-01-2003 BERGER ET AL.
A9 2003/0184595-A1 10-02-2003 KODOSKY ET AL.
A10 2004/0003247-A1 01-01-2004 FRASER ET AL.
Al 2004/0015367-A1 01-22-2004 NICASTRO ET AL.
A12 2004/0025174-A1 02-05-2004 CERRATO, DEAN E.
A13 2004/0082345-A1 04-29-2004 LUECKHOFF, HERMANN
Al4 2004/0148184-A1 07-29-2004 SADIQ, WAQAR
A15 2005/0027676-A1 02-03-2005 EICHSTAEDT ET AL.
A18 2005/0086612-A1 04-21-2005 GETTMAN ET AL.
A17 2005/0114881-A1 05-26-2005 PHILYAW ET AL.
A18 2005/0137981-A1 06-23-2005 MAES, STEPHANE H.
A19 2005/0172018-A1 08-04-2005 DEVINE ET AL.
A20 2005/0203771-A1 09-15-2005 ACHAN, PRADEEP
PADMAKSHAN
A21 2005/0246415-A1 11-03-2005 BELFIORE ET AL.
A22 2005/0278741-A1 12-15-2005 ROBARTS ET AL.
A23 2006/0015818-A1 01-19-2006 CHAUDHRI ET AL.
A24 2006/0061580-A1 03-23-2006 FUJIWARA ET AL.
A25 2006/0271953-A1 11-30-2006 JACOBY ET AL.
A26 2006/0271959-A1 11-30-2006 JACOBY ET AL.
A27 20086/0271960-A1 11-30-2008 JACOBY ETAL.
A28 2006/0271961-A1 11-30-2006 JACOBY ET AL.
A29 20086/0271997-A1 11-30-2006 JACOBY ET AL.
A30 2006/0277469-A1 12-07-2006 CHAUDHRI ET AL.
A31 2006/0282312-A1 12-14-20086 CARLSON ET AL.
A32 2007/0018887-A1 01-25-2007 FEYEREISEN ET AL.
A33 2007/0083616-A1 04-12-2007 MADDEN, THOMAS
A34 2007/0083911-A1 04-12-2007 MADDEN ET AL.
A35 2007/0088952-A1 04-19-2007 HEWITT ET AL.
A36 2007/0101291-A1 05-03-2007 FORSTALL ET AL.
A37 2007/0101297-A1 05-03-2007 FORSTALL ET AL.
A38 2007/0101368-A1 05-03-2007 JACOBY ET AL.
Examiner Date
[Signature Considered ]

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP . if possible. and . The information is required to obtain or retain a
benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by . This collection is estimated to take 2 hours to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S.
Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

4824-6196-4821.1

If you need assistance in completing the form, call 1-800-PTO-9189 (1-800-786-9189) and select option 2.
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PTO/SB/08 (09-06)
Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB
control number.

Substitute for form 1449/PTO I Complete if Known
INFORMATION DISCLOSURE Application Number 13/086165
STATEMENT BY APPLICANT Filing Date 4/13/2011

. . First Named Inventor Michael Wetzer
Date Submitted: August 9, 2013 b At Unit 5173
(use as many sheets as necessary) I Examiner Name Kieu D. VU
Shee\_ | 2 lof |6 | Attorney Docket Number 098944-0130 (MLOO03US01)
U.S. PATENT DOCUMENTS
Examin Cite Document Number Publication Date Name of Patentee or Applicant of Pages, Columns, Lines,
ar N ' AMAM-DN-YYYY Cited Document \Whara Relevant
A39 2007/0101433-A1 05-03-2007 LOUCH ET AL.
A40 2007/0118813-A1 05-24-2007 FORSTALL ET AL.
Ad1 2007/0124663-A1 05-31-2007 FISCHER ET AL.
A42 2007/0130541-A1 06-07-2007 LOUCH ET AL.
A43 2007/0162850-A1 07-12-2007 ADLER ET AL.
Ad4 2007/0186103-A1 08-09-2007 RANDLE ET AL.
A45 2007/0189737-A1 08-16-2007 CHAUDHRI ET AL.
A46 2007/0192823-A1 08-16-2007 ANDERSEN ET AL.
A47 2007/0223462-A1 09-27-2007 HITE ET AL.
A48 2007/0266400-A1 11-15-2007 ROGERS ET AL.
A49 2008/0005798-A1 01-03-2008 ROSS, ALAN D.
A50 2008/0028338-A1 01-31-2008 KODOSKY ET AL.
A51 2008/0034309-A1 02-07-2008 LOUCH ET AL.
AB2 2008/0034314-A1 02-07-2008 LOUCH ET AL.
A53 2008/0066011-A1 03-13-2008 URRABAZO ET AL.
A54 2008/0104513-A1 05-01-2008 KROGH, JAN OLAF
AB5 2008/0111818-A1 05-15-2008 STAMBAUGH, THOMAS M.
A58 2008/0120327-A1 05-22-2008 BHAT, GURU
A57 2008/0126989-A1 05-29-2008 FLORES ETAL.
A58 2008/0129725-A1 06-05-2008 STAMBAUGH, THOMAS M.
AB59 2008/0134256-A1 06-05-2008 DACOSTA, BEHRAM
AB0 2008/0141170-A1 06-12-2008 KODOSKY ET AL.
AB1 2008/0141174-A1 06-12-2008 KODOSKY ET AL.
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[0022]

PIEAFEICED . SRl 25K 2 L OB TolS{EENTREEL S, 374bh .
F 2T F—F T FJVPFESL S5, ITED T —ZmEFTHILS .

[0023]

AFwZ1l, Z2RUF4, 5% TEX o777 F v PIPHELINT WA LW
Sl BR— kv g YEHY—SETTHEIZZEEES R L TE Y . (EHEEHRART
LTWnBEnWSZETHhL, Rl —toigryFHlYy—N3E, RUEEZ w3
A —NN3BOBR R TIOL SRR L TWAOT, Rl EEEZ2 EOfL
MAEZEETEARRE L 208 A7 777 LIRE. —BOES{LEETHWSI
AEECHIFIRL DL L FHEEAHGV A Z EAEEE T A,

[0024]

Pt —F 2% FEHTAFESL LT, SIP (session initiation protocol ) %
FERLZZO P AL EHGWAS ZESMETH L, Thbb, tyia yEHY—/3%S
I P77 — Ny LTRESE,. SIPOX vb—U FEEOFIETRIRY IS
Fmr &z s,

[0025]

T, X 2TV VT RIOTE RUZEIEEOIDICREGI STE
RAvt— %G, HR1 — R 2B o 7 F— 2 F v 2RO HIC INV 1
TEAv2—Y%2HNnE, STIPEHWVAEENL —r Y 2AFZRK 3 ITRT.

[0026]

H3r3li. %2 7hFy AN TERIIVCER Oz v 3 a VEBRY—/ %K
LT, 7P ZET35EOFTHL . MBITRT I —rr AUTBEWT  WHE1IDI
P7RLAH#2001:1234: :10, ByiaryBlHYy—1NADOIPTRLAHZ
001:678%9: :5060, 2viagryEHEHY—NBOIP7RLANP2001 : a
bed: : 3060 FR2Z2DIPTRLZHA 2001 :cdef: :10THa,
[0027]

BHARE By g YEE—BICIETOEWZID, NAT—REEHRLTEBES . &5
FKEt vl g YEEF—INOEZELEI. HFEOID ., NAT— K% HOoilEEEICRNT
B, Fir, wiiayEHY—RAL YL g EEY—NNBOEZ. TLSZHEDEF o
T F e AN ENALGRIERTD .

[0028]

FFT. AL, 2. REGISTERAvL—VEFHWT, vl g yEH—NE
DX 2 T Fv FIVOREL., KX, (S 1 PIZEHLL:) ZRioB8aE -ty &g VEHY
—NA, BEZHL T (RF+721) (H2OAF 271 ~6IZHHYETS) . 8.
Z DS DFMCOWTIERIC L DEBHICHHET S .
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[0029]

eyl HER 1A, IESEiEHOES (o TidssF ek o ) #SD
PIRFA—=FL LTHBLAINVITEA vy&2—3%  ER2NOERER: LT, 5
K1l eavvig BT —NARBDEF 7)) P F e RNEALUTEETS (A
FuT22), Byvicoa YEEHT—NAZ, INVITEXX ybk—2%twy g EH
—NNA . BREOEF 274 F v ANENL Ty Y g BT —NBIZEZETSE (A7
F23) .

[0030]

B, mR1IPLLSDINV ITE X vb—Y it Route-Security™~ v #FH& s, Ro
ute=Security™ v FHBFMENTWEEHE, FHOINVITEA v — 2 FELAEE
i%. Route-Security™~w# : [T RFLRAITRSINT VLT FL A0 o HEEEEE F TORER
PR o THLOTHLNPE I (HAIFIPs e clzhARBEES IR TnapE S
) dFavZ L X 2T LOTHIULEDRouteSecurity N ¥ 52 ZDZ KL T
A oyb—%WET S, I, BRETRES X 27400 DTHEPRE I PF v I %
HI L EEICIE, Route-Security\w 4 [AHD7 FL R EMFMLAX v =% %D
R Aicinnd 4, IBEA v =2l ZihvgE TS S/ Route-Security~~ wv 745 %
DEFAENTED. 2Tk Avb—UPbeX . THBRBRE AL TEXSI LD
ThEI bbb,

[0031]

g VEEY—NABIE WmARZIZ. IARZE Ly ia VEHY—IBREDEX 2T
P F e AN ENLTCINVITEA vy —8R(ETSL (AFy724) . %
B, vl oa VERY—NNARKL YL g VEHEY—NBICEBWT KR 2 OGRS
ST Wh, INVITEX vEe—V2FEFELER213. EBEHO8EHRZSDP
INFRA—FZELTEHEDIBEX v e—VF KR VT CRARETS (A7 725) . FL
T, FOREA 2=, INVITEX vybe—YERDL— R EEFOFEIED L
IR IICREES A (AT 726, 270 .

[0032]

D%, ZEHER (ACK) X v e—3VPER1 oK 2ICEESR (X772 8
~30) . ekl R 2 E ORI SGHEE (B2 I Ps e clZXaM{E) AEEE
kb,

[0033]

H3D2579 72 1IcBIFAREGISTERA v—Yni—4>r 203, A
IZRTENTH S,

[0034]

ZogE. £ BSEEH (IPs e c®) OFERFSUREGISTERA vk
—¥H WSy g EEY—INIZEETLE (RTFyT7211), By iasEM
t—isld . FOWEE LT SEERAOREHRZ SRS A v 2 — Y ERIGES (A7
w721 2) , BT, RIS, vyl VEEY —NBRERE IS A 00E AE
HEEPDREGISTERR vk—Y% vl g VEHY—RIZEETE (2579721
3) . wiaBFHY—ANEIOREE LT, RSy g VEEY—NEZREET S
7o BB IS R SIS A v b — VR ERICHEET S (AFy7214) . &
WIS, X 2 T LY e A L AR SGRESTTRES D
[0035]

FOWEIL, Ty W F T e AN EN LTRSS TEEEIND
72 BEMDREGI STERXA wt—Yy—r 2 22 L DEEIOBEMTHRE (A5
w215, 216),

[0036]

FREEFERRE. D, NRAU—FELZSULHHTL LWL | ZEEE (X, 50 95HE
=)y T v, T, BEEREEHOEE RO /DIZHW S A v -V ZERATHEH
(FERAE) a5 TL vy,
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[0037

Wiz, 27 ry vy Zrabal LTSI PEHWAESOAEBEOEE Oy 2% K]
S5ESHELCHATS.

[0038]

B log VEHF—INL, B (X =3 DIERDOOMEEITS S T P7axs
. SIPOZEEREZFTISIPLYARS, 1D, NAT7—F | L LJ|I8AEELH
W RBEROEE R TORM T 2 —i . 1 P s e cHEOBS{LBERITS mHOiESL
ELa—IlEFLTWA,

[0039]

Fir. BEKIZ, bX 2T F—FF o RN LETOBEFTOBEEE. INVITEX v
L=V DRFELPREGISTERX v =YD THFEFELS [ PIzEI A v -
EERITISIPERES. ID. 27 —F, LLISGFEEET ATy g 28H
P SOFEFFIT O E Y 2— . I Ps e c ZORESGRELIT I 720 OES{LE
2—ILEFLTWES,

[0040]

(7 74 757+ —LSEEH )

R . AR EHOWREIZEIT 2 7 7 4 77 — L EE R oOME 2>\ 58
5, W6 (a) iR ki, 2747 7r—NEEA (10) OETIRELHRA (
11) £ 77477 r=EEB (12) OB FIZHLERB (13) LWBEFITD
WEICBITL 7 7 A T — )L EERIE R A - DEERT S,

[0041]

He (a) OBRICEWT 774 77— NVEEA BEA, 774 77— EE
B. SARBOZ 23, BRLAERL . 2LEEC. X272 29 2 F e RV RY
X 2 TTF—FF e AN EEETLEELAELTIBY . Eadevi g VEEY—IN1 5
EXF LTI F) T M E D BERARETH L. DT, 774 77—V EEH
HOFMEZO>WT . B6 (a) ~H8F ML THHTZ,

[0042]

27w 1y E6 (a) lzBWwT ., 9. 774 77— 3EEA . HEA, 7747
A —VEEEB . SARBOE RS BI2ITGRLIGAT vy T 1 ~AF » 73 L RO — 7
CAFEFETTLHIECED, CwiayBHY N1 LD TR T T F
RN ERHIL . BEE TR L A2 2y s VERY N1 GIEETE, 2y a P
HYy—N1 5T, BiE 7T RLAFHBEEICHETS. B, 774 77— )LEE
A, Byl a L EHY—N1SELOBTRELTI 72 F e AR TEF
MWEZBEET L7 A4 37, FlRIE 7 v A 77—V EEOE R AN/ LS T52 8
PTES,

[0043]

ATy 72 T K6 (b)Y ISRTESIC. BERBA . WARBER g LEHEY
—IN1 SEDEX 27T PR R Bz g VB —INT B LKA
DX 2T F e AL EHWT ., SRAH U TERERERET L. 0
BERICE., 77 A T — VEERE I OELRERB DAy h O —Z1EH GEETLCI P
TRLVA. R—1F) L BS{LREAOSERFEENS. B, TrA T r—E
BAIZ, vz EHEY—IN] SpLOEERET L O RERENLIRT WA, R
7P ATTr = VEBEBL . Byl YEHY—N] SRLOMEELET LD ICEES
ZINTWAS,

[0044]

AF w3y iz, B7 (a) iond X oo, EREREZELLERAL. BB
Foy P 7= FHRCESEIHw SR MEREAL v g VEHY N1 BREIRF v &
g VEMY—N1 5277 T — IV EEBARNDLX 2T e LR N
TI77AT 72— NEBALKETL. 77477 r—AEEALL. FOREGSEHEA
T2 E,OHTEITV. FETLEEICEARBLIOBEEZIITTL L S CERERTS
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. ot iG-S TR AN B EEET LIRSS, byl a VEBRY—N15%00
THARAMSGEINS, B, fiHGEFEHELLWEEIE. 7714772 —LEBAD
EEEEIIITHT . HiHGaEEEL T WEDIRE S ERAIE SIS,

[0045]

ZFw 74 7 (b)) T X9, WAl . SR B S OERER 2520 AL
BEERITERZALES Yy a YEHEY—N1 524 L THERBIZHEET L. ZOE.
WARABRDA y N7 — 7 {EHE MR A ERBICEL S,

[0046]

ek BETHUL, WERBOENCEWTL 77 T — N EEBICHT AEERA
PHOBEITERITS . BRIl WMRAS T v Py — VB AOERIT D
WEEFROFET., BERZAICBEICEINLHRADS v P 7 — 2 FRICETE | HE
B 7 v A 7o —VEBEBICH L THlldGH2iRE75. FLT. 774 77— 3
EBOREDHIL AT Th b EREDBIEREGT 5.

[0047]

HABRTZ 74 77— EEBICHlMr 2R ETH I LI T, mARABP T 74
T — I EEBICHEGEERETLEIEICED . 74 T — IV EERBDEELIT
FZELTEL,

[0048]

AT w75y HENT. BBITRT LIz, AWIZE L/ BEmETHWT . HRA L M
KBEORETEX 2 7%P 2P (E7V—E7) Fv 3JLEHET L BELERT L. 8
EPUI LB E&I2iE. A7y 73 RABICLT. SRBSHEmS 2 774 77—
FEERBICHEETAZI LN 77 A Ty — A EEBDOERERITTICEL . SERAMLOE
{EZ2EETLIRRECT S,

[0049]

(32— 2 ERE)

Tz, ST PERWCEED 7 74 77 a — N EEHIEL — 7 > 2D B OWT R
B3 2, DIT. X 273730 o7 F v 3 N0HEFHCTHE 24750 (B&kf1 . X
6 (a) ~H8FHWTHIALZFICHNTS) k. R 774 77— NEERITL
F 2T F—F I+ FINEMILL . FOF AN ERHCNTC T 74 777 —JLEIHIZT 5 H (
BARE 2 ) (2T IHERT S
[0050]

[EfE ]

BRI L D — 7 AEFOIRT . £9°. RBA. uioa VEHY N1 5%
LTHEmEREZEDINVITEX v 2—Y2HRAICEETS (RF 74 1), S
CIERA, 7 AT —ERERHHGTEEUME SSAGE® vy ioa UEHY
—N15&2G LT T A7 r—NVEEAIZRETSE (RTFw742) .,

[0051]

TrA T —VEBEAL . BARASLSOYEHMGEEEIT ANLEE . F0H
Wit > CEREFTV., Tyl a YEFEV—NN1 524 L THEZAIRE (200
OK) *HRAIDGEYT (RFv7°43) , #RARELZELINEAIZ. INVIT
EXvwvt— (A7 74 1) NOEEE LT, BRZAIEY . vyl g EHEY—S
152 LTHARBIZEEL (A5y 774 4) | #RBlE, ACK (JBEFIZT) %,
Yoyl YEEY N1 SENLTHRACEET S (AFy745) , FEAFIEICE
ST, BWEALERBEDCX 2.7 F—FF4 MHPHELINE (RFv746) .
[0052]

FEEDINV I TE X vi2—UZi5, £F 0 7T F —F F v RIVIBEED/-H OFEFRIZ N
Z.#EE7ara (tecp, udp) | BET (HEB) D7 FL A, BETE—k
g Ehg, . BERR ARSI v o7 F—F Fu RNFEEDI OB
b, T/, MESSAGEE, 774 77— a2 ERT 2EHE LT
IBETO R, RETT LA RETH— . FET EERAY TRLAL ZERT
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F—b. VP ZAPPEEPETRTRE. KT 7 ay (. IES) F0EHS e
1. MESSAGE*HWHlEGso—EZE 1 0IoRd . Zhid. MESSAGE
Obodyific., XMLEHAWIHaxEdbL/aATHY, 2001 :1234::10
h, 2001:5678: : 20Dt cp—80MNE(E (httpBEBE) 28HURT
TRIODHEETTLOTHS.,

[0053]

Bkl 1l oFEicInid, 7 7 F e 77502 HGW50T, (ElcT7»4 77
F —VEBEHIMSERETH B L WO REEE TS,

[0054]

BARF 2 ]

iz, BRI Z—r 221 1R d, 9.0 mRBA ., v i g WEEY—N
15%4L . EEERFEL INVITEA v —Y%2HRAICEETEL (AFy 75 1
V. W, BERAW . T A T — N EEBANOESEREFEDINVITEA v —
Vh kvl g EFHY—N1ISENLTTI AT NVEBAEETS (AT 7
52) .78, 207 rA 7T —VERERIE. MEAL T AT — A EEARD
Fe o R E LT AT DI PE R &,

[0055]

T AT —VEEAL ., BHARAPLOEREREZZIIANLAEEIC, vyl a E
HY—/N1 5% L. SRS AR REERAIDEE TS (RFv7°53) , BERAMBAC
KE77A77r—IREAICGETZEIZED (AF»754) | WRAX 77477y
—NEFEARTEX 27 F— 3 F v ANPEILIN5,

[0056]

FLT. BRAG 7 7 A 77—l sE FEEF—FFr AN ERHWT 774 77
F—IVEBEAICEERETS (AFvy 7’55, 774 77— IVEEALL. SRAPS
DUEHMG R 2T AN B ESICE. FORfara oo TRERITW. HIHZ A
PR AITET, BIEZACEEZZELIERAZ., INVITEAy—¥ (AFv 7
51) NOEEELT. BRZAGEY . ol aEFlyr—N1 5% L CHRBITE
BL (AFv7'56) . WEKBIZ., ACK GBEEHEYF) #via »EHY—IN15
AL THARARET S (AFv7°57) .

[0057]

FHEOFIEIZ L -7, BRALBERBREOLX » 7F— 9 F 5 FILHPFEL SN E (25
w75 8) .,

[0058]

FEDINVITEAyE—3 (AF vy 75 1) 3. BEELECBH2INVITE
Awl—Y s FROFERSE IR, £/, 774 7 —lilile e SR 2 EMT
BB ERERTH S,

[0059]

Bikf| 2oz k. F—FFr AN EHGTEREZERE 774 77 —VEE
AIGEET 2 Z gD T, FEOBRONHGaFIRL 2 LB EEL 4D . 77 A
T g —IVSEORICE U /-GS 2 RICED A ETE D,

[0060]

(EzROOFER. BIE)

Iz, RBHD 7 7 4 777 o —LEFHIHBREE S F o8 2 O OER = #$iEICOWTER
392, BI1 2{c. WAE2 0OEEET T v 7RZRT . WAZ2 013, 22— LTy —
ERAERRET 20T T A —L a2 1 (BT PEFE7T)r—vay) &
XTI v gy (BX TNy F e ANB LI F— 2O
{2) 2T TA00OEX 277 B2 2L BR2005BT 54y 7 —
2T 7 A T —IVEE GBEMHT L OMEDTOICHIESELEE LA 7 74 Ty —
JVEEE ) OEWMERBALL 72 7 A 77— F—FNR—R23-32FLTWE, 242 &
X2 TP R 2 21k, T e A T — BT ABIERCEERT S 22
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DT A Ty —EEBEEE 2 2128 LTWwE, 77U r—2a i5i2 1iZAP 1
FRGWT X272 PBEESE 2 20082 IS, 8. H120%x% 273
Z SRR 2 213 SR LA S I PHEEERT. SUEEE Y o —b . IS ES 2 —
NEEATWAS, B2 X277 F U 7EBEETZ 213, 774 77 r — L EERE
EHFrESEBRERTIBEICBITE . F—FF v AN ERAVBELTOBEELELT
WAELDET A,

[0061]

FEOEER 2 O DRBERESII 72 S I A I N FERHINALTH L. 40 s
LSRRI EIBRE TEHEA L 7 MBI 20 U o — P HIIFTTE L2 707 Z L THIUL
< 5. 1 208 2—ERICIBES AL LOTII AV, BAR20iE. CPU, A
LY. NN—FRF s A7 (IEEE) . v N7V BEEESEFED ML PCEN
YEa—F TRANBEETHD . YBOL Ca—FHC R TOrSLAERA VA R—
NG5 2 L2 DAREMOBREOEROBELERNT A EHTES, WR2037F 4%
ZIVHREFTL L,

[0062]

iz, H1 3z drvn—Fr—hE2SRLUOERZ OOEHELSATA, 22T, W
K2 0B 2MEFIRL. EEREOBEEHTEOBEEOESG LN G, FES . 8E
PR T AIDICBEL T 7 A T — VEEFHOFEE ICHETE 20T, M13T
. CAAEFEGHIITHRL TS, /2. B 33, BfFl20EBscH
495, M1 3o7a—Fv—MIRTHIEIZBWT, wvia YERY—N 7747
o —VEEE . RUSBEMAT EOMEITex 27 ) AR 2 2Ic L NEHRE R
LI, T ATy —VEEEDHENITEIC 7 v A T —HIELEEE 2 2 1 A HW A
nTw3,

[0063]

H13o7o—Fr—HeBwWT., £9°. K2 0, @BEHFrLoEEERE & v
g UERY—INPLREETRE (RF v 76 1), SBEEREZI/EARZ2 0. 77 A
T — T —FR—A 2 3p5HIHORRE LT A T —IVEEDOZFITIEGL
(RAFwv762) . FDOT7 A 77— NEEIINTLERERE v g VEEY—N
X LTRETS (RF 976 3) . COERERICESE HE207 74 772 —
JVEBERITOF 5 AIVPHEL SHUCE. SR 2 0l BIEHETF L OBEHFT 2 KD A6
WEE T AT r—VEEILGRETSE (AFvy764d) 0T, 7747 7xr—N04
BOLBEIHE TS ZETA (RFvT65) , 20k, WR20L 77477+ —ib
EE-DT—FF 3N TELOETE, F2LT. BEMFE,LOBEER (A7
w76 1) BEMELLIEERTIEES . Ly iog VEEY—NENHLUTEBEMTICOEE
FTE5 (ATv766), ZHUZEY . BEHFLE LR 7 F—2Fr AT AL TERS
L. EBEDEIEPEBING (AFv 76 7).

[0064]

SEBIEHELOBEMMISNLE L (AFyT768) | via bEHY—NE24LT.
HEZ 74 77 —VEEANERERZIRETE (RFv 7769 . 774 77— 5
BEOERDPET L72R. 8. AF v 764z BWT—HEE L BEHFE L O
“Fral” EE . GBIE R BERTAILERDAHMGEE 7 A Ty — L EE
L TRETSE (RFv770), 7274770 —NVEEFSUNERERT 2B, R
200 38HsE THEE2 774 77—V EREFLZEL (A7 77 1) | NE#T$
BRA{AFTw7rT2), Zakiz, BEHFLrOBESRTLLCERZZ 74 77—
EBOFETTICRT LD, X2 U5 OnEEHLI L HTES,

[0065]

(774 Tv7 o —NSEFEBDB . BIE)

e, 74 T — IV EEOER L EHECOWTEET A, 14, ATy
—NEEIODBRE T Ry PREFRT. 77 AT = EEIOIE. T AT — I
FRDIMBEIT S5 728D T 7 A T —VEE3 1. X 277U o BEEEES 2.
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FA o OiiliHlie £ ZIT AN 2 PESLOPELIT I BICSIET L 7 — 7 28 L 75
TR 7F—FN—2A34%FLTWE, o, 77477 —&E3 113 %27
FU RS 20 6 ofllillm e FZEL L il E T EEITTALODAP 1
332FLTWE, WEDBESEFAKIC. X770 7R3 213, R5 IR
L7zS 1 PHEBERE. SRaEEs = — b BS{LES 2 — N E &R, XTI 77+
P AIFERE, X TP e AN L TOTF— Y EZESOEREE L T 5,
F/z. X 2T EEEEE S 213, R EEREEET BB TE . F—F
Fr RN ERAWGEEEATOBEELEL WAL LT A, Hiz, X277 Y7
RERESE 3 215, #IHEF I ESE F— ¥ N— 23 4 %S THEG S 2T AL PEPLD
HEZITIEEEZEL TS,
[ 0066 ]

LRDT7 A T+ EE 3 OOFEREIIT7T O/ FLICL DERESNLZLOTHS
. HE TS T AIEREROERE TR LM FIEY 2 C o — Y HCETIYE T
QS ATHIUT IS . B1 4. M5OFES 2 —IH#ERICIBEIN LTS W, 77
A7y —NEE30E, CPU, XY N—FRFz2 27 (LEEE) . v hU—2
EEREFT ST U — Y EERRFETHD . oo —2EH LR
7T 7LEFA LA D—ILT B EICE DREHEDIBED T 7 A T+ — I EEDEREE
EHT B ENTEL,

[0067 ]

FHHEFIEGE T —F N—A 3 4ONEMZHE 1 51w . B BRI FTiE. 774
Trrx—I R L CHEGS R IEET A ¥ (HR) Blio. Foa—YirsnER
PEZFIharE,r {(al lowFlideny ) | HEROILEYD L STHNETH
USRI AND . ZRTTF—IPEAINTWE, FIZIE. fdTHr—Fa@aaa
CcomiCH LT, £TOMEGE R Al LRl b@aaa. comiZHlL
Tk, httplcBIT24aGaOAEFIdTAZ %Rl . c@aaa. comiZil
Tk, £ TofEGaEEHEE T2 LE2RL, d@aaa. comiZLTiE. http
BT A2 e nAFEETAILERY . $/2. e@aaa. comiZHLTiE. e@a
aa. comZPEETLHs s hilifg (tcpdh—h: 22%) THI., BEMEFEZHED
TR T AH I EEmRT ., 70 FEOHEEHTFRANOMEEETL LUIFFTT23EL
HHETHA.

[0068]

Tz, Bl etz dr7a—Fy— 2L TT7 74 77 —IVEE 3 0 OBEEHEH

T4, . B 6lomdiilid, BEA20EICHETS.
[0069]

7. HHEHEIT ORI S . By g YEHEY—SNENLTERERERETS (X7
w8 1), COBRERICEDE . HERET A T —EEIOBTOF—FF
FIBTELIN/ . SRP S 7 74 77 — N EEHHGEEZETE (A7Fy 782
V. B ERERPZELLCBIC. ERERPRGLIUERD SOEREITFET LIS
POADREZIT VY., Bd FE LT WSS, TOFDIRERHERIGRE TS LS50
Ta L,

[0070]

TrA T —NFES Ol FHIETIIES F— 2 — A3 4 WL | Toflidas
PRV AEPEHEHET S (A7 v 7°83) . HAT LS. flHGSIcESETEL
T (RFv 784 | T THEZlllagsA ETomRicEETL (R7y 7’85
). EESRRETTOEETIERICL . AF vy 78 1 ~AF w78 5 ¥ [FiROMNE FJESET S
A, L BREITORETIMNEIL . HARBOBETIEG T ARERIT I T S

[0071]
(vl g EE—INTOHES)
ST, 7747 7a—NEERM]L SOL 5 R IER T —FN— 23 4 2{{i .
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R SOOI BIATENREERIT I I LICA T, vyl g VEHY NS FD
ol ) —HIEBREEE W T, SRRl B OTEER T > T L L,

[0072]

ZOEE. By boa VR —NIE. B TSR T A AT — s R— 2% L h,. FL
Tyl VEET— N BHEEROEERPL . T 7 A T —ILEEFR ORG-S
(B 1 oi5E) L LEERER (BEf&F2oBE) 22X 737U 79 v 4
WENHFLTETR 7252 Bl 7TOF—9 -2 L THREOBESETTIEE D
Y2472 . 2oh. HiHlae RUERERIL . Bk - HESROANEEL L DL
15,

[00731]

H1 7R TETlI. thsstka®aaa. comii. EElkb@aaa. com
Ec@aaa. comPLDTILADNAEFFETLEI LR, b@aaa. comld
.¥Y@aaa. comkz@aaa. combliFMpALDT 2L ATHNERETL L%
RLTWA,

[0074]

A2 g UEHY—INTEFIEGORIES L IRNUL . 7 A T — L EEAH
L L <IEEHRERGELNA Z < filllasd L <IZESERTAE LRIz,
AR R L TIEEFEIN S, vy g YEIEY — N TERETTOREDS 2 Shuiud .
A T =BT, M1 5D F—FR—AFHEL L DENTRES TS A
Zrizicd,

[0075])

Fi. T AT —IBERDT A T — I EBEPLEBRINTWAES, BR
DT FAT TN F—FN—RA2 3 TIERD T A T —NEECHIET S 100
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SYSTEM AND METHOD TO MANAGE THE DISTRIBUTION OF SERVICES
SOFTWARE IN A DISTRIBUTED NETWORK

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] The present application is a continuation-in-part
of U.S. Patent BApplication 10/350,164, filed 23 January
2003, for “System And Method For Composing, Configuring,
Deploying, And Managing Services Using A Graphical User

(4

Interface,” which is hereby incorporated by reference, and

claims the benefit of the filing date thereof.

[0002] This application also shares at least some common
text and figures with, but 1is otherwise unrelated to,
commonly assigned U.S. Patent 2Applications 10/407,8%6 for
“System And Method For Providing A Plug—-And-Play
Architecture For Integrating Infrastructure Services With
Business Service Implementations,’” 10/407,849 for “System
And Method For Automated Code Generation Using Language
Neutral Software Code,” and 10/407,812 for ™“System And
Method For Customizing Infrastructure Services For Use In
Network Services,” all filed concurrently herewith, and

which are hereby incorporated by reference.
TECHMICAL FIEILD OF THE INVENTIOWN

[0003] The present invention is directed, in general, to

data processing system services management.
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BACKGROUND OF THE INVENTION

[0004] In the area of conventional business service
development, there are, in general, three major roles, each

role having specific tools to address its needs.

[0005] Application architects are primarily concerned
with defining the contracts of the business services to
meet the business reguirements. An application contract
consists of one or more interface definitions, reflecting
the right level of interface granularity and service
behavior such as operations exposed and their inputs and

outputs.

[0006] An important aspect of the architect’s task here
is to ensure that existing interface types are reused so
that multiple interface types and messages are not

reinvented to fulfill similar reguirements.

[0007] Once the correct interfaces have been defined,
the application developers are ready %to implement those
interfaces. This often involves writing code that
implements business logic. The developers also have to be

able to unit test the code that they have just written.

[0008] Finally, once the code has been developed, it can
be given to the system administrators for configuration,
deployment and management. They can then configure the
runtime execution environment for the newly developed
service and deploy the application. Once deployed, the
application can then be managed through the means available

in the environment.
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[0009] In the conventional development model, the
applications are developed from scratch. This allows the
users to perform top-down design and leverage the full
capabilities of the available technologies since no baggage

needs to be carried from the past.

[0010] Currently, there are 5 major phases of the
lifecycle of the business services. In the model phase,
the application architects design the interfaces for the
business services to be developed. Once the interfaces
have been designed, the business logic is developed by the
developers of the system. The system architects then

configure the runtime for the Dbusiness service and the

administrators then deploy and manage the business
services.

[0011] In many cases, the Dbusiness services already
exist but are not manageable. These services may be either

3rd party off-the-shelf {(COTS) applications or custom

applications developed in-house or by system integrators.

[0012] This style of development is bottom—up
development where the interfaces are actually constructed
based on existing applications. The architects first use
introspection to reverse engineer metadata from the
existing applications. These applications may exist in one
of many supported technologies such as Java classes, CORBA,

EJB’s, existing web services or COTS packages such as SAP

or Siebel. Introspection would result in one-to-one
interface generation. However, in real world, these
interfaces may need to be refactored. Refactoring involves

either suppressing some of the operation in an interface,
creating brand new ones, combining two or more interfaces

- 3 -
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{contract aggregation) or splitting a contract into two or

more contracts (contract dissemination).

[0013] It should be noted that the existing applications
could also be web services. The process should however be
no different than that for 3rd party COTS or custom

applications supporting a particular technology.

[0014] Business logic generally does not <change in
nature. However, the underlying technologies are changing
very rapidly. For example, there are a number of new

standards that are Dbeing developed to address wvarious
aspects of distributed business services. Many standards

do not have any sort of industry consensus and many areas

have competing standards. However, the applications have
to be developed today. Typically, the business services
are written to provide all the other necessary
functionality, such as security and others (application

infrastructure services) that do not actually contribute to
the business behavior itself. As the standards and
technologies for these other services (application
infrastructure services) evolve, the business services have
to be modified and enhanced in order to take advantage of
them. Furthermore, in the current state of the art, the
configuration and deployment of these services is specific
to a particular underlying environment and the underlying

products.

[0015] There 1is, therefore, a need in the art for an
improved system and method for distributing updated,

modified, and enhanced services in a distributed network.
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SUMMARY OF THE INVENTION

[0016] To address the above-discussed deficiencies of
the prior art, and to provide generally improved systems
and methods, it 1is a primary object of the present
invention to provide an improved system and method for
business services development and management 1in a data

processing system and data processing system network.

[0017] The preferred embodiment provides a system and
method for composing, configuring, deploying, and managing
services in a data processing system and data processing
system network. This system provides deployment domains to
define a logical set of business services that have similar
requirements for an application infrastructure. A
deployment domain 1is created, and a Jgraphical user
interface allows a user to compose, configure, deploy, and
manage services within the deployment domain and associated
hosts using a drag-and-drop interface. A system and method
for distributing and updating services software in the
network and configuring heterogeneous underlying web

services hosting platforms is claimed.

[0018] The foregoing has outlined rather broadly the
features and technical advantages of the present invention
so that those skilled in the art may better understand the
detailed description of the invention that follows.
Additional features and advantages of the invention will be
described hereinafter that form the subject of the claims
of the invention. Those skilled in the art will appreciate
that they may readily use the conception and the specific
embodiment disclosed as a basis for modifying or designing
other structures for carrying out the same purposes of the

_5_
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present invention. Those skilled in the art will also
realize that such equivalent constructions do not depart
from the spirit and scope of the invention in its broadest

form.

[0019] Before undertaking the DETAILED DESCRIPTION OF
THE INVENTION below, it may be advantageous to set forth
definitions of certain words or phrases used throughout
this patent document: the terms “include” and “comprise,”
as well as derivatives thereof, mean inclusion without
limitation; the term “or” is inclusive, meaning and/or; the
phrases Massociated with” and “associated therewith,” as
well as derivatives thereof, may mean to include, be
included within, interconnect with, contain, be contained
within, connect to or with, couple to or with, be
communicable with, cooperate with, interleave, Jjuxtapose,
be proximate to, be bound to or with, have, have a property
of, or the 1like; and the term “controller” means any
device, system or part therecf that controls at least one
operation, whether such a device is implemented in
hardware, firmware, software or some combination o©of at
least two of the same. It should be noted that the
functionality associated with any particular controller may
be centralized or distributed, whether locally or remotely.
Definitions for certain words and phrases are provided
throughout this patent document, and those of ordinary
skill din the art will wunderstand that such definitions
apply in many, if not most, instances to prior as well as

future uses of such defined words and phrases.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0020] For a more complete understanding of the present
invention, and the advantages thereof, reference 1is now
made to the following descriptions taken in conjunction
with the accompanying drawings, whierein 1like numbers

designate like objects, and in which:

[0021] FIGURE 1 depicts a block diagram of the
relationships between service layers 1in accordance with a

preferred embodiment of the present invention;

[0022] FIGURE 2 depicts a block diagram vrelating a
development and deployment lifecycle with data objects and
service objects in accordance with a preferred embodiment

of the present invention:;

[0023] FIGURE 3 depicts a block diagram of a zruntime
environment in accordance with a preferred embodiment of

the present invention;

[0024] FIGURE 4 illustrates a federated metadata storage
and access system in accordance with a preferred embodiment

of the present invention;

[0025] FIGCURE 5 depicts a virtual composition
environment in accordance with a preferred embodiment of

the present invention;

[002&] FIGURE & depicts a block diagram of a wvirtual
container accordance with a preferred embodiment of the

present invention;
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[0027] FIGURE
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[0028] FIGURE
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DETAILED DESCRIPTION OF THE INVENTION

[0029] FIGURES 1 through 8, discussed below, and the
various embodiments used to describe the principles of the
present invention in this patent document are by way of
illustration only and should not be construed in any way to
limit the scope of the invention. Those skilled in the art
will understand that the ©principles of the present
invention may be implemented 1in any suitably arranged
device. The numerous innovative teachings of the present
application will be described with particular reference to

the presently preferred embodiment.

[0030] Definitions: Following are short definitions of
the usual meanings of some of the technical terms which are
used in the present application. (However, those of
ordinary skill will recognize whether the context regquires
a different meaning.) Additional definitions can be found

in the standard technical dictionaries and journals.

[0031] Business Service Contract - A business service
contract describes the business service
exposed. This normally contains information

such as operations provided by the service,

their inputs and outputs.

[0032] Business Service Implementation - A business
service implementation is the software code
required strictly to implement the above
mentioned business Dbehavior. This does not
include other capabilities such as providing

security or managing transactions.
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[0033] Application Infrastructure Services - Application
Infrastructure Services are all those services
that themselves do not <contribute to the
business behavior, however they are necessary

5 for the correct operation of the business
sexvice. These services can be added, removed
or replaced without <c¢hanging +the Dbusiness

behavior of the business service.

[0034] Virtual Container - A virtual container couples a

10 business service implementation with one or
more application infrastructure services and

provides the definition for a complete business

service. This definition exists in metadata

and contains all the metadata that customizes

15 the specific usage of application
infrastructure services inside the said wvirtual

container.

[0035] Physical Business Service - 2 physical business
service 1is the platform specific programming

20 code that can be generated according to the
previously discussed definition of the virtual

container. This code can then be compiled and

deployed in the underlying platform specific

manner.

25 [003&] Web Services will soon be providing complex and
mission critical services to business partners and internal
customers by providing a viable alternative to most

application integration scenarios.
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[0037] The disclosed embodiments provide a system and
method for composing, configuring, deploying, and managing
services in a data processing system and data processing
system network. This system provides deployment domains to
define a logical set of business services that have similar
requirements for an application infrastructure. A
deployment domain is created, and a graphical user
interface allows a user to compose, configure, deploy, and
manage services within the deployment domain and associated
hosts using a drag-and-drop interface. A system and method
for distributing and updating services software in the
network and configuring heterogeneous underlying web

services hosting platforms is claimed.

[0038] The metadata is managed by a federated metamodel
system. A visual composition environment allows
composition o©f a virtual container that <couples the
business service implementation in question with the
application 1level infrastructure services that it needs.
The code generators can then generate platform specific
code for the virtual container. All this can be packaged
for easy shipment. The packaged business services can then
be easily deployed on any of the machines available to the

system.

[0039] The disclosed embodiments include a method and
system for describing the underlying application services
infrastructure, a virtual execution environment for
business services implementations and a system to integrate
the two in a loosely coupled way through metadata so that

the two can evolve independently and still stay compatible.
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[0040] In the preferred embodiment, a deployment domain
is created, and a graphical user interface allows a user to
compose, configure, deploy, and manage services within the
deployment domain and associated hosts wusing a drag—-and-

drop interface.

[0041] Furthermore, once the metadata has been defined,
it becomes very easy to provide user interface based tools
that allow construction of a business service by visually
composing an execution environment for the already-built
business service implementation. The implementation itself
does not know about the kind of the environment in which it
will be deployed. Because of this, the implementation can
be deployed in execution environments that provide wvastly

different quality of service.

[0042] The preferred embodiment includes the following
features:
[0043] The ability to build business service

implementations without any knowledge of the underlying

infrastructure environment.

[0044] The ability to describe a deployment environment
without any knowledge of what kind of business services

will be deployed in it.

[0045] The ability to enhance an infrastructure

environment by providing custom application infrastructure

services. These services, by implementing abstract

interfaces, can be plugged into any supported

infrastructure environment. These application

infrastructure services provide discrete non-business
._.12_
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related services and do not make any assumptions about who

is going to use them and how will they be used.

[0046] The ability to construct a virtual container,
once the business service implementations have been
developed, that integrates them with preexisting

infrastructure services and allows for better management.

[0047] The ability to describe various components and
provide plug-and-play development and deployment using a

metadata foundation.

[0048] Figure 1 illustrates these objectives further. A
management framework 120 hides the underlying application
server environment 140 from the business service
implementation 110 and augments the underlying environment
by providing the ability to add and integrate application
infrastructure services. Further, an implementation
framework 130 can be provided that even provides
implementation services 150 such as a database management

system.

[0049] The preferred embodiment provides a platform that
provides a level of abstraction, much higher than the one
that is provided by application servers and other web
services platforms currently available. This platform
brings the development, configuration, deployment and

management capabilities to the business services.

[0050] The lifecycle shown in Figure 2 relates to either
doing new development or introspecting existing application
for the purpose of converting them into managed business
services. As described above, the lifecycle includes the

model or introspection phase 205, in which the application
_13_
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architects design the interfaces for the business services
to be developed or introspect an existing service. In the
case of new development, once the interfaces have been
designed, the skeleton of business service implementation
can be generated and then developed by the developers. In
case of existing service, once the existing service has
been introspected, a gateway implementation can be
automatically generated 210. The system architects then
configure 215 the runtime for the Dbusiness service.
Finally, the administrators then deploy 220 and manage 225

the business services.

[0051] One disclosed feature of the preferred embodiment
is a federated meta-model 230 that stores and provides
access to the metadata describing the business services
themselves and their infrastructure. This metadata
describes the interface of the business service itself, the
metadata about those infrastructure services, and the
metadata about the vwvirtual container that couples a
business service implementation with one or more
infrastructure services along with their uniquely

customized properties.

[0052] The preferred embodiment is designed to expose a
level of abstraction higher than those provided by industry
standards 240. The standards and technologies in the web
services area are changing very rapidly. As a result, the
business services that leverage those standards run the
risk of Dbecoming outdated very quickly. The preferred
embodiment exposes a higher 1level intexrface that can be
generated by the metadata itself. This results in more

stable and longer-lasting applications.

- 14 -

Page 178 of 370



WO 2004/066105 PCT/US2004/001980

[0053] The preferred embodiment provides the horizontal
platform that can be used to build the wvertical solutions
that are more specific to industries in the form of
industry specific templates 250. These solutions do not
have to be complete themselves. In fact, most likely these
solutions will be partial solutions designed to be extended

for particular business problems.

[0054] Once the business services have been created,
they can be orchestrated 260 using business service
orchestration tools. These orchestrations themselves can
be manifested as web services, thus forming a recursive

relationship.

[0055] Figure 3 describes the runtime environment for
which the business services are configured and in which
they are deployed. This architecture is described here at
the logical level and can have one or more physical
manifestations, in accordance with the disclosed or claimed

embodiments.

[0056] A deployment domain 300 1is a mechanism for
partitioning a large IT environment into smaller logical
clusters of machines and applications so that these
different clusters can be configured differently from each
other. In this case, these deployment domains serve to

logically separate environments with different requirements

domain. For example, there may be a deployment domain
called internal applications. This domain may be
configured with a specific security sexrvice. Another

domain may be for business partners and may be configured
with a different kind of security service. Additionally,
this domain may alsc be configured with a management

- 15 -
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service, e.g., to bill the users for usage of the business
service. The deployment domain serves to define the scope
of the infrastructure services that it is composed of and

the business services that are deployed in it.

[0057] The deployment domain defines the logical
boundaries and scope of the infrastructure and business
services within it. It is a logical partition of a large
computing environment which consists of many physical
machines. The metadata data related to the deployment

domain defines that logical partition.

[0058] One or more physical machines can be configured
for a deployment domain and one or more application
infrastructure services can be made part of the fabric that
is a deployment domain. Each server machine, called a
host, that is configured to participate 1in one or more

deployment domains will contain a core software service.

[0059] The metadata that describes a host can include
such items as host name, host’s IP address, the core

directory path on the host for the application, etc.

[0060] Since there is a many-to-many relationship
between the hosts and deployment domains, a list of hosts
can exist independently of the deployment domains. When a
host is configured for a deployment domain, it has to be
able to run all of the business services deployed in that
domain. The application infrastructure services do not
have to run on the host because they can themselves be

remote.

[00611] An application infrastructure service 1is defined

as a service that provides a discrete non-business level
- 16 -
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service. Some examples of infrastructure services are
security services, transaction services, service

monitoring, load balancing, fault tolerance, and messaging

service. An infrastructure may also provide some other
services such as reliable delivery or asynchronous
messaging. These services can also be much higher level;

services such as accounting & billing services, service
level agreement management services and user profile

management services.

[00582] The Dbest way to characterize an application
infrastructure service or differentiate it from a business
service 1is that business service in itself performs a
business function, such as procurement or a human resource
system. In contrast, an infrastructure service provides
secondary functionality that is not part of the business

functions itself.

[0063] The metadata of an infrastructure service
consists of ©property sheets with each property sheet
containing one or more related properties. For example, a
security service may contain five sheets for general
properties, authentication, authorization, message
integrity, and message confidentiality. Each sheet
contains properties that allow customization of the
underlying infrastructure service for this specific use.
Since these properties are specific to the underlying
service, their interpretation is left completely up to the
service itself and its plugin. Furthermore, since the
property values are specific to the specific usage of this
service, these properties need only Dbe defined once a

virtual service container is configured with this service.

- 17 -
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[0064] Once an infrastructure service has been written
or purchased, it has to be made part of one or more
deployment domains so that it can be wused. This 1is
accomplished by defining an abstract plugin interface.
This interface allows the deployment management tools and
runtime software to plugin an infrastructure service into
the deployment domain and allows the service to be used at
runtime. The tools that allow the wuser to wvisually
configure the virtual service container may allow
mechanisms to “drag” the infrastructure service and “drop”
it on the wvirtual service container on a canvass. The
tools <can at this time present the required set of
properties to be defined for the service for this
particular container. This is accomplished by requesting
the plugin to provide its customizable property sheets so

that they can be filled.

[0065] At runtime, the wvirtual container receives the
requests sent to the business service and invokes plugs for
all the application infrastructure services configured for
this container. The plugin can then retrieve the metadata
and use it to perform the work. If the actual
infrastructure service is implemented as a set of
libraries, then the plugin can invoke those libraries or if
it represents a remote service then it can communicate with
that remote service in a manner that is specific to that
infrastructure service. In any case, the runtime is not
aware of the details of the operation - it simply invokes
the plugin and passes it the runtime invocation-related

data.
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[0066] EBach infrastructure service 1s therefore required
to implement the plugin interface as a precondition to it
becoming part of an infrastructure. An infrastructure
service may provide different plugins for different
deployment domains. The location and other necessary
information required to 1load the plugin is part of the

metadata of the infrastructure service.

[0067] A business service implementation is an
implementation of the business behavior that a service is
expected to provide. This behavior should be implementable
in a manner independent of how it 1is accessed. For
example, it should be possible to implement the business
logic for a procurement service without being specific to
Jave Platform 2 Enterprise Edition (J2EE)-based access or
Microsoft .NET based access. However, once the service has
been constructed, it may be deployed in a virtual container
320 that is specific to the underlying platform. This
virtual container then decouples the service implementation

from the infrastructure in which it is deployed.

[0068] This virtual service container 320 is
conceptually similar to a J2EE container to the extent in
that i1t provides the several needed services such as
transaction and database management. However, unlike J2EE
like containers, these services are not fixed but can be
added, removed and updated. The wvirtual container 320 of
the preferred embodiment, 1is a higher level concept. It
views an environment as a collection of discrete higher
level services and recognizes the need for business
services to be integrated with those higher level services.

It limits its scope to the infrastructure level services
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and does not provide those services that are needed for

implementing the business logic, such as database
management.
[0069] The containexr is called

“virtual” Dbecause it itself 1is a platform independent
definition rather than a physical implementation. It is
described in terms of metadata. The metadata for the
container describes the business service implementation
that 1is it hosting. This service was built using the
development tools and its definition is part of the
development metadata. In an integrated system of tools,
the deployment toocl may retrieve this definition from the

development metadata repository.

[00701 The metadata for the container also describes one
or more application infrastructure services required by the
virtual container. When a virtual container is created, it
is «created for a particular deployment domain. This
deployment domain is already preconfigured with one or more
infrastructure-level services. The deployment engineer can
select from those infrastructure services and integrate
them into the container using visual mechanisms such as
dragging and dropping them on the container. At this time,
the tools may invoke the plugin and bring up the set of
properties necessary to correctly use the infrastructure-

level service.

[0071] Once the wvirtual container has Dbeen defined,
there is enough metadata to generate a physical
implementation of the virtual container, build it, package
it and transfer the required binaries to the host. Once
this is done, the business service is ready to be deployed
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and used. When the code is generated, it is generated
according to some pre—-defined mappings of the metadata to
the underlying platform. So for example, the physical
implementation for .NET platform may be qgquite different
from the physical implementation for J2EE. These mappings
define what elements of the metadata generate what kind of

code for the underlying platform.

[0072] Many underlying platforms either need to add
software code that is specific to them or regquire certain
information in various configuration files for the
applications to function properly. For example, an
application infrastructure service using microsoft’ s
implementation of WS—Security specification requires
certain information to be placed into the .NET specific
configuration files. Also, some application infrastructure
services may need to insert specific programming code in
the generated code. For example, a load balancing service
may need to insert specific programming code in the
generated container code as well as the generated client
proxy to properly exploit its capabilities. For this
reason, the code generators involve the application
infrastructure service plugs in the code generation
process. When code generator starts, it also loads the
plugs for the infrastructure services being used by the
container. All code to Dbe generated, whether it is
language code or configuration code is represented in XML.
The code generator first creates XML documents for all the
code that it wants to generate. It then invokes the
infrastructure service plugs and provides them an
opportunity to add code specific to them by passing the XML

documents representing the code to be generated. Once all

_21_
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the plugs have added +their code, the code generator
converts the XML documents back into either language
specific code or configuration code, as necessary. This
way, the code generation process can be kept completely
independent of a particular infrastructure service while

s5till allowing them to customize the generated code.

[0073] The separation between the business service
implementation and the underlying environment provides two
benefits. First, it allows the underlying application
infrastructure and the business service implementation
itself to evolve independent of each other. Secondly, this
allows the physical manifestation of the hosted service to
leverage fully the capabilities offered by various
infrastructures. This is explained in more detailed below,
but simply put it means that the wvirtual container 320,
through metadata 330 and visual tools, can Dbe visually
composed to integrate one or more services offered by the
underlying infrastructure. Since this integration is
performed through the virtual container and at
configuration time, it does not become part of the service
implementation itself. The same procurement service can
then be configured and deployed in two different deployment

domains providing different levels of service.

[0074] Once the container has been configured and its
software code has been generated and built, a package can
be created that includes all the necessary platform
specific binary assemblies required for this service.This
package is then placed in a master vault. At this point, a
visual deployment tool can provide some mechanism such as

drag-and-drop to deploy this Dbusiness service on any
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machine that is part of the deployment domain. If a host
is then dragged and dropped on the wvirtual container, its
package is collected from the master wvault and brought over
to the machine being dragged and dropped. This package 1is
then opened up and 1its contents are extracted. These
contents are then configured in a manner that is specific

to the underlying platform.

[0075] The actual addressable and accessible service is
then provided by the physical form of the virtual container

320 which can be specific to the underlying environment.

[0078&] The traditional definition of management services
tools 210 are network managers. The management services
and tools described here have more application level
context than the system level context. Some examples of
management tools are Dbusiness service monitoring tools,
service level agreement (SLA) managament tools, fault
tolerance tools, application event handling, billing and

accounting services or user profile management.

[0077] Various application infrastructure services may
provide their own management tools that will use the data

collected by their plugins.

[0078] The most fundamental and core capability of this
architecture is the metadata 330. The metadata described
here is logical metadata. Logically, each deployment
domain 300 has 1its own instance of metadata 330. This
metadata describes the deployment domain itself in terms of
the infrastructure services that it is able to offer and

the virtual service containers 320 that are deployed in it.
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[0079] As a general rule, the exact form that the
metadata is stored in is not important. The platform can
choose an XML format, a relational database or some binary

form.

[0080] Figure 4 illustrates a federated metadata storage
and access system with wvarious possible clients of the
metadata. The development tools will require metadata that
describes the team development environment and will allow
sharing of development artifacts. One exemplary

implementation of the metadata architecture is illustrated

below.

[0081] The metadata has been described above as a part
of other elements. It i1is useful to note that the two kinds
of metadata that are relevant here are

configuration/deployment metadata and operational metadata.

[0082] The configuration/deployment metadata is used by
the configuration and deployment tools as well as by the
runtime system. This data will not change often but will
rather be accessed concurrently by large number of users.
A configuration metadata server should preferably offer
extensive caching features where the data 1is handed out
with a time-to-live ©parameter indicating how long the
client can use the data before being required to refresh

it.

[0083] Operational metadata 1is used Dby one or more
infrastructure services such as a monitoring service, load
balancing service, and fault-tolerance service. This data

tends to change very frequently and the tools that present
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this data, for viewing and analysis, may be required to

refresh based on user preferences.

[0084] The following is an exemplary case use in
accordance with the preferred embodiment. Here, we look at
a typical use case scenario of a large bank that serves
consumer loan market. The bank has a large internal IT
organization, responsible for delivering the Dbusiness
services to its users. The IT organization has to overcome
the challenges of building applications that will survive
the changing technology. Furthermore, the enterprise
considers the conformance of industry standards as its

strategic goal.

[0085] The two initial applications that have Dbeen
identified have different needs. The first application is
an Online Loan Approval System. Although the 1logic for

credit—-approval already exists in the form of many small
systems, the bank wants to build a new system that uses
that logic but re-implements it in a more consolidated and
scalable manner. Previously, the bank employed a large
loan approval department that received the 1loan requests
either through fax or telephone and used these multiple
systems to score the applicant’s credit history and make
the loan decisions. However, the bank wants to make this
system available online so that the applicant’s could
themselves apply for the loan. In addition to its
potential <c¢lients, the bank may also decide later on to
make this system available to its smaller business partners
to get credit history of clients and to provide services

such as credit risk scoring. For those services, the bank
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may charge those business partners on a per-transaction

basis.

[0086] The second system is an application, called
Customer Service Online system, that will allow bank’s
consumer loan clients to get the status of their accounts,
directly without going through customer service. This
information already exists in a legacy J2EE system that is
deployed in the internal secure network. The bank wants to

build a front-end web service to this system.

[00871 In order to meet its strategic technical
objectives, the Dbank has standardized on toolkit in
accordance with the preferred embodiment. The bank also
has a well-structured group that runs its data centers.
The data center has system architects and system
administrators who collectively run the managed environment

for all the bank’s applications.

[0088] As is with any system, the normal steps of
requirements gathering and requirements analysis are
performed. These steps are no different than any other
application development project. However, once the

requirements have been analyzed, the application architect
will transform the requirement for the Online Loan Approval
System into a business interface. This business interface
becomes the contract that has to be implemented. The logic
that implements this business interface is termed as the

business logic that has to be developed.

[0082] The application architects use a off-the-shelf

modeling tool to model the service contract. This contract

identifies the operations (business functions) that the
_26_
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service exposes, defines a type system that defines the
data required as inputs or is returned as outputs by those
operations. This Dbusiness interface 1is «c¢ritical data
because it defines the Contract Dbetween this business
service and its users. Once the application architects
have stabilized the business contract, they extract
contract information from the modeling tools and generate
metadata in a metadata repository, 1in accordance with the

preferred embodiment.

[0020] The development team then takes this Dbusiness
contract and conducts a detailed design and develops the
business logic. The development team decides to use C# as
the development language and the implementation is

developed as C# assembly.

[002S1] The development team only focuses on implementing
the business logic as required by the Dbusiness contract.
They do not address other key issues such as security,
billing or scalability. Their efforts are strictly focused
on building one or more assemblies that implement the

business logic.

[0092] Once the implementation has been built and tested
in stand-alone mode, an implementation package is created
that contains the necessary metadata and DLLs and is handed
over to the data center that is responsible for deploying

and managing bank’s applications.

[0023] The customer service system presents a different
scenario than the first one. The bank really does not want
to change the exiting system. The system works well and

already has all the necessary functions required to fulfill

- 277 -
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the task. However, this system was purchased by the bank
from a 3rd party and provides no way for bank to expose it

to external users and is not manageable.

[0084] The application architects have decided to use a
system in accordance with the preferred embodiment to build
a front-end gateway service that will expose the
functionality of this system to the external users and will
conform to the strategic goals of the bank in being

standards compliant and be manageable.

[0025] This process 1is very simple. The introspection
capabilities of the preferred embodiment are used to
analyze the J2EE interfaces exposed by the existing
applications. From these, then one or more functions are
selected and system then automatically generates the
required metadata, populates the metadata repository and
then generates a gateway implementation that can delegate
requests to the existing system. As in the previous case,
this gateway implementation is then packaged in JAR files ,
and an implementation package is created. This
implementation package is then handed over to the data
center that is responsible for configuring, deploying and

managing bank’s applications.

[0028&] Once the data center receives an implementation
package, it 1is ready to configure the service. It 1is
assumed that by this time the minimal metadata that
describes the service interface has been defined in the

metadata repository.

[0027] The data center already has several different
deployment domains configured. The data center also uses
—_ 28_
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several infrastructure services such as Security. For some
of its infrastructure services, the wvendors provided
toolkit—-compatible plug-ins and for others the data center
wrote its own. In either <case, those infrastructure
services are properly configured for the preferred

embodiment and fit in its plug-and-play architecture.

[0028] Configuring a business service involves several
different steps that allow a business service
implementation to be transformed into a managed and hosted

web service.

[0029] The business service i1mplementation provided to
the data center is an implementation package that contains
one or more DLLs or JAR files that implement the business
behavior. These implementations lack the appropriate
environment required to make the business service
addressable and hostable and they also lack the necessary

infrastructure capabilities such as security.

[0100] The first step that the system architects do 1is
to define a virtual container. This wvirtual container
extends the metadata describing the service contract with
metadata relating to the desired infrastructure services.
This metadata will be used later on to create a physical
web service that will provide a proper execution
environment for the business logic implemented by the
developers and will provide the flexible management

environment required by the data center to perform its

functions.
[0101] During this process, the system architects also
decide what infrastructure 1level capabilities (security,

- 29 -
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transactions, etc.) are required for this business service.
They then use the drag-and-drop facilities available in the
visual composition environment of the preferred embodiment
to create this container. As new infrastructure services
are dragged onto the virtual container, these
infrastructure services plugs are invoked by the graphical
environment and at this time, these plugs populate the
metadata with a set of properties that they would like to
be customized. The graphical environment then presents
those properties in a property editor and lets the system
architect provide unique wvalues of those properties. They
can also customize the container itself by setting its
logging levels as well as choose the correct QoS

parameters such as various delivery modes.

[0102] Once the wvirtual container has been configured,
the system architects can select the target platform for
this web service. For example, if the business
implementation is written in Java, then the potential
target platforms can Dbe any of the J2EE environments
supported by the installation. Alternatively, 1f the
implementation was provided in DLLs, then the target

platform can be Microsoft’s .NET environment.

[0103] Once the target platform has been selected, the
composer tool can generate the code necessary for a web
service that can be physically deployed and managed and
then build that code along with the provided implementation
into an executable. The composer then creates a deployment
package that contains all the necessary DLLs or the JAR

files required for deployment.
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[0104] This package is then automatically placed in a
master wvault that is managed by the system of the preferred
embodiment. A1l machines that are configured in the data
center have an agent service running on them. These agents
cooperate with each other to transfer packages in and out
of the master vault and configure particular underlying

target platforms for business services.

[0105] Once a deployable package has been created for a
web service, the composer tool can Dbe used to drag
different hosts on a business service. This drag-and-drop

operation triggers the actual deployment process.

[010&1 When a host is dragged on a business service, the
SOA Agent running on that host retrieves the deployment
package from the master wvault, unpackages it on that

machine, performs the steps necessary to configure the

underlying environment and makes the web service
addressable.
[0107] A web service can be undeployed from a host by

selecting that host in composer tool and simply deleting it
from there. This results 1in all traces of that package

being removed from the machine.

[0108] One a service has been deployed, it can be easily
managed. Whenever, a request is sent to that service, the
physical container provided Dby the runtime environment
receives it. The runtime environment then executes all the
necessary infrastructure services <configured for this

container and then invokes the business implementation

provided by the user. When it gets the response from the
business service implementation, it re—-invokes any
_31_
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necessary infrastructure services and sends the response

back to the caller.

[0109] As the technology changes, the infrastructure
services can change. The system architects can use the
composer tool to slowly transition the deployed Dbusiness
services from an old or obsolete module to a new module by
simply removing the old plug from the business service and
using drag-and-drop to configure the business service with
new plug. The preferred embodiment automatically removes
older DLLs or JARs from the physically deployed services
and copies the new ones for the new plug. The business
services adjust to the new infra-structure service without

the typical need for interruption and modification.

[0110] To continue the bank example, after the Online
Loan Approval service has been deployed, the bank decides
to make that service available to its business partners for
a price. An internal infrastructure level billing service
is developed (along with its toolkit compatible plug) and
configured. The system architects simple drag this
infrastructure service on the Online Loan Approval service,
without modifying the business implementation or bringing
the service down. The preferred embodiment automatically
modifies the metadata, reconfigures the deployed services
and the runtime environment starts using this new
infrastructure service when requests are sent to the

business service.

[0111] One specific feature of the preferred embodiment

is a wvisual composition environment. The preferred

embodiment uses visual tools to generate metadata. These
_32_
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tools can present the core metadata in a tree structure as

shown in Figure 5.

[0112] Figure 5 shows an exemplary user interface 500
for a wvisual composition environment in accordance with the
preferred embodiment. GUI interface 500 is divided into
multiple areas, including available objects area 510,
active object identifier 540, related objects area 520, and

properties area 530.

[0113] Available objects area 510 shows all objects that
are available to Dbe configured or deployed, including
hosts, infrastructure services, service implementations,
and deployment domains. The folder named “hosts” contains
the 1list of all available hosts 1in the entire managed
space. The information that is wvisible for each host in
this 1list can be such as the name of the server and its

machine address.

[0114] The folder named “infrastructure services”
contains a list of all available infrastructure services.
This information preferably does not contain anything more
than the name of the service and its description and
purpose. These are all the infrastructure services

available to be deployed.

[0115] The folder named “implementation services”
contains all the implementation packages that have Dbeen
made available. Each of these contain the related metadata
describing the service contract as well as the Dbinaries
that contain the actual implementation of that service
contract behavior. It is also possible to further group

the service implementations.
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[0116] The folder named “deployment domains’” contains
the deployment domains underneath it. Each deployment
domain can have a folder of its own. Each deployment

domain furthermore has one folder for each virtual
container in it. The folder for the virtual container all
the infrastructure services that it is configured with and

all the hosts that it is deployed on.

[0117] Active object identifier 540 shows which object
is currently active. Here, “Domain 1” 1is the active
object; this label will change to correspond to whichever
object the wuser 1is acting upon. This area is actually
sensitive to whether a deployment domain is selected or a

virtual container is selected.

[0118] Related objects area 520 shows all objects,
grouped according to type, which are currently associated
with the active object. In this example, because
deployment domain “Domain 17 is the active objects, the
related objects area 520 shows all hosts, infrastructure
services, and virtual containers for business services that
are currently deployed in Domain 1. In this example, both
Host 1 and Host 2 are associated with Domain 1, and the
Security and Package Tracking services are deployed in

Domain 1.

[01192] Note that 4if, for example, "“Host 17 were the
active object 540, then the related objects area 520 would
display all deployment domains, infrastructure services,
and virtual containers related to Host 1. Whatever type of
object is showing as the active object 540, the other types

of objects will be show in the related obJjects area 540.
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[0120] Finally, properties area 530 1is used to define
and modify the properties for any object. When an object
is selected anywhere in the user interface 500, any

customizable properties related to that object will be
shown in properties area 530. The user may then edit these

properties as appropriate.

[0121] Using interface 500, the user can select an
active object 540, then drag and drop objects between the
availlable objects 510 and the related objects area 520.
When an object is dragged from the available obJjects area
510 into the related objects area 520, the system will then
perform all necessary file generation and configuration, as
defined by the appropriate properties, to actually form the
logical relationship between the dropped object and the
active object. This process 1is described in more detail
elsewhere in this disclosure, and the implementation is

within the abilities of one of skill in the art.

[0122] For example, 1if the ™“Online Catalog” service
implementation were dragged into the related objects area
520 when the active object 540 4is “Domain 1,” then the
system will automatically generate all necessary binaries,
and transfer and install them as appropriate, to deploy the

Online Catalog service in the Domain 1 deployment domain.

[0123] In the same manner, 1if an object 1is dragged out
of the related objects area 520, then the system will

remove its logical relationship with the active object.

[01241] Up to this level, the elements are those that
exist in global space. These are elements or pieces of

metadata that are not specific to a deployment domain.
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Further into the deployment domain, the metadata becomes

more specific.

[0125] One or more hosts can be prepared to host a
deployment domain. Similarly, a single deployment domain
can span multiple hosts. All the hosts configured for a

specific deployment domain appear in the folder belonging
to that deployment domain. These nodes may contain data
such as the working area to store different deployment
packages containing different binaries and configuration
files belonging to the infrastructure as well as business

services in that deployment domain.

[0128] An infrastructure service can be configured in
multiple deployment domains and a single deployment domain
will have multiple infrastructure services. This
relationship is similar to the many-to-many relationship
that the hosts have to a deployment domain. When an
infrastructure service 1is configured for a deployment
domain, i1ts related software, such as its plugins, 1is
physically transferred to all the hosts that are configured

for the domain.

[0127] When a new virtual service container is created,
it is ready to be deployed to any of the physical machines.
Each <container has a folder of its own underneath the
deployment domain folder. The list of hosts that appear
here are the hosts where this container 1is physically
deployed and the 1list of infrastructure services are the

ones that his container is configured to use.
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[0128] By organizing the information like this, a visual
tool of the preferred embodiment can use drag-and-drop

capabilities to compose the virtual service container.

[0129] Figure 6 shows an exemplary virtual container
represented on a canvas. In this figure, the larger
outside cylinder is the wvirtual service container 600. The

smaller cylinders inside the larger one represent the
plugins 610 for the infrastructure services. At the end of
the chain is the business service implementation 620 that
the virtual service container is hosting. Using this
representation, the user can drag and drop infrastructure
services, configured for that domain, from either the tree
structure or a graphical palette. Similarly, the container
can be dragged onto a host in that domain, thus triggering

the physical deployment.

[0130] Another feature is the unique customization of
the use of the configured infrastructure properties through
a system of property sheets. When a virtual container 1is
configured with an infrastructure service, at that time the
preferred embodiment loads the plug of the infrastructure
service and invokes the plug, providing it the empty
collection of property sheets. The plug responds by
populating this collection with ©property sheets that
contain properties that it 1s interested in. The runtime
system and the composition tools do not know anything about
these properties. One the plug has populated the property
collections with properties specific to it, the composition
tools presents those properties in a property editor that
allows the user to provide unigue values for those

properties. These properties are then saved with the other
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metadata and can be changed later on. Each collection
contains one or more property sheets and each property
sheet contains one or more properties. This organization
of properties allows for a more readable and understandable

organization of the properties.

[0131] - BAnother feature of the preferred embodiment 1is
the code—generation capability. Once a container has been
configured, its definition is complete. However, it is not

yet ready to be physically deployed because it is only a
definition at this point. However, since now the
definition is complete, the user can select a target
environment such as .NET or an EJB server. Once the target
environment has been selected a code generation scheme can
be selected to generate software code that maps the
definition of the wvirtual container to the computer
facilities offered by the underlying target platform. This
code can then be compiled and linked with the runtime

environment required by the platform and a package is

created.

[0132] Various color coding schemes <c¢an be used to
describe the state that the container is in. The possible
stages identified include configured, packaged, and
deployed.

[0133] The code Jgeneration software can additionally

generate smart proxies that perform the equivalent of the
virtual service container for the client. These smart
proxies integrate the infrastructure services as defined by
the business service for the client. For example, a
business service may require the c¢lient application to
authenticate itself against the security infrastructure
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service and send only the authentication token to the
business service. A smart proxy will retrieve the metadata
for the client and invoke the infrastructures configured
for the virtual container that are relevant for the client
environment. These plugs can then prompt the client for
any data that they might require and use the runtime
environment to send that data to the wvirtual container

along with the rest of the regquest data.

[0134] Just as the wvirtual service container can be
packaged into a distributable unit, the smart proxies can
also be packaged into a distributable unit. These units
can then be separately provided to those who are interested

in building client applications to those business services.

[0135] Another feature of the preferred embodiment is
software configuration capability. Once the code for the
virtual service container has been generated, compiled, and
packaged, the container can Dbe placed into a packaged
state. At this point, a host can be dragged on the
container. This will cause the software configuration

facility to perform separate steps:

[0136] — It can transfer the deployment package that

contains all the related files to the target host machine:

[0137] — These files can then be unpackaged on that
machine by this facility automatically and placed into the

specific directories structure required by the underlying

platform;
f01381 — In the case of web services, the web server can
be configured to know about the web service. Similarly in
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case of an J2EE, the EJB server can be configured to know

about the service; and

[0139] — The configuration files can be placed into the

proper areas.

[0140] Once these steps have been performed, the wvirtual
service container has Dbeen transformed into a physical

service that can be invoked.

[0141] At a later time, when updates are made available
for either the Dbusiness service implementation or the
infrastructure services plugs, the corresponding packages
can be updated and these updates can be propagated to all

the machines where the physicial business services are

deployed.
[0142] Figure 7 shows a flowchart of an exemplary
process 1in accordance with the preferred embodiment. In

this process, the user accesses a user interface and
selects a deployment domain (step 705). The wuser then
drags an icon representing a host system into the
deployment domain area depicted on the user interface (step
710) . In response, the host is associated with that
deployment domain and any other objects in the deployment

domain (labeled DD in figure, step 715).

[0143] The user drags an icon representing an
infrastructure service (labeled IS in figure) into the
deployment domain area depicted on the user interface (step
720) . In response, the infrastructure service is
associated with the deployment domain and any other objects

within the deployment domain (step 725).
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[0144] The user drags an icon representing a service
implementation (labeled SI in figure) into the deployment
domain area depicted on the user interface (step 730}, thus
starting the definition of a wvirtual container, and
optionally specifies properties for the virtual container
(step 735). In response, the service implementation is
associated with the deployment domain and any other objects

within the deployment domain (step 740).

[0145] The wuser then drags one or more infrastructure
services from within this domain onto the virtual container
(labeled VC in figure, step 745), and optionally specifies
the properties for the infrastructure services (step 750).
In response, the system associates this infrastructure

service with the wvirtual container (step 755).

[0146] The system then evaluates any new or changed
associations (step 760). The system generates any code
necessary to implement the associations (step 765), and

transmits and installs the generated code as necessary
(step 770). In this way, the user is able to fully manage
the deployment domain, and to deploy and manage the hosts
and services within it, all using a simple and intuitive

user interface.

[0147] It should be noted that in the exemplary process
described above, and other processes described herein, not
all steps must be performed at any given time.
Furthermore, many of the process steps described above may
be performed in any order, or repeated, without changing

the nature of the process or the advantages it provides.
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[0148] It should also be noted, as discussed above, that
a similar method can be used when a host or service is
first selected, then other services, hosts, or a deployment
domain 1s then associated with that host or service using
the drag—and-drop technique above. Similarly, the
implementing code will then be generated and installed Dby

the system.

Configuration Architecture

[0142] The preferred embodiment provides extensive
capabilities to package software modules into packages,
store packages in a master location, transfer packages in
and out of that master location and configuring any

supported underlying platform for a web service.

[0150] Most conventional software configuration
mechanisms deal with software distribution on a desktop
client. The preferred embodiment manages software
distribution of web services, including the software for
business service as well as the infrastructure services.
It also configures the diverse underlying application
server platforms such as Microsoft .NET or BEA WebLogic.
Using the disclosed system and methods, the users can
manage the automatic distribution of web services in a
distributed network, distribute software updates remotely
and transparently deploy that software on the underlying
platforms.

[0151] The presently preferred system uses commonly
available zZip and compression algorithms to package
software modules and other related £files. All packages,

which may include programming language specific code and
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binaries or platform specific assemblies are stored in the

same format.

Corxre Packagg

[0152] One component of the preferred system 1is the
runtime framework. Any infrastructure service plugs or
business service implementation, or business service

containers require the binaries from the framework in order

to build successfully.

[0153] This package contains the core binaries of the
framework. There is one such package for each supported
language or compilation system. Initially, there may be

multiple such packages, e.g., one for building things in
Microsoft’s .NET environment, another for Java, and others

for other wvirtual environments.

Infrastructure Service Package

[0154] The infrastructure services are integrated by
writing prlugs that represent them in the system
environment. These plugs are then distributed to the

machines from which these infrastructure services are being
used. However, in addition to these plugs, the binaries
associated with the infrastructure service itself also need
to be distributed. This package, one for each
infrastructure service and for each compilation
environment, includes the binary code for the software plug
itself, as well as the compilation environment specific

binaries for the infrastructure service.
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Business Implementation Package

[0155] A service implementation package contains all the
binaries required for the implementation of business logic.
In case of .NET, this may be a dynamic linking library
(DLL) that contains the code for the Dbusiness service
implementation and one or more DLLs reqguired for correct
linking and execution of the business logic implementation.
Similarly for Java based platforms, the package may contain
either one or more class files or JAR files. A manifest

file describes each of these binaries.

Deployment Packages

[0156] A deployment package contains the code necessary
for the physical implementation of the wvirtual container.
It does not include the code for the system framework
itself or the infrastructure services or the business
service implementations. Those packages are not included
because they already exist in the wvault separately and are

copied only when necessary.

Master Vault

[0157] Master wvault 1s a machine in the entire network
that serves as the designated repository to store wvarious
packages during the entire lifecycle of the services. In a
sense it is the file-server for the disclosed platform.
The work area for master wvault is represented by a top-

level directory.

[0158] Underneath the root of the work area, there is a
sub-directory for all the available Hosts. There is a file

for each of the hosts that describes that host.
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[0159] There is also a sub-directory for Service
Implementations. In this sub-directory, each service
implementation has a folder. In this folder, the raw

metadata for the service, its contract definition and the

implementation packages are kept as files.

[0160] There is a directory for deployment domains here
also. This directory contains separate directory for each
deployment domain. In this deployment domain, all the
software packages for the configured business services are

kept.

[0161] The metadata describing each deployment domain
and everything underneath resides in high performance
servers that have a caching and federation architecture for

high performance and scalability.

Agents
[0162] An agent 1is a software service that runs on each
machine. On windows based systems, this service can run as

a Windows service and on non-windows machines, it can run

as a background process.

[0163] This service provides all the logic necessary for

managing the wvault and software configuration of the

supported underlying platform. One machine «can Dbe
designated as the Master Vault. The agent that runs on
that machine assumes the role of the master agent. This

dual personality of the agents allows any machine to be
designated as the master wvault. The master agent receives
the requests for transfer of software packages into and out
of the master wvault. The master agent also maintains a

directory structure on the master vault for organizing
._45_
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various software packages. Depending upon the task to be
performed, an agent may either perform the request itself
or it may delegate the request to the agent running on the

master wvault.

Configuration Process

[0164] The agents are responsible for correct
configuration of the underlying application services

platform, with the least amount of input from the user.

[0165] As new 1infrastructure services are available,
various tools are used to create or update their packages.
As mentioned Dbefore, these packages are distributed
throughout the network, wherever the business services that
use these infrastructures are deployed. That means that

the system has to be able to propagate the updates

throughout the network when needed. This propagation
process 1s coordinated by the tools provided by the
environment.

[0166] Figure 8 shows a process of this remote

deployment and configuration of updated packages in
accordance with a preferred embodiment of the present
invention. Those of skill in the art will recognize that
not all steps are required to be performed in the order
described and some embodiments may combine certain steps or

reorder them without departing from the invention.

[0167] The system first determines which remote systems
are running an environment that requires an updated
infrastructure service (step 810). Next, the business
services running on those remote machines in the network

are requested to pause their request processing (step 815).
_46_
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Next, the remote machines are requested to and will unload

the existing software package (step 820).

[0168] Next, the software agents are used to transfer
the updated package for the infrastructure service to that
machine (step 825). The paused business service on each
machine is then requested to reload the infrastructure
package (step 830). After they have done so, the business
services on the remote systems will resume regquest
processing using the updated infrastructure services
package (step 835). In this way, the infrastructure
services are updated with a wvery slight impact on the
processing of the remote systems, and without having to

“bring down” any systems.

[01l62] Packages for business service implementations are

created and propagated in similar manner.

[0170] Creation of deployment package in the system
involves multiple steps. First, an administrator uses

system tools to configure a virtual container for the

business service. This container exists only in metadata
and is platform-neutral. The administrator then provides
unique  property values for fine-tuning. Next, the

administrator selects a specific underlying platform and
generates code for the physical container {the web
service) . The code generators generate code for that
specific container according to the pre-defined mappings of
the virtual container to the physical container. This code
is then built and packaged into platform-specific packages.
As described, this package does not need to include the

package for the business service implementation as well as
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the infrastructure services, since this information 1is

already available in the metadata.

[0171] When the administrator attempts to deploy the
service to a specific host, the agents first determine the
supported platforms on that machine. If multiple platforms
are supported on that machine, then the user is prompted
for the choice. Once the platform has been determined,'the
agent on the local machine collaborates with the master
agent to retrieve the correct deployment package, as well
the package for business service implementation and
packages for all the configured infrastructure services
from the mater wvault. The contents of these packages are
then extracted and copied to a file structure that 1is
specific to the underlying platform. After that, the
underlying platform itself is configured, e.g., Microsoft’s
IIS requires creation of a virtual directory while the J2EE
platforms require modification of server configuration

files.

[0172] Once this configuration is complete, the web

service is ready to receive regquest.

Self Configuration & Self Healing

[0173] The preferred embodiment operates on the
principal of minimum configuration and self-healing. The
system is able to detect its own errors and attempt to take

necessary actions to correct itself.

Infrastructure Service Integration

[0174] One particular feature of the preferred

embodiment is the ability to integrate one or more
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infrastructure services with a business service to provide
the desired 1level of support required for the correct

operation of the business service.

[0175] This support is provided in such a way so that
the infrastructure is very flexible. This infrastructure
can be continually enhanced by adding more infrastructure
services, removing the outdated or deprecated services or

by updating the existing services with new versions.

[0176] This kind of flexibility first of all allows a
managed environment to take full advantage of the changing
technologies and evolving standards and new products coming
onto the marketplace. The strength of the architecture is
in providing a framework for making 3rd party products play
in the disclosed environment rather than having to custom
write infrastructure services to do what commercially

available products already might do.

[0177] The infrastructure service integration capability
also allows the services to be updated. So for example, if
the new version of a service becomes available and the plug
for that service has to be updated, the architecture should

allow that kind of update as well.

[0178] The metadata that describes an infrastructure
service consists of information reguired to load a service
plug, properties that it is interested in and information
necessary to determine whether the plug has relevance to

client-side, server-—-side or both.

[0172] The information necessary for loading the plug

dynamically is somewhat specific to the platform

environment. For example, .NET environment would regquire
_49_
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the assembly that the plug is in and the name of the class
that implements the plug interface.

[0180] The most important metadata for an infrastructure

service, according to the presently preferred embodiment,

is in the form of a property sheet collection. A property

sheet collection contains one or more named property

sheets. Each property sheet contains a set of related

properties that the plug needs to tune its behavior for a

specific usage. Each plug by default has a property sheet

named “General” that contains some basic properties. These

whether the plug processes incoming

both whether it

properties indicate

coutgoing messages or and

the

messadges or

participates in code generation process. Default

values are assigned to these properties.

[0ig1l] Later, when a business service virtual container
is configured to use this infrastructure service, the plug
for this infrastructure service 1is invoked and it adds

specific properties to the property sheet collection.

[0182] The following table is an exemplary property

sheet for a possible security service:

{SM%éi 1.5 = ity Hams Piropeicty Valus
General Process Incoming Messages true
Process Outgoing Messages true
Generate Code false
Authentication Authentication Required true
Authentication Type Service Based
Authentication
Authentication Domain domain.com
Authorization Authorization Required true
Authorization Resource http://scmeresource.com

_50_
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Encryption
Properties

Signature Properties

Role Based Permission
Role Namespace

Role Property
Operation Domain
Encrypt Messages

Encryption Type
Encryption Method
Signature Required
Signature Method

true
corporate
rocles
DemoOps
false

Symmetric Encryption

False

[0183]

properties related to each other.

have multiple

different sheets.

properties

with

same

This collection has 5 sheets that provide sets of
This allows the plug to
the

name but in

Various parts of the plugs runtime can

retrieve these properties and use them as needed.

[0184] The metadata also describes whether a particular
infrastructure service acts only on the server side or the
client side or both. It further indicates whether the
infrastructure service need to participate in the code

generation process to provide code that is specific to it.

Plug-and-play Integration

[oi85] Each infrastructure service is represented in the
system environment through a system plug interface. This
plug represents an infrastructure service in the
environment. The preferred embodiment itself does not
differentiate between a specific kind of infrastructure
service (e.g. it does not differentiate a security service
from the transaction service). To this system, all

infrastructure services appear the same and it invokes them

at the right points during the message processing. A

message processing model, for example, makes it possible to

write service implementations and client programs that have
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absolutely zero knowledge of what infrastructure services
are executing, what inputs do they require and what kind of
extra information needs to be inserted in the messages or
extracted from them for the correct operation. The service
plugs therefore perform all that 1logic themselves in a

completely encapsulated manner.

[0186] ITf an infrastructure service is a simple service
and is implemented in terms of a library, the plug would
wrap that service and the service would be invoked inline.
However, most sophisticated infrastructure services are
standalone third-party services. For example, a security
service may have a separate service process that may
perform authentication and authorization. For those kinds
of services, the plug actually acts on behalf of the remote

service inside the tool-time or runtime environment.

[0187] The system runtime defines an abstract interface
known as ServiceHandler interface. A plug for an
infrastructure service first has to implement this
interface.

Initializing for Use

[0188] In this environment, an infrastructure service
has no significance or identity until it is selected to be
integrated inside a business service virtual container, and
the metadata for an infrastructure service is mostly
undefined until this point. However, when a user uses the
composer tool to drag and drop an infrastructure service on
a business service wvirtual container, the plug for the

service 1is loaded 1in at that time and this method 1is
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invoked on the plug and the empty metadata container is

passed to it.

[0189] In response, the plug populates the metadata with
a set of properties. The properties are represented
generically and related properties are organized into
sheets for easy organization, traverse—-ability and
presentation. The plugs then populate the metadata with
only those properties that are required by it to provide

the proper behavior at runtime when it is invoked.

[0120] There are a few general properties that all plugs
have and the system provides some default values for those
properties. For example, by default, a property is added
to the property sheet marked “General” that indicates that

this plug does not participate in the code generation

process. A plug may also override such properties at this
time.
[0191] In addition to manipulating this property sheets

collection, the plugs may also modify other pieces of
metadata. For example, by default all plugs are marked as
service-side as well as client-side plugs. This means that
these plugs will be loaded and invoked by the runtime,
regardless of whether it is in the client-side or server-
side. However, for some plugs, it does not make sense to
do that on the client-side. For example, for collection of
service metrics, the plug of the monitoring service only
needs toc be invoked on the service-side. Hence this plug
does not need to be distributed, loaded and invoked on the
client-side. The plug can again override these values at

this time too.
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[0192] Once this method has successfully modified the
metadata, this metadata can then be saved in the metadata

server.

Initialize For Runtime

[0193] This method is invoked by the runtime when it
loads the plug into the runtime for Dbusiness service
virtual container. At this time the plug can initialize
its internal data structures, allocate any resources that

it needs to, and cache the needed metadata.

[01924] For example, if the plug represents a remote
service then it would need to establish a connection with
that service in order to communicate with it. Instead of
opening that connection every time, the plug may need to
open the connection in this method upfront and use it

whenever needed.
Invoke

[0195] When the Dbusiness service virtual <container
receives a service request, it invokes all the loaded plugs
by calling this method on them. Two of the arguments to
this method are the parameters that were provided with the
requests, or in case of a response the response values, and
the direction of the request. The direction of the regquest
indicates whether this regquest 1s incoming or outgoing.
The third parameter is the context of the request and has

many pieces of information.

[0126] Since the plug interface does not differentiate
methods reguired for c¢lient-side vs. server side and
incoming vs. outgoing, the direction parameter allows
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determination of the direction and the context can be type-
casted to either a ServiceContext or ClientContext to
determine whether the plug is being invoked on the server-

side or client-side.

Generate Configuration Cocde

[0197] Code generation process is described explained in
detail Dbelow and elsewhere 1in this application, to the
extent necessary to enable one of skill in the art to
replicate the claimed inventions. Simply put, there is a
strong need to provide the plugs with the opportunity of
getting involved in the code generation process. If a plug
has indicated that it does want that participation then
this method 1is invoked to let the plug modify the
configuration code to be generated by possibly adding its

own specific code.

Generate Server Code

[0198] This method allows the plug to insert the code
that might be essential for its operation on the service-
side. The programming code itself is represented in XML
and the plug adds to that XML. Later, the code generator
converts that XML back to the programming language specific

code.

GCenerate Client Proxy Code

[0129] This is similar to the above method except that
it augments the code that makes up the client proxy. This

is inveoked only for those plugs that are client-side plugs.

- 55 -
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Service Packaging

[0200] An infrastructure plug has executable code
associated with it. In addition to the actual
implementation of the plug interface for this

infrastructure service, the Dbinaries associated with the
remote service might also be required. All of these need
to be in the appropriate directories on the machines where

the business service is executing.

[0201] System administration tools allow creation of
packages for these infrastructure services. These packages
are then placed in the master wvault so that they can be

copied to any machine for correct deployment.

Business Service Virtual Container

[0202] One significant feature of the disclosed system
environment 1s its ability to provide a very configurable
and dynamic runtime execution environment that a) provides
a host for the business service implementation and b)
integrates it with one or more infrastructure level

services that are needed for its correct operation.

[0203] The construct for accomplishing that is the
Business Service Virtual Container. This container 1is
called virtual because it exists only in metadata
definition. Furthermore, this definition is independent of

any underlying platform.

[0204] The system then defines mappings of this virtual
container to the physical containers for all supported

underlying platform environment. Once these mappings have
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been defined, code can be automatically generated to

produce the physical container from the virtual container.

[0205] The code for the physical container produced by
the code generators is then compiled and linked with all
the related binaries for the business service
implementation as well as all the Dbinaries for required
infrastructure services. This 1is the «code that can
actually be deployed to an underlying platform environment

and has a physical address and receive reqguests.

[02086] Just 1like the physical container generated from
this metadata provides the execution environment for the
service i1tself, physical ccde can also be generated for the
client side proxies that are smart enough to interpret the
metadata properly and can 1load and execute service plugs
for correct usage o©f the infrastructure services. These

are explained in more detail below.

Runtime Framework

[0207] The runtime framework is a lightweight framework
that provides +the mechanisms hosting a business service
implementation and allowing that hosted service to also
leverage capabilities offered by one or more existing

infrastructure services.

[0208] On the client-side, the framework processes the
reguest through the plugs configured for the target
service. In doing this, only those plugs are processed
that have relevance to the client environment. Once this
processing finishes, the request is then dispatched to the

actual target service via its proxy. The response is again

- 57 -
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processed through the service plugs before it is returned

back to the client implementation.

[0209] On the server-side, this framework transparently
intercepts all incoming reguests and processes those
requests through the configured plugs for this virtual
container. Once all those plugs have been processed, the
service reguest 1is dispatched to the actual service
implementation. Once that regquest finishes, the response
is processed through all the necessary plugs and eventually

forwarded back to the invoking client.

[0210] In addition to managing the invocation of the
related service plugs, the framework also provides
extensive logging capabilities. The properties related to

logging levels can be modified on-the-fly without any need

to stop and restart applications.

[0211] The client-side and the server—-side components of
the framework separate the client implementation and the
service implementation from the infrastructure capabilities
completely. This actually allows the framework to provide
various levels of qguality of service such as reliable
delivery and asynchronous reliable delivery. These

capabilities can be customized for each virtual container.

Deployment Domains

[0212] The preferred embodiment provides mechanisms to
partition a large IT environment into smaller logical
partitions so that they can be configured with a set of

infrastructure capabilities. Business services are

- 58 -
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deployed 1in a deployment domain. Generally, a set of
related applications would Dbe deployed in the same
deployment domain. This deployment domain would Dbe
configured with a set of infrastructure services necessary

for the quality of service desired.

[0213] A deployment domain consists of one or more
hosts. These Thosts collectively define the logical
boundary of the deployment domain. Any business services

that are part of this domain can be deployed on any of the

hosts in that are part of that domain.

[0214] A deployment domain also consists of one or more
infrastructure services that in turn come from the list of
globally available infrastructure services. The
significance of this subset of infrastructures services 1is
to control visibility o©f the infrastructure services
further and provide easy configuration of the Dbusiness

service containers.

[0215] Lastly, a deployment domain consists of one or
more business service containers created in that domain.
These container can then be configured with one or more
infrastructure services, those infrastructure services can
be customized, code for physical container be generated and

the services can be deployed.

Sexvice Contaxts

[0218] A service context carries with it the necessary
information that 1is required to process a reguest as well
as general information that i1s common the environment.

Service context in 1initialized once and then cached. If

- 50 -
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the service receives notification of changed metadata, then

the service context can be re-initialized.

Client Context

[0217] This context is initialized for the client’s
runtime. It initializes the metadata for the client,
creates the pipeline for the required plugs for the client

and also initializes the logging mechanism for the client.

Service Context

[o21i8] This context accomplishes the same for the
server-side runtime environment. One of wuses of these
contexts are also to determine whether a particular piece
of code 1is executing in the c¢lient environment or the
server environment. While they both derive from the class
Context they can be typecasted to either one of the derived

class instances in order to decide.

Loading Service Plugs

[0219] When a service starts, its metadata is retrieved
and processed. An important part of this processing is to
load the plugs for all the infrastructure services that the
business service 1is configured with. ©Once these plugs have
been loaded dynamically, they are organized into a 1linear

pipeline and all the 1incoming messages are processed

through that pipeline. The order of the plugs in the
pipeline is the same as the order in which they appear in
the composition environment. This order is important
because the messages need to be processed like that. For

example, if a security service needs to decrypt an incoming

message, it is important that this service is the first one
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in the pipeline because otherwise the parameters might not
make any sense to other services. Similarly, 1f metrics
may need to collected about this service, it is important
that those are taken 1last 1in the pipeline so that
processing time for the other service plugs is not
accounted for 1in the metrics for the actual Dbusiness

processing of the request.

[0220] These plugs are loaded in such a way so that they
can be unloaded and reloaded without bringing the
application down. So for example, in .NET these plugs are
loaded in separate application domains. This 1is important
because the preferred system allows dynamic configuration
and reconfiguration and software updates. This is evident

from the following exemplary scenarios:

[0221] 1. A Dbusiness service 1s configured with a new
infrastructure service. The Composer tool modifies
the metadata, copies the package contents for the new
infrastructure service into the appropriate
directories of the hosts that the business service is
deployed on and then informs the business service
container for the change. Business service container
can then load the plug for the newly configured

service and insert it in the appropriate place in the

pipeline.
[0222] 2. An infrastructure service is removed from
the configuration of a business service. The Composer

tool removes the plug from the metadata and removes
the binaries from the appropriate directories from the

deployed hosts. The business service is then informed
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which then unloads the plug and removes it from the

pipeline.
[0223] 3. A new version of the infrastructure sexrvice
is made available. The Composer tool copies the new
5 package to the appropriate hosts, the binaries are

copied to the appropriate directories and the business
service 1is informed, which then relcads the package

for that service.

[0224] When a reguest now comes 1in, it 1is received by
10 the business service container. This container invokes the
plug for each infrastructure in the same order as they
appear in the pipeline. The next plug is invoked if the
previous plug is successful. The processing stops whenever

a plug is unable to invoke successfully.

15 [0225] This kind of plug architecture allows the
business service implementations to be completely devoid of
any logic that relates to the infrastructure services thus
making it possible to completely replace the infrastructure
services and underlying products without effecting the

20 service implementations or flow of business reguests at

all.
Managaed Contazinexr Interface
25 [0226] The system container generates the shell skeleton
of a business service implementation. These derive from

the «class ManagedContainer from the runtime framework.

_62_
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This managed container provides the implementation of many
of the methods that are necessary entry points into the

runtime framework.

[0227] When a service starts up, an instance of this
class is created. This container initializes the
appropriate context. Once the metadata has been
initialized, the container caches it. Some of the

important methods are discussed below.

Motadata refresh

[0228] When a business service receives a request to re-
initialize its metadata because it has changed, this method
clears the metadata cache, unloads all the loaded plugs and
then re-initializes the metadata, thus rebuilding the plug
processing pipeline. By providing this method through the
managed container, services can be reconfigured without the

need tc stop and restart them.

Logging levels

[0229] Through these tools, the logging levels of the
logging mechanism can be changed. This method changes the

logging level on-the-fly.

GCet and Scet Application Data

[0230] Most underlying web services platforms allow the
applications to execute 1in a multi-threaded environment,
processing multiple calls at the same time 1in separate
threads. ManagedContainer allows applications to store

named sets of data in a thread-safe manner instead of
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saving the state information in local variables in un-safe

manner.

Smart Proxies

[0231] Smart proxies provide an environment for the
client-side code that performs the same kind of processing
as performed Dby the runtime on the server-side in the
virtual container. The smart proxies sit above the proxies
that might be generated by tools such as Microsoft .NET
platform, and uses those proxies. When a client
application instantiates a smart proxy, the proxy retrieves
the metadata for the target web service and for performance
caches it. It then constructs a pipeline of plugs that the
target service i1s configured with in the same manner that
the server runtime does. However, only those handlers are

configured that are relevant to the client.

[0232] Once this pipeline has Dbeen constructed, all
requests are processed through this pipeline. This kind of
processing completely separates the implementation of the
actual client from the processing of the infrastructure
service code. So for example, the plug for a security
service may prompt the client for the necessary user
credentials and package them appropriately for transmission
to the server side. They may also encrypt messages oxr sign
them as necessary. A replacement of this security with a
different one would mean that their plugs are replaced and
the new plug may prompt the user for different kind of
information. Again, the client implementation would not

rally care and know about all that.
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[0233] Smart proxies may also be specialized by the
intelligent code generation process. The plugs for a load-
balancing service might insert code for making load-
balancing decision in the smart proxy itself during the

request processing.

[0234] Those skilled in the art will recognize that, for
simplicity and clarity, the full structure and operation of
all data processing systems suitable for wuse with the
present invention 1is not being depicted or described
herein. Instead, only so much of a data processing system
as 1s unique to the present invention or necessary for an
understanding of the present invention 1is depicted and
described. The remainder of the construction and operation
of data processing system may conform to any of the wvarious
current implementations and practices known in the art, and
unless otherwise noted herein, those of skill in the art
will recognize that any claimed features of a data
processing system can be implemented using convenﬁional
data processing system and data processing system network
hardware, configured and programmed to operate as claimed
and described. In particular, any steps of described
processes can be implemented using known data processing

system means.

[0235] It is important to note that while the present
invention has been described in the context of a fully
functional system, those skilled in the art will appreciate
that at least portions of the mechanism of the present
invention are capable of being distributed in the form of
instructions contained within a machine usable medium in

any of a variety of forms, and that the present invention

_65_
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applies equally regardless of the particular type of
instruction or signal bearing medium utilized to actually
carry out the distribution. Examples of machine usable
mediums include: nonvolatile, hard-coded type mediums such
as read only memories (ROMs) or erasable, electrically
programmable read only memories (EEPROMs), user—-recordable
type mediums such as floppy disks, hard disk drives and
compact disk read only memories {CD-ROMs) or digital
versatile disks (DVDs), and transmission type mediums such

as digital and analog communication links.

[0236] Although an exemplary embodiment of the present
invention has been described in detail, those skilled in
the art will understand that various changes,
substitutions, variations, and improvements of the
invention disclosed herein may be made without departing
from the spirit and scope of the invention in its broadest

form.

[0237] None of the description in the present
application should be read as implying that any particular
element, step, or function is an essential element which
must be included in the claim scope: THE SCOPE OF PATENTED
SURBRJECT MATTER IS DEFINED ONLY BY THE ALLOWED CLAIMS.
Moreover, none of these <c¢laims are intended to invoke
paragraph six of 35 USC §112 unless the exact words "means

for" are followed by a participle.
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WHAT IS CLAIMED IS:

1. A method for managing services, comprising:
identifying at least one remote system;
5 sending a request to the remote system to pause

processing of at least one system service:

sending an updated software package to the remote
system; and

sending, to the remote system, a request to install

10 the updated software package,

wherein the remote system thereafter resumes the

processing of the system service, using the updated

software package.

2. The method of claim 1, wherein the system service is
15 an infrastructure service.
3. The method of claim 1, wherein the system service is a

business service.

4. The method of claim 1, wherein the updated software
package includes additional software services which

20 are not already installed on the remote system.
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The method of claim 1, wherein the remote system
unloads an existing software package after pausing

processing.

The method of claim 1, further comprising receiving an
instruction from a user to update software packages on

remote systems.

The method of claim 1, wherein updated software
packages are sent to multiple remote systems

simultaneously.

A data processing system having at least a processing

and an accessible memory, comprising:

means for identifying at least one remote system;

means for sending a reguest to the remote system to
pause processing of at least one system service;

means for sending an updated software package to the
remote system; and

means for sending, to the remote system, a regquest to
install the updated software package,

wherein the remote system thereafter resumes the
processing of the system service, using the updated

software package.
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10.

11.

12.

13.

14.

The data processing system of claim 8, wherein the

system service is an infrastructure service.

The data processing system of claim 8, wherein the

system service is a business service.

The data processing system of claim 8, wherein the
updated software package includes additional software
services which are not already installed on the remote

system.

The data processing system of claim 8, wherein the
remote system unloads an existing software package

after pausing processing.

The data processing system of claim 8, further
comprising means for receiving an instruction from a

user to update software packages on remote systems.

The data processing system of claim 8, wherein updated
software packages are sent to multiple remote systems

simultaneously.
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15.
5
10
15 l6.
17.
18.
20

A computer program broduct tangibly embodied in a

computer—-readable medium, comprising:

instructions for identifying at least one remote
system;

instructions for sending a regquest to the remote
system to pause processing of at least one system
service:;

instructions for sending an updated software package
to the remote system; and

instructions for sending, to the remote system, a
request to install the updated software package,

wherein the remote system thereafter resumes the
processing of the system service, using the updated

software package.

The computer program product of claim 15, wherein the

system service is an infrastructure service.

The computer program product of claim 15, wherein the

system service 1s a business service.

The computer program product of claim 15, wherein the
updated software package includes additional software
services which are not already installed on the remote

system.
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19.
20.

5
21.

10
22.

15

The computer program product of claim 15, wherein the
remote system unloads an existing software package

after pausing processing.

The computer program product of claim 15, further
comprising instructions for receiving an instruction
from a user to update software packages on remote

systems.

The computer program product of claim 15, wherein
updated software packages are sent to multiple remote

systems simultaneously.

A method for managing services, comprising:

identifying at least one remote system;

sending a software package to the remote system; and

sending, to the remote system, configuration
information for the software package,

wherein the remote system thereafter installs and
configures the software package, using the

configuration information.
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1. With regard to the language, this opinion has been established on the basis of:
the international application in the language in which it was filed.
D a translation of the international application into which is the language of a

translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b)).

2. D This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified
to this Authority under Rule 91 (Rule 434is.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been
established on the basis of:

a. type of material

D a sequence listing
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b. format of material

D on paper

D in electronic form

c. time of filing/furnishing
D contained in the international application as filed
D filed together with the international application in electronic form

D furnished subsequently to this Authority for the purposes of search

4. D In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been
filed or furnished, the required statements that the information in the subsequent or additional copies is identical to that
in the application as filed or does not go beyond the application as filed, as appropriate, were furnished.
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Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

I.  Statement
Novelty (N) Claims 1-9, 13-21, and 25-33 YES
Claims 10-12, 22-24, and 34-26 NO
Inventive step (IS) Claims None YES
Claims 1-36 NO
Industrial applicability (1A) Claims 1-36 YES
Claims Nene NO

2. Citations and explanations:
Claims 1-9, 13-21, and 25-33 lack novelty under PCT Anrticle 33(2) as being anticipated by US 2005/0278741 A1 to Robarts et al.
{hereinafter, 'Robarts’).

As to claim 1, Robarts teaches a computer-readable storage media for interacting with multiple information forms across computing
devices, the computer-readable storage media including computer-readable instructions configured to cause one or more computer
processors tc execute the operations comprising: authenticating a user ("viewer profile,” para [0080)); establishing a channel grid
framework for the user on a first platform, the channel grid framework providing access to a first computer application displayed on a
display device as a channel (para [0004}); deploying the channel from the channel grid framework on the first platform to a second
platform in response to a user selecting the channel from the channel grid framework on the first platform and performing a copy operation
of the channel to the second platform (para {0064]); and establishing a run time application of the first computer application on the second
platform (para [0064]).

As to claim 2, Robarts teaches the computer-readable storage media of ciaim 1, wherein the user selecting the channel from the channel
grid framework on the first platform and performing the copy operation of the channel to the second platform includes performing a drag
and drop operation (para [0075]-[0076], (0099]).

As to claim 3, Robarts teaches the computer-readable storage media of claim 1, wherein the channel is a computer application capable of
at least one of launching other computer applications, receiving data regarding other computer applications, displaying streaming data, or
polling external computer applications (para [0100]).

As to claim 4, Robarts teaches the computer-readable storage media of claim 1, wherein the channel grid framework provides access to
twelve channels conveying information ("Channel panel” and "program grid,” para [0068]-[0069]; example displaying twelve programs,
para [0095]).

As to claim 5, Robarts teaches the computer-readable storage media of claim 1, wherein the first and second platforms comprise different
members from a group consisting of a server, a network of servers, a desktop computer, a laptop computer, a tablet computer, a netbook
computing device, a personal digital assistant (PDA), a telephone, a cell phone device, a handheld device, a smart phone, an interactive
display, a portable digital assistant (PDA), an enterprise digital assistant, a personal navigation device, a network connected device, an
optical disk player, an in-vehicle device, a sel-top television box, a virtual machine, and a game console (para [0019), [0047], [0067]).

As to claim 6, Robarts teaches the computer-readable storage media of claim 1, wherein deploying the channel from the channel grid
framework includes: displaying an icon on the first platform, the icon instantiating a representation of the second platform (para [0085));
and identifying the selected channel from the channe! grid framework on the first platform and displaying a representation of the selected
channel (para [0071]); and dragging the representation of the selected channe! out of the channel grid framework on the first platform and
displaying a representation of the selected channel with the icon of the second platform (para [0075]-{0076), [0099]).

As to claim 7, Robarts teaches the computer-readable storage media of claim 1, wherein the first computer application displayed on the
display device as a channel includes at least one of a streaming video application, an audio application, a voice-over-IP application, an
environmental monitoring application, a financial services application, an enterprise resource planning application, a building information
modeling application, a product lifecycie management application, a project management application, an immersive three dimensional
environment application, a video conferencing application, an RSS reader application, a channel application repository appiication, an end
-user preferences and localization application, a word processing application, a spreadsheet application, a presentation-slide show
application, an email application, an address book application, an instant messaging application, an enterprise content management
application, a text application, a graphics application, a picture application, a video application, a remote control-interaction application,
and a three-dimensional graphic visualization of objects application (para [0043], {0051}, [0067]).

As to claim 8, Robarts teaches the computer-readable storage media of claim 1 further comprising computer-readable instructions

configured to cause one or more computer processors to execute the operations comprising: interrogating the channel in the channel grid
framework on the display device to evaluate content provided by the first computer application (para [0083]).
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As to claim 9, Robarts teaches the computer-readable storage media of claim 8 further comprising computer-readable instructions
configured to cause one or more computer processors to execute the operations comprising: configuring the channel grid framework to
provide an intelligent alert object (para [0075]); comparing the evaluated content provided by the first computer application to a
predetermined intelligent alert threshold condition (para [0080}); and displaying an alert condition on the first and second platforms when
the evaluated content meets the predetermined threshold condition (para [0080]).

As to claim 13, Robarts teaches a computer-implemented method for interacting with muitiple information forms across computing devices,
the computer- implemented method comprising: authenticating a user ("viewer profile," para [0080)); establishing a channel grid framework
for the user on a first computing device platform, the channel grid framework providing access to a first computer application displayed on
a display device as a channel (para [0004]); deploying the channel from the channel grid framework on the first computing device platform
to a second computing device platform in response to a user selecting the channel from the channel grid framework on the first computing
device platform and performing a copy operation of the channel to the second computing device platform (para [0064]); and establishing a
run time application of the first computer application on the second computing device platform (para [0064]).

As to claim 14, Robarts teaches the computer-implemented method of claim 13, wherein the user selecting the channel from the channe!
grid framework on the first computing device platform and performing the copy operation of the channel to the second computing device
platform includes performing a drag and drop operation {para [0075)-[0076], [0099]).

As to claim 15, Robarns teaches the computer-implemented method of claim 13, wherein the channel is a computer application capable of
at least one of launching other computer applications, receiving data regarding other computer applications, displaying streaming data, or
polling external computer applications (para [0100]).

As to claim 16, Robarts teaches the computer-implemented method of claim 13, wherein the channel grid framework provides access to
twelve channels conveying information {*"Channel panel® and “program grid,” para [0068]-[0069]; example displaying twelve programs,
para [0095]).

As to claim 17, Robarts teaches the computer-implemented method of claim 13, wherein the first and second computer device platforms
comprise different members from a group consisting of a server, a network of servers, a desktop computer, a laptop computer, a tablet
computer, a netbook computing device, a personal digital assistant (FDA), a telephone, a cell phone device, a handheld device, a smart
phone, an interactive display, a portable digital assistant (FDA), an enterprise digital assistant, a personal navigation device, a network
connected device, an oplical disk player, an in-vehicle device, a set-top television box, a virtual machine, and a game console {para
[0019], [0047], [0067)).

As to claim 18, Robarts teaches the computer-implemented method of claim 13, wherein deploying the channel from the channel grid
framework includes: displaying an icon on the first computing device platform, the icon instantiating a representation of the second
computing device platform (para [0085]); and identifying the selected channel from the channet grid framework on the first computing
device platform and displaying a representation of the selected channel {para [0071]); and dragging the representation of the selected
channel out of the channel grid framework on the first computing device platform and displaying a representation of the selected channel
with the icon of the second computing device platform (para {0075]}-[0076], [0099]).

As to claim 19, Robarts teaches the computer-impiemented method of claim 13, wherein the first computer application displayed on the
display device as a channel includes at least one of a streaming video application/an audio application, a voice-over-IF application, an
environmental monitoring application, a financial services application, an enterprise resource planning application, a building information
modeling application, a product lifecycle management application, a project management application, an immersive three dimensional
environment application, a video conferencing application, an RSS reader application, a channel application repository application, an end-
user preferences and localization application, a word processing application, a spreadsheet application, a presentation-slide show
application, an email application, an address book application, an instant messaging application, an enterprise content management
application, a text application, a graphics application, a picture application, a video application, a remote controi-interaction application, and
a three-dimensional graphic visualization of objects application (para [0043], [0051], [0067]).

As to claim 20, Robarts teaches the computer-implemented method of claim 13 further comprising: interrogating the channel in the channel
grid framework on the display device to evaluate content provided by the first computer application (para {0083]}.

As to claim 21, Robarts teaches the computer-implemented method of claim 20 further comprising: configuring the channel grid framework
to provide an intelligent alert object (para [0075]); comparing the evaluated content provided by the first computer application to a
predetermined intelligent alert threshold condition (para [0080]); and displaying an alert condition on the first and second computing device
platforms when the evaluated content meets the predetermined threshold condition (para [0080]).

As to claim 25, Robarts teaches a system for interacting with multiple information forms across computing devices, the system comprising:
an identity management server configured to authenticate a user ("viewer profile,” para [0080)); a channel grid framework established for
the user on a first computing device platform, the channel grid framework providing access to a first computer application displayed on a
display device as a channel (para {0004)); and an application host and transfer tool configured to deploy the channel from the channel grid
framework on the first computing device platform to a second computing device platform in response to a user selecting the channel from
the channet! grid framework on the first computing device platform and performing a copy operation of the channel to the second computing
device platform and further configured to establish a run time application of the first computer application on the second computing device
platform (para [0064]).
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As to claim 26, Robarts teaches the system of claim 25, wherein the application host and transfer tooi is further configured to receive a
copy of the channel in response to the copy operation, inciuding the user selecting the channe! from the channel grid framework on the first
computing device platform and performing a drag and drop copy operation of the channel to the second computing device (para [0075]-
[C076], [0099)).

As to claim 27, Robarts teaches the system of claim 25 further comprising: a Web services gateway configured to integrate subordinate
application functions in the channel, the subordinate applications functions including at least one of launching other computer applications,
receiving data regarding other computer applications, displaying streaming data, or polling external computer applications (para [0100]).

As to claim 28, Robarts teaches the system of claim 25, wherein the channet grid framework provides access to twelve channels
conveying information ("Channel panel” and "program grid," para [0068]-{0069]; example dispiaying twelve programs, para {0095]).

As to claim 29, Robarts teaches the system of claim 25, wherein the first and second computer device platforms comprise different
members from a group consisting of a server, a network of servers, a desktop computer, a laptop computer, a tablet computer, a netbook
computing device, a personal digital assistant (PDA), a telephone, a cell phone device, a handheld device, a smart phone, an interactive
display, a poriable digital assistant (PDA), an enterprise digilat assistant, a personal navigation device, a network connected device, an
optical disk player, an in-vehicle device, a set-top television box, a virtual machine, and a game console (para [0019], [0047], [0067]).

As to claim 30, Robarts teaches the system of claim 25, wherein the application host and transfer toal is further configured to: display an
icon on the first computing device platform, the icon instantiating a representation of the second computing device platform (para [0085]);
identify the selected channel from the channel grid framework on the first computing device platform and display a representation of the
selected channel (para [0071]); and display a representation of the selected channe! with the icon of the second computing device platform
in response to a user dragging the representation of the selected channel out of the channel grid framework on the first computing device
platform (para [0075]-[0076], [0099]).

As to claim 31, Robarts teaches the system of claim 25, wherein the first computer application displayed on the display device as a
channel includes at least one of a streaming video application, an audio application, a voice-over-IF application, an envircnmental
monitoring application, a financial services application, an enterprise resource planning application, a building information modeling
application, a product lifecycle management application, a project management application, an immersive three dimensional environment
application, a video conferencing application, an RSS reader application, a channel application repository application, an end-user
preferences and localization application, a word processing application, a spreadsheet application, a presentation-slide show application,
an email application, an address book application, an instant messaging application, an enterprise content management application, a text
application, a graphics application, a picture application, a video application} a remote control-interaction application, and a three-
dimensional graphic visualization of objects application (para [0043], [0051], [0067]).

As to claim 32, Robarts teaches the system of claim 27, wherein the identity management server and the web services gateway are further
configured to interrogate the channel in the channel grid framework on the display device to evaluate content provided by the first
computer application (para [0083]).

As to claim 33, Robarts teaches the system of claim 32 further comprising: a channel server configured to provide the first computer
application displayed on the display device as the channel (para [0075]); a channel alert server configured to provide an intelligent alert
object to the channel grid framework and further configured to compare the evaluated content provided by the first computer application to
a predetermined intelligent alert threshold condition {para {0080]) and display an alert condition on the first and second computing device
platforms when the evaluated content meets the predetermined threshold condition {para [0080]).

Claims 10-12, 22-24, and 34-36 lack an inventive step under PCT Article 33(3) as being obvious over Robarts in view of US 2005/0086612
A1 to Gettman et al. (hereinafter '‘Gettman’). ‘

As to ciaim 10, Robarts teaches the computer-readable storage media of claim 8, but fails to explicitly teach such media further comprising
computer-readable instructions configured to cause one or more computer processors to execute the operations comprising: selecting an
object from the first computer application displayed on the display device as a three-dimensional workspace; and interacting spatially with
a digital instance of the selected object in the three-dimensional workspace to access a second computer application providing additional
content related to the selected object displayed in the three-dimensional workspace. However, Gettman teaches such media further
comprising computer-readable instructions configured to cause one or more computer processors to execute the operations comprising:
selecting an object from the first computer application displayed on the display device as a three-dimensional workspace (para [0046]));
and interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer
application providing additional content related to the selected object displayed in the three-dimensional workspace (para [0045}-[0046}). It
would have been obvious to one of ordinary skill in the art to combine the channel-selection system of Robarts with the support for 3-d
virtual-world interfaces of Gettman, because Robarts and Gettman are directed 1o systems and methods for using computer technology to
select, retrieve, and interface with information. Furthermore, users benefit from systems and methods adapted for three-dimensional
workspaces, because such systems and methods allow for a large amount of information to be easily browsed and accurately navigated
{para [0044)).
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As to claim 11, Robarts teaches the computer-readable storage media of claim 8, but fails to teach such media further comprising
computer-readable instructions configured to cause one or more computer processors to execute the operations comprising: selecting an
object displayed by the first computer application in a three-dimensional workspace, the selected object in the three-dimensional
workspace corresponding to a physical device in a physical space; interacting spatially with a digital instance of the selected object in the
three-dimensional workspace to access a second computer application providing additional content related to the selected object displayed
in the three-dimensional workspace; and implementing a virtual change in the digital instance of the selected object using the second
computer application to implement a corresponding physical change in the physical device. However, Gettman teaches such media
further comprising computer-readable instructions configured to cause one or more computer processors to execute the operations
comprising: selecting an object displayed by the first computer application in a three-dimensional workspace, the selected object in the
three-dimensional workspace corresponding te a physical device in a physical space (para [0045]-[0046], [0066], [0103]), interacting
spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer application
providing additional content related to the selected cobject displayed in the three-dimensional workspace (para [0045]-{0046]); and
implementing a virtual change in the digital instance of the selected object using the second computer application to implement a
corresponding physical change in the physical device (para [0164]). It would have been obvious to one of ordinary skill in the art to
combine the channel-selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and
Gettman are directed to systems and methods for using computer technology to select, retrieve, and interface with information.
Furthermore, users benefit from systems and methods adapted for interacting with objects in a virtual space, because such systems and
methods allow for using spatial awareness to communicate relevance to a user (para [0055]).

As to claim 12, the computer-readable storage media of claim 11 is discussed above. Furthermore, Gettman teaches such media, wherein
interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer
application providing additional content related to the selected object displayed in the three-dimensional workspace includes interacting
with a 3D avatar of a second user in a 3D workspace to be displayed on both the user's platform and the second user's platform (para
[0097)).

As to claim 22, Robarts teaches the computer-implemented method of claim 20, but {ails to explicitly teach such a method further
comprising: selecting an object from the first computer application displayed on the display device as a three-dimensional workspace; and
interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer
application providing additional content related to the selected object displayed in the three-dimensional workspace. However, Gettman
teaches such a method further comprising: selecting an object from the first computer application displayed on the display device as a
three-dimensional workspace (para [0046)); and interacting spatially with a digital instance of the selected object in the three-dimensional
workspace to access a second computer application providing additional content related to the selected object displayed in the three-
dimensional workspace (para [0045]-[0046]). It would have been obvious to one of ordinary skill in the art to combine the channel-
selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and Gettman are directed to
systems and methods for using computer technology to select, retrieve, and interface with information. Furthermore, users benefit from
systems and methods adapted for three-dimensional workspaces, because such systems and methods allow for a large amount of
information to be easily browsed and accurately navigated (para [0044]).

As to claim 23, Robarts teaches the computer-implemented method of claim 20, but fails to explicitly teach such a method further
comprising: selecting an object displayed by the first computer application in a three-dimensional workspace, the selected object in the
three-dimensional workspace corresponding to a physical device in a physical space; interacting spatially with a digital instance of the
selected object in the three-dimensional workspace to access a second computer application providing additional content related to the
selected object displayed in the three-dimensional workspace; and implementing a virtual change in the digital instance of the selected
object using the second computer application to implement a corresponding physical change in the physical device. However, Gettman
teaches such a method further comprising: selecting an object displayed by the first computer application in a three-dimensional
workspace, the selected object in the three-dimensional workspace corresponding to a physical device in a physical space (para [0045]-
[0048], [0066], [0103]); interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a
second computer application providing additional content related to the selected object displayed in the three-dimensional workspace (para
[0045]-[0046]); and implementing a virtual change in the digital instance of the selected object using the second computer application to
implement a corresponding physical change in the physical device (para [0164]). It would have been obvicus to one of ordinary skill in the
art to combine the channel-selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and
Gettman are directed to systems and methods for using computer technology to select, retrieve, and interface with information.
Furthermore, users benefit from systems and methods adapted for interacting with objects in a virtual space, because such systems and
methods allow for using spatial awareness to communicate relevance to a user {(para [0055]).

As to claim 24, the computer-implemented method of claim 23 is discussed above. Furthermore, Getiman teaches such a method wherein
interacting spatially with a digital instance of the selected object in the three-dimensiona! workspace to access a second computer
application providing additional content related to the selected object displayed in the three-dimensional workspace includes interacting
with a 3D avatar of a second user in a 3D workspace to be displayed on the user's computing device platform and on the second user's
computing device platform (para [0097]).
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As to claim 34, Robarts teaches the system of claim 32, but fails to explicitly teach such a system further comprising: a virtual world server
configured 1o select an object from the first computer application displayed on the display device as a three-dimensional workspace and
interact spatially with a digital instance of the selected object in the three-dimensional workspace 1o access a second computer application
providing additional content related to the selected object displayed in the three-dimensional workspace. However, Gettman teaches such
a system further comprising: a virtual world server configured to select an object from the first computer application displayed on the
display device as a three-dimensional workspace (para [0046]) and interact spatially with a digital instance of the selected object in the
three-dimensional workspace to access a second computer application providing additional content related to the selected object displayed
in the three-dimensionai workspace {para [0045]-{0046]). It would have been obvious io one of ordinary skill in the art to combine the
channel-selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and Gettman are
directed to systems and methods for using computer technology to select, retrieve, and interface with information. Furthermore, users
benefit from systems and methods adaptied for three-dimensional workspaces, because such systems and methods allow for a large
amount of information to be easily browsed and accurately navigated (para [0044]).

As to claim 35, Robarts teaches the system of claim 32, but fails to explicitly teach such a system wherein the virtual world server is further
configured to: select an object displayed by the first computer application in a three-dimensional workspace, the selected object in the
three-dimensional workspace corresponding to a physical device in a physical space; interact spatially with a digital instance of the
selected object in the three-dimensional workspace to access a second computer application providing additional content related to the
selected object displayed in the three-dimensional workspace; and implement a virtual change in the digital instance of the selected object
using the second computer application to implement a corresponding physical change in the physical device. However, Gettman teaches
such a system wherein the virtual world server is further configured to: select an object displayed by the first computer application in a
three-dimensional workspace, the selected object in the three-dimensional workspace corresponding to a physical device in a physical
space (para [0045]}-[0048€], [0066], [0103]); interact spatially with a digital instance of the selected object in the three-dimensional
workspace 1o access a second computer application providing additional content related to the selected object displayed in the three-
dimensional workspace (para [0045]-[0046]); and implement a virtual change in the digital instance of the selected object using the second
computer application to implement a corresponding physical change in the physical device (para [0164]). It would have been obvious to
one of ordinary skill in the art to combine the channel-selection system of Robarts with the support for 3-d virtual-world interfaces of
Gettman, because Robarts and Gettman are directed to systems and methods for using computer technology to select, retrieve, and
interface with information. Furthermore, users benefit from systems and methods adapted {or interacting with objects in a virtual space,
because such systems and methods allow for using spatial awareness to communicate relevance to a user (para [0055]).

As to claim 36, the system of claim 35 is discussed above. Furthermore, Gettman teaches such a system wherein interacting spatially with
a digital instance of the selected object in the three-dimensional workspace to access a second computer application providing additional
content related to the selected object displayed in the three-dimensional workspace includes interacting with a 3D avatar of a second user
in a 3D workspace to be displayed on the user's computing device platform and on the second user's computing device platform (para
[0097)).

Ctaims 1-36 have industrial applicability as defined by PCT Article 33(4) because the subject matter can be made or used in industry.

Form PCT/ISA/237 (Supplemental Box) (April 2007)
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8)[] Claim(s) _____is/are objected to.
9)[] Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
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DETAILED ACTION
The present application is being examined under the pre-AlA first to invent

provisions.

This office action is in responsive to communication(s): original application filed on
04/13/2011, said application claims a priority filing date of 05/13/2008.

Claims 1-36 are pending. Claims 1, 35 and 36 are independent.

Priority
Claimed inventions such as “...respective portions of the secure user-centric information
based at least in part on information access rights and/or security protocols respectively
associated with the plurality of authorized channels” and “monitoring at least the first
channel information so as to determine one or more events, conditions, logical
workflows, discrete information values or signal data, based on at least one threshold
condition or parameter relating to the first channel information; and
if the one or more events, conditions, logical workflows, discrete information values or
signal data is/are determined in B):
C) controlling the at least one communication interface to transmit at least one alert to,
or transmit data so as to generate at least one alert on, at least one external device;

and/or
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D) controlling the at least one memory so as to store trigger information relating to the
one or more determined events, conditions, logical workflows, discrete information
values or signal data” recited in claim 1, 35 and 36 is missing in the specification of
provisional application 61/052,765. Therefore, claimed priority date 05/13/2008 has not
been honored for all independent claims and its associated dependent claims.
However, claimed invention gets priority date of 05/13/2009 as claimed feature is

disclosed in application 12/465,331.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form

the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than one year prior to the date of application for patent in
the United States.

Claims 1-10, 13-16, 18-22, 29-33, 35 and 36 are rejected under 35 U.S.C. 102(b) as
being anticipated by Flynt et al. (U.S. Publication 2007/0082707; hereinafter

“Flynt”).

In regard to independent claims 1 and 35 and 36, Flynt teaches an apparatus to
provide secure user-centric information on at least one user platform operated by a
user, and to evaluate at least some of the secure user-centric information, the

apparatus comprising:
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at least one communication interface to facilitate wired and/or wireless communications
with the at least one user platform via one or more transmission media (Flynt, figure 15);
at least one memory to store processor-executable instructions; and at least one
processor communicatively coupled to the at least one communication interface and the
at least one memory (Flynt, figure 15), wherein upon execution of the processor-
executable instructions by the at least one processor (Flynt, figure 15), the at least one
processor provides and evaluates at least some of the secure user-centric information
by:

A) implementing, at least in part, a plurality of authorized channels through which the
user receives and/or interacts with, via the at least one user platform, respective
portions of the secure user-centric information based at least in part on information
access rights and/or security protocols respectively associated with the plurality of
authorized channels, the plurality of authorized channels including at least a first
channel through which the user receives and/or interacts (Flynt, paragraph 0034, lines
9-12) with first channel information constituting a first portion of the secure user-centric
information (Flynt, paragraph 0056, lines 1-3; paragraph 0055, lines 2-3);

B) monitoring at least the first channel information so as to determine one or more
events, conditions, logical workflows, discrete information values or signal data, based
on at least one threshold condition or parameter relating to the first channel information;
and

if the one or more events, conditions, logical workflows, discrete information values or

signal data is/are determined in B):
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C) controlling the at least one communication interface to transmit at least one alert to,
or transmit data so as to generate at least one alert on, at least one external device
(Flynt, figure 6 and 7; “Note: upon determination of events and conditions alert is being
displayed”);

and/or

D) controlling the at least one memory so as to store (Flynt, figure 15; paragraph 0091,
lines 17-23) trigger information relating to the one or more determined events,

conditions, logical workflows, discrete information values or signal data.

In regard to dependent claim 2, Flynt teaches if the one or more events, conditions,
logical workflows, discrete information values or signal data is/are determined in B), the
at least one processor performs C) (Flynt, figure 6 and 7; “Note: upon determination of

events and conditions alert is being displayed”).

In regard to dependent claim 3, Flynt teaches if the one or more events, conditions,
logical workflows, discrete information values or signal data is/are determined in B), the

at least one processor performs D) (Flynt, figure 15; paragraph 0091, lines 17-23).

In regard to dependent claim 4, Flynt teaches if the one or more events, conditions,

logical workflows, discrete information values or signal data is/are determined in B), the

at least one processor performs C) and D) (Flynt, figure 6 and 7; “Note: upon
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determination of events and conditions alert is being displayed”; figure 15; paragraph

0091, lines 17-23).

In regard to dependent claim 5, Flynt teaches the first channel information includes at

least one of: text information (Flynt, figure 3).

In regard to dependent claim 6, Flynt teaches the at least one threshold condition or
parameter includes a numerical limit or a trend (Flynt, figure 3 and 4; paragraph 0078,
lines 8-11;"Note: time of the day or giving alert on lunch time or how many minutes

remaining is based on numerical limit").

In regard to dependent claims 7 and 8, Flynt teaches B) comprises:

B 1) making a comparison of the monitored first channel information and the at least
one threshold condition or parameter based at least in part on at least one criterion for
the comparison; and B2) establishing a trigger, based at least in part on B1), if the at
least one criterion is met (Flynt, figure 3 and 4; paragraph 0078, lines 8-11;"Note:
current time is compared with the threshold time such as time of the day or the time
parking meter will expire etc.").

In regards to dependent claim 9, Flynt teaches the at least one processor performs
D), and wherein the trigger information includes at least one of:

one or more values or other information content associated with the monitored first

channel information that resulted in the trigger; one or more date stamps and/or time
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stamps associated with the one or more values or the other information content
associated with the monitored first channel information that resulted in the trigger; an
identifier for one or more content sources providing at least some of the monitored first
channel information that resulted in the trigger; the at least one criterion for the
comparison that resulted in the trigger (Flynt, paragraph 0078, lines 9-12; “Note: time of
the day is associated with what type of content will be rendered”).

In regards to dependent claim 10, Flynt teaches the at least one processor performs
C), and wherein the at least one alert includes at least one of: at least one visual alert
(Flynt, figure 3).

In regards to dependent claim 13, Flynt teaches the at least one processor performs
C), and wherein: C) comprises transmitting data so as to generate the at least one alert
on at least one external device (Flynt, figure 15);

the at least one processor further provides the at least some of the secure user-centric
information by: E) controlling the at least one communication interface so as to transmit
to the at least one external device channel information relating to at least one
authorized channel of the plurality of authorized channels implemented in A); and the
data transmitted in C) causes an appearance of the at least one authorized channel, as
represented on the at least one external device, to change so as to generate the at least
one alert on the at least one external device (Flynt, paragraph 0061, lines 13-15; “Note:
alerts are related with the channel and changes appearance”).

In regards to dependent claims 14, Flynt teaches the at least one external device

includes the at least one user platform (Flynt, figure 15).
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In regards to dependent claim 15, Flynt teaches the at least one authorized channel
includes the first channel (Flynt, figure 3).

In regards to dependent claim 16, Flynt teaches the data transmitted in C) causes the
at least one authorized channel, as represented on the at least one external device, to
expand into additional channels represented on the at least one external device so as to
generate the at least one alert on the at least one external device (Flynt, paragraph
0047, lines 8-10; paragraph 0049, lines 7-13).

In regards to dependent claim 18, Flynt teaches the at least one processor performs
C), and wherein in C), the at least one external device includes at least one of a mobile
device, a television, and a Blu-ray player (Flynt, paragraph 0089).

In regards to dependent claim 19, Flynt teaches the at least one processor further
provides and evaluates at least some of the secure user-centric information by:

E) controlling the at least one communication interface to transmit at least some of the
first channel information to the at least one user platform (Flynt, figure 15).

In regards to dependent claim 20, Flynt teaches the at least one processor performs
C), and wherein in C), the at least one external device includes the at least one user
platform (Flynt, figure 15).

In regards to dependent claim 21, Flynt teaches the at least one user platform
includes a plurality of user platforms; E) comprises controlling the at least one
communication interface to transmit the at least some of the first channel information to

the plurality of user platforms; and C) comprises controlling the at least one
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communication interface to transmit data so as to generate at least one alert on the
plurality of user platforms (Flynt, paragraph 0089; figure 15).

In regards to dependent claim 22, Flynt teaches the plurality of user platforms include
multiple different types of computing devices and/or multiple different types of
communication devices (Flynt, paragraph 0089).

In regards to dependent claim 29, Flynt teaches wherein in A), the at least one
processer implements a channel server that defines one or more visual
characterizations, one or more functions or features, and/or one or more information
types provided by respective channels of the plurality of channels through which the
user receives and/or interacts with the respective portions of the secure user- centric
information, wherein the channel server implements at least the first channel, and
wherein the at least one processor further provides and evaluates at least some of the
secure user- centric information by:

D) controlling the at least one communication interface to transmit at least some of the
first channel information to the at least one user platform (Flynt, figure 15; 1504 being
the channel server”).

In regards to dependent claim 30, Flynt teaches the at least one memory further
stores at least one database including registries to one or more services and/or
applications used by the channel server to implement at least the first channel and
provide the first channel information (Flynt, figure 15, element 1508 and 1510 being the

database”).
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In regards to dependent claim 31, Flynt teaches wherein in B) and C), the at least one
processor implements a channel alert server, communicatively coupled to the channel
server, to monitor at least the first channel information so as to determine the one or
more events, conditions, logical workflows, discrete information values or signal data
based on the at least one threshold condition or parameter, and to generate at least one
alert in response to the one or more determined events, conditions, logical workflows,
discrete information values or signal data relating to the first channel information (Flynt,
figure 15, element 1504 being the alert server”).

In regards to dependent claim 32, Flynt teaches the at least one processor further
provides and evaluates at least some of the secure user-centric information by:
implementing at least one other server, communicatively coupled to the channel server
and the channel alert server, to provide the one or more services and/or applications
registered in the at least one database and used by the channel server to implement the
first channel and provide the first channel information, wherein the at least one other
server includes at least one of:

a portal server to facilitate Internet-based function access by the at least one
communication interface of the user platform (Flynt, figure 6, paragraph 0057, lines 3-6).
In regards to dependent claim 33, Flynt teaches at least a portion of one or more of
the first channel information, the video information, the audio information, the streaming
or real-time information from a machine or device, the events, the conditions, the logical

workflows, the discrete information values, and the signal data are stored in the at least
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one database (Flynt, paragraph 0052, lines 17-20; “Note: real-time information is

displayed”).

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 11-12, 17, 23-28 and 34 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Flynt et al. (U.S. Publication 2007/0082707; hereinafter “Flynt”)

in view of Jones et al (U.S. Publication 2008/0256643; hereinafter “Jones”).

In regard to dependent claims 23 and 25, Flynt teaches an apparatus to provide
secure user-centric information on at least one user platform operated by a user, and to
evaluate at least some of the secure user-centric information, the apparatus comprising:
at least one communication interface to facilitate wired and/or wireless communications
with the at least one user platform via one or more transmission media (Flynt, figure 15);
at least one memory to store processor-executable instructions; and at least one
processor communicatively coupled to the at least one communication interface and the

at least one memory (Flynt, figure 15), wherein upon execution of the processor-
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executable instructions by the at least one processor (Flynt, figure 15), the at least one
processor provides and evaluates at least some of the secure user-centric information
by:

A) implementing, at least in part, a plurality of authorized channels through which the
user receives and/or interacts with, via the at least one user platform, respective
portions of the secure user-centric information based at least in part on information
access rights and/or security protocols respectively associated with the plurality of
authorized channels, the plurality of authorized channels including at least a first
channel through which the user receives and/or interacts (Flynt, paragraph 0034, lines
9-12) with first channel information constituting a first portion of the secure user-centric
information (Flynt, paragraph 0056, lines 1-3; paragraph 0055, lines 2-3);

B) monitoring at least the first channel information so as to determine one or more
events, conditions, logical workflows, discrete information values or signal data, based
on at least one threshold condition or parameter relating to the first channel information;
and

if the one or more events, conditions, logical workflows, discrete information values or
signal data is/are determined in B):

C) controlling the at least one communication interface to transmit at least one alert to,
or transmit data so as to generate at least one alert on, at least one external device
(Flynt, figure 6 and 7; “Note: upon determination of events and conditions alert is being
displayed”);

and/or
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D) controlling the at least one memory so as to store (Flynt, figure 15; paragraph 0091,
lines 17-23) trigger information relating to the one or more determined events,

conditions, logical workflows, discrete information values or signal data.

Flynt teaches displaying channel and/or alert information based on user’s access rights
which is based on the subscription (Flynt, paragraph 0056, lines 1-3; paragraph 0055,
lines 2-3).

However, Flynt is silent on authenticating user and platform; and the at least one
memory stores an authentication directory to provide the information access rights
and/or security protocols respectively associated with the corresponding plurality of
authorized channels, the user, and the user platform platform; the authentication
directory including a plurality of user accounts, a plurality of device accounts, and a
plurality of application accounts, and wherein E) comprises authenticating the user and
the at least one user platform to receive at least the first channel information based at
least in part on the authentication directory.

Jones teaches a system and apparatus displaying authorized channel information
authenticating user and platform wherein the at least one memory stores an
authentication directory to provide the information access rights and/or security
protocols respectively associated with the corresponding plurality of authorized
channels, the user, and the user platform platform (Jones, paragraph 0043, lines 3-4;
paragraph 0021, lines 1-3; “dust for clarification: having an accounts in order to do the

authentication is well-known in the art; practical example would be user needs to have
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an account in order to have authenticated by the system"); the authentication directory
including a plurality of user accounts, a plurality of device accounts, and a plurality of
application accounts, and wherein E) comprises authenticating the user and the at least
one user platform to receive at least the first channel information based at least in part
on the authentication directory (Jones, paragraph 0043, lines 3-4; “Just for clarification:
database or repository that holds information on user, application and device is
interpreted as directory").

Flynt and Jones are analogous art because they are from similar field of endeavor,
graphical user interface displaying channel (application) information based on the
access rights.

Therefore, at the time of the invention, it would have been obvious to a person of
ordinary skill in the art to apply the teaching of Jones, having access rights associated
with user, channel (application) and user device, to Santoro. Motivation for doing so
would have been to have to improve the system making the system more secure
avoiding any potential problem which may arise by rogue application (Jones, paragraph

003, lines 28-31).

In regard to dependent claims 24, Flynt as modified by Jones as applied to claims 23
and 25 above, teaches the at least one memory stores a user profile to identify user
preferences, platform identities (Jones, paragraph 043, lines 3-4), and service support
instructions that determine how the secure user-centric information behaves on the at

least one user platform, and wherein E) comprises authenticating the user and the at

Page 284 of 370



Application/Control Number: 13/086,165 Page 15
Art Unit: 2175

least one user platform based at least in part on the user profile (Flynt, paragraph 0040,
lines 1-9; “Note: time of the day, day of the week, user context etc that governs how to
behave on the platform being the service support instruction”).

In regards to dependent claim 26, Flynt teaches the at least one processor performs
C), and wherein in C), the at least one external device includes the at least one user
platform (Flynt, figure 15).

In regard to dependent claim 27, Flynt teaches providing channels based on the
access rights which is based on the user’s subscription to the channels (Flynt,
paragraph 0056, lines 1-3) wherein determining active device of the subscriber and
providing a confirmation about the subscription is obvious to one skilled in the art to
avoid any unintentional subscription by the user.

In regards to dependent claim 28, Flynt teaches the at least one processor performs
C), and wherein in C), the at least one external device includes the one or more devices
of the at least one subscriber to the at least one alert (Flynt, figure 15, figure 6).

In regard to dependent claims 34, Flynt as modified by Jones as applied to claims 23
and 25 above, teaches the at least one processor establishes a service- oriented
architecture (SOA) including an enterprise service bus, wherein the channel server, the
channel alert server, and the at least one other server are implemented as logical
components that are communicatively coupled to each other and the at least one
database via the enterprise service bus (Jones, paragraph 0019, lines 1-3; Flynt,
paragraph 0035, lines 10-14; “Note: sending query, data, data request and results using

XML implies using web methods and web services”).
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In regard to dependent claim 11, Flynt teaches providing channels based on the
access rights which is based on the user’s subscription to the channels (Flynt,
paragraph 0056, lines 1-3) wherein subscription to new channel and proving an
activation alert is obvious to one skilled in the art to avoid any unintentional subscription
by the user.

In regard to dependent claim 12, Flynt teaches providing alerts using devices such as
cellular phone, smart phones (Flynt, paragraph 0032, lines 7-11) based on the
determined events, conditions etc (Flynt, paragraph 0040, lines 1-9) wherein it is well
practiced in the art that from a cellular phone when pressing 9-1-1 button events is

occurs it gives alert to law enforcement agency.

In regard to dependent claim 17, Flynt teaches the at least one other server includes:

hosting internet sites (Flynt, paragraph 0057) wherein rendering three-dimensional

visualization within internet site is well known and obvious to a skilled artisan.
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Conclusion
The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.
Nielsen et al., U.S. Publication 2010/0313146 - Teaches remotely controlling real-world
devices in virtual world and display status of real object.
Helfman et al., U.S. Patent 6,396,513 - Teaches intelligent alert object in outlook
application displaying alert based on predetermined threshold.
Feyereisen et al., U.S. Publication 2007/0018887 - Teaches giving alert to user based
on the status on a real object.
Fortnow et al., U.S. Publication 2009/0013263 - Teaches a virtual world interacting with
avatars simulating a real live event.
Leacock et al., U.S. Publication 2009/0254842 - Teaches a navigating documents and

application in virtual world and communicate with avatars.
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to REZA NABI whose telephone number is (571)270-7592.
The examiner can normally be reached on 7:30 to 5:00 PM [Off every alternate Friday].

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, William Bashore can be reached on 571-272-4088. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/R. N./
Examiner, Art Unit 2175
/William Bashore/

Supervisory Patent Examiner, Art Unit 2175
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Inventor Name: Michael Wetzer

Title: METHODS, APPARATUS AND SYSTEMS FOR
PROVIDING AND MONITORING SECURE
INFORMATION VIA MULTIPLE AUTHORIZED
CHANNELS AND GENERATING ALERTS
RELATING TO SAME

Appl. No.: 13/086165
Filing Date: 4/13/2011
Examiner: Nabi, Reza U.
Art Unit: 2175

Confirmation Number: 3599

AMENDMENT AND REPLY UNDER 37 CFR 1.111

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner:
This communication is responsive to the Non-Final Office Action dated September 17,

2013, concerning the above-referenced patent application.

Amendments to the Claims are reflected in the listing of claims which begins on page 2

of this document.
Remarks/Arguments begin on page 14 of this document.

Please amend the application as follows:
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Amendments to the Claims:

This listing of claims will replace all prior versions and listings of claims in the application:

Listing of Claims:

1. (Currently Amended) An apparatus to provide secure user-centric information on at least
one user platform operated by a user, and to evaluate at least some of the secure user-centric
information, the apparatus comprising:

at least one communication interface facilitating wired and/or wireless communications
with the at least one user platform via one or more transmission media;

at least one memory storing processor-executable instructions; and

at least one processor communicatively coupled to the at least one communication
interface and the at least one memory, retrieving processor-exectuable instructions from the at
least one memory, and executing the processor-executable instructions to provide and evaluate
at least some of the secure user-centric information by:

A) implementing, at least in part, a plurality of authorized channels through which
the user receives and/or interacts with, via the at least one user platform, respective
portions of the secure user-centric information based at least in part on information
access rights and/or security protocols respectively associated with the plurality of
authorized channels, the plurality of authorized channels including at least a first channel
through which the user receives and/or interacts with first channel information
constituting a first portion of the secure user-centric information;

B) receiving configuration data indicating one or more user preferences regarding

alerts transmitted via the first channel;

C) receiving session data indicating a current state of at least one external device

of the user;

D) [[B)]] monitoring at least the first channel information so as to determine one
or more events, conditions, logical workflows, discrete information values or signal data,

based on at least one threshold condition or parameter relating to the first channel

4832-4951-6055.1
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information and determined based on the user preferences indicated by the configuration

data; and
if the one or more events, conditions, logical workflows, discrete information
values or signal data is/are determined in D) [[B)]]:

F) determining a notification method by which to provide at least one alert

on the at least one external device based on the current state of the at least one

external device indicated by the session data;

F) generating notification data according to the determined notification

method, wherein the notification data is configured to cause the at least one

external device to provide the at least one alert on the at least one external device;

and
G) [[O)]] controlling the at least one communication interface to transmit

atleastonealert-to;or-transmit the notification data to the se-as-te-generateat

least-one-alert-on; at least one external device via the first channel.;-and/or

2. (Currently Amended) The apparatus of claim 1, wherein if the one or more events,
conditions, logical workflows, discrete information values or signal data is/are determined in D)

[[B)]], the at least one processor performs G) [[C)]].

3. (Currently Amended) The apparatus of claim 1, wherein if the one or more events,
conditions, logical workflows, discrete information values or signal data is/are determined in D)

[[B)]], the at least one processor controls the at least one memory so as to store trigger

information relating to the one or more determined events, conditions, logical workflows,

discrete information values or signal data performsbD.
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4. (Currently Amended) The apparatus of claim 3 [[1]], wherein if the one or more events,

conditions, logical workflows, discrete information values or signal data is/are determined in D)

[[B)]], the at least one processor further performs G) [[C)]]-ard-B).

5. (Original) The apparatus of claim 1, wherein the first channel information includes at
least one of:

text information;

graphic information;

one or more pictures;

one or more videos;

audio or digital sound;

streaming data, audio or video;

content associated with an executing computer application;

voice-over-IP communication;

instant messaging/SMS information;

video-conferencing information;

environmental monitoring information;

financial services information;

enterprise resource planning information;

enterprise content management information;

building information;

project management information;

product lifecycle management information;

RSS (Really Simple Syndication) reader information;

remote device control/interaction information;

a three-dimensional graphic visualization of one or more objects and/or immersive
environments;

one or more word processing documents;

one or more spreadsheets;
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one or more presentation/slide shows;
email; and

address book information.

6. (Original) The apparatus of claim 1, wherein the at least one threshold condition or

parameter includes a numerical limit or a trend.

7. (Currently Amended) The apparatus of claim 1, wherein D) [[B)]] comprises:

D1) [[B1)]] making a comparison of the monitored first channel information and the at
least one threshold condition or parameter based at least in part on at least one criterion for the
comparison; and

D2) [[B2)]] establishing a trigger, based at least in part on D1) [[B1)]], if the at least one

criterion is met.

8. (Original) The apparatus of claim 7, wherein the at least one criterion for the comparison
includes at least one of:
exceeding a quantified numerical limit; and

multiple similar events trending in a certain direction.

9. (Currently Amended) The apparatus of claim 7, wherein the at least one processor

controls the at least one memory so as to store trigger information relating to the one or more

determined events, conditions, logical workflows, discrete information values or signal data

perfermsD), and wherein the trigger information includes at least one of:

one or more values or other information content associated with the monitored first
channel information that resulted in the trigger;

one or more date stamps and/or time stamps associated with the one or more values or the
other information content associated with the monitored first channel information that resulted in
the trigger;

an identifier for one or more content sources providing at least some of the monitored

first channel information that resulted in the trigger;
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the at least one criterion for the comparison that resulted in the trigger.

10. (Currently Amended) The apparatus of claim 1, wherein the at least one processor
performs G) [[C)]], and wherein the at least one alert includes at least one of:

at least one visual alert;

at least one auditory alert;

at least one email message; and

at least one SMS text message.

11. (Currently Amended) The apparatus of claim 1, wherein the at least one processor
performs G) [[C)]], and wherein the at least one alert includes activation of at least one channel

of the plurality of channels.

12. (Currently Amended) The apparatus of claim 1, wherein the at least one processor
performs G) [[C)]], and wherein the at least one alert includes a notification to a law enforcement

agency.

13. (Currently Amended) The apparatus of claim 1, wherein the at least one processor
performs G) [[C)]], and wherein:

G) [[C)]] comprises transmitting the notification data so as to generate the at least one

alert on at least one external device;
the at least one processor further provides the at least some of the secure user-centric
information by:

H) [[E)]] controlling the at least one communication interface so as to transmit to
the at least one external device channel information relating to at least one authorized
channel of the plurality of authorized channels implemented in A); and
the notification data transmitted in G) [[C)]] causes an appearance of the at least one

authorized channel, as represented on the at least one external device, to change so as to generate

the at least one alert on the at least one external device.
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14.  (Original) The apparatus of claim 13, wherein the at least one external device includes

the at least one user platform.

15. (Original) The apparatus of claim 13, wherein the at least one authorized channel

includes the first channel.

16. (Currently Amended) The apparatus of claim 13, wherein the notification data
transmitted in G) [[C)]] causes the at least one authorized channel, as represented on the at least
one external device, to expand into additional channels represented on the at least one external

device so as to generate the at least one alert on the at least one external device.

17. (Currently Amended) The apparatus of claim 13, wherein the notification data
transmitted in G) [[C)]] renders the at least one authorized channel, as represented on the at least
one external device, as a simulated three-dimensional representation of the channel information
relating to the at least one authorized channel, so as to generate the at least one alert on the at

least one external device.

18. (Currently Amended) The apparatus of claim 1, wherein the at least one processor
performs G) [[C)]], and wherein in G) [[C)]], the at least one external device includes at least one

of a mobile device, a television, and a Blu-ray player.

19. (Currently Amended) The apparatus of claim 1, wherein the at least one processor
further provides and evaluates at least some of the secure user-centric information by:
H) [[E)]] controlling the at least one communication interface to transmit at least some of

the first channel information to the at least one user platform.

20. (Currently Amended) The apparatus of claim 19, wherein the at least one processor
performs G) [[C)]], and wherein in G) [[C)]], the at least one external device includes the at least

one user platform.

21. (Currently Amended) The apparatus of claim 20, wherein:

the at least one user platform includes a plurality of user platforms;
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H) [[E)]] comprises controlling the at least one communication interface to transmit the at
least some of the first channel information to the plurality of user platforms; and
G) [[O)]] comprises controlling the at least one communication interface to transmit the

notification data so as to generate at least one alert on the plurality of user platforms.

22. (Original) The apparatus of claim 21, wherein:
the plurality of user platforms include multiple different types of computing devices

and/or multiple different types of communication devices.

23. (Currently Amended) The apparatus of claim 1, wherein the at least one processor
further provides and evaluates at least some of the secure user-centric information by:
H) [[E)]] authenticating the user and the at least one user platform to receive at least the

first channel information and/or the at least one alert.

24. (Currently Amended) The apparatus of claim 23, wherein the at least one memory stores
a user profile to identify user preferences, platform identities, and service support instructions

that determine how the secure user-centric information behaves on the at least one user platform,
and wherein H) [[E)]] comprises authenticating the user and the at least one user platform based

at least in part on the user profile.

25. (Currently Amended) The apparatus of claim 23, wherein the at least one memory stores
an authentication directory to provide the information access rights and/or security protocols
respectively associated with the corresponding plurality of authorized channels, the user, and the
user platform, the authentication directory including a plurality of user accounts, a plurality of
device accounts, and a plurality of application accounts, and wherein H) [[E)]] comprises
authenticating the user and the at least one user platform to receive at least the first channel

information based at least in part on the authentication directory.

26. (Currently Amended) The apparatus of claim 23, wherein the at least one processor
performs G) [[C)]], and wherein in G) [[C)]], the at least one external device includes the at least

one user platform.
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27. (Currently Amended) The apparatus of claim 23, wherein the at least one processor
further provides and evaluates at least some of the secure user-centric information by:

D) [[F)]] confirming at least one subscriber to the at least one alert; and

J) [[G)]] determining one or more active devices of the at least one subscriber to the at

least one alert.

28. (Original) The apparatus of claim 27, wherein the at least one processor performs G)
[[O)]], and wherein in G) [[C)]], the at least one external device includes the one or more devices

of the at least one subscriber to the at least one alert.

29. (Currently Amended) The apparatus of claim 1, wherein in A), the at least one processer
implements a channel server that defines one or more visual characterizations, one or more
functions or features, and/or one or more information types provided by respective channels of
the plurality of channels through which the user receives and/or interacts with the respective
portions of the secure user-centric information, wherein the channel server implements at least
the first channel, and wherein the at least one processor further provides and evaluates at least
some of the secure user-centric information by:

H) [[D)]] controlling the at least one communication interface to transmit at least some of

the first channel information to the at least one user platform.

30. (Original) The apparatus of claim 29, wherein the at least one memory further stores at
least one database including registries to one or more services and/or applications used by the

channel server to implement at least the first channel and provide the first channel information.

31. (Currently Amended) The apparatus of claim 30, wherein in D) [[B)]] and G) [[C)]], the
at least one processor implements a channel alert server, communicatively coupled to the
channel server, to monitor at least the first channel information so as to determine the one or
more events, conditions, logical workflows, discrete information values or signal data based on

the at least one threshold condition or parameter, and to generate at least one alert in response to
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the one or more determined events, conditions, logical workflows, discrete information values or

signal data relating to the first channel information.

32.  (Original) The apparatus of claim 31, wherein the at least one processor further provides
and evaluates at least some of the secure user-centric information by:

implementing at least one other server, communicatively coupled to the channel server
and the channel alert server, to provide the one or more services and/or applications registered in
the at least one database and used by the channel server to implement the first channel and
provide the first channel information, wherein the at least one other server includes at least one
of:

a video server to transform, transmit, and/or support delivery of video information
and/or audio information included in the first channel information;

an enterprise content management server to provide configuration, templates,
visual content, user interface controls and management control for the first channel
information;

a device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first
channel information;

a portal server to facilitate Internet-based function access by the at least one
communication interface of the user platform; and

a virtual world server to provide a three-dimensional visualization of, and/or

interaction with, the first channel information.

33. (Original) The apparatus of claim 32, wherein at least a portion of one or more of the
first channel information, the video information, the audio information, the streaming or real-
time information from a machine or device, the events, the conditions, the logical workflows, the

discrete information values, and the signal data are stored in the at least one database.

34. (Original) The apparatus of claim 32, wherein the at least one processor establishes a

service-oriented architecture (SOA) including an enterprise service bus, wherein the channel
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server, the channel alert server, and the at least one other server are implemented as logical
components that are communicatively coupled to each other and the at least one database via the

enterprise service bus.

35. (Currently Amended) A computer-implemented method for evaluating secure user-
centric information to be provided on at least one user platform operated by a user, the method
comprising:

A) electronically implementing, at least in part, a plurality of authorized channels through
which the user receives and/or interacts with, via the at least one user platform, respective
portions of the secure user-centric information based at least in part on information access rights
and/or security protocols respectively associated with the plurality of authorized channels, the
plurality of authorized channels including at least a first channel through which the user receives
and/or interacts with first channel information constituting a first portion of the secure user-
centric information;

B) receiving configuration data indicating one or more user preferences regarding alerts

transmitted via the first channel;

C) receiving session data indicating a current state of at least one external device of the

D) [[B)]] electronically monitoring at least the first channel information so as to
determine one or more events, conditions, logical workflows, discrete information values or
signal data, based on at least one threshold condition or parameter relating to the first channel

information and determined based on the user preferences indicated by the configuration data;

and
if the one or more events, conditions, logical workflows, discrete information values or
signal data is/are determined in D) [[B)]]:

E) determining a notification method by which to provide at least one alert on the

at least one external device based on the current state of the at least one external device

indicated by the session data;
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F) generating notification data according to the determined notification method,

wherein the notification data is configured to cause the at least one external device to

provide the at least one alert on the at least one external device: and

G) [[O)]] electronically transmitting at least one alert to, or transmitting the

notification data to the se-aste-generate-atleastone-alerton; at least one external device
via the first channel.:;-and/or

36. (Currently Amended) At least one non-transitory computer readable storage medium

encoded with processor-executable instructions that, when executed by at least one processor,
perform a method for evaluating secure user-centric information to be provided on at least one
user platform operated by a user, the method comprising:

A) implementing, at least in part, a plurality of authorized channels through which the
user receives and/or interacts with, via the at least one user platform, respective portions of the
secure user-centric information based at least in part on information access rights and/or security
protocols respectively associated with the plurality of authorized channels, the plurality of
authorized channels including at least a first channel through which the user receives and/or
interacts with first channel information constituting a first portion of the secure user-centric
information;

B) receiving configuration data indicating one or more user preferences regarding alerts

transmitted via the first channel;

C) receiving session data indicating a current state of at least one external device of the

D) [[B)]] monitoring at least the first channel information so as to determine one or more
events, conditions, logical workflows, discrete information values or signal data, based on at
least one threshold condition or parameter relating to the first channel information and

determined based on the user preferences indicated by the configuration data; and
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if the one or more events, conditions, logical workflows, discrete information values or
signal data is/are determined in D) [[B)]]:

E) determining a notification method by which to provide at least one alert on the

at least one external device based on the current state of the at least one external device

indicated by the session data;

F) generating notification data according to the determined notification method,

wherein the notification data is configured to cause the at least one external device to

provide the at least one alert on the at least one external device: and

G) [[O)]] transmitting at least one alert to, or transmitting the notification data to

the se-as-to-generate-atleastone-alert-on; at least one external device via the first
channel.;-and/or
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REMARKS

Applicants respectfully request reconsideration of the present application in view of the
foregoing amendments and in view of the reasons that follow. Claims 1-4, 7, 9-13, 16-21, 23-27,
29, 31, 35, and 36 are currently being amended. No new matter is added. Support for the
amendments can be found throughout the specification as originally filed, such as in paragraphs
41, 62, 92,95, 96, 112, 113, 130, 145, 155, and 160, as well as various other passages. After

amending the claims as set forth above, claims 1-36 remain pending in this application.
PRIORITY

On page 3 of the Office Action, the Examiner stated the claimed priority date of May 13,
2008 has not been honored for all claims. Applicants do not concede the assertions made in the
Office Action. Applicants respectfully reserve the right to assert a right of priority to May 13,
2008 and demonstrate how the various claim features are supported by U.S. Provisional

Application No. 61/052,765 in future responses and/or in other proceedings.

CLAIM REJECTIONS —35 U.S.C. § 102

On page 3 of the Office Action, claims 1-10, 13-16, 18-22, 29-33, 35 and 36 were
rejected under 35 U.S.C. § 102(b) as allegedly anticipated by U.S. Patent Publication No.
2007/0082707 to Flynt et al. (“Flynt”). While Applicants do not concede the propriety of the
rejections, independent claims 1, 35, and 36 have been amended in the interest of furthering
prosecution. Applicants respectfully submit that amended independent claims 1, 35, and 36, as

well as their respective dependent claims, are allowable over Flynt.

Amended independent claim 1 recites, in combination with other features, the following

combination of features:

B) receiving configuration data indicating one or more user
preferences regarding alerts transmitted via the first channel,
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C) receiving session data indicating a current state of at least one
external device of the user;

D) monitoring at least the first channel information so as to
determine one or more events, conditions, logical workflows,
discrete information values or signal data, based on at least one
threshold condition or parameter relating to the first channel
information and determined based on the user preferences
indicated by the configuration data; and

if the one or more events, conditions, logical workflows, discrete
information values or signal data is/are determined in D):

E) determining a notification method by which to provide
at least one alert on the at least one external device based
on the current state of the at least one external device
indicated by the session data;

F) generating notification data according to the determined
notification method, wherein the notification data is
configured to cause the at least one external device to
provide the at least one alert on the at least one external
device; and

G) controlling the at least one communication interface to
transmit the notification data to the at least one external
device via the first channel.

Applicants respectfully submit that Flynt fails to teach or suggest this combination of features as

recited in amended independent claim 1. Flynt discusses alerts at paragraph 61:

[0061] Referring now to FIG. 7, an exemplary display 700
including a background tile 702 and an active tile 704, including
alerts or notifications, is illustrated. A notification or alert, as used
herein, is an indicator of a change in state, such as updated or
additional content. Notifications can include changes to text, text
color, font, background or other visual cues utilized to make users
aware of changes associated with a tile. A tile can include an alert
or notification in either summary or thumbnail views. For example,
the border color of background tile 702 can be modified to indicate
change. A user can obtain additional information by navigating to
the background tile 702 and observing the summary view of the
tile. Active tile 704 can also include one or more alerts or
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notifications of change to associated content. For example, the

active tile 704 includes icons representing telephone messages and

email messages. Alerts can be represented as text, shown here as

parenthetical numbers adjacent to the icons. The text alerts can

indicate newly received voicemail and email messages.

Notifications and alerts are not limited to the examples illustrated

herein. Alerts and notifications can include any audio, visual or

tactile indicia, or any combination thereof.
Flynt teaches that “[n]otifications can include changes to text, text color, font, background or
other visual cues utilized to make users aware of changes associated with a tile.” (Flynt, 4 61).
However, Flynt does not teach or suggest the combination of features recited in claim 1 as
identified above, including, for example, “determining a notification method by which to provide
at least one alert on the at least one external device based on the current state of the at least one
external device indicated by the session data,” and “generating notification data according to the

determined notification method, wherein the notification data is configured to cause the at least

one external device to provide the at least one alert on the at least one external device.”

Amended independent claims 35 and 36 recite similar features as amended independent
claim 1, and are allowable over Flynt for at least the same reasons as claim 1. Claims 2-10, 13-
16, 18-22, 29-33 depend from amended independent claim 1, and are also allowable over Flynt
for at least the same reasons as claim 1. Applicants respectfully request withdrawal of the

rejections of claims 1-10, 13-16, 18-22, 29-33, 35, and 36.
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CLAIM REJECTIONS —35 U.S.C. § 103

On page 11 of the Office Action, claims 11, 12, 17, 23-28 and 34 were rejected under 35
U.S.C. § 103(a) as allegedly unpatentable over Flynt in view of U.S. Patent Publication No.
2008/0256643 to Jones et al. (“Jones™). Claims 11, 12, 17, 23-28, and 34 depend from amended

independent claim 1, and are allowable over Flynt for at least the same reasons as claim 1.

Jones does not cure the deficiencies of Flynt regarding the above-referenced combination
of features recited in amended independent claim 1. Jones teaches an authorization framework,

described in the abstract of Flynt as follows:

An authorization framework is provided that protects data records
in a platform, such as a service-based platform, by requiring
multiple level entities to be authorized with respect to the data
records. For example, the data records can have an associated
owner user that can grant access to other users with respect to the
data. Additionally, however, the user can also grant access to
certain applications that access the platform such that the data
records can be initially closed for a user requiring the user to
explicitly grant desired access to applications and/or users. In this
regard, applications can be forbidden from accessing the data, even
on behalf of the user, unless expressly authorized to do so by the
user. Thus, the user can make informed decisions regarding who is
to have access to its data.

Accordingly, Jones is directed to data access authorization. Jones does not appear to teach or
suggest features related to notifications, and, in particular, does not teach or suggest the
combination of features recited in claim 1 and noted above. Applicants respectfully request

withdrawal of the rejections of claims 11, 12, 17, 23-28, and 34.
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CONCLUSION

Applicant believes that the present application is now in condition for allowance.

Favorable reconsideration of the application as amended is respectfully requested.

The Examiner is invited to contact the undersigned by telephone if it is felt that a

telephone interview would advance the prosecution of the present application.

The Commissioner is hereby authorized to charge any additional fees which may be
required regarding this application under 37 C.F.R. §§ 1.16-1.17, or credit any overpayment, to
Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit
card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or
incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to
Deposit Account No. 19-0741. If any extensions of time are needed for timely acceptance of
papers submitted herewith, Applicant hereby petitions for such extension under 37 C.F.R. §1.136

and authorizes payment of any such extensions fees to Deposit Account No. 19-0741.

Respectfully submitted,
Date December 17, 2013 By /John D. Lanza/
FOLEY & LARDNER LLP John D. Lanza
Customer Number: 48329 Attorney for Applicant
Telephone:  (414) 319-7319 Registration No. 57,705

Facsimile: (414) 297-4900
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Inventor Name: Michael Wetzer

Title: METHODS, APPARATUS AND SYSTEMS FOR
PROVIDING AND MONITORING SECURE
INFORMATION VIA MULTIPLE AUTHORIZED
CHANNELS AND GENERATING ALERTS
RELATING TO SAME

Appl. No.: 13/086165
Filing Date: 4/13/2011
Examiner: Nabi, Reza U.
Art Unit: 2175

Confirmation Number: 3599

INFORMATION DISCLOSURE STATEMENT
UNDER 37 CFR §1.56

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner:
Applicant submits herewith documents for the Examiner’s consideration in accordance

with 37 CFR §§1.56, 1.97 and 1.98.

Applicants respectfully request that each listed document be considered by the Examiner
and be made of record in the present application and that an initialed copy of Form PTO/SB/08
be returned in accordance with MPEP §609.

Applicant requests that, in accordance with 37 CFR §1.98(d), the Examiner review all
applications relied on for an earlier effective filing date under 35 U.S.C. 120, including

application no. 12/465331, filed 5/13/2009, for copies of references of record therein that are not
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being provided here; although Applicant would be pleased to provide copies of any such

documents at the Examiner’s request.

The submission of any document herewith is not an admission that such document
constitutes prior art against the claims of the present application or that such document is
considered material to patentability as defined in 37 CFR §1.56(b). Applicants do not waive any
rights to take any action which would be appropriate to antedate or otherwise remove as a

competent reference any document submitted herewith.

TIMING OF THE DISCLOSURE

The listed documents are being submitted in compliance with 37 CFR §1.97(c), before
the mailing date of any of a final action under 37 CFR §1.113, a notice of allowance under 37

CFR §1.311, or an action that otherwise closes prosecution in the application.

STATEMENT UNDER 37 CFR §1.704(d)
The undersigned hereby states in accordance with 37 CFR §1.704(d) that each item of

information contained in the information disclosure statement was first cited in any
communication from a patent office in a counterpart foreign or international application or from
the Office, and that this communication was not received by any individual designated in 37

CFR §1.56(c) more than thirty days prior to the filing of the information disclosure statement.
FEE
Fees in the amount of $90.00 to cover the fee associated with an information disclosure
statement under 37 CFR §1.97(c) are being paid by credit card via EFS-Web.

The Commissioner is hereby authorized to charge any additional fees which may be
required regarding this submission under 37 C.F.R. §§ 1.16-1.17, or credit any overpayment, to
Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit

card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or
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incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to

Deposit Account No. 19-0741.

Respectfully submitted,
Date December 17, 2013 By /John D. Lanza/
FOLEY & LARDNER LLP John D. Lanza
Customer Number: 48329 Attorney for Applicant
Telephone:  (617) 342-4084 Registration No. 57,705

Facsimile: (617) 342-4001
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Initials* No." Number-Kind Code” (if MM-DD-YYYY Cited Document Passages or Relevant
known) Figures Appear
A1l 2006/0027953-A1 02-09-2006 NAKASHIMA, MITSUKANE
A2 2009/0025025-A1 01-22-2009 VLECK ET AL.
A3 2009/0094118-A1 04-09-2009 ANTONUCCI ET AL.
A4 2010/0031334-A1 02-04-2010 SHAIKH, IMRAN
A5 5,960,411-A 09-28-1999 HARTMAN ET AL.
UNPUBLISHED U.S. PATENT APPLICATION DOCUMENTS
U.S. Patent Application Filing Date of Pages, Columns, Lines,
Examiner | Cite Document Gi ! Id% Name of Patentee or Applicant of Where Relevant
Initials* No." Serial Number-Kind Code? ited Document Cited Document Passages or Relevant
MM-DD-YYYY 8
(if known) Figures Appear
FOREIGN PATENT DOCUMENTS
. Pages, Columns, Lines,
Examiner | Cite Foreign PatentiDocumePt Publication Date Name of Patentee or Where Relevant
Initials* | No.' Country Code™Number™ MM-DD-YYYY Applicant of Cited Documents Passages or Relevant
Kind Code® (if known) Figures Appear T
| NON PATENT LITERATURE DOCUMENTS |
Examiner Date
Signhature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP . if possible. and . The information is required to obtain or retain a
benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by . This collection is estimated to take 2 hours to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

4831-9748-5591.1

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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PTO/SB/08 (09-06)
Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB
control number.

Substitute for form 1449/PTO Complete if Known N
INFORMATION DISCLOSURE Application Number 13/086165
STATEMENT BY APPLICANT Filing Date 4/13/2011
TIRR First Named Inventor Michael Wetzer
Date Submitted: December 17, 2013 Art Unit 2175
(use as many sheets as necessary) Examiner Name Nabi, Reza U.
Qheet 2 of |2 Attorney Docket Number 098944-0130 (MLOOO3USO01) J
Exami Cit Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the
In’i‘;‘;‘s‘[‘er Nlﬁ item (book, magazine, journal, serial, symposium, catalog, etc.) date, page(s), volume-issue number(s), | T°
' publisher, city and/or country where published.
C1 US Notice of Allowance on 098944-0133 DTD 9/17/2013
C2 | US Office Action on 098944-0132 DTD 10/1/2013
C3 | US Office Action on 098944-0138 DTD 11/15/2013
Examiner Date
Signhature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP . if possible. and . The information is required to obtain or retain a
benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by . This collection is estimated to take 2 hours to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

4831-9748-5591.1

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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Electronic Patent Application Fee Transmittal

Application Number:

13086165

Filing Date:

13-Apr-2011

Title of Invention:

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND
GENERATING ALERTS RELATING TO SAME

First Named Inventor/Applicant Name:

Michael Wetzer

Filer:

John D. Lanza/Monika Pychynska

Attorney Docket Number:

098944-0130 (MLOO03USO1)

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description

Fee Code Quantity

Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 2806 1 20 20
Total in USD ($) 90
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Electronic Acknowledgement Receipt

EFSID: 17682226
Application Number: 13086165
International Application Number:
Confirmation Number: 3599

Title of Invention:

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND
GENERATING ALERTS RELATING TO SAME

First Named Inventor/Applicant Name:

Michael Wetzer

Customer Number:

48329

Filer:

John D. Lanza/Monika Pychynska

Filer Authorized By:

John D. Lanza

Attorney Docket Number:

098944-0130 (MLOO03USO1)

Receipt Date: 17-DEC-2013
Filing Date: 13-APR-2011
Time Stamp: 15:03:06

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type

Credit Card

Payment was successfully received in RAM

$90

RAM confirmation Number

1749

Deposit Account

Authorized User

File Listing:

Document

Number Document Description

File Name File Size(Bytes)/ Multi Pages

Message Digest | Part/.zip| (if appl.)
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ML0O003US01_098944-0130_Re

136262

! sponse.pdf yes 18
15ee567196be75a725d8cf712fcf75a2b664]
91b1
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Claims 2 13
Applicant Arguments/Remarks Made in an Amendment 14 18
Warnings:
Information:
103062
R MLO003US01_098944-0130_ID
2 Transmittal Letter no 3
S.pdf
42e1d435ded59th5618d7db15f11f0a%b0al
9a6d8
Warnings:
Information:
. R 104609
3 Information Disclosure Statement (IDS) [ MLO003USO1_098944-0130_SB no 5
Form (SB08) 08.pdf
11af1d64a498b8870b318f61a384 1e48e82
a2446
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
098944-0132_Offi Acti 10 1193218
4 Non Patent Literature ) —>ice_Action_ no 28
-1-2013.pdf
c8ee81b0548f172946229284408094a9719)
Warnings:
Information:
098944-0133_Noti All 1789608
. - _Notice_Allowanc
5 Non Patent Literature e 9-17-2013.pdf no 44
d7cbf63ch998f9c6eas5c66b06a0b1929dfd|
aa22
Warnings:
Information:
098944-0138_Offi Acti 11 1691365
6 Non Patent Literature ) —Tice_Action_ no 35
-15-2013.pdf
dea5e627dea8e4334b49da583d47d7d8dc|
63ded3
Warnings:
Information:
30855
7 Fee Worksheet (SB06) fee-info.pdf no 2
dfdcefdbe7efa5ch7d594076460e3b862ch7)|
9afe
Warnings:
Information:
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Total Files Size (in bytes):| 5048979

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD | Apication or Docket Number | Filing Date
Substitute for Form PTO-875 1 3/086,1 65 04/13/2011 D To be Mailed
ENTITY: [Jrarce [X] smaLL [] Micro
APPLICATION AS FILED — PART |
(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A
(37 GFR 1.16(a), (b), or ()
D SEARCH FEE N/A N/A N/A
(37 GFR 1.16(K), (i), or (m))
L
EXAMINATION FEE
(37 CFR 1.16(0), (), or (q)) N/A N/A N/A
TOTAL CLAIMS ) .
(87 CFR 1.16() minus 20 = X3 =
INDEPENDENT CLAIMS ) .
(87 CFR 1.16(h) minus 3 = X3 =
If the specification and drawings exceed 100 sheets
] of paper, the application size fee due is $310 ($155
ASF;PCL;%?-TSN SIZE FEE for small entity) for each additional 50 sheets or
¢ 16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
|:| MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
p—
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
= 12/17/2013 AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
E Jotal o7 orR ~ 36 Minus | = 36 -0 x $40 - 0
A B EE winus | -3 - 0 x 5210~ 0
= D Application Size Fee (37 CFR 1.16(s))
< p—
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16(j))
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
= AMENDMENT PAID FOR
E I?;?I (37 CFR . Minus o _ X s _
Independent . i ox
= B Minus - s -
E I:l Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16(j))
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write “0” in column 3. LIE
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”. JJOSEPHINE DOUGLAS/
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
48329 7590 0173072014
FOLEY & LARDNER LLP NABL REZA U
3000 K STREET N.W.
SUITE 600 | ART UNIT PAPERNUMBER |
WASHINGTON, DC 20007-5109 2175
DATE MAILED: 01/30/2014
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ArToraEY DOCKETNO. | conFRMATION NO.
13/086,165 04/13/2011 Michael Wetzer 098944-0130 3599

TITLE OF INVENTION: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING S%%%SW(H{MATION VIA
MULTIPLE AUTHORIZED CHANNELS AND GENERATING ALERTS RELATING TO SAME

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE

nonprovisional SMALL $480 30 $0 $480 04/30/2014

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commlssmner for Patents

P.O.Box 1

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

48329 7590 01/30/2014
FOLEY & LARDNER LLP
3000 K STREET N.W.
SUITE 600
WASHINGTON, DC 20007-5109

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO.
13/086,165 04/13/2011 Michael Wetzer 098944-0130 3599
TITLE OF INVENTION: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING S %qgshlﬁpéi{MATION VIA
MULTIPLE AUTHORIZED CHANNELS AND GENERATING ALERTS RELATING TO SAME
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE
nonprovisional SMALL $480 30 $0 $480 04/30/2014
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
NABI, REZA U 2175 715-769000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) The name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
| Applicant certifying micro entity status. See 37 CFR 1.29

| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature

Date

Typed or printed name

Registration No.

PTOL-85 Part B (10-13) Approved for use through 10/31/2013.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| appcaTonno. | FILING DATE FIRST NAMED INVENTOR | artorvEY DOCKETNO. | conFrRMATIONNO. |
13/086,165 04/13/2011 Michael Wetzer 098944-0130 3599
(MI.0003US01)
EXAMINER |
48329 7590 0173072014
FOLEY & LARDNER LLP NABL REZA U
3000 K STREET N.W.
SUITE 600 | ART UNIT PAPERNUMBER |
WASHINGTON, DC 20007-5109 2175

DATE MAILED: 01/30/2014

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 461 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 461 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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EXAMINER’S AMENDMENT
The present application is being examined under the pre-AlA first to invent

provisions.

An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be

submitted no later than the payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephone
interview with Brett Belden on 01/22/2014.
The application has been amended as follows:

Please replace all claims with the following claims.

1. (Currently Amended) An apparatus to provide secure user-centric information on
at least one user platform operated by a user, and to evaluate at least some of the
secure user-centric information, the apparatus comprising:

at least one communication interface facilitating wired and/or wireless
communications with the at least one user platform via one or more transmission media;

at least one memory storing processor-executable instructions; and

at least one processor communicatively coupled to the at least one
communication interface and the at least one memory, retrieving processor-exectuable
instructions from the at least one memory, and executing the processor-executable

instructions to provide and evaluate at least some of the secure user-centric information
by:

Page 337 of 370



Application/Control Number: 13/086,165 Page 3
Art Unit: 2175

A) implementing-ateastinpart; a channel grid framework including a
matrix of a plurality of authorized channels through which the user receives

and/or interacts with, via the at least one user platform, respective portions of the
secure user-centric information based at least in part on information access
rights and/or security protocols respectively associated with the plurality of
authorized channels, the plurality of authorized channels including at least a first
channel through which the user receives and/or interacts with first channel
information constituting a first portion of the secure user-centric information;

B) establishing a user profile to identify user preferences, platform

identities, and service support instructions that determine how the secure user-

centric information behaves on the at least one user platform;

C) receiving configuration data indicating one or more user preferences

regarding alerts transmitted via the first channel based on the user profile;

D) receiving session data indicating a current state of at least one external

device of the user:

E) [[B)]] monitoring at least the first channel information so as to determine
one or more events, conditions, logical workflows, discrete information values or
signal data, based on at least one threshold condition or parameter relating to the
first channel information_and determined based on the user preferences indicated

by the configuration data; and

if the one or more events, conditions, logical workflows, discrete
information values or signal data is/are determined in E) [[B)]]:

F) determining a notification method by which to provide at least

one alert on the at least one external device based on the current state of

the at least one external device indicated by the session data;

Q) generating notification data according to the determined

notification method, wherein the notification data is configured to cause

the at least one external device to provide the at least one alert on the at

least one external device: and
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H) [[C)]] controlling the at least one communication interface to
transmit atleastone-alertto—ortransmit the notification data to the se-as

to-generate-atleast one-alerton; at least one external device_via the first

channel without being requested by the user, wherein the transmission of

the notification data to the at least one external device is based at least in

part on information access rights and/or security protocols respectively

associated with the corresponding plurality of authorized channels, the

user, and the at least one user platform.-andier

2. (Currently Amended) The apparatus of claim 1, wherein if the one or more
events, conditions, logical workflows, discrete information values or signal data is/are

determined in E) [[B)]], the at least one processor performs H) [[C)]].

3. (Currently Amended) The apparatus of claim 1, wherein if the one or more
events, conditions, logical workflows, discrete information values or signal data is/are

determined in E) [[B)]], the at least one processor controls the at least one memory so

as to store trigger information relating to the one or more determined events, conditions,

logical workflows, discrete information values or signal data perferms-Dy.

4. (Currently Amended) The apparatus of claim 3 [[1]], wherein if the one or more
events, conditions, logical workflows, discrete information values or signal data is/are
determined in E) [[B)]], the at least one processor further performs H) [[C)]]-are-B3.

5. (Original) The apparatus of claim 1, wherein the first channel information
includes at least one of:

text information;

graphic information;

one or more pictures;
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one or more videos;

audio or digital sound;

streaming data, audio or video;

content associated with an executing computer application;

voice-over-IP communication;

instant messaging/SMS information;

video-conferencing information;

environmental monitoring information;

financial services information;

enterprise resource planning information;

enterprise content management information;

building information;

project management information;

product lifecycle management information;

RSS (Really Simple Syndication) reader information;

remote device control/interaction information;

a three-dimensional graphic visualization of one or more objects and/or
immersive environments;

one or more word processing documents;

one or more spreadsheets;

one or more presentation/slide shows;

email; and

address book information.

6. (Original) The apparatus of claim 1, wherein the at least one threshold condition

or parameter includes a numerical limit or a trend.

7. (Currently Amended) The apparatus of claim 1, wherein E) [[B)]] comprises:
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E1) [[B1)]] making a comparison of the monitored first channel information and
the at least one threshold condition or parameter based at least in part on at least one
criterion for the comparison; and

E2) [[B2)]] establishing a trigger, based at least in part on E1) [[B1)]], if the at

least one criterion is met.

8. (Original) The apparatus of claim 7, wherein the at least one criterion for the
comparison includes at least one of:
exceeding a quantified numerical limit; and

multiple similar events trending in a certain direction.

9. (Currently Amended) The apparatus of claim 7, wherein the at least one

processor controls the at least one memory so as to store trigger information relating to

the one or more determined events, conditions, logical workflows, discrete information

values or signal data perferms-B3}, and wherein the trigger information includes at least
one of:

one or more values or other information content associated with the monitored
first channel information that resulted in the trigger;

one or more date stamps and/or time stamps associated with the one or more
values or the other information content associated with the monitored first channel
information that resulted in the trigger;

an identifier for one or more content sources providing at least some of the
monitored first channel information that resulted in the trigger;

the at least one criterion for the comparison that resulted in the trigger.

10.  (Currently Amended) The apparatus of claim 1, wherein the at least one
processor performs H) [[C)]], and wherein the at least one alert includes at least one of:
at least one visual alert;
at least one auditory alert;
at least one email message; and

at least one SMS text message.
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11.  (Currently Amended) The apparatus of claim 1, wherein the at least one
processor performs H) [[C)]], and wherein the at least one alert includes activation of at
least one channel of the plurality of channels.

12.  (Currently Amended) The apparatus of claim 1, wherein the at least one
processor performs H) [[C)]], and wherein the at least one alert includes a notification to

a law enforcement agency.

13.  (Currently Amended) The apparatus of claim 1, wherein the at least one
processor performs H) [[C)]], and wherein:

H) [[C)]] comprises transmitting the notification data so as to generate the at least
one alert on at least one external device;

the at least one processor further provides the at least some of the secure user-
centric information by:

1) [[E)]] controlling the at least one communication interface so as to

transmit to the at least one external device channel information relating to at least

one authorized channel of the plurality of authorized channels implemented in A);

and

the notification data transmitted in H) [[C)]] causes an appearance of the at least
one authorized channel, as represented on the at least one external device, to change
SO as to generate the at least one alert on the at least one external device.

14.  (Original) The apparatus of claim 13, wherein the at least one external device
includes the at least one user platform.

15.  (Original) The apparatus of claim 13, wherein the at least one authorized
channel includes the first channel.

16.  (Currently Amended) The apparatus of claim 13, wherein the notification data
transmitted in H) [[C)]] causes the at least one authorized channel, as represented on
the at least one external device, to expand into additional channels represented on the
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at least one external device so as to generate the at least one alert on the at least one

external device.

17.  (Currently Amended) The apparatus of claim 13, wherein the notification data
transmitted in H) [[C)]] renders the at least one authorized channel, as represented on
the at least one external device, as a simulated three-dimensional representation of the
channel information relating to the at least one authorized channel, so as to generate
the at least one alert on the at least one external device.

18.  (Currently Amended) The apparatus of claim 1, wherein the at least one
processor performs H) [[C)]], and wherein in H) [[C)]], the at least one external device

includes at least one of a mobile device, a television, and a Blu-ray player.

19.  (Currently Amended) The apparatus of claim 1, wherein the at least one
processor further provides and evaluates at least some of the secure user-centric
information by:

1) [[E)]] controlling the at least one communication interface to transmit at least
some of the first channel information to the at least one user platform.

20.  (Currently Amended) The apparatus of claim 19, wherein the at least one
processor performs H) [[C)]], and wherein in H) [[C)]], the at least one external device
includes the at least one user platform.

21.  (Currently Amended) The apparatus of claim 20, wherein:

the at least one user platform includes a plurality of user platforms;

) [[E)]] comprises controlling the at least one communication interface to transmit
the at least some of the first channel information to the plurality of user platforms; and

H) [[C)]] comprises controlling the at least one communication interface to
transmit the notification data so as to generate at least one alert on the plurality of user

platforms.

22.  (Original) The apparatus of claim 21, wherein:
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the plurality of user platforms include multiple different types of computing
devices and/or multiple different types of communication devices.

23.  (Currently Amended) The apparatus of claim 1, wherein the at least one
processor further provides and evaluates at least some of the secure user-centric
information by:

1) [[E)]] authenticating the user and the at least one user platform to receive at
least the first channel information and/or the at least one alert.

24.  (Currently Amended) The apparatus of claim 23, whereinthe-atleastone

A
- o 1 - waa - -

behaves-on-the-atleastone-userplatiorm—and wherein |) [[E)]] comprises

authenticating the user and the at least one user platform based at least in part on the

user profile.

25.  (Currently Amended) The apparatus of claim 23, wherein the at least one
memory stores an authentication directory to provide the information access rights
and/or security protocols respectively associated with the corresponding plurality of
authorized channels, the user, and the user platform, the authentication directory
including a plurality of user accounts, a plurality of device accounts, and a plurality of
application accounts, and wherein |) [[E)]] comprises authenticating the user and the at
least one user platform to receive at least the first channel information based at least in

part on the authentication directory.

26.  (Currently Amended) The apparatus of claim 23, wherein the at least one
processor performs H) [[C)]], and wherein in H) [[C)]], the at least one external device
includes the at least one user platform.

27.  (Currently Amended) The apparatus of claim 23, wherein the at least one
processor further provides and evaluates at least some of the secure user-centric

information by:
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J) [[F)]] confirming at least one subscriber to the at least one alert; and
K) [[G)]] determining one or more active devices of the at least one subscriber to
the at least one alert.

28.  (Original) The apparatus of claim 27, wherein the at least one processor
performs H) [[C)]], and wherein in H) [[C)]], the at least one external device includes the
one or more devices of the at least one subscriber to the at least one alert.

29.  (Currently Amended) The apparatus of claim 1, wherein in A), the at least one
processer implements a channel server that defines one or more visual
characterizations, one or more functions or features, and/or one or more information
types provided by respective channels of the plurality of channels through which the
user receives and/or interacts with the respective portions of the secure user-centric
information, wherein the channel server implements at least the first channel, and
wherein the at least one processor further provides and evaluates at least some of the
secure user-centric information by:

1) [[D)]] controlling the at least one communication interface to transmit at least

some of the first channel information to the at least one user platform.

30. (Original) The apparatus of claim 29, wherein the at least one memory further
stores at least one database including registries to one or more services and/or
applications used by the channel server to implement at least the first channel and
provide the first channel information.

31.  (Currently Amended) The apparatus of claim 30, wherein in E) [[B)]] and H)
[[C)]], the at least one processor implements a channel alert server, communicatively
coupled to the channel server, to monitor at least the first channel information so as to
determine the one or more events, conditions, logical workflows, discrete information
values or signal data based on the at least one threshold condition or parameter, and to

generate at least one alert in response to the one or more determined events,
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conditions, logical workflows, discrete information values or signal data relating to the

first channel information.

32.  (Original) The apparatus of claim 31, wherein the at least one processor further
provides and evaluates at least some of the secure user-centric information by:

implementing at least one other server, communicatively coupled to the channel
server and the channel alert server, to provide the one or more services and/or
applications registered in the at least one database and used by the channel server to
implement the first channel and provide the first channel information, wherein the at
least one other server includes at least one of:

a video server to transform, transmit, and/or support delivery of video
information and/or audio information included in the first channel information;

an enterprise content management server to provide configuration,
templates, visual content, user interface controls and management control for the
first channel information;

a device integration server to manage streaming or real-time information
from a machine or device, which streaming or real-time information is included in
the first channel information;

a portal server to facilitate Internet-based function access by the at least
one communication interface of the user platform; and

a virtual world server to provide a three-dimensional visualization of,

and/or interaction with, the first channel information.

33.  (Original) The apparatus of claim 32, wherein at least a portion of one or more of
the first channel information, the video information, the audio information, the streaming
or real-time information from a machine or device, the events, the conditions, the logical
workflows, the discrete information values, and the signal data are stored in the at least
one database.

34. (Original) The apparatus of claim 32, wherein the at least one processor

establishes a service-oriented architecture (SOA) including an enterprise service bus,
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wherein the channel server, the channel alert server, and the at least one other server
are implemented as logical components that are communicatively coupled to each other
and the at least one database via the enterprise service bus.

35.  (Currently Amended) A computer-implemented method for evaluating secure
user-centric information to be provided on at least one user platform operated by a user,
the method comprising:

A) electronically implementing-atleastinpart; a channel grid framework
including a matrix of a plurality of authorized channels through which the user receives

and/or interacts with, via the at least one user platform, respective portions of the
secure user-centric information based at least in part on information access rights
and/or security protocols respectively associated with the plurality of authorized
channels, the plurality of authorized channels including at least a first channel through
which the user receives and/or interacts with first channel information constituting a first
portion of the secure user-centric information;

B) establishing a user profile to identify user preferences, platform identities, and

service support instructions that determine how the secure user-centric information

behaves on the at least one user platform;

C) receiving configuration data indicating one or more user preferences

regarding alerts transmitted via the first channel based on the user profile:

D) receiving session data indicating a current state of at least one external device

of the user;

E) [[B)]] electronically monitoring at least the first channel information so as to
determine one or more events, conditions, logical workflows, discrete information values
or signal data, based on at least one threshold condition or parameter relating to the

first channel information and determined based on the user preferences indicated by the

configuration data; and

if the one or more events, conditions, logical workflows, discrete information

values or signal data is/are determined in E) [[B)]]:
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F) determining a notification method by which to provide at least one alert

on the at least one external device based on the current state of the at least one

external device indicated by the session data;

Q) generating notification data according to the determined notification

method, wherein the notification data is configured to cause the at least one

external device to provide the at least one alert on the at least one external

device; and

H) [[C)]] electronically transmitting at least one alert to, or transmitting the

notification data o the se-asto-generate-atleastenealerton; at least one

external device via the first channel without being requested by the user, wherein

the transmission of the at least one alert or notification data to the at least one

external device is based at least in part on information access rights and/or

security protocols respectively associated with the corresponding plurality of

authorized channels, the user, and the at least one user platform.:and/or

36. (Currently Amended) At least one non-transitory computer readable storage

medium encoded with processor-executable instructions that, when executed by at least
one processor, perform a method for evaluating secure user-centric information to be
provided on at least one user platform operated by a user, the method comprising:

A) implementing-atHeastirpart; a channel grid framework including a matrix of a
plurality of authorized channels through which the user receives and/or interacts with,

via the at least one user platform, respective portions of the secure user-centric
information based at least in part on information access rights and/or security protocols
respectively associated with the plurality of authorized channels, the plurality of
authorized channels including at least a first channel through which the user receives
and/or interacts with first channel information constituting a first portion of the secure

user-centric information;
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B) establishing a user profile to identify user preferences, platform identities, and

service support instructions that determine how the secure user-centric information

behaves on the at least one user platform:

C) receiving configuration data indicating one or more user preferences

regarding alerts transmitted via the first channel based on the user profile;

D) receiving session data indicating a current state of at least one external device

of the user:

E) [[B)]] monitoring at least the first channel information so as to determine one
or more events, conditions, logical workflows, discrete information values or signal data,
based on at least one threshold condition or parameter relating to the first channel

information and determined based on the user preferences indicated by the

configuration data; and

if the one or more events, conditions, logical workflows, discrete information
values or signal data is/are determined in E) [[B)]]:

F) determining a notification method by which to provide at least one alert

on the at least one external device based on the current state of the at least one

external device indicated by the session data;

Q) generating notification data according to the determined notification

method, wherein the notification data is configured to cause the at least one

external device to provide the at least one alert on the at least one external

device; and

H) [[C)]] transmitting at least one alert to, or transmitting the notification

data to the se-asto-generate-atleastone-alerton; at least one external device

via the first channel without being requested by the user, wherein the

transmission of the at least one alert or notification data to the at least one

external device is based at least in part on information access rights and/or

security protocols respectively associated with the corresponding plurality of

authorized channels, the user, and the at least one user platform.-and/for
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to REZA NABI whose telephone number is (571)270-7592.
The examiner can normally be reached on 7:30 to 5:00 PM [Off every alternate Friday].

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, William Bashore can be reached on 571-272-4088. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/R. N./
Examiner, Art Unit 2175
/William Bashore/

Supervisory Patent Examiner, Art Unit 2175
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for wansmitting the ISSUE FEE and PUBLICATION FEE Gf requived). Blocks 1 through 3 should be completed where
ap?l‘opnate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the cusrent correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (8) specifying a new correspondence address; and/or (b) indicating a separate "FHEE ADDRESS" for
naintenance fee notifications.

Note: A certificate of maifing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for asy change of address) apers. Hach additional paper, such as an assignment or formal drawing, must
ﬁavt‘ its own cettificate of mailing or tanswission.

Certificate of Mailing or Transmission

iy 48”,29., 7390 " 4302014 I hereby certity that this Pec%s) Transmittal is being deposited with the United
FOLEY & LARDNER LLP States Postal Service with sufficient postage for first class mail in an envelope
3000 K STREET N.W addressed to the Mail Stop ISSUE FEE address above, or being facsimile
‘S UrtT \00 A Tve transmitted to the SPTO (371) 273-2885, on the date indicated below.,
SUTTE 6

{Depositor's natge)

WASHINGTON, DC 20007-5109

(Siguature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR l ATTORNEY DOCKET NQ. I CONFIRMATION NO.
13/086,165 0441372011 Michael Wetzer 098944-0130 3599
VENTION: M S AND SYS G AN aroriNG sEAER R RkMaTioN v
TITLE OF INVENTION: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING SECURETINFORMATION VIA
MULTTPLE AUTHORIZED CHANNELS AND GENERATING ALERTS RELATING TO SAME
l APPLN. TYPE ENTITY STATUS l ISSUE FRE DUE I PUBLICATION FEE DUT I PREV. PAID [SSUE FER I TOTAL FER{S) DUE I DATEDUR
nonprovisional SMALL $480 $0 30 3480 04/30/2044
| EXAMINER l ART UNIT I CLASS-SUEBCLASS I
NABIL REZA U 2175 715-769000
1. Change of correspondence address or indication of “Pee Address™ (37 2. For printing on the patent front page, fist h
CFR 1.363). (1) The names of up to 3 registered patent attorneys 1 John D. Lanza
J Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
TO/SB/122) attache
Address form PTO/SB/122) attached. (2) The name of a single firm (having as a member a2 Foley & Lardner LLP
L "Fee Address” indication tor "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/A7; Rev (3-02 or more recent) attached. Use of a Customer 2 registered patent attormeys or agents. I 90 pame is 3
Number is requived. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (priat or type)
PLEASE NOTE: Usnless an assignee is identified below, no assignee data will appeac on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFK 3.41. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

CYANDIA, INC. SYRACUSE, NEW YORK

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual N Corporation or others private group entity [ Government

4a. The following feeis) ave submitted: 4b. Payment of Fee(s): {Please first reapply any previously paid issue fee shown above)
fX Issue Fee L A check is enclosed.
[ publication Fee (No small entity discount pernitied) Payment by credit card. TORX RMKIOM I KIEXNK
) Advance Order - # of Copies B The Director is hereby authorized to charge the requiged fpe(s). any deficiency, or credits any
overpayment, to Deposit Account Number '{é-b?ll. _ {enclose an extea copy of this form).

5. Change in Entity Status {from status indicated above}
i Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/1SA and 15B), issue
fee payment in the micro entity amount wilf not be accepted at the risk of application abandonment.
3 Applicant asserting small entity status. See 37 CFR §.27 NOTE: If the application was previously under wicro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro eatity status.

i Applicant changing to regutar undiscounted fee status. NOTT: Checking this box will be taken to be a notification of loss of entitfement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CER 1.31 and 1.33. See 37 CER 1.4 for signatuse requirements and certifications.

Agthorized Signature /Brett P. Belden/ Date Apnl 29, 2014
Typed or printed name Brett P. Belden Repistration No. 57)705
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Electronic Patent Application Fee Transmittal

Application Number:

13086165

Filing Date:

13-Apr-2011

Title of Invention:

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND
GENERATING ALERTS RELATING TO SAME

First Named Inventor/Applicant Name:

Michael Wetzer

Filer:

Brett P. Belden/Monika Pychynska

Attorney Docket Number:

098944-0130 (MLOO03USO1)

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl Issue Fee 2501 1 480 480

Extension-of-Time:
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Description Fee Code Quantity Amount USD($)
Miscellaneous:
Total in USD ($) 480
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Electronic Acknowledgement Receipt

EFSID: 18893337
Application Number: 13086165
International Application Number:
Confirmation Number: 3599

Title of Invention:

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING AND MONITORING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS AND
GENERATING ALERTS RELATING TO SAME

First Named Inventor/Applicant Name:

Michael Wetzer

Customer Number:

48329

Filer:

Brett P. Belden/Monika Pychynska

Filer Authorized By:

Brett P. Belden

Attorney Docket Number:

098944-0130 (MLOO03USO1)

Receipt Date: 29-APR-2014
Filing Date: 13-APR-2011
Time Stamp: 16:45:30

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type

Credit Card

Payment was successfully received in RAM

$480

RAM confirmation Number

4089

Deposit Account

Authorized User

File Listing:

Document

Number Document Description

File Name File Size(Bytes)/ Multi Pages

Message Digest | Part/.zip| (if appl.)
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804784
1 Issue Fee Payment (PTO-85B) 098944_01u3:—|:,\£|e'2)0di3U501—ISS no 1

775060feeb36a7b64d2663fd4e9c4053f5a8]
6e5a

Warnings:

Information:

30823
2 Fee Worksheet (SB06) fee-info.pdf no 2
5b82d48cc0a3ched2723fef90ebb506f58a
2c9¢
Warnings:
Information:
Total Files Size (in bytes); 835607

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/086,165 06/10/2014 8751948 098944-0130 (ML0003USO1) 3599
48329 7590 05/21/2014
FOLEY & LARDNER LLP
3000 K STREET N.W.
SUITE 600

WASHINGTON, DC 20007-5109

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 519 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Michael Wetzer, Fayetteville, NY;
Thomas Theriault, Baldwinsville, NY;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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