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Information Fatient Provacy Act (MIPPA)
fimancial services indsstry even establish
pmaities for breaching the prvacy of
customer data.

Based om 15 years of managing
nectebock PCs, IT departments have oer-
tam expectations regarding how device
security thould work. Those expecta-
tions imciude administrator controls,
stendard deployment tooks, and
advanced paiswoed and encryplios fea-
tumes. A variety of thivd-party applica-
Tions have risen 1 the challenge, deliv-
erimg rabust security 12 Palm Powered
devices that go well beyond what's
onginally defivesed i the box.

But whene are the security apphca-
tices? “Thewe are a lot of security sohu-
PaimSoarce’s Growp Manager, Enterprise
Marketing, "'s not e we've ever had

lock-out feature of the RFalm a practical
security ool for keeping anastherized
wters out, wince the program has 5o
many ways 1o customize the security of
the device Passwords Can even be et 1o
expite. making it easy to manage mul-
tiple asers—some temporary—in an
enteTprise rnIrgnmETt

A Corporate Edition of Teallock
adds a number of remiote administra-
tan w0k, Such a9 mylti-user nstalls-
tion, enforoed lockouts, password
mestrictions, and the ability to uniock
devices remotedy. EalBmmtlechudes =
handful of other features as well. The
Faim can be set to display a specific
Fhage or it Tassage wher locked,
and the saftware goes beyond the
Built-in security by locking the sevial
and imfrared perts a3 well.

Angiher security alternanve = PDA
Secure from Trust Digital. POA Secure

an imsecure platferm. The deveiopers TOTRES T a varety of stengths—
have created some great prog But  Swandard (529.95), Premium (339.95),
sometimes deveiopers haven't abways and Enterprise (priced by volume). At
been able to commect with the enterprise % come. the program is desigred o
customers who need them. ™ encrypt data on ary POA, and it

Gartmer's Garard agrees. ~Often,
they don't imow where to go—some-
times. your best bet i 10 go 10 2 share-
wire page. if your best bet for finding
what sciutions are avaslable R o go 1o
Tulows, it just doesn't feed like an
industrial-grade solution, if you know
what | mean.”

Solutions Abound
MNoretheless, mary Solutions est
TeaPoint’s Teallock, for imstance, 58
direct replacement fior the weak secarity
in e Paln 05, Teallock mciudes three
passwords—an admimsirator paspwond,
gerst password, and 4 " guick” pass-
word that just works omoe. It includes &
wide varigty of ‘otk-out options. Users
can divect the Paim 12 lock Rsef at each
power-off. after a specified time, or
only during certain hours of the day. For
particularty senstive data. Teallock has
& seif-destract mode: it can be ordeved
1o destroy the data on the handheld
after a certain number of mcomect pass-
woed entries.

In esence, Teallock makes the

requiTes & password for access. PDA
Secure offers users a truly emterprise-
level secunity by encrypting all protect-
ed data o= the Pabm 50 it can't be read
o or off $he device without the appre-
priate paisword, You can chocte from
among a half-dozes encrypton algo-
Bowish, and X0R

One of PDA Secure's most Clever

features. and the capability that makes
it stand cut from iess-powerul secanty
applications, is the fact that you can set
both global and application-specific
passwords A 3 result, POA Secure can
protect all the applications via a single
password at $tartup, or jus? specific
appicatons vid a local password. Ths
gives organizations & ot of flexibility
with how to deploy thesr handheids.
access 1o most applications via & glebal
password, for instance. yet revmain
locked cut from other apphcations that
COMAIT SENSItve of private dats Becluse
they don't know the local pastword.
weighing users down with annoying
global passwords st to use thew hand-
helds, but requite a local password o

between secunty and ease of wse Trast
Digral offers a compamon Policy bditor
for the Windows desiiop which adminis-
frators can use to push security and
passwond policies divectly 1o every
POA Secure-equipped Falm in the
organizTation

PDA Defense (Si0.95), from
Agymchrony, & another deviee-encryp-
fion solution that is similar to FD&
Secume. PDA Defense can be set fo awto-
matically lock the device or just specific
sppications. PDA Defe=se akso smcunes
the serial port and IR port, ensuring that
the device is endered mert—there's no

cattomite what siems wee when they fry
= acoess 3 locked POA.
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easy to encrypt specific applications,
aving the rest of the Palm available for
access without & passweed.
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IT'S CALLED .

WORDSMITH. &

for Palm Powsred ™ dewvices

With WordSmith, you'll be able to write whenever you want, whatever you want,

wherever you are. Gone are the days of merely g a documen g
vices into

sophisticated word processors. Write it, edit it, highlight it, format it, wordsmith

it on the run at an unprecedented level of performance.

Want to see what it can do?
Download a free trial version at bluenomad.com, and see what independence

is really like. WordSmith. Words will never fail you. blue nomad
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