UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/865,053 05/01/2020 Brian Roundtree 072030-8015.US02
CONFIRMATION NO. 4600
191507 POA ACCEPTANCE LETTER

LKGLOBAL/Rally AG, LLC.
IO A R
000000137456406

7501 East McCormick Parkway
Suite 105 South

SCOTTSDALE, AZ 85258
Date Mailed: 02/24/2023

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 02/15/2023.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/mteklemichael/
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PTO/AIA/B0 (0717}
Approved for use through 03/31/, 202 OMB 0651-0635
U.5. Patent and Trademark Office: U.S. DEFARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no person is required 1o tespond 1o a coliection of information unless it displays a valid OMB control number

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

hereby revoke all previous powers of attorney given in the application identified in the attached
staternent under 37 CFR 3.73{c).

§

o

I hereby appoint:

EX ‘ Practitioners associated with Customer Number: | 1891507

t j Practitioner(s} named below {if more than ten patent practitioners are to be named, then a customer number must be used):

, Registration - Registration
Name Name A )
Numbe Numiber

e the United States Patent and Trademark Office (USPTO} in connection with

As attorneyis) or uerst(\\ to fepresent the unce*s,gmc before
signed according to the USPTO assignment records or assignment documents

any and all patent appt
attached to this farmiin mcorda,\ce with 37 CFR J./:} c}‘

Please change the correspondence address for the application identified in the attached statement
under 37 CFR 3.73{c} to:

 D——
H ) J -
!X | The address associated with Customer Number: 4 1807
i * EIA LA
} ! Firm or individual name
Address
!
City | State Zip
i
Country
Iempnor‘p Email

Qaiiy AG, LLC

2205 Carillon Point, Kirkland, Washington 98033

A eopy of this form, together with 3 statement under 37 CFR 3.73{¢) {Form PTG/AIA{96 or equivalent] is required to he

Hled In each application in which this form is used. The statement under 37 CF8 2.73{c) may be completed by one of the

practitionars appointed in this form, and must identify the application in whicl this Power of Attarney is to be filed.
SIGNATURE of Assignes of Record

dividuat wh\-\e stgratute and title is supplied balow is aL’Ch&h?(*-J o oct ort behalf of the assignes,

Date

N t,\
Signature

Teleghone &y "o pgyv.

Name

depend
be sentte \h
SEND FEES OR
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in
connection with your submission of the attached form related to a patent application or patent.
Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general
authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the
information solicited is voluntary; and (3) the principal purpose for which the information is used
by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent
and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the
patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including
disclosures to opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains,
when the individual has requested assistance from the Member with respect to the
subject matter of the record.

4. Arecordin this system of records may be disclosed, as a routine use, to a contractor of
the Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974,
as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty
in this system of records may be disclosed, as a routine use, to the International Bureau
of the World Intellectual Property Organization, pursuant to the Patent Cooperation
Treaty.

6. Arecordin this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant
to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency's responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public
after either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a
patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the
limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and
which application is referenced by either a published application, an application open to
public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.
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Doc Code: MFEE.C.AD

Document Description: Maintenance Fee Address Change
PTO/AIA/47 (11-21)
Approved for use through 11/30/2024. OMB 0651-0016
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid OMB control number.

“FEE ADDRESS” INDICATION FORM

Address to:

Mail Stop Maintenance Fee Fax to:

Director of the United States -OR- 571-273-6500
Patent and Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

INSTRUCTIONS: The issue fee must have been paid for the application(s) listed on this form. In addition, only an address
represented by a Customer Number can be established as the fee address for maintenance fee purposes (hereafter, fee
address). A fee address should be established when correspondence related to maintenance fees should be mailed to a
different address than the correspondence address for the application.

When to check the first box below: If you have a Customer Number to represent the fee address.

When to check the second box below: If you have no Customer Number representing the desired fee address, in which case
a completed Request for Customer Number (PTO/SB/125) must be attached to this form. For more information on Customer
Numbers, see the Manual of Patent Examining Procedure (MPEP) & 403.

For the following listed application(s), please recognize as the “Fee Address” under the provisions of 37 CFR 1.363 the
address associated with:

v'{ CustomerNumber: 191507

OR

The attached Request for Customer Number form (PTO/SB/125)

PATENT NUMBER
(if known)

11,361,107 16/865,053

APPLICATION NUMBER

Completed by (check one):

/John V. Biernacki/

Applicant/I t

------- pplicant/Inventor Signature

v | Attorney or Agent of record 40511 John V. Biernacki

““““ Reg. No. Typed or printed name
Assignee of record of the entire interest. See

““““ 37 CFR 3.71. Statement under 37 CFR 373(C) 480-385-5060

{Form PTO/AIA/96) is enclosed or was filed on
Requester’s telephone number

(Date)
February 2, 2023

Date
NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. If the assignee is a
juristic entity, this form must be signed by a patent practitioner (attorney or agent) of record. Submit multiple forms if more than one
signature is required, see below*.

*Total of forms are submitted

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an
information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB Control
Number. The OMB Control Number for this information collection is 0651-0016. Public burden for this form is estimated to average 5 minutes per response,
including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the
information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this
burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or

email InformationCollection @uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. The United States Patent and Trademark Office (USPTO) collects the
information in this record under authority of 35 U.S.C. 2. The USPTO’s system of records is used to manage all applicant and
owner information including name, citizenship, residence, post office address, and other information with respect to
inventors and their legal representatives pertaining to the applicant's/owner’s activities in connection with the invention for
which a patent is sought or has been granted. The applicable Privacy Act System of Records Notice for the information
collected in this form is COMMERCE/PAT-TM-7 Patent Application Files, available in the Federal Register at 78 FR 19243
(March 29, 2013). https://www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07341.pdf

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the event that the system of
records indicates a violation or potential violation of law; 2) a Federal, state, local, or international agency, in response to its
request; 3) a contractor of the USPTO having need for the information in order to perform a contract; 4) the Department of
Justice for determination of whether the Freedom of Information Act (FOIA) requires disclosure of the record; 5) a Member of
Congress submitting a request involving an individual to whom the record pertains, when the individual has requested the
Member’s assistance with respect to the subject matter of the record; 6) a court, magistrate, or administrative tribunal, in the
course of presenting evidence, including disclosures to opposing counsel in the course of settlement negotiations; 7) the
Administrator, General Services Administration (GSA), or their designee, during an inspection of records conducted by GSA
under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any other relevant (i.e., GSA or
Commerce) directive, where such disclosure shall not be used to make determinations about individuals; 8) another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)); 9) the Office of Personnel Management (OPM) for personnel research purposes; and 9) the Office of Management
and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine your
submission, which may result in termination of proceedings, abandonment of the application, and/or expiration of the patent.

Additional Uses

Additional USPTO uses of the information in this record may include disclosure to: 1) the International Bureau of the World
Intellectual Property Organization, if the record is related to an international application filed under the Patent Cooperation
Treaty; 2) the public i) after publication of the application pursuant to 35 U.S.C. 122(b), ii) after issuance of a patent pursuant
to 35 U.S.C. 151, iii) if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections, or
an issued patent, or iv) without publication of the application or patent under the specific circumstances provided for by 37
CFR 1.14(a)(1)(v)-(vii); and/or 3) the National Archives and Records Administration, for inspection of records.
https://www.govinfo.gov/content/pkg/FR-2013-03-29pdf/2013-07341.pdf
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Page 1 of 2

PO Box 1480

UNITED STATES et e 2B 1480
PATENT AND TRADEMARK OFFICE AN Yt topto G0

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/865,053 02/15/2023 10:56:39 AM ET 072030-8015.US02

Title of Invention
PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # 11361107
under 35 USC 111(a)

CONFIRMATION # 4600 FILED BY Misty Standridge
PATENT CENTER # 61598679 FILING DATE  05/01/2020
CUSTOMER # 25096 FIRST NAMED Brian Roundtree
INVENTOR
CORRESPONDENCE - AUTHORIZED BY John Biernacki
ADDRESS
Documents TOTAL DOCUMENTS: 3
DOCOUMENTY RFAGES DESCRIPTION SIZE (KB
20230123 POApd 2 Fower of Altorney 2412 KB
20230123 Slatement- 3 Assignee showing of ownership 21H KB
3730 pdi par 37 GFR 3.73
20230202 _FeelAddress. pdl P Maintenanee Fee Address 282 KB
Change

Digest
DOCUMENTY MESSAGE DIGEST{SHA-M2Y

IPR2024-01446
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Page 2 of 2

20230123 _POA pdf A0F4FBADAESGETRBID42FFEDECETDE4ECEE621CRE3FERRAF
BEB2TEDCORBIEERZORDFE166AT0S2COTCRBABEES403111FETEB
DEANOETTIBEIFTI8047E050B14EA T

202323 _Statement-373C pdt 20F73C3BEB3IS534C0CT3BASE4 10AR4S @é@-ﬁ@ﬁ -?EESDEE}EFQ’G
SFICDECT812BCODAL4EADZGIGFEED
20230202_FeeAddress.pdl 3GGD2BFEABLELCIALDERTD ’%4%%4&%‘4@%%9{3&%&75‘51 3H06E3E0

OR3110CHE21422ACBEREE4CCOE4R7840034 ‘%F{‘LFSMFE&JR
FeZ4BRTTSESAEDDEYZEBCM 4FCR340E

This Acknowladgemant Receipt svidances racaipt onthe nolad date by the USPTO of the indicated documents, characiarizad
oy tha appheant, and including page counts, whers appiicabie. It servas as avidence of racaipt similar o a Post Card, as
described in MPER 503,

New Applications Under 35 US.C 1
i a new application is being led and the application inciudas the necessary componeanis Tor Tiing dale (ses 37 OFFR 1.53{b)-{ch
and MPEP 508), a Filing Receipt (37 CFR 1.54) wili be issued in dus course and the date shown on this Acknowledgement

Receipt will astablish the filing date of the applicalion

National Stage of an international Application under 33 U.S.C. 371

I a timely submission o entar the national stage of an intermational application 13 compliant with the conditions of 35 ULS.C.
371 and other a 'tp*icab le requiraments a Form PET/DOMEGAANE indicating acceptancs of the application as a national stags
subrission undsr 33 U.S.C, 371 will be issusad in addition to the Fiiing Beosipl, in dus courss.

Neow Internationsl A;};}iémi%un Fllod with the USPTO as a Recgiving Office

# a new international appiication is being Med and the infernational applization includes the necessary componeants for an
infernational Bing date (s8s DLT Article 11 and MPEP 1510), a Notification of the Inlernational Application N-::- wer and of the
Intarnational Hh-\; Dade (Form POT/RGA 05 wii be igsuad in due courss, subject fo prescriptions concaming national security,
and the dale shown on this Acknowledgemant Receipt wii gstablish the intermational Hling date of the application.

.1
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PTO/AIA/96 (08-12)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
RALLY AG LLC

Application No./Patent No.: 11,361,107 Filed/Issue Date: _06/14/2022
Titleg: PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

RALLY AG LLC _ g corporation

Applicant/Patent Owner:

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:] There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: ROUNDTREE, BRIAN To: AUTOGRAPH, INC.
The document was recorded in the United States Patent and Trademark Office at
Reel 052616 , Frame 0530 , or for which a copy thereof is attached.
2 From: AUTOGRAPH, INC. To: RALLY AG LLC

The document was recorded in the United States Patent and Trademark Office at
Reel 054544 , Frame 0169 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

IPR2024-01446
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PTO/AIA/96 (08-12)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel _ ~~~ ,Frame__ , orforwhich a copy thereof is attached.
4. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel _ ~~~ ,Frame__ , orforwhich a copy thereof is attached.
5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

|:| As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/John V. Biernacki/ January 23, 2023
Signature Date

John V. Biernacki 40511

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

IPR2024-01446
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/865,053 05/01/2020 Brian Roundtree 072030-8015.US02

CONFIRMATION NO. 4600

25096 IMPROPER CPOA LETTER

PERKINS COIE LLP - SEA General

PATENT-SEA 0 0 O O

P.O. BOX 1247 000000137313710

SEATTLE, WA 98111-1247 Date Mailed: 02/06/2023

NOTICE REGARDING POWER OF ATTORNEY

This is in response to the power of attorney filed 01/23/2023. The power of attorney in this application is not
accepted for the reason(s) listed below:

+» The power of attorney is from an assignee and the statement required by 37 CFR 3.73(c) has not been
received.

/mbeyene/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

191507

LKGLOBAL/Rally AG, LLC.
7501 East McCormick Parkway
Suite 105 South
SCOTTSDALE, AZ 85258
UNITED STATES

Page 1ot IPR2024-01446
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Doc Code: MFEE.C.AD

Document Description: Maintenance Fee Address Change
PTO/AIA/47 (11-21)
Approved for use through 11/30/2024. OMB 0651-0016
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid OMB control number.

“FEE ADDRESS” INDICATION FORM

Address to:

Mail Stop Maintenance Fee Fax to:

Director of the United States -OR- 571-273-6500
Patent and Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

INSTRUCTIONS: The issue fee must have been paid for the application(s) listed on this form. In addition, only an address
represented by a Customer Number can be established as the fee address for maintenance fee purposes (hereafter, fee
address). A fee address should be established when correspondence related to maintenance fees should be mailed to a
different address than the correspondence address for the application.

When to check the first box below: If you have a Customer Number to represent the fee address.

When to check the second box below: If you have no Customer Number representing the desired fee address, in which case
a completed Request for Customer Number (PTO/SB/125) must be attached to this form. For more information on Customer
Numbers, see the Manual of Patent Examining Procedure (MPEP) & 403.

For the following listed application(s), please recognize as the “Fee Address” under the provisions of 37 CFR 1.363 the
address associated with:

v'{ CustomerNumber: 191507

OR

The attached Request for Customer Number form (PTO/SB/125)

PATENT NUMBER
(if known)

11,361,107 16/865,053

APPLICATION NUMBER

Completed by (check one):

/John V. Biernacki/

Applicant/I t

------- pplicant/Inventor Signature

v | Attorney or Agent of record 40511 John V. Biernacki

““““ Reg. No. Typed or printed name
Assignee of record of the entire interest. See

““““ 37 CFR 3.71. Statement under 37 CFR 373(C) 480-385-5060

{Form PTO/AIA/96) is enclosed or was filed on
Requester’s telephone number

(Date)
February 2, 2023

Date
NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. If the assignee is a
juristic entity, this form must be signed by a patent practitioner (attorney or agent) of record. Submit multiple forms if more than one
signature is required, see below*.

*Total of forms are submitted

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an
information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB Control
Number. The OMB Control Number for this information collection is 0651-0016. Public burden for this form is estimated to average 5 minutes per response,
including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the
information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this
burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or

email InformationCollection @uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

IPR2024-01446
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. The United States Patent and Trademark Office (USPTO) collects the
information in this record under authority of 35 U.S.C. 2. The USPTO’s system of records is used to manage all applicant and
owner information including name, citizenship, residence, post office address, and other information with respect to
inventors and their legal representatives pertaining to the applicant's/owner’s activities in connection with the invention for
which a patent is sought or has been granted. The applicable Privacy Act System of Records Notice for the information
collected in this form is COMMERCE/PAT-TM-7 Patent Application Files, available in the Federal Register at 78 FR 19243
(March 29, 2013). https://www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07341.pdf

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the event that the system of
records indicates a violation or potential violation of law; 2) a Federal, state, local, or international agency, in response to its
request; 3) a contractor of the USPTO having need for the information in order to perform a contract; 4) the Department of
Justice for determination of whether the Freedom of Information Act (FOIA) requires disclosure of the record; 5) a Member of
Congress submitting a request involving an individual to whom the record pertains, when the individual has requested the
Member’s assistance with respect to the subject matter of the record; 6) a court, magistrate, or administrative tribunal, in the
course of presenting evidence, including disclosures to opposing counsel in the course of settlement negotiations; 7) the
Administrator, General Services Administration (GSA), or their designee, during an inspection of records conducted by GSA
under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any other relevant (i.e., GSA or
Commerce) directive, where such disclosure shall not be used to make determinations about individuals; 8) another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)); 9) the Office of Personnel Management (OPM) for personnel research purposes; and 9) the Office of Management
and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine your
submission, which may result in termination of proceedings, abandonment of the application, and/or expiration of the patent.

Additional Uses

Additional USPTO uses of the information in this record may include disclosure to: 1) the International Bureau of the World
Intellectual Property Organization, if the record is related to an international application filed under the Patent Cooperation
Treaty; 2) the public i) after publication of the application pursuant to 35 U.S.C. 122(b), ii) after issuance of a patent pursuant
to 35 U.S.C. 151, iii) if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections, or
an issued patent, or iv) without publication of the application or patent under the specific circumstances provided for by 37
CFR 1.14(a)(1)(v)-(vii); and/or 3) the National Archives and Records Administration, for inspection of records.
https://www.govinfo.gov/content/pkg/FR-2013-03-29pdf/2013-07341.pdf

IPR2024-01446
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UNITED 5TATES Atexandri H"\(_,h ':sm 1450

PATENT AND TRADEMARK OFFICE A

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/865,053 02/02/2023 10:29:38 AM ET 072030-8015.US02

Title of Invention
PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # 11361107
under 35 USC 111(a)

CONFIRMATION # 4600 FILED BY Misty Standridge
PATENT CENTER # 61532406 FILING DATE 05/01/2020
CUSTOMER # 25096 FIRST NAMED Brian Roundtree
INVENTOR
CORRESPONDENCE - AUTHORIZED BY John Biernacki
ADDRESS
Documents TOTAL DOCUMENTS: 1
DOCUMERNTY RFAGES DESCRIPTION SIZE (KB
20230202 _FeeAddrass. pdf 2 Maintenance Fee Address 282 KB
Changs
Digest
DOCUMENTY MESSAGE DIGEST{EHAS
20230208 _FesAddress.pdf S9al: b%{,‘?ﬁﬁ%ﬂ@iﬁﬁwﬁ%i‘ﬂﬁ SE4AAR4AR4AQRIBOABTYE135662380
O53118C821422ACEBESBE4CCCE4RY84 00344 7BFOCFOAIFEDS
FEE4BTT 5%@4%&5}6‘33%5&31 AFC83405
This Acknowledgement Receipl evidences receipt on the noted dale by the USPTO of the indicated documents, characterizad

IPR2024-01446
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~

by the applicant, and including page counts, where ap
describred in MPEP 504

ie. It serves as evidence of receipt similar 1o a Post Card, as

New Applications Under 35 LS.C, 111

i anew application is being fled and the application inciudas the necessary componanis for filing date (see 37 CFR 1.583{(b)-(dh
Filing Receipt (87 GFR1.54) will ba issued in dus courss and the date shown on this Acknowledgement

h the filing dale of the application

\

National Sia gg of an nternational Appleation under 35 US.E. 371

& imely submission o enter the national slage of an s*terrai-ur‘ it application s compliant wilh the conditions of 35 U.8.C.
371 and othe swpisrab- requiremenis a Form POT/DO/EG/R03 i acceptancs of the application a5 a national stage
% SRION und@: 35 UB.8.C. 371 will he issued in addition o ih{- Fiiing Reacsipt, in dus cowrsa.

cali

ulry

s

New international Applicadion Filed with the USPTO as a Recsiving Office
H g new international application is hein j§i ed and the infernational application includes the necessary compor

nternational filing date {(ses PCT Article 11 and MFER 1810}, a Notification of the Infernational Appli hc.ior MNumbes iof the
International Filing Date (Form PCT/ROTES will be issuad in due course, subject to prescriptions concarning national securty,
and the daiﬁ shown on this Acknowledgerment Receint will eslablish the infernational filing dale of the application.

IPR2024-01446
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PTO/AIA/B0 (0717}
Approved for use through 03/31/, 202 OMB 0651-0635
U.5. Patent and Trademark Office: U.S. DEFARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no person is required 1o tespond 1o a coliection of information unless it displays a valid OMB control number

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

hereby revoke all previous powers of attorney given in the application identified in the attached
staternent under 37 CFR 3.73{c).

§

o

I hereby appoint:

EX ‘ Practitioners associated with Customer Number: | 1891507

t j Practitioner(s} named below {if more than ten patent practitioners are to be named, then a customer number must be used):

, Registration - Registration
Name Name A )
Numbe Numiber

e the United States Patent and Trademark Office (USPTO} in connection with

As attorneyis) or uerst(\\ to fepresent the unce*s,gmc before
signed according to the USPTO assignment records or assignment documents

any and all patent appt
attached to this farmiin mcorda,\ce with 37 CFR J./:} c}‘

Please change the correspondence address for the application identified in the attached statement
under 37 CFR 3.73{c} to:

 D——
H ) J -
!X | The address associated with Customer Number: 4 1807
i * EIA LA
} ! Firm or individual name
Address
!
City | State Zip
i
Country
Iempnor‘p Email

Qaiiy AG, LLC

2205 Carillon Point, Kirkland, Washington 98033

A eopy of this form, together with 3 statement under 37 CFR 3.73{¢) {Form PTG/AIA{96 or equivalent] is required to he

Hled In each application in which this form is used. The statement under 37 CF8 2.73{c) may be completed by one of the

practitionars appointed in this form, and must identify the application in whicl this Power of Attarney is to be filed.
SIGNATURE of Assignes of Record

dividuat wh\-\e stgratute and title is supplied balow is aL’Ch&h?(*-J o oct ort behalf of the assignes,

Date

N t,\
Signature

Teleghone &y "o pgyv.

Name

depend
be sentte \h
SEND FEES OR

IPR2024-01446
APPLE EX1002 Page 16




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in
connection with your submission of the attached form related to a patent application or patent.
Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general
authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the
information solicited is voluntary; and (3) the principal purpose for which the information is used
by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent
and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the
patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including
disclosures to opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains,
when the individual has requested assistance from the Member with respect to the
subject matter of the record.

4. Arecordin this system of records may be disclosed, as a routine use, to a contractor of
the Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974,
as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty
in this system of records may be disclosed, as a routine use, to the International Bureau
of the World Intellectual Property Organization, pursuant to the Patent Cooperation
Treaty.

6. Arecordin this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant
to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency's responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public
after either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a
patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the
limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and
which application is referenced by either a published application, an application open to
public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.

IPR2024-01446
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PO Box 1480

UNITED STATES et e 2B 1480
PATENT AND TRADEMARK OFFICE AN Yt topto G0

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/865,053 01/23/2023 05:03:46 PM ET 072030-8015.US02

Title of Invention
PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # 11361107
under 35 USC 111(a)

CONFIRMATION # 4600 FILED BY Misty Standridge
PATENT CENTER # 61475030 FILING DATE  05/01/2020
CUSTOMER # 25096 FIRST NAMED Brian Roundtree
INVENTOR
CORRESPONDENCE - AUTHORIZED BY John Biernacki
ADDRESS

Documents TOTAL DOCUMENTS: 2
DOCOUMENTY RFAGES DESCRIPTION SIZE (KB
20230123 POApd 2 Fower of Altorney 2412 KB
20230123 Slatement- 3 Assignee showing of ownership 211 KB
3730 pdi par 37 GFR 3.73
Digest
DOCUMENTY MESSAGE DHGEST{EHA-S13}
202301238 _POApd 49F4FSADAERGETBID4AZTFFRDECETDE4AECSRGS1 CBRIZFEQRAF

82821EDCLBBIEEZOBDFEIGBATOSZCHTCEAZSEL4O3TTIFETER
DRAQOETTIRDIF7R8047E050814EAT

IPR2024-01446
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02301238 _Slatement-373C.pdf Q4R 1BGTEGBI2ET40FZAF0G1E3F2C878DEST1DBEROSCUOREFRET
BYSAFOLBFOEDDIASAZ0LBES1A3DCE3REFE4ABRE4ADAYESYTINE
BIFCEB2DEFTZEZATG0R06BLO4200C4E

This Arkreawiﬁdgmﬁ'n.r‘-i Recelpt svidances receipt on the noted date by the USPTO of the indicated documants, characiarizs
he apohcant, and including page counts, whers apphcabia. I serves as avidence of racaipt similar o a Post Card, as
desu%z“ n MPEP 503,

Naw Applications Under 35 U.8.C 11

i a new application is baing filed and the application inciudes the necessary componenis for Biing dale (sea 37 OFR 1.58(b)-(0)

and MPEP 508), a Filing Receipt (37 OFR 1.54) wili be issued in dug course and the dals shown on this A ke‘m«:ibdf}eme
Receipl will astabiiah the filing date of the applicalion

National Stage of an international Application under 38 WWE.C, 371

If a timely submission o anter the national stags of an international apphication is compliant with the conditions of 35 U.S.C.

371 and other applicable requirements a Form PET/DOEG/SNS indicating acceptance of the amhminn as a national slage
submission under 35 UB.C. 371 will be issuad in addition to the Filing Receipl, in due course.

New international Application Flled with the USPTO as a Recsiving Offige

I a new international application is being filed and the internalional application includes ihe r‘-'—>cess¢iy compenants for an

international ing dads (see PCT &ri‘écie 11 and MPEP 1810}, a Noblification of the International Apphcation Number and of the

international Filing Date (Form POT/ROM0E) will be issued in dus courss, subject 1o prascriptions conceming nalional securily,

and tha date shown on this Ac k wiadgemant Receipt will sstablish the intarnational §lin qu e of the application.
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PTO/AIA/96 (08-12)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
RALLY AG LLC

Application No./Patent No.: 11,361,107 Filed/Issue Date: _06/14/2022
Titleg: PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

RALLY AG LLC _ g corporation

Applicant/Patent Owner:

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. |:] The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:] There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: ROUNDTREE, BRIAN To: AUTOGRAPH, INC.
The document was recorded in the United States Patent and Trademark Office at
Reel 052616 , Frame 0530 , or for which a copy thereof is attached.
2 From: AUTOGRAPH, INC. To: RALLY AG LLC

The document was recorded in the United States Patent and Trademark Office at
Reel 054544 , Frame 0169 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

IPR2024-01446
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PTO/AIA/96 (08-12)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel _ ~~~ ,Frame__ , orforwhich a copy thereof is attached.
4. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel _ ~~~ ,Frame__ , orforwhich a copy thereof is attached.
5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

|:| As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/John V. Biernacki/ January 23, 2023
Signature Date

John V. Biernacki 40511

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

IPR2024-01446
APPLE EX1002 Page 22



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/865,053 06/14/2022 11361107 072030-8015.US02 4600
25096 7590 05/25/2022
PERKINS COIE LLP - SEA General
PATENT-SEA
P.O. BOX 1247

SEATTLE, WA 98111-1247

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 232 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTORC(S) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Brian Roundtree, Seattle, WA

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

AutoGraph, Inc., Seattle, WA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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Docket No.: 141053-8015.US02
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
Brian Roundtree

Application No.: 16/865,053 Confirmation No.: 4600
Filed: May 1, 2020 Art Unit: 2457
For: PRIVACY FRIENDLY COMMUNICATION BY Examiner: Joe Chacko

OPERATION OF CLOAKED/DECLOAKED
EMAIL

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Commissioner:

In the Notice of Allowability mailed February 18, 2022, the Examiner allowed
claims 1-19. Applicant acknowledges Examiner's statements of Reasons for Allowance
of the above-referenced patent application and agrees that the claimed subject matter is
patentable. However, Applicant takes no position regarding the Reasons for Allowance
presented by the Examiner other than the positions Applicant may have previously
taken during prosecution. Therefore, the Examiner's Reasons for Allowance should not
be attributed to Applicant as an indication of the basis for Applicant's belief that the
claims are patentable. Furthermore, Applicant respectfully asserts that there may also
be additional reasons for patentability of the claimed subject matter not explicitly stated
in this record and Applicant does not waive its rights to such arguments by not further

addressing such reasons herein.

156894625.1
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Application No.: 16/865,053 Docket No.: 141053-8015.US02
Comments on Statement of Reasons for Allowance

Dated: _5/17/2022 Respectfully submitted,

By _/Karl Klassen/
Karl L. Klassen
Registration No.: 54,224

Perkins Coie LLP

P.O. Box 1247

Seattle, WA 98111-1247
Phone: (206) 359-3490
Fax: (206) 359-7198

Attorneys for Applicant

156894625.1
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PARY B - FEE(S) TRANSMITTAL

Complete and send thisform, together with the applicable fee(s), by mail orfax, orvia EFS-Web.
By maﬂ, send to: Mail Stop ISSUE FEE By fax, send to: (5713273-2885
Commissioner for Patents
P.0O. Box 145¢
Alexandeia, VA 22313-1450
INSTRUCTIONS: Thisfirm shouldbeused for trangmitting the [SSUEFEE and PUBLICATIONFEE \Lfrequ'rea Blocks 1 throughSshouldbeconpleted where appropriate.
All further conrespondence includingthe Patent, advance orders and notification of maintenance Res will be mailed to the current comrespondence address as indicated unless
cotrected below or divected otberwise in Block 1, by (2) specifving a new cowespondence address; and/or (b) indicating a separate * FEE ADDRESS” for mmintenance fe
notifications.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 forany change ofaddressy Note: A certificate of mailing can only be used Hr dowsstic meilings of the

Perkins Coie LLP (SEA . 25096) Fee(s) 1;4ns;m§§. ' ﬂuf mewuclmnnm be \\scd fmE ‘m}'.mh? ;;L.(,D}’Flpdlly m;,
- 5. Fach additional paper, such as an assignment or el drawing, nus
P.O. Box 1247 hav s )

s own certificate of mailing o7 transnission.
PATENT - SEA Certificate of M
Seattle, WA, 88111-1247 I hereby certify that this Fee(s) Trans

ilinp or Transssission
tal is being deposited with the United

13
U

us States Po Service with suflicient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE addtess above, orbeing transmitted to the
USPTO via EFS-Web o1 by fhcsiwile to (3713 273-2885 on the date below,
Peter Sher {Typed orprivded rame)
‘Foter Sher/ (Signaturs)

May 17, 0222 {Date)

APPLICATION NG HLING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NG CONFIRMATION NO

16/865,053 2020-05-01 Brian Roundiree 141053-8015.U802 4800
THLE OF nVENTION:  PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

APPLN TYPH ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV PAID ISSUE FEE TOTAL FEH(S) DUE DATE DUE

UTILITY LARGE 1200 & 0 1200 05/18/2022

@
&
jod
(e}
K
i
i
&

EXAMINER ART UNIT CLASS-SE

2447 -

1. Change of vurrebpu wdence address crindication of” Fee 2. For prin¥ing on the patentfiony page, list
i e e 3 . B .
}‘ddr"” (37 CFR 1363 (1) The names of up fo 3 registered patent artorneys 1. P erking Coie LLP

Change of correspondence address (or Change of oragents OR, alternatively,

Correspondence Address form PTO/8B/122) attached. (2 The name of a single firm (having a5 a pomber 3.
a registered attorney or agent) and the nawes of
[3= Pee Adaress” indication (o1 “Fee Address” Indication up to 2 registered patent atiormney s or agents. |

%)

f‘!‘m PEO/SBIAT, Rev 03-09 ormose recent) no nang is Hsted, no name will be printed.
attached. Use of a Cwstomer Nuwmber is reguived.

ASSIGNEE NAME AN RESIDENCE DATA T3 BE PRINTED ON THE PATENT (print ortype)

PLEARSE NOTE: Unless an assiguee isidentified below, no assignee data will appearon the patent. Ifan assignee is identificd below, the document must have been
previously recorded, o5 filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Conpletion ofthis form is NOTa substitute br fling an assignment.

{AYNAME OF ASSIGNEE (B) RESIDENCE: (CI1TY and 8TATE or COUNTRY)
Rally AG LLC Kirkland, Washingion

5}

Please check the appropriate assignee ¢ 1y or categories (will not be prirded cnthe patenty: [:E Individual Coporation or other private group entity m Government

4a. Fees Submitted: Issue Yee {:} Publication Fee (if raquired) m Advance OUrder - # of Copiss

4b. Method of Paywent (Please first reapply any previously paid fee shown above):

Flectronic Payment via EFS-Web E:E Enclosed check E} Nouw-electronic pay went by credit card (Attach Hm PTO-2038)
it any overpayment t6 Deposit Account No. 50-0865

§ The Director is hereby authorized to charge the required #e(s), any deficiency, or cred

5. Change of Entity Status (fomstatus indicated above)

ﬁ Applicant ce

ing micro entity status. See 37 CFR {29, NOTE: Absentavalid Certification of Micro Euntity Status {see forms PTQ/SB/15A and 15B), issue ke
payment in the mecro entity amount will not be acoepted at the risk ofapplication abandonment.

m Applicant asserting smail eprity status. See 37 CFR 1.27. NOTE: i the application was previously under micro entity status, checking this box wilibe taken as
a notification oflogs of entitiement to micro entity status.

Applicant changing to regular undiscounted foe status. NOTE: Checking this boxwill be taken as a notification ofloss ofentitfement to small or micro entity
status, as applicable

This form must be sigped in accordance with 37 CFR 131 and 1.33. See 37 CFR 1.4 f0or signature requitenents and certifications.

HKarl Klassen/ Date H17/2022

N

Authorized Signature

Typed orprinied nane Kgyi L. Klassen Registration No. 54 224

PTOL-85 Pan B (08-18) Approved ruse through 01312020 OMB 66510033 U.S. Patent and Tradermrk Office, U8 DEPARTMENT OF COMMERCE
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act {(PRA}of 1995 requires Federal agendesto obtain Office of Management and Budget approval before requesting
most types of infermation from the public. When OMB approves an agency reguestto colled information from the public, OMB (i) provides a
valid OMB Control Number and expiration date for the agency to display on the instrument that will be usedto coliec the information and (i}
reguires the agency to inform the public aboutthe OMB Control Number's legal significancein accordance with 5 CFR 1320.5{b).

The information collected by PTOL-85 Fart Bis reqguired by 37 CFR1.311. The informationis required to obtain or retaina benefit by the public
which is to file {and by the USPTO to process)an application. Confidentiality is governed by 35 US.C. 122 and 37 CFR 1.14. This collection is
estimated to take 30 minutesto complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will
vary depending upon the individual case. Any comments on the amount oftime you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chiefinformation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box
1458, Alexandria, Virginia 22313-1450. DO NOTSEND FEES OR CGMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O.
Box 1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act 0f 1985, no persons are required to respond to a collection of
information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Actof 1974 {P.L. 93-37%)} requires that you be given certain information in connection with your submission of the attached form
related to 2 patent application or patent. Accordingly, pursuantio the reguirements ofthe Act, please be advised that: {1}the general authority
for the coliection of this information is 35 U.5.C. 2{b}{2}; {2} furnishing of the information solicited is voluntary; and {3} the principal purpose for
which the information is used by the U.S. Patent and Trademark Gfiice is to process and/or examine your submission related to a patent
application or patent. ifyou do not furnish the reguested information, the U.S. Patent and Trademark Office may not be able to processandfor
examine your submission, whichmay result intermination of proceedings or abandonment of the application or expiration ofthe patent.

The information provided by you in this form will be subjectto the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act {5 U.5.C. 552}
and the Privacy Act {5 W.S.C 552a). Records from this system of records may be disclosed to the Departmentofjustice to determine
whether disclosure ofthese records is requiredby the Freedom of information Act,

2. Avrecordfromthis system of records may be disclosed, as a routine use, inthe course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosuresto opposing counselin the courseof settlement negotiations.

3. Avrecordinthissystemofrecords may be disclosed, as a routine use, to a Member of Congress submitting a reguest involvingan
individs
matter ofthe record.

i, to whom the record pertains, when the individual has requested assistance from the Memb

rwith respect to the subject

4. Avecordinthis system ofrecords may be disclosed, as a routine use, to a contracior of the Agency having need for the information in
order to perform a contract. Recipientsofinformation shall be required to comply with the requirements of the Privacy Act 0f 1974, as
ameanded, pursuant to 5 U.5.C. 552a{m).
Arecordrelsted to aninternational Application filed under the Patent Cooperation Treaty inthissystem of records may be disdosed, as
a routi;w use, to the International Bureau of the World intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
8. record inthis system ofrecords may be disclosed, as a routine use, to ancther federalagency for purposes ofNational Security review
(35 U.S.C. 181} and for review pursuant to the Atomic Energy Act {42 U.5.C. 218}
A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designees,
is conducted by GSAas part of that agency’s responsibility to recommend improvements in records
management practices and programs, under authorty of 44 U.5.C. 2804 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant {i.e., G5Aor Commerce} directive. Such
dxs-JDJ-.efe shall not be used to make determinations about individuals.
2. record from this system of records may be disclosed, as a routine use, to the public after either publication ofthe application pursuant

W

~J

during aninspection ofrecord

to 35 U.5.C 122{E3§0i issuance of 3 patent pursuant to 35 U.S.C. 151, Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the publicifthe recordwas filed in an application which becameabandoned or in which the proceedings
were terminated and which application isreferenced by either a published application, an application open to publicinspection oran
ii"uer*' patent.

Arecord from this system of records may be disclosed, as a routine use, 1o a Federal, State, or local law enforcementagency, ifthe
USPTO becomes aware ofa violation or potentialvioiation oflaw or regulation.

W
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Electronic Patent Application Fee Transmittal

Application Number: 16865053

Filing Date: 01-May-2020

Title of Invention:

PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/
DECLOAKED EMAIL

First Named Inventor/Applicant Name: Brian Roundtree
Filer: Karl L. Klassen/Peter Sher
Attorney Docket Number: 072030-8015.US02

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 1200 1200

IPR2024-01446
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

1200
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Electronic Acknowledgement Receipt

EFS ID: 45736865
Application Number: 16865053
International Application Number:
Confirmation Number: 4600

Title of Invention:

PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/
DECLOAKED EMAIL

First Named Inventor/Applicant Name:

Brian Roundtree

Customer Number:

25096

Filer:

Karl L. Klassen/Peter Sher

Filer Authorized By:

Karl L. Klassen

Attorney Docket Number: 072030-8015.US02
Receipt Date: 17-MAY-2022
Filing Date: 01-MAY-2020
Time Stamp: 16:45:02

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $1200

RAM confirmation Number E20225GG45391694
Deposit Account 500665
Authorized User Peter Sher

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.20 {Post Issuance fees)
37 CFR 1.21 {Miscellaneous fees and charges)

IPR2024-01446
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File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
83226
1 Miscellaneous Incoming Letter 8015US2_comments1.PDF no 2
fc58dff970c93e122104d2ffbb5107e1f4d6
5
Warnings:
Information:
239462
2 Issue Fee Payment (PTO-85B) 8015US2_issuefeel.PDF no 2
71527a9895c75e332e14c6562219430e5¢e6)
Warnings:
Information:
37642
3 Fee Worksheet (SB06) fee-info.pdf no 2
1551f433a50236dbb43ad 1423f18d32df45
Warnings:
Information:
Total Files Size (in bytes): 360330

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTOAIANT (08-12)

Approved for use through 11/30/2020. OMBE 0851-0032

and Trademark Office; U.S. DEPARTMENT OF COMMERCE
of information unless it displays a valid OMB control number.

Under the Paperwork Reduction Act of 1885, no persons are required to respond toué%osi)i:mmn
DECLARATION {37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN N
APPLICATION DATA SHEET (37 CFR 1.76)

tile of | PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF
vention | CL OAKED/DECLOAKED EMAIL

As the below named inventor, | hereby declare that:

This declaration [ - i 3
is diracted to- [ ] The attached application, of

16/865,053

B United States application or PCT international application number

May 1, 2020

filed on

The above-identified application was made or authorized to be made by me.

i believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any wiliful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (8) years, or both,

WARNING:

Petitioner/appiicant is cautioned 1o avoid submilting personal information in documenis filed in a patent application that may
contribute to identity theft. Personal information such as social sacurity numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
1o support a petition or an application. f this type of personal information is inciuded in documents submilted {o the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them o the
USPTQO. Petitioner/fapplicant is advised that the record of a patent application is available 10 the public after publication of the
application {(uniess a non-publication request in compliance with 37 CFR 1.213(a} is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be avallable to the public if the appilication is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor: Br\ ﬂf . . / Date {Optional) .__May 18, 2022

" Rnponots

Signature:

Note: An application dala sheet (FTO/SB/M4 or equivalent), including naming the entive inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/GT form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required o obtain or ratain a benefit by the public which is to tile (and
by the USPTO fo process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This coliection is estimated to take 1 minuia to
complete, including gathering, preparing, and submitling the completed application form to the USPTO. Time will vary depending upon the individual case. Any
commenis on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent io the Chief Information Officar, U.S.
Patent and Trademark Office, 1.8, Department of Commerae, P.O. Box 1450, Alexandria, VA 22313-1450, DO NQOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TG: Commissioner for Patents, P.G. Box 1450, Alexandria, VA 223131450,

i you need assistance in compieting the form, cail 1-800-PT0-819% and seiect opfion 2
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 83-578) requires that you he given certain information in connection
with your submission of the atfached form related {0 a patent application or patent. Accordingly,
pursuant to the requirements of the Act, pleass be advised that: (1} the general authority for the
colection of this information is 35 U.S.C. 2(b){(2); (2) furnishing of the information solicited is voluntary;
and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark
{Office is to process and/or examine your submission related {0 a pateni application or pateni. fyou do
not furnish the requested information, the U.S. Palent and Trademark Office may not be able to
process and/or examine your submission, which may resull in fermination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by vou in this form will be subject to the following routine uses:

1.

p

The information on this form will be treated confidentially to the exient allowed under the
Freedom of information Act (5 U.S.C. 552} and the Privacy Act (§ U.5.C 552a). Records from
this system of records may be disclosed {o the Dapariment of Juslice 1o determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence 1o a court, magisirate, or administrative tribunal, including disclosures 1o

opposing counsel in the course of seltiement negoliations.
A record in this system of records may be disclosed, as a routine use, to a Member of

Congress submitting a request involving an individual, 1o whom the record periains, when the
individual has requested assistance from the Member with respect {o the subject matier of the
record.

A record in this system of records may be disclosed, as a routine use, to a coniracior of the
Agency having need for the information in order to perform a contract. Recipienis of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant o 5 US.C. 582a(m).

A record related to an International Application filed under the Pateni Cooperation Treaty in
this system of records may be disclosed, as a routine use, (o the International Bureau of the

World Intellectual Property Organization, pursuant io the Patent Cooperation Trealy.
A record in this sysiem of records may be disclosed, as a rouling use, o another federal

agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant io

the Atomic Energy Act (42 U.B.C. 218(c)).

A record from this sysiem of records may be disclosed, as a rouling use, {0 the Administrator,
General Services, or his/har designes, during an inspeclion of records conductad by G3A as
part of that agency's responsibility 1o recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2804 and 2806, Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations aboul individuais.

A record from this sysiem of records may be disclosed, as a rouline use, io the public after
gither publication of the application pursuant to 35 U.8.C. 122(b) or issuance of a patent
pursuant to 35 U.8.C. 151, Further, a record may be disclosed, subjact to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandonead or in which the proceedings were terminated and which application is
referenced by either a published application, an application open {o public inspection or an
issued patent.

A record from this sysiem of records may be disclosed, as a rouiing use, {0 a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
viclation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 45736736
Application Number: 16865053
International Application Number:
Confirmation Number: 4600

Title of Invention:

DECLOAKED EMAIL

PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/

First Named Inventor/Applicant Name:

Brian Roundtree

Customer Number:

25096

Filer:

Karl L. Klassen/Peter Sher

Filer Authorized By:

Karl L. Klassen

Attorney Docket Number:

072030-8015.US02

Receipt Date: 17-MAY-2022
Filing Date: 01-MAY-2020
Time Stamp: 16:38:41

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ftes)/ Ml.l":l. 'Pages
Number Message Digest | Part/.zip| (ifappl.)
188564
1 QOath or Declaration filed Signed_Declaration_1.PDF no 2
34e288302d7bceee4a287a96fd815f013fof|
Warnings:
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Information:

Total Files Size (in bytes): 188564

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
25096 7590 02/18/2022
PERKINS COIE LLP - SEA General CHACKO, JOE
PATENT-SEA
PO BOX 1247 | ART UNIT PAPER NUMBER |
SEATTLE, WA 98111-1247 2456
DATE MAILED: 02/18/2022
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
16/865,053 05/01/2020 Brian Roundtree 072030-8015.US02 4600

TITLE OF INVENTION: PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 05/18/2022

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

25096 7590 02/18/2022 Certificate of Mailing or Transmission

PERKINS COIE LLP - SEA General I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
PATENT-SEA addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
P.O. BOX 1247 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
SEATTLE, WA 98111-1247 (Typed or primed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/865,053 05/01/2020 Brian Roundtree 072030-8015.US02 4600

TITLE OF INVENTION: PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 05/18/2022
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
CHACKO, JOE 2456 726-026000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
15 06511 IER2024-Q1 44
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U'S? R T'OF COMMERCE
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/865.053 05/01/2020 Brian Roundtree 072030-8015.US02 4600
| EXAMINER |
25096 7590 02/18/2022
PERKINS COIE LLP - SEA General CHACKO, JOE
PATENT-SEA
P.O. BOX 1247 | ART UNIT PAPER NUMBER |
SEATTLE, WA 98111-1247 2456

DATE MAILED: 02/18/2022

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration

of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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IApplication No. [Applicant(s)

. . . 16/865,053 [Brian Roundtree
Notice Requiring Inventor’s
Oath or Declaration Examiner [Art Unit
ICHACKO, JOE 2456

This notice is an attachment to the Notice of Allowability (PTOL-37), or the Notice of Allowability For A Design
Application (PTOL-37D).

An inventor’s oath or declaration in compliance with 37 CFR 1.63 or 1.64 executed by or with respect to each
inventor has not yet been submitted.

An oath or declaration in compliance with 37 CFR 1.63, or a substitute statement in compliance with 37 CFR 1.64,
executed by or with respect to each inventor (for any inventor for which a compliant oath, declaration, or substitute
statement has not yet been submitted) MUST be filed _no later than the date on which the issue fee is paid. See 35
U.S.C. 115(f). Failure to timely comply will result in ABANDONMENT of this application.

A properly executed inventor’s oath to declaration has not been received for the following inventor(s):

If applicant previously filed one or more oaths, declarations, or substitute statements, applicant may have received
an informational notice regarding deficiencies therein.

The following deficiencies are noted:

INFORMAL ACTION PROBLEMS
* A properly executed inventor's oath or declaration has not been received for the following inventor(s): Brian
Roundtree.
Applicant may submit the inventot's oath or declaration at any time before the Notice of Allowance and Fee(s)
Due, PTOL-85, is mailed.

Questions relating to this Notice should be directed to the Application Assistance Unit at 571-272-4200.

U.S. Patent and Trademark Office
PTO-2306 (01-13) Notice Requiring Inventor’s Oath or Declaration
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Fedéglm&ﬁaﬁl‘ﬂl@

enforcement agency, if the USPTO becomes aware of a violation or potAgRPyi¢Fatpeof @@Zrﬁbalggqq,o



Application No. Applicant(s)
; . 16/865,053 Roundtree, Brian
Notice of Allowability Examiner ArtUnit | AlA (FITF) Status
JOE CHACKO 2456 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.
1.} This communication is responsive to 5/1/2020.

[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-19 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[3 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.{] Interview Summary (PTO-413),
Paper No./Mail Date.

{JOE CHACKO/
Primary Examiner, Art Unit 2456

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220128
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Application/Control Number: 16/865,053 Page 2
Art Unit: 2456

9DETAILED ACTION

Notice of Pre-AlA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Reasons for Allowance
2. Claims 1-19 are allowed.
3. The following is an examiner’s statement of reasons for allowance:

Attolini et al., (U.S. 2017/0032344 A1), discloses system includes a system
wherein first and second communications devices respectively associated with first and
second users, each of the first and second communications devices comprising a
processor and memory associated therewith. The server nay be configured to maintain
a database comprising first and second communication profiles respectively associated
with the first and second users, maintain first and second value accounts respectively
associated with the first and second communication profiles, generate a public
opportunity (e.g. job opportunity) database, and post a given job opportunity from the
second user on the public job opportunity database. Each of the first and second
communication profiles may include an actual email address, a masked email address,
and at least one communication preference value. The first communications device may
be configured to send a message from the actual email address of the first user to

the masked email address of the second user of the second communications device via

IPR2024-01446
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Application/Control Number: 16/865,053 Page 3
Art Unit: 2456

the server, the message being associated with the given job opportunity and including a
transaction value.

However, Attolini et al or any other prior art, fails to disclose a system or a non-
transitory computer readable medium having instructions wherein receiving an email
addressed to a cloaked end user address, wherein the email is sent from a relying party
email address, and wherein the domain of the cloaked end user address and the
domain associated to the processor-based cloaked ID system are the same domain;
identify an end user specified address as well as any URLs associated to the cloaked
end user address based on an end user profile; determine whether the end user profile
contains a previous association between the relying party email address and a cloaked
relying party email address, wherein the relying party email address has a different
domain than the cloaked relying party email address; in response to determining the
end user profile does not contain a previous association between the relying party
address and the cloaked relying party email address, generate a new cloaked relying
party email address and associate the new cloaked relying party email address to the
end user profile, the cloaked end user address and any of the said associated relying-
party URLs, wherein the new cloaked relying party email address is generated with a
domain different than the relying party address; and send the email to the identified end
user specified address, wherein the email is configured with a reply-to email address

comprising the new cloaked relying party email address.

Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably

IPR2024-01446
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Application/Control Number: 16/865,053 Page 4
Art Unit: 2456

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JOE CHACKO whose telephone number is (571)270-
3318. The examiner can normally be reached Monday-Friday 7am-5pm.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Philip Chea can be reached on 5712723951. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For

additional questions, contact the Electronic Business Center (EBC) at 866-217-9197

IPR2024-01446
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Application/Control Number: 16/865,053 Page 5
Art Unit: 2456

(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/JOE CHACKO/
Primary Examiner, Art Unit 2456
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Notice of Referernces Cited

Application/Control No. Applicant(s)/Patent Under
16/865,053 Reexamination
Roundtree, Brian
Examiner Art Unit
JOE CHACKO 2456 Page 1 of 1

U.S. PATENT DOCUMENTS

* Coumgoggg;i:ﬁgbgjzi; Code MI\/ID- ?}iYY Name CPC Classification US Classification
* A | US-9270629-B2 02-2016 Eichinger; Frank HO04L51/28 11
* | B | US-20170032344-A1 02-2017 ATTOLINI; Peter Paulo Azcue H04L51/066 171
* | ¢ | US-20150256519-A1 09-2015 Liebmann; Nicholas H04L63/0428 713/168
* D | US-20140373106-A1 12-2014 Morgenroth; Lee Hayes HO04L51/28 726/4
E
F
G
H
|
J
K
L
M
FOREIGN PATENT DOCUMENTS
* 00untlrj;/ogg£i?:rr’:lbirlgii; Code MI\/ID- ?}?(YY Country Name CPC Classification
N
0]
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
\
W
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited

Part of Paper No. 20220128
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |i¢s65 053 Roundtree. Brian
H “ ““H Examiner Art Unit
JOE CHACKO 2456
CPC
Symbol Type Version
GO6F 6263 F 2013-01-01
HO4L 28 | 2013-01-01
GO6F 9566 | 2019-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 19
[JOE CHACKO/ 28 January 2022 . . -
Primary Examiner, Art Unit 2456 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No.: 20220128
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |i¢s65 053 Roundiree, Brian

H “ “ “H Examiner Art Unit
JOE CHACKO 2456

INTERNATIONAL CLASSIFICATION
CLAIMED

GO6F21/62
HO04L51/48
GO6F16/955

{ 62
| 48
] 955

NON-CLAIMED

US ORIGINAL CLASSIFICATION
CLASS SUBCLASS

CROSS REFERENCES(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 19
JOE CHACKO/ 28 January 2022 . . A
Primary Examiner, Art Unit 2456 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No.: 20220128
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |i¢s65 053 Roundires. Brian
H “ ““H Examiner Art Unit
JOE CHACKO 2456

Claims renumbered in the same order as presented by applicant (J CPA (3 T.D. ([J R.1.47
CLAIMS

Final |Original|Final |Original|Final [Original|Final [Original|Final

Original|Final |Original]Final |Original]Final [Original

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 19
JOE CHACKO/ 28 January 2022 . . A
Primary Examiner, Art Unit 2456 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No.: 20220128
page 3013 IPR2024-01446
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Application/Control No.

Applicant(s)/Patent Under Reexamination
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PE2E SEARCH - Search History (Prior Art)

Ref # Hits Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
L2 1 13/490444 app. (US-PGPUB; USPAT; |ADJ ON ON 2022/01/21
USOCR; FIT (CN, FR, 09:00 AM
WO); EPO; JPO)

L3 27425 (mask$3 OR cloak$3) [(US-PGPUB; USPAT; |ADJ ON ON 2022/01/21
SAME (system OR USOCR; FIT (CN, FR, 11:51 AM
proxy OR intermediate |WO); EPO; JPO)

OR module OR block)
SAME (email OR
e$mail OR electric mail
OR messag$3 OR
SMS)

L4 104 (profile OR account) (US-PGPUB; USPAT; |ADJ ON ON 2022/01/21
SAME (target OR USOCR; FIT (CN, FR, 12:00 PM
destination OR rely$3 [WO); EPO; JPO)

OR reply$3) near9

(user OR device OR

client) near9 (address)

SAME (domain OR site

) SAME (masked OR

cloak$3 OR filter$3 OR

block$3) near9

(address)

L5 6 L3 AND L4 (US-PGPUB; USPAT; |ADJ ON ON 2022/01/21

USOCR; FIT (CN, FR, 12:00 PM
WO); EPO; JPO)

L6 1184 (profile OR account) (US-PGPUB; USPAT; |ADJ ON ON 2022/01/21
SAME (target OR USOCR; FIT (CN, FR, 12:01 PM
destination OR rely$3 [WO); EPO; JPO)

OR reply$3) SAME

(user OR device OR

client) SAME (address)

SAME (domain OR site

) SAME (masked OR

cloak$3 OR filter$3 OR

block$3) SAME

(address)

L7 66 L3 AND L6 (US-PGPUB; USPAT; |ADJ ON ON 2022/01/21

USOCR; FIT (CN, FR, 12:02 PM
WO); EPO; JPO)

L8 35190 (profile OR account) (US-PGPUB; USPAT; |ADJ ON ON 2022/01/21
SAME (masked OR USOCR; FIT (CN, FR, 12:18 PM
cloak$3 OR filter$3 OR |WO); EPO; JPO)
block$3) SAME (target
OR destination OR
rely$3 OR reply$3)

SAME (user OR device
OR client)
L9 357 L3 AND L8 (US-PGPUB; USPAT; |ADJ ON ON 2022/01/21
USOCR; FIT (CN, FR, 12:18 PM
WO); EPO; JPO)
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L10 16361 (GOBF21/6263 OR (US-PGPUB; USPAT; |ADJ ON ON 2022/01/21
GO06F16/9566 OR USOCR; FIT (CN, FR, 12:19 PM
H04L51/28).cpc. WO); EPO; JPO)
L11 10 L9 AND L10 (US-PGPUB; USPAT; |ADJ ON ON 2022/01/21
USOCR; FIT (CN, FR, 12:49 PM
WO); EPO; JPO)
L12 1 "20110314109".pn. (US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
USOCR; FIT (CN, FR, 09:31 AM
WO); EPO; JPO)
L13 1 "20150256519".pn. (US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
USOCR; FIT (CN, FR, 09:52 AM
WO); EPO; JPO)
L14 1 ("2015/0256519").urpn. |(US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
AND (PGPB | USPT| [USOCR) 09:55 AM
USOC).dbnm.
L15 1 "20140373106".pn. (US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
USOCR) 10:45 AM
L16 8 ("2014/0373106").urpn. |(US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
AND (PGPB | USPT| [USOCR) 10:47 AM
USOC).dbnm.
L17 9793 (hid$3 OR mask$3 OR [(US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
filter$3 OR alias) SAME |USOCR) 11:19 AM
(email address)
L18 402 (hid$3 OR mask$3 OR [(US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
filter$3 OR alias) SAME |USOCR) 11:19 AM
(email address) SAME
(proxy OR intermediate)
L19 1 L10 AND L13 (US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
USOCR) 11:20 AM
L20 1 ("2015/0256519").urpn. |(US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
AND (PGPB | USPT| [USOCR) 11:24 AM
USOC).dbnm.
L21 6 ((US-20170032344-A1 |(US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
OR US-20150256519- |USOCR; FIT (CN, FR, 12:24 PM
A1 OR US- WO); FPRS; EPO;
20140373106-A1).did. [JPO; DERWENT,;
AND PGPB.dbnm.) OR (IBM_TDB)
((US-9270629-B2 OR
US-11184312-B1 OR
US-10419448-B2).did.
AND USPT.dbnm.)
L22 6 L21 AND (domain) (US-PGPUB; USPAT; |ADJ ON ON 2022/01/24
USOCR; FIT (CN, FR, 12:25 PM
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L23 0 ("11184312").urpn. (US-PGPUB; USPAT; |ADJ ON ON 2022/01/27
AND (PGPB | USPT| [USOCR) 12:08 PM
USOC).dbnm.
L24 11 ("20060143136"["20120 |(US-PGPUB; USPAT; |ADJ ON ON 2022/01/27
324020"|"20190370487 |USOCR) 12:09 PM
"|"20160283740"|"2009
0259725"|"2015024954
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L25 1

L26 8

L27 61

0"|"20170024581"|"200
80052364"|"200600264
38"|"20200382455"|"20
200382495").PN.

"20140373106".pn.

("2014/0373106").urpn.
AND (PGPB | USPT |
USOC).dbnm.

("7310772" | "7433710"
| "8014757" | "8374628"
| "8516550" | "8644847"
| "8700788" | "8719952"
| "8738475" | "9270818"
| "9329771" | "9473468"
| "9740867" | "9934396"
| "10600081" |
"10614456" |
"10645570" |
"20020136370" |
"20020178370" |
"20030028599" |
"20040177120" |
"20050198173" |
"20060026438" |
"20060136561" |
"20060143136" |
"20070244977" |
"20080005341" |
"20080008105" |
"20080045186" |
"20080052364" |
"20090259725" |
"20100017598" |
"20120016938" |
"20120109882" |
"20120215862" |
"20120324020" |
"20130042110" |
"20130198811" |
"20140317708" |
"20140325623" |
"20140344907" |
"20140373106" |
"20150249540" |
"20150288676" |
"20160014119" |
"20160119261" |
"20160142536" |
"20160255040" |
"20160283740" |
"20160300231" |
"20160314460" |
"20170024581" |
"20170111337" |
"20170213200" |
"20190037071" |

(US-PGPUB; USPAT:
USOCR)

(US-PGPUB; USPAT:
USOCR)

(US-PGPUB; USPAT:
USOCR)

ADJ

ADJ

ADJ

ON

ON

ON

ON

ON

ON

2022/01/28
10:17 AM

2022/01/28
11:13 AM

2022/01/28
11:13 AM
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"20190312837" |
"20190370487" |
"20200007647" |
"20200036682" |
"20200382455" |
"20200382495").pn.
AND (PGPB | USPT |
USOC).dbnm.

(privacy OR
confidentiality) SAME
(guard$3 OR friend$3)
SAME (messag$3 OR
email OR e$mail)

L28 AND (Mask$3 OR
alias OR cloak$3)
SAME (address)

L28 AND (generat$3
OR creat$3 OR
initiat$3) SAME
(Mask$3 OR alias OR
cloak$3) SAME
(address)

("20060010400"|"20080
035734"|"20100063872
"|"20120166433"|"2013
0291123"|"2014007922
5"|"8108245"|"2004008
8513""20100331016"|"
20130018698"|"201300
85847"|"20040215692"|
"20090132943"|"20090
271256"|"20130144711
"|"20140052527"|"2007
0260624"|"2008012617
5"|"20080319862"|"200
90006214"|"200900189
15""20100057743"|"20
130085855"|"8620748"|
"20030055722"|"20030
061607"|"20080288331
"|"20090063551"|"2011
0024490"|"2013012462
8"|"5991735"|"2007029
4091"|"20090106113"|"
20110161331""201102
95664"|"20120029986"|
"20140108142"|"83069
77"|"20070244872""20
100161424"|"20100293
036"|"20110123122"|"2
0130161381"|"2011028
8913"|"20110295696"|"
20120323704""201300
85849"|"20130018838"|
"20130085848"|"20140
129344"|"20140278992
"|"7809740"|"20100094

(US-PGPUB; USPAT:
USOCR: FIT (CN, FR,
WO): EPO; JPO)

(US-PGPUB; USPAT:
USOCR: FIT (CN, FR,
WO): EPO; JPO)

(US-PGPUB; USPAT:
USOCR: FIT (CN, FR,
WO): EPO; JPO)

(US-PGPUB; USPAT:
USOCR: FIT (CN, FR,
WO): EPO; JPO)

ADJ

ADJ

ADJ

ADJ

ON

ON

ON

ON

ON

ON

ON

ON

2022/01/28
11:40 AM

2022/01/28
11:40 AM

2022/01/28
11:41 AM

2022/01/28
03:05 PM

L28 4901
L29 248
L30 103
L31 108
01/28/2022 05:24:23 PM
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878"|"20100262497"|"2
0070067331"|"2008020
1734"|"20100318405"|"
20110219448"|"201201
30822"|"20030144035"|
"20050044569"|"20080
262908"|"20110295703
"|"20110319059"|"2013
0144710""2013019120
5"|"20140067542"|"661
1842"|"20060259360"|"
20090112714""201003
06702"|"20120038665"|
"20130117375""20130
326357"|"8429527""20
050283796"|"20070257
792"|"20090013268"|"2
0100169313"|"2011005
5017""20110145039"|"
20110153429""201300
54366"|"20130268357"|
"20080235085"|"20090
099932"|"20100293569
"|"20110099064"|"2011
0295665"|"2013008649
9"|"7503045"|"2008009
7867""20030131260"|"
20080270398"|"200900
89310"|"20110215162"|
"20130075464"|"20130
167085"|"20140136606
"|"8271894"|"20070094
083"|"20090234691"|"2
0100185732"|"2011003
5263"|"20110295699"|"
20130018957"|"201301
32197"|"20130151339")
.PN.

L32 20 ((("TAUTOGRAPH") (USPAT) ADJ ON ON 2022/01/28
near3 03:25 PM
("INC"))).AS,AANM.

L33 0 (ephemeral OR (USPAT) ADJ ON ON 2022/01/28
cloak$3) near9 (email 03:46 PM
OR messag$3) SAME
(webform)

L34 0 (ephemeral OR (USPAT) ADJ ON ON 2022/01/28
cloak$3) SAME (email 03:46 PM
OR messag$3) SAME
(webform)

L35 0 (ephemeral OR (USPAT) ADJ ON ON 2022/01/28
cloak$3) SAME (email 03:46 PM
OR messag$3) AND
(webform)

L36 2 (ephemeral OR (US-PGPUB; USPAT) (ADJ ON ON 2022/01/28
cloak$3) SAME (email 03:49 PM
OR messag$3) AND
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(webform)

L37 123 ((("ROUNDTREE") (US-PGPUB; USPAT; (ADJ ON ON 2022/01/28
near3 ("Brian"))).INV. [USOCR; EPO; JPO; 03:51 PM

DERWENT)

L38 1 L3 AND L37 (US-PGPUB; USPAT; (ADJ ON ON 2022/01/28
USOCR; EPO; JPO; 03:51 PM
DERWENT)

PE2E SEARCH - Search History (Interference)

Ref # Hits Search Query DBs Default Plurals British Time Stamp

Operator Equivalents

N1 572 (profile OR account) (US-PGPUB; USPAT) (ADJ ON ON 2022/01/28
SAME (masked OR 05:23 PM
cloak$3 OR filter$3 OR
block$3) SAME (target
OR destination OR
rely$3 OR reply$3)

SAME (user OR device
OR client ).clm.

N2 32 (privacy OR (US-PGPUB; USPAT) (ADJ ON ON 2022/01/28
confidentiality) SAME 05:23 PM
(guard$3 OR friend$3)

SAME (messag$3 OR
email OR e$mail).clm.

N3 849 (mask$3 OR cloak$3) [(US-PGPUB; USPAT) |ADJ ON ON 2022/01/28
SAME (system OR 05:23 PM
proxy OR intermediate
OR module OR block)

SAME (email OR
e$mail OR electric mail
OR messag$3 OR
SMS).cim.
N4 7 N1 AND N3 (US-PGPUB; USPAT) (ADJ ON ON 2022/01/28
05:23 PM
01/28/2022 05:24:23 PM IPR2024-01H8465 of 6
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/865,053 05/01/2020 Brian Roundtree 072030-8015.US02
CONFIRMATION NO. 4600
25096 PUBLICATION NOTICE
PERKINS COIE LLP - SEA General
PATENT-SEA IR L TR
P.0. BOX 1247 000000T2T1600T6

SEATTLE, WA 98111-1247

Title:PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

Publication No.US-2020-0349289-A1
Publication Date:11/05/2020

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/865,053
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (5), or (6)) N/A N/A N/A N/A 300
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A N/A 660
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A N/A 760
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 19 minus 20= OR |« 100 - 0.00
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 3 minus 3 = x 460 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1720
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR |« =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = = OR |x =
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
16/865,053 05/01/2020 2447 1880 072030-8015.US02 19 3
CONFIRMATION NO. 4600
25096 FILING RECEIPT
PERKINS COIE LLP - SEA General
PATENT-SEA KK OO A O A
P.O. BOX 1247

SEATTLE, WA 98111-1247
Date Mailed: 05/08/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)

Brian Roundtree, Seattle, WA,;
Applicant(s)

AutoGraph, Inc., Seattle, WA;

Power of Attorney: None

Domestic Priority data as claimed by applicant
This appln claims benefit of 62/841,726 05/01/2019
and claims benefit of 62/850,459 05/20/2019

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.
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If Required, Foreign Filing License Granted: 05/06/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/865,053

Projected Publication Date: 11/05/2020
Non-Publication Request: No

Early Publication Request: No
Title

PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL
Preliminary Class

709
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT |

ATTY. DOCKET NO./TITLE |

16/865,053 05/01/2020 Brian Roundtree 072030-8015.US02
CONFIRMATION NO. 4600
25096

INFORMAL NOTICE
PERKINS COIE LLP - SEA General

PATENT.SoA S
P.O. BOX 1247

SEATTLE, WA 98111-1247

Date Mailed: 05/08/2020

INFORMATIONAL NOTICE TO APPLICANT

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability” to avoid abandonment. See 37 CFR 1.53(f).

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid
further processing delays.

+ A properly executed inventor's oath or declaration has not been received for the following inventor(s):
Brian Roundtree

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/tnguyen/

page 1 of 1

IPR2024-01446
APPLE EX1002 Page 70



PTO/AIA/15{10-17

Approved for use through 11/30/2020. OMB 05520032
.5, Patent and Trademark Office; LS. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1895 no persons are required to respond to a collection of information unless it displays a valid OMB control number.

f LETEEJTY Attorney Docket No. (72030-8015 U802

N

pATENT APPLECATg@N First Named tevertor | Brian Roundiree

E RA N 5 M E i g A L Title PRIVACY FRIENDLY COMMURICATION BY OFERATION OF CLOAKEDDECLOAKY

Priority Mail Express®

{PTO/SB/17 or equivalent)

\‘ (Only for new nonprovisional applications under 37 CFR 1.53(b}} Labe! No. j
APPLICATION ELEMENTS Commissioner for Patents
See MEBEP chapter 600 concerning utility patent application contents. ADDRESS TO P.0. Box 1450
Alexandria, VA 22313-1450
L] Fee Transmittai Form ACCOMPANYING APPLICATION PAPERS

2 [_] Applicant asserts small entity status. 10.} | Assignment Papers
""" See 27 CFR 1.27 {cover sheet & document(s}}
3. u Applicant certifies micro entity status. See 37 CFR 1,29, Narme of Assignee
Applicant must attach form PTO/SB/L5A or B or equivalent.
4 m Specification [Total Pages 47 ] i1 j 37 CFR 3.73{c} Statement D Power of Attorney
8oth the claims and abstract must start on a new page. {when there is an gssignes}
, D 5 2 P i Er e the preferre. ™ &, H
{See MIPEP § 608.01{a} for information on the pt eferr;d arrangement} 12. G English Translation Dotument
5.7 | Drawingis} (35 11.5.C. 113) {Totai Sheets 21 i (i appiicabie)
6. Inventor's Oath or Declaration {Totol Pages i3. j information Disclosure Statement
{including substitute statements under 37 CFR 1.64 and assignments (PTO/SB/GS or PTO-1443)
servi ; h or declaration under 37 CFR 1.63(: — e imes o
serving as an ogath or deciaration under 37 CFR 1.63(e}} I:] Capies of citations attached
i 3 ' {original ! T ..
a E Newly executed {originai or copy) 14. j Preliminary Amendment
f i Ac rom rig slication {37 C 63(d}) N .
B.} | Acopyfrom a prior application { FR 1.63(d}} is. J Return Receipt Postcard
Application Data Sheet  * See note below. {MPEP § 503) (Should be specifically itemized)
See 37 CFR 1.76 {PTO/AIA/ Guivalent) o Lo
See 37 CFR 1.76 {PTO/AIA/ 14 or equivalent) 16. E.J Certified Copy of Priority Document(s}
8. CO-ROM or CD-R {if foreign priority Is claimed)
. . . . Cormnt ‘ endish o0 .
m; duplicate, large table, or Computer Program {Appendixi 17. a Nonpublication Reguest
E Landscape Table on CD Under 35 1.8.C. 122{6}(2}{Bi{). Applicant must attach form FTG/SB/35
9. Nucleotide and/or &mins Acid Seguence Submission er equivalent.
(if applicable, items a. - ¢. are required) 18. ﬂ Cther:
a. i Computer Readable Form {CRF}
b‘D Specification Sequence Listing on:
i [ Co-ROM or CD-R {2 copies); or
ii.D Paper
assignee, persen to whom the inventor is under an obligation to assign, or person who otherwise shows sufficient proprietary
interest in the matter. See 37 CFR 1.46{h].
19. CORRESPONDENCE ADDRESS
The address associated with Customer Number: 25996 [s}: u Correspondence address below
Name
Address
City State Zip Code
Country Telephone Email
4 )
signawwre | /K ar! Klassen/ Date 5112020
Name Registration No.
 (Print/Type} Karf L. Klassen {Attorney/Agent) 54224 y

This collection of information is required by 37 CFR 1.53(b}. The information is required to obtain or retain 5 bepefit by the public which is to file {and by the USPTO
tc process) an application. Confidentiali governed by 35 U.S.C. 122 ang 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complets,
including gathering, preparing, and submitting the completed apptication form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reduring this burden, should be sent to the Chief infermation Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS T0 THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

if you need assistance in completing the form, cail 1-800-PT0-8199 and sefect option 2.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-879) requires that you be given certain information in connection with your
submission of the allached form reiated o a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)}(2); (2) furnishing of the information soliciled is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related {0 a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able 1o process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be ireated confidentially 10 the exient allowed under the Freedom of
information Act (& U.S.C. 552) and the Privacy Act (5 U.5.C 552a). Records from this system of
records may be disclosed 1o the Depariment of Justice {o delermine whether disclosure of these
records is required by the Freadom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of preseniing
evidence 10 a court, magistrate, or adminisirative tribunal, including disclosures {0 opposing counsel in
the course of settiement negotiations.

A record in this system of records may be disclosed, as a routine use, 1o a Member of Congress
submitting a request involving an individual, 1o whom the record pertains, when the individual has
requested assisiance from the Member with respect to the subject maiter of the record.

A record in this system of records may be disclosed, as a routine use, to a contracior of the Agency
having need for the information in order io perform a contract. Recipients of information shall be
required {o comply with the requiremenis of the Privacy Act of 1974, as amended, pursuant io 5 U.S.C.
552a{m).

A record refated io an Iniernational Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, 1o the International Bureau of the World
intellectual Property Organization, pursuant {o the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a rouline use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant {o the Alomic Energy Act
{42 U.5.C. 218(¢}}.

A record from this system of records may be disclosed, as a routine use, to the Adminisirator, General
Services, or his/her designee, during an inspection of records conducied by GSA as pari of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U .S.C. 2804 and 2906, Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (je., GSA or
Commerce) directive. Such disclosure shall not be used {0 make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public afler either
pubtication of the application pursuant to 35 U.S.C. 122(b) or issuance of a palent pursuant {o 35
U.S.C. 151, Further, a record may be disclosed, subject {o the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandened or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open o public inspection or an issued patent.

A racord from this sysiem of records may be disclosed, as a routine use, {o a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or polential viclation of law or
regulation.
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PTO/SB/17 {01-18)

Approved for use through 11/30/2020. OME 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895 o persons are required to respond to 3 collection of information unless it displays a valid OMB control nursher

7 Complete if known
FEE TRANSMITTAL poslcation Nurber  not yet assigned
Filing Date Concurrently herewith
D Applicant asserts small entity status. See 37 CFR 1.27. First Named Inventor Brain Roundiree
""" Appiicant certifies micro entity status. See 37 CFR 1.28. Examiner Name Not vet assigned
Form PTO/SB/ 158 or B or equivalent must either be enclosed or have U _‘
heen submitted previously. rt Unit Not yet assigned

TOTAL AMOUNT OF PAYMENT ' {5) 4 ,880.00 Practitioner Docket No.  {372030-8015.US02

METHOD OF PAYMENT {chack all that apply}
D Check Credit Card D Money Crder m None D Other {piease identify}:

B8 Deposit Account Deposit Account Number: _56-0665 Deposit Account Name:

For the above-identified deposit account, the Director is hareby authorized to {check all that apply):

Charge fee{s} indicated below E Charge fee(s} indicated below, except for the filing fee

[@J Charge any additional fee{s} or underpayment of fee(s} E Credit any overpayment of fee(s}

under 37 CFR 1.16 and 1.17
WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit card
information and authorization on PT0O-2038.

FEE CALCULATION
1. BASIC FILING, SEARCH, AND EXANMINATION FEES (U = undiscounted fee; S = small entity fee; M = micro entity fee)

FILING FEES SEARCH FEES EXAMINATION FEES
Apnlication Type Uis) {8} M {5} Uish 845} M5} U5} $1S) Mis) Fees Paid (8}
Utility 300 150% 75 660 330 165 760 380 190 1,720.00 ‘
Design 200 100 50 160 80 44 600 300 ¢ 1
plant 200 100 S0 420 210 105 620 310 155
Reissue 300 150 75 660 330 185 2,200 1,100 550
Provisional 280 140 70 o] o] 8] 0 0 0

* The $150 smal entity status filing fee for a utility application is further reduced to 575 for a small entity status applicant who files the application via EF5-Web.

2. EXCESS CLAIM FEES

Fee Description Undiscounted Fee (S} Small Entity Fee {8}  Micro Entity Fee {3}
Each claim over 20 (including Reissues) 100 50 25

Each independent ciaim over 3 {inciuding Reissues) 460 230 115
Muitipie dependent claims 820 410 205

Jotal Claims Extra Claims Fee (S} fee Paid {$}

¢ -200rHP = X = Multiple Dependent Claims

HP = highest number of total claims paid for, if greater than 20. Fee (S} Fes Paid {3}
indep, Claims Extra Claims Fee FeePaid{S}

-3orHP = X
hest number of independant claims paid for, if greater than 3.
3. APPLICATION SIZE FEE

If the specification and drawings exceed 100 sheets of paper {exciuding electronically filed seguence or computer listings under 37 CFR 1.52{e}),
the application size fee due is $400 ($200 for small entity} (5100 for micro entity) for each additional 50 sheets or fraction thereof. See 35 U.5.C.
41{a}{1}{G) and 37 CFR 1.16(s).

Jotal Shests Extra Sheets Number of each additional 50 or fraction thereof Eoe (S Fee Paid S}
- 100 = /50= {round up to a whole number) X =
4. OTHER FEE(S} Fees Paid (8}

Non-English specification, 5130 fee {no small or micro entity discount)

Non-electronic filing fae under 37 CFR 1.16{t) for a utility application, 5400 fee {S200 small or micro entity}

Other {e.g., Iate filing surcharge): Surchage 180.00
SUBMITTED BY 3
. Registration Ne. . p
Signature Karl Klassen (Attorney/agent) 24, L84 Telephone {208) 358-8000
, Name (Print/Type) | Kar] L. Klassen Date 54 224 )

This collection of information is reguired by 37 CFR 1.136. The information is required 1o obtain or retain a benefit by the public which is to file {and by the USPTO 1o
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1. 14. This collection is estimated to take 30 minutes 1o complete, including
gathering, preparing, and submitting the cormpleted application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require tc complate this form and/or suggestions for reducing this burden, should be sent to the Chief infermation Officer, U.5. Patent and
Trademark Office, U.S. Dapartment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TCO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450.

if you need assistonce in completing the form, call 1-800-PT0O-8199 and seiect option 2.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given cerain information in connection with your
submission of the attached form relaled 1o a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.8.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Palent and Trademark Office is to process and/or examine your submission
refated 10 a palent application or palent. If you do noi furnish the requested information, the U.S. Patent and
Trademark Office may not be able o process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be {reated confidentially to the exient allowed under the Freedom of
information Act (& U.S.C. 552) and the Privacy Act (5 U.5.C 552a). Records from this system of
records may be disclosed to the Depariment of Justice {o determine whether disclosure of these
records is required by the Freadom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of preseniing
evidence {0 a court, magistrale, or adminisirative tribunal, including disclosures to opposing counsel in
the course of settiement negotiations.

A record in this system of records may be disclosed, as a rouline use, to a Member of Congress
submiiting a8 request involving an individual, 1o whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject maiter of the record.

A record in this sysiem of records may be disclosed, as a routine use, 1o a contracior of the Agency
having need for the information in order io perform a contract. Recipients of information shall be
required {o comply with the requirementis of the Privacy Act 0f 1874, as amended, pursuantio 5 U.S.C.
552a{m).

A record related io an Infernational Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, {0 the International Bureau of the World
intellectual Property Organization, pursuant {o the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a rouline use, 1o another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant o the Atomic Energy Act
{42 U.S.C. 218(0)).

A record from this system of records may be disclosed, as a routine use, 1o the Adminisirator, General
Services, or his/her designee, during an inspection of records conductied by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2804 and 2906, Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant {(i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public afier either
pubtication of the application pursuant to 35 U.S.C. 122(b) or issuance of g patent pursuant {0 35
U.S.C. 151, Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open o public inspection or an issued patent.

A racord from this system of records may be disclosed, as a routine use, to a Federal, Stale, or local
law enforcement agency, if the USPTO becomes aware of g violation or polential violation of law or
regulation.
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PTOAIAM 4 (02-18)

Approved for use through 11/30/2020. OMB 0851-0032

U.8. Patent and Trademark Gifice; U.8. DEPARTWMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required o respond to a collection of information uniess it contains a3 valid OMB control number.

Attorney Docket Number | 072030-8015.U802

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of invention PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL

The application data sheet is pant of the provisional or nongrovisional application for which # is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as ocutlined in 37 CFR 1.76

This document may be completed electionically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a8 paper filed application.

Secrecy Order 37 CFR 5.2:

; Portions or alf of the appiication associated with this Application Data Sheet may fall under a Secrecy Order pursuant o
' 37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

inventor information:

Inventor 1

Legal Name

Prefix| Given Name Middie Name Family Name Suffix
Srian Roundiree

Residence Information {Select One) (&8 US Residency (O Non US Residency () Active US Military Service

City | Seatile State/Province | WA Country of Residence us

Mailing Addrass of Inventor:

Address 1 983 North Northlake Way #14

Address 2

City Seattle State/Province VWA
Postal Code I 98103 | Countryi us

Al Inventors Must Be Listed - Additional Invenior Information blocks may be
generated within this form by selecting the Add bution.

Correspondence Information:

Enter either Customer Number or complete the Correspondencs information section below.
For further information see 37 CFR 1.33{a}

[ An Address is being provided for the correspondence Information of this application.

Customer Number 25098

Email Address patentprocurement@perkinscoie.com

Application Information:

Titie of the Invention PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKED/DECLOAKED EMAIL
Attorney Docket Numberi 072030-8013.U802 Small Entity Status Claimed [ ]

Application Type Nonprovisional

Subject Matier Utility

Total Number of Drawing Shests {if any} 21 Suggested Figure for Publication {if any}
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PTOAIAM 4 (02-18)

Approved for use through 11/30/2020. OMB 0851-0032

U.8. Patent and Trademark Gifice; U.8. DEPARTWMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond to a collection of information uniess it contains a valid OMB control number.

Attorney Docket Number | 072030-8015.U802

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF CLOAKEDR/DECLOAKED EMAIL

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C 111{c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below {i.e., “Domestic Benefit/National Stage information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b}, the description and any drawings of the present application are replaced by this
reference to the previcusly filed application, subject to conditions and reguirements of 37 CFR 1.57(a).

Apnplication number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:

[ 1 Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Requeﬁt Not to Publish. | nereby request that the attached application not be published under

[ 35 U.8.C. 122(b) and certify that the invention disclosed in the atlached application has not and will not be the
subject of an application filed in another country, or under a muftilateral international agreement, that requires
publication at eighteen months after filing.

Representative information:

Representative information shouid be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application {(see 37 CFR 1.32).

Either enter Custonmer Number or complete the Representative Name section below. [f both sections are completed the cusiomer
Number will be used for the Reprasentative information during processing.

Please Select One: Customer Number (O Us Patent Practitioner | (3 Limited Recognition {37 CFR 11.8)

Customer Number 25008

Domestic Benefit/National Stage information:

This section allows for the applicant to either claim benefit under 35 U.8.C. 118(e}, 120, 121, 365(c), or 388(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constifuies
the specific reference required by 35 U.3.C. 118(g) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the "Application Number” field blank.

Prior Application Status | Pending

Filing or 371(c) Date
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1 Theinformation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act {5 14.5.C. 552} and the Privacy
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inspection of records conducted by GSA as part of [i*a" agency's responsibility to recommend improvements in records management practices and
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122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to t‘1e limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated artd wi‘tch application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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PRIVACY FRIENDLY COMMUNICATION BY OPERATION OF
CLOAKED/DECLOAKED EMAIL

RELATED APPLICATIONS

[0001] This application claims the benefit of and priority to: U.S. Provisional Patent
Application No. 62/841,726 filed May Ist, 2019, and U.S. Provisional Patent Application No.
62/850,459 filed May 20th, 2019 which are herein incorporated by reference in their entireties.

[0002] The following previously filed applications are herein incorporated by reference:
[0003] U.S. Provisional Patent Application No. 61/493,965;

[0004] U.S. Provisional Patent Application No. 61/533,049;

[0005] U.S. Provisional Patent Application No. 61/506,601;

[0006] U.S. Provisional Patent Application No. 61/567,594;

[0007] U.S. Provisional Patent Application No. 61/597,136;

[0008] U.S. Provisional Patent Application No. 61/603,216;

[0009] U.S. Provisional Patent Application No. 61/683,678;

[0010] U.S. Provisional Patent Application No. 61/724,863;

[0011] U.S. Provisional Patent Application No. 61/824,353;

[0012] U.S. Provisional Patent Application No. 61/972,193;

[0013] U.S. Provisional Patent Application No. 62/387,277,

[0014] U.S. Provisional Patent Application No. 62/418,743;

[0015] U.S. Provisional Patent Application No. 62/841,726;

[0016] CONSUMER DRIVEN ADVERTISING SYSTEM, U.S. Patent Application No.
13/490,444;

[0017] SYSTEM AND METHOD FOR DELIVERING ADS TO PERSONAS BASED ON

DETERMINED USER CHARACTERISTICS, U.S. Patent Application No. 13/490,449;
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[0018] METHOD AND APPARATUS FOR DISPLAYING ADS DIRECTED TO
PERSONAS HAVING ASSOCIATED CHARACTERISTICS, U.S. Patent Application No.
13/490,447;

[0019] CONSUMER DRIVEN ADVERTISING SYSTEM, International Patent Application
No. PCT/US12/41178;

[0020] CONSUMER SELF-PROFILING GUI, ANALYSIS AND RAPID INFORMATION
PRESENTATION TOOLS filed December 6, 2012, US Application No. 13/707,581,

[0021] CONSUMER SELF-PROFILING GUI, ANALYSIS AND RAPID INFORMATION
PRESENTATION TOOLS, US Application No. 13/707,578 filed December 6, 2012,

[0022] CONSUMER SELF-PROFILING GUI, ANALYSIS AND RAPID INFORMATION
PRESENTATION TOOLS, PCT Application No. PCT/US12/68319 filed December 6, 2012;

[0023] AD BLOCKING TOOLS FOR INTEREST-GRAPH DRIVEN PERSONALIZATION,
US Patent Application No. 13/843,635 filed March 15, 2013;

[0024] REVERSE BRAND SORTING TOOLS FOR INTEREST-GRAPH DRIVEN
PERSONALIZATION, US Patent Application No. 13/843,270 filed March 15, 2013;

[0025] TOOLS FOR INTEREST GRAPH-DRIVEN PERSONALIZATION, PCT Patent
Application No. PCT/US13/32643 filed March 15, 2013;

[0026] SELF-TARGETING ADVERTISING DATA COLLECTION AND PROCESSING
TOOLS, US Patent Application No. 14/078,515 filed November 12, 2013;

[0027] SELF-TARGETING ADVERTISING DATA COLLECTION AND PROCESSING
TOOLS, PCT Patent Application No. PCT/US2013/69766 (PCT) filed November 12, 2013;

[0028] PRIVACY SENSITIVE PERSONA MANAGEMENT TOOLS, PCT Patent
Application No. PCT/US14/38502 filed May 16, 2014;

[0029] PRIVACY SENSITIVE PERSONA MANAGEMENT TOOLS, US Patent Application
No. 14/280,480 filed May 16, 2014;

[0030] CONSUMER SELF-PROFILING GUI, ANALYSIS AND RAPID INFORMATION
PRESENTATION TOOLS, US Patent Application No. 14/460,319 filed August 14, 2014;
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[0031] BEACON BASED PRIVACY CENTRIC NETWORK COMMUNICATION,
SHARING, RELEVANCY TOOLS AND OTHER TOOLS, US Patent Application No. 14/672,007
filed March 27, 2015;

[0032] BEACON BASED PRIVACY CENTRIC NETWORK COMMUNICATION,
SHARING, RELEVANCY TOOLS AND OTHER TOOLS, PCT Patent Application No.
PCT/US2015/23191 filed March 27, 2015;

[0033] PRIVACY SENSITIVE PERSONA MANAGEMENT TOOLS, US Patent Application
No. 15/146,860 filed May 4, 2016;

[0034] CONSUMER AND BRAND OWNER DATA MANAGEMENT TOOLS AND
CONSUMER PRIVACY TOOLS, US Patent Application No. 15/171,997 filed June 2, 2016;

[0035] CONSUMER AND BRAND OWNER DATA MANAGEMENT TOOLS AND
CONSUMER PRIVACY TOOLS, PCT Patent Application No. PCT/US2016/035576 filed June 2,
2016;

[0036] SENSOR BASED PRIVACY CENTRIC NETWORK COMMUNICATION,
SHARING, RANKING TOOLS AND OTHER TOOLS, US Patent Application No. 15/389,226 filed
December 22, 2016;

[0037] ENHANCED TOOLS TO PRESENT AND COLLECT USER INFORMATION
FROM COMPUTING DEVICE SCREENS, US Patent Application No. 15/805,689 filed November
7,2017;

[0038] REVERSE BRAND SORTING TOOLS FOR INTEREST-GRAPH DRIVEN
PERSONALIZATION, US Patent Application No. 15/923,510 filed March 16, 2018;

[0039] CONSUMER SELF-PROFILING GUI, ANALYSIS AND RAPID INFORMATION
PRESENTATION TOOLS, US Patent Application No. 15/716,270 filed September 26, 2017,

[0040] BEACON BASED PRIVACY CENTRIC NETWORK COMMUNICATION,
SHARING, RELEVANCY TOOLS AND OTHER TOOLS, US Patent Application No. 15/838,032
filed December 11, -2017;

[0041] PRIVACY SENSITIVE PERSONA MANAGEMENT TOOLS, US Patent Application

No. 15/846,042 filed 18-December 18, 2017; and
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[0042] METHOD AND APPARATUS FOR DISPLAYING ADS DIRECTED TO
PERSONAS HAVING ASSOCIATED CHARACTERISTICS, US Patent Application No.
15/863,708 filed January 5, 2018.

[0043] The technology in these applications as well as the current application are interoperable.

If there are any conflicts, then the present application may control.

BACKGROUND

[0044] Modern consumers frequently have become the victims of data breaches, data misuse
and other events that compromise their privacy on the Internet. However, it is rarely an option for a
consumer (e.g., an end user) not to give out her personal information such as email information, name,
phone number etc., and still conduct most any transaction in today’s information centric economy.
Such transactions including, but not limited to, ordering goods and services on-line, communicating
with merchants, employers, government, friends, acquaintances and others etc., would be very

difficult and inconvenient without such disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0045] Figure 1 illustrates an exemplary embodiment of privacy friendly communication via

cloaked & decloaked email;

[0046] Figure 2 illustrates an embodiment of a webform that may appear on an end user’s

device using the disclosed tools;

[0047] Figure 3 illustrates an exemplary embodiment of allocating ephemeral/cloaked email to

the end user;

[0048] Figure 4 illustrates an exemplary embodiment of email communication between a

relying-party who received information from a webform and an end user who filled out the webform;

[0049] Figure 5 illustrates an exemplary embodiment of a method to configure a new cloaked
ID by the ID owner;
[0050] Figure 6 illustrates an exemplary embodiment of tools to aid in routing emails to the ID

cloaking system before delivery to the other party by using email domains;
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[0051] Figure 7 illustrates an exemplary embodiment of creation of cloaked ID flow for when

sending a first email to a receiving party;

[0052] Figure 8 illustrates an exemplary embodiment of a use of cloaked ID service flow for

email from a relying party to an end user with a cloaked ID;

[0053] Figure 9 illustrates an exemplary embodiment of an end user initiated contact to a
relying party;
[0054] Figure 10 illustrates an exemplary embodiment of a commerce site initiating an email

chain with an end user’s ephemeral/cloaked email;

[0055] Figure 11 illustrates an exemplary embodiment of an end user ID cloaking server/system

account/profile configuration;
[0056] Figure 12 illustrates an exemplary embodiment of an end user using a webform;

[0057] Figure 13 illustrates an exemplary embodiment of cloaked ID flow when establishing a

new ID in a webform;

[0058] Figure 14 illustrates an exemplary embodiment of another webform;

[0059] Figure 15 illustrates an exemplary embodiment of three product integration
embodiments;

[0060] Figures 16-17 illustrate an exemplary embodiment of a “cooking cloaking”
embodiment;

[0061] Figures 18-18A illustrate an exemplary embodiment of a purchase flow with ID
cloaking;

[0062] Figure 19 illustrates a block diagram of a user's computing device in accordance with

an embodiment of the disclosed technology; and

[0063] Figure 20 illustrates one embodiment of a networked computing system used in

implementing the disclosed technology.
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DETAILED DESCRIPTION

OVERVIEW

[0064] Specifically, what is needed are tools to efficiently protect privacy for end users and

others on the Internet when communicating with others.

[0065] Fig. 1 illustrates an exemplary embodiment of some of the tools disclosed herein.
Specifically, 100 is an exemplary illustration of tools to enable an end user’s device 102 (e.g., a
consumer’s computing device) to communicate via email with others such as relying-parties (e.g.,
merchants, third parties, etc.) without revealing her information to the relying-party such as her email
address, name or any other information she desires to keep confidential while still being able to have
commercially useful transactions with the relying parties and others. The end user device maybe

configured with email client software or any other tool to access email.

[0066] In this embodiment, end user privacy is protected by the use of an ID cloaking system
which serves as an intermediary between the end user’s email system and the relying-party’s email
system. Emails between the end user and relying-party are routed to the ID cloaking system before
being delivered to the other party. This routing to the intermediary before delivery protects privacy
by cloaking and de-cloaking confidential information in emails as they travel between these parties.
The ID cloaking system may be processor based with processor electronics to execute the

steps/instructions discussed herein.

[0067] More specifically, when emails from the end user to the relying-party (which contain
private/confidential end user information) arrive at the ID cloaking system 108 (e.g., an ID cloaking
server), the ID cloaking system swaps out or “cloaks” the private information before the email is
routed to delivery to the relying-party. In place of the confidential information may be placeholders,
pseudonyms, tokens, etc., which may be associated by any of the systems to a type of confidential
information such as a last name placeholder. The end user can use a single email account to send and
receive anonymized emails to multiple third parties. For example, the ID cloaking system 108 can
manage emails between the end user email system 104 and email systems 110 associated with ad
posting sites, dating sites, online vendors, exchanges (e.g., cryptocurrency exchanges), merchants, or

the like.
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[0068] Another benefit to this routing/use of the ID cloaking system intermediary is that it has
similar benefits for emails sent from the relying-party back to the end user. Given the above, these
emails which likely do not have private end user information (instead they use placeholder
information), the ID Cloaking system inserts the user’s private information or “de-cloaks” her private

information before delivery to the end user.

[0069] This “cloaking” and “de-cloaking” of end user private information keeps the
information from unwanted actors while still allowing the end user to get emails with her private
information which is convenient as it gives context to the emails. In addition, during the email
communication process, the disclosed tools described below enable emails exchanged between the
end user and relying-party to maintain email chain threading. This is done by the ID cloaking system
intermediary substituting email addresses as emails are sent between the end user and relying party.
Email chain threading has the benefit of not only keeping the ID cloaking system as an intermediary
but also protecting the end user’s privacy and allowing deployment of the disclosed tools without the

need to modify the end user email system 104 or relying party email system 110.

[0070] In this manner, the communication between the end user and relying-party happens
transparently given neither the end user or merchant have to type in new email addresses etc., they
only need “reply” to existing emails. As such, the end user’s sensitive information (even her real
email address) never falls into the hands of the merchants or others whose use of the information may

be trusted but still are susceptible to data breaches.

OVERVIEW OF ID CLOAKING SYSTEM INTELLIGENT ROUTING BETWEEN THE END
USER AND THE RELYING PARTY

[0071] The ID cloaking system maintains its status/function as an intermediary between the
email servers by operation of intelligently interchanging/swapping/replacing “to” and “from”, “reply-
to” email addresses on emails as well as other information depending on which recipient the email is
addressed to (the actual intended recipient). In this manner, any emails exchanged between the end
user and relying-party will be delivered first to the ID cloaking system before being delivered to the

other party for re-rerouting and privacy processing.
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[0072] This intelligent assignment of the de-cloaking & cloaking addresses helps maintain
email threading by keeping the ID cloaking system as an intermediary during the email

correspondence between the end user and relying-party.

[0073] As discussed above, whether to “cloak” or “de-cloak” confidential information in an
email may be based on which recipient the email address is addressed which indicates the actual
intended recipient. For instance, the email is “de-cloaked” when the relying-party addresses the email
to the end user’s cloaked address. In a similar manner, the email is “cloaked” when the end user
addresses the email to a relying party. In this embodiment, both the “cloaking” and “de-cloaking”
email routes the emails to the ID cloaking system, where cloaking or de-cloaking occur before being
forwarded on to the end user or relying-party email system. The ID cloaking system can be
configured to execute the above based upon which recipient or sender is in each email and according
to the end user’s previously configured user profile. In some embodiments, the user can change
his/her user profile to uncloak communications with selected relying-parties to allow the selected
relying-parties to, for example, to view additional user information, such as the user’s email address,

name, contact information, etc.

[0074] As described below, these disclosed tools do not necessarily require any reconfiguration
(while other embodiments illustrate some reconfiguration of some systems) of the end user email
system 104 or the relying-party email system 110 or the relying party’s device which simplifies
deployment and associated costs. This is because the ID cloaking system’s intelligent assignment of
the cloaked address and de-cloaking addresses associated to the end user and relying-party leverage
the SMTP routing that is used to route emails for delivery to an intermediate such as the ID Cloaking
System 108 (e.g., ID cloaking system may assign email addresses to the same domain the ID cloaking
system is associated to, such as autograph.me. This ensures delivery back to the ID cloaking system.
In other embodiments it may be different domains). Also further explained below, ID Cloaking
System 108 also swaps-in contextual information in the body or attachments of the email that may be
sensitive and associated to the email address for the end user but swaps this information out when

delivering email to the relying-party system 110 and relying-party device 124.

[0075] As illustrated, the end user’s device 102 could be any computing device such as a phone,

smart phone, tablet, laptop, game console, desktop, smart speaker, etc. Such devices may comprise
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memory 112, network connection 114, display 116, processor or processor electronics 118

(“processor 1187), input 120 and output 122, etc.

[0076] Network 106 or a combination of networks may allow the devices in Fig. 1 to

communicate with each other.

SAMPLE CLOAKING ID ADDRESSING INFORMATION

[0077] As introduced above, cloaking and decloaking information in emails sent between the
end user and relying party are facilitated by the ID cloaking system. Thus, it is helpful if the emails
are routed to the ID cloaking system for cloaking/decloaking before delivery. Fig. 6 illustrates tools
to aid in routing emails to the ID cloaking system before delivery to the other party by using email

domains. The concepts of Fig. 6 are further discussed in relation to Fig. 4.

[0078] Fig. 6 illustrates standard email display terminology 600, standard email addressing
terminology 602, cloaked user email addressing terminology 604, merchant/sender email addressing

terminology 606, a cloaked email address 608 and an original email address 610.

OVERVIEW OF METHODS TO CONFIGURE/USE A NEW CLOAKED ID WITH LITTLE
OR NO EFFORT BY THE END USER (FIG. 5)

[0079] Fig. 5 illustrates a summary of some of the tools 500 for an end user to configure the
initial use of a cloaked email address. As illustrated, there are two ways a user can initiate the initial
use of cloaking and decloaking of email addresses/emails and other information: 1) by operation of
a webform initiation and 2) by operation of sending an initial email to the relying party “end user
email initiation”. In some embodiments, the user uses an application installed on the portable user

device (e.g., a smartphone, tablet, etc.) to initiate cloaking of an email address.

[0080] The operations in column 502 illustrate an embodiment (steps 506-516) for the end user
to initiate cloaking and decloaking by sending an initial email to the replying party which triggers

cloaking/decloaking. Sending email to a receiving party will be discussed in Fig. 7.

[0081] The operations in column 504 illustrate an embodiment (steps 518-528) for the end user
to trigger cloaking and decloaking by first using a webform that routes information from the ID
cloaking system to the relying party as opposed to the end user sending an initial email to the relying

party. Establishing a new ID in a web form will discussed in Fig. 13.
-9-
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[0082] Thus in 502 and 504, the ID cloaking system may serve as a cloaking/decloaking
intermediary (the extent of which depends on different embodiments). For instance, the tools
discussed typically send emails from the end user to the relying party using the ID cloaking system
as an intermediary. The ID cloaking system is also used as an intermediary when the relying party
sends emails back to the end user. The identity of the intended email recipient may determine how
the tools deliver and display the email by changing the values of the display name, local part and

domain name etc., by or with the help of the ID cloaking system.

[0083] In these embodiments, it is assumed that the end user will or has created an account at
the ID cloaking system. This account may aid in interacting with the ID cloaking system such as by
filling out the webform as well as associating emails/email addresses and other information in emails
between the end user and the relying party. This helps the ID cloaking system or other system cloak

or decloak information as discussed below.

OVERVIEW OF END USER INITIATED CONTACT TO RELYING PARTY (BOTH
WEBFORM AND VIA INITIAL EMAIL)

[0084] Process 900 in Fig. 9 illustrates an overview of two embodiments in which an end user
can initiate email contact with a relying party 1) by filling out a webform; and 2) by sending an initial

email to the relying party.

[0085] At 902, the end user wishes to initiate contact with a relying party using a cloaked ID
to maintain her privacy. Here, the email is processed for ID cloaking. These steps may comprise
determining the un-cloaked/actual ID of the end user, getting the end user’s configuration setting that
she set up in her account (e.g., on the ID cloaking system), and anything else that needs to be
processed before the testing of the two illustrated conditional “if” statements. 904 is focused on the
end user email initiated embodiment in which the end user sends an initial email to the relying party
as opposed to initially using a webform for initial contact with the relying party. At 904, the end user
email client/app/device 102, is configured to determine if a previously created cloaked ID has been
selected by the end user in the end user email client 102. As discussed here, this previously created
cloaked ID may be associated to the user’s real information and account/profile on the ID cloaking

system 108.
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[0086] At 904, the selected cloaked email serves as a pointer to the ID cloaking system 108 and
also identifies that the end user sent the email to the cloaking ID server. If there is a cloaked ID

selected in the client, then she proceeds to 910. If there is not, then we proceed to 906.

[0087] At 906, if there is no cloaked ID (e.g., user.name@cloak.autograph.me) selected in the
end user email client 102, it is determined if the end user filled out a webform with a cloaked ID
address such as in Fig. 9 (discussed more below). This step is focused on using the end user webform
embodiment to initiate contact with the relying party. If there was a cloaked ID address sent in a

webform, then she proceeds to 910.

[0088] If the end user has filled out a webform with a cloaked ID and transmitted the webform

information to the relying party, then she proceeds to 912.

[0089] At 910 a new cloaked ID is created such as gloak3@autogranphme. This may be

different than the cloaked ID selected in 904 (user.nameidcioak autograph.me). This may occur at

the ID cloaking system 108 or other system depending on the embodiment. Cloak3 may not contain

confidential user information such as bian. roundires@autogranh. me ete.

[0090] At 912, typically the ID cloaking system 108 cloaks the user’s confidential information
which is associated to the new cloaked ID created in 910 or the cloaked address submitted in the
webform in 906. This confidential information may have been stored in or associated with the end
user’s account and privacy settings she previously configured. Here, various pieces of private data
can be cloaked by operation of replacement by place holders in the end user’s communication

submitted in 904 or 906.

[0091] At 914, the user’s email can be sent to the relying party with cloaking information.

OVERVIEVW OF THE WEBFORM SECTION (FIG. 2)

[0092] Fig. 2 illustrates an embodiment of a webform that may appear on the end user’s device
102 such as when a user browses the internet and goes to a relying-party’s website. In this example,
is salesforce.com (here a merchant relying-party). In this example, she may wish to contact salesforce
using the provided webform. However, the end user wishes to keep some of her contact information
(optionally any other information she wishes to keep confidential) out of the hands of salesforce. This

is possible with the disclosed tools.
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[0093] In this non-limiting example, she can easily facilitate the above by downloading a web
plugin browser extension which is configured to interact with the ID cloaking systems 108 e.g., auto-
graph’s servers. In other embodiments, this browser extension can be substituted with a mobile device

application or other tool. The browser extension could also be built into the browser itself.

[0094] Also assumed in this example is that the end user previously created a profile/person
with the identity cloaking system 108. During the profile creation or even when filling out the
webform, she was asked or can specify what information she wants to keep confidential from others
such as the relying-party (she may choose different privacy preferences for different replying-parties).
She can then disclose the confidential information and preferences to the ID cloaking system if
desired, which is then associated to her ID Cloaking system account. For instance, during account
creation or even while filling out the webform, the ID Cloaking System 108 asks for a first and last
name, email address, phone number, Facebook TM account, linkedin TM account, or any other
information such as any GUID that can identify her or even clothing sizes, preferences (favorite color,
brands, etc.). The end user is free to disclose any of this above information to the ID cloaking systems
108 and even specify sharing permissions such as what relying-party she wants to disclose this or not
disclose to, conditions of disclosure etc. This information may be stored in a profile/persona stored
on the ID cloaking systems. Said profile/persona is also described in the above referenced patent
applications which can store end user brand preferences, statistical probabilities of end user
characteristics, “Swote” data (see the above referenced patent applications), privacy preferences,

beacon data and any other type of data.

[0095] Referring back to Fig. 2, once the consumer creates a profile on the ID cloaking system
108 and may sign into said profile via various ways such as through the browser extension, mobile
application, or a webform 208 such as that in Fig. 2 may appear in 200 when she goes to a particular
URL on the Internet. The consumer may be asked to specify what information she wants to share
with the specific relying-party and what not to share. In this instance on the webform, fields 202 and
204 and 206 would normally ask for first, last name and email address respectively. She chooses via
the webform or checkbox or other tools not to share her specific personal information, but instead
selects to use cloaked information which will be shared to the relying party. Here the three fields are

each filled in with the text, $7goodlF5mPh923%@cloaked.id. In this embodiment, the ID cloaking
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system 108 (Fig. 1) generated this cloaked string and associated it with the first, last name and email

address.

[0096] Optionally, cloaked strings that are different may be associated with each field in the
webform. For instance, the first name field may be filled by identity cloaking system 108 (Fig. 1) as

#iname.cloak-1@auto-graph com# and last name may be filled in with #lname closk-1i@auto-
} y

graph.com# while email address may be filled in with #email cloak-1@anto-graph com¥.

[0097] Here, each webform field’s type of information e.g., last name is associated with not
only the consumer’s real information (if she chooses to disclose it to identity cloaking system 108- in
this case “Smith”), but also is associated to the cloaked information that was generated by the identity

cloaking system 108 — in this case #lname cloak-i@auto-graph.com#.  To this end, the browser

extension and ID cloaking system may examine the document object model (such as tags describing
the HTML) of the webform and determine which field is associated to specific types of information
e.g., which field is for last name, first name etc. These fields can be associated to the placeholder
information as well as the real information if the end user discloses it to the ID cloaking system. The

information and associations maybe stored by the ID cloaking system 108 or other systems as desired.

[0098] Also optionally associated to this information is the URL (including the domain) the
webform was located at such as the address the salesforce form was from or other URL or file name
or other designation of the relying party. As discussed below, the field types from the webform e.g.,
“last name” can be re-associated by the ID Cloaking system 108 to the cloaked information in order

to de-cloak/associate to her information as described more below.

[0099] In one embodiment, the cloaked email: ¢loaked-1Ganto-graph.com can be used

multiple times for different webforms or used just once each time a user needs a new information
placeholder value which may be for each different URL or webform she fills out or for each of the
fields in the webform. These can serve as a Globally Unique IDs (GUID) to identify her when her
real information needs to be re-associated and/or to re-route information such as emails back to her.
In this non-limiting example, the domain of the address is the same as the ID cloaking system’s
domain. This serves to route emails through the same server to keep email threading continuity etc.,

as explained below.
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WEBFORM EXAMPLE

[0100] FIG. 3, illustrates an exemplary embodiment of allocating an ephemeral/cloaked email
to the end user using the webform from Fig. 2. In process 300, first the end user’s device 102 may
download the web browser plugin/extension for interacting with the ID cloaking systems 108 from
the Google Play Store TM for Google Chrome TM or other source. Once, the plugin is installed with
the web browser such as Google Chrome, the end user may sign into a previously created
profile/persona on or associated to ID cloaking systems 108 or create a new profile. In the above
referenced patent applications this may be by operation of the audience engine or federated ID servers
or other server that may store profiles/personas that may be in communication or the same server as

the ID cloaking system 108.

[0101] The end user then goes to the URL with the desired webform. The web browser then
displays the webform like in Fig. 2 and asks for in this case in Fig. 3, an email address at 302. The
end user then initiates a request for a cloaked email via the ID cloaking systems 108 at 304. At 306,
the ID cloaking systems 108 allocate the cloaked email address and transmits that back to the end
user device 102 which may fill in the appropriate box in the webform. Here, the cloaked email
address, the URL the webform was at, the end user’s actual email address, the user’s account on the
ID Cloaking System and any other type of information may be associated together. These
associations can be stored at the ID cloaking systems 108 or at any other location such as the end

user’s device.

[0102] At 308, the user fills in the webform with the cloaked email address and submits the
webform with the information from the ID cloaking system to the requesting website 308. In a like
manner, this process repeats for various other fields in the webform that the user selects and this

information can be associated to the end user’s profile.

[0103] As such, given the tools above which cloak the user’s desired information, the relying-
party or other recipient, only has what information the end user wishes (e.g., an optional message text
in the webform, checkboxes checked etc.) plus the “cloaked” information from the ID cloaking
system (e.g., confidential information placeholders). This still permits the relying-party recipient to
fulfill whatever wishes the end user wishes despite not having the information itself e.g., by operation
of a cloaked email address etc. As illustrated more below, the cloaked information that the relying-

party did receive will enable the ID cloaking systems and any applicable email systems to route
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information back and forth between the end user and relying-party without comprising end user

privacy.

SENDING EMAILS BETWEEN END USER & RELYING-PARTY SECTION USING BOTH
THE WEBFORM INITIATED EMBODIMENT AND THE END USER EMAIL INITIATED
EMBODIMENT

[0104] 400 in Fig. 4, illustrates an exemplary embodiment of email communication between a
relying-party who received information from a webform like that in Figs 2-3 and an end user who
filled out the webform. These tools may also work in a similar manner in the end user email initiated

embodiment introduced above.

[0105] In the example in Fig. 4, when the end user previously filled out a webform like that in
Figs 2-3, he chose to “cloak” his first name, last name and email address while filing out a webform
at the Nordstroms.com TM URL to return an item “XYZ” (such as a shirt or hat). As such, when he
filled in the form, like in Fig. 2, the fields for first and last name and email address were filled out
with the following (in place of his confidential information) which may have been generated by the
ID cloaking systems which were in communication with his device by operation of the browser

extension: #irst namecloakl@aute-graph.com,  #last name cloakl@auto-graph.com  and

cloaklGoaute-graph.com respectively. The ID cloaking system 108 associated the real values of these

fields which are Brian, Roundtree and hrianfsimail com respectively. These values may be stored

on the ID cloaking systems in association with his account/profile.

[0106] Continuing on in Fig. 4, 402, the relying-party decided to reply to the end user as a result

of the user’s webform information submitted above. In this embodiment, the relying-party therefore

only has the cloaked email address of the user ¢ioaklfoauto-graph.com and not the end user’s real
email address. As such, the relying-party then sends an email to that address. Since the relying-party

does not have the end user’s first name, the text of the email specifies #irst _name cloakl@auto-

craph.com as a placeholder for the end user’s real first name etc. This placeholder maybe recognized
as a placeholder by the ID cloaking system and/or the replying party or other systems. This may be
accomplished by previous configuration to look for strings of this nature or other tools such as looking

for keywords, field names etc.
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[0107] Optionally, as illustrated in 402, the value “Generational Soup: B07” maybe added to
the “To:” line by the relying party. This value may represent an audience segment e.g., “millennials

2% LC

without money”, “rich baby boomers” etc. Other segments used by marketing firms may be used.
This audience segment may have been associated to the end user’s profile when filling out the
webform. Assuming he was signed into his profile via the browser plug-in/extension while filing out
the webform, the end user may be have been asked to give his permission for disclosure on the
webform and use by the relying-party. Or the relying party may have assigned him to this audience
segment using its marketing tools. The value may optionally be included in the email in 402 or
perhaps just stored on the relying-party’s server associated with the end user’s account and not

displayed to the end user.

[0108] In 402, the relying-party drafts and sends an email to the cloaked email address which
is intended to be displayed to the end user. In this example, said cloaked email address has a domain
associated to the ID cloaking system to route the email to the cloaking ID system (e.g., auto-

graph.com) so the following intermediary steps can be done by the cloaking ID system.

[0109] Once the email at 402 arrives at the ID cloaking system at 404, the ID cloaking system
is configured to recognize and “de-cloak” the email so that it not only can be delivered to the end
user’s real confidential email address, but also give context to the information in the email by
swapping the end user’s confidential information into the email with the placeholders. As seen below,
additional information such as a “reply to” address is added to this email so if the end user replies to
this email, routing and end user information privacy can be maintained (by keeping ID cloaking
system 108 as an intermediary). Else, if the user hit the reply to button with the

“info@Nordstrom.com” -her information would be inadvertently revealed to the relying party.

[0110] Specifically, in 404, the “de-cloaking” by operation of the ID cloaking system, replaces
the cloaked information that was previously submitted to the relying party with the associated end
user’s confidential information and any other desired information such as any information in his

profile. Here, the ID cloaking system 108 re-associates the email address cloakl@anto-graph com

with brian@amail.com which were previously associated to the webform for merchant item returns

that the user previously filled out like in Fig. 2. Recognition and association between the email,

replying party, end user, end user profile etc., can be done through the previous associations above
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e.g., information collected during filling out the webform. These associations may be stored in the

end user profile.

[0111] This reassociation maybe by associating the cloaked email to that of the end user’s
account, the URL the end user filed out with these specific cloaked values and also to his real email
address. In addition, the cloaked email address maybe associated to the user’s real first and last name,
his account/profile/person on the ID cloaking system and/or audience engine or any other desired
information that may or may not have been disclosed to the relying-party via the webform. See Fig.

11 for more.

[0112] Also based on the associations previously created between the placeholders/cloaked
information and confidential information as a result of the end user filling out the webform, several
other pieces of information in 402 are associated and replaced and/or augmented with other
information in 404 (e.g., de-cloaked for the end user). For instance, the audience segment and cloaked

email Generational Soup: BO7 ¢igak l@auio-graph.com 1s switched/replaced with briani@amatl com.

This replacement helps route the email from 402 to the end user’s real email address. Also, in most

cases, the end user does not have to know or be reminded of his audience segment.

[0113] In addition the ID cloaking system may optionally scan the email and its attachments if
any, for text strings representing information/placeholders/cloaked information the end user

previously submitted via the webform such as: #first nameclosklidauto-Graphcom.  The ID

cloaking system’s previous association with this string to the end user’s first name is recognized when
the ID cloaking system scans the email for such placeholder strings. When a recognized placeholder
string is found, this triggers a switch/replacement or swap of information or a decloaking of
information by the ID cloaking system or other servers. Thus, this string is replaced with Brian in

the body of the email (the email text) as illustrated in 406.

[0114] In addition, in 404, in anticipation of the end user sending a response to the email in 404
(which 1s discussed in 408), a second address is assigned and associated with the relying-party

sender’s email in 404 by the ID cloaking system. Specifically, info@iNordstron.com 1s associated

with the address <¢loakZ@aute-graph com™>. As seen below, this association will enable the end user

to keep his information private during email exchanges by keeping the ID cloaking system as an
intermediary when the end user replies. As illustrated, these replaced addresses are

info@Nordstrom.com <gloakZ@autogranh com> which provides a different “reply to” address than
-17-

148098012.1

IPR2024-01446
APPLE EX1002 Page 99



the original sender/relying party, yet gives the end user context of the real/actual sender of the email
402 which was info@Nordstrom.com. The above information may be associated and stored in the

end user’s profile.

[0115] After the switching/augmentation of the placeholder information in the email 402 in
404, the email is then sent by the ID cloaking system to the end user’s email system 104 at the end
user’s actual email address e.g., via the domain in his email address such as gmail.com. In 406, the
email arrives for display to the end user. Then this email arrives the end user’s private information
has been de-cloaked by the ID cloaking system and augmented with the second cloaked address

(cleakZ@auto-graph.com) associated to the relying-party sender for use when responding to the

relying-party in the steps below. This de-cloaked information also gives context to the communication

and helps remind the user of what the communication is about, personalizes the email etc.

END USER REPLYING TO THE RELYING-PARTY

[0116] In 408, the end user decides to reply back to the relying-party in response to receiving
the email in 406. Typically, the end user would start by just hitting the reply icon or button or other
mechanism. The end user may simply reply normally by operation of her normal website email or
any email application such as Microsoft Outlook . Given the configuration of the “from” address of
the relying-party in 406 (e.g., From: : info@Nordstrom.com <cloak2@auto-graph.com>), the
message that is to be sent back to the relying-party in 408 will be routed to the ID cloaking systems
and not directly to the email address (e.g., not directly to info@Nordstrom.com). As seen below, this
will be to maintain the confidentiality of end user information by routing the email containing his
confidential information first through the ID cloaking system intermediary for cloaking of the end

user’s confidential information.

[0117] More specifically, when the user hits reply in 408, the message will initially go to

cloakZ@anto-graph com and not directly to info@Nordstromcom.  This initial routing to the ID

cloaking system intermediary will allow the stripping/replacing/swapping of his sensitive information
by the ID cloaking systems before finally being forwarded to the real relying party address of

infoi@ Nordsirem. con.

[0118] Thus, when the end user chose to “reply to” the email received in 406 in 408, the end
user writes a response to the message from 406. The end user may even include his private
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information in the body of the email and/or attachments without fear of losing his privacy. In addition,
the user can include use his real email address in the “from” field in 408 and it will not compromise
that address as seen below. This is because all of the information in 408 will be “re-cloaked” by the
ID cloaking system before delivery to the relying-party according to his wishes when he filled out his
profile/filling out the webform like in Fig. 2.

[0119] Once the end user sends the email in 408, the email is routed to the ID cloaking system.
Here, the end user’s confidential information is “re-cloaked”. Specifically looking between 408 to
410-the ID cloaking systems aid in changing/swapping the end user’s email address back to the

cloaked address (Brianfgmail.com to cloak i auto-graph com ) as well as scanning the body and/or

email attachments for confidential information and swapping information the end user previously
specified (when configuring his profile or in the webform) as confidential/sensitive e.g., Brian to
placeholders like: Cloaked Name<a href="https://www .auto-
graph.com?firstname=cloak1/">Cloaked Name</a>. In addition, the address assigned to the relying-

party gloak2auto-¢raph com can be stripped out of the email. In one embodiment, recognition and

association of this information may be added by the previous associations stored in a end user profile
e.g., a cloaked email was issued to a particular sender/recipient which indicates a particular user

profile etc.

[0120] Then the ID cloaking system may send the email to the relying-party email system 110
for delivery to the relying-party.

[0121] Thus, the re-cloaking from 408 to 410 thus uses the ID cloaking system as a facilitator
for this process. The tools disclosed do not require any expensive or tedious changes to the end user

or relying-party’s computing device.

[0122] Asseen in 412, the delivered mail to the relying-party does not contain any of the private
information previously designated by the end user. In place of this is the cloaked information that

serves as placeholders.

END USER EMAIL INITIATED EMBODIMENT: CREATION OF CLOAKED IDENTITY
FLOW FOR: WHEN SENDING FIRST EMAIL TO RECEIVING PARTY

[0123] Fig. 7 illustrates 700 which feature tools and implementations for the end user email

initiated embodiment discussed above. As introduced above, the end user has an option to initiate
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the disclosed tools by sending an initial email to the ID cloaking system. Once the ID cloaking system
is associated to the first end user initiated email, communication between the end user and relying

party may use the ID cloaking system as the intermediary.

[0124] Fig. 7 assumes, like in Fig. 5, that an end user account has previously been established
on the Identity Cloaking System and properly configured. These embodiments provide end users
with the ability to send a cloaked email to a relying party address not previously configured or
designated as a relying party email address by the end user. This is via the end user simply selecting
to have the email sent “From:” a previously created personal cloaked email address (e.g.,
user.name(@cloak.autograph.me) from the end user email client/app/device. For example, the end
user may select the address user. name@cloak.autograph.me in the “from” address field in an email
client. This is configured in the email that the end user sends in 702. For clarity, this first email

user.name(@cloak.autograph.me may be designated as an ID cloaking system registration email.

[0125] user.name(@cloak.autograph.me may have been previously created and usually assigned
by the ID cloaking system 108. This initial end user email address serves to associate cloaked emails,
cloaked email addresses to the user’s account, profile and privacy settings on the ID cloaking system.
In one embodiment, this email address could feature confidential end user information such as

brianfwclosk autograph.me. As such, as discussed below this cloaking registration email may be

replaced with a cloaked email which features no end user confidential information later on. Any

associations can be made to this information such as the user’s profile information etc.

[0126] In addition, selecting the cloaking registration email address and sending an email from
this address triggers the involvement of the intermediary ID cloaking system 108 or other systems
(depending on the embodiment) to start replacing/swapping/augmenting email address information
so that emails the relying party receives in the same email chain do not have the end user’s confidential
information (e.g., his email address, name etc.) This is accomplished because the selection of sending
an email from the registration email address immediately involves the intermediary or other steps as
discussed below as the end user email is first routed to the intermediary before delivery to the relying

party in which the intermediary is configured to execute the disclosed steps.
[0127] This cloaking system registration address is associated to the ID cloaking system. More

specifically, sending this email to this cloaking system registration address triggers the involvement
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of the ID cloaking system intermediary which associates the email sent in 702 to her profile on the

ID cloaking system as well as to emails sent between the end user and relying party.

[0128] The email sentin 702, optionally includes an end user written email message/attachment
with optional end user confidential information. The end user addresses the email to the relying party
address as she ultimately wants to send the information above and engage in future correspondence
while protecting her information. This relying party address is selected/designated in the email as the

“send to” address.

[0129] 702 through an email client, the end user may configure their email client just as she
would a new email account. This may comprise the use of standard email protocols like SMTP.
Settings may be provided by the ID cloaking system so that for the outgoing mail, the email client
application will send the email through the ID cloaking system gateway. For instance, if the end user
had first real email address in the domain of gmail.com configured within the email client before
adding a configuration, the end user’s email client would have two accounts afterwards: one at
(@gmail.com and a second account would be added to the email client for an email in the domain of

(@cloak.autograph.me etc.

[0130] Thus, email using the ‘From’ the address (usgr.nametdeiosk autograph.me) is

associated with the ID cloaking system (e.g., via the ID cloaking system’s domain) and sends the
email to the ID Cloaking System to complete cloaking and routing processing before sending it to the
relying parties email system (by one of three embodiments: 704, 706 or 708). In some embodiments,
the cloaked emails and the ID cloaking system 108 have the same domain (e.g., autograph.me). This
similarity ensures that the cloaked email addresses will be delivered to the ID cloaking system for

processing and confidentiality.

[0131] Fig. 7 also assumes the end user is authorized to access and use the ID cloaking system.

From here, 704, 706 and 708 discuss three different embodiments.

[0132] In the embodiment of 704, the end user email system 104 receives the above and
forwards the email to the ID cloaking system 108. When the ID cloaking system receives the email,
it is configured to associate the ID cloaking system registration email address (the email address
designated by the end user as the “from” email address at 702) with the end user’s profile and

recognize that the end user intends to send a message to the relying party at the “to” address as entered
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in 702. In other words, given the end user sent the email using the ID cloaking system registration
email address associated to her account (as the “from” email address), the embodiment now will use
the ID cloaking system as an intermediary. This is because the email sent in 702 routed the email to
the “from” address e.g., autograph.me, in which this intermediary at this domain is configured with

the disclosed tools. This routing is done at end user email system 104,

[0133] In response to associating the above email to the end user’s account, the ID cloaking
system determines the end user’s previously specified privacy preferences. The ID cloaking system
then applies said privacy preferences to the email that is sent to the relying party email system 110.
The ID cloaking system may also switch email addresses to maintain end user privacy. Specifically,
the ID cloaking system will now send email to the relying party email address with a reply to address

of cloak 3@ aute-graph. me or any other cloaked address that will first route any reply from the relying

party first to the ID cloaking system 108. In addition, since the “from” address in the email sent at

702 had end user private information e.g., brian(@autcgraph.me, this address is stripped from the

email sent to the relying party email system. As such, {losked3(antog-graph com may be also

associated to the email chain, such as the various email addresses involved.

[0134] Typically, the reply to address will have the same domain as the ID cloaking system
108 and also like the original “from” address be associated to the end user’s account/profile. The ID
cloaking system 108 may also forward in this email and/or end user message/attachment. Said
attachment may be screened for confidential information the end user had previously designated as
such (e.g., during ID cloaking system account creation) and swap it out with anonymous placeholders

like in Fig. 4.

[0135] Thus, the relying party receives the above email from the ID cloaking system, with no
confidential information or with whatever confidential information the end user previously specified
in her profile configuration. Also, email chain threading is preserved as when the replying party
replies to the email above, as it will be first routed to the ID cloaking system 108 and will follow steps

similar to Fig. 4.

[0136] In the embodiment of 706, an email is sent like in the embodiment above at 702, e.g.,

sent to user name@cioak antograph me. however, the end user email system 104 is configured to do

some of the tasks of the 704 embodiment above that were done by ID cloaking system 108.

Specifically, the end user email system 104 instead of the ID cloaking system 108 may be configured
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to recognize that the user.nametdcioak autograph.me email address 1s associated to the user once the

email arrives at end user email system 104.

[0137] Once the end user email system 104 recognizes that the email sent in 702 was “from”

user namel@cioak autograph.we (which was previously registered/associated to the end user) and

address to infoi@norstroms.cont , the end user email system 104 fetches a cloaked ID from the ID

2

cloaking system 108 such as ¢lgakl@auntograph e Then the end user email system 104 swaps out

any confidential end user information (as per her previous configurations in his account) and sends

VD

an email with a “to:” address as (ufoinorstroms com with the from address of gloakI@autograph.jue.

The end user previous configuration may be stored on the end user email system 104 or the ID

cloaking system or other system.

[0138] cloak3@autograph.me may be associated to the email chain and end user information
by the end user email system and/or the ID cloaking system. This address will function in a similar

manner as that of the ¢loakliwauto-graph.com email address in Fig. 4. Specifically, it is an

anonymous email address that the relying party will use in place of the user’s real email address or
ID cloaking system registration email. The end user email system 104 will then scan and replace
any confidential information found in the end user’s email sent in 702. The email is then sent to the

relying party email system 110 so the relying party can read it.

[0139] In the embodiment of 708, the email drafted in 702 is processed and sent by the end user
email client/app/device 102 itself as opposed to the end user email system 104. The email in 702 is

recognized as from yser name@cioak autogranh. roe by the end user email client/app/device 102 and

also as address to infoi@norstroma.con. As such, the end user email client 102 communicates with

the ID cloaking system 108, associates the “from user nameticlosk autograph me” address with the

end user account, generates and associates a new cloaked email address”: ¢lgakd@auiograph me and

may retrieve the end user’s privacy preferences if not stored on the device itself. Like above,
confidential information in the end user’s email in 702 is replaced as per the end user’s previous
settings, the emails to: address is written as info@nordstroms and the from address is updated at

cloakd@autographoe  instead of  yserpameiecloak autographme, The end wuser email

client/app/device 102 sends the email directly to the relying party email system 110 without the aid
of the end user email system 104. The above information may all be associated together and stored

and later retrieved on any of the systems as desired.
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USE OF CLOAKED IDENTITY SERVICE FLOW FOR EMAIL FROM RELYING PARTY
TO END USER WITH CLOAKED IDENTITY

[0140] Fig. 8 illustrates 800, which are tools to allow decloaking of end user information.
Specifically, Fig. 8 discusses the relying party sending emails back to the end user which in the
process pertains to cloaked emails from the relying party are decloaked by inserting confidential

information and delivered to the end user.

[0141] There are two embodiments illustrated: 802 and 804. In both embodiments, the relying
party typically has the end user’s cloaked email address cloakl@auto-graph.com or
cloak3@autograph.me and any cloaked placeholder information in place of confidential information
any email message/attachments meant for delivery to the end user. The relying party may send emails
for delivery to the end user’s real email address without even having the end user’s real email address

with these disclosed tools.

[0142] In 802, the relying party composes the email to the end user with the “to” address as

cloakl@auto-graph.com or cloak3(@autograph.me and “from” address as yfg@Nordsroma.com at

the relying party email device 124. This email is routed to the relying party email system 110. The
decloaking process and delivery to the real end user address is triggered by the relying party simply
sending the email to the “to” address. This is because the ID cloaking system is configured to
associate the end user and her preferences to the received email upon email arrival. Arrival at the ID
cloaking system 108 is by operation of simply sending the email to the ID cloaking system 108 whose

domain in this embodiment has the same domain as the email address: autograph.me.

[0143] The ID cloaking system 108 is configured to associate the ID cloaking system
registration email address to the user’s real address and other information/confidential information
(e.g., any email address associated to the end user’s profile) as per the end user’s previous
configurations. Associations may be to the user profile, emails in within the email chain, end user
cloaked email address(es), contacts, friends & family names and related information, home addresses,
work addresses, telephone numbers, communication handles (twitter, WhatsApp handle), facial ID
related information, location information, personal profile of preferred interests, brands,
demographics etc. The ID cloaking system also recognizes placeholders the relying party inserted in
the email for confidential information. The ID cloaking system 108 replaces the placeholders with

the confidential information and sends the email with the real end user’s email address and a
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“from”/reply-to address of infotinordstromsa.com <cloakZ@autograph g™ in a manner similar to

that of Fig. 4 in order to keep email chaining intact. The email is then sent to the end user email

system 104 so that end user can read it.

[0144] Like in 802, in 804, the relying party composes the email to the end user with the “to”

address as cloakl or ¢loak3@autogranh me (using the domain of the end user email system itself)

and “from” address as info@Nordsrems.com as the relying party email. In this embodiment, simply

sending the email back to an address associated to the same domain as the ID cloaking system 108
will route the email to it for decloaking. Here, ID cloaking system 108 is in communication with end
user email system 104. Unlike in 802, in 804 the end user email system 104 does some tasks the ID
cloaking system 108 did in the 802 embodiment. Specifically, the end user email system 104 is

configured to recognize the cloaked end user address cloakl@auto-graph.com or other cloaked

address such ¢loak!@gmail com as well as the email to the user’s account, account settings and
confidential information and then replace any placeholders in the email with confidential information.
The end user email system may ask the ID cloaking system 108 for the above associations such which
real end user email address is associated to cloakl@auto-graph.com or other cloaked address. Also
108 will be able to process a cloaked ID if the cloaking id system is integrated into it (as part of gmail

or other server.)

[0145] The email is then sent to the end user’s real email address by end user email system 104,

with the “from”/reply-to address of infoinordstroms com <closkZ(@autograph mie> in a manner

similar to that of Fig. 4.
EMBODIMENTS SECTION

WEBFORM INITIATED CLOAKING EMBODIMENT

[0146] 1000 in Fig. 10 illustrates tools for the relying party/commerce website to send emails
to the end user like in previous figures. Fig. 10 further illustrates exemplary technical

implementations that are interoperable with all the disclosed tools.

[0147] 1004 SMTP routing is featured as occurring over a network such as network 106 (e.g.,

the Internet). This helps route data between the illustrated systems (see also Fig. 1) commerce website
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relying party 1002, ID cloaking system (ICS) 108, end user email system 104 and replying party email
system 110.

[0148] This figure assumes that the end user previously filled out a webform, form of a mobile
app, or sent an initial email to the relying party with a cloaked ID as discussed in embodiments above.
This also assumes that a cloaked email address is associated to her account and confidential
information such as her real email address with the aid of the ID cloaking system 108 (ICS) or other

system as discussed above is also associated.

[0149] At 1006, the commerce website/relying party composes and sends an email addressed
to the cloaked ID previously collected from the end user. In addition, the email may include

placeholders for her confidential information e.g., a last name place holder etc. It is sent at step 1.

[0150] Steps 1008-1016 further illustrate the embodiment. At 1008, the email is received at ID
cloaking system (ICS) 108 where it looks up the cloaked address contained in the email’s STMP
envelop and rewrites it to the previously registered “real” email address. Here, the real address may
be determined by the previous association between the cloaked email address, the user’s profile on

the ICS and the end user’s specified email address and any other desired information.

[0151] At 1010, the ICS may allocate a cloaked address for the SMTP sender and rewrites the
SMTP sender envelope as well as the RFC-822 header fields such as “from” and “reply to” with the
cloaked address. This ensures that any replies from the end user to the sender get routed back through

the ICS.

[0152] At 1012, the ICS forwards the email to the end user’s real email address as determined

by examining the end user’s profile as described above. This forwarding occurs at step 2 via 1004,

[0153] At the end user email system 104, the email is delivered to the end user’s email box
1014. At 1016, the user replies to the email. This happens at step 3 in which the email is sent back to
the ICS.

[0154] At 1018, the ICS looks up the recipient address (e.g., the original sender’s cloaked
address) and rewrites the SMTP recipient to be the original sender’s address. At 1020, the ICS looks
up the sender’s address (the original recipient) and rewrites the SMTP sender and relevant RFC-822

header fields to user the cloaked address of the of the original recipient to maintain email chain
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threading. Also “received from” headers may be removed. Then at 1022, the ICS may forward the

email to the original sender’s (no recipient’s) actual email address.

[0155] At step 4, 1024 the email is delivered to the original sender’s email box with the sender

address being rewritten with the original recipient’s cloaked address.

END USER ID CLOAKING SERVER/SYSTEM ACCOUNT/PROFILE CONFIGURATION

[0156] Fig. 11 illustrates 1100 which is an exemplary configuration of an end user’s profile on
the ID cloaking system 108 or other system. Specifically, the end user may submit various pieces of
information which may include confidential information such as her real name, email address etc.
This may be though direct communication between the end user and ID cloaking system such

communicating it to servers at auto-graph.com etc. via her end user device.

[0157] As illustrated in previous embodiments such as Fig. 4, the end user profile/account 1102
may store the relationships between particular types of cloaked information such as a cloaked email

or cloaked end user last name and to the real/confidential values such as brianf@email com and

Roundtree respectively. Information and relationships/associations in a user profile can be used to
communicate with multiple relying-parties. For example, a first cloaked email address can be
associated with online retailers and a second cloaked email address can be associated with survey
websites. In other embodiments, each cloaked email address can be associated with a one or more
relying-parties. Also stored maybe the association between this information (see 1106 for examples)
and a particular webform URL (1108) where the relying party gathered the cloaked information from
and/or a relying party email address and/or the end user email address (e.g., 1104) or other data as
well as end user permissions/settings/preferences. These relationships enable the ID cloaking system
to resolve information so confidential email communications between the end user and relying party

can occur as previously discussed.

[0158] In one embodiment, the above relationships can help protect end user privacy. For
instance, if the end user notices that a cloaked email address she created with one merchant (related
to the merchant email/URL when created etc.) is being misused, she can cancel, disable or delete the
cloaked email address. The user can continue to use cloaked email addresses to communicate with

other relying-parties.
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CREATING END USER IDENTITIES IN A WEBFORM EMBODIMENT

[0159] Fig. 12 illustrates an embodiment in which an end user can easily and quickly create an
end user ID on a webform when displayed on the end user device 102. Here, when a user goes to a
URL such as nordstroms.com, a webform such as 1204 may be displayed as well as a browser button

1202.

[0160] Given the end user may be logged in or otherwise in communication with the ID
cloaking system 108 when filling out form 1204, the ID cloaking system can easily generate a cloaked

ID and send it to the end user device 102 so she can fill it in the webform.

[0161] This may occur when the end user clicks or gestures on or near a field such as “your
email” field. The document object model of the displayed webform is analyzed by the ID cloaking
system 108 and it is determined a cloaked email is needed. In further response to the click, the end
user device and ID cloaking system 108 may display the pop up menu 1206. Here, the menu displayed
various options including the option to insert a cloaked ID, replace a cloaked ID that was filled in the
field with the end user’s confidential information. The end user can select this option and a cloaked

ID generated by the ID cloaking system or even the end user device is inserted to be sent to the relying
party.
[0162] The URL the webform was at, the user’s profile, the user’s real email address, and the

cloaked ID email address and any other data may be associated together as a result of these tools on

the ID cloaking system 108 or other systems.

CREATION OF CLOAKED IDENTITY FLOW FOR: WHEN ESTABLISHING NEW ID IN
A WEB FORM

[0163] Fig. 13 illustrates 1300 which are tools to create a cloaked end user ID in a webform as
also illustrated in Fig. 12. This figure features the interaction of a relying party web form 1302, end
user’s browser 1304, ID cloaking system (ICS) 108, end users email system 104, and the end user

email client 102.

[0164] At 1306, the relying party may create the email collection web form 1306 and send it to

the end user’s browser at 1308 where she fills it out. The end user’s browser is configured or has a
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browser extension configured to execute these steps and maybe associated with a previously created

end user profile as discussed above.

[0165] The end user may click on an email form field in the webform at 1310 or click on a
browser button at 1312 to determine if there is authorization 1314 for the end user to create a
preexisting cloaked ID or to check to see if one is already existing for the end user for the particular
webform at the URL etc. This may be determined by examining the end user profile, the webform

field, the webform URL and any associated information between these.

[0166] This may be done at 1312. If no cloaked ID is found/not authorized then the webform
page URL may be sent to the ID cloaking system and a cloaked ID is returned to the end user’s
browser at 1318. The returned cloaked ID is inserted into the webform field at 1320 and the end user
clicks the webform submission button at 1322. It is then transmitted to the relying party’s server and
processed at 1324. Also at 1324, an email is sent from the relying party to the end user using the
cloaked ID which is done normally at 1326.

[0167] The cloaked email address typically has a domain associated to the ID cloaking system
108 and when the relying party sends the email it is routed to the cloaking system to be decloaked at
1328. Here, the cloaked address, which was previously associated with the relying party URL,
webform field, end user profile etc. is recognized as being sent by the particular relying party, and
sent to the end user. The cloaking system may replace the cloaked ID email address with the end

user’s real email address and send to the end user at 1330 and 1332.

[0168] The interaction discussed in connection with Fig. 13 can also be used to create a cloaked
identity using a mobile application or other software. In some embodiments, the user’s email program
or system can let the user select whether to generate a cloaked identity. For example, the user can
select a cloaking button and the email program or system can then automatically provide information
to the ID cloaking system to create a cloaked identify for that email. In some embodiments, the ID

cloaking system can be part of the end user email system or end user application.

AUTO CLOAKING CONFIDENTIAL INFORMATION IN THE BACKGROUND
EMBODIMENT

[0169] One embodiment of the above is configured with tools that automatically monitor end

user inputs for confidential information (e.g., in real time). Upon detection, the confidential
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information can be automatically cloaked (e.g., replaced with a placeholder). Here, the placeholder

information can be communicated to the relying party instead of the confidential information.

[0170] For instance, in one embodiment, after the end user created her cloaked ID system
account/profile and defined which of her information is confidential, the tools on her device such as
a browser plug-in, 10S application, any other application, operating system (or remote tools) can be
configured to continually monitor the end user inputs on her device such as inputs via keyboard or
voice or camera inputs for confidential information associated to her profile. In one instance, browser
plug-in, 10S application, any other application, operating system (or remote tools that are configured
to indirectly or directly communicate information to other systems) are specifically monitored for

confidential information. In one embodiment, this can be done by monitoring raw IP packets.

[0171] For instance, the disclosed tools (such as web browser plug-in extension) may monitor
the document object model of the webpage that may include a webform the end user loads in her web
browser. The tools may focus on the form entry fields which are designed for end user data entry. In

one example, as an end user types in brianf@gemail com in a webform, the tools examine the form

field the end user is typing in keystroke by keystroke. Here “brian@gmail” is recognized (sometimes
even before he finishes typing the string) as user defined confidential information, then the string
“brian@gmail” is swapped into memory (in case the user wants to still use it and not a placeholder)
and replaces it (optionally automatically or a menu may ask the end user) with a new or existing
cloaked place holder email address based upon the domain the webform is located at (e.g., by
referencing the URL, end user account at the ID cloaking system 108 as discussed in other sections
herein). The URL may be determined as new or previously associated to the end user profile as
needed and a cloaked email address reused or can be newly created as desired by the end user. An

example webform is illustrated in Fig. 14.

[0172] In one embodiment in Fig. 14, a local data store on the end user’s device (synced
between the central or P2P server and/or the ID cloaking system and local device) of confidential
information is used to search for confidential information. This could be used across all applications
that the end user may use if implemented at a lower OS level, or even at an IP level over the network
via deep packet inspection. This could include any application that may communicate data out of the

end user’s device such as WhatsApp TM, Signal TM, Venmo TM or other application as desired etc.
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[0173] In another embodiment, there may be some optional configurations to control how or if
specific information is replaced based on the domain where information is being communicated or
the author or type of application as well as with any end user preferences. For instance, a setting may
be available for the end user to turn off replacement of confidential information in a banking website

or banking 108 application etc.

[0174] When confidential information is detected, it may automatically be determined what
type it is (such as via the keyword associated to the webform field), the end user account referenced
to determine a placeholder and a note made on a URL that requested it (e.g., nordstroms.com), and
the placeholder inserted in place of the confidential information according to the end user’s desired
account preferences. The replacement may also depend on the URL and any end user preferences

toward that URL.

[0175] In one embodiment, when confidential information is detected, the disclosed tools may
first display a warning to the end user and offer the end user the choice to replace the confidential
information or not by displaying option buttons or other tools. This may also be an automatic
mechanism without asking the end user. In another embodiment, after detection of confidential
information input, as the end user finishes typing the input such as “brian.rou...” before the end user
finishes typing the last letters of “brian.roundtree.”, a notification/warning can be displayed to the end
user with optionally the display of the placeholder and option of replacement. This may give the
option for the end user to use the place holder or not. If the placeholder is used, optionally, sound,

visual cues can be made to indicate such to the end user.

[0176] The following are some non-limiting examples of automatically detecting and cloaking

text in an entry field and corresponding exemplary placeholders:

1) brsn@email com —cloaked with—=> 002934hfu2%he32092@autoeraph com

2) 999 N  Northlake = Way,  Seattle, WA 98103  —cloaked  with>
domain.tld/address=fu29hg32092

3) 800-555-1212 —cloaked with-> domain.tld/bizPhone=fu29292092
4) Brian Roundtree —cloaked with=> domain.tld/fullName=fu29hg68392

5) Brian —cloaked with=> domain.tld/fname=fu29hg32092
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6) Roundtree —cloaked with-> domain.tld/whatsapp handle=fu29hg32092

[0177] The above tools may apply to both creation of new cloaked ID or the use of it: e.g., 1)
PII is detected in a browser field for a new domain.tld- a new cloaked ID would be created; 2) the
user 1s logging into a known domain.tld, and the user name field is automatically filled in, or the user

can select from a drop down menu displayed in or around the form field.

[0178] For instance, in a web browser with the web browser plug-in discussed above, if the end
user goes to a URL where she has never been before, and the end user wants to be on the URL’s email
list, she can easily subscribe with a cloaked ID. For instance, she can type in her actual email address
in the URL’s webform for email addresses and the extension recognizes that the email is her actual
email (e.g., it is in communication with the cloaking ID system) and suggests a new cloaked

replacement email.

EMBODIMENT FOR REQUESTING A NEW CLOAKED EMAIL THAT IS
SUBSTANTIALLY EASY TO COMMUNICATE VERBALLY

[0179] Cloaked information/placeholders can be configured as seen in the figures to be
substantially long and randomized strings of text. However, in some cases such as when an end user
needs to verbally communicate this string to a cashier or other employee of a relying party, it can be

awkward, time consuming process to communicate each character individually.

[0180] Disclosed is an embodiment that uses placeholders that are comprised of words that may
be found in dictionaries and optionally any other string such as a number(s) and optionally strings of
randomized characters. In one embodiment, a place holder may be comprised of three words found
in the dictionary (any dictionary of any language). Any number or combination of words, characters
and numbers can be used. Thus, when a cashier at a merchant store verbally asks for a cloaked email
or other piece of cloaked data, the end user can verbally a disclose a place holder that is less tedious
to say than a long string of random letters and numbers. This would make it easier for the cashier to

input as well.

[0181] For instance, the end user may use a smart phone application or any other tool to request
a new cloaked email address. For example: if the user is at a merchant’s store register and desires to
sign-up for a loyalty program using a cloaked identity instead of disclosing her real email address,

she can simply request a cloaked email address from an application.
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[0182] Here, the user opens her ID cloaking application (optionally in communication with ID
cloaking system 108) on her phone and taps a UI button for a new cloaked email address. Like for
other embodiments above, it is assumed the end user has previously created a profile at the ID
cloaking system 108 or other system, signed in, specified confidential information and associated

preferences etc.

[0183] The application may contact the ID Cloaking system and request a new cloaked email
address or other placeholder configured for substantially easy “verbal delivery.” Verbal delivery
format may be defined as a placeholder format that is substantially easy for a human to verbally
communicate versus a large random alphanumeric string. Verbal delivery format may bring together
substantially easy to say and spell words to make a new address that can be easily given to store
personnel, easily written down or entered into a cashier terminal, or entered by the user into a kiosk

or other entry device.

[0184] One such example of using a combination of words as opposed to randomized strings

of characters are: broadway-jay-tree@cloaked.id . The next address might be john-hiliside-cat-

&cloakedid. Once the address is generated, ID cloaking system 108 may compute and reserve the

address for the end user, allocate it to the end user account for special processing upon receipt of first
email using the address. The generated address may be associated to the end user profile, location

she is at, end user preferences or other data.

[0185] The generated cloaked address is displayed or otherwise disclosed to the end user. The
end user may then disclose the new address in a substantially easier manner than long randomized
strings. The end user can optionally associate notes about who they provided the address to in the
application or other notes as desired. This information may be forwarded to the end user in the next

steps.

[0186] Upon the cloaking ID system 108 receiving the first email sent from a sender such as a
relying party, several steps may occur: 1) the senders email domain is determined (using SMTP
protocols and the ’From’ address’s domain) and associated with the cloaked end user address
generated above and the end user’s profile. SMTP may be used to send the email between servers,
potentially using associated email protocols to confirm the sender and then access information in the

email header and body which may be modified.
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[0187] 2) The ID cloaking system or other system may send the end user a new interactive
HTML email directly to the end user’s real email account that is associated with the profile (or alerted
in the application). This email may request the end user to approve the receipt of emails from the
cloaked ID by the relying party sender. For instance, this email may have a button that says “click
here to approve that you want all emails with from Nordstrom’s to be cloaked”. This email may
contain the “from” address and other information determined with SMTP protocols and the end user
notes they may have made to themselves during issuance of the address which may have been
associated to her profile and cloaked email address. 3) If approval is given by the end user, the
address is enabled and identified as accepted in the ID cloaking system. 4) However, if rejected by
the end user, the address is identified as such, and optionally disabled from future use (similar to
‘inactivated by the user’.) In one embodiment, disabling can be done by deleting the email address

or auto archiving emails. The user may reactivate if desired.

[0188] Upon end user acceptance, the ID cloaking system, forwards the original cloaked email

to the user in a manner similar to other embodiments herein.

[0189] An alternative embodiment that may occur: upon receipt of the first email from a
sender: the system records that first email has been received, and inactivates the account to
receive/accept further emails. The end user is forwarded the original email sent by the relying party
in which the ID cloaking system 108 added interactive HTML into its contents that informs the user
that this is a new address they need to approve in order to continue to get emails from the relying
party delivered here. There may also be a UI that requests the end user to approve: that the email
may contain the “from” address of the relying party and other information determined with SMTP
protocols and the notes they may have made to themselves during issuance of the address. If this is
accepted by the end user, the cloaked email address is enabled and identified as end user accepted in
the ID cloaking system. If enabled, then the domain is associated with the cloaked ID. If rejected by
the end user, the cloaked address is identified as such, and permanently disabled from future use

(similar to ‘inactivated by the user’). The user may reactivate if desired.

DEFINITION OF PERSONAL/CONFIDENTIAL/PRIVATE INFORMATION

[0190] In one embodiment, the definition of personal/confidential/private information can

include: 1) All information considered PII (Personally Identifiable Information) by a various pieces
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of legislation: e.g., EU GDPR (the European Union General Data Protection Regulation, US-
California CCPA, etc.; 2) Any information designated as such by an end user: e.g., WhatsApp chat
handle or user-name; 3) Any information desired to be protected by an organization, such as an
enterprise: e.g., an enterprise may instruct their employees’ to use cloaked identifiers when
communicating with certain types of marketing registrations for free PDFs etc.; and 4) any other

desired information.

PRODUCT INTEGRATION EMBODIMENTS

[0191] Fig. 15 illustrates various product integration embodiments 1500 of the tools disclosed
herein. Featured here are the relying party 1502, email server 1504, email client 1506, cloaked
gateway 1508, cloaked front end 1510, cloaked client 1512, autograph PDC gateway 1514 (Personal
data cloaking gateway), autograph PDC front end 1516 and autograph PDC client 1518.

[0192] As illustrated, the integration may be done in various ways to get the same or similar

effects.

COOKIE CLOAKING EMBODIMENT (DOMAIN CONTAINERIZED BROWSER
STORAGE-DCBS)

[0193] Figs. 16-17 illustrate an embodiment of “cookie cloaking” 1600. Cookie Cloaking
works by isolating an end user’s cookies into a separate container(s) that makes it harder for unwanted

tracking and advertising domains to track your visits to other websites with their cookies.

[0194] This may be by operation of a browser extension. Installing this extension may close
the end user’s existing browser tabs, delete the existing domain cookies, and log her out of Facebook
(or other Single Sign in identities like Google, Amazon, etc.). The next time the end user navigates
to a domain it will load in a new autoGraph blue colored browser tab creating a new cloaked-
container) that could be for the domain that belongs to the website the end user goes to. The cookies

within a container can be domain cookies 1612.

[0195] The end user can then log in and use Facebook normally when the container is being
used to store cookies for that particular domain. If she clicks on a different link or navigate to a another
website in the URL bar, these pages will load outside of the current container e.g., into another
container for that particular domain. In one embodiment, only cookies allocated to a container owned
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by a specific domain owner can be retrieved by that particular domain owner. Thus, the boundary of

the container is the domain associated to that owner.

[0196] In one embodiment, preventing end user cooking cross tracking may be accomplished
by marking/designating/naming/allocating/storing cookies from primary domain owners as opposed
to other domain owners to: 1) identify the owners of cookies as primary cookie domain owners or
not; 2) achieve the effect of containerizing (isolating) cookies from primary or secondary domain
owners that do not own a particular cookie or otherwise should not have access to cookies which
prevents end user cookie cross site tracking. These steps can be executed by the end user’s web
browser or a browser extension.

[0197] In fig. 16, a primary domain (1602) owner of a cookie (1608) is typically designated as
the owner of the website 1614 the cookie is downloaded from on the end user’s machine. For
instance, when an end user’s browser goes to Walmart.com and a cookie (such as cA1 or cA2 in Fig.
16) from that website is downloaded to her device-those cookies are marked as primary domain owner
cookies. In alike manner this occurs for domain B 1604 and its website 1616 and other domains like
1606. Ownership can be defined as having accessibility to the cookie (a cookie owner can access the
cookie, while a non-owner cannot access a cookie not belonging to her).

[0198] A secondary domain owner is typically designated as the owner of the cookie (1610)
downloaded from a primary domain website at the request of the secondary domain except the
secondary cookie owner’s domain does not own (is not) the primary website domain. For instance,
in the above example, another cookie is further downloaded via the Walmart webpage by the end
user’s browser. This second cookie (see c¢Cl in Fig. 16) is associated to a domain other
than Walmart.com such as google.com. Here, the second cookie is marked as a secondary domain
owner cookie as it was retrieved from the primary domain but is associated to a non-primary domain.
Non primary domains are typically advertisers and trackers 1618. The secondary domain owner
cookies may also be marked as being associated from the primary domain owner whose webpage
they were downloaded from e.g., a secondary domain cookie downloaded from the Walmart.com
webpage (which was the primary domain).

[0199] In one example when the user goes to a URL, that domain may be designated as the
primary domain. The primary domain can be determined when the user goes to the primary website
abc.com (e.g., she goes to this URL in her browser) in which the webpage’s document object model

reflects that abc.com is the primary domain. Primary domain cookies can also be determined by
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examining the document object model of the webpage. These cookies can be accessed by the primary
domain. Secondary domain cookies and their owners can also be determined by examining the
document object model. Then another cookie retrieved from the abc.com webpage might be
accessible by bluekai.com with name value pairs of data within would be a secondary domain cookie.
Another secondary cookie from the webpage abc.com might be from adobe.com and another might
be from go.com.

[0200] Once the browser distinguishes the cookie primary and secondary owners of the cookies
and other characteristics of the cookie, the browser can designate/mark/store/allocate the cookies
appropriately. The browser maybe configured to limit access permissions to different cookie owners
based upon the said cookie’s markings etc. These permission settings as a result of ownership
effectively containerizes/isolates the cookies by cookie ownership (primary vs secondary cookie
domain owners). With this embodiment, advertisers/trackers (typically secondary domain owners)
that previously only had restrictions on cookie access by less granular domain ownership (e.g., google
had access to all cookies associated to the domain google across a plurality of primary domains on
the end user’s device) that did not distinguish between primary and secondary domain ownership can
be restricted from accessing certain primary domain cookies.

[0201] In one embodiment, a restriction maybe to restrict cookie permission access by 1)
primary domain ownership of a cookie; and 2) secondary domain ownership of a cookie in addition
to which particular primary domain a cookie was originally downloaded from. The first restriction
may allow a primary domain owner access to the cookie on the end user’s device if the cookie was
downloaded from the primary domain (e.g., Walmart.com). The second restriction may allow the
secondary domain cookie owner to access a cookie on the end user’s machine when the end user goes
to the primary domain’s website on the conditions that the cookie was marked as a secondary domain
cookie (downloaded from the primary domain at the request of code on the primary domain website
on behalf of the secondary domain) when the cookie was first downloaded to the end user’s device
and the secondary domain correctly identified itself as the secondary domain. In one embodiment,
the second restriction may result in: the end user visiting the primary domain website and the website
code requesting the secondary cookie which allows the cookie to be transmitted to the secondary
domain owner if that secondary cookie was originally downloaded from the particular primary

domain.
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[0202] In the event a there are multiple primary domains such as in Fig. 16 such as domain A
1602 and domain B 1604, and a common secondary domain owner such as domain C 1618 belonging
to for example advertisers/trackers (e.g., google having secondary domain cookies on various primary
domain websites), unlike at present, where the secondary domain can download a single large cookie
with information about all the primary domain websites (e.g., triggered when the end user visits only
a single primary domain website), this invention permits the secondary domain owner to get her
secondary domain cookie only when the end user visits a particular primary domain and the secondary
cookie had to have been previously downloaded/created by the particular primary website and the
website code requests the secondary cookie owner get access to the secondary cookie.

[0203] Thus, in this embodiment, a secondary domain cookie owner with multiple secondary
domain cookies associated to several primary domain cookies on the end user’s device, might have
at least one secondary domain cookie for each primary domain such as ¢C1 and ¢C2 in Fig. 16 and
Fig. 17. In addition, the secondary cookies may not contain information pertaining to the primary
domain it is are not associated to. As a summary, the secondary cookie owner may only be able to
download the secondary domain cookie upon the end user visiting a first primary domain that the
secondary domain cookie was originally downloaded/created from and not other primary domains
that may have a secondary domain cookie from the same secondary owner but whose secondary

domain cookie was not downloaded/created at the first primary domain.

[0204] In one embodiment, during browser extension installation to enable the above, the
installation should ensure that all cookie URLSs, pixel URLs exist only once across all containers and
delete any duplicate cookies, pixels, etc. from the end user’s other containers on install and when you

restart the browser, to clean up any potential trackers.

[0205] The browser extensions need not store anything on any server or other device, only in
the browser on the local device where it is configured. In other embodiments, cross device syncing
of settings and data possible. Either browser to browser syncing so the server doesn’t store anything

or encryption can be used for stored information

[0206] Cookie-Cloaking may leverage the Containers feature that is already built in to the
Firefox TM browser. When one enables Cookie-Cloaking, the end user may also see Containers

named Personal, Work, Shopping, and Banking while you browse.
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[0207] In one embodiment, clicking Facebook Share or other share buttons on other browser

tabs can load them within the Facebook container.

PURCHASE FLOW WITH ID CLOAKING EMBODIMENT

[0208] Fig. 18 and 18A illustrate an embodiment of a purchase flow with ID cloaking 1800.
As illustrated, using the autoGraph linked sign-in allows identity cloaking to be automatically linked
into the payment and shipping information, cloaking all personal information effortlessly. This maybe
done through associating this information as well as the relying party webform field, URL etc.

together via the end user’s profile.

THE DISCLOSED TOOLS AND EMBODIMENTS HEREIN CAN BE USED WITH EACH
OTHER IN ANY COMBINATION.

DESCRIPTION OF COMPUTER HARDWARE

[0209] Embodiments of the subject matter and the operations described in this specification
can be implemented in digital electronic circuitry, or in computer software, firmware, or hardware,
including the structures disclosed in this specification and their structural equivalents, or in
combinations of one or more of them. Embodiments of the subject matter described in this
specification can be implemented as one or more computer programs, i.e., one or more modules of
computer program instructions, encoded on computer storage medium for execution by, or to control

the operation of, data processing apparatus.

[0210] A non-transitory, computer storage medium/media can be, or can be included in, a
computer-readable storage device, a computer-readable storage substrate, a random or serial access
memory array or device, or a combination of one or more of them. Moreover, while a computer
storage medium is not a propagated signal, a computer storage medium can be a source or destination
of computer program instructions encoded in an artificially-generated propagated signal. The
computer storage medium also can be, or can be included in, one or more separate physical
components or media (e.g., multiple CDs, disks, or other storage devices). The operations described
in this specification can be implemented as operations performed by a data processing device using
data stored on one or more computer-readable storage devices or received from other sources. For
example, the non-transitory, computer storage medium can be a computer readable medium that
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stores contents including one or more computer programs, contents that are executable by processor

electronics, etc. A representative data processing device is shown in Figure 19.

[0211] The data processing device includes “processor electronics” that encompasses all kinds
of apparatus, devices, and machines for processing data, including by way of example a
programmable microprocessor 1902, a computer, a system on a chip, or multiple ones, or
combinations, of the foregoing. The apparatus can include special purpose logic circuitry, e.g., an
FPGA (field programmable gate array) or an ASIC (application-specific integrated circuit). The
apparatus also can include, in addition to hardware, code that creates an execution environment for
the computer program in question, e.g., code that constitutes processor firmware, a protocol stack, a
database management system, an operating system, a cross-platform runtime environment, a virtual
machine, or a combination of one or more of them. The apparatus and execution environment can
realize various different computing model infrastructures, such as web services, distributed

computing and grid computing infrastructures.

[0212] In some embodiments, the processor electronics can be configured to execute
instructions stored in memory to perform cloaking. For example, a processor-based ID cloaking
system (e.g., ID cloaking system 108) can include processor electronics that operate to receive an
email addressed to a cloaked end user address and identify an end user specified address as well as
any URLs associated to the cloaked end user address based on an end user profile. The processor
electronics can determine whether the end user profile contains a previous association between a
third-party email address (e.g., relying party email address or another party’s email address) and a
cloaked relying party email address. The third-party email address can have a different domain than
the cloaked relying party email address. If the end user profile does not contain a previous association
between the third-party address and the cloaked third-party email address, the processor electronics
generates a new cloaked third-party email address and associate the new cloaked relying party email

address to the end user profile.

[0213] A computer program (also known as a program, software, software application, script,

or code) can be written in any form of programming language, including compiled or interpreted

languages, declarative or procedural languages, and it can be deployed in any form, including as a

stand-alone program or as a module, component, subroutine, object, or other unit suitable for use in

a computing environment. A computer program may, but need not, correspond to a file in a file
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system. A program can be stored in a portion of a file that holds other programs or data (e.g., one or
more scripts stored in a markup language document), in a single file dedicated to the program in
question, or in multiple coordinated files (e.g., files that store one or more modules, sub-programs, or
portions of code). A computer program can be deployed to be executed on one computer or on
multiple computers that are located at one site or distributed across multiple sites and interconnected

by a communication network.

[0214] The processes and logic flows described in this specification can be performed by
processor electronics, such as one or more programmable processors executing one or more computer
programs to perform actions by operating on input data and generating output. The processes and
logic flows can also be performed by, and apparatus can also be implemented as, special purpose
logic circuitry, e.g., an FPGA (field programmable gate array) or an ASIC (application-specific

integrated circuit).

[0215] Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any one or more processors of any
kind of digital computer. Generally, a processor will receive instructions and data from a read-only
memory or a random access memory or both. The essential elements of a computer are a processor
for performing actions in accordance with instructions and one or more memory devices for storing
instructions and data. Generally, a computer will also include, or be operatively coupled to receive
data from or transfer data to, or both, one or more mass storage devices 1904 for storing data, e.g.,
flash memory, magnetic disks, magneto-optical disks, or optical disks. However, a computer need
not have such devices. Moreover, a computing device can be embedded in another device, e.g., a
mobile telephone ("smart phone"), a personal digital assistant (PDA), a mobile audio or video player,
a handheld or fixed game console (e.g. Xbox 360), a Global Positioning System (GPS) receiver, or a
portable storage device (e.g., a universal serial bus (USB) flash drive), to name just a few. Devices
suitable for storing computer program instructions and data include all forms of volatile or
non-volatile memory, media and memory devices, including by way of example semiconductor
memory devices, e.g., EPROM, EEPROM, and flash memory devices, magnetic disks, e.g., internal
hard disks or removable disks; magneto-optical disks; and CD-ROM and DVD-ROM disks. The

processor and the memory can be supplemented by, or incorporated in, special purpose logic circuitry.
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[0216] To provide for interaction with a user, embodiments of the subject matter described in
this specification can be implemented on a computer having a display device 1908, e.g., an LCD
(liquid crystal display), LED (light emitting diode), or OLED (organic light emitting diode) monitor,
for displaying information to the user and an input device 1906 such as a keyboard and a pointing
device, e.g., amouse or a trackball, track pad etc., by which the user can provide input to the computer.
In some implementations, a touch screen can be used to display information and to receive input from
auser. Other kinds of devices can be used to provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory feedback, e.g., visual feedback, auditory
feedback, or tactile feedback; and input from the user can be received in any form, including acoustic,
speech, or tactile input. In addition, a computer can interact with a user by sending documents to and
receiving documents from a device that is used by the user; for example, by sending web pages to a
web browser on a user’s client device in response to requests received from the web browser. The
data processing apparatus 1900 may also include a wireless transceiver 1912 such a cellular radio,
WiFi or WiMax transceiver, Bluetooth transceiver and a network connection 1914 etc. The data
processing device may also include an output device such as a printer 1910. In addition, the device

may include location sensing devices (GPS etc.), as well as clocks and other circuitry (not shown).

[0217] As shown in Figure 20, embodiments of the subject matter described in this specification
can be implemented in a computing system 2000 that includes a back-end component, e.g., as a data
server 2050, or that includes a middleware component, e.g., an application server, or that includes a
front-end component, e.g., a client computer 1900 having a graphical user interface or a Web browser
2090a through which a user can interact with an implementation of the subject matter described in
this specification, or any combination of one or more such back-end, middleware, or front-end
components. The components of the system can be interconnected by any form or medium of digital
data communication, e.g., a communication network. Examples of communication networks include
a wired or wireless local area network (“LAN”) and a wide area network (“WAN”), an inter-network

2010 (e.g., the Internet), and peer-to-peer networks (e.g., ad hoc peer-to-peer networks).

[0218] The computing system can include any number of clients and servers. A client and
server are generally remote from each other and typically interact through a communication network.
The relationship of client and server arises by virtue of computer programs running on the respective
computers and having a client-server relationship to each other. In some embodiments, a server 2050
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transmits data (e.g., an HTML page) to a client device 1900 (e.g., for purposes of displaying data to
and receiving user input from a user interacting with the client device). Data generated at the client
device (e.g., a result of the user interaction) can be received from the client device at the server. In
the embodiment shown in Figure 19, the server computer 2050 operates server engine software 2060
and web management software 2070 to receive data from and send data to remote clients. In addition,
the server computer operates a database 2090b to store persona information for users who wish to
receive ads as described above. Content management software 2080 and database management
software 2090 allow the server computer to store and retrieve persona information from the database

and to search the database for personas that meet advertiser's criteria for a target audience.

[0219] From the foregoing, it will be appreciated that specific embodiments of the invention
have been described herein for purposes of illustration, but that various modifications may be made
without deviating from the spirit and scope of the invention. Accordingly, the invention is not limited

except as by the appended claims.
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Claims

1. A processor-based ID cloaking system, comprising:
memory configured to store contents that are executable by processor electronics;
processor electronics configured to execute the contents in order to:
receive an email addressed to a cloaked end user address, wherein the email is sent
from a relying party email address, and wherein the domain of the cloaked end
user address and the domain associated to the processor-based cloaked ID
system are the same domain;
identify an end user specified address as well as any URLs associated to the cloaked
end user address based on an end user profile;
determine whether the end user profile contains a previous association between the
relying party email address and a cloaked relying party email address, wherein
the relying party email address has a different domain than the cloaked relying
party email address;
in response to determining the end user profile does not contain a previous association
between the relying party address and the cloaked relying party email address,
generate a new cloaked relying party email address and associate the new
cloaked relying party email address to the end user profile, the cloaked end
user address and any of the said associated relying-party URLs, wherein the
new cloaked relying party email address is generated with a domain different
than the relying party address; and
send the email to the identified end user specified address, wherein the email is
configured with a reply-to email address comprising the new cloaked relying

party email address.

2. The ID cloaking system of claim 1, wherein the new cloaked relying party email

address has a domain that is the same as the cloaked end user address.
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3. The ID cloaking system of claim 1, further comprising instructions that are executable
by the processor electronics to cause the processor electronics to determine if the email comprises a

cloaked placeholder.

4. The ID cloaking system of claim 3, further comprising instructions that are executable
by the processor electronics to cause the processor electronics to replace the cloaked placeholder with

end user specified information from the end user profile.

5. The ID cloaking system of claim 1, wherein the user profile is further comprised of an

end user first name.

6. The ID cloaking system of claim 5, wherein the user profile was configured by the end

user to associate the end user first name with a cloaked end user first name placeholder.

7. A non-transitory computer readable medium for a ID cloaking system having
instructions stored thereon that are executable by processor electronics to:

receive an email addressed to a cloaked end user address, wherein the email is sent from a
relying party email address, and wherein the domain of the cloaked end user address
and the domain associated to the cloaked ID system are the same domain,;

identify an end user specified address as well as any URLs associated to the cloaked end user
address by an end user profile;

determine whether the end user profile contains a previous association between the relying
party address and a cloaked relying party email address, wherein the relying party
address has a different domain than the cloaked relying party email address;

where the end user profile does not contain a previous association between the relying party
address and the cloaked relying party email address, then generate a new cloaked
relying party email address and associate the new cloaked relying party email address
to the end user profile, the cloaked end user address and any of the said associated
relying-party URLs, wherein the new cloaked relying party email address is generated
with a domain different than the relying party address; and
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send the email to the identified end user specified address, wherein the email is configured

with a reply-to email address comprising the new cloaked relying party email address.

8. The non-transitory computer readable medium of claim 7, wherein the new cloaked

relying party email address has a domain that is the same as the cloaked end user address.

0. The non-transitory computer readable medium of claim 7, further comprising
instructions that are executable by the processor electronics to cause the processor electronics to

determine if the email comprises a cloaked placeholder.

10.  The non-transitory computer readable medium of claim 9, further comprising
instructions that are executable by the processor electronics to cause the processor electronics to

replace the cloaked placeholder with end user specified information from the end user profile.

11.  The non-transitory computer readable medium of claim 7, wherein the user profile is

further comprised of an end user first name.

12.  The non-transitory computer readable medium of claim 11, wherein the user profile
was configured by the end user to associate the end user first name with a cloaked end user first name

placeholder.

13. A non-transitory computer readable medium for a ID cloaking system having
instructions stored thereon that are executable by processor electronics to:

receive an email addressed to a cloaked end user address, wherein the email is sent from a
relying party email address, and wherein the domain of the cloaked end user address
and the domain associated to the cloaked ID system are the same domain,;

identify an end user specified address associated to the cloaked end user address by an end
user profile;

determine whether the end user profile contains a previous association between the relying
party address and a cloaked relying party email address, wherein the relying party

address has a different domain than the cloaked relying party email address;
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where the end user profile does not contain a previous association between the relying party
address and the cloaked relying party email address, then generate a new cloaked
relying party email address and associate the new cloaked relying party email address
to the end user profile, the cloaked end user address, wherein the new cloaked relying
party email address is generated with a domain different than the relying party address;
and

send the email to the identified end user specified address, wherein the email is configured

with a reply-to email address comprising the new cloaked relying party email address.

14.  The non-transitory computer readable medium 13, wherein the new cloaked relying

party email address has a domain that is the same as the cloaked end user address.

15.  The non-transitory computer readable medium of claim 13, further comprising
instructions that are executable by the processor electronics to cause the processor electronics to

determine if the email comprises a cloaked placeholder.

16.  The non-transitory computer readable medium of claim 15, further comprising
instructions that are executable by the processor electronics to cause the processor electronics to

replace the cloaked placeholder with end user specified information from the end user profile.

17.  The non-transitory computer readable medium of claim 13, wherein the user profile is

further comprised of an end user first name.

18.  The non-transitory computer readable medium of claim 17, wherein the user profile
was configured by the end user to associate the end user first name with a cloaked end user first name

placeholder.

19.  The non-transitory computer readable medium of claim 13, wherein the user profile is

further comprised of at least one URL associated to the cloaked end user address.
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ABSTRACT OF THE DISCLOSURE

The disclosed tools include are tools to efficiently protect privacy for end users and
others on the Internet when communicating with others. Specifically, tools disclosed include tools to
enable an end user’s device to communicate via email with others such as relying-parties such as
merchants without revealing her information to the relying-party such as her email address, name or
any other information she desires to keep confidential while still being able to have commercially

useful transactions with the relying parties and others.
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FIG. 184

Example Purchase flow with ID-Cloaking

Using autoGraph linked sign-in allows identity cloaking to be automatically linked into the payment and shipping information, cloaking all personal

information effortlessly.
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