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7) ABSTRACT

Explicit routing of network traffic over RPR rings using
MPLS signaling techniques, including unnumbered links. A
modified LSP_TUNNEL INTERFACE_ID object is pro-
vided with a RPR IP address instead of the conventional
LSR Router ID, and with a direction indicator in place of the
conventional interface ID. A novel subobject is included in
the ERO and RRO, which holds the RPR IP address of the
sending node in place of the conventional router ID, and a
direction indicator in place of the conventional interface ID.
The network nodes inspect the directional indicator that is
received in a path message or a Resv message to determine
the direction in which traffic is to be sent and received in an
explicit route.
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SIGNALING MPLS OVER RPR RINGS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This Application claims the benefit of Provisional
Application No. 60/386,468, filed Jun. 5, 2002.

BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] This invention relates to communications net-
works. More particularly, this invention relates to methods
and systems for improved signaling in communications
networks configured as RPR rings and using MPLS tech-
niques.

[0004] 2. Description of the Related Art

[0005] The meanings of acronyms and certain terminol-
ogy used herein are given in Table 1.

TABLE 1
ERO Explicit route object
FEC Forwarding equivalence class
IETF Internet engineering task force
IF Interface
IP Internet protocol
IS-IS Intermediate Systems-Intermediate Systems Rout-

ing Protocol

IS-IS-TE IS-IS enhancements for traffic engineering
LDP Label distribution protocol

LSP Label-switched path

LSR Label-switching router

MAC Media access control

MPLS Multi-protocol label switching

MPLS-TE MPLS traffic engineering

OSPF Open Shortest path First. A routing protocol

OSPF-TE OSPF enhancements used in traffic engineering

Resv message A message carrying a reservation request from a
receiver to a sender

RFC Request for comments

RPR Resilient packet rings - a protocol
RR Record route

RRO Record route object

RSVP Resource reservation protocol

RSVP-TE An extension of RSVP, used in traffic engineering
SNMP Simple Network Management Protocol

SRP Spatial reuse protocol

TE Traffic engineering

TLV Type-Length-Value. An encoding scheme

[0006] Multi-protocol label switching is a well-known
method for transporting information formatted in multiple
protocols using packets. The packets, when entering a
MPLS system, are prefixed by one or more tags, called
MPLS tags, which are followed by the original packet.

[0007] MPLS is described in detail by Rosen et al., in the
IETF document, RFC-3031, entitled Multiprotocol Label
Switching Architecture (January, 2001). This RFC, as well as
other IETF RFC’s cited hereinbelow, is available on the
Internet at www.ietf.org/rfc.html, or from the IETF Secre-
tariat, c/o Corporation for National Research Initiatives,
1895 Preston White Drive, Suite 100, Reston, Va. 20191-
5434, US.A.

[0008] In conventional IP routing, each router along the
path of a packet sent through the network analyzes the
packet header and independently chooses the next hop for
the packet by running a routing algorithm. In MPLS, how-
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ever, each packet is assigned to a forwarding equivalence
class (FEC) when it enters the network, depending on its
destination address. The packet receives a short, fixed-length
label identifying the FEC to which it belongs. All packets in
a given FEC are passed through the network over the same
path by label-switching routers (LSRs). Unlike IP routers,
label-switching routers simply use the packet label as an
index to a look-up table, which specifies the next hop on the
path for each FEC and the label that the LSR should attach
to the packet for the next hop.

[0009] Since the flow of packets along a label-switched
path (LSP) under MPLS is completely specified by the label
applied at the ingress node of the path, a LSP can be treated
as a tunnel through the network. Such tunnels are particu-
larly useful in network traffic engineering, as well as com-
munication security. MPLS tunnels are established by “bind-
ing” a particular label, assigned at the ingress node to the
network, to a particular FEC. Multiple tunnels may belong
to the same FEC, but each tunnel will have its own label
binding. In accordance with the conventions of IP networks,
tunnels are necessarily unidirectional. In other words,
duplex-tunneled communications between a pair of nodes at
the edges of a network requires the establishment and
binding of two separate, independent tunnels.

[0010] MPLS defines a label distribution protocol (LDP)
as a set of procedures by which one LSR informs another of
the meaning of labels used to forward traffic between and
through them. Label distribution protocols are needed in
order to set up and bind MPLS tunnels. One example of such
a protocol is RSVP-TE, which is available as the IETF
document RFC-3209, entitled RSVP-TE: Extensions to
RSVP for LSP Tunnels. RSVP-TE provides several objects
that extend the well-known Resource Reservation Protocol
(RSVP), allowing the establishment of explicitly routed
LSP’s using RSVP as a signaling protocol. RSVP itself is
described by Braden et al., in the IETF document RFC-2205,
entitled Resource ReSerVation Protocol (RSVP)—Version 1
Functional Specification (September, 1997). Section 3.10 of
this document provides for the definition of new objects and
object classes to be used in RSVP signaling, such as those
provided by RSVP-TE. Other signaling protocols for setting
a LSP are given in the IETF documents RFC-3036, entitled
LDP Specification, and RFC-3212, entitled Constraint-
Based LSP Setup using LDP.

[0011] LDP is used for hop-by-hop automatic generation
of the LSP and is not relevant for traffic engineering appli-
cations. RSVP-TE and CR-LDP are both suited for MPLS-
TE. MPLS-TE is described in the IETF document RFC-
2702, entitled Requirements for Traffic Engineering Over
MPLS, and includes the capability for selecting an explicit
route for the LSP from the source node, adding bandwidth
reservations for the LSP along the path, and setting up a
protection mechanism.

[0012] MPLS and LSP techniques have been employed to
some extent in networks having ring configurations. The
leading bi-directional protocol for high-speed packet rings is
the resilient packet rings (RPR) protocol, which is in the
process of being defined as IEEE standard 802.17. Network-
layer routing over RPR is described, for example, by Jogale-
kar et al., in IP over Resilient Packet Rings (Internet Draft
draft-jogalekar-iporpr-00), and by Herrera et al., in A Frame-
work for IP over Packet Transport Rings (Internet Draft
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draft-ietf-ipoptr-framework-00). A proposed solution for
media access control (MAC—protocol layer 2) in bi-direc-
tional ring networks is the Spatial Reuse Protocol (SRP),
which is described by Tsiang et al., in the IETF document
RFC-2892, entitled The Cisco SRP MAC Layer Protocol.
Using protocols such as these, each node in a ring network
can communicate directly with all other nodes through either
the inner or the outer ring, using the appropriate Media
Access Control (MAC) addresses of the nodes. The terms
“inner” and “outer” are used arbitrarily herein to distinguish
the different ring traffic directions, as are the terms “east”
and “west” and “clockwise” and “counterclockwise.” These
terms have no physical meaning with respect to the actual
configuration of the network.

[0013] An explicit route in MPLS is established by pro-
viding a list of hops within the LSP in a signaling message
of a path signaling protocol, e.g. RSVP or CDR-LDP.
Typically the protocol provides options to mandate or
exclude particular hops, and to provide for “loose hops”, that
is, hops in which first and last nodes are specified, but
intermediate nodes are not of concern, and are not specified.
In this context, the term hop includes any kind of IP address,
and can specify a port within a node, or simply indicate the
node generally. Interface IP addresses are used when a node
has multiple interfaces, and the operator wishes to specify
the interface through which the traffic is to pass.

[0014] In order to conserve IP addresses, it is recom-
mended that point-to-point interfaces not be assigned an IP
address. This is made possible by the use of unnumbered
interfaces. The use of unnumbered interfaces for MPLS
signaling is described in an IETF draft document Signalling
Unnumbered Links in CR-LDP (draft-ietf-mpls-crldp-un-
num-10.txt, available at http://www.ietf.org/internet-drafts/
draft-ietf-mpls-crldp-unnum-10.txt), and an IETF draft
document Signalling Unnumbered Links in RSVP-TE (draft-
ietf-mpls-rsvp-unnum-08.txt, available at http://www.iet-
f.org/internet-drafts/draft-ietf-mpls-rsvp-unnum-08.txt).

[0015] The ability to establish explicit routes when using
MPLS together with RPR is an important function that is
currently unavailable in the art. A RPR MAC on a node has
two physical interfaces, “east” and “west”, but is assigned a
single MAC address and therefore a single IP address. Nodes
that are interconnected on a RPR ring behave as a multi-
access network from the external perspective of an IP
device. However, from the perspective of internal traffic
flow, the RPR ring looks like a point-to-point network. In
contrast, an Ethernet multi-access LAN appears as a multi-
access network from both perspectives.

SUMMARY OF THE INVENTION

[0016] When signaling a MPLS path between two nodes
on a RPR or a SRP ring, it is possible that different packets
of the same traffic entity could be routed in different direc-
tions in the ring. In order to establish an explicit route for the
traffic, it would be desirable for the network operator to be
able select the direction to be followed by a given packet. It
would also be desirable for the operator to determine the
direction followed by a packet by examination of the RPR
record-route object (RR), and to monitor traffic in each
direction. Differentiation of direction using IP is not pos-
sible, since a RPR interface has one IP address for both
physical interfaces. Differentiation of direction using the
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above-noted unnumbered techniques also is not possible.
Unnumbered links as currently known are simply point-to-
point links, and their interface identification fields (interface
ID’s) lack sufficient specification to enable directions to be
designated within a RPR ring. Thus, the desired capabilities
are not currently available using known techniques.

[0017] It is therefore a primary object of some aspects of
the present invention to enable explicit routing of network
traffic over RPR rings using MPLS signaling techniques.

[0018] It is another object of some aspects of the present
invention to improve unnumbered interfaces for MPLS
signaling.

[0019] TItis a further object of some aspects of the present
invention to enable a node in a RPR ring to evaluate the
interface ID of an unnumbered link, which is locally con-
figured for another node of the ring, in order to determine an
explicit route of traffic within the ring.

[0020] These and other objects of the present invention are
attained by initially presenting the RPR link to routing
protocols, such as OSPF-TE or IS-IS-TE, as an unnumbered
interface. A label-switched path tunnel interface identifica-
tion (LSP_TUNNEL_INTERFACE_ID) object is provided
with a RPR IP address instead of a conventional LSR Router
ID, and is provided with a direction indicator in place of a
conventional interface ID. Then, using a signaling protocol,
a novel subobject is created for the ERO and RRO, which
holds the RPR IP address of the sending node in place of the
conventional router ID, and holds a direction indicator in
place of the conventional interface ID. The network nodes
inspect a path message, which contains the directional
indicator, in order to determine the direction in which traffic
is to be sent. The explicit route selected is indicated in a
Resv message.

[0021] The invention provides a method for establishing a
data-link service between two nodes of a data network that
is configured as a ring, such as a RPR or SRP ring, wherein
internodal traffic moves around the ring in a first predeter-
mined direction and in a second predetermined direction.
The method is carried out by assigning a first local address
to a first node of the network and a second local address to
a second node thereof, and transmitting a first signaling
message from the first node around the ring to the second
node in the first predetermined direction. The first signaling
message includes the first local address and an indicated
interface of the first node for transmitting traffic toward the
second node in the first predetermined direction. The method
is further carried out by verifying that the first local address
of the first signaling message at the second node matches the
second local address, and thereafter returning a second
signaling message from the second node around the ring to
the first node in the second predetermined direction. The
second signaling message includes the second local address
and an indicated interface of the second node that receives
traffic traveling from the first node around the ring in the
second predetermined direction.

[0022] An aspect of the method includes presenting a link
to the network as an unnumbered interface for use in a
routing protocol, which can be OSPF-TE or IS-IS-TE.

[0023] Another aspect of the method includes disabling a
requirement of the second node that the first signaling
message must be received via the indicated interface.
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[0024] In yet another aspect of the method, prior to
returning the second signaling message, it is verified that the
first signaling message was received at the second node via
the indicated interface of the second node.

[0025] According to yet another aspect of the method, the
first local address and the second local address are RPR IP
addresses or SRP IP addresses.

[0026] According to a further aspect of the method, the
first signaling message includes an unnumbered explicit
route object, which is inserted in the first signaling message
by the first node.

[0027] According to yet another aspect of the method, the
first signaling message includes an unnumbered record route
object, which is inserted in the first signaling message by the
first node.

[0028] According to still another aspect of the method, the
unnumbered record route object includes the first local
address and the indicated interface of the first node.

[0029] According to still another aspect of the method, the
second signaling message includes an unnumbered record
route object, which is inserted in the second signaling
message by the second node.

[0030] According to an additional aspect of the method,
the unnumbered record route object includes the second
local address and the indicated interface of the second node.

[0031] According to an additional aspect of the method,
the first local address and the indicated interface of the first
node are carried in fields of a subobject of the explicit route
object.

[0032] According to one aspect of the method, the ring
includes a first ringlet for carrying traffic in the first prede-
termined direction and a second ringlet for carrying traffic in
the second predetermined direction.

[0033] The invention provides a communications net-
work, including a first node and a second node configured.
to operate as label-switched routers to convey traffic ther-
ebetween, the first node and the second node are nodes that
are disposed along a ring, and respectively have a first local
address and a second local address. The first node and the
second node each have east and west interfaces with the
ring, and are configured such that responsively to a request
to initiate a data-link service between the first node and the
second node, the first node transmits a first signaling mes-
sage via one of the east and west interfaces thereof around
the ring to the second node. The first signaling message
contains an unnumbered explicit route object that includes
an indication of a predetermined direction around the link
for the data-link service and an identification of the first
node. Responsively to the first signaling message, the sec-
ond node returns a second signaling message via one of the
east and west interfaces thereof around the ring to the first
node. The second signaling message contains an unnum-
bered return route object that includes an indication of the
east or west interface of the second node, whichever receives
traffic moving in the predetermined direction.

[0034] According to an additional aspect of the commu-
nications network, prior to returning the second signaling
message, the second node is further configured to verify that
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the first signaling message was received at the second node
via a designated interface of the first node.

[0035] According to still another aspect of the communi-
cations network, the first node is adapted to present an
unnumbered interface for use with traffic engineering
enhancements of a routing protocol.

[0036] According to an additional aspect of the commu-
nications network, the routing protocol is OSPEF-TE or
IS-IS-TE.

[0037] According to still another aspect of the communi-
cations network, the ring is a RPR ring.

[0038] According to yet another aspect of the communi-
cations network, the first local address and the second local
address are RPR IP addresses.

[0039] According to one aspect of the communications
network, the ring is a SRP ring.

[0040] According to another aspect of the communica-
tions network, the first local address and the second local
address are SRP IP addresses.

[0041] According to a further aspect of the communica-
tions network, the first local address and the indication of the
predetermined direction are carried in fields of a subobject
of the explicit route object.

[0042] According to another aspect of the communica-
tions network, the ring includes a first ringlet for carrying
traffic in a first predetermined direction and a second ringlet
for carrying traffic in a second predetermined direction.

[0043] The invention provides a communications net-
work, including an unnumbered first node and an unnum-
bered second node configured to operate as label-switched
routers to convey traffic therebetween. The first node and the
second node are nodes along a ring, and respectively have a
first local address and a second local address. The first node
and the second node each have east and west interfaces with
the ring, and are configured such that responsively to a
request to initiate a data-link service between the first node
and the second node, the first node transmits a first signaling
message via one of the east and west interfaces thereof
around the ring to the second node. The first signaling
message contains a label-switched path tunnel interface
identification object and has an indicator of a predetermined
direction for traffic of the data-link service traveling around
the ring and an identification of the first node.

[0044] The invention provides a method for establishing a
data-link service between two nodes of a data network that
is configured as a ring, which is carried out by configuring
an unnumbered first node and an unnumbered second node
to operate as label-switched routers to convey traffic ther-
ebetween. The first node and the second node are nodes
along the ring, and respectively have a first local address and
a second local address. The first node and the second node
each have east and west interfaces with the ring. The method
is further carried out by responsively to a request to initiate
the data-link service, by transmitting a first signaling mes-
sage via one of the east and west interfaces of the first node
around the ring to the second node, wherein the first sig-
naling message contains a label-switched path tunnel inter-
face identification object that has an indicator of a prede-
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termined direction for traffic of the data-link service
traveling around the ring and an identification of the first
node.

BRIEF DESCRIPTION OF THE DRAWINGS

[0045] For a better understanding of these and other
objects of the present invention, reference is made to the
detailed description of the invention, by way of example,
which is to be read in conjunction with the following
drawings, wherein like elements are given like reference
numerals, and wherein:

[0046] FIG. 1 is a diagram of a RPR network that is
constructed and operative in accordance with a disclosed
embodiment of the invention;

[0047] FIG. 2 is a diagram of a LSP_TUNNEL_INTER-
FACE_ID object according to the prior art;

[0048] FIG. 3 is a diagram of a subobject of an ERO that
is used to specify unnumbered links according to the prior
art;

[0049] FIG. 4 is a diagram of a LSP_TUNNEL_INTER-
FACE_ID object, which is constructed and operative in
accordance with a disclosed embodiment of the invention to
serve as a RPR interface identifier;

[0050] FIG. 5 is a diagram of a subobject of an ERO,
which is constructed and operative in accordance with a
disclosed embodiment of the invention;

[0051] FIG. 6 is a flow-chart illustrating strict processing
of an ERO according to a disclosed embodiment of the
invention;

[0052] FIG. 7 is a flow chart illustrating loose processing
of an ERO according to a disclosed embodiment of the
invention;

[0053] FIG. 8 is a diagram of a subobject of a RRO

according to a disclosed embodiment of the invention; and

[0054] FIG. 9 is a diagram of the RPR network similar to
FIG. 1, with the addition of a route that is followed by a path
message.

DETAILED DESCRIPTION OF THE
INVENTION

[0055] In the following description, numerous specific
details are set forth in order to provide a thorough under-
standing of the present invention. It will be apparent to one
skilled in the art, however, that the present invention may be
practiced without these specific details. In other instances
well-known circuits, control logic, and the details of com-
puter program instructions for conventional algorithms and
processes have not been shown in detail in order not to
unnecessarily obscure the present invention.

[0056] Software programming code, which embodies
aspects of the present invention, is typically maintained in
permanent storage, such as a computer readable medium. In
a client/server environment, such software programming
code may be stored on a client or a server. The software
programming code may be embodied on any of a variety of
known media for use with a data processing system, This
includes, but is not limited to, magnetic and optical storage
devices such as disk drives, magnetic tape, compact discs
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(CD’s), digital video discs (DVD’s), and computer instruc-
tion signals embodied in a transmission medium with or
without a carrier wave upon which the signals are modu-
lated. For example, the transmission medium may include a
communications network, such as the Internet.

[0057] Overview.

[0058] In an explicit route, for example in RSVP, a RSVP
signaling packet must be received from the interface that is
specified in an ERO, which is defined in the above-noted
document RFC-3209. Otherwise, an error occurs, and the
packet is discarded. This restriction may be disabled in the
case of RPR rings. It is convenient, and sometimes essential
to send control traffic only in one direction through the ring.

[0059] A brief comment on unnumbered link terminology
will facilitate understanding of the invention herein. In an
unnumbered link between LSR’s A and B. LSR A and LSR
B each choose an identifier for that link. From the perspec-
tive of LSR A, the identifier assigned by LSR A to the link
is referred to as the “link local identifier”, or simply the local
identifier, and the identifier assigned by LSR B to the link is
referred to as the “link remote identifier” or simply “remote
identifier”. The interfaces of LSR A and LSR B to the link
are referred to as the local and remote interface, respectively.

[0060] Likewise, from the perspective of LSR B, the
identifiers assigned by LSR B and LSR A to the link are
referred to as the local identifier and the remote identifier,
respectively. The interfaces of LSR B and LSR A to the link
are referred to as the local and remote interface, respectively.

[0061] In RPR it is assumed that sending a packet to the
“east” implies that the packet leaves the sending node via its
east interface, and the destination node receives the packet
from the “west”, via its west interface. This assumption
simplifies the processing of the interface ID’s.

[0062] Asingle IP address is assigned for each RPR MAC,
as is presently done in the case of multi-access IP connec-
tivity. A constant unnumbered indication is provided in a
subobject of the ERO or a RRO that specifies the use of
either the east or the west interface of the RPR MAC, which
is equivalent to specifying the use of the eastbound or the
westbound ringlet and thus equivalent to specifying a par-
ticular direction in which traffic is moving. This avoids
negotiating local and remote interface ID’s. Finally, instead
of providing a router ID, as in the conventional unnumbered
IP protocol, the ERO and RRO each include a modified
subobject that contains the RPR IP address.

[0063] The path message used for establishing a LSP
forwarding adjacency includes an unnumbered route object,
that is an ERO, RRO (or both), that was inserted by the
sender node. As noted above, this route object includes an
indication of the desired traffic direction in the case of an
ERO and the actual path taken in the case of a RRO. The
node that receives the path message ignores the actual side
from which the packet was received, and instead processes
the path message responsively to the indication in the route
object. A Resv message is returned with a RRO, which is
also modified in the same manner as the route object of the
path message, and which contains an indication of the
interface that was stipulated in the path message.

[0064] The above-described technique is applicable to
both RSVP-TE and CR-LDP. Except as noted, the ERO and
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RRO are otherwise processed as described in the above-
noted documents, Signalling Unnumbered Links in CR-LDP,
and Signalling Unnumbered Links in RSVP-TE, as the case
may be.

[0065] The invention can be carried out using either strict
RSVP processing, in which a node must consider the direc-
tion from which a signaling packet is received, or loose
RSVP processing, in there is no such consideration. The
invention can be practiced in configurations that employ
constant settings for the interface ID’s, or in configurations
in which they can be varied.

EXAMPLE 1

(RSVP-TE)

[0066] Reference is now made to FIG. 1, which is a
diagram of a SRP or a RPR network 10 that is constructed
and operative in accordance with a disclosed embodiment of
the invention. The embodiments herein are primarily dis-
closed with reference to RPR networks, but are adaptable to
SRP networks by those skilled in the art. The network 10 has
nodes 12, 14, 16, 18, which are connected by an outer
clockwise-directed ringlet 20 for eastbound traffic, and an
inner counterclockwise-directed ringlet 22 for westbound
traffic. The traffic flows in the clockwise-directed ringlet 20
and the counterclockwise-directed ringlet 22 are indicated
by clockwise and counter-clockwise arrows respectively.

[0067] There are constant index settings in the node inter-
faces of the network 10, in which the values 0 and 1 indicate
a west interface and an east interface, respectively. This
convention is assumed to be known to all the nodes 12, 14,
16, 18. In addition, each of the nodes 12, 14, 16, 18 is
assigned an IP address. As noted above, the IP address is
common to both the node’s east and west interfaces. Fur-
thermore, all of the IP addresses representing the RPR
interfaces within the network 10 must be in a common IP
subnet. If desired, each of the nodes 12, 14, 16, 18 may be
additionally assigned a router ID address and may also have
additional interfaces. While the router ID address and the
additional interfaces are not needed to carry out the inven-
tion, they do not interfere.

[0068] Reference is now made to FIG. 2, which is a
diagram of a LSP_TUNNEL_INTERFACE_ID object 24,
which is specified in the above-noted document, Signalling
Unnumbered Links in RSVP-TE. The LSP_TUN-
NEL_INTERFACE_ID object 24 represents the LSP as a
virtual interface for the purpose of traffic engineering, and
can appear in either a path message or a Resv message. In
the former case, it is sometimes known as the forward
interface ID; in the latter case, it is sometimes known as the
reverse interface ID. The LSP_TUNNEL INTERFACE ID
object 24 is also used to represent an actual interface or a
virtual interface in other traffic engineering tools, such as
OSPF-TE.

[0069] The LSP_TUNNEL_INTERFACE_ID object 24
includes fields for a LSR router ID 26 and an interface ID 28.
The LSR router ID 26 is usually the host IP address of the
LSR sending an ERO. The interface ID 28 is a local
identifier assigned by this router to the interface. The local
identifier is typically an ifIndex of the well-known network
management protocol SNMP, but may be any local assigned
number.
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[0070] Reference is now made to FIG. 3, which is a
diagram of a subobject 30 of a conventional ERO that is
used to specify unnumbered links, which in a LSP are
typically represented as virtual interfaces. The subobject 30
is described in the above-noted document, Signalling
Unnumbered Links in RSVP-TE, and includes fields for a
router ID 32 and an interface ID 34. The interface ID 34 is
an identifier that is assigned to a link by the LSR specified
by the router ID 32. Conventionally, the subobject 30 and the
LSP_TUNNEL_INTERFACE_ID object 24 (FIG. 2) are
included in an ERO that is sent in a path message.

[0071] Reference is now made to FIG. 4, which is a
diagram of a LSP_TUNNEL_INTERFACE_ ID object 36
that is constructed and operative in accordance with a
disclosed embodiment of the invention. The LSP_TUN-
NEL_INTERFACE_ID object 36 includes fields for a RPR
IP address 38, which replaces the LSR Router ID 26 and a
direction indicator 40, which replaces the interface ID 28
(FIG. 2). The values 0 and 1 of the direction indicator 40
indicate westerly and easterly directions respectively. It will
be understood that this convention is exemplary, and many
different values could be used for direction designation. As
noted above, the meanings of the values of the direction
indicator 40 are known to all nodes in the network 10 (FIG.
1). The LSP_TUNNEL_INTERFACE_ID object 36 is used
to represent the RPR interface in traffic engineering tools,
such as OSPF-TE or IS-IS-TE.

[0072] Reference is now made to FIG. 5, which is a
diagram of a subobject 42, which is constructed and opera-
tive in accordance with a disclosed embodiment of the
invention. The subobject 42 is substituted for the subobject
30 (FIG. 3) in a path message. The subobject 42 includes
fields for a RPR IP address 44 of the sending node in place
of the router ID 32 (FIG. 3) and a direction indicator 46 in
place of the interface ID 34.

[0073] Referring again to FIG. 1 and FIG. 5, suppose that
using the RSVP-TE protocol, it is desired to establish a
clockwise MPLS tunnel 48 (FIG. 1) between the node 12
and the node 16 on the clockwise-directed ringlet 20, which
exits the node 12 through its west interface 50, and enters the
node 16 via its east interface 52. It is assumed that the nodes
12, 16 have been assigned RPR IP addresses IprprA and
IprprC, respectively. The subobject 42 (FIG. 5) is populated
with information specific to the nodes 12, 16 as described
above, and is included in an ERO. This ERO is included in
a path message, which is transmitted from the node 12 to the
node 16. At the node 16, the ERO undergoes either strict or
loose RSVP processing. Alternatively, the ERO could
specify a different node, having an address such as IprprB,
and could specify that the tunnel use the east interface of the
node 12.

[0074] Reference is now made to FIG. 6, which is a flow
chart illustrating a method of strict processing of an ERO
according to a disclosed embodiment of the invention. Strict
processing is elected when the path message is expected to
be received from a particular ringlet. The method is dis-
closed with reference to the example of FIG. 1, and further
with reference to FIG. 5.

[0075] The process begins at initial step 54, in which an
ERO is configured as described above, and transmitted in a
path message from the node 12 to the node 16 along the
clock-wise-directed ringlet 20. It should be noted that due to
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the multi-access nature of RPR, the node 14 does not receive
the packet that includes the path message in its protocol
stack, and therefore ignores it.

[0076] Next at decision step 56, a determination is made
by the node 16 whether the path message transmitted in
initial step 54 was received on the clockwise-directed ringlet
20 via the east interface 52. This step guarantees that only
messages reaching the node 16 in the designated direction
are to be processed.

[0077] If the determination at decision step 56 is negative,
then the process fails at final step 58.

[0078] If the determination at decision step 56 is affirma-
tive, then control proceeds to decision step 60. In decision
step 60, a logical AND operation is performed by the node
16 on the RPR IP address of the node 16 and the RPR subnet
mask (IPrprC & RPR subnet mask). A logical AND opera-
tion is also performed by the node 16 on the RPR IP address
of the node 12, which was received in the ERO that was
transmitted in initial step 54, and the RPR subnet mask
(IPrprA & RPR subnet mask). Both results are now com-
pared, and a determination is made whether the two logical
AND operations yield equal results.

[0079] If the determination at decision step 60 is negative,
an error has occurred, and control proceeds to final step 58.

[0080] If the determination at decision step 60 is affirma-
tive, then control proceeds to final step 62, where strict
processing ends successfully. Establishment of a LSP can
now proceed.

[0081] Reference is now made to FIG. 7, which is a flow
chart illustrating a method of loose processing of an ERO
according to a disclosed embodiment of the invention. The
method is disclosed with reference to the example of FIG.
1, and further with reference to FIG. 5. The method in FIG.
7 has steps in common with the flow chart of FIG. 6, the
disclosures of which are not generally repeated in the
interest of brevity. Loose processing is typically performed
when the path message is allowed to be received via either
of a node’s east and west interfaces, and it is not required to
check for consistency as to the direction traveled by the
received path message.

[0082] Initial step 54 is performed as disclosed above.
Control then proceeds directly to decision step 60. In the
example of FIG. 1, it is simply assumed the traffic will be
received from the east as indicated by the direction indicator
46 (FIG. 5) that was assigned by the node 12.

[0083] If the determination at decision step 60 is negative,
then loose processing fails at final step 58. Otherwise,
control proceeds to final step 62, in which loose processing
ends successfully.

[0084] Reference is now made to FIG. 8, which is a
diagram of a TLV-encoded subobject 64 of an unnumbered
RRO according to a disclosed embodiment of the invention.
The description of FIG. 8 should be read in conjunction with
FIG. 1. The RRO is defined generally in the above-noted
document RFC-3036, and is optionally requested in the path
message. If such a request exists, it appears twice: once in
the path message generated by the generating node (node
12) to the receiving node (node 16) (FIG. 1) and once in the
Resv message returned by the receiving node (node 16) to
the generating node (node 12). The subobject 64 includes

Dec. 11, 2003

fields for a RPR IP address 66 of the generating node and a
direction indicator 68. The subobject 64 is appended to a
RRO, thereby creating a modified RRO. In the above-noted
path message, the RPR IP address 66 is that of the node
creating the object (node 12). The direction indicator 68 is
set to the value 0, indicating that the actual traffic is expected
to be sent from the eastbound interface of the generating
node (west interface 50), traveling along the clockwise-
directed ringlet 20 (FIG. 1). In the above-noted Resv
message, the RPR IP address 66 is that of the node creating
the object, (node 16). The direction indicator 68 is set to the
value 1, indicating that the actual traffic is expected to be
received from the eastbound interface of the node 16 (east
inter-face 52), traveling along the counterclockwise-directed
ring-let 22.

[0085] In the case of the RRO, whether it is included in a
path message or in a Resv message, one of the procedures
disclosed with reference to FIG. 6 and FIG. 7 is performed.
It will be noted that the identities of the sending node and
receiving node are different. The details of these methods are
not repeated.

[0086] Reference is now made to FIG. 9, which is a
diagram of the RPR network 10 similar to FIG. 1, with the
addition of a signaling packet route 70 that is followed by a
path message from the node 12 to the node 16. The route 70
is westbound along the counterclockwise-directed ringlet
22, leaving the node 12 via its east interface 72 and entering
the node 16 through its west interface 74. Assuming that the
subobjects in the path message are configured identically as
described above in the discussion of FIG. 6 and FIG. 7, if
loose processing is in force, the path message would be
accepted by the node 16. Actual data follows the path from
the node 12 to the node 16 in the clockwise-direction along
the clockwise-directed ringlet 20 in the same manner as was
disclosed above in the discussion of the ERO object. How-
ever, if strict processing is in effect, the path message would
be rejected by the node 16.

[0087] It will be appreciated by persons skilled in the art
that the present invention is not limited to what has been
particularly shown and described hereinabove. Rather, the
scope of the present invention includes both combinations
and sub-combinations of the various features described
hereinabove, as well as variations and modifications thereof
that are not in the prior art, which would occur to persons
skilled in the art upon reading the foregoing description.

1. A method for establishing a data-link service between
two nodes of a data network that is configured as a ring,
wherein internodal traffic moves around the ring in a first
predetermined direction and in a second predetermined
direction, comprising the steps of:

assigning a first local address to a first node of said
network and a second local address to a second node
thereof;

transmitting a first signaling message from said first node
around said ring to said second node in said first
predetermined direction, said first signaling message
comprising said first local address and an indicated
interface of said first node for transmitting traffic
toward said second node in said first predetermined
direction;
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verifying that said first local address of said first signaling
message at said second node matches said second local
address; and

thereafter returning a second signaling message from said
second node around said ring to said first node in said
second predetermined direction, said second signaling
message comprising said second local address and an
indicated interface of said second node that receives
traffic traveling from said first node around said ring in
said second predetermined direction.

2. The method according to claim 1, further comprising
the step of presenting a link to said network as an unnum-
bered interface for use in a routing protocol.

3. The method according to claim 2, wherein said routing
protocol is OSPF-TE.

4. The method according to claim 2, wherein said routing
protocol is IS-IS-TE.

5. The method according to claim 1, further comprising
the step of disabling a requirement of said second node that
said first signaling message must be received via said
indicated interface.

6. The method according to claim 1, further comprising
the step of:

prior to performing said step of returning a second sig-
naling message, verifying that said first signaling mes-
sage was received at said second node via said indi-
cated interface of said second node.

7. The method according to claim 1, wherein said ring is
a RPR ring.

8. The method according to claim 7, wherein said first
local address and said second local address are RPR IP
addresses.

9. The method according to claim 1, wherein said ring is
a SRP ring.

10. The method according to claim 9, wherein said first
local address and said second local address are SRP IP
addresses.

11. The method according to claim 1, wherein said first
signaling message comprises an unnumbered explicit route
object, said explicit route object being inserted in said first
signaling message by said first node.

12. The method according to claim 1, wherein said first
signaling message comprises an unnumbered record route
object, said record route object being inserted in said first
signaling message by said first node.

13. The method according to claim 12, wherein said
unnumbered record route object includes said first local
address and said indicated interface of said first node.

14. The method according to claim 1, wherein said second
signaling message comprises an unnumbered record route
object, said record route object being inserted in said second
signaling message by said second node.

15. The method according to claim 14, wherein said
unnumbered record route object includes said second local
address and said indicated interface of said second node.

16. The method according to claim 11, wherein said first
local address and said indicated interface of said first node
are carried in fields of a subobject of said explicit route
object.

17. The method according to claim 1, wherein said ring
comprises a first ringlet for carrying traffic in said first
pre-determined direction and a second ringlet for carrying
traffic in said second predetermined direction.
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18. A communications network, comprising;:

a first node and a second node configured to operate as
label-switched routers to convey traffic therebetween,
said first node and said second node being nodes along
a ring, and respectively having a first local address and
a second local address, said first node and said second
node each having east and west interfaces with said
ring, and being configured such that responsively to a
request to initiate a data-link service between said first
node and said second node, said first node transmits a
first signaling message via one of said east and west
interfaces thereof around said ring to said second node;

wherein said first signaling message contains an unnum-
bered explicit route object that includes an indication of
a predetermined direction around said link for said
data-link service and an identification of said first node;

wherein responsively to said first signaling message, said
second node returns a second signaling message via
one of said east and west interfaces thereof around said
ring to said first node; and

wherein said second signaling message includes an
unnumbered return route object that includes an indi-
cation of one of said east and west interfaces of said
second node that receives traffic moving in said pre-
determined direction.

19. The communications network according to claim 18,
wherein prior to returning said second signaling message,
said second node is further configured to verify that said first
signaling message was received at said second node via a
designated interface of said first node.

20. The communications network according to claim 18,
wherein said first node is adapted to present an unnumbered
interface that is adapted for use with traffic engineering
enhancements of a routing protocol.

21. The communications network according to claim 20,
wherein said routing protocol is OSPF-TE.

22. The communications network according to claim 20,
wherein said routing protocol is IS-IS-TE.

23. The communications network according to claim 18,
wherein said ring is a RPR ring.

24. The communications network according to claim 23,
wherein said first local address and said second local address
are RPR IP addresses.

25. The communications network according to claim 18,
wherein said ring is a SRP ring.

26. The communications network according to claim 25,
wherein said first local address and said second local address
are SRP IP addresses.

27. The communications network according to claim 18,
wherein said first local address and said indication of said
predetermined direction are carried in fields of a subobject
of said explicit route object.

28. The communications network according to claim 18,
wherein said ring comprises a first ringlet for carrying traffic
in a first predetermined direction and a second ringlet for
carrying traffic in a second predetermined direction.

29. A communications network, comprising:

an unnumbered first node and an unnumbered second
node configured to operate as label-switched routers to
convey traffic therebetween, said first node and said
second node being nodes along a ring, and respectively
having a first local address and a second local address,

Ex.1021 / Page 12 of 13
CISCO SYSTEMS, INC.



US 2003/0227919 Al

said first node and said second node each having east
and west interfaces with said ring, and being configured
such that responsively to a request to initiate a data-link
service between said first node and said second node,
said first node transmits a first signaling message via
one of said east and west interfaces thereof around said
ring to said second node; and

wherein said first signaling message contains a label
switched path tunnel interface identification object hav-
ing an indicator of a predetermined direction for traffic
of said data-link service traveling around said ring and
an identification of said first node.

30. The communications network according to claim 29,
wherein responsively to said first signaling message, said
second node returns a second signaling message via one of
said east and west interfaces thereof around said ring to said
first node; and

wherein said second signaling message includes an
unnumbered return route object that includes an indi-
cation of one of said east and west interfaces of said
second node that receives traffic moving in said pre-
determined direction.

31. The communications network according to claim 29,
wherein after receiving said first signaling message, said
second node is further configured to verify that said first
signaling message was received at said second node via said
one of said east and west interfaces thereof that corresponds
to said indicator of said predetermined direction in said first
signaling message.

32. The communications network according to claim 29,
wherein said first node is adapted to present an unnumbered
interface for use by traffic compliant with a routing protocol.

33. The communications network according to claim 32,
wherein said routing protocol is OSPF-TE.

34. The communications network according to claim 32,
wherein said routing protocol is IS-IS-TE.

35. The communications network according to claim 29,
wherein said ring is a RPR ring.

36. The communications network according to claim 35,
wherein said first local address and said second local address
are RPR IP addresses.

37. The communications network according to claim 29,
wherein said ring is a SRP ring.

38. The communications network according to claim 37,
wherein said first local address and said second local address
are SRP IP addresses.

39. The communications network according to claim 29,
wherein said label-switched path tunnel interface identifi-
cation object is included in an unnumbered explicit route
object.

40. The communications network according to claim 29,
wherein said ring comprises a first ringlet for carrying traffic
in a first predetermined direction and a second ringlet for
carrying traffic in a second predetermined direction.

41. A method for establishing a data-link service between
two nodes of a data network that is configured as a ring,
comprising the steps of:
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configuring an unnumbered first node and an unnumbered
second node to operate as label-switched routers to
convey traffic therebetween, said first node and said
second node being nodes along said ring, and respec-
tively having a first local address and a second local
address, said first node and said second node each
having east and west interfaces with said ring; and

responsively to a request to initiate said data-link service,
transmitting a first signaling message via one of said
east and west interfaces of said first node around said
ring to said second node, wherein said first signaling
message contains a label-switched path tunnel interface
identification object having an indicator of a predeter-
mined direction for traffic of said data-link service
traveling around said ring and an identification of said
first node.

42. The method according to claim 41, further comprising
the step of responsively to said first signaling message,
returning a second signaling message from said second node
via one of said east and west interfaces thereof around said
ring to said first node, wherein said second signaling mes-
sage includes an unnumbered return route object that
includes an indication of one of said east and west interfaces
of said second node that receives traffic moving in said
predetermined direction.

43. The method according to claim 41, wherein said
second node is further configured to verify that said first
signaling message was received at said second node via said
one of said east and west interfaces thereof that corresponds
to said indicator of said predetermined direction in said first
signaling message.

44. The method according to claim 41, wherein said ring
is a RPR ring.

45. The method according to claim 44, wherein said first
local address and said second local address are RPR IP
ad-dresses.

46. The method according to claim 41, wherein said ring
is a SRP ring.

47. The method according to claim 46, wherein said first
local address and said second local address are SRP IP
ad-dresses.

48. The method according to claim 41, wherein said
label-switched path tunnel interface identification object is
included in an unnumbered explicit route object.

49. The method according to claim 41, wherein said
label-switched path tunnel interface identification object is
included in an unnumbered return route object.

50. The method according to claim 41, wherein said ring
comprises a first ringlet for carrying traffic in a first prede-
termined direction and a second ringlet for carrying traffic in
a second predetermined direction.
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