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7) ABSTRACT

A method and apparatus for a routing scheme based on
virtual space representation is described and illustrated. In
one embodiment, the invention is a method of operating a
network. The method includes translating a topology of the
network into a digital representation in the form of multi-
dimensional spatial configuration wherein a directed dis-
tance to any destination node or site indicates the available
path options with the least or low number of hops through
the network. The method also includes adding transmission
cost data to the digital representation. The method further
includes operating the network based on the digital repre-
sentation.
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ROUTING SCHEME BASED ON VIRTUAL SPACE
REPRESENTATION

CLAIM OF PRIORITY AND CROSS
REFERENCE

[0001] This application claims priority to provisional
application serial No. 60/434,300, filed on Dec. 17, 2002,
which is hereby incorporated herein by reference.

FIELD

[0002] The present invention relates, in general, to routing
in multi-commodity flow systems, and in particular, to
routing data packets in communication networks.

BACKGROUND

[0003] Information exchange over communication net-
works is an essential part of the on-going revolution in
information technology. In packet switched communication
networks, routing of data-blocks or packets at each node is
performed based on the information contained in the header
of each packet. The networks can be classified into two
categories viz., (1) connection-based such as, Asynchronous
Transfer Mode (ATM) networks, and (i) connectionless
such as, Internet Protocol (IP) networks.

[0004] The IP protocol provides the most flexible, scal-
able, and robust platform and is currently the most wide-
spread. It is being supported by a variety of applications,
including data applications such as, Email, FTP, Web or
Internet, as well as digitized voice and video applications.
However these applications are typically served on a best-
effort basis with no real-time performance guarantees. Since
the IP packets are routed individually in a connectionless
manner, packets from a given data flow may follow different
paths through the network leading to variable performance.
Since no network resources are reserved for a given com-
munication channel, the channel performance may vary in
terms of throughput, packet delay, delay jitter, and losses.
Thus, IP protocol cannot guarantee a quality of service
(QoS) in terms of fixed bandwidth, maximum delay, or
maximum packet drop-rates.

[0005] The tasks performed by IP routers are commonly
categorized into two types, routing and forwarding. The
execution of routing protocols; creation, maintenance, and
updates of routing-tables; exchange of routing information;
and signaling are known as the routing tasks. They provide
intelligence and decision making capability to configure or
modify the data plane, in which the packet forwarding takes
place. Thus, the routing tasks are said to constitute the
control plane. Whereas, the forwarding tasks constitute the
data plane and include receiving the incoming packet, error
checking, header extraction, modification, determination of
forwarding path, data buffering, scheduling, providing inter-
nal switched path, and then, forwarding the packet to the
next hop destination. The forwarding tasks are performed on
every packet. An IP router is said to perform at wire-speed
if it can complete the forwarding tasks on the incoming
packets before the arrival of the next ones for minimum size
packets at the maximum line speeds (such as OC-48, i.e. 2.5
Gbps for example).

[0006] An IP router forwards an IP packet to its destination
(or to an intermediate next-hop node in its path) by evalu-
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ating its header information. A router first determines a key
(or destination IP-address string) from the header of each
packet and then performs a look-up in a routing table for the
best match with the key. The key may match multiple entries
in the look-up table and one entry is chosen based on the best
(or the longest prefix) match criterion. The matched entry
indicates the output port leading to the next-hop node for the
packet towards its final destination. The routing table entries
are updated regularly by the routing protocols to reflect the
dynamic network conditions. As the routing entries get
modified, the forwarding actions on the incoming packets
change accordingly.

[0007] Packets from a continuing data-stream can be for-
warded using a fast, hardware based solution in the router
design. In a data flow, once the path for the first packet (or
the first few) is established using the routing look-up table
then, a requisite entry can be introduced in the fast, hardware
based hash-tables. A hashing table consists of a set of
compressed, fixed length data entries for keys and the
corresponding output ports in a content-addressable memory
(CAM) for a quick and reliable parallel search. The ternary
CAM (TCAM) chips enable very quick searches of about 10
ns per cycle. However, CAM’s are limited in size to a few
Mb and cannot store large tables. They are also a lot more
expensive than the standard static RAM (SRAM) chips.
SRAM chips are also limited in size. Fast dynamic RAM
variants, RDRAM and DDRAM chips are also available,
which have bigger capacities. In addition to the memory
considerations, the common hashing algorithms cannot
guarantee the worst-case performance and once the algo-
rithm has to go to second or third choices for large data
tables the performance degrades. Any modifications in large
hashing tables such as updates, insertions, or removals of
entries, are rather complex and slow.

[0008] The large look-up tables are typically stored in fast
SRAM memory modules in the form of a binary or multi-bit
data tries. The trie can be constructed based on the prefix
value or the prefix length. The address key of a packet
determines the path through the multi-level trie to the final
leaf-node. The leaf-node has a pointer to the output port
leading to the next-hop destination for the packet. The trie
structure is typically optimized to complete the address
look-up in two to three memory accesses. Further speed-up
can be achieved by implementing the multi-level memory
accesses in parallel so as to support one address look-up per
memory access cycle.

[0009] In a large network the number of entries in a
look-up table of a core router can be very large. Traditional
A, B, and C type network classes result in IP addresses with
fixed prefix lengths of 8, 16, and 24-bits. The introduction of
classless network addresses (classless inter-domain routing
or CIDR) has led to a greater flexibility in address space
allocation by permitting different prefix lengths. However,
data sorting schemes that are based on exact matches of
fixed length prefixes (8, 16, and 24-bits) are not effective
with CIDR. In order to minimize the number of routing table
entries, the forwarding paths (or routes) are aggregated using
shorter length prefixes, permitting some overlap in address
spaces. However, this overlap leads to multiple matches and
then the longest prefix match (LPM) has to be selected. The
data sorting and look-up scheme has to support the LPM.
The migration from IP version-4 addressing system to IP
version-6 further complicates the issue, since the IPv6
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addresses are 128 bits long instead of 32. The data entries in
the look-up table would be correspondingly longer and
varied in prefix lengths and diverse in route aggregations.

[0010] Currently, a core IP router may have look-up
entries in excess of 140,000, which makes the route pro-
cessing rather slow and costly. Since the look-up tables are
very big, an IP router requires a processor with access to a
fast (and costly) external memory. Some performance
enhancement may be obtained by using different implemen-
tation schemes for caching, entry time-out, parallelism, and
data structure management. However, the large size of the
router look-up table remains a performance bottleneck for
high-speed operation and the main reason for high hardware
and software costs. It would be useful to make the forward-
ing decisions very fast and at low cost, thereby reducing or
eliminating costs associated with the fast memory storage,
access, and data structure management. It is also desirable to
simplify the routing tasks of route processing, table updates,
and information exchange.

[0011] In order to support the real-time voice and video
applications connection-based ATM networks are com-
monly used. In ATM networks end-to-end connections are
established as virtual circuits (VCs). The routing decisions
for call set-up and tear-down for each data-flow take place
in the control-plane, which is kept separate from the data-
plane. Each flow consists of fixed-size packets or cells and
is identified by its labels or virtual path and circuit identifiers
(VPI/VCI). The cell switching takes place in the data-plane
by label swapping and forwarding. Once the virtual circuit
between a source and destination is established, the data-
plane component of ATM switching is fast and at relatively
low cost. Thus ATM networks can provide QoS guarantees
for real-time applications. However, they do not provide the
flexibility and scalability of IP networks and are not suitable
for supporting a large number of bursty and short-lived
data-flows. In order to support many applications from the
IP platform, protocols for mapping IP over ATM are devel-
oped.

[0012] Multi Protocol Label Switching (MPLS) developed
to combine the fast and cheap label swapping technique
(from ATM) in the data plane and use IP routing protocols
in the control plane. Stand-alone MPLS routers are avail-
able, which support a mixed (IP and MPLS) traffic. An
existing ATM switch can be modified by adding an adjunct
processor running IP routing protocols to make it into a fast
and relatively cheap MPLS router with limited capabilities.
Conventional IP routing protocols or explicit routing can be
used to determine the label-switching paths and to create the
forwarding table entries for label swapping. A typical for-
warding table may have label bindings of a few hundred to
a few thousand. However, a certain fraction of the data-
traffic, which does not have an already established label-
switched path, follows the conventional IP forwarding.
Thus, fast IP forwarding remains an important factor in
determining the net performance of an MPLS router and can
otherwise act as a bottleneck.

[0013] The IP routing tables can be computed using dif-
ferent routing schemes. The common routing protocols can
be categorized into two groups, as follows:

[0014] (i) Distance-Vector or Path-Vector algorithms:
Each router maintains a distance-vector to reach every other
known destination node in the network in terms of the
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minimum number of hops or total cost. Each router forms a
consistent picture of the entire network topology and load
conditions by exchanging distance-vector (or path-vector)
information with its neighbors and modifying its entries
accordingly. The information is updated on a regular basis to
take into account the dynamic network conditions. Common
protocols based on the distance-vector algorithms include
Routing Information Protocol (RIP), Border Gateway Pro-
tocol (BGP), Exterior Gateway Protocol (EGP), etc.

[0015] (ii) Link-State algorithms: Each router broadcasts
information about the links directly connected to it to all
other routers in the network. Hence, each router has infor-
mation about the entire network topology and the link costs.
The router then computes shortest path (in terms of the
minimum number of hops or the least cost) to each desti-
nation node by using the Dijkstra algorithm or some other
algorithm. Common protocols based on the link-state algo-
rithms include Open Shortest Path First (OSPF) protocol in
the Internet and Private Network-Network Interface (PNNI)
protocol in ATM networks.

[0016] Both the types of algorithms rely on information
about the network conditions to flow from distant network
nodes to a given router either directly (link-state type) or
indirectly (distance-vector type). This requires excessive
information storage and exchange leading to excess costs
and overhead hits in terms of the available bandwidth,
processing speed, hardware costs, memory, and memory
I/0. The proposed algorithm would eliminate the necessity
for such information exchanges, updates, storage, and all the
associated costs. At the same time the network routing
would adapt to the dynamic load conditions without any
delay. The network can easily mitigate the dynamic situa-
tions of link breakages, node outages, or traffic congestions.
It would navigate the new and existing communication data
streams by bypassing the problem areas.

[0017] Typically current networks use routing algorithms
that are deterministic and single-path. This can lead to
uneven loading in network links and load oscillations under
dynamic conditions. Although, multiple-path routing has
been studied before, in conventional routing it requires
additional information exchange, path computing, routing
table space, and complexity. It may be useful to incorporate
multi-path and stochastic routing without these additional
resources in terms of time, cost, storage, or complexity. This
may lead to a fairly even load-balancing in the network and
hence, better network utilization and higher throughputs.

SUMMARY

[0018] The present invention is described and illustrated in
conjunction with systems, apparatuses and methods of vary-
ing scope. In addition to the aspects of the present invention
described in this summary, further aspects of the invention
will become apparent by reference to the drawings and by
reading the detailed description that follows.

[0019] A method and apparatus for a routing scheme based
on virtual space representation is described and illustrated.
In an embodiment, the invention is a medium embodying
instructions. The instructions, when executed by a processor,
cause the processor to execute a method of operating a
network. The method includes translating a topology of the
network into a digital representation in the form of multi-
dimensional spatial configuration. The method also includes
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operating the network based on the digital representation.
The method may further includes adding transmission cost
data to the digital representation.

[0020] In another embodiment, the invention is an appa-
ratus. The apparatus includes a network topology translator
for a digital representation in the form of multi-dimensional
spatial configuration. Moreover, the apparatus includes a
link and node cost update module and a network digital
representation storage module coupled to the network topol-
ogy translator and the link and node cost update module.
Furthermore, the apparatus includes a network controller
coupled to the network digital representation storage mod-
ule.

[0021] In another alternate embodiment, the invention is
an apparatus for operating a network. The apparatus includes
means for translating a topology of the network into a digital
representation in the form of multi-dimensional spatial con-
figuration. The apparatus also includes means for adding
transmission cost data to the digital representation. The
apparatus further includes means for operating the network
based on the digital representation.

[0022] In still another alternate embodiment, the invention
is a method of operating a network. The method includes
translating a topology of the network into a digital repre-
sentation in the form of multi-dimensional spatial configu-
ration whereby a directed distance to any destination node or
site indicates the available path options with the least or low
number of hops through the network. The method further
includes operating the network based on the digital repre-
sentation. The method may also include simulating the
network using the digital representation to add transmission
cost data to the digital representation.

[0023] In yet another alternate embodiment, the invention
is a method of operating a network. The method includes
translating a topology of the network into a digital repre-
sentation. The method also includes simulating the network
using the digital representation to adjust the digital repre-
sentation. The method further includes operating the net-
work based on the digital representation.

[0024] In still another alternate embodiment, the invention
is a medium embodying instructions. The instructions, when
executed by a processor, causing the processor to execute a
method of operating a network. The method includes trans-
lating a topology of the network into a digital representation.
The method further includes simulating the network using
the digital representation to adjust the digital representation.
The method also operating the network based on the digital
representation.

[0025] In yet another alternate embodiment, the invention
is a method of operating a network. The method includes
representing in a digital representation of spatial configura-
tion a network topology of individual nodes and connections
of the network. The method further includes simulating
forces on the individual nodes in a multi-dimensional space
to transform the digital representation. In the digital repre-
sentation, a directed distance to any destination node or site
indicates the available path options with a low (or least)
number of hops through the network. The method also
includes operating the network using the digital representa-
tion.
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[0026] The present invention is exemplified in the various
embodiments described, and is limited in spirit and scope
only by the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] The present invention is illustrated in various
exemplary embodiments and is limited in spirit and scope
only by the appended claims.

[0028] FIG. 1(a) illustrates an exemplary 25 node net-
work with average connectivity of 4 and randomly selected
network connections built as a planar topology with random
coordinates.

[0029] FIG. 1(b) illustrates the same 25 node network as
in FIG. 1(a) shown after evolution in the three-dimensional
virtual space, or a 3-D VS configuration.

[0030] FIG. 2. is a plot of the normalized link usage
versus the link cost for a simulation of a 100 node network
with an average connectivity of 4 and employing VS based
multi-choice routing.

[0031] FIG. 3 is a plot of probability of completing a path
in a given number of hops (as X-axis) for all source-
destination node pairs having the least number of hops path
of 8 hops, based on simulation of a 100 node randomly built
network with an average connectivity of 4 and employing
VS based multi-path routing.

[0032] FIG. 4 is a comparison of the link distributions
versus link loading for the OSPF and VS routing, for a
randomly constructed 200-node network under an arbitrary
demand matrix.

[0033] FIG. 5 illustrates an embodiment of a method of
modeling and using a network.

[0034] FIG. 6 illustrates an embodiment of a medium or
media which may be used to model and use a network.

DETAILED DESCRIPTION

[0035] The present invention is described and illustrated in
conjunction with systems, apparatuses and methods of vary-
ing scope. In addition to the aspects of the present invention
described in this section, further aspects of the invention will
become apparent by reference to the drawings.

[0036] The present invention relates, in general, to routing
in multi-commodity flow systems, and in one embodiment,
to routing data packets in communication networks. In some
embodiments, the inventions is a method of routing data
packets. First, the topology information in a given network
is expressed in terms of a multi-dimensional virtual space
(VS) configuration. The topology information is embedded
in such a manner that the directed distance in the VS
geometry indicates the available path options with least or
low number of hops. Then, the virtual space geometry and
link cost information is used to direct packets or commodi-
ties through the network. The link cost function reflects the
dynamic traffic conditions and any direct cost factors. The
VS based routing can be used as a stand-alone IP routing
protocol or used with the conventional IP, ATM, MPLS, or
GMPLS schemes for path selection, QoS support, protec-
tion, and traffic engineering.

[0037] Currently, a core IP router may have look-up
entries in excess of 140,000, which makes the route pro-
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cessing rather slow and costly. Since the look-up tables are
very big, an IP router requires a processor with access to a
fast (and costly) external memory. Some performance
enhancement may be obtained by using different implemen-
tation schemes for caching, entry time-out, parallelism, and
data structure management. However, the large size of the
router look-up table remains a performance bottleneck for
high-speed operation and the main reason for high hardware
and software costs. The proposed invention, in some
embodiments, essentially eliminates the routing table, mak-
ing the forwarding decisions very fast and at low cost. The
costs associated with the fast memory storage, access, and
data structure management are essentially eliminated. This
also may greatly simplify the routing tasks of route process-
ing, table updates, and information exchange.

[0038] Typically current networks use routing algorithms
that are deterministic and single-path. This can lead to
uneven loading in network links and load oscillations under
dynamic conditions. Although, multiple-path routing has
been studied before, in conventional routing it requires
additional information exchange, path computing, routing
table space, and complexity. The present invention, in some
embodiments, can incorporate multi-path and stochastic
routing without any additional resources in terms of time,
cost, storage, or complexity. This can lead to a fairly even
load-balancing in the network and hence, better network
utilization and higher throughputs.

[0039] In some embodiments, the present invention
achieves high throughput for single-path as well as multi-
path routing. In both forms it achieves good load balancing
in the network reducing the chances and severity of network
congestion. It uses multi-faceted link cost function to
achieve traffic engineering under dynamic load conditions.
In some embodiments, it can support differential services by
using multiple priority levels for different data flows or
applications. In another embodiment, the proposed routing
scheme can also be used for establishing a virtual circuit-
switched or a label-swapping path such as in ATM or MPLS.
This can support real-time applications with QoS require-
ments. In addition, resource reservation protocols can also
be used to provide explicit performance guarantees. In case
of a link or a node failure within the path of an existing
connection, it can quickly establish a back-up path for
rerouting.

[0040] In some embodiments, the present invention can be
implemented in software and executed on the network
processor or main CPU or on the forwarding engines at
individual input ports. In other embodiments, it can be
implemented in hardware using an FPGA or a dedicated low
complexity ASIC. The implementations in both, software as
well as hardware, can be simple, fast, and cheap. The
algorithm utilized has natural parallelism that can be
exploited for further speed-up.

[0041] The present invention relates, in general, to routing
in multi-commodity flow systems, and in particular, to
routing data packets in communication networks. The inven-
tion, in some embodiments, converts the network topology
information into the information embedded in the spatial
configuration of the network in the multi-dimensional virtual
space. The virtual space (VS) embedding is such that a
directed VS distance to any destination node indicates the
available path options with least (or low) number of hops
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through the network. A data packet or commodity whose
destination address is converted into the VS coordinates can
be routed through the intermediate nodes directly without
any additional information.

[0042] A small angle between the directed VS distance to
a given destination and a given link indicates a path with low
hop-count, which is expressed in terms of low angle cost. In
addition a link cost function is used to take into account
dynamic load conditions and any direct cost factors. Addi-
tional node cost term can be introduced to provide better
routing capability and take into account any fixed cost
factors. A single decision variable, such as total cost, is
defined for making routing decisions which combines the
link cost, node cost, and angle cost.

[0043] A transformation of a planar network with a given
topology into the VS representation is achieved by letting
the network evolve under the influence of a set of forces,
consisting of attractive, repulsive, and deterministic pseudo-
random forces. The network nodes move separately due to
these forces and the evolution continues for a set number of
iterations. The identities of the individual network nodes and
their connections are preserved through the transformation.
The final VS representation reflects the network topology
such that the directly connected nodes are approximately
one unit distance away; the two-hop connection nodes are
about two units away; the three-hop ones are about three
units away; and so on. In addition, the directed distance
between any two nodes in the network tends to indicate the
available path options with the least (or low) number of
hops.

[0044] The VS based routing potentially eliminates the
need for a route look-up table along with the associated
resources required for data storage, memory access, updates,
route processing, and information exchange. The VS based
routing can be used as a stand-alone routing protocol or used
with the conventional IP, ATM, and MPLS for path selec-
tion, QoS support, protection, and traffic engineering. It can
quickly adapt to the dynamic load conditions of traffic
congestion or link breakage to enable QoS support or
priority-based differential services. It can provide fast and
scalable performance under dynamic and bursty load con-
ditions. The fast load balancing may also improve the buffer
utilization levels. The VS scheme can be implemented in
software or hardware to give a simple, fast, and cheap
solution for high-speed networks.

[0045] In one embodiment, the invention is a method for
converting or representing network topology information
into the information embedded in multi-dimensional virtual
space configuration of the network. The virtual space (VS)
embedding is such that a directed VS distance to any
destination node indicates the available path options with
least (or low) number of hops through the network. A data
packet or commodity whose destination address is converted
into the VS coordinates can be routed through the interme-
diate nodes directly without any additional information. This
method requires minimal exchange and storage of the rout-
ing information making it fast, simple, and cheap to imple-
ment.

[0046] In another embodiment, the invention is a method
of assigning cost, the so called angle-cost, based on the
number of hops to final destination in the available path
option and combining this cost with a link cost function to
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take into account dynamic load conditions and any direct
cost factors, to form a single routing decision making
variable, the so called total cost.

[0047] These methods may be used to route packets in
communication networks. These methods may be used to
set-up label-switched paths or virtual circuits to forward data
packets or cells and achieve load balancing and congestion
avoidance. These methods may be used for path selection,
protection, QoS support, and traffic engineering in IP, ATM,
or MPLS networks. These methods may be used for pro-
tection, recovery, and traffic engineering in GMPLS net-
works. These methods may be used to route multi-commod-
ity flow systems.

[0048] In some embodiments, the invention includes a
methodology to convert the network topology information
into a multi-dimensional virtual space (VS) representation
such that, the relevant information for routing packets or
commodities is locally available to each node. The virtual
space (VS) embedding is such that a directed VS distance to
any destination node indicates the available path options
with least (or low) number of hops through the network.

[0049] Also, in some embodiments, this invention
includes a scheme for routing data packets or commodities
through the flow network using the VS representation and
the link cost function, which depends on the dynamic traffic
conditions and any direct cost factors. The VS based routing
of data packets can be used as a stand-alone IP routing
protocol or used with the conventional IP, ATM, or MPLS
protocols for path selection, QoS support, and traffic engi-
neering.

[0050] Transformation of a planar network with a given
topology into the multi-dimensional VS representation may
be achieved by letting the network evolve under the influ-
ence of a set of forces defined below. The dimensionality
(Ny) of the VS configuration is chosen based on the average
connectivity or adjacency of each node and the size of the
network. The results presented here are based on the dimen-
sionality of 6, but may be expected to depend on network
configuration. The forces are defined in one embodiment as
follows (other embodiments or networks may use different
force definitions):

[0051] Force on the directly connected nodes—This force,
called F,;, acts like a spring force between the nodes n; and
n; that are directly connected. It depends on the distance, d;;
between the two nodes. When d;; is less than one unit, i.e.
d;=|d;|<1, then F,j; is a repelling force (directed along the
distance vector d;; between the two nodes) and acts on both
the nodes to push them apart. Whereas, when d;;=|d;;|>1, then
Fy; is an attracting force. This force tends to make the
distance between the directly connected nodes close to unity.
The functional form of the force amplitude can be suitably
chosen (e.g. linear, logarithmic, or anything else) and the
constants involved in the above definition can be optimized
for best results for a wide variety of network topologies. The
simulation results presented here use the following relation-
ship:

F1ij=|F1ij|=k1*10g (d) - . . k=12

[0052] The sign of the force amplitude in the above
relation changes automatically at d;;=1 to give the transition
from the repelling to the attractive force. All such forces
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acting on the node n; due to all its directly connected
neighbors add vectorially, to give the net force F,; given by,

F=%F; . . . where n; and n; are direct neighbors

[0053] Repulsive force on the nodes not connected
directly—This force, called F,;,, acts on the nodes n; and n;.
that are not directly connected to push them apart (along the
distance vector d;, ). The amplitude of this force can be made
dependent on the least number of hops, N;,, between the two
nodes. This force ensures that any two nodes that have a
large number of (minimum) hops in between them are
pushed apart in the VS configuration of the network. Again,
different types of functionality in F, can be used for the
repulsive force. The simulation results presented here use
the following relationship:

Foge=|Foul =k, (N . . . k,=0.025 and a=2

[0054] In order to limit the computation involved, the
force F, is considered a short-range force and applied only
over a limited distance of less than 4 units i.e. dy <4. Thus,
F,(d;)=0 for dy>4. The maximum value of N, can be
limited to a specific value, say 10, when the least number of
hops is larger than that. The different repulsive forces acting
on the node n; due to all the applicable nodes n, are added
vectorially, to give the net force F,; given by,
Fy=%F,y . .. where n; and ny are not direct neighbors
and dy.<4

[0055] Random kick force—This is a deterministic,
pseudo-random force F; used to kick individual nodes in the
multi-dimensional VS configuration. It can facilitate evolu-
tion of the VS configuration solution to reach the global
energy minima instead of the local ones. It may also seed the
initial evolution in the multi-dimensional space. The random
kick F;; given to the node n; has an arbitrary amplitude
(within a fixed range) and an arbitrary direction, given by a
random number sequence. A deterministic, pseudo-random
number (R) generator program (with the R, sequence in the
range of [0,1]) may be used, instead of a fully random
sequence, due to ease and repeatability of the simulations.
For the multi-dimensional virtual space with dimensionality
N, all the components of F; are given by the N, consecu-
tive pseudo-random numbers. The simulation results pre-
sented here use the following relationship:

F3iq=|F3i'q|=k3*an coeq=1,2,..., Ny
[0056] Where Fs; is the g-th component of the force Fs;
in the multi-dimensional space with dimensionality N . The
value of k5 is kept high in the initial stages of the evolution
(say, k;=0.5) and as the process progresses the random kick
force is reduced by lowering the value of k.

[0057] The total force F,; acting on the node n; is a vector
sum of the three forces listed above and is given by,
F,;=F;+F,;+F;;. The node n; moves under the action of this
force.

[0058] The initial conditions of a given network in one
embodiment may be specified as a 2-dimensional topology
plot of the network expressed as 2-D coordinates of nodes
and their network connections. A given network may also be
specified only as a connectivity matrix for the individual
numbered nodes using 1°s and 0’s, which correspond to the
directly connected node-pairs and the remaining node-pairs,
respectively. The unspecified 2-D coordinates can then be
initialized using the pseudo-random number sequence. All
other VS-based multi-dimensional (beyond 2-D) coordi-
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nates can be either initialized to zero or chosen randomly.
The multi-dimensional random kick and other forces ensure
that the network configuration evolves in the full Nj-
dimensions. The network evolves into the final VS configu-
ration that enables efficient VS-based routing in spite of the
randomly chosen initial conditions. However, it is expedient
to keep these random coordinates range-bound (say, [-10,
10]). Note that the final multi-dimensional VS volume of the
entire network configuration is of the order of the total
number of nodes in the network.

[0059] To verify the usefulness of the method and appa-
ratus, a sample network can be constructed using a randomly
chosen connectivity matrix in addition to random initial
coordinates. In this case the network is specified in terms of
only the total number of nodes and the average connectivity
per node. Simulations for randomly constructed networks
with 25 and 100 nodes and average connectivity of 4 and 6
each were conducted. Instead of randomly selected node
connections, the network topologies can also be constructed
by drawing connectivity on paper. Such topologies can have
higher percentage of short-range connections (to local or
neighboring nodes), which resembles the real networks
better. The results for the VS-based routing are presented in
latter sections.

[0060] Once the initial conditions of the network are
specified, it is allowed to evolve in the multi-dimensional
virtual space under the influence of the forces specified
above. For every iteration, each node, n;, moves by a
distance, A;, under the resultant or total force, F;, acting on
it such that,

A=k, *Fy . . k,=0.1

[0061] The nodes move without acquiring any kinetic
energy or momentum in the process. The VS configuration
is allowed to evolve for a fixed number of iterations (such as
40 for example). The final VS configuration tends to have
inter-nodal VS-distance, d;, between the two nodes n; and
n,_ that roughly matches with the least number of hops, Ny,.
To measure deviation from it, a parameter, J;,, is defined as,

6ik=l(dik_N ik)l/N ik

[0062] An average value of all the d, values in the
configuration is called average deviation, §,,,. It is calcu-
lated after each iteration and tracked to ensure that it
decreases initially and then saturates to a low value (about
0.2 or less) near the end of the evolution (30 or 40 iterations).
The final multi-dimensional VS configuration of the network
has all the network topology information embedded in it.
The virtual space (VS) embedding is such that a directed VS
distance to any destination node indicates the available path
options with least (or low) number of hops through the
network. An example of a transformation from a planar
25-node network topology into a 3-D VS configuration is
shown in FIG. 1. The figure shows that the nodes get
rearranged to reflect the original network topology informa-
tion in terms of the VS embedding.

[0063] The computation involved in the above-mentioned
transformation or embedding of the network topology infor-
mation into the VS configuration can be handled by a
specific central node in the network. After the task is
completed the node can send relevant VS coordinate infor-
mation to individual nodes in the network. The central node
can also perform the role of an ARP-server (ARP=Address
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Resolution Protocol) to resolve the IP or ATM address in
terms of the VS coordinates and vice versa. To avoid a single
point of failure the role of the central node can be duplicated
by using plurality of central nodes and the ARP task can also
be subdivided into different network domains. Since the
algorithm for generating the VS configuration, mentioned
above, is fully deterministic, the information from the mul-
tiple computations remains consistent.

[0064] It is envisaged that the VS configuration can
remain unchanged for a long duration (for weeks or months)
till the network topology changes significantly, e.g. with the
addition new nodes and links. Any dynamic network con-
ditions or temporary failures of links or nodes are reflected
in the link and node costs, as would be discussed in later
sections. These dynamic conditions do not require recom-
putation of VS configuration. An extra (say) a 3-bit tag can
be added in the header to indicate the version of the VS
address to maintain consistency between multiple central
nodes, mentioned above. Also, the multiple central nodes
need to maintain consistent information regarding the net-
work topology and any long-term changes in terms of new
nodes or links, etc. The topology information can be
expressed in terms of the least number of hops (N;,) matrix
having dimensions Ny,xN,,, where Ny, is the total number
of nodes in the VS based network domain. The row and
column indices of each element indicate the starting and
ending nodes, n; and n,, respectively. The N, matrix is
symmetric with the diagonal elements being zero. The direct
connections between the nodes correspond to N;, =1 and are
subsequently used to identify the two-hop (N =2) connec-
tions, then N, =3 and so on. Thus, if the maximum value of
N, is limited to 10, as mentioned above, then the least
number of hops matrix is created in 10-1=9 steps.

[0065] In one embodiment, a network domain is estab-
lished, which uses VS based routing for routing data packets.
At the edge of the domain the address conversion from the
destination IP address of each packet to the destination VS
address has to take place. The edge nodes can add an extra
header (or modify the existing one) to an incoming IP packet
using the destination VS address. It is estimated that about
8-10 byte VS header can be sufficient depending upon the
size of the network being addressed. The header should
include the destination VS address (such as for 6-dimen-
sional coordinates, 6 bytes for example), its version tag
(such as 3 bits for example), priority level (such as 3 bits for
example), time-to-live or TTL field (such as 6 bits for
example), and any extra functionality.

[0066] In another embodiment, the VS based routing
scheme is only used for establishing a virtual circuit switch-
ing or label swapping paths in terms of ATM virtual path and
circuit identifiers (VPI/VCI) or MPLS labels, respectively.
The path establishment request can be routed using the VS
configuration overlay and required resources can be reserved
for providing quality of service (QoS) guarantees. In case of
a multi-protocol environment the header should identify a
type of the request packet being sent. All additional func-
tionalities for QoS support or resource reservation may also
be specified by choosing extra identifying bits in the VS-
header. An additional advantage of VS based routing is in
terms of establishing an alternate path if one of the links or
nodes from the original path fails. The VS based routing can
quickly establish alternate or back-up path in order to
support critical real-time applications.
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[0067] The VS based routing at an intermediate node, n,
in the VS domain (mentioned above) is based on the VS
address of the final destination node, np, of the packet. A
cost function, C;;, is evaluated for each outgoing link from
n; to its neighbor n; given by

Cy=C*(1-cos O)+C,+Cy;

[0068] Where C, is a constant and is fixed at 0.5 for the
simulation results presented here. The angle 0; is an angle
between the directed distance to the final VS destination d,p,
(from p; to np) and the outgoing link direction given by the
distance vector d;; (from n; to n;) in the multi-dimensional
virtual space. It can be seen that when the final destination
node is perfectly aligned to one of the outgoing links in the
virtual space the first term in the cost function, called as
angle cost, will become zero. It is possible to use some other
function (other than cosine) to define the angle cost in terms
of 6;.

[0069] The second term in the cost function is a link cost
function, C,;, for the link between n; to n; nodes. It reflects
the dynamic traffic conditions and any direct cost factors
involved. As the link and buffer capacity utilization
increases this term increases in value making the link a less
attractive choice. For the simulation results presented here
CZi_ is chosen randomly between 0.2 and 0.8. A failure of a
link is indicated by making the link cost term to go to 2.0 or
more, which is specified as a broken link level. Hence, the
link is automatically removed from consideration. The third
term C;; is a node cost term for node n; and is an average of
all the outgoing links from that node. This gives the forward
visibility for avoiding any network congestion downstream.
Any direct costs associated with the node can also be
included if required.

[0070] In single path routing, each packet is routed along
the link having the lowest total cost (single choice). The
advantage of single path routing is that a given data stream
would follow the same path and the sequence of packets
would remain unchanged, as long as the link costs are
unchanged. Whereas, in multi-path routing one or more low
cost paths (multiple choices) are possible at each interme-
diate node. The path selection is based on a probability
function that depends on the total cost of each link. In the
multi-path simulation results presented here, all the links
having total costs within a fixed cost differential of +0.5
from the lowest available value are chosen with equal
probability. In another embodiment, the probability of selec-
tion can be made inversely dependent on the total cost
function or some other probability function can be used.
Various embodiments can incorporate multi-path and sto-
chastic routing without any additional resources in terms of
time, cost, storage, or complexity. They provide a quick
recovery from any link or node failures.

[0071] As a particular link gets more traffic, it leads to
higher utilization of its link and buffer capacity, which
increases the link cost, C,;. Hence, the subsequent data
streams would tend to bypass the link by choosing alternate
paths, if possible. This automatically tends to balance the
network loading and can bring down the capacity utilization
of the busy links over time. The simulation results presented
in FIG. 2 show how the path selection of a given link is
affected by the link cost function. As seen from the plot the
link usage tends to fall with its cost as the VS based routing
tends to find bypass paths. Thus, the VS based routing can
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lead to a fairly even load balancing in a network even under
dynamic, bursty, and unpredictable traffic conditions for
both, single-path as well as multi-path routing. Hence, it can
result in better network utilization, higher throughputs, and
lower network congestion.

[0072] In order to process the incoming packets at a fast
speed each node may store the multi-dimensional VS coor-
dinates of each neighboring node as well as the most recent
link cost associated with it. Some of the calculations asso-
ciated with total cost functions for each link can be pre-
computed. Since the cost calculations for each link are
independent, they can be done in parallel and can be
accomplished in software or hardware.

[0073] In order to have efficient path termination at the
destination, two additional schemes are also incorporated.
The first, the so-called “one-hop termination” is used to
force a packet to choose a direct link if the destination is one
hop away from a given node, except when the link is broken.
The second, the so-called “two-hop termination” can be
implemented in two different ways. In first way, the two-hop
termination is mere extension of the one-hop termination.
Additional VS coordinate information along with the costs
for nodes that are two hops away is stored at each node and
used for routing. In another way, the two-hop termination is
implemented by modifying the first term of the total cost
function (term based on destination angle) only when the
distance to destination, d;, is less than 2 units, indicating a
possible distortion. The term is modified to
C*[1-cos(6;-6,)], where, 0,=cos (d;p/2) . . . for
dip<

[0074] This ensures that the packet does not wander
around if there is any irregularity in the VS configuration
near the destination. The simulation results presented here
use the one-hop termination and two-hop termination of the
second type.

[0075] In addition time-to-live (TTL) field is used in the
VS header of each packet to avoid any packets getting
caught in the loops. This field is decremented by one at every
hop and the packet is deleted when it reaches zero. The
simulation results presented here use the initial TTL value of
40, but other values may also be used. Those packets that do
not reach the destination in 40 hops are considered to be
caught in the loop. In order to reduce the chances of looping
the nodes prone to participate in looping (either due to bad
connectivity or local discrepancy in the VS configuration)
are identified as red-nodes by the central node. For each
red-node a well-behaving (with low probability of looping)
neighbor is identified as a green-node. Each packet has a
red-node count (2-bit flag) and every time a packet reaches
ared-node the count is raised by one. Once the count reaches
a fixed value (such as 4 for example) the packet is deflected
to the green-node. For the simulation results presented here,
up to 2-3% nodes are identified as red-nodes, depending
upon the need.

[0076] Several randomly constructed networks were simu-
lated to check the performance of the VS based routing. The
table below shows average throughput results for 100 node
networks with an average connectivity of 4 and 6 using the
five-dimensional VS based routing using multi-path and
single-path schemes. The link costs (loading) are randomly
distributed between 0.2 and 0.8, as mentioned in the earlier
discussion. The VS based routing has also been simulated
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under the conditions of 5% and 10% link breakages
(selected randomly) as conditions of extreme adversity in
the network. The results show high throughputs under all
conditions. However, networks with high connectivity and
the multi-path scheme tend to benefit in finding alternate
paths and increasing throughput.
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switching, traffic engineering, and priority-based differential
services by modifying the cost function as per the require-
ments. Different link cost functions can be used for each
priority level or a class of service, to achieve differential
services. A certain portion of the link and buffer capacity can
be reserved for high priority traffic or specific QoS require-

Connectivity = 6  Connectivity = 6 Connectivity = 4  Connectivity = 4

Link Breaks Multi-path Single path Multi-path Single path
0% 99.94% 99.92% 99.93% 99.86%
5% 99.81% 99.86% 99.67% 99.15%
10% 99.76% 99.73% 99.24% 98.57%

[0077] FIG. 3 shows a plot of probability of completing a
path in a given number of hops for all source-destination
node pairs having the least number of hops of 8 for a 100
node network with average connectivity of 4 and employing
VS based multi-path routing. The results show that 90% of
the paths have between 8 to 11 hops, i.e. the selection closely
matches with the least (or low) number of hops. In addition
the VS based routing takes into account the dynamic link
costs helping alleviate traffic congestion with minimal
exchange or storage of routing information. The comparison
of the link distributions for the OSPF and VS routing as a
function of the link loading is shown in FIG. 4. The plot
shows that the VS distribution function has excellent load
balancing properties. Since the information about a link
breakage, a node failure, or dynamic load conditions does
not flow to all distant nodes, the network quickly adapts to
any dynamic conditions. This can avoid problems in tradi-
tional IP routing such as, load oscillations or delay in
converging to new routing paths.

[0078] Some embodiments can be implemented in soft-
ware and executed on the network processor or general
purpose processor or on the forwarding engines at individual
input ports. It can also be implemented in hardware using an
FPGA circuit or a dedicated low complexity ASIC. The
implementations in both, software as well as hardware can
be simple, fast, and cheap. The algorithms implemented tend
to have natural parallelism that can be exploited for further
speed-up.

[0079] In another embodiment, the constants and func-
tional forms used in the force equations can be changed to
optimize the evolution of the network topology in the virtual
space. In a similar manner, the cost function used for path
selection can also be optimized to best suit the networks
under consideration and the policy issues. The path termi-
nation schemes, mentioned above, can be further optimized
or extended without deviating from the basic invention
presented here.

[0080] In another embodiment, the VS based routing can
be used for building an overlay tool rather than a stand-alone
routing protocol. In this embodiment, the VS based routing
scheme can be used for establishing a virtual circuit switch-
ing or label swapping paths in terms of ATM virtual path and
circuit identifiers (VPI/VCI) or MPLS labels. It can be used
with the conventional IP, ATM, or MPLS for path selection,
QoS support, protection, and traffic engineering.

[0081] In another embodiment, the VS based routing can
be used to provide path selection, QoS support, protection

ments. This can be used to ensure the highest quality of
service to the highest priority traffic.

[0082] In another embodiment, the VS based routing can
be used to provide protection facility in generalized MPLS
or GMPLS. Many existing networks use either SONET or
SDH ring topologies, such as unidirectional path-switched
rings (UPSR) or bi-directional line-switched rings (BLSR)
or use dedicated back-up paths (or 1+1 protection) to pro-
vide the protection facility. Some times the protection facil-
ity is shared among multiple paths. The back-up paths or
ring topologies (e.g. UPSR or BLSR) can re-establish all the
existing communication channels in less than 50 milli-
seconds including detection of a link breakage or node
failure and restoration of the communication channels. This
quick restoration is important for real-time applications such
as voice, video, and mission critical tasks. However, a lot of
network bandwidth is left unutilized or under-utilized in
order to provide this protection facility. Although a mesh-
based optimal protection can lead to a significant improve-
ment in the network capacity utilization, the restoration time
has traditionally been poor. The traditional mesh-based
protection requires sending the failure information back to
the source or destination to initiate rerouting process. The
rerouting involves the participating nodes to converge to a
new solution to reestablish connections and hence, the
process is a lot slower than say BLSR protection. Whereas,
the VS based routing uses mesh based network topology and
still restores the back-up paths quickly. Just like the BLSR
protection, in the VS based routing only the nodes connected
to the failed link complete the rerouting of the network
traffic through the available links providing the necessary
protection. Thus, the present invention can enable both
quick restoration and better network capacity utilization and
hence, can lower the costs associated with the infrastructure
build-out.

[0083] In another embodiment, the VS based routing can
be used to control multi-commodity flow systems, such as
distribution of various commodities from manufacturing
sites to the warehouses. In this application trucks carrying
different goods act like packets in the communication net-
work and roadways act as different links between the nodes.
With the just-in-time deliveries to minimize the inventory
the distribution plays an important role. The VS based
routing can be used to quickly adapt to the dynamic flow
conditions.

[0084] In one embodiment, the invention is a medium
embodying instructions. The instructions, when executed by
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a processor, cause the processor to execute a method of
operating a network. The method includes translating a
topology of the network into a digital representation in the
form of multi-dimensional spatial (virtual space) configura-
tion. The method further includes adding transmission cost
data to the digital representation. The method also includes
operating the network based on the digital representation.

[0085] In an alternate embodiment, the invention is an
apparatus. The apparatus includes a network topology trans-
lator for a digital representation in the form of multi-
dimensional spatial (virtual space) configuration. Moreover,
the apparatus includes a link and node cost update module
and a network digital representation storage module coupled
to the network topology translator and the link and node cost
update module. Furthermore, the apparatus includes a net-
work controller coupled to the network digital representation
storage module.

[0086] In another alternate embodiment, the invention is
an apparatus for operating a network. The apparatus includes
means for translating a topology of the network into a digital
representation in the form of multi-dimensional spatial (vir-
tual space) configuration. The apparatus also includes means
for adding transmission cost data to the digital representa-
tion. The apparatus further includes means for operating the
network based on the digital representation.

[0087] In still another alternate embodiment, the invention
is a method of operating a network. The method includes
translating a topology of the network into a digital repre-
sentation in the form of multi-dimensional spatial (virtual
space) configuration. The method also includes simulating
the network using the digital representation to add transmis-
sion cost data to the digital representation. The method
further includes operating the network based on the digital
representation.

[0088] In yet another alternate embodiment, the invention
is a method of operating a network. The method includes
translating a topology of the network into a digital repre-
sentation. The method also includes simulating the network
using the digital representation to adjust the digital repre-
sentation. The method further includes operating the net-
work based on the digital representation.

[0089] In still another alternate embodiment, the invention
is a medium embodying instructions. The instructions, when
executed by a processor, causing the processor to execute a
method of operating a network. The method includes trans-
lating a topology of the network into a digital representation.
The method further includes simulating the network using
the digital representation to adjust the digital representation.
The method also operating the network based on the digital
representation.

[0090] In yet another alternate embodiment, the invention
is a method of operating a network. The method includes
representing in a digital representation of spatial configura-
tion a network topology of individual nodes and connections
of the network. The method further includes simulating
forces on the individual nodes in a multi-dimensional space
to transform the digital representation. In the digital repre-
sentation, a directed distance to any destination node or site
indicates the available path options with a low (or least)
number of hops through the network. The method also
includes operating the network using the digital representa-
tion.
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[0091] Referring specifically to the figures, FIG. 1(a) is a
25 node network with average connectivity of 4 and ran-
domly selected network connections built as a planar topol-
ogy with random coordinates. Nodes 1-25 may represent
processors or servers of a network with links therebetween
for example. FIG. 1(b) is the same 25 node network as in
part (a) but shown after evolution in the three-dimensional
virtual space, i.e., a 3-D VS configuration. FIG. 2 is a plot
of the normalized link usage versus the link cost. The
simulations are carried out for a 100 node network with an
average connectivity of 4 and employing VS based multi-
choice routing. FIG. 3 is a plot of probability of completing
a path in a given number of hops (as X-axis) for all
source-destination node pairs having the least number of
hops path of 8 hops. The simulations are carried out for a
100 node randomly built network with an average connec-
tivity of 4 and employing VS based multi-path routing. FIG.
4 is a comparison of the link distributions versus link loading
for the OSPF and VS routing, for a randomly constructed
200-node network under an arbitrary demand matrix. The
plot shows that the VS distribution function has excellent
load balancing properties.

[0092] FIG. 5 illustrates an embodiment of a method of
modeling and using a network. The method may be imple-
mented in various different ways, depending on external
influences and implementation details. However, the method
may be expected to include translating a network topology
into a digital representation in the form of multi-dimensional
spatial configuration whereby a directed distance to any
destination node or site indicates the available path options
with the least or a low number of hops through the network.
It may further include addition of any available usage data
to the digital representation, using the digital representation
to route flow through the network, and recording results of
network operations for usage data updates.

[0093] As illustrated, method 500 includes a set of mod-
ules. At module 510, the topology of the network is provided
as input. The topology information is translated into the
virtual space digital representation using a force simulator at
module 520. At module 530, the network is operated (such
as by routing data through it for example), and usage data is
recorded. Operation may involve looking up a routing path
for a data packet in a virtual space representation, then
routing the data packet along the routing path for example.
Usage data may include how many packets are routed
through a given link and/or node, capacity of a link, effec-
tiveness of links within the network (fast or slow transmis-
sion for example), overall packet throughput, and other data.

[0094] At module 540, a determination is made as to
whether a periodic update of the link and node costs should
occur. If such an update should occur, the process moves to
module 560 for a cost update based on recently available
usage data. If no update is due to occur, then at module 550,
a determination is made as to whether major topology
changes have occurred within the network. If major changes
have occurred, the process moves to module 510 for updat-
ing the present network topology, followed by translation of
the network topology to the virtual space representation. If
no major topology changes have occurred (or a predeter-
mined threshold of changes has not been met), operation of
the network continues at module 530.

[0095] Embodiments may also be implemented as appa-
ratuses or media, which may be operated or executed to
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improve network operations. FIG. 6 illustrates an embodi-
ment of a medium or media which may be used to model and
use a network. Such a medium or multiple media may
embody instructions which may be executed by a processor
to cause the processor to perform a method. Alternatively,
the medium or media may be blocks or modules (apparatus
or method components for example) which may operate to
perform the described functions. Medium 600 includes
multiple modules which may be used to perform a method
or operate as an apparatus which models a network using
virtual space representation and provides routing informa-
tion for flow through that network.

[0096] Translator module 610 translates a network topol-
ogy into a digital representation of the network in the form
of multi-dimensional spatial configuration using force simu-
lations. Link and node cost update module 620 determines
costs (or updated costs) based on any available network
usage data. Network representation storage module 630
stores the digital representation of the network, along with
link and node costs of transmission through various paths.

[0097] Control module 640 controls the other parts of
medium 600 and operates the network. Control module 640
may look up transmission paths for data packets or other
things to be transmitted using the data available from
module 630, and may propagate the data to other network
nodes of the network, allowing for local determination of
transmission paths. Control module 640 may also operate
the network based on the transmission paths it looks up.
Timer module 650 determines when periodic updates of the
link and node cost data need to or should occur (such as after
a predetermined amount of time elapses for example), and
alerts the module 620 accordingly. Topology detection mod-
ule 660 detects network topology and may explore the
network or rely on network connections reported by nodes
of the network for example. Module 660 also determines
when a major topology change, or a predetermined number
of changes, occurs, thus triggering another translation of the
topology of the network through module 610.

[0098] In another embodiment, the functionalities of the
modules 620, 630, and 640 for the cost update, network
control, and network representation storage are implemented
in a distributed manner at each node in the network. Thus
routing of data packets is decided by the local node along the
path through the network and the routing implementation is
decentralized.

[0099] From the foregoing, it will be appreciated that
specific embodiments of the invention have been described
herein for purposes of illustration, but that various modifi-
cations may be made without deviating from the spirit and
scope of the invention. In some instances, reference has been
made to characteristics likely to be present in various or
some embodiments, but these characteristics are also not
necessarily limiting on the spirit and scope of the invention.
In the illustrations and description, structures have been
provided which may be formed or assembled in other ways
within the spirit and scope of the invention.

[0100] In particular, the separate modules of the various
block diagrams represent functional modules of methods or
apparatuses and are not necessarily indicative of physical or
logical separations or of an order of operation inherent in the
spirit and scope of the present invention. Similarly, methods
have been illustrated and described as linear processes, but

Sep. 30, 2004

such methods may have operations reordered or imple-
mented in parallel within the spirit and scope of the inven-
tion. Accordingly, the invention is not limited except as by
the appended claims.

I claim:
1. A method of operating a network, comprising:

representing a network topology of individual nodes and
connections of the network in a digital representation of
spatial configuration;

simulating forces on the individual nodes in a multi-
dimensional space to transform the digital representa-
tion whereby a directed spatial distance within the
digital representation to any destination node or site
indicates the available path options with a low number
of hops through the network; and

operating the network using the digital representation.
2. The method of claim 1, further comprising:

propagating the digital representation to nodes of the
network.
3. The method of claim 1, further comprising:

propagating the digital representation throughout the net-
work.
4. The method of claim 1, further comprising:

detecting changes to the network; and

repeating the representing and the simulating.
5. The method of claim 1, further comprising:

detecting a periodic update time; and

updating the digital representation.
6. The method of claim 1, further comprising:

recording usage data of individual network links;
assigning costs to the network links and nodes;

assigning a total cost to a link that reflects both cost based
on low-hop path to destination and link and node costs
based on usage data;

and using the total cost value for path selection at an
intermediate node towards the destination.
7. The method of claim 6, further comprising:

detecting changes to the usage data of individual network
links; and

updating the link and node costs.
8. The method of claim 6, further comprising:

detecting failure in individual network links or nodes; and

updating the link and node costs to reflect failure.
9. The method of claim 6, further comprising:

detecting a periodic update time; and

updating the link and node costs based on usage data.
10. The method of claim 1, further comprising:

exploring the network to determine the topology of the
network.
11. The method of claim 1, wherein:

the network is an electronic network for transmission of
data packets, including processor nodes.
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12. The method of claim 1, wherein:

the network is a transportation network for goods, includ-
ing community nodes and transportation links.
13. The method of claim 1, wherein:

the digital representation includes a graph of the network.
14. The method of claim 1, wherein:

within the digital representation a node represents a
cluster of nodes in the network.
15. The method of claim 6, wherein:

the network is an electronic network for transmission of
data packets, including processor nodes.
16. The method of claim 6, wherein:

the network is an electronic network for transmission of
data packets, including processor nodes and the method
is used for path selection.

17. The method of claim 6, wherein:

the network is an electronic network for transmission of
data packets, including processor nodes and the method
is used for primary and back-up path selection.

18. The method of claim 6, wherein:

the network is a transportation network for goods, includ-
ing community nodes and transportation links.
19. The method of claim 1, wherein:

the forces include an attractive force between connected
nodes;

a repulsive force between nodes; and a randomizing force
on nodes.

20. The method of claim 19, wherein:

the attractive and repulsive force magnitudes depend on
the spatial distances between the nodes in a spatial
representation of the network.

21. The method of claim 1, further comprising:

converting external network addresses into addresses
related to the digital representation.
22. An apparatus, comprising:

a network topology translator to produce a digital repre-
sentation of network topology in the form of multi-
dimensional spatial configuration;

a link and node cost update module;

a network digital representation storage module coupled
to the network topology translator and the link and
node cost update module; and

a network controller.
23. The apparatus of claim 22, wherein:

the network topology translator includes a force simula-
tor.

24. The apparatus of claim 22, further comprising:

a network change detector coupled to the network con-
troller.

25. The apparatus of claim 22, further comprising:

a network periodic update timer coupled to the network
controller and the link and node cost update module.
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26. The apparatus of claim 22, wherein:

The network digital representation storage module further
stores usage data and link and node costs of the
network.

27. The apparatus of claim 22, further comprising:

a network topology exploration module.
28. The apparatus of claim 22, wherein:

the digital representation storage module stores a graph of
the network.
29. The apparatus of claim 22 further comprising:

an address converter coupled to the controller.
30. The apparatus of claim 22, wherein:

the cost update module, digital representation storage
module, and the network controller are implemented in
a distributed manner using nodes in the network.

31. A medium embodying instructions, the instructions,
when executed by a processor, causing the processor to
execute a method of operating a network, the method
comprising:

translating a topology of the network into a digital rep-
resentation in the form of multi-dimensional spatial
configuration;

adding transmission usage cost data; and

operating the network based on the digital representation
and usage data.

32. The medium of claim 31, wherein the method further
comprises:

converting external network addresses into addresses
related to the digital representation.
33. The medium of claim 31, wherein the method further
comprises:

propagating the digital representation to nodes of the
network.

34. The medium of claim 31, wherein the method further
comprises:

propagating the digital representation throughout the net-
work.

35. The medium of claim 31, wherein the method further
comprises:

detecting changes to the network; and

repeating the translating the network in a changed state.
36. The medium of claim 31, wherein the method further
comprises:

recording usage data of the network;
detecting a periodic update time; and

determining usage costs in the network in an updated
state.

37. The medium of claim 31, wherein:

the digital representation includes a graph of the network.
38. The medium of claim 31, wherein:

translating a topology of the network into the digital
representation includes simulating multi-dimensional
forces acting on nodes of the network.
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39. The medium of claim 38, wherein:

the forces include an attractive force between connected
nodes,

a repulsive force between nodes, and a randomizing force
on each node.
40. The medium of claim 31, wherein the method further
comprises:

exploring the network to determine the topology of the
network.
41. The medium of claim 31, wherein:

the network is an electronic network for transmission of
data packets, including processor nodes.
42. The medium of claim 31, wherein:

the network is a transportation network for goods, includ-
ing community nodes and transportation links.
43. An apparatus for operating a network, comprising:

means for translating a topology of the network into a
digital representation in the form of multi-dimensional
spatial configuration;

means for adding transmission cost data to the digital
representation; and

means for operating the network based on the digital
representation.
44. The apparatus of claim 43, further comprising:

means for detecting changes to the network.
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45. The apparatus of claim 43, further comprising:
means for detecting a periodic update time;
means for recording usage data of the network; and

means for determining usage costs in the network in an
updated state.
46. The apparatus of claim 43, further comprising:

means for exploring the network to determine the topol-
ogy of the network.
47. A method of operating a network, comprising:

translating a topology of the network into a digital rep-
resentation;

simulating the network using the digital representation to
adjust the digital representation; and

operating the network based on the digital representation.

48. A medium embodying instructions, the instructions,
when executed by a processor, causing the processor to
execute a method of operating a network, the method
comprising:

translating a topology of the network into a digital rep-
resentation;

simulating the network using the digital representation to
adjust the digital representation; and

operating the network based on the digital representation.
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