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&) ABSTRACT

For on-demand Quality of Service (QoS) transmission of
packets, edge nodes update a TERMINAL-PORT TABLE as
terminals log-on and then pass their node ID to each terminal

SOURCE
TERMINAL

FLOW INFORMATION
DEST. TERMINAL ID: T1
LAST-HOP NODE ID: A

FLOW-PATH TABLE

FLOW | PRE-SET PATH
Fi P
F2 P
F3 P2
F4 P3

FLOW PORT TABLE
FLOW | EGRESS PORT
F1 E1
F2 E2

that logged on. The nodes establish Quality of Service (QoS)
assured pre-set paths through the WAN with conventional IP
routing and accordingly update their NODE-PATH TABLE
to provide links between the pre-set paths, network
resources upon which the QoS of the paths depend and
identification of a last-hop node, without the need for
identification of each destination terminal of the paths. An
application level connection between source and destination
terminals, using conventional IP routing, provides the source
terminal with identification of the last-hop node that is
coupled to a destination terminal. The source terminal
provides the first-hop node the last-hop node ID, the desti-
nation ID and flow information. The first-hop node creates
its FLOW-PATH TABLE and transmits the information to
the last-hop node, which creates its FLOW-PORT TABLE.
The last-hop and first-hop nodes send acknowledgements to
the source terminal. As a part of creating the FLOW-PATH
TABLE, the NODE-PATH TABLE is searched and a QoS
path extracted based upon the request and the last-hop node
ID. Then packets are sent from the source terminal to the
destination terminal over the designated path. Thereby,
nodes do not need to link pre-set paths to destination
terminals prior to receiving a request for a QoS path, which
reduces network storage capacity requirements and compu-
tational load as compared to a conventional pre-set path
system.
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METHOD AND APPARATUS FOR PATH
CONFIGURATION IN NETWORKS

RELATED APPLICATION

[0001] The present invention relates to the commonly
assigned application METHOD AND APPARATUS FOR
PROVIDING A QUALITY OF SERVICE PATH
THROUGH NETORKS, filed on Mar. 22, 2001, by inven-
tors, Daisuke Matsubara, Satoshi Yoshizawa and Kenichi
Otsuki.

FIELD OF THE INVENTION

[0002] The present invention relates to pre-set paths in a
network for meeting demands for Quality of Service.

BACKGROUND OF THE INVENTION

[0003] Wide Area Networks, particularly the Internet, has
been suffering from storage and computational overloads of
increased traffic, which problems are growing at an alarming
rate.

[0004] A resource reservation protocol (RSVP) requires
that reservation and confirmation of a network resource
occur on every node through which data will pass, every
time a connection is made, which will tend to create long
delays while a connection is being established. In RSVP and
MultiProtocol Label Switching (MPLS) networks, as the
network grows in size, the number of connections and the
number of transactions for the reservation that a node must
handle will grow, which will require a correspondingly large
computational power at each node, and the network may be
unable to handle the necessary connections and transactions.

[0005] Recently, applications running on Internet Protocol
(IP) infrastructure are evolving to require high-bandwidth
and real-time transfer of data. To differentiate these high-
demand applications from conventional applications such as
e-mail downloads and WEB page transactions, a virtual path
(simply “path” hereafter) that guarantees Quality of Service
(QoS) attributes, such as bandwidth, delay and jitter, can be
used. The sender of the data specifies the path on which the
data flow will be allocated and then sends the data on that
path to have a guaranteed QoS.

[0006] One prior art method establishes pre-set paths, for
example as set forth in U.S. Pat. No. 6,108,304, to Hajime
et al, dated Jun. 8, 1998. The pre-set path is established
between a first-hop node and a last hop node of a Wide Area
Network (WAN), such as the Internet, and can be used for
any path that starts from a terminal that directly connects to
the first-hop node and ends at a terminal that directly or
indirectly connects to the last-hop node. The many terminals
that directly connect to the first-hop node and the last-hop
node can share the pre-set paths when establishing their own
paths.

[0007] As used herein, Edge nodes of the network, edge
nodes of sub-networks, edge nodes of work-groups, and
gateways are examples of a first-hop node and a last-hop
node of a Wide Area Network, which are in contrast to
transit nodes that are along the path between the first-hop
node and the last-hop node.

[0008] Routing information is exchanged between the
first-hop node and the last hop node of a Wide Area Network

Jan. 15, 2004

in IETE, Multi-protocol Label Switching Architecture,
RFC3031, January 2001. The first-hop node needs a path
table linking the IP address of the destination terminal to a
pre-set path. The source terminal sends a packet with a
destination IP address to the first-hop node. The first-hop
node uses the destination IP address to extract a path from
its path table and then sends the packet through the selected
pre-set path.

[0009] U.S. Pat. No. 5,933,425, issued to Iwata on Aug. 3,
1999, selects a first path to a destination in response to a
connection request that specifies multiple Quality of Service
(QoS) parameters. If the transmission of the first signal
along the first path is unsuccessful, then a second path is
selected according to a database. The pre-set paths are kept
current as to QoS.

[0010] U.S. Pat. No. 6,094,682, issued to Nagasawa on
Jul. 25, 2000, specifies a pre-set path that is available at
log-on of a terminal. The originating network element,
which is the starting point of a path, transmits a path trace
value to the next network element, which path trace value
has an identifier of the element which transmits the path
trace value. The receiving element changes the identifier of
the path trace value to its own identifier and retransmits the
modified path trace value to the next element, etc. up to an
end point. Each element holds cross-connect information
and transmits to a network management system that con-
structs paths using the cross-connect information.

[0011] US. Pat. No. 5,751,971, issued to Dobbins et al on
May 12, 1998, has multiple router interfaces assigned the
same IP network address, creating an IP work group and
allowing a host to be relocated anywhere in the work group
without requiring reconfiguration of the host. A single
address is used for several physical networks.

[0012] U.S. Pat. No. 6,256,295 B1 to Callon, dated Jul. 3,
2001, has a system for determining a plurality of minimally-
overlapping paths between a source node and a destination
node in a network. If the first path and the second path
overlap, the system modifies at least one path to minimize
the overlap of the paths to lessen the likelihood that a failure
in one path will cause a failure of the other path.

[0013] There is a need for an improved set-up of QoS
paths.

SUMMARY OF THE INVENTION

[0014] These and other needs are addressed by the present
invention.

[0015] As a result of analyzing the prior art, the inventor
has found a need for decreasing the computational load and
storage requirements on a network in handling requests for
QoS paths.

[0016] Therefore, the present invention analysis of the
prior art system as to its problems and their causes has lead
to the need for a more effective handling requests for QoS
paths.

[0017] It has been thought, prior to the present invention,
that accomplishing all of the path set-up procedures before
any request for a QoS path is received is the ultimate way to
implement QoS.

[0018] The present invention has identified a problem that
the pre-set path approach requires the first-hop node to store
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and manage a path table that includes pre-set paths for every
terminal in the network, which requires management of a
very large table. The management will become even more
extensive rapidly as the demand for QoS paths grows, which
is expected. An analysis according to the present invention
shows that when the last-hop node of a destination terminal
changes, every first-hop node that manages a pre-set path
table for that destination terminal must change such pre-set
path accordingly, which is one cause for an increased load
on the nodes. The problem becomes worse as the location of
the terminals changes frequently, because the path table of
every first-hop node must be updated every time the last-hop
node of the destination terminal changes. The present inven-
tion solves the problem identified by analyzing the problem,
determining a major cause and eliminating this cause, par-
ticularly by associating a last-hop node and destination
terminal for pre-set paths only after there is a request for a
QoS path involving the destination terminal.

[0019] Subnet IP addresses may be used to aggregate
terminals, but the problem still remains. When the terminal
subnets are divided into small groups and the number of
subnets becomes larger, the tables become immense.

[0020] The present invention solves the problems by link-
ing the destination device (edge node of a subnet, LAN,
MAN, etc. or a terminal) to one or more pre-set node to node
paths in response to the process of QoS path selection that
started with a specific request for a QoS path to a named
destination device.

[0021] The embodiment uses pre-set paths, but the first-
hop node does not store a path table for each destination
device. Instead, the first-hop node stores path tables that
indicate pre-set paths for each last-hop node. The source
device for a QoS path request, for example a subnet edge
node or a terminal, sends a request signal to the first-hop
node indicating flow information of the data flow desired
and the destination terminal to which the path should extend.
In response, the first-hop node allocates the flow to a
designated path according to the following features:

[0022] 1) The first-hop node stores a table that links
each last-hop node to each path, a node-path table.

[0023] 2) The Source and destination devices acquire
first-hop/last-hop node IDs.

[0024] 3) The destination device sends its last-hop
node ID to the first-hop node, in response to the QoS
path request.

[0025] 4) The specific request is associated with the
last-hop node ID, at the destination device or first-
hop node.

[0026] 5) The first-hop node extracts a pre-set path
from the node-path table using the last-hop node ID
and notifies the source device of the request status.

[0027] The above solution of the present invention pro-
vides all of the advantages of the prior art pre-set paths for
satisfying subsequent QoS requests and in addition allevi-
ates the prior art problems relating to the prior art huge
demands on computational and storage resources of the
networks in handling the rapidly increasing use of QoS
paths.

[0028] Still other aspects, features, and advantages of the
present invention are readily apparent from the following
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detailed description, simply by illustrating a particular
embodiment and implementation, including modifications
and variations, which is the best mode contemplated by the
inventor for carrying out the present invention. The present
invention is also capable of other and different embodi-
ments, and its several details can be modified in various
obvious respects according to the teachings herein, all
without departing from the spirit and scope of the present
invention. Accordingly, the drawing and description are to
be regarded as illustrative in nature, and not as restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] The present invention is illustrated by way of
example, and not by way of limitation, in the figures of the
accompanying drawing, in which like reference numerals
refer to similar elements, and in which:

[0030] FIG. 1 is a schematic of a network, particularly a
WAN, and example terminals connected to the network,
with example tables stored at first-hop and last-hop nodes of
a QoS path that is to be allocated on-demand, according to
the embodiment of the present invention;

[0031] FIG. 2 is a chart of signals transmitted and
received by the nodes of the WAN of FIG. 1, the source
terminal of FIG. 1 and the destination terminal of FIG. 1,
with a representative order of the signals as they occur
extending from top to bottom, for implementing the embodi-
ment of the present invention;

[0032] FIG. 3 is an example FIRST-HOP NODE TABLE,
with exemplary data, residing in storage media at the edge
nodes and used with the edge node operating as a first-hop
node in FIG. 1, for implementing the embodiment of the
present invention;

[0033] FIG. 4 an example TERMINAL-PORT TABLE,
with exemplary data, residing in storage media at the edge
nodes and used with the edge node operating as a last-hop
node in FIG. 1, for implementing the embodiment of the
present invention;

[0034] FIG. 5 is an flow diagram illustrating the steps
taken by a first-hop node or subsequent-hop node in a
network to set-up a QoS path in the network, operating in the
network pre-setup phase of the present invention as dis-
closed in FIG. 2; and

[0035] FIG. 6 is a flow diagram illustrating step 180 of
FIG. 5 in more detail, for path reconfiguration in an effort
to obtain a path through the network with a capacity corre-
sponding to a QoS path request.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0036] There is an increasing demand on networks, for
example the WAN of FIG. 1, to deliver QoS for applications
such as interactive video communication and high quality
video distribution. Multi Protocol Label Switching (MPLS)
sets up dedicated paths across the network to achieve QoS.
Each packet, of a packet switching network, has a destina-
tion identifier, herein referred to as the destination machine
ID. As a network grows, the MPLS paths grow in number.

[0037] The embodiment of the present invention employs
a network pre-setup phase as shown in FIG. 2, as a part of
an on-demand Quality of Service (QoS) service. The net-
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work pre-setup phase may be according to the prior art, for
example the prior art mentioned in the Background and as
disclosed in the commonly assigned application METHOD
AND APPARATUS FOR PROVIDING A QUALITY OF
SERVICE PATH THROUGH NETORKS, filed Mar. 22,
2001, by inventors, Daisuke Matsubara, Satoshi Yoshizawa
and Kenichi Otsuki. The basic path setting technique of that
application sill be set forth now, particularly with respect to
FIGS. 5 and 6 of this application.

[0038] The network includes nodes (gateways, terminals,
edge nodes, transit nodes, switches, etc.) coupled by links
(trunks, lines, etc.) for in-line communication, a network
management system (NMS) and a trunk management system
(TMS). The TMS and the MMS function as reserve
“resources” within the network, whereby the links of the
network are identified as having a particular data handling
capability (e.g., 100 Mbps). Then, the data handling capa-
bility of each link is assigned, either in whole or in part, to
the nodes, which manage data communicating and admis-
sion to the network, based upon the node data handling
capability.

[0039] The TMS includes a processor coupled to a
memory by a system bus, not shown but implied for the
nodes Al, A, B, C, D of FIG. 1. The memory holds various
tables, including a TMS provisioned table, a TMS trunk
table, a TMS trunk status table, and a TMS path table. Tables
are disclosed in detail herein only when necessary for an
understanding of the present invention, and other conven-
tional tables are not disclosed so as not to obscure the
invention with unnecessary details.

[0040] The edge or gateway nodes Al and A are used to
implement the network pre-setup phase and comprise a
control program in storage that provides the intelligence of
the node and is executed by the conventional node processor
to manage information received from the NMS in a number
of tables, including a node path table, a node trunk table, a
node interface status table and a node trunk status table. The
node interface table identifies the different interfaces of the
node that connect to network links, such as the access
network associated with the node.

[0041] Messages (packets) originating from a network
source machine bound for a destination machine are pro-
vided header information used by a node to assign network
resources and a path through the network.

[0042] During the network pre-setup phase (period), pre-
determined routes (paths) and pre-defined link resources
(e.g., bandwidth, class, etc.) are allocated by the NMS in
tables. As is conventional, the edge and internal nodes of a
path include queuing and buffering that allow setting of
transfer rates for certain QoS classes. The NMS sends
control information to the edge nodes (first-hop node and
last-hop node) and relay nodes (transit nodes) to set the
queuing control, thereby setting the resource of a link. In the
same manner, the control information sent by the NMS to
the first-hop node and last-hop node of FIG. 2, modifies the
routing information typically maintained by the nodes, to
thereby assign specific paths.

[0043] The TMS Routing Table, prepared during initial-
ization by the NMS and provided to the TMS, contains
information pertaining to the paths assigned the other nodes.
As an example of a TMS Routing Table, for each path, the
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columns list the first-hop node, the last-hop node and the
network links that form the paths. The TMS transmits the
portion of the TMS Path Table that relates to each node to
that node.

[0044] The NMS controls the first-hop, last-hop and tran-
sit nodes to set the data communication characteristics of
their outputs, in effect setting path or link bandwidth as a
communication class (for this example class A). Using
conventional differential service (DiffServ) architecture, or
other QoS implementations, the output queues and associ-
ated queue control circuitry is set to have the nodes classify,
mark, police, shape and prioritize packets. Thereby, the
NMS allocates a particular bandwidth to each direction
specific link. Such links are referred to as “Provisioned
Links.” A Provisioning Table identifies each provisioned
link by the two nodes it connects. In the table, each link is
assigned communication characteristics, for example, a
bandwidth.

[0045] The distribution of resources by the TMS results in
providing each node with pre-set paths, each of which
contains network links that are provisioned with a particular
bandwidth. A Node Path Table is maintained by each node
to contain the bandwidth of each of its provisioned links. To
distribute the bandwidth for direction specific provisioning
for each node may require partitioning the bandwidth on
some links three, less than three, four or even more than four
ways, depending upon the paths established by the NMS and
TMS during network pre-setup.

[0046] The TMS, after allocating resources to the network
links and then distributing those resources to the nodes,
creates and maintains a TMS Path Status Table for each
node, which has columns of: each path managed by such
node; the Provisioned Link identification of each path; the
bandwidth of each path; whether or not each path is used;
and the amount of unused bandwidth available for that path.

[0047] Node Path Status Tables are maintained by each of
the nodes to contain essentially the same information as the
TMS Path Status Table, except for each node only. Also, the
network link that became a Provisioned Link when allocated
a resource by the TMS is identified.

[0048] The Node Trunk Status Tables will change con-
tinually, because the communications handled by each node
will be changed. Communications through the nodes start
and stop, changing the amount of “Available” and “Used”
resource as stored in the tables for the paths, according to
which paths are used. In addition, the path status information
is periodically sent to the TMS so that it can change its TMS
Path Status Table to also reflect the status of the various node
paths. However, the information of the TMS Path Status
Table may lag that of the Node Path Status Tables by an
amount that depends upon how soon and how often status
information is sent to the TMS. For example, a node may
send path status information just after it modifies its own
Node Trunk Status Table, or it may send status information
on a less frequent basis, such as after predetermined periods
of time, or it may send the information on some other keying
event.

[0049] Each node may connect to more than one network
as a gateway or may have multiple connections to one
network and, as a result, have an interface for each of the
connections. A Node Flow-Path Table is created and main-
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tained by each node to identify the resource of each inter-
face, namely: the bandwidth; the amount of the bandwidth
that is used; and the amount of the unused bandwidth still
available. This information is similar to the information that
is kept for the paths in the Node Path Status Tables for each
node.

[0050] The allotted bandwidth of each node is used when
a source machine requests and is granted a QoS data transfer,
thereby creating a data communication path for as long as
the transfer takes, as shown in FIG. 5, which is a flow chart
of a representative method of performing THE PATH SET-
UP phase of Figure.

[0051] Step 152, FIG. 5: A request for a QoS path is
received by the first-hop node Al of FIG. 1 as a first
communication of the path set-up phase of FIG. 2, from a
device or network entity (i.e. the source machine, which is
the source terminal of FIG. 1 and FIG. 2) coupled to the
first-hop node. The request will be for characteristics of the
path, such a bandwidth, class, etc, (flow information) and
includes the destination terminal ID and last-hop node ID.

[0052] Step 156, FIG. 5: The first-hop node searches the
node Flow-Path Table and determines if it has the resources
available at interfaces that connect to the network to grant
the request. If not, the procedure will branch from step 156
to step 184 where the node returns a “reject” to the requestor
(source machine) and then the procedure ends. If, however,
there is sufficient interface resource available, the procedure
will move to step 160.

[0053] Step 160, FIG. 5: The first-hop node reserves the
interface resource in anticipation of granting the request, and
then the node searches its Flow-Path Table to find a pre-set
path or paths to the destination machine corresponding to the
destination IP address of the request. Once the pre-set path
is found, the procedure passes to step 162.

[0054] Step 162, FIG. 5: The node determines if the path
has the resource needed to match that of the request. With
multiple paths available, the first-hop node checks the
resources of all the paths. If no path is found with the
requested resource, the procedure moves to step 164. If a
path is found with the requested resource, the procedure
moves to step 170.

[0055] Step 164, FIG. 5: The first-hop node determines if
a path reconfiguration procedure (described more fully
below with reference to FIG. 6) should be performed. A yes
result moves the procedure to step 180 and a no result moves
the procedure to step 184 where the first-hop node returns a
“reject” to the requestor and then the procedure ends. The
decision for a path reconfiguration may be limited during
initialization (e.g., set to only make a certain number of
requests per unit of time), or based upon resource status.

[0056] Step 180, FIG. 5: A path reconfiguration attempts
to temporarily re-allocate bandwidth to one or more of the
Provisioned Links of the desired path.

[0057] Step 182, FIG. 5: If insufficient resource is recov-
ered by the path reconfiguration of step 180, the procedure
passes to step 184 where the first-hop node returns a “reject”
to the requester (source terminal) and then the procedure
ends. If the path reconfiguration process does obtain suffi-
cient resource, the procedure will proceed to step 170,
described below.
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[0058] Step 170, FIG. 5: After the first-hop node grants
the request and reserves the resource and path, the first-hop
node sends a control signal to the last-hop node and notifies
the last-hop node of the request.

[0059] Step 172, FIG. 5: The last-hop node checks its
associated Terminal Port Table to determine the resource to
handle the communication.

[0060] Step 174, FIG. 5: If the resource is not sufficient,
the procedure will move to step 186. When the resource is
sufficient, the procedure passes to step 176.

[0061] Step 186, FIG. 5: The last-hop node returns a reject
to the sending first node, and then the procedure passes to
step 184, described above.

[0062] Step 176, FIG. 5: The last-hop node sets up the
necessary configuration to mark and forward the packets
pursuant to the QoS path specified in the request and set
forth in the signal from the first-hop node (creates the
flow-port table), and then returns an “ACK”, acknowledge-
ment, to the first-hop node.

[0063] Step 178, FIG. 5: The first-hop node sets up the
configuration for marking and forwarding packets according
to the QoS requirements specified in the request and then
sends an “ACK” to the source terminal. The procedure will
then terminate with step 190.

[0064] Thereafter, the source terminal begins the commu-
nication by sending the packets, according to the DATA
TRANSFER phase of FIG. 2. When the source terminal
concludes its communication, it sends a “release” message
(not shown in FIG. 2), and in turn, the affected nodes will
modify their tables accordingly.

[0065] The major steps for path reconfiguration in step
180 of the process shown in FIG. 5 are illustrated in FIG.
6. Briefly, the path reconfiguration process, in FIG. 6,
operates to locate extra resources that can be at least
temporarily re-allocated to a path of a first-hop node looking
for a QoS path in response to a request. That is, not having
found a path with sufficient resources in any of the pre-set
paths managed by the first-hop node, an effort to find a path
by re-allocating the available resources of one or more paths
is made by path reconfiguration.

[0066] Step 202, FIG. 6: The first-hop node sends a
request to the TMS, which includes an identification of the
link needing more resource (e.g., bandwidth) and the
amount of bandwidth needed.

[0067] Step 204, FIG. 6: The TMS searches the TMS Path
Status Table for alternate links (managed by other nodes)
that share the common Provisioned Link with the path
identified in the request. When there are multiple shared
links for a path, any of the links are candidates for the path
reconfiguration process, and one having insufficient resource
for the request would be made known to the TMS by the
request. Accordingly, using the Path Status Table, the TMS
attempts to locate paths that share the same insufficient link
as the path identified in the reconfiguration request. If more
than one path is found, the TMS will select a path based
upon the available resource of that path and the needs of the
request.

[0068] Step 206, FIG. 6: A positive determination (yes) of
a path resource available passes the procedure to step 210
and otherwise to step 208.
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[0069] Step 208, FIG. 6: 1t is determined if the path found
should be used anyway. If not, the procedure passes to step
216. As indicated above, the status information of the TMS
Path Status Table may lag the status information maintained
by the nodes. The amount of lag depends upon how fre-
quently the nodes send status update information to the
TMS. Thus, the decision of step 208 is made in the hope that
the status available to the TMS is inaccurate and that the
particular path may indeed have the resource needed.
Accordingly, the request of step 210 is made anyway.

[0070] Step 216, FIG. 6: The TMS sends a “reject”

message back to the first-hop node and the process ends.

[0071] Step 210, FIG. 6: The TMS sends a request to the
node that manages the alternate path with an identification of
the path and the amount of bandwidth needed or desired.

[0072] Step 212, FIG. 6: The node receiving the request
for resources on the alternate trunk searches its associated
Tables, to check the status of the requested alternate trunk.
If the node determines that insufficient resources exist for
that alternate path to meet the requirements of the request,
the procedure passes to step 214 after the node sends a
“reject” to the TMS, and otherwise the procedure passes to
step 218

[0073] Step 214, FIG. 6: The TMS decides whether to try
again. If so, the process returns to step 204. The decision is
based, at least in part, upon the fact that two or more nodes
may share the path. Even if a path managed by one node
does not have sufficient resource, another may. Hence, step
214 returns to step 204 to attempt to find another path with
the resource needed.

[0074] Alternatively, the criteria for the decision process
used in step 214 by the TMS can be based upon a preset
number of attempts at locating an alternate path with suffi-
cient resource, or some other factor(s).

[0075] Step 218, FIG. 6: The node managing the alternate
path sends the TMS an “approve,” and adjusts its associated
Table (reducing the amount of resource indicated in both the
“Bandwidth” and the “Available” columns for the alternate
trunk.

[0076] Step 220, FIG. 6: The TMS modifies its Path Status
Table to reflect this re-allocation of resource. The TMS
notifies the node that made the reconfiguration request that
the request is granted, and modifies its Path Status Table to
reflect the reconfiguration (i.e., re-allocation of resources)
accordingly.

[0077] Step 222, FIG. 6: The first-hop node that sought
the additional resource will also modify its Tables to reflect
the added resource for the trunk in question.

[0078] Prior network configurations and architectures for
packet switching, using QoS path constructions, have typi-
cally managed the resources through the network in terms of
“paths” ie., end-to-end connections. The above control
manages the resources within a network in units of “links.”
When a sending Node creates a path, it determines if the path
can be created based upon the link resource (trunk resource)
information that it manages and does not need to ask any
other entity for additional information.
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[0079] The NMS and the TMS could be combined as one
element. A gateway element and its corresponding edge
node can be integrated as a single first-hop node, which will
have the gateway functions, such as signaling, resource
management and admission control that are mentioned
above.

[0080] The PATH SET-UP phase of FIG. 2 across the
network, as explained with respect to FIGS. 5 and 6, begins
with a request that is specific as to the QoS for the data
transfer. The first-hop node checks if the resources are
sufficient to meet the QoS needs of the request. If the
resources are not sufficient, additional resources can be
borrowed from other node allocations, which were made in
the conventional NETWORK PRE-SETUP phase of FIG. 2,
by a request for “reconfiguration” to the management sys-
tem. If sufficient resources can be reallocated, the sending
node permits the request; if not, the request is refused. The
need to reserve and control a network resource in a network
on a per connection basis is eliminated.

[0081] In FIG. 1, a simplified Wide Area Network
(WAN), for example the Internet, is shown, but only with
respect to a first-hop node Al and a plurality of last-hop
nodes A, B, C and D. Transit nodes (not shown) are in the
network along multiple paths between the nodes shown at
the edges of the network. A source device (a source terminal
in the preferred embodiment of the drawing) is connected to
the first-hop node, although in practice a plurality of source
machines, terminals and edge nodes of subnets, for example,
would be connected to the ports of the first-hop node Al.
Each last-hop node is coupled to a plurality of destination
machines (destination terminals in the preferred embodi-
ment of the drawing); the destination machines may be
terminals and edge nodes of subnets, for example.

[0082] InFIG. 1, each first-hop node employs a computer
system, not shown in detail since it is well known and
conventional. The computer system includes a computer
readable storage of code, which is partially shown in sche-
matic form to include the FLOW-PATH TABLE, NODE-
PATH TABLE, TERMINAL-PORT TABLE and the FLOW-
PORT TABLE as an embodiment according to the invention.
[0083] Although not shown in FIG. 1 because FIG. 1 is of
the present embodiment, the prior art referred to in the
Background would have an IP routing table, created in
network pre-set before a request for QoS is made. The IP
routing table of the prior art would have one column of IP
addresses, for example, of destination terminals T1, T2, T3
in the first three rows, and another column being pre-set path
identifications, for example P1, P2, P1 in the first three rows.
As mentioned previously, such a prior art table is huge and
becoming bigger rapidly, because of all the terminals con-
nected to individual nodes of the network. The present
invention does not require the identification of the terminals
connected to the pre-set paths, only identification of the
last-hop node.

[0084] The pre-set path prior art is an improvement over
the prior setting up of a path at the time of a request for QoS.
The present invention improves the pre-set path prior art in
an unexpected way, that is by setting-up the identification of
the last-hop to destination machine link of a pre-set path at
the time of a specific request for a QoS path involving that
destination machine. The advantages of the present inven-
tion in reducing the computational load and the storage
requirements on the network are great. The following
description is more specific as to the implementation of this
portion of the embodiment.
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[0085] In FIG. 1, cach destination device employs a
computer system (not shown in detail since it is well known
and conventional) that includes a computer readable storage
of code, which is partially shown in schematic form to
include the tables of the embodiment, for example the
FLOW-PORT TABLE, which relates the destination
machines to their connection ports of the corresponding
network node A, B, C, or D.

[0086] As shown in FIG. 2, the process of the embodi-
ment has a first phase, which is the network pre-setup phase.
The first-hop node Al and one or a plurality of last-hop
nodes, for example the last-hop nodes A, B, C and D of FIG.
1, exchange information between themselves over a static
path with intervening nodes of the network WAN (the
intervening nodes are shown in FIG. 2 and are implied in the
network of FIG. 1), to establish pre-set paths, in a conven-
tional manner, except that there is no need to include the
destination terminals in the set-up according to the present
invention. In establishing the pre-set paths, the first-hop
node generates or creates the FLOW-PATH TABLE and the
NODE-PATH TABLE shown in FIG. 1. Although these
tables are unique to the present invention, the method used
to establish pre-set paths may be one that is well known in
the prior art, for example as set forth in the prior art
mentioned in the BACKGROUND OF THE INVENTION,
whose disclosure is incorporated herein for such purpose,
including the MPLS method of Wide Area Network in IETF,
Multi-protocol Label Switching Architecture, RFC3031,
January 2001. Thereby, multiple paths are set-up between
the first and last-hop nodes, and different paths that transit
different transit nodes may then be selected. Each pre-set
path may be unidirectional or bi-directional.

[0087] The next phase, in the process of FIG. 2, involves
the conventional terminal log-on where the destination and
source machines, e.g. terminals, connect to their respective
nodes Al, A, B, C and D. As a result the destination and
source devices each acquire a respective node ID. Each of
the nodes create, update and otherwise manage their TER-
MINAL-PORT TABLE (here only the last-hop node table is
relevant to the invention), which relates or links each
logged-on device with the egress/ingress port to which it is
coupled. Of interest to the embodiment is that each desti-
nation terminal ID is linked to an egress port of the last-hop
node to which the destination terminal is connected. This
phase may be accomplished when the terminals log-on to the
network or when the terminals change location and connect
to a different node. As to this phase, what is different with
the present invention is that in the embodiment, there is no
need to notify the other nodes and controls of the network
that a terminal has logged-on or changed its node associa-
tion.

[0088] The third phase shown in FIG. 2 is an application
level connection set-up that is completely unique to this
invention with respect to QoS path on-demand requests. For
example, the applications residing on the source and desti-
nation machines may be for video conferencing. In a con-
ventional manner, the source and destination machines
establish an application level connection using conventional
IP routing, for example using the H.323 and SIP standards.
The source device requests that the destination device iden-
tify the node to which it is directly connected. In response,
the destination device sends through the last-hop node and
to the source terminal a message that includes the last-hop
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node ID and destination terminal ID, using conventional IP
routing, that is, without pre-set paths. Any means of noti-
fying the source terminal of the destination terminal ID and
the last-hop node ID may be used, and the above method is
merely exemplary of a means to establish the communica-
tion.

[0089] The next phase shown in FIG. 2 involves path
set-up, which was explained above in detail with respect to
FIGS. 5 and 6. The source terminal sends to the first-hop
node a request for a QoS path, as a part of the on-demand
QoS path service. The request includes the last-hop node ID
and the desired destination device identification ID, for
example A and T1, respectively; this step is not shown in
FIG. 1. The request also includes flow information that
specifies the flow characteristics, such as source IP address,
destination IP address, source port number, destination port
number, etc.

[0090] Using the NODE-PATH TABLE and the last-hop
ID, the first-hop node decides upon the path that optimally
satisfies the request and connects to the last-hop node. The
first-hop node uses the information extracted from the
NODE-PATH TABLE, the selected path, to create or update
the FLOW-PATH TABLE of FIG. 1 that links each flow to
a pre-set path. The request is transmitted by the first-hop
node Al, which in the embodiment is the node to which the
source device is connected, to the destination device over the
internet, WAN. The destination terminal ID, last-hop node
ID and flow information for the QoS path requested is sent
to the first-hop node by the source device. Conventional IP
routing or the selected QoS path may be used for this
communication.

[0091] The last-hop node, in response, creates the FLOW-
PORT TABLE shown in FIG. 1, which relates or links each
flow F1, F2, etc to the associated egress port E1, E2, etc.

[0092] Thereafter, the last-hop node sends an acknowl-
edgement (ACK) to the first-hop node that indicates its part
in the process is completed to date. Upon receipt of the
ACK, the first-hop node sends a similar ACK to the source
device.

[0093] The next phase shown in FIG. 2 involves data
transfer. The source device starts the sending of data, packet
flow, to the first-hop node. Upon receipt, the first-hop node
allocates the specified flow to the QoS path that was selected
in the path set-up phase. Thereby, the first-hop node and
transit nodes transfer the packets to the last-hop node using
the designated pre-set path for the requested QoS. The
last-hop node refers to the FLOW-PORT TABLE that links
the flow to an egress port and transmits the data, packet flow,
to the designated destination device.

[0094] Therefore, for managing transmission of data from
a source terminal (machine or device) to a destination
terminal (machine or device) through the WAN, the first-hop
node:

[0095] updates a terminal-port table (i.e. flow-port
table) of its database as terminals log-on to provide
status information about machines coupled to the
first-hop node and then passes on its node ID to each
terminal that logged on;

[0096] establishes Quality of Service (QoS) assured
pre-set paths through the WAN and updates a node-
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path table of its database to provide relationships
between the pre-set paths through the WAN, network
resources upon which the QoS of the paths depends
and identification of a WAN last-hop node of each
QoS path, without the need for identification of each
destination terminal of the paths;

[0097] receives an application level request for an
on-demand QoS assured path to a specified destina-
tion terminal from a specified source terminal and
assists the applications running on the source and
destination terminals to establish an application level
connection using conventional IP routing, by trans-
mitting over the WAN, an inquiry and answer for
identification of the last-hop node that is coupled to
a destination terminal specified in the request (the
assistance being the transmitting of an application
level signal to the destination terminal inquiring as to
the identity of the last-hop node that is coupled to the
destination terminal specified in the request and also
identifying the signal as originating from the source
terminal to whom the answer should be sent);

[0098] transmits to the source terminal an application
level signal that identifies the last-hop node that is
coupled to the destination terminal specified in the
request and also identifies the signal as originating
from one of the last-hop node and the destination
terminal (the latter case being the preferred embodi-
ment);

[0099] receives, from the source terminal, the iden-
tification of the last-hop node that is coupled to the
destination machine;

[0100] creates its FLOW-PATH TABLE of its data-
base and transmits the information for the last-hop
node to create its FLOW-PORT TABLE of its data-
base, and upon completion, acknowledges the
completion to the source terminal;

[0101] as a part of creating the FLOW-PATH
TABLE, the node-path database is searched and a
QoS path is extracted based upon both the request
and the identification of the last-hop node that is
coupled to the destination machine; and

[0102] thereafter, transfers the packets for the source
terminal to the destination terminal according to the
request.

[0103] Any “last-hop node” A, B, C, D may function as a
first-hop node in communication with the “first-hop node”
Al functioning as a last-hop node, that is the nodes may
have similar programs and tables for reversing roles,
depending upon whose terminal makes the on-demand
request for the QoS.

[0104] The first-hop terminal may, as a further embodi-
ment of the invention, take over some of the application
level duties performed by the source terminal and the
destination terminal of the above example. The invention is
usable in network service where the network comprises IP
routers, for example. The invention is usable in other net-
works, such as the ATM (Asynchronous Transfer Mode)
network, which may have a pre-set path.

[0105] With the present invention, the first-hop node does
not need to store and manage information linking pre-set
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paths to the destination terminals. In the embodiment the
first-hop node manages information linking the preset paths
to the final-hop nodes, without requiring linking to a desti-
nation terminal until the request is made and a preliminary
pre-set path is selected. Since the number of terminals is a
large multiple of the number of last-hop nodes, this greatly
reduces the required table sizes, which thereby greatly
reduces the storage requirements and the database manage-
ment processing load on the first-hop nodes, which are in
theory all of the edge nodes of the network and all of the
gateway nodes of a WAN, for example. When the destina-
tion terminal changes location and connects to a different
final-hop node, the path table of the first-hop node does not
need to be reconfigured. This greatly reduces the computa-
tional load of the first-hop nodes, when the location of the
terminals frequently changes, and with the increased use of
portable or mobile terminals, the last-hop nodes may change
more frequently in the future.

[0106] While the present invention has been described in
connection with a number of embodiments and implemen-
tations, the present invention is not so limited but covers
various obvious modifications and equivalent arrangements,
which fall within the purview of the appended claims.

What is claimed is:

1. Amethod that is machine performed by a first-hop node
of a wide area network (WAN), for managing on-demand
Quality of Service (QoS) assured pre-set path transmission
of data from a source machine to a destination machine
through the WAN, said method comprising the steps of:

managing a node-path database providing links between
QoS assured pre-set paths through the WAN and iden-
tification of a last-hop node of each QoS path;

thereafter, receiving a message that includes identification
of a specific request for a QoS assured pre-set path and
the identification of the last-hop node that is coupled to
the destination machine;

thereafter, searching the node-path database for QoS
assured pre-set paths linked to the identified destination
machine, and selecting and extracting a QoS path based
upon the identification of the last-hop node that is
coupled to the destination machine; and

thereafter, informing the source machine as to the status
of the request.
2. The method of claim 1, wherein:

said receiving receives the message as an application level
signal that identifies the signal as originating with the
source machine.

3. The method of claim 2, further including:

prior to said step of receiving, transmitting to the source
machine an application level signal that identifies the
last-hop node that is coupled to the destination machine
of the request and identifies the signal as originating
from one of the last-hop node and the destination
machine.

4. The method of claim 3, further including:

prior to said transmitting, sending an application level
signal to the destination machine inquiring as to the
identity of the last-hop node that is coupled to the
destination machine of the request and identifying the
signal as originating from the source machine.
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5. The method of claim 1, further including:

forwarding data from the source machine to the destina-
tion machine over the selected path.
6. The method of claim 1, wherein:

said managing a node-path database provides, for each
QoS path, information on network resources upon
which the QoS of the paths depend.

7. The method of claim 1, further including:

prior to said step of receiving, transmitting over the WAN,
an inquiry addressed to the destination machine
requesting identification of the last-hop node that is
coupled to the destination machine.

8. A storage media having computer readable code physi-
cally implementing the method of claim 1.

9. A storage media having computer readable code physi-
cally implementing the method of claim 3.

10. A storage media having computer readable code
physically implementing the method of claim 4.

11. A storage media having computer readable code
physically implementing the method of claim 6.

12. A storage media having computer readable code
physically implementing the method of claim 7.

13. A method that is machine performed by a last-hop
node of a wide area network (WAN), for managing on-
demand Quality of Service (QoS) assured pre-set path
transmission of data from a source machine to a destination
machine through the WAN, said method comprising the
steps of:

managing a terminal-port database providing links
between ports of the last-hop node and machines con-
nected to the ports;

thereafter, in response to an application level message
from the destination machine, and transmitting identi-
fication of the last-hop node to the destination machine;

thereafter, in response to a message from the first-hop
node that identifies flow information for the QoS
assured pre-set path and identifies the destination
machine, extracting from the terminal-port database the
port linked to the destination machine and updating a
flow-port table linking ports of the last-hop node to
flows of QoS assured pre-set paths; and

thereafter, transmitting an acknowledgement to the first-
hop node that the flow-port table has been updated.
14. The method of claim 13, wherein:

the message from the first-hop node identifies the message
as originating with the source machine.
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15. A storage media having computer readable code
physically implementing the method of claim 13.

16. A storage media having computer readable code
physically implementing the method of claim 14.

17. A method that is machine performed by a source
machine coupled to a first-hop node of a wide area network
(WAN) and running an application that is optimized by an
on-demand Quality of Service (QoS) assured pre-set path
transmission of data from the source machine to a destina-
tion machine through the WAN, said method comprising the
steps of:

at an application level, requesting to and receiving from
the destination machine an identification of a last-hop
node that is coupled to the destination machine;

sending a message to the first-hop node that includes
identification of a request for a QoS assured pre-set
path, identification of the destination machine and
identification of the last-hop node that is coupled to the
destination machine;

thereafter, receiving an acknowledgement of establish-
ment of the QoS assured pre-set path as requested; and

in response to the acknowledgement, sending the data to
the first-hop node with a link to the QoS assured pre-set
path.

18. A storage media having computer readable code
physically implementing the method of claim 17.

19. Amachine that is one of a first-hop node and a last-hop
node of a wide area network (WAN), for managing on-
demand Quality of Service (QoS) assured pre-set path
transmission of data from a source machine to a destination
machine through the WAN, said machine comprising:

a computer readable node-path database providing links
between QoS assured pre-set paths through the WAN
and identification of a last-hop node of each QoS path;
and

means for associating the last-hop node and destination
terminal for pre-set paths only after there is a request
for a QoS path involving the destination terminal.
20. The machine of claim 19, further comprising:

a computer readable node-path database providing links
between QoS paths, the last-hop node of each path, and
information on network resources upon which the QoS
of the paths depend; and

a computer readable flow-port table linking ports of the
last-hop node to flows of QoS assured pre-set paths.

#* #* #* #* %
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