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(57) ABSTRACT 
A network node for processing messages transmitted via a 
network, the node including: a first circuit providing a 
processor-based node path; a second circuit, coupled to the 
first circuit, providing a switch-based node path; and a 
memory storing mapping information accessible by the first 
and second circuits, wherein the processing of messages 
received by the network node is allocated between the first 
and second circuit based on the mapping information. 
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SYSTEM AND METHOD OF PROVIDING 
NETWORK NODE SERVICES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to U.S. Patent 
Provisional Application Ser. No. 60/559,631, filed on Apr. 3, 
2004, by William Chow, et al., the entirety of which is 
incorporated by reference herein. This application is also a 
continuation-in-part of, and claims priority to, U.S. patent 
application Ser. No. 10/120,266, filed on Oct. 18, 2001, by 
William C. Terrell, et al., the entirety of which is incorpo­
rated by reference herein 

FIELD OF THE INVENTION 

[0002] Embodiments of the present invention relate to 
network communication serving computers and peripherals 
including storage area networks; and to the architecture and 
operation of network communication ports used by several 
processing tasks including storage application tasks. 

BACKGROUND OF THE INVENTION 

[0003] There is a steady demand for increased function­
ality, reliability, efficiency, through put, and capacity for data 
communication among computers and peripherals. For 
instance, in a conventional storage area network (SAN) that 
couples computers (generally called hosts) to data storage 
devices (generally called peripherals), the efficiency of pro­
grams running on the computers is dramatically affected by 
the functionality, reliability, efficiency, through put, and 
capacity (also called band width) of the network. 

[0004] The storage area network may include network 
nodes ( e.g., routers) to accomplish reliable access to the 
storage devices by the computers. Data is transported on 
networks of this type conventionally by messages having 
source and destination addresses. A network node can 
modify messages that are routed through it to enable addi­
tional functionality beyond providing simple connectivity. 
Translation of destination addresses is desirable, for 
example, to implement redundancy, mirroring, archiving, 
copy on write (e.g., a snapshot service), and journaling. 
Using destination address translation, application programs 
performed by the computers may operate on a model of 
storage devices that does not have a one to one correspon­
dence with physical storage devices on the network. In other 
words, the network nodes may provide an interface to the 
computers that supports all functions directed to a virtual 
storage device by directing functions to one or more physi­
cal storage devices. A map of virtual devices to physical 
devices is typically defined by the storage area network 
administrator and retained in the memory of a network node. 
As used herein, the term "message" is used to refer to any 
unit of data (e.g., frames, packets, etc.) and any data format 
that may be transmitted via a network between two or more 
devices or entities communicatively coupled to the network. 

[0005] The administrator may arrange for the coupling of 
several ports of each storage device and several ports of each 
host computer to the network. Generally, increasing the 
number of ports a device or host can use to access the 
network consequently increases the reliability, efficiency, 
through put, and capacity of data communication between 
computers and peripherals coupled by the network. When 
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services are provided in a network node, there needs to be 
a corresponding increase in the capability of these network 
nodes to support this. This is often typically handled by 
adding more ports within each network node and/or addi­
tional network nodes. Existing approaches to supporting 
network-based services have limitations inherent to the 
architecture. Network nodes that implement services in a 
server (e.g., software running on general purpose central 
processor unit's (CPU's)) are expensive to scale since 
expansion within the server complex is expensive (e.g., 
general purpose CPU's cost relatively more than purpose­
built port processors) and limited (e.g., can't add very many 
CPU's, not linear scaling due to other system bottlenecks). 
This approach has some port-level processing capabilities, 
but these capabilities are limited to providing network 
access and does not typically include services functionality. 
Network nodes that implement services in a switch (e.g. 
microcode running in port processors) are more limited in 
port-level functionality and thus use a split-path approach, 
where certain services operations are performed in port 
processors while a non-overlapping set is handled by an 
external system. This approach cannot support existing 
server-based virtualization software as it typically requires 
software redesign to separate the functionality into two 
distinct systems. 

[0006] FIG. 1 illustrates an example of a prior art SAN 
incorporating server based network nodes 50a and 50b. 
Servers 50a and 50b may be any type of computer, for 
example: a network server or a workstation. Switches 52 
represent any type of interconnection network, for example 
FibreChannel or Ethernet, LAN, Internet, to provide con­
nectivity between the hosts 54 through the servers 50a and 
50b and to the disks 56. The hosts may be any type of 
computer running an application program, for example: 
network servers, workstations, personal computers or PDAs. 
The disks 56 may be any type of storage device for storing 
data. As mentioned above, the servers 50a and 50b represent 
a SAN bandwidth bottleneck that can only be alleviated by 
adding more servers, which is a relatively expensive propo­
sition. FIG. 2 illustrates an example of a SAN incorporating 
switch based network nodes 60a and 60b in place of the 
servers 50a and 50b of FIG. 1. A server 62 is coupled to the 
switch-based nodes 60a and 60b to provide data path control 
functions. These data paths typically provide limited func­
tionality and are incompatible with existing server-based 
virtualization software. 

[0007] Thus, what is needed is a system and method that 
provides improvements in data communication between 
computers and peripherals. The value of increased function­
ality, reliability, efficiency, through put, and capacity 
includes greater return on investment for computer systems 
and networks including investments in hardware, software, 
user training, and operator training. This value also includes 
the value of improved results from application programs 
running on a host. 

SUMMARY OF THE INVENTION 

[0008] The invention addresses the above and other needs 
by providing a network node capable of providing both 
server-based ( also referred to herein as "processor-based") 
node functionality as well as switch-based node functional­
ity, and intelligently allocating or assigning tasks between 
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the type of nodes, thereby providing a multi-layer process­
ing approach to processing and handling messages commu­
nicated via a network. 

[0009] FIG. 3 illustrates a network with, for example, two 
network nodes 81a and 81b, which provide services to hosts 
and peripherals in a network, according to one embodiment 
of the invention. In a further embodiment, the network nodes 
81a and 81b each include a memory circuit, a plurality of 
switch ports, at least one processing circuit, and a plurality 
of host ports, each communicatively coupled to one another. 
As explained in further detail below, network nodes 81a and 
81b each combine server-based node functionality with 
switch-based node functionality, intelligently allocating 
tasks between these two different "layers" of functionality. 
In one embodiment, the memory circuit stores mapping 
information comprising physical host and peripheral infor­
mation, definitions of virtual or "logical" hosts and periph­
erals, and other desired information and/or control data. 
Each of the plurality of switch ports, each coupled to the 
memory and coupled to a fabric, and coupled to one or more 
networks, has a respective identity for communicating via 
their respective network. Each switch port performs services 
(e.g., storage and routing services) for devices coupled to the 
network in accordance with the mapping information. 

[0010] At least one processing circuit performs a plurality 
of service tasks and provides each respective service task 
access to the host ports and/or switch ports. The service tasks 
provide storage and routing services, for example, in accor­
dance with the mapping information. The host ports are 
coupled to at least a subset of the switch ports and associated 
with them to provide communication paths to forward 
messages from the switch ports to the at least one processor 
for processing and handling. This subset of switch ports in 
turn provides routing services for the host ports to access the 
other switch pots via the fabric. This allows the host ports to 
provide to each service task, performed or provided by the 
at least one processor, access to all the switch ports via the 
fabric. Additionally, one or more data buses allow the at least 
one processor to communicate with the switch ports and 
forward messages to the switch ports for transmission to a 
designated device or entity via the network. 

[0011] By permitting several service tasks to cooperate 
with the hardware of the host ports, full use can be made of 
the hardware bandwidth. Service tasks performing tradi­
tional functions such as archiving, journaling, snapshot 
taking, and mirroring can be opened, operated, and closed 
without interaction or interference with other tasks. By 
providing numerous independent virtual interfaces, a service 
task operates with more than one virtual interface as desired. 

[0012] By coupling and associating the host ports to a 
subset of the switch ports, each host port is able to access up 
to the maximum number of switch ports of the network 
node. Host ports may be configured on the fly to access more 
or fewer switch ports. By providing access to all switch 
ports, the host ports allow the service tasks to access the 
networks with which the respective switch ports are 
coupled. 

[0013] When a switch port is associated with a host port, 
it is thereby associated to a virtual interface supported 
through the host port. By providing a virtual interface for 
each of the switch ports, service tasks can operate on the 
switch ports as they would with host ports connected 
directly to the bus of the processor circuit. 
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[0014] In one embodiment of the invention, a method of 
processing messages in network, includes: receiving a mes­
sage via a network; accessing mapping information stored in 
a memory, the mapping information comprising control data 
for processing the message; determining if the message is to 
be processed by a first device coupled to memory and the 
network, based at least in part on the control data; if so, 
processing the message with the first device; otherwise, 
forwarding the message to a second device for processing. 

[0015] In another embodiment, a method of providing 
service tasks for devices communicating via a network, 
includes the following steps: receiving a message at a first 
device via the network; reading overhead data contained in 
the message indicative of a requested service task; accessing 
mapping information from a memory, the mapping infor­
mation comprising service task information that identifies 
the requested service task as one of a plurality of service task 
types; performing the requested service task with a first 
device, coupled to the memory, if the requested service task 
corresponds to a first service task type; and performing the 
requested service task with a second device, coupled to the 
memory, if the requested service task corresponds to a 
second service task type. 

[0016] In a further embodiment, a method of handling 
network messages, includes: receiving a message via net­
work; reading routing data contained in the message, 
wherein the routing data comprises the identity of a network 
entity designated to receive the message; accessing mapping 
information stored in a memory, the mapping information 
comprising information correlating a plurality of virtual 
network entities with a plurality of physical network entities 
and further control data for processing the message; deter­
mining if the message is to be routed by a first device or a 
second device, based at least in part on the control data; 
determining whether the designated network entity is a 
virtual network entity or a physical network entity based on 
the mapping information; if the designated network entity is 
a first physical network entity, routing the message to the 
first physical network entity; and if the designated network 
entity is a virtual network entity, identifying at least one 
second physical network entity corresponding to the virtual 
network entity and, thereafter, routing the message to the at 
least one second physical entity. 

[0017] In yet another embodiment, a method of processing 
a message, includes: receiving the message by a switch port; 
parsing the message to extract a routing data, the routing 
data comprising a network address of an initiating device, a 
network address of a virtual target port and a logical unit 
number of a virtual peripheral; accessing mapping informa­
tion stored in a memory to determine if the message can be 
processed by the switch port; if it is determined that the 
switch port cannot process the message, then reformatting 
the routing data to provide an address for an intermediate 
host port as an intermediate destination address; forwarding 
the message to the intermediate host port; reformatting the 
routing data a second time to indicate an address corre­
sponding to the virtual target port as the final destination 
address; and forwarding the message to a processor for 
processing. 

[0018] In another embodiment, the invention provides a 
network node for processing messages transmitted via a 
network, the node including: a first circuit providing a 
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processor-based node path; a second circuit, coupled to the 
first circuit, providing a switch-based node path; and a 
memory storing mapping information accessible by the first 
and second circuits, wherein the processing of messages 
received by the network node is allocated between the first 
and second circuit based on the mapping information. 

[0019] In a further embodiment, a network node for pro­
cessing messages transmitted in a network, includes: a 
plurality of switch ports, each coupled to the network for 
receiving and sending messages via the network; at least one 
intermediate host port, coupled to the plurality of switch 
ports; at least one processor, coupled to the at least one 
intermediate host port and to the plurality of switch ports; 
and a memory, coupled to the plurality of switch ports and 
the at least one processor, the memory containing mapping 
information for controlling how messages are handled by at 
least one of the plurality of switch ports and the at least one 
processor. 

BRIEF DESCRIPTION OF IBE DRAWING 

[0020] FIG. 1 is an illustrative example of two server­
based systems providing services in a storage area network 
(SAN). 

[0021] FIG. 2 is an illustrative example of two switch­
based systems providing services in a SAN. 

[0022] FIG. 3 illustrates a SAN having two hybrid net­
work nodes in accordance with one embodiment of the 
invention. 

[0023] FIG. 4 is a block diagram of a network having a 
host computer and two physical peripherals, according to 
one embodiment of the present invention. 

[0024] FIG. 5 illustrates a block diagram of a network 
node, in accordance with one embodiment of the invention. 

[0025] FIG. 6 illustrates a block diagram of two sub­
circuits of a network node separated by a network, in 
accordance with another embodiment of the invention. 

[0026] FIG. 7 is a diagram depicting layers and interre­
lations of services for performing service tasks, in accor­
dance with one embodiment of the invention. 

[0027] FIG. 8 illustrates a block diagram of service layers 
and their interconnections and access of mapping informa­
tion from two memories, in accordance with one embodi­
ment of the invention. 

[0028] FIGS. 9 A-E illustrate a process flow diagram of a 
method for resolving a reference to virtual storage in a 
storage area network, in accordance with one embodiment of 
the invention. 

[0029] FIG. 10 a flow of service task provision; and 

[0030] FIG. 11 is a functional block diagram of an imple­
mentation of the fabric and ports of the node of FIG. 5. 

DETAILED DESCRIPTION OF IBE 
PREFERRED EMBODIMENTS 

[0031] Various preferred embodiments of the invention 
are described in detail below with reference to the figures, 
wherein like elements are referenced with like numerals 
throughout. 
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[0032] A network, according to various aspects of the 
present invention, provides services to hosts and peripherals 
communicating via the network. According to conventional 
communication protocols, a host and peripheral differ at 
least in that the host generally initiates communication with 
a peripheral. 

[0033] For a communication between a host and a periph­
eral, network-based services includes any service performed 
by a node in a network between the host and the peripheral. 
A network-based storage service may perform as an addi­
tional host operating in place of the host (i.e. the node 
appears to a peripheral as an emulated host); or, an addi­
tional peripheral operating in place of the peripheral (i.e., the 
node appears to a host as an emulated peripheral). Storage 
services may provide, for example, improved reliability 
(e.g., redundant operations performed by the storage service 
such as mirroring or other forms of data replication), 
improved throughput (e.g., alternate data sources, sinks, 
and/or paths in a network), improved network monitoring 
and diagnostics ( e.g., taking snapshots of activity or of 
storage media), improved availability (e.g., failover), virtu­
alization ( e.g., virtual storage devices defined over portions 
of one or more physical storage devices), and load balancing 
(e.g., providing copies of media for multiple access, syn­
chronizing copies of media, setting up journaling to be 
accomplished off peak time, or updating archives whenever 
traffic is relatively low), to name a few applications related 
to storage area networks. 

[0034] Services may be implemented in the network 
between conventional hosts and conventional peripherals. 
For example system 100 of FIG. 4 includes conventional 
host 110, conventional peripherals 122 and 124, and network 
130. Network 130 includes at least one link to each device 
using the network (i.e., a link to host 110, and to each 
peripheral 122, 124). Devices using the network are gener­
ally called members of the network. Data communication 
via network 130 includes messages comprising frames, each 
frame including a header and a payload and conveyed 
according to a conventional communication protocol and a 
hardware signaling protocol. 

[0035] Network 130 further includes one or a cooperating 
group of network nodes (not shown). According to various 
aspects of the present invention, network 130 provides 
services 140, as discussed above, performed by any one or 
cooperating group of network nodes. A network node may 
operate as a repeater, router, protocol translator, bridge, hub, 
and/or switch. A network node may include any conven­
tional repeater, router, protocol translator, bridge, hub, and/ 
or switch working individually or in cooperation with other 
repeaters, routers, protocol translators, bridges, hubs, and/or 
switches. A network node may further include one or typi­
cally several processors associated with the network node 
( e.g., an administrative platform for the network node). 
According to various aspects of the present invention, these 
processors may provide services. 

[0036] For example, when system 100 includes functions 
of the type known as a storage area network (SAN), periph­
erals 122 and 124 may include functions of conventional 
disk drive arrays. Services 140 may include any network­
based service as discussed above and defined by a configu­
ration of services 140. For instance, when services 140 
includes storage device virtualization, application programs 
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performed on host 110 may access (e.g., read or write) a 
segment referring to a virtual storage address ( e.g., a drive, 
surface, cylinder, and sector) on virtual peripheral 123 
without designating a particular physical storage address of 
physical peripheral 122 or 124. An administrator may (with 
conventional precautions for integrity of the data and appli­
cation program states) redefine the virtual to physical cor­
respondence by altering the mapping data to change the 
configuration of services 140. In another instance, services 
140 may include mirroring. On each write access by an 
application program to a virtual peripheral 123, services 140 
may determine one or more suitable physical storage 
addresses (e.g., involving both peripherals 122 and 124) to 
be used for a mirrored write access (e.g., write multiple 
copies of the data being written by the application program), 
complete the requested write access to peripherals 122 and 
124, detect and report any abnormal conditions in the 
original write access, and when finished, complete the 
original write request by the host. 

[0037] For improved reliability and availability, an archi­
val copy of data may be maintained on a different virtual 
peripheral (i.e. logical storage device) or a different physical 
peripheral (i.e. physical storage device). According to a 
predefined configuration of services 140 in one embodiment, 
a storage service may perform the following operations. 
Write access to virtual peripheral 123 is detected and 
archived by initially setting all regions as read-only. Write 
access to a portion of virtual peripheral 123 may be arranged 
by temporarily blocking ( e.g., queuing) selected write 
requests to virtual peripheral 123. The storage service ( oper­
ating as an intermediate host, provided by a network node) 
initiates a read operation for data to be archived and initiates 
a write operation to a suitable archive storage address ( e.g., 
virtual or physical involving peripheral 124). The node 
providing storage service 140 monitors, takes suitable action 
on error conditions that may arise, and completes both the 
read and write operations to accomplish archiving. When the 
archival process is accomplished, the storage service may 
enable write access and return the portion of peripheral 122 
back into regular service facilitating emptying of queues of 
temporarily blocked write operations. 

[0038] As discussed above, services 140 may be hosted by 
a platform otherwise operating as a conventional network 
node. For example, node 200 of FIG. 5, according to one 
embodiment of the present invention, includes a processing 
circuit 202 for performing services in addition to performing 
conventional functions of a router and gateway. Node 200 
further includes a group of switch ports 206 (e.g., 20 of 
which 4 are shown), a group of intermediate host ports 204 
( e.g., 4 of which 1 is shown), and a fabric 232. For purposes 
of illustrating various aspects of the present invention, a 
virtual peripheral 123 is shown as comprising portions of 
physical peripherals 122 and 124. Node 200 may further 
perform all functions described in U.S. patent application 
Ser. No. 10/120,266 referred to above, the entirety of which 
is incorporated by reference herein. Also in one embodi­
ment, internal switch port 222 and external switch ports 206 
are similar or identical to the port logic circuits 1186 and 
1188 described in U.S. patent application Ser. No. 10/120, 
266. 

[0039] Network 230 couples external switch ports 224-
226 of node 200 to host 110 and peripherals 122 and 124. 
Network 230 may be any conventional network. In FIG. 5, 
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a network 230 (of any conventional complexity) provides 
the links of network 130, discussed with reference to FIG. 
4. In one implementation, network 230 links devices to 
external switch ports 224-226 via exemplary logical point­
to-point connections as described in Table 1; and, fabric 232 
links switch ports 222, and 224-226 to one another. In the 
discussion that follows, each host, peripheral, and external 
switch port provides one interface to network 230. 

Device 

Host 110 
Peripheral 122 
Peripheral 124 

TABLE 1 

External Switch Port 

224 
225 
226 

[0040] In alternate embodiments, multiple interfaces to 
network 230 may be used at any host 110, peripheral (e.g., 
122), or node 200 for increased communication capacity 
and/or reliability. For example, external switch port 226 may 
be implemented with three external switch ports (226a, 
226b, and 226c, not shown) in place of external switch port 
226 for higher throughput to network 230 serving peripheral 
124; and, peripheral 124 may have one or more interfaces to 
network 230 regardless of the number of external switch 
ports for peripheral 124 at node 200. According to various 
aspects of the present invention, each of these three external 
switch ports (226a, 226b, 226c) provides for communication 
between a node processor (e.g., processor circuit 202) and 
peripheral 124 may use a common intermediate host port 
204. The intermediate port functions supporting three exter­
nal switch ports (226a, 226b, 226c) may be implemented 
with one intermediate host port 210 coupled to one inter­
mediate switch port 222. For increased throughput and/or 
reliability several intermediate host ports 210 comprising a 
group of intermediate host ports 204, in conjunction with 
corresponding intermediate switch ports, may service these 
three external switch ports (226a, 226b, 226c). 

[0041] As shown in FIG. 5, one intermediate host port 210 
may serve multiple external switch ports 224-226. For 
example, intermediate host port 210 may be used to present 
an HBA interface capability to service tasks running on 
processor circuit 202 for each transport-addressable end­
point on external switch ports 224-226 for communication 
with one or more hosts and/or peripherals 122, 124. In 
another implementation, more than one intermediate host 
port (e.g., 210a, 210b, 210c not shown) may communicate 
via one external switch port ( e.g., 226). Each external switch 
port 224-226 may expose one or more transport-addressable 
endpoints in the network, and intermediate host port 210 
may be used to present an HBAinterface capability for every 
transport-addressable data transport endpoint exposed by 
external switch ports. In one embodiment, intermediate host 
port 210 comprises a conventional host bus adapter (HBA). 

[0042] The utilization of each intermediate host port 210 
of the set 204 and each external switch port of set 224-226 
may be defined by a map in memory 258 and/or memory 
253, as discussed below. This map provides the routing 
information necessary for external switch ports 224-226 to 
exchange messages with service tasks running on processor 
circuit 202 via intermediate host ports 204. The map may 
define one-to-one, one-to-many, many-to-one, and/or many-

Ex.1035 / Page 17 of 35
CISCO SYSTEMS, INC.

Ex.1035 / Page 17 of 35
CISCO SYSTEMS, INC.



US 2005/0232285 Al 

to-many relationships between intermediate host ports 204 
and external switch ports 224-226. 

[0043] A processing circuit includes any circuit that 
executes stored programs including firmware and/or soft­
ware. A conventional processing circuit includes one or 
more microprocessors, memory coupled to the processor(s) 
by a bus, and various peripherals for mass storage, operator 
interface, and control of platform specific circuits. For 
example, processing circuit 202 includes processors 251 and 
252; memory 253; hub 250; 1/0 bus bridges 254, 255, and 
256; and legacy devices 257. In one implementation, all of 
the foregoing components are members of a chip set such as 
the E7500 chip set marketed by Intel, Inc. In an alternate 
embodiment, processing circuit 202 may use a "HyperTrans­
port" architecture having a chip set of the type marketed by 
Advanced Micro Devices. Processing circuit 202 is coupled 
by bus 240 to intermediate host ports 210. Processing circuit 
202 is also coupled to memory 258 and switch ports 206 by 
bus 242. In an alternate implementation, bus 242 further 
includes an independent path between memory 258 and each 
external switch port to avoid latencies in each port. 

[0044] In one embodiment of the invention, Hub 250 
provides communication among processors 251 and 252, 
memory 253, and 1/0 bridges 254-256. Each 1/0 bridge may 
serve as a bus master from time to time, for example, to 
access memory 253 via hub 250. In an alternative embodi­
ment using a different chip set, the processor circuit 202 may 
interconnect with other system components, particularly 
intermediate host ports 210 and switch ports 206, using a 
switched architecture (e.g. HyperTransport, PCI Express, 
etc.). 

[0045] A memory includes any device that stores data for 
access by a processor. Any combination of semiconductor 
memory, optical, and/or magnetic memory technologies 
may be used. Memory 253 and 258 may include volatile 
and/or nonvolatile memory, solid state and/or disk memory. 
Memory 253 and memory 258 may provide instructions, 
data, and/or workspace for processes performed by either 
processor 251, 252, switch ports 206, and intermediate host 
ports 210. Access by processors 251 and 252 to memory 253 
may be optimized over access by switch ports. Access by 
switch ports 222-226 to memory 258 may be optimized over 
access by processors 251 and 252. Also, processes per­
formed by a switch port may refer to memory internal to that 
switch port for a majority of instructions, data, and work­
space. Although switch ports 222-226 are shown in FIG. 2 
as accessing memory 258 through bus 242 and as accessing 
memory 257 through bus 242 1/0 bus bridge 255, and 
memory controller hub 250, some embodiments of the 
invention may include alternate and/or additional access 
paths as readily apparent to one of ordinary skill in the art. 
In one embodiment, memory 258 may include a memory 
controller and provide access to stored memory by conven­
tional content addressable techniques and/or by conven­
tional random access techniques, and memory 253 is a 
random access memory (RAM). In a further embodiment, 
memories 253 and/or 258 store mapping information that is 
utilized to perform the services and functions described 
herein. This mapping information is described in further 
detail below, and can comprise the exemplary data, or 
subsets thereof, contained in Tables 1-4 below. 

[0046] In one embodiment, 1/0 bridge 254 provides a 
conventional PCI bus 240 linking intermediate host ports 
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204 to all resources available via hub 250. For example, an 
intermediate host port 210 may access memory 253 for 
read/write data (e.g., configuration data, commands from 
processors 251-252, routing tables), or for download of 
instructions to be performed by a processor integral to 
intermediate host port 204. Processors 251-252 may access 
intermediate host ports 210 via hub 250 and bridge 254 for 
data communication through each intermediate host port 210 
and for control of each intermediate host port 210. For 
instance, processors 251-252 have read/write access to con­
trol and status registers, command queues, and data buffers 
of intermediate host ports 204. 

[0047] In one embodiment, 1/0 bridge 255 provides a 
conventional PCI bus 242 linking switch ports 206 to all 
resources available via hub 250. For example, switch port 
224 may access memory 253 for read/write data (e.g., 
configuration data, commands from processors 251-252, 
routing tables), or for download of instructions to be per­
formed by a processor integral to external switch port 224. 
Processors 251-252 may access one or more of the switch 
ports 206 via hub 250 and bridge 255 for data communica­
tion through the switch port and for control of the switch 
port. For instance, processors 251-252 have read/write 
access to control and status registers, command queues, and 
data buffers of external switch port 224. Bus 242 also 
provides access to storage in memory 258 or switch ports 
222 and 206 for instructions and/or data ( e.g., a map or maps 
and routing information) used individually or in common 
among external switch ports 206. In an alternate implemen­
tation illustrated in FIG. 2b, bridge 255 and 242 may be 
omitted, and any necessary communication (e.g. control, 
configuration, management) between processor 251-252 and 
switch ports 206 can be handled thru alternate interfaces 
(e.g. thru networks 230 or 231, or 1/0 devices attached thru 
bridge 256). 

[0048] In one embodiment, 1/0 bridge 256 provides a 
conventional 1/0 controller hub 244 linking other devices 
( e.g., legacy devices 257) to all resources available via hub 
250, including for example, conventional IDE disk drives 
(e.g., for software for processors 251-252), flash memories 
( e.g., for initial configurations and/or firmware for proces­
sors and ports), a user console interface (e.g., for use by a 
network administrator for controlling node 200), and local 
area network interfaces (e.g., for communication with other 
networked systems). 

[0049] A fabric 232 (or "switching fabric") provides com­
munication among all devices coupled to the fabric. In one 
embodiment of a fabric 232, any device on the fabric may 
at any suitable time broadcast a message (by conventional 
physical bus, star or ring signaling) to all devices coupled to 
the fabric and the device to which the message is addressed 
takes any suitable action on receipt of the message (e.g., 
enqueueing the payload of the message for transfer off the 
fabric onto network 230, onto bus 242 or onto bus 240). In 
another embodiment, messages on the fabric may be directly 
routed to the destination via a switching element that joins 
all devices on the fabric. Addresses used for messages on the 
fabric may be either internal addresses that are private to the 
devices on the fabric or external switch port addresses that 
are visible to other nodes connected to network 230. Fabric 
232 provides connectivity between switch ports 206 and 
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may be implemented as a backplane. Any conventional 
message protocol may be used for communication via fabric 
232. 

[0050] In one embodiment, switch ports 222 and 224-226 
send and receive messages via the fabric 232, and send and 
receive control information via bus 242. External switch 
ports 224-226 may also send and receive messages via 
network 230 (e.g., on a link as in Table 1), and an interme­
diate switch port 222 also sends/receives messages via 
network 211. For example, each external switch port 224-
226 includes a network interface coupled to network 230, a 
control interface coupled to processing circuit 202 via bus 
242 and a fabric interface coupled to fabric 232. Similarly, 
each intermediate switch port 222 includes a network inter­
face coupled to network 211, a control interface coupled to 
processing circuit 202 via bus 242 and a fabric interface 
coupled to fabric 232. A switch port provides message 
parsing, address translation, and message formatting in 
support of the aforementioned message communications 
(e.g., supporting different protocols in each communication 
medium). In an embodiment, switch ports 222, and 224-226 
are similar or identical to port logic circuits 1186 and 1188 
described in co-pending application Ser. No. 10/120/266. 
Each switch port has a transport address for sending/receiv­
ing messages in each communication medium and may have 
integral memory. A switch port may be implemented in any 
combination of hardware, firmware, and software. 

[0051] In one embodiment, each message received from 
network 230 (e.g., a SCSI protocol message) is modified by 
an external switch port (e.g. 224) and forwarded to a 
destination switch port in accordance with routing informa­
tion stored in its integral memory (not shown), in memory 
253, and/or in memory 258. The destination may be another 
external switch port (e.g., 226) or an intermediate switch 
port (e.g., 210 or 222). If a message is received from 
network 230 for which no routing information is available 
(e.g. from integral memory, memory 258, or memory 253), 
the switch port (e.g., 224) may forward the message to 
processes performed by processors 251 and/or 252 via 1/0 
bus bridge 254 and/or 255 (e.g., by storing the message in 
memory 253 or 258, either written directly by switch port 
224 or by forwarding it to intermediate host port 210 from 
intermediate switch 222 via network 211). [For example, if 
a message is received by switch port 226 specifying an 
access request to a virtual network entity, in one embodi­
ment, the switch port 226 accesses the mapping information 
in memories 258 and/or 253 to identify at least one physical 
network entity that corresponds to the virtual entity for 
which access has been requested. If the mapping informa­
tion does not contain the necessary correlation information, 
or if the requested access is not authorized, the switch port 
226 forwards the message to intermediate switch 222 for 
ultimate handling and processing by one of the processors 
251 or 252. The processes performed by processors 251 or 
252, which operate at or at least interface with a higher 
application layer, is better able to process the message and 
can also update the mapping information to designate one or 
more physical devices as corresponding to the requested 
virtual entity. These processes may support dynamically 
updating virtual to physical mapping information and can 
specify any arbitrary rule or criteria that causes the switch 
ports 206 to forward messages for processing by the pro­
cessors 251 or 252. 

6 
Oct. 20, 2005 

[0052] Conversely, each message received from interme­
diate host port 210 is converted by a intermediate switch port 
(e.g. 222) and forwarded to the external switch port in 
accordance with routing information stored in integral 
memory (not shown), in memory 253, and/or in memory 
258. Messages of particular types are identified by message 
parsing and particular actions are taken based on message 
type. For example, network control messages (e.g., Fibre 
Channel loop initialization primitives or link services) and 
application messages (e.g., SCSI FCP information units) 
may be passed to intermediate host ports 204 (via fabric 232 
and intermediate switch port 222) or passed more directly to 
processors 251-252 via bus 242 and memory 253 and/or 
258. As used herein, the term "processing a message" refers 
generally to routing or sending the message to its intended 
destination and performing any other desired actions to 
complete a requested task, service, data exchange, or trans­
action ( collectively referred to herein as "service tasks") for 
one more network entities (e.g., hosts and peripherals) 
communicatively coupled to the network. 

[0053] An intermediate host port provides processing for 
lower level protocols supported by network 211. In one 
embodiment, an intermediate host port 210 provides pro­
cessing circuit 202 with received message payloads (e.g., 
from host 110 or a peripheral, forwarded from external 
switch ports 224-226 thru intermediate switch port 222 via 
network 211) and message types as determined by the 
intermediate host port in a manner that avoids or reduces the 
processing burden for the lower level protocols used to 
convey the messages. Conversely, processing circuit 202 
may provide message payloads and message types to an 
intermediate host port and the intermediate host port will 
perform the necessary acts according to lower level proto­
cols to ensure message delivery ( e.g., thru intermediate 
switch port 222 and then out external switch ports 224-226 
to host 110 or a peripheral). An intermediate host port may 
also conduct session level communication ( e.g. via network 
230 thru switch ports 206) to insulate processor circuit 202 
from the particulars and the workload of the lower level 
protocol that ensure accurate and timely delivery of com­
plete messages on network 230 (e.g., acknowledgements, 
requests for retransmissions, and re-ordering packets 
received out of order). An intermediate host port may be 
implemented in any combination of hardware, firmware, and 
software. In one embodiment, intermediate host port 210 
comprises an Agilent DX2 HBA and associated driver 
circuitry and logic. 

[0054] In a further implementation, one or more interme­
diate host ports 210 and zero or more switch ports 206 are 
formed on a first circuit card 203 having a bus interface ( e.g., 
240 and/or 242) to communicate with the host processor 
circuit card 202 (e.g., processor, memory, and 1/0 bridge). 
Bus 242 may be omitted in an alternate implementation by 
provisioning bus 240 to provide the additional, required 
functionality. In one embodiment, busses 240 and/or 242 
comprise PCI data busses. The circuit card 203 may be 
installed in a separate workstation ( e.g., a host) or a server 
(e.g., a network hub, router, or switch) apart from processor 
circuit 202 but communicatively coupled to the processor 
circuit 202 via busses 240 and/or 242 to improve commu­
nication effectiveness. 

[0055] For example, in FIG. 5 an intermediate switch port 
222 is coupled to an intermediate host port 210 via a network 
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link 211. Intermediate switch port 222 is similar in structure 
and function to any external switch port 224-226 discussed 
above with reference to switch ports 206 except that the 
network interface of intermediate switch port 222 is coupled 
by link 211 to intermediate host port 210 instead of to 
network 230. Intermediate host port 210 includes a network 
interface coupled to link 211 and a control interface coupled 
to processing circuit 202 via bus 240. 

[0056] In one embodiment, in FIG. 6, the intermediate 
host ports 204 and switch ports 206 may be part of two 
subsystems separated by a conventional link or network 231. 
For example, node 290 of FIG. 2b includes processing 
subsystem 291, switching subsystem 292, and other num­
bered functional blocks corresponding to similarly num­
bered functional blocks discussed above. In this embodi­
ment, network 231 couples one or more intermediate host 
ports 210 to one or more intermediate switch ports 222. 
Network 231 may include any conventional network to 
facilitate many-to-one, one-to-many, or many-to-many rela­
tionships between intermediate host ports and intermediate 
switch ports for increased communication capacity, load 
sharing, redundancy, convenience, and efficiency. When 
intermediate host port 210 and intermediate switch port 222 
conform to industry standard interfaces, link 211 may be 
implemented without custom or proprietary technology ( e.g. 
Fibre Channel protocol). In one implementation, subsystems 
291 and 292 are packaged in the same enclosure to share 
common functions such as power supply circuitry and front 
panel displays. In another implementation, subsystems 291 
and 292 are packaged in separate systems and may be 
remotely separated, for instance, located in different build­
ings of a campus. 

[0057] Each switch port of switching subsystem 292 may 
have a configuration (e.g. for routing messages via link 211) 
that includes a static portion and/or a portion set either by 
messages received via network 230, bus 242 and/or link 211. 
The configuration data may be stored in memory 258, and/or 
internally stored in each switch port. 

[0058] An intermediate host port supporting SCSI and 
lower level protocols may be implemented with a conven­
tional host bus adapter (HBA) (e.g., a model DX2 as 
marketed by Agilent). Consequently, processing circuit 202, 
in cooperation with intermediate host ports 204, conducts 
communication via network 230 as one or more hosts as may 
be needed to accomplish services as discussed above. As an 
example of peripheral virtualization in reference to FIG. 5, 
host 110, via its processor 288 and conventional host bus 
adapter 287 may access virtual disk 123 on network node 
200. Consequently, external switch port 224 ( coupled to host 
110 and serving as a target of host 110) intercepts messages 
directed to virtual disk 123 and may forward these messages 
to intermediate host port 210 via intermediate switch port 
222. Intermediate host port 210 notifies processing circuit 
202, cooperates with service tasks running on processing 
circuit 202 to intercede as a virtual host to a physical 
peripheral ( e.g., any suitable portions of peripherals 122-
124), conducts suitable accesses to peripheral 122 and/or 
124 via external switch ports 206 (by way of intermediate 
host port 210, network link 211, and intermediate switch 
port 222), and responds to host 110 as if host 110 were in 
direct communication with a nonvirtual peripheral (e.g., 
physical peripheral 122). 
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[0059] According to various aspects of the present inven­
tion, any external switch port in communication with an 
intermediate host port may express to the network the 
functions of one or more virtual network ports (e.g. Fibre 
Channel N _port). These network ports are virtual in that 
they may or may not be equal to the number of interfaces on 
external switch ports 224-226 that connected to network 230 
(e.g. each external switch port may provide access to one or 
more network ports, each of which are addressable by 
external network nodes thru network 230). For example, 
external switch port 224 may appear to host 110 as one or 
more target ports (e.g., each hosting one or more virtual disk 
123) by any conventional means (e.g. acquiring one or more 
network addresses from an Fibre Channel network or loop). 
For increased capability, intermediate host ports 204 may 
utilize additional external switch ports ( e.g., 225, and 226) 
that are coupled to the same fabric (e.g., 232). Because 
intermediate host port 204 is effectively coupled to fabric 
232 via one or more intermediate switch ports 222, one 
intermediate host port 204 may utilize any number of 
external switch ports 206. 

[0060] According to various aspects of the present inven­
tion, services performed by processing circuit 202 are per­
formed by a plurality of service tasks, each task cooperating 
with one or more of the virtual network ports hosted by 
network node 200. Two levels of virtualization provide the 
service task with ease of programming and high message 
processing capacity. At a first level, one intermediate host 
port cooperates with an interface driver that maintains an 
instance of an application program interface (API) (or 
maintains a separate interface) for each service task. Each 
service task may independently operate its own interface 
instances to the virtual network ports via the APL Second, 
one intermediate host port ( e.g., as in the first level of 
virtualization) is coupled to an intermediate switch port for 
access to any number of external switch ports. In other 
words, a service task may in fact be serviced by one 
intermediate host port 210 and several external switch ports 
206. 

[0061] Intermediate host ports 204 and switch ports 206 
have identities for communicating via bus 242 (same or 
different) identities for communicating via fabric 232, and 
(same or different) identities for communicating via network 
230 (i.e. one for each virtual network port hosted by network 
node 200). The identity of the interface provided to a service 
task for a virtual network port may be different from any of 
these identities. Each intermediate host port identity is 
generally associated with one or more external switch port 
identities, and each external switch port identity is generally 
associated with one or more virtual network port identities. 
More than one intermediate host port may in fact be using 
the same external switch port (e.g., for redundancy, hot 
sparing, and fail over of intermediate host ports). The service 
task may be unaware of the intermediate host port and 
switch port identities in use. 

[0062] A port, as used herein, transfers data in connection 
with a service (e.g., an application program, handling of an 
1/0 request, routing of a message, etc.) and/or transfers data 
to or from a another port or other network device. A port 
performs one or more signaling protocol functions and/or 
message protocol functions. In one embodiment, a port may 
be implemented as an engine having any combination of 
processors and/or circuits. Since signaling and message 
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protocols may be complex, the entire path from an applica­
tion program to a network is typically served by several 
ports ( or engines) in series, each port responsible for a subset 
of the functions of the signaling and message protocols. In 
one implementation, the data path from an application 
program to a network is served by circuits and processors 
that execute software. The software includes objects that 
communicate with each other via interfaces between the 
objects. An object generally maintains encapsulated data 
that is accessible across an interface by interprocess com­
munication ( e.g., a subroutine call, remote procedure call) as 
opposed to read/write access (shared memory, shared 
queues, semaphore, mutex, shared files). A first object 
generally provides a copy of its encapsulated data to another 
object in a return from an interprocess communication. 
When delays associated with interprocess communication 
are unsuitable, an initial provision of data to a trusted object 
may include a handle or address that permits subsequent 
access by the trusted object to the formerly encapsulated 
data. 

[0063] A process for providing services and for providing 
virtual network ports, according to various aspects of the 
present invention, includes a mapping of virtual network 
port identities to physical port identities (i.e. intermediate 
host ports 204 and switch ports 206). For example, process 
300 of FIG. 7, includes an application program layer 304 
and a driver layer 306 that stand between a user 302 and 
other processors including switch ports 206 and intermediate 
host ports 204. The driver layer and application program 
layer have access to the PAM store 334 for information 
describing the paths, access criteria, and maps (PAM). An 
operating system ( e.g., Linux) (not shown) facilitates appli­
cation program startup and termination, and provides to each 
application program in layer 304 application program inter­
faces (APis) as implemented by drivers in driver layer 306. 
The operating system performs processes in application 
program layer 304 in a conventional application program 
mode and performs processes in device driver layer 306 in 
a conventional privileged mode (e.g., a kernel mode). In an 
alternative implementation, layer 304 and 306 may be 
performed in the same mode (e.g. both can be implemented 
as kernel-mode drivers or both can be provided in the same, 
or in different user-mode processes). One or more individual 
processes may make up process 300 and may operate at any 
time sufficient data is available. Data passed between pro­
cesses may be passed using any conventional mechanism 
including register 1/0 reads and writes, queues, mailboxes, 
and doorbells. Application program layer 304 may have 
access to PAM 334 through the API, for example, via calls 
to suitable processes in device driver layer 306. 

[0064] An external switch port performs parsing and for­
matting operations on messages received and sent from/to 
network 230. Further, an external switch port may perform 
zero, one, or more service tasks (ST). For example, external 
switch port 224 (representative of ports 206) can perform an 
instance of parse process 352, format process 354, and zero, 
one, or more service tasks 356 of a first type 1.(STl). Flow 
and context store 360 may include content addressable 
memory, 258, as discussed above, that is particular to one 
external switch port or is shared by any suitable number of 
external switch ports. For example, flow and context store 
360 includes information copied from or consistent with 
database records of path, access control, and map (PAM) 
store 334 discussed above. In alternate embodiments, flow 
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and context store 360 may be stored in memory 258 or 253, 
thereby being accessible by any switch port 206 via bus 242. 
In an alternate implementation, store 360 may be stored, 
wholly or in part, in memory integral to each switch port. 
Store 360 is addressable by flow tag, subflow tag, and 
exchange tag to provide respectively flow data, subflow 
data, and exchange data. A switch port, according to an STl, 
may direct messages to any intermediate host port, and/or 
other switch port. 

[0065] An intermediate switch port performs parsing and 
formatting operations on messages received from, and sent 
to intermediate host ports. Further, an intermediate switch 
port may perform zero, one, or more service tasks. Inter­
mediate switch port 222 performs an instance of parse 
process 372, format process 374, and one or more service 
tasks 376 of type 2. An intermediate switch port (e.g., 222) 
may have access to a flow and context store 360 used by 
external switch ports (e.g., in memory 258), and it may have 
access to PAM store 334 (e.g. in memory 253). 

[0066] A user 302 of node 200 (FIG. 7) is typically a 
person trained in network administration who is responsible 
for defining and revising a network architecture in which 
node 200 is installed. User 302 reviews results of discovery 
conducted thru switch ports 206, defines virtual peripherals 
for use by hosts (e.g., 110), and defines the protocols, 
identities, capabilities, and configuration of switch ports 
with respect to network 230 (e.g. creating, modifying, or 
deleting virtual network ports hosted on network node 200). 
These activities are divided roughly into node administration 
and PAM administration. A common user interface (e.g. 
graphical user interface) may be implemented to present 
these administrative operations as an integral user interface. 

[0067] In one embodiment, application program layer 304 
may provide a node administrator 312, PAM administrator 
314, and zero, one, or more service tasks 320 (ST4). Node 
administrator 312 reads status of various components of 
network node 200 (e.g. switch ports) and provides status 
reports to user 302. Further, node administrator 312, as 
directed by user 302, issues commands to control the con­
figuration of various components of network node 200 ( e.g. 
switch port). Node administrator 312 may also implement 
virtual peripherals by interacting with PAM administrator 
314, which correspondingly stores/updates suitable database 
records accessed by external and internal switch ports (e.g., 
updating contents of PAM store 334 and/or flow and context 
store 360). 

[0068] Path, access, and map (PAM) administrator 314 
initiates changes to PAM store 334, and thus correspond­
ingly to related stores ( e.g. flow/context store 360), as 
directed by user 302. Process 314 provides a user interface 
to user 302 (e.g. graphical and/or command-line) for defin­
ing and revising relationships between identifiers ( e.g., 
addresses) of the entities that communicate in system 100. 
These entities, for example using SCSI protocol terminol­
ogy, include initiators (e.g., host 110, network node 200), 
initiators' ports to network 230, targets' ports to network 
230 (including peripherals, such as direct-access disk 
devices, hosted by these target ports), and targets ( e.g., 
peripherals 122-124, network node 200). The user, having 
knowledge of the entities and their identifiers, cooperates 
with PAM administrator 314 to add, delete, and revise 
records in a database that may include one or more tables 
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referred to by various processes. Each record provides 
access to a stored relationship between entities, for example, 
as a tuple of addresses ( e.g., virtual address to physical 
address, switch port address to intermediate host port 
address). The database records may be stored and accessed 
using any conventional technology, and they may be created/ 
updated/deleted dynamically ( e.g. mapping information may 
be "lazily configured" (i.e., dynamically configured as 
needed) by the PAM administrator when a service task 
requests access for processing a received message). In one 
implementation, all records are combined into a single 
memory area or file. In another implementation, each type of 
record is stored in a separately accessible list and each may 
be stored in distinct memories (e.g. 253, 258, or internal to 
switch ports 206). Lists may contain references to portions 
of other lists. As described herein, the data stored in PAM 
store 334, flow/context store 360, or any subset thereof, is 
collectively referred to as "mapping information." Further­
more, in various embodiments, the mapping information 
may comprise some or all of the information or data con­
tained in Tables 1-3 herein. 

[0069] Generally, PAM administrator 314 may identify 
any of several services as available for a particular host, for 
a particular target, a particular combination of host and 
target, and/or for a particular virtual peripheral. A suitable 
instance of a service (i.e., a task) is launched in any 
conventional manner prior to providing the service. In one 
implementation, PAM store 334 includes indicia of the 
identity of one or more service tasks to be used ( or 
launched). These indicia are placed in PAM store 334 by 
PAM administrator 314 in response to input from user 302. 
In an alternate implementation, launch of an instance of a 
service task (e.g., task 324) follows consequently from a 
suitable request by an initiator. 

[0070] A service may be implemented by one or more 
service tasks. In accordance with one embodiment of the 
invention, service tasks are described herein as having one 
of four types or levels. In an exemplary embodiment, a 
service task 356 of a first type (STl) is performed by an 
external switch port when data from flow and context store 
360 and PAM store 334 in memory 253 and/or memory 258 
are sufficient for completing the task without inefficient use 
of processing resources of the switch port and when suffi­
cient processing resources are available at the switch port. 
Service task 356 may be implemented by one or more 
instances of task 356 that may operate independently. In one 
embodiment, the classification level of a service task, and 
the designation of which tasks are to be performed by the 
switch ports 222 and 224-226 is configurable by a user who 
can define what tasks will be performed by which hardware 
entities. 

[0071] A service task 376 of second type (ST2) is per­
formed by an intermediate switch port 222 when data from 
flow/context store 360 and/or PAM store 334 in memory 253 
and/or memory 258 (e.g., accessed by intermediate switch 
port 222) are sufficient for completing the task without 
inefficient use of processing resources of intermediate 
switch port 222 and when sufficient processing resources are 
available at intermediate switch port 222. Service task 376 
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may be implemented by one or more instances of task 376 
that may operate independently. 

[0072] A service task 342 of the third type (ST3) is 
performed by a processor (e.g., 251 or 252), within the 
context of driver layer 306, when data from flow/context 
store 360 and/or PAM store 334 in memory 253 and/or 
memory 258 are sufficient for completing the task. ST3 may 
provide any or all services provided by lower layer service 
tasks (e.g. ST2 and STl), as well as additional services that 
they do not provide. In one embodiment, driver layer 306 
may be implemented with processing resources resulting in 
particular efficiency advantages compared to application 
program layer 304. However in other embodiments, various 
combinations of application program layers and kernel lay­
ers may be implemented to perform service tasks of the third 
type (ST3) 342 as desired by a user. Service tasks 342 may 
be implemented by one or more instances of task 342 that 
may operate independently. 

[0073] A service task 322 of type 4 is performed by a 
processor ( e.g., 251 or 252) within the context of application 
program layer 304. In one embodiment, a set 320 of service 
tasks of the fourth type (ST4) includes one task 322 that can 
provide all services for node 200 for all network traffic. 
Thus, in one embodiment, ST4 task set 320 comprises a 
superset that includes all lower layer service tasks provided 
by the ST3, ST2, and STl layers. In an application where it 
is desirable to process network traffic by multiple instances 
of the same or different tasks (e.g., 322 through 324), any 
number of tasks 320 may be launched. 

[0074] An exemplary database containing mapping infor­
mation for a storage area network (SAN) implementation is 
provided by Table 2 below. Each peripheral of the SAN is a 
data storage device communicating via the SCSI protocol. 
Virtual peripherals (e.g., virtual disk storage devices) 
desired to be accessed are identified in network messages 
between host 110 and node 200 by a physical initiator port, 
a virtual target port ( e.g., a virtual peripheral address), and 
a virtual logical unit number. Depending on the type of 
virtual peripheral (e.g. disk, tape), the message may also 
include a virtual logical block address (LEA) corresponding 
to the desired virtual storage location. The LEA may com­
prise fields specifying a page, a segment of the specified 
page, and a block of the specified segment within the 
memory storage device. Database records, including, with­
out exclusion, the mapping information and other types of 
information as discussed above, may be stored in memory 
253 (e.g. PAM store 334), memory 258 (e.g. flow/context 
store 360), and/or memory that is integral to ports (e.g., 204 
and/or 206). Database records may be accessed by any 
conventional method, including content addressable 
memory techniques, linked list, and array techniques. Data­
base records may be accessed by any processor of node 200 
including processors 251 and 252 ( executing service tasks 
ST3), ports 204, and/or ports 206 ( executing service tasks 
STl or ST2). 
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TABLE 2 

Record Type Field Description 

Discovered 
remote port 
table entry 

Page table 
entry 

Segment 
table entry 

Registered 
Peripheral 
table entry 

There is one table that contains information describing all network nodes 
accessible by node 200. Each table entry describes a port on a remote network 
node. Entries are created for each result of discovery or notification of a remote 
port being removed from or joined to the network. 
Name Name(s) associated with the bank, drive, or volumes of this 

peripheral (e.g. world-wide port name). 
Address Identifier(s) for use with messages directed to the peripheral, 

for example, a target identity (e.g. Fibre Channel port ID). 
Capability Capacity (e.g. number of LUNs), protocol (e.g. initiator and/or 

target), and/or conventional descriptions. 
State May include whether or not any portion of the physical 

peripheral is registered with node 200, access criteria, on-line 
status, and/or conventional operational status. 

There is one page table for each logical unit presented from a switch port of 
node 200. Each logical unit is identified by a logical unit number (LUN). One 
record for each page supported for that logical unit, where each page represents 
a logically contiguous block range. The logical unit is typically a virtual logical 
unit composed of virtual segments implemented by any number of physical 
peripherals. 
Page state States include: 

Forward -- all I/Os received at a switch port are forwarded 
toward another service task (typically an ST4). 
Quiesced -- all I/Os received at a switch port are queued for 
later processing (e.g., I/Os to be subsequently processed by 
STl, ST2 or ST3 when quiesced state is unset by ST4). 
Read-Only -- all I/Os received at a switch port which do not 
modify the data mapped by this page are allowed to be 
processed (e.g. by STl, ST2, or ST3) unless accessible routing 
information, protocol logic, and/or processing resources are not 
sufficient (e.g., non-Read I/Os) in which case control of the 
I/Os is passed to another service task (e.g., I/Os to be 
subsequently processed by STl, ST2, or ST3 when read-write 
state is configured by ST4). 
Read-Write -- all I/Os received at a switch port that 
access/modify data mapped by this page are allowed to be 
processed (e.g. by STl, ST2, or ST3) unless accessible routing 
information, protocol logic, and/or processing resources are not 
sufficient (e.g., non-Read/Write I/Os) in which case control of 
the I/Os is passed to another service task (e.g., I/Os to be 
subsequently processed by STl, ST2, ST3, or ST4). 
Zero-filled -- all I/Os can be responded to with all zero data 
(e.g., I/Os to be processed by STl, ST2, ST3, or ST4; typically 
anST3). 

Segment Identifier of a Segment table (discussed below) applied to this 
table ID page. The ID may be a name, handle, pointer, or address. 
There is one segment table for each page table entry. A segment table refers to 
a group of physical segments that may be distributed on one or more physical 
peripherals. Each segment provides storage for reading and/or writing data. A 
segment is identified and addressed via a starting logical block address (LEA). 
One segment table entry for each contiguous range of physical blocks of the 
page. Any particular block range may be referred to by zero, one, or several 
segments in any number of pages. 
Segment All states described above for a page table entry may be 
state implemented here for efficient access by a switch port. 
Reg. Per. Identifier of a Registered Peripheral (discussed below) 
table ID describing a peripheral on which the addressed block (discussed 

below) may be found. The ID may be a name, handle, pointer, 
or address. 

Start LEA The starting address of the physical segment associated with 
this segment table entry. The size of this segment may also be 
specified or presumed as a design constant. 

There is a Registered Peripheral table entry for each peripheral that has been 
discovered and subsequently registered for mapping to a virtual peripheral 
identifier to a switch port of node 200. 
Reg. Per. Invalid -- all I/Os associated with this peripheral (e.g., mapped 
State by a page/segment) are passed toward another service task (e.g., 

I/Os subsequent! y processed by an STl, ST2, or ST3 when this 
entry is enabled by ST4). 
Valid -- all I/Os associated with this peripheral (e.g., mapped by 
a page/segment) may be forwarded to the specified physical 
peripheral. Valid and Invalid states provide a mechanism for 
path and access control. 

Target ID An identifier of the remote port (relative to the network 230) 
used in messages to this logical unit (e.g., a D_ID). 
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TABLE 2-continued 

Record Type Field Description 

Flow tag 

Flow data 

Subflow tag 

Subflow data 

Exchange 
tag 

LUN The logical unit number for this peripheral. 
Switch port An identifier (relative to the fabric 232) of a physical switch 
ID port of node 200 (e.g., 225) associated with this registered 

peripheral. In a typical installation, the peripheral is accessible 
via network 230 via the specified switch port (e.g., as described 
in Table 1). 

A Flow table can be accessed from each switch port by content (e.g. using 
content addressable memory). The table entry address is called a flow tag and 
the data associated with the tag is called flow data. A flow corresponds to a 
logical connection (e.g. Fibre Channel N_port login) between virtual network 
ports hosted within, and by, network node 200 and remote network ports (i.e. 
ports in connection with network 320). 
S ID Identifier (relative to the network 230) of the source port (e.g. 

Ingress 
switch port 
ID 
D ID 

FC port ID of remote host) of the message. 
Identifier (relative to the fabric 232) of the switch port that 
received the message. 

Identifier (relative to the network) of the destination port (e.g. 
FC port ID of virtual network port hosted by network node 200) 
for the message as intended by the source. 

Flow data is available when a flow table entry is successfully addressed using 
its flow tag. Flow data may include data from a random access memory (e.g. 
addressed by the CAM). 
Action Drop -- take no action in response to receiving the message 

associated with the flow tag. 
Route -- normal processing. 
Forward -- route this message toward another service task (e.g. 
ST3 via an intermediate host port). 

Subflow Binary flag alerting to whether a Subflow tag should be created 
exists and used to access Subflow data. 
Flow ID An identifier used in the subflow tag. 
A Subflow table can be accessed from any switch port by content (e.g. using 
content addressable memory). The address is called a subflow tag and the data 
associated to the tag is called subflow data. In reference to SCSI terminology, a 
subflow corresponds to an l_T_L nexus for a virtual peripheral hosted by 
network node 200. 
S ID Identifier (relative to the network 230) of the source port (e.g. 

LUN 

Flow ID 
Ingress 
switch port 
ID 

FC port ID of remote host) of the message. 
Logical unit number which is the subject of the message. 
Typically this is a virtual LUN for which a Page table exists 
(i.e. virtual peripheral hosted by the specified destination port). 
An identifier obtained from the Flow data. 
Identifier (relative to the fabric 232) of the switch port that 
received the message. 

RW Binary flag indicates if the received message is a read or a write 
operation (applicable only to R/W I/Os). 

Subflow data is available when a subflow table entry is successfully addressed 
with a subflow tag. Subflow data may include data from the random access 
memory, as addressed by the subflow tag. 
Subflow Describes state of virtual LU associated with this subflow. 
State 

Virtual LU 
handle 

Exchange 
Flow ID 

All states described above for a page table entry may be 
implemented here for efficient access by a switch port. 
Specifies the metadata describing the physical data (e.g. page 
table) corresponding to virtual LU associated with this subflow. 
Provides access from the switch port circuit (e.g., a packet 
processing engine) to the mapping and state information 
necessary to process the 1/0 ( e.g. discussed above with 
reference to Page table, Segment table, and Registered 
Peripheral table). 
An identifier used in an Exchange tag assigned for processing 
of this 1/0. 

An exchange table can be accessed from each switch port by content ( e.g. using 
content addressable memory) where the address is called an exchange tag and 
the data associated to the tag is called exchange data. Field values are used for 
translation between the "virtual" exchange (i.e. for the remote host accessing a 
virtual peripheral) and the "physical" exchange (i.e. for the physical remote 
peripheral) provided in the Exchange data. 
OX_ID Originator's exchange identifier from the received message 

frame. 
RX_ID 

S ID 

Responder's exchange identifier from the received message 
frame. 
Identifier (relative to the network 230) of the source port (e.g. 
FC port ID of remote network node) of the message. 
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TABLE 2-continued 

Record Type Field Description 

Exchange 
data 

Exchange data is available when the exchange table entry is successfully 
addressed with an Exchange tag. Exchange data may include data from a 
random access memory addressed by the exchange tag. 
Switch port Identifier (relative to the fabric) of the switch port that received 
ID the message. 
D ID Identifier (relative to network 230) of the destination port (e.g. 

FC port ID of initiator or of target, depending on direction) for 
the message. 

X_ID OX_ID from initiator; or RX_ID from XFER_RDY or Read 
DATA frames from target. 

Virtual 
Network 
Port Table 

There is one table for each node 200 that identifies, for each virtual network 
port, the external switch ports, intermediate switch ports, and intermediate host 
ports, to be used for exchanging messages between the external switch port and 
processor circuit 202. External switch ports that receive messages directly from 
network 230 may refer to the intermediate switch port for forwarding messages 
to the intermediate host port, and vice versa. 
Virtual A unique (relative to network 230) identifier of virtual network 
Network port hosted by node 200. 
Port ID 
External 
Switch Port 
ID 
Intermediate 
Host Port ID 

A unique (relative to fabric 232) identifier of an external switch 
port that is mapped to the virtual network port. 

A unique (relative to a network node 200) identifier of the 
intermediate host port associated with the external switch port 
(e.g. FC port ID). 

Intermediate 
Switch Port 
ID 

An identifier (relative to the fabric 232) of an intermediate 
switch port that provides access to the associated intermediate 
host port. 

[0075] Driver layer 306 includes switch port control pro­
cess 332, discover process 336, translate process 338, for­
ward process 340, and any number of service tasks 342 of 
type 3 as discussed above. Switch port control process 332 
informs node administrator 312 of the quantity and identity 
of all switch ports, external and internal, to facilitate con­
figuration control. Switch port control process 332 also, as 
directed by node administrator 312, defines and revises 
access to specific portions of flow/context store 360 related 
to specific switch ports. 

[0076] Discover process 336 determines the quantity, 
identity, logical unit numbers, and capabilities of all mem­
bers of network 130 whose messages pass through switch 
ports of node 200. This information is provided to PAM 
administrator 314. PAM administrator may initiate discov­
ery by directing discover task 336 to perform limited or 
global discovery. Preferably, discover task 336 automati­
cally performs discovery (e.g., on node startup) and auto­
matically reports changes in membership (or operational 
status) of hosts and peripherals coupled to ports of node 200. 
Conventional discovery technology may be used including 
initiating discovery requests using node 200 as the request­
ing entity. In one implementation, discovery constitutes an 
storage service where virtual network ports hosted by net­
work node 200 are visible to the network as a host and/or 
target (e.g. via name service registration with the network). 

[0077] A translate process receives messages from an 
intermediate host port and, with reference to routing infor­
mation, prepares other messages to accomplish the intent of 
the received messages. For example, received messages may 
request data from a virtual peripheral and prepared messages 
may request the corresponding data from one or more 
physical peripherals. Translate process 338 receives mes­
sages destined for a virtual network port hosted by network 
node 200 (i.e. forwarded by switch ports 206 to any inter-

mediate host port of set 204), reads PAM store 334 to 
accomplish virtual to physical mappings, and prepares mes­
sages to be sent by any physical peripheral (i.e. by forward­
ing to switch ports 206 via intermediate host port of set 204). 
The intermediate host port(s) 204 and/or external switch 
port(s) 206 to be used for sending the prepared message may 
be specified by PAM store 334 and flow context store 360 
( e.g., including integral memory of internal switch port 222). 
Translate process 338 may perform translation for one or 
both of storage virtualization (i.e. translation between virtual 
data blocks to physical data blocks) and virtualization of 
network ports (i.e. translation between external port identi­
ties to internal port identities). The provision of service tasks 
for virtual network ports may be provided by process 338 or 
by processes 356, 376, 342 in any combination. 

[0078] A forward process provides an interface between a 
service task and an intermediate host port. The interface 
includes message processing and message routing functions. 
For example, forward process 340 communicates with ser­
vice tasks 320 of application program layer 304 and service 
task 342 (representative of any number of tasks) in driver 
layer 306. Messages received by an intermediate host port 
204 are forwarded by process 340 to a service task in layer 
304 or 306. Messages originated by an service task in layer 
304 or 306 are forwarded by process 340 to an intermediate 
host port 204. Message processing and routing functions are 
determined by process 340 with reference to path, access, 
and map store 334. 
[0079] FIG. 8 is a flow diagram illustrating an exemplary 
mapping of service tasks and related data structures with 
software and hardware layers of one system embodiment. 
RAM 253 stores structured data 334 (as previously 
described in Table 2) relating to discovered remote ports, 
pages & segments, registered peripherals, and virtual net­
work ports. CAM 258 stores structured data 360 (as previ-
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ously described in Tables 2) relating to connection flows 
( e.g., flow data), virtual peripheral flows ( e.g., sub flow data), 
and exchange flows. Service task software is organized in 
four layers from STl to ST4. As shown in FIG. 3, ST1356 
executes on external switch ports 224-226 and can commu­
nicate with network 230, RAM 253, CAM 258, and inter­
mediate switch port 222. ST2376 executes on intermediate 
switch port 222, and communicates with ST1356, interme­
diate host port 210, and RAM 253 and CAM 258. Interme­
diate host port 210 serves as a communication bridge 
between intermediate switch port 222 and processors 251-
252. Processors 251 and 252 execute ST3306 that translates 
338 and forwards 340 data transfers, and communicates with 
intermediate switch port 222 through intermediate host port 
210, as well as RAM 253 and CAM 258. Processors 251 and 
252 also run ST4304 that manages and communicates with 
ST3. ST4 also provides a user interface to a system admin­
istrator for system configuration and monitoring. 

[0080] In one implementation of system 100 having par­
ticular synergies for application service providers, storage 
service providers, and storage area management, network 
130 supports protocols of the type known as SCSI protocols 
over Fibre Channel protocols. Systems of this type are 
implemented in accordance with the SCSI-3 family of 
standards and compatible specifications described, inter alia, 
in http://www.tlO.org/scsi-3.htm and available through 
NCITS Online Store managed by Techstreet 1327 Jones 
Drive Ann Arbor, Mich. 48105 (http://www.techstreet.com/ 
ncits.html), particularly those standards identified as "Infor­
mation technology-SCSI-2 Common access method trans­
port and SCSI interface module" (CAM), "Information 
technology-SCSI Architecture Model-2" (SAM-2), 
(SBC), "Information Technology-SCSI Block Com­
mands-2" (SBC-2), "Information Technology-SCSI 
Reduced block commands" (REC), "Information Technol­
ogy-SCSI-3 Stream commands" (SSC), "Information 
Technology-SCSI Stream commands-2" (SSC-2), 
"Information Technology-SCSI-3 Medium changer com­
mands" (SMC), "Information Technology-SCSI-3 
Medium changer commands-2" (SMC-2), "Information 
Technology-SCSI-3 Multi-media commands" (MMC), 
"Information Technology-SCSI-3 Multi-media com­
mands-2" (MMC-2), "Information Technology-SCSI-3 
Multi-media commands-3" (MMC-3), "Information Tech­
nology-SCSI-3 Reduced Multi-media commands" (RMC), 
"Information Technology-SCSI-3 Controller commands" 
(SCC), "Information Technology-SCSI Controller com­
mands-2" (SCC-2), "Information Technology-SCSI-3 
Enclosure commands" (SES), "Information Technology­
Object-Based storage devices" (OSD), "Information tech­
nology-SCSI Primary Commands-3" (SPC-3), "FIBRE 
CHANNEL Switch Fabric-2" (FC-SW-2), "Fibre Chan­
nel" (FC), "Fibre Channel Protocol" (FCP), "Information 
Technology-Fibre Channel Protocol for SCSI, Second 
Version" (FCP-2), and "FIBRE CHANNEL Framing and 
Signaling" (FC-FS). In other embodiments, SCSI protocols 
over protocols other than Fibre Channel protocols may be 
used with ports as discussed above. In other words, a router 
may support virtual SCSI transactions, for example, over a 
port that supports a protocol such as SCSI Parallel Interface, 
Internet SCSI Protocol (IETF RFC 3720), Serial Bus Pro­
tocol, IEEE 1384 (Fire wire), SSASCSI-3 Protocol, Sched­
uled Transfer, and Virtual Interface all of which are the 
subject of current public standards and draft standards. 
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[0081] Generally, parsing refers to determining the begin­
ning, extent, and meaning of portions of a frame; and 
formatting generally refers to arranging data for transmis­
sion as a frame by placing data in the order defined by the 
protocols. A conventional host bus adapter (HBA) performs 
parsing and formatting functions to simplify the communi­
cation by software running on processor 251 or 252 for 
operations of network 230. An intermediate host port 210 
may perform all of the functions of a conventional host bus 
adapter including parsing and formatting functions for the 
same, equivalent, or additional FCP IUs. Any suitable divi­
sion of parsing and formatting responsibility may be used as 
the basis for design of intermediate switch port processes 
372-376 and intermediate host port circuitry 204. 

[0082] When a switch port receives a frame from any 
member of the network (e.g., host 110, peripheral 122, or 
peripheral 124), the switch port performs a routing function 
with reference to routing information. For example, routing 
includes determining an egress switch port for each frame 
received from an ingress switch port. Routing information is 
referred to by performing one or more lookups. Routing 
information is stored in any memory of node 200. The 
routing function includes modifying the frame as necessary 
prior to forwarding the frame to the destination indicated in 
the routing information. For example, external switch port 
224 determines a destination switch port (226) by perform­
ing a flow lookup and/or a subflow lookup as described in 
U.S. patent application Ser. No. 10/120,266 referred to 
above. A flow lookup and/or a subflow lookup may refer to 
memory of the switch port itself (e.g., part of 224, not 
shown), or memory accessible to several switch ports (e.g., 
content addressable memory or, random access memory of 
memory 258 or random access memory 253). Routing 
information may also indicate routing of the frame to a 
service task. The destination switch port in that case may 
identify an intermediate host port 204. 

[0083] An exchange flow corresponds to an I_T_L_Q 
nexus (i.e. a SCSI task) comprising a task tag (e.g., X_ID) 
and port identifiers (e.g. S_IDs and D _IDs). For example, in 
FCP, an I_ T _ L _ Q nexus is represented by a fully qualified 
exchange identifier (FQXID) that includes an initiator iden­
tifier (I), a target identifier (T), logical unit (L), an OX _ID, 
and an RX_ID. However, a subflow, as discussed herein, 
corresponds to an I_ T _ L nexus, and a flow corresponds to an 
I T nexus. 

[0084] The terminology used to describe system 100 may 
differ somewhat from the terminology defined in the FCP 
specifications. In the FCP specifications, a fabric is an entity 
having ports that routes frames between its ports using the 
FC-2 header. A path is a route through the fabric from a 
source to a destination. A path may include one or more 
hops. A fabric may include multiple switches, each switch 
being an entity defined as a fabric element having ports, a 
path selector, an address manager, a fabric controller, a 
router, and a switch construct that transports frames between 
ports as directed by the router. A router, as defined in the FCP 
specifications, is an entity within a switch that determines 
for each received frame what port to direct the received 
frame so as to accomplish a connectionless delivery. System 
100 is described herein in broad terminology as an example 
of an implementation according to various aspects of the 
present invention. To prepare an FCP SCSI implementation 
according to various aspects of the present invention, the 
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specific functions of the FCP and SCSI protocol specifica­
tions are generally mapped as an instance of the functions 
and structures described herein that may bear the same or 
different nomenclature. 

[0085] As discussed above, routing information as deter­
mined by an administrating process or a managing process 
may include an I_T, I_T_L, or I_T_L_Q nexus for a virtual 
or nonvirtual member or resource. For example, a managing 
process may launch a proxy for each I_T, I_T_Lor I_T_L_Q 
nexus that refers to a virtual entity ( e.g., a virtual port, or a 
virtual LUN). A service task as discussed above may be 
launched or used as the proxy. 

[0086] As an example of the cooperation of the user, 
switch ports, intermediate host ports, and processes dis­
cussed above, consider a method for preparing a node of a 
network to present a virtual SCSI disk on one of its virtual 
SCSI ports. Prior to exposing functions of a virtual disk from 
a port of node 200, the storage areas to be used for functions 
of the virtual disk are mapped; and a virtual network port is 
associated with, and exposed from, a switch port (e.g. 
logged on to a Fibre Channel network.). Mapping includes 
forming an association between the virtual storage areas and 
the physical storage areas. Associations may be stored in a 
map. The map may be implemented in any combination of 
configuration memory as discussed above. 

[0087] In a storage area network using SCSI over Fibre 
Channel, each virtual disk is accessible via one or more 
I_ T _ Ls. In this implementation, each intermediate host port 
includes the conventional functions of a host bus adapter 
(HBA). Discovery (336) provides a description (e.g. 315) of 
all physical storage devices coupled to ports of node 200. On 
request of user 302, PAM administrator 314 registers physi­
cal peripherals in PAM store 334 (i.e. creating Registered 
Peripheral table entries) to enable access to the registered 
physical disk. 

[0088] PAM administrator 314 presents physical disk sub­
systems and their segments (i.e. subsets of their stored data) 
for selection by user 302 for inclusion in the virtual disk to 
be defined. From these selections, administrator 314 creates 
records in PAM store 334 including: (a) registered peripheral 
table entries for each selected physical disk; (b) a Page table 
with entries that identify each configured segment table; 
and; and (c) for each configured page table entry, a segment 
table containing entries that identify the physical segments 
for the virtual disk. 

[0089] To permit access to the virtual disk by the defined 
initiator ( e.g., the I of the I_ T _ L corresponding to the virtual 
disk defined above), a Page table handle and suitable state 
settings ( e.g., page table state, flow state) are written as a 
subflow into flow and context store 360. Consequently, 
messages that subsequently arrive with values referring to 
the virtual disk are recognized by network node 200 and 
suitable tasks executed at the STl to ST4 layer levels. 

[0090] In a first example, the tasks may include servicing 
356, and sending a suitable response message thru the same 
or different external switch port ( all accomplished within 
external switch port(s)). In a second example, the tasks may 
include servicing 356, forwarding to an intermediate switch 
port, servicing 376, and sending a suitable response message 
thru the same or different switch port ( accomplished with 
external switch ports(s) and intermediate switch port(s)). In 
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a third example, the tasks may include serv1cmg 356, 
forwarding to an intermediate switch port, servicing 376, 
forwarding to an intermediate host port, translating 338, 
forwarding back to the intermediate switch port, servicing 
376, and sending a suitable response message through an 
external switch port (accomplished with the additional par­
ticipation of an intermediate host port and driver layer 306). 
In a fourth example, the tasks may include servicing 356, 
forwarding to an intermediate switch port, servicing 376, 
forwarding to an intermediate host port, servicing 342, 
forwarding back to the intermediate switch port, servicing 
376, and sending a suitable response through an external 
switch port. In a fifth example, the tasks may include 
servicing 356, forwarding to an intermediate switch port, 
servicing 376, forwarding to an intermediate host port, 
forwarding 340, servicing 322, forwarding back to the 
intermediate switch port, servicing 376, and sending a 
suitable response through an external switch port. These 
examples illustrate some of the processing capabilities. 
Other examples could also include tasks such as parsing, 
formatting, servicing, routing, forwarding, translating, pre­
paring a suitable response, routing the response, formatting, 
and sending by any combinations of external switch ports, 
intermediate switch ports, intermediate host ports, driver 
layer processes, and application program layer processes. 

[0091] Servicing or translating as discussed above may 
include resolving a reference to virtual storage. For example, 
after a map and a configuration have been established as 
discussed above, a method for determining the physical 
storage to be used for a SCSI command that refers to virtual 
storage may be performed by a processor of a switch port 
without action by driver layer or application program layer 
processes. For example, FIG. 9A-9E describes a process 
400 where a message from a host (e.g. 110) in the network 
is processed according to the mapping information (e.g. 
stores 334 and 360). In particular, process 400 describes the 
processing of a SCSI command received by an external 
switch port (i.e. by STl) in a Fibre Channel network. 
However, this process is representative of any service task 
(e.g. STl, ST2, or ST3) that examines the virtualization 
information configured by an application client (e.g. ST4) 
when a command is received by that respective service task. 

[0092] In step 402 of process 400, a SCSI command ( e.g. 
a read or a write) is received by an external switch port (e.g. 
224) and parsed by STl to extract various identifying 
elements, including the network address of the initiating 
host port (e.g. S_ID=ll0), network address of the virtual 
target port (e.g. D_ID=224), logical unit number of the 
virtual peripheral (e.g. LUN=x), and some/all of the com­
mand descriptor block (e.g. operation code). STl In step 
404, STl performs a lookup in store 360 for the flow (i.e. 
I_T nexus) referenced by this command (e.g. submits a flow 
tag to the CAM, which includes the S_ID and D_ID). If the 
flow tag is not found in step 406, STl may either drop the 
message ( as indicated in step 408) or it may alternatively 
direct the message to an intermediate host port per step 460 
( e.g. depending on the message type). If the command is not 
one that is directly supported by STl (e.g. operation code= 
Inquiry), then in step 409, the message is directed to an 
intermediate host port per step 460. 

[0093] In step 410 of process 400, STl performs a lookup 
in store 360 for the sub flow (i.e. I_ T _ L nexus) referenced by 
this command. This is done using the flow index from the 
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flow found in step 406, along with other identifying ele­
ments of the message, including the LUN. If the subflow tag 
is not found in step 412, STl directs the message to an 
intermediate host port per step 460. If the subflow tag is 
found, step 406 may also include allocation of an exchange 
context in the exchange table ( e.g. in store 360) for process­
ing of subsequent frames on this 1/0, which records the 
source (e.g. S_ID), destination (e.g. D_ID), and exchange 
identifiers (e.g. OX_ID, RX_ID) to use for either the virtual 
( e.g. between node 200 and host 110) or physical exchanges 
(e.g. between node 200 and peripheral 122). 

[0094] The state of the virtual peripheral returned in the 
subflow data is examined to determine whether the message 
should be further processed or forwarded to the next service 
task (i.e. ST2). This may occur for various reasons, includ­
ing if the state is Forward (step 414), Quiesce (step 416), or 
the command is a write but the state is Read-only (steps 418 
and 420). Based on this state, STl may decide to perform the 
operation ( e.g. if it directly supports the required function­
ality) or direct the message to an intermediate host port per 
step 460. 

[0095] In step 422 of process 400, STl locates the page 
table based on the handle contained within the subflow data. 
In an alternate embodiment, this handle may be interpreted 
to reference other types of data structures ( e.g. Registered 
Peripheral table entry) based on any qualifying indicators in 
the sub flow data ( e.g. a state value that indicates a "pass 
thru" directly to the physical peripheral). The page table's 
handle must be interpreted appropriately (according to con­
ventional methods) as the table might be located in memo­
ries 258, 253, or both. For example, if both, the page table 
handle might be encoded to be fully qualified to indicate 
which memory's address space it applies; alternatively, 
handle values could refer to non-overlapping address ranges. 

[0096] In step 424 of process 400, the virtual storage 
referenced by the message is interpreted to reference a 
specific page within the table. This can be calculated by STl 
using any conventional means, as based on the LEA. For 
example, if the page table entries reference regions whose 
sizes are fixed, equal and a power of 2, then the appropriate 
portion of the LEA can be used to directly index into the 
page table (e.g. a 1 GB page size uses the most significant 
11 bits of a 32-bit LEA). 

[0097] The state of the resulting page table entry is exam­
ined by STl to determine whether it should be further 
processed or forwarded to the next service task (i.e. ST2). 
This may occur for various reasons, including if the page is 
invalid or disabled (step 426), zero-filled (step 428), or the 
command is a write but the state is Read-only (steps 430 and 
432). Based on this state, STl may decide to perform the 
operation ( e.g. if it directly supports the required function­
ality) or direct the message to an intermediate host port per 
step 460. 

[0098] In step 434 of process 400, STl locates the segment 
table based on the handle contained within the page table 
entry. The segment table's handle must be interpreted appro­
priately (according to conventional methods), depending 
upon whether the table is located in memories 258, 253, or 
both. For example, if both, the segment table handle might 
be encoded to be fully qualified to indicate which memory's 
address space it applies; alternatively, handle values could 
refer to non-overlapping address ranges. 
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[0099] In step 436 of process 400, the virtual storage 
referenced by the message is interpreted to reference a 
specific segment within the table. This can be calculated by 
STl using any conventional means, as based on the LEA. 
For example, if the segment table entries reference regions 
whose sizes are fixed, equal, and a power of 2, then the 
appropriate portion of the LEA can be used to directly index 
into the segment table (e.g. a 1 MB segment size uses the 
next most significant 10 bits of a 32-bit LEA). 

[0100] The state of the resulting segment table entry is 
examined by STl to determine whether it should be further 
processed or forwarded to the next service task (i.e. ST2). 
This may occur for various reasons, including if the segment 
is invalid or disabled (step 438), zero-filled (step 440), or the 
command is a write but the state is Read-only (steps 442 and 
444). Based on this state, STl may decide to perform the 
operation ( e.g. if it directly supports the required function­
ality) or direct the message to an intermediate host port per 
step 460. 

[0101] In step 446 of process 400, STl locates the Reg­
istered Peripheral table entry referenced by the segment 
table entry. The handle of the Registered Peripheral table 
entry must be interpreted appropriately ( according to con­
ventional methods), depending upon whether the table is 
located in memories 258, 253, or both. For example, if both, 
the Registered Peripheral table handle might be encoded to 
be fully qualified to indicate which memory's address space 
it applies; alternatively, handle values could refer to non­
overlapping address ranges. 

[0102] The state of the resulting Registered Peripheral 
table entry is examined by STl to determine whether it 
should be further processed or forwarded to the next service 
task (i.e. ST2). This may occur for various reasons, includ­
ing if the registered peripheral entry is invalid or disabled 
(step 448). Based on this state, STl may decide to perform 
the operation ( e.g. if it directly supports the required func­
tionality) or direct the message to an intermediate host port 
per step 460. 

[0103] In step 450 of process 400, STl modifies the 
message to address the physical storage that it is referencing. 
This step includes updating the message with the network 
address of the virtual initiator port ( e.g. S _ID=225), network 
address of the physical target port ( e.g. D _ID=122), logical 
unit number of the physical peripheral (e.g. LUN=a), and 
the logical block address of the physical segment. The LEA 
for the physical region is calculated based upon the starting 
LEA specified by the segment table entry; for example, this 
can be calculated by adding the least significant 11 bits of a 
32-bit LEA in the original message to the starting LEA 
specified in the segment table entry. Once the message is 
formed, STl forwards the frame to the external switch port 
hosting the specified virtual initiator port ( e.g. via the 
backplane 232 to external switch port 225). 

[0104] STl may implement support for handling I/Os 
which cross multiple segment boundaries (step 452). For 
example, this may be handled by either extending the 
transfer length of the current message (i.e. if additional 
segments are physically contiguous). In an alternative 
embodiment, in a cut-through frame processing model, 
multiple physical I/Os can be performed sequentially by 
converting a response frame from a previous physical 1/0 to 
the command frame of the next physical 1/0. 
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[0105] In step 454 of process 400, STl forwards the 
message to the egress external switch port hosting the virtual 
initiator port of the newly formed message via backplane 
232. Upon receipt of the message, the egress external switch 
port simply forwards the message to network 230. Subse­
quent processing of the frames associated with this 1/0 can 
be processed by performing a lookup for the exchange 
context ( e.g. in store 360). 

[0106] In step 460 of process 400, STl forwards the 
message to an intermediate host port based upon the map­
ping information for the virtual target port specified by the 
original message. The virtual network port table entry for the 
virtual target port indicates one or more intermediate host 
ports that the message may be forwarded to, as well as one 
or more intermediate switch ports associated with those 
intermediate host ports. The message is updated prior to 
forwarding to the selected intermediate switch port, includ­
ing stashing an identity of virtual target port in the message 
( e.g. CS_ CTL=224) and then setting the destination to that 
of the intermediate host port ( e.g. D _ID=210). Once the 
message is formed, STl forwards the frame to the selected 
intermediate switch port (via the backplane 232) which then 
routes it to the intermediate host port. 

[0107] A reference to virtual storage may be a reference to 
any number of virtual storage locations. Resolution contin­
ues in a loop from operation 452 for additional segments 
which may be located at different block addresses of the 
same or on different peripherals, where each segment may 
be processed whether synchronously or asynchronously 
with respect to one another. Resolution consequently pro­
duces a plurality of messages in each execution of operation 
452 or 460. 

[0108] In an alternate implementation, segment state may 
indicate additional services are to be applied to that segment 
(e.g., copy on write, journaling) that may refer to an addi­
tional storage location (virtual or physical). Resolution of 
such an indirect reference may proceed in another instance 
of method 400 ( e.g., by multitasking spawn, or by recursive 
call). 

[0109] Multiple service tasks may have efficient access to 
the mapping information. For example, a suitable page table 
data structure ( e.g., a row of a Page table as discussed above) 
may be accessed ( 424) by ST-1, ST-2, ST-3, and/or ST-4 
because flow and context store 360 and PAM store 334 are 
implemented in switch port memory (e.g., 224), memory 
258, and/or memory 253. In one implementation, ST-1 has 
access via a MESSAGE! data structure stored in switch port 
memory (e.g., 224), flow/subflow data stored in memory 
258, and page/segment data stored in memory 253. ST2 has 
access similarly from an intermediate switch port 222. ST-3 
and ST-4 have access to MESSAGE2 (in memory 253) by 
operation of forward process 340, and direct access to 
memory 253 ( e.g. for page and segment tables) and memory 
258 (e.g. for flows, subflows, exchanges). 

[0110] Segment table access (436) by ST-1, 2, 3 or 4 and 
storage (224, 222, 258, 253) may be analogous to Page table 
access and storage, discussed above. 

[0111] Registered peripheral table access ( 446) by ST-1, 2, 
3 and/or 4 and storage (224, 222, 258, 253) may be analo­
gous to Page table access and storage, discussed above. 

[0112] In various alternate implementations, suitable por­
tions of Page table, Segment table, and/or Registered periph-
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eral table are redundantly stored (in whole or in part) in each 
switch port memory (224 or 222) or in common memory 
(258) to avoid access delays caused by shared access mecha­
nisms (buses, addressing circuits, processors). 

[0113] Because each processor hosting service tasks (ST-
1, 2, 3 and/or 4) has access to suitable information referred 
to so as to perform process 400 ( especially 450 and 460), 
portions of process 400 may be performed by any combi­
nation of processors (e.g., 224, 222, 210, 251, 252) on one 
or several messages to balance load and avoid access delays. 

[0114] An external switch port may be configured to 
forward incoming frames to a physical host or peripheral 
without involving an intermediate switch port. In one imple­
mentation, forwarding from an ingress external switch port 
to an egress external switch port does not include storing 
message frames in a buffer an extended timeframe. Instead, 
frames are forwarded in a "cut through" manner, without 
either aggregating a number of frames prior to forwarding or 
deferring their processing in any way. Lower latency and 
higher throughput result. Cut-through may also be imple­
mented to forward incoming frames to an intermediate host 
port (i.e. for processing by another service task such as ST3 
or ST4); or from an intermediate host port (i.e. outgoing 
froms from another service task such as ST3 or ST4) to a 
physical host or peripheral via the external switch port. 

[0115] As an example of the cooperation of switch ports 
and processes discussed above, consider message sequence 
500 of FIG. 10 occurring in a storage area network (SAN) 
wherein the user (i.e., a human SAN administrator) has 
defined a virtual disk 123 comprising a portion of physical 
disk 122 and a portion of physical disk 124. When a first 
write operation is directed from host 110 to a region of 
virtual disk 123 supported in part by physical disk 122 and 
in part by physical disk 124, node 200 initiates a second 
write operation and a third write operation to accomplish the 
intent of the first write operation. If an exception occurs 
(e.g., on disk 122), node 200 may report the exception to 
host 110 as if node 200 was a physical disk. 

[0116] Message sequence 500 is abbreviated for clarity of 
presentation. Some messages of each transaction are omitted 
and the replies from peripheral 124 are omitted (e.g. 
FCP _XFER_RDY or FCP _DATA IUs). Details of the mes­
sage identifications in sequence 500 are discussed in Table 
3 with reference to FIG. 10. 

[0117] In Table 3, drawing reference numbers are used in 
place of the conventional binary identification numbers 
dictated by the messaging and transport protocols. A SCSI 
message protocol and Fibre Channel transport protocol are 
presumed for message sequence 500 and Table 3. For 
purposes of illustration, each external switch port is assumed 
to expose exactly one virtual network port ( e.g. N _port) that 
can be addressed by other nodes in network 230. In message 
sequence 500, only upper level protocol messages are 
shown. Lower level protocol messages are subsumed to 
establish any other conventional identifications such as 
command sequence numbers and message sequence num­
bers. 
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Mes- Other Field 
sage S ID D ID Values 

502 

504 

506 

508 

510 

515 

516 

517 

522 

524 

530 

532 

110 

110 

110 

110 

110 

225 

210 

210 

225 

225 

122 

122 

224 LUN - x 
LBA-y 
XFER_L-z 
OX_ID-v 

210 as in 502 with 
CS CTL- 224 

210 as in 504 

210 as in 506 

224 as in 508 
except 
CS CTL- 0 

122 LUN - a 
LBA-b 
XFER_L- c 

122 as in 515 with 
OX_ID-j 
CS CTL- 225 

122 as in 516 

122 as in 517 
except 
CS CTL- 0 

122 LUN - a 
LBA-b 
XFER_L- c 
OX_ID-j 

225 OX_ID -j 
RX_ID -u 

210 as in 530 with 
CS CTL- 225 

17 

TABLE 3 

Description 

Host 110 sends a first write operation with data to 
be written to region (y, z) as if node 200 was a 
target. The first write operation has an I_T_L of 
110-224-x. Flow and context store 360 relates 
external switch port 224 to virtual disk 123. Map 
334 relates the first I_T_L and region (y, z) to part 
of disk 122 and part of disk 124. On ingress, 
external switch port 224 reads store 360/334 and 
finds that the first I_T_L is not defined, region 
(y, z) is marked read-only, and/or any other 
constraint. Consequently, external switch port 
224 sends message 504 to an intermediate host 
port 204 indicated in store 360/344. 
Referring to store 360/344, external switch port 
224 relates intermediate host port 204 with an 
intermediate switch port ( e.g. 222) External 
switch port 224 preserves its identity for process 
340 by discarding the original value of CS_CTL 
and setting CS_CTL to its own identity relative to 
fabric 232. It updates the destination to that of 
intermediate host port (i.e. D_ID - 210) and 
forwards the message to the associated 
intermediate port. 
Intermediate switch port 222 uses link 211 to 
forward message 506 to intermediate host port 
210 .. In an implementation where link 211 
provides access to multiple intermediate host 
ports, internal switch port 222 may refer to store 
360 or 334 for routing information. 
Intermediate host port 210 provides access to the 
message by process 340 via one or more data 
structures (e.g., a message queue) pre-assigned 
for its use. 
On ingress of message 508, process 340 restores 
the identity of the external switch port (i.e. 
D_ID - 224) based on the CS_CTL field and then 
clears CS_CTL before forwarding the message 
510 to translate process 338. 
Translate process 338 recognizes the first I_T_L 
and region (y, z) as referring to virtual disk 123. 
To accomplish the write to region (y, z) of virtual 
disk 123, translate 338 initiates a second write 
operation (message 515). The second write 
operation is directed to LUN - a and physical 
region (b, c) of physical disk 122. The second 
write operation has a second I_T_L of 225-122-a 
On egress, process 340 verifies map 334 and 
relates the second I_T_L and external switch port 
225. Process 340 assigns OX_ID - j and sets 
CS_CTL to refer to external switch port 225. 
Process 340 selects one or more a suitable path to 
external switch port 225, including an 
intermediate host port (e.g., 210), and an 
intermediate switch port (e.g., 222) based on load 
sharing (e.g., latency, queue depth) and fail-over 
criteria (e.g., error rates). 
Intermediate host port 210 forwards the message 
to intermediate switch port 222. 
On egress, intermediate switch port 222 copies 
the value from CS_CTL into the S_ID field, then 
clears CS CTL. 
Message 524 appears to disk 122 as if node 200 
was a host writing to a physical region of disk 
122. 

Disk 122 responds to the second write operation 
with a message to switch port 225. 
On ingress, external switch port 225 identifies 
OX_ID - j as associated with intermediate host 
port 210. Referring to store 360 and/or 334, 
external switch port 225 relates intermediate host 
port 204 with an intermediate switch port (e.g. 
222). External switch port 225 preserves its 
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TABLE 3-continued 

Mes- Other Field 
sage s ID D ID Values Description 

identity for process 340 by setting CS_CTL to its 
own identity (i.e. relative to fabric 232) prior to 
updating the destination (i.e. setting D_ID - 210) 
and forwarding it to the intermediate switch port 
222. 

534 122 210 as in 532 as in 506 
536 122 210 as in 534 as in 508 
538 122 225 as in 536 On ingress of message 536, process 340 restores 

OX_ID-j the identity of the external switch port (i.e. sets 
RX_ID -u D_ID - 225) based on the CS_CTL field and then 
except clears the CS_CTL field before forwarding 
cs CTL- 0 message 538 to translate process 338. 

544 224 110 Translate process 338 reports completion status 
and exception status of the region (y, z) and virtual 
disk 123 to host 110. For example, if the first 
write operation resulted in an error being reported 
by physical disk 122 in message 530, service task 
may take any conventional remedial action or (as 
shown) may report a suitable error to host 110. 
Task 338 recognizes the first l_T_L_Q from 
message 538, and sends message 544 to host 110 
via the external switch port associated with it (i.e. 
S_ID - 224). 

546 210 110 CA_CTL- 224 On egress, process 340 verifies map 334 and 
OX_ ID - V relates the first l_T_L_Q with its exchange (i.e. 
cs CTL- 224 OX_ID - v) and external switch port 224. Process 

340 sets CS_CTL to refer to external switch port 
224. Process 340 selects a suitable path to 224, 
including an intermediate host port (i.e. 210) and 
an intermediate switch port (i.e. 222) 

548 210 110 as in 546 as in 517 
550 224 110 as in 548 Internal switch port 222 restores the S_ID field 

except based on the CS _CTL, then clears the CS_CTL 
cs CTL- 0 and forwards the message to the specified 

external switch port (e.g. 224). 
552 224 110 as in 550 External switch port 224 responds to host 110 as 

a physical disk having the first l_T_L. 

[0118] By communicating the identity of a related switch 
port in another message header field ( e.g., as in CS_ CTL in 
message 504), the functions of intermediate host port 210 
are made available (e.g., expressed or multiplexed) to any or 
all external switch ports 206. Where additional message 
handling capacity is desired, the quantity of intermediate 
host ports in set 204 may be increased and/or the quantity of 
external switch ports in set 206 may be increased. 

processing, and switching paths). =Through this priority 
assignment, different paths may provide different perfor­
mance characteristics. 

[0120] Circuits used to implement ports and fabric may be 
integrated and packaged with multiple ports per package. 
For example, fabric 232 of FIG. 11 couples one quad 
intermediate switch port 610 to sixteen external switch 
ports. In this configuration, a total of five quad switch port 
circuits 610-618 are used, with one providing four interme­
diate switch ports (i.e. 610). Quad switch port circuits 
610-618 are identical except for configuration which may be 
implemented by hardware ( e.g., programmed pins, jumpers), 
firmware ( e.g., settings in nonvolatile memory of the switch 
port circuit), and/or software ( e.g., settings written to control 
registers in response to switch port control process 332). 

[0119] In one embodiment, busy and failing conditions 
may be automatically addressed by forward process 340 as 
described above. Reconfiguration may be automatically 
accomplished by forward process 340. In other embodi­
ments, suitable reconfiguration many be received from a 
system administrator. For example: if external switch port 
224 is busy or is failing, some or all message traffic may be 
reassigned to use another external switch port ( e.g., 226); if 
intermediate switch port 222 is busy or is failing, some or all 
message traffic may be reassigned to use any other interme­
diate switch port ( e.g., 223); or if intermediate host port 210 
is busy or is failing, some or all message traffic may be 
reassigned to use any other intermediate host port ( e.g., 
212). A busy condition may be met by assigning additional 
functional blocks the same or additional paths. Assigned 
functional blocks (e.g., 224, 222, and 210) may be associ­
ated with a priority for access to resources (e.g., memory, 

[0121] Four intermediate host ports are provided by two 
dual-port host bus adapters 601 and 602 together providing 
four conventional HBA circuits 603-606. Each HBA 603-
606 is coupled to one switch port of quad switch port circuit 
610. Each of four switch port circuits of quad switch port 
circuit 610 provides an independent switch port circuit 
coupled to a host bus adapter 603-606 to perform as 
described above with reference to internal switch port 222. 

[0122] Quad switch port circuits 612-618 provide network 
connectors identified as PO-PlS for coupling to network 230, 
to hosts, or to peripherals as discussed above. Each of four 
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switch port circuits of each quad switch port circuit 612-618 
provides an independent switch port circuit to perform as 
described above with reference to external switch port 
224-226. 

[0123] According to various aspects of the present inven­
tion, any external switch port of a node may be configured 
to appear to a network as one or more virtual network ports 
(e.g. N.NL-ports) or as a switch port (e.g., an F-port). 
Configuration provides each switch port circuit with infor­
mation discussed above with reference to a virtual network 
port table. For example, configuration establishes a unique 
identifier (relative to the fabric 232) for each switch port 
coupled to the fabric 232. In addition, each switch port 
desired to have the capability to forward a message to an 
intermediate host port is further configured with a desig­
nated intermediate switch port identifier (relative to the 
fabric 232). In one implementation, each relationship in a 
virtual network port table is implemented by writing the 
fabric identifier of one intermediate host port (e.g., HEA 
604) into a map store 360 and/or 334 that is accessible by 
each switch port circuit ( e.g., first and third circuits of 612) 
designated to use that intermediate host port. Load balancing 
among intermediate host ports may be accomplished 
dynamically by creating or modifying virtual network port 
table entries in switch port circuits ( e.g., quad circuits 
612-618). In the same way intermediate host ports may be 
reserved for particular applications or reserved for use as a 
hot spare ( e.g., fail over). 

[0124] In one embodiment, the SCSI protocol imple­
mented over Fibre Channel classifies three types of ports by 
capability: an N-port (including NL-ports), an E-port, and an 
F-port (including FL-ports). An external switch port as 
discussed above may be configured initially or suitably 
during operation as presenting (i.e. to network 230 either 
one or more N-ports, an F-port, and/or an E-port. An N-port 
is a source or sink of data communication. A simple link 
from a host to a peripheral will join a host N-port to a 
peripheral N-port. An external switch port may expose an 
F-port on a link to an N-port of either a host or a peripheral. 
A link between an external switch port and another port on 
network 230 is supported by an E-port at each end of the 
link; or by an N-port at the external switch port, and an 
F-port on the network. 

[0125] An external switch port of node 200 ( e.g., 226) may 
expose multiple virtual network ports (N-ports) to a network 
(e.g., 230). When virtual storage is implemented by a node, 
as discussed above, the node may appear to a host to have 
implemented a virtual network port to the virtual storage. A 
service task (i.e. at the ST-1, 2, 3, or 4 layers) may be a 
source or sink of data communication=by operating on one 
or more virtual network ports supported by network node 
200. Consequently, an external switch port coupled to an 
intermediate host port exposes an N-port for service tasks 
running on processors 251/252. 

[0126] When several intermediate host ports are available, 
each may have a transport address which may then be 
associated with any number of virtual network ports ( each 
having a transport address) including many-to-many asso­
ciations for throughput and load balancing. For example, in 
Fibre Channel, this means that the N _port address of an 
intermediate host port may be associated with one or more 
N _port addresses (i.e. of its associated virtual network port 
or ports). 
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[0127] As discussed above, the identity of the external 
switch port that received a message is not lost as the message 
proceeds toward a service task (i.e. at layers ST-3, 4) The 
service task typically has access to the identity ( e.g., 
address) of the virtual network port and not the identity ( e.g., 
address) of the intermediate switch port. Generally, the 
destination address of a message from a host to a service task 
is the address a virtual network port accessible on a par­
ticular external switch port. The message is revised to 
indicate the destination of the intermediate host port while 
en route between the external switch port and the interme­
diate host port. The message may then be restored to its 
original destination address value before being presented to 
a service task being executed by processors 251-252. 

[0128] The architecture discussed above permits a con­
ventional snapshot operation wherein the portion of the 
secondary volume where the snapshot ( of a primary volume) 
is stored may be halted (denying reads and writes until the 
snapshot is completed) for the duration of the snapshot 
operation. 

[0129] Associations stored in any of switch port integral 
memory, memory 258 and memory 253 may include an 
association of an intermediate host port 210 and an external 
switch port (e.g., 226). An intermediate host port 210 may 
implement virtual network ports (virtual N-ports) on one or 
more external switch ports. Communication between the 
intermediate switch port(s) and external switch port(s) pro­
vides services at each virtual network port. 

[0130] Service tasks may read and modify any portion of 
a message. For example, a mirroring service may be imple­
mented by one or more service tasks (ST-1, ST-2, ST-3, 
and/or ST-4) by parsing incoming message CDE fields for 
LEA and block length. For example, the incoming message 
may specify a virtual LEA which is also subject to mirror­
ing. As a result, modified and additional messages may be 
created by a service task that include completely different 
destination addresses, LEA values, and block length values. 

[0131] The foregoing description discusses preferred 
embodiments of the present invention which may be 
changed or modified without departing from the scope of the 
present invention as defined in the claims. While for the sake 
of clarity of description, several specific embodiments of the 
invention have been described, the scope of the invention is 
intended to be measured by the claims as set forth below. 

What is claimed is: 
1. A method of processing messages in network, com­

prising: 

receiving a message via a network; 

accessing mapping information stored in a memory, the 
mapping information comprising control data for pro­
cessing the message; 

determining if the message is to be processed by a first 
device coupled to memory and the network, based at 
least in part on the control data; 

if so, processing the message with the first device; 

otherwise, forwarding the message to a second device for 
processing. 
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2. The method of claim 1 wherein the first device com­
prises a switch port and the second device comprises a 
processor. 

3. The method of claim 2 wherein the switch port for­
wards the message to the processor via a host bus adaptor. 

4. The method of claim 3 further comprising changing 
temporarily a destination address of the message to corre­
spond to an address associated with the host bus adaptor 
while saving the original destination address in a control 
field contained in the message. 

5. The method of claim 1 wherein the message comprises 
at least one frame of data, the at least one frame of data 
comprising a header portion and a payload portion, the 
header portion containing header data used to process the 
message. 

6. The method of claim 5 wherein the header data 
comprises a source identifier indicating an identity of a first 
network entity as the source of the message and a destination 
identifier indicating the identity of a second network entity 
as the intended destination of the message. 

7. The method of claim 6 wherein the header data further 
comprises a logical unit number. 

8. The method of claim 7 wherein the header data further 
comprises a logical address range associated with the second 
network entity. 

9. The method of claim 7 wherein a logical address range 
associated with the second network entity is implied, wholly 
or in part, by processing of previous messages, with header 
data contained in the current message providing any addi­
tional necessary logical address information. 

10. The method of claim 6 wherein the second network 
entity is a virtual entity. 

11. The method of claim 1 wherein the mapping infor­
mation comprises information correlating a virtual network 
entities to physical network entities and the step of process­
ing the message comprises accessing the mapping informa­
tion to identify at least one physical network entity corre­
sponding to a virtual entity for which the message is 
intended, and routing the message to the at least one physical 
entity. 

12. The method of claim 11 wherein, if the mapping 
information is insufficient to identify at least one physical 
network entity corresponding to the virtual entity, the mes­
sage is forwarded to the second device. 

13. The method of claim 12 wherein the second device 
updates the mapping information to correlate at least one 
physical device with the virtual entity. 

14. The method of claim 1 wherein the first and second 
devices are both coupled to the memory and capable of 
accessing the mapping information stored therein. 

15. The method of claim 1 wherein the message com­
prises a SCSI protocol message 

16. The method of claim 1 wherein the message is 
transmitted in accordance with a Fibre Channel Network 
protocol. 

17. The method of claim 1 wherein the message is 
transmitted in accordance with a TCP/IP protocol. 

18. A method of providing service tasks for devices 
communicating via a network, the method comprising: 

receiving a message at a first device via the network; 

reading overhead data contained in the message indicative 
of a requested service task; 
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accessing mapping information from a memory, the map­
ping information comprising service task information 
that identifies the requested service task as one of a 
plurality of service task types; 

performing the requested service task with a first device, 
coupled to the memory, if the requested service task 
corresponds to a first service task type; and 

performing the requested service task with a second 
device, coupled to the memory, if the requested service 
task corresponds to a second service task type. 

19. The method of claim 18 wherein the first device 
comprises a switch port and the second device comprises a 
processor, coupled to the switch port. 

20. The method of claim 19 further comprising forward­
ing the message from the switch port to the processor via an 
intermediate port. 

21. The method of claim 20 wherein the intermediate port 
comprises a host bus adapter. 

22. The method of claim 18 wherein the requested service 
task comprises a request to write data to a virtual storage 
device. 

23. The method of claim 18 wherein the requested service 
task comprises a request to read data from a virtual storage 
device. 

24. The method of claim 18 wherein if the mapping 
information further comprises information correlating a plu­
rality of virtual network entities with a plurality of physical 
network entities, the requested service task comprises a 
request to access data from a virtual network entity. 

25. The method of claim 24 wherein if the mapping 
information is insufficient to identify at least one physical 
entity associated with the virtual network entity, identifying 
the requested service task as the second type. 

26. The method of claim 18 wherein the message com­
prises a SCSI protocol message 

27. The method of claim 18 wherein the message is 
transmitted in accordance with a Fibre Channel Network 
protocol. 

28. The method of claim 18 wherein the message is 
transmitted in accordance with a TCP/IP protocol. 

29. A method of handling network messages, comprising: 

receiving a message via network; 

reading routing data contained in the message, wherein 
the routing data comprises the identity of a network 
entity designated to receive the message; 

accessing mapping information stored in a memory, the 
mapping information comprising information correlat­
ing a plurality of virtual network entities with a plu­
rality of physical network entities and further control 
data for processing the message; 

determining if the message is to be routed by a first device 
or a second device, based at least in part on the control 
data; 

determining whether the designated network entity is a 
virtual network entity or a physical network entity 
based on the mapping information; 

if the designated network entity is a first physical network 
entity, routing the message to the first physical network 
entity; and 
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if the designated network entity is a virtual network entity, 
identifying at least one second physical network entity 
corresponding to the virtual network entity and, there­
after, routing the message to the at least one second 
physical entity. 

30. The method of claim 29 wherein the first device 
comprises a switch port and the second device comprises a 
host bus adapter (HBA) and a processor, coupled to the 
HBA. 

31. The method of claim 29 further comprising: 

if it is determined that the message is to be routed by the 
second device, forwarding the message from the first 
device to the second device; and 

reformatting the routing data to facilitate routing the 
message to the second device while retaining the iden­
tity of designated network entity as the final destination 
of the message. 

32. The method of claim 31 wherein the network com­
prises a Fibre Channel Network and the identity of the 
designated network entity is temporarily stored in a CS_ CTL 
field of the message. 

33. The method of claim 29 wherein the step of routing 
the message to the first physical network entity or the at least 
one second physical network entity, comprises: 

routing the message through at least one switch port of a 
network node, the at least one switch port correspond­
ing to one or more virtual ports; and 

wherein the mapping information comprises information 
correlating the at least one switch port with the one or 
more virtual ports so as to control routing of the 
message to the at least one switch port. 

34. A method of processing a message, comprising: 

receiving the message by a switch port; 

parsing the message to extract a routing data, the routing 
data comprising a network address of an initiating 
device, a network address of a virtual target port and a 
logical unit number of a virtual peripheral; 

accessing mapping information stored in a memory to 
determine if the message can be processed by the 
switch port; 

if it is determined that the switch port cannot process the 
message, then reformatting the routing data to provide 
an address for an intermediate host port as an interme­
diate destination address; 

forwarding the message to the intermediate host port; 

reformatting the routing data a second time to indicate an 
address corresponding to the virtual target port as the 
final destination address; and 

forwarding the message to a processor for processing. 
35. The method of claim 34 wherein: 

the first reformatting step comprises storing the address 
corresponding to the virtual target port in a CS_ CTL 
field contained in the message and assigning the 
address of the intermediate host port as the temporary 
destination address; and 

after the message has been forwarded to the intermediate 
host port, the second reformatting step comprises re-
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assigning the virtual target port address as the final 
destination address and clearing the CS_ CTL field. 

36. The method of claim 34 further comprising identify­
ing a physical port corresponding to the virtual target port 
address and forwarding the message to the physical port for 
transmission to at least one physical network entity via the 
network. 

37. The method of claim 36 wherein the physical port 
corresponds to a plurality of virtual port addresses and the 
mapping table correlates the physical port with the plurality 
of virtual port addresses. 

38. A network node for processing messages transmitted 
via a network, comprising: 

a first circuit providing a processor-based node path; 

a second circuit, coupled to the first circuit, providing a 
switch-based node path; and 

a memory storing mapping information accessible by the 
first and second circuits, wherein the processing of 
messages received by the network node is allocated 
between the first and second circuit based on the 
mapping information. 

39. The network node of claim 38 wherein the first circuit 
comprises at least one processor; and the second circuit 
comprises a plurality of switch ports coupled to each other 
via a fabric, the plurality of switch ports each coupled to the 
network. 

40. The network node of claim 39 further comprising an 
intermediate host port coupled to the at least one processor 
and the plurality of switch ports so as to provide a commu­
nication path between the at least one processor and the 
plurality of switch ports. 

41. The network node of claim 40 wherein the interme­
diate host port comprises a host bus adapter. 

42. The network node of claim 40 wherein the first circuit 
is located remotely from the second circuit and the inter­
mediate host port is coupled to said plurality of switch ports 
via a network. 

43. The network node of claim 38 wherein the mapping 
information comprises the identity of remote ports, regis­
tered peripherals, virtual network ports, page tables, seg­
ment tables, connection flows, virtual peripheral flows and 
exchange flows. 

44. The network node of claim 38 wherein the memory 
comprises a first memory storing a first subset of the 
mapping information and a second memory storing a second 
subset of the information, wherein the second circuit has 
faster access to the second memory than to the first memory. 

45. The network node of claim 44 wherein the first 
memory comprises a random access memory (RAM) and the 
second memory comprises a content addressable memory 
(CAM). 

46. A network node for processing messages transmitted 
in a network, comprising: 

a plurality of switch ports, each coupled to the network for 
receiving and sending messages via the network; 

at least one intermediate host port, coupled to the plurality 
of switch ports; 

at least one processor, coupled to the at least one inter­
mediate host port and to the plurality of switch ports; 
and 
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a memory, coupled to the plurality of switch ports and the 
at least one processor, the memory containing mapping 
information for controlling how messages are handled 
by at least one of the plurality of switch ports and the 
at least one processor. 

47. The network node of claim 46 further comprising at 
least one intermediate switch port for coupling the at least 
one intermediate host port to the plurality of switch ports. 

48. The network node of claim 46 further comprising at 
least one data bus for coupling the at least one processor to 
the plurality of switch ports and coupling the memory to the 
at least one processor and the plurality of switch ports. 

49. The network node of claim 46 wherein the interme­
diate host port is coupled to the plurality of switch ports via 
a second network. 

50. The network node of claim 46 wherein the at least one 
processor is located on a first circuit card and the plurality 
of switch ports are located on a second circuit card. 

51. A system for processing messages in network, com­
prising: 

means for receiving a message via a network; 

means for accessing mapping information stored in a 
memory, the mapping information comprising control 
data for processing the message; 

means for determining if the message is to be processed 
by a first processing means, coupled to memory and the 
network, based at least in part on the control data; 

first processing means for processing the message if it is 
determined the message is to be processed by the first 
processing means; and 

means for forwarding the message to a second processing 
means for processing. 

52. The system of claim 51 further comprising means for 
changing temporarily a destination address of the message to 
correspond to an address associated with the host bus 
adaptor while saving the original destination address in a 
control field contained in the message. 

53. The system of claim 51 wherein the mapping infor­
mation comprises information correlating a virtual network 
entities to physical network entities and the means for 
processing the message comprises means for accessing the 
mapping information to identify at least one physical net­
work entity corresponding to a virtual entity for which the 
message is intended, and means for routing the message to 
the at least one physical entity. 

54. A system for providing service tasks for devices 
communicating via a network, the system comprising: 

means for receiving a message at a first device via the 
network; 

means for reading overhead data contained in the message 
indicative of a requested service task; means for access­
ing mapping information from a memory, the mapping 
information comprising service task information that 
identifies the requested service task as one of a plurality 
of service task types; 

first means for performing the requested service task if the 
requested service task corresponds to a first service task 
type; and 

second means for performing the requested service task if 
the requested service task corresponds to a second 
service task type. 
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55. The system of claim 54 further comprising means for 
forwarding the message from the first means to the second 
means. 

56. The system of claim 54 wherein the message com­
prises a SCSI protocol message 

57. The system of claim 54 wherein the message is 
transmitted in accordance with a Fibre Channel Network 
protocol. 

58. The system of claim 54 wherein the message is 
transmitted in accordance with a TCP/IP protocol. 

59. A system for handling network messages, comprising: 

means for receiving a message via network; 

means for reading routing data contained in the message, 
wherein the routing data comprises the identity of a 
network entity designated to receive the message; 

means for accessing mapping information stored in a 
memory, the mapping information comprising infor­
mation correlating a plurality of virtual network entities 
with a plurality of physical network entities and further 
control data for processing the message; 

means for determining if the message is to be routed by 
a first device or a second device, based at least in part 
on the control data; 

means for determining whether the designated network 
entity is a virtual network entity or a physical network 
entity based on the mapping information; 

means for routing the message to a first physical network 
entity if the designated network entity is the first 
physical network entity; if the designated network 
entity is a virtual network entity, means for identifying 
at least one second physical network entity correspond­
ing to the virtual network entity; and 

means for routing the message to the at least one second 
physical entity. 

60. A system for processing a message, comprising: 

means for receiving the message by a switch port; 

means for parsing the message to extract a routing data, 
the routing data comprising a network address of an 
initiating device, a network address of a virtual target 
port and a logical unit number of a virtual peripheral; 

means for accessing mapping information stored in a 
memory to determine if the message can be processed 
by the switch port; 

first means for reformatting the routing data to provide an 
address for an intermediate host port as an intermediate 
destination address if it is determined that the switch 
port cannot process the message; 

means for forwarding the message to the intermediate 
host port; 

second means for reformatting the routing data a second 
time to indicate an address corresponding to the virtual 
target port as the final destination address; and 

means for forwarding the message to a processor for 
processing. 

* * * * * 
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