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67 ABSTRACT

Failures are tolerated in an environment in which a plurality
of traffic management systems are coordinated to manage
the supply of data to and from a plurality of clients via a
plurality of network addresses. Each functional traffic man-
agement system is responsible for at least one network
address, and each functional traffic management system
periodically transmits a signal to each of the other traffic
management systems to confirm functionality. Each of the
traffic management systems creates and maintains configu-
ration data that specifies the responsibility of traffic man-
agement systems for network addresses dependent upon the
status of each of the traffic management systems. Each of the
traffic management systems responds to a failure of any of
the traffic management systems by taking responsibility for
certain network addresses as prescribed by the configuration
data.
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TOLERATING FAILURE OF TRAFFIC
MANAGEMENT SYSTEMS

FIELD OF THE INVENTION

[0001] The present invention relates to tolerating a failure
in an environment in which a plurality of traffic management
systems are co-ordinated to manage the supply of data to and
from a plurality of clients via a plurality of network
addresses.

BACKGROUND OF THE INVENTION

[0002] Many situations arise in which a very large number
of clients, possibly browsing the Internet, require access to
a particular data source, such as a highly popular website. In
order to serve data to many clients of this type, it known to
make the data available from many servers acting as a
collection with traffic management systems being used to
even out loading in an attempt to optimise the available
functionality.

[0003] In an environment of this type, problems may
occur if traffic managers (also referred to as load balancers)
become inoperative. A number of solutions have been pro-
posed such as the inclusion of an inoperative slave associ-
ated with each operational traffic manager such that the slave
takes over when its associated master traffic manager ceases
to operate correctly. It will be appreciated that this is a
relatively costly solution and it is always possible for the
slave to fail resulting in a loss of service.

[0004] An alternative solution is to provide a set of traffic
managers that include active and standby subsets. Addresses
are shared among the active traffic managers and standby
traffic managers take over IP addresses when a machine
fails. Yet another alternative approach is to provide a set of
traffic managers in which the addresses are shared out evenly
so as to spread the processing requirement. When a machine
fails, one or several of the remaining working machines
takes over the IP addresses of the failed machine, with the
intention that the increased workload for the fewer number
of active traffic managers is spread as evenly as possible, or
in an appropriate way if the machines have different capa-
bilities. However, the decision as to which traffic manager
should take over requires an election between the systems
and can lead to faulty load balancing.

BRIEF SUMMARY OF THE INVENTION

[0005] According to an aspect of the present invention,
there is provided a method of tolerating a failure in an
environment in which a plurality of traffic management
systems are coordinated to manage the supply of data to and
from a plurality of clients via a plurality of network
addresses, wherein each functional traffic management sys-
tem is responsible for at least one network address, each
functional traffic management system periodically transmits
a signal to each of the other traffic management systems to
confirm functionality, each of said traffic management sys-
tems creates and maintains configuration data that specifies
the responsibility of traffic management systems for network
addresses dependent upon the status of each of the traffic
management systems, and each of said traffic management
systems responds to a failure of any of said traffic manage-
ment systems by taking responsibility for certain network
addresses as prescribed by said configuration data.

Nov. 24, 2005

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0006] FIG. 1 shows an embodiment of the invention for
accessing data over the Internet;

[0007] FIG. 2 shows details of the hardware configuration
for a specific traffic manager;

[0008] FIG. 5 shows procedures for implementing opera-
tion of the system;

[0009] FIG. 6 shows traffic manager configuration proce-
dures;

[0010] FIG. 7 shows a mapping of instructions and data
held within the main memory shown in FIG. 2;

[0011] FIG. 8 shows an example of a transition table of
the type held in the memory shown in FIG. 7,

[0012] FIG. 9 illustrates the complete set of permutations
for system availability for the transition table shown in FIG.
8;

[0013] FIG. 10 details steps carried out in FIG. 6 for
generating transition tables;

[0014] FIG. 11 details steps carried out in FIG. 10 for
assigning IP addresses;

[0015] FIG. 12 illustrates the results produced from the
operation of the procedure illustrated in FIG. 11;

[0016] FIG. 11 details steps carried out in FIG. 10 to
generate an initial transition table;

[0017] FIG. 12 shows exemplary results of the procedure
performed in accordance with FIG. 11;

[0018] FIG. 13 details steps carried out in FIG. 10 to
finalise the transition table;

[0019] FIG. 14 details steps carried out in FIG. 13 to
select a traffic manager;

[0020] FIG. 15 illustrates the procedure of FIG. 13;

[0021] FIG. 16 details steps carried out in FIG. 5 for
running a traffic management system;

[0022] FIG. 17 details steps carried out in FIG. 16 for
checking traffic manager status;

[0023] FIG. 18 details steps carried out in FIG. 17 to
reconfigure IP address assignments; and

[0024] FIG. 19 illustrates a transition table in use.

WRITTEN DESCRIPTION OF THE BEST MODE
FOR CARRYING OUT THE INVENTION

[0025] FIG. 1

[0026] The following embodiment is described with
respect to accessing data over the Internet, although it should
be appreciated that the techniques involved have applica-
tions in other networked environments.

[0027] The Internet is illustrated at 101 and receives
requests from many browsing clients, a small section of
which are illustrated as browsing clients 102 to 106.

[0028] A service provider 107 includes servers 108 to 119,
traffic managers 120 to 123, an administration station 124,

Ex.1036 / Page 17 of 25
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traffic manager instructions encoded onto a CD-ROM 125 or
similar data carrying medium, and an internal network 126.

[0029] In this example, the service provider 107 has a
single URL and is therefore configured to provide informa-
tion from a popular website to a significantly large number
of browsing clients.

[0030] A domain name server (DNS) on the Internet
associates this URL with several IP addresses, which are
assigned to the traffic managers 120 to 123. Each traffic
manager has a different IP address or several IP addresses
assigned to it. When a browsing client attempts to access the
site via the relevant URL, a domain name server serves the
several associated IP addresses to the client, such as client
102. The client then picks one of these IP addresses, usually
at random. In this way, large numbers of clients 102 to 106
(typically hundreds or thousands) choose traffic manager
120 to 123 at random, resulting in a spread of the traffic load.
This approach to spreading traffic load is known as round-
robin DNS. Each traffic manager is thus considered to be
responsible for a number of IP or network addresses.

[0031] The traffic manager 120 receives a client request
(an HTTP request) and analyses it, in part or completely, in
order to decide which server 108 to 119 to convey the
request to. It may decide this according to several criteria.
For example, it may wish to simply spread the load, in which
case it will choose the least loaded server. Traffic manage-
ment, however, usually involves selecting servers on the
basis of their functionality. In such a scenario, servers are
grouped into pools. A first pool may serve static web pages,
a second pool may serve dynamic content and a third pool
may serve secured data over an HTTPS connection. The
traffic manager 120 chooses which to access, based upon the
type of request. Thus, this additional functionality may be
considered as identifying the difference between traffic
management compared to basic load balancing.

[0032] The administration station 124 is used to remotely
configure the traffic managers and the servers, such that it is
not necessary to provide the traffic managers and servers
with an output monitor or a keyboard input etc. Conse-
quently, these systems have a hardware implementation that
consists of a one- or two-unit rack mounted device con-
nected to a network. The administration station is also used
for installing instructions, including server instructions and
traffic managing instructions.

[0033] The CD-ROM 125 containing traffic managing
instructions may be loaded directly onto the traffic managers
120 to 123 if they have CD-ROM drives, or instructions
from the CD-ROM can be installed from the CD-ROM drive
of the administration station 124 via the network 126 onto
the traffic managers 120 to 123.

[0034] In the present embodiment, service requests are
managed in a system having many servers for serving clients
in response to at least one address, under the supervision of
a set of traffic management systems. Each incoming address
is assigned to a traffic manager and each of the traffic
management systems is configured such that firstly it inter-
mittently transmits its availability to the other traffic man-
agement systems in the set. Secondly, it identifies a change
in the availability of the other traffic managers in the set.
Thirdly, it modifies its address assignment in response to the
identified change of availability. In this way, it is possible to
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balance incoming service request management against the
availability of the traffic management systems. Each traffic
manager 120 to 123 is provided with local information
telling it which of the available servers should be accessed
in response to receiving each specific IP address. Each traffic
management system, in this embodiment, issues a multicast
on a periodic basis informing the other traffic management
systems to the effect that the traffic management system is
available, although this transmitting of a signal to confirm
functionality could take other forms than multicasting. Fail-
ure to receive a multicast in this way identifies to the other
servers that availability has been lost. Each is then provided
with information allowing a reconfiguration such that each
is made aware of the IP addresses that it is now additionally
responsible for.

[0035] Details of the hardware configuration for a specific
traffic manager 120 is illustrated in FIG. 2.

[0036] FIG.2

[0037] All traffic managers 120 to 123 are substantially the
same, and the servers 108 to 119 are similarly configured.

[0038] Internally, components of the traffic manager com-
municate over a system bus 200. The central processing unit
201 may be a Pentium 6 running at 5.2 gigahertz and
includes on-chip primary and secondary cache, to facilitate
access to frequently used instructions and data.

[0039] A main memory 202 provides, for example, 2
gigabytes of dynamic RAM, in which instructions and data
are stored for regular access while the system is operating.
A hard disk drive 203 provides typically 60 gigabytes of
non-volatile storage of instructions and configuration data.
The disk 203 also provides storage for infrequently accessed
data, such as configuration files, that are loaded into main
memory when the system is initialised.

[0040] In this example, a CD-ROM drive 204 is shown
which, as previously stated, is configured to receive the data
carrying medium, such as a CD-ROM, so as to facilitate the
loading of instructions for implementing the traffic manage-
ment functionality. Communication to network 126 is pro-
vided via a network interface card 205.

[0041] Procedures for implementing operation of the sys-
tem are illustrated in FIG. 3.

[0042] FIG.3

[0043] The procedures illustrated in FIG. 3 are performed
primarily via the administration station 124 and are relevant
to the configuration of the traffic managers.

[0044] At step 301 power is supplied to the traffic man-
agers and at step 302 a question is asked as to whether the
instructions for traffic management have been installed. If
not installed, a further question is asked at step 303 as to
whether CD-ROM or network installation is to take place,
resulting in the installation of instructions via the network at
step 304 or installation of instructions from CD-ROM or a
similar data-carrying medium at step 305.

[0045] At step 306 a question is asked as to whether the
traffic managers are to be configured, and when answered in
the affirmative the configuration procedure takes place at
step 307.
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[0046] The traffic manager procedures are implemented at
step 308 whereafter, at step 309, the question is asked as to
whether a reconfiguration is to take place. When answered
in the affirmative, control is returned to step 307 and traffic
manager reconfiguration is implemented. Alternatively, if no
further operations are required a power-down procedure
may be implemented at step 310.

[0047] Traffic manager configuration procedures, identi-
fied at step 307, are detailed in FIG. 4.

[0048] FIG. 4

[0049] At step 401 server configuration takes place. This
involves defining server pools and other standard configu-
ration information.

[0050] At step 402 a definition is made as to which traffic
managers are available. In addition, names allocated to the
traffic managers are also identified so that they can be
referred to in the transition table that is created. Names for
the traffic managers in this embodiment typically take the
form of a.tm.amz.com.

[0051] Procedure 402 also involves obtaining a list of the
IP addresses that are to be shared among the traffic manag-
ers. Furthermore, it is also necessary to define which
machines are initially active or on standby. For the purposes
of an illustrative example, traffic managers 120 to 122 are
considered to be active and traffic manager 123 is considered
to be on standby. This data is supplied via the administration
station 124 and then conveyed to the traffic managers over
the network 126.

[0052] At step 403 configuration data is generated that
specifies the responsibility of traffic management systems
for network addresses dependent upon the status of each of
the systems. In this embodiment, the data takes the form of
a transition table for all permutations of traffic manager
availability. The transition table defines how IP addresses
will be reassigned when one (or possibly several) of the
traffic managers fail.

[0053] The administration station conveys data to the
traffic managers such that they are placed in a condition
where they are able to configure themselves using the data
that has been provided. Each traffic manager creates its own
copy of the transition table by running a copy of the same
algorithm. However, in an alternative embodiment it would
be possible for the transition table to be generated once,
possibly at the administration station 124, and then distrib-
uted to the traffic managers. In either case, the transition
tables at each of the traffic manager systems are substantially
the same, thereby enabling traffic managers to self-configure
without the need to communicate with other traffic managers
when reaching a decision about new IP address configura-
tion required as a result of a change in availability of traffic
managers.

[0054] A mapping of instructions and data held within
main memory 202, when operational, is illustrated in FIG.
5.

[0055] FIG. 5

[0056] As part of the loading process an operating system,
such as Linux® or an alternative, is loaded at 501.

[0057] The traffic managing instructions themselves are
loaded at 502, including instructions for generating a tran-
sition table which are illustrated at 503.
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[0058] The transition table itself is illustrated as being
located at 504 and a table of scores used during the creation
of the transition table is held at location 505. A list of
available traffic managers is held at location 506 and loca-
tion 507 provides space for the storage of traffic manage-
ment data.

[0059] An example of a transition table of the type held at
location 503 is illustrated at FIG. 6.

[0060] FIG. 6

[0061] For the purposes of providing an illustrative
example, the transition table shown in FIG. 6 is appropriate
for three traffic management systems and three IP addresses.
In this example, the IP addresses are shown as numbers 1,
2 and 5 and the traffic management systems are named as
letters, specifically a, b and c. The IP addresses will actually
take the form 12.103.1.2 and so on, and the names of the
traffic management systems will be of the form previously
described.

[0062] Considering the first row 601, IP address 1 is
assigned to traffic management system a. However, if a is not
available, IP address 1 gets assigned to traffic management
system b. Similarly, if b is not available, IP address 1 is
assigned to traffic management system c.

[0063] Row 602 concerns the assignment for IP address 2.
Thus, IP address 2 is assigned to traffic management system
b if system b is available. Alternatively, if system b is not
available, IP address 2 is assigned to traffic management
system c. Furthermore, if system c¢ is not available, IP
address is assigned to machine a.

[0064] The third row operates in a similar fashion. Thus,
IP address 5 is normally assigned to traffic management
system c if system c is available. However, if system c is not
available, IP address will be assigned to system a. Finally, if
system a is not available, IP address § will be assigned to
system b.

[0065] Thus, the transition covers all possible combina-
tions of traffic management system failure and ensures that
an IP address is assigned accordingly to one of the remaining
machines. The complete set of permutations for system
availability is illustrated in FIG. 7.

[0066] FIG.7

[0067] A property of the transition tables is that when a
machine fails, the only IP address movements that occur are
those from the failed machine to the other machines in the
cluster. Similarly, when a machine becomes available again,
the only movements are onto the new machine. This avoids
unnecessary IP address movements, thus reducing the
chance of random connections being dropped. A traffic
management system is considered to be non-functional or
not operational if it stops multicasting on the network, for
whatever reason. Possible reasons could be a software crash,
a power outage, a hardware failure, and so on.

[0068] FIG. 7 illustrates the consequences of implement-
ing the table of FIG. 6 with respect to all possible avail-
ability states.

[0069] Line 701 illustrates the operating condition in
which traffic management systems a, b and c are all opera-
tional. Under these conditions, IP address 1 will be allocated
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to system a, IP address 2 will be allocated to system b and
IP address system c will be allocated to system c.

[0070] Line 702 identifies the condition where system c is
no longer operational. The result is determined by line 603
of FIG. 6 which states that traffic management system a will
be adopted for IP address 5 should a failure occur on system
c. Thus, as illustrated at line 702, system a is now respon-
sible for IP addresses 1 and 5, with b still retaining respon-
sibility for IP address 2 and no IP addresses being allocated
to system c.

[0071] Similarly as shown at line 703, system b has failed,
resulting in IP address 2 being assigned to traffic manage-
ment system ¢.

[0072] Again, when system a fails, as illustrated at line
704, traffic management system b is now allocated IP
address 1 and system c retains IP address 5, with system a
not dealing with any IP addresses.

[0073] Lines 705, 706 and 707 identify the condition
where traffic management systems a, b and c respectively are
the only ones operational. As illustrated, under these con-
ditions, the single operational traffic management system
will be allocated all three.

[0074] Using the transition table to decide the responsi-
bilities of the traffic management systems means that when-
ever a particular combination of functional and non-func-
tional traffic management systems occurs, the responsibility
of the functional traffic management systems for network
addresses is identical. In particular, if traffic management
systems become unavailable and then become available
again, each system will be responsible for the same IP
addresses after this occurs as before.

[0075] Procedures carried out at step 403 for generating
transition tables are detailed in FIG. 8.

[0076] FIG. 8

[0077] At step 801 each IP address is assigned to an active
traffic manager, and at step 802 an initial transition table
with unfixed transition row order is generated. At step 803
this transition table is finalised by re-ordering the transition
TOWS.

[0078] The re-ordering procedure attempts to evenly dis-
tribute traffic between the working machines in the cluster,
effectively creating a good transition table as distinct from a
bad one. For example, if as the result of a machine failure
one machine is responsible for four addresses and another
has only one, this is not a very even distribution. Therefore
a good transition table may be defined as one where for each
state the difference between the number of addresses on each
working machine is preferably at most one.

[0079] Procedure 801 for assigning IP addresses is
detailed in FIG. 9.

[0080] FIG. 9

[0081] At step 901 all of the active traffic management
systems are identified. This consists of systems a, b and c,
but not d which is considered to be inactive. In this example,
a, b and ¢ may be assumed to correspond to systems 120, 121
and 122. These three are active and will be initially assigned
IP addresses. System 123 in FIG. 1 may be considered as the
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d system and is presently on standby and remains on standby
when all of the other systems are working.

[0082] At step 902 the fixed IP addresses are assigned.
Usually one system, although it may be more, is given an
initial IP address as a starting point for the procedure.

[0083] At step 903 the traffic management systems are
sorted alphabetically by referring to their names which, in
this example, gives the order a, b, c. At step 904 the next
unassigned IP address is selected. Thus, the procedure starts
off with IP address 2, then 5, then 6 on remaining iterations.

[0084] At step 905 the next traffic manager is assigned to
the IP address selected at step 904. Thus, a was assigned at
step 902 so the next available system is b. Consequently, IP
address 2 is assigned to system b and, on the next iteration,
IP address 5 is assigned to c. On the final iteration to allocate
IP address 6, no traffic management systems remain, so the
procedure returns to the start of the system alphabetical list.
Consequently, IP address 6 is allocated to system a. Even-
tually, all of the IP addresses will have been considered,
resulting in the question asked at step 906 being answered in
the negative.

[0085] An illustration of the results produced from the
operation of the procedure illustrated in FIG. 9 is shown in
FIG. 10.

[0086] FIG. 10

[0087] As illustrated in FIG. 10, IP address 1 has been
allocated to system a, IP address 2 has been allocated to
system b, IP address S has been allocated to system c and IP
address 6 has been allocated to system a.

[0088] Details of the procedure identified at step 802 of
FIG. 8 are shown in FIG. 11.

[0089] FIG. 11

[0090] For this procedure, all of the traffic management
systems, both active and standby, are considered, in contrast
to step 801 during which only the active systems were
considered and placed into the transition table.

[0091] At step 1101 the IP addresses are sorted firstly by
the number of times they were allocated to traffic managers
during step 801, and secondly by alphabetical order. Thus in
this example d has not been allocated at all, b and ¢ have
been allocated once, and a has been allocated twice, giving
an ordering of d, b, ¢, a.

[0092] At step 1102 an IP address is selected and at step
1103 all traffic management systems not yet allocated to this
IP address are identified. On the first iteration this step will
identify systems b, ¢ and d as systems not yet allocated to IP
address 1.

[0093] At step 1104 the identified systems are sorted
according to the ordering identified at step 1101. Thus, for
the first IP address, the identified systems are ordered d, b,
c. However, any systems that have the same score as the
system already allocated to that row are sorted so that
systems coming alphabetically after the allocated system
come before systems coming alphabetically before the allo-
cated system. Thus, for example, if there were five systems
e, f, g, h and i, with e having been allocated twice, f, g and
h once, and i not at all, the ordering identified at step 1101
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would be i, f, g, h, e. However, for the row where g was
already allocated, the ordering for the rest of that row would
be i, h, f, e.

[0094] At step 1105 the remainder of the transition table
rows are filled according to the system ordering identified at
step 1104. At step 1106, a question is asked as to whether
another IP address is to be considered and when answered in
the affirmative control is returned to step 1102 where the
next IP address is selected and the procedures iterated again.

[0095] The results of the procedures performed in accor-
dance with FIG. 11, for the specific worked example, are
illustrated in FIG. 12.

[0096] FIG. 12

[0097] In the table, the first row 1201 shows an allocation,
for IP address 1, of a, d, b, c¢. The order at row entry 1202
for IP address 2 is b, d, c, a. Similarly, the ordering at row
1203 for IP address 5 is ¢, d, b, a. Finally, an ordering of a,
d, b, ¢ is shown at row 1204 for IP address 6.

[0098] The first column contains fixed system names.
However, columns 2 to 6 may need modification in order to
improve even distribution following system failure.

[0099] Procedure 803 for finalising the transition table is
detailed in FIG. 13.

[0100] FIG. 13

[0101] At step 1301 the first column of the transition table
is defined as being fixed with the remaining three columns
being considered as unfixed. Thus, in the top row of the
table, allocation of system a for IP address 1 is fixed but the
allocation of d, b and ¢ are considered to be unfixed.

[0102] At step 1302 the first unfixed column, which on the
first iteration is the second column, is selected, and at step
1303 the next row of the transition table, which on the first
iteration is the first row, is selected. At step 1304 the contents
of this row are divided into two sets: a fixed set containing
fixed traffic managers, and an unfixed set containing unfixed
traffic managers. Thus on the first iteration the fixed set is [a]
and the unfixed set is [d b c].

[0103] At step 1305 a score is obtained for each traffic
manager in the unfixed set and the traffic manager with the
lowest score is selected. The scoring method is described in
FIG. 14.

[0104] At step 1306 the unfixed set is permuted such that
the selected traffic manager becomes the first in the set.
Thus, for example, on the fourth iteration traffic manager b
has the lowest score and thus the unfixed set [d b ¢] on the
fourth line is permuted to be [b d c]. The selected traffic
manager is then fixed.

[0105] At step 1307 a question is asked as to whether there
is another transition table row, and if this question is
answered in the affirmative then control is returned to step
1303 where the row is selected. If it is answered in the
negative then all the traffic managers in the selected column
have been fixed. At step 1308 a question is asked as to
whether there is another unfixed column in the table, and if
this question is answered in the affirmative control is
returned to step 1302 where it is selected. Alternatively, the
question is answered in the negative and step 803 is con-
cluded.
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[0106] FIGS. 14 and 15

[0107] FIG. 14 details step 1305 where each unfixed
traffic manager on a row is scored, and FIG. 15 shows the
algorithm being used on the example transition table. On the
first iteration the first row is selected, as shown at 1501. As
shown at 1502, the fixed and unfixed sets are [a] and [d b c].

[0108] At step 1401 the first traffic manager in the unfixed
set is selected, and at step 1402 each traffic manager in the
fixed set is combined with this selected traffic manager. As
shown at 1503, on the first iteration the selected traffic
manager is d, giving the single pair [a d]. On later iterations
where the fixed set contains more than one traffic manager
there will be a combination of pairs. At step 1403 the score
for each of these combinations is looked up in a table of
scores and these scores are summed to give a score for the
selected traffic manager. This table is obtained by counting,
for a combination [x y], how many times y has occurred
immediately after x in a fixed position. Clearly, on the first
iteration, the scores for all combinations will be zero, since
only the first column is fixed.

[0109] Atstep 1404 a question is asked as to whether there
is another traffic manager in the unfixed set, and if this
question is answered in the affirmative then control is
returned to step 1401 where the next traffic manager is
selected. Further iterations of steps 1401 to 1403 give the
pairs [a b] and [a c], each of which on this first iteration have
a score of zero, as shown at 1503.

[0110] When the question asked at step 1404 is answered
in the negative, meaning that all the traffic managers in the
unfixed set have been scored, then at step 1405 the first
traffic manager with the lowest score is selected. In the
present example, each of the pairs has a score of zero and so
the first pair with the lowest score is [a d]. The second traffic
manager in this pair, ie d, is identified as the lowest scoring
traffic manager. The score of this pair is incremented by 1 in
the scoring table at step 1406, as shown at 1504, because it
now occurs in the fixed columns. It is necessary that it is the
first lowest-scored traffic manager in the set that is selected,
in order that each system constructs an identical transition
table.

[0111] Continuing the example, and referring back to FIG.
12, the pairs available in the second row are [b d], [b ¢] and
[b a]. Since all of these combinations score zero, d is again
the selected traffic manager. The pairs available in the third
row are [c¢ d],[c b] and [c a]. Again, all of these pairs score
zero and so d is the selected traffic manager. On the fourth
row the pairs are [a d], [a b] and [a c¢]. However in this case
[a d] has a score of one, since d has been fixed as the second
value in the first row, meaning that the first lowest scoring
combination is [a b], giving b as the selected traffic manager.
Thus the first iteration of steps 1302 to 1308 gives a table
with a fixed second column as shown at 1505. The pairs [a
d], [b d], [c¢ d] and [a b] now all have a score of one in the
scoring table.

[0112] On the second iteration of steps 1302 to 1308 there
are two traffic managers in the fixed set and two in the
unfixed set, as shown at 1506. Thus the available combina-
tions of pairs for the first row are [a b]+[d b], and [a c]+[d
c]. The scores for the combinations are summed. Since [a b]
occurs in row 6, [a c]+[d c] has the lower score of zero, and
c is the selected traffic manager. Both of the pairs [a ¢] and
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[d c] are incremented by one in the scoring table. For the
second row the combinations are [b c]J+[d c], and [b a]+[d a].
The pair [d c] scores one, and so a is the selected traffic
manager. For the third row the combinations are [¢ b]+[d b],
and [c a]+[d a]. The pair [d a] scores one, meaning that b is
the selected traffic manager. For the fourth row the combi-
nations are [a d]+[b d], and [a c]+[b c]. The pairs [a d] and
[b d] both score one, giving a combined score of two,
meaning that c is the selected traffic manager.

[0113] The procedure continues in this way until the full
transition table shown at 1507 is obtained.

[0114] FIG. 16

[0115] Procedures 308 for running the traffic management
systems are detailed in FIG. 16.

[0116] The procedures detailed in FIG. 16 identify what
occurs on an individual traffic management system, such as
system 120. The same operations are performed in parallel
on all of the working traffic management systems, with the
exception of the standby system or systems which do not
carry out any actual traffic managing procedures.

[0117] Three separate threads of execution occur, shown
as individual blocks 1601, 1602 and 1603.

[0118] Block 1601 represents periodic multicasting of
status conditions to the other traffic management systems.
This multicasting process transmits a system status. If a
system develops a fault, it ceases transmitting the multicast.
Such a procedure operates in a fail-safe way given that, if,
for example the system develops a serious fault such as the
failure of a power supply, it will be unable to transmit the
multicast signal anyway.

[0119] Block 1602 represents periodic checking of traffic
manager status. This process listens for multicast signals
from other traffic managers, building up a list 506 of all
traffic managers that have recently transmitted a multicast.
IP address reconfiguration is performed if a traffic manager
appears or disappears from this list.

[0120] Block 1603 represents traffic management opera-
tions performed by all active traffic managers, including
routing client requests to the servers 108 to 119 according to
client requirements.

[0121] FIG. 17

[0122] FIG. 17 details process 1602 for checking traffic
manager status. At step 1701 a question is asked as to
whether the status of any traffic manager has changed. This
is performed by examining the list of traffic managers 506
which have recently transmitted a multicast. If this has
changed then IP address reconfiguration may be required.
This examination also includes the system doing the check-
ing, so that if a system has recently come online it will
receive its own multicast and reconfigure IP addresses
accordingly.

[0123] If this question is answered in the affirmative then
at step 1702 the transition table 504 is consulted and IP
address assignments are reconfigured if necessary. At this
point, or if the question is answered in the negative, the
process pauses before returning to step 1701. During this
pause, interrupts generated by reception of IP multicasts
from other machines will be accumulated, automatically
updating the list of traffic managers 506 that are available.
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[0124] FIG. 18

[0125] FIG. 18 details step 1702 where IP addresses are
reconfigured. The effect of step 1702 is to check whether the
process needs to add or remove one or several IP address
assignments. When a traffic manager fails, there is the
possibility that the traffic manager on which this process is
running needs to take over one or more IP addresses.
Alternatively, when a traffic manager comes online, the
traffic manager on which this process is running may need
to release an IP address.

[0126] At step 1801 the first row in transition table 504 is
selected and at step 1802 the traffic manager in the first
column is selected. At step 1803 a question is asked as to
whether this traffic manager is functional, and if this ques-
tions is answered in the negative then at step 1804 the next
functional traffic manager in the row is identified. At step
1805 a question is asked as to whether the identified traffic
manager is the traffic manager on which the process is
running, and if this question is answered in the affirmative
then at step 1806 a further question is asked as to whether
the IP address for the selected row is already assigned to the
traffic manager. If this question is answered in the negative
then the IP address is assigned. Control is then directed to
step 1811.

[0127] If the question asked at step 1805 is answered in the
negative, to the effect that the identified traffic manager is
not the traffic manager on which the process is running, then
at step 1808 a question is asked as to whether the IP address
for the selected row is assigned to the traffic manager on
which the process is running. If this question is answered in
the affirmative then at step 1809 the IP address is released.
Control is then directed to step 1811.

[0128] If the question asked at step 1803 is answered in the
affirmative, to the effect that the selected traffic manager is
functioning, then at step 1810 a question is asked as to
whether there is another column in the transition table, and
if this question is answered in the affirmative then control is
returned to step 1802 and the traffic manager in the next
column of the row is selected.

[0129] If the question is answered in the negative, or if the
question asked at step 1806 is answered in the affirmative, a
question is asked as to whether there is another row in the
transition table. If this question is answered in the affirma-
tive then control is returned to step 1801 and the next row
is selected. Alternatively, step 1702 is completed.

[0130] FIG. 19

[0131] FIG. 19 illustrates the effect of using a transition
table. As shown in FIG. 1, the service provider 107 includes
traffic managers 120 to 123 that route traffic between servers
108 to 119. Table 504 on system 120 is shown with real IP
addresses and traffic manager domain names. Tables 1901
on system 121, 1902 on system 122 and 1903 on system 123
are identical because they were constructed using the same
algorithm.

[0132] As previously discussed, in this example the tran-
sition table is constructed with traffic manager 123, which
has the domain name d.tm.amz.com, configured as a standby
machine. Other configurations are possible. For example, all
four traffic managers could be active. A larger number of
traffic managers could be used, with all active or with some
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on standby. When new traffic managing machines are added
or when one is removed a new transition table must be
constructed.

1. A method of tolerating a failure in an environment in
which a plurality of traffic management systems are coor-
dinated to manage the supply of data to and from a plurality
of clients via a plurality of network addresses, wherein

each functional traffic management system is responsible
for at least one network address;

each functional traffic management system periodically
transmits a signal to each of the other traffic manage-
ment systems to confirm functionality;

each of said traffic management systems creates and
maintains configuration data that specifies the respon-
sibility of traffic management systems for network
addresses dependent upon the status of each of the
traffic management systems; and

each of said traffic management systems responds to a
failure of any of said traffic management systems by
taking responsibility for certain network addresses as
prescribed by said configuration data.

2. A method according to claim 1, wherein upon failure of

a traffic management system, responsibility is changed only
for those network addresses for which the failed traffic
management system was responsible.

3. A method according to claim 1, wherein each of said
traffic management systems responds to an event whereby a
failed traffic management system becomes functional by
relinquishing responsibility for network addresses as pre-
scribed by said configuration data.

4. A method according to claim 3, wherein whenever a
particular combination of functional and non-functional
traffic management systems occurs, the responsibility of the
functional traffic management systems for network
addresses is identical.

5. A method according to claim 1, wherein additional
traffic management systems are considered to be inactive,
and an inactive traffic management system only takes
responsibility for network addresses when an active traffic
management system becomes non-functional.

6. A method according to claim 1, wherein said configu-
ration data contains a list of IP addresses and a prioritised list
of traffic management systems for each IP address.

7. Amethod of producing configuration data for use in the
method of claim 1, comprising the steps of:

identifying traffic management systems;
identifying IP addresses of servers;

producing, for each of said IP addresses, a prioritised list
of all traffic management systems, wherein for any
ordered pair of traffic management systems the number
of times said pair appears in said lists is substantially
the same.

8. A method according to claim 7, wherein each of said
traffic management systems has a status of active or inactive,
and wherein the first traffic management system in each list
is an active traffic management system.

9. A method according to claim 7, wherein the step of
producing prioritised lists comprises the steps of:

allocating a traffic management system to each IP address
as a primary system, wherein for any two traffic man-
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agement systems the number of IP addresses to which
they are allocated differs by no more than one; and

for each IP address, producing an ordered list of all the
traffic management systems with said primary system
being first, and reordering said list to produce a priori-
tised list.
10. A method according to claim 9, wherein said step of
producing an ordered list for an IP address comprises the
steps of:

identifying a score for each of said traffic management
systems by counting the number of IP addresses it has
been allocated to as primary system;

producing a list of traffic management systems wherein
the list is sorted by:

(a) said scores, lowest first, and

(b) the names of said traffic management systems, in
alphabetical order; and

placing said primary system at the front of the list.

11. A method according to claim 10, wherein said list is
additionally sorted such that traffic management systems
having the same score as the primary system and with a
name coming alphabetically after the name of said primary
system are earlier in the list than traffic management systems
with the same score as the primary system and with a name
coming alphabetically before the name of said primary
system.

12. A method according to claim 9, wherein the step of
reordering said lists comprises the steps of:

defining the primary system in each list as fixed;
(a) for each list in turn:

producing a list of combinations of pairs of fixed
systems and unfixed systems,

scoring each pair according to the number of times it
appears in fixed parts of the lists,

selecting the lowest-scoring combination of pairs,

selecting the unfixed system that appears in the selected
combination;

permuting the unfixed systems in the list such that the
selected system appears first, and

defining the selected system as fixed;

(b) cycling through the lists by repeating step (a), until all

the systems are defined as fixed.

13. A computer system for managing the supply of data to
and from a plurality of clients via a plurality of network
addresses, including a processor, storage and at least one
network connection, wherein said processor is configured to:

take responsiblity for at least one network address;;

periodically transmit a signal to similar computer systems
over a network to confirm functionality;

create and maintain configuration data that specifies the
responsibility of each computer system for network
addresses dependent upon the status of each of the
computer systems; and
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respond to a failure of any of said computer systems by
taking responsibility for certain network addresses as
prescribed by said configuration data.

14. A computer system according to claim 13, wherein
upon failure of a computer system, responsibility is changed
only for those network addresses for which the failed
computer system was responsible.

15. A computer system according to claim 13, wherein
each of said computer systems responds to an event whereby
a failed computer system becomes functional by relinquish-
ing responsibility for network addresses as prescribed by
said configuration data.

16. A computer system according to claim 15, wherein
whenever a particular combination of functional and non-
functional computer systems occurs, the responsibility of the
functional computer systems for network addresses is iden-
tical.

17. A computer system according to claim 13, wherein
said computer system is further networked to a computer
system that is considered to have a status of inactive which
only takes responsibility for network addresses when an
active computer system becomes non-functional.

18. A computer system according to claim 13, wherein
said configuration data contains a list of IP addresses and a
prioritised list of computer systems for each IP address.

19. A computer system according to claim 13, wherein
said processor is configured to create configuration data by
performing the steps of:

identifying all of said computer systems on the network;
identifying the IP addresses of said servers;

producing, for each of said IP addresses, a prioritised list
of all computer systems, wherein for any ordered pair
of computer systems the number of times said pair
appears in said lists is substantially the same.

20. A computer system according to claim 19, wherein
each of said computer systems has a status of active or
inactive, and wherein the first computer system in each list
is an active computer system.

21. A computer system according to claim 19, wherein the
processor is configured to produce prioritised lists by per-
forming the steps of:

allocating a computer system to each IP address as a
primary system, wherein for any two computer systems
the number of IP addresses to which they are allocated
differs by no more than one; and

for each IP address, producing an ordered list of all the
computer systems with said primary system being first,
and reordering said list to produce a prioritised list.
22. A computer system according to claim 21, wherein the
processor is configured to produce an ordered list for an IP
address by performing the steps of:

identifying a score for each of said computer systems by
counting the number of IP addresses it has been allo-
cated to as primary system;

producing a list of computer systems wherein the com-
puter systems are sorted by:

(a) said scores, lowest first, and

(b) the names of said computer systems, in alphabetical
order; and

placing said primary system at the front of the list.

Nov. 24, 2005

23. A computer system according to claim 22, wherein
said list is additionally sorted such that computer systems
having the same score as the primary system and with a
name coming alphabetically after the name of said primary
system are earlier in the list than computer systems with the
same score as the primary system and with a name coming
alphabetically before the name of said primary system.

24. A computer system according to claim 21, wherein the
processor is configured to reorder said lists by performing
the steps of:

defining the primary system in each list as fixed;
(a) for each list in turn:

producing a list of combinations of pairs of fixed
computer systems and unfixed computer systems,

scoring each pair according to the number of times it
appears in fixed parts of the lists,

selecting the lowest-scoring combination of pairs,

selecting the unfixed computer system that appears in
the selected combination;

permuting the unfixed computer systems in the list such
that the selected computer system appears first, and

defining the selected computer system as fixed;

(b) cycling through the lists by repeating step (a), until all

the computer systems are defined as fixed.

25. A computer-readable medium having computer-read-
able instructions contained thereon, wherein when executed
by a computer said instructions configure said computer to
manage the supply of data from a plurality of servers to a
plurality of clients by performing the following steps:

taking responsiblity for at least one network address;

periodically transmiting a signal to similar computers
over a network to confirm functionality;

creating and maintaining configuration data that specifies
the responsibility of each computer for network
addresses dependent upon the status of each of the
computers; and

responding to a failure of any of said computers by taking
responsibility for certain network addresses as pre-
scribed by said configuration data.

26. A computer-readable medium according to claim 25,
wherein upon failure of a computer, responsibility is
changed only for those network addresses for which the
failed computer was responsible.

27. A computer-readable medium according to claim 25,
wherein each of said computers responds to an event
whereby a failed computer becomes functional by relin-
quishing responsibility for network addresses as prescribed
by said configuration data.

28. A computer-readable medium according to claim 27,
wherein whenever a particular combination of functional
and non-functional computers occurs, the responsibility of
the functional computers for network addresses is identical.

29. A computer system according to claim 25, wherein
said computer system is further networked to a computer
that is considered to have a status of inactive which only
takes responsibility for network addresses when an active
computer system becomes non-functional.
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30. A computer-readable medium according to claim 25,
wherein said configuration data contains a list of IP
addresses and a prioritised list of computers for each IP
address.

31. A computer-readable medium according to claim 25,
wherein said instructions configure said computer to create
configuration data by performing the steps of:

identifying all of said computers on the network;
identifying the IP addresses of said servers;

producing, for each of said IP addresses, a prioritised list
of all computers, wherein for any ordered pair of
computers the number of times said pair appears in said
lists is substantially the same.

32. A computer-readable medium according to claim 31,
wherein each of said computers has a status of active or
inactive, and wherein the first computer in each list is an
active computer.

33. A computer-readable medium according to claim 31,
wherein said instructions configure said computer to pro-
duce prioritised lists by performing the steps of:

allocating a computer to each IP address as a primary
computer, wherein for any two computers the number
of IP addresses to which they are allocated differs by no
more than one; and

for each IP address, producing an ordered list of all the
computers with said primary computer being first, and
reordering said list to produce a prioritised list.

34. A computer-readable medium according to claim 33,
wherein said instructions configure said computer to pro-
duce an ordered list for an IP address by performing the steps
of:

identifying a score for each of said computers by counting
the number of IP addresses it has been allocated to as
primary computer;
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producing a list of computers wherein the computers are
sorted by:

(a) said scores, lowest first, and

(b) the names of said computers, in alphabetical order;
and

placing said primary computer at the front of the list.

35. A computer-readable medium according to claim 34,
wherein said list is additionally sorted such that computers
having the same score as the primary computer and with a
name coming alphabetically after the name of said primary
computer are earlier in the list than computers with the same
score as the primary computer and with a name coming
alphabetically before the name of said primary computer.

36. A computer-readable medium according to claim 33,
wherein said instructions configure said computer to reorder
said lists by performing the steps of:

defining the primary computer in each list as fixed;
(a) for each list in turn:

producing a list of combinations of pairs of fixed
computers and unfixed computers,

scoring each pair according to the number of times it
appears in fixed parts of the lists,

selecting the lowest-scoring combination of pairs,

selecting the unfixed computer that appears in the
selected combination;

permuting the unfixed computers in the list such that
the selected computer appears first, and

defining the selected computer to be fixed;

(b) cycling through the lists by repeating step (a), until all
the computers are defined as fixed.

& * * & *
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