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(57) ABSTRACT

A system and method are provided for on-demand media
streaming from a user’s own media library to a user’s receiv-
ing device that may be located in a different location from that
where the media library is stored. The present invention pro-
vides an out-of-the box on-demand media server device that
may be used by itself, in conjunction with a personal com-
puter, or in conjunction with a personal home stereo system or
video system. The on-demand media server includes security
mechanisms that allow a user to establish a private server that
only the user may communicate with and gain access to the
user’s media library. In one particular embodiment, a smart
card or other removable media are used as a security device to
ensure that access to the media files on the user’s personal
on-demand media streaming server is limited to the user. In
addition, the system and method provides an on-demand con-
version of the media in the user’s personal media library to an
appropriate format.
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METHOD AND SYSTEM FOR PROVIDING
ON-DEMAND MEDIA STREAMING FROM A
USER’S OWN LIBRARY TO A RECEIVING
DEVICE OF THE USER

BACKGROUND OF THE INVENTION

[0001] 1. Technical Field

[0002] The present invention is directed to an improved
computing system. More specifically, the present invention is
directed to a personal on-demand media streaming system
and method.

[0003] 2. Description of Related Art

[0004] The ability to gain access to various media types via
the Internet has made it more prevalent in our society to use
the digital medium as a mechanism for distributing media.
For example, the Internet is used as a medium over which
video, audio, graphical, and textual data are transmitted from
source devices to destination devices.

[0005] One area where the use of the Internet is most preva-
lent, and most troublesome, is the transmission of music as
audio data from a source device to one or more destination
devices. The use of MP3 technology has allowed users to
convert their audio recordings to a digital format that is easily
transferable over the Internet. MP3 is an audio compression
technology that is part of the MPEG-1 and MPEG-2 specifi-
cations. Developed in Germany in 1991 by the Fraunhofer
Institute, MP3 uses perceptual audio coding to compress
compact disc (CD) quality sound by a factor of 12, while
providing almost the same fidelity. MP3 music files are
played via software or a physical player that cables to the PC
for transfer.

[0006] MP3 has made it feasible to download quality audio
from the Internet very quickly, causing it to become a world-
wide auditioning system for new musicians and labels. Estab-
lished bands post sample tracks from new albums to encour-
age CD sales, and new bands post their music on MP3 sites in
order to develop an audience. Unfortunately, however, MP3
has also allowed users to create digital versions of copy-
righted works and distribute them to users who have not
actually paid for the right to own or use the copyrighted work.
[0007] Similar compression techniques have been devel-
oped for other types of media as well. Movies, which may be
in a DVD format, for example, may be converted to one or
more compressed data files in an AVI format. Similarly, pic-
tures may be distributed digitally in a compressed form, such
as JPEG. All of these various methods of compressing media
into data files that are of a size that is easily accessible over the
Internet have increased the use of the Internet as a media
source.

[0008] Today, many people have a large archive of media of
various types, e.g., CDs, DVDs, digital pictures, and the like.
However, in order to gain access to the content on this media,
the person must have the physical copy of the media available
to them at their current location. This may be a problem when
a person has a large media library and wishes to have access
to all of the media when away from the location where the
media library is normally stored. For example, if a person has
a library of 300 compact discs having music and other audio
files thereon, and the person wishes to have access to all 300
compact discs from his work location, the person is required
to bring all 300 compact discs to the work location in order to
have access to them. In other words, physical access is
required and the size of the library makes physical access
impractical.

[0009] Some attempts have been made to alleviate this
problem by providing third party source solutions. For
example, the web site My.MP3.com provided a service by
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which a user may obtain access to a portion of a the third party
service provider’s library of MP3 files once the user proved
that they had actually purchased a copy of the CD having the
audio recording associated with the MP3 to which access is
desired. This allowed a user to download the MP3 to any
client computer.

[0010] The problem with this solution is that the user was
forced to access the third party service provider’s library of
MP3s and did not actually have access to his’/her own library
of audio recordings. Thus, there was no assurance that a
particular audio recording in the user’s audio recording
library would also be in the library of MP3s of the third party
service provider. Moreover, the user did not have control over
the use of the MF3s but was rather subject to the requirements
and whims of the third party service provider, i.e. the user may
have to pay for access to the MP3, the MP3 may be available
one day but then not be available at a later time, and the like.
In addition, the quality of the MP3 version of the audio
recording could not be controlled by the user and was entirely
up to the third party service provider. Moreover, a third party
service provider may subject the user to unwanted advertise-
ments and may collect information about the user’s access to
media files for use by other organizations without the user’s
knowledge.

[0011] The desire of users to have access to their own
personal libraries of media from a variety of different loca-
tions is ever increasing in our entertainment based society.
Therefore, it would be beneficial to have a method and system
for providing on-demand media streaming from a user’s own
library to a user’s receiving device so that the user may access
his/her own library of media from a location remote from the
location of the user’s media library.

SUMMARY OF THE INVENTION

[0012] Thepresentinvention provides a system and method
for on-demand media streaming from a user’s own media
library to a user’s receiving device that may be located in a
different location from that where the media library is stored.
The present invention provides an out-of-the box on-demand
media server device that may be used by itself, in conjunction
with a personal computer, or in conjunction with a personal
home stereo system or video system. The on-demand media
server device includes a file server for accessing a set of files
on a storage device, a web server that makes the files acces-
sible via the file server available via the Internet, and a user
interface that provides a mechanism by which a user can enter
requests for access to files stored on the storage device. The
on-demand media server includes at least one connection port
for connecting to a high-speed Internet connection, and may
include a connection port for connecting to a personal com-
puter and a connection port for connecting to a stereo or video
system.

[0013] The on-demand media server includes security
mechanisms that allow a user to establish a private server that
only the user may communicate with and gain access to the
user’s media library. These security mechanisms may include
a device identifier authentication that is used to authenticate
the device to which the user wishes the media to be streamed
along with password-based, the use of secure socket layer
(SSL) based communications, HyperText Transport Protocol
Secure (HTTPS), and other security mechanisms that limit
access to only the owner of the on-demand media streaming
server. In this way, the user is assured that access to his/her
media library is limited to only himself/herself or a select few
persons to which he/she grants access.

[0014] Inone particular embodiment, a smart card or other
removable media are used as a security device to ensure that
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access to the media files on the user’s personal on-demand
media streaming server is limited to the user. For example, the
media files may be stored on a storage system associated with
the on-demand media streaming server and the on-demand
media streaming server may be equipped with a smart card, or
other type of removable media, reader/writer. The user may
insert the smart card or removable media into the reader/
writer and the on-demand media streaming server may trans-
fer a digital certificate to the smart card or removable media
and encrypted.

[0015] The digital certificate may be an indicator of which
media files are accessible by a device having the smart card or
removable media inserted therein. For example, a first digital
certificate may be associated with a subgroup of the media
files while another may be associated with all of the media
files. In this way, if the user grants access to his/her personal
media library to other persons, he/she may limit the access by
the digital certificate provided to the other persons.

[0016] The smart card or removable medium is required for
aremotely located device to gain access to the user’s personal
media library. Thus, the device from which a request is
received for access to the user’s media library must include a
reader for the smart card or removable media. The digital
certificate located on the smart card or removable media may
be accessed via the reader and sent to the user’s on-demand
media streaming server for authentication. If the digital cer-
tificate is associated with a subgroup of the media files asso-
ciated with the on-demand media streaming server, then an
identifier of the media files to which access may be granted
may be stored in association with a session identifier for the
session established between the remote device and the on-
demand media streaming server. Alternatively, the digital
certificate may be checked with each media file being
streamed to determine if that media file is part of the group
that may be accessed by a device using the digital certificate.

[0017] Inoneembodiment ofthe present invention, the user
may log onto his/her own personal on-demand media stream-
ing server using his/her client device. The log on connection
is facilitated via a wired or wireless Internet connection, a
web browser application located on the client device, and one
or more of the security mechanisms mentioned above. Upon
a successful logon, the client device is provided with a user
interface that provides options for selecting media to be
streamed to the user’s receiving device. These options may
include simply selecting the audio files that are to be streamed
directly, selecting a pre-established play list, select a stream-
ing schedule, selecting a time at which the media stream
should begin, a quality of the media stream to be provided,
and the like. In addition, the user may make use of this
interface to establish play lists, media streaming schedules,
and the like.

[0018] Upon receiving a request for at least one media file
from an authenticated client device, the on-demand media
streaming server may begin streaming the requested media
file to the client device that requested it. The media file may be
already stored in a storage device in an appropriate format for
transmission to the client device, e.g., MP3, AVI, JPEG, etc.
Alternatively, an on-demand conversion of the media to an
appropriate format may be used. For example, the on-demand
media streaming server of the present invention may be asso-
ciated with a media reader, such as a CD changer, a DVD
player, a video cassette recorder, a television, a satellite tele-
vision receiver, a hard disk based television recorder, or the
like.

[0019] The on-demand media streaming server, inresponse
to receiving a request for media that is present in one of these
readers, may access the media via the appropriate reader,
Exhibit 1005
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convert at least a portion of the media to a compressed format,
e.g., MP3, AVI, JPEG, and stream that portion to the request-
ing client device. As more portions of the media become
available for streaming through this process, the additional
portions may be streamed to the client device which stores the
portions in a buffer so that a seamless presentation of the
media is provided at the client device.

[0020] Inthis way, a user may have access to their personal
media library via a personal on-demand media streaming
server that they own. Security mechanism are utilized to
ensure that access to the personal media library is limited to
only the user or a small select group of persons to whom the
user has granted expressed permission to access portions of
the user’s personal media library. In addition, the present
invention may provide for on-demand conversion of media to
a streaming format when used in conjunction with a media
reader. These and other features and advantages ofthe present
invention will be described in, or will become apparent to
those of ordinary skill in the art in view of, the following
detailed description of the preferred embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The novel features believed characteristic of the
invention are set forth in the appended claims. The invention
itself, however, as well as a preferred mode of use, further
objectives and advantages thereof, will best be understood by
reference to the following detailed description of an illustra-
tive embodiment when read in conjunction with the accom-
panying drawings, wherein:

[0022] FIG. 1 is an exemplary block diagram of a distrib-
uted data processing system in which the present invention
may be implemented;

[0023] FIG. 2 is an exemplary block diagram of a personal
on-demand media streaming server computing device in
which the present invention may be implemented;

[0024] FIG. 3 is an exemplary block diagram of a client
computing device in which the present invention may be
implemented;

[0025] FIG. 4 is an exemplary diagram illustrating the pri-
mary operational elements of the present invention;

[0026] FIG. 5is an exemplary message flow diagram illus-
trating a message flow for requesting and streaming media to
a client device;

[0027] FIG. 6 is an exemplary diagram of an alternative
embodiment of a personal on-demand media streaming
server according to the present invention;

[0028] FIG. 7 is an exemplary diagram of an alternative
embodiment of a client device according to the present inven-
tion;

[0029] FIG. 8A is an exemplary diagram of an alternative
embodiment of a distributed data processing system in which
the present invention may be implemented;

[0030] FIG. 8B is an exemplary block diagram of a per-
sonal on-demand media streaming server in accordance with
the embodiment illustrated in FIG. 8A;

[0031] FIG. 9 is an exemplary message flow diagram ofthe
alternative embodiment illustrated in FIG. 8A; and

[0032] FIG. 10 is an exemplary flowchart outlining an
exemplary operation of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0033] As mentioned above, the present invention provides
a personal on-demand media streaming system and method.
Thus, the present invention is ideally suited for use with a
distributed data processing system in which a network, such
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as the Internet, is utilized as a data transfer medium. Thus, the
following diagrams in FIGS. 1-3 are intended to provide a
background regarding the distributed data processing envi-
ronment in which the present invention may be implemented
as well as the computing devices in which the present inven-
tion may be implemented.

[0034] With reference now to the figures, FIG. 1 depicts an
exemplary representation of a network of data processing
systems in which the present invention may be implemented.
Network data processing system 100 is a network of comput-
ers in which the present invention may be implemented. Net-
work data processing system 100 contains a network 102,
which is the medium used to provide communications links
between various devices and computers connected together
within network data processing system 100. Network 102
may include connections, such as wire, wireless communica-
tion links, or fiber optic cables.

[0035] Inthe depicted example, personal on-demand media
streaming server 104 is connected to network 102 either
directly or via a personal computer 106. In addition, client
devices 108 and 112 are connected to network 102 either
directly or through wireless means, such as wireless network
base station 110. These clients 108, and 112 may be, for
example, personal computers, network computers, personal
digital assistants, digital wireless telephones with Internet
capability, wireless enabled automobile stereo systems, wire-
less enabled MP3 or digital music players, in-car video sys-
tems, computerized alarm clocks, intercom systems in
homes, kitchen radio devices and other household appliances
that would traditionally play physical media or receive radio
and/or television signals, or the like. In short, the client
devices 108 and 112 may be any data processing device that
is capable of outputting streaming media.

[0036] Inthe depicted example, personal on-demand media
streaming server 104 provides streaming media data, to client
devices 108 and 112 upon request and authentication of the
client devices 108 and 112. Client devices 108 and 112 are
clients to server 104. Network data processing system 100
may include additional servers, clients, and other devices not
shown.

[0037] In the depicted example, network data processing
system 100 is the Internet with network 102 representing a
worldwide collection of networks and gateways that use the
Transmission Control Protocol/Internet Protocol (TCP/IP)
suite of protocols to communicate with one another. At the
heart of the Internet is a backbone of high-speed data com-
munication lines between major nodes or host computers,
consisting of thousands of commercial, government, educa-
tional and other computer systems that route data and mes-
sages. Of course, network data processing system 100 also
may be implemented as a number of different types of net-
works, such as for example, an intranet, a local area network
(LAN), a wide area network (WAN), a wireless data commu-
nication network, or any combination of the above. FIG. 1 is
intended as an example, and not as an architectural limitation
for the present invention.

[0038] Referring to FIG. 2, a block diagram of a data pro-
cessing system that may be implemented as a personal on-
demand media streaming server, such as server 104 in FIG. 1,
is depicted in accordance with a preferred embodiment of the
present invention. Data processing system 200 may be a
symmetric multiprocessor (SMP) system including a plural-
ity of processors 202 and 204 connected to system bus 206.
Alternatively, a single processor system may be employed.
Also connected to system bus 206 is memory controller/
cache 208, which provides an interface to local memory 209.
1/0 bus bridge 210 is connected to system bus 206 and pro-

Exhibit 1005
Page 12 of 19

Oct. 23, 2008

vides an interface to /O bus 212. Memory controller/cache
208 and I/O bus bridge 210 may be integrated as depicted.
[0039] Peripheral component interconnect (PCI) bus
bridge 214 connected to I/O bus 212 provides an interface to
PCIlocal bus 216. One or more modems may be connected to
PCI local bus 216. Typical PCI bus implementations will
support four PCI expansion slots or add-in connectors. Com-
munications links to clients 108 and 112 in FIG. 1 may be
provided through modem 218 or network adapter 220 con-
nected to PCI local bus 216 through add-in boards. The per-
sonal on-demand media streaming server 104 may be coupled
directly to the network 102 via the modem 218 or network
adapter 220, or may be indirectly connected to the network
102 via a personal computer 106 that it is connected to via the
network adapter 220 or other type of device interface.
[0040] A memory-mapped graphics adapter 230 and hard
disk 232 may also be connected to 1/O bus 212 as depicted,
either directly or indirectly. Similarly, a CD-ROM drive 250,
DVD-ROM drive 252, and other media access device inter-
faces 253-254 may be connected to the I/O bus 212 in order to
obtain access to media files stored on physically removable
media.

[0041] Those of ordinary skill in the art will appreciate that
the hardware depicted in FIG. 2 may vary. For example, other
peripheral devices, such as optical disk drives and the like,
also may be used in addition to or in place of the hardware
depicted. The depicted example is not meant to imply archi-
tectural limitations with respect to the present invention.
[0042] The data processing system depicted in FIG. 2 may
be, for example, a separate dedicated personal on-demand
media streaming server running an operating system, such as
the Advanced Interactive Executive (AIX) operating system
or LINUX operating system. Alternatively, the personal on-
demand media streaming server may be integrated into, such
as via an expansion board or other pluggable device, or con-
nected to a personal computing device via a direct connection
or local network. In such an embodiment, the personal on-
demand media streaming server may perform the functional-
ity of the present invention while relying on the personal
computer for storage of media files and connection to the
network and other devices. In such an embodiment, the oper-
ating system of the personal computer may communicate
with an on-demand media streaming server via device drivers
or the like.

[0043] With reference now to FIG. 3, a block diagram illus-
trating a client data processing system is depicted in which the
present invention may be implemented. Data processing sys-
tem 300 is an example of a client computer. Data processing
system 300 employs a peripheral component interconnect
(PCI) local bus architecture. Although the depicted example
employs a PCI bus, other bus architectures such as Acceler-
ated Graphics Port (AGP) and Industry Standard Architecture
(ISA) may be used.

[0044] Processor 302 and main memory 304 are connected
to PCl local bus 306 through PCI bridge 308. PCI bridge 308
also may include an integrated memory controller and cache
memory for processor 302. Additional connections to PCI
local bus 306 may be made through direct component inter-
connection or through add-in boards. In the depicted
example, local area network (LAN) adapter 310, SCSI host
bus adapter 312, and expansion bus interface 314 are con-
nected to PCl local bus 306 by direct component connection.
[0045] Incontrast, audio adapter 316, graphics adapter 318,
and audio/video adapter 319 are connected to PCI local bus
306 by add-in boards inserted into expansion slots. Expansion
bus interface 314 provides a connection for a keyboard and
mouse adapter 320, modem 322, and additional memory 324.
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Small computer system interface (SCSI) host bus adapter 312
provides a connection for hard disk drive 326, tape drive 328,
and CD-ROM drive 330. Typical PCI local bus implementa-
tions will support three or four PCI expansion slots or add-in
connectors.

[0046] An operating system runs on processor 302 and is
used to coordinate and provide control of various components
within data processing system 300 in FIG. 3. The operating
system may be a commercially available operating system,
such as Windows XP or Windows CE which are available
from Microsoft Corporation, LINUX, the Palm operating
system, or other types of known operating systems for wired
and wireless computing devices. An object oriented program-
ming system such as Java may run in conjunction with the
operating system and provide calls to the operating system
from Java programs or applications executing on data pro-
cessing system 300. “Java” is a trademark of Sun Microsys-
tems, Inc. Instructions for the operating system, the object-
oriented programming system, and applications or programs
are located on storage devices, such as hard disk drive 326,
and may be loaded into main memory 304 for execution by
processor 302.

[0047] Those of ordinary skill in the art will appreciate that
the hardware in F1G. 3 may vary depending on the implemen-
tation. Other internal hardware or peripheral devices, such as
flash read-only memory (ROM), equivalent nonvolatile
memory, or optical disk drives and the like, may be used in
addition to or in place of the hardware depicted in FIG. 3.
Also, the processes of the present invention may be applied to
a multiprocessor data processing system.

[0048] The data processing system 300 is illustrated as a
personal computing device. However, the data processing
system 300 may be any type of data processing device that is
capable of requesting, receiving and outputting streaming
media. For example, the data processing device may be
embodied as a personal digital assistant (PDA) device, a
hand-held computer, a mobile telephone, a wireless enabled
automobile stereo system, a wireless enabled personal MP3
or other media format player, a wireless enabled automobile
video system, computerized alarm clocks, intercom systems
in homes, kitchen radio devices and other household appli-
ances that would traditionally play physical media or receive
radio and/or television signals, or the like. No limitation as to
the type of data processing system that may be used with the
present invention, other than having the capability of request-
ing, receiving and outputting streaming media, is intended or
implied by the depiction in FIG. 3.

[0049] As mentioned above, the present invention provides
a personal on-demand media streaming server that is acces-
sible only by an owner of the personal on-demand media
streaming server via an authorized client device or a small
group of other users that are explicitly identified by the owner
as having permission to access media files via the personal
on-demand media streaming server. In a preferred embodi-
ment, the personal on-demand media streaming server is
intended to be a stand-alone device that is coupled to a net-
work, e.g., the Internet, either directly or through a personal
computing device. Alternatively, the personal on-demand
media streaming server may be embodied as software running
on a personal computing device that transforms the personal
computing device into a personal on-demand media stream-
ing server. Regardless of the particular embodiment chosen
the functionality of the present invention as described here-
after is the same.

[0050] Referring again to FIG. 1, the personal on-demand
media streaming server 104 performs the operations of the
present invention as described in greater detail hereafter and
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may make use of a storage device (not shown) that is either
integrated into the personal on-demand media streaming
server 104, a storage device of the personal computing device
106 to which it is coupled, or a separate storage device
coupled to the personal on-demand media streaming server
104 in which media files are stored. The media files may be
audio, video, or graphical files that are stored in a compressed
format that is suitable for streaming, e.g., MP3, AV, etc. The
media files are preferably copies of media owned by the user
of'the present invention and which have been converted to the
compressed format. For example, the media files may be MP3
formatted versions of songs from compact discs owned by the
user, AVI files corresponding to movies or other viewable
content from DVDs owned by the user, or the like. The media
may be converted to the compressed format using known
techniques, a process sometimes referred to as “ripping” the
media to a compressed format.

[0051] The personal on-demand media streaming server
104 responds to log on requests and requests for media files
from client devices 108 and 112. The personal on-demand
media streaming server 104, or personal computer 106, may
have anetwork address, e.g., an Internet Protocol (IP) address
associated with it that is used by browser software on the
client devices to gain access to the personal on-demand media
streaming server 104. For example, a user of a client device
108 may enter a domain name for the personal on-demand
media streaming server 106 which is then mapped by a
domain name server to the IP address associated with the
personal on-demand media streaming server 104.

[0052] In response to receiving a log on request from a
client device 108, the personal on-demand media streaming
server 104 requests authentication information from the cli-
ent device 108. This authentication information is authenti-
cation information that not only authenticates the particular
user of the client device 108, but also the client device 108
itself. That is, the authentication information may require a
user ID and password to authenticate the user and a device ID
associated with the client device 108.

[0053] Theuser may not be informed of the device ID ofthe
client device 108 and it may be automatically retrieved from
the client device 108. For example, a MAC address of a
network card may be utilized as a device identifier that is
checked by the personal on-demand media streaming server
104 in order to authenticate the log on request from the client
device 108. Alternatively a Mobile Identification Number
(MIN) or the like may also be utilized.

[0054] The MAC address, MIN, or other device identifier
must be registered with the personal on-demand media
streaming server 104 prior to the log on request being
received in order for the log on request to be authenticated.
This may require that the owner of the personal on-demand
media streaming server 104 perform a registration process for
registering the client device 108. This registration process
may require that personal information about the owner of the
personal on-demand media streaming server 104, e.g.,
maiden name, social security number, place of birth, personal
preferences, or other information generally known only to the
owner, be entered along with the automatic detection of the
device ID. This check helps to ensure that the owner of the
personal on-demand media streaming server 104 and the
owner of the client device 108 are the same person since it is
much easier for the same person to register his/her client
devices 108 and 112 with the personal on-demand media
streaming server 104 than it is for another person, that must
first obtain permission from the owner of the personal on-
demand media streaming server 104, to register his/her
devices with the personal on-demand media streaming server
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104 using information about the owner of the personal on-
demand media streaming server 104.

[0055] If the personal on-demand media streaming server
104 determines that the user ID/password and the device
identifier match stored values, then the log on request is
authenticated and the user of the client device 108 is permit-
ted to request media to be streamed from the personal on-
demand media streaming server 104 to the client device 108.
The personal on-demand media streaming server 104 may
provide one or more graphical user interfaces, such as in the
form of web pages, to the client device 108 through which the
user of the client device 108 may select media files for stream-
ing to the client device 108. These interfaces may include, for
example, selectable options and fields through which the user
of the client device 108 may enter information regarding
particular media files to stream, a pre-established play list (a
collection of media files having an order) to be streamed, a
media streaming schedule (a collection of media files having
an order and designated streaming times) to be streamed, a
quality of the media stream (e.g., large size, medium size,
small size for video streams), and the like. In one embodi-
ment, the graphical user interfaces provide a file and directory
tree through which the user of the client device 108 may
navigate to select the media files that he/she wishes to have
streamed to the client device 108. The interfaces may further
provide a mechanism through which the user of the client
device may establish new play lists and media streaming
schedules and have them stored in the personal on-demand
media streaming server 104.

[0056] The selected options and inputs into the fields of the
graphical user interfaces are used to generate media stream-
ing requests that are provided to a file server of the personal
on-demand media streaming server 104. The file server
retrieves the requested media files from a media file library
storage device (not shown) and makes them available for
streaming by the personal on-demand media streaming server
104. The personal on-demand media streaming server 104
then streams the media files to the client device 108.

[0057] It is important to note that the personal on-demand
media streaming server 104 is a personal server in nature.
That is, rather than a server that is generally accessible by the
public, or even a private server on a local area network or
virtual private network, the personal on-demand media
streaming server 104 is generally only accessible by the
owner of the personal on-demand media streaming server
104. There are some cases where the owner of the personal
on-demand media streaming server 104 may grant temporary
access to other individuals, but this is intended to be a rare
case.

[0058] Thus, the security mechanisms of the personal on-
demand media streaming server 104 are intended to ensure
that only the owner of the personal on-demand media stream-
ing server 104 gains access to the media files managed by the
personal on-demand media streaming server 104. This is why
the client devices 108 that are granted access to the media files
must be client devices that have been previously registered by
the owner of the personal on-demand media streaming server
104 as being authorized client devices. Furthermore, the user
must enter a personal identifier and password in order to
verify that it is the actual owner that is requesting access to the
personal on-demand media streaming server 104. Thus, by
use of the security mechanisms of the personal on-demand
media streaming server 104, the present invention requires
that the personal on-demand media streaming server 104 and
client device 108 be owned by the same person and that the
owner be the person using the client device 108 at the time the
request for media streaming is received.
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[0059] In addition, the personal on-demand media stream-
ing server 104 of the present invention, in a preferred embodi-
ment, is intended to be an out-of-the-box personal on-demand
media streaming server. That is, the personal on-demand
media streaming server 104 is preconfigured during manu-
facture to include a file server, a web server, and user inter-
faces that are usable to access media files for streaming of the
media files to an authorized client device. The personal on-
demand media streaming server 104 may further include a
storage device upon which a user may store media files to
which streaming access will later be requested. The media
files may be stored on the storage device by way of one or
more communications ports that may be used to couple a
media storage system, such as an MP3 player, laptop com-
puter, hand held computer, personal computer, or the like, to
the personal on-demand media streaming server 104 for
transfer of the media files.

[0060] The owner of the personal on-demand media
streaming server 104 may further configure the server 104 to
permit only his/her access to the media files by using a reg-
istration process that provides network address information
and information for use in authenticating the user and the
client devices that the user may use to access the media files.
Such registration may be performed through a personal com-
puter or the like that is coupled to the personal on-demand
media streaming server 104. Once configured in this manner,
and once media files are transferred to the storage device of
the personal on-demand media streaming server 104, the
personal on-demand media streaming server 104 is ready to
operate as a stand-alone personal server.

[0061] Alternatively, as previously mentioned, the personal
on-demand media streaming server 104 may be used in con-
junction with a personal computer such that transfer of the
media files to a local storage device of the personal on-
demand media streaming server 104 and setting up of net-
work address information is not necessary. The registration of
information for use in authenticating the user and the client
devices is still necessary in this embodiment, however.
[0062] Thus, by simply coupling the personal on-demand
media streaming server 104 to a network connection or per-
sonal computer and a quick configuration and optional file
transfer procedure, the personal on-demand media streaming
server 104 is made ready for operation on the network. This
eliminates the need for specially trained personnel that are
familiar with administration of servers and allows any person
to quickly establish their own personal server in theirhome or
office.

[0063] FIG. 4 is an exemplary diagram illustrating the pri-
mary operational elements ofthe present invention. As shown
in FIG. 4, the personal on-demand media streaming server
400 includes a network interface 420, a web server 425, a file
server 430, a security module 440, and a user interface 445.
The elements 420-445 may be implemented in hardware,
software, or any combination of hardware and software. In a
preferred embodiment, the elements 420-445 are imple-
mented as software instructions executed by one or more
processors.

[0064] The network interface 420 provides an interface
through which the personal on-demand media streaming
server 400 may send and receive data via one or more net-
works. The file server 430 provides a mechanism for access-
ing data stored in an associated data storage device. This data
may be, for example, music, videos, pictures, and other types
of'media that are stored in a data format on an arbitrarily large
hard disk or series of hard disks.

[0065] The web server 425 provides a mechanism that
makes the data accessible via the file server 430 available to
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client devices over the one or more networks via the network
interface 420. In the interest of security and privacy, the web
server may be configured to use the Secure Socket Layer
(SSL) encryption technology, HyperText Transport Protocol
Secure (HTTPS), or other type of encryption/protocol, to
protect data transmitted to and from the web server 425. This
helps to prevent an interloper from gaining access to data
streams being sent from the web server 425 to a client device
over the one or more networks.

[0066] The security module 440 is used to perform security
checks to ensure that a client device and a user of a client
device are the authorized user and device to which on-de-
mand media streaming is to be made available. These security
checks may include, for example, a password and user ID
check, a device identifier check, and the like. Any security
mechanism that is used to ensure that both the user and the
device are permitted to access media files via the web server
425 and file server 430 may be used without departing from
the spirit and scope of the present invention.

[0067] The user interface 445 is used to provide one or
more graphical user interfaces to client devices through
which a user of a client device may access media files via the
web browser 460 and the file server 430. The graphical user
interfaces may include one or more interfaces that provide a
graphical tree illustrating the media files that are accessible
via the file server 430, selectable options for selecting the
media files to be streamed to a client device, and fields for
entry of information identifying media files to be streamed.
[0068] The client device 410 includes a network interface
455, a web browser 460, a streaming media buffer storage
465, a streaming media player 470, and a streaming media
output device 475. The elements 455-475 may be imple-
mented as software, hardware, or any combination of soft-
ware and hardware. In a preferred embodiment, the elements
455-475 are implemented as software instructions executed
by one or more processors.

[0069] The network interface 455 is an interface that pro-
vides a connection with one or more networks and allows data
to be transmitted and received by the client device 410. The
web browser 460 is an application that permits a user of the
client device 410 to access servers and resources via one or
more networks, such as the Internet. The streaming media
buffer storage 465 provides a temporary storage of streaming
media data prior to the data being output by the streaming
media player 470 to a streaming media output device 475. The
streaming media player 470 is a software application that is
capable of processing streaming media data such that it is
output as video, audio, images, or the like. The streaming
media output device 475 may be any type of media output
device including audio output devices, video and image out-
put devices, or the like.

[0070] The operation of the present invention in terms of
the operational elements depicted in FIG. 4 will be described
with reference to the message flow diagram illustrated in FI1G.
5. In operation, the user of the client device 410 sends a log-on
request to the personal on-demand media streaming server
400 via the web browser 460 and one or more networks. The
web server 425 of the personal on-demand media streaming
server 400 receives the log-on request and forwards the log-
on request to the security module 440. The log-on request
includes a device identifier that is automatically inserted into
the header of the log-on request data packets. This device
identifier is verified by the security module 440 as being a
device that has been registered as being an authorized device
to which media files may be streamed.

[0071] If the device identifier identifies an authorized
device, the security module 440 transmits a request for a user
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ID and password to the web browser 460. The user of the
client device may then enter a user ID and password and
transmit this information back to the security module 440.
The security module 440 verifies the information received
from the client device and either grants or denies access to
media files based on this verification.

[0072] Ifaccess is granted, the web server 425 provides one
or more user interfaces through which a user of the client
device may enter a request for media files. These user inter-
faces, as previously mentioned, may include fields and select-
able options through which a user may select media files, play
lists, media streaming schedules, and the like. The user of the
client device may enter the appropriate information into the
user interfaces and transmit the information back to the web
server 425.

[0073] Upon receiving the request for media information,
the request is forwarded from the web server 425 to the file
server 430. The file server 430 then requests the media files
from the media library storage device 435. The media files are
provided to the file server 430 and are then provided to the
web server 425. The web server 425 streams the media files to
the web browser 460 on the client device.

[0074] The client device receives the media file stream and
stores the data in a streaming media data buffer storage 465.
The streaming media player 470 reads the data from the
streaming media data buffer storage 465 and presents it as
output to the streaming media output device 475.

[0075] Thus, with the present invention, a user may estab-
lish his/her own personal on-demand media server that has
access to his/her own personal library of media files. The user
may register the client devices that may be used to gain access
to the media files and register a user ID and password that is
used to ensure that the user of these devices is the person that
owns the personal on-demand media server and the client
devices.

[0076] The media files may a accessible by client devices
from any location as long as the client devices are registered
as authorized client devices and have a communication link
that may be used to gain access to the personal on-demand
media streaming server. Thus, the client device may be a
mobile wireless computing device, a wired computing
device, computerized alarm clocks, intercom systems in
homes, kitchen radio devices and other household appliances
that would traditionally play physical media or receive radio
and/or television signals, or the like. For example, the client
device of the present invention may be a wireless enabled car
stereo systems, a wireless enabled car video system, a wire-
less telephone device, a wireless laptop or portable computer,
apersonal computer, or the like. Thus, for example, a wireless
enabled stereo system may be used in an automobile to log-on
to the personal on-demand media streaming server of the
present invention and download a media stream of audio files
from ahome based server. Similarly, video media files may be
accessed from a home base server via an automobile based
wireless enabled video system. Other similar uses of the
present invention may be made without departing from the
spirit and scope of the present invention.

[0077] Thus, the present invention permits a private server/
client session to be established in order to access a private
library of media files. In order to provide greater security in
ensuring that the personal on-demand media streaming server
is only accessed by an owner of the personal on-demand
media streaming server, an alternative embodiment of the
present invention includes a mechanism for ensuring personal
physical possession of a device that is only made available to
a person that has direct physical access to the personal on-
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demand media streaming server and the client device used to
access the media files via the personal on-demand media
streaming server.

[0078] FIG. 6 is an exemplary diagram of an alternative
embodiment of a personal on-demand media streaming
server according to the present invention. The primary differ-
ence between this embodiment of a personal on-demand
media streaming server and the previously described embodi-
ments is that a mechanism is provided for ensuring that the
user of the client device that is attempting to access media
files via the personal on-demand media streaming server is in
physical possession of a digital certificate that confirms that
the user is an authorized user of the personal on-demand
media streaming server.

[0079] As shown in FIG. 6, the personal on-demand media
streaming server 600 includes a network interface 610, a web
server 620 a file server 630, a security module 650, a user
interface 660, a removable security media reader/writer 670,
and a digital certificate storage device 680. The network
interface 610, web server 620, file server 630, and user inter-
face 660 are similar to elements 420-430 and user interface
445 of FIG. 4. The primary difference between the embodi-
ment illustrated in FIG. 6 and that of FIG. 4 lies in the
removable security media reader/writer 670, the digital cer-
tificate storage device 680 and the operation of the security
module 650, as discussed hereafter.

[0080] In order to ensure that the user of a client device
requesting access to media files via the personal on-demand
media streaming server 600, this embodiment of the present
invention requires that the user physically possess a physical
media upon which a digital certificate or other authentication
device is present. The media may be any type of removable
and portable media upon which data may be stored. Examples
of such media include smart cards, floppy disks, CD-ROM
discs, DVD-ROM discs, USB drives, and the like.

[0081] Upon initialization of the personal on-demand
media streaming server, or at some later time when the owner
of the personal on-demand media streaming server deems it
appropriate, the security module 650 of the personal on-
demand media streaming server 600 may be used to generate
a digital certificate or other authentication data. This digital
certification is written to a removable media via the remov-
able security media reader/writer 670. In addition, the digital
certificate is written to a local digital certificate storage device
680. The digital certificate may be encrypted using any
known encryption mechanism when writing it to the remov-
able security media in order to provide added security.
[0082] The digital certificate may be associated with the
entire media file library stored on the media library storage
640 or may be associated with only a portion of the media
library storage 640. Thus, for example, an owner of the per-
sonal on-demand media streaming server 600 may designate
afirst digital certificate for a first portion of a set of audio files
in the media library storage 640, a second digital certificate
for a second portion of the set of audio files in the media
library, and a third digital certificate for the video media files
in the media library. In this way, different digital certificates
may be associated with different portions and types of media
files and may be distributed via physical media to a select few
users.

[0083] Once the digital certificate is transferred to the
removable security media, the removable media may be
removed and used by a user of a client device in order to
obtain access to at least a portion of the media files in the
media library storage device 640. When the user of a client
device wishes to gain access to the media library storage 640,
the user must insert the removable security media into the
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client device in order for authentication to succeed. Thus,
only persons that have a physical copy of the removable
security media and are accessing the personal on-demand
media streaming server 600 via a registered client device may
actually obtain access to media files in the media library
storage 640.

[0084] FIG. 7 is an exemplary diagram of an alternative
embodiment of a client device according to the present inven-
tion. As shown in FIG. 7, the client device 700 includes a
network interface 710, a web browser 720, a streaming media
buffer storage 730, a streaming media player 740, a streaming
media output device 750, and a removable security media
reader 760. The elements 710-750 are similar to the elements
455-475 of FIG. 4. The primary difference between the client
device of FIG. 7 and the client device of FIG. 4 is the remov-
able security media reader 760 and the operation of the web
browser 720 with regard to the removable security media
reader 760.

[0085] With this embodiment, the web browser 720, either
automatically with each log-on request, or in response to a
request from the personal on-demand media streaming
server, retrieves the encrypted digital certificate and transmits
it to the personal on-demand media streaming server for
authentication. The web browser 720 may be configured such
that only the removable security media reader 760 may be
accessed to obtain the encrypted digital certificate. This helps
to ensure that the encrypted digital certificate is not copied to
a local storage device and used to perform the authentication.
In addition, parameters may be set in association with the data
file storing the encrypted digital certificate, and/or the client
device, that precludes the encrypted digital certificate from
being copied to other media or to the client device itself.

[0086] Moreover, since the encrypted digital certificate on
the removable security media is not the only required security
information, but in addition the client device and user
ID/password must also be authenticated, it is unlikely that an
unauthorized user will have access to all of this information.
As a result, a secure personal private communication and
access to the personal on-demand media streaming server is
ensured by the security mechanisms of the present invention.

[0087] It should be noted that the client device is equipped
with a removable security media reader 760 that is only
capable of reading the removable security media. Thus, the
client device 700 is incapable of writing a removable security
media as the personal on-demand media streaming server 600
may. In a preferred embodiment, the removable security
media is a smart card that is written to by the personal on-
demand media streaming server 600 and is utilized by the
owner of the personal on-demand media streaming server 600
to access the media files stored on the media library storage
640 from remotely located client devices, such as client
device 700. Thus, through the mechanisms of the present
invention, a user may gain access to a personal library of
media files from remote locations while ensuring that only the
user, or a select few persons specifically authorized by the
user, is able to access the media files via the personal on-
demand media streaming server 600.

[0088] FIG. 8A is an exemplary diagram of an alternative
embodiment of a distributed data processing system in which
the present invention may be implemented. The previous
embodiments have been described in terms of the media files
being stored in a media library storage device 640 in a format
suitable for streaming, e.g., MP3, AVI, or the like. However,
the present invention is not limited to such. F1G. 8 A illustrates
an embodiment in which media information is dynamically
converted to a streaming format and streamed to a client
device on-demand.
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[0089] As shown in FIG. 8A, the personal on-demand
media streaming server 104 is coupled to a plurality of media
access devices 810-830. These media access devices 810-830
may include, for example, a home stereo system 810, a video
player/recorder 820, a television signal receiver 830, or the
like. For example, the home stereo system 810 may include a
compact disc changer, an MP3 player, and the like. The video
player/recorder 820 may include, for example, a video cas-
sette player/recorder, a DVD player/recorder, a hard-disk
based player/recorder, or the like. The television signal
receiver 830 may include, for example, a standard antenna-
based television receiver, a satellite dish and receiver, a cable
connection and receiver, or the like.

[0090] The personal on-demand media streaming server
104 includes interfaces for receiving signals from these vari-
ous media access devices and converting these signals into a
data of a streamable format. In addition, these interfaces
permit the personal on-demand media streaming server 104
to send command signals to the media access devices in a
format that is understandable by the media access devices.
That is, for example, the signals may be sent having codes
such as those decipherable from an infrared remote control
associated with the media access devices. Thus, from the
stand-point of the media access devices, the command is as if
it were received from a remote control device rather than the
personal on-demand media streaming server 104.

[0091] Thus, for example, the a user of a client device 108
may log-on to the personal on-demand media streaming
server 104 and send a play list, using the user interfaces
provided by the personal on-demand media streaming server
104, to thereby request a series of audio files be streamed to
the client device 108. The client device 108 may be, for
example, a wireless enabled car stereo system having a
memory and/or hard drive, as well as having an operating
system and web browser for connecting to the personal on-
demand media streaming server 104.

[0092] Upon receiving the play list from the client device
108, the personal on-demand media streaming server 104
sends control signals to the home stereo system 810 to thereby
load and begin playing the selected audio, e.g., songs. In
response, the home stereo system 810 may load the selected
compact disc into a reader, begin reading of the data from the
compact disc, and outputting the audio data to the personal
on-demand media streaming server 104. The personal on-
demand media streaming server 104 may then convert the
received audio data to an MP3 or other format suitable for
streaming. As portions of the audio data are ready for stream-
ing, the data is streamed to the client device without requiring
that all of the audio data for the selection be converted.
[0093] A similar operation may be performed with regard
to video cassettes, DVDs, and other recorded video/audio
data owned by the user. Thus, the user may acquire a library
of recorded video and audio data on various media, such as
compact disc, video cassette, and DVD, and be able to access
these media from a remote location.

[0094] With regard to television signals, the present inven-
tion permits a user to obtain a schedule of programming, or
simply receive the televisions signals being received by the
television signal receiver 830, at a remote location. If a sched-
ule of programming is available, the personal on-demand
media streaming server 104 may present this schedule as part
of the user interfaces presented to the client device. In this
way, the user of the client device may select programs of
interest from the schedule and thereby generated a schedule
of streaming media.

[0095] When the selected programs begin to be received by
the television signal receiver 830, the personal on-demand
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media streaming server receives these signals as well and
converts them to an appropriate format, such as AVI, for
streaming to the client device. This streaming does not require
that the entire program be stored prior to the streaming but the
program is streamed as predetermined portions of the pro-
gram are received. That is, once a determined amount of data
is received, the data is streamed to the client device and output
via a streaming media player and streaming media output
device. In this way, a user of a remotely located client device
may obtain access to television programming previously only
available at a home location.

[0096] FIG. 8B is an exemplary block diagram of a per-
sonal on-demand media streaming server in accordance with
the embodiment illustrated in FIG. 8 A. As shown in FIG. 8B,
the personal on-demand media streaming server 850 accord-
ing to this embodiment of the present invention includes a
network interface 852, a web server 854, a user interface 856,
a removable security media reader/writer 858, a security
module 860, a digital certificate storage device 862, a media
access device interface 870, a media format conversion
device 872, and a temporary media storage device 874. The
elements shown in FIG. 8B are similar to the elements of
previous embodiments with the exception of the media access
device interface 870, the media format conversion device
872, and temporary media storage device 874.

[0097] The media access device interface 870 provides the
required functionality of permitting the sending of command
signals to the media access devices 890-894 as well as receive
signals from the media access devices 890-894. The tempo-
rary media storage device 874 provides for temporary storage
of signal data received via the media access device interface
870 so that this data may be converted to a streamable format.
The media format conversion device 872 converts the signal
data in the temporary media storage device 874 into a stream-
able format and streams the data to the client device via the
web server 854 and the network interface 852.

[0098] FIG. 9 is an exemplary message flow diagram ofthe
alternative embodiment illustrated in FIG. 8A. As shown in
FIG. 9, the message flow is similar to that illustrated in FIG.
5 with the exception that the media is not accessed using a file
server and a media file storage device. Rather, as shown, when
the request for the media is received, the web server sends the
request for the media to the media access device interface 870
which converts the request to an appropriate command signal
for the media access device 890. The commands are then sent
to the media access device 890 to thereby retrieve the
requested media. The media data is provided to the temporary
media storage device 874 where the data is temporarily stored
until it is converted to a streamable format.

[0099] The media data is retrieved from the temporary
media storage device 874 and is converted to a streamable
format. The media data is then streamed to the client device in
a manner similar to that described above with regard to FIG.
5

[0100] Thus, this embodiment of the present invention per-
mits on-demand dynamic conversion and streaming of media
information from a source recording device to a client device.
This embodiment permits the user of a client device to access
media in their original format from remote locations yet
receive the media as streaming data. Because the entire por-
tion of media need not be stored in a semi-permanent storage
in the streaming format prior to streaming to a client device,
the present invention according to this embodiment reduces
the amount of data storage capacity that is necessary for
implementing the present invention.

[0101] FIG. 10 is a flowchart that illustrates an exemplary
operation of the present invention. It will be understood that
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each block of the flowchart illustration, and combinations of
blocks in the flowchart illustration, can be implemented by
computer program instructions. These computer program
instructions may be provided to a processor or other program-
mable data processing apparatus to produce a machine, such
that the instructions which execute on the processor or other
programmable data processing apparatus create means for
implementing the functions specified in the flowchart block
or blocks. These computer program instructions may also be
stored in a computer-readable memory or storage medium
that can direct a processor or other programmable data pro-
cessing apparatus to function in a particular manner, such that
the instructions stored in the computer-readable memory or
storage medium produce an article of manufacture including
instruction means which implement the functions specified in
the flowchart block or blocks.

[0102] Accordingly, blocks of the flowchart illustration
support combinations of means for performing the specified
functions, combinations of steps for performing the specified
functions and program instruction means for performing the
specified functions. It will also be understood that each block
of the flowchart illustration, and combinations of blocks in
the flowchart illustrations can be implemented by special
purpose hardware-based computer systems which perform
the specified functions or steps, or by combinations of special
purpose hardware and computer instructions.

[0103] As shown in FIG. 10, the operation starts by receiv-
ing a log-on request from a client device (step 1010). A device
identifier is received in the log-on request and is verified
against stored information identifying the device identifiers
of authorized devices (step 1020). If the device identifier does
not match an authorized device, access is denied and a denial
message is returned to the client device (step 1030). If the
device identifier matches an authorized client device, a
request for authentication information is sent to the client
device (step 1040). This authentication information may
include, for example, a user ID/password and/or a digital
certificate or other authentication data readable from a
removable security media.

[0104] The authentication information is received and veri-
fied against stored authentication information (step 1050). In
some embodiments, this may involve decrypting the authen-
tication information using a private key, hash function, or the
like, prior to performing the verification. If the authentication
information is not valid, the access attempt is denied and a
denial message is returned to the client devices (step 1030). If
the authentication information is valid, the log-on request is
accepted and one or more user interfaces are provided to the
client device for entry of media that the user of the client
device wishes to have streamed (step 1060).

[0105] A request for media is generated based on the user’s
input to the user interfaces and is received (step 1070). The
media identified in the request are then identified and
retrieved from a media source (step 1080). The media source
may be, for example, a media library storage device in which
media is already stored in a streamable format or a media
access device that sends signals from the media which are
then converted to a streamable format. The received media is
temporarily stored in a memory and is then streamed to the
client device (step 1090). The client device receives the media
stream and outputs it via a streaming media output device.

[0106] Thus, the present invention provides a mechanism
by which a private library of media may be accessed from
remote locations by way of a personal private on-demand
media streaming server. Only the owner, and persons explic-
itly authorized by the owner, may gain access to the media
through the use of various security mechanisms. Further-
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more, the owner, or select individuals that have been granted
explicit permission by the owner, may access the personal
private on-demand media streaming server only from pre-
registered client devices.

[0107] It is important to note that while the present inven-
tion has been described in the context of a fully functioning
data processing system, those of ordinary skill in the art will
appreciate that the processes of the present invention are
capable of being distributed in the form of a computer read-
able medium of instructions and a variety of forms and that
the present invention applies equally regardless of the par-
ticular type of signal bearing media actually used to carry out
the distribution. Examples of computer readable media
include recordable-type media, such as a floppy disk, a hard
disk drive, a RAM, CD-ROMs, DVD-ROMs, and transmis-
sion-type media, such as digital and analog communications
links, wired or wireless communications links using trans-
mission forms, such as, for example, radio frequency and
light wave transmissions. The computer readable media may
take the form of coded formats that are decoded for actual use
in a particular data processing system.

[0108] The description of the present invention has been
presented for purposes of illustration and description, and is
not intended to be exhaustive or limited to the invention in the
form disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art. The embodiment
was chosen and described in order to best explain the prin-
ciples of the invention, the practical application, and to enable
others of ordinary skill in the art to understand the invention
for various embodiments with various modifications as are
suited to the particular use contemplated.

1. An on-demand media streaming system, comprising:

a media library storage device storing media of a user of a
client device;

an on-demand media streaming server coupled to the
media library storage device;

the client device coupled to the on-demand media stream-
ing server via a private communication link; and

a security unit in the on-demand media streaming server
for, authenticating both the client device and the user of
the client device to form an authenticated client device
and an authenticated user such that only the authenti-
cated user using the authenticated client device is
enabled to access the media library storage device via
the on-demand media streaming server, wherein the on-
demand media streaming server, in response to a request
for media content from the authenticated user using the
authenticated client device, streams the requested media
content to the authenticated client device.

2. The system of claim 1, further comprising:

a device identifier associated with the client device and
registered with the on-demand media streaming server,
the security unit authenticating the client device only in
response to the device identifier being registered with
the on-demand media streaming server.

3. The system of claim 2, wherein the device identifier is
one of a MAC address of a network card associated with the
client device and a Mobile Identification Number of the client
device.

4. The system of claim 2, wherein the device identifier is
only registrable with the on-demand media streaming server
locally, and wherein the security unit authenticates the user
using personal information about the user.

5. The system of claim 1, further comprising a graphical
user interface for requesting the media content, the graphical
user interface requesting the media content by identifying at
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least one of a media file, a play list, a media streaming sched-
ule, and a quality of a media stream to be provided.

6. The system of claim 1, wherein the on-demand media
streaming server includes a removable medium read/write
device, wherein the on-demand media streaming server
writes a data structure stored by the on-demand media
streaming server to a removable medium in a removable
medium read device via the removable medium read/write
device, and wherein the data structure stored by the on-de-
mand media streaming server is associated with at least one
portion of a set of media in the media library storage device.

7. The system of claim 6, wherein the client device includes
the removable medium read device, wherein the on-demand
media streaming server requests a data structure stored by the
removable medium in the removable medium read device,
wherein access to the media library storage device is enabled
only in response to the data structure stored by the removable
medium in the removable medium read device matching the
data structure stored by the on-demand media streaming
server.

8. (canceled)

9. The system of claim 1, wherein the on-demand media
streaming server streams the requested media to the client
device by dynamically retrieving, in response to the request
from the client device, media content from the media library
storage device, converting the media content to a streamable
format, and streaming the converted media content to the
client device.

10. The system of claim 1, wherein the media library stor-
age device is one of a compact disc player, a DVD player, a
television, a cable television receiver, a satellite television
receiver, a hard-disk based television recorder, and a video
cassette recorder.

11. A method of streaming media from an on-demand
media streaming server to an authenticated client device,
comprising:

establishing a private communication link from a media

library storage device storing media of a user of the
client device to the client device by authenticating both
the client device and the user of the client device to form
an authenticated client device and an authenticated user,
such that only the authenticated user using the authenti-
cated client device is enabled to access media content via
the on-demand media streaming server;

receiving a request from the client device for media con-

tent; and

in response to the request for media content from the

authenticated client device by the authenticated user,
streaming the requested media content from the media
library storage device to the authenticated client device.

12. The method of claim 11, further comprising:

registering a device identifier associated with the authen-

ticated client device in the on-demand media streaming
server, wherein the on-demand media streaming server
enables access to media stored in the media library stor-
age device only in response to the device being regis-
tered with the on-demand media streaming server.

13. The method of claim 12, wherein the device identifier is
one of a MAC address of a network card associated with the
client device and a Mobile Identification Number of the client
device.

14. The method of claim 12, wherein the device identifier is
only registrable with the on-demand media streaming server
locally, and wherein authenticating the user of the client
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device comprises authenticating the user of the client device
using personal information about the user.

15. The method of claim 11, wherein receiving the request
includes receiving a designation of at least one of a media file,
a play list, a media streaming schedule, and a quality of a
media stream to be provided.

16. The method of claim 11, further comprising:

writing a data structure to a removable media, wherein the
data structure is stored in the on-demand media stream-
ing server and is associated with at least one portion of a
set of media in the media library storage device.

17. The method of claim 16, wherein establishing a private
communication link from the media library storage device
storing media of the user of the client device to the client
device includes:

requesting a data structure from a removable media stored
in a removable media reader associated with the client
device;

comparing the data structure stored in the removable media
to the data structure stored in the on-demand media
streaming server; and

enabling access to the media in the media library storage
device only in response to the data structure stored in the
removable media matching the data structure stored in
the on-demand media streaming server.

18. (canceled)

19. The method of claim 11, wherein streaming the

requested media content to the client device includes:
dynamically retrieving, in response to the request from the
client device, the media content from the media library
storage device;

converting the media content to a streamable format; and

streaming the converted media content to the client device.

20. The method of claim 19, wherein the media library
storage device is one of a compact disc player, a DVD player,
a television, a cable television receiver, a satellite television
receiver, a hard-disk based television recorder, and a video
cassette recorder.

21. A computer program product, comprising:

a computer recordable-type storage medium having com-
puter usable program code for streaming media from an
on-demand media streaming server to an authorized cli-
ent device, the computer program product comprising:

first instructions for establishing a private communication
link from a media library storage device storing media of
a user of a client device to the client device by authen-
ticating both the client device and the user of the client
device to form an authenticated client device and an
authenticated user, such that only the authenticated user
using the authenticated client device is enabled to access
media content via the on-demand media streaming
server;

second instructions for receiving a request from the authen-
ticated client device by the authenticated user for media
content; and

third instructions, in response to the request for media
content from the authenticated client device by the
authenticated user, for streaming the requested media
content from the media library storage device to the
authenticated client device.
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