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METHODS, SYSTEMS, AND APPARATUS FOR
PEER-TO PEER AUTHENTICATION

FIELD OF THE INVENTION

[0001] This invention relates in general to computer net-
works, and more particularly to authentication in peer-to-peer
networks.

BACKGROUND OF THE INVENTION

[0002] Centralized, Web-based, Internet consumer services
(e.g. OVI™, iTunes™, Flickr™, Myspace™, Facebook™,
Amazon™) are increasingly gaining in popularity and market
share. These services may provide access to, among other
things, online music, video rentals, photo printing, gaming,
shopping, and social networking. The current paradigm com-
mon to these services is that of centralized Web-based user
interaction. According to this paradigm, a user typically reg-
isters for a service (either for free or for a monthly fee) and
then he/she gains access to the service provider’s infrastruc-
ture over the Web, which stores or offers for download/
streaming all related content and services necessary to the
users.

[0003] Incontrast to the infrastructure-based services, new
Peer-to-Peer (P2P) technologies are emerging, which offer an
alternative P2P paradigm of personal and social networking
services. P2P systems can allow real-time access and sharing
of'content and personal services hosted directly on users’ own
personal devices (e.g., mobile phones, PDAs, PCs, portable
music players, DVRs, media servers, game consoles, Wi-Fi
cameras, etc.), without requiring users to first register and
upload to a multitude of different services and web-sites. The
result is an immediate, real-time, and personal user experi-
ence.

[0004] Pure P2P services, however, do have some short-
comings. Such services may be run only on end-users’ own
personal devices, and thus do not require infrastructure sup-
port. As such, full-time connectivity and full-time availability
of content and services may not be possible in many P2P
implementations. Furthermore, allowing access and sharing
only of resources hosted on users’ own devices, without inte-
grating with value-adding Internet services, can restrict con-
sumers and limit their choices.

[0005] Because of the unique advantages but also short-
comings of both the pure web-based and P2P paradigms for
personal and social consumer services, a hybrid system that
combines a web-based infrastructure with a P2P component
can offer a much more powertul user experience and a com-
petitive advantage in the marketplace. An example of such a
hybrid P2P/Infrastructure system is described in U.S. patent
application Ser. No. 12/072,937, filed on Feb. 29, 2008. In
that disclosure, a system is described for integrating infra-
structure Internet consumer services with a P2P component,
referred to as “MyNet.”

[0006] One commonly implemented feature Web-based
Internet consumer services is that of establishing a users’
online identity. This online identity, most commonly derived
from a username and password established by the user at
registration time, is used for identification, authentication,
and access control when accessing the various aspects of the
services provided by the service provider. Because the users’
online identities are authenticatable and securely stored in
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infrastructure controlled by the service provider, they can be
used in sensitive transactions, such as online payments and
access to restricted services.

[0007] Online P2P identities with similar properties as
infrastructure identities are generally not available in pure
P2P systems. Examples of infrastructureless P2P identities
include identities selected by the users themselves which
cannot be authenticated, identities derived by network or P2P
protocols, or simply no identities at all (P2P anonymity). The
limitations inherent in these loosely authenticated identities
limits the types of commercial transactions that can take place
over pure P2P systems. Furthermore, this limits the applica-
tion of access control in pure P2P systems, which are most
commonly used for services that have no access restrictions
(open to the entire P2P community).

[0008] P2P systems that need strong online identities, such
as Skype™, simply introduce online identity servers as a
centralized component. However, this prevents the P2P inter-
actions when access to the online identity server is not pos-
sible. The identity server may not be accessible, for example,
when only local IP connectivity is possible. Only local IP
connectivity may be available over proximity connections
(e.g. with Bluetooth), over ad-hoc networks (e.g. 802.11 ad-
hoc), and/or when the online identity server is down.

[0009] Itis desirable for hybrid P2P/Infrastructure Internet
consumer services to offer identities that are secure, depend-
able and authenticatable and at the same time can be reliably
used in P2P interactions without the need to access every time
a centralized online identity server. This disclosure addresses
these and other needs.

SUMMARY OF THE INVENTION

[0010] To overcome limitations in the prior art described
above, and to overcome other limitations that will become
apparent upon reading and understanding the present speci-
fication, the present invention discloses a system, apparatus
and method for maintaining identities in peer-to-peer net-
working systems. In one embodiment, a method involves
generating an authenticatable, globally unique, peer-to-peer
identifier to associate a device with a user identity. The user
identity is associated with one or more peer devices of a user.
The method further involves sending the peer-to-peer identi-
fier together with authentication credentials of a legacy Inter-
net service to an infrastructure authentication service. The
legacy Internet service is capable of verifying the user iden-
tity based on the authentication credentials. Based on verifi-
cation of the authentication credentials, a list of authenticat-
able, globally unique, peer-to-peer identifiers that bind the
peer devices to the user identity is received from the infra-
structure authentication service. The respective peer-to-peer
identifier that binds a selected one of the peer devices to the
user identity is received from the selected peer device. The
selected peer device is authenticated as being associated with
the user identity based on receiving the respective peer-to-
peer identifier.

[0011] Inmore particular embodiments, the method further
involves communicating the peer-to-peer identifier of the
device to the peer devices to authenticate the device as asso-
ciated with the user identity. In such a case, the peer-to-peer
identity of the device is bound to the user identity via the
infrastructure authentication service. In different scenario,
the method further involves locally caching the list of peer-
to-peer identifiers that bind the peer devices to the user iden-
tity, and referencing the local cache when authenticating the
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selected peer device as associated with the user identity. In
such a case, the method may also involve repeatedly compar-
ing the local cache to a database of the infrastructure authen-
tication service to determine a change in the list of peer-to-
peer identifiers that bind the peer devices to the user identity.
[0012] Inmore particular embodiments, the method further
involves determining a different user identity associated with
the legacy Internet service. A request to authenticate other
devices of the different user a) to the device and b) to the peer
devices of the user is sent to the infrastructure authentication
service. A second list of authenticatable, globally unique,
peer-to-peer identifiers that bind the other peer devices to the
different user identity is received from the infrastructure
authentication service. The other peer devices are authenti-
cated as associated with the different user identity based on
communication from the other peer devices of the respective
peer-to-peer identifiers that bind the other peer devices to the
different user identity. In such a case, sending the request to
authenticate other devices of the different user may further
involve sending the authentication credentials of the user
identity to verify the user identity before fulfilling the request.
[0013] In another variation of the method, the method fur-
ther involves regulating the selected peer device’s access to
resources of the device with permissions of the user based on
authenticating the selected peer device.

[0014] In another embodiment of the invention, a method
involves receiving from a device an authenticatable, globally
unique, peer-to-peer identifier used to associate the device
with a user identity. The user identity may be used to share
resources among one or more peer devices of a user. Also
received from the device are authentication credentials asso-
ciated with a legacy Internet service that maintains the user
identity. The authentication credentials are verified with the
legacy Internet service. Based on verification of the authen-
tication credentials, a) a list of authenticatable, globally
unique, peer-to-peer identifiers that bind the peer devices to
the user identity for authenticating the peer devices are sent to
the device; and b) the peer-to-peer identifier of the device that
binds the device to the user identity for authenticating the
device is sent to the peer devices.

[0015] Inmore particular embodiments, the method further
involves repeatedly providing updates to the device in
response to changes in the list of peer-to-peer identifiers that
bind the peer devices to the user identity. In other more
particular embodiments, the method further involves receiv-
ing from the device a request to authenticate other peer
devices of a different user to a different user identity. The
different user identity is associated with the legacy Internet
service. In such a case, a second list of authenticatable, glo-
bally unique, peer-to-peer identifiers that bind the other peer
devices to the different user identity is determined, and the
second list of peer-to-peer identifiers is sent to the device. The
device uses the second list of peer-to-peer identifiers to
authenticate the other peer devices as associated with the
different user. Further in such a case, receiving the request to
authenticate the other peer devices may further involve a)
receiving from the device the authentication credentials asso-
ciated with the legacy Internet service that maintains the user
identity; and b) verifying the authentication credentials with
the legacy Internet services before fulfilling the request.
[0016] Inanother embodiment of the invention, an appara-
tus includes a network interface capable of Internet commu-
nications with an infrastructure authentication service and
one more peer devices of a user. A processor is coupled to the
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network interface, and memory is coupled to the processor.
The memory includes instructions that cause the processor to:
a) generate an authenticatable, globally unique, peer-to-peer
identifier to associate the apparatus with a user identity (the
user identity is associated with the one or more peer devices);
b) send the peer-to-peer identifier together with authentica-
tion credentials of a legacy Internet service to an infrastruc-
ture authentication service (the legacy Internet service is
capable of verifying the user identity based on the authenti-
cation credentials); ¢) based on verification of the authenti-
cation credentials, receive from the infrastructure authentica-
tion service a list of authenticatable, globally unique, peer-
to-peer identifiers that bind the peer devices to the user
identity; d) receive, from a selected one of the peer devices,
the respective peer-to-peer identifier that binds the selected
peer device to the user identity; and e) authenticate the
selected peer device as associated with the user identity based
on receiving the respective peer-to-peer identifier.

[0017] These and various other advantages and features of
novelty which characterize the invention are pointed out with
particularity in the claims annexed hereto and form a part
hereof. However, for a better understanding of the invention,
its advantages, and the objects obtained by its use, reference
should be made to the drawings which form a further part
hereof, and to accompanying descriptive matter, in which
there are illustrated and described representative examples of
systems, apparatuses, and methods in accordance with the
invention.

BRIEF DESCRIPTION OF THE DRAWING

[0018] The invention is described in connection with the
embodiments illustrated in the following diagrams. In the
drawing and disclosure, the same reference numbers may be
used in multiple figures to indicate the same/similar compo-
nents.

[0019] FIG. 1 is a block diagram illustrating system fea-
tures according to embodiments of the invention;

[0020] FIG. 2 is a block diagram illustrating adding a new
device added to a personal device cluster according to an
embodiment of the invention;

[0021] FIG. 3 is a block diagram illustrating removing a
device from a personal device cluster according to an embodi-
ment of the invention;

[0022] FIG. 4 is a block diagram illustrating providing
access to a personal device cluster for a personal contact
according to an embodiment of the invention;

[0023] FIG. 5 is a block diagram illustrating updating
between different users’ personal device clusters adding a
new device according to an embodiment of the invention;
[0024] FIG. 6 is a block diagram illustrating authenticating
access to a personal device cluster according to an embodi-
ment of the invention

[0025] FIG. 7 is block diagram of a mobile computing
arrangement according to an embodiment of the invention;
[0026] FIG. 8 is block diagram of an infrastructure authen-
tication service computing arrangement according to an
embodiment of the invention; and

[0027] FIGS. 9-10 are flowcharts describing procedures
according to embodiments of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0028] In the following description of various embodi-
ments, reference is made to the accompanying drawings that
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form a part hereof, and in which is shown by way of illustra-
tion various embodiments in which the invention may be
practiced. The individual drawings may use the same refer-
ence numbers to refer to the same or similar features where
such features are common to different embodiments. It is to
be understood that other embodiments may be utilized, as
structural and operational changes may be made without
departing from the scope of the present invention.

[0029] Generally, the present disclosure is related to sys-
tems, apparatus, and methods for integrating an existing user-
name/password-based centralized identity system with a P2P
distributed identity system based on self-signed certificates.
This dual identity system allows users to use their centralized
identities when interacting with each other in a P2P manner.
These identities can be used for P2P transactions without
having to share centrally maintained credentials, and further
without requiring contemporaneous access to (or modifica-
tions of) any centralized servers during P2P interactions. The
integration may be realized via two proposed components: (a)
the P2P Identity Middleware Module (PIMM), which is
implemented as part of the P2P middleware on personal
devices; and (b) the P2P Identity Management Server
(PIMS), which is an add-on part of the service provider infra-
structure.

[0030] A concrete example is presented in FIG. 1, which is
a block diagram that illustrates how such a system might
operate according to an embodiment of the invention. Two
users, Kimmo 102 and Dimitris 104 have accounts with an
online service 106 (represented by dashed lines 103, 105)
with respective username/password combinations of
“kimmo/kpass” and “dimitris/dpass.” Kimmo 102 decides to
share with user “dimitris” (e.g., the identity user 104 has
established with service 106) a personal video that is located
in Kimmo’s phone 108 as well as access to Kimmo’s Wi-Fi
camera 110 at home. In this scenario, one problem is how
Dimitris’ phone 112 can prove to Kimmo’s phone 108 or
Wi-Fi camera 110 that the person accessing is really user
“dimitris”? It may be assumed that Kimmo’s phone 108 does
not know Dimitris’ password (dpass) (and vice versa) and
therefore cannot use it to authenticate Dimitris’ phone 112.
[0031] One way to share the video using the existing user-
name/password identities registered with the service 106
would be for the users 102, 104 to first upload the shared data
to respective accounts on the service 106, and then allow
access via the service 106 to other users of the service 106. In
this example, Kimmo 102 would upload video from the
phone 108 to the service 106, and then allow user “dimitris”
to access it. Dimitris 104 would then login, and after authen-
ticating with the service 106 using the correct username/
password, would be able to access what Kimmo 102 had
uploaded. This approach is not a P2P interaction. For
example, access to the content would not be possible device
112 only had local IP connectivity with devices 108, 110 via
ad-hoc WLAN or Bluetooth, but not with service 106. In
addition, centralized access in this way may not be possible
for services that are not files (e.g., streaming video from
Wi-Fi camera 110).

[0032] Another option would be to obtain from a Certifica-
tion Authority (CA) 114 certificates that would allow users
102, 104 to prove that they are users “dimitris” and “kimmo”
registered with service 106. Then Dimitris’ phone 112 could
use its certificate to prove to Kimmo’s devices 108, 110 that
this is indeed user “dimitris” trying to access what Dimitris
104 has been authorized to view. However, this alternative
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requires that the CA 114 issue and manage (e.g., through
revocation lists, etc.) certificates to all personal devices,
which may burdensome and costly for users 102, 104 and/or
service provider 106, and may require changes to the service
infrastructure.

[0033] Onthe other hand, ifusers 102, 104 were to use only
their P2P identities, the above P2P scenario would work, but
user 102 would not be able to share with user “dimitris”
registered with service 106. Instead the users 102, 104 would
have to establish separate P2P user identities (e.g. with user
“P2Pdimitris”). This may force Kimmo 102 to share content
with Dimitri 104 differently when it is hosted on the service
106 (where it is shared with user “dimitris”) than when the
content is hosted on Kimmao’s personal devices 108, 110 (you
would share it with user “P2Pdimitris™). This could be con-
fusing because it may require maintaining two contact lists,
having different views on who has access to what, having
different GUI to access, and share content, having to remem-
ber additional usernames/passwords, etc. Further, such a
solution does not provide the service 106 the opportunity to
be a value-added “control point” to control the user’s P2P
identities. If the users 102, 104 have to rely on separate
identities for P2P sharing and decide to leave service 106,
they can both go to an alternate service, and can still maintain
their P2P identities for sharing. The provider of service 106
would like to increase incentives to remain with the service
106, so allowing users to leverage their online identity in the
P2P context may benefit both users 102, 104 and service
providers 106.

[0034] A pure P2P user identity system (part of proposed
“MyNet” framework) was described in U.S. patent applica-
tion Ser. No. 12/072,937, entitled “Methods, Systems, And
Apparatus For Using Virtual Devices With Peer-To-Peer
Groups,” filed on Feb. 29, 2008. That reference described,
among other things, a P2P user identity system where users’
devices could authenticate to each other using self-signed
certificates. In that system, no central identity management
was assumed, therefore all devices were equally responsible
of propagating the information about when a new device is
added to or removed from a user’s Personal Device Cluster
(PDC). One problem with pure P2P identity systems is that
unauthorized users can add or remove devices to a PDC (e.g.
via unattended or lost devices) thus modifying the P2P iden-
tity, since there is no authoritative entity where the user iden-
tity is anchored.

[0035] In the illustrated embodiment of FIG. 1, the system
integrates the P2P and centralized user identities and creates
a dual identity for all interactions. The system also “anchors”
the P2P identity on a centralized identity system, thus making
it more difficult for unauthorized users to modity the P2P
identity. The system complements an existing centralized,
Web-based Internet consumer identity system associated
with a legacy service 106, such as the Nokia™ Consumer
Identity Management—NCIM framework for the Nokia™
OVI Web portal. The service 106 is augmented with a P2P,
decentralized component that can be used for P2P interac-
tions, without requiring access to an identity server. The end
result is that the user 102 will have a dual system identity: a
master central identity with the service 106 (e.g., OVI iden-
tity) and a secondary implicit P2P identity, which will be used
for P2P interactions (e.g., a MyNet identity).

[0036] Each user may already have established a Web-
based account and identity (user profile, centralized user-
name/password credentials) with the Internet service pro-
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vider 106. He/she can use this identity to login on the Web and
use the services offered by the service provider 106. It may
also be possible that the service provider 106 offers P2P
middleware (e.g., its own or that of 3rd party after an agree-
ment), through which its users can also interact with each
other in a P2P fashion (e.g., sharing personal content, chat-
ting, VoIP, or any other P2P social networking applications),
in addition to accessing its centralized service offerings. An
example of such a hybrid P2P/Infrastructure system is OVI
extended with the MyNet P2P middleware.

[0037] The illustrated system uses two basic components:
a) a P2P Identity Middleware Module (PIMM) (e.g., PIMM
116 on device 108) that runs on all personal devices that the
users use for P2P interactions; and b) a P2P Identity Manage-
ment Server (PIMS) 118 that interacts with the service pro-
vider’s infrastructure and complements existing functionality
of centralized identity management. The system is designed
to interact with the existing centralized identity management
infrastructure without requiring any infrastructure changes.
The proposed system is complementary to existing identity
management infrastructure and integrates with it seamlessly
as explained below.

[0038] The proposed system leverages the advantages of
infrastructure and P2P paradigms by using a dual P2P/Web
Identity (P2P-ID/WEB-ID). A device (or each user ina device
with multi-user support) is identified in all P2P interactions
by a Unique P2P Identifier (UPID), generated by hashing a
self-signed certificate (e.g., hashing a self-signed X.509 cer-
tificate to a 128-bit UPID) at users’ personal devices. The
UPID may be considered globally unique, meaning that the
probability of the same UPID being generated twice is very
small in the given context.

[0039] Because UP IDs are derived from standard public
key based (PK) certificates, they are authenticatable using
standard PK cryptography methods. The UPIDs are the basis
of P2P authentication and access control. The user’s P2P
identity (P2P-ID) is the set of authenticatable UPIDs corre-
sponding to a user (e.g., a UPID for each of the personal
devices belonging to the user), as in some pure P2P systems.
However, unlike pure P2P systems, the PIMM 116 running on
a personal device 108 cooperates with the PIMS 118 in the
infrastructure to maintain a mapping of the registered user’s
online identity (WEB-ID) to his/her P2P-ID (e.g., to the set of
UPIDs corresponding to the user). This mapping information
is maintained by the PIMS 118 based on information and
updates sent by the PIMM 116 running on users’ personal
device 108.

[0040] The PIMS 118 is the authoritative maintainer of the
WEB-ID to P2P-ID mappings. The user’s personal device
108 maintains local caches of the WEB-ID to P2P-ID map-
pings for their owner 102 and other users in his/her social
neighborhood (e.g., other users 104 or “buddies” in his/her
contact list), by synchronizing with the PIMS 118. This syn-
chronization may be triggered by specific events (e.g., a
device gets connected to a “home” network, a new “buddy” is
added in the contact list, a new device is purchased) and/or
periodically (e.g., every night, every week). Because UPIDs
are fairly small (e.g., 128-bits, or 16 bytes) and change rela-
tively infrequently (e.g. when the user or one of his contacts
purchases or loses a device, when a new “buddy” is added in
the contact list), the total data exchanged for synchronization
is small even for large personal networks. For example, a user
with 300 contacts, each with 10 personal devices may require
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about 48 Kbytes to be transmitted the first time a device
synchronizes and a few tens of bytes on each update thereaf-
ter.

[0041] The user’s WEB-ID is used for authentication and
access control when accessing the service providers Web-
based services 106 (e.g., buying music). The user’s P2P-ID is
used when the user 102 access and shares his/her personal
resources in a P2P manner (e.g. when user 102 shares a music
playlists with some other user in a contact list). The dual user
identity is created and maintained by a mapping between a
user’s WEB-ID and P2P-ID. Even so, these two identities are
used independently, allowing for maximum flexibility and
seamless integration with existing systems.

[0042] The PIMM 116 is part of the P2P middleware run-
ning on users’ personal devices. In regular operation, the
PIMM 116 authenticates that a P2P request coming from a
device with a certain UPID belongs to a user with a certain
WEB-ID. This is the basis for P2P access control. The PIMM
116 may also locally manage UPID credentials. For example,
the PIMM 116 may generate and hash self-signed certificates
(e.g., X.509 certificates) to create a UPID for the device 108
or current user 102. This happens, for example, when the user
102 first operates a new device or installs the P2P middleware
on an existing device.

[0043] The PIMM 116 registers a new UPID in the internal
database of the PIMS 118 in response to generation of the
certificate. If the user 102 already has a WEB-ID with the
service 106, this registration involves adding the new PUID to
the set of this user’s PUIDs that are mapped to the user’s
WEB-ID. This is a protected operation, and the user may need
to successfully authenticate using his/her WEB-ID creden-
tials in order for the operation to complete.

[0044] The PIMM 116 may periodically synchronize the
locally cached mapping of WEB-IDs to P2P-IDs (and that of
other users in his/her contact list), with the corresponding
mappings maintained by the PIMS 118. Because the events
that might require updating these mappings are relatively
infrequent, and the amount of data is relatively small, such
synchronization can be performed in the background with
little effect on device performance.

[0045] The PIMM 116 may also need to remove a UPID
from the internal database of the PIMS 118 under some con-
ditions. For example the UPID may be manually removed
when a user loses or sells one ofhis/her devices. This removes
the PUID from the set of this user’s PUIDs that are mapped to
his WEB-ID. This is a protected operation and the user may
need to successfully authenticate using his WEB-ID creden-
tials in order for the operation to complete.

[0046] The PIMS 118 may be a separate server in the ser-
vice provider’s infrastructure. The PIMS 118 maintains, for
each registered user, the mapping between the user’s WEB-
ID and his/her P2P-ID (i.e. the set of UPIDs corresponding to
the user). The PIMS 118 receives requests from PIMM 116 to
update (e.g., add/delete) the set of UPIDs mapped to the
WEB-IDs. These updates are protected operations that take
place over secure connections (e.g., using Secure Sockets
Layer, SSL) between the PIMS and the PIMM running on
users’ personal devices. In order for these connections to be
established and the requests to be accepted, the PIMS 118
may require the user to authenticate using his WEB-ID cre-
dentials.

[0047] The PIMS 118 may be capable of performing WEB-
ID user authentication. In order not to require any changes to
existing implementation of the centralized identity manage-
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ment system, the PIMS 118 authenticates the WEB-ID of the
user by implementing a user authentication proxy, which is
the component that is actually authenticated by the legacy
centralized identity server. For example, when registered user
102 is asked by the PIMS 118 to authenticate using his/her
username and password for service 106, the PIMS user
authentication proxy is using the provided username and
password in order to authenticate itself with the identity man-
agement subsystem of service 106. If the user authentication
proxy is successful, then the PIMS 118 also considers that the
user 102 is successfully authenticated. As a result a secure
connection can be established between the user device 108
and the PIMS 118, and protected operations can take place.
[0048] The PIMS 118 is the authoritative owner of the
mapping information between WEB-IDs and P2P-1Ds. The
PIMS 118 maintains the master copy of this information,
while the users’ personal devices are allowed to synchronize
this information in their local caches. When the PIMS 118
receives a synchronization request from a device with a cer-
tain UPID, after authenticating this UPID using standard PK
mechanisms, it proceeds to synchronize its information with
this device only if the device’s UPID has already been regis-
tered in its internal database by the user.

[0049] One feature of the disclosed embodiments of the
invention is that P2P interaction does not require concurrent
or contemporaneous access to the centralized identity man-
agement system or to the PIMS 118. The users’ devices 108,
110, 112 are able to authenticate each other and control access
to their resources based on the locally cached information of
UPIDs. For example, assume that user 102 has user 104 in his
contact list. At some point user 102 decides to give user 104
access to his Wi-Fi camera 110 at home. To do this, the user
102 adds (e.g., via PIMM 118) the identity of user 104 asso-
ciated with service 106 to the PIMS 118. In response, the
PIMS 118 updates a local PIMM cache (not shown) of the
camera 110 with all of the UPIDs of devices associated with
user 104, including device 112.

[0050] When user 104 uses devices 112 to access Wi-Fi
camera 110, the camera 110 authenticates device 112 using
the self-signed X.509 certificate provided with the UPID of
device 112. The camera 110 then looks in its locally cached
WEB-ID to P2P-ID cache to see if the UPID provided by
device 112 corresponds to user 104. If yes, then access to
device with UPID is allowed.

[0051] Note that in this P2P interaction there is no need to
authenticate the WEB-ID of username of user 104. In this
way, there is no need for users’ personal devices to locally
store private security information (e.g. Web service pass-
words) necessary to authenticate the WEB-ID. As a result,
this information is not compromised when the user loses a
device or when a device is replaced.

[0052] Because the disclosed embodiments do not require
any changes to existing infrastructure or P2P protocols, the
proposed dual P2P/WEB identity can be applied to any hybrid
personal and social networking Internet services platform
that combines a Web-based infrastructure and a P2P compo-
nent. An example of such a hybrid P2P/Infrastructure system
is OVI extended with the MyNet P2P middleware. In such an
implementation, OV users would maintain all OVI function-
ality and OV identity as it is today, but they could extend their
identity in P2P interactions for access and sharing over the
MyNet P2P overlay. Their MyNet identity (i.e. their P2P-ID)
will be anchored and integrated with their OVI identity, but
access to OVI authentication servers will not be required for
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P2P interactions. Furthermore, optionally, the proposed
invention may allow OVI users to interact in a P2P manner
with other non-OV1 users who decide to install the MyNet
P2P middleware. This may provide an incentive for non-OVI
users to signup for OVI themselves.

[0053] The illustrated embodiments of the invention have
the advantage that they complement an online user identity
with a P2P decentralized user identity in a seamless manner,
without requiring any changes in the centralized identity
management systems. Because the P2P identity of users is
anchored on their online identity, the advantages of a central-
ized identity can be retained, both for online transaction over
the Web or P2P interactions among users over the P2P overlay
network.

[0054] In reference now to FIG. 2, block diagram shows
more details of a P2P identity framework interactions accord-
ing to an embodiment of the invention. In the illustrated
framework, personal content and services are exposed by
distributed applications running on user’s devices, here
shown as generic devices 202, 204, 206. The devices 202,
204, 206, when properly configured, may all appear to be
connected and running over the same secure virtual personal
network. This secure personal network is referred to herein as
aPersonal Device Cluster (PDC)208. The PDC 208 is formed
by connecting users’ personal devices (e.g., mobile phones,
PDA, music players, game consoles, PCs, DVRs), and allow-
ing pervasive access and sharing of content and services
contained therein.

[0055] Each device includes a PIMM User Interface (UI),
PIMM client, and dual identity cache (e.g., PIMM UI 210,
PIMM client 212, and cache 214 shown in device 202). These
PIMM components 210, 212, 214 are components of the
PIMM client-side, middleware, authentication module
described above. The client-side PIMM components interact
with a PIMS service 216 that is reachable on a publicly
addressable network such as the Internet 218. The PIMS 216
includes a PIMS server component 220, a user authentication
proxy 222, and a PIMS dual-identity database 224.

[0056] In the illustrated setup, the user wants to add new
device A, 202 to the PDC 208. The device A,, 202 can be
uniquely identified with UPID,,. The new device 202 can be
added to the PDC 208 via its own PIMM UI 210. The user is
prompted 228 for a username/password established with the
PIMS 216 (or some other network service that utilizes PIMS
216 at the back end). The PIMM client 212 sends a request
230 to the PIMS 216 to add a device with UPID,, to the P2P
identity of user A with credentials username/password “usr-
A/password-A.” Paths 232-234 represent using the authenti-
cation proxy 222 via the PIMS server 220 to authenticate with
a legacy server 235. The legacy server 235 may be unmodi-
fied, and the authentication 233, 234 may be performed in the
standard way, using the credentials provided at 228.

[0057] In response to successful authentication 232-234,
the PIMS adds 236 the UPID,, with the identity of user A in its
dual identity database, as represented in table 238. As shown
in row 238a, the user’s Web identity (“usr-A”) with service
235 is associated with the UPID of all of the devices 202, 204,
206 of PDC 208. After the association of the UPID of device
206 in the dual identity database 224, the device 206 com-
pletes the process. The device 206 synchronizes 239-242 its
local dual identity cache 214 with the entries 238a corre-
sponding to user A and to his social contacts, if any.

[0058] All other PDC devices of user A (device A1 204, A2
206, . . . ), which are already in the PIMS dual identity
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database 224, synchronize 243-246 their respective local
caches 250, 252, either after being notified by the PIMS or in
their next periodic update. The synchronization of UPID,,
with device 204 is represented by paths 243, 244, and the
synchronization of UPID, with device 206 is represented by
paths 245, 246.

[0059] A similar process is followed when a user decides to
remove one of his devices from his P2P identity. In FIG. 3, a
block diagram illustrates a sequence of interactions for
removing a device from a P2P identity according to an
embodiment of the invention. In the scenario of FIG. 3, the
user desires to remove device A1 204 from PDC 208. The user
can use the device 204 itself, or any of his other devices (e.g.
device A, 202) to remove the UPID of device A1 204 from the
P2P-ID pairing corresponding to “usr-A,” as shown by row
302 in updated table 304 of database 224.

[0060] In order to remove device 204, the user commands
the removal 310 using the PIMM UI 210. A removal com-
mand 311 is communicated to the PIMS server 220, and
includes authentication data for the service 235. The PIMS
server 220 and authentication proxy 222 authenticate 312-
314 with the legacy service 235, and the database 224 is
updated 315 as indicated by table 304. The update is pushed
outto devices 202 and 206 as indicated by paths 316-321. The
device 204 to be removed may also be updated, as indicated
by paths 316, 322, and 323.

[0061] The updates 322, 323 to the removed device 204
may be optional, because it may not be necessary to notify the
device 204 that it was removed from the PDC 208 of user A.
After the devices 202 and 206 have been updated 316-321, the
devices 202, 206 will no longer accept authentication from
UPID, . This may be an advantage in some situations, such as
where the device 204 is lost or is sent out for repairs. However,
if the user is giving device 204 to somebody else, the updates
322, 323 may be desirable to the new owner of device 204 to
prevent the device 204 from accepting authentication from
other devices 202, 206 of the original user.

[0062] In reference now to FIG. 4, a block diagram illus-
trates a scenario for managing external user access permis-
sions according to an embodiment of the invention. In this
scenario, the user with identity “usr-A” wishes to add “usr-B”
as a social contact. In this framework, the addition of a social
contact may also provide the added user (in this case user B)
certain permissions to access resources of the inviting user’s
PDC 208.

[0063] User A adds 402 user B as his social contact via the
PIMM UI of any of the user’s PDC devices (e.g., UI 210 of
device 202), by specifying the username of user B that is
associated with service 235 (e.g., “usr-B”). User A may also
be prompted for his ownusername and/or password to service
235, although this may be optional (e.g., it may depend on
user preferences) because the addition 402 of another user to
the database 224 does not affect the identity of user A. How-
ever, the addition 402 may expose resources of PDC 208 to
another user, so it may be desirable to ensure such an addition
402 is authorized.

[0064] The PIMM client sends a request 403 to the PIMS
server 220 to add user “usr-B” as a social contact for user A
with the service credentials username “usr-A” and (option-
ally) “password-A.” At optional steps 404-406, the PIMS user
authentication proxy 222 authenticates with the legacy server
235 in the standard way, using the credentials provided at 402.
If and when the user is authenticated 404-406, the PIMS adds
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407 “usr-B” in the SOCIAL-ID field 408 of user A’s entry 409
of'table 410 stored in the dual identity database 224.

[0065] Alternatively, if authentication 404-406 is omitted,
the PIMS server 220 may check to see if the requesting device
with UPID,, is part of the P2P-ID 411 of user “usr-A.” If yes,
the server 220 adds “usr-B” in the SOCIAL-ID field 408 of
the “usr-A” entry 409 in the dual identity database 224. The
second alternative may be less secure, because it only checks
if a device belonging to user A is sending the request, not if a
user who knows user A’s password is making the request.
However, assuming UPID,, is formed based on both hardware
characteristics of device 202 and local authentication of user
A on device 202 (if any), this alternative may be as secure as
the local authentication used on device 202, if any.

[0066] Device 202 completes the process of adding user-B
by synchronizing 412-415 the local dual identity cache 214
with the PIMS entries corresponding to “usr-A” 409 and
“usr-B” 416. This may allow user B to access shared
resources defined by user A for devices shown in P2P-1D field
411 of user A’s entry 409. Note that the system may be
configured to prevent transitive association of user B’s own
contacts with those of user A. For example, the SOCIAL-ID
field 408 of user B’s entry 416 contains a reference to “usr-C.”
By default, the system may prevent user C from automatically
gaining access to user A’s shared resources. And even if such
transitive association is configurably allowed, certain other
steps may be required (e.g., explicit acceptance by user A)
before such association is added to the database.

[0067] Because user B may wish to access shared resources
of user A’s PDC 208, the other PDC devices 204, 206 may
synchronize 417-420 their respective local caches 240, 242
with the PIMS entries corresponding to users “usr-A” 409 and
“usr-B” 416, either after being notified by the PIMS 216 or in
their next periodic update. After these updates, devices 206,
206 will include entries in their local caches 240, 242 that
authorize access for devices having a UUID shown in the
P2P-ID field 411 of user B’s entry 416 (e.g., UPIDg,,
UPIDy,).

[0068] A similar process to that shown in FIG. 3 may be
followed when a user decides to remove a user from his/her
social contacts list. In such a case, the local caches 240, 242
would delete entries that authorize access for devices having
a UUID shown in the P2P-ID field 411 of user B’s entry 416.
It the system does allow transitive association (e.g., access by
user C based on adding user B), then the system may auto-
matically (or in response to user input) delete the transitive
association (e.g., delete permissions of user C when deleting
permissions of user B) or leave any transitive association
intact (e.g., retain permissions of user C when deleting per-
missions of user B).

[0069] Itwill be appreciated that sharing resources between
user PDCs will also require updating associations when a
contact’s PDC changes (e.g., add or remove device from a
PDC). In reference now to FIG. 5, a block diagram illustrates
a situation according to an embodiment of the invention
where user B (who was added as shown in FIG. 4) adds (or
removes) a device to his/her own PDC 502 after user A has
added him as his social contact, thereby giving user B access
to PDC 208.

[0070] User B wants to add a new device 504 (having
PIMM UI506, PIMM client 508, and dual identity cache 510)
to his PDC 502 that also includes devices 512 and 514. The
user is prompted 516 for a username/password associated
with legacy service 235. The PIMM client 508 sends a request
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517 to the PIMS server 220 to add a device with UPIDy,, ., to
the P2P identity of user B with credentials username “usr-B/
password-B” associated with legacy service 235. The PIMS
user authentication proxy 222 authenticates 518-520 with the
legacy server 235 (which is unmodified) in the standard way,
using the provided credentials. The PIMS adds 521 UPID,,,,
in the P2P identity of user B in its dual identity database 224,
as seen by entry 543 in updated table 522.

[0071] Device 504 completes the process by synchronizing
523-526 its local dual identity cache with the updated entries
corresponding to user B entries 544 in database 224. All other
PDC devices 512, 514 user B, which are already in the PIMS
dual identity database 224, synchronize 528, 529 their local
caches, either after being notified by the PIMS or in their next
periodic update. Further, all devices 202, 204, 206 of User A’s
PDC 208, which are already in the PIMS dual identity data-
base 224, synchronize 530-532 their local caches, either after
being notified by the PIMS 216 or in their next periodic
update. This also holds true for any other user who has added
user B as a social contact, e.g., a user whose PIMS dual
identity database entry includes usr-B in the corresponding
SOCIAL-ID field.

[0072] One aspect of the disclosed embodiments of the
invention is that P2P interaction does not require access to the
centralized identity management system or to the PIMS con-
temporaneously with the P2P interaction. An initial contact
with the PIMS (and occasional updates) enables user devices
to authenticate each other and control access to their
resources based on the locally cached information of UPIDs.
This process is described in greater detail in FIG. 6, which
shows P2P interactions according to an embodiment of the
invention.

[0073] As described in previous figures, User A has given
User B access to a service (e.g., an application server 602)
running on his device 202 (e.g., a Wi-Ficamera athome). This
can happen for example though the use of Passlets or simply
though setting the Access Control List (ACL) of the applica-
tion server in device 202. User B uses an application client
604 of one of his devices 512 to access 606 the application
server 602 of device 202. The application server 602 and/or
security middleware (not shown) such as MyNetSec in device
202 authenticates 608 UPIDg, using the self-signed X.509
certificate provided by that device 512 (e.g., when establish-
ing an SSL connection). A more complete description of
MyNet-related security mechanisms (including Passlets and
MyNetSec) is described in U.S. patent application Ser. No.
11/848,702 filed on Aug. 31, 2007 and entitled “Apparatus
and Method for Managing Access to One or More Network
Resources.” The application server 602 (or the security
middleware) in device 202 looks 610 in its locally cached
WEB-ID to P2P-ID cache 212 to see if UPIDy, corresponds
to “usr-B,” e.g., as shown in entry 614 of table 612.

[0074] Assuming the cache 212 contains UPIDg, corre-
sponding to “usr-B,” access to the application server 602 in
device 202 is allowed and the results are returned 616 to the
application client 604. Note that in this P2P interaction there
is no need to authenticate the WEB-ID of user B (“usr-B”). In
this way, there is no need for users’ personal devices to locally
store private security information (e.g., passwords for Web
accounts) necessary to authenticate the WEB-ID. Therefore,
this information is not compromised when the user loses a
device or when a device is replaced.

[0075] Many types of apparatuses may be able to partici-
pate in personal and social networks as described herein.
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Mobile devices are particularly useful in this role. In refer-
ence now to FIG. 7, an example is illustrated of a represen-
tative mobile computing arrangement 700 capable of carrying
out operations in accordance with embodiments of the inven-
tion. Those skilled in the art will appreciate that the mobile
computing arrangement 700 is merely representative of gen-
eral functions that may be associated with such mobile
devices, and also that landline user computing systems simi-
larly include computing circuitry to perform such operations.
[0076] The processing unit 702 controls the basic functions
of the arrangement 700. Those functions associated may be
included as instructions stored in a program storage/memory
704. In one embodiment of the invention, the program mod-
ules associated with the storage/memory 704 are stored in
non-volatile electrically-erasable, programmable read-only
memory (EEPROM), flash read-only memory (ROM), hard-
drive, etc. so that the information is not lost upon power down
of'the mobile terminal. The relevant software for carrying out
conventional mobile terminal operations and operations in
accordance with the present invention may also be transmit-
ted to the mobile computing arrangement 700 via data sig-
nals, such as being downloaded electronically via one or more
networks, such as the Internet and an intermediate wireless
network(s).

[0077] The mobile computing arrangement 700 includes
hardware and software components coupled to the process-
ing/control unit 702 for performing network data exchanges.
The mobile computing arrangement 700 may include mul-
tiple network interfaces for maintaining any combination of
wired or wireless data connections. In particular, the illus-
trated mobile computing arrangement 700 includes wireless
data transmission circuitry for performing network data
exchanges.

[0078] This wireless circuitry includes a digital signal pro-
cessor (DSP) 706 employed to perform a variety of functions,
including analog-to-digital (A/D) conversion, digital-to-ana-
log (D/A) conversion, speech coding/decoding, encryption/
decryption, error detection and correction, bit stream transla-
tion, filtering, etc. One or more transceivers 708, generally
coupled to one or more antennas 710, transmit the outgoing
radio signals 712 and receive the incoming radio signals 714
associated with the wireless device.

[0079] The incoming and outgoing radio signals 712, 714
are used to communicate with a network 716. The network
716 may include any voice and data communications infra-
structure known in the art, including CDMA, W-CDMA,
GSM, EDGE, etc. The network 716 provides access to tradi-
tional landline data infrastructures, including IP networks
such as the Internet. In particular, the network 716 hosts a
PIMS 718 that provides authoritative linkages between glo-
bally unique user device identifiers and user identities asso-
ciated with a legacy network service 720. The linkages allow
the arrangement 700 to reliably authenticate with peer
devices 722. The peer devices 722 may collectively form,
with the arrangement 700, a PDC associated with a single
user identity. In other situations, the peer devices 722 may be
part of a PDC associated with a user identity of different user
than that of arrangement 700, in which case the access per-
missions may be governed by rights granted to that other user
by user of arrangement 700, and authenticated based on link-
ages formed and verified by PIMS 718.

[0080] The mobile computing arrangement 700 may also
include an alternate network/data interface 718 capable of
accessing the network 716 and/or a proximity network (not
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shown). The alternate data interface 718 may incorporate
combinations of I/O and network standards such as USB,
Bluetooth, Ethernet, 802.11 Wi-Fi, IRDA, Ultra Wide Band
(UWB), Wimax, Wibree, etc.

[0081] The processor 702 is also coupled to user-interface
elements 722 associated with the mobile terminal. The user-
interface 722 of the mobile terminal may include, for
example, a display 724 such as a liquid crystal display. Other
user-interface mechanisms may be included in the interface
722, such as keypads 726, speakers, microphones, voice com-
mands, switches, touch pad/screen, graphical user interface
using a pointing device, trackball, joystick, etc. One or more
sensors 728 may also be coupled to the processor 702 for
purposes such as capturing content. These and other external
interface components are coupled to the processor 702 as is
known in the art.

[0082] The program storage/memory 704 includes operat-
ing systems and programs for carrying out functions and
applications associated with functions on the mobile comput-
ing arrangement 700. The program storage 704 may include
one or more of read-only memory (ROM), flash ROM, pro-
grammable and/or erasable ROM, random access memory
(RAM), subscriber interface module (SIM), wireless inter-
face module (WIM), smart card, hard drive, or other remov-
able memory device. The storage/memory 704 of the mobile
computing arrangement 700 may also include software mod-
ules for performing functions according to embodiments of
the present invention.

[0083] In particular, the program storage/memory 704 may
include any combination of resource sharing components as
described in greater detail above. For example, a network
interface 724 may be provided for accessing the network(s)
716. The network interface 724 may include a combination of
hardware and software components, including media access
circuitry, drivers, programs, and media access protocol mod-
ules. A networking protocol stack 726 may use common
network protocols such as TCP/IP, UDP/IP, etc. At a higher
level, one or more P2P protocol stacks 728 may facilitating
P2P communications as described herein (e.g., ad-hoc con-
nectivity, service discovery, service utilization).

[0084] The memory 704 may include a P2P security
middleware 730 that provides P2P authentication services on
behalf of device applications, such as application servers 734
and application clients 736. A PIMM 732 as describe herein
may be included as part of the middleware 730, or may be
separate from the middleware 730. The PIMM 732 may inter-
act with the PIMS 718 to maintain a dual identity cache 738
that governs local P2P access to resources such as application
servers 736. The PIMM 732 creates and updates the entries in
the cache 738 based on occasional interaction with the PIMS
718, which can authoritatively authenticate user identities of
peers 722 (as well as user of arrangement 700) with one or
more legacy network services 720.

[0085] The PIMM 732 and/or middleware 730 may be able
to authenticate access to resources by peers 722 without
requiring contemporaneous access to PIMS 718 or legacy
service 720. The PIMM 732 and/or middleware 730 may also
be responsible for generating UPIDs associated with the
arrangement and its users. The clients 736 may provide these
UPIDs when attempting to access services of peers 722.
[0086] It will be appreciated that some of the adaptations
above rely on various fixed infrastructure components to pro-
vide relatively infrequent authentication tasks. In reference
now to FIG. 8, a block diagram illustrates an apparatus 800
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that may perform any combination of infrastructure functions
according to embodiments of the invention.

[0087] The apparatus 800 may include a processor 802,
memory 804, and an I/O bus 806 that couples peripheral
devices to the processor 802. Those peripheral devices may
include persistent memory storage 808 (e.g., disc drives, flash
memory), one or more network interfaces 812, and a media
reader 810 (e.g., tape reader, floppy drive, Compact Disc
player, Digital Versatile Disc player, memory card reader,
etc.). The media reader 810 is capable of reading from a
storage medium 814, such as optical or magnetic media. The
media reader 810 may also be capable of writing to the media
814. The network interfaces 812 may be capable of commu-
nicating via one or more networks 816. The networks 816
may utilize such media such as phone lines, coaxial cable,
Ethernet, wireless radio transmissions, infrared transmis-
sions, etc. The networks 816 may include Internet Protocol
(IP) based public and private networks.

[0088] The operation of the processor 802 is dictated by
instructions 818 that may be stored temporarily or perma-
nently in memory 804 or other logic circuitry. The instruc-
tions 818 may be built into to the apparatus 800 during manu-
facture, or may be later transferred to the apparatus 800 via
the storage media 814 or the networks 816. The instructions
818 include one or common network protocol stacks 820
(e.g., TCP/IP, UDP/IP, etc.) that are used with the network
interface 812 for accessing the network(s) 816. A PIMS
server 822 and authentication proxy 824 may utilize the pro-
tocols stacks 820 for communicating with a plurality of per-
sonal device clusters 826. Each of the personal device clusters
826 includes one or more user devices that are bound to a
single user identity. Those identities are associated with (and
may be maintained by) one or more legacy services 828.
[0089] The authentication proxy 824 may include multiple
service interfaces 830 that allow the proxy to authenticate
users with a number of different legacy services 828 without
requiring changes to those services 828. There may be a
different interface 830 for various authentication schemes,
including Web forms-based authentication, Kerberos,
Remote Authentication Dial-In User Service (RADIUS),
Secure Sockets Layer (SSL), SecurlD, etc. The identities
verified by authentication proxy 824 are coupled with glo-
bally unique identifiers of devices of the PDCs 826 and stored
in a dual-identity database 832. The PIMS server 822 gener-
ally manages the database 832 via interactions with PDCs
826 on one side, and the authentication proxy 824 on the
other.

[0090] The apparatus 800 may include other well-known
features that are not illustrated, such as user input devices,
user output devices, power circuitry, sensors, etc. As will be
appreciated by one of skill in the art, an apparatus having the
functions described herein may include a combination of two
or more physical devices that are at least coupled via some
data transfer medium to form a distributed computing
arrangement. In other arrangements, the functions of various
components represented by computing instructions 818 can
be separated to operate via dependently or independently
operating computing arrangements coupled by networks. For
example, each function of PIMS server 822, authentication
proxy 824 and dual-identity database 832 can each be sepa-
rately implemented in physically dispersed apparatus that
intercommunicate as described herein, but otherwise operate
independently of each other.
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[0091] In reference now to FIG. 9, a flowchart illustrates a
procedure 900 for adding a device to a group that uses peer-
to-peer authentication according to an embodiment of the
invention. The procedure involves obtaining 901 a device that
is to be associated with a user identity that is already associ-
ated with zero or more peer devices of auser. The user identity
may be used, for example, for defining permissions for shar-
ing resources among the one or more peer devices. An authen-
ticatable, globally unique, peer-to-peer identifier is generated
902 (e.g., by the new device itself) to associate the device with
a user identity).

[0092] The peer-to-peer identifier, together with authenti-
cation credentials ofalegacy Internet service, is sent 904 to an
infrastructure authentication service. The legacy Internet ser-
vice is capable of verifying the user identity based on the
authentication credentials. Based on verification 906 of the
authentication credentials, a list of globally unique, peer-to-
peer identifiers that bind the peer devices to the user identity
is received 908 from the infrastructure authentication service.
[0093] The identifiers that are received may be locally
cached for further reference so that no access to the infra-
structure authentication service is needed to authenticate the
peer devices. Generally, when a selected peer device wishes
to authenticate to the device, the device receives 910 from the
selected peer device the respective peer-to-peer identifier that
binds the selected peer device to the user identity. The device
then authenticates 912 the selected peer device as associated
with the user identity based on receiving the respective peer-
to-peer identifier (e.g., by looking up the identifier in the local
cache).

[0094] Inreference now to FIG. 10, a flowchart illustrates a
procedure 1000 for providing a service that facilitates peer-
to-peer authentication according to an embodiment of the
invention. The procedure 1000 involves receiving 1002 from
a device an authenticatable, globally unique, peer-to-peer
identifier used to associate the device with a user identity. The
user identity may be used to authenticate between one or more
peer devices of a user. Authentication credentials associated
with a legacy Internet service that maintains the user identity
are received 1003 from the device. The authentication cre-
dentials with the legacy Internet service are verified 1004.
[0095] Based on successful verification 1006 of the authen-
tication credentials, a list of globally unique, peer-to-peer
identifiers that bind the peer devices to the user identity for
purposes of authenticating the peer devices are sent 1008 to
the device. Also, the peer-to-peer identifier of the device that
binds the device to the user identity is sent 1010 to the peer
devices for purposes of authenticating the device.

[0096] The foregoing description of the embodiments of
the invention has been presented for the purposes of illustra-
tion and description. It is not intended to be exhaustive or to
limit the invention to the precise form disclosed. Many modi-
fications and variations are possible in light of the above
teaching. It is intended that the scope of the invention be
limited not with this detailed description, but rather deter-
mined by the claims appended hereto.

What is claimed is:

1. A method comprising:

generating an authenticatable, globally unique, peer-to-
peer identifier to associate a device with a user identity,
wherein the user identity is associated with one or more
peer devices of a user;

sending the peer-to-peer identifier together with authenti-
cation credentials of'a legacy Internet service to an infra-
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structure authentication service, wherein the legacy
Internet service is capable of verifying the user identity
based on the authentication credentials;
based on verification of the authentication credentials,
receiving from the infrastructure authentication service
a list of authenticatable, globally unique, peer-to-peer
identifiers that bind the peer devices to the user identity;

receiving, from a selected one of the peer devices, the
respective peer-to-peer identifier that binds the selected
peer device to the user identity; and

authenticating the selected peer device as associated with

the user identity based on receiving the respective peer-
to-peer identifier.

2. The method of claim 1, further comprising communi-
cating the peer-to-peer identifier of the device to the peer
devices to authenticate the device as associated with the user
identity, wherein the peer-to-peer identity of the device is
bound to the user identity via the infrastructure authentication
service.

3. The method of claim 1, further comprising:

locally caching the list of peer-to-peer identifiers that bind

the peer devices to the user identity; and

referencing the local cache when authenticating the

selected peer device as associated with the user identity.

4. The method of claim 3, further comprising repeatedly
comparing the local cache to a database of the infrastructure
authentication service to determine a change in the list of
peer-to-peer identifiers that bind the peer devices to the user
identity.

5. The method of claim 1, further comprising:

determining a different user identity associated with the

legacy Internet service;

sending, to the infrastructure authentication service, a

request to authenticate other devices of the different user
to the device and to the peer devices of the user;

receiving, from the infrastructure authentication service, a

second list of authenticatable, globally unique, peer-to-
peer identifiers that bind the other peer devices to the
different user identity; and

authenticating the other peer devices as associated with the

different user identity based on communication from the
other peer devices of the respective peer-to-peer identi-
fiers that bind the other peer devices to the different user
identity.

6. The method of claim 5, wherein sending the request to
authenticate other devices of the different user further com-
prises sending the authentication credentials of the user iden-
tity to verify the user identity before fulfilling the request.

7. The method of claim 1, further comprising regulating the
selected peer device’s access to resources of the device with
permissions of the user based on authenticating the selected
peer device.

8. A method comprising:

receiving from a device an authenticatable, globally

unique, peer-to-peer identifier used to associate the
device with a user identity, wherein the user identity may
be used to share resources among one or more peer
devices of a user;

receiving from the device authentication credentials asso-

ciated with a legacy Internet service that maintains the
user identity;

verifying the authentication credentials with the legacy

Internet service; and
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based on verification of the authentication credentials, a)
sending to the device a list of authenticatable, globally
unique, peer-to-peer identifiers that bind the peer
devices to the user identity for authenticating the peer
devices; and b) sending to the peer devices the peer-to-
peer identifier of the device that binds the device to the
user identity for authenticating the device.

9. The method of claim 8, further comprising repeatedly
providing updates to the device in response to changes in the
list of peer-to-peer identifiers that bind the peer devices to the
user identity.

10. The method of claim 8, further comprising:

receiving from the device a request to authenticate other
peer devices of a different user to a different user iden-
tity, wherein the different user identity is associated with
the legacy Internet service;

determining a second list of authenticatable, globally
unique, peer-to-peer identifiers that bind the other peer
devices to the different user identity;

sending to the device the second list of peer-to-peer iden-
tifiers, wherein the device uses the second list of peer-
to-peer identifiers to authenticate the other peer devices
as associated with the different user.

11. The method of claim 10, wherein receiving the request

to authenticate the other peer devices further comprises:
receiving from the device the authentication credentials
associated with the legacy Internet service that main-
tains the user identity; and
verifying the authentication credentials with the legacy
Internet services before fulfilling the request.
12. An apparatus comprising:
a network interface capable of Internet communications
with a infrastructure authentication service and one
more peer devices of a user;
a processor coupled to the network interface; and
memory coupled to the processor, the memory comprising
instructions that cause the processor to:
generate an authenticatable, globally unique, peer-to-
peer identifier to associate the apparatus with a user
identity, wherein the user identity is associated with
the one or more peer devices;

send the peer-to-peer identifier together with authenti-
cation credentials of a legacy Internet service to an
infrastructure authentication service, wherein the
legacy Internet service is capable of verifying the user
identity based on the authentication credentials;

based on verification of the authentication credentials,
receive from the infrastructure authentication service
a list of authenticatable, globally unique, peer-to-peer
identifiers that bind the peer devices to the user iden-
tity;

receive, from a selected one of the peer devices, the
respective peer-to-peer identifier that binds the
selected peer device to the user identity; and

authenticate the selected peer device as associated with
the user identity based on receiving the respective
peer-to-peer identifier.

13. The apparatus of claim 12, wherein the instructions
further cause the processor to communicate the peer-to-peer
identifier of the apparatus to the peer devices to authenticate
the apparatus as associated with the user identity, wherein the
peer-to-peer identity of the apparatus is bound to the user
identity via the infrastructure authentication service.
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14. The apparatus of claim 13, wherein the instructions
further cause the processor to:

locally cache the list of peer-to-peer identifiers that bind the

peer devices to the user identity; and

reference the local cache when authenticating the selected

peer device.

15. The apparatus of claim 14, wherein the instructions
further cause the processor to repeatedly compare the local
cache to a database of the infrastructure authentication ser-
vice to determine a change in the list of peer-to-peer identi-
fiers that bind the peer devices to the user identity.

16. The apparatus of claim 12, wherein the instructions
further cause the processor to:

determine a different user identity associated with the

legacy Internet service;

send, to the infrastructure authentication service, a request

to authenticate other devices of the different user to the
apparatus and to the peer devices of the user;

receive, from the infrastructure authentication service, a

second list of authenticatable, globally unique, peer-to-
peer identifiers that bind other peer devices to the differ-
ent user identity; and

authenticate the other peer devices as associated with the

different user identity based on communication from the
other peer devices of the respective peer-to-peer identi-
fiers that bind the other peer devices to the different user
identity.

17. The apparatus of claim 16, wherein sending the request
to authenticate other devices of the different user further
comprises sending the authentication credentials of the user
identity to the legacy Internet service to verify the user iden-
tity before fulfilling the request.

18. The apparatus of claim 12, wherein the instructions
further cause the processor to regulate the selected peer
device’s access to resources of the device with permissions of
the user based on authenticating the selected peer device.

19. A computer readable storage medium having instruc-
tions stored thereon executable by a processor to:

generate an authenticatable, globally unique, peer-to-peer

identifier to associate a device with a user identity,
wherein the user identity is associated with one or more
peer devices of a user;
send the peer-to-peer identifier together with authentica-
tion credentials of a legacy Internet service to an infra-
structure authentication service, wherein the legacy
Internet service is capable of verifying the user identity
based on the authentication credentials;
based on verification of the authentication credentials,
receive from the infrastructure authentication service a
list of authenticatable, globally unique, peer-to-peer
identifiers that bind the peer devices to the user identity;

receive, from a selected one of the peer devices, the respec-
tive peer-to-peer identifier that binds the selected peer
device to the user identity; and

authenticate the selected peer device as associated with the

user identity based on receiving the respective peer-to-
peer identifier.

20. An apparatus comprising:

means for generating an authenticatable, globally unique,

peer-to-peer identifier to associate the apparatus with a
user identity, wherein the user identity is associated with
one or more peer devices of a user;

means for sending the peer-to-peer identifier together with

authentication credentials of a legacy Internet service to



US 2009/0288138 Al

an infrastructure authentication service, wherein the
legacy Internet service is capable of verifying the user
identity based on the authentication credentials;

means for receiving from the infrastructure authentication
service a list of authenticatable, globally unique, peer-
to-peer identifiers that bind the peer devices to the user
identity based on verification of the authentication cre-
dential;

means for receiving, from a selected one of the peer
devices, the respective peer-to-peer identifier that binds
the selected peer device to the user identity; and

means for authenticating the selected peer device as asso-
ciated with the user identity based on receiving the
respective peer-to-peer identifier.

21. The apparatus of claim 20, further comprising:

means for locally caching the list of peer-to-peer identifiers
that bind the peer devices to the user identity; and

means for referencing the local cache when authenticating
the selected peer device as associated with the user iden-

tity.
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22. The apparatus of claim 20, further comprising:

means for determining a different user identity associated

with the legacy Internet service;

means for sending, to the infrastructure authentication ser-

vice, a request to authenticate other devices of the dif-
ferent user to the device and to the peer devices of the
user;

means for receiving, from the infrastructure authentication

service, a second list of authenticatable, globally unique,
peer-to-peer identifiers that bind other peer devices to
the different user identity; and

means for authenticating the other peer devices as associ-

ated with the different user identity based on communi-
cation from the other peer devices of the respective
peer-to-peer identifiers that bind the other peer devices
to the different user identity.

23. The apparatus of claim 20, further comprising means
for regulating the selected peer device’s access to resources of
the device with permissions of the user based on authenticat-
ing the selected peer device.
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