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5.3 Reducing Cache Misses 395

ANSWER

Average memory access time is
Average memory access time = Hit time + Miss rate X Miss penalty
If we assume the hit time is one clock cycle independent of block size,
then the access time for a 16-byte block in a 1-KB cache is
Average memory access time = 1 + (15.05% x 42) = 7.321 clock cycles
and for a 256-byte block in a 256-KB cache the average memory access
time is
Average memory access time = 1 + (0.49% x 76) = 1.353 clock cycles
Figure 5.13 shows the average memory access time for all block and
cache sizes between those two extremes. The boldfaced entries show the
fastest block size for a given cache size: 32 bytes for 1-KB, 4-KB, and 16-
KB caches and 64 bytes for the larger caches. These sizes are, in fact,
popular block sizes for processor caches today.
Cache size
Block size  Miss penalty 1K 4K 16K 64K 256K

16 42 7.321 4.599 2.655 1.857 1.458

32 44 6.870 4.186 2.263 1.594 1.308

64 48 7.605 4.360 2.267 1.509 1.245
128 56 10.318 5.357 2.551 1.571 1.274
256 72 16.847 7.847 3.369 1.828 1.353

FIGURE 5.13 Average memory access time versus block size for five different-sized
caches in Figure 5.11. The smallest average time per cache size is boldfaced.

As in all of these techniques, the cache designer is trying to minimize both the
miss rate and the miss penalty. The selection of block size depends on both the
latency and bandwidth of the lower-level memory: high latency and high band-
width encourages large block size since the cache gets many more bytes per miss
for a small increase in miss penalty. Conversely, low latency and low bandwidth
encourages smaller block sizes since there is little time saved from a larger block—
twice the miss penalty of a small block may be close to the penalty of a block twice
the size—and the larger number of small blocks may reduce conflict misses.

After seeing the positive and negative impact of larger block size on compul-
sory and capacity misses, we next look at the potential of higher associativity to
reduce conflict misses.
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5.4 Reducing Cache Miss Penalty 411

Now that we have spent more than 20 pages on techniques that reduce cache
misses, it is time to look at reducing the next component of average memory
access time.

EXAMPLE

| Reducing Cache Miss Penalty

Reducing cache misses has been the traditional focus of cache research, but the
cache performance formula assures us that improvements in miss penalty can be
just as beneficial as improvements in miss rate. Moreover, Figure 5.1 shows that
technology trends have improved the speed of processors faster than DRAMs,
making the relative cost of miss penalties increase over time. We give five opti-
mizations here to address this problem. Perhaps the most interesting optimization
is the final one, which adds another level of cache to reduce miss penalty.

First Miss Penalty Reduction Technique:
Giving Priority to Read Misses over Writes

With a write-through cache the most important improvement is a write buffer
(page 380) of the proper size (see the pitfall on page 470 in section 5.11). Write
buffers, however, do complicate memory accesses in that they might hold the up-
dated value of a location needed on a read miss.

Look at this code sequence:
SW 512 (R0O).R3 ; M[512] <R3 (cache index 0)
LW R1,1024 (RO) ; R1e<M[1024] (cache index 0)
LW R2,512(R0O) ; R2«M[512] (cache index 0)

Assume a direct-mapped, write-through cache that maps 512 and 1024
to the same block, and a four-word write buffer. Will the value in R2
always be equal to the value in R37?

ANSWER Using the terminology from Chapter 3, this is a read-after-write data haz-

ard in memory. Let’s follow a cache access to see the danger. The datain
R3 are placed into the write buffer after the store. The following load uses
the same cache index and is therefore a miss. The second load instruc-
tion tries to put the value in location 512 into register R2; this also results
in a miss. If the write buffer hasn’t completed writing to location 512 in
memary, the read of location 512 will put the old, wrong value into the
cache block, and then into R2. Without proper precautions, R3 would not
be equal to R2! a
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5.8 Protection and Examples of Virtual Memory 449

for errors in the program or to protect processes from each other. The simplest
way of doing this is to add permission flags to each page or segment. For exam-
ple, since few programs today intentionally modify their own code, an operating
system can detect accidental writes to code by offering read-only protection to
pages. This page-level protection can be extended by adding user/kernel protec-
tion to prevent a user program from trying to access pages that belong to the
kernel. As long as the CPU provides a read/write signal and a user/kernel signal,
it is easy for the address translation hardware to detect stray memory accesses be-
fore they can do damage. Such reckless behavior simply interrupts the CPU and
invokes the operating system.

Processes are thus protected from one another by having their own page
tables, each pointing to distinct pages of memory. Obviously, user programs must
be prevented from modifying their page tables or protection would be circum-
vented.

Protection can be escalated, depending on the apprehension of the computer
designer or the purchaser. Rings added to the CPU protection structure expand
memory access protection from two levels (user and kernel) to many more. Like
a military classification system of top secret, secret, classified, and unclassified,
concentric rings of security levels allow the most trusted to access anything, the
second most trusted to access everything except the innermost level, and so on
until the “civilian” programs, which are the least trusted and, hence, have the
most Iimited range of accesses. There may also be restrictions on what pieces of
memory can contain code—execute protection—and even on the entrance point
between the levels. The Intel Pentium protection structure, which uses rings, is
described later in this section. It is not clear today whether rings are an improve-
ment in practice over the simple system of user and kernel modes.

As the designer’s apprehension escalates to trepidation, these simple rings may
not suffice. Restricting the freedom given a program in the inner sanctum requires
a new classification system. Instead of a military model, the analogy of this system
is to keys and locks: A program can’t unlock access to the data unless it has the
key. For these keys, or capabilities, to be useful, the hardware and operating sys-
tem must be able to explicitly pass them from one program to another without
allowing a program itself to forge them. Such checking requires a great deal of
hardware support if time for checking keys is to be kept low.

A Paged Virtual Memory Example:
The Alpha AXP Memory Management and the 21064 TLB

The Alpha AXP architecture uses a combination of segmentation and paging,
providing protection while minimizing page table size. The 64-bit address space
is first divided into three segments: seg0 (bit 63 = 0), kseg (bits 63 and 62 =
10,,,.), and segl (bits 63 and 62 = 11,,,.). kseg is reserved for the operating sys-
tem kernel, has uniform protection for the whole space, and does not use memory
management. User processes use seg0 and segl, which are mapped into pages

MediaTek Exhibit 1004, Page 84 of 118



MediaTek Exhibit 1004, Page 85 of 118



MediaTek Exhibit 1004, Page 86 of 118



MediaTek Exhibit 1004, Page 87 of 118



MediaTek Exhibit 1004, Page 88 of 118



MediaTek Exhibit 1004, Page 89 of 118



MediaTek Exhibit 1004, Page 90 of 118



MediaTek Exhibit 1004, Page 91 of 118



MediaTek Exhibit 1004, Page 92 of 118



MediaTek Exhibit 1004, Page 93 of 118



MediaTek Exhibit 1004, Page 94 of 118



MediaTek Exhibit 1004, Page 95 of 118



6.10 Putting It All Together: The Alpha AXP 21064 Memory Hierarchy 461

cache entries are invalidated to avoid stale data. All these approaches can also be
used for output with write-back caches. More about this is found in Chapter 6.

The cache-coherency problem applies to multiprocessors as well as I/O. Un-
like I/0O, where multiple data copies are a rare event—one to be avoided when-
ever possible—a program running on multiple processors will want to have
copies of the same data in several caches. Performance of a multiprocessor pro-
gram depends on the performance of the system when sharing data. The protocols
to maintain coherency for multiple processors are called cache-coherency proto-
cols, and are described in Chapter 8.

5.10 | putting 1t All Together:
The Alpha AXP 21064 Memory Hierarchy

Thus far we have given glimpses of the Alpha AXP 21064 memory hierarchy;
this section unveils the full design and shows the performance of its components
for the SPEC92 programs. Figure 5.47 gives the overall picture of this design.

Let's really start at the beginning, when the Alpha is turned on. Hardware on
the chip loads the instruction cache from an external PROM. This initialization
allows the 8-KB instruction cache to omit a valid bit, for there are always valid
instructions in the cache; they just might not be the ones your program is inter-
ested in. The hardware does clear the valid bits in the data cache. The PC is set to
the kseg segment so that the instruction addresses are not translated, thereby
avoiding the TLB.

One of the first steps is to update the instruction TLB with valid page table en-
tries (PTEs) for this process. Kernel code updates the TLB with the contents of
the appropriate page table entry for each page to be mapped. The instruction TLB
has eight entries for 8-KB pages and four for 4-MB pages. (The 4-MB pages are
used by large programs such as the operating system or data bases that will likely
touch most of their code.) A miss in the TLB invokes the Privileged Architecture
Library (PAL code) software that updates the TLB. PAL code is simply machine
language routines with some implementation-specific extensions to allow access
to low-level hardware, such as the TLB. PAL code runs with exceptions disabled,
and instruction accesses are not checked for memory management violations,
allowing PAL code to fill the TLB.

Once the operating system is ready to begin executing a user process, it sets
the PC to the appropriate address in segment seg0.

We are now ready to follow memory hierarchy in action: Figure 5.47 is la-
beled with the steps of this narrative. The page frame portion of this address is
sent to the TLB (step 1), while the 8-bit index from the page offset is sent to the
direct-mapped 8-KB (256 32-byte blocks) instruction cache (step 2). The fully
associative TLB simultaneously searches all 12 entries to find a match between
the address and a valid PTE (step 3). In addition to translating the address, the
TLB checks to see if the PTE demands that this access result in an exception. An
exception might occur if either this access violates the protection on the page or if

MediaTek Exhibit 1004, Page 96 of 118



MediaTek Exhibit 1004, Page 97 of 118



MediaTek Exhibit 1004, Page 98 of 118



MediaTek Exhibit 1004, Page 99 of 118



MediaTek Exhibit 1004, Page 100 of 118



MediaTek Exhibit 1004, Page 101 of 118



MediaTek Exhibit 1004, Page 102 of 118



MediaTek Exhibit 1004, Page 103 of 118



MediaTek Exhibit 1004, Page 104 of 118



470 Chapter 5 Memory-Hierarchy Design
Time
% time due to appl.
Misses misses % time due directly to OS misses
% time OS
Inherent LO 1] 0s Data Data misses  Rest misses &
% in % in appl. conflicts  instr  misses for in block of OS appl.
Workload appl OS misses w.appl. misses migration operations misses conflicts
Pmake 47%  53% 14.1% 4.8% 10.9% 1.0% 6.2% 2.9% 25.8%
Multipgm 53% 47% 21.6% 34% 9.2% 4.2% 4.7% 3.4% 24.9%
Oracle 3%  27% 25.7% 10.2% 10.6% 2.6% 0.6% 2.8% 26.8%

FIGURE 5.52 Misses and time spent in misses for applications and operating system. Collected on Silicon Graphics
POWER station 4D/340, a multiprocessor with four 33-MHz R3000 CPUs running three application workloads under a UNIX
System V—Pmake: a parallel compile of 56 files; Multipgm: the parallel numeric program MP3D running concurrently with
Pmake and five-screen edit session; and Oracle: running a restricted version of the TP-1 benchmark using the Oracle data-
base. Each CPU has a 64-KB instruction cache and a two-level data cache with 64 KB in the first level and 256 KB in the
second level; all caches are direct mapped with 16-byte blocks. Data from Torrellas, Gupta, and Hennessy [1892].

Pitfall: Basing the size of the write buffer on the speed of memory and the av-
erage mix of writes.

This seems like a reasonable approach:

Memory references
Clock cycle

x Clock cycles to write memory

Write buffer size = x Write percentage

If there is one memory reference per clock cycle, 10% of the memory references
are writes, and writing a word of memory takes 10 cycles, then a one-word buffer
is added (1 x 10% x 10 = 1). Calculating for the Alpha AXP 21064,

1.36 memory references ; 15 clock cycles
; tes X ————— = ],
2.0 clock cycles w01 i Write L0

Write buffer size =

Thus, a one-word buffer seems sufficient.

The pitfall is that when writes come close together, the CPU must stall until
the prior write is completed. Hence the calculation above says that a one-word
buffer would be utilized 100% of the time. Queuing theory tells us if utilization is
close to 100%, then writes will normally stall the CPU.

The proper question to ask is how large a buffer is needed to keep utilization
low so that the buffer rarely fills, thereby keeping CPU write stall time low. The
impact of write buffer size can be established by simulation or estimated with a
queuing model.
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Exercises 483

d. [25] <5.2> A write-back cache that writes dirty data first and then loads the missed
block.

e. [25] <5.2> A write-back cache with a one-block write buffer that loads the miss data
first and then stalls the CPU on a clean miss if the write buffer is not empty.

f.  [25] <5.2> A write-back cache with a one-block write buffer that loads the miss data
first and then stalls the CPU on a clean miss only if the write buffer is not empty and
there is a potential conflict in the addresses.

Assume a 64-KB direct-mapped cache for data and a 64-KB direct-mapped cache for in-
structions with a block size of 32 bytes. The CPI of the CPU is 1.5 with a perfect memory
system and it takes 14 clocks on a cache miss and 7 clocks to write a single word to memory.

5.18 [25] <5.4> Using the UNIX pipe facility, connect the output of one copy of the cache
simulator to the input of another. Use this pair to see at what cache size the global miss rate
of a second-level cache is approximately the same as a single-level cache of the same
capacity for the traces provided.

5.19 [Discussion] <5.7> Second-level caches now contain several megabytes of data,
Although new TLBs provide for variable length pages to try to map more memory, most
operating systems do not take advantage of them. Does it make sense to miss the TLB on
data that are found in a cache? How should TLBs be reorganized to avoid such misses?

5.20 [Discussion] <5.7> Some people have argued that with increasing capacity of mem-
ory storage per chip, virtual memory is an idea whose time has passed, and they expect to
see it dropped from future computers. Find reasons for and against this argument.

5.21 [Discussion] <5.7> So far, few computer systems take advantage of the extra security
available with gates and rings found in a CPU like the Intel Pentium. Construct some
scenario whereby the computer industry would switch over to this model of protection.

5.22 [Discussion] <5.12> Many times a new technology has been invented that is expected
to make a major change to the memory hierarchy. For the sake of this question, let's suppose
that biological computer technology becomes a reality. Suppose biological memory tech-
nology has the following unusual characteristic: It is as fast as the fastest semiconductor
DRAMSs and it can be randomly accessed, but its per byte costs are the same as magnetic
disk memory. It has the further advantage of not being any slower no matter how big it is.
The only drawback is that you can only write it once, but you can read it many times. Thus
it is called a WORM (write once, read many) memory. Because of the way it is manufac-
tured, the WORM memory module can be easily replaced. See if you can come up with sev-
eral new ideas to take advantage of WORMs to build better computers using
“biotechnology.”

5.23 [Discussion] <3,4,5> Chapters 3 and 4 showed how execution time is being reduced
by pipelining and by superscalar and VLIW organizations: even floating-point operations
may account for only a fraction of a clock cycle in total execution time. On the other hand,
Figure 5.1 on page 374 shows that the memory hierarchy is increasing in importance. The
research on algorithms, data structures, operating systems, and even compiler optimiza-
tions were done in an era of simpler machines, with no pipelining or caches. Classes and
textbooks may still reflect those simpler machines. What is the impact of the changes in
computer architecture on these other fields? Find examples where textbooks suggest the so-
lution appropriate for old machines but inappropriate for modern machines. Talk to people
in other fields to see what they think about these changes.
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