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METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE
INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO
AUTHENTICATED USERS AND USER DEVICES

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] The application claims a priority benefit, under 35 U.S.C. §120, as a continuation
(CON) of U.S. non-provisional patent application serial no. 12/465,331, filed May 13, 2009,
entitled “APPARATUS AND METHODS FOR INTERACTING WITH MULTIPLE
INFORMATION FORMS ACROSS MULTIPLE TYPES OF COMPUTING DEVICES.”

[0002] Serial No. 12/465,331 in turn claims a priority benefit, under 35 U.S.C. §119(e), of
U.S. provisional patent application serial no. 61/052,765, filed May 13, 2008, and entitled
“SYSTEM AND METHOD FOR CONDUCTING BUSINESS IN A VIRTUAL WORLD OR
METAVERSE.”

[0003] Each of the above-identified applications is hereby incorporated herein by reference

in its entirety.
BACKGROUND
[0004] 1. Field of Invention

[0005] Embodiments of the present invention relate generally to user-centric information
convergence and, more particularly, to apparatus and methods for interacting with multiple

information forms across multiple types of computing devices and platforms.
[0006] 2. Description of the Related Art

[0007] Significant strides have been made in creating digital/digitized content of many
varieties, including text, graphics, pictures, video, streaming real-time video, remote device

control/interaction, three dimensional ("3D") graphic visualization of objects and digital sound.

[0008] Dissimilar evolutions of device interfaces on platforms such as computer
desktop/laptop screens, mobile devices, and special use displays have created many content

interaction metaphors. Users have had to accept that these different physical devices require

BOST_1924514.1
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expertise in each format to make them useful. Information utility has grown and similar content

can now be accessed from dissimilar devices but with differing access methods and metaphors.

[0009] Browsers were the Internet's early solution to creating a "window" or "portal" onto
personalizable content to manage the proliferation and exponentially expanding amount of
electronically available information. Some consumer interface technologies have focused on
simplification and ease of use. These technologies (ex. Google. RTM. or Apple.RTM. products)
utilize icons and simple text entry to improve usability and simplicity while utilizing
sophisticated computing methods to keep the users' display of information to a minimum. These

technologies largely remain text or two-dimensional ("2D") graphic-centric.

[0010] 3D data visualization methods have been limited to narrow deployment largely in the
technical Computer Aided Design ("CAD") fields where sophisticated users with specialized
training manipulated specialized applications. Advances in 3D gaming technologies have created
low cost and mass availability of sophisticated visualization, sound and animation of
information, however they lack useful business application due to their primary focus on the
uset/player's point-of-reference. Gaming technologies treat objects within the 3D framework for
visual reference and are poorly suited for complex and cross platform information management

solutions.
[0011] Therefore, there is a need for a solution that addresses the above and other problems.

SUMMARY

[0012] Aspects of the present invention provide a system, method, and computer program
product for interacting with multiple information forms across multiple types of computing
devices, including interactive displays and communication devices, without the shortcomings of
previous systems. A system, method, and computer program product in accordance with the
present invention may employ a universal grid of channels to engage in context relevant
interactions with any type of content and the content's representation as a selectable item, such as

a graphic, picture, video, and the like.

[0013] According to an aspect of the invention, a computer-readable storage media is
provided for interacting with multiple information forms across computing devices. The

computer-readable storage media may include computer-readable instructions configured to

BOST_1924514.1
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cause one or more computer processors to execute the operations including authenticating a user,
establishing a channel grid framework for the user on a first platform where the channel grid
framework provides access to a first computer application displayed on a display device as a
channel. The computer-readable storage media may further include computer-readable
instructions configured to cause one or more computer processors to also execute the operations
including deploying the channel from the channel grid framework on the first platform to a
second platform in response to a user selecting the channel from the channel grid framework on
the first platform and performing a copy operation of the channel to the second platform and

establishing a run time application of the first computer application on the second platform.

[0014] These and other advantages, aspects, and features of the present invention will
become more apparent from the following detailed description of embodiments and
implementations of the present invention when viewed in conjunction with the accompanying
drawings. The present invention is also capable of other embodiments and different
embodiments, and details can be modified in various respects without departing from the spirit
and scope of the present invention. Accordingly, the drawings and descriptions below are to be

regarded as illustrative in nature, and not as restrictive.
BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The accompanying drawings illustrate an embodiment of the invention and depict the
above-mentioned and other features of this invention and the manner of attaining them. In the

drawings:

[0016] FIG. 1 illustrates a block diagram of a system for conducting business in a virtual

world in accordance with an embodiment of the present invention.

[0017] FIG. 2 illustrates a block diagram of a system and method for interacting with
multiple information forms across multiple types of platforms in accordance with an embodiment

of the present invention.

[0018] FIG. 3 illustrates a schematic representation of a computer display device displaying

a channel grid framework in accordance with an embodiment of the present invention.

[0019] FIG. 4 illustrates a flowchart of an exemplary method of interacting with a channel in

accordance with an embodiment of the present invention.

BOST_1924514.1
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[0020] FIG. 5 illustrates a flowchart of a method of transferring a channel from a first

platform to a second platform in accordance with an embodiment of the present invention.
DETAILED DESCRIPTION

[0021] The following detailed description of the invention refers to the accompanying
drawings and to certain preferred embodiments, but the detailed description does not limit the
invention. The scope of the invention is defined by the appended claims and equivalents as it will
be apparent to those of skill in the art that various features, variations, and modifications can be

included or excluded based upon the requirements of a particular use.

[0022] As used in this application, the terms "a", "an" and "the" may refer to one or more
than one of an item. The terms "and" and "or" may be used in the conjunctive or disjunctive
sense and will generally be understood to be equivalent to "and/or." For brevity and clarity, a
particular quantity of an item may be described or shown while the actual quantity of the item
may differ, and features from one embodiment may be combined with features of another
embodiment. By way of non-limiting example, various components (e.g., channel grid
framework 101, content channels 202, and the like) are described and shown, which may
perform various functions and interact with each other. These components may be segregated
based on their function merely for the sake of description and may represent computer hardware
and executable software code which may be stored on a computer-readable storage medium for
execution on appropriate computing hardware. The various functions of the different components
may be combined or segregated as hardware or software stored on a computer-readable medium

in any manner, and may be used separately or in combination.

[0023] As can be appreciated from the above discussion, electronic information users are
confronted with ever increasing amounts of data. Information technologies are moving beyond
traditional computing terminals and equipment onto mobile, television and other special-use
displays. Dissimilar formats compounded with increasing amounts of digital content are
overwhelming users with data. Information users are now wasting their time locating, putting
into context, consolidating, managing multiple versions of, and understanding what is truly
meaningful. Users then spend insufficient time contemplating contexts and acting on the
information. Inefficiency is increasing and productivity declining. Consumers have a problem

meaningfully understanding and efficiently consuming the vast amount of content.

BOST_1924514.1
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[0024] In accordance with an embodiment of the present invention, a common and efficient
utility may be provided to interact with multiple information forms across multiple types of
computers, interactive displays, and communication devices ("platforms"), in a more effective
and efficient manner. Users may define the type and manner of delivery of information. The term
"information" should be broadly interpreted to include, by way of non-limiting example, any
appropriate type of content or data. Non-limiting examples may include text, graphics, pictures,
video, streaming real-time video, remote device control/interaction, 3D graphic visualization of
objects, and digital sound. Likewise, the phrase "information forms" as used herein is intended to
be synonymous with "information." The term "platforms" should be broadly interpreted to
include, by way of non-limiting example, computers, communication devices, and other
computing devices. Non-limiting examples include servers, networks of servers, desktop
computers, laptop computers, tablet computers, net-book computing devices, telephones, cell
phone devices, handheld devices, smart phones, interactive displays, personal digital assistants
(PDAs), portable digital assistants, enterprise digital assistants, personal navigation devices,
network connected devices, Blu-ray players (or other optical disk players with network access),
in-vehicle devices, televisions (set top boxes), virtual machines, and game consoles. Likewise,

the term devices used herein is intended to be synonymous.

[0025] Information may be delivered to a user based on the user's identity as established by
the system when the user's session is established. Because the user is known and authenticated,

preferences and rights to certain information types can be defined and managed for the user.

[0026] Information relevant to the user may be presented in, by way of non-limiting
example, a twelve item grid in the form of "channels." These channels may be preconfigured and
may contain any information format. Non-limiting examples include streaming video, audio,
voice-over-IP communication, environmental monitoring information, financial services
information, enterprise resource planning information, building information modeling, product
lifecycle management information, project management information, immersive 3D
environments, video conferencing information, RSS reader information, channel application
repository information, end-user preferences and localization information, word processing
documents, spreadsheets, presentation/slide shows, email, address book information, instant
messaging information, enterprise content management information, text, graphics, pictures,

video, remote device control/interaction, and 3D graphic visualization of objects. Each channel

BOST_1924514.1
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may be configured to perform complex functions both in how the information is synthesized and
delivered as well as what the user may do with it (as may be driven by the identify and
authorization granted to the user). The channels may be represented in 2D or 3D form across

multiple types of platforms.

[0027] The assignment of information priority, event alerts or triggers, and complex actions
that can result from the user's interaction with a channel may be built upon and exploited by
developers. A development tool or facility may be provided to a developer to create many forms
of customization. Triggers may be parameterized against information behavior. Non-limiting
examples of triggers may include exceeding a quantified numerical limit and multiple similar
events trending in a certain direction. The trigger may cause the information channel to change
its appearance or to take other actions that may be implemented by the developer. By way of
non-limiting example, one action that may be implemented is to provide a notification to the

user.

[0028] With respect to the information in a channel, the user may take action by touching,
clicking, or otherwise interacting with the channel. Based on the access rights assigned to an
individual and the underlying actions enabled through the channel's design, immediate response
to an event or a complex logic chain that formed the event may occur. In some instances, the
information may require deeper understanding, in which case the channel may expand to more

channels, more information, or into a 3D form to aid rapid and effective understanding.

[0029] 3D representation of objects and other users may be available seamlessly to facilitate
context relevant interaction with an easy-to-understand representation of a physical place, object,
people, or other users. Touching, clicking, or otherwise interacting with objects or participating
users may enable conditional logic to drive further visualization or actions. Events and actions
may be carried out from two dimensions to be viewed within a 3D representation. Objects may
appear to live in this virtual or representative world (meta-verse) indefinitely on demand from

digital representations that may exist in databases as needed.

[0030] FIG. 1 illustrates a block diagram of a system 100 for conducting business in a virtual
world in accordance with an embodiment of the present invention. The system 100 may include a
channel grid framework 101, a web services gateway 107, a virtual world server 109, and

enabled applications and services 120. The channel grid framework 101 may be connected to the

BOST_1924514.1
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web services gateway 107. The web services gateway 107 may be connected to the channel grid
framework 101, the virtual world server 109, and enabled applications and services 120. The
virtual world server 109 may be connected to the enabled applications and services 120. The
enabled applications and services 120 may be connected to the web services gateway 107 and the

virtual world server 109.

[0031] FIG. 2 illustrates a block diagram of a system 200 for interacting with multiple
information forms across multiple types of platforms in accordance with an embodiment of the
present invention. The system 200 may include multiple components. As noted above, the
various functions of the different components may be combined or segregated as hardware or
software. By way of non-limiting example, the components may exist on or as servers or
networks of servers, services, or devices. The components may exist in a service-oriented
architecture (SOA) that enables each component to exist as a logical component. Similarly, the
components may exist on other computers, communication devices, and other computing devices
such as desktop computers, laptop computers, mobile telephones, interactive displays, portable
digital assistants (PDAs), other network-connected devices, Blu-ray players, in-vehicle devices,
televisions, and the like. The system 200 may include a channel grid framework 201, content
channels 202, and an application host and transfer tool 203. The application host and transfer
tool 203 may include transfer icon #1 mobile device 204, transfer icon #2 television 205, and
transfer icon #3 other device type 206. Of course, additional transfer icons may be included as
desired. The system 200 may further include a web services gateway 207 and an identity

management server 208.

[0032] The channel grid framework 201 may be connected to the content channels 202 and
the web services gateway 207 through a system bus (not shown) or any suitable network or
communication connection. Similarly, the content channels 202 may be connected to the
application host and transfer tool 203. The application host and transfer tool 203 may be
connected to the transfer icon #1 mobile device 204, the transfer icon #2 television 205, and the
transfer icon #3 other device type 206. As noted above, the channel grid framework 201 may be
connected to the web services gateway 207. The web services gateway 207 may be connected to

the identity management server 208.
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[0033] The system 200 may further include a virtual world server 209, an enterprise service
bus 210, a channel alert server 211, a channel server 212, a video server 213, an enterprise
content management server 214, a device integration server 215, and a portal server 216. The
system 200 may further include telecommunications network services 217, an Internet

multimedia services gateway 218, and multiple databases 219.

[0034] The identity management server 208 may be connected to the virtual world server
209, the enterprise service bus 210, the channel alert server 211, the channel server 212, the
video server 213, the enterprise content management server 214, the device integration server
215, and the portal server 216. Each of the virtual world server 209, the enterprise service bus
210, the channel alert server 211, the channel server 212, the video server 213, the enterprise
content management server 214, the device integration server 215, and the portal server 216 may
be connected to one another. The enterprise service bus 210 may be connected to the Internet
multimedia services gateway 218, which may be connected to the telecommunications network
services 217. The channel alert server 211, the channel server 212, the video server 213, the
enterprise content management server 214, the device integration server 215, and the portal

server 216 may each be connected to multiple databases 219.

[0035] In addition to FIG. 2, attention is now directed to FIG. 3, which illustrates a
schematic representation of a computer display device 300 displaying the channel grid
framework 201 in accordance with an embodiment of the present invention. The channel grid
framework 201 may be a hardware device or a software application that displays a twelve
channel display layout on a hardware device, such as a computer display device 300. The
channel grid framework 201 may be delivered as a web-based browser software application or as
a standalone application. Any type of information or content may be assigned to any channel
202. The channel may be displayed on multiple platforms. Although the channel grid framework
201 may display twelve channels 202, the grid may display a larger or smaller number of
channels 202. The channel grid framework 201 may include a three-by-four (3.times.4) matrix of
square elements. Although the channel grid framework 201 may include a three-by-four matrix
of square elements, different configurations may be substituted. The channel grid framework 201
may also provide development, display, security, integration, and related feature implementation
of services delivered through and coupled with the web-services gateway 207, where the actual

command structure, business logic, and functions of specific channels 202 may be integrated
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from subordinate application functions as supported by the virtual world server 209, the
enterprise service bus 210, the channel alert server 211, the channel server 212, the video server
213, the enterprise content management server 214, the device integration server 215, the portal
server 216, the telecommunications network services 217, the Internet multimedia services

gateway 218, and multiple databases 219.

[0036] Each of the channels 202 may be representative of any form of information or
content. Non-limiting examples include static icons which may activate further functions and full
motion multimedia. An unlimited number of direct commands, access to subordinate grids or
functions may be assigned to the channel 202 by a developer. A user may access specific
channels 202 and interact with them based on the user's profile that has been established and is
managed by the identity management server 208. A channel 202 may be developed through the
use of services available to the developer. The use of these services may include web services
gateway 207, identity management server 208, virtual world server 209, the enterprise service
bus 210, the channel alert server 211, the channel server 212, the video server 213, the enterprise
content management server 214, the device integration server 215, the portal server 216, and the
Internet multimedia services gateway 218. The channel information (e.g., content), enabling

alerts, and integration to these services may reside in multiple databases 219.

[0037] The application host and transfer tool 203 may be a separate software application that
may be installed on a specific hardware device such a computer, communication device, or other
computing device. Non-limiting examples include a server, a network of servers, a desktop
computer, a laptop computer, a tablet computer, a net-book computing device, a telephone, a cell
phone device, a handheld device, a smart phone, an interactive display, a personal data assistant
(PDA), an enterprise digital assistant, a personal navigation device, a network connected device,
a Blu-ray player (or other optical disk player with network access), an in-vehicle device, a set-
top box (television), a virtual machine, a game console, and the like. The application host and
transfer tool 203 may allow for individual channels residing in the desktop channel grid
framework 201 to be "dragged and dropped" (by, as a non-limiting example, clicking, holding,
moving and releasing) out of the desktop channel grid framework 201 and into the application
host and transfer tool 203. The dropping of a channel 202 on the application host and transfer
tool 203 may trigger a server event that may download a copy of the channel into the application

host and transfer tool 203. Once the channel 202 is installed onto the application host and
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transfer tool 203, the channel may then be an independent entity, the desktop channel grid
framework 201 can be closed, and the channel(s) 202 residing in the application host and transfer
tool 203 can be utilized. Channels 202 residing in the application host and transfer tool 203 can
be transferred to other registered devices or platforms (such as from a desktop computer to a
mobile telephone) by "dragging and dropping” the channel 202 on top of one the registered
device icons located on, by way of non-limiting example, the application host and transfer tool
203 dock. The drag and drop event may trigger a download of the device specific application to
the intended device or platform. Channels 202 residing in the application host and transfer tool
203 may also be "dragged" outside of the application host and transfer tool 203 onto the device
"desktop" and be interacted with. All functions and features may remain operable and
synchronized across all registered devices or platforms invoked through the transfer command
for 204, 205 and 206 through the web services gateway (207) in a manner similar to the channel
grid framework's 201 instantiation. The channel 202 may then appear in the channel grid
framework 201 and on the desktop 301. Functions and features of the channel 202 remain
operable and synchronized across all registered platforms invoked through the copy or transfer
command through the web services gateway 207 to the channel server 212 and channel alert

server 211 to allow full engagement of the functions provided by the channel 202.

[0038] Transfer icon #1 mobile device 204, transfer icon #2 television 205, and transfer icon
#3 other device type may each be a hardware device or software application. If a selected
channel 202 exists in the application host transfer tool 203, the channel 202 may be moved to a
transfer icon through a drag and drop instruction. During a drag and drop function, the channel
202 may be transformed to become available on a selected platform (e.g., a mobile device).
During an initial configuration of channels 202, a user profile may be established which may
identify user preferences, platform identities, and service support instructions as to how the user
wishes information to behave on the selected platform. The selected platform may need to be
electronically connectable such as through the Internet, close over-the-air mechanism (e.g.,
Bluetooth.RTM.), or through a wired connection. When the channel 202 appears on the selected
platform, it may retain all of its original native functionality from the channel grid framework
201 if it has been configured or programmed to do so. The application host and transfer tool 203
transfer icons 204, 205, 206 may serve as trigger mechanisms, each to activate a channel

download to a specific, registered device or platform. The download may be activated by a drag
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and drop of an application host and transfer tool 203 in which channel 202 application resides
onto a transfer icon 204, 205, 206, which, in turn, may send the download request to a remote
server application where the appropriate and device or platform specific application may be

downloaded to the requesting device or platform.

[0039] The web services gateway 207 may be an Internet-based hardware device or software
tool through which the channel grid framework 201 may interact with external applications and
services. When a user selects a specific channel 202 an instruction from the channel grid
framework 201 may pass through the web services gateway 207 to interact with the identity
management server 208. A user may be authenticated along with the registries to all services,
applications, and information that may be involved with that performance of the function of
channel 202. Once authenticated, the request for activity may be processed by one or more of the
enterprise service bus 210, the channel alert server 211, the channel server 212, the video server
213, the enterprise content management server 214, the device integration server 215, the portal
server 216, the Internet multimedia services gateway 218, the virtual world server 209 and the
multiple databases 219. The information or service function to be performed or processed may
then be processed back through the identity management server 208 for authorization, then
transformed back into the channel characterization as defined in the channel grid framework 201

and displayed as a channel 202.

[0040] The identity management server 208 may be a hardware device or software
application that may provide user, application, device, location, equipment and information
authentication. When a channel 202 is initially created, the application and its information access
and security protocols that are required may be identified. When a user is associated with a
channel 202 or specific services that may be enabled by the channel 202, access and security
protocols may be identified for each condition and action to be performed by the user. This
information may be stored in a secure and specific database 219. Every time the channel 202 is
invoked or interrogated, both the security of the applications affected as well as the security of
the user may be confirmed. Once authorized, the channel 202 services may be performed, and
the content provided by the computer application on the channel 202 may be evaluated. The
interrogation of the channel 202 may be bi-directional, where the channel 202 may interrogate
the identity management server 208 to evaluate content and determine if the channel 202 services

are available, and similarly, the identity management server 208 and the web services gateway
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207 may be configured to interrogate the channel 202 in the channel grid framework 201 to

evaluate content provided by the first computer application.

[0041] The virtual world server 209 may be a 3D software application or a device and may
be used to provide visualization of information, command actions, or functions, and
collaboration among electronically-connected participants. By way of non-limiting example,
teleconference attendees may be visualized as floating orbs. Other users on separate platforms
may also serve as video conference attendees. Within the virtual world server 209, an
instantancous visualization of objects in 3D may serve as a method to access information as well
as an ability to command actions, or perform functions. These objects may each have associated
data or metadata attached. When the user interacts (by way of non-limiting example by touching,
clicking, or performing other commands) with an object, the virtual world server 209 may access
the data or metadata or a related application as desired by the developer. All interactions with
information, command actions, or functions may pass through the identity management server
208 and the web services gateway 207, and may be displayed in native applications or through a

channel 202.

[0042] The enterprise services bus 210 may be a hardware device or software application
that may manage multiple information control, application integration, and user enabled
instructions. It may be the primary integration utility to all applications, information and
communications. When a developer creates a channel's 202 business logic, associated
commands, information transactions, user class entitlements and workflow, they may be stored
in databases 219. The enterprise service bus 210 may call the instructions and information from
these databases 219 and enable the command to be serviced and the action requirements to be

satisfied.

[0043] The channel alert server 211 may be a hardware device or software application that
may continually monitor application and information activities defined by a channel. By way of
non-limiting example, a user or developer may define threshold conditions with definitive values
assigned to events, conditions, logical workflows, discrete information values or signal data. If
an established condition is met, the channel alert server 211 may notify the identity management
server 208 to confirm the subscriber of the event, determine the active devices of the subscriber,

and then pass through the web services gateway 207 and the channel grid framework 201 to
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provide a visual or auditory alert in the channel 202. Likewise, the alert may trigger additional
actions affecting the channel 202 and the underlying computer application. For example, a
channel may be established to monitor an alarm condition of a business or residence. If a
condition at the business or residence triggers an alarm, an additional alert action such as
notifying a law enforcement agency or a protective services group may be triggered. The alert
can appear as defined on other platforms such as a mobile device, a television (set top box), a

Blu-ray player, or other devices.

[0044] The channel server 212 may be a hardware device or a software application which
may define the visual characterization, functions, information, and features of a channel 202. The
channel description and all related information may be stored in databases 219. All channels may
be stored in a channel repository located within the channel server 212. When a channel 202 is
added to the channel grid framework 201 or the application host and transfer tool 203, software
calls or hardware signals may be made to the channel server 212 to request a device specific
download action to be performed. The download may occur over, by way of non-limiting
example, wired/wireless Internet via TCP-1P, Bluetooth, or local cable via USB cable. This
action may route through the enterprise service bus 210 based on logic associated to the channel
202. Specific actions and information to be displayed may be served or serviced through the

identity management server 208, and on to the target device.

[0045] The video server 213 may be a hardware device or software application that may
provide application services to transform, transmit, and support the delivery of information in the
form of video and audio. The channel server 212, enterprise content management server 214, and

databases 219 may be accessed by the video server 213 for content.

[0046] The enterprise content management server 214 may be a hardware device or a
software application that may provide primary configuration, templates, user interface controls
and management control over the information displayed on a channel 202. The originating
application data from all applications that are invoked through a channel call may route through
the enterprise content management server 214. All images, charting, icons, artwork and other
forms of digital art that make up the user experience may be stored in the enterprise content
management server repository 214, Metadata associated with the request, action, data, user, and

time may be managed in an associated database 219.
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[0047] The device integration server 215 may be a hardware device or software application
that may manage the connection between a channel 202 and any application or information
source containing streaming or real-time information from a machine or device. The device
integration server 215 may support the interchange of Internet protocol based information
commands. A user invoking a channel 202 associated with this information type, and authorized
to do so by the identity management server 208, whether displayed in the virtual world server
209 or directly to the channel 202, may command a function. By way of non-limiting example, a
user may send a command to an actual physical thermostat in the actual physical world as a
display in the virtual world server. The device integration server may store real-time data

captured from devices in multiple databases 219 for later retrieval.

[0048] The portal server 216 may be a hardware device or software application that may
facilitate Internet function access by the web services gateway 207. This utility may be used to

call other Internet-based functions and services by the web services gateway 207.

[0049] The telecommunications network services 217 may provide content distribution and

retrieval services for channels 202 through telecommunication wireline and wireless services.

[0050] The enterprise service bus 210 may send all data traffic requests to applications,

services and systems.

[0051] The Internet multi-media services gateway 218 may serve as the specific
implementation of network traffic protocols, applications and services to specific

telecommunications providers.

[0052] The databases 219 may exist to manage commands, applications, information, and

user profiles.

[0053] The operation of the system 200 for interacting with multiple information and data
forms across multiple types of computers, interactive displays, communication devices, and

computing devices is now described with reference to FIGS. 4 and 5.

[0054] FIG. 4 is a flowchart of an exemplary method 400 of interacting with a channel. In
operation 402, the method 400 may begin. In operation 404, a user may be authenticated. The

user may initiate the channel grid framework 201, and provide authentication data. The
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authentication data may pass through the web services gateway 207 to the identity management

server 208 for authentication.

[0055] After authenticating the user in operation 404, the channel grid framework 201 may
be established for the user on a first platform or device in operation 406. The channel grid
framework 201 may display twelve channels 202. A channel 202 may be representative of any
form of information or content. As a non-limiting example, the channel 202 may represent a
temperature in a specific building as measured by a thermostat sensor. In displaying the channel

202, the channel 202 may be authenticated by the identity management server 208.

[0056] In operation 408, the user may determine whether to transfer the channel 202 from
the first platform or device to a second platform or device. If the user determines to transfer the
channel 202 from the first platform or device to the second platform or device, operation 418
may be performed and the channel 202 may be deployed from the first platform or device to the
second platform or device by selecting the channel 202 and dragging that channel 202 from the
channel grid framework 201. The selection and dragging of the channel 202 may be according to
the method shown in FIG. 5 and discussed below. The method 400 may return to operation 408.
If in operation 408 the user does not determine to transfer the channel 202, the method 400 may

proceed to operation 410.

[0057] In operation 410, the user may determine whether to interact with a 3D digital
instance of a physical object in a 3D workspace to access information related to the physical
object. If the user determines to interact with the 3D digital instance of the physical object in the
3D workspace, operation 420 may be performed. The user may be presented with the 3D
workspace using the virtual world server 209. In the 3D workspace, the 3D digital instance of the
physical object may appear. The user may select or otherwise interact with the 3D digital
instance of the physical object to access information related to the physical object. Further to the
non-limiting example where the channel 202 may represent the temperature in the specific
building as measured by the thermostat sensor, the user may select or otherwise interact with a
3D digital instance of the thermostat. As a non-limiting example, the user may obtain a service

history of the thermostat.

[0058] In the 3D workspace, the underlying functionalities of a channel 202 (identity, web

services, enterprises services bus, databases) may be accessed in the same way as they would be
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using a channel 202 interface on the channel grid framework 201. By way of non-limiting
example, when a user selects a specific channel 202, an instruction from the channel grid
framework 201 may pass through the web services gateway 207 to interact with the identity
management server 208. The user may be authenticated along with the registries to all services,
applications, and information that may be involved with that performance of the function of
channel 202. Once authenticated, the request for activity may be processed by one or more of the
enterprise service bus 210, the channel alert server 211, the channel server 212, the video server
213, the enterprise content management server 214, the device integration server 215, the portal
server 216, the Internet multimedia services gateway 218, the virtual world server 209, and the
multiple databases 219. The information or service function to be performed or processed may
then be processed back through the identity management server 208 for authorization, then
transformed back into the channel characterization as defined in the channel grid framework 201

and displayed as the channel 202. Similarly, from the 3D workspace, the operations may occur.

[0059] The method may return to operation 408. If in operation 410 the user does not
determine to interact with the 3D digital instance of the physical object, the method 400 may

proceed to operation 412.

[0060] In operation 412, the user may determine whether to interact with a 3D avatar (an
electronic representation of a human or other) of a second user in a 3D workspace to be
displayed on both the user's platform or device and the second user's platform or device. If the
user determines to interact with the 3D avatar of the second user in the 3D workspace, operation
422 may be performed. The user may be presented with the 3D workspace using the virtual
world server 209. The second user may also be presented with the 3D workspace using the
virtual world server 209. The first and second users may be on different platforms or devices. In
the 3D workspace, the user may be represented by a 3D avatar of the user. The second user may
be represented by the 3D avatar of the second user. The 3D avatars of the user and the second
user may interact in the 3D workspace. The method may return to operation 408. If, in operation
412, the user does not determine to interact with the 3D avatar of the second user in the 3D

workspace, the method may proceed to operation 414.

[0061] In operation 414, the user may determine whether to interact with a 3D digital

instance of a physical object in a 3D workspace to implement a change in the 3D digital instance
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to implement a corresponding physical change in the physical object. If the user determines to
interact with the 3D digital instance of the physical object in the 3D workspace, operation 424
may be performed. The user may be presented with the 3D workspace using the virtual world
server 209. In the 3D workspace, a 3D digital instance of a physical object may appear. The user
may implement a change in the 3D digital instance of the physical object to implement a
corresponding physical change in the physical object. Further to the non-limiting example where
channel 202 may represent the temperature in the specific building as measured by a thermostat
sensor, the user may increase the desired temperature in the 3D digital instance of the physical
thermostat. Accordingly, the physical thermostat's setting may experience a corresponding
increase in the desired temperature. The method may return to operation 408. If in operation 414
the user does not determine to interact with the 3D digital instance of the physical object in the

3D workspace, the method 400 may proceed to operation 416.

[0062] In operation 416, the user may determine whether to end the current session. If the
user determines not to end the current session, the method 400 may return to operation 408. If
the user does determine to end the current session, the method 400 may proceed to operation 426

and ends.

[0063] It should be noted that although FIG. 4 shows determinations occurring at particular
points during the method, the determinations, like other operations, may be made at different

points during the method, and differently relative to one another.

[0064] FIG. 5 is a flowchart of an exemplary method 500 of transferring a channel from a
first platform or device to a second platform or device. In operation 502, the method 500 may

begin.

[0065] In operation 503, a user may be authenticated. In operation 504, a channel grid
framework 201 for the user may be established on a first platform or device. The channel grid
framework 201 may provide access to a first computer application displayed on a display device
as a channel 202. The channel 202 may be displayed on the first platform or device in a channel
grid framework 201. As noted above, the channel server 212 may define the visual
characterization, functions, information, and features of the channel 202. The channel description
and all related information may be stored in databases 219. All channels may be stored in a

channel repository located within the channel server 212. When the channel 201 is added to the

BOST_1924514.1

Page 30 of 393



-18- Attorney Docket No.: 098944-0133
(ML0000US04)

channel grid framework 201, software calls or hardware signals may be made to the channel
server 212 to request a device specific download action to be performed. This action may route
through the enterprise service bus 210 based on logic associated to the channel 202. Specific
actions and information to be displayed may be served or serviced through the identity

management service 208, and on the target device.

[0066] In operation 506, the channel 202 may be deployed from the channel grid framework
201 on the first platform or device to a second platform or device in response to the user
selecting the channel from the channel grid framework 201 on the first platform or device and
performing a copy operation of the channel 202 to the second platform or device. The selecting
may include a dragging of the channel 202 out of the channel grid framework 201 and onto the
application host and transfer tool 203 where the channel 202 may then be directed to a registered
computing device. The channel grid framework 201 may be a browser-based software
application or a stand-alone software application. The first platform or device may be running,
and the channel grid framework 201 may be compatible with JavaFX. TM., Microsoft
Silverlight. TM., Adobe Flex. TM., and similar proprietary and open source rich Internet
application software frameworks, for example. The selection of the channel 202 may include
using a rich Internet application or a similar class of software tools delivered via a browser or via
a sandbox or virtual machine. For example, JavaFX. TM., Microsoft Silverlight. TM., Adobe
Flex.TM., and similar proprietary and open source software tools may be used to provide
additional functionality of the application host and transfer tool 203 to enable dragging of the
channel 202 from the channel grid framework 201 to an icon 204, 205, or 206 on the desktop 301
of the first platform or device. The icon 204, 205, or 206 may represent the second platform or
device. While the rich Internet applications, such as JavaFX. TM., Microsoft Silverlight. TM.,
Adobe Flex.TM., and similar proprictary and open source software tools may be used to provide
dragging functionality within the channel grid framework 201, the additional functionality of the
application host and transfer tool 203 may provide the dragging functionality independent of the
channel grid framework 202. Similarly to operation 504, when the channel 201 is added to the
application host and transfer tool 203, software calls or hardware signals may be made to the

channel server 212 to request a device specific download action to be performed.
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[0067] In operation 508, a runtime application of the channel 201 may be established on the
second platform or device. This may result in the channel 201 being displayed and becoming

operational on the second platform or computing device. In operation 510, the method 500 ends.

[0068] The foregoing description discloses only exemplary embodiments of the invention.
Modifications of the above-disclosed embodiments of the present invention of which fall within
the scope of the invention will be readily apparent to those of ordinary skill in the art. By way of
non-limiting example, although many items are shown as software applications (e.g., the channel
grid framework 201), one or more of these items may also be embodied as hardware, or as a
combination of software and hardware. Further, although one or more components are disclosed
as existing in a SOA architecture, one or more components may exist as separate components,

and may be merged or separated differently.

[0069] The devices and subsystems of the exemplary embodiments of FIGS. 1-5 are for
exemplary purposes, as many variations of the specific hardware used to implement the
exemplary embodiments are possible, as will be appreciated by those skilled in the relevant arts.
By way of non-limiting example, the functionality of one or more of the devices and subsystems
of the exemplary embodiments of FIGS. 1-5 can be implemented via one or more programmed

computer systems or devices, including server computers, client computers, and the like.

[0070] To implement such variations as well as other variations, a single computer system
can be programmed to perform the special purpose functions of one or more of the devices and
subsystems of the exemplary embodiments of FIGS. 1-5. On the other hand, two or more
programmed computer systems or devices can be substituted for any one of the devices and
subsystems of the exemplary embodiments of FIGS. 1-5. Accordingly, principles and advantages
of distributed processing, such as redundancy, replication, and the like, also can be implemented,
as desired, to increase the robustness and performance of the devices and subsystems of the

exemplary embodiments of FIGS. 1-5.

[0071] The devices and subsystems of the exemplary embodiments of FIGS. 1-5 can store

information relating to various processes described herein. This information can be stored in one
or more memories, such as a hard disk, optical disk, magneto-optical disk, RAM, and the like, of
the devices and subsystems of the exemplary embodiments of FIGS. 1-5. One or more databases

of the devices and subsystems of the exemplary embodiments of FIGS. 1-5 can store the

BOST_1924514.1

Page 32 0f 393



20- Attorney Docket No.: 098944-0133
(ML0000US04)

information used to implement the exemplary embodiments of the present invention. The
databases can be organized using data structures (e.g., records, tables, arrays, fields, graphs,
trees, lists, and the like) included in one or more memories or storage devices listed herein. The
processes described with respect to the exemplary embodiments of FIGS. 1-5 can include
appropriate data structures for storing data collected and/or generated by the processes of the
devices and subsystems of the exemplary embodiments of FIGS. 1-5 in one or more databases

thereof.

[0072] All or a portion of the devices and subsystems of the exemplary embodiments of
FIGS. 1-5 can be conveniently implemented using one or more general purpose computer
systems, microprocessors, digital signal processors, micro-controllers, and the like, programmed
according to the teachings of the exemplary embodiments of the present invention, as will be
appreciated by those skilled in the computer and software arts. Appropriate software can be
readily prepared by programmers of ordinary skill based on the teachings of the exemplary
embodiments, as will be appreciated by those skilled in the software art. Further, the devices and
subsystems of the exemplary embodiments of FIGS. 1-5 can be implemented on the World Wide
Web. In addition, the devices and subsystems of the exemplary embodiments of FIGS. 1-5 can
be implemented by the preparation of application-specific integrated circuits or by
interconnecting an appropriate network of conventional component circuits, as will be
appreciated by those skilled in the electrical arts. Thus, the exemplary embodiments are not

limited to any specific combination of hardware circuitry and/or software.

[0073] As stated above, the devices and subsystems of the exemplary embodiments of FIGS.
1-5 can include computer readable storage media or memories for holding instructions
programmed according to the teachings of the present invention and for holding data structures,
tables, records, and/or other data described herein. Computer readable storage media can include
any suitable medium that participates in providing instructions to a processor for execution. Such
a medium can take many forms, including but not limited to, non-volatile media, volatile media,
transmission media, and the like. Non-volatile media can include, by way of non-limiting
example, optical or magnetic disks, magneto-optical disks, and the like. Volatile media can
include dynamic memories, and the like. Transmission media can include coaxial cables, copper
wire, fiber optics, and the like. Transmission media also can take the form of acoustic, optical,

electromagnetic waves, and the like, such as those generated during radio frequency (RF)
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communications, infrared (IR) data communications, and the like. Common forms of computer-
readable storage media can include, by way of non-limiting example, a floppy disk, a flexible
disk, hard disk, magnetic tape, any other suitable magnetic medium, a CD-ROM, CDRW, DVD,
any other suitable optical medium, punch cards, paper tape, optical mark sheets, any other
suitable physical medium with patterns of holes or other optically recognizable indicia, a RAM, a
PROM, an EPROM, a FLASH-EPROM, any other suitable memory chip or cartridge, a carrier

wave, or any other suitable medium from which a computer can read.

[0074] Although embodiments of the present invention have been shown and described, the
present invention is not so limited, but rather covers various modifications and equivalent

arrangements, which fall within the purview of the claims and their equivalents.
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CLAIMS

1. An apparatus to provide secure user-centric information via at least one user platform
operated by a user, the apparatus comprising:

at least one communication interface to facilitate wired and/or wireless communications
with the at least one user platform via one or more transmission media;

at least one memory to store processor-executable instructions; and

at least one processor communicatively coupled to the at least one communication
interface and the at least one memory, wherein upon execution of the processor-executable
instructions by the at least one processor, the at least one processor establishes a user session to
manage provision of and interaction with the secure user-centric information by:

A) implementing a plurality of channels through which the user receives and/or
interacts with, via the at least one user platform, respective portions of the secure user-
centric information;

B) controlling the at least one communication interface to receive, from the at
least one user platform, a user identity for the user and a platform identity for the at least
one user platform;

C) authenticating the user and the user platform to receive the secure user-centric
information based at least in part on the user identity and the platform identity; and

D) if the user and the user platform are authenticated in C), controlling the at least
one communication interface so as to transmit to the at least one user platform first
authenticated channel information relating to at least one authorized channel of the
plurality of channels implemented in A), based at least in part on information access
rights and/or security protocols respectively associated with the corresponding plurality

of channels, the user, and the user platform.

2. The apparatus of claim 1, wherein the secure user-centric information includes at least
one of:

text information;

graphic information;

one or more pictures;
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one or more videos;

audio or digital sound;

streaming data, audio or video;

content associated with an executing computer application;

voice-over-IP communication;

instant messaging/SMS information;

video-conferencing information;

environmental monitoring information;

financial services information;

enterprise resource planning information;

enterprise content management information;

building information;

project management information;

product lifecycle management information;

RSS (Really Simple Syndication) reader information;

remote device control/interaction information;

a three-dimensional graphic visualization of one or more objects and/or immersive
environments;

one or more word processing documents;

one or more spreadsheets;

one or more presentation/slide shows;

email; and

address book information.

3. The apparatus of claim 1, wherein the first authenticated channel information is provided

by at least one authenticated channel application and/or at least one authenticated service.

4. The apparatus of claim 1, wherein the at least one communication interface includes a
web services gateway communicatively coupled to the at least one user platform server via the

one or more transmission media.
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5. The apparatus of claim 1, wherein the at least one memory stores at least one user profile
to identify user preferences, platform identities, and service support instructions that determine
how the secure user-centric information behaves on the user platform, and wherein:

C) comprises authenticating the user and the user platform based at least in part on the
user profile; and

D) comprises transmitting the first authenticated channel information to the at least one

user platform based at least in part on the user profile.

6. The apparatus of claim 1, wherein:

the at least one memory stores an authentication directory to provide the information
access rights and/or security protocols respectively associated with the corresponding plurality of
channels, the user, and the user platform;

the authentication directory includes a plurality of user accounts, a plurality of device
accounts, and a plurality of application accounts; and

C) comprise authenticating the user and the user platform based at least in part on the
plurality of user accounts and the plurality of device accounts included in the authentication

directory.

7. The apparatus of claim 6, wherein:
at least one user account of the plurality of user accounts includes at least one entry

comprising at least one of:

a user name;

a user password;

a user email;

a user mailstop;

a user telephone number;

a user mobile number;

a user building;

a user campus; and

at least one user group; and

C) comprises authenticating the user if the user identity matches the at least one entry.
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8. The apparatus of claim 6, wherein:
at least one device account of the plurality of device accounts includes at least one entry
comprising at least one of:
a device name;
a device type;
a device manufacturer;
a device model number;
a device serial number;
a device IP address;
a device location;
a device user; and
a device password; and
C) comprises authenticating the user platform if the platform identity matches the at least

one entry.

9. The apparatus of claim 8, wherein C) comprises authenticating the at least one user

platform based at least in part on a location of the at least one user platform.

10.  The apparatus of claim 6, wherein D) comprises:
transmitting to the at least one user platform the first authenticated channel information
based at least in part on the plurality of application accounts included in the authentication

directory.

11.  The apparatus of claim 10, wherein:
at least one application account of the plurality of application accounts includes at least
one entry comprising at least one of:
an application name;
an application serial number;
at least one application module;
at least one application web service;

at least one application interface;
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at least one application protocol;
at least one application host;

an application IP address;

an application location;

an application user; and

an application password.

12.  The apparatus of claim 10, wherein C) comprises authenticating the at least one user

platform based at least in part on a location of the at least one user platform.

13.  The apparatus of claim 1, wherein in D), the at least one processor further manages the
provision of and interaction with the secure user-centric information by:

D1) controlling the at least one communication interface to transmit channel information
corresponding to at least some of the plurality of channels implemented in A), including the first
authenticated channel information, to the at least one user platform so as to facilitate display of a
desktop for the at least one user platform as a channel grid framework, the channel grid
framework including a plurality of user-selectable items representing the at least some of the
plurality of channels implemented in A),

wherein, in D1), the plurality of user-selectable items included in the channel grid
framework is based at least in part on the information access rights and/or the security protocols
respectively associated with the corresponding plurality of channels, the user, and the user

platform.

14. A system, comprising:
the apparatus of claim 13; and
the at least one user platform, wherein the at least one user platform comprises:
a display device to display the desktop for the user platform;
at least one second communication interface to facilitate wired and/or wireless
communications to the apparatus via one or more transmission media;

at least one second memory to store second processor-executable instructions; and
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at least one second processor communicatively coupled to the display device, the
at least one second communication interface, and the at least one second memory,
wherein upon execution of the second processor-executable instructions, the at least one
second processor controls the display device to display the desktop for the at least one
user platform as the channel grid framework based at least in part on the channel

information received from the apparatus.

15.  The system of claim 14, wherein the at least one user platform includes at least one of:

a desktop computer;

a laptop computer;

a tablet computer;

a net-book computing device;

a handheld computing device;

a personal, enterprise, or portable digital assistant;

a telecommunications device including one of a telephone, a cell phone, and a smart
phone;

a personal navigation device;

a vehicle-based device;

an optical disk player;

a television; and

a game console.

16. The system of claim 14, wherein:

the at least one user platform includes a plurality of user platforms communicatively
coupled to the apparatus of claim 13; and

the plurality of user platforms include multiple different types of computing devices

and/or multiple different types of communication devices.

17. The apparatus of claim 1, wherein the first authenticated channel information includes at
least one of:

text information;
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graphic information;

one or more pictures;

one or more videos;

audio or digital sound;

streaming data, audio or video;

content associated with an executing computer application;

voice-over-IP communication;

instant messaging/SMS information;

video-conferencing information;

environmental monitoring information;

financial services information;

enterprise resource planning information;

enterprise content management information;

building information;

project management information;

product lifecycle management information;

RSS (Really Simple Syndication) reader information;

remote device control/interaction information;

a three-dimensional graphic visualization of one or more objects and/or immersive
environments;

one or more word processing documents;

one or more spreadsheets;

one or more presentation/slide shows;

email; and

address book information.

18. The apparatus of claim 1, wherein:

in A), the at least one processer implements a channel server that defines one or more
visual characterizations, one or more functions or features, and/or one or more information types
provided by respective channels of the plurality of channels;

the channel server implements at least the at least one authorized channel; and
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the at least one memory further stores at least one database including registries to one or
more services and/or applications used by the channel server to implement the at least one

authorized channel and provide the first authenticated channel information.

19.  The apparatus of claim 18, wherein the at least one processor manages provision of and
interaction with at least some of the secure user-centric information by:
implementing at least one other server, communicatively coupled to the channel server, to
provide the one or more services and/or applications registered in the at least one database and
used by the channel server to implement the at least one authorized channel and provide the first
authenticated channel information, wherein the at least one other server includes at least one of:
an identity management server to authenticate the user and the at least on user
platform in C);

a video server to transform, transmit, and/or support delivery of video information
and/or audio information included in the first authenticated channel information;

an enterprise content management server to provide configuration, templates,
visual content, user interface controls and management control for the first authenticated
channel information;

a device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first
authenticated channel information;

a portal server to facilitate Internet-based function access by the at least one user
platform;

a channel alert server to monitor the first authenticated channel information so as
to determine one or more events, conditions, logical workflows, discrete information
values or signal data based on at least one threshold condition or parameter, and to
generate at least one alert in response to the one or more determined events, conditions,
logical workflows, discrete information values or signal data relating to the first
authenticated channel information; and

a virtual world server to provide a three-dimensional visualization of, and/or

interaction with, the first authenticated channel information.
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20.  The apparatus of claim 19, wherein the at least one other server includes:
the identity management server to authenticate the user and the at least on user platform

in C).

21.  The apparatus of claim 19, wherein the at least one other server includes:
the video server to transform, transmit, and/or support delivery of video information

and/or audio information included in the first authenticated channel information.

22.  The apparatus of claim 19, wherein the at least one other server includes:
the enterprise content management server to provide configuration, templates, visual
content, user interface controls and management control for the first authenticated channel

information.

23.  The apparatus of claim 19, wherein the at least one other server includes:
the device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first authenticated

channel information.

24.  The apparatus of claim 19, wherein the at least one other server includes:
the portal server to facilitate Internet-based function access by the at least one user

platform.

25.  The apparatus of claim 19, wherein the at least one other server includes:

the channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values or
signal data based on at least one threshold condition or parameter, and to generate at least one
alert in response to the one or more determined events, conditions, logical workflows, discrete

information values or signal data relating to the first authenticated channel information.
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26. The apparatus of claim 25, wherein the at least one other server includes the channel alert
server, and wherein the at least one threshold condition or parameter includes a numerical limit

or a trend.

27. The apparatus of claim 25, wherein the at least one other server includes the channel alert
server, and wherein the at least one alert includes at least one of:

at least one visual alert;

at least one auditory alert;

at least one email message;

at least one SMS text message;

activation of at least one channel of the plurality of channels; and

a notification to a law enforcement agency.

28.  The apparatus of claim 27, wherein the channel alert server controls the at least one
communication interface so as to implement the at least one alert on at least one of:

a device operated by at least one other user associated with or designated by the user,
wherein the at least one other user is authenticated by the apparatus to receive the at least one
alert; and

at least one other user platform authenticated by the apparatus to receive the at least one

alert.

29.  The apparatus of claim 19, wherein the at least one other server includes:
the virtual world server to provide a three-dimensional visualization of, and/or interaction

with, the first authenticated channel information.

30.  The apparatus of claim 19, wherein the at least one other server includes:

the identity management server to authenticate the user and the at least on user platform
in C);

the video server to transform, transmit, and/or support delivery of video information

and/or audio information included in the first authenticated channel information;
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the enterprise content management server to provide configuration, templates, visual
content, user interface controls and management control for the first authenticated channel
information;

the device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first authenticated
channel information;

the portal server to facilitate Internet-based function access by the at least one user
platform;

the channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values or
signal data based on at least one threshold condition or parameter, and to generate at least one
alert in response to the one or more determined events, conditions, logical workflows, discrete
information values or signal data relating to the first authenticated channel information; and

the virtual world server to provide a three-dimensional visualization of, and/or interaction

with, the first authenticated channel information.

31. The apparatus of claim 19, wherein at least a portion of one or more of the first
authenticated channel information, the video information, the audio information, the streaming or
real-time information from a machine or device, the events, the conditions, the logical
workflows, the discrete information values, and the signal data are stored in the at least one

database.

32.  The apparatus of claim 19, wherein the at least one processor establishes a service-
oriented architecture (SOA) including an enterprise service bus, wherein the channel server and
the at least one other server are implemented as logical components that are communicatively

coupled to each other and the at least one database via the enterprise service bus.

33.  The apparatus of claim 32, further comprising at least one second communication
interface, communicatively coupled to the enterprise service bus, to access at least some of the
one or more services and/or applications provided by the at least one other server and used by the

channel server.
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34, The system of claim 33, wherein the at least one second communication interface
includes an Internet multi-media services gateway to implement network traffic protocols so as
to access at least some of the one or more services and/or applications provided by the at least

one other server and used by the channel server.

35.  The system of claim 33, wherein the at least one second communication interface
includes telecommunications network services so as to access, through telecommunication
wireline and wireless services, at least some of the one or more services and/or applications

provided by the at least one other server and used by the channel server.

36. A method for providing secure user-centric information via at least one user platform
operated by a user, the method comprising:
A) implementing a plurality of channels through which the user receives and/or interacts
with, via the at least one user platform, respective portions of the secure user-centric information;
B) receiving, from the at least one user platform, a user identity for the user and a
platform identity for the at least one user platform;

C) authenticating the user and the user platform to receive the secure user-centric
information based at least in part on the user identity and the platform identity; and

D) if the user and the user platform are authenticated in C), transmitting to the at least one
user platform first authenticated channel information relating to at least one authorized channel
of the plurality of channels implemented in A), based at least in part on information access rights
and/or security protocols respectively associated with the corresponding plurality of channels,

the user, and the user platform.

37. At least one computer readable storage medium storing processor-executable instructions
that, when executed by at least one processor, perform a method for providing secure user-
centric information via at least one user platform operated by a user, the method comprising:
A) implementing a plurality of channels through which the user receives and/or interacts
with, via the at least one user platform, respective portions of the secure user-centric information;
B) receiving, from the at least one user platform, a user identity for the user and a

platform identity for the at least one user platform;
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C) authenticating the user and the user platform to receive the secure user-centric
information based at least in part on the user identity and the platform identity; and

D) if the user and the user platform are authenticated in C), transmitting to the at least one
user platform first authenticated channel information relating to at least one authorized channel
of the plurality of channels implemented in A), based at least in part on information access rights
and/or security protocols respectively associated with the corresponding plurality of channels,

the user, and the user platform.

38. A computer-implemented method for providing information via at least one user
platform, the method comprising:
A) configuring multiple channels through which information relevant to a user is
presented via the at least one user platform for user interaction, wherein A) comprises:
Al) establishing a user profile identifying at least one of a user preference and a
platform identity; and
B) managing the user profile to grant the user access to specific ones of the multiple

channels for the user interaction based on the user profile.

39. The method of claim 38, wherein:

A1) comprises establishing the user profile as part of an authentication directory
including a plurality of user accounts, a plurality of device accounts, and a plurality of
application accounts; and

B) comprises:

B1) authenticating the user and the at least one user platform based at least in part
on the plurality of user accounts and the plurality of device accounts included in the
authentication directory; and

B2) authenticating the specific ones of the multiple channels based at least in part

on the plurality of application accounts included in the authentication directory.

40. The method of claim 39, wherein:
at least one user account of the plurality of user accounts includes at least one entry

comprising at least one of:
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a user name;
a user password;

a user email;

a user mailstop;

a user telephone number;

a user mobile number;

a user building;

a user campus; and

at least one user group; and

in B1), the user is authenticated if the user identity matches the at least one entry.

41]. The method of claim 40, wherein:
at least one device account of the plurality of device accounts includes at least one entry
comprising at least one of:
a device name;
a device type;
a device manufacturer;
a device model number;
a device serial number;
a device IP address;
a device location;
a device user; and
a device password; and
in B1), the user platform is authenticated if the platform identity matches the at least one

entry.

42. The method of claim 41, wherein:
at least one application account of the plurality of application accounts includes at least
one application user and at least one additional entry comprising at least one of:
an application name;

an application serial number;
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at least one application module;
at least one application web service;
at least one application interface;
at least one application protocol;
at least one application host;
an application IP address;
an application location; and
an application password; and
in B2), the specific ones of the multiple channels are authenticated if the user identity

matches the at least one application user.
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ABSTRACT

Providing secure user-centric information via one or more user platforms operated by one or
more users. Multiple channels are configured and implemented, through which information
relevant to a given user is presented for user interaction via one or more user platforms
associated with the user. A user profile is established identifying user preferences and one or
more platform identities. The user profile is managed to grant the user access to specific ones of
the multiple channels. In one example, user(s) and user platform(s) are authenticated to receive
respective portions of the secure user-centric information based on user identities and platform
identities. If authenticated, channel information relating to one or more of the multiple channels
is transmitted to one or more users/user platforms, based on information access rights and/or
security protocols respectively associated with the corresponding channels, the user(s), and the

user platform(s).
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patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where

page 2 of 3
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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UEPTR
JOSEPH TEJA, JR.

SiBIZOLL
COMPANY - 111 HEE

Fi20:42 AM  PAGE 27008 Fax Soyver
STINGTON AVE

JEOTLAL PRIFER 1Y ARD
AT UARK IR EREE

MAY 08, 2811

11 mm'rmca’czs AVE Cw P,
FG£ EY & LARINER LLP 5%3‘35‘{3555
BOSTON, MA 0219

UNITED STATES PATENT AND TRADEMARK CFFICE
NOTICE OF RECORDATION OF ASSTCNMENT DOCUMENT

THE E-NCLC‘SEE DOCUMENT HAS BEEN RECORDED BY THE RSSIGNMEWT DIVISION OF
THE U, &, PATENT AND TRADEMARK QFFICE. A COMPLETE MICROFIIM COPY I8

BAVRILABLE fa.’:x’ TRE ASSIGNMENT SEARCH ROOM ON THE REEL AND FRAME NUMBER
RYEFERENCED BELOE.

PLEASE REVIEW ALL INFORMATION CONTAINED ON THIS NOTICE. THE

INFORMATION CCN’I‘A?NEF OGN PHIS RECCRDATION NOTICE REFLECTS THE DATA

PEESENT IN THE PATENT AND “RADM.AAM\ ASSTGNMERT SE’STR‘M IF ¥OU SHOULD

FIND ANY ERRCRS OR A‘J’F GUESTIONS CONCERNING THIS HOTICE, YOI May

CONTACT THE EMPIOYEE WHOSE h&-ﬁ“ APPREARS UM THIS NOTICE AT 571-272-3351.
PLEASE SEND REQUEST FOR CORKECTION TO: U.3. PATENT AND TRADEMARK OFFICE,
MAIL STOF: ASSICGHMENT SERVICES DRANCH, P4, BOX 1430, ALEXANDRIA, VA Z3313.

e

ECORDATION DATE:

BRIEF: ASSICHMENT OF 3SSIGNOR'S INTEREST (SEE DOCUMENT FOR DETAILS).
DOCKET WUMBER: 198%44-012% 132 133 1g7

ER, MITHAEL DOC DATE: QBA2S/2008

ASETENOR:

THERIAVLT, THOMAS DOC DATE: 05/22/2008

ASSIGNOR:
B NEMEN, MARK DOC DATE: Qh/22/240%
ASSTENOR:
KEY, HUPRERT DO DATE: 03/22/72048
P Qoy 146, Alexsnsdrin, Wikginis 303131450 - W USPTOGS
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Application No. 12/465.331 Filed May 13, 2008

WHEREAS, Michael WETZER, Thomss THERIAULT, Mark DINGMAN, and
Rupert XEY g}lﬁ?‘i’%L“Ei?Ciﬁf d{mgnm: d as the undersigned) has (have) invented mmzm rew and
usehial im;&‘“mfemenw in APPARATUS AND METHQDS FOR INTERACTING WITH
MULTIPLE INFORMATION FORMS ACROSE MULTIPLE TYPER OF QO‘\&PL‘ TING
DEVICES for which an application for Letters Patent of the Undted States of America has

been execeuted by the undersigned, and;

W‘{ERFA‘%, Monterey Oroun One, LLE of 181 Marvelle Road, Favetteville, New
York 13066, its heirs, sucoessors, legal representatives and assigns (hereinafier dosignated as
the »‘%,w;g e} is desivous of scquiring the entire right, fitle and imerest in and to sald
invention and in and 1o any Letters Patent(s) that may be granted therefor in the United States
of America;

”

NOW, THEREFORE, in consideration of the sum of One Dollar (31.00) to the
undersigned in hand paid, the receipt of which iz hereby acknowledged, and other good and
valuable {:c‘miderati{m the undersigned has {have) sold, assigned and wransferred, and by
theze presents do sell ass‘gn and fransfer unto said Assignee the full and exclusive ripht ©
the said vention in the Usniled States of America and s torritories and for all foreign
pouniries, dependencies and pessmm@ s and the entire nghﬁ title and tderest in and to any

o all Letters Patent(s) whick may be granted therefor in the United States of America and
5 territories, dependencies and pes&ea&w*&s? and Inand fo any and all divisions, reissues,

\mﬁwu ations and extensions thereof for the full term or terms for which the same may be
granted.

The undersigned agres{s) to exeowte sl papers necessary in comnection with this
application and any continuing, dvisional or reissue applications thereof and also to sxeoute
separate assipnmends in connection with such applications as the Assigoee may deem
necessary or expedient.

The undersigned agree(s) fo exeoute all papers necessary in connection with any
imterference which may be declared concerning this application or any continuation, division
or reissne thereof or Letters Patent{s} or reissue patent issued thereon and {o cooperate with
the Assignee in every way possible in obisining and producing evidenes and proceeding with

such imterference.

The undersigned agree(s) to execute all papers and documents and to perform any act
which may be necessary in connection with claims under or provisions of the Intermational
Convention for the Protection of Industrial Property or similar agreements.

The undersigned agree(s) to perform all affirmative acts which may be necessary to
obtain a grant of a valid United S tates pateni{s) to the Assignes and to vest all nights therein
hereby convey ed 1o said Assignee as fully and entirely as the same would have been held by
the undersigned i this Assignment and sale had not been made.
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The und ("'i‘blg?‘is‘iﬁ hereby authorize(s) and request(s) the Commissioner of Patents and
Trademarks to issue any and all Letters Patents of the United States of America resulting
from said application or any division or divisions or continuing or reissue applications m&mof
to the said Assigose, as Assignes of the entife interest, and hereby covenants that he has (they
have) the full right to convey the entire inferest herein assigned, and that he has (they have)
niot executed, and will not execite, any agreement in contlict herewith.

The undersigned hereby grani(s) the 1“ 7 firm of NIXON PEABODY LLP the power
to insert on this Assignment any further identification which may ?:'}e:*, mceszs;.:?y or desirable in
order to comply with the rules of the ULS. Patent and Trademark Office for recordation of this
document.

I witness & mmm‘, this Assignment has been exgcuted by the undersigned on the
date(s) opposite th ersigned name{s).

4]
&
,’:"A.,

Date 47 ’Ee‘lf e Signature, :
_ ‘ < Michael WES
g N\ .
Date 554/ ‘2?‘5& Fo] St
Name
Date | S 23 o Signature_ % ~<, __.}}:q
Name Mark QMMM e

§ v
Date 5 7t (B Signaturs %3‘}«;’?%&” 5
T MName Rupert K,@»&‘“
g‘a-ww‘/
Date Signature

hig assignment should prﬁ*;s;,rab 1y be acknowledged before a United States Conand or
Naga.s‘}* PLE).\XL. H not, then the sxecution by the Inventor{s) should be witngssed by at least
two other persons who should sign bere.

Witness

Wilness

2,
1

Witness

Y

cartitss
A,
ﬂ/,//”',,

A
{

7
/

S LA
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Electronic Patent Application Fee Transmittal

Application Number:

13086274

Filing Date:

13-Apr-2011

Title of Invention:

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE
INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED

USERS AND USER DEVICES

First Named Inventor/Applicant Name:

Michael Wetzer

Filer:

Joseph Teja/Cassie Zaleski

Attorney Docket Number:

098944-0133 (MLOO00US04)

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Utility filing Fee (Electronic filing) 4011 1 82 82
Utility Search Fee 2111 1 270 270
Utility Examination Fee 2311 1 110 110
Pages:
Claims:
Claims in excess of 20 2202 22 26 572
Independent claims in excess of 3 2201 1 110 110

Miscellaneous-Filing:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Late filing fee for oath or declaration 2051 1 65 65
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1209
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Electronic Acknowledgement Receipt

EFSID: 10396972
Application Number: 13086274
International Application Number:
Confirmation Number: 3847

Title of Invention:

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE
INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED
USERS AND USER DEVICES

First Named Inventor/Applicant Name:

Michael Wetzer

Customer Number:

48329

Filer:

Joseph Teja/Cassie Zaleski

Filer Authorized By:

Joseph Teja

Attorney Docket Number:

098944-0133 (MLOO00US04)

Receipt Date: 27-JUN-2011
Filing Date: 13-APR-2011
Time Stamp: 18:56:01

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type

Credit Card

Payment was successfully received in RAM

$1209

RAM confirmation Number

5923

Deposit Account

Authorized User

File Listing:

Document

Number Document Description

File Size(Bytes)/ Multi Pages

File Name Message Digest | Part/.zip| (if appl.)
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502568
Applicant R to Pre-E
1 pplicant response fo Fré-txam 098944-0133Response.pdf no 3
Formalities Notice
50fcc3¢208030b6b5bd7336¢77756a5710a)
a6351
Warnings:
Information:
308320
2 Miscellaneous Incoming Letter RequesttoDelete.pdf no 2
de50496cf860c669aace508623e0a8ad6faal
beb6o
Warnings:
Information:
276757
3 Oath or Declaration filed DEC0133.pdf no 1
6e0db3e01a8265d8e23c98dd83fc343bd2¢
Telfe
Warnings:
Information:
2231526
4 0133POA373b.pdf yes 12
2fef116e5¢56dfe7fe40c2995809385c40cal
45¢
Multipart Description/PDF files in .zip description
Document Description Start End
Power of Attorney 1 1
Assignee showing of ownership per 37 CFR 3.73(b). 2 12
Warnings:
Information:
40513
5 Fee Worksheet (SB06) fee-info.pdf no 2
fc102ab07d2fc3ceab81e34c03ae190dad66)
3d33
Warnings:
Information:
Total Files Size (in bytes); 3359684
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Atty. Dkt No. 098944-0133 (MLOGOOUSH4)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Applicant, WETZER et al.
Title: METHODS, APPARATUS AND
SYSTEMB FOR PROVIDING
SECURE INFORMATION ViA
MULTIPLE AUTHORIZED
C JANNELA T

AUTHENTICATELD USERS
AND USER DEVICES

Appl. Nou: 13/086374
Filing Dater 471320110

Examiner: Unknown

Art Unit: 2447

Confirmation 3847
Number:

IRANSMITEAL OF MISSING PAXRTS
OF PATENT APFLICATION

Ml Stop Missing Parts
Commussioner for Patents
PO Box 1450

Alexandria, VA 22313-1450

Sirs
in response 1o the Kotice to File Missing Parts of Application mailed Apnil 26, 2011, in
the above-identified patent application, transmitted herewith are the missing parts to complete

the filing of the subject patent application.

Erciosed are:

S

{1 X1 Declaration and {1 page

[ X1 Powerof Attorney and Statemerst under 3.73(b} {2 pages}

ROST._1994886.1 4
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of English Translation of Application:
TOTAL FEE =
Difforence to pay: - 30,00

The above-identified fees of $1.209.00 in payment of surcharge foe (37

a

are being pad by credit card via BFS-Web.

The Commuissioner is horehy anthornized to charge any additional fees which may be
equired regarding this application under 37 C.FR. §§ 1186117, or credit any overpayment, (o
Deposit Account No. 19-0741. Should no proper pavment be enclosed herewith, as by the eredit

card payment Instructions in EFS-Web being fncorvect or absent, resulting in a refected or
mneorrect oredit card transaction, the Commissioner is authorized o charge the snpaid amount o

bed

Deposit Account Mo, 190741,

if any extensions of time are needed for timely acceptance of papers submitted horewith,

/

3

applicant hereby petitions for such extenzion vnder 37 CF R, §1.136 and authorizes payment of

any such extensions fees to Deposit Account No, 18-0741,

: o
Registration Mo, 45,157

SERGE: 3.
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DE i.E,ARA FON 37 CFR 1463 FOR UTNHATY OR DESIGHN APPLICATION USING AN
PLICATION DATS SHEET (37 CFR 1.76) AND POWER OF ATTORNEY

Aftorgey Ducket No. 046573-5

APPARATUR AND METHODS FOR INTERACTING WiTH MUL"'E?LE INFORMATION

Title of invention | pop s ACRGSS MULTIPLE TYPES OF COMPUTING DEVICES

| As the below named inventor(s}, Vwe declare tat:

This declaration is directed (o

™

£l The attached application, or
B  Applcation Mo, 12/463.331, filed on May 13, 30049,

£} asamendadon , {if applicable);

VWe Believe that Vwe amvare the original and first inventor(s) of the subject matter which is claimed and for which |
a patent is sought;

Fe have reviewed and understand the contonts of the shove-identified spplication, including the claims, as
amended by any amendawntspecificatly referred to abovs;

¥

e acknowledge the duty to dis ::E e to te United States Patent gnd Trademark Office all information knewn o
maofus fo be materind to paientability as defined in 37 OFR 1. 55, inchuding for continuation-in-part applications,
magerial :m@m}atmn which became av ml bie between the im ng date of the prier application and the nstional or PCT
International fillng date of the continuation-in-part application,

Al statemienis made herein of my/own knowledpe are trus, all statements made herein on information and helicfare
believed to be true, and futher that these \tatsmm*s were made w*th the kv ::swf sdge that willful false statements and
i the ke are pumbmm, by fine or heprisonment, or both, under 18 US.C 10081, snd may jeopurdize the validity of
i the spplicstion or any pxtent Ssuing thereon.

1We hershy appoini:

i Practitioners at Customer Number 22204 a3 myfour attomewls) or agem{s) fo prosceute the application identified
above, and to transact all buginess in the United States Patent and Trademark Offics connsvied therewith.

FULL NAME OF INVENTOR(B}

Inventor one: Michael WETIER

o
Sigriature: e T Citizen of UNITED STATES
’ o e ;\;_:;:,.v‘
Inventor twa '{hgrg; THERIADTRT
5 é‘::\“‘*fﬂy o T i s AT ~
ignature: RS . Citizen oft UNITED STATES
Inventor three:  Mark DINGMAK R
. . * ‘?f ‘—“‘T> - - T > T o
Signature: \«"Zfi P S R e Chizenof UNITEDSTATES
& A
Saventor four:  RuperfREY 4 72
¢ &
Signature: ,,»f?“e'/j S Chizenof UNITEDEKINGDOM
e “"'M“"‘”F*--m
O :‘»\;@'&;‘:g ramed of additional form{s) attached hereto.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPLO. g0V
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/086,274 04/13/2011 Michael Wetzer 098944-0133 (ML0O0O0OOUS04)
CONFIRMATION NO. 3847
48329

POA ACCEPTANCE LETTER
FOLEY & LARDNER LLP

1 HONTINGTON AVENUE T
26TH FLOOR

BOSTON, MA 02199-7610
Date Mailed: 07/06/2011

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/27/2011.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/ttkim/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 13/086,274
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 82 N/A
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A 270 N/A
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A 110 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 42 minus 20= 22 26 = 572 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 4 minus 3 = 1 110 - 110
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 1144 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR =
% Independent * Minus | *** = _ OR _
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
13/086,274 04/13/2011 2447 1209 098944-0133 (MLO0O0O0US04) 42 4
CONFIRMATION NO. 3847
48329 UPDATED FILING RECEIPT
FOLEY & LARDNER LLP
111 HUNTINGTON AVENUE R L0V TR
26TH FLOOR 0000000485601/

BOSTON, MA 02199-7610
Date Mailed: 07/06/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Michael Wetzer, Fayetteville, NY;
Thomas Theriault, Baldwinsville, NY;
Assignment For Published Patent Application
Monterey Group One, LLC
Power of Attorney: The patent practitioners associated with Customer Number 48329

Domestic Priority data as claimed by applicant
This application is a CON of 12/465,331 05/13/2009
which claims benefit of 61/052,765 05/13/2008

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 04/21/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/086,274

Projected Publication Date: 10/13/2011
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **

page 1 of 3
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Title

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE INFORMATION VIA
MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED USERS AND USER DEVICES

Preliminary Class
709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where

page 2 of 3
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
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DETAILED ACTION

This office action is in responsive to communication(s): original application filed on
04/13/2011, said application claims a priority filing date of 05/13/2008.

Claims 1-42 are pending. Claims 1, 36, 37 and 38 are independent.

Priority
Claimed inventions such as “access rights and/or security protocols respectively
associated with the corresponding plurality of channels, the users and the user platform”
and “establishing the user profile identifying at least one of a user preference and
platform identity” recited in claim 1, 36, 37 and 38 is missing in the specification of
provisional application 61/052,765. Therefore, claimed priority date 05/13/2008 has not
been honored for all independent claims and its associated dependent claims.
However, claimed invention gets priority date of 05/13/2009 as claimed feature is

disclosed in application 12/465,331.

Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:
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Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

Claim 37 is rejected under 35 U.S.C. 101 because the claimed invention is

directed to non-statutory subject matter.

In regard to independent claim 37, the claims are directed to a “computer-
readable storage medium”, which does not exclude non-statutory forms of
medium. In addition, paragraph [0073] discloses that said medium can be a
carrier wave.

The Examiner’s suggestion of amending claim 37 to recite a “non-transitory

computer readable storage medium” will serve to overcome this rejection.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory
obviousness-type double patenting rejection is appropriate where the conflicting claims
are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated

by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140
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F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
double patenting ground provided the conflicting application or patent either is shown to
be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with

37 CFR 3.73(b).

Claims 1-42 are rejected on the ground of nonstatutory provisional obviousness-
type double patenting as being unpatentable over claims 1-36 of U.S. US
Publication 2010/0122196 (US Patent Application 12/465,331; hereinafter

"Wetzer”).

In regard to independent claims 1, 36 and 37, Wetzer teaches an apparatus to

provide secure user-centric information (Wetzer, paragraph 0003) via at least one user

platform operated by a user, the apparatus comprising:
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at least one communication interface to facilitate wired and/or wireless communications
with the at least one user platform via one or more transmission media;

at least one memory to store processor-executable instructions; and at least one
processor communicatively coupled to the at least one communication interface and the
at least one memory, wherein upon execution of the processor-executable instructions
by the at least one processor (Wetzer, paragraph 0071), the at least one processor
establishes a user session to manage provision of and interaction with the secure user-
centric information by:

A) implementing a plurality of channels through which the user receives and/or interacts
with, via the at least one user platform, respective portions of the secure user- centric
information (Wetzer, figure 3; paragraph 0026, lines 1-2);

B) controlling the at least one communication interface to receive, from the at least one
user platform, a user identity for the user and a platform identity for the at least one user
platform; C) authenticating the user and the user platform to receive the secure user-
centric information based at least in part on the user identity and the platform identity;
and D) if the user and the user platform are authenticated in C), controlling the at least
one communication interface so as to transmit to the at least one user platform first
authenticated channel information relating to at least one authorized channel of the
plurality of channels implemented in A), based at least in part on information access
rights and/or security protocols respectively associated with the corresponding plurality
of channels, the user, and the user platform (Wetzer, paragraph 0037, lines 1-10;

paragraph 0038).
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In regard to dependent claim 2, Wetzer teaches the apparatus of claim 1, wherein the

secure user-centric information includes text information (Wetzer, paragraph 0024);

In regard to dependent claim 3, Wetzer teaches the apparatus of claim 1, wherein the
first authenticated channel information is provided by at least one authenticated channel

application and/or at least one authenticated service (Wetzer, paragraph 0024).

In regard to dependent claim 4, Wetzer teaches the apparatus of claim 1, wherein the
at least one communication interface includes a web services gateway communicatively
coupled to the at least one user platform server via the one or more transmission media

(Wetzer, figure 1, element 107).

In regard to dependent claim 5, Wetzer teaches the apparatus of claim 1, wherein the
at least one memory stores at least one user profile to identify user preferences,
platform identities, and service support instructions that determine how the secure user-
centric information behaves on the user platform, and wherein: C) comprises
authenticating the user and the user platform based at least in part on the user profile;
and D) comprises transmitting the first authenticated channel information to the at least

one user platform based at least in part on the user profile (Wetzer, paragraph 0023).
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In regard to dependent claims 6, 10 and 39, Wetzer teaches the apparatus of claim 1,
wherein: the at least one memory stores an authentication directory to provide the
information access rights and/or security protocols respectively associated with the
corresponding plurality of channels, the user, and the user platform; the authentication
directory includes a plurality of user accounts, a plurality of device accounts, and a
plurality of application accounts; and C) comprise authenticating the user and the user
platform based at least in part on the plurality of user accounts and the plurality of
device accounts included in the authentication directory (Wetzer, paragraph 0038; “Just
for clarification: having an accounts in order to do the authentication is well-known in the
art; practical example would be user needs to have an account in order to have

authenticated by the system").

In regard to dependent claims 7 and 40, Wetzer teaches authenticating user,
application and device (Wetzer, paragraph 0038, lines 1-4) wherein it is obvious to a

skilled artisan to have user name for user account.

In regard to dependent claims 8 and 41, Wetzer teaches authenticating user,

application and device (Wetzer, paragraph 0038, lines 1-4) wherein it is obvious to a

skilled artisan to have device name and/or type for device account.
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In regard to dependent claims 9 and 12, Wetzer teaches the apparatus of claim 8,
wherein C) comprises authenticating the at least one user platform based at least in part

on a location of the at least one user platform (Wetzer, paragraph 0038, lines 1-4).

In regard to dependent claims 11 and 42, Wetzer teaches authenticating user,
application and device (Wetzer, paragraph 0038, lines 1-4) wherein it is obvious to a

skilled artisan to have application name for application account.

In regard to dependent claim 13, Wetzer teaches the apparatus of claim 1, wherein in
D), the at least one processor further manages the provision of and interaction with the
secure user-centric information by:

D 1) controlling the at least one communication interface to transmit channel information
corresponding to at least some of the plurality of channels implemented in A), including
the first authenticated channel information, to the at least one user platform so as to
facilitate display of a desktop for the at least one user platform as a channel grid
framework, the channel grid framework including a plurality of user-selectable items
representing the at least some of the plurality of channels (Wetzer, figure 3)
implemented in A), wherein, in D 1), the plurality of user-selectable items included in the
channel grid framework is based at least in part on the information access rights and/or
the security protocols respectively associated with the corresponding plurality of

channels, the user, and the user platform (Wetzer, paragraph 0038 and 0011).
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In regard to dependent claim 14, Wetzer teaches a system, comprising:

the apparatus of claim 13; and the at least one user platform, wherein the at least one
user platform comprises:

a display device to display the desktop for the user platform; at least one second
communication interface to facilitate wired and/or wireless communications to the
apparatus via one or more transmission media (Wetzer, paragraph 0071);

at least one second memory to store second processor-executable instructions; and
at least one second processor communicatively coupled to the display device, the at
least one second communication interface, and the at least one second memory,
wherein upon execution of the second processor-executable instructions, the at least
one second processor controls the display device to display the desktop for the at least
one user platform as the channel grid framework based at least in part on the channel

information received from the apparatus (Wetzer, figure 3; paragraph 0037, lines 1-10).
In regard to dependent claim 15, Wetzer teaches the system of claim 14, wherein the
at least one user platform includes at least one of: a desktop computer (Wetzer, figure

3).

In regard to dependent claim 16, Wetzer teaches the system of claim 14, wherein:

the at least one user platform includes a plurality of user platforms communicatively
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coupled to the apparatus of claim 13; and the plurality of user platforms include multiple
different types of computing devices and/or multiple different types of communication

devices (Wetzer, paragraph 0003).

In regard to dependent claim 18, Wetzer teaches the apparatus of claim 1, wherein:
in A), the at least one processer implements a channel server that defines one or more
visual characterizations, one or more functions or features, and/or one or more
information types provided by respective channels of the plurality of channels (Wetzer,
figure 3);

the channel server implements at least the at least one authorized channel; and the at
least one memory further stores at least one database including registries to one or
more services and/or applications used by the channel server to implement the at least
one authorized channel and provide the first authenticated channel information (Wetzer,

paragraph 0037).

In regard to dependent claim 19, Wetzer teaches the apparatus of claim 18, wherein
the at least one processor manages provision of and interaction with at least some of
the secure user-centric information by: implementing at least one other server,
communicatively coupled to the channel server, to provide the one or more services
and/or applications registered in the at least one database and used by the channel

server to implement the at least one authorized channel and provide the first
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authenticated channel information, wherein the at least one other server includes at
least one of:

a video server to transform, transmit, and/or support delivery of video information and/or
audio information included in the first authenticated channel information (Wetzer,

paragraph 0024; figure 2).

In regard to dependent claim 20, Wetzer teaches the apparatus of claim 19, wherein
the at least one other server includes: the identity management server to authenticate

the user and the at least on user platform in C) (Wetzer, figure 2).

In regard to dependent claim 21, Wetzer teaches the apparatus of claim 19, wherein
the at least one other server includes: the video server to transform, transmit, and/or
support delivery of video information and/or audio information included in the first

authenticated channel information (Wetzer, figure 2).

In regard to dependent claim 22, Wetzer teaches the apparatus of claim 19, wherein
the at least one other server includes: the enterprise content management server to
provide configuration, templates, visual content, user interface controls and

management control for the first authenticated channel information (Wetzer, figure 2).

In regard to dependent claim 23, Wetzer teaches the apparatus of claim 19, wherein

the at least one other server includes: the device integration server to manage
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streaming or real-time information from a machine or device, which streaming or real-
time information is included in the first authenticated channel information (Wetzer, figure

2).

In regard to dependent claim 24, Wetzer teaches the apparatus of claim 19, wherein
the at least one other server includes: the portal server to facilitate Internet-based

function access by the at least one user platform (Wetzer, figure 2).

In regard to dependent claim 25, Wetzer teaches the apparatus of claim 19, wherein
the at least one other server includes:

the channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values
or signal data based on at least one threshold condition or parameter, and to generate
at least one alert in response to the one or more determined events, conditions, logical
workflows, discrete information values or signal data relating to the first authenticated

channel information (Wetzer, paragraph 0025 and 0041).

In regard to dependent claim 26, Wetzer teaches the apparatus of claim 25, wherein
the at least one other server includes the channel alert server, and wherein the at least
one threshold condition or parameter includes a numerical limit or a trend (Wetzer,

paragraph 0025, lines 6-9).
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In regard to dependent claim 27, Wetzer teaches the apparatus of claim 25, wherein
the at least one other server includes the channel alert server, and wherein the at least
one alert includes at least one of: at least one visual alert (Wetzer, paragraph 0041,

lines 3-12).

In regard to dependent claim 28, Wetzer teaches the apparatus of claim 27, wherein
the channel alert server controls the at least one communication interface so as to
implement the at least one alert on at least one of:

a device operated by at least one other user associated with or designated by the user,
wherein the at least one other user is authenticated by the apparatus to receive the at
least one alert; and at least one other user platform authenticated by the apparatus to

receive the at least one alert (Wetzer, paragraph 0038, lines 1-4).

In regard to dependent claim 29, Wetzer teaches the apparatus of claim 19, wherein
the at least one other server includes: the virtual world server to provide a three-
dimensional visualization of, and/or interaction with, the first authenticated channel

information (Wetzer, figure 2).

In regard to dependent claim 30, Wetzer teaches the apparatus of claim 19, wherein
the at least one other server includes:
the identity management server to authenticate the user and the at least on user

platform in C); the video server to transform, transmit, and/or support delivery of video
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information and/or audio information included in the first authenticated channel
information; the enterprise content management server to provide configuration,
templates, visual content, user interface controls and management control for the first
authenticated channel information; the device integration server to manage streaming or
real-time information from a machine or device, which streaming or real-time information
is included in the first authenticated channel information; the portal server to facilitate
Internet-based function access by the at least one user platform; the channel alert
server to monitor the first authenticated channel information so as to determine one or
more events, conditions, logical workflows, discrete information values or signal data
based on at least one threshold condition or parameter, and to generate at least one
alert in response to the one or more determined events, conditions, logical workflows,
discrete information values or signal data relating to the first authenticated channel
information; and the virtual world server to provide a three-dimensional visualization of,

and/or interaction with, the first authenticated channel information (Wetzer, figure 2).

In regard to dependent claim 31, Wetzer teaches the apparatus of claim 19, wherein
at least a portion of one or more of the first authenticated channel information, the video
information, the audio information, the streaming or real-time information from a
machine or device (Wetzer, figure 1), the events, the conditions, the logical workflows,
the discrete information values, and the signal data are stored in the at least one

database (Wetzer, figure 2).
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In regard to dependent claim 32, Wetzer teaches the apparatus of claim 19, wherein
the at least one processor establishes a service- oriented architecture (SOA) including
an enterprise service bus, wherein the channel server and the at least one other server
are implemented as logical components that are communicatively coupled to each other
and the at least one database via the enterprise service bus (Wetzer, paragraph 0037,

figure 2).

In regard to dependent claim 33, Wetzer teaches the apparatus of claim 32, further

comprising at least one second communication interface, communicatively coupled to
the enterprise service bus, to access at least some of the one or more services and/or
applications provided by the at least one other server and used by the channel server

(Wetzer, paragraph 0024, figure 2).

In regard to dependent claim 34, Wetzer teaches system of claim 33, wherein the at
least one second communication interface includes an Internet multi-media services
gateway to implement network traffic protocols so as to access at least some of the one
or more services and/or applications provided by the at least one other server and used

by the channel server (Wetzer, figure 2).

In regard to dependent claim 35, Wetzer teaches system of claim 33, wherein the at

least one second communication interface includes telecommunications network

services so as to access, through telecommunication wireline and wireless services, at
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least some of the one or more services and/or applications provided by the at least one

other server and used by the channel server (Wetzer, paragraph 0071 and 0024).

In regard to independent claim 38, Wetzer teaches a A computer-implemented
method for providing information via at least one user platform, the method comprising:
A) configuring multiple channels through which information relevant to a user is
presented via the at least one user platform for user interaction (Wetzer, figure 3),
wherein A) comprises:

A1) establishing a user profile identifying at least one of a user preference and a
platform identity; and B) managing the user profile to grant the user access to specific
ones of the multiple channels for the user interaction based on the user profile (Wetzer,

paragraph 0036, lines 8-12).

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.
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Claims 1-42 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Santoro et al. (U.S. Patent 7,376,907; hereinafter “Santoro”) in view of Jones et al

(U.S. Publication 2008/0256643; hereinafter “Jones”).

In regard to independent claims 1, 36 and 37, Santoro teaches an apparatus to
provide secure user-centric information (Note: developing software using UCD, user-
centric design, is well-known in the art. In fact, UCD which is accomplished by usablity
testing is the key to make the software easy-to-use for user") via at least one user
platform operated by a user, the apparatus comprising:

at least one communication interface to facilitate wired and/or wireless communications
with the at least one user platform via one or more transmission media (Santoro, figure
27);

at least one memory to store processor-executable instructions; and at least one
processor communicatively coupled to the at least one communication interface and the
at least one memory, wherein upon execution of the processor-executable instructions
by the at least one processor (Santoro, figure 2), the at least one processor establishes
a user session to manage provision of and interaction with the secure user-centric
information by:

A) implementing a plurality of channels through which the user receives and/or interacts
with, via the at least one user platform, respective portions of the secure user- centric

information (Santoro, figure 1);
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B) controlling the at least one communication interface to receive, from the at least one
user platform, a user identity for the user and a platform type for the at least one user
platform (Santoro, figure 25, element 2502 and 2508);

C) authenticating the user and determining the user platform to receive the secure user-
centric information based at least in part on the user identity and the platform type
(Santoro, figure 25, element 2502 and 2508; col 15, lines 5-9; col 26, lines 45-58); and
D) if the user is authenticated and platform type is determined in C), controlling the at
least one communication interface so as to transmit to the at least one user platform
first authenticated channel information relating to at least one authorized channel of the
plurality of channels (Santoro, figure 1; col 15, lines 5-9; col 4, lines 54-57) implemented
in A), based at least in part on information access rights and/or security protocols
respectively associated with authorized user and type of user platform (Santoro, figure

25).

Santoro teaches displaying channel information based on user’s access rights and the
type of on the user platform (Santoro, col 26, lines 45-59; figure 25). However, Santoro
is silent on authenticating platform and access rights being associated with the

corresponding plurality of authorized channels, the user and the user platform.

Jones teaches a system and apparatus displaying authorized channel information

based on authenticated channel, platform and user wherein the access rights is
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associated with the corresponding plurality of authorized channels, the user and the

user platform (Jones, paragraph 0043, lines 3-4).

Santoro and Jones are analogous art because they are from similar field of endeavor,
graphical user interface displaying channel (application) information based on the
access rights.

Therefore, at the time of the invention, it would have been obvious to a person of
ordinary skill in the art to apply the teaching of Jones, having access rights associated
with user, channel (application) and user device, to Santoro. Motivation for doing so
would have been to have to improve the system making the system more secure
avoiding any potential problem which may arise by rogue application (Jones, paragraph

003, lines 28-31).

In regard to dependent claims 2 and 17, Santoro teaches the apparatus of claim 1,
wherein the secure user-centric information includes text information (Santoro, col 4,

lines 65-67; "internet site contains text information”);

In regard to dependent claim 3, Santoro teaches the apparatus of claim 1, wherein
the first authenticated channel information is provided by at least one authenticated
channel application and/or at least one authenticated service (Santoro, col 13, lines 62-

65).
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In regard to dependent claim 4, Santoro as modified by Jones as applied to claim 1
above, teaches the apparatus of claim 1, wherein the at least one communication
interface includes a web services gateway communicatively coupled to the at least one
user platform server via the one or more transmission media (Jones, paragraph 0019,

lines 1-3).

In regard to dependent claim 5, Santoro as modified by Jones as applied to claim 1
above, teaches the apparatus of claim 1, wherein the at least one memory stores at
least one user profile to identify user preferences, platform identities, and service
support instructions that determine how the secure user-centric information behaves on
the user platform, and wherein: C) comprises authenticating the user and the user
platform based at least in part on the user profile; and D) comprises transmitting the first
authenticated channel information to the at least one user platform based at least in part

on the user profile (Santoro, col 26, lines 20-24; Jones, paragraph 0043, lines 3-4).

In regard to dependent claims 6, 10 and 39, Santoro as modified by Jones as applied
to claim 1 above, teaches the apparatus of claim 1, wherein: the at least one memory
stores an authentication directory to provide the information access rights and/or
security protocols respectively associated with the corresponding plurality of channels,
the user, and the user platform (Jones, paragraph 0043, lines 3-4; paragraph 0021,

lines 1-3; “dust for clarification: having an accounts in order to do the authentication is
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well-known in the art; practical example would be user needs to have an account in
order to have authenticated by the system"); the authentication directory includes a
plurality of user accounts, a plurality of device accounts, and a plurality of application
accounts; and C) comprise authenticating the user and the user platform based at least
in part on the plurality of user accounts and the plurality of device accounts included in
the authentication directory (Jones, paragraph 0043, lines 3-4; “Just for clarification:
database or repository that holds information on user, application and device is

interpreted as directory").

In regard to dependent claims 7 and 40, Santoro as modified by Jones as applied to
claim 1 above, teaches authenticating user, application and device (Jones, paragraph
0043, lines 1-4), wherein it is obvious to a skilled artisan to have user name for user

account.

In regard to dependent claims 8 and 41, Santoro as modified by Jones as applied to
claim 1 above, teaches authenticating user, application and device (Jones, paragraph
0043, lines 1-4) wherein it is obvious to a skilled artisan to have device name and/or

type for device account.

In regard to dependent claims 9 and 12, Santoro as modified by Jones as applied to

claim 1 above, teaches the apparatus of claim 8, wherein C) comprises authenticating

user platform / device (Jones, paragraph 0043, lines 1-4) wherein location is well-known
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attributes of user platform/device to one with ordinary skilled in the art [e.g. simple
example could be rendering internet content based on the geographical location of the

device/platform determining ip address or physical location of the device using GPS”].

In regard to dependent claims 11 and 42, Santoro as modified by Jones as applied to
claim 1 above, teaches authenticating user, application and device (Jones, paragraph
0043, lines 1-4) wherein it is obvious to a skilled artisan to have application name for

application account.

In regard to dependent claim 13, Santoro as modified by Jones as applied to claim 1
above, teaches the apparatus of claim 1, wherein in D), the at least one processor
further manages the provision of and interaction with the secure user-centric information
by:

D 1) controlling the at least one communication interface to transmit channel information
corresponding to at least some of the plurality of channels implemented in A), including
the first authenticated channel information, to the at least one user platform so as to
facilitate display of a desktop for the at least one user platform as a channel grid
framework, the channel grid framework including a plurality of user-selectable items
representing the at least some of the plurality of channels (Santoro, figure 1)
implemented in A), wherein,

in D 1), the plurality of user-selectable items included in the channel grid framework is

based at least in part on the information access rights and/or the security protocols
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respectively associated with the corresponding plurality of channels, the user, and the

user platform (Jones, paragraph 0043, lines 3-4; paragraph 0021, lines 1-3).

In regard to dependent claim 14, Santoro teaches a system, comprising:

the apparatus of claim 13; and the at least one user platform, wherein the at least one
user platform comprises:

a display device to display the desktop for the user platform (Santoro, figure 1); at least
one second communication interface to facilitate wired and/or wireless communications
to the apparatus via one or more transmission media (Santoro, figure 27);

at least one second memory to store second processor-executable instructions; and

at least one second processor communicatively coupled to the display device, the at
least one second communication interface, and the at least one second memory,
wherein upon execution of the second processor-executable instructions, the at least
one second processor controls the display device to display the desktop for the at least
one user platform as the channel grid framework based at least in part on the channel
information received from the apparatus (Santoro, figure 26; “Just to clarify: second

device, e.g. server or 3rd party device controls display of channels").

In regard to dependent claim 15, Santoro teaches the system of claim 14, wherein the

at least one user platform includes at least one of: a desktop computer (Santoro, col 27,

lines 56-59).

Page 109 of 393



Application/Control Number: 13/086,274 Page 24
Art Unit: 2175

In regard to dependent claim 16, Santoro teaches the system of claim 14, wherein:
the at least one user platform includes a plurality of user platforms communicatively
coupled to the apparatus of claim 13; and the plurality of user platforms include multiple
different types of computing devices and/or multiple different types of communication

devices (Santoro, figure 27).

In regard to dependent claim 18, Santoro as modified by Jones as applied to claim 1
above, teaches the apparatus of claim 1, wherein:

in A), the at least one processer implements a channel server that defines one or more
visual characterizations, one or more functions or features, and/or one or more
information types provided by respective channels of the plurality of channels (Santoro,
figure 1);

the channel server implements at least the at least one authorized channel; and the at
least one memory further stores at least one database (Jones, figure 10) including
registries to one or more services and/or applications used by the channel server to
implement the at least one authorized channel and provide the first authenticated

channel information (Santoro, figure 26; Jones, paragraph 0043, lines 1-4).

In regard to dependent claim 19, Santoro as modified by Jones as applied to claim 1
above, teaches the apparatus of claim 18, wherein the at least one processor manages
provision of and interaction with at least some of the secure user-centric information by:

implementing at least one other server, communicatively coupled to the channel server,
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to provide the one or more services and/or applications registered in the at least one
database (Jones, figure 10) and used by the channel server to implement the at least
one authorized channel and provide the first authenticated channel information
(Santoro, figure 26; Jones, paragraph 0043, lines 1-4), wherein the at least one other
server includes at least one of:

a video server to transform, transmit, and/or support delivery of video information and/or
audio information included in the first authenticated channel information (Santoro, col 9,

lines 42-50).

In regard to dependent claim 20, Santoro teaches the apparatus of claim 19, wherein
the at least one other server includes: the identity management server to authenticate

the user and the at least on user platform in C) (Santoro, figure 25, element 2402).

In regard to dependent claim 21, Santoro teaches the apparatus of claim 19, wherein
the at least one other server includes: the video server to transform, transmit, and/or
support delivery of video information and/or audio information included in the first
authenticated channel information (Santoro, col 9, lines 42-50; col 4, lines 65-67, col 5,

lines 1-5).

In regard to dependent claim 22, Santoro teaches the apparatus of claim 19, wherein

the at least one other server includes: the enterprise content management server to

provide configuration, templates, visual content, user interface controls and
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management control for the first authenticated channel information (Santoro, col 4, lines
65-67; “Just to clarify: rendering a content management system [CMS] which include
templates via internet sites is well known in the art, e.g. rendering internet sites powered

by Drupal, where user can configure via various templates").

In regard to dependent claim 23, Santoro teaches the apparatus of claim 19, wherein
the at least one other server includes: the device integration server to manage
streaming or real-time information from a machine or device, which streaming or real-
time information is included in the first authenticated channel information (Santoro, col

4, lines 65-67, col 5, lines 1-5; “video clips, live video stream etc”).

In regard to dependent claim 24, Santoro teaches the apparatus of claim 19, wherein
the at least one other server includes: the portal server to facilitate Internet-based
function access by the at least one user platform (Santoro, col 4, lines 65-67; “portal

server being the server that render internet sites”).

In regard to dependent claims 25 and 26, Santoro teaches the apparatus of claim 19,
wherein the at least one other server includes:

the channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values
or signal data based on at least one threshold condition or parameter, and to generate

at least one alert in response to the one or more determined events, conditions, logical
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workflows, discrete information values or signal data relating to the first authenticated
channel information(Santoro, col 11, lines 57-60; “Note: alert is triggered upon detecting
arriving of new message event").

Further, Santoro teaches outlook as a channel in the grid framework (Santoro, figure 1,
element 20) wherein it is well known in the art that outlook (e.g. outlook 2003) inherits
an intelligent alert object to display an alert to the user based on the predetermined
threshold being a numerical value. For instance, giving alert when mailbox is nearly full

or gives alerts to user total number of unread message exceeds threshold etc.

In regard to dependent claim 27, Santoro teaches the apparatus of claim 25, wherein
the at least one other server includes the channel alert server, and wherein the at least

one alert includes at least one of: at least one visual alert (Santoro, col 11, lines 57-60).

In regard to dependent claim 28, Santoro as modified by Jones as applied to claim 1
above, teaches the apparatus of claim 27, wherein the channel alert server controls the
at least one communication interface so as to implement the at least one alert on at
least one of:

a device operated by at least one other user associated with or designated by the user,
wherein the at least one other user is authenticated by the apparatus to receive the at
least one alert (Santoro, col 11, lines 57-60); and at least one other user platform
authenticated by the apparatus to receive the at least one alert (Jones, paragraph 0043,

lines 1-4).
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In regard to dependent claim 29, Santoro teaches the apparatus of claim 19, wherein
the at least one other server includes: hosting internet sites (Santoro, col 4, lines 65-67)
wherein rendering three-dimensional visualization within internet site is well known in

the art.

In regard to dependent claim 30, Santoro as modified by Jones as applied to claim 1
above, teaches the apparatus of claim 19, wherein the at least one other server
includes:

the identity management server to authenticate the user and the at least on user
platform in C) (Santoro, figure 25, element 2402);

the video server to transform, transmit, and/or support delivery of video information
and/or audio information included in the first authenticated channel information
(Santoro, col 9, lines 42-50; col 4, lines 65-67, col 5, lines 1-5);

the enterprise content management server to provide configuration, templates, visual
content, user interface controls and management control for the first authenticated
channel information (Santoro, col 4, lines 65-67; “Just to clarify: rendering a content
management system [CMS] which include templates via internet sites is well known in
the art, e.g. rendering internet sites powered by Drupal, where user can configure via
various templates");

the device integration server to manage streaming or real-time information from a

machine or device, which streaming or real-time information is included in the first
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authenticated channel information (Santoro, col 4, lines 65-67, col 5, lines 1-5; “video
clips, live video stream etc”);

the portal server to facilitate Internet-based function access by the at least one user
platform (Santoro, col 4, lines 65-67; “portal server being the server that render internet
sites”);

the channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values
or signal data based on at least one threshold condition or parameter, and to generate
at least one alert in response to the one or more determined events, conditions, logical
workflows, discrete information values or signal data relating to the first authenticated
channel information (Santoro, col 11, lines 57-60; Jones, paragraph 0043, lines 1-4);
and

the virtual world server to provide a three-dimensional visualization of, and/or interaction
with, the first authenticated channel information (Santoro, col 4, lines 65-67; “wherein

rendering three-dimensional visualization within internet site is well known in the art”).

In regard to dependent claim 31, Santoro as modified by Jones as applied to claim 1
above, teaches the apparatus of claim 19, wherein at least a portion of one or more of
the first authenticated channel information, the video information, the audio information,
the streaming or real-time information from a machine or device (Santoro, col 4, lines

65-67, col 5, lines 1-5), the events, the conditions, the logical workflows, the discrete
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information values, and the signal data are stored in the at least one database (Jones,

figure 10).

In regard to dependent claim 32, Santoro as modified by Jones as applied to claim 1
above, teaches the apparatus of claim 19, wherein the at least one processor
establishes a service- oriented architecture (SOA) including an enterprise service bus,
wherein the channel server and the at least one other server are implemented as logical
components that are communicatively coupled to each other and the at least one

database via the enterprise service bus (Jones, paragraph 0019, lines 1-3; figure 10)

In regard to dependent claim 33, Santoro teaches the apparatus of claim 32, further
comprising at least one second communication interface, communicatively coupled to
the enterprise service bus, to access at least some of the one or more services and/or
applications provided by the at least one other server and used by the channel server

(Santoro, figure 1, figure 26).

In regard to dependent claim 34, Santoro teaches system of claim 33, wherein the at
least one second communication interface includes an Internet multi-media services
gateway to implement network traffic protocols so as to access at least some of the one
or more services and/or applications provided by the at least one other server and used
by the channel server (Santoro, col 4, lines 65-67, col 5, lines 1-5; “video clips, live

video streams over the internet considered "internet multi-media services™).
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In regard to dependent claim 35, Santoro teaches system of claim 33, wherein the at
least one second communication interface includes telecommunications network

services so as to access, through telecommunication wireline and wireless services, at
least some of the one or more services and/or applications provided by the at least one

other server and used by the channel server (Santoro, figure 27).

In regard to independent claim 38, Wetzer teaches a computer-implemented method
for providing information via at least one user platform, the method comprising:

A) configuring multiple channels through which information relevant to a user is
presented via the at least one user platform for user interaction (Wetzer, figure 3),
wherein A) comprises:

A1) establishing a user profile identifying at least one of a user preference and a
platform identity; and B) managing the user profile to grant the user access to specific
ones of the multiple channels for the user interaction based on the user profile (Wetzer,

paragraph 0036, lines 8-12).

In regard to independent claim 38, Santoro teaches a computer-implemented method
for providing information via at least one user platform, the method comprising:

A) configuring multiple channels through which information relevant to a user is
presented via the at least one user platform for user interaction (Santoro, figure 1),

wherein A) comprises:
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A1) establishing a user profile identifying at least one of a user preference (Santoro, col
26, lines 20-26) and a platform type (Santoro, figure 25); and B) managing the user
profile to grant the user access to specific ones of the multiple channels (Santoro, figure
1; col 15, lines 5-9; col 4, lines 54-57) for the user interaction based on the user profile

(Santoro, col 26, lines 20-26).

Santoro teaches displaying channel information based on user’s access rights and the
type of on the user platform (Santoro, col 26, lines 45-59; figure 25). However, Santoro

is silent on granting access rights based on the user and platform identity.

Jones teaches a system and apparatus displaying authorized channel information
based on authenticated channel, platform and user wherein the access rights is
associated with the corresponding plurality of authorized channels, the user and the

user platform (Jones, paragraph 0043, lines 3-4).

Santoro and Jones are analogous art because they are from similar field of endeavor,
graphical user interface displaying channel (application) information based on the
access rights.

Therefore, at the time of the invention, it would have been obvious to a person of
ordinary skill in the art to apply the teaching of Jones, having access rights associated
with user, channel (application) and user device, to Santoro. Motivation for doing so

would have been to have to improve the system making the system more secure
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avoiding any potential problem which may arise by rogue application (Jones, paragraph

003, lines 28-31).

Conclusion
The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.
Flynt et al., U.S. Patent 7,933,632 — Teaches a channel grid framework to display
plurality of channels based on the user profile wherein user can customize/organize the
channels and interact with the channels.
Nielsen et al., U.S. Publication 2010/0313146 - Teaches remotely controlling real-world
devices in virtual world and display status of real object.
Helfman et al., U.S. Patent 6,396,513 - Teaches intelligent alert object in outlook
application displaying alert based on predetermined threshold.
Feyereisen et al., U.S. Publication 2007/0018887 - Teaches giving alert to user based
on the status on a real object.
Fortnow et al., U.S. Publication 2009/0013263 - Teaches a virtual world interacting with
avatars simulating a real live event.
Leacock et al., U.S. Publication 2009/0254842 - Teaches a navigating documents and
application in virtual world and communicate with avatars.
McNally et al., U.S. Patent 6,259,448 - Teaches configure and deploy software

application to device using drag and drop.
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Sadig et al., U.S. Pub 2004/0148184 - Teaches installing app to remote devices by drag
and drop and copy file and generate binaries in response to drag and drop.

Berger et al., U.S. Pub 2003/0084436 - Teaches installing app to a target compartment
or icon by drag and drop in the same machine.

Kodosky et al., U.S. Publication 2008/0141174 - Teaches deploying application or
component of the software to various devices using drag and drop and run the
application instantaneously, establishing a run time application.

O’Brien, U.S. Patent 7,681,230 - Teaches a system to transferring / synchronizing files
among plurality of devices wherein devices needs to be authenticated in addition to user

authentication wherein device can be connected peer-to-peer or to a centralized server.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to REZA NABI whose telephone number is (571)270-7592.
The examiner can normally be reached on 7:30 to 5:00 PM [Off every alternate Friday].

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, William Bashore can be reached on 571-272-4088. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/R. N./
Examiner, Art Unit 2175

/William Bashore/

Supervisory Patent Examiner, Art Unit 2175
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: WETZER et al.

Title: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED
CHANNELS TO AUTHENTICATED USERS AND USER DEVICES

Appl. No.: 13/086274

Filing Date: ~ 4/13/2011

Examiner: Nabi, Reza U.

Art Unit: 2175

Confirmation 3847
Number:

AMENDMENT AND REPLY UNDER 37 CFR 1.111

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner:
This communication is responsive to the Non-Final Office Action dated January 3, 2013,

concerning the above-referenced patent application.

Amendments to the Claims are reflected in the listing of claims which begins on page 2

of this document.
Remarks/Arguments begin on page 18 of this document.

Please amend the application as follows:
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Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

Listing of Claims:

1. (Currently Amended) An apparatus to provide secure user-centric information via a

plurality of user platforms atleast-ene-userplatform operated by a user, the apparatus

comprising:

at least one communication interface to facilitate wired and/or wireless communications
with the plurality of user platforms ateast-ene-userplatform via one or more transmission

media;

at least one memory to store processor-executable instructions; and
at least one processor communicatively coupled to the at least one communication
interface and the at least one memory, wherein upon execution of the processor-executable
instructions by the at least one processor, the at least one processor establishes a user session to
manage provision of and interaction with the secure user-centric information by:
A) implementing a plurality of channels through which the user receives and/or

interacts with, via the-atteast-one-userplatform the plurality of user platforms, respective

portions of the secure user-centric information, wherein the at least one processor is

configured to synchronize functions and features of one or more of the plurality of

channels across two or more of the plurality of user platforms;

B) controlling the at least one communication interface to receive, from the at

least one user platform of the plurality of user platforms, a user identity for the user and a

platform identity for the at least one user platform;

C) authenticating the user and the at least one user platform to receive the secure
user-centric information based at least in part on the user identity and the platform
identity; and

D) if the user and the at least one user platform are authenticated in C), controlling

the at least one communication interface so as to transmit to the at least one user platform

4827-1219-4578.1
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first authenticated channel information relating to at least one authorized channel of the
plurality of channels implemented in A), based at least in part on information access
rights and/or security protocols respectively associated with the corresponding plurality of

channels, the user, and the at least one user platform, wherein the at least one memory

stores a user profile to identify user preferences, platform identities, and service support

instructions that determine how the secure user-centric information behaves on the at

least one user platform, and wherein at least a portion of the first authenticated channel

information to be transmitted to the at least one user platform is selected by the processor

based at least in part on the user profile and is transmitted to the at least one user platform

without being requested by the user.

2. (Original) The apparatus of claim 1, wherein the secure user-centric information includes
at least one of:

text information;

graphic information;

one or more pictures;

one or more videos;

audio or digital sound;

streaming data, audio or video;

content associated with an executing computer application;

voice-over-IP communication;

instant messaging/SMS information;

video-conferencing information;

environmental monitoring information;

financial services information,;

enterprise resource planning information;

enterprise content management information;

building information;

project management information;

4827-1219-4578.1
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product lifecycle management information;

RSS (Really Simple Syndication) reader information;

remote device control/interaction information;

a three-dimensional graphic visualization of one or more objects and/or immersive
environments;

one or more word processing documents;

one or more spreadsheets;

one or more presentation/slide shows;

email; and

address book information.

3. (Original) The apparatus of claim 1, wherein the first authenticated channel information
is provided by at least one authenticated channel application and/or at least one authenticated

service.

4. (Original) The apparatus of claim 1, wherein the at least one communication interface
includes a web services gateway communicatively coupled to the at least one user platform

server via the one or more transmission media.

5. (Currently Amended) The apparatus of claim 1, whereinrthe-atleastone-memeory-stores

and-wherein:

C) comprises authenticating the user and the user platform based at least in part on the
user profile; and
D) comprises transmitting the first authenticated channel information to the at least one

user platform based at least in part on the user profile.

6. (Currently Amended) The apparatus of claim 1, wherein:

4827-1219-4578.1
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the at least one memory stores an authentication directory to provide the information
access rights and/or security protocols respectively associated with the corresponding plurality of
channels, the user, and the at least one user platform;

the authentication directory includes a plurality of user accounts, a plurality of device
accounts, and a plurality of application accounts; and

C) comprises eemprise authenticating the user and the at least one user platform based at
least in part on the plurality of user accounts and the plurality of device accounts included in the

authentication directory.

7. (Original) The apparatus of claim 6, wherein:
at least one user account of the plurality of user accounts includes at least one entry

comprising at least one of:

a user name;

a user password;

a user cmail;

a user mailstop;

a user telephone number;

a user mobile number;

a user building;

a user campus; and

at least one user group; and

C) comprises authenticating the user if the user identity matches the at least one entry.

8. (Original) The apparatus of claim 6, wherein:
at least one device account of the plurality of device accounts includes at least one entry
comprising at least one of:
a device name;
a device type;

a device manufacturer;

4827-1219-4578.1
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a device model number;
a device serial number;
a device IP address;
a device location;
a device user; and
a device password; and
C) comprises authenticating the user platform if the platform identity matches the at least

ong entry.

9. (Original) The apparatus of claim 8, wherein C) comprises authenticating the at least one

user platform based at least in part on a location of the at least one user platform.

10. (Original) The apparatus of claim 6, wherein D) comprises:
transmitting to the at least one user platform the first authenticated channel information
based at least in part on the plurality of application accounts included in the authentication

directory.

11. (Original) The apparatus of claim 10, wherein:
at least one application account of the plurality of application accounts includes at least

one entry comprising at least one of:

an application name;

an application serial number;

at least one application module;

at least one application web service;

at least one application interface;

at least one application protocol;

at least one application host;

an application IP address;

an application location;

an application user; and
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an application password.

12. (Original) The apparatus of claim 10, wherein C) comprises authenticating the at least

one user platform based at least in part on a location of the at least one user platform.

13. (Original) The apparatus of claim 1, wherein in D), the at least one processor further
manages the provision of and interaction with the secure user-centric information by:

D1) controlling the at least one communication interface to transmit channel information
corresponding to at least some of the plurality of channels implemented in A), including the first
authenticated channel information, to the at least one user platform so as to facilitate display of a
desktop for the at least one user platform as a channel grid framework, the channel grid
framework including a plurality of user-selectable items representing the at least some of the
plurality of channels implemented in A),

wherein, in D1), the plurality of user-selectable items included in the channel grid
framework is based at least in part on the information access rights and/or the security protocols
respectively associated with the corresponding plurality of channels, the user, and the user

platform.

14. (Original) A system, comprising:
the apparatus of claim 13; and
the at least one user platform, wherein the at least one user platform comprises:
a display device to display the desktop for the user platform;
at least one second communication interface to facilitate wired and/or wireless
communications to the apparatus via one or more transmission media;
at least one second memory to store second processor-executable instructions; and
at least one second processor communicatively coupled to the display device, the
at least one second communication interface, and the at least one second memory,
wherein upon execution of the second processor-executable instructions, the at least one

second processor controls the display device to display the desktop for the at least one
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user platform as the channel grid framework based at least in part on the channel

information received from the apparatus.

15. (Original) The system of claim 14, wherein the at least one user platform includes at least
one of:

a desktop computer;

a laptop computer;

a tablet computer;

a net-book computing device;

a handheld computing device;

a personal, enterprise, or portable digital assistant;

a telecommunications device including one of a telephone, a cell phone, and a smart
phone;

a personal navigation device;

a vehicle-based device;

an optical disk player;

a television; and

a game console.

16. (Original) The system of claim 14, wherein:

the at least one user platform includes a plurality of user platforms communicatively
coupled to the apparatus of claim 13; and

the plurality of user platforms include multiple different types of computing devices

and/or multiple different types of communication devices.

17. (Original) The apparatus of claim 1, wherein the first authenticated channel information
includes at least one of:

text information;

graphic information;

one or more pictures;
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one or more videos;

audio or digital sound;

streaming data, audio or video;

content associated with an executing computer application;

voice-over-IP communication;

instant messaging/SMS information;

video-conferencing information;

environmental monitoring information;

financial services information,;

enterprise resource planning information;

enterprise content management information;

building information;

project management information;

product lifecycle management information;

RSS (Really Simple Syndication) reader information;

remote device control/interaction information;

a three-dimensional graphic visualization of one or more objects and/or immersive
environments;

one or more word processing documents;

one or more spreadsheets;

one or more presentation/slide shows;

email; and

address book information.

18. (Original) The apparatus of claim 1, wherein:

in A), the at least one processer implements a channel server that defines one or more
visual characterizations, one or more functions or features, and/or one or more information types
provided by respective channels of the plurality of channels;

the channel server implements at least the at least one authorized channel; and

9.
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the at least one memory further stores at least one database including registries to one or
more services and/or applications used by the channel server to implement the at least one

authorized channel and provide the first authenticated channel information.

19. (Original) The apparatus of claim 18, wherein the at least one processor manages

provision of and interaction with at least some of the secure user-centric information by:
implementing at least one other server, communicatively coupled to the channel server, to

provide the one or more services and/or applications registered in the at least one database and

used by the channel server to implement the at least one authorized channel and provide the first

authenticated channel information, wherein the at least one other server includes at least one of:

an identity management server to authenticate the user and the at least on user

platform in C);

a video server to transform, transmit, and/or support delivery of video information
and/or audio information included in the first authenticated channel information,;

an enterprise content management server to provide configuration, templates,
visual content, user interface controls and management control for the first authenticated
channel information;

a device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first
authenticated channel information,;

a portal server to facilitate Internet-based function access by the at least one user
platform;

a channel alert server to monitor the first authenticated channel information so as
to determine one or more events, conditions, logical workflows, discrete information
values or signal data based on at least one threshold condition or parameter, and to
generate at least one alert in response to the one or more determined events, conditions,
logical workflows, discrete information values or signal data relating to the first

authenticated channel information; and

-10-
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a virtual world server to provide a three-dimensional visualization of, and/or

interaction with, the first authenticated channel information.

20.  (Original) The apparatus of claim 19, wherein the at least one other server includes:
the identity management server to authenticate the user and the at least on user platform

in C).

21.  (Original) The apparatus of claim 19, wherein the at least one other server includes:
the video server to transform, transmit, and/or support delivery of video information

and/or audio information included in the first authenticated channel information.

22.  (Original) The apparatus of claim 19, wherein the at least one other server includes:
the enterprise content management server to provide configuration, templates, visual
content, user interface controls and management control for the first authenticated channel

information.

23.  (Original) The apparatus of claim 19, wherein the at least one other server includes:
the device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first authenticated

channel information.

24.  (Original) The apparatus of claim 19, wherein the at least one other server includes:
the portal server to facilitate Internet-based function access by the at least one user

platform.

25.  (Original) The apparatus of claim 19, wherein the at least one other server includes:
the channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values or
signal data based on at least one threshold condition or parameter, and to generate at least one
alert in response to the one or more determined events, conditions, logical workflows, discrete
information values or signal data relating to the first authenticated channel information.

-11-
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26.  (Original) The apparatus of claim 25, wherein the at least one other server includes the
channel alert server, and wherein the at least one threshold condition or parameter includes a

numerical limit or a trend.

27.  (Original) The apparatus of claim 25, wherein the at least one other server includes the
channel alert server, and wherein the at least one alert includes at least one of:

at least one visual alert;

at least one auditory alert;

at least one email message;

at least one SMS text message;

activation of at least one channel of the plurality of channels; and

a notification to a law enforcement agency.

28. (Original) The apparatus of claim 27, wherein the channel alert server controls the at
least one communication interface so as to implement the at least one alert on at least one of:

a device operated by at least one other user associated with or designated by the user,
wherein the at least one other user is authenticated by the apparatus to receive the at least one
alert; and

at least one other user platform authenticated by the apparatus to receive the at least one

alert.

29.  (Original) The apparatus of claim 19, wherein the at least one other server includes:
the virtual world server to provide a three-dimensional visualization of, and/or interaction

with, the first authenticated channel information.

30.  (Original) The apparatus of claim 19, wherein the at least one other server includes:
the identity management server to authenticate the user and the at least on user platform
in C);
the video server to transform, transmit, and/or support delivery of video information

and/or audio information included in the first authenticated channel information,;

-12-
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the enterprise content management server to provide configuration, templates, visual
content, user interface controls and management control for the first authenticated channel
information;

the device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first authenticated
channel information;

the portal server to facilitate Internet-based function access by the at least one user
platform;

the channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values or
signal data based on at least one threshold condition or parameter, and to generate at least one
alert in response to the one or more determined events, conditions, logical workflows, discrete
information values or signal data relating to the first authenticated channel information; and

the virtual world server to provide a three-dimensional visualization of, and/or interaction

with, the first authenticated channel information.

31. (Original) The apparatus of claim 19, wherein at least a portion of one or more of the
first authenticated channel information, the video information, the audio information, the
streaming or real-time information from a machine or device, the events, the conditions, the
logical workflows, the discrete information values, and the signal data are stored in the at least

one database.

32.  (Original) The apparatus of claim 19, wherein the at least one processor establishes a
service-oriented architecture (SOA) including an enterprise service bus, wherein the channel
server and the at least one other server are implemented as logical components that are
communicatively coupled to each other and the at least one database via the enterprise service

bus.

33. (Original) The apparatus of claim 32, further comprising at least one second

communication interface, communicatively coupled to the enterprise service bus, to access at

13-
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least some of the one or more services and/or applications provided by the at least one other

server and used by the channel server.

34. (Original) The system of claim 33, wherein the at least one second communication
interface includes an Internet multi-media services gateway to implement network traffic
protocols so as to access at least some of the one or more services and/or applications provided

by the at least one other server and used by the channel server.

35. (Original) The system of claim 33, wherein the at least one second communication
interface includes telecommunications network services so as to access, through
telecommunication wircline and wireless services, at least some of the one or more services

and/or applications provided by the at least one other server and used by the channel server.

36. (Currently Amended) A method for providing secure user-centric information via a

plurality of user platforms atleast-ene-userplatform operated by a user, the method comprising:

A) implementing a plurality of channels through which the user receives and/or interacts

with, via the plurality of user platforms atleast-ene-userplatform, respective portions of the

secure user-centric information, wherein implementing the plurality of channels comprises

synchronizing functions and features of one or more of the plurality of channels across two or

more of the plurality of user platforms;

B) receiving, from the at least one user platform of the plurality of user platforms, a user

identity for the user and a platform identity for the at least one user platform;

C) authenticating the user and the at least one user platform to receive the secure user-
centric information based at least in part on the user identity and the platform identity; and

D) if the user and the at least one user platform are authenticated in C), transmitting to the
at least one user platform first authenticated channel information relating to at least one
authorized channel of the plurality of channels implemented in A), based at least in part on
information access rights and/or security protocols respectively associated with the

corresponding plurality of channels, the user, and the at least one user platform, wherein a user

profile stored in a memory is used to identify user preferences, platform identities, and service

-14-
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support instructions that determine how the secure user-centric information behaves on the at

least one user platform, and wherein at least a portion of the first authenticated channel

information to be transmitted to the at least one user platform is selected based at least in part on

the user profile and is transmitted to the at least one user platform without being requested by the

user.

37. (Currently Amended) At least one non-transitory computer readable storage medium
storing processor-executable instructions that, when executed by at least one processor, perform a
method for providing secure user-centric information via a plurality of user platforms atleast-ene
wser-platferm operated by a user, the method comprising:

A) implementing a plurality of channels through which the user receives and/or interacts

with, via the-atleastone-userplatform the plurality of user platforms, respective portions of the

secure user-centric information;

B) receiving, from the at least one user platform of the plurality of user platforms, a user

identity for the user and a platform identity for the at least one user platform;

C) authenticating the user and the at least one user platform to receive the secure user-
centric information based at least in part on the user identity and the platform identity; and

D) if the user and the at least one user platform are authenticated in C), transmitting to the
at least one user platform first authenticated channel information relating to at least one
authorized channel of the plurality of channels implemented in A), based at least in part on
information access rights and/or security protocols respectively associated with the

corresponding plurality of channels, the user, and the at least one user platform, wherein a user

profile stored in a memory is used to identify user preferences, platform identities, and service

support instructions that determine how the secure user-centric information behaves on the at

least one user platform, and wherein at least a portion of the first authenticated channel

information to be transmitted to the at least one user platform is selected based at least in part on

the user profile and is transmitted to the at least one user platform without being requested by the

user.
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38. (Cancelled.)

39. (Currently Amended) The method of claim 36 [[38]], wherein:
[[A1)]] the method further comprises establishing the user profile as part of an

authentication directory including a plurality of user accounts, a plurality of device accounts, and
a plurality of application accounts; and

[[B)]] €) comprises[[:]] [[B1)]] authenticating the user and the at least one user platform
based at least in part on the plurality of user accounts and the plurality of device accounts
included in the authentication directory; and

[[B2)]] the method further comprises authenticating the specific ones of the plurality of

muttiple channels based at least in part on the plurality of application accounts included in the

authentication directory.

40. (Currently Amended) The method of claim 39, wherein:
at least one user account of the plurality of user accounts includes at least one entry

comprising at least one of:

a user name;

a user password;

a user cmail;

a user mailstop;

a user telephone number;

a user mobile number;

a user building;

a user campus; and

at least one user group; and

in C [[B1)]], the user is authenticated if the user identity matches the at least one entry.

41. (Currently Amended) The method of claim 40, wherein:
at least one device account of the plurality of device accounts includes at least one entry

comprising at least one of:
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a device name;
a device type;
a device manufacturer;
a device model number;
a device serial number;
a device IP address;
a device location;
a device user; and
a device password; and
in C [[B1)]], the user platform is authenticated if the platform identity matches the at least

ong entry.

42. (Currently Amended) The method of claim 41, wherein:
at least one application account of the plurality of application accounts includes at least
one application user and at least one additional entry comprising at least one of:
an application name;
an application serial number;
at least one application module;
at least one application web service;
at least one application interface;
at least one application protocol;
at least one application host;
an application IP address;
an application location; and
an application password; and
#B2); the specific ones of the multiple channels are authenticated if the user identity

matches the at least one application user.
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REMARKS

Applicants respectfully request reconsideration of the present application in view of the

foregoing amendments and in view of the reasons that follow.
Claim 38 is requested to be cancelled without prejudice.

Claims 1, 5, 6, 36, 37, and 39-42 are currently being amended. No new matter is added.
Support for the amendments can be found in paragraphs 26, 27, 37, 38, 40, and 43, as well as

various other passages, of the specification as originally filed.

This amendment adds, changes and/or deletes claims in this application. A detailed
listing of all claims that are, or were, in the application, irrespective of whether the claim(s)
remain under examination in the application, is presented, with an appropriate defined status

identifier.

After amending the claims as set forth above, claims 1-37 and 39-42 are now pending in

this application.

EXAMINER INTERVIEW

On May 8, 2013, a telephonic interview was held between Examiner Nabi, Supervisory
Examiner Bashore, Applicants’ representative Joseph Teja, and the undersigned. No exhibits
were shown and no demonstrations were conducted. Applicants thank Examiners Nabi and
Bashore for their time and feedback. The rejection of claim 1 under 35 U.S.C. § 103 based on
Santoro and Jones was discussed in relation to proposed ideas for amending the independent
claims. While Applicants do not concede that the rejections are proper, several ideas for more
clearly distinguishing the claimed features from the combination of Santoro and Jones that were
discussed during the interview have been incorporated into the present response in the interest of
furthering prosecution. As described in detail below, Applicants respectfully submit that the

amended claims are allowable over the combination of Santoro and Jones.

-18-
4827-1219-4578.1

Page 147 of 393



Atty. Dkt. No. 098944-0133 (ML0O000US04)

PRIORITY

On page 2 of the Office Action, the Office Action indicated that independent claims 1,
36, 37, and 38 have not been granted the priority date of 5/13/2008 associated with provisional
application Serial No. 61/052,765 (“the ‘765 provisional’’) because that ‘765 provisional
allegedly does not disclose certain features of claims 1, 36, 37, and 38. Claim 38 has been

cancelled and, accordingly, the discussion of the priority of that claim is moot.

The Office Action asserted that the 765 provisional fails to disclose “access rights and/or
security protocols respectively associated with the corresponding plurality of channels, the users,
and the user platform.” Applicants respectfully disagree, and submit that the concept of access
rights and security protocols associated with channels, users, and user platforms (e.g., devices) is

unambiguously disclosed within the ‘765 provisional.

The 765 provisional includes a document entitled “6thSpace Graphical User Interface
and Portal Framework” (“6thSpace Framework™). This document describes various aspects of an
implementation of the present invention at the time of filing of the ‘765 provisional. This

(134

document states that the software allows a user to ““take their channels with them’ no matter
where they go, no matter what device they use.” (6thSpace manual, p. 1). The 6thSpace
Framework discloses the use of “user, application and device authentication.” (6thSpace
Framework, p. 6). The document states that the authentication system is used to “[v]alidate the
user AND channel applications” and that it “[g]rants user access to applications, services and
devices.” (6thSpace Framework, p. 7, a2.1.1 and a2.1.3). A directory stores information for each
of the user, the channel (e.g., application), and the platform (e.g., device) that may be used to
determine the access rights and/or security protocols associated with each. (6thSpace
Framework, pp. 7-8, a2.2 and associated subsections). For example, the directory stores a name
and password for each user, application, and device. (6thSpace Framework, pp. 7-8, a2.2.1.1,
a2.2.1.2,a22.2.1,a2.2.2.11,a2.2.3.1, and a2.2.3.9). The directory also stores various other
information that may be used to determine access rights and/or security protocols, such as name,
contact information, location (e.g., building and campus), affiliation (e.g., groups), and other
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information for users, serial number, internet (IP) address, location, protocol, and other
information for applications, and model, serial number, IP address, location, and other
information for devices. (6thSpace Framework, pp. 7-8, a2.2 and associated subsections).
Applicants respectfully submit that the cited passages, taken together with the other passages of
the 765 provisional, clearly disclose the various concepts underlying the features recited in the
independent claims, and accordingly the independent claims are entitled to the priority date

associated with the “765 provisional.

Amended claim 1 recites, in combination with other features, that “the at least one
memory stores a user profile to identify user preferences, platform identities, and service support
instructions that determine how the secure user-centric information behaves on the at least one
user platform™ and that “at least a portion of the first authenticated channel information to be
transmitted to the at least one user platform is selected by the processor based at least in part on
the user profile.” Amended independent claims 36 and 37 recite similar features. Applicants
respectfully submit that the user profile feature is also described in the ‘765 provisional. The
6thSpace Framework document describes that “[u]sers can configured up to 4 unique Channel
Grids and interact with them simultaneously” and “can choose to ‘take their channels with them’
no matter where they go, no matter what device they use.” (6thSpace Framework, p. 1). The
document describes tools (e.g., “utility toolDrawer: preferences”) that allow a user to “define
and store global user customizable applications and definitions” and “define and store Channel
Grids.” (6thSpace Framework, p. 6, a1.1.12.15.4.5.1 and a1.1.12.15.4.5.2). The document
further states that “[a]lerts can be configured to take with you — from device to device, location to
location.” (6thSpace Framework, p. 8, a3.7). These and other passages, in combination with the
authentication information stored in the directory and discussed in the preceding paragraph,

disclose the “user profile” recited in amended claim 1.

In view of the foregoing, Applicants respectfully request that the filing date of the ‘765
provisional be acknowledged as the proper applicable priority date for the presently pending

claims.
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CLAIM REJECTIONS - 35 U.S.C. §101

On page 3 of the Office Action, claim 37 was rejected under 35 U.S.C. § 101 because the
claimed invention is directed to non-statutory subject matter. Per the Examiner’s suggestion,
claim 37 has been amended to recite “[a]t least one non-transitory computer readable storage
medium.” This amendment is believed to be unnecessary as a “computer readable storage
medium” is believed not to include transitory signals in space, and the addition of “non-
transitory” is done under protest. Applicants’ use of “non-transitory”” removes only propagating
signals per se from the claim scope and does not relinquish rights to all standard computer
readable media that are not just propagating transitory signals per se. Applicants respectfully

request withdrawal of the rejection of claim 37 under 35 U.S.C. § 101.

DOUBLE PATENTING

On page 4 of the Office Action, claims 1-42 were rejected on the ground of nonstatutory
provisional obviousness-type double patenting as being unpatentable over claims 1-36 of U.S.
Patent Publication No. 2010/0122196 to Wetzer (“Wetzer”). Applicants respectfully request that
the provisional double patenting rejection be held in abeyance until such time as an indication of

allowable subject matter is received.

CLAIM REJECTIONS —35 U.S.C. §103

On page 17 of the Office Action, claims 1-42 were rejected under 35 U.S.C. § 103(a) as
being unpatentable over U.S. Patent No. 7,376,907 to Santoro et al. (“Santoro”) in view of U.S.
Patent Publication No. 2008/0256643 to Jones (“Jones™). Claim 38 has been cancelled and,
accordingly, the rejection of that claim has been rendered moot. While Applicants do not
concede the propriety of the rejections, independent claims 1, 36, and 37 have been amended in
the interest of furthering prosecution. Applicants respectfully submit that amended independent
claims 1, 36, and 37, and their respective dependent claims, are allowable over the combination

of Santoro and Jones.

21-
4827-1219-4578.1

Page 150 of 393



Atty. Dkt. No. 098944-0133 (ML0O000US04)

Claim 1 recites, in combination with other features, “controlling the at least one
communication interface so as to transmit to the at least one user platform first authenticated
channel information relating to at least one authorized channel of the plurality of channels
implemented in A), based at least in part on information access rights and/or security protocols
respectively associated with the corresponding plurality of channels, the user, and the at least one
user platform.” The Examiner acknowledges that “Santoro is silent on authenticating platform
and access rights being associated with the corresponding plurality of authorized channels, the

user and the user platform.” (Office Action, p. 18).

Claim 1 has been further amended to recite that “the at least one memory stores a user
profile to identify user preferences, platform identities, and service support instructions that
determine how the secure user-centric information behaves on the at least one user platform” and
that ““at least a portion of the first authenticated channel information to be transmitted to the at
least one user platform is selected by the processor based at least in part on the user profile and is

transmitted to the at least one user platform without being requested by the user.”

Santoro and Jones, alone or in combination, fail to disclose, teach, or suggest that “at
least a portion of the first authenticated channel information to be transmitted to the at least one
user platform is selected by the processor based at least in part on the user profile and is
transmitted to the at least one user platform without being requested by the user” as recited in
amended claim 1. Jones teaches an authorization framework used to protect data records stored
in a database. (Jones, abstract, FIG. 5). The authorization framework can provide multiple
levels of access to different users and determine whether an application attempting to access data
on behalf of a user is authorized to do so. (Jones, 9 4-5). Jones states that “records can be

protected on a per user per application per device basis.” (Jones, 9 43).

Jones teaches a “pull” type system in which users (or applications on behalf of users)
submit requests for data they wish to access from the stored data records. (Jones, § 6). The
Jones system ensures that the user and application have sufficient privileges to access the desired

data record. (Jones, 49 6, 31). If the application and user are both authorized to access the
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record, the request can be processed and the application can be given access to the record.

(Jones, 4 6).

Jones does not teach or suggest selecting at least a portion of authenticated channel
information to be transmitted to a user platform based on a user profile, which is used to
determine how information behaves on the platform, and transmitting the data to the platform
without the data being requested by the user. Jones does not teach actively selecting data (e.g.,
records) and transmitting the data without the data being requested by the user. Rather, Jones
teaches first receiving a request from an application to access a specific record, determining
whether the application and user are authorized to access that record, and allowing the requesting
application to access the record if the application and user are authorized. (See Jones, 9 6, 31).
Jones does not teach actively selecting authenticated channel information (the transmission of
which is “based at least in part on information access rights and/or security protocols respectively
associated with the corresponding plurality of channels, the user, and the at least one user
platform’) based on a user profile and transmitting the authenticated channel information to the

platform without being requested by the user.

Santoro does not teach providing authenticated channel information (the transmission of
which is “based at least in part on information access rights and/or security protocols respectively
associated with the corresponding plurality of channels, the user, and the at least one user
platform™), as acknowledged by the Examiner, and also does not teach selecting such information

based on a user profile. Accordingly, Santoro does not cure the deficiencies of Jones.

Applicants respectfully request withdrawal of the rejection of claim 1. Amended
independent claims 36 and 37 recite features similar to those recited in amended independent
claim 1, and are allowable over the combination of Santoro and Jones for at lcast the same
reasons. Claims 2-35 and 39-42 depend from amended independent claims 1 and 36 and are
allowable over the combination of Santoro and Jones for at least the same reasons. Applicants

respectfully request withdrawal of the rejections of claims 2-37 and 39-42 as well.
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CONCLUSION

Applicants believe that the present application is now in condition for allowance.

Favorable reconsideration of the application as amended is respectfully requested.

The Examiner is invited to contact the undersigned by telephone if it is felt that a

telephone interview would advance the prosecution of the present application.

The Commissioner is hereby authorized to charge any additional fees which may be
required regarding this application under 37 C.F.R. §§ 1.16-1.17, or credit any overpayment, to
Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit
card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or
incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to
Deposit Account No. 19-0741. If any extensions of time are needed for timely acceptance of
papers submitted herewith, Applicants hereby petition for such extension under 37 C.F.R. §1.136

and authorize payment of any such extensions fees to Deposit Account No. 19-0741.

Respectfully submitted,
Date May 17, 2013 By /Brett P. Belden/
FOLEY & LARDNER LLP Brett P. Belden
Customer Number: 48329 Attorney for Applicant
Telephone:  (414) 319-7319 Registration No. 57,705

Facsimile: (414) 297-4900
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SYSTEM AND METHOD TO MANAGE THE DISTRIBUTION OF SERVICES
SOFTWARE IN A DISTRIBUTED NETWORK

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] The present application is a continuation—-in—-part
of U.S. Patent Application 10/350,164, filed 23 January
2003, for “System BAnd Method For Composing, Configuring,
Deploying, And Managing Services Using A Graphical User

17

Interface, which is hereby incorporated by reference, and

claims the benefit of the filing date thereof.

{00021 This application also shares at least some common
text and figures with, but 1s otherwise unrelated to,
commonly assigned U.S. Patent Applications 10/407,836 for
“System And Method For Preoviding A Plug—-And-Play
Architecture For Integrating Infrastructure Services With
Business Service Implementations,” 10/4C7,849 for “System
And Method For Automated Code Generation Using Language
Neutral Software Code,” and 10/407,812 for “System And
Method For Customizing Infrastructure Services For Use In
Network Services,” all filed concurrently herewith, and

which are hereby incorporated by reference.
TECHNICARIL FIELD OF THE INVENTION

[0003] The present invention is directed, in general, to

data processing system services management.
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BACKGROUND OF THE INVENTION

[0004] In the area of conventional business service
development, there are, in general, three major roles, each

role having specific tools to address its needs.

[0005] Application architects are primarily concerned
with defining the contracts of the business services to
meet the business reqguirements. An application contract
consists of one or more interface definitions, reflecting
the right level o©of interface granularity and service
behavior such as operations exposed and their dinputs and

outputs.

[0006] An important aspect of the architect’s task here
is to ensure that existing interface types are reused so
that multiple interface types and messages are not

reinvented to fulfill similar requirements.

[00071 Once the correct interfaces have been defined,
the application developers are ready to implement those
interfaces. This often involves writing code that
implements business logic. The developers also have to be

able tc unit test the code that they have Jjust written.

[0008] Finally, once the code has been developed, it can
be given to the system administrators for configuration,
deployment and management. They can then configure the
runtime execution environment for the newly developed
service and deploy the application. Once deployed, the
application can then be managed through the means available

in the environment.
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[0009] In the conventional development model, the
applications are developed from scratch. This allows the
users to perform top-down design and leverage the full
capabilities of the available technologies since no baggage

needs to be carried from the past.

[0010] Currently, there are 5 major phases of the
lifecycle of the business services. In the model phase,
the application architects design the interfaces for the
business services to be developed. Once the interfaces
have been designed, the business logic is developed by the
developers of the system. The system architects then
configure the runtime for the business service and the

administrators then deploy and manage the business

services.
[C0o11] In many cases, the Dbusiness services already
exist but are not manageable. These services may be either

3rd party off-the-shelf (COTS) applications or <custom

applications developed in-house or by system integrators.

[0012] This style of development is bottom—up
development where the interfaces are actually constructed
based on existing applications. The architects first use
introspection to reverse engineer metadata from the
existing applications. These applications may exist in one
of many supported technologies such as Java classes, CORBA,

EJBYs, existing web services or COTS packages such as BSAP

or Siebel. Introspection would result in one—to-one
interface generation. However, in real world, these
interfaces may need to be refactored. Refactoring involves

either suppressing some of the operation in an interface,
creating brand new ones, combining two or more interfaces

- 3 -
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(contract aggregation) or splitting a contract into two or

more contracts (contract dissemination).

[0013] It should be noted that the existing applications
could also be web services. The process should however be
no different than that for 3rd party COTS or custom

applications supporting a particular technology.

[0014] Business logic generally does not change in
nature. However, the underlying technologies are changing
very rapidly. For example, there are a number of new

standards that are being developed to address various
aspects of distributed business services. Many standards

do not have any sort of industry consensus and many areas

have competing standards. However, the applications have
to be developed today. Typically, the business services
are written to provide all the other necessary
functionality, such as security and others (application

infrastructure services) that dc not actually contribute to
the Dbusiness behavior itself. As the standards and
technologies for these other services (application
infrastructure services) evolve, the business services have
to be modified and enhanced in order to take advantage of
them. Furthermore, in the current state of the art, the
configuration and deployment of these services is specific
to a particular underlying environment and the underlying

products.

[0015] There 1is, therefore, a need in the art for an
improved system and method for distributing updated,

modified, and enhanced services in a distributed network.
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SUMMARY OF THE INVENTION

[0016] To address the above-discussed deficiencies of
the prior art, and to provide generally improved systems
and methods, it is a ©primary object of the present
invention to provide an improved system and method for
business services development and management in a data

processing system and data processing system network.

[0017] The preferred embodiment provides a system and
method for composing, configuring, deploying, and managing
services in a data processing system and data processing
system network. This system provides deployment domains to
define a logical set of business services that have similar
regquirements for an application infrastructure. A
deployment domain is created, and a graphical user
interface allows a user to compose, configure, deploy, and
manage services within the deployment domain and associated
hosts using a drag—and-drop interface. A system and method
for distributing and wupdating services software in the
network and configuring heterogeneocus underlying web

services hosting platforms is claimed.

[0018] The foregoing has outlined rather broadly the
features and technical advantages of the present invention
so that those skilled in the art may better understand the
detailed description of the invention that follows.
Additional features and advantages of the invention will be
described hereinafter that form the subject of the claims
of the invention. Those skilled in the art will appreciate
that they may readily use the conception and the specific
embodiment disclosed as a basis for modifying or designing
other structures for carrying out the same purposes of the

- 5 -
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present invention. Those skilled in the art will also
realize that such equivalent constructions do not depart
from the spirit and scope of the invention in its broadest

form.

[0019] Before undertaking the DETAILED DESCRIPTION OF
THE INVENTION below, it may be advantageous to set forth
definitions of certain words or phrases used throughout
this patent document: the terms “include” and “comprise,”
as well as derivatives thereof, mean inclusion without

"

limitation; the term “or” is inclusive, meaning and/or; the
phrases MYassociated with” and “associated therewith,” as
well as derivatives thereof, may mean to include, be
included within, intercconnect with, contain, be contained
within, connect to or with, couple to or with, be
communicable with, cooperate with, interleave, Jjuxtapose,
be proximate to, be bound to or with, have, have a property
of, or the 1like; and +the term “controller” means any
device, system or part thereof that controls at least one
operation, whether such a device is implemented in
hardware, firmware, software or some combination of at
least two of the same. it should be noted that the
functionality associated with any particular controller may
be centralized or distributed, whether locally or remotely.
Definitions for certain words and phrases are provided
throughout this patent document, and those of ordinary
skill in the art will understand that such definitions
apply in many, 1if not most, instances to prior as well as

future uses of such defined words and phrases.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0020] For a more complete understanding of the present
invention, and the advantages thereof, reference is now
made to the following descriptions taken in conjunction
with  the accompanying drawings, wherein like numbers

designate like objects, and in which:

[0021] FIGURE 1 depicts a block diagram of the
relationships between service layers in accordance with a

preferred embodiment of the present invention;

[0022] FIGURE 2 depicts a Dblock diagram relating a
development and deployment lifecycle with data objects and
service objects in accordance with a preferred embodiment

of the present invention;

[0023] FIGURE 3 depicts a block diagram of a runtime
environment in accordance with a preferred embodiment of

the present invention;

[0024] FIGURE 4 illustrates a federated metadata storage
and access system in accordance with a preferred embodiment

of the present invention;

[0025] FIGCURE 5 depicts a virtual composition
environment in accordance with a preferred embodiment of

the present invention;

[00261 FIGURE & depicts a block diagram of a wvirtual
container accordance with a preferred embodiment of the

present invention:
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DETAILED DESCRIPTION OF THE INVENTION

[0029] FIGURES 1 through 8, discussed below, and the
various embodiments used to describe the principles of the
present invention in this patent document are by way of
illustration only and should not be construed in any way to
limit the scope of the invention. Those skilled in the art
will understand that the ©principles of the present
invention may be implemented in any suitably arranged
device. The numerous innovative teachings of the present
application will be described with particular reference to

the presently preferred embodiment.

[00301 Definitions: Following are short definitions of
the usual meanings of some of the technical terms which are
used in the present application. (However, those of
ordinary skill will recognize whether the context requires
a different meaning.) Additional definitions can be found

in the standard technical dictionaries and journals.

[0031] Business Service Contract - A Dbusiness service
contract describes the business service
exposed. This normally contains information

such as operations provided by the service,

their inputs and outputs.

[00321] Business Service Implementation —- A Dbusiness
service dimplementation is the software code
reguired strictly to implement the above
mentioned business Dbehavior. This does not
include other capabilities such as providing

security or managing transactions.
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[0033] Application Infrastructure Serxrvices - Application
Infrastructure Services are all those services
that themselves do not contribute to the
business Dbehavicr, however they are necessary
for the correct operation of the business
service. These services can be added, removed
or replaced without <changing the Dbusiness

behavior of the business service.

[0034] Virtual Container - A virtual container couples a
business service implementation with one or
more application infrastructure sexrvices and
provides the definition for a complete business
service. This definition exists in metadata
and contains all the metadata that customizes
the specific usage cof application
infrastructure services inside the said wvirtual

container.

[0035] Physical Business Service - A physical business
service 1s the platform specific programming
code that can be generated according to the
previously discussed definition of the wvirtual
container. This code can then be compiled and
deployed in the undexrlying platform specific

manner.

[0038] Web Services will soon be providing complex and
mission critical services to business partners and internal
customers by providing a viable alternative to most

application integration scenarios.
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[0037] The disclosed embodiments provide a system and
method for composing, configuring, deploying, and managing
services in a data processing system and data processing
system network. This system provides deployment domains to
define a logical set of business services that have similar
reguirements for an application infrastructure. A
deployment domain is created, and a graphical user
interface allows a user to compose, configure, deploy, and
manage services within the deployment domain and associated
hosts using a drag-and-drop interface. A system and method
for distributing and updating services scoftware in the
network and configuring heterogeneous underlying web

services hosting platforms is claimed.

[00381] The metadata is managed by a federated metamodel
system. A visual composition environment allows
composition of a wvirtual container that couples the
business service implementation in gquestion with the
application level infrastructure services that it needs.
The code generators can then generate platform specific
code for the wvirtual container. All this can be packaged
for easy shipment. The packaged business services can then
be easily deployed on any of the machines available to the

system.

[0032] The disclosed embodiments include a method and
system for describing the underlying application services
infrastructure, a virtual execution environment for
business services implementations and a system to integrate
the two in a loosely coupled way through metadata so that

the two can evolve independently and still stay compatible.
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[0040] In the preferred embodiment, a deployment domain
is created, and a graphical user interface allows a user to
compose, configure, deploy, and manage services within the
deployment domain and associated hosts using a drag-and-

drop interface.

[0041] Furthermore, once the metadata has been defined,
it becomes very easy to provide user interface based tools
that allow construction of a business service by visually
composing an execution environment for the already-built
business service implementation. The implementation itself
does not know about the kind of the environment in which it
will be deployed. Because of this, the implementation can
be deployed in execution environments that provide wvastly

different quality of service.

[0042] The preferred embodiment dincludes the following
features:
[0043] The ability to build business service

implementations without any knowledge of the underlying

infrastructure environment.

[0044] The ability to describe a deployment environment
without any knowledge of what kind of business services

will be deployed in it.

[0045] The ability to enhance an infrastructure

environment by providing custom application infrastructure

services. These services, by implementing abstract

interfaces, can be plugged into any supported

infrastructure environment. These application

infrastructure services provide discrete non—-business
_12_.
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related services and do not make any assumptions about who

is going to use them and how will they be used.

[0046] The ability to construct a virtual container,
once the business service implementations have been
developed, that integrates them with preexisting

infrastructure services and allows for better management.

[0047] The ability to describe wvarious components and
provide plug-and-play development and deployment using a

metadata foundation.

[0048] Piguxre 1 illustrates these objectives further. A
management framework 120 hides the underlying application
server environment 140 from the business service
implementation 110 and augments the underlying environment
by providing the ability to add and integrate application
infrastructure services. Further, an implementation
framework 130 can be provided that even provides
implementation services 150 such as a database management

system.

[0049] The preferred embodiment provides a platform that
provides a level of abstraction, much higher than the one
that 1is provided by application serxrvers and other web
services platforms currently available. This platform
brings the development, configuration, deployment and

management capabilities to the business services.

[0050] The lifecycle shown in Figuxre 2 relates to either
doing new development or introspecting existing application
for the purpose of converting them into managed business
services. As described above, the lifecycle includes the

model or introspection phase 205, in which the application
_13_

Page 172 of 393



10

15

20

30

WO 2004/066105 PCT/US2004/001980

architects design the interfaces for the business services
to be developed or introspect an existing service. In the
case o0of new development, once the interfaces have been
designed, the skeleton of business service implementation
can be generated and then developed by the developers. In
case of existing service, once the existing service has
been introspected, a gateway implementation can be
automatically generated 210. The system architects then
configure 215 the runtime for the business service.
Finally, the administrators then deploy 220 and manage 225

the business services.

[0051] One disclosed feature of the preferred embodiment
is a federated meta-model 230 that stores and provides
access to the metadata describing the business services
themselves and their infrastructure. This metadata
describes the interface of the business service itself, the
metadata about those infrastructure services, and the
metadata about the wvirtual container that <couples a
business service implementation with one or more
infrastructure services along with their uniquely

customized properties.

[0052] The preferred embodiment is designed to expose a
level of abstraction higher than those provided by industry
standards 240. The standards and technologies in the web
services area are changing very rapidly. As a result, the
business services that leverage those standards run the
risk of becoming outdated wvery quickly. The preferred
embodiment exposes a higher level interface that can be
generated by the metadata itself. This results in more

stable and longer-lasting applications.
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[0053] The preferred embodiment provides the horizontal
platform that can be used to build the wvertical solutions
that are more specific to industries in the form of
industry specific templates 250. These solutions do not
have to be complete themselves. In fact, most likely these
solutions will be partial solutions designed to be extended

for particular business problems.

[0054] Once the business services have been created,
they <can Dbe orchestrated 260 wusing business service
orchestration tools. These orchestrations themselves can
be manifested as web services, thus forming a recursive

relationship.

[0055] Figure 3 describes the runtime environment for
which the business services are configured and in which
they are deployed. This architecture is described here at
the logical 1level and can have one or more physical
manifestations, in accordance with the disclosed or claimed

embodiments.

[0056] A deployment domain 300 is a mechanism for
partitioning a large IT environment into smaller logical
clusters of machines and applications so that these
different clusters can be configured differently from each
other. In this case, these deployment domains serve to

logically separate environments with different reguirements

domain. For example, there may be a deployment domain
called internal applications. This domain may be
configured with a specific security service. Another

domain may be for business partners and may be configured
with a different kind of security service. Additionally,
this domain may also Dbe configured with a management
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service, e.g., to bill the users for usage of the business
service. The deployment domain serves to define the scope
of the infrastructure services that it is composed of and

the business services that are deployed in it.

[0057] The deployment domain defines the logical
boundaries and scope of the infrastructure and business
services within it. It is a logical partition of a large
computing environment which consists of many physical
machines. The metadata data related to the deployment

domain defines that logical partition.

[0058] One or more physical machines can be configured
for a deployment domain and one or more application
infrastructure services can be made part of the fabric that
is a deployment domain. Each server machine, called a
host, that is configured to participate din one or more

deployment domains will contain a core software service.

[0059] The metadata that describes a host can include
such items as host name, hostfs IP address, the core

directory path on the host for the application, etc.

[0060] Since there is a many—-to-many relationship
between the hosts and deployment domains, a list of hosts
can exist independently of the deployment domains. When a
host i1s configured for a deployment domain, it has to be
able to run all of the business services deployed in that
domain. The application infrastructure services do not
have to run on the host because they can themselves be

remote.

[0061] An application infrastructure service 1s defined

as a service that provides a discrete non-business level
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service. Some examples of infrastructure sexvices are
security services, transaction services, service
monitoring, load balancing, fault tolerance, and messaging
service. An infrastructure may also provide some other
services such as reliable delivery or asynchronous
messaging. These services can also be much higher level;
services such as accounting & billing services, service
level agreement management services and user profile

management services.

{00621 The best way to characterize an application
infrastructure service or differentiate i1t from a business
service is that business service in itself performs a
business function, such as procurement or a human resource
system. In contrast, an infrastructure service provides
secondary functionality that dis not part of the business

functions itself.

[0063] The metadata of an infrastructure service
consists of property sheets with each property sheet
containing one or more related properties. For example, a
security service may contain five sheets for general
properties, authentication, authorization, message
integrity, and message confidentiality. Each sheet
contains properties that allow customization of the
underlying infrastructure service for this specific use.
Since these properties are specific to the underlying
service, their interpretation is left completely up to the
service itself and its plugin. Furthermore, since the
property values are specific to the specific usage of this
service, these Dproperties need only Dbe defined once a

virtual service container is configured with this service.
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[0064] Once an infrastructure service has been written
or purchased, it has to be made part of one or more
deployment domains so that it can be used. This 1is
accomplished by defining an abstract plugin interface.
This interface allows the deployment management tools and
runtime software to plugin an infrastructure service into
the deployment domain and allows the service to be used at
runtime. The tools that allow the user to visually
configure the virtual service container may allow
mechanisms to “drag” the infrastructure sexrvice and “drop”
it on the wvirtual service container on a canvass. The
tools can at this time present the required set of
properties to be defined for  the service for this
particular container. This 1is accomplished by reguesting
the plugin to provide its customizable property sheets so

that they can be filled.

[0065] At runtime, the virtual container receives the
requests sent to the business service and invokes plugs for
all the application infrastructure services configured for
this container. The plugin can then retrieve the metadata
and use it to perform the work. If the actual
infrastructure service is implemented as a set of
libraries, then the plugin can invoke those libraries or if
it represents a remote service then it can communicate with
that remote service in a manner that is specific to that
infrastructure service. In any case, the runtime is not
aware of the details of the operation - it simply invokes
the plugin and passes it the runtime invocation-related

data.
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[0066] Each infrastructure service is therefore required
to implement the plugin interface as a precondition to it
becoming part of an infrastructure. An infrastructure
service may provide different plugins for different
deployment domains. The location and other necessary
information required to load the plugin is part of the

metadata of the infrastructure service.

[0067] A business service implementation is an
implementation of the business behavior that a service is
expected to provide. This behavior should be implementable
in a manner independent of how it i1s accessed. For
example, it should Dbe possible to implement the business
logic for a procurement service without belng specific to
Jave Platform 2 Enterprise Edition (J2EE)-based access or
Microsoft .NET based access. However, once the service has
been constructed, it may be deployed in a virtual container
320 that is specific to the underlying platform. This
virtual container then decouples the service implementation

from the infrastructure in which it is deployed.

[0068] This virtual service container 320 is
conceptually similar to a J2EE container to the extent in
that 1t provides the several needed services such as
transaction and database management. However, unlike J2EE
like containers, these services are not fixed but can be
added, removed and updated. The wvirtual container 320 of
the preferred embodiment, is a higher level concept. It
views an environment as a collection of discrete higher
level services and <recognizes the need for Dbusiness
services to be integrated with those higher level services.

It limits 4its scope to the infrastructure level services
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and does not provide those services that are needed for

implementing the business logic, such as database
management.
[0069] The container is called

“virtual” because it itself is a platform independent
definition rather than a physical implementation. It is
described in terms of metadata. The metadata for the
container describes the business service implementation
that 41s it hosting. This service was built using the
development tools and its definition is part of the
development metadata. In an integrated system of tools,
the deployment tool may retrieve this definition from the

development metadata repository.

[00701 The metadata for the container also describes one
or more application infrastructure services regquired by the
virtual container. When a virtual container 1is created, it
is created for a particular deployment domain. This
deployment domain is already preconfigured with one or more
infrastructure-level services. The deployment encgineer can
select from those infrastructure services and integrate
them into the container using visual mechanisms such as
dragging and dropping them on the container. At this time,
the tools may invoke the plugin and bring up the set of
properties necessary to correctly use the infrastructure-

level service.

[0D071] Once the wvirtual container has been defined;
there is enough metadata to generate a physical
implementation of the virtual container, build it, package
it and transfer the required binaries to the host. Once
this is done, the business service is ready to be deployed

- 20 -
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and used. When the code is generated, it 1is generated
according to some pre—defined mappings of the metadata to
the underlying platform. So for example, the physical
implementation for .NET platform may be gquite different
from the physical implementation for J2EE. These mappings
define what elements of the metadata generate what kind of

code for the underlying platform.

[0072] Many underlying platforms either need to add
software code that is specific to them or require certain

information in various configuration files for the

applications to function properly. For example, an
application infrastructure service using microsoft’s
implementation of WS—-Security specification requires

certain information to be placed into the (NET specific
configuration files. Also, some application infrastructure
services may need to insert specific programming ccde in
the generated code. For example, a load balancing service
may need to insert specific programming code in the
generated container code as well as the generated client
proxy to properly exploit i1its capabilities. For this
reason, the code generators involve the application
infrastructure service plugs in the code generation
process. When code generator starts, i1t also loads the
plugs for the infrastructure services being used by the
container. All code to Dbe generated, whether it is
language code or configuration code is represented in XML.
The code generator first creates XML documents for all the
code that 1t wants to generate. It then invokes the
infrastructure service plugs and provides them an
opportunity to add code specific to them by passing the XML

documents representing the code to be generated. Once all
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the plugs have added their code, the code generator
converts the XML documents Dback into either language
specific code or configuration code, as necessary. This
way, the code generation process can be kept completely
independent of a particular infrastructure service while

still allowing them to customize the generated code.

[0073] The separation between the business service
implementation and the underlying environment provides two
benefits. First, it allows the underlying application
infrastructure and the business service implementation
itself to evolve independent of each other. Secondly, this
allows the physical manifestation of the hosted service to
leverage fully the capabilities offered by various
infrastructures. This i1s explained in more detailed below,
but simply put it means that the wvirtual container 320,
through metadata 330 and visual tools, can be visually
composed to integrate one or more services offered by the
underlying infrastructure. Since this integration 1is
performed through the virtual container and at
configuration time, it does not become part of the service
implementation itself. The same procurement service can
then be configured and deployed in two different deployment

domains providing different levels of service.

[0074] Once the container has been configured and its
software code has been generated and built, a package can
be c¢created that includes all the necessary platform
specific binary assembliles required for this service.This
package 1is then placed in a master wvault. At this point, a
visual deployment tool can provide some mechanism such as

drag-and—-drop to deploy this business service on any

- 22 -
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machine that is part of the deployment domain. If a host
is then dragged and dropped on the virtual container, its
package 1is collected from the master wvault and brought over
to the machine being dragged and dropped. This package is
then opened up and 1its contents are extracted. These
contents are then configured in a manner that is specific

to the underlying platform.

[0075] The actual addressable and accessible service is
then provided by the physical form of the virtual container

320 which can be specific to the underlying environment.

[0076] The traditional definition of management services
tools 310 are network managers. The management services
and tools described here have more application level
context than the system level context. Some examples of
management tools are business service monitoring tools,
service level agreement (SLA) managament tools, fault
tolerance tools, application event handling, billing and

accounting services or user profile management.

{00771 Various application infrastructure services may
provide their own management tools that will use the data

collected by their plugins.

[0078] The most fundamental and core capability of this
architecture 1s the metadata 330. The metadata described
here 1s logical metadata. Logically, each deployment
domain 200 has its own instance of metadata 330. This
metadata describes the deployment domain itself in terms of
the infrastructure services that it is able to offer and

the wvirtual service containers 320 that are deployed in it.
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[0079] As a general rule, the exact form that the
metadata is stored in is not important. The platform can
choose an XML format, a relational database or some binary

form.

[0080] Figure 4 illustrates a federated metadata storage
and access system with wvarious possible c¢lients of the
metadata. The development tools will require metadata that
describes the team development environment and will allow
sharing of development artifacts. One exemplary

implementation of the metadata architecture is illustrated

below.

[0081] The metadata has been described above as a part
of other elements. It is useful to note that the two kinds
of metadata that are relevant here are

configuration/deployment metadata and operational metadata.

[0082] The configuration/deployment metadata is used by
the configuration and deployment tools as well as by the
runtime system. This data will not change often but will
rather be accessed concurrently by large number of users.
A configuration metadata server should preferably offer
extensive caching features where the data is handed out
with a time-to-live parameter indicating how 1long the
client can use the data before being required to refresh

it.

[0083] Operational metadata i1is wused by one or more
infrastructure services such as a monitoring service, locad
balancing service, and fault-tolerance service. This data

tends to change very frequently and the tools that present
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this data, for viewing and analysis, may be required to

refresh based on user preferences.

[0084] The following 1is an exemplary case use in
accordance with the preferred embodiment. Here, we look at
a typical use case scenario of a large bank that serves
consumer loan market. The bank has a large internal IT
organization, responsible for delivering the business
services to its users. The IT organization has to overcome
the challenges of building applications that will survive
the changing technclogy. Furthermore, the enterprise
considers the conformance of industry standards as its

strategic goal.

[00851] The two initial applications that have Dbeen
identified have different needs. The first application is
an Online Loan Approval System. Although the logic for

credit-approval already exists in the form of many small
systems, the bank wants to build a new system that uses
that logic but re-implements it in a more consclidated and
scalable manner. Previously, the bank employed a large
loan approval department that received the loan requests
either through fax or telephone and used these multiple
systems to score the applicant’s credit history and make
the loan decisions. However, the bank wants to make this
system available online so that the applicant’s could
themselves apply for the loan. In addition to its
potential clients, the bank may also decide later on to
make this system available tco its smaller business partners
to get credit history of clients and to provide services

such as credit risk scoring. For those services, the bank
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may charge those business partners on a per—transaction

basis.

[0086] The second system is an application, called
Customer Service Online system, that will allow bank’s
consumer loan clients to get the status of their accounts,
directly without going through customer service. This
information already exists in a legacy J2EE system that is
deployed in the internal secure network. The bank wants te

build a front-end web service to this system.

[0087] In order to meet its strategic technical
objectives, the ©bank has standardized on toolkit in
accordance with the preferred embodiment. The bank also
has a well-structured group that runs its data centers.
The data center has system architects and system
administrators who collectively run the managed environment

for all the bank’s applications.

[0088] As is with any system, the normal steps of
requirements gathering and requirements analysis are
performed. These steps are no different than any other
application development project. However, once the

requirements have been analyzed, the application architect
will transform the reguirement for the Online Loan Approval
System into a business interface. This business interface
becomes the contract that has to be implemented. The logic
that implements this business interface 1is termed as the

business logic that has to be developed.

[008¢2] The application architects use a off-the-shelf

modeling tool to model the service contract. This contract

identifies the operations ({business functions} that the
_26_
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service exposes, defines a type system that defines the
data required as inputs or is returned as outputs by those
operations. This business interface 1is critical data
because it defines the Contract between this business
service and its users. Once the application architects
have stabilized the Dbusiness contract, they extract
contract information from the modeling tools and generate
metadata in a metadata repository, in accordance with the

preferred embodiment.

[0020] The development team then takes this business
contract and conducts a detailed design and develops the
business logic. The development team decides to use C# as
the development language and the implementation is

developed as C# assembly.

[00921] The development team only focuses on implementing
the business logic as required by the business contract.
They do not address other key issues such as security,
billing or scalability. Their efforts are strictly focused
on building one or more assemblies that implement the

business logic.

[00082] Once the implementation has been built and tested
in stand-alone mode, an implementation packace 1is created
that contains the necessary metadata and DLLs and is handed
over to the data center that is responsible for deploying

and managing bank’s applications.

[00231] The customer service system presents a different
scenario than the first one. The bank really does not want
to change the exiting system. The system works well and

already has all the necessary functions required to fulfill
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the task. However, this system was purchased by the bank
from a 3rd party and provides no way for bank to expose it

to external users and is not manageable.

[0094] The application architects have decided to use a
system in accordance with the preferred embodiment to build
a front-end gateway service that will expose the
functionality of this system to the external users and will
conform to the strategic goals of the bank in being

standards compliant and be manageable.

[0095] This process is very simple. The introspection
capabilities of the preferred embodiment are wused to
analyze the J2EE interfaces exposed by the existing
applications. From these, then one or more functions are
selected and system then automatically generates the
required metadata, populates the metadata repository and
then generates a gateway implementation that can delegate
requests to the existing system. As in the previous case,
this gateway implementation 1s then packaged in JAR files ,
and an implementation package is created. This
implementation package 1s then handed over to the data
center that is responsible for configuring, deploying and

managing bank’s applications.

[0026&] Once the data center receives an implementation
package, it 1is ready to configure the service. It is
assumed that by this time the minimal metadata that
describes the service interface has been defined in the

metadata repository.

[0027] The data center already has several different
deployment domains configured. The data center also uses
_28_
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several infrastructure services such as Security. For some
of its infrastructure services, the vendors provided
toolkit—-compatible plug-ins and for others the data center
wrote its own. In either case, those infrastructure
services are properly configured for the preferred

embodiment and fit in its plug—-and-play architecture.

[0028] Configuring a business service involves several
different steps that allow a business service
implementation to be transformed into a managed and hosted

web service.

[00929] The business service Iimplementation provided to
the data center 1s an implementation package that contains
one or more DLLs or JAR files that implement the business
behavior. These implementations lack the appropriate
envircnment required to make the business service
addressable and hostable and they also lack the necessary

infrastructure capabilities such as security.

[0100] The first step that the system architects do is
to define a virtual container. This wvirtual container
extends the metadata describing the service contract with
metadata relating to the desired infrastructure services.
This metadata will be used later on to create a physical
web service that will provide a proper execution
environment for the business logic implemented by the
developers and will provide the flexikble management

environment required by the data center to perform its

functions.
[0101] During this process, the system architects also
decide what infrastructure level capabilities (security,

_29_
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transactions, etc.) are required for this business service.
They then use the drag-and-drop facilities available in the
visual composition environment of the preferred embodiment
to create this container. As new infrastructure services
are dragged onto the virtual container, these
infrastructure services plugs are invoked by the graphical
environment and at this time, these plugs populate the
metadata with a set of properties that they would like to
be customized. The graphical environment then presents
those properties in a property editecr and lets the system
architect provide unique values of those properties. They
can also customize the container itself Dby setting its
logging levels as well as choose the correct QoS

parameters such as various delivery modes.

[0102] Once the wvirtual container has been configured,
the system architects can select the target platform for
this web service. For example, if the business
implementation 1s written in Java, then the potential
target platforms can be any of the JZ2EE environments
supported by the installation. Alternatively, if the
implementation was provided in DLLs, then the target

platform can be Microscft’s .NET environment.

[0103] Once the target platform has been selected, the
composer tool can generate the code necessary for a web
service that can be physically deployed and managed and
then build that code along with the provided implementation
inte an executable. The composer then creates a deployment
package that contains all the necessary DLLs or the JAR

files required for deployment.
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[0104] This package is then automatically placed in a
nmaster wvault that is managed by the system of the preferred
embodiment. All machines that are configured in the data
center have an agent service running on them. These agents
cooperate with each other to transfer packages in and out
of the master wvault and configure particular underlying

target platforms for business services.

[0105] Once a deployable package has been created for a
web service, the composer tool can be used to drag
different hosts on a business service. This drag-and-drop

operation triggers the actual deployment process.

[0106&] When a host is dragged on a business service, the
SOA Agent running on that host retrieves the deployment
package from the master wvault, unpackages it on that

machine, performs the steps necessary to configure the

underlying environment and makes the web service
addressable.
[0107] A web service can be undeployed from a host by

selecting that host in composer tool and simply deleting it
from there. This results in all traces of that package

being removed from the machine.

[0108] One a service has been deployed, it can be easily
managed. Whenever, a request 1s sent to that service, the
physical container provided Dby the runtime environment
receives it. The runtime environment then executes all the
necessary infrastructure services configured for this

container and then invokes the Dbusiness implementation

provided by the user. When it gets the response from the
business service implementation, it re—-invokes any
_31_
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necessary infrastructure services and sends the response

back to the caller.

[0102] As the technology changes, the infrastructure
services can change. The system architects can use the
composer tool to slowly transition the deployed business
services from an old or obsolete module to a new module by
simply removing the old plug from the business service and
using drag-and-drop to configure the business service with
new plug. The preferred embodiment automatically removes
older DLLs or JARs from the physically deployed services
and copies the new ones for the new plug. The business
services adjust to the new infra-structure service without

the typical need for interruption and modification.

[0110] To continue the bank example, after the Online
Loan Approval service has been deployed, the bank decides
to make that service available to its business partners for
a price. An internal infrastructure level billing service
is developed (along with its toolkit compatible plug) and
configured. The system architects simple drag this
infrastructure service on the Online Loan Approval service,
without modifying the business implementation or bringing
the service down. The preferred embodiment automatically
modifies the metadata, reconfigures the deployed services
and the runtime environment starts using this new
infrastructure service when requests are sent to the

business service.

[0111] One specific feature of the preferred embodiment

is a visual composition environment. The preferred

embodiment uses visual tools to generate metadata. These
_32_
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tools can present the core metadata in a tree structure as

shown in Figure 5.

[0112] Figure 5 shows an exemplary user interface 500
for a visual composition environment in accordance with the
preferred embodiment. GUI interface 500 is divided into
multiple areas, including available objects area 510,
active object identifier 540, related objects area 520, and

properties area 530.

[0113] Available objects area 510 shows all objects that
are available to be configured or deployed, including
hosts, infrastructure services, service implementations,
and deployment domains. The folder named “hosts” contains
the list of all available hosts in the entire managed
space. The information that is wvisible for each host in
this list can be such as the name of the server and its

machine address.

[0114] The folder named “infrastructure services”
contains a 1list of all available infrastructure services.
This information preferably does not contain anything more
than the name of the service and its description and
purpose. These are all the infrastructure services

available to be deployed.

[0115] The feolder named “implementation services”
contains all the implementation packages that have been
made available. Each of these contain the related metadata
describing the service contract as well as the binaries
that contain the actual implementation of that service
contract behavior. It is also possible to further group

the service implementations.
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foiie] The folder named “deployment domains’” contains
the deployment domains underneath it. Each deployment
domain can have a folder of its own. Each deployment

domain furthermore has one folderxr for each virtual
container in it. The folder for the wvirtual container all
the infrastructure services that it is configured with and

all the hosts that it is deployed on.

[0117] Active object identifier 540 shows which object
is currently active. Here, “Domain 17 is the active
object; this label will change to correspond to whichever
object the user 1is acting upon. This area 1s actually
sensitive to whether a deployment domain is selected or a

virtual container is selected.

[0118] Related objects area 520 shows all objects,
grouped according to type, which are currently associated
with the active object. In this example, because
deployment domain “Domain 17 1is the active objects, the
related objects area 520 shows all hosts, dinfrastructure
services, and virtual contaliners for business services that
are currently deployed in Domain 1. In this example, both
Host 1 and Host 2 are associated with Domain 1, and the
Security and Package Tracking services are deployed in

Domain 1.

[0112] Note that if, for example, Y“Host 17 were the
active object 540, then the related objects area 520 would
display all deployment domains, infrastructure services,
and virtual containers related to Host 1. Whatever type of
object is showing as the active object 540, the other types

of objects will be show in the related objects area 540.
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[0120] Finally, properties area 530 1is used to define
and modify the properties for any object. When an object
is selected anywhere 1in the user interface 500, any

customizable properties related to that object will be
shown in properties area 530. The user may then edit these

properties as appropriate.

[0121] Using interface 500, the user can select an
active object 540, then drag and drop objects between the
available objects 510 and the related objects area 520.
When an object 1s dragged from the available objects area
510 into the related objects area 520, the system will then
perform all necessary file generation and configuration, as
defined by the appropriate properties, to actually form the
logical relationship between the dropped object and the
active object. This process 1s described 1n more detail
elsewhere 1in this disclosure, and the implementation is

within the abilities of one of skill in the art.

[0122] For example, 1f the “Online Catalog” service
implementation were dragged into the related objects area
520 when the active object 540 is “Domain 1,” then the
system will automatically generate all necessary binaries,
and transfer and install them as appropriate, to deploy the

Online Catalog service in the Domain 1 deployment domain.

[0123] In the same manner, if an object is dragged out
of the related objects area 520, then the system will

remove its logical relationship with the active object.

[0124] Up to this level, the elements are those that
exist in global space. These are elements or pieces of

metadata that are not specific tec a deployment domain.

__.35_.
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Further into the deployment domain, the metadata becomes

more specific.

[0125] One or more hosts can be prepared to host a
deployment domain. Similarly, a single deployment domain
can span multiple hosts. All the hosts configured for a

specific deployment domain appear in the folder belonging
to that deployment domain. These nodes may contain data
such as the working area to store different deployment
packages containing different binaries and configuration
files belonging to the infrastructure as well as business

services in that deployment domain.

[0128] An infrastructure service can be configured in
multiple deployment domains and a single deployment domain
will have multiple infrastructure services. This
relationship 4is similar to the many-to-many relationship
that the hosts have to a deployment domain. When an
infrastructure service 1is configured for a deployment
domain, its related software, such as its plugins, is
physically transferred to all the hosts that are configured

for the domain.

[0127] When a new virtual service container is created,
it is ready to be deployed to any of the physical machines.
Each container has a folder of its own underneath the
deployment domain folder. The 1list of hosts that appear
here are the hosts where this container is physically
deployed and the list of infrastructure services are the

ones that his container is configured to use.
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[0128] By organizing the information like this, a visual
toocl of the preferred embodiment can use drag—and-drop

capabilities to compose the virtual service container.

[0129] Figure 6 shows an exemplary virtual container
represented on a canvas. In this figure, the larger
outside cylinder is the virtual service container 600, The

smaller cylinders 1inside the larger one represent the
plugins 610 for the infrastructure services. At the end of
the chain is the business service implementation 620 that
the wvirtual service container 1is hosting. Using this
representation, the user can drag and drop infrastructure
services, configured for that domain, from either the tree
structure or a graphical palette. Similarly, the container
can be dragged onto a host in that domain, thus triggering

the physical deployment.

[0130] Another feature 1is the unique customization of
the use of the configured infrastructure properties through
a system of property sheets. When a virtual container is
configured with an infrastructure service, at that time the
preferred embodiment loads the plug of the infrastructure
service and invokes the plug, providing it the empty
collection of property sheets. The plug responds by
populating this collection with property sheets that
contain properties that it is interested in. The runtime
system and the composition tools do not know anything about
these properties. One the plug has populated the property
collections with properties specific to it, the composition
tools presents those properties in a property editor that
allows the user to provide unique values for those

properties. These properties are then saved with the other
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metadata and can be changed later on. Each collection
contains one or more property sheets and each property
sheet contains one or more properties. This organization
of properties allows for a more readable and understandable

organization of the properties.

[0131] - Another feature of the preferred embodiment is
the code-generation capability. Once a container has been
configured, its definition is complete. However, it is not

vet ready to be physically deployed because it is only a
definition at this point. However, since now the
definition is complete, the wuser can select a target
environment such as .NET or an EJB server. Once the target
environment has been selected a code generation scheme can
be selected to generate software code that maps the
definition of the wvirtual container to the computer
facilities offered by the underlying target platform. This
code can then be compiled and linked with the runtime

environment required by the platform and a package 1is

created.
[0132] Various color coding schemes can Dbe used to
describe the state that the container is in. The possible
stages identified include configured, packaged, and
deployed.
[0133] The code generation software can additionally

generate smart proxies that perform the eguivalent of the
virtual service container for the client. These smart
proxies integrate the infrastructure services as defined by
the Dbusiness service for the client. For example, a
business service may require the client application to
authenticate itself against the security infrastructure
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service and send only the authentication token to the
business service. A smart proxy will retrieve the metadata
for the client and invoke the infrastructures configured
for the wvirtual container that are relevant for the client
environment. These plugs can then prompt the client for
any data that they might require and use the runtime
environment to send that data to the virtual container

along with the rest of the request data.

[0134] Just as the wvirtual service container can be
packaged into a distributable unit, the smart proxies can
also be packaged into a distributable unit. These units
can then be separately provided to those who are interested

in building client applications to those business services.

[0135] Another feature of the preferred embodiment is
software configuration capability. Once the code for the
virtual service container has been generated, compiled, and
packaged, the container can Dbe placed into a packaged
state. At this point, a host can be dragged on the
container. This will <cause the software configuration

facility to perform separate steps:

[0136] - It can transfer the deplcocyment package that

contains all the related files to the target host machine;

[0137] — These files <can then be unpackaged on that
machine by this facility automatically and placed into the

specific directories structure required by the underlying

platform;
[0138] — In the case of web services, the web server can
be configured to know about the web service. Similarly in
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case of an J2EE, the EJB server can be configured to know

about the service; and

[0139] — The configuration files can be placed into the

proper areas.

[01401] Once these steps have been performed, the virtual
service container has Dbeen transformed into a physical

service that can be invoked.

[0141] At a later time, when updates are made available
for either the Dbusiness service implementation or the
infrastructure services plugs, the corresponding packages
can be updated and these updates can be propagated to all

the machines where the physicial business services are

deployed.
[0142] Figure 7 shows a flowchart of an exemplary
process 1n accordance with the preferred embodiment. In

this process, the wuser accesses a user interface and
selects a deployment domain (step 705). The user then
drags an 1con representing a host system intce the
deployment domain area depicted on the user interface (step
710) . In response, the host is associated with that
deployment domain and any other objects in the deployment

domain (labeled DD in figure, step 715).

[0143] The user drags an icon representing an
infrastructure service (labeled IS in figure) dinto the
deplovyvment domain area depicted on the user interface (step
720) . In response, the infrastructure service is
associated with the deployment domain and any other objects

within the deployment domain (step 725).
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[0144] The user drags an 1icon representing a service
implementation (labeled SI in figure) into the deployment
domain area depicted on the user interface (step 730), thus
starting the definition of a virtual container, and
optionally specifies properties for the virtual container
(step 735). In response, the service implementation is
associated with the deployment domain and any other objects

within the deployment domain (step 740).

[0145] The user then drags one or more infrastructure
services from within this domein onto the virtual container
(labeled VC in figure, step 745), and optionally specifies
the properties for the infrastructure services (step 750).
In response, the system associates this infrastructure

service with the virtual container (step 755).

[0146] The system then evaluates any new or changed
associations (step 760). The system generates any code
necessary to implement the associations (step 765), and
transmits and installs the generated code as necessary
(step 770). In this way, the user is able to fully manage
the deployment domain, and to deploy and manage the hosts
and services within it, all using a simple and intuitive

user interface.

[0147] It should be noted that in the exemplary process
described above, and other processes described herein, not
all steps must be performed at any given time.
Furthermore, many of the process steps described above may
be performed in any order, or repeated, without changing

the nature of the process or the advantages it provides.
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[0148] It should also be noted, as discussed above, that
a similar method can be used when a host or service is
first selected, then other services, hosts, or a deployment
domain is then associated with that host or service using
the drag—and-drop technique above. Similarly, the
implementing code will then be generated and installed by

the system.

Configuration Architecture

[01492] The preferred embodiment provides extensive
capabilities to package software modules into packages,
store packages in a master location, transfer packages in
and out of that master 1location and configuring any

supported underlying platform for a web service.

[0150] Most conventional software configuration
mechanisms deal with software distribution on a desktop
client. The preferred embodiment manages software
distribution of web services, including the software for
business service as well as the infrastructure services.
It also configures the diverse underlying application
server platforms such as Microsoft .NET or BEA WebLogic.
Using the disclosed system and methods, the users can
manage the automatic distribution of web services in a
distributed network, distribute software updates remotely
and transparently deploy that software on the underlying

platforms.

[0151] The presently preferred system uses commonly
available zip and compression algorithms to package
software modules and other related files. All packages,

which may include programming language specific code and
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binaries or platform specific assemblies are stored in the

same format.

Core Packagg

[0152] One component of the preferred system 1is the
runtime framework. Any infrastructure service plugs or
business service implementation, or business service

containers require the binaries from the framework in order

to build successfully.

[0153] This package contains the core binaries of the
framework. There 1s one such package fcr each supported
language or compilation system. Initially, there may be

multiple such packages, e.g., one for building things in
Microsoft’s .NET environment, another for Java, and others

for other wvirtual environments.

Infrastructure Sexvice Package

[0154] The infrastructure services are integrated by
writing plugs that represent them in the system
environment. These plugs are then distributed to the

machines from which these infrastructure services are being
used. However, 1in addition to these plugs, the binaries
associated with the infrastructure service itself also need
to be distributed. This package, one for each
infrastructure service and for each compilation
environment, includes the binary code for the software plug
itself, as well as the compilation environment specific

binaries for the infrastructure service.
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Business Implementation Package

[0155] A service implementation package contains all the
binaries required for the implementation of business logic.
In case of .NET, this may be a dynamic 1linking library
(DLL) that contains the code for the business service
implementation and one or more DLLs required for correct
linking and execution of the business logic implementation.
Similarly for Java based platforms, the package may contain
either one or more class files or JAR files. A manifest

file describes each of these binaries.

Deployment Package

[0156] A deployment package contains the code necessary
for the physical implementation of the wvirtual container.
It does not include the code for the system framework
itself or the infrastructure services or the Dbusiness
service I1mplementations. Those packages are not included
because they already exist in the wvault separately and are

copied only when necessary.

Master Vault

[0157] Master wvault 1s a machine in the entire network
that serves as the designated repository to store wvarious
packages during the entire lifecycle of the services. In a
sense it d1s the file-server for the disclosed platform.
The work area for master vault 1is represented by a top-

level directory.

[0158] Underneath the root of the work area, there is a
sub-directory for all the available Hosts. There is a file

for each of the hosts that describes that host.

— 44 —
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[0159] There is also a sub-directory for Service
Implementations. In this sub-directory, each service
implementation has a folder. In this folder, the raw

metadata for the service, its contract definition and the

implementation packages are kept as files.

[0160] There 1s a directory for deployment domains here
also. This directory contains separate directory for each
deployment domain. In this deployment domain, all the

software packages for the configured business services are

kept.

[0161] The metadata describing each deployment domain
and everything underneath resides in high performance
servers that have a caching and federation architecture for

high performance and scalability.

Agents
[0162] An agent is a software service that runs on each
machine. On windows based systems, this service can run as

a Windows service and on non-windows machines, i1t can run

as a background process.

[0163] This service provides all the logic necessary for

managing the wvault and software configuration of the

supported underlying platform. One machine can Dbe
designated as the Master Vault. The agent that runs on
that machine assumes the role of the master agent. This

dual personality of the agents allows any machine to be
designated as the master vault. The master agent receives
the reguests for transfer of software packages into and out
of the master wvault. The master agent also maintains a

directory structure on the master vault for organizing
_45_
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various software packages. Depending upon the task to be
performed, an agent may either perform the reguest itself
or it may delegate the request to the agent running on the

master wvault.

Configuration Process

[0164] The agents are responsible for correct
configuration of the underlying application services

platform, with the least amount of input from the user.

[0165] As new infrastructure services are avalilable,
various tools are used to create or update their packages.
As mentioned Dbefore, these packages are distributed
throughout the network, wherever the business services that
use these infrastructures are deployed. That means that

the system has to be able to propagate the updates

throughout the network when needed. This propagation
process 1s coordinated by the tools provided by the
environment.

[0166] Figure 8 shows a process of this remote

deployment and configuration of updated ©packages in
accordance with a preferred embodiment of the present
invention. Those of skill in the art will recognize that
not all steps are required to be performed in the order
described and some embodiments may combine certain steps or

reorder them without departing from the invention.

[0167] The system first determines which remote systems
are running an environment that reguires an updated
infrastructure service (step €10). Next, the business
services running on those remote machines in the network

are requested to pause their request processing (step 815).
_46_

Page 205 of 393



10

15

20

25

WO 2004/066105 PCT/US2004/001980

Next, the remote machines are regquested to and will unload

the existing software package (step 820).

[0168] Next, the software agents are used to transfer
the updated package for the infrastructure service to that
machine (step 825). The paused business service on each
machine 1is then requested to relocad the infrastructure
package (step 830). After they have done so, the business
services on the remote systems will resume request
processing using the updated infrastructure services
package (step 835). In this way, the infrastructure
services are updated with a wvery slight impact on the
processing of the remote systems, and without having to

“bring down” any systems.

[01le2] Packages for business service implementations are

created and propagated in similar manner.

[0170] Creation of deployment package in the system
invelves multiple steps. First, an administrator uses

system tools to configure a virtual container for the

business service. This container exists only in metadata
and is platform—neutral. The administrator then provides
unique property values for fine~-tuning. Next, the

administrator selects a specific underlying platform and
generates code for the physical <container (the web
service) . The code generators generate code for that
specific container according to the pre-defined mappings of
the wvirtual container to the physical container. This code
is then built and packaged into platform-specific packages.
As described, this package does not need to include the

package for the business service implementation as well as
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the infrastructure services, since this information is

already available in the metadata.

[0171] When the administrator attempts to deploy the
service to a specific host, the agents first determine the
supported platforms on that machine. If multiple platforms
are supported on that machine, then the user 1is prompted
for the choice. Once the platform has been determined,(the
agent on the local machine collaborates with the master
agent to retrieve the correct deployment package, as well
the package for Dbusiness service implementation and
packages for all the configured infrastructure services
from the mater wvault. The contents of these packages are
then extracted and copied to a file structure that is
specific to the underlying platform. After that, the
underlying platform itself is configured, e.g., Microsoft’s
I1IS requires creation of a virtual directory while the J2EE
platforms require modification of server configuration

files.

[0172] Once this configuration 1is complete, the web

service is ready to receive request.

Self Configuration & Self Healing

[0173] The preferred embodiment operates on the
principal of minimum configuration and self-healing. The
system is able to detect its own errors and attempt to take

necessary actions to correct itself.

Infrastructure Service Integration

[0174] One particular feature of the preferred

embodiment is the ability to integrate one or more

._.48_
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infrastructure services with a business service to provide
the desired level of support required for the correct

operation of the business service.

[0175] This support is provided in such a way so that
the dinfrastructure is very flexible. This infrastructure
can be continually enhanced by adding more infrastructure
services, removing the outdated or deprecated services or

by updating the existing services with new versions.

[0176] This kind of flexibility first of all allows a
managed environment to take full advantage of the changing
technologies and evolving standards and new products coming
onto the marketplace. The strength of the architecture is
in providing a framework for making 3rd party products play
in the disclosed environment rather than having to custom
write infrastructure services to do what commercially

available products already might do.

[0177] The infrastructure service integration capability
also allows the services to be updated. So for example, 1if
the new version of a service becomes available and the plug
for that service has tc be updated, the architecture should

allow that kind of update as well.

[0178] The metadata that describes an infrastructure
service consists of information required to load a service
plug, properties that it is interested in and information
necessary to determine whether the plug has relevance to

client—-side, server-side or both.

[oi172l] The information necessary for loading the plug

dynamically is somewhat specific to the platform

environment. For example, .NET environment would require
_49_
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the assembly that the plug is in and the name of the class
that implements the plug interface.

[0180] The most important metadata for an infrastructure
service, according to the presently preferred embodiment,
is in the form of a property sheet collection. A property
sheet «collection contains one or more named property
sheets. Each property sheet contains a set of related
properties that the plug needs to tune its behavior for a
specific usage. Each plug by default has a property sheet
named “General” that contains some basic properties. These
properties indicate whether the plug processes incoming
messages or outgoing messages or pboth and whether it
participates in the code generation process. Default

values are assigned to these properties.

[01i81] Later, when a business service virtual container
is configured to use this infrastructure service, the plug
for this infrastructure service 1is invoked and it adds

specific properties to the property sheet collection.

[0182] The following table is an exemplary property

sheet for a possible security service:

rghgét BLams Propdrty Hamms Property Valws
General Process Incoming Messages true
Process Outgoing Messages true
Generate Code false
Authentication Authentication Required true
Authentication Type Service Based
Authentication
Authentication Domain domain.com
Authorization Authorization Reguired true
Authorization Resourcse http://someresource.com
- 50 -
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Role Based Permission true
Role Namespace corporate
Role Property roles
Operation Domain DemoOps
Encryption Encrypt Messages false
Properties
Encryption Typse Symmetric Encryption
Encryption Method
Signature Properties Signature Required False
Signature Method
[0183] This collection has 5 sheets that provide sets of
properties related to each other. This allows the plug to

have multiple ©properties with the same name but in
different sheets. Various parts of the plugs runtime can

retrieve these properties and use them as needed.

[0184] The metadata also describes whether a particular
infrastructure service acts only on the server side or the
client side or both. It further indicates whether the
infrastructure service need to participate in the code

generation process to provide code that is specific to it.

Plug-and-play Integration

[0185] Each infrastructure service i1s represented in the
system environment through a system plug interface. This
rlug represents an infrastructure service in the
environment. The preferred embodiment itself does not

differentiate between a specific kind of infrastructure
service (e.g. it does not differentiate a security service
from the transaction service). To this system, all
infrastructure services appear the same and it invokes them
at the right points during the message processing. A
message processing model, for example, makes it possible to

write service implementations and client programs that have

_51._
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absolutely zero knowledge of what infrastructure services
are executing, what inputs do they require and what kind of
extra information needs to be inserted in the messages or
extracted from them for the correct operation. The serxrvice
plugs therefore perform all that logic themselves in a

completely encapsulated manner.

[0186] If an infrastructure service is a simple service
and is implemented in terms of a library, the plug would
wrap that service and the service would be inveoked inline.
However, most sophisticated infrastructure services are
standalone third-party services. For example, a security
service may have a separate service process that may
perform authentication and authorization. For those kinds
of services, the plug actually acts on behalf of the remote

service inside the tocl-time or runtime environment.

[0187] The system runtime defines an abstract interface
known as ServiceHandler interface. A plug for an
infrastructure service first has to implement this
interface.

Initializing for Use

[0188] In this environment, an infrastructure service
has no significance or identity until it is selected to be
integrated inside a business service virtual container, and
the metadata for an infrastructure service is mostly
undefined until this point. However, when a user uses the
composer tool to drag and drop an infrastructure service on
a business service virtual container, the plug for the

service 1is loaded in at that time and this methed is
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invoked on the plug and the empty metadata container is

passed to it.

[0189] In response, the plug populates the metadata with
a set of properties. The properties are represented
generically and related properties are organized into
sheets for easy organization, traverse—ability and
presentation. The plugs then populate the metadata with
only those properties that are required by it to provide

the proper behavior at runtime when it is invoked.

[0120] There are a few general properties that all plugs
have and the system provides some default wvalues for those
properties. For example, by default, a property is added
to the property sheet marked “General” that indicates that

this plug does not participate in the code generation

process. A plug may also override such properties at this
time.

[0191] In addition to manipulating this property sheets
collection, the plugs may also modify other pieces of
metadata. For example, by default all plugs are marked as
service-side as well as client-side plugs. This means that

these plugs will be loaded and invoked by the runtime,
regardliess of whether it is in the client-side or server-
side. However, for some plugs, it does not make sense to
do that on the client-side. For example, for collection of
service metrics, the plug of the monitoring service only
needs to be invoked on the service-side. Hence this plug
does not need to be distributed, loaded and invoked on the
client-side. The plug can again override these wvalues at

this time too.
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[0182] Once this method has successfully modified the
metadata, this metadata can then be saved in the metadata

server.

Initialize For Runtime

[0193] This method is invoked by the runtime when it
loads the plug into the runtime for Dbusiness service
virtual container. At this time the plug can initialize
its dinternal data structures, allocate any resources that

it needs to, and cache the needed metadata.

[0124] For example, if the plug represents a remote
service then it would need to establish a connection with
that service in order to communicate with it. Instead of
opening that connection every time, the plug may need to
open the connection in this method upfront and use it

whenever needed.
Inwvoke

[0195] When the business service virtual container
receives a service request, it invokes all the loaded plugs
by calling this method on them. Two of the arguments to
this method are the parameters that were provided with the
requests, or in case of a response the response values, and
the direction of the reguest. The direction of the request
indicates whether this request is incoming or outgoing.
The third parameter is the context of the request and has

many pieces of information.

[019&] Since the plug interface does not differentiate

methods reguired for client-side vs. server side and

incoming wvs. outgoing, the direction parameter allows
_54_
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determination of the direction and the context can be type-
casted to either a ServiceContext or ClientContext to
determine whether the plug is being invoked on the server-

side or client-side.

Generate Configuration Code

[0197] Code generation process 1is described explained in
detail Dbelow and elsewhere in this application, to the
extent necessary to enable one of skill in the art to
replicate the claimed inventions. Simply put, there is a
strong need to provide the plugs with the opportunity of
getting involved in the code generation process. If a plug
has dindicated that it does want that participation then
this method is invoked to let the plug modify the
configuration code to be generated by possibly adding its

own specific code.

Generate Server Code

[0198] This method allows the plug to insert the code
that might be essentizl for its operation on the service-
side. The programming code itself 1is represented in XML
and the plug adds to that XML. Later, the code generator
converts that XML back to the programming language specific

code.

Cenerate Clisnt Proxy Code

[0199] This is similar to the above method except that
it augments the code that makes up the client proxy. This

is inveoked only for those plugs that are client-side plugs.

—- 55 -
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Service Packaging

[0200] An infrastructure plug has executable code
associated with it. In addition to the actual
implementation of the plug interface for this

infrastructure service, the binaries associated with the
remote service might also be required. All of these need
to be in the appropriate directories on the machines where

the business service is executing.

[0201] System administration tools allow c¢reation of
packages for these infrastructure services. These packages
are then placed in the master wvault so that they can be

copied to any machine for correct deployment.

Business Service Virtual Containerx

[0202] One significant feature of the disclosed system
environment is its ability to provide a wvery configurable
and dynamic runtime execution environment that a) provides
a host for the business service implementation and b}
integrates it with one or more infrastructure level

services that are needed for its correct operation.

[0203] The construct for accomplishing that is the
Business Service Virtual Container. This container is
called virtual because it exists only in metadata
definition. Furthermore, this definition is independent of

any underlying platform.

[0204] The system then defines mappings of this wvirtual
container to the physical containers for all supported

underlying platform environment. Once these mappings have
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been defined, code can be automatically generated to

produce the physical container from the virtual container.

[0205] The code for the physical container produced by
the code generators is then compiled and linked with all
the related binaries for the business service
implementation as well as all the binaries for required
infrastructure services. This is the code that «can
actually be deployed to an underlying platform environment

and has a physical address and receive reqguests.

[0206] Just 1like the physical container generated from
this metadata provides the execution environment for the
service itself, physical code can also be generated for the
client side proxies that are smart enough to interpret the
metadata properly and can load and execute service plugs
for correct usage of the infrastructure services. These

are explained in more detail below.

Runtime Framework

[0207] The runtime framework is a lightweight framework
that provides +the mechanisms hosting a business service
implementation and allowing that hosted service to also
leverage capabilities offered by one or more existing

infrastructure services.

[0z08] On the client-side, the framework processes the
request through the plugs configured for the target
service. In deoing this, only those plugs are processed
that have zrelevance to the client environment. Once this
processing finishes, the request is then dispatched to the

actual target service via its proxy. The response is again
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processed through the service plugs before it is returned

back to the client implementation.

[0209] On the server-side, this framework transparently
intercepts all incoming requests and processes those
5 requests through the configured plugs for this virtual
container. Once all those plugs have been processed, the
service reguest 1is dispatched to the actual service
implementation. Once that request finishes, the response
is processed through all the necessary plugs and eventually

10 forwarded back to the invoking client.

[0210] In addition to managing the invocation of the
related service plugs, the framework also provides
extensive logging capabilities. The properties related to

logging levels can be modified on-the-fly without any need

15 to stop and restart applications.

[0211] The client-side and the server—-side components of
the framework separate the client implementation and the
service implementation from the infrastructure capabilities
completely. This actually allows the framework to provide
20 various levels of guality of service such as reliable
delivery and asynchronous reliable delivery. These

capabilities can be customized for each virtual container.

Deployment Domains

25 [0212] The preferred embodiment provides mechanisms to
partition a large IT environment into smaller logical
partitions so that they can be configured with a set of

infrastructure capabilities. Business services are

_58_
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deployed in a deployment domain. Generally, a set of
related applications would be deployed in  the same
deployment domain. This deployment domain would be
configured with a set of infrastructure services necessary

for the quality of service desired.

[0213] A deployment domain consists of one or more
hosts. These hosts collectively define +the logical
boundary of the deployment domain. Any business services

that are part of this domain can be deployed on any of the

hosts in that are part of that domain.

[0214] A deployment domain also consists of one or more
infrastructure services that in turn come from the list of
globally available infrastructure services. The
significance of this subset of infrastructures services is
to control wvisibility of the infrastructure services
further and provide easy configuration of the Dbusiness

service containers.

[0215] Lastly, a deployment domain consists of one or
more business service containers created in that domain.
These container can then be configured with one or more
infrastructure services, those infrastructure services can
be customized, code for physical container be generated and

the services can be deployed.

Sexrvice Contexts

[0218] A service context carries with it the necessary
information that is required to process a request as well
as general information that 1s common the environment.

Service context in initialized once and then cached. If

- 59 -
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the service receives notification of changed metadata, then

the service context can be re-initialized.

Client Context

[0217] This context is dinitialized for the client’s
runtime. It inditializes the metadata for the client,
creates the pipeline for the required plugs for the client

and also initializes the logging mechanism for the client.

Sexvice Context

[0218] This context accomplishes the same for the
server—-side runtime environment. One of uses of these
contexts are also to determine whether a particular piece
of code 1is executing in the c¢lient environment or the
servexr environment. While they both derive from the class
Context they can be typecasted to either one of the derived

class instances in order to decide.

Loading Service Plugs

[0219] When a service starts, i1its metadata is retrieved
and processed. An important part of this processing is to
load the plugs for all the infrastructure services that the
business service is configured with. Once these plugs have
been loaded dynamically, they are organized into a linear
pipeline and all the incoming messages are processed
through that pipeline. The order of the plugs in the
pipeline is the same as the order in which they appear in
the composition environment. This order i1s i1mportant
because the messages need to be processed like that. For
example, if a security service needs to decrypt an incoming

message, it is important that this service i1s the first one

_.60_
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in the pipeline because otherwise the parameters might not
make any sense to other services. Similarly, if metrics
may need to collected about this service, it is important
that those are taken last in the pipeline so that
processing time for the other service plugs is not
accounted for in the metrics for the actual business

processing of the reguest.

[0220] These plugs are loaded in such a way so that they
can be unloaded and reloaded without bringing the
application down. So for example, in .NET these plugs are
loaded in separate application domains. This is important
because the preferred system allows dynamic configuration
and reconfiguration and software updates. This 1is evident

from the following exemplary scenarios:

[0221] 1. A business service 1is configured with a new
infrastructure service. The Composer tool modifies
the metadata, copies the package contents for the new
infrastructure service into the appropriate
directories of the hosts that the business service is
deployed on and then informs the business service
container for the change. Business service container
can then lcad the plug for the newly configured

service and insert it in the appropriate place in the

pipeline.
[02221 2. An infrastructure service 1s removed from
the configuration of a business service. The Composer

tool removes the plug from the metadata and removes
the binaries from the appropriate directories from the

deployed hosts. The business service is then informed
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which then unlcads the plug and removes it from the

pipeline.
[0223] 3. A new version of the infrastructure service
is made available. The Composer tool copies the new
5 package to the appropriate hosts, the Dbinaries are

copied to the appropriate directories and the business
service 1s informed, which then reloads the package

for that service.

[0224] When a request now comes in, it is received by
10 the business service container. This container invokes the
plug for each infrastructure in the same order as they
appear in the pipeline. The next plug is dinvoked if the
previous plug is successful. The processing stops whenever

a plug is unable to invoke successfully.

15 [0225] This kind of plug architecture allows the
business service implementations to be completely devoid of
any logic that relates to the infrastructure services thus
making it possible to completely replace the infrastructure
services and underlying products without effecting the

20 service implementations or flow of business requests at

all.
Manzsged Containsexr Interfacs
25 [02261] The system container generates the shell skeleton
of a business service implementation. These derive from

the «class ManagedContainer from the runtime framework.

- 62 -
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This managed container provides the implementation of many
of the methods that are necessary entry points into the

runtime framework.

[0227] When a service starts up, an instance of this
class is created. This container initializes the
appropriate context. Once the metadata has been
initialized, the container caches it. Some of the

important methods are discussed below.

Ma=tadata refresh

[0228] When a business service receives a request to re-
initialize its metadata because it has changed, this method
clears the metadata cache, unloads all the loaded plugs and
then re-initializes the metadata, thus rebuilding the plug
processing pipeline. By providing this method through the
managed contaliner, services can be reconfigured without the

need to stop and restart them.

Logging levels

[0229] Through these tools, the locgging levels of the
logging mechanism can be changed. This method changes the

logging level on-the—-£fly.

GCet and Set Application Data

[0230] Most underlying web services platforms allow the
applications to execute in a multi-threaded environment,
processing multiple calls at the same time in separate
threads. ManagedContainer allows applications to store

named sets of data in a thread-safe manner instead of

Page 222 of 393



10

15

20

WO 2004/066105 PCT/US2004/001980

saving the state information in local wvariables in un-safe

manner.

Smart Proxies

[0231] Smart proxies provide an environment for the
client—-side code that performs the same kind of processing
as performed by the runtime on the server—side in the
virtual container. The smart proxies sit above the proxies
that might be generated by tools such as Microsoft .NET
platform, and uses those proxies. When a client
application instantiates a smart proxy, the proxy retrieves
the metadata for the target web service and for performance
caches it. It then constructs a pipeline of plugs that the
target service 1is configured with in the same manner that
the server runtime does. However, only those handlers are

configured that are relevant to the client.

[0232] Once this pipeline has been constructed, all
requests are processed through this pipeline. This kind of
processing completely separates the implementation of the
actual client from the processing of the i1nfrastructure
service code. So for example, the plug for a security
service may prompt the c¢lient for the necessary user
credentials and package them appropriately for transmission
to the server side. They may also encrypt messages or sign
them as necessary. A replacement of this security with a
different one would mean that their plugs are replaced and
the new plug may prompt the user for different kind of
information. Again, the client implementation would not

rally care and know about all that.
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[0233] Smart proxies may also be specialized by the
intelligent code generation process. The plugs for a load-
balancing service might insert code for making load-
balancing decision in the smart proxy ditself during the

request processing.

[0234] Those skilled in the art will recognize that, for
simplicity and clarity, the full structure and operation of
all data processing systems suitable for use with the
present invention is not Dbeing depicted or described
herein. Instead, only so much of a data processing system
as is unigque to the present invention or necessary for an
understanding of the present invention is depicted and
described. The remainder of the construction and operation
of data processing system may conform to any of the wvarious
current implementations and practices known in the art, and
unless otherwise noted herein, those of skill in the art
will recognize that any claimed features of a data
processing system can be implemented using conventional
data processing system and data processing system network
hardware, configured and programmed to operate as claimed
and described. In particular, any steps of described
processes can be implemented using known data processing

system means.

[0235] It is 4important to note that while the present
invention has been described in the context of a fully
functional system, those skilled in the art will appreciate
that at least portions of the mechanism of the present
invention are capable of being distributed in the form of
instructions contained within a machine usable medium in

any of a variety of forms, and that the present invention
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applies equally <regardless of the particular type of
instruction or signal bearing medium utilized to actually
carry out the distribution. Examples of machine usable
mediums include: nonvolatile, hard-coded type mediums such
as read only memories (ROMs} or erasable, electrically
programmable read only memories (EEPROMs), user-—-recordable
type mediums such as floppy disks, hard disk drives and
compact disk read only memories (CD-ROMs) or digital
versatile disks (DVDs), and transmission type mediums such

as digital and analog communication links.

[0236] Although an exemplary embodiment of the present
invention has been described in detail, those skilled in
the art will understand that various changes,
substitutions, variations, and improvements of the
invention disclosed herein may be made without departing
from the spirit and scope of the invention in its broadest

form.

[0237] None of the description in the present
application should be read as implying that any particular
element, step, or function 1is an essential element which
must be included in the claim scope: THE SCOPE OF PATENTED
SUBJECT MATTER IS DEFINED ONLY BY THE ALLOWED CLAIMS.
Moreover, none of these claims are intended to invoke
paragraph six of 35 USC §112 unless the exact words "means

for" are followed by a participle.
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1.
5
10
2.
15
3.
4.
20

WHAT IS CLAIMED IS:

A method for managing services, comprising:

identifying at least one remote system;

sending a request to the remote system to pause
processing of at least one system service;

sending an updated software package to the remote
system; and

sending, to the remote system, a request to install
the updated software package,

wherein the remote system thereafter resumes the
processing of the system service, using the updated

software package.

The method of claim 1, wherein the system service is

an infrastructure service.

The method of claim 1, wherein the system service is a

business service.

The method of claim 1, wherein the updated software
package includes additional software services which

are not already installed on the remote system.
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The method of claim 1, wherein the remote system
unloads an existing software package after pausing

processing.

The method of claim 1, further comprising receiving an
instruction from a user to update software packages on

remote systems.

The method of claim 1, wherein updated software
packages are sent to multiple remote systems

simultaneously.

A data processing system having at least a processing

and an accessible memory, comprising:

means for identifying at least one remote system;

means for sending a request to the remote system to
pause processing of at least one system service;

means for sending an updated software package to the
remote system; and

means for sending, to the remote system, a request to
install the updated software package,

wherein the remote system thereafter resumes the
processing of the system service, using the updated

software package.
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9.

10.
5 11

iz.
10

13.
15 14.

The data processing system of claim 8, wherein the

system service is an infrastructure service.

The data processing system of claim 8, wherein the

system service 1s a business service.

The data processing system of claim 8, wherein the
updated software package includes additional software
services which are not already installed on the remote

system.

The data processing system of claim 8, wherein the
remote system unloads an existing software package

after pausing processing.

The data processing system of claim 8, further
comprising means for receiving an instruction from a

user to update software packages on remote systems.

The data processing system of claim 8, wherein updated
software packages are sent to multiple remote systems

simultaneously.
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15.
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15 16.
17.
18.
20

A computer programAproduct tangibly embodied in a

computer-readable medium, comprising:

instructions for identifying at least one remote
system;

instructions for sending a request to the remote
system to pause processing of at least one system
service;

instructions for sending an updated software package
to the remote system:; and

instructions for sending, to the remote system, a
request to install the updated software package,

wherein the remote system thereafter resumes the
processing of the system service, using the updated

software package.

The computer program product of claim 15, wherein the

system service is an infrastructure service.

The computer program product of claim 15, wherein the

system service is a business service.

The computer program product of claim 15, wherein the
updated software package includes additional software
services which are not already installed on the remote

system.
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19.
20.

5
21.

10
22.
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The computer program product of claim 15, wherein the
remote system unloads an existing software package

after pausing processing.

The computer program product of claim 15, further
comprising instructions for receiving an instruction
from a user to update software packages on remote

systems.

The computer program product of claim 15, wherein
updated software packages are sent to multiple remote

systems simultaneously.

A method for managing services, comprising:

identifying at least one remote system;

sending a software package to the remote system; and

sending, to the remote system, configuration
information for the software packace,

wherein the remote system thereafter installs and
configures the software package, using the

configuration information.
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FTRENT 2 F— FN— 2R BL TS,

[0019]

Hziorndkilc, 7. Rl -ty arBHEY—N3ETIPs e cHEORBEERE
ETHWLBESR (ESEERHOER) OFHERS (AFvy 771 ) . 208, B
ID. /SAT— %%A@Fﬁ%va,am$MLﬁmﬁé_cLi0‘mﬁuwﬁ%ﬁ
AARAT Y T2) , ARG, XTI A AR SR PHEEE A0 |
FOFFILERAGCT, BE L. AWE IP7RLAZ v o EFEF—S3 20 L
THEEL . vl a By —NR3EEFRLOTHETS (AFv773) ., BE1DEE
HECLLHRZ Lyl ERY—NIBTLEENL — 7 VAT I, HEK2
DEHTE I PTRLASEy ba VEMYP—NIIZBHINELE (ZAFvy74. 5. 6) .
[0020]

FDE. BRI LR Z2AOESRESRS . X 2T U P F e AN BT
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E3N5E {RFT»7°7) . BREKICT. BR2DZMEESRERHOEE (HS84E
B eI hbd, BREkEZE Lty e VEET—N31. BR1 LD
FERESRICEL T, MR 1PEZ DT WhnWI 32 F e v 2 L (BEEFHF= 7))
LB, RGN R R W TER 1 R 2 L ORI ST WA E T
2w L (A7 7'8) . FFUINT VUL . AR HWIF—F R~ %28
T2 L0k BEERZ2OBHDLERZ2DIPTRLZERIEEL (A5 v 7°9) | &%
2T P Fe AN LR 2NEREREZETS (A5 77 10) . 2D
EEOHER1IDI PTRLALEFRZICGERESINS ., Wk 1 SR 2OESHFFaI3hT
WU, AR 1 OERERIES S A, 2O s HER2 ICHETAERIImR 12
e <GREIIV .

[0021]

BERECRFZE LR 21, ERERIcH$ 2 mEE LT, S BEHOSERE &
DIEEA v =% X 27 7P o P Fe AL ENA LTy g VEBY—/ 3254
FEL{(AFv711) . ylayEHYP—IN3FFDEEA v —VEHFLIEL (
2Fw L2y, ZOLE BR2ODIPT7RLALIEER1ISGEESINS,

[0022]

PIEAFEICED . SRl 25K 2 L OB TolS{EENTREEL S, 374bh .
F 2T F—F T FJVPFESL S5, ITED T —ZmEFTHILS .

[0023]

AFwZ1l, Z2RUF4, 5% TEX o777 F v PIPHELINT WA LW
Sl BR— kv g YEHY—SETTHEIZZEEES R L TE Y . (EHEEHRART
LTWnBEnWSZETHhL, Rl —toigryFHlYy—N3E, RUEEZ w3
A —NN3BOBR R TIOL SRR L TWAOT, Rl EEEZ2 EOfL
MAEZEETEARRE L 208 A7 777 LIRE. —BOES{LEETHWSI
AEECHIFIRL DL L FHEEAHGV A Z EAEEE T A,

[0024]

Pt —F 2% FEHTAFESL LT, SIP (session initiation protocol ) %
FERLZZO P AL EHGWAS ZESMETH L, Thbb, tyia yEHY—/3%S
I P77 — Ny LTRESE,. SIPOX vb—U FEEOFIETRIRY IS
Fmr &z s,

[0025]

T, X 2TV VT RIOTE RUZEIEEOIDICREGI STE
RAvt— %G, HR1 — R 2B o 7 F— 2 F v 2RO HIC INV 1
TEAv2—Y%2HNnE, STIPEHWVAEENL —r Y 2AFZRK 3 ITRT.

[0026]

H3r3li. %2 7hFy AN TERIIVCER Oz v 3 a VEBRY—/ %K
LT, 7P ZET35EOFTHL . MBITRT I —rr AUTBEWT  WHE1IDI
P7RLAH#2001:1234: :10, ByiaryBlHYy—1NADOIPTRLAHZ
001:678%9: :5060, 2viagryEHEHY—NBOIP7RLANP2001 : a
bed: : 3060 FR2Z2DIPTRLZHA 2001 :cdef: :10THa,
[0027]

BHARE By g YEE—BICIETOEWZID, NAT—REEHRLTEBES . &5
FKEt vl g YEEF—INOEZELEI. HFEOID ., NAT— K% HOoilEEEICRNT
B, Fir, wiiayEHY—RAL YL g EEY—NNBOEZ. TLSZHEDEF o
T F e AN ENALGRIERTD .

[0028]

FFT. AL, 2. REGISTERAvL—VEFHWT, vl g yEH—NE
DX 2 T Fv FIVOREL., KX, (S 1 PIZEHLL:) ZRioB8aE -ty &g VEHY
—NA, BEZHL T (RF+721) (H2OAF 271 ~6IZHHYETS) . 8.
Z DS DFMCOWTIERIC L DEBHICHHET S .
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[0029]

eyl HER 1A, IESEiEHOES (o TidssF ek o ) #SD
PIRFA—=FL LTHBLAINVITEA vy&2—3%  ER2NOERER: LT, 5
K1l eavvig BT —NARBDEF 7)) P F e RNEALUTEETS (A
FuT22), Byvicoa YEEHT—NAZ, INVITEXX ybk—2%twy g EH
—NNA . BREOEF 274 F v ANENL Ty Y g BT —NBIZEZETSE (A7
F23) .

[0030]

B, mR1IPLLSDINV ITE X vb—Y it Route-Security™~ v #FH& s, Ro
ute=Security™ v FHBFMENTWEEHE, FHOINVITEA v — 2 FELAEE
i%. Route-Security™~w# : [T RFLRAITRSINT VLT FL A0 o HEEEEE F TORER
PR o THLOTHLNPE I (HAIFIPs e clzhARBEES IR TnapE S
) dFavZ L X 2T LOTHIULEDRouteSecurity N ¥ 52 ZDZ KL T
A oyb—%WET S, I, BRETRES X 27400 DTHEPRE I PF v I %
HI L EEICIE, Route-Security\w 4 [AHD7 FL R EMFMLAX v =% %D
R Aicinnd 4, IBEA v =2l ZihvgE TS S/ Route-Security~~ wv 745 %
DEFAENTED. 2Tk Avb—UPbeX . THBRBRE AL TEXSI LD
ThEI bbb,

[0031]

g VEEY—NABIE WmARZIZ. IARZE Ly ia VEHY—IBREDEX 2T
P F e AN ENLTCINVITEA vy —8R(ETSL (AFy724) . %
B, vl oa VERY—NNARKL YL g VEHEY—NBICEBWT KR 2 OGRS
ST Wh, INVITEX vEe—V2FEFELER213. EBEHO8EHRZSDP
INFRA—FZELTEHEDIBEX v e—VF KR VT CRARETS (A7 725) . FL
T, FOREA 2=, INVITEX vybe—YERDL— R EEFOFEIED L
IR IICREES A (AT 726, 270 .

[0032]

D%, ZEHER (ACK) X v e—3VPER1 oK 2ICEESR (X772 8
~30) . ekl R 2 E ORI SGHEE (B2 I Ps e clZXaM{E) AEEE
kb,

[0033]

H3D2579 72 1IcBIFAREGISTERA v—Yni—4>r 203, A
IZRTENTH S,

[0034]

ZogE. £ BSEEH (IPs e c®) OFERFSUREGISTERA vk
—¥H WSy g EEY—INIZEETLE (RTFyT7211), By iasEM
t—isld . FOWEE LT SEERAOREHRZ SRS A v 2 — Y ERIGES (A7
w721 2) , BT, RIS, vyl VEEY —NBRERE IS A 00E AE
HEEPDREGISTERR vk—Y% vl g VEHY—RIZEETE (2579721
3) . wiaBFHY—ANEIOREE LT, RSy g VEEY—NEZREET S
7o BB IS R SIS A v b — VR ERICHEET S (AFy7214) . &
WIS, X 2 T LY e A L AR SGRESTTRES D
[0035]

FOWEIL, Ty W F T e AN EN LTRSS TEEEIND
72 BEMDREGI STERXA wt—Yy—r 2 22 L DEEIOBEMTHRE (A5
w215, 216),

[0036]

FREEFERRE. D, NRAU—FELZSULHHTL LWL | ZEEE (X, 50 95HE
=)y T v, T, BEEREEHOEE RO /DIZHW S A v -V ZERATHEH
(FERAE) a5 TL vy,
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[0037

Wiz, 27 ry vy Zrabal LTSI PEHWAESOAEBEOEE Oy 2% K]
S5ESHELCHATS.

[0038]

B log VEHF—INL, B (X =3 DIERDOOMEEITS S T P7axs
. SIPOZEEREZFTISIPLYARS, 1D, NAT7—F | L LJ|I8AEELH
W RBEROEE R TORM T 2 —i . 1 P s e cHEOBS{LBERITS mHOiESL
ELa—IlEFLTWA,

[0039]

Fir. BEKIZ, bX 2T F—FF o RN LETOBEFTOBEEE. INVITEX v
L=V DRFELPREGISTERX v =YD THFEFELS [ PIzEI A v -
EERITISIPERES. ID. 27 —F, LLISGFEEET ATy g 28H
P SOFEFFIT O E Y 2— . I Ps e c ZORESGRELIT I 720 OES{LE
2—ILEFLTWES,

[0040]

(7 74 757+ —LSEEH )

R . AR EHOWREIZEIT 2 7 7 4 77 — L EE R oOME 2>\ 58
5, W6 (a) iR ki, 2747 7r—NEEA (10) OETIRELHRA (
11) £ 77477 r=EEB (12) OB FIZHLERB (13) LWBEFITD
WEICBITL 7 7 A T — )L EERIE R A - DEERT S,

[0041]

He (a) OBRICEWT 774 77— NVEEA BEA, 774 77— EE
B. SARBOZ 23, BRLAERL . 2LEEC. X272 29 2 F e RV RY
X 2 TTF—FF e AN EEETLEELAELTIBY . Eadevi g VEEY—IN1 5
EXF LTI F) T M E D BERARETH L. DT, 774 77—V EEH
HOFMEZO>WT . B6 (a) ~H8F ML THHTZ,

[0042]

27w 1y E6 (a) lzBWwT ., 9. 774 77— 3EEA . HEA, 7747
A —VEEEB . SARBOE RS BI2ITGRLIGAT vy T 1 ~AF » 73 L RO — 7
CAFEFETTLHIECED, CwiayBHY N1 LD TR T T F
RN ERHIL . BEE TR L A2 2y s VERY N1 GIEETE, 2y a P
HYy—N1 5T, BiE 7T RLAFHBEEICHETS. B, 774 77— )LEE
A, Byl a L EHY—N1SELOBTRELTI 72 F e AR TEF
MWEZBEET L7 A4 37, FlRIE 7 v A 77—V EEOE R AN/ LS T52 8
PTES,

[0043]

ATy 72 T K6 (b)Y ISRTESIC. BERBA . WARBER g LEHEY
—IN1 SEDEX 27T PR R Bz g VB —INT B LKA
DX 2T F e AL EHWT ., SRAH U TERERERET L. 0
BERICE., 77 A T — VEERE I OELRERB DAy h O —Z1EH GEETLCI P
TRLVA. R—1F) L BS{LREAOSERFEENS. B, TrA T r—E
BAIZ, vz EHEY—IN] SpLOEERET L O RERENLIRT WA, R
7P ATTr = VEBEBL . Byl YEHY—N] SRLOMEELET LD ICEES
ZINTWAS,

[0044]

AF w3y iz, B7 (a) iond X oo, EREREZELLERAL. BB
Foy P 7= FHRCESEIHw SR MEREAL v g VEHY N1 BREIRF v &
g VEMY—N1 5277 T — IV EEBARNDLX 2T e LR N
TI77AT 72— NEBALKETL. 77477 r—AEEALL. FOREGSEHEA
T2 E,OHTEITV. FETLEEICEARBLIOBEEZIITTL L S CERERTS
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. ot iG-S TR AN B EEET LIRSS, byl a VEBRY—N15%00
THARAMSGEINS, B, fiHGEFEHELLWEEIE. 7714772 —LEBAD
EEEEIIITHT . HiHGaEEEL T WEDIRE S ERAIE SIS,

[0045]

ZFw 74 7 (b)) T X9, WAl . SR B S OERER 2520 AL
BEERITERZALES Yy a YEHEY—N1 524 L THERBIZHEET L. ZOE.
WARABRDA y N7 — 7 {EHE MR A ERBICEL S,

[0046]

ek BETHUL, WERBOENCEWTL 77 T — N EEBICHT AEERA
PHOBEITERITS . BRIl WMRAS T v Py — VB AOERIT D
WEEFROFET., BERZAICBEICEINLHRADS v P 7 — 2 FRICETE | HE
B 7 v A 7o —VEBEBICH L THlldGH2iRE75. FLT. 774 77— 3
EBOREDHIL AT Th b EREDBIEREGT 5.

[0047]

HABRTZ 74 77— EEBICHlMr 2R ETH I LI T, mARABP T 74
T — I EEBICHEGEERETLEIEICED . 74 T — IV EERBDEELIT
FZELTEL,

[0048]

AT w75y HENT. BBITRT LIz, AWIZE L/ BEmETHWT . HRA L M
KBEORETEX 2 7%P 2P (E7V—E7) Fv 3JLEHET L BELERT L. 8
EPUI LB E&I2iE. A7y 73 RABICLT. SRBSHEmS 2 774 77—
FEERBICHEETAZI LN 77 A Ty — A EEBDOERERITTICEL . SERAMLOE
{EZ2EETLIRRECT S,

[0049]

(32— 2 ERE)

Tz, ST PERWCEED 7 74 77 a — N EEHIEL — 7 > 2D B OWT R
B3 2, DIT. X 273730 o7 F v 3 N0HEFHCTHE 24750 (B&kf1 . X
6 (a) ~H8FHWTHIALZFICHNTS) k. R 774 77— NEERITL
F 2T F—F I+ FINEMILL . FOF AN ERHCNTC T 74 777 —JLEIHIZT 5 H (
BARE 2 ) (2T IHERT S
[0050]

[EfE ]

BRI L D — 7 AEFOIRT . £9°. RBA. uioa VEHY N1 5%
LTHEmEREZEDINVITEX v 2—Y2HRAICEETS (RF 74 1), S
CIERA, 7 AT —ERERHHGTEEUME SSAGE® vy ioa UEHY
—N15&2G LT T A7 r—NVEEAIZRETSE (RTFw742) .,

[0051]

TrA T —VEBEAL . BARASLSOYEHMGEEEIT ANLEE . F0H
Wit > CEREFTV., Tyl a YEFEV—NN1 524 L THEZAIRE (200
OK) *HRAIDGEYT (RFv7°43) , #RARELZELINEAIZ. INVIT
EXvwvt— (A7 74 1) NOEEE LT, BRZAIEY . vyl g EHEY—S
152 LTHARBIZEEL (A5y 774 4) | #RBlE, ACK (JBEFIZT) %,
Yoyl YEEY N1 SENLTHRACEET S (AFy745) , FEAFIEICE
ST, BWEALERBEDCX 2.7 F—FF4 MHPHELINE (RFv746) .
[0052]

FEEDINV I TE X vi2—UZi5, £F 0 7T F —F F v RIVIBEED/-H OFEFRIZ N
Z.#EE7ara (tecp, udp) | BET (HEB) D7 FL A, BETE—k
g Ehg, . BERR ARSI v o7 F—F Fu RNFEEDI OB
b, T/, MESSAGEE, 774 77— a2 ERT 2EHE LT
IBETO R, RETT LA RETH— . FET EERAY TRLAL ZERT
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F—b. VP ZAPPEEPETRTRE. KT 7 ay (. IES) F0EHS e
1. MESSAGE*HWHlEGso—EZE 1 0IoRd . Zhid. MESSAGE
Obodyific., XMLEHAWIHaxEdbL/aATHY, 2001 :1234::10
h, 2001:5678: : 20Dt cp—80MNE(E (httpBEBE) 28HURT
TRIODHEETTLOTHS.,

[0053]

Bkl 1l oFEicInid, 7 7 F e 77502 HGW50T, (ElcT7»4 77
F —VEBEHIMSERETH B L WO REEE TS,

[0054]

BARF 2 ]

iz, BRI Z—r 221 1R d, 9.0 mRBA ., v i g WEEY—N
15%4L . EEERFEL INVITEA v —Y%2HRAICEETEL (AFy 75 1
V. W, BERAW . T A T — N EEBANOESEREFEDINVITEA v —
Vh kvl g EFHY—N1ISENLTTI AT NVEBAEETS (AT 7
52) .78, 207 rA 7T —VERERIE. MEAL T AT — A EEARD
Fe o R E LT AT DI PE R &,

[0055]

T AT —VEEAL ., BHARAPLOEREREZZIIANLAEEIC, vyl a E
HY—/N1 5% L. SRS AR REERAIDEE TS (RFv7°53) , BERAMBAC
KE77A77r—IREAICGETZEIZED (AF»754) | WRAX 77477y
—NEFEARTEX 27 F— 3 F v ANPEILIN5,

[0056]

FLT. BRAG 7 7 A 77—l sE FEEF—FFr AN ERHWT 774 77
F—IVEBEAICEERETS (AFvy 7’55, 774 77— IVEEALL. SRAPS
DUEHMG R 2T AN B ESICE. FORfara oo TRERITW. HIHZ A
PR AITET, BIEZACEEZZELIERAZ., INVITEAy—¥ (AFv 7
51) NOEEELT. BRZAGEY . ol aEFlyr—N1 5% L CHRBITE
BL (AFv7'56) . WEKBIZ., ACK GBEEHEYF) #via »EHY—IN15
AL THARARET S (AFv7°57) .

[0057]

FHEOFIEIZ L -7, BRALBERBREOLX » 7F— 9 F 5 FILHPFEL SN E (25
w75 8) .,

[0058]

FEDINVITEAyE—3 (AF vy 75 1) 3. BEELECBH2INVITE
Awl—Y s FROFERSE IR, £/, 774 7 —lilile e SR 2 EMT
BB ERERTH S,

[0059]

Bikf| 2oz k. F—FFr AN EHGTEREZERE 774 77 —VEE
AIGEET 2 Z gD T, FEOBRONHGaFIRL 2 LB EEL 4D . 77 A
T g —IVSEORICE U /-GS 2 RICED A ETE D,

[0060]

(EzROOFER. BIE)

Iz, RBHD 7 7 4 777 o —LEFHIHBREE S F o8 2 O OER = #$iEICOWTER
392, BI1 2{c. WAE2 0OEEET T v 7RZRT . WAZ2 013, 22— LTy —
ERAERRET 20T T A —L a2 1 (BT PEFE7T)r—vay) &
XTI v gy (BX TNy F e ANB LI F— 2O
{2) 2T TA00OEX 277 B2 2L BR2005BT 54y 7 —
2T 7 A T —IVEE GBEMHT L OMEDTOICHIESELEE LA 7 74 Ty —
JVEEE ) OEWMERBALL 72 7 A 77— F—FNR—R23-32FLTWE, 242 &
X2 TP R 2 21k, T e A T — BT ABIERCEERT S 22
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DT A Ty —EEBEEE 2 2128 LTWwE, 77U r—2a i5i2 1iZAP 1
FRGWT X272 PBEESE 2 20082 IS, 8. H120%x% 273
Z SRR 2 213 SR LA S I PHEEERT. SUEEE Y o —b . IS ES 2 —
NEEATWAS, B2 X277 F U 7EBEETZ 213, 774 77 r — L EERE
EHFrESEBRERTIBEICBITE . F—FF v AN ERAVBELTOBEELELT
WAELDET A,

[0061]

FEOEER 2 O DRBERESII 72 S I A I N FERHINALTH L. 40 s
LSRRI EIBRE TEHEA L 7 MBI 20 U o — P HIIFTTE L2 707 Z L THIUL
< 5. 1 208 2—ERICIBES AL LOTII AV, BAR20iE. CPU, A
LY. NN—FRF s A7 (IEEE) . v N7V BEEESEFED ML PCEN
YEa—F TRANBEETHD . YBOL Ca—FHC R TOrSLAERA VA R—
NG5 2 L2 DAREMOBREOEROBELERNT A EHTES, WR2037F 4%
ZIVHREFTL L,

[0062]

iz, H1 3z drvn—Fr—hE2SRLUOERZ OOEHELSATA, 22T, W
K2 0B 2MEFIRL. EEREOBEEHTEOBEEOESG LN G, FES . 8E
PR T AIDICBEL T 7 A T — VEEFHOFEE ICHETE 20T, M13T
. CAAEFEGHIITHRL TS, /2. B 33, BfFl20EBscH
495, M1 3o7a—Fv—MIRTHIEIZBWT, wvia YERY—N 7747
o —VEEE . RUSBEMAT EOMEITex 27 ) AR 2 2Ic L NEHRE R
LI, T ATy —VEEEDHENITEIC 7 v A T —HIELEEE 2 2 1 A HW A
nTw3,

[0063]

H13o7o—Fr—HeBwWT., £9°. K2 0, @BEHFrLoEEERE & v
g UERY—INPLREETRE (RF v 76 1), SBEEREZI/EARZ2 0. 77 A
T — T —FR—A 2 3p5HIHORRE LT A T —IVEEDOZFITIEGL
(RAFwv762) . FDOT7 A 77— NEEIINTLERERE v g VEEY—N
X LTRETS (RF 976 3) . COERERICESE HE207 74 772 —
JVEBERITOF 5 AIVPHEL SHUCE. SR 2 0l BIEHETF L OBEHFT 2 KD A6
WEE T AT r—VEEILGRETSE (AFvy764d) 0T, 7747 7xr—N04
BOLBEIHE TS ZETA (RFvT65) , 20k, WR20L 77477+ —ib
EE-DT—FF 3N TELOETE, F2LT. BEMFE,LOBEER (A7
w76 1) BEMELLIEERTIEES . Ly iog VEEY—NENHLUTEBEMTICOEE
FTE5 (ATv766), ZHUZEY . BEHFLE LR 7 F—2Fr AT AL TERS
L. EBEDEIEPEBING (AFv 76 7).

[0064]

SEBIEHELOBEMMISNLE L (AFyT768) | via bEHY—NE24LT.
HEZ 74 77 —VEEANERERZIRETE (RFv 7769 . 774 77— 5
BEOERDPET L72R. 8. AF v 764z BWT—HEE L BEHFE L O
“Fral” EE . GBIE R BERTAILERDAHMGEE 7 A Ty — L EE
L TRETSE (RFv770), 7274770 —NVEEFSUNERERT 2B, R
200 38HsE THEE2 774 77—V EREFLZEL (A7 77 1) | NE#T$
BRA{AFTw7rT2), Zakiz, BEHFLrOBESRTLLCERZZ 74 77—
EBOFETTICRT LD, X2 U5 OnEEHLI L HTES,

[0065]

(774 Tv7 o —NSEFEBDB . BIE)

e, 74 T — IV EEOER L EHECOWTEET A, 14, ATy
—NEEIODBRE T Ry PREFRT. 77 AT = EEIOIE. T AT — I
FRDIMBEIT S5 728D T 7 A T —VEE3 1. X 277U o BEEEES 2.
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FA o OiiliHlie £ ZIT AN 2 PESLOPELIT I BICSIET L 7 — 7 28 L 75
TR 7F—FN—2A34%FLTWE, o, 77477 —&E3 113 %27
FU RS 20 6 ofllillm e FZEL L il E T EEITTALODAP 1
332FLTWE, WEDBESEFAKIC. X770 7R3 213, R5 IR
L7zS 1 PHEBERE. SRaEEs = — b BS{LES 2 — N E &R, XTI 77+
P AIFERE, X TP e AN L TOTF— Y EZESOEREE L T 5,
F/z. X 2T EEEEE S 213, R EEREEET BB TE . F—F
Fr RN ERAWGEEEATOBEELEL WAL LT A, Hiz, X277 Y7
RERESE 3 215, #IHEF I ESE F— ¥ N— 23 4 %S THEG S 2T AL PEPLD
HEZITIEEEZEL TS,
[ 0066 ]

LRDT7 A T+ EE 3 OOFEREIIT7T O/ FLICL DERESNLZLOTHS
. HE TS T AIEREROERE TR LM FIEY 2 C o — Y HCETIYE T
QS ATHIUT IS . B1 4. M5OFES 2 —IH#ERICIBEIN LTS W, 77
A7y —NEE30E, CPU, XY N—FRFz2 27 (LEEE) . v hU—2
EEREFT ST U — Y EERRFETHD . oo —2EH LR
7T 7LEFA LA D—ILT B EICE DREHEDIBED T 7 A T+ — I EEDEREE
EHT B ENTEL,

[0067 ]

FHHEFIEGE T —F N—A 3 4ONEMZHE 1 51w . B BRI FTiE. 774
Trrx—I R L CHEGS R IEET A ¥ (HR) Blio. Foa—YirsnER
PEZFIharE,r {(al lowFlideny ) | HEROILEYD L STHNETH
USRI AND . ZRTTF—IPEAINTWE, FIZIE. fdTHr—Fa@aaa
CcomiCH LT, £TOMEGE R Al LRl b@aaa. comiZHlL
Tk, httplcBIT24aGaOAEFIdTAZ %Rl . c@aaa. comiZil
Tk, £ TofEGaEEHEE T2 LE2RL, d@aaa. comiZLTiE. http
BT A2 e nAFEETAILERY . $/2. e@aaa. comiZHLTiE. e@a
aa. comZPEETLHs s hilifg (tcpdh—h: 22%) THI., BEMEFEZHED
TR T AH I EEmRT ., 70 FEOHEEHTFRANOMEEETL LUIFFTT23EL
HHETHA.

[0068]

Tz, Bl etz dr7a—Fy— 2L TT7 74 77 —IVEE 3 0 OBEEHEH

T4, . B 6lomdiilid, BEA20EICHETS.
[0069]

7. HHEHEIT ORI S . By g YEHEY—SNENLTERERERETS (X7
w8 1), COBRERICEDE . HERET A T —EEIOBTOF—FF
FIBTELIN/ . SRP S 7 74 77 — N EEHHGEEZETE (A7Fy 782
V. B ERERPZELLCBIC. ERERPRGLIUERD SOEREITFET LIS
POADREZIT VY., Bd FE LT WSS, TOFDIRERHERIGRE TS LS50
Ta L,

[0070]
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International application No.
PCT/US 09/43790
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IPC(8) - GOGF 15/16 (2009.01)
USPC - 709/249

According to International Patent Classification (IPC) or to both national classification and IPC
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IPC(8): GO6F 15/16 (2009.01)
USPC: 709/249
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USPC: 709/201, 213, 249; 700/1, 90 (Keyword limited - see search terms below)

PubWEST (PGPB, USPT, EPAB, JPAB); Google Scholar

communicate stream poll 3d

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

Search Terms Used: computer cross-platiorm channel grid gui interface desktop laptop phone twelve 4x3 application launch

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2005/0278741 A1 (ROBARTS et al.) 15 December 2005 (15.12.2005), entire document, 1-9, 13-21, 25-33

-------------- especially para [0004], [0019], [0043], [0047], [0051], {0064], [0067]-[0069), (0071}, [0075]-

Y [0076), {0080}, [0083], [0085], [0095], [0099]-{0100}] 10-12, 22-24, 34-36

Y US 2005/0086612 A1 (GETTMAN et al.) 21 April 2005 (21.04.2005), entire document, 10-12, 22-24, 34-36
especially para [0044]-[0046], [0055], {00686}, [0097], [0103], {0164]

A US 2005/0246415 A1 (BELFIORE et al.) 03 November 2005 (03.11.2005), entire document 1-36

A US 2003/0058277 A1 (BOWMAN-AMUAH) 27 March 2003 (27.03.2003), entire document 1-36

D Further documents are listed in the continuation of Box C.

Ll

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the intemnational
filing date

“L" document which may throw doubts on priority claim(s) or which is
cited 1o establish the publication date of another citation or other
special reason (as specified)

“Q" document referring to an oral disclosure, use, exhibition or other

means

document published prior to the intemnational filing date but later than
the priority date claimed

wpn

“T” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance: the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the an

“&” document member of the same patent family

Date of the actual completion of the international search

18 June 2009 (18.06.20089)

Date of mailing of the international

94 JUN

ﬁarch report

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

Authorized officer:
Lee W. Young

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (April 2007}
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(PCT Rule 43bis.1)

Date of mailing
(day/month/year)
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Applicant’s or agent’s file reference
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FOR FURTHER ACTION

See paragraph 2 below
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PCT/US 09/43790

International filing date (day/month/year)
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Priority date (day/month/year)
13 May 2008 (13.05.2008) '

IPC(8) - GOBF 15/16 (2009.01)
USPC - 709/249

International Patent Classification (IPC) or both national classification and IPC

Applicant  MONTEREY GROUP ONE, LLC

D Box No. I Priority

2. FURTHERACTION

1. This opinion contains indications relating to the following items:

& Box No. 1 Basis of the opinion

Box No. lII  Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

citations and explanations supporting such statement

& Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
D Box No. VI Certain documents cited

Box No. VII  Certain defects in the international application

D Box No. VIII Certain observations on the international application

If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the
International Preliminary Examining Authority (“IPEA™) except that this does not apply where the applicant chooses an Authority
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.15is(b) that written
opinions of this International Searching Authority will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to submit to the IPEA
a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing of Form
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

For further options, see Form PCT/ISA/220.

3. For further details, see notes to Form PCT/ISA/220.

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISAUS
Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

Date of completion of this opinion

18 June 2009 (18.06.2009)

Authorized officer:
Lee W. Young

PCT Helpdesk: 571-272-4300
PCT OSP: §71-272-7774

Form PCT/ISA/237 {cover sheet) (April 2007)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY

PCT/US 09/43790
Box Ne. I Basis of this opinion
1. With regard to the language, this opinion has been established on the basis of:
the international application in the language in which it was filed.
D a translation of the international application into which is the language of a

translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b)).

2. D This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified
to this Authority under Rule 91 (Rule 434is.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been
established on the basis of:

a. type of material

D a sequence listing
D table(s) related to the sequence listing

b. format of material

D on paper

D in electronic form

c. time of filing/furnishing
D contained in the international application as filed
D filed together with the international application in electronic form

D furnished subsequently to this Authority for the purposes of search

4. D In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been
filed or furnished, the required statements that the information in the subsequent or additional copies is identical to that
in the application as filed or does not go beyond the application as filed, as appropriate, were furnished.

5. Additional comments:

Form PCT/ISA/237 {Box No. I} (April 2007)
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WRITTEN OPINION OF THE International application No.

INTERNATIONAL SEARCHING AUTHORITY PCT/US 09/43790

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

I.  Statement
Novelty (N) Claims 1-9, 13-21, and 25-33 YES
Claims 10-12, 22-24, and 34-26 NO
Inventive step (IS) Claims None YES
Claims 1-36 NO
Industrial applicability (1A) Claims 1-36 YES
Claims Nene NO

2. Citations and explanations:
Claims 1-9, 13-21, and 25-33 lack novelty under PCT Anrticle 33(2) as being anticipated by US 2005/0278741 A1 to Robarts et al.
{hereinafter, 'Robarts’).

As to claim 1, Robarts teaches a computer-readable storage media for interacting with multiple information forms across computing
devices, the computer-readable storage media including computer-readable instructions configured to cause one or more computer
processors tc execute the operations comprising: authenticating a user ("viewer profile,” para [0080)); establishing a channel grid
framework for the user on a first platform, the channel grid framework providing access to a first computer application displayed on a
display device as a channel (para [0004}); deploying the channel from the channel grid framework on the first platform to a second
platform in response to a user selecting the channel from the channel grid framework on the first platform and performing a copy operation
of the channel to the second platform (para {0064]); and establishing a run time application of the first computer application on the second
platform (para [0064]).

As to claim 2, Robarts teaches the computer-readable storage media of ciaim 1, wherein the user selecting the channel from the channel
grid framework on the first platform and performing the copy operation of the channel to the second platform includes performing a drag
and drop operation (para [0075]-[0076], (0099]).

As to claim 3, Robarts teaches the computer-readable storage media of claim 1, wherein the channel is a computer application capable of
at least one of launching other computer applications, receiving data regarding other computer applications, displaying streaming data, or
polling external computer applications (para [0100]).

As to claim 4, Robarts teaches the computer-readable storage media of claim 1, wherein the channel grid framework provides access to
twelve channels conveying information ("Channel panel” and "program grid,” para [0068]-[0069]; example displaying twelve programs,
para [0095]).

As to claim 5, Robarts teaches the computer-readable storage media of claim 1, wherein the first and second platforms comprise different
members from a group consisting of a server, a network of servers, a desktop computer, a laptop computer, a tablet computer, a netbook
computing device, a personal digital assistant (PDA), a telephone, a cell phone device, a handheld device, a smart phone, an interactive
display, a portable digital assistant (PDA), an enterprise digital assistant, a personal navigation device, a network connected device, an
optical disk player, an in-vehicle device, a sel-top television box, a virtual machine, and a game console (para [0019), [0047], [0067]).

As to claim 6, Robarts teaches the computer-readable storage media of claim 1, wherein deploying the channel from the channel grid
framework includes: displaying an icon on the first platform, the icon instantiating a representation of the second platform (para [0085));
and identifying the selected channel from the channe! grid framework on the first platform and displaying a representation of the selected
channel (para [0071]); and dragging the representation of the selected channe! out of the channel grid framework on the first platform and
displaying a representation of the selected channel with the icon of the second platform (para [0075]-{0076), [0099]).

As to claim 7, Robarts teaches the computer-readable storage media of claim 1, wherein the first computer application displayed on the
display device as a channel includes at least one of a streaming video application, an audio application, a voice-over-IP application, an
environmental monitoring application, a financial services application, an enterprise resource planning application, a building information
modeling application, a product lifecycie management application, a project management application, an immersive three dimensional
environment application, a video conferencing application, an RSS reader application, a channel application repository appiication, an end
-user preferences and localization application, a word processing application, a spreadsheet application, a presentation-slide show
application, an email application, an address book application, an instant messaging application, an enterprise content management
application, a text application, a graphics application, a picture application, a video application, a remote control-interaction application,
and a three-dimensional graphic visualization of objects application (para [0043], {0051}, [0067]).

As to claim 8, Robarts teaches the computer-readable storage media of claim 1 further comprising computer-readable instructions

configured to cause one or more computer processors to execute the operations comprising: interrogating the channel in the channel grid
framework on the display device to evaluate content provided by the first computer application (para [0083]).

(PLEASE SEE SUPPLEMENTAL BOX)

Form PCT/ISA/237 (Box No. V) (April 2007)
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As to claim 9, Robarts teaches the computer-readable storage media of claim 8 further comprising computer-readable instructions
configured to cause one or more computer processors to execute the operations comprising: configuring the channel grid framework to
provide an intelligent alert object (para [0075]); comparing the evaluated content provided by the first computer application to a
predetermined intelligent alert threshold condition (para [0080}); and displaying an alert condition on the first and second platforms when
the evaluated content meets the predetermined threshold condition (para [0080]).

As to claim 13, Robarts teaches a computer-implemented method for interacting with muitiple information forms across computing devices,
the computer- implemented method comprising: authenticating a user ("viewer profile," para [0080)); establishing a channel grid framework
for the user on a first computing device platform, the channel grid framework providing access to a first computer application displayed on
a display device as a channel (para [0004]); deploying the channel from the channel grid framework on the first computing device platform
to a second computing device platform in response to a user selecting the channel from the channel grid framework on the first computing
device platform and performing a copy operation of the channel to the second computing device platform (para [0064]); and establishing a
run time application of the first computer application on the second computing device platform (para [0064]).

As to claim 14, Robarts teaches the computer-implemented method of claim 13, wherein the user selecting the channel from the channe!
grid framework on the first computing device platform and performing the copy operation of the channel to the second computing device
platform includes performing a drag and drop operation {para [0075)-[0076], [0099]).

As to claim 15, Robarns teaches the computer-implemented method of claim 13, wherein the channel is a computer application capable of
at least one of launching other computer applications, receiving data regarding other computer applications, displaying streaming data, or
polling external computer applications (para [0100]).

As to claim 16, Robarts teaches the computer-implemented method of claim 13, wherein the channel grid framework provides access to
twelve channels conveying information {*"Channel panel® and “program grid,” para [0068]-[0069]; example displaying twelve programs,
para [0095]).

As to claim 17, Robarts teaches the computer-implemented method of claim 13, wherein the first and second computer device platforms
comprise different members from a group consisting of a server, a network of servers, a desktop computer, a laptop computer, a tablet
computer, a netbook computing device, a personal digital assistant (FDA), a telephone, a cell phone device, a handheld device, a smart
phone, an interactive display, a portable digital assistant (FDA), an enterprise digital assistant, a personal navigation device, a network
connected device, an oplical disk player, an in-vehicle device, a set-top television box, a virtual machine, and a game console {para
[0019], [0047], [0067)).

As to claim 18, Robarts teaches the computer-implemented method of claim 13, wherein deploying the channel from the channel grid
framework includes: displaying an icon on the first computing device platform, the icon instantiating a representation of the second
computing device platform (para [0085]); and identifying the selected channel from the channet grid framework on the first computing
device platform and displaying a representation of the selected channel {para [0071]); and dragging the representation of the selected
channel out of the channel grid framework on the first computing device platform and displaying a representation of the selected channel
with the icon of the second computing device platform (para {0075]}-[0076], [0099]).

As to claim 19, Robarts teaches the computer-impiemented method of claim 13, wherein the first computer application displayed on the
display device as a channel includes at least one of a streaming video application/an audio application, a voice-over-IF application, an
environmental monitoring application, a financial services application, an enterprise resource planning application, a building information
modeling application, a product lifecycle management application, a project management application, an immersive three dimensional
environment application, a video conferencing application, an RSS reader application, a channel application repository application, an end-
user preferences and localization application, a word processing application, a spreadsheet application, a presentation-slide show
application, an email application, an address book application, an instant messaging application, an enterprise content management
application, a text application, a graphics application, a picture application, a video application, a remote controi-interaction application, and
a three-dimensional graphic visualization of objects application (para [0043], [0051], [0067]).

As to claim 20, Robarts teaches the computer-implemented method of claim 13 further comprising: interrogating the channel in the channel
grid framework on the display device to evaluate content provided by the first computer application (para {0083]}.

As to claim 21, Robarts teaches the computer-implemented method of claim 20 further comprising: configuring the channel grid framework
to provide an intelligent alert object (para [0075]); comparing the evaluated content provided by the first computer application to a
predetermined intelligent alert threshold condition (para [0080]); and displaying an alert condition on the first and second computing device
platforms when the evaluated content meets the predetermined threshold condition (para [0080]).

As to claim 25, Robarts teaches a system for interacting with multiple information forms across computing devices, the system comprising:
an identity management server configured to authenticate a user ("viewer profile,” para [0080)); a channel grid framework established for
the user on a first computing device platform, the channel grid framework providing access to a first computer application displayed on a
display device as a channel (para {0004)); and an application host and transfer tool configured to deploy the channel from the channel grid
framework on the first computing device platform to a second computing device platform in response to a user selecting the channel from
the channet! grid framework on the first computing device platform and performing a copy operation of the channel to the second computing
device platform and further configured to establish a run time application of the first computer application on the second computing device
platform (para [0064]).
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As to claim 26, Robarts teaches the system of claim 25, wherein the application host and transfer tooi is further configured to receive a
copy of the channel in response to the copy operation, inciuding the user selecting the channe! from the channel grid framework on the first
computing device platform and performing a drag and drop copy operation of the channel to the second computing device (para [0075]-
[C076], [0099)).

As to claim 27, Robarts teaches the system of claim 25 further comprising: a Web services gateway configured to integrate subordinate
application functions in the channel, the subordinate applications functions including at least one of launching other computer applications,
receiving data regarding other computer applications, displaying streaming data, or polling external computer applications (para [0100]).

As to claim 28, Robarts teaches the system of claim 25, wherein the channet grid framework provides access to twelve channels
conveying information ("Channel panel” and "program grid," para [0068]-{0069]; example dispiaying twelve programs, para {0095]).

As to claim 29, Robarts teaches the system of claim 25, wherein the first and second computer device platforms comprise different
members from a group consisting of a server, a network of servers, a desktop computer, a laptop computer, a tablet computer, a netbook
computing device, a personal digital assistant (PDA), a telephone, a cell phone device, a handheld device, a smart phone, an interactive
display, a poriable digital assistant (PDA), an enterprise digilat assistant, a personal navigation device, a network connected device, an
optical disk player, an in-vehicle device, a set-top television box, a virtual machine, and a game console (para [0019], [0047], [0067]).

As to claim 30, Robarts teaches the system of claim 25, wherein the application host and transfer toal is further configured to: display an
icon on the first computing device platform, the icon instantiating a representation of the second computing device platform (para [0085]);
identify the selected channel from the channel grid framework on the first computing device platform and display a representation of the
selected channel (para [0071]); and display a representation of the selected channe! with the icon of the second computing device platform
in response to a user dragging the representation of the selected channel out of the channel grid framework on the first computing device
platform (para [0075]-[0076], [0099]).

As to claim 31, Robarts teaches the system of claim 25, wherein the first computer application displayed on the display device as a
channel includes at least one of a streaming video application, an audio application, a voice-over-IF application, an envircnmental
monitoring application, a financial services application, an enterprise resource planning application, a building information modeling
application, a product lifecycle management application, a project management application, an immersive three dimensional environment
application, a video conferencing application, an RSS reader application, a channel application repository application, an end-user
preferences and localization application, a word processing application, a spreadsheet application, a presentation-slide show application,
an email application, an address book application, an instant messaging application, an enterprise content management application, a text
application, a graphics application, a picture application, a video application} a remote control-interaction application, and a three-
dimensional graphic visualization of objects application (para [0043], [0051], [0067]).

As to claim 32, Robarts teaches the system of claim 27, wherein the identity management server and the web services gateway are further
configured to interrogate the channel in the channel grid framework on the display device to evaluate content provided by the first
computer application (para [0083]).

As to claim 33, Robarts teaches the system of claim 32 further comprising: a channel server configured to provide the first computer
application displayed on the display device as the channel (para [0075]); a channel alert server configured to provide an intelligent alert
object to the channel grid framework and further configured to compare the evaluated content provided by the first computer application to
a predetermined intelligent alert threshold condition {para {0080]) and display an alert condition on the first and second computing device
platforms when the evaluated content meets the predetermined threshold condition {para [0080]).

Claims 10-12, 22-24, and 34-36 lack an inventive step under PCT Article 33(3) as being obvious over Robarts in view of US 2005/0086612
A1 to Gettman et al. (hereinafter '‘Gettman’). ‘

As to ciaim 10, Robarts teaches the computer-readable storage media of claim 8, but fails to explicitly teach such media further comprising
computer-readable instructions configured to cause one or more computer processors to execute the operations comprising: selecting an
object from the first computer application displayed on the display device as a three-dimensional workspace; and interacting spatially with
a digital instance of the selected object in the three-dimensional workspace to access a second computer application providing additional
content related to the selected object displayed in the three-dimensional workspace. However, Gettman teaches such media further
comprising computer-readable instructions configured to cause one or more computer processors to execute the operations comprising:
selecting an object from the first computer application displayed on the display device as a three-dimensional workspace (para [0046]));
and interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer
application providing additional content related to the selected object displayed in the three-dimensional workspace (para [0045}-[0046}). It
would have been obvious to one of ordinary skill in the art to combine the channel-selection system of Robarts with the support for 3-d
virtual-world interfaces of Gettman, because Robarts and Gettman are directed 1o systems and methods for using computer technology to
select, retrieve, and interface with information. Furthermore, users benefit from systems and methods adapted for three-dimensional
workspaces, because such systems and methods allow for a large amount of information to be easily browsed and accurately navigated
{para [0044)).
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As to claim 11, Robarts teaches the computer-readable storage media of claim 8, but fails to teach such media further comprising
computer-readable instructions configured to cause one or more computer processors to execute the operations comprising: selecting an
object displayed by the first computer application in a three-dimensional workspace, the selected object in the three-dimensional
workspace corresponding to a physical device in a physical space; interacting spatially with a digital instance of the selected object in the
three-dimensional workspace to access a second computer application providing additional content related to the selected object displayed
in the three-dimensional workspace; and implementing a virtual change in the digital instance of the selected object using the second
computer application to implement a corresponding physical change in the physical device. However, Gettman teaches such media
further comprising computer-readable instructions configured to cause one or more computer processors to execute the operations
comprising: selecting an object displayed by the first computer application in a three-dimensional workspace, the selected object in the
three-dimensional workspace corresponding te a physical device in a physical space (para [0045]-[0046], [0066], [0103]), interacting
spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer application
providing additional content related to the selected cobject displayed in the three-dimensional workspace (para [0045]-{0046]); and
implementing a virtual change in the digital instance of the selected object using the second computer application to implement a
corresponding physical change in the physical device (para [0164]). It would have been obvious to one of ordinary skill in the art to
combine the channel-selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and
Gettman are directed to systems and methods for using computer technology to select, retrieve, and interface with information.
Furthermore, users benefit from systems and methods adapted for interacting with objects in a virtual space, because such systems and
methods allow for using spatial awareness to communicate relevance to a user (para [0055]).

As to claim 12, the computer-readable storage media of claim 11 is discussed above. Furthermore, Gettman teaches such media, wherein
interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer
application providing additional content related to the selected object displayed in the three-dimensional workspace includes interacting
with a 3D avatar of a second user in a 3D workspace to be displayed on both the user's platform and the second user's platform (para
[0097)).

As to claim 22, Robarts teaches the computer-implemented method of claim 20, but {ails to explicitly teach such a method further
comprising: selecting an object from the first computer application displayed on the display device as a three-dimensional workspace; and
interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer
application providing additional content related to the selected object displayed in the three-dimensional workspace. However, Gettman
teaches such a method further comprising: selecting an object from the first computer application displayed on the display device as a
three-dimensional workspace (para [0046)); and interacting spatially with a digital instance of the selected object in the three-dimensional
workspace to access a second computer application providing additional content related to the selected object displayed in the three-
dimensional workspace (para [0045]-[0046]). It would have been obvious to one of ordinary skill in the art to combine the channel-
selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and Gettman are directed to
systems and methods for using computer technology to select, retrieve, and interface with information. Furthermore, users benefit from
systems and methods adapted for three-dimensional workspaces, because such systems and methods allow for a large amount of
information to be easily browsed and accurately navigated (para [0044]).

As to claim 23, Robarts teaches the computer-implemented method of claim 20, but fails to explicitly teach such a method further
comprising: selecting an object displayed by the first computer application in a three-dimensional workspace, the selected object in the
three-dimensional workspace corresponding to a physical device in a physical space; interacting spatially with a digital instance of the
selected object in the three-dimensional workspace to access a second computer application providing additional content related to the
selected object displayed in the three-dimensional workspace; and implementing a virtual change in the digital instance of the selected
object using the second computer application to implement a corresponding physical change in the physical device. However, Gettman
teaches such a method further comprising: selecting an object displayed by the first computer application in a three-dimensional
workspace, the selected object in the three-dimensional workspace corresponding to a physical device in a physical space (para [0045]-
[0048], [0066], [0103]); interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a
second computer application providing additional content related to the selected object displayed in the three-dimensional workspace (para
[0045]-[0046]); and implementing a virtual change in the digital instance of the selected object using the second computer application to
implement a corresponding physical change in the physical device (para [0164]). It would have been obvicus to one of ordinary skill in the
art to combine the channel-selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and
Gettman are directed to systems and methods for using computer technology to select, retrieve, and interface with information.
Furthermore, users benefit from systems and methods adapted for interacting with objects in a virtual space, because such systems and
methods allow for using spatial awareness to communicate relevance to a user {(para [0055]).

As to claim 24, the computer-implemented method of claim 23 is discussed above. Furthermore, Getiman teaches such a method wherein
interacting spatially with a digital instance of the selected object in the three-dimensiona! workspace to access a second computer
application providing additional content related to the selected object displayed in the three-dimensional workspace includes interacting
with a 3D avatar of a second user in a 3D workspace to be displayed on the user's computing device platform and on the second user's
computing device platform (para [0097]).
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As to claim 34, Robarts teaches the system of claim 32, but fails to explicitly teach such a system further comprising: a virtual world server
configured 1o select an object from the first computer application displayed on the display device as a three-dimensional workspace and
interact spatially with a digital instance of the selected object in the three-dimensional workspace 1o access a second computer application
providing additional content related to the selected object displayed in the three-dimensional workspace. However, Gettman teaches such
a system further comprising: a virtual world server configured to select an object from the first computer application displayed on the
display device as a three-dimensional workspace (para [0046]) and interact spatially with a digital instance of the selected object in the
three-dimensional workspace to access a second computer application providing additional content related to the selected object displayed
in the three-dimensionai workspace {para [0045]-{0046]). It would have been obvious io one of ordinary skill in the art to combine the
channel-selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and Gettman are
directed to systems and methods for using computer technology to select, retrieve, and interface with information. Furthermore, users
benefit from systems and methods adaptied for three-dimensional workspaces, because such systems and methods allow for a large
amount of information to be easily browsed and accurately navigated (para [0044]).

As to claim 35, Robarts teaches the system of claim 32, but fails to explicitly teach such a system wherein the virtual world server is further
configured to: select an object displayed by the first computer application in a three-dimensional workspace, the selected object in the
three-dimensional workspace corresponding to a physical device in a physical space; interact spatially with a digital instance of the
selected object in the three-dimensional workspace to access a second computer application providing additional content related to the
selected object displayed in the three-dimensional workspace; and implement a virtual change in the digital instance of the selected object
using the second computer application to implement a corresponding physical change in the physical device. However, Gettman teaches
such a system wherein the virtual world server is further configured to: select an object displayed by the first computer application in a
three-dimensional workspace, the selected object in the three-dimensional workspace corresponding to a physical device in a physical
space (para [0045]}-[0048€], [0066], [0103]); interact spatially with a digital instance of the selected object in the three-dimensional
workspace 1o access a second computer application providing additional content related to the selected object displayed in the three-
dimensional workspace (para [0045]-[0046]); and implement a virtual change in the digital instance of the selected object using the second
computer application to implement a corresponding physical change in the physical device (para [0164]). It would have been obvious to
one of ordinary skill in the art to combine the channel-selection system of Robarts with the support for 3-d virtual-world interfaces of
Gettman, because Robarts and Gettman are directed to systems and methods for using computer technology to select, retrieve, and
interface with information. Furthermore, users benefit from systems and methods adapted {or interacting with objects in a virtual space,
because such systems and methods allow for using spatial awareness to communicate relevance to a user (para [0055]).

As to claim 36, the system of claim 35 is discussed above. Furthermore, Gettman teaches such a system wherein interacting spatially with
a digital instance of the selected object in the three-dimensional workspace to access a second computer application providing additional
content related to the selected object displayed in the three-dimensional workspace includes interacting with a 3D avatar of a second user
in a 3D workspace to be displayed on the user's computing device platform and on the second user's computing device platform (para
[0097)).

Ctaims 1-36 have industrial applicability as defined by PCT Article 33(4) because the subject matter can be made or used in industry.

Form PCT/ISA/237 (Supplemental Box) (April 2007)

Page 269 of 393



Atty. Dkt. No 098944-0133 (ML0000US04)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: WETZER et al.

Title: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED
CHANNELS TO AUTHENTICATED USERS AND USER
DEVICES

Appl. No.: 13/086274

Filing Date: ~ 4/13/2011

Examiner: Nabi, Reza U.

Art Unit; 2175

Confirmation 3847
Number:

PETITION FOR EXTENSION OF TIME

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Commissioner:
Applicant hereby petitions the Commissioner under 37 C.F.R. §1.136(a) for a two-month
extension of time for response in the above-identified application for the period required to make

the attached response timely.

The extension fee for response within the second month is $300.00.

The above-identified fees of $300.00 are being paid by credit card via EFS-Web.

The Commissioner is hereby authorized to charge any additional fees which may be
required regarding this application under 37 C.F.R. §§ 1.16-1.17, or credit any overpayment, to
Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit
card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or
incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to

Deposit Account No. 19-0741.

4832-6640-0788.1

Page 270 of 393



Atty. Dkt. No 098944-0133 (ML0000US04)

Respectfully submitted,

Date May 17, 2013 By /Brett P. Belden/

FOLEY & LARDNER LLP Brett P. Belden
Customer Number: 48329 Attorney for Applicant
Telephone:  (414) 319-7319 Registration No. 57,705

Facsimile: (414) 297-4900

4832-6640-0788.1

Page 271 0of 393



Atty. Dkt. No. 098944-0133 (ML0O000US04)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: WETZER et al.

Title: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED
CHANNELS TO AUTHENTICATED USERS AND USER

DEVICES
Appl. No.: 13/086,274
Filing Date: 4/13/2011
Examiner: Nabi, Reza U.
Art Unit: 2175

Confirmation Number: 3847

INFORMATION DISCLOSURE STATEMENT
UNDER 37 CFR §1.56

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner;

Applicant submits herewith documents for the Examiner’s consideration in accordance

with 37 CFR §§1.56, 1.97 and 1.98.

Applicants respectfully request that each listed document be considered by the Examiner
and be made of record in the present application and that an initialed copy of Form PTO/SB/08
be returned in accordance with MPEP §609.

4853-1328-7444 1 -1-

Page 272 0of 393



Atty. Dkt. No. 098944-0133 (ML0O000US04)

Applicant requests that, in accordance with 37 CFR §1.98(d), the Examiner review all
applications relied on for an earlier effective filing date under 35 U.S.C. 120, including
application no. 12/465331, filed 5/13/2009, for copies of references of record therein that are not
being provided here; although Applicant would be pleased to provide copies of any such

documents at the Examiner’s request.

The submission of any document herewith is not an admission that such document
constitutes prior art against the claims of the present application or that such document is
considered material to patentability as defined in 37 CFR §1.56(b). Applicants do not waive any
rights to take any action which would be appropriate to antedate or otherwise remove as a

competent reference any document submitted herewith.

CONCISE EXPLANATION OF RELEVANCE

Foreign Language

An English abstract is provided for foreign language documents A48 and A49.

TIMING OF THE DISCLOSURE

The listed documents are being submitted in compliance with 37 CFR §1.97(¢), before
the mailing date of any of a final action under 37 CFR §1.113, a notice of allowance under 37

CFR §1.311, or an action that otherwise closes prosecution in the application.

FEE

Fees in the amount of $90.00 to cover the fee associated with an information disclosure

statement under 37 CFR §1.97(c) are being paid by credit card via EFS-Web.

4853-1328-7444 1 2-

Page 273 0f 393



The Commissioner is hereby authorized to charge any additional fees which may be

Atty. Dkt. No. 098944-0133 (ML0O000US04)

required regarding this submission under 37 C.F.R. §§ 1.16-1.17, or credit any overpayment, to

Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit

card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or

incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to

Deposit Account No. 19-0741.

Date May 17, 2013

FOLEY & LARDNER LLP
Customer Number: 48329
Telephone:  (414) 319-7319
Facsimile: (414) 297-4900

4853-1328-7444 1

Respectfully submitted,

By /Brett P. Belden/

Brett P. Belden
Attorney for Applicant
Registration No. 57,705

Page 274 of 393



PTO/SB/08 (09-06)

Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid

OMB control humber.

Substitute for form 1449/PTO Complete if Known 1
INFORMATION DISCLOSURE Application Number 13/086,274
STATEMENT BY APPLICANT Filing Date 4/13/2011
. First Named Inventor Michael Wetzer
Date Submitted: May 17, 2013 Art Unit 5175
(use as many sheets as hecessary) Examiner Name Nabi, Reza U.
Qheet 1 of |3 Attorney Docket Number 098944-0133 (MLOOOOUSO04) J
U.S. PATENT DOCUMENTS
Examin ) Document Number o _ Pages, Columns, Lines,
or C|t(=q - 5 Publication Date Name of Eatentee or Applicant of Where Relevant
nitials* | NO- Number-Kind Code” (if MM-DD-YYYY Cited Document Passages or Relevant
known) Figures Appear
A1l 2002/0122063 09-05-2002 WEINBERG ET AL.
A2 | 2003/0058277 03-27-2003 BOWMAN-AMUAH, MICHEL
A3 | 2003/0084436 05-01-2003 BERGER ET AL.
A4 | 2003/0084436 05-01-2003 BERGER JOUBERT
A5 | 2004/0003247 01-01-2004 FRASER ET AL.
A6 | 2004/0015367-A1 01-22-2004 NICASTRO ET AL.
A7 | 2004/0148184 07-29-2004 SADIQ, WAQAR
A8 | 2005/0086612 04-21-2005 GETTMAN ET AL.
A9 | 2005/0246415 11-03-2005 BELFIORE ET AL.
A10 | 2005/0278741 12-15-2005 ROBARTS ET AL.
A11 | 2007/0018887 01-25-2007 FEYEREISEN ET AL.
A12 | 2007/0018887 01-25-2007 FEYEREISEN ET AL.
A13 | 2007/0124663 05-31-2007 FISCHER ET AL.
A14 | 2008/0104513-A1 05-01-2008 KROGH, JAN OLAF
A15 | 2008/0111818 05-15-2008 STAMBAUGH, THOMAS M.
A16 | 2008/0120327 05-22-2008 BHAT, GURU
A17 | 2008/0129725 06-05-2008 STAMBAUGH, THOMAS M.
A18 | 2008/0141174 06-12-2008 KODOSKY ET AL.
A19 | 2008/0141174 06-12-2008 KODOSKY ET AL.
A20 | 2008/0150963 06-26-2008 STAMBAUGH, THOMAS M.
A21 | 2008/0172173 07-17-2008 CHANG ET AL.
A22 | 2008/0172625 07-17-2008 MONTGOMERY, C.
A23 | 2008/0172632 07-17-2008 STAMBAUGH, THOMAS M.
A24 | 2008/0235601 09-25-2008 FRIED ET AL.
A25 | 2008/0256643 10-16-2008 JONES ET AL.
A26 | 2009/0013263 01-08-2009 FORTNOW ET AL.
A27 | 2009/0013263 01-08-2009 FORTNOW ET AL.
A28 | 2009/0113481 04-30-2009 FRIEDMAN
A29 | 2009/0254842 10-08-2009 LEACOCKET AL.
A30 | 2009/0254842 10-08-2009 LEACOCKET AL.
A31 | 2010/0122196 05-13-2010 WETZER ET AL.
A32 | 2010/0313146 12-09-2010 NIELSEN ET AL.
A33 | 2010/0313146 12-09-2010 NIELSEN ET AL.
A34 | 2010/0313146 12-09-2010 NIELSEN ET AL.
A35 | 6,219,045 04-17-2001 LEAHY ET AL.
A36 | 6,259,448 07-10-2001 MCNALLY ET AL.
Examiner Date
[Signature Considered ]

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant’s unique citation designation number (optional). 2 See Kinds Codes of USPTO
Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document by the appropriate
symbols as indicated on the document under WIPO Standard ST.16 if possible. 6 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of
time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450.

4822-9227-4452 1

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid
OMB control humber.

Substitute for form 1449/PTO Complete if Known \
INFORMATION DISCLOSURE Application Number 13/086,274
STATEMENT BY APPLICANT Filing Date 4/13/2011
. . First Named Inventor Michael Wetzer
Date Submitted: May 17, 2013 Art Unit 2175
(use as many sheets as hecessary) Examiner Name Nabi, Reza U.
Qheet 2 of |3 Attorney Docket Number 098944-0133 (MLOOOOUSO04) J

U.S. PATENT DOCUMENTS

Document Number

A37 | 6,259,448 07-10-2001 MCNALLY ET AL.

A38 | 6,396,513 05-28-2002 HELFMAN ET AL.

A39 | 6,396,513 05-28-2002 HELFMAN ET AL.

A40 | 7,028,264 04-11-2006 SANTORO ET AL.

A41 | 7,376,907 05-20-2008 SANTORO ET AL.

A42 | 7,376,907 05-20-2008 SANTORO ET AL.

A43 | 7,564,469 07-21-2009 COHEN, RONALD

Ad44 | 7,681,230 03-16-2010 TERENCE O'BRIEN

A45 | 7,681,230 03-16-2010 O'BRIEN, TERENCE W.

A46 | 7,933,632 04-26-2011 FLYNT ET AL.

UNPUBLISHED U.S. PATENT APPLICATION DOCUMENTS
_ U.S. Patent Application Filing Date of _ Pages, Columns, Lines,
Examiner Cite Document Cited Document Name of Eatentee or Applicant of Where Relevant
Initials* No." Serial Number-Kind Code? I\I/IM DD-YYYY Cited Document Passages or Relevant
(if known) 7 Figures Appear
FOREIGN PATENT DOCUMENTS
. Pages, Columns, Lines,
Examiner | Cite Foreign Patent Document Publication Date Name of Patentee or Where Relevant
Initials™ No." Country Code”Number™ MM-DD-YYYY Applicant of Cited Documents Passages or Relevant
Kind Code® (if known) Figures Appear T°
A47 | WO-2004/066105 08-05-2004 ELECTRONIC DATA
SYSTEMS CORP.

A48 | JP-H0662142 03-04-1994 HITACHI LTD.

A49 | JP-2006053799 02-23-2006 NTT COMMUNICATIONS KK
Examiner Date
Sighature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant’s unique citation designation number (optional). 2 See Kinds Codes of USPTO
Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document by the appropriate
symbols as indicated on the document under WIPO Standard ST.16 if possible. 6 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of
time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.

4822-9227-4452 1
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Substitute for form 1449/PTO Complete if Known \
INFORMATION DISCLOSURE Application Number 13/086,274
STATEMENT BY APPLICANT Filing Date 4/13/2011
. . First Named Inventor Michael Wetzer
Date Submitted: May 17, 2013 Art Unit 2175
(use as many sheets as hecessary) Examiner Name Nabi, Reza U.
Qheet 3 of |3 Attorney Docket Number 098944-0133 (MLOOOOUSO04) J

NON PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the
item (book, magazine, journal, serial, symposium, catalog, etc.) date, page(s), volume-issue T®
number(s), publisher, city and/or country where published.

Examiner | Cite
Initials* No."

A50 | International Search Report and Written Opinion for International Application No.
PCT/US2009/043790, mailed June 24, 2009, 8 pages.

A51 | Linden Lab, How Meeting in Second Life Transformed IBM's Technology Elite Into Virtual World
Believes, 8 pages.

A52 | Premium Agency, Inc. Develops MAJUA, Japan's First 3-D HD-Quality In-Browser Plugin, December 1,
2008, http://www.premiumagency.com/majua/

A53 | Project Darkstar, Project Darkstar Community-Home, March 5, 2009, http://www.projectdarkstar.com/

A54 | Project Wonderland Toolkit for Building 3D Virtual Worlds, Ig3d-wonderland: Project Wonderland,
March 5, 2009, https://Ig3d-wonderland.dev.java.net/

A55 | Extended European Search Report for EP Application No. 09747470.4, dated October 12, 2011,
6 pages.

Examiner Date

Sighature Considered
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant’s unique citation designation number (optional). 2 See Kinds Codes of USPTO
Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document by the appropriate
symbols as indicated on the document under WIPO Standard ST.16 if possible. 6 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of
time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
4822-9227-4452 1
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED — PART |

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date
Substitute for Form PTO-875 13/086,274 04/13/2011 | [ 7o be Mailed
ENTITY: []LArRGE [X] smALL [] MICRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
D SEARCH FEE N/A N/A N/A
(37 CFR 1.16(K), (i), or (m))
|:| EXAMINATION FEE
{37 CFR 1.16(0), (p), or (qQ)) N/A N/A N/A
TOTAL CLAIMS , N
(87 CFR 1.16(1)) minus 20 = X3 =
INDEPENDENT CLAIMS , N
(87 CFR 1.16(h) minus 3 = X3 =
If the specification and drawings exceed 100 sheets
0 of paper, the application size fee due is $310 ($155
’(ASF;PC';;%U?(’:))S'ZE FEE for small entity) for each additional 50 sheets or
' fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
[] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 05/17/2013 AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
5 AMENDMENT PAID FOR
S | [ eror - 41 Minus | - 42 -0 x 340 - 0
3 .
Independ .
Z ok |3 Minus | -3 -0 x 5210- 0
<§t [] Application Size Fee (37 GFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
AMENDMENT PAID FOR
Total (37 cFR . ; .
1.16(i)) Minus = X $ =
Independent . !
(272€§r11.1ee?(h)) Minus = X $ =

] Application Size Fee (37 GFR 1.16(s))

AMENDMENT

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16()))

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

TOTAL ADD’L FEE

LIE
/ANGELA s. WHITE/

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NoO. |
13/086,274 04/13/2011 Michael Wetzer 098944-0133 3847
(MIO000US04)
48329 7590 05/21/2013 | |
EXAMINER
FOLEY & LARDNER LLP
3000 K STREET N.W. NABI, REZA U
SUITE 600 ART UNIT PAPER NUMBER
WASHINGTON, DC 20007-5109 | | |
2175
| MAIL DATE | DELIVERY MODE |
05/21/2013 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

, -, ] 13/086,274 WETZER ET AL.
Applicant-Initiated Interview Summary i i
Examiner Art Unit
REZA NABI 2175

All participants (applicant, applicant’s representative, PTO personnel):

(1) BREZA NABI (USPTO). (3)BRETT BELDEN.

(2) WILLIAM BASHORE (USPTO). (4)JOE TEJA.

Date of Interview: 08 May 2013.

Type: [X Telephonic [ Video Conference
[] Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes [ No.
If Yes, brief description:

Issues Discussed []101 [112 [J102 [J103 [XOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: 1.

Identification of prior art discussed: Cited art of rejection.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Discussed possible amendments for instant application and other sister applications fo overcome the cited art of
rejection. Examiner will consider proposed amendment related with user profile having three elements, and will make
a decision pursuant to a formal submission. No agreement is reached.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a hon-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

] Attachment

/R. N/ /William Bashore/
Examiner, Art Unit 2175 Supervisory Patent Examiner, Art Unit 2175

U.S. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20130508
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, ho separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

—Name of applicant

—Name of examiner

—Date of interview

—Type of interview (telephonic, video-conference, or personal)

—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

—An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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Electronic Patent Application Fee Transmittal

Application Number: 13086274

Filing Date: 13-Apr-2011

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE
Title of Invention: INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED
USERS AND USER DEVICES

First Named Inventor/Applicant Name: Michael Wetzer
Filer: Brett P. Belden/Joshua Krusell
Attorney Docket Number: 098944-0133 (MLOO00US04)

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 2806 1 20 20
Total in USD ($) 90
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Electronic Acknowledgement Receipt

EFS ID: 15897738

Application Number: 13086274

International Application Number:

Confirmation Number: 3847

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE
Title of Invention: INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED
USERS AND USER DEVICES

First Named Inventor/Applicant Name: Michael Wetzer
Customer Number: 48329
Filer: Brett P. Belden/Joshua Krusell
Filer Authorized By: Brett P. Belden
Attorney Docket Number: 098944-0133 (MLOO00US04)
Receipt Date: 29-MAY-2013
Filing Date: 13-APR-2011
Time Stamp: 16:49:18
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $90

RAM confirmation Number 3994

Deposit Account

Authorized User

File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
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91678
1 Transmittal Letter 098944_0133_IDS.pdf no 3

a2531278e91¢3036fe22dc817f317f7d6342|
efc8

Warnings:

Information:

109958
Information Disclosure Statement (IDS)
2 Form (SB0S) 098944_0133_SB08.pdf no 4
6f22aa97e949dcac046e31d5c4ec1bb82ab
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
1574011
3 Non Patent Literature PCT_Search.pdf no 12
6¢5f06dbca3825508a520c2¢684d764chd?2|
14956
Warnings:
Information:
30899
4 Fee Worksheet (SB06) fee-info.pdf no 2
0c52115918705a08ae42b51f6ee82aadbb7
0c17
Warnings:
Information:
Total Files Size (in bytes); 1806546

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Atty. Dkt. No. 098944-0133 (ML0O000US04)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: WETZER et al.

Title: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED
CHANNELS TO AUTHENTICATED USERS AND USER

DEVICES
Appl. No.: 13/086,274
Filing Date: 4/13/2011
Examiner: Nabi, Reza U.
Art Unit: 2175

Confirmation Number: 3847

INFORMATION DISCLOSURE STATEMENT
UNDER 37 CFR §1.56

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner:

Applicant submits herewith documents for the Examiner’s consideration in accordance

with 37 CFR §§1.56, 1.97 and 1.98.

Applicants respectfully request that each listed document be considered by the Examiner
and be made of record in the present application and that an initialed copy of Form PTO/SB/08
be returned in accordance with MPEP §609.

Applicant requests that, in accordance with 37 CFR §1.98(d), the Examiner review all
applications relied on for an earlier effective filing date under 35 U.S.C. § 120, including

application no. 12/465331, filed 5/13/2009, for copies of references of record therein that are not

4840-6844-3156.1 -1-
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being provided here; although Applicant would be pleased to provide copies of any such

documents at the Examiner’s request.

The submission of any document herewith is not an admission that such document
constitutes prior art against the claims of the present application or that such document is
considered material to patentability as defined in 37 CFR §1.56(b). Applicants do not waive any
rights to take any action which would be appropriate to antedate or otherwise remove as a

competent reference any document submitted herewith.

TIMING OF THE DISCLOSURE

The listed documents are being submitted in compliance with 37 CFR §1.97(¢), before
the mailing date of any of a final action under 37 CFR §1.113, a notice of allowance under 37

CFR §1.311, or an action that otherwise closes prosecution in the application.

4840-6844-3156.1 2-
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FEE

Fees in the amount of $90.00 to cover the fee associated with an information disclosure

statement under 37 CFR §1.97(¢c) are being paid by credit card via EFS-Web.

The Commissioner is hereby authorized to charge any additional fees which may be
required regarding this submission under 37 C.F.R. §§ 1.16-1.17, or credit any overpayment, to
Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit
card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or
incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to

Deposit Account No. 19-0741.

Respectfully submitted,

Date May 29, 2013

FOLEY & LARDNER LLP
Customer Number: 48329
Telephone:  (414) 319-7319
Facsimile: (414) 297-4900

4840-6844-3156.1

By /Brett P. Belden/

Brett P. Belden
Attorney for Applicant
Registration No. 57,705
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control number.

PTO/SB/08 (09-06)

Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB

Substitute for form 1449/PTO Complete if Known
INFORMATION DISCLOSURE Application Number 13/086,274
STATEMENT BY APPLICANT Filing Date 4/13/2011
. . First Named Inventor Michael Wetzer
Date Submitted: August 9, 2013 b At Unit 5175
(use as many sheets as necessary) I Examiner Name Nabi, Reza U.
Shee\__| |of |2 | Attorney Docket Number 098944-0133 (MLOOGOUS04)
U.S. PATENT DOCUMENTS
Examin . Document Number o ) Pages, Columns, Lines,
or Cnte1 - 3 Publication Date Name of Patentee or Applicant of Where Relevant
Initials* No. Number-Kind Code” (if MM-DD-YYYY Cited Document Passages or Relevant
knowrr) Figures Appear
A1 2002/0116256-A1 08-22-2002 DE RAFAEL ET AL.
A2 2004/0025174-A1 02-05-2004 CERRATO, DEAN E.
A3 2007/0186103-A1 08-09-2007 RANDLE ET AL.
A4 2007/0286400-A1 11-15-2007 ROGERS ET AL.
A5 2008/0134256-A1 06-05-2008 DACOSTA, BEHRAM
AB 2008/0319828-A1 12-25-2008 SOUTHAM ET AL.
A7 2009/0233542-A1 09-17-2009 GRATTON ET AL.
A8 2009/0298535-A1 12-03-2008 KLEIN ET AL.
A9 2009/0315807-A1 12-24-2009 HSU, FAN-HSUAN
A10 | 2010/0023398-A1 01-28-2010 BROWN ET AL.
A11 | 2011/0283259-A1 11-17-2011 LAWSON ET AL.
A12 | 2012/0210349-A1 08-16-2012 CAMPANA ET AL.
A13 | 6,807,675-B1 10-19-2004 MAILLARD ET AL.
A14 | 7,546,276-B2 06-09-2009 RANDLE ET AL.
A15 | 7,711,475-B1 05-04-2010 CONA ET AL.
A186 | 8,276,196-B1 09-25-2012 SHIPLEY, BRIAN
FRANCISCO
UNPUBLISHED U.S. PATENT APPLICATION DOCUMENTS
U.S. Patent Application Filing Date of Pages, Columns, Lines,
Examiner | Cite Document Cit d% t Name of Patentee or Applicant of Where Relevant
Initials* No.' Serial Number-Kind Code? fleq Locumen Cited Document Passages or Relevant
MM-DD-YYYY .
(if known) Figures Appear
FOREIGN PATENT DOCUMENTS
. P: , Col . Li 3
Examiner | Cite Foreign Patent Document Publication Date Name of Patentee or agsvsherz 'E{Z,Taf,an'?es
Initials™ No.' Country Code™Number™ MM-DD-YYYY Applicant of Cited Documents Passages or Relevant
Kind Code® (if known) Figures Appear T°
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP . if possible. and . The information is required to obtain or retain a
benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by . This collection is estimated to take 2 hours to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S.
Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

4822-6201-4741.1

If you need assistance in completing the form, call 1-800-PTO-9189 (1-800-786-9189) and select option 2.
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Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB
control number.

Substitute for form 1449/PTO I Complete if Known
INFORMATION DISCLOSURE Application Number 13/086,274
STATEMENT BY APPLICANT Filing Date 4/13/2011
. . First Named Inventor Michael Wetzer
Date Submitted: August 9, 2013 At onie 5175
(use as many sheets as necessary) I Examiner Name Nabi, Reza U.
Shee\_ | 2 |of |2 | Attorney Docket Number 098944-0133 (MLOOGOUS04)

NON PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the
item (book, magazine, journal, serial, symposium, catalog, etc.) date, page(s), volume-issue T®
number(s), publisher, city and/or country where published.

C1 US Notice of Allowance on 098944-0108 DTD 6/21/2013

Examiner | Cite
Initials* No.?

C2 US Notice of Allowance on 098944-0129 DTD 8/5/2013

C3 US Office Action on 098944-0138 DTD 5/8/2013

Examiner Date

Signature Considered
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP . if possible. and . The information is required to obtain or retain a
benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by . This collection is estimated to take 2 hours to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S.
Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9189 (1-800-786-9189) and select option 2.
4822-6201-4741.1
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Electronic Patent Application Fee Transmittal

Application Number: 13086274

Filing Date: 13-Apr-2011

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE
Title of Invention: INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED
USERS AND USER DEVICES

First Named Inventor/Applicant Name: Michael Wetzer
Filer: Brett P. Belden/Monika Pychynska
Attorney Docket Number: 098944-0133 (MLOO00US04)

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 2806 1 20 20
Total in USD ($) 90
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Electronic Acknowledgement Receipt

EFS ID: 16548487

Application Number: 13086274

International Application Number:

Confirmation Number: 3847

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE
Title of Invention: INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED
USERS AND USER DEVICES

First Named Inventor/Applicant Name: Michael Wetzer
Customer Number: 48329
Filer: Brett P. Belden/Monika Pychynska
Filer Authorized By: Brett P. Belden
Attorney Docket Number: 098944-0133 (MLOO00US04)
Receipt Date: 09-AUG-2013
Filing Date: 13-APR-2011
Time Stamp: 13:34:01
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $90

RAM confirmation Number 10750

Deposit Account

Authorized User

File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
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141120
1 Transmittal Letter 098944-0133_IDS_Trans.pdf no 3
3958¢97e0b32fe07a48c0c0fe7f3e850b615
85dc
Warnings:
Information:
Infi tion Discl Stat t (IDS) 146811
nformation Disclosure Statemen
2 Form (SB0S) 098944-0133_SB08.pdf no 2
caee231a231dc56c32a8b76952fc67849154
e2b2
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
Al17-- 376464
3 Non Patent Literature US_Notice_of Allowance_on_0 no 7
98944_0108_DT.pdf 119428168¢2b616618740269f52d5063 8
Warnings:
Information:
A18-- 1504972
4 Non Patent Literature US_Notice_of Allowance_on_0 no 37
98944_0129_DT.pdf 753132dd4e] ccOdc86a61251c04ecOfd
dcSde
Warnings:
Information:
A19-- 836398
5 Non Patent Literature US_Office_Action_on_098944 | no 23
0138_DTD_5_8_.pdf bfd66fabbeda3f3abb3b9935bedbe3252e1
a76bd
Warnings:
Information:
30862
6 Fee Worksheet (SB06) fee-info.pdf no 2
1c3f4c26751ea3e97f35a76b35044df7991¢|
6ala
Warnings:
Information:
Total Files Size (in bytes); 3036627
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Atty. Dkt. No. 098944-0133 (ML0O000US04)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: WETZER et al.

Title: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING
SECURE INFORMATION VIA MULTIPLE AUTHORIZED
CHANNELS TO AUTHENTICATED USERS AND USER
DEVICES

Appl. No.: 13/086,274

Filing Date: 4/13/2011

Examiner: Nabi, Reza U.

Art Unit: 2175

Confirmation 3847
Number:

INFORMATION DISCLOSURE STATEMENT
UNDER 37 CFR §1.56

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Commissioner:

Applicant submits herewith documents for the Examiner’s consideration in accordance

with 37 CFR §§1.56, 1.97 and 1.98.

Applicants respectfully request that each listed document be considered by the Examiner
and be made of record in the present application and that an initialed copy of Form PTO/SB/08
be returned in accordance with MPEP §609.

Applicant requests that, in accordance with 37 CFR §1.98(d), the Examiner review all

applications relied on for an earlier effective filing date under 35 U.S.C. 120, including

4845-7727-0549.1 -1-
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Atty. Dkt. No. 098944-0133 (ML0O000US04)

application no. 12/465331, filed 5/13/2009, for copies of references of record therein that are not
being provided here; although Applicant would be pleased to provide copies of any such

documents at the Examiner’s request.

The submission of any document herewith is not an admission that such document
constitutes prior art against the claims of the present application or that such document is
considered material to patentability as defined in 37 CFR §1.56(b). Applicants do not waive any
rights to take any action which would be appropriate to antedate or otherwise remove as a

competent reference any document submitted herewith.

TIMING OF THE DISCLOSURE

The listed documents are being submitted in compliance with 37 CFR §1.97(c), before
the mailing date of any of a final action under 37 CFR §1.113, a notice of allowance under 37

CFR §1.311, or an action that otherwise closes prosecution in the application.

FEE

Fees in the amount of $90.00 to cover the fee associated with an information disclosure

statement under 37 CFR §1.97(c¢) are being paid by credit card via EFS-Web.

The Commissioner is hereby authorized to charge any additional fees which may be
required regarding this submission under 37 C.F.R. §§ 1.16-1.17, or credit any overpayment, to
Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit
card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or
incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to

Deposit Account No. 19-0741.

4845-7727-0549.1 2.
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Respectfully submitted,
Date August 9, 2013 By /Brett P. Belden/
FOLEY & LARDNER LLP Brett P. Belden
Customer Number: 48329 Attorney for Applicant
Telephone:  (414) 319-7319 Registration No. 57,705

Facsimile: (414) 297-4900

4845-7727-0549.1 -3-
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
48329 7590 09/17/2013
FOLEY & LARDNER LLP NABL REZA U
3000 K STREET N.W.
SUITE 600 | ART UNIT PAPERNUMBER |
WASHINGTON, DC 20007-5109 2175
DATE MAILED: 09/17/2013
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ArToraEY DOCKETNO. | conFRMATION NO.
13/086,274 04/13/2011 Michael Wetzer 098944-0133 3847

TITLE OF INVENTION: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE INFORMATION Vf% W%ﬁﬂ@ AUTHORIZED
CHANNELS TO AUTHENTICATED USERS AND USER DEVICES

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE

nonprovisional SMALL $390 $300 $0 $1190 12/17/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 4
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commlssmner for Patents

P.O.Box 1

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

48329 7590 09/17/2013
FOLEY & LARDNER LLP
3000 K STREET N.W.
SUITE 600
WASHINGTON, DC 20007-5109

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO.
13/086,274 04/13/2011 Michael Wetzer 098944-0133 3847
TITLE OF INVENTION: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE INFORMATION Vf% Wo}fﬁﬂﬁ) AUTHORIZED
CHANNELS TO AUTHENTICATED USERS AND USER DEVICES
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE
nonprovisional SMALL $390 $300 $0 $1190 12/17/2013
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
NABI, REZA U 2175 715-769000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) the names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) the name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

PTOL-85 (Rev. 02/11)
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5. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Page 3 of 4
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| appcaTonno. | FILING DATE FIRST NAMED INVENTOR | artorvEY DOCKETNO. | conFrRMATIONNO. |
13/086,274 04/13/2011 Michael Wetzer 098944-0133 3847
(MI.0000US04)
EXAMINER |
48329 7590 09/17/2013
FOLEY & LARDNER LLP NABL REZA U
3000 K STREET N.W.
SUITE 600 | ART UNIT PAPERNUMBER |
WASHINGTON, DC 20007-5109 2175

DATE MAILED: 09/17/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 76 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 76 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 4 of 4
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)
13/086,274 WETZER ET AL.
: IH i i AlA (First Inventor to
Notice of Allowability E)éaz?"r\ﬁm 2{%"" File) Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 5/17/2013.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-37 and 39-43. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see hifp:/fwww, usplc.govipatents/inil_events/gph/index.jsp or send an inquiry to PPHisedback@usplo.aoy .

4. [J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[J Al b)[J Some *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
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EXAMINER’S AMENDMENT
An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be

submitted no later than the payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephone

interview with Brett Belden on 7/17/2013.

The application has been amended as follows:

Please replace all claims with the following claims.

1. (Currently Amended) An apparatus to provide secure user-centric information via
a plurality of user platforms operated by a user, the apparatus comprising:

at least one communication interface to facilitate wired and/or wireless
communications with the plurality of user platforms via one or more transmission media;

at least one memory to store processor-executable instructions; and

at least one processor communicatively coupled to the at least one
communication interface and the at least one memory, wherein upon execution of the

processor-executable instructions by the at least one processor, the at least one
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processor establishes a user session to manage provision of and interaction with the

secure user-centric information by:

A) implementing a channel grid framework including a matrix of a plurality
of channels through which the user receives and/or interacts with, via the plurality
of user platforms, respective portions of the secure user-centric information,
wherein the at least one processor is configured to synchronize functions and
features of one or more of the plurality of channels across two or more of the

plurality of user platforms by deploying the secure user-centric information to two

or more of the plurality of user platforms;

B) establishing a user profile identifying user preferences, platform

identities, and service support instructions that determine how the secure user-

centric information behaves on at least one platform of the plurality of user

platforms;

[[B)]] C) controlling the at least one communication interface to receive,
from the at least one user platform of the plurality of user platforms, a user
identity for the user and a platform identity for the at least one user platform;

[[C)]] D) authenticating the user and the at least one user platform to
receive the secure user-centric information based at least in part on the user
identity and the platform identity; and

[[D)]] E) if the user and the at least one user platform are authenticated in
C), controlling the at least one communication interface so as to transmit to the at

least one user platform first authenticated channel information relating to at least
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one authorized channel of the plurality of channels implemented in A), based at

least in part on information access rights and/or security protocols respectively

associated with the corresponding plurality of channels, the user, and the at least

one user platform, whereinthe-atleastone-memery-storesauserprofilete

userplatferm—and wherein at least a portion of the first authenticated channel
information to be transmitted to the at least one user platform is selected by the
processor based at least in part on the user profile and is transmitted to the at
least one user platform without being requested by the user, wherein the

transmission of the first authenticated channel information to the at least one

user platform is based in part on a bi-directional interrogation of the at least one

authorized channel, wherein the bi-directional interrogation comprises the at least

one authorized channel interrogating an identity management server, and

wherein the bi-directional interrogation further comprises the identity

management server and a web services gateway interrogating the at least one

authorized channel, wherein the web services gateway is a tool through which

the channel grid framework interacts with the identity management server.

2. (Original) The apparatus of claim 1, wherein the secure user-centric information
includes

at least one of:
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text information;

graphic information;

one or more pictures;

one or more videos;

audio or digital sound;

streaming data, audio or video;

content associated with an executing computer application;
voice-over-IP communication;

instant messaging/SMS information;

video-conferencing information;

environmental monitoring information;

financial services information;

enterprise resource planning information;

enterprise content management information;

building information;

project management information;

product lifecycle management information;

RSS (Really Simple Syndication) reader information; remote device control/interaction
information;

a three-dimensional graphic visualization of one or more objects and/or immersive
environments;

one or more word processing documents;
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one or more spreadsheets;
one or more presentation/slide shows;
email; and

address book information.

3. (Original) The apparatus of claim 1, wherein the first authenticated channel
information
is provided by at least one authenticated channel application and/or at least one

authenticated service.

4. (Original) The apparatus of claim 1, wherein the at least one communication interface
includes a web services gateway communicatively coupled to the at least one user

platform server via the one or more transmission media.

5. (Previously Presented) The apparatus of claim 1, wherein:

C) comprises authenticating the user and the user platform based at least in part on the
user profile; and

D) comprises transmitting the first authenticated channel information to the at least one

user platform based at least in part on the user profile.

6.(Previously Presented) The apparatus of claim 1, wherein:

the at least one memory stores an authentication directory to provide the information
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access rights and/or security protocols respectively associated with the corresponding
plurality of channels, the user, and the at least one user platform;

the authentication directory includes a plurality of user accounts, a plurality of device
accounts, and a plurality of application accounts; and

C) comprises authenticating the user and the at least one user platform based at least
in part on the plurality of user accounts and the plurality of device accounts included in

the authentication directory.

7. (Original) The apparatus of claim 6, wherein:

at least one user account of the plurality of user accounts includes at least one entry
comprising at least one of: a user name; a user password; a user email; a user
mailstop; a user telephone number; a user mobile number; a user building; a user
campus; and at least one user group; and

C) comprises authenticating the user if the user identity matches the at least one entry.

8. (Original) The apparatus of claim 6, wherein:

at least one device account of the plurality of device accounts includes at least one
entry

comprising at least one of:

a device name; a device type; a device manufacturer;

a device model number; a device serial number; a device |IP address; a device location;

a device user; and a device password; and
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C) comprises authenticating the user platform if the platform identity matches the at

least one entry.

9. (Original) The apparatus of claim 8, wherein C) comprises authenticating the at least
one

user platform based at least in part on a location of the at least one user platform.

10. (Criginal) The apparatus of claim 6, wherein D) comprises:

transmitting to the at least one user platform the first authenticated channel information
based at least in part on the plurality of application accounts included in the
authentication

directory.

11. (Original) The apparatus of claim 10, wherein:

at least one application account of the plurality of application accounts includes at least
one entry comprising at least one of: an application name; an application serial number;
at least one application module; at least one application web service; at least one
application interface; at least one application protocol; at least one application host; an
application |P address; an application location; an application user; and

an application password.
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12. (Original) The apparatus of claim 10, wherein C) comprises authenticating the at
least one user platform based at least in part on a location of the at least one user

platform.

13. (Original) The apparatus of claim 1, wherein in D), the at least one processor further
manages the provision of and interaction with the secure user-centric information by:

D 1) controlling the at least one communication interface to transmit channel information
corresponding to at least some of the plurality of channels implemented in A), including
the first authenticated channel information, to the at least one user platform so as to
facilitate display of a desktop for the at least one user platform as a channel grid
framework, the channel grid framework including a plurality ofuser-selectable items
representing the at least some of the plurality of channels implemented in A),

wherein, in D 1), the plurality of user-selectable items included in the channel grid
framework is based at least in part on the information access rights and/or the security
protocols respectively associated with the corresponding plurality of channels, the user,

and the user platform.

14.(Original) A system, comprising:

the apparatus of claim 13; and

the at least one user platform, wherein the at least one user platform comprises:
a display device to display the desktop for the user platform;

at least one second communication interface to facilitate wired and/or wireless
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communications to the apparatus via one or more transmission media;

at least one second memory to store second processor-executable instructions; and

at least one second processor communicatively coupled to the display device, the

at least one second communication interface, and the at least one second memory,
wherein upon execution of the second processor-executable instructions, the at least
one

second processor controls the display device to display the desktop for the at least one
user platform as the channel grid framework based at least in part on the channel

information received from the apparatus.

15. (Original) The system of claim 14, wherein the at least one user platform includes at
least one of:

a desktop computer;

a laptop computer;

a tablet computer;

a net-book computing device;

a handheld computing device;

a personal, enterprise, or portable digital assistant;

a telecommunications device including one of a telephone, a cell phone, and a smart
phone;

a personal navigation device;

a vehicle-based device;
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an optical disk player;
a television; and

a game console.

16. (Original) The system of claim 14, wherein:

the at least one user platform includes a plurality of user platforms communicatively
coupled to the apparatus of claim 13; and

the plurality of user platforms include multiple different types of computing devices

and/or multiple different types of communication devices.

17. (Original) The apparatus of claim 1, wherein the first authenticated channel
information includes at least one of:

text information;

graphic information;

one or more pictures;

one or more videos; audio or digital sound; streaming data, audio or video; content
associated with an executing computer application; voice-over-IP communication;
instant messaging/SMS information; video-conferencing information; environmental
monitoring information; financial services information; enterprise resource planning
information; enterprise content management information; building information; project
management information; product lifecycle management information;

RSS (Really Simple Syndication) reader information; remote device control/interaction
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information;

a three-dimensional graphic visualization of one or more objects and/or immersive
environments;

one or more word processing documents; one or more spreadsheets; one or more

presentation/slide shows; email; and address book information.

18. (Original) The apparatus of claim 1, wherein:

in A), the at least one processer implements a channel server that defines one or more
visual characterizations, one or more functions or features, and/or one or more
information types provided by respective channels of the plurality of channels;

the channel server implements at least the at least one authorized channel; and

the at least one memory further stores at least one database including registries to one
or more services and/or applications used by the channel server to implement the at

least one authorized channel and provide the first authenticated channel information.

19. (Original) The apparatus of claim 18, wherein the at least one processor manages
provision of and interaction with at least some of the secure user-centric information by:
implementing at least one other server, communicatively coupled to the channel server,
to provide the one or more services and/or applications registered in the at least one
database and used by the channel server to implement the at least one authorized
channel and provide the first authenticated channel information, wherein the at least

one other server includes at least one of:
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an identity management server to authenticate the user and the at least on user
platform in C);

a video server to transform, transmit, and/or support delivery of video information and/or
audio information included in the first authenticated channel information;

an enterprise content management server to provide configuration, templates, visual
content, user interface controls and management control for the first authenticated
channel information;

a device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first
authenticated channel information;

a portal server to facilitate Intemet-based function access by the at least one user
platform;

a channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values
or signal data based on at least one threshold condition or parameter, and to generate
at least one alert in response to the one or more determined events, conditions, logical
workflows, discrete information values or signal data relating to the first authenticated
channel information; and

a virtual world server to provide a three-dimensional visualization of, and/or interaction

with, the first authenticated channel information.
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20. (Original) The apparatus of claim 19, wherein the at least one other server includes:
the identity management server to authenticate the user and the at least on user
platform

in C).

21. (Original) The apparatus of claim 19, wherein the at least one other server includes:
the video server to transform, transmit, and/or support delivery of video information

and/or audio information included in the first authenticated channel information.

22.(Original) The apparatus of claim 19, wherein the at least one other server includes:
the enterprise content management server to provide configuration, templates, visual
content, user interface controls and management control for the first authenticated
channel

information.

23.(Original) The apparatus of claim 19, wherein the at least one other server includes:
the device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first
authenticated

channel information.
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24.(Original) The apparatus of claim 19, wherein the at least one other server includes:
the portal server to facilitate Internet-based function access by the at least one user

platform.

25.(Original) The apparatus of claim 19, wherein the at least one other server includes:
the channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values
or

signal data based on at least one threshold condition or parameter, and to generate at
least one

alert in response to the one or more determined events, conditions, logical workflows,
discrete

information values or signal data relating to the first authenticated channel information.

26. (Original) The apparatus of claim 25, wherein the at least one other server includes
the channel alert server, and wherein the at least one threshold condition or parameter

includes a numerical limit or a trend.

27. (Original) The apparatus of claim 25, wherein the at least one other server includes
the
channel alert server, and wherein the at least one alert includes at least one of: at least

one visual alert; at least one auditory alert; at least one email message; at least one
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SMS text message; activation of at least one channel of the plurality of channels; and a

notification to a law enforcement agency.

28. (Original) The apparatus of claim 27, wherein the channel alert server controls the at
least one communication interface so as to implement the at least one alert on at least
one of:

a device operated by at least one other user associated with or designated by the user,
wherein the at least one other user is authenticated by the apparatus to receive the at
least one alert; and

at least one other user platform authenticated by the apparatus to receive the at least
one

alert.

29.(Original) The apparatus of claim 19, wherein the at least one other server includes:
the virtual world server to provide a three-dimensional visualization of, and/or interaction
with, the first authenticated channel information.

30. (Criginal) The apparatus of claim 19, wherein the at least one other server includes:
the identity management server to authenticate the user and the at least on user
platform

in C);

the video server to transform, transmit, and/or support delivery of video information

and/or audio information included in the first authenticated channel information;

Page 353 0f 393



Application/Control Number: 13/086,274 Page 17
Art Unit: 2175

the enterprise content management server to provide configuration, templates, visual
content, user interface controls and management control for the first authenticated
channel information;

the device integration server to manage streaming or real-time information from a
machine or device, which streaming or real-time information is included in the first
authenticated channel information;

the portal server to facilitate Internet-based function access by the at least one user
platform;

the channel alert server to monitor the first authenticated channel information so as to
determine one or more events, conditions, logical workflows, discrete information values
or signal data based on at least one threshold condition or parameter, and to generate
at least one alert in response to the one or more determined events, conditions, logical
workflows, discrete information values or signal data relating to the first authenticated
channel information; and

the virtual world server to provide a three-dimensional visualization of, and/or interaction

with, the first authenticated channel information.

31. (Original) The apparatus of claim 19, wherein at least a portion of one or more of the
first authenticated channel information, the video information, the audio information, the
streaming or real-time information from a machine or device, the events, the conditions,

the logical workflows, the discrete information values, and the signal data are stored in
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the at least one database.

32. (Original) The apparatus of claim 19, wherein the at least one processor establishes
a service-oriented architecture (SOA) including an enterprise service bus, wherein the
channel server and the at least one other server are implemented as logical
components that are communicatively coupled to each other and the at least one

database via the enterprise service bus.

33. (Original) The apparatus of claim 32, further comprising at least one second
communication interface, communicatively coupled to the enterprise service bus, to
access at

least some of the one or more services and/or applications provided by the at least one

other server and used by the channel server.

34. (Original) The system of claim 33, wherein the at least one second communication
interface includes an Internet multi-media services gateway to implement network traffic
protocols so as to access at least some of the one or more services and/or applications

provided by the at least one other server and used by the channel server.

35. (Original) The system of claim 33, wherein the at least one second communication

interface includes telecommunications network services so as to access, through

telecommunication wireline and wireless services, at least some of the one or more
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services and/or applications provided by the at least one other server and used by the

channel server.

36. (Currently Amended) A method for providing secure user-centric information via a

plurality of user platforms operated by a user, the method comprising:

A) implementing a channel grid framework including a matrix of a plurality of channels
through which the user receives and/or interacts with, via the plurality of user platforms,
respective portions of the secure user-centric information, wherein implementing the
plurality of channels comprises synchronizing functions and features of one or more of
the plurality of channels across two or more of the plurality of user platforms by

deploying the secure user-centric information to two or more of the plurality of user

platforms;

B) establishing a user profile identifying user preferences, platform identities, and

service support instructions that determine how the secure user-centric information

behaves on at least one platform of the plurality of user platforms;

[[B]] C) receiving, from at least one user platform of the plurality of user platforms, a
user identity for the user and a platform identity for the at least one user platform;

[[C]] D) authenticating the user and the at least one user platform to receive the secure
user- centric information based at least in part on the user identity and the platform
identity; and

[[D]] E) if the user and the at least one user platform are authenticated in C),

transmitting to the at least one user platform first authenticated channel information
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relating to at least one authorized channel of the plurality of channels implemented in

A), based at least in part on information access rights and/or security protocols

respectively associated with the corresponding plurality of channels, the user, and the at

least one user platform, wherein-auserprofile-stored-ina-memery—isused-to-identify

wherein at least a portion of the first authenticated channel information to be transmitted
to the at least one user platform is selected based at least in part on the user profile and
is transmitted to the at least one user platform without being requested by the user,

wherein the transmission of the first authenticated channel information to the at least

one user platform is based in part on a bi-directional interrogation of the at least one

authorized channel, wherein the bi-directional interrogation comprises the at least one

authorized channel interrogating an identity management server, and wherein the bi-

directional interrogation further comprises the identity management server and a web

services gateway interrogating the at least one authorized channel, wherein the web

services gateway is a tool through which the channel grid framework interacts with the

identity management server.

37. (Currently Amended) At least one non-transitory computer readable storage medium
storing processor-executable instructions that, when executed by at least one
processor, perform a method for providing secure user-centric information via a plurality

of user platforms operated by a user, the method comprising:
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A) implementing a channel grid framework including a matrix of a plurality of channels

through which the user receives and/or interacts with, via the plurality of user platforms,
respective portions of the secure user-centric information wherein implementing the
plurality of channels comprises synchronizing functions and features of one or more of
the plurality of channels across two or more of the plurality of user platforms by

deploying the secure user-centric information to two or more of the plurality of user

platforms;

B) establishing a user profile identifying user preferences, platform identities, and

service support instructions that determine how the secure user-centric information

behaves on at least one platform of the plurality of user platforms:

[[B]] C) receiving, from at least one user platform of the plurality of user platforms, a
user identity for the user and a platform identity for the at least one user platform;

[[C]] D) authenticating the user and the at least one user platform to receive the secure
user- centric information based at least in part on the user identity and the platform
identity; and

[[D]] E) if the user and the at least one user platform are authenticated in C),
transmitting to the at least one user platform first authenticated channel information
relating to at least one authorized channel of the plurality of channels implemented in
A), based at least in part on information access rights and/or security protocols

respectively associated with the corresponding plurality of channels, the user, and the at

least one user platform, wherein-auserprofile-stored-ina-memery—isused-to-identify
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wherein at least a portion of the first authenticated channel information to be transmitted
to the at least one user platform is selected based at least in part on the user profile and
is transmitted to the at least one user platform without being requested by the user,

wherein the transmission of the first authenticated channel information to the at least

one user platform is based in part on a bi-directional interrogation of the at least one

authorized channel, wherein the bi-directional interrogation comprises the at least one

authorized channel interrogating an identity management server, and wherein the bi-

directional interrogation further comprises the identity management server and a web

services gateway interrogating the at least one authorized channel, wherein the web

services gateway is a tool through which the channel grid framework interacts with the

identity management server.

38. (Cancelled)

39. (Previously Presented) The method of claim 36, wherein:

the method further comprises establishing the user profile as part of an authentication
directory including a plurality of user accounts, a plurality of device accounts, and a
plurality of application accounts; and

C) comprises authenticating the user and the at least one user platform based at least
in part on the plurality of user accounts and the plurality of device accounts included in
the authentication directory; and

the method further comprises authenticating specific ones of the plurality of channels

Page 359 0f 393



Application/Control Number: 13/086,274 Page 23
Art Unit: 2175

based at least in part on the plurality of application accounts included in the

authentication directory.

40. (Previously Presented) The method of claim 39, wherein:

at least one user account of the plurality of user accounts includes at least one entry
comprising at least one of: a user name; a user password; a user email; a user
mailstop; a user telephone number; a user mobile number; a user building; a user
campus; and at least one user group; and

in C, the user is authenticated if the user identity matches the at least one entry.

41. (Previously Presented) The method of claim 40, wherein:

at least one device account of the plurality of device accounts includes at least one
entry

comprising at least one of:

a device name; a device type; a device manufacturer; a device model number; a device
serial number; a device |IP address; a device location; a device user; and a device
password; and

in C, the user platform is authenticated if the platform identity matches the at least one

entry.

42. (Previously Presented) The method of claim 41, wherein:

at least one application account of the plurality of application accounts includes at least
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one application user and at least one additional entry comprising at least one of: an
application name; an application serial number; at least one application module; at least
one application web service; at least one application interface; at least one application
protocol; at least one application host; an application IP address; an application
location; and an application password; and

the specific ones of the multiple channels are authenticated if the user identity matches

the at least one application user.

43. (New) The apparatus of claim 1, wherein the one or more of the plurality of
channels interrogating the identity management server comprises the one or more of
the plurality of channels evaluating content provided by the identity management server
and determining if services of the one or more of the plurality of channels are available,
and wherein the identity management server and the web services gateway
interrogating the one or more of the plurality of channels comprises the identity
management server evaluating content provided by the one or more of the plurality of

channels.
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to REZA NABI whose telephone number is (571)270-7592.
The examiner can normally be reached on 7:30 to 5:00 PM [Off every alternate Friday].

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, William Bashore can be reached on 571-272-4088. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/R. N./
Examiner, Art Unit 2175

/William Bashore/

Supervisory Patent Examiner, Art Unit 2175
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A81 | 7,793,232 09-07-2010 CHAUDHRI ET AL.
A82 | 7,849,226 12-07-2010 ZIGMOND ET AL.
A83 | 7,873,371 01-18-2011 OBERG ET AL.
A84 | 7,933,632 04-26-2011 FLYNT ET AL.
A85 | 7,979,854 07-12-2011 BOROLE ET AL.
A86 | 7,996,862 08-09-2011 BABU, SURESH P.
A87 | 8,001,379 08-16-2011 DASKALOPQULOS ET AL.
A88 | 8,051,472 11-01-2011 MAES, STEPHANE H.
A89 | 8,086,853 12-27-2011 WARWICK, ALAN M.
UNPUBLISHED U.S. PATENT APPLICATION DOCUMENTS
U.S. Patent Application Filing Date of Pages, Columns, Lines,
Examiner | Cite Document C'tl Id% t Name of Patentee or Applicant of Where Relevant
Initials* No.' Serial Number-Kind Code? ited Documen Cited Document Passages or Relevant
erial Number-Kind Code MM-DD-YYYY ag
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FOREIGN PATENT DOCUMENTS
. Pages, Columns, Lines,
Examiner | Cite Foreign PatentéDocume?t Publication Date Name of Patentee or Where Relevant
Initials™ No.’ Country Code™ Number™ MM-DD-YYYY Applicant of Cited Documents Passages or Relevant .
Kind Code® (if known) Figures Appear T
Examiner Mars Nahi/ Date
[Signature /Reza Nabi Considered 07/18/2013 ]

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant’s unique citation designation number (optional). 2 See Kinds Codes of USPTO
Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document by the appropriate
symbols as indicated on the document under WIPO Standard ST.16 if possible. 6 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of
time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid
OMB control humber.

Substitute for form 1449/PTO Complete if Known \
INFORMATION DISCLOSURE Application Number 13/086,274
STATEMENT BY APPLICANT Filing Date 4/13/2011
. . First Named Inventor Michael Wetzer
Date Submitted: May 29, 2013 Art Unit 2175
(use as many sheets as hecessary) Examiner Name Nabi, Reza U.
Qheet 4 of | 4 Attorney Docket Number 098944-0133 (MLOOOOUSO04) J

NON PATENT LITERATURE DOCUMENTS

Exami Gite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the
i Nl) 1 item (book, magazine, journal, serial, symposium, catalog, etc.) date, page(s), volume-issue T®
' number(s), publisher, city and/or country where published.

A90 | International Search Report and Written Opinion for PCT Application No. PCT/US2012/0224086, mailed
May 10, 2012, 12 pages.

Examiner n fabhi/ Date
[Signature fHeza Nabi Considered 0771812013 ]

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant’s unique citation designation number (optional). 2 See Kinds Codes of USPTO
Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document by the appropriate
symbols as indicated on the document under WIPO Standard ST.16 if possible. 6 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of
time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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PTO/SB/08 (09-06)
Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB
control number.

Substitute for form 1449/PTO Complete if Known
INFORMATION DISCLOSURE Application Number 13/086,274
STATEMENT BY APPLICANT Filing Date 4/13/2011
. . First Named Inventor Michael Wetzer
Date Submitted: August 9, 2013 A Unit 5175
(use as many sheets as necessary) Examiner Name Nabi, Reza U.
Shee\ | 1 lof |2 Attorney Docket Number 098944-0133 (MLOOOOUS04)
U.S. PATENT DOCUMENTS
Examin _ Document Number o _ Pages, Columns, Lines,
or Cite - 3 Publication Date Name of Patentee or Applicant of Where Relevant
e No." Number-Kind Code” (if MM-DD-YYYY Cited Document Passages or Relevant
Initials known) Figures Appear
A1l 2002/0116256-A1 08-22-2002 DE RAFAEL ET AL.
A2 2004/0025174-A1 02-05-2004 CERRATO, DEAN E.
A3 2007/0186103-A1 08-09-2007 RANDLE ET AL.
A4 2007/0266400-A1 11-15-2007 ROGERS ET AL.
A5 2008/0134256-A1 06-05-2008 DACOSTA, BEHRAM
AB 2008/0319828-A1 12-25-2008 SOUTHAM ET AL.
A7 2009/0233542-A1 09-17-2009 GRATTON ET AL.
A8 2009/0298535-A1 12-03-2009 KLEIN ET AL.
A9 2009/0315807-A1 12-24-2009 HSU, FAN-HSUAN
A10 | 2010/0023398-A1 01-28-2010 BROWN ET AL.
A11 | 2011/0283259-A1 11-17-2011 LAWSON ET AL.
A12 | 2012/0210349-A1 08-16-2012 CAMPANA ET AL.
A13 | 6,807,675-B1 10-19-2004 MAILLARD ET AL.
A14 | 7,546,276-B2 06-09-2009 RANDLE ET AL.
A15 | 7,711,475-B1 05-04-2010 CONA ETAL.
A16 | 8,276,196-B1 09-25-2012 SHIPLEY, BRIAN
FRANCISCO
UNPUBLISHED U.S. PATENT APPLICATION DOCUMENTS
U.S. Patent Application Filing Date of Pages, Columns, Lines,
Examiner | Cite Document Cit d?:) t Name of Patentee or Applicant of Where Relevant
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erial Number-Kind Code MM-DD-YYYY ag
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FOREIGN PATENT DOCUMENTS
. P , Col , Li X
Examiner | Cite Foreign Palenthocume?t Publication Date Name of Patentee or ag\?\?herg l;{r;rs,ar:tnes
Initials* No.’ Country Code™ Number™ MM-DD-YYYY Applicant of Cited Documents Passages or Relevart
Kind Code® (if known) Figures Appear Tt
Examiner - . Date 0 Ine
[Signature /Reza Nabi/ Considered 08/22/2013 ]

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP . if possible. and . The information is required to obtain or retain a
benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by . This collection is estimated to take 2 hours to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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PTO/SB/08 (09-06)
Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB
control number.

Substitute for form 1449/PTO Complete if Known

INFORMATION DISCLOSURE Application Number 13/086,274

STATEMENT BY APPLICANT Filing Date 4/13/2011

: First Named Inventor Michael Wetzer
Date Submitted: A t9,2013
ale submitied: August =, Art Unit 2175
(use as many sheets as necessary) Examiner Name Nabi, Reza U.
Shee\__| 2 lof |2 Attorney Docket Number 098944-0133 (MLO0OOUS04)

NON PATENT LITERATURE DOCUMENTS

) ) Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the
Examiner | Cite - ] . ) : ] 6
Initials™ No. ! item (book, magazine, journal, serial, symposium, catalog, etc.) date, page(s), volume-issue T
’ number(s), publisher, city and/or country where published.

C1 US Notice of Allowance on 098944-0108 DTD 6/21/2013

Cc2 US Notice of Allowance on 098944-0129 DTD 8/5/2013

C3 US Office Action on 098944-0138 DTD 5/8/2013

Examiner D fr Date iy e
[ Signature /Reza Naby/ Considered 08/22/2013 ]

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP . if possible. and . The information is required to obtain or retain a
benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by . This collection is estimated to take 2 hours to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and select option 2.
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Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid
OMB control humber.

Substitute for form 1449/PTO Complete if Known 1
INFORMATION DISCLOSURE Application Number 13/086,274
STATEMENT BY APPLICANT Filing Date 4/13/2011
. First Named Inventor Michael Wetzer
Date Submitted: May 17, 2013 Art Unit 5175
(use as many sheets as hecessary) Examiner Name Nabi, Reza U.
Qheet 1 of |3 Attorney Docket Number 098944-0133 (MLOOOOUSO04) J
U.S. PATENT DOCUMENTS
Examin ) Document Number o _ Pages, Columns, Lines,
or C|t(=q - 5 Publication Date Name of Eatentee or Applicant of Where Relevant
nitials* | NO- Number-Kind Code” (if MM-DD-YYYY Cited Document Passages or Relevant
known) Figures Appear
A1 2002/0122063 09-05-2002 WEINBERG ET AL.
A2 | 2003/0058277 03-27-2003 BOWMAN-AMUAH, MICHEL
A3 | 2003/0084436 05-01-2003 BERGER ET AL.
A4 | 2003/0084436 05-01-2003 BERGER JOUBERT
A5 | 2004/0003247 01-01-2004 FRASER ET AL.
A6 | 2004/0015367-A1 01-22-2004 NICASTRO ET AL.
A7 | 2004/0148184 07-29-2004 SADIQ, WAQAR
A8 | 2005/0086612 04-21-2005 GETTMAN ET AL.
A9 | 2005/0246415 11-03-2005 BELFIORE ET AL.
A10 | 2005/0278741 12-15-2005 ROBARTS ET AL.
A11 | 2007/0018887 01-25-2007 FEYEREISEN ET AL.
A12 | 2007/0018887 01-25-2007 FEYEREISEN ET AL.
A13 | 2007/0124663 05-31-2007 FISCHER ET AL.
A14 | 2008/0104513-A1 05-01-2008 KROGH, JAN OLAF
A15 | 2008/0111818 05-15-2008 STAMBAUGH, THOMAS M.
A16 | 2008/0120327 05-22-2008 BHAT, GURU
A17 | 2008/0129725 06-05-2008 STAMBAUGH, THOMAS M.
A18 | 2008/0141174 06-12-2008 KODOSKY ET AL.
A19 | 2008/0141174 06-12-2008 KODOSKY ET AL.
A20 | 2008/0150963 06-26-2008 STAMBAUGH, THOMAS M.
A21 | 2008/0172173 07-17-2008 CHANG ET AL.
A22 | 2008/0172625 07-17-2008 MONTGOMERY, C.
A23 | 2008/0172632 07-17-2008 STAMBAUGH, THOMAS M.
A24 | 2008/0235601 09-25-2008 FRIED ET AL.
A25 | 2008/0256643 10-16-2008 JONES ET AL.
A26 | 2009/0013263 01-08-2009 FORTNOW ET AL.
A27 | 2009/0013263 01-08-2009 FORTNOW ET AL.
A28 | 2009/0113481 04-30-2009 FRIEDMAN
A29 | 2009/0254842 10-08-2009 LEACOCK ET AL.
A30 | 2009/0254842 10-08-2009 LEACOCK ET AL.
A31 | 2010/0122196 05-13-2010 WETZER ET AL.
A32 | 2010/0313146 12-09-2010 NIELSEN ET AL.
A33 | 2010/0313146 12-09-2010 NIELSEN ET AL.
A34 | 2010/0313146 12-09-2010 NIELSEN ET AL.
A35 | 6,219,045 04-17-2001 LEAHY ET AL.
A36 | 6,259,448 07-10-2001 MCNALLY ET AL.
Examiner D merms Nt/ Date 07/18/2013
[Signature /Reza Nabi/ Considered ornei2ets ]

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant’s unique citation designation number (optional). 2 See Kinds Codes of USPTO
Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document by the appropriate
symbols as indicated on the document under WIPO Standard ST.16 if possible. 6 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of
time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O.
Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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Approved for use through 03/31/2007. OMB 0651-0031
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid
OMB control humber.

Substitute for form 1449/PTO Complete if Known \
INFORMATION DISCLOSURE Application Number 13/086,274
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/086,274 11/05/2013 8578285 098944-0133 (ML0000US04) 3847
48329 7590 10/16/2013
FOLEY & LARDNER LLP
3000 K STREET N.W.
SUITE 600

WASHINGTON, DC 20007-5109

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 76 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Michael Wetzer, Fayetteville, NY;
Thomas Theriault, Baldwinsville, NY;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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