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METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE 

INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO 

AUTHENTICATED USERS AND USER DEVICES 

CROSS-REFERENCES TO RELATED APP LI CA TIO NS 

[0001] The application claims a priority benefit, under 35 U.S.C. § 120, as a continuation 

(CON) of U.S. non-provisional patent application serial no. 12/465,331, filed May 13, 2009, 

entitled "APPARATUS AND METHODS FOR INTERACTING WITH MULTIPLE 

INFORMATION FORMS ACROSS MULTIPLE TYPES OF COMPUTING DEVICES." 

[0002] Serial No. 12/465,331 in tum claims a priority benefit, under 35 U.S.C. §119(e), of 

U.S. provisional patent application serial no. 61/052,765, filed May 13, 2008, and entitled 

"SYSTEM AND METHOD FOR CONDUCTING BUSINESS IN A VIRTUAL WORLD OR 

META VERSE." 

[0003] Each of the above-identified applications is hereby incorporated herein by reference 

in its entirety. 

[0004] 

[0005] 

BACKGROUND 

1. Field of Invention 

Embodiments of the present invention relate generally to user-centric information 

convergence and, more particularly, to apparatus and methods for interacting with multiple 

information forms across multiple types of computing devices and platforms. 

[0006] 

[0007] 

2. Description of the Related Art 

Significant strides have been made in creating digital/digitized content of many 

varieties, including text, graphics, pictures, video, streaming real-time video, remote device 

control/interaction, three dimensional ("3D") graphic visualization of objects and digital sound. 

[0008] Dissimilar evolutions of device interfaces on platforms such as computer 

desktop/laptop screens, mobile devices, and special use displays have created many content 

interaction metaphors. Users have had to accept that these different physical devices require 

BOST 1924514.1 
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expertise in each format to make them useful. Information utility has grown and similar content 

can now be accessed from dissimilar devices but with differing access methods and metaphors. 

[0009] Browsers were the Internet's early solution to creating a "window" or "portal" onto 

personalizable content to manage the proliferation and exponentially expanding amount of 

electronically available information. Some consumer interface technologies have focused on 

simplification and ease of use. These technologies (ex. Google.RTM. or Apple.RTM. products) 

utilize icons and simple text entry to improve usability and simplicity while utilizing 

sophisticated computing methods to keep the users' display of information to a minimum. These 

technologies largely remain text or two-dimensional ("2D") graphic-centric. 

[0010] 3D data visualization methods have been limited to narrow deployment largely in the 

technical Computer Aided Design ("CAD") fields where sophisticated users with specialized 

training manipulated specialized applications. Advances in 3D gaming technologies have created 

low cost and mass availability of sophisticated visualization, sound and animation of 

information, however they lack useful business application due to their primary focus on the 

user/player's point-of-reference. Gaming technologies treat objects within the 3D framework for 

visual reference and are poorly suited for complex and cross platform information management 

solutions. 

[0011] Therefore, there is a need for a solution that addresses the above and other problems. 

SUMMARY 

[0012] Aspects of the present invention provide a system, method, and computer program 

product for interacting with multiple information forms across multiple types of computing 

devices, including interactive displays and communication devices, without the shortcomings of 

previous systems. A system, method, and computer program product in accordance with the 

present invention may employ a universal grid of channels to engage in context relevant 

interactions with any type of content and the content's representation as a selectable item, such as 

a graphic, picture, video, and the like. 

[0013] According to an aspect of the invention, a computer-readable storage media is 

provided for interacting with multiple information forms across computing devices. The 

computer-readable storage media may include computer-readable instructions configured to 

BOST 1924514.1 
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cause one or more computer processors to execute the operations including authenticating a user, 

establishing a channel grid framework for the user on a first platform where the channel grid 

framework provides access to a first computer application displayed on a display device as a 

channel. The computer-readable storage media may further include computer-readable 

instructions configured to cause one or more computer processors to also execute the operations 

including deploying the channel from the channel grid framework on the first platform to a 

second platform in response to a user selecting the channel from the channel grid framework on 

the first platform and performing a copy operation of the channel to the second platform and 

establishing a run time application of the first computer application on the second platform. 

[0014] These and other advantages, aspects, and features of the present invention will 

become more apparent from the following detailed description of embodiments and 

implementations of the present invention when viewed in conjunction with the accompanying 

drawings. The present invention is also capable of other embodiments and different 

embodiments, and details can be modified in various respects without departing from the spirit 

and scope of the present invention. Accordingly, the drawings and descriptions below are to be 

regarded as illustrative in nature, and not as restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The accompanying drawings illustrate an embodiment of the invention and depict the 

above-mentioned and other features of this invention and the manner of attaining them. In the 

drawings: 

[0016] FIG. 1 illustrates a block diagram of a system for conducting business in a virtual 

world in accordance with an embodiment of the present invention. 

[0017] FIG. 2 illustrates a block diagram of a system and method for interacting with 

multiple information forms across multiple types of platforms in accordance with an embodiment 

of the present invention. 

[0018] FIG. 3 illustrates a schematic representation of a computer display device displaying 

a channel grid framework in accordance with an embodiment of the present invention. 

[0019] FIG. 4 illustrates a flowchart of an exemplary method of interacting with a channel in 

accordance with an embodiment of the present invention. 

BOST 1924514.1 
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FIG. 5 illustrates a flowchart of a method of transferring a channel from a first 

platform to a second platform in accordance with an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0021] The following detailed description of the invention refers to the accompanying 

drawings and to certain preferred embodiments, but the detailed description does not limit the 

invention. The scope of the invention is defined by the appended claims and equivalents as it will 

be apparent to those of skill in the art that various features, variations, and modifications can be 

included or excluded based upon the requirements of a particular use. 

[0022] As used in this application, the terms "a", "an" and "the" may refer to one or more 

than one of an item. The terms "and" and "or" may be used in the conjunctive or disjunctive 

sense and will generally be understood to be equivalent to "and/or." For brevity and clarity, a 

particular quantity of an item may be described or shown while the actual quantity of the item 

may differ, and features from one embodiment may be combined with features of another 

embodiment. By way of non-limiting example, various components ( e.g., channel grid 

framework 101, content channels 202, and the like) are described and shown, which may 

perform various functions and interact with each other. These components may be segregated 

based on their function merely for the sake of description and may represent computer hardware 

and executable software code which may be stored on a computer-readable storage medium for 

execution on appropriate computing hardware. The various functions of the different components 

may be combined or segregated as hardware or software stored on a computer-readable medium 

in any manner, and may be used separately or in combination. 

[0023] As can be appreciated from the above discussion, electronic information users are 

confronted with ever increasing amounts of data. Information technologies are moving beyond 

traditional computing terminals and equipment onto mobile, television and other special-use 

displays. Dissimilar formats compounded with increasing amounts of digital content are 

overwhelming users with data. Information users are now wasting their time locating, putting 

into context, consolidating, managing multiple versions of, and understanding what is truly 

meaningful. Users then spend insufficient time contemplating contexts and acting on the 

information. Inefficiency is increasing and productivity declining. Consumers have a problem 

meaningfully understanding and efficiently consuming the vast amount of content. 

BOST 1924514.1 
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In accordance with an embodiment of the present invention, a common and efficient 

utility may be provided to interact with multiple information forms across multiple types of 

computers, interactive displays, and communication devices ("platforms"), in a more effective 

and efficient manner. Users may define the type and manner of delivery of information. The term 

"information" should be broadly interpreted to include, by way of non-limiting example, any 

appropriate type of content or data. Non-limiting examples may include text, graphics, pictures, 

video, streaming real-time video, remote device control/interaction, 3D graphic visualization of 

objects, and digital sound. Likewise, the phrase "information forms" as used herein is intended to 

be synonymous with "information." The term "platforms" should be broadly interpreted to 

include, by way of non-limiting example, computers, communication devices, and other 

computing devices. Non-limiting examples include servers, networks of servers, desktop 

computers, laptop computers, tablet computers, net-book computing devices, telephones, cell 

phone devices, handheld devices, smart phones, interactive displays, personal digital assistants 

(PDAs), portable digital assistants, enterprise digital assistants, personal navigation devices, 

network connected devices, Blu-ray players (or other optical disk players with network access), 

in-vehicle devices, televisions (set top boxes), virtual machines, and game consoles. Likewise, 

the term devices used herein is intended to be synonymous. 

[0025] Information may be delivered to a user based on the user's identity as established by 

the system when the user's session is established. Because the user is known and authenticated, 

preferences and rights to certain information types can be defined and managed for the user. 

[0026] Information relevant to the user may be presented in, by way of non-limiting 

example, a twelve item grid in the form of" channels." These channels may be preconfigured and 

may contain any information format. Non-limiting examples include streaming video, audio, 

voice-over-IP communication, environmental monitoring information, financial services 

information, enterprise resource planning information, building information modeling, product 

lifecycle management information, project management information, immersive 3D 

environments, video conferencing information, RSS reader information, channel application 

repository information, end-user preferences and localization information, word processing 

documents, spreadsheets, presentation/slide shows, email, address book information, instant 

messaging information, enterprise content management information, text, graphics, pictures, 

video, remote device control/interaction, and 3D graphic visualization of objects. Each channel 
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may be configured to perform complex functions both in how the information is synthesized and 

delivered as well as what the user may do with it ( as may be driven by the identify and 

authorization granted to the user). The channels may be represented in 2D or 3D form across 

multiple types of platforms. 

[0027] The assignment of information priority, event alerts or triggers, and complex actions 

that can result from the user's interaction with a channel may be built upon and exploited by 

developers. A development tool or facility may be provided to a developer to create many forms 

of customization. Triggers may be parameterized against information behavior. Non-limiting 

examples of triggers may include exceeding a quantified numerical limit and multiple similar 

events trending in a certain direction. The trigger may cause the information channel to change 

its appearance or to take other actions that may be implemented by the developer. By way of 

non-limiting example, one action that may be implemented is to provide a notification to the 

user. 

[0028] With respect to the information in a channel, the user may take action by touching, 

clicking, or otherwise interacting with the channel. Based on the access rights assigned to an 

individual and the underlying actions enabled through the channel's design, immediate response 

to an event or a complex logic chain that formed the event may occur. In some instances, the 

information may require deeper understanding, in which case the channel may expand to more 

channels, more information, or into a 3D form to aid rapid and effective understanding. 

[0029] 3D representation of objects and other users may be available seamlessly to facilitate 

context relevant interaction with an easy-to-understand representation of a physical place, object, 

people, or other users. Touching, clicking, or otherwise interacting with objects or participating 

users may enable conditional logic to drive further visualization or actions. Events and actions 

may be carried out from two dimensions to be viewed within a 3D representation. Objects may 

appear to live in this virtual or representative world (meta-verse) indefinitely on demand from 

digital representations that may exist in databases as needed. 

[0030] FIG. 1 illustrates a block diagram of a system 100 for conducting business in a virtual 

world in accordance with an embodiment of the present invention. The system 100 may include a 

channel grid framework 101, a web services gateway 107, a virtual world server 109, and 

enabled applications and services 120. The channel grid framework 101 may be connected to the 
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web services gateway 107. The web services gateway 107 may be connected to the channel grid 

framework 101, the virtual world server 109, and enabled applications and services 120. The 

virtual world server 109 may be connected to the enabled applications and services 120. The 

enabled applications and services 120 may be connected to the web services gateway 107 and the 

virtual world server 109. 

[0031] FIG. 2 illustrates a block diagram of a system 200 for interacting with multiple 

information forms across multiple types of platforms in accordance with an embodiment of the 

present invention. The system 200 may include multiple components. As noted above, the 

various functions of the different components may be combined or segregated as hardware or 

software. By way of non-limiting example, the components may exist on or as servers or 

networks of servers, services, or devices. The components may exist in a service-oriented 

architecture (SOA) that enables each component to exist as a logical component. Similarly, the 

components may exist on other computers, communication devices, and other computing devices 

such as desktop computers, laptop computers, mobile telephones, interactive displays, portable 

digital assistants (PDAs), other network-connected devices, Blu-ray players, in-vehicle devices, 

televisions, and the like. The system 200 may include a channel grid framework 201, content 

channels 202, and an application host and transfer tool 203. The application host and transfer 

tool 203 may include transfer icon #1 mobile device 204, transfer icon #2 television 205, and 

transfer icon #3 other device type 206. Of course, additional transfer icons may be included as 

desired. The system 200 may further include a web services gateway 207 and an identity 

management server 208. 

[0032] The channel grid framework 201 may be connected to the content channels 202 and 

the web services gateway 207 through a system bus (not shown) or any suitable network or 

communication connection. Similarly, the content channels 202 may be connected to the 

application host and transfer tool 203. The application host and transfer tool 203 may be 

connected to the transfer icon #1 mobile device 204, the transfer icon #2 television 205, and the 

transfer icon #3 other device type 206. As noted above, the channel grid framework 201 may be 

connected to the web services gateway 207. The web services gateway 207 may be connected to 

the identity management server 208. 
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The system 200 may further include a virtual world server 209, an enterprise service 

bus 210, a channel alert server 211, a channel server 212, a video server 213, an enterprise 

content management server 214, a device integration server 215, and a portal server 216. The 

system 200 may further include telecommunications network services 217, an Internet 

multimedia services gateway 218, and multiple databases 219. 

[0034] The identity management server 208 may be connected to the virtual world server 

209, the enterprise service bus 210, the channel alert server 211, the channel server 212, the 

video server 213, the enterprise content management server 214, the device integration server 

215, and the portal server 216. Each of the virtual world server 209, the enterprise service bus 

210, the channel alert server 211, the channel server 212, the video server 213, the enterprise 

content management server 214, the device integration server 215, and the portal server 216 may 

be connected to one another. The enterprise service bus 210 may be connected to the Internet 

multimedia services gateway 218, which may be connected to the telecommunications network 

services 217. The channel alert server 211, the channel server 212, the video server 213, the 

enterprise content management server 214, the device integration server 215, and the portal 

server 216 may each be connected to multiple databases 219. 

[0035] In addition to FIG. 2, attention is now directed to FIG. 3, which illustrates a 

schematic representation of a computer display device 300 displaying the channel grid 

framework 201 in accordance with an embodiment of the present invention. The channel grid 

framework 201 may be a hardware device or a software application that displays a twelve 

channel display layout on a hardware device, such as a computer display device 300. The 

channel grid framework 201 may be delivered as a web-based browser software application or as 

a standalone application. Any type of information or content may be assigned to any channel 

202. The channel may be displayed on multiple platforms. Although the channel grid framework 

201 may display twelve channels 202, the grid may display a larger or smaller number of 

channels 202. The channel grid framework 201 may include a three-by-four (3.times.4) matrix of 

square elements. Although the channel grid framework 201 may include a three-by-four matrix 

of square elements, different configurations may be substituted. The channel grid framework 201 

may also provide development, display, security, integration, and related feature implementation 

of services delivered through and coupled with the web-services gateway 207, where the actual 

command structure, business logic, and functions of specific channels 202 may be integrated 
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from subordinate application functions as supported by the virtual world server 209, the 

enterprise service bus 210, the channel alert server 211, the channel server 212, the video server 

213, the enterprise content management server 214, the device integration server 215, the portal 

server 216, the telecommunications network services 217, the Internet multimedia services 

gateway 218, and multiple databases 219. 

[0036] Each of the channels 202 may be representative of any form of information or 

content. Non-limiting examples include static icons which may activate further functions and full 

motion multimedia. An unlimited number of direct commands, access to subordinate grids or 

functions may be assigned to the channel 202 by a developer. A user may access specific 

channels 202 and interact with them based on the user's profile that has been established and is 

managed by the identity management server 208. A channel 202 may be developed through the 

use of services available to the developer. The use of these services may include web services 

gateway 207, identity management server 208, virtual world server 209, the enterprise service 

bus 210, the channel alert server 211, the channel server 212, the video server 213, the enterprise 

content management server 214, the device integration server 215, the portal server 216, and the 

Internet multimedia services gateway 218. The channel information (e.g., content), enabling 

alerts, and integration to these services may reside in multiple databases 219. 

[0037] The application host and transfer tool 203 may be a separate software application that 

may be installed on a specific hardware device such a computer, communication device, or other 

computing device. Non-limiting examples include a server, a network of servers, a desktop 

computer, a laptop computer, a tablet computer, a net-book computing device, a telephone, a cell 

phone device, a handheld device, a smart phone, an interactive display, a personal data assistant 

(PDA), an enterprise digital assistant, a personal navigation device, a network connected device, 

a Blu-ray player ( or other optical disk player with network access), an in-vehicle device, a set­

top box (television), a virtual machine, a game console, and the like. The application host and 

transfer tool 203 may allow for individual channels residing in the desktop channel grid 

framework 201 to be "dragged and dropped" (by, as a non-limiting example, clicking, holding, 

moving and releasing) out of the desktop channel grid framework 201 and into the application 

host and transfer tool 203. The dropping of a channel 202 on the application host and transfer 

tool 203 may trigger a server event that may download a copy of the channel into the application 

host and transfer tool 203. Once the channel 202 is installed onto the application host and 
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transfer tool 203, the channel may then be an independent entity, the desktop channel grid 

framework 201 can be closed, and the channel(s) 202 residing in the application host and transfer 

tool 203 can be utilized. Channels 202 residing in the application host and transfer tool 203 can 

be transferred to other registered devices or platforms (such as from a desktop computer to a 

mobile telephone) by "dragging and dropping" the channel 202 on top of one the registered 

device icons located on, by way of non-limiting example, the application host and transfer tool 

203 dock. The drag and drop event may trigger a download of the device specific application to 

the intended device or platform. Channels 202 residing in the application host and transfer tool 

203 may also be "dragged" outside of the application host and transfer tool 203 onto the device 

"desktop" and be interacted with. All functions and features may remain operable and 

synchronized across all registered devices or platforms invoked through the transfer command 

for 204, 205 and 206 through the web services gateway (207) in a manner similar to the channel 

grid framework's 201 instantiation. The channel 202 may then appear in the channel grid 

framework 201 and on the desktop 301. Functions and features of the channel 202 remain 

operable and synchronized across all registered platforms invoked through the copy or transfer 

command through the web services gateway 207 to the channel server 212 and channel alert 

server 211 to allow full engagement of the functions provided by the channel 202. 

[0038] Transfer icon #1 mobile device 204, transfer icon #2 television 205, and transfer icon 

#3 other device type may each be a hardware device or software application. If a selected 

channel 202 exists in the application host transfer tool 203, the channel 202 may be moved to a 

transfer icon through a drag and drop instruction. During a drag and drop function, the channel 

202 may be transformed to become available on a selected platform ( e.g., a mobile device). 

During an initial configuration of channels 202, a user profile may be established which may 

identify user preferences, platform identities, and service support instructions as to how the user 

wishes information to behave on the selected platform. The selected platform may need to be 

electronically connectable such as through the Internet, close over-the-air mechanism ( e.g., 

Bluetooth.RTM.), or through a wired connection. When the channel 202 appears on the selected 

platform, it may retain all of its original native functionality from the channel grid framework 

201 if it has been configured or programmed to do so. The application host and transfer tool 203 

transfer icons 204,205,206 may serve as trigger mechanisms, each to activate a channel 

download to a specific, registered device or platform. The download may be activated by a drag 
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and drop of an application host and transfer tool 203 in which channel 202 application resides 

onto a transfer icon 204,205,206, which, in tum, may send the download request to a remote 

server application where the appropriate and device or platform specific application may be 

downloaded to the requesting device or platform. 

[0039] The web services gateway 207 may be an Internet-based hardware device or software 

tool through which the channel grid framework 201 may interact with external applications and 

services. When a user selects a specific channel 202 an instruction from the channel grid 

framework 201 may pass through the web services gateway 207 to interact with the identity 

management server 208. A user may be authenticated along with the registries to all services, 

applications, and information that may be involved with that performance of the function of 

channel 202. Once authenticated, the request for activity may be processed by one or more of the 

enterprise service bus 210, the channel alert server 211, the channel server 212, the video server 

213, the enterprise content management server 214, the device integration server 215, the portal 

server 216, the Internet multimedia services gateway 218, the virtual world server 209 and the 

multiple databases 219. The information or service function to be performed or processed may 

then be processed back through the identity management server 208 for authorization, then 

transformed back into the channel characterization as defined in the channel grid framework 201 

and displayed as a channel 202. 

[0040] The identity management server 208 may be a hardware device or software 

application that may provide user, application, device, location, equipment and information 

authentication. When a channel 202 is initially created, the application and its information access 

and security protocols that are required may be identified. When a user is associated with a 

channel 202 or specific services that may be enabled by the channel 202, access and security 

protocols may be identified for each condition and action to be performed by the user. This 

information may be stored in a secure and specific database 219. Every time the channel 202 is 

invoked or interrogated, both the security of the applications affected as well as the security of 

the user may be confirmed. Once authorized, the channel 202 services may be performed, and 

the content provided by the computer application on the channel 202 may be evaluated. The 

interrogation of the channel 202 may be bi-directional, where the channel 202 may interrogate 

the identity management server 208 to evaluate content and determine if the channel 202 services 

are available, and similarly, the identity management server 208 and the web services gateway 
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207 may be configured to interrogate the channel 202 in the channel grid framework 201 to 

evaluate content provided by the first computer application. 

[0041] The virtual world server 209 may be a 3D software application or a device and may 

be used to provide visualization of information, command actions, or functions, and 

collaboration among electronically-connected participants. By way of non-limiting example, 

teleconference attendees may be visualized as floating orbs. Other users on separate platforms 

may also serve as video conference attendees. Within the virtual world server 209, an 

instantaneous visualization of objects in 3D may serve as a method to access information as well 

as an ability to command actions, or perform functions. These objects may each have associated 

data or metadata attached. When the user interacts (by way of non-limiting example by touching, 

clicking, or performing other commands) with an object, the virtual world server 209 may access 

the data or metadata or a related application as desired by the developer. All interactions with 

information, command actions, or functions may pass through the identity management server 

208 and the web services gateway 207, and may be displayed in native applications or through a 

channel 202. 

[0042] The enterprise services bus 210 may be a hardware device or software application 

that may manage multiple information control, application integration, and user enabled 

instructions. It may be the primary integration utility to all applications, information and 

communications. When a developer creates a channel's 202 business logic, associated 

commands, information transactions, user class entitlements and workflow, they may be stored 

in databases 219. The enterprise service bus 210 may call the instructions and information from 

these databases 219 and enable the command to be serviced and the action requirements to be 

satisfied. 

[0043] The channel alert server 211 may be a hardware device or software application that 

may continually monitor application and information activities defined by a channel. By way of 

non-limiting example, a user or developer may define threshold conditions with definitive values 

assigned to events, conditions, logical workflows, discrete information values or signal data. If 

an established condition is met, the channel alert server 211 may notify the identity management 

server 208 to confirm the subscriber of the event, determine the active devices of the subscriber, 

and then pass through the web services gateway 207 and the channel grid framework 201 to 
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provide a visual or auditory alert in the channel 202. Likewise, the alert may trigger additional 

actions affecting the channel 202 and the underlying computer application. For example, a 

channel may be established to monitor an alarm condition of a business or residence. If a 

condition at the business or residence triggers an alarm, an additional alert action such as 

notifying a law enforcement agency or a protective services group may be triggered. The alert 

can appear as defined on other platforms such as a mobile device, a television (set top box), a 

Blu-ray player, or other devices. 

[0044] The channel server 212 may be a hardware device or a software application which 

may define the visual characterization, functions, information, and features of a channel 202. The 

channel description and all related information may be stored in databases 219. All channels may 

be stored in a channel repository located within the channel server 212. When a channel 202 is 

added to the channel grid framework 201 or the application host and transfer tool 203, software 

calls or hardware signals may be made to the channel server 212 to request a device specific 

download action to be performed. The download may occur over, by way of non-limiting 

example, wired/wireless Internet via TCP-IP, Bluetooth, or local cable via USB cable. This 

action may route through the enterprise service bus 210 based on logic associated to the channel 

202. Specific actions and information to be displayed may be served or serviced through the 

identity management server 208, and on to the target device. 

[0045] The video server 213 may be a hardware device or software application that may 

provide application services to transform, transmit, and support the delivery of information in the 

form of video and audio. The channel server 212, enterprise content management server 214, and 

databases 219 may be accessed by the video server 213 for content. 

[0046] The enterprise content management server 214 may be a hardware device or a 

software application that may provide primary configuration, templates, user interface controls 

and management control over the information displayed on a channel 202. The originating 

application data from all applications that are invoked through a channel call may route through 

the enterprise content management server 214. All images, charting, icons, artwork and other 

forms of digital art that make up the user experience may be stored in the enterprise content 

management server repository 214. Metadata associated with the request, action, data, user, and 

time may be managed in an associated database 219. 
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The device integration server 215 may be a hardware device or software application 

that may manage the connection between a channel 202 and any application or information 

source containing streaming or real-time information from a machine or device. The device 

integration server 215 may support the interchange of Internet protocol based information 

commands. A user invoking a channel 202 associated with this information type, and authorized 

to do so by the identity management server 208, whether displayed in the virtual world server 

209 or directly to the channel 202, may command a function. By way of non-limiting example, a 

user may send a command to an actual physical thermostat in the actual physical world as a 

display in the virtual world server. The device integration server may store real-time data 

captured from devices in multiple databases 219 for later retrieval. 

[0048] The portal server 216 may be a hardware device or software application that may 

facilitate Internet function access by the web services gateway 207. This utility may be used to 

call other Internet-based functions and services by the web services gateway 207. 

[0049] The telecommunications network services 217 may provide content distribution and 

retrieval services for channels 202 through telecommunication wireline and wireless services. 

[0050] The enterprise service bus 210 may send all data traffic requests to applications, 

services and systems. 

[0051] The Internet multi-media services gateway 218 may serve as the specific 

implementation of network traffic protocols, applications and services to specific 

telecommunications providers. 

[0052] The databases 219 may exist to manage commands, applications, information, and 

user profiles. 

[0053] The operation of the system 200 for interacting with multiple information and data 

forms across multiple types of computers, interactive displays, communication devices, and 

computing devices is now described with reference to FIGS. 4 and 5. 

[0054] FIG. 4 is a flowchart of an exemplary method 400 of interacting with a channel. In 

operation 402, the method 400 may begin. In operation 404, a user may be authenticated. The 

user may initiate the channel grid framework 201, and provide authentication data. The 
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authentication data may pass through the web services gateway 207 to the identity management 

server 208 for authentication. 

[0055] After authenticating the user in operation 404, the channel grid framework 201 may 

be established for the user on a first platform or device in operation 406. The channel grid 

framework 201 may display twelve channels 202. A channel 202 may be representative of any 

form of information or content. As a non-limiting example, the channel 202 may represent a 

temperature in a specific building as measured by a thermostat sensor. In displaying the channel 

202, the channel 202 may be authenticated by the identity management server 208. 

[0056] In operation 408, the user may determine whether to transfer the channel 202 from 

the first platform or device to a second platform or device. If the user determines to transfer the 

channel 202 from the first platform or device to the second platform or device, operation 418 

may be performed and the channel 202 may be deployed from the first platform or device to the 

second platform or device by selecting the channel 202 and dragging that channel 202 from the 

channel grid framework 201. The selection and dragging of the channel 202 may be according to 

the method shown in FIG. 5 and discussed below. The method 400 may return to operation 408. 

If in operation 408 the user does not determine to transfer the channel 202, the method 400 may 

proceed to operation 410. 

[0057] In operation 410, the user may determine whether to interact with a 3D digital 

instance of a physical object in a 3D workspace to access information related to the physical 

object. If the user determines to interact with the 3D digital instance of the physical object in the 

3D workspace, operation 420 may be performed. The user may be presented with the 3D 

workspace using the virtual world server 209. In the 3D workspace, the 3D digital instance of the 

physical object may appear. The user may select or otherwise interact with the 3D digital 

instance of the physical object to access information related to the physical object. Further to the 

non-limiting example where the channel 202 may represent the temperature in the specific 

building as measured by the thermostat sensor, the user may select or otherwise interact with a 

3D digital instance of the thermostat. As a non-limiting example, the user may obtain a service 

history of the thermostat. 

[0058] In the 3D workspace, the underlying functionalities of a channel 202 (identity, web 

services, enterprises services bus, databases) may be accessed in the same way as they would be 
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using a channel 202 interface on the channel grid framework 201. By way of non-limiting 

example, when a user selects a specific channel 202, an instruction from the channel grid 

framework 201 may pass through the web services gateway 207 to interact with the identity 

management server 208. The user may be authenticated along with the registries to all services, 

applications, and information that may be involved with that performance of the function of 

channel 202. Once authenticated, the request for activity may be processed by one or more of the 

enterprise service bus 210, the channel alert server 211, the channel server 212, the video server 

213, the enterprise content management server 214, the device integration server 215, the portal 

server 216, the Internet multimedia services gateway 218, the virtual world server 209, and the 

multiple databases 219. The information or service function to be performed or processed may 

then be processed back through the identity management server 208 for authorization, then 

transformed back into the channel characterization as defined in the channel grid framework 201 

and displayed as the channel 202. Similarly, from the 3D workspace, the operations may occur. 

[0059] The method may return to operation 408. If in operation 410 the user does not 

determine to interact with the 3D digital instance of the physical object, the method 400 may 

proceed to operation 412. 

[0060] In operation 412, the user may determine whether to interact with a 3D avatar (an 

electronic representation of a human or other) of a second user in a 3D workspace to be 

displayed on both the user's platform or device and the second user's platform or device. If the 

user determines to interact with the 3D avatar of the second user in the 3D workspace, operation 

422 may be performed. The user may be presented with the 3D workspace using the virtual 

world server 209. The second user may also be presented with the 3D workspace using the 

virtual world server 209. The first and second users may be on different platforms or devices. In 

the 3D workspace, the user may be represented by a 3D avatar of the user. The second user may 

be represented by the 3D avatar of the second user. The 3D avatars of the user and the second 

user may interact in the 3D workspace. The method may return to operation 408. If, in operation 

412, the user does not determine to interact with the 3D avatar of the second user in the 3D 

workspace, the method may proceed to operation 414. 

[0061] In operation 414, the user may determine whether to interact with a 3D digital 

instance of a physical object in a 3D workspace to implement a change in the 3D digital instance 
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to implement a corresponding physical change in the physical object. If the user determines to 

interact with the 3D digital instance of the physical object in the 3D workspace, operation 424 

may be performed. The user may be presented with the 3D workspace using the virtual world 

server 209. In the 3D workspace, a 3D digital instance of a physical object may appear. The user 

may implement a change in the 3D digital instance of the physical object to implement a 

corresponding physical change in the physical object. Further to the non-limiting example where 

channel 202 may represent the temperature in the specific building as measured by a thermostat 

sensor, the user may increase the desired temperature in the 3D digital instance of the physical 

thermostat. Accordingly, the physical thermostat's setting may experience a corresponding 

increase in the desired temperature. The method may return to operation 408. If in operation 414 

the user does not determine to interact with the 3D digital instance of the physical object in the 

3D workspace, the method 400 may proceed to operation 416. 

[0062] In operation 416, the user may determine whether to end the current session. If the 

user determines not to end the current session, the method 400 may return to operation 408. If 

the user does determine to end the current session, the method 400 may proceed to operation 426 

and ends. 

[0063] It should be noted that although FIG. 4 shows determinations occurring at particular 

points during the method, the determinations, like other operations, may be made at different 

points during the method, and differently relative to one another. 

[0064] FIG. 5 is a flowchart of an exemplary method 500 of transferring a channel from a 

first platform or device to a second platform or device. In operation 502, the method 500 may 

begin. 

[0065] In operation 503, a user may be authenticated. In operation 504, a channel grid 

framework 201 for the user may be established on a first platform or device. The channel grid 

framework 201 may provide access to a first computer application displayed on a display device 

as a channel 202. The channel 202 may be displayed on the first platform or device in a channel 

grid framework 201. As noted above, the channel server 212 may define the visual 

characterization, functions, information, and features of the channel 202. The channel description 

and all related information may be stored in databases 219. All channels may be stored in a 

channel repository located within the channel server 212. When the channel 201 is added to the 
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channel grid framework 201, software calls or hardware signals may be made to the channel 

server 212 to request a device specific download action to be performed. This action may route 

through the enterprise service bus 210 based on logic associated to the channel 202. Specific 

actions and information to be displayed may be served or serviced through the identity 

management service 208, and on the target device. 

[0066] In operation 506, the channel 202 may be deployed from the channel grid framework 

201 on the first platform or device to a second platform or device in response to the user 

selecting the channel from the channel grid framework 201 on the first platform or device and 

performing a copy operation of the channel 202 to the second platform or device. The selecting 

may include a dragging of the channel 202 out of the channel grid framework 201 and onto the 

application host and transfer tool 203 where the channel 202 may then be directed to a registered 

computing device. The channel grid framework 201 may be a browser-based software 

application or a stand-alone software application. The first platform or device may be running, 

and the channel grid framework 201 may be compatible with JavaFX.TM., Microsoft 

Silverlight.TM., Adobe Flex.TM., and similar proprietary and open source rich Internet 

application software frameworks, for example. The selection of the channel 202 may include 

using a rich Internet application or a similar class of software tools delivered via a browser or via 

a sandbox or virtual machine. For example, JavaFX.TM., Microsoft Silverlight.TM., Adobe 

Flex.TM., and similar proprietary and open source software tools may be used to provide 

additional functionality of the application host and transfer tool 203 to enable dragging of the 

channel 202 from the channel grid framework 201 to an icon 204,205, or 206 on the desktop 301 

of the first platform or device. The icon 204,205, or 206 may represent the second platform or 

device. While the rich Internet applications, such as JavaFX.TM., Microsoft Silverlight.TM., 

Adobe Flex.TM., and similar proprietary and open source software tools may be used to provide 

dragging functionality within the channel grid framework 201, the additional functionality of the 

application host and transfer tool 203 may provide the dragging functionality independent of the 

channel grid framework 202. Similarly to operation 504, when the channel 201 is added to the 

application host and transfer tool 203, software calls or hardware signals may be made to the 

channel server 212 to request a device specific download action to be performed. 
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In operation 508, a runtime application of the channel 201 may be established on the 

second platform or device. This may result in the channel 201 being displayed and becoming 

operational on the second platform or computing device. In operation 510, the method 500 ends. 

[0068] The foregoing description discloses only exemplary embodiments of the invention. 

Modifications of the above-disclosed embodiments of the present invention of which fall within 

the scope of the invention will be readily apparent to those of ordinary skill in the art. By way of 

non-limiting example, although many items are shown as software applications ( e.g., the channel 

grid framework 201 ), one or more of these items may also be embodied as hardware, or as a 

combination of software and hardware. Further, although one or more components are disclosed 

as existing in a SOA architecture, one or more components may exist as separate components, 

and may be merged or separated differently. 

[0069] The devices and subsystems of the exemplary embodiments of FIGS. 1-5 are for 

exemplary purposes, as many variations of the specific hardware used to implement the 

exemplary embodiments are possible, as will be appreciated by those skilled in the relevant arts. 

By way of non-limiting example, the functionality of one or more of the devices and subsystems 

of the exemplary embodiments of FIGS. 1-5 can be implemented via one or more programmed 

computer systems or devices, including server computers, client computers, and the like. 

[0070] To implement such variations as well as other variations, a single computer system 

can be programmed to perform the special purpose functions of one or more of the devices and 

subsystems of the exemplary embodiments of FIGS. 1-5. On the other hand, two or more 

programmed computer systems or devices can be substituted for any one of the devices and 

subsystems of the exemplary embodiments of FIGS. 1-5. Accordingly, principles and advantages 

of distributed processing, such as redundancy, replication, and the like, also can be implemented, 

as desired, to increase the robustness and performance of the devices and subsystems of the 

exemplary embodiments of FIGS. 1-5. 

[0071] The devices and subsystems of the exemplary embodiments of FIGS. 1-5 can store 

information relating to various processes described herein. This information can be stored in one 

or more memories, such as a hard disk, optical disk, magneto-optical disk, RAM, and the like, of 

the devices and subsystems of the exemplary embodiments of FIGS. 1-5. One or more databases 

of the devices and subsystems of the exemplary embodiments of FIGS. 1-5 can store the 
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information used to implement the exemplary embodiments of the present invention. The 

databases can be organized using data structures ( e.g., records, tables, arrays, fields, graphs, 

trees, lists, and the like) included in one or more memories or storage devices listed herein. The 

processes described with respect to the exemplary embodiments of FIGS. 1-5 can include 

appropriate data structures for storing data collected and/or generated by the processes of the 

devices and subsystems of the exemplary embodiments of FIGS. 1-5 in one or more databases 

thereof. 

[0072] All or a portion of the devices and subsystems of the exemplary embodiments of 

FIGS. 1-5 can be conveniently implemented using one or more general purpose computer 

systems, microprocessors, digital signal processors, micro-controllers, and the like, programmed 

according to the teachings of the exemplary embodiments of the present invention, as will be 

appreciated by those skilled in the computer and software arts. Appropriate software can be 

readily prepared by programmers of ordinary skill based on the teachings of the exemplary 

embodiments, as will be appreciated by those skilled in the software art. Further, the devices and 

subsystems of the exemplary embodiments of FIGS. 1-5 can be implemented on the World Wide 

Web. In addition, the devices and subsystems of the exemplary embodiments of FIGS. 1-5 can 

be implemented by the preparation of application-specific integrated circuits or by 

interconnecting an appropriate network of conventional component circuits, as will be 

appreciated by those skilled in the electrical arts. Thus, the exemplary embodiments are not 

limited to any specific combination of hardware circuitry and/or software. 

[0073] As stated above, the devices and subsystems of the exemplary embodiments of FIGS. 

1-5 can include computer readable storage media or memories for holding instructions 

programmed according to the teachings of the present invention and for holding data structures, 

tables, records, and/or other data described herein. Computer readable storage media can include 

any suitable medium that participates in providing instructions to a processor for execution. Such 

a medium can take many forms, including but not limited to, non-volatile media, volatile media, 

transmission media, and the like. Non-volatile media can include, by way of non-limiting 

example, optical or magnetic disks, magneto-optical disks, and the like. Volatile media can 

include dynamic memories, and the like. Transmission media can include coaxial cables, copper 

wire, fiber optics, and the like. Transmission media also can take the form of acoustic, optical, 

electromagnetic waves, and the like, such as those generated during radio frequency (RF) 
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communications, infrared (IR) data communications, and the like. Common forms of computer­

readable storage media can include, by way of non-limiting example, a floppy disk, a flexible 

disk, hard disk, magnetic tape, any other suitable magnetic medium, a CD-ROM, CDRW, DVD, 

any other suitable optical medium, punch cards, paper tape, optical mark sheets, any other 

suitable physical medium with patterns of holes or other optically recognizable indicia, a RAM, a 

PROM, an EPROM, a FLASH-EPROM, any other suitable memory chip or cartridge, a carrier 

wave, or any other suitable medium from which a computer can read. 

[0074] Although embodiments of the present invention have been shown and described, the 

present invention is not so limited, but rather covers various modifications and equivalent 

arrangements, which fall within the purview of the claims and their equivalents. 
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1. An apparatus to provide secure user-centric information via at least one user platform 

operated by a user, the apparatus comprising: 

at least one communication interface to facilitate wired and/or wireless communications 

with the at least one user platform via one or more transmission media; 

at least one memory to store processor-executable instructions; and 

at least one processor communicatively coupled to the at least one communication 

interface and the at least one memory, wherein upon execution of the processor-executable 

instructions by the at least one processor, the at least one processor establishes a user session to 

manage provision of and interaction with the secure user-centric information by: 

A) implementing a plurality of channels through which the user receives and/or 

interacts with, via the at least one user platform, respective portions of the secure user­

centric information; 

B) controlling the at least one communication interface to receive, from the at 

least one user platform, a user identity for the user and a platform identity for the at least 

one user platform; 

C) authenticating the user and the user platform to receive the secure user-centric 

information based at least in part on the user identity and the platform identity; and 

D) if the user and the user platform are authenticated in C), controlling the at least 

one communication interface so as to transmit to the at least one user platform first 

authenticated channel information relating to at least one authorized channel of the 

plurality of channels implemented in A), based at least in part on information access 

rights and/or security protocols respectively associated with the corresponding plurality 

of channels, the user, and the user platform. 

2. The apparatus of claim 1, wherein the secure user-centric information includes at least 

one of: 
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text information; 

graphic information; 

one or more pictures; 
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streaming data, audio or video; 
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content associated with an executing computer application; 

voice-over-IP communication; 

instant messaging/SMS information; 

video-conferencing information; 

environmental monitoring information; 

financial services information; 

enterprise resource planning information; 

enterprise content management information; 

building information; 

project management information; 

product lifecycle management information; 

RSS (Really Simple Syndication) reader information; 

remote device control/interaction information; 

Attorney Docket No.: 098944-0133 
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a three-dimensional graphic visualization of one or more objects and/or immersive 

environments; 

one or more word processing documents; 

one or more spreadsheets; 

one or more presentation/slide shows; 

email; and 

address book information. 

3. The apparatus of claim 1, wherein the first authenticated channel information is provided 

by at least one authenticated channel application and/or at least one authenticated service. 

4. The apparatus of claim 1, wherein the at least one communication interface includes a 

web services gateway communicatively coupled to the at least one user platform server via the 

one or more transmission media. 
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5. The apparatus of claim 1, wherein the at least one memory stores at least one user profile 

to identify user preferences, platform identities, and service support instructions that determine 

how the secure user-centric information behaves on the user platform, and wherein: 

C) comprises authenticating the user and the user platform based at least in part on the 

user profile; and 

D) comprises transmitting the first authenticated channel information to the at least one 

user platform based at least in part on the user profile. 

6. The apparatus of claim 1, wherein: 

the at least one memory stores an authentication directory to provide the information 

access rights and/or security protocols respectively associated with the corresponding plurality of 

channels, the user, and the user platform; 

the authentication directory includes a plurality of user accounts, a plurality of device 

accounts, and a plurality of application accounts; and 

C) comprise authenticating the user and the user platform based at least in part on the 

plurality of user accounts and the plurality of device accounts included in the authentication 

directory. 

7. The apparatus of claim 6, wherein: 

at least one user account of the plurality of user accounts includes at least one entry 

comprising at least one of: 
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a user name; 

a user password; 

a user email; 

a user mailstop; 

a user telephone number; 

a user mobile number; 

a user building; 

a user campus; and 

at least one user group; and 

C) comprises authenticating the user if the user identity matches the at least one entry. 
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8. The apparatus of claim 6, wherein: 
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at least one device account of the plurality of device accounts includes at least one entry 

comprising at least one of: 

a device name; 

a device type; 

a device manufacturer; 

a device model number; 

a device serial number; 

a device IP address; 

a device location; 

a device user; and 

a device password; and 

C) comprises authenticating the user platform if the platform identity matches the at least 

one entry. 

9. The apparatus of claim 8, wherein C) comprises authenticating the at least one user 

platform based at least in part on a location of the at least one user platform. 

10. The apparatus of claim 6, wherein D) comprises: 

transmitting to the at least one user platform the first authenticated channel information 

based at least in part on the plurality of application accounts included in the authentication 

directory. 

11. The apparatus of claim 10, wherein: 

at least one application account of the plurality of application accounts includes at least 

one entry comprising at least one of: 

an application name; 
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an application serial number; 

at least one application module; 

at least one application web service; 

at least one application interface; 
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at least one application protocol; 

at least one application host; 

an application IP address; 

an application location; 

an application user; and 

an application password. 
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12. The apparatus of claim 10, wherein C) comprises authenticating the at least one user 

platform based at least in part on a location of the at least one user platform. 

13. The apparatus of claim 1, wherein in D), the at least one processor further manages the 

provision of and interaction with the secure user-centric information by: 

D 1) controlling the at least one communication interface to transmit channel information 

corresponding to at least some of the plurality of channels implemented in A), including the first 

authenticated channel information, to the at least one user platform so as to facilitate display of a 

desktop for the at least one user platform as a channel grid framework, the channel grid 

framework including a plurality of user-selectable items representing the at least some of the 

plurality of channels implemented in A), 

wherein, in D 1 ), the plurality of user-selectable items included in the channel grid 

framework is based at least in part on the information access rights and/or the security protocols 

respectively associated with the corresponding plurality of channels, the user, and the user 

platform. 

14. A system, comprising: 
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the apparatus of claim 13; and 

the at least one user platform, wherein the at least one user platform comprises: 

a display device to display the desktop for the user platform; 

at least one second communication interface to facilitate wired and/or wireless 

communications to the apparatus via one or more transmission media; 

at least one second memory to store second processor-executable instructions; and 
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at least one second processor communicatively coupled to the display device, the 

at least one second communication interface, and the at least one second memory, 

wherein upon execution of the second processor-executable instructions, the at least one 

second processor controls the display device to display the desktop for the at least one 

user platform as the channel grid framework based at least in part on the channel 

information received from the apparatus. 

15. The system of claim 14, wherein the at least one user platform includes at least one of: 

a desktop computer; 

a laptop computer; 

a tablet computer; 

a net-book computing device; 

a handheld computing device; 

a personal, enterprise, or portable digital assistant; 

a telecommunications device including one of a telephone, a cell phone, and a smart 

phone; 

a personal navigation device; 

a vehicle-based device; 

an optical disk player; 

a television; and 

a game console. 

16. The system of claim 14, wherein: 

the at least one user platform includes a plurality of user platforms communicatively 

coupled to the apparatus of claim 13; and 

the plurality of user platforms include multiple different types of computing devices 

and/or multiple different types of communication devices. 

17. The apparatus of claim 1, wherein the first authenticated channel information includes at 

least one of: 

text information; 
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one or more pictures; 

one or more videos; 

audio or digital sound; 

streaming data, audio or video; 

-28-

content associated with an executing computer application; 

voice-over-IP communication; 

instant messaging/SMS information; 

video-conferencing information; 

environmental monitoring information; 

financial services information; 

enterprise resource planning information; 

enterprise content management information; 

building information; 

project management information; 

product lifecycle management information; 

RSS (Really Simple Syndication) reader information; 

remote device control/interaction information; 
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a three-dimensional graphic visualization of one or more objects and/or immersive 

environments; 

one or more word processing documents; 

one or more spreadsheets; 

one or more presentation/slide shows; 

email; and 

address book information. 

18. The apparatus of claim 1, wherein: 

in A), the at least one processer implements a channel server that defines one or more 

visual characterizations, one or more functions or features, and/or one or more information types 

provided by respective channels of the plurality of channels; 

the channel server implements at least the at least one authorized channel; and 
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the at least one memory further stores at least one database including registries to one or 

more services and/or applications used by the channel server to implement the at least one 

authorized channel and provide the first authenticated channel information. 

19. The apparatus of claim 18, wherein the at least one processor manages provision of and 

interaction with at least some of the secure user-centric information by: 

implementing at least one other server, communicatively coupled to the channel server, to 

provide the one or more services and/or applications registered in the at least one database and 

used by the channel server to implement the at least one authorized channel and provide the first 

authenticated channel information, wherein the at least one other server includes at least one of: 
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an identity management server to authenticate the user and the at least on user 

platform in C); 

a video server to transform, transmit, and/or support delivery of video information 

and/or audio information included in the first authenticated channel information; 

an enterprise content management server to provide configuration, templates, 

visual content, user interface controls and management control for the first authenticated 

channel information; 

a device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first 

authenticated channel information; 

a portal server to facilitate Internet-based function access by the at least one user 

platform; 

a channel alert server to monitor the first authenticated channel information so as 

to determine one or more events, conditions, logical workflows, discrete information 

values or signal data based on at least one threshold condition or parameter, and to 

generate at least one alert in response to the one or more determined events, conditions, 

logical workflows, discrete information values or signal data relating to the first 

authenticated channel information; and 

a virtual world server to provide a three-dimensional visualization of, and/or 

interaction with, the first authenticated channel information. 
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20. The apparatus of claim 19, wherein the at least one other server includes: 

the identity management server to authenticate the user and the at least on user platform 

in C). 

21. The apparatus of claim 19, wherein the at least one other server includes: 

the video server to transform, transmit, and/or support delivery of video information 

and/or audio information included in the first authenticated channel information. 

22. The apparatus of claim 19, wherein the at least one other server includes: 

the enterprise content management server to provide configuration, templates, visual 

content, user interface controls and management control for the first authenticated channel 

information. 

23. The apparatus of claim 19, wherein the at least one other server includes: 

the device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first authenticated 

channel information. 

24. The apparatus of claim 19, wherein the at least one other server includes: 

the portal server to facilitate Internet-based function access by the at least one user 

platform. 

25. The apparatus of claim 19, wherein the at least one other server includes: 

the channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values or 

signal data based on at least one threshold condition or parameter, and to generate at least one 

alert in response to the one or more determined events, conditions, logical workflows, discrete 

information values or signal data relating to the first authenticated channel information. 
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26. The apparatus of claim 25, wherein the at least one other server includes the channel alert 

server, and wherein the at least one threshold condition or parameter includes a numerical limit 

or a trend. 

27. The apparatus of claim 25, wherein the at least one other server includes the channel alert 

server, and wherein the at least one alert includes at least one of: 

at least one visual alert; 

at least one auditory alert; 

at least one email message; 

at least one SMS text message; 

activation of at least one channel of the plurality of channels; and 

a notification to a law enforcement agency. 

28. The apparatus of claim 27, wherein the channel alert server controls the at least one 

communication interface so as to implement the at least one alert on at least one of: 

a device operated by at least one other user associated with or designated by the user, 

wherein the at least one other user is authenticated by the apparatus to receive the at least one 

alert; and 

at least one other user platform authenticated by the apparatus to receive the at least one 

alert. 

29. The apparatus of claim 19, wherein the at least one other server includes: 

the virtual world server to provide a three-dimensional visualization of, and/or interaction 

with, the first authenticated channel information. 

30. The apparatus of claim 19, wherein the at least one other server includes: 

the identity management server to authenticate the user and the at least on user platform 

in C); 

the video server to transform, transmit, and/or support delivery of video information 

and/or audio information included in the first authenticated channel information; 
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the enterprise content management server to provide configuration, templates, visual 

content, user interface controls and management control for the first authenticated channel 

information; 

the device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first authenticated 

channel information; 

the portal server to facilitate Internet-based function access by the at least one user 

platform; 

the channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values or 

signal data based on at least one threshold condition or parameter, and to generate at least one 

alert in response to the one or more determined events, conditions, logical workflows, discrete 

information values or signal data relating to the first authenticated channel information; and 

the virtual world server to provide a three-dimensional visualization of, and/or interaction 

with, the first authenticated channel information. 

31. The apparatus of claim 19, wherein at least a portion of one or more of the first 

authenticated channel information, the video information, the audio information, the streaming or 

real-time information from a machine or device, the events, the conditions, the logical 

workflows, the discrete information values, and the signal data are stored in the at least one 

database. 

32. The apparatus of claim 19, wherein the at least one processor establishes a service-

oriented architecture (SOA) including an enterprise service bus, wherein the channel server and 

the at least one other server are implemented as logical components that are communicatively 

coupled to each other and the at least one database via the enterprise service bus. 

33. The apparatus of claim 32, further comprising at least one second communication 

interface, communicatively coupled to the enterprise service bus, to access at least some of the 

one or more services and/or applications provided by the at least one other server and used by the 

channel server. 
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34. The system of claim 33, wherein the at least one second communication interface 

includes an Internet multi-media services gateway to implement network traffic protocols so as 

to access at least some of the one or more services and/or applications provided by the at least 

one other server and used by the channel server. 

35. The system of claim 33, wherein the at least one second communication interface 

includes telecommunications network services so as to access, through telecommunication 

wireline and wireless services, at least some of the one or more services and/or applications 

provided by the at least one other server and used by the channel server. 

36. A method for providing secure user-centric information via at least one user platform 

operated by a user, the method comprising: 

A) implementing a plurality of channels through which the user receives and/or interacts 

with, via the at least one user platform, respective portions of the secure user-centric information; 

B) receiving, from the at least one user platform, a user identity for the user and a 

platform identity for the at least one user platform; 

C) authenticating the user and the user platform to receive the secure user-centric 

information based at least in part on the user identity and the platform identity; and 

D) if the user and the user platform are authenticated in C), transmitting to the at least one 

user platform first authenticated channel information relating to at least one authorized channel 

of the plurality of channels implemented in A), based at least in part on information access rights 

and/or security protocols respectively associated with the corresponding plurality of channels, 

the user, and the user platform. 

37. At least one computer readable storage medium storing processor-executable instructions 

that, when executed by at least one processor, perform a method for providing secure user­

centric information via at least one user platform operated by a user, the method comprising: 

A) implementing a plurality of channels through which the user receives and/or interacts 

with, via the at least one user platform, respective portions of the secure user-centric information; 

B) receiving, from the at least one user platform, a user identity for the user and a 

platform identity for the at least one user platform; 
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C) authenticating the user and the user platform to receive the secure user-centric 

information based at least in part on the user identity and the platform identity; and 

D) if the user and the user platform are authenticated in C), transmitting to the at least one 

user platform first authenticated channel information relating to at least one authorized channel 

of the plurality of channels implemented in A), based at least in part on information access rights 

and/or security protocols respectively associated with the corresponding plurality of channels, 

the user, and the user platform. 

38. A computer-implemented method for providing information via at least one user 

platform, the method comprising: 

A) configuring multiple channels through which information relevant to a user is 

presented via the at least one user platform for user interaction, wherein A) comprises: 

Al) establishing a user profile identifying at least one of a user preference and a 

platform identity; and 

B) managing the user profile to grant the user access to specific ones of the multiple 

channels for the user interaction based on the user profile. 

39. The method of claim 38, wherein: 

Al) comprises establishing the user profile as part of an authentication directory 

including a plurality of user accounts, a plurality of device accounts, and a plurality of 

application accounts; and 

B) comprises: 

B 1) authenticating the user and the at least one user platform based at least in part 

on the plurality of user accounts and the plurality of device accounts included in the 

authentication directory; and 

B2) authenticating the specific ones of the multiple channels based at least in part 

on the plurality of application accounts included in the authentication directory. 

40. The method of claim 39, wherein: 

at least one user account of the plurality of user accounts includes at least one entry 

comprising at least one of: 
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a user password; 

a user email; 

a user mailstop; 

a user telephone number; 

a user mobile number; 

a user building; 

a user campus; and 

at least one user group; and 
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in B 1 ), the user is authenticated if the user identity matches the at least one entry. 

41. The method of claim 40, wherein: 

at least one device account of the plurality of device accounts includes at least one entry 

comprising at least one of: 

a device name; 

a device type; 

a device manufacturer; 

a device model number; 

a device serial number; 

a device IP address; 

a device location; 

a device user; and 

a device password; and 

in B 1 ), the user platform is authenticated if the platform identity matches the at least one 

entry. 

42. The method of claim 41, wherein: 

at least one application account of the plurality of application accounts includes at least 

one application user and at least one additional entry comprising at least one of: 

an application name; 

an application serial number; 
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at least one application module; 

at least one application web service; 

at least one application interface; 

at least one application protocol; 

at least one application host; 

an application IP address; 

an application location; and 

an application password; and 
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in B2), the specific ones of the multiple channels are authenticated if the user identity 

matches the at least one application user. 
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ABSTRACT 
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Providing secure user-centric information via one or more user platforms operated by one or 

more users. Multiple channels are configured and implemented, through which information 

relevant to a given user is presented for user interaction via one or more user platforms 

associated with the user. A user profile is established identifying user preferences and one or 

more platform identities. The user profile is managed to grant the user access to specific ones of 

the multiple channels. In one example, user(s) and user platform(s) are authenticated to receive 

respective portions of the secure user-centric information based on user identities and platform 

identities. If authenticated, channel information relating to one or more of the multiple channels 

is transmitted to one or more users/user platforms, based on information access rights and/or 

security protocols respectively associated with the corresponding channels, the user(s), and the 

user platform(s). 
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For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
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Attorney Docket No. 046573-{!Q.QQQ.?. ......... . 

Application No. 12/4_6_5~3_3_1 ____ _ Filed ~fay 13. 2009 

U'"I '""~n1:,' <le c, ~ c 'L ' H.''"''1"7. ·~n "'h '<'flr'R'"A~J'" ,_., "l\." k nnr '"1'.. 'AN d 
¥'I .r-ih1°"\...Df1,;,~, NJ.lCn_ae1~~~:~:nn~:::b:f.\.., l! omas l :~~~;~~~~J~~ .. ~.J::.!.,.,, J.~1.ar~---'-'"'"'-'-:.u~~fl~1~@-.-'. 

Rur.~rt~l~X: (herei..11.after designated as the undersigned) has (have) invented certain new arid 
useful improvements in AfPARATlJS AND 1v1ETHODS FOR lNTERA.CTlNG WITH 
MULTIP:f_.£ lNFOR!vfi\TION FORM:S __ /\.CROSS MULTIPLE TYPES_ OF C0?\-1:PUTING 
ItHYJCBS for vvhich &7. application for Letters Paten1 of the United. States of America has 
been executed by the undersigned. and; 

WHEREAS, ~:lm.i1~t~Y~Jggup One., LLC of 101 Ma:rveBe RQ§q,._J:_@YetteviH~, ... J':i~W.. 
York 13066, its heirs, successors, legal representatives and assigns (hereh"lafter designated as 
the Assignee) is desirous of acquiring the entire right, title &""1d interest in a..'1.<l to said 
invention and in and to .any Letters Patent(s) that may be g.r&i.ted therefor in t:¾.e United States 
of Amt~rica; 

NO\V, THEREFOR.R in consideration of the sum of One DoUar ($1.00) to the 
undersigned in hand paid, the receipt of which is hereby acknowledged, and other good and 
vah1able c.onsi<lera.tion, the undersigned has (have) sold, assigned and transforred, and by 
these presents do sell, assign .and tra."1sfer unto said Assignee the foll and exd.usive right to 
the said invention in t.¾.e United States of America and its territories and for aH foreign 
countries, dependencies and possessions and the entire right, tide and interest in and to any 
and all Letters PatenU)) whic.h may be granted therefor in the 1.Jnite.d States of ,4.mt~rica and 
its territories, depc.ndencies and possessions, and in and to any a.ntl aH divisions, reissues, 
continuations a:nd extensions thereof for the full term or terms for which the same may be 
granted. 

The undersigned agree(s) to execute all papers necessary in connection wit.¾: this 
application and any continuing, divisional or reissue applications thereof and also to execute 
separate assigrnn.ents in connection with such applications as the Assignee n1ay deem 
necessarv or ,~xpedient. 

•' , 

The undersigned agree(s) to execute aH papers necessary in c01mection with any 
interference which may be declared concern.h"'lg this application or any contim.iation, division 
or reissue thereof or Letters Pate.nt(s) or reissue patent issued thereon and to cooperate with 
the Assi~'1ee in every way possible in obtaining a.nci producing evidence and proceeding \\'l.fo 
such interference. 

The u.qdersigned agree( s) to execute aU papers and documents a..rtd to perform any act 
which may be necessa,."1' in connection with claims under or provisions of the International 
Convention for the Protection of Industrial Prope.:rty or shii.ilar agreements. 

The undersig11ed agree( s) to perform all affirmative ac.ts which. may be nt'tX!SSfu;' to 
obtain a grant of a valid United States patent(s) to the Assignee and. to vest all ri~¾ts therein 
hereby conveyed to said Assignee as folly ru1d entirely as fae smne would have been hd<l by 
the undersigned. ift:his Assignment ar~d sale had not been made. 
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The undersigned bereby authorize(s) and request(s) Llie Commissioner of Patents &"1d 
Trademarks to issue any and an Letters Patents of the United States of America resulting· . ' 
from said application or any division or divisions or continuing or reissue applications thereof 
to the said Assignee" as Assignee of the entire interest, &'1.d hereby covenants that he has (they 
have) the full rig.!1.t to convey tbe entire i..riterest herein assigned; ~md that he has (they have) 
not executed, and wm not execute, any agreement in con11ict herewith. 

The undersigned hereby grant(s) the law firm of NIXON PEABODY LLP the power 
to insert on this Assiglli-nent any further identification which may be tK~cessary or desirable in 
order to comply .. vith the rules oft.tie U.S. Patent and Trademark Office for recordation of this 
docur:nent. 

In witness thereof, this A.ssignment has been executed by the undersigned 011 the 
date(s) opposite the U.'1tiersigncd name(s). 

Date 

~-,i.. • • ' 'd ~ b1 -b ' 1 ' d 1...= ~ ·t • • d S ~-.. ' l siIS assignment snou! pretera 1y e ac.imow eoge. uetore a jmte ,.. tate-s ~ .. onsm or 
Notary Public. If not, faen tbe execution by the Inventor(s) should be wiu'lessed by at kast 
two other oersons who should shu1 here. 

~ • ~ 
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Electronic Patent Application Fee Transmittal 

Application Number: 13086274 

Filing Date: 13-Apr-2011 

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE 

Title of Invention: INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED 
USERS AND USER DEVICES 

First Named Inventor/Applicant Name: Michael Wetzer 

Filer: Joseph Teja/Cassie Zaleski 

Attorney Docket Number: 098944-0133 (ML0000US04) 

Filed as Small Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility filing Fee (Electronic filing) 4011 1 82 82 

Utility Search Fee 2111 1 270 270 

Utility Examination Fee 2311 1 110 110 

Pages: 

Claims: 

Claims in excess of 20 2202 22 26 572 

Independent claims in excess of 3 2201 1 110 110 

Miscellaneous-Filing: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Late filing fee for oath or declaration 2051 1 65 65 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1209 
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Electronic Acknowledgement Receipt 

EFSID: 10396972 

Application Number: 13086274 

International Application Number: 

Confirmation Number: 3847 

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE 
Title of Invention: INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED 

USERS AND USER DEVICES 

First Named Inventor/Applicant Name: Michael Wetzer 

Customer Number: 48329 

Filer: Joseph Teja/Cassie Zaleski 

Filer Authorized By: Joseph Teja 

Attorney Docket Number: 098944-0133 (ML0000US04) 

Receipt Date: 27-JUN-2011 

Filing Date: 13-APR-2011 

Time Stamp: 18:56:01 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $1209 

RAM confirmation Number 5923 

Deposit Account 

Authorized User 

File Listing: 

Document I Document Description 
I 

File Name 
I 

File Size(Bytes)/ I Multi I Pages 
Number Message Digest Part /.zip (if appl.) 
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502568 

1 
Applicant Response to Pre-Exam 

098944-0133Response.pdf no 3 
Formalities Notice 

50fcc3c208030b6b5bd7336c77756a571 0a 
a6351 

Warnings: 

Information: 

308320 

2 Miscellaneous Incoming Letter RequesttoDelete.pdf no 2 
de50496cf860c669aace508623e0a8a46faa 

bcb6 

Warnings: 

Information: 

276757 

3 Oath or Declaration filed DEC0l 33.pdf no 1 
6e0d b3 e0 1 a82 65d 8e23c98d d 83fc34 3 bd 2f 

lelfe 

Warnings: 

Information: 

2231526 

4 0133POA373b.pdf yes 12 
2fef1f1 6e5c56dfe 7fe4-0c29958b9385c40ca 

45c 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Power of Attorney 1 1 

Assignee showing of ownership per 37 CFR 3.73(b). 2 12 

Warnings: 

Information: 

40513 

5 Fee Worksheet (5B06) fee-info.pdf no 2 
fcl 02ab07d2fc3cea581 e34c03ae 190dad66 

3d33 

Warnings: 

Information: 

Total Files Size (in bytes) 3359684 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Atty. Dkt No. 098944-0133 {MLOOOOUS04) 

lIV TfiE lJIVJTJ:,7) S'TATES PATE1VT AIVD TRADEil-J,,,tRK Ol-r'l('E 

Applicant: WETZER et al. 

Title: METHODS, A.PPARATUS AND 
S'YSTEiVi.S FOR. PROVIDING 
SECURE INFORMATION VIA 
MULTIPLE AUTHORIZED 
CHA1'JNELS TO 
AUTHENTICATED USERS 
AND USER DE\lJCES 

AppL NcL: B/08627 4 

Filing Date: 4/13/2011 

Exruniner: Unkno,vn 

Art Unit: 2447 

Confinnation 3847 
Number: 

Mail Stop fv1issing Parts 
Commissioner for Patents 
P.O. Box 1450 

TRANSMfl'TAL OF' MISSING PARTS 
0:F PAl"'EN'f APPIJCATION 

Alexandria, VA 22313~1450 

Sir: 
!n response to the Notice to Fi1e Missing Parts of Appbcation mailed April 26, 2011, in 

the above-identified patent application, trn:nsmitted herewith are the missing parts to complete 

the filing of the subject patent application. 

Enclosed are: 

[[ X ] Declaration and (1 page) 

[ X J Power of Attome:'l and Statement under 3.73(b) (2 pages) 

BOST,)994$86.1 -1-
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Atty. DkL No. 098944~0133 (fv1LOOOOUS04) 

[ X J Request to Ddctc iffv'entors Under 37 C.F.R § L63{d)(2) 

r 
L Applicant hereby petitions for an extension of time under 37 C.F.R. § l. l 36(a) .for 

Number 
of Sheets 
42 

the toia! nmnbcr of months checked bckwv: 

X 

[ J Extension fr)r response filed \vithin the first rnonth 

[ 1 Extension for response filed. ,,vithin the second month 

[ ] Extension fot response filed \vitbn tbe third niontb 

[ ] Extension fbr response filed within the fourth rnonth 

[ ] Extension for response filed within the fifth month 

EFS-\:Veb 
Adjustment 

75% 

Included 

Number of Sheets for E.FS-\Veh 

32 

Extra Claims 
as Fikd 111 

Rate 

Basic Filing Fee, Search Fee & Examination Fee $1,090.00 
Size t"'cc 

,.,.., 
100 ... 0 .L::.. X $270.00 

Total 42 20 - 22 
Claims: 

$52,00 

lm.k:pend 4 
,, 

:;;; l .) X 

ents: 
If any fviultip!e Dependent Claim(s) present: 

$220,00 

$390.00 

$130,00 
Surcharge under 3 7 CFR 1.16(1) for 1ate filing of + 
Executed Dedurntion and late paynient of filing fee 

Extenswn foe for response filed V-.'ithin 1· 

!11e !\.10N •• Tl-I 111011tl1: 

SUBTOTAL: --· 
Sma1l Entity Fees Apply (subtract Vi of above): 

Basic Fi ting Fee Reduction fbr fl ling vrn EFS-·\\teb 
TOTAL FILING FEE; --

Processing Fee under 37 CFR l .17(i) for Late Filing + $130.00 

BOST __ 1 ~1H4S8f3 i 

Fee 
Totals 

$1,090.00 
$0J)O 

$1144.00 

S220.00 

$0,00 

$0.00 

$2,584.00 

t l ,292.~l~i..__ 
$83.00 

$1,209.00 
$(}.00 
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of English Trnnslatio11 of Application: 

Difforence to pay: 

Atty. Dkt. No. 098944-0 l 33 (11LOOOOUS04) 

TOTA.L FEE -­
$0.00 

The above-identified foes of$1,209.00 in payment of surcharge foe {37 C.F.R, § 1 J6(t)) 

are being paid by credit card via EFS-\Veb. 

The Commissioner is hereby authorized to charge any additional fbes '1-vhich m.ay he 

rcquirt~d regRrding this application under 3 7 C.FJZ. §§ l .16-1.17, or credit any oveq.iayrncnt. to 

Deposit Account No, 19-074 l, Should no proper pay1:nent be endosed hen.:.vv'ith, as by the credit 

c.ard payment instructions in EFS-\\/cb befog incom.:ct or absent, resulting in a rejected or 

incorrect credit card. transaction, the Commissioner is authorizc:d to c:hanzc the unna.id amount to 
• - I 

Deposit Account No. 19-0741. 

if any extensions of ti.me are needed for tirnely acceptance of papers submitted herewith, 

1. ' b . • f' ' · , · ' "'~ .. , I' R "' ... ",.. 1 , . · , app 1cant nerc :/ pent10ns or sucn extenswn unacr .11 C.r·. . § 1 .. 1 . .JO anr authonzcs paynKnt oi 

anv such extensions foes ti:.) Deposit Account No, 19-0741, ,.' X • • .. 

FOLEY & LARDNER LLP 
Customer Number: 48329 
'Telcphon.e: 
F\1csi~11ile: 

BOST __ :99488f).1 

(6 I 7) 342~4029 
(61 7) 342-400 l 

i / ,. . ~ 
~~dosc_r,1:t1 TeJa~ Jr. 
Attorney for Applicant 
Registration No. 45,157 
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Atty. Dkt No 098944-0133 (\.fLOOOOUS04) 

LV TJ{E lf/\TITED STA TES PA TEl\fTA.tVD TRAD£'.,~JARK Ol•'J.,7(.'f:: 

Applicant: 

l"fitle: 

WETZER et aL 

.METHODS, APPARATUS AND 
SYSTE~,t:s FOR PROVIDING 
SECURE INFORMATION VIA 
MULTJPLE AUTHORIZED 
CHANNELS TO 
.AUTHENTICATED USERS 
AND USER DEViCES 

Appl. No.: 13/086274 

Flling Date: 4/U./2011 

Examiner: Unkno'Nn 

Art Unit: 2447 

Confirmation 3847 
Nu111her: 

Connnissioncr fiJr Patents 
P.O. Box 1450 
Alexandria, \/A 22313-1450 

The present application \Vas filed as a continuation application under 37 C.FJL § L53(h) 

on April 13, 2011, fron1 US. Serial No. ! 2/465,331, '>vhich claims priority to U.S. Serial No. 

61/052,765. 

lJndcr § 1. 51 (b ){2} and§ 1. 53{±) a ne\.vly executed oath or dedaration is not required in a 

continuation or divisional application, provided that (i) The prior nonprovisiona1 application 

c.ontained m.1 oath or declaration as prescribed by paragraphs {a) through (c) of this section; (ii) 

Tbe continuation or divisional application 'Nas filed by all or by {ewer than all of the inventors 

na.rned in the prior application; (iii) Tb:'. specification and drawings filed in the continuation or 

divisional application contain no matter that would have been new matter in the prior 

appEcation; and (iv) A copy of the executed oath or declaration filed in the prior application, 

BOST __ 1994888- i 
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Atty. 0kt No 098944--0DJ (MLOOOOUS04) 

shos,v1mr the si12naturn or an indication thereon that it vvas signed, is submitted for the ..__, I,,,.-' - - ...... . 

continuation or divisional application. 

Attached is a cor:iv of the Oath and Declaration from the naient .annEcation, lLS. Serial. 
.,., -· ~ :i. .. • 

12/465,33 I. 
n1 , l · 1 • r -1 , , • • • • , , , , 
1 ease amend t 1e mventorsmp 01 lile prcscntiy-crn.m1eti mventwn so tnat tne omy 

inventors are; 

The names of the deleted inventors vvhose inventions arc no longer being claimed ar(~: 

Please direct aH correspondence to the undersigned attorney or agent at th{:; address 

indicated belm-v. 

FOLEY & LARDNER LLP 
Customer Number: 48329 
Telephone: (617) 342--4029 
Facsimile: (617) 342AOOJ 

Bosr __ 1ss<1saa __ 1 
2 

Respectfully submitted, 

Joser~h Teja;I Jr. 
Attomz~y for App1icm1t 
Registration No. 45, I. 57 
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r-__ .. ____________ ........................................................................ ___ ···~~~~~~--------, ......................... ~~'"··-·~·-·~•n~u----

1 
I DECLARAT!ON (37 CFR 1.63) FOR li"fH,ffY OR DESIGN APPUCAHON USING AN 

APPUCATION DATA SHERT (37 CFR L76) AND PO\VER OF ATTORNEY 

□ The attached applicalfon, or 

ml Application No. 12/465,331, filed on May 13, 20{?_~, 

0 as amende<l. on 

I/We believe that L\ve arn/are tl-1e original a.'1d. first inventor(s) of the subject matter which ls claimed and for ,.vhich 
a patent is sought; 

1/We have reviewed an<l u.m:lerstand the contents of the above-iden.tlfi.ed appHcatkm, including the claims, as 
amended by any an:1endment specifically referred to above; 

VWe acknowledge the duty t<i disclose to the Unite.d States Pate:.'1t and Trad,~mark Office all infnrrnation kn<iwn to ! 
me/us to he materi;:'(1 t,) patentahiW:y as defined in 37 CFR l .56, in-eluding for continuatfon,in~part applications, ! 
ma!erfaJ information whfoh became available between the filing date <::-fthe p.rio-r ap.pHcatkm and the national or PCT ! 
International filing date oft.>te continuation .. in .. pa.""t appHcatlon, ' 

.All statements made herein of my/own kiiowledgeare tn.rn,all statem{mts mad~: herein on information and belief are 
believed to be true, and :farther that these statements were made with the knowledge that wiHfo! false statements and 
the like are punishable by one or imprisonment, or both, under 18 U.S.C HHH, and may jeop::ttdize the v:i!idity of 
ti'1e application or any patent issuing thereon. 

UWe hereby appoint 
! 

Practitioners at Customef Numb<:r 22204 as my/our attc,mey(s) or agent(s) to prosecute the application identified ! 
above, and to tnmsact all business in the United States Patent m1d Trademark Office conriected therewith. ! 

'.:::======·=-·= .... = ... ·=· .. --=·--·= .... = .... ·=··-·=----=----·=----=----=·--::::::::::::::::::::::::::::===-=-:::: .... ::::: ..... = .... ::::: .... = .... ::::: ..... :::::::: ............... ==:::::::=========== .... = .... := .... = ..... ::::: . ..=....=..=_· .. ~1 
FULL NAME OF lNVENTOR(S) I 
Inventor one: Mi<:hael WETZER ···········----................. ______ \ 

i ~./ --· 'I 

! ... ~lgn::~~=~~~=~~~~~~=·· ................................ :~~=··~~.~~.::~~.:~~ ... ~:~:~.~·-s_T_A_._T_r_~s ___ ·_···_··_···_···_·············· , 

' i· T'h ,,., ~Ek' l b-."1"! ~ ....JI i nventor two: . }mtLU 'A·¥'¥" 1 ........................................... I .l 2::·· ( ..... ) -~ $ 

. ~~~~ature: ..... _"".:'¾.5C'."~:?:~ ·---------~·~'.~~n of: UNlTE~.~~~~~~~~·········· .. • ......... ::::::::::::::::: ...... . 
i 
1 Inventor three: Mark DJNG.)'...~_,,'A"""'"'N::.-a' ____ _ 

I
i, ./l ~ -·:.~ ~ ,, ! 
L~~~~a--t-·u_r_e_: ___ ·_,__.; ______ '--__ ~_-=-_,..._"~_._fr.:_ •• _·_, .. _•-_. _--_-=:~~~: ... ~:::::: ..... ~~.~~.~:~ .. :~~····~-N-'I_T_F_:o_.,_s_T_A_~_t r_·~_s _____ .. _-_ ... _ .. _···_·--_···_j 

I 
! 
I 

lnventor four: Bl-lpm:KE)J 7,(.L ....... - .... _. _____________ ······························-------
Signature: __};f;t,t~ .. _ ............... _ Cltizen of: tJN.Cff.D KINGDOM 

,··~----··· . . . ................. J:=:;?4= ....................................... ;··;···· -·-·~·····--···-- . 
l_~ ... :~1~-~~-~$_,n_~_i _H:_,,·'~◊:.~'.~~:.:>.3~.i~-Qemg named on_··=---=--=···=···=··=···=--·=···=··=·--=···=··· .. ·ad __ q!!!.{:.~§_l formi,s) attached hereto.:..;...· ---~···················..J 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

13/086,274 

48329 
FOLEY & LARDNER LLP 
111 HUNTINGTON AVENUE 
26TH FLOOR 
BOSTON, MA 02199-7610 

FILING OR 3 71 (C) DATE 

04/13/2011 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE I 
Michael Wetzer 098944-0133 (ML0000US04) 

CONFIRMATION NO. 3847 
POA ACCEPTANCE LETTER 

1111111111111111111111 ll]~!l]!~l!~l!~l!~UI! ~H] 111111111111111 IIII IIII 

Date Mailed: 07/06/2011 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 06/27/2011. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/ttkim/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 13/086,274 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A 82 N/A (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A 270 N/A (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A 110 N/A (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 42 minus 20= 22 (37 CFR 1.16(i)) 
X 26 = 572 OR 

INDEPENDENT CLAIMS 4 minus 3 = 1 X 110 = 110 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $270 ($135 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL 1144 TOTAL 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 

UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

13/086,274 04/13/2011 2447 1209 098944-0133 (ML0000US04) 42 4 

48329 
FOLEY & LARDNER LLP 
111 HUNTINGTON AVENUE 
26TH FLOOR 
BOSTON, MA 02199-761 0 

CONFIRMATION NO. 3847 

UPDATED FILING RECEIPT 

1111111111111111111111 ll]~!l]!~l!~l!~l!~UI! ~I~ !I] 111111111111111 IIII IIII 

Date Mailed: 07/06/2011 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Michael Wetzer, Fayetteville, NY; 
Thomas Theriault, Baldwinsville, NY; 

Assignment For Published Patent Application 
Monterey Group One, LLC 

Power of Attorney: The patent practitioners associated with Customer Number 48329 

Domestic Priority data as claimed by applicant 
This application is a CON of 12/465,331 05/13/2009 
which claims benefit of 61 /052, 765 05/13/2008 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 

If Required, Foreign Filing License Granted: 04/21/2011 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 13/086,274 

Projected Publication Date: 10/13/2011 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
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Title 

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE INFORMATION VIA 
MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED USERS AND USER DEVICES 

Preliminary Class 

709 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 

page 2 of 3 
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 
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This office action is in responsive to communication(s): original application filed on 

04/13/2011, said application claims a priority filing date of 05/13/2008. 

Claims 1-42 are pending. Claims 1, 36, 37 and 38 are independent. 

Priority 

Claimed inventions such as "access rights and/or security protocols respectively 

associated with the corresponding plurality of channels, the users and the user platform" 

and "establishing the user profile identifying at least one of a user preference and 

platform identity" recited in claim 1, 36, 37 and 38 is missing in the specification of 

provisional application 61 /052, 765. Therefore, claimed priority date 05/13/2008 has not 

been honored for all independent claims and its associated dependent claims. 

However, claimed invention gets priority date of 05/13/2009 as claimed feature is 

disclosed in application 12/465,331. 

Claim Rejections - 35 USC§ 101 

35 U.S.C. 101 reads as follows: 
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Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claim 37 is rejected under 35 U.S.C. 101 because the claimed invention is 

directed to non-statutory subject matter. 

In regard to independent claim 37, the claims are directed to a "computer­

readable storage medium", which does not exclude non-statutory forms of 

medium. In addition, paragraph [0073] discloses that said medium can be a 

carrier wave. 

The Examiner's suggestion of amending claim 37 to recite a "non-transitory 

computer readable storage medium" will serve to overcome this rejection. 

Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created 

doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 

unjustified or improper timewise extension of the "right to exclude" granted by a patent 

and to prevent possible harassment by multiple assignees. A nonstatutory 

obviousness-type double patenting rejection is appropriate where the conflicting claims 

are not identical, but at least one examined application claim is not patentably distinct 

from the reference claim(s) because the examined application claim is either anticipated 

by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 
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F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 

USPQ2d 2010 (Fed. Cir. 1993); In re Langi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 

1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 

F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 

USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) or 1.321 (d) 

may be used to overcome an actual or provisional rejection based on a nonstatutory 

double patenting ground provided the conflicting application or patent either is shown to 

be commonly owned with this application, or claims an invention made as a result of 

activities undertaken within the scope of a joint research agreement. 

Effective January 1, 1994, a registered attorney or agent of record may sign a 

terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 

37 CFR 3.73(b). 

Claims 1-42 are rejected on the ground of nonstatutory provisional obviousness­

type double patenting as being unpatentable over claims 1-36 of U.S. US 

Publication 2010/0122196 (US Patent Application 12/465,331; hereinafter 

"Wetzer"). 

In regard to independent claims 1, 36 and 37, Wetzer teaches an apparatus to 

provide secure user-centric information (Wetzer, paragraph 0003) via at least one user 

platform operated by a user, the apparatus comprising: 
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at least one communication interface to facilitate wired and/or wireless communications 

with the at least one user platform via one or more transmission media; 

at least one memory to store processor-executable instructions; and at least one 

processor communicatively coupled to the at least one communication interface and the 

at least one memory, wherein upon execution of the processor-executable instructions 

by the at least one processor (Wetzer, paragraph 0071 ), the at least one processor 

establishes a user session to manage provision of and interaction with the secure user­

centric information by: 

A) implementing a plurality of channels through which the user receives and/or interacts 

with, via the at least one user platform, respective portions of the secure user- centric 

information (Wetzer, figure 3; paragraph 0026, lines 1-2); 

B) controlling the at least one communication interface to receive, from the at least one 

user platform, a user identity for the user and a platform identity for the at least one user 

platform; C) authenticating the user and the user platform to receive the secure user­

centric information based at least in part on the user identity and the platform identity; 

and D) if the user and the user platform are authenticated in C), controlling the at least 

one communication interface so as to transmit to the at least one user platform first 

authenticated channel information relating to at least one authorized channel of the 

plurality of channels implemented in A), based at least in part on information access 

rights and/or security protocols respectively associated with the corresponding plurality 

of channels, the user, and the user platform (Wetzer, paragraph 0037, lines 1-1 0; 

paragraph 0038). 
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In regard to dependent claim 2, Wetzer teaches the apparatus of claim 1, wherein the 

secure user-centric information includes text information (Wetzer, paragraph 0024); 

In regard to dependent claim 3, Wetzer teaches the apparatus of claim 1, wherein the 

first authenticated channel information is provided by at least one authenticated channel 

application and/or at least one authenticated service (Wetzer, paragraph 0024). 

In regard to dependent claim 4, Wetzer teaches the apparatus of claim 1, wherein the 

at least one communication interface includes a web services gateway communicatively 

coupled to the at least one user platform server via the one or more transmission media 

(Wetzer, figure 1, element 107). 

In regard to dependent claim 5, Wetzer teaches the apparatus of claim 1, wherein the 

at least one memory stores at least one user profile to identify user preferences, 

platform identities, and service support instructions that determine how the secure user­

centric information behaves on the user platform, and wherein: C) comprises 

authenticating the user and the user platform based at least in part on the user profile; 

and D) comprises transmitting the first authenticated channel information to the at least 

one user platform based at least in part on the user profile (Wetzer, paragraph 0023). 
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In regard to dependent claims 6, 10 and 39, Wetzer teaches the apparatus of claim 1, 

wherein: the at least one memory stores an authentication directory to provide the 

information access rights and/or security protocols respectively associated with the 

corresponding plurality of channels, the user, and the user platform; the authentication 

directory includes a plurality of user accounts, a plurality of device accounts, and a 

plurality of application accounts; and C) comprise authenticating the user and the user 

platform based at least in part on the plurality of user accounts and the plurality of 

device accounts included in the authentication directory (Wetzer, paragraph 0038; "Just 

for clarification: having an accounts in order to do the authentication is well-known in the 

art; practical example would be user needs to have an account in order to have 

authenticated by the system"). 

In regard to dependent claims 7 and 40, Wetzer teaches authenticating user, 

application and device (Wetzer, paragraph 0038, lines 1-4) wherein it is obvious to a 

skilled artisan to have user name for user account. 

In regard to dependent claims 8 and 41, Wetzer teaches authenticating user, 

application and device (Wetzer, paragraph 0038, lines 1-4) wherein it is obvious to a 

skilled artisan to have device name and/or type for device account. 
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In regard to dependent claims 9 and 12, Wetzer teaches the apparatus of claim 8, 

wherein C) comprises authenticating the at least one user platform based at least in part 

on a location of the at least one user platform (Wetzer, paragraph 0038, lines 1-4). 

In regard to dependent claims 11 and 42, Wetzer teaches authenticating user, 

application and device (Wetzer, paragraph 0038, lines 1-4) wherein it is obvious to a 

skilled artisan to have application name for application account. 

In regard to dependent claim 13, Wetzer teaches the apparatus of claim 1, wherein in 

D), the at least one processor further manages the provision of and interaction with the 

secure user-centric information by: 

D 1) controlling the at least one communication interface to transmit channel information 

corresponding to at least some of the plurality of channels implemented in A), including 

the first authenticated channel information, to the at least one user platform so as to 

facilitate display of a desktop for the at least one user platform as a channel grid 

framework, the channel grid framework including a plurality of user-selectable items 

representing the at least some of the plurality of channels (Wetzer, figure 3) 

implemented in A), wherein, in D 1 ), the plurality of user-selectable items included in the 

channel grid framework is based at least in part on the information access rights and/or 

the security protocols respectively associated with the corresponding plurality of 

channels, the user, and the user platform (Wetzer, paragraph 0038 and 0011 ). 
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the apparatus of claim 13; and the at least one user platform, wherein the at least one 

user platform comprises: 

a display device to display the desktop for the user platform; at least one second 

communication interface to facilitate wired and/or wireless communications to the 

apparatus via one or more transmission media (Wetzer, paragraph 0071 ); 

at least one second memory to store second processor-executable instructions; and 

at least one second processor communicatively coupled to the display device, the at 

least one second communication interface, and the at least one second memory, 

wherein upon execution of the second processor-executable instructions, the at least 

one second processor controls the display device to display the desktop for the at least 

one user platform as the channel grid framework based at least in part on the channel 

information received from the apparatus (Wetzer, figure 3; paragraph 0037, lines 1-10). 

In regard to dependent claim 15, Wetzer teaches the system of claim 14, wherein the 

at least one user platform includes at least one of: a desktop computer (Wetzer, figure 

3). 

In regard to dependent claim 16, Wetzer teaches the system of claim 14, wherein: 

the at least one user platform includes a plurality of user platforms communicatively 
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coupled to the apparatus of claim 13; and the plurality of user platforms include multiple 

different types of computing devices and/or multiple different types of communication 

devices (Wetzer, paragraph 0003). 

In regard to dependent claim 18, Wetzer teaches the apparatus of claim 1, wherein: 

in A), the at least one processer implements a channel server that defines one or more 

visual characterizations, one or more functions or features, and/or one or more 

information types provided by respective channels of the plurality of channels (Wetzer, 

figure 3); 

the channel server implements at least the at least one authorized channel; and the at 

least one memory further stores at least one database including registries to one or 

more services and/or applications used by the channel server to implement the at least 

one authorized channel and provide the first authenticated channel information (Wetzer, 

paragraph 0037). 

In regard to dependent claim 19, Wetzer teaches the apparatus of claim 18, wherein 

the at least one processor manages provision of and interaction with at least some of 

the secure user-centric information by: implementing at least one other server, 

communicatively coupled to the channel server, to provide the one or more services 

and/or applications registered in the at least one database and used by the channel 

server to implement the at least one authorized channel and provide the first 
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authenticated channel information, wherein the at least one other server includes at 

least one of: 

a video server to transform, transmit, and/or support delivery of video information and/or 

audio information included in the first authenticated channel information (Wetzer, 

paragraph 0024; figure 2). 

In regard to dependent claim 20, Wetzer teaches the apparatus of claim 19, wherein 

the at least one other server includes: the identity management server to authenticate 

the user and the at least on user platform in C) (Wetzer, figure 2). 

In regard to dependent claim 21, Wetzer teaches the apparatus of claim 19, wherein 

the at least one other server includes: the video server to transform, transmit, and/or 

support delivery of video information and/or audio information included in the first 

authenticated channel information (Wetzer, figure 2). 

In regard to dependent claim 22, Wetzer teaches the apparatus of claim 19, wherein 

the at least one other server includes: the enterprise content management server to 

provide configuration, templates, visual content, user interface controls and 

management control for the first authenticated channel information (Wetzer, figure 2). 

In regard to dependent claim 23, Wetzer teaches the apparatus of claim 19, wherein 

the at least one other server includes: the device integration server to manage 
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streaming or real-time information from a machine or device, which streaming or real­

time information is included in the first authenticated channel information (Wetzer, figure 

2). 

In regard to dependent claim 24, Wetzer teaches the apparatus of claim 19, wherein 

the at least one other server includes: the portal server to facilitate Internet-based 

function access by the at least one user platform (Wetzer, figure 2). 

In regard to dependent claim 25, Wetzer teaches the apparatus of claim 19, wherein 

the at least one other server includes: 

the channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values 

or signal data based on at least one threshold condition or parameter, and to generate 

at least one alert in response to the one or more determined events, conditions, logical 

workflows, discrete information values or signal data relating to the first authenticated 

channel information (Wetzer, paragraph 0025 and 0041 ). 

In regard to dependent claim 26, Wetzer teaches the apparatus of claim 25, wherein 

the at least one other server includes the channel alert server, and wherein the at least 

one threshold condition or parameter includes a numerical limit or a trend (Wetzer, 

paragraph 0025, lines 6-9). 
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In regard to dependent claim 27, Wetzer teaches the apparatus of claim 25, wherein 

the at least one other server includes the channel alert server, and wherein the at least 

one alert includes at least one of: at least one visual alert (Wetzer, paragraph 0041, 

lines 3-12). 

In regard to dependent claim 28, Wetzer teaches the apparatus of claim 27, wherein 

the channel alert server controls the at least one communication interface so as to 

implement the at least one alert on at least one of: 

a device operated by at least one other user associated with or designated by the user, 

wherein the at least one other user is authenticated by the apparatus to receive the at 

least one alert; and at least one other user platform authenticated by the apparatus to 

receive the at least one alert (Wetzer, paragraph 0038, lines 1-4). 

In regard to dependent claim 29, Wetzer teaches the apparatus of claim 19, wherein 

the at least one other server includes: the virtual world server to provide a three­

dimensional visualization of, and/or interaction with, the first authenticated channel 

information (Wetzer, figure 2). 

In regard to dependent claim 30, Wetzer teaches the apparatus of claim 19, wherein 

the at least one other server includes: 

the identity management server to authenticate the user and the at least on user 

platform in C); the video server to transform, transmit, and/or support delivery of video 
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information; the enterprise content management server to provide configuration, 
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templates, visual content, user interface controls and management control for the first 

authenticated channel information; the device integration server to manage streaming or 

real-time information from a machine or device, which streaming or real-time information 

is included in the first authenticated channel information; the portal server to facilitate 

Internet-based function access by the at least one user platform; the channel alert 

server to monitor the first authenticated channel information so as to determine one or 

more events, conditions, logical workflows, discrete information values or signal data 

based on at least one threshold condition or parameter, and to generate at least one 

alert in response to the one or more determined events, conditions, logical workflows, 

discrete information values or signal data relating to the first authenticated channel 

information; and the virtual world server to provide a three-dimensional visualization of, 

and/or interaction with, the first authenticated channel information (Wetzer, figure 2). 

In regard to dependent claim 31, Wetzer teaches the apparatus of claim 19, wherein 

at least a portion of one or more of the first authenticated channel information, the video 

information, the audio information, the streaming or real-time information from a 

machine or device (Wetzer, figure 1 ), the events, the conditions, the logical workflows, 

the discrete information values, and the signal data are stored in the at least one 

database (Wetzer, figure 2). 
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In regard to dependent claim 32, Wetzer teaches the apparatus of claim 19, wherein 

the at least one processor establishes a service- oriented architecture (SOA) including 

an enterprise service bus, wherein the channel server and the at least one other server 

are implemented as logical components that are communicatively coupled to each other 

and the at least one database via the enterprise service bus (Wetzer, paragraph 0037, 

figure 2). 

In regard to dependent claim 33, Wetzer teaches the apparatus of claim 32, further 

comprising at least one second communication interface, communicatively coupled to 

the enterprise service bus, to access at least some of the one or more services and/or 

applications provided by the at least one other server and used by the channel server 

(Wetzer, paragraph 0024, figure 2). 

In regard to dependent claim 34, Wetzer teaches system of claim 33, wherein the at 

least one second communication interface includes an Internet multi-media services 

gateway to implement network traffic protocols so as to access at least some of the one 

or more services and/or applications provided by the at least one other server and used 

by the channel server (Wetzer, figure 2). 

In regard to dependent claim 35, Wetzer teaches system of claim 33, wherein the at 

least one second communication interface includes telecommunications network 

services so as to access, through telecommunication wireline and wireless services, at 
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least some of the one or more services and/or applications provided by the at least one 

other server and used by the channel server (Wetzer, paragraph 0071 and 0024). 

In regard to independent claim 38, Wetzer teaches a A computer-implemented 

method for providing information via at least one user platform, the method comprising: 

A) configuring multiple channels through which information relevant to a user is 

presented via the at least one user platform for user interaction (Wetzer, figure 3), 

wherein A) comprises: 

A 1) establishing a user profile identifying at least one of a user preference and a 

platform identity; and B) managing the user profile to grant the user access to specific 

ones of the multiple channels for the user interaction based on the user profile (Wetzer, 

paragraph 0036, lines 8-12). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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Claims 1-42 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Santoro et al. (U.S. Patent 7,376,907; hereinafter "Santoro") in view of Jones et al 

(U.S. Publication 2008/0256643; hereinafter "Jones"). 

In regard to independent claims 1, 36 and 37, Santoro teaches an apparatus to 

provide secure user-centric information (Note: developing software using UCO, user­

centric design, is well-known in the art. In fact, UCO which is accomplished by usablity 

testing is the key to make the software easy-to-use for user') via at least one user 

platform operated by a user, the apparatus comprising: 

at least one communication interface to facilitate wired and/or wireless communications 

with the at least one user platform via one or more transmission media (Santoro, figure 

27); 

at least one memory to store processor-executable instructions; and at least one 

processor communicatively coupled to the at least one communication interface and the 

at least one memory, wherein upon execution of the processor-executable instructions 

by the at least one processor (Santoro, figure 2), the at least one processor establishes 

a user session to manage provision of and interaction with the secure user-centric 

information by: 

A) implementing a plurality of channels through which the user receives and/or interacts 

with, via the at least one user platform, respective portions of the secure user- centric 

information (Santoro, figure 1); 
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B) controlling the at least one communication interface to receive, from the at least one 

user platform, a user identity for the user and a platform type for the at least one user 

platform (Santoro, figure 25, element 2502 and 2508); 

C) authenticating the user and determining the user platform to receive the secure user­

centric information based at least in part on the user identity and the platform type 

(Santoro, figure 25, element 2502 and 2508; col 15, lines 5-9; col 26, lines 45-58); and 

D) if the user is authenticated and platform type is determined in C), controlling the at 

least one communication interface so as to transmit to the at least one user platform 

first authenticated channel information relating to at least one authorized channel of the 

plurality of channels (Santoro, figure 1; col 15, lines 5-9; col 4, lines 54-57) implemented 

in A), based at least in part on information access rights and/or security protocols 

respectively associated with authorized user and type of user platform (Santoro, figure 

25). 

Santoro teaches displaying channel information based on user's access rights and the 

type of on the user platform (Santoro, col 26, lines 45-59; figure 25). However, Santoro 

is silent on authenticating platform and access rights being associated with the 

corresponding plurality of authorized channels, the user and the user platform. 

Jones teaches a system and apparatus displaying authorized channel information 

based on authenticated channel, platform and user wherein the access rights is 
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associated with the corresponding plurality of authorized channels, the user and the 

user platform (Jones, paragraph 0043, lines 3-4). 

Santoro and Jones are analogous art because they are from similar field of endeavor, 

graphical user interface displaying channel (application) information based on the 

access rights. 

Therefore, at the time of the invention, it would have been obvious to a person of 

ordinary skill in the art to apply the teaching of Jones, having access rights associated 

with user, channel (application) and user device, to Santoro. Motivation for doing so 

would have been to have to improve the system making the system more secure 

avoiding any potential problem which may arise by rogue application (Jones, paragraph 

003, lines 28-31 ). 

In regard to dependent claims 2 and 17, Santoro teaches the apparatus of claim 1, 

wherein the secure user-centric information includes text information (Santoro, col 4, 

lines 65-67; "internet site contains text information"); 

In regard to dependent claim 3, Santoro teaches the apparatus of claim 1, wherein 

the first authenticated channel information is provided by at least one authenticated 

channel application and/or at least one authenticated service (Santoro, col 13, lines 62-

65). 
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In regard to dependent claim 4, Santoro as modified by Jones as applied to claim 1 

above, teaches the apparatus of claim 1, wherein the at least one communication 

interface includes a web services gateway communicatively coupled to the at least one 

user platform server via the one or more transmission media (Jones, paragraph 0019, 

lines 1-3). 

In regard to dependent claim 5, Santoro as modified by Jones as applied to claim 1 

above, teaches the apparatus of claim 1, wherein the at least one memory stores at 

least one user profile to identify user preferences, platform identities, and service 

support instructions that determine how the secure user-centric information behaves on 

the user platform, and wherein: C) comprises authenticating the user and the user 

platform based at least in part on the user profile; and D) comprises transmitting the first 

authenticated channel information to the at least one user platform based at least in part 

on the user profile (Santoro, col 26, lines 20-24; Jones, paragraph 0043, lines 3-4). 

In regard to dependent claims 6, 10 and 39, Santoro as modified by Jones as applied 

to claim 1 above, teaches the apparatus of claim 1, wherein: the at least one memory 

stores an authentication directory to provide the information access rights and/or 

security protocols respectively associated with the corresponding plurality of channels, 

the user, and the user platform (Jones, paragraph 0043, lines 3-4; paragraph 0021, 

lines 1-3; "Just for clarification: having an accounts in order to do the authentication is 
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well-known in the art; practical example would be user needs to have an account in 

order to have authenticated by the system"); the authentication directory includes a 

plurality of user accounts, a plurality of device accounts, and a plurality of application 

accounts; and C) comprise authenticating the user and the user platform based at least 

in part on the plurality of user accounts and the plurality of device accounts included in 

the authentication directory (Jones, paragraph 0043, lines 3-4; "Just for clarification: 

database or repository that holds information on user, application and device is 

interpreted as directory"). 

In regard to dependent claims 7 and 40, Santoro as modified by Jones as applied to 

claim 1 above, teaches authenticating user, application and device (Jones, paragraph 

0043, lines 1-4), wherein it is obvious to a skilled artisan to have user name for user 

account. 

In regard to dependent claims 8 and 41, Santoro as modified by Jones as applied to 

claim 1 above, teaches authenticating user, application and device (Jones, paragraph 

0043, lines 1-4) wherein it is obvious to a skilled artisan to have device name and/or 

type for device account. 

In regard to dependent claims 9 and 12, Santoro as modified by Jones as applied to 

claim 1 above, teaches the apparatus of claim 8, wherein C) comprises authenticating 

user platform/ device (Jones, paragraph 0043, lines 1-4) wherein location is well-known 
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attributes of user platform/device to one with ordinary skilled in the art [e.g. simple 

example could be rendering internet content based on the geographical location of the 

device/platform determining ip address or physical location of the device using GPS"]. 

In regard to dependent claims 11 and 42, Santoro as modified by Jones as applied to 

claim 1 above, teaches authenticating user, application and device (Jones, paragraph 

0043, lines 1-4) wherein it is obvious to a skilled artisan to have application name for 

application account. 

In regard to dependent claim 13, Santoro as modified by Jones as applied to claim 1 

above, teaches the apparatus of claim 1, wherein in D), the at least one processor 

further manages the provision of and interaction with the secure user-centric information 

by: 

D 1) controlling the at least one communication interface to transmit channel information 

corresponding to at least some of the plurality of channels implemented in A), including 

the first authenticated channel information, to the at least one user platform so as to 

facilitate display of a desktop for the at least one user platform as a channel grid 

framework, the channel grid framework including a plurality of user-selectable items 

representing the at least some of the plurality of channels (Santoro, figure 1) 

implemented in A), wherein, 

in D 1 ), the plurality of user-selectable items included in the channel grid framework is 

based at least in part on the information access rights and/or the security protocols 
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respectively associated with the corresponding plurality of channels, the user, and the 

user platform (Jones, paragraph 0043, lines 3-4; paragraph 0021, lines 1-3). 

In regard to dependent claim 14, Santoro teaches a system, comprising: 

the apparatus of claim 13; and the at least one user platform, wherein the at least one 

user platform comprises: 

a display device to display the desktop for the user platform (Santoro, figure 1); at least 

one second communication interface to facilitate wired and/or wireless communications 

to the apparatus via one or more transmission media (Santoro, figure 27); 

at least one second memory to store second processor-executable instructions; and 

at least one second processor communicatively coupled to the display device, the at 

least one second communication interface, and the at least one second memory, 

wherein upon execution of the second processor-executable instructions, the at least 

one second processor controls the display device to display the desktop for the at least 

one user platform as the channel grid framework based at least in part on the channel 

information received from the apparatus (Santoro, figure 26; "Just to clarify: second 

device, e.g. server or 3rd party device controls display of channels"). 

In regard to dependent claim 15, Santoro teaches the system of claim 14, wherein the 

at least one user platform includes at least one of: a desktop computer (Santoro, col 27, 

lines 56-59). 
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In regard to dependent claim 16, Santoro teaches the system of claim 14, wherein: 

the at least one user platform includes a plurality of user platforms communicatively 

coupled to the apparatus of claim 13; and the plurality of user platforms include multiple 

different types of computing devices and/or multiple different types of communication 

devices (Santoro, figure 27). 

In regard to dependent claim 18, Santoro as modified by Jones as applied to claim 1 

above, teaches the apparatus of claim 1, wherein: 

in A), the at least one processer implements a channel server that defines one or more 

visual characterizations, one or more functions or features, and/or one or more 

information types provided by respective channels of the plurality of channels (Santoro, 

figure 1); 

the channel server implements at least the at least one authorized channel; and the at 

least one memory further stores at least one database (Jones, figure 10) including 

registries to one or more services and/or applications used by the channel server to 

implement the at least one authorized channel and provide the first authenticated 

channel information (Santoro, figure 26; Jones, paragraph 0043, lines 1-4). 

In regard to dependent claim 19, Santoro as modified by Jones as applied to claim 1 

above, teaches the apparatus of claim 18, wherein the at least one processor manages 

provision of and interaction with at least some of the secure user-centric information by: 

implementing at least one other server, communicatively coupled to the channel server, 
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to provide the one or more services and/or applications registered in the at least one 

database (Jones, figure 10) and used by the channel server to implement the at least 

one authorized channel and provide the first authenticated channel information 

(Santoro, figure 26; Jones, paragraph 0043, lines 1-4), wherein the at least one other 

server includes at least one of: 

a video server to transform, transmit, and/or support delivery of video information and/or 

audio information included in the first authenticated channel information (Santoro, col 9, 

lines 42-50). 

In regard to dependent claim 20, Santoro teaches the apparatus of claim 19, wherein 

the at least one other server includes: the identity management server to authenticate 

the user and the at least on user platform in C) (Santoro, figure 25, element 2402). 

In regard to dependent claim 21, Santoro teaches the apparatus of claim 19, wherein 

the at least one other server includes: the video server to transform, transmit, and/or 

support delivery of video information and/or audio information included in the first 

authenticated channel information (Santoro, col 9, lines 42-50; col 4, lines 65-67, col 5, 

lines 1-5). 

In regard to dependent claim 22, Santoro teaches the apparatus of claim 19, wherein 

the at least one other server includes: the enterprise content management server to 

provide configuration, templates, visual content, user interface controls and 
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management control for the first authenticated channel information (Santoro, col 4, lines 

65-67; "Just to clarify: rendering a content management system [CMS] which include 

templates via internet sites is well known in the art, e.g. rendering internet sites powered 

by Drupal, where user can configure via various templates"). 

In regard to dependent claim 23, Santoro teaches the apparatus of claim 19, wherein 

the at least one other server includes: the device integration server to manage 

streaming or real-time information from a machine or device, which streaming or real­

time information is included in the first authenticated channel information (Santoro, col 

4, lines 65-67, col 5, lines 1-5; "video clips, live video stream etc"). 

In regard to dependent claim 24, Santoro teaches the apparatus of claim 19, wherein 

the at least one other server includes: the portal server to facilitate Internet-based 

function access by the at least one user platform (Santoro, col 4, lines 65-67; "portal 

server being the server that render internet sites"). 

In regard to dependent claims 25 and 26, Santoro teaches the apparatus of claim 19, 

wherein the at least one other server includes: 

the channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values 

or signal data based on at least one threshold condition or parameter, and to generate 

at least one alert in response to the one or more determined events, conditions, logical 
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workflows, discrete information values or signal data relating to the first authenticated 

channel information(Santoro, col 11, lines 57-60; "Note: alert is triggered upon detecting 

arriving of new message event"). 

Further, Santoro teaches outlook as a channel in the grid framework (Santoro, figure 1, 

element 20) wherein it is well known in the art that outlook (e.g. outlook 2003) inherits 

an intelligent alert object to display an alert to the user based on the predetermined 

threshold being a numerical value. For instance, giving alert when mailbox is nearly full 

or gives alerts to user total number of unread message exceeds threshold etc. 

In regard to dependent claim 27, Santoro teaches the apparatus of claim 25, wherein 

the at least one other server includes the channel alert server, and wherein the at least 

one alert includes at least one of: at least one visual alert (Santoro, col 11, lines 57-60). 

In regard to dependent claim 28, Santoro as modified by Jones as applied to claim 1 

above, teaches the apparatus of claim 27, wherein the channel alert server controls the 

at least one communication interface so as to implement the at least one alert on at 

least one of: 

a device operated by at least one other user associated with or designated by the user, 

wherein the at least one other user is authenticated by the apparatus to receive the at 

least one alert (Santoro, col 11, lines 57-60); and at least one other user platform 

authenticated by the apparatus to receive the at least one alert (Jones, paragraph 0043, 

lines 1-4). 
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In regard to dependent claim 29, Santoro teaches the apparatus of claim 19, wherein 

the at least one other server includes: hosting internet sites (Santoro, col 4, lines 65-67) 

wherein rendering three-dimensional visualization within internet site is well known in 

the art. 

In regard to dependent claim 30, Santoro as modified by Jones as applied to claim 1 

above, teaches the apparatus of claim 19, wherein the at least one other server 

includes: 

the identity management server to authenticate the user and the at least on user 

platform in C) (Santoro, figure 25, element 2402); 

the video server to transform, transmit, and/or support delivery of video information 

and/or audio information included in the first authenticated channel information 

(Santoro, col 9, lines 42-50; col 4, lines 65-67, col 5, lines 1-5); 

the enterprise content management server to provide configuration, templates, visual 

content, user interface controls and management control for the first authenticated 

channel information (Santoro, col 4, lines 65-67; "Just to clarify: rendering a content 

management system [CMS] which include templates via internet sites is well known in 

the art, e.g. rendering internet sites powered by Drupal, where user can configure via 

various templates"); 

the device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first 
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authenticated channel information (Santoro, col 4, lines 65-67, col 5, lines 1-5; "video 

clips, live video stream etc"); 

the portal server to facilitate Internet-based function access by the at least one user 

platform (Santoro, col 4, lines 65-67; "portal server being the server that render internet 

sites"); 

the channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values 

or signal data based on at least one threshold condition or parameter, and to generate 

at least one alert in response to the one or more determined events, conditions, logical 

workflows, discrete information values or signal data relating to the first authenticated 

channel information (Santoro, col 11, lines 57-60; Jones, paragraph 0043, lines 1-4); 

and 

the virtual world server to provide a three-dimensional visualization of, and/or interaction 

with, the first authenticated channel information (Santoro, col 4, lines 65-67; "wherein 

rendering three-dimensional visualization within internet site is well known in the art"). 

In regard to dependent claim 31, Santoro as modified by Jones as applied to claim 1 

above, teaches the apparatus of claim 19, wherein at least a portion of one or more of 

the first authenticated channel information, the video information, the audio information, 

the streaming or real-time information from a machine or device (Santoro, col 4, lines 

65-67, col 5, lines 1-5), the events, the conditions, the logical workflows, the discrete 
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information values, and the signal data are stored in the at least one database (Jones, 

figure 10). 

In regard to dependent claim 32, Santoro as modified by Jones as applied to claim 1 

above, teaches the apparatus of claim 19, wherein the at least one processor 

establishes a service- oriented architecture (SOA) including an enterprise service bus, 

wherein the channel server and the at least one other server are implemented as logical 

components that are communicatively coupled to each other and the at least one 

database via the enterprise service bus (Jones, paragraph 0019, lines 1-3; figure 10) 

In regard to dependent claim 33, Santoro teaches the apparatus of claim 32, further 

comprising at least one second communication interface, communicatively coupled to 

the enterprise service bus, to access at least some of the one or more services and/or 

applications provided by the at least one other server and used by the channel server 

(Santoro, figure 1, figure 26). 

In regard to dependent claim 34, Santoro teaches system of claim 33, wherein the at 

least one second communication interface includes an Internet multi-media services 

gateway to implement network traffic protocols so as to access at least some of the one 

or more services and/or applications provided by the at least one other server and used 

by the channel server (Santoro, col 4, lines 65-67, col 5, lines 1-5; "video clips, live 

video streams over the internet considered "internet multi-media services""). 
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In regard to dependent claim 35, Santoro teaches system of claim 33, wherein the at 

least one second communication interface includes telecommunications network 

services so as to access, through telecommunication wireline and wireless services, at 

least some of the one or more services and/or applications provided by the at least one 

other server and used by the channel server (Santoro, figure 27). 

In regard to independent claim 38, Wetzer teaches a computer-implemented method 

for providing information via at least one user platform, the method comprising: 

A) configuring multiple channels through which information relevant to a user is 

presented via the at least one user platform for user interaction (Wetzer, figure 3), 

wherein A) comprises: 

A 1) establishing a user profile identifying at least one of a user preference and a 

platform identity; and B) managing the user profile to grant the user access to specific 

ones of the multiple channels for the user interaction based on the user profile (Wetzer, 

paragraph 0036, lines 8-12). 

In regard to independent claim 38, Santoro teaches a computer-implemented method 

for providing information via at least one user platform, the method comprising: 

A) configuring multiple channels through which information relevant to a user is 

presented via the at least one user platform for user interaction (Santoro, figure 1 ), 

wherein A) comprises: 
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A 1) establishing a user profile identifying at least one of a user preference (Santoro, col 

26, lines 20-26) and a platform type (Santoro, figure 25); and B) managing the user 

profile to grant the user access to specific ones of the multiple channels (Santoro, figure 

1; col 15, lines 5-9; col 4, lines 54-57) for the user interaction based on the user profile 

(Santoro, col 26, lines 20-26). 

Santoro teaches displaying channel information based on user's access rights and the 

type of on the user platform (Santoro, col 26, lines 45-59; figure 25). However, Santoro 

is silent on granting access rights based on the user and platform identity. 

Jones teaches a system and apparatus displaying authorized channel information 

based on authenticated channel, platform and user wherein the access rights is 

associated with the corresponding plurality of authorized channels, the user and the 

user platform (Jones, paragraph 0043, lines 3-4). 

Santoro and Jones are analogous art because they are from similar field of endeavor, 

graphical user interface displaying channel (application) information based on the 

access rights. 

Therefore, at the time of the invention, it would have been obvious to a person of 

ordinary skill in the art to apply the teaching of Jones, having access rights associated 

with user, channel (application) and user device, to Santoro. Motivation for doing so 

would have been to have to improve the system making the system more secure 
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avoiding any potential problem which may arise by rogue application (Jones, paragraph 

003, lines 28-31 ). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 

disclosure. 

Flynt et al., U.S. Patent 7,933,632 - Teaches a channel grid framework to display 

plurality of channels based on the user profile wherein user can customize/organize the 

channels and interact with the channels. 

Nielsen et al., U.S. Publication 2010/0313146 - Teaches remotely controlling real-world 

devices in virtual world and display status of real object. 

Heitman et al., U.S. Patent 6,396,513 - Teaches intelligent alert object in outlook 

application displaying alert based on predetermined threshold. 

Feyereisen et al., U.S. Publication 2007/0018887 - Teaches giving alert to user based 

on the status on a real object. 

Fortnow et al., U.S. Publication 2009/0013263 - Teaches a virtual world interacting with 

avatars simulating a real live event. 

Leacock et al., U.S. Publication 2009/0254842 - Teaches a navigating documents and 

application in virtual world and communicate with avatars. 

McNally et al., U.S. Patent 6,259,448 - Teaches configure and deploy software 

application to device using drag and drop. 
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Sadiq et al., U.S. Pub 2004/0148184 - Teaches installing app to remote devices by drag 

and drop and copy file and generate binaries in response to drag and drop. 

Berger et al., U.S. Pub 2003/0084436 - Teaches installing app to a target compartment 

or icon by drag and drop in the same machine. 

Kodosky et al., U.S. Publication 2008/0141174 - Teaches deploying application or 

component of the software to various devices using drag and drop and run the 

application instantaneously, establishing a run time application. 

O'Brien, U.S. Patent 7,681,230 - Teaches a system to transferring/ synchronizing files 

among plurality of devices wherein devices needs to be authenticated in addition to user 

authentication wherein device can be connected peer-to-peer or to a centralized server. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to REZA NABI whose telephone number is (571 )270-7592. 

The examiner can normally be reached on 7:30 to 5:00 PM [Off every alternate Friday]. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, William Bashore can be reached on 571-272-4088. The fax phone number 

for the organization where this application or proceeding is assigned is 571 -273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/R. N./ 
Examiner, Art Unit 2175 

/William Bashore/ 

Supervisory Patent Examiner, Art Unit 2175 
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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing of Claims: 

1. (Currently Amended) An apparatus to provide secure user-centric information via~ 

plurality of user platforms at least one user platform operated by a user, the apparatus 

compnsmg: 

at least one communication interface to facilitate wired and/or wireless communications 

with the plurality of user platforms at least one user platform via one or more transmission 

media; 

at least one memory to store processor-executable instructions; and 

at least one processor communicatively coupled to the at least one communication 

interface and the at least one memory, wherein upon execution of the processor-executable 

instructions by the at least one processor, the at least one processor establishes a user session to 

manage provision of and interaction with the secure user-centric information by: 

4827-1219-4578.1 

A) implementing a plurality of channels through which the user receives and/or 

interacts with, via the at least one user platform the plurality of user platforms, respective 

portions of the secure user-centric information, wherein the at least one processor is 

configured to synchronize functions and features of one or more of the plurality of 

channels across two or more of the plurality of user platforms; 

B) controlling the at least one communication interface to receive, from the at 

least one user platform of the plurality of user platforms, a user identity for the user and a 

platform identity for the at least one user platform; 

C) authenticating the user and the at least one user platform to receive the secure 

user-centric information based at least in part on the user identity and the platform 

identity; and 

D) if the user and the at least one user platform are authenticated in C), controlling 

the at least one communication interface so as to transmit to the at least one user platform 

-2-
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first authenticated channel information relating to at least one authorized channel of the 

plurality of channels implemented in A), based at least in part on information access 

rights and/or security protocols respectively associated with the corresponding plurality of 

channels, the user, and the at least one user platform, wherein the at least one memory 

stores a user profile to identify user preferences, platform identities, and service support 

instructions that determine how the secure user-centric information behaves on the at 

least one user platform, and wherein at least a portion of the first authenticated channel 

information to be transmitted to the at least one user platform is selected by the processor 

based at least in part on the user profile and is transmitted to the at least one user platform 

without being requested by the user. 

2. (Original) The apparatus of claim 1, wherein the secure user-centric information includes 

at least one of: 

4827-1219-4578.1 

text information; 

graphic information; 

one or more pictures; 

one or more videos; 

audio or digital sound; 

streaming data, audio or video; 

content associated with an executing computer application; 

voice-over-IP communication; 

instant messaging/SMS information; 

video-conferencing information; 

environmental monitoring information; 

financial services information; 

enterprise resource planning information; 

enterprise content management information; 

building information; 

project management information; 

-3-
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product lifecycle management information; 

RSS (Really Simple Syndication) reader information; 

remote device control/interaction information; 

a three-dimensional graphic visualization of one or more objects and/or immersive 

environments; 

one or more word processing documents; 

one or more spreadsheets; 

one or more presentation/slide shows; 

email; and 

address book information. 

3. (Original) The apparatus of claim 1, wherein the first authenticated channel information 

is provided by at least one authenticated channel application and/or at least one authenticated 

service. 

4. (Original) The apparatus of claim 1, wherein the at least one communication interface 

includes a web services gateway communicatively coupled to the at least one user platform 

server via the one or more transmission media. 

5. (Currently Amended) The apparatus of claim 1, 1tvherein the at least one memory stores 

at least one user profile to identify user preferences, platform identities, and service support 

instructions that determine hov,r the secure user centric information behaves on the user platform, 

and-wherein: 

C) comprises authenticating the user and the user platform based at least in part on the 

user profile; and 

D) comprises transmitting the first authenticated channel information to the at least one 

user platform based at least in part on the user profile. 

6. (Currently Amended) The apparatus of claim 1, wherein: 
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the at least one memory stores an authentication directory to provide the information 

access rights and/or security protocols respectively associated with the corresponding plurality of 

channels, the user, and the at least one user platform; 

the authentication directory includes a plurality of user accounts, a plurality of device 

accounts, and a plurality of application accounts; and 

C) comprises comprise authenticating the user and the at least one user platform based at 

least in part on the plurality of user accounts and the plurality of device accounts included in the 

authentication directory. 

7. (Original) The apparatus of claim 6, wherein: 

at least one user account of the plurality of user accounts includes at least one entry 

comprising at least one of: 

a user name; 

a user password; 

a user email; 

a user mailstop; 

a user telephone number; 

a user mobile number; 

a user building; 

a user campus; and 

at least one user group; and 

C) comprises authenticating the user if the user identity matches the at least one entry. 

8. (Original) The apparatus of claim 6, wherein: 

at least one device account of the plurality of device accounts includes at least one entry 

comprising at least one of: 

4827-1219-4578.1 

a device name; 

a device type; 

a device manufacturer; 
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a device model number; 

a device serial number; 

a device IP address; 

a device location; 

a device user; and 

a device password; and 
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C) comprises authenticating the user platform if the platform identity matches the at least 

one entry. 

9. (Original) The apparatus of claim 8, wherein C) comprises authenticating the at least one 

user platform based at least in part on a location of the at least one user platform. 

10. (Original) The apparatus of claim 6, wherein D) comprises: 

transmitting to the at least one user platform the first authenticated channel information 

based at least in part on the plurality of application accounts included in the authentication 

directory. 

11. (Original) The apparatus of claim 10, wherein: 

at least one application account of the plurality of application accounts includes at least 

one entry comprising at least one of: 

an application name; 

4827-1219-4578.1 

an application serial number; 

at least one application module; 

at least one application web service; 

at least one application interface; 

at least one application protocol; 

at least one application host; 

an application IP address; 

an application location; 

an application user; and 
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an application password. 

12. (Original) The apparatus of claim 10, wherein C) comprises authenticating the at least 

one user platform based at least in part on a location of the at least one user platform. 

13. (Original) The apparatus of claim 1, wherein in D), the at least one processor further 

manages the provision of and interaction with the secure user-centric information by: 

D 1) controlling the at least one communication interface to transmit channel information 

corresponding to at least some of the plurality of channels implemented in A), including the first 

authenticated channel information, to the at least one user platform so as to facilitate display of a 

desktop for the at least one user platform as a channel grid framework, the channel grid 

framework including a plurality of user-selectable items representing the at least some of the 

plurality of channels implemented in A), 

wherein, in DI), the plurality of user-selectable items included in the channel grid 

framework is based at least in part on the information access rights and/or the security protocols 

respectively associated with the corresponding plurality of channels, the user, and the user 

platform. 

14. (Original) A system, comprising: 

the apparatus of claim 13; and 

4827-1219-4578.1 

the at least one user platform, wherein the at least one user platform comprises: 

a display device to display the desktop for the user platform; 

at least one second communication interface to facilitate wired and/or wireless 

communications to the apparatus via one or more transmission media; 

at least one second memory to store second processor-executable instructions; and 

at least one second processor communicatively coupled to the display device, the 

at least one second communication interface, and the at least one second memory, 

wherein upon execution of the second processor-executable instructions, the at least one 

second processor controls the display device to display the desktop for the at least one 
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user platform as the channel grid framework based at least in part on the channel 

information received from the apparatus. 

15. (Original) The system of claim 14, wherein the at least one user platform includes at least 

one of: 

a desktop computer; 

a laptop computer; 

a tablet computer; 

a net-book computing device; 

a handheld computing device; 

a personal, enterprise, or portable digital assistant; 

a telecommunications device including one of a telephone, a cell phone, and a smart 

phone; 

a personal navigation device; 

a vehicle-based device; 

an optical disk player; 

a television; and 

a game console. 

16. (Original) The system of claim 14, wherein: 

the at least one user platform includes a plurality of user platforms communicatively 

coupled to the apparatus of claim 13; and 

the plurality of user platforms include multiple different types of computing devices 

and/or multiple different types of communication devices. 

17. (Original) The apparatus of claim 1, wherein the first authenticated channel information 

includes at least one of: 

text information; 

graphic information; 

one or more pictures; 
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content associated with an executing computer application; 

voice-over-IP communication; 

instant messaging/SMS information; 

video-conferencing information; 

environmental monitoring information; 

financial services information; 

enterprise resource planning information; 

enterprise content management information; 

building information; 

project management information; 

product lifecycle management information; 

RSS (Really Simple Syndication) reader information; 

remote device control/interaction information; 

a three-dimensional graphic visualization of one or more objects and/or immersive 

environments; 

one or more word processing documents; 

one or more spreadsheets; 

one or more presentation/slide shows; 

email; and 

address book information. 

18. (Original) The apparatus of claim 1, wherein: 

in A), the at least one processer implements a channel server that defines one or more 

visual characterizations, one or more functions or features, and/or one or more information types 

provided by respective channels of the plurality of channels; 

the channel server implements at least the at least one authorized channel; and 
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the at least one memory further stores at least one database including registries to one or 

more services and/or applications used by the channel server to implement the at least one 

authorized channel and provide the first authenticated channel information. 

19. (Original) The apparatus of claim 18, wherein the at least one processor manages 

provision of and interaction with at least some of the secure user-centric information by: 

implementing at least one other server, communicatively coupled to the channel server, to 

provide the one or more services and/or applications registered in the at least one database and 

used by the channel server to implement the at least one authorized channel and provide the first 

authenticated channel information, wherein the at least one other server includes at least one of: 

4827-1219-4578.1 

an identity management server to authenticate the user and the at least on user 

platform in C); 

a video server to transform, transmit, and/or support delivery of video information 

and/or audio information included in the first authenticated channel information; 

an enterprise content management server to provide configuration, templates, 

visual content, user interface controls and management control for the first authenticated 

channel information; 

a device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first 

authenticated channel information; 

a portal server to facilitate Internet-based function access by the at least one user 

platform; 

a channel alert server to monitor the first authenticated channel information so as 

to determine one or more events, conditions, logical workflows, discrete information 

values or signal data based on at least one threshold condition or parameter, and to 

generate at least one alert in response to the one or more determined events, conditions, 

logical workflows, discrete information values or signal data relating to the first 

authenticated channel information; and 
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a virtual world server to provide a three-dimensional visualization of, and/or 

interaction with, the first authenticated channel information. 

20. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the identity management server to authenticate the user and the at least on user platform 

in C). 

21. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the video server to transform, transmit, and/or support delivery of video information 

and/or audio information included in the first authenticated channel information. 

22. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the enterprise content management server to provide configuration, templates, visual 

content, user interface controls and management control for the first authenticated channel 

information. 

23. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first authenticated 

channel information. 

24. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the portal server to facilitate Internet-based function access by the at least one user 

platform. 

25. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values or 

signal data based on at least one threshold condition or parameter, and to generate at least one 

alert in response to the one or more determined events, conditions, logical workflows, discrete 

information values or signal data relating to the first authenticated channel information. 
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26. (Original) The apparatus of claim 25, wherein the at least one other server includes the 

channel alert server, and wherein the at least one threshold condition or parameter includes a 

numerical limit or a trend. 

27. (Original) The apparatus of claim 25, wherein the at least one other server includes the 

channel alert server, and wherein the at least one alert includes at least one of: 

at least one visual alert; 

at least one auditory alert; 

at least one email message; 

at least one SMS text message; 

activation of at least one channel of the plurality of channels; and 

a notification to a law enforcement agency. 

28. (Original) The apparatus of claim 27, wherein the channel alert server controls the at 

least one communication interface so as to implement the at least one alert on at least one of: 

a device operated by at least one other user associated with or designated by the user, 

wherein the at least one other user is authenticated by the apparatus to receive the at least one 

alert; and 

at least one other user platform authenticated by the apparatus to receive the at least one 

alert. 

29. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the virtual world server to provide a three-dimensional visualization of, and/or interaction 

with, the first authenticated channel information. 

30. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the identity management server to authenticate the user and the at least on user platform 

in C); 

the video server to transform, transmit, and/or support delivery of video information 

and/or audio information included in the first authenticated channel information; 
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the enterprise content management server to provide configuration, templates, visual 

content, user interface controls and management control for the first authenticated channel 

information; 

the device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first authenticated 

channel information; 

the portal server to facilitate Internet-based function access by the at least one user 

platform; 

the channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values or 

signal data based on at least one threshold condition or parameter, and to generate at least one 

alert in response to the one or more determined events, conditions, logical workflows, discrete 

information values or signal data relating to the first authenticated channel information; and 

the virtual world server to provide a three-dimensional visualization of, and/or interaction 

with, the first authenticated channel information. 

31. ( Original) The apparatus of claim 19, wherein at least a portion of one or more of the 

first authenticated channel information, the video information, the audio information, the 

streaming or real-time information from a machine or device, the events, the conditions, the 

logical workflows, the discrete information values, and the signal data are stored in the at least 

one database. 

32. (Original) The apparatus of claim 19, wherein the at least one processor establishes a 

service-oriented architecture (SOA) including an enterprise service bus, wherein the channel 

server and the at least one other server are implemented as logical components that are 

communicatively coupled to each other and the at least one database via the enterprise service 

bus. 

33. (Original) The apparatus of claim 32, further comprising at least one second 

communication interface, communicatively coupled to the enterprise service bus, to access at 
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least some of the one or more services and/or applications provided by the at least one other 

server and used by the channel server. 

34. (Original) The system of claim 33, wherein the at least one second communication 

interface includes an Internet multi-media services gateway to implement network traffic 

protocols so as to access at least some of the one or more services and/or applications provided 

by the at least one other server and used by the channel server. 

35. (Original) The system of claim 33, wherein the at least one second communication 

interface includes telecommunications network services so as to access, through 

telecommunication wireline and wireless services, at least some of the one or more services 

and/or applications provided by the at least one other server and used by the channel server. 

36. (Currently Amended) A method for providing secure user-centric information via~ 

plurality of user platforms at least one user platform operated by a user, the method comprising: 

A) implementing a plurality of channels through which the user receives and/or interacts 

with, via the plurality of user platforms at least one user platform, respective portions of the 

secure user-centric information, wherein implementing the plurality of channels comprises 

synchronizing functions and features of one or more of the plurality of channels across two or 

more of the plurality of user platforms; 

B) receiving, from the at least one user platform of the plurality of user platforms, a user 

identity for the user and a platform identity for the at least one user platform; 

C) authenticating the user and the at least one user platform to receive the secure user­

centric information based at least in part on the user identity and the platform identity; and 

D) if the user and the at least one user platform are authenticated in C), transmitting to the 

at least one user platform first authenticated channel information relating to at least one 

authorized channel of the plurality of channels implemented in A), based at least in part on 

information access rights and/or security protocols respectively associated with the 

corresponding plurality of channels, the user, and the at least one user platform, wherein a user 

profile stored in a memory is used to identify user preferences, platform identities, and service 

-14-
4827-1219-4578.1 

Page 143 of 393



Atty. Dkt. No. 098944-0133 (ML0000US04) 

support instructions that determine how the secure user-centric information behaves on the at 

least one user platform, and wherein at least a portion of the first authenticated channel 

information to be transmitted to the at least one user platform is selected based at least in part on 

the user profile and is transmitted to the at least one user platform without being requested by the 

user. 

37. (Currently Amended) At least one non-transitory computer readable storage medium 

storing processor-executable instructions that, when executed by at least one processor, perform a 

method for providing secure user-centric information via a plurality of user platforms at least one 

user platform operated by a user, the method comprising: 

A) implementing a plurality of channels through which the user receives and/or interacts 

with, via the at least one user platform the plurality of user platforms, respective portions of the 

secure user-centric information; 

B) receiving, from the at least one user platform of the plurality of user platforms, a user 

identity for the user and a platform identity for the at least one user platform; 

C) authenticating the user and the at least one user platform to receive the secure user­

centric information based at least in part on the user identity and the platform identity; and 

D) if the user and the at least one user platform are authenticated in C), transmitting to the 

at least one user platform first authenticated channel information relating to at least one 

authorized channel of the plurality of channels implemented in A), based at least in part on 

information access rights and/or security protocols respectively associated with the 

corresponding plurality of channels, the user, and the at least one user platform, wherein a user 

profile stored in a memory is used to identify user preferences, platform identities, and service 

support instructions that determine how the secure user-centric information behaves on the at 

least one user platform, and wherein at least a portion of the first authenticated channel 

information to be transmitted to the at least one user platform is selected based at least in part on 

the user profile and is transmitted to the at least one user platform without being requested by the 

user. 
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3 8. (Cancelled.) 

39. (Currently Amended) The method of claim 36 [[38]], wherein: 

[[Al)]] the method further comprises establishing the user profile as part of an 

authentication directory including a plurality of user accounts, a plurality of device accounts, and 

a plurality of application accounts; arul 

[[B)]] g comprises[[:]] [[Bl)]] authenticating the user and the at least one user platform 

based at least in part on the plurality of user accounts and the plurality of device accounts 

included in the authentication directory; and 

[[B2)]] the method further comprises authenticating the specific ones of the plurality of 

multiple channels based at least in part on the plurality of application accounts included in the 

authentication directory. 

40. (Currently Amended) The method of claim 39, wherein: 

at least one user account of the plurality of user accounts includes at least one entry 

comprising at least one of: 

a user name; 

a user password; 

a user email; 

a user mailstop; 

a user telephone number; 

a user mobile number; 

a user building; 

a user campus; and 

at least one user group; and 

in C [[B 1) ]] , the user is authenticated if the user identity matches the at least one entry. 

41. ( Currently Amended) The method of claim 40, wherein: 

at least one device account of the plurality of device accounts includes at least one entry 

comprising at least one of: 
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a device name; 

a device type; 

a device manufacturer; 

a device model number; 

a device serial number; 

a device IP address; 

a device location; 

a device user; and 

a device password; and 

Atty. Dkt. No. 098944-0133 (ML0000US04) 

in C [[B 1) ]] , the user platform is authenticated if the platform identity matches the at least 

one entry. 

42. (Currently Amended) The method of claim 41, wherein: 

at least one application account of the plurality of application accounts includes at least 

one application user and at least one additional entry comprising at least one of: 

an application name; 

an application serial number; 

at least one application module; 

at least one application web service; 

at least one application interface; 

at least one application protocol; 

at least one application host; 

an application IP address; 

an application location; and 

an application password; and 

in B2), the specific ones of the multiple channels are authenticated if the user identity 

matches the at least one application user. 
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REMARKS 

Applicants respectfully request reconsideration of the present application in view of the 

foregoing amendments and in view of the reasons that follow. 

Claim 38 is requested to be cancelled without prejudice. 

Claims 1, 5, 6, 36, 37, and 39-42 are currently being amended. No new matter is added. 

Support for the amendments can be found in paragraphs 26, 27, 37, 38, 40, and 43, as well as 

various other passages, of the specification as originally filed. 

This amendment adds, changes and/or deletes claims in this application. A detailed 

listing of all claims that are, or were, in the application, irrespective of whether the claim(s) 

remain under examination in the application, is presented, with an appropriate defined status 

identifier. 

After amending the claims as set forth above, claims 1-37 and 39-42 are now pending in 

this application. 

EXAMINER INTERVIEW 

On May 8, 2013, a telephonic interview was held between Examiner Nabi, Supervisory 

Examiner Bashore, Applicants' representative Joseph Teja, and the undersigned. No exhibits 

were shown and no demonstrations were conducted. Applicants thank Examiners Nabi and 

Bashore for their time and feedback. The rejection of claim 1 under 35 U.S.C. § 103 based on 

Santoro and Jones was discussed in relation to proposed ideas for amending the independent 

claims. While Applicants do not concede that the rejections are proper, several ideas for more 

clearly distinguishing the claimed features from the combination of Santoro and Jones that were 

discussed during the interview have been incorporated into the present response in the interest of 

furthering prosecution. As described in detail below, Applicants respectfully submit that the 

amended claims are allowable over the combination of Santoro and Jones. 
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PRIORITY 

On page 2 of the Office Action, the Office Action indicated that independent claims 1, 

36, 37, and 38 have not been granted the priority date of 5/13/2008 associated with provisional 

application Serial No. 61/052,765 ("the '765 provisional") because that '765 provisional 

allegedly does not disclose certain features of claims 1, 36, 37, and 38. Claim 38 has been 

cancelled and, accordingly, the discussion of the priority of that claim is moot. 

The Office Action asserted that the '765 provisional fails to disclose "access rights and/or 

security protocols respectively associated with the corresponding plurality of channels, the users, 

and the user platform." Applicants respectfully disagree, and submit that the concept of access 

rights and security protocols associated with channels, users, and user platforms ( e.g., devices) is 

unambiguously disclosed within the '765 provisional. 

The '765 provisional includes a document entitled "6thSpace Graphical User Interface 

and Portal Framework" ("6thSpace Framework"). This document describes various aspects of an 

implementation of the present invention at the time of filing of the '765 provisional. This 

document states that the software allows a user to "'take their channels with them' no matter 

where they go, no matter what device they use." ( 6thSpace manual, p. 1 ). The 6thSpace 

Framework discloses the use of "user, application and device authentication." (6thSpace 

Framework, p. 6). The document states that the authentication system is used to "[ v ]alidate the 

user AND channel applications" and that it "[g]rants user access to applications, services and 

devices." (6thSpace Framework, p. 7, a2.1.1 and a2.1.3). A directory stores information for each 

of the user, the channel ( e.g., application), and the platform ( e.g., device) that may be used to 

determine the access rights and/or security protocols associated with each. (6thSpace 

Framework, pp. 7-8, a2.2 and associated subsections). For example, the directory stores a name 

and password for each user, application, and device. (6thSpace Framework, pp. 7-8, a2.2.1.1, 

a2.2.1.2, a2.2.2.1, a2.2.2.11, a2.2.3.1, and a2.2.3.9). The directory also stores various other 

information that may be used to determine access rights and/or security protocols, such as name, 

contact information, location (e.g., building and campus), affiliation (e.g., groups), and other 
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information for users, serial number, internet (IP) address, location, protocol, and other 

information for applications, and model, serial number, IP address, location, and other 

information for devices. (6thSpace Framework, pp. 7-8, a2.2 and associated subsections). 

Applicants respectfully submit that the cited passages, taken together with the other passages of 

the '765 provisional, clearly disclose the various concepts underlying the features recited in the 

independent claims, and accordingly the independent claims are entitled to the priority date 

associated with the '765 provisional. 

Amended claim 1 recites, in combination with other features, that "the at least one 

memory stores a user profile to identify user preferences, platform identities, and service support 

instructions that determine how the secure user-centric information behaves on the at least one 

user platform" and that "at least a portion of the first authenticated channel information to be 

transmitted to the at least one user platform is selected by the processor based at least in part on 

the user profile." Amended independent claims 36 and 37 recite similar features. Applicants 

respectfully submit that the user profile feature is also described in the '765 provisional. The 

6thSpace Framework document describes that "[u]sers can configured up to 4 unique Channel 

Grids and interact with them simultaneously" and "can choose to 'take their channels with them' 

no matter where they go, no matter what device they use." (6thSpace Framework, p. 1). The 

document describes tools ( e.g., "utility_ toolDrawer: preferences") that allow a user to "define 

and store global user customizable applications and definitions" and "define and store Channel 

Grids." (6thSpace Framework, p. 6, al.1.12.15.4.5.1 and al.1.12.15.4.5.2). The document 

further states that "[ a ]lerts can be configured to take with you - from device to device, location to 

location." (6thSpace Framework, p. 8, a3.7). These and other passages, in combination with the 

authentication information stored in the directory and discussed in the preceding paragraph, 

disclose the "user profile" recited in amended claim 1. 

In view of the foregoing, Applicants respectfully request that the filing date of the '765 

provisional be acknowledged as the proper applicable priority date for the presently pending 

claims. 
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CLAIM REJECTIONS - 35 U.S.C. § 101 

On page 3 of the Office Action, claim 37 was rejected under 35 U.S.C. § 101 because the 

claimed invention is directed to non-statutory subject matter. Per the Examiner's suggestion, 

claim 37 has been amended to recite "[a]t least one non-transitory computer readable storage 

medium." This amendment is believed to be unnecessary as a "computer readable storage 

medium" is believed not to include transitory signals in space, and the addition of "non­

transitory" is done under protest. Applicants' use of "non-transitory" removes only propagating 

signals per se from the claim scope and does not relinquish rights to all standard computer 

readable media that are not just propagating transitory signals per se. Applicants respectfully 

request withdrawal of the rejection of claim 37 under 35 U.S.C. § 101. 

DOUBLE PATENTING 

On page 4 of the Office Action, claims 1-42 were rejected on the ground of nonstatutory 

provisional obviousness-type double patenting as being unpatentable over claims 1-36 of U.S. 

Patent Publication No. 2010/0122196 to Wetzer ("Wetzer"). Applicants respectfully request that 

the provisional double patenting rejection be held in abeyance until such time as an indication of 

allowable subject matter is received. 

CLAIM REJECTIONS - 35 U.S.C. § 103 

On page 17 of the Office Action, claims 1-42 were rejected under 35 U.S.C. § 103(a) as 

being unpatentable over U.S. Patent No. 7,376,907 to Santoro et al. ("Santoro") in view of U.S. 

Patent Publication No. 2008/0256643 to Jones ("Jones"). Claim 38 has been cancelled and, 

accordingly, the rejection of that claim has been rendered moot. While Applicants do not 

concede the propriety of the rejections, independent claims 1, 36, and 37 have been amended in 

the interest of furthering prosecution. Applicants respectfully submit that amended independent 

claims 1, 36, and 37, and their respective dependent claims, are allowable over the combination 

of Santoro and Jones. 
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Claim 1 recites, in combination with other features, "controlling the at least one 

communication interface so as to transmit to the at least one user platform first authenticated 

channel information relating to at least one authorized channel of the plurality of channels 

implemented in A), based at least in part on information access rights and/or security protocols 

respectively associated with the corresponding plurality of channels, the user, and the at least one 

user platform." The Examiner acknowledges that "Santoro is silent on authenticating platform 

and access rights being associated with the corresponding plurality of authorized channels, the 

user and the user platform." (Office Action, p. 18). 

Claim 1 has been further amended to recite that "the at least one memory stores a user 

profile to identify user preferences, platform identities, and service support instructions that 

determine how the secure user-centric information behaves on the at least one user platform" and 

that "at least a portion of the first authenticated channel information to be transmitted to the at 

least one user platform is selected by the processor based at least in part on the user profile and is 

transmitted to the at least one user platform without being requested by the user." 

Santoro and Jones, alone or in combination, fail to disclose, teach, or suggest that "at 

least a portion of the first authenticated channel information to be transmitted to the at least one 

user platform is selected by the processor based at least in part on the user profile and is 

transmitted to the at least one user platform without being requested by the user" as recited in 

amended claim 1. Jones teaches an authorization framework used to protect data records stored 

in a database. (Jones, abstract, FIG. 5). The authorization framework can provide multiple 

levels of access to different users and determine whether an application attempting to access data 

on behalf of a user is authorized to do so. (Jones, ,i,i 4-5). Jones states that "records can be 

protected on a per user per application per device basis." (Jones, ,i 43). 

Jones teaches a "pull" type system in which users ( or applications on behalf of users) 

submit requests for data they wish to access from the stored data records. (Jones, ,i 6). The 

Jones system ensures that the user and application have sufficient privileges to access the desired 

data record. (Jones, ,i,i 6, 31 ). If the application and user are both authorized to access the 
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record, the request can be processed and the application can be given access to the record. 

(Jones, ,i 6). 

Jones does not teach or suggest selecting at least a portion of authenticated channel 

information to be transmitted to a user platform based on a user profile, which is used to 

determine how information behaves on the platform, and transmitting the data to the platform 

without the data being requested by the user. Jones does not teach actively selecting data ( e.g., 

records) and transmitting the data without the data being requested by the user. Rather, Jones 

teaches first receiving a request from an application to access a specific record, determining 

whether the application and user are authorized to access that record, and allowing the requesting 

application to access the record if the application and user are authorized. (See Jones, ,i,i 6, 31 ). 

Jones does not teach actively selecting authenticated channel information (the transmission of 

which is "based at least in part on information access rights and/or security protocols respectively 

associated with the corresponding plurality of channels, the user, and the at least one user 

platform") based on a user profile and transmitting the authenticated channel information to the 

platform without being requested by the user. 

Santoro does not teach providing authenticated channel information (the transmission of 

which is "based at least in part on information access rights and/or security protocols respectively 

associated with the corresponding plurality of channels, the user, and the at least one user 

platform"), as acknowledged by the Examiner, and also does not teach selecting such information 

based on a user profile. Accordingly, Santoro does not cure the deficiencies of Jones. 

Applicants respectfully request withdrawal of the rejection of claim 1. Amended 

independent claims 36 and 37 recite features similar to those recited in amended independent 

claim 1, and are allowable over the combination of Santoro and Jones for at least the same 

reasons. Claims 2-35 and 39-42 depend from amended independent claims 1 and 36 and are 

allowable over the combination of Santoro and Jones for at least the same reasons. Applicants 

respectfully request withdrawal of the rejections of claims 2-37 and 39-42 as well. 
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CONCLUSION 

Applicants believe that the present application is now in condition for allowance. 

Favorable reconsideration of the application as amended is respectfully requested. 

The Examiner is invited to contact the undersigned by telephone if it is felt that a 

telephone interview would advance the prosecution of the present application. 

The Commissioner is hereby authorized to charge any additional fees which may be 

required regarding this application under 3 7 C .F .R. § § 1.16-1.17, or credit any overpayment, to 

Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit 

card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or 

incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to 

Deposit Account No. 19-0741. If any extensions of time are needed for timely acceptance of 

papers submitted herewith, Applicants hereby petition for such extension under 3 7 C.F.R. § 1.136 

and authorize payment of any such extensions fees to Deposit Account No. 19-0741. 

Date May 17, 2013 

FOLEY & LARDNER LLP 
Customer Number: 48329 
Telephone: (414) 319-7319 
Facsimile: (414) 297-4900 

4827-1219-4578.1 
-24-

Respectfully submitted, 

By /Brett P. Belden/ 

Brett P. Belden 
Attorney for Applicant 
Registration No. 57,705 
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SYSTEM AND METHOD TO MANAGE THE DISTRIBUTION OF SERVICES 
SOFTWARE IN A DISTRIBUTED NETWORK 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] The present application is a continuation-in-part 

of U.S. Patent Application 10/350,164, filed 23 January 

2003, for "System And Method For Composing, Configuring, 

Deploying, And Managing Services Using A Graphical User 

Interface," which is hereby incorporated by reference, and 

10 claims the benefit of the filing date thereof. 

[0002] This application also shares at least some common 

text and figures with, but is otherwise unrelated to, 

commonly assigned U.S. Patent Applications 10/407,896 for 

"System And Method For Providing A Plug-And-Play 

15 Architecture For Integrating Infrastructure Services With 

Business Service Implementations," 10/407, 849 for "System 

And Method For Automated Code Generation Using Language 

Neutral Software Code," and 10/407,812 for "System And 

Method For Customizing Infrastructure Services For Use In 

20 Network Services," all filed concurrently herewith, and 

which are hereby incorporated by reference. 

TECHNICAL FIELD OF THE INVENTION 

[0003] The present invention is directed{ in general, to 

data processing system services management. 
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BACKGROUND OF THE INVENTION 

[0004] In the area of conventional business service 

development, there are, in general, three major roles, each 

role having specific tools to address its needs. 

5 [0005] Application architects are primarily concerned 

with defining the contracts of the business services to 

meet the business requirements. An application contract 

consists of one or more interface definitions, reflecting 

the right level of interface granularity and service 

10 behavior such as operations exposed and their inputs and 

outputs. 

[0006] An important aspect of the architect's task here 

is to ensure that existing interface types are reused so 

that multiple interface types and messages are not 

15 reinvented to fulfill similar requirements. 

[0007] Once the correct interfaces have been defined, 

the application developers are ready to implement those 

interfaces. This often involves writing code that 

implements business logic. The developers also have to be 

20 able to unit test the code that they have just written. 

[0008] Finally, once the code has been developed, it can 

be given to the system administrators for configuration, 

deployment and management. They can then configure the 

runtime execution environment for the newly developed 

25 service and deploy the application. Once deployed, the 

application can then be managed through the means available 

in the environment. 
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[0009] In the 

applications are 

users to perform 

PCT/US2004/001980 

conventional development model, 

developed from scratch. This allows 

top-down design and leverage the 

the 

the 

full 

capabilities of the available technologies since no baggage 

5 needs to be carried from the past. 

10 

[0010] Currently, there are 5 major phases of the 

lifecycle of the business services. In the model phase, 

the application architects design the interfaces for the 

business services to be developed. Once the interfaces 

have been designed, the business logic is 

developers of the system. The system 

configure the runtime for the business 

administrators then deploy and manage 

services. 

developed by the 

architects then 

service and the 

the business 

15 [0011] In many cases, the business services already 

exist but are not manageable. These services may be either 

3rd party off-the-shelf (COTS) applications or custom 

applications developed in-house or by system integrators. 

[0012] This style of development is bottom-up 

20 development where the interfaces are actually constructed 

based on existing applications. The architects first use 

introspection to reverse engineer metadata from the 

existing applications. These applications may exist in one 

of many supported technologies such as Java classes, COREA, 

2 5 EJB' s, existing web services or COTS packages such as SAP 

or Siebel. Introspection would result in one-to-one 

interface generation. However, in real world, these 

interfaces may need to be refactored. Refactoring involves 

either suppressing some of the operation in an interface, 

30 creating brand new ones, combining two or more interfaces 
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{contract aggregation) or splitting a contract into two or 

more contracts (contract dissemination). 

[0013] It should be noted that the existing applications 

could also be web services. 

no different than that for 

The process should however be 

3rd party COTS or custom 

applications supporting a particular technology. 

[0014] Business logic generally does not change in 

nature. However, the underlying technologies are changing 

very rapidly. For example, there are a number of new 

10 standards that are being developed to address various 

aspects of distributed business services. Many standards 

do not have any sort of industry consensus and many areas 

have competing standards. However, the applications have 

to be developed today. Typically, the business services 

15 are written to provide all the other necessary 

functionality, such as security and others (application 

infrastructure services) that do not actually contribute to 

the business behavior itself. As the standards and 

technologies for these other services (application 

20 infrastructure services) evolve, the business services have 

to be modified and enhanced in order to take advantage of 

them. Furthermore, in the current state of the art, the 

configuration and deployment of these services is specific 

to a particular underlying environment and the underlying 

2 5 products. 

[0015] 

improved 

There is, therefore, 

system and method 

a need in the art for an 

for distributing updated, 

modified, and enhanced services in a distributed network. 
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SUMMARY OF THE INVENTION 

[0016] To address the above-discussed deficiencies of 

the prior art, and to provide generally improved systems 

and methods, it is a primary object of the present 

5 invention to provide an improved system and method for 

business services development and management in a data 

processing system and data processing system network. 

[001 7] The preferred embodiment provides a system and 

method for composing, configuring, deploying, and managing 

10 services in a data processing system and data processing 

system network. This system provides deployment domains to 

define a logical set of business services that have similar 

requirements for an application infrastructure. A 

deployment domain is created, and a graphical user 

15 interface allows a user to compose, configure, deploy, and 

manage services within the deployment domain and associated 

hosts using a drag-and-drop interface. A system and method 

for distributing and updating services software in the 

network and configuring heterogeneous underlying web 

20 services hosting platforms is claimed. 

[0018] The foregoing has outlined rather broadly the 

features and technical advantages of the present invention 

so that those skilled in the art may better understand the 

detailed description of the invention that follows. 

25 Additional features and advantages of the invention will be 

described hereinafter that form the subject of the claims 

of the invention. Those skilled in the art will appreciate 

that they may readily use the conception and the specific 

embodiment disclosed as a basis for modifying or designing 

30 other structures for carrying out the same purposes of the 

- 5 -

Page 164 of 393



WO 2004/066105 PCT/US2004/001980 

present invention. Those skilled in the art will also 

realize that such equivalent constructions do not depart 

from the spirit and scope of the invention in its broadest 

form. 

5 [0019] Before undertaking the DETAILED DESCRIPTION OF 

THE INVENTION below, it may be advantageous to set forth 

definitions of certain words or phrases used throughout 

this patent document: the terms "include" and "compriser" 

as well as derivatives thereof, mean inclusion without 

10 limitation; the term "or" is inclusive, meaning and/or; the 

phrases "associated with" and "associated therewi thr" as 

well as derivatives thereof, may mean to include, be 

included within, interconnect with, contain, be contained 

within, connect to or with, couple to or with, be 

15 communicable with, cooperate with, interleave, juxtapose, 

be proximate to, be bound to or with, have, have a property 

of, or the like; and the term "controller" means any 

device, system or part thereof that controls at least one 

operation, whether such a device is implemented in 

20 hardware, firmware, software or some combination of at 

least two of the same. It should be noted that the 

functionality associated with any particular controller may 

be centralized or distributed, whether locally or remotely. 

Definitions for certain words and phrases are provided 

25 throughout this patent document, and those of ordinary 

skill in the art will understand that such definitions 

apply in many, if not most, instances to prior as well as 

future uses of such defined words and phrases. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] For a more complete understanding of the present 

invention, and the advantages thereof, reference is now 

made to the following descriptions taken in conjunction 

5 with the accompanying drawings, wh-erein like numbers 

designate like objects, and in which: 

[0021] FIGURE 1 depicts a block diagram of the 

relationships between service layers in accordance with a 

preferred embodiment of the present invention; 

10 [0022] FIGURE 2 depicts a block diagram relating a 

15 

20 

development and deployment lifecycle with data objects and 

service objects in accordance with a preferred embodiment 

of the present invention; 

[0023] FIGURE 

environment in 

3 depicts a block diagram 

accordance with a preferred 

the present invention; 

of a runtime 

embodiment of 

[0024] FIGURE 4 illustrates a federated metadata storage 

and access system in accordance with a preferred embodiment 

of the present invention; 

[0025] FIGURE 

environment in 

5 depicts 

accordance with 

the present invention; 

a virtual 

a preferred 

composition 

embodiment of 

[002 6] FIGURE 6 depicts a block diagram of a virtual 

container accordance 1/\Ii th a preferred embodiment of the 

25 present invention; 
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[0027] FIGURE 7 depicts a flowchart of a process in 

accordance with a preferred embodiment of the present 

invention; and 

[0028] FIGURE 8 depicts a flowchart of a process in 

5 accordance with a prefer:r;-ed embodiment of the present 

invention. 
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DETAILED DESCRIPTION OF THE INVENTION 

[0029] FIGURES 1 through 8, discussed below, and the 

various embodiments used to describe the principles of the 

present invention in this patent document are by way of 

5 illustration only and should not be construed in any way to 

limit the scope of the invention. Those skilled in the art 

will understand that the principles of the present 

invention may be implemented in any suitably arranged 

device. The numerous innovative teachings of the present 

10 application will be described with particular reference to 

the presently preferred embodiment. 

[0030] Definitions: Following are short definitions of 

the usual meanings of some of the technical terms which are 

used in the present application. (However, those of 

15 ordinary skill will recognize whether the context requires 

a different meaning.) Additional definitions can be found 

in the standard technical dictionaries and journals. 

[0031] 

20 

[0032] 

25 

Business Service Contract 

contract 

exposed. 

describes the 

This normally 

A business service 

business service 

contains information 

such as operations provided by the service, 

their inputs and outputs. 

Business Service Implementation A business 

service implementation is the software code 

required strictly to implement the above 

mentioned business behavior. This does not 

include other capabilities such as providing 

security or managing transactions. 
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[0033] Application Infrastructure Services - Application 

[0034] 

[0035] 

[0036] 

Infrastructure Services are all those services 

that themselves do not contribute to the 

business behavior, however they are necessary 

for the correct operation of the business 

service. These services can be added, removed 

or replaced without changing the business 

behavior of the business service. 

Virtual Container A virtual container couples a 

business service implementation with one or 

more application infrastructure services and 

provides the definition for a complete business 

service. This definition exists in metadata 

and contains all the metadata that customizes 

the specific usage of application 

infrastructure services inside the said virtual 

container. 

Physical Business 

service is the 

code that can 

Service A physical business 

platform specific programming 

be generated according to the 

previously discussed definition of the virtual 

container. This code can then be compiled and 

deployed in the underlying platform specific 

manner. 

Web Services will soon be providing complex and 

mission critical services to business partners and internal 

customers by providing a viable alternative to most 

application integration scenarios. 
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[0037] The disclosed embodiments provide a system and 

method for composing, configuring, deploying, and managing 

services in a data processing system and data processing 

system network. This system provides deployment domains to 

5 define a logical set of business services that have similar 

requirements for an application infrastructure. A 

deployment domain is created, and a graphical user 

interface allows a user to compose, configure, deploy, and 

manage services within the deployment domain and associated 

10 hosts using a drag-and-drop interface. A system and method 

for distributing and updating services software in the 

network and configuring heterogeneous underlying web 

services hosting platforms is claimed. 

[0038] The metadata is managed by a federated metamodel 

15 system. A visual composition environment allows 

composition of a virtual container that couples the 

business service implementation in question with the 

application level infrastructure services that it needs. 

The code generators can then generate platform specific 

20 code for the virtual container. All this can be packaged 

for easy shipment. The packaged business services can then 

be easily deployed on any of the machines available to the 

system. 

[0039] The disclosed embodiments include a method and 

25 system for describi_ng the underlying application servi_ces 

infrastructure, a virtual execution environment for 

business services implementations and a system to integrate 

the two in a loosely coupled way through metadata so that 

the two can evolve independently and still stay compatible. 
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[0040] In the preferred embodiment, a deployment domain 

is created, and a graphical user interface allows a user to 

compose, configure, deploy, and manage services within the 

deployment domain and associated hosts using a drag-and-

5 drop interface. 

10 

15 

20 

25 

[0041] Furthermore, once the metadata has been defined, 

it becomes very easy to provide user interface based tools 

that allow construction of a business service by visually 

composing an execution environment for the already-built 

business service implementation. The implementation itself 

does not know about the kind of the environment in which it 

will be deployed. Because of this, the implementation can 

be deployed in execution environments that provide vastly 

different quality of service. 

[0042] 

features: 

The preferred embodiment includes the following 

[0043] The 

implementations 

ability 

without 

to build 

any knowledge 

business service 

of the underlying 

infrastructure environment. 

[0044] The ability to describe a deployment environment 

without any knowledge of what kind of business services 

will be deployed in it. 

[0045] The ability to enhance an infrastructure 

environment by providing custom 

services. These services, 

application infrastructure 

by implementing abstract 

interfaces, can 

infrastructure 

be plugged 

environment. 

infrastructure services provide 

- 12 -
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related services and do not make any assumptions about who 

is going to use them and how will they be used. 

[0046] 

once the 

developed, 

The ability to construct a virtual container, 

business 

that 

service 

integrates 

implementations 

them with 

have been 

preexisting 

infrastructure services and allows for better management. 

[0047] The ability to describe various components and 

provide plug-and-play development and deployment using a 

metadata foundation. 

10 [00~8] Figure 1 illustrates these objectives further. A 

15 

management framework 120 hides the underlying application 

server environment 140 from the business service 

implementation 110 and augments the underlying environment 

by providing the ability to add and integrate application 

infrastructure services. 

framework 130 can be 

Further, 

provided 

an 

that 

implementation 

even provides 

implementation services 150 such as a database management 

system. 

[0049] The preferred embodiment provides a platform that 

2 0 provides a level of abstraction, much higher than the one 

that is provided by application servers and other web 

25 

services platforms currently available. This platform 

brings the development, configuration, deployment and 

management capabilities to the business services. 

[0050] The lifecycle shown in Figure 2 relates to either 

doing new development or introspecting existing application 

for the purpose of converting them into managed business 

services. As described above, the lifecycle includes the 

model or introspection phase 205, in which the application 
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architects design the interfaces for the business services 

to be developed or introspect an existing service. In the 

case of new development, once the interfaces have been 

designed, the skeleton of business service implementation 

5 can be generated and then developed by the developers. In 

case of existing service, once the existing service has 

been introspected, a gateway implementation can be 

automatically generated 210. The system architects then 

configure 215 the runtime for the business service. 

10 Finally, the administrators then deploy 220 and manage 225 

the business services. 

[0051] One disclosed feature of the preferred embodiment 

is a federated meta-model 230 that stores and provides 

access to the metadata describing the business services 

15 themselves and their infrastructure. This metadata 

20 

describes the interface of the business service itself, the 

metadata about those infrastructure services, 

metadata about the virtual container that 

business service implementation with one 

infrastructure services along with their 

customized properties. 

and the 

couples a 

or more 

uniquely 

[0052] The preferred embodiment is designed to expose a 

level of abstraction higher than those provided by industry 

standards 2.io. The standards and technologies in the web 

25 services area are changing very rapidly. As a result, the 

business services that leverage those standards run the 

risk of becoming outdated very quickly. The preferred 

embodiment exposes a higher level interface that can be 

generated by the metadata itself. This results in more 

30 stable and longer-lasting applications. 
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[0053] The preferred embodiment provides the horizontal 

platform that can be used to build the vertical solutions 

that are more specific to industries in the form of 

industry specific templates 250. These solutions do not 

5 have to be complete themselves. In fact, most likely these 

solutions will be partial solutions designed to be extended 

for particular business problems. 

10 

15 

20 

[0054] 

they 

Once the business services have been created, 

can be 

orchestration 

be manifested 

relationship. 

orchestrated 

tools. These 

260 using business service 

orchestrations themselves can 

as web services, thus forming a recursive 

[0055] Figure 3 describes the runtime environment for 

services are configured and in which 

This architecture is described here at 

and can have one or more physical 

which the business 

they are deployed. 

the logical level 

manifestations, in accordance with the disclosed or claimed 

embodiments. 

[0056] A 

partitioning 

clusters of 

deployment 

a large IT 

machines 

domain 300 is 

environment into 

and applications 

a mechanism for 

smaller logical 

so that these 

different clusters can be configured differently from each 

other. In this case, these deployment domains serve to 

logically separate environments with different requirements 

25 domain. For example, there may be a deployment domain 

called internal applications. This domain may be 

configured with a specific security service. Another 

domain may be for business partners and may be configured 

with a different kind of security service. Additionally, 

30 this domain may also be configured with a management 
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service, e.g., to bill the users for usage of the business 

service. The deployment domain serves to define the scope 

of the infrastructure services that it is composed of and 

the business services that are deployed in it. 

5 [0057] The deployment domain defines the logical 

boundaries and scope of the infrastructure and business 

services within it. It is a logical partition of a large 

computing environment which consists of many physical 

machines. The metadata data related to the deployment 

10 domain defines that logical partition. 

[0058] One or more physical machines can be configured 

for a deployment domain and one or more application 

infrastructure services can be made part of the fabric that 

is a deployment domain. Each server machine, called a 

15 host, that is configured to participate in one or more 

deployment domains will contain a core software service. 

[0059] The metadata that describes a host can include 

such items as host name, host's IP address, the core 

directory path on the host for the application, etc. 

20 [0060] Since there is a many-to-many relationship 

between the hosts and deployment domains, a list of hosts 

can exist independently of the deployment domains. When a 

host is configured for a deployment domain, it has to be 

able to run all of the business services deployed in that 

25 domain. The application infrastructure services do not 

have to run on the host because they can thernsel ves be 

remote. 

[0061] An application infrastructure service is defined 

as a service that provides a discrete non-business level 

16 
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service. Some examples of infrastructure services are 

security services, transaction services, service 

monitoring, load balancing, fault tolerance, and messaging 

service. An infrastructure may also provide some other 

5 services such as reliable delivery or asynchronous 

messaging. These services can also be much higher level; 

services such as accounting & billing services, service 

level agreement management services and user profile 

management services. 

10 [0062] The best way to characterize an application 

infrastructure service or differentiate it from a business 

service is that business service in its elf performs a 

business function, such as procurement or a human resource 

system. In contrast, an infrastructure service provides 

15 secondary functionality that is not part of the business 

functions itself. 

[0063] The metadata of an infrastructure service 

consists of property sheets with each property sheet 

containing one or more related properties. For example, a 

20 security service may contain five sheets for general 

properties, authentication, authorization, message 

integrity, and message confidentiality. Each sheet 

contains properties that allow customization of the 

underlying infrastructure service for this specific use. 

25 Since these properties are specific to the underlying 

service, their interpretation is left completely up to the 

service itself and its plugin. Furthermore, since the 

property values are specific to the specific usage of this 

service, these properties need only be defined once a 

30 virtual service container is configured with this service. 

17 -

Page 176 of 393



WO 2004/066105 PCT/US2004/001980 

[0064] Once an infrastructure service has been written 

or purchased, it has to be made part of one or more 

deployment domains so that it can be used. This is 

accomplished by defining an abstract plugin interface. 

5 This interface allows the deployment management tools and 

runtime software to plugin an infrastructure service into 

the deployment domain and allows the service to be used at 

runtime. The tools that allow the user to visually 

configure the virtual service container may allow 

10 mechanisms to "drag" the infrastructure service and "drop" 

it on the virtual service container on a canvass. The 

tools can at this time present the required set of 

properties to be defined for the service for this 

particular container. This is accomplished by requesting 

15 the plugin to provide its customizable property sheets so 

that they can be filled. 

[0065] At runtime, the virtual container receives the 

requests sent to the business service and invokes plugs for 

all the application infrastructure services configured for 

20 this container. The plugin can then retrieve the metadata 

and use it to perform the work. If the actual 

infrastructure service is implemented as a set of 

libraries, then the plugin can invoke those libraries or if 

it represents a remote service then it can communicate with 

25 that remote service in a manner that is specific to that 

infrastructure service. In any case 1 the runtime is not 

aware of the details of the operation it simply invokes 

the plugin and passes it the runtime invocation-related 

data. 
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[0066] Each infrastructure service is therefore required 

to implement the plug in interface as a precondition to it 

becoming part of an infrastructure. An infrastructure 

service may provide different plugins for different 

5 deployment domains. The location and other necessary 

information required to load the plugin is part of the 

metadata of the infrastructure service. 

[0067 l A business service implementation is an 

implementation of the business behavior that a service is 

10 expected to provide. This behavior should be implementable 

in a manner independent of how it is accessed. For 

example, it should be possible to implement the business 

logic for a procurement service without being specific to 

Jave Platform 2 Enterprise Edition (J2EE) -based access or 

15 Microsoft .NET based access. However, once the service has 

been constructed, it may be deployed in a virtual container 

320 that is specific to the underlying platform. This 

virtual container then decouples the service implementation 

from the infrastructure in which it is deployed. 

20 [0068] This virtual service container 320 is 

conceptually similar to a J2EE container to the extent in 

that it provides the several needed services such as 

transaction and database management. However, unlike J2EE 

like containers, these services are not fixed but can be 

25 added, removed and updated. The virtual container 320 of 

the preferred embodiment, is a higher level concept. It 

views an environment as a collection of discrete higher 

level services and recognizes the need for business 

services to be integrated with those higher level services. 

30 It limits its scope to the infrastructure level services 
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that are needed for 

such as database 

[0069] The container is called 

5 nvirtual" because it itself is a platform independent 

definition rather than a physical implementation. It is 

described in terms of metadata. The rnetadata for the 

container describes the business service implementation 

that is it hosting. This service was built using the 

10 development tools and its definition is part of the 

development metadata. In an integrated system of tools, 

the deployment tool may retrieve this definition from the 

development metadata repository. 

[0070] The metadata for the container also describes one 

15 or more application infrastructure services required by the 

virtual container. When a virtual container is created, it 

is created for a particular deployment domain. This 

deployment domain is already preconfigured with one or more 

infrastructure-level services. The deployment engineer can 

20 select from those infrastructure services and integrate 

them into the container using visual mechanisms such as 

dragging and dropping them on the container. At this time, 

the tools may invoke the plugin and bring up the set of 

properties necessary to correctly use the infrastructure-

25 level service. 

[0071] 

there is 

Once the virtual 

enough metadata 

implementation of the virtual 

it and transfer the required 

container has been defined, 

to generate a physical 

container, build it, package 

binaries to the host. Once 

30 this is done, the business service is ready to be deployed 
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and used. When the code is generated, it is generated 

according to some pre-defined mappings of the metadata to 

the underlying platform. So for example, the physical 

implementation for .NET platform may be quite different 

5 from the physical implementation for J2EE. These mappings 

define what elements of the metadata generate what kind of 

code for the underlying platform. 

[0072] Many underlying platforms either need to add 

software code that is specific to them or require certain 

10 information in various configuration files for the 

15 

20 

25 

to function 

infrastructure 

properly. 

service 

For 

using 

example, an 

microsoft's 

applications 

application 

implementation of 

certain information 

WS-Security specification requires 

to be placed into the . NET specific 

Also, some application infrastructure 

ircsert specific programming code in 

configuration files. 

services may need to 

the generated code. For example, a load balancing service 

may need to insert specific programming code in the 

generated container code as well as the generated client 

proxy to properly exploit its 

reason, the code generators 

infrastructure service plugs 

capabilities. 

involve the 

in the 

For this 

application 

process. 

plugs for 

When 

the 

code generator 

infrastructure 

starts, 

services 

code generation 

it also loads the 

being used by the 

container. All code to be generated, whether it is 

language code or configuration code is represented in XML. 

The code generator first creates XML documents for all the 

code that it wants to generate. It then invokes the 

infrastructure service plugs and provides them an 

30 opportunity to add code specific to them by passing the XML 

documents representing the code to be generated. Once all 
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the plugs have added their code, the code generator 

converts the XML documents back into either language 

specific code or configuration code, as necessary. This 

way, the code generation process can be kept completely 

5 independent of a particular infrastructure service while 

still allowing them to customize the generated code. 

[0073] The separation between the business service 

implementation and the underlying environment provides two 

benefits. First, it allows the underlying application 

10 infrastructure and the business service implementation 

itself to evolve independent of each other. Secondly, this 

allows the physical manifestation of the hosted service to 

leverage fully the capabilities offered by various 

15 

infrastructures. 

but simply put 

through metadata 

This is 

it means 

330 and 

explained 

that the 

visual 

in more detailed below, 

virtual container 320, 

tools, can be visually 

composed to 

underlying 

performed 

integrate one 

infrastructure. 

through the 

or more services offered by the 

Since 

virtual 

this integration is 

container and at 

20 configuration time, it does not become part of the service 

implementation itself. The same procurement service can 

then be configured and deployed in two different deployment 

domains providing different levels of service. 

[007~] Once the container has been configured and its 

25 software code has been generated and built, a package can 

be created that includes all the necessary platform 

specific binary assemblies required for this service. This 

package is then placed in a master vault. At this point, a 

visual deployment tool can provide some mechanism such as 

30 drag-and-drop to deploy this business service on any 
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machine that is part of the deployment domain. If a host 

is then dragged and dropped on the virtual container, its 

package is collected from the master vault and brought over 

to the machine being dragged and dropped. This package is 

5 then opened up and its contents are extracted. These 

contents are then configured in a manner that is specific 

to the underlying platform. 

[0075] The actual addressable and accessible service is 

then provided by the physical form of the virtual container 

10 320 which can be specific to the underlying environment. 

[0076] The traditional definition of management services 

tools 310 are network managers. The management services 

and tools described here have more application level 

context than the system level context. Some examples of 

15 management tools are business service monitoring tools, 

service level agreement (SLA) managament tools, fault 

tolerance tools, application event handling, billing and 

accounting services or user profile management. 

[0077] Various application infrastructure services may 

20 provide their own management tools that will use the data 

collected by their plugins. 

[0078] The most fundamental and core capability of this 

architecture is the metadata 330. The metadata described 

here is logical metadata. Logically, each deployment 

25 domain 300 has its own instance of metadata 330. This 

metadata describes the deployment domain itself in terms of 

the infrastructure services that it is able to offer and 

the virtual service containers 320 that are deployed in it. 
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[0079] 

metadata 

As a general 

is stored in is 

PCT/US2004/001980 

rule, the exact form that 

not important. The platform 

the 

can 

choose an XML format, a relational database or some binary 

form. 

5 [0080] Figure 4 illustrates a federated metadata storage 

and access system with various possible clients of the 

metadata. The development tools will require metadata that 

describes the team development environment and will allow 

sharing of development artifacts. One exemplary 

10 implementation of the metadata architecture is illustrated 

below. 

[0081] The metadata has been described above as a part 

of other elements. It is useful to note that the two kinds 

of metadata that are relevant here are 

15 configuration/deployment metadata and operational metadata. 

[0082] The configuration/deployment metadata 

the configuration and deployment tools as well 

is used by 

as by the 

runtime system. This data will not change often but will 

rather be accessed concurrently by large number of users. 

20 A configuration metadata server should preferably offer 

25 

extensive caching features where 

with a time-to-live parameter 

client can use the data before 

the data is handed out 

indicating how long the 

being required to refresh 

it. 

[0083] Operational metadata is used by one or more 

infrastructure services such as a monitoring service, load 

balancing service, and fault-tolerance service. This data 

tends to change very frequently and the tools that present 
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this data, for viewing and analysis, may be required to 

refresh based on user preferences. 

[0084] The following is an exemplary case use in 

accordance with the preferred embodiment. Here, we look at 

5 a typical use case scenario of a large bank that serves 

consumer loan market. The bank has a large internal IT 

organization, responsible for delivering the business 

services to its users. The IT organization has to overcome 

the challenges of building applications that will sc1rvive 

10 the changing technology. Furthermore, the enterprise 

considers the conformance of industry standards as its 

strategic goal. 

[0085] The two initial applications that have been 

identified have different needs. The first application is 

15 an Online Loan Approval System. Al though the logic for 

credit-approval already exists in the form of many small 

systems, the bank wants to build a new system that uses 

that logic but re-implements it in a more consolidated and 

scalable manner. Previously, the bank employed a large 

20 loan approval department that received the loan requests 

either through fax or telephone and used these multiple 

systems to score the applicant's credit history and make 

the loan decisions. However, the bank wants to make this 

system available online so that the applicant's could 

25 themselves apply for the loan. In addition to its 

potential clients, the bank may also decide later on to 

make this system available to its 

to get credit history of clients 

smaller business partners 

and to provide services 

such as credit risk scoring. For those services, the bank 
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may charge those business partners on a per-transaction 

basis. 

[0086] 

Customer 

consumer 

directly 

The second system is 

Service Online system, 

loan clients to get the 

without going through 

an application, called 

that will allow bank's 

status of their accounts, 

customer service. This 

information already exists in a legacy J2EE system that is 

deployed in the internal secure network. The bank wants tG 

build a front-end web service to this system. 

[0087] In 

objectives, 

order to 

the bank 

meet its strategic 

has standardized on 

technical 

toolkit in 

accordance with the preferred 

has a well-structured group 

embodiment. 

that runs its 

The 

data 

bank also 

centers. 

The data center has system architects and system 

15 administrators who collectively run the managed environment 

for all the bank's applications. 

[0088] As is with any system, the normal steps of 

requirements gathering and requirements analysis are 

performed. These steps are no different than any other 

20 application development project. However, once the 

requirements have been analyzed, the application architect 

will transform the requirement for the Online Loan Approval 

System into a business interface. This business interface 

becomes the contract that has to be implemented. The logic 

25 that implements this business interface is termed as the 

business logic that has to be developed. 

[0089] The application architects use a off-the-shelf 

modeling tool to model the service contract. This contract 

identifies the operations (business functions) that the 
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service exposes, defines a type system that defines the 

data required as inputs or is returned as outputs by those 

operations. This business interface is critical data 

because it defines the Contract between this business 

5 service and its users. Once the application architects 

have stabilized the business contract, they extract 

contract information from the modeling tools and generate 

metadata in a metadata repository, in accordance with the 

preferred embodiment. 

10 [0090] The development team then takes this business 

contract and conducts a detailed design and develops the 

business logic. The development team decides to use C# as 

the development language and the implementation is 

developed as C# assembly. 

15 [0091] The development team only focuses on implementing 

the business logic as required by the business contract. 

They do not address other key issues such as security, 

billing or scalability. Their efforts are strictly focused 

on building one or more assemblies that implement the 

20 business logic. 

[0092] Once the impleme~tation has been built and tested 

in stand-alone mode, an implementation package is created 

that contains the necessary metadata and DLLs and is handed 

over to the data center that is responsible for deploying 

25 and managing bank's applications. 

[0093] The customer service system presents a different 

scenario than the first one. The bank really does not want 

to change the exiting system. The system works well and 

already has all the necessary functions required to fulfill 
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the task. However, this system was purchased by the bank 

from a 3rd party and provides no way for bank to expose it 

to external users and is not manageable. 

[0094] The application architects have decided to use a 

5 system in accordance with the preferred embodiment to build 

a front-end gateway service that will expose the 

functionality of this system to the external users and will 

conform to the strategic goals of the bank in being 

standards compliant and be manageable. 

10 [0095] This process is very simple. The introspection 

capabilities of the preferred embodiment are used to 

analyze the J2EE interfaces exposed by the existing 

applications. From these, then one or more functions are 

selected and system then automatically generates the 

15 required metadata, populates the metadata repository and 

then generates a gateway implementation that can delegate 

requests to the existing system. As in the previous case, 

this gateway implementation is then packaged in JAR files , 

and an implementation package is created. This 

20 implementation package is then handed over to the data 

center that is responsible for configuring, deploying and 

managing bank's applications. 

25 

[0096] 

package, 

assumed 

describes 

Once the data 

it is ready 

that by this 

the service 

metadata repository. 

center receives an implementation 

to configure the service. It is 

time the minimal 

interface has been 

metadata 

defined in 

that 

the 

[0097] The data center already has several different 

deployment domains configured. The data center also uses 
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several infrastructure services such as Security. For some 

of its infrastructure services, the vendors provided 

toolkit-compatible plug-ins and for others the data center 

wrote its own. In either case, those infrastructure 

5 services are properly configured for the preferred 

embodiment and fit in its plug-and-play architecture. 

[0098] Configuring a business 

different steps that allow 

service involves 

a business 

several 

service 

implementation to be transformed into a managed and hosted 

10 web service. 

[0099] The business service implementation provided to 

the data center is an implementation package that co~tains 

one or more DLLs or JAR files that implement the business 

behavior. These implementations lack the appropriate 

15 environment required to make the business service 

addressable and hostable and they also lack the necessary 

infrastructure capabilities such as security. 

20 

[0100] The first step that the 

to define a virtual container. 

extends the metadata describing the 

system architects do is 

This virtual container 

service contract with 

metadata relating to the desired infrastructure services. 

This metadata will be used later on to create a physical 

web service that will provide a proper execution 

environment for the business logic implemented by the 

25 developers and will provide the flexible management 

environment required by the data center to perform its 

functions. 

[01.0J.] 

decide 

During this process, the 

what infrastructure level 

29 -

system architects also 

capabilities (security, 
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transactions, etc.) are required for this business service. 

They then use the drag-and-drop facilities available in the 

visual composition environment of the preferred embodiment 

to create this container. As new infrastructure services 

5 are dragged onto the virtual container, these 

infrastructure services plugs are invoked by the graphical 

environment and at this time, these plugs populate the 

metadata with a set of properties that they would like to 

be customized. The graphical environment then presents 

10 those properties in a property editor and lets the system 

architect provide unique values of those properties. They 

can also customize the container itself by setting its 

logging levels as well as choose the correct QoS 

parameters such as various delivery modes. 

15 

20 

[0102] Once the virtual 

the system architects can 

container has been 

select the target 

configured, 

platform for 

this web service. For example, if the business 

implementation is written in Java, 

target platforms can be any of the 

then the potential 

J2EE environments 

supported by the installation. 

implementation was provided in 

Alternatively, 

DLLs, then the 

platform can be Microsoft's .NET environment. 

if the 

target 

[0103] Once the target platform has been selected, the 

composer tool can generate the code necessary for a web 

25 service that can be physically deployed and managed and 

then build that code along· with the provided implementation 

into an executable. The composer then creates a deployment 

package that contains all the necessary DLLs or the JAR 

files required for deployment. 
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[0104] This package is then automatically placed in a 

master vault that is managed by the system of the preferred 

embodiment. All machines that are configured in the data 

center have an agent service running on them. These agents 

5 cooperate with each other to transfer packages in and out 

of the master vault and configure particular underlying 

target platforms for business services. 

[0105] Once a deployable package has been created for a 

web service, the composer tool can be used to drag 

10 different hosts on a business service. This drag-and-drop 

operation triggers the actual deployment process. 

[0106] When a host is dragged on a business service, the 

SOA Agent running on that host retrieves the deployment 

package from the master vault, unpackages it on that 

15 machine, performs the steps necessary to configure the 

underlying environment and makes the web service 

addressable. 

[0107] A web service can be undeployed from a host by 

selecting that host in composer tool and simply deleting it 

2 0 from there. This results in all traces of that package 

being removed from the machine. 

[0108] One a service has been deployed, it can be easily 

managed. Whenever, a request is sent to that service, the 

physical container provided by the runtime environment 

25 receives it. The runtime environment then executes all the 

necessary infrastructure services configured for this 

container and then invokes the business implementation 

provided by the user. When it gets the response from the 

business service implementation, it re-invokes any 

- 31 -

Page 190 of 393



WO 2004/066105 PCT/US2004/001980 

necessary infrastructure services and sends the response 

back to the caller. 

[0109] As the technology changes, the infrastructure 

services can change. The system architects can use the 

5 composer tool to slowly transition the deployed business 

services from an old or obsolete module to a new module by 

simply removing the old plug from the business service and 

using drag-and-drop to configure the business service with 

new plug. The preferred embodiment automatically removes 

10 older DLLs or JARs from the physically deployed services 

and copies the new ones for the new plug. The business 

services adjust to the new infra-structure service without 

the typical need for interruption and modification. 

[0110] To continue the bank example, after the Online 

15 Loan Approval service has been deployed, the bank decides 

to make that service available to its business partners for 

a price. An internal infrastructure level billing service 

is developed (along with its toolkit compatible plug) and 

configured. The system architects simple drag this 

20 infrastructure service on the Online Loan Approval service, 

without modifying the business implementation or bringing 

the service down. The preferred embodiment automatically 

modifies the metadata, reconfigures the deployed services 

25 

and the runtime environment starts 

infrastructure service when requests 

business service. 

using this 

are sent to 

new 

the 

[0111] One specific feature of the preferred embodiment 

is a visual composition environment. The preferred 

embodiment uses visual tools to generate metadata. These 
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tools can present the core metadata in a tree structure as 

shown in Figure 5. 

[0112] Figure 5 shows an exemplary user interface 500 

for a visual composition environment in accordance with the 

5 preferred embodiment. GUI interface 500 is divided into 

multiple areas, including available objects area 510, 

active object identifier 540, related objects area 520, and 

properties area 530. 

[0113] Available objects area 510 shows all objects that 

10 are available to be configured or deployed, including 

hosts, infrastructure services, service implementations, 

and deployment domains. The folder named "hosts" contains 

the list of all available hosts in the entire managed 

space. The information that is visible for each host in 

15 this list can be such as the name of the server and its 

machine address. 

20 

[0114] 

contains 

The folder 

of all 

named "infrastructure services" 

This 

than 

a list available 

information preferably does 

the name of the service 

purpose. These are all the 

available to be deployed. 

infrastructure services. 

not contain anything more 

and its description and 

infrastructure services 

[0115] The folder named "implementation services" 

contains all the implementation packages that have been 

25 made available. Each of these contain the related metadata 

describing the service contract as well as 

that contain the actual implementation of 

the binaries 

that service 

contract behavior. It is also possible to further group 

the service implementations. 
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[0116] The folder named "deployment domains" contains 

the deployment domains underneath it. Each deployment 

domain can have a folder of its own. Each deployment 

domain furthermore has one folder for each virtual 

5 container in it. The folder for the virtual container all 

the infrastructure services that it is configured with and 

all the hosts that it is deployed on. 

10 

15 

20 

[0117] Active object identifier 540 shows which object 

is currently 

object; this 

active. 

label will 

Here, "Domain 1" is the active 

change to correspond 

This area 

to whichever 

is actually object the user is acting upon. 

sensitive to whether a deployment 

virtual container is selected. 

domain is selected or a 

[0118] Related objects 

grouped according 

with the active 

to type, 

object. 

deployment domain "Domain 

related objects area 520 

area 520 shows all objects, 

which are cur:cently associated 

In this example, because 

l" is the active objects, the 

shows all hosts, infrastructure 

services, and virtual containers for business services 

are currently deployed in Domain 1. In this example, 

Host 1 and Host 2 are associated with Domain 1, and 

that 

both 

the 

Security and Package Tracking services are deployed in 

Domain 1. 

[0119] Note that if, for example, "Host 1" were the 

25 active object 5~0, then the related objects area 520 would 

display all deployment domains, infrastructure services, 

and virtual containers related to Host 1. Whatever type of 

object is showing as the active object 540, the other types 

of objects will be show in the related objects area 540. 
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[0120] Finally, properties area 530 is used to define 

and modify the properties for any object. When an object 

is selected anywhere in the user interface 500, any 

customizable properties related to that object will be 

5 shown in properties area 530. The user may then edit these 

properties as appropriate. 

10 

[0121] Using interface 500, the user can select 

active object 540, then drag and drop objects between 

available objects 510 and the related objects area 

When an object is dragged from the available objects 

an 

the 

520. 

area 

510 into the related objects area 520, the system will then 

perform all necessary file generation and configuration, as 

defined by the appropriate properties, to actually form the 

logical relationship between the dropped object and the 

15 active object. This process is described in more detail 

elsewhere in this disclosure, and the implementation is 

within the abilities of one of skill in the art. 

20 

[0122] For 

implementation 

520 when the 

example, if the 

were dragged into 

active object 540 

"Online Catalog" service 

the related objects area 

is "Domain 1," then the 

system will automatically generate all necessary binaries, 

and transfer and install them as appropriate, to deploy the 

Online Catalog service in the Domain 1 deployment domain. 

[0123] In the same manner, if an object is dragged out 

25 of the related objects area 520, then the system will 

remove its logical relationship with the active object. 

[0124] Up to this level, the elements are those that 

exist in global space. These are elements or pieces of 

metadata that are not specific to a deployment domain. 
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Further into the deployment domain, the metadata becomes 

more specific. 

[0125] One or more hosts can be prepared to host a 

deployment domain. Similarly, a single deployment domain 

5 can span multiple hosts. All the hosts configured for a 

specific deployment domain appear in the folder belonging 

to that deployment domain. These nodes may contain data 

such as the working area to store different deployment 

packages containing different binaries and configuration 

10 files belonging to the infrastructure as well as business 

services in that deployment domain. 

[0126] An infrastructure service can be confi_gured in 

multi_ple deployment domains and a single deployment domain 

will have multiple infrastructure services. This 

15 relationship is similar to the many-to-many relationship 

that the hosts have to a deployment domain. When an 

infrastructure service is configured for a deployment 

domain, its related software, such as its plugins, is 

physically transferred to all the hosts that are configured 

20 for the domain. 

[0127] When a new virtual service container is created, 

it is ready to be deployed to any of the physical machines. 

Each container has a folder of its own underneath the 

deployment domain folder. The list of hosts that appear 

25 here are the hosts where this container is physically 

deployed and the list of infrastructure services are the 

ones that his container is configured to use. 
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[0128] By organizing the information like this, a visual 

tool of the preferred embodiment can use drag-and-drop 

capabilities to compose the virtual service container. 

[0129] Figure 6 shows an exemplary virtual container 

represented on 

outside cylinder 

a canvas. In this 

is the virtual service 

figure, the larger 

container 600. The 

smaller cylinders inside the larger one represent the 

plugins 610 for the infrastructure services. At the end of 

the chain is the business service implementation 620 that 

10 the virtual service container is hosting. Using this 

representation, the user can drag and drop infrastructure 

services, configured for that domain, from either the tree 

structure or a graphical palette. Similarly, the container 

can be dragged onto a host in that domain, thus triggering 

15 the physical deployment. 

[0130] Another feature is the unique customization of 

the use of the configured infrastructure properties through 

a system of property sheets. When a virtual container is 

configured with an infrastructure service, at that time the 

20 preferred embodiment loads the plug of the infrastructure 

service and invokes the plug, providing it the empty 

collection of property sheets. The plug responds by 

populating this collection with property sheets that 

contain properties that it is interested in. The r'..lntime 

25 system and the composition tools do not know anything about 

these properties. One the plug has populated the property 

collections with properties specific to it, the composition 

tools presents those properties in a property editor that 

allows the user to provide unique values for those 

30 properties. These properties are then saved with the other 
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metadata and can be changed later on. Each collection 

contains one or more property sheets and each property 

sheet contains one or more properties. This organization 

of properties allows for a more readable and understandable 

5 organization of the properties. 

[0131] Another feature of the preferred embodiment is 

the code-generation capability. Once a container has been 

configured, its definition is complete. However, it is not 

yet ready to be physically deployed because it is only a 

10 definition at this point. However, since now the 

definition is complete, the user can select a target 

environment such as .NET or an EJB server. Once the target 

environment has been selected a code generation scheme can 

be selected to generate software code that maps the 

15 definition of the virtual container to the computer 

facilities offered by the underlying target platform. This 

code can then be compiled and linked with the runtime 

environment required by the platform and a package is 

created. 

20 

25 

[0132] Various color coding schemes 

describe the state that the container is 

stages identified include configured, 

deployed. 

can be used to 

in. The possible 

packaged, and 

[0133] 

generate 

virtual 

The code generation software can additionally 

smart proxies that perform the equivalent of the 

service container for the client. These smart 

proxies integrate the infrastructure services as defined by 

the business service for the client. For example, a 

business service may require the client application to 

30 authenticate itself against the security infrastructure 
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service and send only the authentication token to the 

business service. A smart proxy will retrieve the metadata 

for the client and invoke the infrastructures configured 

for the virtual container that are relevant for the client 

5 environment. These plugs can then prompt the client for 

any data that they might require and use the runtime 

environment to send that data to the virtual container 

along with the rest of the request data. 

[0134] Just as the virtual service container can be 

10 packaged into a distributable unit, the smart proxies can 

also be packaged into a distributable unit. These uni ts 

can then be separately provided to those who are interested 

in building client applications to those business services. 

[0135] Another feature of the preferred embodiment is 

15 software configuration capability. Once the code for the 

virtual service 

packaged, the 

container 

container 

has been generated, compiled, and 

can be placed into a packaged 

state. At 

container. 

this 

This 

point, a host can be dragged on the 

will cause the software configuration 

20 facility to perform separate steps: 

[0136] It can transfer the deployment package that 

contains all the related files to the target host machine; 

[0137] These files can then be unpackaged on that 

machine by this facility automatically and placed into the 

25 specific directories structure required by the underlying 

platform; 

[0138] - In the case of web services, the web server can 

be configured to know about the web service. Similarly in 
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case of an J2EE, the EJB server can be configured to know 

about the service; and 

[0139] - The configuration files can be placed into the 

proper areas. 

5 [0140] Once these steps have been performed, the virtual 

service container has been transformed into a physical 

service that can be invoked. 

[0141] At a later time, when updates are made available 

for either the business service implementation or the 

10 infrastructure services plugs, the corresponding packages 

can be updated and these updates can be propagated to all 

the machines where the physicial business services are 

deployed. 

[0142] Figure 7 shows a flowchart of an exemplary 

15 process in accordance with the preferred embodiment. In 

this process, the user accesses a user interface and 

selects a deployment domain (step 705). The user then 

drags an icon representing a host system into the 

deployment domain area depicted on the user interface (step 

20 710). In response, the host is associated with that 

deployment domain and any other objects in the deployment 

domain (labeled DD in figure, step 715). 

[01~3] The user drags an icon representing an 

infrastructure service (labeled IS in figure) into the 

25 deployment domain area depicted on the user interface (step 

720) . In response, the infrastructure service is 

associated with the deployment domain and any other objects 

within the deployment domain (step 725). 
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[0144] The user drags an icon representing a service 

implementation (labeled SI in figure) into the deployment 

domain area depicted on the user interface (step 730}, thus 

starting the definition of a virtual container, and 

5 optionally specifies properties for the virtual container 

(step 735) . In response, the service implementation is 

associated with the deployment domain and any other objects 

within the deployment domain (step 740}. 

[0145] The user then drags one or more infrastructure 

10 services from within this domain onto the virtual container 

(labeled VC in figure, step 745), and optionally specifies 

the properties for the infrastructure services (step 750}. 

In response, the system associates this infrastructure 

service with the virtual container (step 755) 

15 [ 0146] The system then evaluates any new or changed 

associations (step 760). The system generates any code 

necessary to implement the associations (step 765), and 

transmits and installs the generated code as necessary 

( step 770) In this way, the user is able to fully manage 

20 the deployment domain, and to deploy and manage the hosts 

and services within it, all using a simple and intuitive 

user interface. 

[014 7] It should be noted that in the exemplary process 

described above, and other processes described herein, not 

25 all steps must be performed at any given time. 

Furthermore, many of the process steps described above may 

be performed in any order, or repeated, without changing 

the nature of the process or the advantages it provides. 
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[0148] It should also be noted, as discussed above, that 

a similar method can be used when a host or service is 

first selected, then other services, hosts, or a deployment 

domain is then associated with that host or service using 

5 the drag-and-drop technique above. Similarly, the 

10 

implementing code will then be generated and installed by 

the system. 

Configuration Architecture 

[0149] The 

capabilities 

preferred 

to package 

embodiment provides 

software modules into 

extensive 

packages, 

store packages in a master location, transfer packages in 

and out of that master location and configuring any 

supported underlying platform for a web service. 

[0150] Most conventional software configuration 

15 mechanisms deal with software distribution on a desktop 

client. The preferred embodiment manages software 

distribution of web services, including the software for 

business service as well as the infrastructure services. 

It also configures the diverse underlying application 

2 0 server platforms such as Microsoft . NET or BEA WebLogic. 

Using the disclosed system and methods, the users can 

manage the automatic distribution of web services in a 

distributed network, distribute software updates remotely 

and transparently deploy that software on the underlying 

25 platforms. 

[0151] The presently preferred system uses 

available zip and compression algori thrns to 

software modules and other related files. All 

which may include programming language specific 
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binaries or platform specific assemblies are stored in the 

same format. 

Core Package 

[0152] One component of the preferred system is the 

5 runtime framework. Any infrastructure service plugs or 

business service implementation, or business service 

containers require the binaries from the framework in order 

to build successfully. 

[0153] This package contains the core binaries of the 

10 framework. There is one such package for each supported 

language or compilation system. Initially, there may be 

multiple such packages, e.g., one for building things in 

Microsoft's .NET environment, another for Java, and others 

for other virtual environments. 

15 Infrastructure Service Package 

[0154] The infrastructure services are integrated by 

writing plugs that represent them in the system 

environment. These plugs are then distributed to the 

machines from which these infrastructure services are being 

20 used. However, in addition to these plugs, the binaries 

associated with the infrastructure service itself also need 

to be distributed. This package, one for each 

infrastructure service and for each compilation 

environment, includes the binary code for the software plug 

25 itselfr as well as the compilation environment specific 

binaries for the infrastructure service. 
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Business Implementation Package 

[0155] A service implementation package contains all the 

binaries required for the implementation of business logic. 

In case of . NET, this may be a dynamic linking library 

5 (DLL) that contains the code for the business service 

implementation and one or more DLLs required for correct 

linking and execution of the business logic implementation. 

Similarly for Java based platforms, the package may contain 

either one or more class files or JAR files.. A manifest 

10 file describes each of these binaries. 

15 

20 

Deployment Package 

[0156] 

for the 

It does 

itself 

A deployment package contains 

physical implementation 

not include the code 

of the 

for the 

or the infrastructure services 

the code necessary 

virtual container. 

system framework 

or the business 

service implementations. Those packages are not included 

because they already exist in the vault separately and are 

copied only when necessary. 

Master Vault 

[0157] Master vault is a machine in the entire network 

that serves as the designated repository to store various 

packages during the entire lifecycle of the services. In a 

sense it is the file-server for the disclosed platform. 

The work area for master vault is represented by a top-

25 level directory. 

[0158] Underneath the root of the work area, there is a 

sub-directory for all the available Hosts. There is a file 

for each of the hosts that describes that host. 
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implementation has a folder. 

metadata for the service, its 
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sub-directory for Service 

sub-directory, each service 

In this folder, the raw 

contract definition and the 

5 implementation packages are kept as files. 

[0160] There is a directory for deployment domains here 

also. This directory contains separate directory for each 

deployment domain. In this deployment domain, all the 

software packages for the configured business services are 

10 kept. 

15 

20 

[0161] The metadata describing each deployment domain 

and everything underneath resides in high performance 

servers that have a caching and federation architecture for 

high performance and scalability. 

Agents 

[0162] An agent is a software service that runs on each 

machine. On windows based systems, this service can run as 

a Windows service and on non-windows machines, it can run 

as a background process. 

[0163] 

managing 

supported 

This service provides all the logic necessary for 

the vault and software configuration of the 

underlying platform. One machine can be 

designated as the Master 

that machine assumes the 

Vault. The 

role of the 

agent 

master 

that runs on 

agent. This 

25 dual personality of the agents allows any machine to be 

designated as the master vault. The master agent receives 

the requests for transfer of software packages into and out 

of the master vault. The master agent also maintains a 

directory structure on the master vault for organizing 
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various software packages. Depending upon the task to be 

performed, an agent may either perform the request itself 

or it may delegate the request to the agent running on the 

master vault. 

Configuration Process 

[0164] The agents are responsible for 

configuration of the underlying application 

correct 

services 

platform, with the least amount of input from the user. 

[0165] As new infrastructure services are available, 

various tools 

As mentioned 

are used to create or update their packages. 

before, these packages are distributed 

throughout the network, wherever the business services that 

use these infrastructures are deployed. That means that 

the system has to be able to propagate the updates 

throughout the network when needed. This propagation 

process is coordinated 

environment. 

by the tools provided by the 

[0166] Figure 8 shows a process of this remote 

deployment and configuration of updated packages in 

20 accordance with a preferred embodiment of the present 

invention. Those of skill in the art will recognize that 

not all steps are required to be performed in the order 

described and some embodiments may combine certain steps or 

reorder them without departing from the invention. 

25 [0167] The system first determines which remote systems 

are running an environment that 

infrastructure service (step 810) . 

requires 

Next, 

an updated 

the business 

services running on those remote machines in the network 

are requested to pause their request processing (step 815). 
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Next, the remote machines are requested to and will unload 

the existing software package (step 820). 

[0168] Next, the software agents are used to transfer 

the updated package for the infrastructure service to that 

5 machine ( step 825) . The paused business service on each 

machine is then requested to reload the infrastructure 

package (step 830). After they have done so, the business 

10 

services on the remote systems will resume request 

processing using the updated 

package (step 835). In this 

infrastructure services 

way, the infrastructure 

services are updated with a very 

processing of the remote systems, 

~bring downn any systems. 

slight impact on the 

and without having to 

[0169] Packages for business service implementations are 

15 created and propagated in similar manner. 

[0170] Creation of deployment package in the system 

involves multiple steps. First, an administrator uses 

system tools to configure a virtual container for the 

business service. This container exists only in metadata 

20 and is platform-neutral. The administrator then provides 

unique property values for fine-tuning. Next, the 

administrator selects a specific underlying platform and 

generates code for the physical container (the web 

service). The code generators generate code for that 

25 specific container according to the pre-defined mappings of 

the virtual container to the physical container. This code 

is then built and packaged into platform-specific packages. 

As described, this package does not need to include the 

package for the business service implementation as well as 
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the infrastructure services, since this information is 

already available in the metadata. 

[0171] When the administrator attempts to deploy the 

service to a specific host, the agents first determine the 

5 supported platforms on that machine. If multiple platforms 

are supported on that machine, then the user is prompted 

for the choice. Once the platform has been determined, the 

agent on the local machine collaborates with the master 

agent to retrieve the correct deployment package, as well 

10 the package for business service implementation and 

packages for all the configured infrastructure services 

from the mater vault. The contents of these packages are 

then extracted and copied to a file structure that is 

specific to the underlying platform. After that, the 

15 underlying platform itself is configured, e.g., Microsoft's 

IIS requires creation of a virtual directory while the J2EE 

platforms 

files. 

require modification of server configuration 

[0172] Once this configuration is complete, the web 

20 service is ready to receive request. 

Self Configuration & Self Healing 

[0173] The preferred embodiment 

principal of minimum configuration and 

system is able to detect its own errors 

25 necessary actions to correct itself. 

Infrastructure Service Integration 

particular feature 

operates on the 

self-healing. The 

and attempt to take 

of the [017 4] 

embodiment 

One 

is the ability to integrate one 

preferred 

or more 
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infrastructure services 

the desired level of 

with a business 

support required 

service to provide 

for the correct 

operation of the business service. 

[0175] This support is provided in such a way so that 

5 the infrastructure is very flexible. This infrastructure 

can be continually enhanced by adding more infrastructure 

services, removing the outdated or deprecated services or 

by updating the existing services with new versions. 

[0176] This kind of flexibility first of all allows a 

10 managed environment to take full advantage of the changing 

technologies and evolving standards and new products coming 

onto the marketplace. The strength of the architecture is 

in providing a framework for making 3rd party products play 

in the disclosed environment rather than having to custom 

15 write infrastructure services to do what commercially 

available products already might do. 

[0177] The infrastructure service integration capability 

also allows the services to be updated. So for example, if 

the new version of a service becomes available and the plug 

20 for that service has to be updated, the architecture should 

allow that kind of update as well. 

[0178] The metadata that describes an infrastructure 

service consists of information required to load a service 

plug, properties that it is interested in and information 

25 necessary to determine whether the plug has relevance to 

client-side, server-side or both. 

[017SJ The 

dynamically 

environment. 

information necessary for loading the plug 

is somewhat specific to the platform 

For example, . NET environment would require 
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the assembly that the plug is in and the name of the class 

that implements the plug interface. 

[0180] The most important metadata for an infrastructure 

service, according to the presently preferred embodiment, 

is in the form of a property sheet collection. A property 

sheet 

sheets. 

collection contains one or more named property 

Each property sheet contains a set of related 

properties that the plug needs to tune its behavior for a 

specific usage. Each plug by default has a property sheet 

named "General" that contains some basic properties. These 

properties indicate whether the plug processes incoming 

messages or outgoing messages or both and whether it 

participates in the code generation process. Default 

values are assigned to these properties. 

[0181] Later, when a business service virtual container 

is configured to use this infrastructure service, the plug 

for this infrastructure service is invoked and it adds 

specific properties to the property sheet collection. 

[0182] The following table is an exemplary property 

20 sheet for a possible security service: 

General 

Authentication 

Authorization 

Process Incoming Messages 
Process Outgoing Messages 
Generate Code 
Authentication Required 
Authentication Type 

Authentication Domain 
Authorization Required 
Authorization Resource 
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true 
true 
false 
true 
Service Based 
Authentication 
domain.com 
true 
http://someresource.com 
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Encryption 
Properties 

Signature Properties 

Role Based Permission 
Role Nanespace 
Role Property 
Operation Domain 
Encrypt Messages 

Encryption Type 
Encryption Method 
Signature Required 
Signature Method 

PCT/US2004/001980 

true 
corporate 
roles 
DemoOps 
false 

Synmetric Encryption 

False 

[0183] This collection has 5 sheets that provide sets of 

properties related to each other. This allows the plug to 

have multiple properties with the same name but in 

different sheets. Various parts of the plugs runtime can 

retrieve these properties and use them as needed. 

[0184] The metadata also describes whether a particular 

infrastructure service acts only on the server side or the 

client side or both. It further indicates whether the 

10 infrastructure service need to participate in the code 

generation process to provide code that is specific to it. 

15 

Plug-and-play Integration 

[0185] Each infrastructure service is represented in the 

system environment through a system plug interface. 

plug represents an infrastructure service in 

This 

the 

environment. The preferred embodiment itself does not 

differentiate between a specific kind of infrastructure 

service (e.g. it does not differentiate a security service 

from the transaction service). To this system, all 

20 infrastructure services appear the same and it invokes them 

at the right points during the message processing. A 

message processing model, for example, makes it possible to 

write service implementations and client programs that have 
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absolutely zero knowledge of what infrastructure services 

are executing, what inputs do they require and what kind of 

extra information needs to be inserted in the messages or 

extracted from them for the correct operation. The service 

5 plugs therefore perform all that logic themselves in a 

completely encapsulated manner. 

[0186] If an infrastructure service is a simple service 

and is implemented in terms of a library, the plug would 

wrap that service and the service would be invoked inline. 

10 However, most sophisticated infrastructure services are 

standalone third-party services. For example, a security 

service may have a separate service process that may 

perform authentication and authorization. For those kinds 

of services, the plug actually acts on behalf of the remote 

15 service inside the tool-time or runtime environment. 

[0187] 

known 

The system runtime defines 

as ServiceHandler 

infrastructure 

interface. 

service 

20 Initia1izing for Use 

interface. 

first has 

an 

to 

abstract 

A plug 

interface 

for an 

implement this 

[0188] In this environment, an infrastructure service 

has no significance or identity until it is selected to be 

integrated inside a business service virtual container, and 

the metadata for an infrastructure service is mostly 

25 undefined until this point. However, when a user uses the 

composer tool to drag and drop an infrastructure service on 

a business service virtual container, the plug for the 

service is loaded in at that time and this method is 
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invoked on the plug and the empty metadata container is 

passed to it. 

[0189] In response, the plug populates the metadata with 

a set of properties. The properties are represented 

5 generically and related properties are organized into 

sheets for easy organization, traverse-ability and 

presentation. The plugs then populate the metadata with 

only those properties that are required by it to provide 

the proper behavior at runtime when it is invoked. 

10 [0190] There are a few general properties that all plugs 

have and the system provides some default values for those 

properties. For example, by default, a property is added 

to the property sheet marked "General" that indicates that 

this plug does not participate in the code generation 

15 process. A plug may also override such properties at this 

time. 

[0191] In addition to manipulating this property sheets 

collection, the plugs may also modify other pieces of 

metadata. For example, by default all plugs are marked as 

20 service-side as well as client-side plugs. This means that 

these plugs will be loaded and invoked by the runtime, 

regardless of whether it is in the client-side or server­

side. However, for some plugs, it does not make sense to 

do that on the client-side. For example, for collection of 

25 service metrics, the plug of the monitoring service only 

needs to be invoked on the service-side. Hence this plug 

does not need to be distributed, loaded and invoked on the 

client-side. The plug can again override these values at 

this time too. 
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[0192] Once this method has successfully modified the 

metadata, this metadata can then be saved in the metadata 

server. 

Initialize For Runtime 

5 [0193] This method is invoked by the runtime when it 

loads the plug into the runtime for business service 

virtual container. At this time the plug can initialize 

its internal data structures, allocate any resources that 

it needs to, and cache the needed metadata. 

10 [0194] For example, if the plug represents a remote 

service then it would need to establish a connection with 

that service in order to communicate with it. Instead of 

opening that connection every time, the plug may need to 

open the connection in this method upfront and use it 

15 whenever needed. 

Invoke 

[0195] When the business service virtual container 

receives a service request, it invokes all the loaded plugs 

by calling this method on them. Two of the arguments to 

20 this method are the parameters that were provided with the 

requests, or in case of a response the response values, and 

the direction of the request. The direction of the request 

indicates whether this request is incoming or outgoing. 

The third parameter is the context of the request and has 

25 many pieces of information. 

[0196] 

methods 

incoming 

Since the plug interface does not differentiate 

required for 

vs. outgoing, 

client-side vs. 

the direction 

- 54 

server side and 

parameter allows 
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determination of the direction and the context can be type­

casted to either a ServiceContext or ClientContext to 

determine whether the plug is being invoked on the server­

side or client-side. 

5 Generate Configuration Code 

[0197] Code generation process is described explained in 

detail below and elsewhere in this application, to the 

extent necessary to enable one of skill in the art to 

replicate the claimed inventions. Simply put, there is a 

10 strong need to provide the plugs with the opportunity of 

getting involved in the code generation process. If a plug 

has indicated that it does want that participation then 

this method is invoked to let the plug modify the 

configuration code to be generated by possibly adding its 

15 own specific code. 

Generate Server Code 

[0198] This method allows the plug to insert the code 

that might be essential for its operation on the service­

side. The programming code itself is represented in XML 

20 and the plug adds to that XML. Later, the code generator 

converts that XML back to the programming language specific 

code. 

25 [0199] This is similar to the above method except that 

it augments the code that makes up the client proxy. This 

is invoked only for those plugs that are client-side plugs. 
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Service Packaging 

[0200] An infrastructure plug has executable code 

associated with it. In addition to the actual 

implementation of the plug interface for this 

5 infrastructure service, the binaries associated with the 

remote service might also be required. All of these need 

to be in the appropriate directories on the machines where 

the business service is executing. 

[0201] System administration tools allow creation of 

10 packages for these infrastructere services. These packages 

are then placed in the master vault so that they can be 

copied to any machine for correct deployment. 

Business Service Virtual Container 

[0202] One significant feature of the disclosed system 

15 environment is its ability to provide a very configurable 

and dynamic runtime execution environment that a) provides 

a host for the business service implementation and b) 

20 

integrates it with one or more infrastructure 

services that are needed for its correct operation. 

level 

[0203] The construct for accomplishing that is the 

Business Service Virtual Container. This container is 

called virtual because 

definition. Furthermore, 

any underlying platform. 

it exists only in metadata 

this definition is independent of 

25 [0204ls] The system then defines mappings of this virtual 

container to the physical containers for all supported 

underlying platform environment. Once these mappings have 
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been defined, code can be automatically generated to 

produce the physical container from the virtual container. 

[0205] The code for the physical container produced by 

the code generators is then compiled and linked with all 

5 the related binaries for the business service 

implementation as well as all the binaries for required 

infrastructure services. This is the code that can 

actually be deployed to an underlying platform environment 

and has a physical address and receive requests. 

10 [0206] Just 

this metadata 

like the physical container generated from 

provides the execution environment for the 

service itself, phys~cal code can also be generated for the 

client side proxies that are smart enough to interpret the 

metadata properly and can load and execute service plugs 

15 for correct usage of the infrastructure services. These 

are explained in more detail below. 

Runtime Framework 

[0207] The runtime framework is a lightweight framework 

that provides the mechanisms hosting a business service 

20 implementation and allowing that hosted service to also 

leverage capabilities offered by one or more existing 

infrastructure services. 

[0208] On the client-side, the framework processes the 

request through the plugs configured for the target 

25 service. In doing this, only those plugs are processed 

that have relevance to the client environment. Once this 

processing finishes, the request is then dispatched to the 

actual target service via its proxy. The response is again 
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processed through the service plugs before it is returned 

back to the client implementation. 

[0209] On the server-side, this framework transparently 

intercepts all incoming requests and processes those 

5 requests through the configured plugs for this virtual 

container. Once all those plugs have been processed, the 

service request is dispatched to the actual service 

implementation. Once that request finishes, the response 

is processed through all the necessary plugs and eventually 

10 forwarded back to the invoking client. 

[0210] In addition to managing the invocation of the 

related service plugs, the framework also provides 

extensive logging capabilities. The properties related to 

logging levels can be modified on-the-fly without any need 

15 to stop and restart applications. 

[0211] The client-side and the server-side components of 

the framework separate the client implementation and the 

service implementation from the infrastructure capabilities 

completely. This actually allows the framework to provide 

20 various levels of quality of service such as reliable 

25 

deli very and asynchronous reliable deli very. These 

capabilities can be customized for each virtual container. 

Dep1ox~uent Domains 

preferred 

large IT 

that they 

embodiment provides mechanisms to 

environment into smaller logical 

can be configured with a set of 

[0212] The 

partition a 

partitions so 

infrastructure capabilities. Business services are 
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deployed in a deployment domain. Generally, a set of 

related applications would be deployed in the same 

deployment domain. ?his deployment domain would be 

configured with a set of infrastructure services necessary 

5 for the quality of service desired. 

[0213] A deployment domain consists of one or more 

hosts. These hosts collectively define the logical 

boundary of the deployment domain. Any business services 

that are part of this domain can be deployed on any of the 

10 hosts in that are part of that domain. 

[0214] A deployment domain also consists of one or more 

infrastructure services that in turn come from the list of 

globally available infrastructure services. The 

significance of this subset of infrastructures services is 

15 to control visibility of the infrastructure services 

further and provide easy configuration of the business 

service containers. 

[0215] Lastly, a deployment domain consists of one or 

more business service containers created in that domain. 

20 These container can then be configured with one or more 

infrastructure services, those infrastructure services can 

be customized, code for physical container be generated and 

the services can be deployed. 

25 

Service Con te2:ts 

[0216] A service context carries with it the necessary 

information that is required to process 

is common 

a request as well 

the environment. as general information that 

Service context in initialized once and then cached. If 
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the service receives notification of changed metadata, then 

the service context can be re-initialized. 

Client Context 

[0217] This context is initialized for the client's 

5 runtime. It initializes the metadata for the client 1 

creates the pipeline for the required plugs for the client 

and also initializes the logging mechanism for the client. 

Service Context 

[0216] This context accomplishes the same for the 

10 server-side runtime environment. One of uses of these 

contexts are also to determine whether a particular piece 

of code is executing in the client environment or the 

server environment. While they both derive from the class 

Context they can be typecasted to either one of the derived 

15 class instances in order to decide. 

Loading Service Plugs 

[0219] When a service starts, its metadata is retrieved 

and processed. An important part of this processing is to 

load the plugs for all the infrastructure services that the 

20 business service is configured with. Once these plugs have 

been loaded dynamically, they are organized into a linear 

pipeline and all the incoming messages are processed 

through that pipeline. The order of the plugs in the 

pipeline is the same as the order in which they appear in 

25 the composition environment. This order is important 

because the messages need to be processed like that. For 

example, if a security service needs to decrypt an incoming 

message, it is important that this service is the first one 

- 60 -

Page 219 of 393



5 

WO 2004/066105 PCT/US2004/001980 

in the pipeline because otherwise the parameters might not 

make any sense to other services. Similarly, if metrics 

may need to 

that those 

collected about this 

processing 

accounted 

are 

time 

for in 

taken 

for 

the 

last in 

the other 

metrics 

processing of the request. 

service, it is 

the pipeline 

service plugs 

for the actual 

important 

so that 

is not 

business 

[0220] These plugs are loaded in such a way so that they 

can be unloaded and reloaded without bringing the 

10 application down. So for example, in .NET these plugs are 

loaded in separate application domains. 'I'his is important 

because the preferred system allows dynamic configuration 

and reconfiguration and software updates. This is evident 

from the following exemplary scenarios: 

15 [0221] 1. A business service is configured with a new 

infrastructure service. The Composer tool modifies 

the metadata, copies the package contents for the new 

infrastructure service into the appropriate 

directories of the hosts that the business service is 

20 deployed on and then informs the business service 

container for the change. Business service container 

can then load the plug for the newly configured 

service and insert it in the appropriate place in the 

pipeline. 

25 [0222] 2. An infrastructure service is removed from 

the configuration of a business service. The Composer 

tool removes the plug from the metadata and removes 

the binaries from the appropriate directories from the 

deployed hosts. The business service is then informed 
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which then unloads the plug and removes it from the 

pipeline. 

[0223] 3. A new version of the infrastructure service 

is made available. The Composer tool copies the new 

5 package to the appropriate hosts, the binaries are 

copied to the appropriate directories and the business 

service is informed, which then reloads the package 

for that service. 

[0224] When a request now comes in, it is received by 

10 the business service container. This container invokes the 

plug for each infrastructure in the same order as they 

appear in the pipeline. The next plug is invoked if the 

previous plug is successful. The processing stops whenever 

a plug is unable to invoke successfully. 

15 [0225] This kind of plug architecture allows the 

business service implementations to be completely devoid of 

any logic that relates to the infrastructure services thus 

making it possible to completely replace the infrastructure 

services and underlying products without effecting the 

20 service implementations or flow of business requests at 

all. 

Managed Container Interface 

25 [0226] The system container generates the shell skeleton 

of a business service implementation. These derive from 

the class ManagedContainer from the runtime framework. 
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This managed container provides the implementation of many 

of the methods that are necessary entry points into the 

runtime framework. 

[0227] When a service starts up, an instance of this 

class is created. This container initializes the 

appropriate context. Once the metadata has been 

initialized, the container caches it. Some of the 

important methods are discussed below. 

Metadata refresh 

[0228] When a business service receives a request to re-

initialize its metadata because it has changed, this method 

clears the metadata cache, unloads all the loaded plugs and 

then re-initializes the metadata, thus rebuilding the plug 

processing pipeline. By providing this method through the 

15 managed container, services can be reconfigured without the 

need to stop and restart them. 

Logging levels 

[0229] Through these tools, the legging levels of the 

logging mechanism can be changed. 

20 logging level on-the-fly. 

This method changes the 

25 

Get and Set Application Data 

[0230] Most underlying web services platforms allow the 

applications to execute in a multi-threaded environment 1 

processing multiple calls at the same time in separate 

threads. ManagedContainer allows applications to store 

named sets of data in a thread-safe manner instead of 
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saving the state information in local variables in un-safe 

manner. 

Smart Proxies 

[0231] Smart proxies provide an environment for the 

5 client-side code that performs the same kind of processing 

as performed by the runtime on the server-side in the 

virtual container. The smart proxies sit above the proxies 

that might be generated by tools such as Microsoft . NET 

10 

platform, and uses those proxies. 

application instantiates a smart proxy, 

When a client 

the proxy retrieves 

the metadata for the target web service and for performance 

caches it. It then constructs a pipeline of plugs that the 

target service is configured with in the same manner that 

the server runtime does. However, only those handlers are 

15 configured that are relevant to the client. 

[0232] Once this pipeline has been constructed, all 

requests are processed through this pipeline. This kind of 

processing completely separates the implementation of the 

actual client from the processing of the infrastructure 

20 service code. So for example, the plug for a security 

service may prompt the client for the necessary user 

credentials and package them appropriately for transmission 

to the server side. They may also encrypt messages or sign 

them as necessary. A replacement of this security with a 

25 different one would mean that their plugs are replaced and 

the new plug may prompt the user for different kind of 

information. Again, the client implementation would not 

rally care and know about all that. 
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[0233] Smart proxies may also be specialized by the 

intelligent code generation process. The plugs for a load­

balancing service might insert code for making load­

balancing decision in the smart proxy itself during the 

5 request processing. 

10 

[0234] Those skilled in the art will recognize that, for 

simplicity and clarity, the full structure and operation of 

all data processing systems suitable for use with the 

present invention is not being depicted or described 

herein. Instead, only so much of a data processing system 

as is unique to the present invention or necessary for an 

understanding of the present invention is depicted and 

described. The remainder of the construction and operation 

of data processing system may conform to any of the various 

15 current implementations and practices known in the art, and 

unless otherwise noted herein, those of skill in the art 

will recognize that any claimed features of a data 

processing system can be implemented using conventional 

data processing system and data processing system network 

20 hardware, configured and programmed to operate as claimed 

and described. In particular, any steps of described 

processes can be implemented using known data processing 

system means. 

[0235] It is important to note that while the present 

2 5 invention has been described in the context of a fully 

functional system, those skilled in the art will appreciate 

that at least portions of the mechanism of the present 

invention are capable of being distributed in the form of 

instructions contained within a machine usable medium in 

30 any of a variety of forms, and that the present invention 
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applies equally regardless 

instruction or 

carry out the 

mediums include: 

signal bearing 

distribution. 

nonvolatile, 

PCT/US2004/001980 

as read only memories 

of the particular type of 

medium utilized to actually 

Examples of machine usable 

hard-coded type mediums such 

or erasable, electrically (ROMs) 

programmable 

type mediums 

read only memories (EEPROMs), user-recordable 

such as floppy disks, hard disk drives and 

compact disk read only memories (CD-ROMs) or digital 

versatile disks (DVDs), and transmission type mediums such 

10 as digital and analog communication links. 

[0236] Al though an exemplary embodiment of the present 

invention has been described in detail, those skilled in 

the art will understand that various changes, 

substitutions, variations, and improvements of the 

15 invention disclosed herein may be made without departing 

from the spirit and scope of the invention in its broadest 

form. 

[0237] None of the description in the present 

application should be read as implying that any particular 

20 element, step, or function is an essential element which 

must be included in the claim scope: THE SCOPE OF PATENTED 

SUBJECT MATTER IS DEFINED ONLY BY THE ALLOWED CLAIMS. 

Moreover, none of these claims are intended to invoke 

paragraph six of 35 USC §112 unless the exact words "means 

25 for" are followed by a participle. 
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WHAT IS CLAIMED IS: 

1. A method for managing services, comprising: 

identifying at least one remote system; 

2 . 

3. 

sending a request to the remote system to pause 

processing of at least one system service; 

sending an updated software package to the remote 

system; and 

sending, to the remote system, a request to install 

the updated software package, 

wherein the remote system thereafter resumes the 

processing of the system service, using the updated 

software package. 

The method of claim 1, wherein the system service is 

an infrastructure service. 

The method of claim 1, wherein the system service is a 

business service. 

4. The method of claim 1, wherein the updated software 

package includes additional software services which 

are not already installed on the remote system. 
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5. The method of claim 1, wherein the remote system 

unloads an existing software package after pausing 

processing. 

6. The method of claim 1, further comprising receiving an 

instruction from a user to update software packages on 

remote systems. 

7. The method of claim 1, wherein updated software 

packages are sent to multiple remote systems 

simultaneously. 

8. A data processing system having at least a processing 

and an accessible memory, comprising: 

means for identifying at least one remote system; 

means for sending a request to the remote system to 

pause processing of at least one system service; 

means for sending an updated software package to the 

remote system; and 

means for sending, to the remote system, a request to 

install the updated software package, 

wherein the remote system thereafter resumes the 

processing of the system service, using the updated 

software package. 
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9. The data processing system of claim 8, wherein the 

system service is an infrastructure service. 

10. The data processing system of claim 8, wherein the 

system service is a business service. 

11. 

12. 

The data processing system of claim 8, wherein the 

updated software package includes additional software 

services which are not already installed on the remote 

system. 

The data processing system of claim 8, wherein the 

remote system unloads an existing software package 

after pausing processing. 

13. The data processing system of claim 8, further 

comprising means for receiving an instruction from a 

user to update software packages on remote systems. 

14. The data processing system of claim 8, wherein updated 

software packages are sent to multiple remote systems 

simultaneously. 
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15. A computer program product tangibly embodied in a 

computer-readable medium, comprising: 

16. 

instructions for identifying at least one remote 

system; 

instructions for sending a request to the remote 

system to pause processing of at least one system 

service; 

instructions for sending an updated software package 

to the remote system; and 

instructions for sending, to the remote system, a 

request to install the updated software package, 

wherein the remote system thereafter resumes the 

processing of the system service, using the updated 

software package. 

The computer program product of claim 15, wherein the 

system service is an infrastructure service. 

17. The computer program product of claim 15, wherein the 

system service is a business service. 

18. The computer program product of claim 15, wherein the 

updated software package includes additional software 

services which are not already installed on the remote 

system. 
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19. The computer program product of claim 15, wherein the 

remote system unloads an existing software package 

after pausing processing. 

20. The computer program product of claim 15, further 

comprising instructions for receiving an instruction 

from a user to update software packages on remote 

systems. 

21. The computer program product of claim 15, wherein 

updated software packages are sent to multiple remote 

systems simultaneously. 

22. A method for managing services, comprising: 

identifying at least one remote system; 

sending a software package to the remote system; and 

sending, to the remote system, configuration 

information for the software package, 

wherein the remote system thereafter installs and 

configures the software package, using the 

configuration information. 
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%1t.3ffiftO)t~W)O)i;t'~¥&~xW!L, fflli!ZliE~fi-3 = t t;:J: t)' lrullct •y 1/ 3 1/gJ.l!!.~fii 
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t 0F'dl""c·ffi 1 01!ff%11::Jffifg;+ "' i,Jv~ff *T 0ffi 1 0a&%11::iffiFs+--v-i,;v-liiJ'L-'f~ t , niJ 
tcttilli*~MtPGmFs'2:'nt-:, at%11::iffi1i0t-:cl)0•m¥ff ~ktJ1'f~w,r~::Jtx "/ t-Vi--, 011 
tcffi 1 Cl)li~{l::iffifg;+--v- ,i,Jv ~* L --C ~fg; L, Hff%11::iffifg;Cl)f_:ci)Cl)fflNlt¥!1~ ktf J;D~_;,( ''/ 

t-Vi--, ooicffi 1 011Ir%fl:::iffim+--v-:t,1vi--1r L -cooicttilli*~iit::fPI,t--cmfiT-0 c:. t t= 
J: tJ, WJtc771 717 ::r-1v~i!'it WJtcillfil*~MFaJt·ffi 2 0ai%fl::imm+--v- i,1v~ff.ll.--t 
-:Sffi2 0air%1tiffim+--v-i,1vff.31.-'fr9:t , ooicififfi*~iff.i,t:,mFs'2:'ilf-: 7 7179 ::r-11, 
~ifffj1JtllJ1f/J%~, WJtcffi 2 CTlBi%fl::iffifgf---v-i,Jv~1r L --C~{§T-ti~fg;-'ff)!: c:, WJtc7 7 

179 ::r-,v~i!'iffiiJ:flll1f/J%~I'fi1JT ;,s 1.l'i°siP~'fiJJE--t 0'fiJJE'.-'fH: c, WJgc\7 7179 ::r-
1t-~ifffi1J:flllu'li%i--I-'fAJT 0:ti.,-&'it::, ~fgf 7 7179 ::t-JL,~Nfffjlj:flll1f/J%t::£-5 < JffiFsllfN 
~5:i:'.i--11'3iffifillfN~5:i:'.-'ff9:c ~*T6 c:.t~*r,u:T;,s771 79 ::r-1v~i!'ic L--cm 
n!t--t 0 c:. c b t·~ 6 ◊ 
(0008] 
WJtc77179 ::r-11,~NftL ~*~ii4!Jt::, 7 7179 ::r-1v~DJ:flll1f/J%~I-'fllf--t 

{Sf.i>i°sfP~~T'iffffi~:t'&*Pi Lt_:7'-;J;'(-:Z ~filiU .. , WJgc'f-rJJE-'ff9:tL WJ!c-r'-7'""--:Z 
~~~T 6 c:. c t::J: rJ, WJ!c~.5K~i!'ifJ>mFs Lt-: 7 7179 ::t-1v~rliffilJ:flll1f/J%~f-'fllfT 
6 f.i•i°sfl'~'frJJE'.--t 6 ◊ c:. O)J: 3 t::, 7"-7'""--:zt::~f4-~t%ffi L, -z-h~~~T 6:ffln!t ~ 
t 6 c:. c t::J:: tJ, l-'fAJ0~f"t'~*ll\tt::f~5:i:'.--C'~ 6 o 

( 0009] 
:it-:, *§EaJitL 7 7179 ::r-,v~rlit::iffifg;llfNI~YE~~fi'2:'-tt ;,s t-:cl)0ffi1J:flllu'li%~ 

mfiT -MiM*~ii-z"<:b ":) --c, 1/ :7·'-t- ~ .1/ :1··,lffffli-' $ffltt ;,s mnti--~t ''/ 1/ 2 .1/'W.E.lll.~ii 
c 0F'dl't"Hi%fl::imFsC7)t_:&')C7)!,~'iff¥11~3t~ L, ffl]:[f,NfiE~fi -:JC:. c t::J:: tJ, niJgct ·'/ 1/ 3 

.1/'W.E!l!~ii t 0rdlt·Bff%11::iffifi+--v-i,1vi'ff.ll.T 0 llff%fl::iffifi+ --v- i,,vff.ll.-'fflc, WJ!c 
ttilll*~ifO)iffififflr~tliiJ· GmFs'2:'nt-: ':!fr~~iffifg;ffl-'f~ii0i, •'/ r 17-:7 'li'iffi~, WJtcai 
%fl::iffi1i+--v-i,,1,~1i- L --c~1i--t 0~1i-r~c, wric:t- ''/ t- 17-:7'1Wffit::£--5< 7 717 
9 ::r-,1,~ifffi1J:flll1f/J%~, WJfcBi%ft:itfi+--v-:t-,r..~1r L--cWJic 7,179 ::r-,v~i!'it= 
fPJ~t'tmfIT 6fti1J:flll$%mfgi-=fflc: ~*T 6 C:. t i--~~t T 6tiiffi::t~iic: L --C:ffln!tT 6 C:. 
ciJ>"C'~ -bo 
(0010 l 
~t=, *§EaJitL 7 7179 ::t-1t..~i!'it::iffiFsllfNf§.!:YE~~fi'2:'-tt 6t-:cl)0ffilJ:flllu'li%~ 

mfiT 0!1ffij.5K~ift·:fi:n --c, 1/:7··1- 1J .1/f'tl'i¥11~$~T 6fflnti--~t ''/ 1/ 2 .1/'Wf.lll.~ii 
t 0F's"Jt•Hi%11::iffifg;O)t_:&')C7).'iff¥11~3t~ L, ffl]:[f,NfiE~fT 3 C:. c t::J: 1J, liutct ·Y 1/ 2 

.1/'g.E_l~if c Cl)F's"J--C~ 1 CTlBf%1l::iffifg;f-..y i-lvi'ui:JL"9 6ffi 1 Cl)~fl::iffifg;f--.v-i,Jvui.ll. 
-=¥-fit , WJicififfi*~Mc)iffiFsffl-'f~iit.i· t:>m,i'2:' nt-: ':!fr~iffififfl~ifO):t, •y t- 17-:7 ,rw 
¥11~, liullcffi 1 Cl)B~ftiffifg;+--v-:t,Jv~1r L --C ~1§'9 -ti~Fs-'ff!,l: c, ~fl::.1mfg;Cl)t_:ci)O) 
•ttr¥!1i'ku'tim~iLx •y t-S:~, Wfllcffi 1 0Hi%fl::iffifg;+--v- :t-ll-0 ~1r L --C niJ!c.771 
79 ;t-J!,~@'.t::rPJtt--Cm{§ L, Hi%ftiffi{§O)fc:ci)C7).ffffl~kuJ;6:g:;.< •y t-S:i', IJIJ 
tcffi 1 Cl)llf%1bl1Fs+--v-i,Jv~1r L l lJ1Jgc771717 ::t-Jy~@'.f.i>G~i§T 6 =- C t::J: tJ 
, Wftc7 7179 ::t-Jv~@'. c WJ!cftlfi.5K~i!'iF's"I--C··ffi 2 0Bi%ftiffifgf---v--:t,Jv~lii.ll.T 6 ffi 
2 0Hi%fl::imfi+--v-:t,,vffv:-'f~c, WJ!c:t, •'/ t- 17-1/'fflfflt::£--5 < 7, 1 79 ::t-,v~ 
@'.ffj!J:flll,f11%i', WJ!cffi 2 Cl)Bi%1tiffifg;f-..y i-lvi-'1r L --CWJgc.7 7179 ::t-Jl-~@'.t::mf§ 
T 6$1J:flll$%~fg;-'fr9:t ~*T 6 C:. c i--*r~t T -t>ftifil.5K~rlic L --Cffin!tT 6 C:. t i-c-~ 6 

(0011] 
:it-:, WJ!cififfi*~MtL wrtciffifg;ffi-'f~iit O)Jffifi0t-:&')t::1m1i~Ni~5:i:'.~£,~t --t 6 

7 71 717 ::t-,v~@'.CTlffl¥!1~:t{';ip;iLt.:7'-)';'(-:Zi--1f L, WJtcffilJVfll$%mfgi-'ffltL 
IJfJ§C.7·-;7;'(-:Z i--~~T 6 C:. ct:: J: tJ :&!tti Ltc: 77179 ::t-Jv~i!'it=M L--CWJtc7 7 
1 7 r'J ~ - Jv~@'.ffilj:flll$% ~ mfilT -iS J: -3 t::ffinx: L --C b J: ~ , " 
( _JEB}JCl)WJ:m] 
(0012] 
*§EaJit::J::ntf, l!ff%11::iffifi+--v-i-A,~1r L -c!lffij*~NfiJ,t:, 7 7179 ::r-,v~i!'iffirJm 
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i::7117? :t--,v~ii:ffirJ:fllll1fid'f~mf§ L, 7117? :t--Jv~ii:•-c-tL 711 7? :;t -
rv~ii:ffi'1tfl'llim4r~!'fnJ-t 6iJ•a:ti00'¥rJ5E~fi-:, t:.___l-e:iffifinJa~5E~fi-3 ~ t t Lt:.0--c-· 
, 7117?:t--,v~ii'.0m,1m~t11a"Jt::t=t .17t:::11=-3 c:. tiinJtiV:~{S O J:-:>-C, 111:* 
:JJH1H::i:Ht {S;f1Jf£'tt!:OJ1~6-'?t::'f .1 ') 9- 1 ____l::_O)Fc,'jJm:IJ,Yfli.R6.h{S ◊ 
( §EElJ] ~*»&T 6 t~i\bO)jij§!O)jf:;~] 
( 0013] 

J;Jr, 2fs:J'.eBJ]o)*»&01f3~~1:Rl~~mt L-C!.!lBJl-t o O :ii", 2js;J'.eBJlOJ7, 17r'J :t--1v 
~ii:ili1Jtlllttt,t10WJttt ~ {St:::'f .1 7::Y-jl +--v- :t-,vm~ttUrt::---:J 1, •-C!.!lBJl L, f-CTYtti::, 
7 J 1 7? :t- -,v~ii:mlJtlllttt,t-it::---:J\. ,-c!.!lBJl-t {S 0 

(0014] 
( t::'f .1 T'r·-jl+-.v- ;t,;i,,ffi~ttt,t.j) 

!:RI 1 tL t::'f .1 1::Y-jlcf--.v-:t,1vm~tt:fil'iOJ:ffl:f~~!.!lBJJ-t-5t~ilbo)l:RI-C"c:!i'> -5 0 

(0015] 

!:RI 1 t::~-t J: '3 (;:, f1Mi* 1 t tfifi7K 2 t OJFt:i'Ji:: t "/ 1/ a Y'iff!ll"IT-J \ 3 ~ !~ii: L, flifil* 1 
-t "/ 1/ 3 Y'iff_!!!"lj--J \ 3 -tfifi7K 2 r's'jc·, f!ifil7K 1 -ti:ffi7K 2 r's'jO)j''--fl 7"c :t',Jl,,;ffi~O)t~ilb 
01/::,··1- 1J ::.,::,·· c Fa-%-¥J11Ji) ~*fi L, ::;:-·-jl +--v- :t,,vffl~ftttt •'J 1/ s ,:_.df1ffJ;"lj--1\ 3 

~ ft6 i"t::fiifil7Kr's'jO)h 'Z:'"r:- jl :iffi(i ~fr '3 ., 
( 0016] 
1/ ::,··1- 1J ::.,::,··t::i:5\. ,-c t:L :ii", !lffi7K 1 -t ''/ 1/ a >"'iff£"IT-l\ 3 r's'1, t •y 1/ s >"'iff_!!! 

-J;T-l\3-f!ifil7K2r's'j0)::g..z,"(·, IP s e C~O)B!-%·fl::JD!1i~1'h t~d)O)l!ii-%ffltffi¥&0)3t~ 
, ffl]:j_JN![iJifih.h-5 ., f- L-C, !lffi7K 1 -t •y 1/ a >"'Wf!ll"IT-l\ 3 r's'1, t •y 1/ a >"'iff_!j[-J;r 
-1.:: 3 -!lffif* 2 r'dJO)::g..z,--c-·:u'{fv 6.ht~t='f :i. 71/-7··1- 1J ::.,::,··+"" i,Jt.·~ir L -C, t ''.11/ s 
Yiff_!!!-l;r-/\F"-.O)::gl'Ju-'fri.:L !lffi7K 1 -)'!ifil*2 r's'jO)t='f :i. 77''--flcf-"c t,Jvlii:ftO)t~i\bO) 1/ 
::,··1- lJ ✓ :7'iJ{*1T 6 :i'l-5 0 

(0017] 

f1Mi* 1 -t "/ 1/ s /lif_t-it-10 r'dl, t ''11/ a Yfif_!!!-Jf-J\3 -)'!ifil*2 r's'1t·0t=t :i 7 
s-f-r 1J >"?·+ ... :t,1v-!ii:ftt::tsn61/?··1-JJ ::.,:7·i::J: 0, t ''/1/'" ::/iif_t-lf-J\3 ttllM* 
1 c 0rnL t ,,, 1/ 3 >"'iff_l-Jf-1 \ 3 c )'!ifil* 2 c 0rnJt::;B1, •-Cffl1:U2filt::~-5 < Faif!]Jfflf*:b' 
fli:ft ~ .n -c i.,, o t:. ilb, f1Mi* 1 t !lffi* 2 t 0rm--c-· i filfflfm1*1'.liff:ft 2- .n -c 1, ,-5 0 

<7:t::, !lffif7K 1 -t ,,, s.-· 3 ::.,fgt_t-i;r-1\ 3 -!lffij* 2 r's'j0).iffifi01/-7::., 7.. ~ !:RI 2 ~~mt L 
-c !£ElJlT 6 0 

(0018] 

::g.)'!ifil*tL t "/ s- s Y'iff!ll"lj--1\3 t 0rm---c:·s-f1- 1J ::.,;,··~*fr-t -5 >:7··1- 1J ::.,;,·1u1~ 
,t::'f:i.73/-?+""*~~1rL-C3/--j!:iffiFa~fr-3~ilbOJRW,&Y77lJ7-1/sY 
~frmx. -c1, ,-5 0 :£ t~, t ''.11/ 3 Y'iff_t"lj--1\ 3 LL 1/7'T 1J >"?··~::g.f1Mi*t 0rm---c·*fr-t 
{S 1/::,··1- 1J >":7.fi!Ut~, f1Mi*r's'10)timnJa~'f!Jltlfi'" 6 tim* lJ 1/-ffi1Jfil1Jff&l'I~, ::g.Yiffi*~i?J!rE 
T-5t~(ll)O)f,2fiHr&l'I~, !1ffij7KO)::gWJt,,t:, I P7rv7..~.Qx1t-t6::gWJtrJ¥iRRW, &U', f?J![ 
O)f~ilbt::ffli.,,-5 ID, r,7..17-r~r~IRT-57"'--jl-"(-;:z, ::glfr_fc; I P7rv7..~x;J"J,5ft 
it-Ctiiiff'JT 6 7'·-jl.r-z-7..~~1Jffix. -c ~, 6 o 

(0019] 

l;RI 2 {::~i'° J: 'J t::, :£ T, !1ifil7K 1 -t •y 1/ a >"iff!ll"ij--J \ 3 r's'j-ZS· I P s e c ~O)B!-%:iffi 
1i-za·m i., •offltffi¥N < llii-%¼~:1:tmtm0ffiw- > 7>:x:.=1#!~::r=h c:z -r ,:, 7° 1 > 0 f-O)ft, El '.fro) 

I D, 1,;:z 17- r ~%tl'ffiffl~llii-%1~ L-Cfflcfci!lYt::mfiT 6 c::. ct:: J: VJ, ffl1H=i2filf~1T 
'3 c::z ::;- ,,, 7° 2 ) 0 t2!rEfttL t::'f .171/ 7··1- 1J ::., ::7·+"" :t,,viJ"-lii:ft 2-.nt~:i:tn11t ~ VJ , 
f-0)1-"c:t,Jv~ m~ 1-C, lGffi7K Ui, ::gl'JIJ t I P 7 r v;z ~t '1/ 1/ =1 .::.,fgt~-i;r-r, 3 t::xt L 
-c mfi L, t .,, 1/ 3 >"'ifI_l"lj--1" 3 tt f-.n t:>01r:ii~fi '3 < 7.. ::;- ,y 7 3 ) ◊ )'!ifil* 1 O);iff!fi 
fflcfcc ~6:f!lffi7K 2 t-c '1/ 1/ 3 Y'iff_l"lj--J'\3 r'e'jt·i, [A)ffl01/-71/ 7-..iJ>'.~fr2>.h, ~* 2 
O)::glfrJt I P7rv7..iJ>t•y1/3/"'gf_l"lj--/\3t::-'frill2>.h6 (7-..9-·Y7°4, 5, 6) 0 

(0020 l 
+0ft, ~* 1 iJ,tf1Mi* 2 •"'-0tim~>1u:i1 .. t=t .1 71/::,·-1- 1J ✓:7··+"" :t,1v~1r L -cm 
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(§~h-b (;7,.Cf-·17°7) " fj],ri:~;:JH;:LL f!ffit,t~20:-g;W)):B'IJ~Jffi1§ffi0il!'tf!'¥& (Bi'i~tm~ 
retffl01tw¥&) iik±h-6 o ti®i:~j{~'3tf§Lt.:t •:; S,, =1 >'"iifl-t,t-r{ 3 U:, f!ffi* 1 ti 0 f:> 0 
ti®i:~j{(;:rffl L --C, l!ffi* 1 i;i>ll,!l/;:~":)\. 1--C 1,, •~\. ,..:. t ~+ x. ·:; Y L ( ~fg~~'Ffit;+ x. ·? Y ) 

, ]I!(::, tim;r- 1J S,,-i!i,Jfi!IIU1t~ fflPZl!ffi* 1 c)!ffii* 2 t 0timti,ttnJ~h -c 1, 1 -bz.i,z+ 
x. •:;Y L C:::t..Cf-·'17°8) , ~nJ~h--C\.•htL ~1:JrJfr!;iRJ~~zffl1,,,--c7"·-:7,...z-;;z:~-:®~ 
T 6..:. c (;:J:: fJ . f!ffi* 2 0~ 1FJ:b>0f!iit* 2 0 I P 7 l< t,· ;;z z 1&:fi L C7.. Cf-•:; 7°9 ) , --t~ 
:i 7s.,,:,,··-r 1J ✓:,,··+-'c .t,Jvz1r L --Cfllfi* 2 A..fi®i:'.il.5J,zq!i*T 6 (,7.. T '1/ 7° 1 0) 0 ..:. v') 

t ~. fliffi* 10 I P7 l< t, ;;z l>flifi*2 (::.~Fe~h6 o f!lfi7K 1 tflfM*20ti®i:h'ifnJ~h--C 
1,, •~lthtf, flfM* 1 0ti®i:~j{t::JJeN~ h6 ◊ ,:_ 0 t ~ , fifM* 2 t::00-t 6 1FFi¥NUftoo* 1 t::. 
a:£:< *f§~ h:{( 1,, 1 0 

( 0021] 

ti®i:~j{z'3tFs Lt.:flfM*2 tL ti®i:~j{(;:X'f9 6Ji6~t L --C, ~.iB!f§ffi0tmffi¥Nzk 
tsJiiS~ ;,< .,,--1:c-Vz--tc:t- :i 7 S,,?'-r JJ >' :,,··1---y .t-lv ~1i- L --c --1:c •y s.- =1 >''Wf.lll.-tt-10 i::.* 
(§L C7..Cf-·17°l l), --t•:1S,,=1>''Wf.lll.-t,t-1\3b>'f-0Ji6~;,<•:;--t-:: . ./zftoo*U::.it6 ( 
7..Cf-·?7°12) o ..:.0t~, ftoo*20I P7J<L,7..'l,Jjjj*H::*f§~h6o 
( 0022] 

J;JJ::. 0c¥JIJH::. J:: iJ , ftoo* 1 c flifi* 2 t 0Fs11:·0B'IJ~fl::JffiFsb•nJ'lft t ~ 6 ◊ T~ h ~, --t 
~ :i 77"'-:71---Y .t,1t,:b•ff_ft ~h, rJiJl03/-:7JB!f§b{;fi=h.n-6" 
( 0023] 

:z Cf- •'.f :r 1 , 2 &lF 4 , 5 z i1--c t ~ :i 7 yy··-,- 1J >' :,,·+-'v .t,1vb'flUL. ~ .h --c i.,, -b t 1.,, 
--3 ..:. C tl:' fiiffi*- --t "./ 1/ 3 >''Wf.lll.-tt-J \ra"J-C•'ffll[(;:f,2fiEh1JJx)JJ L --ct:; 1) ' 1§:f!Jirfflf*z.i{p;;t V 
L --c \, 1 6 t I,, 1 'J ,:_ t 1:·s 6 ◊ ftoo* 1 ---t ''/ 1/ 3 >'>gfli!-tj--}\ 3 ra,' &tf'ilffi* 2 ---t •'.f 1/ 3 

>''gf.lf[-tj--/\ 3 ra,0)'1§-1< t·..:. 0 J.: --3 ~rfflf*z.i{ret_ft Lt' It 1 0 01:·, ftoo* 1 t ftoo*2 t 0ra, b 
ffl]H::f§ffi--C'~ 6 rffl~c ~6..:. t b>f:,, ;;z T '1/ 7"7 J..:J.lf$t:L -fRv')B'l}~{l::JB!f§c'ffll,, ,f:,.h 

6 tm?Zffi.c¥!1JLt 1) fmllltHI:: Lt.:c¥JUff ffl\,' 6..:. t h•nJ1.it C ~"? --c \, l 6 0 

( 0024] 

J::.icO)S,,-7>';7,.z'jff~T6c¥ffic L--C, SIP (session initiation protocol) z 
flt~ Lts.::70 f' :]Jvz ffl\, •6..:. t b>nJ~t·S6 0 '9,:£,Vi:,, t '1/ 1/ 3 >''Wf.lll.-lt-J\3 z s 
I P7°0~:;..,;-tj--J\c L--C~~~-1±. s I Pv');,{ •y--t-S/t::J::.ic0c¥J1Jic·-'?tJJfxlJ~:r ... 6 

1FFi'illH.· k ~ -1± 6 ◊ 
(0025] 

2:. O)t!;i;' --tc:t- :i ;S,,?''r 1) ✓ :,,··1--\7 :,r,Jvv')ffftN:V~WJ~jjv')t_:b')?::.R E G I s TE 

R;,< ''I --t-Vz fflt,,, ftoo* 1 -flifi* 2 ra'l0--t~ .2. T-r-:7 +-v- .t,JJ,ff_ft0ts.::b')(;: I NV I 
TE;,{ ·?--t-Vzffli.,,60 s I Pzffit,,6t.!;,~v')y-7>',7..p,,!Jz1213(::~'9◊ 
(0026] 

1213 t=~i"p,,tJtL t~ :i 7~1---Y.t-1vt1f®i:~ht.:~JJcO)t •:; 1/ =1 >''Wf.lll.-tt-1"~ttEB 
L --C, S,,:,,··--t- 1J Y fz:fr-3 t.!;.g;.7>1Jilc·S 6 0 1213 t::.~-tS,,-7 >' ;;zt;:t:;1., 1--C, ilffi* 1 0 I 
P7Jq.,;zi),2001: 1234:: 10, t·?Y=1Y'Wf.lll.-t,t-1'\A0IP7'Fl.--;7,.b>2 
001: 6789:: 5060, --t-:;S,,=1Y'gf.lll.'1J--J'\BO)I P71<v:Zh>2001: a 
b c d : : 5 0 6 0 , ftoo* 2 Cl) I P 7 J< v :Z ii 2 0 0 1 : c d e f : : 1 0 c· in -6 " 
( 0027] 

'1§-f!ii1\*t t 'Y 1/ =1 >'~ff-tj--J\ra'l(::tl:-f'bblilt ,,::. I D, 1,7... 7- J< zJ!licfli L --Ct:;~, ~ 
*c --t ''.IS.- 3 >''Wf.lll.-tt-1 \&')'1§-7.z !i. ffl-¥0 I D, ;,;;z 7- l< Z Eln'-0ic11:i5%ii:i::.ttiRT 
6 o ±ts.::, t ''.I 1/ =1 >''Wfl-t,t-1'\A t t •y S,, =1 >>gfll!'lJ--1'\BO)rdJtL TL S~O)t~ :i. 
7:{(1--'c.t•1vz1r L --cwfizt=r.:s 0 

( 0028] 

±f, ftoo*L 2!.:i, REGI STER;,{•:;t-Vzffl\,,"(, --t•:1Y=1>'>gf.lll.;,t-1'\c; 
0--t~ :i 71---Y :t,Jl,0/iM_ft, &V< ( S I P (;:~~Lt.:) ~WJO)~jJz--t •:; S,, =1 >''Wf.lll.-tr 
-J\A, B (;:fet L --Clr--3 ( ;;z T ·:; 7° 2 1 ) ( 1212 0;;z -r ·:; 7" l ~ 6 t::.ffl~T 6) o :{rt:;, 
..:. 0)~7J'-O)-'f:.Jllff i:: ":) 1.,, --c (.i1i (;: J.: ".J ffit:111 (;:j_!tEIJ-IT 6 Q 
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(0029] 

mi. •1--c' rim* 1 ii' Bff%Jffififfl0~'[1ffl ( [RJO){JIJtttf&Fm~if~jc_JltffiO)'rfffi) -$: s D 
P 1,7 ;,(-J' t L --nic:@Lt...: INVITE;,( •yt-:;),$:, )ljffi5K2 f,O)tim~jtc L. --C .. {!ffil 
5K 1 c. -t: •y ::/ 3 >~I.lll.-it-J '\ A Fs"!OJ t .::'f .1. 71/ ,;1·· 1- 1) > 7·'--f- -1: i,; v ~ 1t L 'Cit{iT -b ( Y.. 
7•;17°2 2) o -t: •y ::/ 3 :::..-,~I.lll.-it-1'\AtL I NV I TE;x •;1-t:-:;)~-t: •;11/ 3 :::..-,~I.lll.-it 
-J\A.. B Fs"!v-J-t:.::'f .1. 7~+ "7 i,Jv~1t L --C -t: ·11/ 3 >~I.lll.-it-1'\B {::~mT 6 ( Y.. T •;1 

7°2 3) 0 

( 0030] 

~:B .. tlim5K 1 ip t:,O) I NV I TE ;x ·;1-c-S.-'·t::!;tRoute-Securi ty.....,__ ·;1 7··il,k'.th6 o Ro 
ute-Securi ty.....,__ "I -JI' i} f11Ja ~ h --C ~ 1 0 :i%i'i, -f 0) I NV I TE ;x •;1 t-:;) ~ ~{§ L tc..:~l!f 
t± .. Route-Security.....,__ •y .y··: (7 f v .:::Z] t•;if,~h --C \,, 1 6 7 f v .:::Zil•G ~~~iii£ t•OJi!f:!m 
i;;>t .::'f .1. 7~ b OJ c· &'} 0 i.P t 3 fp ( 15'~ j_ !;f I P s e d:: J:. 6 Bff%1t.t;;,~ ~ h --C 1,, 16 ii> c· -3 
i;;>) -S:+ x •;17 L .. -t:.::'f .1. 7~l.iO)c·&'}nf;f-fO)Route-Security"'--•1 -Y"~-f0)£ i~L--C 
> •y t-:;)-t:!liimT 0 0 :tt...:, !liimn;t·Nf:Htb,t.::'f .1. 7~ i O)c·&'} 0 il·c 3 ii·+ x •1 :1 -s: 
~T-b t~-&rt::!.L Route-Security"'-- •;1 .y·· : (13 ?J'--,:7)7 f v .:::z] ~-f11JU Lt...:> •;1 t-V-t: -f O) 
~mn;t::lliimT 6 o J;6:'@'f ;x •;1 t-:;)i::t± .. Z:.hi t·i::f12':tlf.:Route-Securi ly"'-- ·1 -Jl'b,-f 
O),i .i {12'h --C i:5 IJ .. ,:.ht:: ct IJ .. ;x ·;1 t-s--0·;t;,t.::'f .1. 7~tI.H%~1t !__. --C!l!im2'tlf.: b 0) 

''C-&')6 Z:. t b{;i-::ib"o o 

(0031] 

t '>' ::/ 3 .:;,...~I.lll.-it-1 '\ B tl:.. ltifi5K 2 i:: .. )ljffi5K 2 t t •;; ::/ 3 :::,.,~fl-it-1" B Fs"!OJt .::'f .1. 7 
1/:7··1- lJ :::..-,;1·+·'t i--Jv~1t L--C I NV I TE ;x ·1 t-:;)~:itftT 6 ( Y.. T •;172 4 ) o ~ 

h .. t •y ::/ 3 :::..-,~I.lll.-it-r;;A&V:-tc •;1 ::/ 3 ;:_....~.lll.-Jt-J'\B (;:.t-31,, y·l)/jffi5K2 G'Ji;ITTJ~~:Q'~ 
~h --C \i 16 ◊ I NV I TE;x •;1 t-:;}~§tFs Lt...:tlim5K2 i:L Bl'}%Jffi{ifflO)j!!'[fffl~ SD P 
rF:> ;,(-J' c L. --cku.LD'.'@:;x •;1-tc-:;}~)/ffi* 1 t::[PJw·ni1t--t 6 (;.z ::;- -;17° 2 5 > " -f L 
--C .. -fOJJ;L.:'§;x •;1-lc-:;)(j:, I NV I TE;x ·:1t-:;)c[l't]t1L--- r-J:::..~~G'J1f[PJt::~tftL 
, t!lfil5KH::mfi~h6 (.:::Z7•;17°2 6, 2 7) o 

(0032] 

-fOJftL -§tfiuinr.?. (ACK) ;,( ·;1 t-:;);9iftim5K 1 b·Gttlffi5K 2 t::mfi2'h (AT '1/ 7° 2 8 

~3 O) .. rim5Kl b'!ffi*2 tOJFs"!OJBff%1Llffifi (fJILttO P s e d::ct6Jffi{i) b>r1Jf:mt 
1£00 
(0033] 

[Rf 3 O);t_ T •;17° 2 1 t::}Ht 6 REG I STE R;x •;1 t-::)0)::/-7 ✓Y..tj: .. wtJx.tf[RJ 4 

(;:;if,-tJM ".) --C'&') 6 0 

( 0034] 

Z:.O)±i-&r .. if, Bff%JffiFsffl (IP sec~) O)~•tl'iffl~kUREG I STER> -:,t 
-:;)-$: .. tlim5Kb· 0 t •;1 1/ :3 >~f.lll.-it-1 \ t::mfIT 6 ( .:::z ::;- •;1 7 2 1 1 ) ◊ t ·1 1/ 3 >~f.lll. 
-it-1'\U, -fO)J,6:'@'fc L --CBff%JffififflOJ~1tl'iffl-S:*ts.LD'.'@:;x •;1t-s.-~~l'lffi*~;:~T ( ;.z ::;-
'>' 7 2 1 2 ) ◊ mi.- 1--C .. ttffl*!i, t -;11/ 3 >~f.lll.-it-1"b"'ttlffi5K~f!.?.filET-iS t...:li:>OJfr.?.!rEffi'ri 
ffl~ktf REG I STE R;x •;1 t-1/~ -le ·1 :;,..- 3 >~!.lll.--Jf-J\t::mfiT 6 ( .:::Z T ·17° 2 1 
3 ) ◊ -t: •;11/ 3 :::..-,~I.lll.-it-1'\U-f OJ.LD'.'@: t L--C, t!lfil5Kh'-tc ·:11/ 3 >'irfll-it-1'\~fr.?.filE--t 6 
tc..:li:>t::;Q:",~'£fr.?.trEffl1tl'iffl~ktrJ;6'.'@:;x ·:1t->~t!im*t::m1aT6 (.:::z::;--:17°2 14) o J..i 
1,, 10Jfr.?.filEb1lf:X.ht.::f£, t.::'f .2 7 ::/7·-r 1) >7'-1-----Y ;r,;H::ct 6 Ri%1Llffifii;;1nJtn ~6 o 

(0035] 

-fOJfili .. 1,7 •;1 t,-i),t.::'f .1. 71/,;1··1- 1J ;..--f+-1: i,JL--~1t L --CBff%1t. L --C m-§tfi2'h6 
tc..:li:>, Jffi$0RE GI STE R;x •;;t-V::/-7✓ .:::Zt::ct 1)i;ITTJOJ1Uli;;>fibh6 (.:::z::;­

'>' / 2 1 5 .. 2 1 6 ) 0 

(0036] 

f£filEffl1fi!Hi, ID .. J'\Y..''7-f~~*U11ffic·bct\iiL .. filEEl)J~ (X. 5O9filEEl)J~ 
~) -z:--· t, J: i.- 1 o i tc..:, Bi%JffififflOJil!M1fflO)~O)tc..:/i:>t::ffi1,, 16 ;x ·1 t-:;),::f¾l:frEJijfflffl 
rnrEsJJ~) -t:k/Jb --c ti ct\,,, 0 
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(0037] 

<.X(:., ;,,:-f--J-- ') :.,:7·•7oo r :1 Jv t L '( s I p Z' ffl\, •0f~15'0):e-~clfO)M'flli7''o •;1 :7 Z' L'RI 
5 z-~~L ziJiaJJT 6 0 

(0038] 

-t •;1 ':.,, 3 1/liflll:·tt-1{(:t, 0'1 ( .:x •;1 -t-:)) 0)£mO)t,.::Y)0)711fllHifi 3 S I P 7oq:- ':.,, 
, SI PO)i;WJlriiz-11'3 SI PL,,:};:( r-7, ID, )\;:(9-r, L L<UfilBJj~~z-m 
I,,\'( :e-~:7[~,7JiBiiEz-:fr '3 !BiiE=c 1/.2.-Jv' I p s e C ~O)B'!}-%11::.iffifgz-:'.fr 'J t,.:Y)O)l!i-%11:: 
=c:) J__-,vz-flL Z\. •6 C 

(0039] 

i.t-.::, :@.~.5Ki:t, -tq:-J__ 7--r'-5'-f--v-.t,Jl..,_f:_l··O),iffifgz-:fr'3Mit&l, I NV I TE.:x ·;1 

-t-:}O)m'3tft~RE GI STER;,< ·;1-f::-:)'O)jff'IT~z-.il;t.l' S I P t:.~-5' < ;,( •;1-t-:) 

.iffiftz-11''3 S I P M1!'~$, I D, 1,;z ?- r, b L < ttfilBJj~~z-JijP'(-1:: •;1;,, 3 1/'iffj[ 
"1;-1,0)fZfilz-fi:it~iiE=t::./-1-Jk IP s e c~O)B'!}%11::.iffiFaz-1'r3t,.:Y)O)B'!}%11::=t:} 
:x.-Jvz-fll z1,, 16 o 

(0040] 

< 7 7' 17? ::t-,v~clfffilJ:ffW¥>tvH') 
<xi:., *JflBJJO)~:fif!iO)Jf:{fi&L:i:5 It 0 7 11 7? ::t -1v~clfffi1Jmitt1Jf.iO)l'f~(::-:)\. i-Z-iJiaJJ 

T00 ERl6 (a) t:.~T J.: '3 t::, 77'·17'7::t-,v~cliA ( 1 0) O)j!jr,rt:.;boftifil.5KA ( 
1 1 ) t, 7 7' 1 7'7 ;r-1v~clf B < 1 2) O)Jllic.rt::;b 0)/jffi*B < 1 3 ) t t,{:iffiftzfi 3 
;J:fr&'i(::iitt 6 7 7' 17'7 ::t-/v~l!iffilJ:ffEllz-W!J(:: t 1nJlBJJT Q 0 

(0041] 
Efil 6 ( a ) O):fflnx.(:.;b \. i '( , 7 7' 1 7 '7 ::t - Jv~clf A, )/jffi.5KA, 7 r 1 7 '7 ::t - Jv~l!i 

B, Yffi.5KB.:TJ:@.~tL _l:_5£Lt-.::ttifi.5Kl, 2 t[oJ~(::, -tq:-J__ 7':.,,f--J--') 1/:7'-f-C\'.t,Jv&tf' 
-tq:- J__ 7--r·-7'-rC\' .t,JJ,,z-:ffl~T 6 t11HiEz-fl L Z :t3 1J , :@.«- ;,:i{-t ·1/::., 3 1/'iff!l-tt-1 q 5 

t-tq:- :i. 7y:7··-t-1J :.,:7·-1-C\; .t,,vt::J: 0 ttt1fiifflli't'•;b6 ◊ J::Jr, 7 7' 17'7 ::r-,v~l!iiB'l 
:ffWO)-¥Jlli((;:-:)\,,'(, llil6 (a) ~i:msz-~~LziJtaJJToo 
(0042] 

;:z -r ·'/ 7 1 ) llil 6 ( a ) (;:jc3\, ,'(, ~ f', 771 7'7 ::r-Jv~l!iA, tiffl.5KA, 7 7' 17 
'7 ::r - 1v~clf B , ftiM* BO):@.«- t}, Lm 2 t=~ Lt-.:: ;:z -r "1 7° 1 ~ ;z -r ") 7 3 t fol~O) ;,,- '7 
1/ ;:z i-'~fi'T 6 c: t t::J.: IJ, -1:: ''/ 1/ 3 :.,'iff£-tt-1{ 1 5 t O)rnJ't'•-t::'f :x. 7y:7··-t-u 1/:7·+ 
Cl; .t,,vz-liiiL L i;WJ t 7 r v ::z z--t •:11/ 3 1/'iff£-tt-1, 1 5 t::mftT 6 0 -1:: •'/ 1/ 3 1/li 
f£-tt-1\l 5 't't:L i'rWI t 7 fq/ ;:z z-ic1!f~l!ii-::ic1t-t 6 C ~ii, 7 r 17'7 ::r-1v~l!i 
A, B b"-1:: ''/ ':.,, 3 :.,'iff.111.'IJ--J\l 5 c O)ra'n•-t::'f :x. 7y:7··-t- 1J 1/:7'.f-C\' .t,Jvz-lii.ll.T 6-¥ 
Jlli!z-lffltiaT o;, 1 21/7U, W!J.z!J7 I 17r'J ::t -1v~clfO)~iimz-J...ht-.:: t ~ t T 6 c: t 
fJ'>'{''~ 0o 
(0043] 

.7.... T "I 7"2 ) ®j;\, '\'(' llil 6 ( b ) t=~T J.: 3 i::, ~*B ;,j{' 1iffi.5KB t -1:: ';/ 1/ 3 1/'gfj['IJ­
-J\ 1 5 !m0-t3f :i. T3/:7'T lJ 1/:7 •• -1-f .t,11,,, &7.f-1:: ·'/ ':.,, 3 1/lif!l-tt-1, 1 5 t ftifil.5KAra'i 
0')-1::=\' J__ 7':.,,f--}-- l) 1/:7'.f-"17 .t,Jvz-ffl~ •l' ftlfil.5KA(::t,t Vcti®i:~jtz-mf§T-t> 0 C: O)fi 
WJE~jtt::tL 7r17'7::t-Jv~l!iffitJ:ffWt::£,~~ftlfil.5KBO).t,·'I r-7-Y'tffffi (mfg;jf;I P 
7 r'. v ;:z, ,t:- 1-- ~) c, l!fi-%11::;BlffifflO)~tittflh{.il,~;h.6 o ~ii, 7 7' 1 7'7 ::t-Jv~ 
cliA!:t, -1:: ·'11/ 3 1/g"f.111.'IJ--J\ 1 5 ,J"i:,O),iffifgz-.iffiT J.: 3 t::~]E't,'>~~h l ~ lQ O [oJ~t:: 
' 7 r 17'7 ::t-Jv~cliB b' -1: ';/ 1/ 3 1/'gf!l"l;-J\ 1 5 t,>J::,O),iffifgz-:iff!T J.: 3 i::f~JE'b{ 
~~h-Z-\.160 
(0044] 

AT·'l7°3) 1xt=, l:m7 (a) t::~TJ:'31,::, ti®i:~jtz-'3tfg;Lt-.::~.5KAti, ftifil.5KBO) 
.t, ''I r 7-:7ffifflt::~-::5 < ffilj:ffW1f11-fi'tf.-, ~.5KA t-t •:1;,, 3 1/'iffj['IJ--J{ 1 5 ra'i&tF-1:: •;11/ 

3 1/lif.111.'IJ--J\l 5 c 7 7' 1 7'7 ::t-Jv~cliAra'i0)-1::3f -1 7y:7··-t-1J 1/:7··+ C\' .t,Jvz ffl\,, • 
'C 7 r 17r'J ::r-,v~l!iAt::m{tT o ,. 7 r 17'7 ::r-1v~cliAt:t, ..fO'>ifilJ1ffll'fflJ-fi'ti-it@: 
-t 61J·i!'fti,o)'f:1JIDrz-:fr~ ,, lff@:T 6t~15't=~*B 7J•b0).iffirai-itn:r-t 6 J.: 3 t=!~JE'z:ff 3 
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0 .:cc1:rr£, i,1m-$-'it~~tt Ante:'§' ~Jffi't[]T 0Jii5~:t.i, _ t '1/ 1/ a >'wr.1I1:-it-1\l 5 ~fr l 
--C l'!illi.5K A t::;;g 2' h b o ~ J:3 , ffi!Jf;fll-$% ~ ll-'F~ l ~ ~ ,fii'it::ti, 7 7 ·1 7 l"'J :t - JI,,~@'. A (1) 
___r_llc~Jf:'.l:l:fi;bf'' ffilJm-$%~?-'F~ L~ I, ,g(l));D~:f.i{ffi.5KA(::jg 2'hb ◊ 
(0045] 
:Z T ·1 7" 4 ) rRI 7 ( b ) t::jf;T J: j t::, l'!illi.5KAtL ~* B ti• G (l)cfJ:m~j{ ~~It >-:htc:: 

§'~jjs;T~j(~}_J;t~~t ''.I;;., a >fgfj_-lj--J\ 1 5 ~fr l-Zl'!i/li.5KB /,=i~:H°§T-ti" C.:.(1)~, 
l'!i/li.5KA § !,J'OYt, ·;., l-- 7-7 1tl1fffl t ¼J!!fflffl ~ l'!i/li.5K B (:: f~ i_ b 0 

( 0046] 
~J:3, ,0~·ccl)htf _ tlilli* B 0Jfl!!lt=t11, ..--ct, 7 T 17l"'J ::t-Jv~@'.B ,::x-tT 0tlilli*A 

iJ,t:,(1)3:ffifg;f-'friJ~Jf:'.~fi 3 o !3.~1'!·1{::tL l'!illi.5KA7J'7 T 1717 :t-Jl,~@'.A(l)!~Jf:'.~fi '3 
fl.,i';-c [AJfiK(1)1Ja;;Z·, ~j(~},_JiD~(::*:ih0l'!i/li.5KA(l),:r, ·;., l-- 7-7 1tl1ffflt;:~--5~, l'!illi.5K 
Btf7 T 17l"'J :t-,1,,~@'.B i=t-t l zt1Jff!lllf11%~z1t-t 6 C .:c L z, 7 Y 17l"'J ::t-1v~ 
@'.B (l)f1i1f:'.(l)fff:.?.~fi"'.> "Ch• G~~(l)illHi~lfflt!aT 6 o 

( 0047] 
l'!i/li.5KBiJ>7 7·1717 :t-Jl/~@'.B(::$1Jfi!lllf11%~mfiT 6 C.:. t t::f-t;t Z, l'!i/li.5KAiJ>7 71 

717 :r -Jv~@'.B t::ffi!Jff!ll-$%~.i~fiT 6 = u::J: 1J, 7 71717 :t-,1,,~@'. B(l)lliJE~fi 
3 c.:. c b -z:·~ b ◊ 
( 0048] 
:Z T ·1/ 7" 5 ) mlt ,"[, [RI 8 (;:jjs;T J:: 3 t::, 1n •t=~fg ltc:iit1twffl~ J:J:n •Z, l'!illi.5KA t t® 

.5KB C (l)fm'""(·tq .1. 7~ p 2 p ( e7•y-er) T"'.0 i',J!,,~ff.ll. L' .iBifi~ lffltlaT b O ii 
fg;:,j,t]Jlffi Ltc:fii'it::t.;L 7. T •;., 7° 3 c [AJfiRt: l Z, l'!illi.5KB ti1ffi1Jf;fll-$%~ 7 T 1717 :t-JI, 
~@'.B t=mFaT b,:. tt=J: f) 771717 ;t-Jv~@'.B(l)~Jf:'.~xt=~ L, l'!i/li.5KAiJ•C_:,(1)3:ffi 
fi~teNT bi'J~:ii~t=T b o 

( 0049] 
( ;;.,-7 > ;:t.._!3. f*fy!J) 

<Xt::, s I P ~ i+n ,tc:fJx§'(l) 7 T 1 717 :t-,1,,~@'.!151Jm:,,---:'.r > :Z(l)J3. rli:1JIH::--:J1, ,z fM 
aJJ-tb ◊ i1T, tq .1. 7;;.,:7·1- ~ ✓0 7-'1-"'.7;t-1v(l)h-~ffi1,,,zffi1Jf;f11~,fi:'3fylJ < !3.~w'Jl, rRI 
6 ( a ) ~[RI 8 ~ J:J:n •Z~IIJJ Lt,.:1}11{;:ffi ~T 6 ) t , ~* t 7 T 1 717 ::;t-Jv~@'.fmt·t 
q .1. 7-·t-J'+-v-;t,11,,~ff* L .:C(1)1-"'.7 ;t,1v~ ffl\. i-Z 7 T 17l"'J :t-Jt,,ffilJff!ll~fi3 iJIJ < 
J3. i*fy!J 2 ) t=--:J I, l '""(~IIJJT b 0 

(0050 l 
[ J3. i*iJlll J 

J3. rli:(Jlll (1) ;;.,--:'., > :Z ~ rRI 9 {;:jf;T o :if, l'!illi.5K B iJ1, t ·1 ;;., ,::, >fgf.111.'IJ--J q 5 ~ 1r 
L -Ztim~*~*U' I NV I TE;,( '1/ t-S:~l'!i/li.5KA t=mFaT b (AT '1/ 7" 4 1 ) 0 <Xt= 
' l'!illi.5KA7J>, 7 T 17l"'J::t-Jv~@'.ffi1Jm-$4t~*t1'1VIE s SAGE~' t •;., 1/ 3 >fgfj_-lj­

-;q 5~1rLZ7,17l"'J:ct-Jv~@'.At::mFaTb (:Z.7-:.,7"4 2) ◊ 

(0051] 
7 71717 ::;t-Jv~@'.At:L ttlfi.5KAfpi':,(l)~t~ffilJ1JEll-$%~~tt Ai1..6;!:l.,i';-t::t.L .:C(l)ffi!J 

f;fll-$%t::tt--:) Z~JE~fii, ,, t ·Y;;., 3 >fgf.111.'IJ--1{ 1 5 ~ft L --CffilJf;fll~J ... LD~ ( 2 0 0 
OK) ~l'!illi.5KA(;:jgT {7.7,;.,7°4 3) ◊ ffi!Jfi!IJ~AJ;5~-:!:-~1§Ltc:~.5KA~;l:, I NV IT 

E ;,< '>' t-V ( ;z T ·1 7° 4 1 ) .r-.....(1) JiD~ t L Z , ~3.K~AJiD~-:!:- , t ,;., ;;., a ✓''wf.f:-it-1 \ 

15~1rLZl'!i/li.5KBt::mfiL (7.7•;.,7°44), l'!illi.5KBtL ACK OMfiff*li-'FriJ) ~­
t '1/:,, a >fgfj_-lj--J\l 5 :!:-fr L- Z!'.m.5KAt::mfiT 6 ( :Z T ·17° 4 5) ◊ _l_lJc(l),¥J1IJH;:J: 
--?'""(' tlilli*A C~.5KBFs'i(l)tq .1. 7'r'-J'1--v-t,lviJ>ff.l[2':il.6 (7.. T ·17° 4 6) C 

(0052] 
___r_lJcO) I NV I TE;,( ,yt-S:t::tL tq .1. 7-r·-:Y'1-"'.7i',Jvffl*(l)t,.:ci)(l)iifffiffli=11a 

;t' 3:ffi1i7°D }- :1 JI,, ( t C p ' u d p ~) ' zfgjc ( ttlfi.5K B ) (1) 7 J-; VA' mFax;t:- 1-­
~:f.i{* :£: t'vt> 0 :it,.:' ~*~AJii5~i=u' tq .1. 7::P-7'+-v-t,Jvffl~O)t,.:ci)(l)iif'twffl:f.i{ 
*:ihoo :it-:, MESSAGEt::ti, 7,17l"'J::t-Jl,,$1Jm-$%~ffllvtTbfflffltL--C 
' 3:ffifi7°D l-- :1 JI,' z1i5c7 V VA' zfgjr;;f'.°- L ~1i5i: ( l'!i/li.5KA ) 7 V 1-, A' ~fgji: 
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:tt- 1', 1J :11.;;z r-iJ,Jitt§:o--.~;if.-tffltlL &r_F7 '7 ':/ a / rntJIJ, teN) ~0fflfRiJi*£. 
ho 0 ME s s AGE~ m~ ,t,.:ffj(Hifl!i'1f"fr0)-{JIJ~[-R[ 1 0 {::;if.-t 0 ~il.tL ME s s AGE 
OJ b o d y${::, Xl'v1 L ~ ffl~ Y-'Cifil-#~lli:3£ Lfc::{Jlft·2b •), 2 0 0 1 : 1 2 3 4 : : 1 0 
i),t,, 2 0 0 1 : 5 6 7 8 : : 2 0 A...O) t c p - 8 0 O)iffifgi ( h t t p iffifgi) 2-'llfJ!Jf!}:',E'. 
Tot,.: Y:>0$-# 2-' ;if.T ti 0··e 2b b o 
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International Preliminary Examining Authority ("!PEA") except that this does not apply where the applicant chooses an Authority 
other than this one to be the IPEA and the chosen !PEA has notified the International Bureau under Rule 66.1 bis(b) that written 
opinions of this International Searching Authority will not be so considered. 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Basis of this opinion 

I. With regard to the language, this opinion has been established on the basis of: 

the international application in the language in which it was filed. 

International application No. 

PCT/US 09/43790 

IB1 
□ a translation of the international application into ______________ which is the language of a 

2. □ 

translation furnished for the purposes of international search (Rules I 2.3(a) and 23.1 (b)). 

This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified 
to this Authority under Rule 91 (Rule 43bis. I (a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been 
established on the basis of: 

a. type of material 

0 a sequence listing 

0 table(s) related to the sequence listing 

b. format of material 

□ 
□ 

on paper 

in electronic form 

c. time of filing/furnishing 

0 contained in the international application as filed 

0 filed together with the international application in electronic form 

0 furnished subsequently to this Authority for the purposes of search 

4. □ In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been 
filed or furnished, the required statements that the information in the subsequent or additional copies is identical to that 
in the application as filed or does not go beyond the application as filed, as appropriate, were furnished. 
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Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

I. Statement 

Novelty (N) Claims 1-9. 13-21, and 25-33 

Claims 10-12, 22-24, and 34-26 

Inventive step (IS) Claims None 

Claims 1-36 

Industrial applicability (IA) Claims 1-36 

Claims None 

2. Citations and explanations: 
Claims 1-9. 13-21, and 25-33 lack novelty under PCT Article 33(2) as being anticipated by US 2005/02787 41 A 1 to Robarts et al. 
{hereinafter, 'Robarts'). 

YES 

NO 

YES 

NO 

YES 

NO 

As to claim 1, Robarts teaches a computer-readable storage media for interacting with multiple information forms across computing 
devices, the computer-readable storage media including computer-readable instructions configured to cause one or more computer 
processors to execute the operations comprising: authenticating a user ("viewer profile,• para (0080]); establishing a channel grid 
framework for the user on a first platform, the channel grid framework providing access to a first computer application displayed on a 
display device as a channel (para (0004]); deploying the channel from the channel grid framework on the first platform to a second 
platform in response to a user selecting the channel from the channel grid framework on the first platform and performing a copy operation 
of the channel to the second platform (para [00641); and establishing a run time application of the first computer application on the second 
platform (para [0064]). 

As to claim 2, Robarts teaches the computer-readable storage media of claim 1, wherein the user selecting the channel from the channel 
grid framework on the first platform and performing the copy operation of the channel to the second platform includes performing a drag 
and drop operation (para [0075]-[0076], (0099]). 

As to claim 3, Robarts teaches the computer-readable storage media of claim 1, wherein the channel is a computer application capable of 
at least one of launching other computer applications, receiving data regarding other computer applications, displaying streaming data, or 
polling external computer applications (para [0100]). 

As to claim 4, Robarts teaches the computer-readable storage media of claim 1, wherein the channel grid framework provides access to 
twelve channels conveying information ('Channel panel" and 'program grid,• para [0068]-[0069]; example displaying twelve programs. 
para [0095)). 

As to claim 5, Robarts teaches the computer-readable storage media of claim 1, wherein the first and second platforms comprise different 
members from a group consisting of a server, a network of servers, a desktop computer, a laptop computer, a tablet computer. a netbook 
computing device, a personal digital assistant (PDA), a telephone, a cell phone device, a handheld device, a smart phone, an interactive 
display, a portable digital assistant (PDA), an enterprise digital assistant, a personal navigation device, a network connected device, an 
optical disk player, an in-vehicle device, a set-top television box, a virtual machine, and a game console (para [0019], [0047], [0067)). 

As to claim 6, Robarts teaches the computer-readable storage media of claim 1, wherein deploying the channel from the channel grid 
framework includes: displaying an icon on the first platform, the icon instantiating a representation of the second platform (para [0085}); 
and identifying the selected channel from the channel grid framework on the first platform and displaying a representation of the selected 
channel (para [0071)); and dragging the representation of the selected channel out of the channel grid framework on the first platform and 
displaying a representation of the selected channel with the icon of the second platform (para [0075]-(0076], [0099]). 

As to claim 7, Robarts teaches the computer-readable storage media of claim 1, wherein the first computer application displayed on the 
display device as a channel includes at least one of a streaming video application, an audio application, a voice-over-IP application, an 
environmental monitoring application, a financial services application, an enterprise resource planning application, a building information 
modeling application, a product lifecycle management application, a project management application, an immersive three dimensional 
environment application, a video conferencing application, an RSS reader application, a channel application repository application, an end 
-user preferences and localization application, a word processing application, a spreadsheet application, a presentation-slide show 
application, an email application, an address book application, an instant messaging application, an enterprise content management 
application, a text application, a graphics application, a picture application, a video application, a remote control-interaction application, 
and a three-dimensional graphic visualization of objects application (para (0043], [0051], [00671). 

As to claim 8, Robarts teaches the computer-readable storage media of claim 1 further comprising computer-readable instructions 
configured to cause one or more computer processors to execute the operations comprising: interrogating the channel in the channel grid 
framework on the display device to evaluate content provided by the first computer application (para [0083]). 
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As to claim 9, Robarts teaches the computer-readable storage media of claim 8 further comprising computer-readable instructions 
configured to cause one or more computer processors to execute the operations comprising: configuring the channel grid framework to 
provide an intelligent alert object (para (0075]); comparing the evaluated content provided by the first computer application to a 
predetermined intelligent alert threshold condition (para [0080]); and displaying an alert condition on the first and second platforms when 
the evaluated content meets the predetermined threshold condition (para (0080]). 

As to claim 13, Robarts teaches a computer-implemented method for interacting with multiple information forms across computing devices, 
the computer- implemented method comprising: authenticating a user ("viewer profile,• para [0080]); establishing a channel grid framework 
for the user on a first computing device platform, the channel grid framework providing access to a first computer application displayed on 
a display device as a channel (para [0004)); deploying the channel from the channel grid framework on the first computing device platform 
to a second computing device platform in response to a user selecting the channel from the channel grid framework on the first computing 
device platform and performing a copy operation of the channel to the second computing device platform (para (0064]); and establishing a 
run time application of the first computer application on the second computing device platform (para [0064)). 

As to claim 14, Robarts teaches the computer-implemented method of claim 13, wherein the user selecting the channel from the channel 
grid framework on the first computing device platform and performing the copy operation of the channel to the second computing device 
platform includes performing a drag and drop operation (para [0075)-(0076), [0099]). 

As to claim 15, Robarts teaches the computer-implemented method of claim 13, wherein the channel is a computer application capable of 
at least one of launching other computer applications, receiving data regarding other computer applications, displaying streaming data, or 
polling external computer applications (para [01001). 

As to claim 16, Robarts teaches the computer-implemented method of claim 13, wherein the channel grid framework provides access to 
twelve channels conveying information ("Channel panel" and "program grid," para [0068)-(0069); example displaying twelve programs, 
para [0095]). 

As to claim 17, Robarts teaches the computer-implemented method of claim 13, wherein the first and second computer device platforms 
comprise different members from a group consisting of a server, a network of servers, a desktop computer, a laptop computer, a tablet 
computer, a netbook computing device, a personal digital assistant (FDA), a telephone, a cell phone device, a handheld device, a smart 
phone, an interactive display, a portable digital assistant (FDA), an enterprise digital assistant. a personal navigation device, a network 
connected device, an optical disk player, an in-vehicle device, a set-top television box, a virtual machine. and a game console (para 
[0019), [0047], (0067)). 

As to claim 18, Robarts teaches the computer-implemented method of claim 13, wherein deploying the channel from the channel grid 
framework includes: displaying an icon on the first computing device platform, the icon instantiating a representation of the second 
computing device platform (para [00851); and identifying the selected channel from the channel grid framework on the first computing 
device platform and displaying a representation of the selected channel (para [0071 ]); and dragging the representation of the selected 
channel out of the channel grid framework on the first computing device platform and displaying a representation of the selected channel 
with the icon of the second computing device platform (para [0075)-[0076], [00991}. 

As to claim 19, Robarts teaches the computer-implemented method of claim 13, wherein the first computer application displayed on the 
display device as a channel includes at least one of a streaming video application/an audio application, a voice-over-IF application, an 
environmental monitoring application, a financial services application, an enterprise resource planning application, a building information 
modeling application, a product lifecycle management application, a project management application, an immersive three dimensional 
environment application, a video conferencing application, an ASS reader application, a channel application repository application, an end· 
user preferences and localization application, a word processing application, a spreadsheet application, a presentation-slide show 
application, an email application, an address book application, an instant messaging application, an enterprise content management 
application, a text application, a graphics application, a picture application, a video application, a remote control-interaction application, and 
a three-dimensional graphic visualization of objects application (para [0043], [0051), [00671). 

As to claim 20, Robarts teaches the computer-implemented method of claim 13 further comprising: interrogating the channel in the channel 
grid framework on the display device to evaluate content provided by the first computer application (para (0083]). 

As to claim 21, Robarts teaches the computer-implemented method of claim 20 further comprising: configuring the channel grid framework 
to provide an intelligent alert object (para (00751); comparing the evaluated content provided by the first computer application to a 
predetermined intelligent alert threshold condition (para [0080]); and displaying an alert condition on the first and second computing device 
platforms when the evaluated content meets the predetermined threshold condition (para [0080]). 

As to claim 25, Robarts teaches a system for interacting with multiple information forms across computing devices, the system comprising: 
an identity management server configured to authenticate a user ("viewer profile,• para [0080)); a channel grid framework established for 
the user on a first computing device platform, the channel grid framework providing access to a first computer application displayed on a 
display device as a channel (para (0004]); and an application host and transfer tool configured to deploy the channel from the channel grid 
framework on the first computing device platform to a second computing device platform in response to a user selecting the channel from 
the channel grid framework on the first computing device platform and performing a copy operation of the channel to the second computing 
device platform and further configured to establish a run time application of the first computer application on the second computing device 
platform (para (00641). 
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As to claim 26, Robarts teaches the system of claim 25, wherein the application host and transfer tool is further configured to receive a 
copy of the channel in response to the copy operation, including the user selecting the channel from the channel grid framework on the first 
computing device platform and performing a drag and drop copy operation of the channel to the second computing device (para [0075]­
[0076], [0099]). 

As to claim 27, Robarts teaches the system of claim 25 further comprising: a Web services gateway configured to integrate subordinate 
application functions in the channel, the subordinate applications functions including at least one of launching other computer applications, 
receiving data regarding other computer applications, displaying streaming data, or polling external computer applications (para [0100]). 

As to claim 28. Robarts teaches the system of claim 25, ...;,,herein the channel grid framework provides access to twelve channels 
conveying information {"Channel panel• and "program grid,' para [0068]-[0069]; example displaying twelve programs, para [0095)}. 

As to claim 29, Robarts teaches the system of claim 25, wherein the first and second computer device platforms comprise different 
members from a group consisting of a server, a network of servers, a desktop computer, a laptop computer, a tablet computer, a netbook 
computing device, a personal digital assistant (PDA), a telephone, a cell phone device, a handheld device, a smart phone, an interactive 
display, a portable digital assistant (PDA), an enterprise digital assistant, a personal navigation device, a network connected device, an 
optical disk player, an in-vehicle device, a set-top television box, a virtual machine, and a game console (para [0019], [0047], [0067]). 

As to claim 30, Robarts teaches the system of claim 25, wherein the application host and transfer tool is further configured to: display an 
icon on the first computing device platform, the icon instantiating a representation of the second computing device platform {para [0085]); 
identify the selected channel from the channel grid framework on the first computing device platform and display a representation of the 
selected channel (para [0071]); and display a representation of the selected channel with the icon of the second computing device platform 
in response to a user dragging the representation of the selected channel out of the channel grid framework on the first computing device 
platform (para [0075]-[0076], [0099]). 

As to claim 31, Robarts teaches the system of claim 25, wherein the first computer application displayed on the display device as a 
channel includes at least one of a streaming video application, an audio application, a voice-over-IF application, an environmental 
monitoring application, a financial services application, an enterprise resource planning application, a building information modeling 
application, a product lifecycle management application, a project management application, an immersive three dimensional environment 
application, a video conferencing application, an ASS reader application, a channel application repository application, an end-user 
preferences and localization application, a word processing application, a spreadsheet application, a presentation-slide show application, 
an email application, an address book application, an instant messaging application, an enterprise content management application, a text 
application, a graphics application, a picture application, a video application} a remote control-interaction application, and a three­
dimensional graphic visualization of objects application (para [0043], [0051], [0067]). 

As to claim 32, Robarts teaches the system of claim 27, wherein the identity management server and the web services gateway are further 
configured to interrogate the channel in the channel grid framework on the display device to evaluate content provided by the first 
computer application (para [0083]). 

As to claim 33, Robarts teaches the system of claim 32 further comprising: a channel server configured to provide the first computer 
application displayed on the display device as the channel (para [0075]); a channel alert server configured to provide an intelligent alert 
object to the channel grid framework and further configured to compare the evaluated content provided by the first computer application to 
a predetermined intelligent alert threshold condition (para [0080]) and display an alert condition on the first and second computing device 
platforms when the evaluated content meets the predetermined threshold condition (para [00801). 

Claims 10-12, 22-24, and 34-36 lack an inventive step under PCT Article 33{3) as being obvious over Robarts in view of US 2005/0086612 
A1 to Gettman et al. {hereinafter 'Gettman'). 

As to claim 10, Robarts teaches the computer-readable storage media of claim 8, but fails to explicitly teach such media further comprising 
computer-readable instructions configured to cause one or more computer processors to execute the operations comprising: selecting an 
object from the first computer application displayed on the display device as a three-dimensional workspace; and interacting spatially with 
a digital instance of the selected object in the three-dimensional workspace to access a second computer application providing additional 
content related to the selected object displayed in the three-dimensional workspace. However, Gettman teaches such media further 
comprising computer-readable instructions configured to cause one or more computer processors to execute the operations comprising: 
selecting an object from the first computer application displayed on the display device as a three-dimensional workspace {para [00461); 
and interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer 
application providing additional content related to the selected object displayed in the three-dimensional workspace (para [0045]-[0046]). u 
would have been obvious to one of ordinary skill in the art to combine the channel-selection system of Robarts with the support for 3-d 
virtual-world interfaces of Gettman, because Robarts and Gettman are directed to systems and methods for using computer technology to 
select, retrieve, and interface with information. Furthermore, users benefit from systems and methods adapted for three-dimensional 
workspaces, because such systems and methods allow for a large amount of information to be easily browsed and accurately navigated 
(para [0044]). 
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As to claim 11, Robarts teaches the computer-readable storage media of claim 8, but fails to teach such media further comprising 
computer-readable instructions configured to cause one or more computer processors to execute the operations comprising: selecting an 
object displayed by the first computer application in a three-dimensional workspace, the selected object in the three-dimensional 
workspace corresponding to a physical device in a physical space; interacting spatially with a digital instance of the selected object in the 
three-dimensional workspace to access a second computer application providing additional content related to the selected object displayed 
in the three-dimensional workspace; and implementing a virtual change in the digital instance of the selected object using the second 
computer application to implement a corresponding physical change in the physical device. However, Gettman teaches such media 
further comprising computer-readable instructions configured to cause one or more computer processors to execute the operations 
comprising: selecting an object displayed by the first computer application in a three-dimensional workspace, the selected object in the 
three-dimensional workspace corresponding to a physical device in a physical space (para [0045]-[0046), [0066], [0103]); interacting 
spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer application 
providing additional content related to the selected object displayed in the three-dimensional workspace (para [0045]-[00461); and 
implementing a virtual change in the digital instance of the selected object using the second computer application to implement a 
corresponding physical change in the physical device (para [0164]). It would have been obvious to one of ordinary skill in the art to 
combine the channel-selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and 
Gettman are directed to systems and methods for using computer technology to select, retrieve, and interface with information. 
Furthermore, users benefit from systems and methods adapted for interacting with objects in a virtual space, because such systems and 
methods allow for using spatial awareness to communicate relevance to a user (para [0055]). 

As to claim 12, the computer-readable storage media of claim 11 is discussed above. Furthermore, Gettman teaches such media, wherein 
interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer 
application providing additional content related to the selected object displayed in the three-dimensional workspace includes interacting 
with a 3D avatar of a second user in a 3D workspace to be displayed on both the user's platform and the second user's platform (para 
[0097]). 

As to claim 22, Robarts teaches the computer-implemented method of claim 20, but fails to explicitly teach such a method further 
comprising: selecting an object from the first computer application displayed on the display device as a three-dimensional workspace; and 
interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer 
application providing additional content related to the selected object displayed in the three-dimensional workspace. However, Gettman 
teaches such a method further comprising: selecting an object from the first computer application displayed on the display device as a 
three-dimensional workspace (para [00461); and interacting spatially with a digital instance of the selected object in the three-dimensional 
workspace to access a second computer application providing additional content related to the selected object displayed in the three­
dimensional workspace (para [0045)-(0046]). It would have been obvious to one of ordinary skill in the art to combine the channel­
selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and Gettman are directed to 
systems and methods for using computer technology to select, retrieve, and interface with information. Furthermore, users benefit from 
systems and methods adapted for three-dimensional workspaces, because such systems and methods allow for a large amount of 
information to be easily browsed and accurately navigated (para [0044]). 

As to claim 23, Robarts teaches the computer-implemented method of claim 20, but fails to explicitly teach such a method further 
comprising: selecting an object displayed by the first computer application in a three-dimensional workspace, the selected object in the 
three-dimensional workspace corresponding to a physical device in a physical space; interacting spatially with a digital instance of the 
selected object in the three-dimensional workspace to access a second computer application providing additional content related to the 
selected object displayed in the three-dimensional workspace; and implementing a virtual change in the digital instance of the selected 
object using the second computer application to implement a corresponding physical change in the physical device. However, Gettman 
teaches such a method further comprising: selecting an object displayed by the first computer application in a three-dimensional 
workspace, the selected object in the three-dimensional workspace corresponding to a physical device in a physical space (para [0045]­
[0046], [0066], [0103]); interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a 
second computer application providing additional content related to the selected object displayed in the three-dimensional workspace (para 
[0045]-[0046]); and implementing a virtual change in the digital instance of the selected object using the second computer application to 
implement a corresponding physical change in the physical device (para [0164]). It would have been obvious to one of ordinary skill in the 
art to combine the channel-selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and 
Gettman are directed to systems and methods for using computer technology to select, retrieve, and interface with information. 
Furthermore, users benefit from systems and methods adapted for interacting with objects in a virtual space, because such systems and 
methods allow for using spatial awareness to communicate relevance to a user (para [0055]). 

As to claim 24, the computer-implemented method of claim 23 is discussed above. Furthermore, Gettman teaches such a method wherein 
interacting spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer 
application providing additional content related to the selected object displayed in the three-dimensional workspace includes interacting 
with a 3D avatar of a second user in a 3D workspace to be displayed on the user's computing device platform and on the second user's 
computing device platform {para [00971). 
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As to claim 34, Robarts teaches the system of claim 32, but fails to explicitly teach such a system further comprising: a virtual world server 
configured to select an object from the first computer application displayed on the display device as a three-dimensional workspace and 
interact spatially with a digital instance of the selected object in the three-dimensional workspace to access a second computer application 
providing additional content related to the selected object displayed in the three-dimensional workspace. However. Gettman teaches such 
a system further comprising: a virtual world server configured to select an object from the first computer application displayed on the 
display device as a three-dimensional workspace (para [0046]) and interact spatially with a digital instance of the selected object in the 
three-dimensional workspace to access a second computer application providing additional content related to the selected object displayed 
in the three-dimensional workspace (para (0045)-(0046]). It would have been obvious to one of ordinary skill in the art to combine the 
channel-selection system of Robarts with the support for 3-d virtual-world interfaces of Gettman, because Robarts and Gettman are 
directed to systems and methods for using computer technology to select, retrieve, and interface with information. Furthermore, users 
benefit from systems and methods adapted for three-dimensional workspaces, because such systems and methods allow for a large 
amount of information to be easily browsed and accurately navigated (para [0044]). 

As to claim 35, Robarts teaches the system of claim 32, but fails to explicitly teach such a system wherein the virtual world server is further 
configured to: select an object displayed by the first computer application in a three-dimensional workspace, the selected object in the 
three-dimensional workspace corresponding to a physical device in a physical space; interact spatially with a digital instance of the 
selected object in the three-dimensional workspace to access a second computer application providing additional content related to the 
selected object displayed in the three-dimensional workspace; and implement a virtual change in the digital instance of the selected object 
using the second computer application to implement a corresponding physical change in the physical device. However, Gettman teaches 
such a system wherein the virtual world server is further configured to: select an object displayed by the first computer application in a 
three-dimensional workspace, the selected object in the three-dimensional workspace corresponding to a physical device in a physical 
space (para [0045]-[0046], [0066], [0103]); interact spatially with a digital instance of the selected object in the three-dimensional 
workspace to access a second computer application providing additional content related to the selected object displayed in the three­
dimensional workspace (para [0045]-[0046]); and implement a virtual change in the digital instance of the selected object using the second 
computer application to implement a corresponding physical change in the physical device (para [01641). It would have been obvious to 
one of ordinary skill in the art to combine the channel-selection system of Robarts with the support for 3-d virtual-world interfaces of 
Gettman, because Robarts and Gettman are directed to systems and methods for using computer technology to select, retrieve, and 
interface with information. Furthermore, users benefit from systems and methods adapted for interacting with objects in a virtual space, 
because such systems and methods allow for using spatial awareness to communicate relevance to a user (para [00551). 

As to claim 36, the system of claim 35 is discussed above. Furthermore, Gettman teaches such a system wherein interacting spatially with 
a digital instance of the selected object in the three-dimensional workspace to access a second computer application providing additional 
content related to the selected object displayed in the three-dimensional workspace includes interacting with a 3D avatar of a second user 
in a 3D workspace to be displayed on the user's computing device platform and on the second user's computing device platform (para 
[0097]). 

Claims 1-36 have industrial applicability as defined by PCT Article 33(4) because the subject matter can be made or used in industry. 
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CONTROL SYSTEM 

(57)Abstract: 

PURPOSE: To improve the o~x~rabiHty for 

cornrnun.icatlon connection by dynam!caHy changing and 

displaying functions of plum! communication control 

icons corresponding to cooperative work forms on a 

terrnlnal and connecting a line with a cnmmunication 

medium corresponding to a selected function. 

CONSTITUTION: !n the case of tripartite cooperative 

work, an entry button 360 used to glve a command tQ a 

specific other party is displayed on a panel window 300 
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telephone, video conference, conference, and address 

book. C!assificat!ons of communication mediums {data 
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hup:/1\\'\\'W l 9.ip&inpitgo.jp/PA l /resuttidctaH/main/wH.-ak7aDA406062 l 42P1 .htm 5/17/20 l 3 

Page 278 of 393



Page 2 of2 

video telephone icon 320 is selected. and then, a !ine connection eontrol routine indicated by 

the video telephone icon 320 autamatlca!ly connects a cornmunication !ine of the video 

system" 

hitp:/i\\"W,vl 9,1pdl,mpiLgo.jp/PA!/rc~ultfdctail/main/wl:l-ak7aDA406062 l 42P1 "htm 5/17/2013 

Page 279 of 393



{51)lntet~ 

HO ,1 ;1,1 11/l.'0 

CO 6 F 15/4{'.> 

HD 4 L l2/l8 

hA~.l'f.~;J 
%'27-·;i.K 

5 3 {) K 72!8--·5l. 

V 72l8···5L 

:!tH/t,.*::..- 7.. ·f I-1.::.M ,·c . .f1JiH&r: J: .?,:ifilliirf¥.;1<-I:•,.~: 
,1•')t)tt+rtt±n11J_·t.~<- ,~: 1: un'1c 1·z," 

2-tt~~( '• ill11~1 x ~f'--: !~?}#f{t,t1)tft~-i.f.J!1HtJ~ --;~ ~z:-~tth;)~,i 
Jt-1t ·rt~\ J: j r.: L .t~: .. •-:t fi_-,:r- :x ~r- 1 /"jfilfii1~t~fl~HeJ--/' -·"'i ::i 
;..-· 3 i O ""'··· 3 :3 0 ~ ~Y.. {· 1· .. 7"" -·f ~} :> i;{J~ ~=r{ ,j li :t: ij::t~ , ij~~J 
ilit.rc:1 :7··) 1~ 6 8 O -i) _ :tJlfE~R!tt.:.it::t. t~.J3]ItlY:--~~-?li-· -~.r~ 

t tip':R i ~~;, 11.,-.-1- _j,' ~? -t: ~YJ~HBift::~}ttJ:tt~ "ff//.I~:flf}H: ft1fils 
fttiL/,, 

H i.l 4 L 11/ H.l 
:~r•if~fj':$: >id~ .;Ji: ii'l>Js'.fi:i O)'ti ii (0 Hl fD ::m.~ .R ! .::lt < 

(7l)dWtA f.ifJO(lfficHIB 

tt,t~lHl .t·JHWJi 
t.V::.?:,M5Tf'~lil~ i'4irn~1,1 f]!lffr l'i ~ lft:itrl 

0"2)4f;i1l~ :li'.J'.1;:€ Tfi\ 

tilli~Ji!~JJiltl&\t'%-::l,JX._UllUi'l((o\9-ffl:-11l, .a, 
1\f~t.l: fl \'/~fic.lJJ' V 7: ·:f J, !Jflf/jf,'fj\3JJi V'i 

UZ):,nlllJ.J~- li"A,i,{jV ~i!::t 
tVi:;:iJI ll~)l l~:'!i/#<t[:,(J-.t~F1: le&cllM ?is 

.:i:t0t± U :.:!$itfMT~" ~::. :,·· ;,,mJ:1i'tlm:1't'JJi,·'l 
(72)i>r,!!Jlf,· ;t;.:¥,1m ~*­

r,j,~JilJ{/:il!!<;J1;Hff!J:fS:+1f;lW!()%l;tHtt ~ 

A/2'~U.-l ;·r~fhf~ ... A 5· J.,f#J·'ffifl\':?i'Jf.Yl 
(74}ftll'A. :li'·lllb: d,iii Mf!!~ 

3()0 
20 

I 
I 

l ____ __ 

Page 280 of 393



tVfff~i~:Jt?,ifo[lID 71 :1 >-±®Jiliit:/t:i,;J!,d~:,'hc',fFU:, Ull:t-JmtWJ 
n,t,f:Ji'i l. l -{:·ivff,.\'ikf-r; , > !'. '7i~ft:t:: [#;:J..:ru it;f!Hl~f ··i J > N.ti'.;t: '.¾:li·'5'.eZ') .ii!lit .o< 'i' : ·rtftt:J,lfi:W 

,::1~ ... ::: ,~? -:- 7'"}f!H;ftit~t~Hij Jtl:':. .. 
( Jtrt~)ti 21 ·~~h~i!.l!f!t51Wni~~~ 1 :] ~ .. ··';/1-01llt.t~Jj:~~1JU T: -~ 

iJ:~-.~J<"-rt13 l fiJt•fn-f<?Jt..~*ititB)'i}H;t~:h.f~:~.~ ttt1J 
-~f-ijt-tW?J<})"t· 1~: L-·· _:z ;t J~~t~ L ""C J:J ~~ .. --t~?Jt:~.i-::..1-~-~·e..11-1 
r~~.~i<@~1tri~ t L ·z n:rs~-f~~~i\;?J~c)illlfr~${J?Mt"'---f :} >·· 

l/'J~~n? ttt2'.tb}~"{<:'" .t.JC.tC·f~· l.- ·:c· t:;~- )'/:.} .. ~FL-·· 7-. -i :,fiJ 
.ITT L~-c ... t:.il~tttf~\*~11:t. ,t;~lH~~ ~-~~l7:-- ·{:~~ ✓-~:)~Hf 

----:-t~~:.t tt.J.l?.:).illi.~ .:x --/· 1 )~L: ~.t .trt~i;~f~ f7tt j ~ .~. --t 1~ 

;;iCttFf: Jf;_r~-~> -·-( ·:i > t Hlij~jllifritl.~HJfT' -1 :1 _:.-· .::; ~ ,;e!}~·:t 
.-Ir .:. t f:: J:. -~., ~,: . i~«tfll!l1~·f /<. "B :rn =f Ii½t::,tz1~{Jl° .:~ 1§3 tt .>-~ 

ttl\.~J:i·t~t:: .. ;tfC?' ·{ :·, > h~f~:?f-:t .~ )~l ·:.' > ;:.: --~l L :~-t FD L. 
r..: tu ~f&i~}ik\h~~~si C ;:?)HU{.-.:: , .LJts~Jj~ -~ ft /.:..®tt&.t'.tt~ -_y 1 
::J .>· c.,~?1if1~""Cff ~: c' :ft?) .ili'lfi _:x --=r -i 7"' L: .-t l, t~~1t--rf~:~-

MRH::::ffLtl·'.: td..:tMft1i'ilf$PlimtWlM/JMt't:l71 ::i >~ i!fi1 
illi t::: :h0 L . L~c 1r:mitltt,,i:;}.1)t}li-? ··f ~1 > !(,HU::W-1'hS" 
.r, t ·Jffi t~~ :.l -?.- -1" :r t;~.l~;fi!J fJ:!f -~.~ ·itb~) t: ·:t:9'! C . ~~Li1 ,>\o; }fil 
Ct.iii~~i:~jij7;. ·1 ~] ~~,,..h~?!tf}~t~i"L/: ::: ~~-. ft~<?)~~-t'Jft~-~ 

{ t(f:XXf~ 7 J .•t• '1/ J, ~/nu;'/ 1.: ft L, ~-c ,'J•)~ < }:: t 1 ,.-_)V~>"!t~ 

6~).ftt~ ~-:-~i?l ?: !-i.~ t~: L~ Jt r;., ---:._, }i-- ~f .,x ~/-" •;' ~.r x~i.:-r:f~?~~ L: J.:,-; ~- -~ 

~-c, -:e- J1 ~f"i t 1 -~.) .J. t~ ~J r?::>j /:~ tY.:~tffttJ! :?)jffif:~ _x ·J'"- 1 ·r 

fti\lrfi'-Jl::'.:·'rit~--6,,::tl:,/JT r :'.l ;. lf&lJsi!lilml fr.U: .. ''.i' { 

:J ✓'}l{tJ(: f n! t z~ {f l_ . L;-tt:.f~},,?)~i;q?,j~Jl ::: CAfiH:.: .L.Ji:. 
m.m.rrn·c*1.1~ Jt1.f . .:::i@tttrnrt:i1 ~!IT 1 :, >e1tt\U~LJ: 
-~}·c:t:fi::ji1.(;)1~rt:.i -y~ { 7~t.:J (.ff.H~?.:~H)h~i-:rJ;;.,J ·_\ 
t:. r- t~ .:: -~: i':llili}: --1· -?.:'r -:? t~- •:t- _.x ~;:: 1 '?=--~~ii~J:~;rr .. 
t ~f13ftrt{B J :tfIJt!····r ·f :J >··-~itt~m:[tl~~r.t>::~. gf~1f:3m-r~tftiiJ 

,.?)ft!-::._J:i12.ffl4-*~t:t:.~~ t t-ti~-t l. --c mrfa.:f0±1.l.JJ1J>Jffif:;~ 
~M{W?" -1 :i ,;.--·}1~ltf{.~ ~ it t~·:11}~{.:: ·- ..t~Je.::Pt{LQ)·i~:n} L.- ·: 
t-> l, ~t::.. 7·'"" ]-:: l.-· .A·~: t-:J Hi L ··:- .1:Jt:tiFF1~f-i~ltffj\::~ :?)rt=!9t:· 
_LJt~·r-1 :-1 ~,..<·)~1tf,..c·f)~::t~~'i't,?;,Jfiltt:.J.-?-' ·{ -;r·r:J:-t)~;i 
*\'WJt-rt:t it,~-,.:: ?:: f<l'ifti):: 'J .i(_,JktI{l 7 J /:,Ji H (;:.Ji!. 

AtrB" 7 .. 8 J: t;: Li:~; t.~ ~t~:o .i <, /~.· +~.~l -7·' .f ·-i· ~t:+~1~if~ ._ 
("~ti.J:•Jfl 1 "i] ~t·fa_:,;r.-f :J>·ft.~_sJ--ftb~1t_ t:it,ttH:I:J~:<c 

~tl)i( ~ l1I~ it\~:(.1· .. x: ·f ·:' "?'" C:J: ;f:.,ft*~i/JUJ;.X ~it.~:} J ··} ~-~: 
t. .. t~: (: t. 1~ ~?d~~c~ :J- ~1 "&b.:R"r~'7.. 8 ;i /.:_(± 9 f:·i~Et~t?)"'/ 

A+ Ji ~i' ; f!:;::f.:.k1i/i;?t, 
r :)11l.JJ,1)ft~w:·_)3(1lfl 1 
(00011 
L~1L*-.1~_i/){rHtJ:)}'f J Ji:.:Jf:PJHJ-:-l_;L.--f _.1. :f -1· 7=--~~~-J~}~~ 

f) J .::(lfilffitff.tt:tr)J~&::tin... -~,.:iii~-·< ~j. t~l1~1:?)tJt+~ 
:}t-lt {/ht-~~tJ 1-)--?_,:;:,y ... ~ ...... ,s.-· ::! :-··} rm~.,.<lt.-·;r-_ . ..<-y.-.1 

_rFi?£~-ft L -( f~?J1L t r-&t-it .. tfl~~c>~-f~Ht:-nt~:-- (:·c~J-ft~~-1 
·-fJ: ~;:) ... /!~--~f- ::< ~;::- 1 ""}"j~-fa~..--):.-:.r .. r..,t)t~•i)c.r.1ttr+Jt.til_ t:: 

t 1/L~\t?)f:ZNif J Wl&i\l·-•if·/.:; ~ ~~~tt~/} ~} V ;~,tt:/ ... ,,. :~·~ ~;: 

~--/•~u ~:-- ~i ~-- JJ . .:;I:)~~£t\ itJ~::·ft~~=UfflfiM1: ;fflfd[~31~-1~ ft L 
·( :fs?i?i:t.,~ L ·:· :J{~R.~f 0- ft ±h~{.i.fiH~tt ·>· :J~ ,~;- J .. {..~:f~J t. ·-c 
Lt,, !¾tAZW}/,;ttft1Lt(\---~-l-~ -J )')j1:~~~r~r=t~ l ·r :t-< ?) 

t1.~~:::;~:;,::: ~ tL ~c ~ l.f. .~ B~L:Jt .. 1~tifr1-=·. :j ••• 1 5 7 u -J .; 

Page 281 of 393



,.:flc'!t1r\r 6t..::.r.◊<}Y}/jt,~·Ht~ t.··z: ~ \{;.:r ,. ~ t::., t~Jm-lnn c\ 
'" • 1 1 -1 U (}J}#tCtL %1M!!lt1):: '?·---? !;ilt:V:: ± H 

Jr! L ·t ]&HiN· Z, 1~.:,*l-f~e)~ilf, W!lii ('>i%frf:!: i: !<'! .!:: ,~~ 
-1±- ~:. t:.r-i). tiP..tF~!t§t t -r· ... ~:-:1 @Jti t:ii:1~-\i:.::;tt_lm·t-~t) ~:. ;.: 

tuno3J 
t" Jtt~.Yt1\cyt-,1: t __ . J -5 C "9~ f;. JtMfl J J :tttt;~~ti. ,fMJ~~•Jt~ 

! o o o .•1 J _✓-t,Jt.HJJCJ.1}J~tKt" -tii~~4,1)~~tJ:t~;n:rru1: ~~~·-.t· 
,J~ .. :< ?~ -i ·y(?>J§Hllft1·c-·tJ.~ti L·t:.·~~-f-fft~:t~?Ji.-· _:-.z -~?· l~, ~D 

·fl ::J~ :_,, .. l .. ;~ J., i: tMHt- -1-- .{;,. i:~ ?.:: t<.: ;.t ,t\ '· 
to o o 6.] --~:te1~n:1)ilg~:fmt~~)1Ja~:tt .. :L:·····1:FL~J: ;,ti§J 

ri1tt11~-~ti,-~-~~.i }~:N)('):f:¥1 J t:~ L.-.t::. r=itrJ::i:~_u'l;;t·f t, 
·r:.:..,_•rl)t::.~. ~1~:rti~JH::~ .-t .f, "":"?}L---t- ,,:~ -5~ -~· 'f¾:3-f~~~I~J?.J Zf'.ifil 

-r;t-t~;qrr-WH;;i;Jr.r\JJ '• ~fi'l.1~·tt."~7 }l··•f!~,I -'! ~,.- r~ l'
1l~f!t1:i!~ 

~~m•0•~~-0G~~·~~~~A~h~~-* 
1~.-fd:im:c:,1:!llHti/i:.tLt:t-{u:, 1 -x"i,, , > v '7t:. u0. 
~i;1·w.:~?t?i:-lr L A(~(r;;s_'" ·) *l~]-f-t~:t_(?)ffM~l t lJ.tC·t ;.) :tt:tk: 
:_:;;J.~-~\i;i'tmfij•7~ 1 ::1 ~:.--- ~ ~4:./:·~- L-, ,: t"t i~.1_c05.filt\~:J~j""/~ -·1 :~1 

AH -9 ~~fw~ :J; f'r~·=]~:Nt=1~rJrtJ L.t:.,t1\-w;-;r, ·.f::1m-r~r}:1~.ff~ ... ~ 
-~? -{ 7 i" )~~~: ·f ?.:• 1l$Hffi!;.tr Jtut,.·...t- I~,, 

1; \ ~~·i ~)-,, :? .. ,~ ~;~ - ~,.,. ·:: >· ) Nih~-~)t?ft ~ -rt)~'fJ{J ·f ~-;., i:: ,Y> 
t::~ -.g ... ~.,+-:¾Wf. . .::: _ 1::'ft-flt: ~--.>t . .t~Jj)lf(t{-J~JJ.t¾f:lJiH 
{.J")i_~ft _;~ ~r ·:' ~~ O){i*.1t ?!.- t]lJ tw·-r ,1) t~ .~t~c?Y}i.fitXf~-f:i1 j)-Jfil tt 
J;{Jt1aJtW't -i ::1 >· ~-i~;i~ L.. .. .:: t·L t-; <71 ~:r •·f ::} > e>~HG~ 
i~H~.?L:~!(~~:i-6.J: ·)l-~Lt:::,~c:J"?)~. _LJC~Y'--f :-:>·f~ 
tmo.1~~t_g~Lt§ i?J~J.tlJ" ?rJfilf;t~?t~m~tl1J7~.-1 :i >··[?}}g:f.~t.-:. 

Min [., T.' ~*.:r ;:·f ~('-. {~ i~1 ft?;_.,i ·~l ,f ~/7> f:~-t,~U ,µ r1ftf ;f-" ft .. ff l.­
/~ '";;-. ··f :~l >' #~Jffi.f~_rti;~:j t}f f: f.l.t l::. J:. ~·_> -~,: :n: :t}" -~:! •, .. ¢.: :?;t: ~n~·.I) 

i D G O 9 l 'Jr:, ,•t,4!':1~~<?>f1!.c1)t!llllm!.L i:tt~Hl h'?\!l'i 
:;.t,t>h.i:~!i, tWJ':~;nc:'rt f: l, ::Zt~¾rH:Jc:Jili t...·u-,:~. 
-{-,?)ff~k:.m:f 1~~~-~ ~.1;Jll]~1)iffiff~.) -ft -1 ?'fi-~1)JtJ1-~ttfto>Jl~ 

1~.tq.;i~kfi tt:~·lJ: .t~:·t~~~~~( '-· f~ mtt:Jt/ft{,~ i't.'( \, ~t> 7 
I' L,· ,::.'., ti1¼1H- :f!lH! L.-·om 13i/?;cr;,ft¥t!l'~!,H:',;:c -~ h {, J ·;, 

[0010] 

U1'/f:Jl :t:ff.l~l'JLJfri:L f,,/--·,.1)')''-{ ~l..:--1);_ -i:MH'il.i 

-~l-~~"') ,~~fitf·{~ .Z.t:. Lo).~~ ~c-?:~ -~ ·tv:if __ tf ~ t.ttlt:flt:t{('} 
i@fa .x ·7'· ,; TA, B i<i'ilVi1"f .7,.,i\iijj1jT 1 :1 > h;~jfU:~ :lL 

~~.a~~3/{7A~~Lrruf~fttm~~h~~ 
nr -z·· _ f.cti:~iJ tw )~ ., :J >·· t~}ifH·~ ::~ ttt:~-1~i--tr .t. ~ --:;~ < t~tt -~ 
It·c \· q~•l \~rn1r-c·_t_J;:1i~n1f 7~-- -1 :-:: > .. ;a·{~t:J~ ,i~ t\:l,:#~fr ).:: 
"'CLi ._ -?·.--r :_:1 > tt-ftq<: .rit~t} L ·-c 4trl~~ t1.~:, 3ffifA .. -~ ~.r· .-: 7· 

kL !:3tf~1Jf;:[!T-·f :·i >fi 1 ·'.:;e) x ·/ 1 Y 1;,,>./NkfHd-H 
;~ ·1 :J ✓- C: L -r f!tf-f~ L.-, f~ 1%·r.nJ{j fttt, L~i:;WJ t~~ ?" -·f :-r 
>··Jii') .. 1 ~);/))·i'. -r· ,'{ •?;,. /\ R~:!.~1-1{ttt~·-{1fn)•!> 1 :1 > ~: t. .... :: 
.~flt"~-J(-, ,' 

( 0 n 1 l ) . .f;:'i(\B.f]t:: .. tflH. ft-~V,"-!t.l,ilfl'*•;,):ff¾*~'.-' 
lM:f'A~?r~t ~:r- -~) t:,f/);,:: ~ ~J..~, +F/./:tsJ-~r¼Jl,~ -JJff~-1~1,t\ 
Jffi f ltY- ·r· 1 7\:?)fitrr. ·Jt t~: ~-~>~~ft (d?fW¼-ttfJttl-t~ ~~Q.:~R~h1 

,Q~~ .t ~ ... -·_> :t;: .~t1·th- .. -fH-T~!~~~ }: o)tt]·c,-Jtff r~, i:'": ~ ~ ft=lUf} 
tl ~ ;i::•t;~t/1 iij ~.'if/> -1 ::1 :...-· -~ f}l>:t:·--t- {) '~- .. :: t~: J~ ~-) ~-c , ~w ff!?) 

JJRf~~:IJ.tiR.~ ~i:;I:~l\~·t ?) ., ,:ft{·i .. }l!lfJ.A~?· -{ ~t-... J{,i;f;t:J~ 
lJ (jt1/·.j/ft~1:t~fatc>)fflf~t&lft~~Jti7 .. -,f -~.l >· ~~{ifl: L-: .. 
!HYH::: J:\:.w.1.";;.'J~!BJti'tt:.:,z-·)l'Zi.'t~fd>iilllP.>i.:llif;.X ~/ -, -Y 

~ ~J.i1ll-.:.tt'r,l$Jl:W L 'C \.; < '.it'f(');/r;\(::H:$>'. L -r 1rii¥! 
:::JIHt',-J)i.!;i; 'Hi. l. tJ~rnt:-r it, ' IHH· rJil:ill lt:c tc .{;;, -/;: 
r.h, ~.f:ttf\~~:J1J6H~ik1;-~f.::.~n.A .. -tt ( t~iL+~ll) ~--< .. 4i~Jt;tftft',{<: 
.~,J:C:21·~,~ ·c--~\ ;~ J.) t~:,j·:-t:) .. 

tOOl?.l 

{}(?) ')- ·7 ?. ::_;< .. ,:,_ .• :! > L1 D { .-:{ 0 A,. .:l U B .. :} 

0 (:: ) :/):. i\t;:z}··~ ·rx~tJA~ ..... A -:.r,J_, {: :.y~·-J .. ¾. :{f ~?~" :,.r _:;~ 
•:r-~-~.,, ~1 ~-:_,,- il OfJ-{'..ll-·-J-•? ·1 ;,.- ~< T\,liitJ~f~:ff ~-y- ~ Jtt•l]ff 

Page 282 of 393



1_ .. -........ J~ .. x •ti) 1 1 o r:·i,r~ k\tJ' c:·· ':-' }-- ·? •-; ::r-~;~t1-t: ,:,• -ry .. • 
(Uf\:1P) t.,.J(·f,. :ll--·· ........ -.. l-...X-E:) l 1 OC?)fAJ.~t.:t, -7~ 

r o o 1 Li J ·1 r.-; o /' .. kt.?.,).1ttHr11 i-s CL?) 1 ---_)·r·J> ;t 
-t~.~r-:-, .......... f~. lb Ott .. J:Ji::A:-~.=tt-... f~~t1:../:J)._J;}}JLi~ 

----.~;f~ }< 7< ~J.•f /<. 1 1::~ 0 .. l g O ....... Bkt __ } ... )fl~If~i/1 ; 1--·_) 

'"CJ>-t·~ "'/ ~>}_:7.. l 7 (; Li J:.i~(·-;'t; 1...fJ':-i-() .. •"...fJ ~tti:~~-i 

-V7-5~~y~~lSO~H~~~~1~~070 
.::z r ·7 -1 .1 ~- 1 ·7 o t-:.;r~r .. 

? :~ -~·· )i:.J~it1~ r~ 01: fr t_ .. "(. l _. /\ N. I :-:-;. UN ~-t -~- <.?.l;ill 

tt.t• ''/ ~ ~}--~ :? 3 (} {.:ti?¼ft~Jt; ... f~1-- ]ffift).:-f~. ·it-~)~ 
}~:30.~: L·( I SI.lt~:~.®JFI-~J--:f,J~·i}. ~;t§:t1l1 O<(;J~~ 

~Ll.~M1Yi7i-X¾&80~*L~*o/}9-

ion -i 6 J it! ·j kt .. frt~..1--~~ J .:~. -7-- .......... s- ~: > ?F:?' . .; _:\~.r 
L..- --f L 3 0 ::?f/t~d~~ liti :~ 0 L:.:r:;)j~; C fr_ {S '7/l.···-J-.::-: -:i,: -{ 7, .. 
jffif\JtflFt;Hl~(?)i~ Y),?.d·•f:J:!JfJ _l \ .:f-. .. ii · !~1 -{ >' t r'.J 3 0 0 1/) 

1 f:;r~--~·>i~ ... f .;. L~t:-f'P~Jiil \.1-.... •i.-}; .•f > i::~1 :} o oiJ. Ji 
GmmITTT17YtL~.%~71~Y3l0.f~~ 
~EJti 7~ -{ :} >-· 3 2 0 .. -:~~\ )-~ ---f ~:1 :.-.,, 3 :3 o ;.J) 3 ·{WJil r/) ~-.,.. 

r.,,~ :~ nrA})Lx ~- ,:,, :_.. \, ,, , {, ,, 

t u o 1 7 J :~#it:ltHit':'t ±!M~i'r-t-i'.,J};>. J cJ·i'iH0 

1) 3 U O 1~ •c,•'::l~;{t )~ { :J ~~-,.., :1 l O 1: J~tJ{ t.~-.. (}~~-~~ ·t .. !~ 1-­
.:.z. :~irr· ·1 ~} ./' 3 ---1 0 t .l:~JR l., ·~r . )> F ].,.· . :z tR i7 -1' .':/ f 1'7 

:3 ~) U ·t.f.<i!~~2'-tt ~;} ._. -HLL ~ ..:.:?)f~i.f(c;~~Ffkt;i"~J.:.: L ·r 
t.{li:;t);,t:.: ~ .. 

t}fftl~ifjJffH.::. -:r·.-f ·\';t- ~! .. lt. .. :11J:f:L:1lZJ\t:-~ip1J=-l~ "· :rn~f­
~~tt•/~'J;~-~ i.--}fx ~) .t tr.:~ .. t t<.: . -n-·PEq¾~;:::-)Jif~tth~)t·r-:t 
~.1 •. ,:_~_;;}2. i .. ~V" t·~.,·.7,.~_,7 ,1 >· J<~.~ 3 ~ U'"('}~-t;~·:~il 

ifC·1t~Jlt., lJf§: .. . L~k:tiJ~_ . .:< >•j ~~~-t::}fil~?):X ... ·-r -~· ·t· ( ~? 
~u •9. :~{1t) ~?):ft~fulHJ:tJ1<fi"• :) .t{b-&~i._ ?~ FL.•• .7.~~k1) -~• 

\.t, J::i!2'.r'l'!.7Jf!T1::i::..-'3--lUL:t Jt\i.:l;liit~t·r±t'( 
, ,.:tJ!Jcalfi'Jm;;1~~f::1M::;.'.i: .:1.. >., ; .. ---t:::iiiJW't ?, i:: ~ i: 
t, ._ JJc!:: l,Jl:Rt::f!HH i:,:h.-i.(,. 
t o o 3. 9 J ~t;::t~· ""'l~ -1 :1 :..- • 1 1 u ~ •f' t.-- t:·\G:Jtt .i .. --( ::s· >· 

:3 2 G .. Jt~17~.-{ ::i :.,.· 3 ··,s (J ~.J .. fl:jfJiJ(1)11J·;1~;t;:·r) 1 ~ .... 

1~•l;i] 3 c o (-::ti< ftl) 1; ,~: .. t~16 ~(~t~}~R-r ~=) 1~~) .... ft~~~n-l 
\ c1--ll}L-·ft~%Jl]) ~tj~-7 -1 /· F ~1 4 2 U ··- ,:\_f·~Jt:~~ifl l-

·~r_: t, J: v } ... : i"L ;;;(/)7;> -.f :·i >,))kJ~-MJJ: .. t\17 ~z:--it-:-f'.t-~'- .{:) 
J ~:;. t.:... J'f.• 1 ::1 ;..-·1.~~i~:ffi:tm-1~~"- ·f 1t-· 5 n o i.:. J: ---) .. c ~t=:t_3JJ 
i~tl .. ::.it.( ... ,?)7"?·{· ::1 >·t?)tt'!ittJ~rrY)t:) .t:1Jv.:ti:<:~U-. .: 
it t·-~- ·r Jt-rt ·t -~(} ~-
t U O 2 0 J f2j4 kt. '-) .f;~c-~.::rJ5JtiJfrJK-:"rl~: ·) --: .. • ~ l-~~J:t 

~} >; s 3 f) .. ~.,.,, }=: t. :?, ttf ~? --f ~1 >· ::1 :·i o ~?>fmc:. 1J.Hn·n 
;ft 7 :/ 3 (:, 0 { 3 (~ U --- A ... 3 (> {J • R} h:·.t-~?'·:~i"L ~·( 

[ o o L ~ ; -ttJtl n~;*-1} 2 _A. ~c-J::; .. : t<· :.t~tt. kr ~- ~ .. f. \ -1{1-r­
/.l 1 .. A.) ~~,t~~J: .. Jr~t~··ti ~?--r1, •• ·_.2..tt11ittc J: ~-~-i/-· .. ~11 

<:1 .. ;i:~Ltt .A..,-:?J~1: T-i?_:-~; t>?)f,:f~'7) 1 _/.., f·l~r;t l.. l .. :ff:t::-:t~1 
·t·i'"lj . . z ~K] .tft•·kLt "• 2: ti (;-~?);f$t:nit;l:' -9 ~ .... ·3 (~ CJ 1: n.h ~ 
·-cl§-1~-1-:~l:tr·¢ ~~ •; 
( U D 2 '.::: '] !:.!C~.uw-~·;j~·}? :-...- 3 () ()~)J}flf~l-::.kt .. ~~},A 

-r-- ;.. .. :J >·· .~: . :fr .:f~-? >· -·c-;i~ ·t:3 t1 . .t;. :ffe 7m#o} -~;~ ·f ~H -:.> 2l 

;~·~?::.i~·- ·5? !-.],. -?·--·- .. S·· ~i > f~tC-jfilfr/y"·.t f.:.~l)C) t &""·.:·('/!_:, 

-:1,, 'ffjii;{{~(.l)jfil-fri_~;~f-'-1 ~?ti ~~?li~t-~:,J,{} ~~lifd-~f-t: 

P~J).Jf,?·l-•· t.~·m:~~:} ·1 >· rt7 3-8 U{.~_;i~.-4--.1 ') t::., lf~~ 
i::-W:.t.:-)*JJn:t-t?):?<t¥ & M1.~~··c t .. :t .J: _;J r:~f {~• l:.>5l;{J:-t{~ c) 

Page 283 of 393



~·./ ]<r){Jl#ififli"6')jtRt~tt~(l~ )~i\· ~,; .::/)-ttr~~-c-.. ~Jrn-~­
: 1 l\~1t : <l.;Mi$H~ t-kif~ L, r:. ~\.~~hi;~ --~-· ::~ iJ :·_.,-1 --lt -1 .~?) 

.~z •f-...---Y· :J >·· -~: .:?)fffHt:~tf:jt~\~})iffi_t~1H~1~ !·~l:t L .. t.: ~ rt:t'} 

~~' t~1-ff- .t L. ·r , f~Y .t kf . ~y:.. t--· 1::·1tl~ .. l. ···f .:1 ~ .... --~ 2 o tr· t~' 
•'. ... :~t L., .~ .ft t ~~ ~n:fi· i -+--t~ ~ V.iJ.\hn::rr~r: P >· 3 6 o -. -
Bl~•"\...ftJ~~~ tt-() l) ·i~: L ~r L .:L ~· ·• .... :. fl i\(?)ti"l'tL:~t,· 

fttfm1.iI.-----f--~/f;~. ?t-:.~ir~- rtf\.{;f:_~ O.t] .. 7~,. .. S,··~l ~...-t.,:7.l~1 

c: Ci!'til(}f:!>:/:!\Ui'd§ff-;~•!t¾ t:@:.\'rf If ... 
f (} 0 2 ,·j ] f)] _l5ti. l,'X1 -l ;:: ~Jtlt~ .. HfiC.•') L }\,O)ffi·-.tm.f1· 

.~: Jtftf~ff-}~·~\,;~::f /;(~: ~;} .t~·(t(~)'r} ~ 7 _:..~ 7';_·~ .... :>· -~~ .>· J '(J {})'.}.~ 

.:.r~i$Jilif.:-") 1 f~iJ-t·;_r~<$· ." }-;.itiu';t1--~/;~f~-~: @.Vn'ti'':it\J)Jtfi.f:\_..{ 

f-i}ttrrr-y~ }~ t/ _.-}. 1~ i~J~·:t {_1 .::_ t /.J·::-." ~ ti _. 

r o o ~.i: -6.l .tJ:.Lt,~~~tw ~-JFH2.-ft~~,m .... )·.1--n.· t ~;. -1 .: .• •• r: 

•~· .f > F''1+Hifrt.~cmmi::1m,11t:t~:,g L. •""""*-1m.H 
t: ;:t.Ri !.J..: ©.il!l§ ~l]C'.J!]'Jtm i ~-.j\k 7 f > )< •'.1 _.\ l. 0 t· 

\~,~ .. ,;{ i-? -~· >-· F }7 4 l O {::tJJ~n- tr{,"-'.}~1J{~j· 

< .. --z .::z ·?,.. ct,J~.-iJ .-r ->· F~> :~. ] 0 --· i\ ~ :P:• l) ~. \t,.j.flt.A .. 

11~.t.?:)k:tt·•)"'("@tf-[fl:.{2."J~>J:~~ti...0 1:l -~· > j<f(f{h~t< 

~.(f, <: ~ ~ :~1 f2i1.@1){a",.i;.·ri.}~ ._ iffi·~_){ ·f:·· 1 7"'~i;f~:f.::t:'bt¥.t(?}~~ii 

[ 0 0 2 8 J i~>-~ 6 tt .. t~Hf{~A~iwJir) -{ ::./ V f~l /l 3 0 /.,.:; 
:~t=Js¼.~i"Lt~::i~)-l:~]illHm 2 0·:/J J. r.,~i~··,;~·f ~, ~~~~ff~~iJ~·ftik:.r"? 

:r: ± :,a 1t: .1r,A-, ,:wAt zi h.t:1~1(-'Jt 1mr~',") r,~ !:~: r,l: tt 
itt~tJ;-:£ ~; t::.,"ty~)t::-~~::..~ ~ft ~,s •, ·:$--~ti)t') .. .flJHlfs·i;{. HtJ 
}.f-1"*'? 1 > f<·c)> 'l 2 0 ··· A, ,1 2 0 - R"('·;i",-:':l 1.1!1Jf 
t h ·> --c: ; ,.1;. If.'., . Hl -;: illtt:-')HHH:.: J ·.1 -z: . B-~ ..:. iXddfd: 

0 fi~ dit3 L .. fiL~l1~1-n~;~Ji~ 3 9 0 (J)tt*?£'.;&·*{f'1-.i"(>l~r 
li~(C';f\J.lt.f : \'" F S 1 ;t~· ft>· d ~) 0 ± }~i'f~ L.-.. L l. f~ 

r-:r 4 ·3 0 O') .tJ)T: fr jfP"it~J ·r-~ ?~ ,..t ~:.; l: L.- ~-.;: ;L J: {{ ·~ .. 
r OD 2 ~} l rm-~l'k! .. -{'1:~J:/ \.:f- 1t·)·; ·:' >·· 1~)'7 3 0 0 Lt?) 

,...,< ·-=?: .f ~r ~r •·{ :i :--' ( ~l~~-~--.r --f ::--J ::,,,· 3 1 D ~ -?- 1.✓- t:'·~;Ji· ::,:-

t.:Ji)<?Y);,, ··f :i : .. ··t~fJ~-t(W.~f~H•·/'..1t· 5 0 0 ¾::<T(~f ,, kit,:;-~ L 
t:: ~r··-~~ :t ;t,,, ~ J .. 1JJ ~-~ff.;); lX r;:,- f')t~i¥ift9;~~ ~J~~Jj§t '.:E (?} -i f~!-:t 

fJ:J :t tr., ~tif?· -1 :·1 >· -~~ ·i u :( .. {j1fJR 2: ttt:~ tr ti{t.. ~k!;] 
1j~ 1·()I'\ j ..f::t~-')~rt-~;:.~-.r){.tPf}ht~·i·r·c··J\f'!h .. (.,, n:~ 
;t~-t~:lf-t1~{t~#i>'ftt~Itt 1:.t I} .. ·-? i.,. c·~t\1!3'7" 1 ::; >· ·-3 2 ::) /} 
i1f1f.!:~i:.t.~~:.-(tti .. ~t~1Jh~ :'cJt,:; t:-:t/--.}·c·v :•?);ttf--':~~ 

.t }l~HJt.~<b,~,rtt1f~/4JJ)1:t {t,i} .. J t.:. ft~·./· 1 -:1 >· ~ ~) 0 
/;<~tr~till~J~?,f:~ iR!t~h"' :·er:~·; t.::.?£A•;"'(~~l)•~:ff;"r 

~~~; H-9-~ t~l;{~ •. --~t~'.~ ... -9' .1r~ l) .-f- ft .~t'i"t.flir.JtU:rrn t -~:c ~L ~ 

[ 0 n _j ] ] J:.iff~•;~;- ··f :·.1.;..- ~tt~'t-t~Ji_~~~j•,n•'.f.1i· ~I() O{J .. 

.t;b•~':-L:. L:t . J?;~tl:~·.}}~H~~~:1Ul1) ~· ;f,}t i'1 -1 ::...- f. f) ·i:ft:>7:. ..... ~1 

il-· :3 O O ;(,\JJ t (ii't-l) .. 
[ o o 3 :~ J --~ ··f --:1 :,,.t~i1~:t~-:J~g{-!--- ~/)~.- ~) o n Lt, . .:{ :;::-

}.t·H::L.-t l.: < f}~.tl/. ~tttt:r~ .. f :] :> :-3 J O iJ~'.---~tt~JA~ 
~ ± t/..:: HH:±. iijJ~: ~- .Fb ;ij•::-~t??JJ~;Jf ·'.:: ~~, ... ) ~r 1, ) ~:It:~:'./.) . ·y· 

t. ~, •t.t t-,: . ::?-,~~~ 7··;~.-;/) t:U:t{H~Kfil{ i ~ ~1- "'~- ·f-,J)ji-f'tc:. J t) 

l~?lJkJ:ff-~~ ?l~-1!-1· 0.: J: ,J;·iJJlHtC- ~ti -6 .;. 

Page 284 of 393



O ~1~ •·) l:~-l~rfT, ff~~up~:t~t< ~kf§ht~:?))).7ml;e;·~t I) _t 

) t-tif'.l~.:l.~~~b·~t lf:iil.b .. 

n,, i~.r j- > r •~1 :> n n .. ·,::i?J~~ ·:>~ .-f ~:1 ~✓- :l 1 o -:!".' J:'filtt~ Lt-..: l:t: 
t?)tr~~tl::. s 4 Qtl)J~:smi~titif~:t-Jc?J-{JT 1: :,/:~~;- :• ·.~{-r.~i 

~~i:J: .. (t.:1)tf~*}t:t1.(~irt:.n~-.:z. ~(, -/'.·~, J }?~ ·s ::; u t t~fff=•Y} 
~J 6 0 /}).[j{~~fti)lfiJ~f-~':·l~;t,~~,n;t:{~'".{> ,. 

{ 0 () 3 ~;,] bi] .l OiJ: .. t~l9 i,: .. :_!~L./::..~fff~tJf;{'iJ:$51:t.l~fm 
'"'C" -tf.t.U01t.t~.sl.·''? ·f >· F!/·3 0 OL:}S{t{~,J~~~~Y--f :1 

·f :J. >·· '.~ 1 0 C) J1{1J{~~tJP .<: .. 7:-- f-' L..- .~1 .. ilt fJ { >·· .F ') 3 5 
t) (::tJvr .,, Hi Tit{tntffF~:fj<::; ··) -,:-:Wil~:>::t-:~tm:t)·(: '.) j 

ifJg}jt: -~~t.J.~v~) ;~r ;~1,;r~ ~:; .. J o (J)Jf.t~ihqL~.i~tt ~~ 1t1.: ~\.ft~ t· .::~~ 
L ~c t· :. t~ .•- fl .rh·_::;·:~ (l){.tftth">Jf:.~ ,fl,~ .ft l~ t .. 'fJi~Htr.c ~ 3 

·:'> 1?>~fl:fiC: ~) 3 0 t-~!J L ,:C, ·.;-fft:.c.:-?·u~ ~:; :~ .. ~ f~ft.~f;~:.>) 
H~tt-ti1ff ~t 1"ft.<- -·) 't~ i":~-- 1lijfj:t B (~~ J O _,...,,?}-?--- :9 :;f~ 5 
t~: 0 /~ ~ft;¼ 5 6 ()(?)ii}H;~Ni, ~:{}J1tff~)·;,s ,; :f::JmTI H 5 2 

t) tJ .. ~-: it <-.,.))}ffit1lJh{-tJJ~ff ?0-lt-?> t fnJ!r~:JL:, ~:~riJ:f~.fi;G 
t:_f~J._t..:WJ.fa~~:-111ri:.~t~n~~~=::~~'r~& 0 :~JJu.i·c: ~; ·3 o t:.:~;f 
l. ~rLt,. J):tm-=K H ~) 2 Oi)~i" Ft-·· )~.t~i~jfilfIJtl-L,. .f)}JU:t:1 

R ·~) i {Jl·,,~.(~)jfilf;~t~~!:"t-ff;IJ~.:s ck ·-j tfo'ttt"'.tL?.;, ~ 

[ 0 0 3 8] B.:,j 1 3 tJ, !:X] I 2 {7J1Kff¥,t:f) l, it~ 1}::!Jn-~-

[ 0 0 3 9 J R11 -:'} ti:~ ;:f }Jut;-/\ 5 1 0 .. I) ~; :~ G (•~_) ..:: 
:·g~~fJf:.~~3 ~ :.-( J..:.l~-fiJ t :Jt~fK ~~; t1.~1.: t ~:;~,: i- ·~-tt~:t ~::-·· _ •*hu::AA­

_.\ s 1 o--J}' ~ ·ff-rJH-1 -:· t•..r~-·~1 --: >· i< ~) "3 o o ·er 1..- t:·~r 
~ 7~ 1 :~~{ -~--- 3 2 o {~ Ji.rt t. .. 1~ J{~ frt~1) Ytk(41~ni~±1 t- a:: :t .. 

.~1:· ,~ t~' ._ ·y t, L.- :.<., •• ~itJ h~ t;, tt.tm·-fi B j ~~ ~) i: H:1:;f·:J· -::, .. 

.:.il.L:J: f) __ };J}J~~fi·P1 ~~ ·~-:: 0 1-'-..0')1iti~-:fut;:z?qi,<L"t).i'i.. 

2 .fj-g~h~;~ff):-h.T'CZ~*df: ~~ :ttt: ~k~ 1.-- ;;~~:j~ ,: 
r o o .:J 2 J .A~1'-·:.r7'·3 tr> 1 c::-) : J1tn-t·..:\ s 1 o ~-:. 

i:> s 2 o t/" t ~L {,:J!it1ffftc)f~ t_~ttt1ir:. . .::--... ~~_} t~~tr:1;1: .,.3:: 

''!, J5'!Ju,t .-\ c::, l O O, ~~Im# B S 2 (H:·mz ! ... /:::: c 
t: .t r;, W.~Jlli,A.11. ''1 1 > f '7 3 0 o (.:,'tttii·Hi .. t fi> 
!1n-J;· B 5· 2 0 Ci.) ;-~ I~ t~·· .7 .. 1~ f-A J;-~\t ~ ," 
i o o .j --j J .-~·"· -r~ •/ ·-,,0 .4 ( C:-: "I L ) : 1~J~ttN-t.. t.:7"' r 

·lJ L.- '"f ~~~ii~ ~it·JJ:t~~\ fr ti:~-) t~: t(!l§i 7!: -~ --;; ._ • ~t th if~ t ~f:i'~i 
.~\:-?J¾:iti1bt.:t;%½ ·y-- Lt:.~?fl~'-C·., -~~ 1..-· t:·\li:J#i:·l"-1 :::r ::,,.. S ~-: {) 

Ji\·\-;( .. A-~t.:'fµf t,·Hit)1·,~ i"L-r \· "-~t~, ~:tkfQt(i):.;-, t{'rR·j~i· 

ft¥~ L t:N~, ~ (:-L~:?:.--;ti.:-• .. _.~: lfff·f ~:t, J1M·~~(:•c)f~J1:iJi.~f 

3 5 :')-:i-·.t~>f.2-+l-, 7 ~~ ~ ... 1 ~~~:lJ~t:)lfJJn.:5·.t} i-i~•.t~-~}· 
~},., . .:.ft.t:.l }} '• ~)t;~nn 5 2 0 (" 1?Yit:~1if:~'.:ft!l~-~it 
·~) :- J:~-tm-~- B ~) 2 C , -ft ff- 2 ( 6 0 .-:1 ) .t. L .. ~,: ;~ZJ~-J~ 
-t~Jf'Z~). =~t_;)th¼·/'-,._i:;°)(:C}ttri?~ti(~:11J-t{~Ji·1'?.). 
r o {J 4 6 } _.:1-.. -r· :./ -,:;~··- 2 t r~ :::: J~:s y -: .l::ti~Ji!-fft: J: 1

) 2 

·ri:ntr· tffli :lit.li~ ¢ ti r::. tt:Th 1= 71:.~ --~t .. 
r o o ~·i 7 J' -~-:( •r~ •;i ~x 3 ( t} 3 o ) : $hu·-t· }\ :3 J. o .. 

0 lj , :ffi .mi:tl B 5 2 0 1~ t~:t'. L-l.:. t r: {:: J~ !') __ tJ)m~it 11 
s 2 o </) ~;.;ic v L-·· _.? i tr~ tN l. ~c t.· } ~:;. ... 

r o u .-:i 8 1 _.} .. -~-;- '>' ~.,., 4 ( c 3 2 ) : ~t~:1m.f-i· /i 5 1 u 
ti, tift:: 3 ( C J A ) .!::, L. --'.: .. -ft:1HiJr<-t-li---r:1 1 .>·· ~: t:? 

Page 285 of 393



r t} {) s o ~ _::z. ··Y-" -:,- --:f (-:. < 6 :3 6 ) : )~ .. 1 > }< r7 4 ? () 

{·~ J:)t, ·~""C. $Jm:fi BS .2 0 t) ~{ r,: S ?&~ .7...)J 1~ f> :.: L L: . ..K 

[ {) O :J 1 J ~:kfi;f s ~> o~//iJ~*-k-jJt,i; -t .. .:.T-1.:· t~·•iGJ~­
ry ·1' .:/ F•.~1 3 8 u ~~it:J:t.~L ·r ~- ·1;t ~/'·l~~:?~·71.,c;_;,t~~:t/~ 

.fd,,.:.J: ··) ·r ,- rr:}---- .~1 _.-:z. ·?·~,,->-· :1 >·t~rfL~:f!u1i .-t~ . .2 o t,.:..1~~\:=f: 
,7 -1 ,:..-·· F :) '3 9 0 tl:t: .. ~l\ ~ t't ~~) '• ,:~ il f~: c.t f) " 2 ltf§f(· 

~t:fffi.h~;.\. t:~_/Jilt·C 1: }m .z t-::_ .. i J~~nfte)f!·•"',),:: f:~•ff'\t' .J\j~ 
-t1te·v0-~1~ff!(7)1~tt t f- 71~,-:;• .. 
i O O ~! 3) .::{:f ?7" J (Cl cl 6) : t..:=,~n:fi·l-\ 5 1 D.t 

~4:.~n--t· B 5 :~~ (j •?)f.~1'(•~:f, H*:r: {lfh#:, ~~----:-.. -; ;f~, ~i~:~1 
:;-~-:,/~)·.~-<~~ji, ~ t't' ( 1., \ ,f,_~ ·. 

t 1 , -~~ f1c:.t i"), :tt=./Jut·r"' s ::; O ✓'·--.tt?lih?fC(1t~ft;.~.,_ .. 
( l) () S t~~ j _:.z -!" ·:t "?" ·:i ( 6 5 ~) } : ~~i .mJit <.:: S ~1 (} 

h~i-:., .. ?"Ji§/-ffi~r:·~:~~ftJi~~-;:L~._ ~tn~ttA 5 l Ok.t .. 1Jt:: 
_:z.~·r· •/ ~r--.. :··;~/JU:ttc :) -➔ o t-tg~,E-!.✓ B"ij,~-c(·, 1:}}J:vt·c~ 5 

;~ t:=..:t ~J , l~J.m ¥{ .i\ ,, }) , (:. {?) '3 -tf~1t.~~jj\• \"(fj~;Iif.ttt 

h;l.t-Jl~ -:~..: tttt {:i ., 

[ U C} '3 7 J .>: ):. '? _~l:- ~) { 6 5 ..:1 ) ~ J:·~/ft31iffP*.,~?~ f~·;J 
S:}jt~: ~ :t:.:~n.:~·C 5 3 0 ""CL:t ffil~7}.1lli.{ty: ·?: 1 ~_:.-""·(?)4°l~ilct: 

fr!~:<. ·c, ·}tf);~!i}(?)f¥t:_:.f.fttt.i-::.::";: .-!1 ,, 

t o u s B· J .;1., ;r •>· ~x- f> { c 5 h ; : -ttUn·:ff A 5 t o 

3 o u --r··i;~ ~~ ?' .•f ~-i >· 3 3 ( i 1: Jij :SH L -. .ff.tu :tJ .:ff '7 >·· J 

6 o ~c:$:tm .:a· c t- k§1Jt"?~ ~fG ,. .:. <?) .. :: t . ®·tn:ft c·. ~:; 3 o 
t:P:'".UYJ- zz; ;~ -·f :1 > tlfl~:jJ~[,t/--~ "./)L-· 5 C) U -~~-c Ci, ~ 
t.: it.~+if?~;('~·~tll ~·it ·ct· ~i. 't~W:;. ·ftiit7~ ,-{ ::i :/1.?J :j --J; o 
~-~U.~8)7A703~~~t+-?VfONJ 

-rz,, .. ,. 
[DO~> 9} .;;r~ •:-1 ~~.,. 7 \ 6 ~> f~} • l=i.~W-fl,/~ t~; l. ()it;, 

t5)JU-1t [·j -~ .!. (} }i :"~;.:'.,,, C')~l~{$._:-i ~: ~~?~~,. -J //;i--J:) :~£}1t-~N& ,1~ 1.)) 

nn-1- -t:, ., ;;: 1::.. u-:H··-1••• __ tJ,a.iJ~fI~?.:\ .t •~r:-~ ")l }f~·:l}jf}f(i·~t} t1J 
m~ ~lt.t::-t~·nrr-~ B ~) ~~ o t-:t. :.. tt t.1 c)3mt~;~::,:~)ffttrtJ-t:i 
;~it-:~:,-: 2 t:: Ufi.?:. ·t _ .i~.1'J§tt,i)f}1-).if~!:1H·,_:;~;;-1; ._ 
[ o o 6 o l .:.z ,=,-:~ •·..i 7~ s { t h n ; · ~~JJn:~ ;\ (3 i o 

~,:t. -1s··.~r:.t1·c 5 3 u t.-:_~N L.- ~~- ~ !11!·ft;Y~ t --~t---- ">~ ~:.~,:\i~_{J 

~~·.?}~fi.tit:i·t~Jt ·§: LU•t·· ,. 
t {) n C, i l _.'l .. ~r ·y·7" 9 ( C: 6 :~ ) . J} .. ~U:-{i·(~ ~ 3 D 

ii~·~ f¾#:l\~Jf:.·:J,~ r-) ":0 > F 0 4 3 0 ~c· ;- '{ F: :,:~. : i i~_·_tr:J·· 
l> .• ~:.tcr:.J: ~} __ t1=trn:t· 5 1 o J\.ti'.)t)1;;_tn-f1-c:~ :5 3 u,,, 

r o o 6 4 J _~l .. -~? '') 7·' 1 2 ( 6 ? o ; : l~1m :tic s 3 o 
/,r .. ®-.im:fil i\ s 1 {) lr~ t? J:1!(. :~.i'tl:: :t-)m.fi· 8 s Ju :.?)·_r 

- :-;-if ~~:~·))Jffi-f1:;f1}~~¾1f }r-j· z.) ,; 

[ 0 0 (> ~)] .. : ~1},l ~) L~ l -r, :3-tf~t~t:t~fi1:ff ·) :l.:,Y) 
:)_.-__ tfih~~~ . . ~?-~- }? };.~. i~~-J~_;f~~'\t§lt~~f~r~ x~~J~~itt ,(, 

fl-t(!)~~t:iillt~t;·~t.t. ~;1ffil:J: .. $If"~±{;:ffi.fJ:w;·c-·J.:iZ.. \ ::z-/-­
·:t ~l" 6 ,g .2 } . ff}i:(iffif~~:JfitiJ':'{t=~-:i~ i~) l)~) -~ '" n!!<?).d£ff; .. /4 

Page 286 of 393



Yi-~ .. \JJ1~~-t.:~.~:~rt~Ji~c:;:f {~ 
[ 0 0 6 R J .~.Z .;f , l -;·· (, .g 8 '('t}~·-') }'-~JJ .;~ L. ~r Lt, .~1-~ 

-1.fl:J- {l)ii~J-tJTir-::.:f .. n.-~f -i >· }~ r; ·~3 DO /'._C))_/,iJ .. &:~;:, 
l• '..{..:tfllieJ+t.1 }· ir~>\5?~ i\ft---:- < 6til1J,pJ;:·.:t t~·~·e;,J.~ ~f; o 

h~-~\:;·:P:t frJJE•;t .?: ( .7. ·? "/ ~f' (.t ~) 0 ) . fJj1t~nmH.J .. ~u 

ir~~~:1;~ti~tdtr"·~if< =.: t ~<:J: tJ '.ft~~L l .. -_ ~:;) L .. .ftHfl:til 

t-ttr _ H!~)')®}1u-:nt:-.J--f L .. -:- .. :c~?-1J]J.f}1iB(~)¾mtr~Jrt·it 
f,i·j· l~ (.::{ -f ':J· ·~.r, b 9 .•:'; ) t Jti;:,:, ., ;,f~t,.:'tiift4-.(~~ (.:.: J.{ IS 

~c'I~sr.:n ·f- ~rf• ··r-f 1I, t .? ·'=? ·--:.~ 7·· c; ~) s ) z.t t.:. _ .?~ ~f •~·· 7" 
f>· 9 o···r:·,.\)J1J{tf}N~tntJft~-~~·t ,~c)~c~~t~ ~:~:. fitJ(~i'l.f~~ 

.ti)•t~-L~~ .. l~ff~:.:J~i~~;J~?>.i~:/J}~l:m { .:J:.~l-1.~.r7 0-0) 1:-

:ff~: \~;J~1t-::.·.;t'(·ii~ -~?- l;)-f~}i~J\~--~.,.tt.-·~l -;' :..-·· V )"~/ 3 0 0 t~ffe.j 
f~~ t. ~-~~ "-C .. .. t:.rtt!.J-.. i}.~;!_:J~\?)ri,j t~:1:~~1t~.f~J-f {1 ,, 

J (! o 0")7~ -1 :1 :..·si11\t1;r~:.v~~~•1).{,;<:(>;•>·~-l·~l-:·Ftit··r- 0 
t .. 7 ... ·-r- '>' :.Y .. 7· o 2 ) ., t. L -1,....t=;ttn=J,.,.·t-:r ... n.-·i~;.- .f >· t·: t) 3 
no 1,1?)},).1~c·;;t t• 1~}~.t. ·ffl1.~1--.-1 t·,t::. i\?.1ttf-fi~1K/il 

c J ... :. t')r'? 1 -:/ r-·;:,,,t:~~1-t. L ~c., .:t~·ti-'l;)j.\ : 'f" E s .i 

~-:
1 t},~:JJi/i-;~,r))'>,:.:,··.j'l.:)~·rw,:t·t~I, { :;z--:,r--- :.:·.:.r·7 3 s) 

s ~-- :· \~ r: ·s ! .. :\)Jill:1/'Uj:" • r~i~·it~~~~r(.~)}\··) f~.::IW:f~'R-½t 
·t· t.~tN t .. /~ff~ ( :1~ -r- '>" -.~r-·7 /; CJ ) ),. •{ :~ >tfl~t-t.~!ffi~;:-

r) 3 0 0 ~-~:-:f::Jm.t-:Ji :!l ::..-·· 3 (, 0 f:·JQ~~t i;.1 '.i:<:£.!tL~~f~ \~. 
··):ti) .. }Y?tJfi.t \:l/i.· I")-::_...- J< )7 ·3 GO C.i1.MS-f.:J'~-1'~Cf¥;; 

t,:J)/,:'(.·tt··J·) 1) .. ~.O)ft·1~.Qli•\_;f.}~ ):; ·{ :..-··f.'}~~.:-3 () ()·c,-­

~~ftl#{?' -·f :} :..-· ·3 1 o .. --:;~ L-- ;.__~--·~t~ ·}~ -·:' =~i >·· ·1 2 o . ~t. i:: 
tif:tit.t.;> ·'l ::J ~/ 3 3 t) 1:j~ff( l. i',::ki .. ·H]:·f(7)7;t< Ft- _-;(ti 

-~Jr::R·~L:i-R.YE 0 t1 ;,:~ -: vt "') ~r .. :: u)F.;~·c·tt.. rt~L :z. ~7 .... :..-
7 ... , 7 (} 4 ?)":-;.~ 7 2 () k:}llic7~ ... : t~:r):f}-;.7i_~·c.fl!:f:JJ7'" ~: t .. , .A 

~ -~tH~---f :-;:, : -~: l:> ·r· t l, , 

t(JJ;t·?·~--v)•·'.lt-· ~:; o o 1 .. :~;~J{L {.:l,. -,:. •:.--2·'7 2 1 ! , !·.ik~ 
·f' .. ,,.·:tlt.-t:¼~iii"~tt('::J:!£1.f-~ :l-'f' -i· -r1~ ,•i' -~~1 >··r:f1~t:t..-t: 

( )::.. T"' "1 7·, 7 2 6 i O j:~~·~t: .. n~~ttr:r.t ~:_;.:--:~1··if'-'f !·•. t<tt 
L.-~<:tft~t-~.:R2:-JtfdL .. (.~Z1'•;.i7···y "2 N) ., -Hi.f:-lt~ 

tf ~ YE r L. { .:;~ ~~:~ ··.•• -::r· 7 ··~ J } tt:tttlt' ft: lu,t;--f .~~ ~::-"' 
1 ::1 ./~tt~J~t$'.~T~ ..... . -./,n., 5 C o c.i>i~Httt~·t-tk::f[~t- cJt;,~ ~--

·-i'i"h-:.3 }.~tl.L C lt~~ iTt:J+.~ i1tLt. -n~~~tJl(-' '.t-}~-~l -1 .> 
!·=' r\., 3 0 0 ~c~}m.:ij:f~·7>·t:~1~t~lti::{•~th◊.,,-t f.tQt:t ,{i 

it1~ L ( . .?. 7-:. '>' 7~ 7 1 8 ) _L.di L /:.7.. --~;- -:.i 7" 7 :2 2-,. 
7 ,-J 4 0)1Jbt~t:· J: ,-•:.'":-: t·H·J:·-tf" { J .. P-.._;).:,ftt:7tl·li\7i.~.1 .. 

t () 0 7 SJ l'-iJ~:-":z-?- '.,,7···7 (J 6 t..:::i·i-~\J( t. L .... JtJJ!~ 

n:F:'1 >3 C, Oi;:,jifl--~f,.:".,·;~P-'.,t::tl;;';- tJ_T:e:~~1Jl~:-h 

t ~ .;;() ~:~ t:: 2~ -i-~ut L,. --c ~- ·) I~ ~ flt .-•) ~-.: ::. Ci )rf,j ?: .. {J , 7" ;< L-· 
~*Y1~>1400~mthl0&4~(~~o/77 
O 8 } , ,S l . ~y Ft.-·.? .. t~ ·.y· _.,( ::s > :~ -··1 O l])"fu!}~ C i"L(: 

1t1J-,1:; :::: ,. _::z-r- -: ... -?•'7 2 2tJ.1•:.~•;)-9.~t1~f~-r;\ ~ :«l=F·•~t--f 

~ . ..--... C);J1}{5;~C>t-~f_.t :_:~ J1t?1s -tr,, 

[007CJ 

[ J~fYk~)J.F;~~~:] i~tl:3·7.iJftrY_lfJ}t)lI ;\.h~;~cJ: :} t: .. :.t:4e:~H 
v'> '?it- ~T-- _-;_ -"/ -; -y J;t.t.L"; J tFilfH;;mt{Jm}!'}jjJ,'.t;: ,Lit 
kt, ;ftHJ;M~l,.%1ltl"Htlc1Y7 -f ~1 >b'~.i~t-:.t:ft'. Lf::l,i¾tlt--

Page 287 of 393



.. : .. t.t: J: ~-;"C JiilfJ .. x :y: -~· :x~r~.>tit~tJ~kffi(~/.:{j!!~*fttr"Af1 
~-ft-(~~); 1 l::. :~~);f~3fJ~•ii~tt1i{?>1t~liil:%: Jr.~t.)1::·{~t 

( [·ijffjj,?i?Jl.l{V;,tii\ !~~} 

(t?J 1 l :..t.~Jti\Hir .i~fffi··~t t J~~1i✓-.:.z ~r~i.,,ex~E!-i-t:l~rtt ~t-~~ 
·1ti!,, 

·- ~.• ~1 ::.,••) (J).!\~n• V 7 3'. •,Y1{~J1t1~ ;/tJt.~L 
( t~~~ ·1 J 1

/ -~ ::~~ _A -~r, .... '" Y ::r :/ ·':~fj ·:"fri t: :f<)}:~ ~ i' t .K1 ~, ::it flJi t<.: 
,l i; H:J\~~HJ.,. \.:f ... 1~-r1 ··i >· F ~7 3 n Cf c7) l 0~11~ .:_J/~tt?l., 

[f\14} t.JtU.fi· .. ~.:f'fti:~~:J)t{t·CTC~}ft~tJl~/{;?,i~--~~~ ·:· > FYJ 

[ l:/4J 5 1 J:j2fl:::tJHl'{.+.}~ i'.) 1 >· V )) '3 0 0_(?,:.}t~W ·()·•.1 

~\ ~·.iju-.{{.¼1J?)ff~_i:f!) \.:f .. lt.· ~) ~· >·· l~ ~~t •J J. () t/~:- .1 f'!lj-t .~T~: 

t~7] ~i'JL--)~.~X-f-: •f -.>~iff!i'~t~f)t~ .. r·o·~.;f')J.\fi 8 O?;~iFW 

"t ti )'fr •1 :;1 ;....-~frt-t~Jl?'-f,~ .. ~- _-f,;t.··S n o ;?) i w~Jfi:_::~;k~-s~fj1, 
( l:HJ 8 l ?"" -·{ :~i : .... ·,tt-f1:. t~~ J_ ~-) ~:.: ·7 --f :1 :,., {fH~t-t(.\? y-- .. n· ~x· 

}i.,:]~~U~1(f&liitft L /.:.~: ::: -:t ;f;·?·.t~:}i)C)t\i~, 

r ·tm 9 J 2 ~i-iiu~:.1) J.Ziltr···H·;·ki 11~o)Jf.1·flDtU. ti~fttlftltti ~ i z 
r.: ~t~Jm t: 5r;\tt1J .. 
rfii 1 o J .J~J~~J~19(~)1J,Jl3t·~c-,. t~\r.:-7~·"~~1':W~,. ~1~1i~;~; 

<1)~-flfi~ftt;tl,~l~ft 0 it{~ ft:r2~ .~i(i··f.::i>c?}[lJ <c 

t t?i J l l J ·tfmo:>~~~l~t: 3 .)~ 1:J(.t}J}tn.f}-;,:.:·q_irL1\. L..t:t{; 

t~1~-0:Zi;™~tKt~~t#.il ~ ltt:.4kfis~ ~:-:.-)~ ~Jt~.~ 
llXf 1 tl] 2·.id1tli,rlf{?~~t~~i.t1·~: t- \t:t,,•hiK!L~~cc _ ::~;Ju.fi·i\. 

ti?l 1 5] 2:~tmi/-fr%M~-~'"(·/fltt~t"tl..:~!i}i)'i~. ~ st 
~-,:: .. -1· ::1 >· .'3 3 {) ttl{t L ·.:::a_Wft)~ ,t -f .. w_")l _;i~.T.'~}~~t~--

f'.i,c'.i,:IJf}Jl f: jj~Ll)j':;t-6 t:: i/)'7)[§1, 

rnwi 7:: :1<;:ftHJH . .:.J: t, ··-:,11. r :,:-,,' ! ?}rudtf;:Mo>t::,,~, 

[ -r} q-<T\itt~H' 
1 0 -· · }ttMi{~ __ 2 U · · ~;! ~n•-? ?, ~f- - ~~ a :._ .. · ~ ·.; 0 · · · _::f·. ''.l 

~~~ _ 7 u"" ·}tft{JftL~i) ·~· :..-· V rJ ~ J. :> :)- -·Ui 1.:tiE~I.. l 

g U···)"--)J¥-:~. l 9 O· ·· 1) -:: >· :<~)~ .. --_7...·7,__"'/:-..~ ~.:; U 0 

ft) .. ·.3 (~ o~~<fl=:tm-t~·;f.)7 :✓-·, J ''7 O···i~t~t./~,;/ .:- 7=-}l 

7.f:.. -~ g (} ' · • --~? 1 .. · C'\,t2 Ji }7 ·1 ~/ } ~ ~7 -. r; ~ f O • • -{~}cf)§l r~} 

·i > F''.r, 4 o o -- •:\?tfrr-"i ::J >, ,J 1 n .. •«/·/i11trn1Hr 
$,lR/\::kt ,,., ,- > i< ,'/. ,·l :: U,,, fl~Li,ft:tJfi '7 1 > !< 

r) ~ 4 3 0 · -t~~~~i:r.m~t•) ·i :,..- f.'i'} .4 _.:; \)···1t~:~i 
fg_;.{ :1 ·-t>-- s/ . 5 o O · • , ·y ·1 :"J .~ .... ~~f.JU-'-tfJt! :;,:.. ~ -:-:t,n.-, ~'3 
0 :2 • ~•'Jllif~ ;:.l, :i: 1 }"t, e 5 u .:J • •• ~y~ ••:' ::7 >•':fl • ~) ••l O' ., 'Al 
~ti*iifttflfJ_j~1-lJ'ifS ~ ~) L:; 0 · • • ~r·~ ,::1 ~¥~J~-f~:r.@·fi{ &t , ~) 6 0 

· · -1WH%t.,;t[i~{~td1H~J~ _ (: 8 u · , · ~? 1
1L,•-f .~i ---r { --;~J§lt~it:?J,11 

.7"'t~? :,f ~7 J.,... 7 0 f) • • • ~? J~.-~j~_.i ~/·' ·f ~f"Jffl1~\1·tt~t.7"'~l :?'·) 

Page 288 of 393



?-i.."' 
___ ,,, ____ ,, .. t,,,,~''''''1 

r,_ /

4

,-i:i f\. ----------..,.,, ,.-430-~ 

, r~~,~ --1 ·_:·:,~-----, 
( 1 rf:: C£:9'~~~-:0 l tr~t~;i-l 

! [~{~~~~~ t '® 

~ 4~0 

L ___________________ _ 

$1(/:·i)·;"* 

~m·r·· 7.li, 

:o&.Uk.-&-1'. 

,, 

I 
I 
i 
) 

( _,../' ----·1 " • -~,,,,, , 

T.- .__ !I ~ 
__ ,,,,,,,,,l 

OF I~..! 

I ::~,J~ l C N I ON -~:_ .. ~ 
I 

Page 289 of 393



1 1 

40 
/ 

r····--·····-------·---·•········------·)·· a ~ a~~.., "1: 

' 

I 8(kl3 

~iO 

{';"\ -~-------------1,,.--7\ .• ..J;ic 

\,,-✓ ----------·----' Li J ¢ ,_ ... 

{::: 

541!J:·~f,H:1.: 

~S\:.f. Tc ,0 1/:>'J 
t:°~:,:'.l:,:t:,k~ 

:,.i()-'!Jj'-:$. 

~"~",._ ~ .:;,, 
st,(\;~~ 

Page 290 of 393



~ ...... - ..... .:_ __ :._t (~/ 

•---····--··--· .... _-,; 
,..,_~~ ~-••••••••••••~~'>•&L~ 

~•••n,.•••"•"•..,.~- -

,s,o 

~ ¼~tt.~$ 

+--"·'. ~ ~:k)..r.- ·,,s, ~ .... 

'l<'i<:s~{!;l:;!\ 

ltl 1 4 

$1~' 
'(_A:\ :::·:·.:_::·:·~·::::·:-.::;t 
G .;-. ............ ---····~--

+·-#---•~- .... --~ ............. - •• 
~~- ...... ~~ ..... -f.__._~.-

' ···-- :l-'-)··,'\i'-' ;\', 

., •• • - s:1<J::r-- ~;;; 

"""""' ~,:1S<l't:¾ 

Page 291 of 393



Page 292 of 393



Page 293 of 393



IRI l 7 

W<i 1 7 J 

680·\r-----··:·~ 
~ 9f:;;;') : 
\.. .... -1-~~i 

Page 294 of 393



IE,) 

[:R11 8 

\ 
j 

.......... t 

744-·r 

F 
,(l 

Page 295 of 393



PTO/SB/06 (09-11) 
Approved for use through 1/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date 

Substitute for Form PTO-875 13/086,274 04/13/2011 □ To be Mailed 

ENTITY: 0 LARGE [8J SMALL 0 MICRO 

APPLICATION AS FILED - PART I 

(Column 1) (Column 2) 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) 

0 BASIC FEE N/A N/A N/A 
(37 CFR 1.16(a), (b), or (c)) 

□ SEARCH FEE N/A N/A N/A 
(37 CFR 1.16(k), (i), or (m)) 

□ EXAMINATION FEE 
(37 CFR 1.16(0), (p), or (q)) 

N/A N/A N/A 

TOTAL CLAIMS 
minus 20 = * 

(37 CFR 1.16(i)) X $ = 

INDEPENDENT CLAIMS 
minus 3 = * 

(37 CFR 1.16(h)) X $ = 

If the specification and drawings exceed 100 sheets 

□APPLICATION SIZE FEE 
of paper, the application size fee due is $31 O ($155 
for small entity) for each additional 50 sheets or 

(37 CFR 1.16(s)) 
fraction thereof. See 35 U.S.C. 41 (a)(1 )(G) and 37 
CFR 1.16(s). 

□ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 

APPLICATION AS AMENDED - PART II 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 

05/17/2013 REMAINING NUMBER 
PRESENT EXTRA RATE($) ADDITIONAL FEE($) 

f-- AFTER PREVIOUSLY 
z AMENDMENT PAID FOR 
w 

Total (37 CFR 
~ 1.16(i)) • 41 Minus ** 42 = 0 X $40 = 0 
0 

Independent z (37 CFR 1 .16(h)) * 3 Minus ***3 = 0 X $210 = 0 
w 
~ D Application Size Fee (37 CFR 1.16(s)) 
<( 

□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL ADD'L FEE 0 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT EXTRA RATE($) ADDITIONAL FEE($) 

AFTER PREVIOUSLY 

f--
AMENDMENT PAID FOR 

z Total (37 CFR * Minus ** = X $ = w 1.16(i)) 

~ Independent * Minus *** = X $ = 0 (37 CFR 1 .16(h)) 

z D Application Size Fee (37 CFR 1.16(s)) w 
~ 
□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) <( 

TOTAL ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /ANGELA s. WHITE/ 
*** If the "Highest Number Previously Paid For'" IN THIS SPACE is less than 3, enter "3'". 

The "Highest Number Previously Paid For'" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of 1nformat1on Is required by 37 CFR 1.16. The 1nformat1on Is required to obtain or retain a benefit by the public which Is to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 .14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

13/086,274 04/13/2011 Michael Wetzer 

48329 7590 05/21/2013 

FOLEY & LARDNER LLP 
3000 K STREET N.W. 
SUIIB 600 
WASHINGTON, DC 20007-5109 

UNITED STA TES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

098944-0133 
(ML0000US04) 

EXAMINER 

3847 

NABI,REZAU 

ART UNIT PAPER NUMBER 

2175 

MAIL DATE DELIVERY MODE 

05/21/2013 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 
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Applicant-Initiated Interview Summary 

Application No. 

13/086,274 

Examiner 

REZA NABI 

All participants (applicant, applicant's representative, PTO personnel): 

(1) REZA NAB/ (USPTO). 

(2) WILLIAM BASHORE (USPTO). 

Date of Interview: OB Mav 2013. 

Type: IZI Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3)BRETT BELDEN. 

(4)JOE TEJA. 

D applicant's representative] 

□ No. 

Issues Discussed D101 D112 D102 0103 IZ!Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

ldentification of prior art discussed: Cited art of reiection. 

Substance of Interview 

Applicant(s) 

WETZER ET AL. 

Art Unit 

2175 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Discussed possible amendments for instant application and other sister applications to overcome the cited art of 
reiection. Examiner will consider proposed amendment related with user profile having three elements. and will make 
a decision pursuant to a formal submission. No agreement is reached. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04 ). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/R. N./ /William Bashore/ 
Examiner, Art Unit 2175 Supervisory Patent Examiner, Art Unit 2175 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) Interview Summary PaperNo.20130508 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1 .135. (35 U .S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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PTO/SB/08 (09-06) 
Approved for use through 03/31/2007. 0MB 0651-0031 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 
0MB control number ,.. Substitute for form 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

Date Submitted: May 29, 2013 

(use as manv sheets as necessarv) 

1111,..Sheet I 1 

Examin 
er 
Initials* 

[ Examiner 
Signature 

Cite 
No. 1 

A1 
A2 
A3 
A4 
A5 
A6 
A7 
A8 
A9 
A10 
A11 
A12 
A13 
A14 
A15 
A16 
A17 
A18 
A19 
A20 
A21 
A22 
A23 
A24 
A25 
A26 
A27 
A28 
A29 
A30 
A31 
A32 
A33 
A34 
A35 
A36 

I of I 4 

Document Number 

Number-Kind Code2 (if 
known) 

2003/0018967 
2003/0018972 
2003/0035010 
2003/0184595 
2004/0082345 
2005/0027676 
2005/0114881 
2005/0137981 
2005/0172018 
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From the INTERi"'-iATIONAL SEARCHING AlTffiOR!TY 

T,,'. JOSEPH TEJA JR. 
FOLEY & LARDNER LLP 
1 i 1 HUNTINGTON .AVENUE 
BOSTON, MA 02·l99 Nt)TffIC/\.T!ON OV TI<AN.S1\.HTTAL OF 

THE lNTERN.AT[ONAL SEARCH REPORT AND 
THE \\'HITTEN OPINION Of THE INTERNATIONAL 
SEA..RUHNG AUTHORlT){, OR THE DECLARA,TlON 

l 

._ ____________________________ ....,l--zt~:,;;'.;:::t:it:;~: 1 0 MAY 2012 

Th-,:' .:ip __ phc~1rH. i:-..; ht~n=h:y r~L;•frffr:-d drn.t thi:'. ~.ntenmt-ic!-:.3l ~em-ch H~P\.."ff~ ;HKt the -..,vrltt:-::~i i:;plrn~-~.n <>f :h--:~ ir::~::.:r:.atio-: .. 3::} Sea·r~~-hfr~.g. 
t->...~nhor½t~/ hii\h·.::· b.::~•~tI -::':i;~~ib!i~!hb:] J.ii!d ~~rt: tn1n?:;;,nltik·~J }v:.:.~~'t:\\:'i:lh. 

:Fill.ng ,_,f ~menihlW!!i;, :rnd: sr,;l.em,,!it ~ui•kt· /\ .. ttid~, 19: 
Th~ :..=t:p1·dk-.:Hi~ fa e-:..)~j~k:d: if ht-: ;::l~ ::Ni~h~~::- ~'-~ ~=t:::':..)t:ti~i. ;ht: .:..:hirrH::: (:-f t:"!.c: isH.:.:;rr:.ati~);~:;;.i appTi-;.:;sti<.·ffi (:"i•~•t.: 17-:.~f::~~ 4{i)-: 

\~~h.e~{.:" ·rh,-: ti~n\:; i!:-rtr! k-.!- ·filing ~lleh arne·S"sd.n1t~nts is IKw~-rr.t:Hy t~v~1 rn·Gttths fror::.1 thl:: .:..iatt-:: af ~rsJ.1s.::::.1~rial of ~-ne 
i1·::t:-:-s-1~::1t~(JHfsf f::c~r~:h ·n_~l"R_:."..'.': .. 

,\,..h~i-~'l l):t'r~Gtl)-' rn the h1:~~=t.n.:..::.dt~1·3}i} .Bn:.'f:&u :tJf"•.}:i~P(J~ 34 ~::::h~rnh.1 dr~s Coln~nbettes 
t21 J f}t":t':f:V'~'l 2n .. ~= ..... ~•:t~-.:-::rt:JY~d) fs:c~.hr~_ih-: N:fr~ +4 l :22 338 §2 7{} 

\.Vhb. r-eg~r~ t~-~ )$:llY r~nJtest agarf~$t p~yn1cnt nf (an) addit!~1n~l -t~::~:{~} l'r:.-:di::.r ll:.1.k~ 4H.2"" :.h:c :.:<pp}icr~nr. is .n.-..~i..fh.~d th~~_. 

D ~ht: p.:.'f'.115?.:::.t t.ogeth-t~r ,¥it!~ t.h:.:"': d~·::t";·i:~jf~m thf:r-?.{)~~. h~s be~~n ~n~~sn'lh~<:X~ t~J ttlt! hrtetn~~.~k:.-:.;:3J B~H{~au tq_g~~~-hcr 1.>ih:tl ;H?l 
re•q-ue~t tf:t i\1t~;.·2rd th~:. ~~>:~,s ~;f t-:~~:tth. th~- prf1t~s.t ~~ttd th-::~ d,e,t,,--:i.sk~-:). th~r{;--:on to th-c <k:s~gn-::::ted (}Hj-..~~:~. 

D m:..-: ,k":\..;i.$io-:.1 tm~; hccn amd:;· yi:::t ,.-rt~ th~: prov::·:?.t~ ih,; ;:\p·p,H.(':~,tH. v:~•l1i he .nQt~i\:."";d as =::~>G:\1 &s B de<.~.:.~k(\1 fa n:;:1.d:~ .. 

i:l:i:l::~}:~;~;r::~~~;i;~~t:::~~;:~~:;~:~:;:~:~~~;}.:;;~:~~;:~:::;i~:;i;i~)::;r{:;~U~i~~i:~1£ii~~I~:i;~~~~1;~~~:~~;~~~!i~~~1t~;~!::; :~~ 
pr{.:Jri~}' ,t:1h): ·~h<~i-C- f:.C.:>~~-1!.'l}~*~t~ ~",.·1H ;ifa-<~ f.:-.:: ff~.;:v...it": .:\·•.t.:1?~~n~k~ ?_o th·:·:: pu.t'}ht;. 

Sh_orHy after th,;:: ~:xp~-r.:rdo;-... oJ 1& n.H:1·~th~ frorn the p::S,;Jrisy <l:ak~~ tht: .lrE.z-:::·nat~-;3_n~l ;,.,,pp!i~~.:~Jj.;3n ':.~·H!. ht-:- pt~b"ii:::-h(:-d b_v ;:ht~ 
lntt:r.c.3.dt:m;,:J Ehi·rea.n. ff the :i:ppU:.-:3nt "..>.::isbes tf:i &·•...-t~id t~r p,;)~;p•on.t: pubhqHkm: » Holk~--: of vllthd.r;s:i~~-J •.lf the h:::i-c~-n~.fr(>::-mi 
&ppHc;3Ji:.Yr:. ?Jr ~fth~~ pri.t:tity t•lafr::.:-;-~ m:.ltS'i.. 'N':-~1c:·h th-e Ititen1~~tfr:m;.~} .r-s:~xr~a~~ hi~fOn~ iht~ <:•:::en1pfo~i-::tr:. of1hc te,e.--:h:nii:_·~~J pn::p:?.TaLk~-:.1s -fos­
.h~.t~rn.2h.nf~a1 pubti::.!~.th.:n (R ~le!; 9Gbt~ 1 and fJOb~s 3'). 

;~:~:!:~!;,;~;;:::!: l~;--~~!t?:;;;':;.;;;:;t ~~:i"~:;\,:t~;;::;::~~~,\~~:~:::~:[:·;;~;tt~;:;<;;~;;~;~;tr!:,,:,/~~::;;; j~{ !:;~:~!~:':r:.;'~~1;;~;; ~:~~~~,~~; 
date nn ~~(~tn~"! <)-ffi,"!~-:-;-~ e-~•~n fo:t~t); ('lt'h~·nvis~: .. :.h,~;--: Ep_plwani rnus~ l-).'itbin 20 u~~w1ths fr-.:,~rn thf: ird,Yd:.1• ·:j.:£::~t\. ptrf;.,_:rr~; ~-h~"'= p~Y:~~~rib:e:d 
ac~s f:~J.r entr:,{ h:t<) th~ n:-iti~)n,:;-,l ph"~s.e bett,re tht!~~e d~!Sip:~wJ (>ffi:;,,,::c;;, 

in n;·s·p:;"{:t -..Yf -..Yther t1c:3.l:f..:r::str:d (.'>ffi,.·.•=·~;, ;Jit-:- tinlt~ tinnt ;,,.rf Jll i~onH1:~ (<w ktt::~rj \'-'"!H nr,?,r,ly ::;~\·~n if no di;:-:-nm1d ~& Hl~d ";>.tithh:~ 19 
n10t::d1B-, 

P-J:;Hn;.:--: :3.nd tn.o.i.hr:g ~~dffr.f::s.:~ c-f :h~ lS.1~/ 
f>-~1ii!~ Stop, PCT, Jt~1Y1. ts.-·vvs 
c~mn-:~%~·t,:~.-::,:.r f.<:,r ~~.:;o!~nh, ~ 

~~j). t!.'.:::~- ~ 45t_L A:Ca-c~~{~da_ v:ENJ!R ·t~?3i~~-- ~-':~.\) 0 Ii 

r::~:-:~frnn~ Nt:-i. -::,?~<D~~~-<.t~:tr1 T t-kph;;.1rH.~ N,>. ,__ ________ _;., ______________ ,___.,,__ _________________________ , _____________ _ 

Page 305 of 393



(PCT Artide lg and Rules 43 and ,J-4) 

FO'R PURTlffiR 
ACUON 

:s~~~ F-t>.n::.1 pc:1·/IS .. i\/220 
;;'l:i:: \\}:t.H 5S:, ,vherc- appijcab]{\ it~;:rn 5 htJO\-'?. 

;--------............................. ·------..,---.-.......................................... _______ _, __ ........... -. ............................ -----------t 
li::ten]·arion.:::J ;ippht<U~c)tt No. 

PC::.TllJS20-1 :2/022406 I 24 .Jar:u3r-y 20·]2. 

(Eatli{::-~.t) Pri{)Tity· l)at~ (-:k.(vl~1u)nth:·\eu~~) 

25 January 20'] ·1 
-~-----...... ., ................ J, ______ ~--.......... · ............................. ,-~-------.............. .-.. _. ........................... . 

This itri:t:t].c~~tional s::..-:t1.:r~h reix~rt bas h0~~n pfk-..pRred b:/ thh~ hrtiinHHion.a~ ~ea-:..'t';h~ng .l ... uthority· ~n~<l ls tran~;rrsitted to B1c Bpphcant 
ac-cording to .. ~rtick~ ; 8. A co·py is being ttm1sxniH~"':d. t~ the ltiternatiQXUtl 13-tB"~(i~J-

This intetri:~:.tion;:}J_ ~-:~ardt~ nqx~rt ;•,.>t>t-ff:{:-;t:$ of~ t~)t!~J of ----~~~:-::~~- ~;h~~t~ts, 

D It 1s al:~f} a.t:tX}!:-fi:pafijed by a Ct>p~.t (~f ea,"'=h prk'}t· ::\ft d~)C'JJtnent tdtt~cl it:. th:i~~ n:1_x_)ft, 

,;5. tnir~sAatinn nf'the jnternatiorittl appitcadon. into ·--------------···-············--··••nLLHLL------·~- :t.Virith ~~i i:h.,~ h1.ngua:gt~ (:{ 
xt. t.ntn~k·,tk:-~; fr~:tn.i:~d.1~.-~d f~)r- th~--: p~.itpt)~{:'S of int•:.~rE~tfr:tnal: _se-..1..n:::h. (R.Hh.:~~ l.2 J-{a} ~Ynd 23.1 (b}:L 

h. D Thi;, intcn\>\tk,rn,l :seatch i:,t.pott 1w.s !w.en c~kbhdit:d t~Scir,t int,, ;;.c-::o,mt the t·<1-t.tifo·.$!Him ;if ~ll Qbviml~ mhrn.trn 
~iuthnri:.~cd by ~.)r notified ti~ thjs Auth~Jrit:l under Ruk: 91 (It(~k~ 4:(6bi:s:{~i)}._ 

D 'h'M, regard to il:ny nud!:'oi.Me :;,c1iM~r ~m.l!w M.id SN!llieslct 6iBdm~~d 1n !ht> 1ntl;rtii1cl:ional tcppliwr.ion, ~(;;, B◊>: N(). L 

,; \Vith regard 10 th;:: W:fo, 

fZl ;lw tex, .is approv;,d ,1~ ,rnhrniti~xl by th::: oipf;h(:mit, 

□ th~~ tt',Xt h;-r,; ht:::en t~~a;sbii~hed by th~~; /\Uthority :.{) p:.:::::.d ~~ -t~~U~>·sv~;: 

5. \\'hh re.g&rd w lb~ ;.{l~trnet. 

i&1 du1 t:;->~t $-;i ~PJ~ro~/cd a.~ .su·bn:iitted hy the app-li~w1t, 
□~"· 

the t.~xt lr~is b¢en ~:H.al~h:sh~d-: m::-~~x·dfr~R t<) RuJc ~18~2.1 by this <'i~uthoJity ;;\::; i~ appeat:') .in [·J{J>~ r~s). rv. The .a:ppHca·ni 
rna)\ \,\:itbin. Q:t}:; B)t•nth frorn. the date ().frn.aHing ofthi~~ int.ern~th:-:na} ;-s;;.~;3.rch ~~~port, ~1ibn1h cnr::.1n1eui~; to thi~ {.s,_~itl~orit_y. 

6. ·\Vith r;;;:gard ,o ,he !l:nHYl~g:,., 

a.. th.~ rigux~ ol' the drnwh~g& in b0 publh!ic<l '-'Yiih ,h(: ,tbstmct ls FigBni Ne~. :L ...... "'' 
lvl 
~ as st~ggestr~-d b~f the appHcs.tlL 

D ~.a s);k:cl~d hy ti:d~~ At-u~honJ~·l" be,:aus~ th~ ;:;.ppHsant taik~d t~) ~;ugget;t ;t fi.gn~~e. 

D a.~ ~ch::<:tcd. by th}~ iu1tta)dty ... he-:.."'..:3ns~~ ~,h~S: figure bettt-r e:har:.:~cteri2es ·ti1e ~n-v·tntEon. 

b. 0 ~:len~. nf the figurts: is to be pubHsht:':d \:..·lth the ah~;tr.:K-:t 
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iNTlm.NA TH)NAL SEARCH RKPO.RT 

A. CLAS SIFICATH)N OF SUBJECT tvtATTER 
!PC(B} .. H04H 6132 (2012,01} 
USPG, 725/"14 

_A,.c,:on:Jing to Intetrmtlonill Patznt (:lassifi.:::atif.)rt ({P(.} or rl). b~Yth rmtion;il i:hi:s:~~fic~ti;.)::.."t a.nd rp(: 

B FIELDS SEARCHED 

i-itu3n,1Jm. dtK:~tn.1ft1t3.tfr,.?1 $~B-n~h~d (d.n.~s{fk:&i~r:. ~;y:::t~n:"t f◊t~~n~;/ed h?l ch-...ssi:f~~-~i.ti-t)N ;;ymb~d:~) 
iP·C(B} • H04H 6.(,2, H(l-4.t,.j i'f"H.,. H{.i<tN 'l T/0() {2Di :vn j 
USP(; · 715/S, 725.f:·4, 725/2t\ 

:----------------------------------··-············-----·····----········------·----------------········-···········-----------------------------
rJ<)C",,tfnent$.ti'Dn ~c::..:r!:::hed oEh<:r rhan tnl·nisnun: d◊C\nn,;::;n-tatiDn tt-:1 tht ~:<r~nt th»t such dHcnn1ttn:!. -~-re inch.Kfr:.d ir:. ~j;~ fi~_j.ds ~}~an,:hvd 

C. DOCU\:ff,:.NTS CONSlDERED TO BE RELEVANT 
• • • ··~-········~~····~------------------------------.-

C«tegoq ·~ ! (>wwm of ilonm,em,.:~~~.~~:.:~::~:~:'.'.'.:~.~>n, wher~ ;~ppmpri"t,:, ,,fttF: n'i~'Y"n~.:~~~:~'.'.'.=~~········ ... .J .. ~.~.~:~·~~~.~-~~.~'.~~'.'.~~ .. ~~ ........ 
y 

y 

i tJS: 2905!(J4 ·t4S8'1 A"l {P}·Hl.''(A\i°'.i ~tan 2l~ ~1ay 200:t.~ {2f3.GS.-200~"i) ~~ticl;~ d0C:tHTH:1t!!: 

1

1

• ~.,:,·. :.·~,:.·.:, ::· .. ·,':~_,::.~!. ~,,:.·~ .. , .. f!.,a1.·: {JAi\1.c:.. el :~!) f.\ 7 OiJot:i~r 20H.\ (\17. 10 .2,)iO; enUn" ,ic,cum~,nt 

1.,,_f.._ "" ,J '--\ .. ~_-.: .. i - .. ~ (FALLC~\biS ~t ai:} 04 t,Jo"-•'fSn1b~s-:· ~?O~G {0-=L·t·l-.<~O·iO,~ (:;~t:gn:f rkx;t~:rn.::nt 

j C . ...__..,-; .~,.-.,~ ·~•Jo.-l: 
i tt._-.._ ... i·, O(t ~\.' )1 } ,.:..; $\ i (SH.t--\!~<H} (¼:. F~d)r(~~~r~l 20~10 ({.µtJXl.204·0} *ntte d~)CU~Y:ent I .. -·· ...... , , " ... 
I us zoo«un25s·,25 A1 {Vt.ECK el al) 12 Ja,orny 2000 {21.01.2009) oolire 1!<,cu,,.,,, 

I 
~ 
l 

..... -~·~··-····! ···~·········· ....... ~·····~········· .... ~ ................................................... ~.--~·· ................................................ ~ ... -, .. ', .... -----····· .. ···· .. · ............ . 

□ 
----------------------------~------.••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••H•~n~•••••••••••••••••••••~ 

❖- Sp.;;;ch~l f::<ttt:gf.,rk::$ ..,_~f dt~d dot-utt::tnt$.~ 

~~,:-'t~r:~iJ:~~~~t:-f~}\:{~:t~:~;;'al ~~=-~t;.~ (:fth~~ :~J.t ~~·h.;eh ~.~ .:.~:.rt t:.rns,~d:_~tf~d 

:~nrJ~~;\1:!t14·~i..:;:H.~t:n z:r r~-:t~"5fjl'. bu:.:: _p·uh~l"xh~~.J ")~"::. i.:~:·· ::1.11-r:~· thi.:-:- iJ;.:_~;i;:nti,;_;t:;:sJ 

i;~~;r~ii~~sl:l~t·!\,~~t~~l ~!.!1b~~~;~t;\~\irt·Ji:~ t:\~ \~\~t;:~::1:\1tf\~:;_ :'!~:~~~~,t~~: 
~p::~GiKt r~:r:.x::~r: (:3.:$ ::;pe\.:1fied) 

d;..1-t~lU-f:.{::f:.t r-x:.i.~";t::·i_ng tn :::.il ·•J-r:.:·1 d,:.s;.\.Jns~_:_;_t~~ :_v:-:-:-~ ::~),:.h~!)i~_i.;;.:n ;:."tr e,!'hs::r 
:.1-1~8J.($ 

d~K'::U:.C:.~~.:.~t pHhn:;h~d pt;{);t t~:c th~ fntemt.:ti.i.-w:~1 flh::.1g dste but !&t~t t}mn 

~hi'.:~ pdnrity '-13.tt~ :.:h-:.itt:€.:d 

1'...'am~ mJd midHng ,Actress ,;-,fth,~ IS/>JllS 
!'.Aait St::sp P·CT~ ,t\1t:::: ~S.i\iUS, c:-afnrr:k-f~ior:er f~1f P~3tent-:­
P~(.")_ Box 1450, l~.Je~andrh~:.i \lfrg\.nia ~~2:2~13-·1·~~-faQ 
F~l<:~iniile fro., tr?·i.~27:1--3201 

J~;~\~~~~i'-~;~fv:~;ti~~~.i~~;t~~~~~,.b~\~\i~~~;~~~\~it:jl;~l~:i:~1;::\ ::~t~-~:~~~-l~: 
sk:p ·:x•"C°:(~:i:1 rf,.i:: d-.:_1i,.:c_:.:_nt;n.{ ;s, ti:k•.;;:n I!t~.c:i:_::-.?: 

~1mt;~~:fa~i;rn:i~!~!,~!~t~~:,~:~~: f ;~:}:~:t:i:I~:.~~~;~s~~1)~ 
h,~i~,~t otn.~k·,:.l::: t.-..1 ~ r:~i~t)n .:,k{i:kd In, th.t; :«rt 

di~~UIT1~fH. n1e-:.11t>z!- •:..1·f thi;:: 21<:ra:·:- pi~h:.nt i1:rnHy 

~~·.::·i ~, .. ;p,.:t..:..'}:<· i-;r··i-2;,-z~4·.3,~;o 
~h .. ~ D:-:~~-•' ~_.-, ..... i..:A.• !i4: 
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.PA.TENT CO()PERATION TREATY 

'fo: JOSEPH TEJA JR. 
FOLEY & LARDNEf<'. LLP 
·1 ·l '.'. HUNTiNGTON AVENUE 
BOSTON, MA G24H9 \VP,JT1TN OPINION OF THE 

lNTERNAflONAL SEARCHING AJffHOR!T'{ 

10 Mi\Y 20'12 

···················· .... --............................................ __, ___________ ;_._.,_ ________ ~ ______________ ~ .. --·········--··---·· 
hitr::ruatit.:;I::,:.'.{! ~P.F•Hcat10:t~ N~>- ! frn.-::,rr~~:t:ti(nw.l fihn.g clav:::: {di'..!.:v~·:~-:<:l~~\~j.-{h·i~; l Pnotity i:.:fatt: {~'i.r.n:l~~o;_":th.'\_,~· .. r:ir} 

PCT/US2012i022406 I 24 Jarn,mry 2042 I 2s J;;i~umy 20i 1 • -
-----------•--••--••--••••• - - - - - - - ,--., - - - - - - - - nn• - - - nnn-nnn• t_ nnnnn••••--••--••nn•••• .... ••••••••••••••••••••••••••• .. ••••••• .. •••••••l••••••••••••• .. ••n••• .. •• .. •••• .. •n••nn••n•••••••••~•LLLLLLLLLLL __ _ 

hik-:n~~~-~\..:r:.si ~Patent Cfas::;ifis.·at.i\...·m (lP(>: ~.~r bt•~.h r:.s.tfr~n~•J ,-:kcs~tifl-c3H~)fi i~f!.~.i lf-"C 
!PC~(8} ~ H04H f3l3.2 (20·12.0·1} • 

_ USPC_ .. _ 7_2_5/·; 4 ....... ················-····-···-·············································································································································· .. ·--···--············· 
Apr,!k,mt C'f"AND!.A, !NC. 

~ . 
. 

[] 
□ 
□ 
[2j 

□ 

Hrns N:C.~. m 

~.{:a:~(•f~:-.:':.-!:i :~.t~-: t:r:-a~<3f\{ undt~!- Rl}h:i: ,43-bi.}. l (&)(~) :.1 • ...-hJ; ; {!t~<rd. ls,;• i.~<r~--~~lt.Y, u~;.,·.::~H~i• .. ·\~ ~•------:_:} ,;._rr trid.•.<.&~f1~: ~pplfr:-abiHt~/~ 
•ci.n,t:_(>H~ ~!"::d e::tcph:m.~.~io-:1s $UP,p(~r~1n:g t~"(K~h stat.:::~:_·-n~nt • 

ij.:.Jx -N~). \q (·~:-:rt:.~~-:-~ d(;-t·t~1~~:~nt~ ,j.~~>: ... 1 

0 H•.Jx N(;-, "../H C-e:::rh .. =ti::.-i diJ~:'.'s...:t:.; i::, ;he 'i~t~,tr:.~dtm.~] ~pp-lie'<"::~~~~~n 

0. lli..J~ N(>. ·'./Hf C~tiain (~h~::c~~,;~H.i,.-:-~1s <>nth-:;: i:nte~·•n;j~ion«l «ppH-c:atioa 

~f :.s d>::~ni$.nd i~x ir~t>.::n1irtfrr'nJ] pr,":Ji:rnir:.~:;,-- ~:~;.g11~naii;,:in j:f n1s.d.;;~~ =;;.hj~ upinic>u ~~·iU be .~ . .-~r:};jJ~r~~d ~(: bi~: 3 ~ ... v·ri:H,:::ri op~nk:-n ~~:=I >-.n.e 
f~~::::r:I·rw;-.i~JnR1 ?i'~h-ttlin.?.:1ry B·~::rn"liEing _..\ut}~Qri!._y' (" {fEA :-:) exG~}ll th&"t ~1;3;:; di....k"'.2.i H~.H- ;~pply ~1:-··h(;r-.;· !ht": ap:phca::.-~t s'.l:~:-,J;;is Bn l\nthoMty 
o:.:hf:r Ut~1~~ ihi:~ •Jne to h:..~ ffo~ !:PE.A ~~nd 111~ ~ht)$.~;n !PEA ha~ nt."}hncd tl:t1: h1tt'T11.~i-f~(5f:mi Bu.n>tlU lffEdi;~- Ruk 66, 1 bisfh) ttm; ':,"~T~H:Cl). 
l)ph;.i:)nS: ~)f•:Jns. rati:.:n~::ctk{n:s:.l s~s:rkfiing --~1:.tnK{rity ~'1.U !K:t b:z: s(~ con.sid.~1)~>(} 

}f thi$ .:....,piH~J'.)B i~~ ilSr ptt.)Y~ci~:-.d ·,;~.bQv"':, c;;.,"t~lSid~:r~d ·:,~$ l"}t;-: B- :v'lri:.t~n .;)pini.on :._:.f ih·~ lPE/;.~ tf:~ apptk~Bnl is :~-r~ .. ·it~<l. t;.) suhn1i~ t(.'t {hr: tPi~:/~. 
i) ':.:vr!.tt~~·n r•;\ply to-g~::~J~~r, \o('h1:r~ ~pp1·opdatt.-=, ":-~-i~ .. h ~rn.cndrn~:s-i:t~ .. l~i◊'ff: t}3:;.; -;.;x.pir:citi(m .f:-i 3 n1011~!w f~'(.\ff: TJl:..: dat~ of snBii.t-ng_ f~fF::tn.1: 
P(~T/lSAJl.20 ~,t' h,":f~.:rc tfi~:- :;:K{~in~t~vn ~Jf 22 Blt.":-nthf'.r ii·orn r.h(.: pr-i,..Jrit.y d~k\ ':t~t~ii:b~v~r ,~~p--:.i.'~t· falt-Kt.-
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-:i 1r:at~8.l:H3,,n o-f th~: int~r:rmtifJn2i :.{ppii<..:;~tio.r~ i.nto ·------------------- ----------········----- '\Vhh·;'.h ls th~ h).t}gHBgt: ~)f &. 

::r&asls.t~!:3n fur'f!:h;he.d f€.Jr ~h-:: pu..rp•.J:~~~:- ~.-f i:£~~ern~H.k)n.ai ~e.s-tr<':h {Rt3l~:·; L:J, .. 3(a) and 2-3J.{b)}. 

Thi:s: {:pirri0n has. b~~C!.":c e.st:ibHshed ti~king: fr;;.i.) ~c~,~r:.r~l tht~ 1·e~(iflt$:Sil)ti 1sf &ss ~O\•f-an:s rut~fak~ :.:11.Hht~ris:gi:J by 1._::t 1.1utifi.ed 
tu ih~B t,u;.b~)dty },.rnller _Rc__~h~ ~) l. (H):.ih: 43.~;-{~_f(~3)} 

3. \'liit.h :-,,_;,,:,mJ ,o m,y ~~ick,'>Hti<: ,rnd/'Qr amin<) add s,,~1Sl<elli:t dic,d!,~(;'.;.i. ir, tli,, in,.,,,,;;,ti(>n<>l ;,ppb:,,,ion, ,Ns tlf.'hl.iN, h,s lw::m 
~\~t~bH2tfF~ti ,1~::.: th~ b-:.:e.s~s c-f ~- r;i:'.qW.:'!K':•~ hst:J·ig fiI::x..t -tYs fBn·d:-.J:f:.d~ 

□ 
□ 

□ 
□ I . 

□ 

f"'""")' 
-·l, L....J lr~ aJdk:(HS ... h":. th-;~<.,:;~~;{: thf:"~. f.~.~~.)r!::: th:t:.".. {)'f:f~ ... ~~rs~oa ,~: .:..~~~PY f:-f a i·•:~,:.i~~n~~t~ hS:t5i~~?r h«~ h-:~;~- fik:C_ fn' f'.'.1rr:d.sbt~d~ ~h.:f .tt~.:..{tlht:d 

~t:..:~~:•::.:~n1cnts tJl;jt ~h~~ infr1nn~.~k}a in ~J;.-:; :s.uh:s..:;~q~~;:::!t:! (tr .a_1Jdit3..::=n::-.J ~~.nph:~.:; is id.-::.nf:.ca!. to th..;~l ·::ri U-ti:.:: ~rppii:.-:::-... h~:m s.s fil,~d €53:. 
d~>es not gD h~~:r~:m<l tlh~ 1~p;sh:..::..=e.H~1n ~i~ fii•:.xi: ~1s apl"Jfop:.·i~"tt\. \·~h:~·<:': f~~n1.~$.hefL 
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WlUTTEN ONNU:m or TUl'., 
lNTUtNA'HONAl., SEARCHING ,\lJTH{HdTV 

R<.'..i.~mied st.at,,m~1St imdH Ruk 4Jhi~,His)(fi with n,g::wd t<i n:M,.;ky, 1sn·<"n:tlve ~tllp !>!' is,dts~ix-fal ~l-'l~lk;3l>fW:y; 
dtat.l<)llS ami exph:m2Jim.1s ,i1pJ~!wtfog ~m?ll ~t2Je,s~e1H 

Claims 

Claims 

YES 

NO 

C~$S.lm:t.; ·1.2, 5.·~ :r, .0.:~i ·H)--2(l ~ai::k *~'= i~"'i'i*r~tt• .. ·~~ s.ttif.1 i .. md*r PCT . .:...1:-tic~~ ~:.r:::i(:~) :3::; t~&r:g :..)fi-..ik)us: w-....,·~r P~ii:~.{a>:iv et~\ t;.H:e-it'}aftt~t Ptn~yaw tn. 
'-':~~w of .,.t.:;jn~J ~~ ~·.:( 1~:<r1:~tr:.;.Hl~r .J~r;:~. 

Ri~'-JS3:t!..i~:)£:i C~BchYt t. ~:.;,h}iy;:;:tt...: ~.hr~::-~l:(.•~BG, ~n ~.ppa~-at~J~ tr) !,.K(}\'~ti-E~ s:Gt:~g~ :.is~~, ~nk::rf~1~~k~f·i \•~~ fit lAf;~t on,!~ i.xs~~f p;..;t:i<!~fffi i-::~r:.-8r~t~fJ b~· ;?. :.~se:· 
~f-"3~"::"lfF~f-h ·aH f.nr .$: ~l$0i~ ~:tp~~1:~ttri{~ ~3 ~):!)~h Bt l\l :...~f" PC bt:th ~);* U$.f~:-- filf~~frJ(ff{$. ~f'i("J. ~h:s PC M~lf:, ;;l ~:t:tyt::~;l(d for p:-c ... '\.•i~h1,:-J :nfrJ~·=-:1~tk,:o w~U'f 
p;:1:.:·zsf:_t:"-2:ph B.4 1:-or t-m,A:)£-1 :23 ~.t:$"::f lG as.socL1.lOO wifj1 t::,& ~-~s-;3r .e:rKi th~ PC (_'):' a !lfe-:~ns_ t◊ pt-:..~v~:"d{:: sel';t.tr? ird't-::tlr!x):ti-t..x(~,. fri~ :;~pparatus 
:::otn.prhsin~: ~t keswt on~t: lX1rnmi.mit~«fo)t: }teti:i:i~-t..':* t◊ ~~~-..--.mt~te '>Ylreft~ i3!Hih .. x ~-...--:r.e}~~$S· co:"f:rnunt:~r.3.~jo!l~ wrn·; the ~t :~~~~ ~);-1;;'.t t:s.er pt•~tJ{.)n:-:·1 '),:i~ 

;,,.1~~- -:.:{ :·no:·~;,- :.,;~nf;.c·1fr:::.sk1n rasrL~ia- {p,&:·arJR-tph 35 i~:!Bnmnt 112. fi.J( the- U55f pi:.:=ctf'C.,:·n:; '.."{?' FC- b:a°'•in,g ;..~•k$d ,1r \-..,i~3:lB:'::$ t::O:'ltfr".:::.~:'l~C•~t¼..1::-1: ih:·(:c.~~)h 
mr>der:-~ 6i6ff~t,t i 14 {p:~t~fj{;,.~ph SS) t-..lt t:-f.in=~n1:;~sk;n ~~i {;!f}ta t>n{.i. :~ ~.-..1n .. ~iB&:~ tr~n8{-:-Hs~k~r: n:~¾::j~a ~o c.":o;·ttrr~.uofr::at5-3 ~~1Hh ~_:_s,er pl~tff3:'1Y~ of tf,..s 
·r\l}. ;:1i li>»:st o:1r: r:·if:::m:.;ry ifs ~::!of~ P:".'f:-t".~~$£:-:--.x~~.~Gut:;-:b~~- :n.~.t:-~;-cH::;n~~ (P&ffs::~~aph 3f.~ for u~~h1~3 i~ r·c: 3f•,d ~:)hf:.rent tr~ ,:-3 f>(: :s G :·rmrni"3:')' 

~:;~:::; :~•~~:~~;~~~~~:!:~~~~~~~~i~\;;~~~f!~~;:~;::~,~~~ t~;, :;~:!:;1t:;~:~!:~~~~:~:~~~1~:::~~1::t~:1:~~\~~~~:/:~:}:r.J::;: i~~~:;:~:-;, :;.::~~:;:;.;; ;:~d 
fer :;~;;!rif~ ~ PC tt~s-F~fot·s a i1~u~~i~$.{5t an:j m~~~~<Jr~- :rt~an$ t~'.t'1~~f)!~~ci t:J the ~~c.::iJ{.:?:fft ~)i· iM~:JffiPKH-:k:ai:kff:S ~:~t&rf~{}i~} .. 'l>'.-'h&rB~n ~.:t,i'C~}) :&:<f!.(i:l.~rit.-n ~)f 
mf:} pre:.:-~s..~r--~;.::,eeulMt;~& ~nst.P..n..;t~Jn~ ~1~~ the ~~t te-a~t c·,~1:s pr<.::,·M:;~B~or (p~:-3gr~ph 3~ for (.•;>~n.~n~1 ~ br-i-:t\'1..•'S-~r fX(iri:r;~r~1 or ~-s>.~?~Ci".t~n,g :ns'tn.:t.ti:..~r:& 

~:~~:::::':~;~~:~;:&~;~:;~~,~:•':,;.~:r:~~ i~f~%.:~.-:~: '.!~t~:1:i:.~:-~:;t~~:~:~::f:1~!~:;;:,::.;~:~:r;i~!~;~~,~?t:.;t,:~!~ :: ;~:~~'-:~:,~,:~:!~~;~~ 
t~r---..1v-..-2~~:::r ~'i~:l)S•ite·: ats-o h;2;tY~:1~ in~~r:::<:ti~·{~ f)fe,;gna:trt1·$ <x· b:•<fo':c::~c.f.on;:11 C,t)rnrrsun:·~~.!Jt.:<n?$t t":.S':tnch:-i_:~·i~--::;J~ :.J~e~· :.:;e2-~-k;n to PKl~1:f:fJ0 pP .. :\.·h.,ii".:n oi' 
t-cra.i lntsr:.sctlci-: w;t.h the wc::.u·:.s l:s~r ~:1k•rn-,~tk1*-: (p.a.:~~9:-;:.i$3h ~~9 for u~in-g ~.:~~·~t:--ck~s o:· as_yr,(:h.rti:nl":-t~·~. tX'::rnn-=c.t:~k~~6c.1r't ti'"., ~-;0;;1f;$ )\'&:b::7;.ti:f:~ 
br ;nte,;•fit.:.!io:r1 i.~iu·-i infr1rrr~atS·on Q.nd ~~t·agt~ph 8-4 ~Jf hai::~·~j a =Jwr ~D assot~~~si:j: wittl ~x)th th~~ U~k1r &::-Ki thD u3~:· n:~·t~~r.·:t1 ~r PC tt~t :'!,a::;u:0 
hfr~rm~tk:1-~c ~.nfl 1-:;crnn1:..u1k;&tir.-.n} by: fo.) i:-,-1pi{jffi{:(:)fo1{J a r.:h1rz:t~i~'.Y of -..'J1.:xnn~~ts tl":rf)-t.,,gh ¥•,<hlch th~ t~~f~f r<:X~~~i:\10:s.att~l:---.-.r inter--Q~~~ --..~iith. -v~« tt::e::: 

~;:~~:;~;~\~ au::;;;~~~~:?;;i:~~-~~~:!:~~T~1;~~?~:~::~::1!~:~~;;~~~.~~~~~:;;i ~::f ~:;:;~~~ ~~r:~ fi~::!;;~~;:;~~;1?~;:~~:~f~~~;~:fz0.~~.:~~~~~ f~~~;;~n k~: 
re.r.:~N!ng rrn_:Wpl~ ~.~·.J;.~nne:s}, r~S}..~t_-::fr~~ _p~:tt:-tx~; 0f th~ sacur:? ussr ~nforrn:?.Hh:;n {~i:$:g:~prj 351 for tr>r1 )JSB-r rB}">.-°:"'i'-··inQ $:ddHCcna:- stafrsUc c-r 
w1~r it:f(.,r:n-.*tk~l-: n(st r~gt.:k!ci·~· t--:~o*dc~~t wW·; ;h~ sp-e):t~ f)n: .. ~)t~f·n ~nd (-'~r.r.,.~lf'::..~f.:'~I ·;nt tt:r n:a•,..-(ng a us&:~ r~ome- as.so~::..=xte....1 '>'.::t:1 !hf~. !J:1~"'r 1.D 
ft.•:· ~~-c~.:-~ U::.'}Bt ::r..:o~"t:~~~jor.}~ B} co~cu·:-.:,~:1rit t:·}?:: -:3,?_ :~~~t ~ra·j (.:on~n~unl;.~~t:0:1 ~nt~rf~c{:: to tf::(.tid'..'~. fr<.~{n: th~ :i;•n j.~:a~t on0 t..:-S:~:f ptltt"o::rn. B t.:s€.r 

id0f1tU.y t◊t ~he- :Js0t <111:i ~ pialli-:;:-rn id0-nt:ty tor th~> 3.t i-0::1s.i t.<.c~:c t;~;~~r p~&ttt--:itn {p,~t:"3-gr:.1pfi 3-St f·o:· tM-8- w~~=- ~-tt~tc!"}i~1~1 ~ f..-:t~h~~:r,*~i p,n:;:r:::'f~J-:1 ~a~ 

::~~~i~::::~~;:;:;~i;:~i;;:.~f: ;:~~l~~:~:r::~~;o~::;;~~:~:~~~~~~~::~: jt~:~~~~/ ~~::~~:~~~:~~":~~~t1)~ ~~;\~t~:~~~~~;~~~;~~\~~\t~: l~;~~1fGt?) 

~f-iv·•~r~:ser·~, ~~'et*-'ite~); (::) Bt.Jth-entk:ati:r~~! Ui~ ~.J~~r ~ffKi ~-.h•'$: \.,se:· pf~.tf9:Tn to F~•~•~fr.;~ the set::i:c·~ i_:s-Gr t::~tt~rh'li'3tio~ h$:~1;<.;':-d ~t. i~B:3~ ;r, p:~K- 0~1 tht~ 
t:-~?,:" ·iri<:H1~~t;l &n-c~~ t:"l» p;a-:.t;;.1rr:<1 kJ~ntit~• (P&f>graph :>:~ 0:1:c,s H-:~, dssr ha~ ;~,~ponriOO R; thf:t :S,:.-diO s.~gr.::;)l ::1t"td ~-:~,d~ (:-r auth~ntic~tk:c":; ~"ff~<1.t3~. 
U)e t~f:x'-2-t r--st"~.eh:es :J~&f pr-efu.r:ect af~>'~-:-niskl>J or sportt:- 5h>h~'ht.& ~t.tt~rm~3fo::n ot.t tt}~. :.;~>~r ~1t«tk~nn of the Pt.~. a-nct pa,n~g.--;e;iph ins tH h;s'-.:·fng: 
n-~~ l;S0f ~•f<,;>fij~ ,lata ~~&c-t:i:;~!>:s:-;3 \~'Hf:, tJ~1tn U1e t-t~t:f fD and the unii~~~'S: PC b~f ,:_~aj,e, so ~~a,--~n:~~ ~~~;~~f•-e htk:r:m:;(\L1P b~$€!{:: Gr: both th~ ~-i$~f 

kienUt} . .: ~n.d us~r'.s PG G;r· p~atfo:r:fnt ~nd D; ff t!-:8 ~~~~r ~nd th~ use:- ~t~tfi3n-:1 ar~ ~utr~nuc:~.H~ij ~n CJ (pac·::39-apr> 31:':1 ont$: th6 ~J:S5::> h&S: 
r:~S!)t):i1iB-d k~ th::> o.t:d.io s..~g:cfti i:fifJ co:1r:: <)t &utr~:3t1.;JC2,.:t)nrt ~n~:.:.;:~::;~ tf]~ c)::;,er :·r-:.cs-3{,tf.5::::-.-U»f~r pn:~4£rrf:t1 Jad:i,,.-~rti·sing or .:-:fJ:'Jrts slat:su~~~;,: 
infr:-rr:1anofi t:m th-0 t£&&t p~~ttottr> i~f tt:e.- PC1 -~:3ntn.)H:na tt-►.'.:. ~t ~~:a"3:St on& :.-:om.m~ni--::-..;-3.t~t:i:n interfu.f~Bf ~1v· a~~ t,:.1 c:~use th~ ~J:rJiF~t--:Uo:-1t~t, 
as,yncbn::~ncl:S ~~se:- ~~si~~f'S N.1 b..s- e.s-t~b~i.sf~~d b~t-...-..•E:>:.S.rl ti"'.:0 a:~~-i3t"-S/!.-US a:1d ~ ;,~~tJ: "b~"O~"{$~X :Jf t;le ~t t~ast Ofi$ C_):?-$J~f· f.Jl~itf:_;p~'l: {f.i.SHt.g:r~ph :~,Sf. 
f-..~-r i-~~\'i-t}J B:n ~t~.e..1i(.\ s:f~n~i Of ~ '.~t~:t:.t"rot s,;:i,s:Jr\~l H:.; i;f,.1nirt>: t:·~~ ~i)F!~!'nltnk;~li'.1n int~:-faK~ l~t~v~~c·: t!")~:- FC a~~~"l t:>" TV~ ~nstfar;tto:-1 ~~f$3 (&i:'.:lye~i 
f:·c.•r:.) !:l prQp::'t~t~:··::l ~~-sc .. ~nor: to tt-*;. PC 10:•' bit'fo~t;~!-rJffo?i cGrfv1,~Mh~$::£it."":~-: ~j,-,M·i,-~>n U~ p~y;pt.0t~fy' !t~t'::<1tt~tl -i3nC ~ss·nch~,rn-xcs cc·m:~:JfH~at~oti 

~~:a~(:~ ~:;;~~b~~~::~; ~~} i~~:<::::/~~-~~~;;~~ :/~;;; ~t~:7::l~:t~~~;~::~:r t:~:i~:t~t~==tf!~:~~~=~~-~::~~:~:)u~[~r·~;~tit:::~~;~:~.~~~~~-~~:~;~~t~ 
~~~: .. t:=~~;~~~~~~,:~!:.;!j:~f:!;r~;:;:::~:·i~~;;;~t~;;r!1~:-:: !;!~!;~~~~~~~;~~~::~;<~):::~!~~::~~ ~f:::~;::~·::;~~~:~;:~~...; .~ii~J;)~1~~~Jr~ph :~H 

.. m;Hi:ef·1:tk,«ttt:g th~ .a<J:;~:tt&~:1~1 $:>f.l cha~:"l~!s b~s-f:r! nn t.b:e ti;s;~.f p:n .. ;n;,~ an.;.'! h'·k:i >J;"S~:r U} as we:~ ~~ ~~-=0 platfc,f:--r: t:niq:J~ ~2sr cc--de). ·~~-h~~·e:n :n 
:) j) tfJ.}:..:r ~1~u:2~eSSKX :H t~◊nflQiff(:,,....,_'i tw f)..1niro: tht1 <it !&a::~: <me .. ~omrr.~~n:t<~~r~n Jfit~r:·at~~~ tw -::.~i,.ns~ the bkfo:e-cUontst tE•Vn•~~i!c:r:·::cJUt.- ~~st?r ,s~s:Si~_;n 

l~~~~if~~~g@fi~~~~~f~E~~~?:i~~~.: 
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tn cm,e t.he s11a~e !n 3.ny lli' tbt' 1-sn't't~illg hm~~ i~ rmt suft!d,mt, 
C>:)ntjnu::..~dt1::. c.f: 

C~a~rr; ·1 .y,._1r:tin~i$d; Pf)liyf:i\,'!t tlo~-::;: not ~)q)lki~~y di~l":lose t£Wf....:..;*nt:tc intr}rn~.::tti<.1-:'\ ;;:fit3 fXtfnP1:..H:k-:.~ti:or-: bs~~\3 .&t ~~as.t ~:" !,)S=ft (:n :_ntOr-m2:ti(~:"l 
a,~~:;:BS..~ ri9-hts. ~n.dlor S*~:..~r:ty pr\.)°t(':() .. )lS f~:.: ... ~i--..~~•-ia!y &$:SOf:i&t~d ~~Uh tr~ ◊-~n'*$:p;i.:~ndirtg pk,t~!~t- cl C.hS=nn;-si:S, ~h~ ::..iS~t. ~nc tl)Q l~'St8f 
platft:,n1\ .Jar:a ~_a:S a.,3"?,f\•'t~rop&r~bly O:"Oup.h~~c~ to afi. :ni!m~t Pl\::.!~t~"-'f r:1uWnm::i:a ~;:Jb$:;':S}(;cn~ n~~:o:i:: unti ~n i:<1t!~ta?i~~-.;~ "Te!~v=s~cr~ 
~y-urem t~b~t:£'~3:CiJ ~t:tJ rms::..~:=t-=:t:S~'S trser•c-~tH~ .. ,c :t.4~:.,rc~~tt::;.•r;. ~p~):"SS:Qreph 48 g_;•r prc,a::>..:ft.Hr1~ <3 ~fser-u~.m.tH.-: •':.~-.1:::,te:xt ~:-~cl~ ~~~~~b·}s c..;s~:-· t~":te-n-?~~ 
~~hh pth~at)~ ~nd :secu~~ty) and w:-rH·n.c.;nk~ti,-}n based· ~~ ~s~rft it• ~)~ft O~'i snfOP1":~~on t:K:s.~~s§ :~ir~hi~ ;~qdfnr r~~(~f.:dty p:YJtfJOtcl$ ~·m~$.~":tiv~iy 
as.sot;i:~te~': ~"ith t?-1:? s-;r.;:n~sp'f)•ttih'"t9 p:ua:iHt.'{ ~'if f;!:t@nnel~. tht: u~~1r: ane: tr;~ };S~•r p~atfotf~1 (f.-.2,:r.~•~p~i 4~· tOr pnv~c:;t, »:Sfe-fy, :e:rKi s::e:f:=t .. ~:Hy cf 
:1:~::.rrn~Hc:1:> tc .s:.ategi~-arC; bi~s!n~::-.:1 anti Gcn:st:n'lt~t :rn~grl.ty &~t: p:ctec:J: tht~ tJig:t.1:1: ci~hts of contt:nt creatotti f~~- co~:1~-tih::ty fo:- tJ."t'•J~t, 
u&t1r-centrk:;- anJ ce-.. ... ioo-,-::entr.Cc ~nk¥m~t1i:-~:n t{':si:i.--....·~r. a ph:irBtity of t~h~rH":e!s be-lo::1gh1g ~~1 T\r, rnobHe· Oe·fices and p:-srs\..--:ne: cornpLlt-:srs}, \;. 
wo•.;j~i ~n-1~-e t•s:B~l cb'ilous to ,..1ne of ::.;sdtn::..-tr>-t sk\H ~ff th~ {n"t ~t th~ ttrne of lfif.:.:. in.-...~qtior:• ta ti~s ~h-=-t :s~Z":\.?dt°;l f.,;n)t<..<'..{',.lts .as ta:..:~1ht by JBn.a in free 
2~.-~t.e.Hi of P~iil)t~l\.....,.. in c\rdqr tc ~~i~~1l:flrd b:u8.:n's:s3 ;~:uj t";t".~ns.t1rns-:w k::h1~:·fty- gnd i,.'fft:s!s::-.:~ tha dig:t::<i ;i~)hffi. c~t :~x.:ni(&•·1t t':r:e;a~::::rs {,J::-1:nf~. paq-::g:-;:;:p!":t 
,w}. 

Re,g~~:.i1n~ G~-s;m 2" PhH~-~l~~ di~~:;r~'.:$:~1t~ }-t<l1~t~fn ~~ D){ the pti.1c~ss,:.1t is c:..1~1ng:u:~'.l:"-J k~-ccnt:-t~i tn•:;e ~t te~st on.9 ;.,:t-.1rwnt::1)!,eau,~n. int~rfac* so~$, 
kl c0use: U;t2, :...isBr &eftSziOtt ~(J 00 es:taf:.fo;:Md t:•y tn.ztn,$fnitti1)g ~ HT~AL foe fr~ the: LlS~r· pi~tfo:-rn {p~·ra,9:-apb :1~;:, k)~· thi~ pn."ll"":*SS.Of t;.e:ldfr;~f =:tn 
sdv>;~;'i.i:s:~nn-~rn lhtl):.:gn th~ c.arrtn"1:..n1k~~tk11'l& !ti:.e~-...-u:-x~ tr> tht:: FC ~;"~$;}f pl&tft:ffn: ;;)t'.td r.~t)r.;;"9~"fip~-i :~.?" tt--:r :.;r~J:n:::} f··rr~1t t~:.r ~ rr~ingiing 
f~r te:~t, ::.lP~f-~h':t::s .. ~{)tind, vid::-:c.~. sn,j h1:p*r:.'&xt Ht1ks}. 

l~eg~rtiin.g: C~~irn t)) Pf1H':1'~'3\"',i!' 1::H::s~:::st..1:2 .. ~".j:;;1. \.~.th&~~~:, in 0), th:& ;est ie:-:.:-s::st i:.-:r~<::~ a:..tt~:t:,ti~~:.;.:i c~~:'):mt ;.-:;~1m.p:i~~::=:- -B t<::-:-k~visi~-.:-.r~ ch~n:)~t (p:ansg~:S::.:th ::..}6 t.;r 
,:sh".t:~1 a tt~:tt~,•~s!o:1: pr-:..1gc·;~n1 •Sc-u:Y~.f~ tn ~t~fS k1r:1.1 t~f a brofjd,:.~f=:-t 8S·i£,l·n~~}. ~nct w~1ef~j:n th~-:- J:r~t ::it.it.h•~ntk-;~::.=ct~--0 c:10nn•~t inf•~1r:rn~~tlc.:-:-~ s.:::;E1P!iS~·S -S· 
rn<~fr~ pr::-~:~;n?.n-~ fp:..-1:~~g:raph 35 k.--:r t~,s a•Jdk1: ~9n::..i:: hB,-kt~J ths -.:~:f£~ .. Je lhat is ct--irnbinsf.i v .. ~1t:~ H•~ T\..- p.te.g:r~•·u ~:rn:J pBta~)rf:Fph .:~ 1 rt·:-:· i:it,.,ptnx1int~ 
U1.f:i: ~:x;d{:} frc.-;fri Hi~ :s=t:f.t!o s::~~~•ai lnk"t i.he -..,v,eb :t):-~.w~.:-se:r ot &::JH~•&r~Uc.&U:~1 thB r~ .... )B~t.n~l w~i'f., .:~n &t:rl:i~) i·n~~dJ;.:~ P='t".'{$tEtn1). 

R..e:~g:C.i.ft~:tn~1 Cf~tn~ t\ F'hH?a:i.t~· Ci~t':it~~~-;:.~-2-,~-; ~1,,-t1~~t~m ~J~~~ J:.rt1~ fillif'~e•i~t:.c~·:tec~ chaEn•~i inf;:}rn:-mHt•n -.:~tJtnpr:ses ~t ~a~~ fJf11B ~C'.l~~-~ise:-n~nt {~}~jragr~~~pt; 
39 fr.:r ti~:r~~J t:"~i~ a•J•-l~• .. 1 c;-__~,d:Ei a:J~h-er~t:<:*~o:·) to ~$3:;. ;~:lverHs!n$J ~r~f::-..:nn~.u~:n). 

~:.:;<:~i'S:d~n-g C:h~jn~. 7, F'hH~•t3;;t,,,-: (l:h~::.::]f3:':.~-S5 wht:C\'3~:'~ H--:-c:1 BJ l&fi•::".:,t on:G ad".-'0ft~&l:1ft:f3:ll i~> b:ts,!}Q ◊fi, :cS ◊-~ni,sxf ◊i: th~: ~n-~-:.·fo3 pn:-~~jt~:rn ~p{$:'&.gr-~prt ·~}~3 
for M~·-.1:r;~ ih~ ::-r:t;::-:"=.h"3 pr◊fJr;-:=.:-r-i: t::fs the first act~l~rtise:m~nf.. ~)re TV ~r:~ci fr.t~ pr~1:Ji'~r.). tati~cht~:~':j ~~i the,-:- web b,()~J\~is~t be -a lorfJEi:t' aCv~rt~s~ng 
~~~nvs:r-~t s. .... 1 tf}f.:: t~r◊i.-t•/s,e-r !t.H-Sr-l\.'=~.K~d. ~tjV:t..:r~~~-:.ki~ ~f:{.Jme:')i: is t)~~~d ~·..:tn tf-::t.:: (:{}:'lt:t;.:•d i.i ~he rnixfm P!~'•grt~:tn .-..-:)· :1~s:rJli~. a:..i'• ... •~r=.:iser:·~:-i~ on fr:t-:- T\l} 

Reg~n.:Hng (:.take) 0~ PhHy~~~-· t·Hsdi•J'~:8::s -.r~•·r,ss;e~(~ the ooin53.~t '....~Jrn~,;:rl:~es ():"i~ t::F nx".1ni• .;,:.~h;~racredsti:cs fl t:~s~· F~)~:;..'fo .. ~ f.,ts)9,·~~fn tp~6:.-at}:B.~"i1 39 fr:;{ 

~1ett!ntl B:dd~tk1nf~l st~ti~ttc~-t infc~tn<,~Uon t;-f t:~s spsxts rn-ed~~ pf:..:nrsn) }. 

Rt:~J~fdin,g Giairn ~li PhH/~:t.? (HSr"-3:t.".:(::..~..,;,e; t\•h&.r?~~~ 3 p~t~:t.iUct er s~~rv·~~~) tr.:, \\1hk-:h tl::fS ~t ~e~•Sl ◊:1t:· i~-:-JV?.l'tfS~f~'}0:'tl h:"::- df:t:~:~.;~:.:::t•J ~. t.:S~~i {):) ~j 

:SLJb{et':t n:1::HH-;:r of Ult~ rrt(:~(~ prog~~~tn {~':-::)f-i}►,:-3::.sp:) us fi'lr ~Viflg i$ f::o;i$ j:.)f{..''(k!Ct ::~dvt~!tl:s~n~,e:1t Gfi TV anti h:Si\/!~1-t,1 a Hip :~&;s.·Gd:;:H,i~ ~-...,;~h th-e::­
c:.:;ia ... :e~~,p~c1y ~S'. t~:t~ ~:.:.ul~i~ct :-r~~tt:2tr o~,;; t~}ii Pl'~:j~;3- p~·oijP3~n ori U,•:?. PC}. 

::~:~~:~.~:!~ t~; :~~~~~~;~::~.~:~?~~:~~,.fJ::::;;;;~~~~;~;~~!.;}~~ ~;~~:: {;:~;!;~i;~:~t ;~~::~:.~~~=~:::~~~~! ;:~:~~~:~~t~~ ~~r:n~~ 
I havfr::g B= ':rjp a:ssoct;sted ,vVi.'h t~]t:t ~-:i~ ~rr::pa:)y a:$ ~f:i;-.:: ~ubJ}:!:c~ rn3tie.f ~i lhe m~cljiS P~◊~lr~:n <>nth~ PG ~n<~ i-•~n~gr~pF~ ·1·1 f-c-r ~ ~p.i:1::ts T'·./ 
~ pFC}-J:-an-t tri}J9~1~n.g a co:-np~:rte:- ~:-Jv~rU;s-srnent b~se:tJ •.:tn & ;:.-riJ-:Juct ~ive:-~faed "'.Ji,~;ir:.g tl"Hj $p<.):ts ~}t":")Q!'&~Y:} 
! 
l 
~ ~~~g-arf.t:n:1 C!cl:rn ·t : ., P:>1:y13'-"-'' ~iJ.f:.fJoss.s ~--;:hef{:.:r: ti:: 0): tr.~-:- at ¾a~~t f:.1n~ ~:SBr p~«tft~~fn~ co:n~n~~~~ ~ fln•i U${:.:r µlatk-.:rn ~~nd a t:.i:.tGDn1 ,~se.­

~A::s~fcrm (par~t.;.r)!lph: 35 fer u~in~ ~ f~rst ~se·~· plattt.~cn~ of~ TV a:nd B s-t:.'COt1t.~ u&e-r cJ~{Rxrn: ~·.Jt ~ con-l;x,t&~}; th~ p·r<.x:.esscr ::;o;~t.r•..:ib !./'1e at !~~f;~ 
(}f)~ t:f_;:nv:IH .. ~n::c;~ti<>f~ ir~iBr:f-a(~ (p~rS:fJHtph 39 f::";r u~;n~l ~-:n 6t.idh-.1 ~fine to rX>f$tt•.1~ the :nru:~c~ h~~i-....v~~-:n ~t"~J fjf)-:J UK~ PC,) ~:;;; ;;y;-s. t<.~ ~~us~ th~ 
bfr:iirectio:i:':.S!: ss)"'n:::::f"'ffGi-r:c:-us iJ:3er s.ess~on tD l-:-& ~::?•iat.•il$f$~;j lmt't..'.-'e~1 tt")S apparrs~B» ~r~-d ~ b-'..~&t f!.r~·x,.,!-:-:-:-r...,r of: <-1,.;:•f:.h n.f tn0 tkst a&&r pk.'1~fonc":i· snd 
~h~1 £~~-corKi t::~-!:'!'t pi;:::tr-ofr:<;: {p~r.3:gr-.2:f-'n 3~} for !';9-...'i~""l.g -~ ~po:t& pi~~")sr~fY~ f3~ Jh0- T\i or ffr~::: ~.:Bi~f pl~i:t&-it~r: U~at ~:a~ <3n ;:}tJ·dk"':! t~r:f:. t~:r ~i3~;nch ~ >"i--&b 
b~\,',.'V&&f ~1~ th~ PG :Of' ~l:':f';f~1(h-j US~f pl'fi-tfr:i:r01 ':,~tiH': ~:f:·ybO&fyj inp~.:~ ,01~ t,;-rm·}~~~liJ.i1~3j ;3,syn<:~':{Qf:i.'::•iJ~ U~t~r W·2b s-0-ssk:n :..lS:ing the:: 'oi-').'0-b btOV.!~~~o: 

:h~ .a~ i~a~t ~•tH.~ ,zjv0:t1&$H?l~nt t~CHc:pr~;::;:-Ot~ ~ f:n::.~ ;3d\1~:ii&Semf-3.nt prt~'Y~d~d U~< ~tee i~n~t i .. m~t ~i~ttorm ~nti .;.~ S.e:)C◊:~ct ~~:.;~rtt~~):r:,ent pr-,:-:tv::t~~C to 
the :e;~.8.~•nti :c.is~r ~:Qtf~~rm (pa:-sQraph 39' h~r h~·f~n~1 at: $3~lver~~serrwr::. fJn ~he T'V or fip~:-;. t~~~r 9!atfog-:r1 t1lv~ $·n <!Et-idi<J iot1e i-c> i:.:~1.incf1 ~:, 
~::.·d.•snded b"' ... ht•~rtiSt=)rr}~nf. ,:.1n, tl"m PG er ~ii~ ~~•:::f)nd tc$er t.•~~tk,n~·i k ~nti th-e f:r~t ~3<.h.-.2;;tiserrx:::-nt .. :3n"\.i th€:• ~e(.-t)t:'{j .8..<h.,-:..~~ttsem~:.:i1 ~:y·;:i~{J::s {eiate<.t 
S:~:r;J~>~::~ rn~tt~r {p&r.r~graph J~j ~t1r r>~Vi:~::,~ ~h(::: fi:•s.t ,at"lY~!":·~is-~r~:~:1! ~)c~i t~113- ·Tv }8BPC.h a ~ot1g~~r version: t1f ttml aC¥efUs.&r:::t;.n~ :jn, th.e PC 
t,erniore :1m·,ng tr,e &«m,~ rs;;t,/,ct n,«!Wt }, 
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Ir~.te.tr:--;:tti-r>;.1;,,::.l ~ppik~stinn N\'.) 
::\":':T/l-JS2f.Jt£:!D~~240t; 

Reg~rr.Hng t:;;;1im 52:~ Ph:fy;3v1 ni&::tf.iS:&& ~,tht-::-rr~!:n: the tk&t 2.:~iv~rt!sBrner.t~ fj~--;:v:.ti~D to th& t:r:St US{3f p,~atft.ifrn ~s a naUor:,a; a~h-·-srDs<:::m~nt 
~pati1~rapt, 1 t."i2 ft;t ru:1tHN~ ;.sn oov:ertis~rnsnt en -rv ot -!.h~ first :.Jset rj:;s~~m1 fur ~3 h:erg~~ fJ~cgrapt;k ~i-t~3 ft):: a 9itt\Sn \.\'"Brio in ~fie. Unltthl 
stat~~s Qr' a r;.ati-~.:trtat ~c:ver-~j~$~tn.:lrt:t}; i~urj ihe secc.nd fidv·~~1tt$~-rne~t prz~vi·d~U to t~~ E'frl":'t."<nd l:ser p{atforr:r: is :e !oC-.a,::,/ aci-....:"~ftl•s~:1:ce.nt rQjat&:.i tt_\ 

t~:nt-e:H. oftbe: r$~t.;t:•n:~~ ath·e:rU~S'rE~:nt {pa:-a-gr~,p!"~ 102 fur t;a~·ir,ij :~c-...•et·tls-ec:·~nt inf~):rrrn~~t::an f*iat~t: t:·> th~ w:::::Xi ~eS:3:~f:s=~:d r~:~~-~~'lt tn ⇒ 
~JlVB?~ 9${:.•fJf~}-)htc. :;)f~~ ~~;<';.h $:S U:e. nrsrt.h0~st t:r s~:)~.:th;~\:{:)St St*'S.*S l)t ~ fr;!'.";:$1 a~j-..,·~~iis-*~'f:f~nt b~:.~~(i: Qf"i h'-i'B n.gt~◊tl&!i:y S◊id wc::::r::d). 

RJ$@ilr-d~ttcy Ci~~rri •t;$, PtHty~vit d~sckr$BS ~~ ::..~cmbi:r~auor: t':-1ith th~ fksi t:se:r pi~t.f~:n~: ":.:\.·h-e:-i;~:Et: ::h~ fo"$l :..lS•er ria'.'i~,-:::rrr; {_::~-:p1pr~Be.s ~) t~is-...~~~-k1n :::;:.et 

or?~ set t:.:.1F·~ be~ {p~rBgraph :35 fo1 th~ f1rst use:· pfaitf:.::~ t.--tt.jng e T\!}. 

R.e-n;:;.r;,.iktg (~l~h-n i4, PhHy~'.!J-V d~scl::-J~~~~ th~ S~•sfr~nl ~:& sh~)'i-."n &t~s)V~$· Pb] !y~~),' '..it~e.$;- nr:-t r:;xpHt~tty ,i~sc!o::-~ iJ't CO:'.l1tJ!N-2Stttrl :itli1h th(:-':- s-0;:::o.'id 
t~&&r pf~tR1t:-n~ q~•:ftr::reh ftiS :.>sc~")nd as0r fJ:atfG~ cor:::pri$~,~ a rrH::t-i~a c:;;.1rnpd!::f:1-~:l d~·r..,·1~'3.- J&n& f::t-3f;:. 2l :'...;.i=t~~~:-- op~rat1b' :::oLlp:tabli~ !.-c 0n 

~:~~~;~t tJ~;~~~~ir~!~~~i:~!~!.i;~t!!}:!~~\~~:;~~~:;:~!r~;~ !~~;~::; ~-~;~~;1:::~~-:~;~~~~;:~~~~~;;~~!~~g~~:i~~:;~>~-~ i;~~~~~~>%~::; ~-!~i<~:;: ,~~·:tt~ 
the TV an<j PC). jt i.~\')>JXj hev.e. f.•$0::.'r':: Ob't-~i·OUS i~-Ot)S cd :..,:nJi:)~f'/ s;-:m ir: tl-~ 8d. :..~ttts:3: ~frn~ of the- :r-~V'.t!>fHfon to :JS~ th6 d0\·d~3 B·S ta:.Jght by 
J~n~ !J':t tM ~~y'$t::::rn <.)f Pr~Hy-s~,,v in f,n;~( u, $:~f~--3~..:~~\':· t,~;:>in~:;~i~ ~nd CQics.:.n-r:ot~r ~nt!:-'g:"tty ~r-:.i-§ pr<.--i:t~~~t th~ d~{tUli rt.ghts of o:~t::!-~~n:~ cre-:tHtsts 
(-itl:1::!3-. p~t~gr~ph .:'f~}~ 
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fa c;;o<: sh~ s_pm;::,; Ill .3.ll)i i:if i!H~ l1~N'e<..llrii1 h,n:~~s l~ not B!.!tlidt~nf, 

L~o·nt~.nnutfrsn ~.>f: 

hrtf:t:J&ti~'.-t:f:~ ;3ppHt:ath:~n N:.). 

s.:,•{JTlUSL-"'011/022406 

R~g&ni:·ng C~ah-ri -~9. Pt~Hy-~i-•v tf>Scr·~~ a n}'Sth-t..."'-0 ft.:r pn:.t'>,fdi:"lg s:~G~r{s us~r :nf::.:n,·R~t:on ~i~ at ~~~i::t GO~ t:se-:· p{atft ... ~""ln o-p~nste-d by' f$ ~J.$~l'" 
(par-i-S. .. ~~ph ~$[:E for~ i,;oor :..:p.sr&ti:r:9 ::i: bnth 8 T\l -:x PC (JoU~: are- ::ssir pfa3;tit1rrns a.q<l fr:e PC hars ;~ k-eyb'-''-&:-d f~Jr p:-,-..,1-:.,•k.!fnfi ~nk~'l'fK~tiar:. \o:.~~trt 
~~r:~9:-3:ph ;!!4 k~r flBvjng a l.~S:fH" lD ~:~t:~etB:ted ·~•vm--. tt}$ i.,se: ... f:nd th~ ?{.~ (:,r a f~)&fin;;s ~:Q pn .. :-~kie ~ef::i;.:-=-~~- it;t:C..'1tl-:·~e~k.m},. the rn9f.h{.xi cnt"l"ipr\~fr~Q: 
. ..S:,) in!:p;AA~ne-nti,'1ij a ~1!:J:rat:ty of i::~~.r:.n~it ~M:"'C{..::gh ~\,'hich th~~ i3$~r :":::1.t-::~f><-::-::s &t:t.V~r i-nt&r¢SC:'.:'3 ;,.~·Uh. via tr.,~ st ie~st Qttt': us6: pi;s:ti~1tm {P~H-~f~~-8tp,h 
:'.>9 i<.)t tt'"·i~ i;:s~:· ir:t~;~:..~ting v•..-ith the ~):W\\~e,:- i·Jr a f:mt t.'¢.•tnnv .. m:icalk~~1 ch~n:-:e~i $i.O•:i a~$C e sp-,')tW prcg~tn er~ e;ect•n-d. •::.hanne: fu.r r~eh,·ing 
:ntvr:n~ti;:)r, or:. tt}:e Pf.) e:t t:_s~r f.,i~.tft}rrq and p~ra:greph ;35 for us~r~r~ iS TV ~53 a user ;;ial>\"tnn fof E~ceh'i-ng rm;lttp!e c.b~:-m$:f~). :~,spe:t.tht~} 
;...~~r.::o:-m ~f ~he s.e-c,~!"I:) !J:Sr::r ~f1:~--::,r:nattcn (pan~grapr) 3~ t .. "K th~ ti:Set rs:~:.:~ln9 a}i<Htk:f-..ai _s:t::tt~:stfr~ f::r t:s.~r tnfof'tn~tk-:n rKt r~wu:ady t:.r<-1~6cast 
~~hh the- sµs.1:rts Prt~''fJlBff! :2~n1 patS:grapb 1UR frli' h&Vl:ng ~ US:3} µn)'nl~: ~~$t1t-:Satt:f.t \,•V~tt: t:'1~~ m~ec' H) tt-::t $-Y.3C:.H~ t~s.ar :nfG~Ttt~1tlt1r:\ E) r{!K":.~h-·ln'f:J, 
fn::-.,rn fh~ ~t Ce-est s.:n~ ;3:s~r pllitffJ?Tff1 a ug~r ~:ct-sr='tits,• fer l"tB B:s~r and ;3 r...1~3!fcrm. iti:8nt;tr fer th&; at t~l:st one iJser pi;sttorrrs (p-sn1gr&p!1 ~¾) f{:t 
"!ti~ us,e.r ~v:s::tch!n~1 a p~-ekn~(S pri.J9rarr~ ~:r;d he o:sp4G~· on tt~i~: w:;:,1r p:attorrn c.f th~ cc<tnputet ~·nd rece}\.·in~1 a t◊clf: fJt tdent~ty :nfutm;stt~-;-n k) 
go trJ n v .. -'St::::~i~fl· for p!'!)(h.:el Q!' p1~~:·arn ,:j:~tB 1 ~:1d f.,-er~gra>.1h C-...4 f~.:.::r h~Y~n,g botri a u~~it tD ~nd ~ unEr4t;i~ b~r !:od~: f,:.1~· th~ :Ll~~~r· p-t~tfon--n: ;:,,":.c" PC 
ff:tr cotnrnunfr~~Hn9· VJf:f1 th*· f.ft')\..-~(tjs~(f~ ~·&'.i:Jsit~&\ Cf :..~t:th-er)U(:.._qtfr~-;_,t ~h~ u~*r ar.:ri ihB use:f pla:ik1n-fi ~r&: ~l=:ceh,•::.=e the s<e:c:~g~ :..~~*r lnfor:n~tit"H": 
~t/4ci ;;~t ~~;;:st :n p:el:rt !~n th$': :.1:;»r :c~r~t!t)t *:)d the p!~f,i{..)~1:-r~ itfe.nH~>~ iJ.)*r·f;{Jr~ph 3::) r){'..~~ i5-"'.'t~ tt8~r h::<:::. :~f.st.•nrfa,,(f k1 th6 Si;d.io ~fgnat =~n:d 
~';.'(..(d;s or ~wH,e:1t~cai:io:1 m~~nS::, th$: tJ~~:r re,~e:ves us-er pr~ter:,.s-d oo~'etii&ing f>r $port& &ft:-}i.$;tiC.s :ni\)w,;3tinn (_°'):1 th~ iJ:'>~$r plQi.i~1rnl '.'·.>i· the f:}C, 
~r~tl pa~~graph 1 :)~, ktr :-~~vkif:-~ ih-e ~ser pt~fi:a ~~l~ aS:$a<::i-::l:i:~cl ),\,.lth t~c~u-:, ::rl(::· :J$et ~D ~:nrl ~ :.t~lqtJ~ r·c b~r f::t.:<rlD $C· h:&:'ii~ se(;:...ftt--s 
1nh.)-ttn-i~ii::)n b~se-d on !~oth tl"l::~ iJ:~{~r i<lent:t'f ,:2:nd ~~;;j~f}~ P{: i;,x p:!.:~.~ft,rr:·t): i:3:>~ ... 1 t)} ff t:w .t.mt~-::· an-ct t~i:t~ t~?.Sf~r ~">i~~tlbrrn :3.rt~ ~~.utJvsnfa .. ;~t-t.:'Nj i:1 (~) 
{pa:--.::~fJr.e:ph ~~~5 f):r'K':.~ th~ ;.J%{ hii=S resp.0nrj~j t~ fr~s- a.~L~d~G s\:grr:~i ~nc.! c~,(3~ or ~~uthentj:•~~(i .. ~1n ~-n~~i~n~~ tf~f-: ;.rs~r f:fi~~'.:f~:h,;~s.: ut:s! pr&fi~Hed 
ad·f~t~~Q!r:.g 0r S:Pf~rt::-. ~-.tiltiBi§::::s iflfo::1"1~afa.~~1 f:n tfl5:> • . .:=se:· p!&tk•P~l t:f ths rct eaus:nr_$ s birj-ir~cti:Qri~t ~$;}'nehrr;n(;--.:s. ;..is~~· ~::e:?;Sk~n tat:~ 
•s.:Stdb~~in-sc wHn a -:..~(:~t) hr::::~'J':S~3r ~)r fr:f: i,: ::t:1,g:·:-t Gn~ us~:r p~;,:H<)n:-: f>r>fJ ~anscr·:-ilh"in(1 ~s:) 't.h~1 .at ~f:.a~t fHH3· •J.S.{3:;· r$lG!foHYi ~p.-;.r.~~)ff:Sf.if~ ::?,9 k:r r,::.:v~n(~ 
an ;:,;,&~dk1 s~~;ma: or :es -:..~sntrc:! t~~gfEaJ h"".!: t~1n~"o! t:10 -t:o-mrn;,1r,~c:Bil{tr. -tnte:~1:f..:~. tt-,3U;-1'3"3·n th~ FG -3nti thf~· TV. 1r:<c1tE"uction at~! t'33Bf•s.::: tr1.--·.I~1 ~ 
ptrsprk~ta~y h)c~t:-0:-> tr) ti".t<?-: PC f(Jr bkHr-ect:.:.-::.n::~i ct'>rttt:1ur".tk~-s~k1n be~~'}C;~~ u-:.n p~·c.">t-H·i1:~t:~t·:....- tc<:-2t~on ~tit~ a::;:~-n~·~~~rt-::.no~m cr;rr;m;Jnk~?-1~icn t.1e:.":$:tift~ 

~:.':ts;-nrn:..ff~~c&fa.~fi fS: hciti~t~':t3 !Jf.XN): the. ~!.JdifJ Gsf;;ft11 :s~}"l:~i'R'."-':· ~J,~ vj~::..,1 t~J :.~{~~ .. ~ SfJ-;.;f<~i.".t~&r infoft~1::-1tk~r: o:· in~Bna{:.thl* p.rs.:fjJ::-1n"!:s:fdat~ m~:::.: ~~.:':it~ a 
w~x-.., t)f~Jt~~stir ():-1 it~:: u;;;;:r p~:::cttn:l~':: ~)t- U:fi F)G} d~:ri.ng !l~~ :d~~t m~r::s!r:n ·flr}!>t ;u.rti)~ri'ttr:t=t~"'.~?3 c~~~n~~~ :r~tQr:~n;3:ij{)f', :'BtStttr:n to .::it i~~:*St one 

;;~{~~!{~~~~~;1~~~!~;~~~;1:;~:::~~~~;~:;1t!f;:;~~;~:ti~~l~~;t;~~~,i~1:;~1~::~:;~~;~~;:~~~:~~~:~-;1:;~~:ii~:~1:~1i:E~f ~l 
f{..'qtti:iN::J ~-3 $~par~~k"3 ;3:p}~tiG~t:{..)r~ {::~'--~-t;r th::tti the -..."iei:i tw,.:t1,{l;r'.${;l:;:' k., bi:! ~n.s~at:e.d :')fl the i-;~e,:- pi.atk:r:-n to ~stabk:$h th~ t::~e:- f3$:B~~i~Jn {paraf~F!3ph 39 

~:/:
1~:~2!;1;:;~:~:::~~~ ~;. ~~;·:~:;,~~~';,~~;~~;:~:·,;;;~~~:~=.~~:~~~:~~"!;:::~;:~~~:'\;,;'.~~~::; 1t::!:.~;,;;;1::;-;;;;;~~;'.~~:;~-~-~~~t;i,·~::::, 

~!~!~! ~:~~~it~~{t~:~~~::;:~~t~;I:!~~r~,:!~~:~~1~ ;~:;~~~:~~~;~;~ ~~~1!~~~t~:~; ~!::~1~~~~~~~!~;~~~~!~~~~~~~;:~~~~~t:~~~~~;~~~~;::~:l~~'!\)~;:::~s:; :~:;~1 

!n rart rH1 !rs.fi-:trtr~:::::oor: . .s:-~·:~~::>» fit~ht& -~n:._1/i,i· ss:;-;:Jr-:ty pn.,tri::n:.s. ~-~sr.:~:tt-.:·~i-y :;;:?;go~:!:a~9rj "°';~~!"; ~h-B: :._x~n·8s;.ion.<.Hng pk:rsl!fy· r:,f ::-~ ... s:;;,nn~~ .. the us-e:·. 
~:nd th~ s..rsei~ Pf<-St?\'"::r:11:, 3&ni3 ~~as a S&t-it~r (-:t'x!}:'f~t,:y f:t.~up~a~:::{~~ ff) :!H".t tn~::r1-0t Pfot~)t))t t",1}!.nt:tn~3di~ St:t:;:...:sy~tf~n, ni~t1t,-r{){k arH.": $lti fnte::~t.th..-e 
Teh.~yi::;ic~n ~;y~~i~n'} i:~t}t:;~t;:l:ct; aMi'i t¼c~~~s. :..is~:'•t>Bnlf~c :nt~)t::1:1:Hcn (p~r:1grap.M 48 tot pro~itHn,g ~ :..iSi0f··<~~nbic co:1t~:-:<t f:.rn·i ;3 H,::•xi~::h:1 i:S~(· 
inted::_K~~ -:..t:iU;: prhrB-cy ~nd ~~t.~~.t~iy} an=..i :::t'>ff"m-:t,ttt::~:::c~iif-:tn ba~Le-d ~~ !f~j:f.;t tn ~;::crl t;r,, 1nf.~1~1«~t: f.3•':X~:::$~~~ t~~hts ;lf~ti/◊f ts1:~~~.;:J~y ~~ro-t~r-:t:-i& 
~·.espt,(:thie\y ~-=sst.:,Ck~ie-d ~1t~i ~he ~~-5n-esponclmij pj.;jr::;)Hty cf c:J·:antii~ls~ ~f;1~ ::Js~r~ f~,n{j the :..iser piaik:rrn (J ... ~~rugraph 48 for p~i-v~-cy, sBfety\ ~t:tJ 
~€:--t~~:ity ~f ir:toft:1~'3~j~:=n: to $:t:f(?;Qi .. ;.~:;rtl t.•t.}&tf:-t;;:{~t ~nd ~O{K~w.~n~r i:nt:E$§Jrity ~n(i P'c-~.:,t~;:t th~=• (tr;:m: d~:mt~ ~~i -G-O-r~tt::nt (~:c·i~a:tor~--f(.-:- f;;z::i::n~,;:th:~t,y fut 
b-oth U$;:f:.r--ce:nt:·l:":: 8:1(~ d~~•k'J;H .. ~~,ri~!i~ ~:"ffonr,.aticrt t>~h<,t$$.n ~ p-ti...n·~}ity t°)f ch~nrv~i;1 ~~~..:.r:~:;:t~1g t(; T\./, {f~o~:,l.i~ <~~evi~~~ ~rvj p¢-:-~1,:::;n~l :~.,n~p,:terBJ, 
:t ~~~-u!.d ha-.....·e b~~1:1 cb-...,·kx~s. tt:: t':.,()(> ct on..-::h:&t~·f ~kW ~n the ii!t at th~~ t!rn~:1 r.:;f U~ kri~:nt:.i.)!l- t~J us·r:.: the &<)O.:r~ty p:7"~·::iof.:'-~~s. as t~l:ghl f>:l ,l~ia ~n 
the rrn~t.h,zj of ,:)-h~l-:...r~v·i ~n: onJer to sat~::-~u.ard business a~.i.~ !~rJn.~~:-.;n-~er ~~t&~)ri~y ~1nd pt:');tBc~ t:h~1 d~q~t<1~ rtgt1:~f.;, ~-Jf ~"'Dntent (~f,:"::at~rs ::.J&n~, 
P~ff}qr:a>-.1h 4-.=3).. • - -
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'WRlTTEN OPINWN OF TH£ 
IN'f.E.RNA'.HON.11.1. SEA.m:::'mNG AVTH:ORH'Y 

fo ~,11,;,, foe spaN' in ,w:y of dm fW~i:'.t>tHng 1'!1>:.<i'~ fa till~ imf!kient. 
C;;.,,)~::,tinul:lho~ ~rf: 

$xtten~;3:Jjt':n~1"f tsf;phr:atis-E No. 
P(~Ti\JS~3_.1·i ~":/02✓-'4(.-$ 

R~~g~riiin~t C!;atrn 20~ ~:h::tyx=w -tii:Sdt*&S: t~t l.ess.t -;:;r;B: t~:.·wr:put~t r~~ad~b~e s:h--:,rBg,~ tnetsiu,rn; 3-h:.;ring pro:::-e-&wr~exect:t&L)l& k,stn.1cfa)ns 3:h:&i 
(p;s:e'!:1£:rBt)S1 3-9 fr;f :..Jsin'9 ~ r=~c fJ:· ~ co~1pi~mt V-!Jth a p~t>c;es~or su;:i:j :S rn-e:-rmry :nG;:1;;1:s both a-f ·wt~ich ~:-e lnh::~rent Kl ;s F-C). wM~--sn e>:(:}Clft&ti t:.y 
at :east c::-:r>~ pn .. ;:c-ess.or- {:E--1t1J"&:gra~~h 39 ft.-:r- ;J:S~ng B. PG fjf a -..x)tf~~}l:t8f' \'"~~H:n a prt~<:essc:r), pBriurrn 8 m.-~thc-t.i "f,01 }.1~-ovio:nsJ ~~~::..u~~ 1J$~r~t:.-m·rn'ic 
ir:ttt!nnat~ot: ·v¾~ ~t ::c:,~r:-:t or.~ user pfat~n-n oµ&raf~C l)}' ~ b$:8f {p::1r;,grapb 39 ft~.f" a {J$~t ('.:(~~roting ~ t:,r:ct~ .::'l T'·i (.)t PC both &t"~ us.~r p:attt:itrrrs 
$end !h~ PC h~t~ ~. r.:~:-yt-!~'3rd fc~r pt1..:vkih~ ktforrna.!ir.?n witM p;3r&gf"Bf}b ~~i ti.":r flfUi{ng a :...tser iD ~ss.c,c:Ea.tect v,rm".: th& u~w?;r .,:v'l,~ thG PC '-.1r a 
m:earrs to p~:--:.1vji:J;s ;s~:..-:wre- i:1ft1n1~«tk~n). t!'>'.6 r:(~!ht)tJ :::-orr;p:i~jn~r A) lm'lJ~-n~r~ti~1g ~ r;k:r~Hty of t;:'.'~ann~~~ thrc:n~gt, :.~'ht:t:h :'-='1» ~.H3er f"t"":t:::=~;i:i'\:·r~s 
~t:fJ/Cr i:1~~f3i·As it'ftth. \l:~ th~· at ?ea.st on& ::.~&&r p~a~fr}nY~ (p:an.~.gf~·•tJh 39 fo:• ~h~ l:S·C:H~ h)tt::f'8(!!~rig ,~,:th n~s· bfU\\lS~.f Of B t1~"$t CO:"'fH'f~~~n~~"liion 
~~han~l ar:>.t:'i :335~ ~ sp:c,:tS! fJ.rr.1g::-'E::i·m ::.•t B SBet=n•d Ch$:nn~f ·fot t·eeeh .. ~:-19 infurrrm:tfrJ.t~ <=~ ~ Ft~ ~::r u$et p~sffi'Jfn; find f.1;~f-e9r.;._~1h S5 fot !...::s~n~ a 
·n.: ag a u~.2.r ~atr::,rns for r~r)i~{:,..·:.n;J r:nvmpl~ .\':teann~i~}. :\~1{"::(i3rth.>e. particf~~ ,:;.)~ fr:* $-OC't.~rt~ ~~~r _tnfo.•''rs-:,:~tkw~ {pf:.tB,gr~pb 1~;~ k)r t:"'if-l Li$.~,.. 

rec.e:\ll:ng ~dci\u~r:.::~: ~t&tl~~t:. f'>r t:s.~f· l~lf},.,-:r:-n;;;:tit'::n nDt =-~g~_;f~-sr~y bro::1tk-::r.-st ~vi.th ihe $;]:Jt!S p::'\.";:.1f"ts~n ~r.,,d p;~r~,gr$tr,:~r, ·1 (.~i- t;,,~r ~lSVi:tlfJ ~ -..F~~r p,r-Jfi:j~ 

~l~~~~~~;t~~\~~i{~.~1~!::::!l~~!!t~:~J;;::;;;~I;~~~.:,~;~~~~:!t,~~~~t~~~!~;;~\~'.~~~;~~;~~~:::~1:i~:£:1:~;!~:~l~~~~~~~;~!!:~;~:~~~~~~1:f!nd ~ 
f-.<~a~fortf: :ei ~f:{:"'.: :..x.~rnpl:'tei· and :-i~.::t.·:j:~i~4:1g & -~'S:d~ 0f· ki,antitct ir:,K-.r:rn:..~tkm to go t.i:~1 a ~:t"S~:t:s::tr,: fr>r Pft'"3duct er pr:::gr~rn daia:. ~n,e. patagrapt-:, ~4 to:' 
ha},'~:19 b~ih a uz~,r ff) •ifft:d: ~ t.=niqw~ bar i::ud-1:1 fpr thf: ~JSf~r i-.),i;:ttk'irrn s:>F. PC· for ~~~~rrm~.c..N1l~a~ng wlH~ th& et~,l8rtls!-3r'G v~..-1BhBH~s): C.} 

i B\llh-e:1ttz-mt.~~ th~ ~;»G~ ~t}(f th·~ 1 • .:1:s~r p-~atfr.:,nn to rf::t:.~~:vr~ t!>!S ~,s~x.c>·e i:$.-t-!r Snfr.::rrn~:-t:on C'::$$~3fJ e-3~ i~;s:St }n pa:'t on »~* :,.Js.~t ~df.!:nt~~Y ~n~i the 

1§5~~~fEi~~!~f~E¥ii~~E~~~i~~~~~f~' 
~!~~~=~;:~!: ~tt~l;;~;~~~:;:~;~~:· ~~~;~::f~~~,:~i~~>~:t~:~7~;;~~!:~~~~~~;~Jt~~~~!;~~~~~i;~~~:t::)~t;~-~7;~~:~:~::~-:;-: ~~~~:~~ ::~: \~::\\;~~~~;;;~cii~·;n 
=:~t~ r~i~ye::rJ fro~Yt ~ r-•u:.:pri~:ra:ry k.,c~~uc.:t:~ ?.~ ~he PG ff:.~:~ bidit~jr:,~tt::nf.i ct-:i-:x·H:;nk~tl,)t! ~~24vvf.s~n ti-::c& ;)tf>pt~G-tai)-· tt.•-f;~t:on sr•d :~sv;-v..~i~unc•tis 
t:•:.>t"f~:'·m ... it~:t~~.~~tJn b-r::c~,.::S<:) :..~'\.)~11.c~tkH"1i~~ion i~ init:e:t~d i;~p{,r: th..e &ud:.a :·::.:.-}:·H{<.~i sJf~:na;: k-er ~-H) \'if~W i:t.) ¥l~}'-...~ 00¥f~f'!!f:f!f ;nf~;rrt:&t:on or int*ra.t-~t~\r'.C::: 
p-tt":~'}t&lf~1r~.ld!=lt& ·mes \>~~~:1 B \:'..<~'3b i.1:ft>'i~s-er cm tJ1~ user p~tf•~ltm a-f t~;,t;, PG} ::tr:f; trP.t;1Stft~tling: k} th~ at i~ia::;~. t·ff•k: :.J$::1f i:._1ie3tfortf! ti·~-_ning the ~s~gt 
$.S=S&l•c..)~c fh~it .;)t;~.h.:..tfltk"a{~-:.'=· chzmn~J' mft:t:-:-rr~&t~1t:t r:3~&~fr3:Q ~-:..1 ;,,.ct te-i:::st (}.'1f~ ::s.t~~ttlcrlzed .. -:h::-:r:r:Bl· of )f:~ p}u~~~my r:f c~~annHt~:.:. {n;pli::::n1~ntoo i!': A} 
{PB:f'c'Jtrraf:t:, :)f.,:. k):~ sen-din;:1 th•~ t:S~'t· :.·:.1r: t·veb orov~,s~)( :..-:h~nnel: t!"isr~fore; ,~ t~f~:f&1iou. ~1~":1;.,•~rti·s~ri,g i~~k,):)Y1:.S:~t:t.,r> ~:::r tiamffa=~s. snrj p~~~"¾,'1t{J}-1f~. Hn~ 
fc~r ~~:--th&.r:::h".;;:tk~) tt}~ ;adv::srUsh~s1 arm r.:t-!1nn<=:i:.; h;3.s~i t:r:. l:'";.s i..:f:;~••· pr::.:fH~~ ant1 th~~ t.~s~:-- ID && '"'"~li »:s H1* f:iS:~:frgr:-1 :..u).iqtt~ t;~i ;,__;,.:.1d.e\ t..r:,ifcE::f'.IS~rt 

i:n D ~~ th& fJ:EtH~'3G!!f~:'l-.:,~, as~;lr;(!fJ:n .. :nc)::..m ~.mer t_~,::f~1l:::-r; ~~ f,~;t~tc;::&t:Bd ~i1;tith,0U~ r,~t.:ir:n.._.q ~ ~i~p:t~r;st~ ~~pik:&.tiot6 t:...-m:~~r th~n fi;~. -r..-::Bb ~1ro~se-r tc:• l'.t-'2-
:nstai!-c::-xi r,•fl the· t.~s0r p~::1tforn: tf.• est~:mfa~:h tt~~ i~~:;:►.:S:' ses sicr. {P.f~.f';>S:V~1f.•h 39 fQr h ... ~vir:t1 ~n ~jt).-j\-:.1 ~15,...'fl:3:l ;;..1r ~ t:t:2nt:oi Biijn;:ti k) :x1r7thx:;~ thn-
-:.~ . .vl-:tn~snh::.;;:mar-: in~Brt~ce .tr&t'..\.'fit~:--i th~ Pt~ ~nd ~~;'.I'.~ TV\ itX$trudicr. &~~, r-.::t:-=::-'.,~'"j k~:-.-rr~ B pn .. 1t:,r~~~n-' lo~ .. ~i?JtJn 1c "th-.~ f>C fer bkfo~'3t.:.tti.".sns1 

~~:~~;~.:~~;;!~~~::};;;~~~-·~:~~:7: ~~:~•~:~::~~:~:~~~~~~~:•~~::.~~~~>:~t:~7~::~~}~(\~:;~~~;::~:~::~~:~~~~~~::lt~:~~;:;~~:t~:~ i~~::~~li~1::~:t~l:~i::~:f~}~:~(~ 
P~li:Cy~:~...- C◊*S ~1t:t ~Kpltc~t~~1 {jjsGlO$~~ u~~.f~f~-c~1nktc ~:-,~~:r~ne.tti:.)~i, ~c•i(3 t;~ssj:'j: at i~)..ztst tr: ~"}~rt t:-n ;nfo-rrn:t:Nc-.o 3::::~~1:'.S-S rk~ht:~ a(ltif-t}:· ~vr~~rit~-

H~~l~:;~E;~r0,11!~;~~~~i~,~!i;;:{~;~::~:~:;!~;;~;::?:~;t~;H::~I~;f!:;!;'.;;:J;!~?.;~;~i'~~~:£~!~~~~~~t~;;1(;~iE£;~~~~t~t 
ha~~d ~~t ::e.a~~ in f.-'<;}Tt on infrJnnatk.):1: ;.:'lf'.\.i.;;~&S (it:ht:?. and/Ll:r sect::•it:;• prGt{:0:l~5 :"e-sp-0.:)Uv~iy ~~f~fa"Jr-is~Wd '\.'fltfi Hi~ •'..~l?'r$$pon~in9 pk:r~H'..y ot 
t:h~s:1:-lair:;,. tJ"(•~ t:se,:-~ ~rid the :.!&~r pi,1tiorm (p»ragr8ph :H3 f(g p~jva;-__:~·. ~f~t~\ ;snd s0~:Jrsty -t~f ~nft1rr:.1~t~o~ tfJ $..~>f~-g!.l*rd t:t:.~in~:S~ ~m:d 
cc·ns-un.1~~.f·irlte-g::H)· a:nr~ p::-uk:,ctli"i$ d'ffilt~i ri~~,t5 t~Jj c-:>nt~nt t.:f~>'3tO;-s, tDr ::x>r~n.~~.;:;~':-<fty f~r tr;;.-:ll"l: us0::--◊.1ntr:c .~:'l~ tft:i-.fit'.:f:~~>)~i;:k-:; ~r~.f<Jtrn~t!0r-i 
t.J:i,ih.:;.,-oon a pbralUy nf r:t:~,nr.-&l·s b,ak~tt9irtQ" "X> TV: fHWlJH~ ~"j~t_:;,r):~-:~; :~an~-; p:~}'S.t1t¥;l t;=t)n-fpt.!t.-=~:"~}. H '-;-<iO\:f~(t har .... -e been abvk~t:-:t. to ~-:=r.'3· of i.)rdki~JY 
~kilt 5n ~h~ '-~:rt 8St tn~ li?rt~: -of tr,~ ~:H ... Brrti!:}-J1 k1 ~:s~ lh~ s~t)Jf1tV fJrot◊co-ls as t~t~g:r,t b;l JBn.a ~n U'{B sysi:,-=..::rn <>f Phfrfa;11.' ·m. -:-..rrC:er ttJ ~31i;:gu&rt1 
bus!n&ss. anti ~)t)n:S•lffHESf lnt~1:ih' ~tl'f1 prot~f·j fut: d~(fta~ rit~ht::; ,._·d cor:te:1:~ ~reatcrt-. \Jati"1, p;~.r~gt8ph 4tl). 
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v.·.Rrt'rKN fH'll'-ln.JN OF THE 
lNTE&tN,->,Tl:ONAL SEARClHNG AlH.'H(H-,ttTY 

!n ::,:,.;;;; the- sps.~f in ff!"I~' t>f t.he p!'wed.{nii h~'.\'.~:s is }.~f;i @.ffid*ui'. 
Carn.h:~x::.::-... t~.r.-n (tf~ 

1~;~~:1~;~;~~;;;;;:~;;:;:~;::;;:;;~;~::;~~;:~;;:$, 
tfrsd({:$:~& -...vh-3{·e,1:1 th.:$ HTt..-1L. file is• a MTk~t.5 Mi:1 {P'.«:11{.?taph ~¼ k;r estab!Lshlng a HThm-.t: c'-1n1p~L::1:1t ct~nr:-:ett::r::n vt.th~r~1: tt~, \'\''f:t":t bt:.1'ti-'.>'S~r ~& 
fi.-ibr f·fH·Al.t~ t;\._;<n}p{}aHt f-..::-r :-~-•~~,,frig r~~i thne inf:t):-t:'k-si;t1n \ !t "J..r,,.rnuitl {--:,;i~Vl:'"2: neen ot,v~t":iBS te:"J nn-e af otrfin~ry s.kH: if!. ~he art at U1e, ti:-·f~e~ fS! ti":e 
i~v.s-rstir:1n tc l~&e tlw;, b:n.-:'t>...,'S,e-~· prok~c,:._1t!:;.. ~s. !:3u~]ht ty f::3:}Jo;,,(;,-1;; i~ H1:B Eyt:t~n► ,::=f Pl;;~~/a•,;tf ~n c-;EJ~r tt~ tJidir~~tit)n;si;,~.:- t~q:.s~~s:t ~H1d rec.e-~\·e 
ra...~~-~rn~ ;nform~!;ct1 {FB~iff,;"-''S. p~ra-gt· .. ~,r1n ~14}. 

R~g*rdinij c~~iN": ~1, Pf;tl~/& ~n~1 : .. ksr:.a dis,~f{tB:'S '.ti~~ ::-..y·stt~fn f~£'.. tihO',,"-rfi, 6~:-~v~:3, Phi:iy~ f~;}:~j J;3.:~:-;) d(., n~:::t ~)':pik~tl~/ disC.k.)$(:~ thfi, ?=J)OC·t~$.${.)~~ 

~:>..-::n.tJ·t1fs t~-:e at i~ast cne :::-orntrtunte:;s~~-on int{:'}(fu:~~~ ~~o :ls io CfH .. tSe. tfE~ i~8f~:· $$'$:S~::tn to h~ ~-s:~t.-ab!:~1-t.i:-sri {J:)ing B: \:V,sb t~~e:~-~M. t~f~--::E,,i:,s pr~'"3k1c:0L 
F~-st:t--:,--...;;~ h-ti~~ t) i~}~$t~~fr.: ~n~t;~ing 5$rvk.;e ~:::.•n-:n1:.Jnk;::lti-:..1ns in distrib~ite:d v .. ~e~ i:3:'-."tpif~'";2:S!ifJrt:S bei.."",A,·e<:>:) se:t:.•~t-s {;,_~O,s'tt,;s~:.;t} ~~nd diem:o.s:es tN~ 
Pfl')C:~~e$.~t ::::.nntn.;:ts th~ .::;t. !~ast :..-:ne ,[_::o:-r~rt;;.;.n;s'M!aticn i.nterfat.~~ 5~: a!$ to t~~tJse the ~ .. w~t ~e6'sl1 ... ~n tu 00 ~t:tab)f$~:md U-r:;l:ng a \rVeb So.c~:et ~1~~-t:~He 
pn.::t-c,co~ (ptin~~---fc~pn :5 ... ~ ft:~r ~.:-~r.9 \.\f::3bSt-.r::r,~t~ f:.fr~ts.)-..~Ql. k:.r dl-s~:t ~ppi:<~~th.xi:s, b-6-fr~{~ -...~:l~l-::C~ of ~;tmi.;"lg: ft.:-!kl~spf~x., d.;r~cl -rc:r 

~::::~~~;~~::tt~~~;~~-~;~;~~!c-~\;~~~:~~1!;~~:~~~~ {;~~~~~~: t;,~ ~~~~i;~'~ifit~;z~t~~~~;:; ~:::~~;;~:1~~~ ~~;~:~t! ~:::/~:~;t:~~~~)~.~~~~~~~;~;~~~~=:~r 
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Filing Date: 13-Apr-2011 

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE 
Title of Invention: INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED 

USERS AND USER DEVICES 

First Named Inventor/Applicant Name: Michael Wetzer 

Filer: Brett P. Belden/Joshua Krusell 

Attorney Docket Number: 098944-0133 (ML0000US04) 

Filed as Small Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 
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Claims: 
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Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Customer Number: 48329 

Filer: Brett P. Belden/Joshua Krusell 
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1 Transmittal Letter 098944_0133_1DS.pdf no 3 
a2531278e91 c3036fe22dc817f317f7d6342 

efc8 

Warnings: 

Information: 

2 
Information Disclosure Statement (IDS) 

098944_0133_SB08.pdf 
Form (SB08) 

109958 

no 4 
6f22aa97e949dcac046e31 d5c4ec1 bb82ab 

b6098 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

1574011 

3 Non Patent Literature PCT _Search.pdf no 12 
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14956 

Warnings: 

Information: 

30899 

4 Fee Worksheet (SB06) fee-info.pdf no 2 
0c52115918705a08ae42b51f6ee82aa9bb7 

0c17 

Warnings: 
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Total Files Size (in bytes) 1806546 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Atty. Dkt. No. 098944-0133 (ML0000US04) 

Applicant: 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

WETZER et al. 

Title: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING 
SECURE INFORMATION VIA MULTIPLE AUTHORIZED 
CHANNELS TO AUTHENTICATED USERS AND USER 
DEVICES 

Appl. No.: 13/086,274 

Filing Date: 4/13/2011 

Examiner: Nabi, Reza U. 

Art Unit: 2175 

Confirmation Number: 3847 

INFORMATION DISCLOSURE STATEMENT 
UNDER 37 CFR §1.56 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-14 5 0 

Commissioner: 

Applicant submits herewith documents for the Examiner's consideration in accordance 

with 37 CFR §§1.56, 1.97 and 1.98. 

Applicants respectfully request that each listed document be considered by the Examiner 

and be made of record in the present application and that an initialed copy of Form PTO/SB/08 

be returned in accordance with MPEP §609. 

Applicant requests that, in accordance with 37 CFR § 1.98( d), the Examiner review all 

applications relied on for an earlier effective filing date under 35 U.S.C. § 120, including 

application no. 12/465331, filed 5/13/2009, for copies ofreferences ofrecord therein that are not 

4840-6844-3156. 1 -1-
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being provided here; although Applicant would be pleased to provide copies of any such 

documents at the Examiner's request. 

The submission of any document herewith is not an admission that such document 

constitutes prior art against the claims of the present application or that such document is 

considered material to patentability as defined in 3 7 CFR § 1.56(b ). Applicants do not waive any 

rights to take any action which would be appropriate to antedate or otherwise remove as a 

competent reference any document submitted herewith. 

TIMING OF THE DISCLOSURE 

The listed documents are being submitted in compliance with 37 CFR §1.97(c), before 

the mailing date of any of a final action under 3 7 CFR § 1.113, a notice of allowance under 3 7 

CFR § 1.311, or an action that otherwise closes prosecution in the application. 

4840-6844-3156. 1 -2-
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FEE 

Fees in the amount of $90.00 to cover the fee associated with an information disclosure 

statement under 37 CFR §1.97(c) are being paid by credit card via EFS-Web. 

The Commissioner is hereby authorized to charge any additional fees which may be 

required regarding this submission under 3 7 C.F.R. § § 1.16-1.17, or credit any overpayment, to 

Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit 

card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or 

incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to 

Deposit Account No. 19-0741. 

Date May 29, 2013 

FOLEY & LARDNER LLP 
Customer Number: 48329 
Telephone: (414) 319-7319 
Facsimile: (414) 297-4900 

4840-6844-3156. 1 -3-

Respectfully submitted, 

By /Brett P. Belden/ 

Brett P. Belden 
Attorney for Applicant 
Registration No. 57,705 
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STATEMENT BY APPLICANT Filing Date 4/13/2011 
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Shee Iii,,._ I 1 I of 12 Attorney Docket Number 098944-0133 (ML0000US04) 

U.S. PATENT DOCUMENTS 
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A2 2004/002517 4-A 1 02-05-2004 CERRATO, DEANE. 
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A5 2008/0134256-A 1 06-05-2008 DACOSTA, BEHRAM 
A6 2008/0319828-A 1 12-25-2008 SOUTHAM ET AL. 
A7 2009/0233542-A 1 09-17-2009 GRATTON ET AL. 
A8 2009/0298535-A 1 12-03-2009 KLEIN ET AL. 
A9 2009/0315807-A 1 12-24-2009 HSU, FAN-HSUAN 
A10 2010/0023398-A 1 01-28-2010 BROWN ET AL. 
A11 2011/0283259-A1 11-17-2011 LAWSON ET AL. 
A12 2012/0210349-A 1 08-16-2012 CAMPANA ET AL. 
A13 6,807,675-B1 10-19-2004 MAILLARD ET AL. 
A14 7,546,276-B2 06-09-2009 RANDLE ET AL. 
A15 7,711,475-B1 05-04-2010 CONA ET AL. 
A16 8,276, 196-B1 09-25-2012 SHIPLEY, BRIAN 

FRANCISCO 

UNPUBLISHED U.S. PATENT APPLICATION DOCUMENTS 
U.S. Patent Application 

Filing Date of Pages, Columns, Lines, 
Examiner Cite Document Name of Patentee or Applicant of Where Relevant 
Initials* No. 1 Serial Number-Kind Code" 

Cited Document Cited Document Passages or Relevant 
(if known) MM-DD-YYYY Fiqures Appear 

FOREIGN PATENT DOCUMENTS 

Examiner Cite Foreiqn Patent Document Publication Date Name of Patentee or 
Pages, Columns, Lines, 

Where Relevant 
Initials* No. 1 MM-DD-YYYY 

., 

.... 

Country Code"-Number~- Applicant of Cited Documents Passages or Relevant 
Kind Code5 (if known) Fic:iures Appear T6 

I Examiner 
s;gnatu,e I 

Date 
Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP. if possible. and. The information is required to obtain or retain a 
benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by. This collection is estimated to take 2 hours to 
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 (1-800-786-9199) and select option 2. 
4822-6201-4741.1 

] 
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INFORMATION DISCLOSURE Application Number 13/086,274 
STATEMENT BY APPLICANT Filing Date 4/13/2011 

Date Submitted: August 9, 2013 First Named Inventor Michael Wetzer 
Art Unit 2175 
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NON PATENT LITERATURE DOCUMENTS 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the 
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Initials* No. 1 item (book, magazine, journal, serial, symposium, catalog, etc.) date, page(s), volume-issue T6 

I Examiner 
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number(s), publisher, city and/or country where published. 

US Notice of Allowance on 098944-0108 DTD 6/21/2013 

US Notice of Allowance on 098944-0129 DTD 8/5/2013 

US Office Action on 098944-0138 DTD 5/8/2013 
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Date 
Considered 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP. if possible. and. The information is required to obtain or retain a 
benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by. This collection is estimated to take 2 hours to 
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 (1-800-786-9199) and select option 2. 
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Application Number: 13086274 

Filing Date: 13-Apr-2011 

METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE 
Title of Invention: INFORMATION VIA MULTIPLE AUTHORIZED CHANNELS TO AUTHENTICATED 

USERS AND USER DEVICES 

First Named Inventor/Applicant Name: Michael Wetzer 

Filer: Brett P. Belden/Monika Pychynska 

Attorney Docket Number: 098944-0133 (ML0000US04) 

Filed as Small Entity 

Utility under 35 USC 111 (a) Filing Fees 
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Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 
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Filer: Brett P. Belden/Monika Pychynska 

Filer Authorized By: Brett P. Belden 

Attorney Docket Number: 098944-0133 (ML0000US04) 
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Filing Date: 13-APR-2011 

Time Stamp: 13:34:01 

Application Type: Utility under 35 USC 111 (a) 
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Payment Type Credit Card 
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RAM confirmation Number 10750 
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4 Non Patent Literature 
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5 Non Patent Literature 
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6 Fee Worksheet (SB06) 

Warnings: 

Information: 

098944-0133_1DS_Trans.pdf 

098944-0133_SB08.pdf 
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141120 
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85dc 

146811 
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376464 

US_Notice_of_Allowance_on_01-----------; 
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Id 
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US_Notice_of_Allowance_on_o, _________ _, 
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dcSde 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: WETZER et al. 

Title: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING 
SECURE INFORMATION VIA MULTIPLE AUTHORIZED 
CHANNELS TO AUTHENTICATED USERS AND USER 
DEVICES 

Appl. No.: 13/086,274 

Filing Date: 4/13/2011 

Examiner: Nabi, Reza U. 

Art Unit: 2175 

Confirmation 384 7 
Number: 

INFORMATION DISCLOSURE STATEMENT 
UNDER 37 CFR §1.56 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

Applicant submits herewith documents for the Examiner's consideration in accordance 

with 37 CFR §§1.56, 1.97 and 1.98. 

Applicants respectfully request that each listed document be considered by the Examiner 

and be made ofrecord in the present application and that an initialed copy of Form PTO/SB/08 

be returned in accordance with MPEP §609. 

Applicant requests that, in accordance with 37 CFR § 1.98(d), the Examiner review all 

applications relied on for an earlier effective filing date under 35 U.S.C. 120, including 

4845-7727-0549.1 -1-
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application no. 12/465331, filed 5/13/2009, for copies ofreferences ofrecord therein that are not 

being provided here; although Applicant would be pleased to provide copies of any such 

documents at the Examiner's request. 

The submission of any document herewith is not an admission that such document 

constitutes prior art against the claims of the present application or that such document is 

considered material to patentability as defined in 37 CFR § 1.56(b ). Applicants do not waive any 

rights to take any action which would be appropriate to antedate or otherwise remove as a 

competent reference any document submitted herewith. 

TIMING OF THE DISCLOSURE 

The listed documents are being submitted in compliance with 37 CFR § 1.97(c), before 

the mailing date of any of a final action under 37 CFR §1.113, a notice of allowance under 37 

CFR § 1.311, or an action that otherwise closes prosecution in the application. 

FEE 

Fees in the amount of $90.00 to cover the fee associated with an information disclosure 

statement under 37 CFR § 1.97( c) are being paid by credit card via EFS-Web. 

The Commissioner is hereby authorized to charge any additional fees which may be 

required regarding this submission under 37 C.F.R. §§ 1.16-1.17, or credit any overpayment, to 

Deposit Account No. 19-0741. Should no proper payment be enclosed herewith, as by the credit 

card payment instructions in EFS-Web being incorrect or absent, resulting in a rejected or 

incorrect credit card transaction, the Commissioner is authorized to charge the unpaid amount to 

Deposit Account No. 19-0741. 

4845-7727-0549.1 -2-
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Date August 9, 2013 

FOLEY & LARDNER LLP 
Customer Number: 48329 
Telephone: (414) 319-7319 
Facsimile: (414) 297-4900 

4845-7727-0549.1 -3-

Atty. Dkt. No. 098944-0133 (ML0000US04) 

Respectfully submitted, 

By /Brett P. Belden/ 

Brett P. Belden 
Attorney for Applicant 
Registration No. 57,705 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

48329 7590 09/17/2013 

FOLEY & LARDNER LLP 
3000 K STREET N.W. 
SUITE 600 
WASHINGTON, DC 20007-5109 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

EXAMINER 

NABI,REZAU 

ART UNIT PAPER NUMBER 

2175 

DATE MAILED: 09/17/2013 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/086,274 04/13/2011 Michael Wetzer 098944-0133 3847 

TITLE OF INVENTION: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE INFORMATION vfr~Of.I~£~ AUTHORIZED 
CHANNELS TO AUTHENTICATED USERS AND USER DEVICES 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional SMALL $890 $300 $0 $1190 12/17/2013 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

48329 7590 09/17/2013 

FOLEY & LARDNER LLP 
3000 K STREET N.W. 
SUITE 600 
WASHINGTON, DC 20007-5109 

APPLICATION NO. FILING DATE 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/086,274 04/13/2011 Michael Wetzer 098944-0133 3847 

TITLE OF INVENTION: METHODS, APPARATUS AND SYSTEMS FOR PROVIDING SECURE INFORMATION vfr~Of-t~£~ AUTHORIZED 
CHANNELS TO AUTHENTICATED USERS AND USER DEVICES 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $890 

EXAMINER ART UNIT 

NABI, REZA U 2175 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

715-769000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1190 12/17/2013 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

PTOL-85 (Rev. 02/11) 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 
0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number ( enclose an extra copy of this form). 
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5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ _ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. 
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WASHINGTON, DC 20007-5109 
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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
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EXAMINER 
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ART UNIT PAPER NUMBER 

2175 

DATE MAILED: 09/17/2013 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 76 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 76 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Application No. 
13/086,274 

Applicant(s) 
WETZER ET AL. 

Notice of Allowability Examiner 
REZA NABI 

Art Unit 
2175 

AIA (First Inventor to 
File) Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and M PEP 1308. 

1. [8J This communication is responsive to 5/17/2013. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [8J The allowed claim(s) is/are 1-37 and 39-43. As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information, 
please see ~;ttp:i/V'vww.uspto.gov/patentsiinit events/pph/index.is_p or send an inquiry to PPHfeedback@uspto.aov . 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. [8J Notice of References Cited (PTO-892) 

2. [8J Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date 5/29/2013, 5/17/2013, 8/9/2013 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

/R. N./ 
Examiner, Art Unit 2175 

U.S. Patent and Trademark Office 

5. [8J Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

/William Bashore/ 
Supervisory Patent Examiner, Art Unit 2175 

PTOL-37 (Rev. 05-13) Notice of Allowability Part of Paper No./Mail Date 20130717 
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Application/Control Number: 13/086,274 

Art Unit: 2175 

EXAMINER'S AMENDMENT 

Page 2 

An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone 

interview with Brett Belden on 7/17/2013. 

The application has been amended as follows: 

Please replace all claims with the following claims. 

1. (Currently Amended) An apparatus to provide secure user-centric information via 

a plurality of user platforms operated by a user, the apparatus comprising: 

at least one communication interface to facilitate wired and/or wireless 

communications with the plurality of user platforms via one or more transmission media; 

at least one memory to store processor-executable instructions; and 

at least one processor communicatively coupled to the at least one 

communication interface and the at least one memory, wherein upon execution of the 

processor-executable instructions by the at least one processor, the at least one 
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processor establishes a user session to manage provision of and interaction with the 

secure user-centric information by: 

A) implementing a channel grid framework including a matrix of a plurality 

of channels through which the user receives and/or interacts with, via the plurality 

of user platforms, respective portions of the secure user-centric information, 

wherein the at least one processor is configured to synchronize functions and 

features of one or more of the plurality of channels across two or more of the 

plurality of user platforms by deploying the secure user-centric information to two 

or more of the plurality of user platforms; 

B) establishing a user profile identifying user preferences, platform 

identities, and service support instructions that determine how the secure user-

centric information behaves on at least one platform of the plurality of user 

platforms; 

[[B)]] g controlling the at least one communication interface to receive, 

from the at least one user platform of the plurality of user platforms, a user 

identity for the user and a platform identity for the at least one user platform; 

[[C)]] ill authenticating the user and the at least one user platform to 

receive the secure user-centric information based at least in part on the user 

identity and the platform identity; and 

[[D)]] §. if the user and the at least one user platform are authenticated in 

C), controlling the at least one communication interface so as to transmit to the at 

least one user platform first authenticated channel information relating to at least 
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one authorized channel of the plurality of channels implemented in A), based at 

least in part on information access rights and/or security protocols respectively 

associated with the corresponding plurality of channels, the user, and the at least 

one user platform, wherein the at least one memory stores a user profile to 

identify user preferenees, platform identities, and serviee support instruetions that 

determine how the seeure user eentrie information behaves on the at least one 

user platform, and wherein at least a portion of the first authenticated channel 

information to be transmitted to the at least one user platform is selected by the 

processor based at least in part on the user profile and is transmitted to the at 

least one user platform without being requested by the user, wherein the 

transmission of the first authenticated channel information to the at least one 

user platform is based in part on a bi-directional interrogation of the at least one 

authorized channel, wherein the bi-directional interrogation comprises the at least 

one authorized channel interrogating an identity management server, and 

wherein the bi-directional interrogation further comprises the identity 

management server and a web services gateway interrogating the at least one 

authorized channel, wherein the web services gateway is a tool through which 

the channel grid framework interacts with the identity management server. 

2. (Original) The apparatus of claim 1, wherein the secure user-centric information 

includes 

at least one of: 
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text information; 

graphic information; 

one or more pictures; 

one or more videos; 

audio or digital sound; 

streaming data, audio or video; 

content associated with an executing computer application; 

voice-over-IP communication; 

instant messaging/SMS information; 

video-conferencing information; 

environmental monitoring information; 

financial services information; 

enterprise resource planning information; 

enterprise content management information; 

building information; 

project management information; 

product lifecycle management information; 

Page 5 

RSS (Really Simple Syndication) reader information; remote device control/interaction 

information; 

a three-dimensional graphic visualization of one or more objects and/or immersive 

environ men ts; 

one or more word processing documents; 
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one or more spreadsheets; 

one or more presentation/slide shows; 

email; and 

address book information. 

3. (Original) The apparatus of claim 1, wherein the first authenticated channel 

information 

is provided by at least one authenticated channel application and/or at least one 

authenticated service. 

Page 6 

4. (Original) The apparatus of claim 1, wherein the at least one communication interface 

includes a web services gateway communicatively coupled to the at least one user 

platform server via the one or more transmission media. 

5. (Previously Presented) The apparatus of claim 1, wherein: 

C) comprises authenticating the user and the user platform based at least in part on the 

user profile; and 

D) comprises transmitting the first authenticated channel information to the at least one 

user platform based at least in part on the user profile. 

6.(Previously Presented) The apparatus of claim 1, wherein: 

the at least one memory stores an authentication directory to provide the information 
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access rights and/or security protocols respectively associated with the corresponding 

plurality of channels, the user, and the at least one user platform; 

the authentication directory includes a plurality of user accounts, a plurality of device 

accounts, and a plurality of application accounts; and 

C) comprises authenticating the user and the at least one user platform based at least 

in part on the plurality of user accounts and the plurality of device accounts included in 

the authentication directory. 

7. (Original) The apparatus of claim 6, wherein: 

at least one user account of the plurality of user accounts includes at least one entry 

comprising at least one of: a user name; a user password; a user email; a user 

mailstop; a user telephone number; a user mobile number; a user building; a user 

campus; and at least one user group; and 

C) comprises authenticating the user if the user identity matches the at least one entry. 

8. (Original) The apparatus of claim 6, wherein: 

at least one device account of the plurality of device accounts includes at least one 

entry 

comprising at least one of: 

a device name; a device type; a device manufacturer; 

a device model number; a device serial number; a device IP address; a device location; 

a device user; and a device password; and 
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C) comprises authenticating the user platform if the platform identity matches the at 

least one entry. 

9. (Original) The apparatus of claim 8, wherein C) comprises authenticating the at least 

one 

user platform based at least in part on a location of the at least one user platform. 

10. (Original) The apparatus of claim 6, wherein D) comprises: 

transmitting to the at least one user platform the first authenticated channel information 

based at least in part on the plurality of application accounts included in the 

authentication 

directory. 

11. (Original) The apparatus of claim 10, wherein: 

at least one application account of the plurality of application accounts includes at least 

one entry comprising at least one of: an application name; an application serial number; 

at least one application module; at least one application web service; at least one 

application interface; at least one application protocol; at least one application host; an 

application IP address; an application location; an application user; and 

an application password. 
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12. (Original) The apparatus of claim 10, wherein C) comprises authenticating the at 

least one user platform based at least in part on a location of the at least one user 

platform. 

13. (Original) The apparatus of claim 1, wherein in D), the at least one processor further 

manages the provision of and interaction with the secure user-centric information by: 

D 1) controlling the at least one communication interface to transmit channel information 

corresponding to at least some of the plurality of channels implemented in A), including 

the first authenticated channel information, to the at least one user platform so as to 

facilitate display of a desktop for the at least one user platform as a channel grid 

framework, the channel grid framework including a plurality ofuser-selectable items 

representing the at least some of the plurality of channels implemented in A), 

wherein, in D 1 ), the plurality of user-selectable items included in the channel grid 

framework is based at least in part on the information access rights and/or the security 

protocols respectively associated with the corresponding plurality of channels, the user, 

and the user platform. 

14. (Original) A system, comprising: 

the apparatus of claim 13; and 

the at least one user platform, wherein the at least one user platform comprises: 

a display device to display the desktop for the user platform; 

at least one second communication interface to facilitate wired and/or wireless 
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at least one second memory to store second processor-executable instructions; and 

at least one second processor communicatively coupled to the display device, the 

at least one second communication interface, and the at least one second memory, 

wherein upon execution of the second processor-executable instructions, the at least 

one 

second processor controls the display device to display the desktop for the at least one 

user platform as the channel grid framework based at least in part on the channel 

information received from the apparatus. 

15. (Original) The system of claim 14, wherein the at least one user platform includes at 

least one of: 

a desktop computer; 

a laptop computer; 

a tablet computer; 

a net-book computing device; 

a handheld computing device; 

a personal, enterprise, or portable digital assistant; 

a telecommunications device including one of a telephone, a cell phone, and a smart 

phone; 

a personal navigation device; 

a vehicle-based device; 
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an optical disk player; 

a television; and 

a game console. 

16. (Original) The system of claim 14, wherein: 

Page 11 

the at least one user platform includes a plurality of user platforms communicatively 

coupled to the apparatus of claim 13; and 

the plurality of user platforms include multiple different types of computing devices 

and/or multiple different types of communication devices. 

17. (Original) The apparatus of claim 1, wherein the first authenticated channel 

information includes at least one of: 

text information; 

graphic information; 

one or more pictures; 

one or more videos; audio or digital sound; streaming data, audio or video; content 

associated with an executing computer application; voice-over-IP communication; 

instant messaging/SMS information; video-conferencing information; environmental 

monitoring information; financial services information; enterprise resource planning 

information; enterprise content management information; building information; project 

management information; product lifecycle management information; 

RSS (Really Simple Syndication) reader information; remote device control/interaction 
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a three-dimensional graphic visualization of one or more objects and/or immersive 

environ men ts; 

one or more word processing documents; one or more spreadsheets; one or more 

presentation/slide shows; email; and address book information. 

18. (Original) The apparatus of claim 1, wherein: 

in A), the at least one processer implements a channel server that defines one or more 

visual characterizations, one or more functions or features, and/or one or more 

information types provided by respective channels of the plurality of channels; 

the channel server implements at least the at least one authorized channel; and 

the at least one memory further stores at least one database including registries to one 

or more services and/or applications used by the channel server to implement the at 

least one authorized channel and provide the first authenticated channel information. 

19. (Original) The apparatus of claim 18, wherein the at least one processor manages 

provision of and interaction with at least some of the secure user-centric information by: 

implementing at least one other server, communicatively coupled to the channel server, 

to provide the one or more services and/or applications registered in the at least one 

database and used by the channel server to implement the at least one authorized 

channel and provide the first authenticated channel information, wherein the at least 

one other server includes at least one of: 
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platform in C); 

Page 13 

a video server to transform, transmit, and/or support delivery of video information and/or 

audio information included in the first authenticated channel information; 

an enterprise content management server to provide configuration, templates, visual 

content, user interface controls and management control for the first authenticated 

channel information; 

a device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first 

authenticated channel information; 

a portal server to facilitate Internet-based function access by the at least one user 

platform; 

a channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values 

or signal data based on at least one threshold condition or parameter, and to generate 

at least one alert in response to the one or more determined events, conditions, logical 

workflows, discrete information values or signal data relating to the first authenticated 

channel information; and 

a virtual world server to provide a three-dimensional visualization of, and/or interaction 

with, the first authenticated channel information. 
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20. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the identity management server to authenticate the user and the at least on user 

platform 

in C). 

21. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the video server to transform, transmit, and/or support delivery of video information 

and/or audio information included in the first authenticated channel information. 

22.(Original) The apparatus of claim 19, wherein the at least one other server includes: 

the enterprise content management server to provide configuration, templates, visual 

content, user interface controls and management control for the first authenticated 

channel 

information. 

23.(Original) The apparatus of claim 19, wherein the at least one other server includes: 

the device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first 

authenticated 

channel information. 
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24.(Original) The apparatus of claim 19, wherein the at least one other server includes: 

the portal server to facilitate Internet-based function access by the at least one user 

platform. 

25.(Original) The apparatus of claim 19, wherein the at least one other server includes: 

the channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values 

or 

signal data based on at least one threshold condition or parameter, and to generate at 

least one 

alert in response to the one or more determined events, conditions, logical workflows, 

discrete 

information values or signal data relating to the first authenticated channel information. 

26. (Original) The apparatus of claim 25, wherein the at least one other server includes 

the channel alert server, and wherein the at least one threshold condition or parameter 

includes a numerical limit or a trend. 

27. (Original) The apparatus of claim 25, wherein the at least one other server includes 

the 

channel alert server, and wherein the at least one alert includes at least one of: at least 

one visual alert; at least one auditory alert; at least one email message; at least one 
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SMS text message; activation of at least one channel of the plurality of channels; and a 

notification to a law enforcement agency. 

28. (Original) The apparatus of claim 27, wherein the channel alert server controls the at 

least one communication interface so as to implement the at least one alert on at least 

one of: 

a device operated by at least one other user associated with or designated by the user, 

wherein the at least one other user is authenticated by the apparatus to receive the at 

least one alert; and 

at least one other user platform authenticated by the apparatus to receive the at least 

one 

alert. 

29.(Original) The apparatus of claim 19, wherein the at least one other server includes: 

the virtual world server to provide a three-dimensional visualization of, and/or interaction 

with, the first authenticated channel information. 

30. (Original) The apparatus of claim 19, wherein the at least one other server includes: 

the identity management server to authenticate the user and the at least on user 

platform 

in C); 

the video server to transform, transmit, and/or support delivery of video information 

and/or audio information included in the first authenticated channel information; 
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the enterprise content management server to provide configuration, templates, visual 

content, user interface controls and management control for the first authenticated 

channel information; 

the device integration server to manage streaming or real-time information from a 

machine or device, which streaming or real-time information is included in the first 

authenticated channel information; 

the portal server to facilitate Internet-based function access by the at least one user 

platform; 

the channel alert server to monitor the first authenticated channel information so as to 

determine one or more events, conditions, logical workflows, discrete information values 

or signal data based on at least one threshold condition or parameter, and to generate 

at least one alert in response to the one or more determined events, conditions, logical 

workflows, discrete information values or signal data relating to the first authenticated 

channel information; and 

the virtual world server to provide a three-dimensional visualization of, and/or interaction 

with, the first authenticated channel information. 

31. (Original) The apparatus of claim 19, wherein at least a portion of one or more of the 

first authenticated channel information, the video information, the audio information, the 

streaming or real-time information from a machine or device, the events, the conditions, 

the logical workflows, the discrete information values, and the signal data are stored in 
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32. (Original) The apparatus of claim 19, wherein the at least one processor establishes 

a service-oriented architecture (SOA) including an enterprise service bus, wherein the 

channel server and the at least one other server are implemented as logical 

components that are communicatively coupled to each other and the at least one 

database via the enterprise service bus. 

33. (Original) The apparatus of claim 32, further comprising at least one second 

communication interface, communicatively coupled to the enterprise service bus, to 

access at 

least some of the one or more services and/or applications provided by the at least one 

other server and used by the channel server. 

34. (Original) The system of claim 33, wherein the at least one second communication 

interface includes an Internet multi-media services gateway to implement network traffic 

protocols so as to access at least some of the one or more services and/or applications 

provided by the at least one other server and used by the channel server. 

35. (Original) The system of claim 33, wherein the at least one second communication 

interface includes telecommunications network services so as to access, through 

telecommunication wireline and wireless services, at least some of the one or more 
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services and/or applications provided by the at least one other server and used by the 

channel server. 

36. (Currently Amended) A method for providing secure user-centric information via a 

plurality of user platforms operated by a user, the method comprising: 

A) implementing a channel grid framework including a matrix of a plurality of channels 

through which the user receives and/or interacts with, via the plurality of user platforms, 

respective portions of the secure user-centric information, wherein implementing the 

plurality of channels comprises synchronizing functions and features of one or more of 

the plurality of channels across two or more of the plurality of user platforms QY 

deploying the secure user-centric information to two or more of the plurality of user 

platforms; 

B) establishing a user profile identifying user preferences, platform identities, and 

service support instructions that determine how the secure user-centric information 

behaves on at least one platform of the plurality of user platforms; 

[[B]] C) receiving, from at least one user platform of the plurality of user platforms, a 

user identity for the user and a platform identity for the at least one user platform; 

[[C]] D) authenticating the user and the at least one user platform to receive the secure 

user- centric information based at least in part on the user identity and the platform 

identity; and 

[[D]] E) if the user and the at least one user platform are authenticated in C), 

transmitting to the at least one user platform first authenticated channel information 
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relating to at least one authorized channel of the plurality of channels implemented in 

A), based at least in part on information access rights and/or security protocols 

respectively associated with the corresponding plurality of channels, the user, and the at 

least one user platform, wherein a user profile stored in a memory_ is used to identify 

user preferenees, platform identities, and serviee support instruetions that determine 

how the seeure user eentrie information behaves on the at least one user platform, and 

wherein at least a portion of the first authenticated channel information to be transmitted 

to the at least one user platform is selected based at least in part on the user profile and 

is transmitted to the at least one user platform without being requested by the user.,_ 

wherein the transmission of the first authenticated channel information to the at least 

one user platform is based in part on a bi-directional interrogation of the at least one 

authorized channel, wherein the bi-directional interrogation comprises the at least one 

authorized channel interrogating an identity management server, and wherein the bi­

directional interrogation further comprises the identity management server and a web 

services gateway interrogating the at least one authorized channel, wherein the web 

services gateway is a tool through which the channel grid framework interacts with the 

identity management server. 

37. (Currently Amended) At least one non-transitory computer readable storage medium 

storing processor-executable instructions that, when executed by at least one 

processor, perform a method for providing secure user-centric information via a plurality 

of user platforms operated by a user, the method comprising: 
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A) implementing a channel grid framework including a matrix of a plurality of channels 

through which the user receives and/or interacts with, via the plurality of user platforms, 

respective portions of the secure user-centric information wherein implementing the 

plurality of channels comprises synchronizing functions and features of one or more of 

the plurality of channels across two or more of the plurality of user platforms QY 

deploying the secure user-centric information to two or more of the plurality of user 

platforms; 

B) establishing a user profile identifying user preferences, platform identities, and 

service support instructions that determine how the secure user-centric information 

behaves on at least one platform of the plurality of user platforms; 

[[B]] C) receiving, from at least one user platform of the plurality of user platforms, a 

user identity for the user and a platform identity for the at least one user platform; 

[[C]] D) authenticating the user and the at least one user platform to receive the secure 

user- centric information based at least in part on the user identity and the platform 

identity; and 

[[D]] E) if the user and the at least one user platform are authenticated in C), 

transmitting to the at least one user platform first authenticated channel information 

relating to at least one authorized channel of the plurality of channels implemented in 

A), based at least in part on information access rights and/or security protocols 

respectively associated with the corresponding plurality of channels, the user, and the at 

least one user platform, wherein a user profile stored in a memory_ is used to identify 

user preferenees, platform identities, and serviee support instruetions that determine 
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how the seeure user eentrie information behaves on the at least one user platform, and 

wherein at least a portion of the first authenticated channel information to be transmitted 

to the at least one user platform is selected based at least in part on the user profile and 

is transmitted to the at least one user platform without being requested by the user.,_ 

wherein the transmission of the first authenticated channel information to the at least 

one user platform is based in part on a bi-directional interrogation of the at least one 

authorized channel, wherein the bi-directional interrogation comprises the at least one 

authorized channel interrogating an identity management server, and wherein the bi-

directional interrogation further comprises the identity management server and a web 

services gateway interrogating the at least one authorized channel, wherein the web 

services gateway is a tool through which the channel grid framework interacts with the 

identity management server. 

38. (Cancelled) 

39. (Previously Presented) The method of claim 36, wherein: 

the method further comprises establishing the user profile as part of an authentication 

directory including a plurality of user accounts, a plurality of device accounts, and a 

plurality of application accounts; and 

C) comprises authenticating the user and the at least one user platform based at least 

in part on the plurality of user accounts and the plurality of device accounts included in 

the authentication directory; and 

the method further comprises authenticating specific ones of the plurality of channels 
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authentication directory. 

40. (Previously Presented) The method of claim 39, wherein: 

Page 23 

at least one user account of the plurality of user accounts includes at least one entry 

comprising at least one of: a user name; a user password; a user email; a user 

mailstop; a user telephone number; a user mobile number; a user building; a user 

campus; and at least one user group; and 

in C, the user is authenticated if the user identity matches the at least one entry. 

41. (Previously Presented) The method of claim 40, wherein: 

at least one device account of the plurality of device accounts includes at least one 

entry 

comprising at least one of: 

a device name; a device type; a device manufacturer; a device model number; a device 

serial number; a device IP address; a device location; a device user; and a device 

password; and 

in C, the user platform is authenticated if the platform identity matches the at least one 

entry. 

42. (Previously Presented) The method of claim 41, wherein: 

at least one application account of the plurality of application accounts includes at least 
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one application user and at least one additional entry comprising at least one of: an 

application name; an application serial number; at least one application module; at least 

one application web service; at least one application interface; at least one application 

protocol; at least one application host; an application IP address; an application 

location; and an application password; and 

the specific ones of the multiple channels are authenticated if the user identity matches 

the at least one application user. 

43. (New) The apparatus of claim 1, wherein the one or more of the plurality of 

channels interrogating the identity management server comprises the one or more of 

the plurality of channels evaluating content provided by the identity management server 

and determining if services of the one or more of the plurality of channels are available, 

and wherein the identity management server and the web services gateway 

interrogating the one or more of the plurality of channels comprises the identity 

management server evaluating content provided by the one or more of the plurality of 

channels. 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to REZA NABI whose telephone number is (571 )270-7592. 

The examiner can normally be reached on 7:30 to 5:00 PM [Off every alternate Friday]. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, William Bashore can be reached on 571-272-4088. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/R. N./ 
Examiner, Art Unit 2175 

/William Bashore/ 

Supervisory Patent Examiner, Art Unit 2175 
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