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APPENDIX B 
Preliminary Infringement Contentions for U.S. Patent 8,578,285 

(Accused Instrumentalities: All SAP products using SAP Fiori technology (including Fiori versions 1, 2, 3, and/or Horizon))   
(Specific products used with Fiori include at least SAP’s S/4HANA, Business One, Business By Design, ECC, ERP, and all supported 

applications) 
 

‘285 Patent 
Claim 1 

 

1(a). An apparatus to 
provide secure user-
centric information 
via a plurality of user 
platforms operated by 
a user, the apparatus 
comprising: 

 

The Accused Instrumentalities are an apparatus that allows the user to access a set of applications that 
provide and show relevant information on any platform (e.g., Windows computer, apple computer, android 
mobile device, web browser interface, etc.) used. 
 
The excerpt below shows that SAP Fiori is the central entry hub to access SAP Fiori apps via any device. 
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See SAP Fiori Overview, 

https://help.sap.com/docs/SAP_FIORI_OVERVIEW/a3a20aacd1484c8a976f
71054a3bf860/d88d371a9aa54fb89fe19a16d8eb527b.html or  

https://help.sap.com/http.svc/pdfdownload?id=6130453437781116 or  
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https://help.sap.com/docs/SAP_FIORI_OVERVIEW/a3a20aacd1484c8a976f
71054a3bf860?locale=en-
US&state=PRODUCTION&version=5_OVERVIEW 

As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

1(b). at least one 
communication 
interface to facilitate 
wired and/or wireless 
communications with 
the plurality of user 
platforms via one or 
more transmission 
media; 
at least one memory 
to store processor-
executable 
instructions; 
and at least one 
processor 
communicatively 
coupled to the at least 
one communication 
interface and the at 
least one memory, 
wherein upon 
execution of the 
processor-executable 
instructions by the at 
least one processor, 

The Accused Instrumentalities include software to display SAP Fiori with application tiles on any device 
used by the user.  “Each tile represents a business application that the user can launch.” See 
https://experience.sap.com/fiori-design-web/launchpad/.   

The Accused Instrumentalities include display software for displaying SAP Fiori that can interact with 
hardware, such as monitors.  The Accused Instrumentalities include software to facilitate wired and wireless 
communications through hardware that is used, such as wired and wireless transceivers.  The Accused 
Instrumentalities operate with software to act as memory and manage hardware memory while operating.  
The Accused Instrumentalities also perform actions because they include software processing components 
for running the software and managing a hardware processor. 

As shown by the excerpt below, SAP Fiori is a matrix of tiles and links that display and launch the 
corresponding apps on the Launchpad.  Each of the links is a secure user-centric channel associated with an 
app, and that user’s data can be sent to be displayed, and the user can interact with it during a user session. 
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the at least one 
processor establishes 
a user session to 
manage provision of 
and interaction with 
the secure user-
centric information 
by: 
 

 

 

https://experience.sap.com/fiori-design-web/launchpad/ 

Furthermore, the Accused Instrumentalities include a software display to the Fiori Launchpad, which will 
manage a hardware display, as shown in the example below. 
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https://learning.sap.com/learning-journeys/learn-the-basics-of-sap-fiori/introducing-sap-fiori_c3915ced-ffd1-
4127-a822-e217ff45fd72 

The Accused Instrumentalities include software for communicating across a network.  The excerpt below 
shows that “communication between the [user,] the front end, and the back end is established by using 
different communication channels and protocols” “[t]o transfer application data and security credentials 
within [the] SAP Fiori system landscape.”  

https://help.sap.com/saphelp_ssb/helpdata/en/16/973e536f6a0050e10000000a44176d/frameset.htm 
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https://help.sap.com/saphelp_ssb/helpdata/en/16/973e536f6a0050e10000000a44176d/frameset.htm 
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https://help.sap.com/saphelp_ssb/helpdata/en/16/973e536f6a0050e10000000a44176d/frameset.htm 

Furthermore, the Accused Instrumentalities require the use of a hardware communication interface to 
connect to the internet and communicate with other systems.  The Accused Instrumentalities include 
memory allocation in software, as well as hardware memory to store processor-executable instructions, as 
shown by the excerpt below: 
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See Page 10 of SAP Fiori tutorialspoint (https://pdfcoffee.com/sap-fiori-pdf-free.html) 

The Accused Instrumentalities include one processor that executes the software instructions and allows 
communication with the user display device, as shown by the excerpt below.  The processor allows display 
and interaction with the secure user information. 
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See Page 10 of SAP Fiori tutorialspoint (https://pdfcoffee.com/sap-fiori-pdf-free.html) 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

1(c). A) 
implementing a 
channel grid 
framework including 
a matrix of a plurality 
of channels through 
which the user 
receives and/or 
interacts with, via the 
plurality of user 
platforms, respective 
portions of the secure 
user-centric 
information, wherein 
the at least one 
processor is 
configured to 
synchronize functions 
and features of one or 
more of the plurality 
of channels across 
two or more of the 
plurality of user 
platforms by 
deploying the secure 
user-centric 
information to two or 

The Accused Instrumentalities implement a channel grid framework through SAP Fiori implemented for the 
user.  The channel grid framework includes applications maintained in a matrix.  The Accused 
Instrumentalities include SAP Fiori , which allows users to access the applications on different platforms.  
The Accused Instrumentalities synchronize data that is contained within SAP Fiori between different 
platforms via a processor. 

As shown by the excerpts below, SAP Fiori is a matrix of tiles and links that display and launch the 
corresponding apps on the Launchpad.  Each of the links is a secure user-centric channel associated with an 
application, and that user’s data can be sent to be displayed, and the user can interact with it.  
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more of the plurality 
of user platforms; 

 

 
 
See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,  
 
https://experience.sap.com/fiori-design-web/home-page/ 
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See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,  
 
https://experience.sap.com/fiori-design-web/home-page/ 
 
The Accused Instrumentalities allow the data (including relating to any work done or changes made by the 
user) to be saved automatically, which also means that this data is accessible at any point in time on any 
device used by the user. 
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See page 6 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 
 
https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
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See Personalizing Your SAP Fiori Experience: A Guide to Fiori Launchpad User Personalization, dated 
December 8, 2023, https://technicalgyanguru.com/personalizing-your-sap-fiori-experience-a-guide-to-fiori-
launchpad-user-personalization/ 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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1(d). B) establishing 
a user profile 
identifying user 
preferences, platform 
identities, and service 
support instructions 
that determine how 
the secure user-
centric information 
behaves on at least 
one platform of the 
plurality of user 
platforms; 
 

The Accused Instrumentalities establish a user profile preference so that the user can specify his preferences, 
platform identities and service support instructions when setting up his user profile.  The Accused 
Instrumentalities have instructions that specify how the secure user-centric channel behaves on a second 
platform because the Accused Instrumentalities include code instructions allowing the user to have the same 
or personalized experience (such as same design) across all the platforms he is using. 

The following excerpts show that the Accused Instrumentalities provide a seamless experience across the 
different platforms that are used by the user, based on his user profile (including role in an organization etc.)  
The Accused Instrumentalities use instructions specific to that platform to determine how it operates when 
used. 

 
See pages 2-3 of SAP Fiori tutorialspoint, 
https://www.tutorialspoint.com/sap_fiori/sap_fiori_introduction.htm. 



 15 

 

 

See page 21 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
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See page 19 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
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See page 6 of SAP Fiori UX, App Overviews, December 2014,  

https://experience.sap.com/files/SAPFiori_AppOverviews.pdf. 
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See page 46 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
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https://www.tutorialspoint.com/sap_fiori/sap_fiori_introduction.htm#:~:text=SAP%20Fiori%20enables%20
multiple%20device,smartphone%20or%20on%20a%20tablet;  

See also page 2 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf 
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See page 18 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016,   

kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf 

While this element is literally met, to the extent that Defendants contend that this element is not literally met, 
it is at least met under DOE.  Specifically, the Accused Instrumentalities perform the same function as this 
claim element because they maintain profiles for users that allow for customization for the particular user, 
and this customization includes information about the user, information about the platform the user is using, 
and information about the applications being used by the user is intended to behave for that user.  The 
Accused Instrumentalities perform this function in the same way because they store data about the user in 
the user profile that and be accessed between platforms.  This has the same result because the user profile 
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can be used to set up the Accused Instrumentalities in the manner specified, including how the applications 
behave for the user. 

As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

1(e). C) controlling 
the at least one 
communication 
interface to receive, 
from the at least one 
user platform of the 
plurality of user 
platforms, a user 
identity for the user 
and a platform 
identity for the at 
least one user 
platform; 
 

The Accused Instrumentalities control and the communication interface to receive the secure user-centric 
channel information based on the user identity and platform identity.  The control of the communication 
interface includes components for controlling the software and hardware interfaces when receiving user 
identity information, including information that allows user authentication, describes further below in 1(f). 
 
The following describes how the architecture for the Accused Instrumentalities. 
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See page 39 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 
 
https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 

1(f). D) 
authenticating the 
user and the at least 
one user platform 
to receive the secure 
user-centric 
information 
based at least in part 
on the user identity 
and the platform 
identity; and 

The Accused Instrumentalities authenticate the user and his second platform so that the user can receive the 
secure user-centric channel information based on the user identity and platform identity.   
 
The following describes how the architecture for the Accused Instrumentalities includes authentication of 
users and different platforms. 
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See page 39 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016,  

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 

There are multiple authentication methods, which include receiving user and platform data from the 
initiating platform, including (1) Kerberos/SPNEGO, (2) SAP Logon Tickets, and (3) X. 509 Certificates.  
Each of these allows for the authentication of a user and the first platform. – See page 64 of SAP Fiori 
tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf 
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See page 40 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
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SAP Fiori - Quick Guide, 
 
https://www.tutorialspoint.com/sap_fiori/sap_fiori_quick_guide.htm 
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See SAP Fiori App “A Skyscend Whitepaper,”  
 
https://f.hubspotusercontent40.net/hubfs/7223092/SAP%20Fiori%20App%0(1).pdf 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 

1(g). E) if the user 
and the at least one 
user platform are 
authenticated in C), 
controlling the at 

The Accused Instrumentalities, following the user and device authentication, transmit all relevant 
information via the communication interface, which is accessible to the user via the app(s) available through 
SAP Fiori .  The authorization is based on the user’s access rights corresponding to the user identity and 
platform identity, as shown by the excerpt below.   
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least one 
communication 
interface so as to 
transmit to the at least 
one user platform 
first authenticated 
channel information 
relating to at least one 
authorized channel  
of the plurality of 
channels 
implemented in A), 
based at least in part 
on information access 
rights and/or security 
protocols respectively 
associated with the 
corresponding 
plurality of channels, 
the user, and the at 
least one user 
platform, wherein at 
least a portion of the 
first authenticated 
channel information 
to be transmitted to 
the at least one user 
platform is selected 
by the processor 
based at least in part 
on the user profile 
and is transmitted to 
the at least one user 

The information selected by the processor and transmitted for the applications in the Accused 
Instrumentalities is based on the user’s profile information and automatically generated when the user logs 
into the system. 
 
The following excerpt shows the assignment and authorization of content in the Accused Instrumentalities 
based on user information. 

 
 
See page 21 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016 

kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf 
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platform without 
being requested by 
the user, wherein the 
transmission of the 
first authenticated 
channel information 
to the at least one 
user platform is based 
in part on a bi-
directional 
interrogation of the at 
least one authorized 
channel, wherein the 
bi-directional 
interrogation 
comprises the at least 
one authorized 
channel interrogating 
an identity 
management server, 
and wherein the bi-
directional 
interrogation further 
comprises the identity 
management server 
and a web services 
gateway interrogating 
the at least one 
authorized channel, 
wherein the web 
services gateway is a 
tool through which 

The user will have therefore access to all relevant information via the application(s) through SAP Fiori 
without having to submit any requests; such information is provided according to the user’s access rights 
corresponding to the user identity and platform identity. 

 

 
 

See page 21 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016 

kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf 

The Accused Instrumentalities receive relevant user information via applications accessible to the users 
through SAP Fiori is based in part on an exchange of queries of the authorized apps.  The exchange of queries 
involves components used by the authorized app(s) interrogating the identity management server (which 
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the channel grid 
framework interacts 
with the identity 
management server. 
 

manages and control the user’s identity and access privileges) and a web service gateway (which manages and 
facilitates communication between the user and backend services) interrogating the authorized app(s), wherein 
the web services gateway is a tool through which the channel grid framework or the Launchpad interacts with 
the identity management server.  The Accused Products include applications that can bidirectionally 
interrogate the identity management server that determines what and if the user centric information should be 
sent.  The identity management server can be any component used to establish the identity of the user. 

The following excerpt shows that “SAP Netweaver Gateway” is an example of a web services gateway, 
which facilitates communication between users’ platforms and SAP systems. 

 

https://community.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData 
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The excerpt below shows the use of the “SAP Identity Management Identity Center.”   
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https://help.sap.com/doc/4ae7f9f4a84949e1a03800f262d113da/8.0/enUS/loio266ffbab16b4493593160cd07f
74745f.pdf 

As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

‘285 Patent 
Claim 2 

 

2(a). The apparatus of 
claim 1, wherein the 
secure user-centric 
information includes 

See Claim 1. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

2(b). at least one of: 
text information; 
graphic information; 
one or more pictures; 
one or more videos; 
audio or digital 
sound; 
streaming data, audio 
or video; 
content associated 
with an executing 
computer application; 
voice-over-IP 
communication; 
instant 
messaging/SMS 
information; 

The secure user-centric information can be displayed in various ways and different format, including in text 
information, and images. 
 
The excerpts below are examples of the features that SAP Fiori offers to users. 
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video-conferencing 
information; 
environmental 
monitoring 
information; 
financial services 
information; 
enterprise resource 
planning information; 
enterprise content 
management 
information; 
building information; 
project management 
information; 
product lifecycle 
management 
information; 
RSS (Really Simple 
Syndication) reader 
information; 
remote device 
control/interaction 
information; 
a three-dimensional 
graphic visualization 
of one or more 
objects and/or 
immersive 
environments; 
one or more word 
processing 
documents; 

 
 

https://experience.sap.com/fiori-design-web/image/ 
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one or more 
spreadsheets; 
one or more 
presentation/slide 
shows; 
email; and 
address book 
information. 

 
 
https://experience.sap.com/fiori-design-web/3d-viewport/ 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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‘285 Patent  
Claim 3 

 

3. The apparatus of 
claim 1, wherein the 
first authenticated 
channel information 
is provided by at least 
one authenticated 
channel application 
and/or at least one 
authenticated service. 
 

See Claim 1. 
 
Further, SAP Fiori contains a matrix of tiles and links that display and launch the corresponding apps.  Each 
of the tiles and links is a secure user-centric channel associated with an application that is displayed on a 
display device of the computing device platform. 
 
The following image demonstrates a matrix of elements each representing an application that provides the 
user with access to the information in the application.   
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See pages 1-2 of SAP Fiori Launchpad Home Page, Updated on April 17, 2023 
(https://experience.sap.com/fiori-design-web/home-page/). 
 
As shown by the excerpt below, the tiles in the Accused Instrumentalities display information specific to the 
user. 
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See pages 2-3 of SAP Fiori Launchpad Home Page, Updated on April 17, 2023 
(https://experience.sap.com/fiori-design-web/home-page/). 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendant makes 
source code for the Accused Instrumentalities available for inspection.  

‘285 Patent  
Claim 4 

 

4. The apparatus of 
claim 1, wherein the 
at least one 
communication 
interface includes a 
web services gateway 
communicatively 
coupled to the at least 
one user platform 
server via the one or 
more transmission 
media. 
 

See Claim 1. 
 
Further, the following excerpts show that “SAP Netweaver Gateway” is the web services gateway, which 
facilitates communication between users and SAP systems. 
 

 
 
https://community.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData 
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See page 22 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 
 
https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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‘285 Patent 
Claim 5 

 

5(a). The apparatus of 
claim 1, wherein: 
 

See Claim 1. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 

5(b). C) comprises 
authenticating the 
user and the user 
platform based at 
least in part on the 
user profile; and 
 

The Accused Instrumentalities authenticate the user and his platform (e.g., windows computer, apple 
computer, android mobile device, web browser interface, etc.) associated with the user based on the user 
profile. 
 
The following excerpts show that the authentication of the user and his user profile based in part on his 
profile: 
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See page 39 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016 (https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf). 
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See page 21 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 
 
https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

5(c). D) comprises 
transmitting the first 
authenticated channel 

The Accused Instrumentalities, following the user and device authentication, transmit all relevant 
information, which is accessible to the user via the app(s), available on the user’s platform.  The 
authorization is based in part on the user profile.  
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information to the at 
least one user 
platform based at 
least in part on the 
user profile. 

 
As shown by the excerpt below, the user will have therefore access to all relevant information via the 
application(s) through SAP Fiori based on his profile. 
 

 
 
See page 21 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016 
kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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‘285 Patent 
Claim 6 

 

6(a). The apparatus of 
claim 1, wherein: the 
at least one memory 
stores an 
authentication 
directory to provide 
the information 
access rights and/or 
security protocols 
respectively 
associated with the 
corresponding 
plurality of channels, 
the user, and the at 
least one user 
platform; 
the authentication 
directory includes a 
plurality of user 
accounts, a plurality 
of device accounts, 
and a plurality of 
application accounts; 
and.  

See Claim 1 and Claim 5. 
 
Further, SAP Fiori users rely on both, the Active Directory, which is a directory services database, and the 
Lightweight Directory Access Protocol, which is an application protocol for querying and modifying items 
in directory service providers like Active Directory. 
 
The excerpts below explain how a user can use the Active Directive and Lightweight Directory Access:  
 

 
 

 
 
https://community.sap.com/t5/technology-q-a/getting-active-directory-username-from-fiori-ui5-
application/qaq-p/12465967 
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https://community.sap.com/t5/technology-blogs-by-members/sap-bi-4-2-setting-up-ldap-connector-in-10-
easy-steps/ba-p/13397949 
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As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

6(b). C) comprises 
authenticating the 
user and the at least 
one user platform 
based at least in part 
on the plurality of 
user accounts and the 
plurality of device 
accounts included in 
the authentication 
directory. 
 

See Claim 1, and Claim 5. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

‘285 Patent 
Claim 7 

 

7(a). The apparatus of 
claim 6, wherein: 
at least one user 
account of the 
plurality of user 
accounts includes at 
least one entry 
comprising at least 
one of: a user name; a 
user password; a user 
email; a user 
mailstop; a user 
telephone number; a 
user mobile number; 
a user building; a user 

See Claim 5, and Claim 6.  
 
The following excerpts show the SAP Fiori user account includes his username, email and any additional 
settings useful to the user. 
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campus; and at least 
one user group; and 
 

 
 
https://userapps.support.sap.com/sap/support/knowledge/en/3256114 
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https://help.sap.com/docs/btp/sap-fiori-launchpad-for-sap-btp/managing-your-settings 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

7(b). C) comprises 
authenticating the 
user if the user 
identity matches the 
at least one entry. 
 

See Claim 5, and Claim 6. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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‘285 Patent 
Claim 8 

 

8(a). The apparatus of 
claim 6, wherein: 
at least one device 
account of the 
plurality of device 
accounts includes at 
least one entry 
comprising at least 
one of: a device 
name; a device type; 
a device 
manufacturer; a 
device model 
number; a device 
serial number; a 
device IP address; a 
device location; a 
device user; and a 
device password; and 
 

See Claim 6. 
 
Further, SAP Fiori runs on any device used by the user. 
 
The excerpt below shows examples of different devices using different applications through the Accused 
Instrumentalities.  

 
See page 2 of SAP Fiori tutorialspoint 
 (https://pdfcoffee.com/sap-fiori-pdf-free.html). 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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8(b). C) comprises 
authenticating the 
user platform if the 
platform 
identity matches the 
at least one entry. 
 

See Claim 5 and Claim 6. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 

‘285 Patent 
Claim 9 

 

9.The apparatus of 
claim 8, wherein C) 
comprises 
authenticating the at 
least one user 
platform based at 
least in part on a 
location of the at least 
one user platform. 
 

See Claim 1, and Claim 8. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

‘285 Patent 
Claim 10 

 

10. The apparatus of 
claim 6, wherein D) 
comprises: 
transmitting to the at 
least one user 
platform the first 
authenticated channel 
information based at 
least in part on the 
plurality of 
application accounts 
included in the 

See Claim 6 and Claim 37. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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authentication 
directory. 
 
285 Patent 
Claim 13 

 

13. The apparatus of 
claim 1,wherein in 
D), the at least one 
processor further 
manages the 
provision of and 
interaction with the 
secure user-centric 
information by: D 1) 
controlling the at 
least one 
communication 
interface to transmit 
channel information 
corresponding to at 
least some of the 
plurality of channels 
implemented in A), 
including the first 
authenticated channel 
information, to the at 
least one user 
platform so as to 
facilitate display of a 
desktop for the at 
least one user 
platform as a channel 
grid framework, the 

See Claim 1 and Claim 37. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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channel grid 
framework  
including a plurality 
of user-selectable 
items representing the 
at least some of the 
plurality of channels 
implemented in A), 
wherein, in D 1), the 
plurality of user-
selectable items 
included in the 
channel grid 
framework is based at 
least in part on the 
information access 
rights and/or the 
security protocols 
respectively 
associated with the 
corresponding 
plurality of channels, 
the user, and the user 
platform. 
 
‘285 Patent 
Claim 17 

 

17(a). The apparatus 
of claim 1, wherein 
the first authenticated 
channel information 
includes at least one 
of: 

See Claim 1. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendant makes 
source code for the Accused Instrumentalities available for inspection. 
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17(b). text 
information; graphic 
information; one or 
more pictures; one or 
more videos; audio or 
digital sound; 
streaming data, audio 
or video; content 
associated with an 
executing computer 
application; voice-
over-IP 
communication; 
instant 
messaging/SMS 
information; video-
conferencing 
information; 
environmental 
monitoring 
information; financial 
services information; 
enterprise resource 
planning information; 
enterprise content 
management 
information; building 
information; project 
management 
information; product 
lifecycle management 
information; RSS 
(Really Simple 

Further, the app(s) include(s) different type(s) of information. 
 
As an example, the excerpts below show (1) text information, (2) images or pictures, and (3) a three-
dimensional graphic visualization. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendant makes 
source code for the Accused Instrumentalities available for inspection. 

 
 
https://experience.sap.com/fiori-design-web/text/ 
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Syndication) reader 
information; remote 
device 
control/interaction 
information; a three-
dimensional graphic 
visualization of one 
or more objects 
and/or immersive 
environments; one or 
more word 
processing 
documents; one or 
more spreadsheets; 
one or more 
presentation/slide 
shows; email; and 
address book 
information. 
  

 
https://experience.sap.com/fiori-design-web/image/ 
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https://experience.sap.com/fiori-design-web/3d-viewport/ 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 
 



 54 

‘285 Patent 
 Claim 18 

 

18(a). 
The apparatus of 
claim 1, wherein: 
in A), the at least one 
processor implements 
a channel server that 
defines one or more 
visual 
characterizations, one 
or more functions or 
features, and/or one 
or more information 
types provided by 
respective channels 
of the plurality of 
channels; and  

 
 
See SAP Fiori Launchpad Home Page, Updated on April 17, 2023, https://experience.sap.com/fiori-design-
web/home-page/ 
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See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,  
 
https://experience.sap.com/fiori-design-web/home-page/ 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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18(b).  the at least 
one memory further 
stores at least one 
database including 
registries to one or 
more services and/or 
applications used by 
the channel server to 
implement the at least 
one authorized 
channel and provide 
the first authenticated 
channel information. 

The Accused Instrumentalities include memory allows the storage of a database so that the app(s) are 
implemented and provide secure information to the user.  This database includes registries of different 
services permitted by the user’s authorized channel. 
 
The excerpts below show the architecture of SAP Fiori, which allows the app(s) to provide secure 
information to the user, including the presence of a database. 
 

 
 
See page 21 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016, 
https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf.  
 



 57 

 
 
See page 9 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf. 
 



 58 

As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 

‘285 Patent 
Claim 36 

 

36. The apparatus 
of claim 1, wherein 
the one or more of 
the plurality of 
channels 
interrogating the 
identity management 
server comprises the 
one or more of the 
plurality of channels 
evaluating content 
provided by the 
identity management 
server and 
determining if 
services of the one or 
more of the plurality 
of channels are 
available, and 
wherein the identity 
management server 
and the web services 
gateway interrogating 
the one or more of 
the plurality of 
channels comprises 
the identity 
management server 

See Claim 1. 
 
Further, the following excerpts show that “SAP Netweaver Gateway” is the web services gateway. 
 

 
 
https://community.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData 
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evaluating content 
provided by the one 
or more of the 
plurality of channels. 

 
 
See page 22 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 
 
https://kupdf.net/download/sap-fiori-ux-architecture-for-
s4h_5908c09edc0d60825d959e7a_pdf 
 

‘285 Patent 
Claim 37 

 

37(a). A method for 
providing secure 
user-centric 
information via a 

The Accused Instrumentalities operate as a method that allows the user to access a set of applications that 
provide and show relevant information on any platform (e.g., Windows computer, apple computer, android 
mobile device, web browser interface, etc.) used. 
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plurality of user 
platforms operated by 
a user, the method 
comprising: 
 

 

See SAP Fiori Overview, 

https://help.sap.com/docs/SAP_FIORI_OVERVIEW/a3a20aacd1484c8a976f
71054a3bf860/d88d371a9aa54fb89fe19a16d8eb527b.html or  

https://help.sap.com/http.svc/pdfdownload?id=6130453437781116 or  

https://help.sap.com/docs/SAP_FIORI_OVERVIEW/a3a20aacd1484c8a976f
71054a3bf860?locale=en-
US&state=PRODUCTION&version=5_OVERVIEW 
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As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

37(b). A) 
Implementing a 
channel grid 
framework including 
a matrix of a plurality 
of channels through 
which the user 
receives and/or 
interacts with, via the 
plurality of user 
platforms, respective 
portions of the secure 
user-centric 
information, wherein 
implementing the 
plurality of channels 
comprises 
synchronizing 
functions and features 
of one or more of the 
plurality of channels 
across two or more of 
the plurality of user 
platforms deploying 
the secure user-
centric information to 
two or more of the 
plurality of user 
platforms; 

The Accused Instrumentalities contain a channel grid framework (SAP Fiori ) implemented for the user.  
The channel grid framework includes application maintained in a matrix.  The Accused Instrumentalities 
include SAP Fiori , which allows users to access the applications on different devices.  The Accused 
Instrumentalities synchronize data that is contained within SAP Fiori between different platforms. 

As shown by the excerpts below, SAP Fiori is a matrix of tiles and links that display and launch the 
corresponding apps on the Launchpad.  Each of the links is a secure user-centric channel associated with an 
application, and that user’s data can be sent to be displayed, and the user can interact with it.  
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See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,  
 
https://experience.sap.com/fiori-design-web/home-page/ 
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See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,  
 
https://experience.sap.com/fiori-design-web/home-page/ 
 
The Accused Instrumentalities allow the data (including relating to any work done or changes made by the 
user) to be saved automatically, which also means that this data is accessible at any point in time on any 
device used by the user. 
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See page 6 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 
 
https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
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See Personalizing Your SAP Fiori Experience: A Guide to Fiori Launchpad User Personalization, dated 
December 8, 2023, https://technicalgyanguru.com/personalizing-your-sap-fiori-experience-a-guide-to-fiori-
launchpad-user-personalization/ 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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37(c). B) establishing 
a user profile 
identifying user 
preferences, platform 
identities, and service 
support instructions 
that determine how 
the secure user-
centric information 
behaves on at least 
one platform of the 
plurality of user 
platforms; 
 

The Accused Instrumentalities establish a user profile preference so that the user can specify his preferences, 
platform identities and service support instructions when setting up his user profile.  The Accused 
Instrumentalities have instructions that specify how the secure user-centric channel behaves on a second 
platform because the Accused Instrumentalities include code instructions allowing the user to have the same 
or personalized experience (such as same design) across all the devices he is using. 

The following excerpts show that the Accused Instrumentalities provide a seamless experience across the 
different platforms that are used by the user, based on his user profile (including role in an organization etc.)  
The Accused Instrumentalities use instructions specific to that platform to determine how it operates when 
used. 

 
– Page 2-3 of SAP Fiori tutorialspoint, https://pdfcoffee.com/sap-fiori-pdf-free.html. 
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See page 21 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
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See page 19 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 
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See page 6 of SAP Fiori UX, App Overviews, December 2014,  

https://experience.sap.com/files/SAPFiori_AppOverviews.pdf 
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See page 46 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 



 71 

 
 
https://www.tutorialspoint.com/sap_fiori/sap_fiori_introduction.htm#:~:text=SAP%20Fiori%20enables%20
multiple%20device,smartphone%20or%20on%20a%20tablet;  

See also – see page 2 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf 
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See page 18 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016,   

kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf 

While this element is literally met, to the extent that Defendant contends that this element is not literally met, 
it is at least met under DOE.  Specifically, the Accused Instrumentalities perform the same function as this 
claim element because they maintain profiles for users that allow for customization for the particular user, 
and this customization includes information about the user, information about the platform the user is using, 
and information about the applications being used by the user is intended to behave for that user.  The 
Accused Instrumentalities perform this function in the same way because they store data about the user in 
the user profile that and be accessed between platforms.  This has the same result because the user profile 
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can be used to set up the Accused Instrumentalities in the manner specified, including how the applications 
behave for the user. 

As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

37(d). C) receiving, 
from at least one user 
platform of the 
plurality of user 
platforms, a user 
identity for the user 
and a platform 
identity for the at 
least one user 
platform; 
 

The Accused Instrumentalities receive login requests, including user and platform information initiated from 
a platform to authenticate the user and the platform.  As shown below, there are multiple authentication 
methods, which include receiving user and platform data from the initiating platform, including (1) 
Kerberos/SPNEGO, (2) SAP Logon Tickets, and (3) X. 509 Certificates.  Each of these allows for the 
authentication of a user and the first platform. – See page 64 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-
fiori-pdf-free.pdf 
 
https://www.tutorialspoint.com/sap_fiori/sap_fiori_security.htm 
 
The following demonstrates that the Accused Instrumentalities authenticate the user and platform, which can 
be done differently as required or desired for the particular installation.  These will authenticate the user and 
the platform that they are using. 
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(1) Kerberos/SPNEGO 

 
“The SAP Single Sign-On product offers support for Kerberos/SPNEGO.  [Users] can use Kerberos 
authentication tokens to easily implement a single sign-on solution for user’s SAP systems. This . . . provides 
a considerable simplification to [users’] authentication processes. Using Kerberos technology via . . . 
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SPNEGO, a trust relationship is established between the user’s front end (SAP GUI for Windows or a web 
browser, for example) and the back-end Application Server ABAP or Java. 
 
[Users’] log in once when they start their computers by signing on to their Windows domain. Any subsequent 
authentication processes are left to a Kerberos token mechanism provided by SAP Single Sign-On and based 
on Microsoft Active Directory. No additional server is required in this scenario. Working on the front-end 
software, the user experiences streamlined, easy accessibility.” 
 
https://community.sap.com/t5/technology-blogs-by-sap/sap-single-sign-on-authenticate-with-kerberos-
spnego/ba-p/13321445 
 

 
https://community.sap.com/t5/technology-blogs-by-sap/sap-single-sign-on-authenticate-with-kerberos-
spnego/ba-p/13321445 

 



 76 

(2) SAP Logon Tickets - https://www.tutorialspoint.com/sap_security/sap_security_logon_tickets.htm 

“[T]he digitally signed SAP logon tickets [can be] configure[d] with a Single Sign-On to access integrated 
applications in a SAP environment.  [A portal can be configured] to issue SAP logon tickets to the users and 
the users need to authenticate this system for initial access. When SAP logon tickets are issued to users they 
are saved in web browsers and allows the user[s] to login to different systems with use of SSO.” 

 

https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-
us/43/9d7bb1e08021b5e10000000a1553f6/content.htm?no_cache=true 

(3) X.509 Client Certificates -  
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“As an alternative to authenticating with a user ID and passwords, users can present X.509 client certificates 
for accessing SAP and non-SAP systems. In this case, user authentication takes place using the underlying 
Secure Sockets Layer (SSL) protocol and users do not need to interactively enter a password for logon. “ 

“Authentication with X.509 Certificates makes use of a Public Key Infrastructure (PKI) to securely 
authenticate users. After users receive their X.509 certificates from a certificate issuing Certification 
Authority (CA), they can use them to securely access SAP NetWeaver, as well as non-SAP systems. The 
SAP NetWeaver and the non-SAP system can authorize access requests, based on an established trust 
relationship with the CA. 

In addition, users can use their X.509 certificates to authenticate their access to systems located on the 
Internet and within the company Intranet. Thereby, the certificates for authentication can be used in open 
environments such as the Internet.” 

https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-
us/43/9d7bb1e08021b5e10000000a1553f6/content.htm?no_cache=true 
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https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-
us/43/9d7bb1e08021b5e10000000a1553f6/content.htm?no_cache=true 

As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

37(e). D) 
authenticating the 
user and the at least 
one user platform to 
receive the secure 
user-centric 
information based at 
least in part on the 
user identity and the 
platform identity; and 

 

The Accused Instrumentalities authenticate the user and his second platform so that the user can receive the 
secure user-centric channel information based on the user identity and platform identity.   
 
The following describes how the architecture for the Accused Instrumentalities includes authentication of 
users and different platforms. 
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See page 39 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016,  

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 

There are multiple authentication methods, which include receiving user and platform data from the 
initiating platform, including (1) Kerberos/SPNEGO, (2) SAP Logon Tickets, and (3) X. 509 Certificates.  
Each of these allows for the authentication of a user and the first platform. –  
 
See page 64 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf 
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See page 40 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.1, August 
2016, 

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959e7a_pdf 

 
 
SAP Fiori - Quick Guide, 
 
https://www.tutorialspoint.com/sap_fiori/sap_fiori_quick_guide.htm 
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See SAP Fiori App “A Skyscend Whitepaper,”  
 
https://f.hubspotusercontent40.net/hubfs/7223092/SAP%20Fiori%20App%20(1).pdf 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

37(f). E) if the user 
and the at least one 
user platform are 
authenticated in C), 

The Accused Instrumentalities, following the user and device authentication, transmit all relevant 
information, which is accessible to the user via the app(s) available through SAP Fiori .  The authorization is 
based on the user’s access rights corresponding to the user identity and platform identity, as shown by the 
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transmitting to the at 
least one user 
platform first 
authenticated channel 
information relating 
to at least one 
authorized channel of 
the plurality of 
channels 
implemented in  
A), based at least in 
part on information 
access rights and/or 
security protocols 
respectively 
associated with the 
corresponding 
plurality of channels, 
the user, and the at 
least one user 
platform, wherein at 
least a portion of the 
first authenticated 
channel information 
to be transmitted to 
the at least one user 
platform is selected 
based at least in part 
on the user profile 
and is transmitted to 
the at least one user 
platform without 
being requested by 

excerpt below.  The information transmitted for the applications in the Accused Instrumentalities sis based 
on the user’s profile information and automatically generated when the user logs into the system. 

 

 
 

See also page 21 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016 

kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf 

The user will have therefore access to all relevant information via the application(s) through SAP Fiori 
without having to submit any requests; such information is provided according to the user’s access rights 
corresponding to the user identity and platform identity. 
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the user, wherein the 
transmission of the 
first authenticated 
channel information 
to the at least one 
user platform is based 
in part on a bi-
directional 
interrogation of the at 
least one authorized 
channel, wherein the 
bi-directional 
interrogation 
comprises the at least 
one authorized 
channel interrogating 
an identity 
management server, 
and wherein the bi-
directional 
interrogation further 
comprises the identity 
management server 
and a web services 
gateway interrogating 
the at least one 
authorized channel, 
wherein the web 
services gateway is a 
tool through which 
the channel grid 
framework interacts 

 

See page 21 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016 

kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf 

The Accused Instrumentalities receive relevant user information via applications accessible to the users 
through SAP Fiori is based in part on an exchange of queries of the authorized apps.  The exchange of queries 
involves components used by the authorized app(s) interrogating the identity management server (which 
manages and control the user’s identity and access privileges) and a web service gateway (which manages and 
facilitates communication between the user and backend services) interrogating the authorized app(s), wherein 
the web services gateway is a tool through which the channel grid framework or the Launchpad interacts with 
the identity management server.  The Accused Products include applications that can bidirectionally 
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with the identity 
management server. 
 
  

interrogate the identity management server that determines what and if the user centric information should be 
sent.  The identity management server can be any component used to establish the identity of the user. 

The following excerpt shows that “SAP Netweaver Gateway” is an example of a web services gateway, 
which facilitates communication between users’ platforms and SAP systems. 

 

https://community.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData 

The excerpt below shows the use of the “SAP Identity Management Identity Center.”   
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https://help.sap.com/doc/4ae7f9f4a84949e1a03800f262d113da/8.0/enUS/loio266ffbab16b4493593160cd07f
74745f.pdf 
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As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

‘285 Patent 
Claim 38 

 

38(a). The method of 
claim 37, wherein: 
the method further 
comprises 
establishing the user 
profile as part of an 
authentication 
directory including a 
plurality of user 
accounts, a plurality 
of device accounts, 
and a plurality of 
application accounts; 
and 

See Claim 37, Claim 5, Claim 6, Claim 7, and Claim 10. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

38(b). C) comprises 
authenticating the 
user and the at least 
one user platform 
based at least in part 
on the plurality of 
user accounts and the 
plurality of device 
accounts included in 
the authentication 
directory; and the 
method further 
comprises 

See Claim 37, Claim 5, Claim 6, Claim 7, and Claim 10. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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authenticating 
specific ones of the 
plurality of channels 
based at least in part 
on the plurality of 
application accounts 
included in the 
authentication 
directory. 
 
‘285 Patent 
Claim 39 

 

39(a). The method of 
claim 38, wherein: 
at least one user 
account of the 
plurality of user 
accounts includes at 
least one entry 
comprising at least 
one of: a user name; a 
user password; a user 
email; a user 
mailstop; a user 
telephone number; a 
user mobile number; 
a user building; a user 
campus; and at least 
one user group; and 

See Claim 38. 
 
The following excerpts show the username, email and service displayed in a Fiori user account and any 
additional settings useful to the user. 
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https://userapps.support.sap.com/sap/support/knowledge/en/3256114 
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https://help.sap.com/docs/btp/sap-fiori-launchpad-for-sap-btp/managing-your-settings 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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39(b). in C, the user 
is authenticated if the 
user identity matches 
the at least one entry. 

Claim 1, Claim 5, Claim 6, Claim 10, Claim 37, and Claim 38. 
 
The following excerpt shows that the user is authenticated if the user identity matches the entry. 
 
The user will have therefore access to all relevant information via the application(s) through the SAP Fiori ; 
such information is provided according to the user’s access rights corresponding to the user identity and 
platform identity. 
 

 
 
See page 23 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.3, October 
2017, 

See also page 21 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016 
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kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf 

As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

‘285 Patent 
 Claim 40 

 

40(a). The method of 
claim 39, wherein: 
at least one device 
account of the 
plurality of device 
accounts includes at 
least one entry 
comprising at least 
one of: a device 
name; a device type; 
a device 
manufacturer; a 
device model 
number; a device 
serial number; a 
device IP address; a 
device location; a 
device user; and a 
device password; and 

Claim 1, Claim 5, Claim 6, Claim 10, Claim 37, Claim 38, and Claim 39. 
 
Further, the following excerpts below show that the user can select “which device types [the user] want the 
application to be displayed/available.” 
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https://userapps.support.sap.com/sap/support/knowledge/en/2699994 
 

 
 
https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-
US/1a/f0a13f145044089f5080218fd0d105/content.htm?no_cache=true 
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https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-
US/10/e3c923864d48e8bc16aef4ad7ce6c7/content.htm?loaded_from_frameset=true 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

40(b). 
in C, the user 
platform is 
authenticated if the 
platform identity 
matches the at least 
one entry. 

Claim 1, Claim 5, Claim 6, Claim 10, Claim 37, Claim 38, and Claim 39. 
 
The following excerpt (cited previously in other claims) shows that the user is authenticated if the platform 
identity matches the entry. 
 
The user will have therefore access to all relevant information via the application(s) through SAP Fiori ; 
such information is provided according to the user’s access rights corresponding to the user identity and 
platform identity. 
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See page 23 of SAP Fiori User Experience – SAP S/4HANA Architecture Deep Dive, Version 4.3, October 
2017, 

See also page 21 of SAP Fiori User Experience – SAP S/4HANA – Version 4.1 – August 2016 

kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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‘285 Patent 
 Claim 42 

 

42(a). At least one 
non-transitory 
computer readable 
storage medium 
storing processor-
executable 
instructions that, 
when executed by at 
least one processor, 
perform a method for 
providing secure 
user-centric 
information via a 
plurality of user 
platforms operated by 
a user, the method 
comprising: 

The Accused Instrumentalities include a non-transitory computer readable media with computer readable 
instructions because they are applications stored on non-transitory mediums, such as hard drives, both by 
SAP and the customers of SAP.  This software can be stored on one computer system or distributed over 
multiple computer systems.  When the processor carries out the instructions stored in the computer readable 
media, this computer readable media in the Accused Instrumentalities provides secure user-centric 
information through the user platforms operated by the user.  
 
The excerpt below shows examples of different platforms operated by a user that provide secure user-centric 
information to the user through the Accused Instrumentalities.  

 
See page 2 of SAP Fiori tutorialspoint (https://pdfcoffee.com/sap-fiori-pdf-free.html). 
The following describes how the Accused Instrumentalities host and provide forms through SAP Fiori 
application content. 
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See SAP Fiori – Installation webpage, (https://www.tutorialspoint.com/sap_fiori/sap_fiori_installation.htm); 
see also 
https://help.sap.com/docs/SAP_FIORI_OVERVIEW/9b4ee51ce91e4a9cadd5e6d43c2992ba/260a16bb03a34
316ba17503beec31ccc.html. 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

42(b). A) 
Implementing a 
channel grid 
framework including 
a matrix of a plurality 
of channels through 
which the user 
receives and/or 
interacts with, via the 
plurality of user 
platforms, respective 
portions of the secure 
user-centric 
information, wherein 
implementing the 
plurality of channels 
comprises 
synchronizing 
functions and features 
of one or more of the 
plurality of channels 
across two or more of 
the plurality of user 
platforms by 

See Claim 37, element starting with “Implementing a channel grid framework including a matrix of a 
plurality of channels . . .” 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
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deploying the secure 
user-centric 
information to two or 
more of the plurality 
of user platforms; 
42(c). B) establishing 
a user profile 
identifying user 
preferences, platform 
identities, and service 
support instructions 
that determine how 
the secure user-
centric information 
behaves on at least 
one platform of the 
plurality of user 
platforms; 

See Claim 37, element starting with “establishing a user profile identifying user preferences . . .” 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

42(d). C) receiving, 
from at least one user 
platform of the 
plurality of user 
platforms, a user 
identity for the user 
and a platform 
identity for the at 
least one user 
platform; 
 

See Claim 37, element starting with “receiving, from at least one user platform of the plurality of user 
platforms . . .” 
 
As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

42(e). D) 
authenticating the 
user and the at least 
one user platform to 

See Claim 37, element starting with “authenticating the user. . .” 
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receive the secure 
user-centric 
information based at 
least in part on the 
user identity and the 
platform identity; and 
 

As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

42(f). E) if the user 
and the at least one 
user platform are 
authenticated in C), 
transmitting to the at 
least one user 
platform first 
authenticated channel 
information relating 
to at least one 
authorized channel of 
the plurality of 
channels 
implemented in  
A), based at least in 
part on information 
access rights and/or 
security protocols 
respectively 
associated with the 
corresponding 
plurality of channels, 
the user, and the at 
least one user 
platform, wherein at 
least a portion of the 

See Claim 37, element starting with “if the user and the at least one user platform are authenticated in C). . .” 
 
The Accused Instrumentalities receive relevant user information via applications accessible to the users 
through SAP Fiori is based in part on an exchange of queries of the authorized apps.  The exchange of queries 
involves components used by the authorized app(s) interrogating the identity management server (which 
manages and control the user’s identity and access privileges) and a web service gateway (which manages and 
facilitates communication between the user and backend services) interrogating the authorized app(s), wherein 
the web services gateway is a tool through which the channel grid framework or the Launchpad interacts with 
the identity management server.  The Accused Products include applications that can bidirectionally 
interrogate the identity management server that determines what and if the user centric information should be 
sent.  The identity management server can be any component used to establish the identity of the user. 

The following excerpt shows that “SAP Netweaver Gateway” is an example of a web services gateway, 
which facilitates communication between users’ platforms and SAP systems. 
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first authenticated 
channel information 
to be transmitted to 
the at least one user 
platform is selected 
based at least in part 
on the user profile 
and is transmitted to 
the at least one user 
platform without 
being requested by 
the user, wherein the 
transmission of the 
first authenticated 
channel information 
to the at least one 
user platform is based 
in part on a bi-
directional 
interrogation of the at 
least one authorized 
channel, wherein the 
bi-directional 
interrogation 
comprises the at least 
one authorized 
channel interrogating 
an identity 
management server, 
and wherein the bi-
directional 
interrogation further 
comprises the identity 

 

https://community.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData 

The excerpt below shows the use of the “SAP Identity Management Identity Center.”   
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management server 
and a web services 
gateway interrogating 
the at least one 
authorized channel, 
wherein the web 
services gateway is a 
tool through which 
the channel grid 
framework interacts 
with the identity 
management server. 

 

https://help.sap.com/doc/4ae7f9f4a84949e1a03800f262d113da/8.0/enUS/loio266ffbab16b4493593160cd07f
74745f.pdf 
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As described above, this element’s functions may be performed through software in the Accused 
Instrumentalities.  As such, Cyandia reserves the right to supplement its response once Defendants make 
source code for the Accused Instrumentalities available for inspection. 
 

 




