Cyandia, Inc. vs. SAP America, Inc. and SAP SE., Case No. 2:24-cv-00096-JRG

APPENDIX B

Preliminary Infringement Contentions for U.S. Patent 8,578,285
(Accused Instrumentalities: All SAP products using SAP Fiori technology (including Fiori versions 1, 2, 3, and/or Horizon))
(Specific products used with Fiori include at least SAP’s S/4AHANA, Business One, Business By Design, ECC, ERP, and all supported

applications)
‘285 Patent
Claim 1
1(a). An apparatus to | The Accused Instrumentalities are an apparatus that allows the user to access a set of applications that
provide secure user- | provide and show relevant information on any platform (e.g., Windows computer, apple computer, android
centric information mobile device, web browser interface, etc.) used.

via a plurality of user
platforms operated by | The excerpt below shows that SAP Fiori is the central entry hub to access SAP Fiori apps via any device.
a user, the apparatus
comprising:

SAP EXHIBIT 1046
1 SAP America, Inc. v. Cyandia, Inc.
IPR2024-01495
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v SAP Fiori Overview
Vv Explore SAP Fiori
SAP Fiori Concept and Design
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SAP Fiori Apps Reference Library

Explore SAP Fiori Apps With Innovation
Discovery

SAP Fiori Apps Recommendations Report
SAP Readiness Check 2.0
SAP Innovation and Optimization Pathfinder
SAP Fiori Lighthouse Scenarios
Best Practices Explorer
> SAP Fiori Technology
> Plan Your SAP Fiori Implementation Project

> Setup and Configure SAP Fiori

See SAP Fiori Overview,

Browse by Product SAP Learning Journeys What's New

SAP Fiori apps are available for different lines of business, industries, and SAP preducts. They are available
for on-premise or cloud deployments and different SAP roles. SAP Fiori apps may be released for mobile
devices and can then be consumed using a mobile browser, using SAP Fiori Client, or, as packaged apps,

using the SAP Cloud Platform Mobile Services. The SAP Fiori launchpac

AP F i

In addition to SAP Fiori apps built with SAPUIS5, there are classic applications using different Ul
technologies, such as Web Dynpro or SAP GUI. With SAP Fiori 2.0, these classic applications share a
harmonized theme with the SAP Fiori apps but they still do not fulfill all of the criteria of SAP Fiori apps. The
classic applications can be called from the SAP Fiori launchpad and must be configured specifically.

The following types of SAP Fiori apps exist:

= Transactional apps and object pages

Transactional anps let vou perform transactional tasks. such as creating a leave reauest for an

https://help.sap.com/docs/SAP_FIORI_OVERVIEW/a3a20aacd1484c¢8a976f
71054a3b1860/d88d371a9aa54tb89fe19a16d8eb527b.html or

https://help.sap.com/http.sve/pdfdownload?id=6130453437781116 or




https://help.sap.com/docs/SAP_FIORI_OVERVIEW/a3a20aacd1484c¢8a976f
71054a3bf860?locale=en-
US&state=PRODUCTION&version=5_OVERVIEW

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

1(b). at least one
communication
interface to facilitate
wired and/or wireless
communications with
the plurality of user
platforms via one or
more transmission
media;

at least one memory
to store processor-
executable
instructions;

and at least one
processor
communicatively
coupled to the at least
one communication
interface and the at
least one memory,
wherein upon
execution of the
processor-executable
instructions by the at
least one processor,

The Accused Instrumentalities include software to display SAP Fiori with application tiles on any device
used by the user. “Each tile represents a business application that the user can launch.” See
https://experience.sap.com/fiori-design-web/launchpad/.

The Accused Instrumentalities include display software for displaying SAP Fiori that can interact with
hardware, such as monitors. The Accused Instrumentalities include software to facilitate wired and wireless
communications through hardware that is used, such as wired and wireless transceivers. The Accused
Instrumentalities operate with software to act as memory and manage hardware memory while operating.
The Accused Instrumentalities also perform actions because they include software processing components
for running the software and managing a hardware processor.

As shown by the excerpt below, SAP Fiori is a matrix of tiles and links that display and launch the
corresponding apps on the Launchpad. Each of the links is a secure user-centric channel associated with an
app, and that user’s data can be sent to be displayed, and the user can interact with it during a user session.




the at least one
processor establishes
a user session to
manage provision of
and interaction with
the secure user-
centric information
by:
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https://experience.sap.com/fiori-design-web/launchpad/

Furthermore, the Accused Instrumentalities include a software display to the Fiori Launchpad, which will
manage a hardware display, as shown in the example below.
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The Accused Instrumentalities include software for communicating across a network. The excerpt below
shows that “communication between the [user,] the front end, and the back end is established by using
different communication channels and protocols™ “[t]o transfer application data and security credentials
within [the] SAP Fiori system landscape.”

https://help.sap.com/saphelp_ssb/helpdata/en/16/973e53616a0050e10000000a44176d/frameset.htm




communication channels and protocols:

Clients supporting HTMLS
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https://help.sap.com/saphelp_ssb/helpdata/en/16/973e53616a0050e10000000a44176d/frameset.htm
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SAP SAP Documentation SAP Smart Business Cockpits 10 Glossary | Support | Copyright Disclaimer

e

For communication between SAP Web Dispatcher and the ABAP servers, HTTPS connections are established.

Communication Between ABAP Front-End and ABAP Back-End Server
v SAP Smart Business Products Administrator's

Guide
For transactional apps and fact sheets, data and services from the ABAP back-end server are provided to the

SAP Smart Business Products ABAP front-end server by using OData services.
Administrator's Guide

Setup of SAP Fiori System Landscape with For communication between the ABAP front-end server and the ABAP back-end server, a trusted RFC
SAP HANA XS connection is established.

Deployinent Qptions Communication Between SAP Web Dispatcher and SAP HANA XS

Pre-Installation

For analytical apps, SAP Web Dispatcher forwards OData requests from the client to SAP HANA Extended
Gt iiltion Application Services (SAP HANA XS).

v Communication Channels
For communication between SAP Web Dispatcher and SAP HANA XS, an HTTPS connection is established.
Side-by-Side Scenario

+ ABAP Seryers: Setup'of Comrmunication Communication Between ABAP Back End and Map Provider

Configuring ABAP Server Session For fact sheets with integrated geographical maps, geographical coordinates and address data are transferred
Secufity from the ABAP back-end server to the map provider using HTTP or HTTPS.
Configuring the AS ABAP to Support

https://help.sap.com/saphelp ssb/helpdata/en/16/973e53616a0050e10000000a44176d/frameset.htm

Furthermore, the Accused Instrumentalities require the use of a hardware communication interface to
connect to the internet and communicate with other systems. The Accused Instrumentalities include
memory allocation in software, as well as hardware memory to store processor-executable instructions, as
shown by the excerpt below:




SAP NW Installation Prerequisites

The minimum hardware requirements for SAP NetWeaver Gateway front-end server are

as follows:
Requirements Specification
Dual Core(2 logical CPUs) or higher, 2 GHz or
Processor :
higher
Random Access Memory (RAM) 8 GB or higher
Hard Disk Capacity 80 GB primary, or higher

See Page 10 of SAP Fiori tutorialspoint (https://pdfcoffee.com/sap-fiori-pdf-free.html)

The Accused Instrumentalities include one processor that executes the software instructions and allows
communication with the user display device, as shown by the excerpt below. The processor allows display
and interaction with the secure user information.

SAP NW Installation Prerequisites

The minimum hardware requirements for SAP NetWeaver Gateway front-end server are

as follows:
z N - L om - - " —l
Requirements Specification
s Dual Core(2 logical CPUs) or higher, 2 GHz or
Processor
higher
Random Access Memory (RAM) 8 GB or higher
Hard Disk Capacity 80 GB primary, or higher
=




See Page 10 of SAP Fiori tutorialspoint (https://pdfcoffee.com/sap-fiori-pdf-free.html)

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

1(c). A)
implementing a
channel grid
framework including
a matrix of a plurality
of channels through
which the user
receives and/or
interacts with, via the
plurality of user
platforms, respective
portions of the secure
user-centric
information, wherein
the at least one
processor is
configured to
synchronize functions
and features of one or
more of the plurality
of channels across
two or more of the
plurality of user
platforms by
deploying the secure
user-centric
information to two or

The Accused Instrumentalities implement a channel grid framework through SAP Fiori implemented for the
user. The channel grid framework includes applications maintained in a matrix. The Accused
Instrumentalities include SAP Fiori , which allows users to access the applications on different platforms.
The Accused Instrumentalities synchronize data that is contained within SAP Fiori between different
platforms via a processor.

As shown by the excerpts below, SAP Fiori is a matrix of tiles and links that display and launch the
corresponding apps on the Launchpad. Each of the links is a secure user-centric channel associated with an
application, and that user’s data can be sent to be displayed, and the user can interact with it.




more of the plurality
of user platforms;

w Fiori for Web Design Guidelines Search Q,

Intro Responsiveness Components Behavior and Interaction Resources

Responsiveness

The SAP Fiori launchpad home page is fully responsive. For smaller screens, the tiles are smaller so that at least two tiles can be
always be shown side by side.
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Sales Order
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Danra Moore
s nthas Marigs

Darina Moare Display Business Volume Display Settiement Extend Condition

Calendars Contracts

g' 1.8 m —--. Ce s

See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,

https://experience.sap.com/fiori-design-web/home-page/
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w Fiori for Web Design Guidelines Search Q

Intro Responsiveness Components Behavior and Interaction Resources

Components »

Tiles )
manage sales Confirmed sales Predictad Detiery
Order » o

The til

1t. They are similar to large icons and have a

rectangular shape.

The launchpad home page comes with a predefined set of groups and tiles. Howewver, the user can

also personalize the launchpad home page to reflect their individual roles by choosing from a wide
range of ready-to-use tiles from the app finder.

Tiles differ in the content they display. They can contain an icon, a title, some informative text,
numbers, and charts. The information that is shown depends on the function of the tile or app.

The number of tiles visible on a page depends on the screen resolution. The tiles are placed below
each other and are resized for smaller screens.

Links & Saless Order Fulliment Rszive Biling Bisck
Links are a different visual representation of a tile and always look the
same: they consist of a title and an optional subtitle Links

Links are collected in a dedicated area below the tiles area within
each group. As with tiles, the user can modify the order of the links at any
time.

Links are displayed inline, one after the other. It there is not enough space
for the full link at the end of a row, the entire link moves to the next row.
Links never break between rows.

See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,

https://experience.sap.com/fiori-design-web/home-page/

The Accused Instrumentalities allow the data (including relating to any work done or changes made by the
user) to be saved automatically, which also means that this data is accessible at any point in time on any
device used by the user.
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Modern, internet-educated User Experience
Highly responsive
Start now — save incomplete — continue later
Keep working — data is saved automatically and

n asynchronously
No data loss due to connectivity disruption or session
time-out
stateless T } Start on one device — continue on other device
dataaccessprotocol """""""""" l / Start now — let someone else continue later
Collaborate now with others on same task/document

Data is stored “in the cloud”
& Consequence for Fiori Architecture
Data must be stored in a central location
Not tied to device

Not tied to session
Not tied to user

016 SAP SE or an SAP affiliate company. All rights reserved % Public

See page 6 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf
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2% technicalgyanguru.com/personalizing-your-sap-fiori-experience-a-guide-to-fiori-launchpad-user-personalization/

Personal

¢ on Beyond the Launchpad

» My Inbox and Fiori Elements:
o Fiori Launchpad User Personalization extends to applications like My Inbox, allewing users to tailor their task lists and interfaces.
o Personalizing Fiori Elements ensures that applications provide a user-centric experience, aligning with specific needs.

tion Across Devices

Conclusion: Empowering Users for a Productive Experience

Unlocking Data Brilliance: A Deep Dive into SAP Fiori Elements Navigating the Data Horizon: Unveiling SAP Data Intelligence for
for Embedded List Reports Multi-Cloud Data Governance

See Personalizing Your SAP Fiori Experience: A Guide to Fiori Launchpad User Personalization, dated
December 8, 2023, https://technicalgyanguru.com/personalizing-your-sap-fiori-experience-a-guide-to-fiori-
launchpad-user-personalization/

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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1(d). B) establishing
a user profile
identifying user
preferences, platform
identities, and service
support instructions
that determine how
the secure user-
centric information
behaves on at least
one platform of the
plurality of user
platforms;

The Accused Instrumentalities establish a user profile preference so that the user can specify his preferences,
platform identities and service support instructions when setting up his user profile. The Accused
Instrumentalities have instructions that specify how the secure user-centric channel behaves on a second
platform because the Accused Instrumentalities include code instructions allowing the user to have the same
or personalized experience (such as same design) across all the platforms he is using.

The following excerpts show that the Accused Instrumentalities provide a seamless experience across the
different platforms that are used by the user, based on his user profile (including role in an organization etc.)
The Accused Instrumentalities use instructions specific to that platform to determine how it operates when
used.

SAP Fiori Design Principles

There are five design principles for SAP Fiori UI5. These principles make SAP Fiori simple
and decompose the different transactions into simple task based UI applications.

+ Role-Based - SAP has decomposed various SAP transactions and changed them
into beautiful user interactive applications that show only most relevant information
to the users.

« Responsiveness - When SAP Fiori is combined with the power of SAP HANA, it
provides an unmatched application response and query executions time.

¢ Simple - To make SAP Fiori simple to match the user demand, SAP has designed
it as a 1-1-3 scenario. This means 1 user, 1 use case and 3 screens.

s Seamless Experience - SAP has provided all the Fiori apps based on the same
language and it does not matter on the deployment and platform.

s« Delightful —= SAP Fiori was designed to work with ECC 6.0 to make it easy for the
users and to deploy on the existing SAP system.

See pages 2-3 of SAP Fiori tutorialspoint,
https://www.tutorialspoint.com/sap fiori/sap fiori introduction.htm.
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SAP Fiori Architecture
SAP Fiori launchpad - User Assignment and Authorizations o

uses‘

[shows )
\cantains roef @
! e S

Front-End
Server
- i
i
2
&

i
i
i
]
!
i
i
A i
€ ¥y sl :
ses| has : ‘ |
Madel Provide: WA App-specific i
— | OData Service i
........ ‘Data Provider 3 | has Authorization Defaults <—' i
cals ¢ i ; '
ey meoke: ¥ SM_Wl:?ﬁﬂi -u;LGanTn-ss__-l
+ L 4
- -
: y refe PFCG Role
o Athorizaton Defaults +——
5 E Data Provider & (Back-End)
T2 3 Authorization
S 2 Start Authorization - - - - — Prafile
o9 Business Logic = ——— H

‘Authorizations detarmines

© 2016 SAP SE or an SAP affiliate company. All rights reserved

See page 21 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢7a_pdf
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SAP Fiori Architecture
SAP Fiori launchpad - Content Model for ABAP platform

Uxar Transaction PFCG

Assign groups and catalogs to roles
Roles are the means to assign catalogs and their apps to users

prc / i e — SAP Fiori launchpad designer (FLPD)
I’x Content can be configured system wide (configuration) or client specific
N |1 i (customizing):
- — Target Mapping: maps navigation intent to concrete (logical
] . : application/target)
] “zglo;’ Tile: used to launch an application from the homepage
— Catalog: set of applications a user can use and add to his homepage

Group: predefined set of tiles a user sees on his homepage

:
: Application

© 2016 SAP SE or an SAP affiliate company. All rights reserved +  Public

See page 19 of SAP Fiori User Experience — SAP S/AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢7a_pdf
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SAP Fiori User Ro
Lines of Busmess

Accounts Payable Employee Sales Representative Purchaser Project Manager & Planner
Accountant Manager (CRM/ SD) J Inventory Accountant Program Manager
Accounts Payable manager Sales Manager Employee * Project Team Member
* Accounts Receivable Internal Sales * Manager Engineer
Accountant Representative (SD) + Strategic Purchaser
Accounts Receivable Marketing Manager
Manager Marketing Executive
* Cash Manager Marketing Expert
Controller Contract Accounts
* G/L Accountant Receivable Manager
* Manager
e tirtiuivsilll ot Management Supply Chain
* Employee
« Senior Executive Maintenance Worker & * Supplier MRP Controller
Planner Supply Planner Quality Engineer
EHS-Production Worker Supply Chain Analyst + Production Planner
EHS-Foreman Transportation Manager Production Worker/Supervisor
Warehouse Manager Recipe Developer
Shipping Specialist Demand Planner

* Product Manager
Data Scientist
ATP Controller
Local Demand Planner

Customer

See page 6 of SAP Fiori UX, App Overviews, December 2014,

https://experience.sap.com/files/SAPFiori AppOverviews.pdf.

17




SAP Fiori Architecture
SAP Web IDE - Key Use Cases

Develop new SAP Fiori and SAPUI5 applications
Extend SAP Fiori apps

Develop SAPUI5S mobile hybrid applications
(using Hybrid Application Toolkit plug-in)

Extend the SAP Web IDE with new plug-ins and
SAP Fiori Elements

Seamlessly deploy to run on any device —
automatic rendering for phone, tablet, desktop

Deploy to SAP HANA Cloud Platform,
SAP Mobile Platform or ABAP

© 2016 SAP SE or an SAP affiliate company. All rights reserved

See page 46 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf
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SAP Fiori provides all business roles in real time on compatible hand devices, It offers business
roles on easy to use functions, simple with unmatched responsiveness on desktop,

smartphones and Tablets.

SAP Fiori enables multiple device applications that allow users to start a process on their
desktop/laptops and to continue that process on a smartphone or on a tablet. SAP has
developed Fiori Apps based on User interface UI5.

Dasktop/Laptops

Tablets

ﬁmﬁ New User Expereince in Real Time

—

Smart phones

When SAP Fiori is combined with the power of the SAP HANA, it provides an unmatched
application response and query-execution time. SAP Fiori user experience (UX) is used to
provide a personalized and role-based user experience for enterprise-wide engagement across
lines of business.

https://www.tutorialspoint.com/sap_fiori/sap_fiori_introduction.htm#:~:text=S AP%20Fiori%20enables%20
multiple%20device,smartphone%200r%200n%20a%20tablet;

See also page 2 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf
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SAP Fiori Architecture
SAP Fiori launchpad - Architecture

SAP Fiori launchpad is a runtime container
supporting intent-based navigation for

I SAPUI5 Components
Web Dynpro ABAP or SAP GUI apps
External URLs

] It provides platform-independent service APls with adapters
e e for different front-end servers

: (ABAP, SAP Enterprise Portal, SAP HANA Cloud Platform)

i and local consumption

! (Sandbox for testing in SAP Web IDE, mobile offline).

[riRp—" 2 o] ABAT

s
|
| Gutensy ffarver Ul Flontand Server (ABAPRFMCE]
|
|
|
|

® 2016 SAP SE or an SAP affiliate company. All rights reserved

See page 18 of SAP Fiori User Experience — SAP S/AHANA — Version 4.1 — August 2016,
kupdf.net sap-fiori-ux-architecture-for-s4h.pdf

While this element is literally met, to the extent that Defendants contend that this element is not literally met,
it is at least met under DOE. Specifically, the Accused Instrumentalities perform the same function as this
claim element because they maintain profiles for users that allow for customization for the particular user,
and this customization includes information about the user, information about the platform the user is using,
and information about the applications being used by the user is intended to behave for that user. The
Accused Instrumentalities perform this function in the same way because they store data about the user in
the user profile that and be accessed between platforms. This has the same result because the user profile
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can be used to set up the Accused Instrumentalities in the manner specified, including how the applications
behave for the user.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

1(e). C) controlling
the at least one
communication
interface to receive,
from the at least one
user platform of the
plurality of user
platforms, a user
identity for the user
and a platform
identity for the at
least one user
platform;

The Accused Instrumentalities control and the communication interface to receive the secure user-centric
channel information based on the user identity and platform identity. The control of the communication
interface includes components for controlling the software and hardware interfaces when receiving user
identity information, including information that allows user authentication, describes further below in 1(¥).

The following describes how the architecture for the Accused Instrumentalities.

SAP F|or| Architecture
- General

Network and Reverse Proxy Setup
Authentication

User Management

Authorization

System Hardening (Securing Trusted RFC connection)

==
e
i
o

SAP
Reverse - SAP
Eﬁﬁi b S
Secure Configuration / Authorization

Network Setup /
Authentication

y. Al rights reserved
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See page 39 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢7a_pdf

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

1(f). D)
authenticating the
user and the at least
one user platform

to receive the secure
user-centric
information

based at least in part
on the user identity
and the platform
identity; and

The Accused Instrumentalities authenticate the user and his second platform so that the user can receive the
secure user-centric channel information based on the user identity and platform identity.

The following describes how the architecture for the Accused Instrumentalities includes authentication of
users and different platforms.
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SAP F|or| Architecture
- General

Network and Reverse Proxy Setup
Authentication

User Management

Authorization

System Hardening (Securing Trusted RFC connection)

:l;;.i
| SAP
Reverse SAP
s > — S/4AHANA SAP HANA
&E o — oe
Lj‘:.i
Secure Configuration / Authorization

Network Setup /
Authentication

See page 39 of SAP Fiori User Experlence - SAP S/AHANA Architecture Deep Dlve Versmn 4 1 August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf

There are multiple authentication methods, which include receiving user and platform data from the
initiating platform, including (1) Kerberos/SPNEGO, (2) SAP Logon Tickets, and (3) X. 509 Certificates.
Each of these allows for the authentication of a user and the first platform. — See page 64 of SAP Fiori
tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf
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SAP Fiori Architecture

Use Case 0: Form-based Initial Authentication
Use Case 1: SSO via SAML 2.0 (recommended - please refer to illustration below)
Use Case 2: SSO via SPNego / Kerberos
Use Case 3: SSO via Logon Ticket

Use Case 4: SSO via X.509 certificate

SAML 2.0 IdP

y

SAP
[ Reverse W SAP

A

Y

/[ﬂ:[
A typical use case is for customers to access one or more SAP Fiori apps from the public internet. In this case, single sign-on can be implemented using SAML 2.0
based authentication in conjunction with IdP (ldentity Provider) software such as Ping Federate or Microsoft's Active Directory Federation Service (AD FS).

6 SAP SE or an SAP affiliate company. All rights reserved " e Ya  Public

See page 40 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf
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ﬂ tutorialspoint 88 Category v

s SAP FIORI

Absolute Beginners

SAP Fiori Tutorial

SAP Fiori - Home

SAP Fiori - Introduction

SAP Fiori - Architecture

SAP Fiori - NetWeaver Gateway
SAP Fiori - Installation

SAP Fiori - Launchpad

SAP Fiori - OData Services

SAP Fiori - Transactional Apps
SAP Fiori - Fact Sheets

SAP Fiori - Analytical Apps

SAP Fiori - Quick Guide,

s
|
\

L2

Search tutorials, courses and ebooks... Q,

Back-end server in Fiori Data flow

Back End server contains SAP Business suite 7 for key applications like ERP, CRM, SRM, SCM, etc.
It contains application data and used for customization of applications.

This system contains 2 OData classes —

Model Provider

Data Provider

To access Back end system, application users
S_RFCACL. This authorization should be a

Frontend Server Backend Server

Trusted RFQ

I:‘ App User | [ D App User | |

Roles | [ SRFCACL

Same User ID
In both systems

The connection between front-end server to back-end server must be trusted RFC connection. It means same ID

is authenticated to back-end system without entering the password. As mentioned earlier, the user Id should
have S_RFCACL authorization for trusted logon.

A User should have UI roles assigned in Front-end server and back-end reles in back-end server.

https://www.tutorialspoint.com/sap fiori/sap fiori quick guide.htm
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[
SAP Fiori App 4 /6 - 125% + G &

Support for multiple devices and form factors
o Maximize usability using a desktop PC, tablet, or smartphone
Central Access via SAP Fiori launchpad
o Access your SAP Fiori apps from a central launchpad (navigation,
personalization, support, and configuration
Role-based authentication and authorization
o Harness role-based single sign-on (SSO) mechanisms for secure access
Secure provisioning and consumption of data
o Provide access to business logic (sap back-end system) data via OData services

‘SAP Fiori Client

Any Browser

=

Fiori Frontend Server
(SAP Fiori Cloud or On Premise)

See SAP Fiori App “A Skyscend Whitepaper,”

https://f.hubspotusercontent40.net/hubfs/7223092/SAP%20Fiori%20App%0(1).pdf

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

1(g). E) if the user
and the at least one
user platform are
authenticated in C),
controlling the at

The Accused Instrumentalities, following the user and device authentication, transmit all relevant
information via the communication interface, which is accessible to the user via the app(s) available through
SAP Fiori. The authorization is based on the user’s access rights corresponding to the user identity and
platform identity, as shown by the excerpt below.
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least one
communication
interface so as to
transmit to the at least
one user platform
first authenticated
channel information
relating to at least one
authorized channel

of the plurality of
channels
implemented in A),
based at least in part
on information access
rights and/or security
protocols respectively
associated with the
corresponding
plurality of channels,
the user, and the at
least one user
platform, wherein at
least a portion of the
first authenticated
channel information
to be transmitted to
the at least one user
platform is selected
by the processor
based at least in part
on the user profile
and is transmitted to
the at least one user

The information selected by the processor and transmitted for the applications in the Accused
Instrumentalities is based on the user’s profile information and automatically generated when the user logs
into the system.

The following excerpt shows the assignment and authorization of content in the Accused Instrumentalities
based on user information.

SAP Fiori Architecture
SAP Fiori launchpad - |

cantains P

shows
] v l 1
cantains i
—p —_—

Front-End
Server
t ‘
il
£
&

App-specific

'

1

'

1

i

1

'

'

1

g | I

has -
¥ ’ - s

’ | OData Service i

G - ! i . - refars to 1

_______ vider =t i has Authorization Defaults «+— i

!

|

|

caiz 4

=10 PFCG Role

° Authorization Defaults +————

LI:J £ Data Provider (Back-End)
o) e s Authorization
g g{. ‘Starl Authorization - - - - - Prafile
a? Business Lagic 4

Business k

Authorizations. detarmines

@ 2016 SAP SE or an SAP affiliate company. All rights reserved el e Ay, oy o atobaanty sl et g i b g Public

See page 21 of SAP Fiori User Experience — SAP S/AHANA — Version 4.1 — August 2016

kupdf.net sap-fiori-ux-architecture-for-s4h.pdf
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platform without
being requested by
the user, wherein the
transmission of the
first authenticated
channel information
to the at least one
user platform is based
in part on a bi-
directional
interrogation of the at
least one authorized
channel, wherein the
bi-directional
interrogation
comprises the at least
one authorized
channel interrogating
an identity
management server,
and wherein the bi-
directional
interrogation further
comprises the identity
management server
and a web services
gateway interrogating
the at least one
authorized channel,
wherein the web
services gateway is a
tool through which

The user will have therefore access to all relevant information via the application(s) through SAP Fiori
without having to submit any requests; such information is provided according to the user’s access rights
corresponding to the user identity and platform identity.

SAP Fiori Architecture
SAP Fiori launchpad -

m
‘ 25 || o e
¥ ———
[
s | shows SR [__Auth. ]
] ! !
cantsing i
e

Front-End
Server

B App-specific
| OData Service

refars ta

vid Authorization Defaults <+—
calls

2 <oz 10 PFCG Role
Aduthorization Defaults <+—— (Back-End]

Authorization
‘Start Authorization ----- - Profile

Business e
Authorizations.

Data Providsr

cals

Back-End
System

Business Logic

detarmines

@ 2016 SAP SE or an SAP affiliate company. All rights reserved

Public

See page 21 of SAP Fiori User Experience — SAP S/AHANA — Version 4.1 — August 2016
kupdf.net sap-fiori-ux-architecture-for-s4h.pdf

The Accused Instrumentalities receive relevant user information via applications accessible to the users
through SAP Fiori is based in part on an exchange of queries of the authorized apps. The exchange of queries
involves components used by the authorized app(s) interrogating the identity management server (which
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the channel grid
framework interacts
with the identity
management server.

manages and control the user’s identity and access privileges) and a web service gateway (which manages and
facilitates communication between the user and backend services) interrogating the authorized app(s), wherein
the web services gateway is a tool through which the channel grid framework or the Launchpad interacts with
the identity management server. The Accused Products include applications that can bidirectionally
interrogate the identity management server that determines what and if the user centric information should be
sent. The identity management server can be any component used to establish the identity of the user.

The following excerpt shows that “SAP Netweaver Gateway” is an example of a web services gateway,
which facilitates communication between users’ platforms and SAP systems.

<« C M E-llcommunity.boomi.com/s/articlefsapintegrationguide#WebServicesSOAP-RESTOData
Glossary

« IDoc - IDoc is a popular data structure by SAP which is primarily used to exchange
business/transaction data between SAP and external systems electronically (Official
Documentation - IDoc Interface/ALE - SAP Library)

« BAPI/Remote-enabled Function Module - Interfaces developed with in SAP which can be
triggered from a external system or with in SAP

. (Official Documentation - SAP Library , RFC Interface - Connectivity - SAP Library)

» SAPRouter - SAProuter is an SAP program that acts as an intermediate station (proxy) ina
network connection between SAP systems, or between SAP systems and external networks
(Official Documentation - What is SAProuter? - SAProuter - SAP Library )

« SAP NetWeaver - SAP Netweaver refers to open technology platform that offers a
comprehensive set of technologies for running mission-critical business applications and
integrating people, processes, and information (More details -
http:/fscn.sap.com/community/netweaver)

« SAP Netweaver Gateway - SAP Gateway is a framework that connects business users to SAP
systems using consumer technologies, groupware, and mobile devices and is based on open
standards (such as the Atom Publishing Protocol and OData) that offer simple services based
on the REST principle (Official Documentation - SAP Gateway 2.0 — SAP Help Portal Page )

*#20qpesd

https://community.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData
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The excerpt below shows the use of the “SAP Identity Management Identity Center.”

11 Technical System Landscape

SAP |dentity Management Logon Help requires a system landscape with a Microsoft Windows domain and SAP
Identity Management Identity Center.

Logon Help communicates with SAP Identity Management Identity Center to get the required information to
enable password reset for users of Microsoft Windows.

& Browser Set Security Answers

re HTTPS

Windows

Logon
8 Request Password Reset
o rity Answers
v urity Answers
Password
Identity Identity Center
_Store _
Provision New Password
Log On to Windows Domain Windows
Domain

Controller

Logon Help for SAP Idantity Management Implementation Guide
Logon Help for SAP Id y M Implementation Guide PUBLIC 3
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https://help.sap.com/doc/4ae7{9f4a84949e1a03800f262d113da/8.0/enUS/1010266ffbab16b4493593160cd07f
74745f pdf

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

€285 Patent
Claim 2

2(a). The apparatus of
claim 1, wherein the
secure user-centric
information includes

See Claim 1.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

2(b). at least one of:
text information;
graphic information;
one or more pictures;
one or more videos;
audio or digital
sound;

streaming data, audio
or video;

content associated
with an executing
computer application;
voice-over-1P
communication;
instant
messaging/SMS
information,;

The secure user-centric information can be displayed in various ways and different format, including in text
information, and images.

The excerpts below are examples of the features that SAP Fiori offers to users.
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video-conferencing
information,;
environmental
monitoring
information;
financial services
information;
enterprise resource
planning information,;
enterprise content
management
information,;
building information;
project management
information;
product lifecycle
management
information,;

RSS (Really Simple
Syndication) reader
information;

remote device
control/interaction
information,;

a three-dimensional
graphic visualization
of one or more
objects and/or
immersive
environments;

one or more word
processing
documents;

EE: 7 Fiori for Web Design Guidelines Search Q

Ul Elements - SAPUIS > Display » Image

Updated: November 29, 2022

I mage Latest SAPUIS Version 1.122 ~

sap.m.lmage

Intro When to Use Behavior and Interaction Guidelines Responsiveness Examples

Intro

When to Use

Use the image control if:

« You want to display decorative images. Decorative images serve as a visual eyecatcher and are useful to transport the brand identity. Usually,
decorative images are used as hero images, headers, or background images.

« You want to display images to support or enhance the page content (for example, visual representations of an object's design, functions, or features).

« You want to display images in a gallery.

https://experience.sap.com/fiori-design-web/image/
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one or more
spreadsheets;

one or more
presentation/slide
shows;

email; and
address book
information.

w Fiori for Web Design Guidelines Search Q

Ul Elements - SAPUI5 » Data Visualization » 3D Viewport

Updated: November 28, 2022

3 D Vi ewpo rt Latest SAPUIS Version 1.122 v

sap.uivk.Viewport

Intro Usage Responsiveness Behavior and Interaction Resources

Intro

You can use the the 3D viewport control to enable 3D viewing in your SAP Fiori application. This control is available in the Visual Interaction toolkit library.
The 3D viewport control can display simple and complex 3D objects in SAP Fiori, and offers basic user interaction with the 3D environment and its objects.

https://experience.sap.com/fiori-design-web/3d-viewport/

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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€285 Patent
Claim 3

3. The apparatus of
claim 1, wherein the
first authenticated
channel information
is provided by at least
one authenticated
channel application
and/or at least one
authenticated service.

See Claim 1.

Further, SAP Fiori contains a matrix of tiles and links that display and launch the corresponding apps. Each
of the tiles and links is a secure user-centric channel associated with an application that is displayed on a
display device of the computing device platform.

The following image demonstrates a matrix of elements each representing an application that provides the
user with access to the information in the application.

w Fiori for Web Design Guidelines Search Q
Intro Responsiveness Components Behavior and Interaction Resources
Responsiveness
The SAP Fori launchpad ho sive. For smaller screens, the tiles are smaller so that at least two tiles can be

always be shown side by side.

y Sales Duerview I'.flly'l\.nyj.u_\ My Sales Overvin My Inibos M Lur
3| v
fl i | v 1 10 H
Sales Order
Sales Order
Manage Sabes Track Sl rcors
Orgers
Manage Sales Track Sales Orders ates Orde . 2 Predicted Delivery 1
Orcters Fullitmant Delsy e Rate
Fl46.9 . & o -:
== =oas A P = -
u 5 46.0 H 3.2 O e 17.38%
Create Sales Onder || Sales Drder Fullimen ¥ 3

Sales Commissions snd incentives

Donna Moote Display Business Volume Display Settiement Extend Condition
W x Calendar Contracts
-g' 1.8« - . 5 ¢
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See pages 1-2 of SAP Fiori Launchpad Home Page, Updated on April 17, 2023
(https://experience.sap.com/fiori-design-web/home-page/).

As shown by the excerpt below, the tiles in the Accused Instrumentalities display information specific to the
user.

w Fiori for Web Design Guidelines Search Q

Intro Responsiveness Components Behavior and Interaction Resources

Components »

Tiles r r -
i Ot e Prodicced riehery
The tiles provide direct 55 to apps or content. They are similar to large icons and have a Caiaps s
rectangular shape. B =
Sl 7 46.9. e B2
The launchpad home page comes with a predefined set of groups and tiles. However, the user can EUR bl T

also personalize the launchpad home page to reflect their individual reles by choosing from a wide

Conna Moore

range of ready-to-use tiles from the app finder.

Tiles differ in the content they display. They can contain an icon, a title, some informative text,
numbers, and charts. The information that is shown depends on the function of the tile or app.

The number of tiles visible on a page depends on the screen resolution. The tiles are placed below §a"e; L volume
Fultiltmen!
each other and are resized for smaller screens. )
LEM
d - 8
M
ELIR, ur Dl ar to Date

Links

salve Credlt Bioek || Sales Order Fuil

Links are a differen

same: they consist o

a title and an opti

Links are collected in a dedicated area below the tiles area within
each group. As with tiles, the user can madify the order of the links at any

time.

Links are displayed inline, one after the other. It there is not enough space
for the full link at the end of a row, the entire link moves to the next row.
Links never break between rows.
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See pages 2-3 of SAP Fiori Launchpad Home Page, Updated on April 17, 2023
(https://experience.sap.com/fiori-design-web/home-page/).

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendant makes
source code for the Accused Instrumentalities available for inspection.

€285 Patent
Claim 4

4. The apparatus of
claim 1, wherein the
at least one
communication
interface includes a
web services gateway
communicatively
coupled to the at least
one user platform
server via the one or
more transmission
media.

See Claim 1.

Further, the following excerpts show that “SAP Netweaver Gateway” is the web services gateway, which
facilitates communication between users and SAP systems.

<« C @ (-_: ommunity.boomi.com/s/articlesapintegrationguide#WebServicesSOAP-RESTOData) ﬁ) &

Glossary

« IDoc - |Doc is a popular data structure by SAP which is primarily used to exchange
business/transaction data between SAP and external systems electronically (Official
Documentation - IDaoc Interface/ALE - SAP Library)

+ BAPI/Remote-enabled Function Medule - Interfaces developed with in SAP which can be
triggered from a external system or with in SAP

- (Official Documentation - SAP Library , RFC Interface - Connectivity - SAP Library)

« SAPRouter - SAProuter is an SAP program that acts as an intermediate station (proxy) in a
network connection between SAP systems, or between SAP systems and external networks
(Official Documentation - What is SAProuter? - SAProuter - SAP Library )

+ SAP NetWeaver - SAP Netweaver refers to open technology platform that offers a
comprehensive set of technologies for running mission-critical business applications and
integrating people, processes, and information (More details -
http://scn.sap.com/community/netweaver)

= SAP Netweaver Gateway - SAP Gateway is a framework that connects business users to SAP
systems using consumer technologies, groupware, and mobile devices and is based on open
standards (such as the Atom Publishing Protocol and OData) that offer simple services based
on the REST principle (Official Documentation - SAP Gateway 2.0 - SAP Help Portal Page )

https://community.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData
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SAP Fiori Architecture
SAP Gateway - Architecture

Browser
AP ForiLaunchond)

SAP Frori App

e B
— = s |
sty HTML/ OData

e Y = Frontend-Server

SAP Galeway Hub
(OData Service)

‘j Trusted RFC l

. i Backend
OData Recommended Development option e

‘ e ‘ AP Fior

SAP Galeway OData Provider

Core OData Services (CDS views) (| podoe
SIHANA
il access the SAP S/4HANA Business l”““ ki 2ot
{ SR Data via SAP Gateway. o

Business Functionality (Backend)

SAP HANA DB

See page 22 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢7a_pdf

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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€285 Patent
Claim 5

5(a). The apparatus of | See Claim 1.
claim 1, wherein:
As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

5(b). C) comprises The Accused Instrumentalities authenticate the user and his platform (e.g., windows computer, apple
authenticating the computer, android mobile device, web browser interface, etc.) associated with the user based on the user
user and the user profile.

platform based at

least in part on the The following excerpts show that the authentication of the user and his user profile based in part on his
user profile; and profile:
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SAP F|or| Archltectu re
- General

Network and Reverse Proxy Setup
Authentication

User Management

Authorization

System Hardening (Securing Trusted RFC connection)

.
%E SAP
i Reverse > SAP
& Proxy Lt Gateway SMHJ\NA SAP HANA
/ﬂ]ﬁ : N\ L
| % = ¥
Secure Configuratlon ! Authorization

Network Setup /
Authentication

SAP SE or an SAP affiliate company. All rights reserved

See page 39 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016 (https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959¢7a_pdf).
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SAP Fiori Architecture

SAP Fiori launchpad - User /

Front-End
Server

Back-End
System

cantains

App-specific
OData Service

refars ta
Authorization Defaults «+—

3 =10 PFCG Role
Authorization Defaults €——
Data Provider ey - (Back-End)
cals Authorization
‘Start Autharization - - = - - Profile
4

Business Logic g

@ 2016 SAP SE or an SAP affiliate company. All rights reserved

See page 21 of SAP Fiori User Experience — SAP S/AHANA Architecture Deep Dive, Version 4.1, August

2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

5(¢c). D) comprises
transmitting the first
authenticated channel

The Accused Instrumentalities, following the user and device authentication, transmit all relevant
information, which is accessible to the user via the app(s), available on the user’s platform. The
authorization is based in part on the user profile.
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information to the at
least one user
platform based at
least in part on the
user profile.

As shown by the excerpt below, the user will have therefore access to all relevant information via the
application(s) through SAP Fiori based on his profile.

SAP Fiori Architecture
SAP Fiori launchpad - User Assignment and Authorizations of Content (on premise)

5885 is granted
User

OData

refers o

E o rasmas. |.:
u 2 | starts
1 I
25 !
2w W
[T 4

______ App-specific

3 OData Service
L o]

~ L —.... -

Back-End
System

Authorizations determines

2017 SAP SE or an SAP afilate camparny. Al rights reserved. | PUBLIC Tris presertation and SAP's skakegy and passitie fukre develooments we subject ¥a change and may be changed by SAP at any time for any reason withaut nofios. This document is prenvided withoul a saranty of any kind 23
ther express ar imgiied. induding 0, e implied ness for a parscular pumose, ot non-irkngeent

See page 21 of SAP Fiori User Experience — SAP S/4AHANA — Version 4.1 — August 2016
kupdf.net sap-fiori-ux-architecture-for-s4h.pdf

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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€285 Patent
Claim 6

6(a). The apparatus of
claim 1, wherein: the
at least one memory
stores an
authentication
directory to provide
the information
access rights and/or
security protocols
respectively
associated with the
corresponding
plurality of channels,
the user, and the at
least one user
platform;

the authentication
directory includes a
plurality of user
accounts, a plurality
of device accounts,
and a plurality of
application accounts;
and.

See Claim 1 and Claim 5.

Further, SAP Fiori users rely on both, the Active Directory, which is a directory services database, and the
Lightweight Directory Access Protocol, which is an application protocol for querying and modifying items
in directory service providers like Active Directory.

The excerpts below explain how a user can use the Active Directive and Lightweight Directory Access:

Getting Active Directory username from Fiori UIS application

You have different options:

1. If you use the Active Directory also as your ldentity Provider via ADFS or Azure AD it would be possible
to send the Active Directory Username as a SAML assertion. You can test on Neo with HTMLS5UserAP| or
on Cloud Foundry with HTMLSUserAPIforCF

2. If there is Azure AD available you might implement a service in the Cloud that reads the needed details
using the Microsoft Graph API.
3. In the S/4HANA you could use the LDAP Connector to the Active Directory and create a OData Service

that wraps this access

https://community.sap.com/t5/technology-g-a/getting-active-directory-username-from-fiori-ui5-
application/gaq-p/12465967
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G [ 23 community.sap.com/t5/technology-blogs-by-members/sap-bi-4-2-setting-up-ldap-connector-in-10-easy-steps/ba-p/13397949

« Screenshot above show working LDAP connection to Windows AD Domain.

Background Information

The Lightweight Directory Access Protacol (LDAP) is an open, vendor-neutral, industry standard application
protocol for accessing and maintaining distributed directory information services over an Internet Protocol (IP)
network. Directory services play an important role in developing intranet and Internet applications by allowing
the sharing of information about users, systems, networks, services, and applications throughout the network.
As examples, directory services may provide any organized set of records, often with a hierarchical structure,
such as a corporate email directory. Similarly, a telephone directory is a list of subscribers with an address and

a phone number.

Active Directory is a database based system that provides authentication, directory, policy, and other services
in a Windows environment. LDAP (Lightweight Directory Access Protocol) is an application protocol for
querying and maodifying items in directory service providers like Active Directory, which supports a form of
LDAP.

Active Directory (AD) is a directory service that Microsoft developed for Windows domain networks. 1t is
included in most Windows Server operating systems as a set of processes and services. Initially, Active
Directory was only in charge of centralized domain management.

Difference between AD vs LDAP

Active Directory is a database based system that provides authentication, directory, policy, and other services
in a Windows environment. LDAP (Lightweight Directary Access Protocol) is an application protocol for
querying and modifying items in directory service providers like Active Directory, which supports a form of

LDAP.

Short answer: AD is a directory services database, and LDAP is one of the protocols you can use to talk to it.

https://community.sap.com/t5/technology-blogs-by-members/sap-bi-4-2-setting-up-ldap-connector-in-10-
easy-steps/ba-p/13397949
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As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

6(b). C) comprises
authenticating the
user and the at least
one user platform
based at least in part
on the plurality of
user accounts and the
plurality of device
accounts included in
the authentication
directory.

See Claim 1, and Claim 5.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

€285 Patent
Claim 7

7(a). The apparatus of
claim 6, wherein:

at least one user
account of the
plurality of user
accounts includes at
least one entry
comprising at least
one of: a user name; a
user password; a user
email; a user
mailstop; a user
telephone number; a
user mobile number;
a user building; a user

See Claim 5, and Claim 6.

The following excerpts show the SAP Fiori user account includes his username, email and any additional
settings useful to the user.
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campus; and at least
one user group; and

C [ 5 userappssupport:sap.com/sap/support/knowledge/en/3256114 T )

3256114 - How to change the username displayed in User Account in Fiori
Launchpad

, Symptom

You would like to change the name displayed in the User settings in Fiori

% Sample Name

| Environment

~ AP Fiori - All versions.

https://userapps.support.sap.com/sap/support/knowledge/en/3256114

45




It o« Y Favorite  #8» Download PDF & Share
VVTTAL SELWTIES CdIt 1 VIEVW UT Cridrge 7

Depending on your canfiguration, there are several tabs that show different settings parameters. The figure shows an example of the theme settings

Oodm

@ Note

Some settings are read-only and cannot be changed directly in the Settings dislog. You may also not see all the settings; they may either be disabled by your

o

administrator or not supparted on your platform

m O

Settings

User Account

SAP High Contrast White (SAP Belize)
- Example Administrato

TS SAP Horizon High Contrast
SAP Morning Horizor

__ Appearance {
I

(@) Spaces and Pages
SAP Quartz High Contrast

1 User Activities

AT\ NS

i | SAP Horizon
Q‘; Language & Region
English
| SAP Quart. (/]
61 Default Values uartz

__ ks —_ m Cancel

https://help.sap.com/docs/btp/sap-fiori-launchpad-for-sap-btp/managing-your-settings

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

7(b). C) comprises
authenticating the
user if the user
identity matches the
at least one entry.

See Claim 5, and Claim 6.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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€285 Patent
Claim 8

8(a). The apparatus of
claim 6, wherein:

at least one device
account of the
plurality of device
accounts includes at
least one entry
comprising at least
one of: a device
name; a device type;
a device
manufacturer; a
device model
number; a device
serial number; a
device IP address; a
device location; a
device user; and a
device password; and

See Claim 6.
Further, SAP Fiori runs on any device used by the user.

The excerpt below shows examples of different devices using different applications through the Accused
Instrumentalities.

Desktop/Laptops

Tablets

Smart phones

See page 2 of SAP Fiori tutorialspoint
(https://pdfcoffee.com/sap-fiori-pdf-free.html).

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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8(b). C) comprises
authenticating the
user platform if the
platform

identity matches the
at least one entry.

See Claim 5 and Claim 6.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

€285 Patent
Claim 9

9.The apparatus of
claim 8, wherein C)
comprises
authenticating the at
least one user
platform based at
least in part on a
location of the at least
one user platform.

See Claim 1, and Claim 8.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

€285 Patent
Claim 10

10. The apparatus of
claim 6, wherein D)
comprises:
transmitting to the at
least one user
platform the first
authenticated channel
information based at
least in part on the
plurality of
application accounts
included in the

See Claim 6 and Claim 37.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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authentication
directory.

285 Patent
Claim 13

13. The apparatus of
claim 1,wherein in
D), the at least one
processor further
manages the
provision of and
interaction with the
secure user-centric
information by: D 1)
controlling the at
least one
communication
interface to transmit
channel information
corresponding to at
least some of the
plurality of channels
implemented in A),
including the first
authenticated channel
information, to the at
least one user
platform so as to
facilitate display of a
desktop for the at
least one user
platform as a channel
grid framework, the

See Claim 1 and Claim 37.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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channel grid
framework

including a plurality
of user-selectable
items representing the
at least some of the
plurality of channels
implemented in A),
wherein, in D 1), the
plurality of user-
selectable items
included in the
channel grid
framework is based at
least in part on the
information access
rights and/or the
security protocols
respectively
associated with the
corresponding
plurality of channels,
the user, and the user
platform.

€285 Patent
Claim 17

17(a). The apparatus
of claim 1, wherein
the first authenticated
channel information
includes at least one
of:

See Claim 1.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendant makes
source code for the Accused Instrumentalities available for inspection.
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17(b). text
information; graphic
information; one or
more pictures; one or
more videos; audio or
digital sound;
streaming data, audio
or video; content
associated with an
executing computer
application; voice-
over-IP
communication;
instant
messaging/SMS
information; video-
conferencing
information,;
environmental
monitoring
information; financial
services information;
enterprise resource
planning information;
enterprise content
management
information; building
information; project
management
information; product
lifecycle management
information; RSS
(Really Simple

Further, the app(s) include(s) different type(s) of information.

As an example, the excerpts below show (1) text information, (2) images or pictures, and (3) a three-
dimensional graphic visualization.

As described above, this element’s functions may be performed through software in the Accused

Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendant makes
source code for the Accused Instrumentalities available for inspection.

- - B

¥ Fiori for Web Design Guidelines Q

Text

Intro

Usage

* Responsiveness

https://experience.sap.com/fiori-design-web/text/
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Syndication) reader
information; remote
device
control/interaction
information; a three-
dimensional graphic
visualization of one
or more objects
and/or immersive
environments; one or
more word
processing
documents; one or
more spreadsheets;
one or more
presentation/slide
shows; email; and
address book
information.

~:|.'| :! Fiori for Web Design Guidelines

Image

sap.mimage

Emtra

intro

When to Use

Use the image conbnod if

= ol want fo display images (0 suDpan arenhance the page conlont (for s

& You want io daplay images imra gallery,

https://experience.sap.com/fiori-design-web/image/

i, wistal representations of an object's desgn

i T
LR BV,

o Rrwaiata =0 U133

Labtes! SAPUS Vertion 1,122

he Deand ey, Ususlly,

or features)
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S5 Fiori for Web Design Guidetines Searct

-------

Uzcimrn Leowesmer 25, 101

3D “i'ew purt Latwit SAPUS Verimn 1127 b

il o A T AEOL

e ] Linage Aeapoitesane Bleharnor mrsd e aC o FhB AR S

Intro

Yog cln Lma Them tha 300 viewpon contred to enable 30 viening in your SAP Fion appbication. Thin ¢ontnol i Swaslable mn the Vsl Ingsns fon tootks Hnkny

The 30 viewpon comirel can deaplny wmegde and comsliey 10 olnecis @ S0P Fuooel, and offers Dased user misracton wilh me 30 emarcnmesnl and i1s obaechs,

https://experience.sap.com/fiori-design-web/3d-viewport/

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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€285 Patent
Claim 18

18(a).

The apparatus of
claim 1, wherein:

in A), the at least one
processor implements
a channel server that
defines one or more
visual
characterizations, one
or more functions or
features, and/or one
or more information
types provided by
respective channels
of the plurality of
channels; and

w Fiori for Web Design Guidelines Search Q

Intro Responsiveness Components Behavior and Interaction Resources

Responsiveness

The SAP Fiori launchpad home page is 1sive. For smaller screens, the tiles are smaller so that at least two tiles can be

fully resp

always be shown side by side.

oy Seles D My o e i e o
al v o -~ LT
e 1 A 13 t
Sales Order
Sales Ovder
anage Sabes Track Salies Orsars
Orders "
Manage Sales Track Sales Onders - e G = Predicted Delivery
Orders 1 Fu t 10 Delay
469, 2| =
£ A s o s an .
(446.9 = 3.2 © = 17.3
Sales Order Ful t "
bon Credit B
Sales Commissions and Incentives
Sales Commissions and incentives
Danra Moare
el Mandger
Donna Moare Display Business Volume Display Sertiement Extend Conlition Sates Contract
nceniive: i d Calendars Contracts "

-@' 1.8

See SAP Fiori Launchpad Home Page, Updated on April 17, 2023, https://experience.sap.com/fiori-design-
web/home-page/
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w Fiori for Web Design Guidelines Search Q

Intro Responsiveness Components Behavior and Interaction Resources

Components »

Tiles
Manags Sales Confirmed Sales
Orders i

Predicted Delivery
Delay

The tiles provide direct acc

ss to apps or content. They are similar to large icons and have a
rectangular shape.

The launchpad home s with a predefined set of groups and tiles. However, the user can

also personalize the launchpad home page to reflect their individual roles by choosing from a wide
range of ready-to-use tiles from the app finder.

Tiles differ in the content they display. They can contain an icon, a title, some informative text,
numbers, and charts. The information that is shown depends on the function of the tile or app.

The number of tiles visible on a page depends on the screen resolution. The tiles are placed below

each other and are resized for smaller screens.

Links are collected in a dedicated area below the tiles area within
each group. As with tiles, the user can modify the order of the links at any
time.

Links are displayed inline, one after the other. It there is not enough space
for the full link at the end of a row, the entire link moves to the next row.
Links never break between rows.

See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,

https://experience.sap.com/fiori-design-web/home-page/

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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18(b). the at least
one memory further
stores at least one
database including
registries to one or
more services and/or
applications used by
the channel server to
implement the at least
one authorized
channel and provide
the first authenticated
channel information.

The Accused Instrumentalities include memory allows the storage of a database so that the app(s) are
implemented and provide secure information to the user. This database includes registries of different

services permitted by the user’s authorized channel.

The excerpts below show the architecture of SAP Fiori, which allows the app(s) to provide secure

information to the user, including the presence of a database.

SAP Fiori Architecture

SAP Fiori launchpad - UserAssignment and Authorizations of Content

sees is granted
r

Usel
: = _.a PFC(‘! Role —
Sl ey | ST
»> contains l l [_.:u_il;;@z:i} e

resolves
‘—I starts

Front-End
Server

S resolves

Back-End
System

Business Logic

© 2016 SAP SE or an SAP affiliate company. All rights reserved

Data Provider e

See page 21 of SAP Fiori User Experience — SAP S/4AHANA — Version 4.1 — August 2016,
https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h_5908c09edc0d60825d959¢7a_pdf.
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SAP Fiori

0> HTTFS (HTML/OData]

1. Only Transactional apos run o
HTTPS (OData)| [any 0. Fact sheets and Anaiyrical
t) (J japps require HAMA DB tomn.-
INA Scarch
Protocol

KPI Modeler, Framewrck,drill down

) Trusted RFC

:

Fact Sheets require Search models to perform search capability in Fiori Apps. Fact sheets
are used to drill the key information and contextual information in business operations. In
SAP Fiori tiles, you can drill down to further details. It also allows you to navigate from
one fact sheets to all its related fact sheets.

Analytical apps and Smart Business apps data come from HANA database through HANA
XS Engine.

HAMA Live content contains Virtual Data Model reuse content, which can be used for
extensibility purpose.

The user places request via Web browser using HTTPS. Trusted RFC is used to
communicate between ABAP Front-End and Back-End server.

See page 9 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf.
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As described above, this element’s functions may be performed through software in the Accused

Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make

source code for the Accused Instrumentalities available for inspection.

€285 Patent
Claim 36

36. The apparatus

of claim 1, wherein
the one or more of
the plurality of
channels
interrogating the
identity management
server comprises the
one or more of the
plurality of channels
evaluating content
provided by the
identity management
server and
determining if
services of the one or
more of the plurality
of channels are
available, and
wherein the identity
management server
and the web services
gateway interrogating
the one or more of
the plurality of
channels comprises
the identity
management server

See Claim 1.

Further, the following excerpts show that “SAP Netweaver Gateway” is the web services gateway.

<« p-lllcom munity.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTODatal

Glossary

« IDoc - IDoc is a popular data structure by SAP which is primarily used to exchange
business/transaction data between SAP and external systems electronically (Official
Documentation - |Doc Interface/ALE - SAP Library)

+ BAPI/Remote-enabled Function Module - Interfaces developed with in SAP which can be
triggered from a external system or with in SAP

+ (Official Documentation - SAP Library , RFC Interface - Connectivity - SAP Library)

« SAPRouter - SAProuteris an SAP program that acts as an intermediate station (proxy) in a
network connection between SAP systems, or between SAP systems and external networks
(Official Documentation - What is SAProuter? - SAProuter - SAP Library )

+ SAP NetWeaver - SAP Netweaver refers to open technology platform that offers a
comprehensive set of technologies for running mission-critical business applications and
integrating people, processes, and information (More details -
http: //scn.sap.com/community/netweaver)

« SAP Netweaver Gateway - SAP Gateway is a framework that connects business users to SAP

systems using consumer technologies, groupware, and mobile devices and is based on open
standards (such as the Atom Publishing Protocol and OData) that offer simple services based
on the REST principle (Official Documentation - SAP Gateway 2.0 — SAP Help Portal Page )

https://community.boomi.com/s/article/sapintegrationeuide#WebServicesSOAP-RESTOData
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evaluating content - 2
provided by the one SAP Fiori Archlt(_ectu re
or more of the SAP Gateway - Architecture
plurallty Of Channels. ) Browser
e SR Fhort Ao
: il H _ SAPUIS
e | - — Frontend-Server
‘ sao gy | [S20 Saevar oo ‘ oo
j Trusted RFC l
OData Recommended Development option mgﬁﬁ';er
L SAP Gateway ODala Provider
Core OData Services (CDS views) (| podoe
i oot access the SAP S/4HANA Business l”““ ki 2ot
[ SAEGaldey Data via SAP Gateway.
J
See page 22 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,
https://kupdf.net/download/sap-fiori-ux-architecture-for-
s4h_5908c09edc0d60825d959e7a_pdf
‘285 Patent
Claim 37
37(a). A method for | The Accused Instrumentalities operate as a method that allows the user to access a set of applications that
providing secure provide and show relevant information on any platform (e.g., Windows computer, apple computer, android
user-centric mobile device, web browser interface, etc.) used.
information via a
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plurality of user
platforms operated by
a user, the method
comprising:

C M 23 help.sap.com/docs/SAP_FIORI_OVERVIEW/a3a20aacd 1484c8a976f71054a3bf860/d88d371a%aa54fb89fe19a16d8eb527b.html T e} i

w Help Portal (Documentation) Browse by Product SAP Learning Journeys What's New
12 17 K« 'y Favorite 66¢ Download PDF o< Share
v SAP Fiori Overview SAP Fio ipps are platform jependent web apps built with SAPUIS for mobile and |
v Explore SAP Fiori 1 L 4 S|
AP Flo Concertand Desien SAP Fiori apps are available for different lines of business, industries, and SAP products. They are available

V for on-premise or cloud deployments and different SAP roles. SAP Fiori apps may be released for mobile

devices and can then be consumed using a mobile browser, using SAP Fiori Client, or, as packaged apps,
using the SAP Cloud Platform Mobile Services. The SAP Fiori launchpad is the central entry hub to acce

SAP Fiori Apps Reference Library

Explore SAP Fiori Apps With Innovation
P Eiori ar
Discovery AP F p

SAP Fiori Apps Recommendations Report . . . X X e . .
In addition to SAP Fiori apps built with SAPUIS5, there are classic applications using different Ul

SAbTeadinEsseneck 2.8 technologies, such as Web Dynpro or SAP GUI. With SAP Fiori 2.0, these classic applications share a
SAP Innovation and Optimization Pathfinder harmonized theme with the SAP Fiori apps but they still do not fulfill all of the criteria of SAP Fiori apps. The
SAP Fiori Lighthouse Scenarios classic applications can be called from the SAP Fiori launchpad and must be configured specifically.

Best Practices Explorer

The following types of SAP Fiori apps exist:
> SAP Fiori Technology

> Plan Your SAP Fiori Implementation Project = Transactional apps and object pages

> Setup and Configure SAP Fiori Transactional anos let vou perform transactional tasks. such as creating a leave reauest for an
See SAP Fiori Overview,

https://help.sap.com/docs/SAP_FIORI_OVERVIEW/a3a20aacd1484c¢8a976f
71054a3b1860/d88d371a9aa54tb89fe19a16d8eb527b.html or

https://help.sap.com/http.sve/pdfdownload?id=6130453437781116 or

https://help.sap.com/docs/SAP_FIORI OVERVIEW/a3a20aacd1484c8a976f
71054a3bf860?locale=en-
US&state=PRODUCTION&version=5_OVERVIEW
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As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

37(b). A)
Implementing a
channel grid
framework including
a matrix of a plurality
of channels through
which the user
receives and/or
interacts with, via the
plurality of user
platforms, respective
portions of the secure
user-centric
information, wherein
implementing the
plurality of channels
comprises
synchronizing
functions and features
of one or more of the
plurality of channels
across two or more of
the plurality of user
platforms deploying
the secure user-
centric information to
two or more of the
plurality of user
platforms;

The Accused Instrumentalities contain a channel grid framework (SAP Fiori ) implemented for the user.
The channel grid framework includes application maintained in a matrix. The Accused Instrumentalities
include SAP Fiori, which allows users to access the applications on different devices. The Accused
Instrumentalities synchronize data that is contained within SAP Fiori between different platforms.

As shown by the excerpts below, SAP Fiori is a matrix of tiles and links that display and launch the
corresponding apps on the Launchpad. Each of the links is a secure user-centric channel associated with an
application, and that user’s data can be sent to be displayed, and the user can interact with it.
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w Fiori for Web Design Guidelines Search Q,

Intro Responsiveness Components Behavior and Interaction Resources

Responsiveness

The SAP Fiori launchpad home page is fully responsive. For smaller screens, the tiles are smaller so that at least two tiles can be
always be shown side by side.

iy Sales Overview My Inbox My Sillers. Cvervitw My Inbo My Timesheet Lunch Men
Fitaie i v My Ind ¥ Timeshee Lunch Menu
5] 13 | ~ L]
2 = & 13 10 H
Sales Order
Sales Order
Manage Saks Track Sales Orsars
Orders watigor!
Manage Sales Track Sales Orders Predicted Delivery Quotatian
Orders pvasicioet Delay Conversion Rate
n
P e 1
[469, | @

173

Sales Commissions and Incentives

Sales Commissions and incentives
Danra Moore

Darina Moare Display Business Volume Display Settiement Extend Condition

Calendars Contr

$® 5. -u=ll

See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,

https://experience.sap.com/fiori-design-web/home-page/
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w Fiori for Web Design Guidelines Search Q

Intro Responsiveness Components Behavior and Interaction Resources

Components »

Tiles )
manage sales Confirmed sales Predictad Detiery
Order » o

The til

1t. They are similar to large icons and have a

rectangular shape.

The launchpad home page comes with a predefined set of groups and tiles. Howewver, the user can

also personalize the launchpad home page to reflect their individual roles by choosing from a wide
range of ready-to-use tiles from the app finder.

Tiles differ in the content they display. They can contain an icon, a title, some informative text,
numbers, and charts. The information that is shown depends on the function of the tile or app.

The number of tiles visible on a page depends on the screen resolution. The tiles are placed below
each other and are resized for smaller screens.

Links & Saless Order Fulliment Rszive Biling Bisck
Links are a different visual representation of a tile and always look the
same: they consist of a title and an optional subtitle Links

Links are collected in a dedicated area below the tiles area within
each group. As with tiles, the user can modify the order of the links at any
time.

Links are displayed inline, one after the other. It there is not enough space
for the full link at the end of a row, the entire link moves to the next row.
Links never break between rows.

See SAP Fiori Launchpad Home Page, Updated on April 17, 2023,

https://experience.sap.com/fiori-design-web/home-page/

The Accused Instrumentalities allow the data (including relating to any work done or changes made by the
user) to be saved automatically, which also means that this data is accessible at any point in time on any
device used by the user.
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Modern, internet-educated User Experience
Highly responsive
Start now — save incomplete — continue later
Keep working — data is saved automatically and

I asynchronously
No data loss due to connectivity disruption or session
time-out
stateless \ T / Start on one device — continue on other device
"d-;ta sy protocol\ """ l / """"""" Start now — let someone else continue later
Collaborate now with others on same task/document
: Data is stored “in the cloud”
Consequence for Fiori Architecture

Data must be stored in a central location
Not tied to device
Not tied to session
Not tied to user

© 2016 SAP SE or an SAP affiliate company. All rights reserved Public

See page 6 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢7a_pdf
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2% technicalgyanguru.com/personalizing-your-sap-fiori-experience-a-guide-to-fiori-launchpad-user-personalization/

Personalization Beyond the Launchpad

« My Inbox and Fiori Elements:
o Fieri Launchpad User Personalization extends to applications like My Inbox, allowing users to tailor their task lists and interfaces.

o Personalizing Fiori Elements ensures that applications provide a user-centric experience, aligning with specific needs.

tion Across Devices:

Conclusion: Empowering Users for a Productive Experience

Unlocking Data Brilliance: A Deep Dive into SAP Fiori Elements Navigating the Data Horizon: Unveiling SAP Data Intelligence for
for Embedded List Reports Multi-Cloud Data Governance

See Personalizing Your SAP Fiori Experience: A Guide to Fiori Launchpad User Personalization, dated
December 8, 2023, https://technicalgyanguru.com/personalizing-your-sap-fiori-experience-a-guide-to-fiori-
launchpad-user-personalization/

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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37(c). B) establishing
a user profile
identifying user
preferences, platform
identities, and service
support instructions
that determine how
the secure user-
centric information
behaves on at least
one platform of the
plurality of user
platforms;

The Accused Instrumentalities establish a user profile preference so that the user can specify his preferences,
platform identities and service support instructions when setting up his user profile. The Accused
Instrumentalities have instructions that specify how the secure user-centric channel behaves on a second
platform because the Accused Instrumentalities include code instructions allowing the user to have the same
or personalized experience (such as same design) across all the devices he is using.

The following excerpts show that the Accused Instrumentalities provide a seamless experience across the
different platforms that are used by the user, based on his user profile (including role in an organization etc.)
The Accused Instrumentalities use instructions specific to that platform to determine how it operates when
used.

SAP Fiori Design Principles

There are five design principles for SAP Fiori UI5. These principles make SAP Fiori simple
and decompose the different transactions into simple task based UI applications.

« Role-Based - SAP has decomposed various SAP transactions and changed them
into beautiful user interactive applications that show only most relevant information
to the users.

« Responsiveness - When SAP Fiori is combined with the power of SAP HANA, it
provides an unmatched application response and query executions time.

« Simple - To make SAP Fiori simple to match the user demand, SAP has designed
it as a 1-1-3 scenario. This means 1 user, 1 use case and 3 screens.

¢ Seamless Experience - SAP has provided all the Fiori apps based on the same
language and it does not matter on the deployment and platform.

e Delightful — SAP Fiori was designed to work with ECC 6.0 to make it easy for the
users and to deploy on the existing SAP system.

— Page 2-3 of SAP Fiori tutorialspoint, https://pdfcoffee.com/sap-fiori-pdf-free.html.
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SAP Fiori Architecture

SAP Fiori launchpad - User Assignment and /

\ Z S 1
o
‘ Seas User is granted
chpa I -
mer] At B e y
| e ' 1
contains = - ;
L e 4 A : !
-g a P rasalves = :
v #Is‘aﬂs ]
' |
25 v ] :
Sl U2 Launc  Abp :
Serv : i :
mes| has : :
Mode! Provider | - App-specific i
E d OData Service i
=il i has Authorization Dafaults <—) i
I 1
: = e S ne '
. : StartAuthorizaion. - - oo =
= -
e v
' ) PFCG Role
| N— efers fo
£ i Authorization Defaults <=2 F Lt
= E | 5. Dats Provider : fﬂaﬁk—El’uﬂ .
-
6 ——
= Business Logic —— : $
‘Authorizations. Cddemmines

@ 2016 SAP SE or an SAP affiliate company. All rights reserved

See page 21 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August

2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf

67




SAP Fiori Architecture
SAP Fiori launchpad - Content Model for ABAP platform

e Transaction PFCG
Assign groups and catalogs to roles
Roles are the means to assign catalogs and their apps to users
=1 .\ SAP Fiori launchpad designer (FLPD
PFCG . iori launchpad designer ( )
J‘x Content can be configured system wide (configuration) or client specific
i U b (customizing):
- FiE Target Mapping: maps navigation intent to concrete (logical
] . - application/target)
“|  Target Tile: used to launch an application from the homepage
Mapping ‘ L :
Catalog: set of applications a user can use and add to his homepage
) Group: predefined set of tiles a user sees on his homepage
:
PR Application

© 2016 SAP SE or an SAP affiliate company. All rights reserved Public

See page 19 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf
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SAP Fiori User Ro
Lines of Busmess

Accounts Payable Employee Sales Representative Purchaser Project Manager & Planner
Accountant Manager (CRM/ SD) J Inventory Accountant Program Manager
Accounts Payable manager Sales Manager Employee * Project Team Member
* Accounts Receivable Internal Sales * Manager Engineer
Accountant Representative (SD) + Strategic Purchaser
Accounts Receivable Marketing Manager
Manager Marketing Executive
* Cash Manager Marketing Expert
Controller Contract Accounts
* G/L Accountant Receivable Manager
* Manager
e tirtiuivsilll ot Management Supply Chain
* Employee
« Senior Executive Maintenance Worker & * Supplier MRP Controller
Planner Supply Planner Quality Engineer
EHS-Production Worker Supply Chain Analyst + Production Planner
EHS-Foreman Transportation Manager Production Worker/Supervisor
Warehouse Manager Recipe Developer
Shipping Specialist Demand Planner

* Product Manager
Data Scientist
ATP Controller
Local Demand Planner

Customer

See page 6 of SAP Fiori UX, App Overviews, December 2014,

https://experience.sap.com/files/SAPFiori_AppOverviews.pdf
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SAP Fiori Architecture
SAP Web IDE - Key Use Cases

Develop new SAP Fiori and SAPUI5 applications
Extend SAP Fiori apps

Develop SAPUI5S mobile hybrid applications
(using Hybrid Application Toolkit plug-in)

Extend the SAP Web IDE with new plug-ins and
SAP Fiori Elements

Seamlessly deploy to run on any device —
automatic rendering for phone, tablet, desktop

Deploy to SAP HANA Cloud Platform,
SAP Mobile Platform or ABAP

© 2016 SAP SE or an SAP affiliate company. All rights reserved

See page 46 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf
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smartphones and Tablets.

SAP Fiori enables multiple device applications that allow users to start a process on their
desktop/laptops and to continue that process on a smartphone or on a tablet. SAP has
developed Fiori Apps based on User interface UIS.

Desktop/Laptops

Tablets

@ﬁmﬁ New User Expereince in Real Time

—

Smart phones

When SAP Fiori is combined with the power of the SAP HANA, it provides an unmatched
application response and query-execution time. SAP Fiori user experience (UX) is used to
provide a personalized and role-based user experience for enterprise-wide engagement across
lines of business.

https://www.tutorialspoint.com/sap_fiori/sap_fiori_introduction.htm#:~:text=S AP%20Fiori%20enables%20
multiple%20device,smartphone%200r%200n%20a%20tablet;

See also — see page 2 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf

71




SAP Fiori Architecture
SAP Fiori launchpad - Architecture

SAP Fiori launchpad is a runtime container
supporting intent-based navigation for

l SAPUI5 Components
Web Dynpro ABAP or SAP GUI apps

(Fi
Bneit Rmndarer | ‘Shel Sarvicas
T ot External URLs
n meme | L s | B |
F=) o [
. It provides platform-independent service APIs with adapters
T i Sy — I for different front-end servers

(ABAP, SAP Enterprise Portal, SAP HANA Cloud Platform)
and local consumption

(Sandbox for testing in SAP Web IDE, mobile offline).

Gateuny farver UTFjomtand Server [ABARRPNCE}

© 2016 SAP SE or an SAP affiliate company. All rights reserved

See page 18 of SAP Fiori User Experience — SAP S/4AHANA — Version 4.1 — August 2016,
kupdf.net sap-fiori-ux-architecture-for-s4h.pdf

While this element is literally met, to the extent that Defendant contends that this element is not literally met,
it is at least met under DOE. Specifically, the Accused Instrumentalities perform the same function as this
claim element because they maintain profiles for users that allow for customization for the particular user,
and this customization includes information about the user, information about the platform the user is using,
and information about the applications being used by the user is intended to behave for that user. The
Accused Instrumentalities perform this function in the same way because they store data about the user in
the user profile that and be accessed between platforms. This has the same result because the user profile
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can be used to set up the Accused Instrumentalities in the manner specified, including how the applications
behave for the user.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

37(d). C) receiving,
from at least one user
platform of the
plurality of user
platforms, a user
identity for the user
and a platform
identity for the at
least one user
platform;

The Accused Instrumentalities receive login requests, including user and platform information initiated from
a platform to authenticate the user and the platform. As shown below, there are multiple authentication
methods, which include receiving user and platform data from the initiating platform, including (1)
Kerberos/SPNEGO, (2) SAP Logon Tickets, and (3) X. 509 Certificates. Each of these allows for the
authentication of a user and the first platform. — See page 64 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-
fiori-pdf-free.pdf

https://www.tutorialspoint.com/sap_fiori/sap_fiori_security.htm

The following demonstrates that the Accused Instrumentalities authenticate the user and platform, which can
be done differently as required or desired for the particular installation. These will authenticate the user and
the platform that they are using.
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Authentication Methods

While launching SAP Fiori app, the request is sent from the client to the ABAP front-end
server by the SAP Fiori Launchpad wvia Web Dispatcher. ABAP front-end server
authenticates the user when this request is sent. To authenticate the user, the ABAF front-
end server uses the authentication and single sign-on (550) mechanisms provided by SAP
MetWeaver. The mechanism mentioned below can be used for authentication:

1. SPENGO /KEREEROS

SPMEGO is used when a cient application wants to authenticate to a remote server, but
neither end is sure what authentication protocols the other supports. The pseudo-
mechanism uses a protocol to determine what common GS5AP1 mechanisms are available,
selects one and then dispatches all further security operations to it. This can help
organizations deploy new security mechanisms in a phased manner.

2. SAP Logon Tickets

SAP Logon Tickets represent user credentials in SAP systems. When enabled, users can
access multiple SAP applications and services through SAPgui and web browsers without
further usermmame and password inputs from the user. SAP Logon Tickets can also be a
vehicle for enabling single sign-on across SAP boundaries; in some cases, logon tickets
can be used to authenticate into third party applications such as Microsoft-based web
applications.

3. X.509 Certificates

An X.509 certificate contains information about the identity to which a certificate is issued
and the identity that issued it. Many of the certificates that people refer to as Secure
Sockets Layer (SS5L) certificates are in fact X.509 certificates.

(1) Kerberos/SPNEGO

“The SAP Single Sign-On product offers support for Kerberos/SPNEGO. [Users] can use Kerberos
authentication tokens to easily implement a single sign-on solution for user’s SAP systems. This . . . provides
a considerable simplification to [users’] authentication processes. Using Kerberos technology via . . .
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SPNEGO, a trust relationship is established between the user’s front end (SAP GUI for Windows or a web
browser, for example) and the back-end Application Server ABAP or Java.

[Users’] log in once when they start their computers by signing on to their Windows domain. Any subsequent
authentication processes are left to a Kerberos token mechanism provided by SAP Single Sign-On and based
on Microsoft Active Directory. No additional server is required in this scenario. Working on the front-end
software, the user experiences streamlined, easy accessibility.”

https://community.sap.com/t5/technology-blogs-by-sap/sap-single-sign-on-authenticate-with-kerberos-
spnego/ba-p/13321445

Single Sign-On Based on Kerberos / SPNEGO

(Z) Start S&F GUI or Browser

Client
SAP GUI, NWEC, RFC |
Cilents,

@ User Desktop
2 DIAG, RFC (SNC) SAP NetWeaver
AS ABAP
Windaows Kerberos HTTPS (SPNEGO) 3
Authentication | Token :iJ J|
HTTPS {SPNEGO) SAP NetWeaver
> AS Java

:.ﬁ.j Single Sign-On a_nd _
Secure Communication

© 2015 8MAF SE or an SAF afliliate comaany. All nghts resemed,

https://community.sap.com/t5/technology-blogs-by-sap/sap-single-sign-on-authenticate-with-kerberos-
spnego/ba-p/13321445
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(2) SAP Logon Tickets - https://www.tutorialspoint.com/sap_security/sap_security logon_tickets.htm

“[T]he digitally signed SAP logon tickets [can be] configure[d] with a Single Sign-On to access integrated
applications in a SAP environment. [A portal can be configured] to issue SAP logon tickets to the users and
the users need to authenticate this system for initial access. When SAP logon tickets are issued to users they
are saved in web browsers and allows the user[s] to login to different systems with use of SSO.”

Logon Ticketsg

For user authentication to multiple systems, SAP Net\Weaver enables you to configure the use of logon tickets. You can use logon tickets to provide and administer user authentication based on cookie technology for complex system landscapes

For an overview of the authentication process when using logen tickets, see the figure below.

'Workflow — CRM
- Sl
>
-
b4
1 S i -
- il Groupware

w
Logon Ticket

https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-
us/43/9d7bb1e08021b5e10000000a1553f6/content.htm?no_cache=true

(3) X.509 Client Certificates -
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“As an alternative to authenticating with a user ID and passwords, users can present X.509 client certificates
for accessing SAP and non-SAP systems. In this case, user authentication takes place using the underlying
Secure Sockets Layer (SSL) protocol and users do not need to interactively enter a password for logon. “

“Authentication with X.509 Certificates makes use of a Public Key Infrastructure (PKI) to securely
authenticate users. After users receive their X.509 certificates from a certificate issuing Certification
Authority (CA), they can use them to securely access SAP NetWeaver, as well as non-SAP systems. The
SAP NetWeaver and the non-SAP system can authorize access requests, based on an established trust
relationship with the CA.

In addition, users can use their X.509 certificates to authenticate their access to systems located on the
Internet and within the company Intranet. Thereby, the certificates for authentication can be used in open
environments such as the Internet.”

https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-
us/43/9d7bb1e08021b5e10000000a1553f6/content.htm?no_cache=true

X.509 Client Certificates®s

As an afternative to authenticating with a user ID and passwords, users can present X.509 client certificates for accessing Web applications In this case. user authentication takes place using the underlying Secure Sockets Layer (SSL) protocol and users do net need to interactively enter a password for logon

>N T’UStR
elafio,,s .
hi
HIHT g™
Certification Authority
(CA)
e 'y | L
Issues ,!."
X509 Certificate /  —
&':' = E
g Internet -
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https://help.sap.com/doc/saphelp nw73ehpl/7.31.19/en-

us/43/9d7bb1e08021b5e10000000a1553f6/content.htm?no_cache=true

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

37(e). D)
authenticating the
user and the at least
one user platform to
receive the secure
user-centric
information based at
least in part on the
user identity and the
platform identity; and

The Accused Instrumentalities authenticate the user and his second platform so that the user can receive the

secure user-centric channel information based on the user identity and platform identity.

The following describes how the architecture for the Accused Instrumentalities includes authentication of
users and different platforms.

SAP Fiori Architecture

- General

Network and Reverse Proxy Setup

Authentication
User Management

Authorization

System Hardening (Securing Trusted RFC connection)

ny. All rights reserved
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See page 39 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf

There are multiple authentication methods, which include receiving user and platform data from the
initiating platform, including (1) Kerberos/SPNEGO, (2) SAP Logon Tickets, and (3) X. 509 Certificates.
Each of these allows for the authentication of a user and the first platform. —

See page 64 of SAP Fiori tutorialspoint, pdfcoffee.com_sap-fiori-pdf-free.pdf

SAP Fiori Architecture

Use Case 0: Form-based Initial Authentication

Use Case 1: SSO via SAML 2.0 (recommended - please refer to illustration below)
Use Case 2: SSO via SPNego / Kerberos

Use Case 3: SSO via Logon Ticket
Use Case 4: SSO via X.509 certificate

SAP
Reverse SAP i
Proxy Gateway i SMéI-GI;NA SARHANA

mﬁ”;
A typical use case is for customers to access one or more SAP Fiori apps from the public internet. In this case, single sign-on can be implemented using SAML 2.0
based authentication in conjunction with IdP {Identity Provider) software such as Ping Federate or Microsoft's Active Directory Federation Service (AD FS).

[sitarmttiih st
v

® 2016 SAP SE or an SAP affiliate company. All rights reserved i 3 Public
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See page 40 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.1, August
2016,

https://kupdf.net/download/sap-fiori-ux-architecture-for-s4h 5908c09edc0d60825d959¢e7a pdf

ﬂ tutorlqlspomt 'dg Category ~ \: Search tutorials, courses and ebooks... Bl l

Back-end server in Fiori Data flow

sad SAP FIORI

Absolute Beginners

® Back End server contains SAP Business suite 7 for key applications like ERP, CRM, SRM, SCM, etc.
e [t contains application data and used for customization of applications.
e This system contains 2 OData classes —

SAP Fiori Tutorial
o Model Provider

SAP Fiori - Home ® Data Provider

® To access Back end system, application users created on Front-end server should have an authorization

SAP Fiori - Introduction S_RFCACL. This authorization should be a ned to the users in Businass suite,

SAP Fiori - Architecture Frontend Server Backend Server

SAP Fiori - NetWeaver Gateway

| Current User ,— + Current User

SAP Fiori - Installation = | Trusted RFQ *
Q App User | ! | D App User !7
SAP Fiori - Launchpad Roles | [ S_RFcAcL

SAP Fiori - OData Services Same User ID
In both systems

SAP Fiori - Transactional Apps ) ) _ ) -
bR The connection between front-end server to back-end server must be trusted RFC connection. It means same ID

is authenticated to back-end system without entering the password. As mentioned earlier, the user Id should

SAP Fiori - Fact Sheets have S_RFCACL authorization for trusted logon.

SAP Fiori - Analytical Apps A User should have UI roles assigned in Front-end server and back-end roles in back-end server.

SAP Fiori - Quick Guide,

https://www.tutorialspoint.com/sap fiori/sap fiori quick guide.htm
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[
SAP Fiori App 4 /6 - 125% + G &

Support for multiple devices and form factors
o Maximize usability using a desktop PC, tablet, or smartphone
Central Access via SAP Fiori launchpad
o Access your SAP Fiori apps from a central launchpad (navigation,
personalization, support, and configuration
Role-based authentication and authorization
o Harness role-based single sign-on (SSO) mechanisms for secure access
Secure provisioning and consumption of data
o Provide access to business logic (sap back-end system) data via OData services

‘SAP Fiori Client

Any Browser

=

Flori Frontend Server
(SAP Fiori Cloud or On Premise)

See SAP Fiori App “A Skyscend Whitepaper,”

https://f.hubspotusercontent40.net/hubfs/7223092/SAP%20Fiori%20App%20(1).pdf

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

37(%). E) if the user
and the at least one
user platform are

authenticated in C),

The Accused Instrumentalities, following the user and device authentication, transmit all relevant
information, which is accessible to the user via the app(s) available through SAP Fiori. The authorization is
based on the user’s access rights corresponding to the user identity and platform identity, as shown by the
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transmitting to the at
least one user
platform first
authenticated channel
information relating
to at least one
authorized channel of
the plurality of
channels
implemented in

A), based at least in
part on information
access rights and/or
security protocols
respectively
associated with the
corresponding
plurality of channels,
the user, and the at
least one user
platform, wherein at
least a portion of the
first authenticated
channel information
to be transmitted to
the at least one user
platform is selected
based at least in part
on the user profile
and is transmitted to
the at least one user
platform without
being requested by

excerpt below. The information transmitted for the applications in the Accused Instrumentalities sis based
on the user’s profile information and automatically generated when the user logs into the system.

SAP Fiori Architecture
SAP Fiori launchpad -

‘ seas U?:r is grantad
' | —
[ .
S I s 3 [__Auth. ]
1 1 Profile
¥
antains.
w2

Front-End
Server

ranal i
ol has - e i
ovide K U App-specific !
d | | OData Service i
- | refers i I
_______ \ / I has Authorization Defaults <— i
cals ¥ ; !
: + Start Authorization - -~~~ !
i delarmines
- -
L
.
ciez10 PFCG Role
° { ul
S E s (Back-End)
& g Authorization
<D e - - - - ! Profile
T (N +*
m Business T ——
Authorizations. detarmines

© 2016 SAP SE or an SAP affiliate company. All rights reserved

See also page 21 of SAP Fiori User Experience — SAP S/4AHANA — Version 4.1 — August 2016
kupdf.net sap-fiori-ux-architecture-for-s4h.pdf

The user will have therefore access to all relevant information via the application(s) through SAP Fiori
without having to submit any requests; such information is provided according to the user’s access rights
corresponding to the user identity and platform identity.
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the user, wherein the
transmission of the
first authenticated
channel information
to the at least one
user platform is based
in part on a bi-
directional
interrogation of the at
least one authorized
channel, wherein the
bi-directional
interrogation
comprises the at least
one authorized
channel interrogating
an identity
management server,
and wherein the bi-
directional
interrogation further
comprises the identity
management server
and a web services
gateway interrogating
the at least one
authorized channel,
wherein the web
services gateway is a
tool through which
the channel grid
framework interacts

SAP Fiori Architecture
SAP Fiori launchpad -

Front-End
Server

Authorization Defaults «+—

2 <oz 10 PFCG Role
Authorization Dafaults <+—— (Back-End]

Authorization
‘Starl Authorization ~---— - Praofile

Business e
Authorizations.

 Data Provider

cals

Back-End
System

detarmines

@ 2016 SAP SE or an SAP affiliate company. All rights reserved

Public

See page 21 of SAP Fiori User Experience — SAP S/4AHANA — Version 4.1 — August 2016
kupdf.net sap-fiori-ux-architecture-for-s4h.pdf

The Accused Instrumentalities receive relevant user information via applications accessible to the users
through SAP Fiori is based in part on an exchange of queries of the authorized apps. The exchange of queries
involves components used by the authorized app(s) interrogating the identity management server (which
manages and control the user’s identity and access privileges) and a web service gateway (which manages and
facilitates communication between the user and backend services) interrogating the authorized app(s), wherein
the web services gateway is a tool through which the channel grid framework or the Launchpad interacts with
the identity management server. The Accused Products include applications that can bidirectionally
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with the identity
management server.

interrogate the identity management server that determines what and if the user centric information should be
sent. The identity management server can be any component used to establish the identity of the user.

The following excerpt shows that “SAP Netweaver Gateway” is an example of a web services gateway,
which facilitates communication between users’ platforms and SAP systems.

&« C m E-llcommunity.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData

Glossary

= IDoc - IDoc is a popular data structure by SAP which is primarily used to exchange
business/transaction data between SAP and external systems electronically (Official
Documentation - IDoc Interface/ALE - SAP Library)

« BAPI/Remote-enabled Function Module - Interfaces developed with in SAP which can be
triggered from a external system or with in SAP

« (Official Documentation - SAP Library, RFC Interface - Connectivity - SAP Library)

« SAPRouter - SAProuter is an SAP program that acts as an intermediate station (proxy) ina
network connection between SAP systems, or between SAP systems and external networks
(Official Documentation - What is SAProuter? - SAProuter - SAP Library )

+ SAP NetWeaver - SAP Netweaver refers te open technelogy platform that offers a
comprehensive set of technologies for running mission-critical business applications and
integrating people, processes, and information (More details -
http://scn.sap.com/community/netweaver)

« SAP Netweaver Gateway - SAP Gateway is a framework that connects business users to SAP
systems using consumer technologies, groupware, and mobile devices and is based on open
standards (such as the Atom Publishing Protocol and OData) that offer simple services based
on the REST principle (Official Documentation - SAP Gateway 2.0 — SAP Help Portal Page )

¥ ogpesy

https://community.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData

The excerpt below shows the use of the “SAP Identity Management Identity Center.”
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11 Technical System Landscape

SAF |dentity Management Logon Help requires a system landscape with a Microsoft Windows domain and SAP
Identity Management Identity Center.

Logon Help communicates with SAP Identity Management |dentity Center to get the required information to
enable password reset for users of Microsoft Windows.

& Browser Set Security Answers

re HTTPS

Windows

Logon
8 Request Password Reset
R rity Answers
v curity Answers
Password
Identity Identity Center
~Store
Provision New Password
Log On to Windows Domain Windows
Domain

Controller

Legon Help for SAP Identity Management Implementation Gulde
Logon Help for SAP Id y M Implementation Guide PUBLIC 3

https://help.sap.com/doc/4ae71914a84949e¢1a038001262d113da/8.0/enUS/10102661ftbab16b4493593160cd07f
74745f pdf
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As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

€285 Patent
Claim 38

38(a). The method of
claim 37, wherein:
the method further
comprises
establishing the user
profile as part of an
authentication
directory including a
plurality of user
accounts, a plurality
of device accounts,
and a plurality of
application accounts;
and

See Claim 37, Claim 5, Claim 6, Claim 7, and Claim 10.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

38(b). C) comprises
authenticating the
user and the at least
one user platform
based at least in part
on the plurality of
user accounts and the
plurality of device
accounts included in
the authentication
directory; and the
method further
comprises

See Claim 37, Claim 5, Claim 6, Claim 7, and Claim 10.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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authenticating
specific ones of the
plurality of channels
based at least in part
on the plurality of
application accounts
included in the
authentication
directory.

€285 Patent
Claim 39

39(a). The method of
claim 38, wherein:

at least one user
account of the
plurality of user
accounts includes at
least one entry
comprising at least
one of: a user name; a
user password; a user
email; a user
mailstop; a user
telephone number; a
user mobile number;
a user building; a user
campus; and at least
one user group; and

See Claim 38.

The following excerpts show the username, email and service displayed in a Fiori user account and any
additional settings useful to the user.
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C @ % userappssupportsap.com/sap/support/knowledge/en/3256114 T Im}

3256114 - How to change the username displayed in User Account in Fiori
Launchpad

, Symptom

You would like to change the name displayed in the User settings in Fiori

8 Sample Name

| Environment

< AP Fiori - All versions

https://userapps.support.sap.com/sap/support/knowledge/en/3256114
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G [ &5  help.sap.com/docs/btp/sap-fiori-launchpad-for-sap-btp/managing-your-settings

w Help Portal (Documentation) Browse by Product SAP Learning Journeys What's New Explore SAP

Yy Favorite #or Download PDF o Share

SAP Morning Horizon

£ 17 «
VUTTAUSELNES TAIrT 1 VIEW OT CNdange -
s L Depending on your configuration, there are several tabs that show different settings parameters. The figure shows an example of the theme settings.
O
> O @ Note
> Some settings are read-only and cannot be changed directly in the Settings dialog. You may also not see all the settings; they may either be disabled by your
= Y 8 y E* B y = 'y may Yy
N O administrator or not supported on your platform.
o L]
[l Settings
O / \
| o UserAccount \_ ) sAPtiigh Contrast White (SAP Belize)
Cs AN
[l = Example Administrator
anc okmarks for App |
3 7 Appearance

M
(7) Spaces and Pages
SAP Quartz High Contrast

’ ‘ (

User Activities

) SAP Horizon
Language & Region

English

SAP Quartz o

8 ¢

51 Default Values

|

y PDF has opened in a new tat m Cancel

https://help.sap.com/docs/btp/sap-fiori-launchpad-for-sap-btp/managing-your-settings

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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39(b). in C, the user

is authenticated if the
user identity matches
the at least one entry.

Claim 1, Claim 5, Claim 6, Claim 10, Claim 37, and Claim 38.
The following excerpt shows that the user is authenticated if the user identity matches the entry.

The user will have therefore access to all relevant information via the application(s) through the SAP Fiori ;
such information is provided according to the user’s access rights corresponding to the user identity and
platform identity.

SAP Fiori Architecture
SAP Fiori launchpad - User Assignment and Authorizations of Content (on premise)

5885 is granted

User a
h 4
___ PFCG Role
, (Front-End) o
wmosf  fehowe (U otana _ et [ Authorization | ([ Aufh:

Front-End
Server

______ App-specific
=S OData Service

~ L —.... -

=y
TR

g es| 0 Business - ——
Authorizations delermines

Back-End
System

2017 SAP SE or an SAP afilate camparny. Al rights reserved. | PUBLIC Tris presertation and SAP's skakegy and passitie fukre develooments we subject ¥a change and may be changed by SAP at any time for any reason withaut nofios. This document is prenvided withoul a saranty of any kind 23
ther express ar imgiied. induding 0, e implied ness for a parscular pumose, ot non-irkngeent

See page 23 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.3, October
2017,

See also page 21 of SAP Fiori User Experience — SAP S/4AHANA — Version 4.1 — August 2016
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As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

€285 Patent
Claim 40

40(a). The method of
claim 39, wherein:

at least one device
account of the
plurality of device
accounts includes at
least one entry
comprising at least
one of: a device
name; a device type;
a device
manufacturer; a
device model
number; a device
serial number; a
device IP address; a
device location; a
device user; and a
device password; and

Claim 1, Claim 5, Claim 6, Claim 10, Claim 37, Claim 38, and Claim 39.

Further, the following excerpts below show that the user can select “which device types [the user] want the
application to be displayed/available.”

C @ = userappssupportsap.com/sap/support/knowledge/en/2699994 P I

7 SAP Knowledge Bass Arlicle - Freview

2699994 - How does the Fiori Launchpad determine the device type while
rendering applications?

| Symptom
While configuring a target mapping on Fieri Launchpad Designer, you would need to select on which device types you want the application to be displayed/available.
So, you would like to know how the Fiori Launchpad determines the device type while rendering the applications.

For example. when you are using Fiori Launchipad on MIcrosoft SUITACe, yoU want to know It would be considered as Desktop of Tablet

| Environment
SAP Fiori Launchpad

| Product

SAP Fiori all versions

| Keywords
mobile, tablet, desktop. device types. navigation, start_up , KBA , CA-FLP-FE-COR . SAP Fiori Launchpad Frontend Core and Services , CA-UIS-COR , Core and Runtime , How To

| About this page

This is a preview of a SAP Knowledge Base Article. Click more to access the full version on SAP for Me (Login required).
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https://userapps.support.sap.com/sap/support/knowledge/en/2699994

C [ help.sap.com/doc/saphel 3ehp1/7.31.19/en-US/1a/f0a13f145044085f50802 1 t.htm?no_cache=true ¢ n] &
Show TOC

Use
The device group mechanism relies on the following three entities:

« Device groups
- Device types
« User agents

A device group Is an object that contains one or more user agent definitions. The portal provides three predefined device groups: Deskion , Smariphone, and Tablet . Each device group is provided by default with its own user agent definitions. You can create new device groups or modify the predefined device groups if
needed.

You can use device groups in a rule collection to determine which desktop to display at runtime for all user agents that match a specific device group. For more information, see Configuring Desktop Display Rules for Mobile D

The portal provides three predefined device types: Deskiop , Smertphone , and Tablef . By default, each device type is associated with a predefined device group. Each device group must be associated wiith a single device type, but multiple device groups can be associated with the same device type
Device types cannot be modified, and you cannot add or remove them. However, you can specify which device groups they are associated with

You can use device types in a rule collection to determine which desktop to display at runtime for user agents that match a device group with the specified type. Using device types (instead of device groups) in a rule collection enables you to assign the same desktop to more than one device group (of the same type) using ¢
single IF statement. For more information, see Configuring Desktop Display Rules for Mobile Dev

You can also use device types if you need o refer to a static value in a custom-developed application, to enable specific behavior based on the type of device being used to access the portal
User Agents

Auser agentis the string sent by the device or browser that is used o access SAP NetiWeaver Portal. The portal enables you to group different types of end user access devices by adding their user agent definitions to device groups. A user agent definition defines an access device, either by an explicit sting, such as
11a/5.@ (Linux; U; Android 2.3.4; fr-fr; HTC De:

re Build/RI122) ApplenebKit/533.1 (KHTHL, like Gecka) Version/4.@ Hobile Safari/$33.1,or by using regular expression syntax For example, the regular expression Android 2\. matches both Android 2.3.4 and Android 2.3.5

https://help.sap.com/doc/saphelp nw73ehpl/7.31.19/en-
US/1a/f0a13f145044089f5080218fd0d105/content.htm?no_cache=true
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Use
The portal can be accessed by different devices, such as a desklop computer or a smartphone. Device groups enable you to display different partal deskiops, with a cusiomized appearance and behavior, depending on the device being used to access the portal,
A device group is an object that contains one or more user agent definitions. A user agent’s a string, sent by the browser to the server, whiich contains information about the device or browser that is being used to access SAP NetWeaver Portal
The partal enables you to add user agent definitions ta device groups. Every device group must be associated with a device type. The portal comes with a fixed sst of predefined device types: Deskiop , Smartphone , and Tablet
By configuring device groups according to the required user agents, you ensure that the portal appearance and behavior matches the device or browser in use
1 Note

Instead of using the device group mechanism, you can alse configure a URL alias that displays the mobile deskiop. For more information, see Defining URL Aliases

More Information

p Display Rules for Mobile Devices

https://help.sap.com/doc/saphelp_nw73ehpl/7.31.19/en-
US/10/e3c¢923864d48e8bclb6aef4ad7cebc/content.htm?loaded from_frameset=true

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

40(b).

in C, the user
platform is
authenticated if the
platform identity
matches the at least
one entry.

Claim 1, Claim 5, Claim 6, Claim 10, Claim 37, Claim 38, and Claim 39.

The following excerpt (cited previously in other claims) shows that the user is authenticated if the platform
identity matches the entry.

The user will have therefore access to all relevant information via the application(s) through SAP Fiori ;
such information is provided according to the user’s access rights corresponding to the user identity and
platform identity.
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SAP Fiori Architecture
SAP Fiori launchpad - User Assignment and Authorizations of Content (on premise)

5885 m is granted

UI2 Launchpad
OData Service

Front-End
Server

App-specific
&l OData Service

Back-End
System
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See page 23 of SAP Fiori User Experience — SAP S/4AHANA Architecture Deep Dive, Version 4.3, October
2017,

See also page 21 of SAP Fiori User Experience — SAP S/4AHANA — Version 4.1 — August 2016
kupdf.net_sap-fiori-ux-architecture-for-s4h.pdf
As described above, this element’s functions may be performed through software in the Accused

Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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€285 Patent
Claim 42

42(a). At least one
non-transitory
computer readable
storage medium
storing processor-
executable
instructions that,
when executed by at
least one processor,
perform a method for
providing secure
user-centric
information via a
plurality of user
platforms operated by
a user, the method
comprising:

The Accused Instrumentalities include a non-transitory computer readable media with computer readable
instructions because they are applications stored on non-transitory mediums, such as hard drives, both by
SAP and the customers of SAP. This software can be stored on one computer system or distributed over
multiple computer systems. When the processor carries out the instructions stored in the computer readable
media, this computer readable media in the Accused Instrumentalities provides secure user-centric
information through the user platforms operated by the user.

The excerpt below shows examples of different platforms operated by a user that provide secure user-centric
information to the user through the Accused Instrumentalities.

Desktop/Laptops

Tablets

H!' Fiori New User Expereince in Real Time

Smart phones

See page 2 of SAP Fiori tutorialspoint (https://pdfcoffee.com/sap-fiori-pdf-free.html).
The following describes how the Accused Instrumentalities host and provide forms through SAP Fiori
application content.
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See SAP Fiori — Installation webpage, (https://www.tutorialspoint.com/sap_fiori/sap fiori installation.htm);
see also
https://help.sap.com/docs/SAP_FIORI_OVERVIEW/9b4ee51ce9d1ed4a9cadd5e6d43c2992ba/260al6bb03a34
316bal7503beec31ccc.html.

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

42(b). A)
Implementing a
channel grid
framework including
a matrix of a plurality
of channels through
which the user
receives and/or
interacts with, via the
plurality of user
platforms, respective
portions of the secure
user-centric
information, wherein
implementing the
plurality of channels
comprises
synchronizing
functions and features
of one or more of the
plurality of channels
across two or more of
the plurality of user
platforms by

See Claim 37, element starting with “Implementing a channel grid framework including a matrix of a
plurality of channels . . .”

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

96




deploying the secure
user-centric
information to two or
more of the plurality
of user platforms;

42(c). B) establishing
a user profile
identifying user
preferences, platform
identities, and service
support instructions
that determine how
the secure user-
centric information
behaves on at least
one platform of the
plurality of user
platforms;

See Claim 37, element starting with “establishing a user profile identifying user preferences . . .”

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

42(d). C) receiving,
from at least one user
platform of the
plurality of user
platforms, a user
identity for the user
and a platform
identity for the at
least one user
platform;

See Claim 37, element starting with “receiving, from at least one user platform of the plurality of user
platforms . . .”

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

42(e). D)
authenticating the
user and the at least
one user platform to

See Claim 37, element starting with “authenticating the user. . .”
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receive the secure
user-centric
information based at
least in part on the
user identity and the
platform identity; and

As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.

42(f). E) if the user
and the at least one
user platform are
authenticated in C),
transmitting to the at
least one user
platform first
authenticated channel
information relating
to at least one
authorized channel of
the plurality of
channels
implemented in

A), based at least in
part on information
access rights and/or
security protocols
respectively
associated with the
corresponding
plurality of channels,
the user, and the at
least one user
platform, wherein at
least a portion of the

See Claim 37, element starting with “if the user and the at least one user platform are authenticated in C). . .”

The Accused Instrumentalities receive relevant user information via applications accessible to the users
through SAP Fiori is based in part on an exchange of queries of the authorized apps. The exchange of queries
involves components used by the authorized app(s) interrogating the identity management server (which
manages and control the user’s identity and access privileges) and a web service gateway (which manages and
facilitates communication between the user and backend services) interrogating the authorized app(s), wherein
the web services gateway is a tool through which the channel grid framework or the Launchpad interacts with
the identity management server. The Accused Products include applications that can bidirectionally
interrogate the identity management server that determines what and if the user centric information should be
sent. The identity management server can be any component used to establish the identity of the user.

The following excerpt shows that “SAP Netweaver Gateway” is an example of a web services gateway,
which facilitates communication between users’ platforms and SAP systems.
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first authenticated
channel information
to be transmitted to
the at least one user
platform is selected
based at least in part
on the user profile
and is transmitted to
the at least one user
platform without
being requested by
the user, wherein the
transmission of the
first authenticated
channel information
to the at least one
user platform is based
in part on a bi-
directional
interrogation of the at
least one authorized
channel, wherein the
bi-directional
interrogation
comprises the at least
one authorized
channel interrogating
an identity
management server,
and wherein the bi-
directional
interrogation further
comprises the identity

< ¢ M C‘l; icommunity.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData

Glossary

« IDoc - IDoc is a popular data structure by SAP which is primarily used to exchange
business/transaction data between SAP and external systems electronically (Official
Documentation - |Doc Interface/ALE - SAP Library)

+ BAPI/Remote-enabled Function Module - Interfaces developed with in SAP which can be
triggered from a external system or with in SAP

+ (Official Documentation - SAP Library , RFC Interface - Connectivity - SAP Library)

+ SAPRouter - SAProuter is an SAP program that acts as an intermediate station (proxy) in a
network connection between SAP systems, or between SAP systems and external networks
(Official Documentation - What is SAProuter? - SAProuter - SAP Library )

« SAP NetWeaver - SAP Netweaver refers to open technology platform that offers a
comprehensive set of technologies for running mission-critical business applications and
integrating people, processes, and information (More details -
http://scn.sap.com/community/netweaver)

« SAP Netweaver Gateway - SAP Gateway is a framework that connects business users to SAP
systems using consumer technologies, groupware, and mobile devices and is based on open
standards (such as the Atom Publishing Protocol and OData) that offer simple services based
on the REST principle (Official Documentation - SAP Gateway 2.0 — SAP Help Portal Page )

https://community.boomi.com/s/article/sapintegrationguide#WebServicesSOAP-RESTOData

The excerpt below shows the use of the “SAP Identity Management Identity Center.”
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management server
and a web services
gateway interrogating
the at least one
authorized channel,
wherein the web
services gateway is a
tool through which
the channel grid
framework interacts
with the identity
management server.

https://help.sap.com/doc/4ae71914a84949e¢1a038001262d113da/8.0/enUS/10102661ftbab16b4493593160cd07f

11 Technical System Landscape

SAF |dentity Management Logon Help requires a system landscape with a Microsoft Windows domain and SAP

Identity Management Identity Center.

Logon Help communicates with SAP Identity Management Identity Center to get the required information to

enable password reset for users of Microsoft Windows.

& Browser Set Security Answers

re HTTPS

Windows

Logon
8 Request Password Reset

-0

Log On to Windows Domain

SAP NetWeaver AS Java

Set Security Answers
security Answers
2w Password

Identity Identity Center
Store

Provision New Password

Windows
Domain

Legon Help for SAP Identity Management Implementation Gulde
Logon Help for SAP Id y M Impls tation Guide

Controller

PUBLIC 3

74745 pdf
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As described above, this element’s functions may be performed through software in the Accused
Instrumentalities. As such, Cyandia reserves the right to supplement its response once Defendants make
source code for the Accused Instrumentalities available for inspection.
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