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I am a Records Request Processor at the Internet Archive. I make this declaration
of my own personal knowledge.

The Internet Archive is a website that provides access to a digital library of Internet
sites and other cultural artifacts in digital form. Like a paper library, we provide
free access to researchers, historians, scholars, and the general public. The Internet
Archive has partnered with and receives support from various institutions,
including the Library of Congress.

The Internet Archive has created a service known as the Wayback Machine. The
Wayback Machine makes it possible to browse more than 450 billion pages stored
in the Internet Archive's web archive. Visitors to the Wayback Machine can search
archives by URL (i.e., a website address). If archived records for a URL are
available, the visitor will be presented with a display of available dates. The visitor
may select one of those dates, and begin browsing an archived version of the Web.
Links on archived files in the Wayback Machine point to other archived files
(whether HTML pages or other file types), if any are found for the URL indicated
by a given link. For instance, the Wayback Machine is designed such that when a
visitor clicks on a hyperlink on an archived page that points to another URL, the
visitor will be served the archived file found for the hyperlink’s URL with the
closest available date to the initial file containing the hyperlink.

The archived data made viewable and browsable by the Wayback Machine is
obtained by use of web archiving software that automatically stores copies of files
available via the Internet, each file preserved as it existed at a particular point in
time.

The Internet Archive assigns a URL on its site to the archived files in the format
http://web.archive.org/web/[ Year in yyyy][Month in mm][Day in dd][Time code in
hh:mm:ss]/[Archived URL] aka an “extended URL”. Thus, the extended URL
http://web.archive.org/web/19970126045828/http://www.archive.org/ would be the
URL for the record of the Internet Archive home page HTML file
(http://www.archive.org/) archived on January 26, 1997 at 4:58 a.m. and 28
seconds (1997/01/26 at 04:58:28). The date indicated by an extended URL applies
to a preserved instance of a file for a given URL, but not necessarily to any other
files linked therein. Thus, in the case of a page constituted by a primary HTML file
and other separate files (e.g., files with images, audio, multimedia, design
elements, or other embedded content) linked within that primary HTML file, the
primary HTML file and the other files will each have their own respective extended
URLSs and may not have been archived on the same dates.

Attached hereto as Exhibit A are true and accurate copies of browser screenshots of
the Internet Archive's records of the archived files for the URLs and the dates
specified in the attached coversheet of each printout.
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7. Attached hereto as Exhibit B are true and accurate copies of printouts of the
Internet Archive’s records of the archived files for the URLs and the dates
specified in the attached coversheet of each printout.
8. Tdeclare under penalty of perjury under the laws of the United States of America
that the foregoing is true and correct.
o1 a o
DATE:  08/29/2024 Nethaniel Frank-VWhite
Nathaniel E Frank-White
Please see attached
All Purpose
Jurat form
for additional
Notary Events
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Abstr:

The Web services support in CICS® Transaction Server Version 3.1 enables your CICS programs to be Web service providers and requesters, CICS
supports a number of specifications including SOAP Version 1.1 and Version 1.2, Web services security (WS-Security) and Web services distributed
transactions (WS-Atomic Transaction).

This IBM® Redbook describes how to configure CICS Web services support for HTTP-based and WebSphere® MQ-based solutions, and
demonstrates how Web services can be used to integrate J2EE™ applications running in WebSphere Application Server with COBOL programs
running in CICS.

It begins with an overview of Web services standards and the Web services support provided by CICS TS V3.1, Complete details for configuring
CICS Web services using both HTTP and WebSphere MQ are provided next, along with the steps for using Web services to connect to CICS from a
service integration bus.

This new version of the book includes a new chapter on basic cryptography concepts and new security scenarios based on the latest WS-Security
support provided by CICS TS V3.1. It shows how CICS Web services can be secured using a combination of WS-Security and transport-level
security mechanisms such as SSL/TLS.

Finally, it demonstrates how atomic Web services transactions can be configured to allow WebSphere and CICS resource updates to be
synchronized.
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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area.
Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product, program, or service that
does not infringe any IBM intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document.
The furnishing of this document does not give you any license to these patents. You can send license
inquiries, in writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION
PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer
of express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may
make improvements and/or changes in the product(s) and/or the program(s) described in this publication at
any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on
the capabilities of non-IBM products should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the
sample programs are written. These examples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or function of these programs.

© Copyright IBM Corp. 2006. All rights reserved. Xi
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Trademarks

The following terms are trademarks of the International Business Machines Corporation in the United States,
other countries, or both:

@server® CICs® Rational®
@server® CICSPlex® Redbooks™
Redbooks (logo) @ ™ DB2® RACF®
developerWorks® IBM® System z™
ibm.com® IMS™ System z@™
Z/0S® MQSeries® Tivoli®
zSeries® MVS™ VTAM®

z9™ 0S/390@® WebSphere®
Candle® Parallel Sysplex®

The following terms are trademarks of other companies:

SAP, and SAP logos are trademarks or registered trademarks of SAP AG in Germany and in several other
countries.

NOW, and the Network Appliance logo are trademarks or registered trademarks of Network Appliance, Inc.
in the U.S. and other countries.

Enterprise JavaBeans, EJB, Java, Java Naming and Directory Interface, JavaBeans, JavaServer, JDBC,
JDK, JSP, JVM, J2EE, Sun, Sun Microsystems, and all Java-based trademarks are trademarks of Sun
Microsystems, Inc. in the United States, other countries, or both.

Internet Explorer, Microsoft, Windows, and the Windows logo are trademarks of Microsoft Corporation in the
United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other company, product, or service names may be trademarks or service marks of others.
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Preface

Today more and more companies are embracing the principles of on demand
business by integrating business processes end-to-end across the company and
with key partners, enabling them to respond flexibly and rapidly to new
circumstances. The move to an on demand business environment requires
technical transformation, moving the focus from discrete applications to
connected, interdependent information technology components.

Open standards such as Web services enable these components to be hosted in
the environments most appropriate to their requirements, while still being able to
interact easily — independent of hardware, run-time environment, and
programming language.

The Web services support in CICS® Transaction Server Version 3.1 enables
your CICS programs to be Web service providers and requesters. CICS supports
a number of specifications including SOAP Version 1.1 and Version 1.2, and
Web services distributed transactions (WS-Atomic Transaction).

This IBM® Redbook describes how to configure CICS Web services support for
HTTP-based and WebSphere® MQ-based solutions, and demonstrates how
Web services can be used to integrate J2EE™ applications running in
WebSphere Application Server with COBOL programs running in CICS.

It begins with an overview of Web services standards and the Web services
support provided by CICS TS V3.1. Complete details for configuring CICS Web
services using both HTTP and WebSphere MQ are provided next, along with the
steps for using Web services to connect to CICS from a service integration bus.
The book then shows how CICS Web services can be secured using a
combination of Web Services Security (WS-Security) and transport-level security
mechanisms such as SSL/TLS. Finally, it demonstrates how atomic Web
services transactions can be configured to allow WebSphere and CICS resource
updates to be synchronized.

This book concentrates on implementation specifics such as security,
transactions, and availability. The companion redbook Developing CICS Web
Services (SG24-7126) presents detailed information on developing CICS Web
services.

© Copyright IBM Corp. 2006. All rights reserved. Xiii
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The team that wrote this redbook

This International Technical Support Organization (ITSO) redbook (second
edition) was produced by a team of specialists from around the world working at
the Product Solutions and Support Center in IBM Endicott, USA.

Nigel Williams was the project leader for this redbook. He is a Certified IT
Specialist working in the IBM Design Center for On Demand Business in
Montpellier. He specializes in core business transformation, connectors, and
service-oriented architectures. He is the author of several papers and IBM
Redbooks and he speaks frequently on CICS and WebSphere topics. Previously,
Nigel worked at the Hursley software lab as a software developer, in systems
test, and as customer support for the CICS Early Support Program. He holds a
degree in Mathematics and Economics from Surrey University.

Luis Aused Lopez is an IT Specialist for IBM Global Services in Spain, working
in Business Consulting Services (BCS) in the travel and transportation sectors.
As an assignee he works in the zSeries Benchmark Center in IBM Montpellier.
He has worked for IBM for over ten years. During this time, Luis has developed
several J2EE applications for WebSphere running on different platforms
including zSeries, iSeries, Linux, and Windows. His areas of expertise include
application development, WebSphere, Java performance, DB2, and eTicketing.
He is an author of several IBM Redbooks and holds a degree in Physics from
Complutense University, Madrid, Spain.

Robert Herman is a Senior IT Specialist, Systems Management Integrator with
IBM Global Services in Endicott, New York. He has 27 years of experience
supporting CICS and related products for a variety of IBM internal and external
customer accounts. Bob has worked on several IBM Redbooks including
Enterprise JavaBeans for z/0OS and OS/390 CICS Transaction Server V2.2,
SG24-6284. He holds a Bachelor’s degree in mathematics from Grinnell College
and a Master’s degree in computer science from lowa State University.

Mike Ebbers is a certified Consulting IT Specialist in the ITSO Poughkeepsie
Center. He has spent 33 years with IBM doing technical support and education
for mainframe systems.

The first edition was produced by a team of specialists in IBM Montpellier,
France. A picture of the first edition team follows.
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Robert Herman (see biography on previous page).
Luis Aused Lopez (see biography on previous page).

Grant Ward Able is a Software Engineer working for IBM in Hursley, United
Kingdom. He has spent five years in the CICS Transaction Server team as a
developer and a tester and in the Solution Test team, working with CICS and
WebSphere. Previously, Grant worked for 15 years as a CICS systems
programmer. He currently works in the CICS Service Flow runtime team.

Nigel Williams, project leader {see biography on previous page).

Paolo Chieregatti is an IT specialist working for IBM Software Group in ltaly. He
has 20 years of experience in IT working mainly on IBM mainframes. His areas of
expertise include CICS, WebSphere MQ, WebSphere Application Server, and
legacy application transformation and integration. He speaks frequently on CICS
and WebSphere topics. Before joining IBM, Paoclo worked for the Candle
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Corporation. He has worked as a CICS systems programmer and project
manager.

Tommy Joergensen is a Senior IT Specialist working for IBM Global Services in
IBM Denmark. He has more than 25 years of experience working in CICS
technical support, including three years at IBM Hursley. In recent years he has
delivered services at large accounts in Denmark for both the CICS and
WebSphere products. Tommy is the IBM representative in the CICS working
group of the Nordic Share Guide organization.

Steve Wall (missing from the photograph) is an IT specialist working in the
System z™ Benchmark Center. He worked for the CICS Transaction Server
Development organization at Hursley, United Kingdom, for over 20 years before
joining the PSSC. Steve has a degree in Linguistic and International Studies from
the University of Surrey. He has written and taught extensively about CICS
e-business enablement using CICS Web Support and the CICS Transaction
Gateway.

Thanks to the following people for their contributions to this project:
Phil Hanson and Mark Cocker of IBM Hursley for supporting this project.

Pascal Tillard for his support setting up the WebSphere Application Server for
z/OS® environment and for assisting with the setup of the service integration
bus.

Mike Brooks of IBM Hursley for explaining the CICS WS-AtomicTransaction
support and making direct contributions to Part 4 of this book.

Ken Ray of IBM UK for his support in setting up WebSphere MQ.
lan Noble and Oliver Fenton of IBM Hursley for supplying sample programs.

Mike Adams, Fraser Bohm, Ivan Hargreaves, Peter Havercan, lan Mitchell,
Daniel Would and William Yates of IBM Hursley, Derek Ho and Peter Birk from
IBM Austin, and Jeff Oestrich of IBM Raleigh for supplying technical advice
during the residencies.

The team that wrote the Redbook Developing for CICS Web Services,
SG24-7126: Chris Rayns, Jim Hollingsworth, Chris Backhouse, David Evans,
and Isabel Arnold.

The team that wrote the Redbook Web Services Handbook for WebSphere
Application Server 6.1, SG24-7257: Ueli Wahli, Owen Burroughs, Owen Cline,
Alex Go and Larry Tung.
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Tony Delmenico and Steve Webb from the team that worked on the Redbook
Securing access to CICS within an SOA (SG24-5756).

Philippe Richard of IBM Montpellier, and Rich Conway and Bob Haimowitz of the
ITSO Poughkeepsie, for providing excellent systems support.

Arnauld Desprets and Patrick Kappeler of IBM Montpellier for advice on the
security scenarios.

Ella Buslovich and Alison Chandler of the ITSO Poughkeepsie for help with the
graphics and editing respectively.

The following people for the significant amount of time that they have spent
reviewing and for their detailed review comments: Cheryll Clark of IBM Australia,
Alan Roessle of IBM Montpellier, Phil Wakelin and Robert Harris of IBM Hursley.

Become a published author

Join us for a two- to six-week residency program! Help write an IBM Redbook
dealing with specific products or solutions, while getting hands-on experience
with leading-edge technologies. You'll team with IBM technical professionals,

Business Partners and/or customers.

Your efforts will help increase product acceptance and customer satisfaction. As
a bonus, you'll develop a network of contacts in IBM development labs, and
increase your productivity and marketability.

Find out more about the residency program, browse the residency index, and
apply online at:

ibm.com/redbooks/residencies.html

Comments welcome

Your comments are important to us!
We want our Redbooks™ to be as helpful as possible. Send us your comments
about this or other Redbooks in one of the following ways:
» Use the online Contact us review redbook form found at:
ibm.com/redbooks
» Send your comments in an e-mail to:

redbook@us.ibm.com
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» Mail your comments to:

IBM Corporation, International Technical Support Organization
Dept. HYJ; HYJ Mail Station P099

2455 South Road

Poughkeepsie, NY 12601-5400
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Summary of changes

This section describes the technical changes made in this edition of the book and in previous
editions. This edition may also include minor corrections and editorial changes that are not
identified.

Summary of Changes

for SG24-7206-01

Implementing CICS Web Services

as created or updated on January 29, 2007.

December 2006, Second Edition

This revision reflects the addition, deletion, or modification of new and changed information
described below.

Part 3, Security Management has been greatly enlarged. Two new chapters were added, and the
existing material was reorganized and expanded as well.

New Chapter 6, “Elements of cryptography” on page 151 provides a discussion of basic concepts
in cryptography; Chapter 9, “Security scenarios using CICS WS-Security support” on page 295
demonstrates how you can secure CICS Web services using the CICS-supplied message
handler DFHWSSEH1.

New Appendix B, “How the DES, AES, and HMAC algorithms work” on page 545 provides a
detailed explanation of how the algorithms work.

© Copyright IBM Corp. 2006 Xix
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Part 1

Introduction

In this part we give a broad overview of different Web services technologies and
then explain how to use Web services in CICS Transaction Server V3.1.

© Copyright IBM Corp. 2006. All rights reserved. 1
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Overview of Web services

This chapter focuses on some of the architectural concepts that must be
considarad on a Wab services project. We define and discuss service-orlented
avehifeciure (SO and the ralabionship betwesn S04 and Web sarvices. Wa
thien Bake & chosar ook al \Web Servioes, 8 lechnobogy hal enabies you bo imoke
applications using Intarmet protocols and standards. The technology is called
“Wel services” because |t integrates services [appicationa) uaEing Web
technologias (the Intarnet and its standards).

& Copyright BBM Corp. 2006, AR rights resenad. k|
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1.1 Introduction

Thrre iss A Shenig Fend Inr campames w inkrgsio sosbing Sesoms nimplomene
IT suppcH for bus Ress processas That cowsr the enbire busnass cucle. ladaw,
interactions already exisi uaing a vanehy of schemae tnal rarge friom verny rigid
paint-ia-paint alacironic data interchangs [EDI inkeractions 1o opa - Wab
suclicres Many sompimios hieo alssady mado some ol [beir [T syslomes
awailabde 1o a 1ol e~ divsions anid depadmenls, ar even Thoie cogiormens o
parners on ihe Web. However, 1echmques 1or colleboralicn wary rom ane ceze
ko anather end are thaa propriedany aolubcas; sysemra alten oollaborate wihaut
any Ysion or arch 1eciure.

Thu thoro is an incrowsing dernand o lgchnologiog hae §.ppoerl ho connecting
ar sharing al fisscurees Ared O30a in A wery Hew de and slandardized rianrer
YWhen kechnologies a7 Mplerneniato= g vary across cohpanies End evan &' hin
dreisiane ar desdarments, unthed b.ginesa procasass camod b2 s ooty
supported by tachnology Inegrator has been davalcpaa onby belwesn units
thusl e silready aware ol oach olher e thisl wie he soime siabeg o salicationg

Furt~errcre 1here s a need w0 Srocioee Brge apphcabens inks b deg Backs in
crder 1o use well-det ~2d camporends within difereni BuSiness procasges. A shid
LohErOs B aer i e-eraented appraach will nat cnly standardize inkerachon. Bt
alzo allcw fo- moma Aax ks tmy in the process. The compkeda value chain within a
curipzrey s divisd inte snall nodular unetiomal un T o servioes. &
garpncn-arinnbed arcsdncdoen ihos has o Iocos on hoe semices ane desenben
and orgenzed 1o sUppar ther dyneris, dulomaled decowvery and use.

Companias and 1heir aub-unita shauld o= able o eaaily prowvide servicea. Oter
buz -esE units can .58 thess =e~vices 10 mplemend 1heir LUSINEES procesSes.
Thiy inlegrial on oo b dasal w perdarmeed during 1ho romirra:: of ez sestom. o
jusl ad Ihe drsiga lirwe.

1.2 Service-oriented architecture

This saclion iy o skaork inkreguct on le he koy pe-cops of o sevice orionlod
archuleclure Toe arc e, rmakns no stadeniems about e infestrect, ne or
protacols it uses. 1nessiare, you can rnplement & servlce-ananied eichibacture
uzIrg technalagise ather tha- Wek tachnologies.
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A Showm i Figure 1-1, & service-oreniid archibechung conlaing (hnes basic
companents:
= A sarvicd provider

The zervice provider creaies a Web service and possibly publishes to the
sarvice brokier the infrmation necessary 1o access and interface wilh the
Wieb sarvion,

= & sarvice broker

Thie service ke [Bl30 BNown 88 8 service reglatey) makes the Web service
accass and interlace information available to any potential service requester.

= A gervice requesier

Thi service requester Binds o B Serice provider bo invokes one of s Web
senaces, having opticnally locatad antries in fhe broker regisirg usng varous
fird operatons.

Fublish Discover

Figure 1-1  Sanace-onentad archieciums componens and operaions

Each component can also act as one of the two other components. For instance,
if @ service provider needs information that it can only acguire from some other
servioe, it acts a5 & sendte reguister whild siill sending the original regquest,

1.2.1 Characteristics

A garvipe-onented architecture enables & loose coupling between the
participants. Such a loose coupling provides greater fiexibility becawse of the

folboewing characteristics:
= Old and new functonal blocks are ancapaulated inte componants thet work
a5 SErVicas.
Chaphar 1. Ovendew of Web sarvicas 8§
mu.n-ulnlmmr-llummm "II!_“‘_I““.I_ Fags N0
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= Fuegkal cinigoncebs jued Br inlge gy ard sopanatiad Therchng now
ntedares can be plugged in more SRR

= Within cornphze apghcalions, e Gontel of bugirdss progdssds: can b
izalaied A musingss rules enqng can e Incomporaled 1o conbo e darkllom
af a gelined b.ziness procasa. Lepanding on the state of the workfiow, 1he
anging £allz the razpectve aE/CaE.

1.2.2 Web services versus gorvice-oriented architectures

A sarvica-oneied architect. re haz bean wsed wroar warious guises [or many
gl 1. 17 oy B [ Rizss o] irnpdorncnlaed wging s aoralee of oifloeenl
disinkubad campubeg bechnologles, suck as SORBA and messagqing
migddiewere. Tha etechveness af sers ca-orented archleciuras in iha past hes
always been imibtad by tha ap ty af te underlyi~g kechnology 10 irMaroparate
acrass the anterprise

Wik snrwinig ooy is A ideal technoldgy i K imshenonleeg 3
serace-atlentad archieciure Datauga,

w Wb zervices o based on staodards, and slandangs promale
iRk e raly Iy, b iop st rals 1y i% d wing BoSiness aclea nlane waitlin the
entarprise and = crucdl in B2E scenaros.

= Wk Goraiczes e wickishe Sopporeed acrcss thioincosiey Tor Pegs weey Tl linsg,
all major vendotbs are ecogrizirng and provdieg Soppadt lor Web senmces.
The Web Services ntercperability Srganmizehcn (WS- 19 2~ organzaton that
promidas apan wiaroparability betwaan Yab sarvicas n=gatalass of tha
platorms, operaling systems, or programming languagas used.

*  Web zarwces are platiorm and arg.ags naut-al. There 15 ne bias far or
again=1 a parficw ar hardya-a or sofware olalfiorm Wak sarvices can o=
irnphzinenbed in oy g armring Baxgudea: or noksel Theg o inprorsanl
biecalss Ihere will b coslingrel sdasly suppor i g deslapril al
glandards and weroperabliity Betwesan wendor implerraniabons.

= Thg lechnakxny proedies & rmigrdinn gadb o gracally ekl sristing
bus ~as5s o ef ons a5 Web sary ceg

v Tl leclieakegy supparks Sechroocus and Jaynchronous, BPC-Basend, amd
carpler messansor 2t led exchange pabems

Carnversely, heqe are many Web sery ces Imskementallons thatl are ao a
aZBnace-onented arc-feciura. For exempie. the uze af Yeb services 10 cannac
twid ~Eiarogeneous syE-ems diracly togethar 1s red ar S0OA. Thase uzss ol Weo
seracns wehvo raal probkems and prowido signilicianl valuo oo e rown They
vy o he gtarting point nf an 506

8 Impamaning GIGS Weh Saraes
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D geerieerial an 500 s 1 D irmplaeentind A0 an eolorg: e ar nrganisdinnl
lewel in order 1o Bchleve many of e benehis.

For mote inlarmebtcn ebout the relicnship beteesn Web servces and
sernca-orisnted archiaciuras rafar to-tha [BM Redbook Fattems
Sprvica-Onanfed Archilaciure ard Wet Servicas. SE24-6303.

1.3 Web services

Hwa nad to dazcriba Web servicas using jusl one =enlance, we would use the
fcllowing:

FReh opreion ome voelfen o i, oSt ol ofi e feam Bl <ot St ufone e iRl
pabdindieed Sovvaiced ot Boeoses! e o aciork,

Wik servicig piedure eoresulabisg s ness lunclions, g o e Sinepde
request-reply b full bus %wss procass Infe-achons, THESS Seaces car De ey
applicelicns ar wrappad aro.~d exsing buainesa lunclions b make -her
nabwork-gnabec. Benaces can rely on cther sericas ko acnewe e goals.

The W d W de Wab Ceonsorbem WACT Servicas Archilaciura Workirg Group
clexfivels; g Wk Servirii: f5 KAl

A Wab servica is a zoftwara system designad 1o suppor: INeroperabis
mix:hing b mach rg inferaclio: ovor o nokgork, 0 has an rofaco descr bed
ira e hinr-proeessAakdn aeal SEpactically WEDOL] DR Sysieers intenact
wilk The Web sennce = a hanner arescaped by Ik aesc pllon wsing SOA
meszaged, b piale comeered ey SITTP aarh con XKWL veeieszzanon in
conjuretion wih othar Web-relatad standards.

I = ropocsand o gz P hiss dehe fion 1higl o Wb seevicg i wer gonslraines m
g S0P o HTTRAS a3 b |rﬁl'|$|:}t'§-|'| Fiechanisn. Wel Soesisos are I:‘:':'E|I_,I.ﬁ.||g|l
at horme n ihe I'I"IEEEEg"'Ig wearid.

1.3.1 Froperties of 2 Web service

All Web serecas share the fdlowirg prapariss:
r  Web servylces are gelt-Contained.

2 the @licnl i, ns addianal sotbadri iy recpnrad & IraaRunn 9
language witm XML ard HTTP allent sl @ et e sl yoo staned. On
the servar sida, merey ar HT TP se~ver ard @ SO0P 9arvar are required.

Thaotar | Duens ow 3 Wl envas
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= Wb sirvlces and pelT-getcribiing

A WNeb Servica Dezcriphor Larguags (WSOL) ila orowides ail tha imdormation
yora need ta enplemant g Wb Seevice s g prosicen or lo enweke a Wb
SEMCE B5 B HEUESTEL.

* Wek services can be published, localed, and imsoked across tha Web.

The sernce "eq leate - uses estabdizhed Ightwaight Irdarnat standa-ds such
as HT TP ta invoke t-g sa~vice proveder 1 Ieesrapes 1he axisting
infris i gur;:

* 'Weab gervices are modular.

Slrnple ek sevices cah be aggregabed b lanm more complex ones, edhar
uzireg werkf o techmiquas ar by callng lowar-layar Web sery cec from a Web
sErace IMplementatcn \WWeo senices £an be chaned togedhar 10 pedorm
highor lovol susineis Fungtione, This sharte-s eewdepmonl lime: and enatilos
bicesl-of -Guaiscd irpahsreabatinns

+» Web mervices are [anguage-independent and Interoperable.

The clierd and s&rvar can b impemanted in cifarant any ro- ments. Aoy
language can ke used te im pemant Wab sarvicg ©oenis and sereErs.

r  Web aervlces are Inherently open and standards-based.

MML and HTTP arg the ima o keehnica foundabion Far Web serelmes. & large
par af ihe Weo sarvice fechnokogy hes besn buill UZING opan Soulce projecls.
Theredore, vandor rdapencenae and inbs sope -abilzy are raalistic goals.

» Weh aervices arg [oosely coljahed.

M soreices roquostor has so know (hoinjodaco 1o & Wob soreice bul nof [ho
cleitails ol I 1 FA5 B i plarminnlen

r Web servicen provids programmatic accass,

The appraech pray dea ~o grephical usar inter'ace; it oparetas at the code
lawal,

r  Web servylces provede the abillty to wrap exsating apphcationsa.

Exiztigy appllcaticns can eaily ne Intagiaied imo the selvee-aneneed
archiaciure oy implemeantng a Yeb senvice as an Intarface o e apoweat on.

1.2.2 Core standards

Wabr sarvices ara bl upan four cone standards XML SOAP W01, and W00,
Each slandard is Jescribed briglly in Shiz saclion

8 Impamaning GIGS Weh Saraes
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Extensible Markup Language (XML)

ZML is the foundation of Web services. However, since much information has
almeady baen written about XML, we do not describe it in this docurnent. You can
fird informaltion about XML at;

REtp: /S i el ML

SOAP

Originally proposed by Microsoft®, SOAP was designad to be a simple and
axienside specification for the exchange of structured, XML-based information in
a decentraiized, disiributed amironment. As swech, i represens the rmdain means
of communication betwean the three actons in an S04 the service provider, the
senvica reguaster, and the aervice brokar. A group of companiea, including 1BMM,
submittad SOAP to the WAL for considaration by its XML Protocol Workang
Group. There are currently two versions of SO8P: Viarsion 1.1 and Varsion 1.2,

Thi SOAP 1.1 spacification contans thiee pars:

= An envelape that defines a framework for describing message contant and
processing insiruclions, Each SOAP message consists of an envelope thal
coflaing an ahbitrary number of headens and one body Bl carmies the
payicad S0AP messages meght contain faults; taus report fadunes or
unexpactad conditions.

= A omel of ercoding rades for expressing natances of application-defmned data
fypes.
= A copvertion 1or repreésenting remobe procedure calls and responses,

A S0AF meszage |2, in principle, independant of the trenapor protocsl which &
used, and can, therefore, potentially be used with a variety of profocods auch as
HTTP J#5, SMTE or FTP Right noew, the most common way of axchanging
SOAP massages is hrough HTTR

The way SOAP appleations communicats when exchanging messages is ofien
referred 1o as the message exchange petiarmn (MEF). The communication cam ba
gither one-way mesasging, whare the S0AF message only goes in ona
diraction, or two-way massaging, whera the receiver is expected to send back a
raply.

Due to the characteristics of S30AF, it does not matter whal technology is used to
Irmplement the client, as long a3 the cllent can isaue XML messages. Similary,
the service can be implementad in any language, &s long as it can process XML
MESSHFES.

We discuss SOAP in mane detail in "S0APT on page 12,

Chaphar 1. Ovendew of Web sarvicas 8
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Naote: The authons of the SOAF 1,1 apecilicabon dectaned thal the Scronmm
E0AP stends for Simple Object Accesa Protocol. The authors of the S0DAP

1.2 specification decided not o give any meaning to the acronym SOAP

Web Services Description Language (WSDL)

Thits standard describes Web services as abstract service endgpoints that operate
of messages, Both the opesations and the messkpes ane defined in &n absirac
raniner, while the actual protoos! used to carry the message and the endpoints
addrass are concrate.

WSDL is mot bownd to any particular protocol ar network sarvice. It can ba
axiended to support many ditferent message iormats and network probocols,
However, becauss Web services are mainly implemented using SOAP and
HTTE the corresponding Déndings ane part of this standard,

As of this writing, WSDL 1.1 is in use and W5DL 2.0 is & working draft. We
discuzs WSOL in more detail in "WSDL on page 18.

Universal Description, Discovery, and Integration (UDDI)
The Univarsal Description, Discovery, and Integration standard defines a means
b0 publish and b discovar Wab services. As of this wiiting, UDDI Vigrsion 3.0 has

been finalized, byt VDD Version 2.0 s slill more commonly ussd. For more
information, refar to:

bt tp: f Swww o uddi , orof
httpe Foww 0asis-open., orgfspecsS index . phpfwssvl .0

1.3.3 Web Service Interoperability Basic Profile 1.0

Wieb sarvices can be used to connect computer eyetema fogethar across
arganizational boundaries. Theredore, defining a set of cpen, non-proprietary
slandards o which al Wab sarvices adhvere maximizes the abilily fo connect
disparale syshems together,

The Wab Serdces Interoperabllity Onganization (WE-1) (2 an organization thet
promotes open interoparabiltty betwesn Web senvices regardiess of the
platformes, operating systems, or programming languages used. To suppordt this
causes the WS- has released a basic profile; this profile cuflines a set of
specifications to which WSDL documents and SOAP messages sent over HTTP
st adhers i order 1o be WS- compliant. The full lis! of apecifications can be
found on the WS-l Web site:

ktbp: ! fwww ws =i, org/

10 implamenting CICS ‘Web Sarvices
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GICS support Tor Wab services conforms with WS- Basic Profle 1.0, Because
SOAF 1.2 iz not included in WS- Basic Profile 1,0, mogi Web senioe runtimes
till support and recommeand using SOAP 1.1, CICS TS V3.1 has guppart for
both S0OAF 1.1 and SOAP 1.2,

1.3.4 Additional standards

Figure 1-2 provides @ snapshol of the rapidly changing landscape of Web
senvices-relaled standands and specifications, We do not intend it to be a siriclly
cormect stack dizgram — it just attempts o ehow the varous siendards efforts in

terma of the ganaral category to which they belong.

Businass
Businese Process Execution Language {BFEL) I

i ; A WS-Rekakis
e :"”'d'"m] WS-Securty IM_] Quality

family of
: : . f Service
) spacifications WS-Distribaded ] o
'|"|I'E~Tmn:sar:tl:ﬂ'|s] ) Maniagermient

WSDL ][ WS-Policy [ woDI Dot i

S0AP, B0ARP Attachments o .

XML, XML Infosat I £ e vicow

Transports
Fagure 1-2  Waeb services sfandams

Giwvan the curfent mamantum bahind Web serdces and the pace at which
standards are evoling, you may also wish 1o refer to an onling compilation of
Web services stendards. An online compllation s avallable on the 186
developarorksE Web aite &t

hEtpe/ Sowew, bm. com/devel eperworks /views fwebservices fstandards . jsp

Of particular interest to thoae deveboping Web services in CICS are:

= WE-Trangactions (the tamily of specifications that relate o ransactional Welb
EEnices)

= WS-Security (the tamily of specificalions that relate to securing Web services)

Chegbar 1. Overvew of Web sarvicas 11
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1.4 SOAP

In Ehis Section s focus mainty on S0P 1.1,

1.4.1 The envelope
A S0AF message s an envelope confaining 2ero of mone Aeaders and exacty
ane by

= The emelope s he root element of the XML document, providing a containgr
for confrol information, the eddresses of 2 message, and the message issl,

= Hidders contain conirol informalion, Such as quality of Servicn atiribiubes,
= The body contains the message idantification and its parametars.
* Both the headers and the body ane child alements of the envelope etemant.

Figure 1-3 shows a simple S0AP request message.

= The header tells whe must deal with the measage and fow 1o deal with @,
When the actor is next or whan achor is omitted, the receiver of the massaga
rmiust do what the body says. Furthermora, the receiver must understand and
process e applicalion-defined <TranID= ahemant,

= The body tells what has 1o be done: Dispatch an order for quantityRegui red
1 of itemRefMumber B010 to customer [D CB1 in chargebepartment ITSOL

=<Envelopes
Envelopa e aters
T wgctorehitp:/) .. orglsaanfactors nesi<laciore
i ‘Header | <TranlD mustUnderstand="1"=4BC0</Tran (D=
ol | <Headar>
................ & cﬂ:ﬂp
- = =di spachilrderAequest>
Em!l" <{temBe fHunber=0010</1 tenfe fiumber>
| [1] | wgzantityRegui reds = fouant 1 tyBequi red=
=ogstomer ]l D=COL=/custoner =
wifargelepartsent= [ TS0/ chargeleparivents
wfdispatchlrderfaguss =
< Bodys=
</ Envalopas

Fgwe 1-3 Exampie of a simpla S04AF massege

Mamespaces
Mamaspacas play an imoortant robe in S0AP mesasges. A namespace is simply
a way of adding a qualifier to an elerment nama to ansure that it is unigue.

12 implamenting CIGS 'Web Sarvices
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For aocarnpbe W riay have & message thal containg an elermen =customers,
Customers are fairy commaon so # (s vary llkely thal many \Web services will heve
customer elemeants. To enswre we know what custormer we are talling sbout we
declare a namaspace for if, for example as follows:

aming: itso="ketp: /i ten. ibm. con/CICS catalogippiication

This identifies the prefix 1tso with the declared namespace. Than whenevar we
raferance the alement <customers we prafix it with the namespace as follows:
<itsoicustomer=, This identifies it uniquely as a cusiormdr bype for our
application. Mamaspaces can be defined &2 any unigee siring, They are often
defined as UALs since URLs are generally globally unique, end they have to be
in URL format. These UALE do mot hawve o phyysically exist thowgh.

The W5 Basic Profils 1.0 requires that all application-specific slements in the
body must be namespace gualfied fo aweid colisions between names.

Tamhe: 1-1 shows the namespaces of S0AP and ‘WS- Basic Profile 1.0 used in
Ehits OO,

Tale -1 S04AP ramaspaces

Namespace URI Explanation

netp: /fschemas  anl soap.orgfsoap/enval ope) S0AP 1.1 envniope namespace

nEtps ffschemas . anl seap.orgf soap/encod ing/ S0AP 1.1 encoding namespace

RELD: £ fwew w3, 00 2001 FEMLSChema-Tnstance | Schema inslance namespace

Wetp:/ fwww, wd o 2001 IMLS e hema MML Schema namespace

http:/fschenas . xnl soap.org/esd] WSDL namespace lor WEDL
framework

hELp:f fechenas  gnl soap . orgfwed] fLoap WSDOL namsaspace lor WIDL
SOAP binding

http:/ fms-1 . orgsckemasSoonTormanceCl afn/ WS- Basic Prolile

SOAP envelope
The Envelope is the root elemeant of the XML document representing the
messages; it has the following structure;

<SOAF-EMV:Envelope ... »
<SOAP-EMY: Headers
<5S0AP-EMY: HeaderEntry. ... /=
=/ 30AP-ENV :Header:
=500AP=-ENY : Body>
[message payload]

Chegbar 1. Overdew of Web sarvicas 13
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=i SP-Fhv Apsd =
=500 CNY L Cr veliae-=

In general, & SOAP mEIsEQE IS & (pas3ibly emphy] 92t of keaders pwa cne body.
The SOAP greve ope aleo daf nes tha ramazgace lor structur ~g meszagas. Tha
antire SO8F nezsage |-aagars ana body] iz wappad in this eryalope.

Headars

Fziehers fore i ez and lexibhe mmechonism o eglending o S0P mzssage
in A demenitahzed arad moau ar way wehad prae agreemsam kebheen he parlies
invalved. Thay ellos cantral iInformabos b pasa 1o 1ha eoelry rg S0B1 zenar
and alsa prowide extanzibilmy o measage struciures.

Headers are aptonal alamerds in the e~velope. If prezen, t-2 Header elemant
sy b b sl immodiale child clemnens of o S0AF tove’ ope clemont, &l
irtmeeclizaee chukd elensenls of e Header chismene are called seacee enireies

| here 1= 3 predelined hedder abnbute ca led SSAF-CHY incs LU derstane. The
wd we of e nuscpeevsetard aftriooie g ether 1 or i, The abaence of tha SOAFP
nystUncerstard attribiie 5 semanicaly soovaler 12 1ha value &

Il b mstnders zane @ikt is presseol os eboder eolrg and sel o L she
S race |:“:-I'l:'§l'u'il'§|EI' sk Inpkenent the samantss dehr en |.'|!|I Ihe RRMEnE:

<dgpcer=
=tkers: Trar1l nastl anerstsnd-
< Healer=

=ARCE=fthens “ranih>

In the exampla, the heeder antry spacifies thet & sanace Iooation madt fal it
the seMace orowider doas nat suopart the ability 10 process the TranlCr haadar,

A SE0AP inba-mediary is an application thal iz sapakla ol boih receiving and
Ko SCAP raesares i thie wisg 00100 il $slication. norealisti:
siluaTang. not All 280k o' 8 SOAF messa e ey be nlended o ihe o irreie
destnation of ihe S5AF mesaaga, bad, iIngtead, mey B2 imendead {or one ar mora
of EhE intErmegares on tne message pat~. Therefara, a saco~d pradef ~eo
haadar adtribude, S0aP-Eheacter, 5 wsed 10 dentife the recipient of lha header
infarmatk . In S0AF 1.3 e actor Allnesgteis raenarmed 506P-FNY regle, THe

va & of Ihe BOARF aclor attnbule & the UL e mediabyrs whah s algo he
final dezhnation af the paric. lar haedar elemant (fthe mediator doas not foreerd
the haadar].

Il Ihe astor is cmited or 58l kg the predefired defaull walwe. 1he hgacar iz for the
arheal rixgipicene anc he ekl recpiesn 500 50 1he fingl Sest natinn o ke
tnessane (bodyt. The pradaine valug s,

hrtp; S schomas, xnls2a0, 0w/ seapfactom fnexk
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I mddhe on the message path oes nol recsgnize 8 mestirderstand haader and
the node plays the role specilied by the actor atiribute, the node must genserate a
SOAP MustUnderstand fault. Whather the fault i sant back to the sender
depands on the massage exchange patiern i uss. For requestiresponss, the
WS- BP 1.0 requires the fault o ba sent back 1o the sender. Also, according to
WS-l BP 1.0, the receiver node rist discontinue neemal processing of the SO8P
rmessane afer genaratiing the feull message.

Hesders can camy authenticetion date, digiel signatures, encryplion information,
and transactional ssttngs. Thay can also carry cient-specific or project-spacific
cantrals and extensions to the protacal; the definition of haadears is nol jusi wp ko
slandards bodies,

Nobe: The haader musd not include serice instrictions (thal would be wsad by
the Sorvice imglermantation),

Body

The SOAP Body elemeant provides a mechanism for exchanging information
intended for tha ulimata recipiant of the messags. The Bedy elameant is encoded
as an immediale child elemant of the SOAP Envelope alamant. If a Header
elernen is present, then the Body elermen s immedialely Soliow the Header
elerment, Othersiss e be the iest immediate child element of the Ervel cpe
elemenit.

All immediate child elemants of the Body elameant are called body endries, and
gach body antry is encoded as an indspandant alament within the SCAF Body
elarment. In the most simplke case, the body of a bagsic SOAP messepe consists of
an XML message as defined by the schema in the types section of the WEDL
documeant. It is legal to heve any walid XML &g the body of the SOAP message,
but W5+ conformancs requires that the elements be namespace qualifiad.

Chaghar 1, Ovendew of Web sarvicas 15

mu.u-ulnlmmr-llummm "II!_“‘_I'-I“.I- Fagn 4450

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000044



Error handling

dna area wrere t-ere ara aigniicant difere-caz bebween he SO4P 1.1 a3 1.2
spegifications is in the handling of errors. FEre wig foows on e SO8F 11
spitigntion ke creor barghing

FOAP A1 presedinns onn Backy adermrml, which is be Fanlt nleser 5o lior
repording 2aors. I* Eresenl, the foal L2 2ment musl sppesar as a bady enfty ana
must nat appaar mara then orce. The chileran of the faw It alemeni ame defi~ed
as fidlows:

r  [aullocde 15 a code ihat iIndicales the type af tre fauls. 508 F definea a smiell
&&1 ol BOAP fault codes covanng basic SOAF faults;

— saapens :C1Fert, INdicating that t-& chend 9ent en eearrecily formetad
MESE39E

— sadpeny (Euewer, or delisery problems

saaponyw tarrsiardi snatch which oz ropord anyg inssilicl npnespoes
Sl on ihe Crvelrpe elermeal

- soapenu tHustLnce-stard for arrors regarding the: processing of haader
ranlonk

F faLltetr: ng iz @ hunan-readable dascor ghion ol the ‘awi. 0 musl o prezent
ire i falt glermonl

r  Faultaczor s an cptienal heldthat indicates the LA of ihe =ownca o tre ault.
The wa ug of tha fau1tactor adtrizaie is o URI identtying tha source Shal
causcl [he ereor Appliciions g o nnl el as b lline e st rdion ol
the BOAF Teszage st nclode the faal bastar glerentn a SOAF Tau'
alemeni.

v dela-1 & & applicatlon-gp-ell s ield thal contains dealled frrraton akout
tre fau 1. 17 must net be wsed 12 camry nlormaton aboud e rars Belenging 1o
header eninas. Theraficra, the abeenca of tha dedail elemant in fhe Fau 1
alameni ind cates that the Rult is nat ralated to the processng of tre body
olomd [Hho acknl i,

Far exarmple, & saaneny hereer 120l message & relurmea PR servioe
|F|'I|:I|E'I'HEI'ILH.1IEII'I throws a 22af Cxeept-an. Tha EH.GEFI[IEII"I 1ex” 1= ransmitded 1~ 1he
facltstr ng fiekd.

Although SO4P 1.1 permits tha wsa of custor -gedined fau” cades, tha WS-
Basi; Prolile gnby permits e s of The four codos doli-ed in 308P 1.1
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1.4.2 Communication styles

S04 supports ko diffierant communicehcn atyles:

DM purite=ril B ket a5 aevepne-nmiented Siele This is o owéery e
corhir umicahon ayle Ihat peodades the oest nkaiopaataty. The
measage body IS By [EQal XML as defined In 1he 1ypes sachcn
of e WSOL docurrent.

RPLC LR et perocediere cid! 5 3 syNChromowd vwoeatkon of an
cparat o~ which raturns a resuls; i 19 concaptLally similaria ooher
RFCs.

1.4.3 Encodings

I rlissIribanbi=d raripal e e wenrranls, soeesaie e g e B wi )
defined in the 330 2atan can be fransleled 1o ard fiom & prabeeal 1omas. We
rafer to esa renslasion eps as seofizodfear @nd Jesceaizarier, O
SYNANY TIOUE. ot w ety ANa el ool inr,

YWhen implamanting a Wab sarviza. wa hime 10 choozs one ol 1he 1oolz and
prreaggraan irning <o Scriphregg anguages Fal Supgore she Whets servicng modcl
Herdeewet, Ihe prodoos larmal lor web sers ces s XML, which 1 ndependent of
thE pragram ming anguage. Thua. S34F encodings tell tha S0OAF runtima
anvironmant haw be translata frem data strucluras construcied in a speciic
prograr ming arg g inte SOAP ZML and vice warsa.

Tl B Soming ercdrdings e clefingd:

SOAPencoding  The 58240 vieefing grablas marskal mg'unmarshalling of
wit 1z O ol Yypets drom B SOBF daty ezl This
encording s aesfined in ke S0AF 1.1 alandard.

Literal The it l BRcocng iz a simpla XML massage fhal Goes ncd
rinrry uncCEhrg inlgremalicn Lsgally an X360 Schoma
desonbies the barmat and dala hepes of Ihe XML Tessage.

1.44 Messaging modes

The bwa atylas (RPC and documnant} end 1he twe commen encedings (S0MP
ancoding and Inaral) can oe fresty ~larmivad 10 produce what iz cal ed & S0P
mecssikgirgg mockz, & 1hough 508 P supp-ls four modes, anby dhroo <l tho faur
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rriodes g generally used, and furthas, only baeo are prederred By the WS- Basic
Profile,

*  Documentiiteral—Provides the best interoperability botween language
emincaments, The WS-1 Basic Profile states that all Web service inferactions
should use the Documentiteral mode.

= RPCAiteral—Possible choice bebween certain implementations, Ahough
RPCAiteral ks WS- compliant, i 5 nofd freguently used in prectice, There are a
number of usabdity issues associated with RPCHAeral.

= RPClencoded—Early Java™ implementations supporied this combination,
but it does not provide interoperabiliby with other Implementations and & not
recommended

= Documentlencoded—hot used In practce,

You can find the S0AF 1.1 specification at the following LIRL:
FEtp: /S owd . orgy TRS2000/ROTE-S08P-20000508

The SOAP 1.2 specification is at the following LUAL:

hetp: / Mwww.wd. ornf TRISOAR]E

1.5 WSDL

This aection introduces Web Sarvicea Description Language (WSDL) 1.1, WSDL
uses XML io specify the characteristics of a Web servica: what the 'Web servica
can do, whane il resides, and how it is imoked. WSDL can be exianded o allow
descriptions of diflenent bindings, regardiess of whal message formals or
network protocols are used to communicate.

WSDOL enablea a esrvice provider to epecify the foliowing charactaristica of a
Wab sarvice:
= [ama of tha Wab service and addressing information

=  Probecol and encoding style fo be used when accasaing the public operations
of the Web service

= Type inforration; Operations, parameters, and dala fypes comprising 1he
interzsce of the Web servics, plus a neme for thiz Interace

18 implameniing CICS ‘Web Sarvices
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1.5.1 WSDL Document

AWSDL document contains the following main elermsnts:

Types & conlainar Tor data 'r:mlft dalinftions l.-lﬁi'l;l sofme fypd Sysam,
uaually XML Schema.

Message An absiract, typod detinition of the data being communicated. &
message can have oné of Mare lyped parts.

Port type An absiract sat of one or more oparabions supporied by ona or
MOaE: porks,

QOperation An abstract description of an action supported by the senvice that
dafings the input and oulput message and optional fault
PESSA e,

Binding A concrate protocol and data format specification for a particular
port type. Tha binding méarmation cantains the profocol name,
the irmocation style, a senice 1D, and the encoding for each

aperation.

Port A single emndpoint, which i defined as an aggregation of 4
binding and & network address.

Service A eallaciion of related porls.

Mote that WSDL does not introduce a new fype delinition language. WSDL
recognizas the neead for nch type aystems for degeribing message formats and
supporta the XML Schema Definition (X50) specification.

WSOL 1.1 introduces spaciic binding extansions for various protocols and
rriessage formats, Thane is a WSDL S0AP binding, which is capabla of
degcribing SOAP ovar HTTR It is worth noling thal WSDL doas nol deline amy

mappings 108 programming language; rather, the bindings deal with transpor
protocols. This is 8 major difference from interface deacrption languages, such

as the CORBA Interface Definition Language (I0L), which has language
bindings.

You can find the WSDL 1.1 specification at the Tollowing URL:
it fwnani w3, orge T Fwad|

1.5.2 WSDL document anatomy

Figure 1-4 on paga 21 shows the elements comprising 8 'WSDL docwemeant and
the vanious refationships betwean tham.
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Thix clivagrian Slei @ b merpreeed in b Jolliwing wiay

-

Qna WSDHL documant co-1ains 2470 or more seryicas. A sgmvice confains
Seedor crare gl delingtiong [Gervio: encdpointsi, amd 8 pors detinilicn
canlalns a .‘il.'lEElliE prntc‘.nctnl SrElension.

The sama W5DL document pardains zane or more kindings. A binding is
refi e B nend nr e Rt s, Thee Sivedingg ranlaing one e
exlenuor, where the shlle and Iranspart are datined. and 2aro o mere
aperatoma g . Eech of theae cperation bindings 15 compased of ane
pratoccl exbension, whara tha action and =thyie are da'ined, and 2na 10 thraa
MEsE4gES o ndings, whae LM enoed ~g is dali~ad

The zama WSOL decumant comaing oens or more ot types. & sort tvpe 5

rafgranced by o&re or more b «ohiogs, This por 1ype conlains Zers or morg
ppenahges, whngh e raferonced by 2o o mmanz cponal ong beedicgs

The zama WSDL decurmant pomaing 2enc or More Messages &n operalion
usLlly oo ms bpan ingy a-d an wolput massigs. and oplicnally o soma
fAn s A FiRsSAge i5 Sormpase ] Sl arrn G g Eares

The sama WSDL decumant pomaing zene or more tyeas. A typa €an be
rofirencod by zeep or moro parls,

The =ama ¥WSDL documant paints 10 zara or mama XM o Scremas. An XML
Sehema conta s rero or mora XS0 \ypes thal deh~a lha dillgrant daa types.
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S

Flgure -4 WSDL slemants and ralationstins

Example

Wa now give an exarmple of a simple, comgiete, and valid WSDL file. As this
example shows, even a simple WSDL document containg quile & lew alements
with various relationships to each other. Example 1-1 containg the WEDL file
axample. This example & analyzed in datail later in this section.

Exampla 1-1  Complete WEDL documanst

<fan! wersion="1,0" ancodimg="UTF-8"T=
agafinitions minse*http: /Fschemas. onl soap. org/wsdi f®
amlng sregese® hEEp: / fwww. caanp i edpp. di spatchirder, Regeest . com™
smnlns resmse® heep: / fwww . exanpl elpp. dispatchirder . Response. com™
wmins rscape*hitp: //schenas . anlsosp. orgfwsd] /soap™®
wmlng trsehitp: / fwew  exanpledpp.dispatchiirder . com®
targethamespace="hitp://wew . examplefop. dispatchirder.com®=
o] i
<pidsachena w0 ns;tad="BLLp: /M. exampl efpp.d FspatobOrder  Request . con®
enlns sxsde"REtp: w3, 0rgs 2001 EHLS chema ™
attrfbuteFormbefaul t="quall fisd®

Chegbar 1. Overvew of Web sarvicas 21

—

EF-De0 S50
Docmars 2. D012 £E2F-11 e U R D LD D L .

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000050



el ement Formbefaa 1 E="gual i Fied"®

1argetl'rmmt-'hun:.-'.-'m.euw!m.ﬂ'i cpatehleder  Ragieeel , com"
aml g ; regrs="hitp: /e, exang | edpp. dispatchlrder, Request . o™=
spcfdalevent nam="gdispatchdrderfaquast™ aillable="Talsa
<xgd i cowplaaType mixeds“falsa>
50 5 Aquenie
<x5d iol erwet namee® | tonAn ferenceMumber® nillable="false®>
zysd rsinplelyvpes
<xsdrrestriction base="xsdrshort®=
exsdimaslnclesive value="0000% =
xsdiminlne lative valup="0" =
Afnsdiredtrict iom
</ eadis inplaTypes
<) nsd; el emenia
psdelement manes"quantityRequired® nillable="Talse™>
<yl :51ngleTypes
sxsdirestriction baspe®xsd ishort >
exsdimad nclesive valup="g99“/>
sxsdiminlnclusive value®01%/=
< fusd i restrictiom
elnsdrs implalype>
efrsdral epents
o 3 - e e
=g corplexTypens
<fued:elamants
=550 sChomas
<psdsechoma wmlns:tns=*mttp: fwew, nxampl adipp . dispatondrder, Response. con®
wmlng sasd=hbbps /o Wi 0rg /2000 CEML Schema™
attributeFombefaulte*qual i fied®
elerentfornbefeal te®qualified®
tarmgethansspece="http 1/ www . examplebop. dispat chlrder. Response .. com®s
wysdielerent name="dispalchdrderfesponse® nillable="Talse
axedcorplesTyps mixed="Talga"=
e R
<xsdialenent name="conTirmation” afllable="Talse"x
<xsid: 5l ngleTypes
<xsdirestriction basps"yxsdistring®>
<psdimaxiongth valoes“20%f>
<x5d:whiteSpace walue="preserve’ />
efundrrestrict 1ons
< fusdisimplelvpe>
&l sl el epent>
o f x50 ¢ 4 it
=i msid; complee Tapses
<fa5d:elements
<f55d: 5 chema>
<ftypes=
“rs5age namaedi spatchirder@esponse >
<part elmente®resns:dispatchiirderBesponse® names*Responsefart >

22 Implamenting CICS Web Sarvices

Docwrant bt 040152 N] SR F- | | EF-DER0 000000 EE BT
o Do Wl

Farge /600

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000051



o e S
e fags fgme="013palchlvderRaguecy e
wpdrl eleenl="raqnd;dispatchlirderfequast™ nape="RaguestPart” i
<) e
partTepe nama="dispatcRDrderPors >
<operation name="gispatchlrdert=
<input message="tagidispatchirderfeguist® name="0FHOX00SRegued L =
<output message="tns:dispatchiirderfiesponse® rape="0FH0X00SAesponse® />
wfopErat an>
o par LTy pE>
ihfrding name="dispatchlrderianpBinding™ Lypé="tsddiipatchlrderPort =
i hinding 51yl e="dodsment™
transport="MLLp: ff schemas, anlsoap. org/soap/hitp™ /=
aperation nara="dispatomOrder™>
<porproperation soaplctione®® sty)es®document®f=
<inpat name="DEHORODSRequest >
<poap:body partsa®ReguestPart® uses®iteral /=
=linput=
Zoubput names"DEHINOOERes ponse ™=
wvngnibody parts=*ResponsePert®™ use="1iteral®f=
“fautput=
G ral T one
o el e
Sseri ioe name="g]spatchlr@eriervice =
<gart hinding="tns :dispatchdrderSoaphinding” mame="dispatchlrderfort "=
<poapiaddross
locatices*http: M fmyserver: 5432 1 examp | chpp/seryices/dispa terlrderPort >
=fpart>
efcpryices

= /definitions>

Namespaces

WSDOL uses the XML namespaces Ested in Table 1-2.

Tafve 7-2 WS namespaces

Namespace LRI

Explanation

http: MM scheras . xnl scap.orgfsd] ) Hamaspace for WSDL framesan,

WELp: f fschemas . xnl soap.orgfWsd] fsoap) | SOAP bindng

hekp:ffsehenas  anl seap.argfasd] fhitpd | HTTP binding.

IHL5chema

hEgp: e wd ooeg ) 2000104 Schama namespace as defined by X550,
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Mamespace URI Explanation

{URL ©o WSDL ffle) The this mamespace (tns) prafis s used as
a corsenbion b reder o the curnand
dosument. Do not confuse it withi the XS0
Targe! ramespace, which is a dferenl
concepl.

The first three namespaces ane defined by the WSOL specilication (tzelf; the nesx
definition refarences a namaspeca that s defined in the S0AP and X80
standards. The last one s local fo sach specification.

1.5.3 WSDL definition

The WSDL defindion confains types. messages, operations, port types, bindings,
pors, and services,

Also, WSDL provides an aptional etement caled wid] mdocument as a container
fior human-readable docurnentation.

Types

The fnpres slament encloses data type definftions used by the exchanged
messages. WHDL uses XML Schema Definition (X50D) as its canonical and
built-in type sysbam;

<gefinitions .... =
<types>
<xsd:schema ... /= [0 or more)
< types>
</definitions=

The XS0 typa system can be used to dafine the types in a message regardlass
of whethar or not the resulting wire format i XML. In our éxample we have teo
scharma sections; one delings the message loomal for the inpul and the ot
defines the massage lormat lor the outpul.

In our example, the types definifion, shown in Example 1-2, ls wheare we specify
that thara i3 a complex typa called d1 spatchdrderfieguest, which is compoaad of
two glemants: a itenleferencelunber and a quantitylequirad.

Exgmpla 1-2  Tppes dafindtian of owr WEDL examgie for the spuf

otypess
<asd:zschome wnlnsetnse *kitp: £ v ecamp] efipp . dispatohlirder . Request . con®
smlns rasc"htbp: £ wew . wd org 2001 FIHL S chema ™
gttributeFombelaul t="gual i Fied®
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el ement Formbefaa 1 E="gual i Fied"®
targelNapegpase="hL0p: // wew . Samplala, dispatchlnder  Ragiaeel , oom"
Enlng regrE="hiop: /feww, exangl &dpp dicpatchirder, Reques |, oon =
spodzalerent nam="dispatchDrderRequest™ aillable="Talsa =
e oorpl anType mised="falsa™=
X515 5 AqUSnC e
xsd iolomernt rame=™| tosReforencelember® nillablea®false'=
eynd i simplelvpes
<xsdrrestriction base="xsdrshort*=
exsdimaxlpclesive value="0000" )x
sl iminlne lative valup="0" =
Afnsdiredtrict iom
</ eadis inplaTypes
<l s el emen e
psdelement nanestquantity@egquired® nillable="Talse">
<xs5d:51nplaTypes
<xsiirestriction base="xsd :short =
exsdimad nclesive valup="g99“/>
sxsdiminlnclusive value®01%/=
< fusd i restrictiom
elnsdrs implalype>
efrsdral epents
0 f x g g e
</aedicorpleaTypes
fped:plamants
<f 15 sChama=

=/ types>

Messages
A messape represents one interaciion bebaeen a sendce requester and & senice
provider. If an opearation is bidirectional &t least two message definitons are used
in ordar 1o specify the transmissions ko and from the sarvice provider. A message
consists of one o mone logical pars.

sgefinitions .... =
“message name="mtoken”> [ or more)
=part name="retoken” elenent="gnane® {3 or 1) type="gname" 0
oF I)f=
0 or mare)
=/messages
=/definitions=

The absiract message dedinitions ang used by the cperation element, Mulipla
operations can refer ko the same massage definition,
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Operations and Messages ang modeied separately in order 1o support Nlexibility
and simplify reuse of existing definfions. For example, two operations with the
same parameaters can ahare one abstract message definition.

in our example, the messages dedinition, shown in Example 1-3, is whane wa
specify the different parts that compose aach massage. The reguesi massage
dispatchOrderfequest is composed of an elerment di spatchirderfeguest as
defined In the schama in e parts section, The response Messags
dispatchOrderResponse (& similary defined by the alerment
dispatchOrderfesponse in the schema. There is no reguiremant for the names of
the message and tha schema-dafined alamant 1o mateh; in owr axamphs wa did
this maraly lor convenieno,

Exampla 1-3 Massege dafinfion i our WEDL decument

ameszage name="dispatchirderfesponsa>

<part element="resns:dispatchirderfesponse” name="ResponsePart™ f=
<fnessages
aresiage name="dispatchirderReguest®=

<part element="regns:dispatchirderfequest®™ names="HRequestPast” /=
</messages

Port types
A porr fype is 2 named set of abstract oparations and the abstrect messsges

invobead:
<gdefinftions .... =
<portType name="nmtoken®s
<gperaticn mame="mmtoken” .... /= (0 or more)

<fpart Type>
</definiliong=

W5DL defines four types of operations that 2 port can support:

Ome-way The port receives 8 message. There s an inma message
only.

Request-response The porl receives & mMessaoe and sends & cormelabed
message. These s an inprd messepe followed by an
ailphul MESSEDE.

Solicit-response  The porl sends a message and recelves a correlabesd
message. Theme (s an cipar message followed by an

IHpiT MBS3&0E.
Haotifleation The paort sends a message. Thens s an ol Message
anly. This type of operation could be wsed na
publishisubscribe scenarnio
2B Implamenting CICS ‘Web Sarvices
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Each of these operation fypes can be supporied with vaniations of th following
syntax. Presence and order of the input, output, and fault messages
datermine the type of message:

Zdefinitions .... =
portType ... = (00 or more)
<pperation name="mmtoken” parameterrders®nmmtokens"=
<input name="rmtoken® (' or 1) message="gname"f> (0 or ]
<gutput neme="nntoken" (0 or I} nessage="gnane"/> [ or 1}
=fault name="rmtoken” message="gname"/> (0 or more)
= pperat fone
</portType =
=/definitions=>

Mot thal a reguest-response operation is an absiract nobon, & parlicular binding
Friust be Corsuiled 10 Selarrming how i essapes ang actually sent;

= Within a single transport-level oparation, such as an HTTP requestrasponse
miessage pair, which is the prefermed option

= Ag ftwo independent transport-lewal operations, which can be required if the
transpord profocol only supports one-way commumcation

In our example, tha portType and operation definilicns, shown in Example 1-4,
are where we specty the por type, celied dispatehlrderPart, and a sat of
operaticns. In this case, there is only one operation, called dispatchOrder.

W also spacify the interface that the Web senvice provides to its possibla
clignts, with the input message DFRINIDSRequest and the cutpul messags
DFHONIOSResponse. Sinoe the fnput alement appeans bedone B output element
I the aperation element, our example shows a request-responss type of
operahon.

Example T4 For! e and cpeneton dafimitions in eur WSDL documen' exampe

<part Type names="dlspatchlrderPore s
operation namee"dispatchivder®s
<input message="ins:d spatchrderfequest™ namgs"DFHOEDDSRequest ™ /=
coutpet messagre"Tns idispatchDrderResponsr™ nanes "0OFE0EO0SRRsponsR " )'=
=foperat ian=
=fportTvpe=

Bindings
A bivcing contains;

= Protocol-specific general binding data, such as the wndedying iransgport
protocal &nd the communication style for SOAR

Chegpber 1. Ovendew of Web sarvicas 2T
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= Protecol exlensions lor aperations and their messages

Each binding refarances one port type; one part type can be uged In mulliple
bindings. Al operationa defined within the port type must b bound i the
binding. The peewdo X500 for the binding looks like this:

cdefinftfons .... >
<binding name="mmtoken” type=“gname"= [ or more)
<-- extensibility element (1} -—= (0 or more)
<gpperation mame="mmtoken"> {0 or more)
== pExtengibility element [E] P, 3 |"ﬂ ar m'.'lr'é,l
<input name="mmtoken® {0 o 1)} = (@ or I}
<-- gxtensibility element (3) --=
<finput=
=gutput name="nmtoken® (0 or 1) = {0 or 1)
<o pxtensibility element (4] === (0 or more)
=fmitput>
wfault name="rmtoken®= {0 or nors)
<—— pgxtensibility element [5) --= (@ or more)
</ fault=
=/operation>
= i mel g
<fdefimitions.

Az we have alresdy saan, a port refarances & binding. The part and binding ars
mixdeled as separate enfities i order 1o support flexibility and location
transparency. Tao parls thal merely differ in their nebwiork address can shang the
same protocsl binding.

The axtensibilty alements =-- extensibility element [z} --> u=sa XML

namespaces in order 10 incorporate protocal-specific information nto the
language- and protocal-independent WEDL specificafion,

I our eocarmghe, the binding delinition, shown in Example 1-5, 5 wihene we spedcily
our binding narme, di spatchlrdersaapkinding, The conneclion must be S0OAF
HTTR and the styles must be document. We provide a reference to our operation,
dispatchOrder, and we define the input massage DFHIRIDSRequest and tha
autpul massage MFHOXODSResponse, bodh 10 be SOAR literal,

Exgmpls 1-5 Hinding dafindfan /1 obr WWS0L dosumenl acampke

<hinding name="dispatchirderSoapbinding” type="tns:dispatchirderfort®=
<soap:binding style="document"”
transport="http: S schenmas, ol soap. orgfsoapfhtip" /=
peration name="gdispatehlrder>
<spaproperation soapAction=*" style="document” /=
<ipput name=" FHOXODSRequest =
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=spap: body parts="ReguestPart™ use="1iteral "/=
< input=>
woitpul mpanes="DFRINI0SRedponge =
<gpap:body parts=*kesponsefart” use="literal” /=
=foutput=
<foperation=
< i pdd £ g

Service definition

& service definilion menaly bundies a sel ol poris 1I:I'Q1H|‘rﬂl' under & narma, as the
following peeudo XS0 definiion of the service element shows,

<gdefinitions ..., =
=seryice name="mmtoken> [0 or more)
=port .... f* (0 or more)
<fsarvices
</defimitions=

Mulliple service definitions can appear in a single WSDL document.

Port definition
A port dafinition describes an individual endpaint by specifying a single address
lor & binding:
sgefinitions .... =
SSErVIicE ..., = (@ or more)
=port nane="netoken” binding="gname’> (0 or more)
wee pxtensibflity element [1] --=
< pait s
=/ services
=/definitions=

The binding atiribube is of type QHame, which s a gualiied name (eguivalent to the
ane used in SOAF). It relers 10 a binding. A port containg exactly one network
address; all other protocol-specitic informetion is contained in the binding.

Any port in the implementation part must reference exacily ane binding in the
intertace part,

The =-- extensibi ity slomant (1) --= 8 a placeholder for additional XML
elerments thal can hold protocol-specific information. This mechanism |s required
bacausa WSDL iz designed to support multiple rentims protocols.

In our exampls, the sendce and port definition, shown in Example 1-5, s whare
wik spacily our service, called dispatchOrderSeryice, which contains a collection
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of our ports, 10 this case, thene s only one that uses he
dispatchirderSeapfinding and |s called dispatchDrderPort. In thls port, we
gpecity our connection paint as, for example,

Fttp:/ fmyseryer: 54321/ examp] ebpn/seryicas/di spatchlrderfort.

Exgmpls -8 Sarvica and parf delfnilion in ow WEDL docwmand exampis

ey ice names=dispatchOrderieryice™
<port Bindinge*tns:dispatckOrderioapBinding® names®dispatchirderfort®=
E5oap  addreEss
locatioe="hitp: ffmyserver: 54321 fexanplefpp) services,/dispatchlirderPort ™ =
= parks
il garyices

1.5.4 WSDL bindings

We now invastigate the WSDL extensibty elaments supgorting the SOAP
transpart binding,

SOAP binding
WSDL includes & inding for SOAF 1.1 endpaints, which supports the
specification of the following protocal-specific information:

= An indication that a binding & bound o the S0AP 1.1 protocol

= A way of spacifying an address for a S0AP endpoint

= The URI for the 504PAct ion HTTF header for the HTTP binding of S0OAP

* A list of definilions for haaders thal are transmitted as part of the SOAP
envelope

Tabée 1-3 lists the cormesponding extension elemeants.

Tatve 1-3 SOAP exfansibhilidy afemants i WSDL

Extension and atiributes Explanaticn

=cagpibinding .. .= Bincing ewval; specifies dalauis for all cpemations,
Lransport="uri"” Binding level; ransgor is the untime frenagorl
{0 ar 1) profocol used by S0AP [HTTE SMTF, and 50 0n)
sbyle="rpe|decurest® | The sbde is one of the beo SOAP communcation
i@ ar 1) shyles, rpc or Gocument

<saapioperation ... = Extands operalion daliniion.
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Extension and attributes Explanation

snaphcton="urf" URM

faar 1)

sty les"rpc|docurent Sea hindng beval,

fa ar 1)

<gnap:body ... = Extends cperation defintion; specifies how

massage parls appear inside the SOAP body,

parts="nminkens” Ciptional; aliows extarnalmng message pans.

are="gncodad|11teral® | Titeral; messages mlerence concrate X500 (no
WESDL typek
sncoded; messages reforenoe abstract WSDL type
alemants;

encodingityle axiension wsed.

encodingStyles List af supporied message sncoding stylas,
"uri=11st"(0 or I}
namespaces"uri UAM of the servica.
fa ar 1)
<goap: fault ... = Extands operalion defindon; contants of faul
ditails alement.
naee= " nntoken® Felates soap: feult to wsd] : faul t for cpemtion,
ase, encodingityle, Seq soap:body,
NETEL AL
<snap:addrass .. = Extands part daliniticn,
Tocations="usi" atwork address of RPG rouies,
<eoap; header ... = Qparation lewal; shapad afar <ssap:body ...
<Eoap; headerfault ... = 'UI:GHIJIJI'I lerwal; shapad afer <scap:body .. .0

1.6 Summary

Wa bagan by discussing service-oriented archibecheres and how Wab services
refate to SOMs We continued by giving an ovendew of the major technologies
that make Web sarvices poasible: XML, S0AF WEDL, and UDDL \We looked in
daetail at SCAP, which provides an XML texi-bassd, péatform- and
language-nautral message format. Finally, we axplained how WSDL dafines the
application Gata o be cofmveyad in the S0AP message as well as the infosrmation
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reerpuire | I deriziss Bl Seeace, Such @ thiz rndport sz wiasd and thie
lecailon ol the servlos
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CICS support for Web
services

In chapter 1 we introduced several Web sarvices technologies. In this chapter we
axplain how to use Wab sarvicas in CICS TS V3.1,

First, wa provide an overviaw of the differant Wab services funclions provided by
CICE TE V3.1, Wa then ksok al how 1o prepane for rusning a CICS application as
a service provider and at what processing occurs when a service reguest armves
in CHCS. Simdarly, we conaider how to configure CICS as & sanvica reguesier
and how CICS processes an owlbound reguast from a service requesiar
application.

Wio o desaribe the new CICS resounce definilions that are required 10 support
Weab sarvices, URIMAP, PIPELINE, WEBSERVICE, and TCPIPSERVICE. And
we explain how you can control the procassing of 8 Web eervice requast using
message handler and SOAP header procassing programs.
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2.1 Overview

Whial e Wherkd YWieke Wel ean lor menrackens bstweiaer pregrams and end usors,
Wiek gervicas Gan do %0 program-to-ormaram interacten s CIOS suppor b Web
SENaCEs Makes it possioe for SIS aoplations e be integratad more rapidly,
agsity. and chaaply than awar bedore,

Applicidion prograrns running v CICE TS WA car particpsatioin iy
hesbiragpem s WRl Services orvaionrmienl A% Servicd requesions, Snrdsn
prowesrs, of Both, umng eifer gn A1 117 trenspar o a WebSphere R
tra-gpar.

CICS TS W3 1 prov das the ‘oliowing news “urctions
= M includes 3 new Web senaces Bssisent Uy

Thu Wk serwions a5k~ utilily conlars e programs, OFHWS20 % and
DFHLEEWE, DFHWESLS helps you rp an exshing W5SOL docurment o &
high-l1aval programming anguage daila atrwsture, while DFHLS2WS crealae a
nay WSoL document from an exsting language strackiss The Wab sarvicas
gessislaink supturky 1ho alkpwing peegrarnmicg nguinges
- COBoL

PL
-
- Cot-

~ || supports lyo different approacha=s 10 deekeging yaur CIGE applications in &
Wl TS £ Cneir .

Yo cin use tho el seriicoy wssistin

The Wak sarvicea aa=iatan: helps you deploy an applicatian with the [esst
ameoL nil ol oregramming effart. For azample, i you ward Lz expoze an
caislirg) application gs o Web sorvice poo caes s1art wilhe i high-lewel
larquagn dala stroctue, a0 oe DEHLSZWE 10 o ra e e Wi
seraces dascript an. Alernatwely, 1you wend 1o communlcale Wik an
2oabrg Yab sarvice, wou car =er wih s Wek sanvice deaonption and
use DFHWSELS 1o gererais a high-leval anguaga =ruciure that you can
LSSz i0 WOUr R rEm.

Both DFHLSEWS and OFHWS2LS also gararate a fla callad tha e e
Site, Whon yvour apglicalion runs, CI0E usos b weshind filo 5o rangferm
won 7 s b dala intn @ S0P - assacps anoaplput and I iansaos thn
Z0AF massage 0 dpghcahcn data anongut.

You can Take sompleie oneeal gf the processing of woeerdiala,

¥ou can writs yaur on coda 10 map kshwean yaur apolsation data and
Eh: mmgzssinegr brand 1lows befivicen tha serviog roquosstior arae provider, For
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ewarnple, if you want i use non-SOAP messages within the Web service
Infrastructune, you can write your own code 1o fransform bebsean the
meszane format and the format w=ed by your application.

* It reads & pipeline configuration tile created by the CICS sysiem programmer
to determina which messege handiers should be invokad in a pipeline.

A messape handler 1§ & prograrm in which you can perfonm your own
processing of Web service requests and responses, A pipeline |8 & set of
measape handlers that are executed in seguence.

A pipeling can be conbigured as a sarvice requaster pipeling of a gervice
provider plpeling, but mot both.

Yo can wribe your own ImIEeRGaA e ereiBirs 10 poriarm nrmﬁu 0 recpanst
and rEsponss Messanes,

= [ supplias message handlers designed espacially 10 help you procass SOAP
TS G ES.

CICS providas spacial S0AP message handler programs thal can help you fo
configure your pipsing as a8 SOAP noe,

= A servica requaster pipeling is the inital S0AF sandear for the request, and
the ultimate SOAP recaiver for the response.

— A sarvice providar pipeline is the ultimate SCAP receivar for the request,
and tha intial SOAP sandar for the responss.

Restriction: You cannot configure a CECS pipedine to function as an
intermediary node in a SOAP massage path.

The CIC5-provided S0AF massaga handlers can be configurad 1o imeoka
are of mong user-writlen S0AP header processing programs and to enforce
the presence of particular headens in the SOAP message.

= H allows you b configure many diffarant pipalines,

You can configure & pipeline to support S0OAP 1.1 or S0AF 1.2 Within your
CICGS system, you can have some pipelines that support S0AF 1.1 and
athers that support S0AP 1.2,

= [t prowvides the following new rescarce definitions o halp you configure
support for Wab sendcas:

— PIPELIMNE
— URIMAP
- WEBSERVICE

Chapsar 2. CIGS suppor for Web sarvices. 35
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= I provides the following new EXEC CICS application programming interface
{API) commmandgs:

= SOAPFAULT ADD | CREATE | DELETE
— INQOUIRE WEBSERVICE
— INWOKE WEBSERVICE
= Hconforms i open Standards ncluding:
- S0AP 1.1 and 1.2
- HTTP1.1
- WEDL1A

= [l ensures maxmum inferoperability with other Wb sarvices implementations
by eondorming with the Web Services Inleroperability Organization (WsS-1)
Basic Profile 1.0,

= [ supports e WS-AMomic Transaclion specilicalion

Note: CICS TS V3.1 includes some specific snhancemants that are ralated ta
Web sendces implermentation using HTTE In particular, Web Suppart in CIGS
T3 V3.1 contans thie lolkewing improvernens:;

» HTTP
— Concumrent session limit raised from 900 (in CICS TS V2.3) to 65000
per region.
— Theara iz no effinity fo long running CWEN transactons.
e HTTPS

= Concurrant session limit raisad from 250 (in CICS TS V2.3) o 65000
per region,

= Mo alfinity to S5L TCE for duration of connection.

— 5581 TCB per connection now not requined.

= No alfinity 1o long running CWXN transaction,

- [Easy choice over Cipher sutes specified on TCPIPSERVICE definition.

— Sysplex-wida cache for S5L session 0.
Customsars using the Wed interfacs can now exploit parsistant sessions for
large networks, as opposad to having fo make and break conneclions with
every request, These customers will make CPU savings. Customers who had
small networks and were already able 10 exgpiodt persistant connections will

se8 up to about 4% incresss on average size applications. They will howeaver
benedit from a much graater number of concurrent sessions per ragion.
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2.2 CICS as a service provider

Wihien CICS s a service providar, it neceives a service requast, which is passed
thirough a pipeline to a target application program. The response from the
application ks returmed o the senvice requeaster through the same plpaline. Inthis
section we first discuss how fo prepare for running a CICS application as a
sarvica provider. Than we discuss how CICS procasseas the incoming servica
request.

An exigting COMMAREA-based application can be exposed a5 a senvice
proveidier, normmealhy without amy application changes. Figure 2-1 shows CICS a5 a

SENICcE provider.

CICE TS VIA
__ﬂ-;E‘;E- _.._i
—— sBrdices | *
Edrvicn ML SO COMMAREA CICS
e Pt | .:._'PD:ﬂTﬁHEﬂ_ appicalicn progeem
e —— o

Flgure 2-1 G038 85 a sandca provigar

When CICS is in the role of service provider, it mest perfosm the following
CpEra Bons:

1. Recaive the request from the sarvice requesiar,

2. Examina the request, and extract the contants that are relevant o the target
application program,

3. Invoks the appécation program, passing deta extracted from the requast.

4. Construct a response (when the application program relums oonirol) using
data returned by the application program.,

5. Send a response 1o 1he Service requesier,

Hete: This redbook deals with the implementation of CICS Web services
created from COMMAREA-Dased applications in which thare is separation of
business ogic and presantation logic.
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2.2.1 Preparing to run a CICS application as a service provider

Suppose that you have an exasting CICS application that you wish 1o expose as a
Wl sarvice which uses the HT TP transport. Supposa also that you wish o use
the Wab services assistand rather than taking control of the processing
youargalvgs, You would perfarrm B following sleps;

1. Genarate the wsbind and WSDL files.

a. Cresta an HFS directory in which to store the generated files. For
example, you might create a direciory named
fwSharedProjeciDersctony My FirstWabSarviceProvider,

b. Rum the DFHLS2WS program. The input you provide to the program
includes the following:

= Tha namas of the partitioned data set members that contain the
high-level languags structures the application program uses to
describe tha Web servica request and the Web service response

& The fully gualified HFS names of the wabind file and the file into which
the YWieb sarvice description is to be writhan (tha WSDL file)

=  The relatve URI thet & client will use to acoeas the Web sarvice

= How CICS should pass dala 1o the targed applicalion program
(COMMAREA o contalner)

Note: Typically, an appiication developer would perlarm this slep.

2. Creale a TCPIPSERVICE rescurce delinition.

The rescurce definition should spscify PROTOCOLIHTTF) and supply
information about the port an which inbound requests are recehed.

Note: Typically, a systems programmer would parform this step and the
subsequent steps.

3. Creata a PIPELINE resource definition.
a. Create a service provider pipeline configuration file.

A pipaking configuration fae iz an XML file that daseribes, among ofbwer
thirgs, the message handler programs and the SOAP header procassing
programsa that CICS Imvokes when it processes the pipeline.

b, Create an HFS directory in which 1o store installable wabind and WSDL
files.
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W call This dirgclore e “geckug” Jireeiry S oin GIGE will ek wga By
wrhlnd 8~ WEDOL 1llea tizer 1his direckary and zstane them oo a "shell
direciany.

c. Creale 44 HFS diectory lar SIHCS 10 sloee ingalled wskaind hiles in
Wia call lhis girgclory tha “shelf” directary.

d. Creala a PIPELINE rescurce dafinficn 10 -ara & the Wab asrdica request.
= Hpecty e CORFIFILE akrltide 10 pears o Era hle created In slep Sa.
v Spooiy the WS IR atlritate ko point L o reckary crgatod in st 3b
+ Spacthy t-e SHELF attr buie ;o point ioche dirachory created in st S

e, Cooy tha wabind end WSUOL liles created in slep 1 B0 the pickup direcicry
crealad nslap Ao

4 Instell the TCPIFSERVICE and FIFELIME -&source dehrirlang

Wz e GG swsslon programienr inslalls e P FELINE defimlion SICS
sans the pickup meeciary 100 wstund hles, When SICS inds e wsbind e
created in slep *, CICS ayner cally creales and installs 3 WE3SEHRYICE
razounza Jefinibor for d. SIGS dar wes tha nama of tha WEBSERMICE
dafindion {rom the nams of t-& wsbind lile. Tha WEBSERYICE dahnition
iclengilices Bz narm: of Hwe assoc md FIPELINE Giinilig and pearss le The
Iccallon Al 1he ssmced Ha b e HFS

Cwring the inslallatian of the WEBSERVICE rescace:

- CICS dynamica v craates a~d inssalls B UAIMAF rescuce de'iniben.
CIC S bases “he dafinilion on tha LRI spacifiad in tre input 10 DFHLS2W S
in koo 1 a-d siorod gy DFHLSEYWS in the wstind il

— CICS usas e weoi~dila ko creale ma e storage cantrol blocks o map the
inbound sereica request (ERL) o a COMMARER, or i conlainer a-d o
s b XN b nplE, ) COMMARE A G poaaine thl containg [he
respoanze dala.

5 Publist the WEDL “ilos e b service roquosior clionts

a Customize the locatieq attnouie on tha <addw-ass+ slemens in the WSOL
fike s tral As valua spacifias the TCAP sarver name of the machine
kislingg thee Seeeics mnd e gl manber adfined n e TCPIRSCEVIGT
deh~ad In slap 2.

b Puhblish Ihe WS ta 2y portics wishing o cresale co1s oo e
Sa[WrE,
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2.2.2 Processing the inbound service request

Figure 2-2 shows the precessing that occurs when & service requester sends &
SOAP message over HTTP to & sarvice provider appbcation running in a CECS
TS V3.1 ragion.

CICE T VaA

5 Wk sarices

Lerguer

Figure 2-2 Wb service rum-§me Senite providsr processng

The ClIGS-suppliad sockets listansr transaction (G501} mondtors the port
specified in the TCPIPSERVICE resource definition for incoming HTTP requasis.
Whan the SOAP message armves, CS0L altaches the fransaction specified in
the TRANSACTION gtiribute of the TCRIPSERVICE delinition; normally, this will
be the CHCS-supplied Web atizch transaction CWXN.

CWXN finds tha URI in the HTTP request and then scans the URIMAP resource
dafiniians for a URIMAP that has its LISAGE attribute sat to PIPELINE and its
PATH atbribute set to the URI Tound in the HTTP request. 1T CWXN flinds such a
LIRIMAR, it uses the PIPELINE and WEBSERVICE aftributes of the URIMAP
dafinition to gat the name of the FIFELINE and WEBSERVICE definitiona, which
if will usa 1o process the mcoming request. CWXN also wsas the TRANSACTICN
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Atlritnke al 1hee AITRARP clefinilion 1o clefgomir-g 100 raans: al e eeeSiaclion el i1
shoukd abach to process the plpellne. narrnally, 10z e | be ihe OPIH trrasacilon

CPIF stans the pipaling procasaing. N usas e PIPEUIME detnition to find the
name af the pipaling configa ration file. CPIH uses the ppainae configuraticn lila
ko dakgrming which message handlar programs and S04 P header precessing

FIFEIEyrar S o wiaki.

A mestage hard e i dhe poas ne (plcal v 3 CIOS-sgeelad BOAP message
handler) remavas the SOAP ervelope from the nbownd requas! are pasaes tha
SO4P eody 10 1he dala mapper ‘uncdion.

CICES uses the OFHWS- WEBSERYICE cont-gr b paiss the ~ame o tha
reecpuniren D WE TSR RAVICE flel volion i IR At moimpaacere Tha dala mdpoer oses e
WEB=EMWICE deYindian 1o 1azabé the mein slakage confod bkeeks hat It needs
ko meon the inbaund 9ervice reques: 4xiMiLy o a3 COMMARES ar e container.

The data maooer links 10 1ha 1argst serace provider applicaticn orogram.

prov g ng it with input in the format thal it eapacls. The apglicalic- progrim s nak
awd i INAE T 5 Bebng taoiuted @ 3 Wiel) Seeeice The progeaam aorlarems ils
hiarmal peeceasing &na Inen relures Bo autpad SOMMAFLEA at contres be the
data mapoer.

The cutpld dala fmom tre CICE application program cannet jus: be sen; Bac< 10
the pipeling coda. Tra daty magga- mus! lirsl canvard The auput from 1he
COMBARE & A canlainer Torma mn a S0P bocly

2.3 CICS as a service requester

Yhen CICE is a sarvice requesier. an applicalion program serds 3 moues).
whigh ig paagsod thraggh g pipelioe oo Larger seoce pegeider Thi: ressponge
Fraim thie servics provider 15 relurmed 10 e 2pabeaton prosiacn Ehcaegh ihe same
AIpElne. In 1hs 9ecdion We digcuss how 1o prepare e running a SIS spplication
d: a 5arvic= requesier. Then we diacuse how CI2E orocassas tne qubbound
SEMACA "aguast

Figure: 2 3 onopago 42 showes CICE ax: o sordise roguostor
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Figure 2-3 CICS 48 8 s6Mvics requasiar

When CICS is in the role of service regusster, it must perform the following
aparations:

1. Build a raguast wsing data provided by the application program.
2. Send the reguest to the service prowvider.

3. Receive a response from the sendoe providaer,

4.

Examine the responsa, and extract the contants that are relevant 1o the
original application pragram,

5. Return confrol to the application program.

Note: Local optimization | possible when a CICS service requesier Imokes a
CICS sarvice providar application (eee "Local opbmization”™ on paga 45).

2.3.1 Preparing to run a CICS application as a service requester

Supposs you wish to write a new CICS spplication that will invoke a Web service.
Suppose also that you wish 1o usa the Web services essaistant rather than taking
contral of the procassing yoursalees. You would parform the following steps:

1. Generate the wsbind file and the language structunes,

a. Creaie an HFS drectory in which 1o store the wsbind file. For exampha,
o miging create & dinechiny named
fwSharedProjectiDiectony My FirstWabServiceRequestar

by, Fum the DFHWSELS prograrm, The inpul you provide o the pragram
includes the following:

* The fully quailied HFS name of the WSDL file that desoribes the Web
senice you want 1o nequest,
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= The names of the partiioned data set members into which DFHWS2LS
should put the high-level language structures it ganerates, The
application program uses the lenguege etructures to deseriba the Web
senice reguast and the Wb service rasponse.

Mote: Typlcally, an applcation develapar would perdorm this step.

2. Creste & PIPELINE resource definiton.

A, Crealo & servion requashon pipeling conliguration file,

The pipaline configuration file describes the message handber programs
and the SOAP header processing programs that CICS will imoke whean il
PO Sa 1h e P,

b. Create an HFS directory in which 1o store installable wsbind filas,

CICS will pick wp the webind file from this directory and stora it on a “shelf”
diractory.

c. Creste the shelf directory for CICS to store inatallad wabind files in.

d. Create a PIPELINE resource definition o handie the Web service request;
»  Specily the CONFIGFILE atiribute 10 point fo the file created in step 2a.
= Spacity the WSDIR atiribute to point to the directory created in step 2hb.
= Specfy the SHELF attribude fo point 10 the directony created In step 2.

@ Copy tho wsbind file created in siep 1o the pickup dineclory created in
glep 2o

Note: Typicaly, a systems programmer would perfoem this step,

Install the PIPELINE resource definition,

When the CICS syetamn progremmer installs the PFIPELIME definition, CICS
scans the pickup diractary for webind filas. Whan CICS finds the wshbind fila
creatad in stap 1, CICS dynamically creatas and installs a WEBSERVICE
resource definition for il CICS derives the name of the WEBSERVICE
definifion from the name of the wsbind file, The WEBSERVICE definition
identifias the name of the associated FIFELIMNE definiton and points to the
Iocation of the wekbind fike in the HFS.

Dwring the installation of the WEBSERVICE resource, CICE uses the wsbind
file to creats main storage control blocks 1o map the outbound service request
bo an XML decurment and bo mag the inbound XML response docement to a
language structung,
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Note: Typicaly, a aystems programmer would peraem this step,

4. Use the language siruchire generated in stop 1 to write the appBcation
program,

a. The: application Ssees fhe II.‘.lbwlr'lﬂ command o place fhe outhound data
into container DFHWS-DATA:

EXEC CICS PUT CONTAINER{DFHWS-DATA] CHANKEL(nome_of chamnel)
FRM(dota_orea)

b. It then issues the folliowing command to mwoke the 'Web senice:

EXEC CICS IMVOKE WEBSERVICE{mome of WERSERWICE definition)
CHAMNEL {mame_af chmorel) OPERATION (nowe_of operotion)

Note: Typically, an appication developer would perlorm (his slep.

2.3.2 Processing the outbound service request

Figure 2-4 shows the processing that ococurs wihen a sarvice reguester running in
a CICS TS Va1 region sends a SOMAP message 0 a sarvice provides,
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Figure 2-4  Web s6rvice Fun-ime Senice nequesier irocessing

¥When fhe service reguester issues the EXEC CICS INVOKE WEBSERVICE
commiand, GIGS wses e information found in the wsbind file that 5 associated
with the specified WEBSERVICE dedinition 1o comvert the language siructure info
an ¥ML docurment. CICE then Imvakes the messane handless specified in the
pipeline configuration file, and they convert the XML document into a SCAP

MEs5a0e.

CICE sends the SOMP request meassage bo the rermote senvice provider via aithar
HTTP of WabSphera B0,

When the SOAP response mesgage (s received, CICS pesses it hack thaowgh
the pipeline. Tha message handlers extract the SOAP body from the SOAP
anvalopa, and the data mapping function comverts the XML in the SOAP body
into @ language structure, which & passed o the appicalion program in container
DFHWS-DATA,

2.3.3 Local optimization

A gpecisl ocal optmization i= possible when CICS s in the rode of botk serice
raquastar amd gervice provider. In this case, CICS avoids the overhesd of
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comaarting a language structure into an XML documaent by simply converting the
EXEC CICE INVOKE WEBSERVICE command Inta an EXEC CICS LINK
command.

Important: Invoking a CICS Web service using local oplimization resulis In a
significant parformance banafit.

¥hen an EXEC CICS INVOKE WEBSERVICE command s used fo woke a
CICS service provider application, the provider application nama in the Wab
sarvica binding file associated with the WEBSERVICE resource is used bo
anable he ocal eplimazation of the Web sarvice request, 1| you uss s
optimization, e request is optimized 1o an EXEC CICS LINK command

(Flgure 2-5).
CICETEVE1 CICE TE WA
’ CICH Wb GRCH Wl
[ = e LI = e
mpplicalion prograrm | ———ps || aniu TIEET:1 2 — IR
B R INVORE | o SONTRHE T mpplcsiion program
|__Wemonan | *

Fawe 2-58 imaoking a CICE Web sonvios psing local solimiraion

The CICS servics requestar and servios provider applications can be instaled in
the same CICS region or different regions. If they are in difierent regions, then an
MAD or 152 connection must axist which enalbles the LINK request fo be
shipped ko the remote GICS region hosting the service provider application,

Maole that this optimization has an effect on the Behavier of the EXEC CICS
INVOKE WEBSERVICE command when the Web service is not expected to

gend A responss;

= When the optimization = not 0 efect, control returns from the EXEC CICS
INVIOKE WEBSERVICE commend as soon as the request message & sant.

= Wihen thi: optimization is i aMect, contral returns from the EXEC CICS
INVOKE WEBSERVICE comrand only wisen the tangel program terminates.

When the Web sarvice is axpected to send & responss, control returna from the
command when the responss i available.
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Restricthon: You can use this aptimization only i the service paovider

appdication and the service requester applicetion are deployed with the \Web
servicas assistant.

2.4 CICS resources for Web services

W now look in more detail st whet CICS resourcas & syatams programmar miust
implemant in ordar o enable Web ssrvices in a CICS emdronment. In Chapler 3,
“Web sarvices using HTTP® on page 73 wa describe the resources that we
cridlod in order 1o enabie Web Services noour anviranmant,

2.4.1 URIMAP

The URIMAF resource dafindtion is wsed 1o define one of thwes diferant
Wab-relaied facilities in CICS. | is tha valua of the USASE attribute on &
URIMAP definition that determines which of the thres faciliies that particular
dafinilion conbrols,

1. Requests from a Web client, to CICE as an HTTP sarver

URIMAF gefinitons for requests for CHCS a3 an HTTP servar have & USAGE
atiribute of SERVER. The=e URIMAP definitions match the UALs of HTTP
requasts thal CIGS expeacts to retaiva from a Web client, and they define how
CICS should provioe a response 1o aach request, You can use a LRIMAP
definttion 1o tell CICS 1o

= Provide a sfatic responss to the HTTP request, using a documeant
template or 2105 UNIXE Systern Services HFS file

= Provide a dyeamic responss to the HTTP requesd, using an application
pragram hal issues EXEC CIGS WEB applicalion programming inberace
COmrmands

- HRedirect the raquas! 1o ancthar sarver, aither bempararily or permananihy
For CICS &8 &n HTTP server, URIMAP definiticns incorporate most of the
funciions that were previoushy provided by the analyzer program specified an
the TCPIPSERVICE definiion. An analyzer program may slill b imalvad in
iz procegsing pa il requingd,

2. Requests 1o a server, from CICS as an HTTP client
URIMAP definitions for requests from CICS a3 an HTTF client have a USAGE
atiribute of CLIENT. Thase URIMAP definitions spacify URLs that are used

whien a usor application, acting as a Web client, makes a request throwgh
CIGS Wb support ioan HTTP serer, Sefteng up a URIMAP definition for this
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pUrpGSE Mesans hal you can avoid identitying the LAL in your application
program.

3. Wb servioe requests

URIMAP gedinitions for Web service requasts have a USAGE atiribute of
PIPELIME. Thass URIMAP dafinitons associale a LRI for an inbound Web
service redguesl (hal s, a request By which a client imokes a Web serdice in
CICS) with & PIPELINE or WEBSERVICE resource that spacifies the
proceasing to be performed.

You can use a URIMAP with & USAGE atiribute of PIPELINE 1o specify:

= The name of the: transaction that GIGS usas for running the pipeling alias
transaction {the defaull is CPIH)

= The user ID under which the pipefine alias transaction runs

Figura 2-5 Mlustrates the purpose of a LRIMAP resource definition for Weab
SVl PedLIeS LS,

CICBTEVAY

[ g e
et e

3!

Fogwe 2-6 URMAP nesouroe maionsips

You can creale URIMAP resource delinitions in the foliowing ways:
= Lisa the CEDA ransaction
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= Use the DFHCSDUP bateh wtility
= Usa CICS5P e 5M Business Application Servicas
» gathe EXEC CICS CREATE URIMAP command

When you install 2 PIPELIME rescurce, or when you issue a PERFORM
PIPELINE SCAN command {using CEMT or the CICS system programming
interlace), CICS scans the directory specified in the PIPELINE's WSDHRA aftrituse
(the plckup directory), and creates URIMAP and WEBSERVICE resources
dynemicalhy. For sach Wab sarvice binding file in the directory, that is, for each
file with the wsbind suffix, CICS installs 8 WEBSERVICE and a URIMAF if one
dioes not already exist, Existing resourcas are replaced if the informadion in the
binding file ks newer than the exsting rosoeces,

Nodte: f you allow CICS o install the URIMAP rasource dynamically, you
cannol use the LIRIMAP definftion to specily aither the names of B iransachion
of the user D under which The pipeling will run.

2.4.2 PIPELINE

& FIPELINE resource defindtion provides informalion about the massage
hiandlers that will &t on & sendce request and on the response, The inormsetion
about the measepe handlers (s suppsed indirectly; the FIFELINE definition
specifies tha nama of an HFS file, callad the pipeline configuration file, which
contains an XML description of the massage handhers and their configuration,

The micst important attributes of the PIPELINE definition are: &5 follows:
= WSDIA

The WEDIR atiribute specifies the name of the Web service binding directory
{aleo known as the pickup directory]. The Web service binding directory
contains Weab sarvice binding files that are associatad with the PIPELIMNE,
and that are to ba installad aviomalically by the CICS scanning meachanism,
When the PIFELINE definition is instalied, CICS scans the directony and
automatically installs any Web service binding files it finds there,

H you spociy & value for the WSDIR atiribule, #§ must reder o a valid HFS
directory o which the CICE region has af least read access. I this s nat the
case, any gtempd to install the PIPELINE resource will fad.

it you do not specify a valua for WSDIR. no automatic scan takes place on
installation of the PIPELINE, and PERFORM FIPELINE SCAN commands
will fail_

= SHELF

Chapsar 2. CIGS suppor for Web sarvices. 49

Docwrant bt 040152 N] SR F- | | EF-DER0 000000 EE BT
o D

UL LRI AL

Faga TGO

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000078



The SHELF aftritade spocifies the name of an HFS direclory where GIGS will
copy indormaltion about installed Web services, CICS regeons info which the
PIPELIME dafinition is inatalled must hewve full permission to the shalf
directory: read, write, and the ability to create subdirectories.

A gingle shalf directory mey be shaned by multiple CICS regions and by
miultipla PIPELIMNE definitiona. Within a shelf directory, each CICE region
uses 4 separaie subdireciory to keep its filas separata from those of othar
CICS regions, Within sach region’s dirgctory, each PIPELINE uses a
separale subdireciory,

After a GICS ragion performs a cold o inflial start, it dalates its subdireciorias
fram the shilf bekosg trying 10 wse the shell

CONFIGFILE
Thils attribute apeciies the name of the PIFELINE condiguration file.

Figure 2-7 dlustrates the purpose of the PFIPELIME resource definition,

CEE TEVE

Figure 2-7  PIPELINE raspurcs relationships

You can cragte PIFELINE resource definiions in the following ways:
= Use the CEDA transaction
= Usg the DFHCEDUR bateh wiility
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= Use CICSPlex SM Business Applicalion Services
= Lisathe EXEC CICS CREATE PIPELIME command

Pipeline configuration file

Whan CICS processes a Wab sarvice requast, it uses a pipaling of ane or mora
message handlers to handie the request. The configuration of a pipeline used to
handle & Web sarvice request is specified in an XML document, known as a
ppeline corfiguration file. Use & suitable XML editor or text editor to work with
your pipeline configuration files. The exact configuration of the pipeline will
dapand upon the specific needs of the application,

Thire ang two kindgs of pipading configuration files: one descrbes the
configuration of a service provider pipeling, the other describes the configuration
of & serice requestar pipaline. Each ia defined by it own achema, and each has
a diffarent rood elament. The root slement for a providar pipeline is
=provider_pipeline>, whila the reot element for a requester pipeling is
=“requester_pipeline=

The irmediate child elements of the =provider pipel ine= alement ane

= A mandatory <seryice> alemant, which specifies tha message handiers that
are irvoked for every reguest, including the tarmingl messeges handler, The
terminal message handler (= the last handler in the pipaline.

= An cplional <transport= elerment, which specifies message handers (hal ar
selected at run time based upon the resources that are being used for the
rmeasane transport. For exampde. fior the HTTP tranaport, you can apacity that
CICE showkd imvoke the massage handler only when the port on which the
requast was received is defined on a specific TCPIPSERVIGE definition, Far
b WabSphena MO ransport, you can specily thal CICS should invoke B
rmeasans handler anly when the sbownd message arves al a specific
MEasaQe quals.

®  An oplional =apphand]er= element, which specifies the name of the program
that the tarmingl message handler will link to by default, that is, the nams of
the targat application program (or wrapper program) that provides the service.
Messape handlers can specify a different program at run fima by wsing the
DFHW3-APPHANDLER conlaines, $o the narme coded herg is nol always the
program thal is Bnked o

Important: Whan you use DFHLS2WS or DFHWS2LS to deploy your
service provider, you must specly DFHPITP as the tange! program,

DFHPITF will gat the name of your target application program (or wiapper
program ) from tha wshind file.
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Thix =apphord T er= element is used when the s message handles in the
plpeling {the terminal handled) 18 one of the CICS-supplied S0AP message
handlars.

i you do not code an <apphand]er= element, one of the message handlers
piecst use the DFHWE-AFPHANDLER container to specify the name of the

program.

*  An oplional =service_paraneter_11ist> alament, which containg parameters
that CICS will make evallable to the messegs handlers in the pipedine wia
containar DFH-SERVICEPLIST.

Example 2-1 shows the sample service provider pigsing configuration e
brasicsoapt Tprovideroml,

Exampls 2-1 Configurahion Mg o servica provider

<Yaml wersion="1.0" encoding="ERCOTC-CP-US"F=
<prowider_pipeling
amlng="http: /fwan. (b, con/soltmare/mtpfeics/pipel ina”
amins:asi="http: /www. el org 2000 /ML 5Cchema-1nstance”
asiischemalocation="htip:/ vwe, ibm.con/softeareShtpfcics/pipel ine
provider.xsd "=
<LErY ] Dis
<terminal_handler=
<cics_soap 1.1 _handler/=
=fterminal _hardler=
=/seTvice=
=gpphand] er=0FHP] TI:'-E_."E|;||:|i'|¢r'||:|'If:r-'il
=/provider_pipeling=

Important: A pipaline can be configurad to support S0AF 1.1 or S0OAP 1.2,
Within your CICS system, you can have many pipelineg, some of which
suppart S0AF 1.1 and soma of which support SOAP 1.2,

The immadiate sub-slemants of a <requester_pipeline= elemant ara:

= An optional <servicer element, which specifies the mesaage handiers that
are irvokad for evary request

= An oplional <transport= alement, which spaciies message handiers that are
eelected at run time, based upon the resownces that are baing waed for the
message transport

= Anoptional <service paranster |ist= element, which contains parametens

that CHCS will make evallable to the messege handlars in the pipedine via
containar DFH-SERVICEPLIST
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Exzample 2-2 shows he sample sendice requester pipeline configuration file
basicsoap 1 requesternxmi,

Example 2-F  Canfiguaion e o senWos reguasier

<?aml wersian="1.0" encading="EB{DIC-CP=l5" 7=

<requester_plipel ine

amlns="http: f/waw. i, con/software/mtpfcicsfpipal ina”
sminsixsi="htip: S wwe wd . org 2001 /XML Chema-instance”

xifrachenalocation="http: fwwa_ b comdsoftuarehtpSeics/pipeling
reguester. xad =
<sery¥icex
=service_handler_list=
=gics_soap_l.]1_handler/=
</service handler _Tist>
o geryipes
<{reguester_pipalinpe=

2.4.3 WEBSERVICE

Thres objects define the execution environmant that allows a CICS apphcation
program to operate as a YWeb senice provider or a Wab service raqueastar;

= The Web sarvice description

= Thi Web service binding file

= The pipaling

These three cbiects are defined to CICS on the following attributes of the
WEBSERVICE resource definition:

= WEDLFILE

= WSBIMND

» FIFELINE

The WEBSERVICE definition hasa a fourth attribute, VALIDATION, which
specifies whather full validation of SOAP messages against the correspaonding
schama in tha Wb service descripion should be performad at run tima.

VALIDATIOMN{YES) ansures thal all SOAF messages Mat ane senl and received
are valld XML with respect to the XML schema.

Important: Validation of a SOAP message against a schema incturs
considerable procesaing overhead, end you shoulkd normally specify
VALIDATIZN{NG) in a production environmant.
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I VALIDATIONIMNGY) s specilind, sulficient svalidation s pecormad bo ensuns hal
the message containg well-ormed XML

Figure 2-8 on page 54 illustratea the purpose of the WEBSERVICE reaource

definition.
CICE TEWa.1
| wa |
Do e i
s - | merece L
[
Y - i - —

Flowe 2-8 WEBSERVICE resource ralationshios

You can create WEBSERVICE resource definitions in the fallowing ways:

=

L

Using the CEDA transaction

Using the DFHCSOUP batch willity

Lising CICSPIax SM Business Application Services

Using the EXEG CIGS CREATE WEBSERYICE command

¥Whaen wou install a PIPELIME rescurce, or when you issue a PERFORM
PIPELINE SCAN command {using CEMT or the CICS syslam programming
interiace], CICS acans the directory specified in the FIFELINE's WSDIR attribue
ithe pickup directory), and creates URIMAF and WEBSERVICE resources
dynamicalhy. For sach Wab sarvice binding file in the direciory, that is, for sach
file with the wsbind suffix, CICS insfalls a WEBSERVICE and a URIMAFP if ane
does not alréady auist. Exisling resources are replaced il the infarmation in thie
binding file is newer than the exiating resouences
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Thix CEMT INCUIRT WEASTEVICT omimand is wsee o alabain inlormslion
abour & WEBHERWICE remoures dehinilon. T2 data retu ned depends an 1he
twpa ol Wab zens oa.

Web service binding file

A Wab aersicas dazcnption contains abetrac! represantationz: of te input end
cutpld massages used by tha sa~vice. When a sg~ice provider or saryica
regueslor L wation papcudes, CICSE nedls cSarmation st b Bz coslent
ol the messagrs maps b the daka siiuciures osed by B applicallon. This
Infermation 1S held 1n e Web zenece o~dmafie.

YWab zarvices bind ng files are creatad:

v By ubildy program OFHWSELYS wran language slmchs s ae generaled from
WaOL

w By utibly prograre CCH 5285 whro WSOL is qooeraleel e 3 Brgoaipe
Siruclure

At run fime, GIGS uses informatian - the Wab sarvica birding £ e Lo perfarm the
mapping batwean ape caben data sruciures and S0OAPF maszagas.

2.44 TCPIPSERYICE

A TCFIPSEEAYIGE cefinilion o reguired «i Sere G prowider InA uses the HMTTR
tra~spot, and cantains in‘armabion abaul ihe pot on wh ch insound -equests are
racened.

You can areats TGPPGS ESY CE resource dafinmicnz in tha follovwang ways:

r Uming Ihe CEDA ransecton

= LEsing the DEHCGSTUR Dk ilily

+ UIsing CICSPla: 56 Businazs Apoheation Sarvices

r Lhing ihe EXEC CICS CAEATE TCRIPSEAYICE comrmend

2.4.5 Aesounces shecklist

The ralatianships bemeen GIGS WeD services daeh -iions are shown in
Fiygurz 3-9 oo piagee B
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e WEDLFLN

Fowe 2-8 CIGS Waeb sandces resounca imemaiatanshiss

The resources that are required 1o suppart a particular application prograrm
depends upon the lollowing:

=  Whaether the applicalion program is a senace provide or 8 serice neguesher

= ‘Whether the application is deployad with the CGICE Web sarvices assistant or
you wiile your gwn eoda o map batwaen your application data and S04P

PR s
Tabde 2-1 Iz a checklist of resgurce definitions,

Tabda 2-1 Rasource chechst

Sarvice CICE Wab PIPELINE WEBSERVICE | URIMAP TCPIPSERVICE
requasier or | Rervices requirad requined reguired | required
provider asslstant used
Prowidar wai5 yEs was (1] yes {1} 2]
o e fio = {7}
Flaquesips yag g yag e i)
no g no i o
(1) WWhan e CIGE Wb sandices ssaElan B used 10 depiy an appiesion proageam, the WEBSERVICE ard
USRIMAP nedidnens dan B creabed aubomatically when tes FIPELINE s pickup dirclary i scanred. Thia happens
wiser e FIPELINE readurce & irslalsd, o &8 & reggdl ol 8 PERFOAM PIPELINE SCAN commansd,
[F) & TCFIPSERVICE roscirss ks requirad whan tha HT TP bmnesad s used, Wines e WabSghaia MO Sanegsd &
v, you mis) deline & qusgs
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2.5 Message handlers

W g, wiin g o pertonn Sprecinlized pracossing o fee s il Mooy
hetdeen a service fE-:'ql.H‘.'.‘i[EI' anid a serdve F‘i-"ﬂ-'u'lﬂEl’_ and CICE daes il .‘ilJFIFIl:p' a
mEesz&ge handler 1nat meels you - needs. you Wil Need 1o SURRLY Your own.

The messaga Fanaler rlarface lets wou pertormiha fol owing tasks in 3 messaga
handlar program

k  Exeruna the cantents of an XML "equeat ar reaponse, without chenging it

v R B zordents al an AWML renus] o rosiscrse

+ Ina ro-erminal message handlar, pass an XKML request or response b the
ric rangssage hancler in ehe pipeline

r Inaierminal message handlar (ha last handler inthe pipaling] call an
Applicilion progron ard oendR5e 3 respores;e

* Inthe requasl prase o the pipalinae. ferce a @ns tion 1o the responsa phasa,
by abzo rg tha request, and gana=ting a respcnse

k  Hard & amares

Meseage handlars ca- ba wsad for speci'ic custom functions like:

k LJging revueata
v Chdneung the “oomest” o & raquess, 1oF example. crareng the nams al te
tra~aacdion that CICS uses for anming the pipeling ahas trengaciian

Meseage handlers usa channels a~d fanta ners 1o intaract vath one anatker, and
wilh 1ha spstem a8 “Channels and contai-grs” oo page 53],

2.5.1 SDAF message handlers

GG propeehes FO0 5 messags Dol IRAE pd., e in: we in wour pigcline o
process BOAF 1.1 and BOAP 1 2 messages. You can use the S0P medsage
handlars In 4 aerice "equashar or IN B sanace orovider ppe re.

an inpul. the SOAP message hardlers parse incound SOAP meszages, and
aairact the 50AF <Eody~ alamen] {or .58 by pour applicadion pregram. On
gt Ehm Badiees eacsensst o eanpleee SC8F messane, using o = iedy-
elermdnil That ywou -« AppIcation pociies

It wou Las SO0P headers in ol Messanes, tra SOAF handlers can inysake
USEr-wmtan du o proceaole prageety shal allow you 1o process the S04P
headars on inbourd messages, and 10 add 1-am 10 culbound messages For
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gaample, & haader pﬂxnﬂing [rogram could chick S-l'l.'.l.rl“ﬁ'ﬁl' inlarmiation ina
SOAP header or S0AF body.

Tig: Do nel confuse keader processing programs with meszape handlers. &
hetader processing program can only be invoked by atﬂﬂﬁ-—ﬂuppllud S0aP
masaags handier to proceas & apecific lind of SOAF header.

A S0AF measage handler, and optional header procesaing programs, are
specified in tha pipeline configuration file using the <ctcs_soap 1.1 hand]ers
and tha <cics_soap_ 1.7 _handler> alemants and their sub-edemants.

Typicaly, you will need just one S08P message handlar in a pipeling, Howaver,
i @re Some Situations where moane thian one @5 needed. For example, you can
ensure that S0AF headers are processed in & parlcular sequence by defining
miuttiple S0AF measage handlers.

SOAPFAULT commands
SOAP message handsrs and header processing programs can wsa threa AP
commands which ara new in GICS TS V3.1 to manage S0AP faulis:

= EXEC CICS SOAPFAULT CREATE

Use this command bo creale a SOAP fawll, It a SOAP fault already exists in
the context of the SOAP message that s being procesaed by the messsgs
handlar, the existing taul is cversritan.

= EXEC CICE SOAPFAULT ADD

Lise this command o add either of the following ilems 1o a SOAPFALLT
abject that was created with an earlier SOAPFALILT CREATE commaind;

= A subcode
— A fault string for a particular national languags

it the feult already containg & tault string for the lenguage, then this
command replecas the fault string for that language. In S0AF 1.1, only tha
faul string for the original languagea is wsad.
= EXEC CICS SOAPFAULT DELETE
Use this command to delete a SOAPFALILT object thal was created with an
earier SOAPFALILT CREATE command.

These cormmands require information that is held in contaimers on the channel of
the ClIGS-supplied SOAP messags handler. To use thess commands, you must
have access o tha channel, Only the fallowing types of programs have this
HCERS
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= Progriames il e inessaizd] diqeclly frinm o CICS-Supplicn] SOP e deg s o
handler, including S0AF headet paoeedsing pisagranms.

*  Progrims oespdospe with tho W semicog assistanl hat bz g channmol
irterare F'rtrgrams witr A SOMMAREA INkedace conot have Accrss B the
chEnnel.

farry ol tha cedions on the S0P SAULT CREATE and SCaPFALLT ACD
commards apphy 10 S0AP 1.1 and S0AP 2 {aults, allhaugh hair oehawior =
slighlly ciflerenl Tor sk bzl of SOAP Cither cptiansg apply lo oz SCAP e
or lhe atkher, . 2wl fo Beeh, and o wou speaify oy of e when tha ressage
uses & ditterant leval of SChaE, the cor mand will rase an IWYHEC condition, 1o
halp you detarmmine which S0AP level appliss 1o the mesaage, container
OFFWS-SO8FPLEVEL coriging a comary Wullwerd wit ore of the fallow - values:

— 1-The requas! o rasponza 19 4 SOLF 1.1 message.
— 2 Theéreuiesd of mesponsnt s @ BOAF 1 2 mpgsann.

- 10 . Tr& reques or resporsa is ~ol o S0P messaige.

252 Channels and caentainers

Chanmels and confainers are nde asouries i CI0S TS VA IRat poosede tae
capenilify ko pass dela from ane aooheat o B anat~er application.

= A chonaed 56 hogicsul resoungr bl frus] EontiEin ong or rminee cianbaings.
P A eiginer is a named tlock o data designad or passirg informalicn
biebpicn prdgmirng

Tl revajen arlntagr o using channels ad canlaingrs cogarod o using a
COMMAIE A 15 1nat the length of & contairer car exceed the 32 KB I 1or
COMMARES data. CICS usea channals end contanera 1o paas deta between
the message handlers of a pioshing.

Al programes frad g gz s messagt handlors aro resekod wilh he 5amo
chanrszl inkirdace Thiz chaongl holds @ agmber o cnnbaerg. ~he Sontaineeg
GAn be categorized &&.

= Gontrd Sanfainers

Thesa arg assential ko & oparat - of 1ha pipeline. Massaga hardiers san
ez B pandrnl conkorases oonodily the scoqueoae inosbics e nes s
handlers are pravested.

» Contaxt conialners

In soma sitwalians, mes3ega ~acler progrems nead informatian abou 1ha
carazl e which they arg invokea. GICS provides s infarmation in a 561 of
conlo:] conlaing 5 thal aro passed 16 he progriams, Somo ol tho conlesd
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cantainers hold infarmation hal you can chandge in your massage handler,
For example, in & service provider plpedne, you can changs the user 1D and
tranaaction 10 of the tanget applicaton program by modifying the contents of

the appropriate context containsrs,
= Header contaliners

Conainers that ane specific 10 the header proogssing program imeface,

=  LUser containers

Theaa contain Information that one measage handlar neads o pass to
another. The use of user containers is entirety a matter for the message
handlars,

For pach container, Table 2-2 explaing whal the function of the conlainer is and
the type of access parmitied to message handers and hesder processing
PrOgrEmMm:s.

Tabde 2.2 CICS Wab serwice confainers

MHama Message Headar Commeant

handier processing
program

Comirod conkainars

DFHERROR Update Uipdate Lised o convey infermation about pipeing
armars 1o other message handars

DFHFUMCTION Updale Uipdata Indicales whena in a pipedne a program s
being irmvokaed,

DFHRORESFPONSE Update Updata in the request phasa of & serice mquesier
pipeing, noicales that the servics provider =
not axpectad 1o rahsm a response.

RFHRECQLIEST Updaia Faad only Contains the requesi messagpa that is
processed in the request phase of a pipelina,

DFHRESFOMSE Updaie Raad only Contains the response message thal is
processed in the response phasa of a ppaling,

Inn-nm-mmtm

DFHWES-PIPELINE FAaad cnly Feaad anly The name of tha PIPELINE In whizh tha
Pragram & beaing min,

DFHWS-WEBSERVICE | Updaie Updata The name af the WEBSERVICE that spacifies
e sxsculion envireramant,

DFHWE-URI Updats Uipdate Tha URI of the servica for a sarvica providar
pipanie anly,

80  implamenting CIGS 'Web Sarvices
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IH'"'- Message Heador Camment
handler processing
program

DFHWSE-50ARPACTION | Updale Updale The S0APACtion header assaciated with the
S0AP message in cantainer DFHWS-B00Y.

DFH-HANDLERPLIET Head only Fasd anly The <handler paramalisr b conlenls.

DFH-SERVICERLIST Amad only Foaad only The =sarvios_pamsmaier_st= conients.

DFHWS-APPHANDLER | Update Update Tha <apphandiar= contents.

DFHWE-DATA, Updale Lipdaba Lsad in INVORKE 'WEBSERVICE (ocutbound
anly) dapiopad with fhe CICS Web services
assistant. It hoids the lop-lovel data sirnecture
thal is mapped 1o and from a SOAP requas!.

DFHWE-TRAMID Updaie Updata The transaction [0 with which the task n the
pipskne = runfing.

DFHWE-LSERID Updaie Updatm The user |0 with which the task in the pipaline
is running.

DFHWE-SDAPLEVEL Aead only Faad anly The level of SOAP used in the message that is
bieing procassesd.

DFHWS-0OPEAATION HAoad only Raad anly In the rosponse phase of a sarvios requastor
pipakre, comains the name of the operalion
that is specified in a S0AP requas]

[Header cortaners

DFHHEADER Monm Lhndlate The single header block that caused the
headar procassing program o be driven.

DFHWE-XMLNS Hane Faad anly Thae list of name-value pairs thal map
narmespace prefiaes (0 namsespaces for e
MM conband of the requeast

DFHWE-B00Y Moane Undale The contents of the SOAP bady.

2.6 Tools for developing CICS Web services

In thia saction, we provide a brief overviess of the main tooés for devaloping CICS
Wt sarvices. For morg detailed information, ses Applcation Development for
CICS Web Sendces, 3624-T126,
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2.6.1 CICS Wah sarvices assistant

I i CICE Wek carviced 3asiatan @ a =21 ol balch ub ies nas cen Falp you
tra-sform existing GIC S spplications into Wek sarvices ard anable G105
applizalicns 0 use YWelr sarvices orovided by emiernal providars. The aseistant
sypparts sapa deplmgrzed SLSIEE apps ahioes Kar sz in Sersigd poowidors and
serace racuesiars, with nunimal piagEa e es eHot.

YWNEN Woo LS e Web eryicas 355 stan; for SIC S, wou da nod hEwe w0owrniba
your owr cooa far sarsing inoou~d messages ana far cansimnuctng outkeund
messages G5 mass data beiwesn & body of 8 520AF massaga and the
applicadion sragrirn’s oita shoechun:

Eisouren definilions arg, e e mos pak, gendgatod and ingallmn
autarateally. ¥ou do have to delne FPIFELINE resa.ieed, EUE oo cdn, @ meany
cES8s, 32 o~k of tve pipeline confgaraion Yiles ta; SIS prowides.

The assistanl can creals a WSOL documant frem a simpla languaga structure. or
o Rwguiip: slraclore Ireen on geisting WSEL daarnenl, aind Supgrs s COUEIL,
CoCir -, and PLAL It alzs geneales mlomadlon usead F gran e aolamadlc rn-hme
COrWersicn of the 5041 messaoees 10 canta etz and COMMABESS. and wce
werdg.

Howeyar, 1he aszstart cannol deal wilh svary possibility. and thera ars timas
wluzn o wi | moad 1o Siake: 3 diflzronl appriat For exarnplhz:

F  ¥ou don'wand ke usa SDOAP messages.

M wou preker b use a nan-S0A0 profecal 121 Yeur Massanas, you can oo Sa
Howeever, your applicatian oroarams will be seapons bia far paraing ~Bouna
messages, and consrucling owlbaund mazsages.

* ¥ou werd ta usa S0AF measages, bl dond went CICE Lo parse tham.

Feo aninkourel mésgage e assislant orasg lhe S08F hody Ieoan
apphcelion daia structure. In sorme Apphcallans, you mey wanl e perse e
SOAP ooty yoursalf,

»  Tha CICY Wek 2emrvicas Brsstan] daas ol sUppart your appliceton's daia
slinichura.

Althengh the CICE Weh servioes Assistan suppons Re most cemmcn dala
fypes and strustures. there are some thal aqe not s.pportad. For example,
QCLUAL DEPENDING Or and RECEFIWES an dala aascnpion antries are
not suoporked. For full datails on the data tvpes and structures suppored by
Pz CIEE WL Horvices ssistanl, soe the CEGE PRl Feeaces Guii
(SR 5]
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I el sionlicor oo Sl Gossicdur S il e Inline g il livgs:

- Prowds a wrappar program -al maps peu - applicalion’s data 1o a farmat
Clarl e fessighied an Suppors

- Lsa WebSphere Developer for z5e &2 fepp 2.6.3. YWYebbphnae
L oper for z5ar 5" on page G51.

2.6.2 Wah sorvices assigtant utllity programs

The CIEE Web servicas asnislant provides 1asy alility preqgrains OFHLS2YES ani
LFEWS2LE, 1hey are deacribed in detail inthis sachen.

DFHLEZWE

This orogram generates EWek s2vices Qescrptcn end Vileo s=nacas binding
file from & languaga structure. Example 2-3 shows sampde JCL for running
DFFLSEWS,

Exavtpla 2-F DFHLSZPPS JCL sare

JE5Ea% JOB ‘ocoourtoag cafarmatiant nare  MEGELESS-R
pFORIT g

FEoWAPRNT CECC DFI-LS2W5,

MOTHPTI _[=AQT.AEYEI01.AQT

I [ R A T

LTI R - {2 L T

REQw 0= 3= 40AC R

RC=AHCH-DIHAETPA

NG = COB0L

YA Z-DFHIE CHY

LR -exarpledppiirguivenirale

UH|NT = S0mHLREA

WSETH- S frrarplrapadas s’ adfianai resiny Trowskind
WAOL = LS eairpledpasme dl iy ai resi QTR IR

llﬁ

The main Input parareiars ara a3 followe:
+ PD5LIB

Speciies the namre of t~& partibenac dat st thal contains tha high-lewel
AR ane: <ud Sreacturi I e procgsed.

F RESMEM

Speciies the neme of tw paribon=ea deta =27 mamesa- thas confains she
high-laval language siruciura for -he Wieo serace =quast
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= Foor o soraee rcaicdur, e Wi Sseongy eaudst is b il g lhe
appllcailan proya .

— For B sandce requeater. the Wiet sarvice requast 13 tha o.lput from tha
application program.

r RESIFREM

Spoiics H riareg ol B pactiliangg dala cer rmembe IBas conlains 2
high-lesel Brguese slruciure 1or the YWa D serice response

Fear g maragn precwidor, thig Wizl serdcn esponses i (beoglps from he
application pragram.

— For B sEnCe requeatal. the YWak garvice recponse 15 Tha rpad 1o the
applicatian program.

= LAMNI:
Spociios the languago A 1ho e eanpe struciuro 1o Be creadod
r PGMHAME

Speclies the neme of e target SIC5 3po eat on progrem that 1s Baing
axpoaed as 4 YWab sarvica

- LAl

11 iy sazrvicz promeees, [Ris parmnceger spaecilaes e robalive LIRL Gk i clee-1 will
use [ access Ihe Wabh servee. CIEE 525 1ha vahse Si'fll‘.'-:'!irlﬁ'ﬂ whwiat
generates a2 UHIMAH resource friom he Web seraca Bindi~g hle crealed by
CFHLSEWS. The paramazer specifies tha path camponernt of tha UAT 1a
which ihe LIRIMAP def niion apo es.

k PGWINT

Feor aaneaen onwiclne, Spniling bine CICS passes dala e he kgt
apphcelon pragram 'Lsing 3 COMMALES o 8 chennelh,

= NYEHEING
Spaediaz the HFS nama ol the Web servce binang file.
r WSDL
Apecdies tha HFS name of The Web serd ce gesc’ plan e,

DFHW52LE

This ancam genetabes & /ng.age sruciure ahd Web semices inding hle om
a Wab aansices dasenption. Example 2-4 ahawa aarrole JCL *or ranning
CAF-WSELS.

LDeavnpge 2~ QFHWEILS SCL smamnfe

AIRSZLE JUE tacicarne n cabasrratlhan”  are  MEECLASS=h
Il'lll S-:I 3-_I'II'I
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FRCOAPRDG FEFC DFFWERL A,

AF THRTT CC-MOT ASYSALD. AT

MINPST RS ID O

R LTI B € N d Pl i L E 1L T
REQY:M=CFYRK .

RFAPHFH-CP*RE?

WS- T000L

*HYAN Z=0OFHIACHY

UK -esarplesppirqul resirgle
LHINT=ZMRAREA,

WERTHG- AL S rarplrapatas it ad foanai rebiny Te . wskind
WAL - Fufeeampledpisms D8 mpai redi oy Te w1
Ili

2.6.3 WebSphere Ceveloper for z5eries

WiabSehare Davelopar far 252nas Wa 19 begad on the IBEM HatonalE Sottwars
Cewetopmant Platdorm and 1acilitalas the davalcpmend of bodh Java- and
L)5-based applications 1L inc odas capabiliias thal make tracilional 205
rrainlran s develgprre o1, Wek deenlomnat, e inbesqed ooneposils
dewelopimen asier and mase eFloent. In parteular, WebSphere Jeveloper
cortains “oola that support e devalopmea~ of Web seracas and 1he AL
anablamer ol existing CICS COBDL applications.

The AML Servizas for tha Enta-prize (XSE) capabilily ¢ WekEpra s Devs opar
prree ks gl e | WA o ap CORDN -ldd daplicaeikng So kit thimy San
congurne and prodoce ML messages. X5E supaerls the creahch o driree
srearirars Ahat wark wish exnabrg CICE (or IMS ™) spplicasions.

The Wak Senscas Enablement wizard is tha X5E ‘ool thal suppers the
botem-up approach for craating Ysh senices basad on e st g CICS COBOL
progran g, 17 koS @5 inpol B COMMARE S cupybinnbk, The XKL Sorssiurg 3
date bypes are then denwed ion tha GOBOL data dec a-atlons Basad on theses
the Watb Sensces Enablarren: wizard generatas the 261 of ertlacts shawnn
Figure 2-10 on paga &6.
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[Pomporamens o |

Conversion program
EEfrvariar
WobSphers ‘t.,k i
Davaloper lor ,.}
ESefian Dutped corrin
XSE /

S Difwir corvaries
| Diiimiaiil st

Fgwe 2-10  WebSphars Davaloper for 25evmes

The artifacts genarated by the Web Sendices Enablemeant wizard are:

Input converter

A COBOL program that takes an incoming XML docurnent and maps i info
the comeapanding COBOL data structure that the existing CICS application
axpacts,

Cuitput cormserier

A COBOL program that takes the COBOL data results returnad from the
CICS applicklion and mags them to an SML dooumen,

Comerter driver

A COBOL program that shows how the input and output comeriers can be
uzed bo interact with the existing CICS application.

Input docurnent XML achama definition (X50)

XML scherma thal describes the intorming XML documaent,
Output docurment XML schema definiton (X500

AML schama that describes the outgoing XML docurment
WEDL

Wab sarvice description file,

88  Implamenting CICS ‘Web Sarvices
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= WEBing
Wab sarvice binding fila.

For additional infermalion visil the WebSphere Developer for 25eries Web sibe at:

http:s fwws. b, comy software awdtoo] s deyseriesf

2.7 Catalog manager example application

The CICS calalog manager example application is a COBOL application
designed to illustrate bast practice whan connecting CICS appications to
dernal clients and seners

The exampls is consirucied around & simple sales calalog and order processing
application. In which the and waer can padom theas functions:

= List the items in a catalog (implemented as a VEAM file)

*=  Inguire an individual fams in the catalog

= Order items from the catalog

The bass application has a 3270 wser intarface, but the modular structens, with
wadl-defined interfacss batwean the compondnts, makes | passible to add Turthar
components. I particular, the applicalion comes with Web services support,

which s designed to ilustrale how you can extend an existing application ino the
Web services environment.

2.7.1 The base application
Figure 2-11 on page &8 shows the structura of the base application.

Chapiar 2. CICS suppor for Web sarvices BT
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Figure 2417  Basic cataiog manager applicalion strusiue

The components of the base apphcation ara:

1. A BMS presantation manager (DFHOXGL) that supports a 3270 terminal or
ermulaior, and that interacts with the meln catalog manager program.

2. A catalog manager program (DFHOXCMM) that is the core of the example
application, and that interacts with several back-end companeants.

3. The back-end componanis ane:

a. A data handler program thai provides the intarface betwaan the catalog
rmianager program and the data stora. The base application provides two
wersions of this program, Thay are the VSAM dala handlar program
(DFHOXYDES), which stores data ina VEAM dala set; and a dummy data
handier (DFHOXS0E), which does not slore date, but simply returna velid
rasporaas o its callar. Configuration optione let you choose batwaan the

bwo programs.

68  Implamenting CICS Web Sarvices
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b & cepaabeh manacger geograrn g ardaidug amormsoriaee e dispeatshing an
order 10 & custeaher. Ana n, conbe.ailon epdlons et yeo chicose bemween
the bwa varsens of this program. CFHXOWDD0 s & senace secuaatar hal
inyakes a ramaoie o disgpalct end pon?, and OFHEOS0G s @ cummy
program |-:1 simpdy raturns valia responses 10 il caller There ara 1w
o uivAlent Seden disgaich andpainks: OFTIDX0C0E is @ QIS Soreied
prov aer progidt, ExampleAppOispatbchOrder.ear 1s an enterprse amer we
that man be daployad o WabSphe s Appheation Sarvar oF SImilzr
any rienments.

G. A dumryy shook manager program (DF-H0XE5M] thal »urns vaho
rasporsas ko its callar, bt 1akas ne othar acthon.

2.7.2 Web sorvices support for the catalog example application

The Wak: savices suppor! sxlands the axample applicalion. prowviding a Waeb
clicanl Irank el e B wirgicons of & Wob soeeicas andpoint tae b oedoer
dispaicher campohent.

The 'Wak che~1 front and and ocne w2raion o ihe Web sens cas endpaint are
supplied as anterprise arc- ves (EARS) thal will runin tha falloweg
A 1G~TIEnLS:

r  ‘WabSphana pplicatbion Savar Wersion S Feleasa | ar lalar

r WebSphes Slome Applicatlon Developer Warslcn S Felease 1 or ket wie a
YiebSphe e unif teat emviranmend

v Webdphes Blodic Enle ise Developer Vietaon 5 Release 107 laler dath a
WabSphera unit kst amviranmen

The sezand warzio~ of tha YWahb sarvicaa enapaint 15 supplied as a CICS sarvice
proy agr application program (OFHIXODE)

Figur: 2 12 wn pago 73 stowes e strudiuro A tho 'Web seory gos calalog
application
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Figwre 2-12  Web sandses catalon manaper spphicalion sfruchre

In this configuration, the application s accessed throuwgh:

= A Wab browser client connected to WebSphere Application Server, in which
ExampleAppClientear (& deployed.

The ordar dispatch endpoint can be:

= ACICS service provider appleation

®= A JPEE servica provider appiication [ExarmpledppDispaichOndesaar) running
in WebSphere Application Sener

T Implamenting CICS Web Sarvices
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Part 2

Web service
configuration

Ini this part we provide detailed instructions on how wa configured cur test CICS
anvironement b suppart Web servicas using both HTTP and WebSphere MO as
franspord mechanisms, We aso describe how we deployed Sensce reguesber
and service provider spplications in WeabSphere Application Serser, and how we
uzed Web sarvices to connact between WeabSphere Application Sarver and
CICE.

In chaglar &, wa infroducs the service integration bus and wa outling tha
configuration steps ke connecling 1o a CICS Web service vis the Bus,

& Copyright BBM Corp. 2006, AR rights resersad ™
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Web services using HTTP

in thiz chapter we describe how we configured our test CICS envinonment to
support Wab searvices using HTTP as tha transport machanism.

& Copyright BBM Corp. 2006, AR rights resenad. T3
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3.1 Preparation

After oullining our best configuration (Figure 3-1), we explain how we configured
CICS as a aervice provider. In Section 3.2, “Contiguring CICE as a sardos
provider” on page T6, we show detaits of how we 3st up the enwironmant,
including:
Configuring code page support

Configuring tha HFS file sy=tam

Enabling the service provider apphcation in CICS
Deplaying the service requester client in WebSphere Application Server lor

=
-
LJ
3

=

Windows

Manzging the WebSphare Application Sarver connection pool for Web
sanicas outbound connections

In Section 3.3, "Configuring CICS as a service requastar” on page 84, wa show
hiow wiin ondigurad the same CICS region 10 acl &5 & Sernice fidguaslor,
Including:

= Enabling the service requester application n CICS
= Deploying the sendsca provider application in WebSphare Applicilion Sarvr

for 205
2/03 V1.6 mvegld.mop.ibm.com

TEVAT
Windows 2000 Gami-Ped i

E‘i.i.i-\:grrm q:ld.l:hrr-.r-F
"Wabazharn Applinaion [earwice. praser] [marvios reussier)
bt HTTR

| Comiog.ear
205 V1.6 l.mop.ibm.com HITE
Sarvr VE.0L1 for 2105
: gk et
Endpoint
ol proviie|

Figwve 3-1  Softwars components Wied sandces using HTTF ransoot
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W g egs pdaivde infeamatan on o T eslal Flw Sodbeian producls and we
assurme the reader s 8 warkling knowksans ol both CICE and WanSphaiae

Applcalian Serser.

3.1.1 Software checklist

Far tha configuralicn shown in Figurm 2.1 wa usac e [evels of scttware shown

in Taablz 31

Tatde =1 Saaedid osed i ma HITF BASNINCE

Windows

Qa5

‘Wirdews 2000 5P4

20 1B

YES.2.0

1B WebSpare Applicazar Screar WD

wichEpreare Appl calicn Sereer far 205
YE.

LAGS Transacs an Se-war W,

Irberral Explonoedf Wisas

.- JAFE apphicazkn
»  Calwagear

apulicalion

Tl ag TArImer ServinG eaursinn

L HS-mupghad calaig Manage-
apzlicatar

D use-suppied CICE sregrams
w  SHIFFES {riessage handler pragran
r CIWSKIEGH Onessage Fanwdler
Sragram|
Tur J2EE appicalan
= dispalchidrderaar
Lala QR ancieakan saneace sroadqr

3.1.2 Lefimtion checklist

The &5 dedinitions we wsed 1o confgu s & scenario ars listad n Takla 3-2.

Tale 22 Dwionion ofieschibis?

Yalum CICE TS WebSphere Appleaison
Sarrar

IP nano mysgd.mon.ibm.cam I1.m=p Bim.cpm

IP ArkdrAss 00 1y Er A1) A A

TiZ =01P pord 14FN L3y

Joh rama WG HE | CIGHS 1S

Lmapler 3 Wen sanvkas asng HITE Th

Dot b CO'WIEF] AREF VLT DD ool 2 Re T
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Value CICE TS WebSphere Application
Sarver

APPLID ABPORICT

TCRIFSERVICE A2CA

Pravidar PIPELINE EXPIPED

Feguester PIFELINE EXFiPEQZ

3.1.3 The sample application

For aur tests we used the samphks program described in Section 2.7, "Catalog
rrEnieger eoample applicalion” on page &7, Wi do nol document how o insisl)
thi sample application itsell, because this s explained in detail in CICS Web
Handcas Guwoe W3 1, SC34-6458.

3.2 Configuring CICS as a service provider

In this saclion we discuss how we configured CICS as a sarvice provider, Tha
configuration we used s shown in Figune 3-2,

203 V1.6 mvsgl.mop.ibm.com
CICSH T4 Va1 CIWSRICT
Windows 2000 Canli-Pal _
‘WabBohers Spplicaion Catnday sanager

HTTR
Calulog aer  |H— | ———""]

Figue 32 CICS as a sanvice providar

T8  Implameniing CICS Web Sarvices
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3.2.1 Configuring code page support

‘e conflgured owr 205 system to support conversions between the two coded
character sats usad by the example application; these are shown in Exampla 3-1.
Example 3.1 GOS0 dogeiption

a3z EECODIC Group 1: USA, Camada (z/05), Metherlands, Portugal,
Brazil, Australia, Mew Zealand

1208 UTF-8 Level 3

T do this we added the statemants shown in Example 3-2 to the conversion
imagae for our 208 sysiem.

Exampla -2 REquirad Somarsians

CONVERSLON 037, 1208;
CONVERSTON 1208,0037;

We usod the SET INI=11 /05 command to activate the updated comarsion
image, where 31 |s the suffix of the CUNLUNIxx member of S¥Y51.PARMLIB.

For mose Information on code page support, see CICS instalation Guide VLT,
GC34-B426.

Tip: With 205 VIRT, the Unicode Services enviranmeant can be dymamically
updatad whan a conversion sarvice is requesied. lf the appropeiate table
negded for the sarvice is not already loaded into storage, Unicode Senvices
will ko th tabie withoul requiring an [PL or disrupting he caBens requesi,
Faor more information, see 205 Support for Unicode: Unicode Senices,
EAZP-TEAS-0E.

3.2.2 Configuring CICS

To enable CICS 1o receive Web serice requests wsing HTTP wa pedormaed the
fodboraing Easks:

= Updating CIHCS system mdlialization fable (SIT) paramaters

= (Creating the HFS directorias

= Configuring the TEPIFSERVICE resource definstion

= Customizing the pipeline configuration fila

= Writing a message handler program that changas the fransaction |D
= Caonfiguring the PIPELINE reacurce definition

Chaphar 3, Welb sarvicas using HTTP 77
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w Inggulliveg e TERIPST AVICT anil FIPEL IME chdinil e

Updating SIT parametsars
Aince wa demned IG .52 HTTP as the tmnspnrt fe hie Servlos |'E1':||JE.‘:|! Tk, it
added 1he iollowing 511 pa-ameler.

B k] 3

Wi IPe -~ remaned the GICE reglch 1o pud Ihe paEmeta Inko eMecr.

Creating the HFS direclories

Mext we created the HES direstanes [Esample 3-3] used nthe FlIFELIMNE
dafintian.

Doarnpke -3 HNS direstoviey vmed i1 tie FICCLIAWE deGrebor

AUTWSSRICLS Lol i
S WU T Y R

SoaSIRAC LiwsbneSprovi Jer
JoonsfRACHash o TeRarste-

The CICS ragion uzer |0 must hawe reed parmisaion o the jcanfe directary, end
update parmission o 1he ‘shel dirsclory

Configuring the TCPIPSERAVICE dedinition
Mext wa logged cnto GIGS and craated te TSPIPSERVIGE rmeounce Selinit o
in G55 wsing Iho command-

CEDG Z2b24E TCRIRSERYICE(ACLY GROLS[#ACL)

Ya defi-ad lhe A2CT TCPIPSERYICE as shown inF gure 3-3

T8  Impamarding IG5 Weh Saracss
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.
OVERTYPE TO MODIFY CICE RELEWSE = DGAD
CEDA [EFime= TCpipieryicel AICL ]
TCpipasrwice 1 R3CL
BRDug i R3C1
DEscriptfom === TCPIPSERYICE DEFIMITION FOR CATALDG APPLICATION
Urm == MOME
PlvtRunbey === 13301 1-55535
STatus sxx {IpEn Opeieny | Clnsaod
PROtocol === Hitp liop | Http | Eci | User
THansactiom === [HKNH
Backlog === (0001 0-52T6T
TSgprefix =
ITpaddress wm
Sleketcloge === Mg Mo | D-240000 [HHMHSS)
Maxdatalem === DOOO3Z 3-57E78R
SECURITY
551 === HO Yes | Mo | Cligntasth
CErtificate ===
[Mimpd Casm)
SPLI0=-REC1 APPLID=AGPORALC
i

Figure 23 CEDA DEFINE TOPIPSERVICE

We gat the PORTHNUMBER fto 13304, the PROTOCOL to HTTR and the URM to
HOME. We allowed the other attributes to default, 2rd we installed the RIC1T

group.

The defaull selfing for the SOCKETCLOSE atfributs is MO Theredone, when a
connection is made batween a Web servioe cient and CICS, by defaull CICS
hespa the connection open untd the Web service client closes the connection,
You could set a value {in saconds) for the SOCKETCLOSE attribute if wou wani
to closa a parsistant connaction after the timaout period is reachad.

Aecommendation: Do not aat the SOCKETCLOSE attribute to 0 becauss
this will clesa the connection after each requesd.

We usad the default setting for SOCKETCLOSE and we configured WebSphere

Application Servar to timeout idle parsisting connections (see “Managing the
WabSphane Applicalion Servar cannection poal™ an pagae B8),

Chaphar 3, Welb sarvicas using HTTP T8
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Customizing the pipeline configuration file

The default pipsiine alias transaction 10 usad for nbocund HTTP Wab sarvice
requasts is CPIH. Wae wanted to assign different transaction 1Ds to different
sendce reguests, To do thal, we wrobe a message handler program CIWSMSGH
that replaced the transaction 1D o thas DFHWS-TRANID containar wilh 2
transaction |10 based on the service request (which can be retrieved from the
DFHWS-WEBSERWVICE containar).

To activate the message handlar program, we needed o maka changas to the
PIPELINE configuraticn file. \Wa copisd the s, basicsoap 2providar.zml 1o the
FCIWS/RAC 1/ conlig directory shown in Example 3-3 on page 78, The change wa
rmade |s shown in Example 3-4,

Emamplg =4 Servios provigder configunahon fie

=?zml wersfar="1.0" encoding="UTF-B"7?=

<proyider_pipeline

amlns="http: /fwww. 1 m. con/saftwareMtpfoicsfpipalina”
amins:ixsi="http: /S waw. w3 org 2001 LS chema-instance"
xsirschenalocation="http: { fwea, b comfsoftware hipfoics/pipel ing
provider.xsd "=

<transporis
=default_transport_handler_list=
<hand]er=
«progran=CITHSMSEH </ progran=
d‘hhndlqr__p.lr-at-r_ﬂlt,h-
o huamd 1 @
=/default_transport_handler 1ist=
=/transport>
=5@ryice=

<terminal_handlers
<pfcs_goap 1.2 handler/=
=/ terminal _handler=
</seryvices
<apphardler=DFHPTTR=</apphandlar=
=/provider pipeline=

Mote: The =default_transpart_handler_1ist= specifies the message
handlers that are iwvoked by default when any trensport i3 in use

Writing the message handler program

In this section we show how we used a massage handlar program o change the
dafaull rangaclion 1D (CPIH) o a iransacton 1D based on the Wb service
request in the DFHWS-WEBSERYICE contalner,

8B  implamenting CIGS 'Web Sarvices
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Tade 3-3 shows the relationship that we established between the transaction D

and the Web service request,

Tabde 22 Transacton [0 fo Wab service name relalisnsiip
Tranaaction D Web sarvice radusasi
RIS nguirasSingle
IMLC nouireCatalog
ORCA placalrdar

There ara mary reasons why you might want 1o change the transaction ID based
o e Sorvice request, Tor example:

Security “ou may wanl 1o use transaction security 1o control
AccRss 0 specilic sarvices,

Priority ‘You may want to assign different performancs goals to
specific senicas,

Accounting You may nead to charga usars based on access o
differant sarvices,

Wia show how we used transaclion security to control access o specific sarvices
in Section 8.2, "Basic securily configursion” on page 250,

Before wa acthvated the message handier program we needed to creals the new
TRAMSACTION definitions with the sama characteristics as tha CICS-supplied
dafinition for CPIH. We wsad the CEDA COPY commands shown in Exampla 3-5
and than instafed B definilions,

Exgmpla 3-5  CICS dednilions - TRANSACTION

CEDA COPY TRAMSACTION{CPIH)} GROUP{DFEPIRPE) TO{R3C1) AS{INQS)
CEDA COPY TRAMSACTION{CPIH} EBROUP{DFKPIPE) TO(AIC1) AS{INQC)
CEDA COPY TRAMSACTION{CPIH) GROUP({DFHPIPE) TO(R3C1) AS{ORDRA)

The program logic we usad for the message handlsr program is shown in
Example 3-6 through Example 3-8, The full program is shown in Seclion A,
“Samphe message handler program - CIWSMSGEH" on page 500,

Hote: & message handier can ba writlen in any of the languages CICS
supports. The CICS commands in e DPL subsel can be used.
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Example 3-5 shows tha Row of conlrod of the MEESAL hardhgr prcgriam, Thi
program will only execule for Web senvioe requesis.

Exampla 3-6 Massage hamdlar program - Siew of candnal
[ IF WS=DFHFURCTION egual "RECEIVE-REQUEST®

A PERFORM VALIOATE-REQUEST THHRU END-VAL-REQUEST
DaTand PERFORM CHARGE-TRANID THAL END-CHANGE-TRANID
00E000 EXEC CICS

Qa0 DELETE CONTAIMERL'DFHRESPOKSE" }

DaE20 ERD-EXEC

DOE300 END-IF
OEa0d EXEC CICS RETURN EMD-EXEC.

Tip: Whan the massage handier proceasas a requesd, it must delete tha
DFHRESPONSE containar if a ransition to e response phase of the pipalne
will no ke plisce,

Example 3-T shows the coda to gat the Waeb sarvice requast from the
DFHWS-WEBSERVICE container,

Exampla 3-7  Massage hamdlsr program - Gal the DFHWE-WEBSEARVICE contalner

010300 EXEC CICH

01040 GET COMTAIMER( 'DFHW5=NEBSERVICE')
010504 SETCADDRESS OF CONTAINER-DATA)
A1060 FLERGTH{COMTAIMER-LEN]

010700 ERD-EXEC,

Example 3-B shows the oode al delarrmines the new tranzacton 1D replacing
the default trensaction |D in the DFHWES-TRANID contamsr.
Exampia 3-8 Massage handar program - Delerming mew fansactian D

D10800*ansmnsnannnanass CHAMGE DEFALULT TRAKID CPIH/CPIL sessssaes
011504 CHARGE-TRAMID.

011600 EXEC CICS GET CONTAIMER('DFHMS-TRANID')

011700 SET{ADDRESS OF CONTAINER-DATA)

011800 FLEMETH{CONTATRER-LEK)

0129040 ERDN=EXELC.

01200 IF WS-WEBSERVICES = 'inquir‘ﬁing'le'

012100 MOYE 'INQS' TO CA-TRAMID

012200 PERFORM CHAMGE-CONTAIMER THRU EMD-CHAMGE-CONTAINER

01300 ERD-TF
0124040 IF WS=MEHSERVICES = "inguireCatalog’

82  implamenting CIGS 'Web Sarvices
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PFRN) MIWF 'ITHQE 75 SA-TRANDD

01za00 PCREMORH CoAMED SONTATMC= Thzl CNE CHANGE COHTAINCR
012701 EMI-1*

012800 15 WS-WEIEEIVLCEYS - 'placedvder’

nla0) WIuE 'QROR TG SA-TRANDI

(NI K| PFRFORH CHANGF-CONTATIFS THRL FAL-CHOMG 7 -CONTAINFR
013101 CH1 17,

013200 EMI-CHAMRE-TRAMLD. EXLT.

Exemple 3-8 showws how the program changes the fransaction 1L 0 he
CF-WE-TAAMIC coriainar, a-d parforms an EXES SICS PUT COMTA NER.

Leanpe 3-8 Mdesgpae Faroler peoean - Ciange Iraosaction J0
013600 CHAKGE-CINTAIRER.

0157l WINE Ch- [EGHID 10 CELALNE DA 61L-a)
n13an] EXEC CICS MT CINTRINER[ [-HWS-TRANIN' )
(R 1R FROF [ ZONTATYFR-0ATA)

014101 FLEMGETI jCAR TAIKER LEh)

014101 EMI-EXEC.

015dml =HD-CHARGE-COYTALNZE, EX T,

Configuring the PIPELINE definition
Wiz trar~ dehnad tha pipeling for he CICE serace provider uing the fdlowing
CISS command:

CLOA ZEFZYE PTIPCLIMCCCAPOPCALY GRALZ(2ACLY

YWa dafi~ad tha EXPIPECT pipeline 35 shown in Figure 3-4 on paga #4.
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OYERTYPE TO MODIFY CICE RELEASE = I]Eﬂa
CEDW DEFin= PlpelineEXPIPEDL }

PIpal fne : EXPIPEDL

Briug i R3C1

Dascriptfon ===

STatus === Enabled Emabled | M sabkled

Configfile === fCTWS/RICL/ceafig/ITS0_T206_basicsoaplipravider, o)
[Minpd Case) ===
FE>
rE>
L
EHelf === (CTWS/RICL) shelf
[Mixed Cats) =em

Wsdir 3 FCTWS/RIACY wsbimad/previdery
[Mingd Cage)

e SYSID=R3C1 APPLID=AGPORICL

Figure 5-4 CEDA DEFINE FIPELINE

Tip: The colons in front of Wedir on the CEDA screan in Figure 3-4 mean that
you ang not able to anter input on tha Bnes. You rmust press FE o be abla o
anter the path for the direclony.

» Wa set CONFIGFILE to the name of our pipeling configuration file:
JCIWS/RAC1/config TS0_7206_basicsoap! 2provider.xmi

Mote: in 8 subssguent saction we show how we modifed the
basicsoap12provider.xmi file, which iz wihy we did not use the pipalina
configuration file provided in the fusrpp/cicstaicicsts 31 'samples’pipalings
dingciony,
= Wa sal SHELF o the name of the shall directony:
FCIWERAC T /ehetf

B4 implamenting CIGS 'Web Sarvices
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= W copied Ihe allowing wsbind files 1o directory
FCIWS/RICT ;wsbindiprovider from the CICS supplied direciory
fusriippcicsteloeste 3 /eamplaswebse rvicas/wabind providern:

- InguireSingle, wsed
— inguireCatalog.webind
— placeCirder. wabind

Note: fusrippicicsts/cests3l is our CGIGS HES install rood,

= Wa sat WSDIRA to the Wab sarvice binding directory that contains the wshind
filaes for the sample application;

FCIWSE/RAC ;wsbindiprovider

Installing the PIPELINE definition

We then used GEDA to install the PIPELINE definition. When the PIPELINE is
installed CICS scans the wsdir diractory, and dynamically creates
WEBSERVICE and URIMAP definitions for the wsbind files found,

Figure 3-5 showa a CEMT INQUIRE PIPELINE for EXPIPEDT.

I

TRQUIRE PIFELINE

HESULT = DWERTYPE 10 MOOIEY
Fipel ine{ECPIFED]L)
Enablestatusy Enzbled ]
Configfilel ACIWSFRIC1 config/ ITSO_F06 basicsoapl2provider.anl)
ShelT{/CIMS/BIL1 shel 1))
Hadir (/T IMSFRI0 L webind fprav i der )

YAI0=RIC] AFPLID=AGPIRIC]

Figure 35 CEMT IWQLIRE PIPELINE - EXPIPEDT

WEBSERVICE resource definitions

In our configuration the WEBSERWYICE resourcs definitions are dynamically
installed whan the PIPELINE is installed. Optionally, we could dafine and install
Ehe Web services using the CEDA DEFINE WEBSERVICE command, howener,
thig s ot normally necessary when uging the CICS Web servioes assistant,

Hote: Thi narme for an axplicity defined WEBSERVICE is limited to B
characters in length, whereas the automatically installed Web service names
can be up to 32 charactera in length.
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Wl vhala soevisn iS5 dyraarmisally inskalloe e e ol Bl S wici is goknn
fram Ihe wesoind hoe, Flgure 56 shows Ihe Catalog rmanager apphcahon Web
gapacas disoaicCeder, inquiraCalelog, inquireSingla and plecaOeder.

-
IHJULRE WZESEZNIIE
STATLS; RE3JL75 - WERTVPE TL MOCOFY

Aehs [ THAL e b 1oy Y MipEEPIPED]

Ins L+ |:5+H:|EI:||-"1 II Men [RFHCECER Y S RELE | HEHEIL
ArhslinguikTesingle I EH I UIUIHT

Int LredSeamdzs 1 ProfLEHLXCHR S Son Jab ' ruaniacus |
nehsiplacedmder 1 F1plEEPIFEL.]

lpy Lo (5506385 1 PrulCricscn ) Ton Jak 20050e00]

STSLC=RIC] A2PLII=NEPIRACL .
Fagure 265 SEMT WILIRE WERSERVE

URIMAP ressurte definition

in aur configuration the UAIMAP rescu-oe ce'inibons ara dynamically installed
when the PFIFELIME is insalled. Cptiora v we oow d defirg and irsta ] tham
rongtby wgingg the SEDGS DEFIME LIATKMAR command; howewr, This is not
normially necessa -y wheh using ihe CICS Web seraced aaslatant.

Using the URIMAP (o change the defaull rangaciion ID

A an allereatiog 1Gowsing e Gessage hedlee pragram 19 caarges e
tra~zacillon IDs the serviees ron under, we could have uzas lhe LRAP
ragourse dehmbion. That wowd, ~osever, maen thet 2 wauld nesd 1o daf e a
LAIMAR {or each ceplawaa Web sarvice.

A samale regqurge dedinitian a1 could kase been wsed is shown in
Fxample 3-10.

Exgmola 3-10 CEDA LRMPAF deiimneng

CEQG SzFINE DRTMAPCINGS] SRGDPCRICIY ADAT *)

AT ewamrplefppd iruimsSing e
1L IMCICAPLPEAL) TRARSACTICM(INQSY USKET(PIZCLINCY
MEESERYICE (A nquive5ingl e}

CEDY HZFIHE URLMAICIMAC] GRAUIGRISZ] ADST ™)

A0TH fexamplchppdirquitelatalag)
*1FCOAINCICEPLPEAL) TRARSASTICM (IROCY USAEE [PI2CLINCY
HLESZRYICC{AnequiTeCatalag)

CEDG Z:FINE URIMAI(ORDE] SHOGUPCRACI] ARS] {4

24"Hi fexarpledpps ol acebroe~]
FORZLZHDLAPTPEGEY TRANSAGCTION (020D L3AGELF]IPEL]IRE]
nEESERUZEE[p1a::ﬂTﬂ:r?

88  Impamarding IG5 Weh Saracss

T o T HITAARET TILT NG nt 2ol ines (LI LR L] Fage 1170

HO S T2 4

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000115



Figure 3-7 shows a LIRIMAP resourcs dehnition dynamically installed when ths
FIFELIME |= installed.

L

Figure 37 CEMT INQLNRE LiAMA P

" TWQUIRE LRIH&F
RESULT - DWERTYPE TO MODIFY

Urimapi§E06021)
Usage (P ps)

Enablestatus{ Enzhled )
tnalyzerstatiMoanalyzer]
Scheme(Http)
Redirecttwpesi Mone |
Tepipsere fo=i )

Host(*}
Path(/examplehppinguireCatal og)
Transact ican{CFIH)
Convarteri)

Progran( }
PFipeling(EEPIPEDL)
Hebsersi celinguirelatalog)
Useridi}

Certificate])

Ciphersi})

Templ atename )

SY5al0=A3CL AFPLID=AEPORICL

3.2.3 Configuring WebSphere Application Server on Windows

In Ehig saclion we discuss how we deployed the \Web senice client on
WebSphers Application Server for Windows. VWe discuss how we used the
WebSpheare edministrative conscka to install the Web service client.

Installing the service requester

CICS TS VA1 provides a sampla Web senice client, ExamplaAppClient.ear.
This appdication archive is built at the JEEE 1.3 laval. We planned io use the
clanl in a J2EE 1.4 emvironment (WaebSphere Application Serar VE), therefons
we rigrated the clisnl. We callsd the new application archive file Catalog.ear,

Note: The CICS-supplied ExampleAppClientear file is located in the
fusrppleicstaioiests3 isampleswebservicesiclient directory,
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Deploying the Catalog.ear file on WebSphere Application Server
Mext we deployed the Catalogoear file on WebSphere Application Serser for
Windows. To log on 1o the WebSphare administralive console, we opanad a Web
browser window and entored the following ud;

Fttp:/ feam2l-poll: S840/ admin

Wa enterad a usar ID and weare prasentad with e window shown in Figure 3-8.

We clickied Local file system and then cicked Browse 1o locale e EAR file:
Fi'Web Services Sysprogh\LAN bookaddmat'srchears\Catalog.ear

Melcome -
B Sarvess
Ppapgang o the spphcaton matallabon

B applicabions
Entaranoe Spucify the AR, WaR or JaR moduls bo upkoad snd
Applicabane ireptadl,
Insnall Hiw
Applicasan Paith o e seer apphicdtion.

o Locsl fils syebam

Bpeofy path
B secuity |F|h'|'|b Bardlcas Syapnag Biowe_

B Ennronment

Bl Rerources

0 Famake Fle iyitam
[ gydtarm administsaten

B Monkonng ard Turing

E Traublashasking
Gonbest rok

B sarvice integration | T Uzed oy For standslone 'Web
B ues medules [ war Fibes)

Cancel |

Flguwre 3-8  WaebSphere adminisirative consaie - Inslal naw sppicadon

W chicked Next — Nexi — Next — Next — Finigh and then saved e
ponliguraticn,

Mext we clicked Enterprize Applications, selecied the Cetalog application, and
clickad Start to stert the application.

88  Implamenting CICS Web Sarvices
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Mzmaging the WebSphere Appficaiion Sarver comnmection pooel

Since cur sarvic= reques:er ~.~s r YWebhSphara Apolcation Sarver. the
applizalicn can take adyanlage of the connastion pooling for Web sevices HTTP
ol canre kg

Thw: HTTP wranisgee | progon lirs ae et usna Thn JYR custim poogecdy sangd in

the WebSehers adrimsivabive console, The felkxwing propehes apply to oar

&CEnanc.

r comibm websphare webzervices hitpoconnechonTimeaut
Thug prepperly spezdices D inbie gl incseeoees, alter which y cammsction
reques] Tirmes aud B0 e WebkSerlcasFadlt) "Connechen limed aot®) o
oGeUrs. | hewalt ime 15 neadad when the maxirfum number of coanechons in
the connechon ponl 1s reached. Far exampla. if - property is =41 to 300 and
the maxim wm ~umber ¢ connestions is reashad. she conrector wais fior A0
wizzonds unkil i connectinon S awillde Afler 30 seeenrs, he
WebSarvlicesFalt[ " Carnechon imed oue) &0 oiturs 1| a eannectinn is nat
avallatie. I ihe propedy 15 261 1o O (2era), 1ha connecior 'Weiks until a
connechon iz avalabla.

e allowed Ihls properly st og b detault by 300 seconds:.
v comibinwebsphere webservices, http rmazConnection

Thus orogerty spec’ies tha masimumr numea - of connaclions thait are craated
in [ha HTTF quwibound connecior connedion poa I tha property is sat ko 0
Ll b ez itan e s ressns B esn s SnTirsss0 properey
15 Ignored. ~he connessor aderrpds 1o creabe BE many connecllons as 8 kwed
by tre =ysiant.

Wi alltavecsl s proipicrly sdb =2 1o dnkale b S0
* comibmwebaphere. sebyarvicas htip-connecionPod ClaanUp

Thus oroperty apec ligs the inbervel, in geconaa, bedween mns ol the
connection pacl maintera~ca thraad. Wreen the ponl mainte~ance thread
runs, iho connocior J scarks a-y connoglions romaining idlo far longor than
ey bime Sk in coribirmosebsphernoeebgerviogs belp connecionls STindswn

property.
Wi allowaen | This proporty S0 = L delaolr e B0 secondls
r comibmwabsphers sebserices hitp.connactionidieT meoul

Trua property spacies the imervel, in 9econda. etter which an idle connesdion
iz dizcardad.

We charged s gropecty sething from ihe asieull |5 seccnds) o 60 econds
bacauga we Wenbsa te coanachons to parsis: or B longer parnad.
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Wia usad the WebSphers sdminisirative console 1o change the connection e
tHimeaaut fram the delault 5 seconds fo 60 seconds:

‘We clicked Servers — Application servers — server1 — Jewva and Process
managemant — Environment Entries — Mew, and on the presentad window,
wa antaned the valug shown in Figure 3-8,

Wie restarted the applicglion sereer o activale the change,

Apple stion servers » gmrver] = Cusiom Properties
Epacima arlilrary nams and sabes pain of daki The o alus in & prifeg that e il indaina ppakam
canfiguestion properhies,
B Prefersncer
o meay
" +
Select Hame 2 Walue 3 Cesorighan 3
| oo webroherg vabsansops hite conngdsonidy Timesut | 50 1dbe timout
Ml
chunged from
S ho B
swoands
Tekal £

Fgwe 39 WebSphere admin consols - Saiting connechion iole fimacur

Tip: For more information on the WebSphere Application Senser connection
pooding properties see “Addiional HTTP tranapart properties for Web senvices
applications” in the WabSphera Application Sarver information centar.

3.2.4 Testing the configuration

Ini this section we discuss how we tested the configuration by inveking the Web
client application running on YWebSphere Application Seovar for Windows.

Running the Web client application
e staried a browssr session and entered the wrl:

Fttp:/feam@l-pell s 9080/ CataloagkelWel come._ jap

90  implameniing CICS Web Sarvices
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Tha window showm in Figurn 3-10 was displayed,

CICS Example - Catalog Application

Welcome to the CICS Catalog Example
Application

LIST ITEMS
Please select an option from the menu
IMQUIRE

ORDER ITEM

CONFIGURE

CICS Transaction Server far /05

Figure 210 CICS - Cataiog application

Ve clicked CONFIGURE, and the window in Figure 3-11 was presented, We
antared the following urks:

*  Inquire calalog

kttp:/fmvsgd.mop. ibm.com: 13301 exama | efpp/ingui reCatalog
=  [mguire ibem

http: /S mvsgd.mop. ibm.com: 13301 fexamm ] efpp/ingui re5ingle
= Place order

http: /i3 mop. ibm. com: 13300 /examp] efppd placelrder

and clicked SUBMIT.

Chapter 3. Webd sarvicas using HTTP 81
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Configure Application

m Inquire Catecyg Jervice Lrapaisi

m Carvant Mg fmvsgl. mag. lbm.osm: 11301 fexamph&pplingss s Talalog
M tittp: resgd. mop. B o1 1100 ecampledsadinguireCatseg

Cwrrand hilp:#fmyegl mop ibm com: 11101 fexempedppfingereSingls
Hew hHp;fmeegd mop, e com 1 110 fexampledppdinquiratimgle

Cerrand  htg: Afmvigl. meg. lbm. com; 13301 fexampledippiplacelvdar
Flawi http:dfemmgd. svop, B come 1 110V exampledppdplece0rder

| searr |
Figure 311 CICS - Cadaing apolcalion configurstian

Mext we started three Web browser sessions and entered the WAL for each
browsar:

http:/fcaml-pell: W80/ Cataloghek Wel cone. jsp
The Catalog application welkcome page (Figure 3-10 on page 91) was prasentad.
W than imoked a ditherent seovice in asch of the browsens;
= LIST ITEMS m browser ona
*  INGUIRE in browser tao
= OFDEFR ITEM in browsar thrag
From & CICE 3270 screen we usad the CICS Execution Disgnoatic Facility (EDF)

to intercapt aach of the INQC, INGS and ORDRA transactions. We then used the
CEMT INCHIRE TASK command to view' the in-Flight transactions (Figure 3-12).

92  Implamenting CICS Web Sarvices
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IHGQUINE T34
STATLE:  RERULTE - DWCRTYPC TC WOCITs

TawlGECGE=2) “r=(TPIH] e Tae Pril 0O0L |

Skafl. ¥ dcpiD1TEISER] Uew B 0SSR FAFSNRS0S] H1p(RZCENDT2)
TasiGEGLESEE Tea  THQE] .o Tas Pel] GOL .

SEUCL Y Use S enTEECRAR 22T 004 H1.:|-I:Z-IZ-'- i
PasTLRce22h “ra!lBIH] Sen o Tas Peif oo

SEACL Y Use SRR Hew (B ECRSRE A TS Hi:.ll:F.l'IIEI'll:l'::l
las (A LLEsEY r= ) LHOS) .5 l=s Pra[ COL |}

Slarl ) Us= 2I2R050R ] UuwlDiCEF2555307 BOG] Ny [T ]
Tax [GECCOEE ) “ra ZPIND Sus Tas Prif oaol |

GLafl ¢ Uew TIISJISER] Wun(BECESREZTTI0R50A] Dy (AECEM0"Z;
TaslCCCCEC 3y “r= [ ORDR] .r Tow Pril GOL )

Tl ¢ dep  TITSISER] Bem | BEGESPEIRICRSIGL] Wiyl IDF !
SPRI0-2E0T AT HI-ARPERA L,
-

Fauns 3 1A CEMT INCLAE TASK

Figure 3-12 shows o inglancs of eace ol s INOQL NS, and 2RCEA
tra~gaclions. kor each transacion There = ar eszonated pipahneg elias
tra-sactian SPIH. We notad that thesa transact ora are carre-ily all running
undar the K35 delaull uzar 10 GISSUSER.

Exivmiple 317 shows the: culpot romeaur mgzssage handler pregrom GIANGM 2561
fe Ine Ihress srgicg requesta 2oth the OFHWS-WEESRERYICE and

DFRWE- | HARMID cordainers are loooed. See Seclon ALY, *Semple message
handlar pregram - CIWEWSGER" on paga L00 “or mane infarmebcn on the

W EMSEH pragram,

Ezavnoie J-1)  Saregae salpen’ o rusrgene baeaier grogran - CHRASWS0H

CIMSHSOA: e mmmm mm o e e o e e e e e e
CIWSHEGH:  Contasmer dame: ;5 JFAWS-MEISLhvLCE
CIMAHAGH:  Zentasner gepatenk; -agaircCatalca
L I ] ] L U
CIWSHSGD:  Cenlaaer Mare: @ JFIWS-TRERIE
CIWSMSCA:  Contaaer Zeatenh: [HLC

1 B
CIWSHSGY:  Zpnta-ner Name: @ JFHARS-MEISERW[CE
CIHSHAGD:  Croldadoer zealsnbk: fmpairedioygle
CIWGHER s o mem e e me e e me oo
CIWSMEGA:  Contaqer Yame: : JFAWS-THAKIL
CluwSHAG4:  Zontamer centent: LYGS

CIMGHER: === == === o mm oo
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CIWGHSGH: Container Mame: : DFHWS-WEBSERVICE
CIWSHSGH: Container content: placedrder

i 1
CIW5HSGH:  Container Mame: : OFHWS-TRAWID
CIWSHSGH: {ontaimer content: CRDR

3.3 Configuring CICS as a service requester

In this section we @scess how we configured CICS o support outbound Web
garvice requests, The configuration we used i shown In Figure 3-13.

=08 V1.8 mvegi mop.ibm.com
CICE TE VA1 CIWSRICH

‘Windorws I090 CamEt-Ped
== | . -
Sanor WV
et il I - 0 RS
[
/
i

Fowe 313 CICS a5 senwon requasher

Figure 3-13 shows the TCRIPSERVICE R3C1 used for inbound HTTP Web
senice requests, Note that 8 TCPIFSERVICE s not required for owtbound HTTP
Web sarvice raquests from CICS.

8 Implamenting CICS Web Sarvices
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3.31 Configuring CICS
o enable SIC5 1o genarate Wek senace requesis using H1 112 we performed
Eree falleemire] Sasks:
v Canllgunng ihe PIPEL IME detinlten
v Coanligunng b rogoester TRAR SRSTICN delinitian
* Configunng the sample application

Configuring the PIPELINE gefinition

'Wa def-ad the PIPEL ME for tha IS5 sardica requester using the follcwing
CIZE pommard-

ChDG Z2b24E PIBELINECEEPLIEOZY GROLS[#ACL)

W& defi-ad lha EXFPIPECE pipeline as shown n Figurs 3-14

e T

JYCATPREE TO MODUTY CI05 BLLLASE = GRAG
CCEn CEIF--= Plpulimel CEPIFCGE |

Pluel -ru : CaPIPCO2

G-uup : R3ITL

Mesc'phros <= MPELIHE CEFTRT™ 200 FOR NISPATCH CAGZ® SEOJESTER

aTakus == Faabled E-ahled I [T ] S

ankigbr' s --x JETWSSRAICL conFia’ 1780 T206_hasicsadpl ] rnguksbor . oal

[Frees Cased -
-

-—r

[
Slel § = JEIWESRICLS shel F
IPieny Cqgquy wer

- -
LY R : (CINSSRICLwibhmdfrarquesiar
Przen Casred

SPELD-121 LPPLIU-GERCHIC \

L

Figure 214 COO0A4 JENNE PEELING commang'

= y¥a s5at the CONFIGEILE attnibuie ta.
TCIWESTNC iooslig'I TSRO 7206 basicsoap 1 renquesier.uml
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= W sal the SHELF attribute 1o;
FCIWSRICT fshwll

» We copied the wabind file dispatchOrder wsbind to directony
SCIWS/RAC 1 /wsbindreguester from the CICS-supplisd direciory:
fusnlpploicstsicicsisdsampleswabsenvicasiwsbind'requastar’

= Wasat WSDHR to the Wab senvica binding directory that contains the wsbind
files for the sample application:

SCIWS/RIC fwsbind requeatern’

Note: In 3.2, “Confguring CICS as a service provides” on page 76, we used
the basicsoapi Zprovider.xml configuration file, which supports both S0OAP 1.1
and SOAP 1.2 inbound sarvice requasts. CICS only supplies a
basicsaap11requestar.om| configuration file far SOAP 1.1 cutbound reguests,

Figure 3-15 shows a CEMT INQUIRE PIPELINE for EXPIPEDZ.

f IRQUIRE PIMELINE
RESULT - DWESTYPE TO MODIFY
Pipel fre{EXPTPEDR)
Enablestatus] Enabled )
Configfi b CIMS/RIC1 fconT 19/ [TS0_ 7206 basicspapl lrequester. mi)
Shelf (/CINS/R31 shal /]
Wsdir (/OIS RI01 Pushind S requester)

SYS[O=R3CL APPLID=AGPORICL

Figure 315 GCEMT INGUISE PWPELINE - EXPIFEDLR

Configuring the requester transaction

The duration a Web sendce redquester task will wail kor a responsa s confralled
by the OTIMOUT atiribute on the TRANSACTION definition. The CICS default is
MO, meaning that the requesat will wait indefinitely. We usad the CEDA ALTER
command to changs the DTIMOUT value for the ORDR transection to 30
seconds:

CEDA ALTER TRANSACTION(ORDR) GRAOUPIRICL) DTIMOUT(30)

Timeout considerations

When a CICS application |s the senice peovider, nofmal resounce timeou
mechaniems such as ATIMEDUT (reed timaout) apply. I, however, the
requaster decidas to time out before CIGS is ready to send the responsa, the

98 implamenting CIGS 'Web Sarvices

mu.u-ulnlmmr-llummm "II!_“‘_I'-I“.I- Fagn 1258

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000125



provider transaction abends and CICS issuns the messages shown in
Example 3-12,

Exampla 3-12  GICS semice provider amey Messape

[FHPI0M0] 1271672006 15:50-12 AGPORSCL ORDA The CICS pipeling HTTP iranidgart
rechanism Tafled (o send a responde or receive a request becauss the connectlicn
was Clhosed,

DFEPIOS0E 1241542005 15:50: 12 AGPOR3C] ORDR The CICS Pipeline Manager Ras
fafled to send a rosponse om the underlying transport. TRENSPOAT: HTTF,
PIPELENE: EXPIPEOL.

For 8 GICS appliceton which |z a service reguester (Figure 3-16}, timeout =
controllad by the OTIMSUT attribute on the THANSACTION definition.

lcICS TS V3.1

- Requester
HTTP \ HTTP

\

CTIMEDUT contrals. how lang
CICS wadls 107 A nes ponsa

Fgure 3-16  GICS tmeaw considaranions

Neade: The DTIMOUT attribite on the TRANSACTION definition only conmirols
service requesiter imeaut f HTTP Iz used as the transport mechamnism.

i the request imes oul, CICS issees the message shown in Example 3-13,
Exgmple 3-13  CIG5 senvice aquesier amor Massage

DFMPI0S08 1271672005 15:55:33 A6PORZCL ORDA The CICE Pipeline Manager has
fafled bo communicate with & remote server dus to as &rror in the underlyieg
transport. TRAWSPORT: HTTF, PIFELIME: EXPIPEDZ.

Configuring the sample application
Wa usad tha catalog manager configuration transaction (ECFG]) to configure the
exarnple application. Figure 3-17 shows how we changed the setfing of dutbound

Chapher 3, Welb sarvicas using HTTP &7
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BebSeryice 1o Yes, and entaned the URD of the Service prowvicer for our outbound
service request:

Rttp:/ftal .mop. ibm. com: 1 30880/ exampl efpp servi ces/di spatchOrderPort
We then pressed PR3 o save the Eﬂﬁwlﬂﬂ-

Tip: The 3270 terminal we used to configure the sample application had fo b=
zat to NOUCTRAN. We usad the following CICS command:

CEQT MOUCTRAN

COMFIGURE CICS EXANPLE CATALDG APFLICATION

Datastars Typr === Y5AM STUR|VEAH
Cutbourd WebService? === ¥ES YES|
Catallog Menager ==> DFHOLCMY
Dats Store Stub === DFENCSOE
Dats Store VEAM === DFEECTDE
Order Dispatch Stub === FHEIES00
Order Didpabeh WebService === DFROXMOD
Stock Manaper == DFHORSSH
TEM File Mame === EXMFCAT
Sorver Address and Port sss
(luthound sebService IR === http:/ftel.mop. ibe. com: 13230 sxamp] ahppy sery
sz {ces/dispatchirderfort
ams
=

mmh

APPLICATION CONFIGURATION UPDATED

PF 3 EMD 12 CHECL
Fowe 217 Catalog applicatian configurafion sorman

With this configuration, the samgle application uses the command EXEC CICS
INVOKE WEBSERVICE["dispatchOrder”) o invoke the dspatchOrder service
which in our configuration runs in WebSphare Application Sarver for 27015,

3.3.2 Configuring WebSphere Application Server for 205

In this saction we discuss how wa deplyed the ExampleAppDispatchOrdar
sendce provider appliction on ‘WebSphare Applicalion Sanvaer, including:

= How we used FTP to download the ear file

Implamanting GIGS 'Web Sarvices
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b w ez e WS SR Sl rghative Sonsali: By inskal e dpdlicaeie

Downlocading the EAR file
The CICE-Supplled Exarrg efpaDlzsmicOodees | e 15 localed o direciory:

‘usnpoTiessT osls31 fsamplesfwabsarycas ignl

Wi g the: Windowss £tp cormimancd St in Ceamgde 3-14 10 Sl Ihe il
ko th wiarksianon.

Frampa d- 14 LERINg G o0 aseminan fhe FA5 e

Fovuwad FoWvdpl Services Spupes LEN bookaddim e iS22 Ty

Ape” calianhCanTigyralier parl,

okl Zorsiged Spdpmogt oAb aaabildegtivi-OwCala T og Roplidatioei{gnligueal 7
pArkFip BeE3 map. | b mom

recesched ra F.TU0L 199, C6T.

FAD-ETFAT DKM FIF N YIRS At MEhSE pRec.Tap.abn.con, DAl 1E o an Pl -LD-R 3l
220 Ce=nezk1on A1ll clesa *F -die {2r Tare than = mer_bes.

Lser C5. 002,133, 165 [nena) ) o CoWE1D

Ji. fe-c arneword pledsa.

Fayumors:

210 CIWET s Togyed ur. Work ag direcie-y i CIwET. L

Tl ad fpsrfTppleleatare Iyt s 1] sumpl s S kbt gestt Tiend

230 RS A eeiary Sedd S IppSo e CiCa R s R et e it o Hlend 15 Fre
rurrer b owarking dl-ertey

Fhz> gek EvamplohppOlspatehierder_eir

A0 Aot request HIE.

L*L o ne-zina data mel

dusrt oo sienassoicsts )l isany” ssSeebsey i cessclie-EfEaenade

ApED: saak hdrder . ear

230 TrgoeTor pompleted wucoers oy,

[Lp: 0523 Dykps receiged o= Do0Z35pale LA0T AJKzplas fuoug,

Mg+ Ere

220 O L Jamegnd —egeivad, Fa-doye,

Installing 1he sarvice providar

CIGE TS WA 1 proeecled & Sl Wil sere G pedsidier applicatinn

Exariple AppCuspatehlrder.ear. “hus appllicahon fichlse 12 bl 81 1he J2EE 1.3
laval. YWa plenned to use the spplhicalion in a J2EE 1.4 emirenment [WebSpheare
Applicaticn Servar W&l therstore we migrates tha aoplkation. We called tha ~ew
applicivion archiva fila dispatchCrdar.aar,

Pkl wary irshalleee ] e Clisgsd S e lile @ WiahSphere dpplication Seese or
25, e opened A Web Bcaser wandew and &~1ered 1he DAL,

hatpe | orpp. ik, come 1320 ik cemsgle
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After ogging in, we clicked Applications — Install Mew Application, On the
next window [Figure 3-18) we clicked Local file system and entered the path of
the EAR file:

Fiweb Services SysprogiLAN bookladdrmatsrohearsdispatchOnder sar

Halcama

E Sewamn
Prwqiarsisng Dior Fre ajmedis @tion jrs Lallafiges L

@ sppdationg

Lresrpsins Bipeiaity the BAR. Wil o AR micdde fo uplasd snd

Appdicanarg L bl

Treptali iy

Aplicatian Path fn the nem sxpls atis.

™ Locsl fiw wprhEm
B Fadaunm
Moalfy pally o

E Seoutty FriWab Sarscen ip-lpn::r Biostrm

B Ensirunment TP R —

E Systam administrebon
B Mortaring sl Tusing

B Troutlashooking ki

B Gersics inftegeakian | riad anky for standédane
W uoti wab modolus [ ew filar]
@ ancel |

Foguwre 318 WebSphare Admimstralive comsoke

We clicked Meott — Next — Next — Next — Mext — Finish, and then saved the
changes 1o tha mastar configuration.
3.3.3 Testing the configuration

In this saclion we discuss how we lested the configuration wusing he Sarmd
rmiethod described in 3,2 4, “Testing the configurgtion” on page S0,

Running the Web client application
We staried a Web browser gession and entered the UAL:

http:/fcam@l-pcll: B0/ Catal pokeb, Wel come . 351

T weincdory in Figure 3-10 on page 91 was presented, and we clicked ORDER
ITEM.

The window in Figura 3-18 was presentad. YWa entared values for User Mame and
Department Mame and clicked SUBMIT,

10 implamaniing CICS 'Web Sarvices
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CICS Example - Catalog Application

| Enter Order Details
[N RN | [fem Reference Number o010
ot o
Ugper Nama Tommy
Departmenl Nams =0

&m

Figure 313 CICS - Cataiog agplication onder window

We received a message back saying “0RDER SUCCESFULLY PLACED” We also
noted that the ssrvice provider appdication wrofe a8 message confirming the order
to the WebSphere Application Sarver lor 205 5YSPRINT DD {Exampla 3-15).

Exampls 3-15  ExampleAppDispalchOrder awpul from WehSphene Agpiealion Sarver

bispatchdrderSoapBindinginpl = dispatchirder(}: Item@ef=10 {Juantity=1
CustoneTMames Tommy Dept=[ 150

3.4 Configuring for high availability

Afler you have successlully contigured and lested vour CICS Wab service
corfiguration, you should consider honw you can clone the CICS reglons in order
to improve scalabliity znd availabiling

The principal areas for consideration are;

=  How to load balance TCFAP requests across multiple CICE listensr regions

*  How o load Bakance Web servios requests dynamically across rultiple CICS
ADFS

Chagter 3. Web sarvices using HTTP 101
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3.4.1 TCP/IP load balancing

CICSE s designed to work with Syaplex Distrbutor. Syaplex Distributor (= an
integral part of 205 Communications Manager, which offera the ability to load
balance incoming sockat open regueests acress different address spaces running
on different IP stacks (usually on different LPARS). The routing decision is based
o real-lirme sockel status and 203 Duality of Service (QoS) criteria, This
providies the benadit of balancing work acress different MYS™ images, providing
aenhanced scalability and failover in a 2°05 Parallel Sysplex®.

3.4.2 High availability configuration

Figure 3-20 shows the recommended high aailability configuration, CIG5Plax
S provides a dynamic routing program thal supports the dynamic reuting of
transactions, This provides the ability lor applications invoked by Web senvice
requests to be dynamically routed acroas 8 CICSplex

LA
LICH
[ETE
g 1
HTTP Eytpim
AT
LPAR-2
[
Iistaner
F

Fowe 320 High scalabilly and awaiahity conigumanon

3.4.3 Routing inbound Web service requests

inbound YWaeb service requests can be rouvied 1o a different CICS region than the
ana hat recenmas the requast using one of two routing modaels:

= [Distributed rcasting
= Dynarmic program routing

12 implamaniing CICS ‘Web Sarvices
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The distributed routing model

The transaction that runs the target application program ie eligible for routing

when ona of the following is true:

= The contant of the DFHWS-USERID contadner has been changed by a
pragram in the pipsing.

= The content of the DFHWS-TRANID comainer has been changed by &
pragram in the pipelne.

= The transaction & dafined as OYMNAMIC or with FEMOTESYSTEM{sy=id).

Flgure 3-21 shows how the distributed routing model can be wsad 1o rowta
requasts for the ORDA transaction. The rowting can be controlled by the routing
program specified in the DSATPGM system ndlialization parametar, CIGEPlax
SM can be used 1o balance the routing reguests across multiple ADRS,

EWEH GHOR :
Socims Wims sitach ——g - renmanion DFHPITP
islenar ask laak

Distributed routing
{ DSATPGM |
Figure 321  Wel sarvice provider - Distnbutad routing

Pipeline configuration

Special considerabons have to be made when configusing a pipeling to be wsed
in & disrbuted routing emdronment. Table 3-4 shows the resource definition
requiraments for both the listener region and AOR, and whether each resource
dafinition can be shared batwesan the regions,

Tabve 34 Pipeline ressurce definilions in dymamic rauling canliguralion

Resource Listener region BOR

TCRIFSERYIGE Arquired Mot requingd

PIPELINE Aequeed, shared Required, shared

WEBSERVIGE Automatically Installed Fequired, automatically
tram PIPELIME, shanad installad from PIPELINE,

sharad
Pipaine configuration file Aequired, shared Fequired, sharad
TRANSACTION definition | DYRAMICIYES) DM AMIC NG

Ghagler 3. Web sarvices using HTTP 103
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The dynamic routing modal

An atternative way to dynamically route 8 Waeb service request, is at the point
whare GICGS links 1o the wser program, in our case DFHOKCMN. AL this point
(Figure 3-22) the request is routed using e dynamic routing mode, In this
sCenarns, the routing can be confrolled by the program specified in the DTRPGM
gystam Initiglization parameter. CICSPlex SM can be used to balance the
program link requesis acrose multiple ACRS.

I Nl e

Dynamic routing
[OTRPGHM ]

Flgure 322  Wab sandce proviar - Dhynamic routing

3.5 Problem determination

In this section we highlight diferent ways of diagnasing probiems that ocour
when an incormec! LR = wwed ina Web senvices call,

3.5.1 Error calling dispatch service - INVREQ

Ciuring testing of the CGICS service requsster Ecanario we experienced the
protlem shown in Figure 3-23,

CICS Example - Catalog Application

Order PMlaced

Riagiid 4 Error calling dispatch service - INVRED

Figure 223 CICS - Catalog appication INVRED

Flgure 3-24 shows the catalog manages conliguration (including the LRI for the
outbound Wab service).

104 implamaniing CICS 'Web Sarvices
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rracsaction I aco anry G032 142 ol Example 316 we see b eear rokurncd
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“Eeror oo SEREDLEIE: File pot found Joery cesfiispatohleder,
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=gy L CEOMP- LY Doy em A SCAF - TR I
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TWErroT 3¢4: SRVEODLSOE: Flla mat IF
AN BFSRBERD JA202EY BLICRED BAGBh DD - ERES) DD BISABIED JF F2EASL 2R
*nund; {servicesfdispatchleder. -

Using SNIFFEA

The user-wnttan SMIF=ER hardier pragramr is 3 simgke program that browsas
throwgn the corfainers available ¢ the pipeline. 1 can ba v:ad as o message
baarmlieer priazgan ™ Qe i heddhs parouiassd =g pinogrin

H bioesas The contarers By isiung A STARTBERDWESE COMTAIMER command
fcllcraed by GETHEXT CORTAINER until all contziners have beean browesd. It
then iesuas an EMOBROWSE SOMTAIYER command For eac- comainer
browsad. it wrigs the cordainer nome and co-1ents 1o the CIES ransiant cata
gueae CESE

We added the S4IFFEM rmessage handler program 1o The e ester plpeline
EXPIFEC:. Examole 3-17 shawa tha pipalina con'igurehcn hla with SMIFFEA
addad as 2 message handlar orogram.

Leavnpe 317 Piomine configuration: file wilh ShiltFER

<fam’ aersinm-"1.0" Aarea e - E RS- L=l i
<o oo sErr_pipeline xmins “-tbs:fSman. bt oAt s Fivarc htpfcacsSpipel cne s
AR5 : %51 Thite: fdwami !l ara P10 G SPLSchoma -0 = seanne!
witl:nchetalocat-cr="-tka: ¢ Vwmn. BT cond so tware hopioics/pipe - =
rueqaeste= . s5d o
hEre Lu
vaerw i _londler | -ul>
c2idn shap Lol hangleers
whpmewife hgudle- 1igl
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wigareisye
“defa1t _tranzport_handler_1{st=
Thiymedler=
“program=SHTFFER=/ prigrim>
<“hardlsr_paramatay_| b5k
< hardlers
</dafaulE_transport_handisr_I1skz
= }racuLaster_pipel ines

The full pragrarr is s~ownin Appendiz &.3. ' Sample handlar program -
SMIFFERT on page 911, Exampla 2-18 s~aias tra corainars in the saqueastar
pipelinge a5 lished by SWNIFFER The canlainer al inleres) ig OFA S LR

htpc S Tal.mop, 10T, com: 13880 axanalarapfdvspa kol rdar

Cravnpte J-TE  samypie ST EA owlo!

SRZI=ERE A0 Nogel v
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Znntainer hame - JFHe%- 241 HS
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R ELEEEEEssEsEEsEEsEEEEEEEEEEEsea.

tuntoiner hame oz JNWES-50GFLEYCL
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e b
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Checking the SOAP address in the WSDL

Mext we chacked the SOAP address in the WSO file of the deployad EAR file.
In the WebSphere administrative console we clicked Applications —
Enterprise applications — dispatchOrder — Publish WSDL file —
DispatchOrder WSDLFiles zip and saved the file 1o sk, We unzipped the e
into the directory structure shown in Figure 3-25.

B B redbank webrerenes Sympeog o tand E-Pod [
B i S v i
= _| L b
=1 L] it
B 1 othey
- pet
B ;| pr
# 1 Catelng &ppicstion
[T
-2 coniig
= ) e
=] cpatchCrdar
#-L] META-INE
il 71 thers
41 [ wep-TF
"-:-l [
B ) com
= |1 chupastc et
= _'Ifnw\-nhﬁm-

........ —

Figure 325 ExampisdgpDispatchCroer pa

Ini the WSDL file dispatchOrder.wadl (Exarnple 3-19) we noted the URI of the
Web sarvice as found in the scap: addeess location.

Example 3-18  dignalcfhCinder samaie wedl

<faml wersign=*1,0° ancoding=*UTF-g“f=

<dgfinfitions targetHamespaces"hitp: f fwwe, aampl edpp . dispatchirdar . con®
mins: tnse*http: f fwew_camplefpp. d ispatchdrder . com®™
wnlns:reqns=*http: /fwee. examp) edpp.dispatchdlirder. Aequest .com®
mlns:soap="http:ffschemas. xnl soap.orgwsdl fzoap/™
mlnsiresns="http: ffwen. cxomp] efpp.dispatchdrder. Response. con®
aalns="httpr) fackenas, ol soap, org/wadl =

o] ey
<gid:echema atiributeformDefaulC="gqualiTiad”

glemeniFormlefaul t="gualified"”
targetHamaspaces "http: £ o, axampl edpp . cispatehlrder, Arquast . con®
wnlnsiraqns="http: /fwew. pxamp | pdpp.dispatchdrder, Requast .com®
wnlns:tns="http: / fwess. exampl efipp. dispatchirder. Request . con®
mins: usdehttpe:f S w3 org 2001 1ML S Cheme " >

Chagter 3. Web sarvices using HTTP 108
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ratcculerent name= 'douodlomorderBeguesl nel T 2" Al .
orark af sl oudt i lyged
<tcect o aarest dlapa beFLessetnankiading ® fppa-thesaaasnac chdede Pk
waanninding aiple="ies near® reanspnct="RtEz: S Rrhamns AT laaf. org
soxsthiipm s
=caerebion nate- ‘d spatc-urdert:
w5asagperation scapdct-on-tt siyle- “docume-tt)=
= naan nare= "UEHCALE wm _rekt 2
ryap:body par L "R et Papt® pye=toergl t s
inuute
vaAbppt ngrea"LERORCEE So s ponp' v
vearpehady o be- ek s elae-= nge- 1V ke e
LN TTEE
< Coprdsinnr
=f521n3-
=5cTe IF NATR ' AIRAALCEL rCPPSFIYInE"
=paTL name=HdispatchirderPert” binding="tns:d1spatchirderioapBind g~
aypppipddress Tncatiom="ht&p; S tzl.map. | be_com: 118807
eramplebppsservicesSdispat chlirderPort™
=\part.
Vi e iy

el ang

The error Show In Flgure 24 on pade 105 was caused by specifvlng an
Incorrest WHI 4o- the dispalchCnder webh 9erdica. nthe celalog manager
configuratio- |Figura 3-84 ) we speaified tha UAI jfaxampledppidizpatchCrderPen
o Ing nutbound Web servica This is 1ha carrac LRI {or 1he dispabchOrder
sizracn peoider deployad ingide GISE, bul & AL o

RRAN Pl AR s wintsidspabe hiOrd et 15 the ooraect LR WGeour
dispaichlirder serace degloyea in WabSphaie spplicallon Sarver,
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Web services using
WebSphere MQ

In this chapter we describe how we configured our test CICS anvinonmart to
support Wab services using WebSphere MO as the transport mechanism.

& Copyright BBM Corp. 2006, AR rights resenad. 111
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4.1 Preparation

Afler aullining owr test configuration (Figure 4-1), we show how we enabled
WebSphans MO (WD) support In 2 CICS ragion. We nest explain how we
configured CHCS as a service provider for incoming WO messags requesis.

Finalhg, we show how we configured a CHCS region to act as 8 service requester,
sending requests in WHQ messages.

‘Windows 3000 Cam P -Pel

ialabE e Apgd kalan
Sanw

\j

mwsgd.mop.ibm.com

2/05 V1
™
-"-'-'-'-ﬂ-'-'-

CEICETEWAT

Calnlog manager
(ot prowiied]

T T

r—

71_T

Flgure 4-1 Software components: Web services uging HTTP and WD

Note: We usad a CICS-0-CIGS stanana in onder to demonstrate how WG
can be used with & CICS service provider and & service requester, You can
also use WMO to pags SOAP messages behwaen WebSphere Application

Sarvar and CICE.

W do nod provide detalls on how to install the softwarne components, and we

also assume the reader has a working knowledge of CICE and \WebSphers MO,

112  Implamaniing CHES Web Sarvices
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4.1.1 Software checklist

For the configuretion shaown In Figure 4-1
in Table 4-1.

we Usad the levels of software shown

Tafve 4-7 Software used in e WebSphers MO scanarias

Windows

05

Windows 2000 5P4

LIS VIE

1BM WabSphens Application Sersar - D
VEO20

CICS Transacion Servar ¥3.1

Intarmat Explonar YE.0

WebSphane MO VERIM1

Qur J2EE applications

b Catalog aar
Calsiog managar serice reguesier
apgplization

O user-supplied CICS programs
e CIWSMSGEH (message handier
programp

Tip: If you usa WHMCO to pass SOAP messages betwesn WabSphera
Application Sarver and CICE, you should install the fix for AFAR PH20303.

4.1.2 Definition checklist

The 205 definitions we umed to configure the scenarios are kated In Teble 4-2.

Tatde 4-2  Dwefimitton cheokiisf

Value CICS region 1 CICS region 2

IP e mvsgd. meg.ibe.cam riesgrd. mop.ibm.cam
IP address 0. 10001 23167 210001 83187
TCEAR part 13301

Jab name CIWSARC CIWSARCE
AFPLID ABPORACT ABPOIRACE
TCFIFSERVICE H3CA

Frovider PIPFELINE EXFIPED EXPIPEPOS
Raguesiar PIPELINE EXPIPEL:

WL qusalss manages MOE3 MC53

Chaptar 4. Wab sarvices using WebSphera MG 113
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Tl WG chielinif 5w s fo oy o e sconaring are | Slad in Tl £-3

TAbe 13 L asiidan crackust

Yalus Chislie Manaper MGST

L [T WIS ASCE.FIPEIREQLEST
WIGAREC2.FIPEIRAESFOYSE

Frocesy WSGEA.AMCE FRACCESS

4.2 WebSphere MQ configuration

‘Wa ompletad tha follow ng tasks in order -0 enabla ‘W sueoort in the wo
CICS ragions CIWSRAICT and SIYWSAICE:

r Adding WhAa ELpport bz CICE
= Dylining The s ies
w  [uzlining thee Iniggeer aroacoss

4.21 Adding WebSphara MQ support to CICS

Wie updataa the CICE swarkup procedure o aach CICS requon by adding 1he
WO norares 1a 1ha STEPLIB and OFHAFL s sneven n Example 4-1.

Eermple 2 1 CICS slarfapJCL

METIP_IE 1D DSM=CICSTS3] CLCE_EIF-IAUTH,DISE=5-1R

o b DSN-CICS1 531, CLCE 2 IRJ8UTH, DLSF =540
£ DO DSN=pM, SCSAANLE , DISF=5 HR

i Bb DSR=lgh, SC3QAUTH OLTP<IHR

1FIFHARI an DEN-CTRE. 2125 LSF0aT, IT5F-5HA

I a0 DSM=CLCC.STCCCICS, ATAP-51R

M 10 DSM=CEE.:EERJR ,D1% =513

o 0 DEN-CICST53L, CL0s SR H00am, DLl -540
i Bb DSR=lgh, 0300000 0L TF<IHR

I OO0 DSKeM#. 5[5ANL E OISPSHR

M 0D DSH=MM.SCSCICS DISP=SHR

' 0D DSH=M. SL50AUTH  DISP=5HR

v Wi ypdaled lha SIT paramedors on SIS wegion CIWSRIC
- MOSOMM=YES
= INITHAHM=(C5CHAHM="SN=MO53. " MN=1,10=""S53. HIC IMN [ Q"

114  Impamariag GIGS Wah Saroces
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= e ppdaled the ST parans:iees on GRRS region CWSRICH:
- WOSOMN=YES
— INITPARM=(CSCPAAM="SM=MO5H. "r=1,I0=""SEH. HIC2IN TAY

e W e bR WO A ginups 1o 1he stalup LIST an SI0S reqien 1 Using
the fellowing commernda. and hen wa restartad 1he TS regon:

CFDG A0 GROVPIZEQUATT] T 1 T5T4I TSTRAIGT]
CLMA ADD SRADP(CEEINT] TO LISTLISTREC]

W aedded the WWIE ROKC: groups 101ho ska-lup LIST on G105 regicn 2 usirg
elu: Redlewwing cennmieds andd e e restar o he GRS dageen:

CEOG Apd SROUPCZEQCETT] TO LLATALITRICE)
CEDG A0 SROVPEZEGKINT] T 1 T5T4l T5TRICR]

4.2.2 Defining the guerues

Exemple 4-2 shows tre JOL Thet we uged to define two OUEUE reaources o
typa local inthe MQE3 quaua manegar regon. £~ quaus 5 1or incoring
raguasis and |he ohar 15 1or "asponzas.

Ezaoipke 4-2  JCL for Jafiiry) Mg poeues

SICHIGURUE JUF 1, CLA%, 1 IME-1340 B0 TFY-B5 75017, SEGLOK-H,
£ CLERS=h MOGCLA LR =K MACLEVEL=LL, L)
i

FFCRQMTT. CREC PAM-CARUTIL, FARH- "H055°
METEP_IE 1D DSM=MIM.:Z50L300, J05F=54R

o JO DSM-MOH 5 CERYLE . JLSF -5

£ Jor DSN=HOM S 290AITH L EF0 G

FEATOOUT A0 SYsOuT-*

FESTOCRRE O0 SY50UT-*

AISYEPRINT 10 SY5IUT=*

SN Jo -

COHYAMD DNGHE ZHI TP

.||+

FFCMDINR aD

DE=INE §-8Co_[W5G3E. BIC2 FIFED REJEST) -
NESCR[ JUEUE S06F [MOIkG HEQUEST') -
PROC: 5% [ W56 RICE PROCESS) -

“RI3GLR

TRIGTYPECFIRET) -

NI WSEE RIC2.INITY | -

DF=THF 3000, t956Y. BIZ2PTRE] CRFSA0N&F) -

raprar & Wak =AMacEs pang WahSpresa Ml 115
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MFAER[ GUFLF SDAF RFSPONSF') -

J

The IMITE WSS AICEIMNITS is IFs sume nane as specified in tha [MITPAAM
paararmelier har thin CRASRICR region

4.2.2 Defining the triggar process

Exemple d-3 shows e cormrrans has we uzed to define a IPHOCESE.

Frampla .1 WML Ao of PROCEFRE
NCTTHC PRACCER(WR1 . R5C2. PROCLCER!
APILTYPECCICE]

1 R Mt il |

The process namre is tha same nems spacified whan dedining the requast queus
WaGEI AIC2 PIPEZ RESUEST in Example 4-2. APPLICIC is specilisd as GPIL
(ElW: SCAP KT b o listezner ransaclicn] which rmeang hag ghis st an
will i stAaiked In CICE whan A 2&rvice reques] Amwes CPIL mabehes an
Incoming UKo & URIAGF gedint o~ in order te reaich e UK e |
WEBSERWYICE, ard atdaches tha CPIS trarseciion [1he 5082 MO inbourd
TauLEr trasaclion]

4.3 Configuring CICS as a service provider using WMGQ

In thia gechion we d9c.ss how we canfrgured the CICS reqion CIWSA*S2 as a
semnce prowider using YYMO (Figura 4-23,

The cataleg manager aosolication provides i dissadcn ma-agar program [hat
proy GG An iniEdace Tor Gpalching a- arder 10 a0 aebenl paringr. Inlhis
srenant. we conhigurad a rercie order dipatch end paint, such thal he
diznatcn request 3 9ent to g CICS gerdica provider program DF HOXOO0 = using
WO
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EOS5 V1.6 mvegd.mop.ibm.com

CISRICT _ceTEVAY
Windows 3000 Cam-Pol mm rr-n-u-w — wm mﬂwﬂ
WatiSham Application -~ :
il HTTR _-f’ﬂf-f —
Catningenr L]
Qv \

Rapiea
VEBEAASCE MIPELREGUEST —l_'_l_

Orider despaich
Crdpnire
EETALD (RDARTaT)

Figwe d-2  CI0E as a sonaoe provider using WG

HNote: On our systam the tvo CICS regions are aciually running on the same
208 imape. In practice they would normally ba running on two diffarant
systems.

4.3.1 Configuring the service provider pipeline

To enable GICE o receive Web service reguests using WO we performed the
following tasks:

= Cresting the HFS directaries

= Configuring the pipeling configuration fie

= Updating the message handisr program CIWSMSGH

=  Cresting &nd Instaliing the PIPELINE resource definition

Creating the HFS directories
We created the HFS directories shown in Example 4-4.

Chaptar 4. Wab sarvices using WebSphera M0 11T
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Ezanioee 4+ HFS phectvies wged o e FIEELINE e

SlaS RACE canfg
FoomafRIACE kT
S omERAC2 s G e Fprivi der

Wa pop o The dispadhOrg o ndpointsstineg g e ehe CICS-suppliol
direciary JudIppiecslsielcslz 3 samplesiwebse relcestmsty ~d provder 1 our
wabind directory Ao HIGE Wsbind R o rder.

The config directony is used far tha o oehne conligurato f e t-al we oreata Ina
subsaguant siep, whils G G5 wses the shel dirgctary 10 25ore 1~stallas wsbind
Fibi=s;

Wie gave he CICS qion use 10 r2aa permasssn b the conllg 2nd wsblig
direcianes, erd update penmission o the shelf direcony.

Configuring the pipeline configuration file

Inarder to add 1the GIWSMSGEH meszage handier pragram tc1ha ppaline for the
sEMNCE prosyider. we wsad 1he sama oeesh & configuralion file thal 5 casor £d in
SCugtnis v the: pipeling gonl g mion Sl Gopiage 80

Updating Lha massaga handler program

Thix deefaal: eudgacdion 102 assigned o inbcom | WL Web Soreicos rimsaclions
1= CFIC Wi wanted b asmgn & diffierenl Fansactan 10 1o 1he dspateh reo.ast.
To da 1his, wa upaated he CIWSMSGH messege handler program hat we frat
intreeduzad in "Wnbng tha massaga handier pragrar” on gage B0, Wa reolacad
the trangaction 10 in the DFHWS-TRAMNI D conlainar with an [D based on the
sOraGe regpsior fwbict ca s e ound A ibe DFTISS-WESEAVIGE conlainsr]

Ta e 4-4 showd The relabianshlp Beoween The e ~sactlon 10 and Ehe Web serce

requast,

Tarnd 4 Taasw-lcre 10 fo eb sroames mame mlanoship
TrangAction 10 Wah sarv|can requenl
CI5F degeizriandarEnaPmnl

Befora we gehivated e ressage hardler progranm we needed B crage he new
THAMSACTION defmsion with the same charactensties as -he CICS-supphad
dafinfion for SPIG.
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W 5 b llgwe s G TR CORFY 20 mirt el 1o mntan e 1he frinsaclion
dehndlarn.

CEQG Z0PY TRANSACTIOR ICPO) GROJPIDEREATAE] “RRICZ] 05 (DIEF)

Theen w Intalled 1he aadinlbe-

Craating the PIFELINE rezource dafiniticn

Wi IPe~ delined the PIPELIME lor the SIS senace provider using he 1ollodlhg
CICS command:

CFDd 3:F7NE PIPFLINFCFSPIPECE] ) GROLATIG? ]

‘W deh~ad EXPIFEII B3 3hawn In Figure 4-3.

JVENTYFE T MOTTFY 108 RELEASE - Eﬁﬂ-a
LREA LF=1rs #2arlinei P IFFES |

"pelere : EXPIPEO3

liviup : K

Upsc= ptrom ===

STalusy ==> [nalled L-zbled | Diuak ac

Cunfiyfr e =er JEIWS'RICL configibasicronpl Eprovi der. ank
IPiged Cagep ==r
- -
SHelk --r JCTWSSA3C2 zhal F
Preen Casrd -
-
-
s
hutlr : FE1WSSRIAC S wabamed ' provider
IPiend Cagu)

. STRI0-20F SPPLIN-ARPEN3CT
Figure 4-3  CEDW DEFIVE FIPELNVE EXTVFELF

w W s COMPIGEILS [0 Ihe name 3l our papeling confepaiadion e,
CIMWEIRAC Meanligheasicsonp 1 2provicar xm

r Wa sat 5HELF to the name ot tha shal® direcicry
‘CIWERAC 2 R 1

raprar & Wak =AMacEs pang WahSpresa k] 119

154 ko CO'WIEF] ARRF 1IL" DG ol 2k " R8T
arccNy ¥ (I LN LI LT LR Pzt 1100
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= W sor WSTTIA TG b Wt Ssoesce Binding dirccdnry el Sontaing e sl
hibas lor the sarple applaatn.

YCIASE A2 b prcneindior

Installing 1he PIPELINE rescurca

Wi g CE A e ingtall the PIPELINE addiniian When e PIPET NG iy
mnetalled CICS scans the wedle diecbary and agnarically coeaies A
WEBSERVIGCE and e WHIMAP gelimt on for eech wabind 'lle -het i inda.

Figure 2-1 shows 3 CEMT IYQUIRE PIPELIME Tor EXPIFEDS.

-
IHJULRE =122l
RCSULT - Cwi2™PC TO HIDIFY
Pipel fre (ELFEPEDE)
Enalilealal sy Evzble] |
ConTigfi "= D TS RETESComTig fhas Jeaanlfpravide-  en’ ]
Shel L WE &7 shel 1]
Wadl - 0 RS St ashind S pnw nde ey

ATHID-AI0: R¥FLIJ-nhFIHACE p

Figure d & SGEMT IWILIRE PIPELINE  EXOIPET

Afler installing the pipeline, we usad the CEMIT IMGQUIRE WEBSEHYICE
cormared b0 wiaw the dyndamical v inatal ed YWab gersca. In Figqure 4-5, wa noted
thal tha nama ol 1he sarvica (namaly, dispalc-CedeEndpoint s akan rom the
wihind lile

‘ IHQULRE WiB=EL¥wliL
ATATLE:  ADSIL™S - OYCRTYPE TC AOCIMY
hebs (daspatciirderEndpodnt 1 PiplEXPIFED])
lus Lo gEA33310 1 Prg | DFHOEDE) - 12 1EeL20Y,

. RY5ID-5 107 AAPL10-aLIVIRYCY

Foined & OFMT INJILIRE FRSFEILE

Fiure d4-6 shows 1he denane cally installed WA MAF that s asscoiried with [
Wk sarvicE.
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-

[WOLZEE JRTNAP

RCSULT - Cwf27PC T2 HIDITY
U-imgp 14222100
Bage [ =1p=h
Engklestatasd Ensblad ]
Bnalpaeesbabgdaznz 1yrrer|
Scheme CFFEoY
Hred® rrcEEwos Yanr ]
lcp-gsare: oy
NusLi™)
PaLh(Senamplekppid spatchirdeT,
T-anuacl o C P11
Copyurelerg)
F=Gipegril
Flpal're (EIR[FEDE)
hrhar v el cfddd spalchOrdarEndpa int
Haerier!
Lr=ki Frcatsil
Ciphows(:
lerelateraney]

SPEL0e2I0E SPPLID=REPCAICE .
Foned B CEMT IROLNRE R B

4.4 Configuring CICS as service requester using WMQ

I Ehos soction wo explamn how we condiqueed CGICS rogicn CIW3SRAGT &5 &
SErACE Fouestar usimg WRIGL In s padicular scenar o CICS reqon
CIWSRAS" is bat- B servica providar 1or -he cetaleg marager application (3&
datailed in "Sonfiguring CICE a& a sarvice providar' on paga M5 and a servca
requesier of lhe Disealch maceadger application

Figurr 4-7 an page 122 shows b O spakeh managnr ook dispadch program
DFFOLWOL, whics Bsues an BXES CICS INWOKE WEBS ERWICE formmand b
maka an autsourd Web sarvice call b the order g apetcher Funing in CICS
ragion CIMWSR30E,

When coammuricabor bolwoon tho soryicn iesgoesizr and sorvicss prowidor uses
WRACT e LIAL OF [P LAt isoin & foom IRAt idenbilicss P Lo &35 & rueua, v
inciudes torreallon to specify now e request and 2sponse snould b2 hendled
by WA,
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/03 V1.8 mvsgkmop.ibm.com

Windows 2000 Cam2iPed | Sty mary - o
| Deervicw prowider] B L
Barvae VE HTe r’”‘f - . .

Rurgissal Cinsia
WEOARIMCEFIFE3 REGUEET

Foirk o ey Cpai i
WEGI RICZ FIFC] REFPOMED

Flgure 4-7 CICS a8 a sarvics provider using WWO

4.4.1 Configuring the Catalog application
We configured the catalog application to activate the cutbound Web services

feature using WMG. We used the CICS-supplied cataloq manager configuration
transaction ECFG to configura the example application (Figure 4-8).

122  Implamaniing CHES Web Sarvices
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COWFIGURE CICE EERMPLE CATALDGE ASPLICATION

Datasiore Type === WSAH STUB | ¥3AH
Dutbousd WebSeryicel === YES YES|HO
Catalpg Manpger === [FHGRCHEN
Datsy Store Stub s=> DFEQESOE
Data Store VEAM === DFRORVIS
Urder Dispatch Stub === DEROESOD
{rder [Mspatch WebService ==> FRNLO0
Stock Manager === DFEONEEH
¥iAM File Hame === EXMPCAT
Seryer Addresy gnd Pord === O 000,193 167113301
Jutbound WebService URL === jmi:/queseldestination=Y¥563.E30E. FIPES. REQUE
==z STREQSIAEargetSeryices=/sxanplalpp/d] spatehls
s=x darhreplyDestination=V5E3. K3C2 . PIPEZ. RESPONS

a=x E

L g

PF % EMD 12 CRCL
te -

Figwe 4-8  Cadaiog applicaiion comguradan soreen or WG

‘We changed Dutbound MebService to Yes, and enterad the LRI of the service
provider for our cutbound eenvice requesat:

Jms s Squesetdestination=V563, K302, PIPES  REQUESTEM]SIAtargetService=/e
zanpleApp/dispatchDrierhrep] yDest inat ion=V5G1.A302. PIPE3, RESPONSE

W than pressed PF3 1o seve the configuration.

Tip: You must usa the amparsand (&) character as a saparator babwean
options; otherwisa CICS doss nod recognize tha parkmaters,

The Dispatch manager module DFHOXWOD uses the value of the Outbound
WebService URI paramedar as tha LRI of the 'Web sarvics to be imokad whan it
invakes the dispatch service with an EXEC CICS INVOKE WEBSERVICE
Comrnand,

The mzin parameters for the Dutbound WebService URI are as follows:
s A specific LR lormal to use WG,

= destination: V563 R3C2.PIPE3.REQUEST @MOS53 iz a concatenaton of
Ehwa baurged quaisy Nnarme and 1he Quees Manager namid.
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= largelService: !&mﬁplnﬂpwﬁspamnﬂrdar i the fargel service in
CINERICE (It malches the dynamacally Installed URIMAF shown in
Figure 4-6 on pagea 121}

Tip: If you do not want 1o specity the targetService in URI data, you can
paas the same information by setting /fexampleApp'dispatchOnder Bs the
TRIGDATA aftribute of the receive guaus V5G3.R3IC2. PIPE3.REQUEST.

= replyDestination: Y353, RIC2 PIPEI.RESPOMNSE ia the raply quaus nama
for the responsea,

Important: When the URI specified on 8 EXEC CICS INVOKE WEBSERVICE
command bagins with jms: f, CICS wsas WMO rather than HTTP o send the
regqeest, The applcation program itself does not need fo ba avana that WG
s esng Used as the transpart mechanism in place of HTTR

Timeout considerations

it is mot possibls to manage timeout for & WMO sarvica requester application by
specifying a timaaut vales on the URL Wa tastad differant values for the timaout
prararmiilar and found 1hal | abways limed out after one minuta,

Fo lurther inforraalion on Uﬁ'l{;l WG 1o fransport S0AP PR i, S
WebSphere M( - Transport for SOAP SC34-6651.

4.4.2 Configuring WebSphere Application Server on Windows
‘e deployed the catalog manager service requester application (catalog.sar) to

WabSphans Application Servar for Windows 2000 as documented in 3.2.3,
“Configuring WebSphare Application Serser on Windows™ on page 87

4.5 Testing the WMQ configuration

T tast cwr WMQ satup we usad a Web browsar to run the Catalog application as
dascribad in “Testing the configuraion”™ an pags 100,

Figure 2-9 shows cnder delails lor our negquest,

124 implemaniing CIGS 'Web Sarvicas

mu..u-ulnzmmr-llumm'm IIIIH_.‘.‘_EI.I".I-

Fage 1538

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000153



CICS Example - Catalog Application

Enter Order Details

m_ Mem Reference NMumber ek ls
INGUIRE Clusmkity 001

User Mame Paolo

Departmant Name I'I'SI:I{

Flgwe 4-9  Calaiog apolication - ORDER funchion

From a CICS 3270 scroen we used the CICS Execution Diagnostic Facility (EDF)
to intercept the DISP ransacton on CICS regon CIWSR3CE, We then used the
CEMT INQUIRE TASK command to view the inflkght transactons (Flgure 4-10).

-~
INQUIRE TASK
STATIS:  RESULTS - OVERTYFE TO MIDIFY

Tas (DOO002E) TrafCKmM) Sos Tas Prif 2856 }
Staifin) uUse{CIWS30 ) Uow(BZ07 7FESS04CHC2H)
Tas (0000344} Tra{CETI) Sos Tas Prif 001 }

Stalin) Use{CICSUSER] Uow(BEOCETAS4196FCOR] Hty(MiSeries)
Tas ((0003&6) Tra{CEMT) Fac(G350) Rwn Ter Pril 255 }

StalTO) Use{CICSUSER] Uow(BEDCESEIEAECEDRF]
Tas (DO003EE) Traf{CPIL) Bgs Tas Peif 001 )

5taf3ib) Use{CICSUSER] Uow(BEDCET4S4T6TFA4R] Hiy(MGeries)
Tas(0000359) Tra(CPIQ) Sag Tas Prif 001 )

Stals ) Use{CICSUSER] Uow(BEDCET4S4A0AZEG0] Hty(RICEMOTE)
Tas (0000390 Tra{DI5P] Sas Tas Pri 0O1 )

Sta(ll § Use{CICSUSER] Uow(BEOCET4L42B00780) Hiy(EDE )
Tas (M0003%E) Tra{CEDF) Fac[B3S53) Zws Ter Pri 001 }

Staf5D) Use{CICSUSER] Uow(BEQCETAS4ECTLAR0) Hiy(ZC[OGEIT)

q SYSI0=A3C2 APPLID=AGPIRICEZ

Figure 4-10 CEMT INGUTRE TASK
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Figuri 4-10 Showes e irlighl ransactiong

F The SOAP MQ rkouna listener fransaclicn [CPIL)

r The SOAP MO rbou~d route transecion JCPIG)

w  The trassaciion .sed 1o ranmng Ihe Bukingss By peagiaen JOP)

Afer ending the ELDF zession. 'we rece ved the QAJCE SLCCCSTILLY *LALEC
rezpomaa 17 the brawaar.

Y nobac tha SYSPRINT messages by the SIWSN 25 H message -ancla- for
I rexyinn CIVWGA FEE IEwian o 4-5)

Exgnyig 4-5 GG CNWERIGE - SYSPANT

C]WMIMSGH; ===:z=:z=:=:zz:zz:zz:zs:zz:z:zazzzzzszzzza

CTWSMSGH:  Conta ner Hame: @+ NEHHS -WERSFRAVTCE

CIWSHASGH:  Cantaner conient: dispaohiore eeCedpaial

CIMEHAGEH: = - im e m e

CIMSHAGH:  Lonto- ner Hame; ; U=HMS- RGN0

CIWiHSGH;  Contaosner contenz; (05D

CIWAMAGH: - c i

CIYSNAGI:  Canblda“ner Hame: - O7HWS (R

CIMSHSGH:  Comba- ner conbent: e ¥5G3_RICE_PIPEI REQUEST femanp lehpprdispatano-der

Rkale Inat afer the requast e ihe dapaicrOrderkendpant serace 3rrved the
mess33e handlar changss the tra~aachian IC b CISP In padiculer, nose that the
CFRWS-UAI coertginer shows the AN W0 fgrmat.

4.6 High availakility with WMGQ

In Seciian 3.4. "Configunng kar »igkh evelabiliby® on pege 101 wa outirea how
HTTF ‘Wab service raguazis can ba ba arced acrozs mulbpe CICS regions in
crdar 1o preyide a high aeulabi dy contiguralion Hena wa 1aka 2 brief look s bows
WURAC) Wizl e wquiests Gan B Bialarna g degltiple CICS regiones.

On page 101 we alss discussed how once a reguest s recewed By a Specihe
CICS raqgian. it can be dynameeally routed wihin a CICSFax. These tranzaciion
and program roLling meodan sms can k| usad irespechys af how tra S0AF
MEs g i tra-spariad.

Thix prriricipal ardas bar cansideralian when degiging o bigh seailalilily
canhguratks tor WebSphere MO ae.

e bk i sheare dcoiss 1 quous s mealtiply CICE rogions

128  Impamariag GIGS Wah Saroces

T o T HITAARET TILT NG nt 2ol ines (LI LR L] Fage 1370

HO S T2 4

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000155



= How o load balance WMQ connections across multiphe queus managers

Figure 4-11 shows an example high availability condiguration for WG, in which
queuss shared in the coupling fecility can be accessed by CICS regions nunndng
an different LPARE, and WO connections are balanced across different quewe

managers using shared channals.

LPAR 1

Lbalistar Ragios 1

Dusus Manager 0

Figuee 4-17  High avaiabilty configuration for WO

Figure 4-11 shows an example WMQ configuration thet takes sdvantags of
sevaral parallel sysplex high availability capabilities, specifically:
» Shared gqueues

A shared guene 18 8 type of queue in which messages on that queus can be

accessed by one of more queus managers thet &re identified to the sysplex.

The queus managers that can access the same st of shared queues form a
group called a gueve-sharing proup (06GE).

A Q85 controts which quewss managars can acoess wiich coupling faciity list
structuras and henca, which shared gususes. Each coupling faciBty list
structura is owned by a Q5G and can only be accessed by quess mManagers
in that QS5G,

hautiple quesee managers on mulliple MVS images within the sama
quele-sharing group can pul messages to and gel messages from the same
shared queue. This B achleved by storing all the messages ina shaned
queus in the eamea coupling fecility list structurs.
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MAGlRIE: quas oz Pl S ltiple MW irmdages within thi S
quele-shanms group can Aocess the same WebSphere MO chpecls. This |s
achiesed by 1aring 1he ob sct daf ~liane inlables of 8 OE2E deta-shenng
graup.

| he use af snared gueuss provices a highly Bvalable soluhcn because The
fail 17 of & single MWS image dees not pravant aocass ta sharad queuss.
Anotegr baneft is a cagabilily to imglament sull werkload kalaneing. |k maans
thidl Loy cedinirng b nipe, 1 oo ol an applicalion (such as 8 GIGS S wic:
pros e Application) &% & shassd Quade, you make any message pal o hat
queus avelleble to be =airieved oy any queud rManager in tha queda-shanng
graup.

Sharad channels

Tz alwarige o uming shermed cbpeyedy i high foegilalailile sshon conpared
by bigihg coknecled 1o A sirle queue manager. A inbouknd channel &
clag=sed as shered if It 1z connected to the queus manager 1hrugh e graup
iztanar. A group istener is an addienal 1as+ stadad an each chanrel inibazor
in 1ha qQuewe-sharing gravp This 1ask liskers on an ip address'parl
cribinak cn, Specilic e thid Quiewse rmdndegizr Bndien g 1% group addross
Each group aeddaess can Ihen be seqslersd with an [P rouhng Mechamsn
SwCh £3 Sycp e Liatnbular.

Sykplex Dliribyiar

Sysplax Chsmeutor is dasigred ko addrazs 1ha requiremant of ana singla
nobeork visike |F addross e a sorvice Sysples distributes co bo usod 1o
P 3 L C-shiaring sios-eich gieenin 1P s esspor 1o a speecil ¢ gooap
address.

e migegs inlerersalicon cn canlicurirg Migl dwea Latility wol Whdt rulior In
WensSonere MO it s 2208 Parala Speoie Emarmunand, S0634-5a8.
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Connecting CICS to the
service integration bus

Thiz chapter introducas the service infegration bus (or bus) and the bensafita of
connecting yowr CICS Wab sarvice applications to 8 bus. It then goes on to
axpdain the steps imolved in accessing a CIGS Web sarvice ovar a bus.

& Copyright BBM Corp. 2006, AR rights resenad. 125
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5.1 Overview of the service integration bus

WebSphere Application Server VB provides the ability 1o use the service
Integration bus as an Intermediary batwaean sarvios requesion and senice
providers, allowing conftrol cwer the flow, routing, and transformetion of

MEE5a0ES.

Tha usa of Wab services with the service integration bus is an evolution af tha
Web Sarvices Gateway [WSGW) provided in WebSphere Application Server
‘Weralon 5. Whereas the Web Services Gatewsy was & stand-alone application in
W5, the bus is more tightly integrated into the application server, anabling waars
to use the WebSphare Application Server administration and scalability options,
and also build on fop of the asynchronous messaging features provided by
WebSphene Application Server,

The bug allows the system adminisirator 1o create a level of indirection Between
sEnvice reqguagtens and providens by exposing exiating services &t new
destinations. The bus also provides cplions for managing these services through
miediorfions, which can access and manipufate incoming and cuigoing message
corlant, oF gvan foule the message o4 differant Secvice, Supgan for JAX-APC
(Ehe Java AP for XML-based Remote Procedure Calls) handiers i also included
iy thye baes,

Figure 5-1 s an overviaw of the bus and how it can be used 1o enabla Web
senvicas cliants to accass a CICS Web sarvice. Clients can use bus-ganarated
WSDL 10 #coess the senice, and approprate medistions could be usad for
mEssae logging of tansformalion purposes,

Ifb&and sereica maguersl # N Duifbeasnd 5] i
Sarvica Intagration Bus o
Endipaint Gateway Duihassd S-': IE-IE
Hagueskar Listanar Sarvice Pt Przl:.i:::r
e e n-;_'ﬂ ediation!

mbhaund aevies FEEpo I % S Duibadnid SArban meapanes

WebSphare Appllaarian Jarve
Figue §-1 Exposing 8 CHRS Wab sevvice over the senvice inagration bus

It ks possila for GICE to interoparate with the bus both as a service provider and
a5 a Sarvics requasiar. Tha use of bus-pensrated WSDL means thal he servioe
requester does not need 1o know Bhe localion of the CICS service provider, it only
needs to know the kecation of the bus. The bus eelf nows the location of the
CICS service provider. Similarly, a CIGE service requasiar does not need to

13 implamaniing CICS ‘Web Sarvices
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kot El: IneGationt of [hex sorwisn ok, Donly oS w0 kedss P Bl < il he
bus.

Amoneg the cOMpanants ¥ou MEy SO e Bchoas 1N CEac 3Eos 70
implemantations of buses ar the follow ng;

» Bua. |he "inteligent retwark” on when insound and owlbound services a~d
gateway resaurces ae defrec.

r Endpainl listensr: Enlry s Ie Ihe 2us fos Web seraces ool Endpom
h=taners allaw cers b conraat ovar SOAPYHTTR or SOAPUMS. They &re
associaiad with inbound services and gataway rasourcas.

v Inbownd servlce. Desiunehons wilin ihe bus sepased as Web serices (&
gatewen 9envice can be chought ot as & specal kind of inbound z=rw ca).

r Outbound wervice: Destinabans withn e bud tran @peasent exbernal Veh
sBMaces. CICS 15 iInvoked wiIA an oulbound 9eryice.

w Galeway inadance: Enables & user @ oredle galeway spraces

» Grleway serylce: Exposas o targal Weo serv ce 1hal iz sxternal to the bus,
a5 3 Pusg-manage Web Sereicn (e w l be Qe oing our CIGS Sereicg
prow cer Applicailon A5 8 gataway serice. |

w  Rediation A srociess spssinn EJET alachiend a0 seice geshozsion 1l
can apply process ng b ressaoas Ihat pass throughod o esampde 1egoqing
ar mesaage ranslormation.

v JAE-APL handler: JAX-REPD s JACT standard or ineerscpeing anrl
meEmRiing Web Serdces Mmeasshinas,

5.1.1 Why you would connect CICS to a bus

YWa descrbe ~ere S0Ta "=330Ns WY poa Mig~1 went to usa the Wab sarvkes

faaiures of a WektSohere Application Server sarvics inlagration buz wh your

CICE seraco prgeidor and sorvic: roguosiorn @ apdicalions,

*  Sarvice location ndepandenca
You rmay mol want b2 pubheh details of the lecehan [TC13017 addresses) af
yo.r CICS saryvice prov ger epplcaions. ndirect accass tnom the serice
raquasiar 1o tha sarvice proidar via a bus means that a change in tha
addross ¢A thez: sarvice providor roquires a candiguratie updide o b b, o0
ik Elue S regueslers, This seracn coahor indrpendnnes: enaliles i
rrezie Mlexibke cormligurat o~ and eases tre @sk ob 98 wce adrrmetrahon.

= B selarcal ring Lxisting applicalicns

Businesses can deoky GICS Wen saices a5 50Ure Qatewy S8IVICAs o0
thwz s This e la e ops el e chisprkyisd nngr CICS deep niside: a0

Crapa@r & Goargehrg GICS o ke sanecg nlegralicibas 131
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eerfErprisa B B reac ewjubibda G5 Wik Soreicis o IR Intarnct e
cuskarMers, sUppllers, and business paies,

Fazlyieer o iresdssIeranl

Any numee- of businass part-ers can =58 an exisling SISS aponcaton
process tnad wou maka availabke az a gulaway sendce using the bus. This
Frenaa b o At Aty lor 2B e o axsting assoks;.

Protescl franstormation

The bus Bllows 3 protacol 2witeh oetwaar e sarvice raquesier and tre
sernca provider For examoke. if CICS ssposes 4 eervice pmowicer application
using HTTP as lha transport mechaniszm & 58 wice requester Acoessrg SHGS
wit Pz B zan connec! o b g wging JM S, anc e Digs will sansis eemly
ferwrard thie request on b SICE awer HTTE. This lunebee 14 Invaluable ko
ansuring amaath interoperab iy betwaan PIzINes2E hat mey mplamean:
'Yat zarvices witn diflerent irans oort mechanisme.

Atendards-based Inbagration

Tl Biag prnmiclers soppoare Fae I8 =i@jore Woly soereicns shanckan s, dving
bus ~asqes conhaee hal IT'E."!" canuse I to bulld leskde 8- |I'I|ZE"-:'!1:'!-F.‘-"EIHE
salians.

5.2 Preparation

AHor cadlinirg cr bese conligqueahas (F ook R-2) wed shicwae Boee wa-:
+ Cordigured SIS or a galaway senice

Crealad a gatewsay sarvica on the bus

v Tasted access o a CICE sapmce provedar applicailon wia the nas

132 Impamarng CIGS Wah Sarsces
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EOE5 V.68 mgimnp.lhm.:&m
TEVAT
ImursEngie
(Bervizelnod s
‘Windows 2090 Canzi-Poil
'Webhphere Aol icabon
S VB
; e wad
| otnloguear | |
HTTF HITF
WabSd s Apphcison Servar VEDLT |
= Bus
Limlmw wy S
InqeiseSing
Crulbsind Pl
Buriok e gralon Bul
TOSWVIE 9.212128.94

Fawe 52 The catalog applicaiion acoessed vl 3 sandos mdegrafion bus

The configuraton in Flgure 5-2 shows:

= The Catalog manager apphcation Web service inquireSingle deployed in
CICE reglon CIWSR3ICT

» The inquireSingle.wsd file of the inquireSingle sendce used by the bus to
focate the CICS servicos

= A galaway service inguinaSingle usad by the bus lo access the CICS sarvice

» An endpoint listener cregted in the bus and acoessed by the senice requester

= The catalog manager servics requasier deployed in WebSphere Application
Sarver for Windows

In our teste, we configured & senvica integration bus within a WebSphera
Application Servar running on 205 (TCP/P address 9.212.1208.94).

Chapsar 5. Connactng CICS to the sarvice inegration bus 133
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5.2.1 Software checklist

For the configuretion shown In Flgura 5-2 we usad the levels of software shown

in Table 5-1.

Tafve 5-1  Software used i e sandss rdegraion bus soaranas
Windaows i)

Windows 2000 SP4 2OS V16

IBM WebSphers Application Server - ND
VE.D.2.0

» CICS Transacton Servar W1

= WebSphare Applcation Serer V.01
for 2705 im a Mabwork Daployment
contiguration

Internal Exploner WE.O

Owr J2EE applicatian

v Calalopsar
Calahog manager service reguesler
apglication

CHCS-supplied Cataleqg Manager
applicaion

Note: You require a WebSphere Application Server Metwork Deployment
configuration if you want 1o use the Web sensces gatewsy functionality.

5.2.2 Definition checklist

The 205 definitions we used 10 configune the scenario ane listed in Table 5-2,

Tatde 5-2  Definition checkist

Value CICS T8 WebSphere Application Server
Tor 0S5 [used Tor the buse)

IF e rvsEd. mop.ibm.com

IP addrass G001 53,167 G212.158,04

TCPAP port 133 G080

Job nama CIWSAZC PTSMS

AFFLID AEPORACT

TCRIPSERVICE WEGEW

Provider PIPELINE EXFIPEOT

LARiAP IMCSIMGY

134 implemaniing CIGS 'Web Sarvicas
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5.3 Configuring CICS for a gateway service

D orcler Irazed o s W Sho ngpyi-a2Sirg e Savice: of fae CIES cinlialog
rnanaaer Application Ua g a palewsay servlos the WHEOL hle dascnmreg Ihe GG
seMAace TUS B2 made evelable ko the WekSpnere Application Servar het s
hazting tha ous. ™o do this. we perfarmed he follkowing 1as<s:

»  Updaied ihe cataksg ranadger inquiresSingle WSCL Fla
w S o U RIMAP far seea eg e WS il
*  Tested the ratteal of the WEDL fila from a Web browsar

Farall IF raguesls from ha bus 10 GH2S5 we wsed the same TCP|PSERVICE
FEE Thar wae o ligueed o " Candiguring 1hn TCRIPSERVICGE #dinila" nn
page TE.

Far tha Wabh garvise request thet 15 pessed from 1he buwa 1o CICS, we usaed the
EXPIPES pipaling that we corligured in 'Configuring tha PIPELIKWE de=tinibon™
cn page B3 An allarnative aporcich 5 10 creqate o @ o6 re b be used 1o all
reerpucesls P I Js, 't regey s 1o Bk Thes usgadach ol o winl i
separallan of bus equests ram Non-bos reeeasts, e seampde ¢ e, war 1o
run difere~1 mas3age nandesa for she bwo A ffaren: typas o' request.

5.3.1 Updating the CICS-supplied sample WSDL file

Y2 changead 1he andpaini infermatian in the ClCE-suppliad ng. =&5 rg & wsd| ko
pesing B Bz 1P adelress foedd port used By Shie RICT TOCRIPSERVICE W zgigl
the sample WSDL T e prow Sed by CISS inlo e
‘wexamplasppirquireSiegle wadl, End updated the jocaion ettnbule o ihe
s8rAcs e ement as shown in Example -1

Eeample 5T Spomitping thie CIC5 senace fozaiios i nguimEanpie WL

<5EFatSe Aume-"NIFHOXCMRGE car 75"
=aar7 hinding-"trs: DEROSIMYAT IS napHird eg® -anr-" OFHIEEYR <L =
=Enan: aldregs
locationa~httpe) 'ewsgr mop. 1w com 13300 S evampiakppinquirasingl e/ -
nlaoroe
=igare oo

5.3.2 Creating a URIMAP far the WSDL {[je

CICE allows 15 10 map neom ng HTTP requests Lo an HFS lile. and then saree
thiz Pl fjusl heo ar HTT2 Sorvar). Figurd B-3 800 Cigurg B-4 shiiow be LIRIMAF
thal we nged 10 Gerwt the Nie fuekarmpledppringuireSingle. e |

Crap@r & Goargchrg GICS o ke sarecmnlsgralipibgs 135
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” "~
JOICCT CrAkaZ L2IRT1ER CI0E BLLLASE = GRAOD
CLEN wrew Urimza) JRISTHGR )

IR TP : IHNSINGK

G- uugp : ASTd

[eaCvpt-ar

STatus : Enabled Evmhled | Rlsak ee
IPLE TS : EAPYaK Leewer | Cllant  #prline
HHI9EBNA. =% LIEZE LIFHTIFIER

Hlhene * HIIF 471K | HIIF4

HLS1 T

[Lemer Casel

BhLh : fezarpledppd inguireSingl e, wsdl

[P suc Cayed

ATICOTATID O555 RESJURCES
TN
+ analgarr : Mn Ma | ¥rs

-

SYELL- 171 RPFLIU-GEPOHACL ;

Fagpeg 5-F  LHIMAM for sanng wmglareSangle wa (papa 1w 2l

‘ JUICCT CraRAZTL2IRTICS CIEL PLLLAGE = GEAC
CLGA  wrew Urimza) JHJS9HGR |
1 Clpyerier :

TRARuAL L on

PRy vam

Flpel-re

LT L& T : Hiwed Lasn)
SEELHITY AT"SI3.01 S

II5k= - '

LIEhars !

ChTt: Ficate : ‘M1xed Lase,
STATLC 2 MWLYT PRIPCRTIES

Fridjalype : 1extraml

|Lne e Caes

[(HavallevEsr ¢ {50-A859-1 Mined Cate;
HESTCCde Mg« B3F

TER:late<ang

[Pexrn C15sd

+ HEsF- "2 * fuSecamp ledpey 1 rgeiresingla. mxdl
ST&10-2171 RPPLIU-nhPIHHALL
. -
Fagline S-d  LHMAN for saneng sgarpseaagha weni (papa 2 o F)
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Wie usad the lollowing values,

L

=

URIMAP name was sai fo INOSING'W.

USAGE was eet to SEAVER, Indicating that CICS s to act ke an HTTP
sarvar, in this case senving a static fils.

SCHEME was set to HTTP because no transport sscurity was belng used.
HOST was ot 1o an astenisk () to indicate thal the URIMAP dgefiniticn & bo b
used as a wildcand to maich on any host name.

POTH was 5o fo fexamplaAppinguiraSingle.wsdl. Together with the HOST
and SCHEME values this means thal the URIMAP resource will caber To anmy
HTTP request of the lorm hetp:/* fexampletop/ fngui reSing le.wsd? .

TCPIPSERVICE was ned sel so thal the URIMAP delinition applies o a
requast an any inbound port.
MEDIATYPE was 5o fo lexttom| 1o nccate thal an XML file is being serad,

CICS creates a Content- Type header far the response using tha value of this
attribute.

Note: if the MEDIATYPE aliribute specifies a text type, the
CHARACTERSET and HOSTCODEPAGE attributes must alss be
specified so that cods page comersion can take place,

CHARACTERSET was st to ma-8858-1 a0 that CICE converts the bady of
the rasponse that is sant 1o the bus into ASCIL.

HOSTCODEPAGE was set to D37 1o indcate the EBCDIC code page in
which the WSDL fde iz encoded. This information is needed by CICS to
parform coda page conversion for the bady of the responsa.

HFSFILE wes s&f io (WexampleAppinguireSingts wadl, which is the fully
qualified name of the HFS file containang the WSDL.

All other values were gliowed 1o default.

5.3.3 Testing the retrieval of the WSDL file from a Web browser

Prior to configuring the gateway sarvice on the bus, we tested the CICS
configuraticn by retrieving e inquineSingle.wsdl s from a Web browser using
Eha LIAL:

http: ! Smvsg3.mop. 1bm, com: 13301 fexamp] efpp/inguiresing e wsdl

Figura 5-5 shows tha WSDL fls displagad in the Wab browsar,

Chapiar 5. Connacling CIGS 1o tha sarvics infegraticn bus 137
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A il pdirrep] map. (bre cores 1 10N dsnamiple i p piinguine ingle we il - icices

Al R e Fecdss B el

e D (o] (F R e e s ) (e
At | () g Uil g b ) T e b, e - nil LU - L

Tl wErpmn=Tl 5 T

i Wi
arzm | Wara s paza = AER: f o DPHOOE A O PHOEC P S, oo™
ardes mthifp g fechimas amilssap o Sraadl
e g T vy LI HD R0 D9 D a3 oten”
vk R § et T L i JOF HREG BRI HOK G Ho sganss om’
arded poace= "Nt /S Rthinmas spdsesg orpfwsdllsoaps”
Ak mastt S S ey PG HY OFHOEGP A, D

= STF[eRER
- R BT B TR G O P = B i

slreniF oD el au i "l e

tarpmiflares pace =" HiE pc gm0 D SR O HOKCP4_ Anguust . com®

e e iR sy S v JOF FHTE GRS HIOE CP4 Aagun ek . com®
wwirn etk Bk g e oo T VI B ichmma >
- gl Eiwrgibae Ty abilres 1= Yalia® Sacke"mallP na="aall’
mured =“lalin” neres Fmgransinisdams"s
= o annsk st o
D EeTE U ]
Bonras s A v B o CIGE) Coimimin D > Thils
schoma vées e alad Tor use with
(=] = ELH T L
ot O et
= o] st
- copd:seament raTeE="ca_regeesi_d® nilshlss Talae™
wagd spleT o
- wik gl alEbis
cxpd: spprTin
S BTG L e, Tl e T G ot 8 T
Dadb 13 17 T0S GMT P0G

L]

co, b, plos wedl properties synchmnlzed =1akse <bed ar s

*

This test demanstrates that CICS (s successiully sanving the WSDL fle. After
configuring the bus, the bus iself will be able 1o retrieve this WSDL file from

CICE.
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5.4 Creating a gateway service on the bus

AL thig rainl e neead o ask your WebhGphere Spgd calon Sees adnines]atar
ke IR2r Azslstance in detinmng a CIGE galeway semace on The bos.

Farine o.rpoges af Bus back, wa asume (ral you heve aceess 1o 3 WebSphere
ASpplicaticn Serve - running in Metwork Deploymed mods |17 our cess tra
YabSphang Spplicaiion 5&~ver was running o Z'05), and thal Iha WebSphere
adrmimigkeior e chora B Tollganeg-

» Crealad a serice Inlegralion ous
»  Canligured fhe S0AIHT TFPChannel
= eyl s endpoine igiener

Fe Infarenahon an khese and other bus adre estation fasks, see WabkSphane
varsan B Weh Sanaces Hananook Dewsiogmeant and Deplapment, SG24-E461.

In thes sacticn wa explain how we creaied a CICS gateway senaga. To do this.
we parfor med 1he 1o kewing 1as<s

k lgenlified the bus bo be _zed

r Crepled A Web services oRleway Inssance

w e hee g ez sergic:

5.41 Identifying the bus to he usad

Wie logged o Ie Ine Bdrmrisirabive congo & af Fre WebSphere Appheaton
Server. which 1s roating our 0.3, usng the URL:

helpzf A2 02012003 R0 il i n
We selecled Seryiae Integralion  « Buzes b see whal used wena currently
defined an 1z apphication aarser. Frgure 5-6 shawa the oz A7 By thal was

prav cusly created By our YebSphers acministrator. This is the bus t-at we will
now U for sreating @ gilaway insiance: and o gakeayay sordica

Crapar & Goargchrg GICS o ke sarecgnlsgralipibgs 139
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Figwe 56 Service infagration bus CICSBus

5.4.2 Creating a Web services gateway instance

A pretewary fstance |5 the base onwhich you creste gateway and proxy senices;
these services cannot be created until Bn nstance exista. Within a bus, you can
creats multpds gatewsy instances in order to partition these senvices into logical
groups to allow simplar managemant,

We clicked CICSBus and then selected Web service galeway instances, We
then selected Mew to creale a new Web service geteway instance, In the
Ganeral Propertes, we enterad the following information:

®  The name for the gateway instance CICSBus_Gatewayinstance,
= The Gabewsy namespace urn:com. lom ws CICSBUS Gateway, This is the
namespace that will e usad in al gatewsy-genarated WSDL.

140 Implamaniing CHCS Web Sarvices
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Tip: It s good practice 1o use & namespace thal you are happy with from
the start, bacauss changing it later will require you to redeploy amy
aseociated gatewsy services.

= Wa anterad tha location for the Dedawl prosy WSOL URL:
http:t8.21 2,128 94 208 sibwelprogywsdl Proxy Servica Templateowsdl

Note: We will not use this proxy service, but the admin console requines
that o e spedcified,

= W clicked OK and then Save 10 Save our Ny galaway instance,

T | i 3 o — u
G”“-“ Fod (W) B W e S resns el ) G- 0 D |
] Fem 8 T L1 S S M e - ﬂi-c- s ® .
b ekl e iy e iy I e s b e =iri
Wi ppdmin | Gogesd (| Rappeert | Help ‘_.-.."T“I
i e Slcan pega e

Busas - LELSEss - Websarvin nalenes anlsrans - S

Bl dppd vaimra = el dmrchinn pilamay dland 18s B o0 ksl ok dEEad Ailasasl
T T and dus'np peinwss el presy i [ -

e terbgpagiar

M Ermemermd

M Gvdarr wdve oo [ s ¥

M Porddewng didl Tabas = Baren E._:u':".';.' _'ul..n.l..-

M Traabietbaping R P - gl oo
[ Simre Tl iwes D rorption — Sebdebinail Progportse

R Deneas
Baid 1

M ek swrneas

i
= KIS TR R
|y o g R By [ s

* Dafeul pepny WL UBL,
| TR R TP, |

Fowe 57 Creale a Mmm_ﬁamm

5.4.3 Creating a gateway service

Grenteway services are used to take an existing WSDL-describad Web service
axiarnal to the bus (such as the inguireSingle CIGS servica) and expose tasa
naw Web service at a new endpaint, enabling you 1o relocate the underdying
targel serviee (il needed) withoul changing the delails of Ihe galeway sendacn,

Chaptar 5. Connactng GIES fo tha sarvica Iniegralion bus 141
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We used the WebSphere a8min consok to creste our Cabideiy Service:
Wa salected Service integration — Buses and clicked the name of our bus

CICSBus,

From the additional properties list of CICSBus, we clicked Web sarvice
gateway instances and then clicked again on our gatewsy instance

CICSBus Gatevaylnstance,

From the additional properfies list of CIGSBus_Gatewayinsiance, we clickad

Galeway Services and fhen New,

We salected the type of gatewsy service as a WSDL-defined web service

provider and clicked Mext.

In gtap 1, we entared the name of the gateway service InguireSingle
(Figure 5-8) and chcked Mext.
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= In slep 2 we specified the location of the inguireSingle WSDL
(htip:fmvegd.mop.ibm com: 13301/ /examplaAppinquireSingle wsdl) which
allowsa the bus to locete the CICS sarvice (Figure 5-8).

B WenSphs e kimislhcaive Comde - Microsalt Indenen Daalare
Fia Ok Vesy Fesobes ook reip -4
B 1 .
Qe » ) - (] (3] ) s rremn @@ea @ -
b | ] e (1L 217, L0 W Wb ki ebevitligon it o [ G e T R
Walsvrw plader Lagusl | Buppert | Hals | I
s ':':Hﬂ-l-ﬂii
H usdwid debivian
o
[ TES
B sspkeainnn i opgiEe ey FEs s prasiap the cawlignigties of Fug gk

B dnablerank ol g pasmb dersegiar, dung i ks
e ey Wl Vol B O L

H winsoni
[ T N
B irnaaiisail

B spites edvEdiban
B sasamasg wed Turs
B Tapbiaoemng

B Narvion pvigreiion

Tadad Hea dqopbion of thay

& Ge e dqesbar the

A RFAR
WD b e
f=iumL

i
Batal LUl
W = dnraini
R
B Lo | i a B b e o m

Wil LR ragiriey
Trarsd W8

Figure 58 Creale galeway sarvice - Steg 2
= When we clicked Next, WebSphera retriavad the WEDL file {in our case, by
eending an HTTF request to CICS requasting the WSDL fils).

* We ware then prompied to chose the operation dedined in the WESDL which
we wani o enabla a5 & gatewsy sarvice (Figura 5-10). In this casa thera is
anly one aption 1o chose from:

Ehtep: /S wwn . DFRONCMY  OFHOXCPA . com) DFHOXCMNS&rvi ce
We salected the operation and clicked MNext.
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Figure 510 Crasle grdesay servios - Slep 3

»  Foreach of the steps 4 through 6 we sccepted the default aptions,

* Inslep 7 (Select endpoint listeners), we selected the
servemameS0APHTTPChannell endpoint istenar (the only one assoclated
with our bus).

= Forstep 8 (Define UDDI publication properties), we accepted the dedaull
ino LUDOI reference), clicked Finksh and saved our changes.

W heve now successfully defined our CICS gataway service (Figure 5-11).

Busss = [I0iBuy > Yiek wervics astew sy inrtences - L1005 0us  Gatesoy Instency =
Eea ey R Pra i e
4 gateeny cesuios prosider the canfigerstion of the ssb censce snsblemant of 5 cercs

duitihation, skang mth tha inftemation thet mats b ofm ar Sers birgat destinstsans,
Bl P la s noad

[Were| | Cutere |

Lokl misemiey

Talmt Apkeway neTAl O y raguast destinabion nams O | Carmiption O
[ | insdmEngly mquiraSingla

Total 1

Fgwe 51T  inguireSingie galewsy sanioe
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5.5 Testing the CICS gateway service

In this section we disouss how wi tested the gateway servios configuration using
the catalog manager application. We cover the loliowing lasks:

= Publishing the bus-genarated WSDL for the inquireSingle gataway service
= Caonfiguring the Cataleg manager J2EE application
*  Invoking the gateway sendce

5.5.1 Publish the bus-generated WSDL

In ardar to test the gateway service, we nesded to publish the bus-genarated
WSDL by requesting a zip file from WabSphara, which we then saved on tha
local maching.

= zing the WebSphere admin console wa clicked Service integration —
Buses and then clickad on our bus CICSBus.

=  [From the additonel properties list of CICSBus, we clicked Web service
Gateway instances and than clickad again on cur gateway instance
CIC5Bus_Gatewayinstanca,

= [From the additional properties list of CICSBus_Gatewayinsiance, we clickad
Gateway Services and then choss our gateway service inquireSingle.

= From the additionel proparties list of nguireSingle, we clicked Inbound web
service enablement.

From the addiional propartess list, we chekad Publish WSDL files to ZIP file
{Figure 5-12).

L

Huses = SampBUS = Web spenos qateway mstances > SampBUS wage >
ienuive Single > Publish WEDL files to 219 file

Publiih tha WEDL filas For thid darvics b & ., 2ip fils

Fublich WsDL files to ZIP file
imasiireRingle. zip

 Back |

Flgure 512  Publish inqureSingle WEDL fo 1P fila

= Wa dlicked inquireSingle.zip and saved the file on the lecal machine.
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= e pneippeed e il and notcd Wl ke lollgwing liles saari ganbaingl o [y
Zip.
CAC MG wigy sFingleElinedingss. wcll
- CIEEB slnquireSEingleManBe.. rel.wsddl
— CICSBuaimg. =Sirglelort 1y pea. wsd
— CIC5Bus.ngu rmSingleSeryvice. wsdl

v Tha endpolnt Infe-mat o (lor ihe eparesrg ke gateway servke] |8 smored n
file CICSBwancul ebingleSarvice wadl. Yie opened the file and located the
SO4P aodness in the seryice e emant (Exampla 4-21. This is tha endpoint
addrass 1or ou - galaw:y serice,

Ezgnipke 5-2 DEafmdy oo e PquiyeSnmld aodpanll 3ok e

<topp;adoress
Tacationztkotpr S8, 20, 138, 99 W) dwsgescapht tp] f seaphit ponagine, D[ CSBL 5
pinquiresirg rdM)E seeeerl S0APFTTRCaamne11 TnarundPort™ -

5532 Conflguring the catalog manager J2EE application

Plizel weer vivdied e cronliguee 1he cabakeg rmanager JECC application so hat it
accestes the InquireSingle gaileway 3anice. We slared B Yeb Drowser Sesson
and enlerad the UFRL:

helpzddeamEl o1l R0 Ca ba Tigmeal SWe L oene iy
Wiz cicked COMRAGURE and spect’iad t~& endpoind adaress of the inquireSingla

gatewzy sardica forthe Catalog maragsr Inguira lem Service Endpoint
yFigure 5-131 'Wa clicked SUBMIT 10 comodata 1he upckis,
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CICS Example - Catalog Application

Configure Application

':ullrnl witp evesg) e thmecom: 13300 fesampledp plfinguirelaialog
Flava heip Moresgd. mop. ik coem 13307 fenarmpledsefinguire Cansbag

Currged  misp: ! fevesgl] mesp thme com 1130 V' esamplefippfingenrefingle

Cudieid  hitpUevaig) map bim cam. 11300 Aenampledpplplac el dav

Fimwa help:fimvagd mop fbm com! | 1301 facsmpledpedplacelrder

T *
L& e R Lo e

Figure 515 Configue Calaiog manager asolcalion o inoke pateway senvica

5.5.3 Invoking the gateway service

We clicked INQUIRE o submét a catalog single fem inquiry, Figure 5-14 shows
the results of the inguiraSingle Web service call.
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CICS Example - Catalog Application

ltem Details - Select to Place Order
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m om EeREPTON  Stockorder e
Ball P
ootg 0 0 %52%0 =
ORDER ITEM Black Idphk

Figure 514 Caling the gateway service inguireSingle

Example 5-3 shows the output from our message handler program CIWSMESGEH
for the inquireSingle service reguesat.

Emrmple 5-3  CIWSMSGH message handler owlpuf for inquineSingle reques!

CIMSHEEH: mmemeseseme=as
CIWSHSGH: Container Mame: : OFHWS-WEBSERVICE
CIWSHSGH:  Container content: inguireSingle
1 R e P
CIWSHSGH: Container Mame: : DFHWS-TRAKID
CIWSHSGH: Container content: INGS

CIMSHSGH: == e e e e
CIWSHEGH: Container Mame: : DFHWS-UR]
CIWSHSGH: Container content:
Sexanpledpp/inguireSingle

Mote that this request is treated by CICS in exactly the same way as if it had
bean sant directly from the service requesier, rather than having been sant over
the SiBus,
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Part 3

Security
management

W begin this saction by introducing you to some basic cryptography concapts
and b sorme algorithms thad are used to protect computing resouncas, The
concepes include Secne key cryplagraphy, pubh: key cryplography;, Bashing
fumctions, message authentication codes, digital signatures, digital certificates,
and cartificate revocation Esta. The elgorithmes includse DES, AES, RSA, and
SHA-1.

Mt vwoar axplain how you can use transpart layer sacurity or SOAP messaga
security, of bolh, 10 Secere Wb serics unning in CICS Dol whien you s
HTTF as the transport mechamsm and whan you use WebSphere MO as the
tranapart mechaniam.

Finally, we discuss security scenarics that wa implamentad to demonstrate how
you can sacure a CICS Web servicaes anvironmant,

& Copyright BBM Corp. 2006, AR rights resenad. 145
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Elements of cryptography

if you want to implement WE-Security in CICE, you need 1o understand some

basic cryptography terminology and concepds such as:

= What we mean by identification, authentication, authorzation, integrity,
confidentialty, and non-repudiation

= The difference between secrel key cryplography and public key cryplography

=  The definition of a hashing function, a digital signature, a digital cerfificate, a
certEicale authority, and & cerilicate revocalaon lis

You akso have to choosa between varous algorthms (or example, among DES,
TripleDES, and AES; or between RSA and DSS). Inwriting this chapter our main
goal is to collact in one place encwgh information about crypiography for you to
bea able to read and understand the opan standards related o sacuring Web
senaces, the documentalion relaled o securing \Web senvioas in CICS, and the
fodbraing chapters In this book In which we describe the scenarios we
implemented.

&t the and of this chaptar wa provide a brief discussion of the hardware
requiramants for imglamenting WS-Sacurity in GICS.

& Copyright BBM Corp. 2006, AR rights resenad. 151
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6.1 The role of cryptography

A complete securify palicy will pul mechanisms n place to achiess the following
obijectives:
= Identification
kdentification is the ability 10 assign an dentity fo the entity accassing tha
systam, Typically the identity is used to control access o resources.

Depending on the secwrily mode in which e dentilication is pedormed, the
identity can be called & wser /0, 8 U0, or @ principal,

= Authentication

Authantication is the process of validating the identity claimed by the
accassing eniby. Authentication is paformad by verifying authentication
infermiation proviged with the claimed identity, The authentication information
I genarally refarrad 1o &3 the sccessors credentiali. A credential can be tha
accessors namea and password; it can aleo be a foker provided by & trusted
party, such as a Karbaros ticket or an X 508 certificate.

You need suthantication when you want to give differant rights 1o acceas
rasourcas (such as filas and databases) fo differant raquesting identities.

Note: Authaniication s usually one of the earkest staps in a request
workilow. When autheniicated, an identity can be asserfad to the
downsiream process siaps, meaning thatl these steps trust the upsiream
sheps 10 have already successiully authenticated the identity.

= Authorization

Authorization is the process of checking whather an identity that has already
bean authenticated should be given access (0 a resource thatb it is reguesting,
A typical implereniabion of authofization is io pass 1o the acoess condral
mechanism & secwrily cosierr thal containg the m'llltj' that has been
authenticated.

*  Inlegrity

Integrity ensures thal iransmitted or stored informaltion has nol been alterad
in @n unauthorized of aocidental mannas, Typicaly § 5 a machanism o wesily
that what |s recefved over & network (= the same a3 wial was seni,

» Confidentiality

Confidantiality enswres that an unauthorized party cannot obtain the meaning
of the transfarrad or stored dala. Typically confidentiality is achieved by
encryping the dala,
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v Auditing

With auding, you capturg and racord security-ralated avants suen Az a user
sireg ol ur SAF of i sysher] so kel v e aelpes s B, sereaps
aller 4 breach al rLe i .‘Iﬁﬂul'll'g' Pas oroar-ed.

* Mon-epudialan

Mon-reowdiaiion maans thal 2 =erder and 4 race ver cf data arg able o
prov o legal procd 10 At rd party tha' the sender did sand 1ha informadtion,
and b megoiver rocgived e idenlGal obarmation Medithoar sidiom odile do
ey

As uzad Incompulet secury, ervplograghy prowides the %o keelng processes.

" .I'-.'.llr'.l1'|r.|r|'.'|_r_{ aurwe S plainkexl [IREe s, s e aoemal, redn e ieend ne
I'_“IFII'I'EI'IZ-.‘!-II!'I wheh cenceals e rMearmng ol 1he 1213 10 Aoty AR Ihorzas
recipienl. Encrsting 15 dlao Gelled e apferingr,

MGt Cryprographe Bystems conbine Tws elemaris.

- An algorithm thal spacilias the malheamalical sleps needed 10 £rcrypt Iha
rlal.

- A cryptegAaphic key {3 string o numbears or charactersl. or kays. Tha
algprrithusn s iz bary S salce g nelkylionship betwoen plinie:s and
cianeibexd aul o1 ihe many possible @atonsfups the algornihm provdes.
I he == ected relat orahip deilermines ihe oompoaition of the algasihn's
rasul.

v e mdir converts aipheHest back o pa-iest. Decrypding i also ealled
clec-irrering:.

= Ahrehiv s A onc-wsay SerevarSibhe ] Eleulal onlo mandenzin g nng
Fressane Inta a corepact bit sinng called 8 s diae o

= GEenenal S AT el SR e wzs ERTepl ey resage digesl with a
privele ey o ereale IRe electrane squvalent ot & handwniten sgraidre. Yoo
GEN USE 3 digdal aignature bo wer by tve idantiy of e = grer and 1o ensura
thail nihing has aterad the signad documen: sines it was sipned.

In this chelsder we show how yow can wse crysiography bz achiewa auihentcatic-.
chaky inkegrily, cenficdenlialitg, and so-repodislicon

6.2 Secret key (or symmetric) cryptography

In ~oeel Lol crypbagraphny tha sandar and raceivar o 3 meszage brow and uss
the same: secrol ko tho sondcr wsias lhe socrcl key ke cagrypl Tho mes:sga:, and
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the receiver uses the same secre! key 1o decrypl the message. See Figure -1,
Secret key cryptography |s also known as symmetric cryptography,

Secret Kay Secret Kay

= =

S
o

plaimbaxi ancryption cipherbext decryption phainwort

algorithim algarithm

Figure B-1 Secral key (or spmvmelnis) eryplography

The main challange of secret key cryptography is getting the sender and receier
to agrae on the secrat key without anyona alsa finding out. i the sendar and
receiar ang in separae physical kocations, they mest trust a couriar, & phong
syshem, of some olher Iransmission medium e prevent the disclosene ol he
secrat key, Armyone who overhears or Intercepts the key in frensit can later read,

miodify, and forge Bll messages encrypted using that key

Block ciphers

A biock cipher 5 a type of secret key encryption algorithm that transforms a
Sfived-lengih block of plamiaxt data into a block of ciphariaxd daia of the sama
lengih, This transformabion takes place under the aclion of & user-provided
secrat kay, Decryption s performed by Bpphying the reverse transtormation 1o the
ciphertext blsck using the =ame secrat key. The fixed length is called the block
siza. Common block sizes inchuds 64 bits and 128 bits,

Iterated block ciphers

freraied black ciphers encrypt a plaintext block by a process that has sevaral
rolnds, Ineach rownd, the Same transfonmaion (also known as a round lunction)
Is applied 1o the dala using & subkey. The set of subkeys is usually derved from
the user-provided sacret key by a special function. The st of aubkeya = called
the key achedubs. The number of munds in an iterated cipher depands on the
desired security level and the consequent trade-off with performance. In most
CEsos, an incressed nurmber of rounds will improve the Secuerty affered By a
block cipher.
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6.21 DES

| e Lela Encrvphen algonthm |DES). developed By IEM, 18 one exarrple of BN
iteraiad biock Ciphar. 180 submittad tha DEMA ta 1ha Matknal Buraau o
Stardards MBS) during an MBS puld ¢ soliciatien for orypheg aphic algombms
Ea b wged i Fodergl nloremglion Frsgeessing Slanckard (FIRPS) In 1800 ke
MEE issued FIFS Publication 45 Oata Sncypede Slsekes fOES which
spenified thel the UEA o= used wilhin the United Statas Federal Sovernmment 1or
the crpdographic protacticn o sanzive. But unclass liad. computer deta. As a
rasull the DEM is ofien callad DES.

Thi: RES wivs ria*Trined in 1983 1988, 1994, wand 1953 A lirme: paassend the
MES: became Ihe Matesrdl Instiubs of Stardants ard Technolody o0 NIST, 0 58
diimian ot ihe U, 5. Deparirrent o Conmercs.

The DES has a £1-o1 dock size. A ES key comsizls af G4 bils, ol which 56 Bis
ara ramcemly ganarated and used d rechy by the algenthm . The o:her & bits,
whigh wro not wzad by he algoritnm, cac- bo wsod bor orrer defoclion: The binary
Frruak of bl kv i5:

‘Hi.BZ.. B7.1** BA...B14,F2,B15,....B48.1°7 B30,..., 335, HEh

where (H1.B2,. .. Ba6) are t~& indapendant bits o 2 OES kay and |P1,P2,.. .PH)
ara resarved g parity Gis compubsd on 1he preceding seven ndepandar b 1s
ang sel G ik b pdrily of he Qb is odd b is, Shero is an odd ngenber of *9°
ik i Er et

How DES works

FirRaers wiho wand or need b have 8 owendiet of hew ta BES Akyaninm wearks
ghould conault B.1, "How CES warkes" on page Sd4E.

DES modes of operation

When we LES & olock ciphar 1o encrypt B MESSEOE & ofedreasr [BAGLH, wa Use
techniquaz krowen as modas of operabcn for the ook ciphar. In Dacembar,
1980 FIFS Pubegalion 81 QEF Mades of Sesmilinon announced four modos of
onperator for OES

» Elacironic Codesca [ESH)
r  Cipher Block Cheining ACBC)
v Cipher Feedbacd |CFE)

w  Clubpul Fomdlsad (OF (G

W nre deseriloe e firs e al e mmades ol opeclion
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ECB

In ECE mode, the message M of arbitrary length is first divided into blocks m;.
Each block contains 84 bits, the bock size of the DES algarithm. Each plainteact
block m, i used directly as the input block 1o the DES encryplion algorithm with
key b The resultant cutput biock |s used direclly as ciphertext. Ses Figure §-2.

64 bits 64 bits &4 bits B4 bits <64 bits

Plaintext
message X m m _

M| [ ma |F
2 Ca

Ci

conerex. (T GTINE -~ I |
oot e TCEIN i

Flgure 8-2  Elactronie codehoak (ECEH mode of soeration

The analogy to a codebook arises becauss the same plainiexdt block always
produces the sarme cipherbex) Bock Tor a given crypbographic ke, Thies & list [or
codebook) of plaintexd blocks and cormesponding ciphertext Diocks theorelicaly
coukd be constructed for any given ey,

Since the ECB mode is a G4-bit block cipher, an ECE device must encrypt data in
integral multiples of 64 bits. if a user has lass than 64 bits to encrypt, then the
least significant bits of the unused portion of the inpul data block must ba
padded, lor examiphe, lilled with random or pseudo-random bits prior o ECB
ancryption. The correaponding decrypling dewvics must then discerd thesa
padding bits aftar decryption of the ciphartexdt block.

ceC

In practice, CBC |s the moat widely used mode of DES. In CBC, the message M
of arbitrary length is first divided into bicchks m. Each block contains 64 bits, the
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block size of the DES algorithm, Each plainted biock m; is XORed (exciusive
Ofed) with the previous ciphertexd block oy and then encryplted. A B4-bit
initizlization wector o is used as a "seed” for the procaess. Sea Figure &-3.

G4 bils B4 bils &4 bils B4 bits <G4 bits

Plaintext
message LN L2 I - |

C il s Pl e Pl I
0T W b 7y
E | [E | E

C1 C: Ca

Cipher e
text C

Figure 6-3 Cipher Black chaimng (GG mods of aparaiion

Thus, the encryption of each block depends on previous blocks, and the same
G2-hit plaintext block can encrypt to different ciphariesd blocks depanding on its
conlex in the overall message, XORIng of the previous ciphertexd Bock with the
plaintext block concaals any pattarns in the pladntecd,

Partial data blocks (blocks of keas than 64 bits) require apecial handiing. Cine
method of encrypting a final partial data bieck of a message is dascribad next,

The following method can be used e applications whens the langth of the
ciphertext can be greater than the lengih of the plaintext. In this case the final
partlal data block of & messags (= padded o the least slgnifcant bits positons
with “0"s, “1"s or peewdo-random bits. The decrypior will have to know when and
to what extant padding has acourred. This can be accomplished axplcithy, for
exampla, using a padding indicator, or implicitly, for example, using constand
length fransactions,
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Tl praacleling el Ciagsr w0 eleepeon | om0 il being $ogrepio
* Binary

It the dala 13 oure binary, tvan e periiel dase block should Be et uzified in
the input block and tha unusad bis af t-g block 56t 10 tha complemant af te
la=1 aata bit. thid 15, 1the la=1 data bit ol 1he mes=age is "0" than *1"'s are used
A% paadleling bils arch o the sk odala il is *1° When 005 A pssl Thioongy®
Llock 15 Ehien ehcrypied.

Tz reessvaltiog Sonpal blveh is Hw: coislsielegl Thiz cipherbes) meessacge mes! =z
trarked RS e vy padded so Ihat e decypbar can reverze the padding
ArCGEdS, "emove ihe EIE-H-HI"I-; bit3 arc FITI:H:IIJDE' -] IJI'IgII'IEl nlainieX:. "ha
dacrypior =cens iha dacnyried pedded block and discards he least s~ dica-1
bits ihat ara a lidenbcal.

k= Hylaz

I ke <l comgises o mylas o exarmple, B-lnl ASCH charaeines) | oan 1o
padding ndeatar shoukd be & charaste: denaot ng the nombs < ol pedding
byes. incieding ikaelf, and sheuld be placed in the leazt aigmificant byle a' the
input block bafors sncypting. For exampla, if t-ere are liva ASC1 data
chivractees i G F e pantial Bock of o message 16 bo encresod. then an
ASCH 537 0% pad oy Bhe DSl sigrilicant bear of 1 gt Bloee dary
cheractars may be used in Ihe olhet twa pad sosltens) Belare encrgedion.
Again tha ciphareast message muat ba merkes Be being pacosa.

Status of DES

Blacawsa tha spead o comaowiers has increassd signifcant v since 1977, it may
now be oossida o Imy eveny possible DES S6-bit kay in furn unlil Iha sormacl kay
igiclentiliod This lechniqus: af aelrmaing 10 Secipher & mdseand is iz Ked
exFaushws Kay search or Erote e search. Indeed. a DES cracking ridchine
ha= been uged 1o recaver & DES key n 22 hours.

Therelore, tha consensus of the crgedegraphic community s that CES is no
lcngar secure. FIPS <6-3 rgaffirmad DES wsage as o Dotaber 1909, bul
perrmilied singh: RES only 4 legacy Seslerms FIRES af-3 inchedied @ geliniricn of
triple-0ES [TIEA) whirh becarne "the FIPS Boprowed syrnmetis encrypl o
alganthm of chace!” On Movemear 26, 200°, the M 5T publ shed FIFS 187
annauncirgg the Adwarced Ercryption Slandard (AES); 1ha stardard bacama
affectiva on May 3¢ 2003 The MIST wilhdraw FIPS 4453 on May " 8, 2306,

6.2.2 Triple DES (TDEA)

Foor svme 2live: IE hag begn omrmon praclice E protean nboemates s wik
triple-UES imstead of LFES. 1hs meens ihat the input deta 9. inetfec, ancypted
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6.2.3 AES

Ehre Bmes. There ang & variely of ways of doing this; FIPS Pub 48-3 delines
triple-DES encrypbon with keys Ky, Ky, and ky as:

G =Eggl Dypl EgqiM) § )

whare E, (I} and Oy {l) dancte DES ancryption and DES decryption, respactively,
of tha input | with the key k. See Figure G4,

¥y Kz b
! } !
M DES DES DES .
Encrypt Decrypt Encrypt

Figure &4 Trple DEE - EDE

Thitg: miode ol encry plicon & sematimes relarmed o as DES-EDE (enaryp, decrypt,
ancrypl). FIPS Pub 48-3 defines three keying options for DES-EDE:

= Ky, ko and ky are indapendent,
= |y and k3 are indapandant, but ky = k;.
= h:.l = HE m Kﬂ'

Ancther vaniant ks DES-EEE, which consists of three consacutive encrypiions.

TDEA modes of operation

Liks all tdock ciphers, triple-DES can be usad in a variety of modes. The
American Mational Standards Instifute (ANSI X852 standard Thpie Dafa
Encryplion Algarithm Modes of Operaiion descibes seven diferent modes:

» TDEA Blectronic Codabook (TECB)
» TODEA Cipher Block Chaining (TCBC)

= TDEA Cipher Biock Chaining - Inferieaved (TCBG - 1)
* TDEA Cipher Feadback (TGFE)

» TDEA Cipher Feedback - Pipelined (TCFB-F)

» TDEA Oulput Feedback (TOFE)

» TDEA Ouiput Feedback - inerleaved (TOFE-)

The Advanced Encryption Standard (AES) | another example of an iterated
black cipher. The AES algorithm rasulted from a multi-yaar evaluation process
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Il Loy Az WIEST willy SuEemisbinns and rasiiza B oan inlerratiomal Sonermgnily of
crypdographey axperts. Tr& Mondasd algorler, Invented by Jean Daermen and
Wincer Aijme-, was 8 erted g5 e stenderd. Tha MIST spachad the AES n
FlIPS FUB 147 in Navamber. 2001,

The 4ES processas data blocks of 128 bits T-a1 5, lha inpul and the cuipul Tor
thix AE S & aoeilit o cenisises Al gL saquenci of 128 B (16 Bydes or 4 winrnlsy

Thee cipher kay far the AES Akgardhim |s @ sequence ot 128, 152, o 235 blls.
These di'terent Hawars® of AES can be retarrad o as "AES-12E ' RES-192°. Bnd
"HMES-286". The numbs- of wiords ME in the key 15 1hus 4, 6, or &,

The numizer of rounds Mr e be pardormad during the sxecul o of the algoritnm
teponds on the kg Siee Whoen Nk -4, Ihoen de = 100 1 Mk=6 e Bor=12, o0
when PE-#, then fr-14.

How AES works
Feeders who went or need 1o have en averview ot o The AES elgorinm works
should consult B.2, ' How AES works' cn page 5449,

6.3 Public key (or asymmetric) cryptography

In pobdic ko cryplegraphy each pseson 25 6 palt of kepd ane called the pali-
key and the otfar called the privzie key. T2 public key 15 published, while the
pnvala <ey is kapt secrat. Tha ~sec for tha sandar a~d racever to share secrat
infgrmatian is aliri-aied; all comr munications imolvs onhy ougic keys. ana no
prrisser keimy i coocer teedGeilbea o Shysd. I g syslarm, oo f o rstriesary
ko brugs the secur ty ol Sorme meand of seenrumcallen Thie anly requirema s
thet pudl ¢ 4<eys be essociated wih 1heir w3ers 0 a trusted menner (e INsTBnos.
IN @ trusied diractory),

In public key cryplogrohy;

r Cala encryptea with a public key can onby be dacrypdad wits e
corresponding orivabe kay. This guarantees data privacy 1or the rapewar.
sivezer Tz i Bz only one ag: 18 decrypl the diasiy, Gul 1hee regeiaee Ga0ncs B
Surf whe thie sender 15 4 could e anytne

» Dada ercryplaa with a private key can only ba decyphed with 1he
rarriSpanding Hudie: kiny Anyead can diecrypl B dali, sue he caeciivor
Kreois whed tre sarass (4 beca.se 1he 3% Can COme anly e Cre Serder,
the awrer of Be privale ke

'When Alice wishas to =end a sacre! messags 1o Bt she looks wo Bob's oubic
key in a direciory, wses il o encrypl Ihe message ang sands it of. Bob than wias
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his privae ki 1o decrypl thi massage and read L Mo one listening in can
decrypl the message, Aryone can send an encrypted message to Bob, bul ondy
Biob can read it (because only Bob knows Bob's privete kay). See Fegure B-5.
Public kay crypiography is also known as asymmetric crypiographn:

Bob's public key Bob's private key

= =
LA }—— Se
BfardenH . A

L
ancryption clphertext decryption plaintoxg
algorithm algorithm
Figque 65 Public kay for aspmmeinc) crppfography

Male that public key cryplography solves the problem of how 1o salely ransmil a
secrat key, When Allce wishes to send & secrel key io Bob, she looks up Bob's
public key in & directory, uesa it fo encrypt the sacret key end sends it off. Bob
thien usas his private kay 1o dacrypt the sscrat key and read it Mo ons listening in
can decrypd the secrat key

In & publs key eryplosyslem, the privabe key 5 always linked mathemabically o
the public key, Therefore, i |s always possible to attack a public key system by
deriving the private key from the public key. Typically, the defense against this is
to make the problem of dariving the private key from the public key as difficult as
possible. For instance, some public key cryplosysiems are designed such that
deriving the privade key Trom e public key requires the altacker 1o faclor a large
number; in this case | s compuiationally not fsasible 1o pedorm the dervation,

6.3.1 RSA

The RSA crypiosysiem is & public key cryptoeystem devaloped in 1977 by
Fonald Rivest, Adi Shamir, and Leonard Adlaman. ASA stands for the first ketter
in each of its inveniors’ lash narmes. Thi ASA algarithm is by tar the most wideh'
used public key cryplosysiem in the workd,

Mote: Sarme informatan in this seclion was dedved fram the ASA Web sibe al
woas. reasecunty.comirsalabsl. The authors would Bee fo thank FHAS for
permission to use this materal.
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EIcx oy v (lisciases b Elwl A5 Glorithan wanrhs, s roics [0 1ol 2
defhindlans.

«  Prirmz rigretszr

A prime numbar i ary ireger greazer than 1 that is divisibla o~y by 1 and
itsgl! The firs! twales primes are 2.3.9 7 11 13 1719, 23, 29, 31, and 7

*  Factar

Cilvar Anetager i, any nurnser thal dvides It ls ca kad & facor o' q - Far
axampla, 715 a tecior o 91, baceusa 817 1 BN IMlagar.

»  Facloring

Facioring iz Ika breaking down ol aninteger inta its grima laciors This is a
Farel praddn Akl is 3 compobatizmally inleasion pratarn: o thal is
carputatianaly dificull 1o salue) .

v Rezldivedy pronic
Tan miagers are ~=lativaly pnme 1 they have ne cemmen {aciors. For

axample, 14 and £5 are reldivaly primg, weilg 14 20 01 agnol (7159
reararrzan Kcler al 14 ang 913

F  Caongruen medulo n

Giver inbegets a, b, and nwih ~ = 0, we 33y al 3 end & Bre congrueant
meduko nif a-b iz div sible by n, that 5. if (a-o/n =i, an ineger. Equivalanthy, a
and & are congruenl modulo e if thara is ar inlagar i such thal a-b = ixn, Ihat
i, g I = b gioend 0o Al Bedcsds congroda® rridulo n s wrild

d=bmzan

For a#amo g, S0 = 0 mod & because (50 - 0)'5 =10C, an intager. But 5012 nos
congruen bz ' mod & because (50-1)% is nak an imagar. Howavear, 5115
corgruem ¢ * med S

In anthmetic med n, indagers bebwaan © and - - | Bra .ged witk normal
addition, subkract o-. multgd cabo~, a~d sspanantalion. aecept that afar
oach oparatesn the rosWl koops only the romainder altor dividing by n, For
ewarmln, 6% mod 25 - 8 bocause B -Bx 3w Gx g« 525 - 13628 and
15625 divided by 23 giver & quoheni af 679 and a rerainder of 8. Alss 3+ d
=2 mod 5 because 3 -4 = 7 ana 7 crvided by 5 gves B quadient of 1end a
ramairger of 2,

Thw: BSE algrrithney werk 8% ollows: Laka: ten e prieozs, poane g, amd
corpiube ther producd = - p. Chessa a nomber, g, #55 REM 0 A~ telat vely
pama “o (p-1309-11 Firnd ancther numaser d suck tnal fea - 1] 1s div gible by
;A-1109-1). The public kay is the pair {n. a). the pnwale <ey 5 |0, . The {ackors p
and g may ba destroyed o kapt wih tha private kay.
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Fmd psis e hollawing lereminalngg:
+ nis callad the modulus

* 219 called the ouohc expo-en

v d s called lhe privabs esponent

H 158 currently difsult b abten the prvaie sxpanend d from he poze Key (n, 25
Heowevar 1 ome cowd facler nonto g and g- then ana could oodein the orivebs
arponari d. Thus tha sacurity o the RS54 systen s based on tha assumetion
thasl lacioring 5 @icull Tho sescosznr al an azisy mathed of faclen - wedd
‘Brciak” REGA.

Here 15 how tme HSA syserr could be used for ancrypben. S.ppoga Alca wanls
to =erd @ mazsaga m 1o Boo Alice crealas the cipherbest & by sxponentiating: €
=m" miod n. where & and n are Bek's pub ic key. 5ra sards ¢ 10 Bok To
deprypd. oo alo expxanenliarg m - |,,'.‘:| rod I welztionghig (st oz gmd o
enzures Ihat Bob correclly recdvris M Sinck anly Bob khows o, o y Bososan
decryed 1his massaga.

In practice, "cwever. the RESA 2yelam iz oflan osad 1agatner with a ==crat- <ey
cryposyEiem. suck as DES Suppose Alice wishas to send an ercryplad
rrzdsielpe B Bob). SEhe Biest ancey s B ndssdol woth DES, wging i randornby
chiasen OES key. Then she lecks up Bok's publk: key and uses it e eneypt the
DES key 1he UES-ancryoied messaga ana e HEA-encnyoled DES key are
eent 10 Bob Upon racenang them, Boo dacrypds the DES kay wih h s provata
key, than usas the OES key o dacrypd tha massaga nsel. This comkiras the
high spoeed ol QES wiky gz ki rndndgaenent cormzmizese al e A58 Gyesiee

What |5 the appropriata kay El2e in tha RS54 cryptosysiam?
Thi sier o 31 ke in I BSA kgarilbirn eppically rialoes Bl oo of i TR Ban
prunes p 8nad o, which coempose nshoukd be of reaghly @qual lerdgih. s makes
n harder to facter than it one o the pr mes 1= much smalle- tha- the other. If cne
choosas o use 8 M6B-bi walue ‘or n. tne primes shauld each have a length of
apgrod maka v 284 hits.

Tlhis Byl ssivrct e i @izpaaedds o b g5 Socurily necrls, The laeger Ihe vl of
h the greabar f~a sacutlby bUb alsa tre skewer the REA alger thre operahchs.
Chooge a langth tar n uoon conzidaretcn, first, of 1he wal e of 1ha prodaciad dae
and how long it reeds ko be protactec. and, sacod, of how pewerul the potantial
thress mighl oe

Koy i o 3153 B1% no longear privice Soflicicet Secorily Be ovgkhieg rnoee B2
vary Bhorl-berr Recurlty reeas. REA Laboiates curmenlly recominsnds key
&zas of 1024 ois for coroofae uae ard 2045 bika for extremely veluable kEys
like the root key pair wsad bw a c=-ifying awhonty, Lase valuable normation
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iy will be encrypbed Usang a TER-DA kiny, Sinco Such a kiry is shill beyond he
reach of all known key breaking algorithms, RS Laboratories publishes
recommmendsd key lengths on a regular basis.

Az for the slowdoewn caused by increasing the key size, doubling the length of n
will, on averaga, incréasea the fime regquired for public key oparations (encryplion
and signatune verilication) by a factor of four, and increase e fime laken by
private key operations (decrypling and signing) by a factor of eight. Key
gengration tme would increese by & factor of 16 upon doubling the length of n,
but thes &5 a relabvely infraquent opamation for most usars,

6.4 Hash functions

A hash function H Is & transformetion that takes an input message m and relums
a fixad-size atring, which is called the hash value h. Using mathematical notation
fior functions, wa exprass this as h=H{m). Sea Figura &-&.

¥
Message m aof lang
¢

'!h nl—e= H = h
Hash Message digest
Runct (short, fixxed length)

Figure 66 A hash function

When employed In cryptography, hash functions are usually chosen o have
gome additional propertiea. The basic requirements for 8 cryptagraphic hash
function are as follows:

The input can be of amy length.

The outpud has a fived lenglh,

Hm) is relafively easy to compute for any given m.

Him) is ome-weny.

A hash lunction H s sald 1o be one-way If 1T s hard 1o irvert, whare “hand to
imyart” means that given a hesh valua b, it is computationally nof feasible to
fired soma input m such that Him)=h. An evaryday example of a one-way
Funclion is mashing a potaio; you can do if easily, buf once you have mashed
b patato, you will lind # rather ditficull b reconginucl the ofiginal potalo.
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= HOn] o collisign-rme.

A colliskzndres ~ash lunclion H s ere for which it is computationally not
Pozimilalez Bea Finsdd aanny Pwwa rrogsssinges o and o sush Ihat BxT=0arnd Hiy=0; hae
15, 1S I:“i'!ll""ll:'lu'.ﬂlil.':r'lﬁlly' riat leasihk i hnd iy Tar MESSA0es tratl ez 0 the
zare walde.

The hash walue repreazs-~1s corcizEly -he lohge- measage or documean: rom
whizh it was computad; thes @alua is callad tha syrsuee diges, O-g can think ol a
s tligeesl &G o ernn II'.‘r.'_|:'r'.l:,'.lr.".lu' ul @ Garger decument; il idenlificg e
mmessase r.ach hee & real ingerpnnt identdies & persoh Thos 4 good

cryplogre phic hesh funchcn ensures thal 1 B very dificu fo.

v Figoedr IR cicsgaye Irgen e iiagsnge digs

= Construct a oiock ol data My that has *he sama mazsaga digest h as ancther
given block M,y

You £an .ae & hasmng luachon b venty Ihat data has not bheeh allered duilnn
tra-ammasen. The 9ender o he cale ealcu alec te megsage diges! .=ing the
data itsal” and tha hashing funclicn. The =erder then anzures het e message
diga=l & imnzmitded vk integrin ko the intended receiver o *he data; one way
Ea o lhiss s i pkblisk i nedegsaods digost ie g rediakdee sooree: of pubili;
infarmatenn, When the ieceider gels the data, he can generabs tne message
digesl ard compars 0 1z ihe onginel cne. 1 ihe fwe Bra 8g.al, ke can accapt e
data az ganuina: if they dfar, ke can assume the data is bogus.

In the praceding awample, the massaga digest s~oulkd not ba sant in tha claar.
SN az: boesh Puedbicong s e -<nnamangd o key is ingnlaga | 8
rnAn-in-lhe-Fckdke coukd nat anly foege e message il & 5o ep ace he
mEessage digesi with thel o ihe lorged messege. This wo.o d rea<e b impogzibke
fzr the recarver ko datest the fangery.

1. Damgard and A . Mar=le g=aily inluanced eryoiographic hash uncticn
dassign by dof = =g a1 bash lunclion r Lermes of wha s callod o compoession
Sraessdenr, B GRS aen Tunctinn Bkng A lixed - ot inpul and eeelo g 3 shioretr,
hzed-lengt oulgut. Gwen a compresslon iuncllon b, 8 hash functan can be
defined by rapested epplicaiions of be comprasaion lunclion F anidil she encire
meseage has baan processad. |- th s orocass, @ message of arbitrany langth iz
brok into blocks whose [ongeh dopond: on Iho corrprgssgs Fergh o aed
;lrjr.l'r.l'rf..l' [lor srewrily redsang] S0 b giee of e massadge is 3 mpllighs ol be
bloc< si2e. 1Pe blosks 32 hen prooessed dequentielly saking Bg npol The result
cf the hazh &0 fa- Bnd 1he current mezsage biock, wits ke f~a oukou; Ba ng e
hash waue fartha messaga. Ses Figura &-7.
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Last |P
Mossage | Message
black 2 mp:;: “fam\ »

block 1
Initial Hash
valua

Flgure 6-7 lerathve siruclure lor hash functions

Among the well-known hash functions are the following:

MD2 and MDE

MD2 and MDS wara developad by Aonald Rivest of the Laboratosy for
Computer Science al the Massachusells Instute of Technology (MIT). Balh
functions lake a message of artbitrary length and produce a 128-bit meszage
digest. MO2 was optimized for 8-bit machinea, whareas MDS was aimed at
32:bit machinas. Description and source code fior MO2 and MDS can ba
found as Infernat RFCs 1319 and 1321, respeciivaly.,

SHA-1

The Secure Hash Algorithm (SHA), the algorithm specified in the Secure
Hash Standard {FIFS PUB 180), was developed by MIST. SHA-1 is & revision
to SHA that was publishead in 1994; the ravision corrected an unpublishad
flarw i SHA.

The algorithm takes 8 message of leas than 284 bits in length and produces &
160-hit meszage digest. The algorithm is slighthy slower than MDS but the
larger message digest makes B more secure against brute-force collision and
invarsion aftacks,

6.5 Message authentication codes

There are four lypes of message authentication codes (MAGs):

=

Unmconditionally secuns
Stream clipher-based
Block cipher-basad
Hash function-bazed
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MACS based on cryplographic hash lunclions arg known as HMAGS, HMACS
have two funclicnally distinct paramelers: & message inpef, and 8 secre? ey
known anfy 1o the massage onginator and Intendsd racenvers.

An HMALC function is used by the message sandear 0 produce a value {the MAC)
that s formad by condensing the secrel key and the message mpud. The MAC is
typically sent to the message receiver aieng with the message. The receiver
computes the MAC on the received message wsing the same key and HMAC
fumciion as was used by the sender, and compares the result computed with the
raceivad MAC. If the two values maich, the message has bean comacthy
received, and the receiver is assured that the sander s a mamber of the
comernsnity of users that shane the key, See Figure B-8.

S o W ¢ ol gy B |

Sending system

Fiqwe 6-8  Koped-hash messape authenicalion cods (HMAC)
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Pacale: Thiak, sinrs oo remaiiwier Biass Bl kesp B o senl o oo of 1o BAG, This
process does not ofler & guaraniee o nan-repodilion bacause It theaelcelly
pa=aible {or the recemer 1o forge @ massage and cla m 1wes 5en1 By the sender.

Rieaders who want o hea an myarview o tha HAS function dasc- e in FIPS
PLIE 108 should corsult B3, “Hew Tha HMAC algorithm o FIPS PLIB 108 works"
Or prkipe S5

6.6 Digltal signatures

Yhen public-key cryciography 5 used te calculata a digita signature, the sender
ernrypds b s sac e digoss cf sho docunicens silke [ig ar ber o seival key
Anyone wih acress 16 Ihe pub o key o [he sigher an verlfy 1he slgnat e

Suppose Alice wanls o send 5 nigned doeumend of melsans o Bob. She
appliaz a rash funclian 1c 1ha massags, creating 3 measaga digest. She then
ancry s e messape digesi with her pnvala key, Tharekry creating the digital
sigptaglure: (Sirae e meessaoe digqest wowsually ceesidorably shorler b thie
oreginal Message. Allce shwes o congilerabke are. m of Are shen she aecrppls
the message diges rathar than ihe meszage seli). slice sands Bok he
ancrysied mesaege agest (digita s1g~a:ure) and the massaga Bab, upon
raceiving 1ha massaga ard signalura, dec~yets [ha signature wilh Alca's public
bazy S reganer h nessag agpest He Shon bashog he message wish thiz sine
hash functan Ahce used and cofnpdres the r@sdlt b e rrastage diges
decrysied from the s gnaiure. If shey are exaclly aqual the signeture has been
suceessfully vanlied and ha cen ba corfident te mazsaga cid mdesc come fom
Alice, IF lhay are net soual trgn tha message edher gig-~aled alsewhare ar was
albzrd Mo 1w segedd, 9000 e ksl tho rmicssage, See Siguog 8-9
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+x.@ +3 =@ =9

Alice's public key

Sending system Recaiving system
Flgwe 63 Creafing and werfiing & cdiplal sipnahie i1 a pubhc key spsiam

Mot that the recipient of signed data can use a digital signature to prove to a
third party that the signatune was in Tact generaled by the signatory, Ths is
knigwn &8 non-negdation since the signatory cannot, ab a later time, repuadials
the signature.

Suppose that Alica wishes to keep the contants of the document sacret. In this
casa sha may wish 1o sign the document, then encrypt it using Bob's public key.
Bob will then need to decrypt the document using his private key and verly the
signalure on he reooversd Message using Alice's public key. See Figure &-10.

Chagbear 6. Elements of cryptography 168
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i T @O FR )

_, Bogus
I—" — Mo msg
Hazh
k withoe "1'95
'
i 1 Cirily Alice could have signed
Plaintext didn't changs:
Alice's private kay Alica's public key
Sanding system Recaiving system

Figue B-10  Crasting and veriying & digital signatune while sncrypling [he message

Alternataly, if it is necassary for intermadiarny third parties to validate the integrity
of the message without baing abls to decrypt its conbent, a massage digest can
b cormpulad on the encrypled message, rdbor than on ks plainted oem,

There |s a polential problem with this type of digital signature. Alice not anly
eigned the messape she intended to sign, but she also signed all other
messapes that happen to hash o the same message digest. When two
miessapes hash 1o the same message digest i s called a colsion; tha
collision-frn properies of hash lunclions ane & NecRSSary SecUrty regquinemant
for most digital signature schemas. & hash lunclion B secune if It 1% very fime
conaurming, if &t &l possible, to figure out the originel message given its digest.

In addition, someone could pratend to be Alica and sign documents with a key
pair he claims is Alice’s, To avoid scenarios swch as this, there are digital
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clepsuneenes Sallerl sevifieesow Mg JUsaciabe @ Jermnn with 3 Spec i puhlic koy
Wi dlacugs dgiral cerbihcales In £.7. "Publlc key digifal cerifeates” on page 1735

6.6.1 Using RSA for digital signatures

Y¥ou can .aa the RSH algordhm o compute a dgial aignatu . Suppeee Alice
wars ko 5&~d 8 mezsage m 1o Bog She apgp s 3 hash furchior H ko tha

G secps o, Cresalieegg o nessage el h=kim) Shice e cresies ocigisal
signature & by expanenliabing: & - 9 mod n, where 0 and n are Ahce's povate
key. Sha sends m end s 1o Bob, 1oowanty ihe signasure, Bob exponeniisbas and
checks that the massaga digest his recovarad: h = &® med n, whara e end n are
Alice s public kay.

I priagtice:, 1he pubdic coapoeantin hg BS& algarilben s wsoeally much smaller
tham eru |.'|r|'|'-H.1E -E-:l!p{!ll"lﬂl'ﬂ This means thal vetlfe:atanal a .‘iigl'lﬁt..l'll'-!- 1% kasler
then Sgmng. I ™2 15 dasrable bacaugs 3 Tes3age will ba 5 gI'I-Eﬂ D'!.' amircridusl
cnly ance, But -he aignature may bea verifed many timas.

6.6.2 Using DSA for digltal signatures

YWhilg [ha ASA system can ke used for Goth encryption and digital signatures, he
[igilal Sepgilores & gonlbirn (CS&L 23~ nnly b vsed e pros G digilal sSanaterns
The MIST publehed the Wkt versan of Ihe D58 i he Odtal Signaluee Stamdao
(LSS FIPS FUB 186 10 May, 1934, Tha currant wars on was poblizhed in FIPS
PLUB 186-2 1in Jaruary 2000; in Cokober, 2001, Charge fhalice 1 amandsd FIPS
PLIE 186-2

DS5A parametars

The QS8 movces s of e Tollow 3 paramsors

*» Q=4 prime nurter whare 2197 gl

== p =
Appendlx 2 al FI25S PLB 186-2 specdles 3 metnod o generaling g
= =& e divdor 4 g1 wheee ahE =< p1Ed
Appendix 2 of 185-2 alsn specifies a method 1or ganarating g

v q=h""""1 mad o, where 0 s Bry ineger with 1 =0 2 21 s.ch thet ptE T

modp =1
» X _ Arandomiy of peewdo randon by enardled mleger Wit 0 <@ < q
oy -t g

» k=arandomby or pseudo mndorm y gereraied nieger wit- 0= kK= q
Appendix 3 ol 1862 epecifies 2 metnad lor generating bath x and k.
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Tl inbegiars @, Ancl g can B palalic aosd e B Conurmnm s oo <A esnes
The nbeagers @ And Y Are B USers phvgle Bre publk keys, respeciiesb.
FPerematers ¥ nd Kk ara usad tor signet.a ganarehan onty, and must be kepd
secrat. Faramelar k musl o2 raganarated for gach signatune.

DSA signature generaticn
The sigratura o a message M is the pair ol numbers r a~d = computaa
avcorling I e esgughlions;

r - " e p) mod &g
& - (K TISHA- 1M + it} rred g

In thesa equations, 7' is the m. fiplicativa imversa of k. mod q: that s, et k)
modg=1and 0=k < g Tre valus of SHA-1(M} is 3 165201 string outpul by
thu: Seecun: Flash Slgorilbrn SkA-1 For use ingornpuling 5 10 oo enesk b
cortwribed By an nleger.

DSA signature verification

Pro o wenbing thee sngrature Ina signed reksage, B.og, 20 g plus 1he sender's
FILII:IIIE: HE!,:' ¥ and rH-E'I'|1I|.'g,' cre made available 1o iha verfiar in an authentcated
Manrer

Lat M . r'. and 5 be tha racemwed versicns of M. 1. and s raspectvaly. To werily the
siqnialure e wir fier irsd checks o Geds hae Qo o oo il O 5 g if eitler
corehilice 15 vlalatesd tv2 5 gaaiure should be regecbed. IF Erase s condibions 2ig
aghzhed. the var lier compales:

w=i=)"modq

ul = [ SHA 1M Tw T magd g

WA =40 e

v- (40" y"F mad p ) hod g

Itw =" trenthe egnature 8 venfiec end -ha vermer tan hewe high cen'idence
thal iha recaives massage was senl oy 1he party bolding 1he sacret kay =
corresponding 10y

0w gk il o e, Than The massand may haog B rsadfing, B ms s

tnay Fawe been nearteclly & g ad by INe agratary, o e Imessane me Nave
bean signed b an iImpostar. Toe message should be cons aeted iInvald.
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6.6.1 Using ECDSA for digital signaturas

| e APy S R 62 ataderd Fubie Kay Cmiagraahy ior the Finaneel Senaces
industey: The Eligis Gures Chints! Sanatore Algorime (£ GO apeciss a third
meihod ol providing @ giial signabd g5, This mathed makes wse o he proserbias
of rndhiemiylic objects kegwn as ellipic surees Sinee CICS TS Y31 does ngl
suppet B metran, wa denal decozs ol iee

6.6.4 Comparing RSA with DSA for digital signatures

In D54, mignature generat on 15 fastar than aignature wardicalion. &w=ereas witn
the RS54 algonthm signatura warifcat on is vy muc- fastar han signature
generatign Cif to& public and p-vale exponenls, respaclivey are chosen for his
proapaeer by, whis i e @ cAsed. 18 nmghl e el med bl s acheinl agess. 5 ar
Sy be na dhe ‘Bsbar apealion. b since Inomang apphcahons a plece of deoatal
infarmateon 1= &igned ance, out vermad siten, d may wall be more adva~iagaous
to hava fasier verificaten.

6.7 Public key digital certificates

| ke Enictoy agpect ol digial 9ignatures | 1he frostaorthy dizinbubon of pubhc
keye. sinca 1ha recaver requires @ garding opy of the ssnders public kay. Thiz
is prov dac by publc <ey digial cerlif cates.

A igilial o Nl is arcalmgous 160 passpen | in e i caing wsoes:

* Pacsports are issuad by A trushed guthormy 2uch as a govar-ment passport
office. Digital cerlitlicales are issuad by frusied auhorities known as
el ficzanr Byithaorilioes or G,

A gowernmen1 pass oot office does not issue a passport unlazs 1he persan
whea roquosls it has provan his idenlity ard cilize-ship 10 tho passpc] offiza
Cs mavi: @ riEsponsibilily b chieck e rasdentials proviced inan applicaton
for & agrial eeriicale The CA righl. for exarrple, 2quire [Re perach who @
requasiing 1ha carificate o Bppaer i@ parsca end show B b carificats.

v A passpart cailiies Ihe bearers narme, addiess, and ollzenship. A digital
Gt licala edtaklizhas tha gubjacts distinguishad nema 10OMY and pub @ <&y

v Speazilicrrd oo arenl isousd inohn creabic il passic e ook il sty
diflcul 0 alter g~ inarcnelar o i ar Ir:-1|:|rge a Fﬂﬂﬂpﬁ'l H.I'II:IQE[T'-E"'. LAz Sign
the diqita cert licaes trey 12508 with teir pnvata ke,

v 1 olher audhonbies soch 85 The bonder polles In ather countnes. brst the
autrorty shet Issued the passpar. they implicily broat the pesapors. 1'a Web
UzEr brus s a CA, he imobgithy inusts diqital certrlicalas issuad by the G,
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= Hoth passports o chgrual coreilicalees are walid ora limised bine

Crrtdlcale ss,ance proceedd as ollows, The requesier generabes 8 public and
prvale <&y palr and 1hen 9ends the public kay o an aporopnala T8 wit- some
procf of idantdication, Tre CA chechs she wmantiicabcn and takas any other
nacessary laps ke assure Nzall that tha request =ally did come from (ha
reerpuieesleer o D b pgbsdice By wed sl Fndifasd inorang. Then ho CA Sorls
the requesier & certlicale whick amedts hal the pobhc key Belegs 1o the
raquestar.

In the fod cevineg discussion of digrital canifcates we Jse the dascs olion o 1he
wgrsion 2 formal of a digital cartilicala & givanir AFC 3280 ishamed X 09
Prabdi: Ky fepfrpsiroaciaed Soorlgane o Ceefifical s Fowvdc:nan 1ist (GAr )
Prafifa.

The certdicale 9 2 sec.erce ol hrae "egaimes helds:

» lsterliFicale

The thstert1ficate fiekd containg 1he name of |ha subjsci of tha carfificate. a
pubilicc key assozedned will P Sk, b narmie g4 e ssaar al he
cartllcale, & wvahdty pencd | and slher Assadated inbeemat A whah wa
desrnbe in &.7.1. 'thsCart licela’ on page 175.

v signaterehlgoritkr

The signatured” gor - thr field sonkiirg |he denifier for Iha cyptegraghic
algjgritl= pgeerl Ty b QA 0 i his eelhficatn, AFG 2279 Aiporityog and
lanfiiars for five imlernef 2,599 FPube Fep irasiocforg Carnficate andg
Corhticate Qevacatas sk ACALy Profte 4t 1he suppored algenihms:

mil#mithRSASncryptinn

This & gurilhm usgs md2 1or bt hazh funclie- and RS54 ‘ar the sncryplion
alynrich=

- ndSavzRESSEnCEFption
- sha-TarwFREREACEplicn
il-dsd-m- th-shal

This & gurilhm uses SHA-1 12 the bash funclion, and its wias the Digrdal
Siggriatune Alggaritlun

- eccsa-with-%5He.
FooSinaturedalus

T < icnaturede Ture licld Sonbiirg a rligikad Segeatore Sonagalocl aaor B
Lbsrerlificals Tha A5M 1 DEFE encedea LusTerlilicale s used 85 he
INAuk ko the 2)g=atura iunclian. Tha Qignets = value s encoded as s BIT
5TH MG ard includesd in tha signature Fed as s-ownin Fguma 6-11,
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X.509 W3 Public Key
Digital Certificate (DC1)

txsCartificate
subject's namea (Alica)
subject's public key [(AkKey)
issuer's nama (CA1)
: startistop validity dates
Hashing Bto.
function
signaturedlgorithm
hash value
signalurel/alue
aB&%epg3)...
CAT's private key
(CATPrKay)
signatureAlgonihm

Fowe 81T X 508 173 publio hoy digital’ cerfificate

By generating thes signature, a CA cerfifies the validity of the information in
the thslertificate field. in particular, the CA certifies the binding bahweean
the public kay matarial and the subject of the certificate.

6.7.1 tbsCertificate

A thsCerti ficate cantains the following fields:
®  wErEion

ITU-T 3508, which was first published in 1988 as part of the X500 Direciory
racomrmendations, defines & standard certificate format. (ITU-T is the
Intarnational Telecommunications Unicn; #t was formerly known as GCITT
and & a rudfinaional union that provides standands for elecommunicalions
equipment and systems.,) The certificate formal in the 1988 standard is called

Ghagler & Elements of cryptography 175
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Pl wesziit 1 Toeemal Whien X B was vewisorl in 1993 . ewo moree ikl v
added. resuting n e version 2 tarral Experlance galned n ahempes o
deplay AFC 1422 Prvacy Enhancsment far Infarnat Elacinone Man Par b
Corhfcals-Basad Hay MWamagsment revedled L~ nead 1o aewsicg a third
5500, In June 1006, slandardizadion o 1he tasic varsion 3 [ormal was
ripleted. The walge: Sloee in 2 seesicn ficld & e ress than the eergion
hiurebar lob axariple. wear 2 version s 3 the val.e dlored 1 e wers on
held iz 2.

+ EridlNunlirr

The za-a numberis a oositve integer assigned by tha C8 to sach cariif cabs.
I i e ek corlificaee issued e o Gl thal is, o issuer nime o
sanal nurmber Identdy & anepee oabiicae.

» sicna-Lro

Thus figld contains 1ha algarthm idantifiar for the alge-thm used by tha Cads
sign lha cartilicads This ield must contain |-& sames abgarilhm idanlitier as 1he
sicnaznredl gerickm lild

LA 1

The isauer fied Keniifiea the endy ihet haa signed Bnd 1S3ued the cerifcate.
1 contans a disbnguished nare (OM). 'We explain what 2 distinguishad name
i in "Dislinguished names" o~ page 178,

kopa icite

The terlifate valldity penoa s the hirne Inberval dunng whch the CA wartants
thai d will mainta ninfarmat cn ebout ke siebls o the certmozle. The ied s
rapraserniad as 4 sequercs ol two datas:

— ralBsiere - “he dele on whch ihe cerlif cate valdity pernicd Bagins.
- ratafrer - The date an which t-& cerblicale vabdiy pancd ends.

Both rel MeTere and neidfler can be eacoded Y MBMOCHE M SSZ ar
YT MMODDH HM WS 52,

» =sibirrt

The: ub; et Figkd idantilies t-& snbty associaled wit- lha public key =tored in
thi: sabcrpt PLhlic ey Tatg lichl Thi sobg et Piekd eomdiaing @ NN

I{ tha subjact 15 2 CA, then the =Lbiec: fiald musi contain a DM thai matches
the: confonts <l 1ho i5sueT ficld in all corblicaios issuod Ly sho subjost G,

P ubrectiublicKeylafa

| g fi2ld 18 w=ed 1a camry ihe puBic key and idenhy 108 algontm wih shich
the key 15 used. AFC 329 hsts -he fol owing aupported algarithm iderntifers.

— raalreryptiar

When bz alcovithnldent - F-ev s rsaErcrypirar, fho oo Jic kee mus’ B

178 Impamarng CIGS Wah Sarsces

Doc et Ko E3UMIFTE0 1LY DRKG wct S ents 0 (N Fage 130

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000205



e % i S uene: oFf Bweoorngeers o nnduleg nane B oalalic
Exponert e

cd-dsa
When t~e algari thnldens e iz -d-d53, the public kay must be
Bnceded a5 the integer v,

— chpubl:cramber
Thus wdandlt a5 Ihe DIMle-Ha han <ey axchange algorit n. The puble key
I tre integer ¥ = 9 mod
“d-kryFerhangralga=ithn
This wdenif &5 tha Kay Exchange A gorilhm (KEA). whch 5 4 kay
At a4 Gae lhinn, W o nol diseugs e Puel e

- cd-eclublckey
WhER tnE & lcariLhaldant - 1- ee 15 - d-2cPublickey. Ehe publc kay 1S
interded fiar usa in ether *he Ellipte Curve Cigdal Signatura Algarithm
(ECDSA) or g Ellipl ¢ Gurag O fig-Hellman (EC JH) key sxchargs
alyorithe= aeitlwer oF wlhegh g eligsgpsgerd urbur.

F crzuerun gueld fogticnal)

Thua lield 18 L3ed So handle he oogsio ty of reuss of ISSUEr names ovar SIre.
RFC 3230 recam mands trail ~amas not be ~e.sed 1or different enpies and
thai Inbgrnal carlificabes ~od maka usa ol unique idantiliars.

r sabrectdricaelc (optona ;

Thus el 12 wged b handle Ine possd Hy of rease of subject narmes odser ina
FRFC 3280 alaa recammends agains 1ha .za o 1hie he d.

 pglenncans jplinal)

i presant. 1his field is a sequence of ona o Mmoo carlificates axens s, Tha
ez s elatinned $r 20 B0G WD Curtilicialos pednindz rnclhrls R gsinizating
additkyng aHrlbUbes wilh users or pubhe k2es and foe managing & cecfication
hierarc-y. We &acuss & 1ew ol 1he atandad extengions defined in AR 52650
in Section § .2, ' Standard axtensions for X508 VY3 agiial cerificatas” cn
page " B3,

Exmple G-1 Showes [P deid of an % 508 cortilicale as nend a1
helpzften.wicipreid. orylwikif o504

Frame f- 1 Samsis XS crdieara

Crrtifirate:
Cala:
wa-slan: 1 (Lal)
taepal jumbevs FEZY [0%1e9h)
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Jigaatnre Alya=it-m: ndie: thRSGTncryptien
Fugaer: C-2h, 57-Hestern Cape, —~Cdape Tewn, O-Thawte Carsullirg o,
Cl=Certilcar an Sery-ces D-w-5-a0,
Lf-"haste Serwgr Caibna- 1-cerygre-ceetsitnants, cor
Yalidity
Kot Befare: Jul 0 160407 S0@e GHT
Hat Afiwr @ Jul O [6:04:712 2993 SHT
Sabjecl: C=U4, SF=Maryland, L-Patadena, Od=B+2rr daicala,
OL-Freesaft, LM-waa, fregsoft_ grginot ] -baccal avfreecoft crg
J4bject FaETg sew InTo-
Puk™ic 4oy Alagrithn: rsazncrypticn
REA Ful: " ie dey: [inza Ni-=h
Wodul as [1021 b 1y:
L l=3i9-La i zbcskd=c] 8y -odd bl CH - bb:
A%E0; 19:dh;Coyba-bG: ad-a b -6 oo fhi i ml:
LR TR LUHES LS e B H F R Bl B o S AR D B
A EARE Ao s AF A 2RY T A9 de R RGLTT
18:99:-62:2e- 1445960 :d5:-c2:63:17 : Ze:1k:0z:-7h:
ChiocsdasbbzcliYlzcs; 1041000 F s da-cd izt
BEral;@1ec? a0 dl- LoaS -0 c L-GFidy BB m 2y
A nharcl e Qe b rareems M Vil e 1ptks B
efl: 3R Lo Qe 27 52274 | 20F:
Eaponént: B355F [0x.3032]
Ziqdbure l:'.'|!]I:I“'I:"lTI: Mdam ShHSA:0CF #pt 100
CEHEY VTR TS I VR [H LR T H o R Y Y S P TR S
NAPedss TESaear s A0 1) e hdeed Ve Flade e f s G0 PP
A El Ay ol zFa: 1300 e o 2o 0p s A5 03z lie: FRzRa ez 30 BT
di: 32-10:04: 172l -62:15:09: 19:-a9:1bed: LF-1E: LS00 E:
Gd:1Y:da:ad-dd:Qazd iabzUf 50z h5: rhzhe B gk et 10 l:
Carde; Udieq;Gaiodcaron-0d: ad-Co a8 bobd; cb F3 A% 0
Brdeefsran e 5d e G b GnorFe PR opFiGhehf rde ch o 7y
Ea:al

Distingulghed names

Egeh el - ssoer liele] Jond ehiz 5 abg et fickd of thsSerti Ficat e nsl Snnein an
M 550 Cusbiregu shed Maree (DR & ON 13 8 sequence of Fle ailve hshngushed
ramas (AONS). 4n ACH has 1he form <abnbute bype: = cvalues. Teb e 6-1
shows the 5ing represantatians of commeon atribute bypes.
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Tabde B-1 Avbuls lypes amd thair siving repradeniahions

Attribute Type Btring
countryama c
arganizationdama aQ
arganizatiznalLinitamsa aul
slata OrPmowinceflama 5F
locality™ama L
COMImandame CH

You can think of & ON as a unique name that unambiguously identilies a single
entry in a directory information tree. Each ROM in a DM coresponds 1o & branch
in the trea leading from the root of the tree to the directory entry. A shown in
Figure 6-12, the dislinguished name C=US, O=IBM, OU=i0, SP=NY, L=End,
Ch=Bob Harman describes Bob Herman, who works in the village of Endicaoll in
the state of New York, USA, for the Infegrated Operations unit of IBM; while the
distinguished name C=FH, O=IBM, OU=5&0, SP=Har, L=MOFR Ch=Migel
Williame describes Miged Williams, who works in the oty of Montpallier in tha
provinca of Herault, France, for the Sakes and Distribution unit of IEM.

| Directory Root |
- | - i
[ c=us | C=FR
% | I
[0=AT&T [ O=EM | |o=BM | [ 0=5FR]
[ Sl P T
qu-?wnl [ou=i0] lou=5&40, [ou=GBS]
|sP=CA | [BP=N¥]| |SPeHer | [SP=Bor]
L - ,_I_.I II—I R !
| L=Pok | [L=End | | L=Him | [ L=Mop]
' - . o
(CN=Bob Herman | [CN= | leM= | [CN=Nigel Willlams |

Figue 6-12  Distinguizhed frameas
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6.7.2 5tandard extenzions for X.508 ¥3 digital certificates

FFC 3280 defines andeen atamdad extensizns, bl we Imif our dizoussicn here
ko anly the meost ralavant onas,; spacicalky, thosa supparad by the RasHE
AAZOHERT command 1hal wou can usa 10 generais a digita cerllicale, Thasa
AT RN re

r  KEy usaga

| he key uzEge exians on def "2 iha porpoge o 1he qubjec pudl o Key
containgad in the cerblicaie:

diglta 5 araiute [0

The: by is usod wilh i digitin] signisiuro mochan sm e sueeoerl seourity
saacd Nlhe han cer lifeae: sigaing (hie 5] o celdicany (soocal on list
(CIAL] slgning |B1 &, DIgIital ssynalute mechas sms are olen used 1ar
antiy aut~eniicaiion and datd ongin authenteaton wih infagnty. e
azpdain whata CRLis in 6.4, "Certdicate revocaticr lisis” on page 164.]

nanfeowd atan )

The ey 15 usrad b vesily digitsl s ralures uzea b prowide 8

nan-repudiat om serace, which pratects agamst the s gneg enbty falsety
danyng =ome achon. g«cluding certficata or CAL aigning. In case of later
candlicl. a reliab & tird party may datgrmina tha awhant civy ol tha signed
thald.

keyErcipharment (2]

| he key 1= used o kay transpor. For axermple, when an HS key @ 1o be
uzed fiz- kay managsmeant. then hiz bit 1= =a9:,

dataE ~elphetrnerd (5
The: gy i usmid for oncipher my wsier dala . edhor than creplographic kays,
ke yAgreemant (<)

1ma hay 15 used fos key agreenait. Forexargle when a Yie-HelliMan
Wy 15 b Be usad 1or KEy Menegame~1, t~&m e B119 a6k,

ke CerSlgn |5)

Tlwx by iss sz foor urerifyirigg iy sigraalure: an public kesy cork liciics
cALSign [4]

1ha kgy 1z used ler verting a slgnalure ona CHEL.
w1

The meanirg of the anop-er”ely k115 urcalined 1~ the absance ol the
hoydgre:mont bit, Whon tho enciphorQnly bit iz awsoriod ang he
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b grisisincert Bil s alsa sl e ey rroey B wsate) only for cegighcring
data whike pedcrming key 2araament.

clexziphieraby (B

The meanirg of ths i 5 1ha same a& tme encioherse v o excapt that o
applias ko a decipher oosralion.

The uzage razinchicn mught B4 emplawad whan a key that coula be used o
MmorE than ong operalion 15 10 &6 resricied

L] EIJIII]EI:‘I AHemative "ama

T Siamjiece Ak alivae fanse ratinge allmws addilitoma illenbilices o be
bound 1o 1he sublect o1 the cerif cake, Dehned aphichs inclede,

= 80 Innemcl eleseeami il Sekdnigs
- A domain nane system [OM5] name
— An IP agdreas

- A Lalnren researce ientihe (LR

The subject alternalive namre is corsidared 10 o2 defi- fivaly bound (o 1ha
puitalic keey:

Exarple £-2 shows The syntas of the pa of 3 FalF RACDCEST corrand Ihat
You CAn USE o genarets & aigrel certmeete.

Eermphe & 2 RALF command far sarenanng a igelad cernficeie

RACECCRT IDfuser-d: GCWZEAT
SUHECTSLNL
M *zomar-ramet]
T title' s
f'!l.ll":lrgdu::dt:-:lrsl-unir.-ﬂdrrr'l',...]
(M ergarical ioa-aare”
L('oca'1te']
SP(fstate-ar-prov-acet)
clfcauntryty g
5:2?[1i.u-:-u‘-nr:u-pr"m‘.r--:l-.:r-:u-:ll-:::rr.-i'l-!|:L~;:I
ROTECTS2CE DATClypys—rm-d2] TIMEfEnziriss;
HOIAE"ER f DA Eiypes-nT-40] 1ZMEF-AM: S5,
noTHLEHELY' "abe’ -ranme”]
BdMalTH[ CIRTAUTH|STTE LARELEY " akel-rane®l )
FoICE | rosr
KRCYUSESL] IIRHOSHAKLD CATACHMIRTPT IDCSIGY ZERTSIGH)
ALINAMLL CF{numer C-1p-ddcress)
GEHAIAL - ntpvner-domain-ratet)
MAlo["rmac T-acdress®)

Ymaglar B Elemanls 2l gryetography 1851
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UAZ | "nmiwersal -resparse--deatifiert) ]

Thaz w1 s Shal you Specily for e KEYLUSAGE g =irnclor Spocily tee walyds S
the Kepldsage cerihcabe asbension a5 lollows.

» HAMDEHARE

The key facilitalas idant lication and kay axchange dunrg sacurity
handshases such as S5L. AACF sets the dgialSignatre and
by Emzpherrnenl irndicatars in the Sonsen

F DATAEMCHYPT

1he key s used o encrypl date. FilCF sets the detaknciphermeant Indicator In
the axcensicr.

r DDOSEIGN

Thuz by i izl G prochacaz 2 heggally binding sigoglure RRCE soes The
hohFepadeaten ndicalar = e extensicn

» CEATSIGH

The ey 15 uEed to sign ather diqital certdicates and SHLs. HACF asta -he
ke CariSign a~d cALSIQn rd catars n the getengion

6.7.1 Certification paths

I Figque: 5-11 2on paag e 175 i dicae avthirily ST 55 0 digilal e litieatn
D1 o ceibfy that pubhs sey Akey be onds B Allce. But haw ae de kKnok 2hal wa
can brust cigrel certhcale DG * Well, aince DC1 15 azsentisly 1he mesaage
tbsCertdicala signed with CAI & privaie key. we must wany tha digital signature
jusl like wa yeriiag [ha digilal signaturein Figura G- on page 169 Tha is, wa
rrsh s CAT5 pubilic key B pronasisd s sl i Cigueg 6-173.
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X509 V3 Public Key

Digital Certificate (DC1)

i Only CA1 could have signed!
subject’s name (Alice) 1 IbsCertificate didnt changel
subject’s public key (AKey) : }
issuer's name (CAT) g Hepsbing e
start/stop validity dates functian
elc. 1

e n?c
o Hash value
EignaturaValua ;
o | | @—
AT

TR T T

But now we have another problem: if we do not already hold &n assured copy of
CA1's public key, then we nesd a digial certificate signed by another CA to
certify that Ca1Pukey belongs fo CAT. See Figure 6-14.
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X509 V3 Public Key *.509 V3 Public Key
Dagital Cartficats DT Digital Cartficets DC2
subjecl's name: Alice subjechs name: CA
subject's pubbc key: Alay subject's public key:
Izsuars name: CAl CA1Puliey
startiatog validity dates Emsuer's name: CAZ
el slarlEslop validily dales
signaturaAigorthm signatureAlgonthm
algnature/alue signatureValue
aE&SLTpg3)... bOhgTe[390m...

Flgwe B-14  Carificaiion path

In ganaral, wa need a sequance of n carlificabes, which satisfies the Sallowing

condilions:

= Forallxin(1, 2.. n-1}, tha issuer of certificata x is the subject of certificate
w1,

» Cartificate nis izsued by a carlificate authority that is trusted without a
cartificata from any othar carlitying awthority. The certificate may be a
sel-signed cortficate (one in which the CA USes 15 own privabe key 1o attest
thiat the subject pubic key bebongs to the CA),

= Cartificata 1 is e carlificale to b validated,
For all x in {1,2....n} tha cartificate is walid &t the time in question.

Such a chain is called a certification path,

6.8 Certificate revocation lists

When a certificate is isaued, it is expected o be in wae for its entire validity
paricd. Howavar, various circumstances may cawsae a certificate io becoma
irvalid prior 4o the expiration of the validity period. Such circumstances include
change of name, change of association batwean subject and CA (for example,
an employes termingtes employmment with an organzation), and compromss oF

184 implamaniing CICS ‘Web Sarvices
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susprcionl Sormpranise of s eerespomeling soowialke ke, Lndor Surh
cicumstanses, 1he O& reaos 1o aaske the certilcale.

X573 defines one method o carihcete revocasion. This methcd inmeolyes each
Gy periodical v 15E.ng & 5 gned dela Strucure 03 &d & cee ol ail feens o B
ALY & CHL s atirs-slamped lisl gartifying ravokad sarificates thal s signed
By o Gl v enieds Ireely Sndilabie in @ s dic reposdney sk eassskid celiticaen
15 Idennlled na CFRL by I ceraheals 2808 number. When a certllcaie-using
&y&term uses E cErbdicale, thal syasbem nat only checka the carmaoeta signature
and validity .t alsp acquires a sutably-recant CRL a~d checks that tha
certdicais sarial nunber is - or tral SAL. A new CRL is issued on a regular
pericdicc bagis G0 enley s aacdad e ke R s paclal The nesl apdale ologw ~a
notdicatlon a1 rewacaban,

Each CHL has a parfic.lar scopa. Tha CRL acape 18 the gat af cert licales tral
coukd appaar on a gven AL For axample, 1ha scops coukd ba “all certlicases
imguad by CA K" "all GA carlificates szaac bw G X7 or "all cedibcabes issuad Gy
Coh 20 Thaae b Lo revarihaied Toe rizigones of hdy canmiproemiso g G,
carMpratmse”

A camokele CAL hsls all o nexpired cert licalas, withir 1k 9cope, shel have baen
rawaked for one of e rawocation reasons covered By e CHL scops, The GHL
imsua - might also ganarmte delty, CALE & della CRL only lisls thosa carlifizates,
wilkiirn il Srpe wesd iesalio s Sl hag chiangod sinse 1o issuanie ol o
refe-anced compdete A [known as the bass COAL).

8 CRL 1= a gequence of three required fialde:
= Ilsierilinl

The thslertl: st isitsalf a saquance of required o-d ophana, e ds:

warEt ar (cptkonal)

Tha wers®ar ekl desenbes the warslon o the 2 coded ©A_. When the
warsion s £, thae inlager value for the hald 15 1.

signatLre

The s1natura fiald cont res the algorithm cantifiar lor the algoritnm used
B sy Bl AL

= "LIUET

The i<iuer ii2dd conta~s an X 500 dietinguishac name (ON) hat cantifies
the ank ty t-al nas signad a~d issuad the CHL.

= LhisUptals
Thag il el cabies M g dake of IF 5 CHIL .
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reazlipeate

This lield indicales tha date by whizh the ne1 CEL w | be issusd. The nax
CAL ol b isgueed bty e iechicialeeed e, Ly it vall ved bir s gy
lakar Eran Ehe IndIicAled cale.

- vpugkegiertificates (ophang,

Tre ravokad carificate lisl s cesional o supoortt~a case where B ‘-4 haa
not ravoksa am unexpired certiilcales that il has issued. “ha
rragkeriertificates Puxkdis i seguorpe of s Dy

+ Leerferrr frogle

1h = fleld contairs fhe senal nember o ihe eesked cert licaie.
Cerblicalas revokad by she Ch are uniguety denlified by the carificate
EETIal NUMDET.

*  payacalicaDale
Th & lleld contams 1he dale an wneh ihe aseocabas ansured.
v criErovyExtersions [godional)

Wa discuss soma ol tha extanaions far CEL antries in Sadian €.8.1,
"Emianzizs lor antries in 4 CRL on page 186,

— ur'Eczensions (Gprional)

Wi discugs same al b exlengioms or QLS in § 5.2 "Exlonsens Tnr s
CIL en page 187,

= sicnaznredl gericke

The £15natured” gor *hr fiald zantains tha algarilhm igantifiar for the
alyrritherr wged Sy the SAL issuer 1 sign tho SAHC

P osinndiurefalLe

I he s iguaturelaluse leld contans a dqitsl sknalure camouled wooe the
tbsiertl-st. Tha A5M. 1 ER encoded tbeCerc 150 15 usad a5 tha inow 1o
the sigraiure “urction, Thiz signature value s arcoded aza B T 5TRIMNG ard
inclxd=d indhie CRL sicna-erefalye licld

6.8.1 Extensions for entries ina CAL

The exlensans far SAL enlnes, which are e2dined w AFC 3280. Inc e te
fallowing:
*  Traspolarr
This exl8 ~sion idantiias the raasan for lhg caslifigate ravocalion 45 [ollows;
— wnspect1tae (0)
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- aryiprpromiseil)
- calopramse (2}
— aililiat-arckarged [5)
- saperueled |44
- cessas ardfdpe-aticn (&)
— caprtriracedole ()
= reeeFronCEL (B)

prov- Teged: chd=awn [B)
— afCompromise [0

Apparenthy he cert 1 catellold slat.s 1= 8 revarsible slatus thal cen be Lsed
ko noba tha 1errperary iInvahay ol 1he cert licala, for instance w-en tha wsaris
not sure if the privale kew has been lost H, in this esamgde. 1he prvala kay
wits kg epainn osd nobiody had ecoeds kain, e Salos cie b seogidded,
and Ihe cetiheate 15 saha agan, Ihos rerniving he cediheals e furbber
CHL-=.

v ha dlnszrurraroopde

This eadanzan indicales 1he aclion o ba takan aftar encounten-g a cerblicats
thid hivs b placed on reokd;

- rEIRCL
Fiepeet tne cerblicate.
rall: ssapr
Calthg parificase issua- of rgjact lha carlificate,
k cpvalidilvDalz

Thug cxlersinn gicwicdes he dale an whchol is kaower or Sugspecled Han thi
privele key was comprorised ar ihal The certdicale othenyse became inyaha.
Thus dala ean be aarliar ihan the revocation date in iha SEL antry, whic is
the date o~ which the Ci processed the revocation. When a eveaat on s first
posiod oy o CAHL ssoe-ina GRL, Ihe imvalidily date may precodo tho doio ol
isgue ol earlior GALS.

6.8.2 Extensions for a CHL

The CHL extensions detnea in RFC 3230 incude the fallowing.
= patherzykeyldentifier

This €xl8 ~sion provides & mewns ol idenifying the sudlic ke correspoengirg
3 Bl prisn e w0y el 1o Sigr o AL .
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s cesnerAltName

This exlarsion allcws tha 1ollowing adddicnal iderities 10 oe azsoialed Wit
Bz issoeer al The CEL: gn clecleonic megol addreses, o DS moance an 1P
address, and a U0l

* Bk _q.mber

This €xta ~sion comveys @ Monatoneally increasing saquance numiser for a
giwen CRL scopa and SAL issuer L allows users 10 easily datarm ng whan a
particu ar GAL supersasdes arother CAL CAL mpmibges also suppork e
idenbillcatian &1 corn amentiry cormplele CRLE 2nd delta SALS.

* cssu gt stripeciartcine

Ttus exta~zion idanifies ihe CH_ disinbulian poird and 2cape tor a perteualar
CHL and indicalas whethar tha CRL covers revocation fer and erity
certlicatos onby A corfificaes only, aitribuio cortilicidos only. o o limitc: w9
ol reason ook

» freshescCR_

This extarsion idantfias haw dalta CAL i~lormation for ks campleta CEL i=
abtaired],

Az ralELIneicalar

This exle~slon wkemtiles a CRL as ket a delta CAL Della GELs aantan
updates 1o revesat oninformat on previcusly digtnbwed. rat-er t-are all ihe
infizrmateon thal mould appaar ir a complate CHL. Tha usa of cella CALs can
soratimas raduca redwe 1oad and procass ng fime: The Bxber sion contans
Bz roame e il I e REL . baal s, i€ conlsines B noncbe Thasidentilicess t:
CAL complete feea geees scope, hat was used as [he skt reg polnt i 1he
gQeneraton of -9 dela CHL.

6.8.3 Security considerations when using digital certificates

RFC 3240 advizes usars ko considar the folkowing oo e wrer usng digita
certdicains

r  The procedures perormed by CAs 10 va dale 1he mindirg of the 5. oEct’
idantity bz 1hair public kay greally atfsct the conlidence that ought 10 ba gaced
in [ho sortifcaby Qifererd Gas mray issun corif cales wilt wirving lewels o
ielernEilicsalion micq perents, O b rone oG] o St g @ drwnes Do,
another rmay wenl ihe cedlf cate request tarm b be nodarizead, vel £raiher
migy 'want linger oninis of Bnycne requesting a carif cate.

Fielylng pa<hes rrighl wis b review Ihe CA'S cedifcate pracllos 22alement in
arder to awor sruatkons guch as the followirg. Supooge Mallory wishes o
impersanate slice. If Mallcy can conwncingly s~ messagas as Alce, he
can 5erd @ massags 0 Alce's ank say ng | wish toowitharasy 510,000 from
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fTy G 1 Seendd e e rnonoe® T carry ol o ek Kalloey gonnrilaes
A key par and fends the poblic key to a CA sanng ' Alice. Here s my
pubilic: kay. Fleasa sand ma a cerblicata” 1 she CA 1z oo e4 and sande him
such a cert licale, he can then ool e bank.

* | he use of @ 2ingle <ey pair for bodn aignature and edher pu-poges s =irngly
dizcauraged. Uas o separate kay peirs far signature and key managamen
provices searal bana'ils ‘o the users The ramdicalions azsoc ated with lozs
or cigelagure: Sl osigradure ke ane ditfurenl Doen less ar disclosung cf o key
Frargament key. Using separaie sey pairs peimr 14 3 balarced a2 Hexns
FesponIe.

= Tl prrofisseien aMarded privule kegs is @ cr il socurily Sear Failure il
users 10 |:II'-:'!I1EI:1 ihelr itvabe k.E:"Fi walll F=rul an AlkRke - |G [“'IEEI'.‘]IJEFE.-!".‘!I‘.' as
them. ar 'ﬂ'E'Cr"r'FI'[ tair pars::nal Irtormatian.

v The avilabilioy And freshness A1 eeocat on mleemato~ aless The Jeniee of
asgurance thal ouani 1o be places in a cerbficata. ¥ revccelian inormaiion A
untimaly ar u-avalaoe. -he assurance assacaiad with the binding s claerly
raduced.

k=  The cert lication oath veldeben elgonthm dapanda on e ceran knowecgs
af tra puchs key's [a~d othar ~ormations about one or more trusted Chs, The
dacisicn 1 rusl & Ch s an imp:-lant decsion a5 0 wlimaisly delg-mines the
eragt Aforgled & e lificAare.

* The binding batween a kay and cerb'icals sakect cannat be =ronger trar ha
cryographic modula implomeniatcn and o goerilbms wsad e gererdn 1ho
seardlure. Shinet kosy 1ot o wiak Pash slgorilbesg will s ehe otilily of @
cartlcate.

6.9 Diffie-Hellman key agreement protocol

A Ay reneiwenr lr.lr.-urlr'.-u'_ s g o0 3 sep r'Tr'.I'l.-:.ll_ﬁr'prTl.'r.erl.' i% a3 gt That
allows twoy parnies Ihat have no poos knesledie of each cther kb |antly establsh
a sharad sacred sey DWEr an INsacUre cormuneatbong channal. Thia kay £an
then ba usad 10 ercrypl sUbSEQUENt CoMMUnICatcns using 8 sacrEl kay
algarithm

Cine ceampds ol such & proledcal is callagd 2he DiMie-elirmsn by agrecrmcnl
protacal IE was 1kl pabhshed by Whifweld Cof @ and Kanin Hellman In 1975

The pratoral has two syelam paremeaiars mand g Trey ara bodh public and can
ba usad by al the uzers r @ syskemn. Parameabsr p s 4 prime numres - and
parameier g (uswily called i genarater] is an Flager ass 1ni- p, wikn b
FdlCaming ez by lar gwery carmber o Belwcen 1 a0d ge1 indusive, P is
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powegt kol i such That e - g* mod g For eeanpe dp - T heng - Jisa
generatar becasse. 1 - Ao 7, 2 - Frea T, 50 med 7.2 -3 mnd 7.5 -
3 mod 7. and =037 mod 7.

Suppoze Alice and Bop wan? o agrea on a sharad sacret kay ugng tha

Qiffie- Hallman key agresmer] praincal. Theay procaad ay [llows:

k  They agns= upon 4 prime nUmELS - p and a ganaratar 4.

» Alce generatas & random private integer a and then der wes her public walue
g mod p.

v Al Ssencds e pubilice salue o Gih

» Hob generaies a ranaom prvala inlagar & and |han derives his public walua
gt rcd .

+ Bnob sands his public. valus 1o Alica

v AlcE computea (9" mod p.

» Bab carmpmades (g*)" mod p

Since (9 mod p- g™ mod p - g™ mod p - 197° reeg p, Bab and A ce non

have B ahered apCrak key.

Az an example, supposa thal Aliza ard Bob agraa 1o wse a prime numEar p = 23
anel & generabon g = 6

r  Suppose slice choosas a sacrel iegar 4 = 6. She then computes ner public
wil 5 B mog 23 =H

r  Mlice 2erds her public valua B to Bah,

r  Juppose Bob chooses & secret nbegar b - 153 He then computes fs pub e
VA e 51 mod 23 = 1

= HBab senrls his pubilic waloe 15 b alice.
+  Alice pomputes 155 mod 23 = 2.
» Babcampuias 87 med 23 = 2.

Alice and Bob now hava the shared secred key 2.

The: Qitfic Hollrmeun ke agroomez:ni prAocad as jus described is vuincrable (oo
rivan-i- [he-ricddbe alack, 10 this alfack, Dwd [lor cavesdemjse b inkecnpls Aliceys
public wal .e ard sends her oxh public value 1o Bab When Beb iransmruts e
public walue, Ewe subatiutes 1with her cwn and sands it o Aice. Eve anc Alke
thus agres on one =nared kay and Eve anc Bob agmaa on ancther shared key.
Afor this cxchanga Evo simpdy docrypts oo messages senl oot by dlize or Bub,
anil Ihen s acd possibly macing e bedane re-cncgping wilh b
apprapr ate key ana I-ahsruthing IRern bo she ather pary. This vu ~a-akbhty 8
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preesenl s e prolocol cis g aethew g | partidparis Thiz
protaccl as described s somenmes celled anohyhous Criife-Hellreare.

The authenhcaled Difie-He Iman sey &greement pratocal, ar Sarica-To - Saion
i5TE) protecol, was presanted by Cifie, van Oorschot. and Wiener in 1992, Prior
ko awacudion o this protecol Alice and Boio sacn obtain a pu Hicfer vala kay pair
arml e lirte o the puabilicc ki IRy Qi agreg op=or TR lei spslorm
pararmelers p &nd g, T2 pratoeol hen proceeds As iellows.

1 Alice: gengrabe & randuns naemiber sy oo soenpules and Seacs g 1 Bt

2 Bok generalas 8 rancom number b ard computes gt

3 Hob compules the shared searet key K - 1o7)"

4 Hab comcidemases he ceponcnlialy (gb‘. <P [eanchir iss P g Land, sgnes e

usirg] hils privale <ay B, @~ Pea encrypts ther wih K. He sends tw
Giohertext Blong wih g own exponertial gt to Alics

5 Alice compubes Ihe shared secra ey K - (gE2.

f  Alice decrypts (0% g7 using t-g snured secrat kay K 2-d var Yies Bob's
sigilure psing Malts puoblic ke

7 Mlice concatenaies the sxpenantials (o7 g toncar iz imeaerlany), signs them
it hier priggahe Koy & and Ihen cesrepls thor wish K Shie Gengs thi
ciphwriaxl 1o Bnh.

B Hob decrypls and wari'ies #lica's signature.

Aliczz sanr] Fial are o mglual vy aanhicahealed angd ~awe 3 shianced seees. This
sacret, K, can then e used by encreps 'orther comnm e eat o,

6.10 Transport Layer Security {TLS) 1.0 protocol

The: primiry goal <A 1tho Transgs<s | Laver Socurily (TLE) proteco is e provido
privacy (eafirinate Nyl and data engrity Eetwean Fai applicalicns
cormunkeating aver Ine nbermsl, “he protoecd allows ellenlsever applicallons 1o
GOMMUnKate IN & way thal 19 deaigned 1o prevent eavesdrapping. tampenng. or

mEesEage fogany

At the: tima wo arc wrling [his book, thoro e teo versions of the: TLS prokgcol
Th Imernet Snciesy's Aorpues Do Cominents dRCC) 2240 spesificd ke TLS 1 0
pratocol indarua-y, 1993 FiFC 4346 speciled the TLE 1.1 profoce InAgnl,
2E. CICS TS Wi | added suppors for the TLS pratoaal: howewvar, since CICS
TS W31 bacame gerera v avalab e befora 7LS 1.1, CICE TS V3.1 susooarts
only TLZ 1. Thorofores we: lim 1 . r discussion of TLS 10 TLS 1 0.
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TIS 1 Dy based grnhg S50 30 Profesnl Sgcil cahon @5 pulalishe by
Mefzcape. Tha diHerences between TLES 1.0 ard BEL 5.0 & not dramanlc, but
thEy are g dicant eroogn hal TLS 1.0 and S50 3.0 da not inarcpearate
ralthiough TLS 1.0 doas incorporala a mechanism by whic- a TLS
implemantation can cock down 1o S50 3 05

6.10.1 TLS overview

The TLE preobowsal s corposed o fwo lagers: the TLES Recosd Prabocol 2991 he
| LS Hardahake Protecol. At e lowasl 1Evel, leyered an lap of 9ame reliabla
trarspor proocod (far exampla TEP). is tve TLE Aecord Profocol The TLES
Record Projocol providss conneclion S8c. iy tnal has twe basic propa dias:

r  The connection 15 pnvala. Sactel key cndptography 1s usas far dala
ancrgdion. ~ha <eye for this zacret key Brcrypton are ganaratsd uriquehy ior
aach conrection and are bazed on 2 secrat negotiaied oy ancther protoccl
(gsuch g the TLS Hanrlssgke Frotiaim)

r The ponrecton iz raliable. Massaga Imnsport inc uwdes 4 Messaga inkag -ty
chieck wsng o amed MAS Sogurs hiash Tunglicns e pearnplz, SH8-1 Gr
MDOS] Are usrad for MAC computailons

I he | LS HEndshaks Probocol operates ontop o the 1LS Secand 1Prolacol and
allawa 1ha sarver and chent ko autnenlicals each olher and o negobales a-
ancriolion a ot thr and areptagraphic kays bedore 1he apphcation proteeol
(such s hiepd baoresrr A or recoives it [esl byte of datise Tho TLS Handshaxo
Probescel previcles moieisc] or securily hiat s P 35 o progeaeTies:

+ The pasr's idgnlity can oe aut-erlicaied wsing pobhic ke cryplography.

* The nagahalion ol 3 =hared =ecrat is ecura; t~= nagabaled ascred 15
unavailable 10 gavesdroppers. a-~d far ary auhenticatsd cornachgr hg
sl eyl [z obd i, eeen by an aslackor who Can plage Benssed o led
rencdcdbi aF Bl o fiscEe .

+» The nagotisdion is re whig o AACksr Car moohy b8 nagot adion
riErreeErEa wilkiol bieiogg giscziod By 100 gac lics Bt tdenn, nicalion

The Fipocrd Profocol takes massages {o B2 Iransmubied fiagments 1he dala alo
mEnagERDe blxcka, optonally compresses tha dale, spples B MAS, encypta.
and tranzmits 1ha result. Aecewed data is dacryoied, wan'ied, decompressed,
and rewssembled, 1-en deliverad 1z nigner laval clisnts. Sea Figure 815 which
sl 3 clienl Sreineg S CTILSGAge i d Saennr.
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Fowe 815  Chenview of TLS

The TLS Handshake Protocol consists of a suite of three sub-prolocals:
= Change cipher sped prolocol

= Alart profocod

= Handshake protocol

Before we examine the Handahake protocol, we explain what & cipher sulte 8.

6.10.2 Cipher suites

COna dictionary definas a siire as “a group of things forming a unit or constituting
a collection”. A cipher swite then is a collection of cipher algorithms. Mare
specifically, AFC 2246 defings & cipher suibe a5 a colleclion consisting of one key
exchange algonithm, one encryption algonithm, and one hash algoithm.

The hash algarithm must come from the following set:

= MNULL (no hash algorithm)

= MD5

Chagtar 6. Elements of cryptography 183
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v SHIA (e SHAT

The encryplan alger Ihre e .sh come ‘ram IRe allowng ses
w  MLULL [ encrygtian)
» I0EA_CBC

IDEA 15 £ G4-blt block cipher designed by Xugjla La and JamMes Massey. It
uzEn 4 128 b <ey. IDEA CBEC 15 | ZEA mnming in cipher Block cheining
e,

r RC2 CBC 40

FE2 15 4 wanakle key-si2e bk ophe des gred by Qonald [hses) or QA
Securfy; i usas a 64-bil bock size. HSZE CBC 4015 HE2 runnmg wilh a
Ad-bit key 10 ciphar block craming moda., "FL7 stards {or Ron's Gode” or
"Rivaz1’s Cipher®.l

» RCa 40

Filis 15 & var able key-size stieam apher Sesigned by Qlves) or [SA
Securty. HSd 4D 15 SCE running Wit B J0-0ik ke,

v ER2_178

RS=_123 15 ACA running with @ 12801 kew, When AFC 2246 was published,
FACa_40 was "oxporiablo® kot RGa_128 was nol Far oy woors, fac LS,
v Tinnl dild ot appross cxpee al crypilagraphie prorlucls gnless the oy
z2e Wiad wricily lred.]

v OF D GO
DES40 SBC is C-ES running with & 4C-Ea0 key 1~ cpher bleck cha miog mcda
» DES CBC

DES CHC s DES runming with & S6-tul key in cipher Bocs chalning hode.
When HFC 2246 was published, DES40 CHO wag axportaba o.i DES CHO
was ~oil.

« IADEY% EDE CBO
ADES_EDQE_CEC is TOER running in ciphor block chivining modo, Tho lirst
wie Of OCS i P encopptean, the socand ke dicrepl con, et IR0 Tor
encryglan.

The key axchenga aigorinm maat coma Irom the fallcw ~g s=1;

= DHE D&&

v DIE_DRES EXFRAT

» CHE_RSA

r [HE FtEA EXIFIN

193 Impamarng CIGS Wah Sarsces
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w DII_annn

+ DH_anon_EXFPORT

r DH D55

« DH D55 EXPOAT

» DH_ASA

» OH ASA ExF2RAT

= MLLL

v RHEA

v REA_EXPORT

CH denalas key axchange alge-1hmrs nowh ch the sereers cert'icale contirs
el Cilfica-1 leellrmaes parire e sdared by I sartifiear aolbaeily TC cdoncties
epherneril Ot a-Hellrran, ‘where the Jifle-Hall han paarmelers are figned by 8

D55 ar ASA cerifcate, which iniurn ~as been s gned by the A The signing
algonthm usad 1s spacfiad after the OH or CHE paramater,

LH_anon irdicates somaledaly anonymous Cilia- Hellman communicidions in
which niither @uly 5 auibhenhsales AS8 indicales bl e saeeer shiaald
proy ea an MEs cethiheale Inae can ke used lor key sechange. (An RESA
certdicala 3 an ¥ 50% cerb'icale shet hes been iQned By using tne FSA
alganthrm )

RFC 2246 assigng namas ko the 27 cipher suikes which cordain an accaptacla
cinibiiriakean af algaritings fren= e sees idenlifioed provagsly The sames b
the ferim.

TLE_ meme-paerhereaprr-adaonipirr_SWITH_soigepp o algpowinier_Rersti-paigarithen

Fe rcariphy, e ciphre suile TLS_RE&_WITH_OC3_CGE_3HA conliing i
Fileh kay exchange agor ihrn, ihe DES SBO ercryplion &aninm, end the SHA
hazh algen:hm. The cipher suke TLS OH OS5 WITH 3DES EQE CAC SHA
conlains the OH_DSS kew axchange algonihm. t-e A0ES_EOE_CBC sne:ryption
algorithm and |ho SHA hish algurilhm,

R 22dh alss assigng a nurnbier o sach of ke 37 giphcr sudos, The lies] 2o ann
heled in IBble B-2 en page 196,
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Tadtde B2 3ovle TLE i0 oivey Saire e bies aod' [hew pednngs

Nurmbar

Hame

a1

TLE PS5& WITH KLLL kD

0z

T 5 R5a

WITH ML 344

3

T 5 R5a

FAFOAT WITH A4 40 M5

4

ILS K5a

WIH B 128 K0S

a5

TLI F5&

WITH RE4 128 SHA

JE

TLS F5&

EXPCAT WITH ACE CBC 40 MDE

ar

TLE FESA WITR IDEA TEL SHA

il

TLE ESa CxPCAT WITH CES40 CEC SHMA

a9

TLE ESa WITE DCS COC SHA

ah

TLE RSa WITH 30ES COC C8C Sna

The TLS 1 O protzcol sasks 1o prowide a frmework inte woich rew puklic key
and Secrel key eneceepl & neEbods =0 beoincorporaled This presenls g s
By credle A new profeeol dvhich would risk the droducsion of possible e
wedinesiest, The LS 1.0 proloce allows addisenel cipher suibes o be
ragiztarad by o.blizhing an AFC that speci‘es tha ciphar suite. Indaad, ==weral

such AFGs hava oee:n publizrea . ncluding 1he “olkeeing:

r RFC 2712 Aooion of Heberos Cipher Suites fo TRerspork Layer Secunby

(TLS)

» FiFC 3268 Act-anced Encreohon Sfandard JAES) Cipharsuites fr Dansport

Lapar Sscunty (TLE)

» FFC 2132 Addioe af Camaiia Spher Seetes fo Trangpan Layar Secarily

[TLE)

v FIC 162 Achilewn of SOE0 Copalerr Suifes 0 Transeya T Lapee Secunty (TS}
r RBFC <270 Bra-Sharad Kew Caphersuites Bbr Tianspar! Lawer Sacusibe (TLS:
r RFC a2 Efisty Cunse Cnapdography (ELCy Cipher Switss for Transpor

Laper Sacunty i TLES

CICE TS W31 addod support or the cipher suilos addod by RFC 3283, whick

arc ighnlifieg in Tablo -3
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Tate B3 Taw opther Swiles aspied by FFD 32090 and' sunsoe =g by CICS

Nurmbar Hame
aF TLE BRA WITH AE5 128 CHC Spa
in TS5 R5a WITH &55 174 {230 GHA

6.10.3 Alert pratocol

Errcr handling in tho TLS Handshaso prodocdd is wory simpde Whon an crooris
elenestid, e cheleling 2anly sends @ rangsan sallod an oler message e
cther party. An aler message conveys the 2everlty o1 1he message ana a
dazrr ption i the alar.

The severily of the message must be orE of the followirg:

e owarneng (11

+ Falal (2]

Upon tramsrmisues of receipl o & Tala] alert ressace bath patles immedialely
close 1ha cennachicn. Servers and clients ara renu red B fangat any seszaon
idantdiars, <eys, arc secrats aseeciatsd wih a f@ilad connedian.

Tl dleesscriphion of tha: aileer ] s Bl one &F 1hne %0 knmirng-

F Close notdfy M1

Foounerpec e ress ag e 100

- hﬂr.l_r['r_ :|1'.'I_rr.'|: [P

P decryption_failee (21)

FoorEard_awestlaw (22)

» drcanpressiar Fai Teree (1)

» handshake_fon Ture (a0)

F bad cer froace (A2)

= usupporlee cprkificzate (43)

w Cerycfroaoe vewperg (ad)

P ocerL froaie_gspd ree (b))

Eooonrt [pdLle wisneesr (&G)

= 1'rcal _parancte- (£7)

P Lnsnomn_Co [48)

koatcess den- oo (L8]
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= decaer_rrrer [

F decrypt_ercav iG]
Foeapari_pesleiclice |BD)

= pretoeel eersion [T

F consuffooerc_senuriny (V1)
oabernal_sceor [BO)

= uner cdncelee (80)

v rq_roncapsc atipn (1040

FFC 2246 prowldes & shon eap andllon of @ach of 1hesse descHpt ons.

| h usemr-panee” pd and no- renegaliatar alerls casg £ lessel af warming 10
zerder may delerm ne et ita d acrslion whathe- the fallaw =g elars 2re fatal o
nat: bad_certificote. unsapocrted_ceeb1 - zate. cert- f-oate rewdced,

cery frogoo_cxpiveg, rertficate_upkposn, wnd decryot_crean The remaining
alerls alwsys Sarry A lineil cof Takal.

6.10.4 Handshake protocol

When a TLS chent and aareer firat elar carr municating, they agrae an wi ch
version of the TLS protocal trey will UsE, s8lacd 2 oprer ulle, opticnally
authericiia €ish olher, ard usE public kaey ancryEtion techniquas o gena-ate
shiariadd Seoro.

The TLS HEndshake Prabecol mvedves Ihe lallovwirng Baps

v Exihange ezl rresssigss o et g Aoz g s e i Gompe s
algonthr exchange @ancm vales, and check ko 2asa oo redamphon,

+» Eaxchange the ~&cassary cryplographic paramaters 1o allow 1ha client and
sirvtr lo it O preia e el

F Exzhanga carfificates a~d cryptogranhc riormation 1o alew the client and
seryar 1o juhantizate themsehos

» Ganarate a8 master secrel Irom the premaste - sacret and eschangad random
Wil LES.

*  Frayde sacunty caramatera so ihe ecord aye- es shownoin Figqure B-1E.

v Allaw tha cligl £red sarvet 1o werlly hat bre ¢ peer has calculated the same

&2CUNTY pEFETMELers And thal 1ha "andahake oooured withcat TEMESnrg by
an attackar.
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kay size

masler sacral

ERcral kay ancryplion algodithm
ciphar typa {bhook or straam)

kny maierdal length
WAL algoriihm, hosh size
compression algordhm

clmnl and ssrver random numbare

T
I

Figure 6-16 Handshake profoco) paases secuily parametars fio e recond layar

Starting a new session

When the client and server wish to start a new session, they bagin by
axchanging hellx measages as shown in Figure 6-17.

Client

L b

L

Flgure -17  Starting & maw TLE session('l); Esfabiishing algonithms

Chagtar 6. Elements of cryptography 158
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Tl sxrwrer cian scenel Il kel C_renues Figssiige Al gy e IS f simgles
hiabdicahon hat the coerd should Beg o Era negot allon process e by cend s
ac’ iEI'Il._I"IE' ] MESEAgE Wne" CAnYEMER.

Thecl-ern:i_hel o mazsaga cludas the fcllcwing paramedars:

» |hewarsion of he |LS pratocal by whicn the cenl wistes 1o communicaie
during s sesaion. ~his should ba tha ighest wal wed varson suooortss by
the clignl Fg- TLS 1.0 1ha varson 5o d be 3.1, (The varsion wakg 3.1 is
hisstoriczal: TLE wors on 1 Qs arningr migwdilicilion 10 b S5L 3 0 preimzd,
whicth beais Ihe verdaen walue 3005

» The currend fime and diie accorgirg 16 L-a charl's i-1armal cloc<, ellcwsd by
28 Grybies et By i socuri riandom e gl

kA list of the ciprer 2udas supoortes bry tha cliant in order of the cliernt's
praferengo Ll chedco firsth, Aacinll that cich ciphor suite dof res o key
esching i alganihee, a seornl key pociygtion algeadber (induding soecril koy
I2ngthy, &nd & MAL algarltm.

= A& lige cf el eeanpression neklSaAs supporid By ehe clicnl sarssd by el em
prefe-ance.

The sermarwill 5and E ferver_hel” 3 mesgage nresoomag o d dl-ent_hal a
meseage when it is abla 1o 1ind an acoaptable sat of algenihms. IF it cannod find
sush o madcn, i will respond wikn a ha-dshaka filure alerl The server_Fel e
razgsaeipe inclpges The allowing peonobe s

F Either the TLE protocol wersicn suggasiaa by 1he cliant or tha heghest TLS
profesnl warson supper e Iy the speeer wiachognr s osener

= The cu™ent ma and daia accerong ta the serdar's marnal cloes, followas oy
28 owbes generaied by a secure randomr nurksr generalor,

*  Thedentmy of the Es8sko- corresponding 1o 1his conrechor . The actual
conlants ol 1ha sazsioni D are defnec by tha sarver.

v The aingle cipher sule s2lactad oy tha aanser From 1he Lat supphes by 1he
clieri.

» 1he single compression 2lgorlinm selectad by he server frore te 113
supplied by tre cian:,

Thusthe ¢ 1ent_he’ 1o and server_he’ 1o messages £stab sh 1he toliowing
v b aliibless he TLS artod wersian, the sessionl [, e kay cechinmgz
algonthm  the seoret kay encrghon &aganlhen, 1he key Ikl lar ihe sece] Key
ancrysiion 3 gendhm, 27d tne compression miet~od. Add lonelly, teo rendom

¥a w55 are ganeratea and axchenged: c1-ent_hel ' a_rancam and

seryer_hel’ a, rancam. Comparing this list of items with Tha lisk o items shown n
Figgurez G-18 & paage 193, which s TLS Flaredsbabe Prolocnl rnast pass ol
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Record kwer, wii 568 1hal tha TLS Handshake Prolocal rest il eorme up wilh &
RRESIET SecTed,

The master secret Is generated by using, among other things, a pre-mastar
secral. The genemal goal of the key exchange process shown in Figure 6-18 is to
creats a pre-master secrat known to the communicating parties and not 1o
atlackers. Mole that the itabcized lines in Figure &-18 represent aclions laken by
the client and sener rather than prolocol messagpes,

Client Server
e T
Enrvar_carsficals
Sarars cerilicain (zublic key| )
Citai i of & S0 sl
- aarval_kiy_swchange
Foor [OH Rirg g tsangs: o §. @ =od p '
Fow FEA iny sxchangs: ins|
In aiher cemee diglal signafum y Rk L ¥
sarificata_raquest (1]
Lt of iypes of oo fcotios nogensisd i T }
Db ol peossintdes Caa . e
vanty sanvar oamiioa i sanar_hallo_done
Chanls candheois [pulibo kay)
Chain of ¥ 508v] cerilicalns
gon pre-master soched
dianl_key_sachangs AdaaryEt Ang-Taser Sedr
Far R5A, kay sechenge or '
ancryplsE pre-nanle el - & S
For DH ks anchange: g pre-masher socnel
chents O pubiic valu e el
Ui ennyption kays, (Vs miﬂuﬂnmn&
i v it optisnal : Bl
2] orly F seresr coguriied clised cor¥lizale = (0]

Fgwee 818 Starfing a mew TLE session2l; Esfabiishing the pre-masier secraf

The server_certificate massage sends a chaln of X.609v3 cerdicalag The
sener's cerificate must come first inthe chaln, Each tollowing certificete must
directly certify the one preceding it. The servar's cartificete must contain a kay
that matches the key axchange method as shown in Table &-4.

Ghapler & Elements of cryptography 201
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Tabde B4 Key exchange methods and corresgonding cerifcale kay lypes

Key exchange method Certificats ey type

RSA RS54 public key; the cerificabe must allce tha ooy o be
used for ancryplion.

RS& EXPOAT RSA public key of length greater than 512 bits which

can be used far sigrimg, ar a key af 512 Bils or shorbar
which can be used fiar eilher encryplion or signing.

DHE_D3S DSS public key.

DHE_DSS _EXPORT DSS public key,

DHE_RSA ASA public key which can be usad for signing,

RHE_RSA_EXPORT ASA public key which can be usad for signing,

DH_[SS Ditfie_Haliman ke The algorithm used o sign tha
carificate shoukd be (XS5,

[H_RSA Ditie_Hallman key. Tha aigorithm used to sign tha
cartificate shoukd be RSA

Mote: At the time RFC 2248 was written, United States export restrictions
limited A5A kays used for encryption to 512 bits, but did not place any limit on
lengths of REA keys usad for signing opesations.

The server_key exchange message is sen by tha sarvars anly whan the
server_certi ficate mossage does nol contain enough data o abew the client 1o
exchange a pre-master gacret. This g true for the ollowing key exchangs
miethods: RSA_EXPORT (i the public key in the sarver certidicate ks konger than
512 bils), DHE_DSS, DHE_DSS_EXPORT, DHE_RSA, DHE_RSA_EXPOAT,
and DH_anan.

The server_key_eachange FsShie Cormaes oryptograghic ntormation o allow
the cliant to cornmunicate the pre-master secret: alther an RSA public key with
whiich 1o encrypt the pre-master sacred, or a Diffie-Hellman pulblic key with which
the client can complets a key exchange {with the resull being the pre-master
secrat),

Wik the key eachange method is RSA_EXPORT, the server_key_exchange
messaQe includes the following paramebers:
= Tha modulus nof the senvar's lemporary RSA key,

According to US export law at the tme RFC 2246 was written, ASA moduli
larger than 512 bits could not be used for key exchangs in softwans axported

M2 implesmaniing CIGS 'Web Sarvicas
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Proaim Thre LIS, Thiss renzsssinggiz allces The Larger BSA hises cocodo in
cart lcaled by be sed o =lgn1errpeary shoHer TSR eys.,

v Tl public cxeprnent ool e Seeeaess Soeipcorary. Bz ey

F 036 byba structure o two hashes [ore SHA-1 and one WMD), which has been
signed wilh the server's privada kay The SHA.7 hash takes as input the
rcatEgLUlinn oA el 'i.*nr_l'[" Tp.Tardom 5I:'1".'|"'r_|1|""| I3, randan, jued (0ol
produces 20 byles ab oulput. The M 25 hash wakes the e e gl 209
produces 16 bylas of outeds.

'When the key axchanga mathed iz (HE_ONGS . DHE_DS5_EXPOAT
DHE_RSA, or DHE_RESA_EXPCRT, t-& serve_ker _eacharje messags
inchedes b lnllawing s ineses:

F  The prime modulus pused fer bre O Hie-Hellman oparaticn
» The generstor g waad “or the Cifie-Hellman aperat o-.
v The senver's Difie-Hellman puse: wa ed g% med p.

» Twno niegersrand 5 producad as Mllows, 4n SHA-1 hash takes as input t-&
crsatEegLlinn oA ol 'irnr_l'[" Tp.Tardpom ﬂ'ﬂ'rr_hr'l la.randam, &, g, @l !,‘;’
ot p. IE prodoces 20 byles af outpet. Te 20 Byles acg cn thirdogh e
Chgrtal 5 gnetura Akporthm.

A ron-anorymous servar can oolionally request 2 canifcate from che cliert The
cerz froace_vecdest messags includes the lollowing sarametgrs:

= A nat of the bypas af certlicalas raquesied. soted in crder ot the sarvers
prafa -ence

kA LAt of e dishnguiesed nares |OMa) of accesiable carthoae auihenties
(A

The servar sands the seryer_hel’ 2_done message bo indicata that it is done

s EAing A e T suppire e ko ey, ard bl clione G proisen) with
s phage ol ihe key excha~ga. Upon recelpl ol ks message, the chent skanld
verty tral ihe aarver praviced B vald certdicala and t~al iha carihcete hea not
gy ed or peen revpkad. Tre chiend should also chack that the server ~el o
parameiars are #acoepdable.

Tlw 1 ['nt_l;r:-rt'i Ficate incssacge is b lirs) esgagee he Chicne e Seed aflor
recewing the server he’ Te cure Miessage. The ool orly sends e
cl-ent_eerlilicals mazsaga ifihe aarear raquesis a cerificate. i tha oient
daas nat hava & sutabla cartifcats bo send o e servar, 1 sends a me=sage
conlaining ra cert licaies IF lha @8 wear saquings clisnl aulhe ~lization in order to
conlinge e hjesdshakds G mgy sespnomd sl ‘F.'|r..'|'|_'1.'| ad shake failpee alerl

Ymaglar B Elgmanls 2l oryegraphy 2R
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Tl slruclure ol he ¢ 'i{'nr_ql:'}'_r:-:-ci._'h.-. nar mesSag e el dnowhich key
exchanga method has been salected.

w1 RS 5 lzing wsed 8 key agreomen’ e ulbeagication, b glicn;
geherates a dB-byke pre-master secret, terppls i usnng either the pobllc key
from 1he gervers certlicale or tre emporery FSA ey provided in e
server_key pribarge message, and e - sends the resolt in an encrypted
pra-masker sacret Message Sinza 1he pre-masier s=ecrat has been ancreied
Lessinng Pl ey pabdicc By The seerver g decrees i o a1, anly The seerecr
can deciypa . The pra-masler secrel consists of laa byles Ihae indicale he
latest [newesi) veraian & tve 1LS prodoco Suppared By e client followed oy
45 sacurely-gansmbec rendor bytes.

= N Oifle-He Iiman & afeg used o key agreement, e clisre key sscharge
MESSane Go™veYs e ciena Diffie-Hallmen pubic value g° med p. Hawang
the cien's Diffin-Hallman public value allows 1he servar 1o compute t-e same
pra-master sacral ay tha clisnt (n ths evanl |hat tre kay exchangs mathod is
D_RS8 ar Ok NS5, ond tho soeser regquested clicnl corlifisatizn, e Bl
chem was able o respond wilk & cerbillcale Ihat conrlalned 8 © e-Hellrma -~
public key w-ose group and ganerebar mazched thase soecified by the aerver
in A= cert licais, than tha chant will send an erpty ¢ 1ent_cey exchange
MESRAE. ]

Pkcrwa TG0 Fre cowsed U Bl Sezioner Iguez angrer | ugse b pro-measiaen secrl [y

can compuba bre rmastar sactet. For all key eschardgs mahods, the same

alganzhm 15 ugad 1a canver the ore-masier 3acred 1o The Mesiar Jacne.

Eermple & Cempahng the masmer seoms

naster_secrel=PRT [pre_naster_sectel, “masler Lezpat™,
cl emi_hel' o rancomtsesver_nella. raqcan)

In Exemple -3 PAF @ a peewdo-raracm luncion dedingd in AFC 2246, end +
raprasenis the concatenalion operalion. PAF 1akas as input a sacred [such as
cur prg-masier secrat], an idenlitying aka [such as ‘maslar sacrel’). and a seed
pch s Ihe Gonelemaikan of B randod aumb=-s geane A By g clisa el
the sEiver]

Hawing camg.led he meser aecre;, the Aecord Pratoco] layer for tre coenl and
the Fecord Prodocol lavar for he serses ca~ now each use PAF to compute a
wey_blocs as shown in Example G.4.

Ergvbild 60 Corwaling dhe hey bk

sky bloce-PR:{mascer_cecvet, “kay eapancsion®,
cl-ent_hcl 3, rancansservor_qella, raacan)

26 impamaring CIGS YWeh Saroces

Bocorat ko COVWIMTAR2M 1ILT DRAG 2at 22k 40 (I LN LI LT LR Fage Tann
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Thien thi key_block is parlifboned a5 fllows:

L

cliemt_write MAC secret

The first SecurityParaneters.hash_size bytea of the key_block become the

secrat data used to authenticate data writlan by the client.
server_write MAD secrat

Thi feed SecurityParameters . hash_size Bybes of the key _block Decorms B

secret data used to authenticate data writlen by the serder.
client_write_key

The nawxt SecurityParameters . key material_length byies become the key
used bo ancrypd data writlen by the clienl.

server_write_key

The next SecurityParameters . key material_length byles become the key
uzed bo ancrypd date writtan by the server.

client_write IV

The nast bylas bacoma the inftialization vecior for the ancryplion algombm
wihwn B chien enorypls data, The requined number of tdes is equal o 1he
biock size for block clphers and zero for stream ciphars,

saryer_write IV

The naxt bytes bacome the inftialization vecitor for the encryplion algosithm
when the server encrypts data,

Note: Since the client_hello.randon and server_kel 1o, random values are
unsgus far each connection, the dala encryplion keys and MAC secrats will ba
unigque for each conneclion. Aso note that the server_write_key and e
client_write key are independent of each other.

Figure 6-19 on page 206 shows the final phase of starling a new TLS sessian.

Chaplar & Elements of cryptography 205
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Client Sarver

cariificata_varify
I:ﬁg-l.ﬁ-lumn l'.'ﬁﬂ:l.MI:l'lﬁ'
feash of handshaks messages.
change_cipher_spec
firished vatidate frvefed meg
Uses negodiaied encryplion and MAC
akgorithire, keya, and scmis
changs_cigher_apec
valdato fristad msg - Tnishad
Uit g @nenyplion and MAD
algorithires, keys, and seonots.

Fouee 818 Starfing & mew TLE session (3 Vanlizavon

The certificate_wverify massage & used 1o provide explicil verlication of a
client cartificate. This message & only sent following a clent certificete that has
signiing capebiity (that s, all certificates excapt those containing fxed
Diffie-Hallman paramsters).

When the key exchange method is ASA, the certificate_veri fy messages
includes a 36-byte structure of two hashes (one SHA-1 and oneé MDS), which has
been algned with the client's private ey, The SHA-1 hesh takes a3 ingul tha
concatenation of all handshake mesasges seni or received starting at
client_hello up bo but not inchuding thés message; it producas 20 bytes of
autpul. The MDS hash takes the same input and produces 16 byles of oubput.
These handshake messages nclude the serses cerlificali, which binds e
signature 1o the server, and server_hella, random, which binds the signature to
the current handshake proceas.

When fhe key axchange method is Diffes-Hellman, the certificate_verify
message includes a SHA-1 hash thal lakes the inpul described in the preceding
paragraph and prodices 20 des of suput. The 20 bdes ar hen signed using
the Digital Signature Algarithm,

The change_cipher_spec message is sent by baoth the client and sarver to notify
the racedving party that subsequent records will ba protectad under the nawhy
nagatiantad encreplion and MAC algarithms and keys, The massage consists of a
ginghs byl of value 1.

A Finished messsge s always sent iImmediately after a change_cipher spec
miessape to warify that the key exchange and authentication processas were

208 Implamaniing CICS 'Web Sarvices
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spenEsiol Thi: Firished Mossage 5 he lies] peedecie sitl e jost-nogataaed
algonthris, keys, amd secrets, Tha comtent of IRe Cir isaed MEsEAQE &
generated using PAF 23 shown in Exemple B-5.

Eermpe & b Compmuiing the warfy daia

R [master_secrel, 1-qiskad_|abel,
Wi (handshake mescaqes) +i4A-1{Fandsnake_Tessages) )

In Exemple E-5:

= T wi vl Firdsard Taar 1 thn siacg e linishesd loe £-nisard
MEeSSAS2S gent tl:r' Ine o 2011 ane "sarmer Iinls™23” ke Fin s ed MERSEJEs
gent oy 1he qerer.

= The va use af Fardsaabe messagess all af 12 dala 1o all handshaka
MESE39=3 wd o but not including s messege.

Recipiants o' 71nished messages must werity thal the contents are comect, Croe
a side has santits f1n- 5ted messuge and receivaa and vi wladed the £ pashed
rrizg e Prger s g, ] wiay lacgin w0 sl and recgive application Jats oer
the conneston.

Qutgoing data 1= profecied it~ B MAC befora iransmisaian. Ta oreve~1 messege
raplay or modificabon atacks. the MAC 15 computed from tha MAC sacrel. the
Message conlants. & messags lBngt-. a-g the Eag.ance ~umber of the

gl EEEH b S

Resuming a gession

Crypinngrapbug apeations lend o e highly GPL inbiagive particalzr o pubdic: kesy
cperatare. For Thls reason, The TLS poloes has Incorporaled £nooptanal
&BSEI0N caching schera 1o reduce 1ha numbar o cannactions t-al need o be
aslablisbes from scraich. When the client and servar decida 1 resume a

pray ous sossion, b message lew is as shown in F gueg & 20 o0 pago 208

Ymaglar B Elemanls 2l orycgraphy 20T
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Client Server
wer_hellc Hghesl protoool verson supporied *
Phaanci T {24 byles)
Sesmion D
Ciphar jullen aupporied
Compression methaock appors] : ;
sana_halo
Pt vesrsion sedecivd
Feardom rumber (231 bytes)
Seeesion 1D
Cipher sufe seiecied
Clerprsesion method seacd .
pen encryplion keys, Ve gen enenyplion by, Vs
change:_ciphes_spoc
bkl firisihed g finished
change_cipher_spec
applicaion data apphcation data

Fawe &20 Raswming a sessan

The client sends a client kel o using the session 10 of the session 1o ba
resumed. The server then chacks its sesaion cache for 2 match.

= W match is found, and the servar is willing ko re-establish the conmection
under the speciled sassion state, it will gond & server hal 1o with the samea
session |0 value plus the cipher suite and comgression methad from the atate
of the session being resumed. Al this point bath client and servar must send
change_cipher_spec massages and procaed dnecthy 10 finished messuges.

= [ a saszsion 10 match ks not found, the sarver genarates a new session 10 and
thiz TLS client and servar perform a full handshakea

Whan & connedlion is estabished By resuming & Session, M

elient hella.randon and server bel o, randes values are used with the
sE5si0N's mester secre! 1o produce a new key_black (ses Example 6-4) and
hence naw encryption keys and MAC sacrets.

S0 implamaniing CICS ‘Web Sarvices

o S V0 AR R Poge 2378

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000237



6.11 Cryptographic hardware

A cryphographic hardwans iealure is a secure, high-speed devics thal performs
eryplographic functions. The cryplographic hardware features available b your
CICE reglons depend on the server that you have.

This saction provides & summary of the cryptographic hardware festuras
curmently available on the labest System z handware,

6.11.1 CP Assist for Cryptographic Functions (CPACF)

CPRACE is & sel of cryplographio instruclions avalabie on all CPs of a 2990,
ZEO), 28™-108, rH Enterprizge Class (EC), and 29 Business Class (BC). Use of
the CPACF instructions provides imgroved parformance.

CPACF offers a set of symmetric crypiographic funclions. The CPACF feature
provides hardware acceleration for DES, friple-DES, AES (128 bat), MAC, SHA-1,
and SHA-266 cryplagraphic sendces. I provides high-perfosmance hardwang
encryplion, decryption, and hashing support.,

The SHA-1 algarithm iz sheeys availabla. Tha SHA-256 slgorithm & availabla on
the zO-108, 29 EC, and z8 BC. CPACF DESfriple-DES enablsmant is providad
with feature 3863, It provides for clear key DES and trips-DES nstructions. On
the ZB-108, 29 EC, and 8 BC, this heature includes cdear kiy AES for 128-bit
keys.

Note: The CPACF operates with ofear beys only, A chear key 5@ key thal has
not been encrypled under another key and has no additional protection within
thie cryptographic environment.

The CRACF legture suppors 2005 applcabons and subayatems (auch as CICS)
that use the Integrated Cryptographic Servica Fecility (ICSF) for eryptegraphic
functions (sas 6.12, "Integrated Crypbographic Sarvice Facility” on papge 210).

6.11.2 Crypto Express2 Feature (CEX2)

An installation can configune tha CEX2 lealure a5 an asynchronous
cryplographic coprocessor or accelerator, It s only avallable on the 183 Systam
z8 109, IBM System z8 EC, and I8M System 29 BC.

Chagler & Elements of cryptography 209
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= Thi: Crypdo Express 2 Coprocessor (CEX2C) feature on System 23 enables
the user ko do the following, using securs keys:

Note: A secure key is @ key that has been encrypted under another key
f{usually tee mestar ey},

— Encrypd and decrypt data utiizing shared secrel-key algoritms,

= Ganeraba, install, and disiribude cryplographic keys securely wsing both
public and secrel-key eryplographic mathods,

— Genarate, verify, and translate perscnal identfication numbers (PIMs)

— Ensure the integrity of data by using MACa, heshing algorithme, and ASA
public kay algorithm {PHA} digita! signatures.
The CEX2C consodidatas the functiona previously offerad on the 2300 by the

Crypiographic Coprocessor feature (CCF), the PCI Cryptographic
Coprogassor (PCICC), and tha PCI Cryplographic Accalarator (PCICA)

feaiura,

= The Crypio Express 2 dcceleraior (CEX2A) is artually a CEX2C that has
baan reconfiguned by the usar o only provide a subset of the CEX2C
Funclions &l enhanted Speed.

The CEX2A 5 used for the following RSA cryplographic cparations (with clear
kays anly):

~  PKA Decrypt (CSMDPKD), with PKCS-1.2 formatting
—  PKA Encrypt (CSNDPKE), with ZERO-PAD formatting
~  Digital Signature Verdy

For detailed Information on configuring these cryptographic hardware featunes
eee IBM Redbook z5-108 Crypfo and TKE V5 Update, SE24-7123.

Impartant: The CEX2 feature requires IC5F to be active.

6.12 Integrated Cryptographic Service Facility

The Itegrated Cryptographic Service Facilily (I0SF) is a softwang elefment of
ZiOE that works with cryptographic hardware features and RACF to provide
secura, high-speed cryptographic sarvicas in the 2705 environmant. |CEF
provices the appication programming interfacss by which applications, and
subsystems such as GICS, request the cryplographic sarvices.

HO  implemaniing CIGS 'Web Sarvicas
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IGSF provides support ko @ number of cryplography services, inciuding:

= [DES and tripla-DES encrypdion for privacy

* The tranaport of symmetric data keys through the use of the RSA public key
algorithm

= The genermbon and verificetion of digital signatures through the use of bath
the RSA and the DS54 akgorithms

®=  The generation of REA and DSA keys

= Tha PRA Encrypl and PRA Daecrypd callable servicas that can be ussd o
enhancs the security and performance of SSLTLS security protocol
applications

= AESD encryplion and dacrypion

The CICE support for WS-Security |s dependent on these ICSF sendcas and
therefore the configuration and startup of IC5F Is a requirement for wsing this

support.

important: ICSF must be configured with cryptographic devices and starbed in
order to use the CICE WS-Security support.

For general information on ICSF sea the IBM publication 2408 Cryplographic
Larvicas wtagrated Cryptographic Sendce Facilily Overview, SAZ2-T519.

6.12.1 Cryptographic hardware requirements for CICS WS5-Security

Sinee CICS refies on ICSF for eryplographic senvices, and ICSF is dependent on
crypiographic devices 1o perlorm the aciual eryplographic functions, there is &
clear depandency on the availability of cryptographic devices wihen using the
CICE WS-Sacurity support. Spacific requirements depend on the sarvar that you
have.

Tande B-5 presents a list of the IGSF callable services used by the CICS
WS-Sacurily support, and & brief summary of each service,

Tabde 65 MZSF calabie sanices used by CICE WS-Secunty suppart
ICSF service | Description

CENBCKM Mulliple clear key mport callabe serdca 0 imporl & clear singke-,
double-, or triple-lengih DATA Key thal is to be used b encipher or
decipher data.

CENBDEC Deiphar callable sarvice o dgacipher dala in an addreas spaca ar a

data space w=ng the cipher biock chalming mode.

Chapler & Elements of cryptography 211
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ICEF service

Description

CEHBENG

Encipher callable servica In anciphar data in an address space ara
data space wsng the cipher biock chaining mode.

CSMBOMWH

Cme-way hash generaba callable service o genamle a one-way
hash on specified taxi.

CESNBRNG

Sarvice o genermle a random numiber,

CENBSYD

Symmaing kay decipher callabie serdca o decipher dasa in an
addrass spAcE of A daka space wwsing the cipher biock chaining ar
ghactronic code book modas,

CSMNBSYE

Symmedng key encipher callable serace to encipher data in an
wddrass spaco or a data space using the cipher biock chaining ar
eslecironic code book modas,

CENDDEG

Digital signature generate callable service 1o genaeate a digzal
gignature using & PEA private key

CSMDDSY

Digital signature wenfy callable sarvioe fo vonfy a digital signature
using a PKA public key.

CENDPKE

Sarvice o build extarnal PEA key iokens containing unencighared
priviie BESA ar DSS keys,

CENDPED

Sarvioe o decrypt (unwrap) a formatied key value. The senico
unwraps the key, deformas it, and returns the delomiatied vloe ta
the apglication in the claar.

hamy of these services reguire cryptographic hardware to be configurad.

Important: Cn a 29 &n optimal cryptographic hardware configuration (s &
combination of CRACF and CEXZ.

The 2405 1.8 (05F Appliication Programmer's Guide, SA22-7522-08, documeants

the cryptographic hardware reguirements for the System 28 and other types of

SRIVErs,

A2 implemaniing CIGS 'Web Sarvicas

e o UL LR B DD

Fagn 240

Amazon.com, Inc., Amazon.com Services LLC - Ex. 1007, Page 000241



	Blank Page



