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(57) ABSTRACT 

Techniques for sharing data between users in a manner that 
maintains m10nymiLy of the users. Tokens arc generated and 
provided to users for sharing data. A token comprises infor­
nuilion encoding an idenlifa:r and an encryption key. A user 
may use a Loken Lo upload data thc1t is to be shared. The data 
Lo be shared is encrypted using the encryption key c1ssLiciatcd 
with the Loken and !he encrypted dala is stored such that it can 
be accessed using !he idcnLi1icr <JSSU(:iatcd with !he Loken. A 
user may !hen use a token Lo access the shared data. '111e 
identifier associated with the token being used to c1cccss the 
shared data is used to access the data and the encryption key 
associated with the Loken is used to decrypt the data. Data is 
shared anonymously without revealing the identity nf the 
users using the tokens. 
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Tl◄:CIII\JQUES FOR SIi ARING DATA 

BACKGROUND OF THE INVENTION 

'Jhe present invention relates to data sharing, and more 
particularly to techniques for slmring data between multiple 
users in an anonymous and simple manner. 

']here are times when it is convenient for two people to 
arrange a future, secure (and pcrh,1ps anonymous) cxd1angc 
of data. Several conventional techniques may be used fi1r data 10 

exchange such as storing the data on a portable memory 
medium ( e.g., a CD, a memory stick) and sending the memory 
medium to one or more people using mail, attaching an 
encrypted data file to an email and communicating the email 
to the intended recipients.uploading secure data to an ftp site. 15 

to name a few. 1 lowever, each of the existing techniques is 
deficient in one way or another. Either it is not anonymous, 
requires a non-trivial exchange of detailed infonuation, or 
requires some setup effort in advance of the exchange. 

In light of the above, simplified techniques are desired that 20 

enable cxch,mgc of data bet wc'Cn users wh-:rcin the m1onym-
ity of the users is maintained. 

13R1El SUMMARY OF TUE INVENTION 

2 
data is accessed using the identifier obtained from the token. 
The encrypted first data is then decrypted using the encryp­
tion key obtained from the token to produce decrypted first 
data. Access to the decrypted first data is enabled. In this 
manner, a token holder may use a token to access the shared 
data. 

The tokens that are generated and used may be digital 
(electronic) tokens or physical tokens. A physical token may 
be generated by priming the token on a physical medium. In 
one embodiment, a set of tokens may be generated by printing 
the set of tokens on a physical medimn, wherein the physical 
medium enables a token printed on the physical medimn lo be 
physically separated from other tokens printed on the physi­
cal medium. 

According to another embodiment ofthe present invention, 
Lcchniq ues arc provided for sharing data. In one cmbodimcnl, 
information is received idcnti1ying 1irst datll lo be shared .. A..!1 
idcnti1icr ,md an encryption key arc generated. The 1irst data 
is encrypted using the encryption key to produce encrypted 
1irst data. The cncrypled 1irst dala is sLOred such thllt the 
encrypted first data is accessible using the identifier. A set of 
one or more tokens is generated, each token in the set com­
prising the identifier and the encryption key. A generated 
token may then be used to access the shared data. In one 

I •:mbodiments of the present invention provide techniques 
fi1r sharing data between users in a manner that maintains 
anonymity of the users.· I i1kens are generated and provided to 
users fi1r sharing data. A token comprises information encod­
ing an identifier and an encryption key. A user may use a token 
to upload data that is to he shared. The data to he shared is 
encrypted using the encryption key associated with the token 
and the encrypted data is stored such that it can be accessed 
using the identifier associated ,vith the token. A user may then 
use a token to access the shared data. The identifier associated 
with the token being used to access the shared data is used to 
access the data and the encryption key associated with the 
token is used to decrypt the data. Data is shared anonymously 
without revealing the identity of the users using the tokens. 

25 embodiment, a 1irsl token may be prcscnLed for accessing 
shared data. lnfi1rmation may he obtained from the firsttoken. 
An identifier and encryption key may he determined from the 
information obtained from the first token. The encrypted first 
data may he accessed using the identifier obtained from the 

According to an embodiment of the present invention, 
teclmiques are provided for sharing data. In one embodiment, 

30 first token and decrypted using the encryption key obtained 
from the first token to produce decrypted first data. Access to 
the decrypted first data may he enabled. 

According to an embodiment of the present invention, 
different versions of the shared data may he stored and 

35 accessed. In one embodiment, a first record may be stored 
having first metadata associated with it. A first identifier may 
be generated. wherein the first record is accessible using the 
first identifier. An encryption key may be generated, wherein 
the encryption key is usable for encrypting data to be shared. 

40 A set of one or more tokens may be generated, each token in 
the set comprising the first identifier and the encryption key, 
where-in a token frum the sel of tokens enables slllring data 
such that the stored data is accessible using any token from 
the set of tokens. 

an idcnti1icr is generated, whcr-:in the idcnti1icr is usable lo 
access data to be shared. An encryption key is generated that 
can be used for encrypting data to be shared. A set of one or 
mor-: Lokcns is genera Led, each token in the sci comprising the 45 

identifier and the encryption key, wherein a token from the set 
oftokens enables storing dala such thlll the dala is accessible 
using any token from the set oJt.okcns. In one embodiment, as 
part of genernt.ing the idcmificr, a storage location nrny be 
determined for storing the dll La to be shared and the idcnti1icr 50 

nrny be genernt.x.1 bas.xi upon the storage location. In one 
embodiment, a machine-readable-code may be generated 
encoding the idcnli1ier and the encryption key and the 
machine-readable code is associated with each token in the 

A token may then be used to stor-: versions of data to be 
shared. In one embodiment, a first identifier and the encryp­
Lion key is obtained from a Loken from the scl of tokens. 
Information is received idcnti1ying 1irsldata to be shar.xl. TI1e 
first tllltll is encrypted using the encryption key lo produce 
encrypted 1irsl daw. 111c encrypted Jirst data is stor-:d in a 
second record, wherein second mcladata is associaLed ,vith 
the second record. A second identifier is generated wherein 
the second record is accessible using the second identifier. 
The second identifier is stored in the first metadata associated 

set of tokens. 
A token from the generated set may then he used to upload 

information to he shared. In one embodiment, an identifier 
and encryption key from a first token in the set of tokens. 
Information may also he received identifying first data to be 
shared. ·t11e first data is encrypted using the encryption key 
obtained from the first token to produce encrypted first data 
and the first encrypted data is stored such that the encrypted 
first data is accessible using the identifier. 

A token from the set of tokens may also he used to access 

55 with the first record. 'l he second mctadata may be encrypted 
using the encryption key obtained from the token. 

·1 ·he shared data may then he accessed using a token. In one 
embodiment, a first identifierand encryption key are obtained 
from a token in the set of tokens. ")he first record is accessed 

60 using the first identifier. 'Jhe second identifier is determined 
from the first metadata associated with the first record. The 

the shared data. In one embodiment, an identifier and encryp- 65 

tion key is obtained from a token in the set of tokens that is 
presented for accessing the shared data. The encrypted first 

second record is accessed using the second identifier. 'Jhe 
encrypted first data in the second record is decrypted using the 
encryption key to produce decrypted first data. Access to the 
decrypted first data is enabled. 

A token may also be used to store another version of data to 
be shared. In one embodiment, the first identifier and the 
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encryption key are obtained from a token used for uploading 
the d.:1(a to be shanxl. In..limmLion is received idcntilying 
second data. TI1c second data is cncrypLcd using Lhc encryp­
tion key to produce encrypted second data. ·1he encrypted 
second data is sLonxl in a third record, wherein thirdmctadata 
is associated with Lhc Lhird record. A third idcntilicr is gener­
ated wherein the third record is accessible using the third 
idcnLilicr. TI1c third idcntilicr is stored in tk second meta data 
associated with the second record. 

A token may be used to access the last uploaded shared 
d,1ta. In one embodiment, the Jin;( idcntilicr and the encryp­
tion key arc obtained from a Loken in the set or tokens. TI1c 

4 
l"ICi. l2 is a simplified block diagram of a data processing 

system Lhat may be used lo used to perform processing 
.:1ccording to an cmbodimclll of the present invention. 

DETAJLED DESCRIPTION OF THE INVENTION 

In the following description, for the purposes of explana­
tion, specific details are set forth in order to provide a thor­
ough tmderstanding of the invention. However, it will be 

10 apparent that the invention may be practiced without these 
specific details. 

Embo<limenls of lhe present invention provide techniques 

first record is accessed using the first identifier. The second 
identifier is dctcnnincd from Lhc lirst mctada(a associated 

15 

for sharing data between multiple users in a manner that 
maintains anonymity or the users. According to an cmbmli­
men( or the present invention, one or more tokens are gener­
ated that facilitate the sharing or data. FIG. 1 is a simplilicd with the Jirst record. The second record is accessed using the 

second identifier. ·1he third identifier is determined from the 
second mctadata aswciatlXl with Lhc second record. TI1c third 
record is accessed using the third idcnlilicr. The encrypted 
second data in the third record is decrypted using the encryp­
tion key lo produce decrypted second data. Access lo the 
decrypted second data is cmibkd. 

'Jhe foregoing, together with other features, embodiments, 

block diagrnm of a system 100 ror generating and using 
tokens according Lo an embodiment of the present invention. 
System 100 tk.-picLcd in FIG. 1 is merely illuslrativc of an 

20 embodiment of the present invcnLion and docs not limit the 
scope of the invention as recited in the claims. One of ordinary 
skill in the ml would recognize other variations, motlilica­
tions, and alternatives. 

and a<lvam,1gcs or the present invention, will become more 
apparent when rcforring to thi.: following spccilication, 25 

claims, and accompanying drawings. 

As depicted in FlG. 1, system 100 comprises a token pro­
cessor 102 thaL facilitates generation and use of tokens 
according to an embodiment of the present invention. ·1(1ken 
processor l 02 may be implemented in software (code or 
instrnctions executed by a processor), hardware. or combina­
tions. For example, as depicted in FIG. I, token processor 102 

BRJEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplilicd block diagnun of a system for gen­
erating and using tokens according Lo an embodiment or the 
present invention; 

FIG. 2 is a simplilicd high-level Jlowchart lk-piding a 
method of generating a token according to an embodiment of 
the present invention; 

FIG. 3 is a simplilied high-level Jlowchart depicting a 
method of generating a token without identifying the data that 
is to be shared using the token according to an embodiment of 
the present invention; 

FIG. 4 is a simplified high-level flowchart depicting a 
method of using a previously generated token to share data 
according to an embodiment of the present invention: 

FIG. 5 is a simplified high-level flowchart depicting a 
method of using a generated token to access shared data 
according to an embodiment of the present invention; 

FIG. 6 depicts a simplified block diagram of various mod­
ules of a token processor according to an embodiment of the 
present invention; 

FIGS. 7 A and 7B depict examples of tokens that may be 
generated according to embodiments of the present invention; 

FIG. 8 is a simplified high-level flowchart depicting a 
method of generating a token to share data in an embodiment 
where different versions of the shared data may be stored; 

FIG. 9 is a simplified high-level flowchart depicting a 
method of using a token to upload data to he shared in an 
embodiment where different versions of the shared data may 
be stored; 

FIGS. lOA, 1013, and I 0C depict progression of a linked 
list of records as newer versions of shared data are uploaded 
using a token according to an embodiment of the present 
invention; 

FIG. 11 is a simplified high-level flowchart depicting a 
method of using a Loken Lo access the latest vcn;ion of shared 
data according to an embodiment of the present invention; 
and 

30 may be an application executing on a computer system 104. 
The sofuvare code or instructions of module 102 may be 
executed by a processor of system I 04. 

Token processor 102 is configured to generate tokens 
according to the teachings of the present invention. ·1he 

35 tokens may be generated in response to requests received by 
token processor 102 from users to generate one or more 
tokens. In one embodiment, a user may request a lle\Vtoken to 
be generated and also at the same time identii)' the data that is 
to be shared using the token. In response, token processor 102 

40 is configured to perform processing that generates the token. 
FIG. 2 is a simplified high-level flowchart 200 depicting a 
method of generating a Loken according lo an cmbmlimcnt of 
the present invention. The method depicted in FIG. 2 may be 
performed by software modules (code modules or instmc-

45 Lions) executed by a pruccssor, h,1rdware modules, or combi­
nations thereof. For example, the method may be pertormed 
by Loken processor 102 tk.-pictcd in FIG. 1. FlowcharL 200 
tk.-pictcd in FIG. 2 is merely illustrative ofan embodiment of 
the present invention and is noL inLcndcd LO limit the scope of 

50 Lhc present invention. Other variations, mllllilications, and 
a!Lemativcs arc also within the scope of the prcscnL invention. 
The method depicted in FIG. 2 may be adapted to work ,,.vith 
dilforcnt impkmcnt.:1tion constraints. 

Processing may be initiated upon receiving a signal to 
55 generate a new token (step 202). Along with a request to 

generate a ne\v token, information is also received identitjring 
the data that is to be shared using the nev.- token to be gener­
ated (step 204). Token processor 102 may provide user inter­
faces that enable a user to request generation of a new token 

60 and also to identify the data that is to be shared. 
.-\ storage location for storing the data to he shared is then 

determined (step 206). I fthe storage location does not already 
exist then a storage location may be created as part of206. For 
example, as depicted in FIG. 1, a storage location 106 may he 

65 determined for storing the data to be shared. The storage 
location may be local to computer system 104 or may be 
remote to computer system 104. 
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An identifier is then generated for the token to be generated 
(step 208). The generated identifier is such that it can be used 
to access the shared data from the storage location identified 
in 206. "!he identifier may encapsulate information that may 
be used to detennine the storage location where the shared 
data is stored (i.e., the storage location determined in 206) and 
also the data stored at that storage location. Examples of an 
identifier include a pointer or reference to the storage loca­
tion, an index to the storage location, a URL and the like. In 
one embodiment, a globally tmique identifier is generated. 
Various different techniques such as calculating a crypto­
graphic hash of the <lata, de. may be use<l lo generate the 
unique identifier. For example, in one embodiment the 
shared data may be encrypted and stored as a document in the 
storage location, and the identifa,r that is generated is a glo­
bally unique idcnLilicr that identifies the documi:nl including 
its storage location. 

A unique encryption key is then geni:rated/idi:ntifoxl for 
the token Lo be generated ( sk-p 210). In one embodiment. the 
i:ncryption key is a symmetric i:ncryption key which can bi: 
used to encrypt data and also to decrypt the encrypted data. 
TI1c d<1La idcntilii:d in 204 is l11cn i:ncryptcd using the encryp­
tion key determined in 210 to produce encrypted data (step 
212). Various different encryption technologies may be used 
for i:ncrypLing thi: data. The i:ncryptcd data gi:ncrati:d in 212 
is then stored to the storage location identified in 206 (step 
214). 

One or more token are generated (step 216). Fach gener­
ated token comprises information including the identifier 
generated in 208 and the encryption key generated in 210 that 
is used to encrypt the shared data. Different techniques may 
be used to associate the identifier and the encryption key with 
the generated token. In one embodiment, the identifier and the 
encryption key may be printed on the token. In another 
embodiment, the identifier and the encryption key may be 
encoded in a machine-readable code that is printed on the 
generated token. I ixamples of machine-readable codes that 
may be used to encode the information include barcodes such 

6 
be used for sharing the data. A previously generated (pre­
generated) token may then subsequently be used to store the 
data to be shared. 

l"I(i. 3 is a simplified high-level flowchart 300 depicting a 
method of generating a token without identifying the data that 
is to be shared using the token according to an embodiment of 
the present invention. The method depicted in FIG. 3 may be 
performed by sofn.vare modules (code modules or instruc­
tions) executed by a processor, hardware modules, or combi-

10 nations thereof. For example, the method may be performed 
by token processor 102 depicted in FIG. 1. Flowchart 300 
depicted in FIG. 3 is merely illus!rative oLm embodiment of 
the present invention and is not intended to limit the scope of 
l11c prcs<.:nl i..tw..:ntion. Other variations, modifications, and 

15 alternatives are also within lht: scope oflht: prest:lll invention. 
Thi: m1.:l11od dc...-pictcd in FIG. 3 may be mlaptu.l to work ,,.vil11 
dilkrcnt implementation constrai..t1ts. 

Processing may be initiatc...-<l upon receiving a signal lo 
g<.:ni:rat<.: a ni:w token (stc...-p 302). A storage location is th<.:n 

20 ddcrmincd (step 304). The sLurag<.: location d<.:11.:rmincd in 
304 represents the location where data to be shared using the 
Lok<.:n b..:ing gen<.:rated will be storu.1. Jr the storage location 
does not already exist then a storage location may he created 
as part of 304. ln this manner, a memory location is identified 

25 for dat,1 storage. Th<.: storage location may be local to com­
puter system l 04 or in some remote location. 

An identifier is then generated for the token to be generated 
(step 306). lhe generated identifier is such that it can he used 
to locate the shareddata from the storage location determined 

30 in 304. Examples of an identifier include a pointer or refer­
ence to the storage location, an index to the storage location, 
a lJRI,, and the like. In one embodiment, a unique identifier is 
generated. Various different techniques such as calculating a 
cryptographic hash, etc. may he used to generate the unique 

35 identifier. 

as a QR code, glyphs, and the like. In one embodiment, the 
identifier and encryption key may be encoded into two sepa- 40 

rate machine-readable codes, for example, n.vo separate bar­
codi:s. Th..: token may then compris<.: l11c two sc...-parati: bar­
codes. 

A unique encrypt.ion key is then created for the token to be 
generated (step 308). In one embodiment, the encryption key 
is a symmetric encryption key which can be used to encrypt 
data and also to decrypt the encrypted data. 

One or more tokens are then generated (step 310). Each 
generated token comprises infomiation including the identi­
lier g..:ncraLed i..t1 306 and thi: encryption key dctcm1inu.l in 
308 that will be used to encrypt the data being shared. Dit~ 
ferent techniques may be used to associate the identifier and 
l11c <.:llCI)'plion ki:y with th<.: tok<.:n such as printi..t1g the iden­
tifier and the encryption key on the token, encoding the iden-

The token generated in 216 may be a digital (electronic) 
toki:n or a physical toki:n. For example, as ckpicted in FIG.1, 45 

token processor 102 may generate a digital token 108 that 
may b..: stored in a memory of computi:r system 104. Digital 
token 108 may b..: an imag<.: comprising information <.:ncmling 
th<.: iclcntilkr and the encryption ki:y. Digital Loken 108 may 
be clcc!ronically co1m111111iG1Lcd ( <.:.g., email) and m.ay be 50 

displayable on an output dcvic<.: such as a scrc..:n, monitor, 
visual display, etc. A physical token may be generated using 

tilii:r and the <.:ncI)·ption key in a machin<.:-r<.:adablc code l11at 
is printed on the gi:nerat<.:d Loki:n, and l11c like. A toki:n gcn­
<.:rat<.:d in 3101m1y be a digital (dectronic) token or a physical 
Loken. 

As described abov..:, a toki:n may bc gcni:ratcd 1.:wn prior Lo 
the data to be shared being identified. A previously generated 
Lok<.:n (1.:il111.:r digital or physical) may then subsequently be 
used to encrypt and store the data to be shared. JI I ( i-. 4 is a 
simplified high-level flowchart 400 depicting a method of 
using a previously generated token to share data according to 

an embodimentofthepresentinvention. ·111e method depicted 
in fl(+. 4 may be performed by software modules (code 
modules or instructions) executed by a processor, hardware 

a physical medium such as paper, card, plastic, etc. For 
example, in system 100 depicted in Fl(i-. I, a physical token 
110 may be generated using a printer 112. 'Jokcn processor 55 

I 02 may he configured to send token-related information to 
printer 112 which may then generate physical token 110 by 
printing the information on a physical medium such as paper, 
card, plastic, etc. One or more physical tokens may be gen­
erated. 60 modules, or combinations thereof. l 1or example, the method 

may be perfonned by token processor 102 depicted in FIG. I. 
l'lnwchart 400 depicted in Jll(i-. 4 is merely illustrative of an 
embodiment of the present invention and is not intended to 
limit the scope of the present invention. Other variations, 

Tn the processing depicted in FIG. 2 and described above, 
the data to he shared was identified along with the request to 
generate a token. In alternative embodiments, tokens may be 
generated without knowledge of the data to he shared. For 
example, a token may he generated without the data to be 
shared being identified. The data to be shared may not even be 
created or available at the time of generating a token that is to 

65 modifications, and alternatives are also within the scope of the 
present invention. The method depicted in FIG. 4 may be 
adapted to work with different implementation constraints. 
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As depicted in Jll(i-. 4. processing may he initiated upon 
receiving a request to share data using a previously generated 
token (step 402). Pnr example, token processor I 02 depicted 
in FIG-. -1 may receive a signal from a user that data is to be 
shared using a previously generated token. Information may 
he received identifying the data that is to he shared (step 404). 
As previously indicated, token processor 102 may provide 
interfaces that enable a user to specif)' the data to be shared. 

8 
or physical) to a token reader such as token reader l 14 
depicted in FIG. 1. lnfomiation is then obtained from the 
presented token (step 504). The information obtained from 
the token includes infi1rmation identi1ying an identifier and 
an encryption key associated with the token. The identifier 
and the encryption key associated with the token is then 
determined from the information obtained from the token in 
504 (step 506). Data identified by the identifier detennined in 

Infonnation is then obtained from the previously generated 
token that is to be used for sharing the data (step 406). Various 10 

different techniques may be used for obtaining infonnation 
from the previously geuerakd token. ln one embodimeul, as 
depicted in FIG. l, a token reader 114 may be provided that is 
conligun.xl Lo obtain thc infonm,tion from a prcviously gcn­
t:raled lokm 116 prt:st:nlt:d to readt:r 114. Token 116 may bt: 15 

a digital or physirnl Lokcn. TI1c infr1m1alion oblaincd from 
tokcn 116 indudcs 1.hc idcnlilicr m1d Lhc cncryplion kcy asso­
ciatcd wilh lhc tokcn. 

506 is then accessed (step 508). As previously described, the 
identifier may be used to determine a storage location and the 
data at that storage location. The accessed data is typically in 
encrypted form. The t:ncrypled dala acct:ssed from 1he slor­
age location in 508 is then decrypted using the encryption key 
dclcnnincd in 506 from thc tokcn (st<.-p 510). Thc dccryptcd 
data is tht:nmade accessibk lo tht: IOkt:n holder (slt,p 512). In 
ll.ris manner, a tokcn may be used Lo gain acccss to data ll.1at 
has bccn cncrypLcd and storcd Jor sharing. 

As previously dcscribcd, according lo an cmbudimcnl uJ 
ll.1c prcscnt invention, token processor 102 facililalcs gcncra-Tokcu reader 114 may bc capablc ofobtaining infonm,tion 

from a physical tokcnora digital token. In thcrnsc ofa digital 
token, token reader 114 may be configured to capture infor­
mation from a digital Lokcn displaycd on a display such as a 
screen, monitor, a visual display, etc. In one embodiment, 
image processing or optical character recognition techniques 
may bc used to obtain i.nformation from a digital token. In thc 
case of a physical token, reader l l 4 may he configured to read 
information from the physical token. As previously 
described, in one embodiment, the identifier and encryption 
key may he encoded in a machine-readable code that is asso­
ciated with a digital or physical token. ln this embodiment, 
token reader 114 may be a barcode reader that is configured to 
scan and read the machine-readable code printed on the 
physical token. 

An identifier and an encryption key are then determined 
from the information obtained from the token in 406 (step 
4 08). The encryption key may be a symmetric encryption key. 

• 1 he data identified in 404 is then encrypted using the 
encryption key detennined in 408 to produce encrypted data 
(step 410). The encrypted data generated in410 is then stored 
to the storage location corresponding to the identifier deter­
mined in408 (step 412) such that the identifier may be used to 
rcLricvc thc slorcd data. In this manner, a prc-gcncratcd tokcn 
may be used to encrypt and load information to a storage 
location from where it can be accessed by one or more users. 
TI1c data stored in lhc sLoragc location is thcn available for 
access by other users with whom data is to be shared using a 
tokcn Iha I has the same idcnLilicr and ll.1c same cncryp lion kcy 
as ll.1c tokcn that was uscd Lo upload thc sharcd data. 

A token Iha! is gcncratlXI. as dcscribcd abovc. may also bc 
uscd Lo acccss the shmlXl infom1alion. FIG. 5 is a simplilicd 
high-level Jlowchart 500 d1.-picting a mcthod oJ using a gcn­
cratcd token to access shared data according to an cmbodi­
mcnl oflhc prcscnt invcnlion. The mcthod dcpictcd in FIG. 5 
may he performed by software modules (code modules or 
instrnctions) executed by a processor, hardware modules, or 
combinations thereof. I 'or example, the method may be per­
formed hytoken processor 102 depicted in 1:l(i-. 1. Flowchart 
500 depicted in l'IG. 5 is merely illustrative ofon embodiment 
of the present invention and is not intended to limit the scope 
of the present invention. Other variations, modifications, and 
alternatives are also within the scope of the present invention. 
·1he method depicted in Fl(i-. 5 may he adapted to work with 
different implementation constraints. 

20 Lion and usc oJ tokens. Token proccssor 102 may comprisc 
several modules to perform the various tasks involved in 
gcncrating and using tokcns. FIG. 6 ,kpids a simplilicd block 
diagram of various modules of token processor I 02 according 
to an embodiment of the present invention. As depicted in 

25 FIG. 6, tokcn proccssor 102 may comprise a uscr intcrfacc 
module 602, an identifier processor module 604, an encryp­
tion/decryption module 606, a token information capture 
module 608, and a token generator module 610. • 1 he modules 
may he implemented in software (code or instructions 

30 executed by a processor), hardware, or combinations thereof. 
lJser interface module 602 enables a user to interact with 

token processor l 02. For example, user interface module 602 
may provide interfaces that enable a user to request genera­
tion of new tokens, specify/identity information that is to be 

35 shared, request uploading of information to be shared using a 
token, request access to the shared infonnation using a token, 
etc. 

Token infomiation capture module 608 may be configured 
to perfom1 tasks related to capturing information from tokens 

40 and determining the identifier and encryption key informa­
tion from the captured information. Token infom1ation cap­
Lurc muduk 608 may intcrfacc with a tokcn reader and rcccivc 
infomiation captured by the token reader. 

Identifier processor module 604 may be configured to per-
45 form tusks rdat1.Xl Lo sLoring and acccssing data from thc 

storage location. These tasks may comprise detem1ining or 
creating a sloragc location for storing data, gcncrating an 
idcntilicr for ll.1c slorngc location, dcll:nni1ring a sLuragc loca­
Lion corrcsponding lo a givcn idcnlificr, storing data lo lhc 

50 slllragc loca Lion corrcsponding Lo an identifier, and accessing 
data from the slOragc location given an idcntilicr. 

Encryption/decryption module 606 may be configured to 
pcrfom1 cncryplionaml dccryption-rclatcd Lasks. TI1csc tasks 
may comprise determining/generating an encryption key to 

55 be associated with a token, encrypting the data to be shared 
using an encryption key, and decrypting encrypted data using 
an encryption key. 

1 oken generator module 610 may be configured to perform 
tasks related to creation of digital or physical tokens. These 

60 tasks may comprise encoding the identifier and encryption 
key information in a machine-readable code and associating 
the code with a token, generating a digital token, generating a 
physical token using the services of a device such as a printer, 
etc. As depicted in FTG. 5, processing may be initiated upon 

receiving a request to access shared information correspond- 65 

ing to a token (step 502). ln 502, a user wishing to access 
infom1ation using a token may present a token ( either digital 

As described above, tokens may he used to share data 
between a group of users. For example, a set of tokens may be 
generated in order to enable data sharing where each token in 
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the set comprises the same identifier and the same encryption 
key. The data to be shared may or may not be identified at the 
time the tokens are generated. The generated tokens may then 

10 
not even know each other in order to share data. A user 
accessing Lhc shared data may not know who uploaded the 
shared d:cita. Tokens thus enable data to be slwred 1:1nony­
mously among non-tmsted third parties. he distributed to a group of users who wish to share data. Any 

user from the group may subsequently use his/her token to 
share data with others in the group. As described above. by 
using the token, the data to be shared by the user is encrypted 
using the encryption key associated with his/her token and 
stored in a storage location corresponding to the identifier 
associated with his/her token. Since the tokens distributed to 
the other members of the group also contain the same identi­
Jier as the identifier that was used lo store the data, any uf the 
users in the group may use their tokens to access the shared 
d,1la from the sLUrnge location, as described above. Further, 
since the encryption key associated with each distributed 15 

token is also the same and is a symmetric em;ryptiun key, the 
encryption key may be used Lo decrypt the shared data. In this 
manner, data may be shared ,m1ung members of the group. 

By providing a sci ofidenLical Lukens to a group ofuscrs, all 
the users have access to Lhe same idenLilicr and the same 
encryption key. The identifier provides a pointer to the 
encrypted sham:.I data and may be used to locate and idcntily 
the shared data and the encryption key may be used Lo encrypt 

lO and decrypt the shared data.· I he combination of the identifier 
and the encryption key allows users in the grnup Lo d .. -posit 
and retrieve encrypted information anonymously, with mini­
mal advance preparation. 

Prekrnbly, the idcntilier is globally unique and nol guess-
able. Also, prcforably, the idcntilier and the encryption key 
associated with a set of tokens is not stored in any other 
location but in the tokens themselves. Accordingly, only 
someone with access Lo a token can upload data to be shared Fur example, a sd of lllkcns may be generated for a con­

krcncc, each Loken having the same idemilier and symmetric 
encryption key associated with it. The set of tokens may then 

20 to the storage location corresponding to the identifier associ­
ated with the token. Further, only someone with access lo a 
Loken with the same idcntifo:r and encryption key can access 
the data from the stored location and decrypt the data. In this 

be distributed to atlcndces oJthe conkrencc to enable them Lo 
share data amongst themselves. Any attendee may subse­
quently use bis/her token to encrypt and upload data to the 
storage location corresponding to the idcntilier associated 25 

v.-ith the distributed tokens. Attendees may also access the 
data from the storage location using their tokens. 

"Jhe data to he shared may also he identified when the 
tokens are generated and the data is encrypted using the 
encryption key (typically a symmetric encryption key) asso- 30 

ciated with the tokens and stored in a storage location corre­
sponding to an identifier associated with the tokens. ·1he 
generated tokens may then be distributed to a group of users 
,vho may then access the shared data using the tokens. Any of 
the users in the group may also load data to the storage 35 

location using the user's token and the data can then be 
accessed hy other users who have tokens with the same iden­
tifier and the encryption key. In this manner, the tokens enable 
sharing of data bet,veen the users. Using the conference as an 
example, a presenter at the conference may, prior to the con- 40 

ference, identify data that is to be shared with attendees at the 
conkrcnce and gcnernte a set of tokens, each with the same 
encryption key and identifier used to store the data to be 
shared by the presenter. The set of tokens may subsequently 
be distributed to allendees of the conforcnce. A,ny attendee 45 

may subsequently use his/her token to access the data stored 
al the storage location. Any allcndce may also encrypt and 
upload d:cita Lo the storage location using Lhe allcndcc' s Loken. 

manner, the data is shared in a secure manner. 
As described above, mulLiplc tokens having the same iden­

tifier and the encryption key may be generated and distributed 
to a group of users. A user in the group may then use his1l1er 
token to load data to he shared or access the shared data. 
1 lowever, it is not essential that multiple tokens he generated. 
In one embodiment. a single token may be generated that may 
be used hy multiple users (nr a single user) who want to load 
data to he shared or access the shared data. 

FIGS. 7A and 7B depict examples of tokens that may be 
generated according to emhodi ments of the present invention. 
As shown in FIG. 7A, a card 700 (or paper or plastic or other 
physical medium) may be generated which has two identical 
tokens 702-A and 702-H. I •:ach token comprises a barcode 
(QR code) 704 encoding a unique identifier and a symmetric 
encryption key. Card 700 may be perforated along line 706 to 
enable the card to be broken or snapped into two physically 
separate tokens, each witl1 a QR code. Upon breaking the 
card, token 702-Anrnybcgivcntoa lirst uscrand token 702-B 
may be given to a second user who wishes to share data with 
the first user. For example, the first user may use token 702-A 
Lo encrypt and upload dat:ci Lo a storage location from where it 
can be accessed by the second user using token 702-B. Either 
user may (!..-posit data to be shared and access the shared data 
using tlwir token since both tokens 702-A and 702-B have the 
same identifier am! symmetric encryption key. By providing a ln Lhis manner, lhe data is shared between the allcndces and 

the presenter. 
111c creation of a toki:n creates a storage location where 

data can be stored and subsequently accessed. The storage 
location is like a "drop box" where encrypted data may be 
stored or deposited and from which the encrypted data may be 
accessed. The identifier associated with a token may be used 
to identify the location of the "drop hox--. ·the encryption key 
associated with the token is sort oflike the "key" to the drop 
box, where the key enables data to be "locked-- (encrypted) in 

50 pairoJidenLical tokens to two individuals, both have access Lo 

the same unique idcntilicr and the same encryption key. TI1e 
combination of tl1c identifier and tl1e encryption key allows 
them Lo (lcposit and retrieve encrypted data anonymously, 
with minimal advance preparation. In alternative emhodi-

the drop hox and also to unlock (decrypt) the data from the 
drop hox. 

Tokens, as described above, do not comprise any informa­
tion ahout the users sharing the data. The identifier and 
encryption key associated with a token do not reveal anything 
about the identity of the users of the token. Accordingly, 
tokens enable data to he securely shared while maintaining 
the anonymity of the users of the token. Users in a group that 
have tokens with the same identifier and encryption key need 

55 ments, a card may be created with several tokens which may 
be broken into separate physical tokens. 

l"IC-i. 71~ depicts another card 750 comprising two identical 
tokens 752-A and 752-U. Each token comprises information 
754 encoding a unique identifier 756 and a symmetric encryp-

60 tion key 758. Card 750 may be snapped along line 760 to 
create two independent physically separate tokens which may 
then he provided to different users. I iach token also comprises 
space 762 that is provided for marl-up by a user of tl1e token. 
For example, the user may write a description of the data that 

65 is shared using the token. Each token also comprises a key­
hole that enables the token to be attached to a keychain for 
convenient portability. 
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As previously described, a symmetric key may he associ­
aLcd wilh LOkcns such th<1I the smne key is ust.XI for encrypting 
and decrypting in1i..1rnu1Lion using the tokens. ln altcm<1tivc 
embodiments, a key pair may he used, such as a Public/ 
PrivaLc key pair. In such embodiments, d<1t<1 nu1y be encrypted 
using the public key and m<1y hr: dccryptt.XI only using the 
private key of the pair which is kept secret. A card such as card 
700 d1.,,-pictcd in FlG. A nrny be crca Led lu1ving non-identical 
tokens 702-A m1d 702-B. 111c machinc-rca,mblc code <1sso­
ciated with token 702-A may encode a unique identifier and 

12 
be accessed using the document identifier at the same storage 
location by requesting the metadata instead of requesting the 
document. 

h1r example, in one embodiment, the shared data may be 
stored in a document that is encrypted using an encryption 
key and then stored in a location from where it can be shared. 
A cryptographic hash (e.g., a 128-bit cryptographic hash) 
may be calculated from the encrypted document bits and the 
hash may serve as the unique identifier, TI1e encrypted docu-

10 ment is then stored using the hash as the identifier. Metadata 
associated with the document is also encrypted and stored 
along with the documi;,nt. One or mori;, tokens may be geni;,r­
ated comprising the hash identifier and the encryption key 

the public key of the public/privale key pair and the machine­
readable code associated with token 702-B nu1y encode the 
same unique identifier as token 702-A and the private key 
from the public/privalc key pair. Token 702-A 1m1y then be 

15 
provided Lo <1 user who is allowed Lo cncrypl the shared data 
using the public key and upload the infi1rmation to he shared 

used lo encrypt the document. 
When a token comprising the hash identifier and the 

encryption key is used Lo upload a new version or the shared 
in_fom1ation, a new document is created comprising the 
shared dutu m1d the new document is encrypted using the 
encryption key. Anew hash idcnli1icr is then cakul<1tcd for the 

to a slum gc location corresponding to the identifier and token 
702-B may be provided to a II scr who is <11lowcd to access the 
shared information from the storage location and decrypt it 
using thcprivatckcy. lnanothcrcmbo<limcnt, both the keys in 

20 encrypted new documcnL and the Ill,,'\\/ document is sLorcd 
using the ne-.v identifier. Jhis newly computed identifier is 
added to the mcLadat,1 or the previously stored document. as 
the "next" version of the document. It is convenient to use the 

a p<1ir nu1y be prinLcd on a Loken. For cx<1mplc, two m<1chinc­
readable codes may be printed on a token, one encoding the 
i<lcrniiicr ,m<l the public key ofU1c public/priv,1tc key painmd 
another encoding the identifier aml the privaLc key of the 25 

public/private key pair. One machine-readable code may be 
printed on one side of the token m1d the other on thcothcrsidc. 

same encryption key to encrypt all versions ofa document so 
Llu1t a person wiLl1 the original token can li_,llow the "next" 
pointers using the metadata of the stored document versions 
until the person finds the most recent known version of the 
document or the version the person is looking for. The encryp­
tion key may be used to decrypt the latest encrypted dncument 

30 version. 

Public/Private key encryption generally works symmetri­
cally. In other words, when data is encrypted with the so­
calkd public key, it cm1 only be di;,crypted using the privali;, 
key. AlLernativdy, when ,mta is cncrypLcd using the private 
key, it can only be decrypted using the public key. ln other 
words if a pair of public/privak ki;,ys ari;, usi;,d in an i;,mbodi­
mcnl of this invention. each user will be able Lo provide data 

35 
encrypted in a way that can only be accessed by the other user 
and not by themselves. 

In one embodiment, the first version of the encrypted docu­
ment may act as a placeholder either containing no informa­
tion or information such as something about who created the 
document. Regardless of the contents of the data in the first 
version of the document the identifier for the docmnent is 
calculated in a way that it is m1ique. For instance. the identi-
fier may he calculated as a cryptographic hash of the chosen 
encryption key concatenated with the date and time and an 
additional random string. One or more identical tokens may 

ln another embodiment, inslc:Jd of the Lokcns comprising 
the keys from the key pairs, each token in a set of tokens 
comprises an identifier, a symmetric encryption key, and 
infom1ation that points lo an cneryptt.Xl public/privalc key 
pair. Holders of tokens in the set may access the same pair of 
keys using the token. The encrypted key pair may be 
decrypted using the symmetric key associated with a token. 
Each Loken holder could use the public key of the key p<1i.r Lo 
encrypt the data and the private key of the key pair to retrieve 
it. ln this embodiment, the symmetric key associated wiLh a 
token is only ust.Xl frir dccrypLing the public/privaLc key pair. 
ln lhis embodiment lhc private key can be used lo cncrypl 
documents thaL arc stored :JI the storage location. The public 
key and document idcmi1icr could be given out to other users 
,,,ho can read and decrypt all the documents, but not add new 
documents. Only those with the symmetric key h<1vc <1cccss Lo 
the private key and can upload ne-.v encrypted documents. 

1n alternative embodiments, the token holders may choose 
a secret password and the data hei ng shared may he encrypted 
using that password also so that a person would have to have 
access to both the token comprising the identifier and the 
encryption key and the pass,vord in order to access the shared 
data. 

According to an embodiment of the present invention, in 
addition to storing encrypted shared data, metadata associ­
ated with the shared data may also be stored. The metadata 
may be stored in encrypted fonn. The metadata may com prise 
information related to the shared data such as rnimetype for 
the shared object, tags related to the shared data, and pointers 
to next and previous versions of the data. The metadata may 

40 then be generated comprising the calculated identifier and the 
encryption key. 

A person wishing Lo upload data to be shart.Xl 1m1y use a 
token which causes the shared data to be encrypted using the 
encryption key from the token, a new identifier is calculated 

45 based upon the encrypted data to be shared, the encrypted 
data is stored corresponding to the new identifier, and the new 
identifier is added as the "next" pointer ( or one of Ll1c next 
pointers) in Ll1c mctatwt:J associated with the origimil identi­
fier lhal is associaLcd wilh lhc wkcn and which points lo an 

50 initial placeholder document. A person wishing to access 
sh11red data may use a token comprising L11c same idcmi1icr 
(i.e., the original identifier) and the encryption key which 
causes an <1pplicalion ( such as token processor 102 depicted 
in l'l(i-_ I) to use the original identifier read from the token to 

55 access the placeholder document and its mctadata, follow the 
"nexC pointer in the metadata to access the desired encrypted 
version of the shared document. '!he desired encrypted ver­
sionmay then be accessed and decrypted using the encryption 

60 

key read from the token. 
1:1c,. 8 is a simplified high-level flowchart 800 depicting a 

method of generating a token to share data in an embodiment 
wherediflerentversions of the shared data may be stored. ·1 he 
method depicted in FIG. 8 may be performed by software 
modules (code modules or instructions) executed hy a pro-

65 cessor, hardv,;are modules, or combinations thereof 1:or 
example, the method may be performed by token processor 
102 depicted in FIG. l. Flowchart 800 depicted in FIG. 8 is 
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merely illustrative of an embodiment of the present invention 
and is not intended to limit the scope of the present invention. 
Other variations, modifications, and alternatives are also 
v.-ithin the scope of the present invention. The method 
depicted in FIG. 8 may be adapted to work with different 
implementation constraints. 

As depicted in FIG. 8, processing may be initiated upon 
receiving a request to generate a new token (step 802). A 
unique identifier may then be generated to be associated with 

14 
record storing the previous uploaded version is set to the 
newly calculated identifier thereby creating a pointer from the 
record storing the previous version to the record storing the 
latest version. The last record in the linked list stores the latest 
version of the shared data. 

A token may then be used to access the latest version of the 
stored data. A token enables access to the first record in the 
linked list (i.e., the null record) and the metadata po inters may 
then be used to traverse the linked list of records to the last 

the token to be generated (step 804 ). The identifier generated 10 

in 804 is such that it can be used to identify and access the 
record storing the latest version of the shared data. The latest 
version data may then be accessed and decrypted using the 
encryption key from the token. shared data. In one embodimt:nt, ilie identilier may be calcu­

lated as the hash of a random stream of data generated by a 
random number generntor. Other techniques nwy also be used 
to gt:neratt: a unique identifier in 804. A tmiq_ue symmetric 
encryption key is also created Lok 1Jssociatcd with the token 
to be generntcd (step 806). 

A null record is then created !hut can be accessed using U1e 
unique identilicr generated in 804 (step 808). The null record 
may be a document th::it is crcated. Mctad1Jta is also stored li.,r 

In one embodiment a collection of data may be stored at the 
ickntificr by storing a list of document idcntiliers in the metlJ-

15 data of lht: original idt:mifit:r in the token instead of a linked 
list. For example, every lime a user wishes to share a new 
document, the dm:ument is encrypted using the encryption 
key on U1e lllkcn t1nd then H new document idcntilier is cal-
culatcd urcrc1Jted. The encrypted document is uplo1Jdcd Lo the 

20 location specified by the new idemifier. The new identifier is 
then added to the list of document identifiers stored in the the null record created in 808 (step 810). The metadata may 

comprise in.forma Lion pointing to the next version of the 
shared data. Jlor example. the metadata may comprise "next" 
information that may be used to point to a next version of the 
shared data. Since initi1Jlly there is nu shared dala stored. the 25 

met1Jdata of the identilier in the token. The identifiers in the 
collection can he encrypted using the encryption key in the 
token also. 

FIG. 9 is a simplified high-level flowchart 900 depicting a 
metadata "next" pointer of the null record is setto null. In one 
embodiment, the metadata is encrypted using the encryption 
key generated in 806 and the encrypted metadata is stored. 

One or more tokens (either digital or physical) are then 
generated, with each token comprising the unique identifier 
generated in 804 and the encryption key created in 806 (step 
812). As previously described, different techniques may be 
used for associating the identifier and encryption key infor­
mation with a token. Jlor example, a QR code may he created 
encoding the unique identifier and encryption key and the QR 
code may be associated ( e.g., printed) with each token ( digital 
or physical). f-'hysical tokens may he created in various forms 
including the examples depicted in FIGS. 7A and 7B. The 
tokens generated in 812 may then be distributed to a group of 
users \Vishing to share data. A user from the group may use the 
token to either load the data to be shared or to access the 
shared da La. 

The null record that is created acts a placeholder that may 
be used to store and access different versions of the shared 
d,1La. \\'hen sharcddat<1 is uplo1Jdcd fr,r the lirst time using the 
token (i.e., the first version of shared data), the first version is 
encrypted using Lhc encryption key from the token. TI1e 
encrypted first version of the shared data is stored in a newly 
creaLcd record. A new identifier is generated for the n(..'W 
record such tlmt the new record is accessible using the gen­
erated identilier. Mewdat,1 infonnaLionis store.xi for the newly 
created record. "lhe metadata information may be encrypted 
using the cncrypLion key associate.xi with the token. TI1e 
"next" pointer in the metadata associated with the null record 
is changed to point to the ne,v record. 'l his may be done in one 
embodiment by setting the "next" information in the meta­
data of the null record to the newly generated identifier for the 
new record. The new identifier thus provides a link or pointer 
to the new record. ·1he "next" pointer in the metadata associ­
ated with the new record is set to null. In this manner, a sort of 
linked list is created with the null record being the first node 
in the list and the uploaded version (which is the "latest" 
version) being stored in the record pointed to by the metadata 
of the null record. As newer versions of the shared data are 
uploaded., a new record is created for each new added version, 
a new identifier calculated for the newly created record, and 
the "next" information in the metadata associated with the 

method of using a token to upload data to he shared in an 
em hodiment where different versions of the shared data may 
be stored. The method depicted in I 'Ki. 9 may he performed 
by software modules ( code modules or instructions) executed 

30 by a processor. hardware modules. or combinations thereof. 
For example, the method may he performed hy token proces­
sor l 02 depicted in 111G. l. Flowchart 900 depicted in Fl(i-. 9 
is merely illustrative of an embodiment of the present inven­
tion and is not intended to limit the scope of the present 

35 invention. Other variations, modifications, and alternatives 
are also within the scope of the present invention. The method 
depicted in 1 ·1G. 9 may he adapted to work with different 
implementation constraints. 

As depicted in FIG. 9, inforn1ation may be received iden-
40 tifYing the data that is to be uploaded and made available as 

shared data ( step 902). lnfomiation is obtained from the token 
that is used Ji,.1r uplo1Jding the data (step 904). For example, the 
machine-readable code associated with the token may be read 
by a token reader in 904. An identifier and an encryption key 

45 is then dctem1ined from the infonnmion obtained from the 
token in 904 ( step 9 06). 

The d,1 La identified in 902 is encrypted using the encryption 
key determined in 906 to produce encrypted shared data (sl(..']J 
908). A new record is then create.xi and the encrypted daLa is 

50 stored in the1K·wly created record (step 910). The new record 
may be 1J document storing Lhe encryptc.xl shared d,1La. Anew 
unique identifier is then computed for the new record created 
in 910 (slep 912). In one embodiment, the unique idenLifier 
may he generated hy calculating a cryptographic hash of the 

55 encryptedcontcnts of the new record. The nevv record created 
in 910 is stored such that it can be accessed using the identifier 
computed in 912 (step 914). Metadata is stored for the new 
record (step 916) . 

f-'rocessing is then performed to upload the new record 
60 storing the encrypted nev,- shared data. A record correspond­

ing to the unique identifier determined in 906 (i.e., the iden­
tifierobtained from the token) is then accessed (step 918). ·1he 
record may be in the form of a document that is pointed to by 
the unique identifier. Metadata associated with the accessed 

65 record is read (step 920). In one embodiment the metadata 
may be encrypted and the encryption key detennined from the 
token in 906 may be used to decrypt the metadata. 



US 8,756,673 B2 
15 

A check is then made to see if the "next" information 
included in the accessed metadata is null or whether it points 
to another stored record (step 922). If the "next" pointer is 
nulL then it indicates that the last record in the linked list of 
records has been reached. This last record stores the last 
uploaded version of the shared data. If the "next" pointer is 
not null, then it indicates that the last record in the linked list 
has not been reached and the linked list of records is traversed 
until the last record is reached. 

16 
stored comprising "next" information and "prev" informa­
tion. The "next" is used for pointing to the next record in the 
record list and the "prev .. is used for pointing to the previous 
record in the list. The "next" infi.1nnation and the "prev" 
infomiation are set to null. 

rTG. I on depicts the list of records when a first version of 
shared data has been uploaded using a token comprising the 
san1e identifier and encryption key that was used to create the 
record in lOA. The first version is encrypted using the encryp-

10 tionkey read from the token.Anew record 1006 is created for 
storing the encrypted data. A new identifier (!Dl) is created 
for uew record 1006. Metadata 1008 is also slored for m::w 
record 1006. The "next" in metadata 1004 associated with 

Accordingly, if it is determined in 922 that the "next" 
infom1ation in the metadata is not null, then the record 
pointed lo by the "m:x!" pointer is m;cessed (step 924). In one 
embodiment, the "next" infonnation identifies an identifier 
that is used Lo idcnLiJy and access a record. Pruccssing then 
reverts lo 920 wherein metadata associated wilh lhe newly 15 

record 1002 is set to IDL thereby pointing Lo nc.,;.v rcconl 
1006. The "next" in metada!a 1008 associaled with new 
rcconl 1006 is set Lo null. The "prcv" in mct.1,lat.1 1008 is set accessed record is rc.1d. According to 922, a check is made Lo 

sec iJ lhc null pointer associaLcd wiLh the .1cccsscd mctad.1ta is 
sci lo null. In !his mmmcr, steps 920, 922, and 924 arc 
n..'])catcd until Lhc last record has been reached (i.e., a record 
wilh mctadala having the "next" infom1ation set Lo null). 

Once the last record has been reached, the "next" informa­
tion in the mct.1data associ.1tcd wiU1 Lhc las t record is updated 
to point to the new record created in 910 (step 926). This may 
be achieved by setting the "next" infi.1rmation ofthe meta data 

20 

Lo ID0, thereby pointing to the previous rcrnrd 1002 in the list 
o/"rc.,,_;ords. Record 1006 now stores U1c latcsl version oJthc 
shared datH uploaded using a token in encrypted Jom1. 

of the last accessed rcconl Lo the nc.,;.v identifier calculated in 25 

FIG. lOC dc.,']Jids the list oJrccords whcn.1 second version 
of shared data has been uploaded using a token. The second 
version is encrypted using the cnCl)'ption key read from the 
token. A new record ·1010 is created for storing the encrypted 
data . A new identifier (JD2) is created for new record 1010. 
Meta data 1012 is .1lso stored for new record 1010. TI1c "next" 
in metadata 1008 associated with record I 006 is set to 11)2, 912. In this way, the "next" information points to the new 

record. The "next" information in the metadata associated 
,11,·ith the newly created record is set to null (step 928) thereby 
indicating that it is now the last record in the linked list of 
records and stores the latest version of the data. The meta data 30 

thereby pointing to new record I 010. "lhe "next" in meta.data 
10"12 associated with new record 1010 is set to null. ·1he 
"prev" in metadata l 0 12 is set to II )l, thereby pointing to the 
previous record 1006 in the list ofrecords. Record 1010 now 
stores the latest version of the shared data uploaded using a associated with the record may he encrypted using the 

encryption key obtained from the token. Information identi­
fying a version may also be stored in the metadata associated 
,vith the nev.·ly created record. 

In the manner described above, anew record is created and 
added each time a new version of shared data is uploaded 
using a token comprising a particular identifier and encryp­
tion key. The uploads may be perfom1ed by different users. 
The uploads may be perfom1ed using the same token or 
different token ( all having the same identifier and encryption 
key). Those familiar with database operations and version 
control systems will recognize t.haL iL is important tlmt two 
diilerent users do not try to update the next pointer in the 
metadata of the same record simultaneously. In other words, 
both users may be tr)'ing Lo uploml a new version of a docu­
ment simultaneously and find the same null pointer and both 
dmngc the null poinLcr lo dilkrcnt idcnlilicrs at the s.1mc 
time. \Vhcn Lhis happens, the last user Lo wriLc the change 
wins and the first user's changes arc lost. There arc H number 
of ways well known in t11c art. Lo avoid such .1 collision includ­
ing alomic opcrnLions or write-locking. For instance, if the 
operation of testing for a null pointer and updating itto a new 
idcnLilicr value was an H Lomic opcrnLion that happened in one 
step then no two users could test and update simultaneously. 
ln one embodiment, multiple next pointers could be allowed 
in the linked list. 1 •:ven though this would allow the document 
versions to branch, this might be more acceptable than losing 
a document altogether. 

FIGS. lOA, Hin, and I 0C depict progression of a linked 
list of records as newer versions of shared data are uploaded 
using a token according to an embodiment of the present 
invention. As depicted in 1:I(i-. I0A, when a token is first 
created, an empty record 1002 may be created corresponding 
to the identifier (TD0) associated with the token. Tn some 
embodiments, record 1002 may not he empty but may hold 
infom1ation such as \Vhen the record was created, who created 
the record, etc. Metadata 1004 for empty record 1002 is also 

token in encrypted form. 
In this manner, multiple versions of shared data may be 

uploaded using tokens having the same identifier and encryp-
35 tion key. In one embodiment, infonnation identifying a par­

ticular version of shared data stored by a record may also be 
stored in the metadata associated with that record. 

A token may also be used to access the latest version of 
shared data. FIG. 11 is a simplified high-level flowchart 1100 

40 depicting a method of using a token to access the latest ver­
sion of shared data according to an embodiment of the present 
invention. TI1c mcLhod depicted in FIG. ll m.1y be performed 
by software modules ( code modules or instrnctions) executed 
by a processor, hardware modules, or combinations thereof. 

45 For cxampk, Lhc mcthodn1<1y be performed by token pruccs­
sor 102 depicted in FIG. I. Flowchart 1100 depicted in FIG. 
11 is merely illustrnLivc of m1 cmbudimelll oJ the present 
invention Hnd is noL inLcndcd to limit the scope of the present 
invention. Other variations, modifications, Hnd alternatives 

50 arc also within the scope of the present invent ion. TI1c method 
,kpictcd in FIG. 11 may be .1daptcd Lo work with dilkrcnt 
implementation constraints. 

As dL']Jictcd in FIG. 11. infonnation 1m1y be obLaincd from 
a token being used to access shared data (step 1102). An 

55 identifier and an encryption key arc determined from the 
information obtained in 1102 (step ll 04). A record corre­
sponding to the unique identifier determined in 1102 is 
accessed (step 1106 ). Metadata associated with the accessed 
record is read (step 1108). In one embodiment, the meta.data 

60 may he encrypted and the encryption key determined from the 
token in 1102 may be used to decrypt the metadata. 

A check is then made to see if the "next'" information 
included in the accessed metadata is null or whether it points 
to another stored record (step 1110). Tfthe "next" pointer is 

65 nulL then it indicates that the last record has been reached. 
This last record stores the last uploaded version of the shared 
data. If the "ne}.·f' pointer is not null, then it indicates that the 
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last record in the linked list has not been reached and the 
linked list of records is traversed until the last record is 
reached. Accordingly, if it is determined in 1110 that the 
"next" information in the metadata is not null, then the record 
pointed to by the "next'" pointer is accessed ( step 1112). In 
one embodiment, the "next" information identifies an identi­
fier that points to a record that is then accessed. Processing 
then reverts to step 1108 wherein metadata associated with 
the accessed record is read. According to 1110, a check is 
made to see if the null pointer associated with the accessed 
metadata is set to null. In this manner, steps 1108, 1110, and 
1112 are repealed until the last record has been reached (i.e., 
the "next" information in the metadata associated with the 
record is set lo null). 

18 
lJ ser interface input devices 1212 may include a keyboard, 

pointing devices such as a mouse, trackball, LOuchpad, or 
graphics tablet, a scmmcr, a barcodc scanner, a touchscreen 
incorporated into the display, audio input devices such as 
voice recognition systems, microphones, and other types of 
input devices. In general, use of the tcm1 "input device" is 
intended to include all possible types of devices and mecha­
nisms 1i..1r inputting in.formation LO data processing system 
1200.A user may perform tasks such as idcnti1)•ing data Lo be 

lO shared, generating request, etc. using input devices 1212. 

TI1e last record stores the latest version of the shared data in 15 

User interface output devices 1214 nwy include a display 
subsystem, a printer, a Jax nrnchinc. or non-visual displays 
such as audio output devices, etc. · 1 "he display subsystem may 
be a cathode ray Lube (CRT), a llal-p,mcl device such as a 
liquid crystal display (LCD), or a prcijcction device. In gen­
eral, use of the term "output device" is intended to include all 

encrypted fom1. TI1e encrypted ,1::ita from the last record is 
decrypted using the encryption key dctcm1incd in 1104 (step 
1114). The decrypted infommtion is then made ar.;r.;cssibk lo 
the token hokier wishing to access the infonnalion (step 
1116). 

1n the embodiments described above. the identifier infor­
mation stored in the metadata associa Led with a record may be 
encrypted using the encryption key associated ,vith a token. 
During processing, this information may be decrypted using 
the encryption key read from the token. In one embodiment, 
all encryptions may he performed using a symmetric key 
associated ,vith a token. The symmetric key may then he also 
used to perform all decryptions. 

Optionally, two token holders may agree upon a password 
and the password may be used as an additional layer of 
security. In this embodiment, in addition to the identifier and 
the encryption key. the password is also required in order to 
access shared data. 

FIG. 12 is a simplified block diagram of a data processing 
system 1200 that may be used to used to perform processing 
according to an embodiment of the present invention. For 
example, data processing system 1200 may serve as computer 
system 104 depicted in FIG. 1. As shown in FIG. 12, data 
processing system 1200 includes a processor 1202 that com­
municates with a number of subsystems via a bus subsystem 
1204. These subsystems may include a storage subsystem 
1206, comprising a memory subsystem 1208 and a file stor­
age subsystem 1210, user interface input devices 1212, user 
interface output devices 1214, and a network interface sub­
system 1216. 

Bus subsystem 1204 provides a mechanism for letting the 
various components and subsystems of computer system 
1200 commtmicalc with each other as intended.Although bus 
subsystem 1204 is shown schematically as a single bus, altcr­
mlivc embodiments of the bus subsystem may utilize mul­
tiple bu sscs. 

possible types of devices and mechanisms for outputting 
infom1ation from data processing system 1200. A digit;1l 

20 token may he displayed via an output device 12"14. 
Storage subsystem 1206 may be con1igurcd lo store the 

basic progranm1ing and d;1ta constructs that provide the func­
tionality of the present invention. Software (code modules or 
instmcti.ons) that when executed by a processor provide the 

25 fonctionality ofthcprcselll invention may be stored in storage 
subsystem ·1 206. These software modules or instructions may 
be executed by processor(s) 1202. Storage subsystem 1206 
may also provide a repository for storing data used in accor­
dance with the present invention. For example, digital tokens 

30 may be stored by storage subsystem 1206. Storage subsystem 
1206 may comprise memory subsystem 1208 and file/disk 
storage subsystem l2I0. 

Memory subsystem 1208 may include a number of memo­
ries including a main random access memory (RAM) 1218 

35 for storage of instrnctions and data during program execution 
and a read only memory (ROM) 1220 in which fixed instrnc­
tions are stored. 1.-ile storage subsystem 1210 provides per­
sistent (non-volatile) storage for program and data files, and 
may include a hard disk drive, a floppy disk drive along with 

40 associated removable media, a Compact Disk Read Only 
Memory (CD-ROM) drive, an optical drive, removable media 
cartridges, and other like storage media. 

Data processing system 1200 can be of various types 
including a personal computer, a portable computer, a work-

45 station, a network computer, a mainframe, a kiosk, or m1y 
other data processing system. Due to the ever-changing 
nature of computers and networks, the description of data 
processing system 1200 depicted in FIG. 12 is intended only 
as a specific example for purposes of illustrating the preferred 

50 embodiment of the computer system. Many other configurn­
Lions having more or fower components th~n the system 
depicted in FIG. 12 arc possible. Network interface subsystem 1216 provides an interface to 

other computer systems, networks, and devices. Network 
interface subsystem 1216 serves as an interface for receiving 
data from and transmitting data to other systems from data 55 

processing system 1200. l'or example, a digital token may be 
communicated to and from data processing system 1200 
using network interface subsystem 1216. Embodiments of 
network interface subsystem 1216 typically include an I ,:th­
ernet card, a modem (telephone, satellite, cable, ISl)N), 60 

(asynchronous) digital subscriber line (DST,) unit, Fire Wire 
interface, lJSH interface, and the like. For example, interface 
1216 may be coupled to a computer network, to a FireWire 
bus, or the like. In other embodiments, interfaces 1216 may be 
physically integrated on the motherboard of data processing 65 

system 1200, may be a software program such as soft DSL, or 

Although specific embodiments of the invention have been 
described. various modifications, alterations. alternative con­
structions, and equivalents arc also encompassed within the 
scope of the invention. ·111e described invention is not 
restricted to operation within certain specific data pmcessing 
environments, but is free to opernte within a plurality of data 
processing environments. Additionally, although the present 
invention has been described using a particular series of trans­
actions and steps, it should he apparent to those skilled in the 
art thatthe scope of the present invention is not limited to the 
described series of transactions and steps. 

Further, while the present invention has been described 
using a particular combination of hardware and software, it 
should be recognized that other combinations of hardware 
and software are also within the scope of the present inven-the like. 
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tion. The present invention may he implemented using hard­
ware, software, or combinations thereof. 

The specification and drawings are, accordingly, to he 
regarded in an illustrative rather than a restrictive sense. It 
will, however, be evident that additions, subtractions, dele­
tions, and other modifications and changes may he made 
thereunto without departing from the broader spirit and scope 
of the invention as set forth in the claim. 

What is claimed is: 
l. A method of sharing data, the method comprising: 
generating a first physical token and a second physical 

token, each of the lirsl and !he second physical tokens 
comprising an identifier and an encryption key, wherein 
the identifier is associa Led with a location for storing 
t:ncryp!t:d dala, 

al1cr generating lhc first aml lhc second physical tokens, 
receiving, by one of one or more computer systems, 
informalion identifying dala lo be shared; 

10 

15 

receiving, by the one of the one or more computer systems, 
infi..1rnu1lion rem! from the first physical token, lhc inli.n- 20 

nrntion comprising the identifier and the encryption key; 
cncrypLing, by the one of the one or more computer sys­

tems, the data to he shared using the encryption key read 
from the first physical token to genernte encrypted data; 

causing, by the one ol"thc one or more computer systems, 25 

the encrypted data to he stored using the identifier; 
obtaining the identifier and encryption key from the second 

physical token; 
accessing the encrypted data using the identifier obtained 

from the second physical token: 
decrypting the encrypted data using the encryption key 

obtained from the second physical token to produce 
decrypted data; and 

enabling access to the decrypted data. 

30 

2. The method of claim 1 farther comprising generating the 35 

identifier, wherein generating the identifier comprises: 
determining the location for storing encrypted data; and 
generating the identifier based upon the location for storing 

encrypted data. 
3. The method of claim 1 wherein generating the first 40 

physical token and the second physical token comprises: 
generating a machinc-rc;1dabk code encoding the identi-

fier and the encryption key; and 
associating the machine-readable code with the first physi­

cal token and the second physical Loken. 45 

20 
causing, hy the one of the one or more computer systems, 

the encrypted daLa to be stored such lluil the encrypted 
d:Ha is accessible using the identilicr; 

obtaining information from a second physical token hy 
reading machine rc;1dable infurnu1Lion disposed un the 
second physical token, ll1c second physical Loken com­
prising the identifier and the encryption key; 

detern1ining the identifier and encryption key from the 
infornu1Lion obtained from the second physical Loken; 

accessing the encrypted data using the identifier deter­
mined from ll1c infom1ation obtained from the second 
physical token; 

decrypting the encrypted data using the encryption key 
dcLcrmincd from the inforn1ation obtained from the scc­
oml physical Loken Lo produce dccryptlXI data; and 

enabling access to the decrypted data, 
wherein the firsL physical Loken and the second physical 

token arc generated prior to rccL:iving the data. 
7. A system of sharing data, the system comprising: 
a memory configured lo store data lo be shared; and 
one or more processors configured to: 

cause generation of a first physical token and a second 
physical token, each of the first physical token and the 
second physical Loken comprising an idcntilicr and an 
encryption key, wherein the identifier is associated 
with a location for storing encrypted data; 

receive information identifying the data to he shared; 
receive infi1rmation read from the first physical token: 
encrypt the data to be shared using the encryption key read 

from the first physical token to generate encrypted data: 
cause the encrypted data to be stored in the memory at a 

memory location accessible using the identifier read 
from the first physical token; 

obtain the identifier and encryption key from the second 
physical token by analyzing information encoded in a 
machine-readable code disposed on the second physical 
token; 

access the encrypted data using the identifier obtained from 
the second physical token; 

decrypt the encrypted data using the encryption key 
ubtaim:d from Lhc second physical tokcn Lo produce 
decrypted data; and 

enable access to the decrypted data; 
wherein ll1c first and ll1c second physical Lokcns arc gen­

erated prior to the processor receiving the information 
identifying the daLa Lo be shared. 

4. The method of claim 1 wherein at least one of the first 
physical token ur the second physical token comprises a 
machinc-rc;1dabk code encoding the idcntilicr and the 
encryption key. 

5. TI1c met.hod of claim 1 wherein generating the first 
physical LOkcn and the second physical token comprises prim­
ing the first physical token and the second physical token on 

8. The system of claim 7 wherein at least one of ll1c first 
physical token or the second physical LOkcn comprises a 

50 1m1chinc-rcadable wdc encoding the identifier and the 
encryption key. 

9. Thc system of claim 7 further comprising a printer con­
figured to print the first physical Loken and the second physi­
cal token on a single physical medium, wherein the single 

a single physical medium, wherein the single physical 
medium enables a token printed on the single physical 
medium to be physically separated from other tokens printed 
on the single physical medium. 

55 physical medium cllilblcs the first physical token printed on 
the single physical medium to be physically separated from 
the second physical token printed on the single physical 
medium. 

6. A method of sharing. data, the method comprising: 
receiving, by one of one or more computer systems, an 

encryption key and an identifier. wherein the encryption 
key and the identifierare read from a first physical token, 60 

and the identifier is associated with a location for storing 
encrypted data; 

receiving, by the one of the one or more computer systems, 
data to he shared; 

encrypting, hy the one of the one or more computer sys- 65 

terns, the data using the encryption key to produce 
encrypted data; and 

·10. A method comprising: 
generating a first physical token and a second physical 

token, each of the first and the second physical tokens 
comprising machine readable information, the machine 
readable infonnation including an identifier and an 
encryption key, wherein the identifier is associated with 
a location for storing encrypted data; 

receiving, by one of one or more computer systems, infor­
mation identifying data to be shared; 
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reading. hy the one nfthe one or more computer systems. 
the machine readable information from the first physical 
token; 

determining, hy the one of the one or more computer sys­
tems, the identifier and the encryption key from the 
machine readable information read from the first physi­
cal token; 

encrypting, by the one of the one or more computer sys­
tems, the data using the encryption key to generate 
encrypted data; 10 

causing, by the one of the one or more computer systems, 
slornge of the encrypted data at a location speci1ie<l by 
the identifier: 

obtaining the i<lcnti1icr and cncryp lion key from the second 
physical token by analyzing the machine n~adable infor- 15 

nrnLion from Lhc second physical token; 
accessing the encrypted d11w using Lhc idcntilier obtained 

from the sl--cond physical token: 
dccrypling the encrypted data using the encryption key 

obtained from the second physical Loken Lo produce 20 

decrypted data; and 
enabling access to the decrypted data, 
wherein the first and the second physical tokens are gen­

ernted prior to receiving the information identitYing the 
daLa. 25 
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