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=7 ABSTRACT

Techniques for sharing data between users in a manner that
maintains anonymity ol the users. Tokens are generated and
provided to users for sharing data. A token comprises infor-
malion cncoding an identificr and an encryplion key, A user
may use a loken o vpload dala that is 1o be shaned. The data
Lo be shared s encrypled using the encryplion key associated
wilh the token snd the encrypled daty is stored such that il can
be aceessed using the identilier associated with the woken. A
user may then use a token W aceess (he shared data, The
idenltilier associated wilh the token being vsed o aceess the
shared data is used to access the data and the encryption key
associaled with the wken is used o deerypl the data. Data is
shared anonymously without revealing the identity of the
users using the tokens.
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1
TECHNIQULS IFOR SITARING DATA

BACKGROUND OF THE INVENTION

‘The present invention relates to data sharing, and more
particularly 1o techniques lor shanng data between moltiple
users in an anonymous and simple manner.

‘There are times when it is convenient for two people to
arrange 4 [uture, secure (and perhaps anonymous) exchange
ofdata. Several conventional techniques may be used for data
exchange such as storing the data on a portable memory
medium (e.g..a CT}, amemory stick) and sending the memory
medium to one or more people using mail, attaching an
encrypted data file to an email and communicating the email
to the intended recipients, uploading secure data to an ftp site,
to name a few. llowever, each of the existing techniques is
deficient in one way or another. Either it is not anonymous,
requires a non-trivial exchange of detailed information, or
requires some setup effort in advance of the exchange.

In light of the above, simplified techniques are desired that 2

ernuble exchunge ol dala between users wherein the anonym-
ity of the users is maintained.

BRILL SUMMARY Ol TTIL INVENTION

limbodiments of the present invention provide techniques
for sharing data between users in a manner that maintains
anonymity of the nsers. 'lokens are generated and provided to
users tor sharing data. A token comprises information encod-
ing an identifier and an encryption Kev. A user mayv use atoken
to upload data that is to be shared. 'The data to he shared is
encrypted using the encryption key associated with the token
and the encrypted data is stored such that it can be accessed
using the identifier associated with the token. A nser may then
use a token to access the shared data. The identifier associated
with the token being used to access the shared data is used to
access the data and the encryption key associated with the
token is used to decrypt the data. Data is shared anonymously
without revealing the identity of the users usig the tokens.

According to an embodiment of the present invention,
techniques are provided for sharing data. In one embodinient,
an identilier is generated, wherein the identifier 1s usable o
access data to be shared. An encryption key is generated that
can be used for encrypting data to be shared. A set of one or
more lokens is generdted, cach token in the sel comprising the
identifier and the encryption key, wherein a token from the set
ol1okens enables storing data such that the data is accessible
using any loken [rom the set ol tokens. In one embodiment, as
parl ol generating the identilicr, a storage location may be

determined [or storing the data 1o be shared and the identilier s

may be generated based vpon the storage location. In one
cmbodiment, a machine-readable-code may be generated
enceding the identifier and the encryption key and the
machine-readable code is associated with each token in the
sct of tokens,

A tolken from the generated set may then be used to nplead
information to be shared. In one embodiment, an identifier
and encryption key tfrom a first token in the set of tokens.
[nformation may also be received identifying first data to be
shared. 'The first data is encrypted nsing the encryption key
obtained from the first token to produce encrypted first data
and the first encrypted data is stored such that the encrypted
first data is accessible using the identifier.

A token from the set of tokens may also be used to access
the shared data. [n one embodiment, an identifier and encryp-
tion kev is obtained from a token in the set of tokens that is
presented for accessing the shared data. The encrypted first
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data is accessed using, the identifier obtained from the token.
The encrvpted first data is then decrypted using the encryp-
tion key obtained from the token to produce decrypted first
data. Access to the decrypted first data is enabled. [n this
manner, a token holder may vse a token to access the shared
data.

The tokens that are generated and used may be digital
(electronic) tokens or physical tokens. A physical token may
be generated by printing the token on a physical medium. In
one embodiment, a set of tokens may be generated by printing
the set of tokens on a physical medium, wherein the physical
medium enables a token printed on the physical mediwn o be
phyvsically separated from other tokens printed on the physi-
cal medivm.

According to another embodiment ol the present invenlion,
Lechnigues are provided [or sharing data. In one embodiment,
inlormation is received identilving (irst data (o be shared. An
identifier and an eneryplion key are generaied, The lirst data
1s enervpled using the encryplion key o produce eneryvpled
first data. The cnervpled [irst data s stored such that the
encrypted tirst data is accessible using the identifier. A set of
one or more lokens 1s generated, cach weken in the sel com-
prising the identifier and the encryption key. A penerated
token may then be vsed to access the shared data. In one
embodiment, a lirst loken may be presenled [or accessing
shared data. Information may be obtained from the first token.
An identifier and encryption key may be determined from the
information obtained from the first token. The encrypted first
data may be accessed using the identifier obtained trom the
first token and decrypted using the encryption kev obtained
from the first token to produce decrypted first data. Access to
the decrypted first data may be enabled.

According to an embodiment of the present invention,
different versions of the shared data may be stored and
accessed. In one embodiment, a first record may be stored
having first metadata associated with it. A first identifier may
be generated. wherein the first record is accessible using the
first identifier. An encryption kev may be penerated, wherein
the encrvption key is usable for encrypting data to be shared.
A set of one or more tokens may be generated, each token in
the set comprising the first identifier and the encryption key,
wherein 4 loken Trom the set ol tokens enables storing data
such that the stored data is accessible using any token from
the set of tokens.

A loken may then be vsed (o store versions of data Lo be
shared. In one embodiment, a first identifier and the encryp-
tion key s oblained rom o woken [rom the set ol tokens.
Inlormation 1s received identi [ying first data 1o be shared. The
[irst data is cocrypled using the encrvption key 1o produce
encrvpled lirst data, The enervpled [irst data is stored in 4
second record, wherein second meladata 1s associaled with
the second record. A second identifier is generated wherein
the second recond is accessible using the second identificr.
The second identifier is stored in the first metadata associated
with the first record. The sccond metadata may be cncrvpted
using the encryption key obtained from the token.

The shared data may then be accessed nsing a token. In one
embadiment, a first identifier and encryption key are obtained
from a token in the set of tokens. The first record is accessed
using the first identifier. The second identifier is determined
from the first metadata associated with the first record. The
second record is accessed using the second identifier. The
encrypted first data in the second record is decrypted using the
encryption key to produce decrypted first data. Access to the
decrypted first data is enabled.

A token may also be used to store another version of data to
be shared. In one embodiment, the first identifier and the
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encryption key are obtained from a token used for uploading
the data o be shared. Inlormation is received identilving
secomd data. The second data s enerypled using the eneryp-
tion key to produce encrypted second data. The encrypted
secondd data is stored in g third record, wherein third metadata
18 associaled with the third record. A third identilicr is gencr-
ated wherein the third record is accessible using the third
identifier. The third identifier is slored in the second metadala
associgled with the second recornd.

A token may be used to access the last uploaded shared
data. In one embodiment, the lirst identilier and the eneryp-
{ion key arc obtained from a woken in the set of wkens. The
first record is accessed using the first identifier. 'I'he second
identifier is defermined [rom the [rst metadata sssocialed
with the [irst record. The second record is aceessed using the
second identifier. T'he third identifier is determined from the
second metadata associated with the second record. The third
record 1s decessed using the third identilier. The eneryvpled

second data in the third record is decrypted using the encryp- >

tion key to produce decrypled sccond dala, Aceess 1o the
decrypled second data is enabled.

‘The foregoing, together with other features, embodiments,
and advuntages ol the present invention, will become more
apparenl when relering o the ollowing specilication,
claims, and accompanyimg drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a simplificd bleck disgram of a system lor gen- 3

craling and using lokens yecording o an embodiment of the
present invention;

FIG. 2 is a simplilicd high-level lowcharl depicling a
method of generating a token accarding to an embodiment of
the present invention;

FIG. 3 is a simplilied high-level [lowchart depicling a
method ef generating a token without identitying the datathat
is to be shared using the token according to an embodiment of
the present invenlion;

I'IGG. 4 is a simplified high-level flowchart depicting a
method of using a previously generated token to share data
according 1o an embodiment of the present mvention;

I'l3. 5§ is a simplified high-level flowchart depicting a
nmethod of using a generated token to access shared data
according to an embodiment of the present imvention;

I'IG3. 6 depicts a simplified block diagram of varions mod-
ules of a token processor according to an embodiment of the
present invention;

I'1GGS. 7A and 713 depict examples of tokens that may be 3

generated according to embodiments ofthe present invention;
FIG. 8 is a simplified high-level flowchart depicting a

method of generating a token to share data in an embodiment

where different versions of the shared data mav be stored;

FIG. 9 is a simplified high-level flowchart depicting a -

method of using a token to upload data to be shared in an
embodiment where different versions of the shared data may
be stored,

IIGS. 10A, 1013, and 10 depict progression of a linked
list of records as newer versions of shared data are uploaded
using o loken according 1o an embaodiment ol the present
invention;

FIG. 11 is a simplified high-level flowchart depicting a
method ol using a wken w aceess the latest version ol shared
data according to an embodiment of the present invention;
and

>
[==]

40

43

=

4
I'I(3. 12 is a simplified block diagram of a data processing,
system thal may be used lo used (o perlorm processing
according 1o an embodiment ol the present invention.

DETAILED DESCRIPTION OF THE INVENTION

In the following description, for the purposes of explana-
tion, specific details are set forth in order to provide a thor-
ough understanding of the invention. However, it will be
apparent that the invention may be practiced without these
specific details.

Embodiments of the present invention provide lechnigues
for sharing data between multiple users in a manner that
maintains anonymily ol the users. According (o an cmbaodi-
menl of the present invention, ong or more lokens are gener-
ated that lacilitate the shanng of data. FIG. 1 is a simplilied
block diagrum ol 2 system 100 lor generaling and using
lokens according Lo un embodiment ol the present invenlion.
System 100 depicted in FIG. 1 is merely illustrative of an
embodiment ol the present invention and does not limil the
scope of the invention as recited in the claims. One of ordinary
skill in the art would recognize other vanations, modilica-
tions, and alternatives.

As depicted in I'1(5. 1, svstem 100 comprises a token pro-
cegsor 102 that lacilitales generalion and uvse ol okens
according to an embodiment of the present invention. "loken
processor 102 may be implemented in software (code or
instructions execnted by a processor), hardware, or combina-
tions. or example, as depicted in I'I(3. 1, token processor 102
may be an application executing on 2 conmiputer svstem 104,
‘The software code or instructions ot modole 102 may be
execnted by a processor of system 104.

Token processor 102 is configured to generate tokens
according to the teachings of the present invention. The
tokens may be generated in response to requests received by
token processor 102 from users to generate one or more
tokens. In one embodiment, a nser may request a new token to
be generated and also at the same time identify the data that is
to be shared using the token. In response, token processor 102
is configured to perform processing that generates the token.
FIG. 2 is a simplified high-level flowchart 200 depicting a
method ol generaling o wken secording (0 an embodiment of
the present invention. The method depicted in FIG. 2 may be
performed by software modules {code modules or instruc-
Lions ) exeeuted by u processor, hardware modules, or combi-
nations thereof. For example, the method may be performed
by wken processor 102 depicted in FIG. 1. Flowchart 200
depicted in FIG. 2 1s merely illusirative ol an embodiment off
the present invention and is not intended w limit the scope of
the present mvention. Other varations, modiflications, and
allematives are ylso within the scope ol the present invention.,
‘The methoed depicted in FIG. 2 may be adapted to work with
dillerent implementation constraints.

Processing may be initiated upon receiving a signal to
generate a new token (step 202). Along with a request to
generate a new token, information is also received identifying,
the data that is to be shared using the new token to he gener-
ated (step 204). Token processor 102 may provide vser inter-
faces that enable a user to request generation of a new token
and also to identify the data that is to be shared.

A storage location for storing the data to be shared is then
determined {step 206). [t'the storage location does notalready
existthen a storage location may be created as part of 206. For
example, as depicted in FI(3. 1, a storage location 106 may be
determined for storing the data to be shared. The storage
location may be local to computer system 104 or may be
remote to computer svstem 104.
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Anidentifier is then generated for the tolen to be generated
(step 208). The generated identifier is such that it can be used
to access the shared data from the storage location identified
in 206. The identifier may encapsulate intormation that may
be used to determine the storage location where the shared
data is stored (i.e.. the storage location determined in 206)and
also the data stored at that storage location. Examples of an
identifier include a pointer or reference to the storage loca-
tion, an index to the storage location, a URL, and the like. In
one embodiment, a globally unique identifier is generated.
Various different techniques such as calculating a cryvpto-
graphic hash ol the daly, ele. may be used o generale the
unique identifier. For example, in one embodiment, the
shared data may be enerypled and stored as a document in the
storage locution, and the identilier that is generated is a glo-
bally unique identilier that identifies the document including
ils slorage location.

A unique cneryplion key is then generated/identilied [or
the token w be generated (slep 210). In one embodiment, the

eneryvplion key is a syvmmelric encryplion key which can be 2

used to encrypt data and also to decrypt the encrypted data.
The data identified in 204 is then encrypled using the encryp-
tion key determined in 210 to produce encrypted data (step
212). Various different encryption technologies mayv be used
[or encrvpling the data, The enervpled data generated in 212
is then stored to the storage location identified in 206 (step
214).

One or more token are generated (step 216). llach gener-
ated token comprises information including the identifier
generated in 208 and the encry ption key generated in 210 that
is used to encrypt the shared data. Different techniques may
be used to associate the identifier and the encryption key with
the penerated token. In one embodiment, the identifier and the
encryption key may be printed on the token. In another
embodiment, the identifier and the encrvption key may be
encoded in a machine-readable code that is printed on the
generated token. |xamples ot machine-readable codes that
may be used to encode the information include barcodes such
as a QR code, glyphs, and the like. In one embodiment, the
identifier and encryption kev may be encoded into two sepa-
rate machine-readable codes, for example, two separate bar-
codes, The foken may then comprise the 1wo separale bar-
codes.

The token penerated in 216 mayv be a digitat (electronic)
token or d physical (oken, For example, as depicled in FIG. 1,
token processor 102 may generate a digital token 108 that
may be stored in a memory of compuler system 104, Digital
token 108 may be un image comprising inlormation encoding
the identificr and the encrvption key, Digital wken 108 may

be cleclronically conmunicated (e.g., cmail) and may be 3

displavable on an outpul device such ds o screen, monilor,
visual display, ctc. A physical taken may be generated using
4 physical medium such as paper, card, plastic, eic. For
example, in system 100 depicted in I'l(r. 1, a physical token

110 may be generated using a printer 112, Teken processor

102 may be contigured to send token-related information to
printer 112 which may then generate physical token 110 by
printing the information on a physical medium such as paper,
card, plastic, etc. (One or more physical tokens may be gen-
erated.

Tn the processing depicted in FI1G. 2 and described above,
the data to be shared was identified along with the request to
generate a token. Tn alternative embodiments, tokens may be
generated without knowledge of the data to be shared. For
example, a token may be generated withont the data to bhe
shared being identified. The data to be shared may not even be
created or availablte at the time of penerating a token that is to
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be used for sharing the data. A previously generated (pre-
generated) token may then subsequently be used to store the
data to be shared.

IIG. 3 is a simplified high-level flowchart 300 depicting a
method of generating atoken without identifving the data that
1s to be shared using the token according to an embediment of
the present invention. The method depicted in FIG. 3 may be
performed by software modules {code modules or instruc-
tions) executed by a processor, hardware modules, or combi-
nations thereof. For example, the method may be performed
by token processor 102 depicted in FIG. 1. Flowchart 300
depicied in FIG. 3 is merely illusiralive ol an embodiment of
the present invention and is not intended to limit the scope of
the present mvention, Other variations, modiflications, and
allernatives are ulso within the scope ol the present invention.
The methad depicted in FIG. 3 may be adapiad 1o work with
dillerent implementation constrainls.

Processing muy be initaled upon receiving a signal o
generale @ new loken (step 302). A storage location is then
determined (step 304). The storage location delermined in
304 represents the location where data to be shared using the
loken being generated will be stored. 11 the storuge location
does not already exist then a storage location may he created
as part of 304, [n this manner, a memory location is identified
lor data storage. The storuge location may be local lo com-
puter system 104 or in some remote location.

Anidentifier is then generated for the token to be generated
(step 306). The generated identifier is such that it can be used
to locate the shared data from the storage location determined
in 304, Examples of an identifier include a pointer or refer-
ence to the storage location, an index to the storage location,
a U141, and the lke. In one embodiment, a unique identitier is
generated. Various different techniques such as calculating a
cryptographic hash, ete. may be nsed to generate the unique
identifier.

A unique encrvption key is then created for the token to be
generated (step 308). [n one embodiment, the encryption key
i8 a symnietric encrvption kev which can be used to encrvpt
data and also to decrypt the encrvpted data.

One or more tokens are then generated (step 310). Each
generated token comprises information including the identi-
{ier generated i 306 and the encryplion key delermined in
308 that will be used 1o encrypt the data being shared. Dit-
ferent techniques may be used to associate the identifier and
the eneryplion key with the loken such as printing the iden-
tifier and the encryption key on the token, encoding the iden-
tilier and the encryption key in a machine-readable code that
is printed on the generaled woken, und the like. A token gen-
craled in 310 may be a digiw] (electronic) (oken or a physical
loken.,

As described above, a (oken may be gencraled even prior o
the data te be shared being identified. A previously generated
loken (either digital or physical) may then subsequently be
used to encrypt and store the data to be shared. I'l(r. 4 is a
sitnplificd high-level flowchart 400 depicting a method of
using a previonsly generated token to share data according to
anembodiment of the presentinvention. The method depicted
in I'[{z. 4 may be perforined by software modules (cede
modules or instructions) executed by a processor, hardware
modules, or combinations thereof. I'or example, the method
may be performed by token processor 102 depicted in FTG. 1.
I"lewchart 400 depicted in I'I{1. 4 is merely illnstrative of an
embodiment of the present invention and is not intended to
limit the scope of the present invention. (Jther variations,
modifications, and alternatives are also withinthe scope of the
present invention. The method depicted in FIG. 4 may be
adapted to work with different implementation constraints.
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As depicted in I'I(r. 4, processing may be initiated npon
receiving a request to share data using a previously penerated
token (step 402). For example, token processor 102 depicted
in VIG5 1 may receive a signal from a user that data is to be
shared using a previously generated token. Information may
be received identifying the data thatis to be shared (step 404).
As previously indicated, token processor 102 may provide
interfaces that enable a user to specify the data to be shared.

Information is then obtained from the previously generated
token that is to be used for sharing the data (step 406). Various
different techniques may be used for obtaining mformation
[rom the previously generated token. In one embodiment, as
depicted in FIG. 1, a token reader 114 may be provided that is
conligured (o oblain the inlormation [rom a previously gen-
erated token 116 presented to reader 114, Token 116 may be
4 digilal or physical token. The inlormation obtained [rom
token 116 includes the identilier und the encryplion key asso-
clated with the oken,

Token reader 114 may be capable ol oblaning imformation

[tom a physical token or a digital token. Inthe cuse ola digilal 2

tolcen, token reader 114 may be contigured to capture infor-
malion [fom a digital wken displayed on a display such as a
screen, monitor, a visual display, etc. In one embodiment,
image precessing or optical character recognition techniques
may b used 1o oblain mlormation from a digital token. In the
case of aphysical token, reader 114 may be configured to read
information  from the physical token. As previously
described, in one embodiment, the identifier and encryption
key may be encoded in a machine-readable code that is asso-
ciated with a digital or physical token. In this embodiment,
token reader 114 may be a barcode reader that is configured to
scan and read the machine-readable code printed on the
physical token.

An identifier and an encryption key are then determined
from the information obtained from the token in 406 (step
408). The encryption key may be a symuetric encryption key,

‘The data identified in 404 is then encrypted using the
encryption key determined in 408 to produce encrypted data
(step 410). The encrvpted data generated in 410 is then stored
to the storage location corresponding to the identifier deter-
mined in 408 (step 412 ) such that the identifier may beused to
retrieve the stored data, In this manner, a pre-generated loken
may be used to encrypt and load information to a storage
location from where it can be accessed by one or more usets.
The daty stored in the storage location is then available lor
access by other users with whom data is to be shared using a
token that has the same identilicr and the same eneryplion key
as the token that was used o upload the shared data.

A token that is generated, as deseribed above, may atso be

usied 1o access the shared mlormation. FIG. 8 is a simplilicd s

high-level llowchart $00 depicting a method of using a gen-
crated token to access shared data according to an embodi-
ment ¢l the present invention. The method depicted in F1G. 5
may be performed by software modules (code modules or

instructions) excented by a processor, hardware modules, ot

combinations thereof. I'or example, the method may be per-
formed by token processor 102 depicted in I'I{+. 1. I'lowchart
500 depicted in U'l(r. 5 is merely illustrative of an embodiment
of the present invention and is not intended to limit the scope
of the present invention. Other variations, modifications, and
alternatives are also within the scope of the present invention.
‘The method depicted in I'I{+. 5§ may be adapted to work with
different implementation constraints.

As depicted in FIG. 5, processing may be initiated upon
receiving a request to access shared information correspond-
ing to a token (step 502). In 502, a user wishing to access
information using a token may present a token (either digital
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or physical) to a token reader such as token reader 114
depicted in FIG. 1. Information is then obtained from the
presented token (step 504). The information obtained from
the token inclndes information identifying an identifier and
an encryption key associated with the token. The identifier
and the encryption key associated with the token is then
determined from the information obtained from the token in
504 (step 506). Data identified by the identifier determined in
506 is then accessed (step S08). As previously described, the
identifier may be used to determine a storage location and the
data at that storage location. The accessed data is typically in
encrypled lorm. The encrypled data accessed [rom the stor-
age tocation in 508 is then decrypted using the encrvption key
determined in 506 [rom the token (step 510). The decrypled
dila is then made accessible w the wken holder (step §12). In
this manner, 4 loken may be used w gain access 1o data that
has been encrypled and stored lor sharing,

As previously deseribed, sccording lo sn crabodiment of
the present invention, token processor 102 [acilitales genera-
tion and use ol lokens, Token processor 102 may comprise
several modules to perforin the various tasks involved in
generating und using lokens. FIG. ¢ depicts a simplilied block
diagram of various modules of token processor 102 according,
to an embodiment of the present invention. As depicted in
FIG. 6, token processor 102 may comprise 4 user inlerlace
module 602, an identifier processor madule 604, an encryp-
tion/decryption module 606, a token information capture
module 608, and a token generator module 610. The modules
may be implemented in software (code or instructions
executed by a processor), hardware, or combinations thereof,

User interface module 6012 enables a user to interact with
token pracessor 102, 'or example, user interface maodule 6402
may provide interfaces that enable a user to request genera-
tion of new tokens, specity/identify information that is to be
shared, request uploading of information to be shared using a
token, request access to the shared information using a token,
etc.

Token information capture module 608 may be configured
to perform tasks related to capturing information from tokens
and determining the identifier and encrvption key informa-
tion from the captured information. Token information cap-
wre module 608 may interlace withy token reader and reccive
information captured by the token reader.

Identifier processor module 604 may be configured to pet-
lorm fusks reluled o storing snd accessing daty [rom the
storage location, These tasks may comprise determining or
crealing a storage location [or sloring data, generating an
identiflier lor the stormge location, delermining o stotage loca-
tion corresponding 10 4 given identificr, storing data 1o the
slorage location corresponding 1o un identilicr, and accessing
data [rom the storage location given an identificr.,

Encryption/decryption module 606 may be configured to
perlorm encryplion and decryplion-related tasks. These tusks
may comprise determining/generating an encryption key to
be associated with a token, cucrypting the data to be shared
using an encryption key, and decrypting encrypted data nsing,
an encryption key.

Token generator modute 610 may he configured to perfarm
tasks related to creation of digital or physical tokens. These
tasks may comprise encoding the identifier and encryption
key information in a machine-readable code and associating
the code with a token, generating a digital token, generating a
phyvsical token using the services of a device such as a printer,
etc.

As described above, tokens may be nsed to share data
between a group of users. For example, a set of tokens may be
generated in order to enable data sharing where each token in
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the set comprises the same identifier and the same encryption
kev. The data to be shared may or may not be identified at the
time the tokens are generated. The generated tokens may then
be distributed to a proup ot users who wish to share data. Any
user from the group may subsequently use his’her token to
share data with others in the group. As described above, by
using the token, the data to be shared by the user is encrvpted
using the encrvption kev associated with his/her token and
stored in a storage location corresponding to the identifier
associated with his/her token. Since the tokens distributed to
the other members of the group also contain the same identi-
lier as the identilier that was used Lo store the data, any ol he
users in the group may use their tokens to access the shared
data [rom the storage location, as deserihed above, Furher,
sinee the encryplion key associaled wilh each distribuled
token is also the same and is @ symmetric encryplion key, the
cneryplion key may be used o decrypl the shared data. In this
manner, dals may be shared among members of the group.
For example, a set ol okens may be generated [or a con-

[erence, cuch wken having the sume identifier and synmmetric 2

encryption kev asseciated with it. The set of tokens may then
be disinbuted 1o attendees ol the conlerence o enable them Lo
share data amongst themselves. Any attendee may subse-
quently use his/her token to eucrypt and vpload data o the
slorage localion corresponding o the identilier associaled
with the distributed wkens. Attendees may also access the
data trom the storage location using their tokens.

‘The data to be shared may alse be identified when the
tokens are generated and the data is encrypted using the
encrvption kev (typically a syminetric encryption kev) asso-
ciated with the tokens and stored in a storage location corre-
sponding to an identifier associated with the tokens. The
generated tokens may then be distributed to a group of users
who may then access the shared data using the tokens. Any of
the users in the group mayv also load data to the storage
location using the user’s token and the data can then be
accessed by other users who have tolens with the same iden-
tifier and the encryption key. In this manner, the tokens enabte
sharing of data between the users. Using the conference as an
example, a presenter at the conference may, prior to the con-
ference, identify data that is to be shared with attendees at the
conlerence and gencerale g set ol wkens, cach with the same
encryption kev and identifier used to store the data to be
shared by the presenter. The set of tokens may subsequently
be distrbuted 1o altendees ol the conlerence. Any allendee
may subsequently use his/her token to access the data stored
al the slorage location. Any atlendee may also encrypl and
upload data w ihe storage location using the attendee’s wken.
[n this manner, the data is shared belween the attendees and
the presenier.

The creation ol a token creates a storage location where
data can be stared and subsequently accessed. 'The storage
location s like a “drop box™ where encrypled dats may be
stored or deposited and from which the encrypted data may be

accessed. The identificr associated with a token may be used

to identify the location of the “drop box™. The encryption key
associated with the token is sort of like the “key” to the drop
hox, where the key enables data to be “locked™ (encrypted) in
the drop box and also to nnlock (decrypt) the data from the
drop box.

Tokens. as described above, do not comprise any informa-
tion about the users sharing the data. 'The identifier and
encryption key associated with a token do not reveal anything
about the identity of the users of the token. Accordingly,
tokens enable data to be secarely shared while maintaining
the anonvmity of the users of the token. Users in a group that
have tokens with the same identifier and encryption key need
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not even know each other in order to share data. A user
aceessing the shared data may nol know who uploaded the
shared data. Tokens thus cnable data 1o be shured anony-
mously among non-trusted third parties.

By providing a set olidentical wokens 1o a group ol users, all
the users have access 1o the sume identifier and the same
encryption key. ‘The identifier provides a peinter to the
enervpled shared data and may he vsed 1o locate and identily
the shared data and the encryplion key may be used o encrypl
and decrypt the shared data. The combination of the identifier
and the encryption key allows users in the group o depaosil
and retrieve cocrypled inlormation anonymously, with mini-
mal advance preparation.

Preflerahly, the identilier is globally unique and not guess-
ahle. Also, prelerahly, the wdentifier and the encryplion key
associated with a set of tokens is not stored in any other
location but in the tokens themselves. Accordingly, only
someone with aceess 1o a loken can upload data 1o be shured
to the storage location corresponding to the identifier associ-
ated with the token. Further, only someone with decess o 4
loken with the same identilier and encryplion key can access
the data from the stored location and decrypt the data. [n this
manner, the data is shared in a secure manner.

As deseribed above, multiple tokens having the same iden-
tifier and the encryption key may be generated and distributed
to a group ot users. A user in the group may then use his‘her
token to load data to be shared or access the shared data.
[owever, it is not essential that multiple tokens be generated.
In one embodiment. a single token may be generated that may
beused by multiple users (or a single user) who want to load
data to be shared or access the shared data.

FIGS. 7A and 7B depict examples of tokens that may be
generated according to embodiments ofthe present invention.
As shown in FIG, 7A, a card 700 (or paper or plastic or other
phvsical medium) may be generated which has two identical
tokens 702-A and 702-13. llach token comprises a barcode
(QR code) 704 encoding a unique identifier and a svnunetric
encryption key. Card 700 may be perforated atong line 706 to
enable the card to be broken or snapped into two phvsically
separate tokens, each with a QR code. Upon breaking the
card, (oken 702-A may be given o a lirst user and {oken 702-B
may be given to a second user who wishes to share data with
the first user. For examipte, the first user may use token 702-A
o encrypl and vpload data w 4 slorage location [rom where it
can be accessed by the second user using token 702-B. Either
user may deposil data 1o be shared and access the shared data
using their oken since both tokens 702-A and 702-B have the
same identilicr and symmelric encryplion key, By providing a
pairolidentical tokens 1o two iIndividuals, both have access w
the same unique identifier and the same enervplion key. The
cambination of the identifier and the encryption key allows
them ey deposil and retrieve encrypled data anonymously,
with minimal advance preparation. In alternative embodi-
ments, a card may be created with several tokens which may
be broken into separate physical tokens.

I'I(3. 713 depicts another card 750 comprising two identical
tokens 752-A and 752-13. Lach token comprises information
754 encoding aunique identifier 756 and a symmetric encryp-
tion key 758. Card 750 may be snapped along line 760 to
create two independent physically separate tokens which may
then be provided to ditferent users. | iach token also comprises
space 762 that is provided for markup by a user of the token.
For example, the user may write a description of the data that
is shared using the token. liach token also comprises a key-
hole that enables the token to be attached to a kevchain for
convenient portability.



US 8,756,673 B2

11

As previously described, a symmetric key may be associ-
dled with wokens such that the same key is used o1 encrypling
and deerypling information vsing the tokens. In aliernative
embodiments, a kev pair may be used. such as a Public/
Prvatekey puir. In such embodiments, dala may be encrypled
using the public key and may be deerypled only vsing the
private key ot'the pair which 1s keptsecret. A card such as card
700 depicted in FIG. A may be created having non-identical
tokens 702-A und 702-B. The machine-readahle code asso-
ciated with token 702-A may encede a unique identifier and
the public key of the public/private key pair and the machine-
readable code associated with loken 702-B may cncode the
same unique identifier as token 702-A and the private key
[rom the public/private key pair. Token 702-A mayv (hen be
provided o a user who 1s allowed w enerypl the shared data
using the public key and upload the intermation to be shared
1o d storage locution corresponding 1o the identificr and token
702-B may be provided 1o a user who 1s allowaed (o sceess the

shared intformation from the storage location and decrypt it >

using the prvate key, In another cmbodiment, both the keys in
4 pair may be printed on a woken. For example, iwo machine-
readable codes may be printed on a token, one encoding the
identilicr and the public key ol the public/privale key pair and
another encoding the identilier and the privale key ol the
public/private kev pair. One machine-readable code may be
printed onone side of the wken and the other on he other side.

Public/Private key encryplion generally works symmeln-
callv. In other words, when data is encrypted with the so-
culled public key, 1t can only be decrypled using the privale
kev, Allernatively, when data is enervpled using the privaie
kev, it can only be decrypted using the public key. In other
words il a pair of public/privale kevs are used in an embaodi-
ment of this invention, cach vser will be able o provide data
encrvpted in a wav that can onlv be accessed by the other user
and not by themselves.

In another crabodiment, instead ol the wkens comprsing
the kevs from the kev pairs, each token in a set of tokens
comprises an identifier, a svmmetric encryption kev, and
inlormation that points 1o an encrypled public/private key
pair. Holders of tokens in the set may access the same pair of
kevs using the token. The encrypted key pair may be
decrvpted using the svmmetric key associated with a token.
Each woken holder could use the public key ol the key pair (o
encrvpt the data and the private key of the kev pair to retrieve
il. In this embodiment, the symmetric key associaled with a
token is only used lor decrypling the public/private key pair.
[n this ecmbodiment, the private key can be used o cnervpl

documents that are stored at the storage location. The public s

kev and document identifier could be given oul (o other users
who can read and decrypt all the documents, but not add new
documents. Only those with the symmetnc key have aceess Lo
the private key and can upload new encrypted documents.

1n alternative embodiments, the token holders may choose s

a secret password and the data being shared may be encrypted
using that password also so that a person would have to have
access to both the token comprising the identifier and the
encryption key and the password in order to access the shared
data.

According to an embodiment of the present invention, in
addition to storing encrypted shared data, metadata associ-
ated with the shared data may also be stored. The metadata
may be stored in encrypted form. The metadata may comprise
informatien related to the shared data such as mimetype tor
the shared object, tags related to the shared data, and pointers
to next and previous versions of the data. The metadata may
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be accessed using the document identifier at the same storage
location by requesting the metadata instead of requesting the
document.

Var example, in one embodiment, the shared data may be
stored in a document that is encrypted using an encryption
key and then stored in a location from where it can be shared.
A eryptographic hash (e.g., a 128-bit cryptographic hash)
may be catculated from the encryvpted docwment bits and the
hash may serve as the unique identifier. The encrypted docu-
ment is then stored using the hash as the identifier. Metadata
associated with the document is also encrypted and stored
along with the document. One or more tokens may be gener-
ated comprising the hash identifier and the encryption key
used 1o enerypl the document.

When o token compnsing the hash identifier and the
encryplion key is used W upload a new version ol he shared
inlormation, 4 new document is erealed comprising the
shared dutu and the new document is encrypled using the
eneryplion key, A new hashidentilier is then caleulated lor the
encrvpled new document and the new document is stored
using the new identifier. This newly computed identifier is
added 1o the metadata ol the previously stored document as
the “next” version of the document. [tis convenient to use the
same encryption key to encrypt all versions of a document so
that 1 person with the origingl loken can [ollow the “next”
pointers using the metadata ot the stored document versions
until the persen finds the most recent known version of the
document or the version the persen is looking for. The enceyp-
tion key may be used to decryptthe latestencrypted document
Version.

[n one embediment, the first version ofthe encrypted docu-
ment may act as a placeholder either containing no informa-
tion or information such as something about who created the
document. Repardless of the contents ot the data in the Hrst
version of the document, the identifier for the document is
calculated in a way that it is unique. For instance, the identi-
fier may be calculated as a cryptographic hash ot the chosen
encryption key concatenated with the date and time and an
additional random string. One or more identical tokens may
then be generated comprising the calculated identifier and the
encrvption kev.

A person wishing o upload data (o be shared may use a
token which causes the shared data to be encrypted using the
encryption key from the token, a new identifier is calculated
bused vpon the encrypled data 1o be shared, the coervpled
data is stored corresponding to the new identifier, and the new
identiflicr 15 added as the “next” pointer (or one ol the next
pointers} in the metadata associated with the original identi-
fier that is associgted with the wken and which points (o an
nilia]l placcholder document. A person wishing o access
shared data may vse g loken comprising the same identilier
(1.c., the original identifier) and the cocryption key which
causes an application {such as token processor 102 depicted
in IG5 1) to use the original identifier read from the token to
aceess the placcholder document and its metadata, follow the
“next” pointer in the metadata to access the desired encrypted
version of the shared document. 'The desired encrypted ver-
sion may then be accessed and decrypted using the encryption
key read from the token.

IIG. 8 is a simplified high-level flowchart 800 depicting a
method of generating a token to share data in an embodiment
where ditterent versions of'the shared data may be stored. The
method depicted in FIG. 8 may be performed by software
modules (code modules or instructions) executed by a pro-
cessor, hardware modnles, or combinations thereot. Lor
example, the method may be performed by token processor
102 depicted in FIG. 1. Flowchart 800 depicted i1 FIG. 8 is
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merely illustrative of an embediment of the present invention
and is not intended to timit the scope of the present invention.
Other variations, modifications, and alternatives are also
within the scope of the present invention. The method
depicted in FIG. 8 may be adapted to work with different
implementation constraints.

As depicted in FIG. 8, processing may be initiated upon
receiving a request to generate a new token (step 802). A
unique identifier may then be generated to be associated with
the token to be generated (step 804). The identifier generated
in 804 is such that it can be used to identify and access the
shared data. In one embodiment, the identilier may be calcu-
lated as the hash of a random stream of data generated by a
random number generator, Other lechnigques may also be vsed
10 generale a unique identilier in 804. A unique symmelrnic
encryplion key is also created w be associaled with the token
1o be generated (step 806).

A null record is then ereated thut can be accessed using the
unigue identificr generated in 804 (siep 808). The null record
may b a document that 1s created. Metadata is also stored [or
the null record created in 808 (step $10). 'L'he inetadata may
comprise inlormation pointing 1o the next version of the
shared data. l'or example. the metadata may comprise “next”
mforination that may be used to point to a next versiou of the
shared data. Since initially there is no shared data swored, the
metadata “next” pointer of the null record is setto null. Inone
embodiment, the metadata is encrypted using the encryption
key generated in 806 and the encrypted metadata is stored.

One or more tokens (either digital or physical) are then
generated, with each token comprising the unique identifier
generated in 804 and the encryption key created in 806 (step
812). As previously described. ditferent techniques may be
used for associating the identifier and encryption kev infor-
mation with a token. or example, a QR code may be created
encoding the umque identifier and encryption key and the QR
code may be associated (e.g.. printed) with each token (digital
orphysical}). Physical tokens may bhe created in various forms
including the examples depicted in FIGS. 7A and 7B. The
tokens generated in 812 may then be distributed to a group of
users wishing to share data. A user from the group mayv use the
token to either load the data to be shared or to access the
shared data.

The null record that is created acts a placeholder that may
be used to store and access different versions of the shared
data. When shared data is uploaded Lor the [irst time using the
token (i.e., the first version of shared data), the first version is
encrypled using the encryplion key lrom the token. The
encrypled [irst version ol the shared data 1s stored in g newly
created record. A new identifier is gencrated for the new

record such that the new record 1s accessible using the gen- 3

crated identificr. Metadata inlormation is stored lor the newly
created record. ‘The metadata information may be encrypted
using the encryption key associated with the token. The
“next” pointer in the metadata associated with the null record

iz changed to poiut to the uew record. This may be doncinone s

embodiment by setting the “next” information in the meta-
data ofthe null record to the newly generated identifier for the
new record. I'he new identifier thus provides a link or pointer
to the new record. The “next”™ pointer in the metadata associ-
ated with the new record is set to null. In this manner, asortof
linked list is created with the null record being the first node
in the list and the uploaded version (which is the “latest”
version) being stored in the record pointed to by the metadata
of the null record. As newer versions of the shared data are
uploaded, a new record is created for each new added version,
a new identifier calenlated for the newly created record, and
the “next” information in the metadata associated with the
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record storing the previous upleaded version is set to the
newly calculated identifier thereby creating a pointer from the
record storing the previous version to the record storing the
latest version. T'he last record in the linked list stores the latest
version of the shared data.

A token may then be used to access the latest version of the
stored data. A token enables access to the first record in the
linked list (i.e., the null record) and the metadata pointers may
then be used to traverse the linked list of records to the last
record storing the latest version of the shared data. The latest
version data mayv then be accessed and decrypted using the
encryplion key [rom (he wken.

In one embodiment a cotlection of data may be stored at the
idenltilicr by storing & list ol document identifiers in the meta-
dida of the onigingl identifier in the token instead ol a linked
list. For exumple, every time a uscr wishes to share a new
document, the document is enerypled vsing the eneryplion
kev on (he wken snd then v new document identifier is cal-
culated or ereated. The enerypled document is uploaded o the
location specilied by the new identilier, The new identificr is
theu added to the list of document identifiers stared in the
meladata ol the identilicr in the token. The identifiers in the
collection can be encrypted using the encryption key in the
token also.

FIG. 9 is a simplificd high-level Oowchart 900 depicling 4
method ot using a token to upload data to be shared 1n an
embaediment where different versions of the shared data may
be stored. 'The method depicted in [FI(7. 9 may be performed
by software medules (code medules or instructions) executed
by a processor, hardware modules. or combinations thereof,
l'ar example, the method may be pertormed by token proces-
sor 102 depicted in I'1(5. 1. I'lowchart 900 depicted in I'[€5. 9
is merely illustrative of an embodiment of the present inven-
tion and is not intended to limit the scope of the present
invention, Other variations, modifications, and alternatives
are also within the scope of the present invention. The method
depicted in I'I{3. 9 may be adapted to work with ditterent
imptementation constraints.

As depicted in FIG. 9, information may be received iden-
tifving the data that is to be uploaded and made available as
shared data (step 902). Information is obtained from the token
that is used [or uploading the data (slep 904). For example, the
machine-readable code associated wilh the token may be read
by a token reader in 904. An identifier and an encryption key
1s then determined [rom the inlermation oblained rom the
token in 904 (step 906).

The data identified in 902 is encrypled using the encryption
key determined in 906 1o produce encrypled shured data (step
908). A new record is then ereated and the encrypled data is
stored in the newly ereated record (step 9100, The new record
may be a document storing the encryvpled shared data. A new
unique identifier is then computed for the uew record created
n 210 (step 912). In one cmbodiment, the unigue identilier
may be generated by calculating a cryptographic hash of the
cucrvpted contents of the new record. The new record created
1n 9140 is stored such that it can be accessed using the identifier
computed in 912 (step 914). Metadat is stored for the new
record (step 916).

Processing is then performed to upload the new record
storing the encrypted new shared data. A record correspond-
ing to the unique identifier determined in 906 (i.e., the iden-
tifier obtained from the token) is then accessed (step 918). The
record may be in the form of a document that is pointed to by
the unique identifier. Metadata associated with the accessed
record is read (step 920). [n one embodiment, the metadata
may be encrypted and the encryption key determined from the
token in 906 may be used to decrypt the metadata.
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A check is then made to see if the “next” information
included in the accessed metadata is null or whether it points
to another stored record (step 922). If the “next” pointer is
null, then it indicates that the last record in the linked list of
records has been reached. This last record stores the last
uploaded version of the shared data. Tf the “next™ pointer is
not null, then it indicates that the last record in the linked list
has not been reached and the linked list of records is traversed
vntil the last record is reached.

Accordingly, if it is determined in 922 that the “next™
mformation in the metadata is not null, then the record
pointed 1o by the “next” pointer is accessed (slep 924). Inone
embodiment, the *next™ information identifies an identifier
that is used w0 identily and aceess a record, Processing (then
reverts o 920 wherein metadala associaled with the newly
accessed record s read. According (o 922, a check 15 made o
see il the null pointer associatled wilth the sccessed metladata is
sel 1o null. In this manncr, steps 920, 922, and 924 arc
repeated unlil the last record has been reached (e, @ record
wilh metadaty having the “next” infonmation set W null).

Once the last record has been reached, the “next” informa-
tion in the meladata associated with the last record 1s updatesd
to point to the new record created in 910 (step 926). Uhis may
be achieved by setting the “next” information of the metadata
ol the last aceessed record W the new identifier caleulaled in
912. In this way, the “next” information points to the new
record. The “next” information in the metadata associated
with the newly created record is set to null (step Y28) thereby
indicating that it is now the last record in the linked list of
records and stores the latest version of the data. The metadata
associated with the record may be encrypted using the
encryption key obtained from the token. Information identi-
fving a version may also be stored in the metadata associated
with the newly created record.

In the manner described above, a new record is created and
added each time a new version of shared data is uploaded
using a token comprising a particular identifier and encryp-
tion kev. The uploads may be performed by different users.
The uploads may be performed using the same token or
different token (all having the same identifier and encryption
kev). Those familiar with database operations and version
conirol syvstems will recognize that it 15 important that two
different users do not try to update the next pointer in the
nmetadata of the same record simultaneously. In other words,
both users may be trying 1o uplead @ new version ol a docu-
ment simultaneously and find the same null pomter and both
change the null pointer o dillerent identifiers gt the same
time. When this happens, the last user W wrile the change
wins and (he frst user’s chunges are lost, There are o number

ol ways well known in the art o avoid such a collision includ- 3

ing alomic operations or wrile-locking, For instance, il the
operation of testing for a null pointer and updating it to a new
wlentifier value was an alomic operation that happened in one
step then no two nsers could test and update simultaneonsly.

[1n one embodiment, multiple next pointers could be allowed s

in the linked hist. 1iven though this would allow the docoment
versions to branch, this might be more acceptable than losing
a document altogether.

IIGS. 10A, 1013, and 10 depict progression of a linked
list of records as newer versions of shared data are uploaded
using a token according to an embediment of the present
invention. As depicted in I'I(v. 10A. when a token is first
created, an empty record 1002 may be created corresponding
to the identifier (IN0) associated with the token. In some
embodiments, record 1002 may not be empty but may hold
information such as when the record was created, who created
the record, etc. Metadata 1004 for empty record 1002 is also
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stored comprising “next” information and “prev” informa-
tion. The “next™ is used for pointing to the next record in the
record list and the “prev™ is used for peinting to the previous
record in the list. The “next™ information and the “prev’”
information are set to null,

I'TG. 1013 depicts the list of records when a first version of
shared data has been uploaded using a token comprising the
same identifier and encryption key that was used to create the
record in 10A. The first version is encrypted using the encryp-
tion key read from the token. A new record 1006 is created for
storing the encrvpted data. A new identifier (ID1) is created
lor new record 1006, Metadata 1008 is also stured [or new
record 1006. The “next™ in metadata 1004 associated with
record 1002 is sel (o ID1, thereby pointing 1o new record
1006. The “next” in metadats 1008 associuled with new
record 1006 15 sel w null. The “prev™ in metadata 1008 1s set
Lo IDO, thereby poinling (o the previous record 1002 in the list
ol records, Record 1006 now stores the latest version ol the
shared data uploaded using a token in encrypled lorm.

FIG. 10C depicts the list ol records when a second version
ot shared data has been uploaded using a token. 'The second
version is encrypled using the encryplion key read [fom the
token. A new record 1010 is created for storing the encrypted
data. A new identifier (1132) is created for new record 1010,
Meladata 1012 is also stored lor new record 1010, The “next™
in metadata 1008 associated with record 1006 is set to 1132,
thereby pointing to new record 1010, The “next” in metadata
1012 associated with new record 1010 is set to null. The
“prev” in metadata 1012 is set to 1131, thereby pointing to the
previous record 1006 i1 the list of records. Record 1010 now
stores the latest version ot the shared data nploaded using a
token in encrypted form.

In this manner, multiple versions of shared data may be
uploaded using tokens having the same identifier and encryp-
tion kev. In one embodiment, information identifying a par-
ticular version of shared data stored by a record may also be
stored in the metadata associated with that record.

A token may also be used to access the latest version of
shared data. FIG. 11 is a simplified high-level flowchart 1100
depicting a method of using a token to access the latest ver-
sion of shared data according to an embodiment ofthe present
nvention, The method depicted in FIG. 11 may be perlormed
by software modules (code modules or mstrictions) executed
by a processor, hardware modules, or combinations thereof.
For example, the method may be perlormed by loken proces-
sor 102 depicted in FIG. 1. Flowchart 1100 depicted in FIG.
11 is merely illusirative ol an cmbodiment ol the present
invention and 1s not intended o limil the scope of the present
invention. Other varigtons, modifications, and alicronatives
arc also within the scope of the present invention. The method
depicted in FIG. 11 may be adapted 1o work with dillerent
implementation canstraints.

As depicted in FIG. 11, inlonmnation may be ablained [tom
a token being used to access shared data (step 1102). An
identifier and an encryption key are determined from the
information obtained in 1102 (step 1104). A record corre-
sponding to the unique identifier determined in 1102 is
accessed (step 1106). Metadata associated with the accessed
record is read (step 1108). In one embodiment, the metadata
may be encrypted and the encryption key determined from the
token in 1102 may be used to decrypt the metadata.

A check is then made to see it the “next” information
included in the accessed metadata is null or whether it points
to another stored record (step 1110). If the “next™ pointer is
null, then it indicates that the last record has been reached.
This last record stores the last uploaded version of the shared
data. If the “next™ pointer is not null, then it mdicates that the
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last record in the linked list has not been reached and the
linked list of records is traversed until the last record is
reached. Accordingly, if it is determined in 1110 that the
“next” information in the metadata is not null, then the record
pointed to bv the “next™ pointer is accessed (step 1112). In
one embodiment, the *next” information identifies an identi-
fier that points to a record that is then accessed. Processing
then reverts to step 1108 wherein metadata associated with
the accessed record is read. According to 1110, a check is
made to see if the null pointer associated with the accessed
metadata is set to null. In this manner, steps 1108, 1110, and
1112 are repealed until (he lust record has been reached (ie.,
the “next” information in the metadata associated with the
record is sel o null),

The last record stores the lutest version ol the shared datain
encrypled lorm. The encrypled data [rom the last record s
dectypled using the encryplion key delermined in 1104 (step
1114). The deerypled mlormation is then made aceessible o
the token holder wishing o access the inlormation (slep
1116).

In the embaodiments described above, the identifier infor-
malion stored in the metadala associaled with a record may be
encrypted using the encryption key associated with a token.
During processing, this information mav be decrvpted using
the eneryplion key read [rom the 1oken. In one embodiment,
all encryptions may be performed using a symmetric key
associated with a token. 'The symmetric key may then be also
used to perform all decryptions.

Optionally, two token holders may agree upon a password
and the password may be used as an additional layer of
security. [n this embodiment, in addition to the identifier and
the encryption key, the password is also required in order to
access shared data.

I'I(3. 12 is a simplified block diagram of a data processing
system 1200 that may be used to used to perform processing
according to an embodiment of the present invention. For
example, data processing system 1200 may serve as computer
system 104 depicted in FIG. 1. As shown in FIG. 12, data
processing svstem 1200 includes a processor 1202 that com-
municates with a number of subsvstems via a bus subsystem
1204. These subsystems may include a storage subsystem
1206, comprising a memory subsystem 1208 and a [ile stor-
age subsystem 1210, user mterface input devices 1212, user
interface output devices 1214, and a network interface sub-
system 1216,

Bus subsystem 1204 provides a mechanism for letting the
various components and subsystems ol compuler system
1200 communicate with cach other as intended. Although bus
subsvsiem 1204 is shown schematically as a single bus, alter-

native cmbodiments of the bus subsystem may utilize muol- 3

tiple busses.

Network interface subsystem 1216 provides an interface to
other computer systems, networks, and devices. Network
interface subsystem 1216 serves as an interface for receiving
data from and transmitting data to other systems from data
processing system 1200. l'or example, a digital token may be
communicated to and from data processing system 1200
using netwark iuterface subsystem 1216. Limbodiments of
network interface subsystem 1216 typically include an lith-
ernet card, a modem (telephone, satellite, cable, [SIIN),
(asynchronous) digital subseriber line (DS1.) unit, FireWire
intertace, US13 interface. and the like. l'or example, interface
1216 may be coupled to a computer network, to a FireWire
bus, orthe like. Tn other embodiments, interfaces 1216 may be
physically integrated on the motherboard of data processing
system 1200, may be a software prograni such as soft DSL, or
the like.
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Userinterface input devices 1212 may include a keyboard,
poinling devices such as g mouse, rackball, wuchpad, or
graphics tahlet, a scanner, a barcode scanner, a louchscreen
incorporated into the display, andio input devices such as
voice recognition sysiems, microphones, and other types of
mpul devices. In general, use ol the lerm “iopul device” is
intended to include all possible types of devices and mecha-
nisms [or inpulling information W data processing syslem
1200. A user muy perlorm lasks such as Wdentifyving data o be
shared, penerating request, etc. using input devices 1212.

User interlace outpul devices 1214 may include a display
subsyslem, a printer, a lax machine, or non-visual displays
such as audio output devices. etc. 'The display subsystem may
be g cathode ray wbe (CRT), a Mut-pancl device such as
liquid crystul display (LCI}), or u projection device. In gen-
eral, use of the term “output device™ is intended to include all
pussible lypes ol devices and mechanisms lor outpulling
mlormation [rom data processing system 12000 A digilal
token may be displayed via an output device 1214.

Storage subsystem 1206 may be conligured w store the
busic programming and data consiructs that provide the [unc-
tionality of the present invention. Software (code modules or
instructions) that when executed by a processor provide the
lunetionality of the present invention may be stored in storuge
subsystem 1206. T 'hese software modules or instructions may
be executed by processor(s) 1202. Storage subsystem 1206
may also provide a repository for storing data used in accor-
dance with the present invention. I'or example, digital tokens
may be stored by storage subsystem 1206, Storage subsystem
1206 may comprise memory subsystem 1208 and file/disk
storage subsystem 12110,

Memory subsystemn 1208 may include a number of memo-
ries including a main random access memory (ILAM) 1218
for storage of mstructions and data during program execution
and a read only memory (ROM) 1220 in which fixed instrue-
tions are stored. l'ile storage subsystem 12140 provides per-
sistent (non-volatile) storage for program and data files, and
may include a hard disk drive, a floppy disk drive along with
associated removable media, a Compact Disk Read Only
Memory (CD-ROM) drive, an optical drive, removable media
carinidges, and other like storage media.

Data processing system 1200 can be of various types
including a personal conputer, a portable computer, a work-
slalion, d network computer, a mainlrame, a kiosk, or any
other data processing system. Due to the ever-changing
nuture ol computers and networks, the deseription ol data
processing sysiem 1200 depicied in FIG. 12 1s intended only
as a specilic example [or purposes ol illusirating the prelerred
embodiment of the computer system. Many other conligura-
tions having more or lewer components than the sysiem
depicted in FIG. 12 are possible.

Although specilic embadiments of the invention have been
described, various modifications, alterations, alternative con-
structions, and cquivalents arc also chcompassed within the
scope ot the invention. 'The described invention is not
restricted to operation within certain specitic data processing
environments, but is free to operate within a plurality of data
processing environments. Additionally, althongh the present
invention has been described using a particular series oftrans-
actions and steps, it should be apparent to those skilled in the
art that the scope of the present invention 1s not limited to the
described series of transactions and steps.

Further, while the present invention has been described
using a particular combination of hardware and software, it
should be recognized that other combinations of hardware
and software are also within the scope of the present inven-
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tion. 'The present invention may be implemented using hard-
ware, software, or combinations thereof.

The specification and drawings are, accordingly, to be
regarded in an illustrative rather than a restrictive sense. [t
will, however, be evident that additions, subtractions, dele-
tions, and other modifications and changes may be made
thereunto without departing from the broader spirit and scope
of the invention as set forth in the claim.

What is claimed is:

1. A method of sharing data, the method comprising:

generating a first phvsical token and a second phvsical

loken, each of the lirst and the second physical tokens
comprising an identifier and an encryvption key, wherein
the identifier 15 associated with a location for storing
encrypled dala,

alier generating the lirst and the second physical lokens,

receiving, by one ol one or more compuler Syslems,
inlormation identilying data 1o be shared;

receiving, by the one ol the one or more compuler sysiems,

mlormation read [rom the (irst physical token, the inlor- 2

mation comprising the identifier and the encryption key:
enerypling, by the one ol the one or more compuler sys-
tems, the data to be shared nsing the encryption key read
from the first physical token to generate encrypted data;
causing, by the one ol the one or more compuler systems,
the encrypted data to be stored nsing the identifier;
obtaining the identifier and encryptionkey from the second
physical token:;

accessing the encrypted data using the identifier obtained

from the second physical token;

decrypting the encrypted data nsing the encryption key

obtained from the second physical token to produce
decrypted data; and

enabling access to the decrypted data.

2. The method of claim 1 further comprising generating the
identifier, wherein generating the identifier comprises:

determining the location for storing encrypted data; and

generating the identifier based upon the tocation for storing
encrypted data.

3. The method of c¢laim 1 wherein generating the first
phvsical token and the second physical token comiprises:

generaling a machine-readable code encoding the identi-

fler and the encryption key; and

associating the machine-readable code with the first physi-

cal token and the second physical wken.

4. The method of ¢laiin 1 wherein af least one of the first
physical 1oken or the second physical token compriscs a
machine-readable code cncoding  the identiflier and the
cneryplion key.

5. The method ol ¢laim 1 wherein generating, the [irst
physical loken and the second physical loken comprises print-
iug the first physical token and the sccend physical token on
4 single physical medium, whercin the single physical
medium enables a token printed on the single physical

medium to be physically separated from other tokeus printed 5

on the single physical medinm.

6. A method of sharing data, the method comprising:

receiving, by oue of oune or more computer systems, an
encryption key and an identifier, wherein the encryption
key and the identifier are read from a first physical token,
and the identifier is associated with a location for storing
encrypted data;

receiving, by the one of the one or more computer systetns,
data to be shared;

encrypting, by the one of the one or more computer sys-
tems, the data using the encryption key to produce
encrypted data; and

10

b
L

35

40

N
(==}

&l

20

causing, by the one of the one or more computer systems.
the enerypled data 1o be stored such that the encrypled
dala is accessible using the identilier;
obtaining information trom a second physical token by
reading muchine readable inlormation disposed on the
second physical token, the second physical wken com-
prising the identifier and the encryption key;

determining the identifier and encryvplion key [rom the
inlormation ablained [rom the second physical wken;

accessing the encrypted data using the identifier deter-
mined [rom the information obtainel [rom the second
physical token;

decrypting the encrypted data using the encryption key

determined [rom the information oblained from the sce-
ondl physical woken w produce decrypled data; and
enabling access to the decrypted data,

wherein the [irst physical woken and the second physical

token are gencrated prior (o receiving the data.

7. A system of sharing data, the system comprising:

a memory conligured 1o store data 1o be shared; and

ene or more processors configured to:

cause generation of a first physical token and a second
physical tolcen, each of the first phvsical token and the
second physical woken comprising an identificr and an
encryption key, wherein the identifler 18 associated
with a location for storing encrypted data;

receive information identifying the data to be shared;

receive information read from the fiest physical token:

encrypt the data to be shared using the encrvption kev read
from the first physical token te generate encrypted data;

cause the encrypted data to be stored in the memory at a

nemory location accessible using the identifier read
from the first physical token;

obtain the identifier and encryption kev from the second

phyvsical token by analyzing information encoded in a
machine-readable cade disposed on the second physical
token;

access the encrypted data using the identifier obtained from

the second physical token;

decrypt the encrypted data using the encryption key

obtained [rom the second physical loken w produce
decryvpted data; and

enable access to the decrvpted data;

wherein the [irst and the second physical wkens are gen-

erated prior to the processor receiving the nformation
ilentilying the data 1 be shared.

8. The system ol claim 7 wherein at least one of the [irst
physical token or the second physical woken comprises
machine-readable code cncoding  the idenliflier and the
enervplion key.

9. I'he system of claim 7 further comprising a printer con-
figured 1o print the [irst physical woken and the sccond physi-
cal token on a single physical medinm, wherein the single
physical medium cnables the first physicat token printed on
the single physical medium to be physically separated from
the second physical token printed on the single physical
medium.

10. A method comprising:

generating a first physical token and a second physical

token, each of the first and the second physical tokens
comprising machine readable information, the machine
readable information including an identifier and an
encryption key, wherein the identifier is associated with
a location for storing encrypted data;

receiving, by one of one or more computer systems, infor-

mation identifving data to be shared;
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reading, by the one of the one or more computer systems,
the machine readable information from the first physicat
token:

determining, by the one ot the one or mere computer s5ys-
tems, the identifier and the encrvption kev from the
machine readable information read from the first physi-
cal token;

encrypting, by the one of the one or more computer s¥s-
tems, the data using the encryption kev to penerate
encrypted data;

causing, by the one of the one or more computer systems,
storage ol the encrypted data at a location specilied by
the identifier;

oblaining the identilier und encryplionkey rom the second
physical token by analyzing the machine readable infor-
mation [tom the sccond physical loken;

gecessing the enervpled dala vsing the identilier oblained
[rom the second physicul token;

decrypling the encrvpled data using the encrvplion key

ohlained [rom the second physical wken o produce 2

decrypted data; and

cnabling access 1o the decrypled data,

wherein the first and the second physical tokens are gen-
erated prior to receiving the information identifving the
data.

10

b
L

22





